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CHRISTIE, PARKER & HALE, LLP

655 North Central Avenue, Suite 2300

Glendale, California 91203-1445

Telephone: (626) 795-9900

Facsimile: (626) 577-8800

Attorneys for Plaintiff,
Electric Power Group, LLC

UNITED STATES DISTRICT COURT

CENTRAL DISTRICT OF CALIFORNIA

ELECTRIC POWER GROUP, LLC, Case No. CV 12-6365-JGB (RZx)

Plaintiff, THIRD AMENDED COMPLAINT FOR
PATENT INFRINGEMENT
V.
ALSTOM, S.A., ALSTOM GRID, DEMAND FOR JURY TRIAL

INC., PSYMETRIX LTD., and
ALSTOM LIMITED,

Defendants.

For its third amended complaint against Defendants Alstom S.A.
(“Alstom”), Alstom Grid, Inc.,, (“Alstom Grid”), Psymetrix Limited
(“Psymetrix™), and Alstom Limited (collectively “Defendants”), Plaintiff Electric
Power Group, LLC (“EPG”) alleges as follows:

JURISDICTION

1. This is an action for patent infringement pursuant to 35 U.S.C.
Section 271. This Court has jurisdiction pursuant to 28 U.S.C. Section 1338(a).

2. Venue is proper under 28 U.S.C. Sections 1391(b)(2) and/or (b)(3).
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PARTIES

3. Plaintiff EPG is a limited liability company existing under the laws
of the State of California, having a principal place of business at 201 South Lake
Avenue, Suite 400, Pasadena, California 91101.

4, EPG is informed and believes, and thereon alleges that Defendant
Alstom is a French corporation, having a principal place of business at 3, Avenue
André Malraux, 92309 Levallois-Perret Cedex, France. Upon information and
belief, Alstom does business in the United States under various divisions, one of
which is known as Alstom Grid, an Ohio corporation having a principal place of
business in Philadelphia, Pennsylvania. EPG is informed and believes that on or
about February 23, 2011, Alstom acquired Psymetrix, a United Kingdom
corporation with a principal place of business located at Mitchell House - 1st
Floor, 5 Mitchell Street, Edinburgh EH6 7BD Scotland, United Kingdom. EPG is
informed and believes that on April 1, 2014, Psymetrix was acquired by Alstom
Limited, with a registered office at St. Leonards Works, St. Leonards Avenue,
Stafford, United Kingdom ST17 4LX.

5. Upon information and belief, Alstom conducts business within
California at least through its control and ownership of Alstom Grid and
Psymetrix.

6. Upon information and belief, each of the Defendants was the agent,
alter ego, co-conspirator and/or joint venturer of each of the other Defendants and
that the acts of each of the Defendants were in the scope of such relationship.

7. Upon information and belief, in doing the acts or failing to act as
alleged in this Complaint, each of the Defendants acted with the knowledge,
permission, and the consent of each of the other Defendants.

8. This Court has personal jurisdiction over Defendants because they
have conducted systematic and continuous business within California and have

directed their unlawful business activities towards California.
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FACTUAL BACKGROUND

9. EPG is a developer and distributor of systems for wide-area, real-

time monitoring of the electric power grid.

10. On August 9, 2004, EPG filed a U.S. patent application directed to
its automated system. It issued as U.S. Patent 7,233,843 (the “’843 Patent”) on
June 19, 2007 and is titled “Real-Time Performance Monitoring and Management
System.” A true and correct copy of the ‘843 Patent is attached as Exhibit A.
The ‘843 Patent claims a priority filing date of provisional applications filed by
EPG on August 8, 2003 and December 3, 2003 respectfully.

11. OnJune 15, 2007, EPG filed a U.S. patent application directed to its
automated system. This application was a continuation patent application and it
issued as U.S. Patent 8,060,259 (the “’259 Patent™) on November 15, 2011 and is
titled “Wide-Area, Real-Time Monitoring and Visualization System.” A true and
correct copy of the ‘259 Patent is attached as Exhibit B. The 259 Patent claims a
priority filing date of provisional applications filed by EPG on August 8, 2003
and December 3, 2003 respectfully.

12.  On September 29, 2011, EPG filed a U.S. patent application directed
to its automated system. This application was a continuation patent application
and it issued as U.S. Patent 8,401,710 (the ‘710 Patent) on March 19, 2013 and is
titled: “Wide-Area, Real-Time Monitoring and Visualization System.” A true
and correct copy of the ‘710 Patent is attached as Exhibit C. The ‘710 Patent
claims a priority filing date of provisions applications filed by EPG on August 8,
2003 and December 3, 2003 respectively.

13. Defendants have sold and offered for sale in this District and
elsewhere, and continue to sell and offer for sale in this District and elsewhere,
without the consent or authorization of EPG, one or more products or systems
directed to wide area, real time monitoring of the electric power grid, including

without limitation at least the current versions of the products and solutions
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known as “PhasorPoint,” and/or “e-terravision,” alone and in combination with
other wide area measurement systems (WAMS)-based Smart Grid offerings, that
are covered by one or more claims of the ‘843 Patent, one or more claims of the
‘259 Patent, and one or more claims of the ‘710 Patent. (the “Infringing
Products™).

FIRST CLAIM FOR RELIEF

Patent Infringement

14. EPG hereby repeats and realleges paragraphs 1 through 13
hereinabove as though fully set forth herein.

15. Defendants, by themselves or in concert with others, have made,
used, sold or offered to sell, and continue to make, use, sell or offer to sell, in this
District and elsewhere in the United States, the Infringing Products which
infringe the ‘843 Patent, the ‘259 Patent and the ‘710 Patent.

16. In addition, Defendants actively induce their customers to directly
infringe the ‘843 Patent, the 259 Patent and the ‘710 Patent. The infringing acts
carried out by Defendants’ customers directly infringe the ‘843 Patent, the ‘259
Patent and the ‘710 Patent. Defendants have taken actions while the ‘843 Patent,
the ‘259 Patent and the ‘710 Patent are in force to actively induce the infringing
acts by Defendants’ customers. Defendants were aware of ‘843 Patent, the ‘259
Patent and the ‘710 Patent and knew that their customers’ acts constitute
infringement of the ‘843 Patent, the ‘259 Patent and the ‘710 Patent.

17. In addition, Defendants contribute to the direct infringement of the
‘843 Patent, the ‘259 Patent and the ‘710 Patent by Defendants’ customers.
Defendants sell and offer to sell software for use in a process or processes during
the time the ‘843 Patent, the ‘259 Patent and the ‘710 Patent are in force. The
software has no substantial, noninfringing use and the software constitutes a
material part of the invention. Defendants are aware of the ‘843 Patent, the ‘259

Patent and the ‘710 Patent and knows that the processes for which the software
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has no other substantial use is covered by one or more claims of the asserted
patents or may satisfy a claim under the doctrine of equivalents.

18. The aforesaid acts of Defendants are without right, license, or
authorization from EPG.

19. By its aforesaid acts, Defendants have infringed the ‘843 Patent, the
‘259 Patent, and the ‘710 Patent entitling EPG to relief pursuant to 35 U.S.C.
Section 271.

20. Defendants have had actual or constructive notice of the existence of
the ‘843 Patent, the ‘259 Patent, and the ‘710 Patent and despite such notice have
continued to engage in acts of infringement.

21. In or about late 2009 or early 2010, EPG provided written notice of at
least the ‘843 Patent to Alstom Grid. Upon information and belief, one of Alstom
Grid’s lead technical engineers, Jay Giri, discussed at least the ‘843 Patent with
representatives from EPG in the 2009-2010 timeframe.

22. In addition, Manu Parashar was previously employed by EPG and had
direct, firsthand knowledge of at least the ‘843 Patent and other pending
applications. Mr. Parashar left EPG in 2009 and subsequently was employed by
Alstom Grid in 2010.

23.  Upon information and belief, prior to the filing of the Complaint in
this action, Defendants have offered to indemnify their customers for any claim
made concerning the ‘843 Patent and/or ‘259 Patent.

24.  As adirect result of Defendants’ acts complained of herein, EPG has
been actually damaged and irreparably harmed and Defendants have been
unjustly enriched, to an extent not presently ascertained, which damage, harm and
enrichment will continue until enjoined by order of this Court.

25. Defendants’ infringement is and has been willful and EPG is entitled

to enhanced damages against Defendants.
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26.  This is an exceptional case and EPG is entitled to an award of its
attorneys’ fees.

PRAYER

Plaintiff EPG demands judgment against Defendants as follows:

1. Adjudging and decreeing that Defendants have committed acts of
patent infringement by their manufacture, use, sale, and offer for sale of the
Infringing Products and for contributory patent infringement and inducing patent
infringement;

2. For a temporary and permanent injunction prohibiting Defendants
and their officers, agents, servants, employees and attorneys, and other persons in
active concert or participation with them, from further infringing the ‘843 Patent,
the ‘259 Patent and the ‘710 Patent, and requiring Defendants to deliver up to
EPG for destruction any and all Infringing Products in any Defendant’s
possession, custody or control, along with any items of manufacture, the sole
purpose of which is to manufacture such Infringing Products, as well as any
promotional literature and packaging which displays or promotes such Infringing
Products.

3. For patent infringement damages in an amount not less than a
reasonable royalty, and for those damages to be trebled, pursuant to 35 U.S.C.
Section 284;

4, For prejudgment interest;

5. For all of EPG’s costs of this Action, including attorneys’ fees; and
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6. For such other or further relief as the Court may deem just and

proper.

DATED: April 7, 2013 Respectfully submitted,
CHRISTIE, PARKER & HALE, LLP

By /s/ Art Hasan

Art Hasan

Attorneys for Plaintiff,
ELECTRIC POWER GROUP, LLC
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1 DEMAND FOR JURY TRIAL
2 Plaintiff Electric Power Group, LLC, pursuant to Federal Rule of Civil
3 Procedure 38, hereby demands a trial by jury of all issues so triable.
4
5 DATED: April 7, 2013 Respectfully submitted,
6 CHRISTIE, PARKER & HALE, LLP
7
g By /s/ Art Hasan
Art Hasan
12 Attorneys for Plaintiff,
ELECTRIC POWER GROUP, LLC
11
12
13 GWB PAS1291301.1-*-04/7/14 11:46 AM
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United States Patent

O O

(12) (10) Patent No.: US 7,233,843 B2
Budhraja et al. (45) Date of Patent: Jun. 19, 2007
1]
(54) REAL-TIME PERFORMANCE MONITORING 6,681,154 B2*  1/2004 Nieslich et al. ............. 700/286
AND MANAGEMENT SYSTEM 6,728,601 B2* 42004 Garcia et al. ..oeoreurrern 700/286
6,732,019 B2* 5/2004 Spool et al. ................ 700/291
(75) TInventors: Vilkram S. Budhraja, Los Angeles, CA 6 poote
. ,751,562 Bl 6/2004 Blackett et al.
(US); James 1. Dyer, La Mirada, CA N o ,
(US); Carlos A- Martinez MOI‘HIES, 5,771,058 B2 8/2004 Lapmkm et al., ... 324/117 R
Upland, CA (US) 6,778,882 B2* 8/2004 Spool et al. ... 700205
6,801,940 B1* 10/2004 Moran et al. .............. 709/224
(73) Assignee: Electric Power Group, LLC, 6,912,880 B2* 7/2005 Staphanos et al. ......... 7312331
Pasadena, CA (US)
(*) Notice:  Subject to any disclaimer, the term of this
patent is extended or adjusted under 35 (Continued)
U.S.C. 154(b) by O days.
OTHER PUBLICATIONS
(21) Appl. No.: 10/914,789
Power World Corporation, “Power Syslerns, Transmission Systems,
(22) Filed: Aug. 9, 2004 Analysis, Visualization and Expertise.” (Product Brochure), no date.
(65) Prior Publication Data (Continued)
US 2005/0033481 Al Feb. 10, 2005 Primary Examiner—M. N, Von Buhr
(74) Attorney, Agent, or Firm—Christie, Parker & Hale,
Related U.S. Application Data LLP
(60) Provisional application No. 60/527,099, filed on Dec.
3, 2003, provisional application No. 60/493,526, filed G7) ABSTRACT
on Aug. 8, 2003.
(51) Int. Cl A real-time performance monitoring system for monitoring
GOG6F 1900 (2006.01) an electric power grid. The electric power grid has a plurality
GOGEF 15/173 (2006.01) of grid portions, each grid portion corresponding to one of
(52) U8, CL ..ocvvevrerecrrrrcrseaneneennes 700/291; 709/224 a plurality of control areas. The real-time performance
(58) Field of Classification Search ...... 709/217-219,  monitoring system includes a monitor computer for moni-
709/223-225, 249; 700/83, 286, 291, 297, foring at least one of reliability metrics, generation metrics,
702/60-62, 179-185; 703/18; 715/965, transmission metrics, suppliers metrics, grid infrastructure
715/969 security metrics, and markets metrics for the electric power
See application file for complete search history. grid. The data for metrics being monitored by the monitor
. computer are stored in a data base, and a visualization of the
{56) References Cited

U.S. PATENT DOCUMENTS

metrics is displayed on at least one display computer having
a monitor. The at least one display computer in one said
control area enables an operator to monitor the grid portion

6,055,163 A * 4/2000 Wagner et al. ......c.eoeo.oon 363/37 carresnonding to a different said control area
6,516,326 B1* 2/2003 Goodrich et al. . 707/104.1 P 2 )
6,553,418 Bl* 4/2003 Collins et al. ....cccceene 709/224
6,653,821 B2* 11/2003 Kem et al. ...cocoevcervenines 322/7 24 Claims, 41 Drawing Sheets
| cEneraTiON | [Ransmission] | suestamions| | wsexer | | securiy |
\ Ay
10 }2 " 1"* 18 172
) Generation 22 =™ Markst | Pertormance }m#..,...
¥ Data Ve Dats Dats ¥ Data  vJ —
INDEPENDENT BYSTEM OPERATORS, REGIONAL TRANSMISSION CRGANIZATIONS, I
| TRANSMISSION COMPANIES, CONTROL AREAS
T » 7 -
Reak-Time Operstions | 2 Anssesmant and
-Smm b + Refabiity Authorities
« Bymiam Semushy \ / / 1SO», RTCs
« Ancilary Servicos Grid ReatTima Pacformence « FERG/PUCS
b ing and F Piaiform « NERC
{Grid-35%
g:nuuiiarm-mw SrraTHG
« Transmission Sourvhen
Muia E—)

EXHIBIT A
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2002/0036430 Al* 3/2002 Welches etal. . e 307/18
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FIG. 2A

Performance Management Strategy
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REAL-TIME PERFORMANCE MONITORING
AND MANAGEMENT SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATION(S)

This application claims priority to and the benefit of U.S.
Provisional Patent Application No. 60/493,526 filed Aug. 8,
2003 and U.S. Provisional Patent Application No. 60/527,
099 filed Dec. 3, 2003, the entire contents of both of which
are incorporated herein by reference.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

This invention was made partially with government sup-
port under Department of Energy Contract # DE-AC03-
765F00098, Subcontract # 6508899. The Government has
certain rights in this invention.

FIELD OF THE INVENTION

The present invention relates generally to a monitoring
and management platform, and more particularly to a real-
time performance monitoring and prediction system that has
wide applicability to various industries and processes.

BACKGROUND

In various industries, the ability to monitor, track, predict
and/or act in real-time is desirable. These industries include
electric power, gas pipeline, water systems, transportation,
chemicals and processes, infrastructure protection, security
monitoring and others.

By way of example, in the electric power industry, power
is typically supplied to customers in a four stage process of
generation, transmission, distribution and end use. FIG. 1A
illustrates a typical process of generation, transmission and
distribution of electricity. As illustrated in FIG. 1A, the
electricity is generated competitively by a number of power
plants. The electricity is then transmitted through a number
of transmission lines that are regulated by the Federal
Energy Regulatory Commission (FERC). These transmis-
sion lines, which may be located in different states, are
typically owned by the utility or transmission companies,
and controlled by regicnal Independent System Operators
(ISOs), Regional Transmission Organizations (RTOs) or
ufility companies that may be private or public. The gen-
eration and transmission of electricity are usually managed
by regional enfities that monitor the grid operations, market
operations, security and other aspects of the electric power
system.

The transmitted electricity is typically distributed throngh
state or locally regulated distribution companies. The trans-
mission and distribution systems utilize a number of devices
for management and control of the electric system, including,
dynamic voltage support, remedial action schemes, capaci-
tors, storage and flow control devices. The clectricity is
distributed fo the customers as the end users, or consumers
of electricity. Some of the customers may also have micro-
grids of their own. The demand placed by these customers
also needs 10 be managed.

Due to the enormous task at hand, there are a number of
organizations responsible for overseeing these power gen-
eration, transmission and distribution activities. For
example, there are over 3,000 utilities, thousands of gen-
crators, 22 Reliability Coordinators, and 153 Control Areas
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(CAs) in the United States for monitoring and control of
generation, fransmission and distribution of electricity.
While all these different entities at various different levels
are involved in generation, transmission and distribution of
electricity as well as monitoring and control in a power grid,
there is no single integrated system that can be used to
monitor and manage the electric power grid in real-time
across all of the different elements of the power system. For
example, there is no information management system for the
power grid, which is integrated across multiple business
systems, companies and Control Areas to manage the secu-
rity, timeliness, accuracy or accessibility of information for
grid operations, reliability, market operations and system
security. Analogous issues may be apparent in other indus-
tries.

SUMMARY

In an exemplary embodiment according to the present
invention, a real-time performance monitoring, management
and prediction platform is provided. Systems based on the
platform may be used to manage processes in various
industries, based on current monitoring tools as well as tools
that are under development, for example, in smart, switch-
able networks. Systems based on the platform preferably
include visualization features that enable managers and
operators in various industries to: measure key sysiem
operating and market metrics; monitor and graphically rep-
resent system performance, including proximity to potential
system faults; track, identify and save data on abnormal
operating patterns; and predict system response in near
real-time by means of simulations and predictive analysis.

In one exemplary application of the present invention, a
power grid monitoring and management system is provided,
The power grid monitoring and management system
includes a technology platform for real-time performance
monitoring application for the electric power grid. The
power grid monitoring and management system in one
exemplary embodiment may also be referred to as a Grid
Real-Time Performance Monitoring and Prediction Platform
(Grip-3P™), The Grid-3P platform is designed to enzble
monitoring of a range of electric grid parameters, including
metrics for reliability, markels, generation, transmission,
operation, and security. The visualization features enable
display of information geographically and graphically; in
real time; and enables operatots to define display levels—
local or wide area, control area, interconnection or other user
defined manner. This technology is being used to develop
and implement real-time performance monitoring applica-
tions at Reliability Coordinator and Independent System
Operator (ISO) locations, including the following applica-
tions: Area Control Error (ACE)-Frequency Real-Time
Monitoring System; Control Area and Supplier’s Perfor-
mance for Automatic Generation Control and Frequency
Response Services System; VAR-Vollage Management and
Monitoring System; and Monitoring Applications based on
Synchronized Phasor Measurements.

Examples of electric grid system components and metrics
that could be monitored include electric interconnections,
generators, voltage levels, frequency, market prices, conges-
tion, market power metrics, demand forecasts, and other
system components and metrics.

Another feature of the Grid-3P platform is the concept of
multi-panel displays that allow: real-time monitoring of key
metrics; display of history and performance tracking of key
metrics; performing sensitivity evaluations and assessments
of key metrics under alternative scenarios, and developing

. A
EXHIBIT 2
PAGE __S2-



Case 2 12 -CV- 06365 JGB RZ Document 76 Filed 04/14/14 Page 54 of 189 Page ID #: 4153

US 7,233,843 B2

3

predictions or near term forecasts of performance; and
initiating actions, such as providing e-mail notification for
alerting operators about abnormal conditions and the need to
take action.

The power grid monitoring and management system may
operate in a web environment, client-server, dedicated
server, and/or secure proprietary network. In addition, the
power grid monitoring and management system may allow
interactive historical data collection and to present the
collected data in tabular and/or specialized data-visuals.
Further, the power grid monitoring and management system
may be used to create interactive data reports from grid
performance historical data saved in data-servers.

In an exemplary embodiment according to the present
invention, a real-time performance monitoring system moni-
tors an electric power grid baving a plurality of grid por-
tions, each said grid portion corresponding to one of a
plurality of control areas. A monitor computer monitors at
least one of reliability metrics, generation metrics, transmis-
sion metrics, suppliers metrics, grid infrastructure security
metrics, and markets metrics for the electric power grid. A
database stores the metrics being monitored by the monitor
computer, and at least one display computer has 2 monitor
for displaying a visualization of the metrics being monitored
by the monitor computer. Said at least one display computer
in one said control area enables an operator to monitor a said
grid portion corresponding to a different said control area.

In another exemplary embediment according to the
present invention, a method of monitoring a performance of
an electric power grid in substantially real-time is provided.
The electric power grid has a plurality of grid portions, each
said grid portion corresponding to one of a plurality of
control areas. A monitor computer is used to monitor at least
one of reliability metrics, generation metrics, transmission
metrics, suppliers meirics, grid infrastructure security met-
rics, and markets metrics for the electric power grid. The
metrics being monitored by the monitor computer is stored
in a database, and a visualization of the metrics being
monitored by the monitor computer is displayed on a
monitor of at least one display computer. Said at least one
display computer in one said control area enables an opera-
tor to monitor a said grid portion corresponding to a different
said control area.

These and other aspects of the invention will be more
readily comprehended in view of the discussion herein and
accompanying drawings, in which like reference numerals
designate like elements.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A illustrates a typical process of generation, trans-
mission and distrbution of electricity;

FIG. 1B illustrates a process of generation, transmission
and distribution of electricity, and a set of exemplary infor-
mation management requirements according to the present
invention;

FIG. 2A is a block diagram that illustrates an exemplary
performance management strategy according to the present
invention;

FIG. 2B illustrates a process of controlling generation,
transmission and distribution of electricity with an integra-
tion of real time wide area monitoring for reliability man-
agement;

FIG. 2C illustrates an infrastructure for a wide area
reliability monitoring center (WARMC) of FIG. 2B;
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FIG. 3 is a block diagram that illustrates an exemplary
performance management process according to the present
invention;

FIG. 4 is a block diagram that illustrates an exemplary
multi-layered platform for performance monitoring and
management according to the present invention;

FIG. 5 is a block diagram that illustrates the integration
into power generation, transmission and distribution: of the
power grid monitoring and management system in an exem-
plary embodiment according to the present invention;

FIG. 6 illustrates a power grid monitoring and manage-
ment system of FIG. 5 and includes the major reliability
applications for real-time reliability monitoring for NERC
Reliability Coordinators and Control Area Dispatchets;

FIG. 7 illustrates an application of the power grid moni-
toring and management system for utilization by RTOs to
monitor markets, operations, security, and other functions;

FIG. 8 illustrates an application of the power grid moni-
toring and management system in an exemplary embodi-
ment according to the present invention;

FIG. 9 is a local area network (LAN) based hardware :md
software architecture for the power grid monitoring and
management system in an exemplary embodiment according
to the present invention;

FIG. 10 is a web-based hardware and software architec-
ture for the power grid monitoring and management system
in another exemplary embodiment according to the present
invention;

FIG. 11 illustrates the architecture of an ACE-Frequency
real-time monitoring application using the power grid moni-
toring and management system in an exemplary embodi-
ment according to the present invention;

FIG. 12 illustrates five major functional components of
the NERC ACE-Frequency real-time monitoring system in
an exemplary embodiment according to the present inven-
tion;

FIG. 13 illustrates reliability functional levels and visu-
alization hierarchy in an exemplary embodiment according
to the present invention;

FIG. 14 illustrates an integrated visualization model in an
exemplary embodiment according to the present invention;

FIG. 15 illustrates an ACE-Frequency real-time monitor-
ing architecture of the power grid monitoring and manage-
menl syslem in an exemplary embodiment according (o the
present invention;

FIG. 16 is a screen shot that illustrates a multiple view
architecture of a display of the power grid monitoring and
management system in an exemplary embodiment according
to the present invention;

FIG. 17 is screen shot of a Cave diagram that represents
a Frequency/ACE diagram in an exemplary embodiment
according to the present invention;

FIG. 18 is a screen shot of a default display for a
Reliability Authority in an exemplary embodiment accord-
ing to the present invention;

FIG. 19 is a screen shot of an Intercomnect-Epsilon map
in a three-panel display in an exemplary embodiment
according to the present invention;

FIG. 20 is a screen shot of a local view for a Control Area
map in an exemplary embodiment according to the present
invention;

FIG. 21 is a screen shot of a current Control Area map for
a selected Control Area in an exemplary embodiment
according to the present invention;

FIG. 22 is screen shot of a CPS map in an exemplary
embodiment according to the present invention;
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FIG. 23 is a screen shot of a three-panel view in an
exemplary embodiment according to the present invention;

FIG. 24 is a screen shot of a data collection teol in an
exemplary embodiment according to the present invention;

FIG. 25 is a screen shot of charts generated using the data
collected using the data collection tool of FIG. 24.

FIG. 26 illustrates utilization of NERC ACE-Frequency
monitoring in an exemplary embodiment according to the
present invention;

FIG. 27 illustrates a screen shot of a supplier-Control Area
performance for AGC and frequency response application in
an exemplary embodiment according to the present inven-
tion;

FIG. 28 illustrates a market menitoring system in the
power grid monitoring and management system in an exem-
plary embodiment according to the present invention;

FIG. 29 illustrates a screen shot of a market monitoring
application in an exemplary embodiment according to the
present invention;

FIG. 30 illustrates a security center monitoring system in
an exemplary embodiment according to the present inven-
tion;

FIG. 31 illustrates a screen shot of a real-time security
monitoring application of the power grid monitoring and
management system in an exemplary embodiment according
to the present invention; '

FIG. 32 is a block diagram of a NERC reliability func-
tional model in an exemplary embodiment according to the
present invention;

FIG. 33 illustrates a Control Area and suppliers perfor-
mance monitoring and prediction platform for AGC, FRR
and regulation A.S. in an exemplary embodiment according
to the present invention;

FIG. 34 is a screen shot of a panel view for control area
and suppliers performance for, AGC, FRR and A.S. in an
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exemplary embodiment according to the present invention; -

FIG. 35 is a screen shot of a pane] view for Control Area
and generator response to AGC in an exemplary embodi-
ment according to the present invention;

FIG. 36 is a screen shot for a panel view for Control Area
and generalors response o frequency response in an exem-
plary embadiment according to the present invention,

FIG. 37 is a screen shot for a panel view for Control Area
and generators response to regulation A.S. in an exemplary
embodiment according to the present invention; and

FIG. 38 is a screen shot of a common view for perfor-
mance of AGC, FRR and X-minutes ancillary services
regulation {default 10 minutes) in an exemplary embodiment
according to the present invention.

DETAILED DESCRIPTION

Referring to FIG. 1B, a set of exemplary information
management reguirements for the present invention may
include: integration across multiple business system, com-
panies and CAs; and information security, timeliness, accu-
racy, and accessibility.

Referring to FIG. 2A, an exemplary performance man-
agement strategy according to the present invention con-
templales identification of key metrics 1, monitoring 2,
analysis 3 and assessment 4. Utilizing the platform and
system described herein, the strategy may be beneficially
employed for a wide variety of industries and processes,
including without limitation, electric power, gas pipeline,
water systems, transportation, chemicals and processes,
infrastructure protection, security monitoring and others.
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According to an exemplary embodiment of the present
invention, a wide area reliability monitoring center
(WARMC) provides a visibility to system conditions across
control area boundaries, improves reliability management
capability, and/or prevents fiture blackouts. The WARMC
provides Reliability Coordinator and Control Area operators
with a wide area perspective of grid operations real-time,
beyond its immediate area of responsibility. The WARMC
may additionally have other functions and applications
including new functions and applications to be developed,
and may serve as a center that supports grid reliability for an
entire Interconnection (e.g., Eastern Interconnection (EI)),
for example.

In recent years, the functional disaggregation of electric
utilities has resulted in paps in the overall grid reliability
management in terms of who (Control Areas, Reliability
Coordinators, ISO/RTOs) has visibility of key system
parameters with apparently no one having the full picture,
By way of example, blackouts, such as the Aug. 14, 2003
blackout in the United States and Canada, may have been
caused by a lack of sitnational awareness caused by inad-
equate reliability tools and backup capabilities. Further,
deficiencies in control area and reliability coordinator capa-
bilities to perform assigned reliability functions may also
have led to blackouts.

During the blackouts, the operators may have been
unaware of the vulnerability of the system to the next
contingency. The reasons for this may include one or more
of inaccurate modeling for simunlation, no visibility of the
loss of key transmission elements, no operator monitoring of
slability measures (e.g., reactive reserve margin, power
transfer angle), and no reassessment of system conditions
following the loss of an element and readjustment of safe
limits. The wide area real time monitoring for reliability
management of the present inventicn is adapted to the
changing industry structure and helps to reduce or prevent
blackouts.

The wide area reliability monitoring functions of the
present invention may be integrated with existing operations
and provide system operators and Reliability Coordinators
with tools for monitoring not only their own Control Areas
but also adjacent Control Areas and the Interconnection. The
integration of the real time wide area monitoring for reli-
ability management with existing control, communications,
and monitoring infrastructure is shown in FIG. 2B, for
example.

As shown in FIG. 2B, operators currently have access to
databases or platforms and perform control and monitoring
functions at three levels: 1) Level 1-local power plant
controls using plant data to control local generation of
power; 2) Level 2-SCADA (regional control center) using
generation, transmission and substations data to control
regional and local substations, which involves controlling
local load-generation balance-AGC and lacal grid switching
in real-time; and 3) Level 3-EMS for Control Area opera-
tions including use of state estimation, grid security analysis
and security constrained dispatch, using grid voltage and
interconnection frequency-ACE data.

The WARMC according to an exemplary embodiment of
the present invention introduces a new Level 4, which
utilizes existing SCADA data as well as time synchronized
data from phascrs or other sources and/or other new data
sources for wide area monitoring. As shown in FIG. 2B, the
WARMC provides one or more of the following applica-
tions: 1) Wide-Area Load-Generation Balance-ACE-Fre-
quency real-time monitoring; 2) Wide-Area Grid Dynamics
and Reliability monitoring-RTDMS; 3) real time operations
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management information; and 4) state estimation using
phasors. The WARMC may have one or more of other
monitoring, management information reporting, state esti-
mation, and controls applications.

The WARMC provides a wide area monitoring and reli-
ability management capability that extends across control
area boundaries. The WARMC may include one or more of
monitoring applications, connectivity with other Intercon-
nection entities, improved phasor and PDC hardware, and
secure and redundant communication networks for data
exchange. The WARMC may enable RTOs, Independent
Transmission Owners (TOs), North American Electrical
Reliability Council (NERC), other Interconnection stake
holders, and/or the like to monitor key reliability metrics
impacting their respective areas and provide the capability to
monitor and manage an entire Interconnection grid {e.g.,
Eastern Interconnection grid).

By way of example, the WARMC may provide one or
more of the following functions or capabilities: 1) wide area
system visibility; 2) data connectivity to key RTOs and
reliability management organizations; 3) time synchronized
data in real time; 4) monitoring of key grid reliability metrics
for an Interconnection {e.g., Eastern Interconnection); 5)
real time performance monitoring and reporting; 6)
enhanced state estimation; 7) fast simulation and modeling;
and 7) smart grid with automated controls.

The WARMC may be fully automated, such that it will
compile critical high speed data, process it, provide Inter-
connection {e.g., EI) reliability authorities with reliability
information on the health of the Interconnection and, as
required, may enable/disable remedial actions schemes
(RAS) and may re-configure the grid. The WARMC may be
linked through secure, reliable and redundant communica-
tions to key RTOs, transmission owners, utilities, and con-
rol area operators. The conceptual- framework for an
WARMC infrastructure is shown in FIG. 2C. As can be seen
in FIG. 2C, the WARMC 2' is coupled via a wide area
network to a number of RTOs 1-», one or more super
computers and a number of TOs 1-n.

The WARMC should have access to critical real-time and
historical operating data from all regions of an Interconnec-
tion {e.g., EI) to perform one or more of real time monitor-
ing, post disturbance assessments, analyses for future
enhancements and modeling to support a smart grid with
automatic controls.

By way of example, the WARMC may have the necessary
infrastructure, support systems and data to provide mean-
ingful information for TOs, RTOs, and Reliability Coordi-
nators to effectively perform one or more of the following:
1) validate the next-days operating plan and ensure the bulk
power system can be operated reliably in anticipated normal
and contingency conditions; 2) perform wide area monitor-
ing, tracking and management of real-time grid operations;
3) anticipate and respond to changing conditions and flows;
and 4) simulate “what if” scenarios.

The WARMC may also have capabilities to perform post
disturbance assessment functions including one or more of:
1) evaluating compliance with NERC/Reliability Regional
Standards; 2) Providing feedback to the pre-planning (day-
ahead) process; 3) and validating model representation of
expected grid performance. The WARMC may also define
erthancements to the grid by, for example, assessing con-
straints, bottlenecks and vulnerabilities that will have a
nepative impact on grid reliability.

Referring now to FIG. 3, the identification and use of key
metrics 1 invelves the evaluation and development of stan-
dards that may be quantified and measured. Metrics exist for
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a particular industry and different areas of a particular
industry. For example, there may be metrics relating to
reliability and others relating to markets, in which the
metrics for each subcategory may overlap. Monitoring 2
contemplates the use of tools, whether they exist now or
become available in the foture, for tracking actual perfor-
mance in real-time with a goal, among others, of Iooking for
early warning signs. Analysis 3 contemplates converting
archived monitoring information into meaningful informa-
tion. Such data includes without limitation, risk analysis,
grid data, depending on the particular industry or process
being monitored, market data, historical data, and key reli-
ability indicators. Assessment 4 contemplates the determi-
nation of impacts on reliability, markets, efficiency and asset
utilization. Examples, which may change depending on the
particular industry or process being assessed, include risk
assessment, grid reliability and market efficiency. The
desired assessment may modify the parameters or metrics
that are monitored to achieve the desired results.

In one exemplary application of the present invention, the
Grid-3P system, based upon a real-time performance and
prediction platform for power grid monitoring and manage-
ment, includes monitoring of generation/demand, grid data
and markets as more particularly set forth herein. By way of
example, the WARMC discussed above may be based on the
Grid-3P system.

The reliability applications may include one or more of
real-time monitoring of voltage/volt-ampere reactive (VAR),
Area Control Error (ACE)YFrequency, Area Interchange
Error (ATE)/Schedules, and/or other grid attributes and per-
formance metrics. The generation applications may include
suppliers and Control Area responses to Automatic Genera-
tion Control (AGC), frequency response and ancillary ser-
vices, ramping response, and/or other metrics. The grid
infrastructure security application may include one or more
of system vulnerability, exposure (in ferms of population,
cilies, etc.) and/or other metrics. Markel applications may
include onc or more of generation market power, price
spikes and/or other metrics.

In another exemplary embodiment according to the
present invention, the power grid monitoring and manage-
ment system enables one or more of real-time monitoring,
historical tracking, prediction (near real-time forecasting up
to 6-hours or what if senmsitivity analysis), and actions
(notification, system re-dispatch, mitigation measures, etc.)
In other embodimenits, the forecasting may be performed for
more than six (6) hours.

In still another exemplary embodiment according to the
present invention, the power pgrid monitoring and manage-
ment system provides displays that utilize data and infor-
mation that are user-defined and may or may not be algo-
rithmically correlated with other displays.

In a further exemplary embodiment according to the
present invention, data monitoring may be in real-time or
near real-time for monitoring purposes. For example, real-
time may be 1-4 seconds snapshot or up to 5 to 10 minute
snap shots.

In yet further exemplary embodiment according to the
present invention, the power grid monitoring and manage-
ment system may be utilized to create a standalone moni-
toring system or be integrated with Security Control and
Data Acquisition (SCADA), Energy Management System
(EMS), PMUs-PDCs (phasor measurement units-phasor
data concentrators) or other control power systems, The
SCADA is a system of remote control and telemetry nsed to
monitor and conlrol transmission systems. In other words,
the power grid monitoring and management system utilizes
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data from or is integrated with at least one of SCADA, EMS,
PMUs-PDCs and another control power system.

Tn a still further exemplary embodiment according to the
present invention, the power grid monitoring and manage-
ment system may be used with standard monitoring and
control applications and/or end-user defined customer appli-
cations.

Referring to FIG. 4, the platform incorporates a multi-
layered approach to performance monitoring and manage-
ment. Layer 1 (5), the data layer, incorporates conventional
relational databases with time series capability (for real-time
monitoring and synchronization), a data archival system
and/or information management with data mining capabili-
ties. Further, layer 1 includes web-based data communica-
tions, COM+ databases "and data conversion APIs. One
purpose of Layer 1 is to read data from conventional
databases that gather the data in real-time, and to commu-
nicate the data in real-time.

Layer 2 (6), which uses analytical algorithms for mas-
saging the data accumulated in the databases of layer 1,
includes two sublayers (62 and 65), one focusing on opti-
mization, forecasting, statistics and probabilistic technolo-
gies, and other on real-time performance monitoring. Within
layer 2a (64), the platform includes tools and algorithms for
linear and non-linear optimizing, self-organize maps and
generic algorithms, forecasting, probabilistic analysis and
risk assessment, mullivariate statistical assessment, perfor-
mance nietrics definition and assessment, and other analyti-
cal technologies that may become available. Within layer 25
(65), the system includes real-time ACE-frequency moni-
toring, real-time suppliers control area performance for
AGC and PR, voltage VAR management, dypamics moni-
toring using phasor measurements and other applications
that may become available,

Dynamic monitoring using phasor analysis is particularly
important in systems where monitoring data at subtransient
levels may be useful. By way of example, existing power
systems have dynamic behavior on the order of millisec-
onds. Traditional sampling, however, occurred at 4 second
intervals. New monitoring techniques enable sampling up to
20-30 times per seconds or more. The present system, using
dynamic phasor analysis, is capable of analyzing data gath-
ered at subtransient intervals, synchronizing the data to other
system parameters based on the time series capability of
layer 1, and presenting the data for visualization in an
organized and logical manner in layer 3.

Deployment of phasor technology over wide areas is
usefunl for supporting reliable region-wide and inter-regional
transfers of electricity without facing transient reliability
conditions. An objective of real time dynamics performance
monitoring using phasors is to provide grid operators with
phasor data in real-time so that they can obtain a more
accurate picture of the actual health of the grid. The infor-
mation allows them to verify that they are operating within
the transient boundaries of safe operation, as determined by
off-line planning studies, as well as whether the operating
guidelines provided by these studies remains valid. Such
real-time data provided by phasor or other real time moni-
toring technologies also supports creation of an automatic,
switchable grid that can sense and respond automatically to
warning, signs of grid emergencies.

Layer 3 (7) uses a novel visualization system that includes
a muiti-layer view for geo-graphic, wide and local areas.
Such a system that allows local or wide area visualization
provides significant benefits for understanding the cffect of
national or neighboring areas on local areas or interest, such
as local utilities. In yet ancther exemplary embodiment
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according to the present invention, the power grid monitor-
ing and management system is flexible to include one or
more dynamic geographic displays and several data or text
panels in one or more windews for monitoring, tracking,
prediction, and actions or mitigations. Further, by synchro-
nizing data from various sources and presenting it as such,
the system enables the user to visualize a wide amray of
phenomena that may have an impact at a given time on the
area or process of interest. The system further provides
autc-onelines for tracing the path of electricity, water or
other resources through the system. These diagrams allow
the user to visualize potential sources of faults or other
aspects of the system that may Iead to system faults, and to
take appropriate action prior to such a fault.

In an exemplary application of the present invention, new
methods, tools and technologies are provided to protect and
enhance the reliability of the 11.5. electric power system by
providing a real-time performance monitoring platform. The
power grid monitoring and management system of the
present invention, for example, includes a platform for
performing real-time monitoring of frequency of electricity,
customer usage (“load”) and/or the amount of power being
generated (“generation™). What may also be monitored is the
difference between load and generation, and its eflect on the
frequency of the system.

In the exemplary embodiment, the system includes a
series of modular, but integrated, computer-based, real-time
data-to-information engines and graphic-geographic visual-
ization tools that have served as a platform to develop
reliability applications to assist operating authorities, busi-
ness entities or companies, €.g., Independent System Opera-
tors (ISOs), Regional Transmission Organizations (RTOs),
Reliability Coordinators and Control Area Dispatchers in
their management of grid reliability, which may use different
business systems. For North American Electric Reliability
Council (NERC), these applications include the ACE-Fre-
quency and AlE real-time monitoring systems.

The ACE may be defined as an instantaneous difference
between net actual and scheduled interchange (i.c., energy
transfers that cross control area boundaries), taking into
account the effects of frequency bias including a correction
for meter error. An AIE survey may be used to determine the
Control Areas’ interchange error(s) due to equipment fail-
ures or improper scheduling operations or improper AGC
performance, where AGC may refer to equipment that
automatically adjusts a Control Area’s generation from a
central location to maintain its interchange schedule plus
frequency bias. The ACE and AIE monitoring systems
together may be referred to as a Compliance Monitoring
System (CMS). The CMS may alsc include one or more
other components.

The ACE-Frequency and AIE real-time monitoring sys-
tem applications enable NERC Reliability Coordinators to
monitor ACE-Frequency performance and compliance with
performance operational guides within their jurisdictions,
and also allow NERC staff and subcommittees to analyze
and assess control data to improve reliability fracking and
performance. The ACE-Frequency real-time monitoring sys-
tem, for example, translates raw operational control data into
meaningful operations performance information for end
users. Should an abnormal interconnection frequency occur,
a real-time interconnection abnormal frequency notification
{AFN) may be automatically issued via e-mail and/or beep-
ers describing the date, time and magnitude of the frequency
abnommality to specific operational authorities, NERC
Resource Subcomumiftee members and NERC Staff.
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The notification recipients using the ACE-Frequency
monitoring system functionality can quickly assess the
abnormality’s root canse by drilling down from wide-area to
local-area visualization displays that include appropriate
information and analysis graphs to easily identify and assess
those Control Area(s) out of compliance and potential origi-
nators of the notified interconnection frequency abnormality.
A Control Area may be defined as an electrical system
bounded by interconnection (tie-line) metering and telem-
etry. The Control Area controls generation directly to main-
tain its interchange schedule with other Control Areas and
contributes to frequency regulation of the Interconnection.
Interconnection may refer to any one of the bulk electric
system networks in North America: Eastern, Western and
ERCOT, and may also refer to Quebec electric system
network. When not capitalized, it may also refer to facilities
that connect two systems or Control Areas.

FIG. 5 is a block diagram that illusirates the integration
into power generation, transmission and distribution of the
power grid monitoring and management system in an exem-
plary embodiment according to the present invention. The
top part of FIG. 5 illustrates that the current business model
is segmented into generation, transmission, distribution,
markets and security. It can be seen here that the vertically
integrated business model historically used by utilities has
evolved to a segmented market dispersed among separate
entities.

The power grid monitoring and management system has
been developed to serve as the base for the development of
reliability applications for real-time monitoring, tracking
and prediction for the reliability performance of Control
Areas, generation, grid, markets, and security. Control
Area’s ACE, interconnection’s [requency and interchange
data on top of the power grid monitoring and management
system provide a comman tocl to be utilized by NERC
Reliability Coordinators, Control Area Dispatchers, and
Transmission Dispatchers. The bottom of FIG. 2 also shows
that reliability applications developed using the power grid
monitoring and management system may serve as comple-
ment for traditional SCADA/EMS systems and for the
periodic reporting requested by NERC for post performance.

As can be seen in FIG. 5, various different data are
provided by generation 10, utilities 20 (transmission 12 and
substations 14), market 16 and security 18. These data, such
as generation data, grid data, market data and performance
data are provided to one or more various different organi-
zations 22 such as, for example, ISOs, RTOs, transmission
companies, Control Areas and the like.

One or more of these organizations perform real-time
operations 24 such as scheduling, dispatching, system secu-
rity, ancillary services and the like. Also, one or more of
these organizations perform assessment and reporting 26
such as reports to reliability authorities such as 18Os, RTOs,
FERC/PUCs and NERC.

As illustrated in FIG. 5, the power grid monitoring and
management system in the described exemplary embodi-
ment provides an infrastructure for integrating the monitor-
ing and control of real-time operations, assessment and
reporting provided by various different entities using data
provided by still other various different organizations.

FIG. 6, for example, shows an expansion of the power
grid monitoring and management system 28 from FIG. 2 and
includes the major reliability applications for real-time reli-
ability monitoring for NERC Reliability Coordinators and
Control Area Dispatchers. The top part FIG. 3 shows the
applications target for Reliability Coordinators, ACE-fre-
quency, AIE and control performance standards (CPS). The
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bottom part of FIG. 6 shows the applications target to
Control Area Dispatchers, performance compliance of Con-
trol Areas, suppliers to AGC, FRR and ancillary services
markets.

As can be seen in box 30, NERC Reliability Coordinators
monitor several requirements, including ACE-Frequency, to
maintain and enhance the reliability of their jurisdictions.
The ACE-Frequency Monitoring System, shown in the
upper applications box (Reliability Region Performance
Monitoring Platform) 34, provides applications for each
Coordinator within each of their Reliability Regions. Reli-
ability Coordinators utilize those applications to monitor
performance and compliance within their Regions and notify
the appropriate Control Area Dispatchers as abnormalities
occur. Control Area Dispatchers pinpoint problem sources
by monitoring the response performance of their Control
Area and suppliers to AGC monitoring system, frequency
response resources and ancillary services.

For example, in one exemplary embodiment, the power
grid monitoring and management system may be described
in reference to performance monitoring, tracking and short
term prediction of California Independent System Operator
(CAISO) Control Area and suppliers response to AGC,
frequency response reserves (FRR) and ancillary services
application as shown in box 36 (Control Area Performance
Monitoring Platform) to support Control Area Dispatchers
Monitoring Requirements (32). This application represents
further progress towards grid reliability technologies and
management teols thal present real-time performance, track-
ing and predictive information across several spheres of grid
operating and reliability concerns.

FIG. 7 illustrates an application of the power grid moni-
toring and management system 40 in an exemplary embodi-
ment according to the present invention. The power grid
monitoring and management system includes a platform to
support RTO functions (42) such as markets, operations,
security and reliability monitoring.

FIG. 8 illustrates functions of the power gtid monitoring
and management system 50 in an exemplary embodiment
according to the present invention. The power grid moni-
toring and management system S0 includes a platform for
performing one or more of real-time performance monitor-
ing 52, historical performance tracking 54, sensitivities and
short term prediction 56, and action & simulations for
reliability and markets 58.

As part of the real-time performance monitoring 52, the
power grid monitoring and management system may momni-
tor one or more of voltage/VAR, ACE-Frequency, transmis-
sion congestion, generator performance for AGC and fre-
quency response and market prices/spikes.

For historical performance tracking 54, the power grid
monitoring and management system may track one or more
of Interconnection, Generator, Region/Zone/Substation as
well as market.

As part of sensitivities and short term prediction 56, the
power grid monitoring and management system may pre-
dicthandle one or more of system demand, generator
response, voltage sensitivities, distance from collapse and
short term predictions.

The actions and simulations 58 performed by the power
grid monitoring and management system may include one or
more of notifications, reserves & ancillary services, capaci-
tor dispatch, generation re-dispatch, VAR management and
automatic mitigation.

FIG. 9 is a local area network (LAN) 100 based hardware
and software architecture for the power grid monitoring and
management system in an exemplary embodiment according
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to the present invention. The architecture inchides a number
of clients 114, 124 that interface with a server 110 over the
LAN 100. The server and clients, for example, may be
COM-+ server and clients, and the comnminications may take
place using XML langnage.

Each client 114, 124 interfaces with the power grid
monitoring and management system client 116 and 126,
respectively. The display of the power grid monitoring and
management system 118 and 128 are used to provide visual
indication of monitoring and tracking to the user.

The server 110 is coupled to a power grid monitoring and
management system database 104, for example, over an
OLEDB connection. The server 110 is also connected to a
power grid-monitoring and management system application
server 102 and a client 108. The communication between the
server 110 and the client 108, for example, is performed
using XML language. Further, the client 108 communicates
with one or more monitoring applications 106 using the
XML langunage. The one or more monitering applications
106 also interface with the power grid monitoring and
management system application server 102. The monitoring
applications are connected over CLEDB connecticn and/or
other data base connections to customer proprietary data-
bases or data platforms 112. The customer proprietary
database or data platform 112 may include one or more of
SCADA (Supervisory Content and Data Acquisition) data-
base, market database, PI database and Phasor Data data-
base. The LAN-based architecture may have different con-
figurations in other embodiments.

FIG. 10 is a web-based hardware and software architec-
ture for the power grid monitoring and management system
in another exemplary embodiment according to the present
invention. On the power grid moenitoring and management
system application server side, the configuration is identical
te that of the LAN-based hardware and software architec-
ture, The server 110, however, communicates with another
client (which may be a COM+ client) 142 using the XML
language. The client 142 is coupled with an Internet Infor-
mation Server (IIS) 140. A power grid monitoring and
management system web server 144 also communicates
with the client 142 and the I1IS 140. The IIS 140 commu-
nicates over the Intemet 150 using XML language and
Simple Object Application Protocol (SOAP) protocol with
the visualization programs 152 and 156, respectively, for
visnal communication with users on web clients 154 and
158, respectively. The web-based architecture may also have
different configurations in other embodiments.

For example, in both the architectures of FIGS, 9 and 10,
only two clients are shown on the client side. In practice,
however, there may be more than two clients. Further, the
power grid monitoring and management system application
server 102 may be coupled to both the LAN-based clients
and web-based clients over the LAN and the Internet,
respectively. Further, the Inmternet may be replaced or
complemented by an Intranet or any other similar propri-
etary or non-proprietary networks.

FIG. 11 illustrates the architecture of an ACE-Frequency
real-time monitoring application 160 using the power grid
monitoring and management system in an exemplary
embediment according to the present invention. The ACE-
Frequency monitoring system receives ACE and frequency
data from the nation’s Control Areas (Data Collection 162),
calculates performance parameters (e.g., reliability compli-
ance parameters 170) for each reliability jurisdiction and
compares those performance parameters to NERC reliability
compliance guoides (Standards & Algorithms 166). The
results of these comparisons are then displayed graphically
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and (Visualization 164) on a geographical map (Geography

. 168) for use by each of the Reliability Organization from

each of the layers, depicted in the lower, right pyramid 172,
The tiers of the pyramid comprise the control areas, reli-
ability coordinators, reliability transmission organizations,
reliability regions, and Interconnecticns.

FIG. 12 illustrates five major functional components of
the NERC ACE-Frequency real-time monitoring system 180
in an exemplary embodiment according to the present inven-
tion: Local Monitoring 182, Global Monitoring 184, Abnor-
mal Frequency Notification (AFN) 186, Interactive Data
Collection (IDC) 188 and Unavailable Data Reporting
(UDR) 190. Following are description of each one of the
major functional components. :

The first is the Local Monitoring Geographic-Graphic
Visualization 182, In the described exemplary embodiment,
most of the ACE-Frequency visualization is geographic-
graphic oriented and covers different time windows from
current time 1o 30-days. The local-visualization optton cov-
ers from current time to 1-hour, and it offers to end users
three different views of Control Area ACE and Interconnec-
tion frequency data displayable in the three-panel window
visualization.

The second is the Global Monitoring Geographic-Graphic
Visualization 184. In the described exemplary embodiment,
this option uses the Epsilon performance parameter as an
indicator of the frequency performance for each of the
interconnections. For example, it shows the performance
parameter for two time windows, 6-hours and 30-days. It
also uses a power grid monitoring and management system
three-pane] window visualization as will be described
below.

The third is the AFN 186. The real-time AFN is a
real-time monitoring component of the ACE-Frequency
Monitoring System. The AFN is designed for real-time
monitoring of abnormal interconnection frequencies, and to
automatically issue e-mails to specific NERC Resources
Subcommittee members and NERC staff when predefined
abnormal frequency performance criteria are met. E-mail
recipients may, for example, use the ACE-Frequency moni-
toring system capabilities to assess root causes of the
abnormal frequencics when notified. The input data to the
AFN may be provided by Control Areas to NERC over a
secure connection using NERCnet, XML, and/or SOAP
technologies.

The fourth is the IDC function 188. Via the IDC [unc-
tionality, NERC subcommittess, NERC staff, and operating
engineers can interactively define the historical window of
lime and the specific control-performance parameter they
need to analyze and assess frequent disturbances. Once data
is collected from the NERC data server, the users can use
equivalent reliability coordinator visualization and/or save
the data in comma-delimited files.

The fifth is the DRG function. The DRG offers the
capability to interactively identify and report Control Area
data transfer performance. Users can select hourly, daily,
weekly, and/or monthly reports and select the specific data
they want to assess for availability.

It has been demonstrated by Control Area Dispatchers that
the more effective operational displays are those that follow
a hierarchical approach to present operational data for
current time and other key windows of time. The power grid
monitoring and management system visvalization model in
an exemplary embodiment of the present invention encom-
passcs displays at high and low levels to meet the varying
needs of different reliability application users. Thus, in the
described exemplary embodiment, monitoring applications
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are developed for wide-area and local area users using the
power grid monitoring and management system.

FIG. 13 illustrates reliability functional levels and visu-
alization hierarchy in an exemplary embodiment according
to the present invention, and FIG. 14 illusirates an integrated
visualization mode] in an exemplary embodiment according
to the present invention.

The hierarchal structwre in FIG. 13 shows that it is
desirable for the Reliability Coordinators to have a wide-
area view of their jurisdictions for reliability compliance
monitoring 192. Also, it is desirable for the ISOs and RTOs
to have the ability to assess performance and trends (194) of
their Control Areas. In turn, it is desirable for Control Areas
to have local area information 196 to pinpoint specific
suppliers reliability performance issues. The ACE-Fre-
quency tool allows Reliability Coordinators to monitor
ACE-Frequency performance and compliance for each of
their jurisdictions using wide-control-area graphic-geo-
graphic visualization.

For the definition and design of the ACE-Frequency
graphic-geographic visvals for each of the visualization
layers shown in FIG. 13, the data collection 200, computa-
tional and display (or-visualization) models 202, 204 from
the power grid monitoring and management system shown
in the first three vertical segments on FIG. 14 may be used.
For the NERC ACE-Frequency real-time monitoring sys-
tem, about 123 Control Areas transmit ACE and frequency
data to a data server located at NERC (data collection).

The data is processed and performance parameters are
calculated in the computational engines (computational
model) of the power grid monitoring and management
system. The design and deployment of each of the displays
follows the three steps (i.e., human factors, user interaction
and composition) illustrated in the display model section
204 on FIG. 14.

F1G. 15 illustrates an ACE-frequency real-time monitor-
ing architecture of the power grid monitoring and manage-
ment system in an exemplary embodiment according to the
present invention. For example, input data is provided by
Control Areas to NERC over a secure connection using
NERCnet 211 during data acquisition and validation 210.
The data may have been sent, for example, by one or more
(up to all} of 123 Control Areas. The received data is
archived (i.e., collected and concentrated) in one or more
NERC database servers 216. The data may also be processed
using ACE and/or AIE applications. Output results go, for
example, via XML, and SOAP technologies to a browser
base clients.

The archived data may also be provided to NERC appli-
cations and web server 218. The NERC applications and
web server communicate with an early notification e-mail
server 222 and/or Reliability Authorities web browser 220
over the Internet. For example, The NERC applications and
web server may broadcast ACE-AIE key data to the Reli-
ability Authorities every 60 seconds. The early notification
e-mail server 222 may be used to notify abnormal events via
e-mail 212. The monitoring and tracking by 22 Reliability
Authorities may include graphic and geographic displays
using the performance monitoring technology platform of
the power grid monitoring and management system of the
present invention.

FIG. 16 is a screen shot 220 that illustrates a multiple view
architecture of a display of the power grid monitoring and
management system in an exemplary embodiment according
to the present invention. The screen shot includes a real-time
monitoring panel 222 used for graphical monitoring, a
tracking panel 224 used for displaying tracking ieformation,
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and a forecast panel 226 used for displaying prediction. The
screen shot 220 also includes a text data/horizontal scroll
panel 228 for viewing/scrolling text data.

In an exemplary embodiment according to the present
invention, the CMS of the power grid monitoring and
management system provides to Security Coordinators the
tools to monitor each Control Area (CA) within their area of
responsibility. Using the CMS, each Control Area will be
reporting their ACE and AIE. For example, each of the
Control Areas may report in one-minute intervals its ACE,
frequency and AIE data through the NERCret to the NERC
Web Server. This data may be matched to the ACE/Fre-
quency validation Matrix, the ACE-CMS database and pre-
sented back to each Security Coordinator utilizing the CMS.
The compliance monitoring (reliability compliance) may
also include CPS monitoring and inadvertent monitoring.

Therefore, the Secwrity Coordinator will have the ability
to view the CA performance using the graphic geographic
visualization for Interconnections, Reliability Regions, Reli-
ability Authority, Control Area and RTQOs, Within these
graphic displays the local hourly ACE may be presented in
2D and/or 3D. The power grid monitoring and management
system also allows the user to display the ACE over different
periods of time. These periods of time may range from the
last scan to a thirty day history. The selection of all the
Control Areas to an individual Control Area may be avail-
able to the user. In the described exemplary embodiment,
there are three basic views for use in viewing these areas. An
interactive replay of historical data may also be available.
The replay element may, for example, allow for 24 hour, 43
hour, 7 day ard 30-day replays.

The exemplary CMS presents the user with several dif-
ferent graphics. The Cave diagram is one of those graphic
that is used as a tool to represent frequency/ACE, frequency/
CPS1 and Epsiloni/calendar. The CPS1 pertains to a limit,
which is a constant derived from a targeted frequency bound
reviewed and set as necessary by the NERC Performance
Subcommittee. Over a year, the average of the clock-minute
averages of a Control Area’s ACE divided by -10B (B is
control area frequency bias) times the corresponding clock-
minute averages of interconnection’s frequency error must
be less than this limit to comply with CPS1. To comply with
CP82, the average ACE for each of the six tem-minute
periods during the hour (i.e., for the ten-minute periods
ending at 10, 20, 30, 40, 50 and 60 minutes past the hour)
must be within specific limits, referred to as L. An Epsilon
() is a constant derived from the targeted frequency found.
1t is the targeted root mean square (RMS) of one-minute
average frequency error from a schedule based on frequency
performance over a given year.

The Cave diagram 230 in FIG. 17 represents a Frequency/
ACE diagram. Time is displayed on the horizontal axis. The
upper graph vertical axis 232 displays the ACE. The lower
graph vertical axis 234 displays the frequency. These two
elements are used to develop the Cave graph. This type of
graph is used as a tool for the review of current data as well
as historical data in an exemplary embodiment according to
the present invention.

The ACE function allows the user to view data for
Epsilonl, ACE, and CPS81. Hence, the user is allowed to
view the global, local or tracking data depending on what the
user requires can disseminated the data further. The global
function may be used to look at one or more of the Epsilon,
the local ACE and tracking CPS1.

Referring back to FIG. 11, the CMS receives data from the
Control Areas (Data Collection 162) and compares this
received data to the submitted compliance data from each
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Contro] Area (Standards & Algorithms 166). The results of
these comparisons are then displayed graphically (Visual-
ization 164) on a geographical map (Geography 168). The
five tiers of display start with the ISO RTO, Control Areas
Reliability Authority, Reliability Regions and Interconnec-
tions.

FIG. 18 is a screen shot 240 of a default display for a
Reliability Authority in an exemplary embodiment accord-
ing to the present invention. The boundary tabs that appear
at the top left side of screen represent the reliability orga-
nizations entry points. The five boundary tabs that are used
for the CMS in the described exemplary embodiment are as
follows: 1) Interconnections; 2) Reliability/Regions; 3) Reli-
ability Authority (default); 4) Control Area; and 5) ISO
RTO.

The Interconnection Map is divided into the four (4)
NERC Interconnections, West, East, Quebec and Texas. The
Reliability Repion tab allows the user to view the map in a
Region format. The Reliability Authority tab allows the user
to view the 20 Reliability Authority areas of responsibility.
Further, the Control Areas tab will give the user a map of all
the NERC Control Areas. In addition, the ISO RTC map
displays the thirteen {13) RTOs. In each of these maps, the
Interconnections and/or other areas that do not submit data
to the CMS are shown in black. In FIG. 18, for example,
Texas is shown in black as it is not currently submitting data
to the CMS.

In each of the five boundaties, the cturent ACE and
ACE/L , data is displayed. The corresponding data is pre-
sented n a dynamic window 244 that appears at the bottom
center of each map. As shown in FIG. 18, the dynamic
window has four tabs: 1) Overview; 2} Worst/Best CA’s; 3)
Reliability Authority Data, which changes to the boundary
selected); and 4) Control Area (inner circle).

In the power grid monitoring and management system of
the described exemplary embodiment, a 3D map may also be
displayed. In addition, the network lines may be generated
on the map. Further, the user may also be able to view global
Epsilon for the Interconnections. Epsilon is a function of
frequency. It is a constant derived yearly from the targeted
Interconnection frequency deviations found from the prior
year. This constant is nsed to compare the last hour fre-
quency performance against this constant, and used to assist
the Regional Authority on knowing how the Interconnection
control has performed. For example, when the constant and
measured value equal a number between 0-8 the map may be
colored in blue (*good™) for that Interconnection. Should the
comparison of the Epsilon be greater than 8, but less than 10
then that Interconnection may appear as green (“satisfac-
tory”) on the Interconnection map. Similarly, the Intercon-
nection may appear yellow (“wamning™) between Epsilon of
10-11 and red (“violation™) for Epsilon greater than 11.

The Epsilon for the selected one or more Interconnections
for the past 24 hours may be viewed, for example. FIG. 19
is a screen shot 250 of an Interconnect-Epsilon map in a
three-panel display in an exemplary embodiment according
to the present invention. It can be seen in a first panel 251
that the United States is divided into four Interconnections:
1) Western (W) 252; 2) Eastern (E) 253; 3) ERCOT (T or
Texas) 254; and 4) Quebec (Q) 255.

The user may select one or more Interconnections for
view. In the screen shot 250, the “Daily Interconnection
Map—Last 24 Hours Epsilon” 251 occupies the first panel.
The “Daily Image Panel” 256 is in the upper right hand
corner, and the “Daily Plot Panel” 258 is located in the lower
right hand corner of the display. To have any one of the
panels viewed as a full screen for better viewing, the desired
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panel may be right clicked to bring up a pop-up menu. By
selecting “Maximize”, the Panel may be shown as a full
screen. The power grid monitoring and management system
also allows for replaying using a replay function, for
example. The replay may be up to 24 hours or more, for
example. The replay speed may also be controlled to be
slower and/or faster.

FIG. 20 is a screen shot 260 of a local view for a Control
Area map in an exemplary embodiment according to the
present invention. The graphic in the view of FIG. 20 shows
the ACE and ACE/L,,. The Control Areas” ACE and/or
ACE/ L, may be color coded so that as the Control Area’s
“ACE” changes the colors may be represented for the
Control Area. For example, the ACE of -200 to -100 may
be represented by red, —100 to 0 by yellow, Oto 100 by green
and 100 to 2000 by blue.

Also for the local view, a three-panel display may be
displayed for a specific Control Area. The adjacent Control
Areas may be defined as two Control Areas that are inter-
connected: 1) directly to each other; or 2) via a multi-party
agresment (e.g., ISO and Power Pool agreements) or trans-
mission tariff. Selecting Adjacent 0 may show only the
Control Area, Adjacent 1 may show adjacent Control Areas,
and Adjacent 2 may go out ta the second level out away from
the selected Control Areas. Selecting All may select all
Control Areas. An actual interchange is a metered inter-
change over a specific interconnection between two physi-
cally adjacent Control Areas. An inadvertent interchange is
a difference between the Control Asea’s net actual inter-
change and a net scheduled interchange.

For example, FIG. 21 is a screen shot 270 of a curent
Control Area map for a selected Control Area 272 in an
exemplary embodiment according to the present invention.
The selected Control Area 272 is shown in yellow on the
ACE map. The upper right hand corner shows a last hour
ACE 274. This display is broken into 10-minute increments.
A Cave graph 276 displays frequency and ACE for the last
hour. The last hour ACE and the hourly Cave may alsc be
displayed separately in the full screen. Similar to the global
view, the local view ACE may be replayed for last 24 hours
or more, during which the replay speed may be adjusted to
become faster and/or slower.

FIG. 22 is screen shot 280 of a CPS map in an exemplary
embodiment according to the present invention. The CPS
map in the described exemplary embediment is the same for
each of the five boundary tabs. The CPS map may be color
coded to visvally give the user, for example, a view of the
pumber of items in the ten (10) minute window of CPS1 that
the ACE did not cross zero for the last hour when compared
to the Contro] Area’s stated CPS81. For example, blue may
represent 0 to —-100%, green may represent ¢ to 100%,
yellow may represent 100% to 200%, and red may represent
200% to 1,000%,

By selecting the Control Area, and selecting a daily or
monthly view, a three-pane] view may be obtained for the
Control Area andfor adjacent areas. For example, FIG. 23 is
a screen shot 290 of a three-pane] view in an exemplary
embodiment according to the present invention. This par-
ticular map, for example, was generated using Adjacent 1
feature. From this screen, a replay of last 24 hours or more
may be obtained. Further, the replay speed may also be
controlied to be faster and/or slower.

FIG. 24 is a screen shot 300 of a data collection tool in an
exemplary embodiment according to the present inventiorn.
The data collection tool may allow the user to view/exftract
raw data from the NERC database. This tool may be used to
view the data that has been collected for the user to analyze.
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Using the collected data, one or more charts may be gen-
erated as shown on a screen shot 310 of FIG. 25, for
example.

FIG. 26 illustrates utilization of NERC ACE-frequency
monitoring 315 in an exemplary embediment according to
the present invention. The power grid monitoring and man-
agement system receives an early abnommnal notification 320.
Then a root cause assessment 322 is performed for Regions
and Control Areas with ten (10) worst ACEs, for example.
Of these Regions and Control Areas, the root cause is
pinpointed (324). Further, the Interconnection Control Areas
Frequency-ACE and Root Cause Control Area ACE-Fre-
quency are analyzed (326, 328).

FIG. 27 illustrates a screen shot 330 of a supplier-Control
Area performance for AGC and frequency response appli-
cation in an exemplary embodiment according to the present
invention. For example, as can be seen in a first panel 332,
real-time monitoring can be performed by zones, resource
lypes and/or by owner. Actions/results may be viewed
through horizontal scrolling and/or tabular display 338.
Further, a simulation or replay may also be performed/
displayed. In the other panels 334 and 336 of the three-panel
display, a historical performance tracking and delta forecast
for the next six (6) ten minute periods, respectively, are also
displayed.

FIG. 28 illustrates a market monitoring system 340 in the
power grid monitoring and management system in an exem-
plary embodiment according to the present invention. In the
market monitoring system 340, a market monitoring center
342 (in the power grid monitoring and management system)
receives systems conditions 344 such as market power, price
spikes, demand forecast error, safe regulation bands and/or
new control metrics. Also, the market monitoring center 342
receives market meirics such as blue alert, green alert,
yellow alert andfor red alest. Then the market monitoring
center performs actions 347 such as market performance
metrics notification, remedial actions (e.g., re-dispatch),
emergency actions and/or suspend rules. Further, the power
grid management system monitors system conditions, track
market metrics, assess predictive risk management, and the
like (348).

FIG. 29 illustrates a screen shot 350 of a market moni-
toring application (of the power grid monitoring and man-
agement system) in an exemplary embodiment according to
the present invention. For example, the system monitors
(352) prices/spikes, imbalance energy, market power indi-
ces, and/or demand forecast error. Further, the system is used
to take corrective actions (354) such as re-dispatch, price
caps, suspend market rules and/or automatic mitigation. In
two other panels of the three panel view of FIG. 29, the
system also tracks (356) historical performance by genera-
tor, control area, market and/or supplier, and/or the like, and
bid sensitivities (358) for generator, portfolio and/or Control
Area,

The power grid monitoring and management system in an
exemplary embodiment according to the present invention
performs Security Center monitoring. The Security Center
operational hierarchy may include one or more of: 1)
Secutity Monitoring Center using cwrrent and future syn-
chronized data; 2) NERC 22 Reliability Coordinators; 3)
RTOs/ISOs, Control Areas; 4) transmission only providers;
5) generation suppliers; and 6) load serving entry.

FIG. 30 illustrates a Security Center monitoring system
(of the power monitoring and management system) in an
exemplary embodiment according to the present invention.
A Security Center 362 receives composite security indices
364, which inclade synchronized data network, supply
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adequacy metric, voltage/VAR adequacy, congestion man-
agement and/or market dysfunction. The Security Center
also receives security alerts 366, which include red, orange,
yellow, green and/or blue alerts. The Security Center 362 in
coordination with a Security Coordinator 367 tracks com-
posite security indices 368, monitors composite security
metrics 372, assesses predictive risk management 374, and
coordinates with Reliability Coordinators level 370. FIG. 31
illustrates a screen shot 380 of a real-time security moni-
toring application (of the power grid monitoring and man-
agement system) in an exemplary embodiment according to
the present invention. The system performs a real-time
monitoring of composite security indices (382), and also
tracks the composite security indices (388). In addition, the
system coordinates with NERC Reliability Coordinators.
Further, the system also provides actions, phone numbers
and e-mails to facilitate the coordination (386).

FIG. 32 is a block diagram of a NERC reliability func-
tional model 390 in an exemplary embodiment according to
the present invention. The power grid menitoring and man-
agement system in exemplary embodiments according to the
present invention facilitates the integration process, focusing
first on the applications required by the stakeholders within
a dotted line 392. Functions within the dotted line include
reliability coordination 393 and compliance enforcement
394, balance authority service acquisition 395, load servic-
ing entities procurement 396 and the actual usage of the
services by the fransmission operators 397.

In an exemplary embodiment according to the present
invention, the power grid monitoring and management sys-
tem is adapted for the monitoring, tracking and short term
prediction of CAISO CA and suppliers response to AGC,
FRR, and ancillary services (A.S.) regulation performance/
requirements. In the described exemplary embodiment, the
power grid monitoring and management system will track
and predict both the Control Area’s and the supplier’s
performance for the above three services (AGC, FRR and
A.S.). The power grid monitoring and management system,
for example, may be used by the real-time operators, the
operating engineering staff and/or management.

The real-time operators may obtain one or more of the
following benefits through the present invention: 1)
enhanced ability to monitor and track the CAISO Centrol
Area and Suppliers response to AGC, including the ability to
segregate into areas, (e.g., Northern and Southern Califor-
nia) and suppliers; 2) identify Control Area and supplier’s
actions, their performance and near real time predictions to
frequency response; 3) identify and provide information for
possible required changes in next hour’s scheduled A.S. for
Regulation; 4) identify and provide information for possible
required changes in next day’s scheduled A.S. for Regula-
tion; and 5) one general overview display that show all three
functions. More detailed displays may be available for each
area.

The operating engineers may reap one or more of the
following benefits from the power grid monitoring and
management system of the present invention: 1) provides
them with unit specific performance information; and 2)
provides them with information that allows them to work
with plant owners to improve their response to AGC, FRR
and A S. Regulation. Purther, the power grid monitoring and
management system of the present invention may provide to
the management near real-time operational information that
allows them to evaluate the effectiveness of market rules and
tariffs.

The power grid monitoring and management system may
alsa provide reliability services to the relationships between
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operational reliability objectives, services required for reli-
able operations and the roles and responsibilities for the
control and operation authorities. For example, the reliabil-
ity services may be provided to transmission reliability,
supply resources and demand balance, and A.S. markets,

Returning now to FIG. 6, the top half of FIG. 6 shows the
architectural overview of the application of the power grid
monitoring and management system for monitoring real-
time control performance at the reliability coordinator level.
The applications have been designed, deployed and tested
for the NERC Reliability Coordinators. The bottom half of
FIG. 6 shows the overview for the Control Area level. The
power grid monitoring and management system integrates
response to AGC, FRR and A.S. to effectively visualize how
the CAISO Conirol Area and Suppliers are performing for
each of the three areas.

A System operator normally has an available range of
AGC control, both up and down, displayed on some type of
general overview. These values, in today’s systems, are
normally mapped into these overviews as provided by
successful bidders of Regulation A.S. This AGC range &
ability governs many decisions made on real time (i.e.,
magnitude of Control Area Interchange ability, coverage of
manually directing on-line generators for various reasons,
etc.). In one exemplary embodiment, the AGC module of the
power grid monitoring and management system qualifies the
accuracy and performance of that AGC range as it happens
and records it. For example, the AGC module may display
and track how much a generator on AGC control is signaled
to move in MW and presents various displays/documenta-
tion on how well (or not) that requirement is/was being met,

The user may have the ability to see generator response to
AGC in real-time. Aside from over-all aggregate views, the
user can display (select or “tum on”) a segregation of
generalors inlo zones (e.g., Northern California and South-
era California) and suppliers, which could aid real-time
decisions—As an example, monitoring could show all gen-
erators in the north meeting 100% response requirements
and only 70% in the south, dictating possible manual inter-
vention for an upcoming large ramp that might leave undes-
ired loadings on constrained paths (e.g., Path 15). Aside
from regional segregation ability, the power grid monitoring
and management system can also separate displays into
types of generaters (i.e., 150 Mw, 750 MW, Hydro, etc.).

The displays for tracking may show the response perfor-
mance of suppliers to AGC for the previous hour, day and
week. By wiilizing historical response data, the application
may predict the response performance of each supplier to
AGC for the next 10, 20, 40 and 60 minutes.

In Summary, the AGC module may achieve/produce one
or more of the following: 1) a visual representation of the
real-time performance of each generator on AGC,; 2) various
options of displaying aggregate and detailed information on
AGC units; 3) provisions for alarm points when established
parameters dre met; 4) selectable Time Period Displays and
Printouts, (Previous Hour, Day, Week) of a generator’s
performance. They can be used for monetary penalties in
billing and for various analysis efforts; and 5) can be used
for near real time prediction. (10, 20, 40 and 60 minutes).
The system overview visualizations to show the above
functionalities will be discussed later.

In an exemplary embodiment according to the present
invention, the power grid monitoring and management sys-
tem provides control area and suppliers response perfor-
mance monitoring, tracking and prediction to FRR. Histori-
cally, having NERC Standards in place has provided
adequate assurance that the Control Areas and intercon-
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nected generators within each Interconnection, as well as
load shedding, were able to effectively respond to contin-
gencies and adequately arrest frequency excursions, thereby
meeting design expectations. Within the WECC (i.e., West-
em Interconnection), the normal and expected change in
system frequency for the loss of 1,000 MW of generation has
been a 0.1 Hz decay. In recenl years, however, it is not
unusual to experience a 0.1 Hz decay in system frequency
with only a 300 or 400 MW loss of generation. So FRR
Monitoring, Performance Tracking and Prediction imple-
mentation at CAISO is desirable.

The following example illustrates a frequency decay by
0.2 Hz for a loss of about MW. It appears, for whatever
reasons, that the overall frequency response of the intercon-
nected systermn has changed significantly, in a negative way.
The exemplary embodiment implements new standards,
specifically addressing the issue of frequency response, and
establishing thé necessary monitoring and tracking system
(s) to evaluate the performance of the frequency responsive
resources and the Control Area.

A Control Area’s frequency response performance is the
result of how good or bad all the Frequency Response
resources connected to the transmission system respond and
perform. This application will monitor, track, and project
Frequency Response Reserves performance in the CAISO
Control Area.

Major functions of the FRR module may include one or
more of:

1) Performance—monitor the performance of the CAl-
SO’s Control Area response to frequency excursions, cal-
culate the MW/0.175 Hz deviation and determine if the
Control Area is in compliance with the proposed NERC/
WECC FRR standards. In addition, the application may
monitor the actual performance of each of the frequency
responsive resources that are expected to support the Control
Area response to frequency excursions and calculate their
contribution per MW/0.175 Hz deviation. This module wil
provide the answer to the question, “Which resources are
contributing to the Control Area's overall compliance with
the Frequency Response Reserves (FRR) standards?”;

2) Tracking—time tapging and archiving of actual data
associated with monitoring performance and MW/0.175 HZ
deviation performance of the Control Area to frequency
excursions, as well as the performance of the individual
frequency responsive resources. Data may be stored in a
time series database and used to present the pattern and
behavior of specific resources. Historical data may also be
used to feed the prediction module. It can also be an
ingredient of any required disturbance control standard
(DCS refers to the standard which requires the ACE to return
either to zerc or to its pre-disturbance level within 15
minutes following the start of the disturbance, which is a)
any perturbation to the electric system, or b) an unexpected
change in ACE that is caused by the sudden loss of genera-
tion or interruption of load.);

3) Probabilistic prediction—provide the CAISO staff with
a prediction of the expected performance of the frequency
response resources to the next frequency excursion. A more
accurate forecast of the upcoming performance in meeting
the FRR standards may allow the CAISO to maintain and
improve system reliability and market efficiencies. If the
prediction module of the application determines that the
anticipated resource configuration is inadequate in meeting
the FRR requirement, it can produce a suggested alternative
or additional resource requirernents; and

4) Visval Analysis—the power grid monitoring and man-
agement system visual analysis layer may facilitate the
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interpretation of the results from each of the major finctions.
Taking advantage of the visnalization technology available
in the power grid management sysiem, it may present past,
current and near term foture information to the CAISO staff
on tabular, graphical and/or geographical displays. The
application may provide the ability to segregate suppliers
into zones, such as Northern & Southern California, and also
of the various “types™ of generators.

Load shedding on non-critical loads is another FRR
resource that the system operator may have to adjust fre-
quency. For this reason, the performance of load shedding
(measured as MW/0.175 Hz) as a frequency control resource
may also be determined, tracked and predicted.

The suppliers response performance to AGC previously
explained, displayed and recorded what each and all Control
Area regulating generators were signaled to move and how
they performed, relative to that signal. This application may
track and record the delta or difference between what the
supplier bid in regulation service for the Hour Ahead Market
and its actual response.

Ancillary Service of regulation is normally prescheduled
for the hour ahead (and day ahead) via the marketplace. A
successful supplier of regulation will normally have an up
and down magnitude, although one direction anly can accur.
In conjunction with that MW range, a ramping (rate of
change) magnitnde is also provided by the supplier, nor-
mally in percentage or MW/minute.

The displays for menitoring of this application will show
and record how well a generator is providing regnlation,
follows control signals sent by CAISO’s Enerpy Manage-
ment System Computer and will compare it to the param-
eters (ramp rate) provided by the supplier (Bid, Coniract or
Plant Information) in the Hour Ahead or Day Ahead Market.

The displays for tracking will show the supplier’s histori-
cal response performance to the hourdy ancillary services
market for the last day and week. This information could be
shared with the suppliers that provide this service, to
improve quality, or even be made inclusive of the payment
structure when stipulated non-performanee occurs.

The displays for prediction will show the suppliers pre-
dictive response performance to hourly ancillary services
one, two, three and/or four hours ahead. For example,
suppose next how’s Regulation range is displaying a 500
MW upward quantity, with a 25 MW/Min aggregate ramp
rate, provided by the marketplace. Utilizing historical per-
formance data, this application will note what sources are
providing this regulation range and “quantify” it for the
System operator. It could, for example, note that only
x-amount is available over a designated time period or that
only 15 MW/Min rate of change is achievable. If that reality
is unacceptable, the system operator may have the option of
utilizing other hourly or 10 minute sources to mitigate
adverse balancing and reliability effects. This will apply to
either increasing or decreasing load requirements.

A System operator will often have a need to appraise what
resources have been planned for some near short term future
hours. This can be the result of unplanned outages of
generators, internal transmission lines, interconnection
transmission lines and ather events. This application gives a
little longer look than the Hour Ahead program in respect to
Ancillary Services Regulation.

Similar to the Hour Alead function, the monitoring asso-
ciated with this module is focused on those regulation
ancillary services that were attained from the Day Ahead
Market only and will display relative comparisons of actual
performance vs. market bids in these regulation services.

20

35

45

55

65

24

Historical performance data for the past day and week
will be available in the displays of this module. This data
could be used in conjunction with the Hour Ahead Perfor-
mance by comparing records for various validations or
determinations between the two markets. They can also be
shared with the suppliers for improved quality of service or
included in the payment structure for performance penalties.
The power grid managentent system may also allow the user,
using historical performance data, to predict the perfor-
mance of the day ahead committed resources of ancillary
services for regulation by choosing the display option of
Day Ahead Market.

Based on NERC current reliability guides, drafts stan-
dards for NERC and WECC Frequency Response Reserves
(FRR) and input from the CAISO’s system operators and
management, the key functional capabilities for the power
grid monitoring and management system for CAISO may
include one or more of: 1) performance monitoring of
CAISO’s CA and suppliers to AGC; 2) performance moni-
toring of CAISO’s CA and suppliers to FRR; and 3) per-
formance monitoring for CAISO’s CA and suppliers to
Hourly and Day-Ahead Ancillary Service Regulation.

The Control Area’s frequency response performance is
the result of how good or bad all the frequency responsive
resources connected to its transmission system perform. The
challenge for the Control Area is how to determine the actual
performance of each resource vs. expectations.

Although this application has the ability and will evaluate
the Control Area performance to determine compliance with
the FRR Standards, the primary focus of the application is
to monitor and track the actual performance of the individual
frequency responsive resources connected to the grid. As
stated above, it is the performance of each and every
resource connected to the CAISO’s prid that will determine

the Control Area’s overall frequency regulation perfor- -

mance.

The purpose of the proposed application is to provide
sufficient and meaningfi] information for the CAISO man-
agement and staff to: 1) maintain system reliability and
ensure compliance with NERC and WECC reliability stan-
dards, by monitoring in real time the response performance
of CAISO’s CA and suppliers to the AGC, FRR and A.S ;
and 2) improve the efficiency of the A.S. market. The Table
1 below, for example, shows functionalities in an exemplary
embodiment according to the present application.

TABLE 1

Overview of Functionalities

Service
CA&Suppliers CA&Suppliers CA&Suppliers
Response to Response to Response to
Function AGC FRR A.S.
Monitoring Scheduled Expected vs Last Bid vs
vs actual actual actal
response in response in Tesponse
last one- last Performance
minute frequency Index
interval excursion
Performance  Performance
Indices Index
Tracking, Previous History of Last day
hour, day Deviations supplier
and week (MW/0.175 response o
scheduled Hz) A8,
Vs actual performance markets
IESpOnse to Last week
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TABLE 1-continued

Overview of Functionalities

Service
CA&Suppliers CA&Suppliers CaA&Suppliers
Response to Response to Response to
Function AGC FRR A.S,
Historical frequency suppliet
Performance excursions response to
Index of CA and AS.
suppliers markets
Historical Historical
Performance Performance
Index Index
Predictions and 10 Minutes Next 1, 2,3 and
Probability bands ~ Ahead frequency 4 hours
20 Minutes excursion, ahead for
Ahead twenty and hour market
A0 Minules sixty Day ahead
Ahead seconds market
1 bour response Probability
ahead Probability bands
Probability bands Bad data
bands Bad data identifica-
Bad data identifica- tion and
identifica- tion and replacement
tion and replacement
replacement

It should be noted that the tracking function may serve as
a simulation tool.

In monitoring the response performance to AGC of
CAISO CA and suppliers, the system operator may first look
at the display of the one-minute supplier control error for
each resource. A pie graph may be presented for each
resource that is being monitored. Part of the pie indicates the
expected response, other part the actual response and the last
part the difference between the actual and the expected
response. The pie will be color coded to indicate the
performance of the generator response for the last one-
minute period. The cylinder height, also color-coded, rep-
resents the performance index. The performance indices are
defined herein later on.

For the tracking of the response performance to AGC of
CAISQO CA and suppliers, the system operator has a chart
available with the historical values for the period that he/she
specifies. The response prediction may also be offered to the
System operator, for the next 10, 20, 40 and/or 60 minutes.

The system operator may then use these three pieces of
information to decide how much to rely on each resource for
AGC, For example, suppose actual part of the pie is red and
the cylinder height is red. This means that the supplier is
performing poorly recently. Analysis of the historical per-
formance (tracking function) provides additional informa-
tion to decide how reliable the supplier is. If the historical
performance is poor, the forecast will also be poor. The
System operator will integrate all this information to decide
on a course of action for the resource under consideration.

Similar functionality will be offered for monitoring, track-
ing and predicting the response performance of CAISO CA
and suppliers to FRR. Instead of one-minute values as in the
resource response to AGC, however, the resource response
to the historical average to frequency excursions may be
displayed. Each supplier may be represented by two color-
coded pies and a cylinder. The pie indicates the generator
FRR actual response to the last frequency excursion and its
expected response. The height of the cylinder may, for
example, represent the performance index of the generator.
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The finctionality offered for monitoring, tracking and
predicting the response performance to A.8. markets thourly
and daily) may, once again, be similar to the one of the
previous two applications. Each supplier is represented by
two color-coded pies and a cylinder. The pie represents the
most recent response for the day ahead and hour ahead bids
and the bids made by the suppliers in the A.S. markets. The
cylinder height represents, as before, the performance index.

FIG. 33 illustrates a geographic-graphic visualization
overview 440 of a control area and suppliers performance
monitoring and prediction platform for AGC, FRR and
regulation A.S. in an exemplary embodiment according to
the present invention. As shown in FIG. 33, the CAISO
System operator will have available displays to monitor for
the current time, last 24-hours and last X-minutes (default
10-minutes) both their CA and the individual suppliers
response performance, forecast and tracking performance of
CAISO AGC, Frequency Response Reserves (FRR), and
hourly and daily Regulation Ancillary Services markets. In
addition, besides having CA and suppliers performances for
each service, CAISO System operators will also have avail-
able an integrated window that will show continuously the
CA and suppliers performance for all four services simul-
tancously, and replay capability for displays on either of the
panels from the 3-panel displays.

This application of the power grid management system
allows the CAISO System operators and management fo
identify via 3-panel displays the CA and suppliers perfor-
mance for each service on geographical displays for current
time, the last ten minutes on co-plot displays, and for the
past 24-hours on image-displays and user selected suppliers
predictive performance. The bottom of the 3-panel displays
will be user seleciable, o switch from tabular text window
carrelated with the data in the 3 panels, to optionally show
to System operators in a continuous horizontally scrollable
window, the performance indices for AGC. FRR and regu-
lation ancillary services. The indices will replay continu-
ously for a selectable period of time that will include the
prediction period.

FIG. 34 is a screen shot 450 of a panel view for control
area and suppliers performance for, AGC, FRR and A.S. in
an exemplary embodiment according to the present inven-
tion. Its can be seen in FIG. 34 that there are five tabs at the
top-lett corner. Each of them presents a 3-panel display with
the main panel, showing in a 3D map, the selected suppliers
performance for the service selected and the other two
panels showing the selected suppliers performance for the
other two services. The three tabs at the top-right present the
window for username/password, interface for user enterable
parameters, and the help displays. The help displays, for
example, may be based on Microsofi® PowerPoint® pre-
sentations.

The map and the cylinder pie-charts in the main panel
display from the 3-panel display in FIG. 34 shows the
current response of each supplier, selected from categorical
options from a RMB men, to the service selected from the
tab. The other two panels also show the performance of the
selected generators for the other two services.

The center-bottom of the 3-panel displays is user select-
able to switch from tabular text window correlated with the
data in the 3 panels, to optionally show to System aperators
continuously in a horizontally scrolflable window the per-
formance indices for AGC, FRR and regulation ancillary
services, The indices will replay continuously for a select-
able period of time that includes the prediction period. The
three windows at the left-bottom of the screen contain the
date/time for the data being displayed, an option to hold the
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automatic data refresh, and a yellow window to indicate the
current action taken by the user

FIG. 35 is a screen shot 460 of a panel view for control
area and generator response to AGC in an exemplary
embodiment according to the present invention. FIG. 3§
shows the 3D map and cylindrical pie-charts in the main
panel display from the 3-panel display representing the
current response of each generator, selected from categorical
options from an RMB menu, to AGC, with the cylinder-
height representing each generator performance index. The
color of the CAISO control area may represent the response
to AGC of all the suppliers providing the control area,
represented by the performance indices previously discussed
herein.

The image on the top-right panel shows the performance
tracking of each of the suppliers online, selected from the
RMB option, and may be color coded for the last 24-hours.
The plot on the bottom-right panel shows the predictive plot.
This plot includes a multi-series, time-based, linear chart.
One series represents the recorded values of a variable over
time and the second represents the predicted value for the
same variable over the time period and for X additional
predicted values. The plot also includes a vertical reference-
line indicating the current time, relative to the time period
being displayed. Multiple instances of this plot are used in
the display, as illustrated, and the vser selects the values for
display via an options dialog.

The center-bottom of the 3-panel displays will be user
selectable to switch from tabular text window correlated
with the data in the 3 panels, to optionally show to system
operators continuously in a horizontally scrollable window
the performance indices for AGC, FRR and regulation
ancillary services. The indices will replay continuously for
a selectable period of time and will include the prediction
period.

The three windows at the left-bottom of the screen contain
the dateftime for the data being displayed, an option to hold
the automatic data refresh, and a yellow-window to indicate
the current action iaken by the user.

The two main windows at the right-bottom of the screen
contain the navigation buttons that must be implemented as
shown, and the replay bottoms that also must be imple-
mented as shown.

The three tabs at the top-right present the window for
username/password, windows for vser enterable parameters,
and the help displays based on Microsoft® PowerPoint®
presentations.

FIG. 36 is a screen shot 470 for a panel view for control
area and generators response to frequency response in an
exemplary embodiment according to the present invention.
FIG. 39 above shows the CAISO geographic map and color
coded cylindrical pies placed at the geographic location of
each selecied generator, with part of the pie representing the
generator latest FRR response, the other part its expected
FRR value and the last part the difference between actual
and expected response. The height of the cylinder represents
the FRR performance index for each selected generator.

The plot on the top-right panel shows the FRR perfor-
mance tracking of each of the generators online, selected

" from the RMB option during the most recent frequency
disturbances. The plot on the bottom-right shows the current
selected generators FRR performance together with its per-
formance variance for the hour, and the value predicted for
the next excursion.

FIG. 37 is a screen shot 480 for a panel view for control
area and generators response to regulation A.S. in an exem-
plary embodiment according to the present invention. FIG.
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40 shows the CAISO geographic map and two concentric
circles located at the geographic location of each selected
generator, with the inner most circle representing the gen-
erator actual response for both the day-ahead and hour-
ahead bids, and the outer most circle representing its Ancil-
lary Service (both day-ahead and hourly-ahead) scheduled
values. The height of the cylinder represents the Ancillary
Services (day-ahead and hour ahead) performance indices
for each selected generator.

The image on the top-right panel shows the Supplier
Control Performance System (SCPS) for each of the gen-
erators selected, color-coded for the last X-Minutes (default
10-minutes). The plot on the bottom-right panel shows the
predictive plot. This plot consists of a multi-series, time-
based, linear chart. One series represents the recorded values
of a variable over time and the second represents the
predicted value for the same variable over the time period
and for X additional predicted values. The plot also includes
a vertical reference-line indicating the current time, relative
to the time period being displayed. Multiple instances of this
plot are used in the display, as illustrated, and the user sclects
the values for display via an options dialog.

FIG. 38 is a screen shot 490 of a common view for
performance of AGC, FRR and X-Minutes Ancillary Ser-
vices Regulation (Default 10-Minutes) in an exemplary
embodiment according to the present invention. The format
of FIG. 38 is equivalent for all three services using the
corresponding performance data and indices. The main-
panel shows the condition plot. It is similar to a scatter plot,
created using the variables of one of the three services, the
parameiers of one of the three services and the names of the
selected generators for a configurable, 10 minute time period
(at 1 minute sampling frequency).

The following describes how the chart should be created
as shown in FIG. 38 in an exemplary embodiment according
to the present invention.

1) Run the appropriate database stored procedure.

2) Determine from the user interface the value io perform
grouping, by performance, parameter or time.

3) Determine the unique grouping values.

4) Determine the median parameter value for each gen-
erator (using the whole dataset) and order the generator list
by that value.

5) Create a scatter plot for each unique grouping value,
with the data value plotted on the X-axis. Each scatter point
is colored according to a color map defined in a configura-
tion file (Red/Yellow/Green).

6) The scatter plots will be arranged on a grid by increas-
ing value, left to right, top to bottom.

The image on the top-right panel shows the performance
index for each generator selected, color-coded for the last
X-Minutes (default 10-minutes). The cave-plot at the bot-
tom-right shows at the top the response MW of any gen-
crator selected from the image-plot, and at the bottom the
scheduled MW for the selected generator.

It will be appreciated by those of ordinary skill in the art
that the invention can be embodied in other specific forms
without departing from the spirit or essential character
thereof, The present invention is therefore considered in all
respects to be illustrative and not restrictive. The scope of
the present invention is indicated by the appended claims,
and all changes that come within the meaning and range of
equivalents thereof are intended to be embraced therein.

What is claimed is:
1. A real-time performance monitoring system for moni-
toring an electric power grid, comprising:
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a monitor computer for monitoring at least one of reli-
ability metrics, power grid operations metrics, genera-
tion metrics, transmission metrics, suppliers metrics,
grid infrastructure security metrics or markets metrics
over a plurality of control areas of the electric power
grid operated on a plurality of different platforms by a
plurality of different business systems or companies;

a database for storing the metrics being monitored by the
monitor computer; and

at least one display computer in at least one of said
plurality of control areas of the electric power grid, the
at least one display computer having a monitor for
displaying a visualization of the metrics being moni-
tored by the monitor computer,

said at least one display computer in one of said plurality
of control areas being adapted to enable an operator
located in and responsible for monitoring the one of
said plurality of control areas to monitor one or more of
said plurality of control areas that are different from the
control area in which the operator is located.

2. The real-time performance monitoring system of claim

1, wherein the monitor computer includes an application for
monitoring the reliability metrics, and wherein said appli-
cation performs real-time monitoring of at least one of
vollage/VAR (volt-ampere reaciive), ACE (area control
error)-frequency, AIE (area interchange error) schedule or
phasor measurements for the electric power grid or a portion
thereof er for one or more of said plurality of control areas,
wherein the electric power grid covers a wide area across
one or more cities, counties, states or countries.

3. The real-time performance monitoring system of claim

1, wherein the monitor computer includes an application for
monitoring the generation metrics, and wherein said appli-
cation performs real-time monitoring of at least cne of
suppliers and control area responses to at least one of AGC
(antomatic generation control), a frequency response, ancil-
lary services or a ramping response.

4. The real-time performance monitoring system of claim

1, wherein the monitor computer includes an application for
monitoring the grid infrastructure security metrics, and
wherein said application performs real-time monitoring of at
least one of system vulnerability inciuding phasor measure-
ments and changes thereof or exposure in terms of at least
one of population or cities.

5. The real-time petformance monitoring system of claim

1, wherein the monitor computer includes an application for
monitoring the markets metrics, wherein said application
performs real-time monitoring of at least ane of generation
market power or price spikes.

6. The real-time performance monitoring system of claim

1, wherein at least one of the monitor computer or said at
least one display computer performs at least one of historical
tracking, prediction or actions related to the metrics being
monitored, wherein the actions related to the metrics being
monitored include actions related to one or more violations
of ene or more predefined thresholds, wherein the one or
more violations are communicated in real time through
alarms or other communication systems.

7. The real-time performance monitoring system of claim

6, wherein the monitor displays a visualization of data
representing said at least one of historical tracking, predic-
tion or actions related to the metrics being monitored.

8. The real-time performance monitoring system of claim

6, wherein the prediction inclndes at least one of a near
real-time forecasting or a “what if”” sensitivity analysis.

9. The real-time performance monitoring system of claim

1, wherein the monitor concurrently displays at least one
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dynamic geographic display and a plurality of data or text
panels for at least one of monitoring, tracking, prediction,
actions or mitigations.

10. The real-time performance monitoring system of
claim 1, wherein the monitoring of the metrics can be
performed real-time and/or near real-time.

11. The real-time performance monitoring system of
claim 1, wherein the monitoring system utilizes data from or
is integrated with at least one of SCADA (Security Control
and Data Acquisition), EMS (Energy Management System),
PMUs-PDCs (phasor measurement units-phasor data con-
centrators) or another control power system.

12. The real-time performance monitoring system of
claim 1, wherein an operator of at least one of the monitor
computer or said at least one display computer can define an
application to monitor metrics, which are related to the
electric power prid at the local level, control area level, or
regional level covering a wide area, which the operator
desires to monitor.

13. The real-time performance monitoring system of
claim 1, wherein a display format of the visualization on the
monitor can be customized by the operator.

14. The real-time performance monitoring system of
claim 1, wherein the monitor computer is a server and said
al least one display computer comprises a client in a server-
client architecture.

15. The real-time performance monitoring system of
claim 1, wherein the monitor computer is a dedicated server.

16. The real-time performance monitoring system of
claim 1, wherein the monitor computer and said at least one
display computer communicate with each other in a web
environment or over a secure proprietary network.

17. The real-time performance monitoring system of
claim 1, wherein the operator of said at least one display
computer can interactively collect historical data and view a
visualization of the historical data in tabular, graphics or,a
customized format.

18. The real-time performance monitoring system of
claim 1, wherein the operator of said at least one display
computer can interactively create data reports from the
metrics stored in the database.

19. The real-time performance monitoring system of
claim 1, wherein the monitor computer monitors proximity
to potential system faults, and said at least one display
computer graphically represents the proximity to potential
system fanlts on the monitor.

20. The real-time performance monitoring system of
claim 1, wherein the monitor computer tracks, identifies and
saves data on abnormal operating pattems in the database,
and the display computer displays a visvalization of the
abnormal operating patterns on the monitor.

21. The real-time performance monitoring system of
claim 1, wherein said at least one display computer enables
the operator to define a display level to at least one of the
electric power grid, one said control area or multiple said
control areas.

22. The real-time performance monitoring system of
claim 1, wherein said at least one display computer in one
of a plurality of control areas enables the operator in the one
of said plurality of contro] areas to manage at least one grid
portion corresponding to a different one of said plurality of
control areas.

23. The real-time performance monitoring system of
claim 1, wherein (he monitor computer performs wide area
monitoring of the electric power grid using SCADA (Secu-
rity Coentrol and Data Acquisition) data and/or time synchro-
nized data from phasors or other socurces.
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24. The real-time performance monitoring system of
claim 1:
wherein the reliability metrics, power grid operations
metrics, generation metrics, transmission metrics, sup-

pliers metrics, grid infrastructure security metrics or 5

markets metrics for the electric power grid are moni-
tored across a wide area covering multiple control areas
and utilities;

wherein each of the plurality of grid portions includes a
network of high voltage transmission lines and genera-
tors interconnected to the network that is spread out
over the multiple control areas across the wide area;

32

wherein the plurality of grid portions are subject to power
blackouts that spread or cascade over the wide area;

and

wherein the operator is a reliability coordinator having

responsibility to:

monitor the power grid metrics over the wide area for

reliability management; and

prevent power blackouts that spread or cascade over the

wide area.
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WIDE-AREA, REAL-TIME MONITORING
AND VISUALIZATION SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This applicaticn is a continmation of U.S. application Ser.
No. 10/914,789, filed Aug. 9, 2004 now U.S. Pat. No. 7,233,
843, which claimed the benefit of U.8. Provisional Applica-
tion Nos. 60/493,526, filed Aug. 8, 2003, and 60/527,099,
filed Dec. 3, 2003, the disclosures of which are incorporated
fully herein hy reference.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

This invention was made parlially with government sup-
port under Department of Energy Contract # DE-AC03-
76SF00098, Subcontract #6508899. The Government has
certain rights in this invention.

FIELt) OF THE INVENTION

The present invention relates generally to a monitoring and
management platform, and more particularly to a real-time
performance monitoring and prediction system that has wide
applicability to various industries and processes.

BACKGROUND

In various industries, the ability to monitor, track, predict
and/or act in real-time is desirable. These indnstries include
electric power, gas pipeline, water systems, transportation,
chemicals and processes, infrastructure protection, security
monitoring and others. .

By way of example, in the electric power industry, poweris
typically supplied to customers in a four stage process of
generation, transmission, distribution and end use. FIG. 1A
illusirates a typical process of generation, transmission and
distribution of electricity. As illustrated in FIG. 1A, the elec-
tricity is generated competitively by a number of power
plants. The electricity is then transmitted through a numberof
transmission lines that are regulated by the Federal Energy
Regulatory Commission (FERC). These transmission lines,
which may be located in different states, are typically owned
by the utility or transmission companies, and controlled by
regional Independent System Operators (J50s), Regional
Transmission Organizations (RTOs) or utility companies that
may be private or public. The generation and transmission of
electricity are usually managed by regional entities that moni-
tor the grid operations, market operations, security and other
aspects of the electric power system.

The transmitted electricity is typically distributed throngh
state or locally regulated distribution companies. The trans-
mission and distribution systems utilize a number of devices
for management and control of the eleciric system, including
dynamic voltage support, remedial action schemes, capaci-
tors, storage and flow control devices. The electricity is dis-
tributed to the customers as the end users, or consumers of
electricity. Some of the customers may also have micro-grids
of their own. The demand placed by these customers also
needs to be managed.

Due to the enormous task at hand, there are a number of
organizations responsible for overseeing these power genera-
tion, transmission and distribution activities. For example,
there are over 3,000 utilities, thousands of generators, 22

Reliability Coordinators, and 153 Control Areas (CAs) in the

20
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2

United States for monitoring and control of generation, trans-
mission and distribution of electricity. While all these differ-
ent entities at various different levels are involved in genera-
tion, transmission and distribution of electricity as well as
monitoring and control in a power grid, there is no single
integrated system that can be used to monitor and manage the
electric power grid in real-time across all of the different
elements of the power system. For example, there is no infor-
mation management system for the power grid, which is
integrated across multiple business systems, companies and
Control Areas to manage the security, timeliness, accuracy or
accessibility of information for grid operations, reliability,
market operations and system security. Analogous issues may
be apparent in other industries.

SUMMARY

In an exemplary embodiment according to the present
invention, a real-time performance monitoring, management
and prediction platform is provided. Systems based on the
platform may be used to manage processes in various indus-
tries, based on current monitoring tools as well as tools that
are under development, for example, in smart, switchable
networks. Systems based on the platform preferably include
visualization features that enable managers and operators in
various industries to: measure key system operating and mar-
ket metrics; monitor and graphically represent system perfor-
mance, including proximity to potential system faults; track,
identify and save data on abnormal operating patterns; and
predict system response in near real-time by means of simu-
lations and predictive analysis.

In one exemplary application of the present invention, a
power grid monitoring and management system is provided.
The power grid monitoring and management system includes
a technology platform for real-time performance monitoring
application for the electric power grid. The power grid moni-
toring and management system in one exemplary embodi-
ment may also be referred to as a Grid Real-Time Perfor-
mance Monitoring and Prediction Platform (Grip-3PTM).
The Grid-3P platform is designed to enable monitoring of a
range of electric grid parameters, including metrics for reli-
ability, markets, generation, transmission, operation, and
security. The visualization features enable display of infor-
mation geographically and graphically; in real time; and
enables operators to define display levels local or wide area,
control area, interconnection or other user defined manner.
This technology is being used to develop and implement
real-time performance monitoring applications at Reliability
Coordinator and Independent System Operator (1SO) loca-
tions, including the following applications: Area Control
Error (ACE)-Frequency Real-Time Monitoring System;
Control Area and Supplier’s Performance for Automatic Gen-
eration Control and Frequency Response Services System;
VAR-Voltage Management and Monitoring System; and
Monitoring Applications based on Synchronized Phasor
Measurements.

Examples of electric grid system components and metrics
that could be monitored include electric interconnections,
generators, voltage levels, frequency, market prices, conges-
tion, market power metrics, demand forecasts, and other sys-
tem compenents and metrics.

Another feature of the Grid-3P platform is the concept of
multi-panel displays that allow: real-time monitoring of key
metrics; display of history and performance tracking of key
metrics; performing sensitivity evaluations and assessments
of key metrics under alternative scenarios, and developing
predictions or near term forecasts of performance; and initi-
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ating actions, such as providing e-mail notification for alert-
ing operators about abnormal conditions and the need to take
action.

The power grid monitoring and management system may
operate in a web environment, client-server, dedicated server,
and/or secure proprietary network. In addition, the power grid
monitoring and management system may allow interactive
historical data collection and to present the collected data in
tabular and/or specialized data-visuals. Further, the power
grid monitoring and management system may be used to
create interactive data reports from grid performance histori-
cal data saved in data-servers.

In an exemplary embodiment according to the present
inventior, a real-time performance monitoring system moni-
tors an electric power grid having a plurality of grid portions,
each said grid portion corresponding to one of a plurality of
control areas. A monitor compuler monitors at least one of
reliability metrics, generation metrics, transmission metrics,
suppliers metrics, grid infrastructure security metrics, and
markets metrics for the electric power grid. A database stores
the metrics being monitored by the monitor computer, and at
least one display computer has a monitor for displaying a
visualization of the metrics being monitored by the monitor
computer. Said at least one display computer in one said
control area enzbles an operator to monitor a said grid portion
corresponding to a different said control area.

In anotherexemplary embodiment according to the present
invention, a method of monitoring a performance of an elec-
tric power grid in substantially real-time is provided. The
electric power grid has a plurality of grid portions, each said
grid portion corresponding to one of a plurality of control
areas. A monitor computer is used to monitor at least one of
reliability metrics, generation metrics, transmission metrics,
suppliers metrics, grid infrastructure security metrics, and
markets metrics for the electric power grid. The metrics being
monitored by the monitor computer is stored in a database,
and a visualization of the metrics being monitored by the
monitor computer is displayed on a monitor of at least one
display computer. Said at least one display computer in one
said control area enables an operator to monitor a said grid
portion corresponding to a dillerent said control area,

These and other aspects of the invention will be more
readily comprehended in view of the discussion herein and
accompanying drawings, in which like reference mumerals
designate like elements.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A illustrates a typical process of generation, trans-
mission and distribution of electricity;

FIG. 1B illustrates a process of generation, transmission
and distribution of electricity, and a set of exemplary infor-
mation management requirements according to the present
invention,;

FIG. 2A is a block diagram that illustrates an exemplary
performance management strategy according to the present
invention; ’

FIG. 2B illustrates a process of controlling generation,
transmission and distribution of electricity with an integra-
tion of real time wide area monitoring for reliability manage-
ment;

FIG. 2C illustrates an infrastructure for a wide area reli-
ability monitoring center (WARMC) of FIG. 2B;

FIG. 3 is a block diagram that illustrates an exemplary
performance management process according to the present
invention;
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FIG. 4 is a block diagram that illustrates an exemplary
multi-layered platform for performance monitoring and man-
agement according to the present invention;

FIG. Sisablock diagram that illustrates the integration into
power generation, transmission and distribution of the power
grid monitoring and management system in an exemplary
embodiment according to the present invention;

FIG. 6 illustrates a power grid monitoring and management
system of FIG. 5 and includes the major reliability applica-
tions for real-time reliability monitoring for NERC Reliabil-
ity Coordinators and Control Area Dispatchers;

FIG. 7 illustrates an application of the power grid monitor-
ing and management system for utilization by RTOs to moni-
tor markets, operations, security, and other functions;

FIG. 8 illustrates an application of the power grid monitor-
ing and management system in an exemplary embodiment
according 1o the present invention;

FIG. 9 is a local area network (LAN) based hardware and
software architecture for the power grid monitoring and man-
agement system in an exemplary embodiment according to
the present invention;

FIG. 10 is a web-based hardware and software architecture
for the power grid monitoring and management system in
another exemplary embodiment according to the present
invention;

FIG. 11 illustrates the architecture of an ACE-Frequency
real-time monitoring application using the power grid moni-
toring and management system in an exemplary embodiment
according to the present invention;

FIG. 12 illustrates five major functional components of the
NERC ACE-Frequency real-time monitoring system in an
exemplary embodiment according to the present invention;

FIG. 13 illusirates reliability functional levels and visual-
ization hierarchy in an exemplary embodiment according to
the present invention;

FIG. 14 illustrates an integrated visualization mode] in an
exemplary embodiment according to the present invention;

FIG. 15 illustrates an ACE-Frequency real-time monitor-
ing architecture of the power grid monitoring and manage-
ment system in an exemplary embodiment according to the
present invention;

FIG. 16 is a screen shot that illustrates a multiple view
architecture of a display of the power grid monitoring and
managemenl system in an exemplary embodiment according
to the present invention;

FIG. 17 is screen shot of a Cave diagram that represents a
Frequency/ACE diagram in an exemplary embodiment
according to the present invention;

FIG. 18 is a screen shot of a default display for a Reliability
Authority in an exemplary embodiment according to the
present invention;

FIG. 19 is a screen shot of an Interconnect-Epsilon map in
a three-panel display in an exemplary embodiment according
to the present invention;

FIG. 20 is a screen shot of a local view for a Control Area
map in an exemplary embodiment according to the present
invention;

FIG. 21 is a screen shot of a current Control Area map for
a selected Control Area in an exemplary embodiment accord-
ing to the present invention,

FIG. 22 is screen shot of a CPS map in an exemplary
embodiment according to the present invention;

FIG. 23 is a screen shot of a three-panel view in an exem-
plary embodiment according to the present invention;

FIG. 24 is a screen shot of a data collection tool in an
exemplary embodiment according to the present invention,
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FIG. 25 is a screen shot of charts generated using the data
collected using the data collection tool of FIG. 24,

FIG. 26 illustrates utilization of NERC ACE-Frequency
monitoring in an exemplary embodiment according to the
present invention;

FIG. 27 illustrates a screen shot of a supplier-Control Area
performance for AGC and frequency response application in
an exemplary embodiment according to the present inven-
tiom,;

FIG. 28 illustrates a market monitoring system in the
power grid monitoring and management system in an exem-
plary embodiment according to the present invention;

FIG. 29 illustrates a screen shot of a market monitoring
application in an exemplary embodiment according to the
present invention;

FIG. 30 illustrates a security center monitoring system in
an exemplary embodiment according to the present inven-
tion; )

FIG. 31 illustrates a screen shot of a real-time security
monitoring application of the power grid monitoring and
management system in an exemplary embodiment according
to the present invention;

FIG. 32 is a block diagram of a NERC reliability functional
model in an exemplary embodiment according to the present
invention;

FIG. 33 illustrates a Control Area and suppliers perfor-
mance monitoring and prediction platform for AGC, FRR and
regulation A.S. in an exemplary embodiment according to the
present invention;

FIG. 34 is a screen shot of a panel view for control area and
suppliers performance for, AGC, FRR and A.S. in an exem-
plary embodiment according to the present invention;

FIG. 35 is a screen shot of a panel view for Control Area
and generalor response to AGC in an exemplary embodiment
according to the present invention;

FIG. 36 is a screen shot for a panel view for Control Area
and generators response to frequency response in an exem-
plary embodiment according to the present invention;

FIG. 37 is a screen shot for a pancl view for Control Area
and generators response to regulation A.S. in an exemplary
embodiment according to the present invention; and

FIG. 38 is a screen shot of a common view for performance
of AGC, FRR and X-minutes ancillary services regulation
(defanlt 10 minutes) in an exemplary embodiment according
to the present invention.

DETAILED DESCRIPTION

Referring to FIG. 1B, a set of exemplary information man-
agement requirements for the present invention may include:
integration across multiple business system, companies and
CAs; and information security, timeliness, accuracy, and
accessibility.

Referring to FIG. 2A, an exemplary performance manage-
ment strategy according to the present invention contem-
plates identification of key metrics 1, monitoring 2, analysis 3
and assessment 4. Utilizing the platform and system
described herein, the strategy may be beneficially employed
fora wide variety of industries and processes, including with-
out limitation, electric power, gas pipeline, water systems,
transportation, chemicals and precesses, infrastructure pro-
tection, security monitoring and others.

According to an exemplary embodiment of the present
invention, a wide area reliability monitoring center
(WARMC) provides a visibility to system conditions across
control area boundaries, improves reliability management
capability, and/or prevents future blackouts. The WARMC
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provides Reliability Coordinater and Control Area operators
with a wide area perspective of grid operations real-time,
beyond its immediate area of responsibility. The WARMC
may additionally have other fonctions and applications
including new functions and applications to be developed,
and may serve as a center that supports grid reliability for an
entire Interconnection (e.g., Bastern Interconnection (EI)),
for example.

In recent years, the functional disaggregation of electric
utilities has resulted in gaps in the overall grid reliability
management in terms of who (Contro] Areas, Reliability
Coordinators, ISO/RTOs) has visibility of key system param-
eters with apparently no one having the full picture. By way of
example, blackouts, such as the Aung. 14, 2003 blackout in the
United States and Canada, may have been caused by a lack of
situational awareness caused by inadequate reliability tools
and backup capabilities. Further, deficiencies in control area
and reliability coordinator capabilities to perform assigned
reliability functions may also have led to blackouts.

During the blackouts, the operators may have been
unaware of the vulnerability of the system to the next contin-
gency. The reasons for this may include one or more of
inaccurate modeling for simulation, no visibility of the loss of
key transmission elements, no operator monitoring of stabil-
ity measures (e.g., reactive reserve margin, power transfer
angle), and no reassessment of system conditions following
the loss of an element and readjustment of safe limits. The
wide area real time monitoring for reliability management of
the present invention is adapted to the changing indusiry
structure and helps to reduce or prevent blackouts.

The wide area reliability monitoring functions of the
present invention may be integrated with existing operations
and provide system operators and Reliability Coordinators
with tools for monitoring not enly their own Control Areas
but also adjacent Control Areas and the Intercopnection. The
integration of the real time wide area monitoring for reliabil-
ity management with existing control, communications, and
monitoring infrastructure is shown in FIG. 2B, for example.

As shown in FIG. 2B, operators currently have access to
databases or platforms and perform control and monitoring
functions at three levels: 1) Level 1—local power plant con-
trols using plant data to control local generation of power; 2)
Level 2—SCADA (regional control center) using generation,
transmission and substations data to control regional and
local substations, which involves controlling local load-gen-
eration balance-AGC and local grid switching in real-time;
and 3) Level 3—EMS for Control Area operations including
use of state estimation, grid security analysis and security
constrained dispatch, vsing grid voltage and interconnection
frequency-ACE data.

The WARMC according to an exemplary embodiment of
the present invention introduces a new Level 4, which utilizes
existing SCADA data as well as time synchronized data from
phasors or other sources and/or other new data sources for
wide area monitoring. As shown in FIG. 2B, the WARMC
provides one or more of the following applications: 1) Wide-
Area Load-Generation Balance-ACE-Frequency real-time
monitoring; 2) Wide-Area Grid Dynamics and Reliability
monitoring-RTDMS; 3) real lime operations management
information; and 4) state cstimation using phasors. The
WARMC may have one or more of other monitoring, man-
agement information reporting, state estimation, and controls
applications.

The WARMC provides a wide area monitoring and reli-
ability management capability that extends across control
area boundaries. The WARMC may include one or more of
monitoring applications, connectivity with other Intercon-
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nection entities, improved phasor and PDC hardware, and
secure and redundant communication networks for data
exchange. The WARMC may enable RTOs, Independent
" Transmission Owners (TOs), North American Electrical
Reliability Council (NERC), other Interconnection stake
holders, and/or the like to monitor key reliability metrics
impacting their respective areas and provide the capability to
monitor and manage an entire Interconnection grid (e.g.,
Eastern Interconnection grid).

By way of example, the WARMC may provide one ormore
ofthe following functions or capabilities: 1) wide area system
visibility; 2) data connectivity to key RTOs and reliability
management organizations; 3) time synchronized data in real
time; 4) monitoring of key grid reliability metrics for an
Interconnection (e.g., Eastern Interconnection); 5) real time
performance monitoring and reporting; 6) enhanced state
estimation; 7) fast simulation and modeling; and 7) smart grid
with avtomated controls.

The WARMC may be fully automated, such that it will
compile critical high speed data, process it, provide Intercon-
nection (e.g., EI) reliability authorities with reliability infor-
mation on the health of the Interconnection and, as required,
may enable/disable remedial actions schemes (RAS) and may
re-configure the grid. The WARMC may be linked through
secure, reliable and redundant communications to key RTOs,
transmission owners, utilities, and control ares operators. The
conceptual framework for an WARMC infrastructure is
shown in FIG. 2C. As can be seen in FIG. 2C, the WARMC2'
is coupled via a wide area network to a number of RTOs 1-»,
one or more super computers and a number of TOs 1-n.

The WARMC should have access to critical real-time and
historical operating data from all regions of an Interconnec-
tion (e.g., ET) to perform one or more of real time monitoring,
post disturbance assessments, analyses for future enhance-
ments and modeling fo support a smart grid with automatic
controls.

By way of example, the WARMC may have the necessary
infrastructure, support systems and data to provide meaning-
ful information for TOs, RTOs, and Reliability Coordinators
to effectively perform one or more of the following: 1) vali-
date the next-days operating plan and ensure the bulk power
system can be operated reliably in anticipated normal and
contingency conditions; 2) perform wide area monitoring,
tracking and management of real-time grid operations; 3)
anticipate and respond to changing conditions and flows; and
4} simulate “what if” scenarios.

The WARMC may also have capabilities to perform post
disturbance assessment functions including one or more oft
1) evaluating compliance with NERC/Reliability Regional
Standards; 2) Providing feedback to the pre-planning (day-
ahead) process; 3) and validating model representation of
expected grid performance. The WARMC may also define
enhancements to the grid by, for example, assessing con-
straints, bottlenecks and vulnerabilities that will have a nega-
tive impact on grid reliability.

Referring now to FIG. 3, the identification and use of key
metrics 1 involves the evaluation and development of stan-
dards that may be quantified and measured. Metrics exist for
a particular industry and different areas of a particular indus-
try. For example, there may be metrics relating to reliability
and others relating to markets, in which the metrics for each
subcategory may overlap. Monitoring 2 contemplates the use
of tools, whether they exist now or become available in the
future, for tracking actual performance in real-time with a
goal, among others, of looking for early warning signs.
Analysis 3 contemplates converting archived monitoring
information into meaningful information. Such data includes
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without limitation, risk analysis, grid data, depending on the
particular industry or process being monitored, market data,
historical data, and key reliability indicators. Assessment 4
contemplates the determination of impacts on reliability, mar-
kets, efficiency and asset utilizaiion. Examples, which may
change depending on the particular industry or process being
assessed, include risk assessment, grid reliability and market
efficiency. The desired assessment may modify the param-
eters or metrics that are monitored to achieve the desired
results.

In one exemplary application of the present invention, the
Grid-3P system, based upon a real-time performance and
prediction platform for power grid monitoring and manage-
ment, includes monitoring of generation/demand, grid data
and markets as more particularly set forth herein. By way of
example, the WARMC discussed above may be based on the
Grid-3P system.

The reliability applications may include one or more of
real-time monitoring of voltage/volt-ampere reactive (VAR),
Arca Control Error (ACEYFrequency, Area Interchange
Error (AIEYSchedules, and/or other grid attributes and per-
formance metrics. The generation applications may inclede
suppliers and Control Area responses to Automatic Genera-
tion Control (AGC), frequency response and ancillary ser-
vices, ramping response, and/or other metrics. The grid infra-
structure security application may include one or more of
system vulnerability, exposure (in terms of population, cities,
etc.) and/or other metrics. Market applications may include
one or more of generation market power, price spikes and/or
other metrics.

In another exemplary embodiment according to the present
invention, the power grid monitoring and management sys-
tem enables one or more of real-time monitoring, historical
tracking, prediction (near real-time forecasting up to 6-hours
or what if sensitivity analysis), and actions (notification, sys-
tem re~dispatch, mitigation measures, etc.) In other embodi-
ments, the forecasting may be performed for more than six (6)
hours.

In stil} another exemplary embodiment according to the
present invention, the power grid monitoring and manage-
ment system provides displays that wtilize data and informa-
tion that are user-defined and may or may not be algorithmi-
cally correlated with other displays.

In a further exemplary embodiment according to the
present invention, data monitoring may be in real-time or near
real-time for monitoring purposes. For example, real-lime
may be 1-4 seconds snapshot or up to 5 to 10 minute snap
shots.

In yet further exemplary embodiment according to the
present invention, the power grid monitoring and manage-
ment system may be utilized to create a standalone monitor-
ing system or be integrated with Security Control and Data
Acquisition (SCADA), Energy Management System (EMS),
PMUs-PDCs (phasor measurement nnits-phasor data con-
centrators) or other control power systems. The SCADA is a
systern of remote control and telemetry used to monitor and
contro] transmission systems. In other words, the power grid
monitoring and management system utilizes data from or is
integrated with at least one of SCADA, EMS, PMUs-PDCs
and another controf power system.

In a still further exemplary embodiment according to the
present invention, the power grid monitoring and manage-
ment system may be used with standard monitoring and con-
trol applications and/or end-user defined customer applica-
tions.

Referring to FIG. 4, the platform incorporates a multi-
layered approach to performance monitoring and manage-
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ment. Layer 1 (5), the data layer, incorporates conventional
relational databases with time series capability (for real-time
monitoring and synchronization), a data archival system and/
or information management with data mining capabilities.
Further, layer 1 includes web-based data communications,
COM+ databases and data conversion APIs. One purpose of
Layer 1 is to read data from conventional databases that
gather the data in real-time, and to communicate the data in
real-time.

Layer 2 (6), which uses analytical algorithms for massag-
ing the data accumuiated in the databases of layer 1, includes
two sublayers (6a and 65), one focusing on optimization,
forecasting, statistics and probabilistic technologies, and
other on real-time performance monitoring. Within layer 2a
(64), the platform includes tools and algorithms for linear and
non-linear optimizing, self-organize maps and generic algo-
rithms, forecasting, probabilistic analysis and risk assess-
ment, multivariate statistical assessment, performance met-
rics definition and assessment, and other analytical
technologies that may become available. Within layer 2&
(65), the system includes real-time ACE-frequency monitor-
ing, real-time suppliers control area performance for AGC
and FR, voltage VAR management, dynamics monitoring
using phasor measurements and other applications that may
become available.

Dynamic monitoring using phasor analysis is particularly
important in systems where monitoring data at subtransient
levels may be useful. By way of example, existing power
systems have dynamic behavior on the order of milliseconds.
Traditional sampling, however, occurred at 4 second inter-
vals. New monitoring techniques enable sampling up to
20-30 times per seconds or mare. The present system, using
dynamic phasor analysis, is capable of analyzing data gath-
ered at subtransient intervals, synchronizing the data to other
system parameters based on the time series capability of layer
1, and presenting the data for visnalization in an organized
and logical manner in layer 3.

Deployment of phasor technology over wide areas is useful
for supporting reliable region-wide and inter-regional trans-
fers of electricity without facing transient reliability condi-
tions. An objective of real time dynamics performance moni-
toring using phasors is to provide grid operators with phasor
data in real-time so that they can obtain a more accurate
picture of the actual health of the grid. The information allows
them to verify that they are operating within the transient
boundaries of safe operation, as determined by off-line plan-
ning studies, as well as whether the operating guidelines
provided by these studies remains valid. Such real-time data
provided by phasor or other real time monitoring technolo-
gies also supports creation of an automatic, switchable grid
that can sense and respond automatically to warning signs of
grid emergencies.

Layer 3 (7) uses a novel visualization system that includes
amulti-layer view for geo-graphic, wide and local areas. Such
a system that allows local or wide area visualization provides
significant benefits for understanding the effect of national or
neighboring areas on local areas or interest, such as local
utilities. In yet another exemplary embodiment according to
the present invention, the power grid monitoring and man-
agement system is flexible to include cne or more dynamic
geographic displays and several data or testt panels in one or
more windows for monitoring, tracking, prediction, and
actions or mitigations. Further, by synchronizing data from
various sources and presenting it as such, the system enables
the user to visualize a wide array of phenomena that may have
an impact at a given time on the area or process of interest.
Thesystem further provides anto-onelines for tracing the path
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of electricity, water or other resources through the system.
These diagrams allow the vser to visualize potential sources
of faults or other aspects of the system that may lead to system
faults, and to take appropriate action prior to such a fault.

In an exemplary application of the present invention, new
methods, tools and technologies are provided to protect and
enhance the reliability of the U.S. electric power system by
providing a real-time performance monitoring platform. The
power grid monitoring and management system of the present
invention, for example, includes a platform for performing
real-time monitoring of frequency of electricity, customer
usage (“load™) and/or the amount of power being generated
(“generation™). What may also be monitored is the difference
between load and generation, and its effect on the frequency
of the system.

In the exemplary embodiment, the system includes a series
of modular, but integrated, computer-based, real-time data-
to-information engines and graphic-geographic visualization
tools that have served as a platform to develop reliability
applications to assist operating authorities, business entities
or companies, e.g., Independent System Operators (ISOs),
Regional Transmission Organizations (RTOs), Reliability
Coordinators and Control Area Dispatchers in their manage-
ment of grid reliability, which may use different business
systems. For North American Electric Reliability Council
(NERC), these applications include the ACE-Frequency and
AIRE real-time monitoring systems.

The ACE may be defined as an instantaneous difference
between net aciual and scheduled interchange (i.e., energy
transfers that cross control area boundaries), taking into
account the effects of frequency bias including a2 correction
for meter error. An AJE survey may be used to determine the
Control Areas’ interchange error(s) due to equipment fajlures
or improper scheduling operations or improper AGC perfor-
mance, where AGC may refer to equipment that antomati-
cally adjusts a Control Area’s generation from a central loca-
tion to maintain its interchange schedule plus frequency bias.
The ACE and AIE monitoring systems together may be
referred to as a Compliance Monitoring System (CMS). The
CMS may also include one or more other components.

The ACE-Frequency and ATE real-time monitoring system
applications enable NERC Reliability Coordinators to moni-
tor ACE-Frequency performance and compliance with per-
formance operational guides within their jurisdictions, and
also allow NERC staff and subcomunittees to analyze and
assess contrel data to improve reliability tracking and perfor-
mance. The ACE-Frequency real-time monitoring system, for
example, translates raw operational control data into mean-
ingful operations performance information for end users.
Should an abnormal interconnection frequency occur, a real-
time interconnection abnormal frequency notification (AFN)
may be automatically issued via e-mail and/or beepers
describing the date, time and magnitude of the frequency
abnormality to specific operational authorities, NERC
Resource Subcomumitiee members and NERC Staff.

The notification recipients using the ACE-Frequency
monitoring system functionality can quickly assess the
abnormality’s root cause by drilling down from wide-area to
local-area visualization displays that include appropriate
information and analysis graphs to easily identify and assess
those Control Area(s) out of compliance and potential origi-
nators of the notified interconnection frequency abnormality.
A Control Area may be defined as an electrical system
bounded by interconnection (tie-line) metering and telem-
etry. The Control Area controls generation directly to main-
tain its interchange schedule with other Control Areas and

contributes to frequency regulation of the Interconnection,
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Interconnection may refer to any one of the bulk electric
system networks in North America: Bastern, Western and
ERCOT, and may also refer to Quebec electric system net-
work. When not capitalized, it may also refer to facilities that
connect two systems or Control Areas.

FIG. 5isablock diagram that illustrates the integration into
power generation, transmission and distribution of the power
grid monitoring and management system in an exemplary
embodiment according to the present invention. The top parl
of FIG. 5 illustrates that the current business model is seg-
mented into generation, transmission, disiribution, markets
and security. It can be seen here that the vertically integrated
business model historically used by utilities has evolved to a
segmented market dispersed among separate entities.

The power grid monitoring and management system has
been developed to serve as the base for the development of
reliability applications for real-time monitoring, tracking and
prediction for the reliability performance of Control Areas,
generation, grid, markets, and security. Contro] Area’s ACE,
interconnection’s frequency and interchange data on top of
the power grid monitoring and management system provide a
common tool to be utilized by NERC Reliability Coordina-
tors, Control Area Dispatchers, and Transmission Dispatch-
ers. The bottom of FIG. 2 also shows that reliability applica-
tions developed using the power grid monitoring and
management system may serve as complement for traditional
SCADA/EMS systems and for the periodic reporting
requested by NERC for post performance.

As can be seen in FIG. 5, various different data are pro-
vided by generation 10, utilities 20 (transmission 12 and
substations 14), market 16 and security 18. These data, such
as generation data, grid data, market data and performance
data are provided to one or more various different organiza-
tions 22 such as, for example, 180s, RTOs, fransmission
companies, Control Areas and the like.

One or more of these organizations perform real-time
operations 24 such as scheduling, dispatching, system secu-
rity, ancillary services and the like. Also, one or more of these
organizations perform assessment and reporting 26 such as
reports fo reliability authorities such as ISOs, RTOs, FERC/
PUCs and NERC.

As illustrated in FIG. 5, the power grid monitoring and
management system in the described exemplary embodiment
provides an infrastructure for integrating the monitoring and
control of real-time operations, assessment and reporting pro-
vided by various different entities using data provided by still
other various different organizations.

FIG. 6, for example, shows an expansion of the power grid
monitoring and management system 28 from FIG. 2 and
includes the major reliability applications for real-time reli-
ability monitoring for NERC Reliability Coordinators and
Contro]l Area Dispatchers. The top part FIG. 3 shows the
applications target for Reliability Coordinators, ACE-fre-
quency, AIE and control performance standards (CPS). The
bottom part of FIG. 6 shows the applications target to Control
Area Dispatchers, performance compliance of Control Areas,
suppliers to AGC, FRR and ancillary services markets.

As can be seen in box 30, NERC Reliability Coordinators
monitor several requirements, including ACE-Frequency, to
maintain and enhance the reliability oftheirjurisdictions. The
ACE-Frequency Monitoring System, shown in the upper
applications box (Reliability Region Performance Monitor-
ing Platform) 34, provides applications for each Coordinator
within each of their Reliability Regions. Reliability Coordi-
nators utilize those applications to monitor performance and
compliance within their Regions and notify the appropriate
Control Area Dispatchers as abnormalities occur. Control
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Area Dispatchers pinpoint problem sources by monitoring
the response performance of their Control Area and suppliers
to AGC monitoring system, frequency response resources
and ancillary services.

For example, in one exemplary embodiment, the power
grid monitoring and management system may be described in
reference to performance monitoring, tracking and short term
prediction of California Independent System Operator
(CAISO) Control Area and suppliers response to AGC, [re-
quency response reserves (FRR) and ancillary services appli-
cation as shown in box 36 (Control Area Performance Moni-
toring Platform) to support Control Area Dispatchers
Monitoring Requirements (32). This application represents
further progress towards grid reliability technologies and
management tools that present real-time performance, track-
ing and predictive information across several spheres of grid
operating and reliability concerns.

FIG. 7 illustrates an application of the power grid monitor-
ing and management system 40 in an exemplary embodiment
according to the present invention. The power grid monitor-
ing and management system includes a platform to support
RTO functions (42) such as markets, operations, security and
reliability monitoring,.

FIG. 8 illustrates functions of the power grid menitoring
and management system 50 in an exemplary embodiment
according to the present invention. The power grid monitor-
ing and management system 50 includes a platform for per-
forming one or more ofreal-time performance monitoring 52,
historical performance tracking 54, sensitivities and short
term prediction 56, and action & simulations for reliability
and markets 58.

As part of the real-time performance monitoring 52, the
power grid monitoring and management system nay monitor
one or more of voltageNAR, ACE-Frequency, transmission
congestion, generator performance for AGC and frequency
response and market prices/spikes.

For historical performance tracking 54, the power grid
monitoring and management system may track one or more
of Interconnection, Generator, Region/Zone/Substation as
well as market.

As part of sensitivities and short term prediction 56, the
power grid monitoring and management system may predict/
handle one or more of system demand, generator response,
voltage sensitivities, distance from collapse and short term
predictions.

The actions and simulations 58 performed by the power
grid monitoring and management system may include one or
more of notifications, reserves & ancillary services, capacitor
dispatch, generation re-dispatch, VAR management and auto-
matic mitigation.

FIG. 9 is a local area network (LAN) 100 based hardware
and software architecture for the power grid monitoring and
management system in an exemplary embodiment according
to the present invention. The architecture includes a number
of clients 114, 124 that interface with a server 110 over the
LAN100. The serverand clients, for example, may be COM+
server and clients, and the communications may take place
using XML langnage.

Each client 114, 124 interfaces with the power grid moni-
toring and management system client 116 and 126, respec-
tively. The display of the power grid monitoring and manage-
ment system 118 and 128 are used to provide visual indication
of monitoring and tracking to the user.

The server 110 is coupled to a power grid monitoring and
management system database 104, for example, over an
OLEDB comnection. The server 110 is also connected to a
power grid monitoring and management system application
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server 102 and a client 108. The communication hetween the
server 110 and the client 108, for example, is performed using
XML language. Further, the client 108 communicates with
one or more monitoring applications 106 using the XML
language. The one or more monitoring applications 106 also
interface with the power grid monitoring and management
system application server 102. The monitoring applications
are connected over OLEDB connection and/orother data base
connections to customer proprietary databases or data plat-
forms 112. The customer proprietary database or data plat-
form 112 may include one or more of SCADA (Supervisory
Content and Data Acquisition) database, market database, PI
database and Phasor Data database. The LAN-based archi-
tecture may have different configurations in other embodi-
ments.

FIG. 10is a web-based hardware and software architecture
for the power grid menitoring and management system in
another exemplary embodiment according to the present
invention. On the power grid monitoring and management
system application server side, the configuration is identical
to that of the LAN-based hardware and software architecture.
The server 110, however, communicates with another client
(which may be a COM+ client) 142 using the XML language.
The client 142 is coupled with an Internet Information Server
(1IS) 140. A power grid monitoring and management system
web server 144 also communicates with the client 142 and the
IS 140. The IIS 140 communicates over the Internet 150
using XML language and Simple Object Application Proto-
col (SOAP) protocol with the visualization programs 152 and
156, respectively, for visual communication with users on
web clients 154 and 158, respectively. The web-based archi-
tecture may also have different configurations in other
embodiments.

For example, in both the architectures of FIGS. 9 and 10,
only two clients are shown on the client side. In practice,
however, there may be more than two clients. Further, the
power grid monitoring and management system application
server 102 may be coupled to both the LAN-based clients and
web-based clients over the LAN and the Internet, respec-
tively. Further, the Internet may be replaced or complemented
by an Intranet or any other similar proprietary or non-propri-
etary networks.

FIG. 11 illustrates the architecture of an ACE-Frequency
real-time monitoring application 160 using the power grid
monitoring and management system in an exemplary
embodiment according to the present invention. The ACE-
Frequency monitoring system receives ACE and frequency
data from the nation’s Control Areas (Data Collection 162),
calculates performance parameters (e.g., reliability compli-
ance parameters 170) for each reliability jurisdiction and
compares those performance parameters to NERC reliability
compliance guides (Standards & Algorithms 166). The
results of these comparisons are then displayed graphically
and (Visualization 164) on a geographical map (Geography
168) foruse by each of the Reliability Organization from each
of the layers, depicted in the lower, right pyramid 172. The
tiers of the pyramid comprise the control areas, reliability
coordinators, reliability transmission organizations, reliabil-
ity regions, and Interconnections.

FIG. 12 illustrates five major functional components of the
NERC ACE-Frequency real-time monitoring system 180 in
an exemplary embodiment according to the present inven-
tion: Local Monitoring 182, Global Monitoring 184, Abnor-
mal Frequency Notification (AFN) 186, Interactive Data Col-
lection (IDC) 188 and Unavailable Data Reporting (UDR)
190. Following are description of each one of the major
functional components.
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The first is the Local Monitoring Geographic-Graphic
Visualization 182. In the described exemplary embodiment,
most of the ACE-Frequency visualization is geographic-
graphic oriented and covers different time windows from
current time to 30-days. The local-visualization option covers
from current time to 1-hour, and it offers to end users three
different views of Control Area ACE and Interconnection
frequency data displayable in the three-panel window visu-
alization.

The second is the Global Monitoring Geographic-Graphic
Visualization 184. In the described exemplary embodiment,
this option uses the Epsilon performance parameter as an
indicator of the frequency performance for each of the inter-
connections. For example, it shows the performance param-
ater for two time windows, 6-hours and 30-days. It also uses
a pawer grid monitoring and management system three-panel
window visualization as will be described below.

The third is the AFN 186. The real-time AFN is a real-time
monitoring component of the ACE-Frequency Monitoring
System. The AFN is designed for real-time monitoring of
abnormal interconnection frequencies, and to automatically
issue e-mails to specific NERC Resources Subcommittee
members and NERC staff when predefined abnormal fre-
quency performance criteria are met. E-mail recipients may,
for example, use the ACE-Frequency monitoring system
capabilities to assess root causes of the abnormal frequencies
when notified. The input data to the AFN may be provided by
Control Areas to NERC over a secure connection using NER-
Cnet, XML, and/or SOAP technologies.

The fourth is the IDC function 188. Via the IDC function-
ality, NERC subcommitiees, NERC staff, and operating engi-
neers can interactively define the historical window of time
and the specific control-performance parameter they need to
analyze and assess frequent disturbances. Once data is col-
lected from the NERC data server, the users can use equiva-
lent reliability coordinator visualization and/or save the data
in comma-delimited files.

The fifth is the DRG function. The DRG offers the capa-
bility to interactively identify and report Control Area data
transfer performance. Users can select howrly, daily, weekly,
and/or monthly reports and select the specific data they want
to assess for availability.

It has been demonstrated by Control Area Dispatchers that
the more effective operational displays are those that follow a
hierarchical approach to present operational data for current
time and other key windows of time. The power grid moni-
toring and management system visualization model in an
exemplary embodiment of the present invention encompasses
displays at high and low levels to meet the varying needs of
different reliability application users. Thus, in the deseribed
exemplary embodiment, monitoring applications are devel-
oped for wide-area and local area users using the power grid
monitoring and management system.

FIG. 13 illustrates reliability functional levels and visual-
ization hierarchy in an exemplary embodiment according to
the present invention, and FIG. 14 illustrates an integrated
visualization model in an exemplary embodiment according
to the present invention. )

The hierarchal structure in FIG. 13 shows that it is desirable
for the Reliability Coordinators to have a wide-area view of
their jurisdictions for reliability compliance monitoring 192.
Also, it is desirable for the ISOs and RTOs to have the ability
to assess performance and trends {194) of their Control Areas.
In turn, it is desirable for Control Areas to have local area
information 196 to pinpoint specific suppliers reliability per-
formance issues. The ACE-Frequency tool allows Reliability
Coordinators to moenitor ACE-Frequency performance and
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compliance for each of their jurisdictions using wide-control-
area graphic-geographic visualization.

For the definition and design of the ACE-Frequency
graphic-geographic visuals for each of the visualization lay-
ers shown in FIG. 13, the data collection 200, computalional
and display (or visualization) models 202, 204 from the
power grid monitering and management system shown in the
first three vertical segments on FIG. 14 may be used. For the
NERC ACE-Frequency real-time monitoring system, about
123 Control Areas transmit ACE and frequency data to a data
server located at NERC (data collection).

The data is processed and performance parameters are
calculated in the computational engines (computational
model) of the power grid monitoring and management sys-
tem. The design and deployment of each of the displays
follows the three steps (i.e., human factors, user interaction
and composition) illustrated in the display model section 204
on FIG. 14.

FIG. 15 iliustrates an ACE-frequency real-time monitoring
architecture of the power grid monitoring and management
system in an exemplary embodiment according 1o the present
invention. For example, input data is provided by Control
Areas to NERC over a secure connection using NERCnet 211
during data acquisition and validation 210. The data may have
been sent, for example, by one or more (up to all) of 123
Control Areas. The received data is archived (i.e., collected
and concentrated) in one or more NERC database servers
216. The data may also be processed using ACE andfor ATE
applications. Ouiput results go, for example, via XML, and
SOAP technologies to a browser base clients.

The archived data may also be provided to NERC applica-
tions and web server 218. The NERC applications and web
server commuicate with an early notification e-mail server
222 and/or Reliability Authorities web browser 220 over the
Internet. For example, The NERC applications and web
server may broadcast ACE-AIE key data to the Reliability
Authorities every 60 seconds. The early notification e-mail
server 222 may be used to notify abnormal events via e-mail
212. The monitoring and tracking by 22 Reliability Authori-
ties may include graphic and geographic displays using the
performance monitoring technology platform of the power
grid monitoring and management system of the present
invention.

FIG. 16 is a screen shot 220 that illustrates a multiple view
architecture of a display of the power grid monitoring and
management system in an exemplary embodiment according
to the present invention. The screen shot includes a real-time
monitoring panel 222 used for graphical monitoring, a track-
ing panel 224 used for displaying tracking information, and a
forecast panel 226 used for displaying prediction. The screen
shot 220 also includes a text data/horizontal scroll panel 228
for viewing/scrolling text data.

In an exemplary embodiment according to the present
invention, the CMS of the power grid monitoring and man-
agement system provides to Security Coordinators the tools
to monitor each Control Area (CA)} within their area of
responsibility. Using the CMS, each Control Area will be
reporting their ACE and AIE. For example, each of the Con-
trol Areas may report in one-minute intervals its ACE, fre-
quency and AIE data through the NERCnet to the NERC Web
Server. This data may be matched to the ACE/Frequency
validation Matrix, the ACE-CMS database and presented
back to each Security Coordinator utilizing the CMS. The
compliance monitoring (reliability compliance) may also
include CPS monitoring and inadvertent monitoring.

Therefore, the Security Coordinator will have the ability to
view the CA performance using the graphic geographic visu-
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alization for Interconnections, Reliability Regions, Reliabil-
ity Authority, Control Area and RTOs. Within these graphic
displays the local hourly ACE may be presented in 2D and/or
3D. The power grid monitoring and management system also
allows the user to display the ACE over different pericds of
time. These periods of time may range from the last scanto a
thirty day history. The selection of all the Control Areas to an
individual Contro]l Area may be available to the user. In the
described exemplary embodiment, there are three basic views
for use in viewing these areas. An interactive replay of his-
torical data may also be available. The replay element may,
for example, allow for 24 hour, 48 hour, 7 day and 30-day
replays. ‘

The exemplary CMS presents the user with several differ-
ent graphics. The Cave diagram is one of those graphic that is
used as a tool to represent frequency/ACE, frequency/CPS1
and Epsilonl/calendar. The CPS1 pertains to a limit, which is
aconslant derived from a targeted frequency bound reviewed
and set as necessary by the NERC Performance Subcommit-
tee. Over a year, the average of the clock-minute averages of
a Control Area’s ACE divided by -100J(0J is control area
frequency bias) times the corresponding clock-minute aver-
ages of interconnection’s frequency error must be less than
this limit to comply with CPS1. To comply with CPS2, the
average ACE for each of the six tem-minute periods during
the hour (i.e., for the ten-minute periods ending at 10, 20, 30,
40, 50 and 60 minutes past the hour) must be within specific
limits, referred to as L10. An Bpsilon ((7) is a constant derived
from the targeted frequency found. It is the targeted root mean
square (RMS) of one-minute average frequency error from a
schedule based on frequency performance over a given year.

The Cave diagram 230 in FIG. 17 represents a Frequency/
ACE diagram. Time is displayed on the horizontal axis. The
upper graph vertical axis 232 displays the ACE. The lower
graph vertical axis 234 displays the frequency. These two
elements are used to develop the Cave graph. This type of
graph is used as a tool for the review of current data as well as
historical data in an exemplary embodiment according to the
present invention.

The ACE function allows the user to view data for Epsi-
lonl, ACE, and CPS1. Hence, the user 1s allowed to view the
global, local or tracking data depending on what the user
requires can disseminated the data further. The global func-
tion may be used to look at one or more of the Epsilon, the
local ACE and tracking CPS1.

Referring back to FIG. 11, the CMS receives data from the
Control Areas (Data Collection 162) and compares this
received data to the submitted compliance data from each
Control Area (Standards & Algorithms 166). The resulis of
these comparisons are then displayed graphically (Visualiza-
tion 164) on a geographical map (Geography 168). The five
tiers of display start with the ISO RTO, Control Areas Reli-
ability Authority, Reliability Regions and Interconnections.

FIG. 18 is a screen shot 240 of a default display for a
Reliability Authority in an exemplary embodiment according
to the present invention. The boundary tabs that appear at the
top left side of screen represent the reliability organizations
entry points. The five boundary tabs that are used forthe CMS
in the described exemplary embodiment are as follows: 1)
Interconnections; 2) Reliability/Regions; 3) Reliability
Authority (default); 4) Control Area; and 5) ISO RTO.

The Interconnection Map is divided into the four () NERC
Interconnections, West, East, Quebec and Texas. The Reli-
ability Region tab allows the user to view the map ina Region
format. The Reliability Authority tab allows the user to view
the 20 Reliability Authority areas of responsibility. Further,
the Control Areas tab will give the user a map ofall the NERC
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Control Areas. In addition, the ISO RTO map displays the
thirteen (13) RTOs. In each of these maps, the Interconnec-
tions and/or other areas that do not submit data to the CMS are
shown in black. In FIG. 18, for exampie, Texas is shown in
black as it is not currently submitting data to the CMS.

In each of the five boundaries, the current ACE and ACE/
L10 data is displayed. The corresponding data is presented in
a dynamic window 244 that appears at the bottom center of
each map. As shown in FIG. 18, the dynamic window has four
tabs: 1) Overview; 2) Worst/Best CA’s; 3) Reliability Author-
ity Data, which changes to the boundary selected); and 4)
Control Area (inner circle).

In the power prid monitoring and management system of
the described exemplary embodiment, a 31 map may also be
displayed. In addition, the network lines may be generated on
the map. Further, the user may also be able to view global
Epsilon for the Interconnections. Epsilon is a function of
frequency. It is a constant derived yearly from the targeted
Interconnection frequency deviations found from the prior
year. This constant is used to compare the last hour frequency
performance against this constant, and used to assist the
Regional Authority on knowing how the Interconnection con-
trol has performed. For example, when the constant and mea-
sured value equal a number between 0-8 the map may be
colored in blue (“good™) for that Interconnection. Shouid the
comparison of the Epsilon be greater than 8, but less than 10
then that Interconnection may appear as green (“satisfac-
tory”) on the Interconnection map. Similarly, the Intercon-
nection may appear yellow (“warning’) between Epsilon of
10-11 and red (“violation™) for Epsilon greater than 11.

The Epsilon for the selected one or more Interconnections
for the past 24 hovrs may be viewed, for example. FIG. 19 is
a screen shot 250 of an Interconnect-Epsilon map in a three-
panel display in an exemplary embodiment according to the
present invention. It can be seen in a first panel 251 that the
United States is divided into four Interconnections: 1) West-
em (W) 252; 2) Eastern (E) 253; 3) ERCOT (T or Texas) 254;
and 4) Quebec (Q) 255.

The user may select one or more Interconnections for view,
Inthe screen shot 250, the “Daily Interconnection Map—Last
24 Hours Epsilon™ 251 occupies the first panel. The “Daily
Image Panel” 256 is in the upper right hand corner, and the
“Daily Plot Pane]” 258 is located in the lower right hand
corner of the display. To have any one of the panels viewed as
a full screen for better viewing, the desired panel may be right
clicked to bring up a pop-up menu. By selecting “Maximize”,
the Panel may be shown as a full screen. The power grid
monitoring and management system also allows for replaying
using a replay function, for example. The replay may be up to
24 hours or more, for example. The replay speed may also be
controlled to be slower and/or faster.

FIG. 20 is a screen shot 260 of a local view for a Control
Area map in an exemplary embodiment according to the
present invention. The graphic in the view of FIG. 20 shows
the ACE and ACE/L10. The Control Areas’ ACE and/or ACE/
L10 may be color coded so that as the Control Area’s “ACE”
changes the colors may be represented for the Control Area.
For example, the ACE of -200 to — 100 may be represented by
red, ~100 to 0 by yellow, 0to 100 by green and 100 to 2000 by
blue.

Also for the local view, a three-panel display may be dis-
played for a specific Control Area. The adjacent Control
Areas may be defined as two Control Areas that are intercon-
nected; 1) directly to each other; or 2) via a multi-party
apreement (e.g., ISO and Power Pool agreements) or trans-
mission tariff. Selecting Adjacent 0 may show only the Con-
trol Area, Adjacent 1 may show adjacent Control Areas, and
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Adjacent 2 may go out to the second level out away from the
selected Control Areas. Selecting All may select all Control
Areas. An actual interchange is a metered interchange over a
specific interconnection between two physically adjacent
Control Areas. An inadvertent interchange is a difference
between the Control Area’s net actual interchange and a net
scheduled interchange.

For example, FIG. 21 is a screen shot 270 of a current
Control Area map for a selected Control Area 272 in an
exemplary embodiment according to the present invention.
The selected Control Area 272 is shown in yellow on the ACE
map. The upper right hand corner shows a last hour ACE 274.
This display is broken into 10-minute increments. A Cave
graph 276 displays frequency and ACE for the last hour. The
last hour ACE and the hourly Cave may also be displayed
separately in the full screen. Similar to the global view, the

"local view ACE may be replayed for last 24 hours or more,

during which the replay speed may be adjusted to become
faster and/or slower.

FIG. 22 is screen shot 280 of a CPS map in an exemplary
embodiment according to the present invention. The CPS
map in the described exemplary embodiment is the same for
each of the five boundary tabs. The CPS map may be color
coded to visually give the user, for example, a view of the
number of items in the ten (10) minute window of CPS1 that
the ACE did not cross zero for the last hour when compared to
the Control Area’s stated CPS1. For example, blue may rep-
resent O to —100%, green may represent 0 to 100%, yellow
may represent 100% to 200%, and red may represent 200% to
1,000%.

By selecting the Control Area, and selecting a daily or
monthly view, a three-panel view may be obtained for the
Control Area and/or adjacent areas. For example, FIG. 23isa
screen shot 290 of a three-panel view in an exemplary
embodiment according to the present invention. This particu-
lar map, for example, was generated using Adjacent 1 feature.
From this screen, a replay of last 24 hours or more may be
obtained. Further, the replay speed may also be controlled to
be faster and/or slower.

FIG. 24 is a screen shot 300 of a data collection tool in an
exemplary embodiment according to the present invention.
The data collection tool may allow the user to view/extract
raw data from the NERC database. This tool may be used to
view the data that has been collected for the user to analyze.
Usingthe collected data, one or more charts may be generated
as shown on a screen shol 310 of FIG. 25, for example.

FIG. 26 illustrates utilization of NERC ACE-frequency
monitoring 315 in an exemplary embodiment according to the
present invention. The power prid monitoring and manage-
ment system receives an early abnormal notification 320.
Then a root cause assessment 322 is performed for Regions
and Control Areas with ten (10) worst ACEs, for example. Of
these Regions and Control Areas, the root cause is pinpointed
(324). Further, the Interconnection Control Areas Frequency-
ACE and Root Cause Control Area ACE-Frequency are ana-
lyzed (326, 328).

FIG. 27 illustrates a screen shot 330 of a supplier-Control
Avrea performance for AGC and frequency response applica-
tion in an exemplary embodiment according to the present
invention. For example, as can be seen in a first pane] 332,
real-time monitoring can be performed by zones, resource
types and/or by owner. Actions/results may be viewed
through horizontal scrolling and/or tabular display 338. Fur-
ther, a simulation orreplay may also be performed/displayed.
In the other panels 334 and 336 of the three-panel display, a
historical performance tracking and delta forecast for the next
six (6) ten minute periods, respectively, are also displayed.
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FIG. 28 illustrates a market monitoring system 340 in the
power grid monitoring and management system in an exem-
plary embodiment according to the present invention. In the
market monitoring system 340, a market monitoring center
342 (in the power grid monitoring and management system)
receives systems conditions 344 such as market power, price
spikes, demand forecast error, safe regulation bands and/or
new control metrics. Also, the market monitoring center 342
receives market metrics such as blue alert, green alert, yellow
alert andfor red alert. Then the market monitoring center
performs actions 347 such as market performance metrics
notification, remedial actions (e.g., re-dispatch), emergency
actions and/or suspend rules. Further, the power grid man-
agement system monitors system conditions, track market
metrics, assess predictive risk management, and the like
(348).

FIG. 29 illustrates a screen shot 350 of a market monitoring
application (of the power grid monitoring and management
system) in an exemplary embodiment according to the
present invention. For example, the system monitors (352)
prices/spikes, imbalance energy, market power indices, and/
or demand forecast error. Further, the system is used to take
corrective actions (354} such as re-dispatch, price caps, sus-
pend market rules and/or automatic mitigation. In two other
panels of the three panel view of FIG. 29, the system also
tracks (356) historical performance by generator, control
area, market and/or supplier, and/or the like, and bid sensi-
tivities (358) for generator, portfolio and/or Control Area.

The power grid monitoring and management system in an
exemplary embodiment according to the present invention
performs Security Center monitoring. The Security Center
operational hierarchy may include one or more of: 1) Security
Monitoring Center using current and future synchronized
data; 2) NERC 22 Reliability Coordinators; 3) RTOs/ISOs,
Control Areas; 4) transmission only providers; 5) generation
suppliers; and 6) load serving entry.

FIG. 301illustrates a Security Center monitoring system {of
the power monitoring and management system) in an exem-
plary embodiment according to the present invention. A Secu-
rity Center 362 receives composite security indices 364,
which inciude synchronized data network, supply adequacy
metric, voltage/VAR adequacy, congestion management and/
or market dysfunction. The Security Center also receives
security alerts 366, which include red, orange, vellow, green
and/or blue alerts. The Security Center 362 in coordination
with a Security Coordinator 367 tracks composite security
indices 368, monitors composite security metrics 372,
assesses predictive risk management 374, and coordinates
with Reliability Coordinators level 370. FIG. 31 illustrates a
screen shot 380 of a real-time security monitoring application
(of the power grid monitoring and management system) in an
exemplary embodiment according to the present invention.
The system performs a real-time monitoring of composite
security indices (382), and also tracks the composite security
indices (388). In addition, the system coordinates with NERC
Reliability Coordinators. Further, the system also provides
actions, phone numbers and e-mails to facilitate the coardi-
nation (386).

FIG. 32 is a block diagram of a NERC reliability functional
model 390 in an exemplary embodiment according to the
present invention. The power grid monitoring and manage-
ment system in exemplary embodiments according to the
present invention facilitates the integration process, focusing
first on the applications required by the stakeholders within a
dotted line 392. Functions within the dotted Iine include
reliability coordination 393 and compliance enforcement
394, balance authority service acquisition 395, load servicing
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entities procurement 396 and the actual usage of the services
by the transmission operators 397.

In an exemplary embodiment according to the present
invention, the power grid monitoring and management sys-
tem is adapted for the monitoring, tracking and short term
prediction of CAISO CA and suppliers response to AGC,
FRR, and ancillary services (A.S.) regulation performance/
requirements. In the described exemplary embodiment, the
power grid monitoring and management system will track
and predict both the Control Area’s and the supplier’s perfor-
mance forthe above three services (AGC, FRR and A.5.). The
power grid monitoring and management system, for example,
may be used by the real-time operators, the operating engi-
neering staff and/or management.

The real-time operators may obtain one or more of the
following benefits through the present invention: 1) enhanced
ability to monitor and track the CAISO Control Area and
Suppliers response to AGC, including the ability to segregate
into areas, (e.g., Northern and Southern California) and sup-
pliers; 2) identify Conirol Area and suppliet’s actions, their
performance and near real time predictions to frequency
response; 3) identify and provide information for possible
required changes in next hour’s scheduled A.S. for Regula-
tion; 4) identify and provide information for possible required
changes in next day’s scheduled A.S. for Regulation; and 5)
otie general overview display that show all three functions.
More detailed displays may be available for each area.

The operating engineers may reap one or more of the
following benefits from the power grid monitoring and man-
agement system of the present invention: 1) provides them
with unit specific performance information; and 2) provides
them with information that allows them to work with plant
owners 10 improve their response to AGC, FRR and A.S.
Regulation. Further, the power grid monitoring and manage-
ment system of the present invention may provide to the
management near real-time operational information that
allows them to evaluate the effectiveness of market rules and
tariffs.

The power grid monitoring and management system may
also provide reliability services to the relationships between
operational reliability objectives, services required for reli-
able operations and the roles and responsibilities for the con-
trol and operation authorities. For example, the reliability
services may be provided to transmission reliability, supply
resources and demand balance, and A.S. markets.

Returning now to FIG. 6, the top half of FIG. 6 shows the
architectural overview of the application of the power grid
monitoring and management system for monitoring real-time
control performance at the reliability coordinator level, The
applications have been designed, deployed and tested for the
NERC Reliability Coordinators. The bottom half of FIG. 6
shows the overview for the Control Area level. The power grid
monitoring and management system integrates response to
AGC, FRR and A.S. to effectively visualize how the CAISO
Control Area and Suppliers are performing for each of the
three areas.

A System operator normally has an available range of AGC
control, both up and down, displayed on some type of general
overview. These values, in today’s systems, are normally
mapped into these overviews as provided by successful bid-
ders of Regulation A.S, This AGC range & ability governs
many decisions made on real time (i.e., magnitude of Control
Area Interchange ability, coverage of manually directing on-
line generators for various reasons, etc.). In one exemplary
embodiment, the AGC module of the power grid monitoring
and management system qualifies the accuracy and perfor-
mangce of that AGC range as it happens and records it. For
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example, the AGC module may display and track how much

a generator on AGC control is signaled to move in MW and
presents various displays/documentation on how well {or not)
that requirement isfwas being met.

The user may have the ability to see generator response to
AGC in real-time. Aside from over-all aggregate views, the
user can display (select or “turn on™) a segregation of genera-
tors into zones (e.g., Northern California and Southern Cali-
fornia) and suppliers, which could aid real-time decisions. As
anexample, monitoring could show all generators in the north
meeting 100% respouse requirements and only 70% in the
south, dictating possible manual intervention for an upcom-
ing large ramp that might leave undesired loadings on con-
strained paths (e.g., Path 15). Aside from regional segregation
ability, the power grid monitoring and management system
can also separate displays into types of generators (i.e., 150
Mw, 750 MW, Hydro, etc.).

The displays for tracking may show the response perfor-
mance of suppliers to AGC for the previous hour, day and
week. By utilizing historical response data, the application
may predict the response performance of each supplier to
AGC for the next 10, 20, 40 and 60 minutes.

In Summary, the AGC module may achieve/produce one or
more of the following: 1) a visual representation of the real-
time performance of each generater on AGC; 2) various
options of displaying aggregate and detailed information on
AGC units; 3) provisions for alarm points when established
parameters are met; 4) selectable Time Period Displays and
Printouts, (Previous Hour, Day, Week) of a generator’s per-
formance, They can be used for monetary penalties in billing
and for various analysis efforts; and 5) can be used for near
real time prediction. (10, 20, 40 and 60 minutes). The system
overview visualizations to show the above functionalities will
be discussed later.

In an exemplary embodiment according to the present
invention, the power grid monitoring and management sys-
tem provides control area and suppliers response perfor-
mance monitoring, tracking and prediction to FRR. Histori-
cally, having NERC Standards in place has provided adequate
assurance that the Control Areas and interconnected genera-
tors within cach Interconnection, as well as load shedding,
were zble to effectively respond to contingencies and
adequately arrest frequency excursions, thereby meeting
design expectations. Within the WECC (i.e., Western Inter-
connection), the normal and expected change in system fre-
quency for the loss of 1,000 MW of generation has beena 0.1
Hz decay. In recent years, however, it is not unusual to expe-
rience a 0.1 Hz decay in system frequency with only a 300 or
400 MW loss of generation. So FRR Monitoring, Perfor-
mance Tracking and Prediction implementation at CAISO is
desirable.

The following example illustrates a frequency decay by 0.2
Hz for a loss of about MW. It appears, for whatever reasons,
that the overall frequency response of the interconnected
systemn has changed significantly, in a negative way. The
exemplary embodiment implements new standards, specifi-
cally addressing the issue of frequency response, and estab-
lishing the necessary monitoring and tracking system(s) to
evaluate the performance of the frequency responsive
resources and the Control Area.

A Conirol Area’s frequency response performance is the
result of how good or bad all the Frequency Response
resources connected to the transmission system respond and
perform. This application will monitor, track, and project
Frequency Response Reserves performance in the CAISO
Control Area,
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Major functions of the FRR module may include one or
more oft

1) Performance—monitor the performance of the CAI-
80O’s Control Area response to frequency excursions, calcu-
late the MW/0.175 Hz deviation and determine if the Control
Area is in compliance with the proposed NERC/WECC FRR
standards. In addition, the application may monitor the actual
performance of each of the frequency responsive resources
that are expected to support the Control Area response to
frequency excursions and calculate their contribution per
MW/0.175 Hz deviation. This module will provide the
answer to the question, “Which resources are contributing to
the Control Area’s overall compliance with the Frequency
Response Reserves (FRR) standards?”;

2) Tracking—time tagging and archiving of actual data
associated with monitoring performance and MW/0.175 HZ
deviation performance of the Conirol Area to frequency
excursions, as well as the performance of the individnal fre-
quency responsive resources. Data may be stored in a time
series database and used to present the pattern and behavior of
specific resources. Historical data may also be used to feed
the prediction module. It can also be an ingredient of any
required disturbance control standard (DCS refers to the stan-
dard which requires the ACE to return either to zero or to its
pre-disturbance level within 15 minutes following the start of
the disturbance, which is a) any perturbation to the electric
system, or b) an unexpected change in ACE that is caused by
the sudden loss of generation or interruption of load);

3) Probabilistic prediction—provide the CAISO staff with
a prediction of the expected performance of the frequency
response resources to the next frequency excursion. A more
accurate forecast of the upcoming performance in meeting
the FRR standards may allow the CAISO to maintain and
improve system reliability and market efficiencies. If the pre-
diction module of the application determines that the antici-
pated resource configuration is inadequate in meeting the
FRR requirement, it can produce a suggested alternative or
additional resource requirements; and

4) Visual Analysis—the power grid monitoring and man-
agement system visual analysis layer may facilitate the inter-
pretation of the results from each of the major functions.
Taking advantage of the visualization technology available in
the power grid management system, it may present past,
current and near term future information to the CAISO staff
ontabular, graphical and/or geographical displays. The appli-
cation may provide the ability to segregate suppliers into
zones, such as Northern & Southern California, and also of
the various “types” of generators.

Load shedding on non-critical loads is another FRR
resource that the system operator may have to adjust fre-
quency. For this reason, the performance of load shedding
(measured as MW/0.175 Hz) as a frequency control resource
may also be determined, tracked and predicted.

The suppliers response performance to AGC previously
explained, displayed and recorded what cach and all Control
Area regulating generators were signaled to move and how
they performed, relative to that signal. This application may
track and record the delta or difference between what the
supplier bid in regulation service for the Hour Ahead Market
and its actual response.

Ancillary Service of regulation is normally prescheduled
for the hour ahead (and day ahead) via the marketplace. A
successtul supplier of regulation will normally have an up and
down magnitude, although cne direction only can occur. In
conjunction with that MW range, a ramping (rate of change)
magnitude is also provided by the supplier, normally in per-
centage or MW/minute.
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The displays for monitoring of this application will show
and record how well a generator is providing regulation,
follows control signals sent by CAISO’s Enerpy Manage-
ment System Computer and will compare it to the parameters
(ramp rate) provided by the supplier (Bid, Contract or Plant
Information) in the Hour Ahead or Day Ahead Market.

The displays for tracking will show the supplier’s historical
response performance to the hourly ancillary services market
for the last day and week. This information could be shared
with the suppliers that provide this service, to improve qual-
ity, or even be made inclusive of the payment structure when
stipulated non-performance occurs.

The displays for prediction will show the suppliers predic-
tive response performance to hourly ancillary services one,
two, three and/or four hours ahead. For example, suppose
nexthour’s Regulation range is displaying a 500 MW upward
quantity, with a 25 MW/Min aggregate ramp rate, provided
by the marketplace. Utilizing historical performance data,
this application will note what sources are providing this
regnlation range and “quantify” it for the System operator. It
could, for example, note that only x-amount is available over
a designated time period or that only 15 MW/Min rate of
change is achievable. If that reality is unacceptable, the sys-
tem operator may have the option of utilizing other hourly or
10 minute sources to mitigate adverse balancing and reliabil-
ity effects. This will apply to either increasing or decreasing
load requirements.

A System operator will often have a need to appraise what
resources have been planned for some near short term future
hours. This can be the result of unplanned ontages of genera-
tors, internal transmission lines, interconnection transmis-
sion lines and other events. This application gives a little
longer look than the Hour Ahead program in respect to Ancil-
lary Services Regulation.

Similar to the Hour Ahead function, the monitoring asso-
ciated with this module is focused on those regulation ancil-
lary services that were attained from the Day Ahead Market
only and will display relative comparisons of actual perfor-
mance vs. market bids in these regulation services.

Historical performance data for the past day and week will
be available in the displays of this module. This data could be
used in conjunction with the Hour Ahead Performance by
comparing records for various validations or determinations
between the two markets. They can also be shared with the
suppliers for improved quality of service or included in the
payment structure for performance penalties, The power grid
management system may also allow the user, using historical
performance data, to predict the performance of the day ahead
committed resources of ancillary services for regulation by
choosing the display option of Day Ahead Market.

Based on NERC current reliability guides, drafts standards
for NERC and WECC Frequency Response Reserves (FRR)
and input from the CAISO’s system operators and manage-
ment, the key functional capabilities for the power grid moni-
toring and management system for CAISO may include one
or more of: 1) performance monitoring of CAISO’s CA and
suppliers to AGC; 2) performance monitoring of CAISO’s
€A and suppliers to FRR; and 3) performance monitoring for
CAISO’s CA and suppliers to Hourly and Day-Ahead Ancil-
lary Service Regulation.

The Control Area’s frequency response performance is the
result of how good or bad all the frequency responsive
resources connected to its transmission system perform. The
challenge for the Control Area is how to determine the actual
performance of each resource vs. expectations.

Although this application has the ability and will evaluate
the Control Area performance to determine compliance with
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the FRR Standards, the primary focus of the application is to
monitor and track the actual performance of the individual
frequency responsive resources connected to the grid, As
stated above, it is the performance of each and every resource
connected to the CAISO’s grid that will determine the Con-
trol Area’s overall frequency regulation performance.

The purpose of the proposed application is to provide suf-
ficient and meaningful information for the CAISO manage-
ment and staff to: 1) maintain system reliability and ensure
compliance with NERC and WECC reliability standards, by
monitoring in real time the response performance of CAI-
80%s CA and suppliers to the AGC, FRR and A.S,; and 2)
improve the efficiency of the A.S. market. The Table 1 below,
for example, shows functionalities in an exemplary embodi-
ment according to the present application.

TABLE 1
Overview of Functionalities
Service
CA&Suppliers CA&Suppliers CA&Suppliers
Response to Response to Response to

Function AGC FRR AS.

Monitoring Scheduled vs Expested vs Last Bid vs
actual response actual response  actual responsc
in last one- in [ast frequency  Performance
minute interval excursion Index
Performance Performance
Indices Index

Tracking Previous hour, History of Last day supplier
day and week Deviaticns response to A.S.
scheduled vs (MW/0.175Hz) markets
actual response  performance to Last week
Histotical frequency supplier response
Performance excursions of CA 1o A.S. markets
Index and suppliers Historical

Historical Terformance
Performance Index
Index

Predictions and 10 Minutes Next frequency 1,2,3and 4

Probability Ahead excursion, hours ahead for

bands 20 Minutes twenty and sixty  hour market
Ahead seconds response  Day abead
40 Minutes Probability bands market
Ahcad Bad data Probability bands
1 hour ahead identifieation and  Bad data
Probability bands replacement identification and
Bad data replacement
identification and
replacement

It should be noted that the tracking function may serve asa
simulation tool.

In monitoring the response performance to AGC of CAISO
CA and suppliers, the system operator may first look at the
display of the one-minute supplier control error for each
resource. A pie graph may be presented for each resource that
is being monitored. Part of the pie indicates the expected
response, other pari the actual response and the last part the
difference between the actual and the expected response. The
pie will be color coded to indicate the performance of the
generator response for the last one-minute period. The cylin-
der height, also color-coded, represents the performance
index. The performance indices are defined herein later on.

For the tracking of the response performance to AGC of
CAISO CA and suppliers, the system operator has a chart
available with the historical values for the period that he/she
specifies. The response prediction may also be offered to the
System operator, for the next 10, 20, 40 and/or 60 minutes.

The system operator may then use these three pieces of
information to decide how much to rely on each resource for
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AGC. For example, suppose actual part of the pie is red and
the cylinder height is red. This means that the supplier is
performing poorly recently. Analysis of the historical perfor-
mance (tracking fonction) provides additional information to
decide how reliable the supplier is. If the historical perfor-
mance is poor, the forecast will also be poor. The System
operator will integrate all this information to decide on a
course of action for the resource under consideration.

Similar functionality will be offered for monitoring, track-
ing and predicting the response performance of CAISO CA
and suppliers to FRR. Instead of one-minute values as in the
resource response to AGC, however, the resource response to
the historical average to frequency excursions may be dis-
played. Bach supplier may be represented by two color-coded
pies and a cylinder. The pie indicates the generator FRR
actual response to the last frequency excursion and its
expected response. The height of the cylinder may, for
example, represent the performance index of the generator.

The functionality offered for monitoring, tracking and pre-
dicting the response performance to A.S. markets (hourly and
daily) may, once again, be similar to the one of the previous
two applications. Each supplier is represented by two color-
coded pies and a cylinder. The pie represents the most recent
response for the day ahead and hour ahead bids and the bids
madeby the suppliers in the A.S. markets. The cylinder height
represents, as before, the performance index.

FIG. 33 illustrates a geographic-graphic visualization
overview 440 of a control area and suppliers performance
monitoring and prediction platform for AGC, FRR and regu-
lation A.S. in an exemplary embodiment according to the
present invention. As shown in FIG. 33, the CAISO System
operator will have available displays to monitor for the cur-
rent time, last 24-hours and last X-minutes (defanit 10-min-
utes) both their CA and the individual suppliers response
performance, forecast and tracking performance of CAISO
AGC, Frequency Response Reserves (FRR), and hourly and
daily Regulation Ancillary Services markets. In addition,
besides having CA and suppliers performances for each ser-
vice, CAISO System operators will also have available an
integrated window that will show continuously the CA and
suppliers performance for all four services simultaneously,
and replay capability for displays on either of the panels from
the 3-panel displays.

This application of the power grid management system
allows the CAISO System operators and management to
identify via 3-panel displays the CA and suppliers petfor-
mance for each service on geographical displays for current
time, the last ten minutes on co-plot displays, and for the past
24-hours on image-displays and user selected suppliers pre-
dictive performance. The bottom of the 3-panel displays will
be user selectable, to switch from tabular text window corre-
lated with the data in the 3 panels, to optionally show to
System operators in a continuous horizontally scrollable win-
dow, the performance indices for AGC, FRR and regulation
ancillary services. The indices will replay continuously fora
selectable period of time that will include the prediction
period.

FIG. 34 is a screen shot 450 of a panel view for control area
and suppliers performance for, AGC, FRR and A.S. in an
exemplary embodiment according to the present invention. Tt
can be seen in FIG. 34 that there are five tabs at the top-left
corner. Each of them presents a 3-panel display with the main
panel, showing in a 3D map, the selected suppliers perfor-
mance for the service selected and the other two panels show-
ing the selected suppliers performance for the other two ser-
vices. The three tabs at the top-right present the window for
username/password, interface for user enterable parameters,
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and the help displays. The help displays, for example, may be
based on Microsoft® PowerPoint® presentations.

The map and the cylinder pie-charts in the main panel
display from the 3-panel display in FIG. 34 shows the current
response of each supplier, selected from categorical options
from a RMB menu, to the setvice selected from the tab. The
other two panels also show the performance of the selected
generators for the other two services.

The center-bottom ofthe 3~-panel displays is nser selectable
to switch from tabular text window correlated with the datain
the 3 panels, to opticnally show to System operators continu-
ously in a horizontally scrollable window the performance
indices for AGC, FRR and regulation ancillary services. The
indices will replay continnously for a selectable period of
time that includes the prediction period. The three windows at
the left-bottom of the screen contain the date/time for the data
being displayed, an option to hold the antomatic data refresh,
and a yellow window te indicate the current aclion taken by
the user

FIG. 35 is a screen shot 460 of a panel view for control area
and generator response to AGC in an exemplary embodiment
according to the present invention. FIG. 35 shows the 31D map
and cylindrical pie-charts in the main panel display from the
3.panel display representing the current response of each
generator, selected from categorical options from an RMB
menu, to AGC, with the cylinder-height representing each
generator performance index, The color of the CAISC control
area may represent the response to AGC of all the suppliers
providing the control area, represented by the performance
indices previously discussed herein. ]

The image on the top-right panel shows the performance
tracking of each of the suppliers online, selected from the
RMB option, and may be color coded for the last 24-hours.
The plot on the bottom-right panel shows the predictive plot.
This plot includes a multi-series, time-based, Iinear chart.
One series represents the recorded values of a variable over
time and the second represents the predicted value for the
same variable over the time period and for X additional pre-
dicted values. The plot also includes a vertical reference-line
indicating the current time, relative to the time period being
displayed. Multiple instances of this plot are used in the
display, as illusirated, and the user sclects the values for
display via an options dialog.

The center-bottom of the 3-panel displays will be user
selectable to switch from tabular text window correlated with
the data in the 3 panels, to optionally show to system opera-
tors continuously in a horizontally scrollable window the
performance indices for AGC, FRR and regulation ancillary
services. The indices will replay continuously for a selectable
period of time and will include the prediction period.

The three windows at the left-bottom of the screen contain
the date/time for the data being displayed, an option to hold
the automatic data refresh, and a yellow-window to indicate
the current action taken by the user.

The two main windows at the right-bottom of the screen
contain the navigation buttons that must be implemented as
shown, and the replay bottoms that also must be implemented
as shown.

The three tabs at the top-right present the window for
vsername/password, windows for user enterable parameters,
and the help displays based on Microsoft® PowerPoint®
presentations.

FIG. 36 is a screen shot 470 fora panel view for control area
and generators response to frequency response in an exem-
plary embodiment according to the present invention. FIG. 39
above shows the CAISO geographic map and color coded

cylindrical pies placed at the geopraphic location of each
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selected generator, with part of the pie representing the gen-
erator latest FRR response, the other part its expected FRR.
value and the last part the difference between actual and
expected response. The height of the cylinder represents the
FRR performance index for cach selected generator.

The plot onthe top-right panel shows the FRR performance
tracking of each of the generators online, selected from the
RMB option during the most recent frequency disturbances.
The plot on the bottom-right shows the current selected gen-
erators FRR performance together with its performance vari-
ance for the hour, and the value predicted for the next excur-
sion.

FIG. 37 is a screen shot 480 for a panel view for control area
and generators response to regulation A.S. in an exemplary
embodiment according to the present invention. FIG. 40
shows the CAISO geographic map and two concentric circles
located at the geographic location of each selected generator,
with the inner most circle representing the generator actual
response for both the day-ahead and hour-ahead bids, and the
outer most circle representing its Ancillary Service (both
day-ahead and hourly-ahead) scheduled values. The height of
the eylinder represents the Ancillary Services (day-ahead and
hour ahead) performance indices for each selected generator.

The image on the top-right panel shows the Supplier Con-
trol Performance System (SCPS) for each of the generators
selected, color-coded for the last X-Minutes (default 10-min-
utes). The plot on the bottom-right panel shows the predictive
plot. This plot consists of a multi-series, time-based, linear
chart. One series represents the recorded values of a variable
over time and the second represents the predicted value forthe
same variable over the time period and for X additional pre-
dicted values. The plot also includes a vertical reference-line
indicating the current time, relative to the time period being
displayed. Multiple instances of this plot are used in the
display, as illustrated, and the user selects the values for
display via an options dialog. )

FIG. 38 is a screen shot 490 of a common view for perfor-
mance of AGC, FRR and X-Minutes Ancillary Services
Regulation (Default 10-Minutes) in an exemplary embodi-
ment according to the present invention. The format of FIG.
381s equivalent for all three services using the corresponding
performance data and indices. The main-panel shows the
condition plot. It is similar o a scatter plot, created using the
variables of one of the three services, the parameters of one of
the three services and the names of the selected generators for
a configurable, 10 minute time pericd (at 1 minute sampling
frequency).

The following describes how the chart should be created as
shown in FIG. 38 in an exemplary embodiment according to
the present invention:

1) Run the appropriate database stored procedure.

2) Determine from the user interface the value to perform
grouping, by performance, parameter or time.

3) Determine the unique grouping values.

4) Determine the median parameter value for each genera-
tor (using the whole dataset) and order the generator list by
that value.

5) Create a scatter plot for each unique grouping value,
withihe data value plotted on the X-axis. Each scatter point is
colored according to a color map defined in a configuration
file (Red/Yellow/Green).

6) The scatter plots will be arranged on a grid by increasing
value, left to right, top te bottom.

The image on the top-right panel shows the performance
index for each generator selected, colorcoded for the last
X-Minutes (default 10-minutes). The cave-plot at the bottom-
right shows at the top the response MW of any generator
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selected from the image-plot, and at the bottom the scheduled
MW for the selecled generator.

1t will be appreciated by those of ordinary skill in the art
that the invention can be embodied in other specific forms
without departing from the spirit or essential character
thereof. The present invention is therefore considered in all

-respects to be illustrative and not restrictive. The scope of the

present invention is indicated by the appended claims, and all
changes that come within the meaning and range of equiva-
lents thereof are intended to be embraced therein.

What is claimed is:

1. A wide-area real-lime performance monitoring system
for monitoring and assessing dynamic stability of an electric
power grid, the system comprising;

a monitor computer including an interface for receiving a
plurality of data streams, each data stream comprising
sub-gsecond, time stamped synchronized phasor mea-
surerments wherein the measurements in each stream are
collecied at geographically distinct points over a wide
area of the grid,

wherein the monitor computer monitors metrics including
at least one of reliability metrics, power grid operations
metrics, generation metrics, transmission metrics, sup-
pliers metrics, grid infrastructure security metrics or
market metrics over a wide area of the electric power
grid, wherein the wide area comprises at least two dis-
tinct entities selected from the group consisting of trans-
mission companies, utilities, and regional reliability
coordinators;

wherein Lhe monitor computer derives in real-time from the
plurality of data streams from the at Jeast two distinct
entities selected from the group consisting of transmis-
sion companies, utilities, and regional reliability coor-
dinators, one or more dynamic stability metrics includ-
ing phase angles, damping, oscillation modes, and
sensitivities for dynamics monitoring using phasormea-
surements in which the stability metrics are indicative of
grid stress and/or instability, over the wide area; and

wherein the monitor computer is configured to supply at
least two different categories of data concern the metrics
to a graphical user interface coupled to the monitor
computer for concurrently displaying the at least two
different categories of data concerning the metrics,

wherein the categories of data include menitoring data,
tracking data, historical data, prediction data, and sum-
mary data,

wherein the graphical user interface provides concurrent
visualization of a plurality of metrics directed to a wide
geographic area of the grid covering at least two distinct
entities selected from the group consisting of transmis-
sion companies, utilities, and regional reliability coor-
dinators, and

wherein the computer accummlates and updates wide area
dynamic performance metrics in real time as to wide
area and local area portions of the grid.

2. The performance monitoring system of claim 1, wherein
the monitor computer analyzes the monitored metrics and the
graphical user interface displays results of analyzing the met-
rics.

3. The performance monitoring system of claim 2, wherein
the monitor computer determines whether any of the moni-
tored metrics crosses a threshold anywhere within the wide
area of the grid, identifies at least one of a utility company,
transmission company, reliability entity or jurisdiction
responsible for the local and/or wide portion of the electric
power grid in which the threshold is crossed.
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4. The performance monitoring system of claim 3, wherein
the determination by the maonitor computer is transferred to
another computer system for display, further analysis, orasan
input for another calculation.

5. The performance monitoring system of claim 2, wherein
the monitor computer is configured to transfer the results of
the analysis to another computer system for display, further
analysis, or as an input for another calculation.

6. The performance monitoring system of claim 1, wherein
the monitor computer includes means for receiving data from
remote locations.

7. The performance monitoring system of claim 1, wherein
the monitor computer is coupled to a global computer net-
work for receiving data over the wide area and wherein the
performance monitoring system can store the data and replay
it for power grid system performance assessment, event diag-
nostics, root cause anatysis of events and situational assess-
ment of dynamic stability of the electric power grid in real
time.

8. The performance monitoring system of claim 1, wherein
the monitor computer includes an application for performing
real-time monitoring of at least one of voltage/VAR (volt-
ampere reactive), ACE (area control error)-frequency, or AIE
(area interchange error) schedule.

9. The performance monitoring system of claim 1, wherein
the monitor computer includes an application for performing
real-time monitoring with data comprising at least one of
supervisory control and data acquisition (SCADA), energy
management system (EMS), or phasor measurements.

10. The performance monitoring system of claim 1,
wherein the wide area includes a geographic area comprising
one or more cities, counties, states or countries.

11. The performance monitoring system of claim 1,
wherein the monitor computer includes means for enabling a
user to drill down and visualize the data displayed on the
graphical user interface at various geographical resolutions
ranging from wide-area to local-area.

12. The performance monitoring system of claim 1,
wherein the monitor computer activates an alarm when a
performance abnormality is detected in at least one metric of
the monitored metrics.

13, The performance monitoring system of claim 1,
wherein the monitor computer includes means for notifying
personnel when one or more of the metrics crosses a thresh-
old.

14. The performance monitoring system of claim 13,
wherein the notifying of personnel occurs by e-mail, text
message, pager, audible alarms, or visual displays.

15. The performance monitoring system of claim 1,
wherein the monitor computer includes a market monitoring
application for performing real-time monitoring of the mar-
ket metrics comprising at least one of market power, market
price, price spikes, imbalance energy, demand forecast error,
or safe regulation band.

16. The performance monitoring system of claim 15,
wherein the market monitoring application includes means
for performing an action in response to one or more of the
market metrics.

17. A method of performing wide area real time monitoring
and assessment of dynamic stability of an electric power grid
comprising:

receiving a plurality of data streams, each data stream

comprising sub-second, time stamped synchronized
phasor measurements wherein the measurements in
each stream are collected at geographically distinct
points over a wide area of the grid comprising at least
two distinct entities selected from the group consisting
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of transmission companies, utility companies, and
regional reliability coordinators;

monitoring dynamic stability metrics including phase
angles, damping, oscillation modes, and sensitivities
over the wide area of the electric power grid;

deriving in real-time from the plurality of data streams cne
or more stability metrics for dynamics monitoring using
phasor measurements which are indicative of grid stress
and/or instability;

updating the monitored metrics in real time;

concurrently displaying in graphical form at least two dif-
ferent categories of data concerning the metrics, wherein
the categories are selected from a group consisting of
monitoring data, tracking data, historical data, predic-
tion data, and summary data;

updating the displayed data in real time;

analyzing the displayed data;

providing summary information concerning real time per-
formance of the electric power grid; and

storing the data in real time for replay and review to per-
form power grid system performance assessment, event
diagnostics, root cause analysis of events and situational
assessment of dynamic stability of the electric power
grid in real time,

18. The method of claim 17 further comprising identifying
monitored data of a portion of the electric power grid that
crosses a threshold.

19. The method of claim 18 further comprising alerting at
least one of an operator or reliability coordinator responsible
for the portion of the electric power grid in which the thresh-
old is crossed.

20. The method of claim 19, wherein the alert is delivered
by e-mail, text message, pager, audible alarms, or visual
displays.

21, The method of ¢laim 17, further comprising, drilling
down or zooming in and viewing data across the metrics and
across the geopraphicaily distinct points.

22. A wide area real-time dynamics monitoring system for
assessing dynamic stability of an electric power grid, the
system comprising:

a monitor computer for receiving a plurality of data
streams, each data stream comprising sub-second, time
stamped synchronized phasor measurements wherein
the measurements in each stream are collected at geo-
graphically distinet points over a wide area of the grid,
the plurality of data streams being received by the moni-
tor computer from third party utilities or transmission
companies that provide the data, wherein the wide area
comprises at least two distinct entities selected from the
group consisting of transmission companies, utilities,
and regional reliability coordinators,

wherein the monitor computer derives inreal-time from the
plurality of data streams from the at least two distinet
entities one or more dynamic stability metrics inclnding,
phase angles, damping, oscillation modes, and sensitivi-
ties for dynamics monitoring using phasor measure-
ments in which the stability metrics are indicative of grid
stress and instability, over the wide area, and

wherein the derived metrics include at least one of reactive
reserve margin, power transfer angle, voltage/volt-am-
pere reactive (VAR), frequency response, sensitivities
and/or combinations thereof;

a database to store the measurements and derived metrics;
and

a display operatively coupled to the monitor computer and
database for visualization of information relating to the
plurality of the measurements and derived metrics rel-
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evant to the assessment of the real-time dynamic stabil-
ity of wide area and local area portions of the grid.

23. The wide area real-time dynamics monitoring system
of claim 22, wherein the monitor computer is adapted to
enable an operator to monitor multiple control areas.

24. The wide area real-time dynamics monitoring system
of claim 22, wherein the monitor computer is adapted to
enable an operator located in and responsible for monitoring
a control area in one geographically distinct portion of the
wide area to monitor one or more control areas in a separate
geographically distinct portion of the wide area.

25. The wide area real-time dynamics monitoring system
of claim 22, wherein the monitor computer compares the
derived metrics against operating limits.

26. The wide area real-time dynamics monitoring system
of claim 22, wherein the monitor computer compares the real
time derived metrics with real time operating lintits.

27. The wide area real time dynamics monitoring systemof
claim 26, wherein the monitor computer is configured to
compute the available margin between the real time operating
limits and the current operating position, the available margin
being calculated using, at least one of a voltage margin, a real
power margin, a reactive power margin, and a phase angle
difference margin.

28. The wide area real-time dynamics monitoring system
of claim 22, further comprising threshold limits that are
derived directly from observed stalistical behavior of the
meonitored metrics to predict abnormal behavior within the
electric power grid.

29. The wide area real-time dynamics monitoring system
of claim 22, wherein the monitor computer iracks one or more
derived metrics for local or wide area in real-time based on a
plurality of phasor measurements and performance metrics
derived from phasor measurements.

30. The wide area real-time dynamics monitoring system
of claim 29, wherein the monitor computer enables an opera-
tor or reliability coordinator to develop a plan for action to
respond to warning signs of grid emergencies.

31. The wide area real-time dynamics monitoring system
of claim 30, wherein the monitor computer notifies an opera-
tor or reliability coordinator of a utility, entity or jurisdiction
when metric abnormalities are observed or limils are
exceeded.

32. The wide area real-time dynamics monitoring system
of claim 31, wherein the monitor computer includes an appli-
cation for monitoring a phuality of derived metrics, and
wherein the application performs real-time monitoring of at
least one of derived metrics from phasor measurements for
the electric power grid or a portion thereof or for one or more
of a plurality of control areas, wherein the electric power grid
covers the wide area, the wide area extending across one or
miore cities, counties, states or countries.

33. The wide area real-time dynamics monitoring system
of claim 22, wherein the monitor computer includes visual-
ization of metrics, including one or more of frequency
response, voltage, or power angles.

34. The wide area real-time dynamics monitoring system
of claim 22, wherein the display of the derived metrics shows
real-time tracking and trending of the derived metrics being
monitored.

35. The wide area real-time dynamics monitoring system
of claim 22, wherein the monitor computer provides “what if”
analysis.

36. The wide area real-time dynamics monitoring system
ofclaim 22, wherein the display concurrently displays at least
one dynamic geographic display and a plurality of data or text
panels.
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37. The wide area real-time dynamics monitoring system
of claim 22, wherein the monitoring computer utilizes data
from or is integrated with at least one of SCADA (Supervi-
sory Control and Data Acquisition), EMS (Energy Manage-
ment System), PMUs-PDCs (phasor measurement units-pha-
sor data concentrators) or another control power system.

38. The wide area real-time dynamics monitoring system
of ¢claim 22, wherein an operator of the monitor computer can
define an application to monitor the derived metrics, which
are related to the electric power grid at a local level, control
area level, or regional level covering the wide area that the
operator desires to monitor.

39. The wide area real-time dynamics monitoring system
of claim 22, wherein a display format of the information is
customizable or configurable by an operator or a user.

40. The wide area real-time dynamics monitoring system
of claim 22, wherein the display is a monitor operatively
coupled to the monitor computer.

41. The wide area real-time dynamics monitoring system
of claim 22, wherein the display is part of a display computer
operatively coupled to the monitor computer.

42. The wide area real-time dynamics monitoring system
of claim 41, wherein the display computer is located in one of
a plurality of control areas, transmission companies, utilities,
or regional reliability cocrdinators or reliability jurisdictions
and enables an operator in the one of the plurality of control
areas 1o manage at least one grid portion corresponding to a
different one of the plurality of control areas.

43. The wide area real-time dynamics menitoring system
of'claim 22, wherein the monitor computer is a server and the
display comprises a client in a server-client architecture.

44. The wide area real-time dynamics monitoring system
of claim 22, wherein the monitor computer is a dedicated
server.

45, The wide area real-time dynamics monitoring system
of claim 22, wherein the monitor computer and the display
communicate with each other in on of a web environment or
over a secure proprietary network.

46. The wide area real-lime dynamics monitoring system
of claim 22, wherein an operator viewing the display can
interactively collect historical data and view a visualization of
the historical data in a tabular, graphical or a customized
format.

47. The wide area real-time dynamics nionitoring system
of claim 22, wherein the operator viewing the display can
create interactive data reports from the metrics stored in a
database.

48. The wide area real-time dynamics monitoring system
of claim 22, wherein the monitor computer monitors proxim-
ity to thresholds, and the display graphically represents the
proximity to thresholds or limits.

49. The wide area real-time dynamics monitoring system
of claim 22, wherein the monitor computer tracks, identifies
and saves data on defined or abnormal operating conditions in
a database, and the display provides visvalization of the
abnormal operating conditions.

50. The wide area real-time dynamics monitoring system
of claim 22, wherein the monitor computer in one of a plu-
rality of contro] areas enables wide area real-time control of
the grid.

51. The wide area real-time dynamics monitoring system
of claim 22, wherein the monitor computer performs wide
area monitoring of the electric power grid vsing at least one of
SCADA (Supervisory Control and Data Acquisition) data
andfor time synchronized data from phasors or other sources.

52, The real-time performance monitoring system of claim
22, wherein the monitor computer receives data concerning

EXHIBIT __fz_

PAGE 1«



Case 2:12-cv-06365-JGB-RZ Document 76 Filed 04/14/14 Page 129 of 189 Page ID

#:4228

US 8,060,259 B2

33

reliability metrics, electric power grid operations metrics,
generation metrics, transmission meitrics, suppliers metrics,
grid infrastructure security metrics or markets metrics for the
electric power grid are monitored across a wide area covering
multiple control areas and utilitics; wherein each of a plural-
ity of grid portions inclides a network of high voltage trans-
mission lines and penerators interconnected to the network
that is spread out over the multiple control areas across the
wide area; wherein the plurality of grid portions are subject to
power blackouts that spread or cascade over the wide area;
and wherein an operator using the monitor computer is a
reliability coordinator having responsibility to monitor the
derived metrics over the wide area for reliability manage-
ment; and

10

34

prevent power blackouts that spread or cascade over the
wide area.

53. The wide area real-time dynamics monitoring system
of claim 22, wherein the monitor computer is configured to
store the data in real time for replay and review to perform
power grid system performance assessment, event diagnos-
tics, root cause analysis of events and situational assessment
of dynamic stability of the electric power grid in real time.
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WIDE-AREA, REAL-TIME MONITORING
AND VISUALIZATION SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

“This application is a continuation of U.S. application Ser.
No. 11/764,145, filed Jun. 15, 2007, now U.S. Pat. Ne. 8,060,
259, issued on Nov, 15,2011, which is a conlinuation ol 1J.S.
application Ser. No. 10/914,789, filed Aug,. 9, 2004, now U.S.
Pat. No. 7,233,843, issued on Jun. 19, 2007, which claimed
the benefit of U.8. Provisional Application Nos. 60/493,526,
filed Aug. 8, 2003, and 60/527,099, filed Dec, 3, 2003, the
disclosures of which are incorporated fully herein by refer-
ence.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

This invention was made partially with govemment sup-
port under Department ol Energy Contruct #1DBE-ACO3-
76SF00098, Subcontract #6508899, The Government has
eertain rights in this invention.

FIELD OF THE INVENTION

The present invention relates generally to a monitoring and
management platform, and more particularly to a real-time
performance monitoring and prediction system that has wide
applicability to various industries and processes.

BACKGROUND

In various industries, the ability to monitor, track, predict
and/or act in real-time is desirable. These industries include
electric power, gas pipeline, water systems, transportation,
chemicals and processes, infrastructure protection, security
monitoring and others.

By way of example, in the electric power industry, power is
typically supplied to customers in a four stage process of
generation, ransmission, distribution and end use. FIG. 1A
illustrates a typical process of generation, transmission and
distribution of electricity. As illustrated in FIG. 1A, the elec-
tricity is generated competitively by a number of power
plants. The electricity is then transmitted throvgh a number of
transmission lines that are regulated by the Federal Energy
Regulatory Commission (FERC). These transmission lines,
which may be located in different states, are typically owned
by the utility or transmission companies, and controlled by
regional Independent System Operatars (1SOs), Regional
Transmission Organizations (R1T0s) or utility companies that
may be private or public. The generation and transmission of
electricity are usually managed by regional entities that moni-
tor the grid operations, market operations, security and other
aspects of the electric power system.

The transmitted eleciricity is typically distribuled through
state or locally regulated distribution companies. The trans-
mission and distribution systems utilize a number of devices
for management and control of the electric system, including
dynamic voltage support, remedial action schemes, capaci-
lors, storage and {low control devices. The electricity is dis-
tributed to the customers as the end users, or consumers of
electricity. Some of the customers may also have micro-grids
of their own. The demand placed by these customers also
needs to be managed.

Due 1o the enormous 1ask at hand, there are 2 number of
organizations responsible for overseeing these power genera-
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tion, transmission and distribution activities. For example,
there are over 3,000 utilities, thousands of generators, 22
Reliability Coordinators, and 153 Control Areas (CAs) in the
United States for monitoring and control of generation, trans-
mission and distribution of electricity. While all these differ-
ent entities at various different levels are involved in genera-
tion, transmission and distribution of electricity as well as
meonitoring and control in a power grid, there is no single
inlegrated system that can be used to moniler and manage the
electric power grid in real-time across all of the different
elements of the power system. For example, there is no infor-
mation management system for the power grid, which is
integrated across multiple business systems, companies and
Control Areas o manage the securily, timeliness, accuracy or
accessibility of information for grid operations, reliability,
market operations and system security. Analogous issues may
be apparent in other industries.

SUMMARY

In an exemplary embodiment according to the present
invention, a real-time performance monitoring, management
and prediction platform is provided. Systems based on the
platform may be used to manage processes in various indus-
tries, based on current monitoring tools as well as tools that
are under development, for example, in smart, switchable
networks. Systems based on the plattorm preferably include
visualization features that enable managers and operators in
varicus industries to: measure key system operating and mar-
ket metrics; monitor and graphically represent system perfor-
mance, including proximity to potential system faults; track,
identify and save data on abnormal operating patterns; and
predict system response in near real-time by means of simu-
lations and predictive analysis.

In one exemplary application of the present invention, a
power grid monitoring and management system is provided.
The power grid monitoring and management system includes
a technology platform for real-time performance monitoring
application for the electric power grid. The power grid moni-
toring and management system in one exemplary embodi-
men{ may also be referred to as a Grid Real-Time Perfor-
mance Monitoring and Prediction Platform (Grip-3PTM).
The Grid-3P platform is designed to enable monitering of 2
range of electric grid parameters, including metrics for reli-
ability, markets, generation, transmission, operation, and
security. The visualization features enable display of infor-
mation geographically and graphically; in real time; and
enables operators to define display levels—Ilocal or wide area,
control area, interconnection or other user defined manner.
This technology is being used to develop and implement
real-time performance monitoring applications at Reliability
Coordinator and Independent System Operator (150) loca-
tions, including the following applications: Area Control
Emor (ACE)-Frequency Real-Time Monitoring System;
Control Area and Supplier’s Performance for Automatic Gen-
eration Control and Frequency Response Services Syslem;
VAR-Voltage Management and Monitoring System; and
Monitoring Applications based on Synchronized Phasor
Measurements.

Examples of electric grid system components and metrics
that could be monitored include eleciric interconnections,
generators, voltage levels, frequency, market prices, conges-
tion, market power metrics, demand forecasts, and other sys-
tern components and metrics.

Another feature of the Grid-3P platform is the concept of
multi-panel displays that allow: real-lime monitoring of key
metrics; display of history and performance tracking of key
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metrics; performing sensitivity evaluations and assessments
of key metrics under alternative scenarios, and developing,
predictions or near term forecasts of performance; and initi-
ating actions, such as providing e-mail notification for alert-
ing operators about abnormal conditions and the need 1o take
action.

The power grid monitoring and management sysiem may
operate in a web envirenment, client-server, dedicaled server,
and/or secure proprietary network. In addition, the power grid
monitoring and management sysiem may allow interactive
historical data collection and to present the collected data in
tabular andfor specialized dala-visuals. Further, the power
grid monitoring and management system may be used to
create interactive data reports from grid performance histori-
cal data saved in data-servetrs.

In an exemplary embodiment according to the present
invention, a real-time performance monitoring system moni-
tors an electric power grid having a plurality of grid portions,

cach said grid portion corresponding to anc of a plurality of 2

control areas. A monitor computer monitors at least one of
reliability metrics, generation metrics, transmission metrics,
suppliers metrics, grid infrastructure security metrics, and
markets metrics for the electric power grid. A database stores
the metrics being monitored by the monitor computer, and at
least one display computer has a monitor for displaying a
visualization of the metrics being monitored by the monitor
computer. Said at least one display computer in one said
control area enables an operator to monitor a said grid portion
corresponding to a different said control area.

In another exemplary embodiment according to the present
invention, a method of moenitoring a perfonmance of an elec-
tric power grid in substantially real-time is provided. The
electric power grid has a plurality of grid portions, each said
grid portion corresponding to one of a plurality of control
areas, A monitor computer is used to monitor at least one of
reliability metrics, generation metrics, transmission metrics,
suppliers metrics, grid infrastructure security metrics, and
markets metrics for the electric power grid. The metrics being
monitored by the moniter computer is stored in a databasc,
and a visvalization of the metrics being monitored by the
monitor computer is displayed on a monitor of at least one
display computer. Said at least one display computer in one
said control area enables an operator to monitor a said grid
portion corresponding to a different said control arca.

These and other aspects of the invention will be more
readily comprehended in view of the discussion herein and
accompanying drawings, in which like reference numerals
designate like elements.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A illustrates a typical process of generation, trans-
" mission and distribution of electricity;

FIG. 1B illustrates a process of generation, transmission
and distribution of electricity, and a set of exemplary infor-
mation management requirements according to the present
invention;

FIG. 2A is a block diagram that illustrates an exemplary
performance management strategy according to the present
invention;

FIG. 2B illustrates a process of controlling generation,
transmission and distribution of electricity with an integra-
tion of real time wide area monitoring for reliability manage-
ment;

FIG. 2C illustrates an infrastructure for 4 wide area reli-
ability monitoring center (WARMC) of FIG. 2B:
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FIG. 3 is a block diagram that illustrates an exemplary
performance management process according to the present
invention;

FIG. 4 is a block diagram that illustrates an exemplary
multi-layered platform for performance monitoring and man-
agement according to the present invention;

FIG. 5isablock diagram that illustrates the integration inlo
power generation, transmission and distribution of the power
grid monitoring and management system in an exemplary
embodiment according to the present invention;

FIG. 6illustrates a power grid monitoring and management
system of FIG. 5 and includes the major reliability applica-
tions for real-time reliability monitoring for NERC Reliabil-
ity Coordinators and Control Area Dispatchers;

FIG. 7 illustrates an application of the power grid monitor-
ing and management system for utilization by RTOs to moni-
tor markets, operations, security, and other functions;

FIG. 8 illustrates an application of the power grid monitor-
ing and management system in an exemplary embodiment
according to the present invention,

FIG. 9 is a local area network (LAN) based hardware and
software architecture for the pawer grid monitoring and man-
agement system in an cxemplary embodiment according to
the present invention;

FIG. 10 is a web-based hardware and software architecture
for the power grid monitoring and management system in
another exemplary embeodiment according 1o the present
invention;

F1G. 11 illustrates the architecture of an ACE-Frequency
real-time monitoring application using the power grid moni-
toring and management system in an exemplary embodiment
according 1o the present invention;

FIG. 12 illustrates five major functional components of the
NERC ACE-Frequency real-time monitoring system in an
exemplary embodiment according to the present invention;

FIG, 13 illusirates reliability functional levels and visual-
ization hicrarchy in an exemplary emboediment according to
the present invention;

FIG. 14 illustrates an integrated visualization model in an
exemplary embodiment according to the present invention;

FIG. 15 illustrates an ACE-Frequency real-time monitor-
ing architecture of the power grid monitoring and manage-
ment system in an exemplary embodiment according to the
present invention,

FIG. 16 is a screen shot that illustrates a multiple view
architecture ol a display of the power grid monitoring and
management system in an exemplary embodiment according
to the present invention;

FIG. 17 is screen shot of a Cave diagram that represents a
Frequency/ACE diagram in an exemplary embediment
gccording o the present invention;

FIG. 18 is ascreen shot of a defanlt display for a Reliability
Authority in an exemplary embodiment according to the
present invention;

FIG. 19 is a screen shot of an Interconnect-Epsilon map in
a three-panel display in an exemplary embodiment according
to the present invention;

FIG. 20 is a screen shot of a local view for a Contro] Area
map in an exemplary embodiment according to the present
invention;

FIG. 21 is a screen shot of a current Control Area map for
a selected Control Area in an excmplary embodiment accord-
ing to the present invention;

FIG. 22 is screen shot of a CPS map in an exemplary
embodiment according to the present invention;

FIG. 23 is a screen shot of a three-panel view in an exem-
plary embodiment according to the present invention;
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FIG. 24 is a screen shot of a data collection tool in an
exemplary embadiment according to the present invention;

FIG. 25 is a screen shot of charts generated using the data
collected using the data collection tool of FIG. 24.

FIG. 26 illustrates utilization of NERC ACE-Frequency
monitoring in an exemplary embodiment according to the
present invention;

FIG. 27 illustrates a screen shot of a supplier-Control Area
performance for AGC and frequency response application in
an exemplary embodiment according to the present inven-
tion;

FIG. 28 illustrates a market monitoring system in the
power grid monitoring and management system in an exem-
plary embodiment according 1o the presen! invention;

FIG. 29 illustrates a screen shot of a market moniloring
application in an exemplary embodiment according to the
present invention;

FIG. 30 illustrates a security center monitoring system in
an exemplary embodiment according to the present inven-
tion;

FIG. 31 illustrates a screen shot of & real-time security
monitoring application of the power grid monitoring and
management systemn in an exemplary embodiment according,
to the present invention;

FIG. 32is ablock diagram of'a NERC reliability functional
model in an exemplary embodiment according to the present
invention;

FIG. 33 illustrates a Control Area and suppliers perfor-
mance monitoring and prediction platform for AGC, FRR and
regulation A.S. inan exemplary embodiment according to the
present invention;

FIG. 34 is a screen shot of a panel view for control area and
suppliers performance for, AGC, FRR and A.S. in an exem-
plary embediment according to the present invention;

FIG. 35 is a screen shot of a panel view for Control Area
and generator response to AGC in an exemplary embodiment
according to the present invention;

FIG. 36 is a screen shot for a panel view for Centrol Area
and generators response to frequency response in an exem-
plary embodiment according 1o the present invention;

FIG. 37 is a screen shot for a panel view for Contro] Area
and generators response to regulation A.S. in an exemplary
embodiment according to the present invention; and

FIG. 38 is a screen shot of a common view for performance
of AGC, FRR and X-minutes ancillary services regulation
(default 10 minutes) in an exemplary embodiment according
to the present invention.

DETAILED DESCRIPTION

Relerring to FIG. 1B, a set of exemplary information man-
agement requirements for the present invention may include:
integration across multiple business system, companies and
CAs; and information security, timeliness, accuracy, and
accessibility.

Referring to FIG. 2A, an exemplary performance manage-
ment strategy according to the present invention coniem-
plates identification of key metrics 1, monitoring 2, analysis 3
and assessment 4. Utilizing the platform and system
descrbed herein, the stratepy may be beneficially employed
for a wide variely ol industries and processes, including with-
out limitation, clectric power, gas pipeline, water systems,
transportation, chemicals and processes, infrastructure pro-
tection, security monitoring and others.

According to an exemplary embodiment of the present
invention, a wide area reliability moniloring center
(WARMC) provides a visibility to system conditions across

10

20

25

30

35

40

43

30

33

60

65

6

coniro] area boundaries, improves reliability management
capabilily, and/or prevents future blackouts. The WARMC
provides Reliability Coordinator and Control Arca operators
with a wide area perspective of grid operations real-time,
beyond its immediate area of responsibility. The WARMC
may additionally have other functions and applications
including new functions and applications to be developed,
and may serve as a center that supports grid reliability for an
entire Interconnection (e.g., Eastem Interconnection (EI)),
for example. ‘

In recent years, the functional disaggregation of electric
utilities has resulted in gaps in the overal]l grid reliability
management in terms of who (Control Areas, Reliability
Coordinators, ISO/RTOs) has visibility of key system param-
eters with apparently no oné having the full picture, By way of
example, blackouts, such as the Aug. 14, 2003 blackout in the
United States and Canada, may have been caused by a lack of
situational awareness caused by inadequate reliability tools
and backup capabilities. Further, deficiencies in conirel area
and reliability coordinator capabilities to perform assigned
reliability functions may also have led to blackouts.

During the blackouts, the operators may have been
unaware of the vulnerability of the system to the next contin-
gency. The reasons for this may include one or more of
inaccurate modeling for simulation, no visibility of the loss of
key transmission elements, no eperator mounitoring of stabil-
ity measures (e.g., reactive reserve margin, power transfer
angle), and no reasscssment of system conditions following
the loss of an element and readjustment of safe limits. The
wide area real time monitoring for reliability management of
the present invention is adapted to the changing industry
structure and helps to reduce or prevent blackouts.

The wide area reliability monitoring functions of the
present invention may be integrated with existing operations
and provide system operators and Reliability Coordinators
with tools for monitoring not only their own Control Areas
but also adjacent Control Areas and the Interconnection, The
integration of the real time wide area menitering for reliabil-
ity management with existing control, communications, and
monitoring infrastructure is shown in FIG, 2B, for example.

As shown in FIG. 2B, aperators currently have access 1o
databases or platforms and perform control and monitoring,
functions at three levels: 1} Level 1—local power plant con-
trols using plant data to control] local generation of power; 2)
Level 2—SCADA (regional control center) using generation,
transmission and substations data w0 control regional and
local substations, which involves controlling local load-gen-
eration balance-AGC and local grid switching in real-time;
and 3) Level 3—EMS for Control Area operations including
use of state estimation, grid security analysis and security
constrained dispatch, using grid voltage and inlerconnection
frequency-ACE data.

The WARMC according to an exemplary embodiment of
the present invention introduces a new Level 4, which utilizes
existing SCADA data as well as time synchronized data from
phasors or other sources and/or other new data sources for
wide area monitoring. As shown in FIG. 2B, the WARMC
provides ane or more of the following applications: 1) Wide-
Area Load-Generation Balance-ACE-Frequency real-time
monitoring; 2) Wide-Area Grid Dynamics and Reliability
moniloring-—RTDMS; 3) real time operations management
information; and 4) state estimation using phasors. The
WARMC may have one or more of other monitoring, man-
agement information reperting, state estimation, and controls
applications.

The WARMC provides a wide area monitoring and reli-
ability management capability that extends across control
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area boundaries. The WARMC may include one or more of
monitoring applications, connectivity with other Intercon-
nection entities, improved phasor and PDC hardware, and
secure and redundant communication networks for data
exchange. The WARMC may enable RTOs, Independent
Transmission Owners (TOs), North American Electrical
Rehiability Council (NERC), other Interconnection stake
holders, and/or the like to monitor key reliability metrics
impacting their respective areas and provide the capability to
monitor and manage an entire Interconnection grd (e.g.,
Eastern Interconnection grid).

By way ol example, the WARMC may provide one or more
of the following functiens or capabilities: 1} wide area system
visibility; 2) data connectivity to key RTOs and reliability
management organizations; 3) time synchronized data in real
time; 4) monitoring of key prid reliability metrics for an
Interconnection (e.g., Eastern Interconnection); 5) real time
performance monitoring and reporting; 6) enhanced state
estimation; 7) fast simulation and modeling; and 7) smart grid
with automated controls.

The WARMC may be fully automated, such that it will
compile critical high speed data, pracess it, provide Intercon-
nection (e.g., EI) reliability authorities with reliability infor-
mation on the health of the Interconnection and, as required,
may enable/disable remedial actions schemes (RAS)and may
re-configure the grid. The WARMC may be linked through
secure, reliable and redundant communications to key RTOs,
(ransmission owners, utilitics, and control arca operators. The
conceptual framework for an WARMC infrastructure is
shown in F1G. 2C. As can be seen in FI1G. 2C, the WARMC 2'
is coupled via a wide area network to a number of RTOs 1-n,
one or mare super computers and a number of TOs 1-n.

‘The WARMC should have access to ¢ritical real-time and
historical operating data from all regions of an Interconnec-
tion(e.g., EI) to perform one or more of real time monitoring,
post disturbance assessments, analyses for fulure enhance-
ments and medeling to support a smart grid with automatic
conirols.

By way of example, the WARMC may have the necessary
infrastructure, suppori systems and data to provide meaning-
ful information for TOs, RTOs, and Reliability Coordinalars
1o effectively perform one or more of the following: 1) vali-
date the next-days operating plan and ensure the bulk power
system can be operated reliably in anticipated normal and
contingency conditions; 2) perform wide area moniroring,
tracking and management ol real-time grid aperations; 3)
anticipate and respond to changing conditions and flows; and
4y simulate *what i’ scenarios.

The WARMC may also have capabilities to perform post
disturbance assessment functions including one or more of:
1} evalualing compliance with NERC/Reliability Regional
Standards; 2) Providing feedback to the pre-planning (day-
ahead) process; 3) and validating model representation of
expectied grid performance. The WARMC may also define
enhancements to the grid by, for example, assessing con-
straints, boltlenecks and vulnerabilities thai will have a nega-
tive impact on grid reliability.

Referring now to FIG. 3, the identification and use of key
metrics 1 involves the evaluation and development of stan-
dards that may be quantified and measured. Metrics exist for
a particular industry and different areas of a particular indus-
try. For example, there may be metrics relating to reliability
and others relating to markets, in which the metrics for each
subcategory may overlap, Monitoring 2 contemplates the use
of toois, whether they exist now or become available in the
[uture, for tracking actual performance in real-time with a
goal, among others, of looking for early warning signs.
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Analysis 3 contemplates converting archived monitoring
information into meaningful information. Such data includes
without limitation, risk analysis, grid data, depending on the
particular industry or process being monitored, market data,
historical data, and key reliability indicators. Assessment 4
contemplates the determination of impacts on reliability, mar-
kets, efficiency and asset ulilization. Examples, which may
change depending on the particular industry or process being
assessed, include risk assessment, grid reliability and market
efficiency. The desired assessment may modify the param-
eters or metrics that are monitored to achieve the desired
results.

In one exemplary application of the presem invention, the
Grid-3P system, based upon a real-time performance and
prediction platform for power grid monitoring and manage-
menl, includes monitoring of generation/demand, grid data
and markets as more particularly set forth herein. By way of
example, the WARMC discussed above may be based on the
Grid-3P system.

The reliability applications may include one or more of
real-time monitoring of voltage/volt-ampere reactive (VAR),
Area Control Error (ACE)Frequency, Area Interchange
Error (AIE)YSchedules, and/or other grid attributes and per-
formance metrics. The generation applications may include
suppliers and Control Area responses to Automatic Genera-
tion Control (AGC), frequency response and ancillary ser-
vices, ramping response, and/or other metries. The grid infra-
structure sceurity application may include one or more of
system vulnerability, expesure (in terms of population, cities,
etc.) and/or other metrics. Market applications may include
one or more of generation markel power, price spikes and/or
other metrics.

In another exemplary embodiment according to the present
invention, the power grid monitoring and management sys-
tem enables one or more of real-time monitoring, historical
tracking, prediction (near real-time lorecasting up 1o 6-hours
or what if sensitivity analysis), and actions (notification, sys-
tem re-dispatch, mitigation measures, etc.) In other embodi-
menits, the forecasting may be performed for more than six (6)
hours.

In still another exemplary embodiment according to the
present invention, the power grid monitoring and manage-
ment system provides displays that utilize data and informa-
tion that are user-defined and may or may not be algorithmi-
cally correlated with other displays.

In a further exemplary embodimenm according o the
present invention, data menitoring may be in real-time or near
real-time for monitoring purposes. For example, real-time
may be -4 seconds snapshot or up 1o 5 t¢ [ minute snap
shots.

In yet further exemplary embodiment according io the
present invention, the power grid monitoring and manage-
ment system may be utilized to create a standalone monitor-
ing system or be integrated with Security Control and Data
Acquisition (SCADA), Energy Management System (EMS),
PMUs-PDCs (phasor measurement units-phasor data con-
centrators) or other contro]l power systems. The SCADA is a
system of remote control and telemetry used to monitor and
control transmission systems. In other words, the power grid
monitoring and management system utilizes data from or is
integrated with at least one of SCADA, EMS, PMUs-PDCs
and another control power sysicm.

In a still further exemplary embodiment accerding to the
present invention, the power grid monitoring and manage-
ment system may be used with standard monitoring and con-
trol applications and/or end-user defined customer applica-
tions.
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Referring to FIG. 4, the platform incorporates a multi-
layered approach to performance monitering and manage-
ment. Layer 1 (8), the data layer, incorporates conventional
relational databases with time series capability (for real-time
monitoring and synchronization), a data archival system and/
or information management with data mining capabilities.
Further, layer 1 includes web-hased data communications,
COM+ databases and data conversion APIs. One purpose of
Layer 1 is to read data from conventional databases that
gather the data in real-time, and to communicate the data in
real-time.

Layer 2 (6), which uses analytical algorithms for massag-
ing the data accumulated in the databases of layer 1, includes
two sublayers (6a and 65), one focusing on cptimization,
forecasting, statistics and probabilistic technologies, and
ather on real-time perfonmance monitering. Within layer 2g
(6a), the platform includes tools and algorithms for linear and
non-linear optimizing, self-organize maps and generic algo-
rithms, forecasting, probabilistic analysis and risk assess-
ment, multivariate statistical assessment, performance met-
rics definition and assessment, and other analytical
technologies that may become available. Within layer 26
(6b), the system includes real-time ACE-frequency monitor-
ing, real-time suppliers conirol area performance for AGC
and FR, voltage VAR management, dynamics monitoring
using phasor measurements and other applications that may
become available.

Dynamic menitoring using phasor analysis is particularly
important in systems where monitoring data at subtransient
levels may be useful. By way of example, existing power
systems have dynamic behavior on the order of milliseconds.
Traditional sampling, however, occurred at 4 second inter-
vals, New monitoring techniques enable sampling up to
20-30 times per seconds or more. The present system, using
dynamic phasor analysis, is capable of analyzing data gath-
ered at subtransient intervals, synchronizing the data to other
system parameters based on the time series capability of layer
1, and presenting the data for visualization in an organized
and logical manner in layer 3.

Deployment of phasor technelogy over wide areas is useful
for supporting reliable region-wide and inter-regional trans-
fers of electricity without facing transient reliability condi-
tions. An ohjective of real time dynamics performance moni-
toring using phasors is to provide grid operators with phasor
data in real-time so that they can obtain a more accurate
picture ol the actual health of the grid. The information allows
them to verity that they are operating within the transient
boundaries cf safe operation, as determined by off-line plan-
ning studies, as well as whether the operating guidelines
provided by these studies remains valid. Such real-time data
provided by phasor or other real time monitoring technolo-
gics also supports creation of an automatic, switchable grid
that can sense and respond automatically to warning signs of
grid emergencies.

Layer 3 (7} uses a novel visnalization system that includes
amulti-layer view for geo-graphic, wide and local areas. Such
a system that allows local or wide area visualization provides
significant benefits for understanding the effect of national or
neighboring areas on local areas or interest, such as local
utilities. In yet another exemplary embodiment according to
the present invention, the power grid monitoring and man-
agement system is flexible to include one or more dynamic
geographic displays and several data or text panels in one or
more windows for monitoring, tracking, prediction, and
actions or mitigations. Further, by synchronizing data from
various sources and presenting it as such, the system enables
the user to visualize a wide atray of phenomena that may have
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an impact at a given time on the area or process of interest.
The systerm lurther provides anto-onelines for tracing the path
of electricity, water or other resources through the system.
These diagrams allow the user to visualize potential sources
of faults or other aspects of the system that may lead to system
faults, and to take appropriate action prior to such a fault.

In an exemplary application of the present invention, new
methods, tools and technologies are provided 1o protect and
enhance the reliability of the U.S, electric power system by
providing a real-time performance monitering platform. The
power grid menitoring and management system of the present
invention, for example, includes a platform for performing
real-time monitoring of frequency of electricity, customer
usage (“load") and/or the amount of power being generated
(*generation”™). What may also be monitored is the difference
between load and generation, and its effect en the frequency
of the system.

Inthe exemplary embodiment, the system includes a series
of modular, but integrated, computer-based, real-time data-
to-information engines and graphic-geographic visualization
tools that have served as a platform to develop reliability
applications to assist operating authorities, business entities
or companies, ¢.g., Independent System Operators (ISOs),
Regional Transmission Organizations (RTOs), Reliability
Coordinators and Centrol Area Dispatchers in their manage-
ment of grid reliability, which may use different business
systems. For North American Electric Reliability Council
(NERC), these applications include the ACE-Frequency and
AIEL real-time monitoring systems.

The ACE may be defined as an instantancous difference
between net actual and scheduled interchange (i.e., energy
transfers that cross control arca boundaries), taking into
account the effects of frequency bias including a correction
for meter error. An ATE survey may be used to determine the
Control Areas’ interchange error(s) due to equipment failures
ar improper scheduling operations or improper AGC perfor-
mance, where AGC may refer to equipment that automati-
cally adjusts a Control Area’s generation from a central loca-
tion to maintain its interchange schedule plus frequency bias.
The ACE and AIE menitoring systems together may be
referred lo as a Compliance Moenitoring System (CMS). The
CMS may also include one or more other components.

The ACE-Frequency and AIE real-time monitoring system
applications enable NERC Reliability Coordinators to moni-
tor ACE-Frequency performance and compliance with per-
formance operational guides within their jurisdictions, and
also allow NERC staff and subcommittees to analyze and
assess control data to improve reliability tracking and perfor-
mance. The ACE-Frequency real-time monitoring system, for
example, translates raw operational control data into mean-
inglul operations performance information for end users.
Should an abnormal interconnection frequency oceur, a real-
time interconnection abnormal frequency notification (AFN)
may be automatically issued via e-mail and/or beepers
describing the date, time and magnitude of the frequency
abnermality to specific operational authorities, NERC
Resource Subcommitice members and NERC Staff.

The notification recipients wsing the ACE-Frequency
monitoring system functionality can quickly assess the
abnormality’s root cause by drilling down from wide-area to
local-area visualization displays thal include appropriate
information and analysis graphs to easily identify and assess
those Control Area(s) out of compliance and potential origi-
nators of the notified interconnection frequency abnormality.
A Control Area may be defined as an elecirical system
bounded by interconnection (lie-line) metering and telem-
etry. The Control Area controls generation directly to main-
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tain its interchange schedule with other Contro] Areas and
contributes lo frequency regulation of the Interconnection.
Interconnection may refer to any cne of the bulk electric
system networks in North America: Eastern, Western and
ERCOT, and may also refer to Quebec electric system net-
work. When not capitalized, it may also refer to facilities that
connecl two systems or Control Areas.

FIG. 5is a block diagram that illustrates the integration into
power generation, transmission and distribotion of the power
grid monitoring and management system in an exemplary
embodiment according to the present invention. The top part
of FIG. 5 illustrates thal the current business model is seg-
mented into generation, transmission, distribution, markets
and security. It can be seen here that the vertically integrated
business model historically used by utilities has evolved to a
segmented market dispersed among separate entities.

The power grid monitoring and management system has
been developed to serve as the base for the development of
reliability applications for real-time monitoring, tracking and
prediction for the reliability performance of Control Areas,
generation, grid, markets, and security. Control Area’s ACE,
interconnection’s frequency and interchange data on top of
the power grid monitoring and management system provide a
comman too] to be utilized by NERC Reliability Coordina-
tors, Control Area Dispatchers, and Transmission Dispatch-
ers. The bottom of FIG. 2 also shows that reliability applica-
tions developed using the power grid monitoring and
management system may serve as complement for traditional
SCADA/EMS systems and for the periodic reporting
requested by NERC for post performance.

As can be seen in FIG. 5, various different data are pro-
vided by generation 10, utilitics 20 (transmission 12 and
substations 14), market 16 and security 18. These data, such
as generation data, grid data, market data and performance
data are provided to one ar more various different organiza-
tions 22 such as, for example, 180s, RTOs, transmission
companies, Control Arcas and the like,

One or more of these organizations perform real-time
operations 24 such as scheduling, dispatching, system secu-
rity, ancillary services and the like. Also, one or more of these
organizations perform assessment and reporting 26 such as
reports to reliability authorities such as 18Os, RTOs, FERC/
PUCs and NERC.

As illustrated in FIG. 5, the power grid monitoring and
management system in the described exemplary embodiment
provides an infrastructore for integrating the monttoring and
control of real-time operations, assessment and reperting pro-
vided by various different entities using data provided by still
other various different erganizations.

FIG. 6, for example, shows an expansion of the power grid
moniloring and management system 28 {rom FIG. 2 and
includes the major reliability applications for real-time reli-
ability moenitoring for NERC Reliability Coordinators and
Control Area Dispatchers. The top part FIG. 3 shows the
applications target for Reliability Coordinators, ACE-fre-
quency, AIE and cantrol performance standards (CPS). The
bottam part of FIG. 6 shows the applications target to Control
Area Dispatchers, performance compliance of Control Areas,
suppliers to AGC, FRR and ancillary services markets.

As can be seen in box 30, NERC Reliability Coordinators
manitor several requirements, including ACE-Frequency, to
maintain and enhance the reliability of their jurisdictions. The
ACE-Frequency Monitoring Systent, shown in the upper
applications box (Reliability Region Performance Monitor-
ing Platform) 34, provides applications for each Coordinator
within each of their Reliability Regions, Reliability Coordi-
nators utilize those applications to monitor performance and
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compliance within their Regions and notify the appropriate
Conlro] Area Dispatchers as abnormalities occur. Control
Area Dispatchers pinpoint problem sources by monitoring
the response performance of their Contrel Area and suppliers
o AGC monitoring system, frequency response resources
and ancillary services,

For example, in one exemplary embodiment, the power
grid monitoring and management system may be described in
reference to performance monitoring, tracking and short term
prediction of California Independent System Operator
(CAISO) Control Area and suppliers response to AGC, fre-
quency response reserves (FRR) and ancillary services appli-
cation as shown in box 36 (Control Area Performance Moni-
toring Platform} to support Control Area Dispatchers
Monitering Requirements (32), This application represents
further progress towards grid reliability technologies and
management tools that present real-time performance, track-
ing and predictive information across several spheres of grid
operating and reliability concerns.

FIG. 7 illustrates an application of the power grid monitor-
ing and management system 40 in an exemplary embodiment
accarding to the present invention. The power grid monitor-
ing and management system includes a platform 1o support
RTO functions (42) such as markets, operations, security and
reliability monitoring, ‘

FIG. 8 illustrates functions of the power grid monitoring
and management system 50 in an exemplary embodiment
according to the present invention. The power grid monitor-
ing and management system 50 includes a platform for per-
forming one or more of real-time performance monitoring $2,
historical performance tracking 54, sensitivities and short
termn prediction 56, and action & simulations for reliability
and markets 58.

As part of the real-time performance monitoring 52, the
power grid monitoring and management system may monitor
one or more of vollage/'VAR, ACE-Frequency, lransmission
congestion, generator performance for AGC and frequency
response and market prices/spikes.

For historical performance tracking 54, the power grid
monitering and management system may track one or more
of Tnterconneciion, Generator, Region/Zone/Substation as
well as market,

As pant of sensitivities and short term prediction 56, the
power grid monitoring and management system may predict/
handle one or more of system demand, generator response,
vollage sensitivities, distance rom collapse and short {ferm
predictions.

The actions and simulations 58 performed by the power
grid monitoring and management system may include one or
maore of notifications, reserves & ancillary services, capacitor
dispatch, generation re-dispatch, VAR managemeniand auto-
matic mitigation.

FIG. 9 is a local area network (LAN) 100 based hardware
and software architecture for the power grid monitoring and
mapagement system in an exemplary embodiment according
to the present invention, The archilecture inclides a number
of clients 114, 124 that interface with a server 110 over the
LAN 100. The serverand clients, for example, may be COM+
server and clients, and the communications may take place
nsing XML langnage.

Each client 114, 124 interfaces with the power grid momni-
toring, and management system client 116 and 126, respec-
tively. The display of the power grid monitoring and manage-
mentsystem 118 and 128 are used to provide visual indication
of monitoring and tracking to the user.

The server 110 is coupled to a power grid menitoring and
management system database 104, for example, over an
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OLEDR connection. The server 110 is also connected to a
power grid monitoring and management system application
server 102 and a client 108. The communication between the
server 110 and the client 108, for example, is performed using
XML language. Further, the client 108 communicates with
one or more monitoring applications 106 using the XML
language. The one or more monitoring applications 106 also
interface with the power grid monitoring and management
system application server 102. The monitoring applications
areconnected over OLEDB connection and/or other data base
connections to customer proprietary databases or data plat-
forms 112. The customer proprielary database or data plat-
form 112 may include one or more of SCADA (Supervisory
Content and Data Acquisition) database, market database, P1

- database and Phasor Data dambase. The LAN-based archi-
tecture may have different configurations in other embodi-
ments.

FIG. 10 is a web-based hardware and software architecture
for the power grid monitoring and management system in
another exemplary embodiment according to the present
invention. On the power grid monitoring and management
system application server side, the configuration is identical
1o that of the LAN-based hardware and software architecture.
The server 110, however, communicates with another client
(which may be a COM+ client) 142 using the XML language,
Theclient 142 is coupled with an Internet Information Server
(118) 140. A power grid monjtoring and management system
web server 144 also communicates with the client 142 and the
1S 140. The IIS 140 communicates over the Internet 150
using XML language and Simple Object Application Proto-
col (SOAP) protocol with the visnalization programs 152 and
156, respectively, for visual communication with users on
web clients 154 and 158, respectively. The web-based archi-
tecture may also have different configurations in other
embodiments.

For cxample, in both the architectures of FIGS. 9 and 160,
only twa clients are shown on the client side. In practice,
however, there may be more than two clients. Further, the
power grid monitoring and management system application
server 102 may be coupled to both the LAN-based clients and
web-based clients over the LAN and the Internet, respec-
tively. Further, the Internet may be replaced or complemented
by an Intranet or any other similar proprietary or non-propri-
etary networks.

FI(. 11 illustrates the architecture of an ACE-Frequency
real-time monitoring application 160 using the power grid
monitoring and management system in an exemplary
embodiment according to the present invention, The ACE-
Frequency monitoring system receives ACE and frequency
data from the nation's Control Areas (Data Colleciion 162),
calculates performance parameters (e.g., reliability compli-
ance parameters 170} for each reliability jurisdiction and
compares those performance paranieters to NERC reliability
compliance guides (Standards & Algorithms 166). The
resulls of these comparisons are then displayed graphically
and (Visualization 164) on a geographical map {Geography
168) foruse by each of the Reliability Organization from each
of the layers, depicted in the lower, right pyramid 172. The
tiers of the pyramid comprise the control areas, reliability
coordinators, reliability lransmission organizations, reliabil-
ity regions, and Interconnections.

FIG. 12 illustrates five major functional components of the
NERC ACE-Frequency real-time monitoring system 180 in
an exemplary embodiment according to the present inven-
tion: Local Monitoring 182, Global Monitoring 184, Abnor-
mal Frequency Notification (AFN) 186, Interactive Data Col-
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lection (JIDC) 188 and Unavailable Data Reporting (UDR)
190. Following are description of each one of the major
functional componcnts.

The first is the Local Monitoring Geographic-Graphic
Visuvalization 182. In the described exemplary embodiment,
most of the ACE-Frequency visualization is geographic-
graphic oriented and covers different time windows from
current time to 30-days. The local-visvalization option covers
from current time to 1-hour, and it offers to end users three
different views of Control Area ACE and Interconnection
frequency data displayable in the three-panel window visu-
alization,

The second is the Global Monitoring Geographic-Graphic
Visuvalization 184. In the described exemplary embodiment,
this option uses the Epsilon performance parameter as an
indicator of the frequency performance for each of the inter-
connections. For example, it shows the performance param-
eter for two time windows, 6-hours and 30-days. It also uses
a power grid menitoring and management system three-panel
window visualization as will be described below.

The third is the AFN 186. The real-time AFN is a real-time
monitoring component of the ACE-Frequency Monitoring
System. The AFN is designed for real-time monitoring of
abnormal interconnection frequencies, and to automatically
issue e-mails to specific NERC Resources Subcommittee
members and NERC staff when predefined abnormal fre-
quency performance criteria are met. E-mail recipients may,
for example, use the ACE-Frequency monitoring system
capabilities to assess root causes of the abnormal frequencies
when notified. The input data to the AFN may be provided by
Control Areas to NERC over a secure connection using NER-
Cnet, XML, and/or SOAP technologics.

The fourth is the IDC function 188. Via the IDC function-
ality, NERC subcommittees, NERC staff, and operating engi-
neers can interactively define the historical window of time
and the specific control-performance parameter they need to
analyze and assess frequent disturbances. Once data is col-
lected from the NERC data server, the users can use equiva-
lent reliability coordinator visualization and/or save the data
in comma-delimited files.

The fifth is the DRG function. The DRG offers the capa-
bility to interactively identify and report Control Area data
transfer performance. Users can select hourly, daily, weekly,
and/or monthly reports and select the specific data they want
to assess for availability.

[t has been demonstraled by Control Area Dispatchers that
the more effective operational displays are those that follow a
hierarchical approach to present operational data for current
time and other key windows of time. The power grid moni-
toring and management system visualization model in an
exemplary embodiment of the present invention encompasses
displays at high and low levels to meet the varying needs of
different reliability application users. Thus, in the described
exemplary embodiment, monitoring applications are devel-
aped for wide-area and local area users using the power grid
manilering and management system.

FIG. 13 illustrates reliability functional levels and visual-
ization hierarchy in an exemplary embodiment according 1o
the present invention, and FIG. 14 illustrates an integrated
visualization model in an exemplary embodiment according,
to the present invention.

Thehierarchal structure in FIG. 13 shows that it is desirable
for the Reliability Coordinators to have a wide-area view of
their jurisdictions for reliability compliance monitoring 192.
Also, it is desirable for the 1SOs and RTOs to have the ability
to assess performance and trends (194) of their Conirol Areas,
In turn, it is desirable for Control Areas to have local arca
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information 196 to pinpoint specific suppliers reliability per-
formanee issues. The ACE-Frequency tool allows Reliability
Coordinaters to monitor ACE-Frequency performance and
compliance for each of their jurisdictions using wide-control-
area graphic-geographic visvalization.

For the definition and design of the ACE-Frequency
graphic-geographic visuals for each of the visualization lay-
ers shown in FIG. 13, the data collection 200, computalional
and display (or visvalization) models 202, 204 from the
power grid monitering and management system shown in the
first three vertical segments on FIG. 14 may be used. For the
NERC ACE-Frequency real-lime monitoring system, about
123 Control Areas transmit ACE and frequency data to a data
server located at NERC (data collection).

The data is processed and performance parameters are
calculated in the computational engines (computational
model) of the power grid monitoring and management sys-
tem. The design and deployment of each of the displays
follows the three steps (i.c., human factors, user interaction
and composition) illustrated in the display model section 204
on FIG. 14,

FIG. 15 illustrates an ACE-frequency real-time monitoring,
architecture of the power grid monitoring and management
system in an exemplary embodiment according to the present
invention, For example, input data is provided by Control
Arens to NERC over a secure connection using NERCnet 211
during data acquisition and validation 210. The data may have
been sent, for example, by one or more (up to all) of 123
Conitro] Areas. The received data is archived (i.e., collected
and concentrated) in one or more NERC database servers
216. The data may also be processed using ACE and/or AIE
applications. Output results go, for example, via XML, and
SCAP 1echnologies to a browser base clients.

The archived data may also be provided to NERC applica-
tions and web server 218. The NERC applications and web
server communicate with an early notification e-mail server
222 and/or Reliability Authorities web browser 220 over the
Internet. For example, The NERC applications and web
server may broadcast ACE-AIE key data 1o the Reliability
Authorities every 60 seconds. The early nofification e-mail
server 222 may be used to notify abnormal events via e-mail
212. The monitoring and tracking by 22 Reliability Authori-
ties may include graphic and geographic displays using the
performance monitoring technology platform of the power
grid moniloring and managemem sysiem of lhe present
invention.

FIG. 16 is a screen shot 220 that illustrates a multiple view
architecture of a display of the power grid monitering and
management system in an exemplary embodiment according
to Lhe present invention. The screen shol includes a real-time
monitoring panel 222 wsed for graphical monitoring, a track-
ing panel 224 used for displaying tracking information, and a
forecast panel 226 used for displaying prediction. The screen
shot 220 also includes a text data/horizontal scroll panel 228
for viewing/scrolling text data.

In an exemplary embodiment according to the present
invention, the CMS of the power grid monitoring and man-
agement system provides to Security Coordinators the tools
to monitor each Control Area (CA) within their area of
responsibility. Using the CMS, each Control Area will be
reporting their ACE and AITE. For example, cach of the Con-
trol Areas may report in one-minute intervals its ACE, fre-
quency and AIE data through the NERCnet to the NERC Web
Server. This data may be matched to the ACE/Frequency
validation Matrix, the ACE-CMS database and presented
back to each Security Coordinator urilizing the CMS. The
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compliance monitoring (reliability compliance) may also
include CPS monitoring and inadverient monitoring,

Therefore, the Security Coordinator will have the ability to
view the CA performance vsing the graphic geographic visu-
alization for Interconnections, Reliability Regions, Reliabil-
ity Authority, Control Area and RTOs. Within these graphic
displays the lecal hourly ACE may be presenied in 2D and/or
3D. The power grid monitoring and management system also
allows the user to display the ACE over different periods of
time. These periods of time may range from the last scan to a
thirty day history. The selection of all the Control Areas to an
individual Control Area may be available to the user. 1n the
described exemplary embodiment, there are three basic views
for use in viewing these areas. An interactive replay of his-
torical data may also be available. The replay element may,
for example, allow for 24 hour, 48 hour, 7 day and 30-day
replays.

The exemplary CMS presents the user with several differ-
ent graphics. The Cave diagram is one of those graphic that is
used as a tool to represent frequency/ACE, frequency/CPSI
and Epsilenl/calendar. The CPS1 pertains to a limit, which is
a constant derived from a targeted frequency bound reviewed
and set as necessary by the NERC Performance Subcommit-
tee. Over a year, the average of the clock-minute averages of
a Control Area’s ACE divided by ~10[] ({0 is conirol area
frequency bias) times the corresponding clock-minute aver-
ages of interconnecticn’s frequency error must be less than
this limit to comply with CPS1. To comply with CPS2, the
average ACE for each of the six tem-minute periods during
the hour (i.e., for the ten-minute periods ending at 10, 20, 30,
40, 50 and 60 minutes past the hour) must be within specific
limits, referred to as L.10. An Epsilon ((J) is a constant derived
from the targeted frequency found. It is the targeted root mean
square (RMS) of ene-minute average frequency error from a
schiedule based on frequency performance over a given year.

The Cave diagram 230 in FIG. 17 represents a Frequency/
ACE diagram. Time is displayed on the horizonial axis. The
upper graph vertical axis 232 displays the ACE. The lower
graph vertical axis 234 displays the frequency. These two
elements are used to develop the Cave graph. This type of
graph is used as a tool [or the review ol current data as well as
historical data in an exemplary embodiment according to the
present invention.

The ACE function allows the user to view data for Epsi-
lonl, ACE, and CPS1. Hence, the user is allowed to view the
glabal, local or tracking dala depending on what the user
requires can disseminated the data further. The global func-
tion may be used to look at one or more of the Epsilon, the
local ACE and tracking CPS1.

Referring back to FIG. 11, the CMS receives data from the
Control Areas (Data Colleclion 162) and compares this
received data to the submitted compliance data from each
Control Area (Standards & Algorithms 166). The results of
these comparisons are then displayed graphically (Visualiza-
tion 164) on a geographical map (Geography 168). The five
tiers of display slart with the [SO RT0Q, Conlirol Areas Reli-
ability Autherity, Reliability Regions and Interconnections.

FIG. 18 is a screen shot 240 of a default display for a
Reliability Authority in an exemplary embodiment according
to the present invention. The boundary fabs that appear at the
top left side of screen represent the reliability organizations
eniry points. The five boundary tabs that arc used for the CMS
in the deseribed exemplary embodiment are as follows: 1)
Interconnections; 2) Reliability/Regions; 3) Reliability
Authority (defanlt); 4) Control Area; and 5) ISO RTO.

The Interconnection Map is divided into the four () NERC
Interconnections, West, East, Quebec and Texas. The Reli-
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ability Region tab allows the user to view the map ina Region
format. The Reliability Authority tab allows the user to view
the 20 Reliability Authority areas of responsibility. Further,
the Control Areas tab will give the user a map of'all the NERC
Control Areas. In addition, the ISO RTO map displays the
thirteen (13) RTOs. In each of these maps, the Interconnec-
tions and/or other areas that do nol submit data to the CMS are
shown in black. In FIG. 18, for cxample, Texas is shown in
black as it is not currently submitting data to the CMS.

In each of the five boundaries, the current ACE and ACE/
L10 data is displayed. The corresponding data is presented in
a dynamic window 244 thal appears at the bottom center of
each map. As shown in FIG. 18, the dynamic window has four
tabs: 1) Overview; 2) Worst/Best CA's; 3) Reliability Author-
ity Data, which changes to the boundary selected); and 4)
Contro] Area (inner circle).

In the power grid monitoring and management system of
the described exemplary embodiment, a 31 map may also be
displayed. In addition, the network lines may be generated on
the map, Further, the user may also be able fo view global
Epsilon for the Interconnections. Epsilon is a function of
frequency. It is a constant derived yearly from the targeted
Interconnection frequency deviations found from the prior
year. This constant is used to compare the last hour frequency
performance against this constant, and used to assist the
Repional Authority on knowing how the Interconnection con-
trol has performed. For example, when the constant and mea-
sured value equal a number beiween 0-8 the map may be
colored in blue (“good™) for that Interconnection. Should the
comparison of the Epsilon be greater than 8, but less than 10
then that Interconnection may appear as green (“satisfac-
tory™) on the Interconnection map. Similarly, the Intercon-
nection may appear yellow (“waming™) between Epsilon of
10-11 and red (“violation™) for Epsilon greater than 11.

The Epsilon for the selected one or more Interconnections
for the past 24 hours may be viewed, for example. FIG. 1% is
a screen shot 250 of an Interconnect-Epsilon map in a three-
panel display in an exemplary embodiment according fo the
present invention. It can be seen in a first panel 251 that the
United States is divided into four Interconnections: 1) West-
ern (W) 252; 2) Eastern (E) 253; 3) ERCOT (1 or Texas) 254;
and 4) Quebec (Q) 255. ’

The user may select one or more Interconnections for view,
In the screen shot 250, the “Daily Interconnection Map—Last
24 Hours Epsilon” 251 occupies the first panel, The “Daily
Image Panel” 256 is in the upper right hand corner, and the
“Daily Plot Panel™ 258 is located in the Jower right hand
corner of the display. To have any one of the panels viewed as
afull screen for better viewing, the desired panel may be right
clicked to bring up a pop-up menu. By selecting *“Maximize”,
the Panel may be shown as a full screen. The power grid
monitoring and management system also allows for replaying
using a replay function, for example. The replay may be up to
24 hours or more, for example. The replay speed may also be
controlled 1o be slower and/or faster.,

FIG. 20 is a screen shat 260 of a local view for a Control
Arca map in an cxemplary embodiment according to the
present invention. The graphic in the view of FIG. 20 shows
the ACE and ACE/L.10. The Control Areas’ ACE and/or ACE/
L10 may be color coded so that as the Control Area’s “ACE"
changes the colors may be represented for the Cantrol Area,
For example, the ACE of -200 to —100 may be represented by
red, -1001o O by yellow, 0 to 100 by green and 100 to 2000 by
blue,

Also for the local view, a three-panel display may be dis-
played for a specific Control Area. The adjacent Control
Areas may be defined as two Control Arcas that arc intercon-
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nected: 1) directly to each other; or 2) via a multi-party
agreement (e.g., ISO and Power Pool agreemenis) or trans-
mission tariff Selecting Adjacent 0 may show only the Con-
trol Area, Adjacent 1 may show adjacent Control Areas, and
Adjacent 2 may go out to the second level out away from the
selected Control Areas. Selecting All may select all Control
Areas. An actual interchange is a metered interchange over a
specific interconnection between two physically adjacent
Control Areas. An inadvertent interchange is a difference
between the Control Area’s net actual interchange and a net
scheduled interchange.

For example, FIG. 21 is a screen shol 270 of a curtent
Control Area map for a selected Control Area 272 in an
exemplary embodiment according to the present invention,
The selected Control Area 272 is shown in yellow on the ACE
map. The upper right hand corner shows a Jast hour ACE 274.
This display is broken into 10-minute increments. A Cave
graph 276 displays frequency and ACE for the last hour. The
last hour ACE and the hourly Cave may also be displayed
separately in the full screen. Similar to the global view, the
local view ACE may be replayed for last 24 hours or more,
during which the replay speed may be adjusted to become
faster and/or slower.

FIG. 22 is screen shot 280 of a CPS map in an exemplary
embodimen! according to the present invention, The CPS
map in the described exemplary embodiment is the same for
each of the five boundary tabs, The CPS map may be color
ceded to visually give the user, for example, a view of the
number of items in the ten (10) minute window of CP81 that
the ACE did not cross zero for the last hour when compared to
the Control Area’s stated CPS1. For example, blue may rep-
resent 0 to —100%, green may represent 0 to 100%, yellow
may represent 100% to 200%, and red may represent 200% to
1,000%.

By selecting the Contrel Area, and selecting a daily or
monthly view, a three-panel view may he obtained for the
Control Arca and/or adjacent areas. For example, FIG. 23 isa
screen shot 290 of a three-pane]l view in an exemplary
embodiment according to the present invention. This particu-
lar map, for example, was generated using Adjacent 1 feature.
From this screen, a replay of last 24 hours or more may be
obtained. Further, the replay speed may also be controlied 1o
be faster and/or slower.

FIG. 24 is a screen shot 300 of a data collection tool in an
exemplary embodiment according to the present invention.
The data callection tool may allow the user to view/exiracl
raw data from the NERC database. This tool may be vsed 1o
view the data that has been collected for the user to analyze.
Using the collected data, one or more charts may be generated
as shown on a screen shot 310 of FIG. 25, for example.

FIG. 26 llustrates utilization of NERC ACE-[requency
monitoring 315 in an exemplary embodiment according to the
present invention. The power grid monitoring and manage-
ment system receives an early abnormal notification 320.
Then a root cause assessment 322 is performed for Regions
and Contral Areas with ten (10) worst ACEs, [or example. O
these Regions and Control Areas, the root cause is pinpointed
(324). Further, the Interconnection Control Areas 'requency-
ACE and Root Cause Control Area ACE-Frequency are ana-
lyzed (326, 328).

FIG. 27 illustrates a screen shol 330 ol a supplier-Control
Area performance for AGC and frequency responsc applica-
tion in an exemplary embodiment according to the present
invention. For example, as can be seen in a first panel 332,
real-time monitoring can be performed by zones, resource
types and/or by owner. Actions/results may be viewed
through horizontal scrolling and/or tabular display 338. Fur-
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ther, a simulation or replay may also be performed/displayed.
In the other panels 334 and 336 of (he three-panel display, a
historical performance tracking and delta forccast for the next
six {6) ten minute periods, respectively, are also displayed.

FIG. 28 illustrates a market monitoring system 340 in the
power grid monitoring and management system in an exem-
plary embodiment according to the present invention. In the
market monitoring system 340, a marke! monitoring cenfer
342 (in the power grid monitoring and management system)
receives systems conditions 344 such as market power, price
spikes, demand forecast error, safe regulation bands and/or
new controf metrics. Also, the market moniloring center 342
receives market metrics such as blue alert, green alert, yellow
alert and/or red alert. Then the market monitoring center
performs actions 347 such as market performance metrics
notification, remedial actions (e.g., re-dispatch), emergency
actions and/or suspend rules. Further, the power grid man-
agement system monitors system conditions, track market
metrics, assess predictive risk management, and the like
(348).

FIG. 2% illustrates a screen shot 350 of a market monitoring
application (of the power grid monitoring and management
system) in an exemplary embodiment according to the
present invention. For example, the system monitors (352)
prices/spikes, imbalance energy, market power indices, and/
or demand forecast error. Further, the system is used to take
corrective actions (354) such as re-dispatch, price caps, sus-
pend market rules and/or automatic mitigation. In two other
panels of the three panel view of FFIG. 29, the system alse
tracks (356) historical performance by generator, control
area, market and/or supplier, and/or the like, and bid sensi-
tivities (358) for generator, portfolio and/or Control Arca.

The power grid monitoring and managemen system in an
exemplary embodiment according to the present invention
performs Security Center monitoring. The Security Center
operational hierarchy may include one or more of: 1) Security
Monitoring, Center using, current and future synchronized
data; 2) NERC 22 Reliability Coordinators; 3) RTOs/1SOs,
Control Areas; 4) transmission only providers; 5) generation
suppliers; and 6) load serving entry.

FIG. 30 illustrates a Security Center monitoring system (of
the power monitoring and management system) in an exem-
plary embodiment according to the present invention. A Secu-
rity Center 362 receives composite security indices 364,
which include synchronized data network, supply adequacy
metric, voltage/ VAR adequacy, congestion management and/
or market dysfunction. The Security Center also receives
security alerts 366, which include red, orange, yellow, green
and/or blue alerts. The Security Center 362 in coordination
with a Security Coordinator 367 tracks composite security
indices 368, monilors composite security metrics 372,
assesses predictive risk management 374, and coordinates
with Reliability Coordinators level 370. F1G. 31 illustrates a
screen shot 380 of a real-time security monitoring application
(of the power prid monitoring and management system) in an
exemplary embadiment according to the present invention.
The system performs a real-time monitoring of composite
security indices (382), and also tracks the composite security
indices (388). Inaddition, the system coordinates with NERC
Reliability Coordinators. Further, the system also provides
actions, phone numbers and e-mails to facilitate the coordi-
nation (386).

FIG. 32 is a block diagram ofa NERC reliability functional
model 390 in an exemplary embodiment according to the
present invention. The power grid monitoring and manage-
ment system in exemplary embodiments according o the
present invention facilitates the integration process, focusing
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first on the applications required by the stakeholders within a
dotted line 392. Functions within the doited line include
reliability coordination 393 and compliance enforcement
394, balance autherity service acquisition 395, load servicing
entities procurement 396 and the actual vsage of the services
by the transmission operators 397,

In an exemplary embodimeni according o Lhe present
invention, the power grid monitoring and management sys-
tem is adapted for the monitoring, tracking and short term
prediction of CAISO CA and suppliers response to AGC,
FRR, and ancillary services (A.S.) regulation performance/
requirements. In the described exemplary embodiment, the
power grid monitoring and management system will track
and predict both the Control Area’s and the supplier's perfor-
mance for the above three services (AGC, FRR and A .8.). The
power grid monitoring and management system, for example,
may be used by the real-time operators, the operating engi-
neering staff and/or management.

The real-time operators may obtain one or more of the
following benefits through the present invention: 1) enhanced
ability to monitor and track the CAISO Control Area and
Suppliers response to AGC, including the ability to segregate
into arcas, (e.g., Northern and Southern California) and sup-
pliers; 2) identify Control Area and supplier's actions, their
performance and near real time predictions to frequency
response; 3) identify and provide information for possible
required changes in next hour's scheduled A.S. for Regula-
tion; 4) idemtify and provide information for possiblc required
changes in next day’s scheduled A.S. for Regulation; and 5)
one general overview display that show all three functions.
More detailed displays may be available for each area.

The operating engineers may reap one or more of the
following benefits from the power grid monitoring and man-
agement system of the present invention: 1) provides them
with unit specific performance information; and 2) provides
them with information that allows them Lo work with plant
owners to improve their response to AGC, FRR and A.S.
Regulation. Further, the power grid monitoring and manage-
ment system of the present invention may provide to the
management near real-time operational information that
allows them 1o evaluate the effectiveness of market rules and
tariffs.

The power grid monitoring and management system may
also provide reliability services to the relationships between
operational reliability objectives, services required for reli-
able operations and the roles and respansibilities for the con-
trol and operation authorities. For example, the reliability
services may be provided to transmission reliability, supply
resources and demand balance, and A.S, markets.

Returning now to FIG. 6, the top half of FIG. 6 shows the
architectural overview of the application of the power grid
monitoring and management system for monitoring real-time
control performance at the reliability coordinator level, The
applications have been designed, deployed and tested for the
NERC Reliability Coordinators. The bottom half of FIG. 6
shows the overview for the Control Arealevel. The power grid
monitoring and management system intcgrates response o
AGC, FRR and A.S. to effectively visualize how the CAISO
Control Area and Suppliers are performing for each of the
three areas.

A Sysiem operalor normally has an available range of AGC
control, both up and down, displayed on some type of gencral
overview. These values, in today’s systems, are normally
mapped into these overviews as provided by successful bid-
ders of Regulation A.S. This AGC range & ability governs
many decisions made on real time (i.e., magnitude ol Control
Arca Interchange ability, coverage of manually dirceting on-
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line generators for various reasons, etc.). In one exemplary
embodiment, the AGC module of the power grid monitoring
and management system qualifies the accuracy and perfor-
mance of that AGC range as it happens and records it. For
example, the AGC module may display and track how much
a generator on AGC control is signaled to move in MW and
presents various displays/documentation on how well (or not)
that requirement isfwas being met.

The user may have the ability to see generator response to
AGC in real-time. Aside from over-all aggregate views, the
user can display (select or “turn on”) a segregation of genera-
tors into zones (e.g., Northern California and Southern Cali-
fornia) and suppliers, which could aid real-time decisions. As
an example, monitoring could show all generators in the north
meeting 100% response requirements and only 70% in the
south, dictating possible manual intervention for an upcom-
ing large ramp that might leave undesired loadings on con-
strained paths (e.g., Path 15). Aside from regional segregation
ability, the power grid monitoring and management system
can also separate displays into types of generators (i.e., 150
Mw, 750 MW, Hydro, etc.).

The displays for tracking may show the response perfor-
mance of suppliers to AGC for the previous hour, day and
week. By unilizing historical response data, the application
may predict the response performance of each supplier to
AGC for the next 10, 20, 40 and 60 minutes.

In Summary, the AGC maodule may achieve/produce one or
more of the following: 1) a visual representation of the real-
time performance of each generator on AGC; 2) various
options of displaying aggregate and detailed information on
AGC units; 3) provisions for alarm points when established
parameters are met; 4) selectable Time Period Displays and
Printouts, (Previous Hour, Day, Week) of a generator's per-
formance, They can be used for monetary penalties in billing
and for various analysis efforts; and 5) can be used for near
real time prediction. (10, 20, 40 and 60 minutes). The syslem
overview visualizations to show the above functionalities will
be discussed later.

In an exemplary embodiment according to the present
invention, the power grid monitoring and management sys-
lem provides conirol area and suppliers response perfor-
mance monitoring, tracking and prediction to FRR. Histori-
cally, having NERC Standards in place has provided adequate
assurance that the Control Areas and interconnected genera-
tors within each Interconnection, as well as load shedding,
were able 1o eflectively respond to conlingencies and
adequately arrest frequency excursions, thereby meeting
design expectations. Within the WECC (i.e., Western Inter-
connection), the normal and expected change in system fre-
quency for the loss of 1,000 MW of generation has beena 0.1
Hz decay. In recent years, however, it is not unusual o expe-
rience a 0.1 Hz decay in system frequency with only a 300 or
400 MW loss of generation. So FRR Monitoring, Perfor-
mance Tracking and Prediction implementation at CAISO is
desirable.

The following example illustrates a frequency decay by 0.2
Hz for a loss of about MW. It appears, for whatever reasons,
that the overall frequency response of the interconnected
system has changed significantly, in a negative way. The
exemplary embodiment implements new standards, specifi-
cally addressing the issue of lrequency response, and estab-
lishing, the necessary monitoring and tracking system(s} to
evaluate the performance of the frequency responsive
resources and the Control Area.

A Contro] Area's frequency response performance is the
resull of how good or bad all the Frequency Response
resources connected 1o the transmission system respond and
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perform, This application will monitor, track, and project
Frequency Response Reserves performance in the CAISO
Control Area.

Major functions of the FRR module may include one or
more of:

1) Performance—monitor the perfermance of the CAI-
S0's Control Area response to frequency excursions, calcu-
late the MW/0.175 Hz deviation and determine if the Control
Area is in compliance with the proposed NERC/WECC FRR
standards. In addition, the application may monitor the actual
performance of each of the frequency responsive resources
that are expected {o suppori the Control Area respense to
frequency excursions and caleulate their contribution per
MW/0.175 Hz deviation. This module will provide the
answer to the question, “Which resources are contributing to
the Control Area's overall compliance with the Frequency
Response Reserves (FRR) standards?”;

2) Tracking—time tagging and archiving of actval data
associated with monitoring performance and MW/0.175 HZ
deviation performance of the Control Area to frequency
excursions, as well as the performance of the individual fre-
quency responsive resources. Data may be stered in a time
series databasc and used to present the pattern and behavior of
specific resources. Historical data may alse be used 1o feed
the prediction module. It can also be an ingredient of any
required disturbance control standard (DCS refers to the stan-
dard which requires the ACE to return either to Zero or o its
pre-disturbance level within 15 minutes following the start of
the disturbance, which is a) any perturbation to the electric
system, or b) an unexpected change in ACE that is caused by
the sudden loss of generation or interruption of load.);

3) Probabilistic prediction—provide the CAISO staff with
a prediction of the expected performance of the frequency
response resources to the next frequency excursion. A more
accurate forecast of the upcoming performance in meeting
the FRR standards may allow the CAISQO 1o maintain and
improve system reliability and market cfficiencies. If the pre-
diction module of the application determines that the antici-
pated resource configuration is inadequate in meeting the
FRR requirement, it can produce a suggested alternative or
additional resource requirements; and

4) Visual Analysis—the power grid monitoring and man-
agement system visual analysis layer may facilitate the inter-
pretation of the results from each of the major functions.
Taking advantage of the visvalization techrology available in
the power grid management system, i1 may present past,
current and near term future information to the CAISO staff
on tabular, graphical and/or geographical displays. The appli-
cation may provide the ability to segregate suppliers into
zones, such as Northern & Southem California, and also of
lhe various “types” of generalors.

Load shedding on non-critical loads is another FRR
resource that the system operator may have to adjust fre-
quency. For this reasen, the performance of lead shedding
(measured as MW/0.175 Hz) as a frequency control resource
may also be determined, tracked and predicted.

The suppliers response performance to AGC previously
explained, displayed and recorded what each and all Control
Area regulating generators were signaled to move and how
they performed, relative to that signal. This application may
track and record the delta or dillerence between what the
supplier bid in regulation service for the Hour Ahead Market
and its actual response.

Ancillary Service of regulation is normally prescheduled
for the hour ahead (and day ahead) via the marketplace, A
success{ul supplier of regutation will normally have an up and
down magnitude, although one direction only can cccur. In
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conjunction with that MW range, a ramping (rate of change)
magnitude is also provided by the supplier, normaily in per-
centage or MW/minute.

The displays for monitoring of this application will show
and record how well a generator is providing regulation,
fallows contrel signals sent by CAISO’s Energy Manage-
ment System Computer and will compare it to the parameters
(ramp rate) provided by the supplier (Bid, Contract or Plant
Information) in the IHour Ahead or Day Ahead Market.

Thedisplays lor tracking will show the supplier's historical
response performance 1o the hourly ancillary services market
for the last day and week. This information could be shared
with the suppliers that provide this service, to improve qual-
ity, or even be made inclusive of the payment structure when
stipulated non-performance occurs.

The displays for prediction will show the suppliers predic-
tive response performance to hourly ancillary services one,
two, three and/or four hours ahead. For example, suppose
nexthour’s Regulation range is displaying a S00 MW upward
quantity, with a 25 MW/Min aggrepate ramp rate, provided
by the marketplace. Utilizing historical performance data,
this application will rotc what sources arc providing this
regulation range and “quantify” it for the System operator. It
could, for example, note that only x-amount is available over
a designated time period or that only 15 MW/Min rate of
change is achievable. If that reality is unacceptable, the sys-
tem operator may have the option of utilizing other hourly or
10 minute sources to mitigate adverse balancing and reliabil-
ity effects. This will apply to either increasing or decreasing
load requirements.

A System operator will often have a need to appraise what
resources have been planned for some near short term future
hours. This can be the result of unplanned outages of genera-
tors, internal transmission lines, interconnection transmis-
sion hines and other events. This application gives a little
longer look than the Hour Ahead program in respect to Ancil-
lary Services Regulation.

Similar to the Hour Ahead function, the monitoring asso-
ciated with this module is focused on those regulation ancil-
lary services that were atlained [rom the Day Ahead Market
only and will display relative comparisons of actual perfor-
mance vs. market bids in these regulation services.

Historical performance data for the past day and week will
be available in the displays of this module. This data could be
used in conjunction with the Hour Ahead Performance by
comparing records for various validations or determinations
between the two markets. They can also be shared with the
suppliers for improved quality of service or included in the
payment structure for perforimance penalties, The power grid
management syslem may also allow the user, using historical
performance data, to predict the performance of the day ahead
committed resources of ancillary services for regulation by
choosing the display option of Day Ahead Market,

Based on NERC current reliability guides, drafts standards
for NERC and WECC Frequency Response Reserves (FRR)
and input from the CAISQO's system operators and manage-
ment, the key functional capabilities for the power grid moni-
toring and management system for CAISO may include one
or more of: 1) performance monitoring of CAISO's CA and
suppliers to AGC; 2) performance monitoring of CAISOQ’s
CA and suppliers to FRR; and 3) performance monitoring for
CAISQ’s CA and suppliers to Hourly and Day-Ahead Ancil-
lary Service Regulation.

The Control Area’s frequency respense performance is the
result of how good or bad all the frequency responsive
reseurces connected to its transmission system perform. The
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challenge for the Control Area is how to determine the actual
performance of each resource vs. expectations.

Although this application has the ability and will evaluate
the Control Area performance to determine compliance with
the FRR Standards, the primary focus of the application is 10
monitor and track the actual performance of the individual
frequency responsive resources connected to the grid. As
staled above, il is the performance ol each and every resource
connected to the CAISO’s grid that will determine the Con-
trol Area’s overall frequency regulation performance.

The purpose of the proposed application is to provide suf-
ficient and meaningful information for the CAISO manage-
ment and staff to: 1) maintain system reliability and ensure
compliance with NERC and WECC reliability standards, by
monitoring in real time the response performance of CAI-
80’s CA and suppliers to the AGC, FRR and A.S.; and 2)
improve the efficiency of the A.S. market. The Table 1 below,
for example, shows functionalities in an exemplary embodi-
ment according to the present application.

TABLE 1
Overview of Functionalities
Service
CA&Suppliers CA&Suppliers CA&Suppliers
Response te Response to Response ta

Function AGC FRR A8,

Monitoring Scheduled vs Expected vs Last Bid vs
actual response actual response  actual response
in iast one- in last frequency  Performance
minute interval excursion Index
Performance Performance
Indices index

Tracking Previous hour, History of Last day supplier
day and week Deviations respanse to A.S.
scheduled vs (MW/0.175Hz)  markets
actual response performance 1o T.ast week
Histerical frequency supplier respense
Performance excursions of CA o A8, markets
Index and suppliers Historicel

Historical Performance
Performance Index
Index

Predictions 10 Minutes Next frequency 1,2,3and4

and Ahead gxeursion, hours ahesd for

Probability 20 Minutes twenty and sixty  hour market

bands Ahpad soconds response  Day ahead
40 Minutes Probability bands market
Ahead Bad data Prabahility bands
1 hour ahead identification and DBad data
Probability bands replacement identification and
Bad data replscenent
identification and
replacement

It should be noted that the iracking function may serve asa
simulation to0l,

In monitoring the response performance to AGC of CAISO
CA and suppliers, the syslem operator may first [ook at the
display of thc one-minute supplier centrol error for each
resource, A pie graph may be presented for each resource that
is being monitored. Part of the pie indicates the expected
response, other part the actual response and the last part the
difference between the actual and the expecied response. The
pie will be color coded to indicate the performance of the
generator response for the last one-minute period. The cylin-
der height, also color-coded, represents the performance
index. The performance indices are defined herein later on.

For the tracking of the response performance to AGC of
CAISO CA and supplicrs, the system operator has a chart
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available with the historical values for the period that he/she
specifies, The response prediction may also be offered to the
System operator, for the next 10, 20, 40 and/or 60 minutes,

The system operator may then use these three pieces of
information to decide how much to rely on each resource for
AGC. For example, suppose actnal part of the pie is red and
the cylinder height is red. This means that the supplier is
performing poorly recently. Analysis of the historical perfor-
mance (tracking function) provides additional information to
decide how reliable the supplier is. If the historical perfor-
mance is poor, the forecast will also be poor. The System
operator will integrate all this information 1o decide on a
course of action for the resource under consideration.

Similar functionality will be offered for menitoring, track-
ing and predicting the response performance of CAISO CA
and suppliers to FRR. Instead of one-minute values as in the
resource response to AGC, however, the resource response to
the historical average to frequency excursions may be dis-
played, Bach supplier may be represented by two color-coded
pies and a cylinder. The pie indicates the generator FRR
actual response to the last frequency excursion and its
expected response. The height of the cylinder may, for
cxample, represent the performance index of the generator.

The functionality offered for monitoring, tracking and pre-
dicting the response performance to A.S. markets (hourly and
daily) may, once again, be similar to the one of the previous
two applications. Each supplier is represented by two color-
coded pies and a cylinder. The pie represents the most recent
response for the day ahead and hour ahead bids and the bids
made by the suppliers in the A.S. markets. The cylinder height
represents, as before, the performance index.

FIG. 33 illustrates a geographic-graphic visualization
overview 440 of a control area and suppliers performance
monitoring and prediction platferm for AGC, FRR and regu-
lation A.S. in an exemplary embodiment according to the
present invention. As shown in FIG. 33, the CAISO System
operator will have available displays to monitor for the cur-
rent time, last 24-hours and last X-minutes (default 10-min-
utes) both their CA and the individual suppliers response
performance, forecast and tracking performance of CAISO
AGC, Frequency Response Reserves (FRR), and hourly and
daily Regulation Ancillary Services markets. In addition,
besides having CA and suppliers performances for each ser-
vice, CAISO System operators will also have available an
integrated window that will show continucusly the CA and
suppliers performance for all four services simultaneously,
and replay capability for displays on either of the panels from
the 3-panel displays.

This application of the power pgrid management system
allows the CAISO System operators and management to
identify via 3-panel displays the CA and suppliers perfor-
mance for each service on geographical displays for current
time, the last ten minutes on co-plot displays, and for the past
24-hours on image-displays and user selected suppliers pre-
dictive performance. The bottom of the 3-panel displays will
be user selectable, to switch from tabular text window corre-
lated with the data in the 3 panels, to optionally show to
System operators in a continuous horizontally scrollable win-
dow, the performance indices for AGC, FRR and regulation
ancillary services. The indices will replay continuously fora
selectable period of time that will include the prediction
period.

FIG. 34 is a screen shot 450 of a panel view for contro] arca
and suppliers performance for, AGC, FRR and A.S. in an
exemplary embediment according to the present invention. It
can be seen in FIG. 34 that there are five labs at the lop-lefl
corner, Each of them presents a 3-pane] display with the main
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panel, showing in a 3D map, the selected suppliers perfor-
mance for the service selected and the other two panels show-
ing the selected suppliers performance for the other two ser-
vices. The three tabs at the top-right present the window for
username/password, interface for user enterable parameters,
and the help displays. The help displays, for example, may be
based on Microsofi® PowerPoint® presentations.

The map and the cylinder pie-charts in the main panel
display from the 3-panel display in FIG. 34 shows the current
respanse of each supplier, selected from categorical options
from a RMB menu, to the service selected from the tab. The
other two panels also show the performance of the selected
generators for the other two services.

The center-bottom of the 3-panel displays is user selectable
to switch from tabular text window correlated with the data in
the 3 panels, fo optionally show to System operators continu-
ously in a horizontally scrollable window the performance
indices for AGC. FRR and regulation ancillary services. The
indices will replay continuously for a selectable peried of
time that includes the prediction pericd. The three windows at
the left-bottom of the screen contain the date/time for the data
being displayed, an option to hold the antomatic data refresh,
and a yellow window to indicate the current action taken by
the user

FIG. 35 is a screen shot 460 of a panel view for control area
and penerator response to AGC in an exemplary embodiment
according to the present invention. FIG. 35 shows the 3D map
and cylindrical pic-charts in the main panel display from the
3-panel display representing the current response of each
generator, selected from categorical options from an RMB
menu, to AGC, with the cylinder-height representing each
generator performance index. The color of the CAISO control
area may represent the response to AGC of all the suppliers
providing the control area, represented by the performance
indices previously discussed herein.

‘The image on the top-right panel shows the performance
tracking of cach of the suppliers online, selected from the
RMB option, and may be color coded for the last 24-hours.
The plot on the bottom-right panel shows the predictive plot.
This plot includes a multi-series, time-based, linear chart,
One series represents the recorded values of a variable over
time and the second represents the predicted value for the
same variable over the time period and for X additional pre-
dicted values. The plot also includes a vertical reference-line
indicating the current time, relative to the time period being
displayed. Multiple instances of this plol are used in the
display, as illustrated, and the uwser selects the values for
display via an aptions dialog.

The center-bottom of the 3-panel displays wiil be user
selectable to switch from tabular text window correlated with
the data in the 3 panels, to optionally show to system opera-
tors continuously in a horizontally scrollable window the
performance indices for AGC, FRR and regulation ancillary
services. The indices will replay continuously {or a selectable
period of time and will include the prediction period.

‘I'he three windows at the lefi-bottom of the screen contain
the date/time for the data being displayed, an option to hold
the automatic data refresh, and a yellow-window to indicate
the current action taken by the user.

The two main windows at the right-bottom of the screen
contain the navigation buttons that must be implemented as
shown, and the replay bottoms that also must be implemented
as shown,

The three 1abs at the top-right present the window for
username/password, windows for user enterable parameters,
and the help displays based on Microsofi® PowerPoim®
presentations.
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FIG. 36 is a screen shot 470 for a pane] view for control area
and generators response to frequency response in an exem-
plary embodiment according to the present invention. F1G. 3%
above shows the CAISO geographic map and color coded
cylindrical pies placed at the peographic location of each
selected generator, with part of the pie representing the gen-
crator latest FRR response, the other part its expected FRR
value and the last part the dillerence between actual and
expected response. The height of the cylinder represents the
FRR performance index [or each selected generator.

The plot on the top-right panel shows the FRR perfermance
tracking of each of the generators online, selected from the
RMB option during the most recent frequency disturbances.
The plot on the bottom-right shows the current selected gen-
erators FRR performance together with its performance vari-
ance for the hour, and the value predicted for the next excur-
sion.

FIG. 37 is a screen shot 480 for a panel view for control area
and generators responsc to regulation A.S. in an cxemplary
embodiment according to the present invention. FIG. 40
shows the CAISO geographic map and twa concentric ¢ircles
located at the geographic location of each selected generator,
with the inner most circle representing the generator actual
response for both the day-ahead and hour-ahead bids, and the
outer most circle representing its Ancillary Service (both
day-ahead and hourly-ahead) scheduled values. The height of
the cylinder represents the Ancillary Services (day-ahead and
hour ahead) performance indices for each selected generator.

The image on the top-right panel shows the Supplier Con-
trol Performance System (SCPS) for each of the generators
selected, color-coded for the last X-Minutes {default 10-min-
utes). The plot on the bottom-right panel shows the predictive
plot. This plot consists of a multi-series, time-based, linear
chart. One series represents the recorded values of a variable
over time and the second represents the predicled value for the
same variable over the time peried and for X additional pre-
dicted values. The plot also includes a vertical reference-line
indicating the current time, relative to the time period being
displayed. Multiple instances of this plot are used in the
display, as illusiraled, and the user selects the values for
display via an options dialog.

FIG. 38 is a screen shot 490 of a common view for perfor-
mance of AGC, FRR and X-Minutes Ancillary Services
Regulation (Defanlt 10-Minutes) in an exemplary embodi-
ment according to the present invention. The lormat ol FIG.
38 is equivalent for all three services using the corresponding
performance data and indices. The main-panel shows the
condition plot. It is similar ta a scatter plot, created using the
variables of one of the three services, the parameters of one of
the three services and the names of the selected generators for
a configurable, 10 minute time period (at 1 mimte sampling
frequency).

The following describes how the chart should be created as
shown in FIG. 38 in an exemplary embodiment according to
the present invention:

1) Run the appropriate database stored procedure.

2) Determine from the user interface the value to perform
grouping, by performance, parameter or time.

3) Determine the unique grouping values.

4) Determine lhe median parameter value lor each genera-
tor (using the whole dataset) and order the generator list by
that value.

5) Create a-scatter plot for each unique grouping value,
with the data value plotted on the X-axis. Each scatter point is
colored according 1o a color map defined in a configuration
file (Red/Yellow/Green).
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6) The scatter plats will be arranged on a grid by increasing
value, lefl to righl, lop to bottom,

The image on the top-right panel shows the performance
index for each generator selected, color-coded for the last
X-Minutes (default 10-minutes). The cave-plot at the bottom-
right shows at the fop the response MW of any generator
selected from the image-plot, and al the hotlom the scheduled
MW for the selected generator.

It will be appreciated by those of ordinary skill in the art
that the invention can be embodied in other specific forms
without departing from the spirit or essential character
thereof. The present invention is thereflore considered in all
respects to be illustrative and not restrictive. The scope of the
present invention is indicated by the appended claims, and all
changes that come within the meaning and range of equiva-
lents thereof are intended to be embraced therein.

What is claimed is:

1. A wide-area real-time performance monitoring system
for monitoring events on an interconnected electric power
grid in real time over a wide area and automatically analyzing
the events on the interconnected electric power grid, the sys-
tem comprising:

a monitor computer including an interface for receiving a
plurality of data streams, each of the data streams com-
prising sub-second, time stamped synchronized phasor
measurements wherein the measurements in each
strearmn are collected in real time at geographically dis-
tinct points over the wide area of the interconnected
electric power grid, the wide area comprising at least two
elements from among control areas, transmission com-
panies, utilities, regional reliability coordinators, and
reliability jurisdictions;

a plurality of interfaces to other power system data sources,
the ather power system data sources comprising at least
one of transmissien maps, power plant locations, EMS/
SCADA systems; and

a plurality of interfaces to non-grid data sources,

wherein the monitor computer is configured to monitor
metrics, the metrics comprising at least one of reliability
melrics, power grid operations metrics, generation mel-
rics, transmission metrics, suppliers metrics, grid infra-
structure security metrics, and market metrics over the
wide area of the interconnected electric power grid,

wherein the monitor computer is configured to detect the
events in real-time [rom the plurality of data streams
from the wide area,

wherein the monitor computer is configured to execute event
detection logic, the event detection logic being configured to
detect and analyze an event based on at least cne of limits,
sensitivities and rates of change for one or more measure-
ments from the data streams and dynamic stability metrics
derived from analysis of the measurements from the data
streams including at least one of frequency instability, volt-
apes, power flows, phase angles, damping, and oscillation
maodes, derived from the phasor measurements and the other
power system data sources in which the metrics are indicative
of events, grid stress, and/or grid instability, over the wide
area,

wherein the monitor computer is configured to automati-
cally present event analysis results and diagnoses ol
cvents viaa graphical user interface coupled to the moni-
tor computer for concurrently displaying the event
analysis results and diagnoses of events and associated
metrics from different categories of data and the derived
metrics in visuals, tables, charts, or combinations
thereof,
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wherein the data comprises at least one of monitoring data,
tracking data, historical data, prediction data, and sum-
mary data,

wherein the graphical user interface is configured to dis-

play concurrent visualization of the measurements from
the data streams and the dynamic stability metrics
directed to the wide area of the interconnected electric
power grid,

wherein the monitor computer is configured to accumulate

and to wpdate the measurements from the data streams,
the dynamic stability metrics, grid data, and non-grid
data in real lime as lo wide area and local area porticns
of the interconnected electric power grid, and

wherein the monitor computer is configured to derive a

composite indicator of reliability that is an indicator of
power grid vulnerability and is derived from a combina-
tion of one or more real time measurements or compu-
tations of measurements from the data streams and the
dynamic stability metrics covering the wide area as well
as non-power grid data received from the non-grid data
source.

2. The performance monitoring system of claim 1, wherein
the monitor computer is configured 1o analyze the measure-
ments from the data streams and the dynamic stability metrics
and the graphical vser interface is configured to display the
results of analyzing the measurements from the data streams
and the dynamic stability metrics.

3. The performance monitoring system of claim 2, whercin
the monitor computer is configured to determine whether an
event feok place by automated analysis of whether one or
more limits, sensitivities, and rates of change of one or more
of the measurements from the data streams and the dynamic
stability metrics crosses a threshold and, when the at least one
of the monitored metrics crosses the threshold in a local area
portion of the wide area or across the wide area of the inter-
connected electric power grid, to identify a1 least one of a
control arca, a transmission company, a utility, & regional
reliability coordinator or a reliability jurisdiction respensible
for the local and/or wide portion of the interconnected electric
power pgrid in which the threshold is crossed.

4. The performance monitoring system of ¢laim 1, wherein
the monitor computer is coupled to a global computer net-
work for receiving the plurality of data streams from the wide
area and wherein the performance monitoring system can
store data associated with the event and replay it for power
grid system performance assessment, event diagnostics, root
cause analysis of events and sitvational assessment of
dynamic stability of the interconnected electric power grid in
real time.

5. The performance monitoring system of claim 1, wherein
the wide area comprises a geographic area comprising ane or
more cities, counties, states or countrics.

6. The performance monitoring system of claim 1, wherein
the menitor computer is configured to enable a user to drill
down and visualize the metrics displayed on the graphical
user interface al various geographical resolutions ranging
from wide-area to local-area.

7. The performance monitoring system of ¢claim 1, wherein
the monitor computer activates an alarm when an event is
detected in at least one metric of the monitored metrics or
combinations thereol,

8. The performance monitoring system of claim 1, wherein
the monitor computer is configured to generate a notification
when an event is detected.

9. A wide-area real-time performance monitoring system
for collecting, storing and analyzing event data and analysis
ofevents on an interconnected clectric power grid in real time
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over a wide area and awtomatically analyzing the events on
the interconnected electric power grid, the system compris-
ing:

a monitor computer including an interface for receiving a
plurality of data streams, each of data streams compris-
ing sub-second, time stamped synchronized phasor
measurements wherein the measurements in each
stream are collected in real time at geographically dis-
tinct points over the wide area of the interconnected
electric power grid, the wide area comprising at least two
elements from among control areas, transmission com-
panies, ulilities, regional reliability coordinators, and
reliability jurisdictions;

a plurality of interfaces to other power system data sources,
the other power system data sources comprising at least
one of transmission maps, power plant locations, EMS/
SCADA systems;

a plurality of interfaces to non-grid data sources;

a database configured to store the phasor measurements
and a plurality of derived metrics; and

a display coupled to the monitor computer and the database
for visnalization of information relating to the plurality
of the phasor measurements and the derived metrics
relevant to assessing the real-time dynamic stability of
wide area and local area porticns of the interconnected
electric power grid,

wherein the monitor computer is configured 1o monitor
metrics, the metrics comprising at least one of reliability
metrics, power grid operations metrics, generation met-
rics, transmission metrics, suppliers metrics, grid infra-
structure security metrics, and market metrics over the
wide area of the interconnected electric power grid,

wherein the monitor computer is configured to detect
events in real-time from the plurality of data streams
from the wide area,

wherein the monitor compuler is configured o execule
cvent detection logie, the event detection logic being
configured to detect and analyze an event based on at
least one of limits, sensitivities, and rates of change for
one or more measurements from the data streams and
dynamic stability metrics derived from analysis of the
measurements from the data streams including at least
one of frequency instability, voltages, power flows,
phase angles, damping, and oscillation modes, derived
from the phasor measurements and the other power sys-
lem data sources in which the melrics are indicalive of
events, grid stress and/or grid instability, over the wide
area, and

wherein the metrics associated with a detected event com-
prise include at least one of time of event, location of
event, type of evenl, magnitude of event, and one or
more key event related metrics such as frequency, delta
frequency, voltage drop, reactive reserve margin, power
transfer angle, voltage/volt-ampere reactive (VAR), fre-
quency response, sensifivities and/or combinations
thereof.

10. The wide-area real-time performance monitoring sys-
tem of claim 9, wherzin the database is further configured to
store the metrics associated with the detected event and to
allow a user to query the database for event data by type,
location, and history.

11. The wide-area real-time performance monitoring sys-
tern of claim 9, wherein the database is further configured to
store the phasor measurements and the plurality of derived
metrics in real time.

12, A method of detecling evenls on an interconnected
electric power grid in real time over a wide area and auto-
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matically analyzing the events on the interconnected electric
power grid, the method comprising:

receiving a plurality of data streams, each of the data
streams comprising sub-second, time stamped synchro-
nized phasor measurements wherein the measurements
in each stream are collected in real time at geographi-
cally distinet points over the wide area of the intercon-
nected electric power grid, the wide area comprising al
least two elements from among control areas, transmis-
sion compantes, utilities, regional reliability coordina-
tors, and reliability jurisdictions;

receiving data from other power system data sources, the
other power system data sources comprising at least one
of transmission maps, power plant locations, EMS/
SCADA systems;

receiving data from a plurality of non-grid data sources;

detecting and analyzing events in real-time from the plu-
rality of data sireams from the wide area based on at least
one of limits, sensitivitics and rates of change for onc or
more measurements from the data streams and dynamic
stability metrics derived from analysis of the measure-
ments from the data streams including at least one of
frequency instability, vellages, power flows, phase
angles, damping, and oscillation modes, derived from
the phasor measurements and the other power system
data sources in which the metrics are indicative of
events, grid stress, and/or grid instability, over the wide
arca;

displaying the event analysis results and diagnoses of
events and assoctated onces of the metries from different
categories of data and the derived metrics in visuals,
{ables, charts, or combinations thereol the data com-
prising at lcast onc of monitoring data, tracking data,
historical data, prediction data, and summary data;

displaying concurrent visualization of measurements from
the data streams and the dynamic stability metrics
directed to the wide area of the interconnecied eleciric
power grid;

accumulating and updating the measurements from the
data streams and the dynamic stability metrics, grid data,
and non-grid data in real time as to wide area and local
area portions of the interconnected electric power grid;
and

deriving a composite indicator of reliability that is an indi-
cator of power grid vulnerability and is derived from a
combination of one or more real time measurements or
computations of measurements fom the data sireams
and the dynamic stability metrics covering the wide area
as well as non-power grid data received from the non-
grid data source.
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13. The method of claim 12, further comprising:

analyzing the measurements from the data streams and the

dynamic stability metrics; and

displaying the results of analyzing the measurements from

the data streams and the dynamic stability metrics.

14, The method of ¢laim 13, further comprising:

determining whether an event took place by automated

analysis of whether one or more limits, sensitivities, and
rates of change of one or more of the measurements from
the data streams and the dynamic stability metrics
crosses a threshold; and

when the at least one of the measurements from the data

streams and the dynamic stability metrics crosses the
threshold in a local area portion of the wide area or
across the wide area of the interconnected electric power
grid, identifying at leasl one of a control area, a trans-
mission company, a utilily, a regional reliability coordi-
nator, or a reliability jurisdiction responsible for the
local and/or wide portion of the interconnected electric
power grid in which the threshold is crossed.

15. The method of claim 12, further comprising;

receiving data from the wide area over a global computer

network and

storing and replaying cvent data for power grid system

performance assessment, event diagnostics, root cause
analysis of events and sitvational assessment of dynamic
stability of the interconnected electric power grid in real
time.

16. The method of claim 12, wherein the wide area com-
prises a geographic area comprising one or more cities, coun-
lies, siates of countries,

17. The method of claim 12, further comprising enabling a
user to drill down and visvalize the metrics displayed on a
graphical user interface at various geographical resolutions
ranging from wide-area to local-area.

18, The method of claim 12, further comprising activating
an alarm when an event is detected in at leasi one metricofthe
measurements from the data streams and the dynamic stabil-
ity metrics or combinations thereof.

19. The method of claim 12, further comprising generating
a notification when an event is detected.

20. The method of claim 12, further comprising sioring
phasor measurements and a plurality of derived metrics in a
database,

21. The method of claim 20, further comprising storing in
the database the metrics associated with a detected event and
allowing a user 1o query the database for evenl data by type,
location, and history.

22. The method of claim 20, further comprising storing in
the database the phasor measurements and the plurality of
derived metrics in real time.
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