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UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

JOAO BOCK TRANSACTION SYSTEMS,
LLC,
Civil Action No.
Plaintiff,
. 2 <=
v. JURY TRIALDEMANDED ., = =
: - Yt 2
. ,O = m_q
HSBC USA, INC. and HSBC BANK USA, - o=
NATIONAL ASSOCIATION L z%'_g
Defendant. o ;3)
i =

L

ORIGINAL COMPLAINT FOR PATENT INFRINGEMENT

Plaintiff Joao Bock Transaction Systems, LLC (hereinafter, “Plaintiff” or “JBTS”), by
and through its undersigned counsel, files this Original Complaint for Patent Infringement
against Defendants HSBC USA, Inc. and HSBC Bank USA, National Association (collectively,

referred to hereinafter as “HSBC” or “Defendant™) as follows:

NATURE OF THE ACTION

1. This is a patent infringement action to stop Defendant’s infringement of
Plaintiff’s United States Patent No. 7,096,003 entitled “Transaction Security Apparatus”
(hereinafter, the “’003 Patent” or the “Patent-in-Suit; a copy of which is attached hereto as

Exhibit A).

PARTIES
2. JBTS is a Limited Liability Company organized under the laws of the State of
Delaware and with its principal place of business located at 116 Sweetfield Circle, Yonkers, New

York 10704. Plaintiff is the owner of the Patent-in-Suit, and possesses all rights thereto,
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including the right to exclude the Defendant from making, using, selling, offering to sell or
importing in this district and elsewhere into the United States the patented invention(s) of the
Patent-in-Suit, the right to license the Patent-in-Suit, and to sue the Defendant for infringement
and recover past damages.

3. Upon information and belief, HSBC USA, Inc. is an indirect, wholly owned
subsidiary of HSBC North America Holdings Inc., and is a corporation organized and existing
under the laws of the State of Maryland with its principal place of business located at HSBC
USA Inc., 452 Fifth Avenue, Tower 7, New York, New York 10018.

4. Upon information and belief, HSBC Bank USA, National Association, HSBC
USA, Inc.’s principal U.S. banking subsidiary, is a national association with its principal place of
business located at 1800 Tysons Boulevard, Suite 50, McLean, Virginia 22101, and its principal
executive offices at 452 Fifth Avenue, New York, New York 10018. HSBC Bank USA,
National Association transacts business in the State of New York, including in this judicial

district.

JURISDICTION AND VENUE

5. This action arises under the Patent Laws of the United States, 35 U.S.C. § 1 ef
seq., including 35 U.S.C. §§ 271, 281, 283, 284, and 285. This Court has subject matter
jurisdiction over this case for patent infringement under 28 U.S.C. §§ 1331 and 1338(a).

6. The Court has personal jurisdiction over Defendant because: Defendant is present
within or has minimum contacts within the State of New York and the District of New York;
Defendant has purposefully availed itself of the privileges of conducting business in the State of
New York and in the District of New York; Defendant has sought protection and benefit from

the laws of the State of New York; Defendant regularly conducts business within the State of
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New York and within the District of New York, and Plaintiff’s causes of action arise directly
from Defendant’s business contacts and other activities in the State of New York and in the
District of New York.

7. More specifically, Defendant, directly and/or through its intermediaries, makes,
ships, distributes, uses, offers for sale, sells, and/or advertises (including via the provision of an
interactive web page) its products and services in the United States, the State of New York, and
the District of New York, which products and services infringe the *003 Patent. Upon
information and belief, Defendant has committed patent infringement in the State of New York
and in the District of New York. Defendant solicits customers for its products and services in the
State of New York and in the District of New York. Defendant has many paying customers who
are residents of the State of New York and the District of New York and who use Defendant’s
products and services in the State of New York and in the District of New York.

8. Venue is proper in the District of New York pursuant to 28 U.S.C. §§ 1391 and

1400(b).
COUNTI:
INFRINGEMENT OF U.S. PATENT NO. 7,096,003
9. Plaintiff re-alleges and incorporates by reference each of Paragraphs 1-8 above.

10.  The 003 Patent was duly and legally issued by the United States Patent and
Trademark Office to Mr. Joao and Mr. Bock on August 22, 2006 after full and fair examination.
Mr. Joao and Mr. Bock assigned all rights, title and interest in and to the *003 Patent to JBTS,
giving JBTS the right to exclude Defendant from making, using, selling, offering to sell or

importing in this district and elsewhere in the United States the patented invention(s) of the *003
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Patent, and the right to sublicense the *003 Patent, collect damages and initiate lawsuits against
the Defendant. The *003 Patent is in full force and effect.

11. On information and belief, Defendant owns, operates, advertises, implements, and
controls its website, www.us.hsbe.com, to support its products and services that infringe the 003
Patent including but not limited to: HSBC’s Personal Internet Banking, Mobile Banking,
HSBCnet, and HSBCnet Mobile (the “Accused Products and Services™).

12. Plaintiff is informed and believes that Defendant infringes the *003 Patent either
literally or under the doctrine of equivalents. Upon information and belief, Defendant has
infringed and continues to infringe one or more claims of the *003 Patent by making, using,
selling, offering for sale, advertising and providing (directly or through intermediaries) a
transaction security apparatus as claimed in the *003 Patent. Specifically, Defendant offers
products and services such as but not limited to the Accused Products and Services, supported
and implemented by way of Defendant’s computer systems, functionality modules and
interactive websites and web services which use and/or are transaction security apparatuses. The
transaction security apparatuses have a processing device that processes information regarding
transactions on a customer’s account(s) (including but not limited to a bank checking account,
savings account, automated teller machine account, or credit card account). Some of the
transaction security apparatuses have a receiver for receiving information regarding transactions
on, and uses of, the account. Some of the transaction security apparatuses include and/or are
connected to an input device including a user interface or point of sale terminal where
transaction information is entered into, or automatically captured by, the transaction security
apparatus. The receiver can receive information from Defendant’s customers, customers of its

customers, and other computer interfaces of the computer system (i.e., payment processing
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platform interfaces). The receiver can also receive information from external computer systems
connected to Defendant’s transaction security apparatus. Some of Defendant’s transaction
security apparatuses store information regarding a customer’s account preferences and when a
customer wants to receive notifications regarding account activity. Some of Defendant’s
transaction security apparatuses have a transmitter for transmitting information regarding its
business operations (i.e., account activity, transactions, transaction processing). Defendant’s
transaction security apparatuses utilize the processing device for managing the flow of
information and for executing programs to process the information. Some of the transaction
security apparatuses have a processing device that is/are capable of determining whether to
“allow” or “disallow” a transaction, and capable of generating a signal having information about
the transaction. Some of the transaction security apparatuses have a processing device that is
capable of generating an electronic notification regarding activity on a customer’s account.
Some of Defendant’s transaction security apparatuses have a transmitter that transmits the signal
to the customer notifying the customer of the activity. These activities and processing take place
in this district and elsewhere in the United States, enabled by and accessed through Defendant’s
website, www.us.hsbc.com.

13.  Upon information and belief, Defendant has knowingly and intentionally induced
and continues to induce infringement of one or more claims of the *003 Patent in this district and
elsewhere in the United States, by its intentional acts which have successfully, among other
things, encouraged, instructed, enabled, aided, abetted and otherwise caused its customers to use
a system which includes a transaction security apparatus, said system having been provided by
Defendant to its customers for the primary purpose of causing infringing acts by said customers.

Defendant has had knowledge of its infringement upon filing of the original complaint at the
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very latest. Upon information and belief, Defendant has specifically intended that its customers
use the Accused Products and Services that infringe the 003 Patent by, at a minimum, providing
access to, support for, training and instructions for, said transaction security apparatus and the
Accused Products and Services to its customers to enable said customers to use said apparatus,
products and services in such a way that infringes the ‘003 Patent; and Defendant knew that
these actions, would induce, have induced, and will continue to induce infringement by its
customers. Even where performance of the steps required to infringe one or more claims of the
’003 Patent is accomplished by the Defendant and Defendant’s customer jointly, Defendant’s
actions have intentionally and solely caused all of the steps to be performed.

14.  Upon information and belief, Defendant has contributed to and continues to
contribute to the infringement of one or more claims of the *003 Patent in this district and
elsewhere in the United States, by its intentional acts which have successfully, among other
things, encouraged, instructed, enabled and otherwise caused its customers to use a system which
includes a transaction security apparatus, said system having been provided by Defendant to its
customers for the primary purpose of causing infringing acts by said customers by importing,
offering to sell, and/or selling (directly or through intermediaries), to its customers, the Accused
Products and Services and its transaction security apparatus covered by the '003 Patent, which
Accused Products and Services constitute a material part of the invention, and further that
Defendant’s customers have utilized said systems in a manner that infringes one or more claims
of the *003 Patent. Defendant has had knowledge of its infringement upon filing of the original
complaint at the very latest. Upon information and belief, Defendant has specifically intended
and/or specifically intends that its customers use its transaction security apparatus and the

Accused Products and Services in such a way that infringes the "003 Patent by, at minimum,
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providing access to, support for, and training and instructions for said apparatus, products,
systems and services, that infringe the *003 Patent, and knew and/or knows that its transaction
security apparatus and the Accused Products and Services are especially made and/or adapted for
user(s) to infringe one or more claims of the *003 Patent and, therefore, are not staple articles or
commodities of commerce suitable for a substantial non-infringing use. Even where
performance of the steps required to infringe one or more claims of the ‘003 Patent is
accomplished by the Defendant and Defendant’s customer jointly, Defendant’s actions have
intentionally and solely caused all of the steps to be performed.

15.  Defendant’s aforesaid activities have been without authority and/or license from
Plaintiff.

16.  Despite its knowledge of the *003 Patent, and without a reasonable basis for
continuing its infringing activities, on information and belief, Defendant continues to willfully
infringe the 003 Patent.

17.  Plaintiff is entitled to recover from Defendant the damages sustained by Plaintiff
as a result of Defendant’s wrongful acts in an amount subject to proof at trial, which, by law,
cannot be less than a reasonable royalty, together with interest and costs as fixed by this Court
under 35 U.S.C. § 284.

18.  Defendant’s infringement of Plaintiff’s rights under the 003 Patent will continue
to damage Plaintiff, causing irreparable harm for which there is no adequate remedy at law,

unless enjoined by this Court.
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19.

19.

JURY DEMAND

Plaintiff demands a trial by jury on all issues.

PRAYER FOR RELIEF

Plaintiff respectfully requests the following relief:

A

An adjudication that one or more claims of the Patent-in-Suit has been
infringed, either literally and/or under the doctrine of equivalents, by the
Defendant;

An adjudication that Defendant has induced infringement of one or more
claims of the Patent-in-Suit by Defendant’s customers;

An adjudication that Defendant has contributed to infringement of one or
more claims of the Patent-in-Suit by Defendant’s customers;

An award of damages to be paid by Defendant adequate to compensate
Plaintiff for its past infringement and any continuing or future
infringement up until the date such judgment is entered, including interest,
costs, and disbursements as justified under 35 U.S.C. § 284 and, if
necessary to adequately compensate Plaintiff for Defendant's
infringement, an accounting of all infringing sales including, but not
limited to, those sales not presented at trial;

A grant of permanent injunction pursuant to 35 U.S.C. § 283, enjoining
the Defendant from further acts of infringement with respect to the claims

of the Patent-in-Suit;
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F. That this Court declare this to be an exceptional case and award Plaintiff

its reasonable attorneys’ fees and costs in accordance with 35 U.S.C. §
285; and,

G. Any further relief that this Court deems just and proper.

Respectfully submitted this 23rd day of April 2014.

Attorneys for Plaintiff
Joao Bock Transaction Systems, LLC

o N VML
Maureen V. Abbey
HENINGER GARRISON DAVIS, LLC
NY Bar No. MA-1562
5 Penn Plaza, 23" Floor
New York, New York 10001
Telephone: (212) 896-3876
Facsimile: (908) 301-9008
Email: maureen@hgdlawfirm.com

Steven W. Ritcheson, Pro Hac Vice Anticipated
HENINGER GARRISON DAVIS, LLC

9800 D Topanga Canyon Blvd. #347
Chatsworth, California 91311

Telephone: (818) 882-1030

Facsimile: (818) 337-0383

Email: swritcheson@hgdlawfirm.com
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Exhibit A
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TRANSACTION SECURITY APPARATUS

This application is a continvation application of U.S.
patent application Ser. No. 09/169,053, filed Oct. 9, 1998,
now U.S. Pat. No. 6,529,725 which, in twmn, is a continuation
application of U.S. patent application Ser. No. 08/873,945,
filed Jun. 12, 1997, now U.S. Pat. No. 5,878,337, which, in
tarn, is a continuation application of U.S. patent application
Ser. No. 08/694,199, filed Aug. 8, 1996, abandoned.

FIELD OQF THE INVENTION

The present invention pertains to a financial transaction
and/or wireless communication device authorization, noti-
fication and/or security apparatus and method, and, in par-
ticular to a financial transaction and/or wireless communi-
cation device aunthorization, notification andfor security
apparatus and method for use in providing authorization,
notification and/or security in conjunction with credit card,
charge card and/or debit card use, savings and/or checking
account activity and/or cellular telephone use.

BACKGROUND OF THE PRESENT
INVENTION

Millions of individuals enjoy the convenience of utilizing
credit cards, charge cards, debit cards, and/or currency or
“smart” cards as a convenient way in which to purchase
goods andfor services. By utilizing credit cards, charge
cards, debit cards, and/or currency or “smart” cards, an
individual may enter intoc a transaction without having to
have cash or currency in hand or otherwise. In the case of
credit cards, charge cards and debit cards, the individual, in
effect obtains an instant loan of the funds needed to make a
purchase andfor enter into a transaction. In the case of
currency or “smart” cards, the individual may “store” an
amount of money on the card(s) and, thereafter, utilize the
card(s), instead of cash or currency, in order to make
purchases and/or enter into transactions.

Millions of individuals also enjoy the benefits of having
savings accounts, checking accounts and/or automated teller
machine accounts which allow then to enjoy the security of
saving their money in accounts which are usually insured
and which allow them to, in some instances, earn interest on
their money. In the case of checking accounts, individuals
enjoy the convenience of writing checks and/or other trans-
action instruments which allow them to draw against their
money without having to undergo the inconvenience of
going to the bank or financial institution to withdraw their
money, in currency form, and traveling to, in some cases, a
distant location to either make a purchase, payment and/or
to otherwise settle an account. In this regard, the ability to
write checks, drafls and/or other instruments against an
account is a very convenient manner in which to conduct
transactions of any kind.

In the case of automated teller machines, individuals may
conveniently withdraw and/or deposit money inte a bank of
other financial account.

Many individuals also enjoy the convenience of owning
and/or using wireless, mobile or cellular telephones or
devices as a means by which to make telephone calls when
a conventional Hpe or permanent telephone is not within
reach and/or when the individual is “on the go”, such as in
an automobile, on foot, and/or in any other type of
environment, such as away from home, when a conventional
line or permanently fixed telephone is not available.

Unfortunately, with the convenience of each of the above
credit cards, charge cards, debit cards, and/or currency or
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“smart” cards, savings accounts, checking accounts, auto-
mated teller machine accounts, and cellular telephones or
cellular communications devices, comes many disadvan-
tages and the opportunity for theft and/or frand. In the case
of credit cards, charge cards and/or debit cards, hundreds of
millions, if not billiens, of dollars a year are lost as a result
of the theft of, and/or the fraudulent use of, credit cards,
charge cards and/or debit cards, or the account numbers
which correspond thereto.

A lost or stolen card may be utilized by an unauthorized
individual to spend upwards of thousands of dollars before
the unauthorized use is detected and/or before the cardholder
can ascertain, and/or be notified, either by the card issuer or
servicing institution or when the cardholder detects the
unauthorized transaction on his or her monthly account
statement, that the card is lost or stolen. Similarly, even in
the absence of the physicat card, an unauthorized individual
may utilize the account namber which corresponds to the
card in order to make certain transactions.

While card holders are usually protected by various
coverages which shield them from the liabilities associated
with the fraudulent use of a card or the corresponding
account number, the card issuers, credit, charge and/or debit
card issuing companies and/or institutions, and/or their
insurance companies, end up paying for the above described
thefts and/or fraudulent and/or unauthorized uses.
Ultimately, the consumer also shoulders the burden of the
costs associated with these thefts apd/or frandulent and/or
unauthorized uses in the form of increased prices.

While authorization tenminals and/or devices are utilized
at a point-of-sale and/or at the vendor’s, the seller’s, or the
service provider’s, location, these authorization terminals
and/or devices typically are utilized to obtain an authoriza-
tion from the card issuer or account servicing institution
which, usvally entails a screening of whether the card has
been lost, stolen, cancelled, de-activated and/or whether the
cardholder has exceeded and/or will exceed his or her credit
Timit. This current authorization practice fails to prevent the
use of a lost or stolen card, or the unauthorized use of either
the card or the aceount number corresponding thereof, if the
card has not been reported, and/or discovered, to be lost,
stolen or used without authorization and/or if the account
credit limit has not yet been reached.

Current practices do not entail and/or do not include the
provision for obtaining an authorization, and/or for provid-
ing notice to the cardholder before, during and/or shortly
after a transaction, which cardholder authorization and/or
notification procedure would be helpful and prove to be
essential in preventing the fraudulent use and/or unautho-
rized use of a card and/or the account number carresponding
thereto in a unauthorized transaction and/or shortly thereaf-
ter an unauthorized transaction has occurred, thereby mini-
mizing the fraudulent and/or unauthorized use of the card
and/or the account number corresponding thereto.

In the case of currency or “smart” cards, which typically
may serve as bearer instruments, the monetary credit on
these cards may be completely depleted before the card
owner even discovers same to be lost or stolen.

In the case of savings accounts, checking accounts, and/or
automated teller machine accounts, these accounts may be
accessed, and funds be withdrawn, without the account
owner’s notification and/or knowledge. In the case of sav-
ings accounts and checking accounts, these accounts may be
accessed, and/or funds may be withdrawn therefrom, when
checks drawn on insufficient funds are returmed, and/or when
the account number is inadvertently and/or fraudulently
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wtilized in an endorsement, or otherwise, by an individual
attempting to cash or perform a transaction with a fraudulent
instrument, a forged insttument and/cr an otherwise “bad™
check. In these instances, the accounts and/or funds involved
are usually accessed, invaded, and/or withdrawn from the
account involved without the account owner being notified
and/or having a say in the matter.

The account owner is typically notified of the above-
described activity involving his or her account days later
when be or she either receives a mailed notice and/or when
they receive and review their monthly or periodic statement,
which notice may be received at a time when it may be too
late for the account owner to stop or reverse the transaction
and/or, in the case of a check or draft returned for insufficient
funds, at a time which is too late for the account owner to
attempt to collect the funds. In the case of antomated teller
machine accounts, these accounts may be accessed, such as
with a lost, stolen, or coumterfeit card and/or with a card
account number(s) and/or associated personal identification
number{s), by a thief or by any other unauthorized person
who could then make an unauthorized withdrawal(s) there-
from.

Once again, the account owner would not receive notifi-
cation and/or have knowledge of the unauthorized transac-
tion until they are notified by the bank or financial institution.
either viz a monthly and/or periodic statement, and/or when
they attempt a transaction at the antomated teller machine
and, at that time, discover that funds are missing and/or have
been withdrawn. In the case of savings accounts, checking
accounts and/or automated teller machine accounts, there is
no preseni apparatus or method by which to provide noti-
fication to an account owner at the time of the unauthorized
transaction and/or account activity and/or shortly thereafter
same.

In the case of cellutar telephones, recent practices involv-
ing “cloning” cellular telephones, which entails intercepting
telephone transmissions from a cellular telephone, which
transmissions contain the phone number of the transmitting
phone and/or the associated personal identification number
(PIN), and utilizing the intercepted information to program
a different cellular phone which by then be utiized in
conjunction with the account of the “cloned” cellular
telephone, has also resulted in widespread theft and fraudu-
Ient use of cellular telephones and/or cellular communica-
tions devices The “cloned” telephones are typically sold on
the “black™ market, In these instances, the cellular telephone
owrler has no way of knowing whether, or when, his or her
celtular transmissions are being intercepted and/or if and
when a “cloned” cellular phone is created and/or is utilized
on, or over, his or her cellular telephone account.

Typically, the cellular telephone owner first becomes
aware of the unauthorized usage of his or her cellular
telephone account when he or she receives their telephone
account statement. Once again, in the time between the
“cloning” of the cellular telephone and the discovery of
same, hundreds, if not thousands, of dollars worth of cellular
telephone calls may have been made before the unauthorized
use is detected. At present, there is no apparatus or method‘
for providing notification to the cellular telephone owner as
to when his or her cellular telephone and/or cellular tele-!
phone number is, or has been, utilized in an wnauthorized'
manner.

SUMMARY OF THE INVENTION

The present invention provides an apparatus and a method
for providing financial transaction authorization, notification
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and/or security, and, in particular, provides an apparatus and
a method for providing financial transaction authorization,
notification and/or security in conjunction with credit card,
charge card, debit card, and/or currency or “smart” card use,
savings and/or checking account activity and use and/or
celltlar telephone use, which overcomes the shortcomings
of the prior art.

The apparatus and method of the present invention, which
is utilized in conjunction with a credit card, a charge card,
a debit card and/or a currency or “smart” card authorization
process comprises a point-of-sale authorization temminal
which terminals are found in various establishments and
which are utilized in conjunction with the sale of goods
and/or services and/or in other types of financial transac-
tions. The point-of-sale terminal may be utilized al the
location of the seller andfor service provider, such as at a
retail store or office, and/or the point-of-sale terminal may be
located at the site of the goods or service provider or vendor,
such as in cases when the sale is a telephone order, mail
order and/or other type of transaction, including transactions
made on, or over, the INTERNET and/or other on-line
services or communication networks or mediums.

The apparatus also comprises a central processing com-
puter for processing the credit, charge, debit and/or currency
or “smart” card and/or other transaction requests, and data
and/or information pertaining thereto, and/or the authoriza-
tion pettaining thereto. The central processing computer
may service any predefined group of card holders and/or any
pre-defined group(s) and/or type(s) of cards. The central
processing computer may also process accounts for any of
the various banks and/or financial institutions which issue
and/or manage credit cards, charge cards, debit cards and/or
currency or “smart” cards and/or process or manage these
accounts.

The point-of-sale terminal is linked and/or connected to
the central processing computer via a communications
system, link and/or medium, such as, for example, a tele-
phone network or line. The communications system which is
utilized may be any communications system and may
include telecommunication systems, satellite communica-
tions systems, radio communication systems, digital satellite
communications systems, personal communications ser-
vices communication systems as well as any other appro-
priate communications system.

The point-of-sale terminal transmits signals and/or data to
the central processing computer as well as receives signals
and/or data from the central processing computer.

The apparatus also comprises a cardholder communica-
tion device which may receive signals and/or data from
either or both of the point-of-sale terminal and/or the central
processing computer. The communication device may also
be equipped with a transmitter for transmitting signals
and/or data to the central processing computer. In this
regard, the central processing computer transmits signals
and/or data to the communication device as well as receives
signals and/cr data from the communication device. The
communication device may also transmit signals and/or data
directly to the point-of-sale terminal and receive signals
and/or data directly from the point-of-sale terminal.

The point-of-sale terminal may transmit signals and/or
data to the central processing computer and to the commu-
nication device and may recelve signals and/or data from the
ceniral processing computer and from the communication
device.

The communication device may be a wireless device. In
this regard, the communication device may be a telephone
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signal receiving device which may be a beeper or pager or
ather device which may be carried by the cardholder and/or
be kept on and/or close to the cardholder’s person so that the
central processing computer may transmit signals and/or
data to the communication device so as to communication
with the cardholder at any time and at any location.

The apparatus may also comprise a facsimile (fax)
machine, a personal computer, a telephone, a telephone
answering machine, an alternate telephone, an alternate
telephone answering machine, a network computer and/or
an alternate beeper or pager. The central processing com-
puter may be linked with the above fax machine, personal
computer, telephone, associated answering machine, alter-
nate telephone and associated answering machine, network
computer, and/or alternate beeper or pager via any suitable
communication system. The telecommunications link or
telephone line or link, which may or may not be a wireless
link depending on the device and/or the circumstances, is
utilized in order to link the central processing computer with
each of the fax machine, the personal computer, the
telephone, the associated answering machine, the alternate
telephone, alternate telephone answering machine, the net-
work computer and/or the alternate becper or pager.

The apparatus and method of the present invention may
be utilized in order to provide cardholder authorization,
notification and/or security measures in financial transac-
tions involving credit cards, charge cards, debit cards, and/or
currency or “smart” cards and may be utilized in order to
obtain cardholder authorization in a card-related transaction,

The apparatus and method of the present invention may
commence operation when the card, which is to be utilized
in a credit card, charge card, debit card, and/or currency or
“smart™ card, or number corresponding thereto, transaction,
is offered at the point-of-sale or other appropriate location
whereupon the attendant or point-of-sale terminal operator
will activate the apparatus in any typical manner, such as by
obtaining a phone line and entering card information into the
point-of-sale terminal. Data entry may typically be per-
formed by swiping the magnetic strip of the card through a
card reader of the point-of-sale terminal. The information
and/or data pertinent 1o the transaction and the card is then
transmitted to the central processing computer.

The central processing computer will then process the
information and/or data pertinent to the transaction and to
the particular card account and may request, if needed, that
the point-of-sale operator enter the transaction amount. The
central processing computer will process the information
and/or data pertinent to the transaction in conjunction with
the card account information in order to determine if the card
has been lost, siclen and/or cancelled and/or de-activated,
Further, the central processing computer may perform a test
in order to determine if the maximum credit, charge or debit
account limit has been exceeded and/or if the card has been
depleted of its currency value.

Once all of the information and/or data processing has
been completed, the central processing computer will deter-
mine if the card has been lost, stolen, and/or cancelled and/or
de-activated and/or if the credit, charge or debit account
limit of the card has been reached and/or exceeded and/or if
the currency value of the card has been depleted.

The central processing computer may also perform a test
in order to determine if the predetermined maximum number
of unauthorized transactions have occurred on the account.
If any of the above listed conditions are found to exist (i.e.
card is lost, stolen, cancelled and/or de-activated, or credit,
charge or debit account limit has been reached or exceeded,
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currency value depleted, or unauthorized transaction Jimit
reached or exceeded), the central processing computer may
transmit a signal to the point-of-sale terminal indicating that
the transaction is not approved and/or is not authorized. The
point-of-sale terminal operator may then cancel the trans-
action. The point-of-sale terminal operator may then con-
fiscate the card and/or alert the authorities.

If, however, the central processing computer should deter-
mine that the card is not lost, stolen, cancelled or
de-activated, or that the credit, charge or debit account limit
of the card has not been reached or exceeded, or that the of
unauthorized transactions count has not reached a predefined
limit, the central processing computer may transmit a signal
and/or data to the communication device which is Jocated
with the cardholder. The central processing computer may
then also transmit respective signals and/or data to any one
or more of the cardholder's designated fax machine, per-
sonal computer, telephone, telephone answering machine,
alternate telephone, alternate telephone answering machine,
network computer, and/or alternate beeper or pager, either
sequentially and/or simultaneously.

The information and/or data transmitted to the commu-
nication device includes information and/or data identifying
the transaction and may include the name of the store or the
service provider and the amount of the transaction. The
information and/or data may also provide the time of the
transaction, the location (i.e. city, town, village, state,
country, etc.) of the transaction. The information and/or data
may also include the phone mimber of the central processing
office and/or computer servicing the account so that the
cardholder may telephone same in order to authorze or
cancel the transaction. The information and/or data may also
be supplemented to include the type of goods and/or services
involved in the transaction, if such information can be
entered at the point-of-sale terminal.

The information and/or data which is transmitted from the
central processing computer, and received at the communi-
cation device, may be displayed to the cardholder on a
display device of the communication device. The informa-
tion displayed on the display device may include the name
of the store or the service provider, the amcunt of the
transaction, the time of the transaction and the location of
the transaction. The information and/or data may also be
supplemented to include the type of geods and/or services
involved in the transaction, if such information can be
entered at the point-of-sale terminal.

The apparatus, or the central processing computer, may
then wait for the cardholder to respond to the transmission.
During this time, the cardholder may either utilize the reply
or two-way pager feature on the communication device in
order to either approve, or authorize, the transaction or to
disapprove, or void the transaction. The apparatus may then
determine if the cardholder has made a reply or response
within a pre-defined time limit. The cardholder may also
transmit a signal via an appropriate key or button suspending
use of the card such as when he or she may first be apprised
of the fact that the card has been lost or stolen. If the
cardholder has replied or responded to the notice, the
response may then be transmitted to, and received by, the
central processing computer. The cardholder may also sim-
ply telephone the central processing office or processing
center, servicing the card, so as to personally notify the office
or center of his or her response to the central processing
computer transmission regarding the transaction.

If the cardholder does not reply to the central processing
computer within a pre-specified time, the central processing



Case 7:14-cv-02881-WWE Document 1 Filed 04/23/14 Page 36 of 74

US 7,096,003 B2

7

computer may transmit a signal and/or data to the point-of-
sale terminal indicating that, with the exception of receiving
the authorization of the cardholder, the transaction is other-
wise approved. The central processing computer may also
simply transmit a signal indicating that the transaction is not
authorized and, therefore, should be cancelled of voided.
The point-of-sale terminal operator may then either proceed
to complete the transaction, try to obtain additional infor-
mation from the purchaser, or cancel the transaction.

The action taken by the point-of-sale terminal operator
may be dictated by the specific agreement in effect between
the sales or service establishment and the bank or financial
institution administering the card accounts. Thereafter, the
operation of the apparatms will cease. If the cardholder
should reply or respond to the transaction notice at a later
period, this information may then be utilized in order to
approve, or to disapprove, and/or to dispute the transaction.

The central processing computer, after receiving the reply
or response from the cardholder, may then identify the
cardholder response. The apparatus, or the central process-
ing computer, may then determine if the cardholder has
replied or responded so as to authorize the transaction. If the
cardholder’s response is to cancel, 1o disapprove or not
authorize, the transaction, the central processing computer
may transmit a signal and/or data to the point-of-sale ter-
minal which will notify and/or instruct the point-of-sale
terminal operator that the transaction is not authorized and,
therefore, should be cancelled or voided. The point-of-sale
terminal operator may then cancel the transaction. The
puint-of-sale terminal operator may then confiscate the card
and/or alert the authoritics. Thercafter, the apparatus will
cease operation.

1L, however, the central processing computer identifies the
cardholder reply or response as being one to authorze the
transaction, the central processing computer may then trans-
mit a signal and/or data te the point-of-sale terminal which
may notify and/or instruct the point-of-sale terminal opera-
tor that the transaction is authorized and/or approved. The
point-of-sale terminal operator may then complete the trans-
action. Thereafter, operation of the apparatus will cease.

In cases when the cardholder is the party to the
transaction, he or she, having the communication device
with, or on, his or her person, may authorize the transaction
at the point-of-sale location or from his or her remote
location. The cardholder may also program and/or set the
communication device to automatically authorize or disap-
prove or disallow transactions.

In this regard, the communication device may be pro-
grammable so as to receive and/or to analyze the transaction
information and/or data and reply or respond to same
automatically and/or with preset or programmed replies
and/or responses. The communication device may alse be
programmable so as to limit andfor restrict the amounts
and/or types of transactions, and/or the goods and/or ser-
viges which may be purchased with the card, the stores or
service providers which may be authorized to accept the
card, limits on the dolar amounts of transactions pertaining
to each authorized vendor, seller and/or service provider]
daily spending limits, and/or the geographical area or loca-
tion to which authorized use may be limited, and/or autho-
rized times for card usage (i.c. specific days, dates, time of
day, time of month, year, etc.), and/or any other limitation
and/or restriction regarding amount of the transaction, the
parties involved, the geographical area limitations, and/or
the times of allowed usage. In this regard, the cardholder
may provide for temporary transaction and/or purchasing
amounts.
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The communication device may also be provided with a
memory device for storing any number of transactions so
that the cardhelder may review his account activity and/or
transactions which have occurred involving his or her card,
In this manner, the cardholder may “scroll” through and/or
in other ways review account activity at any time and for any
time petiod and/or interval. The communication device may
also be equipped to service more than one card. For
example, a plurality of cards may be serviced with or by a
single communication device.

The apparatus and method of the presenl invention pro-
vides for the real-time authorization, notification and/or
security of fipancial transactions involving credit cards,
charge cards, debit cards, and/or currency or “smart™ cards,
which enables a cardholder to monitor, in real-time, all
activity involving his or her card(s) and the corresponding
account numbers. The apparatus and method of the present
invention alse provides a means and a2 mechanism by which
to inform a cardholder that his or her card(s) are lost, stolen
and/or are or have been fraudulently used, and/or when his
or her card number(s) are or have been fraudulently used,
and provides an indication to the cardholder of where his or
her card(s) are being or have been utilized in transactions.
The cardholder may then report the card lost or stolen and/cr
cancel and/or de-activate the card.

The present invention also provides a means and 2 mecha-
nism by which to monitor the number of transactions which
are nnauthorized by the cardholder and determine whether
or not to authorize transactions and/or to cancel or to
de-activate the card(s). In the above manner, the present
invention provides an apparalus and 2 method to prevent
and/or to drastically limit fraudulent and/or unauthorized use
of credit cards, charge cards, debit cards, and/or currency or
“smart” cards, and/or the account munbers corresponding
thereto.

The present invention, in an alternate embodiment, may
be utilized so as to provide authorization, notification and/or
security in banking and related financial transactions involv-
ing checking accounts, savings accounts and/or automated
teller machine (ATM) transactions and/or other transactions
wherein an account holder can be notified of a transaction
and/or attempted transaction. In such an alternate
embodiment, the apparatus comprises a banking transaction
terminal, which terminals are found in banks and financial
institutions, and which may be a teller terminal, a processing
computer terminal and/or an ATM terminal. The apparatus
also comprises a central processing computer and a com-
munication device. The banking transaction terminal trans-
mits an authorization request which may include the data
pertaining to the particular account which is accessed and/or
involved in the transaction and the type and the amount of
the transaction, over a communications medium, to the
central processing computer for processing the transaction
request and/or the authorization pertaining thereto.

The central processing computer may {ransmil signals
and/or data pertaining to the transaction to the communica-
tion device. The apparatus may then operate and/or be
utilized in a manner similar to, or analogous to, the apparatus
utilized in conjunction with credit cards, charge cards, debit
cards, and/or currency or “smart” cards, and/or the account
numbers corresponding thereto, as described above.

In this manner, the apparatus and method of the present
invention may provide for the real-time notification of
banking and/or financial transactions jnvolving various bank
and/or financial accounts and enable an account owner to
monitor, in real-time, all activity involving his or her bank
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and/or financial accounts. The apparatus and method of the
present invention also provides a means and a mechanism by
which to inform an account owner that his or her account is
overdrawn, has been charged against and/or that his or her
ATM card(s) are lost, stolen, cancelled or de-activated
and/or provides an indication to the account owner of when
apd/or where his or her accounts are being accessed in
transactions and/or are being otherwise compromised. The
account owner may then report the unauthorized activity, or
the discovery of a lost or stolen ATM card, and/or cancel
and/or de-activate the respective account(s} and/or ATM
card(s).

In another alternate embodiment, the apparatus and
method of the present invention may also be utilized so as
to provide authorization, notification and/or security for, and
in conjunction with, cellular and/or mobile telephones and/
or communication systems wherein a cellular or mobile
telephone owrner and/or account holder can be notified of a
transmission and/or an attempted transmission and/or tele-
phone call made with his or her cellular or mobile telephone
and/or with the telephone number and/or account
information, which information may include, but not be
limited to, transmission codes and/or associated signatures
and/or data which corresponds to his or her cellular or
mobile telephone.

The apparatus utilized in conjunction with a cellular
telephone comprises a cellular telephone which serves as the
transaction terminal, a central processing computer and a
communication device. The cellular telephone transmits
signals and/or data which are received by the central pro-
cessing computer. The central processing computer may
then transmit signals and/or data which are received by the
communication device, The apparatus may then operate
and/or be utilized in a manner similar to, or analogous to, the
apparatus utilized in conjunction with credit cards, charge
cards, debit cards, and/or currency or “smart” cards, savings
accounts, checking accounts and/or automated teller
machine accounts, and/or the account numbers correspond-
ing thereto, as described above.

The apparatus and method of the present invention pro-
vides for the real-time notification of cellular or mobile
telephone usage which enables a cellular telephone owner
and/or account holder to monitor, in real-time, all activily
involving his or her cellular telephone. The apparatus and
method of the present invention also provides a means and
a mechanism by which to inform a cellvlar telephone owner
and/or account holder that his or her cellular telephone is
lost, stolen and/or is being fraudulently used, and/or that the
telephone number is being used in an unaunthorized manner,
and provides an indication to the cellular telephone owner
and/or account holder of how, when and where his or her
cellular telephone, or the account number which carre-
sponds thereto, is being utilized in cellular communication
transactions. The cellular telephone owner and/or account
holder may then report the cellular telephone lost or stolen
and/or cancel and/or de-activate the cellular telephone and/
or the corresponding acoount and/or the account number.

The present invention also provides an apparatus and a
method by which to monitor the number of cellular or
mobile telephone transactions which are unauthorized by the
cellular or mobile telephone owner and to determide
whether or not a central processing computer should cancel
or de-activate the cellular telephone and/or the account. In
the above manner, the present invention provides an appa-
ratus and a method for preventing and/or for drastically
limiting fraudulent use and/or unauthorized use of cellular or
mobile telephones and/or cellular or mobile telephone num-
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bers. The present invention also provides an apparatus and
a method for combating cellular telephone “cloning.”

The apparatus and method of the present invention may
also be utilized in connection with an on-line service and/or
on, or ovet, the Internet and/or the World Wide Web, so as
to provide for a means by which the authorized user or
operator may utilize the apparatus in conjunction with a
home and/or a personal computer and/or a commercial or
industrial computer system (ie., an internet server
computer) and/or any other appropriate device, including a
personal communication and/or computing device, in a
network environment, and which may be utilized over any
suitable and/or appropriate communications network or
medivm.

The communications system utilized in conjunction with
the present invention may operate anywhere in the clectro-
magnetic and/or the radio spectrum. Personal communica-
tion service {PCS) systems and devices, including stationary,
portable and/or hand-held devices, and digital signal com-
munications devices and systems, may also be utilized. The
communication system or medium should provide for the
transmission and for the reception of a multitude of remote
electrical, electronic, electromagnetic, and/or other suitable
signals, over long distances and/or in a mobile and/or a
wireless communications environment.

The apparatus and method of the present invention may
be utilized in conjunction any appropriate commurnications
device which may be utilized with any appropriate commu-
nications system and/or medium.

The present invention may also be equipped with, and be
utilized with, hardware and soltware necessary for providing
self-monitoring functions, automatic control and/er
responses o ocourrences, automatic notice of an oceurrence
and/or a situation, to an owner, user and/or authorized
individual. In this regard, any and all of the embodiments
described above may comprise 8 monitoring device, a trig-
gering device and/or any other suitable device for detecting
an occurrence and/or identifying a situation which may
warrant providing notice to a card holder, account owner,
cellular telephone owner and/or an authorized individual.

In this repard, the apparatus and method may provide a
transmission of any appropriate signal from a transmitter
and, if desired, from a voice synthesizer to the ¢ard holder,
account owner and/or cellular telephone owner. The signal
utilized could be in the form of a communication
transmission, depending upon the communication medivm
utilized, a telephone call, a voice message, a beeper and/or
a pager message, an electroric mail message, a fax
transmission, and/or any other mode of communication
which may be utilized with any of the apparatuses, devices
and/or components described herein.

In this regard, the apparatus may be designed or pro-
grammed to telephone the cardholder, account owner and/or
cellular telephone owner, and/or other authorized individual,
at a primary phone number, at an alternate or forwarding
phone number, and/or at & business phone number, send a
beeper or pager message to the individual, and/or send a fax
message, an electronic mail (e-mail) message, a voice rnail
message and/or an answering service message 10, or for, the
card holder, account owner and/or cellular telephone owner
or anthorized individual. In this manner, the apparatus may
communicate with the desired individual by utilizing mul-
tiple notification and/or reporting avenues and/or devices so
as to provide and to ensure that best efforts are to be made
to communicate with the desired individual as soon as
possible.
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The apparatus and method of the present invention may
also be programmable for programmed and/or automatic
activation, self-activation, programmed and/or automatic
operation and/or self-operation. The apparatus and method
of the present invention may provide for an mmediate, as
well as for a deferred, anthorization, notification and/or
security in any of the above-described financial transactions
and/or wireless communication transactions.

The present invention may also be utilized in such a
manner that a commumnication device may receive and/or
transmit signals, data and/or information which pertains to
multiple accounts and/or multiple types of accounts in order
to provide authorization, notification andfor security for a
plurality of any of the accounts described herein.

The present invention, in any of the embodiments
described herein, may also be designed to be user-friendly.
In this regard, the present invention may be menu-driven,
and/or its operation may be menu-selected, from audio
menus, visval menus, or both audio and visnal menus.

Accordingly, it is an object of the present inventicn to
provide an apparatus and a method for providing
authorization, notification and/or security in financial trans-
actions involving credit cards, charge cards, debit cards,
and/or currency or “smart cards”, savings accounts, check-
ing accounts and/or automated teller machine accounts and
for providing authorization, notification and/or security in
wireless communications transactions involving cellular
telephones and/or other cellular comomunications devices.,

It is another object of the present invention to provide an
apparafus and a method for providing authorization, notifi-
cation and/or security in financial transactions involving
credit cards, charge cards, debit cards, wherein the card-
holder may authorize or disapprove of a transaction, in real
time.

It is another object of the present invention to provide an
apparatus and a method for providing authorization, notifi-
cation and/or security in financial transactions involving
savings account, checking accounts andfor automated teller
machine accounts, wherein the account owner may autho-
rize or disapprove of a transaction, in real time.

It is another object of the present invention to provide an
apparatus and a method for providing authorization, notifi-
cation and/or security in wireless communications transac-
tions involving cellular telephones and/or other ccllular
communications devices, wherein the cellular telephone or
cellular communication device owner may authorize or
disapprove of a transaction, in real time.

It is another object of the present invention 1o provide ‘Jm
apparatus and a methad for providing authorization, notifi-
cation and/or security in financial transactions and/or in
wireless communication transactions, which may be utilized
on, over, or in conjunction with, an on-line service and/or the
Internet, the World Wide Web, and/or any other suitable
communication network or medium.

It is still another object of the present invention to provide
an apparatues and a method for providing authonzation,
notification and/or security in financial transactions and/or in
wireless communications transactions, which is program-
mable and/or which may provide for pre-programmed anﬁ/
or pre-specified transaction authorization and/or transaction
disapproval.

Tt is still another object of the present invention to provide
an apparatus and a method for providing authorization,
notification and/or security in financial transactions and/or in
wireless communications transactions, which may be uti-
lized over any suitable communications network or medium.
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it is still ancther object of the present invention to provide
an apparatus and a method for providing authorization,
notification and/or security in financial transactions and/or in
wireless communication transactions, wherein the respec-
tive cardholder, account owner or cellular telephone owner
may increase or decrease the respective account credit
limits, account activity, funds available, calling areas and/or
usage limits at any time and/or from any location.

It is still another object of the present invention to provide
an apparatus and a method for providing authorization,
notification and/or security in financial transactions and/or in
wireless communications transactions, which is program-
mable with respect to authorized times of usage (i.e. specific
days, dates, time of day, time of month, year, etc.), and/or
any other limitations regarding amount of transaction
limitations, parties involved, and/or geographical area and/
or location of allowed usage.

It is yet another object of the present invention to provide
an apparatus and a method for providing authorization,
notification and/or security in financial transactions, and/or
in wireless communication transactions, for a plurality of
accounts and types of accounts.

Other objects and advantages of the present invention will
be apparent to those skilled in the art upon a review of the
Description of the Preferred Embodiment taken in conjunc-
tion with the Drawings which follow.

BRIEF DESCRIPTION OF THE DRAWINGS

In the Drawings:

FIG. 1 illustrates a block diagram of the apparatus of the
present invention which is utilized in conjunction with a
credit card, a charge card, a debit card, and/or a currency or
“smart” card authorization process;

FIG. 2 illustrates the various components of the apparatus
of FIG. 1,

FIGS. 3A. 3B and 3C illustrate the operation of the
apparatus of FIG. 1 in flow diagram form;

FIG. 4 illustrates a block diagram of an alternate embodi-
ment of the apparatus of the present invention which is
utitized in conjunction with a checking account, a savings
account and/or an automated teller machine transaction;

FI@. 5 illustrates the various components of the apparatus
of FIG. 4;

FIGS. 6A, 6B and 6C illustrate the opcration of the
apparatus of FIG. 4 in flow diagram form;

FIG. 7 illustrates a block diagram of an alternate embodi-
ment of the apparatus of the present invention which is
utilized in conjunction with a cellular and/or a mobile
telephone;

FIG. 8 illustrates the various components of the apparatus
of FIG. 7,

FIGS. 9A, 9B and 9C illustrate the operation of the
apparatus of FIG. 7 in flow diagram form;

FIG. 10 illustrates yet another altemate embodiment of
the present invention wherein the apparatus of the present
mvention is utilized on, or over, an on-line service, the
INTERNET and/or the World Wide Web or other suitable
communication network or medium; and

FIG. 11 illustrates yet another alternate embodiment of
the present invention which is also utilized in conjunction
with an on-line service and/or on, or over, the INTERNET
and/or the World Wide Web or the suitable communication
network or medium.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

FIG. 1 illustrates a block diagram of a preferred embodi-
ment of the apparatus of the present invention, which is
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utilized in conjunction with a credit card, a charge card
and/or a debit card authorization process. The apparatus of
FIG. 1 is denoted generally by the reference mumeral 1. With
reference to FIG. 1, the apparatus consists of a point-of-sale
authorization terminal 2 which terminals are found in vari-
ous establishments and utilized in conjunction with the sale
of goods and/or services and in other financial transactions.

The point-of-sale authorization terminal 2 (hereinafter
referred to as “point-of-sale terminal™) may be any of the
widely used and well known terminals or devices for pro-
viding point-of-sale authorization for transactions involving
credit cards, charge cards, debit cards and/or other currency
or “smart” cards. The poimt-of-sale terminal 2 may be
utilized at the location of the goods and/or service provider,
such as the retail store or office, and/or the point-of-sale
terminal 2 may be located at the site of the goods or service
provider or vendor, such as in cases when the sale is a
telephone order, mail order and/or other type of transaction,
including transactions made over the INTERNET and/or
other on-line mediums.

Typically, the terminals and devices for providing point-
of-sale anthorization comprise and utilize a magnetic card
reader and/or magnetic strip card reader, for reading data
from the magnetic strip located on credit cards, charge cards,
debit cards and/or the cuwrrency or “smart” cards. The
point-of-sale terminal 2 transmits an authorization request
which may include the data pertaining to the particular card
utilized in the fransaction and the amount of the transaction,
over a communications medium, to a central processing
computer for processing the credit, charge, debit and/or
other transaction request and/or the authorization request
pertaining thereto.

The point-of-sale terminal 2 also receives the authoriza-
tion and/or authorization data and/or information from the
central processing computer. A printed transaction receipt
may also be provided at and/or obtained via the point-of-sale
tetminal 2, or peripheral device associated therewith, for
printing a transaction receipt which is usually or typically
signed by the card holder in completing the transaction. The
point-of-sale terminal 2 may be designed to read other data
besides and/or in addition to magnetic card data. The point-
of-sale terminal 2 may also comprise, or have associated
therewith, a keypad for the manual entry of transaction
information and/or data, such as the amount of the transac-
tion. The point-of-sale terminal Z may also be an integral
component of a cash register or other transaction terminal or
device which may provide for the automatic entry of trans-
action information and/or data.

The apparatus 1 also comprises a central processing
computer 3 which services any predefined group of card-
holders. For example, the central processing computer 3
may handle all MASTERCARD transactions for a given
financial and/or credit institation. The central processing
computer 3, for example, may process credit cards, charge
cards, debit cards, and/or currency or “smart” cards and/or
combinations of same, such as, for example, VISA®,
MASTERCARD®, and/or AMERICAN EXPRESS® cards
and process and/or mange account information pertaining
thereto. The central processing computer 3 may also process
accounts for any of the various banks andfor financial
institutions which issue and/or manage credit cards, charge
cards, debit cards andfor currency or “smart” cards
(hereinafier referred to as “card” or “cards”) and/or process
or manage these accounts.

The central processing computer 3 may be a mainframe
computer, a mini-computer, a micro-computer, a server

20

35

45

65

14

computer, such as those utilized in conjunction with on-line
services and/or in a network environment, and/or any other
suitable computer or computer system.

In the preferred embodiment, the point-of-sale terminal 2
is linked and/or connected to the central processing com-
puter 3 via a telecommunications system, link and/or
medium (hereinafter referred to as “communications
system”) such as, for example, a telephone network or line.
It is important to note that the communications system
which is utilized may be any communications system and
may include telecommunication systems, satellite commu-
nications systems, radio communication systems, digital
communications systems, digital satellite communications
systems, personal communications services communication
systems as well as any other appropriate communications
system. The point-of-sale terminal 2 transmits signals and/or
data to the central processing computer 3 as well as receives
signals and/or data from the central processing computer 3.

The apparatus 1 also comprises a cardholder communi-
cation device 4 which may receive signals and/or data from
either or both of the point-of-sale terminal 2 and/or the
central processing computer 3. In the preferred embodiment
of FIG. 1, the communication device 4 receives signals and
data from the central processing computer 3 with said
signals being transmitted via a suitable communication
system. In the preferred embodiment, the communications
system utilized for transmitting signals and/or data to the
communication device 4 is a wireless telephone line and the
communication device 4 is a telephone signal recefving
device such as a telephone beeper or pager. The commani-
cation device 4 or pager receives the wircless telephone
signals and/or data from the central processing computer 3
during the authorization procedure as will be described in
more detail below.

In the preferred embodiment, the communication device
4 is also equipped with a transmitter for transmitting signals
and/or data to the ceniral processing computer 3. In this
regard, the central processing computer 3 transmits signals
apd/or data to the communication device 4 as well as
receives signals and/or data from the communication device
4, The communication device 4 may also transmit signals
and/or data directly to the point-of-sale terminal 2 and
receive signals and/or data directly from the point-of-sale
terminal 2. In the preferred embodiment, the point-of-sale
terminal 2 transmits signals and/or data to the central
processing computer 3 and receives signals and/or data from
the central processing computer 3. Further, in the preferred
embediment, the communication device 4 receives signals
and/or data from the central processing computer 3 and
transmits signals and/or data to the central processing com-
puter 3.

As noted above, the communication device 4 is a wireless
device. In this regard, the communication device 4 or pager
may be carried by the cardholder and/or be kept on and/or
close to the cardholder’s person so that the central process-
ing computer 3 may transmit signals and/or data to the
communication device 4 so as to communicate with the
cardholder at any time. The communication device 4 may
also comprise any one or more of a facsimile (fax) machine,
a personal computer, a telephone, a telephone answering
machine, an alternate telephone, an alternate telephone
answering machine, a network computer, and/or an alternate
beeper or pager. The central processing computer 3 may be
linked with each of the above devices via any suitable
communication system.

In the preferred embodiment, the apparatus 1 also com-
prises a facsimile (fax) machine 5, a personal computer 6, a
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telephone 7, a telephone answering machine 8, an alternate
telephone 9, an alternate telephone answering machine 10, a
network computer 11, an alternate beeper 12 and an alternate
pager 13. The central processing computer 3 may be linked
with the above fax machine 5, personal computer 6, tele-
phone 7, associated answering machine 8, alternate tele-
phone 9, alternate telephone answering machine 10, network
computer 11, and/or alternate beeper 12 or pager 13, via any
suitable communication system. In the preferred
embodiment, a telecommunications link or telephone
network, line or link, which may or may not be a wireless
link depending on the device and/or the circumstances, is
utilized in order to link the central processing computer 3
with each of the fax machine 5, the personal computer 6, the
telephone 7, the associated answering machine 8, the alter-
nate telephone 9, alternate telephone answering machine 10,
the network computer 11, and/or the alternate beeper 12 and
the alternate pager 13.

FIG. 2 illustrates the various components of the apparatus
1 of FIG. 1. In FIG. 2, the point-of-sale terminal 2, in the
preferred embodiment, comprises a central processing unit
or CPU 2A, a magnetic card reader 2B, which is connected
to the CPU 2A, associated random access memory 2C
(RAM) and read only memory 2D (ROM) devices, which
are also connected to the CPU 2A, a user input device 2E,
which is typically a keypad or other suitable input device for
inputting data into the terminal 2 and which is also con-
nected to the CPU 2A, and a display device 2F for displaying
information and/or data to a user.

The point-of-sale terminal 2 also comprises a transmitter
2@ for transmitting signals and/or data to the central pro-
cessing computer 3, and/or to the communication device 4
and/or to any other device associated with the cardholder
and/or the apparatus, if desired. The transmitter 2G is also
connected to the CPU 2A. The point-of-sale terminal 2 also
comprises a receiver 2H for receiving signals and/or data
from the central processing computer 3, and from the
communication device 4 and/or any other associated device
which may be utilized, if desired. The receiver 2H is also
connected to the CPU 2A. The point-of-sale terminal 2 also
comprises a printer 21 or other appropriate output device for
outputting data to the user. The printer 21 is also connected
to the CPU 2A. In the preferred embodiment, the printer 21
prints receipts corresponding 1o the transaction.

In FIG. 2, the central processing computer 3, in the
preferred embodiment, comprises a central processing unit
or CPU 3A, associated random access memory 3B (RAM)
and read only memory 3C (ROM) devices, which are
connected to the CPU 3A, a user input device 3D, which is
4 keypad and/or any other suitable input device for inputting
data into the central processing computer 3 and which is also
connected to the CPU 3A and a display device 3E for
displaying information and/or data to a user or operator.

The central processing computer 3 also comprises a
transmitter(s) 3F for transmitting signals and/or data to the
point-of-sale terminal 2 and to the communication device: 4
and/or to any one or more of the fax machine 5, personal
computer 6, telephone 7, telephone answering machine 8,
alternate telephone 9, alternate telephone answering
machine 10, network computer 11 and/or alternate beeper 12
or alternate pager 13. The transmitter(s) 3F is also connected
to the CPU 3A. The central processing computer 3 also
comprises a receiver(s) 3G for receiving signals and/or data
from the point-of-sale terminal 2 and from the communica-
tion device 4 and/or from any other suitable device which
may be utilized in conjunction with the apparatus 1. The
receiver(s) 3G is also connected to the CPU 3A. The central
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processing computer 3, in any and/or all of the embodiments
described herein, may utilize a fax/modem and/or any other
suitable computer communication device.

The central processing computer also comprises a
database(s) 3H which contains account information and data
pertaining to the cardholders andfor to the cardholder
accounts. The database 3H contains information about the
cardholder, the cardholders account number, credit and/or
account limits, previous purchases, number of unavthorized
purchases made to the account and other information and/or
data necessary to manage and/or process an account trans-
action as described herein.

The database 3H may also comprise data and/or informa-
tion regarding specific limitations and/or restrictions which
may be placed on a particular account, which may be
pre-selected and/or programmed by the cardholder and
which may include limitations and/or restrictions on the
usage of the card. The limitations and/or restrictions may
include the types of transactions which are allowed and/or
authorized, the goods and/or services which may be pur-
chased with the card, the vendors, stores and/or service
provider which may be authorized to accept the card, limits
on the dollar amounts of transactions pertaining to each
authorized vendor, seller and/or service provider, daily
spending limits, and/or the geographical area or location
wherein authorized card use may be limited, and/or autho-
rized times for card vsage (i.e. specific days, dates, time of
day, time of month, year, etc.), and/or any other limitation
and/or restriction regarding amount of transaction, parties
involved, geographical area, and/or times of allowed unsage.
The database 3H is also connected 10 the CPU 3A. The
central processing computer 3 also comprises a printer 31 or
other appropriate output device for outputting information
and/or data to a user or operator.

In FIG. 2, the communication device 4, in the preferred
embodiment, comprises a central processing unit or CPU
4A, associated random access memory 4B (RAM) and read
only memory 4C {ROM) devices, which arc connected to the
CPU 4A, a user input device 4D, which is a keypad or a
plurality of keys and/or switches for inputting data into the
communication device 4 and which is also connected to the
CPU 4A, and a display device 4E, for displaying informa-
tion andfor data to the cardholder, and a database 4F, which
are also connected to the CPU 4A. The communication
device 4 also comprises a receiver 4G for receiving signals
and/or data from the central processing computer 3 and
which is also connected to the CPU 4A, a transmitter 4H for
transmitting signals and/or data to the central processing
computer 3 and which is also connected to the CPU 4A.

In the preferred embodiment, the communication device
4 which is utilized is a pager with a reply feature and/or
device. A two-way pager and/or pager systems may also be
utilized for implementing the respective component system
(5) in the communication device 4/central processing com-
puter 3 combination and/or link.

The apparatus 1 of the present invention, in the preferred
embodiment, may be utilized in order to facilitate cardholder
authorization, notification and/or security measures in finan-
cial transactions involving credit cards, charge cards, debit
cards, and/or currency or “smart” cards, in the manner
described below and with reference to FIGS. 3A, 3B and 3C.
In this manner, the apparatus 1 of the present invention may
be utilized to obtain cardholder authorization in a card-
related transaction.

FIGS. 3A, 3B and 3C illustrate the operaticn of the
apparatus 1 in flow diagram form. With reference o FIGS.
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3A, 3B and 3C, the operation of the apparatus 1 commences
at step 30 when the card, which is to be uiilized in a credit
card, charge card, debit card, and/or currency or “smart”
card transaction, is presented in the transaction. At step 31,
the sales or service attendant or point-of-sale terminal opera-
tor (hereinafter “point-of-sale terminal operator™) will acti-
vate the apparatus 1 in any typical manner, such as by
obtaining a phone line and entering card information into the
point-of-sale terminal 2. This data entry is typically per-
formed by swiping the magnetic strip of the card through the
card reader 2B. The information and/or data pertinent to the
transaction, and/or the card, is then transmitted, at step 32,
to the central processing computer 3.

The central processing computer 3 will, at step 33,
process the information and/or data pertinent to the trans-
action and/or to the particular card account and may request,
if needed, that the point-of-sale operator enter the transac-
tion amount. The central processing computer 3 will then
process the information and/or data pertinent to the trans-
action in conjunction with the card account information in
order 1o determine if the card has been lost, stolen and/or
cancelled and/or de-activated. Further, the central process-
ing computer 3 will perform a test to determine if the card
has reached and/or exceeded the maximum credit, charge or
debit limit andfor if the card has been depleted of its
currency value.

The central processing computer 3 may utilize any of the
widely known data processing and/or software rowtines,
which are known to those skilled in that art, in order to
process transaction requests and/or authorizations involving
the vse of the respective card(s). Once the information
and/or data processing has been completed at step 33, the
central processing computer 3, at step 34, will determine if
the card has been lost, stolen, andfor cancelled andfor
de-activated, or if the credit, charge or debit limit of the card
has been reached and/or exceeded, or if the currency value
of the card has been depleted.

The central processing computer 3 will, at step 34, also
perform a test in order to determine if the predetermined
maximum number of unauthorized transactions have
oceurred on the account. The unauthorized transactions
count refers to transactions which are not authorized by the
cardholder as will be described herein. The authorized
transaction count (UNAUTHCT) is a variable which is
pre-set to zero (0) at the time the card account is issued. Each
time an unauthorized transaction occurs, the unauthorized
transaction count is incremented by one (1). Once the
unauthorized transaction count reaches a pre-defined limit
of, for example, three (3), the central processing computer 3
will cancel the transaction and de-activate the card. The
central processing computer 3 will then notify the card-
holder. In this manner, the apparatus 1 will enable the central
processing computer 3 of an issuing and/or card servicing
institution to cancel and/or de-activate the card, either per-
manently and/or temporarily, in cases when the cardholder
may have failed to respond or to reply to transaction notices,
which may be the case when the cardholder is not aware that
the card has been lost or stolen, or when the card or accourt
number has been duplicated, “cloned”, or in other ways
utilized without the cardhelder’s authorization, and/or when
the cardholder is unable to respond or reply to the fransac-
tion notices for some other reason(s). This feature of the
present invention serves to put a usage limit on the use of the
card(s). The central processing computer 3, at step 34, will
also perform a test(s) to determine if any additional limita-
tions and/or restrictions have been met and/or satisfied.

If any of the above listed conditions exist (i.e. card is lost,
stolen, cancelled and/or de-activated, or credit, charge or
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debit limit is reached and/or exceeded, currency value
depleted, unauthorized transaction limit reached or exceeded
limitations and/or restrictions violated, etc.), the central
processing computer 3 will, at step 35, transmit a signal to
the point-of-sale terminal 2 indicating that the transaction is
not approved and/er is not authorized. The point-of-sale
terminal operator may then cancel the transaction, at step 36.
The peint-of-sale terminal operator may then confiscate the
card and/cr alert the authorities. Upon the completion of step
36, the apparatus will cease operation at step 55.

If, at step 34, the central processing computer 3 deter-
mines that the card is not lost, stolen, cancelled or
de-activated, or that the credit, charge or debit iimit of the
card has not been reached or exceeded, or that the of
unauthorized transactions count (UNAUTHCT) has not
reached a pre-defined limit, or whether any other pre-
defined, pre-selected and/or programmed limitation(s) and/
or restriction(s) have been met, have been satjsfied and/or
have been reconciled, the central processing computer 3
will, at step 37, transmit a signal and/or data to the com-
municatien device 4 which is located at the cardholder.

At step 37, the central processing computer 3 will then
also transmit respective signals and/or data to any one or
more of the cardholder’s designated fax machine §, personal
computer 6, telephone 7, telepbone answering machine 8,
alternate telephone 9, alternate telephone amswering
machine 10, network computer 11, and/or alternate beeper
12 or afernate pager 13.

The information and/or data which is transmitted to the
communication device 4 includes information and/or data
identifying the transaction and may include the name of the
store or the service provider and the amount of the transac-
tion. The information and/or data may also provide the time
of the transaction, the Iocation (i.e. city, town, village, state,
country etc.) of the transaction. The information and/or data
may also inclade the phone number of the central processing
office and/or computer servicing the account so that the
cardholder may telephone same in order to authorize or
cancel the transaction. The information and/or data may alsa
be supplemented to include the type of goods and/or services
involved in the tramsaction, if such information can be
entered at the point-of-sale terminal 2.

At step 38, the information and/or data which is trans-
mitted from the central processing computer 3 and received
at the communication device 4 is displayed to the cardholder
on the display device 4F of the communication device 4. The
information displayed on the display device 4E includes the
name of the store or the service provider, the amount of the
transaction, the time of the transaction and the tocation of
the transaction. The information and/or data may also be
supplemented to include the type of goods and/or services
involved in the transaction, if such information can be
entered at the point-of-sale terminal 2.

The apparatus 1 will then, at step 39, wait for the
cardholder to respond to the transmission. During this time,
the cardholder may either utilize the reply or two-way pager
feature on the communication device 4 in order to either
approve or authorize the transaction or disapprove of or void
the transaction. At step 39, the central processing computer
3 will also receive the response if one is sent. At step 40, the
apparatus 1 will determine if the cardholder has made a reply
or response within the pre-defined time limit which is
chosen, in the preferred embodiment, to be one (1) minute.
The cardholder may also transmit a signal via an appropriate
key or button suspending use of the card such as when he or
she may first be apprised of the fact that the card has been
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lost or stolen. In instances when the communication devite
4 does not have a reply or two-way pager feature, the
cardholder may simply telephone the central processing
office or a processing center for the card in order to person-
ally appraise the center or office of his or her response to the
central processing computer transmission regarding the
transaction.

If the cardholder does not respond or reply to the central
processing office within the pre-specified time, chosen, in
the preferred embodiment, to be one (1) minute, the central
office computer will, at step 41, increment the unauthorized
transaction count (UNAUTHCT) by one (1) and will, at step
42, transmit a signal and/or data to the point-of-sale terminal
2 indicating that, with the exception of receiving the autho-
rization of the cardholder, the transaction is otherwise
approved. The point-of-sale terminal operator may then, at
step 43, either proceed to consummate the transaction, try to
obtain additional information from the purchaser, or cancel
the transaction. The action taken by the point-of-sale termi-
nal operator may be dictated by the specific agreement in
cffect between the sales and/or service provider establish-
ment and the bank or financial institution administering the
card account. Upon the completion of step 43, the operation
of the apparatus 1 will cease at step 44. If the eardholder
should reply or respond to the transaction notice at a later
period, the response or reply information may then be
utilized in order to approve of, or to disapprove and/or to
dispute, the transaction.

If, at step 40, the response or reply is determined to be
timely, the central processing computer 3 will, at step 45,
process and identify the cardholder response. At step 46, the
ceniral processing computer 3 will determine if the card-
holder has replied or responded so as to authorize the
transaction. If the cardholder’s response is to cancel, disap-
prove or, or not to anthorize, the transaction, the central
processing computer 3 will, at step 47, increment an unau-
thorized transaction count by 1. At this juncture, it is
important to note that the unauthorized count
(UNAUTHCT) is set to zero at the time of the issuance of
the card. After the unanthorized transaction count has been
incremented, the central processing computer 3 will, at step
48, transmit a signal and/or data to the point-of-sale terminal
2 which will notify and/or instruct the point-of-sale terminal
operator that the transaction is not authorized and should,
therefore, be cancelled or voided. The point-of-sale terminal
operator may then cancel the transaction at step 49. The
point-of-sale terminal operator may then confiscate the card
and/or alert the authorities. Upon the completion of step 49,
the apparatus will cease operation at step 50.

If, at step 46, the central processing computer 3 identifies
the cardholder reply or response as being one to authorize
the transacticn, the central processing computer 3, at step 51,
will reset the unauthorized transaction count (UNAUTHCT)
to 0. An unauthorized transaction count (UNAUTHCT) of 0
will signify that any string of unauthorized transactions has
now been broken by the cardholder, and further, that the
present transaction is approved by the cardholder. The
central processing computer 3 will then, at step 52, transmit
a signal and/or data to the point-of-sale terminal 2 which will
notify and/or instruct the point-of-sale terminal operator that
the transaction is authorized and/or approved.

The point-of-sale terminal operator may then complete
the transaction, at step 53. After the transaction has been
completed at step 53, the operation of the apparatus 1 will
cease at step 54

In instances when the cardholder is a party to the
transaction, he or she, having the communication device 4
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on his or her person, may authorize the transaction at the
point-of-sale location. If the transaction is a telephone and/or
other remotely made transaction, the cardholder may autho-
rize the transaction from his or her remote location. The
cardholder may also program and/or set the commmunication
device 4 to automatically authorize or disapprove or disal-
low transactions. In this regard, the commurication device 4
may be programmable so as to receive and analyze the
transaction information and/or data and reply and/or respond
to same automatically and/or with preset and/or pro-
grammed relies and/or responses. The communication
device 4 may also be programmable so as to limit the
amounts of transactions. In this regard, the cardholder may
provide for temporary transaction and/or purchasing
amounts.

The communication device 4, in the preferred
embodiment, is provided with a memory device for storing
any number of transactions so that the cardholder may
review his or her card and/or account activity and/or trans-
actions which have occwrred involving his or her card. In
this manner, the cardholder may “scroll” through and/or in
other ways review card and/or account activity. The com-
munication device 4 may alsc be equipped to service more
than one card. For example, a cardholder’s
MASTERCARD®, VISA®, and/or AMERICAN
EXPRESS® card or cards and the accounts corresponding
thereto may all be serviced with or by a single communi-
cation device 4.

The apparatus and method of the present invention pro-
vides for the real-time notification of financial transactions
involving credit cards, charge cards, debit cards, and/or
currency or “smart” cards, which enables a cardholder to
menitor, in real-time, activity involving his or her card(s)
and the corresponding accounts. The apparatus and method
of the present invention also provides a means and a
mechanism by which to inform a cardholder that his or her
card(s) are lost or stolen, and/or that his or her card(s),
and/or the account numbers corresponding therete, are uti-
lized without his or her authorization and also provides an
indication to the cardholder of where his or her card(s) or
corresponding account number(s) is being utilized in trans-
actions. The cardholder may then report the card lost or
stolen and/or cancel and/or de-activate the card and/or the
account,

The present invention alse provides a means and a mecha-
nism by which to monitor the number of transactions which
are unauthorized by the cardholder and to determine whether
or not to authorize transactions and/or cancel or de-activate
the card(s) and/or the account. In the above manner, the
apparatus and method of the present invention provides an
apparatus and a method for preventing and/or lor drastically
limiting fravdulent and/or unauthorized use of credit cards,
charge cards, debit cards, and/or currency or “smart” cards
and/or the account numbers corresponding thereto.

The present invention, in an alternate embodiment, may
be utilized so as to provide authorization, notification and/or
security in banking and related financial transactions involv-
ing checking accounts, savings accounts and/or automated
teller machine {ATM) accounts and transactions and other
transactions wherein an account owner may be notified of a
transaction and/or an attempted transaction.

FIG. 4 iHustrates a block diagram of an alternate embodi-
ment of the apparatus of the present invention which is
utilized in conjunction with a checking account, savings
account and/or ATM aceount and/or transaction (hereinafter
referred to as 2 “backing transaction™) and/or the authori-



Case 7:14-cv-02881-WWE Document 1 Filed 04/23/14 Page 43 of 74

US 7,096,003 B2

21

zation process involved therewith. The apparatus of FIG. 4
is denoted generally by the reference numeral 100. In FIG.
4, the apparatus 100 consists of a banking transaction
terminal which terminals are found in banks and financial
establishments. In the preferred embodiment, the banking
transaction terminal 102 is a teller terminal, a processing
computer terminal and/or an ATM terminal. Any other
terminal or similar device may also be wtilized as the
banking transaction terminai 102 depending upon the appli-
cation and/or the transaction.

The baoking transaction terminal 102 (hereinafier
referred to as “banking terminal™) may be any of the widely
used and well known terminals or devices for providing
banking transactions over-the-covnter, ATM transactions
and/or in any other type of financial transactions, including
clearing trapsactions, check clearing and/or account charg-
ing and/or charge-back transactions, which transactions
banks and financial institations perform and/or engage in.

Typically, the banking terminals and/or devices comprise
a computer terminal having an input device such as a
keyboard and/or various reader and/or scanning device for
reading and/or scanning, respectively, information and/or
data nccessary in order to perform the transaction. The
banking terminal transmits an authorization request which
may include the data pertaining to the particular account
which is accessed and/or involved in the transaction and the
type and the amount of the transaction, over a communica-
tions medium, to a central processing computer for process-
ing the transaction, the transaction request and/or the autho-
rization request pertaining thereto. The banking terminal
may transmit the fransaction authorization request and/or
notice to a central processing computer via a central bank
computer (not shown) which may be a central computer at
the particular bank or financial institution. The central
processing computer may also be a central computer system
which is not located at the bank or financial institution, but
rather, services the particular bank or financial institution or
a group of banks or financial institutions.

The banking terminal 102 also receives the transaction
and/or authorization data and/or information from the cen-
tral processing computer. If a central bank computer is
utilized, the data transmitted from the central processing
computer would be transmitted to the banking terminal 102
via the centrul bank computer. A printed transaction receipt
may also be provided at and/or obtained via the banking
terminal 102, or peripheral device associated therewith, for
priating a transaction receipt which is usuwally provided to
the account holder at the time and/or location of the trans-
action.

The banking terminal 102 may also comprise, and/or have
associated therewith, a keypad for the manual entry of
transaction information and/or data, such as the amount of
the transaction, account number, etc. The banking terminal
102 may also be an integral component of a teller and/or
cashier work station and/or other transaction terminals and/
or devices, including those which may provide for the
automatic entry of transaction information and/or data.

The apparatus 100 also comprises a central processing
computer 103 which services any bank and/or financial
institution and/or any pre-defined group of banks and/or
finaneial institutions and/or any number of accounts asso-
ciated therewith. For example, the central processing con
puter 103 may handle all checking accounts, savings
accounts and/or other accounts for a given bank or banks.
The central processing computer 103, for example, may
process and maintain records of deposits, withdrawals,
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checks cashed, drafts, ATM deposits, ATM withdrawals,
charges made against an account, credits made to an
account, etc., and/or any combinations of same. The central
processing computer 103 may process accounts for any of
the various banks and/or financial institutions.

In the preferred embodiment, the banking terminal 102 is
linked and/or connected to the central processing computer
103 via a telecommunications system, link and/or medinm
(hereinafier referred to as “communications system™) such
as, for example, a telephone network or line. As noted above,
the banking terminal 102 may or may not be linked to the
central processing computer 103 via a central bank com-
puter, It is important to note that the communications system
which is utilized may be any commurications system and
may include telecommunication systems, satellite commu-
nications systems, radio commumication systems, digital
communications systems, digital satellite communications
systems, personal communications services commnnication
systems as well as any other appropriate communications
system. The banking terminal 102 transmits signals and/or
data to the central processing computer 103 as well as
receives signals and/or data from the central processing
computer 103,

The central processing computer 103 may be a mainframe
computer, & mini-computer, a micro-computer, a server
computer, such as those utilized in conjunction with on-line
services and/or in a network environment, and/or any other
suitable computer or computer system.,

The apparatus 100 also comprises an account owner
communication device 104 which may receive signals and/
or data from either or both of the banking transaction
terminal 102 and/or the central processing computer 103. In
the preferred embodiment of FIG. 4, the communication
device 104 receives signals and/or data from the central
processing computer 103 with said signals being transmitted
via a suitable communication system. In the preferred
embodiment, the communications system utilized for trans-
mitting signals and/or data to the communication device 104
is a wireless telephone line and the communication device
104 is a wireless telephone signal receiving device such as
atelephone beeper or pager. The communication device 104,
which may be a pager, receives the wireless lelephone
signals and/or data from the central processing computer
103 during the authorization procedure as will be described
in more detail below.

In the preferred embodiment, the communication device
104 is also equipped with a trapsmitter for transmitting
signals and/or data lo the ceniral processing computer 103.
In this regard, the central processing computer 103 fransmits
gignals and/or data to the communication device 104 as well
as receives signals and/or data from the commmunication
device 104. The communication device 104 may also trans-
mit signals and/or data directly to the banking terminal 102
and reccive signals and/or data dircctly from the banking
terminal 102, In the preferred embodiment, the banking
terminal 102 transmits signals and/or data to the central
processing computer 103 and receives signals and/or data
from the central processing computer 103. Further, in the
preferred embodiment, the communication device 104
receives signals and/or data from the central processing
computer 3 and transmits signals and/or data to the central
processing computer 103.

As noted above, the communication device 104 is a
wireless device. In this regard, the communication device
104 or pager may be carried by the account owner and/or be
kept on and/or close to the account owner's person so that
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the central processing computer 103 may transmit signals
and/or data to the communication device 104 so as to
communication with the account owner at any time.

In the preferred embodiment, the apparatus 100 also
comprises a facsimile (fax) machine 105, a personal com-
puter 186, a telephone 107, a telephone answering machine
108, an alternate telephone 109, an altemate telephone
answering machine 110, a network comprter 111, and/or an
alternate beeper 112 or aliernate pager 113. The centrai
processing computer 103 may be linked with the above fax
machine 105, personal computer 106, telephone 107, asso-
ciated answering machine 108, alternate telephone 109,
alternate telephone answering machine 110, network com-
puter 111 alternate beeper 112 and altetnate pager 113, via
any suitable communication system. In the preferred
embodiment, 2 telecommunications link or telephone line or
link, which may or may not be a wireless link, depending on
the device and/or the circumstances, is utilized in order to
link the central processing computer 103 with each of the fax
machine 105, the personal computer 106, the telephone 107,
the associated answering machine 108, the alternate tele-
phone 109, the altemate telephone answering machine 110,
the network computer 111, the alternate beeper 112 and the
alternate pager 113,

FIG. § illustrates the various components of the apparatus
100 of FIG. 4. In FIG. 5, the banking terminal 102, in the
preferred embodiment, comprises a central processing uinit
or CPU 102A, a scanner or reader 102B, which is connected
to the CPU 1024, associated random access memory 102C
(RAM) and read only memory 102D (ROM) devices, which
are also connected to the CPU 1024, a wser input device
102E, which is typically a keypad or other suitable input
device for inputting data into the banking terminal 102 and
which is also connected to the CPU 1024, and a display
device 102F for displaying information and/or data to 2 user
or operator, which display device 102F is also connected to
the CPU 102A.

The banking terminal 102 also comprises a transmitter
102G for tramsmitting signals and/or data to the central
processing computer 103, and/or to the communication
device 104 and/or to any other device associated with the
account owner and’or the apparatus, if desired. The trans-
mitter 102G is also connected to the CPU 102A. The
banking terminal 102 also comprises a receiver 102H for
receiving signals and/or data from the central processing
computer 103, and from the communication device 104
and/or from any other associated device which may lbe
utilized, if desired. The receiver 102H is also connected to
the CPU 102A. The banking terminal 102 alse comprises a
printer 1021 or other appropriate output device for outputting
data to the operator. The printer 1021 is also connected to the
CPU 102A. In the preferred embodiment, the printer 1021
prints receipts corresponding to the transaction.

In FIG. 5, the central processing computer 103, in the
preferred embodiment, comprises a central processing unit
or CPUI 103A, associated random access memory 103B
(RAM) and read only memory 103C (ROM) devices, which
are connected to the CPU 1034, a user input device 103D,
which is a keypad or any other suitable input device, for
inputting data into the central processing computer 103 and
which is also connected to the CPU 103A, and a display
device 103E for displaying information and/or data to a user
or aperator.

The central processing computer 103 also comprises a
transmitter(s) 103F for transmitting signals and/or data to
the banking terminal 102 and to the communication device
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104 and/or to any one or more of the fax machine 105, the
personal computer 106, the telephone 107, the telephone
answering machine 108, the altemate telephone 109, the
altemate telephone answering machine 110, the network
computer 111, the alternate beeper 112, and/or the alternate
pager 113. The transmitter(s) 103F is also connected to the
CPU 103A. The central processing computer 103 also
comprises a receiver(s) 103G for receiving signals and/or
data from the banking transaction terminal 102 and from the
communication device 104 and/or from any other suitable
device which may be utilized in conjunction with the
apparatus 100. The receiver(s) 103G is also connected to the
CPU 103A.

The central processing computer 103 also comprises a
database(s) 103H which contains account information and
data pertaining to the account owner’s account(s). The
database 103H contains information about the account
owner, the account number, etc., and any other information
and/or data necessary to the manage and/or process an
account and/or account transaction as described herein. The
database 103l is also connected to the CPUJ 103A. The
central processing compwter 103 also comprises a printer
1031 or other appropriate cutput device for outputting infor-
mation and/or data to a vser or operator, which printer 1031
or other output device is also connected to the CPU 103A.

In FIG. §, the communication device 104, in the preferred
embodiment, comprises a central processing unit or CPU
104A, associated random access memory 104B (RAM) and
read only memory 104C (ROM) devices, which are also
connected to the CPU 1044, a vser input device 104D,
which is a keypad or a plurality of keys and/or switches for
inputting data into the communication device 104 and which
is also connected to the CPU 104A, and a display device
104E, for displaying information and/or data to the account
ownet, and a database 104F. This display device 104E and
the database 104F are also connected to the CPU 104A. The
communication device 104 also comprises a receiver 104G
for receiving signals and/or data from the central processing
computer 103 and which is also connected to the CPU 104 A,
and a transmitter 104H for transmitting signals and/or data
to the central processing computer 103 and which is also
connected to the CPU 104A.

In the preferred embodiment, the communication device
104, which s utilized, is a pager with a reply feature and/or
device. A two-way pager and/or pager system(s) may also be
utilized for implementing the respective component systems
in the communication device 104/central processing com-
puter 103 combination and/or link,

The apparatus 100 of the present invention, in the pre-
ferred embodiment, may be utilized in order to facilitate
account owner authorization, notification and/or security, in
financial transactions involving checking accounts, savings
accounts and ATM accounts, and/or any transactions involv-
ing same in the manner described below and with reference
to FIGS. 6A, 6B and 6C. In this manner, the apparatus and
methed of the present invention may be utilized to obtain
account owner authorization in a banking and/or financial
transaction.

FIGS. 6A, 6B and 6C illustrate the operation of the
apparatus 100 in flow diagram form. With reference to
FIGS. 6A, 6B and 6C, the operation of the apparatus 100
commences af step 130 when the financial transaction and/or
instrument or ATM card is presented to the bank or financial
institution employee, representative and/or placed in 2 card
reader, respectively. At step 131, the employee or represen-
tative of the bank or financial institution will activate the
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apparatus, via the banking transaction terminal 102, in any
iypical manner, such as by entering account and/or card
information, into the banking transaction terminal 102. This
data entry is typically performed by manual data entry
and/or via a card reader, depending upon the transaction. For
example, if a person offers a check for cashing and provides
a savings account or a checking acconnt number, as the
means by which to endorse the check, the employee or
representative will enter the savings account or checking
account mumber into the banking terminal 102 for process-
ing. Similarly, if one desires to withdraw money from an
ATM account, the card reader will read and enter the account
number and/or information for processing, The information
and/or data pertinent to the transaction and the card is then
transmitted, at step 132, to the central processing computer
103.

The central processing computer 103 will then, at step
133, process the information and/or data pertinent to the
transaction and to the particular account. The central pro-
cessing computer 103 may utilize any of the widely known
data processing and/or software routines, which are known
to those skilled in that art, in order to process transaction
requests and/or authorizations involving the use of the
respective account(s) and/or related card(s).

The central processing computer 103 will process the
information and/or data pertinent to the transaction in con-
junction with the account information in order to determine
the status of the account (i.e. whether any holds have been
placed on the account, such as those prohibiting
withdrawals). Further, the central processing computer 163
will then perform a test, at step 134, in order to determine if
the transaction amount has reached and/or exceeded the
amougt available in the account and/or if the ATM card has
been reported lost, stolen, cancelled and/or de-activated,
and/or determine whether any otber pre-defined, pre-
selected and/or programmed limitation(s) and/or restriction
(s) have been met, satisfied and/or reconciled. The central
processing computer 103 will also perform a test in order to
determine if the predetermined maximum number count of
unauthorized transactions, pre-defined in the preferred
embodiment to be one (1), has occurred on the account.

The unauthorized transaction count refers to a count of the
transactions which are not authorized by the account owner
as will be described herein. The authorized transaction count
(UNAUTHCT) is a variable which is pre-set to zero (0} at
the time the account is opened. Each time an unauthorized
transaction occurs, the unauthorized transaction count is
incremented by one. Once the unauthorized transaction
count reaches a pre-defined limit of, for example, one (1),
although it may be pre-defined to be zero (0), the central
processing computer 103 will cancel the transaction and
de-activate the account and/or the ATM card. The central
processing computer 103 will then notify the account owner.
In this manner, the apparatus 100 wili enable the central
processing computer 103 of a banking and/or financial
institution to cancel and/or de-activate the account and/or
the ATM card, either permanently or temporarily, in cases
when the account owner may have failed to respond or to
reply to transaction notices, which may be the case when the
account owner is not aware that the account has been
charged, overdrawn, and/or that the ATM card has been lost
or stolen, cancelled or de-activated, duplicated, “cloned”, or
in other ways utilized without the account owner’s knowl-
edge or authorization, or when the account owner is unable
to respond or reply to the transaction notices for some other
reason(s). This feature of the present invention serves to
place a transaction stop limit on the account and/or on the
use of the ATM card.
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If any of the above listed conditions exist (i.e. account
overdrawn and/or ATM card is lost, stolen, cancelled and/or
de-activated), the central processing computer 103 will, at
step 135, transmit a signal to the banking transaction termi-
nal 102 indicating that the transaction is not approved and/or
is not authorized. The banking terminal operator, or
employee, or representative, may then cancel the transaction
at step 136. The employee or representative may then alert
the authorities and/or confiscate the ATM card. In the case
when an ATM machine is utilized as the banking terminal
102, the ATM machine may confiscate the ATM card auto-
matically. Upon the completion of step 136, the apparatus
will cease operation at step 137.

If, at step 134, the central processing computer 103
determines that the account is not overdrawn or that the
ATM card is not lost, stolen, cancelled or de-activated, or
that the of unauthorized transactions count (UNAUTHCT)
has not reached a predefined limit, and/or that pre-defined or
pre-specified limitations and/or restrictions have been met,
the central processing computer 103 will, at step 138,
transmit a signal and/or data to the communication device
104 which is located at the account owner.

At step 138, the central processing computer 103 will then
also transmit respective signals andfor data to any one or
more of the cardholder’s designated fax machine 105, per-
sonal computer 106, telephone 107, telephone answering
machine 108, alternate telephone 109, alternate telephone
answering machine 110, network computer 111, and/or
alternate beeper 112 or alternate pager 113.

The information and/or data transmitted to the commu-
nication device 104 includes information and data identify-
ing the transaction and may include the name of the bank or
financial institution where the transaction is taking place, the
account number and/or description, the amount of the
transaction, the time of the transaction and the location (i.e.
city, town, village, state, country etc.) of the transaction. The
information and/or data may also include the phone number
of the central processing office and/or computer servicing,
and/or the banking and/or financial institution handling, the
account so that the account owner may telephone same in
order to authorize or cancel the transaction. The information
and/or data may also be supplemented to include a descrip-
tion of the person secking to make the transaction and the
type of transaction songht (i.e. cash withdrawal, cashing of
check, etc.).

At step 139, the information and/cr data which is trans-
mitted from the central processing computer 103, and
received at the communication device 104, is displayed to
the account owner on the display device 104E of the
communication device 104. The information displayed on
the display device 104 includes the name of the banking
and/or financial institution, the amount of the transaction,
the time of the transaction and the location of the transac-
tion. The information and/or data may also include the type
of transaction and a description of the person seeking to
make the transaction, etc.

The apparatus 100, at step 140, will then wait for the
account owner to respond to the transmission. During this
time, the account owner may either utilize the reply or
two-way pager feature on the communication device 104 in
order to either apptrove or authorize the tramsaction or
disapprove of, or void, the transaction. At step 140, the
apparatus 100 will receive the reply or response from the
account owner. At step 141, the central processing computer
103 will determine if the account owner has made a reply or
response within the pre-defined time limit which is chosen,



Case 7:14-cv-02881-WWE Document 1 Filed 04/23/14 Page 46 of 74

US 7,096,003 B2

27

in the preferred embodiment, to be one (1) mimate. The
account owner may also transmit a signal via an appropriate
key or button suspending use of the account or ATM card,
such as when he or she may first be apprised of the fact that
the account is being unlawfully accessed, or the use thereof
is unamthorized, or that the ATM card has been lost or stolen.

In instances when the communication device 104 does not
have a reply or two-way pager feature, the account owner
may simply telephone the central processing office or pro-
cessing center and/or the banking or financial ipstitution so
as to personally reply or respond to the authorization
request.

If, at step 141, it is determined that the account owner’s
reply or response was not made within the pre-specified
time, chosen in the preferred embodiment to be one (1)
minute, the central processing computer 103 will, at step
142, increment the unauthorized transaction count
(UNAUTHCT) by one (1) and will, at step 143, transmit a
signal and/or data to the banking transaction terminal 102
indicating that the transaction is not authorized by the
account owner. The banking terminal operator may then, at
step 144, either cancel the transaction, proceed to consum-
mate the transaction, and/or attempt to obtain additional
information or identification from the customer andfor
obtain an alternate account number from which to draw
against,

The action taken by the banking transaction terminal
operator may be dictated by the specific agreement in effect
between the account owner and the bank or financial insti-
tution adminjstering the accounts. Upon the completion of
step 144, the operation of the apparatus will cease at step
145. If the account owner should reply or respond to the
transaction notice at a later period, this information may then
be utilized to approve of or to disapprove and/or to dispute
the transaction.

If, at step 141, it is determined that the reply or response
was timely, the central processing computer 103 will, at step
146, process and idemify the account owner response. At
step 147, the central processing computer 103 will deter-
mine if the account owner has authorized the transaction. If
the account owner’s response is to cancel, to disapprove, or
to not authorize, the transaction, the central processing
computer 103 will, at step 148, increment the npauthorized
transaction count (UNAUTHCT) by 1. At this juncture, it is
important to note that the unauthorized count
(UNAUTHCT) is set to zero at the time of the opening of the
account.

After the uvnauthorized transaction count has been
incremented, the central processing computer 103 will, at
step 149, transmit a signal and/or data to the banking
terminal 102 which will notify and/or instruct the banking
terminal operator that the transaction is not authorized and
should, therefore, be cancelled or voided. The banking
terminal operator may then cancel the transaction at step
156. The banking transaction terminal operator or the ATM
machine may then confiscate the ATM card and/or alert the
authorities. Upon the completion of step 150, the apparatus
will cease operation at step 151.

If, at step 147, the central processing computer 103
identifies the account owner’s reply or response as being obe
to authorize the transaction, the central processing computer
103 will, at step 151, reset the unauthorized transaction
count (UNAUTHCT) to zero (0). The central processipg
comptiter 103 will then, at step 153, transmit a signal and/or
data to the baoking terminal 102 which will notify andfor
imstruct the banking terminal operator, and/or the ATM
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machine, that the transaction is autharized and/or approved.
The banking terminal operator, and/or the ATM machine,
tnay then complete the transaction, at step 154. Afier the
transaction has been completed at step 154, the operation of
the apparatus 100 will cease at step 155.

In instances when the account owner is a party to the
transaction, which should typically be the case in banking
and/or financial transactions, the account owner, having the
communication device 104 on his or her person, may
authorize the ransaction at the point of the transaction. If the
transaction is an overnight or other remotely made
transaction, such as in clearing and/or account settling
transactions, the account owner may authorize the transac-
tion from his or her remote location.

The account owner may also program and/or set the
communication device 104 so as to automatically authorize
or disapprove or disallow transactions. In this regard, the
communication device 104 may be programmable so as to
receive and analyze the transaction information and/or data
and reply or respond to same automatically and/or with
preset or programmed replies and/or responses. The com-
munication device 104 may also be programmable so as to
limit the amounts of transactions. In this regard, the account
owner may provide for temporary transaction types and/or
amounts,

The communication device 104, in the preferred
embodiment, is provided with a memory device for storing
any number of transactions so that the account owner may
review his or her account activity and/or transactions which
have occurred involving his or her accounts and/or ATM
card. In this manner, the account owner may “scroll”
through and/or in other ways review account activity. The
communication device 104 may also be equipped to service
more than one bank and/or financial account and/or ATM
card. For example, any number and/or types of accounts
may be serviced with or by a single communication device
104.

‘The apparatus and method of the present invention pro-
vides for the real-time notification of barking and/or finan-
cial transactions involving various bank and/or financial
accounts and enables an account owner to monitor, in
real-time, activity involving hig or her bank and/or financial
accounts and/or ATM card(s).

The apparatus and method of the present invention also
provides a means and a mechanism by which to inform an
account owner that his or her account is overdrawn, has been
charged against and/or that his or her ATM card(s) are lost,
stolen, cancelled or de-activated and/or provides an indica-
tion to the account owner of when and/or where his or her
accounts are being accessed in transactions. The account
owner may then report the unauthorized activity, and/or the
discovery of a lost or stolen ATM card, and/or cancel and/or
de-activate the respective account(s) and/or ATM card(s).

The present invention, in an alternate embodiment, may
also be utilized so as to provide authorization, notification
and/or security for, and in conjunction with, cellular and/or
mobile telephone and/or communication systems whetein a
cellular or mobile telephone owner and/or account owner
may be notified of a transmission and/or an attempted
transmission and/or telephone call made with his or her
cellular or mobile telephone and/or with the telephone
number and or transmission codes and/or associated signa-
tures and/or data which corresponds to his or her cellular or
mobile telephone.

FIG. 7 illustrates a block diagram of an alternate embodi-
ment of the apparatus of the present invention which is
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utilized in conjunction with a cellular or mobile telephone
(hereinafier referred to as “cellular telephone™) and/or cor-
responding cellular telephone account number and/or infor-
mation related thereto. The apparatus of FIG. 7 is denoted
generally by the reference numeral 200. In FIG. 7, the
apparatus 200 consists of a cellular telephone 202 which
may be any typical cellular and/or mobile telephone. Any
other cellular and/or mebile communication device may also
be utilized.

The cellular telephone 202 may be any of the widely used
and well known cellular telephones and/or mobile commu-
nication device(s). In the embodiment of FIG. 7, the cellular
telephone 202 serves as the transaction terminal which is
described above in conjunction with the previous embodi-
ments. As is the case with cellular telephones, the cellular
telepbone may transmit the authorization request and/or
notice to a central processing computer. The cellular tele-
phone 202 may, but need not, receive authorization data
and/or information from the central processing computer.
The cellular telephone 202 may also comprise, or have
associated therewith, a keypad for the manual entry of
transaction information and/or data, such as the telephone
number and varjous command codes utilized in making or
placing a telephone call.

The apparatus 200 also comptrises a central processing
computer 203 which services any predefined group of cel-
lular telephones or cellular communication devices. For
example, the central processing computer 203 may handle
all cellular telephone accounts for a given telecommunica-
tions company and/or area. The central processing computer
203, for example, may process and maintain records of
celtular telephone calls, including billing information, for
any number of cellular telephones, cellular telephone
accounts, and/or cellular telephone owners which or who are
serviced by a particular communications company or central
processing office or computer.

The central processing computer 203 may be a mainframe
computer, a mini-computer, a micro-computer, a server
computer, such as those utilized in conjunction with on-line
services and/or in a network environment, and/or any other
suitable computer or computer system.

The central processing computer 203 may also process
accounts for any of the various cellular and/or mobile
comrunications accounts and/or devices. In the preferred
embodiment, the ceflular telephone 202 is linked and/or
connected to the central processing computer 203 via a
telecommunications system, link and/or medium
(hereinafter referred to as “communications system™) such
as, for example, a telephone network or line. It is important
to note that the communications system which is utilized
may be any comununications system and may include tele-
communication systems, satellite communications systems,
radio communication systems, digital communications
systems, digital satcllite communications systems, personal
communications services communication systems as well as
any other appropriate communications system. The celluiar
telephone 202 transmits signals and/or data to the central
processing computer 203 as well as receives signals and/or
data from the central processing computer 203.

The apparatus 200 also comprises a cellular telephonc
owner communication device 204 which may receive sig-
nals and/or data from either or both of the cellular telephone
202 and/or the central processing computer 203. In the
embodiment of FIG. 7, the communication device 204
receives signals and data from the central processing com-
puter 203 with said signals being transmitted via a suitable
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communication system. In the embodiment of FIG. 7, the
communications system utilized for transmitting signals
and/or data to the communication device 204 is a wireless
telephone network or line and the communication device
204 is a wireless telephone signal receiving device such as
a telephone beeper or pager. The communication device 204
or pager receives the wireless telephone signals and/or data
from the central processing computer 203 during the autho-
rization procedure as will be described in more detail below.

In the preferred embodiment, the communication device
204 is also equipped with a transmitter for transmitting
signals and/or daia to the central processing computer 203.
In this regard, the central processing computer 203 transmits
signals and/or data to the communication device 204 as well
as receives signals and/or data from the communication
device 204, The communication device 204 may also trans-
mit signals and/or data directly to the cellular telephone 202
and receive signals and/or data directly from the cellular
telephone 202.

In the preferred embodiment, signals and/or data which
are transmitted by the cellular telephone 202 are received at
the central processing computer 203. The cellular tclephone
202 also receives signals and/or data from the central
processing computer 203. Further, in the alternate embodi-
ment of FIG. 7, the communication device 204 receives
signals and/or data from the central processing computer
203 and transmits signals and/or data to the central process-
ing computer 203.

As noted above, the communication device 204 is a
wireless device. In this regard, the communication device
204 or pager may be carried by the cellular telephone owner
and/or be kept on and/or close to the cellular telephone
owner’s person so that the central processing computer 203
may transmit signals and/or data to the commumication
device 204 so as to communicate with the cellular telephone
owner at any time.

In the alternate embodiment of FIG. 7, the apparams 200
also comprises a facsimile (fax) machine 205, a personal
computer 201, a telephone 202, a telephone answering
machine 208, an alternate telephone 209, an alternate tele-
phone answering machine 210, a network computer 211, an
alternate becper 212, and an alternate pager 213,

The central processing computer 203 may be linked with
the above fax machine 205, personal computer 206, tele-
phone 207 and associated answering machine 208, alternate
telephone 209 and associated answering machine 210, net-
work computer 211, alternate beeper 212 and/or alternate
pager 213, via any suitable communication system. In the
preferred embodiment, a telecommunications link or tele-
phone line or link, which may or may not be a wireless link
depending on the device and/or the circurnstances, is utilized
in order to link the central processing computer 203 with
each of the fax machine 205, the personal computer 206, the
telephone 207 and associated answering machine 208, the
alternate telephone 209 and associated answering machine
210, the network computer 211, the alternate beeper 212,
and/or the alternate pager 213.

FIG. 8 illustrates the various components of the apparatus
200 of FIG. 7. In FIG. 8, the cellular telephone 202, in the
preferred embodiment, comprises a central processing unit
or CPU 202A, associated random access memory 202B
(RAM) and read only memory 202C (ROM) devices, which
are also connected to the CPU 202A, a user input device
2021, which is a typicatly a keypad or other suitable input
device for inputting data into the cellular telephone 202 and
which 15 also connected to the CPU 202A, and a display
device 202 for displaying information and/or data to a user
or operator.
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The cellular telephone 202 also comiprises a transmitter
202F for transmitting signals during normal telephone
operation and/or for transmitting signals and/or data to the
central processing computer 203, and/or to the communica-
tion device 204 and/or to any other device associated with
the account owner or apparatus 200 if desired. The trans-
mitter 202F is also connected to the CPU 202A. The cellular
telephone 202 also comprises a receiver 202G for receiving
signals during normal telephone operation and/or for receiv-
ing signals and/or data from the central processing computer
203, and from the communication device 204 and/or from
any other associated device which may be utilized, if
desired.

The receiver 202G is also connected to the CPLJ 202A.
The cellular telephone 202 may also comprise a printer
202H cr other appropriate output device for outputting data
to the user. The printer 202H, if wiilized, is also connected
to the CPU 202A. In the preferred embodiment, the printer
202H prints receipts corresponding to the transaction and/or
information transmitted during the telephone call or trans-
action.

In FIG. 8, the central processing computer 203, in the
preferred embodiment, comprises a central processing unit
or CPU 203A, associated random access memory 203B
(RAM) and read only memory 203C (ROM) devices, which
are connected to the CPU 203A, a user input device 203D,
which is a keypad or any other suitable input device for
inputting data into the central processing compurter 203 and
which is also connected to the CPU 203A and a display
device 203E for displaying information and/or data to a user
Or operator.

The central processing computer 203 also comprises a
transmitter(s) 203F for transmitting signals and/or data to
the cellular telephone 202 and to the communication device
204 and/or to any other device which may be utilized and/or
fo any one or more of the fax machine 205, personal
computer 206, telephone 207 and associated answering
machine 208, alternate telephone 209 and associated
answering machine 210, network computer 211, alternate
beeper 212, and/or alternate pager 213. The transmitter(s)
203F is also conpected to the CPU 203A. The central
processing computer 203 also comprises a receiver(s) 203G
for receiving signals and’or data from the cellular telephone
202 and from the communication device 204 and/or from
any other suitable device which may be utilized in conjunc-
tion with the apparatus 200. The receiver(s) 203G is dlso
connected to the CPU 203A.

The central processing computer 203 also comprises a
database(s) 203H which contains account information and
data pertaining to the cellular telephone owner(s) and/or
account(s). The database 203H contains information about
the cellular telephone owner, the telephone number, ete., and
any other information and/or data necessary to the manage
and/or process an account and/or account transaction as
described herein. The database 203H may also contain
information regarding any limitations and/or restrictions
placed on the cellular telephone and/or the use thereof, The
database 203H is also connected to the CPU 203A. The
central processing computer 203 also comprises a printer
2031 or other appropriate output device for outputting iu.fi'or-
mation and/or data to a user or operator.

In F1G. 8, the communication device 204, in the preferred
embodiment, comprises a central processing unit or CPU
204A, associated random access memory 2048 (RAM) and
read only memory 204C (ROM) devices, which also con-
necied 1o the CPU 204A, a user input device 204D, which
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is a keypad or a plurality of keys and/or switches for
inputting data into the communication device 204 and which
is also connected to the CPU 204A, and a display device
204E, for displaying information and/or data to the cellular
telephone owner, and a database 204F, which are also
connected to the CPU 204A.

The communication device 204 also comprises a receiver
204G for receiving signals and/or data from the central
processing computer 203 and which is also connected to the
CPU 204A, a transmitter 204H for transmitting signals
and/or data to the central processing computer 203 and
which is also connected to the CPU 204A. In the preferred
embodiment, the communication device 204 utilized is a
pager with a reply feature and/or device. A twa-way pager
and/or pager systems may also be utilized for implementing
the respective components, and/or systems in the commu-
nication device 204/central processing computer 203 com-
bination and/or link.

The apparatus 200 of the present invention, in the pre-
ferred embodiment, may be utilized in order provide cellular
telephone owner and/or account owner authorization, noti-
fication and/or security measures in transactions involving
cellular telephones and/or cellular telephone numbers, and
any transactions involving same in the manner described
below and with reference to FIGS. 9A, 9B and 9C. In this
manner, the apparatus and method of the present invention
may be utilized to obtain cellular telephone owner and/or
account owner authorization in a transaction involving cel-
lular telephones and/or cellular telephone numbers.

FIGS. 9A, 9B and 9C illustrate the operation of the
apparatus 200 of F1G. 7 in flow diagram form. It is important
to note, with regards to the apparatus 200 of FIG, 7, that the
cellular telephone replaces the transaction terminal of the
previously described embodiments. With reference to FIGS.
9A, 9B and 9C, the operation of the apparatus 200 com-
mences at step 230 when the cellular telephone 202 is
utilized to make a celludar telephone call and/or transaction.

The cellular telephone 202 will activate the apparatus
200, at step 231, with the initiation of the cellular telephone
call, and/or in any other typical manner, such as when a
cellular lelephone is ulilized to gain access lo the telephone
network so that the calling connection may be established
via the cellular communications network and/or the cell site.
Upon the making of the cellular telephone call, at step 231,
the cellular telephone 202 will transmit data and/or
information, which identifies the calling telephone, to the
central processing computer which services the particular
cellular telephone or cellular telephone petwork, so that
appropriate billing andfor accounting of telephone usage
may be noted and/or processed. In the preferred
embodiment, the central processing computer for the par-
ticular cellular telephone and/or cellular telephone network
is the central processing computer 203. At step 232, the
central processing computer will receive and store the data
and/or information which is transmitted by the cellular
telephone 202. At step 233, the central processing computer
203 will process the data and/or information which is
received from the cellular telephone 202.

The central processing computer 203 may utilive any of
the widely known data processing and/or software routines,
which are known to those skilled in that art, in order to
process transaction requests and/or authorizations involving
the use of the respective cellular telephone(s) and/or cellular
communication device, and/or cellular telephone number. At
step 234, the central processing computer 203 will perform
a test in order to determine il the cellular telephone is lost,
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stolen, cancelled or de-activated. If the cellular telephone is
determined to be lost, stolen, cancelled or de-activated, the
central processing computer 203 will, at step 235, block the
telephone call or terminate the call if it has already been
connected. The central processing computer 203 will then, at
step 236, cancel and/or de-activate the cellular telephone
number or account. The central processing computer 203
will then, at step 237, notify the cellular telephone owner
that his or her cellular telephone has been cancelled and/or
de-activated. The operation of the apparatus will then cease
at step 238.

If, at step 234, the central processing computer 203
determines that the cellular telephone is not lost, stolen,
cancelled or de-activated, the central processing computer
203 will, at step 239, transmit a signal and/or data to the
communication device 204 which is located at the cellular
telephone owner. At step 240, the communication device
204 will receive and display the data and/or information
which is transmitted from the central processing computer
203. The displayed information, in the preferred
embodiment, will include the number called, the time of the
call, and the duration of the call, in real-time. The informa-
tion will remain displayed during the duration of the call so
that the cellular telephone owner will be notified continu-
ously throughout the duration of the call.

Al step 241, the centrzl processing computer 203 will
await the cellular telephone owner's reply or response. if the
cellular telephone owner replies or responds, the reply or
response data will also be transmitted to, and received by,
the central processing computer 203 at step 241. At step 242,
the central processing computer 203 will then determine if
the cellular telephone owner’s response was made within a
pre-defined time period, which is chosen, in the preferred
embodiment, to be one {1) minute. If at step 242, it is
determined that the cellular telephone owner did not reply.or
respond within the pre-defined time limit, the central pro-
cessing computer will, at step 243, increment the unautho-
rized transaction count (UNAUTHCT) by one (1).

‘The central processing computer 203 will then, depending
upon pre-defined instructions of the cellular telephone
owner, at step 244, either allow the telephone call to
continue, such as for a pre-defined duration of one (1)
minute, so as to allow for cases wherein an emergency
condition exists, or terminate the telephone call immedi-
ately. The decision to either allow the telephone call to
continue or to terminate the telephone call can be made by
the cellular telephone owner and/or by the cellular telephone
service provider. Upon the completion of step 244, the
central processing computer 203 will then, at step 245,
cancel and/or de-activate the cellular telephone. Thereafier,
the central processing computer 203 will, at step 246, notify
the cellular telephone owner that the cellular telephone
pumber or account has been cancelled and/or de-activated.
Upon completion of step 246, the apparatus will cease
operation at step 247.

If, at step 242, the cellular telephone owner did respopd
in time, the central processing computer 203 will process the
reply or response data and/or information, at step 248. The
central processing computer 203 will then determine, at step
249, if the cellular telephone call is authorized by
cellular telephone owner. If, at step 249, the cellular tetﬁ:-
phone call is unauthorized, the central processing computer
will, at step 250, increment the unauthorized fransaction
count (UNAUTHCT) by one (1). The central processing
computer 203 will then, at step 251, terminate the telephone
call immediately. Upon the completion of step 251, the
central processing computer 203 will then, at step 252,
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cancel and/or de-activate the cellular telephone. Thereafter,
the central processing computer 203 will, at step 253, notify
the cellular telephone owner that the cellular telephone has
been cancelled and/or de-activated. Upon completion of step
253, the apparatus will cease operation at step 254.

If, at step 249, the central processing computer 203
identifies the cardholder reply or response as heing one to
authorize the celllar telephone call, the central processing
computer 203 will, at step 255, reset the unawthorized
transaction count (UNAUTHCT) to zero (0). An unautho-
rized transaction count (UNAUTHCT) of G will signify that
any string of unauthorized transactions has now been broken
by the cellular telephone owner. The central processing
computer 203 wiil then, at step 256, allow the cellular
telephone call to continue uninterrupted. Upon the comple-
tion of the cellular telephone call, at step 256, the apparatus
200 will cease operation at step 257.

In instances when the cellular telephone owner is a party
to the cellular telephone call and/or transaction, he or she,
having the communication device 204 on his or her person,
may authorize the call and/or transaction at his or her present
location. If the cellular telephone owner has lent out the
cellular telephone, he or she may authorize the cellular
telephone call and/or transaction from his or her remote
location. The cellular telephone owner may also program
and/or set the communication device 204 to automatically
authorize or disapprove or disallow cellular telephone calls
and/or transactions with said selective authorizations being
made as to time of day, calling areas, mmbers called, and/or
call and/or transaction duration. In this regard, the commu-
nication device 204 may be programmable so as 10 receive
and analyze the cellular telephone call information and/or
data and reply or respond to same automatically and/or with
preset or programmed replies and/or responses. The com-
munication device 204 may also be programmable so as to
limit the number of cellular telephone calls made from the
cellular telephone and/or with the cellular telephone number.

The communication device 204, in the preferred
embodinment, is provided with a memory device for storing
any number of cellular telephone calls and/or transactions so
that the cellular telephone owner may review his or her
account activity and/or cellular calls and/or transactions
made and/or which have occurred involving his or her
cellular telephone. In this manner, the cellular telephone
owner may “screll” through and/or in cther ways review
account activity. The communication device 204 may also
be equipped to service more than one cellular telephone
and/or mobile communication device(s).

The apparatus and method of the present invention pro-
vides for the real-time notification of cellular and/or mobile
telephone usage which enables a cellular telephone owner
and/or account owner to monitor, in real-time, activity
involving his or her cellular telephone and/or cellular tele-
phone number. The apparatus and method of the present
invention also provides a means and a mechanism by which
to inform a cellular telephone owner that the cellular tele-
phone is lost or stolen, and/or 1o provide notification to the
cellular telephone owner that his or her cellular telephone
number is being utilized in calls and/or transactions, such as
when a cellular telephone has been illegally “cloned”. The
cellular telephone owner may then report the cellular tele-
phone lost or stolen and/or cancel and/or de-activate the
celludar telephone number and/or account.

The present invention also provides a means and a mecha-
nism by which to monitor the number of cellular or mobile
telephone calls and/or transactions which are unauthorized
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by the cellular telephone owner and to determine whether or
not to de-activate the cellular telephone and/or the cellular
telephone number and/or account. In the above manner, the
apparatus and method of the present invention provides an
apparatus and a method to prevent and/or to drastically limit
fraudulent and/or unauthorized use of, and/or the “cloning™
of, cellular telephones and/or the unauthorized use of cel-
Iilar telephone numbers.

The apparatus and method of the present invention may
alse be utilized in connection with an on-line service and/or
on, or over, the Internet and/or the World Wide Web, soias
to provide for a means by which the respective cardholder,
account owner, and/or cellular telephone owner, may utilize
the apparatus and method in conjunction with a home and/or
a personal computer, a personal communications device,
and/or a commercial or industrial computer system (i.e., an
internet server computer), and/or any other appropriate
device, in any appropriate network, system or medium.

FIG. 10 illustrates yet another alternate embodiment.of
the present invention wherein the apparatus and method of
any of the embodiments described herein may be utilized on,
or over, an on-line service, the Internet, and/or the World
Wide Web, and/or any other suitable communication net-
work or medium. In FIG. 10, the apparatus, which is denoted
generally by the reference numeral 300, comprises a traps-
action terminal 302, which may be a transaction terminal:or
a cellular telephone or communication device, depending
upon the application, a server compuier 350, which is a
central processing computer for processing data and/or
information in an on-line, and/or Internet, and/or World
Wide Web, communication environment, network, or
medium.

The server computer 350 may be a mainframe computer,
a mini-computer, a micro-computer, a server computer, such
as those utilized in conjunction with on-line services and/or
in a network environment, and/or any other suitable com-
puter or computer system. The server computer 350, in the
preferred embodiment, should have associated therewith a
suitable receiver(s) or transmitter(s) which may be a fax/
modem and/or any other device(s) which are well known to
those skilled in the art for providing commurnications and/or
a link with a server computer in such a network environ-
ment.

The apparatus of FIG. 10 also comprises a communica-
tions device 304 which may comprise a home and/or a
personal computer, a laptop or a notebook computer and any
one or more of the herein-described personal communica-
tions devices so that the individual may sccess the apparatus
300, and in particular, the server computer 350, at any time
and from any location. Basically, the embodiment of FIG. 10
serves to replace the central processing computer of the
previously described embodiments with a server computer
for utilization on, or over, an on-line service, the Internet, the
World Wide Web, and/or any other suitable communications
network or medium. The apparatus of FIG. 10 operates and
is utilized in the same, in similar and/or an analogous,
manner as described herein in conjunction with the previ-
ously described embodiments. \

FIG. 11 illustrates yet another alternate embodiment of
the present invention, wherein the present invention is also
wiilized in conjunction with an on-line service and/or on,lor
over, the Internet and/or the World Wide Web, and/or aby
other suitable communication network or medium. In FIG.
11, the apparatus, which is denoted generally by the refer-
ence numeral 400, comprises a transaction terminal 402,
which may be a transaction terminal and/or a cellular
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telephone and/or cellular communications device, depend-
ing upon the application.

The apparatus of FIG. 11 also comprises a ceniral pro-
cessing computer 403 which provides processing and/or
control over the apparatus 400 in thc manner described
above in conjunction with the previously described embodi-
ments. The central processing computer 403 and/or the
server computer 450 may be a mainframe computer, a
mini-computer, a micro-computer, a server computer, such
as those utilized in conjunction with on-line services and/or
in a network environment, and/or any other suitable com-
puter or computer system.

The apparatus 400 of FIG. 11 also comprises a commu-
nications device(s} 404 such as those described herein and in
conjunction with the apparatus 300 of FIG. 10. The appa-
ratus also comprises a server computer 450 which may
either perform parallel operations and/or processing of the
data and/or information which is performed and/or pro-
cessed by the central processing computer 403 and/or may
simply receive the data and/or information processed by the
central processing computer 403. In any event, the server
computer 450 provides the means by which the data and/or
information, which is provided by the apparatus, can be
accessed and or utilized via an on-line service and/or on, or
over, the Internet, and/or the World Wide Web, and/or any
other communications network or medium.

The server computer 450 should have associated there-
with a suitable receiver(s) or transmitter(s) which may be a
fax/modem and/or any other device(s) which are well known
to those skilled in the art for providing communications
and/or a link with a server computer in such a network
environment. The apparatus of FIG. 11 alsc comprises a
commumnications device 404 which may comprise a home
and/or a personal computer, a laptop or a notebook
computer, and/or any one or more of the herein described
personal communications devices so that the individual may
access the apparatus, and in particular, the server computer
450, at any time and from any location. The apparatus of
FIG. 11 is wtilized and/or operates in the same, a similar
and/or an analogous, manner as any of the embodiments
described herein,

Applicant hereby incorporates by reference herein all of
the methods and/or techniques for providing information
and/or data over on-line setvice and/or on, or over, the
Internet, and/or the World Wide Web, and/or any other
suitable communication network or medivm, along with
client/server and/or Web Site technology and methods and/
or techniques utilized in conjunction therewith, which are
known as of the filing date of this application.

In any and/or all of the embodiments described herein,
each and every one the components of the apparatus, which
include, but which are not limited to, the described trans-
action terminals, cellular telephones and/or other celtular
communications devices, central processing computers,
server computers, if utilized, and any of the various com-
munications devices, may transmit and/or receive signals
and/or data, and/or be capable or trapsmitting and/or receiv-
ing signals and/or data, to and from any and all of the other
apparatus components which may be utilized in conjunction
therewith, in and for a given embodiment. In this regard, it
is important to note, with respect to the embodiments of
FIGS. 10 and 11, and any of the other embodiments
described herein, that each and every component involved in
the transmission and/or reception of signals, data and/or
information may include an assocjated transmitter, receiver
and/or suitable communication device.
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The communication system or medium should provide for
the transmission and/or for the reception of a multitude of
remote electrical, electronic, electromagnetic, and/or other
suitable signals, over long distances andfor in a mobile
and/or a wireless communications environment. Telephone
signals and telephone communication devices can be 1iti-
lized in the present invention as well as personal computers
and associated peripheral devices which may be utilized
with telecommunications and/or other suitable commumica-
tion systems and/or mediums.

The apparatus and method of the present invenlion may
operate over any appropriate communications system, net-
work and/or medium and/or other suitable communications
systems, including radio signal, optical, satellite, digital,
digital satellite, and/or other communications systems. The
communications system utilized may operate anywhere. in
the electromagnetic and/or radio frequency spectrum. As
noted above, the present invention may also be utilized in
conjunction with a satellite communications system, in
which case, the receivers and transmitters which are utilized
in conjunction with the apparatus should be satellite com-
munication receivers and transmitters, respectively. For
example, the associated receiver(s) may be a sate]lite dish
recepver(s).

In this regard, the cardholder, account owner or cellular
telephone owner may wtilize the apparatus and method of the
present invention to its fullest capabilities over an on-line
service and/or on, or over, the Internet, and/or the World
Wide Web, and/or any other suitable communication net-
work or medium. In this manner, the embodiment of FIGS.
10 and 11 may allow the cardholder, account owner or
cellular telephone cwner to utilize the apparatus and/or to
monitor the operation of the apparatus over the on-line
service and/or on, or over, the Internet, and/or the World
Wide Web, and/or any other communication network or
medium, from any suitable computer or device, and/or from
any location.

The system receiver(s) may also be utilized in conjunction
with a home and/or a personal computer and/or other
personal communications device(s) and/or apparatuses
which may be utilized with an associated receiver or equiva-
lent peripheral device(s). The apparatus may also be utilized
in conjunction with a computer network such as an on-line
service and/or on, or over, the Intemet, and/or the World
Wide Web, by employing any appropriate server computer
and/or an associated Web Site and/or Web Site technology in
conjunction with an appropriate communication medivum
and communication equipment.

In any of the above described embodiments, the present
invention may be utilized in conjunction with any suitable
communication device(s) and/or comntunication system(s).
In this manner, the present invention may be utilized in
conjunction with a telephone, a line-connected and/or a
permanent telephone, a touch-tone telephone, a cordless
telephone and/or a cellular or mobile telephone, a home
and/or a personal computer having associated telecommu-
nication devices or other suitable peripheral device(s), such
as a modem and/or a fax/modem, and/or other suitable
personal communication devices which can operate over ian
appropriate communications system, and/or other suitable
communications systems and/or medinms, including radio
signal, optical, satellite, digital, and/or other communi¢a-
tions systems and/or mediums.

Any suitable communication system and/or medium may
be utilized. Personal communication service (PCS) systems
and devices, including stationary, portable and/or hand-held
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devices, may also be utilized. Digital signal communications
devices and systems may also be utilized. Televisions,
interactive and/or digital televisions, personal communica-
tion devices, personal communication services (PCS)
devices, personal digital assistants, cellular telephones, dis-
play telephones, video telephoncs, display cellular tele-
phones and electronically equipped watches and/or other
devices and/or effects and/or accessories, may also be uti-
lized for performing user interactive control, monitoring,
authorization, notification and/or security functicns in con-
junction with the present invention.

It should be noted that the telephone/telephone beeper or
pager system, including two-way pager systems, may be
replaced with any other type of transmitter/receiver
cambination, electronic or otherwise, which provides for the
transmission and reception of a multitude of remote
electrical, electronic, electromagnetic, and/or other suitable
signals, over long distances and/cr in a2 mobile and/or a
wireless communications environment. As noted above, a
personal computer system which may be adapted to such
operation, or a personal communication device(s) or per-
sonal communication services (PCS) device(s) may also be
utilized for, or in, any of the transmitter/receiver systemn
combinations described herein. Two-way pagers and reply
pagers may also be utilized for any, or in any, of the
transmitter/receiver system combinations described herein.

The communication device(s) utilized in the present
invention, as well as the associated transaction terminal
and/or cellular communications device(s) and/or associated
central processing computer may be personal communica-
tion services (PCS) devices and/or other suitable commu-
nications devices, A television, appropriately equipped to
receive and/or to transmit signals may also be utilized. It is
also envisioned that digital televisions, imteractive
televisions, personal communications devices, personal
comumunications services (PCS) devices, persenal digitai
assistants, display telephones, electronically equipped
watches, cellular telephones and/or display cellular tele-
phones may also be utilized in conjunction with the present
invention.

It is also important to note that the communication
device(s), in any of the embodiments described herein may
be a home and/or a personal computer having associated
therewith an appropriate receiver(s) and transmitters such
as, for example, a fax/modem.

It is important to note that the telephone/telephone beeper
system, described above, may be replaced with any remote
transmitter/receiver system, such as by a remote transmitter,
i.e., a television-type remote control unit, which control unit
would require a user interface feature and which has the
capability to remotely transmit a multitude of signals over
long distances to an associated receiver. A two-way pager, a
reply pager, or any cther appropriate two-way commnunica-
tion device may also be utilized. A home and/or a personal
computer, with requisite peripheral devices, a personal com-
munication device and/or a personal communication ser-
vices (PCS) device may also be utilized. Digital communi-
cations devices, interactive televisions and/or digital
televisions may also be utilized. It is also envisioned that
digital televisions, interactive televisions, personal commu-
nications devices, personal communications services (PCS)
devices, personal digital assistants, display telephones,
video telephones, electronically equipped watches and/or
other effects or accessories, cellular telephones, display
cellular telephones, may also be utilized.

The apparatus of the present invention may be designed or
programmed to telephone an owner, user, operator,
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occupant, or other authorized central office individual or
other authorized individual, at a primary phone number, at
an alternate or forwarding phone mumber and/or at a busi-
ness phone number, send a beeper or pager message to the
individual or central office and/or send a facsimile message,
an electronic mail message, a voice mail message and/or an
answeting service message to, or for, the individual or
central office. In this manner, the apparatus may report a
theft and/or a malfunction situation to the interested
individual(s) by wtilizing multiple notification and/or report-
ing avenues and/or schemes se as to provide and ensure that
the interested individual(s) are in fact notified as scon as
possible. The multiple notification transmissions may be
sequentially and/or simultaneously performed.

The apparatus and method of the present invention may
also be programmable for programmed and/or antomatic
activation, self-activation, programmed and/or automatic
operation and/or self-operation. The apparatus and method
of the present invention may provide for an immediate; as
well as for 2 deferred, control, monitoring and/or security
function, and/or response thereto, so as to provide for the
immediate and/or the deferred control, activation,
de-activation, programming, monitoring and/or security,
etc., of any one or more the herein described credit cards,
charge cards, debit cards, currency or “smart™ cards, banking
and/or financial accounts and associated transaction cards,
and/or ceflular telephones and/or cellular or mobile com-
munications devices, and/or any other suitable application in
and for which the present invention may be utilized.

In any of the herein-described embodiments, the commu-
nications devices and associated transaction terminals and/
or cellular communications devices and asseciated central
processing computers, may be devices for receiving, and
transmitting, respectively, radio signals, satellite communi-
cation signals, telecommunications signals, optical commu-
nication signals and/or other signals and/or those signals,
inclnding digital signals, which are utilized in conjunction
with personal communication devices and/or personal com-
munication services (PCS) devices. The devices utilized
should, however, be of the same type and/or operate com-
patibly with the corresponding transmitters and receivers of
the apparatus of the present invention.

The present invention may also be equipped with, and be
utilized in conjunction with, hardware and software neces-
sary for providing self-monitoring functions, automatic con-
trol and/or responses to occurrences, providing automatic
notice of an occurrence andfor a situation to an owner, user
and/or authorized individual. In this regard, any and all of
the embodiments described above may comprise a monitor-
ing device, a triggering device and/or any other suitable
device for delecting an occurrence and/or a transaction
which may warrant providing notice to the respective
cardholder, account owner and/or cellular telephone owner.
In this regard, the apparatus may provide for an appropriate
signal, data and/or information transmission to the central
processing computer, and/or server computer, if utilized.
The signal, data and/or information may be conveyed in the
form of a communication transmission, depending upon the
communication medium utilized, a telephone call, a voice
message, a beeper and/or a pager message, an electrohic
mail message, 2 fax transmission, and/or any other modﬁ; of
communication which may be utilized in conjunction with
any of the embodiments described herein.

The present invention, in any of the embodiments
described herein, may be designed to be user-friendly. In this
regard, the present invention may be menu-driven, and/or its
operation may be menu-selected, from audio menus, visual
menus, or both audio and visuzl menus.
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While the present invention has been illustrated and
described as being utilized in conjunction with providing
notice and for obtaining authorizations with regard to trans-
actions involving credit cards, charge cards, debit cards,
and/or currency or “smart” cards, banking and/or financial
accounts, and/or in conjunction with cellular and/or mobiie
telephones, it is also envisioned that the present invention
may be utilized in any similar type of transactional activity,
such as purchasing and/or sale activity over an on-line
service, the Intemet, and/or the World Wide Web and/or in
any other type of transaction wherein frequent notice and/or
account holder authorization may be utilized to guard
against theft and/or fraud and/or unauthorized transactions.

The apparatus of the present invention may be accessed at
any time by the respective cardbolder, account owner and/or
cellular telephone owner and/or cellular communications
device owner so as to obtain information regarding activity
on his or her respective account. The respective cardholder,
account owner and/or cellular telephone owner and/or cel-
lular communications device owner may access the appara-
tus and, in particular, the central processing computer,
and/or the server computer, if utilized, so as to obtain
trapsaction records regarding any fransaction, group or
string of transactions, transactions by goods and/or service
type, transactions by dollar amount, etc.

The respective cardholder, aceount owner, and/or cellular
telephone owner and/or cellular communications device
owner may also obtain, via the central processing corputer,
and/or the server computer, if utilized, periodic transaction
records showing all transactions for a given week, which
may by provided weekly, bi-weekly, monthly, yearly, and/or
for any given and/or desired time period and/or interval. The
apparatus and, in particular, the central processing computer,
and/or the server computer, if utilized, may be designed
and/or programmed so as to antomatically and/or periodi-
cally provide and/or transmit any of the above-described
account and/or transaction information to the respective
cardholder, account owner and/or cellular telephone owner
and/or cellular communications device owner, by transmit-
ting same to the respective communications device, which
may be any of the devices described herein which are
utilized as the communications device.

The apparatus and, in particular, the central processing
computer, and/or the server computer, if utilized, may also
be designed and or programmed to transmit any of the
above-described account information andfor transaction
information to any one or all of the respective cardholder’s,
account owner’s, and/or cellular telephone owner’s and/or
cellular communications device owner’s facsimile (fax)
machine, personal computer, telephone, telephone answer-
ing machine, altemate telephone, allernate telephone
answering machine, network computer, and/or alternate
beeper or pager. Such multiple notification transmissions, if
utilized, may be performed sequentially andf/or simulta-
neously.

The central processing computer may be linked with a fax
machine, personal computer, telephone, associated answer-
ing machine, alternate telephone and associated answering
machine, network compnter, and/or alternate beeper or
pager via any suitable commaunication system. The telecom-
munications link or telephone line or link, which may or
may not be a wircless link, depending on the device and/or
the circumstances, is utilized in order to link the central
processing computer with each of the fax machine, the
personal computer, the telephone, the associated answering
machine, the alternate telephone, the alternate telephone
answering machine, the network computer, and/or the alter-
nate beeper or pager.
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In any of the herein-described and/or envisioned
embodiments, the respective central processing computer
which is utilized may comprise a plurality of computers
and/or computer systems. Further, the respective central
processing computer may be the processing computer for
processing account information, and/or for servicing, and/or
monitoring, the respective account(s) activity, and/or the
central processing computer may be a separate and/or dis-
tinct computer or computer system which is associated with
and/or linked with the processing computer.

In any of the herein-described and/or envisioned
embodiments, the respective communication device which
may be utilized may operate independently of, and/or in
conjunction with, a central service and/or a communications
service. For example, a beeper or pager may be utilized in
conjunction with a cotresponding beeper or pager commu-
nicatjons service, which communications service may serve
to relay signals, data and/or information, to, and from, the
beeper or pager, whichever the case may be. The commu-
mication device which may be utilized may also be capable
of transmitting signals, data and/er information, directly to,
and receiving signals, data and/or information, directly
from, a component(s) of the apparatus, without the need for
a central service and/or a communications service and/or a
relay system.

It is also envisioned that the apparatus and method of the
present invention may provide for transmitting signals, data
and/or information to the cardholder, account owner and/or
cellnlar telephone owner via transmissions made to, and
received at a television, radio, car radio, computer and/or
other communication device which receives signals trans-
mitted via any suitable communication system. In this
manner, for example, a cardholder, account owner and/or
cellular telephone owner may be notified by having signals,
data and/or information transmitted to their television, radio,
car radio, computer, etc., in such a manner so as to interrupt
the normal operation of same, so as to convey the informa-
tion and/or message to the cardholder, account owner and/or
celiular telephone owner, in real-time and/or upon the occur-
rence of the event triggering or giving rise to same.

In any and/or all of the above described embodiments, the
apparatus may be programmed and/or be programmable by
the respective cardholder, account owner and/or celhilar
telephone owner or cellular device owner, for his ar her
account. In conjunction with the use of credit cards, charge
cards, debit cards, the cardholder may program the central
processing computer, and/or the server computer, if utilized,
so as to change the credit limits on his or her account,
periodically and/or at any desired time. For example, a
cardholder having a credit card with a $10,000.00 dollar
credit limit, but who very seldom utilizes his or her card for
much more than $500.00 dollars during a monthly billing
period, may program the apparatus and, in particular, the
central processing computer, or server computer, if utilized,
50 as to temporarily reduce his or her credit limit.

If the cardholder should then desire to make a major
purchase with his or her credit card of, for example, 2
purchase in the amount of $8500.00, the cardholder miay,
prior to the transaction, reprogram the central processing
computer and/or server computer, if utilized, so as to tem-
porarily increase his or her temporary credit limit. The
apparatus may then be prograramed so that, after the major
purchase has been made, the apparatus may revert operation
back to the reduced credit limit.

The cardholder may program the central processing
computer, and/or the server computer, if utilized, via the
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communication device, which may be any one or more of
the devices described herein. The cardholder may also
perform the above-described programming via a touch-tone
telephone. In the same manner, the cardholder may program
the apparatus so as to limit the types of transactions
involving, and/or the goods and/or services which may be
purchased with, his or her card, and/or the stores and/or
service providers which may be authorized to accept the
card, limits on the dollar amounts of transactions pertaining
to each authorized vendor, seller and/or service provider,
daily spending limits, the vendors, sellers, and/or service
providers with which the card may be utilized, the geo-
graphical area or location within which the card may be
utilized, and/or authorized times for card usage (i.e. specific
days, dates, times of day, times of month, year, etc.), and/or
any other limitations and/or restrictions regarding amount of
transaction, parties involved, geographical area, and or times
of allowed vusage. In a similar manner, the cardholder may
similarly program the apparatus as described above in
conjunction with use of any of the herein- described cards.

In a similar manner, a cardholder of a currency and/or
“smart” card may program the apparatus so as to limit the
types of transactions involving, and/or the goods and/or
services which may be purchased with, his or her card,
and/or the stores or service providers which may be autho-
rized to accept the card, limits on the dollar amounts of
transactions pertaining to each authorized vendor, seller
and/or service provider, daily spending limits, the vendors,
sellers, and/or service providers with which the card may be
utilized, the geographical area or location within which the
card may be utilized, and/or authorized times for card usage
(i.e. specific days, dates, times of day, times of month, year,
etc.), and/or any other limitations and/or restrictions regard-
ing amount of transaction, parties involved, geographical
area, and or times of allowed usage.

In the case of savings accounts, checking accounts, and/or
automated teller machine accounts, the account owner may
program the apparatus and, in particular, the central pro-
cessing computer, and/or the server corputer, if utilized, so
as to limit the amount of any one transaction or transactions,
individuals who may make the transactions, proof of identity
of which the types of proof may be specified, specific banks
and/or financial institutions authorized to accept and/or
perform transactions for the account, geographical areas
and/or location within which banks and/or financial institu-
tions may be authorized to accept and/or perform transac-
tions with the account, specific times of day, specific days,
dates and/or time of the month in, or on, which transactions
may be authorized, limits of charge-backs, returned item
amount withdrawals, maintenance and/or other fee charge
withdrawals, etc. and/or authorized times for account usage
(i.e. specific days, dates, times of day, times of ronth, year,
etc.), and/or any other limitations and/or restrictions regard-
ing amount of transaction, parties involved, geographical
area, and or times of allowed usage.

With regards to automated teller machine accounts, it is
also possible to specify and programmably change personal
identification numbers and/or any other access code(s) and
provide for various personal identification numbers and/or
access codes for different locations, different automated
teller machines, different days, different times and/or differ-
ent transaction amounts.

In the cases of cellular telephones and/or cellular com-
munications devices, the cellular telephone owner and/or
cellular communication device owner may program the
apparatus and, in particular, the central processing computet,
and/or the server computer, if utilized, so as to limit the
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phone numbers which may be called, and/or the numbers
from which incoming calls may be accepted and/or received,
the geographical areas and/or locations which may be called
and/or accessed or from which calls may be received, the
times of day, specific days, dates, times of month or year,
during which the celiular telephone and/or celtular commu-
nication device may be utilized, specific phone numbers
which may be called, specific time durations for a phone call
and/or any authorized times for cellular telephone and/or
cellnlar communication device usage (i.e. specific days,
dates, limes of day, times of month, year, etc.), and/or any
other limitations and/or restrictions, regarding amount of
transaction, parties involved, geographical area, and or times
of allowed usage,

The present invention may also be utilized so as to
provide financial transaction and/or wireless communication
device authorization, notification and/or security for any
number and/or types of accounts, including eredit card
accounts, charge card accounts, debit card accounts, cur-
rency or “smart” card accounts, and/or other transaction card
accounts, savings accounts, checking accounts, antomated
teller machine accounts, cellular telephone accounts and/or
cellular commmunication device accounts. In this manner, the
apparalus may comprise a communication device or com-
tunications devices which may receive and/or transmit
signals, data and/or information, for any number and/or
types of the above accounts, and/or for each of the respective
accounts wtilized, from and to the respective central pro-
cessing computer and/or central processing computers for
the respective accounts. In this manner, an individval may
utilize a single communication device so as to monitor all of
his or her accounts and/or types of accounts.

The apparatus and method of the present invention pro-
vides for the real-time notification of financial transactions
involving credit cards, charge cards, debit cards, and/or
currency or “smart” cards, which enables a cardhiolder to
monitor, in real-time, activity involving his or her card(s)
and the corresponding accounts. The apparatus and method
of the present invention also provides a means and a
mechanism by which to inform a cardholder that his or her
card(s) are lost, stolen, or is being utilized in an unauthorized
manner and provides an indication to the cardholder of when
and where his or her card(s) is being utilized in transactions.
The cardholder may then report the card Jost or stolen and/or
cancel and/or de-activate the card. The apparatus and
method of the present invention provides the same, and/or
analogous, features and/or functions for banking and/or
financial accounts and/or for cellular telephone accounts.

While the communications device(s) described above are
described, in each of the respective embodiments, as being
wtilized for specific uses (i.e. credit and other cards
transactions, banking and/or financial transactions, andfor
cellular telephone transactions, the communication device
(s) may also be adapted and/or programmed for use in all of
these aforementioned transactions so that an individual m:ay
utilize a single communication device for all of the above
described and/or envisioned transaction types.

It is envisioned that the apparatus and method of the
present invention may be wtilized in copjunction with other
apparatuses and methods in the prior art, and that the present
invention may be incorporated with these kpown appata-
tuses and methods so as to improve upon thern and so asito
find additional applications for the present invention.

Applicant hereby incorporates by reference herein the
following United States Patents: U.S. Pat. No. 5,173,594
which teaches a sysiem for printing personalized charge-
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card service receipts at remote locations; 1.8, Pat. No.
5,479,510 which teaches an automated data card payment
verification method; U.S. Pat. No. 5,473,667 which teaches
a paging system with third party authorization; 1.8, Pat. No.
3,723,655 which teaches a credit authorization terminal;
U.S. Pat. No. 5,485,510 which teaches a secure credit/debit
card authorization; U.S. Pat. No. 5,406,619 which teaches a
universal authentication device foruse over telephone lines;
U.S. Pat. No. 5,444,616 which teaches financia] transaction
systems and methods utilizing 2 multi-reader transaction
terminal; U.S. Pat, No. 5,513,250 which teaches telephone
based credit card protection; U.S. Pat. No. 4,485,300 which
teaches a loss control system; U.S. Pat, No. 4,758,714 which
teaches a point-of-sale mechanism; 1J.8. Pat. No. 4,947,027
which teaches a system for identifying authorized use of
credit cards; U.S. Pat. No. 5,357,563 which teaches = data
card terminal for receiving anthorizations from remote loca-
tions; U.S. Pat. No. 5,444,763 which teaches a translation
and comnection device for radio frequency point of sale
transaction system; U.S. Pat. No. 5,243,645 which teaches
an automatic system for forwarding of calls; and U.S. Pa.
No. 3,938,090 which teaches a terminal apparatus.

While the present invention has been described and
Hlustrated in various preferred and alternate embodiments,
such descriptions are merely illustrative of the present
invention and are not to be construed to be limitations
thereof. In this regard, the present invention encompasses
any and all modifications, variations and/or alternate
embodiments with the scope of the present invention being
limited only by the claims which follow.

What is claimed is:

1. A transaction security apparatus, comprising:

a memory device, wherein the memory device stores a
limitation or restriction regarding a banking
transaction, wherein the limitation or restriction piro-
hibits & withdrawal from a checking account or pro-
hibits a use of a checking account, wherein the limita-
tion or restriction is (ransmitted from a communication
device associated with an individual account holder,
and further wherein the limitation or restriction is
transmitted to a receiver on ar over at least one of the
Intemnet and the World Wide Web, wherein the limita-
tion or restriction is awtomatically received by the
receiver, and further wherein the limitation or restric-
tion is automatically stored in the memory device; and

a processing device, wherein the processing device pro-
cesses information regarding a banking transaction,
wherein the processing device utilizes the limitation or
restriction automatically stored in the memory device
in processing the banking transaction, and firther
wherein the processing device generates a signal for
allowing or disallowing the banking transaction.

2. The apparatus of claim 1, further comprising;:

a transmiiter, wherein the transmitter transmits a second
signal to the communication device or to a second
communication device assoctated with the individual
account holder, wherein the second signal contains
information regarding the banking transaction.

3. The apparatus of claim 2, wherein the apparatus
receives a third signal from the communication device or
from the second communication device, wherein the third
signal contains information for allowing or disallowing the
banking transaction, wherein the processing device pro-
cesses the third signal and determines whether the hanking
transaction is authorized or disallowed, and further wherein
the processing device at least one of authorizes the banking
transaction, disallows the banking transaction, and cancels
the banking transaction.



Case 7:14-cv-02881-WWE Document 1 Filed 04/23/14 Page 55 of 74

US 7,096,003 B2

43

4. The apparatus of claim 2, wherein the second signal
contains information regarding at least one of information
identifying the banking transaction, a name of a bank or
financial institution where the banking transaction is taking
place, an account number or description, an amount of the
banking transaction, a description of a person seeking to
make the banking transaction, a type of banking transaction,
and a location of the banking transaction.

5. The apparatus of claim 2, wherein information con-
tained in the second signal is transmitted on or over at least
one of the Internet and the World Wide Web or is transmitted
in at least one of a telephone call, a voice message, a voice
mail message, a beeper message, a pager message, a fac-
simile message, and an answering service message.

6. The apparatus of claim 2, wherein the second commu-
nication device is at least one of a beeper, a pager, a
line-connected telephone, a two-way pager, a reply pager, a
personal communication device, a personal communication
services device, a television, an interactive television, a
digital television, a persomal digital assistant, a display
telephonie, a video telephone, a watch, a cellular telephone,
a wireless telephone, a mobile telephone, a display cellular
telephone, and a facsimile machine, or the second commu-
nication device is at least one of a home computer and a
personal computer and the second signal is transmitted to the
at least one of a home computer and 2 personal computer on
or over a least one of the Internet and the World Wide Web.

7. The apparatus of claim 1, wherein the banking trans-
action is an account settling transaction,

8. The apparatus of claim 1, wherein the apparatus com-
prises a plurality of computers or computer systems, and
further wherein the apparatus is programmed for at least one
of automatic activation, self-activation, automatic aperation,
and self-operation,

9. The apparatus of claim 1, wherein an authorization
request regarding the banking transaction is transmitted to
the appatatus from at Jeast one of a banking tramsaction
device, a banking transaction terminal, a teller terminal, a
teller work station, a processing computer terminal, an
automated teller machine terminal, a cashier work station,
and an over-the-counter transaction device.

10. The apparatus of claim 1, further comprising;

a transmitter, wherein the transmitter transmits a second
signal to a plurality of communication devices associ-
ated with the individual account holder, wherein the
second signal contains information regarding the bank-
ing transaction, and further wherein the second sighal
is transmitted to the plarality of communication devices
al least one of simultaneously and sequentially.

11. The apparatus of claim 1, further comprising:

a transmitter, whercin the transmitter transmits an elec-
tronic majl message to at least one of a network
computer, the communication device, and a second
communication device associated with the individual
account holder, wherein the electronic mail message
contains information regarding the banking transaction.

12. The apparatus of claim 1, further comprising:

a transmitter, wherein the transmitter transmits a secand
signal to at least one of the communication device, a
second communication device associated with the indi-
vidual account holder, a computer, a radio, a car radio,
and a television, wherein the second signal conta:?ns
information regarding the banking transaction, and
further wherein a normal operation of the at least one
of the communication device, a second communication
device associated with the individual account holder, a
compuier, a radio, a car radio, and a television, is
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interrupted to convey the information to the individual
account holder.,

13. The apparatus of claim 1, wherein the apparatus is
programmed for at least one of automatic activation, seli-
activation, automatic operation, and self-operation,

14. The apparatus of claim 1, wherein the apparatus
comprises a piurality of computers or computer systems.

15. The apparatus of claim 1, wherein the communication
device is at least one of a personal computer and a home
computer.

16. The apparatus of claim 1, wherein the communication
device is a wireless device.

17. The apparatus of claim 1, wherein the communication
device is an interactive television.

18. The apparatus of claim 1, wherein the communication
device is at least one of a wireless telephone, & cellular
telephone, and a personal digital assistant.

19. The apparatus of claim 1, wherein the apparatus is
programmed to revert to a pre-established spending limit.

20. The apparatus of claim 1, wherein the limitation or
restriction involves at least one of an amomt of a transaction
or transactions, an individual who may make 2 transaction,
a specified type of proof of identity, a specific bank or
financial institution authorized to accept or perform a trans-
action for the checking account, a geographical area or
location within which & bank or financial institution may be
authorized to accept or perform a tramsaction with the
checking account, at least one of a specific lime of day, a
specific day, a date, and g time of the month, on which a
transaction may be authorized, a limit of at Jeast one of a
charge-back, a returned item amount withdrawal, and a
maintenance or other fee charge withdrawal, an authorized
time for checking account usage, and a limitation or restric-
tion regarding at least ope of an amount of & transaction, a
party involved, a geographical area, and a time of allowed
usage.

21. The apparatus of claim 1, wherein the processing
device determines whether a hold for prohibiting a with-
drawal is placed on the checking account, and further
wherein the processing device disallows the banking trans-
action.

22, The apparatus of claim 1, wherein the communication
device is at least one of a beeper, a pager, a line-comnected
telephone, a two-way pager, a reply pager, a television, a
digita] television, a display telephone, a video telephone, a
watch, and a facsimile machine.

23. The apparatus of claim 1, wherein the processing
device is programmed to automatically de-activate the
checking account.

24, The apparatus of claim 1, firther comprising;

a transmitter, wherein the transroitter transmits a periodic
transaction record to the communication device or to a
second communication device associated with the indi-
vidual account holder, wherein the periodic transaction
record shows a transaction or transactions on the check-
ing account for a time period, wherein the periodic
transaction record is transmitted to the communication
device or to the second communication device at least
one of automatically and in response to a request for the
periodic transaction record.

25. The apparatus of claim 24, wherein the apparatus is
programmed to automatically provide or transmit the peri-
odic transaction record.

26. The apparatus of claim 24, whetein the periodic
transaction record is automatically provided or transmitted
to the communication device or to the second communica-
ton device ot least one of weekly, bi-weekly, monthly,
yearly, and for any time period or interval.
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27. The apparatus of claim 1, further comprising:

a transmitter, wherein the transmitter transmits a periodic
Iransaction record in an electronic mail message to at
least one of a network computer, the communication
device, and a second communication device associated
with the individual account holder, wherein the peri-
odic transaction record shows a transaction or transac-
tions on the checking account for a time period,
wherein the periodic transaction record is transmitted to
the at least one of a network computer, the communi-
cation device, and a second communication device
associated with the individua) account hoider, at least
one of automatically and in response to a request for the
periodic transaction record.

28. The apparatus of claim 1, wherein the banking ttans-

action is a check clearing transaction,

29. The apparatus of claim 1, wherein the banking trans-
action is at least one of a clearing transaction, an account
charging transaction, and a charge-back transaction.

30. A transaction security apparatus, comprising:

a memory device, wherein the memory device stores a
limitation or restriction regarding a banking
transaction, wherein the banking transaction involves a
withdrawa) from a checking account or a cashing of a
check on a checking aceount, wherein the limitation or
restriction contains information for prohibiting a with-
drawal from a checking account or for prohibiting a
cashing of a check on a checking account, wherein the
limitation or restriction is transmitted from a commu-
nication device associated with an individual account
holder, and further wherein the lmitation or restriction
is transmitted to a receiver on or over at least one of the
Internet and the World Wide Web, wherein the Jimita-
tion or restriction is automatically received by . the
recetver, and further wherein the limitation or restric-
tion is automatically stored in the memory device; and

a processing device, wherein the processing device pro-
cesses information regarding a banking transaction,
wherein the processing device utilizes the limitation or
restriction automatically stored in the memory device
in processing the banking transaction, and further
wherein the processing device generates a signal con-
taining information for allowing or disallowing the
banking transaction.

31. The apparatus of claim 30, farther comprising:

a transmitter, wherein the ransmitter transmits a second
signal to the communication device or to a second
communication device associated with the individual
account holder, wherein the second signal contdins
information regarding the banking transaction.

32. The apparatus of claim 31, wherein the apparatus
receives a third signal from the communication device or
from the second communication device, wherein the third
signal contains information for allowing or disallowing the
banking transaction, wherein the processing device pro-
cesses the third signal and determines whether the banking
transaction is authorized or disallowed, and further wherein
the processing device at least one of authorizes the banking
transaction, disallows the banking transaction, and cancels
the banking transaction.

33. The apparatus of claim 30, wherein the apparatus
comprises a plurality of computers or computer systems, and
further wherein the apparatus is programmed for at least cne
of automatic activation, self-activation, automatic operation,
and self-operation.

34. The apparatus of claim 39, further comprising;

a transmitter, wherein the {ransmitter transmits an elec-

tronic mail message to at least one of a network
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computer, the communication device, and a second
communication device associated with the individual
account holder, wherein the electronic mail message
contains informaticn regarding the banking transaction.

35. The apparatus of claim 30, wherein the communica-
tion device is at least one of a personal computer and a home
computer.

36. The apparatus of claim 30, wherein the commumica-
tion device is a wireless device.

37. The apparatus of claim 30, wherein the communica-
tion device is at Jeast one of a beeper, a pager, a line-
connected telephone, a two-way pager, a reply pager, a
television, a digital television, a video telephone, a watch,
and a facsimile machine.

38. The apparatus of claim 30, wherein the communica-
tion device is an interactive television.

39. The apparatus of claim 30, wherein the communica-
tion device is at least one of a wireless telephone, a cellular
telephone, and a personal digital assistant.

40. The apparatus of claim 30, wherein the processing
device determines whether a hold for prohibiting a with-
drawal is placed on the checking account, and further
wherein the processing device disallows the banking trans-
action.

41. The apparatms of claim 30, further comprising:

a transmitter, wherein the transmitter transmits a periodic
transaction record to the communication device or to a
second communication device associated with the indi-
vidual account holder, wherein the periodic transaction
record shows a transaction or transactions on the check-
ing account for a time period, wherein the periodic
transaction record is transmitted to the communication
device or to the second communication device ai least
one of automatically and in response to a request for the
periodic transaction record.

42. 'The apparatus of claim 41, wherein the apparatus is
programmed to automatically provide or transmit the peri-
odic transaction record,

43. The apparatus of claim 41, wherein the periodic
transaction record is automatically provided or transmitted
to the communication device or to the second communica-
tion device at least one of weekly, bi-weekly, monthly,
vearly, and for any time period or interval.

44. The apparatus of claim 30, further comprising;

a transmitter, wherein the transmitter transmits a petiodic
transaction record in an electronic mail message to at
least one of a network computer, the communication
device, and a second communication device associated
with the individual account holder, wherein the peri-
odic transaction record shows a tramsaction or transac-
tions on the checking account for a time period,
wherein the periodic transaction record is transmitted to
the at least one of a network computer, the communi-
cation device, and a second communication device
associated with the individual account holder, at least
one of automatically and in response to a request for the
periodic transaction record.

45. The apparatus of claim 30, wherein the banking

transaction is a check clearing transaction.

46. The apparatus of claim 30, wherein the banking
transaction is at least one of a clearing transaction, an
account charging transaction, a charge-back transaction, and
an account settling transaction.

47. A transaction security apparatus, comprising:

a memory device, wherein the memory device stores a

limitation or restriction regarding a banking
transaction, wherein the limitation or restriction pro-
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hibits a withdrawal from a savings account or prokibits
a use of a savings account, wherein the limitation or
restriction is transmitted from a communication device
associated with an individual account holder, and fur-
ther wherein the limitation or restriction is transmitted
1o a receiver on or over at least one of the Internet and
the World Wide Web, wherein the limitation or restric-
tion is automatically received by the receiver, and
further wherein the limitation or restriction is automati-
cally stored in the memory device; and

a processing device, wherein the processing device pro-
cesses information regarding a banking transaction,
wherein the processing device utilizes the limitation or
restriction automatically stored in the memory device
in processing the banking transaction, and further
wherein the processing device generates a signal con-
taining information for allowing or disallowing the
banking transaction,

48. The apparatus of claim 47, further comprising;

a transmitter, wherein the transmitter transmits a second
signal to the communication device or to a second
communication device associated with the individual
account holder, wherein the second signal contains
information regarding the banking transaction.

49. The appamtus of claim 48, wherein the apparatus
receives a third signal from the communication device or
from the second communication device, wherein the third
signal conteins information. for allowing or disallowing the
banking transaction, wherein the processing device pro-
cesses the third signal and determines whether the banking
transaction is authorized or disallowed, and further wherein
the processing device at least one of authorizes the barking
transaction, disallows the banking transaction, and cancels
the banking transaction.

50. The apparatys of claim 48, wherein the second signal
contains information regarding at least one of information
identifying the banking transaction, a name of a bank or
financial institution where the banking transaction is taking
place, an account number or description, an amount of ‘the
banking trapsaction, a description of a person secking to
make the banking transaction, a type of banking transaction,
and a location of the banking transaction.

51. The apparatus of claim 48, wherein information
contained in the second signal is transmitted on or over at
least vpe of the Internet and the World Wide Web or is
transmitted in at least one of a telephone call, a voice
message, a voice mail message, a beeper message, a pager
message, a facsimile message, and an answering service
message.

52. The apparatus of claim 48, wherein the second com-
munication device is at least one of a beeper, a pager, a
line-connected telephone, a two-way pager, a reply pager, a
personal communication device, a personal compmunication
services device, a television, an interactive television, a
digital television, a personai digital assistant, a display
telephone, a video telephone, a watch, a cellular telephone,
a wireless telephone, a mobile telephone, a display cellular
telephone, and a facsimile machine, or the second comnmi-
nication device is at least one of a home computer and a
personal computer and the second signal is transmitted to the
at least one of 2 home computer and a personal computer on
or over at least onc of the Internet and the World Wide Web.

53. The apparatus of claim 47, wherein the banking
transaction is at least one of a clearing transaction, an
account charging transaction, a charge-back transaction, and
an account settling transaction.

54. The apparatus of claim 47, wherein an authorization
request regarding the banking transaction is transmitled to
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the apparatus from at least one of a banking transaction
device, a banking transaction terminal, a teller terminal, a
teller work station, a processing computer terminal, an
automated teller machine terminal, 2 cashier work station,
and an over-the-counter transaction device.

55. The apparatus of claim 47, further comprising:

a transmitter, wherein the transmitter transmits a second
signa] to a plurality of communication devices associ-
ated with the individual account holder, wherein the
second signal contains information regarding the bank-
ing transaction, and further wherein the second signal
is transmitted to the plurality of communication devices
at least one of simultaneously and sequentially.

56. The apparatus of claim 47, forther comprising:

a transmitter, wherein the transmitter transmits an elec-
tronic mail message to at least one of a network
computer, the communication device, and a second
communication device associated with the individual
account holder, wherein the electronic mail message
contains information regarding the banking transaction.

57. The apparatus of claim 47, further comprising:

a transitter, wherein the transmitter transmits a second
signal to at least one of the communication device, a
second communication device associated with the indi-
vidual account holder, a computer, a radio, a car radio,
and a television, wherein the second signal contains
information regarding the banking transaction, and
further wherein a normal operation of the at least one
of the communication device, a second communication
device associated with the individual account holder, a
computer, a radio, a car radio, and a television, is
interrupted to convey the information to the individual
account holder.

58. The apparatus of claim 47, wherein the apparatus is
programmed for at least one of automatic activation, self-
activation, automatic operation, and self-operation.

59. The apparatus of claim 47, wherein the apparatus
comprises a plurality of computers or computer systems.

60. The apparatus of claim 47, wherein the communica-
tion device is at least one of a personal computer and a home
computer.

61. The apparates of claim 47, wherein the communica-
tion device is a wireless device.

62. The apparatus of claim 47, wherein the communica-
tion device is an interactive television.

63. The apparatus of claim 47, wherein the communica-
tion device is at least one of a wireless telephone, a cellular
telephone, and a personal digital assistant.

64. The apparatus of claim 47, wherein the limitation or
restriction involves at least one of an amount of a transaction
or transactions, an individual who may make a transaction,
a specified type of proof of identity, a specific bank or
financial institution authorized to accept or perform a trans-
action for the savings account, a geographical area or
location within which a bank or financial institution may be
authorized to accept or perform a tramsaction with the
savings account, at least one of a specific time of day, a
specific day, a date, and a time of the month, on which a
transaction may be authorized, a limjt of at least one of a
charge-back, a returned item amount withdrawal, and 2
maintenance or other fee charge withdrawal, an authorized
time for savings account usage, and a limitation or restric-
tion regarding at least one of an amount of a transaction, a
party involved, a geographical area, and a time of allowed
usage.

65. The apparatus of claim 47, wherein the processing
device determines whether a hold for prohibiting a with-
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drawal is placed on the savings account, and farther wherein
the processing device disallows the banking transaction.

66. The apparatus of claim 47, wherein the communica-
tion device is at least one of a beeper, a pager, a line-
connected telephone, a two-way pager, a reply pager, a
television, a digital television, a display telephone, a video
telephone, a watch, and a facsimile machine,

67. The apparatus of claim 47, wherein the processing
'device is programmed to automatically de-activate the sav-
ings account.

68. The apparatus of claim 47, further comptising:

a transmitter, wherein the transmitter transmits a periodic
transaction record to the communication device or to a
second communication device associated with the indi-
vidual account holder, wherein the periodic transaction
record shows a transaction or transactions on the sav-
ings account for a time period, wherein the periodic
trapsaction record is transmitted to the communication
device or to the second communication device at least
one of automatically and in response to a request for the
periodic transaction record.

69. The apparatus of claim 68, wherein the apparatus is
programmed {o automatically provide or transmit the peri-
odic transaction record.

70. The apparatus of claim 68, wherein the periodic
transaction record is automatically provided or transmitted
to the communication device or to the second communica-
tion device at least one of weekly, bi-weekly, monthly,
yearly, and for any time period or interval.

71. The apparatus of claim 47, forther comprising:

a transmitter, wherein the transmitter transmits a periodic
tramsaction record in an elecironic mail message to at
least one of a network computer, the communication
device, and a second communication device associated
with the individual account holder, wherein the peri-
odic transaction record shows a transaction or transac-
tions on the savings account for a time period, wherein
the periodic transaction record is transmitted to the at
least one of a network computer, the communication
device, and a second communication device associated
with the individual account holder, at least one of
aumtomatically and in response to a request for the
periodic transaction record.

72. The apparatus of claim 47, wherein the apparatus
comprises a plurality of computers or computer systems, and
further wherein the apparatus is programmed for at least one
of automatic activation, self-activation, automatic operation,
and self-operation.

73. A transaction security apparatus, comprising:

a memory device, wherein the memory device stores a
limitation or restriction regarding a banking
transaction, wherein the limitation or restriction pro-
hibits a withdrawal from an automated teller machine
account or prohibits a use of an awtomated teller
machine account, wherein the limitation or restriction
is transmitted from a communication device associated
with an individual account holder, and further wherein
the limitation or restriction is transmitted to a receiver
on or over at least one of the Internet and the World
Wide Web, wherein the limitation or restriction is
automatically received by the receiver, and further
wherein the limitation or restriction is automatically
stored in the memory device; and

a processing device, wherein the processing device pro-
cesses an information regarding a banking transaction,
wherein the processing device utilizes the limitation or
restriction automatically stored in the memory device

5

10

30

35

40

45

50

60

63

52 _
in processing the banking transaction, further wherein
the processing device generates a signal containing

information for allowing or disallowing the banking
transaction.

74. The apparatus of claim 73, further comprising;

a transmitter, wherein the transmitter transmits a second
signal to the communication device or to a second
communication device associated with the individual
account holder, wherein the second signal contains
information regarding the banking transaction.

75. The apparatus of claim 74, wherein the apparatus
receives a third signal from the communication device or
from the second communication device, wherein the third
signal contains information for allowing or disallowing the
banking transaction, wherein the processing device pro-
cesses the third signal and determines whether the banking
transaction is authorized or disallowed, and further wherein
the processing device at least one of authorizes the banking
transaction, disallows the banking transaction, and cagcels
the banking transaction.

76. The apparatus of claim 74, wherein the second signal
contains information regarding at least one of information
identifying the banking transaction, a name of a bank or
financial institution where the banking transaction is taking
place, an account number or description, an amount of the
banking transaction, a description of a person seeking to
make the banking transaction, a type of banking transaction,
and a location of the banking transaction.

77. The apparatus of claim 74, wherein information
contained in the second signal is transmitted on or over at
least one of the Internet and the World Wide Web or is
transmitted in at least one of a telephone call, a voice
message, a voice mail message, a beeper message, a pager
message, a facsimile message, and an answering service
message.

78. The apparatus of claim 74, wherein the second com-
munication device is at least one of a beeper, a pager, a
line-connected telephone, a two-way pager, a reply pager, a
personal communication device, a personal communication
services device, a television, an interactive television, a
digital television, a personal digital assistant, a display
telephone, a video telephone, a watch, a cellular telephone,
a wireless telephone, a mobile telephone, a display cellular
telephone, and a facsimile machine, or the second commu-
nication device is at least one of a home computer and a
personal computer and the second signal is transmitted to the
at least one of a home computer and a personal computer on
or over at Jeast one of the Internet and the World Wide Web.

79. The apparatus of claim 73, wherein the banking
transaction is at least one of a clearing transaction, an
account charging transaction, a charge-back transaction, and
an account settling transaction.

80. The apparatus of claim 73, wherein an authorization
request regarding the banking transaction is transmitted to
the apparatus from at least one of a banking transaction
device, a banking transaction terminal, a teller terminal, a
teller work station, a processing computer terminal, an
automated teller machine terminal, a cashier work station,
and an over-the-counter transaction device.

81. The apparatus of claim 73, further comprising:

a transmitter, wherein the transmitter transmits a second
signal to a plurality of communication devices associ-
ated with the individual account holder, wherein the
second signal contains information regarding the bank-
ing transaction, and further wherein the second signal
is transmitted to the plurality of communication devices
at Jeast one of simultaneously and sequentially.
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82. The apparatus of claim 73, further comprising:

a transmitter, wherein the transmitter transmits an elec-
tronic mail message to at least one of a network
computer, the communication device, and a second
communication device associated with the individual
account holder, wherein the electronic mail message
contains information regarding the banking transaction.

83. The apparatus of claim 73, wherein the information
regarding a banking transaction is transmitted to the appa-
ratus from a banking terminal, and further wherein the
apparatus transmits a second signal to the banking terminal,
wherein the second signal contains information for allowing
or disallowing the banking transaction.

84. The apparatus of claim 73, further comprising;

a transmitter, wherein the transmitter transmits a second
signal to at least one of the communication device, a
second communication device associated with the indi-
vidual account holder, a computer, a radio, a car radio,
and a television, wherein the second signal contains
information regarding the banking transaction, and
further wherein a normal operation of the at least one
of the communication device, a second communication
device associated with the individual account holder, a
computer, a radio, a car radio, and a television, is
interrupted to convey the information to the individual
account holder.

85. The apparatus of claim 73, wherein the apparatus is
programmed for at least one of automatic activation, self-
activation, automatic operation, and self-operation.

86. The apparatus of claim 73, wherein the apparatus
comprises a plurality of computers or computer systems.

87. The apparatus of claim 73, wherein the communica-
tion device is at least one of a personal computer and a home
computer.

88. The apparatus of claim 73, wherein the communica-
tion device is a wireless device.

89, The apparatus of ¢laim 73, wherein the communica-
tion device is an interactive television.

90. The apparatus of claim 73, whercin the communica-
tion device is at least one of a wireless telephone, a cellular
telephone, and a personal digital assistant.

91. The apparatus of ¢laim 73, wherein the limitation or
restriction involves at least one of an amount of a transaction
or transactions, an individual who may make a transaction,
a specified type of proof of identity, a specific bank or
financial institution authorized to accept or perform a trans-
action for the automated teller machine account, a geo-
graphical area or location within which a bank or financial
institution may be authorized to accept or perform a trans-
action with the antomated teller machine account, at Jeast
one of a specific time of day, a specific day, a date, and a ime
of the month, on which a transaction may be authorized, a
limit of at least one of a charge-back, a returned item amount
withdrawal, and a maintenance or other fee charge
withdrawal, an authorized time for automated teller machine
account usage, and a limitation or restriction regarding at
least one of an amount of a transaction, a party involved, a
geographical area, and a time of allowed usage.

92. The apparatus of claim 73, wherein the processing
device determines whether a hold for prohibiting a with-
drawal is placed on the automated teller machine account,
and further wherein the processing device disallows the
banking transaction.

93. The apparatus of ¢laim 73, wherein the communica-
tion device is at least one of a beeper, a pager, a line-
connected telephone, a two-way pager, a reply pager, a
television, a digital television, a display telephone, a video
telephone, a watch, and a facsimile machine.
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94. The apparatas of claim 73, wherein the processing
device is programmed to automatically de-activate the auto-
mated teller machine account.

95. The apparatus of claim 73, further comprising:

a transmitter, wherein the transmitter transmits a petiodic
transaction record to the communication device orto a
second communication device associated with the indi-
vidual account holder, wherein the periodic transaction
record shows a transaction or fransactions on the auto-
mated teller machine account for a time period, wherein
the periodic transaction record is transmitted to the
communication device or to the second communication
device at least one of automatically and in response to
a request for the periodic transaction record.

96, The apparatus of claim 95, wherein the apparatus is
programmed to automatically provide or transmil the peni-
odic transaction record.

97. The apparatus of claim 95, wherein the periodic
transaction record is automatically provided or transmitted
to the communication device or to the second communica-
tion device at least one of weekly, bi-weekly, monthly,
yearly, and for any time period or interval.

98. The apparatus of claim 73, further comprising:

a transmitter, wherein the transmitter transmits a periodic
transaction record in an electronic mail message to at
least one of a network computer, the communication
device, and a second communication device associated
with the individual account holder, wherein the peri-
odic transaction record shows a transaction or transac-
tions on the automated teller machine account for a
time period, wherein the periodic transaction record is
transmitted to the at least one of a network computer,
the communication device, and a second communica-
tion device associated with the individual account
holder, at least one of automatically and in response to
a request for the periodic transaction record.

99. The apparatus of claim 73, wherein the apparatus
comprises a plurality of computers or computer systems, and
further wherein the apparatus is programmed for at least one
of automatic activation, self-activation, automatic operation,
and self-operation,

100. A transaction security apparatus, comprsing:

a memory device, wherein the memory devise stores a

limitation or restriction on a use of an account, wherein
the account is at least one of a credit card account, a
charge card account, a debit card account, a currency
card account, a “smart ” card account, a checking
account, 2 savings account, and an automated teller
machine account, wherein the limitation or restriction
is transmitted from a communication device associated
with an individual account holder, and further wherein
the limitation or restriction is transinitted to a receiver
on or over at least one of the Internet and the World
Wide Web, wherein the litnitation or restriction is
automatically received by the receiver, and firther
wherein the limitation or restriction Is automatically
stored in the memory device;

a processing device, wherein the processing device pro-
cesses an authorization request for a transaction on the
account, wherein the processing device ulilizes the
limitation or restriction automatically stored in the
memory device in processing the authorization request,
wherein the processing device generates a first signal
containing information for authorizing or disallowing
the transaction, and further wherein the processing
device generates a second signal containing informa-
tion regarding the transaction; and
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a transmitter, wherein the transmitter transmits the second
signal to the communication device or to a second
communication device associated with the individual
account holder, wherein the second signal is transmit-
ted to the communication device or to the second
comumunication device in real-time.

101. The apparatus of claim 100, wherein the second
signal is transmitted on or over at least one of the Internet
and the World Wide Web.

102. A transaction security apparatus, comprising:

a memory device, wherein the memory device stores a
limitation or restriction on a use of an account, wherein
the account is capable of being utilized in transactions
involving the purchase of goods and services, wherein
the limitation or restriction is transmitted from a com-
munication device associated with an individual
account holder, and further wherein the limitation or
restriction is transmitted to a receiver on or over at least
one of the Internet and the World Wide Web, wherein
the limitation or restriction is automatically received by
the receiver, and further wherein the limitation or
restriction is automatically stored in the memory
device; and

a processing device, wherein the processing device pro-
cesses an authorization request for a transaction on the
account, wherein the processing device utilizes the
limitation or restriction automatically stored in the
memory device in processing the authorization request,
and further wherein the processing device generates a
signal containing information for authorizing or disal-
lowing the transaction.

103. The apparatus of claim 102, wherein the account is

a credit card account or a charge card account.

104. The apparatus of claim 102, wherein the account is
a debit card account or a currency card account.

105. The apparatus of claim 102, wherein the account is
a “smart” card account.

106. The apparatus of claim 102, further comprising:

a transmitter, wherein the transmitter transmits a second
signal to the communication device or to a second
communication device associated with the individual
account holder, wherein the second signal contains
information regarding the transaction.

107. The apparatus of claim 106, wherein the second
communication device is at least one of a line-connected
telephone, a two-way pager, a reply pager, a personal
communication device, a personal communication services
device, a television, an interactive television, a digital
television, a personal digital assistant, a display telephone, a
video telephone, a watch, a cellular telephone, a wireless
telephone, a mobile telephone, a display cellular telephone,
and a facsimile machine, or the second communication
device is at least one of a home computer and a personal
computer and the second signal is transmitted to the at least
one of a home computer and a personal computer on or over
at least one of the Internet and the World Wide Web.

108. The apparatus of claim 106, wherein the apparatus
receives a third signal, wherein the third signal is transmitted
from the communication device or from the second com-
munication device, and further wherein the third signal
contains information for anthorizing or disallowing the
transaction.

109. The apparatus of claim 108, wherein the processing
device processes the third signal and determines whether the
fransaction is authorized or disallowed, and further wherein
the processing device transmits a fourth signal to a transac-
tion authorization device, wherein the fourth signal contains
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information for at least one of authorizing the transaction,
disallowing the transaction, and canceling the transaction.

110. The apparatus of claim 106, wherein information
contained in the second signal is transmitted on or over at
least one of the Internet and the World Wide Web or is
transmitted in at least one of a telephone call, a voice
message, a voice mail message, a beeper message, a pager
message, a facsimile message, and an answering service
message.

111. The apparatus of claim 102, wherein the authoriza-
tion request is transmitted to the apparatus from at least one
of a credit card authorization. device, a charge card autho-
rization device, and a debit card anthorization device.

112. The apparatus of claim 102, wherein the anthoriza-
tion request is transmitted to the apparatus from at least one
of a currency card trapsaction authorization device and a
“smart” card authorization device.

113. The apparatus of claim 102, wherein the authoriza-
tion request is transmitted to the apparatus from a point-of-
sale authorization device.

114. The apparatus of claim 102, wherein the transaction
is at least one of a point-of-sale transaction, a telephene
order, and a mail order,

115. The apparatus of claim 102, wherein the transaction
is an Internet transaction.

116. The apparatus of claim 102, further comprising:

a transmitter, wherein the transmitter {ransmits a second
signal 1o a plurality of communication devices associ-
ated with the individual account holder, wherein the
second signal contains information regarding the
transaction, and further wherein the second signal is
transmitted to the plurality of communication devices
at least one of simultaneously and sequentially.

117. The apparatus of claim 102, further comprising:

a transmitter, wherein the transmitter transmits an elec-
tronic mail message to at least one of a network
computer, the communication device, and a second
communication device associated with the individual
account holder, wherein the electronic mail message
contains information regarding the transaction.

118. The apparatus of claim 102, further comprising:

a transmitter, wherein the transmitter transmits a second
signal to at least one of the communication device, a
second communication device associated with the indi-
vidual account holder, a computer, a radio, a car radio,
and a television, wherein the second signal comntains
information tegarding the transaction, and further
wherein a normal operation of the at least one of the
communication device, a second communication
device associated with the individual account holder, a
computer, a radio, a car radio, and a television, is
intemupted to convey the information to the individual
account holder.

119. The apparatus of claim 102, wherein the apparatus is
programmed for at least one of automatic activation, self-
activation, automatic operation, and self-operation.

120. The apparatus of claim 102, wherein the apparatus is
programmed te revert to a pre-established credit limit or
spending limit.

121. The apparatus of claim 102, wherein the communi-
cation device is utilized to program the apparatus to at least
one of change a credit limit, decrease a credit limit, and
increase a credit limit.

122. The apparatus of claim 102, wherein the limitation or
restriction imvolves at least one of a type of a transaction, a
good or a service which may be purchased, a store or a
service provider which may be authorized 1o accept a card
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associated with the account, a limit on & dollar amount of a
transaction pertaining to each authorized at least one of
vendor, seller, and service provider, a daily spending limit,
at least one of a vendor, a seller, and a service provider, with

which a card associated with the account may be utilized, a 5

geographical area or location within which a card associated
with the account may be utilized, an auvthorized time of
account usage, and a limitation or restriction regarding at
least one of an amount of a transaction, a party involved, a
geographical area, and a time of allowed usage.

123. The apparatus of claim 102, wherein the communi-
cation device is at least one of a beeper, a pager, a line-
connected telephone, a two-way pager, a reply pager, a
television, a digital television, a display telephone, a video
telephone, a watch, and a facsimile machine.

124. The apparatus of claim 102, wherein the processing
device allows or disallows the transaction.

125. The apparatus of claim 102, wherein the apparatus
comprises a plurality of computers or computer systems.

126. The apparatus of claim 102, wherein the communi-
cation device is at least one of a personal computer and a
home computer.

127. The apparatus of claim 102, wherein the communi-
cation device is a wireless device,

128. The apparatus of claim 102, wherein the communi-
cation device is an interactive television.

129. The apparatus of claim 102, wherein the communi-
cation device is at least one of a wireless telephone, a
cellular telephone, and a personal digital assistant.

130. The apparatus of claim 102, wherein the communi-
cation device is utilized to change a personal identification
number or an access code.

131. The apparatus of claim 102, wherein the processing
device is programmed to automatically de-activate the
account.

132. The apparatus of claim 102, further comprising:

a transmitter, wherein the transmitter transmits a periodic
transaction record to the communication device or to a
second communication device associated with the indi-
vidual account holder, wherein the periodic transaction
record shows a tramsaction or transactions on the
account for a time period, wherein the periodic trans-
action record is transmitted to the communication
device or to the second communication device at least
otie of automatically and in response to a request for the
periodic transaction record.

133, The apparatus of claim 132, wherein the apparatus is
programmed to automatically provide or transmit the peri-
odic transaction record.

134. The apparatus of claim 132, wherein the periodic
transaction record is automatically provided or transmitted
to the communication device or to the second communica-
tion device at least one of weekly, bi-weekly, monthly,
yearly, and for any time period or interval.

135. The apparatus of claim 102, further comprising:

a transmitter, wherein the transmitter transmits a periodic
transaction record in an electronic mail message to at
least one of a network computer, the communication
device, and a second communication device associated
with the individual account holder, wherein the peri-
odic transaction record shows a transaction or transac-
tions on the account for a time period, wherein the
periodic transaction record is transmitted to the at least
one of a network computer, the communication device,
and a second communication device associated with the
individual account holder, at least one of automatically
and in response to a request for the periodic transaction
record,
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136. The apparatus of claim 102, wherein the apparatus
comprises a plurality of computers or computer systems, and
further wherein the apparatus is programmed for at least one
of automatic activation, self-activation, automatic operation,
and self-operation.

137. A transaction security apparatus, comprising:

a memory device, wherein the memory device stores a
limitation or restriction regarding a use of an account,
wherein the limitation or restriction is transmitted from
a communication device associated with an individual
account holder, and further wherein the limitation or
restriction is {ransmitted to a receiver on or over at least
one of the Internet and the World Wide Web, wherein
the limitation or restriction is automatically received by
the receiver, and further wherein the limitation or
restriction is automatically stored in the memory
device; and

a processing, device, wherein the processing device pro-
cesses an authorization request for a transaction on the
account, wherein the authorization request is received
from a transaction authorization device, wherein the
transaction authorization device is ntilized in at least
one of a credit card tramsaction, a charge card
transaction, a debit card transaction, a currency card
transaction, and a “smiart” card transaction, and further
wherein the transaction authorization device is located
at a point-of-sale in a transaction involving an
in-person transaction or at a location of at least one of
a goods provider and a service provider in a transaction
involving at least one of a telephone order, a mail order,
an Internet transaction, and an on-line transaction,
wherein the processing device utilizes the limitation or
restriction automatically stored in the memory device
in processing the authorization request, and further
wherein the processing device generates a signal con-
taining information for authorizing or disallowing the
transaction.

138. The apparatus of claim 137, further comprising:

a {ransmitter for transmitting a second signal to the
communication device or to a second communication
device associated with the individual account holder,
wherein the second signal contains information regard-
ing the transaction.

139. The apparatus of claim 138, wherein the second
communication device is at least one of a line-connected
telephone, a two-way pager, a reply pager, a personal
communication device, a personal communication services
device, a television, an interactive television, a digital
television, a personal digital assistant, a display telephone, a
video telephone, a watch, a cellular telepheone, a wireless
telephone, a mobile telephone, a display cellular telephone,
and a facsimile machine, or the second commmnication
device is at least one of a home computer and a personal
computer and the second signal is transmitied (o the at least
one of a home computer and a personal computer on or over
at least one of the Internet and the World Wide Web.

1440. The apparatus of claim 138, wherein the apparatus
receives a third signal, wherein the third signal is received
from the communication device or from the second com-
munication device, and further wherein the third signal
conlains information for authorizing or disallowing the
transaction, wherein the processing device processes the
third signal and determines whether the transaction is autho-
rized or disallowed, and further wherein the apparatus
transmits a fourth signal to the transaction authorization
device, wherein the fourth signal contains information for at
least one of authorizing the tramsaction, disallowing the
transaction, and capceling the transaction.
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141. The apparatus of claim 138, wherein information
contained in the second signal is transmitted on or aver at
least one of the Internet and the World Wide Web or is
transmitted to the communication device or to the second
communication device in at least one of a telephone call, a
voice message, a voice mail message, a beeper message, a
pager message, a facsimile message, and an answering
service message.

142, The apparatus of claim 137, wherein the authoriza-
tion request is transmitted to the apparatus from at least one
of a credit card authorization device, a charge card autho-
rization device, and a debit card authorization device.

143, The apparatus of claim 137, wherein the authoriza-
tion request is transmitted o the apparatus from at least one
of 2 currency card authorization device and a “smart” card
authorization device.

144. The apparatus of claim 137, wherein the authoriza-
tion request is transmitted to the apparatus from a point-of-
sale authorization device.

145. The apparatus of claim 137, wherein the transaction
is at least one of a point-of-sale transaction, a telephone
order, a mail order, and an on-line transaction.

146. The apparatus of claim 137, wherein the transaction
is an Internet transaction.

147. The apparatus of claim 137, further comprising:

a transmiiter, wherein the transmitier transmits a second
signal to a plurality of communication devices associ-
ated with the individual account holder, wherein the
second signal contains information regarding the
transaction, and further wherein the second signal is
transmitted to the plurality of communication devices
at least one of simultaneously and sequentially.

148. The apparatus of claim 137, further comprising:

a transmitter, wherein the transmitter transmits an elec-
tronic mail message to at least one of a network
computer, the communication device, and a second
communication device associated with the individual
account holder, wherein the electronic mail message
contains information regarding the transaction.

149. The apparatus of claim 137, further comprising:

a transmitter, wherein the transmitter transmits a second
signal to at least one of the communication device, a
second communication device associated with the indi-
vidual account holder, a computer, # radio, a car radio,
and a television, wherein the second signal contains
information regarding the transaction, and further
wherein a normal operation of the at least one of the
communication device, a second communication
device associated with the individual account holder, a
computer, a radio, a car radio, and a television, is
interrupted to convey the information to the individual
account holder.

150. The apparatus of claim 137, wherein the apparatus is
programmed for at least ane of automatic activation, self-
activation, automatic operation, and self-operation.

151. The apparatus of claim 137, wherein the apparatus is
programmed to revert to a pre-established credit limit or
spending limit.

152. The apparatus of claim 137, wherein the communi-
cation device is utilized to program the apparatus to at least
one of change a credit limit, decrease a credit limit, and
increase a credit limit.

153. The apparatus of claim 137, wherein the limitation or
restriction involves at least one of a type of a transaction, a
good or a service which may be purchased, a store or 2
service provider which may be authorized to accept a card
associated with the account, a limit on a dollar amount of 2
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transaction pertaining to each authorized at least one of
vendor, seller, and service provider, a daily spending limit,
at least one of a vendor, a seller, and a service provider, with
which a card associated with the account may be utilized, a
geographical area or location within which a card associated
with the account may be utilized, an authorized time of
account usage, and a limitation or restriction regarding at
least one of an amount of a transaction, a party involved, a
geographical area, and a time of allowed usage.

154. The apparatus of claim 137, wherein the commuuyi-
cation device is at least one of a beeper, a pager, a line-
connected telephone, a two-way pager, a reply pager, a
television, a digital television, a display telephone, a video
telephone, a watch, and a facsimile machine.

155. The apparatus of claim 137, wherein the apparatus
camprises a plurality of computers or computer systems.

156. The apparatus of claim 137, wherein the communi-
catjon device is at least one of a personal computer and a
home computer.

157. The apparatus of claim 137, wherein the communi-
cation device is a wireless device.

158. The apparatus of claim 137, wherein the communi-
cation device is an interactive television.

159. The apparatus of claim 137, wherein the communi-
cation device is at least one of a wireless telephone, a
cellular telephone, and a personal digital assistant.

160. The apparatus of claim 137, wherein the processing
device is programmed to automatically de-activate the
account.

161. The apparatus of claim 137, further comprising:

a transmitter, wherein the transmitter transmits a periodic
transaction record to the communication device or to a
second communication device associated with the indi-
vidual account holder, wherein the periodic transaction
record shows a transaction or transactions on the
account for a time period, wherein the periodic trans-
action record is transmitted to the communication
device or to the second communication device at least
one of automatically and in response to a request for the
periodic transaction record.

162. The apparatus of claim 161, wherein the apparatus is
programmed to automatically provide or transmit the peri-
odic transaction record.

163. The apparatus of claim 161, wherein the periodic
transaction record is automatically provided or transmitted
to the communication device or to the second communica-
tion device at least one of weekly, bi-weekly, monthly,
vearly, and for any time period or interval.

164. The apparatus of claim 137, further comprising:

a transmitter, wherein the transmitter transmits a periodic
fransaction record in an electronic mail message to at
least one of a network computer, the communication
device, and a second communication device associated
with the individual account holder, wherein the peri-
odic transaction record shows a transaction or transac-
tions on the account for a time period, wherein the
periodic transaction record is transmitted to the at least
one of a network computer, the communication device,
and a second communication device associated with the
individual account holder, at least one of automatically
and in response to a request for the pericdic transaction
record.

165. The apparatus of claim 137, wherein the apparatus
comprises a plurality of computers or computer systems, and
further wherein the apparatus is programmed for at least one
of automatic activation, self-activation, automatic operation,
and self-operation.
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166. The apparatus of claim 137, wherein the account is
a credit card account or a charge card account.

167. The apparatus of claim 137, wherein the account is
a debit card account or a currency card account.

168. The apparatus of claim 137, wherein the account is
a “smart” card account.

169. A transaction security apparatus, comprising:

a memory device, wherein the memory device stores a
limitation or restriction on a use of an account, wherein
the limitation or restriction is transmitted from a com-
munication device associated with an individual
account holder, and further wherein the limitation or
restriction is transmitted to a receiver on or over at least
one of the Internet and the World Wide Web, wherein
the limitation or restriction includes information
regarding a name of a party authorized to use the
account and information regarding a spending limit on
the accounnt, wherein the limitation or restriction is
automatically received by the receiver, and further
wherein the limitation or restriction is automatically
stored in the memory device; and

a processing device, wherein the processing device pro-
cesses an authorization request for a transaction on the
account, wherein the processing device utilizes the
limitation or restriction automatically stored in the
memory device in processing the authorization request,
and further wherein the processing device generates a
signal containing information for authorizing or disal-
lowing the transaction.

¥70. The apparatus of claim 169, further comprising:

a transmitter, wherein the transmitter transmits a second
signal to the communication device or to a second
communication device associated with the individuai
account holder, wherein the second signal contains
information regarding the transaction.

171, The apparatus of claim 170, wherein the second
communication device is at least one of a line-connected
telephone, a two-way pager, a reply pager, a personal
communication device, a personal communication services
device, a television, an interactive television, a digital
television, a personal digital assistant, a display telephone, a
video telephone, a watch, a cellular telephone, a wireless
telephone, a mobile telephone, a display cellular telephone,
and a facsimile machine, or the second communication
device is at least one of a home computer and a personal
computer and the second signal is transmitted to the at least
ope of a home computer and a personal computer on or over
at least one of the Internet and the World Wide Web.

172. The apparatus of claim 170, wherein the apparatus
receives a third signal, wherein the third signal is received
from the communication device or from the second com-
munication device, and further wherein the third signal
contains information for authorizing or disallowing the
trapsaction, wherein the processing device processes the
third signal and determines whether the transaction is autho-
rized or disallowed, and further wherein the apparatus
transmits a fourth signal to a transaction authorization
device, wherein the fourth signal contains information for at
least one of autherizing the transaction, disallowing the
transaction, and canceling the transaction.

173. The apparatus of claim 170, wherein information
contained in the second signal is transmitted on or over at
least one of the Internet and the World Wide Web or is
transmitted to the communication device or to the second
communication device in at least one of a communication
transmissicn, a telephone call, a voice message, a voice mail
message, a beeper message, a pager message, a facsimile
message, and an answering service message.
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174. The apparatus of claim 169, wherein the authoriza-
tion request is transmitted to the apparatus from at least one
of a credit card authorization device, a charge card autho-
rization device, and a debit card authorization device.

175. The apparatus of claim 169, wherein the authoriza-
tion request is transmitted to the apparatus from at least one
of a carrency card anthorization device and a “smart” card
authorization device.

176. The apparatus of claim 169, wherein the authoriza-
tion request is transmitted to the apparatus from a point-of-
sale authorization device.

177. The apparatus of claim 169, wherein the transaction
is at least one of a point-of-sale transaction, a telephone
order, a mail order, and an on-line transaction.

178. The apparatus of claim 169, wherein the transaction
is an Internet transaction.

179. The apparatus of claim 169, further comprising:

a transmitter, wherein the transmitter transmits a second
signal to a plurality of communication devices associ-
ated with the individual account holder, wherein the
second signal contains information regarding the
transaction, and further wherein the second signal is
transmitted to the plurality of communication devices
at least one of simultaneously and sequentially.

180. The apparatus of claim 169, further comptising:

a transmitter, wherein the transmitter transmits an elec-
tronic mail message to at least one of a metwork
computer, the communication device, and a second
communication device associated with the individual
account holder, wherein the electronic mail message
contains information regarding the transaction.

181. The apparatus of claim 169, further comprising:

a transmitter, wherein the transmitter transmits a second
signal to at least one of the communication device, a
second comnunication device associated with the indi-
vidual account holder, 2 computer, a radio, a car radio,
and a television, wherein the second signal contains
information regarding the transaction, and lurther
wherein 2 normal operation of the at least one of the
communication device, a second communication
device associated with the individual account holder, a
computer, a radio, a car radio, and a television, is
interrupted to convey information to the individual
account holder.

182. The apparatus of claim 169, wherein the apparatus is
programmed for at least ene of automatic activation, self-
activation, automatic operation, and self-operation.

183. The apparatus of claim 169, wherein the apparatus is
programmed to revert to a pre-established credit Limit or
spending limit.

184. The apparatus of claim 169, wherein the communi-
cation device is utilized to program the apparatus to at least
one of change a credit limit, decrease a credit limit, and
increase a credit limit.

185. The apparatus of claim 169, wherein the limitation or
restriction involves at least one of a type of a transaction, a
good or a service which may be purchased, a store or a
service provider which may be authorized to accept a card
associated with the account, a limit on a dollar amount of 2
transaction pertaining to each authorized at least one of
vendor, seller, and service provider, a daily spending limit,
at least one of a vendor, a seller, and a service provider, with
which a card associated with the account may be utilized, a
geographical area or location within which a card associated
with the account may be utilized, an authorized time of
account usage, and a limitation or restriction regarding at
Jeast one of an amount of a transaction, a party involved, a
geographical area, and a time of allowed usage.
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186. The apparatus of claim 169, wherein the communi-
cation device is at least one of a beeper, a pager, a line-
connected telephone, a two-way pager, a reply pager, a
television, a digital television, a display telephone, a video
telephone, a watch, and a facsimile machine,

187. The apparatus of claim 169, wherein the apparatus
comprises a plurality of computers or computer systems.

188. The apparatus of claim 169, wherein the communi-
cation device is at least one of a personal computer and a
home computer.

189, The apparatus of claim 169, wherein the communi-
cation device is a wireless device.

190. The apparatus of claim 169, wherein the communi-
cation device is an interactive television.

191. The apparatus of claim 169, wherein the communi-
cation device is at least one of a wireless telephone, a
cellular telephone, and a personal digital assistant.

192. The apparatus of claim 169, wherein the processing
device is programmed to automatically de-activate the
account.

193. The apparatus of claim 169, further comprising:

a trapsmitter, wherein the transmitter transmits a periodic
transaction record to the communication device or to a
second communication device associated with the indi-
vidual account holder, wherein the periodic transaction
record shows a transaction or transactions on the
account for a time period, wherein the periodic trans-
action record is transmitted to the communication
device or to the second communication device at least
one of awtomatically and in response to a request for the
periodic transaction record.

194. The apparatus of claim 193, whetein the apparatus is
programmed to automatically provide or transmil the peri-
odic transaction record.

195. The apparatus of claim 193, wherein the periodic
transaction record is provided or transmitted to the commu-
nication device or to the second communication device at
least one of weekly, b’-weekly, monthly, yearly, and for any
time period or interval.

196. The apparatus of claim 169, further comprising:

a transmitter, wherein the transmitter transmits a periodic
transaction record in an electronic mail message to at
least one of a network computer, the communication
device, and a second communication device associated
with the individual account holder, wherein the peri-
odic-transaction record shows a transaction or fransac-
tions on the account for a time period, wherein the
periodic transaction record is transmitted to the at Jeast
one of a network computer, the communication device,
and a second communication device associated with the
individual account holder, at least one of automatically
and in response to a request for the periodic transaction
record.

197. The apparatus of claim 169, wherein the apparatus
comprises a plurality of computers or computer systems, and
further wherein the apparatus is programmed for at least one
of automatic activation, self-activation, automatic operation,
and self-operation.

198. A trangaction security apparatus, comprising;

a memory device, wherein the memory device stores a
limitation regarding a use of a first communication
device on a wireless communication device account or
on a cellular communication device account, wherein
the Iimitation contains information regarding at least
one of a phone number which may be called, a number
from which an incoming call may be accepted or
received, at least one of a time of day, a specific day, a
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date, and a time of month or year, during which the first
communication device may be utilized on the wireless
communication device account or on the cellular com-
munication device account, an authorized time of usage
of the first communication device on the wireless
communication device account or on the cellular com-
munication device account, an amount of a transaction,
a party or parties involved, and a time of allowed vsage,
wherein the limitation is transmitted from a second
communication device associated with an individual
account holder or from the first communication device,
and further wherein the limitation is transmitted to a
receiver on or over at least one of the Internet and the
World Wide Web, wherein the limitation is automati-
cally received by the receiver, and firther wherein the
limitation is automatically stored in the memory
device; and

a processing device, wherein the processing device pro-
cesses information regarding a use of the first commu-
nication device on the wireless communication device
account or on the cellular communication device
account or an attempt to use the first communication
device on the wireless communication device account
or on the cellular communication device account,
wherein the processing device utilizes the limitation
automatically stored in the memory device in process-
ing the information regarding a use of the first com-
munication device on the wircless communication
device account or on the cellular communication device
account ar an atternpt to use the first communication
device on the wireless communication device account
or on the cellular communication device account, and
further wherein the processing device generates a sig-
nal containing information for allowing or disallowing
the use of the first communication device on the
wireless commmunication device account or on the cel-
lular communication device account.

199. The apparatus of claim 198, further comprising:

2 transmitter, wherein the transmitter transmits a second
signal to the second communication device or to a third
communication device associated with the individual
account holder, wherein the second signal contains
information regarding the use of the first communica-
tion device on the wireless communication device
account or on the cellular communication device
account or the attempt to use the first communication
device on the wireless communication device account
or on the cellular communication device account.

200. The apparatus of claim 199, wherein the apparatus
receives a third signal from the second communication
device or from the third communication device, wherein the
third signal contains information for allowing or disallowing
the use of the first communication device on the wireless
communication device account or on the cellular commu-
nication device account.

201. The apparatus of claim 198, wherein the processing
device processes the third signal and determines whether the
use of the first communication device on the wireless
communication device account or on the cellular commu-
nication device account is allowed or disallowed, and further
wherein the processing device at least one of allows the nse
of the first communication device, disallows the use of the
first communication device, and tenminates the use of the
first communication device.

202. The apparatus of claim 199, wherein information
contained in the second signal is transmitted on or over at
Jeast one of the Internet and the World Wide Web or is
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transmitted to the second communication device or to the
third communication device in at least cne of a telephone
call, a voice message, a voice mail message, a beeper
message, a pager message, a facsimile message, and an
answering service message.

203. The apparatus of claim 199, whercin the second
signal contains information regarding a number called, a
time of a call, and a duration of a call.

204. The apparatus of claim 198, further comprising:

a transmitter, wherein the transmitter transmits a second
signal to a plurality of second communication devices
associated with the individual account holder at least
one of simultaneously and sequentially.

205. The apparatus of claim 198, further comprising:

a transmitter, wherein the transmitter transmits an elec-
tronic mail message to at least one of a network
computer, the second communication device, and a
third communication device associated with the indi-
vidual account holder, wherein the electronic mail
message contains information regarding a use of the
first communication device on the wireless communi-
cation device account or on the cellular communication
device account or an attempt to use the first commu-
nication device on the wireless communication device
account or on the cellular communication device
account.

206. The apparatus of claim 198, wherein the apparatus is
programmed for at least one of avtomatic activation, self-
activation, automatic operation, and self-operation.

207. The apparatus of claim 198, wherein the second
communication device is at least one of a beeper, a pager, a
line-connected telephone, a two-way paget, a reply pager, a
television, a digital television, a display telephone, a video
telephone, a watch, and a facsimile machine,

208. The apparatus of claim 198, wherein the processing
device utilizes a second limitation awtomatically received
from the second communication device or from a third
communication device associated with the individual
account holder and automatically stored in the memory
device in processing information regarding the use of the
first communication device on the wireless communication
device account or on the cellular communication device
account or the attempt to use the first communication device
on the wireless communication device account or on the
cellular communication device account, wherein the second
limitation contains information regarding at least one of a
geographical area which may be called or accessed, geo-
graphical areas which may be called or accessed, a location
which may be called or accessed, locations which may be
called or accessed, a geographical area or areas from which
calls may be received, a location or locations from which
calls may be received, a specific phone number or specific
phone numbers which may be called, a specific time dura-
tion or specific time durations for a phone call, and an
authorized time or authorized times for first communication
device usage.

209. The apparatus of claim 198, further comprising:

a transmitter, wherein the transmitter transmits a second
signal to at least one of the second cornmunication
device, a third communication device associated with
the individual account holder, a computer, a radio, a car
radio, and a television, whercin the second signal
contains information regarding the wuse of the first
communication device on the wireless communication
device account or on the cellular communication device
account or the attempt to use the first communication
device on the wireless communication device account
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or on the cellular communication device account, and
further wherein a normal operation of the at Jeast one
of the second communication device, a third commu-
nication device associated with the individual account
holder, a computer, a radio, a car radio, and a television,
is interrupted to convey the information to the indi-
vidual account holder.

210. The apparatus of claim 198, wherein the second
communication device is at least one of a line-connected
telephone, a two-way pager, a reply pager, a personal
communication device, a personal communication services
device, a television, a digital television, a display telephone,
a video telephone, a watch, a mobile telephone, and a
facsimile machine.

211. The apparatus of claim 198, wherein the apparatus
comprises a plurality of computers or computer systems.

212. The apparatus of claim 198, wherein the second
communication device is at least one of a personal computer
and a home computer.

213. The apparatus of claim 198, wherein the second
communication device is a wireless device,

214. The apparatus of claim 198, wherein the second
communication device is an interactive television.

215. The apparatus of claim 198, wherein the second
communication device is at least one of a wireless telephone,
a cellular telephone, and a personal digital assistant.

216. The apparatus of claim 198, wherein the processing
device is programmed to automatically de-activate the wire-
less communication device account or the cellular commu-
nication device account.

217. The appatatus of claim 198, further comprising;

& transmitter, wherein the transmitter transmits a periodic
transaction record to the second communication device
or to a third communication device associated with the
individual account holder, wherein the periodic trans-
action record shows a transaction or transactions on the
wireless communication device account or on the cel-
lular communication device account for a time period,
wherein the periodic transaction record is transmitted to
the second communication device or to the third com-
munication device at least one of sutomatically and in
response to a request for the periodic transaction
record.

218. The apparatus of claim 217, wherein the apparatus is
programmed to automatically provide or transmit the peri-
odic transaction record.

219. The apparatus of claim 217, wherein the periodic
transaction record is automatically provided or transmitted
to the second communication device or to the third com-
munjcation device at least one of weekly, bi-weekly,
monthly, yearly, and for any time period or interval.

220. The apparatus of claim 198, further comprising:

a transmitier, wherein the transmitter transmits & periodic
transaction record in an electronic mail message to at
least one of a network computer, the second commu-
nication device, and a third communication device
associated with the individual account holder, wherein
the periodic transaction record shows a transaction or
transactions on the wireless communijcation device
account or on the cellular communication device
account for a time period, wherein the periedic trans-
action record is transmitted to the at least one of a
network computer, the second communication device,
and a third communication device associated with the
individual account holder, at least one of automatically
and in response to a request for the periodic transaction
record.
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221. The apparatus of claim 198, wherein the apparatus
comprises a plurality of computers or cornputer systems, and
further wherein the apparatus is programmed for at least one
of automatic activation, self-activation, automatic operation,
and self-operation.

222. A transaction security apparatus, comprising;

a processing device, wherein the processing device pro-
cesses information regarding a banking transaction,
wherein the banking transaction involves a checking
account, wherein the information is input via an input
device or automatically received by a receiver, wherein
the processing device is capable of allowing or disal-
lowing the banking transaction, and further wherein the
processing device generates a signal containing infor-
mation regarding the banking transaction; and

a transmitter, wherein the transmitter transmits the signal
to a communication device associated with an indi-
vidual account holder, wherein the signal is transmitted
to the communication device in real-time, and further
wherein the communication device provides informa-
tion to the individual account holder regarding the
banking transaction, wherein the communication
device is at least one of a beeper, a pager, a telephone,
a two-way pager, a reply pager, a home computer, a
personal computer, a personal communication device, a
personal communication services device, a television,
an interactive television, a digital television, a personal
digital assistant, a display telephone, a video telephone,
a watch, a cellular telephone, a wireless telephone, a
mobile telephone, a display cellular telephone, and a
facsimile machine.

223. The apparatus of claim 222, further comprising:

a receiver, wherein the receiver receives a second signal
from the communication device, wherein the second
signal contains information for allowing or disallowing
the banking transaction.

224. The apparatus of claim 223, wherein the processing
device processes the second signal and determines whether
the banking transaction is allowed or disallowed.

225. The apparatus of claim 223, wherein the processing
device processes the second signal and detenmines whether
the banking transaction is aowed or disallowed, and further
wherein the processing device generates a third signal
containing information for at least one of allowing the
banking transaction, disallowing the banking transaction,
and canceling the banking transaction.

226. The apparatus of claim 220, wherein the processing
device counts a number of unauthorized transactions occur-
ring on the checking account, and further wherein the
processing device at least one of cancels a transaction and
de-activates the checking account when a pre-determined
unauthorized transaction count is reached.

227. The apparatus of ¢claim 222, wherein the processing
device determines whether a hold is placed on the checking
account for prohibiting a withdrawal from the checking
account, and further wherein the processing device disal-
lows the withdrawal from the checking account.

228. The apparatus of claim 222, wherein the apparatus is
at least one of a debit card authorization device, a currency
card authorization device, and a “smart™ card authorization
device.

229, The apparatus of claim 222, wherein the processing
device allows or disallows the banking transaction.

230. The apparatus of claim 222, wherein the banking
transaction is an account settling transaction.

231. The apparatus of claim 222, wherein the apparatus
processes information regarding at least one of a deposit, a
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withdrawal, a check cashed, a draft, an ATM deposit, an
ATM withdrawal, a charge made against the checking
account, and a credit made to the checking account.

232. The apparatus of claim 222, wherein the signal is
transmitted to the communication device on or over at least
one of the Internet and the World Wide Web.

233. The apparatus of claim 222, wherein the apparatus
transmits the signal to a plurality of communication devices
associated with the individual account holder at least one of
simultaneously and sequentially.

234. The apparatus of claim 222, wherein information
contained in the signal is transmitted to the communication
device on or over at least one of the Internet and the World
Wide Web or is transmitted to the communication device in
at least one of a communication transmission, @ telephone
call, a voice message, a voice mail message, a beeper
message, a pager message, a facsimile message, and an
answering service message.

235. The apparatus of claim 222, wherein the banking
transaction is a check cashing transaction.

236. The apparatus of claim 222, wherein the apparatus
transmits an electronic mail message to at least one of a
network computer and the communication device, wherein
the electronic maijl message contains information regarding
the banking transaction.

237. The apparatus of claim 222, wherein the processing
device suspends a use of the checking account or suspends
a use of a card associated with the checking account.

238. The apparatus of claim 222, wherein the apparatus
transmits the signal to at least cne of the communication
device, a computer, a radio, a car radio, and a television, and
further wherein a normal operation of the at least one of the
communication device, a computer, a radio, a car radio, and
a television, is interrupted to convey the information to the
individual account holder.

239, The apparatus of claim 222, wherein the apparatus
comprises a plurality of computers or computer systems.

240. The apparatus of claim 222, wherein the apparatus
transmits a periodic transaction record to the communication
device or to a second communication device associated with
the individual account helder, wherein the periodic transac-
tion record shows a transaction or transactions on the
checking account for a time period, wherein the penodic
transaction record is transmitted to the communication
device or to the second communication device at least one
of automatically and in response to a request for the periodic
transaction record.

241. The apparatus of claim 240, wherein the apparatus is
programmed to automatically provide or transmit the peri-
odic transaction record.

242, The apparatus of claim 240, wherein the periodic
transaction record is automatically provided or transmitted
to the communication device or to the second commumica-
tion device at leas! one of weekly, bi-weekly, monthly,
yearly, and for any time period or interval.

243. The apparatus of claim 222, wherein the apparatus
transmits a periodic transaction record in an electronic mail
message, wherein the periodic transaction record shows a
transaction or transactions on the checking account for a
time period, wherein the periodic transaction record is
transmitted to al least one of a neiwork compuler, the
communication device, and a second communication device
associated with the individual account holder, at least one of
automatically and in response to a request for the periodic
transaction record.

244. The apparatus of claim 222, wherein information
contained in the signal is displayed via a display device

associated with the communication device.
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245. The apparatus of claim 222, wherein the signal
contains information regarding a check being presented for
payment.

246. The apparatus of claim 222, wherein the apparatus is
programmed for at least one of automatic activation, self-
activation, automatic operation, and self-operation.

247. The apparatus of claim 222, wherein the input device
is an automated teller machine terminal.

248. The apparatus of claim 222, wherein the apparatus
comprises a plurality of computers or computer systems, and
further wherein the apparatus is programmed for at least one
of automatic activation, self-activation, automatic operation,
and self-operation.

249, The apparatus of claim 222, wherein the communi-
cation device is at least one of a personal computer and a
home computer, and further wherein the signal is transmitted
to the at least one of a personal computer and a home
computer on or over at least one of the Internet and the
World Wide Web.

250. The apparatus of claim 222, wherein the communi-
cation device is a wireless device.

251, The apparatus of claim 222, wherein the communi-
cation device is an interactive television.

252. The apparatus of clatm 222, wherein the communi-
cation device is at least one of a wireless telephone, a
cellular telephone, and a persopal digital assistant.

253, The apparatus of claim 222, wherein the apparatus is
programmed to revert 1o a pre-established spending limit.

254. The apparatus of claim 222, wherein the processing
device is programmed to automatically de-activate the
checking account.

255, The apparatus of claim 222, wherein the banking
transaction is a check clearing transaction.

256. The apparatus of claim 222, wherein the banking
transaction is at least one of a clearing transaction, an
account charging transaction, and 2 charge-back transaction.

257. The apparatus of claim 222, wherein information
contained in the signal is transmitted in an electronic mail
message.

258, The apparatus of claitn 222, wherein the banking
transaction is a checking account transaction.

259. A transaction security apparatus, comprising:

a processing device, wherein the processing device pro-
cesses information regarding a banking transaction,
wherein the banking tramsaction invelves a savings
account, wherein the information is input via an input
device or automatically received by a receiver, wherein
the processing device is capable of allowing or disal-
lowing the banking transaction, and further wherein the
processing device generates a signal containing infor-
mation regarding the banking transaction; and

4 transmitter, wherein the transmitter transmits the signal
to a communication device associated with an indi-
vidual account holder, wherein the signal is transmitted
to the commuaication device in real-time, and further
wherein the communication device provides informa-
tion to the individual account holder regarding the
banking transaction, wherein the communication
device is at Ieast one of a beeper, a pager, a telephone,
a two-way pager, a reply pager, a home computer, a
personal computer, a personal communication device, a
personal communication services device, a television,
an interactive television, a digital television, a personal
digital assistant, a display telephone, a video telephone,
a watch, a cellular telephone, a wireless telephone, a
mobile telephone, a display cellular telephone, and a
facsimile machine.
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260. The apparatus of claim 259, further comprising:

a receiver, wherein the receiver receives a second signal
from the communication device, wherein the second
signal contains information for allowing or disallowing
the banking transaction.

261. The apparatus of claim 260, wherein the processing
device processes the second signal and determines whether
the banking transaction is allowed or disallowed, and further
wherein the processing device generates a third signal
containing information for at least one of allowing the
banking transaction, disallowing the banking transaction,
and canceling the banking transaction.

262. The apparatus of claim 259, wherein the processing
device counts a number of unauthorized transactions oceur-
ring on the savings account, and further wherein the pro-
cesging device al least one of cancels a transaction and
de-activates the savings account when a pre-determined
unauthorized transaction count is reached.

263. The apparatus of claim 259, wherein the processing
device determines whether a hold is placed on the savings
account for prohibiting a withdrawal from the savings
account, and further wherein the processing device allows or
disallows the withdrawal from the savings accounl.

264. The apparatus of claim 25%, wherein the apparatus is
at least one of a debit card authorization device, a currency
card authorization device, and a “smart” card authorization
device,

265. The apparatus of claim 259, wherein the banking
transaction is at least one of an account charging transaction,
a charge-back transaction, and an account settling transac-
tion.

266. The apparatus of claim 259, wherein the apparatus
processes information regarding at least one of a deposit, a
withdrawal, an ATM deposit, and an ATM withdrawal.

267. The apparatus of claim 259, wherein the signal is
transmitted to the communication device on or over at least
one of the Internet and the World Wide Web.

268. The apparatus of claim 259, wherein the apparatus
transmits the signal to a plurality of communication devices
associated with the individual account holder at least one of
simultanecusly and sequentiaily.

269. The apparatus of claim 259, wherein information
contained in the signal is transmitted to the communication
device on or over at least one of the Intemet and the World
Wide Web or in at Ieast one of a telephone call, a voice
message, a voice mail message, a beeper message, a pager
message, a facsimile message, and an answering service
message.

270. The apparatus of claim 259, wherein the apparatus
transmits an electronic mail message to at least one of a
network computer and the communication device, wherein
the electronic mail message contains information regarding
the banking transaction.

271. The apparatus of claim 259, wherein the processing
device suspends a use of the savings account or suspends a
use of a card associated with the savings account.

272. The apparatus of claim 259, wherein the apparatus
transmits the signal to at least one of the communication
device, a computer, a radio, a car radio, and a television, and
further wherein a normal operation of the at least one of the
communication device, a computer, a radio, a car radio, and
a television, is interrupted to convey the information to the
individual account holder.

273. The apparatus of claim 259, wherein the apparatus
comprises a plurality of computers or computer systems.

274. The apparatus of claim 259, wherein the apparatus
transmits # periodic transaction record to the communication
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device or to a second communication device associated with
the individual account holder, wherein the periodic transac-
tion record shows a tramsaction or transactions on the
savings account for a time period, wherein the periodic
transaction record is transmitted to the communication
device or to the second communication device at least one
of automatically and in response to a request for the periodic
transaction record.

275. The apparatus of claim 274, wherein the apparatus is
programmed to automatically provide. or transmit the peri-
odic transaction record.

276. The apparatus of claim 274, wherein the periodic
transaction record is automatically provided or transmitted
to the communication device or to the second communica-
tion device at least one of weekly, bi-weekly, monthly,
yearly, and for any time period or interval.

277. The apparatus of claim 259, wherein the apparatus
transmits a periodic transaction record in an electronic mail
message, wherein the periodic transaction record shows a
transaction or transactions on the savings account for a time
period, wherein the periodic transaction recotd is transmit-
ted to at least one of a network computer, the communication
device, and a second communication device associated with
the individual account holder, at least one of automatically
and in response to a request for the periodic transaction
record.

278. The apparatus of claim 259, wherein the apparatus is
programmed for at least one of automatic activation, self-
activation, automatic operation, and self-operation.

279. The apparatus of claim 259, wherein the apparatus
comprises a plurality of computers or computer systems, and
further wherein the apparatus is programmed for at least one
of automatic activation, self-activation, automatic operation,
and self-operation.

280. The apparatus of claim 259, wherein the communi-
cation device is at least onc of a personal computer and a
home computer, and further wherein the signal is transmitted
to the at least one of a personal computer and a home
computer on or over at least one of the Intemet and the
World Wide Web.

281. The apparatus of claim 259, wherein the communi-
cation device is a wireless device.

282. The apparatus of claim 259, wherein the communi-
cation device is an interactive television.

283, The apparatus of claim 259, wherein the communi-
cation device is at least one of a wireless telephone, a
cellular telephone, and a personal digital assistant.

284. The apparatus of claim 259, wherein the processing
device is programmed to automatically de-activate the sav-
ings accoum.

285. The apparatus of claim 259, wherein the apparatus
allows or disallows the banking transaction.

286, The apparatus of claim 259, wherein information
contained in the signal is transmitted in an electronic mail
message.

287. The apparatus of claim 259, wherein the banking
transaction is a savings account transaction.

288. A transaction security apparatus, comprising:

a processing device, wherein the processing device pro-
cesses information regarding a banking transaction,
wherein the banking transaction involves an automated
teller machine account, wherein the information is
input via an input device or automatically received by
a receiver, wherein the processing device is capable of
allowing or disallowing the banking transaction, and
further wherein the processing device generates a sig-
nal containing information regarding the baniing trans-
action; and
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a transmitter, wherein the transmitter transmits the signal
fo a communication device associated with an indi-
vidual account holder, wherein the signal is transmitted
to the communication device in real-time, and further
wherein the communication device provides informa-
tion to the individual account holder regarding the
banking transaction, wherein the communication
device is at least one of a beeper, a pager, a telephone,
a two-way pager, a teply pager, a home computer, a
personal computer, a personal communication device, a
personal communication services device, a television,
an interactive television, a digital television, a personal
digital assistant, a display telephone, a video telephone,
a watch, a cellular telephone, a wireless telephone, a
mohile telephone, a display cellular telephone, and a
facsimile machine.

289. The apparatus of claim 288, further comprising:

a receiver, wherein the receiver receives a second signal
from the communication device, wherein the second
signal contains information for allowing or disallowing
the banking transaction.

290. The apparatus of claim 289, wherein the processing
device processes the second signal and determines whether
the banking transaction is allowed or disallowed.

291. The apparatus of claim 289, wherein the processing
device processes the second signal and determines whether
the banking transaction is allowed or disallowed, and further
wherein the processing device generates a third signal
containing information for at least one of allowing the
banking transaction, disallowing the banking transaction,
and canceling the banking transaction.

292. The apparatus of claim 288, wherein the processing
device counts a number of unauthorized transactions occur-
ring on the automated tefler machine account, and further
wherein the processing device at least one of cancels a
transaction and de-activates the automated teller machine
account when a pre-determined unauthorized transaction
count is reached.

293. The apparatus of claim 288, wherein the processing
device determines whether a hold is placed on the automated
teller machine account for prohibiting a withdrawal from the
gutomated teller machine acconnt, and further wherein the
processing device allows or disallows the withdrawal from
the automated teller machine account.

294, The apparatus of claim 288, wherein the apparatus is
at least one of a debit card authorization device, a currency
card authorization device, and a “smant” card authorization
device,

295. The apparatus of claim 288, wherein the banking
transaction involves a withdrawal from the automated teller
machine account.

296. The apparatus of claim 288, wherein the apparatus
processes information regarding at least one of a deposit, a
withdrawal, an ATM deposit, an ATM withdrawal, a charge
made against the automated teller machine account, and a
credit made to the automated teller machine account.

297. The apparatus of claim 288, wherein the signal is
transmitted on or over at least one of the Internet and the
World Wide Web.

298. The apparatus of claim 288, wherein the apparatus
transmits the signal to a plurality of communication devices
associated with the individual account holder at least one of
simultaneously and sequentially.

299. The apparatus of claim 288, wherein information
contained in the signal is transmitted to the communication
device on or over at least one of the Internet and the World
Wide Web or is transmilted to the communication device in



Case 7:14-cv-02881-WWE Document 1 Filed 04/23/14 Page 69 of 74

US 7,096,003 B2

73

at least one of a comsmunication transmission, a telephone
call, a voice message, a voice mail message, a beeper
message, a pager message, a facsimile message, and an
answering service message.

300. The apparatus of claim 288, wherein the apparatus
transmits an clectronic mail message to at least one of a
network computer and the communication device, wherein
the electronic mail message contains information regarding
the banking transaction.

301. The apparatus of claim 288, wherein the processing
device suspends a use of the automated teller machine
account or suspends a use of a card associated with the
automated teller machine account.

302. The apparatus of claim 288, wherein the apparatus
transmits the signal to at least one of the communication
device, a computer, a radio, a car radio, and a television, and
further wherein a normal operation of the at least one of the
communication device, a computer, a radio, z car radio, and
a television, is interrupted to convey the information to the
individual account holder.

303. The apparatus of claim 288, wherein the apparatus
comprises a plurality of computers or computer systems.

304. The apparatus of claim 288, wherein the apparatus
transmits a periodic transaction record to the communication
device or to a second communication device associated with
the individual account holder, wherein the periodic transac-
tion record shows a transaction or transactions on the
automated teller machine account for a time period, wherein
the periodic transaction record is transmitted to the commu-
nication device or to the second communication device at
least one of automatically and in response to a request for the
periodic transaction record.

305. The apparatus of claim 304, wherein the apparatus is
programmed to automatically provide or transmit the peri-
odic transaction record.

306. The apparatus of claim 304, wherein the periodic
transaction record is automatically provided or transmitted
to the communication device or to the second communica-
tion device at least one of weekly, bi-weckly, monthly,
yearly, and for any time period or interval.

307. The apparatus of claim 288, wherein the apparatus
transmits a periodic transaction record in an electronic mail
message, wherein the periodic transaction record shows a
transaction or transactions on the automated teller machine
account [or a lime period, wherein the periodic transaction
record is transmitted to at least one of a network computer,
the communication device, and a second communication.
device associated with the individual account holder, at least
one of automatically and in response to a request for the
periodic transaction record.

308. The apparatus of claim 288, wherein the apparatus is
programmed for at least one of automatic activation, self-
activation, antomatic operation, and self-operation.

309. The apparatus of claim 288, wherein the apparatus
comprises a plurality of computers or computer systems, and
further wherein the apparatus is programmed for at least one
of automatic activation, self-activation, avtomatic operation,
and self-operation.

310. The apparatus of claim 288, wherein the communi-
cation device is at least one of a personal computer and a
home computer, and further wherein the signal is transmitted
to the at least one of a personal computer and a home
computer on or over at least one of the Interpet and the
World Wide Web.

311. The apparatus of claim 288, wherein the communi-
cation device is a wireless device.

312. The apparatus of claim 288, wherein the communi-
cation device is an interactive television.
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313. The apparatus of ¢laim 288, wherein the communi-
cation device is at least one of a wireless telephone, a
ceflular telephone, and a personal digital assistant.

314. The apparatus of claim 288, wherein the processing
device is programmed to automatically de-activate the auto-
mated teller machine account.

315. The apparatus of claim 288, wherein the banking
transaction is an automated teller machine transaction.

316. The apparatus of claim 288, wherein information
contained in the signal is transmitted in an electronic mail
message.

317. A transaction security apparatus, comprising:

at least one of an input device and a data entry device,
wherein the at least one of an input device and a data
entry device at least one of inputs and enters transaction
information regarding & transaction into the apparatus;

a processing device, wherein the processing device pro-
cesses the transaction information and generates a
signal corresponding te the transaction; and

a transmitter, wherein the transmitter transmits the signal
from the apparatus to & communication device on or
over at least one of the Internet and the World Wide
Web independently of any processing of the transaction
by a central transaction processing computer, wherein
the communication device is associated with an indi-
vidual account holder, and forther wherein the com-
mumication device provides information to the indi-
vidual account holder regarding the tramsaction,
wherein the communication device is at least one of a
beeper, a pager, a telephone, a two-way pager, a reply
pager, a home computer, a personal computer, a per-
sonal communication device, a personal communica-
tion services device, a televigion, an interactive
television, a digital television, a personal digital
assistant, a display telephone, a video telephone, a
watch, a cellular telephone, a wireless telephone, a
mobile telephone, a display cellular telephone, and a
facsimile machine.

318. The apparatus of claim 317, further comprising:

a receiver, wherein the receiver receives a second signal
from the communication device, wherein the second
signal contains information for at least ome of
authorizing, allowing, and disaliowing, the transaction.

319. The apparatus of claim 317, wherein the apparatus
transmits the sigpal to a cenfral transaction processing
computer.

320. The apparatus of claim 317, further comprising:

a receiver, wherein the receiver receives a second signal,
wherein the second signal is transmitted from at Jeast
one of the communication device and a central trans-
action processing computer, wherein the second signal
contains information for at least one of authorizing,
allowing, and disallowing, the transaction.

321. The apparatus of claim 317, wherein the apparatus is
at least one of a point-of-sale authorization device, a point-
of-sale authorization terminal, and a transaction authoriza-
tion device.

322. The apparatus of claim 317, wherein the apparatus is
at least one of a credit card authorization device, a charge
card authorization device, and a debit card anthorization
device.

323. The apparatus of claim 317, wherein the apparatus is
at least one of a currency card authorization device and a
“smart” card authorization device.

324. The apparatus of claim 317, wherein the transaction
is an Internet transaction.
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325. The apparatus of claim 317, wherein the signal
contains information regarding a card utilized in the trans-
action and an amount of the transaction.

326. The apparatus of claim 317, wherein the apparatus is
a component of a cash register.

327. The apparatus of claim 317, further comprising:

at least one of a display device for displaying information
regarding the transaction and a printer for outputting
information regarding the transaction.

328. The apparates of claim 317, wherein the transaction
involves a use of at east one of a credit card, a charge card,
a debit card, a currency card, and a “smart” card.

329. The apparatus of claim 317, wherein the transaction
is at least one of a checking account transaction, a savings
account framsaction, and an automated teller machine
account transaction.

330, The apparatus of claim 317, wherein the apparatus is
at least one of a banking tramsaction device, a banking
transaction terminal, a teller terminal, a teller wotk station,
a processing computer terminal, an automated teller
machine terminal, a cashier work station, and an over-the-
counter transaction device.

331, The apparatus of claim 317, further comprising:

at least one of a reading device and a scanning device for
at least one of reading and scanning information
regarding the transaction.

332. The apparatus of claim 317, wherein the apparatus is

at least one of a wireless communication device and a
cellular communication device.

333. The apparatus of claim 317, wherein the apparatus
transmits the signal to a plurality of communication devices
associated with the individual account holder at least one of
simultaneously and sequentially.

334. The apparatus of claim 317, wherein information
contained in the signal is transmitted to the communication
device in at least one of a telephone call, a voice message,
a voice mail message, a beeper message, a pager message,
a facsimile message, and an answering service message.

335, The apparatus of claim 317, wherein the transaction
is at least one of a check cashing transaction, a withdrawal
from a savings account, and a withdrawal from an automated
teller machine account.

336. The apparatus of claim 317, wherein the apparatus
rapsmits an electronic mail message to at least one of a
network computer, the communication device, and a second
communication device associated with the individual
account holder, wherein the electronic mail message con-
tains information regarding the transaction.

337. The apparatus of claim 317, further comprising:

a receiver, wherein the receiver receives a second signal,
wherein the second signal is transmitted from at least
one of the communication device and a central trans-
acticn processing computer, wherein the second signal
contains information for at least one of authorizing,
allowing, and disallowing, the transaction, wherein the
processing device processes the second signal, and
further whetein the processing device at least one of
authorizes the transaction, disallows the transaction,
and cancels the transaction

338. The apparatus of claim 317, wherein the apparatus
transmits the signal to al least one of the communication
device, a computer, a radio, a car radio, and a television, and
further wherein a normal operation of the at least one of the
communication device, a computer, a radio, a car radio, and
a television, is interrupted to convey the information to the
individual account holder.

339. The apparatus of claim 317, wherein the signal
contains information regarding at least one of information
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identifying the transaction, a name of a store or service
provider, an amount of the transaction, a time of the
transaction, a location of the tramsaction, and a good or
service involved in the transaction.

340. The apparatus of claim 317, wherein the signal
contains information regarding at least one of a name of a
bank or financial institution where the transaction is taking
place, an account number or description, a description of a
person secking to make the transaction, and a type of
transaction.

341. The apparatus of claim 317, wherein the apparatus
suspends an account involved in the transaction or suspends
a use of a card associated with an account involved in the
transaction.

342. The apparatus of claim 317, wherein the communi-
cation device is at least one of a personal computer and a
home computer.

343. The apparatus of ¢claim 317, wherein the commmuni-
cation device is a wireless device.

344. The apparatus of claim 317, wherein the communi-
cation device is an interactive television.

345. The apparatus of claim 317, wherein the communi-
cation device is at least one of a wireless telephone, a
cellular telephone, and a personal digital assistant.

346. The apparatus of claim 317, wherein information
contained in the signal is transmitted in an electronic mail
message.

347. The apparatus of claim 317, wherein the transaction
is at least one of a point-of-sale transaction, a telephone
order, and a mail order.

348. The apparatus of claim 317, wherein the transaction
is an on-line transaction.

349. A transaction security apparatus, comprising:

a memory device, wherein the memory device stores a
limitation regarding a wse of a first communication.
device on a wireless communication device account or
on a cellular communication device account, wherein
the limitation contains information regarding at least
one of a phone number which may be called, a number
from which an incoming call may be accepted or
received, at least one of a time of day, a specific day, a
date, and a time of a month or year, during which the
first communjcation device may be utilized on the
wireless communication device account or on the cel-
Iular communication device account, an authorized
time of nsage of the first communication device on the
wireless communication device account or on the cel-
Iular communication device account, an amount of a
transaction, a party or parties involved, and a time of an
allowed usage, wherein the limitation is transmitted
from the first communication device or from a second
communication device associated with an individual
account holder, and further wherein the Hmitation is
transmitted to a receiver on or over at least one of the
Internet and the World Wide Web, wherein the limita-
tion is automatically received by the receiver, and
further wherein the limitation is automatically stored in
the memory device;

a processing device, wherein the processing device pro-
cesses information regarding a use of the first commu-
nication device on a wircless communication device
account or on a cellular communication device account
or an attempt to use the first communication device on
a wireless communication device account or on a
cellular communication device account, wherein the
processing device is capable of allowing or disallowing
the use of the first communication device, wherein the
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processing device determines whether the limitation
automatically stored in the memory device is met, and
further wherein the processing device generates a sig-
nal containing information regarding the use of the first
communication device on the wireless communication
device account or on the cellular communication device
account or the attempt to use the first communication
device on the wireless communication device account
or on the cellular communication device account; and

a transmitter, wherein the transmitter transmits the signal

to the second communication device or to a third
communication device associated with the individual
account holder, wherein the signal is transmitted to the
second communjcation device or to the third commu-
nication device in real-time, and further wherein the
second communication device or the third communi-
cation device provides information to the individual
account holder regarding the use of the first commu-
nication device on the wireless communication device
account or on the cellular communication device
account or the attempt to nse the first communication
device on the wireless communication device account
or on the cellular communication device account,
wherein at least one of the second communication
device and the third communication device is at least
one of a beeper, a pager, a telephone, a two-way pager,
a reply pager, a home computer, a personal computer,
a personal communication device, a personal commu-
nication services device, a television, an interactive
television, a digital television, a personal digital
assistant, a display telephone, a video telephone, a
watch, a cellular telephone, a wireless telephone, a
mobile telephone, a display cellular telephone, and a
facsimile machine.

350. The apparatus of claim 349, whetrein the apparatus
receives a second signal from the second communication
device or from the third commupication device, wherein the
second signal coniains information for allowing or disal-
lowing the use of the first communication device.

351. The apparatus of claim 350, wherein the processing
device processes the second signal and determines whether
the use of the first communication device on the wireless
communication device account or on the cellular commu-
nication device account is allowed or disallowed, and further
wherein the processing device at least one of allows the use
of the first communication device on the wireless commu-
nication device account or on the cellular communication
device account, disallows the use of the first communication
device on the wireless communication device account or on
the cellular communication device account, and terminates
the use of the first communication device on the wireless
communication device account or on the cellular commu-
nication device account,

352. The apparatus of claim 349, wherein the apparatus
transmits the signal to a plurality of second communication
devices or to a plurality of third communication devices at
least one of simultaneously and sequentially.

353. The apparatus of claim 349, wherein information
contained in the signal is transmitted to the second commu-
nication device or to the third communication device on or
over at least one of the Internet and the World Wide Web or
is transmitted to the sccond communication device or to the
third communication device in at least one of a telephone
call, a voice message, a voice mail message, a beeper
message, a pager message, a facsimile message, and an
answering service message.

354. The apparatus of claim 349, wherein the apparatus
transmits an electronic mail message 10 at least one of a
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network computer, the second communication device, and
the third communication device, wherein the electronic mail
message contains information regarding at least one of the
use of the first communication device and the attempt to use
the first communication device,

355. The apparatus of claim 349, wherein the apparatus
transmits the signal to at least one of the second communi-
cation device, the third communication device, a2 computer,
a radio, a car radio, and a television, and further wherein a
norma! operation of the at least one of the second commu-
nication device, the third communication device, a
computer, a radio, a car radio, and a television, is interrupted
to convey the information to the individual acconnt holder.

356. The apparatus of claim 349, wherein the apparatus
comprises a plurality of computers or computer systems.

357. The apparatus of claim 349, wherein the apparatus is
programmed for at least one of automatic activation, self-
activation, automatic operation, and self-operation.

358. The apparatus of claim 349, wherein the apparatus
comprises a plurality of computers or computer systems, and
farther wherein the apparatus is programmed for at least one
of automatic activation, self-activation, automatic operation,
and self-operation.

359, The apparatus of claim 349, wherein the processing
device at least one of de-activates and cancels the wireless
communication device account or the cellular communica-
tion device account.

360. The apparatus of claim 349, wherein the apparatus
transmits a periodic transaction record to the second com-
munication device or to the third communication device,
wherein the periedic transaction record shows a transaction
or transactions orn the wireless communication device
account or on the cellular communication device account for
a time period, wherein the periodic transaction record is
transmitted to the second communication device or to the
third communication device at least one of automatically
and in response to a request for the periodic transaction
record.

361. The apparatus of claim 360, wherein the apparatus is
programmed to automatically provide or transmit the peri-
odic transaction record.

362. The apparatus of claim 360, wherein the periodic
transaction record is automatically provided or transmitted
to the second communication device or to the third com-
muonication device at least one of weekly, bi-weekly,
monthly, yearly, and for any time period or interval.

363. The apparatus of claim 349, wherein the apparatus
transmits a periodic transaction record in an electronic mail
message, wherein the periodic transaction record shows a
transaction or transactions on the wireless communication
device account or on the cellular communication device
account for a time period, wherein the pertodic transaction
record is transmitted to at least one of a network computer,
the second communication device, and the third communi-
cation device, at least one of automatically and in response
to a request for the periodic transaction record.

364. The apparatus of claim 349, wherein the signal
confains information regarding at least one of a number
called, a time of a call, and a duration of a call.

365. The apparatus of claim 349, wherein at least one of
the second communication device and the third communi-
cation device is at least one of a personal computer and a
home computer.

366. The apparatus of claim 349, wherein at least one of
the second communication device and the third communi-
cation device is a wireless device.

367. The apparatus of claim 349, wherein at least one of
the second communication device and the third communi-
cation device is an interactive television.
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368. The apparatus of claim 349, wherein at least one of
the second communication device and the third communi-
cation device is at least one of a wireless telephone, a
cellular telephone, and a personal digital assistant.

369. The apparatus of claim 349, wherein information
contained in the signal is transmitted in an electronic mail
message.

370. A wransaction security apparatus, comprising:

a receiver, wherein the receiver receives a first signal,
wherein the first signal is transmitted from a transaction
device to the receiver on or over at least one of the
Internet and the World Wide Web independently of any
processing of a transaction by a central transaction
processing computer, wherein the apparatus is associ-
ated with an individual account holder, and further
wherein the first signal contains information regarding
a transaction occurring on an account, wherein the
apparatus is at least one of a beeper, a pager, a
telephone, a two-way pager, a reply pager, a home
computer, a personal computer, a personal communi-
cation device, a personal communication services
device, a television, an interactive television, a digital
television, a personal digital assistant, a display
telephone, a video telephone, a watch, a cellular
telephone, a wireless telephone, a mobile telephone, a
display cellular telephone, and a facsimile machine;
and

a processing device, wherein the processing device pro-
cesses the first signal and generates a second signal,
wherein the second signal provides information regard-
ing the transaction to the individual account holder.

371. The apparatus of claim 370, further comprising;

a transmiftter, wherein the tramsmitter transmits a third
signal to the transaction device, wherein the third signal
contains information for at least one of anthorizing the
transaction, allowing the transaction, and disallowing
the transaction.

372. The apparatus of claim 371, wherein the third signal
is transmitted on or over at least one of the Internet and the
World Wide Web.

373. The apparatus of claim 370, wherein the apparatus is
programmed 1o automatically transmit a third signal to the
transaction device in response to the first signal, wherein the
third signal comtains information for at least one of
authorizing, allowing, and disallowing the transaction.

374. The apparatus of claim 370, further comprising:

a display device, wherein the display device displays
information contained in the second signal, wherein the
second signal contains information regarding at least
one of a name of a store or a service provider, a name
of a bank or a financial institution, an amount of the
transaction, a time of the transaction, a location of the
transaction, and information regarding a good or a
service involved in the transaction.

375. A transaction secunity apparatus, comprising:

a processing device, wherein the processing device pro-
cesses information regarding a transaction, wherein the
transaction is at least one of a credit card transaction, a
transaction on or involving a credit account, a charge
card transaction, a transaction on or involving a charge
account, a debit card transaction, a transaction on or
involving a debit account, a currency card transaction,
and a “smart” card transaction, wherein the information
regarding a transaction 1s antomatically received by a
receiver or is input via an inpat device, and further
wherein the processing device generates a signal con-
taining information regarding the transaction; and
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a transmitter, wherein the transmitter transmits the signal
to a communication device associated with an indi-
vidual account holder, wherein the signal is transmitted
to the communication device on or over at least one of
the Internet and the World Wide Web, wherein the
communication device provides information to the
individual account holder regarding the transaction,
and further wherein the communication device is at
least one of a beeper, a pager, a telephone, a two-way
pager, a reply pager, a home computer, a personal
computet, a personal communication device, a personal
communication scrvices device, a television, an inter-
active television, a digital television, a personal digital
assistant, a display telephone, a video telephone, a
watch, a cellular telephone, a wireless telephone, a
mobile telephone, a display cellular telephone, and a
facsimile machine.

376. The apparatus of claim 375, wherein the signal is

transmitted to the communication device in real-time.

377. The apparatus of claim 375, wherein information
contained in the signal is transmitted iz an electronic mail
message.

378. The apparatus of claim 375, further comprising:

a receiver, wherein the receiver receives a second signal
from the communication device, wherein the second
signal contains information for at least ome of
authorizing, allowing, and disaliowing, the transaction.

379. The apparatus of claim 375, wherein the communi-
cation device is programmed to at least one of automatically
authorize the transaction, automatically disaliow the
fransaction, and automatically disapprove of the transaction.

380. The apparatus of claim 375, wherein the communi-
cation device is programmed to limit an amount of the
fransaction.

381. The apparatus of claim 375, wherein the information
regarding a transaction is transmitted to the apparatus from
at least one of a point-of-sale authorization device, a point-
of-sale authorization terminal, a transaction authorization
device, a credit card authorization device, a charge card
authorization device, and a debit card authorization device.

382. The apparatus of claim 375, wherein the apparatus
transmits a second signal to at least one of a point-of-sale
authorization device, a point-of-sale authorization terminal,
a tramsaction authorization device, a credit card authoriza-
tion device, a charge card authorization device, and a debit
card authorization device, wherein the second signal con-
tains information for at least one of authorizing, allowing,
and disallowing, the transaction.

383, The apparatus of claim 375, wherein the transaction
is an Internet transaction.

384. The apparatus of claim 375, wherein the transaction
is an on-line transaction.

385, The apparatus of claim 375, wherein the transaction
is at least one of a point-of-sale transaction, a telephone
order, and a mail order.

386. The apparatus of claim 375, wherein the signal
contains information regarding a card utilized in the trans-
action and an amount of the transaction.

387. The apparams of claim 375, wherein the apparatus
transmits the signal to a plurality of communication devices
associated with the individual holder at least cne of simul-
taneously and sequentially.

388. The apparatus of claim 375, wherein information
contained in the signal is transmitted to the communication
device in at least one of a telephone call, a voice message,
a voice mail message, a beeper message, a pager message,
a facsimile message, and an answering machine message.
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389. The apparatus of claim 375, wherein the apparatus
trapsmits an electronic mail message to at least one of a
network computer, the communication device, and a second
communication device associated with the individual
account holder, wherein the electronic mail message con-
tains information regarding the transaction.

390. The apparatus of claim 375, wherein the apparatus
transmits the signal to at least one of the communication
device, a computer, a radio, a car radio, and a television, and
further wherein a normal operation of the at least one of the
communication device, a computer, a radio, a car radio, and
a television, is interrupted to convey the information to the
individual account holder.

391. The apparatus of claim 375, wherein the signal
contzins information regarding at least one of information
identifying the transaction, an amount of the transaction, a
time of the transaction, a location of the transaction, a name
of a store or a service provider involved in the transaction,
and a good or a service involved in the transaction.

392, The apparatus of claim 375, wherein the signal
contains information regarding at least one of an account
numiber or description, a description of a person seeking to
make the transaction, and a type of transaction.

393. The apparatus of claim 375, wherein the apparatus at
least one of suspends a use of an account or the account
involved in the transaction, suspends a use of a card asso-
ciated with an account or the account involved in the
transaction, and automatically de-activates an account or the
account involved in the transaction.

394. The apparatus of claim 375, wherein the communi-
cation device is at Jeast one of a personal computer and a
home computer.

395, The apparatus of claim 375, wherein the communi-
cation device is a wircless device,

396. The apparatus of claim 375, wherein the communi-
cation device is an interactive television.

397, The apparatus of claim 375, wherein the communi-
cation device is at least one of a cellular telephone and a
personal digital assistant,

398. The apparatus of claim 375, wherein the processing
device determines whether the transaction is at least one of
authorized, approved, not approved, and not authorized, and
further wherein the apparatus at least one of authorizes,
allows, and disallows, the transaction.

399. The apparatus of ¢laim 375, comprising:

a memory device, wherein the memory device stores a
limitation or restriction on a use of an account or on a
use of the account, wherein the limitation or restriction
is transmitted from the communication device or from
a second communication device associaled with the
individual account holder, and further wherein the
limitation or restriction is transmitted to a receiver on
or over at least one of the Internet and the World Wide
Web, wherein the limitation or restriction is automati-
cally received by the receiver, and further wherein the
limitation or restriction is automatically stored in the
memory device,

wherein the processing device processes the information
regarding a transaction using the limitation or restric-
tion automatically stored in the memory device.

400. The apparatus of claim 399, wherein the limitation or
restriction involves at least one of a type of a transaction, a
good or a service which may be purchased, a store or a
service provider which may be authorized to accept a card
associated with an account or with the account, 2 limit on a
dollar amount of a transaction pertaining to each anthorized
at least one of vendor, seller, and service provider, a daily
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spending limit, at least one of a vendor, a seller, and a service
provider, with which a card associated with an account or the
account may be utilized, a geographical area or location
within which a card associated with an account or the
account may be utilized, an authorized time of an account
usage or an authorized time of usage of the account, and a
limitation or restriction regarding at least one of an amount
of a transaction, a party involved, a geographical area, and
a time of an allowed usage.

401. The apparatus of claim 375, wherein the processing
device counts a number of unauthorized transactions, and
farther wherein the processing device at least one of cancels
a transaction and de-activates an account or the account
involved in the transaction when a pre-determined unautho-
rized transaction counlt is reached.

402. The apparatus of claim 375, wherein the processing
device processes a second signal and determines whether the
transaction is at least one of authorized, allowed, and
disatlowed, and forther wherein the apparatus at least one of
authorizes, allows, and disallows, the transaction.

403. The apparatus of claim 375, wherein the apparatus
comprises a plorality of computers or computer systems.

404. The apparatus of claim 375, wherein the apparatus
transmits a periodic transaction record to the commmnication
device or to a second communication device associated with
the individual account holder, wherein the periodic transac-
tion record shows or provides information regarding a
fransaction or transactions on an account or on the accouni
for a time pertod, whercin the periodic transaction record is
transmitted to the communication device or to the second
communpication device at least one of automatically and in
response to a request for the periodic transaction record.

405. The apparatus of claim 404, wherein the apparatus is
programmed to automatically provide or transmit the peri-
odic transaction record.

406. The apparatus of claim 404, wherein the periodic
transaction record is automatically provided or transmitted
to the communication device or to the second communica-
tion device at least one of weekly, bi-weekly, monthly,
yearly, and for any time period or interval.

407. The apparatus of claim 375, wherein the apparatus
transmits a periodic transaction record in an electronic mail
message, wherein the periodic transaction record shows or
provides information regarding a transaction or transactions
on an account or on the account for a time period, wherein
the periodic transaction record is transmitted to at least one
of a network computer, the communication device, and a
second communication device associated with the individuval
account holder, at least one of automatically and in response
to a request for the periodic transaction record.

408. The apparatus of claim 375, wherein the apparatus
comprises a plurality of computers or computer systems, and
further wherein the apparatus is programmed for at least one
of automatic activation, self-activation, automatic operation,
and self-operation.

409. The apparatus of claim 375, further comprising:

a receiver, wherein the receiver receives a second signal
from the communication device or from a second
communication device associated with the individuai
account holder, wherein the second signal contains
information for authorizing or disallowing the
transaction, wherein the processing device processes
the second signal and determines whether the transac-
fion is authorized or disallowed, and further wherein
the apparatus at [east one of authorizes the transaction,
disallows the transaction, and cancels the transaction.

410. The apparatus of claim 375, wherein the apparatus is
programmed for at least one of automatic activation, self-
activalion, automatic operation, and self-operation.
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411. The apparatus of claim 375, wherein the apparatus is
a central processing computer.

412. The apparatus of claim 375, wherein the apparatus is
at least one of a point-of-sale authorization device, a point-

of-sale authorization terminal, a transaction authorization s

device, a credit card authorization device, a charge card
anthorization device, and a debit card authorization device,
and further wherein the signal is transmitted to the commu-
nication device independently of a processing of the trans-
action by a central processing computer.

413. The apparatus of claim 375, wherein the apparatus is
at least cne of a point-of-sale authorization device, a point-
of-sale awthorization terminal, a transaction authorization
device, a credit card authorization device, a charge card
authorization device, and a debit card authorization device,
and further wherein the signal is transmitted to the commu-
nication device in real-time, and further wherein the signal
is transmitted to the communication device independently of
a processing of the fransaction by a central processing
computer.

414. A transaction security apparatus, comprising:

a processing device, wherein the processing device pro-
cesses information regarding a banking transaction,
wherein the banking transaction involves at least one of
a checking account, a savings account, and an auto-
mated teller machine account, wherein the information
15 Iput via sn input device or automatically received
by a receiver, wherein the processing device is capable
of allowing or disallowing the banking transaction, and
further wherein the processing device generates a sig-
nal containing information regarding the banking trans-
action; and

a transmitter, wherein the transmitter transmits the signal
to a network computer, wherein the signal is transmit-
ted to the network computer in real-time, and further
wherein the information regarding the banking trans-
action is transmitted to a communication device asso-
ciated with an individual account holder, wherein the
communication device is at least onc of a beeper, a
pager, a telephone, a two-way pager, a reply pager, a
home computer, a persanal compnter, a personal com-
munication device, a personal communication services
device, a television, an interactive television, a digital
television, a personal digital assistant, a display
telephone, a video telephone, a watch, a cellular
telephone, a wireless telephone, a mobile telephone, a
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display cellilar telephone, and a facsimile machine,
and further wherein the information regarding the
banking transaction is transmitted to the communica-
tion device on or over at least one of the Intemet and
the World Wide Web.

415. The apparatus of claim 414, farther comprising:

a receiver, wherein the receiver receives a second signal,
wherein the second signal is transmitted from the
communication device, wherein the processing device
processes the second signal and determines whether the
banking transaction is allowed or disallowed, and fur-
ther wherein the processing device generates a third
signal containing information for at least one of allow-
ing the banking transaction, disallowing the banking
transaction, and canceling the banking transaction.

416. The apparatus of claim 414, wherein the communi-
cation device is a wireless device.

417. The apparatus of claim 414, wherein the communi-
cation device is at least one of a personal computer and a
home computer.

418. The apparatus of claim 414, wherein the banking
transaction is a check clearing transaction.

419. The apparatus of claim 414, wherein the banking
transaction is at Jeast one of a checking account transaction,
a check cashing transaction, an account settling transaction,
an account charging transaction, and a charge-back transac-
tion.

420. The apparatus of claim 414, wherein the banking
transaction is a savings account transaction.

421. The apparatus of claim 414, wherein the banking
transaction is an automated teller machine transaction.

422. The apparatus of claim 414, wherein the processing
device determines whether a hold is placed on the at least
one of a checking account, a savings account, and an
automated teller machine account, for prohibiting a with-
drawal from the at least one of a checking account, a savings
account, and an automated teller machine account, and
further wherein the processing device disallows the with-
drawal from the at least one of a checking account, a savings
account, and an automated teller machine account.

423. The apparatus of claim 414, wherein the signal is
transmitted to the network computer on or over at least one
of the Internet and the World Wide Web.

424. The apparatus of claim 414, wherein the apparatus is
programmed for automatic operation.
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