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UNITED STATES DISTRICT COURT

SOUTHERN DISTRICT OF NEW YORK
IRON GATE SECURITY, INC., : ECF CASE
Plaintiff, :  Civil Action No. —
. S.0.C. 8.0 N.Y.
V.

D-LINK CORPORATION and
D-LINK SYSTEMS, INC.,

Defendants. X

COMPLIANT FOR PATENT
INFRINGEMENT AND DEMAND FOR TRIAL BY JURY

Plaintiff Iron Gate Security, Inc. files this Complaint against D-Link Corporation and
D-Link Systems, Inc. (collectively "D-Link") for patent infringement of U.S. Patent
No. 6,288,641 and hereby alleges as follows:

NATURE OF THE ACTION

1 This is an action for patent infringement arising under the Patent Laws of the
United States, 35 U.S.C. §§ 1 et seq.
PARTIES
2. Plaintiff Iron Gate Security, Inc. ("Iron Gate") is a Delaware corporation having a

place of business at 780 3rd Avenue, 12th Floor, New York, New York 10017.
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3. Defendant D-Link Corporation is a Taiwanese corporation with its corporation
with its principal place of business at 289, Sinhu 3rd Rd., Taipei City, Taipei, 11494 Taiwan.

4. Defendant D-Link Systems, Inc. is a California corporation with its principal place
of business at 17595 Mt. Herrmann Street, Fountain Valley, California 92708.

JURISDICTION AND VENUE

5. This Court has subject matter jurisdiction pursuant to 28 U.S.C. §§ 1331
and 1338(a) because this action arises under the Patent Laws of the United States, 35 U.S.C.
8§ 1 et seq.

6. Venue is proper in this Judicial District pursuant to 28 U.S.C. §§ 1391(b), (¢), (d),
and 1400(b).

7. On information and belief, this Court has personal jurisdiction over D-Link by
reason of D-Link's acts of patent infringement that have been committed in this Judicial District,
and by virtue of its regularly conducted and systematic business contacts in this Judicial District.
As such, D-Link has purposefully availed itself of the privilege of conducting business within
this Judicial District; has established sufficient minimum contacts with this Judicial District such
that it should reasonably and fairly anticipate being hauled into court in this Judicial District; has
purposefully directed activities at residents of this Judicial District; and at least a portion of the
patent infringement claims alleged herein arise out of or are related to one or more of the
foregoing activities.

BACKGROUND

8. On September 11, 2001, the United States Patent and Trademark Office duly and
lawfully issued United States Patent No. 6,288,641 ("the '641 Patent"), entitled "Assembly, And

Associated Method, For Remotely Monitoring A Surveillance Area." The '641 Patent was filed
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on September 15, 1999. A true and correct copy of the '641 Patent is attached to this Complaint
as Exhibit A.

9. The '641 Patent relates to, amongst other things, the use of a mobile terminal to
remotely monitor a surveillance location (e.g., home or business).

10.  The '641 Patent was invented by Eduardo Casais. At the time of the invention,
Mr. Casais worked for Nokia, a worldwide leader in research and development related to
wireless infrastructure and mobile handset technologies. The '641 Patent was initially assigned
by Mr. Casais to Nokia.

11. Iron Gate is presently the owner by assignment of the '641 Patent and possesses all
of the rights of recovery under the '641 Patent, including the right to sue and recover damages for
infringement of claims of the '641 Patent. |

12. Mobile applications (or "apps"') for remotely monitoring of homes and businesses
have started to become available to consumers over the past several years. D-Link is a company
that offers such mobile apps as well as the underlying remote surveillance equipment and
services used with such mobile apps.

FIRST CLAIM FOR RELIEF
Infringement Of U.S. Patent No. 6,288,641 By D-Link

13. The allegations set forth above are hereby realleged and incorporated herein by
reference.

14. D-Link manufactures, uses, sells, offers to sell, and/or imports remote monitoring
products, systems, and services in the United States that infringe one or more claims of the
'641 Patent. D-Link commits such acts of direct patent infringement through the manufacture,
use, sale, offer for sale, and/or importation of at least assemblies and apparatus including D-Link

cameras, D-Link servers, D-Link video recorders, and/or D-Link mobile apps.
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15.  D-Link cameras operate with D-Link mobile apps, D-Link video recorders, and
D-Link servers such that D-Link provides assemblies, apparatus, and/or systems for monitoring
of surveillance areas that infringe one or more claims of the '641 Patent. Examples of the use of
such D-Link assemblies, apparatus, and/or systems for monitoring of surveillance areas are
shown at the following websites: https://www.youtube.com/watch?v=Qw2gPkZFXKM; and
https://itunes.apple. com/us/app/mydlink/id4798322967mt=8.

16. D-link cameras used in D-Link assemblies, apparatus, and/or systems for
monitoring of surveillance areas that infringe one or more claims of the '641 Patent include at
least D-link Cloud Camera 1100 (DCS-932L), 1050 (DCS-931L), 1000 (DSC-930L), Pan & Tilt
Wi-Fi Camera (DSC-5009L), HD Pan & Tilt Wi-Fi Camera (DSC-5029L), Outdoor HD
Wireless Day/Night Network Cloud Camera (DSC-2332L), Outdoor HD Wireless Network
Cloud Camera (DSC-2330L), Cloud Camera 5000 (DSC-5222L), Cloud Camera 2200
(DSC-2132L), Pan & Tilt Day/Night Network Camera (DSC-5020L), Pan & Tilt Day/Night
Network Camera (DSC5010L), Cloud Camera 1200 (DSC-942L), and Day & Night Wi-Fi
Camera (DSC-933L).

17. Examples of such D-Link cameras can be found at the website
http://us.dlink.com/product-category/home-solutions/view/network-cameras/ and photos of such

D-Link cameras from this D-Link website are shown below:
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18. D-link video recorders used in D-Link assemblies, apparatus, and/or systems for
monitoring of surveillance areas that infringe one or more claims of the '641 Patent include at
least D-link mydlink Network Video Recorder (DNR-322L) and mydlink Camera Video
Recorder (DNR-202L).

19. Examples of D-Link video recorders used in D-Link assemblies, apparatus, and/or
systems for .monitoring of surveillance areas that infringe one or more claims of the '641 Patent
can be found at the website http:/us.dlink.com/product-category/home-solutions/
view/network-video-recorder/. Photos of such video recorders from this website are shown

below:

20. D-Link mobile apps used in D-Link assemblies, apparatus, and/or systems for
monitoring of surveillance areas that infringe one or more claims of the '641 Patent include at
least D-Link mydlink Lite and mydlink View-NV mobile apps that are provided by D-Link via
mobile download sites such as the Apple iTunes and Google Play stores. Examples of D-Link

mobile apps used on mobile terminals and their corresponding on-line links are shown below:
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,‘ DCS-5222L

1 DCS-52221.130936540

() DLINK-942L
DCS-942L/30524701

®  pcsg3aL
DCS-932L/30080578

DCS-930L
DCS-930L/30033731

DCS-1130
DCS-1130/30003561

DLINK-942L

https://www.youtube.com/watch?v=Qw2gPkZFXKM
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https://play.google.com/store/apps/details?id=com.dlink.Mydlink_View NVR&hl=en

21.  D-Link mobile apps operate with D-Link servers for monitoring surveillance areas
and both are used in D-Link assemblies, apparatus and/or systems for monitoring of surveillance
areas that infringe one or more claims of the '641 Patent.

22.  D-Link also offers business solutions such as D-Link IP Surveillance which
includes D-Link cameras, D-Link servers, D-Link video recorders, and/or D-Link mobile apps
used by D-Link in assemblies, apparatus and/or systems for monitoring of surveillance areas that
infringe one or more claims of the '641 Patent. See, for example

http://us.dlink.com/ business-solutions/ip-surveillance; and

http://www.dlink.com/-/media/Files/IP_Surveillance and Storage Guides/DLink IP

Surveillance Product Guide April 2013 Light.pdf.
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23. D-Link's direct infringement of the '641 Patent has injured Iron Gate and will
cause irreparable injury to Iron Gate unless D-Link is enjoined from continued acts of direct
patent infringement.

24. D-Link has also been on notice of the '641 Patent at least as early as the filing and
service of the Complaint in this action.

25. Upon information and belief, at least since its post-filing knowledge of the
'641 Patent, D-Link knowingly encouraged, and continues to encourage, current and potential
customers to directly infringe one or more claims of the '641 Patent including by its actions that
include, without limitation, instructing and encouraging users to use D-Link cameras, D-Link
servers, D-Link video recorders, and/or D-Link mobile apps though D-Link's promotional and
instructional materials, including through its website instructions and its user and instruction
manuals, in a manner to perform methods of remotely monitoring a surveillance area, and to
provide and/or assemble one or more assemblies, apparatus and/or systems for monitoring of
surveillance areas, that infringe one or more claims of the '641 Patent.

26.  D-Link instructed and continues to instruct customers how to set up, use, and
troubleshoot its cameras and mobile apps including on its own www.dlink.com and
www.mydlink.com websites that provides support articles, videos, FAQs, etc. on setting up and
using  these  products, including at the webpages: support.dlink.com/ and
www.mydlink.com/support.

27.  D-Link also provided and continues to provide instructional videos for users on
websites such as YouTube. See, for example, the video at /www.youtube.com/watch?v=
Qw2gPKZFXKM;  https://www.youtube.com/watch?v=2DWct_P307Y; https://www.youtube.

com/watch?v=fQPAc4680 k.
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28.  D-Link customers directly infringe the apparatus and method claims of the
'641 Patent through their setup and use of D-Link cameras, D-Link servers, D-Link video
recorders, and/or D-Link mobile apps.

29.  Upon information and belief, D-Link is in violation of 35 U.S.C. § 271(b), and has
been, at least since its postfiling knowledge of the '641 Patent, indirectly infringing, and
continues to infringe indirectly, at least one or more claims of the '641 Patent by knowingly and
specifically intending to contribute or induce infringement by others (e.g., including but not
limited to current and potential customers) via at least the acts of advertisements, promotional
materials, and instructions to use D-Link cameras and mobile apps that are specifically
configured to act according to the claims of the '641 Patent and do not have substantial
non-infringing uses.

30. D-Link cameras and mobile apps constitute transducers and mobile device
software that, as sold and as used, are only capable of use for remotely monitoring a surveillance
area using a mobile terminal in accordance with one or more claims of the '641 Patent.

31.  Iron Gate has been damaged by the indirect and direct infringement of D-Link and
is suffering and will continue to suffer irreparable harm and damage as a result of this
infringement unless such infringement is enjoined by this Court.

PRAYER FOR RELIEF

WHEREFORE, Iron Gate requests entry of judgment in its favor and against D-Link as
follows:

A. Finding that D-Link has infringed one or more claims of the '641 Patent;

B. Permanently enjoining D-Link and its respective officers, directors, agents,
employees, attorneys, licensees, successors, assigns, and those acting in concert or participation

with them from infringing the '641 Patent;
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C. Awarding Iron Gate damages under 35 U.S.C. § 284 or as otherwise permitted by
law, including supplemental damages for any continued postverdict infringement together with
prejudgment and postjudgment interest on the damages award and costs and enhancement for
willful infringement;

D. Awarding costs of this action (including all disbursements) and attorney fees
pursuant to 35 U.S.C. § 285 or as otherwise permitted by law; and

E. Awarding such other costs and further relief that the Court determines to be just
and equitable.

JURY DEMAND

Pursuant to Fed. R. Civ. P. 38(b), Iron Gate hereby demands a trial by a jury on all issues

so triable.
Respectfully submitted,

LERNER, DAVID, LITTENBERG,
KRUMHOLZ & MENTLIK,
Attorneys for Pl Mmlj/ Ink.

Dated:  /2.0% 2o/%# By: /m

Orvil oekings

- ode #0C02956

Tel:  908.654.5000
E-mail:OCockings@ldlkm.com
Litigation@ldlkm.com

CERTIFICATION PURSUANT TO LOCAL CIVIL RULE 1.6(a)

The undersigned hereby certifies, pursuant to Local Civil Rule 1.6(a), that with respect to the
matter in controversy herein, neither Plaintiff nor Plaintiff's attorney is aware of any other action pending
in any court, or of any pending arbitration or administrative proceeding, to which this matter is subject.

Respectfully submitted,

LERNER, DAVID, LITTENBERG,
KRUMHOLZ & MENTLIK, LLP P s

Attorneys for Plaintiff IronfG)athéa{ty, Inc.
/
Dated:__‘2- ¢4 2 /4 By: ﬁ 4l
W ingg'(Bar Code #0C02956)
—Tel: 08.654:5000

E-mail: ckings@ldlkm.com
Litigation@ldlkm.com
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ASSEMBLY, AND ASSOCIATED METHOD,
FOR REMOTELY MONITORING A
SURVEILLANCE AREA

The present invention relates generally to a manner by
which to monitor remotely a surveillance area through the
use of radio communication techniques. More particularly,
the present invention relates to an assembly, and an associ-
ated methodology, by which to monitor remotely the sur-
veillance area through the use of a mobile terminal, such as
a mobile terminal utilized in a conventional, cellular com-
munication system.

BACKGROUND OF THE INVENTION

The use of monitoring systems to permit remote moni-
toring and surveillance of a site is common in many indus-
trial and commercial facilities. The remote monitoring of a
site provides a manpower-effective manner by which to
observe ongoing activities of the site. Remote monitoring
obviates the need for personnel to be physically located at
the site to make observations of the ongoing activities
thereat. When, for example, an abnormal condition is
detected at the site by the remote monitoring system, appro-
priate action can be taken.

In industrial applications, monitoring systems are some-
times utilized to permit remote monitoring of an industrial
process. If an abnormal process condition is detected as a
result of the monitoring, appropriate action is taken. Also in
industrial, as well as commercial and residential
applications, remote monitoring systems are utilized, for
instance, for security purposes. Monitoring of a site permits
remote detection of an abnormal condition. Responsive to
detection of an abnormal condition, appropriate action, such
as alerting of security personnel, can be initiated. Also, in the
absence of an abnormal condition, assurance is provided that
the monitored site is secure and without problem.

Existing monitoring systems are, however, generally rela-
tively costly. A significant reason for the relative costliness
of existing monitoring systems is that such systems are
generally constructed for centralized monitoring of a site
through the use of a closed-circuit system. In such systems,
sensors are permanently installed at the surveillance site.
And, a central control and surveillance unit is typically in
permanent communication with the sensors and is main-
tained in a static, non-mobile location. The apparatus uti-
lized in such systems usually includes specialized monitor-
ing devices which are typically geared toward the automatic
detection of abnormal conditions. That is to say, such
apparatus typically requires specialized logic, advanced
sensors, or additional software to dnalyze sensed data to
permit automatic alerts to be sounded.

Generally, existing monitoring systems do not take advan-
tage of advancements in communication technologies which
have permitted the implementation, and popular usage of
new types of communication systems. Radio communica-
tion systems are exemplary of communication systems
which have advantageously incorporated advancements in
commurication technologies. A celtular communication sys-
tem is a type of radio communication system which has
achieved wide levels of usage.

A cellular communication system provides a cost-
effective manner by which to communicate telephonically.
Both voice and non-voice data is typically able to be
communicated through the use of a cellular communication
system. Large numbers of subscribers to such systems
communicate on a regular basis through the use of such
systems.
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Mobile terminals are utilized by subscribers to commu-
nicate therethrough both to receive and to transmit commu-
nication signals with network infrastructure of the commu-
nication system. Many constructions of mobile terminals are
of physical dimensions which permit their hand-carriage by
a subscriber and storage in a shirt pocket, or the like, of a
subscriber. Increased mobility of communications is pro-
vided by the use of a cellular, or other radio, communication
system.

The increased communication mobility, as well as cost-
effectiveness of communications, provided by a cellular, or
other radio, communication system has not generally, to
date, been incorporated in remote monitoring systems. If a
manner could be provided by which to incorporate the
advantages provided by existing cellular, or other radio,
communication systems, in remote monitoring systems,
mobility, in an affordable manner, could be provided to a
remote monitoring system. Increased continuance of moni-
toring of a site would be provided, all at an affordable cost.

Analogously, the advantages provided by radio commu-
nication systems have generally also not been incorporated
into communications with sensors. That is to say, generally,
sensors utilized in conventional monitoring systems are
fixed in position in a wired connpection with a remote
monitoring location. Flexibility of positioning of the sensors
is, therefore, limited as a result of the use of conventional
wired connections. While, e.g., Bluetooth radio technology
standards are in place to permit devices to communicate
with one another without wired connections therebetween,
the use of such technologies have generally not been utilized
in remote monitoring systems. If a manner could be pro-
vided by which to incorporate Bluetooth, or other wireless,
radio technologies in remote monitoring systems, increased
flexibility of such systems would be provided.

It is in light of this background information related to
remote monitoring systems that the significant improve-
ments of the present invention have evolved.

SUMMARY OF THE INVENTION

The present invention, accordingly, advantageously pro-
vides an assembly, and associated methodology, by which to
remotely monitor a surveillance area through the use of
radio communication techniques.

In one implementation, a manner is provided by which to
monitor a site through the use of a mobile terminal, such as
a mobile terminal operable in a conventional cellular com-
munication system. Transducers, such as audio
microphones, are positioned at selected locations throughout
a site to be monitored. Transduced signals generated by a
selected transducer are forwarded to the mobile terminal,
thereby to permit the user of the mobile terminal to monitor
a portion of the surveillance site encompassed by the
selected transducer.

In one implementation, the transducers positioned at the
selected locations throughout the surveillance site form
acoustic transducers, e.g., wireless microphones, operable to
convert acoustic signals into electromagnetic form. The
transduced signals into which the acoustic signals are trans-
duced are detected by transceiver circuitry of a controller.
Transduced signals are converted into a form to permit their
routing to the infrastructure of the cellular communication
system, from which the signals are forwarded to the mobile
terminal over a radio-link formed during operation of the
cellular communication system. Because the transducers do
not need to be connected in wired connections with other
portions of the monitoring system, system installation is



Case 1:14-cv-09615-JPO Document 1 Filed 12/04/14 Page 17 of 20

US 6,288,641 Bl

3

simplified and the flexibility of such a system is increased as
the transducers can be readily moved to be positioned, as
desired. And, additional transducers can readily be added to
the system.

In one implementation, selection is made at the mobile
terminal from which of the spaced-apart transducers the
transduced signals are forwarded to the mobile terminal. The
mobile terminal is provided with an indication of the
transducers, such as by providing a listing of the transducers
positioned at the surveillance site thereto. Responsive to
selection of the selected transducer, indications of the trans-
duced signals transmitted by the selected transducer is
forwarded to the mobile terminal. Because a mobile
terminal, already used in an existing cellular communication
system is utilized, the mobility inherent of a mobile terminal
and the cost efficiencies of utilization of a cellular commu-
nication system are also provided.

The cellular communication system in which the mobile
terminal is operable, for instance, is the GSM (global system
for mobile communications) system in which SMS (short
message service) messaging is permitted. A user of the
mobile terminal initiates monitoring operations by causing
the mobile terminal to generate an SMS message requesting
that a particular surveillance site be monitored. The SMS
message is routed to a controller which controls monitoring
operations at the surveillance site. Responsive to reception
of the SMS message, a listing of available transducers is
returned to the mobile terminal. Selection of a transducer
indicated in the listing is made by the user of the mobile
terminal, and another SMS message, indicating the user’s
selection is generated by the mobile terminal. The message
is forwarded to the controller which causes activation of the
selected transducer. Then, the controller initiates effectua-
tion of a voice channel with the mobile terminal. Once a
voice channel has been established, the transduced signals
selected by the selected transducer and detected by the
transceiver circuitry of the controller, are forwarded upon
the voice channel to the mobile terminal.

In another aspect of the present invention, a controller is
provided for controlling operation of wireless transducers
positioned at selected locations throughout the surveillance
site. The controller is operable to activate selected transduc-
ers and to receive transduced signals generated by the
selected transducers. In one implementation, communica-
tions between the controller and the transducers is effectu-
ated utilizing a standard, open technology such as Bluetooth
communications. The controller is also coupled to a cellular
communication network at which a voice channel is con-
figurable to form a communication path between the con-
troller and a mobile terminal. The controller is further
operable to direct the transduced signal generated by the
selected transducer on to the voice channel, thereby to
permit the mobile terminal to remotely monitor the surveil-
lance site. When the user of the mobile terminal decides to
no longer monitor the portion of the surveillance site encom-
passed by the selected transducer, the user merely terminates
the voice channel connection, such as by terminating the call
terminated at the mobile terminal. If the user of the mobile
terminal desires to monitor another selected portion of the
surveillance site, a subsequent request is made to the con-
troller and a subsequent transducer is activated.

Because remote monitoring is effectuated through use of
a conventional mobile terminal, operable generally in con-
ventional manner in a cellular communication system, an
affordable, and mobile, manner is provided by which to
monitor a surveillance site,

And, because the remote monitoring is effectuated
through use of wireless transducers, such as those utilizing
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Bluetooth technologies, increased flexibility of positioning,
and repositioning, of the transducers is provided by which to
monitor a surveillance site.

In these and other aspects, therefore, an assembly, and an
associated method, is provided for remotely monitoring at
least a portion of a surveillance area. At least one transducer
is positioned at the at least the selected portion of the
surveillance area. The transducer is selectably operable for
transducing human-perceptible signals into transduced sig-
nals. A controller is coupled at least selectively to receive the
transduced signals generated by the at least one transducer.
The controller controls selection of operation of the trans-
ducer to transduce the human-perceptible signals into the
transduced signals. A mobile terminal is operable to trans-
ceive communication signals. The mobile terminal is selec-
tively operable to communicate with the controller and, in
turn, to receive the transduced signals generated by the
transducer, thereby to monitor the at least the selected
portion of the surveillance area.

A more complete appreciation of the present invention
and the scope thereof can be obtained from the accompa-
nying drawings which are briefly summarized below, the
following detailed description of the presently-preferred
embodiments of the invention, and the appended claims.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1 illustrates a partial functional block, partial sche-
matic diagram of a communication system in which the
assembly of an embodiment of the present invention is
operable.

FIG. 2 illustrates a message flow diagram representative
of signals generated during operation of an embodiment of
the present invention.

FIG. 3 illustrates a method flow diagram listing the
method of operation of an embodiment of the present
invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

Referring first to FIG. 1, a communication system, shown
generally at 10, in which an embodiment of the present
invention is operable. In the exemplary implementation,
operation of the embodiment of the present invention per-
mits remote monitoring of a surveillance site 12 by a user of
a mobile terminal, of which the mobile terminal 14 is
representative, Because monitoring is performed by way of
the mobile terminal, mobility is provided to monitoring
operations. In the exemplary implementation, the mobile
terminal is operable in a conventional, cellular communica-
tion system, here a GSM (Global System for Mobile
Communications) cellular communication system. In other
implementations, the mobile terminal 14 is operable pursu-
ant to other types of radio communication systems.

The mobile terminal 14 is operable to transceive commu-
nication signals by way of a radio-link 16 having a forward
link 18 and a reverse link 22. Network infrastructure of the
cellular communication system is here shown to include a
base station system 24 and a switching system 26. The base
station system is here shown to include a base transceiver
station 28 and a base station controller 32. The base station
transceiver 28 is operable in conventional manner to trans-
ceive the communication signal with the mobile terminal 14.
And, the base station controller 32 is operable to control
operation of groups of the base transceiver stations.

The base station system 24 is coupled to the switching
system 26. The switching system 26 is here shown to include
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a mobile switching station/visiting location register, a gate-
way mobile switching center 34, and SMS (short message
service)-gateway mobile switching center, 36, and a home
location register 38. The SMS-gateway mobile switching
center 36 is coupled to an SMS center 42. The SMS center
42 is operable as a store and forward center for storing and
forwarding SMS messages, such as SMS messages origi-
nated at, or to be terminated at, the mobile terminal 14.

The SMS center 42 is coupled to a network backbone 44.
The network backbone 44 is exemplary of a conventional
network backbone and is here representative of both a
packet data network backbone, such as the Internet and also
a public switched telephone network. The network backbone
is therefore also shown to be coupled to the gateway mobile
switching center 36.

A controller 52, here located at the surveillance site 12 is
also coupled to the network backbone 44. In other
implementations, the controller 52 is positioned remote from
the surveillance site and are capable of forming communi-
cation connections thereto. The controller 52 is capable of
communicating with the terminal 14 by way of the network
backbone 44 and the network infrastructure of the radio
communication system in which the mobile terminal is
operable. And, in still other implementations, the controller
52 is coupled indirectly to the network backbone. In one
such implementation, the controller is connected, by way,
e.g., of a cable or infrared connection, to a cellular mobile
terminal. And, communications are effectuated via a cellular
communication system. And, in another such
implementation, the cellular terminal comprises a card
inserted into an appropriate slot of the controller. Normal
cellular functionality is thereby provided. In both of these
last two implementations, the controller is connected to the
cellular network in the same way as terminal 14, that is, via
the radio link 16, the base station subsystem 24, and the
switching system 26.

The surveillance site 12 includes a plurality of spaced-
apart transducers, here microphones 54 for converting
acoustic energy into electromagnetic signals. In the exem-
plary implementation, the microphones 54 are Bluetooth-
enabled microphones, operable to generate high-frequency
(about 2.4 GHz) electromagnetic signals of values represen-
tative of acoustic signals detected by the respective micro-
phones. The electromagnetic signals generated by selected
microphones are detectable by the controller 52. During
operation of an embodiment of the present invention, the
controller is selectably operable to forward the detected
signals to the mobile terminal 14 by way of the network
backbone and the network infrastructure of the radio com-
munication system over the radio-link 16.

The controller 52 is here shown to include Bluetooth
trapsceiver circuitry capable of transceiving communication
signals with selected ones of the microphones 54. The
controller further includes a network gateway 58 capable of
communicating with the mobile terminal 14 by way of the
network backbone and the network infrastructure of the
radio communication system, or, in other implementations,
by way of a cellular terminal attached to the controller and
connected to the cellular network via the radio link, as
described above. Processing circuitry 62 of the controller
controls operation of the transceiver circuitry 56 and the
network gateway 58. A listing 64 is stored at a memory
element of the controller. The listing, in one implementation,
is formed during operation of the controller 52 by querying
the microphones 54 to detect their presence. In another
implementation, the listing is created during system creation
in which the contents of the listing are provided to the
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controller to be stored thereat. Utilizing querying of the
microphones to form the listing facilitates dynamic reposi-
tioning of the microphones as well as alteration of the
number of microphones in the system.

When the microphones 54 are appropriately positioned
and controller 52 is installed to be in communication contact
with the microphones, remote monitoring of the surveillance
site permitted at any time at the selection of a user of the
mobile terminal. When the user desires to monitor the
surveillance site, the user of the mobile terminal causes an
SMS message to be generated to inquire of the controller of
the listing 64. The SMS message is sent over the radio-link
16 to the network infrastructure, and the message is routed
through the network infrastructure to the network backbone
and to the controller 52.

Responsive thereto, the listing is retrieved, and an SMS
message indicative of the listing is provided to the mobile
terminal. The listing is displayed at an output display
element, or the like, of the mobile terminal to permit the user
to select a selected microphone listed in the listing from
which signals are to be monitored by the mobile terminal. A
selection is made, such as by user actuation of an actuation
key of the actuation keypad of the mobile terminal, and
another SMS message is generated by the mobile terminal.
The additional SMS message is transmitted upon the radio-
link 16, routed through the network infrastructure and net-
work backbone to be delivered to the controller 52. The
controller 52, responsive to the selection contained in the
SMS message, causes the Bluetooth transceiver circuitry 56
to generate a signal which causes activation of the selected
microphone. The selected microphone is activated, and the
transceiver circuitry 56 detects the signals generated by the
selected microphone.

The controller is further operable to originate a call to the
mobile terminal to cause allocation, and formation of a voice
channel therebetween. Once the voice channel is
established, the controller directs the signals generated by
the selected microphone and detected at the controller 52 to
be directed over the voice channel to the mobile terminal.
Thereby, the user of the mobile terminal is able to monitor
a selected portion of the surveillance site defined by the
reception range of the selected microphone. Because the
surveillance site is monitored through use of a mobile
terminal, increased mobility of monitoring operations is
permitted. And, because the mobile terminal is operable in
a conventional, cellular communication system, monitoring
is able to be performed in a cost-effective manner.

FIG. 2 illustrates a method sequence diagram, shown
generally at 82, representative of operation of an embodi-
ment of the present invention by which to monitor remotely
a surveillance site. The signals represented in the Figure
correspond to the signals generated during operation of the
embodiment of the present invention shown in FIG. 1. In
other implementations, other types of signaling are per-
formed. In such other implementations, analogous signaling
is performed. For instance, while the exemplary radio com-
munication system forming a portion of the communication
system shown in FIG. 1 is a GSM (Global System for
Mobile Communications) communication system providing
for SMS (short message service) message generation, in
other implementations, communication of information con-
tained in such messages is performed in other manners.

When a user of a mobile terminal desires to monitor a
portion of the surveillance site, the user initiates a request to
perform the monitoring. The user initiates generation of the
request, for instance, through actuation of an actuation key



Case 1:14-cv-09615-JPO Document 1 Filed 12/04/14 Page 19 of 20

US 6,288,641 B1

7

on the telephonic keypad of the mobile terminal. The mobile
terminal generates an SMS message, indicated by the seg-
ment 84, which is transmitted to the control unit to request
that the mobile terminal be permitted to monitor the sur-
veillance site. In one implementation, the identifying phone
number is also forwarded to the controller, antomatically
provided by the network infrastructure, pursuant to trans-
mission of the SMS message.

Responsive to detection of the request, the control unit
generates an SMS message, indicated by the segment 86, to
request that the mobile terminal provide the controller with
its identifying phone number, if the phone number has not

yet been provided, a password, and user name. The request-

is returned to the mobile terminal. Responsive to the request,
the mobile terminal generates an SMS message containing
the requested information, indicated by the segment 88
which is transmitted to the controller 52. If the password and
other associated information is acceptable to the controller,
the controller generates an SMS message, indicated by the
segment 92, which contains indications of the listing of
available microphones positioned at the surveillance site.
The SMS message is transmitted to the mobile terminal.

The listing of available microphones is displayed at a
display element of the mobile terminal, permitting the user
of the mobile terminal to select which of the microphones
from which to monitor the surveillance site. Selection is
made by the user of the mobile terminal of a microphone
contained in the listing, and an SMS message, indicative of
the selection by the user is generated, as indicated by the
segment 94. The SMS message is transmitted to the con-
troller.

When the controller receives the message, the controller
in turn, generates a signal, indicated by the segment 96, to
command the selected microphone to be activated and to
establish a voice path between the selected microphone and
the control unit. The voice path is established, and the
selected microphone generates a transduced audio signal,
indicated by the segment 98, which is detected by the control
unit.

The control unit also initiates effectuation of a voice
channel between the control unit and the mobile terminal,
indicated by the segment 102. A voice channel is established
and the audio signal generated by the selected microphone
is directed upon the voice channel to be communicated,
indicated by the segment 104, to the mobile terminal.

Monitoring of the surveillance site is thereby effectuated.
Monitoring continues for so long as the user desires. When
the user decides no longer to monitor the surveillance site,
the user terminates the connection with the controller by
way of a conventional call termination, indicated by the
segment 106. A termination report is generated and
provided, as indicated by the segment 108, to the controller.
Responsive to detection of the termination report, the con-
troller disables the voice path and instructs the selected
microphone to be turned off, indicated by the segment 112,

FIG. 3 iltustrates a method flow diagram, shown generally
at 122, of an embodiment of the present invention. The
method remotely monitors at least a portion of a surveillance
area.

First, and as indicated by the block 124, at least one
transducer is positioned at the surveillance area. Each trans-
ducer is selectably operable to transduce human-perceptible
signals into transduced signals.

Then, and as indicated by the block 126, selection is made
as to which of the transducers is to be operated to transduce
the human-perceptible signals into the transduced signals.
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And, as indicated by the block 128, the transduced signals
are forwarded to a mobile terminal, thereby to monitor
remotely the portion of the surveillance area.

Thereby, through operation of an embodiment of the
present invention, a manner is provided by which to
remotely monitor a surveillance area through the use of a
mobile terminal, such as that utilized in a conventional
cellular communication system. Increased mobility of moni-
toring operations is provided. And, because a mobile termi-
nal operable in a conventional radio communication system
is utilized, a cost-effective manner by which to monitor the
surveillance area is provided.

The previous descriptions are of preferred examples for
implementing the invention, and the scope should not nec-
essarily be limited by this description. The scope of the
present invention is defined by the following claims:

What is claimed is:

1. An assembly for remotely monitoring at least a portion
of a surveillance area, said assembly comprising:

at least one transducer selectably positionable at the at
least selected portion of the surveillance area, said
transducer selectably operable for transducing human-
perceptible signals into transduced signals;

a controller containing a listing identifying positioning of
said at least one transducer at the surveillance area, the
listing dynamically configurable responsive to posi-
tioning of the at least one transducer at the surveillance
area, said controller coupled at least selectably to
receive the transduced signals generated by said at least
one transducer, and said controller for controlling
selection of operation of said transducer to transduce
the human-perceptible signals into the transduced sig-
nals;

a mobile terminal operable to transceive communication
signals, said mobile terminal selectably operable to
communicate with said controller and, in turn, to
receive the transduced signals generated by a selected
one of said at least one transducer, the selected one
selected from the listing contained at said controller
thereby to monitor the at least the selected portion of
the surveillance area.

2. The assembly of claim 1 wherein the human-
perceptible signals which are transduced by said transducer
comprise audio signals.

3. The assembly of claim 1 wherein the transduced signals
into which said transducer transduces the human-perceptible
signals comprise electromagnetic signals transmittable upon
a radio-link formed between said controller and said trans-
ducer.

4. The assembly of claim 3 wherein said electromagnetic
signals comprise Bluetooth signals.

5. The assembly of claim 1 wherein said mobile terminal
is operable in a radio communication system having network
infrastructure, wherein said mobile terminal is operable to
transceive the communication signals with the network
infrastructure, wherein a communication path is formed
between said mobile terminal and the network
infrastructure, and, in turn, with said controller, said mobile
terminal selectably operable to communicate by way of the
communication path to receive the transduced signals.

6. The assembly of claim 1 wherein said at least one
transducer comprises a first transducer and at least a second
transducer, said first transducer positioned at a first selected
portion of the surveillance area and said second transducer
positioned at a second selected portion of the surveillance
area.
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7. The assembly of claim 6 wherein selection is made at
said mobile terminal as to which of said first and at least
second transducers, respectively, is operable to transduce the
human-perceptible signals into the transduced signals.
8. The assembly of claim 7 wherein said mobile terminal
is operable to generate SMS (short message service) mes-
sages and wherein the selection made by said mobile ter-
minal is communicated to said controller as an SMS mes-
sage.
9. The assembly of claim 6 wherein said controller
maintains a listing of each of said first and at least second
transducers, respectively, and wherein selection is made at
said mobile terminal as to which of said first-and at least
second transducers is operable to transduce the human-
perceptible signals responsive to accessing of the listing by
said mobile terminal.
10. The assembly of claim 9 wherein said mobile terminal
is operable to generate SMS (short message service)
messages, wherein a first SMS message is generated by the
mobile terminal to access the listing and wherein a second
SMS message is generated by the mobile terminal to indi-
cate the selection as to which of said first and at least second
transducers is operable to transduce the human-perceptible
signals.
11. The assembly of claim 10 wherein said controller is
operable to generate SMS messages and wherein said con-
troller is further operable to provide a response-SMS mes-
sage containing the listing responsive to receipt of the first
SMS message.
12. The assembly of claim 11 wherein, responsive to the
selection by said mobile terminal, said controller initiates
effectuation of a voice channel allocation between said
controller and said mobile terminal.
13. The assembly of claim 12 wherein, further responsive
to the selection by said mobile terminal, said controller
initiates effectuation of a communication link with a selected
one of the first and at least second transducers, respectively
and to direct the transduced signals received therefrom upon
the voice channel.
14. The assembly of claim 13 wherein said mobile ter-
minal is further selectably operable to terminate connection
thereof to the voice channel and wherein, responsive to
termination of the connection of said mobile terminal with
the voice channel, said controller terminates the communi-
cation lick with the selected one of the transducers.
15. Amethod for remotely monitoring at least a portion of
a surveillance area, said method comprising:
positioning at least one transducer at the at least the
selected portion of the surveillance area, each of the at
least one transducer selectably operable to transduce
human-perceptible signals into transduced signals

maintaining a listing identifying the at least one trans-
ducer positioned, during said operation of positioning,
at the surveillance area;
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selecting which of the at least one transducer identified at
the listing maintained during said operation of main-
taining to operate to transduce the human-perceptible
signals into the transduced signals;

forwarding the transduced signals to a mobile terminal,

thereby to monitor the portion of the surveillance area.

16. The method of claim 15 wherein the at least one
transducer positioned during said operation of transducing
transduces audio signals into electromagnetic signals.

17. The method of claim 15 wherein said operation of
selecting comprises sending a first message from the mobile
terminal to inquire which of the at least one transducer is
available to select, requesting providing thereto a listing to
the mobile terminal indicating which of the at least one
transducer is available, and sending a second message by the
mobile terminal with a selection from the listing.

18. The method of claim 17 further comprising the
operation of authenticating the mobile terminal prior to
providing the listing thereto.

19. The method of claim 17 wherein the first message and
the second message are formatted according to a WAP
(wireless access protocol) standard and transmitted over
SMS.

20. The method of claim 17 wherein the mobile terminal
is operable in a cellular communication system permitting of
communication of SMS (short message service) inessages,
wherein the first message, and the second message are SMS
messages and wherein the transduced signals are forwarded
during said operation of forwarding upon a voice channel.

21. The method of claim 20 comprising the further
operation of terminating from the mobile terminal the voice
channel, thereby to terminate forwarding of the transduced
signals to the mobile terminal.

22. In a radio communication system having a mobile
terminal and network infrastructure between which a voice
channel is formable to communicate therebetween, an
improvement of apparatus for permitting a surveillance area
to be remotely monitored by the mobile terminal, said
apparatus comprising:

at least one transducer positioned at the surveillance area,

said transducer for transducing human-perceptible sig-
nals at the surveillance area into electromagnetic sig-
nals; and

a controller containing a listing identifying positioning of

said at least one transducer at the surveillance area, said
controller coupled to the network infrastructure and to
receive the electromagnetic signals generated by said at
least one transducer, and said controller for effectuating
a communication link with the mobile terminal to
forward the electromagnetic signals thereto.
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