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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF DELAWARE

KONINKLNUKE KPN N.V.,

Plaintiff,
C.A. No. 17-cv-86-LPS-CJB
V.

GEMALTO IOT LLC, GEMALTO M2M GMBH,

and GEMALTO INC,, JURY TRIAL DEMANDED

Defendants.

N N N N N N N N N N N

THIRD AMENDED COMPLAINT FOR PATENT INFRINGEMENT

This is an action for patent infringement in which Plaintiff Koninklijke KPN N.V.
(hereafter “KPN” or “Plaintiff”) makes the following allegations against Gemalto M2M GmbH,

Gemalto Inc., and Gemalto IOT LLC (collectively “Gemalto” or “Defendants”):

BACKGROUND

1. KPN’s extensive research and development efforts have led to hundreds of issued patents
in the United States and across the world. These patents have in turn been licensed by leading
global telecommunications companies, including many of Gemalto’s mobile technology
competitors.

2. KPN has made its patents available for license on an individual basis through bilateral
negotiations and, at the licensor’s option, collectively through joint licensing or patent pool
licensing arrangements.

3. The patent asserted here was previously the subject of a lawsuit that was pending, until its

resolution shortly before trial, in the Eastern District of Texas. During that litigation the court
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construed many disputed claim terms and the Patent Trial and Appeal Board largely declined to
institute a Petition for Inter Partes Review of the asserted claims finding “no reasonable
likelihood” that several of the asserted claims were invalid in light of the grounds raised.

4. Upon information and belief, despite lengthy negotiations involving senior members of
the parties, Gemalto has refused to license, on mutually agreeable terms, the patents described
herein. Plaintiff therefore files this suit against Gemalto seeking the Court’s protection of its

valuable intellectual property rights.

PARTIES

5. Plaintiff KPN is a telecommunications (including fixed, mobile, television and internet)
and ICT solution provider headquartered at Maanplein 55, NL-2516 CK, The Hague, The
Netherlands.

6. Upon information and belief, Defendant Gemalto M2M GmbH is a corporation
organized under the laws of Germany, having a principal place of business at Werinherstr. 81,
Munchen, 81541, Germany. Gemalto M2M GmbH can be served with process pursuant to the
Delaware Long Arm Statute, 10 Del. C.§ 3104. On information and belief, Gemalto M2M
GmbH is a subsidiary of Gemalto N.V.

7. Upon information and belief, Defendant Gemalto Inc. is a corporation organized
under the laws of Delaware, having a principal place of business at 9442 Capital of Texas
Highway North, Suite 400, Austin, TX, 78759. Gemalto Inc. can be served with process through
its registered agent for service of process — Corporation Service Company, 2711 Centerville
Road, Suite 400, Wilmington, Delaware 19808. On information and belief, Gemalto Inc. is a

subsidiary of Gemalto N.V.
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8. Upon information and belief, Defendant Gemalto 10T LLC is a corporation
organized under the laws of Delaware, having a principal place of business at 310 120" Avenue
NE, Unit A/100, Bellevue, Washington, 98005. Gemalto IOT can be served with process
through its registered agent for service of process — Corporation Service Company, 2711
Centerville Road, Suite 400, Wilmington, Delaware 19808. On information and belief, Gemalto

10T is a subsidiary of Gemalto M2M GmbH.

JURISDICTION AND VENUE

9. This action arises under the patent laws of the United States, Title 35 of the United States
Code.

10. This Court has subject matter jurisdiction pursuant to 28 U.S.C. 8§ 1331 and 1338(a).

11. This Court has personal jurisdiction over Defendants because Defendants have, directly
or through intermediaries, committed acts within Delaware giving rise to this action and/or have
established minimum contacts with Delaware such that the exercise of jurisdiction would not
offend traditional notions of fair play and substantial justice.

12. Defendants have placed, and are continuing to place, infringing products into the stream
of commerce, via an established distribution channel, with the knowledge and/or understanding
that such products are sold in the State of Delaware, including in this District.

13. Upon information and belief, Defendants have derived substantial revenues from their
infringing acts occurring within the State of Delaware and within this District. In addition,
Defendants have, and continue to, knowingly induce infringement within this District by
advertising, marketing, offering for sale and/or selling devices containing infringing functionality

within this District, to consumers, customers, manufacturers, distributers, resellers, partners,
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and/or end users, and providing instructions, user manuals, advertising, and/or marketing
materials which facilitate, direct or encourage the use of infringing functionality with knowledge
thereof.

14. Venue is proper under 28 U.S.C. 8§ 1391(b) and (c), and 1400.

THE ASSERTED PATENT

15. This lawsuit asserts causes of action for infringement of United States Patent No.
6,212,662 (“’662 patent” or the “Asserted Patent”).

16. The 662 patent was previously the subject of litigation captioned Koninklijke KPN N.V.,
v. Samsung Electronics Co., Ltd., et al., Civil Action No. 2:14-cv-1165 (E.D. Tex.).

17. On July 8, 2016, the United States Patent and Trademark Office, Patent Trial and Appeal
Board (PTAB) largely declined to institute inter partes review of the ’662 patent, finding “no
reasonable likelihood of prevailing” on the majority of the invalidity contentions raised by in the
Petition, including all invalidity contentions affecting claims 3 and 4 of the 662 patent. On
September 21, 2016, on the eve of the appointed trial date, the parties filed a “Joint Stipulation to
Dismiss” that lawsuit.

18. Defendants were put on notice of the asserted patent, were invited to take a license to the

asserted patent, and have declined to license the asserted patent.

COUNT 1

INFRINGEMENT OF U.S. PATENT NO. 6,212,662

19. On April 3, 2001, the U.S. Patent and Trademark Office duly and legally issued U.S.
Patent No. 6,212,662 entitled, “Method and Devices for the Transmission of Data With

Transmission Error Checking.” KPN is the owner by assignment of the ‘662 patent and holds all
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right, title and interest to the ‘662 patent. A true and correct copy of the ‘662 patent is attached
as Exhibit A.

20. Plaintiff repeats and incorporates the allegations set forth in paragraph 18.

21. The asserted claims include claims 1-4 of the *662 patent. The accused Products include
but are not limited to at least the following additional products: EMS31, ELS61, ELS31, ELS81,
EHS6, EHS8, EHS5, ENSx, BGS8, BGS5, BGS2, AGS2, AGS2-E, AH3, AHS2, AHS3, ALS3,
ALAS3, PCS3, PDS5, PDS6, PDS8, PHS8, PLS8, PVS8, PXS8, PLS62-W, PLAS9, MC55i-W,
BG2, AC75i/AC65i, and PH8 wireless modules, as well as products incorporating or making use
of the same or similar error checking technology described in Ex. A (‘662 patent), as further
described in the following paragraphs.

22. The devices claimed in the ’662 patent have proved to be of great importance to the field
of error detection and correction. For example, in 2011 Sisvel declared claims 1-3 of the 662
patent to be essential to 8§ 5, 5.1, 5.1.1, 5.1.2, 5.1.3, 5.1.3.2, 5.1.3.2.1, and 5.1.3.2.3, including
Figure 5.1.3-2, Tables 5.1.3-1 and 5.1.3-3, of 3GPP TS 36.212 for LTE. Shortly thereafter, the
International Patent Evaluation Committee declared claims 1-4 of that patent to be essential to
881,4.1,4222,423,4232.1,4.232.3,4.23.2.3.1, and 4.2.3.2.3.2, including Figure 4 and
Tables 1 and 2 of 3GPP TS 25.212 for UMTS (W-CDMA). The *662 patent also has been treated
as essential to various telecommunications standards by both Sisvel International, which
manages the LTE/LTE-A mobile communications patent pool and managed the cdma2000 patent
pool, and Sipro Lab Telecom, Inc., which managed the pool of those telecommunications patents
essential to the W-CDMA FDD 3GPP Standard.

23. Gemalto has infringed and continues to infringe the ‘662 Patent under 35 U.S.C. 8 271,

literally or under the doctrine of equivalents, by making, using, selling, and/or offering for sale in
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the United States, and/or importing into the United States, infringing products without
authorization.

24. Gemalto directly infringed and continues to directly infringe one or more claims of the
‘662 Patent by making, selling, using, importing, or offering to sell products or methods that
infringe the ‘662 Patent, including but not limited to the Gemalto ELS31 module and related or
similar communication devices, as well as technology or infrastructure (hereafter “the ‘662
Accused Products”) making use of or incorporating the same or similar error checking
technology described in Ex. A.

25. On information and belief, Gemalto advertises, states, or otherwise informs customers,
users, and others that the ‘662 Accused Products comply and/or interoperate with at least the
cdma2000, UMTS, and/or LTE telecommunications standards.

26. On information and belief, the Gemalto ELS31, an exemplar of the ‘662 Accused
Products includes functionality that allows it to receive data that is transmitted over cdma2000,
UMTS, and/or LTE networks in the form of blocks comprised of plural bits in a particular
sequence, which can be used to generate data for error checking.

27.0On information and belief, the Gemalto ELS31 includes a device which generates
supplementary data for use in error checking related to cdma2000, UMTS, and/or LTE
communications.

28. On information and belief, the Gemalto ELS31 further includes a varying device
configured to vary the original data prior to supplying the original data to the Gemalto ELS31’s
generating device as varied data, either through its compliance with the cdma2000, UMTS,
and/or LTE standards, and/or by way of an interleaver in the Gemalto ELS31 that is used to

reorder the bits of the original data input to it.
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29. On information and belief, the varying device in the Gemalto ELS31 includes a
permutating device configured to reorder the position of at least some of the bits in the data
blocks of the original data relative to their original position in the particular ordered sequence in
which those bits were input to the varying device.

30. On information and belief, the permutating device in the Gemalto ELS31 includes a
permutating device configured to perform a permutation of bit position relative to the particular
ordered sequence for at least some of the bits in the blocks making up the original cdma2000,
UMTS, and/or LTE data without reordering any blocks of that original data.

31. On information and belief, the varying device in the Gemalto ELS31 is configured to
change the reordering of the members of the given set from time to time.

32. On information and belief, the varying device in the Gemalto ELS31 reorders the
members of the given set based on the original data.

33. On information and belief, the permutating device in the Gemalto ELS31 includes or
makes use of data storage, like a table, in which subsequent reorderings of the members of the
given set are stored.

34. In litigation captioned Koninklijke KPN N.V., v. Samsung Electronics Co., Ltd., et al.,
Civil Action No. 2:14-cv-1165 (E.D. Tex.), the Court issued a lengthy order construing certain
terms of the ‘662 patent. The Court’s constructions of the disputed terms in that case are
consistent with KPN’s understanding of how the accused products operate, as set forth above.

35. After a full year of litigation, the Samsung entities filed a lengthy request for inter partes
review raising claims based on anticipation, obviousness and multiple prior art references and

invalidity defenses, separately charted for each of claims 1-4 of the ‘662 patent.
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36. After thorough consideration, and in a lengthy decision, the Patent Trial and Appeals
Board declined entirely to institute inter partes review as to claims 3 and 4 of the ‘662 patent.
The PTAB concluded on the lengthy record before it that there was not even a “reasonable
likelihood” of prevailing as to invalidity with respect to asserted claims 3 and 4. The PTAB
further concluded that as to the remaining claims 1-2, Samsung had also not demonstrated a
reasonable likelihood of prevailing as to invalidity by anticipation. Samsung subsequently filed a
Petition for Rehearing of the Board’s decision declining to institute inter partes review of the
‘662 patent. The PTAB issued another lengthy decision denying the petition for rehearing.
None of the asserted claims have been declared invalid by the PTAB. The manner in which the
accused products infringe the asserted claims of the ‘662 patent is consistent with the PTAB’s
description of those claims, and on information and belief each of the ‘662 Accused Products
directly infringes the ‘662 patent in a similar manner as described above with respect to the
Gemalto ELS31.

37. In addition to the foregoing and/or in the alternative, Gemalto indirectly infringes the
‘662 Patent by inducing and contributing to infringement by others, including but not limited to
OEMs, partners, service providers, manufacturers, importers, resellers, customers, and/or end
users, in accordance with 35 U.S.C. § 271(b), in this District and elsewhere in the United States.
Gemalto is actively, knowingly, and intentionally inducing infringement of the ‘662 Patent by
practicing the methods set forth therein and by selling, offering to sell and/or importing into the
United States the ‘662 Accused Products; with the knowledge and specific intent that third
parties, such as those described above, will continue to, either alone or in combination with
Gemalto, practice the patented methods, and use, sell, offer for sale, and/or import the ‘662

Accused Products supplied by Gemalto to infringe the ‘662 Patent; and with the knowledge and
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specific intent to encourage and facilitate the infringement through the dissemination of the ‘662
Accused Products and/or the creation and dissemination of promotional and marketing materials,
supporting materials, instructions, product manuals, and/or technical information relating to the
‘662 Accused Products and infringing uses thereof.

38. In addition to the foregoing and/or in the alternative, Gemalto has knowingly contributed
to the infringement of one or more claims of the ‘662 Patent under 35 U.S.C. § 271(c). Gemalto
is actively, knowingly and intentionally contributing to the infringement of the ‘662 Patent by
selling, offering to sell, and/or importing into the United States, the ‘662 Accused Products, with
the knowledge that they are especially designed or adapted to operate in a manner that infringes
the ‘662 Patent; with the knowledge that third parties, including those set forth above, will
continue to, either alone or in combination with Gemalto, infringe the claims of the ‘662 patent,
and with the knowledge that the infringing technology in the ‘662 Accused Products is not a
staple article of commerce suitable for substantial non-infringing use.

39. In addition to the foregoing, Gemalto had pre-suit knowledge of the ‘662 patent and has
knowingly made, used, offered to sell, sold, and/or imported into the United States the ‘662
Accused Products that infringed and continue to infringe the ‘662 patent under 35 U.S.C. § 271.
Because Gemalto did so with knowledge of the ‘662 patent, Gemalto is liable for willful
infringement.

40. Gemalto’s acts of infringement have caused damage to KPN, and KPN is entitled to
recover from Gemalto the damages it has sustained as a result of Gemalto’s wrongful acts in an

amount subject to proof at trial.

DEMAND FOR JURY TRIAL

41. Plaintiff hereby demands a jury trial for all issues so triable.
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PRAYER FOR RELIEF

WHEREFORE, Plaintiff prays for judgment as follows:

A Declaring that Gemalto has infringed the Asserted Patent, contributed to
infringement of the Asserted Patent, and/or induced infringement of the Asserted Patent;

B. Awarding damages arising out of Gemalto’s infringement of the Asserted Patent,
including enhanced damages pursuant to 35 U.S.C. § 284, to Plaintiff, together with prejudgment
and post-judgment interest, in an amount according to proof;

C. Awarding attorneys’ fees to Plaintiff pursuant to 35 U.S.C. § 285 or as otherwise
permitted by law;

D. Awarding such other costs and further relief as the Court may deem just and

proper.

Date: May 1, 2017

Respectfully submitted,

/s/ Brian E. Farnan

Joseph J. Farnan, Jr. (Bar No. 100245)
Brian E. Farnan (Bar No. 4089)
Michael J. Farnan (Bar No. 5165)
FARNAN LLP

919 N. Market St., 12th Floor
Wilmington, DE 19801

Tel: (302) 777-0300

Fax: (302) 777-0301
farnan@farnanlaw.com
bfarnan@farnanlaw.com
mfarnan@farnanlaw.com

10
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Of Counsel:

Lexie G. White

Texas State Bar No. 24048876
Iwhite@susmangodfrey.com
Rocco Magni

Texas State Bar No. 24092745
rmagni@susmangodfrey.com
Jeffrey S. David

Texas State Bar No. 24053171
jdavid@susmangodfrey.com
SUSMAN GODFREY, L.L.P.
1000 Louisiana Street, Suite 5100
Houston, Texas 77002
Telephone: (713) 651-9366
Facsimile: (713) 654-6666

Attorneys for Plaintiff

11
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(7) ABSTRACT

The invention concerns a method and devices for the detec-
tion of errors, in particular transmission errors, in data
streams and/or data packets. In order to better detect sys-
tematic errors in particular, the error detection function
according to the invention is variable. The detection function
is varied on the basis of the time and/or the data themselves,
for example by assigning an individual variation value to
each index (packet index), effectively varying the data
themselves. The invention is particularly suitable for appli-
cation to compressed data streams.
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METHOD AND DEVICES FOR THE
TRANSMISSION OF DATA WITH
TRANSMISSION ERROR CHECKING

This application is a division of application Ser. No.
08/670,514 filed Jun. 26,1996, now U.S. Pat. No. 5,978,959.

BACKGROUND OF THE INVENTION

Field of the Invention

The invention relates to a method for the transmission of
data with transmission error checking. More in particular,
the invention is related to a method for the transmission of
data between a transmitting end and a receiving end of a
transmission channel, involving the generation of supple-
mentary data at the transmitting and the receiving end by a
first and a second function respectively, and the comparison
of the supplementary data generated by said functions in
order to detect transmission errors. The invention further
relates to devices for the application of such a method.

A method and devices of the above-mentioned kind are
known in the prior art. In this connection, the transmission
channel can be set up for transmission in space (bridging a
distance) as well as for transmission in time (storage and
display). Further, the second function can be implemented in
such a manner that it is, for example, an inverse of the first
function, so that the original data are reconstructed. This
allows the original data, rather than the supplementary data,
to be compared. Reference is made to European Patent
Application 0,494,036 and U.S. Pat. No. 4,961,192.

Transmission errors may arise, for example, through
electromagnetic radiation, inadequacies in a storage medium
(transmission in time), and errors in switching and trans-
mission equipment. Prior art methods provide for the check-
ing of transmitted (user) data by the addition of supplemen-
tary data which, as redundant information, enable the
detection of transmission errors to a certain degree. As an
example of such supplementary data, so-called parity bits,
which at the transmitting end can be added to binary data by
a first function and, for example, represent the number of
ones and zeroes, can be mentioned. At the receiving end it
can be checked whether this number of ones and zeros, as
represented by the parity bits, corresponds with the data
received. If the parity bits do not correspond with the data
received, a transmission error has apparently occurred and
the data concerned could be transmitted again if necessary.

In prior art methods the problem arises that systematic
errors are sometimes not detected. Systematic errors, that is
to say, errors which repeat themselves, can arise inter alla
through an error which repeats itself in the transmission
channel (for example an interference signal with a certain
frequency) or through an equipment error. For (binary) data
it holds that there is always a probability that erroneous data
are considered to be correct data because the supplementary
data may be correct by coincidence (the supplementary data
are always restricted in length and therefore a finite number
of supplementary data can be distinguished). With system-
atic errors the case may therefore arise that an error once not
recognized as such, is continually not detected.

International Patent Application WO87/03442 discloses a
data encryption device comprising a CRC (Cyclic Redun-
dancy Code) generator. A counter produces count bits
related to the data. The CRC generator computes a CRC on
the basis of the encrypted data to which the count bits are
appended. Although the appending of count bits provides an
improved protection against systematic errors, such errors
can still not be excluded as the data proper are not altered.
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The non-detection of a transmission error in the data can
make itself felt in the rest of the data received. This is
especially the case if, on the transmission path, the data is
compressed or otherwise encoded. In the decoding process,
not only the erroneous data, but in some cases all following
data may become unusable, in particular if the statistics by
means of which the compression and decompression take
place are affected by the erroneous data.

The ITU-standard V.42 bis describes, for example, an
adaptive compression scheme which, during the
compression, records statistics of the data to be compressed.
If systematic errors are not detected, the said statistics no
longer correspond with the data, so that at the receiving end
an incorrect decompression takes place. This may result in
all decompressed data becoming unusable.

SUMMARY OF THE INVENTION

An object of the invention is to deal with the above-
mentioned and other disadvantages of the prior art, and to
provide a method which allows data to be checked for errors
in a better way, and thus considerably increases the prob-
ability of transmission errors being detected. A further object
of the invention is to provide a method which is particularly
suitable for application to compressed data and which can be
applied in a simple manner.

These and other objects are met in accordance with the
invention by a method for the transmission of data between
a transmitting end and a receiving end of a transmission
channel while providing an error check, said method com-
prising the steps of: generating, at the transmitting end,
supplementary data on the basis of original data by means of
a first function, said first function varying said original data
in time; transmitting both the original data and the supple-
mentary data over a transmission path; regenerating, at the
receiving end, supplementary data on the basis of the
reprocessed transmitted data by means of a second function,
said second function varying said original data in time; and
checking the transmitted data by comparing the regenerated
supplementary data with the transmitted supplementary
data.

In this way it is achieved that the detection probability of
systematic errors in particular increases considerably, since
(erroneous) data are always varied in time, and are thus
effectively checked by a different function each time. The
probability that an error, once not recognized as such, is
continually not detected, has hereby become minimal.

The invention is therefore based on the insight that an
error which repeats itself, once not detected by a normal
(fixed) checking function, will repeatedly go undetected.
The invention is also based on the insight that a variable
checking function can almost always prevent the non-
detection of repetitive errors. A further aspect of the inven-
tion is based on the insight that the varying of the checking
function can be advantageously based on the data to be
checked, and that the varying of the data can be used to
accomplish a varying, i.e. time-dependent checking func-
tion. A further insight which is of importance for the
invention is that between the transmitter and receiving end
a form of synchronization must exist, in other words that the
relationship between user data and supplementary data must
be maintained.

The said functions, that is to say the first and the second
function, are used for the creation of supplementary data at
the transmitting end (first function) and the creation also of
supplementary data at the receiving end (second function),
after which the supplementary data generated by the two
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functions are compared. In principle, the two functions
should be identical or should provide identical results for
identical data. In some cases the second function may not be
identical to the first, but may, for example, be formed by its
inverse. The second function may be of the kind which is
referred to as parity check function.

A function can be varied as a whole, for example by
continually applying another function from a group of
functions. Preferably, however, a function comprises a first
and a second part, of which only the second part is varied.
In this case, the first part can consist of the function proper,
which can be invariable, the second part being a value which
is varied, preferably under influence of the data. The func-
tions can thus, if the data are transmitted in a bit stream, be
varied every n bits, where n =1. If the data are transmitted
in data packets, the functions can be varied on the basis of
one or more parameters of the data packets. As a matter of
fact, the term “data packets” is here also taken to mean
frames, containers and other data structures. The said param-
eters can comprise an indeX, time indication or a channel
number.

EXEMPLARY EMBODIMENTS

The invention will be explained in greater detail by
reference to the figures.

FIG. 1 diagrammatically shows the principle of data
transmission according to the prior art.

FIG. 2 diagrammatically shows a first embodiment of the
method according to the invention.

FIG. 3 diagrammatically shows a second embodiment of
the method according to the invention.

As diagrammatically shown in FIG. 1, supplementary or
check data d1 are generated on the basis of (user) data D by
a first function 1. Subsequently the original data D, like the
supplementary data d1, are transmitted over the transmission
path T from the transmitting or sending end S to the
receiving end R. At the receiving end R, supplementary or
check data d2 are generated by a second function 2, which
preferably is identical to the first function 1. The supple-
mentary data d2 so generated are compared with the trans-
mitted supplementary data d1. If the supplementary data d1
and d2 are equal, the transmission has apparently taken place
without errors. If the supplementary data d1 and d2 are not
equal, then a transmission error has occurred and in many
cases a re-transmission of the data concerned will be
requested.

The supplementary data d1 have a size which inter alla
can be dependent upon the capacity of the transmission path
and the probability of transmission errors. For a size of r bits,
2" different supplementary data d1 and d2 respectively are
possible. Erroneous data can therefore result in correct data
d2 with a probability of 277 (or less). If erroneous data repeat
themselves and are once found to be correct, prior art
methods will always consider these erroneous data to be
correct. The invention seeks to provide a solution in this
regard.

As is shown in FIG. 2 by way of example, functions 1 and
2 can consist of a fixed and a variable part, the variable part
being a variation value. At the transmitting end S, the (first)
function 1 consists of a function part 1a, which generates
supplementary data d1, and a function part 15, which varies
the data which are to be checked. Likewise, at the receiving
end R the (second) function 2 comprises a first function part
2a, which generates supplementary data d2, and a function
part 2b, which varies the data which are to be checked.

In the example shown, the function part 15 comprises an
adder and a random number generator (PRN). The adder is
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preferably an EXOR adder, which adds random numbers to
the user data. The result of this addition is supplied to the
function part 1a, which in this example is fixed but may also
be variably implemented. Likewise, the function part 2b
comprises an adder and a random number generator, which
can be completely identical to those of the function part 1b.
At the receiving end, a comparator C, which compares the
supplementary data d1 and d2, is further included. It will be
understood that the functions described here can be imple-
mented in software as well as in hardware (for example as
an ASIC).

In the example described above, the functions 1 and 2 can
be thought of as consisting of a fixed part (la and 2a
respectively) and a variable part (16 and 2b respectively).
The variable part is variable to the extent that another, in
principle unknown, variation value, namely a random
number, is continually conjoined with the data, in particular
added or interwoven. The variable element, which varies the
behaviour of the function, is thus formed by the random
number. Reference to FIG. 2 will make clear that the
so-called variable function on the one hand, and a fixed
function of which the input data are varied on the other hand,
produce similar results.

The supplementary data d1, which are generated by the
(first) function 1, are transmitted via the transmission path.
In the example shown, the user data D are processed
(encoded) by a process P which, for example, can be a data
compression process, so that processed data D' are trans-
mitted over the transmission path. The function P' at the
receiving end can, for example, comprise the inverse func-
tion of P. In accordance with European Patent Application
0,718,999 (published Jun. 26, 1996 and corresponding with
U.S. patent application Ser. No. 08/569,922 filed Dec. 8,
1995, herewith incorporated by reference in this text), the
supplementary data in the example of FIG. 2 are formed on
the basis of the unprocessed (that is to say, not encoded by
the process P) user data D, that is to say, the user data not
encoded by the process P. It will be understood, however,
that the supplementary data can also be formed on the basis
of the processed (that is to say, encoded) data D', and that the
process P will be omitted in some applications. Apart from
that, the process P can result in a so-called non-systematic
code (by means of a matrix multiplication, for example), in
which case the transmitted supplementary data d1 are not
readily separable from the user data D'.

The random number generator, which itself can be a
(pseudo) random number generator known in the prior art,
supplies random numbers consisting of one or more bits.
Dependent upon the time, but preferably dependent upon the
user data D (or D'), a new random number is continually
generated. If the user data are formed by a bit stream, then
for each bit of the user data, for example, or for every n bits,
a new random number (in general: a new variation value)
can be generated (“bit-index™: the data stream bits function
as parameters on the basis of which the varying takes place).
It is also possible to vary the function completely for every
n bits (n21) by loading a new algorithm (function f), for
example, in the “fixed” part 1a (and 2a respectively). The
variable part 15 (and 2b respectively) can be omitted in the
latter case.

If the user data D are transmitted in the form of data
packets (in which frames, containers, cells and such are
included), the variation value can advantageously be deter-
mined by a data packet index. Such an index may consist, for
example, of the channel number, a sequence number, a time
indication, and so on. In this connection, the index can be
used directly as variation value (thus in the example of FIG.
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2 by supplying the index instead of a random number to the
adder), or indirectly. In the latter case, the index may be
used, for example, as the starting value of a random number
generator, but also as the address of a list (stored in a
memory) of variation values which were possibly generated
earlier by a random number generator. Besides an increase
in speed, the use of a list offers the advantage of a larger
range: an index of, for example, four bits can address sixteen
memory locations, which could each contain a variation
value of, for example, 32 bits. According to a still further
aspect of the invention, the variation value (or the functions,
respectively) is, on the contrary, not changed if the index is
changed, since a modified index (such as the channel
number) indicates modified data. As a result, a further speed
advantage can be gained.

In order to synchronize the first and second function at the
transmitter and receiving ends respectively, the supplemen-
tary data can advantageously be accommodated at a fixed
place in a data block, in which case such a data block can
also consist of a number of data packets or other data
structures. Accommodating at a fixed place simplifies the
recognition of the supplementary data and, with that, the
synchronization, that is to say, the relationship between user
data and supplementary data. In particular, if the user data
have been processed (for example compressed), the built-in
synchronization monitoring which is included in most com-
munication protocols can be used with advantage. Further,
the (standard) re-transmission protocol for re-establishing
synchronization can be employed, as can the synchroniza-
tion required for the multiplexing and de-multiplexing of the
supplementary data.

As explained above with reference to FIG. 2, the prob-
ability of repetitions in the data, and with that the probability
of repetitive non-detection of errors, is considerably reduced
by the addition of (pseudo) random numbers to the (either
processed or non-processed) user data. In the example of
FIG. 2, the function 1b, like the function 2b at the receiving
end R, is preferably non-linear. By using a non-linear
function, the probability of repetitive non-detection of errors
is further reduced.

A non-linear function can be achieved by means of a
so-called S-box, known in the art of cryptography. Input data
are supplied to the first input of the S-box, which can be
formed by a memory filled with random numbers. These
input data are also supplied to an adder, which is connected
to the output of the S-box. A permutation is performed on the
output data of the adder, after which these data are supplied
to the second input of the S-box via a time delay. The
addressing of the memory of the S-box thus takes place on
the basis of data which consist partly of the original input
data and partly of the time-delayed feedback data. The data
thus resulting from the permutation are dependent upon the
input data in a non-linear manner.

In FIG. 3, a second exemplary embodiment of the inven-
tion is diagrammatically shown. The function 1 at the
transmitting end S can again consist of a fixed part 1a and
a variable part 1b. The fixed part 1la can correspond com-
pletely with that of FIG. 2. In the example of FIG. 3, the
variable part 1b, which brings about a variation in the data,
comprises a permutation of the data D. In this connection, bit
positions within a data block are interchanged, for example
as follows: bit 1 to position 2, bit 2 to position 4, bit 3 to
position 1 and bit 4 to position 3. A bit string represented by
ABCD thus has the sequence CADB after one permutation,
the sequence DCBA after two permutations, and so on. As
variation value in this embodiment, the permutation can be
used: different permutations can be read out from a table,
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and be varied on the basis of the data (number of bits, index,
etc., see above). Advantageously, the permutations can be
repeatedly applied, for example by continually reperforming
each permutation on itself. The said permutations can be
applied to a data block or to a part of a data block. Within
relatively long data packets, it may be advantageous to apply
a permutation to a part of the packet repetitively. In this case
either the same or another permutation can be used for each
data block (packet part).

Because in the embodiment of FIG. 3 permutations are
applied to the data, the requirements for the functions 1 and
2 can be less stringent. In the case of FIG. 3, for instance,
linear functions will suffice.

In the embodiment of FIG. 3, the function units 1 and 2
may each comprise a microprocessor and suitable memory
means. In the memory means, suitable software programs
for performing the permutations and for performing the
actual function f may be stored. An additional memory may
optionally be provided for storing a permutation table.
Alternatively, the permutations and/or the functions f may be
implemented in hardware, e.g. in an application-specific
integrated circuit (ASIC). The comparator C may be imple-
mented as a hardware component or, alternatively, as
software, e.g. running on the processor of function unit 2. It
will be understood that the embodiment of FIG. 2 may be
implemented in a similar way, the permutation being
replaced by a random number generator and an EXOR-
adder. Both the random number generator and the adder may
be implemented in hardware or in software.

The embodiments of the invention shown above provide
a reliable check on the transmitted data. Error patterns
which, in combination with data, result in erroneous data
which are not recognized as such by conventional means,
can also be detected by the method according to the inven-
tion.

In general, a re-transmission of (a block of) data is
requested if an error is detected. According to a further
aspect of the invention, the same state of the functions is
used during the retransmission, since the functions have
detected an error in their respective state. In other words, on
re-transmission the functions are preferably not varied with
respect to their state during the detection of a transmission
error. If required, the said state (variation values or the
function itself) can, to this end, be stored in a special
memory to be used again on receiving the re-transmission
involved.

In the above, it was continually described how transmitted
data are checked on the basis of supplementary data. Instead
of, or in addition to, checking the data themselves, it is also
possible to check values which are dependent upon the data,
such as tables in data compression and decompression
processes. In this connection, the error propagation as a
result of the influencing of data statistics can be reduced by
loading the (new) statistics in the decoding or encoding unit
only after these have been checked and found to be correct
(stepwise adaptive coding).

As a further check on transmission errors with com-
pressed data which are transmitted in data packets, a check
can be performed which takes the length of the packets into
account. A packet which, after compression or
decompression, is longer than normal (where “normal” can
be determined on the basis of statistics or on the basis of
separately transmitted length data), can then be considered
to be incorrect.

It will be understood by those skilled in the art that the
invention is not limited to the embodiments shown, and that
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many modifications and additions are possible without at least some of the bits in each of said blocks making
departing from the scope of the invention. up said original data without reordering any blocks of

What is claimed is: original data.

1. Adevice for producing error checking based on original 2. The device according to claim 1, wherein the varying
data provided in blocks with each block having plural bitsin 5 device is further configured to modify the permutation in
a particular ordered sequence, comprising: time.

a generating device configured to generate check data; 3. The device according to claim 2, wherein the varying

and is further configured to modify the permutation based on the

a varying device configured to vary original data prior to original data.

supplying said original data to the generating device as 19 4. The device according to claim 3, wherein the permu-
varied data; tating device includes a table in which subsequent permu-
wherein said varying device includes a permutating tations are stored.

device configured to perform a permutation of bit
position relative to said particular ordered sequence for ¥ % % % %
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