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COMPLAINT FOR PATENT INFRINGEMENT

Plaintiff Finjan, Inc. (“Finjan”) files this Complaint for Patent Infringement and Demand for
Jury Trial against Fortinet Inc. (“Defendant” or “Fortinet”) and alleges as follows:

THE PARTIES

1. Finjan is a Delaware Corporation with its principal place of business at 2000 University
Avenue, Suite 600, E. Palo Alto, California 94303.
2. Upon information and belief, Fortinet Inc. is a Delaware Corporation with its principle
place of business at 899 Kifer Road, Sunnyvale, California 94086.
JURISDICTION AND VENUE

3. This action arises under the Patent Act, 35 U.S.C. § 101 et seq. This Court has original
jurisdiction over this controversy pursuant to 28 U.S.C. 8§ 1331 and 1338.

4, Venue is proper in this Court pursuant to 28 U.S.C. 88 1391(b) and (c) and/or 1400(b).

5. This Court has personal jurisdiction over Defendant. Defendant regularly and
continuously does business in this District and has infringed or induced infringement, and continues to
do so, in this District. Upon information and belief, Defendant maintains an office within this District
in Sunnyvale, California. Upon information and belief, Defendant’s office in Sunnyvale is a regular
and established place of business and its principal place of business. In addition, the Court has
personal jurisdiction over Defendant because minimum contacts have been established with the forum
and the exercise of jurisdiction would not offend traditional notions of fair play and substantial justice.

INTRADISTRICT ASSIGNMENT

6. Pursuant to Local Rule 3-2(c), Intellectual Property Actions are assigned on a district-
wide basis.

FINJAN’S INNOVATIONS

7. Finjan was founded in 1997 as a wholly-owned subsidiary of Finjan Software Ltd., an
Israeli corporation. In 1998, Finjan moved its headquarters to San Jose, California. Finjan was a
pioneer in developing proactive security technologies capable of detecting previously unknown and

emerging online security threats, recognized today under the umbrella term “malware.” These
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technologies protect networks and endpoints by identifying suspicious patterns and behaviors of
content delivered over the Internet. Finjan has been awarded, and continues to prosecute, numerous
patents covering innovations in the United States and around the world resulting directly from Finjan’s
more than decades-long research and development efforts, supported by a dozen inventors and over
$65 million in R&D investments.

8. Finjan built and sold software, including application program interfaces (APIs) and
appliances for network security, using these patented technologies. These products and related
customers continue to be supported by Finjan’s licensing partners. At its height, Finjan employed
nearly 150 employees around the world building and selling security products and operating the
Malicious Code Research Center, through which it frequently published research regarding network
security and current threats on the Internet. Finjan’s pioneering approach to online security drew
equity investments from two major software and technology companies, the first in 2005 followed by
the second in 2006. Finjan generated millions of dollars in product sales and related services and
support revenues through 2009, when it spun off certain hardware and technology assets in a merger.
Pursuant to this merger, Finjan was bound to a non-compete and confidentiality agreement, under
which it could not make or sell a competing product or disclose the existence of the non-compete
clause. Finjan became a publicly traded company in June 2013, capitalized with $30 million. After
Finjan’s obligations under the non-compete and confidentiality agreement expired in March 2015,
Finjan re-entered the development and production sector of secure mobile products for the consumer
market.

FINJAN’S ASSERTED PATENTS

9. On November 28, 2000, the United States Patents and Trademark Office (“USPTQO”)
issued to Shlomo Touboul and Nachshon Gal U.S. Patent No. 6,154,844 (“the ‘844 Patent”), titled
SYSTEM AND METHOD FOR ATTACHING A DOWNLOADABLE SECURITY PROFILE TO A
DOWNLOADABLE. A true and correct copy of the ‘844 Patent is attached to this Complaint as

Exhibit 1 and is incorporated by reference herein.
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10.  All rights, title, and interest in the ‘844 Patent have been assigned to Finjan, who is the
sole owner of the ‘844 Patent. Finjan has been the sole owner of the ‘844 Patent since its issuance.

11. The ‘844 Patent is generally directed towards computer networks, and more
particularly, provides a system that protects devices connected to the Internet from undesirable
operations from web-based content. One of the ways this is accomplished is by linking a security
profile to such web-based content to facilitate the protection of computers and networks from
malicious web-based content. The ‘844 Patent discloses and specifically claims inventive concepts
that represent significant improvements over conventional network security technology that was
available at the time of filing of the *844 Patent and are more than just generic software components
performing conventional activities.

12. On March 18, 2014, the USPTO issued to Yigal Mordechai Edery, Nimrod Itzhak
Vered, David R. Kroll, and Shlomo Touboul U.S. Patent No. 8,677,494 (“the ‘494 Patent”), titled
MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS. A true and
correct copy of the ‘494 Patent is attached to this Complaint as Exhibit 2 and is incorporated by
reference herein.

13.  All rights, title, and interest in the ‘494 Patent have been assigned to Finjan, who is the
sole owner of the ‘494 Patent. Finjan has been the sole owner of the ‘494 Patent since its issuance.

14.  The ‘494 Patent is generally directed towards a method and system for deriving security
profiles and storing the security profiles. One of the ways this is accomplished is by deriving a
security profile for a downloadable, which includes a list of suspicious computer operations, and
storing the security profile in a database. The ‘494 Patent discloses and specifically claims inventive
concepts that represent significant improvements over conventional network security technology that
was available at the time of filing of the ‘494 Patent and are more than just generic software
components performing conventional activities.

15.  On December 13, 2011, the USPTO issued to Yigal Mordechai Edery, Nimrod Itzhak
Vered, David R. Kroll and Shlomo Touboul U.S. Patent No. 8,079,086 (“the ‘086 Patent”), titled
MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS. A true and
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correct copy of the ‘086 Patent is attached to this Complaint as Exhibit 3 and is incorporated by
reference herein.

16.  All rights, title, and interest in the ‘086 Patent have been assigned to Finjan, who is the
sole owner of the ‘086 Patent. Finjan has been the sole owner of the ‘086 Patent since its issuance.

17.  The ‘086 Patent is generally directed towards computer networks and, more
particularly, provides a system that protects devices connected to the Internet from undesirable
operations from web-based content. One of the ways this is accomplished is by creating a profile of
the web-based content and sending these profiles and corresponding web-content to another computer
for appropriate action. The ‘086 Patent discloses and specifically claims inventive concepts that
represent significant improvements over conventional network security technology that was available
at the time of filing of the ‘086 Patent and are more than just generic software components performing
conventional activities.

18. On January 12, 2010, the USPTO issued to Yigal Mordechai Edery, Nimrod Itzhak
Vered, David R. Kroll, and Shlomo Touboul U.S. Patent No. 7,647,633 (“the ‘633 Patent”), titled
MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS. A true and
correct copy of the ‘633 Patent is attached to this Complaint as Exhibit 4 and is incorporated by
reference herein.

19.  All rights, title, and interest in the ‘633 Patent have been assigned to Finjan, who is the
sole owner of the ‘633 Patent. Finjan has been the sole owner of the ‘633 Patent since its issuance.

20. The *633 Patent is generally directed toward computer networks and, more particularly,
provides a system that protects devices connected to the Internet from undesirable operations from
web-based content. One of the ways this is accomplished is by determining whether any part of such
web-based content can be executed and then, if so, trapping such content and neutralizing possible
harmful effects using mobile protection code. The ‘633 Patent discloses and specifically claims
inventive concepts that represent significant improvements over conventional network security
technology that was available at the time of filing of the ‘633 Patent and are more than just generic

software components performing conventional activities.
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21. On June 6, 2006, the USPTO issued to Yigal Mordechai Edery, Nimrod Itzhak Vered,
David R. Kroll and Shlomo Touboul U.S. Patent No. 7,058,822 (“the ‘822 Patent”), titled
MALICIOUS MOBILE CODE RUNTIME MONITORING SYSTEM AND METHODS. A true and
correct copy of the 822 Patent is attached to this Complaint as Exhibit 5 and is incorporated by
reference herein.

22.  All rights, title, and interest in the ‘822 Patent have been assigned to Finjan, who is the
sole owner of the ‘822 Patent. Finjan has been the sole owner of the ‘822 Patent since its issuance.

23. The ‘822 Patent is generally directed towards computer networks and more particularly
provides a system that protects devices connected to the Internet from undesirable operations from
web-based content. One of the ways this is accomplished is by determining whether any part of such
web-based content can be executed and then trapping such content and neutralizing possible harmful
effects using mobile protection code. Additionally, the system provides a way to analyze such web-
content to determine whether it can be executed. The 822 Patent discloses and specifically claims
inventive concepts that represent significant improvements over conventional network security
technology that was available at the time of filing of the ‘822 Patent and are more than just generic
software components performing conventional activities.

24. On July 5, 2011, the USPTO issued to Moshe Rubin, Moshe Matitya, Artem Melnick,
Shlomo Touboul, Alexander Yermakov and Amit Shaked U.S. Patent No. 7,975,305 (“the *305
Patent”), titted METHOD AND SYSTEM FOR ADAPTIVE RULE-BASED CONTENT SCANNERS
FOR DESKTOP COMPUTERS. A true and correct copy of the 305 Patent is attached to this
Complaint as Exhibit 6 and is incorporated by reference herein.

25.  All rights, title, and interest in the ‘305 Patent have been assigned to Finjan, who is the
sole owner of the ‘305 Patent. Finjan has been the sole owner of the ‘305 Patent since its issuance.

26. The ‘305 Patent is generally directed towards network security and, in particular, rule
based scanning of web-based content for exploits. One of the ways this is accomplished is by using
parser and analyzer rules to describe computer exploits as patterns of types of tokens. Additionally,

the system provides a way to keep these rules updated. The *305 Patent discloses and specifically
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claims inventive concepts that represent significant improvements over conventional network security
technology that was available at the time of filing of the ‘305 Patent and are more than just generic
software components performing conventional activities.

27. On July 17, 2012, the USPTO issued to Moshe Rubin, Moshe Matitya, Artem Melnick,
Shlomo Touboul, Alexander Yermakov and Amit Shaked U.S. Patent No. 8,225,408 (“the ‘408
Patent”), titled METHOD AND SYSTEM FOR ADAPTIVE RULE-BASED CONTENT
SCANNERS. A true and correct copy of the ‘408 Patent is attached to this Complaint as Exhibit 7 and
is incorporated by reference herein.

28.  All rights, title, and interest in the ‘408 Patent have been assigned to Finjan, who is the
sole owner of the ‘408 Patent. Finjan has been the sole owner of the ‘408 Patent since its issuance.

29. The ‘408 Patent is generally directed towards network security and, in particular, rule
based scanning of web-based content for a variety of exploits written in different programming
languages. One of the ways this is accomplished is by expressing the exploits as patterns of tokens.
Additionally, the disclosed system provides a way to analyze these exploits by using a parse tree. The
‘408 Patent discloses and specifically claims inventive concepts that represent significant
improvements over conventional network security technology that was available at the time of filing of
the ‘408 Patent and are more than just generic software components performing conventional
activities.

30.  On November 15, 2005, the USPTO issued to Shlomo Touboul U.S. Patent No.
6,965,968 (“the ‘968 Patent”), titled POLICY-BASED CACHING. A true and correct copy of the
‘968 Patent is attached to this Complaint as Exhibit 8 and is incorporated by reference herein.

31.  Allrights, title, and interest in the ‘968 Patent have been assigned to Finjan, who is the
sole owner of the ‘968 Patent. Finjan has been the sole owner of the ‘968 Patent since its issuance.

32.  The “968 Patent is generally directed towards methods and systems for enabling policy-
based cache management to determine if digital content is allowable relative to a policy. One of the
ways this is accomplished is scanning digital content to derive a content profile and determining

whether the digital content is allowable for a policy based on the content profile. The ‘968 Patent
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discloses and specifically claims inventive concepts that represent significant improvements over
conventional network security technology that was available at the time of filing of the ‘968 Patent and
are more than just generic software components performing conventional activities.

33. On August 26, 2008, the USPTO issued to Shlomo Touboul U.S. Patent No. 7,418,731
(“the 731 Patent”), titted METHOD AND SYSTEM FOR CACHING AT SECURE GATEWAYS. A
true and correct copy of the 731 Patent is attached to this Complaint as Exhibit 9 and is incorporated
by reference herein.

34.  All rights, title, and interest in the ‘731 Patent have been assigned to Finjan, who is the
sole owner of the ‘731 Patent. Finjan has been the sole owner of the ‘731 Patent since its issuance.

35. The ‘731 Patent is generally directed towards methods and systems for providing an
efficient security system. One of the ways this is accomplished is by implementing a variety of caches
to increase performance of the system. The ‘731 Patent discloses and specifically claims inventive
concepts that represent significant improvements over conventional network security technology that
was available at the time of filing of the ‘731 Patent and are more than just generic software
components performing conventional activities.

36. The patents in paragraphs 9-35 are collectively referred to as the “Asserted Patents.”

FINJAN’S NOTICE OF INFRINGEMENT TO DEFENDANT

37. Defendant is well aware of Finjan’s patents, including the Asserted Patents, and has
continued its infringing activity, despite this knowledge, for years. Finjan gave written notice to
Defendant of its infringement of Finjan’s patents by letter dated December 8, 2016, which specifically
identified Finjan’s ‘844, 494, 086, ‘633, ‘822, ‘305, ‘408, ‘968, and ‘731 Patents. This letter also
identified many of Defendant’s infringing products. Finjan also provided Defendant with an
exemplary infringement claim chart with its December 8, 2016 letter showing how Defendant’s
FortiGate, FortiSandbox, FortiClient, FortiWeb, FortiMail, FortiGuard Security Services, and
FortiGuard Labs products (collectively, the “Accused Products™) infringe various of Finjan’s Asserted

Patents. See, Ex. 10 Fortinet 12-08-16 Notice Letter.
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38. Finjan gave Defendant in-person PowerPoint presentations on or about September 20,
2017 and on or about April 5, 2018, during which Finjan described to Defendant how the Accused
Products variously infringed Finjan’s patents, including at least Finjan’s ‘844, ‘633, ‘494, ‘731, and
‘068 Patents. See, Ex. 11 Fortinet 04-05-18 Presentation. Finjan subsequently emailed a copy of the
PowerPoint presentation slides to Defendant on April 10, 2018. An excerpt from Finjan’s PowerPoint
presentation to Defendant is copied below, and is just one image out of the dozens of pages in the April

5, 2018 PowerPoint presentation:

Finjan patented technologles aligned with Fortinet products & services

- =
fll'lj 9 n Exemplary Patents Fi:RTINET Products and Technologies
rrrrrrrrr
FortGats .
Technology | US Patent Granted | o Next F Ffml'"t F Web
Cluster No. Foreign Patent Firewall Security Services Firewalls
6,092,194 EP0966094
Behavior- 6,164,844 CA2276TT
X X X X X
Based Security| gg77494 | JP3952315
IL129729
Policy 6,966,968
X X X X
Management | 7 418731
7,647,633
Sandboxing 7,068,822 :HE: X X X X X
9,141,786

Finjan's patent portfolio contains additional technologies useful in cybersecurity: Hashing, Search Security, HTTP Splitting,
Histograms etc.

Ex. 11 Fortinet 04-05-18 Presentation at page 21.

39. Finjan’s PowerPoint presentations to Defendant on or about September 20, 2017 and on
or about April 5, 2018 also identified every patent Finjan owns by number, including their approximate
expiration dates.

40. Thus, despite Finjan’s best efforts to inform Defendant that its products infringe
Finjan’s patents and to engage Defendant in good-faith licensing discussions, Defendant refused to
take a license to Finjan’s patents. As shown above, Defendant knew that it infringed the Asserted
Patents well before Finjan filed this action, and Defendant acted egregiously and willfully in that it

continued to infringe Finjan’s patents and, on information and belief, took no action to avoid
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infringement. Instead, Defendant continued to develop additional technologies and products that
infringe the Asserted Patents. As such, Defendant has continued to willfully, wantonly, and
deliberately engage in acts of infringement of the Asserted Patents.

DEFENDANT’S INFRINGING PRODUCTS AND TECHNOLOGIES

41. Defendant makes, uses, sells, offers for sale, and imports into the United States and this
District infringing products and services that utilize FortiGate, FortiManager, FortiAnalyzer,
FortiSiem, FortiSandbox, FortiMail, FortiWeb, FortiCache, and FortiClient technologies, including
Fortinet Security Fabric products (collectively, the “Accused Products”).

42. Fortinet’s products are all interrelated through the Fortinet Security Fabric Platform.
The Fortinet Security Fabric Platform integrates Fortinet’s detection and analytic technologies across

various product offerings, briefly described below.

Ex. 12 Fortinet Security Fabric.pdf at page 1.

FortiGate

43. FortiGate receives continuous threat intelligence updates from FortiGuard Labs security

services to provide comprehensive threat protection, including intrusion prevention, anti-malware,
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cloud sand-box, application control and web filtering, against known and unknown advanced attacks.
FortiGate automates visibility into applications, users, and the network while also providing security
ratings to adopt security best practices.
Fortiweb

44, FortiWeb is a web application firewall that uses an Al-enhanced and multi-layered
approach to protect web applications from sophisticated attacks, application vulnerabilities, bots, and
suspicious URLs, SQL injection, cross-site scripting, buffer overflows, cookie poisoning, malicious
sources, and DoS attacks. Fortiweb is commonly combined with the Web Application Security
Service from FortiGuard Labs.

FortiMail

45, FortiMail is a secure email gateway that inspects incoming and outgoing email to stop
volume-based and targeted cyber threats such as malicious messages, secure the dynamic enterprise
attack surface, prevent the loss of sensitive data, and help maintain compliance with regulations.
FortiMail may be deployed as physical or virtual appliances on-site or in the public cloud to serve
organizations from small businesses to carriers, service providers, and large enterprises.

FortiSandbox

FortiSandbox subjects suspicious and at-risk files to Fortinet’s antivirus engine, FortiGuard global
intelligence query, and code emulation for a first stage analysis. FortiSandbox then conducts a second
stage analysis in a contained environment to uncover the full attack lifecycle using system activity and
callback detection. FortiSandbox provides reports with captured packets, original file, tracer log, and
screenshots for threat intelligence and actionable insight after file examination. The local intelligence
can optionally be shared with Fortinet threat research team, FortiGuard Labs, to help protect
organizations globally. FortiSandbox supports and may be integrated with FortiGate, FortiMail,
Fortiweb, FortiADC, FortiProxy, FortiClient (ATP agent) and FabricReady Partner submission, as

well as third-party security vendor offerings.
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j/\l FortiGuard Labs
\! 7,
N 4 ) security updates

@ ntalligence Sharing @ File submission for analysis,

e 0 Je results returned
‘g, ‘Cl_ll Igl Mitigate
e
ission

FortiSandbox @ Block Dbie_cts on the submisswor_l device
or quarantine files on the endpoint

File Submission/ on : File Submission!
Result @Rm Htime Intelligence Updates Result @ Quarantine endpoints
\ { @ Further investigate and respond
N N g ,-"“‘\\.-f""\@ Black Objects Update
- %-& < T
/ = 3¢ 3 .
k\//‘*!\\\/@ S-S FortiClient jate agent Share loCs to integrated devices
. M R R Third-party Endpaint Agent
FortiGate/FortiMail/FortiWeb/FortiADC/FortiProxy/ICAP Device S @ Optionally share analysis with FortiGuard
File Quarantine
l @ ‘@} Improve protections for all

Quarantine Devices Forensics and Response customers/devices

Ex. 13 FortiSandboxData.pdf at page 2.
FortiClient
46. FortiClient ensures that all Security Fabric components — FortiGate, FortiAnalyzer,
EMS, Managed AP, Managed Switches, Sandbox — have a unified view of endpoints in order to
provide tracking & awareness, compliance enforcement and reporting. In this way, FortiClient may
identify vulnerable or compromised hosts and track all details of systems and user profiles across the
attack surface.
FortiAnalyzer
47. FortiAnalyzer collects, analyzes, and correlates log data from the distributed network of
Fortinet Enterprise Firewalls to one central location. Additionally, FortiAnalyzer allows a user to view
all firewall traffic and generate reports from a single console. With a subscription to FortiGuard
Indicator of Compromise (I0OC) service, FortiAnalyzer can provide a prioritized list for compromised
hosts, in order to quickly take remedial action.
FortiManager
48. FortiManager is a single console for centralized device management of the Fortinet
Security Fabric group, including all Fortinet firewalls switches, wireless infrastructure, and endpoints.
FortiManager may quickly create and modify policies/objects with a consolidated, drag and drop
enabled, in-view editor. FortiManager also allows for detailed revision tracking, thorough auditing

capabilities, and workflow integration.
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FortiSIEM
49. FortiSIEM is Fortinet’s Multivendor Security Incident and Events Management
solution. FortiSIEM takes the analytics traditionally monitored in separate silos — from Network
Operations Center (NOC) and Security Operations Center (SOC) — and brings that data together for a
more holistic view of the security and availability of the business. FortiSIEM provides cross
correlation among network devices, applies machine learning, and user and entity behavior analytics
(UEBA) to improve response, prevent breaches before they occur, and minimize event information
‘noise.’
FortiCache
50. FortiCache appliances provide a combination of content caching, WAN acceleration,
and filtering controls to ensure desired content is delivered promptly, bandwidth overheads are
minimized, and controls are in place to ensure bandwidth misuse is mitigated. FortiCache’s WAN
optimization tools lower transaction overhead and decrease overall network utilization. FortiCache
stores popular content closer to users to speed delivery and improve satisfaction while simultaneously
conducting content filtering and real-time analysis to detect and restrict unwanted content.

DEFENDANT’S WILLFUL INFRINGEMENT OF FINJAN’S PATENTS

51. Defendant has been and continues to infringe, the ‘844, 494, ‘086, ‘633, ‘822, 305,
‘408, ‘968, and ‘731 Patents (collectively, the “Asserted Patents”) in this Judicial District and
elsewhere in the United States by, among other things, making, using, importing, selling, and offering
for sale the Defendant’s products and services that utilize FortiGate, FortiManager, FortiAnalyzer,
FortiSiem, FortiSandbox, FortiMail, FortiWeb, FortiCache, and FortiClient technologies, including
Fortinet Security Fabric Platform products (collectively, the “Accused Products”).

52. In addition to directly infringing the Asserted Patents under 35 U.S.C. §271(a),
Defendant indirectly infringed and continues to indirectly infringe the ‘844, ‘494, ‘086, ‘633, ‘822,
‘305, ‘408, ‘968, and ‘731 Patents by instructing, directing, and requiring others, including its
customers, purchasers, users, and developers, to perform all or some of the steps of the method claims,

either literally or under the doctrine of equivalents.
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COUNT I
(Direct Infringement of the ‘844 Patent pursuant to 35 U.S.C. § 271(a))

53. Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the
allegations of the preceding paragraphs, as set forth above.

54, Defendant infringed Claims 1-44 of the ‘844 Patent in violation of 35 U.S.C. § 271(a).

55. Defendant’s infringement is based upon literal infringement or, in the alternative,
infringement under the doctrine of equivalents.

56. Defendant’s acts of making, using, importing, selling, and offering for sale infringing
products and services were without the permission, consent, authorization, or license of Finjan.

57. Defendant’s infringement included, the manufacture, use, sale, importation and offer for
sale of Defendant’s products and services that utilize FortiGate, FortiSandbox, FortiClient, FortiWeb,
FortiMail, FortiGuard Security Services, and FortiGuard Labs technologies, including Fortinet
Security Fabric Platform products (collectively, “the 844 Accused Products”).

58. The *844 Accused Products practice the patented invention of the ‘844 Patent and
infringed the ‘844 Patent because they make or use the system and perform the steps of receiving a
downloadable by an inspector, generating, by the inspector, a downloadable security profile that
identifies suspicious code in the received downloadable, and linking, by the inspector, the
downloadable security profile to the downloadable before a web server makes the downloadable
available to web clients.

59. To the extent the ‘844 Accused Products used a system that includes modules,
components or software owned by third parties, the ‘844 Accused Products still infringed the ‘844
Patent because Defendant is vicariously liable for the use of the patented system by controlling the
entire system and deriving a benefit from the use of every element of the entire system. Similarly, to
the extent Defendant’s customers perform a step or steps of the patented method or the ‘844 Accused
Products incorporate third parties’ modules, components or software that perform one or more patented

steps, Defendant’s ‘844 Accused Products still infringed the ‘844 Patent because the ‘844 Accused
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Products condition receipt by the third parties of a benefit upon performance of a step or steps of the

patented method and establish the manner or timing of that performance.

60.

The ‘844 Accused Products are computer-based systems that analyze Downloadables

and can intercept and submit suspicious content.

Sandbox Malware Analysis

Complement your established defenses with a two-step
sandboxing approach. Suspicious and at-risk files are
subjected to the first stage of analysis with Fortinet’s award-
winning AV engine, FortiGuard global intelligence query™,
and code emulation. Second stage analysis is done in a
contained environment to uncover the full attack lifecycle
using system activity and callback detection. Figure 1
depicts new threats discovered in real time.

In addition to supporting FortiGate, FortiMail, FortiWeb,
FortiADC, FortiProxy, FortiClient (ATP agent) and Fabric-
Ready Partner submission, third-party security vendor
offerings are supported through a well-defined open API set.

Ex. 13 FortiSandboxData.pdf at page 2.

-
6_ NFortiGuard Labs
______________________________ ’ e - e e EE .S E e SRS DSBS EEE . E. .-
- Security‘Updates

Intelligence S

haring
Je Je 4
Q‘
— |~ LD

FortiSandbox

RE&lATImE Intelligence Updates

File Ssubmission/
Result

1
1 .
bl &
L Block Objects —
= @ I - ]
i -

FortiGate/FortiMail/FortiWeb/FortiA DC/FortiProxy/ICAP Device

e - \
g FortiClient i21p Agers) | Y
- Third-party Endpoirt Agert N
Json Az @
File Quarantine
Pt A

.

Quarantine Devices Forensics and Response

Ex. 13 FortiSandboxData.pdf at page 2.
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Query

File submission for analysis,
results returned

Mitigate

Block objects on the submission device
or quarantine files on the endpoint

@ Quarantine endpoints
@ Further investigate and respond

Update
Share loCs to integrated devices
Optionally share analysis with FortiGuard

Improve protections for all
customers/devices

Ex. 13 FortiSandboxData.pdf at page 2.

61. The ‘844 Accused Products include various Downloadable scanners such as
FortiSandbox to receive incoming Downloadables (e.g., web applications and files) from network
devices and, by sampling files, creating sandbox tracer logs, and utilizing PCAP capture and

indicators, can detect threats and vulnerabilities to derive security profile data for the Downloadables.

MONITORING AND REPORT

Real- Time Monitoring Widgets (viewable by source and time period options): Scanning result statistics,
scannmg activiies (mrer nme) top Iargeted hosts, top rnalwara top mfecnous uns. top r:aJIhack domams

Diilldown Event Viewer. Dynamic table with content of actions, mahware name, rating, lype S0UICE, deshnahon
__detecnon nrne and downluad pam

Loggmg — GUI duwnload R&W Iog f||e

Repart generahnn for mallunus ﬁles Del:aﬂed repnrts on ﬁle chamctensncs and behavmrs ﬁle madﬂmahun
process behawors reg|s11y behawnrs newmm behawura VIl snapshut behawnr L:hmnult:ngj.I chart

Furherﬁmlysm Dowrloadable fles — sample ﬂle sandbox tracer Ings PCAPcapUJre andindicatorsin~
S

Ex. 13 FortiSandboxData.pdf at page 4.
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62.  The Downloadable scanners derive security profile data for the received Downloadables

and specify the suspicious indicators/behaviors for the Downloadables.
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ligh Risk Botnet
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SourceIP 139.1%6.16.2
Diestination P 64054912
Digital Signature No

Scan Bypass Configuration  HIA

8 MoreDetails
@ Behavior summary

B Analysis Details

[ Packer A

[= File Type exe

& Downloaded From  hitp-ilivenaked comAtyles-hkoimgi.exe
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X Caplured Packets & OriginalFle || & Tracer Package || & TracerLog

S Behavior Chronolagy Chart

T

L]

g ° a

g

= GO G R AR R N R O L] o

) 5 20152 5:2 5:28:0015: 201524 5
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B static Analysis|2)
= Flles Craated (14)

Figure 2: Detailed malware report with built-in tools

Ex. 14 FortiSandboxSheet.pdf at page 2.

16

COMPLAINT FOR PATENT INFRINGEMENT

CASE NO.




© 00 ~N o o B~ w NP

NN RN NN N N RN P B R R R R R R R
© N o b~ W N P O © 0o N oo o~ W N Rk o

Case 3:18-cv-06555 Document 1 Filed 10/26/18 Page 18 of 121
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Figure 1: Widget-based real-time threat status dashboard

Ex. 13 FortiSandboxData.pdf at page 2.
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Figure 2: Detailed malware report with built-in tools

Ex. 13 FortiSandboxData.pdf at page 2.
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63. The ‘844 Accused Products include an inspector that links to the Downloadable before
a web server makes the Downloadable security profile available to web clients in order to identify
suspicious code in the received Downloadable.

64. The ‘844 Accused Products link PCAP logs, tracer logs and VM screenshots that form a

complete security profile, to the Downloadable.

Analysis Details

FortiSandbox analysis details include additional file information for analysis. For some files
submitted, you can select to download the PCAP file, the original file, a tracer log and VM
screenshot.

File Edit View Go Cepture Analyze Stafistics Telephony Tools Intemals Help
e dHF BREXRS AesaTE EE el @8 W% B

Filter: Expression... Clear Apply Save
No. Time Source Destination Protocol Length Infe
1 0.000000 10.0.3.15 204.193.144. 89 TCP 62 micelink > http [5YN] Seg-0 Win-65535 Len-D M55-1460 SACK_PERM-1
20.000110 204.193.144.59 10.0.3.15 e 60 hrep > nicelink [STh, ACK] 58G=0 Ack=1 Win=63535 Len=0 Wss=1460
3 0.000110 10.0.3.15 204.193.144. 89 TcP 54 nicelink » http [ACK] Seg-1 Ack-1 Win-85535 Len-0 B
4.0.000110 10.0.3.15 204.193.144. 89 HTTP 386 PosT / WTTP/1.1  (application/x-waw-form-urlencoded)
5 0.000110 204.193.144.%9 10.0.3.15 TR 60 hetp > nicelink [ACK] Seg=1 Ack=333 Win=65535 Len=0 4
60.000219 204.193.144.89 10.0.3.15 HTTR 544 HTTP/1.1 302 Moved Temporarily
7 0.000219 204.193.144.89 10.0.3.15 = 60 heep > nicelink [FIn, Ack] seq=491 Ack=331 win=65535 Len=0
£0.000219 10.0.2.15 204.102.144. 89 Tcp 54 nicelink » http [ACK] Seq-332 Ack-402 Win-65045 Len-0
90.000250 10.0.3.15 204.193.144. 89 Tce 54 nicelink > http [FIN, ACK] Seq=333 Ack=492 win=G5045 Len=0
10 0.000250 10.0.2.15 204.102.144. 89 Tcp 62 cnrprotocol = http [SYN] Seq=0 Win=65535 Len=0 MSs=1460 SACK_PERM=1
11 0.000250 204.193.144.89 10.0.3.15 TCP 60 http > nicelink [ACK] 5eq=492 Ack=334 win-65535 Len=0
12 0.000344 204.193.124. 89 10.0.3.15 TP 60 hrTp > enrprotoco] [SYN, ACK] Seq=0 Ack=1 wWin=65535 Len=0 MSS=1460
13 0.000344 10.0.2.15 204.193.144.89 TcP 54 corprotocol > hetp [ACK] Seq-1 Ack-1 win-65535 Len-0
14 0.000344 10.0.3.13 204,193,144, 89 HTTP 352 GET Jindex. php?ri=login&goto=%zF HTTP/1.1
15 0.000344 204.103.144.89 10.0.3.15 TcP 60 http > cnrprotocol [ACK] Seq-1 Ack-299 Win-65535 Len-0
16 0.000469 204.193.144.89 10.0.3.15 TCP 485 [TCP segment of a reassesbled FoU]
17 0.000469 204.193.144.59 10.0.3.15 TR 1071 [TCP segment of a reassembled PDU]
1B 0.000469 10.0.3.15 204.193.144. 89 TCP 54 corprotocol > http [ACK] 5eq=299 Ack=1449 Win=64087 Len=0
10 0.000485 204.193.144.49 10.0.3.15 e 1422 [1cp segment of a reassesbled rou]
20 0.000485 204.193.144.89 10.0.3.15 TcP 134 [TCP segment of a reassembled FDU]
21 0.000485 204.193.144.89 10.0.3.15 TR 210 [1cP segment of a reassenbled Foul
22 0.000485 10.0.3.15 204.102.144. 89 Tcp 54 cnrprotocol = http [ACK] Seq-200 Ack—2807 Win-65535 Len-0
23 0.000485 204.193.144.89 10.0.3.15 HTTR 60 HTTP/1.1 200 ok  (text/heml)
24 0 ANOARS 10 0 2 15 704 193 144 R9 e 54 rornratacnl » hitn Tark] Sen=204 ark=1N5R Win=RS174 | en=n 52

[ Frame 1: 52 bytes on wire (496 bits), 62 bytes captured (496 bits)
= Ethernmet LI, src: cadmusco_33:8T:fb (08:00:27:33:87:fb), pst: realteku 12:35:02 (52:54:00:12:35:02)
12 Internet Protocol version 4, Src: 10.0.3.15 (10.0.3.15), DST: 204.193.144.89 (204.193.144.59)
= Transmission Control Protecol, 5rc Port: micelink (1095), Dst Port: http (80), Seq: O, Len: O

0000 52 54 00 12 35 0Z 0% 00 27 33 &f fb 08 00 45 00
0010 00 20 01 €l 40 00 B0 06 Se dd 0a 00 02 OF cc cl
0020 90 59 04 47 00 50 07 98 F3 5d 00 00 00 00 70 02
0030 fF ff 18 63 00 0O 02 04 05 b4 01 Q1 04 02

@ ¥ | File: "Cusers: i~1\AppDatailocalT.. | Packers: 105 - Displayed: 105 (100.0%) - Load time: 0:00.180 Profile: Defaulr

Ex. 15 fortisandbox.pdf at page 58.
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Figure 12. Configuring FortiClient and FortiMail to Wait for FortiSandbox Results

SEdeD

First, FortiMail and optionally FortiClient automatically hold unknown files and wait for FortiSandbox
analysis before allowing delivery or installation, avoiding the need for mitigating response as seen in
Figure 12.

Then FortiGate and FortiClient can be configured to receive signature updates directly from an
integrated FortiSandbox, seen in Figure 13, in order to prevent targeted attacks from gaining entry at
multiple points as well as multi-stage attacks whose later components are proactively uncovered by
FortiSandbox before they are encountered by end-users.

Ex. 16, https://www.esg-global.com/validation/fortinet-advanced-threat-protection-framework-esg-

research-enterprise-strategy-group.

65. Defendant’s infringement of the ‘844 Patent injured Finjan in an amount to be proven at
trial, but not less than a reasonable royalty.

66. Defendant has been long-aware of Finjan’s patents, including the ‘844 Patent, and
continued its unauthorized infringing activity despite this knowledge. As discussed above, Finjan
actively and diligently attempted to engage in good faith negotiations with Defendant for nearly two
years regarding Defendant’s infringement of Finjan’s Asserted Patents. Even after being shown that
its products infringe Finjan’s patents, including the ‘844 Patent, on information and belief Defendant
made no effort to avoid infringement. Instead, Defendant continued to incorporate its infringing
technology into additional products, such as those identified in this complaint. All of these actions
demonstrate Defendant’s blatant and egregious disregard for Finjan’s patent rights.

67. Despite its knowledge of Finjan’s patent portfolio and Asserted Patents, and its specific
knowledge of its own infringement, Defendant continued to sell the ‘844 Accused Products in
complete and reckless disregard of Finjan’s patent rights. As such, Defendant acted recklessly,

willfully, wantonly, and deliberately engaged in acts of infringement of the ‘844 Patent, justifying an
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award to Finjan of increased damages under 35 U.S.C. § 284, and attorneys’ fees and costs incurred

under 35 U.S.C. § 285.

COUNT 1
(Indirect Infringement of the ‘844 Patent pursuant to 35 U.S.C. § 271(b))

68. Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the
allegations of the preceding paragraphs, as set forth above.

69. In addition to directly infringing the ‘844 Patent, Defendant knew or was willfully blind
to the fact that it was inducing infringement of at least Claims 1-14 and 22-31 of the ‘844 Patent under
35 U.S.C. 8§ 271(b) by instructing, directing and requiring its customers to perform the steps of the
method claims of the ‘844 Patent, either literally or under the doctrine of equivalents.

70. Defendant knowingly and actively aided and abetted the direct infringement of the ‘844
Patent by instructing and encouraging its customers and developers to use the ‘844 Accused Products.
Such instructions and encouragement included advising third parties to use the ‘844 Accused Products
in an infringing manner, providing a mechanism through which third parties may infringe the ‘844
Patent, by advertising and promoting the use of the ‘844 Accused Products in an infringing manner,
and by distributing guidelines and instructions to third parties on how to use the ‘844 Accused
Products in an infringing manner. See, e.g., Ex. 13 FortiSandboxData.pdf; Ex. 14 FortiSandbox

Sheet.pdf; Ex. 15 fortisandbox.pdf; Ex. 16 https://www.esg-global.com/validation/fortinet-advanced-

threat-protection-framework-esg-research-enterprise-strateqy-group.

COUNT 111
(Direct Infringement of the ‘494 Patent pursuant to 35 U.S.C. § 271(a))

71. Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the
allegations of the preceding paragraphs, as set forth above.

72. Defendant infringed Claims 3-5, and 7-18 of the ‘494 Patent in violation of 35 U.S.C.
§ 271(a).

73. Defendant’s infringement is based upon literal infringement or, in the alternative,

infringement under the doctrine of equivalents.
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74. Defendant’s acts of making, using, importing, selling, and offering for sale infringing
products and services were without the permission, consent, authorization, or license of Finjan.

75. Defendant’s infringement included the manufacture, use, sale, importation and offer for
sale of Defendant’s products and services that utilize FortiGate, FortiSandbox, FortiClient, FortiWeb,
FortiMail, FortiGuard Security Services, and FortiGuard Labs technologies, including Fortinet
Security Fabric Platform products (collectively, “the ‘494 Accused Products™).

76.  The ‘494 Accused Products practice the patented invention of the ‘494 Patent and
infringed the ‘494 Patent because they make or use the system and perform the steps of deriving
security profiles and storing the security profiles by, for example, deriving a security profile for a
downloadable, which includes a list of suspicious computer operations, and storing the security profile
in a database.

77. To the extent the ‘494 Accused Products used a system that includes modules,
components or software owned by third parties, the ‘494 Accused Products still infringed the ‘494
Patent because Defendant is vicariously liable for the use of the patented system by controlling the
entire system and deriving a benefit from the use of every element of the entire system. Similarly, to
the extent Defendant’s customers perform a step or steps of the patented method or the ‘494 Accused
Products incorporate third parties’ modules, components or software that perform one or more patented
steps, Defendant’s ‘494 Accused Products still infringed the ‘494 Patent because the ‘494 Accused
Products condition receipt by the third parties of a benefit upon performance of a step or steps of the
patented method and establish the manner or timing of that performance.

78. The 494 Accused Products are computer-based systems that manage Downloadables
with a receiver for receiving incoming Downloadables (e.g., web applications and files) from network
devices, scanning and detecting threats in the received Downloadables, and performing threat
extraction and perform malware analysis on the Downloadable in order to enforce the organization’s

security policy.
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e umhﬁ

FortiGate 4000 deployment In campus FortiGate 4000 daployment In branch ofce
[NGFW) (Secure SD-WAN)

Ex. 17 FortiGate 400D Data Sheet.pdf at page 2.
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Ex. 18 FortiOS.pdf at page 4.
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DEPLOYMENT OPTIONS

Easy Deployment
FortlSandbox supports Inspection of many protocols Incne wnified sclutlon, thus simplifies netw ork Infrastructure and operatlons. Further, |t
Integratas within the Sacuriy Fabrlc adding a layer of advanced threat protection to your exlsting securty architecturs,

The FortlSandbox |s the most fiexible threat aralysls appllancs In the market as It offers varlous deployment cptlons for customers' wnlque
configurations and requirements. Organizations can chooss to comblne these deployment cptlons.

Standalone

This FortlSandbox deploymeant mode accepts Inputs as an ICAP
sarver or from gpanned switch perts or network taps. It may also
Include adminlsrators’ on-demand flle uploads or scanning of file
resposhtoras via ClFs or NFS through the GLIL It Is the Ideal optlon
10 enhancing an exlsting mult-vender threat protection spproach.

Integrated

Fortlnet products, such as ForiGate, FortiMall, ForiWeb, FortlaDC,

FortlProxy and FortlCllant (ATP agent) and third-party security

. wandors can ntercept and submit suspldous contant 1o FortiSandbox
CIFSNTS whan thay are conflgured to Interact with FortlSandbox. The

FinRecomlory Intagraticn will dso provide timely rermedliation and rapoting

capabllities to those davices.

" ForiSandbax

y ICAP This Intagratlon extends to other FortlSandbaxes to allow
it Instantaneous sharng of reak-time Intellgence. THs bensfits large
anterprises that deploy multiples FortSandboxes In different
= geo-locations. This zero-touch automated modeal 1= [deal for hollstlc
2CC Wiode

Secirm Emal Gatessy protection acress differant borders and tme zones.

Flgure 4: Standalons Deployment

nternet \'|
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ForliClient F o als
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Frriail - Inter-sharing " 4,
. +
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é
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By - ISONAPI o
¥

Figurs & Integrated Deplayment

Ex. 13 FortiSandbox Data.pdf at page 3.
79. The ‘494 Accused Products include a receiver to receive and analyze a broad array of
file types that comprise traffic passing through the ‘494 Accused Products, including PDFs, Microsoft

Office documents and EXEs.
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FEATURES SUMMARY

ADMINISTRATION
Supparts WebLl and CLI i
Muttipk aocount creafion

Fletype support .7z, ace. apk, apo, &, ba, b2, cab, .emd, .dl, .dmg doc doom, doox, ook,
dom. dote, eml. e ge. him. himl, gy, Jso. jar. . kob. bk, h, Mech-0..msi, .pdf. pat poim,
PO, .ppam, .pps, ppem, .opex, .ppt pptm, ppt pel, Shom, sicke, .o, 1, 102, ., url, vos,

WEBLIk, wef, .dam, s xkb, sm, xie . xbm, o, o2, 2, zip

Configuration file backup and restore

Natffication emaiwhen maicicus file i deterted
'Weakly repart to gobal emal list and FortiGe
Ceniraized searth page which alows

10 build customized serch conditions

— Srifer mode: HTTP. TP POP3, WAR SATP, SNB
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~ Integratet mod with Forfate: HTTR SMTP. POPS, MR MAPL FTP N ard - ecudvae:

581~

Frenent syl re a1 updates ~ Itgyaed mode with it SMTF PP, WP
and M mages. — Integrated mode: with ForWeb: HTTP
M stEus monforing — Integraled mode with ICAP Client: HTTP
Radius Autentication for adminisiraiors Customize VMs for supporting various file ypes
e e
Static Routing Suppcrt Neswork threst detection i Sniffer Made: iderify Boinet activities and nework atiacks, maliciows URL visi

Filz Input: Offing sniffer mode; Cri-demeard file upload, file submission from integrated deviesds)

Sean SMB/NFS network share and quarantine suspicious fles. Scan can be scheduled

Stz embsadded UALS inside cocument fles

Option o create simubxed nework for scanned fle o access in a ciosed nework
High-Avaiiity Clisteing suppart

Option fo integrate. with third-paryy Yara ez

Port maritoring far fal-over na cluster

Option 1o auto-submit suspicious fies 1o cloud sarnvice for manual analsis and signature creation

Option 1o forward files i & newvork share far further third-party scanring

Files checksum whitelist and blacklist option

Filz Submission input: ForiiGate, Fortibal. ForthWeh, Fortl DC. FortProwy and ForiClient (ATP agend

UALs submission for scan and query fom emals and files

File Staius Feechark and Report: FortiGate Forial, FariWeb, ForfADC, FortiProey and ForiClent (ATP agenty
Dynamic Thret DB upcknie: FortiGate, Fotkial, ForthWeh, FortADC, FartPragy and ForiClient (STP ageng

— Peiindicall push dmamiz DB 0 regisered eniies

— File checksum and malcicus LRL 08

MONITORING AND REPORT

FRezal-Time: Moniaring Widpets (viewsble by source and ime period optians): Seanning result staistics,
scanning acivities (over time), top temeted hosts, top makware, op nfecious wis, top calback domaing

Update: Database proey: ForiManager

Drildown EventViewer: Dynamic table with content of actions, mahware name, rating type, source, destination,
detection ime, and downlcad path

Remate Logping: Fortidralyzer, sysiog server

JEON AP ta automeate the process of upleading samples and downicading actirable malvare indcafors —e

o remediate

Repart generation for maicious flles: Detsiled repons on fie and behaniors — file
process behaviors, registry behaviors, network behaviors, vm snapshot, behewior chionology chart

Certific] - paryy imeqration: CarbarBlack, Ziften, SenthelOne
Intex-shearing of 10Cs bewween FariSandbaxes

Furhier Analysis: Donoadabe fles— sampe fle, sandbox Tacer logs, POAP capirre and indicators in
STIKfarmat

ADVANCED THREAT PROTECTION

Inspection of new threats inclidng and password protected maiware mitigation
Static Code analysis ideniifing possible threats witiin non-unning code:

Heuristic/ PatterryRepuiation besed anaysis

Virtudl 05 Sendho:

— Concurment ingenoes

— 05 type supported: Windows XP*, Windows 7, Windows 8.1, Windows 10, macOS, and Android
— Anii-evesion techniques: siesp calls, process, and regisly queries

~ Calback Detection: malcious LAL vist, bonet C&C
malware

— Download Capiure packets, Original File, Trazer Ing. and Screenshot
— Bandbax Ineractive Mooz

* Suppered na custam VM

and attacker rafic

Ex. 13 FortiSandbox Data.pdf at page 4.
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File types
FortiSandbox, by default, supports the following file types:

Executables BAT, CMD, DLL, EXE, JAR, MSI, PS1, UPX, WSF, and VBS.

Maost DLL files cannot be executed within a WM, it is recommended

to tum on its Pre-Filtering with the following CLI command:
sandboring-prefilter —e —tdll

Only the DLL files which can be executed inside a WM will be put into
the Job Queus.

Archives 7Z, ARB, BZIP, BZIP2, CAB, EML, GZIP, LZW, RAR, TAR, ¥Z and
mare.

Archive files will be extracted up to six levels and each file inside will
be scanned according to Scan Profile settings. The max file number
extracted:

« On-Demand input: 10,000

« JSON APIL: 1,000
» All otherinput sources: 100

Microsoft Office Word, Excel, PowerPoint, Outlook and more.

Adobe PDF, SWF, and Flash.

Static Web Files HTML, JS, URL, and LMK_

Android File APE.

MACOSX Files MACH_O, FATMACH, DMG, ¥AR, and APP.

WEBLink URLs submitted by FortiMail devices or sniffed from email body by
sniffer.

Ex. 19 FortiSandbox Administration Guide.pdf at pages 79-80.

80.

The ‘494 Accused Products include a Downloadable scanner coupled with a receiver to

derive security profile data for the Downloadable, including a list of suspicious computer operations

that may be attempted by the Downloadable.
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Intrusion Prevention (IPS)

FortiGuards Automated updates provide latest defenses
against network-based threats. You get the latest defenses
against stealthy network-level threat, a comprehensive
IPS Library with thousands of signatures, flexible policies
that enable full control of attack detection methods to

suit complex security applications, resistance to evasion
techniques proved by NSS Labs and the IPS signature
lookup service.

Content Disarm & Reconstruction (CDR) strips
active content from files in real-time, creating a
sanitized file and active content is treated as

suspect and removed. CDR processes
incoming files, deconstructs them,

and removes any possibility of

malicious content in your files @
that do not match firewall

. Web

curity

policies, fortifying your zero- '- .

day protection strategy. sty )
Service E e

Virus Qutbreak

Protection Service

(VOS) closes the gap

between antivirus updates with
FortiCloud Sandbox analysis to
detect and stop malware threats
discovered between signature
updates before they can spread
throughout an organization, with real-time

look-up to our Global Threat Intelligence database,

Indicators of
Compromice

Cloud Access
Security Broker
Indiustrial
Security

providing you with the latest in malware protection.

Ex. 20 FortiGuard Security Services.pdf at page 3.

81.

Intrusion
Pravention

40

Content Disarm
& Reconstruction

Filed 10/26/18 Page 27 of 121

IP Reputation

Aggregates real-time threat data from Fortinet's threat sensors,
Cyber Threat Aliance, and other global resources. Provides
protection against malicious web and botnet attacks, blocks

large scale DDoS attacks from known infected sources and
blocks access from ancnymous and open proxies. Real-time IP
reputation updates and analysis tools with Geo IP origin of attack.

Web Filtering
Block and monitor web activities to assist customers with
government regulations enforcement of corporate internet usage
policies. FortiGuard's massive web-content rating
databases power one of the industry's most
accurate web-filtering services. Granular
blocking and fittering provide web
categories to allow, log, or block
_— Comprehensive URL database
_ imelig=nce  provides rapid and comprehensive
protection. Fortinet's Credential
Stuffing Defense identifies login
attempts using credentials that
have been compromised using an
" @ Wanemerty, alway's up-to-date feed of stolen

\ ) credentials.
’ ', Virus
Protection
Service

=4
El IP Reputation

Antivirus
Automated content updates & latest
malware and heuristic detection engines,
proactive threat library protects against all
known threats and variants, Content Pattern
Recognition Language and new patented code
recognition software protects against unknown variants and
guaranteed SLAs to address severe malware threats.

The ‘494 Accused Products link the Downloadable to a security profile that tags certain

aspects of the Downloadable such as protocols, affected software, and file types.

fel = # T x
g UntTioe Standaione TR e R S i Rating Sniffer Devicels] OnDemand Metwork Adipter URL AB
[ rast Name FSAIKDIR15000122 [Crare Maicious [ 1264 0 [ 0 ° 1284
- Seriad Naumtser FSAIKDIR1S000122 Suspicious - Mighisk 0 g 0 [ o aay
= SysemTime Sat Jul 14 15:58:18 3018 POT [Changs! Suspicious - Medium Risk 0 ] ] 0 o 108
@ | FrwereVorsion V300001 tnterimLpcate Po—— N T ’ o o o
= Syatem Canhgur atin Lot Backups 2017-11-02 1545 [BackupRestore Clean o w2 0 o o 2859
= | PV stmin Otner ©o o o °o o o o
mre | Uptime 2 ayls) I hourls) 28 minuteds Processed 0 aBes 9 [ 0 v ame7
B || e—ve © [Usioad Licerse Perding 0 0 0 ] ] o o
oo, | Mirsof Offen © (Upioad Licens Procesing 0 0 0 ] 0 0o 0

> VM internet Access ° Totar 0 asr  ® 0 0 T
B || o oo T
™™ commmtyCionstsorer ~ ®

B wesreingsene ° = s x
R Antrvinu DB Contract © 20190218

@ Wieh Fitering Contract © 2019-02-18 o

ot | MacOS VM Contract 2019-02-16. 2 avastatie (U 10 8 o

% s/Cn
| ) .

il ‘

=D 2] I

| = | o
C Reboot (@ Srwtdown Sl == — pE— — -
$ C — Mwona  Bapoas — Ces

Ex. 13 FortiSandbox Data.pdf at page 2.
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Basic Inform ptails
Received: Jul 11201806:22-19 File Type: o
Started: Jul 11 201806:22-21-07:00 IDownloaded From: i & e
Status: Done: File Size: 267776 [bytes)
- - m
Submit Type: FortiGate MD5: 45d1ab47dbed93e7B5d5TccP041a52d4
Source IP: 192168.11599 SHAL: 0433755243e0dd 19963cafbca4Bi0ad0fa7 36019
Destination IP: 3131196163 SHA256: 44312727 3fcc #02e 548bc2dc:
Digital Signature: No [:3 3973967277548589060
SIMNET: ot Submitted By: FG140D3G13804734
Virus Total: Q Submit Device: ISFW-Finance
VDOM: root
Submitted Filename: 1ypegnysafoexypaszaxy.exe
Filename: 1ypegnysafoexypaszony.exe
Start Time: Jul 11 201806:22:21-07:00
- = Detection Time: Jul 11 2018 06:26:51-07:00
Suspicious Indic Scan Time: 270 seconds
R, Scan Unit: FSA3KD3R15000122
DO, Device: FG140D3G13804734
RN Launched O8: WINTRSAVM WINTXBSVM
LS
sy
- Seigr u
L o This jed low suspicious autostart registry modifications to

Ex. 13 FortiSandbox Data.pdf at page 2.
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Incident Response

Fortldnahzer's Incldent Responzse capablity Improves
Management & Analytics with focus on event management
and Identifization of compromized endpolnts. Use Improved
default and custom event handlers to detect mallclous and
suaplclous activities on the spot. Integration of events with the
FOS autormation framework for automated endpolnt quarantine.
Incident detectlon and tracking, as well as evidence collection
and analysls are streamlined through Integration with ITSM
platforms, helping to bridge gaps In your Secunty Operations
Center and relnforce your Securlty Posture,

FortiView — Powerful Network Visibility

Provides a customizable Interactive dashboard that helps you
rapldly pinpolnt problems, with Intultive summary views (Flg.

1) of network trafiic, threats, applicatlions and more. Forth/lew
Iz a comprehenshee monltoring system for your networlc that
Integrates real-time and historical data Into a single view. It
can log and monltor threats to networlks, filter data on multiple
levels, keep track of administrative activity, and maore.

B G e —

Figure 1

Indicators of Compromise

The Indicators of Compromize (10C) summary shows end
users with susplclous web usage compromiges. It provides
Informatlon such as end users' IP addresses, host name,
group, O, overall threat rating, a Map View, and number of
threats. You can drill down to view threat detalls. To generate
the Indicators of Compromise, ForlAnalyzer checks the web
fliter logs of each end uger agalnst Ite threat database. When
a threat match Iz found, a threat score Is given to the end
user. FortlAnalyzer aggregates the threat scores of an end
user and ghves Its verdict of the end user's overall Indicatora
of Compromise. The Indicators of Compromise summary |s
produced through the UTM web fllter of ForliGate devices and
Fortldnalzer subscrption to FortiGuard to keep Its local threat
database synced with the FortiGuard threat database.

Ex. 21 FortiAnalyzer.pdf at page 2.
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82.  The *494 Accused Products include a database manager coupled with its Downloadable
scanner, for storing Downloadable security profile data in a database. The ‘494 Accused Products

manage databases that may dynamically expand and adapt.

FORTINET SECURITY FABRIC

Security Fabric

The Sacurlty Fabrc allvws securty to dynamlcally expand and
adapt as more and more workloads and data are addad. Security
seamiassly follows and protacts data, users, and applications

az they move betwean [oT, devoss, and doud envircnments
throughout the network,

FortiGates are the foundation of Securlty Fabrle, expandng sscurity
via vislbllity and contral by tightly Integrating with other Fortnet
securlty products and Fabrle-Ready Partner solutlonz.,

Ex. 17 FortiGate 400D Data Sheet.pdf at page 4.

FEATURE HIGHLIGHTS THE FORTINET ADVANTAGE
Policy Objects = GeolP and FODN defined address objects to intelligently track dynamic = Comprehensive range of object fypes that facilitate today's dynamic
IP/IP ranges and granular netwark requirements

Internet Service DB: dynamically updated DB that provides a list of
popular cloud applications with their vital information that you can use
for policy setup, routing, and link lnad-balancing configurations

Device Identification = |dentification and control of netwark access for different types of = Empowers organizations to add critical security to today's BYOD
devices present on te network environment by identifying and controling personal devices

Improved device identffication and management

SSL Inspection = Effectively examine SSL-encrypted traffic with various security controls, = |dentify and block threats hidden within encrypted traffic without
suchas AV and DLP significantly impacting performance

High-performance SSL inspection with content processors
Reputable sites database for exemplions

Actions = Implements security policies that use a combination of source objects, = Flexible policy setup using additional idertifed elements and active
IPs, users, and/or devices user nofifications assist organizations in implementing effective network
Highly customizable nofifications are: sent when user activiies are security, while robust quarantining features helps to mitigate threats
not allowed

= Automatcally or manually quarantine users/atiackers
Directs registered ForfiClient to host quarantine

Ex. 18 FortiOS.pdf at page 6.
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Fighting today's Advanced Persistent Threats (APTs) requires a multi-layer approach. FortiSandbox
offers the ultimats combination of proactive mitigation, advancad threat visibility, and comprehensive
reporting. More than just a sandbox, FortiSandbox deploys Fortinet's award-winning, dynamic antivirus
and threat scanning technelogy, dual level sandboxing, and optional integrated FortiGuard cloud
queries to beat Advanced Evasion Techniques (AETs) and deliver state-of-the-ar threat protection.

Fortinet's dynamic scanning is based on our custom Compact Pattern Recognition Language (CPRL)
and ASIC hardware acceleration. The result is fast, powerful detection, unique to Foringt, that uses a
single signature to identify tens of thousands of variations of viral code. FortiSandbox utilizes advanced
detection, dynamic antivirus scanning, and threat scanning technology to detect viruses and APTs. It
leverages the FortiGuard web filtering database to inspect and flag malicious URL requests, and is able
to identify threats that standalone antivinug sclutions may not detect.

FortiSandbox works with your existing devices, like FortiGate, FortiWeb, FortiClient and FortiMail, to
identify malidous and suspicious files and network traffic. It has a complete extreme antivirus database
that will cateh viruses that may have been missed.

FortiSandbox can be configured to sniff traffic from the network, scan files on a network share with a
pre-defined schedule, quarantine malicious files, and receive files from ForiGate, FortiWeb, FortiMail,
and FortiClient. Forexample, FortiMail 5.2.0 and later allows you to forward email attachments to

FortiSandbox for advanced inspection and analysis. Files can also be uploaded directly to it for
sandboxing through the web GUI or JSON APL. You can also submit a website URL to scan to help you

identify web pages hosting malicious content before users attempt to open the pages on their host
machines.

FortiSandbox executes suspicious files in the VM host module to detemmine if the file is High, Medium,
or Low Risk based on the behavior observed in the VM sandbox module. The rating engine scores each
file from its behavior log (tracer log) that is gathered in the WM module and, if the score falls within a
certain range, a risk level is determined.

Ex. 19 FortiSandbox Administration Guide.pdf at page 9.

83.  The ‘494 Accused Products manage databases with Downloadable security profile data

to provide rapid and comprehensive protection to allow, log, or block various web categories and stop

malware threats.
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Feature Highlights

Intrusion Prevention (IPS) : IP Reputation
FortiGuards Autormated updates provide latest defenses Aggregates real-time threat data from Fortinet's threst sensors,
againat network-bazed threats. You get the latest defenses Cyber Threat Alliance, and other global resources. Provides
againat stealthy nebwork-level threst, 8 comprehensive protection against malicious web and botnet attacks, blocks
IPS Library with thousands of signatures, fledble policies large scale DDoS attacks from known infected sources and
that enable full control of attack detection metheds to blocks access from anorymous and open proxies. Real-time 1P
suit complex sscunty applications, resistance to evasion reputation updates and analysis tocls with Geo IP origin of attack.
techniques proved by NSS Labs and the IPS signature
lookup senvice. i Web Filtering
! Block and monitor web activities to assist customers with

Content Disarm & Reconstruction (CDR) strips i govemment regulations enforcerment of corporate internet usage
active content from files in real-time, creating a ' policies. ForGuard's massive web-content rafing
sanitized file and active content is treated as oo databases power one of the industry's mast
suspect and removed. COR processes Antivirus Frevemian accurate web-fittering services, Granular
incoming files, deconstructs themn, Ind:;?'rs';f ' @ i blocking and fittering provide web
and removes any possibility of categories to allow, bog, or block
malicious content in your files e Threst Comprehensive URL database
that do not match firewall Security AN \ Imelgence  provides rapid and comprehensive
policies, fortifying your zero- e protection. Fortinet's Credential

. Secuity - Stuffing Defensze identifies login
day protection sirategy. = o ' b e o

e have been compromised using an

Protoction Senice 5@ ) i o wtosatstesd o st
(VOS) closes the gap < /TN D @ credertials.
between antivirus updates with ~ 4eefextion Muk Antivirus
FortiCloud Sandbox analysis to @ S Automated content updates & latest
detect and stop malware threats =g= . g mahvare and heuristic detection sngines,
discovered between signafure pdufel Coptent D proactive threat library protects against al

updstes before they can spread known threats and varants, Content Pattern

:rc;ughc;;n an OG?Z.I:]Z‘T':O”’::: "rleaJ—tln'lZ b Recognition Language and new patented code
o _UD our . o real . eligence da a?se, : recognition software protects against unknown vanants and
providing you with the latest in malware protection. quaranteed SLAs to adcress severe mahware threats,

Ex. 20 FortiGuard Security Services.pdf at page 3.

84.  The 494 Accused Products check the web filter logs of each end user against threat

databases which assign a threat score to each found threat match.

Indicators of Compromise

The Indicators of Compromise (I0C) summary shows end
users with suspicious web usage compromises. It provides
information such as end users' |P addresses, host name,
group, OS, overall threat rating, a Map View, and number of
threats. You can drill down to view threat details. To generate
the Indicators of Compromise, FortiAnalyzer checks the web
filter logs of each end user against its threat database. When
a threat match is found, a threat score is given to the end
user. FortiAnalyzer aggregates the threat scores of an end
user and gives its verdict of the end user's overall Indicators
of Compromise. The Indicators of Compromise summary is
produced through the UTM web filter of FortiGate devices and
FortiAnalyzer subscription to FortiGuard to keep its local threat

database synced with the FortiGuard threat database.
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Ex. 21 FortiAnalyzer.pdf at page 2.

85. Defendant’s infringement of the ‘494 Patent injured Finjan in an amount to be proven at
trial, but not less than a reasonable royalty.

86. Defendant has been long-aware of Finjan’s patents, including the ‘494 Patent, and
continued its unauthorized infringing activity despite this knowledge. As discussed above, Finjan
actively and diligently attempted to engage in good faith negotiations with Defendant for nearly two
years regarding Defendant’s infringement of Finjan’s Asserted Patents. Even after being shown that
its products infringe Finjan’s patents, including the ‘494 Patent, on information and belief Defendant
made no effort to avoid infringement. Instead, Defendant continued to incorporate its infringing
technology into additional products, such as those identified in this complaint. All of these actions
demonstrate Defendant’s blatant and egregious disregard for Finjan’s patent rights.

87. Despite its knowledge of Finjan’s patent portfolio and Asserted Patents, and its specific
knowledge of its own infringement, Defendant continued to sell the ‘494 Accused Products in
complete and reckless disregard of Finjan’s patent rights. As such, Defendant acted recklessly,
willfully, wantonly, and deliberately engaged in acts of infringement of the ‘494 Patent, justifying an
award to Finjan of increased damages under 35 U.S.C. § 284, and attorneys’ fees and costs incurred

under 35 U.S.C. § 285.

COUNT IV
(Indirect Infringement of the ‘494 Patent pursuant to 35 U.S.C. § 271(b))

88. Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the
allegations of the preceding paragraphs, as set forth above.

89. In addition to directly infringing the ‘494 Patent, Defendant knew or was willfully blind
to the fact that it was inducing infringement of at least Claims 3-5 and 7-9 of the ‘494 Patent under 35
U.S.C. 8 271(b) by instructing, directing and requiring its customers to perform the steps of the method
claims of the ‘494 Patent, either literally or under the doctrine of equivalents.

90.  Additionally, Defendant knew or was willfully blind to the fact that it was inducing

infringement of at least Claims 3-5 and 7-9 of the ‘494 Patent under 35 U.S.C. § 271(b) by instructing,
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directing and requiring its customers to perform the steps of the method claims of the ‘494 Patent,
either literally or under the doctrine of equivalents.

91. Defendant knowingly and actively aided and abetted the direct infringement of the ‘494
Patent by instructing and encouraging its customers and developers to use the ‘494 Accused Products.
Such instructions and encouragement included advising third parties to use the ‘494 Accused Products
in an infringing manner, providing a mechanism through which third parties may infringe the ‘494
Patent, by advertising and promoting the use of the ‘494 Accused Products in an infringing manner,
and by distributing guidelines and instructions to third parties on how to use the ‘494 Accused
Products in an infringing manner. See, e.g., Ex. 13 FortiSandboxData.pdf; Ex. 17 FortiGate 400D
Data Sheet.pdf; Ex. 18 FortiOS.pdf; Ex. 19 FortiSandbox Administration Guide.pdf; Ex. 20 FortiGuard

Security Services.pdf; Ex. 21 FortiAnalyzer.pdf.

COUNT V
(Direct Infringement of the ‘086 Patent pursuant to 35 U.S.C. § 271(a))

92. Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the
allegations of the preceding paragraphs, as set forth above.

93. Defendant infringed Claims 1-42 of the ‘086 Patent in violation of 35 U.S.C. § 271(a).

94. Defendant’s infringement is based upon literal infringement or, in the alternative,
infringement under the doctrine of equivalents.

95. Defendant’s acts of making, using, importing, selling, and offering for sale infringing
products and services were without the permission, consent, authorization or license of Finjan.

96. Defendant’s infringement included, the manufacture, use, sale, importation and offer for
sale of Defendant’s products and services that utilize FortiGate, FortiSandbox, FortiClient, FortiWeb,
FortiMail, FortiGuard Security Services, and FortiGuard Labs technologies, including Fortinet
Security Fabric Platform products (collectively, “the ‘086 Accused Products™).

97. The *086 Accused Products embody the patented invention of the ‘086 Patent and
infringed the ‘086 Patent because they make or use the patented system or perform the patented

method of protecting devices connected to the Internet from undesirable operations from web-based
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content, by, for example, creating a profile of the web-based content and sending a representation of
these profiles to another computer for appropriate action.

98. To the extent the ‘086 Accused Products used a system that includes modules,
components or software owned by third parties, the ‘086 Accused Products still infringed the 086
Patent because Defendant is vicariously liable for the use of the patented system by controlling the
entire system and deriving a benefit from the use of every element of the entire system. Similarly, to
the extent Defendant’s customers performed a step or steps of the patented method or the ‘086
Accused Products incorporated third parties” modules, components or software that performed one or
more patented steps, Defendant’s ‘086 Accused Products still infringed the ‘086 Patent because the
‘086 Accused Products condition receipt by the third parties of a benefit upon performance of a step or
steps of the patented method and established the manner or timing of that performance.

99.  The ‘086 Accused Products receive and collect incoming Downloadables, including
suspicious web page content containing HTML, PDFs, JavaScript, drive-by downloads, obfuscated
code, or other blended web malware. Downloadables that pass through the firewall are received by the

Security Fabric platform.
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U] NGPH
@ Dy cnmws@
N
Buwitzhing

FortiCliart
Endpzim Frowsizn

FortiGats 4000 gsployment In campus FortiGats 4000 dsployment In branch omce
(NGFW) (Secure SO-WAN)

Ex. 17 FortiGate 400D Data Sheet.pdf at page 2.

Query

o File gubmission for sralyseis
Respective andysis results
© Rempecive

are ratul
Remadiation

Auto File Cuarantine on host
with option to hold file until result

@ Manusl Host Quarantine

SECURED BY
FORTIGUARD-

e e by administrator
==""" Raal-tima argineand ~*=-.__
o intaligance updates Tt @ Manus Source [P Quarantine
) o using firswall
FortiGate FortiClient Protection

0 Proactive dynamic Theat DB
updats to geatsway and host

Enforce Habwmork
Suaranting

Ex. 18 FortiOS.pdf at page 4.

100. The ‘086 Accused Products include a receiver to receive and analyze a broad array of
file types that comprise traffic passing through the ‘086 Accused Products, including PDFs, Microsoft
Office documents and EXEs.
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FEATURES SUMMARY

ADMINISTRATION

File type suppart: .7z, ace, apk, app, &, bat fe2, cab, cmd, .dl, .dmg .doc .docm, .doce, .det,
«dotm, .dote, &ml, exe, gz, .m, himl, gy, so, Ja. B keb, k. fzh, Mach-O, mei, pdf, pat potm,

Supparts WebLl and CLI

T — t creat _potx, .ppam, .pps, [ppem, (ppSe, PPt pptm, ppte, pel, e, i shdm, slde ovf trn tgz, upe, url, vbs,
apcount creanen WEBLik, .wef, xam, . st dsm, ke, i, xim, dw, 2, Z, Zip

B fil backup and restoe —-

Matffication emai when malicious i s detecied
Weszkly rapart to giobal emaid list and Fortia
Certiralizd search pagewhich allaws

1o buid custamized search conditions

— Snifler mode: HTTP, FIIFI':PUF'j. IMAF, SMTF. SME
— BCC mode: EMTP
— Iniagrated mode with ForiGate: HTTF, SMTP, POPZ, IMAF. MAPI, FTF, IM and ter equivaint

S8l

Freguent sipnatre auic-updates
aic check and

VM ei=us monioring

Pedius Autentication for adminisirators

NETW ORKING/DEPLOYMENT

Static Routing Support

File Input: Dffineeriffer mode, On-demand file upload, fle schmission from integrated devicels)

Option 1o create simulsied nework for scanned fie to access ina clossd rework

Hig-Avalkiily CLziing support

Port maritoring far fal-over in a clster

VM images

SYSTEMS INTEGRATION
File Subrmission input FortiGate, FordMal, FortWe, ForiADC; FortProwy and ForiClient (TP agent

- Imegaladjmwim ForiMail: SMTP, POP3, AP

— Integrated mod with ForWeb: HTTP

— Intagrated mode with ICAP Client: HTTP

Customize VMs for supporting various file typss

Isolate VW image traffic from system raffic

Nework treat detection in Sniffer Maos: kermity Bomen activities and newvork: atacks, maliciole URL vist
Sean SMB/NFS networks shere and querentine suspicious fles. Scan can be scheduled

Sean embedded URLs inside document fles

Option 0 integrate with third-party Yara nules

Option 10 auto-gubmit suspiciole fles 1o coud sanice for manual analysis and signaire creation
Optin to forward files (0 & network share for further thid-party scming

Files checksum whitelist and blacklist option

UALs subemission for stan and query fom emals and fies

File Stals Feachack ard Report: FortiGats, ForiMail, FartkVeb, ForSADG, ForiProey and FortiCient (ATP agent)
Dynamic Threat DB Lpdkie: FartiSate, FortiMal, FortiVeh, FartDC, FartPraey and ForiClient (TP agen)

— Peiindcaly push tynamic OB 1o registered eniies

— File checksum end malcious URL 08

Upckais Daimbase proey: ForiManager

FRemate Logging: Fortidnafyzer, syslog server

JSON AP ta automeate the process of upkoading samples and downloading actionehle malvare ndcators

0 remediae

Certibed thrd-perty egration: CarborBiack, Zifen, SertinelOne
Tt charing of IDCs beween F

ADVANCED THREAT PROTECTION

Inspection of new fireats ncdng and paesword profected makware mitigation
Static Code antalysis identifying possible threats witin non-nunning code:
Heursticf Patterry Reputtian: based analysis

Vi 05 Sanchoe:

— Concurrent instances

— (015 type supported: Windows X, Windows 7, Windows 8.1, Windows 10, mac0S, and Android
— Anii-gvesion technioues: skeep calls process, and regisly oUEMes

— Calback Detection: mabcious UAL vist, bonet CAC ion, and attacker raffic vatad
mahware

— Dawnload Capire packets, Cripinal File, Tracer Iog and Screenshot

— Bandbax Infsractve Made

* Suppariedin a custom ¥M

Ex. 13 FortiSandbox Data.pdf at page 4.

MONITORING AND REPORT

Real-Time Mankaring Widpete (viewshle by source and time period aptiane): Seanning result stafistics,
scarning achities [ower ime), top Erpeted hosts, fop maware, op infecious wis top calback domains
Drildown EventViswer: Dynamic tabe with comtent of actions, malware rame, rating, type, source, destination,
cetection ime, and download path

Riapart generatian for maicious files: Detalled reports on fle characterietics and behaviors — file modification,
process beraviors, regiy behaviors, nework behaviars, vm snapshol, behaitr chronology chan
FurherAnalysis: Downloadahle files — sample fie, sandbac Taoer logs, PCAP capurs and indicators in
STIX farmat

36

COMPLAINT FOR PATENT INFRINGEMENT

CASE NO.




© 00 ~N o o B~ w NP

N NN N D DN N DN P PR R R R R R R e
©® N o O BN @O N P O © 0O N o o0 NN w N P o

Case 3:18-cv-06555 Document 1 Filed 10/26/18 Page 38 of 121

File types

FortiSandbox, by default, supports the following file types:

Executables

Archives

Microsoft Office

Adobe

Static Web Files

Android File

MACOSX Files

WEBLink

BAT, CMD, DLL, EXE, JAR, MSI, P51, UPX, WSF, and VBS.
Most DLL files cannot be executed within a WM, it is recommended
to turn on itz Pre-Filtering with the following CLI command:

sandboxing-prafiltar —= —tdll

Only the DLL files which can be executed inside a WM will be put into
the Job Queus.

7Z, ARB, BZIP, BZIP2, CAB, EML, GZIP, LZW, RAR, TAR, XZ and
mare.

Archive files will be extracted up to six levels and each file inside will
be scanned according to Scan Profile settings. The max file number

extracted:
» On-Demand input: 10,000

« JSON API: 1,000
» All other input sources: 100

Word, Excel, PowerPoint, Outlook and more.
PDF, SWF, and Flash.

HTML, JS, URL, and LNK.

APH.

MACH_Q, FATMACH, DMG, AR, and APP.

URLs submitted by FortiMail devices or sniffed from email body by
sniffer.

Ex. 19 FortiSandbox Administration Guide.pdf at pages 79-80.

101.
analytics to derive a security profile. The ‘086 Accused Products also store certain attributes in a

database and use them in the future to speed up analyses by comparing the behavioral patterns (e.g.,

The ‘086 Accused Products detect vulnerabilities and pattern attributes using behavioral

pattern attributes) against other Downloadables.
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Intrusion Prevention (IPS)

FortiGuards Automated updates provide latest defenses
against network-based threats. You get the latest defenses
against stealthy network-level threat, a comprehensive
IPS Library with thousands of signatures, flexible policies
that enable full control of attack detection methods to

suit complex security applications, resistance to evasion
technicques proved by NSS Labs and the |PS signature
lookup service.

Content Disarm & Reconstruction (CDR) strips
active content from files in real-time, creating a
sanitized file and active content is treated as
suspect and removed. CDR processes
incoming files, deconstructs them,
and removes any possibility of
malicious content in your files

that do not match firewall

palicies, fortifying your zero-

Antivirus

Indicators of
Compromise

G
Web
Securtty

day protection strategy.

Virus Outbreak b e
Protection Service Fit=ing

(VOS) closes the gap ’
"

between antivirus updates with
FortiCloud Sandbox analysis to
detect and stop malware threats
discovered between signature
updates before they can spread
throughout an organization, with real-time

look-up to our Global Threat Inteligence database,

@

Security Broker
Industrial

Security

providing you with the latest in malware protection.

Ex. 20 FortiGuard Security Services.pdf at page 3.

102.

security profile that tags certain aspects of the Downloadable such as protocols, affected software, and

file types.

P Standatone

e st Name FSAIKDIR1S000122 [Chargs
ofe SertalNumber FSAIKDIR15000122
=" | SystemTime Sat ul 14 155818 2018 PDT (Change
€ | Firmware Version VA0.05uld0019 fnkerimUpdst

Sytem Conturation Last Backup: 20171102 15:45 [Backuny Restore!
= | Qe adrin
| Uptime ) 3 houris) 28 mistels)

B || v
S, | Microsoh Offce

 VMimerme Ak °
B || oot terer ®
[T | CommutyCloudSever  ©
B vesrmengsene ®
Woe Antivirus 0 Contract 20190218
@ | WebierngConrct © 20190216
| MacOS VM Contract © 2019-02-16, 2 available (Up 1o
% rr
= iﬂ‘; CPUUsage E
il
mt fl emorie WEEE

[ Qr— |

C Retoot (D Shutdown

¢ C

‘Cantent Disarm
& Reconstruction

Filed 10/26/18 Page 39 of 121

IP Reputation

Aggregates real-time threat data from Fortinet's threat sensors,
Cyber Threat Alliance, and other global resources. Provides
protection against malicious web and botnet attacks, blocks

large scale DDoS attacks from known infected sources and
blocks access from anonymous and open proxies, Real-time IP
reputation updates and analysis tools with Geo IP origin of attack.

Web Filtering
Block and monitor web activities to assist customers with
government regulations enforcement of corporate internet usage
policies. FortiGuard's massive web-content rating
databases power one of the industry’s most
accurate web-filtering services. Granular
blocking and fittering provice web
categories to allow, log, or block
Comprehensive URL database
provides rapid and comprehensive
protection. Fortinet's Credential
Stuffing Defense identifies login

Threat
Intslligence
lGE:
- ' Antispam . .
atternpts using credentials that
have been compromised using an

) @ Ve, always up-to-date feed of stolen

, - credentials.
s, Virus
3 Outbresk
+ Protection
oy Service
El IP Reputation

Intrusion

Prevention

Mobile
Security

Antivirus
Automated content updates & latest
malware and heuristic detection engines,
proactive threat library protects against all
known threats and variants, Content Pattern
Recognition Language and new patented code
recognition software protects against unknown variants and
guaranteed SLAs to address severe malware threats.

The ‘086 Accused Products, through FortiSandbox, append the Downloadable to a

Rating Seiffer Devicels) OnDemand Network Adspter URL Al
Makcious [ 64 0 0 0 0 1284
Suspicious - HighRisk 0 ] o o aay
Suspicions - Medium Bisk 0 o o [ o 108
Suspicionss - Low Risk [ " ] o o 2.
Clea 0 'l ] ] 0 2859
Other [ o ] ] o o o
Processed [ T ] ] o T
Pending ] ] o a o 0
Processing ] ] ] 0 o ]

Total ] T ] 0 [ T
Last Updated Sot Jul 14 15:58
= s T
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Ex. 13 FortiSandbox Data.pdf at page 2.

Received:
Started:

Status:

Rated By:
Submit Type:
Source IP:
Destination IP:
Digital Signature:
SIMNET:

Virus Total:

[N
RN
RN

RN
N
[\
L -

Basic Information

Jul 112018 06:22:19
Jul 112018 06:22:21-07:00

FortiGate
192.168.115.99
3131196163
No

off
Q

Suspicious Indicators

Suspicious URL

This file applied low suspicious autostart registry modifications to

Submitted By:
Submit Device:
VDOM:
Submitted Filename:
Fllename:

Start Time:
Detection Time:
Scan Time:
Scan Unit:
Device:
Launched OS:

45d1ab47dbed?3e785d57cc9041a52d4
04a3755a43¢0dd 1996 3caf6ca4B02d0fa7 3019

70

Thcbéd4314431c2727 3cc:

3973967277548589060
FG140D3G13804734
I5FW-Finance

root
ypegnysafoexypaszoxyexe
1ypegnysafoexypaszoxyexe
Jul 112018 04:22:21-07:00
Jul 112018 06:26:51-07:00
270 seconds
FSA3KDIR15000122
FG140D3G136804734
WINTXEEVM, WINTXBEVM

Ex. 13 FortiSandbox Data.pdf at page 2.
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Incident Response

Fortldnalyzer's Incldent Rezponse capablity Improves
Management & Analytics with focus on event management
and Identification of compromized endpolnts. Use Improved
default and custom event handlers to detect mallclous and
suaplclous activitles on the spot. Integration of events with the
FOS automatlon framework for automated endpolnt guarantine.
Incldent detection and tracking, as well as evidence collection
and analysls are streamiined through Integration with ITSM
platforms, helping to bridge gaps In your Secunty Operations
Center and reinforce your Securlty Posture.

FortiView — Powerful Network Visibility

Provides a customizable Interactive dashboard that helps you
rapldly pinpalnt problems, with Intultive summary views (Flg.

1) of network trafiic, threats, applications and more. Forth/law
Iz a comprehenshve monlioring system for your network that
Integrates real-time and historlcal data Into a single view. It
can log and monltor threats to networlks, filter data on multiple
levels, keep track of adminlstrative activity, and more.

Figure 1

Indicators of Compromise

The Indicators of Compromise (10OC) summary shows end
usera with susplclous web usage compromizes. It provides
Informatlon such as end usera' IP addresses, host name,
group, 05, overall threat rating, a Map View, and number of
threats. You can drlll down to view threat detalls. To generate
the Indicators of Gompromise, FortlAnalyzer checks the web
fiiter loge of each end user agalnst Ite threat database. When
a threat match Is found, a threat score Is given to the end
user. FortlAnalyzer aggregates the threat scorea of an end
user and ghives Its verdict of the end user's overall Indicators
of Compromise. The Indlcators of Gompromise summary 1s
produced through the UTM web fllter of FortiGate devices and
Fortlanatyzer subscription to FortiGuard to keep Its local threat
database synced with the FortiGuard threat database.

Ex. 21 FortiAnalyzer.pdf at page 2.

40

COMPLAINT FOR PATENT INFRINGEMENT CASE NO.




© 00 ~N o o B~ w NP

N NN N D DN N DN P PR R R R R R R e
©® N o O BN @O N P O © 0O N o o0 NN w N P o

Case 3:18-cv-06555 Document 1 Filed 10/26/18 Page 42 of 121

103. The ‘086 Accused Products transmit the appended Downloadable to a destination
computer after threat extraction and malware analysis on the Downloadable in order to enforce the

organization’s security policy.

'y CAMPUS
K : p
i s

FortiGate 4000 deploymeant In campus FortiGate 4000 deployment In branch ofce
[NGRW) [Secure SD-WAN)

Ex. 17 FortiGate 400D Data Sheet.pdf at page 2.

Query

o Fila aubmiss=ion for arablsis
Ra e andysis results
© Respeotive andy

are retu
Remediation

Auto File Guararitine on host
wiith option to hald file until resukt

@ Manusl Host Quarantine

SECURED BY
FORTIGUARD-

T T by administratar
===""" Realtima angine and ~*=-.__
aee intaligence updates I @ Manual Bourcs IP Quarantine
. . . 5 using firswall
FortiGate FortiClient ¢ Protection

0 Prosctive dynamic Threat DB
updsts to gatewsy and host

Guamntne

Ex. 18 FortiOS.pdf at page 4.

104. Defendant’s infringement of the ‘086 Patent injured Finjan in an amount to be proven at
trial, but not less than a reasonable royalty.

105. Defendant has been long-aware of Finjan’s patents, including the ‘086 Patent, and
continued its unauthorized infringing activity despite this knowledge. As discussed above, Finjan
actively and diligently attempted to engage in good faith negotiations with Defendant for nearly two

years regarding Defendant’s infringement of Finjan’s Asserted Patents. Even after being shown that
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its products infringe Finjan’s patents, including the ‘086 Patent, on information and belief Defendant
made no effort to avoid infringement. Instead, Defendant continued to incorporate its infringing
technology into additional products, such as those identified in this complaint. All of these actions
demonstrate Defendant’s blatant and egregious disregard for Finjan’s patent rights.

106. Despite its knowledge of Finjan’s patent portfolio and Asserted Patents, and its specific
knowledge of its own infringement, Defendant continued to sell the ‘086 Accused Products in
complete and reckless disregard of Finjan’s patent rights. As such, Defendant acted recklessly,
willfully, wantonly, and deliberately engaged in acts of infringement of the ‘086 Patent, justifying an
award to Finjan of increased damages under 35 U.S.C. § 284, and attorneys’ fees and costs incurred

under 35 U.S.C. § 285.

COUNT VI
(Indirect Infringement of the ‘086 Patent pursuant to 35 U.S.C. § 271(b))

107. Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the
allegations of the preceding paragraphs, as set forth above.

108. In addition to directly infringing the ‘086 Patent, Defendant knew or was willfully blind
to the fact that it was inducing infringement of at least Claims 1-8, 17-23, 31-32, 35-36, 39, and 41 of
the ‘086 Patent under 35 U.S.C. § 271(b) by instructing, directing and requiring its customers to
perform the steps of the method claims of the ‘086 Patent, either literally or under the doctrine of
equivalents.

109. Additionally, Defendant knew or was willfully blind to the fact that it was inducing
infringement of at least Claims 1-8, 17-23, 31-32, 35-36, 39, and 41 of the ‘086 Patent under 35 U.S.C.
8 271(b) by instructing, directing and requiring its developers to perform the steps of the method
claims of the ‘086 Patent, either literally or under the doctrine of equivalents.

110. Defendant knowingly and actively aided and abetted the direct infringement of the ‘086
Patent by instructing and encouraging its customers and developers to use the ‘086 Accused Products.
Such instructions and encouragement included advising third parties to use the ‘086 Accused Products

in an infringing manner, providing a mechanism through which third parties may infringe the ‘086
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Patent, and by advertising and promoting the use of the ‘086 Accused Products in an infringing
manner, and distributing guidelines and instructions to third parties on how to use the ‘086 Accused
Products in an infringing manner. See, e.g., Ex. 13 FortiSandboxData.pdf; Ex. 17 FortiGate 400D
Data Sheet.pdf; Ex. 18 FortiOS.pdf; Ex. 19 FortiSandbox Administration Guide.pdf; Ex. 20 FortiGuard

Security Services.pdf; Ex. 21 FortiAnalyzer.pdf

COUNT VII
(Direct Infringement of the ‘633 Patent pursuant to 35 U.S.C. § 271(a))

111. Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the
allegations of the preceding paragraphs, as set forth above.

112. Defendant has infringed and continues to infringe Claims 1-41 of the ‘633 Patent in
violation of 35 U.S.C. § 271(a).

113. Defendant’s infringement is based upon literal infringement or, in the alternative,
infringement under the doctrine of equivalents.

114. Defendant’s acts of making, using, importing, selling, and offering for sale infringing
products and services have been without the permission, consent, authorization or license of Finjan.

115. Defendant’s infringement includes the manufacture, use, sale, importation and offer for
sale of Defendant’s products and services that utilize FortiGate, FortiSandbox, FortiClient, FortiWeb,
FortiMail, FortiGuard Security Services, and FortiGuard Labs technologies, including Fortinet
Security Fabric Platform products (collectively, “the ‘633 Accused Products™).

116. The “633 Accused Products embody the patented invention of the ‘633 Patent and
infringe the ‘633 Patent because they make or use the patented system or perform the patented method
of protecting devices connected to the Internet from undesirable operations from web-based content,
by, for example, determining whether any part of such web-based content can be executed and then
trapping such content and neutralizing possible harmful effects using mobile protection code.

117. To the extent the ‘633 Accused Products use a system that includes modules,
components or software owned by third parties, the ‘633 Accused Products still infringe the *633

Patent because Defendant is vicariously liable for the use of the patented system by controlling the
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entire system and deriving a benefit from the use of every element of the entire system. Similarly, to
the extent Defendant’s customers perform a step or steps of the patented method or the ‘633 Accused
Products incorporate third parties’ modules, components or software that perform one or more patented
steps, Defendant’s ‘633 Accused Products still infringe the ‘633 Patent because the ‘633 Accused
Products condition receipt by the third parties of a benefit upon performance of a step or steps of the
patented method and established the manner or timing of that performance.

118. The 633 Accused Products comprise a computer usable medium having a computer
readable program code therein, the computer readable program code adapted to be executed for

computer security.

FortiGate® Network Security Platform - *Top Selling Models Matrix

FG-3800D FG-3815D FG-3960E FG-3080E FG-6300F

e 3101 ooy 320/ 300/ 150 Btps 320,300 150 Gbos #20/ 10/ 370 Gbps L 239/ 238/ 135 £tps
Firewall Latency S8 5ps aps 35 Sps
Concurrent Sessions 95 Millon 95 Milicn 160 Milion 160 Milicn 120 Milion
New 480,000 480,000 550,000 550,000 2 Milion
Firewall Policies 200,000 200,000 200,000 200,000 200,000
IPsec VPN Throughput (512 byte) ! 135 Bps 135 Ghps 280 Ghyps 400 Ghps 130 Gops
Max GW to GW IPSEC Tunnels 40,000 40,000 40,000 40,000 16,000
Manx Client to 6/W IPSEC Tunnels 200,000 200,000 200,000 200,000 90,000
SSL VPN Throughput 10 Ghps 10 Ghps 9 Gbps 9.56ps 9 6hps
erommentad Maimam Tune o) 000 000 020 0000 000
IPS Throughput ' (HTTP/ Enterprise Mix) 75/ 30 Gops 75/.30 Gops. 80/ 30 Gops 82732 Ghps 212/ 110 Eops
S5L Inspection Throughput (IPS, HTTP) * 23 Gops 23 Ghps 30 Ghps 32 Ghps 90 Gbps
Application Control Throughput (HTTP 64K) 2 44 Gops 44 Gbps 40 Gips 55 Gbps. 150 Gops
NGFW Throughput (Emterprise Mix)> * 20 Gops 20 Gbps 22 Ghps 28 Gbps. 90 Gbps
Threat Protection Throughput (Ent. Mixy-© 13 Gops 13 Gbps 13.5Gbps 20 Gbps. 60 Gbps
Max FortiAPs (Total, Tunnel) 4,096/ 1,024 4,096/ 1,024 40961 1,024 4,086/ 1,024 —
Man FortiSwitches 256 258 256 256 —
Max FortiTokens 5,000 5,000 5,000 5,000 5,000
Max Registered Endpoints 100,000 100,000 100,000 100,000 20,000
Virtual Domains ( DefaultMax) 107500 10/500 10/500 10/ 500 10/ 500
Imerfaces et 10010 S 3y U5 100 0GE P B CERMS 161 0K S e s G en.
Bx 10GE SFP+, 2 GERJ45 g ' ' 3x 10GE SFP+,2x GE RJM5
Local Storage 9EDEB 980 GR — — 278 NWMe (Ba01F)
Power Supplies Dual PS5 Cual PS aprs 3P aprs
Form Factor 3RU 3RU 5RU 5RU 3RU
Variants DG, NEBS, FE-38100 [C, NEBS DC oo =

Ex. 22 Fortinet Product Matrix.pdf at page 3.

FortiMail™ Messaging Security Server

FML-400E FML-1000D
Emal Routing’ (Msg/Hr) 3600 0,000 157,000 80,000 TN 180 18N
Performance AS-A/* (Msg'Hn) 2,700 51,000 126000 500,000 500,000 15MI 5
Emal Domains 2 2 1w 800 300 200 2000
Server Mods Mailbores & 150 a0 1500 1500 3000 3000
Storage Capacty IxE00G8 1T 2118 2218 UE‘TSTNL [W?TSTMLI EDQ‘TST&]

FortiGuard Subscription Based Securfty Service Options: A, Virus Oubreak Frotection, Dynamic Adult Image Analysis and Ami-spam

* Mazeured based on 100KE messaga sis, 0 queting.
Vsl eppliences ars ebsa svsdetis,pla=ss refer 1 W ftine.com for mees nfrmaion

Ex. 22 Fortinet Product Matrix.pdf at page 5 (highlighting added).
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@ )™ @ CAMPU

[y ——

FortiGats 4000 deplaymant In campus FortiGats 4000 daployment In branch oMce
[NGPW) [Secume SO-WAN)

Ex. 17 FortiGate 400D Data Sheet.pdf at page 2.

Query

o Fila submis=ion for arahysis

Respactive andysis results
e are Faturned

Remadiation

.@ Auto Fils Quarantine on host
with option to hold file until result

@ Manual Host Quarantins
by administratar

@ Manual Sourcs IP Guarantine
using firewall

Protection

0 Proactive dynamic Threat DB
upsdate to gatewsy and host

SECURED BY
FORTIGUARD.

- -==*"Fiaal-tims angine and " - .
a intaligance updates o

FortiGate FortiClient S¢

Enforog Mabwork
Guamnting

Ex. 18. FortiOS.pdf at page 4.

119. The ‘633 Accused Products, utilizing the FortiSandbox software, act as re-

communicators to perform multi-protocol capture (receiving) of files (e.g. PDF, PPTX, DOCX, etc.)

including EXEs, which are executable code.
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File types
FortiSandbox, by default, supports the following file types:

Executables BAT, CMD, DLL, EXE, JAR, M3I, PS1, UPX, WSF, and VBS.

Most DLL files cannot be executed within a VM, it is recommended

to turn on its Pre-Filtering with the following CLI command:
sandboxing-prefilter -e -udll

Only the DLL files which can be executed inside a VM will be put into
the Job Queue._

Archives TZ, ARB, BZIP, BZIP2, CAB, EML, GZIP, LZW, RAR, TAR, XZ and
mare.

Archive files will be extracted up to six levels and each file inside will
be scanned according to Scan Profile settings. The max file number
extracted:

» On-Demand input: 10,000

« JSCON API: 1,000

« Al otherinput sources: 100

Microsoft Office Word, Excel, PowerPoint, Outlook and more.

Adobe POF, SWF, and Flash.

Static Web Files HTML, JS, URL, and LNK_

Android File APKL

MACOSX Files MACH_O, FATMACH, DMG, AR, and APP.

WEBLink URLs submitted by FortiMail devices or sniffed from email body by
sniffer.

Ex. 19 FortiSandbox Administration Guide.pdf at pages 79-80.

120. The ‘633 Accused Products act as an information re-communicator and use
FortiSandbox, as a mobile code executor, to analyze traffic passing through the gateway, monitor and
intercept malicious code, create a threat report indicating malicious content, and process one or more

operations attempted by executable code.
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Ex. 13 FortiSandbox Data.pdf at page 2.

Basic Information Details Information
Received: Jul 11201806:22:19 File Type: o
Started Jul 11 2018 06:22:21-07:00 Dawnloaded From: Jidii 39 ulddd space/ 1y exe
Status: Done File Size: 267776 bytes)
Rated By: Service: HTTP
Submit Type: FortiGate MDS5: 45d1ab476bed93e785057cc9041a52d4
Source IP: 19216811559 SHATL: 0423755243¢0001996 3cal6cadBI0ad0fT 36019
Destination IP: 3131196163 SHAZ56: Thebéd4314431c2727 3fcx 1cadOed:
Digital Signature: No 1o 3973967277548589060
SIMNET: off Submitted By: FG140D3G13804734
Virus Total: a Submit Device: ISFW-Finance
VDOM: roat
Submitted Filename: Typegrysatoexypaszaxy.exe
Filename: lypegnysafoexypaszony.exe
Start Time: Jul 112018 06:22:21-07:00
Detection Time: Jul 112018 04:26:51-07:00
Suspicious Indicators ScanTime: 270 seconds
focsant Scan Unit: FSAIKDIR15000122
OO Device: FG140D3G13804734
N Launched OS: WINTXE4VM, WINTXBEYM
fesny
=N
= Suspicious URL
[ This file applied low suspicious autostart registry modifications to

Ex. 13 FortiSandbox Data.pdf at page 2.
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Incident Response

Fortnalyzer's Incldent Response capabllity Improves
Management & Analytics with focus on event management
and Identification of compromized endpolnts. Use Improved
default and custom event handlers to detect mallclous and
suaplclous activitles on the spot. Integration of events with the
FOS automation framewaork for automated endpolnt quarantine.
Incldent detectlon and tracking, as well as evidence collection
and analysle are streamlined through Integration with [TSM
platforms, helpling to bridge gaps In your Securty Operations
Center and relnforce your Securlty Posture.

Fortiview — Powerful Network Visibility

Provides a customizable Interactive dashboard that helps you
rapldly pinpoint problems, with Intultive surmmary views (Flg.

1) of network trafic, threats, applications and mare. Forth/lew
Iz a comprehensive monitoring system for your network that
Integrates real-time and historlcal data Into a single view. It
can log and monitor threats to networks, fllter data on multiple
levels, kesp track of adminlstrative activity, and maore.

. '§‘ A
i
N Cal
.......... o W
-] ' L Y

Figure 1

Indicators of Compromise

The Indlcators of Gompromise (|OC) summary shows end
usera with susplclous web usage compromiaes. It provides
Irforrmation such as end usera” IP addressea, host name,
group, OS, overall threat rating, a Map View, and number of
threats. You can drill down to view threat detalls. To generate
the Indicators of Compromise, ForlAnalyzer checks the web
fiiter logs of each end uaer agalnst Ite threat database. When
a threat match I found, a threat score s given to the end
user. FortiAnalyzer aggregates the threat scores of an end
user and gives Its verdict of the end user's overall Indicators
of Gompromige. The Indicators of Gompromise summary Is
produced through the UTM web fllter of FortiGate devices and
Fortlanalyzer subscrption to FortiGuard to keep Its local threat
database synced with the FortiGuard threat database.

Ex. 21 FortiAnalyzer.pdf at page 2.

121.
proven at trial, but not less than a reasonable royalty. Additionally, as a result of Defendant’s unlawful
activities, Finjan has suffered and will continue to suffer irreparable harm for which there is no

adequate remedy at law. Finjan and Defendant compete in the security software space, and Finjan is

Defendant’s infringement of the ‘633 Patent has injured Finjan in an amount to be
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actively engaged in licensing its patent portfolio. Defendant’s continued infringement of the 633
Patent causes harm to Finjan in the form of price erosion, loss of goodwill, damage to reputation, loss
of business opportunities, inadequacy of money damages, and direct and indirect competition.
Monetary damages are insufficient to compensate Finjan for these harms, and thus Finjan is entitled to
preliminary and/or permanent injunctive relief.

122. Defendant has been long-aware of Finjan’s patents, including the ‘633 Patent, and
continued its unauthorized infringing activity despite this knowledge. As discussed above, Finjan
actively and diligently attempted to engage in good faith negotiations with Defendant for nearly two
years regarding Defendant’s infringement of Finjan’s Asserted Patents. Even after being shown that
its products infringe Finjan’s patents, including the ‘633 Patent, on information and belief Defendant
made no effort to avoid infringement. Instead, Defendant continued to incorporate its infringing
technology into additional products, such as those identified in this complaint. All of these actions
demonstrate Defendant’s blatant and egregious disregard for Finjan’s patent rights.

123. Despite its knowledge of Finjan’s patent portfolio and Asserted Patents, and its specific
knowledge of its own infringement, Defendant continued to sell the ‘633 Accused Products in
complete and reckless disregard of Finjan’s patent rights. As such, Defendant acted recklessly,
willfully, wantonly, and deliberately engaged in acts of infringement of the ‘633 Patent, justifying an
award to Finjan of increased damages under 35 U.S.C. § 284, and attorneys’ fees and costs incurred

under 35 U.S.C. § 285.

COUNT VIII
(Indirect Infringement of the ‘633 Patent pursuant to 35 U.S.C. § 271(b))

124.  Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the
allegations of the preceding paragraphs, as set forth above.

125. In addition to directly infringing the ‘633 Patent, Defendant knew or was willfully blind
to the fact that it was inducing infringement of at least Claims 1-7, 14-20, and 28-33 of the ‘633 Patent
under 35 U.S.C. § 271(b) by instructing, directing and requiring its customers to perform the steps of

the method claims of the 633 Patent, either literally or under the doctrine of equivalents.
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126. Additionally, Defendant knew or was willfully blind to the fact that it was inducing
infringement of at least Claims 1-7, 14-20, and 28-33 of the ‘633 Patent under 35 U.S.C. § 271(b) by
instructing, directing and requiring its developers to perform the steps of the method claims of the ‘633
Patent, either literally or under the doctrine of equivalents.

127. Defendant knowingly and actively aided and abetted the direct infringement of the ‘633
Patent by instructing and encouraging its customers and developers to use the *633 Accused Products.
Such instructions and encouragement included advising third parties to use the ‘633 Accused Products
in an infringing manner, providing a mechanism through which third parties may infringe the ‘633
Patent, and by advertising and promoting the use of the ‘633 Accused Products in an infringing
manner, and distributing guidelines and instructions to third parties on how to use the ‘633 Accused
Products in an infringing manner. See, e.g., Ex. 13 FortiSandboxData.pdf; Ex. 17 FortiGate 400D
Data Sheet.pdf; Ex. 18 FortiOS.pdf; Ex. 21 FortiAnalyzer.pdf; Ex. 22 Fortinet Product Matrix.pdf.

COUNT IX
(Direct Infringement of the ‘822 Patent pursuant to 35 U.S.C. § 271(a))

128. Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the
allegations of the preceding paragraphs, as set forth above.

129. Defendant infringed and continues to infringe Claims 1-35 of the ‘822 Patent in
violation of 35 U.S.C. § 271(a).

130. Defendant’s infringement is based upon literal infringement or, in the alternative,
infringement under the doctrine of equivalents.

131. Defendant’s acts of making, using, importing, selling, and offering for sale infringing
products and services have been without the permission, consent, authorization or license of Finjan.

132. Defendant’s infringement includes the manufacture, use, sale, importation and offer for
sale of Defendant’s products and services that utilize FortiGate, FortiSandbox, FortiClient, FortiWeb,
FortiMail, FortiGuard Security Services, and FortiGuard Labs technologies, including Fortinet

Security Fabric Platform products (collectively, “the ‘822 Accused Products™).
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133. The *822 Accused Products embody the patented invention of the ‘822 Patent and
infringe the ‘822 Patent because they make or use the patented system or perform the patented method
of protecting devices connected to the Internet from undesirable operations from web-based content,
by, for example, determining whether any part of such web-based content can be executed and then
trapping such content and neutralizing possible harmful effects using mobile protection code.

134. To the extent the ‘822 Accused Products use a system that includes modules,
components or software owned by third parties, the ‘822 Accused Products still infringe the 822
Patent because Defendant is vicariously liable for the use of the patented system by controlling the
entire system and deriving a benefit from the use of every element of the entire system. Similarly, to
the extent Defendant’s customers perform a step or steps of the patented method or the ‘822 Accused
Products incorporate third parties’ modules, components or software that perform one or more patented
steps, Defendant’s ‘822 Accused Products still infringe the ‘822 Patent because the 822 Accused
Products condition receipt by the third parties of a benefit upon performance of a step or steps of the
patented method and established the manner or timing of that performance.

135. The ‘822 Accused Products are processor-based systems that receive downloaded files
for inspection or scanning to detect the presence of malware.

136. The ‘822 Accused Products are powered by multiple SPU Network Processors:

% Carrier-Class
Firewall (CCFW)

* Rellable high capacity firewall deslgned
for service providers

» Powered by multiple SPU Network
Processors that accelerate procesaing
for both IPv4 and IPvE traffic

»  Supports Carrler License upgrade that
unlocks features and protocol SUpRor
for moblle networks such as GTP
and SCTP

Ex. 23 FortiGate6000Data.pdf at page 2.
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137. The “822 Accused Products are monitoring information received by the communicator:

AN

[ e WFortiGuard Labs
’ -

1= o Security Updates

Intclhgnncc Sharing
e

e 4 -

&

@ FortiSandbox E)
ﬂhsé'm:g'w RE&IAtime Intelligence Updatés ﬂhm:slmv
¢ X A ____ Block Objects B ‘
W N FortiClient (atp ager) } )
W W g Third-party Endpoim Agent N
FortiGate/FortiMailFortiWebiFortiADG/FortiProxy/IGAP Device json g &)
Fila Quarantine
| ® D
Quarantine Devices Forensics and Response

Ex. 13 FortiSandboxData.pdf at page 2.

138. The ‘822 Accused Products monitor if the received Downloadable information
comprises program code which can include distributable components (e.g. Java™ applets and
JavaScript scripts, ActiveX™ controls, Visual Basic, add-ins and others). It can also include
application programs, Trojan horses, multiple compressed programs such as zip or meta files, among

others:

FortiSandbox scans executable (Windows .exe and . d11 files), JavaScript, PDF and other file
types. JavaScript and PDF are the two most common software types that malware uses to
execute malicious code. For example, JavaScript is often used to create heap sprays and inject
malicious code to execute in other software products such as Adobe Reader (PDF).

FortiSandbox scans sniffed traffic for connections to botnet servers (network alert) using the
botnet database and attack traffic using the IPS signature database. FortiSandbox then
compares this traffic against the Web Filter database to determine the nature of the traffic and
connection hosts.

Ex. 15 fortisandbox.pdf at page 10.
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High Risk Botnet

Wark as clean (False positive)

Received Apr 202016 20:11:44
Skarted Apr 202016 20:11:49
Skatus Daone

Rated By W Engine

Su bmit Type Sniffer

Source IP 13%.156.16.2
Dhestination | P 564854912

Digital Signature o

Scan Bypass Conhgurabon A

0 More Details
Behavior Summary

B Analysis Det ails

2 Packer HiA

[3) File Type =)

& Dovnlozded From  hitp M ivenaked comatyles-bloimgi exe

WHINTHSTVA

X Captured Packets F Criginal Fle & Tracer Package F.3 Tracer Log

= Behavior Chronology Chart

) a
O @ R RRRCL CIUERRS S NN RGN A @

Threat Level

1527 0015:27:100 5:227-201 527 20152 7:4015:27 501 528:001 5:28:101 5:2B:201 528301 5:2 8:4(1 5:2850
Time
Medium Rick @ LowRisk @& Clzan

= Euspicious Behaviors(5)

Executabledropped a copy of itselr

Suspicious registry
@ static Analysis|2)
& Files Created (14)

Figure 2: Detailed malware report with built-in tools

Ex. 14 FortiSandboxSheet.pdf at page 2.

139. The *822 Accused Products comprise a content inspection engine communicatively

coupled to the information monitor for determining whether the downloadable-information includes

executable code.
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A High Risk Downloader & F 3 &
- ver Tree View Details
Received: 2 112018062219
Started: ol 1120180622:21-0700
Status: Done
Rated By:
Submit Type: FortiGate MDS: 4501ab47dbed93e TBSAS Ter 704 125204
Source IP: 19216811599 SHAL: 042375534 360001996 Jcatbca480000fa 736019
Destination IP: 3131196163 SHAZS6: Thcbsda314431cT 72T 185515 48bc2dc 0
Digitad Signature: No L3 I9TINETITTSABSES060
SIMNET: o Submitted By: FG140D3G13804734
Virus Totak: Q Submit Device: ISFW-Finance
VDOM: root
Submitted Filename: lypeznysaforxypaszoxy.eae
Filename: Typegrysafoexypastony.exe
Start Time: Jul 11201806:2221-07:00
Detection Time: Jul 11201806:26:51-07:00
spicious Indicators Scan Time: 270seconds
RN Sean Unit: FSASKD3R15000122
psSSew) Device: FG140D3G13804734
ERNN Launched OS: WINTXEEVM, WINTXBEVM
BN
LSRN
fs
L o his file applied low suspicious autostart registry modifications to

Ex. 13 FortiSandbox Data.pdf at page 2.
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Ex. 13 FortiSandbox Data.pdf at page 2.

140. The “822 Accused Products include a packaging engine communicatively coupled to the
content inspection engine for causing mobile protection code to be communicated to at least one
information-destination of the downloadable-information, if the downloadable-information is

determined to include executable code.
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FortiSandbox will execute code in a contained virtual environment and the output is analyzed to
determine the characteristics of the file. Inspection is run post-execution and all aspects of the
file are examined. FortiSandbox checks files for the following malicious characteristics:

e Known virus downloads

¢ Registry modifications

¢ Qutbound connections to malicious IP addresses
¢ Infection of processes

¢ File system modifications

FortiSandbox can process multiple files simultaneously since the FortiSandbox has a VM pool
to dispatch files to for sandboxing. The time to process a file is hardware dependent. It can take

30 seconds to three minutes to process a file.

Ex. 15 fortisandbox.pdf at page 76.
141. The ‘822 Accused Products collect the downloadable-information including a list of

computer commands that incoming files are programmed to perform:

Captured Select the Captured Packets button, =@ captured packets o download the
Packets tracer PCAP file to your management computer.

The packet capture (PCAP) file contains network traffic initiated by the
file. You must have a network protocol analyzer installed on your
management computer to view this file.

The Captured Packets button is not available for all file types.

Ex. 15 fortisandbox.pdf at page 46.

142. The sandboxed package also includes protection policies operable alone or in
conjunction with further Downloadable-destination stored policiessMPCs for causing one or more
predetermined operations to be performed if undesirable operations of the Downloadable are

intercepted.

Addresses

Web cache addresses and address groups define network addresses that you use when configuring source and
destination addresses for security policies. The FortiCache unit compares the |P addresses contained in packet
headers with security policy source and destination addresses to determine if the security policy matches the
traffic. Addresses can be |Pv4 addresses and address ranges, |Pv6 addresses, and fully qualified domain names
(FQDNs).

Ex. 24 FortiCache.pdf at page 78.
143. The ‘822 Accused Products have a list of restrictions for files that are transmitted to a

corresponding subset of the intranet computers.
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@ FortiGuard /= =lit=rins

Web Page Blocked!
@ You have tried to access a web page which is in violation of your internet usage policy.

URL: www.ebay.com/
Category: Shopping and Auction

To have the rating of this web page re-evaluated please click here.

Ex. 25 FortSecPolicy.pdf at page 5.

144. The ‘822 Accused Products include a content inspection engine that comprises one or
more downloadable-information analyzers for analyzing the downloadable-information, each analyzer
producing a detection indicator indicating whether a downloadable-information characteristic
corresponds with an executable code characteristic, and an inspection controller communicatively
coupled to the analyzers for determining whether the indicators indicate that the downloadable-
information includes executable code.

145.  The “822 Accused Products can block access according to policies:

O 2 Message Format: text/html Message Size: 3424/32768
# A M|<'DOCTYPE html PUBLIC "-//W3C//DTD HIML A
1 I . ——— <html>
i . Sepejllezire F::RTINET <head>
@ FOﬁlGU.fd r"""")hu_l"J‘J' = <meta http-equiv="Content-Type™ coni
<title>

Fowered by FortiGuard Applicaticn Control Violation

<ftitle>
<style type="text/css">
html, body {
margin: 07

. - padding: 0=
Appllcatlon B|0Cked! font-family: Verdana, RArial, sa:
font-size: 10pt;
}
ni, h2 {
height: 82px:
You .hav.e atternpt.ed. to use an tert-indent: -890em:
application which is in viclation of your margin: 07
internet usage policy. 2 padding: 07 = v
v

Ex. 24 FortiCache.pdf at page 40.
146. The 822 Accused Products evaluate content relative to a given policy, based on the

content profile, the results of which are saved as entries in the policy index:
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Security Profiles T Show @ Al X
346 Antivirus +- G Local Categories

* Profiles + Srotentially Liable
= % Web Fier +- S Adult/Mature Content

| [ R e
i X + S Sacurity Risk
* Rating Owerrides
+ B General Interest - Personal

* Web Overides .
H e +- @General Inkerest - Business
53 Application Contr

= et + Slnrated
=) Inkrusion Proection . . .
- R ) Quota on Categories with Monitor, Warning and Authenticate Adtions
5 g Client Reputation
Enable Safe Search

LS

Scan Encrypted Connections (Evempted Categories: i Banking o Health Care o) Personal Privacy

L%

Enable Web Site Filter
O Create New  [J Edt ) Delets

I S B A T
N - I

Wb Resume Download BRock FTOVIGE D¥Laks 101 EloCked HTTP 410% and St EMTors
Block Invalid URLs Feate Images by URL (Blocked images will be replaced with blanks)
HTTP POST Action | Comifort ¥ Web Content Filter| "
Remove Java Applet Filter Allow Websites When a Rating Error (ocurs
Remove Ackive) Filter Feate URLs by Domain and IF Address

VPN Remove Cookde Filter Bhock HTTP Redirects by Rating

User & Device Leg all szarch keywords

= Al Blocked Overidz
WiFi Controller
Log & Report Apply

Ex. 26 http://kb.fortinet.com/kb/viewContent.do?externalld=FD37408&sliceld=1.

147. Defendant’s infringement of the ‘822 Patent injured Finjan in an amount to be proven at
trial, but not less than a reasonable royalty. Additionally, as a result of Defendant’s unlawful activities,
Finjan has suffered and will continue to suffer irreparable harm for which there is no adequate remedy
at law. Finjan and Defendant compete in the security software space, and Finjan is actively engaged in
licensing its patent portfolio. Defendant’s continued infringement of the ‘822 Patent causes harm to
Finjan in the form of price erosion, loss of goodwill, damage to reputation, loss of business
opportunities, inadequacy of money damages, and direct and indirect competition. Monetary damages
are insufficient to compensate Finjan for these harms, and thus Finjan is entitled to preliminary and/or
permanent injunctive relief.

148. Defendant has been long-aware of Finjan’s patents, including the ‘822 Patent, and
continued its unauthorized infringing activity despite this knowledge. As discussed above, Finjan
actively and diligently attempted to engage in good faith negotiations with Defendant for nearly two

years regarding Defendant’s infringement of Finjan’s Asserted Patents. Even after being shown that
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its products infringe Finjan’s patents, including the ‘822 Patent, on information and belief Defendant
made no effort to avoid infringement. Instead, Defendant continued to incorporate its infringing
technology into additional products, such as those identified in this complaint. All of these actions
demonstrate Defendant’s blatant and egregious disregard for Finjan’s patent rights.

149. Despite its knowledge of Finjan’s patent portfolio and Asserted Patents, and its specific
knowledge of its own infringement, Defendant continued to sell the ‘822 Accused Products in
complete and reckless disregard of Finjan’s patent rights. As such, Defendant acted recklessly,
willfully, wantonly, and deliberately engaged in acts of infringement of the ‘822 Patent, justifying an
award to Finjan of increased damages under 35 U.S.C. § 284, and attorneys’ fees and costs incurred

under 35 U.S.C. § 285.

COUNT X
(Indirect Infringement of the ‘822 Patent pursuant to 35 U.S.C. § 271(b))

150. Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the
allegations of the preceding paragraphs, as set forth above.

151. In addition to directly infringing the ‘822 Patent, Defendant knew or was willfully blind
to the fact that it was inducing infringement of at least Claims 1-8 and 16-27 of the ‘822 Patent under
35 U.S.C. 8§ 271(b) by instructing, directing and requiring its customers to perform the steps of the
method claims of the ‘822 Patent, either literally or under the doctrine of equivalents.

152.  Additionally, Defendant knew or was willfully blind to the fact that it was inducing
infringement of at least Claims 1-8 and 16-27 of the ‘822 Patent under 35 U.S.C. § 271(b) by
instructing, directing and requiring its developers to perform the steps of the method claims of the ‘822
Patent, either literally or under the doctrine of equivalents.

153. Defendant knowingly and actively aided and abetted the direct infringement of the ‘822
Patent by instructing and encouraging its customers and developers to use the ‘822 Accused Products.
Such instructions and encouragement included advising third parties to use the ‘822 Accused Products
in an infringing manner, providing a mechanism through which third parties may infringe the ‘822

Patent, and by advertising and promoting the use of the ‘822 Accused Products in an infringing
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manner, and distributing guidelines and instructions to third parties on how to use the ‘822 Accused
Products in an infringing manner. See, e.g., Ex. 13 FortiSandboxData.pdf; Ex. 14 FortiSandbox
Sheet.pdf; Ex. 15 fortisandbox.pdf; Ex. 23 FortiGate 6000 Data Sheet.pdf; Ex. 24 FortiCache.pdf; Ex.
25 FortSecPolicy.pdf; Ex. 26
http://kb.fortinet.com/kb/viewContent.do?externalld=FD37408&sliceld=1.

COUNT XI
(Direct Infringement of the ‘305 Patent pursuant to 35 U.S.C. § 271(a))

154.  Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the
allegations of the preceding paragraphs, as set forth above.

155. Defendant has infringed and continues to infringe Claims 3-4, 6-12, and 14-25 of the
*305 Patent in violation of 35 U.S.C. § 271(a).

156. Defendant’s infringement is based upon literal infringement or, in the alternative,
infringement under the doctrine of equivalents.

157. Defendant’s acts of making, using, importing, selling, and offering for sale infringing
products and services has been without the permission, consent, authorization or license of Finjan.

158. Defendant’s infringement includes the manufacture, use, sale, importation and offer for
sale of Defendant’s products and services that utilize FortiGate, FortiSandbox, FortiClient, FortiWeb,
FortiMail, FortiGuard Security Services, and FortiGuard Labs technologies, including Fortinet
Security Fabric Platform products (collectively, “the ‘305 Accused Products™).

159. The “305 Accused Products embody the patented invention of the ‘305 Patent and
infringe the 305 Patent because they make or use the patented system or perform the patented method
of rule-based scanning of web-based content for exploits by, for example, using parser and analyzer
rules to describe computer exploits as patterns of types of tokens.

160. To the extent the ‘305 Accused Products use a system that includes modules,
components or software owned by third parties, the *305 Accused Products still infringe the *305
Patent because Defendant is vicariously liable for the use of the patented system by controlling the

entire system and deriving a benefit from the use of every element of the entire system. Similarly, to
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the extent Defendant’s customers perform a step or steps of the patented method or the ‘305 Accused
Products incorporate third parties’ modules, components or software that perform one or more patented
steps, Defendant’s 305 Accused Products still infringe the 305 Patent because the 305 Accused
Products condition receipt by the third parties of a benefit upon performance of a step or steps of the
patented method and establish the manner or timing of that performance.

161. The “305 Accused Products provide a platform, including Scan Engines, which operates
on a computer to scan content to prevent malicious code and threats from accessing the client
computer. The ‘305 Accused Products include a network traffic probe, operatively coupled to said
network interface and to said rule-based content scanner, for selectively diverting incoming content

from its intended destination to said rule-based content Scanner.

o
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" Endpeimt Zem-wcich Buk Arv isoring
FortiGate 4000 deployment In campus FartlGate 400D deployment In branch oflce
(NGFW) {Secure SO-WAN)

Ex. 17 FortiGate 400D Data Sheet.pdf at page 2.
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o Fila submizsion for amakysis
Respective andysiz results
© Fespecive

are ratu
Remeadiation
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@ Marusl Host Quarantine

SECURED BY
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intaligance updates Tt @ Manual Sources P Quarantine
} . using firewrall
rtiGate FortiClient ™< Protection

0 Proactive dynamic Threat DB
upsdate to gatewsy and host

Enforce Habwork

Ex. 18 FortiOS.pdf at page 4.

Cuarmnting

Sandbox Malware Analysis

Complarnent yvour eatabllzhed defenses with a wo-stap
zandbaxing approach. Susplelous and at-rlzsk flles ara
zublectad to the first stage of analysls with Fortinet's award-
winning AV engine, FordGuard global Intalligance query™®,
and coda emulation. Second 2tage analyalz |s dona Ina
contalned ervironmeant to uncover tha full attack fecycle
uslng =yatem activity and callback datectlon. Flgurs 1
deplctz naw threats discovarad nraal time,

In addition to supporting FortlGate, Fortiball, Forthiels,
FortlaDC, FortlProxy, FortiCllent (TP agent) and Fabric-
Raady Fartner submlsslon, third-party sacurty vendor
offarings are supportad through a wall-defined cpan AF| st

Ex. 13 FortiSandbox Data.pdf at page 2.

162. The ‘305 Ac

incoming content from the Internet and analyze a broad array of file types that comprise traffic passing

cused Products, through FortiSandbox, include a receiver to receive

through the ‘305 Accused Products, including PDFs, Microsoft Office documents and EXEs.
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FEATURES SUMMARY

ADMINISTRATION

File ype support: 7z, ace, apk. app. &, bat, k2, cab, .cmd, dl, dmg .doc, .docm, doce, .ok,
o, .do, &ml, S, gz, mm, hol, gy, Jso. jar. . kgb, i, Bh, Mach-O..mai, pd. pot poim,

Supparts Web Ul and CL
n pole, Ppam, .pps, PRSM, ppac, ppt ppm, ppte pel, ran nf sidm, sl awf tar tgz, upe, url, vhs,
b accourt ceaion WEBLink, .wa, .dam, .ds xsh, dam, xkse, i, xm, e, s, 2, zip
[ ion file backup and restore -

Matification errai whan maiicious file is detected
Weszkly repart ta global emai list and FortiGa
Ceniralizad search page whith allows
Frequen signature auio-updates
Auomatic chedk and

WM etaius monicring

Fadius Autervicatian for administratoes

NETWORKING/DEPLOYMENT

Sl Fouting Suppoe

File Ingut: Offfne/sriffer mod, On-demand file upload, fle submission from inteqrated devicels)
Opiion 1o create simubsed nework for scanned fle to access in 2 closed nework
High-Availebilly Clusiesing support

Port maritoring for fai-over in a cluster

0 buid search conditore

VM images

File Subrmission input: Forti3ate, Fortial, ForthVed, FortADIC, ForiProwy and ForiClient (ATP agen)

~ Bnifier mods: HTTF, FIIFI':PUPé‘ IMAP, SMTP, SMB

— BOC mode: SMTP

— Inkerated mods with ForiGate: HTTR SMTP, POP3, IMAP. MAPI, FTP. IM ard thefr equivalent
SSL-encrypiad versions

— Intagrated mods with ForiMail: SMTP. POP3. MAP

— Inkegrated mods with ForiWeb: HTTP

— Interared mods with ICAP Client: HTTP

Custornize Vs for supporting various file types

Isclate WM image fraffic fram system raffic

Network threat detection n Sniffer Made: Kerity Boimat acthitiss and nework attacks, maliciaus URL visit

Scan SMB/NFS negwork shere and queraniine suspicious fles. Scan can be scheduled

Scan embedded UALs inside document fles

Option fo integrate. with third-pary Yara ruies

Option 1o auic-submit suspiciowe fles 1o clowd sarvice for manual analsis and signature creation

Option 1o forward files 10 & newrk share for furtes (- party scaning

PAles checksum whitelist and blacklist option

URLs submission for scan and query fom emais and files

File s Feedback and Report: FortiSate, ForiMail, FariWieb, FarADG, FortProwy and ForiClent (ATP agent)
Dynamic Threat OB updste: FariGate, FortMal, ForthVeh, ForthC, FartProey end Forilient (TP ager)

— Perindicaly push dynamic OB fo regisiered erfies

— Fike checksum and maiicious URL DB

Update: Detabase prowy: ForiManager

Remate Logping: Fortidralyzer, Sysiog server

JSONAPI ta automate the process of uploading samples and downleading actionable malvare indcators

o remediaie

Certified third-paryy iegration: CarborBlck, Zifien, SentinelCre

g of KCs between F
ADVANCED THREAT PROTECTION
nspection of new freats nobidng and pessword profected maware mitigation
Static: Code analysis identifying possible treats witin non-nunning code:
Heuristic/PatterryAeputation: besed analyds

— 05 typ= supported: Windows XP*, Windows 7, Windows 8.1, Winoows 10, macOS, and Andoid

— dnfi-evasion techninues: skesp calls process, and regislny queriss

~ Calback Deteciion: makcious UAL visit, boinet C&C ion, and attacker raffic fieted
maware

— Downkoed Capure packets, Criginal Fie, Tracer log. and Screenshot

— Bandbax Inieractis Mads

* Supparted in a custom YM

Ex. 13 FortiSandbox Data.pdf at page 4.

MONITORING AND REPORT

Real-Time Menitaring Widpets hiewsble by sourcs and time pericd aptiare): Scanning resut stafistics.
scarning acivities (over ime), tap terpsted hosts, fop maware, top infecious urls, fop calback domaing
Drildown Event Viewer: Dynamic table with content of actions, maware rame, rating. type, source, destination,
detection time, and download path

Logping — &1, dowricad AMW g file

procese hehaviors, registry behaviors, network behaviars, vm enapshot, behanior chronclogy chart
Furier Analysis: Dawnloadable files — sample fie, sandbaox racer logs, PCAP capuure and indicators in
ST farmat
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File types
FortiSandbox, by default, supports the following file types:

Executables BAT, CMD, DLL, EXE, JAR, MSI, PS1, UPX, WSF, and VBS.

Maost DLL files cannot be executed within a WM, it is recommended

to tum on its Pre-Filtering with the following CLI command:
sandboring-prefilter —= —tdll

Only the DLL files which can be executed inside a WM will be put into
the Job Queus.

Archives 7Z, ARB, BZIP, BZIP2, CAB, EML, GZIP, LZW, RAR, TAR, %Z and
mare.

Archive files will be extracted up to six levels and each file inside will
be scanned according to Scan Profile settings. The max file number
extracted:

» On-Demand input: 10,000

« JSON APL: 1,000
» All otherinput sources: 100

Microsoft Office Word, Excel, PowerPoint, Outlook and more.

Adobe PDF, SWF, and Flazh.

Static Web Files HTML, JS, URL, and LMK

Android File APE.

MACOSX Files MACH_O, FATMACH, DMG, ¥AR, and APP.

WEEBLink URLs submitted by FortiMail devices or sniffed from email body by
sniffer.

EX. 19 FortiSandbox Administration Guide.pdf at pages 79-80.

163. The ‘305 Accused Products receive web content and perform analysis on this content
that includes parsing the content (such as JavaScript and executable code) so that it can be analyzed for
malware or exploits. The ‘305 Accused Products utilize antivirus components in the computer to
perform the analysis of the content and to apply analyzer rules to identify exploits.

164. The ‘305 Accused Products, through FortiSandbox, add security profiles to a database

that tags certain tokens of a computer exploit such as protocols, affected software, and file types.
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Ex. 13 FortiSandbox Data.pdf at page 2.

A High Risk Downloader

Basic Information Details Information
Received: Jul 112018 06:22:19 File Type: e
Started: Jul 112018 04:22:21-07:00 Downloaded From: htt; Jldm'!ﬂ juiddd 1 f =
Status: Done File Size: 267776 (bytes)
- s i
Submit Type: FortiGate MDS: 4501ab47dbed93e785d57ccP041a5204
Source IP: 192.168.115.99 SHAL: 04a3755243e0dd 1996 3cafbcadBifad0fa? 3017
Destination IP: 3131196163 SHAZ56: Tbcb6d4314431c27273fcc 1cadOes
Digital Signature: No 10: 3973967277548589060
SIMNET: Off Submitted By: FG140D3G13804734
Virus Total: Q Submit Device: ISFW-Finance
VDOM: root
Submitted Filename: Iypegnysafoexypaszoxy.exe
Fllename: Typegnysafoexypaszoxy exe
Start Time: Jul 11 2018 06:22:21-07:00
Detection Time: Jul 112018 06:26:51-07:00
Suspicious Indicators Scan Time: 270 seconds
BN Scan Unit: FSAIKDIR15000122
o] Device: FG140D3G13804734
AN Launched 05: WINTXEAVM, WINTRBSYM
v
N
a3 Suspicious URL
| oem This file applied low suspicious autostart registry modifications to

Ex. 13 FortiSandbox Data.pdf at page 2.
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Incident Response

Fortianalyzer's Incldent Responze capabllity Improves
Management & Analytics with focus on event management
and Identification of compromized endpolnts. Uze Improved
default and custom event handlers to detect mallclous and
suzplclous activities on the spot. Integration of events with the
FOS automation frammewaork for automated endpolnt quarantine.
Incldent detectlon and tracking, as well as evidence collection
and analysle are streamiined through Integration with ITSM
platforms, helping to bridge gaps In your Securty Operations
Center and relnforce your Securlty Posture.

FortiView — Powerful Network Visibility

Prowldes a customizable Interactive dashboard that helps you
rapldly pinpolnt problems, with Intulthve summary views (Flg.

1) of network trafic, threats, applications and more. Forth/lew
Iz a comprehensive monitoring system for your networlk that
Integrates real-time and historlcal data Into a single view. It
can log and monltor threats to networlkes, filter data on multiple
levels, keep track of administrative acthvity, and more.

(U Bn T

9%
| I$ -
VD
...... 7 l. ALl i e -
Figure 1

Indicators of Compromise

The Indicators of Gompromise (0OC) summary shows end
usera with susplclous web usage compromlaes, [t provides
Information such as end usera’ IP addresses, host name,
group, OF, overall threat rating, a Map View, and number of
threats. You can drill down to view threat detalls. To generate
the Indicators of Gompromlse, ForlAnalyzer checks the web
filter logs of each end user against Ite threat database. When
a threat match 2 found, a threat score I ghven to the end
user. FortlAnatyzer aggregates the threat scores of an end
user and ghves Its verdict of the end user's overall Indicators
of Compromise. The Indicators of Compromize summary Iz
produced through the UTM web filter of FortiGate devices and
Fortlanalzer subscription to FortiGuard to keep Its local threat
database synced with the FortiGuard threat database.,

Ex. 21 FortiAnalyzer.pdf at page 2.
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165. The “305 Accused Products, through FortiSandbox, scan a plethora of file types using

parser and analyzer rules (YARA dynamic analysis, dynamic heuristic rules), update, and integrate

new parser and analyzer rules with existing rules.

Hle type support: .7z, ace, .apk, .app, .arf, bat, .be2, .cab, .cmd, .dl, .dmg, .doc, docm, .doc, .dot,
(dotm, dote, eml, exe, gz, .him, html, gy, .iso, jar, js, kgb, Ink, Eh, Mach-O, msi, pdf pot, potm,

pote, ppam, .pps, ppem, pps, ppt pptm, ppbe, pel, ran o, sldm, side awd, tan fgz, o of, vbs,
WEELink, wef xlam, xs, xsb, xsm, xkx, xit, sfim, xitx, xz, z, zip

Frotocole' applications supported:

— Sniffer mode: HTTE, FTP, POP3, IMAR, SMTE, SMB

— BCC mode: SMTP

— Integrated mode with ForiGate: HTTF, SMTF, POF3, IMAF, MAR, FTF IM and their equivalent
S5L-encrypted versions

— Integrated mode with Fortibail: SMTF, POP3, IMAP

— Integrated mode with FortiWeb: HTTFP

— Integrated mode with ICAP Client: HTTP

Customize VWMs for supporting various file types

Isolste VM image traffic from system traffic

Netwark threat detection in Sniffer Mode: |dentiy Botnet acthifies and network attacks, malicious URL visit

Scan SMBMFS network share and quarantine suspicious files. Scan can be scheduled

Scan embedded URLs inside documert fles

Option to integrate with third-party Yara rules

Option to auto-submit suspicious files 1o cloud service for manual analysis and signafure creation

Option to forward files toa network share for further thind-party 2canning

Hles checksum whitelist and blacklist option

UURLs submission for scan and query from emails and files

Ex. 13 FortiSandbox Data.pdf at page 4.
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Import

Edit

Delete
Change Status

Export

Select to import a YARA rule file. You can apply one YARA rule to
multiple file types.

Select to edit a YARA rule file. You can apply one YARA rule to mul-
tiple file types.

Select to delete a YARA rule file.
Select to change the status (Active or Inactive) of a YARA rule.

Select to export a YARA rule file.

The following information is displayed:

Hame

File Type
Modify Time
Size

Sha256

Status

To upload YARA Rule File:

The name of the YARA rule_

The file types the YARA rule is applied to.

The date and time the YARA rule was last modified.
The size of the YARA nile.

The Sha256 number.

The current status (Active or Inactive) of the Inactive or Acfive YARA
rule. Click the icon to toggle the status.

1. Goto Scan Policy = YARA Rules.

2. Select Import.

3. Configure the following settings:

YARA Rule Name
Default Description
Rules Risk Level

File Type

YARA Rule File

4. Select OK to import rules.

Enter a name for the YARA rule set.
Enter a description of the YARA rule sat.
Select a rule rizk level between 1-10.

0-1: Clean

24; Low Rizk
5-7: Medium Risk
8-10: High Risk

All the YARA rules inside the YARA rule file will share the same risk
level.

Select file types to scan against uploaded YARA rules. One YARA
rule file can be applied to multiple file types.

Choose a text file containing YARA rules.
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5. Aftera YARA Rule File is imported, you can select the Activate/Deactivale icon to enable/disable the
YARA rule.

If you want the same set of rules to match more than one file type, you should import the file more than
once; for each import, set a different file type to match.

s If a file hits multiple rules, a complicated algorithm is used to caleulate the final
rating of the file. For example, if a file hits more than one Low Risk YARA rules,
= the file's verdict can be higher than the Low Risk rating.

To edit a YARA Rule:

Go to Scan Policy = YARA Rules.
Select a YARA Rule.

Click the Edif button from the toolbar.
Configure the following options:

Eall S

[n] YARA |D number. You cannot edit this field.

Yara Rule Name Enter a name for the YARA rule set.

Default Enter a description of the YARA rule sat.
Desecription
Rules Risk Select a rule risk level between 1-10.
Level

0-1: Clean

24 Low Risk

57: Medium Risk

8-10: High Rizk

All the YARA rules inside the YARA rule file will share the same risk
level.

File Type Select file types to scan against uploaded YARA rules. One YARA rule
file can ke applied to multiple file types.

YARA Rule File Choose atext file containing YARA rules.
5. Click OK to apply changes.

To delete a YARA rule:

Go to Scan Policy = YARA Rules.

Select a YARA Rule.

Select Defefe from the toolbar.

Click Yes I'm sure button from the Are you sure? confirmation box.

Eall S

To change the status of a YARA rule:

1. Goto Scan Policy = YARA Rufes.
2. Select a YARA Rule.
3. Select Change Status.

Ex. 19 FortiSandbox Administration Guide.pdf at page 91-92.
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FortiGuard arfispam samvice
— Global sender reputation
— Spam object checksums
— [yramic Heurizfic Aues

Real-ime spam FortiGuard spam outbreak protection

Full FortiGuard URL Category Ritering includes spam, mabware and phishing URLs
Business Email Compromise (BEC):

— Muiti-level Anti-spoaf profection

— Imposter detection

Greylisting for IPvd, IPvE addresses and email accounts

Local sender reputation {Pvd, IPv6 and End Point ID-based)

Behavioral analysis

Deep email header inspection

Integration with third-party spam URI and real-fime blacklists (SURBL/REL)
Mewslketter (greymail) and suspicious newslstter detection

PDF Scanning and image analysis

Block/safe lists at global, domain, and user levels

Support for enterprize sender identity standards:

— Sender Policy Framawork (SPF)

— Damain Keys |dentified Mail {DKIM)

— Domain- Based Message Authentication (CMARC)
Flexible action and nofification profles

Multiple system and peruser zelf-zervice guarartines

Chyramic adult image analysis

Ex. 27 FortiMail Data Sheet.pdf at page 4.

166. The ‘305 Accused Products include a database of parser and analyzer rules
corresponding to computer exploits to “automatically analyze in real-time all files downloaded to
FortiClient endpoints.” Based on this database, FortiClient can identify Indicators of Compromise
(token patterns) and use the policies (parser and analyzer rules) “to automate responses including

quarantining suspicious or compromised endpoints.”
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Advanced Threat Protection

Aza hext-generaﬁon endpoint protection solution,
FortiClient helps connect endpoints to FortiSandbaonx,
which uses behavior-based analysis to automatically
anahze in real-time all files downloaded to ForiClient
endpoints. Millions of FortiClient and FortiSandhbox
users workdwide share information about known and
unknown, makvare with cloud-based FortiGuard.
FortiGuard automatically shares the intelligence with
other FortiSandbos units and FortiClient endpoints to
prevent attacks from known and unknown makware.

Security Fabric Integration

Az a key piece of the Fortinet Security Fabric,
FortiClient integrates the endpoints into the Fabric for
eary detection and prevention of advanced threats
and delivers endpoint visibility, compliance contral,
vulnerability management and automation. With

6.0, FortiOS & Fortidnalyzer leverages FortiClient
endpoint telemetry inteligence to identify Indicator
of Compromize (IoC), With the Automation capability,
admins can investigate real-time and set policies to
automate responses including quarantining suspicious
or compromised endpoints to contain incidents and
stem outbreaks. Fortinet's endpoint compliance &
vulnerability management features simplifies the
enforcement of enterprise secunty policies preventing
endpoints from becoming easy attack targets.

Ex. 28 FortiClient.pdf at page 2.

167.
logs) corresponding to computer exploits (“network traffic, threats, network activities and trends across

the network™) based on token patterns (Indicators of Compromise) that allows for automated action.

The “305 Accused Products include a database of parser and analyzer rules (security
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Case 3:18-cv-06555 Document 1

Fortinet Security Fabrle can provlde unifled, end-to-end
protaction by deploying Forinet Enterprize Frewalls to battle
the advancad persistant threats, and adding Forinalyzer to .
ecpand the Securlty Fabric for Increased visibllity and robust
sacurlty alert Information that i both actlonable and
automated, .

Fortinalyzer enables you to colect, analyze and cormralate

kg data from your distbuted netwiork of Fortinat Enterpriss
Hrewalls from one cantral locatlon, and to view all your firewall
traffic and generate reports from a single conscle, Wit a
subecipton to ForlGuard Indleator of Compromise (100 .
senice, ft can provide a priodtzed list for compromiead hosts,
50 you can quickly take acton.

Ex. 21 FortiAnalyzer.pdf at page 1.

168. The 305 Accused Products, through FortiOS, create and continually update a database
(multi-path intelligence) of parser and analyzer rules defined by “source address and/or user group,”

“destination address and/or a selection of over 3,000 applications,” and “path selection using particular

link quality criteria or SLAs defined.”

Filed 10/26/18 Page 72 of 121

Centrallzed Search and Reports - Simple and Intulthe Goo-
dle-llke =earch experencs and reports on network fraffic,
threats, network actitas and trends acmoss tha network.

Autorrated Indcators of Cormpromiza (O0) - Scans securlty
lzgz using FortiGuard 10C Imtallgence for APT detacton.

Real-tirme and Historcal Wiews Into Network Activity - View a
summary of appllcations, sources, destinations, websliss, se-
curlty threats, adminlstrathve modificatons and system events.

Lighit-walght Evant Managemeant - Predafined securlty evant
definltons ara easlly customizable with automated alerts.

Soammkess Intagration with the Fortinat Sacurlty Fabrc - Cor
relates with logs from ForlCllant, FortlSandbox, FortMeb and

FortiMal for desper vsibillity.
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WAN load balancing (weighted) algorithms by : volume, sessions, source-destination P, Source IF, and
spillover

WAN lirks checks for SLAs:

- Ping or HTTP probes

- Moritoring criteria including latency, jitter, and packet loss

- Configurable chedk intenval, failure and fail-back thresholds

Multi-path inteligence using iles defined by:

- Source address andfor user group

- Destination address andfor a slection of over 3,000 applications

- path selection using particular link quality criteria or SLAs defined

Traffic shaping and QoS per policy or applications: Shared policy shaping, per-IP shaping, maximum and
quaranteed bandwidth, maximum concurent cornections per IP, traffic proritization, Type of Senvice (TOS),
and Differentiated Sewvices (Ciff3en) support

Option to set up traffic shaping profile by defining the percentage of interface bandwidth for each classified
fraffic and then bind 1o interfaces

Traffic Shaping Palicies: Assigns traffic shape profile according to matching policy bassd on source,
destination, service, application, applicaton category, and‘or URL categary.

DSCP support:

- DISCP match in SD-WAN rules

- DSCP tagging of forwarded packets based on identified applications

Infine and out-of-path WAN optimization topology, peer to peer, and remote client suppart

Trarsparent Mode option: keeps the original source address of the packets, so that servers appear to receive
fraffic directly from clients.

WAN optimization techniques: Protocol optimizaton and byte caching

WAN optimization protocols supported: CIFS, FTP, HTTR(S), MAPI, TCP

Secure Tunneling option: Use AES-128hit-CBC S5L to encrypt the traffic in the WAN optimization tunnel
Tunnel sharing option: Multiple WAN optimization sessions share the same turinel

Web caching: Object caching that accelerates web applications and web servers by reduding bandwidth
usage, server load, and perceived latency. Supports caching of HTTP 1.0 and HTTF 1.7 web sites
SSL Offloading with Web caching:

- Full made: performs both decryption and encryption of the HTTPS traffic

- Half made: perfarms anly one encrypticn or decryption action

Cption to exempt certain web sites from web caching with URL patterms

Support advanced web caching corfigurations and options:

- Ahways revalidate, Max cache abject zie, negative resporse duration, fresh factor, Max/Min/Defaut TTL,
praxy FODM, Max HTTP request/message length, ignare options, cache ecpired objects, revaidated
prama-no-cache

WAN optirmization and web cache maonitor

Ex. 18 FortiOS.pdf at page 12.

169. The *305 Accused Products, through FortiSIEM, create and continually update a
database of parser and analyzer rules: “Fortinet has developed an XML-based parsing language” which
“can be compiled during run-time;” “Every piece of information is converted into an event which is
first parsed and then fed into an event-based analytics engine for monitoring real-time searches, rules,
dashboards, and ad-hoc queries;” FortiSIEM handles “a large number of rules in real time at high event

rates.”
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Unified NOC and SOC Analytics (Patented)
Fortinet has developed an architecturs that enables unified data
collection and aratytics from dverss Information sources Induding
logs, performancs metrkes, SNMP Traps, secunty alerts and
configuration changas, ForiSIEM essantlally takes the analytcs
tradiiorally monitored In saparate slios from — S0C and NOC

— and brings that data togethar for a more hallztic vew of the
=acurity and avalabllity of the business. Every plece of Informaton
|z convertad Into an evenit which Is first parsed and then fad Into
an evant-based aralytics englne for monltorng real-time searches,
rulas, dashboards and ad-hoc queres.

Distributed Real-Time Event Correlation
(Patented)

Diztrlbutad avent corralation |s a dificult problam, as multiple nodes
hawve to share thelr partlal states In real time to tigger arule. Whille
mary SIEM vandors hava distributed data collection and datributad
zaarch capabllies, Fortnet Is the only wandor with a disrbuted
real-trme evenit comalkatlon anglne, Complax evant pattams can ba
detectad In rzal ime. This patented algorthm enables FortlSIEM o
handle a large nurrkbar of rulas In raal time at high avent rates for
accelerated detection imeframes.

Real-Time, Automated Infrastructure Discovery
and Application Discovery Engine (CMDB)
Rapld preblam resoluiion requires Infrastructure context. Most log
analysk and SIEM vendars raquire adminlstrators to provids the
context manualy, which guickly becomes stale, and s highly prone
to hurnan error. Fortinat has daveloped an Intallgent Infraztructura
and application discovery englne that |2 able to discover and map
the topology of bath physical and virtual Infrastructure, on-pramilsss
and In publlc/private douds, simply using credentials without any
prior knowladge of what the davicss or appllcatons are.

An up-to-date CMDE (Cantrallzed Management Databasa) enables
zophisticated context awars avent analytics uslng CMOE Cbjacts In
saarch condltons.

Dynamic User Identity Mapping

Cruclal contest for log analysls s conmectng network identiy

(IP addrass, MAC Address) to uzar identity (og name, full name,
argantzation roke). This Information Is corstantly changng as users
obtaln new addrasses via DHCP or VPN,

Fortnet has developad a dynamic usar denthy mapplng methodclogy.
Usars and thelr roles ars discovenad from on-pramizas or Cloud

Case 3:18-cv-06555 Document 1 Filed 10/26/18 Page 74 of 121

850 repostores. Mateork [dentity |2 Identlfied from Important
natwork evants, Then gao-ldantity I added to form a dynamic usar
Ideritlty audlt trall. This makes It possible to create policles or
performn Invastigations based on uzsr ldenthy Instaad of IP
addrassas — allowlng for rapld problemn resclution.

Flexible and Fast Custom Log Parsing
Framework (Patented)

Effective log pardng requires custom scripts but those can ba slow
to axecute, espaclaly for High volume logs |ke Active Dlractory,
firewall logs, atc. Complled code on the other hand, Is fast to
axecuts but Is not flexlbla sinca it nesds naw softwars releasas.
Fortinet has developed an XML-based event parsing language that
Is functioral ke high leval programming languages and easy 1o
mdify yet can ba complied during run-tlime to ba highly aficiant.
All FortlSIEM parsars go bayond most competitor's affarings using
this patented solutlon and can be parsed at bayond 10K EPS per
nodea,

Business Services Dashboard — Transforms
System to Service Views

Tradtonally, SIEME monltor Individual cormponents — sanvers,
applications, databases and so forth — butwhat most
organtzations really care about |s the serdces thosa systems power,
FortiSIEM now offars the ablity to assoclate Individual components
with the end user axperlance that they dallver together providng a
powarful view Into the true avalabllity of the business.

User and Entity Behavior Analysis

Fradefined comalation rukes as well as mors advancad machine
karning help ldentlfy Inslder and Incoming threats that pass
traditional defarsas. High fidelity alerts ralsa the profile of high
priorty actiens Identfled within the organization.

Automated Incident Mitigation

When an Incldent 1= tiggerad, an automated script can ba run 1o
mitigate or elminate tha threat. Bulli-In scrpts support avarkety of
davlcas Includng Foriinet, Clsco, Palo Alto and Window,/Linueg
sarvers, Bult-In scripts can execute a wide range of actions Indudng
dlsabling a usar's Activa Directory account, dzabling a switch port,
blocking an IP addrees on a Arewall, deauthenticating a user ona
WLAN Access Polnt, and more. Scripts leverage the credentlals
FortiSIEM already has In tha CMDE. Adminlstrators can aaslly
axtand the actions avallable by creating thel own scripts.

Ex. 29 FortiSIEM Data Sheet.pdf at page 2.

170. The “305 Accused Products include a rule-based content scanner that communicates
with the database of parser and analyzer rules, operatively coupled with the network interface, for
scanning incoming content received by the network interface to recognize the presence of potential
computer exploits.

171. The “305 Accused Products communicate to the database of parser and analyzer rules in
order to recognize the presence of and tag certain aspects of potential computer exploits such as

protocols, affected software, and file types.
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System Canfiguration Last Bacioupr 2017-11-02 15:45 [Backup/Restare. Clean o 2852 o ] o 2859
ﬁ' Current User Other o o o e L o Q
wow | Uptime Processed (] [} o LT ]
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ey | Microsolt Office Processing o o [} e o a o
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Ex. 13 FortiSandbox Data.pdf at page 2.

A High Risk Downloader
Basic Informatio Details Inforr
Received: Jul 112018 06:22:19 File Type: Ll
Started: Jul 112018 06:22:21-07:00 Downloaded From: http://dii39Mjuiddd space/1ypej foexypaszony.exe
Status: Done File Size: 267776 (bytes)
Rated By: Service: HTTP
Submit Type: FortiGate MDS5: 45d1ab4 7dbed?3e785d57cc 904 1a52d4
Source IP: 192.168.11599 SHAL: 0423755343e0dd19963catbcadBf0ad0fa7 3019
Destination IP: 31.31.196.163 SHAZ56: 7bebéd4314431c2727 3ec 1cadOe6 292abbf02e 70186501 548be 2dcdetBababl
Digital Signature: No 1D: 3973967277548589060
SIMNET: off Submitted By: FG140D3G13804734
Virus Total: Q Submit Device: ISFW-Finance
VDOM: root
Submitted Filename: 1ypegnysafoexypaszony.exe
Filename: 1ypegnysafoexypaszoxy.exe
Start Time: Jul 112018 06:22:21-07:00
Detection Time: Jul 112018 06:26:51-07:00
Suspicious Indicators Scan Time: 270 seconds
AN Scan Unit: FSAJKD3R15000122
OO Device: FG140D3G13804734
N Launched OS: WINTX64VM, WINTXBEVM
N
SN
= Suspicious URL
L. This file applied low suspicious autostart registry modifications to

Ex. 13 FortiSandbox Data.pdf at page 2.

172. Defendant’s infringement of the ‘305 Patent has injured Finjan in an amount to be
proven at trial, but not less than a reasonable royalty. Additionally, as a result of Defendant’s unlawful
activities, Finjan has suffered and will continue to suffer irreparable harm for which there is no
adequate remedy at law. Finjan and Defendant compete in the security software space, and Finjan is

actively engaged in licensing its patent portfolio. Defendant’s continued infringement of the *305
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Patent causes harm to Finjan in the form of price erosion, loss of goodwill, damage to reputation, loss
of business opportunities, inadequacy of money damages, and direct and indirect competition.
Monetary damages are insufficient to compensate Finjan for these harms, and thus Finjan is entitled to
preliminary and/or permanent injunctive relief.

173. Defendant has been long-aware of Finjan’s patents, including the 305 Patent, and
continued its unauthorized infringing activity despite this knowledge. As discussed above, Finjan
actively and diligently attempted to engage in good faith negotiations with Defendant for nearly two
years regarding Defendant’s infringement of Finjan’s Asserted Patents. Even after being shown that
its products infringe Finjan’s patents, including the ‘305 Patent, on information and belief Defendant
made no effort to avoid infringement. Instead, Defendant continued to incorporate its infringing
technology into additional products, such as those identified in this complaint. All of these actions
demonstrate Defendant’s blatant and egregious disregard for Finjan’s patent rights.

174. Despite its knowledge of Finjan’s patent portfolio and Asserted Patents, and its specific
knowledge of its own infringement, Defendant continued to sell the ‘305 Accused Products in
complete and reckless disregard of Finjan’s patent rights. As such, Defendant acted recklessly,
willfully, wantonly, and deliberately engaged in acts of infringement of the ‘305 Patent, justifying an
award to Finjan of increased damages under 35 U.S.C. § 284, and attorneys’ fees and costs incurred

under 35 U.S.C. § 285.

COUNT XII
(Indirect Infringement of the ‘305 Patent pursuant to 35 U.S.C. § 271(b))

175. Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the
allegations of the preceding paragraphs, as set forth above.

176. In addition to directly infringing the ‘305 Patent, Defendant knew or was willfully blind
to the fact that it was inducing infringement of at least Claims 14-24 of the ‘305 Patent under 35
U.S.C. 8 271(b) by instructing, directing and requiring its customers to perform the steps of the method

claims of the ‘305 Patent, either literally or under the doctrine of equivalents.
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177. Additionally, Defendant knew or was willfully blind to the fact that it was inducing
infringement of at least Claims 14-24 of the 305 Patent under 35 U.S.C. § 271(b) by instructing,
directing and requiring its developers to perform the steps of the method claims of the ‘305 Patent,
either literally or under the doctrine of equivalents.

178. Defendant knowingly and actively aided and abetted the direct infringement of the *305
Patent by instructing and encouraging its customers, purchasers, users, and developers to use the ‘305
Accused Products. Such instructions and encouragement included advising third parties to use the
‘305 Accused Products in an infringing manner, providing a mechanism through which third parties
may infringe the ‘305 Patent, by advertising and promoting the use of the ‘305 Accused Products in an
infringing manner, and distributing guidelines and instructions to third parties on how to use the ‘305
Accused Products in an infringing manner. See, e.g., Ex. 13 FortiSandboxData.pdf; Ex. 17 FortiGate
400D Data Sheet.pdf; Ex. 18 FortiOS.pdf; Ex. 19 FortiSandbox Administration Guide.pdf; Ex. 20
FortiGuard Security Services.pdf; Ex. 21 FortiAnalyzer.pdf; Ex. 27 FortiMail Data Sheet.pdf; Ex. 28
FortiClient.pdf; Ex. 29 FortiSIEM Data Sheet.pdf.

COUNT XIlI1
(Direct Infringement of the ‘408 Patent pursuant to 35 U.S.C. § 271(a))

179. Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the
allegations of the preceding paragraphs, as set forth above.

180. Defendant has infringed and continues to infringe Claims 1-35 of the ‘408 Patent in
violation of 35 U.S.C. § 271(a).

181. Defendant’s infringement is based upon literal infringement or, in the alternative,
infringement under the doctrine of equivalents.

182. Defendant’s acts of making, using, importing, selling, and offering for sale infringing
products and services has been without the permission, consent, authorization or license of Finjan.

183. Defendant’s infringement includes the manufacture, use, sale, importation and offer for

sale of Defendant’s products and services that utilize FortiGate, FortiSandbox, FortiClient, FortiWeb,
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FortiMail, FortiGuard Security Services, and FortiGuard Labs technologies, including Fortinet
Security Fabric Platform products (collectively, “the ‘408 Accused Products™).

184. The ‘408 Accused Products embody the patented invention of the ‘408 Patent and
infringe the ‘408 Patent because they make or use the patented system or perform the patented method
of rule-based scanning of web-based content for exploits written in different programming languages,
by, for example, expressing the exploits as patterns of tokens or using a parse tree.

185. To the extent the ‘408 Accused Products use a system that includes modules,
components or software owned by third parties, the ‘408 Accused Products still infringe the ‘408
Patent because Defendant is vicariously liable for the use of the patented system by controlling the
entire system and deriving a benefit from the use of every element of the entire system. Similarly, to
the extent Defendant’s customers perform a step or steps of the patented method or the ‘408 Accused
Products incorporate third parties’ modules, components or software that perform one or more patented
steps, Defendant’s ‘408 Accused Products still infringe the 408 Patent because the ‘408 Accused
Products condition receipt by the third parties of a benefit upon performance of a step or steps of the
patented method and establish the manner or timing of that performance.

186. The ‘408 Accused Products perform a computer processor-based multi-lingual method
for scanning incoming program code.

187. The ‘408 Accused Products’ architecture includes receiver or proxy software
components that receive files (incoming program code) for threat extraction and perform malware
analysis on the incoming program code in order to enforce the organization’s security policy. They
identify, by the computer, individual tokens within the incoming stream indicative of threats and

malware.
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FortiGats 4000 osploymant In campus FortiGats 4000 dsployment In branch omce
[NGPW) (Secure SD-WAN)

Ex. 17 FortiGate 400D Data Sheet.pdf at page 2.

Query

o File submiszian for srabysis
Raspective andysiz resuls
© Respeciia,

ara ratu
Remediation

.@ Auto Fils Quarantine on haost
with option to hold file until resutt

SECURED BY

FORTIGUARD.
e @Manud Host Quarantine
s ~Reak-tims &nging and -~ =na. _ by adminisirstar
P intaligance updates R @ Manual Souncs IP Cuarantins
- . . i using firewall
FortiGate FortiClient >< E——

0 Proactive dynamic Threat DB
upsdats to gatewsy and host

Enforca Mabwork
Cuamnting

Ex. 18 FortiOS.pdf at page 4.
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Sandbox Malware Analysis

Complarnent yvour eatabllzhed defenses with a wo-stap
zandbaxing approach. Susplelous and at-rlzsk flles ara
zublectad to the first stage of analysls with Fortinet's award-
winning AV engine, FordGuard global Intalligance query™®,
and coda emulation. Second 2tage analyalz |s dona Ina
contalned ervironmeant to uncover tha full attack fecycle
uslng =yatem activity and callback datectlon. Flgurs 1
deplctz naw threats discovarad nraal time,

In addition to supporting FortlGate, Fortiball, Forthiels,
FortlaDC, FortlProxy, FortiCllent (TP agent) and Fabric-
Raady Fartner submlsslon, third-party sacurty vendor
offarings are supportad through a wall-defined cpan AF| st

Ex. 13 FortiSandbox Data.pdf at page 2.

188.
file types. These file types can come in a variety of languages that comprise an incoming stream of
program code, including PDFs, Microsoft Office documents and EXEs. The ‘408 Accused Products
determine, by the computer, any specific one of a plurality of programming languages in which the

incoming stream is written.

The ‘408 Accused Products include a receiver to receive and analyze a broad array of
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FEATURES SUMMARY

Supparts Webll and CLI
Mutiipk i ascount creation

Fletype support .7z, .ace apk, app, &, bal, b2, cab, cmd, dl, .dmg doc docm, coc, .Oot,
.o, dote, eml, e, gz, fm, homl, jy. Jso o kb, bk, Eh, Mech-O.msi. pdf pat. potm.
FOY, .ppam, .pps, .ppem, .ppax, Pt potm, .ppte, pel, o, rif, cidm, sde, b an i, .upe url, vbs,

Configuration file backup and resiore

'WEBLk. wef, .dam, s xkh, sm, ke xh xbm, i oz, z, zip

Natffication emai when malcicus file is detected
Wiskly rapart ta global emai list and FortiGa
Centalzed search page which allows
Frequent sipnaiure auio-updates

ac check and
WM staus monicring
Fadius Authentication for administraioes

Static Routing Support

Fike Input: Offlingzniffer mode, On-demand file upload, file submission from integrated deviosls)
Option o create simulsted nework for scanned fie o access ina chossd nework:
High-Avalizhilly Clisiening support

Port maritoring far fai-over in a clueter

File Subrmission input: ForiSate. FortMal, FortWeb, ForthDC: FortProwy and ForiClient (ATP ageni)

10 buid customized search condiiions

VM images

~ Sniffer mode: HTTF. FTR. POP3, IMAP, SMTP. SMB

— BOC mode: SMTP

— Integrated mode with ForiGate: HTTP, SMTF, POP3, IMAP, MAP!, FTF: IM and ther equivalent
S5L-encrypted versions

— Integrated mode with Forifdail: SMTP, POP3, MaP

~ Integrated modz: with ForiWeb: HTTP

— Integrated mode with ICAP Client: HTTP

Customize VM for supporing various file iypes

Isolate VM image tafiic from system raffic

Neswork threat detection i Sniffer Made: ideriify Boimet aciiviies and nework atiacks, melicius URL sk
Scan SMB/NFS network share and quarantine suspiciols fies: Sean can be scheduled

Scan embedded UALs ingide document fles

Opiion 1o integrate with third-party Yara ndes

Option 1o auo-submit suspicile fies 1o cloud sanice for manual analsts ard signanre creaton

Option 1o forward files i & network share far further third-party seaning

Flea chiecksum whitelist and blacklist option

UALs submission for scan and query fom emals and files

Flle Stas Feechack and Repon: Foedaane, Fartail, FanWeb, FordADG, FortiProogy and ForiClem: (ATP agenty
Dynamic Threat DB update: Fortiate, Fortital, ForihWeh, FortA0C, FartPragy and FortClient (TP egen)

— Perindicaly push dyamic DB 1o registered entites

— File checksum end malicious LRL DB

Lipdse Database provy: ForiManager

Femate Logping: Foridnalyzer, sysiog server

JSON APl ta automate the process of uploeding samples and downlading actioreble malvare ndieators

n remediaie

Certifid third-perty misgration: CarbanBleck, Zifen, Sentinsilne
Inter sharing of 10Cs beween RaiSandbaxes

ADVANCED THREAT PROTECTION

Inspection of new tireats inclidng and password protected makware mitigation
Static Cooz anakyels identifying possible threats wihin non-munning code

Heuristic! PatternAeputation based analysis

Virual 0S8 Sanchi:

— Concurrent netances

— 05 type supported: Windows ¥P*. Windows 7. Windows 8.1, Windows 10, mac05, and Android

— Anti-gvasion techniques: siesp calks, process, and registry quenies

— Calback Detection: makicious UAL visit, bomet CEC communication, and amacker rafic from actvated
mahwarz

— Download Capure packet, Original File, Tracer log, and Screenshon

— Bandbax Interactive Made

* Suppariedina custom VM

Ex. 13 FortiSandbox Data.pdf at page 4.

MONITORING AND REPORT

Real-Time: Moniaring Widpets iiewabie by scurce and me period optiare): Scanning resut staisics,
scanning achiiies (over ime), top trpeted hosts, 1op mabware, op infecious uis 1op calback domains
Drilcown EventViewer: Dynamiz table with contant of actins, makare rame, rtng. ype, saurce, destingtion,
detection tme, &nd downlced path

Riepor qeneration for malcious fles: Dealled reports on e cherameristics and behaviors — fle modfizaion,
process hehaviors, registry benaviors, network behaviors vm snapshat, behenior chronology chart

Furher Aralyeis: Downloadanke files — sample fie, 2andboc Tacer logs, PCAP capure and indicators in
ST farmat
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File types
FortiSandbox, by default, supports the following file types:

Executables BAT, CMD, DLL, EXE, JAR, M5, P51, UPX, WSF, and VBS.

Maost DLL files cannot be executed within a WM, it is recommended

to tum on its Pre-Filtering with the following CLI command:
sandboring-prefilter —= —tdll

Only the DLL files which can be executed inside a WM will be put into
the Job Queus.

Archives T7Z, ARB, BZIP, BZIPZ, CAB, EML, GZIP, LZW, RAR, TAR, XZ and
mare.

Archive files will be extracted up to six levels and each file inside will
be scanned according to Scan Profile settings. The max file number
extracted:

» On-Demand imput: 10,000

« JSOM API: 1,000

+ All otherinput sources: 100

Microsoft Office Word, Excel, PowerPoint, Outlook and more.

Adobe PDF, SWF, and Flash.

Static Web Files HTML, JS, URL, and LMK

Android File APE.

MACOSX Files MACH_O, FATMACH, DMG, ¥AR, and APP.

WEEBLink URLs submitted by FortiMail devices or sniffed from email body by
sniffer.

Ex. 19 FortiSandbox Administration Guide.pdf at pages 79-80.

189. The ‘408 Accused Products instantiate, by the computer, a scanner for the specific
programming language, in response to said determining, the scanner comprising parser rules and
analyzer rules for the specific programming language, wherein the parser rules define certain patterns
in terms of tokens, tokens being lexical constructs for the specific programming language, and wherein
the analyzer rules identify certain combinations of tokens and patterns as being indicators of potential
exploits, exploits being portions of program code that are malicious.

190. The ‘408 Accused Products, through FortiSandbox, include a scanner that utilizes

parser rules and analyzer rules for the specific programming language of the incoming stream, and tags
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certain tokens that are lexical constructs of a computer exploit such as protocols, affected software, and
file types. They dynamically build, by the computer while said receiving receives the incoming

stream, a parse tree whose nodes represent tokens and patterns in accordance with the parser rules.

& o = a
FCx = /T x
[ha | eTee Stansione Rating Sniffer Devicrls) OnDemand Metwork Atigter URL Al
i | ot Nam FSAIKDIR15000122 [Change Mabicious o 1264 0 o [ 0 14
o Sertal Number FSAIKDIR15000122 Suspicious - HighRisk 0 a3 0 o 0 2 e
T SymemTime Sat Jul 14 15:58:18 2018 POT Change] Suspicios - Medium sk 0 105 0 0 0 0 105
o | Supicious -LowRisk 0 209 [} o o
S
System Confgurats o Ciean o w2 0 o 0 7 2859
D curentuner Other I 0 0 o o o
e | Uptime Processed [ TV 0 o a7
B || i Forxting o o o 0 0
i Mirosaft Ofh Processing e o o o 0 o o
% VM internet Access ° Total 0 amer @ o LT
f FOMDowalosdServer ° Last Updated: Sae, il 14 15:58
Comeumity Cloud Server @
[ IR — ® b = L 2o x
Antiviris OB Cantract © 20190216
o000
Web Filtering Cantract © 20150216
[herk | MESCOS VM Contract © 2015-02-16, 2avalable (Up o 8) e
oo
£ T
e
e -
I CPuUsape ]
e
. 0 verorvve  ESEN
P ravoskuspe NN g
C Reboot | ® Shutdewn e = e — o
+ C — Mmosn — Batpseut — Caen

Ex. 13 FortiSandbox Data.pdf at page 2.

Basic Information Details Information
Received Jul 112018 06:22:19 File Type: exe
Started: Jul 112018 06:22:21-07:00 Downloaded From: htpu//dii3Fjuiddd. 1 f s
Status: Done File Size: 267776 (bytes)
sa S il
Submit Type: FortiGate MD5: 45d13b47dbed93e785d57cc041a52d4
Source IP: 192.168.115.99 SHAL: 042375524 3eDdd1996 3calbca48f0ad0fa7 36019
Destination IP: 3131196.163 SHA256: 7bebd4314431c27273fcc1cadOes. Sef548be2dc:
Digital Signature: No o 3973967277548589060
SIMNET: Off Submitted By: FG140D3G13804734
Virus Total Q Submit Device: ISFW-Finance
VDOM: root
Submitted Filename: Iypegnysafoexypaszoxy.exe
Filename: Aypegnysafoexypaszony.exe
Start Time: Jul 112018 06:22:21-07:00
Detection Time: Jul 11 2018 04:26:51-07:00
Suspicious Indicators Scan Time: 270 seconds
ENNRN Scan Unit: FSAIKDIR15000122
SR Device: FG140D3G13804734
A Launched 05: WINTHEAVM, WINTRBEVM
BN
RN
o Suspicious URL
[ o This file applied low suspicious autostart registry modifications to

Ex. 13 FortiSandbox Data.pdf at page 2.
191. The ‘408 Accused Products, through FortiAnalyzer, include a scanner that utilizes

parser rules and analyzer rules, for the specific programming language of the incoming stream, which
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define that tags certain tokens that are lexical constructs (“Indicators of Compromise”) of a computer

exploit such as “end users’ IP addresses, host name, group, OS, overall threat rating, a Map View, and
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number of threats.”

Incident Response

Fortiinalyzer's Incldent Response capabillty Improves
Management & Analytics with focus on event management
and Identification of compromized endpoelnts. Use Improved
default and custom event handlers to detect maliclous and
suaplclous activitles on the spot. Integration of events with the
FOS automation framework for automated endpoelnt quarantine.
Incldent detectlon and tracking, as well as evidence collection
and analysls are streamlined through Integration with ITSM
platformsz, helplng to bridge gaps In your Securty Operations
Center and relnforce your Securlty Posture,

FortiView — Powerful Network Visibility

Frovides a customizable Interactive dashboard that helps you
rapldly plnpoint problems, with Intultive summary views (Flg.

1) of network traffic, threats, appllcations and mare. Forth/law
Iz a comprehenshe monitoring system for your networl that
Integrates real-time and historlcal data Into a single view. It
can log and moniltor threata to networks, filter data on multiple
levels, keep track of adminlstrative activity, and more.

Figure 1

Indicators of Compromise

The Indicators of Gompromise (0OC) summary shows end
users with susplclous web usage compromizes. It provides
Informatlon such as end usera’ IP addresses, host name,
group, OS, overall threat rating, a Map View, and number of
threats. You can drill down to view threat detalls. To generate
the Indicators of Compromise, FortlAnalyzer checks the web
fliter logs of each end user agalnst Its threat database. When
a threat match l2 found, a threat score Iz ghven to the end
uszer. FortlAnalyzer aggregates the threat scores of an end
uzer and ghes Its verdict of the end user's overall Indlcators
of Gompromise. The Indlcators of Compromise summary |s
produced through the UTM web filter of FortiGate devices and
Fortlanatyzer subscrption to FortiGuard to keep It local threat
database synced with the FortiGuard threat database.

Ex. 21 FortiAnalyzer.pdf at page 2.

192.  The figures below are indicative of the YARA dynamic analysis that utilizes parser and

analyzer rules.
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Hle type support: .7z, ace, .apk, .app, .arf, bat, .bz2, .cab, .cmd, .dl, .dmg, .doc, docm, .doc, .dot,
(dotm, dote, eml, exe, gz, .him, html, igy, .iso, jar, js, kgb, Ink, Eh, Mach-O, msi, pdf pot, potm,

pote, ppam, .pps, ppem, ppsd, ppt, pptm, ppbe, pel, rarn ff, sidm, sld i tan gz, o o, vbs,
WEELink, wef xlam, xs, xsb, xlsm, xkx, xit, im, xitx, »z, z, zip

Frotocole' applications supported:

— Sniffer mode: HTTE, FTP, POP3, IMAF, SMTE, SMB

— BCC mode: SMTP

— Integrated mode with FortiGate: HTTF, SMTF, POP3, IMAF, MAR, FTE IM and their equivalent
S5L-encrypted versions

— Integrated mode with Fortifail: SMTF, POP3, IMAF

— Integrated mode with FortiWeb: HTTP

— Integrated mode with ICAP Client: HTTF

Customize VMs for supporting various file types

Isolste VM image traffic from system traffic

MNetwvark threat detection in Sniffer Mode: Idenﬁl’hr Baotnet actiifies and network attacks, maliciows LRL visit

Scan SMBMFS network share and guarantine suspicious files. Scan can be schedded

Scan embedded URLs inside documert files

Option to integrate with thind-party Yara rules

Option to auto-submit suspicious files 1o cloud serce for manual analysis and signature creation

Option to forward files to @ network share for further thind-party 2canring

Hles checksum whitelist and blacklist option

UURLs submission for scan and query from emails and files

Ex. 13 FortiSandbox Data.pdf at page 4.
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Import

Edit

Delete
Change Status

Export

Select to import a YARA rule file. You can apply one YARA rule to
multiple file types.

Select to edit a YARA rule file. You can apply one YARA rule to mul-
tiple file types.

Select to delete a YARA nule file.
Select to change the status (Active or Inactive) of a YARA rule.

Select to export a YARA nule file.

The following information is displayed:

Name

File Type
Modify Time
Size

Sha256

Status

To upload YARA Rule File:

The name of the YARA rule_

The file types the YARA rule is applied to.

The date and time the YARA rule was last modified.
The size of the YARA nle.

The Sha256 number.

The current status (Active or Inactive) of the /nactive or Acfive YARA
rule. Click the icon to teggle the status.

1. Goto Scan Policy = YARA Rules.

2. Select impor.

3. Configure the following settings:

YARA Rule Name
Default Description
Rules Rizsk Level

File Type

YARA Rule File

4. Select OK to import rules.

Enter a name for the YARA rule set.
Enter a description of the YARA rule sat.
Select a rule rizk level between 1-10.

0-1: Clean

24; Low Risk
5-T: Medium Risk
8-10: High Risk

All the YARA rules inside the YARA rule file will share the same risk
level.

Select file types to scan against uploaded YARA rules. One YARA
rule file can be applied to multiple file types.

Choose a text file containing YARA rules.
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5. Aftera YARA Rule File is imported, you can select the Acfivate/Deactivafe icon to enable/disable the
YARA rule.

If you want the same set of rules to match more than one file type, you should import the file more than
once; for each import, set a different file type to mateh.

e If a file hits multiple rules, a complicated algorithm is used to calculate the final
E rating of the file. For example, if a file hits more than one Low Risk YARA rules,
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the file’s verdict can be higher than the Low Risk rating.

To edit a YARA Rule:
Goto Scan Policy = YARA Rules.

BN

Select a YARA Rule.

Click the Edif button from the toolbar.
Configure the following options:

ID

Yara Rule Name

YARA ID number. You cannot edit this field.

Enter a name for the YARA rule set.

Default Enter a description of the YARA rule set.
Description
Rules Risk Select a rule risk level between 1-10.
Level
0-1: Clean
24: Low Risk
57: Medium Risk
8-10: High Risk
All the YARA rules inside the YARA rule file will share the same risk
level.
File Type Select file types to scan against uploaded YARA nules. One YARA rule

YARA Rule File

file cam be applied to multiple file types.

Choose a text file containing YARA rules.

5. Click OK to apply changes.

To delete a YARA rule:
Go to Scan Policy = YARA Rules.

Eal

Select a YARA Rule.

Select Defete from the toolbar.
Click Yes I'm sure button from the Are you sure? confirmation box.

To change the status of a YARA rule:
1. Goto Scan Policy = YARA Rules.

2.
3. Select Change Status.

193.

Select a YARA Rule.

The figure below is indicative of the use of dynamic heuristic rules (parser and analyzer

Ex. 19 FortiSandbox Administration Guide.pdf at page 91-92.
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FortiGuard arfispam service
— (Global sender reputation
— Spam object checksums
— [yramic Hevristic Ruies

Real-time spam FortiGuard spam outbreak protection

Full FortiGuard URL Category Hitering includes spam, malare and phishing URLs
Bueiness Email Compromise (BEC):

— Mut-level Anti-spoof protection

— Imposter detection

Greylisting for IPvd, IPvE addresses and email accounts

Local sender reputation {IPvd, IFVE and End Point I0-based)

Behavioral analysis

Deep email header inspection

Integration with third-party spam URI and real-time blacklists (SUREL/REL)
Mewsketter (greymail) and suspicious newsletter detection

FDF Scarning and image analysis

Block/safe listz at global, domain, and user levelz

Support for enterprise sender identity standands:

— Sender Policy Framework (SPF)

— Domain Keys Identfied Mail (DKIM)

— Domain- Based Message Autherfication (DMARC)
Flexible action and noffication profiles

Mutiple =ystem and peruser zelf-zenvice guarantines

Dyramic adult image anabysis

Ex. 27 FortiMail Data Sheet.pdf at page 4.

194. The *408 Accused Products dynamically detect combinations of nodes in the parse tree
which are indicators of potential exploits, based on the analyzer rules. The ‘408 Accused Products
include software components such as the deep packet inspection technology for dynamically detecting
combinations of nodes in the parse tree which are indicators of potential exploits while dynamically
building the parse tree.

195. The ‘408 Accused Products, through FortiSandbox, continuously update nodes of a
parse tree that comprise parser and analyzer rules (YARA dynamic analysis) and detects indicators of

potential exploits based on the combinations of nodes.
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Hle type support: .7z, ace, .apk, .app, .arf, bat, .bz2, .cab, .cmd, .dl, .dmg, .doc, docm, .doc, .dot,
(dotm, dote, eml, exe, gz, .him, html, igy, .iso, jar, js, kgb, Ink, Eh, Mach-O, msi, pdf pot, potm,

pote, ppam, .pps, ppem, ppsd, ppt, pptm, ppbe, pel, rarn ff, sidm, sld i tan gz, o o, vbs,
WEELink, wef xlam, xs, xsb, xlsm, xkx, xit, im, xitx, »z, z, zip

Frotocole' applications supported:

— Sniffer mode: HTTE, FTP, POP3, IMAF, SMTE, SMB

— BCC mode: SMTP

— Integrated mode with FortiGate: HTTF, SMTF, POP3, IMAF, MAR, FTE IM and their equivalent
S5L-encrypted versions

— Integrated mode with Fortifail: SMTF, POP3, IMAF

— Integrated mode with FortiWeb: HTTP

— Integrated mode with ICAP Client: HTTF

Customize VMs for supporting various file types

Isolste VM image traffic from system traffic

MNetwvark threat detection in Sniffer Mode: Idenﬁl’hr Baotnet actiifies and network attacks, maliciows LRL visit

Scan SMBMFS network share and guarantine suspicious files. Scan can be schedded

Scan embedded URLs inside documert files

Option to integrate with thind-party Yara rules

Option to auto-submit suspicious files 1o cloud serce for manual analysis and signature creation

Option to forward files to @ network share for further thind-party 2canring

Hles checksum whitelist and blacklist option

UURLs submission for scan and query from emails and files

Ex. 13 FortiSandbox Data.pdf at page 4.
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Import

Edit

Delete
Change Status

Export

Select to import a YARA rule file. You can apply one YARA rule to
multiple file types.

Select to edit a YARA rule file. You can apply one YARA rule to mul-
tiple file types.

Salect to delete a YARA nule file.
Select to change the status (Active or Inactive) of a YARA rule.

Select to export a YARA nule file.

The following information is displayed:

Name

File Type
Modify Time
Size

Sha256

Status

To upload YARA Rule File:

The name of the YARA rule.

The file types the YARA rule is applied to.

The date and time the YARA rule was last modified.
The size of the YARA nule.

The Sha256 number.

The current status (Active or Inactive) of the /nactive or Active YARA
rule. Click the icon to toggle the status.

1. Goto Scan Policy = YARA Rules.

2. Select Import.

3. Configure the following settings:

YARA Rule Name
Default Description
Rules Risk Level

File Type

YARA Rule File

4, Select OK toimport rules.

Enter a name for the YARA rule set.
Enter a description of the YARA rule set.
Select a rule rizk level between 1-10.

0-1: Clean

24: Low Risk
5-7: Medium Risk
8-10: High Risk

All the YARA rules inside the YARA rule file will share the same risk
level.

Select file types to scan against uploaded YARA rules. One YARA
rule file can be applied to multiple file types.

Choose a text file containing YARA rules.
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196.
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5. Aftera YARA Rule File is imported, you can select the Acfivate/Deactivafe icon to enable/disable the

YARA rule.

If you want the same set of rules to match more than one file type, you should import the file more than
once; for each import, set a different file type to mateh.

e If a file hits multiple rules, a complicated algorithm is used to calculate the final
9 rating of the file. For example, if a file hits more than one Low Risk YARA rules,
= the file’s verdict can be higher than the Low Risk rating.

To edit a YARA Rule:

Select a YARA Rule.

BN

ID
Yara Rule Name

Default
Description

Rules Risk
Level

File Type

YARA Rule File

Go to Scan Policy = YARA Rules.

Click the Edif button from the toolbar.
Configure the following options:

YARA ID number. You cannot edit this field.
Enter a name for the YARA rule set.

Enter a description of the YARA rule set.

Select a rule risk level between 1-10.

0-1: Clean

24: Low Risk
57 Medium Risk
8-10: High Risk

All the YARA rules inside the YARA rule file will share the same risk
level.

Select file types to scan against uploaded YARA nules. One YARA rule
file cam be applied to multiple file types.

Choose a text file containing YARA rules.

5. Click OK to apply changes.

To delete a YARA rule:

Select a YARA Rule.

Eal

Go to Scan Policy = YARA Rules.

Select Defete from the toolbar.
Click Yes I'm sure button from the Are you sure? confirmation box.

To change the status of a YARA rule:
1. Goto Scan Policy = YARA Rules.

2. Select a YARA Rule.

3. Select Change Status.

combinations of nodes.

Ex. 19 FortiSandbox Administration Guide.pdf at page 91-92.
The ‘408 Accused Products, through FortiOS, create and continuously update nodes of
a parse tree that comprise parser and analyzer rules that detect “source address and/or user group,”
“destination address and/or a selection of over 3,000 applications,” and “path selection using particular

link quality criteria or SLAs defined” that are indicators of potential exploits based on the
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WAN load balancing (weighted) algorithms by : volume, sessions, source-destination P, Source IF, and
spillover

WAN lirks checks for SLAs:

- Ping ar HTTP prabes

- Moritoring criteria including latency, jitter, and packet loss

- Configurable chedk intenval, failure and fail-back thresholds

Multi-path inteligence using iles defined by:

- Source address andfor user group

- Destination address andfor a slection of over 3,000 applications

- path selection using particular link quality criteria or SLAs defined

Traffic shaping and QoS per policy or applications: Shared policy shaping, per-IP shaping, maximum and
quaranteed bandwidth, maximum concurent cornections per IP, traffic proritization, Type of Senvice (TOS),
and Differentiated Sewvices (Ciff3en) support

Option to set up traffic shaping profile by defining the percentage of interface bandwidth for each classified
fraffic and then bind 1o interfaces

Traffic Shaping Palicies: Assigns traffic shape profile according to matching policy bassd on source,
destination, service, application, applicaton category, and‘or URL categary.

DSCP support:

- DISCP match in SD-WAN rules

- DSCP tagging of forwarded packets based on identified applications

Infine and out-of-path WAN optimization topology, peer to peer, and remote client suppart

Trarsparent Mode option: keeps the original source address of the packets, so that servers appear to receive
fraffic directly from clients.

WAN optimization techniques: Protocol optimizaton and byte caching

WAN optimization protocols supported: CIFS, FTP, HTTR(S), MAPI, TCP

Secure Tunneling option: Use AES-128hit-CBC S5L to encrypt the traffic in the WAN optimization tunnel
Tunnel sharing option: Multiple WAN optimization sessions share the same turinel

Web caching: Object caching that accelerates web applications and web servers by reduding bandwidth
usage, server load, and perceived latency. Supports caching of HTTP 1.0 and HTTF 1.7 web sites
SSL Offloading with Web caching:

- Full made: performs both decryption and encryption of the HTTPS traffic

- Half made: perfarms anly one encrypticn or decryption action

Cption to exempt certain web sites from web caching with URL patterms

Support advanced web caching corfigurations and options:

- Ahways revalidate, Max cache abject zie, negative resporse duration, fresh factor, Max/Min/Defaut TTL,
praxy FODM, Max HTTP request/message length, ignare options, cache ecpired objects, revaidated
prama-no-cache

WAN optirmization and web cache maonitor

Ex. 18 FortiOS.pdf at page 12.

197. The 408 Accused Products indicate the presence of potential exploits within the
incoming stream. The 408 Accused Products, through FortiSandbox, link the incoming stream to a
security profile that tags certain aspects of the incoming stream such as protocols, affected software,

and file types that indicate the presence of potential exploits.
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Ex. 13 FortiSandbox Data.pdf at page 2.

A High Risk Downloader
Basic Information Details Informatior
Received: Jul 112018 06:22:19 File Type: exe
Started: Jul 112018 06:22:21-07:00 Downloaded From: htt) :J!d?ﬁ?ﬂ'ut‘ddﬂ.i e/ 1 af 520XY. 008
Status: Done File Size: 267776 (bytes)
Rated By: Service: HTTP
Submit Type: FortiGate MDS5: 45d1ab47dbed?3e785d570c9041a52d4
Source IP; 192.168.115.99 SHAL: 042375 5243e0dd 1996 3calbadBf0ad0fa7 Je019
Destination IP: 31.31.196.163 SHA256: Thebbd4314431c2727 Mee 70186 5¢f548b¢ 2dc
Digital Signature: No 10: 397967277 548589060
SIMNET: off Submitted By: FG140D3G13804734
WVirus Total: Q Submit Device ISFW-Finance
VDOM: root
Submitted Filename: 1ypegnysaloexypaszoxy.exe
Filename: 1ypegnysafoexypaszowy.exe
Start Time: Jul 112018 06:22:21-07:00
Detection Time: Jul 11 2018 06:26:51-07:00
Inc Scan Time: 270seconds
OO Scan Unit: FSAJKDIR15000122
OO Device: FG140D3G13804734
OON Launched OS: WINZX64VM, WINTXBEVM
AN
AN
o Suspicious URL
L oem This file applied low suspicious autostart reglstry modifications to

Ex. 13 FortiSandbox Data.pdf at page 2.
198.

security profile that tags certain aspects of the incoming stream such as “end users’ IP addresses, host

name, group, OS, overall threat rating, a Map View, and number of threats” that indicate the presence

The ‘408 Accused Products, through FortiAnalyzer, link the incoming stream to a

of potential exploits based on the dynamic detecting.
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Incident Response

Fortlanalyzer's Incldent Response capabllity Improves
Management & Analytics with focus an event management
and ldentification of compromized endpolnts. Use Improved
default and custom event handlers to detect mallclous and
suaplclous activities on the spot. Integration of events with the
FOS autormation framework for automated endpolnt quarantine.
Incldent detectlon and tracking, as wel as evidence collection
and analysls are streamlined through Integration with ITSM
platforms, helping to bridge gaps In your Secunty Operations
Center and relnforce your Securlty Posture.

FortiView — Powerful Network Visibility

Provides a customizable Interactive dashboard that helps you
rapldly pinpolint problems, with Intultive summary views (Flg.

1) of netwark traffic, threats, applications and maore. Forth/lew
ls a comprehensive monltoring system for your network that
Integrates real-time and historlcal data Into a single view. It
can log and monltor threats to networks, filter data on multiple
levels, keep track of administrathve activity, and more.

Figure 1

Indicators of Compromise

The Indicators of Compromise (OC) summary shows end
usera with susplclous web usage compromizes. It provides
Informatlon such ag end users' |P addresses, host name,
group, OS5, overall threat rating, a Map View, and number of
threats. You can drill down to view threat detalls. To generate
the Indicators of Compromise, FortlAnalyzer checks the web
filter logs of each end user agalnst Ite threat database. When
a threat match |2 found, a threat score Is ghven to the end
user. FortlAnalyzer aggregates the threat scorea of an end
user and ghves s verdict of the end user's overall Indicators
of Gompromize. The Indicators of Compromise summary |s
produced through the UTM web filter of ForiGate devices and
Fortlanahyzer subscrption to FortiGuard to keep lts local threat
database synced with the FortlGuard threat databaze.

Ex. 21 FortiAnalyzer.pdf at page 2.
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Ele Edit View Go Cepture Analyze Stalistics Telephony Tools Intemals Help
PodE I BRYXLS AesaTFi(EE QACAD EFW%E E
Filter: Expression... Clear Applhy Save
e, Time Source Destination Protocol Length Info
1 0.000000 10.0.3.15 204.193.144.89 TCP 62 nicelink > http [SYN] Seq-0 win-65535 Len-D MS5-1460 SACK_PERM-1 T
2 0.000110 204.193.144.89 10.0.3.15 TP 60 hrep > nicelink [syN, ACK] seg=0 Ack=1 win=05335 Len=0 mss=1460
3 0.000110 10.0.3.15 204.193.144.89 TCP 54 nicelink > http [ACK] Seg-1 Ack-1 Win-85535 Len-0 =
4 0.000110 10.0.3.15 204.193.144.898 HTTP 386 PosT / HTTP/1.1  (application/x-wew-form-urlencoded)
5 0.000110  204.183.144.89 10.0.3.15 = 60 http > nicelink [ACK] Seq=1 Ack=333 Win-65535 Len-0 i
6 0.000219 204.193.144.89 10.0.3.15 HTTP 544 HTTP/L.1 302 Moved Temporarily
7 0.000218 204.153.144_ 89 10.0.3.15 = 60 hrrp > nicelink [FIn, ack] seq=491 ack=333 win=65535 Len=0
8 0.000219 10.0.3.15 204.193.144.89 TCP 54 nicelink > http [ACK] Seq-322 Ack-402 wWin-55045 Len-0
9 0.000250 10.0.3.15 204.193.144 89 TCP 54 nicelirk > http [FIN, ACK] Seq=333 ack=492 win=65045 Len=0
10 0.000250 10.0.3.15 204.193.144. 89 TCE 62 cnrprotocal > http [SYN] Seq=0 Win=65535 Len=0 MS5=1460 SACK_PERM=1
11 0.000250 204.153.144.89 10.0.3.15 TCP 60 http > nicelink [ACK] Seq=492 Ack=334 Win=55535 Len=0
12 0.0D0344 204.193.144_ X9 10.0.3.15 TP 60 hitp > cnrprotocol [SYN, ACK] Seq=0 ack=1 Win=65535 Len=0 MSS=1460
13 0.000344 10.0.3.15 204.193.144. 89 TCP 54 cnrprotocol > http [ACK] Seq-1 Ack-1 Win-85535 Len-0
14 0.000344 10.0.3.15 204,193,144 89 HTTP 352 GeT Jindex. php?rt=login&goto=2ZF HTTP/L.1
15 0.000344 204.193.144.39 10.0.3.15 TCP 60 http » cnrprotoco]l [ACK] Seq-1 Ack-299 Win-65535 Len-0
16 0.000469 204.1053.144.83 10.0.3.15 TCP 485 [TCP segment of a reassembled POU]
17 0.000469 204.193.144.59 10.0.3.15 TP 1071 [TCP segment of a reassembled PDU]
18 0.000469 10.0.3.15 204.193.144. 89 TCP 5¢ cnrprotocol > http [ACK] Seq=299 Ack=1449 Win=64087 Len=0
10 0.ODO4ES  204.1083 144 &9 10.0.3.15 = 1422 [1cp segment of a reassembled pou]
20 0.0D04E5  204.103.144.89 10.0.2.15 TCP 134 [TCP segment of a reassembled PDU]
21 0.0DD485 204.193.144.89 10.0.3.15 TCP 210 [TCP segment of a reassesbled FDU]
22 0.0D0485  10.0.2.15 201.103.124. 89 TCR 54 cnrprotocol > http [ACK] Seq=200 Ack=2887 Win=65525 Len=0
23 0.0D0485 204.193.144.89 10.0.3.15 HTTP 60 HTTP/1.1 200 OK (text/html)
74 0 ONOARS 10 0 2 15 701 192 144 R Tre 54 rarnraracnl s hren Tark]l Sen=299 ark=305R win=R5274 | en=n 2
@ Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)
# EThernet IT, src: Cadmusco 33:87:fb (08:00:27:33:8F:Th), DST: Realteku 12:35:02 (52:54:00:12:35:02)
@ Imternet Protocol Version 4, Src: 10.0.3.15 (10.0.2.15), Dst: 204.192.144.89 (204.103.144.89)
Transmission Cortrol Protocol, 5rc Port: nicelink (1095), bDst Port: http (B0), Seq: O, Len: O
0000 52 54 D0 12 35 02 08 00 27 23 &f fh OE 00 45 00
0010 00 30 D1 ¢l 40 00 80 06 8e dd 0a 00 02 OF cc cl
0020 90 59 04 47 00 50 07 95 3 5d 00 0O 00 00 70 02
0030 fF ff 19 69 00 00 02 04 05 ba 01 01 04 02
@ B File: "CUsersy t~1\AppDataiLocalT.. | Packets: 105 « Displayect 105 (100.0%) « Load time: 000,180 Profile Default

Ex. 15 fortisandbox.pdf at page 58.
199. The ‘408 Accused Products can be configured to receive signature updates based on the

dynamic detecting of the presence of potential exploits within the incoming stream.

Figure 12. Configuring FortiClient and FortiMail to Wait for FortiSandbox Results

e
~— i wariaoe] Wait for Fortisandbox resuits @ @ |

Wnt Profile Overs T Soheduled Stan i

s [l Exctatedutrs »
* 0 werne @

Profie — e

oot Side whan On-Met @ @

First, FortiMail and optionally FortiClient automatically hold unknown files and wait for FortiSandbox
analysis before allowing delivery or installation, avoiding the need for mitigating response as seen in
Figure 12.

Then FortiGate and FortiClient can be configured to receive signature updates directly from an
integrated FortiSandbox, seen in Figure 13, in order to prevent targeted attacks from gaining entry at
multiple points as well as multi-stage attacks whose later components are proactively uncovered by
FortiSandbox before they are encountered by end-users.

Ex. 16 https://www.esg-global.com/validation/fortinet-advanced-threat-protection-framework-esg-

research-enterprise-strategy-group
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200. Defendant’s infringement of the ‘408 Patent has injured Finjan in an amount to be
proven at trial, but not less than a reasonable royalty. Additionally, as a result of Defendant’s unlawful
activities, Finjan has suffered and will continue to suffer irreparable harm for which there is no
adequate remedy at law. Finjan and Defendant compete in the security software space, and Finjan is
actively engaged in licensing its patent portfolio. Defendant’s continued infringement of the *408
Patent causes harm to Finjan in the form of price erosion, loss of goodwill, damage to reputation, loss
of business opportunities, inadequacy of money damages, and direct and indirect competition.
Monetary damages are insufficient to compensate Finjan for these harms, and thus Finjan is entitled to
preliminary and/or permanent injunctive relief.

201. Defendant has been long-aware of Finjan’s patents, including the ‘408 Patent, and
continued its unauthorized infringing activity despite this knowledge. As discussed above, Finjan
actively and diligently attempted to engage in good faith negotiations with Defendant for nearly two
years regarding Defendant’s infringement of Finjan’s Asserted Patents. Even after being shown that
its products infringe Finjan’s patents, including the ‘408 Patent, on information and belief Defendant
made no effort to avoid infringement. Instead, Defendant continued to incorporate its infringing
technology into additional products, such as those identified in this complaint. All of these actions
demonstrate Defendant’s blatant and egregious disregard for Finjan’s patent rights.

202. Despite its knowledge of Finjan’s patent portfolio and Asserted Patents, and its specific
knowledge of its own infringement, Defendant continued to sell the ‘408 Accused Products in
complete and reckless disregard of Finjan’s patent rights. As such, Defendant acted recklessly,
willfully, wantonly, and deliberately engaged in acts of infringement of the ‘408 Patent, justifying an
award to Finjan of increased damages under 35 U.S.C. § 284, and attorneys’ fees and costs incurred

under 35 U.S.C. § 285.

COUNT XIV
(Indirect Infringement of the ‘408 Patent pursuant to 35 U.S.C. § 271(b))

203.  Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the

allegations of the preceding paragraphs, as set forth above.
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204. In addition to directly infringing the 408 Patent, Defendant knew or was willfully blind
to the fact that it was inducing infringement of at least Claims 1-8, 23-28 of the 408 Patent under 35
U.S.C. 8 271(b) by instructing, directing and requiring its customers to perform the steps of the method
claims of the ‘408 Patent, either literally or under the doctrine of equivalents.

205. Additionally, Defendant knew or was willfully blind to the fact that it was inducing
infringement of at least Claims 1-8 and 23-28 of the ‘408 Patent under 35 U.S.C. § 271(b) by
instructing, directing and requiring its developers to perform the steps of the method claims of the ‘408
Patent, either literally or under the doctrine of equivalents.

206. Defendant knowingly and actively aided and abetted the direct infringement of the ‘408
Patent by instructing and encouraging its customers and developers to use the ‘408 Accused Products.
Such instructions and encouragement included advising third parties to use the ‘408 Accused Products
in an infringing manner, providing a mechanism through which third parties may infringe the ‘408
Patent, and by advertising and promoting the use of the ‘408 Accused Products in an infringing
manner, and distributing guidelines and instructions to third parties on how to use the ‘408 Accused
Products in an infringing manner. See, e.g., Ex. 13 FortiSandboxData.pdf; Ex. 15 fortisandbox.pdf;

Ex. 16 https://www.esg-global.com/validation/fortinet-advanced-threat-protection-framework-esg-

research-enterprise-strateqy-group; Ex. 17 FortiGate 400D Data Sheet.pdf; Ex. 18 FortiOS.pdf;

FortiSandbox Administration Guide.pdf; Ex. 21 FortiAnalyzer.pdf.

COUNT XV
(Direct Infringement of the ‘968 Patent pursuant to 35 U.S.C. § 271(a))

207. Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the
allegations of the preceding paragraphs, as set forth above.

208. Defendant has infringed and continues to infringe Claims 1-38 of the ‘968 Patent in
violation of 35 U.S.C. § 271(a).

209. Defendant’s infringement is based upon literal infringement or, in the alternative,

infringement under the doctrine of equivalents.
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210. Defendant’s acts of making, using, importing, selling, and offering for sale infringing
products and services has been without the permission, consent, authorization or license of Finjan.

211. Defendant’s infringement includes the manufacture, use, sale, importation and offer for
sale of Defendant’s products and services that utilize FortiGate, FortiSandbox, FortiClient, FortiWeb,
FortiMail, FortiGuard Security Services, and FortiGuard Labs technologies, including Fortinet
Security Fabric Platform products (collectively, “the ‘968 Accused Products™).

212. The ‘968 Accused Products embody the patented invention of the ‘968 Patent and
infringe the ‘968 Patent because they make or use the patented system or perform the patented method
of rule-based scanning of web-based content for exploits written in different programming languages,
by, for example, expressing the exploits as patterns of tokens or using a parse tree.

213. To the extent the ‘968 Accused Products use a system that includes modules,
components or software owned by third parties, the 968 Accused Products still infringe the 968
Patent because Defendant is vicariously liable for the use of the patented system by controlling the
entire system and deriving a benefit from the use of every element of the entire system. Similarly, to
the extent Defendant’s customers perform a step or steps of the patented method or the ‘968 Accused
Products incorporate third parties’ modules, components or software that perform one or more patented
steps, Defendant’s ‘968 Accused Products still infringe the ‘968 Patent because the ‘968 Accused
Products condition receipt by the third parties of a benefit upon performance of a step or steps of the
patented method and establish the manner or timing of that performance.

214. The ‘968 Accused Products comprise a memory storing a cache of digital content, a
plurality of policies, and a policy index to the cache contents, the policy index including entries that
relate cache content and policies by indicating cache content that is known to be allowable relative to a

given policy, for each of a plurality of policies.
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The policy list displays web cache policies in their order of matching precedence. Web cache policy order affects
policy matching. For details about arranging policies in the policy list, see Managing the policy list .

You can add web cache policies that match HTTP traffic to be cached according to source and destination
addresses, and the destination port of the traffic.

Various right-click menus are hidden throughout the policy list. The columns displayed in the policy list can be
customized, and filters can be added in a variety of ways to filter the information that is displayed. See .

To view the policy list, go to Paolicy & Objects > Policy > Policy.

w portl - portd {1 - 1)

Eall &l 5 slways EALL v Accept
- porté - port2 (2 - 3)
| Ecnges | Wabeors | Worop | [ saccen ]
3 Wtesn 1 testl vy ELALL ¥ Accept
= I uam
I cme
 implick (4 - 4]
4 a (5] alway: ALL @ veny

Ex. 24 FortiCache.pdf at page 65.

215. The ‘968 Accused Products filter web content according to policies:

Web Filtering

A Web Filtering solution is designed to restrict or control the content a reader is authorized to
access, delivered over the Internet via the Web browser. It may be used to improve security,
prevent objectionable activities, and increase productive within an organization.

Intelligent and Effective Content Control

Web-based threats such as Phishing, drive-by Malware sites, and Botnets are more
sophisticated and scrutinized than ever, and as well as increasingly difficult to control due
to the rise of mobility in the workplace, even more difficult for you to control. The Web has
become the preferred medium of choice for hackers and thieves looking for new ways to
disrupt services, steal information, and perform malicious activities for financial gain. In
addition, employees who visit websites containing objectionable content can expose your
organization to civil or criminal liability.

FortiOS Web Filtering solution utilizes three main components of the web filtering function: the
Web Content Filter, the URL Filter, and the FortiGuard Web Filtering Service. These functions
integrate with each other to provide maximum control over what the Internet user can view as
well as protection to the network from many Internet content threats. Web Content Filtering
blocks web pages containing words or patterns that you specify. URL filtering uses URLs and
URL patterns to block or exempt web pages from specific sources. FortiGuard Web Filtering
provides many additional categories you can use to filter web traffic by independent real-world
tests.

Ex. 30 FortinetWebFilter.pdf at page 1.

216. The ‘968 Accused Products have memory storing caches:
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FortiCache web caching is a form of object caching that accelerates web applications and web servers by
reducing bandwidth usage, server load, and perceived latency.

Web caching involves storing HTML pages, images, videos, serviet responses, and other web-based objects for
later retrieval. These objects are stored in the web cache storage location defined by the config wanopt
storage command (see Disk management changes in FortiCache 4.1.0 on page 1 to see how this command,
and others, have changed since the release of FortiCache 4.1.0). You can also go to Sysfem > Config > Disk to
view the storage locations on the FortiCache unit hard disks.

There are three significant advantages to using web caching to improve HTTP performance:

« reduced bandwidth consumption because fewer requests and responses go over the WAN or Internet

» reduced web server load because there are fewer requests for web servers to handle

« reduced latency because responses for cached requests are available from a local FortiCache unit instead of from
across the WAN or Internet.

When enabled in a web caching policy, the FortiCache unit caches HTTP traffic processed by that policy. A web
caching policy specifies the source and destination addresses and destination ports of the traffic to be cached.

Web caching caches compressed and non-compressed versions of the same file separately. If the HTTP protocol
considers the compressed and uncompressed versions of a file the same object, only the compressed or
uncompressed file will be cached.

You can also configure a FortiCache unit to operate as a Web Cache Communication Protocol (WCCP) client.
WCCP provides the ability to offload web caching to one or more redundant web caching servers.

Ex. 24 FortiCache.pdf at page 8.

217. The ‘968 Accused Products can be configured according to a plurality of policies:
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based on the impact to the network environment.

Creating a user group
Go to User & Device > User > User Name employees
GI‘OI-IPS. Type (*) Firewall () Fortinet Single Sign-On (FSS0) () Guast
Members & bbannat X
Create a new user group and add users & clorbes x
bbennet and cforbes.
The user group now appears in the user " GroupName | T GroupType | T Members | TR
grOUp ‘lst FSS0_Guest Users {0 Members) Fortinet Single Sign-Dn (FSS0) ]
employees (2 Members) Firewall 0 EmE ERTS o
Creating a wep Fitter protie
Go to Security Profiles > Web Filter >
Profiles. The default web filter profile is
shown, which will be later applied to traffic
for members of the user group.
Create a new profile. Enable FortiGuard Name ———
Categories and set the category General Comments Wirts 2 comment._ o2ss
Interest - Personal to Block. Inspection Mode (=) Proxy () Flow-based () DNS
™ FortiGuard Categories
7 Show (&) Al *
+ @ Local Categaries
+ @ Potentially Liable
+ @ AdulyyMature Content
+ @ Bandwidth Consuming
+ @ Security Risk
+- @General Interest - Personal
'i- @ General Interest - Business
+ @ Unrated
Ex. 31 FortinetFilterldentity.pdf at page 3.
218. The risk level can serve as a policy index:
Risk The risk level of the file. This value is determined by the FortiGuard team

High Risk, Medium Risk, and Low Risk files are files which have
suspicious behaviors. The rating engine scores each file from its
behavior log (tracer log) gathered in the VM modaule. If the score is within
a certain range, a risk level is determined.

Use the column filter to sort the entries in ascending or descending

order.

Ex. 15 fortisandbox.pdf at page 48.
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219.

The “968 Accused Products can block access according to policy:

[/}

=

Message Format: text/html Message Size: 3424 /32768

G FortiGuard ;7215 1o FEiRTINET

Powered by FortiGuard

X

Application Blocked!

You have attempted to use an

application which is in viclation of your

internet usage policy.

Ex. 24 FortiCache.pdf at page 40.

Under FortiGuard Categories, go to
General Interest - Personal. Right-
click on the Social Networking

~

}¢!DOCTYPE html PUBLIC "-//W3C//DID HIML ~
<html>
<head>
<meta http-equiv="Content-Type™ coni
<titlex
Applicaticn Control Viclation
</title>

<atyle type="text/caz"»
html, bedy {
margin: 0;
padding: 0z
font-family: Verdana, Arial, sar
font-aize: 10pt:

'
height: 82px;

text-indent: -9%%en;

margin: 07

padding: d; hd

¥ FortiGuard Categories
Tshaw @ Al

G personal Vehides v

L e e
5 W N

subcategory and ensure it is set to
Allow.

@ Persanal Websites and Blogs
@ Paltical Organizations «

@ Real Estate v

@ Reference

€ Restaurant and Dining +

& Shopping and Auction v

G Social Networ' & allgw
@ Society and L|'@ Block

& Monitor
@ Sports « 5, Warning
GTravel ¢ | @ Authenticate

& Web Chat v
@ web-based Email v
+ @ General Interest - Business
P Quota on Categories with Moniter, Warning and Authenticate Actions

Allow Blocked Override

N N DD N DD NN DD NN PP PR
o N o o B~ W N PP O © 00 N o o

220.

To prohibit visiting one particular
social networking site in that category,
go to Static URL Filter, select
Enable URL Filter, and then click
Create New.

For your new web filter, enter the URL
of the website you are attempting to
block. If you want to block all of the
subdomains for that website, omit
the protocol in the URL and enter an
asterisk (). For this example, enter:

*facebook.com

Ex. 32 FortinetBlockAccess.pdf at page 3.

Static URL Filter
Block Invalid URLs

¥ Enable URL Filter

() Create New  (F Edit 1 Delete

@ Creats New [ Edit i Delete

*facebook.com
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the memory, for scanning a digital content received, to derive a corresponding content profile. The

‘968 Accused Products scan content to derive the content profile:
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High Risk Botnet

Mark asclean (False positivel

Received Apr 202016 20n11:44
Sarted Bpr 20 2016 20:11:49
Skztus Dhane

Rated By WM Engine

Submit Type Sniffer

Source IP 13%.196.16.2
Drestination |F 64 854912

Digital Signature Ho

Scan Bypass Conhgurabon HA

0 More Details
@ sehavior summary

B Analysis Details

3 Packer i

[A File Type e

& Downloaded From  hitp:#livenaked. comdstyles-blkimgr exe

WINTRETYM

& Captured Packets & Original File || & Tracer Package | <& TracerLog

= Behavior Chronology Chart

L] ]
e T T <]

Threat Level

152740015:27:100 527201527 3015:27:4015:27 501 528001 5:28: 101 526201 5.28:3015:28:400 5:28:50
Time
& Medium Risk @ LowRisk @ Clean

= Suspicious Behaviors (5)
Executable dropped a copyof itsel?
Suspicious registry

@ static Analysis|2)
= Files Created (14)

Figure 2: Detailed malware report with built-in tools

Ex. 14 FortiSandboxSheet.pdf at page 2.

221. The “968 Accused Products analyze and scan content:
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Sandbox Malware Analysis

Complement your established defenses with a two-step
sandboxing approach. Suspicious and at-risk files are
subjected to the first stage of analysis with Fortinet's award-
winning AV engine, FortiGuard global intelligence query™,
and code emulation. Second stage analysis is done in a
contained environment to uncover the full attack lifecycle
using system activity and callback detection. Figure 1
depicts new threats discovered in real time.

In addition to supporting FortiGate, FortiMail, FortiWeb,
FortiADC, FortiProxy, FortiClient (ATP agent) and Fabric-
Ready Partner submission, third-party security vendor
offerings are supported through a well-defined open API set.

Ex. 13 FortiSandboxData.pdf at page 2.

222. The *968 Accused Products comprise a scanner coupled with memory for scanning

digital content:

Figure 12. Configuring FortiClient and FortiMail to Wait for FortiSandbox Results

First, FortiMail and optionally FortiClient automatically hold unknown files and wait for FortiSandbox
analysis before allowing delivery or installation, avoiding the need for mitigating response as seen in
Figure 12.

Then FortiGate and FortiClient can be configured to receive signature updates directly from an
integrated FortiSandbox, seen in Figure 13, in order to prevent targeted attacks from gaining entry at
multiple points as well as multi-stage attacks whose later components are proactively uncovered by
FortiSandbox before they are encountered by end-users.
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Ex. 16, https://www.esg-global.com/validation/fortinet-advanced-threat-protection-framework-esg-
research-enterprise-strategy-group

223. The 968 Accused Products provide a content evaluator, communicatively coupled with
memory, for determining whether a given digital content is allowable relative to a given policy, based
on the content profile, the results of which are saved as entries in the policy index.

224. The ‘968 Accused Products can block access to digital content according to policy:

(] = Message Format: text/html Message Size: 342432768
7 # ~ N[K!DOCTYPE html FUBLIC "-//W3C//DTD HIML ~
. % - = -- <html>
&) FortiGuard -\ oo/l FEERTINET eads
. ‘.P‘.F) ot 2 <meta http-equiv="Contznt-Type™ coni
db > d <title>
Powiered by FortiGuar Applicaticn Control Vielation
</title>
“3tyle type="text/caa":
html, bedy [
margin: 0;
H H padding: 0z
AP Pllcatlo n BlOCked ! font-family: Verdana, Arial, sar
font-size: 10pt;
}
hi, h2 {
height: 22px;
You _hav_e atte_mpt_ed to use an text-indent: -99%em;
application which is in violation of your margin: 0;
internet usage policy. padding: 0; v
vl >
Under FortiGuard Categories, go to ¥ FortiGuard Categories
General Interest - Personal. Right- Tshow & Al
click on the Social Networking @ Personal Vehicles v
subcategory and ensure it is set to 9 Personal Websites and Blags
Allow. @ Political Grganizations v

@ Real Estate «

@ Reference v

@ Restaurant and Dining «
- € Shopping and Auction v

@ Social Networ] & allow

@ Saciety and L| @ Block
Monitor

@ Sports ~ 1. Warning
. @ Travel v @ Authenticate
& Web Chat v

@ Web-based Emall «
+- @ General Interest - Business
¥ Quota on Categaries with Moniter, Warning and Authenticate Actions

Allow Blocked Override

To prohibit visiting one particular Static URL Filter
social networking site in that category, Block Invalid URLS
go to Static URL Filter, select B Enabis LIRL Fitter

O Creats New [ Eat 1 Delete

Enable URL Filter, and then click
Create New.

For your new web filter, enter the URL
of the website you are attempting to
block. If you want to block all of the
subdomains for that website, omit
the protocol in the URL and enter an
asterisk (*). For this example, enter:

*facebook.com

Ex. 32 FortinetBlockAccess.pdf at page 3.
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225. The ‘968 Accused Products analyze and evaluate content:

Sandbox Malware Analysis

Complement your established defenses with a two-step
sandboxing approach. Suspicious and at-risk files are
subjected to the first stage of analysis with Fortinet's award-
winning AV engine, FortiGuard global intelligence query™,
and code emulation. Second stage analysis is done in a
contained environment to uncover the full attack lifecycle
using system activity and callback detection. Figure 1
depicts new threats discovered in real time.

In addition to supporting FortiGate, FortiMail, FortiWeb,
FortiADC, FortiProxy, FortiClient (ATP agent) and Fabric-
Ready Partner submission, third-party security vendor
offerings are supported through a well-defined open API set.

Ex. 13 FortiSandboxData.pdf at page 2.

226. The ‘968 Accused Products evaluate content relative to a given policy, based on the

content profile, the results of which are saved as entries in the policy index.
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Security Profiles T Show @ Al "
=4 Antivirus + {@Local Categories
) Sl | 1
* Brofiles + SPotentislly Liable
+- S Adult/™ e
=T Web Fiter S Adult/Mature Content
[ R o
i X + S Sacurity Risk
* Rating Owerrides
+ B General Interest - Personal
* Web Overides

R +- @General [nterest - Business
# &g Application Control + BUnrated
=) Inkrusion Proection " . . .
. Quota on Categories with Monitor, Warning and Authenticate Adtions
T Client Reputation
Enable Safe Search

LS

Scan Encrypted Connections (Evempted Categories: i Banking o Health Care o) Personal Privacy

L%

Enable Web Site Filter
O Create New  [J Edt ) Delets

I S B A T
N - I

Wb Resume Download BRock FTOVIGE D¥Laks 101 EloCked HTTP 410% and St EMTors
Block Invalid URLs Feate Images by URL (Blocked images will be replaced with blanks)
HTTP POST Action | Comifort ¥ Web Content Filter| "
Remove Java Applet Filter Allow Websites When a Rating Error (ocurs
Remove Ackive) Filter Feate URLs by Domain and IF Address

VPN Remove Cookde Filter Bhock HTTP Redirects by Rating

User & Device Leg all szarch keywords

= Al Blocked Overidz
WiFi Controller
Log & Report Apply

Ex. 26 http://kb.fortinet.com/kb/viewContent.do?externalld=FD37408&sliceld=1.

227. Defendant’s infringement of the ‘968 Patent has injured Finjan in an amount to be
proven at trial, but not less than a reasonable royalty. Additionally, as a result of Defendant’s unlawful
activities, Finjan has suffered and will continue to suffer irreparable harm for which there is no
adequate remedy at law. Finjan and Defendant compete in the security software space, and Finjan is
actively engaged in licensing its patent portfolio. Defendant’s continued infringement of the 968
Patent causes harm to Finjan in the form of price erosion, loss of goodwill, damage to reputation, loss
of business opportunities, inadequacy of money damages, and direct and indirect competition.
Monetary damages are insufficient to compensate Finjan for these harms, and thus Finjan is entitled to
preliminary and/or permanent injunctive relief.

228. Defendant has been long-aware of Finjan’s patents, including the 968 Patent, and
continued its unauthorized infringing activity despite this knowledge. As discussed above, Finjan
actively and diligently attempted to engage in good faith negotiations with Defendant for nearly two

years regarding Defendant’s infringement of Finjan’s Asserted Patents. Even after being shown that
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its products infringe Finjan’s patents, including the ‘968 Patent, on information and belief Defendant
made no effort to avoid infringement. Instead, Defendant continued to incorporate its infringing
technology into additional products, such as those identified in this complaint. All of these actions
demonstrate Defendant’s blatant and egregious disregard for Finjan’s patent rights.

229. Despite its knowledge of Finjan’s patent portfolio and Asserted Patents, and its specific
knowledge of its own infringement, Defendant continued to sell the ‘968 Accused Products in
complete and reckless disregard of Finjan’s patent rights. As such, Defendant acted recklessly,
willfully, wantonly, and deliberately engaged in acts of infringement of the ‘968 Patent, justifying an
award to Finjan of increased damages under 35 U.S.C. § 284, and attorneys’ fees and costs incurred

under 35 U.S.C. § 285.

COUNT XVI
(Indirect Infringement of the ‘968 Patent pursuant to 35 U.S.C. § 271(b))

230. Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the
allegations of the preceding paragraphs, as set forth above.

231. Inaddition to directly infringing the *968 Patent, Defendant knew or was willfully blind
to the fact that it was inducing infringement of at least Claims 13-22 and 25-31 of the ‘968 Patent
under 35 U.S.C. § 271(b) by instructing, directing and requiring its customers to perform the steps of
the method claims of the *968 Patent, either literally or under the doctrine of equivalents.

232. Additionally, Defendant knew or was willfully blind to the fact that it was inducing
infringement of at least Claims 13-22 and 25-31 of the ‘968 Patent under 35 U.S.C. § 271(b) by
instructing, directing and requiring its developers to perform the steps of the method claims of the ‘968
Patent, either literally or under the doctrine of equivalents.

233. Defendant knowingly and actively aided and abetted the direct infringement of the ‘968
Patent by instructing and encouraging its customers and developers to use the ‘968 Accused Products.
Such instructions and encouragement included advising third parties to use the ‘968 Accused Products
in an infringing manner, providing a mechanism through which third parties may infringe the ‘968

Patent, and by advertising and promoting the use of the ‘968 Accused Products in an infringing
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manner, and distributing guidelines and instructions to third parties on how to use the ‘968 Accused
Products in an infringing manner. See, e.g., Ex. 14 FortiSandbox Sheet.pdf; Ex. 15 fortisandbox.pdf;

Ex. 16 https://www.esg-global.com/validation/fortinet-advanced-threat-protection-framework-esg-

research-enterprise-strategy-group; Ex. 24 FortiCache.pdf; Ex. 26

http://kb.fortinet.com/kb/viewContent.do?externalld=FD37408&sliceld=1; Ex. 30

FortinetWebFilter.pdf; Ex. 31 FortinetFilterldentity.pdf; Ex. 32 FortinetBlockAccess.pdf

COUNT XVII
(Direct Infringement of the ‘731 Patent pursuant to 35 U.S.C. § 271(a))

234. Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the
allegations of the preceding paragraphs, as set forth above.

235. Defendant has infringed and continues to infringe Claims 1-22 of the ‘731 Patent in
violation of 35 U.S.C. § 271(a).

236. Defendant’s infringement is based upon literal infringement or, in the alternative,
infringement under the doctrine of equivalents.

237. Defendant’s acts of making, using, importing, selling, and offering for sale infringing
products and services have been without the permission, consent, authorization or license of Finjan.

238. Defendant’s infringement includes the manufacture, use, sale, importation and offer for
sale of Defendant’s products and services that utilize FortiGate, FortiSandbox, FortiClient, FortiWeb,
FortiMail, FortiGuard Security Services, and FortiGuard Labs technologies, including Fortinet
Security Fabric Platform products (collectively, “the ‘731 Accused Products™).

239. The ‘731 Accused Products embody the patented invention of the ‘731 Patent and
infringe the ‘731 Patent because they make or use the patented system or perform the patented method
of rule-based scanning of web-based content for exploits written in different programming languages,
by, for example, expressing the exploits as patterns of tokens or using a parse tree.

240. To the extent the ‘731 Accused Products use a system that includes modules,
components or software owned by third parties, the ‘731 Accused Products still infringe the *731

Patent because Defendant is vicariously liable for the use of the patented system by controlling the
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entire system and deriving a benefit from the use of every element of the entire system. Similarly, to
the extent Defendant’s customers perform a step or steps of the patented method or the ‘731 Accused
Products incorporate third parties’ modules, components or software that perform one or more patented
steps, Defendant’s ‘731 Accused Products still infringe the ‘731 Patent because the 731 Accused
Products condition receipt by the third parties of a benefit upon performance of a step or steps of the
patented method and establish the manner or timing of that performance.

241. The “731 Accused Products provide a platform, including Scan Engines, which operates
on a computer to scan content to prevent malicious code and threats from accessing the client
computer.

242. ‘731 Accused Products are computer gateways for an intranet of computers.

243. *731 Accused Products provide a content control gateway:

Web Filtering

A'Web Filtering solution is designed to restrict or control the content a reader is authorized to
access, delivered over the Internet via the Web browser. It may be used to improve security,
prevent objectionable activities, and increase productive within an organization.

Intelligent and Effective Content Control

Web-based threats such as Phishing, drive-by Malware sites, and Botnets are more
sophisticated and scrutinized than ever, and as well as increasingly difficult to control due
to the rise of mobility in the workplace, even more difficult for you to control. The Web has
become the preferred medium of choice for hackers and thieves looking for new ways to
disrupt services, steal information, and perform malicious activities for financial gain. In
addition, employees who visit websites containing objectionable content can expose your
organization to civil or criminal liability.

FortiOS Web Filtering solution utilizes three main components of the web filtering function: the
Web Content Filter, the URL Filter, and the FortiGuard Web Filtering Service. These functions
integrate with each other to provide maximum control over what the Internet user can view as
well as protection to the network from many Internet content threats. Web Content Filtering
blocks web pages containing words or patterns that you specify. URL filtering uses URLs and
URL patterns to block or exempt web pages from specific sources. FortiGuard Web Filtering
provides many additional categories you can use to filter web traffic by independent real-world
tests.

Ex. 30 FortinetWebFilter.pdf at page 1.

244. The ‘731 Accused Products provide a gateway for an intranet of computers:
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Office FortiGate unit

i

y \ a1.23 l
Office Network |
10.10.1.0/24 s
VPN
tunnel ¢ ,

-

FortiClient PC

Ex. 33 http://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-ipsecvpn-

54/1Psec VPN Concepts/VPN Gateways.htm

245. The ‘731 Accused Products provide a scanner for scanning incoming files from the
Internet and deriving security profiles for the incoming files, where each of the security profiles

comprises a list of computer commands that a corresponding incoming file is programmed to perform.

FortiSandbox utilizes Fortinet antivirus to scan files for known threats and then executes files in
a VM host environment. Unlike traditional sandboxing solutions, FortiSandbox is able to
perform local scans to detect sandbox evasion. FortiSandbox also has integrated web filtering
to inspect and flag malicious URL requests. Based on the traced output of the OS sandbox,
botnet and command & control (C&C/2C) channels are detected and are classified as high risk.
Ex. 15 fortisandbox.pdf at page 76.
246. The ‘731 Accused Products “utilize antivirus to scan files for known threats” for

incoming files from the Internet:
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Suspicious files are files that exhibited suspicious behavior in the sandbox. To view suspicious
files, go to System > Dashboard > Suspicious. You can drill down the information displayed and
apply search filters. You can select to create a PDF or CSV format snapshot report for all
suspicious files or based on the input type. Search filters will be applied to the detailed report
and will be displayed in the Report Profile section.

Figure 29:Suspicious files

24 Hours ¥ All v Export Data Add Search Filter... :
Unknowr¥|D  Infectofvll  Wormv]D  Botnetw]d  HjackvD  Stealervld  Backdoof#[30  Injectorf¥ll  Roctictw]o
Adwarevin Dropperfv]d Downloader/324 Trojanv]2a Riskwarev[213 Graywarelv]l Artackervio
Risk: High Risk x _ Detection OS: WINXP x
bemcea e Sma  Suwce  oecimton foectncs Fooman 3
@ [ Mar 10 2014 17:56:51 Downlnader M HighRisk 106216 172485181 WINXP [ -
=] E&Maf 19 2014 17:435:30 Downloader m High Risk 10.6.2.16 172.16.5.191 WINXF @ htrp://172.16.5.191
@ [ Mar 15 2014 17:36:03 Downloader M HighRisk 106216 17218.5.491  WINKP B htipif172.16.5.191
@ B mar 19 2014 17:33:17 Downloader [ High ik 10.6.2.16 172185191 WINMP @ hitp:/172.10.5.191
@ [ mar 12 2014 17:28:37 Downlaader MHighrisk 105216 172185191 WINXP & i
@ [T mar 19 2006 17228113 Downloader M High Risk 106218 172165191 WINKP @ wa
& 7 mar 15 201 1732604 Downloader H righ Risk 10,6216 172105191 WINWP &
@ BB uar 19 2014 17:22:04 Downloader [ High Rick 10,6216 172185401 WINKP =273
@ [ Mar 10 2014 17:23:04 Downlaader [ High Risk 106216 172185081 WINKP Fwa
@ [T mar 15 201¢ 17:22:59 Downloader [ High Risk ~ 10.6.2.16 172185490 WINKP @ wa
@ [ Mar 19 2014 17:22:53 Dewnloader [ igh Risk 106216 172185490 WINWP =
@ B Mar 10 2012 17:20:38 Dovnloader M High Risk 105216 172185001 WINXP Fa
m R mar 19 2012 17:20:35 Dovnloader M Highrisk 106216 172185091 WINXP Tua
=] @ mar 19 z01¢ 17:20:38 Downloader [ righrisk 106216 17216.5.191  WINWP @ wa
a [ mar 15 2012 17:10:35 Downloader [ High Risk  10.6.2.16 17216.5.191  WINXP e
ITotal Jobs: 50,263 .

Ex. 15 fortisandbox.pdf at page 45.

247. The ‘731 Accused Products derive security profiles for the incoming files:

FortiSandbox will execute code in a contained virtual environment and the output is analyzed to
determine the characteristics of the file. Inspection is run post-execution and all aspects of the
file are examined. FortiSandbox checks files for the following malicious characteristics:

* Known virus downloads

* Registry modifications

* QOutbound connections to malicious IP addresses
* |Infection of processes

* File system modifications

FortiSandbox can process multiple files simultaneously since the FortiSandbox has a VM pool
to dispatch files to for sandboxing. The time to process a file is hardware dependent. It can take

30 seconds to three minutes to process a file.

Ex. 15 fortisandbox.pdf at page 76.
248. The ‘731 Accused Products collect the security profiles including a list of computer

commands that incoming files are programmed to perform:
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Captured Select the Captured Packets button, @ Capured Packets o download the
Packets tracer PCAP file to your management computer.

The packet capture (PCAP) file contains network traffic initiated by the
file. You must have a network protocol analyzer installed on your
management computer to view this file.

The Captured Packets button is not available for all file types.

Ex. 15 fortisandbox.pdf at page 46.
249. The *731 Accused Products provide a file cache for storing files that have been scanned

by the scanner for future access, where each of the stored files are indexed by a file identifier.

FortiCache web caching is a form of object caching that accelerates web applications and web servers by
reducing bandwidth usage, server load, and perceived latency.

Web caching involves storing HTML pages, images, videos, servlet responses, and other web-based objects for
|ater retrieval. These objects are stored in the web cache storage location defined by the config wanopt
storage command (see Disk management changes in FortiCache 4.1.0 on page 1 to see how this command,
and others, have changed since the release of FortiCache 4.1.0). You can also go to System > Config > Disk to
view the storage locations on the FortiCache unit hard disks.

There are three significant advantages to using web caching to improve HTTP performance:

+ reduced bandwidth consumption because fewer requests and responses go over the WAN or Internet
« reduced web server load because there are fewer requests for web servers to handle

+ reduced latency because responses for cached requests are available from a local FortiCache unit instead of from
across the WAN or Intemet.

When enabled in a web caching policy, the FortiCache unit caches HT TP traffic processed by that policy. A web
caching policy specifies the source and destination addresses and destination ports of the traffic to be cached.

Web caching caches compressed and non-compressed versions of the same file separately. If the HTTP protocol
considers the compressed and uncompressed versions of a file the same object, only the compressed or
uncompressed file will be cached.

You can also configure a FortiCache unit to operate as a \Web Cache Communication Protocol (WCCP) client.
WCCP provides the ability to offload web caching to one or more redundant web caching servers.

Ex. 24 FortiCache.pdf at page 8.

250. The *731 Accused Products comprise a security profile cache for storing the security
profiles derived by the scanner, where each of the security profiles is indexed in the security profile
cache by a file identifier associated with a corresponding file stored in the file cache.

251. Trace Log is one of the file identifiers:
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Risk The risk level of the file. This value is determined by the FortiGuard team
based on the impact to the network environment.

High Risk, Medium Risk, and Low Risk files are files which have
suspicious behaviors. The rating engine scores each file from its
behavior log (tracer log) gathered in the VM module. If the score is within
a certain range, arisk level is determined.

Use the column filter to sort the entries in ascending or descending

order.

Ex. 15 fortisandbox.pdf at page 48.

252. The ‘731 Accused Products use security profile caches for storing security profiles.

The dashboard provides a quick look at the FortiCachesystem status. It provides a way to access information
about network activity and events, as well as configure basic system settings. The dashhoard contains widgets
that display information and provide access to various system functions. You can customiza which widgets are

available on the dashboard and how they operate.

Ex. 24 FortiCache.pdf at page 12.

253. The tracer log file may contain a tracer.pcap file. The PCAP file provides network

analysis of the file behavior. The following is an example of the PCAP file.
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Figure 36:PCAP file example in Wireshark

Ble Edn Yew Go Capture Seahze fabstics Tehephomy Took |memals Help
e amd EEXR2 AeswTd [EEacan @aB8 % B

Filte: Dprestion.. Clear fpp
[t Time Destination Pratocel Length lafo
1 0. 000000 204,193,144, 89 e 62 micelink > heep [5vK] Seq=0 win-65535 Len-0 M55-1460 SACK_PERM=1
2 0000110 10,0, .15 T 60 http » ndcelink [SYN, ACK] Seqed Ackel WinmG3535 Lermd MSS=1460
3 0.000110 204.193.144. 89 TR 54 micelink > http [ACK] Seqel Ackel WineG3535 Lens0 L
4 0,000110 204,193,144, 89 HTTP 386 POST / HTTP/1.1  (application, x-www-Fform-ur lencoded)
5 0.000110 204 TR 60 htep > nmicelink [ACK] Seqel Acke33) winef3515 Lensd
6 0.000218 WrTE 544 WITE/1.1 307 moved Tempararily
7 0.000219 TP 60 htep » nicelink [FIN, ACK] Seqesdl Ack=333 wine§3535 Lens0
§ 0.000219 ?N 19] 144.89 e 54 micelink > http [ACK] Seq=333 Ack= \!92 niﬂ 65045 Lel‘ 0

9 0, 000250 204.193,144. 89 TP 54 icelink » hetp [FIN, ACK] Seqe33

10 0.000250  10.0. 3.1 TP 62 cnrprotocel > http [SvN] SeqeC win
11 0000250  204.193,144,89 TP 60 htep » nicelink [Ack] Seqmad? 0
12 0.000344  204.193.144.89 TR 60 htep » cnrprotocol [SYN, ACK] Seqel Ackel Win=65335 Len=0 M55=1460

13 0.000344  10.0.3.15
14 0.000344 10,0, 3
15 0.000344 204,193, 144,89

204,193, 144. 59 e 54 crprotocol > hutp [ack] Segel ackel win=£5535 Len=0
204,193,144, 59 HTTP 352 GET /index, php?rt=loginsgoto=a2F WTTP/1.1

TF 60 huep > carprotocol [ACk] Segel Ack=299 Win=65515 Len=0'

16 0.000369  204.193.134,89 TP 485 [TEP segment of a reassesbled POU]

17 0. 000469 204,193, 144,89 e 1071 [TcP segment of a reassesbled POU]

18 0000463 10,0, 3 T 58 enrprotocol » hetp [ACK] Seqe299 Acke1429 WineB3087 Lénsd
19 0.000485  204.191.144.85 TR 1422 [TCP segment of a reassesbled POU]

20 0.000485  304.103.144. 89 TR 134 [1ce segment of a reassesbled eou]

21 0.000485 204,193,144, 89 TR 210 [TcP segmert of a reassesbled POU]

22 0.000485  10.0.3.15 e 54 enrprotocol > htp [ACK] Seq=299 Ack=2897 win-65535 Len=0
2% 0000483 204.193.144. 89 HTTP B0 KHTTP/1.1 200 Ok (text/heml)

34 0 MONMRS 18 0 3 8 e 54 errmenrasal s hern fAFe] €ama700 ArbaNSR WARGREITA § anan

@ Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)

% Ethernet II, Src: Cadwusco_33:8f:fb (D8:00:27:33:8f:fb), Dst: Realtekil12:35:02 (52:54:00:12:35:02)
& Internet Protocol version 4, Src: 10.0.3.15 {10.0.3.15), bBst: 204.193.144.80 (204.103.144.89)

+ Transmission Control Protecel, Src Port: nicelink (10951, pst Port: hitp (500, Seq: 0, Len: O

0000 52 54 00 12 35 02 0B 00 27 33 Bf fb 08 00 45 00 RT..5... 'L...E.
o010 00 :IO oL gl 40 006006 Be od 0a 00 03 OF cccl L0, var
0030 90 59 04 47 00 50 07 %A £3 5d 00 00 00 00 7O 67 .

D030 FF £F 19 69 0D 00 02 04 05 bé 01 01 D4 02 codl

b8 7| File "Ciwsersy -1 T.. | Packete 105 - Displayed: 105 (00.0%) - Load time 100,160 Prafile: Default

Ex. 15 fortisandbox.pdf at page 58.

254. The 731 Accused Products provide a security policy cache for storing security policies
for intranet computers within the intranet, the security policies each including a list of restrictions for
files that are transmitted to a corresponding subset of the intranet computers.

255.  Subsets of the intranet computers can have different security policies:

Member of "Employees” 22 :2:;:83
user group 1 E— 6 0
— .

Uses "Internet” policy AV + WF

Uses "Accounting” poficy) I l l -]AV + WF + App Control + IPS - Internet

Uses "Admin" policy FortiGate , AV

Member of "Accounting”
user group

Member of "Admin"

"AdminPC' + e group

Ex. 34 https://cookbook.fortinet.com/creating-security-policies-60/

256. The ‘731 Accused Products use security policy caches for storing security policies:
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Configuring an identity-
based security policy

Go to Policy > Policy > Policy.

Edit the policy controlling your outgoing

traffic and set Policy Subtype to User
Identity.

Create two Authentication Rules that
allow Internet access. For the first rule, set
Group(s) to the user group. Enable Web
Filter and set it to use the default profile.

For the second rule, set User(s) to egilbert.
Enable Web Filter and set it to use the new
profile.

Ex. 25 FortSecPolicy.pdf at page 4.

Addresses

Policy Type
Policy Subtype
Trcaming Interfacs
Source Address
Outgoing Interface
@ Enable NAT
(% Use Destination Interface Address
Use Dynamic 17 Poal
_ Use Central MAT Table

Destination Address
Groupis)
User(s)
Schadule
Sarvice
Actiamn
Logging Options

Mo Leg

! Log Security Events

=) Log all Sesskons

Security Profiles
FE_ Antivirus

@D Web Filter

Destination Address
Group(s)
User(s)
Schedule
Sarvice
Actian
Logging Options
Ma Log
_! Log Security Everts
@& Log all Sessions
Security Profiles
arr | AntiVirus

@D Web Filter

& Firewall (_ PN

Address (=) User Identity
lan
=2l

wanl

Fixad Fort

[5E]

& =meloyees
Clhck to add...
D abways
TIALL

« ACCEFT

cetault

defauit

Eall
Click to add..,
& =uilbert

3 always
AL

 ACCERT

default

restricted_acoess

'Davice [dentity

L+

Web cache addresses and address groups define network addresses that you use when configuring source and
destination addresses for security policies. The FortiCache unit compares the IP addresses contained in packet
headers with secunty policy source and destination addresses to determine if the secunity policy matches the
traffic. Addresses can be IPv4 addresses and address ranges, IPv6 addresses, and fully qualified domain names

(FQDNSs).

Ex. 24 FortiCache.pdf at page 78.
257.

corresponding subset of the intranet computers.
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@ FertiGuard /= Fliziririe

—

Web Page Blocked!
6 You have tried to access a web page which is in violation of your internet usage policy.

URL: www.ebay.com/
Category: Shopping and Auction

To have the rating of this web page re-evaluated please click here.

Ex. 25 FortSecPolicy.pdf at page 5.

258. Defendant’s infringement of the ‘731 Patent has injured Finjan in an amount to be
proven at trial, but not less than a reasonable royalty. Additionally, as a result of Defendant’s unlawful
activities, Finjan has suffered and will continue to suffer irreparable harm for which there is no
adequate remedy at law. Finjan and Defendant compete in the security software space, and Finjan is
actively engaged in licensing its patent portfolio. Defendant’s continued infringement of the ‘731
Patent causes harm to Finjan in the form of price erosion, loss of goodwill, damage to reputation, loss
of business opportunities, inadequacy of money damages, and direct and indirect competition.
Monetary damages are insufficient to compensate Finjan for these harms, and thus Finjan is entitled to
preliminary and/or permanent injunctive relief.

259. Defendant has been long-aware of Finjan’s patents, including the ‘731 Patent, and
continued its unauthorized infringing activity despite this knowledge. As discussed above, Finjan
actively and diligently attempted to engage in good faith negotiations with Defendant for nearly two
years regarding Defendant’s infringement of Finjan’s Asserted Patents. Even after being shown that
its products infringe Finjan’s patents, including the ‘731 Patent, on information and belief Defendant
made no effort to avoid infringement. Instead, Defendant continued to incorporate its infringing
technology into additional products, such as those identified in this complaint. All of these actions
demonstrate Defendant’s blatant and egregious disregard for Finjan’s patent rights.

260. Despite its knowledge of Finjan’s patent portfolio and Asserted Patents, and its specific

knowledge of its own infringement, Defendant continued to sell the ‘731 Accused Products in
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complete and reckless disregard of Finjan’s patent rights. As such, Defendant acted recklessly,
willfully, wantonly, and deliberately engaged in acts of infringement of the ‘731 Patent, justifying an
award to Finjan of increased damages under 35 U.S.C. § 284, and attorneys’ fees and costs incurred

under 35 U.S.C. § 285.

COUNT XVIII
(Indirect Infringement of the ‘731 Patent pursuant to 35 U.S.C. § 271(b))

261. Finjan repeats, realleges, and incorporates by reference, as if fully set forth herein, the
allegations of the preceding paragraphs, as set forth above.

262. In addition to directly infringing the 731 Patent, Defendant knew or was willfully blind
to the fact that it was inducing infringement of at least Claims 7-12, 14-16, and 20-21 of the ‘731
Patent under 35 U.S.C. § 271(b) by instructing, directing and requiring its customers to perform the
steps of the method claims of the ‘731 Patent, either literally or under the doctrine of equivalents.

263. Additionally, Defendant knew or was willfully blind to the fact that it was inducing
infringement of at least Claims 7-12, 14-16, and 20-21 of the ‘731 Patent under 35 U.S.C. § 271(b) by
instructing, directing and requiring its developers to perform the steps of the method claims of the ‘731
Patent, either literally or under the doctrine of equivalents.

264. Defendant knowingly and actively aided and abetted the direct infringement of the ‘731
Patent by instructing and encouraging its customers and developers to use the *731 Accused Products.
Such instructions and encouragement included advising third parties to use the ‘731 Accused Products
in an infringing manner, providing a mechanism through which third parties may infringe the ‘731
Patent, and by advertising and promoting the use of the ‘731 Accused Products in an infringing
manner, and distributing guidelines and instructions to third parties on how to use the ‘731 Accused
Products in an infringing manner. See, e.g., Ex. 15 fortisandbox.pdf; Ex. 24 FortiCache.pdf; Ex. 25
FortSecPolicy.pdf; Ex. 30 FortinetWebFilter.pdf; Ex. 33

http://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-ipsecvpn-

54/1Psec VPN Concepts/VVPN Gateways.htm; Ex. 34 https://cookbook.fortinet.com/creating-security-

policies-60/
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PRAYER FOR RELIEF

WHEREFORE, Finjan prays for judgment and relief as follows:

A. An entry of judgment holding that Defendant infringed the ‘844, ‘494, ‘086, ‘633,
‘822, *305, ‘408, ‘968, and ‘731 Patents; are infringing the ‘633, ‘822, ‘305, ‘408, ‘968, and ‘731
Patents; induced infringement of the ‘844, ‘494, ‘086, ‘633, ‘822, ‘305, ‘408, ‘968, and ‘731 Patents
and are inducing infringement of the ‘633, ‘822, ‘305, ‘408, ‘968, and ‘731 Patents;

B. A preliminary and permanent injunction against Defendant and its officers, employees,
agents, servants, attorneys, instrumentalities, and those in privity with them, from infringing the ‘633,
‘822, “305, ‘408, ‘968, and “731 Patents, and from inducing the infringement of the ‘633, ‘822, “305,
‘408, ‘968, and ‘731 Patents, and for all further and proper injunctive relief pursuant to 35 U.S.C.
§ 283;

C. An award to Finjan of such past damages, not less than a reasonable royalty, as it shall
prove at trial against Defendant that is adequate to fully compensate Finjan for Defendant’s
infringement of the ‘844, ‘494, ‘086, ‘633, ‘822, ‘305, 408, ‘968, and ‘731 Patents;

D. A determination that Defendant’s infringement has been willful, wanton, and deliberate
and that the damages against it be increased up to treble on this basis or for any other basis in
accordance with the law;

E. A finding that this case is “exceptional” and an award to Finjan of its costs and
reasonable attorneys’ fees, as provided by 35 U.S.C. § 285;

F. An accounting of all infringing sales and revenues, together with post judgment interest
and prejudgment interest from the first date of infringement of the ‘844, ‘494, ‘086, ‘633, ‘822, *305,
‘408, ‘968, and ‘731 Patents; and

G. Such further and other relief as the Court may deem proper and just.
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Respectfully submitted,

Dated: October 26, 2018 By:  /s/Paul J. Andre

Paul J. Andre (State Bar No. 196585)
Lisa Kobialka (State Bar No. 191404)
James Hannah (State Bar No. 237978)
KRAMER LEVIN NAFTALIS

& FRANKEL LLP
990 Marsh Road
Menlo Park, CA 94025
Telephone: (650) 752-1700
Facsimile: (650) 752-1800
pandre@kramerlevin.com
Ikobialka@kramerlevin.com
jhannah@kramerlevin.com

Attorneys for Plaintiff
FINJAN, INC.
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DEMAND FOR JURY TRIAL

Finjan demands a jury trial on all issues so triable.

Respectfully submitted,

Dated: October 26, 2018 By:  /s/Paul J. Andre

Paul J. Andre (State Bar No. 196585)
Lisa Kobialka (State Bar No. 191404)
James Hannah (State Bar No. 237978)
KRAMER LEVIN NAFTALIS

& FRANKEL LLP
990 Marsh Road
Menlo Park, CA 94025
Telephone: (650) 752-1700
Facsimile: (650) 752-1800
pandre@kramerlevin.com
Ikobialka@kramerlevin.com
jhannah@kramerlevin.com

Attorneys for Plaintiff
FINJAN, INC.
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