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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF TEXAS

TYLER DIVISION
LUCIO DEVELOPMENT LLC, §
Plaintiff, § Case No: 6:19-cv-283
Vs. § PATENT CASE
MICROSOEFT CORP., §
Defendant. §
§

COMPLAINT

Plaintiff Lucio Development LLC (“Plaintiff” or “Lucio”) files this Complaint against
Microsoft Corp. (“Defendant” or “Microsoft”) for infringement of United States Patent No.
7,069,546 (hereinafter “the ‘546 Patent”).

PARTIES AND JURISDICTION

1. This is an action for patent infringement under Title 35 of the United States
Code. Plaintiff is seeking injunctive relief as well as damages.

2. Jurisdiction is proper in this Court pursuant to 28 U.S.C. §§ 1331 (Federal
Question) and 1338(a) (Patents) because this is a civil action for patent infringement arising
under the United States patent statutes.

3. Plaintiff is a Texas limited liability company with its office address at 555
Republic Dr., Suite 200, Plano, Texas 75074.

4. On information and belief, Defendant is a Washington corporation with its
principal place of business at One Microsoft Way, Redmond, Washington, 98052. On

information and belief, Defendant may be served with process through its registered agent
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Corporation Service Company d/b/a CSC, 211 E. 7th St., Suite 620, Austin, Texas 78701.

5. This Court has personal jurisdiction over Defendant because Defendant has
committed, and continues to commit, acts of infringement in this District, has conducted
business in this District, and/or has engaged in continuous and systematic activities in this
District.

6. On information and belief, Defendant’s instrumentalities that are alleged herein
to infringe were and continue to be used, imported, offered for sale, and/or sold in this District.
VENUE

7. Venue is proper in this District pursuant to 28 U.S.C. §1400(b) because acts of
infringement are occurring in this District and Defendant has a regular and established place of

business in this District at 2601 Preston Rd #1176, Frisco, TX 75034.

COUNT I
(INFRINGEMENT OF UNITED STATES PATENT NO. 7,069,546)
8. Plaintiff incorporates paragraphs 1 through 7 herein by reference.
0. This cause of action arises under the patent laws of the United States and, in

particular, under 35 U.S.C. §§ 271, et seq.

10. Plaintiff is the owner by assignment of the ‘546 Patent with sole rights to
enforce the ‘546 Patent and sue infringers.

11. A copy of the ‘546 Patent, titled “Generic Framework for Embedded Software
Development,” is attached hereto as Exhibit A.

12. The ‘546 Patent is valid, enforceable, and was duly issued in full compliance
with Title 35 of the United States Code.

13. On information and belief, Defendant has infringed and continues to infringe

one or more claims, including at least Claim 1, of the ‘546 Patent by making, using, importing,
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selling, and/or offering for sale a software platform for embedded software development,
which is covered by at least Claim 1 of the ‘546 Patent. Defendant has infringed and continues
to infringe the ‘546 Patent directly in violation of 35 U.S.C. § 271.

14. Defendant, sells, offers to sell, and/or uses embedded software development
packages including, without limitation, the Azure IoT Hub software developer kit, and any
similar products (“Product”), which infringe at least Claim 1 of the ‘546 Patent. The Product
practices a method for producing embedded software. For example, Defendant provides the
Azure IoT Hub Software Development Kit (such as [oT Hub Device SDKs and/or IoT Hub
Service SDKs) which integrates IoT (Internet of Things) devices running on different operating
systems/platforms/frameworks (such as MBED2, Arduino, Windows CE, .Net Standard 1.3,
and/or Xamarian 10S, Android and/or UWP). Microsoft and/or its customers specifically use
Azure IoT Hub Software Development Kit (such as IoT Hub Device SDKs and/or IoT Hub
Service SDKs) which integrates IoT (Internet of Things) devices running on different operating
systems/platforms/frameworks (such as MBED2, Arduino, Windows CE, .Net Standard 1.3,
and/or Xamarian i10S, Android and/or UWP) to produce embedded software. Certain elements
of this limitation are illustrated in the screenshots below and in the screenshots referenced in

connection with other elements herein.
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Logging and Manitoring Architecture
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SDK architecture
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Source: hitps-#idocs microsoft com/en-us/azurefiot-hubdot-hub
device-sdk-c-intro

15. The Product practices providing one or more generic application handler
programs. Each program has code for performing generic functions common to multiple
hardware modules used in a communication system. For example, the Azure IoT Hub
Software Development Kit includes generic application handler programs including drivers,
libraries, and Abstraction Layers (such as Platform Abstraction Layer (PAL)) that provide
multiple generic Application Programming Interfaces (APIs). The generic code provides
common and generic functions to multiple hardware modules (such as IoT device) used in a
communication system. Certain elements of this limitation are illustrated in the screenshots

below and in the screenshots referenced in connection with other elements herein.
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Partner supported platforms

Customers can extend sur platiorm support by porting the Azure ioT C SDK, specificaily, creating the platform abstraction layer (PAL)

of the SDK. Microsoft works with partners to provide extended support. A list of partners has ported the C 5D on to more platforms
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kT Hub Documentation

= The core implerentation of the SDK is in the iothub_client folder that containg the implementation of the lowest AP layer in
the SDK: the loTHubClient fibrary. The loTHubClient library contains APls implementing raw messaging for sending messages
12 10T Hub and receving messages from loT Hub, When using this library, you are responsibde for implementing message
serialization, but other dewails of communicating with foT Hub are handled for you,

» Overaew

# uiidkatans * The serializer falder contains helper functions and samples that show yeu how to serialize data before sending to Azure o7

» Tutorials Hub using the client library. The use of the serializer is not mandatory and is provided as a convenience, To use the serializer

> Concepts library, you define a2 model that specifies the data to send to 10T Hub and the messages you expect to receive from it, Once the
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model is defined, the SDK provides you with an APl surface that enables you to easily work with device-to-cloud and cloud-to-
device messages without worrying about the serialization details, The library depends on other open source libraries that
implement transport using proafocols such as MOTT and AMOP,

The leTHubClient [ibrary depends on other open source libraries:

o The Agure C shaced utility Hbrary, which provides common functionality for basic tasks (such as strings, list manipulation, and
I0) needed across several Azure-related € SDKs.

o The Azure uAMOP library, which is a client-side implementation of AMGQP optimized for resource constrained devices.

o The Azute MOTT librany, which is & general- purpose fibrary implementing the MOTT protocol and optimized for resource
constrained devices.

Use of these libraries is easier to understand by looking a1 example code. The following sections walk you through several of the
sample applications that are included in the SDK. This walkthraugh should give you a good feel for the varicus capabilities of the
architectural layess of the SDK and an introduction to how the APls work.

; . ; 7 : i S :

16.  The Product practices generating specific application handler code to associate
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the generic application functions with specific functions of a device driver for at least one of
the types of the hardware modules. For example, in addition to the Platform Abstraction Layer
(PAL), Azure IoT Hub SDK also include processor-specific application handler code that are
specific to particular IoT device running on different operating systems/platforms/frameworks
(such as MBED?2, Arduino, Windows CE, .Net Standard 1.3, and/or Xamarian iOS, Android
and/or UWP). Certain elements of this limitation are illustrated in the screenshots below and in

the screenshots referenced in connection with other elements herein.

Packages sre provided for commaon platforms (such as NuGet for Windows or apt_get for Debian and Ubuntu) and the samples use
these packages when available. In some cases. you need to compile the SDK for or on your device. If you need te compile the SDK
see Prepars voul development enviranment in the GaHub repository.

oT Hul Documentation

To abitain the sample application code. download a copy of the SDK from GitHub. Get your copy of the source from the master

» Crveramw
5 Qi branch of the GitHub resositor.
¥ Tutonals . . X
¥ icocip Obtain the device credentials
v How-lo guded Now that you have the sample source code. the next thing 1o do ks to get a set of device credentials. For a device to be able to access
- Develtp s 16T hub, you miust first sdd the devies 10 the 16T Hub identity reqistry. When you add your device, you get s set of device
« |ice device and service S0Ks credentials that you need for the device 1o be able to connect to 1he loT hub. The sample applications discussed in the next section
Azure IoT SDKs platioem support expect these crédentiall in the farm of a device connection string.

- Ly the 1aT desice SBK for C

There are several open source tools o help you manage your loT hub.
Use the ieTHubClient
Lise the serializer * A Windows application called device explorer,
Develop for constrained devices
Devedop for mobie devices
Manage connectinity and refiable messaging » A cross-platform Python CU called the loT extension for Agure LI
Detivlop for Ardinic Thirgs petioets This tutorial uses the graphical device explorer tool You can use the Azure loT Tools for VS Code if you develop in V5 Code. You can
Crugey Aurc data frem 3 hub reute also use the the foT extension for Azure CLI 2.0 tool if you prefer to use a CUl tool
Secer device connecton state events from

Event Grid The device explorer 100l uses the Azune 16T service libranies 1o perform vatious functions on JoT Hub. including sdding devices. if you
¥ Send dhoud-to-Beane MESSages use the device exploser tool to add a device. you get a connection string for your device. You need this connection string 1o run the
3 Uplaad fies from devces sample apphcations,

Source: hitps.//docs. microsofi.com/en-us/azure/iot-hubiot-hub-device-sdk-c-ntro
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T Hub Dooumertation

The Connaction String can be found under laT Hub Service = Settings » Shared Access Policy > iothubowner.

i 1, When the loT Hub connection string is configured, click the Management tak:
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17.

Use the serializer library
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The Product practices defining a specific element in the specific application

handler code to be handled by one of the generic application functions for the at least one of

the types of the hardware modules, and registering one of the specific functions of the device

driver for use in handing the defined specific element. For example, the Azure IoT Hub SDK
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generates system-specific application handler code by defining a specific element such as data

structures and functions that are handled by one or more generic application functions in the

Platform Abstraction Layer (PAL). Certain elements of this limitation are illustrated in the

screenshots below and in the screenshots referenced in connection with other elements herein.
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Device and servoe SDHS

MAGTT Buppan
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¥ Seturty
» Secure usng X509 CA certates
- HOWD Quites
= Deyelop
Azyre 19T 503 platorm support
» Use the 0T DEs0e SORCfor C
SEioD Tof consiined oEA0M
Develop for Mobie devices

Manage connectiity and neliabe
MEEsg Y
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Source: hitps:/fdocs microsoft comfen-us/azure/iot-hubiot-hub-devguide-sdks

Microsoft Azure Provisioning SDKs

The Microsoft Azure Provisioning SDKs enabla you to provision devices to your a7 Hub using the Device Proveioning Senso

Azure Provisioring device and sennce S0Hs for C=

v Dosnioad from Device SOK and Service S0 from NoGet

§ Sduice dode

AP reference
Azurs Provisioning device and sendes SO for C
o lnstall froem apt-get, MEED, Asduing IDE o 108
s Source code
AP reference
Azure Provisipring device and senvice SDKs for Java

o Add 15 Maven praject

v APl referance
Azure Provisioning device and sennpe S0 for Node s

code

o APlreference

+ Downisad Device ST and Sarace SDK from npm
Azute Provisioning device and seniee SOKs for Pythone

= Soure code

¢ Dewnlead Device 50K and Service SOK fram pip
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e Alternate device credentials

¥ Ovenyiew As emplained previcusty. the first thing ta do when worlong with the loTHubClient Bbeary i to obitain 2 IDTHUB_ CUENT_HANDLE
» Crackstarm with  call such a3 the faliowing:
¥ Tutcrals
C )
» Corcapls D Copy
= Hew-1o gusdes TOTHUB_CLTENT MAHDLE {otiuabClisnthandie;
. Develop lotrbllientrandle = ToTHubC1]ent_Createl rosConnectionttringcennectlonstring, AP Pratocsld)s
w Lig divice Bad senvice 504G
Agure kT SO platform mupport The argumenis o leTHubClient CreateFromConnectionSiring are the device connection string and a parameier that indscaies the
w Lotatha 10T deice SDK for C protogel we use 1o communicate with foT Huls, The dinice connection $16ng has 3 format that appears as follows
4 Diopy
L The senakner
Develop for pomslrained tevices s thimme = [OTHURILEE , TOTHUBSUPF I3 Dev ool deDEVICLID; Sharedicces sheys SMAIMCESSEET
Davalop for moble devices
MIragE torectivity and relable meviaging These aie four preces of informatson in this strng: loT Hub name. 0T Hub suffoc dewice 10 and shaned scoess key, You cibtaln the fully
Develop for ndroad Things platiam qualifed deean naene FODN) of an 0T hub when you create your foT hub instance in the Azure portal — thik gaves you The IoT hulb
ey Ao ok o T name [ehe first part of the FOON) and the 6T hul suffis (Ehe rest af the FODN). You Gt the gevice (D and the shired access bey when
th loT { gy artsle)
Ovtlar deiod o 1% b o regiiled pour devies with 18T Hub (as descnbed in the or 1
Event Grid

loTHubClient_CreateFromConnectionSiring greed you one way o sibialize the ibrary. if you préfer. you an create & new
IOTHUE_CLENT_HANDLE by using these individual parameters rather than the device connection string. This is schieved with the
foliowing code:

» Send doud-to-deice MOeEageT

» Uiplead files hrom devices

b Gt siarned with cisade Teafd

¥ Gl SErtd with module tuing c R Copy
et sEarted with der

# i3 A T LOTHUS_CLTENT CONFIG {otisabllientionfig:

» Schadule and broadcast jobrs Lotriubll dantionT iy, {otHobiing =
fotHubllientCont iy, deviceld =

» Marage
lovubCiientconfig. deviceey =
» Use read deices LotmibCliantCond if, Lotk Suffls = =7
¥ Troublethaat lotubllientConfiy. protocal = HTTP Protecol |
TOTHUE_CLTENT WLl dothubClienthiandle = ToTrubClient_LL_Create{kiotiubClientionfigh;
3 Radenence
) Aelated

Thiz accemplishes the tame thing & loTHubClient_CreatefromConnectionString.

Source: https/fww arm comfAiles/pdif20160830_06_ ARM_ Keil MDK _FTD.pdf, page 15

Develop with Azure loT Hub CocoaPod libraries

foT Hub Documentation
» CvEniew Azure 10T Hub SDKs releases a sat of Objective-C CocoaPod libraries for iOS development. To see the latest list of CocoaPod libraries
> Quickstarts see CocoaPods for Microsoft Azure 10T, Once the relevant libraries are incorporated into your XCode project. there are two ways to
> Tutonials write loT Hub related code:
¥ Eonoats + Objective C function: If your project is wiitten in Objective-C you ¢an call APz from Azure loT Hub C SDK directly. If your
< HOWE I GIRcdes progect is written in Swift. you can call  gesfe fuse before creating your function. and proceed to writing all logics related to

~ Develop

Azure IoT Hub using C or Objective-C code. A set of samples demanstrating both can be found in the sample repositary.
~ Use device and senvice S0
Azure 10T SOKs platiorm support * Incarporate C samples: If you have written a C device application, you can reference it directly in your ¥Code project:
3 Use the 0T device SOK for © o Add the sample.c file to your XCode project from XCode.
Devalop for constrained devices © Add the header file to your dependency. A header file is included in the tample repository as an example. For more
information. please visit Apple’s documentation page for Dbjective-C.

Manage connectivity and reliable messaging
Develop for Android Things platform Develop for Android platform

CQuiery Ao data from a hub route

latfarm. i 1 , plath o 7
it GO PR e Svais o6 Azure 0T Hub Java SD¥ supports Android platform. For the specific APl version tested, please visit our platform support page for the

Event Grid latest update.

Send doud-to- = "
> HEVIE WS, These documentations walk through how to develop a device application or service application on an Android device using Gradle

» Upload files from devices and Andrond Studio:
» Get started with device twins
. Gk Starbac it il i = Quickstart: Send telemetry from a device to an loT hub

£ ch : | & devi
Gel started with o ¢ = Quickstart: Control 2 device

w

SOUI’CEhﬂQS:HdOCS.miCFOSOﬂ.COI’TLI"E,‘ﬂ—USJ"EZU[eini—hUbfiOt—hUD—hOW—tO—dE,‘VE!}OEfOI’—mOD”e—dE,“u"iCES
18.  The Product practices compiling the generic application handler programs
together with the specific application handler code to produce machine-readable code to be

executed by an embedded processor in the at least one of the types of the hardware modules.
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For example, when a specific application is needed for a particular hardware, the generic

functions and the specific functions are compiled together to yield a machine readable code.

Microsoft and/or its customers compile the generic functions and the specific functions using

Azure IoT Hub SDK or any other IDE/compiler (such as GCC, Clang, XCode, Visual Studio

and/or Python) supported by Microsoft. Certain elements of this limitation are illustrated in

the screenshots below and in the screenshots referenced in connection with other elements

herein.

Supported platforms

There are several platforms supported,

Compare message and event routing

Device configuration best practices C SDK

Cvenview of 10T Hub device streams (preview) os
» Developer guide Ubunty 1608 LTS
¥ Securty
> Secure using X500 CA certificates Ubuntu 18.04 LTS

v How-to guides
- Develop
w Use device and service SDKs OsX 10,134

> Usethe loT device 30K for €

Ubuntu 18.048 LTS

Windows Server 2016

Develop for ained cevices Windows Server 2016

3 Detnan 9 Stretch
reliable

Manage connectivty an
MEessaging

54

Compiler
gee-5.4.0

gec-73

Clang 60X

XCode 9.4.1

Visual Stucao 14.0.X
Visual Studio 14.0X

gre-7.3
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openssl - 1.0.2g
wolfssL—1.13
Openssl - 1.1.0g
Mative 05X
SChannel
SChannel

Openssl - 1.1,0f
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Filter by utle

Compare message and event routing
Dewice configuration best practices

Azure loT SDKs platform support

Cvendew of 10T Hub device stréams (preview)
3 Developer guide
» Secunty
» Secure using X309 CA certificates
= How-to guides
v Develop
~ Use device and tenice SDES

Azure joT SOKs platiorm support

> Use the loT dewice SDK for €

Peseleny foe eanetrainad devicss

Source: https://docs microsoft comien-us/azure/iot-hubliot-hub-device-sdk-platform-support

Compiling the C Device SDK

bn rgler $0 comple the © SDK on YEIT DT, O will e to install a set of took depn‘ndlrs._a on the platform you are dning
yaur development on and 1the one you e langeting. You will 5o need 1o clone the current repoditory. Detsiled nstrudions

can b2 found below for sach platforms

= Setfing up & Windows develapment envranmeant

it ermvironment

Python SDK

o8

Windows Server 2016
Windows Server 2016
‘Windows Server 2016
Windows Server 2016
Ubuntu 18.04 LTS
Ubunty 1804 LTS

MacOS High Sierra

 { -'FI"!-."‘. Ragpbian and using Ubuntu as host)

Samples

BB OBE OB

BE & 2

The repositony contains a set of smple samgpdes that will help you-get started. You can find a list of these samples with

imstructions an bow B0 run them here. in addition to the imple samples found in the cutment repesitary, you can find

detalled instructizns for the cemified for Azure 10T devices in sur online catalog

Read more

®» Azure loT Hub documentation

= Prepare your development environmend to wse the Arure [oT device 50K far C

o Setup kaT Mub
= Arure lof device 50K for € tutorial
# How to port the © libraries (o other 05 platforms

1 examphe

prence

Compiler
Python 27
Python 2.7
Python 3.5
Python 3.5
Pythan 2.7
Pythen 3.4

Pythen 2.7

TLS library

openssl

openssi
openssi
openss
openss|

openssl

Source: hitps.//github comiAdzure/azure-ioi-sdk-c/blob/masterfiothub_client/readme. md#compiling-the-c-device-sdk
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Cross Compiling the Azure loT Hub SDK

Background

owr. This peocess of baiiding execuiables-on a host bo target o dipatile platiorm is kmown as cross-compiling

Purpose of this document

Procedure

Version Infarmation

Mobe: Thes sampls wat Bull and certed an sn smndsd hisld of Deblan on the hom and will use the -t vetsion of the

Source: hitps:/fgithub comiAzure/azure-iot-sdk-c/blob/master/doc/SDK._cross compile example. md

19. Defendant’s actions complained of herein will continue unless Defendant is
enjoined by this court.

20. Defendant’s actions complained of herein are causing irreparable harm and
monetary damage to Plaintiff and will continue to do so unless and until Defendant is enjoined
and restrained by this Court.

21. Plaintiff is in compliance with 35 U.S.C. § 287.

PRAYER FOR RELIEF

WHEREFORE, Plaintiff asks the Court to:
(a) Enter judgment for Plaintiff on this Complaint on all causes of action asserted
herein;

(b) Enter an Order enjoining Defendant, its agents, officers, servants, employees,
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attorneys, and all persons in active concert or participation with Defendant who receive notice
of the order from further infringement of United States Patent No. 7,069,546 (or, in the
alternative, awarding Plaintiff a running royalty from the time of judgment going forward);

(c) Award Plaintiff damages resulting from Defendant’s infringement in
accordance with 35 U.S.C. § 284;

(d) Award Plaintiff pre-judgment and post-judgment interest and costs; and

(e) Award Plaintiff such further relief to which the Court finds Plaintiff entitled
under law or equity.

Dated: June 27, 2019 Respectfully submitted,

/s/ Jay Johnson

JAY JOHNSON

State Bar No. 24067322

D. BRADLEY KIZZIA
State Bar No. 11547550
KIZZIA JOHNSON, PLLC
1910 Pacific Ave., Suite 13000
Dallas, Texas 75201
(214)451-0164

Fax: (214) 451-0165
jay@kjpllc.com
bkizzia@kjpllc.com

ATTORNEYS FOR PLAINTIFF
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EXHIBIT A
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