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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF DELAWARE 

 

 
LONGBEAM TECHNOLOGIES 
LLC, 

 
 Plaintiff 

 
  v. 

 
AMAZON.COM, INC., and 
AMAZON WEB SERVICES, 
INC., 

 
 Defendants 
 

 
 

 
 
Case No. 1:21-cv-01559-CFC 
 
JURY TRIAL DEMANDED 

 
AMENDED COMPLAINT FOR PATENT INFRINGEMENT 

 
Plaintiff Longbeam Technologies LLC (“Plaintiff” or “Longbeam”), by and 

through its undersigned counsel, files this Complaint against Amazon.com, Inc. 

(“Amazon”) and Amazon Web Services, Inc. (“AWS Inc.”) (collectively 

“Defendants”) for patent infringement of United States Patent Nos. 7,512,989, 

7,660,418, 8,472,627, and 10,715,316 (collectively, the “Patents-in-Suit”) and 

alleges as follows: 
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NATURE OF THE ACTION 

1. This is an action for patent infringement arising under the patent laws 

of the United States, 35 U.S.C. §§ 1 et seq. 

THE PARTIES 

2. Longbeam is a limited liability company organized and existing under 

the laws of the State of Texas with a principal place of business at 10900 Research 

Blvd., Suite 160C PMB 1113, Austin, TX 78759. 

3. Amazon is a corporation organized and existing under the laws of the 

State of Delaware with a principal place of business at 410 Terry Ave N, Seattle, 

WA, 98109-5210. 

4. AWS Inc. is a corporation organized and existing under the laws of 

the State of Delaware with a principal place of business at 410 Terry Ave N, 

Seattle, WA, 98109-5210.  

JURISDICTION AND VENUE 

5. This Court has subject matter jurisdiction over this action pursuant to 

28 U.S.C. §§ 1331 and 1338(a) because this action arises under the patent laws of 

the United States, 35 U.S.C. §§ 1 et seq. 

6. Defendants are subject to the personal jurisdiction of this Court based 

upon them being Delaware corporations, such that each Defendant is essentially at 

home in the State of Delaware. 
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7. Venue is proper in this judicial district pursuant to 28 U.S.C. § 1400(b) 

because each Defendant is incorporated in Delaware and/or formed under the laws 

of Delaware, and therefore, resides in this District. 

THE PATENTS-IN-SUIT 

8. On March 30, 2009, the United States Patent and Trademark Office 

duly and legally issued United States Patent No. 7,512,989 (“the ’989 Patent”) 

entitled “DATA LOADER USING LOCATION IDENTITY TO PROVIDE 

SECURE COMMUNICATION OF DATA TO RECIPIENT DEVICES” to inventor 

Logan Scott. A true and correct copy of the ’989 Patent is attached as Exhibit A. 

9. The ’989 Patent is presumed valid under 35 U.S.C. § 282. 

10. Plaintiff owns all rights, title, and interest in the ’989 Patent. 

11. On February 9, 2010, the United States Patent and Trademark Office 

duly and legally issued United States Patent No. 7,660,418 (“the ’418 Patent”) 

entitled “CRYPTOGRAPHIC SYSTEM AND METHOD FOR GEOLOCKING 

AND SECURING DIGITAL INFORMATION” to inventors Barry J. Glick, Ronald 

S. Karpf, and Mark E. Seiler. A true and correct copy of the ’418 Patent is attached 

as Exhibit B. 

12. The ’418 Patent is presumed valid under 35 U.S.C. § 282. 

13. Plaintiff owns all rights, title, and interest in the ’418 Patent. 
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14. On June 25, 2013, the United States Patent and Trademark Office duly 

and legally issued United States Patent No. 8,472,627 (“the ’627 Patent”) entitled 

“SYSTEM AND METHOD FOR DELIVERING ENCRYPTED INFORMATION 

IN A COMMUNICATION NETWORK USING LOCATION IDENTITY AND 

KEY TABLES” to inventors Dorothy E. Denning, Barry J. Glick, Ronald S. Karpf, 

and Mark E. Seiler. A true and correct copy of the ’627 Patent is attached as Exhibit 

C. 

15. The ’627 Patent is presumed valid under 35 U.S.C. § 282. 

16. Plaintiff owns all rights, title, and interest in the ’627 Patent. 

17. On July 14, 2020, the United States Patent and Trademark Office duly 

and legally issued United States Patent No. 10,715,316 (“the ’316 Patent”) entitled 

“SYSTEM AND METHOD FOR DELIVERING INFORMATION IN A 

COMMUNCATION NETWORK USING LOCATION IDENTITY” to inventors 

Dorothy E. Denning, Barry J. Glick, Ronald S. Karpf, and Mark E. Seiler. A true 

and correct copy of the ’316 Patent is attached as Exhibit D. 

18. The ’316 Patent is presumed valid under 35 U.S.C. § 282. 

19. Plaintiff owns all rights, title, and interest in the ’316 Patent. 

20. The claims of the Patents-in-Suit, including the asserted claims, when 

viewed as a whole, including as an ordered combination, are not merely the recitation 
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of well-understood, routine, or conventional technologies or components. See Decl. 

of Dr. Craig E. Wills at ¶¶ 2, 20-22, 25, 28, 31, 34. 

21. The claimed inventions were not well-known, routine, or conventional 

at the time of the inventions—some almost twenty years ago—and represent specific 

improvements over the prior art and prior existing systems and methods, as well as 

technical solutions to technical problems in networks and computers. See Decl. of 

Dr. Craig E. Wills at ¶¶ 2, 20-22, 25, 28, 31, 34.  

22. At the time of the inventions of the Patents-in-Suit, conventional 

cryptographic systems contained an inherent risk in distributing keys to recipients of 

encrypted information. ’989 Patent at 1:48-49. The security of a communication 

network depended on the physical control of devices used to transfer confidential 

information. ’989 at 1:48-67. If such a device were to be misplaced, then the security 

of the entire communication network would be compromised. Id. 

23. Moreover, at the time of the inventions of the Patents-in-Suit, 

conventional cryptographic systems could not keep pace with the explosive growth 

of the Internet in providing proper information security. ’418 Patent at 1:21–2:7. 

24. Including as of the year 2002, there were several, albeit vastly inferior, 

means outside of the claimed inventions for providing security to communication 

systems, such as private-key encryption systems and public-key encryption 

systems. See ’418 Patent at 2:8-55. Private-key systems faced a disadvantage in 
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controlling access to the volumes of information traffic on the Internet, due to the 

difficulty of distributing a secret key among many users without risking they key’s 

compromise. ’418 Patent at 2:14-18; see also Decl. of Dr. Craig E. Wills at ¶ 18. 

Public-key systems were disadvantageous because they were computationally 

intensive and therefore slow to use. ’418 Patent at 2:31-32; see also Decl. of Dr. 

Craig E. Wills at ¶ 18. Further, as recited in the specification of the ’418 Patent: 

The distribution of public keys present[ed] another problem, thereby 
spawning the growth of companies (e.g., Verisign, Inc.) that act[ed] as 
centralized registrars or signing authorities to access and validate public 
keys. In view of these disadvantages, public key encryption [were] used 
only for [a] small portion of total Internet communications. For most 
such communications, the security problem [was] not deemed serious 
enough to warrant the inconvenience and cost of public key 
management. 

’418 Patent at 2:37-45.  

25. Additionally, because key management is vested in a single entity in 

conventional encryption systems—particularly private-key systems—data providers 

that do not have key management authority were limited in their ability to control 

access to their digital data through the networks. ’627 Patent at 2:62–3:2; see also 

Decl. of Dr. Craig E. Wills at ¶ 18.  

26. At the time of the inventions of the Patents-in-Suit, the unauthorized 

copying of copyright-protected digital content was rampant. Using conventional 

computing and communication systems, individuals could easily make and 

distribute an unlimited number of identical copies of copyrighted works in digital 
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form (e.g., music, literary works, photography, video, software, etc.). ’418 Patent at 

2:58-62. Commercially available file indexing services such as Napster and Gnutella 

allowed computer users to easily locate and access digital files on other user’s 

computer systems—increasing the potential for widespread copyright piracy and 

representing a serious threat to copyright owners. ’418 Patent at 2:56–3:17.  

27. Available methods at the time of the inventions to combat copyright 

piracy presented incomplete and disadvantageous solutions. Actively policing the 

Internet, for example, was—and remains—logistically difficult given the 

widespread and anonymous nature of the Internet. ’418 Patent at 3:18-37. Further, 

digital rights management (DRM) systems were inferior for a number of reasons. As 

recited in the specification of the ’418 Patent: 

First, given the availability of pirated content on the Internet, it is far 
more convenient and inexpensive for a user to unlawfully download a 
digital file over the Internet than to purchase a legitimate copy of the 
material via conventional channels of trade. While the unlawfully 
obtained material may have reduced quality in comparison to the 
legitimate copy, the convenience and negligible cost often make up for 
this drawback. Second, most DRM technologies rely upon some form 
of encryption to protect the digital information. To be most effective, 
both parties to an encryption scheme must have a vested interest in 
maintaining the secrecy of the encrypted information. A legal purchaser 
of content has a right to view the content, but has no vested interest in 
ensuring that the secrecy afforded by encryption is maintained. For this 
reason, many DRM solutions utilize digital certificates or licenses that 
attempt to hide the decryption key from the user. In such systems, all 
copies of the content are encrypted in an identical manner, and the 
media player validates the user's right to display or play back the 
decrypted content. Since the encrypted content and decryption key are 
nevertheless accessible to the user albeit hidden, a sophisticated user 
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may reverse engineer the DRM solution to strip away the encryption to 
thereby permit unimpeded copying and distribution of the decrypted 
content. Other less sophisticated ways of obtaining an unencrypted 
copy of the content are also available to unscrupulous users, such as 
videotaping each frame of a digital video data file as that content is 
legally displayed during playback. 

’418 Patent at 3:39-67. 

28. In light of these drawbacks in the prior art, the inventors of the 

Patents-in-Suit wanted, among other things, to provide a system for providing secure 

communication of information or access to data such that the information or data 

could only be communicated or accessed at a specified location. ’989 Patent at 2:19-

22 (“[I]t would be desirable to provide a system for providing secure communication 

of information to recipient devices in a manner such that the information can be 

communicated or accessed at specified locations.”); see also ’627 Patent at 2:34-35; 

’316 Patent at 2:37-38; ’418 Patent at 4:1-16. 

29. The claims of the Patents-in-Suit are directed to a specific improvement 

over conventional encryption techniques that increases the security of 

communications and digital-information-sharing systems and networks. Decl. of Dr. 

Craig E. Wills at ¶¶ 19-22, 25, 28, 31, 34. The inventions provide a technical 

improvement over conventional encryption techniques, in that the claimed geo-

encryption approach provides an additional layer of security beyond that provided 

by conventional cryptography in an unconventional manner. Id.; see also ’627 Patent 

at 2:59-61. As recited in the specification of the ’627 Patent: 
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By enabling location-based encryption and path-dependent encryption, 
the present invention has numerous advantages over the prior art. One 
such advantage is that it adds an additional layer of security to any 
encryption system. Not only does the recipient need access to a secret 
key, but the recipient also must be at a particular location in order to 
decrypt data. 

’627 Patent at 27:64–28:4. 

30. Claim 31 of the ’989 Patent, for example, recites: 

31. A method for communicating data to a recipient device, comprising: 

using a data encryption key to apply a first layer of encryption to said 
data; 

using at least a customer location value to apply a first layer of 
encryption to said data encryption key, said customer location value 
being generated using at least an authorized location of said recipient 
device; 

transmitting, at least indirectly, said encrypted data and said encrypted 
data encryption key to said recipient device; 

determining a current location of said recipient device; 

using at least said current location of said recipient device to generate 
a current location value; 

using at least said current location value to remove said first layer of 
encryption from said data encryption key if said current location value 
is consistent with said customer location value; and 

using said data encryption key to remove said first layer of encryption 
from said data. 

’989 Patent at 17:38-57. 

31. Using a unique customer location value and a current location value in 

the method recited by claim 31 was not well-understood, routine, or conventional at 
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the time of the ’989 Patent—particularly in applying a layer of encryption to a data 

encryption key. Decl. of Dr. Craig E. Wills at ¶ 25. Unlike other encryption systems 

at the time of the ’989 Patent, the inventive techniques claimed in the ’989 Patent 

added a layer of encryption that would be removable only if the current location a 

recipient device is consistent with the generated customer location value. Id. Claim 

31’s recited “geo-encryption” technique is an inventive improvement over prior 

encryption techniques because, among other things, it increases the security of a 

communication system or network by allowing data to be encrypted for a specific 

place or broad geographic area. Id. Moreover, claim 31 requires a specific set of 

ordered steps which achieve this improvement.  

32. Claim 12 of the ’418 Patent, for example, recites: 

12. A file management system for use in an information processing 
device, the file management system comprising executable instructions 
fixed in a suitable medium and operable to perform the functions of: 

selecting location data corresponding to a specific geographic location 
at which access rights for a selected file by the information processing 
device is permitted; 

generating a location attribute value based in part on the location data; 

associating the location attribute value with the selected file; and 

inhibiting file management operations pertaining to the selected file, 
including any copying, saving and deleting of the selected file, unless a 
current location of the information processing device corresponds to the 
location attribute value; 
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wherein the location attribute value is based in part on an area 
parameter defining a shape of a region that encompasses the specific 
geographic location; 

wherein the functions further include generating an encrypting key 
based on the area parameter; and 

wherein the associating function further comprises encrypting the 
selected file using the encrypting key. 

’418 Patent at 22:35-57. 

33. Claim 12 recites more than well-understood, routine, and conventional 

activities previously known in the encryption field at the time of the ’418 

Patent. Decl. of Dr. Craig E. Wills at ¶ 28. By utilizing location data and a location 

attribute value, and further associating the location attribute value with a selected 

file, the invention of claim 12 recites an improvement over understood and practiced 

encryption techniques that increases the security of a communication system or 

network. Id. The invention of claim 12 ensures that the selected data cannot be 

conventionally managed unless, and only unless, an information processing device 

is in a particular, authorized location. Decl. of Dr. Craig E. Wills at ¶ 28. Claim 12 

requires a specific set of ordered steps which achieve these improvements over prior 

techniques. 

34. Use of this location attribute and shape of a region to generate a geo-

locked key for the selected file was unconventional at the time of the ’418 Patent. Id. 

35. Claim 22 of the ’627 Patent, for example, recites: 

22. A method for controlling access to content data, comprising: 
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a distributor device (i) using a data encrypting/decrypting key to 
encrypt the content data, (ii) using a key encrypting/decrypting key to 
encrypt both the data encrypting/decrypting key and at least one 
content-owner constraint, and (iii) sending the encrypted content data, 
the encrypted data encrypting/decrypting key and the at least one 
encrypted content-owner constraint to a receiver device via a 
communication network; and 

a receiver device (i) receiving via the communications network the 
encrypted content data, the encrypted data encrypting/decrypting key 
and the at least one encrypted content-owner constraint, (ii) decrypting 
both the encrypted data encrypting/decrypting key and the at least one 
encrypted content-owner constraint, (iii) decrypt the encrypted content 
data if the at least one content-owner constraint is satisfied, (iv) using a 
second key encrypting/decrypting key to re-encrypt the data 
encrypting/decrypting key, and (v) sending the encrypted content data 
and the re-encrypted data encrypting/decrypting key to at least one 
other receiver device via the communications network. 

’627 Patent at 31:1-29. 

36. As recited, the method of claim 22 involves more than well-understood, 

routine, and conventional activities in the encryption field at the time of the ’627 

Patent. Decl. of Dr. Craig E. Wills at ¶ 31. By using a content-owner constraint—

which can be a particular geographic location—in the manner recited, the invention 

improves upon prior encryption methods and provides increased security to a 

communication network by only allowing content data to be decrypted when the 

content-owner constraint is satisfied. Id. This, for example, could be if the recited 

receiver device is in an unauthorized geographic location to allow decryption. Id. 

Further, the method of claim 22 recites that a location-dependent distribution path 

for the content can be created among multiple devices. Id. Claim 22 requires a 
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specific set of ordered steps which achieve these improvements over prior 

techniques. 

37. Claim 12 of the ’316 Patent, for example, recites: 

12. An apparatus for controlling access to digital information, said 
digital information comprising a plurality of digital files, comprising: 

at least one memory device for storing a location identity for each one 
of said plurality of digital files, said location identity being received 
from a corresponding producer device via a network and comprising a 
location value and a proximity value, said location value comprising a 
geographical location and said proximity value identifying a 
geographical region in relation to said geographical location; 

at least one application processor in communication with said at least 
one memory device and configured to (i) prompt a receiver to provide 
its location to a distributor device, (ii) receive a current location from 
said receiver device, (iii) receive a request for data from said receiver, 
and (iv) select one of said plurality of files based on said current 
location of said receiver and said requested data, said selected one of 
said plurality of digital files including said data and having a location 
identity that matches said current location of said receiver device, 
wherein at least a first other one of said plurality of digital files includes 
said data but does not match said current location and at least a second 
other one of said plurality of digital files matches said current location 
but does not include said data; 

wherein said selected one of said plurality of digital files is provided to 
a user of said receiver device; 

wherein said one of said plurality of digital files is selected in response 
to receiving said request for said data. 

’316 Patent at 30:53–31:16. 

38. As recited, the elements of claim 12, individually and as a combination, 

involve more than well-understood, routine, and conventional activities in the 
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encryption field at the time of the ’316 Patent. Decl. of Dr. Craig E. Wills at ¶ 34. In 

particular, claim 12’s recited manner of using a location identity, requiring a receiver 

device to provide its current location to a distributor device, and only providing a 

digital file to a user of a receiver device if the current location of the receiver device 

matches the location identity of the requested data, is a specific improvement over 

prior encryption techniques. Id. The invention of claim 12 provides an additional 

layer of security to a system or network beyond that provided by conventional 

cryptography because the invention controls access to digital information based on 

the location of the recited receiver device. Id. Further, the invention of claim 12 also 

allows multiple data providers to make use of a network of distributor devices to 

deliver content and secret keys to receiver devices in a secure manner. Id. Claim 12 

requires a specific set of ordered steps which achieve these improvements over prior 

techniques. 

39. These noted improvements over the prior art represent meaningful 

limitations and/or inventive concepts based upon the state of the art almost twenty 

years ago. Further, including in view of these specific improvement, the inventions 

of the claims of the Patents-in-Suit, when such claims are viewed as a whole and in 

ordered combinations, are not routine, well-understood, conventional, generic, 

existing, commonly used, or well-known almost twenty years ago. 
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40. The elements of the claims of the Patents-in-Suit, including as a whole 

and as an ordered combination, comprise a non-conventional, technical 

improvement to communications and digital-information-sharing networks and 

systems, including those improvements listed above such as increased security of 

the systems and networks. Further, as described above, the Patents-in-Suit disclose 

a technical solution to a security problem in communication and digital-information-

sharing systems and networks. 

CLAIMS FOR RELIEF 

Count I – Infringement of United States Patent No. 7,512,989 

41. Plaintiff repeats, re-alleges, and incorporates by reference, as if fully 

set forth herein, the preceding paragraphs of this Complaint. 

42. Defendants directly infringe (literally and/or under the doctrine of 

equivalents) the ’989 Patent by using the method covered by at least claim 31 of the 

’989 Patent. 

43. Defendants’ instrumentality that infringes one or more claims of the 

’989 patent includes, but is not limited to, Amazon Web Services (“AWS”), and any 

other of Defendants’ networks, systems, devices, and/or services that practice a 

method for communicating data to a recipient device as claimed by the ’989 Patent. 

44. AWS practices a method for communicating data to a recipient device. 
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45. On information and belief, AWS provides on-demand cloud computing 

platforms and APIs to individuals, companies, and governments on a metered pay-

as-you-go basis. AWS provides Amazon Key Management Service (KMS) to 

communicate data in a protected way through encryption/decryption mechanism. 

Amazon KMS gives a user a centralized control over cryptographic keys used to 

protect the data. 

 

https://aws.amazon.com/kms/ 

46. On information and belief, the KMS is seamlessly integrated with other 

AWS services. This integration makes it easy to encrypt data that an AWS service 

receives, stores, or manages, and control access to the keys used for cryptographic 

operations. 

 

https://aws.amazon.com/kms/features/ 
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https://aws.amazon.com/kms/features/ 

47. AWS services are hosted though the AWS cloud infrastructure, which 

consists of data centers in various regions.  

48. On information and belief, each data center is equipped with multiple 

servers.  

49. On information and belief, using KMS integration with AWS services, 

data can be transmitted from a server at one AWS region to another server at a 
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different AWS region securely (i.e. communicating data to a recipient device). For 

example, a data processing application deployed in two different AWS regions can 

copy data between regions and manage cryptographic operations through KMS. 

These integrations use envelope encryption. In envelope encryption, the data that is 

to be transmitted is encrypted using a data key and the data key is encrypted using a 

customer master key (CMK) of the intended destination Region. 

 

 https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html 

 

https://aws.amazon.com/blogs/security/how-to-decrypt-

ciphertexts-multiple-regionsaws-encryption-sdk-in-c/ 

50. On information and belief, the encrypted data and the encrypted data 

key are then sent to a recipient region.  
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51. If the recipient region is the intended destination, the data key (and 

hence the data) can be successfully decrypted since the data key is encrypted using 

the destination CMK—and CMKs are bound to the regions where they are created.  

52. If the recipient region is not the intended destination, it does not have 

the CMK to decrypt the data key (and in turn the data), and therefore cannot decrypt 

the data. Thus, KMS provides a region-based access to data.  

53. On information and belief, AWS allows using a data encryption key to 

apply a first layer of encryption to said data. AWS allows for integration of KMS 

with other services enabling secure data transfer using envelope encryption.  

54. With envelope encryption, the data that is to be protected is encrypted 

(i.e. apply a first layer of encryption) using the data key (i.e., data encryption key) 

generated by AWS KMS. 

55. On information and belief, the method practiced by AWS comprises 

using at least a customer location value to apply a first layer of encryption (e.g., 

encryption of data key using CMK) to said data encryption key (e.g., data key), said 

customer location value being generated using at least an authorized location (e.g., 

intended region of data centre, etc.) of said recipient device (e.g., a server at AWS 

data centre). AWS employs envelope encryption for encrypting the data using the 

data key (i.e., data encryption key) and then encrypting (i.e. apply a first layer of 
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encryption) the data key using customer master key (CMK) (i.e., key encrypting 

key).  

 

https://www.slideshare.net/AmazonWebServices/aws-security-webinar-the-key-to-

effective-cloud-encryption 

56. On information and belief, the Data Key is encrypted under the 

Customer master keys (CMKs). The Customer Master Key (CMK) is bound to an 

AWS region for which it is meant to work and cannot work outside that specific 

AWS region. Thus, each CMK indicates an AWS region (and a region code) for 

which it is meant to work in its ARN value. 
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html 
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html 

 

https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html 
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https://docs.aws.amazon.com/kms/latest/developerguide/kms-dg.pdf#workflow 

57. On information and belief, the name of the AWS region serves as an 

authorized location where the decryption process will work.  The region code for the 

region can be generated using this name. As an example, AWS Region in Ohio is 

named “US East (Ohio)” and represented as “us-east-2” (i.e. customer location 

value). Further, each AWS region has a cluster of data centers that contain servers 

where all the services are hosted. AWS services receive data at these servers (i.e., 

recipient device). The code of the AWS region to which the encrypted data is 

intended to be sent can be construed as customer location value.  
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https://aws.amazon.com/about-aws/global-infrastructure/regions_az/ 

 

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-

availability-zones.html 

58. To securely move encrypted data, data keys (i.e., data encryption key) 

can be encrypted (i.e., apply a first layer of encryption) using CMK that is associated 

with a destination AWS region such as us-west-2 (i.e., customer location value). In 

this manner, the protected data can be accessed (or decrypted) only by services in 

the destined AWS region that CMK is used initially to encrypt data. Thus, the data 

key is encrypted using the customer master key (CMK), which already has an 

inherited location identity. 
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59. On information and belief, the method practiced by AWS comprises 

communicating the encrypted location-modified data encrypting Key and the 

encrypted digital information (e.g., envelope encrypted data) to a recipient device 

such that the encrypted digital information can be decrypted by the recipient only at 

specific geographic location. AWS encrypts data keys using region-based CMKs. 

After the envelope encryption, both encrypted data and encrypted data key (i.e., said 

encrypted data and encrypted data encrypting key) are stored together to enable other 

applications to decrypt the data. Using KMS integration, the stored data can be 

transmitted from the AWS server in the source region to the AWS server in the 

destination region (i.e. recipient device).  

 

https://www.slideshare.net/AmazonWebServices/aws-security-webinar-the-key-to-

effective-cloud-encryption 
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60. On information and belief, AWS determines a current location of the 

recipient device and using at least said current location of said recipient device to 

generate a current location value. AWS practices location-based access to data.  

61. The Data Key is generated under the Customer Master Key (CMK). As 

shown below, details of Master Key can be viewed using the command – Describe 

key, which entails information of the origin (i.e. location), creation date, etc. Master 

keys are stored by AWS KMS in the data center of the AWS region in which the 

master key is meant to work and cannot be shared across AWS regions. Thus, the 

CMK of the region where encrypted data is received indicates the current location 

(e.g., “US East (Ohio)”) and current location value (e.g., “us-east-2”) of the AWS 

server (i.e. recipient device). 

 

https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html 

 

https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html 
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https://aws.amazon.com/blogs/security/how-to-use-the-new-aws-encryption-sdk-

to-simplify-data-encryption-and-improve-application-availability/ 

 

https://docs.aws.amazon.com/kms/latest/developerguide/kms-dg.pdf#workflow 
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https://docs.aws.amazon.com/kms/latest/developerguide/kms-dg.pdf#workflow 

62. On information and belief, the method practiced by AWS comprises 

using at least said current location value to remove said first layer of encryption from 

said data encryption key (e.g., encrypted data key) if said current location value is 

consistent with said customer location value. AWS practices transmitting encrypted 

data to a destination AWS region, and the data key is encrypted under the CMK of 

the destination AWS region (which inherits a customer location value). The CMK 

of the region in which the protected information is being decrypted indicates the 

current location value. The data key (i.e. data encryption key) can be decrypted (i.e., 

remove first layer of encryption) only if it is being decrypted in the region it was 
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initially encrypted for (i.e. if current location value is consistent with customer 

location value).  

63. On information and belief, the method practiced by AWS comprises 

using said data encryption key (e.g., data key) to remove said first layer of encryption 

from said data. As shown, AWS practices decrypting the encrypted data key by 

passing the encrypted key to the Decrypt operation and using the CMK of the 

destination region. The decrypt operation returns a plaintext data key. Once, the data 

key is decrypted, the encrypted data can be decrypted (i.e. remove first layer of 

encryption from data) using the data key (i.e. data encryption key).  

 

https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html 

64. As an example, the plaintext data key is used by S3 to decrypt the log 

files and then the plaintext key is removed from the memory.  

 

 

https://docs.aws.amazon.com/kms/latest/developerguide/kms-dg.pdf 
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65. Plaintiff has been damaged by the direct infringement of Defendants 

and is suffering and will continue to suffer irreparable harm and damages as a result 

of this infringement. 

Count II – Infringement of United States Patent No. 7,660,418 

66. Plaintiff repeats, re-alleges, and incorporates by reference, as if fully 

set forth herein, the preceding paragraphs of this Complaint. 

67. Defendants directly infringe (literally and/or under the doctrine of 

equivalents) the ’418 Patent by using the method covered by at least claim 12 of the 

’418 Patent. 

68. Defendants’ instrumentality that infringes one or more claims of the 

’418 Patent includes, but is not limited to, AWS and any other of Defendants’ 

network, systems, devices, and/or services that practice a file management system 

as claimed in the ’418 Patent. 

69. AWS has a file management system for use in an information 

processing device, the file management system comprising executable instructions 

fixed in a suitable medium. AWS provides on-demand cloud computing platforms 

and APIs to individuals, companies, and governments, on a metered pay-as-you-go 

basis. AWS provides services like S3, EBS etc which are data storage 

infrastructures. AWS also includes KMS as one of its services to protect data through 
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encryption/decryption mechanism. KMS seamlessly integrates with AWS storage 

services like S3, to provide a File Management System. 

70. AWS services are hosted through the AWS cloud infrastructure, which 

consists of data centers in various regions. These data centers are equipped with 

servers (i.e. information processing device) that have processors and memory to 

store coded instructions. These processors perform the operations requested by 

various AWS services. 

71. AWS selects a location data (e.g. region field in CMK) corresponding 

to a specific geographic location (e.g. US west, US east, etc.) at which access rights 

for a selected file by the information processing device is permitted. Amazon S3, by 

AWS, encrypts user data using server-side encryption and decrypts it upon access. 

The decryption is done based on authentication and access permissions. 

 
https://docs.aws.amazon.com/AmazonS3/latest/dev/serv-side-encryption.html 

72. The server-side encryption by S3 can be performed by using either S3 

only, or by using S3 in integration with AWS KMS.  

73. AWS KMS provides customer master keys for better security and 

additional benefits. With KMS based encryption of S3 content, a CMK can be 
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specified for encryption process. The CMK can contain the location (geographical 

region – e.g. US-west-2) as a parameter. 

 
https://docs.aws.amazon.com/AmazonS3/latest/dev/serv-side-encryption.html 

74. When S3 content is encrypted using KMS, the content cannot be 

decrypted across multiple AWS regions as the CMK used for encryption process are 

region specific. Before encryption, the CMK used for encryption can be created 

while specifying the specific geographic location/ region in which that CMK will 

work.  

75. The encryption of data using CMK of a specified region is construed as 

selecting location of the specific geographic location where access rights are 

permitted, as the CMK is bound to a unique geographic region and does not work 

outside a region. The ability to decrypt the encrypted content and to access it is, 

therefore, restricted to the region where the CMK belongs i.e. the data center server 

(such as EC2) of specified AWS region will be able to carry out the decryption 

process. 
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76. As mentioned above, AWS KMS allows to select the region for CMK 

while its generation and the selected AWS region signifies the location data i.e. the 

exact geographic location of the AWS data center where the CMK is designed to 

work. E.g. US East (N. Virginia) where “N. Virginia” identifies the exact location 

of the associated AWS data center.  

77. Upon information and belief, Amazon codes the geographic region 

using numeric values such as “1” for N. Virginia and “2” for “Ohio”. The location 

data, therefore, can be construed either as the alphabetic name of the location (such 

as N. Virginia) or the numeric value (such as 1) of the location as they are 

interlinked. 
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-

availability-zones.html 

78. On information and belief, AWS generates a location attribute value 

based in part on the location data (e.g. region field in CMK).  

79. On information and belief, AWS associates the location attribute value 

(e.g. CMK) with the selected file and uses the CMK for encryption. CMK is used to 

generate data key which is further used to encrypt data in the S3 bucket. The 

encrypted data key is stored with encrypted data. Since the encrypted data key is 

derived from region specific CMK, the CMK is associated with the encrypted data. 

80. On information and belief, AWS inhibits file management operations 

(e.g. copying, saving, etc.) pertaining to the selected file, including any copying, 

saving and deleting of the selected file, unless a current location of the information 

processing device corresponds to the location attribute value.  

81. On information and belief, AWS uses a location attribute value which 

is based in part on an area parameter defining a region (e.g. region like US-west) 

that encompasses a specific geographic location. AWS uses CMK for encryption. 

The Key ARN of a CMK defines the region as a geographical area defining the 

region such as a US-west-2, to generate key for that region. 

82. AWS uses functions which further include generating an encrypting 

key (e.g. data key) based on the area parameter (e.g. generating data key from CMK). 
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AWS KMS disclosed by AWS includes a GenerateDataKey operation to generate a 

data encryption key. The data key is generated from CMK which is region-specific 

and contains the area parameter in its ARN. Thus, the data encrypting key is 

inherently based on the area parameter.  

 

https://docs.aws.amazon.com/kms/latest/developerguide/kms-

dg.pdf#programming-encryption 

 

https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.htm

l 

83. AWS uses an associating function which further comprises encrypting 

the selected file using the encrypting key (e.g. encrypting data file using data key). 
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AWS generates a data key based on CMK. Amazon S3 integrates with KMS and 

uses this CMK to encrypt the objects in the S3 bucket with the data key. 

84. Plaintiff has been damaged by the direct infringement of Defendants 

and is suffering and will continue to suffer irreparable harm and damages as a result 

of this infringement.  

Count III – Infringement of United States Patent No. 8,472,627 

85. Plaintiff repeats, re-alleges, and incorporates by reference, as if fully 

set forth herein, the preceding paragraphs of this Complaint. 

86. Defendants directly infringe (literally and/or the under the doctrine of 

equivalents) the ’627 Patent by using the method covered by at least claim 22 of the 

’627 Patent. 

87. Defendants’ instrumentality that infringes one or more claims of the 

’627 Patent includes, but is not limited to, AWS and any other of Defendants’ 

networks, systems, devices, and/or services that practice a method for controlling 

access to content data as claimed by the ’627 Patent. 

88. AWS provides a method for controlling access to content data. AWS 

provides on-demand cloud computing platforms and APIs to individuals, companies, 

and governments, on a metered pay-as-you-go basis. AWS includes Amazon KMS 

as one of its services to protect data through encryption/decryption mechanism. 

KMS gives the user a centralized control over the cryptographic keys that are used 
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to protect the data and control its access. KMS seamlessly integrates with other AWS 

services such as storage services (S3, EBS, and EFS) to protect the data that the 

service receives, stores, and manages. 

89. Using KMS integration with other services, data can be transmitted 

from one region to another securely—e.g., a data processing application deployed in 

two different AWS regions can copy data between regions and manage 

cryptographic operations through KMS. These integrations use envelope encryption 

in which the data that is to be transmitted is encrypted using a data key, and the data 

key is encrypted using the CMK of the intended destination region. 

90. Upon information and belief, the encrypted data and the encrypted data 

key is sent to a service in the recipient region. If the recipient region is the intended 

destination, the data key (and hence the data) can be decrypted by the AWS services, 

since the data key is encrypted using the destination CMK, and CMKs are bound to 

the region where they are created. 

91. If the recipient region is not the intended destination, the AWS services 

in that region does not have access to the necessary CMK to decrypt the data key 

(and in turn the data), and therefore cannot decrypt the data. Thus, AWS services 

along with KMS provide region-based access to data (i.e. controlling access to 

content data). 
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92. The method practiced by AWS comprises a distributor device (e.g. 

Source AWS region’s server) which uses a data encrypting/decrypting key (e.g. data 

key) to encrypt the content data. 

93. Using KMS integration in AWS with various services, data stored in a 

source region can be easily moved to a destination region. Each AWS region consists 

of data centers that employ servers. Thus, the data can be sent from a source server 

(i.e., a distributor device) to a destination server (i.e., a receiver device). 

94. KMS integration with various services enables secure data transfer 

through envelope encryption. In this system, first, the data that is to be protected 

(i.e., content data) is encrypted using the data key (i.e., data encrypting/decrypting 

key) generated by AWS KMS. 

95. The method practiced by AWS comprises of a distributor device using 

a key encrypting/decrypting key (e.g. CMK) to encrypt both the data 

encrypting/decrypting key(e.g. data key) and at least one content-owner constraint 

(e.g. geographical location). AWS practices envelope encryption, in which data is 

encrypted using the data key (i.e. data encrypting/decrypting key), and the data key 

is encrypted using CMK (i.e. key encrypting/decrypting key) of the destination 

region. The CMK contains content owner constraint details like geographical region. 

96. To securely move encrypted data, data keys (i.e., data encryption key) 

can be encrypted (i.e., apply a first layer of encryption) using CMK that is associated 
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with a destination AWS region such as us-west-2 (i.e., content owner location 

constraint). In this manner, the protected data can be accessed (or decrypted) only 

by services in the destined AWS region whose CMK is used initially to encrypt data. 

Thus, the data key is encrypted using the CMK that already has an inherited location 

identity. The content owner can impose a constraint using CMK, the geographical 

regions from where the respective contents can be accessed. 

97. The encryption of data using CMK of a specified region constitutes 

selecting location of the specific geographic location where access rights are 

permitted, as the CMK is bound to a unique geographic region and can’t work 

outside a region. Thus, the ability to decrypt the encrypted content and to access it 

is restricted to the region where the CMK belongs i.e. only the data center server 

(such as EC2) of specified AWS region will be able to carry out the decryption 

process. If the recipient region is not the intended destination, it does not have the 

CMK to decrypt the data key (and in turn the data), and therefore cannot decrypt the 

data. Thus, KMS provides a region-based access to data.  

98. The method practiced by AWS comprises of a distributor device (e.g. 

Source AWS region server) sending the encrypted content data, the encrypted data 

encrypting/decrypting key and the at least one encrypted content-owner constraint 

to a receiver device (e.g. destination AWS region server) via a communication 

network.  
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99. KMS allows sending encrypted data between various AWS regions. 

The data can be sent from a source AWS region’s server (i.e. a distributor device) to 

a destination AWS region’s server (i.e. a receiver device). After the envelope 

encryption, both encrypted data and encrypted data key (i.e., said encrypted data and 

encrypted data encrypting key) are stored together to enable other applications to 

decrypt the data. Using KMS integration, the stored data can be transmitted from the 

AWS server in the source region to the AWS server in the destination region (i.e. 

recipient device). The encrypted data is stored together with the encrypted data key. 

Thus, while transferring the encrypted data to new regions, the encrypted data and 

encrypted data key are transferred together.  

100. To securely move encrypted data, data keys (i.e., data encryption key) 

can be encrypted (i.e., apply a first layer of encryption) using CMK that is associated 

with a destination AWS region such as us-west-2 (i.e., content owner location 

constraint). In this manner, the protected data can be accessed (or decrypted) only 

by services in the destined AWS region whose CMK is used initially to encrypt data. 

Thus, the data key is encrypted using the customer master key (CMK), which already 

has an inherited location identity. The content owner can impose a constraint using 

CMK, the geographical regions from where the respective contents can be accessed. 

If the recipient region is not the intended destination, it does not have the CMK to 
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decrypt the data key (and in turn the data), and therefore cannot decrypt the data. 

Thus, KMS provides a region-based access to data.  

101. The method practiced by AWS comprises of a receiver device (e.g. 

destination AWS region server) receiving via the communications network the 

encrypted content data, the encrypted data encrypting/decrypting key and the at least 

one encrypted content-owner constraint (e.g. the geographical location). In AWS, 

the plain text data key to decrypt the data is generated using the customer master 

key, which includes the content owner constraint – the geographical region. After 

the envelope encryption, both encrypted data and encrypted data key (i.e., said 

encrypted data and encrypted data encrypting key) are stored together to enable other 

applications to decrypt the data. Using KMS integration, the stored data can be 

transmitted from the AWS server in the source region to the AWS server in the 

destination region (i.e. recipient device).  

102. To securely move encrypted data, data keys (i.e., data encryption key) 

can be encrypted (i.e., apply a first layer of encryption) using CMK that is associated 

with a destination AWS region such as us-west-2 (i.e., content owner location 

constraint). In this manner, the protected data can be accessed (or decrypted) only 

by services in the destined AWS region that CMK is used initially to encrypt data. 

Thus, the data key is encrypted using the customer master key (CMK), which already 

has an inherited location identity. The content owner can impose a constraint using 
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CMK, the geographical regions from where the respective contents can be accessed. 

If the recipient region is not the intended destination, it does not have the CMK to 

decrypt the data key and the data. Thus, KMS provides a region-based access to data.  

103. The method practiced by AWS comprises a receiver device decrypting 

both the encrypted data encrypting/decrypting key (e.g. data key) and the at least one 

encrypted content-owner constraint (e.g. the geographical location). The decryption 

of the content data requires Geographical location (i.e., content-owner constraint) 

and data key to decrypt the encrypted data successfully.  The CMK contains content 

owner constraint details like geographical region.  

104. The method practiced by AWS comprises a receiver device that 

decrypts the encrypted content data (e.g., encrypted data) if the at least one content-

owner constraint (e.g. the geographical location) is satisfied. Geographical location 

acts as an additional check and enforces the constraint as configured.  

105. Upon information and belief, the decryption process in the destination 

region is processed only if the correct CMK is generated to decrypt. Encrypted data 

is decrypted only if geographical location constraint is satisfied. If the geographical 

location matches, the encrypted data key can be decrypted to plaintext data key 

which is the used to decrypt the encrypted data (i.e., encrypted content data) 

successfully.  
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https://docs.aws.amazon.com/kms/latest/developerguide/kms-dg.pdf#workflow 

106. The method practiced by AWS comprises a receiver device using a 

second key encrypting/decrypting key to re-encrypt the data encrypting/decrypting 

key. The data that is decrypted can be re-encrypted for transfer to some other region. 

This process of decrypting, followed by encrypting, is termed as Re-encrypting and 

is carried out by ReEncrypt operation defined in KMS. In AWS key management 

services, a different customer master key is used to re-encrypt the data key.  

 

https://docs.aws.amazon.com/kms/latest/APIReference/API_ReEncrypt.html 
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https://docs.aws.amazon.com/kms/latest/developerguide/kms-dg.pdf#workflow 
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107. The method practiced by AWS comprises a receiver device sending the 

encrypted content data and the re-encrypted data encrypting/decrypting key to at 

least one other receiver device (e.g., destination AWS server) via the 

communications network. The use of replicating data across regions multiple times 

is to satisfy compliance as well as to minimize latency. To do this, the process of 

replication could be repeated across multiple regions in a similar manner. On 

information and belief, for each replication, the encrypted data needs to be decrypted 

and re-encrypted using another destination region’s CMK and then sent to that 

destination region (destination AWS server).  

108. Plaintiff has been damaged by the direct infringement of Defendants 

and is suffering and will continue to suffer irreparable harm and damages as a result 

of this infringement. 

Count IV – Infringement of United States Patent No. 10,715,316 

109. Plaintiff repeats, re-alleges, and incorporates by reference, as if fully 

set forth herein, the preceding paragraphs of this Complaint. 

110. Defendants directly infringe (literally and/or under the doctrine of 

equivalents) the ’316 Patent by using the apparatus covered by at least claim 12 of 

the ’316 Patent. 
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111. Defendants’ instrumentality that infringes one or more claims of the 

’316 Patent includes, but is not limited to, Amazon Prime Video, and any other of 

Defendants’ networks, systems, devices, and/or services that comprise an apparatus 

for controlling access to digital information, said digital information comprising a 

plurality of digital files as claimed by the ’316 Patent. 

112. Amazon Prime Video comprises an apparatus for controlling access to 

digital information, said digital information comprising a plurality of digital files. 

Amazon Prime Video is an American Internet video-on-demand/ streaming service 

that is developed, owned, and operated by Amazon. Amazon Prime Video provides 

a selection of original content, licensed movies, and TV shows that can be streamed 

as part of the Amazon Prime subscription. It offers a wide variety of TV shows, 

movies, Amazon Originals, and more on thousands of internet-connected devices. 

Amazon Prime Video allows users to stream movies and TV shows (i.e. digital files) 

over the internet using various compatible devices such as TVs, computers, 

smartphones, and other devices. 

113. Amazon Prime Video uses the Amazon Web Service (AWS) Cloud as 

the underlying technology for its streaming service. Amazon Prime Video uses 

various AWS technologies for its computational and storage requirements including 

such as DynamoDB, Elastic Compute, CloudFront, etc.  

Case 1:21-cv-01559-CFC   Document 18   Filed 02/14/22   Page 46 of 54 PageID #: 276



AMENDED COMPLAINT FOR PATENT INFRINGEMENT PAGE |47 

 

https://aws.amazon.com/solutions/case-studies/amazon-prime-video/ 

114. Amazon Prime Video offers content owned by other producers and 

hence the content is usually licensed and copyrighted. Most of these ownership 

rights may be exclusive or territorial depending on certain factors. The licenses and 

copyrights make the contents to be legible for a particular region and restrict Amazon 

Prime Video from offering the same content to other locations. For this, on 

information and belief, Amazon Prime Video uses geo-blocking or geo-restriction 

to control access to digital content or offer selective content to its users based on 

their location and avoid violation of the content owner’s copyright and/ or license 

agreements.  

 

https://www.primevideo.com/region/na/help/ref=atv_hp_nd_srchr?nodeId=GJ2P83

PMNC54XKV9 
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115. As shown, Amazon Prime Video uses Amazon kinesis and other 

services which uses Amazon KMS. Amazon KMS uses region-based keys for 

transmission and thus can control access of media across a geographical location. 

 

https://aws.amazon.com/solutions/case-studies/amazon-prime-video/ 

 

https://aws.amazon.com/kms/features/ 
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116. Amazon Prime Video comprises at least one memory device (e.g. AWS 

EC2, Amazon DynamoDB, CloudFront, etc.) for storing a location identity for each 

of said plurality of digital files. Amazon Prime Video uses AWS EC2, Amazon 

DynamoDB, CloudFront, etc. for computing and storage requirements. Each media 

file has associated territory information (such as US, UK, DE, JP) in the form of the 

metadata. Amazon Prime Video has a separate metadata file for each territory to 

deliver a movie or a TV show (i.e. digital files). Amazon Prime Video stores the 

territory information which defines the location or region (location identity) from 

where the digital file, present on Amazon Prime Video, can be accessed the users. 

Amazon Prime Video uses Amazon kinesis and other services which uses Amazon 

KMS. Amazon KMS uses region-based keys for transmission and thus can control 

access of media across a geographical location. Amazon Prime Video stores the 

territory information or the location information for each digital file to allow the 

streaming of any specific content at only allowed locations. 

117. Amazon Prime Video includes the said location identity being received 

from a corresponding producer device (e.g. content provider) via a network and 

comprising a location value (e.g. region - us-west-2, etc) and a proximity value (e.g. 

partition - aws, aws-cn, etc). As stated, Amazon Prime Video uses Amazon kinesis 

and other services which utilize Amazon KMS. Amazon KMS uses region-based 

keys for transmission and thus can control access of media across a geographical 
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location. Producer can add the location identity based on CMK key used. The ARN 

of CMK key specifies the proximity value using the partition field present in ARN 

(e.g. aws, aws-cn, etc.) and the location value using the region field (e.g. us-east-2, 

us-west-1, etc.) 

118. Amazon Prime Video includes a location value comprising a 

geographical location (e.g. region - us-west-2, etc.) and a proximity value (e.g. 

partitions – aws, aws-cn, etc.) identifying a geographical region in relation to said 

geographical location. As previously alleged, Amazon Prime Video uses Amazon 

kinesis and other services which uses Amazon KMS. Amazon KMS uses region-

based keys for transmission and thus can control access of media across a 

geographical location. As shown the location value include a geographical location 

(region - e.g. us-west-2, etc.) and a proximity value (e.g. partitions – aws, aws-cn, 

etc.) identifying a geographical region in relation to said geographical location. 

119. Amazon Prime Video comprises of, at least one application processor 

(e.g. AWS server) in communication with said at least one memory device (e.g. 

AWS EC2, Amazon DynamoDB, CloudFront, etc.) and configured to (i) prompt a 

receiver to provide its location to a distributor device, (ii) receive a current location 

from said receiver device, (iii) receive a request for data from said receiver, and (iv) 

select one of said plurality of files based on said current location of said receiver and 

said requested data. Amazon Prime Video stores all the data such as user 
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information, content information on multiple AWS server instances from where 

users across nations are served based on their geographic location. Amazon server 

instances (e.g. EC2 instance) comprise varying combinations of processor, memory, 

storage, and networking capacity which gives Amazon Prime Video the flexibility 

to choose the appropriate resource for serving its userbase. On information and 

belief, Amazon Prime Video uses geo-restriction or geo-blocking to restrict content 

to different geographic locations. Amazon Prime Video determines the location of 

the user based on the retrieved IP of the user device. Accordingly, Amazon Prime 

Video determines the location address from the user device and accordingly controls 

the access to its content. Amazon Prime Video uses AWS EC2, Amazon 

DynamoDB, CloudFront, etc. for computing and storage requirements. Amazon 

Prime Video uses Amazon kinesis and other services which uses Amazon KMS. 

Amazon KMS uses region-based keys for transmission and thus can control access 

of media across a geographical location.  

120. Amazon Prime Video comprises, said selected one of said plurality of 

digital files including said data and having a location identity that matches said 

current location of said receiver device. Amazon Prime Video retrieves one of the 

plurality of digital files from the Amazon Prime Video library based on the current 

location of the user and the requested data by the user. In other words, a movie is 

selected by Amazon Prime Video from its library and offered to the user for 
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streaming because of two reasons: (1) the licensed location associated with this 

content matches the user’s location i.e. USA, and (2) the content includes the 

requested data. As alleged, Amazon Prime Video uses Amazon kinesis and other 

services which uses Amazon KMS. Amazon KMS uses region-based keys for 

transmission and thus can control access of media across a geographical location. 

121. Amazon Prime Video comprises wherein at least a first other one of 

said plurality of digital files includes said data but does not match said current 

location and at least a second other one of said plurality of digital files matches said 

current location but does not include said data. The accused instrumentality in 

Amazon Prime Video library (or the plurality of digital files) comprises at least one 

other digital file that includes the requested data but does not match the current 

location of the user. Amazon Prime Video uses Amazon kinesis and other services 

which uses Amazon KMS. Amazon KMS uses region-based keys for transmission 

and thus can control access of media across a geographical location. As shown the 

location value include a geographical location (e.g. partitions – aws, aws-cn, etc.) 

and a proximity value (e.g. us-west-2) identifying a geographical region in relation 

to said geographical location. 

122. Amazon Prime Video comprises, said plurality of digital files being 

selected in response to receiving said request for said data. Amazon Prime Video 
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processes the user’s request (search query) and accordingly selects the digital file(s) 

from its digital library (i.e. plurality of digital files) in response to the user’s request. 

123. Plaintiff has been damaged by the direct infringement of Defendants, 

and is suffering, and will continue to suffer irreparable harm and damages as a result 

of this infringement.  

JURY DEMAND 

124. Pursuant to Federal Rule of Civil Procedure 38(b), Plaintiff requests a 

trial by jury on all issues so triable. 

PRAYER FOR RELIEF 

Plaintiff respectfully requests this Court to enter judgment in Plaintiff’s favor 

and against Defendants as follows: 

a. finding that Defendants directly infringe one or more claims of the 

Patents-in-Suit; 

b. awarding Plaintiff damages under 35 U.S.C. § 284, or otherwise 

permitted by law, including supplemental damages for any continued post-verdict 

infringement; 

c. awarding Plaintiff pre-judgment and post-judgment interest on the 

damages award and costs; 

d. awarding cost of this action (including all disbursements) and attorney 

fees pursuant to 35 U.S.C § 285, or as otherwise permitted by the law; 
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and 

e. awarding such other costs and further relief that the Court determines 

to be just and reasonable. 
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