
IN THE UNITED STATES DISTRICT COURT 
FOR THE EASTERN DISTRICT OF TEXAS 

MARSHALL DIVISION 

 
TAASERA LICENSING LLC, 
 

Plaintiff, 
 

v. 
 
 
MUSARUBRA US LLC, D/B/A TRELLIX, 
 

Defendant. 

§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
 

 
Case No.  
 
JURY TRIAL DEMANDED 
 

 

COMPLAINT FOR PATENT INFRINGEMENT 

 Plaintiff Taasera Licensing LLC (“Taasera” or “Plaintiff”) for its Complaint against 

Defendant Musarubra US LLC, d/b/a Trellix (“Trellix” or “Defendant”) alleges as follows: 

THE PARTIES 

1. Taasera is a limited liability company, organized and existing under the laws of the 

State of Texas, with its principal place of business located in Plano, Texas. 

2. On information and belief, Defendant Musarubra US LLC, d/b/a Trellix1 is a 

Delaware limited liability company with a regular and established place of business in this District 

at 6000 Headquarters Drive, Plano, Texas 75024.2 Defendant Trellix is registered with the 

Secretary of State to conduct business in Texas.3 Upon information and belief, Defendant Trellix 

 
1 https://www.trellix.com/en-us/index.html; https://careers.trellix.com/job/devops-engineer-2/  
2 Texas Comptroller of Public Accounts, Taxable Entity Search. Web. 18 October 2022; 
https://www.bizjournals.com/dallas/news/2022/02/09/trellix-plano-6000-headquarters.html 
3 Texas Comptroller of Public Accounts, Taxable Entity Search. Web. 18 October 2022 
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maintained an office at 5000 Headquarters Drive, Plano, Texas 75024, until moving to the 6000 

Headquarters Drive space.4 

JURISDICTION 

3. This is an action for patent infringement arising under the patent laws of the United 

States, 35 U.S.C. §§ 1, et seq. This Court has jurisdiction over this action pursuant to 28 U.S.C. 

§§ 1331 and 1338(a).  

4. This Court has personal jurisdiction over Defendant. Defendant regularly conducts 

business and has committed acts of patent infringement and/or has induced acts of patent 

infringement by others in this Judicial District and/or has contributed to patent infringement by 

others in this Judicial District, the State of Texas, and elsewhere in the United States. Upon 

information and belief, Defendant Trellix conducts business at its office located at 6000 

Headquarters Drive, Plano, Texas 75024.5 

5. Venue is proper in this Judicial District pursuant to 28 U.S.C. § 1391(b) and (c) and 

28 U.S.C. § 1400(b) because the Defendant has regular and systematic contacts within this Judicial 

District, has a regular and established place of business in this Judicial District, and has committed 

acts of infringement in this Judicial District. The Defendant, through its own acts, makes, uses, 

sells, and/or offers to sell infringing products within this Judicial District, regularly does and 

solicits business in this Judicial District, and has the requisite minimum contacts within the Judicial 

District such that this venue is a fair and reasonable one. Upon information and belief, Defendant 

 
4 https://www.bizjournals.com/dallas/news/2022/02/09/trellix-plano-6000-headquarters.html; 
https://apps.sos.wv.gov/business/corporations/organization.aspx?org=509485; 
https://tsdr.uspto.gov/documentviewer?caseId=sn97225536&docId=APP20220121094909#docI
ndex=1&page=1 
5 Texas Comptroller of Public Accounts, Taxable Entity Search. Web. 18 October 2022; 
https://www.bizjournals.com/dallas/news/2022/02/09/trellix-plano-6000-headquarters.html 
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directly or indirectly participated and continues to participate in the stream of commerce that 

results in products, including the Accused Products, being made, used, offered for sale, and/or sold 

in the State of Texas and/or imported into the United States to the State of Texas. 

6. For example, Defendant maintains offices in Plano, Texas.6 According to its 

website, Defendant currently has 52 open positions in Plano, Texas.7 

8 

7. For example, Defendant applied for the TRELLIX trademark on January 18, 2022, 

with the United States Patent & Trademark Office. In its application for the TRELLIX trademark, 

Defendant listed its address as 5000 Headquarters Drive, Plano, Texas 75024.9 

 
6 https://www.bizjournals.com/dallas/news/2022/02/09/trellix-plano-6000-headquarters.html  
7 https://careers.trellix.com/jobs?search_keywords=&search_job_type=&search_location=plano 
8 https://careers.trellix.com/jobs?search_keywords=&search_job_type=&search_location=Plano  
9https://tsdr.uspto.gov/documentviewer?caseId=sn97225536&docId=APP20220121094909#docI
ndex=1&page=1   
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8. On information and belief, Defendant has hundreds of employees in this Judicial 

District—including positions in product development, operations, information technology, sales, 

marketing, human resources, and finance.10 

9. On information and belief, at least some of Defendant’s employees located in this 

Judicial District are former employees of McAfee Corp. and/or McAfee LLC and may have 

relevant information including, in particular, information concerning the products and services 

accused of infringing the Asserted Patents.11 

10. Defendant’s operations in this Judicial District include client outreach and sales for 

each of the Accused Products. As detailed above, Trellix has customer-facing personnel and 

operations in this District.12 Trellix also provides technical support to partners and customers for 

its products in this Judicial District.13 

11. On information and belief, Trellix sells, offers for sale, advertises, makes, uses, 

tests, installs, and/or otherwise provides endpoint security software and security services, 

including the Accused Products, the use of which infringes the Asserted Patents, in this Judicial 

District and the State of Texas. Trellix performs these acts directly and/or through its partnerships 

with other entities.14 

12. Defendant is subject to this Court’s jurisdiction pursuant to due process and/or the 

Texas Long Arm Statute due at least to its substantial business in this State and Judicial District, 

 
10 Id; https://www.bizjournals.com/dallas/news/2022/02/09/trellix-plano-6000-headquarters.html 
11 https://www.linkedin.com/in/timhux/; https://www.linkedin.com/in/douglas-mckee-77460677/; 
https://www.linkedin.com/in/teju-bhatt-3150161/; https://www.linkedin.com/in/natalie-
klosterman-tomlin-2a27341/; https://www.linkedin.com/in/justin-hilbert-a835034a/ 
12 https://www.linkedin.com/in/david-tompkins-7214741/; https://www.linkedin.com/in/teju-
bhatt-3150161/; https://www.linkedin.com/in/natalie-klosterman-tomlin-2a27341/ 
13 https://www.linkedin.com/in/justin-hilbert-a835034a/; https://www.linkedin.com/in/rick-leigh-
527409106/ 
14 https://www.mcafee.com/enterprise/en-us/solutions/mvision/marketplace.html  
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including (a) at least part of its past infringing activities, (b) regularly doing or soliciting business 

in Texas, and/or (c) engaging in persistent conduct and/or deriving substantial revenue from goods 

and services provided to customers in Texas.  

13. On March 2, 2010, the United States Patent and Trademark Office duly and legally 

issued U.S. Patent No. 7,673,137 (the “’137 Patent”) entitled “System and Method for the 

Managed Security Control of Processes on a Computer System.” A true and correct copy of the 

’137 Patent is attached hereto as Exhibit A. 

14. On December 4, 2012, the United States Patent and Trademark Office duly and 

legally issued U.S. Patent No. 8,327,441 (the “’441 Patent”) entitled “System and Method for 

Application Attestation.” A true and correct copy of the ’441 Patent is attached hereto as Exhibit 

B. 

15. On September 30, 2014, the United States Patent and Trademark Office duly and 

legally issued U.S. Patent No. 8,850,517 (the “’517 Patent”) entitled “Runtime Risk Detection 

Based on User, Application, and System Action Sequence Correlation.” A true and correct copy 

of the ’517 Patent is attached hereto as Exhibit C. 

16. On February 10, 2015, the United States Patent and Trademark Office duly and 

legally issued U.S. Patent No. 8,955,038 (the “’038 Patent”) entitled “Methods and Systems for 

Controlling Access to Computing Resources Based on Known Security Vulnerabilities.” A true 

and correct copy of the ’038 Patent is attached hereto as Exhibit D. 

17. On March 24, 2015, the United States Patent and Trademark Office duly and legally 

issued U.S. Patent No. 8,990,948 (the “’948 Patent”) entitled “Systems and Methods for 

Orchestrating Runtime Operational Integrity.”  A true and correct copy of the ’948 Patent is 

attached hereto as Exhibit E. 
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18. On June 30, 2015, the United States Patent and Trademark Office duly and legally 

issued U.S. Patent No. 9,071,518 (the “’518 Patent”) entitled “Rules Based Actions for Mobile 

Device Management.”  A true and correct copy of the ’518 Patent is attached hereto as Exhibit F. 

19. On July 28, 2015, the United States Patent and Trademark Office duly and legally 

issued U.S. Patent No. 9,092,616 (the “’616 Patent”) entitled “Systems and Methods for Threat 

Identification and Remediation.”  A true and correct copy of the ’616 Patent is attached hereto as 

Exhibit G. 

20. On March 28, 2017, the United States Patent and Trademark Office duly and legally 

issued U.S. Patent No. 9,608,997 (the “’997 Patent”) entitled “Methods and Systems for 

Controlling Access to Computing Resources Based on Known Security Vulnerabilities.”  A true 

and correct copy of the ’997 Patent is attached hereto as Exhibit H. 

21. On March 20, 2018, the United States Patent and Trademark Office duly and legally 

issued U.S. Patent No. 9,923,918 (the “’918 Patent”) entitled “Methods and Systems for 

Controlling Access to Computing Resources Based on Known Security Vulnerabilities.”  A true 

and correct copy of the ’918 Patent is attached hereto as Exhibit I. 

22. Taasera is the sole and exclusive owner of all right, title, and interest in the ’137 

Patent, the ’441 Patent, the ’517 Patent, the ’038 Patent, the ’948 Patent, the ’518 Patent, the ’616 

Patent, the ’997 Patent, and the ’918 Patent (collectively, the “Patents-in-Suit”), and holds the 

exclusive right to take all actions necessary to enforce its rights to the Patents-in-Suit, including 

the filing of this patent infringement lawsuit.  Taasera also has the right to recover all damages for 

past, present, and future infringement of the Patents-in-Suit and to seek injunctive relief as 

appropriate under the law.  
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FACTUAL ALLEGATIONS 

23. The Patents-in-Suit generally cover systems and methods for network security 

systems. 

24. Five of the Patents-in-Suit were invented or acquired by International Business 

Machines (“IBM”).  IBM pioneered the field of network security.  Every year, IBM spends billions 

of dollars on research and development to invent, market, and sell new technology, and IBM 

obtains patents on many of the novel inventions that come out of that work, including the Patents-

in-Suit.  The five patents invented or acquired by IBM are the result of the work from 7 different 

researchers, spanning nearly a decade.  

25. Four of the Patents-in-Suit were developed by TaaSera, Inc.  TaaSera, Inc. was a 

leader in preemptive breach detection systems, and comprised of security architects and subject 

matter experts with decades of experience in firewalls, intrusion detection, security event 

management, malware analysis, and endpoint security.  The TaaSera, Inc. patents identify patterns 

of malicious coordinated network and endpoint behaviors and prevent infection or the spread of 

infection.  

26. The ’137 Patent generally relates to technology that acts based on known security 

vulnerabilities to ensure endpoint compliance.  The technology described in the ’137 Patent was 

developed by Thomas James Satterlee and William Frank Hackenberger of IBM. 

27. The ’441 Patent generally relates to technology for application attestation.  The 

technology described in the ’441 Patent was developed by Srinivas Kumar and Gurudatt 

Shashikumar of TaaSera, Inc.  

Case 2:22-cv-00427-JRG   Document 1   Filed 10/31/22   Page 7 of 112 PageID #:  7



8 

28. The ’517 Patent generally relates to runtime risk detection based on user, 

application, and/or system actions.  The technology described in the ’517 Patent was developed by 

Srinivas Kumar of TaaSera, Inc.  

29. The ’038 Patent generally relates to technology that acts based on known security 

vulnerabilities to ensure endpoint compliance.  The technology described in the ’038 Patent was 

developed by Blair Nicodemus and Billy Edison Stephens of Fiberlink Communications 

Corporation, acquired by IBM in 2013. 

30. The ’948 Patent generally relates to technology that provides runtime operational 

integrity profiles identifying a threat level of subjects or applications.  The technology described 

in the ’948 Patent was developed by Srinivas Kumar and Dennis Pollutro of TaaSera, Inc. 

31. The ’518 Patent generally relates to technology regarding mobile device 

compliance policies.  The technology described in the ’518 Patent was developed by Jatin Malik, 

Ratnesh Singh, and Rajakumar Bopalli of TaaSera, Inc. 

32. The ’616 Patent generally relates to technology that provides integrity profiles 

identifying a threat level of a system.  The technology described in the ’616 Patent was developed 

by Srinivas Kumar and Dennis Pollutro of TaaSera, Inc.  

33. The ’997 Patent generally relates to technology that acts based on known security 

vulnerabilities to ensure endpoint compliance.  The technology described in the ’997 Patent was 

developed by Blair Nicodemus and Billy Edison Stephens of IBM. 

34. The ’918 Patent generally relates to technology that controls access to computing 

resources based on known security vulnerabilities.  The technology described in the ’918 Patent 

was developed by Blair Nicodemus and Billy Edison Stephens of IBM. 
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35. Defendant has infringed and continues to infringe one or more of the Patents-in-

Suit by making, using, testing, selling, offering to sell, and/or importing, and by actively inducing 

others to make, use, sell, offer to sell, and/or import products that implement the network security 

inventions claimed in the Patents-in-Suit.  For example, the Accused Products include at least 

McAfee/Trellix Endpoint Security, McAfee/Trellix Application Control, McAfee/Trellix EDR, 

McAfee/Trellix XDR, McAfee/Trellix ePolicy Orchestrator, McAfee/Trellix Enterprise Security 

Manager, McAfee/Trellix Advanced Correlation Engine, McAfee/Trellix Policy Auditor, 

McAfee/Trellix Application and Change Control, Trellix Mobile Security (McAfee MVISION 

Mobile), or combinations thereof.  On information and belief, Defendant obtained the accused 

product lines from McAfee, LLC, and currently owns and operates the accused product lines.15  

36. TaaSera, Inc. manufactured commercial and academic versions of its NetTrust 

Security Appliance.  NetTrust combined breach detection with security analytics to identify hidden 

threatening network behaviors.  The analytics engine analyzed behavioral profiles, threat patterns, 

and contextual evidence to rank systems by their risk of breach. 

37. Upon information and belief, Taasera and its predecessors have complied with the 

requirements of 35 U.S.C. § 287(a). 

COUNT I 
(Infringement of the ’137 Patent) 

38. Paragraphs 1 through 37 are incorporated by reference as if fully set forth herein. 

39. Defendant is not licensed or otherwise authorized to make, use, offer for sale, sell, 

or import any products that embody the inventions of the ’137 Patent. 

 
15 Press Release, McAfee, McAfee Completes the Divestiture of Its Enterprise Business to 
Symphony Technology Group (STG) (July 27, 2021) (located at https://www.mcafee.com/pt-
pt/consumer- 
corporate/newsroom/press-releases/press-release.html?news_id=8dccd16a-8ff6-4044-b9f1-
d171c5841bba). 
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40. Defendant has and continues to directly infringe at least claim 1 of the ’137 Patent, 

either literally or under the doctrine of equivalents, without authority and in violation of 35 U.S.C. 

§ 271, by making, using, offering to sell, selling, and/or importing into the United States products 

that satisfy each and every limitation of one or more claims of the ’137 Patent.  Such products 

incorporate Application Control features and include at least McAfee Endpoint Security with 

Application Control (with McAfee Agent) (the “’137 Accused Product”) which are a system for 

managing security of a computing device comprising: a pre-execution module operable for 

receiving notice from the computing device’s operating system that a new program is being loaded 

onto the computing device; a validation module coupled to the pre-execution monitor operable for 

determining whether the program is valid; a detection module coupled to the pre-execution monitor 

operable for intercepting a trigger from the computing device’s operating system; and an execution 

module coupled to the detection module and operable for monitoring, at the operating system 

kernel of the computing device, the program in response to the trigger intercepted by the detection 

module.  

41. Every ’137 Accused Product comprises a pre-execution module operable for 

receiving notice from the computing device’s operating system that a new program is being loaded 

onto the computing device.  For example, McAfee Application Control Execution Control receives 

notice from the endpoint’s operating system when a user tries to execute a file. 
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16 

17 

42. Every ’137 Accused Product comprises a validation module coupled to the pre-

execution monitor operable for determining whether the program is valid.  For example, McAfee 

Application Control checks whether the program is on an approved whitelist or is from a trusted 

updater.  

 
16 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-application-control.pdf  
17https://docs.trellix.com/bundle/application-control-8.1.0-windows-product-guide-epolicy-
orchestrator/page/GUID-0870ABE2-AA42-466A-A5F0-3E176849DCC7.html   
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18 

43. Every ’137 Accused Product comprises a detection module coupled to the pre-

execution monitor operable for intercepting a trigger from the computing device’s operating 

system.  For example, McAfee Application control detects and prevents memory buffer overflow 

attacks.  

 
19 

44. Every ’137 Accused Product comprises an execution module coupled to the 

detection module and operable for monitoring, at the operating system kernel of the computing 

device, the program in response to the trigger intercepted by the detection module.  For example, 

 
18 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-application-control.pdf 
19 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-application-control.pdf 
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the new program will continue to be monitored by McAfee Endpoint Security’s Kernel Exploit 

Prevention after having detected the trigger. 

 
20 

 
21 

45. Defendant has and continues to indirectly infringe one or more claims of the ’137 

Patent by knowingly and intentionally inducing others, including customers and end-users, to 

directly infringe, either literally or under the doctrine of equivalents, by making, using, offering to 

 
20 https://www.mcafee.com/enterprise/en-us/assets/white-papers/wp-understanding-ep-security-
10-module.pdf  
21 https://docs.trellix.com/bundle/host-intrusion-prevention-v8-0-0-
product/resource/PD22894.pdf. 
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sell, selling, and/or importing into the United States products that include infringing technology, 

such as the ’137 Accused Products (e.g., products incorporating the Application Control and 

Kernel Exploit Prevention features). 

46. Defendant, with knowledge that these products, or the use thereof, infringe the ’137 

Patent at least as of the date of this Complaint, knowingly and intentionally induced, and continues 

to knowingly and intentionally induce, direct infringement of the ’137 Patent by providing these 

products to end-users for use in an infringing manner, as well as providing instruction and 

installation manuals on its portal, and providing customer service through phone support and/or 

dedicated support staff that instruct end-users to use the products in an infringing manner.22 

47. Defendant encourages and induces its users and customers of the ’137 Accused 

Products to perform the methods claimed in the Asserted Patents. For example, Defendant Trellix 

makes its security services available on its website, widely advertises those services, provides 

applications that allow customers and users to access those services, provides training and 

instructions for installing, and maintaining those products, and provides technical support to 

customers and users via Trellix support and services.23 

48. Defendant further encourages and induces its customers to use the infringing 

Endpoint Security with Application Control by providing directions for and encouraging the 

Application Control and McAfee Agents to be installed on individual endpoint computers.24 

49. Defendant has induced infringement by others, including end-users, with the intent 

to cause infringing acts by others or, in the alternative, with the belief that there was a high 

 
22 McAfee Application Control 8.2.0 – windows product guide; https://docs.trellix.com/  
23 https://docs.trellix.com/; https://www.trellix.com/en-us/support.html; 
https://www.trellix.com/en-us/services/education-services.html  
24 https://docs.trellix.com/bundle/application-control-8.1.0-windows-product-guide-epolicy-
orchestrator/page/GUID-0870ABE2-AA42-466A-A5F0-3E176849DCC7.html   
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probability that others, including end-users, infringe the ’137 Patent, but while remaining willfully 

blind to the infringement. 

50. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’137 Patent in an amount to be proved at trial. 

51. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’137 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

COUNT II 
(Infringement of the ’441 Patent) 

52. Paragraphs 1 through 37 are incorporated by reference as if fully set forth herein. 

53. Defendant has not licensed or otherwise authorized others to make, use, offer for 

sale, sell, or import any products that embody the inventions of the ’441 Patent. 

54. Defendant has and continues to directly infringe at least claim 1 of the ’441 Patent, 

either literally or under the doctrine of equivalents, without authority and in violation of 35 U.S.C. 

§ 271, by making, using, offering to sell, selling, and/or importing into the United States products 

that satisfy each and every limitation of one or more claims of the ’441 Patent.  Such products 

incorporate story graph and behavior identification features and include at least McAfee/Trellix 

ePolicy Orchestrator (with McAfee Agent) (the “’441 Accused Product”) which practices a 

method of providing an attestation service for an application at runtime executing on a computing 

platform using an attestation server, comprising: receiving, by the attestation server remote from 

the computing platform: a runtime execution context indicating attributes of the application at 

runtime, wherein the attributes comprise one or more executable file binaries of the application 

and loaded components of the application; and a security context providing security information 

about the application, wherein the security information comprises an execution analysis of the one 
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or more executable file binaries and the loaded components; generating, by the attestation server, 

a report indicating security risks associated with the application based on the received runtime 

execution context and the received security context, as an attestation result; and sending, by the 

attestation server, the attestation result associated with the application. 

55. Every ’441 Accused Product practices a method of providing an attestation service 

for an application at runtime executing on a computing platform using an attestation server.  For 

example, McAfee/Trellix Endpoint Security with Dynamic Application Containment provides 

threat/malware detection and Real Protect with behavior classification prevents or restricts 

endpoint processes and services from executing threat behavior using McAfee/Trellix ePolicy 

Orchestrator, an attestation server. 

25 

 
25 McAfee Endpoint Security 10.7.x Product Guide – Windows  

Case 2:22-cv-00427-JRG   Document 1   Filed 10/31/22   Page 16 of 112 PageID #:  16



17 

26 

56. Every ’441 Accused Product practices receiving, by the attestation server remote 

from the computing platform: a runtime execution context indicating attributes of the application 

at runtime, wherein the attributes comprise one or more executable file binaries of the application 

and loaded components of the application, and a security context providing security information 

about the application, wherein the security information comprises an execution analysis of the one 

or more executable file binaries and the loaded components.  For example, McAfee/Trellix ePolicy 

Orchestrator receives process attributes, context information (e.g., story graph and threat severity), 

and processes behavior analyses for detected threats. 

 
26 https://www.trellix.com/en-us/assets/data-sheets/trellix-endpoint-security-datasheet.pdf  

Case 2:22-cv-00427-JRG   Document 1   Filed 10/31/22   Page 17 of 112 PageID #:  17

https://www.trellix.com/en-us/assets/data-sheets/trellix-endpoint-security-datasheet.pdf


18 

 27  

 

28 

 
27 https://www.trellix.com/en-us/assets/data-sheets/trellix-endpoint-security-datasheet.pdf   
28 Id. 
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29 

57. Every ’441 Accused Product practices generating, by the attestation server, a report 

indicating security risks associated with the application based on the received runtime execution 

context and the received security context, as an attestation result.  For example, McAfee/Trellix 

ePolicy Orchestrator generates alerts and reports detected threats.  

30 

 
29 https://www.trellix.com/en-us/assets/data-sheets/trellix-endpoint-security-datasheet.pdf  
30 https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-product-guide/page/GUID-
AAA4A531-FED9-4679-8FE2-ABB759F08590.html#  
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31 

32 

58. Every ’441 Accused Product practices sending, by the attestation server, the 

attestation result associated with the application.  For example, McAfee/Trellix ePolicy 

Orchestrator sends notification of the threat/attack by saving it in the threat events log and 

notifying administrators of the threat/attack. 

 
31 https://docs.trellix.com/bundle/epolicy-orchestrator-5.9.x-interface-reference-
guide/page/GUID-419B13D3-9A8C-4C26-ADEE-0E1E924F2BF1.html  
32 https://www.youtube.com/watch?v=mOKUUv4dBwM  
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34 
 

33 https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-product-guide/page/GUID-
AAA4A531-FED9-4679-8FE2-ABB759F08590.html#  
34 https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-product-guide/page/GUID-
AAA4A531-FED9-4679-8FE2-ABB759F08590.html# 
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59. Defendant has and continues to indirectly infringe one or more claims of the ’441 

Patent by knowingly and intentionally inducing others, including customers and end-users, to 

directly infringe, either literally or under the doctrine of equivalents, by making, using, offering to 

sell, selling and/or importing into the United States products that include infringing technology, 

such as the ’441 Accused Product (e.g., products incorporating the story graph and behavior 

identification features).  

60. Defendant, with knowledge that these products, or the use thereof, infringe the ’441 

Patent at least as of the date of this Complaint, knowingly and intentionally induced, and continues 

to knowingly and intentionally induce, direct infringement of the ’441 Patent by providing these 

products to end-users for use in an infringing manner, as well as providing instruction and 

installation manuals on its support portal, and providing customer service through phone support 

and/or dedicated support staff that instruct end-users to use the products in an infringing manner.35  

61. Defendant encourages and induces its users and customers of the ’441 Accused 

Products to perform the methods claimed in the Asserted Patents.  For example, Defendant Trellix 

makes its security services available on its website, widely advertises those services, provides 

applications that allow customers and users to access those services, provides training and 

instructions for installing, and maintaining those products, and provides technical support to 

customers and users via Trellix support and services.36 

 
35 Id. 
36 https://docs.trellix.com/; https://www.trellix.com/en-us/support.html; 
https://www.trellix.com/en-us/services/education-services.html  
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62. Defendant further encourages and induces its customers to use the infringing 

Endpoint Security with Application Control by providing directions for and encouraging the 

McAfee Agent to be installed on individual endpoint computers.37 

63. Defendant has induced infringement by others, including end-users, with the intent 

to cause infringing acts by others or, in the alternative, with the belief that there was a high 

probability that others, including end-users, infringe the ’441 Patent, but while remaining willfully 

blind to the infringement. 

64. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’441 Patent in an amount to be proved at trial. 

65. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’441 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

COUNT III 
(Infringement of the ’517 Patent) 

66. Paragraphs 1 through 37 are incorporated by reference as if fully set forth herein. 

67. Defendant is not licensed or otherwise authorized to make, use, offer for sale, sell, 

or import any products that embody the inventions of the ’517 Patent. 

68. Defendant has and continues to directly infringe at least claim 13 of the ’517 Patent, 

either literally or under the doctrine of equivalents, without authority and in violation of 35 U.S.C. 

§ 271, by making, using, offering to sell, selling, and/or importing into the United States products 

that satisfy each and every limitation of one or more claims of the ’517 Patent.  Such products 

incorporate a risk detection engine and include at least McAfee/Trellix Enterprise Security 

 
37 https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-product-guide/page/GUID-
AAA4A531-FED9-4679-8FE2-ABB759F08590.html# 
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Manager with McAfee/Trellix Advanced Correlation Engine (with McAfee Agent) (the “’517 

Accused Product”) which is a system for assessing runtime risk for an application program that 

executes on a device, comprising: a rules database storing a plurality of rules, wherein each rule 

identifies an action sequence; a policy database storing a plurality of assessment policies, wherein 

each assessment policy includes at least one rule of the plurality of rules; and a runtime monitor 

including a processing device identifying, using at least one assessment policy, a runtime risk for 

an application program that executes on a device, wherein the identified runtime risk indicates a 

risk or threat of the identified action sequence of the application, and identifying a behavior score 

for the application program that executes on the device based on the identified runtime risk, 

wherein the action sequence is a sequence of at least two performed actions, and each performed 

action is at least one of: a user action, an application action, and a system action. 

69. Every ’517 Accused Product is a system for assessing runtime risk for an 

application program that executes on a device.  For example, McAfee/Trellix Enterprise Security 

Manager with McAfee/Trellix Advanced Correlation Engine assesses runtime risk for applications 

that execute on endpoints.  
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38 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-advanced-correlation-
engine.pdf directed from https://www.trellix.com/en-us/products/advanced-correlation-
engine.html  
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39 

70. Every ’517 Accused Product comprises a rules database storing a plurality of rules, 

wherein each rule identifies an action sequence.  For example, McAfee/Trellix Enterprise Security 

Manager correlation rules which identify threat patterns.40 

 
41 

 
39 Id. 
40 Id. 
41 Id. 

Case 2:22-cv-00427-JRG   Document 1   Filed 10/31/22   Page 26 of 112 PageID #:  26



27 

 
42 

 
43 

71. Every ’517 Accused Product comprises a policy database storing a plurality of 

assessment policies, wherein each assessment policy includes at least one rule of the plurality of 

rules.  For example, at least McAfee/Trellix Enterprise Security Manager stores a plurality of 

assessment polices which comprise at least one rule of the plurality or rules. 

 
42 Id. 
43 McAfee Enterprise Security Manager 11.2.x Product Guide - 
https://docs.trellix.com/bundle/enterprise-security-manager-11.2.x-product-guide/page/GUID-
88473528-B9BD-4799-B3A7-BC7A8C22B55D.html 
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44 

 
45 

72. Every ’517 Accused Product comprises a runtime monitor including a processing 

device identifying, using at least one assessment policy, a runtime risk for an application program 

that executes on a device, wherein the identified runtime risk indicates a risk or threat of the 

 
44 Id.   
45 Id. 
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identified action sequence of the application, and identifying a behavior score for the application 

program that executes on the device based on the identified runtime risk, wherein the action 

sequence is a sequence of at least two performed actions, and each performed action is at least one 

of: a user action, an application action, and a system action.  For example, McAfee/Trellix 

Enterprise Security Manager comprises a runtime monitor which uses assessment policies to 

identify a runtime risk (e.g., a dynamic risk score) for an application program that executes on an 

endpoint.  The identified runtime risk indicates a risk or threat of the identified action sequence of 

the application (e.g., attack pattern).  McAfee/Trellix Advanced Correlation Engine identifies a 

behavior score (e.g., severity) for the application program based on the identified runtime risk.  

The action sequence is a sequence of at least two performed actions (e.g., attack pattern of events) 

and each action is at least one of a user action (e.g., successful login), an application action (e.g., 

possible probing; recon events), and a system action (e.g., Windows events). 
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46 

 
47 

 
46 Id. 
47 https://www.youtube.com/watch?v=bLlLjaFR-m0  
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48 

 
49 

73. Defendant has and continues to indirectly infringe one or more claims of the ’517 

Patent by knowingly and intentionally inducing others, including customers and end-users, to 

directly infringe, either literally or under the doctrine of equivalents, by making, using, offering to 

sell, selling and/or importing into the United States products that include infringing technology, 

such as the ’517 Accused Product (e.g., a risk detection engine).  

 
48 Id.  
49 McAfee Enterprise Security Manager 11.2.x Product Guide - 
https://docs.trellix.com/bundle/enterprise-security-manager-11.2.x-product-guide/page/GUID-
88473528-B9BD-4799-B3A7-BC7A8C22B55D.html 
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74. Defendant, with knowledge that these products, or the use thereof, infringe the ’517 

Patent at least as of the date of this Complaint, knowingly and intentionally induced, and continues 

to knowingly and intentionally induce, direct infringement of the ’517 Patent by providing these 

products to end-users for use in an infringing manner, as well as providing instruction and 

installation manuals on its support portal, and providing customer service through phone support 

and/or dedicated support staff that instruct end-users to use the products in an infringing manner.50  

75. Defendant encourages and induces its users and customers of the ’517 Accused 

Products to perform the methods claimed in the Asserted Patents.  For example, Defendant Trellix 

makes its security services available on its website, widely advertises those services, provides 

applications that allow customers and users to access those services, provides training and 

instructions for installing, and maintaining those products, and provides technical support to 

customers and users via Trellix support and services.51 

76. Defendant further encourages and induces its customers to use the infringing 

McAfee/Trellix Enterprise Security Manager with McAfee/Trellix Advanced Correlation Engine 

by providing directions for and encouraging the McAfee Agent and SIEM Collector to be installed 

on individual endpoint computers.52 

77. Defendant induced infringement by others, including end-users, with the intent to 

cause infringing acts by others or, in the alternative, with the belief that there was a high probability 

 
50 McAfee Enterprise Security Manager 11.2.x Product Guide - 
https://docs.trellix.com/bundle/enterprise-security-manager-11.2.x-product-guide/page/GUID-
88473528-B9BD-4799-B3A7-BC7A8C22B55D.html  
51 https://docs.trellix.com/; https://www.trellix.com/en-us/support.html; 
https://www.trellix.com/en-us/services/education-services.html  
52 McAfee Enterprise Security Manager 11.2.x Product Guide - 
https://docs.trellix.com/bundle/enterprise-security-manager-11.2.x-product-guide/page/GUID-
88473528-B9BD-4799-B3A7-BC7A8C22B55D.html ; https://www.mcafee.com/enterprise/en-
us/assets/data-sheets/ds-collector-plug-in.pdf  
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that others, including end-users, infringe the ’517 Patent, but while remaining willfully blind to 

the infringement. 

78. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’517 Patent in an amount to be proved at trial. 

79. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’517 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

COUNT IV 
(Infringement of the ’038 Patent) 

80. Paragraphs 1 through 37 are incorporated by reference as if fully set forth herein. 

81. Neither Taasera nor TaaSera, Inc. have licensed or otherwise authorized Defendant 

to make, use, offer for sale, sell, or import any products that embody the inventions of the ’038 

Patent. 

82. Defendant has and continues to directly infringe at least claim 12 of the ’038 Patent, 

either literally or under the doctrine of equivalents, without authority and in violation of 35 U.S.C. 

§ 271, by making, using, offering to sell, selling, and/or importing into the United States products 

that satisfy each and every limitation of one or more claims of the ’038 Patent.  Such products 

incorporate compliance and include at least McAfee/Trellix ePolicy Orchestrator with 

McAfee/Trellix Policy Auditor (with McAfee Agent) (the “’038 Accused Products”) which is a 

system for controlling the operation of an endpoint and comprises a user interface, provided by a 

computing system remote from the end point, configured to allow configuration of a plurality of 

policies; a data store, at the computing system, that contains the plurality of policies; one or more 

software agents on the endpoint configured to monitor a plurality of operating conditions identified 

in the plurality of policies; and one or more hardware processors at the computing system 
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configured to: receive, across a network, status information about the plurality of operating 

conditions on the endpoint gathered by the one or more software agents, determine a compliance 

state of the endpoint based on the status information and a plurality of compliance policies in the 

data store, and initiate, based on the compliance state, an action identified in at least one rule in 

the data store, wherein the action is carried out by the hardware processor on the endpoint. 

83. Every ’038 Accused Product controls the operation of an endpoint.  For example, 

McAfee/Trellix ePolicy Orchestrator with McAfee/Trellix Policy Auditor controls the operation 

of an endpoint. 

 
53 

 
53 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-policy-auditor.pdf; 
https://partners.trellix.com/enterprise/es-es/assets/data-sheets/ds-policy-auditor.pdf   
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54 McAfee Policy Auditor 6.3.0 Product Guide (McAfee ePolicy Orchestrator) - 
https://docs.trellix.com/bundle/policy-auditor-6.3.0-product-guide-epolicy-
orchestrator/page/GUID-1B44A515-6203-4523-8D82-E21E066088DC.html    
55 https://www.mcafee.com/enterprise/en-us/assets/guides/restricted/gd-nist-800-53-compliance-
controls.pdf; https://www.trellix.com/en-us/assets/docs/data-
sheets/Trellix_ePO_SaaS_Datasheet.pdf   

Case 2:22-cv-00427-JRG   Document 1   Filed 10/31/22   Page 35 of 112 PageID #:  35

https://docs.trellix.com/bundle/policy-auditor-6.3.0-product-guide-epolicy-orchestrator/page/GUID-1B44A515-6203-4523-8D82-E21E066088DC.html
https://docs.trellix.com/bundle/policy-auditor-6.3.0-product-guide-epolicy-orchestrator/page/GUID-1B44A515-6203-4523-8D82-E21E066088DC.html
https://www.mcafee.com/enterprise/en-us/assets/guides/restricted/gd-nist-800-53-compliance-controls.pdf
https://www.mcafee.com/enterprise/en-us/assets/guides/restricted/gd-nist-800-53-compliance-controls.pdf


36 

 

 
56 

84. Every ’038 Accused Product comprises a user interface, provided by a computing 

system remote from the end point, configured to allow configuration of a plurality of policies, and 

a data store, at the computing system, that contains the plurality of policies.  For example, 

McAfee/Trellix ePolicy Orchestrator web console is a user interface at a computing system (e.g., 

management system, ePO server) remote from the end point (e.g., managed system with agent), 

configured to allow configuration of a plurality of policies (e.g., policies for compliance and access 

control).  

 
56 Trellix Agent 5.7.x Product Guide 
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59

60 

85. Every ’038 Accused Product maintains the plurality of policies in a data store on 

the computing system.  For example, McAfee/Trellix ePolicy Orchestrator maintains the plurality 

of policies in an SQL Database on the ePolicy Orchestrator server. 

 
59 https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-product-guide/page/GUID-
AAA4A531-FED9-4679-8FE2-ABB759F08590.html#  
60 Id.  
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62 

86. Every ’038 Accused Product comprises one or more software agents on the 

endpoint configured to monitor the plurality of operating conditions identified in the plurality of 

policies.  For example, McAfee/Trellix ePolicy Orchestrator and McAfee/Trellix Policy Auditor 

comprise the McAfee Agent, as well as the policy auditor or advanced host assessment agents that 

monitor endpoint operating conditions identified in policies.  

 
61 Id. 
62 Id. 
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63 https://www.mcafee.com/enterprise/en-us/assets/guides/restricted/gd-nist-800-53-compliance-
controls.pdf; https://www.trellix.com/en-us/assets/docs/data-
sheets/Trellix_ePO_SaaS_Datasheet.pdf   
64 McAfee Policy Auditor 6.3.0 Product Guide (McAfee ePolicy Orchestrator) - 
https://docs.trellix.com/bundle/policy-auditor-6.3.0-product-guide-epolicy-
orchestrator/page/GUID-1B44A515-6203-4523-8D82-E21E066088DC.html  
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65 

66 

 
65 Trellix Agent 5.7.x Product Guide   
66 Id.  
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67 

87. Every ’038 Accused Product practices receiving, across a network, status 

information about the plurality of operating conditions on the endpoint gathered by the one or more 

software agents.  For example, McAfee/Trellix ePolicy Orchestrator receives, across a network, 

operating conditions from the McAfee Agent. 

68 

 

 
67 https://b2b-download.mcafee.com/products/naibeta-
download/ma_460/ma_460_beta2_productguide.pdf; Trellix Agent 5.7.x Product Guide 
68 McAfee Policy Auditor 6.3.0 Product Guide (McAfee ePolicy Orchestrator) - 
https://docs.trellix.com/bundle/policy-auditor-6.3.0-product-guide-epolicy-
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69 

88. Every ’038 Accused Product practices determining a compliance state of the 

endpoint based on the status information and a plurality of compliance policies in the data store.  

For example, McAfee/Trellix ePolicy Orchestrator with McAfee/Trellix Policy Auditor 

determines a compliance state of the endpoint based on endpoint operating conditions and a 

plurality of compliance policies.  

 
69 https://b2b-download.mcafee.com/products/naibeta-
download/ma_460/ma_460_beta2_productguide.pdf; Trellix Agent 5.7.x Product Guide 
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70 

71 

 
70 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-policy-auditor.pdf; 
https://partners.trellix.com/enterprise/es-es/assets/data-sheets/ds-policy-auditor.pdf 
71 McAfee Policy Auditor 6.3.0 Product Guide (McAfee ePolicy Orchestrator) - 
https://docs.trellix.com/bundle/policy-auditor-6.3.0-product-guide-epolicy-
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72 

73 

89. Every ’038 Accused Product practices initiating, based on the compliance state, an 

action identified in at least one rule in the data store, wherein the action is carried out by a processor 

 
72 https://www.mcafee.com/enterprise/en-us/assets/solution-briefs/sb-mvision-endpoint-epo.pdf 
73 https://www.mcafee.com/enterprise/en-us/assets/guides/restricted/gd-nist-800-53-compliance-
controls.pdf; https://www.trellix.com/en-us/assets/docs/data-
sheets/Trellix_ePO_SaaS_Datasheet.pdf   
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on the endpoint.  For example, McAfee/Trellix ePolicy Orchestrator with McAfee/Trellix Policy 

Auditor enforces access control polices when the endpoint is out of compliance. 

74 

 
 

75 

90. Defendant has and continues to indirectly infringe one or more claims of the ’038 

Patent by knowingly and intentionally inducing others, including customers and end-users, to 

directly infringe, either literally or under the doctrine of equivalents, by making, using, offering to 

sell, selling, and/or importing into the United States products that include infringing technology, 

such as the ’038 Accused Products (e.g., products incorporating compliance).  

 
74 Trellix Agent 5.7.x Product Guide 
75 https://www.mcafee.com/enterprise/en-us/assets/guides/restricted/gd-nist-800-53-compliance-
controls.pdf; https://www.trellix.com/en-us/assets/docs/data-
sheets/Trellix_ePO_SaaS_Datasheet.pdf   
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91. Defendant, with knowledge that these products, or the use thereof, infringe the ’038 

Patent at least as of the date of this Complaint, knowingly and intentionally induced, and continues 

to knowingly and intentionally induce, direct infringement of the ’038 Patent by providing these 

products to end-users for use in an infringing manner, as well as providing instruction and 

installation manuals on its support portal, and providing customer service through phone support 

and/or dedicated support staff that instruct end-users to use the products in an infringing manner.76  

92. Defendant encourages and induces its users and customers of the ’038 Accused 

Products to perform the methods claimed in the Asserted Patents.  For example, Defendant Trellix 

makes its security services available on its website, widely advertises those services, provides 

applications that allow customers and users to access those services, provides training and 

instructions for installing and maintaining those products, and provides technical support to 

customers and users via Trellix support and services.77 

93. Defendant further encourages and induces its customers to use the infringing 

McAfee/Trellix ePolicy Orchestrator with McAfee/Trellix Policy Auditor by providing directions 

for and encouraging the McAfee Agent to be installed on individual endpoint computers.78 

94. Defendant has induced infringement by others, including end-users, with the intent 

to cause infringing acts by others or, in the alternative, with the belief that there was a high 

 
76 McAfee Policy Auditor 6.3.0 Product Guide (McAfee ePolicy Orchestrator) - 
https://docs.trellix.com/bundle/policy-auditor-6.3.0-product-guide-epolicy-
orchestrator/page/GUID-1B44A515-6203-4523-8D82-E21E066088DC.html 
77 https://docs.trellix.com/; https://www.trellix.com/en-us/support.html; 
https://www.trellix.com/en-us/services/education-services.html  
78 https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-product-guide/page/GUID-
AAA4A531-FED9-4679-8FE2-ABB759F08590.html#; McAfee Policy Auditor 6.3.0 Product 
Guide (McAfee ePolicy Orchestrator) - https://docs.trellix.com/bundle/policy-auditor-6.3.0-
product-guide-epolicy-orchestrator/page/GUID-1B44A515-6203-4523-8D82-
E21E066088DC.html   
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probability that others, including end-users, infringe the ’038 Patent, but while remaining willfully 

blind to the infringement. 

95. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’038 Patent in an amount to be proved at trial. 

96. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’038 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

COUNT V 
(Infringement of the ’948 Patent) 

97. Paragraphs 1 through 37 are incorporated by reference as if fully set forth herein. 

98. Defendant is not licensed or otherwise authorized to make, use, offer for sale, sell, 

or import any products that embody the inventions of the ’948 Patent. 

99. Defendant has and continues to directly infringe at least claim 1 of the ’948 Patent, 

either literally or under the doctrine of equivalents, without authority and in violation of 35 U.S.C. 

§ 271, by making, using, offering to sell, selling, and/or importing into the United States products 

that satisfy each and every limitation of one or more claims of the ’948 Patent.  Such products 

incorporate the application and change control features and include at least McAfee/Trellix 

MVISION EDR with Application and Change Control (with McAfee Agent) (the “’948 Accused 

Product”) which practices a method of providing real-time operational integrity of an application 

on a native computing environment, the method comprising: monitoring, by a plurality of sensory 

inputs, one or more of network dialogs of the application, system operations initiated by the 

application, a runtime configuration of the application, resource utilization by the application, and 

integrity of the application; generating real-time behavior based events for determining the real-

time operational integrity of the application executing on the native computing environment which 
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includes a network analyzer, an integrity processor, an event correlation matrix, a risk correlation 

matrix, and a trust supervisor; correlating, by the event and risk correlation matrix, threat 

classifications based on the temporal sequence of the generated real-time behavior based events; 

and displaying, in a plurality of runtime dashboards of an administrative console of the computing 

environment, real-time status indications for operational integrity of the application. 

100. Every ’948 Accused Product practices a method of providing real-time operational 

integrity of an application on a native computing environment.  For example, McAfee/Trellix 

MVISION EDR with Application and Change Control incorporates incident status and behavior 

analysis. 

79 

 
79 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-mvision-edr.pdf  
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81 

 
80 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-application-change-control.pdf  
81 Id. 
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82 

83 

101. Every ’948 Accused Product practices monitoring, by a plurality of sensory inputs, 

one or more of network dialogs of the application, system operations initiated by the application, 

a runtime configuration of the application, resource utilization by the application, and integrity of 

the application.  For example, McAfee/Trellix MVISION EDR with Application and Change 

 
82 Id. 
83 https://www.mcafee.com/enterprise/en-us/assets/solution-briefs/sb-mvision-endpoint-epo.pdf   
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Control monitors endpoint activity and status, by a plurality of sensory inputs (e.g., behavior 

sensors, network sensors, vulnerability sensors, application integrity sensors), one or more of 

network dialogs of the application (e.g., active processes, network connections), system operations 

initiated by the application (e.g., parent process), a runtime configuration of the application (e.g., 

prevents registry edits), resource utilization by the application (e.g., system/device resource 

utilization), and integrity of the application (e.g., integrity monitoring). 

 

 

 
84 

 
84 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-mvision-edr.pdf 
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85 

 
86 

 
102. Every ’948 Accused Product practices generating real-time behavior based events 

for determining the real-time operational integrity of the application executing on the native 

computing environment which includes a network analyzer, an integrity processor, an event 

correlation matrix, a risk correlation matrix, and a trust supervisor.  For example, McAfee/Trellix 

MVISION EDR with McAfee/Trellix Application and Change Control generates real-time 

suspicious indicators for determining the real-time operational integrity of the application on the 

endpoint (e.g., endpoint corresponding to the Device: 59-edr-114) which includes a network 

 
85 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-application-change-control.pdf  
86 Id. 
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analyzer (e.g., for monitoring active processes, network connections), an integrity processor (e.g., 

McAfee/Trellix Application Control), an event correlation matrix (e.g., McAfee/Trellix Change 

Control; McAfee/Trellix Policy Auditor), a risk correlation matrix (e.g., MITRE ATT&CK 

Framework), and a trust supervisor (e.g., McAfee/Trellix ePolicy Orchestrator). 

 
87 

 
87 https://mcafee-uat.mcafee.com/enterprise/en-us/products/mvision-edr.html  
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88 

 
103. Every ’948 Accused Product practices correlating, by the event and risk correlation 

matrix, threat classifications based on the temporal sequence of the generated real-time behavior 

 
88 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-application-change-control.pdf  
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based events. For example, the MITRE ATT&CK framework correlates threat classifications 

based on the temporal sequence of detected behavioral events. 

 89 

90 

 
89 https://docs.trellix.com/bundle/mvision-endpoint-detection-and-response-product-
guide/page/GUID-761DA71B-5201-4DF4-8B75-423F1A1A241D.html#   
90 https://www.trellix.com/en-us/products/edr.html  
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91 
 

104. Every ’948 Accused Product practices displaying, in a plurality of runtime 

dashboards of an administrative console of the computing environment, real-time status 

indications for operational integrity of the application.  For example, McAfee/Trellix MVISION 

EDR with McAfee/Trellix Application and Change Control includes several display options for 

showing real-time status indications for the operational integrity of the application.92 

 
93 

 
91 https://success.myshn.net/Skyhigh_CASB/Skyhigh_CASB_Dashboards/ 
MITRE_Dashboard/About_the_MITRE_Dashboard   
92 Id. 
93 https://www.trellix.com/en-us/products/edr.html  

Case 2:22-cv-00427-JRG   Document 1   Filed 10/31/22   Page 57 of 112 PageID #:  57

https://success.myshn.net/Skyhigh_CASB/Skyhigh_CASB_Dashboards/%20MITRE_Dashboard/About_the_MITRE_Dashboard
https://success.myshn.net/Skyhigh_CASB/Skyhigh_CASB_Dashboards/%20MITRE_Dashboard/About_the_MITRE_Dashboard
https://www.trellix.com/en-us/products/edr.html


58 

 
94 
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96 

 

 
97 

 
105. Defendant has and continues to indirectly infringe one or more claims of the ’948 

Patent by knowingly and intentionally inducing others, including customers and end-users, to 

directly infringe, either literally or under the doctrine of equivalents, by making, using, offering to 

sell, selling, and/or importing into the United States products that include infringing technology, 

 
96 https://www.mcafee.com/enterprise/en-us/assets/solution-briefs/sb-mvision-endpoint-epo.pdf  
97 See e.g., https://www.trellix.com/en-us/products/edr.html  
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such as the ’948 Accused Product (e.g., products incorporating the application and change control 

features).  

106. Defendant with knowledge that these products, or the use thereof, infringe the ’948 

Patent at least as of the date of this Complaint, knowingly and intentionally induced, and continues 

to knowingly and intentionally induce, direct infringement of the ’948 Patent by providing these 

products to end-users for use in an infringing manner, as well as providing instruction and 

installation manuals on its support portal, and providing customer service through phone support 

and/or dedicated support staff that instruct end-users to use the products in an infringing manner.98  

107. Defendant encourages and induces its users and customers of the ’948 Accused 

Products to perform the methods claimed in the Asserted Patents.  For example, Defendant Trellix 

makes its security services available on its website, widely advertises those services, provides 

applications that allow customers and users to access those services, provides training and 

instructions for installing and maintaining those products, and provides technical support to 

customers and users via Trellix support and services.99 

108. Defendant further encourages and induces its customers to use the infringing 

McAfee/Trellix ePolicy Orchestrator by providing directions for and encouraging the McAfee 

Agent to be installed on individual endpoint computers.100 

 
98 McAfee MVISION Endpoint Detection and Response Product Guide - 
https://docs.trellix.com/bundle/mvision-endpoint-detection-and-response-product-
guide/page/GUID-BC5B4C5C-4904-4414-8E8A-86ACB26037D7.html; McAfee Application 
and Change Control 8.3.x - Windows Product Guide - 
https://docs.trellix.com/bundle/application-change-control-8.3.x-product-guide-
windows/page/GUID-7A024BCE-2FCE-4754-BCF4-C06100840993.html  
99 https://docs.trellix.com/; https://www.trellix.com/en-us/support.html; 
https://www.trellix.com/en-us/services/education-services.html  
100 McAfee MVISION Endpoint Detection and Response Product Guide; 
https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-product-guide/page/GUID-
AAA4A531-FED9-4679-8FE2-ABB759F08590.html# 
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109. Defendant has induced infringement by others, including end-users, with the intent 

to cause infringing acts by others or, in the alternative, with the belief that there was a high 

probability that others, including end-users, infringe the ’948 Patent, but while remaining willfully 

blind to the infringement. 

110. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’948 Patent in an amount to be proved at trial. 

111. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’948 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

COUNT VI 
(Infringement of the ’518 Patent) 

 
112. Paragraphs 1 through 37 are incorporated by reference as if fully set forth herein. 

113. Neither Taasera nor TaaSera, Inc. have licensed or otherwise authorized Defendant 

to make, use, offer for sale, sell, or import any products that embody the inventions of the ’518 

Patent. 

114. Defendant has and continues to directly infringe the ’518 Patent, either literally or 

under the doctrine of equivalents, without authority and in violation of 35 U.S.C. § 271, by making, 

using, offering to sell, selling, and/or importing into the United States products that satisfy each 

and every limitation of one or more claims of the ’518 Patent including, but not limited to, claim 

17.  Such products incorporate mobile threat protection and include at least the McAfee/Trellix 

MVISION Mobile (the “’518 Accused Products”) which is a system for providing device 

management services comprising: a data store configured to be accessible by a server; a CPU of 

the server coupled to a memory configured to execute computer-readable instructions; computer-

readable instructions for execution on the server comprising instructions configured to: 
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automatically make a determination that an attribute of a mobile device stored in the data store has 

changed; evaluate the attribute, in response to the determination, to determine if the attribute 

change triggers at least one of a plurality of administrator-defined rules, which indicates that the 

attribute is out of compliance, wherein each of the rules applies to mobile devices regardless of 

mobile operating system; and automatically initiates an action defined by the at least one of a 

plurality of administrator defined rules if the attribute is out of compliance, wherein the data store 

is configured to gather substantially real-time data pertaining to a plurality of attributes related to 

an operating state of each of the plurality of mobile devices, the attributes for each mobile device 

being gathered from a plurality of sources, including each mobile device, wherein each mobile 

device utilizes one of a plurality of different mobile operating systems, and the substantially real-

time data is formatted, such that the rules can be substantially uniformly applied to the plurality of 

attributes across the plurality of different mobile operating systems. 

115. Every ’518 Accused Product is a system for providing device management services.  

For example, Trellix Mobile Security provides device management services using McAfee/Trellix 

ePolicy Orchestrator.  

Case 2:22-cv-00427-JRG   Document 1   Filed 10/31/22   Page 62 of 112 PageID #:  62



63 

101 
 

116. Every ’518 Accused Product comprises a data store configured to be accessible by 

a server.  For example, a Microsoft SQL database is configured to be accessible by the 

McAfee/Trellix ePolicy Orchestrator (ePO) server.  

102 

 
 

101 https://www.trellix.com/en-us/assets/docs/data-sheets/trellix-mobile-security-datasheet.pdf  
102 https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-product-guide/page/GUID-
AAA4A531-FED9-4679-8FE2-ABB759F08590.html# 

Case 2:22-cv-00427-JRG   Document 1   Filed 10/31/22   Page 63 of 112 PageID #:  63

https://www.trellix.com/en-us/assets/docs/data-sheets/trellix-mobile-security-datasheet.pdf
https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-product-guide/page/GUID-AAA4A531-FED9-4679-8FE2-ABB759F08590.html
https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-product-guide/page/GUID-AAA4A531-FED9-4679-8FE2-ABB759F08590.html


64 

117. Every ’518 Accused Product comprises a CPU of the server coupled to a memory 

configured to execute computer readable instructions.  For example, McAfee/Trellix ePolicy 

Orchestrator comprises a CPU coupled to a memory configured to execute computer readable 

instructions.  

 
103 

118. Every ’518 Accused Product comprises computer readable instructions for 

execution on the server, comprising instructions configured to: automatically make a 

determination that an attribute of a mobile device stored in the data store has changed.  For 

example, McAfee/Trellix Mobile Security automatically makes a determination that an attribute 

of a mobile device, such as device risk state, stored in the data store has changed. 

 
103 https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-installation-guide/page/GUID-
892CDD00-7061-4B9B-931A-D0F84735A9FE.html  
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 104 

 

 
105 

119. Every ’518 Accused Product comprises computer readable instructions for 

execution on the server, comprising instructions configured to: evaluate the attribute, in response 

to the determination, to determine if the attribute change triggers at least one of a plurality of 

 
104 https://docs.trellix.com/download/resource/bundle/mvision-mobile-v1-0-0-4-28-
product/raw/resource/enus/prod-mvision-mobile-v1-0-0-product.pdf  
105 Id. 
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administrator-defined rules, which indicates that the attribute is out of compliance, wherein each 

of the rules applies to mobile devices regardless of mobile operating system.  For example, 

McAfee/Trellix Mobile Security evaluates the attribute (device risk state), in response to the 

determination (that a mobile device is currently in a high-risk state), to determine if the attribute 

change triggers at least one of a plurality of administrator-defined rules (e.g., threat policies), 

which, if enabled, indicates that the attribute is out of compliance. 

 
106 

 
106 https://docs.trellix.com/download/resource/bundle/mvision-mobile-v1-0-0-4-28-
product/raw/resource/enus/prod-mvision-mobile-v1-0-0-product.pdf  
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107 

 
108 

120. Every ’518 Accused Product comprises computer-readable instructions for 

execution on the server, comprising instructions configured to: automatically initiate an action 

defined by the at least one of a plurality of administrator defined rules if the attribute is out of 

compliance.  For example, McAfee/Trellix Mobile Security automatically initiates an action, such 

 
107 McAfee MVISION Mobile Console Product Guide - https://docs.trellix.com/bundle/mvision-
mobile-v1-0-0-console-product/resource/prod-mvision-mobile-v1-0-0-product.pdf  
108 https://docs.trellix.com/bundle/mvision-mobile-v1-0-0-console-product/resource/prod-
mvision-mobile-v1-0-0-product.pdf  
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as to disable Bluetooth, defined by the at least one of a plurality of administrator defined 

conditional access rules (e.g., threat policies) if the attribute (e.g., device risk) is out of compliance. 

 
109 

 
110 

 
121. In every ’518 Accused Product, the data store is configured to gather substantially 

real-time data pertaining to a plurality of attributes related to an operating state of each of the 

plurality of mobile devices, the attributes for each mobile device being gathered from a plurality 

of sources including each mobile device, wherein each mobile device utilizes one of a plurality of 

 
109 Id.  
110 https://docs.trellix.com/download/resource/bundle/mvision-mobile-v1-0-0-4-28-
product/raw/resource/enus/prod-mvision-mobile-v1-0-0-product.pdf  
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different mobile operating systems, and the substantially real-time data is formatted, such that the 

rules can be substantially uniformly applied to the plurality of attributes across the plurality of 

different mobile operating systems.  For example, the data store, such as Microsoft SQL Database, 

in conjunction with McAfee/Trellix ePolicy Orchestrator server, is configured to gather 

substantially real-time data pertaining to a plurality of attributes (such as operating system type or 

device risk state) related to an operating state of each of the plurality of mobile devices. The 

attributes for each mobile device are gathered from a plurality of sources including each mobile 

device.  Each mobile device utilizes one of a plurality of different mobile operating systems 

(Android and iOS) and the substantially real-time data is formatted, such that the rules can be 

substantially uniformly applied to the plurality of attributes across the plurality of different mobile 

operating systems. 

 
111 

 
111 https://www.trellix.com/en-us/products/mobile-security.html  
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113 

 
112 Id. 
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114 

 
122. Defendant has and continues to indirectly infringe one or more claims of the ’518 

Patent including, but not limited to, claim 17, by knowingly and intentionally inducing others, 

including customers and end-users, to directly infringe, either literally or under the doctrine of 

equivalents, by making, using, offering to sell, selling, and/or importing into the United States 

products that include infringing technology, such as the ’518 Accused Products (e.g., products 

incorporating mobile threat protection). 

123. Defendant has and continues to indirectly infringe one or more claims of the ’518 

Patent by knowingly and intentionally inducing others to directly infringe, either literally or under 

the doctrine of equivalents, by making, using, offering to sell, selling, and/or importing into the 

United States the infringing Accused Products.  For example, Defendant, with the knowledge that 

these products, or the use thereof, infringe the ’518 Patent since prior to the filing of this lawsuit, 

knowingly and intentionally induced, and continues to knowingly and intentionally induce, direct 

infringement of the ’518 Patent by providing these products to customers and end-users for use in 

 
114 https://docs.trellix.com/bundle/mvision-mobile-v1-0-0-console-product/resource/prod-
mvision-mobile-v1-0-0-product.pdf  
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an infringing manner.  Defendant provides product manuals and documentation that instruct 

customers and end-users how to use the Accused Products, including specifically how to define a 

threat policy.115  

124. Defendant encourages and induces its users and customers of the ’518 Accused 

Products to perform the methods claimed in the Asserted Patents.  For example, Defendant Trellix 

makes its security services available on its website, widely advertises those services, provides 

applications that allow customers and users to access those services, provides training and 

instructions for installing and maintaining those products, and provides technical support to 

customers and users via Trellix support and services.116 

125. Defendant further encourages and induces its customers to use the infringing 

McAfee/Trellix ePolicy Orchestrator by providing directions for and encouraging the MVISION 

Mobile to be installed on individual mobile endpoints.117 

126. Defendant has induced infringement by others, including end-users, with the intent 

to cause infringing acts by others or, in the alternative, with the belief that there was a high 

probability that others, including end-users, infringe the ’518 Patent, but while remaining willfully 

blind to the infringement. 

127. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’518 Patent in an amount to be proved at trial. 

 
115 https://docs.trellix.com/bundle/mvision-mobile-v1-0-0-console-product/resource/prod-
mvision-mobile-v1-0-0-product.pdf  
116 https://docs.trellix.com/; https://www.trellix.com/en-us/support.html; 
https://www.trellix.com/en-us/services/education-services.html  
117 https://docs.trellix.com/bundle/mvision-mobile-v1-0-0-419AndroidPlatGuide-
product/resource/prod-mvision-mobile-v1-0-0-product.pdf    
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128. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’518 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

COUNT VII 
(Infringement of the ’616 Patent) 

129. Paragraphs 1 through 37 are incorporated by reference as if fully set forth herein. 

130. Defendant is not licensed or otherwise authorized to make, use, offer for sale, sell, 

or import any products that embody the inventions of the ’616 Patent. 

131. Defendant has and continues to directly infringe at least claim 1 of the ’616 Patent, 

either literally or under the doctrine of equivalents, without authority and in violation of 35 U.S.C. 

§ 271, by making, using, offering to sell, selling, and/or importing into the United States products 

that satisfy each and every limitation of one or more claims of the ’616 Patent.  Such products 

incorporate the endpoint detection and vulnerability management features and include at least 

McAfee/Trellix MVISION EDR (with McAfee Agent) (the “’616 Accused Products”) which 

practice a method of providing an attestation service for providing runtime operational integrity of 

a system using a computing platform, comprising a network trust agent, an endpoint trust agent, 

and a trust orchestration server, the method comprising: sending, by the endpoint trust agent on a 

monitored device, a dynamic context including endpoint events and actions of the monitored 

device and applications executing on the monitored device at runtime; receiving, at the trust 

orchestration server, the dynamic context including the endpoint events of the monitored device 

and the applications executing on the monitored device at runtime; analyzing, by the trust 

orchestration server, the received endpoint events; receiving, by the trust orchestration server, 

third-party network endpoint assessments; generating, by the trust orchestration server, temporal 

events based at least in part on analyzing the third-party network endpoint assessments; 

Case 2:22-cv-00427-JRG   Document 1   Filed 10/31/22   Page 73 of 112 PageID #:  73



74 

correlating, by the trust orchestration server, the received endpoint events and the generated 

temporal events; and generating, by the trust orchestration server, an integrity profile for the 

system. 

132. Every ’616 Accused Product practices a method of providing an attestation service 

for providing runtime operational integrity of a system using a computing platform comprising a 

network trust agent, an endpoint trust agent, and a trust orchestration server.  For example, 

McAfee/Trellix MVISION EDR comprises McAfee/Trellix ePolicy Orchestrator with MVISION 

EDR extensions and endpoint agents to provide operational integrity of a system.  

 
118 

 
118 Trellix MVISION Endpoint Detection and Response Product Guide - 
https://docs.trellix.com/bundle/mvision-endpoint-detection-and-response-product-
guide/page/GUID-BC5B4C5C-4904-4414-8E8A-86ACB26037D7.html  

Case 2:22-cv-00427-JRG   Document 1   Filed 10/31/22   Page 74 of 112 PageID #:  74

https://docs.trellix.com/bundle/mvision-endpoint-detection-and-response-product-guide/page/GUID-BC5B4C5C-4904-4414-8E8A-86ACB26037D7.html
https://docs.trellix.com/bundle/mvision-endpoint-detection-and-response-product-guide/page/GUID-BC5B4C5C-4904-4414-8E8A-86ACB26037D7.html


75 

 
119 

 

 
120 

133. Every ’616 Accused Product practices sending, by the endpoint trust agent on a 

monitored device, a dynamic context including endpoint events and actions of the monitored 

device and applications executing on the monitored device at runtime.  For example, the endpoint 

agents (e.g., on Device: 59-edr-114) send suspicious process and network activity on the endpoint 

to McAfee/Trellix ePolicy Orchestrator.  

 
119 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-mvision-edr.pdf  
120 Id.  

Case 2:22-cv-00427-JRG   Document 1   Filed 10/31/22   Page 75 of 112 PageID #:  75

https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-mvision-edr.pdf
https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-mvision-edr.pdf


76 

121 
134. Every ’616 Accused Product practices receiving, at the trust orchestration server, 

the dynamic context including the endpoint events of the monitored device and the applications 

executing on the monitored device at runtime.  For example, McAfee/Trellix EDR receives 

dynamic context including endpoint events and applications executing on the monitored device at 

runtime. 

 
121 https://www.trellix.com/en-us/products/edr.html  
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122 
 

135. Every ’616 Accused Product practices analyzing, by the trust orchestration server, 

the received endpoint events.  For example, McAfee/Trellix EDR analyzes endpoint activity in 

real time to automatically identify threat activity.  

123 
 

 
122 https://www.trellix.com/en-us/products/edr.html  
123 https://www.trellix.com/en-us/products/edr.html  
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136. Every ’616 Accused Product practices receiving, by the trust orchestration server, 

third-party network endpoint assessments.  For example, McAfee/Trellix EDR receives third-

party, Cloud, and MITRE ATT&CK data. 

 
124 

 
125 

 
124 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-mvision-edr.pdf  
125 https://www.mcafee.com/enterprise/en-us/solutions/mvision/marketplace.html 
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126 
 

137. Every ’616 Accused Product practices generating, by the trust orchestration server, 

temporal events based at least in part on analyzing the third-party network endpoint assessments.  

For example, McAfee/Trellix EDR generates compliance data and assessed severity scores based 

at least in part on analyzing the third-party network endpoint assessments (e.g., MITRE ATT&CK 

tactics and techniques). 

 
127 

 
126 https://www.trellix.com/en-us/products/edr.html  
127 Trellix MVISION Endpoint Detection and Response Product Guide - 
https://docs.trellix.com/bundle/mvision-endpoint-detection-and-response-product-
guide/page/GUID-BC5B4C5C-4904-4414-8E8A-86ACB26037D7.html#  
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128 

 
129 

138. Every ’616 Accused Product practices correlating, by the trust orchestration server, 

the received endpoint events and the generated temporal events.  For example, McAfee/Trellix 

EDR correlates the received endpoint events and the generated temporal events (e.g., compliance 

data and assessed severity scores). 

 
128 Id.  
129 https://www.mcafee.com/enterprise/en-us/assets/solution-briefs/sb-mvision-endpoint-epo.pdf  
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130 

 
131 

139. Every ’616 Accused Product practices generating, by the trust orchestration server, 

an integrity profile for the system.  For example, McAfee/Trellix EDR generates an integrity 

profile for the system (e.g., a list of devices with compliance and threat issues).  

 
130 https://www.mcafee.com/enterprise/en-us/assets/solution-briefs/sb-mvision-endpoint-epo.pdf  
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132 

140. Defendant has and continues to indirectly infringe one or more claims of the ’616 

Patent by knowingly and intentionally inducing others, including customers and end-users, to 

directly infringe, either literally or under the doctrine of equivalents, by making, using, offering to 

sell, selling, and/or importing into the United States products that include infringing technology, 

such as the ’616 Accused Products (e.g., products incorporating the Vulnerability Management 

feature).  

141. Defendant, with knowledge that these products, or the use thereof, infringe the ’616 

Patent at least as of the date of this Complaint, knowingly and intentionally induced, and continues 

to knowingly and intentionally induce, direct infringement of the ’616 Patent by providing these 

products to end-users for use in an infringing manner, as well as providing instruction and 

 
132 https://www.youtube.com/watch?v=odGDYzQbe80&t=1s  
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installation manuals on its support portal, and providing customer service through phone support 

and/or dedicated support staff that instruct end-users to use the products in an infringing manner.133  

142. Defendant encourages and induces its users and customers of the ’616 Accused 

Products to perform the methods claimed in the Asserted Patents.  For example, Defendant Trellix 

makes its security services available on its website, widely advertises those services, provides 

applications that allow customers and users to access those services, provides training and 

instructions for installing, and maintaining those products, and provides technical support to 

customers and users via the Trellix support and services.134 

143. Defendant further encourages and induces its customers to use the infringing 

McAfee/Trellix ePolicy Orchestrator by providing directions for and encouraging the McAfee 

Agent to be installed on individual endpoint computers.135 

144. Defendant induced infringement by others, including end-users, with the intent to 

cause infringing acts by others or, in the alternative, with the belief that there was a high probability 

that others, including end- users, infringe the ’616 Patent, but while remaining willfully blind to 

the infringement. 

145. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’616 Patent in an amount to be proved at trial. 

 
133 Trellix MVISION Endpoint Detection and Response Product Guide - 
https://docs.trellix.com/bundle/mvision-endpoint-detection-and-response-product-
guide/page/GUID-BC5B4C5C-4904-4414-8E8A-86ACB26037D7.html#  
134 https://docs.trellix.com/; https://www.trellix.com/en-us/support.html; 
https://www.trellix.com/en-us/services/education-services.html  
135 Trellix MVISION Endpoint Detection and Response Product Guide - 
https://docs.trellix.com/bundle/mvision-endpoint-detection-and-response-product-
guide/page/GUID-BC5B4C5C-4904-4414-8E8A-86ACB26037D7.html#;  
https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-product-guide/page/GUID-
AAA4A531-FED9-4679-8FE2-ABB759F08590.html# 
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146. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’616 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

COUNT VIII 
(Infringement of the ’997 Patent) 

147. Paragraphs 1 through 37 are incorporated by reference as if fully set forth herein. 

148. Defendant is not licensed or otherwise authorized to make, use, offer for sale, sell, 

or import any products that embody the inventions of the ’997 Patent. 

149. Defendant has and continues to directly infringe at least claim 21 of the ’997 Patent, 

either literally or under the doctrine of equivalents, without authority and in violation of 35 U.S.C. 

§ 271, by making, using, offering to sell, selling, and/or importing into the United States products 

that satisfy each and every limitation of one or more claims of the ’997 Patent.  Such products 

incorporate compliance and include at least McAfee/Trellix ePolicy Orchestrator with 

McAfee/Trellix Policy Auditor (with McAfee Agent) (the “’997 Accused Products”) which is a 

system for controlling the operation of an endpoint, comprising: a user interface, provided by a 

computing system remote from the end point, configured to allow configuration of a plurality of 

policies; a data store, at the computing system, that contains the plurality of policies; one or more 

software services provided by an operating system on the endpoint configured to monitor a 

plurality of operating conditions identified in the plurality of policies; and one or more hardware 

processors at the computing system configured to: receive, across a network, status information 

about the plurality of operating conditions on the endpoint gathered by the one or more software 

services, determine a compliance state of the endpoint based on the status information and a 

plurality of compliance policies in the data store, and initiate, remotely by the computing system, 

based on the compliance state, an action identified in at least one rule in the data store, wherein 
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the action is carried out by the hardware processor on the endpoint, such that the computing system 

remotely ensures endpoint compliance with the plurality of compliance policies stored in the data 

store of the computing system. 

150. Every ’997 Accused Product is a system for controlling the operation of an 

endpoint.  For example, McAfee/Trellix ePolicy Orchestrator with McAfee/Trellix Policy Auditor 

controls the operation of an endpoint. 

 
136 

 

 
136 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-policy-auditor.pdf; 
https://partners.trellix.com/enterprise/es-es/assets/data-sheets/ds-policy-auditor.pdf  
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138 

 
137 McAfee Policy Auditor 6.3.0 Product Guide (McAfee ePolicy Orchestrator) - 
https://docs.trellix.com/bundle/policy-auditor-6.3.0-product-guide-epolicy-
orchestrator/page/GUID-1B44A515-6203-4523-8D82-E21E066088DC.html 
138 https://www.mcafee.com/enterprise/en-us/assets/guides/restricted/gd-nist-800-53-compliance-
controls.pdf; https://www.trellix.com/en-us/assets/docs/data-
sheets/Trellix_ePO_SaaS_Datasheet.pdf    
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139 
151. Every ’997 Accused Product comprises a user interface, provided by a computing 

system remote from the end point, configured to allow configuration of a plurality of policies, and 

a data store, at the computing system, that contains the plurality of policies.  For example, 

McAfee/Trellix ePolicy Orchestrator web console is a user interface at a computing system (e.g., 

management system, ePO server) remote from the end point (e.g., managed system with agent), 

configured to allow configuration of a plurality of policies (e.g., policies for compliance and access 

control).  

 

 
139 Trellix Agent 5.7.x Product Guide 
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140 

 
141 

 
140 https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-product-guide/page/GUID-
AAA4A531-FED9-4679-8FE2-ABB759F08590.html# 
141 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-policy-auditor.pdf; 
https://partners.trellix.com/enterprise/es-es/assets/data-sheets/ds-policy-auditor.pdf 

Case 2:22-cv-00427-JRG   Document 1   Filed 10/31/22   Page 88 of 112 PageID #:  88

https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-product-guide/page/GUID-AAA4A531-FED9-4679-8FE2-ABB759F08590.html
https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-product-guide/page/GUID-AAA4A531-FED9-4679-8FE2-ABB759F08590.html
https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-policy-auditor.pdf
https://partners.trellix.com/enterprise/es-es/assets/data-sheets/ds-policy-auditor.pdf


89 

 
142 

 
143 

152. Every ’997 Accused Product comprises one or more software services provided by 

an operating system on the endpoint configured to evaluate a plurality of operating conditions 

identified in the plurality of policies.  McAfee/Trellix Policy Auditor agent policy settings enables 

 
142 https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-product-guide/page/GUID-
AAA4A531-FED9-4679-8FE2-ABB759F08590.html# 
143 Id.  
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configuration of one or more software services (e.g., System Properties Service) provided by an 

operating system (e.g., Windows) on the endpoint to monitor the plurality of operating conditions 

(e.g., System Properties). 

      

144 

 
145 

 
144 https://www.mcafee.com/enterprise/en-us/assets/guides/restricted/gd-nist-800-53-compliance-
controls.pdf; https://www.trellix.com/en-us/assets/docs/data-
sheets/Trellix_ePO_SaaS_Datasheet.pdf    
145 McAfee Policy Auditor 6.3.0 Product Guide (McAfee ePolicy Orchestrator) - 
https://docs.trellix.com/bundle/policy-auditor-6.3.0-product-guide-epolicy-
orchestrator/page/GUID-1B44A515-6203-4523-8D82-E21E066088DC.html  
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146 

147 

148 
 

 
146 Id. 
147 Id. 
148 Id. 
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153. Every ’997 Accused Product receives, across a network, at the computing system, 

status information about the plurality of operating conditions on the endpoint gathered by the one 

or more software services.  For example, McAfee/Trellix ePolicy Orchestrator receives alerts for 

suspicious endpoint activity gathered by the McAfee/Trellix Policy Auditor agent. 

 
149 

154. Every ’997 Accused Product determines a compliance state of the endpoint based 

on the status information and a plurality of compliance policies in the data store.  For example, 

McAfee/Trellix ePolicy Orchestrator with McAfee/Trellix Policy Auditor determines a 

compliance state of the endpoint based on endpoint operating conditions and a plurality of 

compliance policies.  

 
149 McAfee Policy Auditor 6.3.0 Product Guide (McAfee ePolicy Orchestrator) - 
https://docs.trellix.com/bundle/policy-auditor-6.3.0-product-guide-epolicy-
orchestrator/page/GUID-1B44A515-6203-4523-8D82-E21E066088DC.html  
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150 

 

 
151 

 
150 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-policy-auditor.pdf; 
https://partners.trellix.com/enterprise/es-es/assets/data-sheets/ds-policy-auditor.pdf  
151 McAfee Policy Auditor 6.3.0 Product Guide (McAfee ePolicy Orchestrator) - 
https://docs.trellix.com/bundle/policy-auditor-6.3.0-product-guide-epolicy-
orchestrator/page/GUID-1B44A515-6203-4523-8D82-E21E066088DC.html 
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152 

 
153 

155. Every ’997 Accused Product practices initiating, remotely by the computing 

system, based on the compliance state, an action identified in at least one rule in the data store, 

 
152 https://www.mcafee.com/enterprise/en-us/assets/solution-briefs/sb-mvision-endpoint-epo.pdf 
153 https://www.mcafee.com/enterprise/en-us/assets/guides/restricted/gd-nist-800-53-compliance-
controls.pdf; https://www.trellix.com/en-us/assets/docs/data-
sheets/Trellix_ePO_SaaS_Datasheet.pdf   
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wherein the action is carried out by a hardware processor on the endpoint, such that the computing 

system remotely ensures endpoint compliance with the plurality of compliance policies stored in 

the data store of the computing system.  For example, McAfee/Trellix ePolicy Orchestrator with 

McAfee/Trellix Policy Auditor determines a compliance state of the endpoint based on endpoint 

operating conditions and a plurality of compliance policies, such that McAfee/Trellix ePolicy 

Orchestrator ensures endpoint compliance with the plurality of compliance policies stored in 

McAfee/Trellix ePolicy Orchestrator.  

154 

 
 

 
155 

 

 
154 Trellix Agent 5.7.x Product Guide 
155 https://www.mcafee.com/enterprise/en-us/assets/guides/restricted/gd-nist-800-53-compliance-
controls.pdf; https://www.trellix.com/en-us/assets/docs/data-
sheets/Trellix_ePO_SaaS_Datasheet.pdf   
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156. Defendant has and continues to indirectly infringe one or more claims of the ’997 

Patent by knowingly and intentionally inducing others, including customers and end-users, to 

directly infringe, either literally or under the doctrine of equivalents, by making, using, offering to 

sell, selling, and/or importing into the United States products that include infringing technology, 

such as the ’997 Accused Products (e.g., products incorporating compliance).  

157. Defendant, with knowledge that these products, or the use thereof, infringe the ’997 

Patent at least as of the date of this Complaint, knowingly and intentionally induced, and continues 

to knowingly and intentionally induce, direct infringement of the ’997 Patent by providing these 

products to end-users for use in an infringing manner, as well as providing instruction and 

installation manuals on its support portal, and providing customer service through phone support 

and/or dedicated support staff that instruct end-users to use the products in an infringing manner.156 

158. Defendant encourages and induces its users and customers of the ’997 Accused 

Products to perform the methods claimed in the Asserted Patents.  For example, Defendant Trellix 

makes its security services available on its website, widely advertises those services, provides 

applications that allow customers and users to access those services, provides training and 

instructions for installing and maintaining those products, and provides technical support to 

customers and users via Trellix support and services.157 

 
156 McAfee Policy Auditor 6.3.0 Product Guide (McAfee ePolicy Orchestrator) - 
https://docs.trellix.com/bundle/policy-auditor-6.3.0-product-guide-epolicy-
orchestrator/page/GUID-1B44A515-6203-4523-8D82-E21E066088DC.html 
157 https://docs.trellix.com/; https://www.trellix.com/en-us/support.html; 
https://www.trellix.com/en-us/services/education-services.html  
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159. Defendant further encourages and induces its customers to use the infringing 

McAfee/Trellix ePolicy Orchestrator with McAfee/Trellix Policy Auditor by providing directions 

for and encouraging the McAfee Agent to be installed on individual endpoint computers.158 

160. Defendant induced infringement by others, including end-users, with the intent to 

cause infringing acts by others or, in the alternative, with the belief that there was a high probability 

that others, including end-users, infringe the ’997 Patent, but while remaining willfully blind to 

the infringement. 

161. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’997 Patent in an amount to be proved at trial. 

162. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’997 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

COUNT IX 
(Infringement of the ’918 Patent) 

163. Paragraphs 1 through 37 are incorporated by reference as if fully set forth herein. 

164. Defendant is not licensed or otherwise authorized to make, use, offer for sale, sell, 

or import any products that embody the inventions of the ’918 Patent. 

165. Defendant has and continues to directly infringe at least claim 1 of the ’918 Patent, 

either literally or under the doctrine of equivalents, without authority and in violation of 35 U.S.C. 

§ 271, by making, using, offering to sell, selling, and/or importing into the United States products 

that satisfy each and every limitation of one or more claims of the ’918 Patent.  Such products 

 
158 https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-product-guide/page/GUID-
AAA4A531-FED9-4679-8FE2-ABB759F08590.html#; McAfee Policy Auditor 6.3.0 Product 
Guide (McAfee ePolicy Orchestrator) - https://docs.trellix.com/bundle/policy-auditor-6.3.0-
product-guide-epolicy-orchestrator/page/GUID-1B44A515-6203-4523-8D82-
E21E066088DC.html   
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incorporate compliance and include at least McAfee/Trellix ePolicy Orchestrator with 

McAfee/Trellix Policy Auditor (with McAfee Agent) (the “’918 Accused Products”) which 

comprise a system for controlling the operation of an endpoint, comprising: a user interface, 

provided by a computing system remote from the endpoint, configured to allow configuration of a 

plurality of policies; a data store, at the computing system, that contains the plurality of policies; 

one or more software services, provided by an operating system on the endpoint configured to 

evaluate a plurality of operating conditions identified in the plurality of policies; and one or more 

hardware processors at the computing system configured to receive, across a network, at the 

computing system, status information about the plurality of operating conditions on the endpoint, 

gathered by the one or more software services on the endpoint, and user information that identifies 

a user of the endpoint, to determine, by the computing system, a compliance state of the endpoint 

based on the user information and status information, and a plurality of compliance policies in the 

data store, and authorize access by the endpoint to a computing resource on the network, 

authorization being determined by the remote computing system in response to the compliance 

state. 

166. Every ’918 Accused Product comprises a system for controlling the operation of an 

endpoint.  For example, McAfee/Trellix ePolicy Orchestrator with McAfee/Trellix Policy Auditor 

controls the operation of an endpoint. 
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159 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-policy-auditor.pdf; 
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160 McAfee Policy Auditor 6.3.0 Product Guide (McAfee ePolicy Orchestrator) - 
https://docs.trellix.com/bundle/policy-auditor-6.3.0-product-guide-epolicy-
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161 

162 
167. Every ’918 Accused Product comprises a user interface, provided by a computing 

system remote from the endpoint, configured to allow configuration of a plurality of policies, and 

 
161 https://www.mcafee.com/enterprise/en-us/assets/guides/restricted/gd-nist-800-53-compliance-
controls.pdf; https://www.trellix.com/en-us/assets/docs/data-
sheets/Trellix_ePO_SaaS_Datasheet.pdf    
162 Trellix Agent 5.7.x Product Guide 
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a data store, at the computing system, that contains the plurality of policies.  For example, 

McAfee/Trellix ePolicy Orchestrator web console is a user interface at a computing system (e.g., 

management system, ePO server) remote from the end point (e.g., managed system with agent), 

configured to allow configuration of a plurality of policies (e.g., policies for compliance and access 

control). 

 

 
163 

 
163 McAfee ePolicy Orchestrator 5.10.0 Product Guide - https://docs.trellix.com/bundle/epolicy-
orchestrator-5.10.0-product-guide/page/GUID-AAA4A531-FED9-4679-8FE2-
ABB759F08590.html# 
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165 

 
164 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-policy-auditor.pdf; 
https://partners.trellix.com/enterprise/es-es/assets/data-sheets/ds-policy-auditor.pdf 
165 McAfee ePolicy Orchestrator 5.10.0 Product Guide - https://docs.trellix.com/bundle/epolicy-
orchestrator-5.10.0-product-guide/page/GUID-AAA4A531-FED9-4679-8FE2-
ABB759F08590.html# 
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166 

168. Every ’918 Accused Product comprises one or more software services, provided by 

an operating system on the endpoint configured to evaluate a plurality of operating conditions 

identified in the plurality of policies.  McAfee/Trellix Policy Auditor agent policy settings enables 

configuration of one or more software services (e.g., System Properties Service) provided by an 

operatifng system (e.g., Windows) on the endpoint to monitor the plurality of operating conditions 

(e.g., System Properties). 

 
167 

 
166 Id. 
167 https://www.mcafee.com/enterprise/en-us/assets/guides/restricted/gd-nist-800-53-compliance-
controls.pdf; https://www.trellix.com/en-us/assets/docs/data-
sheets/Trellix_ePO_SaaS_Datasheet.pdf    

Case 2:22-cv-00427-JRG   Document 1   Filed 10/31/22   Page 103 of 112 PageID #:  103

https://www.mcafee.com/enterprise/en-us/assets/guides/restricted/gd-nist-800-53-compliance-controls.pdf
https://www.mcafee.com/enterprise/en-us/assets/guides/restricted/gd-nist-800-53-compliance-controls.pdf


104 

 
168 

 
169 

 
168 McAfee Policy Auditor 6.3.0 Product Guide (McAfee ePolicy Orchestrator) - 
https://docs.trellix.com/bundle/policy-auditor-6.3.0-product-guide-epolicy-
orchestrator/page/GUID-1B44A515-6203-4523-8D82-E21E066088DC.html 
169 Id. 
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171 

169. Every ’918 Accused Product receives, across a network, at the computing system, 

status information about the plurality of operating conditions on the endpoint gathered by the one 

or more software services on the endpoint, and user information that identified a user of the 

endpoint.  For example, McAfee/Trellix ePolicy Orchestrator receives (1) alerts for suspicious 

endpoint activity gathered by the McAfee/Trellix Policy Auditor agent; and (2) user name.  

 
170 Id. 
171 Id. 
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173 

 
172 McAfee Policy Auditor 6.3.0 Product Guide (McAfee ePolicy Orchestrator) - 
https://docs.trellix.com/bundle/policy-auditor-6.3.0-product-guide-epolicy-
orchestrator/page/GUID-1B44A515-6203-4523-8D82-E21E066088DC.html 
173 Id.  
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170. Every ’918 Accused Product determines, by the computing system, a compliance 

state of the endpoint based on the user information and status information, and a plurality of 

compliance policies in the data store.  For example, McAfee/Trellix ePolicy Orchestrator with 

McAfee/Trellix Policy Auditor determines a compliance state of the endpoint based on endpoint 

operating conditions and a plurality of compliance policies.  

 
174 

 
175 

 
174 https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-policy-auditor.pdf; 
https://partners.trellix.com/enterprise/es-es/assets/data-sheets/ds-policy-auditor.pdf   
175 McAfee Policy Auditor 6.3.0 Product Guide (McAfee ePolicy Orchestrator) - 
https://docs.trellix.com/bundle/policy-auditor-6.3.0-product-guide-epolicy-
orchestrator/page/GUID-1B44A515-6203-4523-8D82-E21E066088DC.html 
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176 

 
177 

171. Every ’918 Accused Product authorizes access by the endpoint to a computing 

resource on the network, authorization being determined by the remote computing system in 

 
176 https://www.mcafee.com/enterprise/en-us/assets/solution-briefs/sb-mvision-endpoint-epo.pdf 
177 https://www.mcafee.com/enterprise/en-us/assets/guides/restricted/gd-nist-800-53-compliance-
controls.pdf; https://www.trellix.com/en-us/assets/docs/data-
sheets/Trellix_ePO_SaaS_Datasheet.pdf   
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response to the compliance state.  For example, McAfee/Trellix ePolicy Orchestrator with 

McAfee/Trellix Policy Auditor enforces access control polices when the endpoint is out of 

compliance. 

178 
 

 
 

 
179 

172. Defendant has and continues to indirectly infringe one or more claims of the ’918 

Patent by knowingly and intentionally inducing others, including customers and end-users, to 

directly infringe, either literally or under the doctrine of equivalents, by making, using, offering to 

sell, selling, and/or importing into the United States products that include infringing technology, 

such as the ’918 Accused Product (e.g products incorporating compliance).  

 
178 Trellix Agent 5.7.x Product Guide 
179 https://www.mcafee.com/enterprise/en-us/assets/guides/restricted/gd-nist-800-53-compliance-
controls.pdf; https://www.trellix.com/en-us/assets/docs/data-
sheets/Trellix_ePO_SaaS_Datasheet.pdf   
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173. Defendant, with knowledge that these products, or the use thereof, infringe the ’918 

Patent at least as of the date of this Complaint, knowingly and intentionally induced, and continues 

to knowingly and intentionally induce, direct infringement of the ’918 Patent by providing these 

products to end-users for use in an infringing manner, as well as providing instruction and 

installation manuals on its support portal, and providing customer service through phone support 

and/or dedicated support staff that instruct end-users to use the products in an infringing manner.180 

174. Defendant encourages and induces its users and customers of the ’918 Accused 

Products to perform the methods claimed in the Asserted Patents.  For example, Defendant Trellix 

makes its security services available on its website, widely advertises those services, provides 

applications that allow customers and users to access those services, provides training and 

instructions for installing, and maintaining those products, and provides technical support to 

customers and users via Trellix support and services.181 

175. Defendant further encourages and induces its customers to use the infringing 

McAfee/Trellix ePolicy Orchestrator with McAfee/Trellix Policy Auditor by providing directions 

for and encouraging the McAfee Agent to be installed on individual endpoint computers.182 

176. Defendant induced infringement by others, including end-users, with the intent to 

cause infringing acts by others or, in the alternative, with the belief that there was a high probability 

 
180 McAfee Policy Auditor 6.3.0 Product Guide (McAfee ePolicy Orchestrator) - 
https://docs.trellix.com/bundle/policy-auditor-6.3.0-product-guide-epolicy-
orchestrator/page/GUID-1B44A515-6203-4523-8D82-E21E066088DC.html 
181 https://docs.trellix.com/; https://www.trellix.com/en-us/support.html; 
https://www.trellix.com/en-us/services/education-services.html  
182 https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-product-guide/page/GUID-
AAA4A531-FED9-4679-8FE2-ABB759F08590.html#; McAfee Policy Auditor 6.3.0 Product 
Guide (McAfee ePolicy Orchestrator) - https://docs.trellix.com/bundle/policy-auditor-6.3.0-
product-guide-epolicy-orchestrator/page/GUID-1B44A515-6203-4523-8D82-
E21E066088DC.html  
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that others, including end-users, infringe the ’918 Patent, but while remaining willfully blind to 

the infringement. 

177. Taasera has suffered damages as a result of Defendant’s direct and indirect 

infringement of the ’918 Patent in an amount to be proved at trial. 

178. Taasera has suffered, and will continue to suffer, irreparable harm as a result of 

Defendant’s infringement of the ’918 Patent, for which there is no adequate remedy at law, unless 

Defendant’s infringement is enjoined by this Court. 

DEMAND FOR JURY TRIAL 
 

Plaintiff hereby demands a jury for all issues so triable. 

PRAYER FOR RELIEF 

WHEREFORE, Taasera prays for relief against Defendant as follows: 

a. Entry of judgment declaring that Defendant has directly and/or indirectly infringed 

one or more claims of each of the Patents-in-Suit; 

b. An order pursuant to 35 U.S.C. § 283 permanently enjoining Defendant, its 

officers, agents, servants, employees, attorneys, and those persons in active concert or 

participation with it, from further acts of infringement of the Patents-in-Suit;  

c. An order awarding damages sufficient to compensate Taasera for Defendant’s 

infringement of the Patents-in-Suit, but in no event less than a reasonable royalty, together with 

interest and costs; 

d. Entry of judgment declaring that this case is exceptional and awarding Taasera its 

costs and reasonable attorney fees under 35 U.S.C. § 285; and, 

e. Such other and further relief as the Court deems just and proper. 
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Dated:  October 31, 2022   Respectfully submitted, 

 /s/ Alfred R. Fabricant 
Alfred R. Fabricant 
NY Bar No. 2219392 
Email: ffabricant@fabricantllp.com 
Peter Lambrianakos 
NY Bar No. 2894392 
Email: plambrianakos@fabricantllp.com 
Vincent J. Rubino, III 
NY Bar No. 4557435 
Email: vrubino@fabricantllp.com 
Joseph M. Mercadante 
NY Bar No. 4784930 
Email: jmercadante@fabricantllp.com 
FABRICANT LLP 
411 Theodore Fremd Avenue, 
Suite 206 South 
Rye, New York 10580 
Telephone: (212) 257-5797 
Facsimile: (212) 257-5796  
 
Justin Kurt Truelove 
Texas Bar No. 24013653 
Email: kurt@truelovelawfirm.com 
TRUELOVE LAW FIRM, PLLC 
100 West Houston Street 
Marshall, Texas 75670 
Telephone: (903) 938-8321 
Facsimile: (903) 215-8510 
 
ATTORNEYS FOR PLAINTIFF 
TAASERA LICENSING LLC 
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