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IN THE UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF TEXAS
WACO DIVISION

SOVEREIGN PEAK
VENTURES, LLC,
Plaintiff,
CASE NO. 6:22-¢cv-1273
V.

TP-LINK CORPORATION

LIMITED f/k/a TP-LINK

INTERNATIONAL LTD.
Defendant.

JURY TRIAL

L L L L L S L M L

COMPLAINT AND JURY DEMAND

Plaintiff Sovereign Peak Ventures, LLC (“SPV”) brings this action against
TP-Link Corporation Limited formerly known as TP-Link International Ltd. (“TP-
Link”) for infringement of U.S. Patent Nos. 7,796,512, 8,045,531, 8,270,384,

8,902,871, 9,357,441, and 10,039,144 and alleges the following:

THE PARTIES

1. Plaintiff, Sovereign Peak Ventures, LLC, is a Texas Limited Liability
Company with its principal place of business in Allen, Texas.

2. Defendant TP-Link Corporation Limited is a private limited company
organized under the laws of Hong Kong, with its principal place of business
located at Suite 901, 9/F., New East Ocean Centre, 9 Science Museum Road, Tsim
Sha Tsui, Kowloon, Hong Kong.

3. In 2020, TP-Link International Ltd. changed its name to TP-Link
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Corporation Limited.
4. According to its corporate profile published on its website (available

at https://www.tp-link.com/hk/about-us/corporate-profile/), TP-Link was founded

in 1996 and is ranked as “the No. 1 provider of Wi-Fi devices for a consecutive 11
years, supplying distribution to more than 170 countries . . ..” TP-Link supplies a

full range of products to customers in the United States.

tp-link

Founded in 1996, TP-Link is a global provider of reliable networking devices and
accessories, involved in all aspects of everyday life. The company is ranked by
analyst firm IDC as the No. 1 provider of Wi-Fi devices for a consecutive 11 years®,
supplying distribution to more than 170 countries and serving billions of people
worldwide.

With a proven heritage of stability, performance, and value, TP-Link has curated a
portfolio of products that meet the networking needs of all individuals. Now, as the
connected lifestyle continues to evolve, the company is expanding today to exceed
the demands of tomorrow.

To know more about us, you could get regional contact information from the
"Contact Us" part.

For media requests, please mail to

*According to the latest published IDC Worldwide Quarterly WLAN Tracker Report,
Q1 2022 Final Release.
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5. TP-Link Corporation Limited may be served with process at its
primary office location at Suite 901, New East Ocean Centre, Tsim Sha Tsui, Hong
Kong.

JURISDICTION AND VENUE

6. SPV brings this action for patent infringement under the patent
laws of the United States, namely 35 U.S.C. §§ 271, 281, and 284-285, among
others. This Court has subject-matter jurisdiction pursuant to 28 U.S.C. §§ 1331
and 1338(a).

7. TP-Link is subject to this Court’s specific and general personal
jurisdiction pursuant to the Texas Long-Arm Statute and consistent with due
process, in view of its substantial business in Texas and in this judicial district
including: (a) its infringing activities alleged in this complaint by which
Defendant purposefully avails itself of the privilege of conducting business
activities in this state and district, and thus, submits itself to the jurisdiction of this
Court; and (b) regularly doing or soliciting business, contracting with and
engaging in other persistent conduct targeting residents of Texas and this district,
or deriving substantial revenue from goods and services offered for sale, sold,
and imported to and targeting residents of Texas and this district directly and
through or in concert with intermediaries, agents, distributors, importers,

customers, subsidiaries and/or consumers. See https://www.tp-link.com/us/where-
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8. TP-Link’s presence and conduct directed to residents of Texas and
into this district is intended to further and advance the development, design,
manufacture, importation, distribution, sale, and use (including by inducement) of
infringing TP-Link products in Texas and in this district.

0. Venue is proper in this judicial district pursuant to 28 U.S.C. §§
1391(c)(3) which provides that “a defendant not resident in the United States may
be sued in any judicial district.”

10.  TP-Link transacts business in this judicial district and has committed
acts of infringement in this judicial district.

11.  TP-Link directly or through intermediaries, make, use, offer for sale,
import, sell, advertise, or distribute products and services in the United States, the
State of Texas, and in this district.

12.  TP-Link advertises its products to residents in Texas and in this

district via its website: www.tp-link.com.

13.  TP-Link conducts its business of marketing, distributing, deploying,
and selling products and services in Texas and in this district through its agents,
representatives, affiliates, related entities, partners, distributors, and retailers.

14.  TP-Link continuously and systematically solicits business and

contracts with residents of Texas and this district.

SPV’S COMPLAINT AND JURY DEMAND — TP-LINK Page 4
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15. By way of example, and as a predicate for access and use, TP-Link
requires end users, customers, and subscribers to enter a written contract
containing certain terms and conditions governing their access and use of TP-
Link’s mobile applications including the TP-Link Deco and TP-Link Omada App,
Kasa Smart Home app, the TP-Link Camera app, the TP-Link Vigi app, and TP-
Link’s Tapo app.

16.  This Court has personal jurisdiction over TP-Link, directly and/or
indirectly via the activities of TP-Link and its intermediaries, agents, related
entities, affiliates, distributors, importers, customers, subsidiaries, or consumers.
Alone and in concert with these entities, TP-Link has committed acts of direct
and/or indirect patent infringement within Texas, and elsewhere within the United
States, giving rise to this action and/or has established minimum contacts with
Texas.

TP-Link Maintains a Sales Network and Channels for Selling and
Distributing into the United States and Texas.

17.  TP-Link maintains a global network of sales and distribution channels
for selling TP-Link products. See Choose Your Location, available at

https://www.tp-link.com/us/choose-your-location/.

18.  TP-Link’s global network includes retail stores and distributors

operating in Texas and in this district. See https://www.tp-link.com/us/where-to-

buy/.

SPV’S COMPLAINT AND JURY DEMAND — TP-LINK Page 5
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19. TP-Link directs and controls the acts of its affiliates and related
entities in the manufacture, shipment, importation, and distribution of TP-Link
products into and within the United States.

TP-Link Registers its Products with the U.S. Federal Communications
Commission to Sell in the United States.

20. To sell them in the United States, TP-Link applied for and obtained

registrations for certain TP-Link products from the United States Federal

Communications Commission (FCC). See https://fccid.io/2AXJ4X50POE
21. Inits application and disclosure to the FCC, TP-Link identified itself
as the responsible manufacturing party of TP-Link products intended for the

domestic market and for use by United States residents. See https://fcc.report/

FCC-ID/2AXJ4P9V?2/; and https://fcc.report/FCC-ID/2AXJ4P9V2/5079229

22.  TP-Link identified itself as “Grantee” for a non-transferrable
“equipment authorization” from the FCC for the sale of certain TP-Link products

in the United States. See https://fccid.10/2AXIJ4E4RV3 and https://fcc.report/

FCC-1ID/2AXJ4P9V2/5079229.

NOT TRANSFERABLE
EQUIPMENT AUTHORIZATION is hereby issued to the named GRANTEE, and is VALID ONLY for the equipment
identified hereon for use under the Commission's Rules and Regulations listed below.

FCC IDENTIFIER: 2AXJ4E4SV3
Name of Grantee: [TP-Link Corporation Limited

Equipment Class: Digital Transmission System
Notes: AC1200 Whole Home Mesh Wi-Fi System

23.  Under the authority of the FCC, TP-Link sought and received

SPV’S COMPLAINT AND JURY DEMAND — TP-LINK Page 6
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authorization for “equipment for operation at approved frequencies and sale within
the USA.” See FCC Grant of Equipment Authorization Certification for TP-Link,

available at https://fccid.i0/2AXI4E4SV3.

24.  TP-Link’s FCC product registrations include certain TP-Link Deco
Mesh devices and business EAPs enabled for 802.11k/r: AC1200 (https://

fccid.i0/2AXJ4E4SV3); Whole Home Mesh Wi Fi 6 System Models AX1800

(https://fccid.i0/2AXI4X20V2); AX3000 (https:/fecid.io/2AXIJ4X50POE);

AC2200 (https://fccid.10/2AXIJAMIPLUSV?2); AX3600 (https://fccid.io/

2AXJ4EAP660HD); AX6600 (https://fccid.10/2AXJ4X90); and AXES5400

(https://fccid.10/2AXJ4XE7S).

FCC IDENTIFIER: ZAXJ4XELS

Name of Grantee: [TP-Link Corporation Limited

Equipment Class: 15E 6 GHz Low Power Indoor Access Point

Notes: AXE5400 Whole Home Mesh Wi-Fi 6E System, AXE5300 Whole Home Mesh Wi-Fi
BE System

https://fccid.i0/2AXJ4XE75

25.  TP-Link is listed on the labels of its products as the manufacturing

party.
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Label

O tp-link deco)

AXES5400 Whole Home Mesh Wi-Fi 6E System Sl G aiiy
Model: Deco XE75 Zi! [ |:| F@

Power: 12V===2A MADE IN CHINA
FCCID: 2ZAXJAXETS

R-NZQ@_

C €crtfl©

Suite 801, New Ea st Dcean Centre, Tsim Sha Tsui, Hong Kong  TP-Link Corporation Limited

This device complies with part 15 of the FCC Rules. Operation is subject to the following two

EDHdltIDr‘IE (1) This device may not cause harmful interference. (2) This device must accept
any interference received, including interference that may cause undesired operation. /

https://fccid.i0/2AXJ4XE75/Label/Label-and-Label-Location-5654084

- AX3600 Wireless Duaf-Band
19 tp-link OmMada Muiti-Gigabit Ceiling Mount Access Point

802.3at PoE: 42 5-57V ==06A
Default Access: http//iniinkesp.net

Usemame: adrmin Q@F@ I|Il]illllllllHI[II[IlIIIIIII[IHHITIIIII

Pazswiod: admin MG IR W% 0% W W

UK @EH[ 22N 550 7o s oo
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SSI0: TP-Link_ SGHz_ Y00

u.u:mru:um TEaklS € — FEG 10: 2AXI4EAPREIHT G PRS- EAPSEIHD
Thii devioe campdag whh part 15 of te FCO Puiae E sibject o e foliowing bwe condiion=-{1]
This dewice may Nt causs armiul inerfamnee, and (7) i)s devios Mist acoest 3y a recatyad,
Inckrdig ETErfErEncE s mEy aaise undesied spsratan

TR-Lmk Corporation Limit=d Bli= 901, HmEmmmﬁmmmahamhmgm«g

https://fccid.i0/2AXJ4EAP660HD/Label/Confidential-EAP660-HD-label-5853893

26. TP-Link certifies that its products comply with all necessary FCC

requirements governing usage in the U.S. See e.g., https://fccid.io/2AXJ4E4SV3/

Letter/Deco-E4S-FCC-Declaration-of-Conformity-6190845: https://fccid.io/
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2AXJ4E4SV3/Letter/Deco-E4S-FCC-Declaration-of-Conformity-6190845; and

https://fccid.10/2AXJ4X50POE/Letter/Deco-X50-POE-FCC-Declaration-of-

Conformity-Rev01-6195755.

s ‘ tp-link

Declaration of Conformity

We

Mame: TP-Link Corporation Limited
Address: Room 901, 9/F., Mew East Ocean Centre, 9 Science Museum Road, Tsim $ha Tsui,

Kowloon, Hongkong

Declare that:

Product: AC1200 Whole Home Mesh Wi-Fi System
FCC ID: ZAXIAE4ASVE

Model: Deco EAS

Brand: tp-link

Product which bears the above FCC ID is also compliant with the FCC requirements for sDOC.
And the sDOC procedure shall be carried out prior to marketing the device in the US.

Sincerely,

Camh Wan

Mame: Sarah Wang

Position: Regulatory Compliance Manager

https://fccid.i0/2AXJ4E4SV3/Letter/Deco-E4S-FCC-Declaration-of-Conformity-
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6190845

27.  TP-Link certifies compliance with FCC requirements in order to sell
TP-Link products in the United States.

TP-Link Designs and Packages Products for Sale in the United States.

28. TP-Link designs and packages the accused products specifically for
the United States market. For example, TP-Link includes with the accused
products sold in the United States power cords and electrical plugs compatible with
United States power outlets. TP-Link knowingly and intentionally directs
distribution of such products into the United States.

29.  TP-Link product packaging features branding that includes its name

and copyright.

(LI

4597308493 55600007 MADE IN VIETNAM

FECEE @@C £ Rovs O @) T

For support and warranty, please visit: https://www.tp-link.com/support

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not
cause harmful interference, and (2) this device must accept any interference received, including interference that may cause
undesired operation.

Specifications are subject to change without notice. TP-Link is a reg d trad k of TP-Link
Corporation Limited. Other brands and product names are trac rademarks of their

respective holders. Copyright ©2021 TP-Link Corporation Lim 1. E D
*Please visit https://www.tp-link.com/omada-sdn to find all the models that can trally managed by OC200
L - =

30. TP-Link includes written notices to U.S. customers in product

SPV’S COMPLAINT AND JURY DEMAND — TP-LINK Page 10
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packaging that direct U.S. residents to ask TP-Link about its GNU General Public

Licenses at TP-Link’s Hong Kong address.

GNU General Public License Notice

This product includes software code developed by third parties,

Including software code subject to the GNU General Public License

("GPL"). As applicable, TP-Link (“TP-Link" in this context referring to

the TP-Link entity offering respective software for download or being

responsible for distribution of products that contain respective code)
provides, by itself or with the support of third parties (e.g. the TP-Link
Corporation Limited), mail service of a machine readable copy of the
corresponding GPL source code on CD-ROM upon request via email
or traditional paper mail. TP-Link will charge for a nominal cost to cover
shipping and media charges as allowed under the GPL. This offer will
be valid for at least 3 years.

For GPL inquiries and the GPL CD-ROM information, please contact
GPL@tp-link.com or write to Suite 901, New East Ocean Centre,
Tsim Sha Tsui, Hong Kong. Additionally, TP-Link provides for a GPL-
Code-Centre under https://www.tp-link.com/en/support/gpl/ where

machine readable copies of the GPL source codes used in TP-Link
products are available for free download. Please note, that the GPL-
Code-Centre is only provided for as a courtesy to TP-Link's customers
but may neither offer a full set of source codes used in all products nor
always provide for the latest or actual version of such source codes.

The GPL Code used in this product is distributed WITHOUT ANY
WARRANTY and is subject to the copyrights of one or more authors.
For further information about GNU General Public License please refer

to the following website:
https://static.tp-link.com/resources/document/GPL%20License%20Terms.pdf

31. TP-Link includes English-language product manuals in its products

along with the TP-Link logo and instructions to access the TP-Link apps (e.g.,
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Omada, Deco App).

Eﬂ]@ tp-link | Omada

The Smarter Cloud Solution for
Business Networking

Retail / Office / Education / Hospitality ...
Gateways, Switches, Access Points, Controllers

Package Contents

« AC1350 Wireless MU-MIMO Gigabit
Ceiling Mount Access Point

EAP225
« Gigabit Passive PoE Adapter

« Power Cord
« Installation Guide
« Mounting Kits

Easy Setup and Use

TP-Link Omada App provides the
easiest way to access and manage
Omada devices with your smartphone.

Scanthe QRcodeto download
Omada App.

g

# Download on the

App Store

™~ E'igogle Play

SPV’S COMPLAINT AND JURY DEMAND — TP-LINK
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Setup Just Got a Lot Easier

Unbox Deco, install the app and then simply follow the
on-screen directions. Deco app will take care of the rest
and get your network up and running in minutes.

System requirements & AppStore
* Android 4.3 or later g—
* {0S 9.0 or later Google Play B

32.  TP-Link includes on its U.S.-bound product packaging QR codes
providing links directing customers in Texas and throughout the United States to

TP-Link’s website (www.tp-link.com).
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33.  Aspart of its global manufacturing and distribution network, TP-Link
purposefully places infringing TP-Link products into established distribution
channels in the stream of commerce, including in Texas, via distribution partners,
retailers (including national retailers), reseller partners, affiliates, related entities,
solution partners, service providers, consumers, and other users.

TP-Link Purposefully Directs Sales Activities to Residents of Texas and this
District Through Its TP-Link Website and Sales Channels.

34.  TP-Link operates the www.tp-link.com website.

35. The TP-Link website provides United States customers with sales and
product information, including referring links and directions on how to purchase
TP-Link products in the United States, in Texas, and in this district.

36. TP-Link holds the copyright registrations corresponding to TP-Link’s

SPV’S COMPLAINT AND JURY DEMAND — TP-LINK Page 14
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websites. See https://www.tp-link.com/us/; https://www.tp-link.com/us/where-to-

buy/; https://www.tp-link.com/us/omada-sdn/; https://www.tp-link.com/us/deco-

mesh-wifl/; and https://www.tp-link.com/us/business-networking/all-switch/.

37. TP-Link controls the content of its website, gathers consumer

information through it, and controls how such information is utilized. For
example, TP-Link and its affiliates are listed as the responsible parties for the TP-

Link privacy policy. See https://www.tp-link.com/us/about-us/privacy/#sec_a.

38.  TP-Link’s Privacy Policy provides that “TP-Link Corporation
Limited, and its affiliates (collectively, “TP-Link,” “we” “us,” or “our”), takes
your privacy seriously. TP-Link provides (1) TP-Link branded hardware,
firmware, and software products (“Products™), (2) website(s) that may be accessed

at https://www.tp-link.com/us/ and http://www.kasasmart.com and

https://www.vigi.com (“Sites”), (3) services, including on and through the

Products, and technical support and services accessible through the Site(s) (“Web
Apps”) (4) software that may be downloaded to your smartphone or tablet to
access services (“Mobile App”), and (5) subscription services, including services
that can be accessed using the Web Apps and Mobile Apps (“Subscription

Services”). The term “Services” means the Sites, Web Apps, Mobile Apps, and

SPV’S COMPLAINT AND JURY DEMAND — TP-LINK Page 15
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Subscription Services, which may be used in conjunction with Products and in

other ways provided by TP-Link.” https://www.tp-link.com/us/about-us/privacy/

#sec a

What Products and Services does this policy cover
{1) TP-Link branded hardware, firmware, and software producis ("Products™:;

{2} websitels) that may be accessed at htipsfivwwip-link com, htips/www ikasasmaricom, and https:wwwvigixcom
{"Sites");

(3] services, including om and through the Products, and technical support and services accessible through the Sitels)

"Web Apps");
(4] software that may be downioaded to your smartphone or tablet to access servi :a*s ["Mobile Apos™):;

(5] subscription services, including services that can be accessed using Web Apps and Mobile Apps ("Subscription
Services™). The term "Senvices” means the Sites. Web Apps, Mobile Apps. and Subscriplion Senvices, which may be used in

conjunction with Products and in other ways provided by TP-Link.

39. TP-Link represents on its website that the TP-Link hardware products,

websites including https://ww.tp-link.com/us/, technical support and services

accessible through the TP-Link websites, and software downloaded to the users
smartphone or tables to access services and subscription services (collectively
referred to by TP-Link as “Services”) are provided by TP-Link located at Suite
901, New East Ocean Centre, Tsim Sha Tsui, Hong Kong, its affiliates and

subsidiaries. https://www.tp-link.com/us/about-us/privacy/#sec_b.
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TERMS OF USE

Welcome to TP-Link!

The Services defined herein are provided by TP-Link Corporation Limited., located at Suite 901, New East Ocean Centre,
Teim Sha Tsui, Hong Kong, its affiliates and subsidiaries. This document may refer to the service provider as "TP-Link
Corporation Limited..” "TP-Link.” "we,” "us,” or “our.”

TP-Link provides:

{1) TP-Link hardwars products ( Products’), (2) website(s) that may be accessed at hitps/fwanwip-lindk comviusd and

www kasasmart com (“Sites”) and hidps:fwawwiapo.comius!, (3] services, including technical support and services

accessible through the Siteds) TWeb AppsT], (4) software that may be downloaded to vour smartphone or tablet to aoccess
services "Mobile AppsT), and (5) subscription services, including services that can be accessad using the Web Apps and
Mobile Apps ("Subscription Services”). The term "Services™ means the Sites. Web Apps. Mobile Apps. and Subscripion
Services. which may be used in conjunction with Products and in other ways provided by TP-Link. Some Products and

Services of TP-Link can be used together or in ways that integrate with products and services from third parties.

https://www.tp-link.com/us/about-us/privacy/#sec b.

40. TP-Link provides specifications, user manuals, installation videos,
and other technical support documents for certain referenced products on its

website. See http://www.tp-link.com/us/support.

41.  TP-Link ships products (including the accused products) to its affiliate
TP-Link USA. Accused TP-Link products are currently sold at major retailers in
Texas and in this district including Target and Home Depot stores.

42. TP-Link’s website directs customers to purchase accused products
from its website (i.e., “Where to Buy”) and through its store, online stores,
distribution partners, retailers, reseller partners and solution partners. For example,
TP-Link lists and includes referring links to retailers that sell TP-Link products in

this district including Target, Amazon, Office Depot, Best Buy, Home Depot, and

SPV’S COMPLAINT AND JURY DEMAND — TP-LINK Page 17
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others.
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TE-Link Store Oniine Stores Distribution Partners Retaiters RS Solution partners
£ G ot
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TP-Link Store Online Stores Distribution Partners Retailers Reseller Partners | (NI ers |
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SINGLER)IGITS (\l_‘; wire2wifi’

Winncom Technologles

https://www.tp-link.com/us/where-to-buy/.

43. TP-Link’s website has a store locator feature, and direct consumers

including those in Texas where to buy TP-Link products.

HOME SMART HOME BUSINESS SERVICE PROVIDERS HOT DEALS COMMUNITY

ld.

44.  TP-Link sells its products in the United States and to residents in
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Texas and this district through the TP-Link Store, Online Stores, Distribution
Partners, Retailers, Reseller Partners, and Solution Partners.

45.  TP-Link’s Solution Partners include Solution Partners that are located
and sell in Texas (e.g., wire2wifi, [Packet Networks). TP-Link Solution Partners

wire2wifi and [Packet Networks support and sell TP-Link products in Texas.

TP-Link Store Online Stores Distribution Partners Retailers Reseller Partners

aerwave @E FIREX{DOG (/|—|: chet \'L@V

NETWOR K leT

-

Winncom Technologies

-~y ‘ ‘
SINGLER)GITS Anr wire2wifi® ‘

wire2wifi
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https://www.wire2wifi.com/contact-us.html; and https://www.ipacketnet.com/.

46. For example, TP-Link’s Solution Partner, wire2wifi, is headquartered
in Houston, Texas and sells TP-Link accused products. TP-Link’s Solution

Partner, wire2wifi, also provides network design and installation, 24/7 support and
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proactive monitoring to customers in Texas. See https:// www.wire2wifi.com/wifi-

services.html.

wire2wifi HOME

- Indoor Access Point

Outdoor-Access-Point

https://www.wire2wifi.com/wifi-products.html.

47.  Through its website, TP-Link provides weblinks to distributors (i.e.,
referring links) and directs consumers where to purchase TP Link products

(including the Accused Products). See https://www.tp-link.com/us/where-to-buy/.

48.  TP-Link introduced its products (including Accused Products) at
Target stores in the United States, in Texas, and in this district. TP-Link promoted
its partnership with Target and directed its customers to purchase TP-Link products

from Target stores including locations in Texas and this district.
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New Deco Mesh WiFI, WiFi 6 Router, Kasa Smart Camera and Plugs Now
Available at Target

TP-Link®, a leading global provider of consumer and business networking products, introduced highly affordable WiFi 6 Routers, Mesh WiFi Systems, WiFi
6 Range Extenders, Kasa Security Cameras, and Kasa Smart Plugs to select Targat stores nationwide. TP-Link products provide advanced technology and

give your home a smart upgrade. TP-Link is committed to delivering affordable solutions to meetincreasing demands, now more than ever.

Shop the new line up of products at Target.

https://www.tp-link.com/us/press/news/19198/.

49. TP-Link identifies its Hong Kong entity as associated with the Target
sales channel.

About TP-Link

Founded in 1996, TP-Link is a global provider of reliable networking devices and accessories, involved in all aspects of everyday life, The company is
consistently ranked as top provider of WLAN products, supplying distribution to mere than 170 countries and serving hundreds of millions of people
worldwide.

https://www.tp-link.com/us/press/news/19198/.

50. TP-Link’s advertisement and promotion of its products at Target is
directly linked to its Hong Kong entity founded in 1996 and not its US affiliate
(TP-Link USA Corporation). TP-Link’s affiliate US entity was not founded until
2008.

51. TP-Link directs Texas customers to purchase TP-link products at
physical store locations in Texas. For example, TP-Link links to the Target
website (i.e., referring website) which sells the TP-Link AC1200 Dual Band Mesh

3-Pack (an accused product) in Texas and provides for pickup.
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Processing for in-store pickup

Your pickup store:
Austin South Lamar Target store - 2300 W Ben White Blvd, Austin, TX 78704-7525

ame T
=y
\-,/
TP-Link AC1200 Dual Band Mesh 3-Pack
Qty: 1
$149.99/ea
Processing
Item picked up
= T
= TP-Link AC1200 Dual Band Mesh 3-
Pack
Qty: 1
~—— _—
‘*-—-/

Visit order details

https://www.target.com/p/tp-link-ac1200-dual-band-mesh-3-pack/-/A-79847622

ref=&ref=OpsEmail Order 572 Default®%200PU/DU%20B&i=185208&sfmc s
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ub=499773374&1=20_HTML&u=133557433&mid=7284873&jb=10661.

52.  TP-Link has sold and continues to sell accused TP-Link products
(e.g., TP-Link AC1200 Dual Band Mesh 3-Pack, AC1350, OC200) to customers in
Texas and in this district.

TP-Link Maintains Established Channels for Providing Pre- and Post-Sale
Advice to Customers in Texas.

53. TP-Link provides technical support to users of its products (including

applications) in Texas through its website, available at www.tp-link.com, and its

live chat and live agent support.

P tp-link © = O

Deco Live Agent Community  Support

I|||I Welcome to TP-Link Chat Supp:

4 HotServices Top Asked
2022-12-07 00:27:36 g

w Hi, I'm Link your virtual assistant. How may | be of service?
Please simplify your questions so that | can understand you
well.

Enter key words or phrases like ‘install deco M5’ or’
firmware update of deco’,

Where to buy

Warranty policy

Warranty Support

If your computer can not recognize the wireless network,
please refer to the FAQ:
https://www.tp-link.com/support/fag/2303/

Product Registration

. i . . Setup Videos
For human service, please click "'Live Agent’ to chat with

us and kindly note that:

1. System will hold on for 3 minutes, if you close the chat
page by accident; reopen the chat window in time can
continue to chat with our live agent.

2. Chat conversations will auto close if we haven't received

Download Center

HoNoRCRCRCRE

1. System will hold on for 3 minutes, if you close

your reply for 8 minutes. the chat page by accident; reopen the chat
window in time can continue to chat with our live
¥ agent.
A 41 B 2. Chat conversations will auto close if we haven't

received your reply for 8 minutes.

3. If the chat has been closed, you will need to
click "Live Agent” button to re-enter the human
service.

Close Send -
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https://livechat.tp-link.com/us/deco/

54. TP-Link provides technical support to its customers on its website
through its download center, support videos, FAQs, TP-Link Community, Contact
Technical Support, Replacement and Warranty, TP-Link Emulators, Compatibility

List, GPL Code Center, and Cloud Service Status tabs.

® @ ® ®

Download Center Support Videos FAQs TP-Link Community
Contact Technical Support Replacement & Warranty TP-Link Emulators Compatibility List
Submit a ticket to ask for support or call Check your product warranty details. View the web management interface of our View Compatibility lists such as Tether, TP-Link
directly. products. Cloud, Omada, OneMesh and WPA3
GPL Code Center Cloud Service Status
Select model number and hardware version to To see whether TP-Link cloud service is
download the source code library. operational

https://www.tp-link.com/us/support/

55. TP-Link provides contact information for users in Texas to access

Technical Support for their home and business products.
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sport/contact-technical-support/#LiveChat-Support

Contarct Technical Siinnort
Download Center O EdCeL 1ecClifniCal oupport

Support Videos Business Product Support

FAQs Please use the information below far support with censumer products, such as wireless routers, range extenders, Powerline
adapters, unmanaged switches (non-PoE), network adapters and smart home products.

TP-Link Community Knowledge Base Email Support Warranty

Welcome to TP-Link 24 hours Live Chat support for Home Products. Please choose your product type to start.

Replacement & Warranty

TP-Link Emulators

Whole-Home Wi-Fi Routers Powerline
Compatibility List E :

GPL Code Center

g

ONONONOROL© JORORORD)

Cloud Service Status

Range Extenders and Cable Modems and Cable Smart Home
Access Points Gateways "

https://www.tp-link.com/us/support/; and https://www.tp-link.com/us/support/

contact-technical-support/#Li1veChat-Support.

56. TP-Link provides technical support to U.S. customers through access
to TP-Link emulators for the Accused Products (e.g.,the TP-Link EAP660) on TP-
Link’s support page. TP-Link allows users to experience the TP-Link product

management panel through these emulators for the Accused Products.
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Note:

1. The emulator is g virtugl web GUI where you can experience the TP-Link product management pansl

1

ne listed emulators might not have the latest firmware.

w

The Teatures displayad ars for reference, and thairavailability may cepend on local reguiations. Far more information, please refar
10 the datasheet or product page

Type:

A
L't

Model Mumber:

= ol

Cmada Software
Controller

EAPBEOHD EAPE20HD EAPEED EAPE53

EAPESZ EAPETOD EAPEZ0HD EAPES0 HD

https://www.tp-link.com/us/support/emulator/
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8 emulator.tp-link.com/eap_emulator_660/index.html
tp-link g9 ®

_ i wireless Heragees aystem

Device Wireless Client

Device Information

Device Name: EAP660 HD-00-FF-00-06-DA-77
Device Model: EAPG6Q HD

Firmware Version: 1.0.5 Build 20201120 Rel. 54290(4555)
Hardware Version: 1.0

MAC Address: 00-FF-00-06-DA-77

IP Address: 192.168.1.103

Subnet Mask: 255,255.255.0

LAN Port: 1000Mbps - FD

System Time: 2021-03-04 16:07:28

Uptime: 6 days 05:48:23

CPuU utilization: 1 5%

Memory Utilization:

https://emulator.tp-link.com/eap emulator 660/index.html

57.  TP-Link provides to customers status information about its systems

including on TP-Link’s technical support website. See https://www.tp-

link.com/us/support/cloud-service-status/.

TP-Link Markets and Distributes Mobile Applications to Residents of Texas.

58.  TP-Link makes, distributes, develops, and operates application
software, such as the TP-Link-branded Deco app, Omado app, Kasa app, Kasa
Smart app, Tapo app, tpCamera app, and Vigi app, making them available to
residents of Texas and this district for download and use in connection with TP-
Link products including cameras, Wi-Fi routers, and controllers.

59. The TP-Link applications are available via digital distribution
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platforms operated by Apple and Google.

60. TP-Link directs customers in the United States, in Texas, and in this
district to download its applications for use with TP-Link products.

61. TP-Link instructs customers in Texas and in this district to use the TP-
Link applications with TP-Link products. TP-Link includes such instructions in

the product packaging of its products that are sold in Texas and this district.

[ Download on the

App Store

> aoé@e Play

# Download on the

' App Store

GET ITON

| P> Google Play

62. TP-Link provides instructions to customers in the United States, in
Texas, and in this district directing them to connect TP-Link cameras (e.g., Kasa

Pan and Tilt) with TP-Link Wi-F1 products (e.g., Deco M9 Plus) via the TP-Link
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Kasa App.

How Do | Setup my Kasa Cam?

Configuration Guide Updated 11-28-2022 06:44:27 AM ® 115507
This Article Applies to: ¥

Please following the instructions step by step in this article to go through the entire setup process, then you can control the Kasa Cam with your Kasa
app.

Before we begin:

1. Please download Kasa Smart from App Store or Google Play and install it on your smartphone.

2. Connect your smartphone to your home Wi-Fi network.

3. Plug your Kasa Cam into a power socket.

Here we use KC120 for example

Step 1: Open the Kasa App

Step 5: Choose your home network ta connect, enter the password of your home network.

« Entar the Pagsword
Choose a Network Connecting Kasa Cam to
<= Deco M9 Plus Your Home Network
We found the Tolowing 'Wi-Fi networks fos :
your Kasa Cam This migihl take a few minutes 1o estabiish 3
: CONNECHon
LT Q
’.-"
= Deco MO Plus [ Uickhereto showyour password /

]

Deco M5 -

U]

Deco M9 Plus -

% Deco M8 Plus . —

aiwlelritiyjulijelp

4)

Deco M9 Plus ]

alsidiflgihlilk]]

Daco M5 -
. zxcvbnm .
't Tind miy Netwibr spale -

https://www.tp-link.com/us/support/faq/1957/.

)
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63. TP-Link promotes the use of its camera products with the TP-Link
Wi-Fi products in the United States, in Texas, and in this district. See https://

www.tp-link.com/us/support/faq/1957/.

TP-Link Contracts with Texas Residents and Compiles Data Through the TP-
Link Mobile Applications.

64. TP-Link requires end users (including those in Texas and in this
district) to enter a contract with TP-Link governing and permitting access and use
of the TP-Link mobile applications.

65. TP-Link requires end users to create an account (e.g., Omada

Account) through a registration process in TP-Link’s app.

X Create a TP-Link ID

Controller - Cloud Access

& Has not logged in with a TP-Link ID. Country/Region
United States

TP-Link ID

Enter your TP-Link ID.

Password

Confirm Password

Please Log In

Enter the password.

Subscribe to the TP-Link newsletter and be
the first to know about amazing deals, VIP
giveaways, new products and so much more!

| accept the Terms of Use and confirm that |
have fully read and understood the Privacy
Palicy

Go to Log In
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TP-Link Omada App.

66. TP-Link requires customers in the United States, Texas, and in this
district, to agree to TP-Link’s terms and conditions prior to using the TP-Link apps
(e.g., Omada app, Deco app).

67. The TP-Link terms of use specify that they apply to the services
provided by TP-Link Corporation Limited and “are a binding contract between [the

end user] and TP-Link (the “Agreement”).” TP-Link Terms of Use.

ll" 5Ge®@

Terms of Use Close
TERMS OF USE

Welcome to TP-Link!

The Services defined herein are provided by TP-Link
Corporation Limited. This document may refer to the
service provider as “TP-Link Corporation Limited.”,
"TP-Link", "we", "us", or "our". These are the rules and
restrictions that govern your use of our website(s),
products, services, mobile applications, and other
software (collectively, the "Services").
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Your Acceptance

These Terms of Use (the "Terms") are a binding
contract between you and TP-Link (the
"Agreement”). If you do not agree to and accept all of
the Terms, you do not have the right to use the
Services and should cease using them immediately.
By using the Services in any way, you agree to the
Terms. The terms shall remain in effect as long as
you use the Services. The Terms also include TP-
Link's Privacy Policy.

Other brand or trade names mentioned herein are
reasonably necessary to identify the product or
service only.

TP-Link Terms of Use.

68.

TP-Link requires its customers in the United States, in Texas, and in

this district to enter a contract with TP-Link, which identifies itself at its Hong

Kong address, to use the TP-Link applications (e.g., TP-Link Deco App, Terms of

Use).

SPV’S COMPLAINT AND JURY DEMAND — TP-LINK

Page 34



Case 6:22-cv-01273 Document 1 Filed 12/09/22 Page 35 of 154

9:30 oll56 ¢ (@m)

< Terms of Use

TERMS OF USE

Welcome to TP-Link!

The Services defined herein are provided by TP-Link
Corporation Limited., located at Suite 901, New East
Ocean Centre, Tsim Sha Tsui, Hong Kong, its
affiliates and subsidiaries. This document may refer
to the service provider as “TP-Link Corporation
Limited.,” “TP-Link,"” “we,” “us," or “our.”

TP-Link provides:

(1) TP-Link hardware products (“Products”), (2)
website(s) that may be accessed at https://www.tp-

link.com/us/ and www.kasasmart.com (“Sites"”) and

https://www.tapo.com/us/, (3) services, including

technical support and services accessible through
the Site(s) ("Web Apps"), (4) software that may be
downloaded to your smartphone or tablet to access
services ("“Mobile Apps"), and (5) subscription
services, including services that can be accessed
using the Web Apps and Mobile Apps (“Subscription
Services"). The term “Services” means the Sites,
Web Apps, Mobile Apps, and Subscription Services,
which may be used in conjunction with Products and
in other ways provided by TP-Link. Some Products
and Services of TP-Link can be used together or in
ways that integrate with products and services from
third parties.

TP-Link Terms of Use.
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TP-Link Configures Products for Operation in the United States.

69. TP-Link configures its products for operation in the United States.

70.  Eleven of the thirteen available Wi-Fi channels are permitted for use
in the United States. Channels twelve and thirteen are permitted in certain other
countries but not in the U.S. Before selling products in the United States, TP-Link
certifies to the FCC that the accused products only operate in channels one through

eleven. https://fcc.report/ FCC-1D/2AXJ4C64/5212348.

TP-Link Corporation Limited

Wi-Fi Channel 12 and 13 Declaration Letter

Date: 2021-04-02
We, the undersigned company

Company Name: TP-Link Corporation Limited
Addrezs: Room 901, 9F. . New East Ocean Cenire, 9 Science Museum Road, Tsim Sha Tsui, Kowloon Hong Kong

Declare that:

Product description: AC1200 MU-MIMO Wi-Fi Router

Type designatien: Archer C64

Brand: tp-link

FCCID: 2ZAXT4ACH

Oniy channels 1~11 will be used in USA. Country code selection is disabled.

If you have any guestions regarding the authorization, please do not hesitate to contact us,
inank you~

Sincerely,

Signature: ’é W //—Ea‘ﬂ'

MName: Abby Liang
Tel:  00852-37585503

Email: _certification@tp-link.com

https://fcc.report/ FCC-1D/2AXJ4C64/5212348.
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TP-Link Purposefully Directs Sales Activities to Residents of Texas Through
Advertising.

71.  TP-Link markets its products to U.S. consumers through its website.

See www.tp-link/com/us.

72.  TP-Link markets its products to consumers in the United States
through social media.

73.  TP-Link recruits “TP-Link Brand Ambassadors” as part of its “Power
User” program. TP-Link’s Brand Ambassadors are consumers and users of TP-
Link products recruited in the U.S. based upon their social media presence and

their use of TP-Link products. See https://www.tp-link.com/us/brandambassador/.

SMART HOME BUSINESS SERVICE PROVIDERS HOT DEALS COMMUNITY

TP-Link Brand Ambassador Program

https://www.tp-link.com/us/brandambassador/
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74.  TP-Link recruits Brand Ambassadors (i.e., “influencers”) and
“team[s] up” with them to promote and market TP-Link products. See

https://www.tp-link.com/us/brandambassador/

75.  TP-Link Brand Ambassadors are compensated for promoting TP-Link
products on social media and participating in marketing campaigns.
76.  TP-Link Brand Ambassadors post content on social media (including

unboxing videos) to promote TP-Link products.

. afk_retro « Follow

. afk_retro So.... | made a silly video to
announce my partnership with TP-Link
as a brand ambassador! Super excited
to bring my followers the latest and
greatest in home networking. As
hinted in my Friday Twitch stream, I'll
be doing a few reviews of their new
Mesh Wi-Fi system. Stay tuned y'all.

streamer #twitch #twitchstreamer
#gamergear #twitchaffilate #xbox
#xbox1 #xboxone #xboxstreamer
#mixerstreamer #gamer #gaming
#instagaming M #instagamer # #%
#videogames #retrogaming
#streamerlife #nintendo #playstation
#psd #nintendoswitch #tplink

#trlinlran tar Zennchrantar

Qv A

74 views

https://www.instagram.com/p/B1g1 G3KHa-9/?hl=en.

SPV’S COMPLAINT AND JURY DEMAND — TP-LINK Page 38



Case 6:22-cv-01273 Document 1 Filed 12/09/22 Page 39 of 154

m 1 @ tonytechbytes Tony
#ad @tplink.us Fixing My WiFi Dead Spots (}) (Link in Bio) #tplink
#meshwifi #wifi #tonytechbytes #slowwifi #cybermonday2021 ...

3.3K Likes, 63 Comments. TikTok video from Tony (@tonytechbytes): "#ad @tplink.us Fixing My...

38.6K views | [1 Lazy Sunday - Official Sound Studio

https://www.tiktok.com/discover/tp-link-official?lang=en

77.  TP-Link marketed its products in the United States at the CES

convention in 2022. See https://www.tp-link.com/us/press/news/19853/.

TP-Link Registered U.S. Trademarks Used to Promote Products in Texas and
Throughout the United States.

78.  TP-Link has registered trademarks in the United States, including
trademarks used with the accused products (e.g., TP-Link Omada). TP-Link is

listed as the owner.

desidall itatn mr Use the "Back” button of the Internet Browser to return to TESS)

TP-LINK

https://tmsearch.uspto.gov/bin/showfield?f=doc&state=4810:aauhru.2.3

m { Use the "Back™ burton of the Internet Browser to return to TESS)

49 tp-link | Omada

Word Mark TP-LINK OMADA
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https://tmsearch.uspto.gov/bin/showfield?f=doc&state=4804:e¢712ym.2.2

( Use the "Back" button of the Internet Browser to return to TESS)

10 tp-link deco

https://tmsearch.uspto.gov/bin/showfield?f=doc&state=4803:n;3ypp.2.4

79. To obtain a trademark, TP-Link had to declare that the mark is used in
commerce in the United States.

TP-Link’s Activities Directed into Texas and this District Give Rise to SPV’s
Claims.

80. SPV’s claim for infringement arise out of or relates to TP-Link’s
activities in Texas and this district.

81. TP-Link’s websites, mobile applications, affiliates, related entities,
distributors, and retailers (including retailer physical stores) make up TP-Link’s
intertwined omnichannel sales strategy for the sale of TP-Link products in the
United States, in Texas, and in this district.

82.  Through the TP-Link website, mobile applications, and
distributor/retailer physical stores, TP-Link intends to serve Texas residents and
has increased sales in Texas and this district.

83.  TP-Link’s marketing and sales strategy is intentional and designed to

increase sales of TP-Link products (including products accused of infringement) in
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Texas and in this district.

84.  TP-Link does not limit distribution of its products or services to
exclude Texas residents. Nor has TP-Link changed or sought to change the
functionality of its products and applications to operate in a non-infringing way in
Texas or this district.

85.  TP-Link has taken no action to limit its advertisement or sales in
Texas. TP-Link has not refused to sell or ship its products to Texas customers or
blocked access to TP-Link applications for Texas customers.

86. TP-Link, alone and in concert with its affiliates, distributors, retailers,
and related entities, has purposefully directed its activities at Texas and should
reasonably anticipate being named as a defendant in this Court on this basis.

87.  This Court has personal jurisdiction over TP-Link, directly and/or
through the activities of TP-Link’s intermediaries, affiliates, distributors, retailers,
importers, and related entities. Through its own conduct and through direction and
control of these entities, TP-Link has committed acts of direct and/or indirect
patent infringement within Texas, and elsewhere within the United States, giving
rise to this action and/or has established minimum contacts with Texas such that
personal jurisdiction over TP-Link would not offend traditional notions of fair play
and substantial justice.

TP-Link is Subject to Personal Jurisdiction in this Court Under Federal Rule
of Civil Procedure 4(k)(2).
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88.  In the alternative, the Court has personal jurisdiction over TP-Link
under Federal Rule of Civil Procedure 4(k)(2), because the claims for patent
infringement in this action arise under federal law; TP-Link is not subject to the
jurisdiction of the courts of general jurisdiction of any state; and exercising

jurisdiction over TP-Link comports with due process under the U.S. Constitution.

THE SOVEREIGN PEAK VENTURES PATENTS AND HOW TP-LINK
INFRINGES THEM

89. SPV owns a portfolio of patents invented by employees of Panasonic
Corporation. Since its founding in 1918, Panasonic has been at the forefront of the
electronics industry for over a century. Since acquiring the Panasonic portfolio,
SPV has promoted adoption of technologies claimed in the Panasonic portfolio and
has entered into license agreements with numerous companies.

90. Over the years, Panasonic has innovated in the home appliance,
battery, mobile phone, and television industries. Panasonic’s invention of the
“Paper Battery” in 1979 is widely credited as enabling the compact electronics of
today. In 1991, Panasonic released the Mova P, the smallest and lightest mobile
phone on the market, which revolutionized the industry by demonstrating the
public’s demand for a compact, lightweight device. Panasonic also produced the
first wide-format plasma display and developed the first digital television for the

U.S. market.
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91. Panasonic’s history of innovation is borne out by its intellectual
property. Searching the Patent Office’s database for Panasonic as patent assignee
yields more than 27,000 matches.

92.  Marking its centennial in 2018, Panasonic opened the Panasonic

Museum to showcase its history of design philosophy and innovation.

TP-LINK INFRINGES U.S. PATENT NUMBER 7,796,512.
93.  The Patent Office issued U.S. Patent No. 7,796,512, titled “Switching

Source Device, Switching Destination Device, High Speed Device Switching
System, and Signaling Method,” on September 14, 2010, after a thorough
examination and determination that the subject matter claimed is patentable.

94. TP-Link Accused Products with respect to the ’512 patent include TP-

Link Deco Mesh devices and business EAPs enabled for 802.11k/r. By way of
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example, specific TP-Link Accused products include:
e 802.11ac Whole Home Mesh Wi Fi 6 System Models AX1800 and

AX3000;

802.11ac Whole Home Mesh Wi Fi System Model AC1200;

802.11ac Smart Home Mesh Wi Fi System Model AC2200;

802.11ac Tri1 Band Mesh Wi Fi 6/6E System Models AX3600, AX6600,

AXE5400, and AX5700;

802.11ac Dual Band Hybrid Mesh Wi Fi Systems: AC1300 and AV600;

802.11ac Whole Home Powerline Mesh Wi Fi System AV1000;

802.11ac Omada EAPs: EAP670, EAP660 HD, EAP650, EAP620 HD,
EAP610, EAP265 HD, EAP245, EAP225, EAP115, EAP110, EAP615
Wall, EAP235 Wall, EAP230 Wall, EAP225 Wall, EAP115 Wall,
EAP610 Outdoor, EAP225 Outdoor, and EAP110 Outdoor.

95. The Accused TP-Link APs are switching source devices that assist
connected clients with roaming to a switching destination device (a destination

AP).
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96. The Accused TP-Link APs support 802.11k/r:

Model Number TP-Link Deco
Wireless Backhaul Tri-Band (2.4G+5G_1+5G_2)
Mesh Protocol Supported |EEE 802.11k/vir
True Seamless Roaming v
Adaptive Path Selection (AFPS) v
loT Mesh V2
AC2200 Smart Home Mesh i !
Wi-Fi System - AP Steering J
Deco M9 Plus Self-Healing v

https://static.tp-link.com/upload/product-

overview/2022/202203/20220307/EAP%20Datasheet.pdf.

97.  TP-Link Accused APs supporting 802.11k/r operate as switching
source devices for moving a session with connected clients to switching destination
devices or APs.

4.3.11.10 Neighbor report

The neighbor report request is sent to an AP, which returns a neighbor report containing information about
known neighbor APs that are candidates for a service set transition. Neighbor reports contain information
from dotl IRMNeighborReportTable concerning neighbor APs. This request/report pair enables a STA to
gain information about the neighbors of the associated AP to be used as potential roaming candidates.
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98. TP-Link Accused APs include a service discovery section for

obtaining information used to compile a neighbor report:

11.11.10 Usage of the neighbor report
11.11.10.1 General

A neighbor report is sent by an AP and it contains information on neighboring APs that are members of
ESSs requested in the neighbor report request. A neighbor report might not be exhaustive either by choice,
or due to the fact that there might be neighbor APs not known to the AP. The neighbor report contents are
derived from the NeighborListSet parameter of the MLME-NEIGHBORREPRESP.request primitive. The
mechanism by which the contents of this table are determined is outside the scope of this standard, but it
may include information from measurement reports received from the STAs within the BSS, information
obtained via a management interface, or the DS.

The BSSID Information field can be used to help determine neighbor service set transition candidates. It is
4 octets in length and contains the subfields as shown in Figure 9-296.

BO B1 B2 B3 B4 B9 B10 B11 B12 B13 B14 B31
AP . v Mobility High Very High
Reachability Security | Key Scope | Capabilities Domain | Throughput | Throughput FTM Reserved
Bits: 2 1 1 6 1 1 1 1 18

Figure 9-296—BSSID Information field

The AP Reachability field indicates whether the AP identified by this BSSID is reachable by the STA that
requested the neighbor report. For example, the AP identified by this BSSID is reachable for the exchange of
preauthentication frames as described in 12.6.10.2. The values are shown in Table 9-150.

B4 BS B6 BT B8 B9
Spectrum i Delayed Block Immediate Block
Management QoS APSD Radio Measurement Ack Ack
Bits: 1 1 1 1 1 1

Figure 9-297—Capabilities subfield

The Mobility Domain bit is set to 1 to indicate that the AP represented by this BSSID is including an MDE
in its Beacon frames and that the contents of that MDE are identical to the MDE advertised by the AP send-
ing the report.

The High Throughput bit is set to 1 to indicate that the AP represented by this BSSID is an HT AP including
the HT Capabilities element in its Beacons, and that the contents of that HT Capabilities element are identi-
cal to the HT Capabilities element advertised by the AP sending the report.

The Very High Throughput bit is set to 1 to indicate that the AP represented by this BSSID is a VHT AP and

that the VHT Capabilities element, if included as a subelement in the report, is identical in content to the
VHT Capabilities element included in the AP's Beacon.
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99.  Accused TP-Link APs include a service discovery section for

measurement reports or background scans. For example, TP-Link APs perform

load balancing and band steering operations among clients and other APs:

Here are the configuration methods of Load Balance function on TP-Link AC serial product

| 5

=

Slalus

Matwork

= AP Sattings

= AP Frmwware
Uipgrada

= AP Database

= L gad Balancimg
Radio

Wirelece
Authentication
Link Backup

System Tools

Load daiEnang

Furetian

Load Balangng: * Enabla
Load Balanang Sakhngs

Node! Lession
{Trreshald: |

Inuf'fr.-:a-"um Threshold:

|r-'a:-1m.m1 Fail Number:

0 |

RSl Threshold:

75

{240, 20 by dafzult)
[ 1-&, 4 by default)
( 1-100, 10 by d=fault)

[-95.0, .75 hy defaul)

Here are the configuration methods of Band Steering function on TP-Link AC serial product:

L]

Status

Metwork

AP Control

= Radio Sattings
= Rabe Settings
« Band Steermg
Wiralocs
Authentication
Link Backup

System Tools

-
Band Steering

Funictsan

Band Stearing: Enakle

Band Steenng Setbngs

50HE Maximum Cannection \
(.

Threshold: 40 (=409

Difference Threshold: 4 {1-8)

Maxmmum Falurs Mumber: 10 {0-100)

Eava

https://www.tp-link.com/us/support/faq/1336/; and https://www.tp-
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link.com/us/support/faq/1337/.

100. TP-Link Accused APs instruct their respective service discovery
sections to inquire whether a service can be provided by requesting beacon reports
from connected clients at arbitrary times:

11.11.9 Specific measurement usage

11.11.9.1 Beacon report

- -

_detail requested in the Reporting Detail. If the Reporting Detail is 1 and the optional Request subelement is

101. TP-Link Accused APs determine switching destination candidate APs
using information obtained by the service discovery sections. The determination
may be made based upon the BSSID of a known AP or information relating to

settings and capabilities of an AP.

The BSSID is the BSSID of the BSS being reported. The subsequent fields in the Neighbor Report element
pertain to this BSS.

The BSSID Information field can be used to help determine neighbor service set transition candidates. It is
4 octets in length and contains the subfields as shown in Figure 9-296.

BO B1 B2 B3 B4 B9 B10 B11 B12 B13 B14 B31
AP : e Mobility High Very High
Reachability Security | Key Scope | Capabilities Domaln Throughput | Throughput FTM Reserved
Bits: 2 1 1 6 1 1 1 1 18

Figure 9-296—BSSID Information field

102. The Accused TP-Link APs generate a switching destination candidate
device list (e.g., a neighbor list) describing the switching destination candidate

APs:
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The following MLME primitives support the signaling of neighbor report responses.

6.3.33.2 MLME-NEIGHEORREPRESP.request

Name

Type

Valid range

Description

NeighborListSet

Set of Neighbor
List elements
each as defined
in the Neighbor
Report element
format

As defined in
94237

A set of Neighbor List elements, each representing a
neighboring AP being reported as defined in the
Neighbor Report element format.

VendorSpecificInf
o

A set of
clements

As defined in
942726

Zero or more elements.

103. The Neighbor Report element for each neighbor contains the AP

BSSID, which the Accused TP-Link APs use to establish a Fast Transition session

with that AP:
Element ‘ ‘ BSSID Operating Channel PHY Optional
Length BSSID Information Class Number Type Subelements
1 1 5] 4 1 1 1 variable

Figure 9-295—Neighbor Report element format
9.6.9.2 FT Request frame

The FT Request frame is sent by the STA o is associated AP to initiate an over-the-DS fast BSS transition,

Figure 9-684 shows the format of the FT Request frame Action field.

Octlels

Category FT Action j'*.l.‘rsd-rr‘;sa
1 1 5]

Targel &P

Addrass FT Request frame body

& varnahle

Figure 9-668—FT Request frame Action field format

The Category field is defined in 94.1.11,

The FT Action field is defined in 9.6.9.1.

The STA Address field is set to the fast BSS transition originator’s (FTO's) MAC address

104. In normal operation of exemplary TP-Link Accused APs, the Source
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AP establishes a session, either over the air or over the distribution system, with a

destination candidate device or target AP.

distribution system (DS): A system used to interconnect a set of basic service sets (BSSs) and integrated
local area networks (LANS) to create an extended service set (ESS).

13.10.2 Remote request broker (RRB)

The RRB resides in the SME on the APs and acts as a forwarding agent (at the current AP) and termination
point (at the target AP) for protocol messages over the DS.

The RRB allows APs that are part of the same mobility domain to exchange information over the DS. APs
that advertise the same MDID shall be reachable over the DS and support the over-the-DS communication.

As a termination point, when the RRB at the target AP receives a request frame from the current AP, it
interacts with the MAC and other parts of the SME to process the request and respond with a Remote
Response frame, through the RRB on the current AP, back to the requesting FTO.

As a forwarding agent, when the RRB at the current AP receives a request from an FTO directed to another
AP in the same mobility domain, the current AP forwards the request to that target AP. The RRB on the

105. TP-Link Accused APs include an input section for receiving a
switching destination candidate device list (e.g., the Neighbor Report) request from

connected users’ devices:

11.11.10.3 Responding to a neighbor report request

If: doTI lRMNel;_hborRenortActwaled 1s true an AP recet\«mg a neighbor report request shall respond with a
e > ame s ) If an SSID element is

106. TP-Link Accused APs include an output section for presenting the

Neighbor Report to a connected client in response to a neighbor report request:

4.3.11.10 Neighbor report

The neighbor report request is sent to an AP, which returns a neighbor report containing information about
known neighbor APs that are candidates for a service set transition. Neighbor reports contain information
from dotl IRMNeighborReportTable concerning neighbor APs. This request/report pair enables a STA to
gain information about the neighbors of the associated AP to be used as potential roaming candidates.
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11.11.10 Usage of the neighbor report

11.11.10.1 Gen

eral

A neighbor report is sent by an AP and it contains information on neighboring APs that are members of
ESSs requested in the neighbor report request. A neighbor report might not be exhaustive either by choice,
or due to the fact that there might be neighbor APs not known to the AP. The neighbor report contents are
derived from the NeighborListSet parameter of the MLME-NEIGHBORREPRESP.request primitive. The
mechanism by which the contents of this table are determined is outside the scope of this standard, but it
may include information from measurement reports received from the STAs within the BSS, information
obtained via a management interface, or the DS.

107. In normal operation of the Accused TP-Link APs, when an AP

receives a switching request (e.g., an FT Action Request) from a user device, the

TP-Link AP sends a RemoteRequest to the Target AP:

FTO Current AP Target AP
SME MAC MAC SME MAC SME
MLME-REMORE-REQUEST request
FT Action Request {et«emerﬂsﬁ]
MLMEvREEﬂTEvREﬂUEET.iMiCEﬁOH
RemoleRequest (elements) >
ATQel AP propesses

WI:ME-REMO

MLME-REAS
——

(elemants)
TE-REQUEST.indication

BOCIATE request

Reassociation Request

FT Action Response MHM E-REMOTE-REQUEST request

RemoteResponse (elements)

the requgst

-

ﬂLME-HEA

(elements)

Reassociation Response
(elemants)

MLM E-HEAS$DEATE.inEHI:EUOn

MLM E-REASEEEEATE. respofise

ESOCIATE. confirm

Figure 13-6—MLME interfaces for over-the-DS FT protocol messages
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108. The RemoteRequest message contains a switching instruction
including, for example, instructions for the robust security network (RSN)

association:

robust security network association (RSNA): The type of association used by a pair of stations (STAs) if
the procedure to establish authentication or association between them includes the 4-way handshake or FT
protocol. Note that existence of an RSNA between two STAs does not of itself provide robust security,
Robust security is provided when all STAs in the network use RSNAs,

13.8 FT authentication sequence

13.8.1 Overview

The FT authentication sequence comprises four sets of FT clements. Each set of FT elements is referred to in
13.8 as a message. These messages are included in the FT Protocol frames or FT Resource Request Protocol

frames to initiate a fast BSS transition. The FT authentication sequence is always initiated by the FTO and
responded to by the target AP.

In an RSN, the first two messages in the sequence allow the FTO and target AP to provide association
instance identifiers. SNonce and ANonce, respectively. SNonce and ANonce are chosen randomly or
pseudorandomly and are used to generate a fresh PTK. The first two messages also enable the target AP to
provision the PMK-R1 and the FTO and target AP to compute the PTK. The third and fourth messages
demonstrate liveness of the peer, authenticate the elements, and enable an authenticated resource request.

TP-LINK INFRINGES U.S. PATENT NUMBER 8,045,531.
109. The Patent Office issued U.S. Patent No. 8,045,531, titled “System

and method for negotiation of WLAN entity,” on October 25, 2011, after a
thorough examination and determination that the subject matter claimed is

patentable.

110. TP-Link Accused Products with respect to the *531 patent include the
TP-Link Omada WiFi system comprising, by way of example, TP-Link Omada
0C200 and OC300 controller devices that interface with TP-Link Omada APs to

provide WLAN service:
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Software Defined Networking (SDN) with Cloud Access

Omada's Software Dafinad Netwarking (SDN) platfc ntegrates natwi wvices, Including access points, switches and o jays, providing
100% centralized c Il cantralled from a single interface. Seamless wireless and

education, retail, offices, and more.

Exemplary TP-Link Omada
APs = 5PV ‘531 claim 1
“wireless access points

-‘—-
-
_— 0 (waF)
—--—
......

JetStream
Switches = _.-=T"

-
-
-
-
-
-
-
-
-
-
-
-
-
-

SafeStream
Gateways

= I Exemplary TP-Link Omada

I e Controller = SPV '531 claim

i skl Avir
Unified Management Interface L Controllers Cloud Access 1 “control nodes (CN)

111. Accused TP-Link WiFi Systems comprise one or more Omada APs
(WAPs) managed by an Omada Controller including, without limitation, Omada
APs identified at https://www.tp link.com/us/business networking/all
omada/#omada-acces-points such as TP-Link Access Points Models EAP660 HD,
EAP620 HD, EAP610, EAP265 HD, EAP245, EAP225, EAP115, EAPI110,
EAP615 Wall, EAP235 Wall, EAP230 Wall, EAP225 Wall, EAP115 Wall,

EAP225 Outdoor, and EAP110 Outdoor.

Software Defined Networking (SDN) with Cloud Access

Umada Software Definad Networking {S0ON) platform integrates network devices, including access points,
switches and gateways, providing 100% centralized cloud management. Omada creates a highly scalable
natwork all controlled from a single interface. Seamiess wireless and wired connections are provided, ides

for usa in hospitallty, education, retall, offlces, and mare.

See, e.g., https://static.tp-link.com/upload/product-overview/2022/202204/

20220418/Controller%?20Datasheet.pdf.
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112. In the Accused TP-Link Systems, WLAN functionality is distributed
among the Omada controller devices and the Omada APs. For example, Omada
APs are configured by an Omada controller to implement (process) certain client-
facing WLAN functions including, for example, Airtime Fairness, Band Steering,
and Seamless Roaming and Omada Mesh functions that are a subset of

functionality defined for the WLAN.

Seamless Roaming*

Mesh*

Increased Efficiency with OFDMA*

Advanced RF Management

MU-MIMO, Airtime Faimess, Beamforming, and Band Steering Technologies guarantee optimal RF performance

for business-ievel appiice

https://static.tp-link.com/upload/product-overview/2022/202203/

20220307/EAP%?20Datasheet.pdf.

113. TP-Link Accused Systems comprise one or more control nodes (e.g.,
Omada controller devices, OC200 and OC300) with pre-installed Omada controller

software.
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0C200

Omada Hardware Controller

0C300

Omada Hardware Controller

& Centralized mansosment for up to 500 Omada access points, JetStream switches. ano

https://www.tp-link.com/us/business-networking/omada-sdn-controller/oc200/; and

https://www.tp-link.com/us/business-networking/omada-sdn-controller/oc300/.

114. In the TP-Link Accused Systems, WLAN functionality is distributed
among the Omada controller devices (531 CN) and the Omada APs. For example,
Omada controller devices provide certain network-facing WLAN functions that are
a subset of functionalities defined for the WLAN. Functions include, without
limitation, providing access to network management through a cloud service,
gathering and reporting network statistics and insights, adjusting channel settings

and transmission power of the APs, and configuring and managing a management
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VLAN):

? On-Premises Controller with Cloud Access

Omada offers cloud access to its on-premises centralized management platforms—Omada Software Controller or Omada
Hardware Controller—to give you cantrol of the whole network wherever you are through the Omada app or Web Ul, without any
additional service subscription fees.

1. Assaciate to the server Cloud
Service

Internet

Cloud Access [
Omada Management Interface

E or O (-

OmadaApp

2 Login

Cloud Accessto
Omada Controller

Web Browser

i -
QCmada VPN Router

. N
. _—

T JetStream Swilch

Omada Centralized Management Platform

Omada Software
Controller on
PC/Server

Omada Hardware
Controller
0DC200/0C300

Omada Access Point

Al-Driven Technology for Stronger
Performance and Easy Network Maintenance

Intelligent Network Analysis,
Warning, and Optimization®*

Auto Channel Selection and
Power Adjustment

» Analyzes potential network problams and sends Providas powearful wiraless performance while
aptimization suggestions for higher network efficlency greathy reducing Wi-Fi interference b
» Locates network faults, automatically adjusting the channel settings and
rerates solutions Lo reduce network rsk transmiss Jower levels of neighboring APs ir
the same network.
- —
@ Channel 1 ® @ Channel 6

https://www.tp-link.com/us/omada-sdn/

115. The Accused TP-Link Systems provide for configuring and managing

a management VLAN:
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How to configure Management VLAN in Omada SDN
Controller (4.4.4 or above)?

Q&A of functional explanation or specification parameters Updated 09-16-2021 06:30:25 AM © 57349

4

The management VLAN Is a VLAN created to separate the management network from the data network. By defauit. the management VLAN is the LAN
network in a network centrally managed by Omada SDN Controller,

You can change the management VLAN to improve network security. With a separated management VLAN, it is much harder for unauthonzed users to
modify the configurations or monitor the network.

This article takes two scenarios as examples to introduce how to configure Management VLAN:

+ Network with an Omada managed router as the gateway

« Network with a non-Omada managed router as the gateway

https://www.tp-link.com/us/support/faq/2814/

116. In normal operation of the TP-Link Accused Systems. Omada APs
convey their capabilities to an Omada controller that utilizes this information to
configure the network and establish a secure session. Discovery/response

signaling occurs in part via a WAP negotiation unit:

2 Interactions During Adoption

During adoption, the interaction between the EAP and controller can be divided into three steps
Discovering. Establlahing and Conflguring, and Malntaining.

2.1 Discovering

When the EAP is powered on, It sends a message to port 25810 to broadcast its information. Once the
controller recelves the message, it ays the information of the EAP in the pending list and
responds to the EAP with a unicast message.

The interactlons are different based on different network topologies

If the EAP is on the same subnet with the controller, the controller can receive the messags directly
|as shown in Figure 2-1).

Figure 2-1 Interactions During Discovering jthe EAP 5 on the Same Subnetwith th

i

cap
Powered on) Omeda
Comtroller

= —

u!ﬂ\ \n\"’"
oA
s J,v-na*““‘"mt
:-,omﬁﬂ"" e

If not, the EAP can get the IP addreas of the controller from EAP Discover Utility and inform the
controller of its information via a unicast UDP message (as shown in Flgure 2-2)
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https://www.tp-link.com/us/configuration-guides/introduction-of-eap-adoption/

?configurationld=22336#discovering 2 1

2.2 Establishing and Configuring

Once the EAF gets the reply from the controller, it will ask to establish the connection. After that, the
controller will deliver the configurations downwards to the EAP.

The following picture shows simplified interactions during Establishing and Configuring.

Figure 2-3 Interactions During Establishing and Configuring

EAP
[Transition Status) Omada
C — j Controller
H

/_’7"\
Eaqp. .,

'”‘“"‘W\
a%
SCliop =

a0 28%

https://www.tp-link.com/us/configuration-guides/introduction-of-eap-adoption/

?configurationld=22336#establishing_and configuring 2 2

117. A Omada AP’s negotiation unit dynamically negotiates with the CN
for a secure connection and function split arrangement in transition statuses
Provisioning and Configuring.

118. The CN responds to discovery and connection request messages from

the APs and delivers configurations to the APs during adoption.
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1.3 Transition Statuses

Transition statuses appear briefly during the adoption, which means that the adoption goes on wheels.
They are: Provisioning, Configuring, and Adopting=.

Table 1-3 Transition Statuses

Status Explanation

Provisioning Provisioning is the first transition status when adopting an EAP with a wired cannectior. In
the Provisioning status, the controller is trying to establish the connection with the EAP

Configuring Configuring is the second transition status when adopting an EAP with a wired
connection. In the Configuring status, the controller issues configuration commands o it.

Adopting = Adopting ™ is the transition status when adopting an EAP with a wireless connection. In
the Adopting™ status, the controller is trying to establish the cannection with the EAP
and issues configuration commands to it.

2.2 Establishing and Configuring

Unce the EAF gets the reply from the controller, it will ask to establish the connection. After that, the
controller will deliver the configurations downwards to the EAP.

The following picture shows simplified interactions during Establishing and Configuring.

Figure 2-3 Interactions During Establishing and Configuring

EAR
[Transition Status) Omada
Controller
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https://www.tp-link.com/us/configuration-guides/introduction-of-eap-adoption/

?configurationld=22336#transition_statuses 1 3; and

https://www.tp-link.com/us/configuration-guides/introduction-of-eap-adoption/

?configurationld=22336#establishing and configuring 2 2.

119. TP-Link CNs provide complimentary functionality for the APs by, for

example, managing AP provisioning, configuration, and operation. Network-wide

e Omacda SON Controlier

SinB | Gis0 | 5D SMeE
Limifies] Oateroys
Management from —1—— Sasicies
Oma brteerfacs e T = 1 o

M

The Interconnected elements that work together to deliver a unified enterprise network include: Omada
1SDM Controller, gateways, switches, access points, and client devices. Beginning with a base of client
devices,_each element adds functionality and complexity as the network is developing, interconnecting
with the elemeants above and below it to create a comprehensive, secure wired and wiraless solution,

Omada SDN Controller is a command center and management platform at the heart of the Omada
1 network. With a single platform, the network administrators configure and manage enterprise networks
comprised of routers, switches, and wireless access points in batches. This unleashes new levels of
management 1o avoid complex and costly overprovisioning.
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management functionality and AP-specific operational functionality (e.g. running a

specific config, specific firmware, etc) forms complete WLAN functionality.

https://static.tp-link.com/manual/2021/202107/20210714/1910013060-

Omada%20SDN%20Controller%20User%20Guide.pdf

120. TP-Link CNs also provide complimentary functionality for APs by,

for example, managing the use Load Balancing and QoS on APs to form a

complete functionality defined for the WLAN.

& Advanced

In Advanced, configure Load Balance and QoS to make better use of natwork resources.

Load Balance can control the client number associated to the EAP. whils QoS can optimize the

parformance when handling differentiated wireless traffics, including traditlonal P data, VolP
(Voice-over Internet Protocol), and other types of audio, video, streaming media

Asuaness

Siluct tha frasg sncy band 2

-------
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1d.

121. Additional TP-Link Accused Products with respect to the 531 patent
include the TP-Link Systems featuring TP-Link APs and TP-Link access
controllers (ACs including, for example, TP-Link AC50 and AC500 wireless
controllers) that support configuration using the CAPWAP protocol to provide

service in a WLAN:

ACbh00 Wireless Controller

ACHO Wireless Controller

Key Features of the Auranet CAP Series Indoor Business Wi-Fi Solution :

¢ Powerful Wireless Controller for centralized management and real-time monitoring
* Wireless Controlier supports Automatic Channel Assignment and Transmit Power Control
* Supports PoE for flexible deployment without the need of external power supply

* Simple wall or celling-mounted design for seamless installation

e (Captive Portal authentication for secure guest Wi-Fi access

o WPA/WPAZ-enterprise, 8021 X with RADIUS secure authentication

e lses the industry-standard CAPWAP protocol for full interoperability with business networks

¢ Multi-SSID divides multiple wireless network for different users

e Quality of Service prioritizes time-sensitive traffic

https://www.tp-link.com/in/press/news/17332/

122. TP-Link APs support configuration using the CAPWAP protocol:

™ AC300/AC1200/AC1750 Wireless Dual
Band| Gigabit Ceiling Mount Access Point
(CAP300/CAP1200/CAP1750)

— 300Mbps Wireless N Outdoor Access Point
L SNEUEYERR (CAPSEFaoan)
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123. TP-Link APs and ACs support configuration using the CAPWAP
protocol to provide service in a WLAN. TP-Link ACs manage one or more TP-

Link APs.

This document describes the CAPWAP protocol, a standard,
interoperable protocol that enables an Access Controller (AC) to
manage a collection of Wireless Termination Points (WTPs). The
CAPWAP protocol is defined to be independent of Layer 2 (L2)
technology, and meets the objectives in "Objectives for Control and
Provisioning of Wireless Access Points (CAPWAP)" [RFC4564].

CAPWAP assumes a network configuration consisting of multiple WTPs
communicating via the Internet Protocol (IP) to an AC. WTPs are
viewed as remote radio frequency (RF) interfaces controlled by the
AC. The CAPWAP protocol supports two modes of operation: Split and
Local MAC (medium access control). In Split MAC mode, all L2
wireless data and management frames are encapsulated via the CAPWAP
protocol and exchanged between the AC and the WTP. As shown in
Figure 1, the wireless frames received from a mobile device, which is
referred to in this specification as a Station (STA), are directly
encapsulated by the WTP and forwarded to the AC.

https://tools.ietf.org/html/rfc5415

124. 1In Accused TP-Link Systems, WLAN functionality is distributed
among the ACs and APs in the network. TP-Link ACs manage one or more TP-

Link APs.
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Provisioning WTPs with security credentials and managing which WTPs
are authorized to provide service are traditionally handled by
proprietary solutions. Allowing these functions to be performed from
a centralized AC in an intercoperable fashion increases manageability
and allows network operators to more tightly control their wireless
network infrastructure.

1.1. Goals
The goals for the CAPWAP protocol are listed below:

1. To centralize the authentication and policy enforcement functions
for a wireless network. The AC may also provide centralized
bridging, forwarding, and encryption of user traffic.
Centralization of these functions will enable reduced cost and
higher efficiency by applying the capabilities of network
processing silicon to the wireless network, as in wired LANs.

2. To enable shifting of the higher-level protocol processing from
the WTP. This leaves the time-critical applications of wireless
control and access in the WTP, making efficient use of the
computing power available in WTPs, which are subject to severe
cost pressure.

1d.
125. Through the discovery process, TP-Link APs convey their capabilities
to an AC, which utilizes this information to configure the network and establish a

secure DTLS session.

The CAPWAP Protocol begins with a Discovery phase. The WTPs send a
Discovery Request message, causing any Access Controller (AC)
receiving the message to respond with a Discovery Response message.
From the Discovery Response messages received, a WTP selects an AC
with which to establish a secure DTLS session. In order to establish
the secure DTLS connection, the WTP will need some amount of pre-
provisioning, which is specified in Section 12.5. CAPWAP protocol
messages will be fragmented to the maximum length discovered to be
supported by the network.

Once the WTP and the AC have completed DTLS session establishment, a
configuration exchange occurs in which both devices agree on version
information. During this exchange, the WTP may receive provisioning
settings. The WTP is then enabled for operation.
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8.1.1. Configuration Flexibility

The CAPWAP protocol provides the flexibility to configure and manage
WTPs of varying design and functional characteristics. When a WTP
first discovers an AC, it provides primary functional information

Calhoun, et al. Standards Track [Page 113]

RFC 5415 CAPWAP Protocol Specification March 2009

relating to its type of MAC and to the nature of frames to be
exchanged. The AC confiqures the WTP appropriately. The AC also
establishes corresponding internal state for the WTP.

ld.

126. For example, the TP-Link System network may be set up with one of

two modes of encapsulation: 802.3 or native wireless.

4.4.2. Data Payload

A CAPWAP protocol Data Paylcad packet encapsulates a forwarded
wireless frame. The CAPWAP protocol defines two different modes of
encapsulation: IEEE 802.3 and native wireless. IEEE 802.3
encapsulation requires that for 802.11 frames, the 802.11
*Integration* function be performed in the WIP. An IEEE 802.3-
encapsulated user payload frame has the following format:

+ e e e e e +
| IP Header | UDP Header | CAPWAP Header | 802.3 Frame |

The CAPWAP protocol also defines the native wireless encapsulation
mode. The format of the encapsulated CAPWAP Data frame is subject to
the rules defined by the specific wireless technology binding. Each
wireless technology binding MUST contain a section entitled "Payload
Encapsulation", which defines the format of the wireless payload that
is encapsulated within CAPWAP Data packets.

For 802.3 payload frames, the 802.3 frame is encapsulated (excluding
the IEEE 802.3 Preamble, Start Frame Delimiter (SFD), and Frame Check
Sequence (FCS) fields). If the encapsulated frame would exceed the
transport layer's MTU, the sender is responsible for the
fragmentation of the frame, as specified in Section 3.4. The CAPWAP

protocol can support IEEE 802.3 frames whose length is defined in the
IEEE 802.3as specification [FRAME-EXT].
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CAPWAP assumes a network configuration consisting of multiple WTPs
communicating via the Internet Protocol (IP) to an AC. WTPs are
viewed as remote radio frequency (RF) interfaces controlled by the
AC. The CAPWAP protocol supports two modes of operation: Split and
Local MAC (medium access control). In Split MAC mode, all L2
wireless data and management frames are encapsulated via the CAPWAP
protocol and exchanged between the AC and the WTP. As shown in
Figure 1, the wireless frames received from a mobile device, which is
referred to in this specification as a Station (STA), are directly
encapsulated by the WIP and forwarded to the AC.

The Local MAC mode of operation allows for the data frames to be
either locally bridged or tunneled as 802.3 frames. The latter
implies that the WTP performs the 802.11 Inteqgration function. In
either case, the L2 wireless management frames are processed locally

ld.

127. The Accused TP-Link ACs provide complimentary functionality for
APs by, for example, performing the 802.11 integration function if split MAC

mode is utilized.

8.3. Configuration Status Response

The Configuration Status Response message is sent by an AC and
provides a mechanism for the AC to override a WIP's requested
configuration.

ld.

TP-LINK INFRINGES U.S. PATENT NUMBER 8,270,384.
128. The Patent Office issued U.S. Patent No. 8,270,384, titled “Wireless

Point that Provides Functions for a Wireless Local Area Network to be Separated
Between the Wireless Point and One or More Control Nodes, and Method for
Providing Service in a Wireless Local Area Network Having Functions Separated

Between a Wireless Point and One or More Control Nodes,” on September 18,
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2012, after a thorough examination and determination that the subject matter
claimed is patentable.

129. TP-Link Accused Products with respect to the *384 patent include the
TP-Link Omada WiFI system comprising, by way of example, TP-Link Omada

0OC200 and OC300 controller devices that interface with TP-Link Omada APs to

provide WLAN service:
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= The interconnecled elements that work together todeliver a unified enterprise networ kinclude: Omada

I | SON Controler, gateways, switches, access points, and client devices Beginning with a base of client
Exemplary Omada SDN I o e ) ' o .

1 | devices, eachelement adds functionality and complexity as the network is devel oping, nterconnecting
controller = Omada Controller ___j 1| with the elementsabove andbelow it to create acomprehensive, secure wiradand wireless sokition.
= SPV 384 claim 1 “one or 1
maore control nodes” : Omada SON Controller is a command center and manacement olatform at the heart of the Omada

I |\network. Witha single platform, the network administrators configure and manage enterprise networks

I comprised of routers, switches, and wireless access points in batches. This unleashes new levels of

Exemplary Omada AP | [menagement
=8PV‘384claiml ===~
“wireless point”

https://static.tp-link.com/manual/2021/202107/20210714/1910013060-

Omada%20SDN%20Controller%20User%20Guide.pdf.

130. Accused TP-Link WiFi Systems include an Omada Software Defined
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Networking (SDN) and comprise one or more Omada APs (WAPs) managed by an
Omada Controller including, without limitation, Omada APs identified at

https://www.tp-link.com/us/business-networking/all-omada/#omada-acces-points

such as TP-Link Access Points Models EAP660 HD, EAP620 HD, EAP610,
EAP265 HD, EAP245, EAP225, EAP115, EAP110, EAP615 Wall, EAP235 Wall,
EAP230 Wall, EAP225 Wall, EAP115 Wall, EAP225 Outdoor, and EAP110
Outdoor.

131. The Accused TP-Link Accused Systems include a separation between
the AP functions and control node functions. For example, control nodes perform
network-facing functions while APs perform client-facing functions. Additionally,
control nodes perform network wide WLAN management functions while APs

perform AP-specific operational functions.

Software Defined Networking (SDN) with Cloud Access

‘384 claim 1
*wireless point”
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https://static.tp-link.com/upload/product-overview/2022/202204/

20220418/Controller%20Datasheet.pdf

132. Omada controller devices running Omada controller software (each a
control node) provide network wide management functionality, and the APs
provide separate AP-specific operational functionality. Accordingly, the APs
additionally “provide[] for functions for a wireless local area network to be

separated between said wireless point and one or more control nodes.”

Al-Driven Technology for Stronger
Performance and Easy Network Maintenance

Intelligent Network Analysis, Auto Channel Selection and
Warning, and Optimization* Power Adjustment
] 'I‘-"'I-"' yZes patential networ |‘. progiems -"IIT\'I Senas Provides powearulw ":‘i':"'- S pernormandce wnlie
yptimization suggestions for higher netwark efficiancy greatly reducing Wi-Fi interferance b
Locates network faults, warns and notify users, and automatically adjusting the channel settings an
erates solutions to reduce network risk transmission power levels of neighboring A

the same network.

@ Channel 1 @ Channel

https://www.tp-link.com/us/omada-sdn/.
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? On-Premises Controller with Cloud Access

Omada offers cloud access to its on-premises centralized management platforms—0Omada Software Controller or Omada

Cloud Access

1. Assaciate to the server Cloud

I
1 Service
|

s seasiaa

Internet

oo~

Omada Hardware
Controller
0OC200/0C300

Omada Centralized Management Platform

(Tire)

e
Omada Software
Controller on
PC/Server

Omada VPN Router

JetStream Switch

Hardware Controller—to give you control of the whole network wherever you are through the Omada app or Web Ul, without any
additional service subscription fees.

2. Login

Cloud Accessto ||
Omada Controller 1

Omada Management Interface

E = O (-

Web Browser

Omada App

N

Omada Access Paint

Hybrid Cloud for Maximum Convenience

Featuring hybrid cloud technalogy, the Omada Software Controller allows you to remotely control your whole network wherever you are in the
world with cloud access, Locally manage devices with the ultimate security and stability.

Cloud Access

1. Associate to the server

Omada Software Controller
on PC/Server

Omada Cloud Management Platform >>

Cloud
Service

2.Login

VCIcr>ud Acceés to

| Omada Controller

o~

Omada Router
|

JetStream Switch

Omada Management Interface

[s 3= &

or

Omada App Web Browser

R\

Omada Access Point

See also https://www .tp-link.com/us/business-networking/omada-sdn-

controller/omada-cloud-based-controller/;: and https://www.tp-

link.com/us/business-networking/omada-sdn-controller/omada-software-
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controller/.

133. The Omada controllers also provide complimentary functionality for
the APs. One example such functionality is managing the use of e.g. Load
Balancing and QoS on the APs-this network wide management functionality
forming a complete WLAN functionality with the AP-specific operational

functionality (e.g. running 802.1lk/r, Airtime fairness, band steering).

Soloetha hogoneynand] DO | T s eonligim th |flcuing pameraten sne fatanoe

Advancad

AP functionality e

Enale

Controller (control node) functionality

= Advanced

In Advanced, configure Load Balance and QoS 1o maka betler use of network resources
Load Balance can control the client number associated to the EAP. while QoS can optimize the

performance when handling dfferentiated wireless wraffics, including traditional IP data, ValP
(Voica-over Internet Protocol), and other types of audio, wdeo, streaming media. EATIPNE D Eratle

https://static.tp-link.com/manual/2021/202107/20210714/1910013060-

Omada%20SDN%20Controller%20User%20Guide.pdf

134. In an Accused Omada WiFi system, the discovery unit of an Omada
AP sends (via broadcast) a discovery request message to Omada controller devices
(said one or more control nodes) on the AP’s network through port 29810. The

discovery request messages are sent during the Omada AP discovery and adoption
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signaling process.

2 Interactions During Adoption

During adoption, the interaction between the EAP and controller can be divided into three steps
Discovering. Eatabliahing and Configuring. and Maintalning.

2.1 Discovering

When the EAP I3 powered on, It sends a message to port 22810 to broadeast ifs infoemation. Cnce the
controller receives the message. it displays the mformation of the EAP in the pending fist and
responds to the EAP with a unicast message.

The imeractions are different basad on different network topologies

If the EAP is on the same subnet with the controller, the controller can receive the message directly
{as shown in Figure 2-1).

Figure 2-1 Inksractiors During Discovering {the EAP is on the Same Subnst with the

CAP

Urmada
Comimndin

If not. the EAP can get the IP addreas of the controller from EAP Discover Utility and Inform the
controller of its information via 3 unicast UDP message (as shown in Figure

2-2).

https://www.tp-link.com/us/configuration-guides/introduction-of-eap-

adoption/?configurationld=22336#discovering 2 1
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Omada
Discovery Utility
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If not, the EAP can get the |IP address of the contreller from EAP Discover Utility and inform the
controller of its information via a unicast UDP message (as shown in Figure 2-2),

Figure 2-2 Interactions During Discovering (the EAP is on a Different Subnet with the Controller)

EAP
[Powered on)

=

y Aor ,mg!\()“

ld.

135. The Accused Omada APs select an Omada controller (one control

node) based on a received discovery response message from the controller, or from

the Omada Discovery Utility on the AP's layer 2 network. For example, during the

Omada AP adoption process, the AP selects the Omada controller (control node)

based on a discovery response message received from the Omada Discovery

Utility, informing the AP of a candidate Omada controller and the IP address of the

controller.
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If not, the EAP can get the IP address of the controller from EAP Discover Utility and inform the
controller of its information via a unicast UDP message (as shown in Figure 2-2).

Figure 2-2 Interactions During Discovering (the EAF 15 on a Different Subnet with the Controller)

EAP
Omada {Powered on) Omada
Discovery Utility i @ Controller

ld.

136. The discovery response message sent by the control node includes
security related information that is used by the Omada AP (wireless point) during
the adoption process (i.e. to “select one control node). The discovery response
message sent by the control node includes information identifying the control node
model to determine compatibility by the Omada AP. The discovery response
message includes the IP address for establishing a connection between the AP and

the control node upon selection by the AP.
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2.1 Discovering

When the EAP is powered an, it sends a message (o port 29510 1o broadeast its information, Once the
cantroller receives the message, it displays the information of the EAP in the pending list and
responds o the FAP with a unicast message.

The interactions are different based on different network tepologies.

If the EAP is on the same subnet with the controller, the controller can receive the message directly
(as shown in Figure 2-1).

Figure 2-71 Interactons Dunng Discovering (the EAP s an the Same Subnetwith the Controllern)
CAP
(Powered on) Omada

Controllér

If not. the EAP can get the IF address of the controller from EAP Discover Udlity and inform the
controller of its information via a unicast UDP message (as shown in Figure 2-2).

ld.

137. Ifthe Omada AP receives a discovery response message from the
Omada Discovery Ultility identifying an Omada controller on a different subnet,
the Omada AP will receive an additional discovery response message from the
Omada controller identified by the Omada discovery utility. Additionally, the
discovery response message received from an Omada controller on a different
subnet from the Omada AP includes similar information about functions offered by

the controller as the example where the controller is on the same subnet as the AP.

SPV’S COMPLAINT AND JURY DEMAND — TP-LINK Page 75



Case 6:22-cv-01273 Document 1 Filed 12/09/22 Page 76 of 154

If not, the EAP can get the IP address of the controller from EAP Discover Utility and inform the
controller of its information via a unicast UDP message (as shown in Figure 2-2).

Figure 2-2 Interactions During Discovering (the EAP is on a Different Subnet with the Controller)
— EAP
Omada
Discovery Utility
Arie

1d.
138. During the adoption process the Omada AP establishes a secure

session with the chosen control node.
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2.2 Establishing and Configuring

Once the EAP gets the reply from the controller, it will ask to establish the connection. After that, the
controller will deliver the configurations downwards to the EAP.

The following picture shows simplified interactions during Establishing and Configuring.

Figure 2-3 Interactions During Establishing and Configuring

EAP
(Transition Status) Omada
-

https://www.tp-link.com/us/configuration-guides/introduction-of-eap-

adoption/?configurationld=22336#establishing and configuring 2 2

139. The session establishing unit establishes the secure session while the

AP status is “Provisioning.”
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1.3 Transition Statuses

Transition statuses appear briefly during the adoption, which means that the adoption goes on wheels.
They are: Provisioning, Configuring, and Adopting = .

Table 1-3 Transition Statuses

Status Explanation

Provisianing Provisioning is the first transition status when adopting an EAP with a wired connection. In
the Provisioning status, the controller is trying to establish the connection with the EAR.

Configuring Configuring is the second transition status when adopting an EAP with a wired
connection. In the Configuring status, the contraller issues configuration commands ta it.

Adopting Adopting = is the transiticn status when adopting an EAP with & wireless connection. In
the Adopting™ status. the contraller is trying to establish the connection with the EAP
and issues configuration commands to it.

https://www.tp-link.com/us/configuration-guides/introduction-of-eap-

adoption/?configurationld=22336#transition statuses 1 3

140. After the secure session is established, a negotiation unit exchanges
information with the Omada controller about the functions to be separated between

the controller and the AP.
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2.2 Establishing and Configuring

Once the EAP gets the reply from the controller, it will ask to establish the connection. After that, the
controller will deliver the configurations downwards to the EAF.

The following picture shows simplified interactions during Establishing and Cenfiguring.

Figure 2-3  Interactions During Establishing and Canfiguring

EARP
(Transition Status) Omada
Controlier

https://www.tp-link.com/us/configuration-guides/introduction-of-eap-

adoption/?configurationld=22336#establishing_and configuring 2 2

141. The negotiation unit exchanges information about the functions to be

separated while the AP status is “configuring.”
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1.3 Transition Statuses

Transition statuses appear briefly during the adoption, which means that the adoption goes on wheels.
They are: Provisioning, Configuring, and Adopting=.

Table 1-3 Transition Statuses

Status Explanation

Provisiaoning Provisioning is the first transition status when adopting an EAP with a wired connection. In
the Provisioning status, the controller is trying to establish the connection with the EAR

Configuring Configuring is the second ftransition status when adopting an EAP with a wired
connection. In the Canfiguring status, the controller issues configuration commands to it.

Adapting Adopting = is the transition status when adopting an EAP with & wireless connection. In
the Adopting = status, the controller is trying to establish the connection with the EAP
and issues configuration commands to it.

https://www.tp-link.com/us/configuration-guides/introduction-of-eap-

adoption/?configurationld=22336#transition statuses 1 3

142. Additional TP-Link Accused Products with respect to the >384 patent
include the TP-Link Systems featuring TP-Link APs (including, for example,
CAP300/CAP1200/CAP1750 APs and 300 Mbps Wireless N Outdoor AP
CAP300-Outdoor) that support configuration using the CAPWAP protocol to
provide service in a WLAN.

143. TP-Link APs support configuration using the CAPWAP protocol:

AC300/AC1200/AC1750 Wireless Dual
Band Gigabit Ceiling Mount Access Point
(CAP300/CAP1200/CAP1750)

— 300Mbps Wireless N Outdoor Access Point
(CAP300-Outdoor)
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See also https://www.tp-link.com/res/images/vi/cap/index.html; https://www.tp-

link.com/us/business-networking/desktop-access-point/cap300/; and

https://www.tp-link.com/us/business-networking/desktop-access-point/cap1750/.

Key Features of the Auranet CAP Series Indoor Business Wi-Fi Solution :

» Powerful Wireless Controller for centralized management and real-time moniionng

* Wireless Controller supports Automatic Channel Assignment and Transmit Power Control

» Supparts PoE for flesible deployment without the need of extemal power supply

o Simple wall or cafling-mounted design for seamless installation

& Captve Portal authentication for secure guestWe-Fl actess

» WPAANVPAZ-enterprise, 802.1X with RADIUS secure authentication

s Lses the industry-standarg CAPWAP protocel for full interoperability with business networks

» Multi-S5ID divides multiple wireless network for different users

v Cualty of Service prioritizes time-sensitive traffic

https://www.tp-link.com/in/press/news/17332/

Centralized Management and Automatic Discovery

B E T T e

» New device Cj Existing devices
\
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https://www.tp-link.com/res/images/vi/cap/index.html

Model CAPI1750 CAP1200 CAP300 CAP300-Outdoor

AC1750 Wireless Dual Band AC1200 Wireless Dual Band 300Mbps Wireless N 300Mbps Wireless N

Product Description i . i )
Gigabit Access Point Gigabit Access Point Access Point Outdoor Access Pomnt

https://www.tp-link.com/res/images/vi/cap/index.html

144. TP Link APs and ACs support configuration, using the CAPWAP
protocol, to separate WLAN functions between them.

This document describes the CAPWAP protocol, a standard,
interoperable protocol that enables an Access Controller (AC) to
manage a collection of Wireless Termination Points (WTPs). The
CAPWAP protocol is defined to be independent of Layer 2 (L2)
technology, and meets the objectives in "Objectives for Control and
Provisioning of Wireless Access Points (CAPWAP)" [REC4564].

1.1. 6Goals

The goals for the CAPWAP protococl are listed below:

1. To centralize the authentication and policy enforcement functions
for a wireless network. The AC may also provide centralized
bridging, forwarding, and encryption of user traffic.
Centralization of these functions will enable reduced cost and
higher efficiency by applying the capabilities of network
processing silicon to the wireless network, as in wired LANs.

2. To enable shifting of the higher-level protocol processing from
the WTP. This leaves the time-critical applications of wireless
control and access in the WIP, making efficient use of the
computing power available in WTPs, which are subject to severe
cost pressure.

https://tools.ietf.org/html/rfc5415.
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145. TP Link APs send discovery requests to the one or more ACs in the
network.

The CAPWAP Protocol begins with a Discovery phase. The WTPs send a
Discovery Request message, causing any Access Controller (AC)
receiving the message to respond with a Discovery Response message.
From the Discovery Response messages received, a WTP selects an AC
with which to establish a secure DTLS session. In order to establish
the secure DTLS connection, the WTP will need some amount of pre-
provisioning, which is specified in Section 12.5. CAPWAP protocol
messages will be fragmented to the maximum length discovered to be
supported by the network.

Discovery Thread: The AC's Discovery thread is responsible for
receiving, and responding to, Discovery Request messages. The
state machine transitions in Figure 4 are represented by numerals.
Note that the Discovery thread does not maintain any per-wWTP-
specific context information, and a single state context exists.
It is necessary for the AC to protect itself against various
attacks that exist with non-authenticated frames. See Section 12
for more information.

ld.

146. TP Link APs select an AC based on the discovery response message

received, through which the AC advertises its services.
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Upon receiving a Discovery Request message, the AC will respond with
a Discovery Response message sent to the address in the source
address of the received Discovery Request message. Once a Discovery
Response has been received, if the WTP decides to establish a session
with the responding AC, it SHOULD perform an MTU discovery, using the
process described in Section 3.5.

5.2. Discovery Response Message

The Discovery Response message provides a mechanism for an AC to
advertise its services to requesting WTPs.

When a WTP receives a Discovery Response message, it MUST wait for an
interval not less than DiscoveryInterval for receipt of additional
Discovery Response messages. After the DiscoverylInterval elapses,
the WTP enters the DTLS-Init state and selects one of the ACs that
sent a Discovery Response message and send a DTLS Handshake to that
AC.

ld.

147. The AP establishes a secure DTLS session with the chosen AC.

The CAPWAP Protocol begins with a Discovery phase. The WTPs send a
Discovery Request message, causing any Access Controller (AC)
receiving the message to respond with a Discovery Response message.
From the Discovery Response messages received, a WTP selects an AC
with which to establish a secure DTLS session. In order to establish
the secure DTLS connection, the WTP will need some amount of pre-
provisioning, which is specified in Section 12.5. CAPWAP protocol
messages will be fragmented to the maximum length discovered to be
supported by the network.

Once the WTP and the AC have completed DTLS session establishment, a
configuration exchange occurs in which both devices agree on version
information. During this exchange, the WTP may receive provisioning
settings. The WTP is then enabled for operation.

ld.
148. The TP Link APs contain a negotiation unit that sends functional

information to the AC.
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8.1.1. Configuration Flexibility

The CAPWAP protocol provides the flexibilitv to confiqure and manage
WIPs of varying design and functional characteristics. When a WTP
first discovers an AC, it provides primary functional information

Calhoun, et al. Standards Track [Page 113]
RFC 5415 CAPWAP Protocol Specification March 2009

relating to its type of MAC and to the nature of frames to be
exchanged. The AC configures the WTP appropriately. The AC also
establishes corresponding internal state for the WTP.

1d.
149. TP Link APs contain a negotiation unit that sends functional
information to the AC. For example, functions may be split using two modes of

operation: Split MAC and Local MAC.

CAPWAP assumes a network configuration consisting of multiple WTPs
communicating via the Internet Protocol (IP) to an AC. WTPs are
viewed as remote radio frequency (RF) interfaces controlled by the
AC. The CAPWAP protocol supports two modes of operation: Split and
Local MAC (medium access control). 1In Split MAC mode, all L2
wireless data and management frames are encapsulated via the CAPWAP
protocol and exchanged between the AC and the WTP. As shown in
Figure 1, the wireless frames received from a mobile device, which is
referred to in this specification as a Station (STA), are directly
encapsulated by the WTP and forwarded to the AC.

The Local MAC mode of operation allows for the data frames to be
either locally bridged or tunneled as 802.3 frames. The latter
implies that the WTP performs the 802.11 Integration function. 1In
either case, the L2 wireless management frames are processed locally

ld.
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150. As another example, functions may also be split using two modes of

encapsulation, including 802.3 and Native wireless.

4.4.2. Data Payload

A CAPWAP protocol Data Payload packet encapsulates a forwarded
wireless frame. The CAPWAP protccol defines two different modes of
encapsulation: IEEE 802.3 and native wireless. IEEE B802.3
encapsulation requires that for 802.11 frames, the B02.11
*Integration* function be performed in the WI'P. An IEEE 802.3-
encapsulated user payload frame has the following format:

S, e e S e +

e e . 1 e e s e e o 5 e e e e 5 Y A TS +

The CAPWAP protocol also defines the native wireless encapsulation
mode. The format of the encapsulated CAPWAP Data frame is subject to
the rules defined by the specific wireless technology binding. Each
wireless technology binding MUST contain a section entitled "Payload
Encapsulation", which defines the format of the wireless payload that
is encapsulated within CAPWAP Data packets.

For 802.3 payload frames, the B02.3 frame is encapsulated (excluding
the IEEE B802.3 Preamble, Start Frame Delimiter (SFD), and Frame Check
Sequence (FCS) fields). If the encapsulated frame would exceed the
transport layer's MTU, the sender is responsible for the
fragmentation of the frame, as specified in Section 3.4. The CAPWAP
protocol can support IEEE 802.3 frames whose length is defined in the
IEEE 802.3as specification [FRAME-EXT].

ld.

TP-LINK INFRINGES U.S. PATENT NUMBER 8,902,871.

151. The Patent Office issued U.S. Patent No. 8,902,871, titled “Wireless

Base Station and Wireless Communication Terminal and Wireless Communication

System Base Station Apparatus, Mobile Apparatus, and Communication Method,”

on December 2, 2014, after a thorough examination and determination that the

subject matter claimed is patentable.

152. TP-Link Accused Products with respect to the *871 patent include the
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TP-Link Wi-Fi adaptors that support Wi-Fi Direct. The Accused Products include

at least the Archer T4U, Archer TSUH, Archer TOUH, and TL-WN752N Wi-Fi

adaptors that support Wi-Fi Direct:

(]
-
g
) AC1900 High Gain Wireless Dual Band USB
AC1300 Wireless Dual Band USB Adapter Adapter
Archer T4U
Archer TOUH
B m

- )

3

AC1300 High Gain Wireless Dual Band USB
Adapter

150Mbps Wireless N Nano USB Adapter
TL-WN725N

Archer T4UH

Re:Adapter that supports Wi-Fi Direct

#2

Hi Greg,

Posts: 564

Kudos: 34

Solutions: 5
Registered: 2018-12-24

J Arcner T4u, Archer TAUH and Archer TOUH support Direct WiFi. |

_i Re:Adapter that supports Wi-Fi Direct 4
Kevin_Z Hi Greg,

Posts: 564 TL-WNT2Z5N also support it.

Kudos: 34
Solutions: 5
Registered: 2018-12-24

https://community.tp-link.com/en/home/forum/topic/155889.

153. The Accused Products supports Wi-Fi Direct. In Wi-Fi Direct, one

Wi-Fi peer acts as a “communication terminal” and another Wi-Fi Direct peer acts
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as a “base station.”

1.4 Definitions

Wi-Fi Direct Peer ———— P2P Device: Wi-Fi P2P device that is capable of acting as both a P2P Group
Owner and a P2P Client.

communication Terminal —— P2P Client: A P2P Device that is connected to a P2P Group Owner.

Base Station  ———— P2P Group Owner: An “AP-like” entity, when not operating within DMG, or PCP,
when operating within DMG, that may provide and use connectivity between
Clients.

Wi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 14-17]
154. W-Fi Direct connects a wireless base station (one Wi-Fi Direct peer

device) to a wireless communication terminal (another Wi-Fi Direct peer device).

pPap
Device 1

P2P
Davice 2
Includes wireless

Communication Terminal Base Station

Soennito:tx; Two Fef Deviees communication section
P2F Device | discovering each other; group formation P2P Device 2 : & p
occurs on Listen Channel of P2P Device 1
Start Discoves
oy - B Start Discavery
scan
probe request - scan
orobe reauest - - nenbha re et
Start Formation IIS.Ten 4
o —p search
2 Mote 35 Wowd —probe request (P2P 1E}— 5 B o g
i ¢ probe responss : o} Device Found
formation e
GO negotation request (invent = 3, . )~ -0 Formation Raqm!‘
Go response (Fail infar i
-1 formatian = FOTMation Rsp
Pradetermined 6l Mowns GO negotiation request (infent = 3, config limeout ) oE
e il 2 G — GO negofiation response (success. intent = 10, config timeout, .} £
Communication o 5 ware7 GO negafiation confim: = Motes 57
= ~ die " B =
Method £ Hiank i 8
L - beacon (group formation = 1} g
authentication (1) - k3
e auhentication (2}
-association request -
- assacialion (esponse-
3 WSC exchange -
<Formation Complete = I ¢ Formation Complete
H o beacon (group lematon = 0) S
= =
= tion (1) e E
£ Ell- tier (2) E =3
% § request o] % %
5 - associalion response 5
g &
4wy handshake
- beacon
—

Wi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 168]

155. A Wi-Fi Direct peer device has a control section (e.g., Wi-Fi module

processor) that controls the wireless communication section.
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P2P pap
Davice 1 Device 2
icati i G i — g contn Tl
Communication Terminal o = -« ve P2P Devices Base Station Includes control section.
P2P Device 1 discovering each other; group formation P2P Device 2
occurs on Listen Channel of P2P Device 1
Start Discovery ol le Start Discovery
scan
probe request = SCan

Drobe reauest - - rurrbu o st
Start Formation e

=
2 probe requast (P2P IE} Device Found
~probe fesponss - =
GO negotiation request (intent = 3, } F tion Req -
GO S {Izikinformation is unavaiable, }41' g
formation e FOrmation Rsp
i GO negotiation request (intent = 3, config timecut.} b-_
a0 negotiation response (success. intent = 10, config timeaut, .. }———— 5
6 worm7 = GO negotiation confirm = NatesB7
ﬁ —— e
E clignt GO
=l

beason {group formation = 1}
authentication (1}
authentication (2

—associalion request
-@550Cial0N Mesponse:

formation

WEC exchange
‘-Founallon Complate Formation Complete .

beacon (group lermation = 0)-

authentication (1)
- authentication (2)
association request
- association response

aparaling channel
operaling channel

operalion
oparalion

4-way handshake

beacon

Wi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 168]
156. A Wi-Fi Direct peer device can establish a connection with another
Wi-Fi Direct peer device using a connection that does not require authentication or

a connection that does not require authentication.
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P2P P2P
Devica 1 Device 2
Communication Terminal ) Base Station
Scenario 1a: Two P2P Devices
P2F Davice 1 discovering each other; group formation F2P Davice 2
occurs on Listen Channel of P2P Device 1
Start Discovery - L. Start Discovery
scan
r probe reques - scan
orobe recuest - - rarhe reosest
Start Formation Iist_en
4’1: e, L
& Device Found
g . s} ion request {inent = 3, .} le'
FI st co I_] nection = Go respanse (failir is £ T
Connection without _formation e CreRen SR
A S iG Nole5 o negotistion request fintent = 3, config fimeout} ]
! = §———GO negofiation response (sucoess, inent = 10, config timeout, .. }——— |5
5 Nowr i GO negotiation confirm Notes 5.7
E | client GO §
i '- beacon (group lormation = 1} l E
| | M | =
- - —r— -
~assiclion mpcre: Second connection =
= WSC exchangs 5 Connection after
Formation Complate g Formation Complete i 5
B 2 beacon (group formation = 0) - authentication
£ authentication (1}
- = L -
T L B sapenion masa E Second connection =
g i & Connection after
Wiy hry : TN
authentication

Wi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 168]
157. A Wi-Fi Direct peer device has a first wireless communication section
(e.g., IEEE 802.11 portion of Wi-Fi module) that communicates with another Wi-

Fi Direct peer device using a first method (e.g., IEEE 802.11).

P2P P2P
Device 1 Davice 2 o firat |
nciudes Tirst wireless
Communication Terminal Base Station 5
Scenario 1a; Two P2P Davices communication section.
F2P Davica 1 discovering each other; group formation F2P Davice 2
occurs on Listen Channel of P2P Davice 1
Start Discovery - L Start Discovery
scan
probe request - scan
i orobe reausst - - e ranuaet
S “search
5. Newd prebe recueal (F2P I, 7] Device Found
Note g e DrOb8 rBSpONSE — ot Davics Found,,

(0 negotiation request fintent =3, )= E FormationRequest, 3.2  P2P Group operation

Foristior Rep P2P Group operation outside DMG closely resembles infrastructure BSS
- “ oéstai@n as §!|n§ n %55 %E?Eg:z: j With e P2P Group Owner
assuming the role of t and the ient assuming the role of the STA.
The similarities and differences between infrastructure BSS and P2P Group

Netes 6.7 operation outside DMG are described in this section
5 WIi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 58]

response (fail }

Note5 30 negotiation request (intent = 3, config timeout

————G0 negotiation response (success. intent = 10, config timeout,
GO negotiation confirm-

5
I.. beacon (group formation = 1} =
o 5

Authentication Zi

association response-

151
Communication using first
WSC h
Formation Complota e Formationcompiete | Method (IEEE 802.11)
beacon (group formaton = 0)

authertication (1) -
puthentication (2)
‘associalon rog -

association response

qst

aperatipn
operatipn

Communication using first
Fay boehein method (IEEE 802.111)

beazon

Wi-Fi Peerto-Peer (P2P) Technical Specification Version 1.7 [Page 168]
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158. A Wi-Fi Direct peer device has a second wireless communication
section (e.g., P2P portion of Wi-Fi module) that communicates with another Wi-Fi
Direct peer device using a second wireless communication method (e.g., P2P

protocol described in the “Wi-Fi Peer-to-Peer (P2P) Technical Specification”).

P2P PP
Device 1 Devica 2
9 5 412 Includes second wireless
Communication Terminal . Base Siation  e— : _ -
Sosmmrio 1x: Twu PZF Devioss 3 . - communication section.
P2P Devica 1 discovering each other; group formation P2P Dewvice 2
occurs on Listen Channel of P2P Device 1
it
Start Discovery - Ll Start Discovery
scan
probe requast - scan
Droba e uest - - el ro et
Start Formation _~jijen
= =y searnch
E  Note3: ™ Wowd peobe mcuest (F2P1E) : Device Found
d formation -
P 5
F— -GO negotiation request (infent = 3, - —»10 Formation R‘Q”“‘P
GO negobat e {Faiinformation 15 unavadable, . ) ' 1 ot in
formation . FOrmation Rsp Communication usi =3
Nodir 3 0 negotiation request {intent = 3, config fimeout ) -0 second method (P2P)
GO negoliabon response (success. inient = 10, config imeout, ... }———— 5
5 A GO negotiation confirm: = Notes67
= J— SESSE, = 1
E clignt GO 8
= beacon (group formaton = 1} E
wentication (1) g

-authentication (2)
-association request
-&350Ciation response

WEC exchangs
_-Formallon Complate Formation Complete =

beacon (group lormaton = 0}

authantication (1)
auihentication (2}
association request
association response

operaling chanmel

operating channel

oparalion

operation

4-way handshahe

beazon

Wi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 168]

159. A Wi-Fi Direct peer device receives from another Wi-Fi Direct peer
device, via the first method (e.g., P2P) profile information (e.g., operating channel
attributes) necessary for the devices to communicate via the second method (e.g.,

IEEE 802.11).
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pap PP
Davice 1 Device 2
Communication Terminal Base Station
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occurs on Listen Channel of P2P Device 1
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Start Dlacovery. - le. Start Discovery
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[

Z-way handshake
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Wi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 168]

3.1.4.2 Group Owner Negotiation

Group Owner Negotiation is a three way frame exchange used to agree which
P2P Device shall become P2P Group Owner and to agree on characteristics of
the P2ZP Group, as illustrated in Figure 11. The details of those three frames are
described in the fallowing sections.

P2P Device P2P Device

GO Negoliation Request
atiby,

ten Channel, Extended Listen Timiny

'Wi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 47]

Profile information

3.1.4.2.2 GO Negotiation Response

The P2P Device recelving a GO Negotiation Request frame shall examine the
received information and respend with a GO Negotiation Response frame.

A P2P Device that will become the P2P Group Owner constructs the GO
Negofiation Response frame correspending to the following rules. The Channel
List attribute shall indicale the channels that the P2P Device may use as

o (Y ST o e oo oy oo s ey O
Tistshal only mcluge channels from the Channel List attribute in the GO
Negotiation Request frame. The Operating Channel attribute shall indicate the

intended Ogeratin? Channel of the P2P Group_ The channel indicaled in the
perating Channel atinbute shall be one of the channels in the Channel List

Wi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 49, 50 |

TP-LINK INFRINGES U.S. PATENT NUMBER 9,357,441.

160. The Patent Office issued U.S. Patent No. 9,357,441, titled “Wireless

Base Station and Wireless Communication Terminal and Wireless Communication

System Base Station Apparatus, Mobile Apparatus, and Communication Method,”

on May 31, 2016, after a thorough examination and determination that the subject

matter claimed is patentable.

161. TP-Link Accused Products with respect to the *441 patent include the

TP-Link Wi-Fi adaptors that support Wi-Fi Direct. The Accused Products include

at least the Archer T4U, Archer TSUH, Archer TOUH, and TL-WN752N Wi-Fi

adaptors that support Wi-Fi Direct:
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AC1900 High Gain Wireless Dual Band USB

-

AC1300 Wireless Dual Band USB Adapter

Adapter
Archer T4U Archer TOUH
.4
-

150Mbps Wireless N Nano USB Adapter o e g el

Adapter
TLWN725N

Archer T4UH

Re:Adapter that supports Wi-Fi Direct #2

!r:m
4

Kevin_Z Hi Greg,

Posts 564 |Aﬂ:herT4U, Archer T4UH and Archer TSUH support Direct WiFi I
Kudos: 34

Solutions: 5

Registered: 2018-12-24

Re:Adapter that supports Wi-Fi Direct #1

Dptions w

Hi Greg,

Posts: 564 TL-WN725N also support it
Kudos: 34

Solutions: 5

Registerad: 2018-12-24

https://community.tp-link.com/en/home/forum/topic/155889.

162. The Accused Products supports Wi-Fi Direct. In Wi-Fi Direct, one

Wi-Fi peer acts as a “communication terminal” and another Wi-Fi Direct peer acts

as a “base station.”
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1.4 Definitions

Wi-Fi Direct Peer = P2P Device: Wi-Fi P2P device that is capable of acting as both a P2P Group
Owner and a P2P Client.

communication Terminal —— P2P Client: A P2P Device that is connected to a P2P Group Owner.

Base Station =— P2P Group Owner: An “AP-like” entity, when not operating within DMG, or PCP,
when operating within DMG, that may provide and use connectivity between
Clients.

Wi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 14-17].

163. A Wi-Fi Direct peer has wireless communication circuitry (e.g., Wi-Fi

module) that communicates with another Wi-Fi Direct peer.

P2P P2P
Device 1 Device 2
. . - 5 Scenario 1a: Two P2P Devices s J
Communication Terminal discovering each other; group formation Base Station
e < woccurs on Listen Channel of P2P Device 1
(includes wireless Start Discovery
: 5| ks Start Discovery
communication circuitry, an
s probe reques! - scan
e.g.. Wi-Fi Module) ; orobe recissl - & b i
Stant Formation Tston .
= =3 search
£ Noe3:s ~ Nored  Pesemquest PR Device Found
L > = * prohe response - -. - s e -
farmation -
GO negotislion request (inent =3, .} -0 Fi ion Request_
co response (failnf s
= formation s Formation Rsp
6 Nofus GO negotiation request {intent = 3, config imeout _} -
(. GO negotiation response (success, intent = 10, config timeout, .} {ig
5 Nom7 60O negatiation confirm b MomsET
E " dlient GO 8
2 beacon (group formaton = 1) g
authentcation (1)- 8
authentication (2)-
-association request
2550CIFN0N reSPONSE:
-l WSC exchange B
_‘Formalion Complete = £ Formation Complete -
g beacon (group formation = 0) g
3 authentication (1) 2
B authentication (2) B
z association request g

assocition response-

oparation

operation

4-way handshake

beacon

Wi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 168]

164. A Wi-Fi Direct peer has wireless communication circuitry (e.g., Wi-Fi

module) that communicates with another Wi-Fi Direct peer.
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Wi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 168]

165. A Wi-Fi Direct peer device can establish a connection with another
Wi-Fi Direct peer device using a connection that does not require authentication or

a connection that does not require authentication.

=1 B2P
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Wi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 168]
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166. A Wi-Fi Direct peer device has control circuitry (e.g., Wi-Fi module

processor) that controls the wireless communication circuitry.

Includes wireless

P2P pap
communication C.Il'CLlltl’y, Davice 1 Davice 2
e.g., Wi-Fi module, and =) Communication Terminal Base Station
i 3 4 o Scenario 1a: Two P2ZP Devices
control circuitry. (e.g.. Wi-Fi P2F Devica 1 discovering each other; group formation P2P Device 2
= e occurs on Listen Channel of P2P Device 1
module processor). Start Discovery
- = Start Discovery
scan
probe request - scan
Drobe recuest - e IS, il
Start Formation 5 3
- E islen - search
£ N3 ™ Wemd prebe requasl (F2F IE) Device Found
i = probe response . e
formation i
— — GO negotiation request (intent = 3, _— _5 Formation Request_
GO (tait is
formation e FOrmation Rsp
B Note § GO negotiation request (intent = 3, config timeout.__} iz _
‘e GO negotiation response (success, infent = 10, config timeout, .} =
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E ~ dlient GO £
= 3
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aperaling channel
operating channel

operation
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S-way handshahe

beacon

Wi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 168]
167. A Wi-Fi Direct peer device receives from another Wi-Fi Direct peer

device, via the first method (e.g., P2P) communication channel information (e.g.,

channel list and operating channel attributes) necessary for the devices to

communicate via the second method (e.g., IEEE 802.11).
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3.1.4.2 Group Owner Negotiation
Ue’::’ﬂ D:?'f; 2 Group Owner Negotiation is a three way frame exchange used to agree which
P2P Device shall become P2P Group Owner and to agree on characteristics of
Communication Terminal Base Station the P2P Group, as illustrated in Figure 11. The details of those three frames are
Scenario 1a: Two P2P Devices described in the following sections.
P2P Davica 1 discovering each other; group formation P2P Device 2 y: . -
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Seart Dlwsoveey - ‘Start Discavery GO Negoliation Request
™~ (Tha P2P IE includes P2P Capablity, P2P Davice Info, Group
scan Owner Intent, Gonfiguration Timesad, Listen Channel, Extended Listen Timing,
probe request - scan intenced P2P interface Address, Channal List, and Operating Channel afiributes.
orobe request - - anha ranmel The WSG IE inchudes Davice Password 10 atiribule)
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= search
£ Note 4 Frobe Mgk (PIP I g Devica Found :
i probe response = — Oumor Intont, ion Timaout riacn Adeh
= The WSC IE inchudes Device Password 10 aitritle]
1= (0 negotiaion request (intent =3, ...} = 6 Formatien Request
0 response (fai s ) WIi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 47]
formation - FOmation Rsp
Nody 5 GO negotiation request (intent = 3, config timecut -
- GO negatiation (s s intent = 10, config fimeout. ii- S e i -
S | g e = o Communication channel information
p— = S
E client GO 5
5 = 3.1.4.2.2 GO Negotiation Response
= I- beacon (group formation = 1) I
ation (1 g The P2P Device receiving a GO Negoliation Request frame shall examine the
| | = received information and respond with a GO Negatiation Response frame.
ond “&SS0CIaloN request i

ASSOCIANON response-
WSC exchange

beacon (group formation = 0

Formation Camplote

Formation Complete

authentication (1}

associntion request
assacialion response

F-wiay handshake

operall
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A P2P Device that will become the P2P Group Owner constructs the GO
Negotiation Response frame corresponding to the following rules. The Channel

List attribute shall indicate the channels that the P2P Device may use as
Ty B etk o e e s e e
Tistshall only mcluge channels iram the Channel List attribute in the GO
Negotiation Request frame. The Cparating.Channelatitbute shall indicate the

intended O?eratinq Channel of the P2P Group, The channel indicaled In the
perating Channel atinbute shall be one of the channels in the Channel List

Wi-Fi Peerto-Peer (P2P) Technical Specification Version 1.7 [Page 49, 50 ]

TP-LINK INFRINGES U.S. PATENT NUMBER 10,039,144.

168. The Patent Office issued U.S. Patent No. 10,039,144, titled “Wireless

Base Station and Wireless Communication Terminal and Wireless Communication

System Base Station Apparatus, Mobile Apparatus, and Communication Method,”

on January 31, 2018, after a thorough examination and determination that the
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subject matter claimed is patentable.
169. TP-Link Accused Products with respect to the 144 patent include the
TP-Link Wi-Fi adaptors that support Wi-Fi Direct. The Accused Products include

at least the Archer T4U, Archer TSUH, Archer TOUH, and TL-WN752N Wi-Fi

adaptors that support Wi-Fi Direct:

4
-

L—_—

AC1900 High Gain Wireless Dual Band USB

AC1300 Wireless Dual Band USB Adapter Adapter
Archer T4U Archer TOUH
i
&
i
150Mbps Wireless N Nano USB Adapter AC1300 High Gain Wireless Dual Band USB
Adapter
TL-WN725N
Archer T4UH
Re:Adapter that supports Wi-Fi Direct #2
53 B 4
Hi Greg,
Dosts 564 J Ascher T4U, Archer TAUH and Archer TOUH support Direct WiFi. |
Kudos: 34
Solutions: 5
Registered: 2018-12-24
Re:Adapter that supports Wi-Fi Direct #1
v
Hi Greg,
Posts: 564 TLWNT25N also support it
Kudos: 34
Solutions: 5
Registerad: 20168-12-24
i, Benl

https://community.tp-link.com/en/home/forum/topic/155889.
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170. The Accused Products supports Wi-Fi Direct. In Wi-Fi Direct, one
Wi-Fi peer acts as a “communication terminal” and another Wi-Fi Direct peer acts

as a “base station.”

1.4 Definitions

Wi-Fi Direct Peer ——————> P2P Device: Wi-Fi P2P device that is capable of acting as both a P2P Group
Owner and a P2P Client.

Communication Terminal —— P2P Client: A P2P Device that is connected to a P2P GI‘OUp Owner.

Base Statl()  ———— P2P Group Owner: An “AP-like” entity, when not operating within DMG, or PCP,
when operating within DMG, that may provide and use connectivity between
Clients.

Wi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 14-17].
171. A Wi-Fi Direct peer has wireless communication circuitry (e.g., Wi-Fi

module) that communicates with another Wi-Fi Direct peer.

P2P P2P
Davice 1 Davice 2
" Scenario 1a: Two P2P Devices " - .
Communication Terminal discovering each ether; group formation Wireless Station
g FHA 5 occurs on Listen Channel of P2P Device 1
(includes wireless Start Discovery
i ¥ - le Start Discovery
communication circuitry, scan
i probe request - scan
e g . Wi-Fi Module) orobe recusest - i b
Start Formatien listen B
= - search
£ Moty ™ 7 —probes request (P2P IE}- - - . —_—
. ow prabe response - -
formation -
= — 30 negofiation request (inlent = 3, .} i Formation Request_
- G0 negetation respanse (ailinl " is 1
- formation s Formation Rsp
“" | Nole5 GO negotiation request {intent = 3, conflg timeout. ) .-
GO negoliation response (success. inent = 10, config imeaut, .} 5
GO negatiation confirm
-
= =
o
1. =
beacon (group formation = 1} £
-authentication (1) - 8
- authentication (2]
association request o]
- -asS0Ciation response
] WSC exchange T
.Formalien Complate =8 £ Formation Complete =
g B beanon (group lormaton = 0} Z
&
& authentication (1) - E
= Tl authentication (2) - &
;- g assoiation request " 13 2
: = e :
g g

4-way handshake

- beacon
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172. A Wi-Fi Direct peer has wireless communication circuitry (e.g., Wi-Fi
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module) that communicates with another Wi-Fi Direct peer.

PP PP
Device 1 Device 2

Scenario 1a: Two P2P Devices

Communication Terminal discovering each other; group formation Wireless Station
= E — occurs on Listen Channel of P2P Device 1
(lnclu;kes wi re.le:;s Start Discavery . ! sk s
communication circuitry, e
g be
e.g.. Wi-Fi Module) ! Eroce redmai : & pRTeE T =
Start Fnrri_u__d_n_n - 1‘5;’“ sa;r&‘_ A
E  MNowedsi™ Welqg  PreberequestPPiE——————¢ Device Found
] probe response -t R
formation i
= GO negotiation request (inent = 3, .} 5 Request_
i -GO negotiation response (fail i
B formation . Formation Rsp
5 | Nt GO negotiation request (intent = 3, config timeout. .} =0
: GO negotiation responsa (success. intent = 10, config timeout, .}
5 GO negatiation confinm
5
13
£

beacon (group formation = 1}

(1
(2

associalion request -
= AS50CIANON response-
-l WSC exchange H
.Fonnallon Complote E ( £ Formation Complete L
I ad beacon (group lermation = 0) 5
gl authentication (1) .
= = o authentication (2) 8 g
= g association request ~HE &
§. - association response g
A-way handshake
- beacon
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173. A Wi-Fi Direct peer device can establish a connection with another
Wi-Fi Direct peer device using a connection that does not require authentication or

a connection that does not require authentication.
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Communication Terminal

Pap
Device 1

PP
Davice 2

' ' Wireless Station
Scenario 1a: Two P2ZP Devices

P2F Device 1 discovering each other; group formation F2P Device 2
occurs on Listen Channel of P2P Device 1
e l L Start Discovery
scan
[ probe reques! - scan
s neobe reauest - - N A
Stan Formation i s:zn
= %
E 3o Jamd —Proberequast (FZP IE}
5 Mk Nowd e Sita H s Device Found
0 i request (intent = 3, ...} F Request_
Y — G Kind Jabis, .}
Connection without . & fakporae i e Formation Rsp
authentication B MoleS 5 negoliation request intent = 3, config imeout .}
:r—————GO negotation response (success. inlent = 10, condig imeout, ... }———
5  Note7 - GO negotiation confimn PR
E clisnt GO
£

beacon (group formaton = 1)

5

&

] ¢
ation (2]

_‘Falmallon Complate

. -8550CiN0N response i 7
. Connection after
WEC exchange - -

e authentication
beacon inrwo formation = 0}

Formation Complete

authentication (1}

oparalich

-association request
association response-

operalich

Connection after

4wy handshake authentication
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174. A Wi-Fi Direct peer device has control circuitry (e.g., Wi-Fi module

processor) that controls the wireless communication circuitry.

Includes wireless
communication circuitry,
e.g., Wi-Fi module, and
control circuitry, (e.g.. Wi-Fi
module processor).
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P2P
Device 1

P2P
Davica 2

- Communication Terminal

Scenario 1a: Two P2ZP Devices
discovering each other; group formation
occurs on Listen Channel of P2P Device 1

Wireless Station

P2P Device 1 P2P Device 2

Start Discovery

- Start Discovery

probe request (P2P IE}
el g D

request (intent =3, ..}

GO {Fmil:ienly s e, ..}

GO negotiation request (intent = 3, config timeout.}

- GO negatiation confirm:

formation

beacon (group formation = 1}
(1}

1,
2}

equest

WEC exchanges
_‘Fnlmallen Complate

Farmation Complete -

g
g
g

—beacon (group formaton = 0}

authentication (1}
authentication (2)
association reques!
associalion response

aperaling channel
operating channe|

operation

A-way handshake

beacon
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175. A Wi-Fi Direct peer device receives from another Wi-Fi Direct peer
device, via the first method (e.g., P2P) profile information (e.g., channel list and

operating channel attributes) necessary for the devices to communicate via the

second method (e.g., IEEE 802.11).

P2P P2p
Device 1 Devica 2

Communication Terminal Wireless Station

Scenario 1a: Two P2P Devices

P2F Devica 1 discavering each other; group formation F2P Devioa 2
occurs on Listen Channel of P2P Device 1
Start Discovery . e Start Discavery
scan
peobe request - scan
orobe request - - enha rocsmet
Start Formation |
= search
E  Nows P ﬁ“““mp E & Device Found
probe resporse ol B,
1st G0 negetiation request {intent = 3, ,7... §  Formation Request_
0 response (fait is le. P ot .
formaton _Farmation Rsp 9(}!71 munication using
GO negotiation request fintent = 3, config timaoit ) -] first method (P2P)
a————GO negotiation response (success. intent = 10, config fimeout, 1 4
S Nate 7 GO negotiation confirm- = ' Notes 6.7
s oot
E Go B
£ l- bescon (group formation = 1) £
ation ( 8
2nd BISOCIBNON reqUes! - ~s . ) _ )
Sochtion Iespome Communication using second
5 WSC excha P 3
Foriisthom Comploti ] exchange g method (IEEE 802 .11)
- 3 Deacen (grouo formaton = 0) = K iz
E sothoticatiai (1) 2 3.2 P2P Group operation
s - e 3 & P2P Group operation outside DMG closely resembles infrastructure BSS
2nd E M. weSOGENon W:W“ s B operation as defined in IEEE 802.11-2012 [1] with the P2P Group Owner
=3 g assuming the role of and the ient assuming the role of the STA.
doway handshake The similarities and differences between infrastructure BSS and P2P Group
d aperation outside DMG are described in this section
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3.1.4.2 Group Owner Negotiation
Dm 1 D p:p“ 2 Group Owner Negotiation is a three way frame exchange used to agree which
P2P Device shall become P2P Group Owner and to agree on characteristics of
Communication Terminal Wireless Station the P2P Group, as illustrated in Figure 11. The details of those three frames are
Scenario 1a: Two P2P Devices described in the following sections.
P2P Device 1 discaveri h ather; Tarmati P2P Device 2 N )
ol:curl ;r:'ti:::n gm:nﬁ:rgz:mz:;|1 Comm ”"":gg g(;a;e"“‘”a‘ W';ezlp‘*giviteat“’”
Sae} Conevery - Start Discavery GO Negotiation Request
Iy (Tha P2P IE includas PIP Capabibty, F2P Devica Info, Group
scan Owner Intent, Configuration Timeou!, Listen Channel, Extended Listen Timing,
probe request - scan Intended P2P Inferface Adgress, Channel List. and Operating Channel atinbutes.
orobe reauest - - nenha o

Start Formation _, e

The WSC IE includes Device Password ID atiribute}

2 b E
= probe vequesl (P26 Devies Found (The F2P | % info, Group
orobe espcnse =N —— Owner intent, Config e nierface Addross,
The WSC IE includes Devics Passwond 10 aifribute]
qst GO negatiation request (intent =3, .} & Formation Request_ -
T e T e - === Wil REEI30:Por (P2E) Teghipical Bpecification Version 1.7 [Page 47]
Note 5 GO negotiation request (intent =3, config tmeout._)
e Slucgelaian capanss ypcess niont 210 config ey rofile information
~ - ey~ e e Profile information
o
E et
8 H eacon (aroup formation = 1) 3.1.4.2.2 GO Negotiation Response
H hentication (1 The P2P Device receiving a GO Negotiation Request frame shall examine the
H H received Information and respond with a GO Negotiation Response frame.
SASSOCIBUoN reqUest =H e
2nd 3550C1a10N (ESPONSe- . .
A P2P Device that will become the P2P Group Owner constructs the GO
5 WSC exchange E Negotiation Response frame carresponding to the fallowing rules. The Channel
Formation Compiate | = ) 7 ) £ | Formation Complete List attribute shall indicate the channels that the P2P Device ma% USE a5
F4 beacon lgoup fomaton = 0) = perating Channel of the roup. Ihe channels Indicated in the Channel
B authentication (1} £ Tistshall only mclude channels 1rom the Channel List attribute in the GO
- - - oy & Negoliation Request frame. T rating Channel atiribute shall indicate th
ond § = ﬂ:;‘if:;"'””“’" 5 § intended Operating Channel of the P2P Group. 1 he channel indicated in the
§ 2 Bperaﬂng Eﬂanne ANnbuLe shall be one of ﬁe channels in the Channel List
44 andishak s i
ey s Wi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 49, 50 |
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176. A Wi-Fi Direct peer device receives content (e.g., WSC Exchange
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data, such as a Device Password) from another Wi-Fi Direct peer device, via the

second method (e.g., IEEE 802.11).

Communication Terminal

P2P P2P
Device 1 Device 2

Scenario 1a: Two PZP Devices

wireless Station

Content

If a P2P Group Owner Is transmitting the Invitation Request frame after NFC
Static Handover, and i

Tag |

read from the NFC

. then it also shall include

aWSC IEinits

P2P Invitation Request and places the Device Password 1D read fram the NFC
Tag in a Device Password D attribute within the WSC IE,

Wi-Fi Pear-to-Peer (P2P) Technical Specification Version 1.7 [Papes 55-56]
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i SE
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- B550CIAN0N 12500NSE
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g authentication (1) - ;-;"
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g B assaciation response 5
g g
Wwiay hiaridshiake
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177. A W-Fi Direct peer device receives information that is related to the

content (e.g., WSC IE data, such as a Device Password ID) from another Wi-Fi

Direct peer device, via the first method (e.g.,

Communication Terminal

P2P PR
Devica 1 Device 2

Wireless Station
Scenario 1a: Two P2ZP Devices

P2P).

3.1.42 Group Owner Negotiation

Group Owner Negotiation is a three way frame exchange used to agree which
P2P Device shall become P2P Group Owner and to agree on characteristics of
the P2P Group, as illustrated in Figure 11. The details of thase three frames are
described in the following sections.

P2P Device | discovering sach other; group formation P2P Device 2 Communication Terminal Wireless Station
occurs on Listen Channel of P2P Device 1 P2P Device P2P Davice
Start Discovery GO Negotiation Request
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™ Ownes Intent, Configuration Timecut, Listen Channel, Extended Lisisn Timing,
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probe reques! - scan The WSC IE moludes Device Password 10 atlribute)
ofobe reauest - - ek raamel
Start Formatien _, == .
o search
- Y —— LE,;.?ETZ:‘E'?.,:',.E.._.... = H Devics Found
1$t ormation ;
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. i g Wi-Fi Peer-to-Peer (P2P) Technical Specification Version 1.7 [Page 47
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— o Epuy T e Information related to the content — ———
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i it
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. bet L tion = 1 »
g oo foep nmﬁlun Y E Device Password |D attribute shall be set to the specific configuration method
- ) that the P2P Device is currently using.
2nd - 8SS0CIAloN request- -
- BS30CALON rESPONSE- Table 65—WSC |E in the GO Negotiation Response frame
3 WSC exchange Amibute ”lo Allowed Volues
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S, sgcon (group formateon = 0} - version R 010 =version1 0, Dx11 = version 1.1, atc
i e
N Device Password D [ The value of Devica Password 10 attribute shai be set 1o
?? liicaton (1} *] the speciie configuration method that the F2P Davice (s
- aiis - curtantly using. See Section 12 {Data Element
2nd .g - a:x:ui_m request - ' Definitions) of the WSC Sps:mc‘a!-an 2
- association response 3
g & <other._ = o Mullipie afiibutes are parmitied
S-wary handshahe
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NATURE OF THE ACTION

178. SPV asserts that TP-Link infringes, directly and indirectly, certain
claims of U.S. Patent Nos. 7,796,512, 8,045,531, 8,270,384, 8,902,871, 9,357,441,

and 10,039,144 (the “SPV Asserted Patents™).

COUNT 1
INFRINGEMENT OF U.S. PATENT NO. 7,779,512

179. SPV realleges and incorporates by reference the allegations set forth
above as if restated verbatim here.

180. SPV is the owner, by assignment, of U.S. Patent No. 7,779,512. The
’512 Patent was issued by the United States Patent and Trademark Office on
September 14, 2010.

181. As the owner of the ’512 Patent, SPV holds all substantial rights in
and under the ’512 Patent, including the right to grant licenses, exclude others, and
to enforce, sue, and recover damages for past and future infringement.

182. The *512 Patent is valid, enforceable and was duly issued in full
compliance with Title 35 of the United States Code.

183. SPV alleges that TP-Link has infringed, and continues to infringe, the
’512 Patent.

184. TP-Link makes, uses, offers to sell, sells, and/or imports products and
video monitoring services and products accessible on the TP-Link App, websites,

and all other similar products (“TP-Link Accused Products™) that infringe the *512
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Patent. These products include, without limitation, TP-Link Deco Mesh devices
and business EAPs enabled for 802.11k/r. By way of example, specific TP-Link
Accused products include:
e 802.11ac Whole Home Mesh Wi Fi 6 System Models AX1800 and
AX3000;
e 802.11ac Whole Home Mesh Wi Fi System Model AC1200;
e 802.11ac Smart Home Mesh Wi Fi System Model AC2200;
e 802.11ac Tri Band Mesh Wi Fi 6/6E System Models AX3600, AX6600,
AXE5400, and AX5700;
e 802.11ac Dual Band Hybrid Mesh Wi Fi Systems: AC1300 and AV600;
e 802.11ac Whole Home Powerline Mesh Wi Fi System AV1000;
e Deco X20, Deco XE200, Deco W3600, Deco XE75, Deco XE75 Pro,
Deco XE5300, Deco X60, Deco X25, Deco X90, Deco X5700, Deco
X68, DecoX5400 Pro, DecoX4300 Pro, Deco X3600, Deco W7200,
Deco W6000, Deco X50-Outdoor, Deco PX50, Deco X50-PoE, Deco
X55, Deco M5, Deco S4, Deco P9, Deco M4, Deco W2400, and Deco
E3;
802.11ac Omada EAPs: EAP670, EAP660 HD, EAP650, EAP620 HD,
EAP610, EAP265 HD, EAP245, EAP225, EAP115, EAP110, EAP615 Wall,

EAP235 Wall, EAP230 Wall, EAP225 Wall, EAP115 Wall, EAP610 Outdoor,
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EAP225 Outdoor, EAP110 Outdoor, and EAP653.

185. TP-Link has directly infringed at least claim 1 of the 512 Patent by
using (including its own testing), making, selling, offering for sale, licensing,
and/or importing into the United States without authority the TP-Link Accused
Products.

186. The TP-Link Accused Products are designed, manufactured, and
intended to be used in normal operation to practice the ’512 Patent and feature
functionality comprising the steps noted above.

187. TP-Link has used and tested the TP-Link Accused Products in the
United States.

188. TP-Link thus has infringed and continues to infringe the *512 Patent.

189. TP-Link’s activities were without authority of license under the *512
Patent.

190. TP-Link’s users, customers, agents and/or other third parties
(collectively, “third-party infringers”) infringed and continue to infringe the
asserted claims including under 35 U.S.C. § 271(a) by using the TP-Link Accused
Products according to their normal and intended use.

191. TP-Link has, since at least as early as September 2019, known or been
willfully blind to the fact that the third-party infringers’ use of the TP-Link

Accused Products directly infringes the *512 Patent.
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192. TP-Link’s knowledge of the *512 Patent, which covers operating the
TP-Link Accused Products in their intended manner such that all limitations of the
asserted claims of the 512 Patent are met, extends to its knowledge that the third-
party infringers’ use of the TP-Link Accused Products directly infringes the *512
Patent, or, at the very least, rendered TP-Link willfully blind to such infringement.

193. With knowledge of or willful blindness to the fact that the third-party
infringers’ use of the TP-Link Accused Products in their intended manner such that
all limitations of the asserted claims of the 512 Patent are met directly infringes
the *512 Patent, TP-Link has actively encouraged the third-party infringers to
directly infringe the *512 Patent by making, using, testing, selling, offering for
sale, importing and/or licensing the accused products by, for example: marketing
TP-Link’s Mesh Units and Access Point 802.11 k/r switching capabilities to the
third-party infringers; supporting and managing the third-party infringers’ use of
the TP-Link 801.11 k/r functionalities; and providing technical assistance to the
third-party infringers during their continued use of the TP-Link Accused Products
such as by, for example, publishing instructional information on the TP-Link
websites (including, without limitation, the knowledge center, instructional videos
and on the TP-Link branded websites) directing and encouraging third-party
infringers how to make and use the 802.11 k/r switching features of the TP-Link

Accused Products.
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194. TP-Link induces the third-party infringers to infringe the asserted
claims of the *512 Patent by directing or encouraging them to operate the TP-Link
Accused Products which satisty all limitations of the asserted claims of the *512
Patent. For example, TP-Link advertises and promotes the 802.11 k/r switching
features of the TP-Link Accused Products and encourages the third-party infringers
to operate them in an infringing manner. TP-Link further provides technical
assistance directing and instructing third parties how to operate the TP-Link
Accused Products by, for example, publishing instructional materials, videos,
knowledge center resources, how-to guides, troubleshooting, manuals, and user
guides.

195. Inresponse, the third-party infringers acquire and operate the TP-Link
Accused Products in an infringing manner.

196. TP-Link specifically intends to induce, and did induce, the third-party
infringers to infringe the asserted claims of the *512 Patent, and TP-Link knew of
or was willfully blind to such infringement. TP-Link advised, encouraged, and/or
aided the third-party infringers to engage in direct infringement, including through
its encouragement, advice, and assistance to the third-party infringers to use the
802.11 k/r switching features of the TP-Link Accused Products. Having known or
been willfully blind to the fact that the third-party infringers’ use of the TP-Link

Accused Products in their intended manner such that all limitations of asserted

SPV’S COMPLAINT AND JURY DEMAND — TP-LINK Page 108



Case 6:22-cv-01273 Document 1 Filed 12/09/22 Page 109 of 154

claims of the ’512 Patent were met directly infringed the *512 Patent, TP-Link,
upon information and belief, actively encouraged and induced the third-party
infringers to directly infringe the *512 Patent by making, using, testing, selling,
offering for sale, importing and/or licensing said TP-Link Accused Products, and
by, for example: marketing the TP-Link Accused Products to the third-party
infringers; supporting and managing the third-party infringers’ use of the TP-Link
Accused Products; and providing technical assistance to the third-party infringers
during their continued use of the TP-Link Accused Products by, for example,
publishing the following instructional information directing third-party infringers
how to make and use the TP-Link Accused Products to infringe the asserted claims
of the 512 Patent:

e https://www.tp-link.com/us/support/download/;

e https://www.tp-link.com/us/support/download/deco-x20/;

e https://www.tp-link.com/us/support/emulator/;

e https://emulator.tp-link.com/eap_emulator 660/index.html;

e https://emulator.tp-link.com/eap emulator 620HD v3/index.html;

e https://static.tp-link.com/upload/product-

overview/2022/202211/20221122/Deco%20W3600(2-

pack)(US)%201.0_Datasheet.pdf;

e https://static.tp-
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link.com/upload/manual/2021/202111/20211101/1910013097 Dec0%20

XE75&XE5300%201.0_User%20Guide.pdf;

e https://www.tp-link.com/us/support/download/deco-x60/;

e https://www.tp-link.com/us/support/download/deco-m4/;

e https://www.tp-link.com/us/support/download/deco-m9-plus/;

e https://www.tp-link.com/us/support/download/deco-m9-plus/#FAQs;

e https://www.tp-link.com/us/support/download/deco-x90/;

e https://www.tp-link.com/us/support/download/deco-xe75/;

e https://www.tp-link.com/us/support/download/deco-x5700/;

e https://www.tp-link.com/us/support/download/deco-m5/;

e https://www.tp-link.com/us/support/download/deco-p7/;

e https://static.tp-

link.com/2019/201904/20190428/1910012360_Deco%20P7_UG.pdf;

e https://www.tp-link.com/us/support/download/deco-p9/;

e https://www.tp-link.com/us/learning-center/;

e https://community.tp-link.com/us/home/kb;

e https://www.tp-link.com/us/support/faq/;

e https://www.tp-link.com/us/support/setup-video/; and

e www.tp-link.com help documentation, among others.

197. Based upon the foregoing facts, among other things, TP-Link has
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induced and continues to induce infringement of the asserted claims of the *512
Patent under 35 U.S.C. § 271(b).

198. TP-Link has sold, provided and/or licensed to the third-party
infringers and continues to sell, provide and/or license the TP-Link Accused
Products that are especially made and adapted—and specifically intended by TP-
Link—to be used as components and material parts of the inventions covered by
the ’512 Patent. For example, the TP-Link Accused Products include 802.11 k/r
switching features identified above which the third-party infringers used in a
manner such that all limitations of the asserted claims are met, and without which
the third-party infringers would have been unable to use and avail themselves of
the intended functionality of the accused products.

199. TP-Link also knew that the accused products are operated in a manner
that practices each asserted claim of the *512 Patent.

200. The 802.11 k/r switching features are specially made and adapted to
infringe the asserted claims of the *512 Patent.

201. The 802.11 k/r switching features are not a staple article or
commodity of commerce, and, because the functionality was designed to work
with the TP-Link Accused Products solely in a manner that is covered by the *512
Patent, it has no substantial non-infringing use. At least by SPV’s notice of TP-

Link’s infringement, based upon the foregoing facts, TP-Link knew of or was
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willfully blind to the fact that such functionality was especially made and adapted
for—and was in fact used in—the accused products in a manner that is covered by
the 512 Patent.

202. Based upon the foregoing facts, among other things, TP-Link has
contributorily infringed and continues to contributorily infringe the asserted claims
of the ’512 Patent under 35 U.S.C. § 271(c¢).

203. Upon information and belief, TP-Links’ acts of infringement of the
’512 Patent continue since notice and since this complaint was filed and are,
therefore, carried out with knowledge of the asserted claims of the *512 Patent and
how the TP-Link Accused Products infringe them. Rather than take a license to
the ’512 Patent, TP-Link’s ongoing infringing conduct reflects a business decision
to “efficiently infringe” the asserted claims and in doing so constitutes willful
infringement under the standard of Halo Elecs., Inc. v. Pulse Elecs., Inc., 136 S.
Ct. 1923 (2016).

204. TP-Link’s acts of direct and indirect infringement have caused and
continue to cause damage to SPV for which SPV is entitled to recover damages
sustained as a result of TP-Link’s infringing acts in an amount subject to proof at
trial, which, by law, cannot be less than a reasonable royalty, together with interest

and costs as fixed by this Court, pursuant to 35 U.S.C. § 284.
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COUNT 2
INFRINGEMENT OF U.S. PATENT NO. 8,045,531

205. SPV realleges and incorporates by reference the allegations set forth
above as if restated verbatim here.

206. SPV is the owner, by assignment, of U.S. Patent No. 8,045,531. The
’512 Patent was issued by the United States Patent and Trademark Office on
October 25, 2011.

207. As the owner of the *531 Patent, SPV holds all substantial rights in
and under the ’531 Patent, including the right to grant licenses, exclude others, and
to enforce, sue, and recover damages for past and future infringement.

208. The *531 Patent is valid, enforceable and was duly issued in full
compliance with Title 35 of the United States Code.

209. SPV alleges that TP-Link has infringed, and continues to infringe, the
’531 Patent.

210. TP-Link makes, uses, offers to sell, sells, and/or imports products and
video monitoring services and products accessible on the TP-Link App, websites,
and all other similar products (“TP-Link Accused Products™) that infringe the *531
Patent. These products include, without limitation, TP-Link Omada WiFI system
comprising, by way of example, TP-Link Omada OC200 and OC300 controller
devices that interface with TP-Link Omada APs to provide WLAN service.

Accused TP-Link WiFi Systems also comprise one or more Omada APs (WAPs)
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managed by an Omada Controller including, without limitation, Omada APs
identified at https://www.tp link.com/us/business networking/all omada/#omada-
acces-points such as TP-Link Access Points Models EAP660 HD, EAP620 HD,
EAP610, EAP265 HD, EAP245, EAP225, EAP115, EAP110, EAP615 Wall,
EAP235 Wall, EAP230 Wall, EAP225 Wall, EAP115 Wall, EAP225 Outdoor,
EAP110 Outdoor, and EAP 653. Additional TP-Link Accused Products with
respect to the *531 patent include the TP-Link Systems featuring TP-Link APs and
TP-Link access controllers (ACs including, for example, TP-Link AC50 and
AC500 wireless controllers) that support configuration using the CAPWAP
protocol to provide service in a WLAN.

211. TP-Link has directly infringed at least claim 1 of the *531 Patent by
using (including its own testing), making, selling, offering for sale, licensing,
and/or importing into the United States without authority the TP-Link Accused
Products.

212. The TP-Link Accused Products are designed, manufactured, and
intended to be used in normal operation to practice the *531 Patent and feature
functionality comprising the steps noted above.

213. TP-Link has used and tested the TP-Link Accused Products in the
United States.

214. TP-Link thus has infringed and continues to infringe the 531 Patent.
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215. TP-Link’s activities were without authority of license under the *531
Patent.

216. TP-Link’s users, customers, agents and/or other third parties
(collectively, “third-party infringers”) infringed and continue to infringe the
asserted claims including under 35 U.S.C. § 271(a) by using the TP-Link Accused
Products according to their normal and intended use.

217. TP-Link has, since at least as early as September 2019, known or been
willfully blind to the fact that the third-party infringers’ use of the TP-Link
Accused Products directly infringes the *531 Patent.

218. TP-Link’s knowledge of the *531 Patent, which covers operating the
TP-Link Accused Products in their intended manner such that all limitations of the
asserted claims of the 531 Patent are met, extends to its knowledge that the third-
party infringers’ use of the TP-Link Accused Products directly infringes the 531
Patent, or, at the very least, rendered TP-Link willfully blind to such infringement.

219. With knowledge of or willful blindness to the fact that the third-party
infringers’ use of the TP-Link Accused Products in their intended manner such that
all limitations of the asserted claims of the *512 Patent are met directly infringes
the 512 Patent, TP-Link has actively encouraged the third-party infringers to
directly infringe the ’512 Patent by making, using, testing, selling, offering for

sale, importing and/or licensing the accused products by, for example: marketing
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TP-Link’s Devices capabilities to the third-party infringers; supporting and
managing the third-party infringers’ use of the TP-Link wireless functionalities;
and providing technical assistance to the third-party infringers during their
continued use of the TP-Link Accused Products such as by, for example,
publishing instructional information on the TP-Link websites (including, without
limitation, the knowledge center, instructional videos and on the TP-Link branded
websites) directing and encouraging third-party infringers how to make and use the
wireless features of the TP-Link Accused Products.

220. TP-Link induces the third-party infringers to infringe the asserted
claims of the *531 Patent by directing or encouraging them to operate the TP-Link
Accused Products which satisfy all limitations of the asserted claims of the *531
Patent. For example, TP-Link advertises and promotes the wireless features of the
TP-Link Accused Products and encourages the third-party infringers to operate
them in an infringing manner. TP-Link further provides technical assistance
directing and instructing third parties how to operate the TP-Link Accused
Products by, for example, publishing instructional materials, videos, knowledge
center resources, how-to guides, troubleshooting, manuals, and user guides.

221. Inresponse, the third-party infringers acquire and operate the TP-Link
Accused Products in an infringing manner.

222. TP-Link specifically intends to induce, and did induce, the third-party
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infringers to infringe the asserted claims of the *531 Patent, and TP-Link knew of
or was willfully blind to such infringement. TP-Link advised, encouraged, and/or
aided the third-party infringers to engage in direct infringement, including through
its encouragement, advice, and assistance to the third-party infringers to use the
wireless features of the TP-Link Accused Products. Having known or been
willfully blind to the fact that the third-party infringers’ use of the TP-Link
Accused Products in their intended manner such that all limitations of asserted
claims of the *531 Patent were met directly infringed the *531 Patent, TP-Link,
upon information and belief, actively encouraged and induced the third-party
infringers to directly infringe the *531 Patent by making, using, testing, selling,
offering for sale, importing and/or licensing said TP-Link Accused Products, and
by, for example: marketing the TP-Link Accused Products to the third-party
infringers; supporting and managing the third-party infringers’ use of the TP-Link
Accused Products; and providing technical assistance to the third-party infringers
during their continued use of the TP-Link Accused Products by, for example,
publishing the following instructional information directing third-party infringers
how to make and use the TP-Link Accused Products to infringe the asserted claims

of the ’531 Patent:

e https://www.tp-link.com/us/support/download/;

e https://www.tp-link.com/us/support/download/oc200/;
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e https://www.tp-link.com/us/support/download/oc300/;

e https://www.tp-link.com/us/support/emulator/;

e https://emulator.tp-link.com/0c200/index.html#statistics;

e https://emulator.tp-link.com/omada-sdn-controller-

v4.3/index.html#dashboard;

e https://emulator.tp-link.com/EmulatorV5.0/index.html);

e https://static.tp-link.com/product-

overview/2021/202107/20210719/Controller%20Datasheet.pdf;

e https://static.tp-

link.com/upload/manual/2022/202208/20220819/1910013217 Omada%

20SDN%20Controller User%20GuideREVS5.4.0.pdf;

e https://www.tp-link.com/us/support/download/eap660-hd/;

e https://www.tp-link.com/us/support/download/eap620-hd/;

e https://www.tp-link.com/us/support/download/eap650/;

e https://www.tp-link.com/us/support/download/eap610/;

e https://www.tp-link.com/us/support/download/eap265-hd/;

e https://www.tp-link.com/us/support/download/eap245/;

e https://www.tp-link.com/us/support/download/eap115/;

e https://www.tp-link.com/us/support/download/eap225-outdoor/;

e https://www.tp-link.com/us/support/download/eap1 10-outdoor/;
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e https://www.tp-link.com/us/support/download/eap670/;

e https://www.tp-link.com/us/support/download/eap615-wall/;

e https://www.tp-link.com/us/support/download/eap235-wall/;

e https://www.tp-link.com/us/support/download/eap225-wall/;

e https://www.tp-link.com/us/support/download/eap653/;

e https://www.tp-link.com/us/support/download/eap610-outdoor/;

e https://www.tp-link.com/us/support/download/eap225/;

e https://www.tp-link.com/us/support/download/eap110/;

e https://www.tp-link.com/us/learning-center/;

e https://community.tp-link.com/us/home/kb:;

e https://www.tp-link.com/us/support/faq/;

e https://www.tp-link.com/us/support/setup-video/; and

o www.tp-link.com help documentation, among others.

223. Based upon the foregoing facts, among other things, TP-Link has
induced and continues to induce infringement of the asserted claims of the *531
Patent under 35 U.S.C. § 271(b).

224. TP-Link has sold, provided and/or licensed to the third-party
infringers and continues to sell, provide and/or license the TP-Link Accused
Products that are especially made and adapted—and specifically intended by TP-

Link—to be used as components and material parts of the inventions covered by
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the *531 Patent. For example, the TP-Link Accused Products include wireless
features identified above which the third-party infringers used in a manner such
that all limitations of the asserted claims are met, and without which the third-party
infringers would have been unable to use and avail themselves of the intended
functionality of the accused products.

225. TP-Link also knew that the accused products are operated in a manner
that practices each asserted claim of the *531 Patent.

226. The wireless features are specially made and adapted to infringe the
asserted claims of the 531 Patent.

227. The wireless features are not a staple article or commodity of
commerce, and, because the functionality was designed to work with the TP-Link
Accused Products solely in a manner that is covered by the *531 Patent, it has no
substantial non-infringing use. At least by SPV’s notice of TP-Link’s infringement,
based upon the foregoing facts, TP-Link knew of or was willfully blind to the fact
that such functionality was especially made and adapted for—and was in fact used
in—the accused products in a manner that is covered by the *531 Patent.

228. Based upon the foregoing facts, among other things, TP-Link has
contributorily infringed and continues to contributorily infringe the asserted claims
of the ’531 Patent under 35 U.S.C. § 271(c¢).

229. Upon information and belief, TP-Links’ acts of infringement of the
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’531 Patent continue since notice and since this complaint was filed and are,
therefore, carried out with knowledge of the asserted claims of the 531 Patent and
how the TP-Link Accused Products infringe them. Rather than take a license to
the ’531 Patent, TP-Link’s ongoing infringing conduct reflects a business decision
to “efficiently infringe” the asserted claims and in doing so constitutes willful
infringement under the standard of Halo Elecs., Inc. v. Pulse Elecs., Inc., 136 S.
Ct. 1923 (2016).

230. TP-Link’s acts of direct and indirect infringement have caused and
continue to cause damage to SPV for which SPV is entitled to recover damages
sustained as a result of TP-Link’s infringing acts in an amount subject to proof at
trial, which, by law, cannot be less than a reasonable royalty, together with interest
and costs as fixed by this Court, pursuant to 35 U.S.C. § 284.

COUNT 3
INFRINGEMENT OF U.S. PATENT NO. 8,270,384

231. SPV realleges and incorporates by reference the allegations set forth
above as if restated verbatim here.

232. SPV is the owner, by assignment, of U.S. Patent No. 8,270,384. The
’384 Patent was issued by the United States Patent and Trademark Office on
September 18, 2012.

233. As the owner of the *384 Patent, SPV holds all substantial rights in

and under the *384 Patent, including the right to grant licenses, exclude others, and
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to enforce, sue, and recover damages for past and future infringement.

234. The ’384 Patent is valid, enforceable and was duly issued in full
compliance with Title 35 of the United States Code.

235. SPV alleges that TP-Link has infringed, and continues to infringe, the
>384 Patent.

236. TP-Link makes, uses, offers to sell, sells, and/or imports products and
video monitoring services and products accessible on the TP-Link App, websites,
and all other similar products (“TP-Link Accused Products”) that infringe the >384
Patent. These products include, without limitation, TP-Link Omada WiFI system
comprising, by way of example, TP-Link Omada OC200 and OC300 controller
devices that interface with TP-Link Omada APs to provide WLAN service.
Accused TP-Link WiFi Systems also comprise Omada Software Defined
Networking (SDN) and comprise one or more Omada APs (WAPs) managed by an
Omada Controller including, without limitation, Omada APs identified at
https://www.tp link.com/us/business networking/all omada/#omada-acces-points
such as TP-Link Access Points Models EAP660 HD, EAP620 HD, EAP610,
EAP265 HD, EAP245, EAP225, EAP115, EAP110, EAP615 Wall, EAP235 Wall,
EAP230 Wall, EAP225 Wall, EAP115 Wall, EAP225 Outdoor, EAP110 Outdoor,
and EAP653. TP-Link Accused Products also include TP Link access points (AP)

that support configuration using the CAPWAP protocol to provide service in a
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WLAN, including CAP300/CAP1200/CAP1750 and CAP 300-Outdoor.

237. TP-Link has directly infringed at least claim 1 of the >384 Patent by
using (including its own testing), making, selling, offering for sale, licensing,
and/or importing into the United States without authority the TP-Link Accused
Products.

238. The TP-Link Accused Products are designed, manufactured, and
intended to be used in normal operation to practice the 384 Patent and feature
functionality comprising the steps noted above.

239. TP-Link has used and tested the TP-Link Accused Products in the
United States.

240. TP-Link thus has infringed and continues to infringe the *384 Patent.

241. TP-Link’s activities were without authority of license under the >384
Patent.

242. TP-Link’s users, customers, agents and/or other third parties
(collectively, “third-party infringers”) infringed and continue to infringe the
asserted claims including under 35 U.S.C. § 271(a) by using the TP-Link Accused
Products according to their normal and intended use.

243. TP-Link has, since at least as early as September 2019, known or been
willfully blind to the fact that the third-party infringers’ use of the TP-Link

Accused Products directly infringes the *384 Patent.
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244, TP-Link’s knowledge of the *384 Patent, which covers operating the
TP-Link Accused Products in their intended manner such that all limitations of the
asserted claims of the 384 Patent are met, extends to its knowledge that the third-
party infringers’ use of the TP-Link Accused Products directly infringes the >384
Patent, or, at the very least, rendered TP-Link willfully blind to such infringement.

245. With knowledge of or willful blindness to the fact that the third-party
infringers’ use of the TP-Link Accused Products in their intended manner such that
all limitations of the asserted claims of the 384 Patent are met directly infringes
the *384 Patent, TP-Link has actively encouraged the third-party infringers to
directly infringe the >384 Patent by making, using, testing, selling, offering for
sale, importing and/or licensing the accused products by, for example: marketing
TP-Link’s Devices capabilities to the third-party infringers; supporting and
managing the third-party infringers’ use of the TP-Link wireless functionalities;
and providing technical assistance to the third-party infringers during their
continued use of the TP-Link Accused Products such as by, for example,
publishing instructional information on the TP-Link websites (including, without
limitation, the knowledge center, instructional videos and on the TP-Link branded
website) directing and encouraging third-party infringers how to make and use the
wireless features of the TP-Link Accused Products.

246. TP-Link induces the third-party infringers to infringe the asserted
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claims of the *384 Patent by directing or encouraging them to operate the TP-Link
Accused Products which satisfy all limitations of the asserted claims of the 384
Patent. For example, TP-Link advertises and promotes the wireless features of the
TP-Link Accused Products and encourages the third-party infringers to operate
them in an infringing manner. TP-Link further provides technical assistance
directing and instructing third parties how to operate the TP-Link Accused
Products by, for example, publishing instructional materials, videos, knowledge
center resources, how-to guides, troubleshooting, manuals, and user guides.

247. In response, the third-party infringers acquire and operate the TP-Link
Accused Products in an infringing manner.

248. TP-Link specifically intends to induce, and did induce, the third-party
infringers to infringe the asserted claims of the 384 Patent, and TP-Link knew of
or was willfully blind to such infringement. TP-Link advised, encouraged, and/or
aided the third-party infringers to engage in direct infringement, including through
its encouragement, advice, and assistance to the third-party infringers to use the
wireless features of the TP-Link Accused Products. Having known or been
willfully blind to the fact that the third-party infringers’ use of the TP-Link
Accused Products in their intended manner such that all limitations of asserted
claims of the *384 Patent were met directly infringed the *384 Patent, TP-Link,

upon information and belief, actively encouraged and induced the third-party

SPV’S COMPLAINT AND JURY DEMAND — TP-LINK Page 125



Case 6:22-cv-01273 Document 1 Filed 12/09/22 Page 126 of 154

infringers to directly infringe the *384 Patent by making, using, testing, selling,
offering for sale, importing and/or licensing said TP-Link Accused Products, and
by, for example: marketing the TP-Link Accused Products to the third-party
infringers; supporting and managing the third-party infringers’ use of the TP-Link
Accused Products; and providing technical assistance to the third-party infringers
during their continued use of the TP-Link Accused Products by, for example,
publishing the following instructional information directing third-party infringers
how to make and use the TP-Link Accused Products to infringe the asserted claims

of the 384 Patent:

e https://www.tp-link.com/us/support/download/;

e https://www.tp-link.com/us/support/download/oc200/;

e https://www.tp-link.com/us/support/download/oc300/;

e https://www.tp-link.com/us/support/emulator/;

e https://emulator.tp-link.com/0c200/index.html#statistics;

e https://emulator.tp-link.com/omada-sdn-controller-

v4.3/index.html#dashboard;

e https://emulator.tp-link.com/EmulatorV5.0/index.html);

https://emulator.tp-link.com/eap_emulator_660/index.html;

e https://emulator.tp-link.com/eap emulator 620HD v3/index.html;

e https://static.tp-link.com/product-
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overview/2021/202107/20210719/Controller%20Datasheet.pdf;

e https://static.tp-

link.com/upload/manual/2022/202208/20220819/1910013217 Omada%

20SDN%20Controller User%20Guide REV5.4.0.pdf;

e https://www.tp-link.com/us/support/download/eap660-hd/;

e https://www.tp-link.com/us/support/download/eap620-hd/;

e https://www.tp-link.com/us/support/download/eap650/;

e https://www.tp-link.com/us/support/download/eap610/;

e https://www.tp-link.com/us/support/download/eap265-hd/;

e https://www.tp-link.com/us/support/download/eap245/;

e https://www.tp-link.com/us/support/download/eap115/;

e https://www.tp-link.com/us/support/download/eap225-outdoor/;

e https://www.tp-link.com/us/support/download/eap1 10-outdoor/;

e https://www.tp-link.com/us/support/download/eap670/;

e https://www.tp-link.com/us/support/download/eap615-wall/;

e https://www.tp-link.com/us/support/download/eap235-wall/;

e https://www.tp-link.com/us/support/download/eap225-wall/;

e https://www.tp-link.com/us/support/download/eap653/;

e https://www.tp-link.com/us/support/download/eap610-outdoor/;

e https://www.tp-link.com/us/support/download/eap225/;
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e https://www.tp-link.com/us/support/download/eap110/;

e https://www.tp-link.com/us/learning-center/;

e https://community.tp-link.com/us/home/kb;

e https://www.tp-link.com/us/support/faq/;

e https://www.tp-link.com/us/support/setup-video/; and

e www.tp-link.com help documentation, among others.

249. Based upon the foregoing facts, among other things, TP-Link has
induced and continues to induce infringement of the asserted claims of the *384
Patent under 35 U.S.C. § 271(b).

250. TP-Link has sold, provided and/or licensed to the third-party
infringers and continues to sell, provide and/or license the TP-Link Accused
Products that are especially made and adapted—and specifically intended by TP-
Link—to be used as components and material parts of the inventions covered by
the *384 Patent. For example, the TP-Link Accused Products include wireless
features identified above which the third-party infringers used in a manner such
that all limitations of the asserted claims are met, and without which the third-party
infringers would have been unable to use and avail themselves of the intended
functionality of the accused products.

251. TP-Link also knew that the accused products are operated in a manner

that practices each asserted claim of the *384 Patent.
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252. The wireless features are specially made and adapted to infringe the
asserted claims of the 384 Patent.

253. The wireless features are not a staple article or commodity of
commerce, and, because the functionality was designed to work with the TP-Link
Accused Products solely in a manner that is covered by the *384 Patent, it has no
substantial non-infringing use. At least by SPV’s notice of TP-Link’s infringement,
based upon the foregoing facts, TP-Link knew of or was willfully blind to the fact
that such functionality was especially made and adapted for—and was in fact used
in—the accused products in a manner that is covered by the 384 Patent.

254. Based upon the foregoing facts, among other things, TP-Link has
contributorily infringed and continues to contributorily infringe the asserted claims
of the *384 Patent under 35 U.S.C. § 271(c¢).

255. Upon information and belief, TP-Links’ acts of infringement of the
’384 Patent continue since notice and since this complaint was filed and are,
therefore, carried out with knowledge of the asserted claims of the 384 Patent and
how the TP-Link Accused Products infringe them. Rather than take a license to
the ’384 Patent, TP-Link’s ongoing infringing conduct reflects a business decision
to “efficiently infringe” the asserted claims and in doing so constitutes willful
infringement under the standard of Halo Elecs., Inc. v. Pulse Elecs., Inc., 136 S.

Ct. 1923 (2016).
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256. TP-Link’s acts of direct and indirect infringement have caused and
continue to cause damage to SPV for which SPV is entitled to recover damages
sustained as a result of TP-Link’s infringing acts in an amount subject to proof at
trial, which, by law, cannot be less than a reasonable royalty, together with interest
and costs as fixed by this Court, pursuant to 35 U.S.C. § 284.

COUNT 4
INFRINGEMENT OF U.S. PATENT NO. 8,902,871

257. SPV realleges and incorporates by reference the allegations set forth
above as if restated verbatim here.

258. SPV is the owner, by assignment, of U.S. Patent No. 8,902,871. The
’871 Patent was issued by the United States Patent and Trademark Office on
December 2, 2014.

259. As the owner of the *871 Patent, SPV holds all substantial rights in
and under the ’871 Patent, including the right to grant licenses, exclude others, and
to enforce, sue, and recover damages for past and future infringement.

260. The *871 Patent is valid, enforceable and was duly issued in full
compliance with Title 35 of the United States Code.

261. SPV alleges that TP-Link has infringed, and continues to infringe, the
’871 Patent.

262. TP-Link makes, uses, offers to sell, sells, and/or imports products and

routers accessible on the TP-Link App, websites, and all other similar products
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(“TP-Link Accused Products”) that infringe the 821 Patent. These products
include, without limitation, TP-Link Wi-Fi adaptors that support Wi-Fi Direct.
The Accused Products include at least the Archer T4U, Archer TSUH, Archer
T9UH, and TL-WN752N Wi-Fi adaptors that support Wi-Fi Direct.

263. TP-Link has directly infringed at least claim 1 of the *821 Patent by
using (including its own testing), making, selling, offering for sale, licensing,
and/or importing into the United States without authority the TP-Link Accused
Products.

264. The TP-Link Accused Products are designed, manufactured, and
intended to be used in normal operation to practice the *821 Patent and feature
functionality comprising the steps noted above.

265. TP-Link has used and tested the TP-Link Accused Products in the
United States.

266. TP-Link thus has infringed and continues to infringe the 821 Patent.

267. TP-Link’s activities were without authority of license under the *821
Patent.

268. TP-Link’s users, customers, agents and/or other third parties
(collectively, “third-party infringers”) infringed and continue to infringe the
asserted claims including under 35 U.S.C. § 271(a) by using the TP-Link Accused

Products according to their normal and intended use.
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269. TP-Link has, since at least as early as September 2019, known or been
willfully blind to the fact that the third-party infringers’ use of the TP-Link
Accused Products directly infringes the 821 Patent.

270. TP-Link’s knowledge of the *821 Patent, which covers operating the
TP-Link Accused Products in their intended manner such that all limitations of the
asserted claims of the *821 Patent are met, extends to its knowledge that the third-
party infringers’ use of the TP-Link Accused Products directly infringes the 821
Patent, or, at the very least, rendered TP-Link willfully blind to such infringement.

271. With knowledge of or willful blindness to the fact that the third-party
infringers’ use of the TP-Link Accused Products in their intended manner such that
all limitations of the asserted claims of the 821 Patent are met directly infringes
the ’821 Patent, TP-Link has actively encouraged the third-party infringers to
directly infringe the *821 Patent by making, using, testing, selling, offering for
sale, importing and/or licensing the accused products by, for example: marketing
TP-Link’s Devices Wi-Fi Direct capabilities to the third-party infringers;
supporting and managing the third-party infringers’ use of the TP-Link Wi-Fi
Direct functionalities; and providing technical assistance to the third-party
infringers during their continued use of the TP-Link Accused Products such as by,
for example, publishing instructional information on the TP-Link websites

(including, without limitation, the knowledge center, instructional videos and on
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the TP-Link branded website) directing and encouraging third-party infringers how
to make and use the Wi-Fi Direct features of the TP-Link Accused Products.

272. TP-Link induces the third-party infringers to infringe the asserted
claims of the *821 Patent by directing or encouraging them to operate the TP-Link
Accused Products which satisfy all limitations of the asserted claims of the *821
Patent. For example, TP-Link advertises and promotes the Wi-Fi Direct features of
the TP-Link Accused Products and encourages the third-party infringers to operate
them in an infringing manner. TP-Link further provides technical assistance
directing and instructing third parties how to operate the TP-Link Accused
Products by, for example, publishing instructional materials, videos, knowledge
center resources, how-to guides, troubleshooting, manuals, and user guides.

273. Inresponse, the third-party infringers acquire and operate the TP-Link
Accused Products in an infringing manner.

274. TP-Link specifically intends to induce, and did induce, the third-party
infringers to infringe the asserted claims of the 821 Patent, and TP-Link knew of
or was willfully blind to such infringement. TP-Link advised, encouraged, and/or
aided the third-party infringers to engage in direct infringement, including through
its encouragement, advice, and assistance to the third-party infringers to use the
Wi-Fi Direct features of the TP-Link Accused Products. Having known or been

willfully blind to the fact that the third-party infringers’ use of the TP-Link
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Accused Products in their intended manner such that all limitations of asserted
claims of the *821 Patent were met directly infringed the 821 Patent, TP-Link,
upon information and belief, actively encouraged and induced the third-party
infringers to directly infringe the *821 Patent by making, using, testing, selling,
offering for sale, importing and/or licensing said TP-Link Accused Products, and
by, for example: marketing the TP-Link Accused Products to the third-party
infringers; supporting and managing the third-party infringers’ use of the TP-Link
Accused Products; and providing technical assistance to the third-party infringers
during their continued use of the TP-Link Accused Products by, for example,
publishing the following instructional information directing third-party infringers
how to make and use the TP-Link Accused Products to infringe the asserted claims

of the ’821 Patent:

e https://www.tp-link.com/us/support/download/;

e https://www.tp-link.com/us/support/download/archer-t4u/;

e https://static.tp-

link.com/2020/202010/20201019/Archer%20T4U(EU&US) 3.0 _datashe

et.pdf;

e https://www.tp-link.com/us/support/download/archer-t4uh/;

e https://www.tp-link.com/us/support/download/archer-t9uh/;

e https://www.tp-link.com/us/support/download/tl-wn725n/;
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e https://www.tp-link.com/us/learning-center/;

e https://community.tp-link.com/us/home/kb;

e https://www.tp-link.com/us/support/faq/;

e https://www.tp-link.com/us/support/setup-video/; and

e www.tp-link.com help documentation, among others.

275. Based upon the foregoing facts, among other things, TP-Link has
induced and continues to induce infringement of the asserted claims of the 821
Patent under 35 U.S.C. § 271(b).

276. TP-Link has sold, provided and/or licensed to the third-party
infringers and continues to sell, provide and/or license the TP-Link Accused
Products that are especially made and adapted—and specifically intended by TP-
Link—to be used as components and material parts of the inventions covered by
the *821 Patent. For example, the TP-Link Accused Products include Wi-Fi Direct
features identified above which the third-party infringers used in a manner such
that all limitations of the asserted claims are met, and without which the third-party
infringers would have been unable to use and avail themselves of the intended
functionality of the accused products.

277. TP-Link also knew that the accused products are operated in a manner
that practices each asserted claim of the *821 Patent.

278. The Wi-Fi Direct features are specially made and adapted to infringe
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the asserted claims of the *821 Patent.

279. The Wi-Fi Direct features are not a staple article or commodity of
commerce, and, because the functionality was designed to work with the TP-Link
Accused Products solely in a manner that is covered by the *821 Patent, it has no
substantial non-infringing use. At least by SPV’s notice of TP-Link’s infringement,
based upon the foregoing facts, TP-Link knew of or was willfully blind to the fact
that such functionality was especially made and adapted for—and was in fact used
in—the accused products in a manner that is covered by the 821 Patent.

280. Based upon the foregoing facts, among other things, TP-Link has
contributorily infringed and continues to contributorily infringe the asserted claims
of the ’821 Patent under 35 U.S.C. § 271(c¢).

281. Upon information and belief, TP-Links’ acts of infringement of the
’821 Patent continue since notice and since this complaint was filed and are,
therefore, carried out with knowledge of the asserted claims of the 821 Patent and
how the TP-Link Accused Products infringe them. Rather than take a license to
the ’821 Patent, TP-Link’s ongoing infringing conduct reflects a business decision
to “efficiently infringe” the asserted claims and in doing so constitutes willful
infringement under the standard of Halo Elecs., Inc. v. Pulse Elecs., Inc., 136 S.
Ct. 1923 (2016).

282. TP-Link’s acts of direct and indirect infringement have caused and
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continue to cause damage to SPV for which SPV is entitled to recover damages
sustained as a result of TP-Link’s infringing acts in an amount subject to proof at
trial, which, by law, cannot be less than a reasonable royalty, together with interest
and costs as fixed by this Court, pursuant to 35 U.S.C. § 284.

COUNT 5
INFRINGEMENT OF U.S. PATENT NO. 9,357,441

283. SPV realleges and incorporates by reference the allegations set forth
above as if restated verbatim here.

284. SPV is the owner, by assignment, of U.S. Patent No. 9,357,441. The
’441 Patent was issued by the United States Patent and Trademark Office on May
31, 2016.

285. As the owner of the *441 Patent, SPV holds all substantial rights in
and under the *441 Patent, including the right to grant licenses, exclude others, and
to enforce, sue, and recover damages for past and future infringement.

286. The 441 Patent is valid, enforceable and was duly issued in full
compliance with Title 35 of the United States Code.

287. SPV alleges that TP-Link has infringed, and continues to infringe, the
’441 Patent.

288. TP-Link makes, uses, offers to sell, sells, and/or imports products and
routers accessible on the TP-Link App, websites, and all other similar products

(“TP-Link Accused Products”) that infringe the *441 Patent. These products
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include, without limitation, TP-Link Wi-Fi adaptors that support Wi-Fi Direct.
The Accused Products include at least the Archer T4U, Archer TSUH, Archer
T9UH, and TL-WN752N Wi-Fi adaptors that support Wi-Fi Direct.

289. TP-Link has directly infringed at least claim 1 of the *441 Patent by
using (including its own testing), making, selling, offering for sale, licensing,
and/or importing into the United States without authority the TP-Link Accused
Products.

290. The TP-Link Accused Products are designed, manufactured, and
intended to be used in normal operation to practice the 441 Patent and feature
functionality comprising the steps noted above.

291. TP-Link has used and tested the TP-Link Accused Products in the
United States.

292. TP-Link thus has infringed and continues to infringe the 441 Patent.

293. TP-Link’s activities were without authority of license under the *441
Patent.

294. TP-Link’s users, customers, agents and/or other third parties
(collectively, “third-party infringers”) infringed and continue to infringe the
asserted claims including under 35 U.S.C. § 271(a) by using the TP-Link Accused
Products according to their normal and intended use.

295. TP-Link has, since at least as early as September 2019, known or been
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willfully blind to the fact that the third-party infringers’ use of the TP-Link
Accused Products directly infringes the *441 Patent.

296. TP-Link’s knowledge of the *441 Patent, which covers operating the
TP-Link Accused Products in their intended manner such that all limitations of the
asserted claims of the 441 Patent are met, extends to its knowledge that the third-
party infringers’ use of the TP-Link Accused Products directly infringes the *441
Patent, or, at the very least, rendered TP-Link willfully blind to such infringement.

297. With knowledge of or willful blindness to the fact that the third-party
infringers’ use of the TP-Link Accused Products in their intended manner such that
all limitations of the asserted claims of the 441 Patent are met directly infringes
the ’441 Patent, TP-Link has actively encouraged the third-party infringers to
directly infringe the *441 Patent by making, using, testing, selling, offering for
sale, importing and/or licensing the accused products by, for example: marketing
TP-Link’s Devices Wi-Fi Direct capabilities to the third-party infringers;
supporting and managing the third-party infringers’ use of the TP- Wi-Fi Direct
functionalities; and providing technical assistance to the third-party infringers
during their continued use of the TP-Link Accused Products such as by, for
example, publishing instructional information on the TP-Link websites (including,
without limitation, the knowledge center, instructional videos and on the TP-Link

branded website) directing and encouraging third-party infringers how to make and
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use the Wi-Fi Direct features of the TP-Link Accused Products.

298. TP-Link induces the third-party infringers to infringe the asserted
claims of the *441 Patent by directing or encouraging them to operate the TP-Link
Accused Products which satisfy all limitations of the asserted claims of the *441
Patent. For example, TP-Link advertises and promotes the Wi-Fi Direct features of
the TP-Link Accused Products and encourages the third-party infringers to operate
them in an infringing manner. TP-Link further provides technical assistance
directing and instructing third parties how to operate the TP-Link Accused
Products by, for example, publishing instructional materials, videos, knowledge
center resources, how-to guides, troubleshooting, manuals, and user guides.

299. Inresponse, the third-party infringers acquire and operate the TP-Link
Accused Products in an infringing manner.

300. TP-Link specifically intends to induce, and did induce, the third-party
infringers to infringe the asserted claims of the 441 Patent, and TP-Link knew of
or was willfully blind to such infringement. TP-Link advised, encouraged, and/or
aided the third-party infringers to engage in direct infringement, including through
its encouragement, advice, and assistance to the third-party infringers to use the
Wi-Fi Direct features of the TP-Link Accused Products. Having known or been
willfully blind to the fact that the third-party infringers’ use of the TP-Link

Accused Products in their intended manner such that all limitations of asserted
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claims of the ’441 Patent were met directly infringed the *441 Patent, TP-Link,
upon information and belief, actively encouraged and induced the third-party
infringers to directly infringe the *441 Patent by making, using, testing, selling,
offering for sale, importing and/or licensing said TP-Link Accused Products, and
by, for example: marketing the TP-Link Accused Products to the third-party
infringers; supporting and managing the third-party infringers’ use of the TP-Link
Accused Products; and providing technical assistance to the third-party infringers
during their continued use of the TP-Link Accused Products by, for example,
publishing the following instructional information directing third-party infringers
how to make and use the TP-Link Accused Products to infringe the asserted claims

of the ’441 Patent:

e https://www.tp-link.com/us/support/download/;

https://www.tp-link.com/us/support/download/archer-t4u/;

e https://static.tp-

link.com/2020/202010/20201019/Archer%20T4U(EU&US) 3.0 data

sheet.pdf;

e https://www.tp-link.com/us/support/download/archer-t4uh/;

e https://www.tp-link.com/us/support/download/archer-t9uh/;

e https://www.tp-link.com/us/support/download/tl-wn725n/;

https://www.tp-link.com/us/learning-center/;
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https://community.tp-link.com/us/home/kb;

e https://www.tp-link.com/us/support/faq/;

e https://www.tp-link.com/us/support/setup-video/; and

e www.tp-link.com help documentation, among others.

301. Based upon the foregoing facts, among other things, TP-Link has
induced and continues to induce infringement of the asserted claims of the *441
Patent under 35 U.S.C. § 271(b).

302. TP-Link has sold, provided and/or licensed to the third-party
infringers and continues to sell, provide and/or license the TP-Link Accused
Products that are especially made and adapted—and specifically intended by TP-
Link—to be used as components and material parts of the inventions covered by
the *441 Patent. For example, the TP-Link Accused Products include Wi-Fi Direct
features identified above which the third-party infringers used in a manner such
that all limitations of the asserted claims are met, and without which the third-party
infringers would have been unable to use and avail themselves of the intended
functionality of the accused products.

303. TP-Link also knew that the accused products are operated in a manner
that practices each asserted claim of the *441 Patent.

304. The wireless features are specially made and adapted to infringe the

asserted claims of the 441 Patent.
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305. The Wi-Fi Direct features are not a staple article or commodity of
commerce, and, because the functionality was designed to work with the TP-Link
Accused Products solely in a manner that is covered by the *441 Patent, it has no
substantial non-infringing use. At least by SPV’s notice of TP-Link’s infringement,
based upon the foregoing facts, TP-Link knew of or was willfully blind to the fact
that such Wi-Fi Direct functionality was especially made and adapted for—and
was in fact used in—the accused products in a manner that is covered by the *441
Patent.

306. Based upon the foregoing facts, among other things, TP-Link has
contributorily infringed and continues to contributorily infringe the asserted claims
of the ’441 Patent under 35 U.S.C. § 271(c¢).

307. Upon information and belief, TP-Links’ acts of infringement of the
’441 Patent continue since notice and since this complaint was filed and are,
therefore, carried out with knowledge of the asserted claims of the 441 Patent and
how the TP-Link Accused Products infringe them. Rather than take a license to
the *441 Patent, TP-Link’s ongoing infringing conduct reflects a business decision
to “efficiently infringe” the asserted claims and in doing so constitutes willful
infringement under the standard of Halo Elecs., Inc. v. Pulse Elecs., Inc., 136 S.
Ct. 1923 (2016).

308. TP-Link’s acts of direct and indirect infringement have caused and
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continue to cause damage to SPV for which SPV is entitled to recover damages
sustained as a result of TP-Link’s infringing acts in an amount subject to proof at
trial, which, by law, cannot be less than a reasonable royalty, together with interest
and costs as fixed by this Court, pursuant to 35 U.S.C. § 284.

COUNT 6
INFRINGEMENT OF U.S. PATENT NO. 10,039,144

309. SPV realleges and incorporates by reference the allegations set forth
above as if restated verbatim here.

310. SPV is the owner, by assignment, of U.S. Patent No. 10,039,144, The
’144 Patent was issued by the United States Patent and Trademark Office on July
31,2018.

311. As the owner of the 144 Patent, SPV holds all substantial rights in
and under the *144 Patent, including the right to grant licenses, exclude others, and
to enforce, sue, and recover damages for past and future infringement.

312. The ’144 Patent is valid, enforceable and was duly issued in full
compliance with Title 35 of the United States Code.

313. SPV alleges that TP-Link has infringed, and continues to infringe, the
’144 Patent.

314. TP-Link makes, uses, offers to sell, sells, and/or imports products and
routers accessible on the TP-Link App, websites, and all other similar products

(“TP-Link Accused Products”) that infringe the 144 Patent. These products
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include, without limitation, TP-Link Wi-Fi adaptors that support Wi-Fi Direct.
The Accused Products include at least the Archer T4U, Archer TSUH, Archer
T9UH, and TL-WN752N Wi-Fi adaptors that support Wi-Fi Direct.

315. TP-Link has directly infringed at least claim 1 of the *144 Patent by
using (including its own testing), making, selling, offering for sale, licensing,
and/or importing into the United States without authority the TP-Link Accused
Products.

316. The TP-Link Accused Products are designed, manufactured, and
intended to be used in normal operation to practice the 144 Patent and feature
functionality comprising the steps noted above.

317. TP-Link has used and tested the TP-Link Accused Products in the
United States.

318. TP-Link thus has infringed and continues to infringe the *144 Patent.

319. TP-Link’s activities were without authority of license under the *144
Patent.

320. TP-Link’s users, customers, agents and/or other third parties
(collectively, “third-party infringers”) infringed and continue to infringe the
asserted claims including under 35 U.S.C. § 271(a) by using the TP-Link Accused
Products according to their normal and intended use.

321. TP-Link has, since at least as early as September 2019, known or been
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willfully blind to the fact that the third-party infringers’ use of the TP-Link
Accused Products directly infringes the ’144 Patent.

322. TP-Link’s knowledge of the 144 Patent, which covers operating the
TP-Link Accused Products in their intended manner such that all limitations of the
asserted claims of the *144 Patent are met, extends to its knowledge that the third-
party infringers’ use of the TP-Link Accused Products directly infringes the *144
Patent, or, at the very least, rendered TP-Link willfully blind to such infringement.

323. With knowledge of or willful blindness to the fact that the third-party
infringers’ use of the TP-Link Accused Products in their intended manner such that
all limitations of the asserted claims of the *144 Patent are met directly infringes
the 144 Patent, TP-Link has actively encouraged the third-party infringers to
directly infringe the 144 Patent by making, using, testing, selling, offering for
sale, importing and/or licensing the accused products by, for example: marketing
TP-Link’s Devices Wi-Fi Direct capabilities to the third-party infringers;
supporting and managing the third-party infringers’ use of the TP-Link Wi-Fi
Direct functionalities; and providing technical assistance to the third-party
infringers during their continued use of the TP-Link Accused Products such as by,
for example, publishing instructional information on the TP-Link websites
(including, without limitation, the knowledge center, instructional videos and on

the TP-Link branded website) directing and encouraging third-party infringers how
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to make and use the Wi-Fi Direct features of the TP-Link Accused Products.

324. TP-Link induces the third-party infringers to infringe the asserted
claims of the *441 Patent by directing or encouraging them to operate the TP-Link
Accused Products which satisty all limitations of the asserted claims of the 144
Patent. For example, TP-Link advertises and promotes the Wi-Fi Direct features of
the TP-Link Accused Products and encourages the third-party infringers to operate
them in an infringing manner. TP-Link further provides technical assistance
directing and instructing third parties how to operate the TP-Link Accused
Products by, for example, publishing instructional materials, videos, knowledge
center resources, how-to guides, troubleshooting, manuals, and user guides.

325. Inresponse, the third-party infringers acquire and operate the TP-Link
Accused Products in an infringing manner.

326. TP-Link specifically intends to induce, and did induce, the third-party
infringers to infringe the asserted claims of the *144 Patent, and TP-Link knew of
or was willfully blind to such infringement. TP-Link advised, encouraged, and/or
aided the third-party infringers to engage in direct infringement, including through
its encouragement, advice, and assistance to the third-party infringers to use the
wireless features of the TP-Link Accused Products. Having known or been
willfully blind to the fact that the third-party infringers’ use of the TP-Link

Accused Products in their intended manner such that all limitations of asserted
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claims of the 144 Patent were met directly infringed the *144 Patent, TP-Link,
upon information and belief, actively encouraged and induced the third-party
infringers to directly infringe the *144 Patent by making, using, testing, selling,
offering for sale, importing and/or licensing said TP-Link Accused Products, and
by, for example: marketing the TP-Link Accused Products to the third-party
infringers; supporting and managing the third-party infringers’ use of the TP-Link
Accused Products; and providing technical assistance to the third-party infringers
during their continued use of the TP-Link Accused Products by, for example,
publishing the following instructional information directing third-party infringers
how to make and use the TP-Link Accused Products to infringe the asserted claims

of the ’144 Patent:

e https://www.tp-link.com/us/support/download/;

https://www.tp-link.com/us/support/download/archer-t4u/;

e https://static.tp-

link.com/2020/202010/20201019/Archer%20T4U(EU&US) 3.0 data

sheet.pdf;

e https://www.tp-link.com/us/support/download/archer-t4uh/;

e https://www.tp-link.com/us/support/download/archer-t9uh/;

e https://www.tp-link.com/us/support/download/tl-wn725n/;

https://www.tp-link.com/us/learning-center/;
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https://community.tp-link.com/us/home/kb;

e https://www.tp-link.com/us/support/faq/;

e https://www.tp-link.com/us/support/setup-video/; and

e www.tp-link.com help documentation, among others.

327. Based upon the foregoing facts, among other things, TP-Link has
induced and continues to induce infringement of the asserted claims of the *144
Patent under 35 U.S.C. § 271(b).

328. TP-Link has sold, provided and/or licensed to the third-party
infringers and continues to sell, provide and/or license the TP-Link Accused
Products that are especially made and adapted—and specifically intended by TP-
Link—to be used as components and material parts of the inventions covered by
the *144 Patent. For example, the TP-Link Accused Products include Wi-Fi Direct
features identified above which the third-party infringers used in a manner such
that all limitations of the asserted claims are met, and without which the third-party
infringers would have been unable to use and avail themselves of the intended
functionality of the accused products.

329. TP-Link also knew that the accused products are operated in a manner
that practices each asserted claim of the *144 Patent.

330. The wireless features are specially made and adapted to infringe the

asserted claims of the 144 Patent.
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331. The Wi-Fi Direct features are not a staple article or commodity of
commerce, and, because the functionality was designed to work with the TP-Link
Accused Products solely in a manner that is covered by the *144 Patent, it has no
substantial non-infringing use. At least by SPV’s notice of TP-Link’s infringement,
based upon the foregoing facts, TP-Link knew of or was willfully blind to the fact
that such functionality was especially made and adapted for—and was in fact used
in—the accused products in a manner that is covered by the *144 Patent.

332. Based upon the foregoing facts, among other things, TP-Link has
contributorily infringed and continues to contributorily infringe the asserted claims
of the *144 Patent under 35 U.S.C. § 271(c¢).

333. Upon information and belief, TP-Links’ acts of infringement of the
’144 Patent continue since notice and since this complaint was filed and are,
therefore, carried out with knowledge of the asserted claims of the *144 Patent and
how the TP-Link Accused Products infringe them. Rather than take a license to
the *144 Patent, TP-Link’s ongoing infringing conduct reflects a business decision
to “efficiently infringe” the asserted claims and in doing so constitutes willful
infringement under the standard of Halo Elecs., Inc. v. Pulse Elecs., Inc., 136 S.
Ct. 1923 (2016).

334. TP-Link’s acts of direct and indirect infringement have caused and

continue to cause damage to SPV for which SPV is entitled to recover damages
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sustained as a result of TP-Link’s infringing acts in an amount subject to proof at
trial, which, by law, cannot be less than a reasonable royalty, together with interest

and costs as fixed by this Court, pursuant to 35 U.S.C. § 284.

NOTICE

335. SPV does not currently distribute, sell, offer for sale, or make
products embodying the Asserted Patents.

336. TP-Link had notice of infringement of the *512, °531, ’384, *871, ’441
and 144 Patents prior to filing of this complaint.

337. SPV has complied with all notice requirements of 35 U.S.C. § 287.

NOTICE OF REQUIREMENT OF LITIGATION HOLD

338. TP-Link is hereby notified it is legally obligated to locate, preserve,
and maintain all records, notes, drawings, documents, data, communications,
materials, electronic recordings, audio/video/photographic recordings, and digital
files, including edited and unedited or “raw” source material, and other information
and tangible things that TP-Link knows, or reasonably should know, may be
relevant to actual or potential claims, counterclaims, defenses, and/or damages by
any party or potential party in this lawsuit, whether created or residing in hard copy
form or in the form of electronically stored information (hereafter collectively
referred to as “Potential Evidence”).

339. Asused above, the phrase “electronically stored information” includes

without limitation: computer files (and file fragments), e-mail (both sent and
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received, whether internally or externally), information concerning e-mail
(including but not limited to logs of e-mail history and usage, header information,
and deleted but recoverable e-mails), text files (including drafts, revisions, and
active or deleted word processing documents), instant messages, audio recordings
and files, video footage and files, audio files, photographic footage and files,
spreadsheets, databases, calendars, telephone logs, contact manager information,
internet usage files, and all other information created, received, or maintained on
any and all electronic and/or digital forms, sources and media, including, without
limitation, any and all hard disks, removable media, peripheral computer or
electronic storage devices, laptop computers, mobile phones, personal data
assistant devices, Blackberry devices, iPhones, video cameras and still cameras,
and any and all other locations where electronic data is stored. These sources may
also include any personal electronic, digital, and storage devices of any and all of
TP-Link’s agents, resellers, distributors or employees if TP-Link’s electronically
stored information resides there.

340. TP-Link is hereby further notified and forewarned that any alteration,
destruction, negligent loss, or unavailability, by act or omission, of any Potential
Evidence may result in damages or a legal presumption by the Court and/or jury
that the Potential Evidence is not favorable to TP-Link’s claims and/or defenses.

To avoid such a result, TP-Link’s preservation duties include, but are not limited
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to, the requirement that TP-Link immediately notify its agents, distributors, and
employees to halt and/or supervise the auto-delete functions of TP-Link’s
electronic systems and refrain from deleting Potential Evidence, either manually or

through a policy of periodic deletion.

JURY DEMAND

SPV hereby demands a trial by jury on all claims, issues, and damages so triable.

PRAYER FOR RELIEF

SPV prays for the following relief:

a. That TP-Link be summoned to appear and answer;

b. That the Court enter judgment that TP-Link has infringed the *512,
’531, 384, °871, ’441 and ’144 Patents.

c. That the Court grant SPV judgment against TP-Link for all actual,
consequential, special, punitive, increased, and/or statutory damages,
including, if necessary, an accounting of all damages; pre- and post-
judgment interest as allowed by law; and reasonable attorney’s fees,
costs, and expenses incurred in this action;

d. That TP-Link’s infringement be found to have been willful;

e. That this case be found to be exceptional under 35 U.S.C. § 285; and

f. That SPV be granted such other and further relief as the Court may

deem just and proper under the circumstances.
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Dated: December 9, 2022 Respectfully submitted,

CONNOR LEE & SHUMAKER PLLC

By: CLQWL@/@Z///

Cabrach J. Connor
Cab@CLandS.com
Texas Bar No. 24036390
Jennifer Tatum Lee
Jennifer@CLandS.com
Texas Bar No. 24046950
John M. Shumaker
John@CLandS.com
Texas Bar No. 24033069

609 Castle Ridge Road, Suite 450
Austin, Texas 78746
512.646.2060 Telephone
888.387.1134 Facsimile
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