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IN THE UNITED STATES DISTRICT COURT 
FOR THE EASTERN DISTRICT OF TEXAS 

MARSHALL DIVISION 

 SECURE WI-FI LLC,  

Plaintiff, 

v. 

SAMSUNG ELECTRONICS CO. LTD. and 
SAMSUNG ELECTRONICS AMERICA, 
INC., 

Defendants.  

Civil Action No.: 2:24-cv-00047   

JURY TRIAL DEMANDED 

COMPLAINT FOR PATENT INFRINGEMENT 

Plaintiff Secure Wi-Fi LLC (“Plaintiff” or “Secure Wi-Fi”), through its attorneys, for its 

Complaint against Samsung Electronics Co. Ltd. (“SEC”) and Samsung Electronics America, Inc., 

(“SEA”) (collectively, “Defendants” or “Samsung”), demands a trial by jury and alleges as follows: 

INTRODUCTION 

1. This Complaint arises from Samsung’s unlawful infringement of the following United

States Patents owned by Secure Wi-Fi:  United States Patent Nos. 10,694,384, 9,961,552, and 

9,717,005 (collectively the “Asserted Patents”). 

THE PARTIES 

2. Secure Wi-Fi is a Texas limited liability company with its principal place of business

located at 5900 Balcones Drive, Suite 100, Austin, Texas 78731. Secure Wi-Fi is the sole owner by 

assignment of all right, title and interest in the Asserted Patents, including the right to recover for 

past, present and future infringement and damages. 
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3. On information and belief, Defendant Samsung Electronics Co., Ltd. is a foreign 

corporation organized and existing under the laws of the Republic of Korea. SEC has a principal 

place of business located at 129 Samsung-ro, Yeongtong-Gu, Suwon-Si, Gyeonggi-Do, 443-742, 

Republic of Korea. Samsung Electronics Co., Ltd. may be served at least by process under the Hague 

Convention.  

4. On information and belief, Samsung Electronics Co., Ltd.’s DX division is responsible 

for the design, manufacture, and sale of mobile devices, such as smartphones, and related software, 

applications, and services that operate on cellular networks around the world and in the United States.  

5. On information and belief, Defendant Samsung Electronics America, Inc. is a wholly 

owned subsidiary corporation of Samsung Electronics Co., Ltd. and is organized and existing under 

the laws of New York with a principal place of business at 85 Challenger Road, Ridgefield Park, New 

Jersey 07660 and offices and/or other facilities in Texas at least at 6625 Excellence Way, Plano, 

Texas 75023 and 12100 Samsung Boulevard, Austin, Texas 78754.  

6. Samsung Electronics America, Inc. is registered to do business in Texas and has 

maintained regular and established places of business with offices and/or other facilities in this 

District at least at 6625 Excellence Way Plano, Texas 75023 and 1301 E. Lookout Drive, Richardson, 

Texas 75082. Samsung Electronics America, Inc. may be served through its registered agent for 

service of process, CT Corporation System, 1999 Bryan St., Suite. 900, Dallas, Texas 75201. 

7.  On information and belief, Defendant Samsung Electronics America, Inc. oversees 

domestic sales and distribution of Samsung’s consumer electronics products, including the products 

accused of infringement in this case.  
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8. Defendants Samsung Electronics Co., Ltd., and Samsung Electronics America, Inc., 

have acted in concert with respect to the facts alleged herein such that any act of Samsung Electronics 

Co., Ltd., is attributable to Samsung Electronics America, Inc., and vice versa. 

JURISDICTION AND VENUE 

9. This action arises under the patent laws of the United States, Title 35 of the United 

States Code. Subject matter jurisdiction is proper in this Court pursuant to 28 U.S.C. §§ 1331 and 

1338(a). 

10. This Court has personal jurisdiction over Defendants in this action because each has 

committed and continues to commit acts within this District giving rise to this action and has 

established minimum contacts with this forum such that the exercise of jurisdiction over each would 

not offend traditional notions of fair play and substantial justice. Defendants, directly and through 

subsidiaries or intermediaries, have committed and continue to commit acts of infringement in this 

District, by among other things, making, using, importing, offering to sell and selling smartphones 

that include the Android 10 operating system and/or later Android operating system versions that 

infringe the Asserted Patents. Defendants have not contested personal jurisdiction in this Court in 

prior actions.  

11. On information and belief, Defendants have each derived substantial revenue from 

infringing acts in the Eastern District of Texas, including from the sale of infringing products.  

12. Venue is proper in this District pursuant to at least 28 U.S.C. §1391 and §1400(b). 

Upon information and belief, SEA has a regular and established place of business in this District, 

including at 625 Excellence Way, Plano, Texas 75023, and Defendants have committed acts of 

infringement in this district.  
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13. Samsung Electronics, Co. Ltd., is not a resident of the United States and may be sued 

in this District because suits against foreign entities are proper in any judicial district where they are 

subject to personal jurisdiction.  

FIRST COUNT 

(INFRINGEMENT OF U.S. PATENT NO. 10,694,384) 

14. Secure Wi-Fi incorporates by reference the foregoing paragraphs as if fully set forth 

herein. 

15. Secure Wi-Fi owns by assignment, all rights, title and interest, including the right to 

recover damages for past, present and future infringement, in U.S. Patent No. 10,694,384 titled 

“Schemes for Connecting to Wireless Network.” The ’384 patent was duly and legally issued by the 

United States Patent and Trademark Office on June 23, 2020. A true and correct copy of the ’384 

Patent is attached as Exhibit A.  

16. On information and belief, Defendants have directly infringed and continue to directly 

infringe one or more claims of the ’384 patent, including at least claim 17 of the ’384 patent, in the 

state of Texas, in this judicial district, and elsewhere in the United States by, among other things, 

making, using, selling, offering for sale, and/or importing into the United States products that embody 

one or more of the inventions claimed in the ’384 patent, including but not limited to the Accused 

Instrumentalities, including Samsung Galaxy smartphones that include the Android 10 operating 

system or later versions of the Android operating system as well as all reasonably similar products, 

in violation of 35 U.S.C. § 271(a). By way of example, the Accused Instrumentalities are an end 

device, such as the Galaxy S23 smartphone that includes the Android 13 operating system with 

randomized MAC for Wi-Fi connections. 
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17. The ’384 Accused Instrumentalities satisfy all claim limitations of one or more claims 

of the ’384 patent, including exemplary claim 17. The Accused Instrumentalities are end devices. The 

Galaxy S23, for example, is an end device having a “Snapdragon 8 Gen 2” chipset. The Galaxy S23 

also includes the Android 13 operating system.   

 

https://www.samsung.com/us/smartphones/galaxy-s23/buy/galaxy-s23-128gb-unlocked-sm-
s911uliaxaa/ 
 
 
https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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https://www.androidpolice.com/samsung-galaxy-s23/ 
 

 

https://www.youtube.com/watch?v=BadWvxWe8y8 
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https://www.youtube.com/watch?v=AaMm2HHwbI0 
 

 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-
Gen-2-Product-Brief.pdf 
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https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve 

 

18. The Accused Instrumentalities have a hardware network interface associated with an 

actual media control (MAC) address. For example, the Galaxy S23 includes the SnapDragon 8 Gen 

2 SOC’s Wi-Fi interface called FastConnect. FastConnect is used to connect to Wi-Fi networks.  

 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
https://www.androidpolice.com/samsung-galaxy-s23/ 
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https://www.qualcomm.com/news/onq/2022/11/new-snapdragon-8-gen-2-8-extraordinary-
mobile-experiences-unveiled 

 

 

 

https://www.androidpolice.com/samsung-galaxy-s23/ 
https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve 

 

 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/images/products/by-
technology/wi-fi/Qualcomm-FastConnect-7800-Overview-Infographic.png 

 

19. The hardware network interface of the Accused Instrumentalities is associated with an 

actual media control (MAC) address, e.g., a factory-set MAC address. The hardware network 
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interface of the Accused Instrumentalities is associated with a factory-set MAC address that is 

globally unique and static, allowing the Accused Instrumentality to be individually identified.  

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

20. The Accused Instrumentalities include a “Wi-Fi MAC address.” The Wi-Fi MAC 

address is an example of an actual MAC address. 
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https://www.samsung.com/hk_en/support/mobile-devices/where-do-i-find-the-wifi-mac-
address-in-my-samsung-galaxy-note-10-1-or-8-0/ 
 
21. The Accused Instrumentalities include a processor coupled to the hardware network 

interface and operable to generate a MAC address for the end device that is distinct from the actual 

MAC address. As an example, the Accused Instrumentalities include a processor for executing 

functionality of the Android operating system to generate a randomized MAC address for the end 

device that is distinct from the factory-set MAC address. By way of example, the Galaxy 23 includes 

the Android 13 operating system, portions of which, when executed by a processor, generate 

randomized MAC addresses for Wi-Fi connections. The processor is coupled to the hardware network 

interface for, e.g., performing Wi-Fi connections and transmitting information between an access 

point and the processor. 
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https://www.androidpolice.com/samsung-galaxy-s23/ 
 

 

https://www.qualcomm.com/news/onq/2022/11/new-snapdragon-8-gen-2-8-extraordinary-
mobile-experiences-unveiled 
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https://www.androidpolice.com/samsung-galaxy-s23/ 

 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve 

 

 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/images/products/by-
technology/wi-fi/Qualcomm-FastConnect-7800-Overview-Infographic.png 
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https://www.youtube.com/watch?v=dT63df6nnqU 
 
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

22. The Accused Instrumentalities contain a transmitter coupled to the processor that is 

operable to transmit, by the end device (e.g., the Accused Instrumentality) to an access point (e.g., a 

Wi-Fi access point), a probe request that includes the generated MAC address (e.g., a randomized 

MAC address).  
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23. The Accused Instrumentalities, including the Galaxy S23, are configured to connect 

to Wi-Fi access points. The Accused Instrumentalities include a transmitter for connecting to Wi-Fi 

access points. 

24. The Accused Instrumentalities support the Wi-Fi standard. According to the standard, 

a UE (e.g., the Accused Instrumentality) inquires about available Wi-Fi access points using a probe 

request, which is sent via a transmitter. The probe request comprises a sender address field (e.g., a 

device identifier). The UE (e.g., the Accused Instrumentality) utilizes a random MAC address as the 

sender address in a probe request. The Accused Instrumentalities receive probe responses from 

available access points via the FastConnect network interface. The Accused Instrumentalities select 

a desired access point for connection based on, for example, the access point capabilities or desired 

network condition.  

25. The Accused Instrumentalities, in accordance with the Wi-Fi standard, transmit probe 

requests to identify available access points.  
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Source: IEEE 802.11-2012.pdf at p. 87. 
https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
 

26. The Accused Instrumentalities transmit a Wi-Fi probe request to an access point, 

which includes the Accused Instrumentality’s MAC address. 

 

https://www.sciencedirect.com/science/article/abs/pii/S1389128622000196 

27. The Wi-Fi probe request transmitted by the Accused Instrumentalities includes the 

generated MAC address.  
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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https://www.youtube.com/watch?v=dT63df6nnqU 
 

28. The processor in the Accused Instrumentalities is coupled to the FastConnect network 

interface which includes the capability to transmit probe requests.  

 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/images/products/by-
technology/wi-fi/Qualcomm-FastConnect-7800-Overview-Infographic.png 
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https://www.qualcomm.com/news/onq/2022/11/new-snapdragon-8-gen-2-8-extraordinary-mobile-
experiences-unveiled 

 

29. The Accused Instrumentalities contain a receiver coupled to the processor that is 

operable to receive from the access point (e.g., a Wi-Fi access point), a probe response that includes 

information regarding the access point (e.g., information such as SSID or supported data rates). 

30. The Accused Instrumentalities support the Wi-Fi standard. The Accused 

Instrumentalities are configured to receive Wi-Fi probe responses from multiple available access 

points, e.g., via the FastConnect network interface. By way of example, a receiver of the Accused 

Instrumentalities is configured to receive a probe response from an access point when the SSID in 

the probe request is the wildcard SSID or matches the specific SSID of the access point or when the 

specific SSID of the access point is included in the SSID List element. A Wi-Fi probe response 

includes, for example, the SSID (wireless network name) and/or supported data rates of the access 

point. 
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https://documentation.meraki.com/MR/Wi-
Fi_Basics_and_Best_Practices/802.11_Association_Process_Explained 

 

 

 

Source: IEEE 802.11-2012.pdf at p. 84 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
 

 

Source: IEEE 802.11-2012.pdf at p. 59. 
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Source: IEEE 802.11-2012.pdf at p. 979. 
 

 

Source: IEEE 802.11-2012.pdf at p. 980.  
 
https://blog.pulsarsecurity.com/preferred-network-list-pnl 
https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
 

31. The processor in the Accused Instrumentalities is coupled to the FastConnect network 

interface which includes the capability to receive probe responses.  
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https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/images/products/by-
technology/wi-fi/Qualcomm-FastConnect-7800-Overview-Infographic.png 

 

 

https://www.qualcomm.com/news/onq/2022/11/new-snapdragon-8-gen-2-8-extraordinary-mobile-
experiences-unveiled 
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32. The processor in the Accused Instrumentalities is operable to determine that the access 

point (e.g., a Wi-Fi access point) is an authenticated access point (e.g., a previously connected Wi-Fi 

access point) based, at least in part, on the information (e.g., SSID, supported data rates, etc.) in the 

probe response being indicative that the access point (e.g., a Wi-Fi access point) was connected with 

the end device (e.g., the Accused Instrumentality) previous to when the access point received the 

probe request transmitted by the transmitter of the Accused Instrumentality. The Galaxy S23, for 

example, contains a processor executing functionality of the Android operating system to perform 

the determination. 

 

https://www.androidpolice.com/samsung-galaxy-s23/ 
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https://www.qualcomm.com/news/onq/2022/11/new-snapdragon-8-gen-2-8-extraordinary-mobile-
experiences-unveiled 

 

 

https://www.androidpolice.com/samsung-galaxy-s23/ 
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https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve 

 

33. The processor of the Accused Instrumentalities is configured to confirm the received 

SSID information from the probe responses with information related to previously-connected access 

points. Once confirmed that there is a SSID in a probe response from an access point with which the 

Accused Instrumentality was connected previously, the Accused Instrumentality initiates an 

authentication process with the stored pre-shared key information and the previously used 

authenticated MAC address (e.g., the persistent MAC address used for prior connections with the 

access point). For example, the Accused Instrumentality utilizes persistent randomization, in which 

for the same Wi-Fi network and device combination, the MAC address remains the same. When an 

Accused Instrumentality connects to a Wi-Fi network to which it was previously connected, it will 

use the same MAC address. 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-
9.0.0_r34/wifi/WifiConfigStore.xml 

 

34. The hardware network interface (e.g., the FastConnect hardware network interface 

and related components) of the Accused Instrumentalities is operable to connect, in response to 

determining that the access point is the authenticated access point (e.g., a previously connected Wi-

Fi access point, as discussed previously), the end device to a wireless local area network provided by 

the access point (e.g., a Wi-Fi access point) is the authenticated access point.  
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https://www.androidpolice.com/samsung-galaxy-s23/ 
 

 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve 

 

 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/images/products/by-
technology/wi-fi/Qualcomm-FastConnect-7800-Overview-Infographic.png 
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35. The Accused Instrumentalities support the Wi-Fi standard. According to the standard, 

the Accused Instrumentalities are configured to inquire about available Wi-Fi access points using a 

probe request. The probe request comprises an SSID list or preferred network list which is a set of 

SSIDs to which the Accused Instrumentalities were connected previously.  

36. The Accused Instrumentalities are configured to receive probe responses from 

multiple available access points. By way of example, an access point responds with the probe 

response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of 

the access point or when the specific SSID of the access point is included in the SSID list element. 

37. The Accused Instrumentalities confirm the received SSID information from the probe 

responses with the access point information stored in their memory. Once confirmed that there is a 

SSID in a probe response from an access point with which the Accused Instrumentality was connected 

previously, the Accused Instrumentality initiates an authentication process.  

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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https://www.youtube.com/watch?v=dT63df6nnqU 
 

 

Source: IEEE 802.11-2012.pdf at p. 388. 
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https://mrncciew.com/2014/10/10/802-11-mgmt-authentication-frame/ 

38. As shown below, the Accused Instrumentalities utilize persistent randomization, in 

which for the same Wi-Fi network and device combination, the MAC address remains the same. 

When the Accused Instrumentality connects to a Wi-Fi network to which it was previously connected, 

it will use the same MAC address. 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-
9.0.0_r34/wifi/WifiConfigStore.xml 

 

39. By making, using, offering for sale, selling and/or importing into the United States the 

Accused Instrumentalities, Defendants have injured and continue to injure Secure W-Fi and are liable 

for infringement of the ’384 patent pursuant to 35 U.S.C. § 271(a).  

40. In addition, and/or in the alternative to direct infringement, Defendants have also 

infringed and continue to infringe the claims of the ’384 patent by, among other things, actively 

inducing others to use the Accused Instrumentalities in violation of 35 U.S.C. § 271(b). 
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41. Samsung’s users, customers, consumers, agents, distributors, and other third parties 

who use, sell, offer to sell, and/or import the Accused Instrumentalities in accordance with Samsung’s 

instructions infringe the claims of the ’384 patent, in violation of 35 U.S.C. § 271(a). Samsung 

intentionally instructs its customers to infringe through support information such as websites, videos, 

demonstrations, support information and other published information. For example, Samsung’s 

website instructs and encourages its customers to use, manage and control the infringing components 

and functionalities of the Accused Instrumentalities. See, e.g., 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ (advertising the Wi-Fi capabilities of 

Accused Instrumentalities);  

https://downloadcenter.samsung.com/content/UM/202302/20230207045923682/SAM_S911_S916_

S918_EN_UM_OS13_020223_FINAL.pdf, at 3, 119 (advertising and instructing users to connect 

perform Wi-Fi connections); id. at 121-122 (advertising and instructing Wi-Fi connections); 

https://www.samsung.com/my/support/mobile-devices/how-to-connect-wi-fi-network-on-my-

samsung-device/ (“How to connect to Wi-Fi network on my Samsung Device.”); id. at 16 

(encouraging users to “make full use of [their] device’s Android features”).  

42. The Accused Instrumentalities implement infringing functionality by default when 

connecting to a Wi-Fi network. See, e.g., https://source.android.com/docs/core/connect/wifi-mac-

randomization-behavior.  The Accused Instrumentalities are designed and intended to perform MAC 

randomization for Wi-Fi connections and necessarily infringe the ’384 patent in the normal, intended 

manner without any additional specific action of the end user other than connecting to a Wi-Fi 

network.   
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43. Thus, Samsung actively instructs and directs its customers to infringe and actively 

encourages infringement by its customers. Samsung is thereby liable for infringement of the ’384 

patent under 35 U.S.C. § 271(b). 

44. At a minimum, Samsung has had knowledge of the ’384 patent since at least the filing 

and/or service date of the Complaint in this action. Despite this knowledge, Samsung has continued 

to engage in activities to encourage and assist its customers, consumers, agents, distributors, and other 

third parties in the use, sale, offer for sale, and/or importation of the Accused Instrumentalities. Thus, 

on information and belief, Samsung (1) had actual knowledge of the patent; (2) knowingly induced 

its customers to infringe the patent; and (3) had specific intent to induce the patent infringement. 

45. Additionally, and/or alternatively, Samsung is liable as a contributory infringer of the 

’384 patent under 35 U.S.C. § 271(c) by having offered to sell, sold and imported and continuing to 

offer to sell, selling, and importing into the United States the Accused Instrumentalities and 

reasonably similar products, to be especially made or adapted for use in infringement of the ’384 

patent. The portions of the Samsung Accused Instrumentalities that enable Wi-Fi connections of the 

Accused Instrumentalities utilizing MAC randomization constitute a material component for use in 

practicing the ’384 patent and are especially made and are not staple articles of commerce suitable 

for non-infringing use. 

46. Secure Wi-Fi has complied with 35 U.S.C. § 287 because Secure Wi-Fi does not make, 

offer for sale or sell products that practice the ’384 patent during the relevant time period.  

47. As a result of Samsung’s direct and indirect infringement of the ’384 patent, Secure 

Wi-Fi is entitled to monetary damages (past, present, and future) in an amount adequate to 

compensate for Samsung’s infringement, but in no event less than a reasonable royalty for the use 

made of the invention by Samsung, together with interest and costs as fixed by the Court. 
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48. On information and belief, despite having knowledge of the ’384 patent and 

knowledge that it is directly and/or indirectly infringing one or more claims of the ’384 patent, 

Samsung has nevertheless continued its infringing conduct and disregarded an objectively high 

likelihood of infringement. Samsung’s infringing activities relative to the ’384 patent have been, and 

continue to be, willful, wanton, malicious, bad-faith, deliberate, consciously wrongful, and an 

egregious case of misconduct beyond typical infringement such that Secure Wi-Fi is entitled to 

enhanced damages under 35 U.S.C. § 284 up to three times the amount found or assessed.  

49. Samsung’s acts of direct and indirect infringement have caused and continue to cause 

damage to Secure Wi-Fi. Secure Wi-Fi is entitled to damages in accordance with 35 U.S.C. §§ 271, 

281, and 284 sustained as a result of Samsung’s wrongful acts in an amount to be proven at trial.  

SECOND COUNT 

(INFRINGEMENT OF U.S. PATENT NO. 9,961,552) 

50. Secure Wi-Fi incorporates by reference the foregoing paragraphs as if fully set forth 

herein. 

51. Secure Wi-Fi owns by assignment, all rights, title and interest, including the right to 

recover damages for past, present and future infringement, in U.S. Patent No. 9,961,552 titled 

“Schemes for Connecting to Wireless Network.” The ’552 patent was duly and legally issued by the 

United States Patent and Trademark Office on May 1, 2018. A true and correct copy of the ’552 

patent is attached as Exhibit B.  

52. On information and belief, Defendants have directly infringed and continue to directly 

infringe one or more claims of the ’552 patent, including at least claim 10 of the ’552 patent, in the 

state of Texas, in this judicial district, and elsewhere in the United States by, among other things, 

making, using, selling, offering for sale, and/or importing into the United States products that embody 
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one or more of the inventions claimed in the ’552 patent, including Samsung Galaxy smartphones 

that include the Android 10 operating system or later versions of Android operating system, as well 

as all reasonably similar products, in violation of 35 U.S.C. § 271(a). By way of example, the Accused 

Instrumentalities are an end device, such as the Galaxy S23 smartphone that includes the Android 13 

operating system with randomized MAC for Wi-Fi connections.  

53. The Accused Instrumentalities satisfy all claim limitations of one or more claims of 

the ’552 patent, including exemplary claim 10. The Accused Instrumentalities practice a method 

performed by a device (e.g., the Accused Instrumentality). As shown below, the Galaxy S23 is a 

device that includes the Android 13 operating system and utilizes randomized MAC addresses for 

Wi-Fi connections. The Accused Instrumentalities contain an SoC. For example, the Galaxy S23 

includes a Snapdragon 8 Gen 2 chipset.. 

 

https://www.samsung.com/us/smartphones/galaxy-s23/buy/galaxy-s23-128gb-unlocked-sm-
s911uliaxaa/ 
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https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
 

 

https://www.androidpolice.com/samsung-galaxy-s23/ 
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https://www.youtube.com/watch?v=BadWvxWe8y8 
 

 

https://www.youtube.com/watch?v=dT63df6nnqU 
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https://www.youtube.com/watch?v=AaMm2HHwbI0 
 

 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-
Gen-2-Product-Brief.pdf 
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https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve 

 

54. The Accused Instrumentalities receive, from a server (e.g., the components for 

providing services of the Android Operating system including, e.g., for MAC randomization for Wi-

Fi connections), an authenticated access point list (e.g., a list of previously connected access points 

such as WiFiConfigStore.xml file) that includes information (e.g., SSID, supported data rates, pre-

shared keys) regarding one or more access points (e.g., a previously connected access point) that are 

controlled by the server (e.g., components that provide services of the Android Operating system 

including, for example, the connection and/or data transmission from access points). 

55. The Accused Instrumentalities support the Android operating system, versions 10 or 

higher. The Galaxy S23 includes the Android 13 operating system. Android operating system 

versions 10 or higher, including the Android 13 operating system, include functionality for 

implementing randomized MAC for Wi-Fi connections. The Accused Instrumentalities implement a 

persistent randomized MAC address to be used with a Wi-Fi network. The operating system also 

facilitates storing a list of previously connected access point such as, for example, 

WiFiConfigStore.xml file. The list comprises information pertaining to previously connected access 

points such as, for example, SSID or pre-shared keys. The server provides an authenticated access 

point list in connection with performing the MAC randomization functionality of the Android 

operating system. 
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https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
 

 

https://www.androidpolice.com/samsung-galaxy-s23/ 
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https://www.androidpolice.com/samsung-galaxy-s23/ 
 

 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 

 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve 
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https://www.youtube.com/watch?v=dT63df6nnqU 
 

 

https://twitter.com/josh_hickman1/status/1472553296187514889/photo/1 
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https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-
9.0.0_r34/wifi/WifiConfigStore.xml 
 

56. The Accused Instrumentalities receive from the server, a fake device identifier (e.g., 

a randomized MAC address) for the device (e.g., the Wi-Fi chipset of the Accused Instrumentality), 

wherein the received fake device identifier (e.g., a randomized MAC address) includes at least one 

of one or more random numbers or one or more random characters (e.g., Bytes of the MAC address) 

to falsely identify the device in a probe request frame (e.g., a Wi-Fi probe request). 

57. By way of example, the Galaxy S23 includes an SoC, Snapdragon 8 Gen 2. They also 

include the Android 13 operating system and have randomized MAC for Wi-Fi connections. The 

server, components for providing the services of the operating system, provides a randomized MAC 

address to be used for connecting to a Wi-Fi network. 
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https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
 

 

https://www.androidpolice.com/samsung-galaxy-s23/ 
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https://www.androidpolice.com/samsung-galaxy-s23/ 
https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
 
 

 
 

 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
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https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve 

 

 

https://www.youtube.com/watch?v=dT63df6nnqU 
 

58. The Accused Instrumentalities support the Wi-Fi standard. According to the standard, 

a UE (e.g., the Accused Instrumentality) inquires about available Wi-Fi access points using a probe 

request. The Accused Instrumentality receives the probe responses from multiple available access 

Case 2:24-cv-00047-JRG   Document 1   Filed 01/25/24   Page 53 of 145 PageID #:  53



 

-54- 
 

points. It selects a desired access point for connection based on, for example, the access point 

capabilities or the desired network condition. 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

Source: IEEE 802.11-2012.pdf at p. 84.  
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
 

 

Source: IEEE 802.11-2012.pdf at p. 59. 
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Source: IEEE 802.11-2012.pdf at p. 977.  
 

 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
 

59. The Accused Instrumentalities transmit, to at least one access point (e.g., a Wi-Fi 

access point), the probe request frame (e.g., a Wi-Fi probe request) that includes the received fake 

device identifier (e.g., a randomized MAC address).  

60. The Accused Instrumentalities support the Wi-Fi standard. According to the standard, 

a UE (e.g., the Accused Instrumentality) inquires about available Wi-Fi access points using a probe 

request. The probe request comprises a sender address field (e.g., a device identifier). The Accused 

Instrumentalities utilize a random MAC address as the sender address in a probe request. The Accused 

Instrumentality receives probe responses from available access points. The Accused Instrumentality 

selects a desired access point for connection based on, for example, the access point capabilities or 
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desired network condition. The Accused Instrumentality transmits probe requests to identify available 

access points. 

 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 

 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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61. A Wi-Fi probe request includes the randomized MAC address. 

 

 

https://www.sciencedirect.com/science/article/abs/pii/S1389128622000196  
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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https://www.youtube.com/watch?v=dT63df6nnqU 
 

62. The Accused Instrumentalities receive, from the at least one access point (e.g., a Wi-

Fi access point) in response to the transmitting the probe request frame (e.g., a Wi-Fi probe request), 

a probe response frame (e.g., a Wi-Fi probe response) that includes information (e.g., SSID, supported 

data rates, etc.) regarding the at least one access point (e.g., a Wi-Fi access point). 

63. A Wi-Fi probe response includes, for example, the SSID (wireless network name). As 

another example, a Wi-Fi probe response includes supported data rates of the access point. 

 

 

https://documentation.meraki.com/MR/Wi-
Fi_Basics_and_Best_Practices/802.11_Association_Process_Explained  
 

64. The Accused Instrumentalities support the Wi-Fi standard. The Accused 

Instrumentalities receive probe responses from multiple available access points. An access point 

responds with a probe response when the SSID in the probe request is the wildcard SSID or matches 

Case 2:24-cv-00047-JRG   Document 1   Filed 01/25/24   Page 61 of 145 PageID #:  61



 

-62- 
 

the specific SSID of the access point or when the specific SSID of the access point is included in the 

SSID list element. 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://www.youtube.com/watch?v=dT63df6nnqU 
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Source: IEEE 802.11-2012.pdf at p. 84. 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
 

 

Source: IEEE 802.11-2012.pdf at p. 59. 
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Source: IEEE 802.11-2012.pdf at p. 979. 
 

 

https://blog.pulsarsecurity.com/preferred-network-list-pnl 
 

 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
 

65. The Accused Instrumentalities determine, in response to receiving the probe response 

frame (e.g., a probe response) and based at least, in part, on the information (e.g., SSID, supported 

data rates, keys etc.) regarding the at least one access point (e.g., a Wi-Fi access point), whether the 

at least one access point (e.g., a Wi-Fi access point) is an authenticated access point (e.g., a previously 

connected access point), wherein the determining whether the at least one access point (e.g., a Wi-Fi 

access point) is the authenticated access point (e.g., a previously connected access point) includes 

determining whether the information (e.g., SSID, supported data rates, keys, etc.) regarding the at 
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least one access point (e.g., a Wi-Fi access point) is included in the authenticated access point list 

(e.g., a previously connected access point list such as WiFiConfigStore.xml file) that is received from 

the server (components that provide the Android Operating services including the MAC 

randomization feature). 

66. The Accused Instrumentalities support the Wi-Fi standard. According to the standard, 

a UE (e.g., the Accused Instrumentality) inquires about available Wi-Fi access points using a probe 

request. The probe request comprises a SSID list or preferred network list which is a set of SSIDs to 

which the Accused Instrumentality was connected previously. The Accused Instrumentalities receive 

the probe responses from multiple available access points. An access point responds with the probe 

response when the SSID in the probe request is the wildcard SSID or matches the specific SSID of 

the access point or when the specific SSID of the access point is included in the SSID list element. 

67. The Accused Instrumentalities support the Android operating system version 10 and 

higher and include randomized MAC for Wi-Fi connections. By way of example, the Galaxy S23 

includes Android operating system version 13. The operating system generates a persistent 

randomized MAC address to be used with a Wi-Fi network. A list of previously connected access 

points, e.g., WiFiConfigStore.xml file, is received from the server. The list comprises different 

information pertaining to previously connected access points such as SSID, pre-shared keys, etc. 

68. The Accused Instrumentalities confirm the received SSID information from the probe 

responses with the access point information of the list. Once confirmed that there is a SSID in a probe 

response from an access point with which the Accused Instrumentality was connected previously, the 

Accused Instrumentality initiates an authentication process with stored pre-shared key information 

and previously used authenticated MAC address, using persistent randomization. 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://www.youtube.com/watch?v=dT63df6nnqU 
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Source: IEEE 802.11-2012.pdf at p.84. 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
 

 

Source: IEEE 802.11-2012.pdf at p. 59. 
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Source: IEEE 802.11-2012.pdf at p. 979. 
 

 

Source: IEEE 802.11-2012.pdf at p. 980. 
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https://blog.pulsarsecurity.com/preferred-network-list-pnl 

 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
 

69. The Accused Instrumentalities include functionality for persistent MAC 

randomization, in which for the same Wi-Fi network and device combination, the MAC address 

remains the same. When the Accused Instrumentalities connect to a Wi-Fi network to which they 

were previously connected, they will use the same MAC address. 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-
9.0.0_r34/wifi/WifiConfigStore.xml 
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https://twitter.com/josh_hickman1/status/1472553296187514889/photo/1 
 

70. The Accused Instrumentalities transmit, to the at least one access point (e.g., a Wi-Fi 

access point) in response to a determination that the at least one access point (e.g., a Wi-Fi access 

point) is the authenticated access point (e.g., a previously authenticated access point), a connection 

request (e.g., an association request) that includes an authentic device identifier for the device (e.g., 

a previously authenticated MAC address used by the device for connecting to the access point). 

71. The Accused Instrumentalities support the Wi-Fi standard. According to the standard, 

a UE (e.g., the Accused Instrumentality) inquires about available Wi-Fi access points using a probe 

Case 2:24-cv-00047-JRG   Document 1   Filed 01/25/24   Page 81 of 145 PageID #:  81



 

-82- 
 

request. The probe request comprises a SSID list or preferred network list which is a set of SSIDs to 

which the UE connected previously. 

72. The Accused Instrumentalities receive the probe responses from multiple available 

access points. An access point responds with the probe response when the SSID in the probe request 

is the wildcard SSID or matches the specific SSID of the access point or when the specific SSID of 

the access point is included in the SSID list element. 

73. The Accused Instrumentalities confirm the received SSID information from the probe 

responses with the access point information. Once confirmed that there is a SSID in a probe response 

from an access point to which the Accused Instrumentality was connected previously, the Accused 

Instrumentality initiates an authentication process, e.g., with a stored pre-shared key. For example, 

the Accused Instrumentality sends a connection request using stored key information and the 

previously used authenticated MAC address. 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://www.youtube.com/watch?v=dT63df6nnqU 
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Source: IEEE 802.11-2012.pdf at p. 84. 
 

 

Source: IEEE 802.11-2012.pdf at p. 381.  
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Source: IEEE 802.11-2012.pdf at p. 388.  
 

 

https://mrncciew.com/2014/10/10/802-11-mgmt-authentication-frame/ 
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74. The Accused Instrumentalities include functionality for persistent MAC 

randomization, in which for the same Wi-Fi network and device combination, the MAC address 

remains the same. When the Accused Instrumentality connects to a Wi-Fi network to which it was 

previously connected, it will use the same MAC address. 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-
9.0.0_r34/wifi/WifiConfigStore.xml 
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https://twitter.com/josh_hickman1/status/1472553296187514889/photo/1 
 

75. By making, using, offering for sale, selling and/or importing into the United States the 

Accused Instrumentalities, Samsung has injured and continues to injure Secure Wi-Fi and is liable 

for infringement of the ’552 patent pursuant to 35 U.S.C. § 271(a).  

76. In addition, and/or in the alternative to its direct infringement, Defendants have also 

infringed and continue to infringe the claims of the ’552 patent by, among other things, actively 

inducing others to use the Accused Instrumentalities in violation of 35 U.S.C. § 271(b). 

77. Samsung’s users, customers, consumers, agents, distributors, and other third parties 

who use, sell, offer to sell, and/or import the Accused Instrumentalities in accordance with Samsung’s 
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instructions infringe the claims of the ’552 patent, in violation of 35 U.S.C. § 271(a). Samsung 

intentionally instructs its customers to infringe through support information such as websites, videos, 

demonstrations, support information and other published information. For example, Samsung’s 

website instructs and encourages its customers to use, manage and control the infringing components 

and functionalities of the Accused Instrumentalities. See, e.g., 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ (advertising the Wi-Fi capabilities of 

Accused Instrumentalities);  

https://downloadcenter.samsung.com/content/UM/202302/20230207045923682/SAM_S911_S916_

S918_EN_UM_OS13_020223_FINAL.pdf, at 3, 119 (advertising and instructing users to connect 

perform Wi-Fi connections);  id. at 121-122 (advertising and instructing Wi-Fi connections); 

https://www.samsung.com/my/support/mobile-devices/how-to-connect-wi-fi-network-on-my-

samsung-device/ (“How to connect to Wi-Fi network on my Samsung Device.”); id. at 16 

(encouraging users to “make full use of [their] device’s Android features”).  

78. The Accused Instrumentalities implement infringing functionality by default when 

connecting to a Wi-Fi network. See, e.g., https://source.android.com/docs/core/connect/wifi-mac-

randomization-behavior.  The Accused Instrumentalities are designed and intended to perform MAC 

randomization for Wi-Fi connections and necessarily infringe the ’552 patent in the normal, intended 

manner without any additional specific action of the end user other than connecting to a Wi-Fi 

network.   

79. Thus, Samsung actively instructs and directs its customers to infringe and actively 

encourages infringement by its customers. Samsung is thereby liable for infringement of the ’552 

patent under 35 U.S.C. § 271(b). 
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80. At a minimum, Samsung has had knowledge of the ’552 patent since at least the filing 

and/or service date of the Complaint in this action. Despite this knowledge, Samsung has continued 

to engage in activities to encourage and assist its customers, consumers, agents, distributors, and other 

third parties in the use, sale, offer for sale, and/or importation of the Accused Instrumentalities. Thus, 

on information and belief, Samsung (1) had actual knowledge of the patent; (2) knowingly induced 

its customers to infringe the patent; and (3) had specific intent to induce the patent infringement. 

81. Additionally, and/or alternatively, Samsung is liable as a contributory infringer of the 

’552 patent under 35 U.S.C. § 271(c) by having offered to sell, sold and imported and continuing to 

offer to sell, selling, and importing into the United States the Accused Instrumentalities and 

reasonably similar products, to be especially made or adapted for use in infringement of the ’552 

patent. The portions of the Samsung Accused Instrumentalities that enable Wi-Fi connections of the 

Accused Instrumentalities utilizing MAC randomization constitute a material component for use in 

practicing the ’552 patent and are especially made and are not staple articles of commerce suitable 

for non-infringing use. 

82. Secure Wi-Fi has complied with 35 U.S.C. § 287 because Secure Wi-Fi does not make, 

offer for sale or sell products that practice the ’552 patent during the relevant time period.  

83. As a result of Samsung’s direct and indirect infringement of the ’552 patent, Secure 

Wi-Fi is entitled to monetary damages (past, present and future) in an amount adequate to compensate 

for Samsung’s infringement, but in no event less than a reasonable royalty for the use made of the 

invention by Samsung, together with interest and costs as fixed by the Court. 

84. On information and belief, despite having knowledge of the ’552 patent and 

knowledge that it is directly and/or indirectly infringing one or more claims of the ’552 patent, 

Samsung has nevertheless continued its infringing conduct and disregarded an objectively high 
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likelihood of infringement. Samsung’s infringing activities relative to the ’552 patent have been, and 

continue to be, willful, wanton, malicious, in bad-faith, deliberate, consciously wrongful, and an 

egregious case of misconduct beyond typical infringement such that Secure Wi-Fi is entitled to 

enhanced damages under 35 U.S.C. § 284 up to three times the amount found or assessed.  

85. Samsung’s acts of direct and indirect infringement have caused and continue to cause 

damage to Secure Wi-Fi. Secure Wi-Fi is entitled to damages in accordance with 35 U.S.C. §§ 271, 

281, and 284 sustained as a result of Samsung’s wrongful acts in an amount to be proven at trial. 

THIRD COUNT 

(INFRINGEMENT OF U.S. PATENT NO. 9,717,005) 

86. Secure Wi-Fi incorporates by reference the foregoing paragraphs as if fully set forth 

herein. 

87. Secure Wi-Fi owns by assignment, all rights, title and interest, including the right to 

recover damages for past, present and future infringement, in U.S. Patent No. 9,717,005 titled 

“Schemes for Connecting to Wireless Network.” The ’005 patent was duly and legally issued by the 

United States Patent and Trademark Office on July 25, 2017. A true and correct copy of the ’005 

Patent is attached as Exhibit C.  

88. On information and belief, Defendants have directly infringed and continue to directly 

infringe one or more claims of the ’005 patent, including at least claim 1 of the ’005 patent, in the 

state of Texas, in this judicial district, and elsewhere in the United States by, among other things, 

making, using, selling, offering for sale, and/or importing into the United States products that embody 

one or more of the inventions claimed in the ’005 patent, including but not limited to the Accused 

Instrumentalities, including Samsung Galaxy smartphones that include the Android 10 operating 

system or later versions of the Android operating system as well as all reasonably similar products, 
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in violation of 35 U.S.C. § 271(a). By way of example, the Accused Instrumentalities are an end 

device, such as the Galaxy S23 smartphone that includes the Android 13 operating system with 

randomized MAC for Wi-Fi connections.  

89. The Accused Instrumentalities satisfy all claim limitations of one or more claims of 

the ’005 patent, including exemplary claim 1. The Accused Instrumentalities practice a method 

performed under control of an end device (e.g., under the control of the Accused Instrumentality). 

90. By way of example, the Galaxy S23 includes the Android 13 operating system and 

has randomized MAC addresses for Wi-Fi connections. The Accused Instrumentalities contain a SoC, 

Snapdragon 8 Gen 2 chipset. 

 
 

 
https://www.samsung.com/us/smartphones/galaxy-s23/buy/galaxy-s23-128gb-unlocked-sm-

s911uliaxaa/ 
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https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
 

 
https://www.androidpolice.com/samsung-galaxy-s23/ 
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https://www.youtube.com/watch?v=BadWvxWe8y8 
 

 

 

https://www.youtube.com/watch?v=dT63df6nnqU 
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https://www.youtube.com/watch?v=AaMm2HHwbI0 
 

 

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/Snapdragon-8-
Gen-2-Product-Brief.pdf 
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https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve 
 

91. The Accused Instrumentalities receive a fake device identifier (e.g., a randomized 

MAC address) from a mobile operating server (e.g., components for providing services of the 

Android operating system, including MAC randomization). The Accused Instrumentalities include 

the Android operating system version 10 or later and include functionality for using randomized MAC 

addresses for Wi-Fi connections. By way of example, the Galaxy S23 includes the Android 13 

operating system. The operating system provides a persistent randomized MAC address to be used 

with a Wi-Fi network, which is received to perform Wi-Fi connections. 
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https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
 

 

https://www.androidpolice.com/samsung-galaxy-s23/ 
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https://www.qualcomm.com/news/onq/2022/11/new-snapdragon-8-gen-2-8-extraordinary-mobile-
experiences-unveiled 

 

 

https://www.androidpolice.com/samsung-galaxy-s23/ 
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https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
 

 

https://www.qualcomm.com/news/releases/2023/02/qualcomm-and-samsung-partner-to-bring-the-
fastest-snapdragon-eve 
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https://www.youtube.com/watch?v=dT63df6nnqU 
 

92. The Accused Instrumentalities transmit, to an access point, a probe request frame that 

includes the fake device identifier for the end device. The Accused Instrumentalities support the Wi-

Fi standard. According to the standard, a UE (e.g., the Accused Instrumentality) inquires about 

available Wi-Fi access points using a probe request. The Accused Instrumentalities include the fake 

device identifiers in the probe request. The Accused Instrumentality receives the probe responses 

from multiple available access points. It selects a desired access point for connection based on, for 

example, the access point capabilities or the desired network condition. 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

93. The probe request comprises a sender address field (e.g., a device identifier). The UE 

(e.g., the Accused Instrumentality) utilizes a random MAC address as the sender address in a probe 

request. The Accused Instrumentality receives probe responses from available access points. It selects 

a desired access point for connection based on, for example, the access point capabilities or desired 

network condition. 
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94. The Accused Instrumentalities transmit probe requests to identify available access 

points. 

 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 
 

 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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95. A Wi-Fi probe request includes the Accused Instrumentality’s MAC address. 

 

https://www.sciencedirect.com/science/article/abs/pii/S1389128622000196  
 

96. The Wi-Fi probe request of the Accused Instrumentalities includes a fake MAC 

address.  

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://www.youtube.com/watch?v=dT63df6nnqU 
 

97. The Accused Instrumentalities receive from the access point (e.g., a Wi-Fi access 

point), a probe response frame (e.g., a Wi-Fi probe response) that includes information (e.g., SSID, 

supported data rates, etc.) regarding the access point (e.g., a Wi-Fi access point). A Wi-Fi probe 

response includes, for example, the SSID (wireless network name) or supported data rates of the 

access point. 
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https://documentation.meraki.com/MR/Wi-
Fi_Basics_and_Best_Practices/802.11_Association_Process_Explained  
 

98. The Accused instrumentalities support the Wi-Fi standard. The Accused 

Instrumentalities receive the probe responses from multiple available access points. An access point 

responds with the probe response when the SSID in the probe request is the wildcard SSID or matches 

the specific SSID of the access point or when the specific SSID of the access point is included in the 

SSID List element. 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

 

https://www.youtube.com/watch?v=dT63df6nnqU 
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Source: IEEE 802.11-2012.pdf at p. 84. 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
 

 

Source: IEEE 802.11-2012.pdf at p. 59.  
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Source: IEEE 802.11-2012.pdf at p. 979. 
 

 

Source: IEEE 802.11-2012.pdf at p. 980.  
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https://blog.pulsarsecurity.com/preferred-network-list-pnl 
 

 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 

99. The Accused Instrumentalities determine that the access point (e.g., a Wi-Fi access 

point) is an authenticated access point based at least in part on the information (e.g., SSID, supported 

data rates, etc.) in the probe response frame (e.g., a probe response).  

100. The Accused Instrumentalities support the Wi-Fi standard. According to the standard, 

a UE (e.g., the Accused Instrumentality) inquires about available Wi-Fi access points using a probe 

request. The probe request comprises a SSID list or preferred network list which is a set of SSIDs to 

which the Accused Instrumentality was connected previously. 
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101. The Accused Instrumentalities receive the probe responses from multiple available 

access points. An access point responds with the probe response when the SSID in the probe request 

is the wildcard SSID or matches the specific SSID of the access point or when the specific SSID of 

the access point is included in the SSID list element. 

102. The Accused Instrumentalities confirm the received SSID information from the probe 

responses with access point information stored in their memory. Once confirmed that there is a SSID 

in a probe response from an access point with which the Accused Instrumentality was connected 

previously, the Accused Instrumentality initiates the authentication process with stored pre-shared 

key information and previously used authenticated MAC address, using persistent randomization. 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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https://www.youtube.com/watch?v=dT63df6nnqU 
 

 

Source: IEEE 802.11-2012.pdf at p. 84. 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
 

 

Source: IEEE 802.11-2012.pdf at p. 59.  
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Source: IEEE 802.11-2012.pdf at p. 979. 
 

 

Source: IEEE 802.11-2012.pdf at p. 980.  
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https://blog.pulsarsecurity.com/preferred-network-list-pnl 
 

 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
 

103. The Accused Instrumentalities disclose persistent randomization, in which for the 

same Wi-Fi network and device combination, the MAC address remains the same. When the Accused 

Instrumentality connects to a Wi-Fi network to which it was previously connected, it will use the 

same MAC address. 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-
9.0.0_r34/wifi/WifiConfigStore.xml 
 

104. The Accused Instrumentalities determine that an access point (e.g., a Wi-Fi access 

point) is authenticated such that the access point is controlled by the mobile operating server and the 

access point was connected with the end device (e.g., the the Accused Instrumentality) previous to 

when the access point received the transmitted probe request frame (e.g., a probe request). 

105. The Accused Instrumentalities support the Wi-Fi standard. According to the standard, 

a UE (e.g., the Accused Instrumentality) inquires about available Wi-Fi access points using a probe 
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request. The probe request comprises a SSID list or preferred network list which is a set of SSIDs to 

which the UE (e.g., the Accused Instrumentality) was connected previously. 

106. The Accused Instrumentalities receive the probe responses from multiple available 

access points. An access point responds with the probe response only when the SSID in the probe 

request is the wildcard SSID or matches the specific SSID of the access point or when the specific 

SSID of the access point is included in the SSID list element. 

107. The Accused Instrumentalities confirm the received SSID information from the probe 

responses with the access point information stored in memory. Once confirmed that there is a SSID 

in a probe response from an access point with which the Accused Instrumentality was connected 

previously, the Accused Instrumentality initiates the authentication process with stored pre-shared 

key information and previously used authenticated MAC address, using persistent randomization. 

The connection of the Accused Instrumentality with the access point is controlled by the mobile 

operating server, as it controls what, if any, information is provided by the access point, including a 

probe response.  
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https://www.samsung.com/us/smartphones/galaxy-s23/specs/ 
 

 

https://www.androidpolice.com/samsung-galaxy-s23/ 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

 

https://www.youtube.com/watch?v=dT63df6nnqU 
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Source: IEEE 802.11-2012.pdf at p. 84.  
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
 

Case 2:24-cv-00047-JRG   Document 1   Filed 01/25/24   Page 128 of 145 PageID #:  128



 

-129- 
 

 

https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
 

 

 

Source: IEEE 802.11-2012.pdf at p. 59.  
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Source: IEEE 802.11-2012.pdf at p. 979.  
 

 

Source: IEEE 802.11-2012.pdf at p. 980.  
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https://blog.pulsarsecurity.com/preferred-network-list-pnl 
 

 

https://www.wi-fi.org/knowledge-center/faq/what-are-passive-and-active-scanning 
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https://mrncciew.com/2014/10/27/cwap-802-11-probe-requestresponse/ 
 

108. The Accused Instrumentalities include functionality for persistent randomization, in 

which for the same Wi-Fi network and device combination, the MAC address remains the same. 

When the Accused Instrumentality connects to a Wi-Fi network to which it was previously connected, 

it will use the same MAC address. 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-
9.0.0_r34/wifi/WifiConfigStore.xml 

 

109. The Accused instrumentalities transmit to the access point (e.g., a Wi-Fi access point) 

determined to be the authenticated access point (e.g., a previously connected Wi-Fi access point), a 

connection request (e.g., an association request) that includes an authentic device identifier (e.g., a 

previously authenticated MAC address) for the end device (e.g., the Wi-Fi chipset of the Accused 

Instrumentality). 
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110. The Accused Instrumentalities support the Wi-Fi standard. According to the standard, 

a UE (e.g., the Accused Instrumentality) inquires about available Wi-Fi access points using a probe 

request. The probe request comprises a SSID list or preferred network list which is a set of SSIDs to 

which the UE (e.g., the Accused Instrumentality) was connected previously. 

111. The Accused Instrumentalities receive the probe responses from multiple available 

access points. An access point responds with the probe response when the SSID in the probe request 

is the wildcard SSID or matches the specific SSID of the access point or when the specific SSID of 

the access point is included in the SSID List element. 

112. The Accused Instrumentalities confirm the received SSID information from the 

probe responses with the access point information stored in memory. Once confirmed that there is a 

SSID in a probe response from an access point with which the Accused Instrumentality was 

connected previously, the Accused Instrumentality initiates the authentication process with a stored 

pre-shared key. The Accused Instrumentality sends further authentication and association messages 

using stored key information and previously used authenticated MAC address, using persistent 

randomization. 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
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https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 
 

 

https://www.youtube.com/watch?v=dT63df6nnqU 
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Source: IEEE 802.11-2012.pdf at p. 84.  
 

 

Source: IEEE 802.11-2012.pdf at p. 381.  
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Source: IEEE 802.11-2012.pdf at p. 388.  
 

 

https://mrncciew.com/2014/10/10/802-11-mgmt-authentication-frame/ 
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113. The Accused Instrumentalities include functionality for persistent randomization, in 

which for the same Wi-Fi network and device combination, the MAC address remains the same. 

When the Accused Instrumentality connects to a Wi-Fi network to which it was previously 

connected, it will use the same MAC address. 

 

https://source.android.com/docs/core/connect/wifi-mac-randomization-behavior 

 

https://android.googlesource.com/device/generic/goldfish/+/refs/tags/android-
9.0.0_r34/wifi/WifiConfigStore.xml 
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114. By making, using, offering for sale, selling and/or importing into the United States the 

Accused Instrumentalities, Samsung has injured and continues to injure Secure Wi-Fi and is liable 

for infringement of the ’005 patent pursuant to 35 U.S.C. § 271(a).  

115. In addition, and/or in the alternative to direct infringement, Defendants have also 

infringed and continue to infringe the claims of the ’005 patent by, among other things, actively 

inducing others to use the Accused Instrumentalities in violation of 35 U.S.C. § 271(b). 

116. Samsung’s users, customers, consumers, agents, distributors, and other third parties 

who use, sell, offer to sell, and/or import the Accused Instrumentalities in accordance with Samsung’s 

instructions infringe the claims of the ’005 patent, in violation of 35 U.S.C. § 271(a). Samsung 

intentionally instructs its customers to infringe through support information such as websites, videos, 

demonstrations, support information and other published information. For example, Samsung’s 

website instructs and encourages its customers to use, manage and control the infringing components 

and functionalities of the Accused Instrumentalities. See, e.g., 

https://www.samsung.com/us/smartphones/galaxy-s23/specs/ (advertising the Wi-Fi capabilities of 

Accused Instrumentalities);  

https://downloadcenter.samsung.com/content/UM/202302/20230207045923682/SAM_S911_S916_

S918_EN_UM_OS13_020223_FINAL.pdf, at 3, 119 (advertising and instructing users to connect 

perform Wi-Fi connections);  id. at 121-122 (advertising and instructing Wi-Fi connections); 

https://www.samsung.com/my/support/mobile-devices/how-to-connect-wi-fi-network-on-my-

samsung-device/ (“How to connect to Wi-Fi network on my Samsung Device.”); id. at 16 

(encouraging users to “make full use of [their] device’s Android features”).  

117. The Accused Instrumentalities implement infringing functionality by default when 

connecting to a Wi-Fi network. See, e.g., https://source.android.com/docs/core/connect/wifi-mac-
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randomization-behavior.  The Accused Instrumentalities are designed and intended to perform MAC 

randomization for Wi-Fi connections and necessarily infringe the ’005 patent in the normal, intended 

manner without any additional specific action of the end user other than connecting to a Wi-Fi 

network.   

118. Thus, Samsung actively instructs and directs its customers to infringe and actively 

encourages infringement by its customers. Samsung is thereby liable for infringement of the ’005 

patent under 35 U.S.C. § 271(b). 

119. At a minimum, Samsung has had knowledge of the ’005 patent since at least March 

26, 2018, when it affirmatively discussed and quoted U.S. Patent Publication No. 2014/0140331 in 

connection with the prosecution of U.S. Application No. 14/664,289. By March 26, 2018, the ’005 

patent had issued. Samsung analyzed and discussed U.S. Application No. 14/664,289 after the ’005 

patent issued. Samsung thus had knowledge of the ’005 patent at least as early as March 26, 2018.  

Samsung has also had knowledge of the ’005 patent since at least the filing and/or service date of the 

Complaint in this action. Despite this knowledge, Samsung has continued to engage in activities to 

encourage and assist its customers, consumers, agents, distributors, and other third parties in the use, 

sale, offer for sale, and/or importation of the Accused Instrumentalities. Thus, on information and 

belief, Samsung (1) had actual knowledge of the patent; (2) knowingly induced its customers to 

infringe the patent; and (3) had specific intent to induce the patent infringement. 

120. Additionally, and/or alternatively, Samsung is liable as a contributory infringer of the 

’005 patent under 35 U.S.C. § 271(c) by having offered to sell, sold and imported and continuing to 

offer to sell, selling, and importing into the United States the Accused Instrumentalities and 

reasonably similar products, to be especially made or adapted for use in infringement of the ’005 

patent. The portions of the Samsung Accused Instrumentalities that enable Wi-Fi connections of the 

Case 2:24-cv-00047-JRG   Document 1   Filed 01/25/24   Page 142 of 145 PageID #:  142



 

-143- 
 

Accused Instrumentalities utilizing MAC randomization constitute a material component for use in 

practicing the ’005 patent and are especially made and are not staple articles of commerce suitable 

for non-infringing use. 

121. Secure Wi-Fi has complied with 35 U.S.C. § 287 because Secure Wi-Fi does not make, 

offer for sale or sell products that practice the ’005 patent during the relevant time period.  

122. As a result of Samsung’s direct and indirect infringement of the ’005 patent, Secure 

Wi-Fi is entitled to monetary damages (past, present and future) in an amount adequate to compensate 

for Samsung’s infringement, but in no event less than a reasonable royalty for the use made of the 

invention by Samsung, together with interest and costs as fixed by the Court. 

123. On information and belief, despite having knowledge of the ’005 patent and 

knowledge that it is directly and/or indirectly infringing one or more claims of the ’005 patent, 

Samsung has nevertheless continued its infringing conduct and disregarded an objectively high 

likelihood of infringement. Samsung’s infringing activities relative to the ’005 patent have been, and 

continue to be, willful, wanton, malicious, in bad-faith, deliberate, consciously wrongful, and an 

egregious case of misconduct beyond typical infringement such that Secure Wi-Fi is entitled to 

enhanced damages under 35 U.S.C. § 284 up to three times the amount found or assessed.  

124. Samsung’s acts of direct and indirect infringement have caused and continue to cause 

damage to Secure Wi-Fi. Secure Wi-Fi is entitled to damages in accordance with 35 U.S.C. §§ 271, 

281, and 284 sustained as a results of Samsung’s wrongful acts in an amount to be proven at trial.  

PRAYER FOR RELIEF 

Secure Wi-Fi respectfully requests that the Court find in favor of Secure Wi-Fi and against 

Samsung, and the Court grant Secure Wi-Fi the following relief: 
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A. For judgment that Samsung is liable for infringement of one or more claims of the 

Asserted Patents, directly and/or indirectly, either literally and/or under the doctrine of equivalents; 

B.   For judgment that Samsung has willfully infringed one or more claims of the Asserted 

Patents, directly and/or indirectly, either literally and/or under the doctrine of equivalents; 

C.   For an accounting of all damages sustained by Secure Wi-Fi as the result of Samsung’s 

acts of infringement, including compensatory damages in an amount according to proof, and in no 

event less than a reasonable royalty; 

D.   For a mandatory future royalty payable on each and every future sale by Samsung of 

a product that is found to infringe one or more of the Asserted Patents and on all future products 

which are reasonably similar to those products found to infringe;  

E.   For a judgment and order requiring Samsung to pay Secure Wi-Fi’s damages, costs, 

expenses, and pre- and post-judgment interest for its infringement of the Asserted Patents as provided 

under 35 U.S.C. § 284; 

F.   For a judgment and order finding that this is an exceptional case within the meaning 

of 35 U.S.C. § 285 and awarding to Secure Wi-Fi its reasonable attorneys’ fees; and 

G.   For such other and further relief in law and in equity as the Court may deem just and 

proper. 

DEMAND FOR JURY TRIAL 

Pursuant to Rule 38(b) of the Federal Rules of Civil Procedure, Secure Wi-Fi hereby demands 

a trial by jury of this action. 
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