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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF DELAWARE

MEDIA CONTENT PROTECTION
LLC,
Plaintiff, C.A. No.: 20-cv-1241-CFC
V. JURY TRIAL DEMANDED
HP INC.,
Defendant.

SECOND AMENDED COMPLAINT FOR PATENT INFRINGEMENT
Plaintiff Media Content Protection LLC (“MCP” or “Plaintiff”) brings this
action for patent infringement under 35 U.S.C. § 271 against HP, Inc. (“HP” or
“Defendant”), and alleges as follows:
THE PARTIES
1. Plaintiff Media Content Protection LLC (“MCP”) is a limited liability

company duly organized and existing under the laws of the State of Delaware with

its principal place of business at 533 Congress Street, Portland, ME 04101.

2. Defendant HP Inc. is a corporation duly organized and existing under
the laws of the State of Delaware with a principal place of business located at 1501
Page Mill Road, Palo Alto, CA 94304.

3. Defendant makes, uses, sells, offers for sale, and/or imports throughout
the United States, including within the District of Delaware (this “District”),
products, such as digital video-capable devices and components thereof, that infringe
the Asserted Patents, defined below. Defendant orders and purchases components,
such as digital video capable integrated circuits and associated firmware, that it

incorporates into digital video-capable devices that are made, used, sold, offered for
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sale, and/or imported throughout the United States, including within this District.
These digital video-capable devices may include, but are not limited to, desktops,
laptops, all-in-one- PCs, thin clients, tablets, convertible PCs, workstations,
monitors, displays, projectors, video adapters, and/or video hubs.
THE ASSERTED PATENTS
U.S. Patent No. 9,436,809
4, United States Patent No. 9,436,809 (the “’809 Patent”) is entitled

“Secure Authenticated Distance Measurement” and issued on September 6, 2016 to

inventor Franciscus L. A. J. Kamperman. The 809 Patent issued from United States
Patent Application No. 14/538,493 filed on November 11, 2014. A copy of the *809
Patent is attached hereto as Exhibit A.
U.S. Patent No. 10,091,186
5. United States Patent No. 10,091,186 (the “’186 Patent”) is entitled
“Secure Authenticated Distance Measurement” and issued on October 2, 2018 to
inventor Franciscus L. A. J. Kamperman. The *186 Patent issued from United States
Patent Application No. 15/352,646 filed on November 16, 2016. A copy of the *186
Patent is attached hereto as Exhibit B.
U.S. Patent No. 10,298,564
6. United States Patent No. 10,298,564 (the “’564 Patent”) is entitled
“Secure Authenticated Distance Measurement” and issued on May 21, 2019 to
inventor Franciscus L. A. J. Kamperman. The ’564 Patent issued from United States
Patent Application No. 16/117,019 filed on August 30, 2018. A copy of the ’564
Patent is attached hereto as Exhibit C.
7. By way of assignment, MCP owns all rights, title, and interest to the
’809 Patent, 186 Patent, and ’564 Patent (collectively, the “Asserted Patents”).

8. The Asserted Patents are each valid and enforceable.
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JURISDICTION AND VENUE

9. This is a civil action for patent infringement arising under the Patent
Act, 35 U.S.C. § 1 et seq.

10. This Court has subject matter jurisdiction pursuant to 28 U.S.C. 8§
1331 and 1338(a).

11.  Venue in this District is proper pursuant to 28 U.S.C. 88 1391(b), (c)
and 1400(b) because Defendant is incorporated and resides in the State of Delaware
and has committed acts of infringement in this District.

12.  This Court has personal jurisdiction over Defendant. Defendant is a
resident of this District. Defendant has and does conduct business within this
District.

BACKGROUND

13.  MCP incorporates the allegations of all of the foregoing paragraphs as

if fully restated herein.

14.  Koninklijke Philips N.V. (formerly known as Koninklijke Philips
Electronics N.V.) (“Philips N.V.”) and Philips North America LLC (formerly known
as Philips Electronics North America Corporation) (“Philips North America”)
(collectively, “Philips”) is a world-renowned company that engages in research and
development in numerous fields. One of these fields pertains to digital video-capable
devices for delivering and displaying content to users. Exemplary products in this
field include desktops, laptops, all-in-one- PCs, thin clients, tablets, convertible PCs,
workstations, monitors, displays, projectors, video adapters, and/or video hubs. The
Asserted Patents derive from Philips’s efforts in this field and claim protection for,
among other things, delivering and displaying content to users.

15. Defendant made, used, sold, offered for sale, imported, tested,
designed, and/or marketed in the United States digital video-capable devices for

delivering and/or displaying content to users that infringe the Asserted Patents.

SECOND AMENDED COMPLAINT 3



Case 1:20-cv-01241-CFC Document 110 Filed 09/23/24 Page 4 of 258 PagelD #: 5776

16. Defendant has actual notice of the Asserted Patents and of its
infringement thereof. Defendant received actual notice of the Asserted Patents at
least as early as March 21, 2014 by way of a letter to Defendant dated March 21,
2014. That letter included references to U.S. Patent No. 8,543,819 and U.S. Pat. App.
No. 10/521,858. Defendant received a second letter dated September 16, 2020 that
included allegations of infringement of the Asserted Patents. Additionally, the filing
of the original Complaint and the filing of the First Amended Complaint also
constitutes notice in accordance with 35 U.S.C. § 287.

17.  With actual notice of the Asserted Patents, Defendant has directly
infringed, and continues to directly infringe the Asserted Patents under 35 U.S.C. §
271(a) and (g) by one or more of making, using, selling and/or offering to sell, in
this District and elsewhere in the United States, and importing into this District and
elsewhere in the United States, certain infringing digital video-capable devices that
infringe the Asserted Patents (collectively, “Accused Products”), as further
described in detail in Counts I-I11 infra.

18. The Accused Products include, but are not limited to, all digital video-
capable devices, including but not limited to, desktops, laptops, all-in-one- PCs, thin
clients, tablets, convertible PCs, workstations, monitors, displays, projectors, video
adapters, and/or video hubs, and other products that support the HDCP 2.0 protocol
and above that Defendants make, use, sell, offer for sale, and/or import throughout
the United States, such as: Chromebook, X360, ENVY, Elite Dragonfly, 700-Series,
800 Series, Pavilion/Pavilion Gaming, ProBook, Spectre Folio and Folio, ZBook,
Create, Firefly, Studio, and OMEN laptops; Omen, Pavilion, Mini, Envy, ProDesk,
and EliteDesk desktops; EliteOne and ProOne all-in-one PCs; HP 7, 8 and 10 tablets;
x360 and Spectre Folio convertible PCs; Z workstations; HP Z, Omen X Emperium,
DreamColor and U monitors and displays; HP HDMI 2.0 video adapters; HP Hub
video adapters and HP UltraSlim, USB-C, Thunderbolt, and Z VR Backpack docks.
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This list of Defendant’s currently known digital video-capable devices is exemplary
and, on information and belief, many other of Defendant’s digital video-capable
devices infringe the Asserted Patents.

19. Defendant’s acts of infringement have caused damage to MCP. MCP is
entitled to recover from Defendant the damages incurred by MCP as a result of
Defendant’s wrongful acts.

COUNT |
Defendant’s Infringement of the *809 Patent

20.  MCP incorporates the allegations of all of the foregoing paragraphs as
if fully restated herein.

21. Defendant has directly infringed, and continues to directly infringe, the
’809 Patent by making, using, selling, offering for sale, or importing throughout the
United States products and/or methods covered by one or more claims of the 809
Patent including, but not limited to, digital video-capable devices. The products that
infringe one or more claims of the *809 Patent include, but are not limited to, at least
the Accused Products. Further discovery may reveal additional infringing products
and/or models.

22. For example and without limitation, the Accused Products infringe
claims 1, 17 and 49 of the 809 Patent.

23. Attached hereto as Exhibit D, and incorporated into this Second
Amended Complaint, is a claim chart showing where in the HP ProBook x360 11
G6 EE Notebook PC, Model No. 3C534UT#ABA each limitation of claims 1, 17
and 49 is met. This claim chart is exemplary and, on information and belief, many
other products provided by Defendant infringe the *809 Patent.

24. MCP is entitled to recover damages under 35 U.S.C. § 284 to

adequately compensate for Defendant’s infringement of the 809 Patent.
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COUNT 11
Defendant’s Infringement of the 186 Patent

25.  MCP incorporates the allegations of all of the foregoing paragraphs as
if fully restated herein.

26.  Defendant has directly infringed, and continues to directly infringe, the
’186 Patent by making, using, selling, offering for sale, or importing throughout the
United States products and/or methods covered by one or more claims of the *186
Patent including, but not limited to, digital video-capable devices. The products that
infringe one or more claims of the *186 Patent include, but are not limited to, at least
the Accused Products. Further discovery may reveal additional infringing products
and/or models.

27. For example and without limitation, the Accused Products infringe
claim 1 of the "186 Patent.

28. Attached hereto as Exhibit E, and incorporated into this Second
Amended Complaint, is a claim chart showing where in the HP ProBook x360 11
G6 EE Notebook PC, Model No. 3C534UT#ABA each limitation of claim 1 is met.
This claim chart is exemplary and, on information and belief, many other products
provided by Defendant infringe the *186 Patent.

29. MCP is entitled to recover damages under 35 U.S.C. § 284 to
adequately compensate for Defendant’s infringement of the *186 Patent.

COUNT 111
Defendant’s Infringement of the ’564 Patent

30. MCP incorporates the allegations of all of the foregoing paragraphs as
if fully restated herein.

31. Defendant has directly infringed, and continues to directly infringe, the
’564 Patent by making, using, selling, offering for sale, or importing throughout the

United States products and/or methods covered by one or more claims of the ’564
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Patent including, but not limited to, digital video-capable devices. The products that
infringe one or more claims of the ’564 Patent include, but are not limited to, at least
the Accused Products. Further discovery may reveal additional infringing products
and/or models.

32. For example and without limitation, the Accused Products infringe
claim 1 of the ’564 Patent.

33. Attached hereto as Exhibit F, and incorporated into this Second
Amended Complaint, is a claim chart showing where in the HP ENVY 27 27-inch
Monitor, Model No. W5A12AA#ABA each limitation of claim 1 is met. This claim
chart is exemplary and, on information and belief, many other products provided by
Defendant infringe the *564 Patent.

34. MCP is entitled to recover damages under 35 U.S.C. § 284 to
adequately compensate for Defendant’s infringement of the *564 Patent.

DAMAGES

35. Defendant has refused to compensate MCP for its infringement of the
Asserted Patents. MCP is entitled to monetary damages adequate to compensate
MCP for Defendant’s infringement in an amount no less than a reasonable royalty
for the use made of the patented inventions by Defendant. The precise amount of
damages will be determined through discovery in this action and proven at trial.

MARKING

36. MCP and its licensees of the Asserted Patents have complied with 35
U.S.C. § 287, and relative to its licensees, MCP has taken reasonable steps to ensure
compliance with marking.

PRAYER FOR RELIEF
WHEREFORE, MCP respectfully asks the Court for an order granting the

following relief:

a) A judgment that the Asserted Patents are valid and enforceable;
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b) A judgment that Defendant has directly infringed, either literally or
under the Doctrine of Equivalents, one or more claims of the 809
Patent;

c) A judgment that Defendant has directly infringed, either literally or
under the Doctrine of Equivalents, one or more claims of the 186
Patent;

d) A judgment that Defendant has directly infringed, either literally or
under the Doctrine of Equivalents, one or more claims of the ’564
Patent;

e)  Ajudgment awarding MCP all appropriate damages under 35 U.S.C. §
284 for Defendant’s past infringement, and any continuing or future
infringement of the Asserted Patents, including pre and post judgment
interest, costs, and disbursements pursuant to 35 U.S.C. § 284;

f) An accounting for infringing sales not presented at trial and an award
by the Court of additional damages for any such infringing sales;

g) A finding that this case is exceptional within the meaning of 35 U.S.C.
8§ 285 and that MCP be awarded its reasonable attorneys’ fees against
Defendant incurred in prosecuting this action;

h)  Anaward of reasonable attorneys’ fees, costs and expenses incurred by
MCP in connection with prosecuting this action; and

) Any and all other relief as the Court finds just, equitable, and proper
under the circumstances.

DEMAND FOR JURY TRIAL

Pursuant to Fed. R. Civ. P. 38, MCP hereby respectfully demands trial by

jury on all claims and issues so triable.
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Dated: September 20, 2024

SECOND AMENDED COMPLAINT

Respectfully submitted,
FARNAN LLP

/s/ Brian E. Farnan

Brian E. Farnan (Bar No. 4089)
Michael J. Farnan (Bar No. 5165)
919 N. Market St., 12th Floor
Wilmington, DE 19801

Phone: (302) 777-0300

Fax: (302) 777-0301
bfarnan@farnanlaw.com
mfarnan@farnanlaw.com

Michael T. Renaud (admitted pro hac vice)
Adam S. Rizk (admitted pro hac vice)
Catherine Xu (admitted pro hac vice)
Timothy J. Rousseau (admitted pro hac vice)
Courtney P. Herndon (admitted pro hac vice)
Williams S. Dixon (admitted pro hac vice)
MINTZ LEVIN COHN FERRIS GLOVSKY
& POPEO PC

One Financial Center

Boston, Massachusetts 02111

Phone: (617) 542-6000

Fax: (617) 542-2241
MTRenaud@mintz.com

ARizk@mintz.com

CXu@mintz.com

TJRousseau@mintz.com
CHerndon@mintz.com
WSDixon@mintz.com

Peter F. Snell (admitted pro hac vice)

Brad M. Scheller (admitted pro hac vice)
MINTZ LEVIN COHN FERRIS GLOVSKY
& POPEO PC

919 Third Avenue

New York, NY 10022
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Phone: (212) 935-3000
Fax: (212) 983-3115
PFSnell@mintz.com
BMScheller@mintz.com

Attorneys for Plaintiff
Media Content Protection LLC
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US 9,436,809 B2

1

SECURE AUTHENTICATED DISTANCE
MEASUREMENT

This application claims, pursuant to 35 USC 120, priority
to and the benefit of the earlier filing date of, that patent
application entitled “Secure Authenticated Distance Mea-
surement”, filed on Jan. 21, 2005 and afforded Ser. No.
10/521,858 (now U.S. Pat. No. 8,886,939), which claimed
priority to and the benefit of the earlier filing date, as a
National Stage Filing of that international patent application
filed on Jun. 27, 2003 and afforded serial number PCT/IB0O3/
02932 (W02004014037), which claimed priority to and the
benefit of the earlier filing date of that patent application
filed on Jul. 26, 2002 and afforded serial number
EP02078076.3, the contents of all of which are incorporated
by reference, herein.

This application is further related to that patent applica-
tion entitled “Secure authenticated Distance Measurement”,
filed on Jul. 24, 2009 and afforded Ser. No. 12/508,917 (now
U.S. Pat. No. 8,543,819), issued Sep. 24, 2013), which
claimed priority to and the benefit of the earlier filing date
of that patent application entitled “Secure Authenticated
Distance Measurement”, filed on Jan. 21, 2005 and afforded
Ser. No. 10/521,858 (now U.S. Pat. No. 8,886,939), the
contents of which are incorporated by reference herein.

The invention relates to a method for a first communica-
tion device to perform authenticated distance measurement
between a first communication device and a second com-
munication device. The invention also relates to a method of
determining whether data stored on a first communication
device is to be accessed by a second communication device.
Moreover, the invention relates to a communication device
for performing authenticated distance measurement to a
second communication device. The invention also relates to
an apparatus for playing back multimedia content compris-
ing a communication device.

Digital media have become popular carriers for various
types of data information. Computer software and audio
information, for instance, are widely available on optical
compact disks (CDs) and recently also on digital video/
versatile discs (DVDs) which have been gaining in distri-
bution share. The CD and the DVD utilize a common
standard for the digital recording of data, software, images,
audio and multimedia. Additional media, such as recordable
discs, solid-state memory, and the like, are making consid-
erable gains in the software and data distribution market.

The substantially superior quality of the digital format as
compared to the analog format renders the former substan-
tially more prone to unauthorized copying and pirating,
further a digital format is both easier and faster to copy.
Copying of a digital data stream, whether compressed,
uncompressed, encrypted or non-encrypted, typically does
not lead to any appreciable loss of quality in the data. Digital
copying thus is essentially unlimited in terms of multi-
generation copying. Analog data with its signal to noise ratio
loss with every sequential copy, on the other hand, is
naturally limited in terms of multi-generation and mass
copying.

The advent of the recent popularity in the digital format
has also brought about a slew of copy protection and digital
rights management (DRM) systems and methods. These
systems and methods use technologies such as encryption,
watermarking and right descriptions (e.g. rules for accessing
and copying data).

One way of protecting content in the form of digital data
is to ensure that content will only be transferred between
devices if:
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the receiving device has been authenticated as being a

compliant device, and

the user of the content has the right to transfer (move,

copy) that content to another device.

If transfer of content is allowed, this will typically be
performed in an encrypted way to make sure that the content
cannot be captured illegally in a useful format.

Technology to perform device authentication and
encrypted content transfer is available and is called a secure
authenticated channel (SAC). Although it might be allowed
to make copies of content over a SAC, the content industry
is very bullish on content distribution over the Internet. This
results in disagreement of the content industry on transfer-
ring content over interfaces that match well with the Inter-
net, e.g. Ethernet.

Further, it should be possible for a user visiting his
neighbor to watch a movie, which he owns, on the neigh-
bor’s big television screen. Typically, the content owner will
disallow this, but it might become acceptable if it can be
proved that a license holder of that movie (or a device that
the license holder owns) is near that television screen.

It is therefore of interest to be able to include an authen-
ticated distance measurement when deciding whether con-
tent should be accessed or copied by other devices.

In the article by Stefan Brands and David Chaum, “Dis-
tance-Bounding protocols”, Eurocrypt *93 (1993), Pages
344-359, integration of distance-bounding protocols with
public-key identification schemes is described. Here dis-
tance measurement is described based on time measurement
using challenge and response bits and with the use of a
commitment protocol. This does not allow authenticated
device compliancy testing and is not efficient when two
devices must also authenticate each other.

It is an object of the invention to obtain a solution to the
problem of performing a secure transfer of content within a
limited distance.

This is obtained by a method for a first communication
device to performing authenticated distance measurement
between the first communication device and a second com-
munication device, wherein the first and the second com-
munication device share a common secret and the common
secret is used for performing the distance measurement
between the first and the second communication device.

Because the common secret is being used for performing
the distance measurement, it can be ensured that when
measuring the distance from the first communication device
to the second communication device, it is the distance
between the right devices that is being measured.

The method combines a distance measurement protocol
with an authentication protocol. This enables authenticated
device compliancy testing and is efficient, because a secure
channel is anyhow needed to enable secure communication
between devices and a device can first be tested on compli-
ancy before a distance measurement is executed.

In a specific embodiment, the authenticated distance mea-
surement is performed according to the following steps;

transmitting a first signal from the first communication

device to the second communication device at a first
time tl1, the second communication device being
adapted for receiving the first signal, generating a
second signal by modifying the received first signal
according to the common secret and transmitting the
second signal to the first device,

receiving the second signal at a second time t2,

checking if the second signal has been modified according

to the common secret, and



Case 1:20-cv-01241-CFC Document 110 Filed 09/23/24 Page 18 of 258 PagelD #: 5790

US 9,436,809 B2

3

determining the distance between the first and the second
communication device according to a time difference
between t1 and t2.

When measuring a distance by measuring the time dif-
ference between transmitting and receiving a signal and
using a secret, shared between the first and the second
communication device, for determining whether the
returned signal really originated from the second commu-
nication device, the distance is measured in a secure authen-
ticated way ensuring that the distance will not be measured
to a third communication device (not knowing the secret).
Using the shared secret for modifying the signal is a simple
way to perform a secure authenticated distance measure-
ment.

In a specific embodiment, the first signal is a spread
spectrum signal. Thereby a high resolution is obtained and
it is possible to cope with bad transmission conditions (e.g.
wireless environments with a lot of reflections).

In another embodiment the step of checking if the second
signal has been modified according to the common secret is
performed by the steps of:

generating a third signal by modifying the first signal

according to the common secret, and

comparing the third signal with the received second

signal.

This method is an easy and simple way of performing the
check, but it requires that both the first communication
device and the second communication device know how the
first signal is being modified using the common secret.

In a specific embodiment the first signal and the common
secret are bit words and the second signal comprises infor-
mation being generated by performing an exclusive OR
operation (XOR) between the bit words. Thereby, it is a very
simple operation that has to be performed, resulting in
demand for few resources by both the first and the second
communication device when performing the operation.

In an embodiment, the common secret has been shared
before performing the distance measurement, the sharing
being performed by the steps of:

performing an authentication check from the first com-

munication device on the second communication
device by checking whether the second communication
device is compliant with a set of predefined compliance
rules, and

if the second communication device is compliant, sharing

the common secret by transmitting the secret to the
second communication device.

This is a secure way of performing the sharing of the
secret, ensuring that only devices being compliant with
compliance rules can receive the secret. Further, the shared
secret can afterwards be used for generating a SAC channel
between the two devices. The secret could be shared using
e.g. key transport mechanisms as described in ISO 11770-3.
Alternatively, a key agreement protocol could be used,
which e.g. is also described in ISO 11770-3.

In another embodiment the authentication check further
comprises checking if the identification of the second device
is compliant with an expected identification. Thereby, it is
ensured that the second device really is the device that it
should be. The identity could be obtained by checking a
certificate stored in the second device.

The invention also relates to a method of determining
whether data stored on a first communication device are to
be accessed by a second communication device, the method
comprising the step of performing a distance measurement
between the first and the second communication device and
checking whether the measured distance is within a pre-
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defined distance interval, wherein the distance measurement
is an authenticated distance measurement according to the
above. By using the authenticated distance measurement in
connection with sharing data between devices, unauthorized
distribution of content can be reduced.

In a specific embodiment the data stored on the first
device is sent to the second device if it is determined that the
data stored on the first device are to be accessed by the
second device.

The invention also relates to a method of determining
whether data stored on a first communication device are to
be accessed by a second communication device, the method
comprising the step of performing a distance measurement
between a third communication device and the second
communication device and checking whether the measured
distance is within a predefined distance interval, wherein the
distance measurement is an authenticated distance measure-
ment according to the above. In this embodiment, the
distance is not measured between the first communication
device, on which the data are stored, and the second com-
munication device. Instead, the distance is measured
between a third communication device and the second
communication device, where the third communication
device could be personal to the owner of the content.

The invention also relates to a communication device for
performing authenticated distance measurement to a second
communication device, where the communication device
shares a common secret with the second communication
device and where the communication device comprises
means for measuring the distance to the second device using
the common secret.

In an embodiment, the device comprises:

means for transmitting a first signal to a second commu-

nication device at a first time t1, the second commu-
nication device being adapted for receiving the first
signal, generating a second signal by modifying the
received first signal according to the common secret
and transmitting the second signal,

means for receiving the second signal at a second time 12,

means for checking if the second signal has been modified

according to the common secret, and

means for determining the distance between the first and

the second communication device according to a time
difference between t1 and t2.

The invention also relates to an apparatus for playing back
multimedia content comprising a communication device
according to the above.

In the following preferred embodiments of the invention
will be described referring to the figures, wherein:

FIG. 1 illustrates authenticated distance measurement
being used for content protection,

FIG. 2 is a flow diagram illustrating the method of
performing authenticated distance measurement,

FIG. 3 illustrates in further detail the step of performing
the authenticated distance measurement shown in FIG. 2,
and

FIG. 4 illustrates a communication device for performing
authenticated distance measurement.

FIG. 1 illustrates an embodiment wherein the authenti-
cated distance measurement is being used for content pro-
tection. In the center of the circle 101 a computer 103 is
placed. The computer comprises content, such as data,
software, images, multimedia content being video and/or
audio, stored on e.g. a hard disk, solid state memory, a DVD
or a CD. The owner of the computer 103 owns the content
and therefore the computer is authorized to access and
present the multimedia content for the user. When the user
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wants to make a legal copy of the content on another device
via e.g. a SAC, the distance between the other device and the
computer 103 is measured and only devices within a pre-
defined distance illustrated by the devices 105, 107, 109,
111, 113 inside the circle 101 are allowed to receive the
content. Whereas the devices 115, 117, 119 having a distance
to the computer 103 being larger than the predefined dis-
tance are not allowed to receive the content.

In the example a device is a computer 103, but it could
e.g. also be a DVD drive, a CD drive or a Video display
device, as long as the device comprises a communication
device for performing the distance measurement.

In a specific example, the distance might not be measured
between the computer 103, on which the data are stored, and
the other device, it could be determined between a third
device (e.g. a device being personal to the owner of the
content and which does not contain the data) and the other
device.

In FIG. 2 a flow diagram illustrates the general idea of
performing authenticated distance measurement between
two devices, 201 and 203 each comprising communication
devices for performing the authenticated distance measure-
ment. In the example the first device 201 comprises content
which the second device 203 has requested. The authenti-
cated distance measurement then is as follows. In step 205
the first device 201 authenticates the second device 203; this
could comprise the steps of checking whether the second
device 203 is a compliant device and might also comprise
the step of checking whether the second device 203 really is
the device identified to the first device 201. Then in step 207,
the first device 201 exchanges a secret with the second
device 203, which e.g. could be performed by transmitting
a random generated bit word to the second device 203. The
secret should be shared securely, e.g. according to some key
management protocol as described in e.g. ISO 11770.

Then in step 209, a signal for distance measurement is
transmitted to the second device 203; the second device
modifies the received signal according to the secret and
retransmits the modified signal back to the first device. The
first device 201 measures the round trip time between the
signal leaving and the signal returning and checks if the
returned signal was modified according to the exchanged
secret. The modification of the returned signal according to
some secret will most likely be dependent on the transmis-
sion system and the signal used for distance measurement,
i.e. it will be specific for each communication system (such
as 1394, Ethernet, Bluetooth, IEEE 802.11, etc.).

The signal used for the distance measurement may be a
normal data bit signal, but also special signals other than for
data communication may be used. In an embodiment spread
spectrum signals are used to be able to get high resolution
and to be able to cope with bad transmission conditions (e.g.
wireless environments with a lot of reflections).

In a specific example a direct sequence spread spectrum
signal is used for distance measurement; this signal could be
modified by XORing the chips (e.g. spreading code consist-
ing of 127 chips) of the direct sequence code by the bits of
the secret (e.g. secret consists also of 127 bits). Also, other
mathematical operations similar to XOR could be used.

The authentication 205 and exchange of secret 207 could
be performed using the protocols described in some known
ISO standards e.g. ISO 9798 and ISO 11770. For example
the first device 201 could authenticate the second device 203
according to the following communication scenario:

First device->Second device: Rg|[Text 1
where Ry is a random number
Second device->First device: CertA|TokenAB
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6
Where CertA is a certificate of A
TokenAB=R_|[R 5Bl Text3||sS ,(R_,||R 5||B| Text2)
R, is a random number
Indentifier B is an option
sS, is a signature set by A using private key S,

If TokenAB is replaced with the token as specified in ISO
11770-3 we at the same time can do secret key exchange. We
can use this by substituting Text2 by:
Text2:=eP4(A|K|| Text2)|| Text3
Where ePj is encrypted with Public key B
A is identifier of A
K is a secret to be exchanged

In this case the second device 203 determines the key (i.e.
has key control), this is also called a key transport protocol,
but also a key agreement protocol could be used. This may
be undesirable in which case it can be reversed, such that the
first device determines the key. A secret key has now been
exchanged according to step 207 in FIG. 2. Again, the secret
key could be exchanged by e.g. a key transport protocol or
a key agreement protocol.

After the distance has been measured in a secure authen-
ticated way as described above, content data can be sent
between the first and the second device in step 211 in FIG.
2.

FIG. 3 illustrates in further detail, the step of performing
the authenticated distance measurement. As described
above, the first device 301 and the second device 303 have
exchanged a secret; the secret is stored in the memory 305
of'the first device and the memory 307 of the second device.
In order to perform the distance measurement, a signal is
transmitted to the second device via a transmitter 305. The
second device receives the signal via a receiver 311, and
microprocessor 313 modifies the signal by using the locally
stored secret. The signal is modified by the second device
according to rules known by the first device 301 and
transmitted back to the first device 301 via a transmitter 315.
The first device 301 receives the modified signal via a
receiver 317 and in 319 the received modified signal is
compared to a signal, which has been modified locally i.e. by
the first device. The local modification is performed in
microprocessor 321 by using the signal transmitted to the
second device in transmitter 305 and then modifying the
signal using the locally stored secret similar to the modifi-
cation rules used by the second device. If the received
modified signal and the locally modified signal are identical,
then the received signal is authenticated and can be used for
determining the distance between the first and the second
device. If the two signals are not identical, then the received
signal cannot be authenticated and can therefore not be used
for measuring the distance as illustrated by 325. In micro-
processor 323 the distance is calculated between the first and
the second device; this could e.g. be performed by measur-
ing the time, when the signal is transmitted by the transmit-
ter 309 from the first device to the second device and
measuring when the receiver 317 receives the signal from
the second device. The time difference between a transmittal
time and a reception time can then be used for determining
the physical distance between the first device and the second
device.

In FIG. 4 a communication device for performing authen-
ticated distance measurement is illustrated. The device 406
comprises a receiver 403 and a transmitter 411. The device
further comprises means for performing the steps described
above, which could be performed by executing software
using a microprocessor 413 connected to memory 415 via a
communication bus 417. The communication device could
then be placed inside devices such as a DVD, a DVD
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recorder, a computer, a CD, a CD recorder, a solid state
memory, a television and other devices for providing pro-
tected content, accessing protected content, or authorizing
the access to protected content.

What is claimed is:

1. A first device for controlling delivery of protected
content to a second device, the first device comprising:

a memory;

a processor, said processor arranged to:

receive a certificate of the second device, the certificate
providing information regarding the second device;

determine whether the second device is compliant with
a set of compliance rules utilizing said information
provided in said certificate;

provide a first signal to the second device depending
when the second device is determined to be compli-
ant with the set of compliance rules;

receive a second signal from the second device after
providing the first signal;

determine whether the second signal is derived from a
secret known by the first device;

determine whether a time difference between providing
the first signal and receiving the second signal is less
than a predetermined time; and

allow the protected content to be provided to the second
device when at least the second signal is determined
to be derived from the secret and the time difference
is less than the predetermined time.

2. The first device of claim 1, wherein the first signal
comprises a random number.

3. The first device of claim 1, wherein the second signal
is formed by modifying the first signal based on the secret,
wherein the modification comprises performing an XOR
operation on the first signal.

4. The first device of claim 1, wherein the processor is
further arranged to provide the secret to the second device.

5. The first device of claim 4, wherein the secret is
securely provided using one of: a key transport protocol, a
key management protocol and a key agreement protocol.

6. The first device of claim 4, wherein the processor
arranged to provide the secret to the second device com-
prises the processor arranged to provide the secret to the
second device via encryption by a public key of a private/
public key-pair of the second device, if the second device is
compliant, said secret comprising a random number.

7. The first device of claim 1, wherein the processor is
further arranged to receive the secret from the second
device.

8. The first device of claim 7, wherein the secret is
securely received using one of: a key transport protocol, a
key management protocol and a key agreement protocol.

9. The first device of claim 1, wherein the processor
arranged to determine whether the second signal is derived
from the secret is arranged to:

modify the first signal according to the secret;

compare the modified first signal with the second signal;

and

provide an indication when said modified first signal is

identical to the second signal.

10. The first device of claim 1, wherein the first signal and
the secret are of comparable length.

11. The first device of claim 1, wherein the processor is
further arranged to determine an identity of the second
device using the certificate.

12. The first device of claim 1, wherein the certificate
comprises a public key.
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13. The first device of claim 1, wherein the processor is
further arranged to provide a certificate to the second device.

14. The first device of claim 1, wherein the predetermined
time is based on a communication system associated with
the first device.

15. The first device of claim 1, wherein the second signal
comprises the first signal modified by the secret.

16. The first device of claim 1, wherein the processor is
further arranged to:

provide instruction to a third device to transmit said
protected content, wherein said protected content is
stored on said third device.

17. A system for controlling the transmission of protected
content from a content provider to a requesting device, the
content provider comprising:

means for receiving a certificate of the requesting device,
the certificate providing information for validating the
requesting device as being compliant with a set of
compliancy rules;

means for validating that the requesting device is com-
pliant with the set of compliancy rules using said
information contained in said certificate;

means for transmitting a first signal to the requesting
device at a first time when said requesting device is
validated as being compliant with the set of compliancy
rules;

means for receiving a second signal at a second time from
the requesting device;

means for providing the protected content to the request-
ing device after determining the second signal depends
on a secret known to the content provider, and
a time difference between the first time and the second

time is less than a predetermined time.

18. The system of claim 17, wherein said protected
content is stored on a third device.

19. The system of claim 18, wherein said means for
providing the requested content comprises:

means for providing instruction to said third device to
provide said content to said requesting device.

20. The system of claim 18, wherein the third device is

one of: a DVD, CD and a storage device.
21. The system of claim 17, wherein the secret is securely
received by the content provider.
22. The system of claim 17, wherein the secret is securely
transmitted by the content provider.
23. The system of claim 17, wherein the certificate
identifies the requesting device.
24. The system of claim 17, wherein the predetermined
time is based on a type of communication protocol between
the requesting device and the content provider.
25. The system of claim 17, wherein the content provider
is one of: a DVD, CD and a storage device.
26. The system of claim 17, wherein the second signal
comprises the first signal modified by the secret.
27. A first device in communication with a second device,
the first device comprising:
a memory;
a processor in communication with the memory, the
processor arranged to execute software stored on the
first device, the software configured to:
receive from the second device a request for a protected
content and a certificate providing information asso-
ciated with the second device;

determine whether the second device is suitable for
receiving said protected content, wherein determin-
ing suitability of said second device is based on said
information provided in said certificate;
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provide a first signal to said second device when said
second device is determined to be suitable for receiv-
ing said protected content;

receive from said second device a second signal;

determine whether said second signal is representative
of said first signal modified according to a secret
known by said first device and said second device;

determine whether a time difference between a time of
providing the first signal and receiving the second
signal is less than a predetermined time; and

initiate transmission of said protected content to said
second device when at least said second signal is
representative of said first signal modified according
to a secret known by said first device and said second
device and said time difference is less than the
predetermined time.

28. The first device of claim 27, wherein said protected
content is stored on said first device.

29. The first device of claim 27, wherein the software
configured to initiate said initiating transmission of said
protected content is further configured to provide instruction
to a third device to transmit said protected content, wherein
said protected content is stored on said third device.

30. The first device of claim 29, wherein said third device
is one of a DVD, a CD and a storage device.

31. The first device of claim 29, wherein said third device
is remotely located from said first device.

32. The first device of claim 27, wherein suitability is
determined as being compliant with a set of compliancy
rules.

33. The first device of claim 27, wherein the software is
further arranged to:

provide the secret to the second device via encryption by

a public key of a private/public key-pair of the second
device, if the second device is suitable, said secret
comprising a random number.
34. A method of a first device controlling delivery of
protected content to a second device, the method compris-
ing:
receiving a certificate of the second device, the certificate
providing information regarding the second device;

determining whether the second device is compliant with
a set of compliance rules utilizing said information
provided in said certificate;

providing a first signal to the second device depending

when the second device is determined to be compliant
with the set of compliance rules;

receiving a second signal from the second device after

providing the first signal;

determining whether the second signal is derived from a

secret known by the first device;

determining whether a time difference between providing

the first signal and receiving the second signal is less
than a predetermined time; and

allowing the protected content to be provided to the

second device when at least the second signal is deter-
mined to be derived from the secret and the time
difference is less than the predetermined time.

35. The method of claim 34, wherein the first signal
comprises a random number.

36. The method of claim 34, wherein the second signal is
formed by modifying the first signal based on the secret,
wherein the modification comprises performing an XOR
operation on the first signal.

37. The method of claim 34, further comprising providing
the secret to the second device.
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38. The method of claim 37, wherein the secret is securely
provided using one of: a key transport protocol, a key
management protocol and a key agreement protocol.

39. The method of claim 34, further comprising receiving
the secret from the second device.

40. The method of claim 39, wherein the secret is securely
received using one of: a key transport protocol, a key
management protocol and a key agreement protocol.

41. The method of claim 34, wherein the step of deter-
mining whether the second signal is derived from the secret
comprises:

modifying the first signal according to the secret;

comparing the modified first signal with the second sig-

nal; and

providing an indication when said modified first signal is

identical to the second signal.

42. The method of claim 34, wherein the first signal and
the secret are of comparable length.

43. The method of claim 34, further comprising deter-
mining an identity of the second device using the certificate.

44. The method of claim 34, wherein the certificate
comprises a public key.

45. The method of claim 34, further comprising providing
a certificate to the second device.

46. The method of claim 34, wherein the predetermined
time is based on a communication system associated with
the first device.

47. The method of claim 34, wherein the second signal
comprises the first signal modified by the secret.

48. The method of claim 34, further comprising providing
instruction to a third device to transmit said protected
content, wherein said protected content is stored on said
third device.

49. A first device for controlling delivery of protected
content to a second device, the first device comprising:

a memory;

a processor, the processor arranged to:

receive a certificate from the second device prior to

sending a first signal;

determine from the certificate if the second device is

compliant;

provide a secret to the second device via encryption by a

public key of a private/public key-pair of the second
device, if the second device is compliant, said secret
comprising a random number;

provide the first signal to the second device;

receive a second signal from the second device after

providing the first signal;

determine if the second signal is derived from the secret
by determining whether the second signal is the first
signal modified based on the secret;

determine whether a time difference between providing

the first signal and receiving the second signal is less
than a predetermined time; and

allow the protected content to be provided to the second

device at least when the second signal is determined to
be derived from the secret and the time difference is
less than the predetermined time.

50. The first device of claim 49, wherein the processor is
further arranged to:

use the secret to generate a secure authenticated channel

between the first device and the second device,

use the secure authenticated channel to provide the pro-

tected content to the second device.

51. The first device of claim 49, wherein the secret and the
first signal are of comparable length.
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52. The first device of claim 49, wherein the modification
is a XOR operation using the first signal.

53. The first device of claim 49, wherein the processor,
arranged to determine that the second signal is derived from
the secret, is further arranged to:

modify the first signal according to the secret;

compare the modified first signal with the second signal;

and

determine that the modified first signal is identical to the

second signal.

54. The first device of claim 49, wherein the first signal
comprises a random number.

55. A method of a first device controlling delivery of
protected content to a second device, the method compris-
ing:

receiving a certificate from the second device prior to

sending a first signal;

determining from the certificate if the second device is

compliant;

providing a secret to the second device via encryption by

a public key of a private/public key-pair of the second
device, if the second device is compliant, said secret
comprising a random number;

providing the first signal to the second device;

receiving a second signal from the second device after

providing the first signal;

determining if the second signal is derived from the
secret by determining whether the second signal is
the first signal modified based on the secret;

25
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determining whether a time difference between providing
the first signal and receiving the second signal is less
than a predetermined time; and

allowing the protected content to be provided to the

second device at least when the second signal is deter-
mined to be derived from the secret and the time
difference is less than the predetermined time.

56. The method of claim 55, further comprising:

using the secret to generate a secure authenticated channel

between the first device and the second device,

using the secure authenticated channel to provide the

protected content to the second device.

57. The method of claim 55, wherein the secret and the
first signal have the same bit length.

58. The method of claim 55, wherein the modification is
a XOR operation using the first signal.

59. The method of claim 55, wherein the step of deter-
mining that the second signal is derived from the secret
comprises:

modifying the first signal according to the secret;

comparing the modified first signal with the second sig-

nal; and

determining that the modified first signal is identical to the

second signal.

60. The method of claim 55, wherein the first signal
comprises a random number.

#* #* #* #* #*



Case 1:20-cv-01241-CFC Document 110 Filed 09/23/24 Page 23 of 258 PagelD #: 5795

EXHIBIT B



S (T T

a2 United States Patent

US010091186B2

US 10,091,186 B2
*QOct. 2, 2018

(10) Patent No.:
45) Date of Patent:

Kamperman
(54) SECURE AUTHENTICATED DISTANCE
MEASUREMENT
(71) Applicant: KONINKLIJKE PHILIPS N.V,,
Eindhoven (NL)
(72) Inventor: Franciscus L. A. J. Kamperman,
Geldrop (NL)
(73) Assignee: Koninklijke Philips N.V., Eindhoven
(NL)
(*) Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by 72 days.
This patent is subject to a terminal dis-
claimer.
(21) Appl. No.: 15/352,646
(22) Filed: Nov. 16, 2016
(65) Prior Publication Data
US 2017/0063556 Al Mar. 2, 2017
Related U.S. Application Data
(63) Continuation of application No. 15/229,207, filed on
Aug. 5, 2016, now Pat. No. 9,590,977, which is a
(Continued)
(30) Foreign Application Priority Data
Jul. 26, 2002 (EP) .cvvviieiiicie e 02078076
(51) Imt. ClL
HO4L 29/06 (2006.01)
HO4L 9/14 (2006.01)
(Continued)
(52) US. CL
CPC ......... HO4L 63/0823 (2013.01); GO6F 21/10

(2013.01); HO4L 9/14 (2013.01);
(Continued)

(58) Field of Classification Search
CPC ... HO4L 63/0823; HO4L 9/14, HO4L 9/30;
HO4L 9/3263; HO4L 63/062; HO4L 43/16;

(Continued)
(56) References Cited
U.S. PATENT DOCUMENTS

4,438,824 A
4,688,036 A

3/1984 Mueller-Scholoer
8/1987 Hirano et al.

(Continued)

FOREIGN PATENT DOCUMENTS

EP 1100035 Al 5/2001

H04306760 A 10/1992
(Continued)

OTHER PUBLICATIONS

Tkeno et al “Modern Cryptography Theory” Japan, Institute of
Electronics, Information and Communication Engineers, Nov. 15,
1997, p. 175-177.

(Continued)
Primary Examiner — Darren B Schwartz

(57) ABSTRACT

The invention relates to a method for a first communication
device to perform authenticated distance measurement
between the first communication device and a second com-
munication device, wherein the first and the second com-
munication device share a common secret and the common
secret is used for performing the distance measurement
between the first and the second communication device. The
invention also relates to a method of determining whether
data stored on a first communication device are to be
accessed by a second communication device. Moreover, the
invention relates to a communication device for performing
authenticated distance measurement to a second communi-
cation device. The invention also relates to an apparatus for
playing back multimedia content comprising a communica-
tion device.
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SECURE AUTHENTICATED DISTANCE
MEASUREMENT

This application is a continuation of the patent applica-
tions entitled “Secure Authenticated Distance Measure-
ment”, filed on Aug. 5, 2016 and afforded Ser. No. 15/229,
207 which is a continuation of the application filed Nov. 11,
2014 and afforded Ser. No. 14/538,493 which claims priority
pursuant to 35 USC 120, priority to and the benefit of the
earlier filing date of, that patent application entitled “Secure
Authenticated Distance Measurement”, filed on Jan. 21,
2005 and afforded Ser. No. 10/521,858 (now U.S. Pat. No.
8,886,939), which claimed priority to and the benefit of the
earlier filing date, as a National Stage Filing of that inter-
national patent application filed on Jun. 27, 2003 and
afforded serial number PCT/IB2003/02932
(W02004014037), which claimed priority to and the benefit
of'the earlier filing date of that patent application filed on Jul.
26, 2002 and afforded serial number EP 02078076.3, the
contents of all of which are incorporated by reference,
herein.

This application is further related to that patent applica-
tion entitled “Secure authenticated Distance Measurement”,
filed on Jul. 24, 2009 and afforded Ser. No. 12/508,917 (now
U.S. Pat. No. 8,543,819), issued Sep. 24, 2013), which
claimed priority to and the benefit of the earlier filing date
of that patent application entitled “Secure Authenticated
Distance Measurement”, filed on Jan. 21, 2005 and afforded
Ser. No. 10/521,858 (now U.S. Pat. No. 8,886,939), the
contents of which are incorporated by reference herein.

The invention relates to a method for a first communica-
tion device to performing authenticated distance measure-
ment between a first communication device and a second
communication device. The invention also relates to a
method of determining whether data stored on a first com-
munication device is to be accessed by a second communi-
cation device. Moreover, the invention relates to a commu-
nication device for performing authenticated distance
measurement to a second communication device. The inven-
tion also relates to an apparatus for playing back multimedia
content comprising a communication device.

Digital media have become popular carriers for various
types of data information. Computer software and audio
information, for instance, are widely available on optical
compact disks (CDs) and recently also DVD has gained in
distribution share. The CD and the DVD utilize a common
standard for the digital recording of data, software, images,
and audio. Additional media, such as recordable discs,
solid-state memory, and the like, are making considerable
gains in the software and data distribution market.

The substantially superior quality of the digital format as
compared to the analog format renders the former substan-
tially more prone to unauthorized copying and pirating,
further a digital format is both easier and faster to copy.
Copying of a digital data stream, whether compressed,
uncompressed, encrypted or non-encrypted, typically does
not lead to any appreciable loss of quality in the data. Digital
copying thus is essentially unlimited in terms of multi-
generation copying. Analog data with its signal to noise ratio
loss with every sequential copy, on the other hand, is
naturally limited in terms of multi-generation and mass
copying.

The advent of the recent popularity in the digital format
has also brought about a slew of copy protection and DRM
systems and methods. These systems and methods use
technologies such as encryption, watermarking and right
descriptions (e.g. rules for accessing and copying data).
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One way of protecting content in the form of digital data
is to ensure that content will only be transferred between
devices if

the receiving device has been authenticated as being a
compliant device, and

the user of the content has the right to transfer (move,
copy) that content to another device.

If transfer of content is allowed, this will typically be
performed in an encrypted way to make sure that the content
cannot be captured illegally in a useful format.

Technology to perform device authentication and
encrypted content transfer is available and is called a secure
authenticated channel (SAC). Although it might be allowed
to make copies of content over a SAC, the content industry
is very bullish on content distribution over the Internet. This
results in disagreement of the content industry on transfer-
ring content over interfaces that match well with the Inter-
net, e.g. Ethernet.

Further, it should be possible for a user visiting his
neighbor to watch a movie, which he owns, on the neigh-
bor’s big television screen. Typically, the content owner will
disallow this, but it might become acceptable if it can be
proved that a license holder of that movie (or a device that
the license holder owns) is near that television screen.

It is therefore of interest to be able to include an authen-
ticated distance measurement when deciding whether con-
tent should be accessed or copied by other devices.

In the article by Stefan Brands and David Chaum, “Dis-
tance-Bounding protocols”, Eurocrypt *93 (1993), Pages
344-359, integration of distance-bounding protocols with
public-key identification schemes is described. Here dis-
tance measurement is described based on time measurement
using challenge and response bits and with the use of a
commitment protocol. This does not allow authenticated
device compliancy testing and is not efficient when two
devices must also authenticate each other.

It is an object of the invention to obtain a solution to the
problem of performing a secure transfer of content within a
limited distance.

This is obtained by a method for a first communication
device to performing authenticated distance measurement
between the first communication device and a second com-
munication device, wherein the first and the second com-
munication device share a common secret and the common
secret is used for performing the distance measurement
between the first and the second communication device.

Because the common secret is being used for performing
the distance measurement, it can be ensured that when
measuring the distance from the first communication device
to the second communication device, it is the distance
between the right devices that is being measured.

The method combines a distance measurement protocol
with an authentication protocol. This enables authenticated
device compliancy testing and is efficient, because a secure
channel is anyhow needed to enable secure communication
between devices and a device can first be tested on compli-
ancy before a distance measurement is executed.

In a specific embodiment, the authenticated distance mea-
surement is performed according to the following steps,

transmitting a first signal from the first communication
device to the second communication device at a first time t1,
the second communication device being adapted for receiv-
ing the first signal, generating a second signal by modifying
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the received first signal according to the common secret and
transmitting the second signal to the first device,

receiving the second signal at a second time t2,

checking if the second signal has been modified according
to the common secret,

determining the distance between the first and the second
communication device according to a time difference
between t1 and t2.

When measuring a distance by measuring the time dif-
ference between transmitting and receiving a signal and
using a secret, shared between the first and the second
communication device, for determining whether the
returned signal really originated from the second commu-
nication device, the distance is measured in a secure authen-
ticated way ensuring that the distance will not be measured
to a third communication device (not knowing the secret).
Using the shared secret for modifying the signal is a simple
way to perform a secure authenticated distance measure-
ment.

In a specific embodiment the first signal is a spread
spectrum signal. Thereby a high resolution is obtained and
it is possible to cope with bad transmission conditions (e.g.
wireless environments with a lot of reflections).

In another embodiment the step of checking if the second
signal has been modified according to the common secret is
performed by the steps of,

generating a third signal by modifying the first signal
according to the common secret,

comparing the third signal with the received second
signal.

This method is an easy and simple way of performing the
check, but it requires that both the first communication
device and the second communication device know how the
first signal is being modified using the common secret.

In a specific embodiment the first signal and the common
secret are bit words and the second signal comprises infor-
mation being generated by performing an XOR between the
bit words. Thereby, it is a very simple operation that has to
be performed, resulting in demand for few resources by both
the first and the second communication device when per-
forming the operation.

In an embodiment the common secret has been shared
before performing the distance measurement, the sharing
being performed by the steps of,

performing an authentication check from the first com-
munication device on the second communication device by
checking whether the second communication device is com-
pliant with a set of predefined compliance rules,

if the second communication device is compliant, sharing
the common secret by transmitting the secret to the second
communication device.

This is a secure way of performing the sharing of the
secret, ensuring that only devices being compliant with
compliance rules can receive the secret. Further, the shared
secret can afterwards be used for generating a SAC channel
between the two devices. The secret could be shared using
e.g. key transport mechanisms as described in ISO 11770-3.
Alternatively, a key agreement protocol could be used,
which e.g. is also described in ISO 11770-3.

In another embodiment the authentication check further
comprises checking if the identification of the second device
is compliant with an expected identification. Thereby, it is
ensured that the second device really is the device that it
should be. The identity could be obtained by checking a
certificate stored in the second device.

The invention also relates to a method of determining
whether data stored on a first communication device are to
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be accessed by a second communication device, the method
comprising the step of performing a distance measurement
between the first and the second communication device and
checking whether the measured distance is within a pre-
defined distance interval, wherein the distance measurement
is an authenticated distance measurement according to the
above. By using the authenticated distance measurement in
connection with sharing data between devices, unauthorized
distribution of content can be reduced.

In a specific embodiment the data stored on the first
device is sent to the second device if it is determined that the
data stored on the first device are to be accessed by the
second device.

The invention also relates to a method of determining
whether data stored on a first communication device are to
be accessed by a second communication device, the method
comprising the step of performing a distance measurement
between a third communication device and the second
communication device and checking whether the measured
distance is within a predefined distance interval, wherein the
distance measurement is an authenticated distance measure-
ment according to the above. In this embodiment, the
distance is not measured between the first communication
device, on which the data are stored, and the second com-
munication device. Instead, the distance is measured
between a third communication device and the second
communication device, where the third communication
device could be personal to the owner of the content.

The invention also relates to a communication device for
performing authenticated distance measurement to a second
communication device, where the communication device
shares a common secret with the second communication
device and where the communication device comprises
means for measuring the distance to the second device using
the common secret.

In an embodiment the device comprises:

means for transmitting a first signal to a second commu-
nication device at a first time t1, the second communication
device being adapted for receiving the first signal, generat-
ing a second signal by modifying the received first signal
according to the common secret and transmitting the second
signal,

means for receiving the second signal at a second time 12,

means for checking if the second signal has been modified
according to the common secret, and

means for determining the distance between the first and
the second communication device according to a time dif-
ference between t1 and t2.

The invention also relates to an apparatus for playing back
multimedia content comprising a communication device
according to the above.

In the following preferred embodiments of the invention
will be described referring to the figures, wherein:

FIG. 1 illustrates authenticated distance measurement
being used for content protection,

FIG. 2 is a flow diagram illustrating the method of
performing authenticated distance measurement,

FIG. 3 illustrates in further detail the step of performing
the authenticated distance measurement shown in FIG. 2,

FIG. 4 illustrates a communication device for performing
authenticated distance measurement.

FIG. 1 illustrates an embodiment where authenticated
distance measurement is being used for content protection.
In the center of the circle 101 a computer 103 is placed.

The computer comprises content, such as multimedia
content being video or audio, stored on e.g. a hard disk,
DVD or a CD. The owner of the computer owns the content
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and therefore the computer is authorized to access and
present the multimedia content for the user. When the user
wants to make a legal copy of the content to another device
via e.g. a SAC, the distance between the other device and the
computer 103 is measured and only devices within a pre-
defined distance illustrated by the devices 105, 107, 109,
111, 113 inside the circle 101 are allowed to receive the
content. Whereas the devices 115, 117, 119 having a distance
to the computer 101 being larger than the predefined dis-
tance are not allowed to receive the content.

In the example a device is a computer, but it could e.g.
also be a DVD drive, a CD drive or a Video, as long as the
device comprises a communication device for performing
the distance measurement.

In a specific example the distance might not have to be
measured between the computer, on which the data are
stored, and the other device, it could also be a third device
e.g. a device being personal to the owner of the content
which is within the predefined distance.

In FIG. 2 a flow diagram illustrates the general idea of
performing authenticated distance measurement between
two devices, 201 and 203 each comprising communication
devices for performing the authenticated distance measure-
ment. In the example the first device 201 comprises content
which the second device 203 has requested. The authenti-
cated distance measurement then is as follows. In step 205
the first device 201 authenticates the second device 203; this
could comprise the steps of checking whether the second
device 203 is a compliant device and might also comprise
the step of checking whether the second device 203 really is
the device identified to the first device 201. Then in step 207,
the first device 201 exchanges a secret with the second
device 203, which e.g. could be performed by transmitting
a random generated bit word to second device 203. The
secret should be shared securely, e.g. according to some key
management protocol as described in e.g. ISO 11770.

Then in step 209, a signal for distance measurement is
transmitted to the second device 203; the second device
modifies the received signal according to the secret and
retransmits the modified signal back to the first device. The
first device 201 measures the round trip time between the
signal leaving and the signal returning and checks if the
returned signal was modified according to the exchanged
secret. The modification of the returned signal according to
some secret will most likely be dependent on the transmis-
sion system and the signal used for distance measurement,
i.e. it will be specific for each communication system (such
as 1394, Ethernet, Bluetooth, IEEE 802.11, etc.).

The signal used for the distance measurement may be a
normal data bit signal, but also special signals other than for
data communication may be used. In an embodiment spread
spectrum signals are used to be able to get high resolution
and to be able to cope with bad transmission conditions (e.g.
wireless environments with a lot of reflections).

In a specific example a direct sequence spread spectrum
signal is used for distance measurement; this signal could be
modified by XORing the chips (e.g. spreading code consist-
ing of 127 chips) of the direct sequence code by the bits of
the secret (e.g. secret consists also of 127 bits). Also, other
mathematical operations as XOR could be used.

The authentication 205 and exchange of secret 207 could
be performed using the protocols described in some known
ISO standards ISO 9798 and ISO 11770. For example the
first device 201 could authenticate the second device 203
according to the following communication scenario:
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First device—>Second device: Rg||Text 1

where Ry is a random number

Second device—>First device: CertA|TokenAB
Where CertA is a certificate of A

TokenAB=R ,|R5||B|| Text3||sS_,(R_,|[R 5||B|Text2)
R, is a random number

Indentifier B is an option

sS, is a signature set by A using private key S,

If TokenAB is replaced with the token as specified in ISO
11770-3 we at the same time can do secret key exchange. We
can use this by substituting Text2 by:
Text2:=eP4(A|K]||[Text2)|| Text3
Where ePB is encrypted with Public key B
A is identifier of A
K is a secret to be exchanged

In this case the second device 203 determines the key (i.e.
has key control), this is also called a key transport protocol,
but also a key agreement protocol could be used. This may
be undesirable in which case it can be reversed, such that the
first device determines the key. A secret key has now been
exchanged according to step 207 in FIG. 2. Again, the secret
key could be exchanged by e.g. a key transport protocol or
a key agreement protocol.

After the distance has been measured in a secure authen-
ticated way as described above content, data can be sent
between the first and the second device in step 211 in FIG.
2.

FIG. 3 illustrates in further detail the step of performing
the authenticated distance measurement. As described above
the first device 301 and the second device 303 have
exchanged a secret; the secret is stored in the memory 305
of'the first device and the memory 307 of the second device.
In order to perform the distance measurement, a signal is
transmitted to the second device via a transmitter 309. The
second device receives the signal via a receiver 311 and 313
modifies the signal by using the locally stored secret. The
signal is modified according to rules known by the first
device 301 and transmitted back to the first device 301 via
a transmitter 315. The first device 301 receives the modified
signal via a receiver 317 and in 319 the received modified
signal is compared to a signal, which has been modified
locally. The local modification is performed in 321 by using
the signal transmitted to the second device in transmitter 309
and then modifying the signal using the locally stored secret
similar to the modification rules used by the second device.
If the received modified signal and the locally modified
signal are identical, then the received signal is authenticated
and can be used for determining the distance between the
first and the second device. If the two signals are not
identical, then the received signal cannot be authenticated
and can therefore not be used for measuring the distance as
illustrated by 325. In 323 the distance is calculated between
the first and the second device; this could e.g. be performed
by measuring the time, when the signal is transmitted by the
transmitter 309 from the first device to the second device and
measuring when the receiver 317 receives the signal from
the second device. The time difference between transmittal
time and receive time can then be used for determining the
physical distance between the first device and the second
device.

In FIG. 4 a communication device for performing authen-
ticated distance measurement is illustrated. The device 401
comprises a receiver 403 and a transmitter 411. The device
further comprises means for performing the steps described
above, which could be by executing software using a micro-
processor 413 connected to memory 415 via a communica-
tion bus 417. The communication device could then be
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placed inside devices such as a DVD, a computer, a CD, a
CD recorder, a television and other devices for accessing
protected content.

What is claimed is:

1. A first device for controlling delivery of protected
content to a second device, the first device comprising a
processor circuit, the processor circuit arranged to execute
instructions, the instructions arranged to:

receive a second device certificate from the second device

prior to sending a first signal;
provide the first signal to the second device when the
second device certificate indicates that the second
device is compliant with at least one compliance rule;

receive a second signal from the second device after
providing the first signal; and

provide the protected content to the second device when

the second signal is derived from a secret and a time
between the providing of the first signal and the receiv-
ing of the second signal is less than a predetermined
time,

wherein the secret is known by the first device.

2. The first device of claim 1, wherein the secret is
securely provided to the second device by the first device.

3. The first device of claim 2, wherein determining that
the second signal is derived from the secret comprises:

modifying the first signal, wherein the modifying requires

the secret; and

determining that the modified first signal is identical to the

second signal.

4. The first device of claim 3 wherein the secret comprises
a first random number.

5. The first device of claim 4 wherein the secret is
encrypted with a public key.

6. The first device of claim 5 wherein the first signal
comprises a second random number.

7. The first device of claim 2, wherein the second signal
comprises the first signal modified by the secret.

8. The first device of claim 2, wherein determining that
the second signal is derived from the secret comprises:

modifying the second signal, wherein the modifying

requires the secret; and

determining that the modified second signal is identical to

the first signal.

9. The first device of claim 1, wherein determining that
the second signal is derived from the secret comprises:

modifying the first signal, wherein the modifying requires

the secret; and

determining that the modified first signal is identical to the

second signal.

10. The first device of claim 1, wherein the predetermined
time is based on a communication system associated with
the first device.

11. The first device of claim 1, further comprising instruc-
tions arranged to provide the secret to the second device.

12. The first device of claim 1, wherein the second signal
comprises the first signal modified by the secret.

13. The first device of claim 1 wherein the secret com-
prises a random number.

14. The first device of claim 1 wherein the secret is
encrypted with a public key.

15. The first device of claim 1 wherein the first signal
comprises a random number.

16. The first device of claim 1, wherein the second signal
comprises an XOR operation of the first signal with the
secret.

17. The first device of claim 1, further comprising instruc-
tions arranged to receive the secret from the second device.
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18. The first device of claim 1, wherein determining that
the second signal is derived from the secret comprises:

modifying the second signal, wherein the modifying

requires the secret; and

determining that the modified second signal is identical to

the first signal.

19. A method of controlling delivery of protected content
from a first device to a second device, the first device
comprising a processor circuit the processor circuit arranged
to execute instructions implementing the method, the
method comprising:

receiving a second device certificate from the second

device prior to sending a first signal;
providing the first signal to the second device when the
second device certificate indicates that the second
device is compliant with at least one compliance rule;

receiving a second signal from the second device after
providing the first signal;

sending the protected content from the first device to the

second device when the second signal is derived from
the secret and a time between the providing of the first
signal and the receiving of the second signal is less than
a predetermined time,

wherein the secret is known by the first device.

20. The method of claim 19, wherein the secret is securely
provided to the second device by the first device.

21. The method of claim 20, wherein determining that the
second signal is derived from the secret comprises:

modifying the first signal according to the secret; and

determining that the modified first signal is identical to the
second signal.

22. The method of claim 21, wherein the secret comprises
a first random number.

23. The method of claim 22, wherein the secret is
encrypted with a public key.

24. The method of claim 23, wherein the first signal
comprises a second random number.

25. The method of claim 20, wherein the second signal
comprises the first signal modified by the secret.

26. The method of claim 20, wherein determining that the
second signal is derived from the secret comprises:

modifying the second signal according to the secret; and

determining that the modified second signal is identical to
the first signal.

27. The method of claim 19, wherein determining that the
second signal is derived from the secret comprises:

modifying the first signal according to the secret; and

determining that the modified first signal is identical to the
second signal.

28. The method of claim 19, wherein the predetermined
time is based on a communication system associated with
the first device.

29. The method of claim 19, further comprising providing
the secret to the second device.

30. The method of claim 19, wherein the second signal
comprises the first signal modified by the secret.

31. The method of claim 19, wherein the secret comprises
a random number.

32. The method of claim 19, wherein the secret is
encrypted with a public key.

33. The method of claim 19, wherein the first signal
comprises a random number.

34. The method of claim 19, wherein the second signal
comprises an XOR operation of the first signal with the
secret.

35. The method of claim 19, further comprising instruc-
tions arranged to receive the secret from the second device.



Case 1:20-cv-01241-CFC Document 110 Filed 09/23/24

US 10,091,186 B2
9

36. The method of claim 19, wherein determining that the
second signal is derived from the secret comprises:
modifying the second signal according to the secret; and
determining that the modified second signal is identical to
the first signal. 5
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SECURE AUTHENTICATED DISTANCE technologies such as encryption, watermarking and right
MEASUREMENT descriptions (e.g. rules for accessing and copying data).

This application is a continuation of the patent application
entitled “Secure Authenticated Distance Measurement”,
filed on Nov. 16, 2016 and afforded Ser. No. 15/352,646
which is a continuation of the application filed Aug. 5, 2016
and afforded Ser. No. 15/229,207 which is a continuation of
the application filed Nov. 11, 2014 and afforded Ser. No.
14/538,493 which claims priority pursuant to 35 USC 120,
priority to and the benefit of the earlier filing date of, that
patent application entitled “Secure Authenticated Distance
Measurement”, filed on Jan. 21, 2005 and afforded Ser. No.
10/521,858 (now U.S. Pat. No. 8,886,939), which claimed
priority to and the benefit of the earlier filing date, as a
National Stage Filing of that international patent application
filed on Jun. 27, 2003 and afforded serial number PCT/
1B2003/02932 (W02004014037), which claimed priority to
and the benefit of the earlier filing date of that patent
application filed on Jul. 26, 2002 and afforded serial number
EP 02078076.3, the contents of all of which are incorporated
by reference, herein.

This application is further related to that patent applica-
tion entitled “Secure authenticated Distance Measurement”,
filed on Jul. 24, 2009 and afforded Ser. No. 12/508,917 (now
U.S. Pat. No. 8,543,819), issued Sep. 24, 2013), which
claimed priority to and the benefit of the earlier filing date
of that patent application entitled “Secure Authenticated
Distance Measurement”, filed on Jan. 21, 2005 and afforded
Ser. No. 10/521,858 (now U.S. Pat. No. 8,886,939), the
contents of which are incorporated by reference herein.

The invention relates to a method for a first communica-
tion device to performing authenticated distance measure-
ment between a first communication device and a second
communication device. The invention also relates to a
method of determining whether data stored on a first com-
munication device is to be accessed by a second communi-
cation device. Moreover, the invention relates to a commu-
nication device for performing authenticated distance
measurement to a second communication device. The inven-
tion also relates to an apparatus for playing back multimedia
content comprising a communication device.

Digital media have become popular carriers for various
types of data information. Computer software and audio
information, for instance, are widely available on optical
compact disks (CDs) and recently also DVD has gained in
distribution share. The CD and the DVD utilize a common
standard for the digital recording of data, software, images,
and audio. Additional media, such as recordable discs,
solid-state memory, and the like, are making considerable
gains in the software and data distribution market.

The substantially superior quality of the digital format as
compared to the analog format renders the former substan-
tially more prone to unauthorized copying and pirating,
further a digital format is both easier and faster to copy.
Copying of a digital data stream, whether compressed,
uncompressed, encrypted or non-encrypted, typically does
not lead to any appreciable loss of quality in the data. Digital
copying thus is essentially unlimited in terms of multi-
generation copying. Analog data with its signal to noise ratio
loss with every sequential copy, on the other hand, is
naturally limited in terms of multi-generation and mass
copying.

The advent of the recent popularity in the digital format
has also brought about a slew of copy protection and DRM
Systems and methods. These systems and methods use
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One way of protecting content in the form of digital data
is to ensure that content will only be transferred between
devices if

the receiving device has been authenticated as being a

compliant device, and

the user of the content has the right to transfer (move,

copy) that content to another device.

If transfer of content is allowed, this will typically be
performed in an encrypted way to make sure that the content
cannot be captured illegally in a useful format.

Technology to perform device authentication and
encrypted content transfer is available and is called a secure
authenticated channel (SAC). Although it might be allowed
to make copies of content over a SAC, the content industry
is very bullish on content distribution over the Internet. This
results in disagreement of the content industry on transfer-
ring content over interfaces that match well with the Inter-
net, e.g. Ethernet.

Further, it should be possible for a user visiting his
neighibor to watch a movie, which he owns, on the neigh-
bor’s big television screen. Typically, the content owner will
disallow this, but it might become acceptable if it can be
proved that a license holder of that movie (or a device that
the license holder owns) is near that television screen.

It is therefore of interest to be able to include an authen-
ticated distance measurement when deciding whether con-
tent should be accessed or copied by other devices.

In the article by Stefan Brands and David Chaum, “Dis-
tance-Bounding protocols”, Eurocrypt ’93 (1993), Pages
344-359, integration of distance-bounding protocols with
public-key identification schemes is described. Here dis-
tance measurement is described based on time measurement
using challenge and response bits and with the use of a
commitment protocol. This does not allow authenticated
device compliancy testing and is not efficient when two
devices must also authenticate each other.

It is an object of the invention to obtain a solution to the
problem of performing a secure transfer of content within a
limited distance.

This is obtained by a method for a first communication
device to performing authenticated distance measurement
between the first communication device and a second com-
munication device, wherein the first and the second com-
munication device share a common secret and the common
secret is used for performing the distance measurement
between the first and the second communication device.

Because the common secret is being used for performing
the distance measurement, it can be ensured that when
measuring the distance from the first communication device
to the second communication device, it is the distance
between the right devices that is being measured.

The method combines a distance measurement protocol
with an authentication protocol. This enables authenticated
device compliancy testing and is efficient, because a secure
channel is anyhow needed to enable secure communication
between devices and a device can first be tested on compli-
ancy before a distance measurement is executed.

In a specific embodiment, the authenticated distance mea-
surement is performed according to the following steps,

transmitting a first signal from the first communication

device to the second communication device at a first
time tl, the second communication device being
adapted for receiving the first signal, generating a
second signal by modifying the received first signal
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according to the common secret and transmitting the
second signal to the first device,

receiving the second signal at a second time t2,

checking if the second signal has been modified according

to the common secret,

determining the distance between the first and the second

communication device according to a time difference
between t1 and t2.

When measuring a distance by measuring the time dif-
ference between transmitting and receiving a signal and
using a secret, shared between the first and the second
communication device, for determining whether the
returned signal really originated from the second commu-
nication device, the distance is measured in a secure authen-
ticated way ensuring that the distance will not be measured
to a third communication device (not knowing the secret).
Using the shared secret for modifying the signal is a simple
way to perform a secure authenticated distance measure-
ment.

In a specific embodiment the first signal is a spread
spectrum signal. Thereby a high resolution is obtained and
it is possible to cope with bad transmission conditions (e.g.
wireless environments with a lot of reflections).

In another embodiment the step of checking if the second
signal has been modified according to the common secret is
performed by the steps of,

generating a third signal by modifying the first signal

according to the common secret,

comparing the third signal with the received second

signal.

This method is an easy and simple way of performing the
check, but it requires that both the first communication
device and the second communication device know how the
first signal is being modified using the common secret.

In a specific embodiment the first signal and the common
secret are bit words and the second signal comprises infor-
mation being generated by performing an XOR between the
bit words. Thereby, it is a very simple operation that has to
be performed, resulting in demand for few resources by both
the first and the second communication device when per-
forming the operation.

In an embodiment the common secret has been shared
before performing the distance measurement, the sharing
being performed by the steps of,

performing an authentication check from the first com-

munication device on the second communication
device by checking whether the second communication
device is compliant with a set of predefined compliance
rules,

if the second communication device is compliant, sharing

the common secret by transmitting the secret to the
second communication device.

This is a secure way of performing the sharing of the
secret, ensuring that only devices being compliant with
compliance rules can receive the secret. Further, the shared
secret can afterwards be used for generating a SAC channel
between the two devices. The secret could be shared using
e.g. key transport mechanisms as described in ISO 11770-3.
Alternatively, a key agreement protocol could be used,
which e.g. is also described in ISO 11770-3.

In another embodiment the authentication check further
comprises checking if the identification of the second device
1s compliant with an expected identification. Thereby, it is
ensured that the second device really is the device that it
should be. The identity could be obtained by checking a
certificate stored in the second device.
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The invention also relates to a method of determining
whether data stored on a first communication device are to
be accessed by a second communication device, the method
comprising the step of performing a distance measurement
between the first and the second communication device and
checking whether the measured distance is within a pre-
defined distance interval, wherein the distance measurement
is an authenticated distance measurement according to the
above. By using the authenticated distance measurement in
connection with sharing data between devices, unauthorized
distribution of content can be reduced. .

In a specific embodiment the data stored on the first
device is sent to the second device if it is determined that the
data stored on the first device are to be accessed by the
second device.

The invention also relates to a method of determining
whether data stored on a first communication device are to
be accessed by a second communication device, the method
comprising the step of performing a distance measurement
between a third communication device and the second
communication device and checking whether the measured
distance is within a predefined distance interval, wherein the
distance measurement is an authenticated distance measure-
ment according to the above. In this embodiment, the
distance is not measured between the first communication
device, on which the data are stored, and the second com-
munication device. Instead, the distance is measured
between a third communication device and the second
communication device, where the third communication
device could be personal to the owner of the content.

The invention also relates to a communication device for
performing authenticated distance measurement to a second
communication device, where the communication device
shares a common secret with the second communication
device and where the communication device comprises
means for measuring the distance to the second device using
the common secret.

In an embodiment the device comprises:

means for transmitting a first signal to a second commu-

nication device at a first time t1, the second commu-
nication device being adapted for receiving the first
signal, generating a second signal by modifying the
received first signal according to the common secret
and transmitting the second signal,

means for receiving the second signal at a second time t2,

means for checking if the second signal has been modified

according to the common secret, and

means for determining the distance between the first and

the second communication device according to a time
difference between t1 and t2.

The invention also relates to an apparatus for playing back
multimedia content comprising a communication device
according to the above.

In the following preferred embodiments of the invention
will be described referring to the figures, wherein:

FIG. 1 illustrates authenticated distance measurement
being used for content protection,

FIG. 2 is a flow diagram illustrating the method of
performing authenticated distance measurement,

FIG. 3 illustrates in further detail the step of performing
the authenticated distance measurement shown in FIG. 2,

FIG. 4 illustrates a communication device for performing
authenticated distance measurement.

FIG. 1 illustrates an embodiment where authenticated
distance measurement is being used for content protection.
In the center of the circle 101 a computer 103 is placed. The
computer comprises content, such as multimedia content
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being video or audio, stored on e.g. a hard disk, DVD or a
CD. The owner of the computer owns the content and
therefore the computer is authorized to access and present
the multimedia content for the user. When the user wants to

6

First device—>Second device: Ry|[Text 1
where R is a random number

Second device—First device: CertA|TokenAB
Where CertA is a certificate of A

make a legal copy of the content to another device viae.g. 5  TokenAB=R_|R|B|Text3||sS (R 4|[R5||B|Text2)

a SAC, the distance between the other device and the R, is a random number

computer 103 is measured and only devices within a pre- Indentifier B is an option

defined distance illustrated by the devices 105, 107, 109, sS, is a signature set by A using private key S,

111, 113 inside the circle 101 are allowed to receive the If TokenAB is replaced with the token as specified in ISO
content. Whereas the devices 115,117, 119 having a distance 10 11770-3 we at the same time can do secret key exchange. We

to the computer 101 being larger than the predefined dis-
tance are not allowed to receive the content.

In the example a device is a computer, but it could e.g.
also be a DVD drive, a CD drive or a Video, as long as the
device comprises a communication device for performing
the distance measurement.

In a specific example the distance might not have to be
measured between the computer, on which the data are
stored, and the other device, it could also be a third device
e.g. a device being personal to the owner of the content
which is within the predefined distance.

In FIG. 2 a flow diagram illustrates the general idea of
performing authenticated distance measurement between
two devices, 201 and 203 each comprising communication
devices for performing the authenticated distance measure-
ment. In the example the first device 201 comprises content
which the second device 203 has requested. The authenti-
cated distance measurement then is as follows. In step 205
the first device 201 authenticates the second device 203; this
could comprise the steps of checking whether the second
device 203 is a compliant device and might also comprise
the step of checking whether the second device 203 really is
the device identified to the first device 201. Then in step 207,
the first device 201 exchanges a secret with the second
device 203, which e.g. could be performed by transmitting
a random generated bit word to second device 203. The
secret should be shared securely, e.g. according to some key
management protocol as described in e.g. ISO 11770.

Then in step 209, a signal for distance measurement is
transmitted to the second device 203; the second device
modifies the received signal according to the secret and
retransmits the modified signal back to the first device. The
first device 201 measures the round trip time between the
signal leaving and the signal returning and checks if the
returned signal was modified according to the exchanged
secret. The modification of the returned signal according to
some secret will most likely be dependent on the transmis-
sion system and the signal used for distance measurement,
i.e. it will be specific for each communication system (such
as 1394, Ethernet, Bluetooth, IEEE 802.11, etc.).

The signal used for the distance measurement may be a
normal data bit signal, but also special signals other than for
data communication may be used. In an embodiment spread
spectrum signals are used to be able to get high resolution
and to be able to cope with bad transmission conditions (e.g.
wireless environments with a lot of reflections).

In a specific example a direct sequence spread spectrum
signal is used for distance measurement; this signal could be
modified by XORing the chips (e.g. spreading code consist-
Ing of 127 chips) of the direct sequence code by the bits of
the secret (e.g. secret consists also of 127 bits). Also, other
mathematical operations as XOR could be used.

The authentication 205 and exchange of secret 207 could
be performed using the protocols described in some known
ISO standards ISO 9798 and ISO 11770. For example the
first device 201 could authenticate the second device 203
according to the following communication scenario:
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can use this by substituting Text2 by:

Text2:=eP4(A|K|[Text2)|| Text3
Where ePj is encrypted with Public key B

A is identifier of A

K is a secret to be exchanged

In this case the second device 203 determines the key (i.e.
has key control), this is also called a key transport protocol,
but also a key agreement protocol could be used. This may
be undesirable in which case it can be reversed, such that the
first device determines the key. A secret key has now been
exchanged according to step 207 in FIG. 2. Again, the secret
key could be exchanged by e.g. a key transport protocol or
a key agreement protocol.

After the distance has been measured in a secure authen-
ticated way as described above content, data can be sent
between the first and the second device in step 211 in FIG.
2,

FIG. 3 illustrates in further detail the step of performing
the authenticated distance measurement. As described above
the first device 301 and the second device 303 have
exchanged a secret; the secret is stored in the memory 305
of the first device and the memory 307 of the second device.
In order to perform the distance measurement, a signal is
transmitted to the second device via a transmitter 309. The
second device receives the signal via a receiver 311 and 313
modifies the signal by using the locally stored secret. The
signal is modified according to rules known by the first
device 301 and transmitted back to the first device 301 via
a transmitter 315. The first device 301 receives the modified
signal via a receiver 317 and in 319 the received modified
signal is compared to a signal, which has been modified
locally. The local modification is performed in 321 by using
the signal transmitted to the second device in transmitter 309
and then modifying the signal using the locally stored secret
similar to the modification rules used by the second device.
If the received modified signal and the locally modified
signal are identical, then the received signal is authenticated
and can be used for determining the distance between the
first and the second device. If the two signals are not
identical, then the received signal cannot be authenticated
and can therefore not be used for measuring the distance as
illustrated by 325. In 323 the distance is calculated between
the first and the second device; this could e.g. be performed
by measuring the time, when the signal is transmitted by the
transmitter 309 from the first device to the second device and
measuring when the receiver 317 receives the signal from
the second device. The time difference between transmittal
time and receive time can then be used for determining the
physical distance between the first device and the second
device.

In FIG. 4 a communication device for performing authen-
ticated distance measurement is illustrated. The device 401
comprises a receiver 403 and a transmitter 411. The device
further comprises means for performing the steps described
above, which could be by executing software using a micro-
processor 413 connected to memory 415 via a communica-
tion bus 417. The communication device could then be
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placed inside devices such as a DVD, a computer, a CD, a
CD recorder, a television and other devices for accessing
protected content.

8

14. The second device of claim 2, wherein the secret is
used for generating a secure channel between the first device
and the second device.

15. The second device of claim 1, wherein determining

The invention claimed is: 5 that the second signal is derived from the secret comprises:
1. A second device for receiving delivery of a protected modifying the first signal, wherein the modifying requires
content from a first device, the second device comprising a the secret; and
processor circuit, the processor circuit arranged to execute determining that the modified first signal is identical to the
instructions, the instructions arranged to: secont] signal.
provide a certificate to the first device prior to receiving 10 16, The second dovics of elsim 1, whersindefermining
a fimat sign ol vyherem the. S 1 LS sent by the ist that the second signal is derived from the secret comprises:
device, wherein the certificate is associated with the b B .
s modifying the first signal; and
second device; o . ; 5 ;
receive the first signal when the certificate indicates that determlmng that the modified first signal is identical to the
the second device is compliant with at least one com- 15 second signal. . . .
pliance rule; .17. The second device of claim 1, wherein the predeter-
create a second signal, wherein the second signal is mined time is bas.ed on a communication system associated
derived from a secret known by the second device; with the first device.
provide the second signal to the first device after receiving 18. The second device of claim 1, further comprising
the first signal, wherein the second signal is received by 20 instructions arranged to receive the secret from the first
the first device; and device.
receive the protected content from the first device when 19. The second device of claim 1, wherein the second
the first device determines that the second signal is signal comprises the first signal modified by the secret.
derived from the secret and a time between the sending 20. The second device of claim 1, wherein the secret
of the first signal and the receiving of the second signal 25 comprises a random number.
is less than a predetermined time. 21. The second device of claim 1, wherein the secret is
2. The second device of claim 1, wherein the secret is encrypted with a public key.
securely provided to the second device by the first device. 22. The second device of claim 1, wherein the first signal
3. The second device of claim 2, wherein determining that comprises a random number.
the second signal is derived from the secret comprises: 30 23. The second device of claim 1, wherein the second
modifying the first signal, wherein the modifying requires signal comprises an XOR operation of the first signal with
the secret; and the secret.
determining that the modified first signal is identical to the 24. The second device of claim 1, further comprising
second signal. instructions arranged to provide the secret to the first device.
4. The second device of claim 2, wherein determining that 35  25. The second device of claim 1, wherein the secret is
the second signal is derived from the secret comprises: used for generating a secure channel between the first device
modifying the first signal; and and the second device.
determining that the modified first signal is identical to the 26. The second device of claim 1, wherein determining
second signal. that the second signal is derived from the secret comprises:
5. The second device of claim 2, wherein the predeter- 40  modifying the second signal, wherein the modifying
mined time is based on a communication system associated requires the secret; and
with the first device. determining that the modified second signal is identical to
6. The second device of claim 2, further comprising the first signal.
instructions arranged to receive the secret from the first 27. The second device of claim 1, wherein determining
device. 45 that the second signal is derived from the secret comprises:
7. The second device of claim 2, wherein the second modifying the second signal; and
signal comprises the first signal modified by the secret. determining that the modified second signal is identical to
8. The second device of claim 2, wherein the secret the first signal.
comprises a random number. 28. The second device of claim 1, wherein the secret is
9. The second device of claim 2, wherein the secret is 50 known by the first device.
encrypted with a public key. 29. A method of receiving a protected content sent from
10. The second device of claim 2, wherein the first signal a first device to a second device, the second device com-
comprises a random number. prising a processor circuit, the processor circuit arranged to
11 The second device of claim 2, wherein the second execute instructions implementing the method, the method
signal comprises an XOR operation of the first signal with 55 comprising:
the secret. providing a certificate to the first device prior to receiving
12. The second device of claim 2, wherein determining a first signal, wherein the first signal is sent by the first
that the second signal is derived from the secret comprises: device, wherein the certificate is associated with the
modifying the second signal, wherein the modifying second device;
requires the secret; and 60  receiving the first signal form the first device when the
determining that the modified second signal is identical to certificate indicates that the second device is compliant
the first signal. with at least one compliance rule;
13. The second device of claim 2, wherein determining creating a second signal, wherein the second signal is
that the second signal is derived from the secret comprises: derived from a secret known by the second device;
modifying the second signal; and 65  providing the second signal to the. first device after

determining that the modified second signal is identical to
the first signal.

receiving the first signal, wherein the second signal is
received by the first device;
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receiving the protected content from the first device when
the first device determines that the second signal is
derived from the secret and a time between the sending
of the first signal and the receiving of the second signal
is less than a predetermined time.

30. The method of claim 29, wherein the secret is securely
provided to the second device by the first device.

31. The method of claim 30, wherein determining that the
second signal is derived from the secret comprises: ]

modifying the first signal, wherein the modifying requires

the secret; and

determining that the modified first signal is identical to the

second signal.

32. The method of claim 31, wherein the second signal
comprises an XOR operation of the first signal with the
secret.

33. The method of claim 31, wherein the secret comprises
a first random number.

34. The method of claim 33, wherein the secret is used for
generating a secure channel between the first device and the
second device.

35. The method of claim 33, wherein the secret is
encrypted with a public key.

36. The method of claim 35, wherein the first signal
comprises a second random number.

37. The method of claim 30, wherein determining that the
second signal is derived from the secret comprises:

modifying the first signal; and

determining that the modified first signal is identical to the

second signal.

38. The method of claim 30, wherein the second signal
comprises the first signal modified by the secret.

39. The method of claim 30, wherein determining that the
second signal is derived from the secret comprises:

modifying the second signal, wherein the modifying

requires the secret; and

determining that the modified second signal is identical to

the first signal.

40. The method of claim 30, wherein determining that the
second signal is derived from the secret comprises:

modifying the second signal, wherein the modifying

requires the secret; and

determining that the modified second signal is identical to

the first signal.
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41. The method of claim 29, wherein determining that the
second signal is derived from the secret comprises:

modifying the first signal, wherein the modifying requires

the secret; and

determining that the modified first signal is identical to the

second signal.

42. The method of claim 29, wherein determining that the
second signal is derived from the secret comprises:

modifying the first signal; and

determining that the modified first signal is identical to the

second signal.

43. The method of claim 29, wherein the predetermined
time is based on a communication system associated with
the first device.

44. The method of claim 29, further comprising receiving
the secret from the first device.

45. The method of claim 29, wherein the second signal
comprises the first signal modified by the secret.

46. The method of claim 29, wherein the secret comprises
a random number.

47. The method of claim 29, wherein the secret is
encrypted with a public key.

48. The method of claim 29, wherein the first signal
comprises a random number.

49. The method of claim 29, wherein the second signal
comprises an XOR operation of the first signal with the
secret.

50. The method of claim 29, further comprising providing
the secret to the first device.

51. The method of claim 29, wherein the secret is used for
generating a secure channel between the first device and the
second device.

52. The method of claim 29, wherein determining that the
second signal is derived from the secret comprises:

modifying the second signal, wherein the modifying

requires the secret; and

determining that the modified second signal is identical to

the first signal.

53. The method of claim 29, wherein determining that the
second signal is derived from the secret comprises:

modifying the second signal; and

determining that the modified second signal is identical to

the first signal.
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HP Product / Intel Product



Processor Intel® Core™ i3-10110Y with Intel®
UHD Graphics (1 GHz base frequency,
up to 4 GHz with Intel® Turbo Boost
Technology, 4 MB cache, 2 cores)

HP ProBook x360 11 G6 EE Notebook PC (Product # 3C534UT#ABA)
(“HP Product” or “Accused Product”)

Intel video processing system and components thereof including 10th
Generation Intel Core i3-10110Y Processor, main board hardware,
integrated operating system, middleware, application program, video
processing, and/or digital rights management (“DRM”) software that runs
on the HP Product
(“Intel Product” or “Accused Product”)
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising:"
1. A first device for controlling delivery of | Each of the HP Product and the Intel Product is a first device for controlling delivery of protected content to
protected content to a second device, the | a second device, and is referred to herein as an “Accused Product.”
first device comprising:

For example, the HP Product is an HDMI transmitter with HDCP 2.2 for controlling delivery of protected
content to another device, such as an HDMI receiver with HDCP 2.2.

HP, HP ProBook x360 11 G6 EE Notebook PC, https://store.hp.com/us/en/pdp/hp-probook-x360-11-g6-ee-
notebook-pc.
The HP Product includes an HDMI 2.0a port and a 10th Generation Intel® Core™ i3-10110Y Processor (the

“Intel Processor”) integrated with the Intel UHD Graphics 615 graphics processor (the “Intel GPU”) that
enable delivery of protected content to another device.



https://store.hp.com/us/en/pdp/hp-probook-x360-11-g6-ee-notebook-pc
https://store.hp.com/us/en/pdp/hp-probook-x360-11-g6-ee-notebook-pc
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising:"

Product specifications

HP Data Sheet AMS NB - HP ProBook x360 11 G6 EE Notebook PC Datasheet EN 12-2019
Operating system Windows 10 Pro 64

Processor family 10th Generation Intel® Core™ i3 processor

Processor Intel® Core™ i3-10110Y with Intel® UHD Graphics (1 GHz base frequency,

up to 4 GHz with Intel® Turbo Boost Technology, 4 MB cache, 2 cores)(®7)

Memory 8 GB LPDDR3-2133 SDRAM (onboard)

Internal drive 128 GB SATA3 M.2 SSD

Optical drive Not included

Display 11.6" diagonal HD SVA anti-glare WLED-backlit touch screen, 220 nits,

459% NTSC (1366 x 768)(8.121533]

Graphics Integrated: Intel® UHD Graphics

External I/0 Ports 2 USB 3.7 Gen 1; 1 USB Type-C® (Data transfer, power delivery); 1 RJ-45; 1
headphone/microphone combo; 1 HDMI 2.0a; 1 AC power

Id. See also NotebookCheck, Intel Core i3-10110Y, https://www.notebookcheck.net/Intel-Core-i3-10110Y-
Laptop-Processor-Comet-Lake-Y.431177.0.html/.

The Intel Processor supports HDCP 2.2 via HDMI 2.0a.



https://www.notebookcheck.net/Intel-Core-i3-10110Y-Laptop-Processor-Comet-Lake-Y.431177.0.html/
https://www.notebookcheck.net/Intel-Core-i3-10110Y-Laptop-Processor-Comet-Lake-Y.431177.0.html/
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising:"

Range?,

Table 2-24. HDCP Display supported Implications Table
Topic HD(_:F_) MaX|mu-m HDR' HDCF_) BPC® Comments
Revision Resolution Solution?
Legacy
HDCP1.4 4K@60 No iHDCP 10 bit Integrated
for HDCP1.4
op New
HDCP2.2 |4K@60 Yes iHDCP 10 bit Integrated
for HDCP2.2
Legacy
HDCP1.4 4K@30 No iHDCP 8 bit Integrated
for HDCP1.4
LSPCON
HDCP2.2 4K@30 No LSPCON 8 bit HDCP2.2
required
HDMI 1.4 New
HDCP2.2 4K@30 No iHDCP4 8 bit Integrated
for HDCP2.2
LSPCON
HDMI 2.0 HDCP2.2 4K@60 No LSPCON 1;;'t (Yuv HDCP2.2
required
LSPCON
HDMI2.0a |HDCP2.2 J4K@60 Yes LSPCON :é:;)lt (Yuv HDCP2.2
required
Intel, How to enable High Dynamic
https://www.intel.com/content/www/us/en/support/articles/000032112/graphics/graphics-for-7th-generation-
intel-processors.html.



https://www.intel.com/content/www/us/en/support/articles/000032112/graphics/graphics-for-7th-generation-intel-processors.html
https://www.intel.com/content/www/us/en/support/articles/000032112/graphics/graphics-for-7th-generation-intel-processors.html
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising:"

Supported Technologies

Intel® Virtualization Technology (Intel® vT)

Intel® Active Management Technology 11.0 (Intel® AMT 11.0)
Intel® Trusted Execution Technology (Intel® TXT)

Intel® Streaming SIMD Extensions 4.2 (Intel® SSE4.2)

Intel® Hyper-Threading Technology (Intel® HT Technology)
Intel® 64 Architecture

Execute Disable Bit

Intel® Turbo Boost Technology 2.0

Intel® Advanced Vector Extensions 2 (Intel® AVX2)
Intel® Advanced Encryption Standard New Instructions (Intel® AES-NI)

PCLMULQDQ (Perform Carry-Less Multiplication Quad word) Instruction
Intel® Transactional Synchronization Extensions (Intel® TSX-NI)

PAIR - Power Aware Interrupt Routing

SMEP - Supervisor Mode Execution Protection

Intel® Boot Guard

Intel® Software Guard Extensions (Intel® SGX)

Intel® Memory Protection Extensions (Intel® MPX)

GMM Scoring Accelerator

Intel® Processor Trace

High Definition Content Protection (HDCP) 2.2

Intel, 10" Generation Intel Core Processors, Datasheet, Volume 1 or 2 (Jul. 2020, rev. 5), available at
https://cdrdv2.intel.com/v1/dl/getContent/615211, at 11-12.

“HDCP is the technology for protecting high-definition content against unauthorized copy ... between a
source ... and the sink .... The [Intel] [P]rocessor supports HDCP 1.4/2.3 for 4 k Premium content protection
over wired displays (HDMI* and DisplayPort*).”



https://cdrdv2.intel.com/v1/dl/getContent/615211
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising:"

High-bandwidth Digital Content Protection (HDCP)

HDCP is the technology for protecting high-definition content against unauthorized
copy or unreceptive between a source (computer, digital set top boxes, and so on) and
the sink (panels, monitor, and TVs). The processor supports HDCP 1.4/2.3 for 4 k
Premium content protection over wired displays (HDMI* and DisplayPort*).

Id. at 44
Intel’s “UHD” processor nomenclature also indicates support for HDCP 2.2:

Another change from 7 Gen to 8 Gen will be in the graphics. Intel is upgrading the
nomenclature of the integrated graphics from HD 620 to UHD 620, indicating that the
silicon is suited for 4K playback and processing. During our pre-briefing it was
categorically stated several times that there was no change between the two, however we
have since confirmed that the new chips will come with HDCP 2.2 support as standard for
DP1.2a, removing the need for an external LSPCON for this feature. Other than this
display controller change however, it appears that these new UHD iGPUs are
architecturally the same as their HD predecessors.

AnandTech, https://www.anandtech.com/show/11738/intel-launches-8th-generation-cpus-starting-with-
kaby-lake-refresh-for-15w-mobile.

HDCP 2.2 is implemented in Intel-based systems with Core-i series Processors within the Converged Security
& Manageability Engine (CSME) also known as the Management Engine (ME). The CSME contains a
processor (x86 core) which executes instructions including but not limited to the uKernel/OS, drivers, services,
and applications for the CSME.



https://www.anandtech.com/show/11738/intel-launches-8th-generation-cpus-starting-with-kaby-lake-refresh-for-15w-mobile
https://www.anandtech.com/show/11738/intel-launches-8th-generation-cpus-starting-with-kaby-lake-refresh-for-15w-mobile
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising:"

(4]

blackhat CSME HW Overview & Capabilities

PCH Primary Fabrc | * CPU: Intel 32 bits processor (i486)
e s £ : supporting rings, segmentation and MMU for

1 |7 '7 ‘7 : = page management
” i ~ : + SRAM: Isolated RAM (~1.5 MB) from host
* ROM: HW root of trust of CSME Firmware
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| CSME ] using IOMMU (i.e. control DMA access)
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising:"

ld. at 23.
One such application is “PAVP” which provides HDCP capabilities within the Intel processor.

+ CSME applications are running at ring3

+ CSME TCB ensure CSME applications are isolated from each
others including their data kept in NVM

== Applications:
[ AMT ] AMT: Manageabllity Including network stack
IP loading: ISH, Audio, Camera
(P toading [ DRMs T Hotham | wapps | PAVP: PlayReady, Widevine, HDCP
[ Icc I PTT (TPM) f DAL l RmtWeke ] Hotham: Debug mailbox with SW
( s ) 2 WAPPS: AMT 3" party storage
5 ICC: Integrated Clock Configuration {overclocking)
( Drivers ] PTT: TEM 2.0 implementation
DAL: Dynamic Intel signed applications loading
l Crypto I Virtual File l Process I P RmtWake: Support for concurrent Wake On LAN
Driver System Manager

Id.

Upon information and belief, the Accused Product is compliant with the High-bandwidth Digital Content
Protection System Revision 2.2 (“HDCP 2.2”) protocol. The Accused Product supports HDCP 2.2 for
protecting content between devices.

For the purpose of this specification. 1t 15 assumed that the Audiovisual content 1s transmuitted over
a HDMI based wired display link. In an HDCP System, two or more HDCP Devices are
mterconnected through an HDCP-protected Interface. The Audiovisual Content flows from the
Upstream Content Control Function mto the HDCP System at the most upstream HDCP
Transmitter. From there the Audiovisnal Content encrypted by the HDCP System, referred to as
HDCP Content, flows through a tree-shaped topology of HDCP Recervers over HDCP-protected
Interfaces. This specification describes a content protection mechanism for: (1) authentication of
HDCP Receivers to their immediate upstream connection (ie. an HDCP Transmitter), (2)
revocation of HDCP Recewvers that are determined by the Digital Content Protection, LLC, to be
wnvalid, and (3) HDCP Encrvption of Audiovisual Content over the HDCP-protected Interfaces
between HDCP Transmitters and therr downstream HDCP Receivers. HDCP Receivers may
render the HDCP Content m audio and visual form for human consumption. HDCP Recervers
may be HDCP Eepeaters that serve as downstream HDCP Transmitters emutting the HDCP
Content further downstream to one or more additional HDCP Recervers.

High-bandwidth Digital Content Protection System Mapping HDCP to HDMI Revision 2.2 13 February, 2013
(“HDMI HDCP 2.2”) at 5.
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising:"

There are three elements of the content protection system. Each element plays a specific role i the
system. First, there 1s the authentication protocol, through which the HDCP Transmitter verifies
that a given HDICP Receiver 1s licensed to recerve HDCP Content. The authentication protocol 1s
implemented between the HDCP Transmitter and its comesponding downstream HDCP Receiver.
With the legitimacy of the HDCP Recerver determined, encrypted HDCP Content 1s transmutted
between the two devices based on shared secrets established during the authentication protocol
This prevents eavesdroppmg devices from utilizing the content. Fmally, m the event that legitimate
devices are compromised to permit tnanthorized use of HDCP Content, renewability allows an
HDCP Transmitter to identify such compromised devices and prevent the transmission of HDCP
Content.

This document contaimns chapters describing in detail the requirements of each of these elements. In
addition, a chapter is devoted to describing the cipher structure that is used in the encryption of
HDCP Content.

Id. at 9.

The Accused Product is an HDCP Device, and more specifically an HDCP 2.2-compliant Device, capable of
functioning as an HDCP Transmitter and that implements required functionality of HDMI HDCP 2.2 including
the functions required by the HDCP Transmitter State Diagram.

The state machines in this specification define the required behavior of HDCP Devices. The link-
visible behavior of HDCP Devices implementing the specified state machines mmst be identical,
even if implementations differ from the descriptions. The behavior of HDCP Devices
implementing the specified state machines must also be identical from the perspective of an entity
outside of the HDCP System.

Implementations must include all elements of the content protection system described herein,
unless the element 15 specifically identified as nformative or optional. Adopters must also ensure
that implementations sanisfy the robustness and comphliance rules described m the technology
license.

Id. at 5.

HDCP 2.2-compliant Device. An HDCP Device that 1s designed in adherence to HDCP 2.2 15
referred to as an HDCP 2. 2-compliant Device.

Id. at 6.
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HDCP Device. Any device that contams one or more HDCP-protected Interface Port and 1s
designed in adherence to HDCP 1s referred to as an HDCP Device.

Id. at 7.

HI: AD:

Transmit Low- Known HDCP2 Al: A?: Al AS:
value Content ('nEab]e Rx Exchange J, Localitv Check Ixchanze Authenticated
| _CP desitedand ]
HDCP2 Capable " | msm; Dene pf Do -
! 1
CP Not Desue Authenntcanon
le—Fail]
Fail
REAUTH REQ
Ad received
Test for Repeater, "-
Done
Not an HDCP Repeater
Af: AT:
Wait for Receiver - e peceier ID
ID List i Li
HDCP . READY asserte
F.epeater READY Done and Content
. Stream Management
e __J Timeout] information already
Fail transmitted
— a
Done
AD:
Content Stream
A8 Management
Send Receiver [D List
acknowledgement
Done and Content Stream
| Manag information not yet | Success or
™ fransmitted "1 Fal

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram

Id. at 27-30.

The Accused Product controls delivery of protected content to a second device

11




Case 1:20-cv-01241-CFC DOWBQ&HR! 0 Félﬁge.)ogég;%@éimPflge 58 of 258 PagelD #: 5830
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21 Overview
The HDCP authentication protocol 1s an exchange between an HDCP Transmitter and an HDCP
Recerver that affirms to the HDCP Transnutter that the HDCP Recetver 1s authorized to receive
HDCP Content. It 15 comprised of the following stages

+  Authentication and Key Exchange (AKE) — The HDCP Recerver's public key certificate
15 venified by the HDCP Transmutter. A Master Key ki, 1s exchanged.

+ Locality Check — The HDCP Transnutter enforces locality on the content by requinng
that the Round Trp Time (RTT) between a pair of messages 1s not more than 20 ms.

*  Session Key Exchange (SKE) — The HDCP Transnutter exchanges Session Key k; with
the HDCP Receiver.

+  Authentication with Repeaters — The step 1s performed by the HDCP Transmuitter only
with HDCP Repeaters. In this step, the repeater assembles downstream topology
information and forwards it to the upstream HDCP Transmitter.

Successful completion of AKE and locality check stages affirms to the HDCP Transmuitter that the
HDCP Receiver 15 authorized to recerve HDCP Content. At the end of the authentication protocol,
a communication path 15 established between the HDCP Transmutter and HDCP Recerver that only
Authorized Devices can access.

Id. at 11.
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"a memory;"

a memory,

The Accused Product includes a memory.

For example, the Intel Processor includes a 4MB cache and the Accused Product also includes an 8GB onboard
LPDDR3 memory in addition to a 128GB solid state hard drive.

Product specifications

HP Data Sheet AMS NB - HP ProBook x360 11 G6 EE Notebook PC Datasheet EN 12-2019
Operating system Windows 10 Pro 64

Processor family 10th Generation Intel® Core™ i3 processor

Processor Intel® Core™ i3-10110QY with Intel® UHD Graphics (1 GHz base frequency,

up to 4 GHz with Intel® Turbo Boost Technology, 4 MB cache, 2 cores)®/]
Memory 8 GB LPDDR3-2133 SDRAM (onboard)
Internal drive 128 GB SATAM.2 SSD

HP, HP ProBook x360 11 G6 EE Notebook PC, https://store.hp.com/us/en/pdp/hp-probook-x360-11-g6-ee-
notebook-pc.
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a processor, said processor arranged to: The Accused Product includes a processor.

For example, the Accused Product includes the Intel Processor integrated with the Intel GPU.

HP Data Sheet AMS NB - HP ProBook x360 11 G6 EE Notebook PC Datasheet EN 12-2019
Operating system Windows 10 Pro 64

Processor family 10th Generation Intel® Core™ i3 processor

Processor Intel® Core™ i3-10110Y with Intel® UHD Graphics (1 GHz base frequency,

up to 4 GHz with Intel® Turbo Boost Technology, 4 MB cache, 2 cores)®’)

Memory 8 GB LPDDR3-2133 SDRAM (onboard)

Internal drive 128 GB SATAM.2 SSD

Optical drive Not included

Display 11.6" diagonal, HD (1366 x 768), touch, anti-glare, 220 nits, 45% NTSC
[8,12,15,33]

Graphics Integrated: Intel® UHD Graphics

HP, HP ProBook x360 11 G6 EE Notebook PC, https://store.hp.com/us/en/pdp/hp-probook-x360-11-g6-ee-
notebook-pc. See also NotebookCheck, Intel Core i3-10110Y, https://www.notebookcheck.net/Intel-Core-i3-
10110Y-Laptop-Processor-Comet-Lake-Y.431177.0.html/.
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"receive a certificate of the second device, the certificate providing information regarding the second device;"

receive a certificate of the second device, | The processor of the Accused Product is arranged to receive a certificate of the second device, e.g., certr, as
the certificate providing information | part of the Authentication and Key Exchange (AKE) stage of the HDCP 2.2 protocol, the certificate providing
regarding the second device; information regarding the second device.

The certificate, certry, includes a Receiver ID for the second device, Receiver Public Key for the second device,
and a cryptographic signature, amongst other information.

The HDCP Receiver is issued 1024-bit RSA public and private keys. The public key 1s stored i a
Public Key Certificate issued by DCP LLC. denoted by cert,,. Table 2.1 gives the fields contained
in the certificate. All values are stored m big-endian format.

Name Size Bit Function
(bits) | position
Recetver | 40 4175:4136 | Unique recerver identifier. It has the same format as an HDCP 1x KSV ie. 1t

D contains 20 ones and 20 zeroes

Recewver 1048 | 4135:3088 | Unique RSA public key of HDCP Recerver denoted by kpub,,. The first 1024
Public bats 1s the big-endian representation of the modulus n and the trailing 24 bits
Key 1s the big-endian representation of the public exponent e

Reserved? | 4 3087:3084 | Reserved for future defimtion. Must be 0x0 or Ox1.

Reservedl | 12 3083:3072 | Reserved for future definition. Must be 0x000

DCP LLC | 3072 | 30710 A cryptographic signature calculated over all preceding fields of the
Signature certificate. RSASSA-PKCS1-v1_5 is the signature scheme used as defined by
PKCS #1 V2.1: RSA Cryptography Standard. SHA-256 1s the underlying
hash function

Table 2.1. Public Key Certificate of HDCP Receiver

HDMI HDCP 2.2 at 11.

Public Key Certificate. Each HDCP Receiver is issued a Public Key Certificate signed by DCP
LLC, and contains the Recerver ID and RSA public kev comresponding to the HDCP Recetver.

Id. at 8.

The Accused Product receives the certificate from the second device as part of the AKE stage, irrespective of
whether the Accused Product has a Master Key km stored corresponding to the Receiver ID.
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"receive a certificate of the second device, the certificate providing information regarding the second device;"

Id. at 12.

HDCP Transmitter [Device A]

Generate 1y,

Y| T
o= Read cerlilicate:
‘;’ = AKE_Send_Cert]
Verify signature on the @ >z _________-—-"“"
. —

certificate using kpuby,,

Generate k. Encryptk,
with kpuaby

Verify integrity of SRM
Perfonn revocation check

puoaas |
UIYIAA

>‘<
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SW 0T,
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Initiate
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Read H':
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Figure 2.1. Authentication and Kev Exchange (Without Stored k)
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Figure 2.2. Authentication and Key Exchange (With Stored k)
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"receive a certificate of the second device, the certificate providing information regarding the second device;"

Id.
The Accused Product receives the certificate from the second device as part of the AKE_Send_Cert message.
Reads AKE Send Cert from the recetver contammng cert,,. a 64-bit pseudo-random value
(1) and RxCaps. REPEATER. bit in RxCaps mdicates whether the connected recerver 1s
an HDCP Repeater. If REPEATER 1is set to one, it mdicates the recerver 15 an HDCP
Repeater. If REPEATER 15 zero, the recerver is not an HDCP Eepeater. The
AKE Send Cert message nust be available for the transnutter to read within 100 ms
from the time the transmitter finishes writing the AKE Init message parameters to the
HDCP Recetver. If the AKE Send Cert message is not available for the transmutter to
read within 100 ms, the transmitter aborts the authentication protocol.
Id. at 13.
The HDCP Receiver
s Makes available the AKE Send Cert message for the transmitter to read in response to
AKE Init. The AKE Send Cert message must be available for the transmiftter to read
within 100 ms from the time the transmitter finishes writing the AKE_Tnit message
parameters to the HDCP Recerver.
Id. at 14.
422 AKE_Send_Cert (Read)
The HDCP Transnutter attempts to read AKE Send Cert begmning with certy,, withm 100 ms
after writing the AKE_Tmit message 1.e. after the last byte of TxCaps has been written.
Svntax No. of Bytes
AKE Send Cert {
msg_id (=3) 1
cert[4175..0] 522
rl63..0] 8
RxCaps 3
i
Table 4.3. AKFE_Send_Cert Format
Id. at 57.
See also:
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"receive a certificate of the second device, the certificate providing information regarding the second device;"

Id. at 27.

Id. at 28.

HI: Ab:
Transmit Low- Known HDCP2 Al Al A3 AS:
value Content Capable Rx Exchange fin Localitv Check Exchanse ir. Authenticated
—————— — e S ——
CP desired and
HDCP2 Capable | — msm _ pfDome o Done -
£ ticati
CP Not Desired] “ "R
. Fa
_ Fail
- BEAUTH REQ
Ad: recerved
Test for Repeater -
- Done
Not an HDCP Repeater -
At AT:
Wait for Receiver - e l-ie.cleirer m
ID List " s
HDCP . - EEADY assertedy
Repeater | EEADY L Done and Content
T Stream Management
e __ ., Timeout] information already
Fail transmitted
. 3
Done
AD:
Content Stream
A3 —AManagement
Send Receiver ID List
acknowledgement
Done and Content Stream
| Management information not yet | Success or
- ransmitted o Fail

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram

State Al: Exchange k,. In this state, the HDCP Transmitter initiates authentication by writing
AKE Init message to the HDCP Receiver. It reads AKE Send Cert from the receiver within 100
ms after writing the AKE_Init message.
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"determine whether the second device is compliant with a set of compliance rules utilizing said information provided in said certificate;"

determine whether the second device is
compliant with a set of compliance rules
utilizing said information provided in said
certificate;

The processor of the Accused Product is arranged to determine whether the second device is compliant with a
set of compliance rules utilizing said information provided in said certificate.

The Accused Product determines, as part of the Authentication and Key Exchange (AKE) stage, whether the
second device is compliant with a set of compliance rules using the information provided in the certificate,
e.g., certrx. For example, certr includes a Receiver ID, Receiver Public Key, and a cryptographic signature.

The HDCP Receiver is issued 1024-bit RSA public and private keys. The public key 1s stored i a
Public Key Certificate issued by DCP LLC. denoted by cert,,. Table 2.1 gives the fields contained
in the certificate. All values are stored m big-endian format.

Name Size Bit Function
(bits) | position
Recetver | 40 4175:4136 | Unique recerver identifier. It has the same format as an HDCP 1x KSV ie. 1t

D contains 20 ones and 20 zeroes

Recewver 1048 | 4135:3088 | Unique RSA public key of HDCP Recerver denoted by kpub,,. The first 1024
Public bats 1s the big-endian representation of the modulus n and the trailing 24 bits
Key 1s the big-endian representation of the public exponent e

Reserved? | 4 3087:3084 | Reserved for future defimtion. Must be 0x0 or Ox1.

Reservedl | 12 3083:3072 | Reserved for future definition. Must be 0x000

DCP LLC | 3072 | 30710 A cryptographic signature calculated over all preceding fields of the
Signature certificate. RSASSA-PKCS1-v1_5 is the signature scheme used as defined by
PKCS #1 V2.1: RSA Cryptography Standard. SHA-256 1s the underlying
hash function

Table 2.1. Public Key Certificate of HDCP Receiver

HDMI HDCP 2.2 at 11.

The Accused Product determines, for example, whether the certificate conforms with the format established
by the HDCP specification (see id. at 11, excerpted above) and indicates a valid signature and a Receiver 1D
that is not in a revocation list.
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"determine whether the second device is compliant with a set of compliance rules utilizing said information provided in said certificate;"

*  Extracts Receiver ID from certy,

o If the HDCP Transnutter does not have a 128-bit Master Key £k, stored
corresponding to the Receiver ID (See Section 2.2.1)

»  Verfies the signature on the certificate using kpubs,. Failure of
signature verification constitutes an authentication failure and the
HDCP Transmutter aborts the authentication protocol.

»  Generates a pseudo-random 128-bit Master Key /&, Encrypts &y, with
kpuby, (Egysffm)) and sends AKE No_Stored km message to the
recerver containing the 1024-bit Egsfon). RSAES-OAEP encryption
scheme must be used as defined by PKCS #1 V2.1. RSA
Cryptography Standard. SHA-256 1s the underlying hash function
The mask generation fiunction used 1s MGF1 which uses SHA-256 as
its underlyng hash function.

»  Venfies mtegrity of the System Renewability Message (SRM). It does
this by checlung the signature of the SRM using kpubg,,. Failure of
this integriy check constitutes an authentication failure and causes the
HDCP Transmutter to abort authentication protocol.

The top-level HDCP Transmutter checks to see if the Receiver ID of
the connected device is found in the revocation list. If the Recefver ID
of the comnected HDCP Device 15 found in the revocation list,
authentication fails and the authentication protocol 15 aborted. SEM

mtegnty check and revocation check are performed only by the top-
level HDCP Transmtter.

Id. at 13.

A valid signature in the certificate indicates, for example, that the second device is compliant with a set of
compliance rules of the HDCP specification.

1.9 “Compliance Rules” means the technical requirements set out in Exhibit C, as
such exhibit may be amended by Licensor from time to time in accordance with
the terms of this Agreement.

HDCP  License  Agreement, March 6, 2017, at 2, available at https:/digital-
cp.com/sites/default/filesyHDCP%20License%20Agreement March%206%2C%202017 FOR%20REVIEW
%200NLY .pdf.
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"determine whether the second device is compliant with a set of compliance rules utilizing said information provided in said certificate;"

EXHIBIT C
COMPLIANCE RULES

Adopter agrees to comply with all terms and conditions of these Compliance Rules, which may
be amended from time to time by Licensor in accordance with Section 5 of this Agreement.

Id. at Exhibit C.

See also:
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Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram
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"determine whether the second device is compliant with a set of compliance rules utilizing said information provided in said certificate;

HDMI HDCP 2.2 at 27.

State AQ: Rx Known to be HDCP 2 Capable. If state A0 1s reached when content protection 1s
desired by the Upstream Content Control Function, authentication must be started immediately by
the transmuatter 1f the recerver 1s HDCP 2 capable. A wvalid video screen 1s displayed to the user
with encryption disabled duning this time.

Transition A0:Al. The transmutter mitiates the authentication protocol

State Al: Exchange k,. In this state. the HDCP Transmitter mitiates authentication by writing
AKE TInit message to the HDCP Recerver. It reads AKE Send Cert from the recetver within 100
ms after wrniting the AKE _Init message.

If the HDCP Transnutter does not have k,, stored comrespondmng to the Receiver ID, 1t generates
Epmp(fom) and sends Egp(fn) as part of the AKE No_Stored_km message to the receiver after
verification of signature on cert,. It performs integrity check on the SEM and checks to see
whether the Receiver ID of the connected HDCP Device 1s m the revocation list. It computes H,
reads AKE Send H pnime message from the receiver contammg A’ withim one second after
writing AKE No Stored km to the recerver and compares H' agamst H.

If the HDCP Transmutter has k&, stored corresponding to the Receiver ID. it writes
AKE Stored_km message contaming Epi(ky) and m to the receiver, performs mtegrity check on
the SEM and checks to }see whether the Recefver ID of the connected HDCP Device 1s i the
revocation list. It computes H. reads AKE Send H pnime message from the recerver contaming
H’ within 200 ms after writing AKE,_ Stored km to the receiver and compares H against H.

Id. at 28.
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"provide a first signal to the second device depending when the second device is determined to be compliant with the set of compliance rules;"

provide a first signal to the second device
depending when the second device is
determined to be compliant with the set of
compliance rules;

The processor of the Accused Product is arranged to provide a first signal, e.g., the LC_Init message including
rh, to the second device depending when the second device is determined to be compliant with the set of
compliance rules.

The Accused Product provides the LC_Init message including r, to the second device when the Accused
Product determines in the Authentication and Key Exchange (AKE) stage that the certificate, certrx, indicates
that the second device is compliant with the set of compliance rules. For example, the certificate, certy,
includes a Receiver 1D, Receiver Public Key, and a cryptographic signature.

The HDCP Receiver is issued 1024-bit RSA public and private keys. The public key 1s stored i a
Public Key Certificate issued by DCP LLC. denoted by cert,,. Table 2.1 gives the fields contained
in the certificate. All values are stored m big-endian format.

Name Size Bit Function
(bits) | position
Recetver | 40 4175:4136 | Unique recerver identifier. It has the same format as an HDCP 1x KSV ie. 1t

D contains 20 ones and 20 zeroes

Recewver 1048 | 4135:3088 | Unique RSA public key of HDCP Recerver denoted by kpub,,. The first 1024
Public bats 1s the big-endian representation of the modulus n and the trailing 24 bits
Key 1s the big-endian representation of the public exponent e

Reserved? | 4 3087:3084 | Reserved for future defimtion. Must be 0x0 or Ox1.

Reservedl | 12 3083:3072 | Reserved for future definition. Must be 0x000

DCP LLC | 3072 | 30710 A cryptographic signature calculated over all preceding fields of the
Signature certificate. RSASSA-PKCS1-v1_5 is the signature scheme used as defined by
PKCS #1 V2.1: RSA Cryptography Standard. SHA-256 1s the underlying
hash function

Table 2.1. Public Key Certificate of HDCP Receiver

HDMI HDCP 2.2 at 11.

2.3 Locality Check
Locality check is performed after AKE and pairing. The HDCP Transnutter initiates locality check
by sending a 64-bit pseudo-random nonce r, to the downstream recever.

The HDCP Transmitter

« Initiates locality check by wnting the LC_Imit message contaming a G64-bit pseudo-
random nence r, to the HDCP Recerver.

Id. at 16.
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"provide a first signal to the second device depending when the second device is determined to be compliant with the set of compliance rules;

HDCP Transmitter [Device Al HDCF Receiver [Device IV
Tnnitiate
Ciencrale T _I‘.Elﬂ} check: [.('_l'l'lit

Set watchdog timer T T ——
=
=]
ig Read L

LC_Send_L_prime Compute 1" = HMAC-SHA 2567, ki XOR #3)
Compute L= HMAC-SHA234(,, ky XOR r) -
Verify =1L~

Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver

Id. at 17.

The Accused Product provides the LC_Init message to the second device when, for example, the Accused
Product determines that the certificate conforms with the format established by the HDCP specification (see
id. at 11, excerpted above) and indicates a valid signature and a Receiver ID that is not in a revocation list.
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"provide a first signal to the second device depending when the second device is determined to be compliant with the set of compliance rules;"

s  Extracts Receiver ID from certy,

o If the HDCP Transmitter does not have a 128-bit Master Key &, stored
corresponding to the Receiver ID (See Section 2.2.1)

» Venfies the signature on the certificate usmg kpubs, Failure of
signature verification constitutes an authentication failure and the
HDCP Transnutter aborts the authentication protocol.

=  Generates a pseudo-random 128-bit Master Key k&, Encrypts &, with
kpub,, (Eg,s(km)) and sends AKE No_Stored km message to the
recerver containing the 1024-bit Egpifm). RSAES-OAEP encryption
scheme must be used as defined by PKCS #1 V2.1: RSA
Cryptography Standard. SHA-256 1s the underlying hash function.
The mask generation function used 1s MGF1 which uses SHA-256 as
its underlyving hash function.

=  Venfies mtegrity of the System Renewability Message (SRM). It does
this by checking the signature of the SEM using kpubgs,. Failure of
this integrty check constitutes an authentication failure and causes the
HDCP Transmutter to abort authentication protocol.

The top-level HDCP Transmutter checks to see if the Recerver ID of
the connected device i1s found in the revocation list. If the Receiver ID
of the comnected HDCP Device is found in the revocation list,
authentication fails and the authentication protocol 1s aborted. SRM
mntegrity check and revocation check are performed only by the top-
level HDCP Transmitter.

Id. at 13.

A valid signature in the certificate indicates, for example, that the second device is compliant with a set of
compliance rules of the HDCP specification.

1.9 “Compliance Rules” means the technical requirements set out in Exhibit C, as
such exhibit may be amended by Licensor from time to time in accordance with
the terms of this Agreement.

HDCP License Agreement, March 6, 2017, at 2.
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"provide a first signal to the second device depending when the second device is determined to be compliant with the set of compliance rules;"

EXHIBIT C
COMPLIANCE RULES

Adopter agrees to comply with all terms and conditions of these Compliance Rules, which may
be amended from time to time by Licensor in accordance with Section 5 of this Agreement.

Id. at Exhibit C.
See also:
HI1: Ab:
Transmit Low- Kuown HDCP2 Al A2: Al As:
value Content Capable Rx Exchange i, Localitv Check E:ch:lncle j"i Authenticated
CP desired and
HDCP2 Capable - msmﬁﬂ __ . Done o] Done >
CP Not Desired] ~50c208
e Fail]
_ Fail
- REAUTH REQ
Ad: recelved
Test for Repeater -
Done
Not an HDCP Repeater »
Ad: AT
Wait for Receiver - .o f‘y_e'“i‘.ﬂ, )
ID List e
HDCP . - READY asserted)
Repeater READY L Done and Content
T Stream Management_
e _ . Timeout| information already
Fail fransmitted
- 3
Done
A0:
Content Stream
AS: Management
Send Receiver ID List
acknowledgement
Done and Content Stream
| Management information not yet | Success or
> ransmitted o Fail

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram
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"provide a first signal to the second device depending when the second device is determined to be compliant with the set of compliance rules;"

HDMI HDCP 2.2 at 27.

Transition Al: A2, The HDCP Transmutter implements locality check after successful completion
of AKE and pairing.

State A2: Locality Check. In this state, the HDCP Transmitter implements the locality check as
explamed i Section 2.3 with the HDCP Receiver.

Id. at 28.
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"receive a second signal from the second device after providing the first signal;”

receive a second signal from the second
device after providing the first signal;

The processor of the Accused Product is arranged to receive a second signal, e.g., the LC_Send_L_prime
message including L’, from the second device after providing the first signal, e.g., the LC_Init message

including rn.
HDCP Transmitter [Device Al HDCF Receiver [Device IV
Tnnitiate
Ciencrale T _I‘.Elﬂ}' check: [.('_l'l'lit
Set watchdog timer T T ——
5
K Read L
LC_Send_L_prime Compute L* = HMAC-SHA 25047, ki XOR i)
Compute L= HMAC-SHA236(1, by XOR r) -

Verify =1L~

Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver

HDMI HDCP 2.2 at 17.

The HDCP Recerver
Computes a 256-bit value L' = HMAC-SHA256(ry. ky XOR ).
Makes LC Send I prime message contaming 256-nt L available for the transnutter to

read mmmediately after computation of L’ to ensure that the message is received by the
transmitter within the specified 20 ms timeout at the transmitter.
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"receive a second signal from the second device after providing the first signal;”

Id. at 16.

Id. at 59.

2.3 Locality Check

Locality check 1s performed after AKE and paming. The HDCP Transmitter mitiates locality check
by sending a 64-bit pseudo-random nonce 7, to the downstream receiver.

The HDCP Transmitter

» Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce 7, to the HDCP Receiver.

. Sets its watchdog timer to 20 ms. The LC Send L_prime message must be received by
the transmitter within 20 ms from the time the transmitter finishes writing the LC Init
message parameters to the HDCP Receiver. Locality check fails if the watchdog timer
expires before the last byte of the L.C Send 1. prime message is received by the
transmitter. The transmitter then aborts the authentication protocol.

. Computes L = HMAC-SHA256(r, . kg XOR 1;,) where HMAC-SHAZ256 is computed
over 7, and the key used for HMAC is kg XOR 7. where 7, is XORed with the least-

significant 64-bits of kg.

. Onreading LC Send L prime message from the receiver, compares L and L. Locality
check fails if L is not equal to L.

427 LC_Init (Write)

Syntax No. of Bytes
LC_Init {
msg_id (=9) 1
1,[63..0] 8
1
1

Table 4.9. LC_Init Format

428 LC_Send_L_prime (Read)

The LC_Send L_prime message must be available for the transmitter to read within 20 ms from
the time the transmitter finishes writing the LC_Init message parameters to the HDCP Receiver i.e.
after the last byte of r,, has been written.

Syntax No. of Bytes
LC_Send L_prime{
msg_id (=10) 1
L7255..0] 32
1
g

Table 4.10. LC_Send_L_prime Format
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"receive a second signal from the second device after providing the first signal;”

See also:

Id. at 27.

Id. at 28.

HI: Ab:
Transmit Low- Enown HDCP2 Al: A2: ERE As:
value Content Capable Rx Exchange i Localitv Check FExchange . Authenticated
PR 12 S 1L L el S 17 1w 911513 SO 35 ¥ TE 1 V~{3 PR 111411111 (o 1<
CP desired and
EDCP2 Capable " | — msm_n o Doe pflone
! ficaty
o CPNot Desized]
o Fall
_ Fail
- REAUTH EEQ
Ad: received
Test for Repeater -
- Done
Not an HDCP Bepeater -
Ag: AT:
Wait for Receiver Verifv lie.ceirel' D
ID List " Tis
HDCP - - READY asserted
Repeater READY - Done and Content
T Stream Management
» _ . Tumeout] information already
Fail transmutted
- 3
Done
A0:
Content Stream
A8: Management
Send Receiver ID List
acknowledzement
Done and Content Stream
| Management information not yet | Success or
= ransmitted o Fail

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram

Transition Al:A2. The HDCP Transmitter implements locality check after successful completion
of AKFE and pairing.

State A2: Locality Check. In tlus state, the HDCP Transmitter implements the locality check as
explamed mn Section 2.3 with the HDCP Receiver.
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"determine whether the second signal is derived from a secret known by the first device;"

determine whether the second signal is
derived from a secret known by the first
device;

The processor of the Accused Product is arranged to determine whether the second signal, e.g., L’, is derived
from a secret known by the Accused Product (first device).

The HDCP 2.2 Locality Check must be passed prior to session key exchange and establishment of a secure
communications path for the Accused Product to provide protected content to the second device.

The HDCP authentication protocol is an exchange between an HDCP Transmitter and an HDCP
Receiver that affirms to the HDCP Transmitter that the HDCP Receiver is authorized to receive
HDCP Content. It is comprised of the following stages

e Authentication and Key Exchange (AKE) — The HDCP Receiver’s public key certificate
is verified by the HDCP Transmitter. A Master Key £, is exchanged.

e  Locality Check — The HDCP Transmitter enforces locality on the content by requiring
that the Round Trip Time (RTT) between a pair of messages is not more than 20 ms.

*  Session Key Exchange (SKE) — The HDCP Transmitter exchanges Session Key &; with
the HDCP Receiver.

e Authentication with Repeaters — The step is performed by the HDCP Transmitter only
with HDCP Repeaters. In this step. the repeater assembles downstream topology
information and forwards it to the upstream HDCP Transinitter.

Successful completion of AKE and locality check stages affirms to the HDCP Transmitter that the
HDCP Receiver is authorized to receive HDCP Content. At the end of the authentication protocol.
a communication path is established between the HDCP Transmitter and HDCP Receiver that only
Authorized Devices can access.

HDMI HDCP 2.2 at 11.

The Locality Check requires the Accused Product (transmitter) to determine that L’ received via the
LC Send L prime message is derived from a secret by matching L’ to value L which is derived from the
secret (e.g., L is computed based on kg, which is based on dkeyo and dkey:, each of which is based on the
Master Key, km).
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"determine whether the second signal is derived from a secret known by the first device;"

Id. at 16.

2.3 Locality Check
Locality check is performed after AKE and pairing. The HDCP Transmitter initiates locality check
by sending a 64-bit pseudo-random nonce 7, to the downstream receiver.

The HDCP Transmitter

. Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce 7, to the HDCP Receiver.

«  Sets its watchdog timer to 20 ms. The LC Send L prime message must be received by
the transmitter within 20 ms from the time the transmitter finishes writing the LC Init
message parameters to the HDCP Receiver. Locality check fails if the watchdog timer
expires before the last byte of the LC Send L prime message is received by the
transmitter. The transmitter then aborts the authentication protocol.

« Computes L = HMAC-SHA256(r, . kg XOR 7,,) where HMAC-SHA256 is computed
over 7, and the key used for HMAC is kyXOR 7;,. where 7, 1s XORed with the least-
significant 64-bits of k.

. Onreading LC Send L prime message from the receiver, compares L and L’. Locality
check fails if L is not equal to L.
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"determine whether the second signal is derived from a secret known by the first device;"

HDCP Transmitter [Device A] HDCP Receiver [Device B]
Initiate
Generate 1, _lg.d_]l[_}’ check: LC Init

Set watchdog timer T T
52
22 Read "

L LC_Send L. prime | Compute 1 = HMAC-SHA256(73, kaXOR 73)
Compute L = HMAC-SHA256(r,, kg XOR 1) l«—
Verify L=1"

Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver
The HDCP Receiver

*  Computes a 256-bit value L’ = HMAC-SHA256(7r;,. k4 XOR 1,).

* Makes LC Send L prime message containing 256-bit L’ available for the transmitter to
read immediately after computation of L’ to ensure that the message is received by the
transmitter within the specified 20 ms timeout at the transmitter.

In the case of a locality check failure due to expiration of the watchdog tumer or due to mismatch
of L and L at the HDCP Transmitter. locality check may be reattempted by the HDCP Transmitter
for a maximum of 1023 additional attempts(for a maxmmm allowed 1024 total trials) with the

transmission of an LC Init message containing a new 7. Failure of locality check on the first
attempt and subsequent zero or more reattempts results in an authentication failure and the

authentication protocol is aborted.

Id. at 17.
The second signal, e.g., L’, is derived from a secret.
The value of L’ 1s derived from kg.
Compute L' = HMAC-SHA2 5617, ka XOR 73

Id.

The value of kq is based upon dkeyo and dkey, each of which is derived from km, the Master Key.
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"determine whether the second signal is derived from a secret known by the first device;"

Performs key derivation as explained in Section 2.7 to generate 256-bit ky. ky =
dkeyyg || dkeyy. where dkeygyand dkey, are derived keys generated when ctr = 0
and ctr = 1 respectively. dkeyyand dkey, are in big-endian order.

Id. at 14-15.
i XOR ctr)

128,

128

knXOR P, —/— | AES.CTR

128
dkey;

Figure 2.10. Key Derivation

Id. at 25.
Master Kev. A 128-bit random, secret cryptographic key negotiated between the HDCP

Transmitter and the HDCP Receiver during Authentication and Key Exchange and used to pair the
HDCP Transnutter with the HDCP Receiver.

Id. at 8.

Each of km, kq, dkeyo and dkey; is a secret.

Value Confidentiality Integrity Value used by Core Function
Required™? Required™? Core
Functions?
Ko Yes Yes Yes Handling of Master Key. during AKE (including Pairing) and
Key Dernvation, in plamtext form
kq Yes Yes' No N/A
dkey,.dkey, Yes Yes' No N/A
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"determine whether the second signal is derived from a secret known by the first device;"

Id. at 67 (abridged).

The Accused Product generates and/or stores the Master Key, km, a secret, and thus knows Km.

HDCP Transmitter [Device Al HDCP Receiver [Device B]
Initiate
Generate r,, authentication: AKE_Init
B I —
== Read certilivate:
S = AKE_Send_Cert]
E = ___-—""”__

Verify signature on the o
. —

Write encrypted &,

Generate &, Encrypt &, | AKE No_Stored_km

with kptabn A T T

certificate using kpuby,,

Dieervpt by with kprivi,
Read # -] Compute H"=TIMACSHA256(p, || RxCaps |
AKE_Send_H_prime TxCaps, Ky

«—— Read Eyfky:
AKE_Send Pairing_Infor

4 Compute Eyk.y

Verify integrity of SRM
Perfonn revocation check

puoass |
UIYaIAA

>|<

Compute H and verify H==H"

Sl 00E
LA,

Stare my, Ky and Bk, along Y ——
with Receiver [1}

Figure 2.1. Authentication and Kev Exchange (Without Stored &)
Id. at 12.

»  Generates a pseudo-random 128-bit Master Key k,. Encrypts f,, with
kpub,, (Egup(kin)) and sends AKE No_Stored km message fo the
receiver containing the 1024-bit Ej, (k). RSAES-OAEP encryption
scheme must be used as defined by PKCS #1 V2.1: RSA
Cryptography Standard. SHA-256 1s the underlying hash function.
The mask generation function used 1s MGF1 which uses SHA-256 as
its underlying hash function.

Id. at 13.
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"determine whether the second signal is derived from a secret known by the first device;"

HDCP Transmitter [Device A HDCP Receiver [Device B]

Initiate
Generate ;. authentication: AKE_Init
I———
o= Read certificate:
S5 AKE_Send Cert
B S o
Retrieve stored By * e
and m corresponding to Write Eqhy,) and m-
Recelver [Ty | AKE_ Stored_km
" = T Decrynts Bk to derive &,
Verify integrity of SRM =] E Read H -] Compute H"=HMAC-SHA2 5601, || RxCaps |
Perform revocation check 2 5 AKE_Send_H_prime| TeCaps, kg
Compute H and verify H==H" ¥ e

Figure 2.2. Authentication and Key Exchange (With Stored k)

Id. at 12.
= Sends AKE Stored km message to the receiver with the 128-bit
Lk, and the 128-bit m corresponding to the Receiver ID of the
HDCP Receiver
Id. at 14.

The Accused Product also knows kg, which is a secret.
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"determine whether the second signal is derived from a secret known by the first device;"

Id. at 16.

Id. at 17.

See also:

2.3 Locality Check

Locality check is performed after AKE and pairing. The HDCP Transmitter initiates locality check
by sending a 64-bit pseudo-random nonce 7, to the downstream receiver.

The HDCP Transmitter

HOCF Transminer [Device A]

Compute L= HMAC-SHAZ36(1, ky Kl')l-tl;-r}i lt—

Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce 7, to the HDCP Receiver.

Sets its watchdog timer to 20 ms. The LC_Send L prime message must be received by
the transmitter within 20 ms from the time the transmitter finishes writing the LC Init
message parameters to the HDCP Receiver. Locality check fails if the watchdog timer
expires before the last byte of the LC Send L prime message is received by the
transmitter. The transmitter then aborts the authentication protocol.

Computes L = HMAC-SHA256(r, . kg XOR 7;,) where HMAC-SHA256 is computed
over 7, and the key used for HMAC is kyXOR 7;,. where 7, 1s XORed with the least-
significant 64-bits of k.

On reading LC Send L prime message from the receiver. compares L and L'. Locality
check fails if L is not equal to L.

HOCE Receiver [Trevice 1]

Tt
Clencrate Ty _k“.'i:lil}' check: [.{-_|11it

Set watchdog timer ]

B QT
LA

Read L

Verify L=L"

Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver
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"determine whether the second signal is derived from a secret known by the first device;"

Id. at 27.

Id. at 28.

HI: Ab:
Transmit Low- Known HDCP2 Al A2 Axk As:
value Content Capable Rx Exchange iy Localitv Check Exchance I Authenticated
CP desired and
HDCP2 Capable " | — ms@l __ pf Done pf Done >
! it
CP Not Desized| o n
o Fail
_ Fail
- REAUTH EEQ
Ad: recelved
Test for Repeater -
- Done
Not an HDCF Repeater -
Ag: AT
Wait for Receiver y-_ e p o 1D
ID List e
HDCP . - READY asserted)
Repeater READY L Done and Content
o Stream Management
_J, Timeout| information already
Fail fransmitted
. 3
Done
EUH
Content Stream
A8: —Management,
Send Receiver ID List
acknowledgement
Done and Content Stream
| Management information not yet | Success or
= fransmitted = Fail

Figure 2.11. HDCP Transmitter Authentication Protocol State Diagram

Transition Al: A2, The HDCP Transmutter implements locality check after successful completion
of AKE and pairing.

State A2: Locality Check. In this state, the HDCP Transmitter implements the locality check as
explamed i Section 2.3 with the HDCP Receiver.
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"determine whether a time difference between providing the first signal and receiving the second signal is less than a predetermined time; and"

determine whether a time difference | The processor of the Accused Product is arranged to determine whether a time difference between providing
between providing the first signal and | the first signal, e.g., the LC_Init message including r,, and receiving the second signal, e.g., the
receiving the second signal is less than a | LC_Send L prime message including L’, is less than a predetermined time.

predetermined time; and
The Locality Check requires the Accused Product to determine that the time between the providing of the
LC Init message and receiving L’ via the LC_Send L prime message is less than a predetermined time of 20
ms.

2.3 Locality Check
Locality check is performed after AKE and pairing. The HDCP Transmitter initiates locality check
by sending a 64-bit pseudo-random nonce 7, to the downstream receiver.

The HDCP Transmitter

. Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce 7, to the HDCP Receiver.

. Sets its watchdog timer to 20 ms. The LC Send L prime message must be received by
the transmitter within 20 ms from the time the transmutter finishes writing the LC Init
message parameters to the HDCP Receiver. Locality check fails if the watchdog timer
expires before the last byte of the LC Send L prime message is received by the
transmitter. The transmitter then aborts the authentication protocol.

« Computes L = HMAC-SHA256(r, . kg XOR 7,,) where HMAC-SHA256 is computed
over 7, and the key used for HMAC is kyXOR 7;,. where 7, 1s XORed with the least-

significant 64-bits of k.

. Onreading LC Send L prime message from the receiver, compares L and L’. Locality
check fails if L is not equal to L.

Id. at 16.
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"determine whether a time difference between providing the first signal and receiving the second signal is less than a predetermined time; and

Id. at 17.

See also:

HDCP Transmitter [Device A] HDCP Receiver [Device B]
Initiate
Generate 1, _lg.d_]l[_}’ check: LC Init

Set watchdog timer T T
52
22 Read "

L LC_Send L. prime | Compute 1 = HMAC-SHA256(73, kaXOR 73)
Compute L = HMAC-SHA256(r,, kg XOR 1) l«—
Verify L=1"

Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver

The HDCP Receiver
*  Computes a 256-bit value L’ = HMAC-SHA256(7r;,. k4 XOR 1,).

* Makes LC Send L prime message containing 256-bit L’ available for the transmitter to
read immediately after computation of L’ to ensure that the message is received by the
transmitter within the specified 20 ms timeout at the transmitter.

In the case of a locality check failure due to expiration of the watchdog tumer or due to mismatch
of L and L at the HDCP Transmitter. locality check may be reattempted by the HDCP Transmitter
for a maximum of 1023 additional attempts(for a maxmmm allowed 1024 total trials) with the
transmission of an LC Init message containing a new 7. Failure of locality check on the first
attempt and subsequent zero or more reattempts results in an authentication failure and the
authentication protocol is aborted.
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"determine whether a time difference between providing the first signal and receiving the second signal is less than a predetermined time; and"

HI: Al:
Transmit Low- Known HDCP2 Al Al A3 AS:
value Content Capable Rx Exchange i, Localitv Check Exchanze i Authenticated
CP desired and
EDCP2 Capable | — ms@ o Done g Done >
£ ticaty
CP Not Desired] "7
e Fail]
_ Fail
- REAUTH REQ
Ad: Tecerved
Test for Repeater -
Done
Not an HDCP Repeater .
Af: AT
Wait for Receiver v .epo o m
ID List " Jic
HDCP . - EEADY asserted
Repeater_| READY - Done and Content
- Stream Management_
- ., Timeout] information already
Fail transmitted
lt——— -
Done
A0:
Content Stream
AS: Management
Send Receiver ID List
acknowledgement
Done and Content Stream
| Management information not yet | Success or
= Tansmitted o Fail

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram

Id. at 27.
Transition Al:A2. The HDCP Transmitter implements locality check after successful completion
of AKFE and pairing.
State A2: Locality Check. In tlus state, the HDCP Transmitter implements the locality check as
explamed mn Section 2.3 with the HDCP Receiver.

Id. at 28.
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allow the protected content to be provided
to the second device when at least the
second signal is determined to be derived
from the secret and the time difference is
less than the predetermined time.

The processor of the Accused Product is arranged to allow the protected content to be provided to the second
device when at least the second signal, e.g., L’, is determined to be derived from the secret and the time
difference is less than the predetermined time.

The HDCP 2.2 Locality Check must be passed prior to session key exchange and establishment of a secure
communications path for the Accused Product to provide protected content to the second device.

The HDCP authentication protocol is an exchange between an HDCP Transmitter and an HDCP
Receiver that affirms fo the HDCP Transmitter that the HDCP Receiver is authorized to receive
HDCP Content. It is comprised of the following stages

e Authentication and Key Exchange (AKE) — The HDCP Receiver’s public key certificate
is verified by the HDCP Transmitter. A Master Key £, 1s exchanged.

¢  Locality Check — The HDCP Transmitter enforces locality on the content by requiring
that the Round Trip Time (RTT) between a pair of messages is not more than 20 ms.

e Session Key Exchange (SKE) — The HDCP Transmitter exchanges Session Key k; with
the HDCP Receiver.

e  Authentication with Repeaters — The step is performed by the HDCP Transmitter only
with HDCP Repeaters. In this step. the repeater assembles downstream topology
information and forwards it to the upstream HDCP Transmitter.

Successful completion of AKE and locality check stages affirms to the HDCP Transmitter that the
HDCP Receiver is authorized to receive HDCP Content. At the end of the authentication protocol,
a communication path is established between the HDCP Transmitter and HDCP Receiver that only
Authorized Devices can access.

HDMI HDCP 2.2 at 11.

The Accused Product provides protected content to the second device when, as part of the Locality Check: the
L’ received via the LC_Send L prime message is derived from a secret (as determined by matching L’ to
value L which is derived from the secret (e.g., L is computed based on kg, which is based on dkeyo and dkeys,
each of which is based on the Master Key, km)); and a time between the providing of the LC_Init message and
receiving L’ via the LC_Send L prime message is less than a predetermined time of 20 ms.
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"allow the protected content to be provided to the second device when at least the second signal is determined to be derived from the secret and the time
difference is less than the predetermined time."

2.3 Locality Check
Locality check is performed after AKE and pairing. The HDCP Transmitter initiates locality check
by sending a 64-bit pseudo-random nonce 7, to the downstream receiver.

The HDCP Transmitter

. Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce 7, to the HDCP Receiver.

«  Sets its watchdog timer to 20 ms. The LC Send L prime message must be received by
the transmitter within 20 ms from the time the transmitter finishes writing the LC Init
message parameters to the HDCP Receiver. Locality check fails if the watchdog timer
expires before the last byte of the LC Send L prime message is received by the
transmitter. The transmitter then aborts the authentication protocol.

. Computes L = HMAC-SHA256(r, . kg XOR 7,,) where HMAC-SHA256 is computed
over 7, and the key used for HMAC is kg XOR r1;,. where 1, 1s XORed with the least-

significant 64-bits of k.

. Onreading LC Send L prime message from the receiver. compares L and L. Locality
check fails if L is not equal to L.

Id. at 16.
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HDCP Transmitter [Device A] HDCP Receiver [Device B]
Initiate
Generate 1, _lgu_llt_\ check: LC Init

Set watchdog, timer T T
53
22 Read "

L LC_Send L prime] Compue L' = HMAC-SHA256(r kaXOR 1)
Compute L = HMAC-SHA256(r,, kg XOR 1) l«—
Verify L=1"

Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver
The HDCP Receiver

*  Computes a 256-bit value L’ = HMAC-SHA256(r;,. k4 XOR 1;,).

* Makes LC Send L prime message containing 256-bit L’ available for the transmitter to
read immediately after computation of L’ to ensure that the message is received by the
transmitter within the specified 20 ms timeout at the transmitter.

In the case of a locality check failure due to expiration of the watchdog timer or due to mismatch
of L and L’ at the HDCP Transmitter. locality check may be reattempted by the HDCP Transmitter
for a maximum of 1023 additional attempts(for a maxmmm allowed 1024 total trials) with the

transmission of an LC Init message containing a new 7. Failure of locality check on the first
attempt and subsequent zero or more reattempts results in an authentication failure and the

authentication protocol is aborted.

Id. at 17.
The second signal, e.g., L’, is derived from a secret.

The value of L’ is derived from kg.

Compute L' =HMAC-SHA256(r7, ka XOR 5

Id.

The value of kq is based upon dkeyo and dkey, each of which is derived from km, the Master Key.
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Performs key derivation as explained in Section 2.7 to generate 256-bit ky. kg =
dkeyyg || dkeyy. where dkeygyand dkey, are derived keys generated when ctr = 0
and ctr = 1 respectively. dkeyyand dkey, are in big-endian order.
Id. at 14-15.
P || (i XOR ctr)
128
128
kyXOR r, —/—m= AES-CTR
128
dkey;
Figure 2.10. Key Derivation
Id. at 25.
Master Kev. A 128-bit random. secret cryptographic key negotiated between the HDCP
Transmitter and the HDCP Receiver during Authentication and Key Exchange and used to pair the
HDCP Transmitter with the HDCP Receiver.
Id. at 8.
Each of km, kq, dkeyo and dkey: is a secret.
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Value Confidentiality Integrity Value used by Core Function
Required™? Required™? Core
Functions?
- Yes Yes' Yes Handling of Master Key. during AKE (including Pairing) and

Key Dernvation. in plaimntext form

kg Yes Yes® No N/A

dkey,.dkey, Yes Yes' No N/A

Id. at 67 (abridged).

The Accused Product proceeds to session key exchange and providing of the protected content to the second
device after successful completion of the AKE stage and Locality Check.

2.4 Session Key Exchange

Successtul completion of AKE and locality check stages affirms to HDCP Transmitter that the
HDCP Receiver is authorized to receive HDCP Content. Session Key Exchange (SKE) is initiated
by the HDCP Transmitter after a successful locality check. The HDCP Transmitter sends
encrypted Session Key to the HDCP Receiver at least 200 ms before enabling HDCP Encryption
and beginning the transmission of HDCP Content. HDCP Encryption may be enabled 200 ms after
the transmission of the encrypted Session Key to the HDCP Receiver and at no time prior. Content
encrypted with the Session Key k; starts to flow between the HDCP Transmitter and HDCP
Receiver. HDCP Encryption must be enabled only after successful completion of AKE, locality
check and SKE stages.

Id. at 17.
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3.1 Data Encryption
HDCP Encryption 1s applied at the mput to the TM D S. Encoder and decryption 1s applied at the
output of the TM.D.S. Decoder (Figure 3-1). HDCP Encryption consists of a bit-wise exclusive-or
(XOR) of the HDCP Content with a pseudo-random data stream produced by the HDCP Cipher.

HDCP Transmitter HDCP Receiver
HDCP HDCP
Cipher Cipher

TM.DS. —pl T.MD.S.
Encoder Decoder
Bitwise E“&Wgtgd Bitwise
XOR P XOR
Link

Figure 3-1. HDCP Encryption and Decryption

Id. at 50.

See also:
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HI: Ab:
Transmit Low- Enown HDCP2 Al: A2: ERE As:
value Content Capable Rx Exchange iy Localitv Check Fxchange Jr. Authenticated
PR 12 S 1L L el S ¥ 1 w3 91113 SO 3 ¥ 1E V(3 PR 11411111 (1<
CP desired and
EDCP2 Capable " | — msm_n o Doe pflone
! ficaty
CP Not Desired] ~" oot
o Fall
_ Fail
- REAUTH REQ
Ad: received
Test for Repeater -
- Done
Not an HDCP Bepeater >
Ag: AT:
Wait for Receiver Verifv lie.ceiver D
ID List " Tis
HDCP - - READY asserted
Repeater READY - Done and Content
o Stream Management_
» _ . Tumeout] information already
Fail transmutted
. 3
Done
A0:
Content Stream
A8 Management
Send Receiver ID List
acknowledgement
Done and Content Stream
| Management information not yet | Success or
- ransmitted o Fal

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram

Id. at 27.
Transition Al:A2. The HDCP Transmitter implements locality check after successful completion
of AKFE and pairing.
State A2: Locality Check. In this state, the HDCP Transmitter implements the locality check as
explamed in Section 2.3 with the HDCP Receiver.

Id. at 28.
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Id. at 28-29.

Transition A2:A3. The HDCP Transmutter implements SKE after successful completion of
locality check.

State A3: Exchange k.. The HDCP Transmitter sends encrypted Session Key, Egq(%). and 1 to
the HDCP Receiver as part of the SKE_Send FEks message. It may enable HDCP Encryption 200

ms after sending encrypted Session Key. HDCP Encryption must be enabled only after successful
completion of AKE_ locality check and SKE stages.

Transition A3:A4. This transition occurs after completion of SKE.
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"17. A system for controlling the transmission of protected content from a content provider to a requesting device, the content provider comprising:"

17. A system for controlling the Each of the HP Product and the Intel Product is a system for controlling the transmission of protected
transmission of protected content froma | content from a content provider to a requesting device, and is referred to herein as an “Accused Product.”

content provider to a requesting device,
the content provider comprising:

For example, the HP Product is an HDMI transmitter with HDCP 2.2 for controlling transmission of protected
content to a requesting device, such as an HDMI receiver with HDCP 2.2.

HP, HP ProBook x360 11 G6 EE Notebook PC, https://store.hp.com/us/en/pdp/hp-probook-x360-11-g6-ee-
notebook-pc.
The HP Product includes an HDMI 2.0a port and a 10th Generation Intel® Core™ i3-10110Y Processor (the

“Intel Processor”) integrated with the Intel UHD Graphics 615 graphics processor (the “Intel GPU”) that
enable delivery of protected content to another device.
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"17. A system for controlling the transmission of protected content from a content provider to a requesting device, the content provider comprising:"

Product specifications
HP Data Sheet
Operating system

Processor family

AMS NB - HP ProBook x360 11 G6 EE Notebook PC Datasheet EN 12-2019
Windows 10 Pro 64

10th Generation Intel® Core™ i3 processor

Processor

Intel® Core™ i3-10110Y with Intel® UHD Graphics (1 GHz base frequency,
up to 4 GHz with Intel® Turbo Boost Technology, 4 MB cache, 2 cores)6:7]

Memary
Internal drive
Optical drive

Display

8 GB LPDDR3-2133 SDRAM (onboard)
128 GB SATA3 M.2 SSD
Not included

11.6" diagonal HD SVA anti-glare WLED-backlit touch screen, 220 nits,
45% NTSC (1366 x 768)8.1215.33]

Graphics

Integrated: Intel® UHD Graphics

External I/O Ports

2 USB 3.1 Gen 1; 1 USB Type-C® (Data transfer, power delivery); 1 RJ-45; 1
headphone/microphone combo; 1 HOMI 2.0a; 1 AC power

Id. See also NotebookCheck, Intel Core i3-10110Y, https://www.notebookcheck.net/Intel-Core-i3-10110Y-

Laptop-Processor-Comet-Lake-Y.431177.0.html/.

The Intel Processor supports HDCP 2.2 via HDMI 2.0a.
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Range?,

Table 2-24. HDCP Display supported Implications Table
Topic HDCP MaX|mu-m HDR? HDCP BPC? Comments
Revision Resolution Solution?
Legacy
HDCP1.4 4K@60 No iHDCP 10 bit Integrated
for HDCP1.4
op New
HDCP2.2 |4K@60 Yes iHDCP 10 bit Integrated
for HDCP2.2
Legacy
HDCP1.4 4K@30 No iHDCP 8 bit Integrated
for HDCP1.4
LSPCON
HDCP2.2 [4K@30 No LSPCON  [8 bit HDCP2.2
required
HDMI 1.4 New
HDCP2.2 4K@30 No iHDCP4 8 bit Integrated
for HDCP2.2
LSPCON
HDMI2.0 HDCP2.2 l4K@60 No LSPCON 1;;” YOV ibcp2.2
required
LSPCON
HDMI2.0a HDCP2.2 [4K@60  Yes LSPCON zé’)'t YOV 4 ibepa.2
required
Intel, How to enable High Dynamic
https://www.intel.com/content/www/us/en/support/articles/000032112/graphics/graphics-for-7th-generation-
intel-processors.html.
While the above datasheet indicates that Intel Core processors have supported HDCP 2.2 over HDMI2.0a as
of the 7" Generation, Intel’s documentation for its current, 10"-generation Core processors indicates that
support for HDCP 2.2 is native rather than necessitating LSPCON support.
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Supported Technologies

« Intel® Virtualization Technology (Intel® vT)

 Intel® Active Management Technology 11.0 (Intel® AMT 11.0)
o Intel® Trusted Execution Technology (Intel® TXT)

o Intel® Streaming SIMD Extensions 4.2 (Intel® SSE4.2)
 Intel® Hyper-Threading Technology (Intel® HT Technology)

o Intel® 64 Architecture

e Execute Disable Bit

 Intel® Turbo Boost Technology 2.0

e Intel® Advanced Vector Extensions 2 (Intel® AVX2)
+ Intel® Advanced Encryption Standard New Instructions (Intel® AES-NI)

e PCLMULQDQ (Perform Carry-Less Multiplication Quad word) Instruction
« Intel® Transactional Synchronization Extensions (Intel® TSX-NI)
 PAIR - Power Aware Interrupt Routing

e SMEP - Supervisor Mode Execution Protection

» Intel® Boot Guard

 Intel® Software Guard Extensions (Intel® SGX)

+ Intel® Memory Protection Extensions (Intel® MPX)

e GMM Scoring Accelerator

» Intel® Processor Trace

¢ High Definition Content Protection (HDCP) 2.2

Intel, 10" Generation Intel Core Processors, Datasheet, Volume 1 or 2 (Jul. 2020, rev. 5), available at
https://cdrdv2.intel.com/v1/dl/getContent/615211, at 11-12.

“HDCP is the technology for protecting high-definition content against unauthorized copy ... between a
source ... and the sink .... The [Intel] [P]rocessor supports HDCP 1.4/2.3 for 4 k Premium content protection
over wired displays (HDMI* and DisplayPort*).”
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High-bandwidth Digital Content Protection (HDCP)

HDCP is the technology for protecting high-definition content against unauthorized
copy or unreceptive between a source (computer, digital set top boxes, and so on) and
the sink (panels, monitor, and TVs). The processor supports HDCP 1.4/2.3 for 4 k
Premium content protection over wired displays (HDMI* and DisplayPort*).

Id. at 44
Intel’s “UHD” processor nomenclature also indicates support for HDCP 2.2:

Another change from 7 Gen to 8 Gen will be in the graphics. Intel is upgrading the
nomenclature of the integrated graphics from HD 620 to UHD 620, indicating that the
silicon is suited for 4K playback and processing. During our pre-briefing it was
categorically stated several times that there was no change between the two, however we
have since confirmed that the new chips will come with HDCP 2.2 support as standard for
DP1.2a, removing the need for an external LSPCON for this feature. Other than this
display controller change however, it appears that these new UHD iGPUs are
architecturally the same as their HD predecessors.

https://www.anandtech.com/show/11738/intel-launches-8th-generation-cpus-starting-with-kaby-lake-
refresh-for-15w-mobile.

HDCP 2.2 is implemented in Intel-based systems with Core-i series Processors within the Converged Security
& Manageability Engine (CSME) also known as the Management Engine (ME). The CSME contains a
processor (x86 core) which executes instructions including but not limited to the uKernel/OS, drivers, services,
and applications for the CSME.
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[§)

blackhat CSME HW Overview & Capabilities

f PCH Primary Fabrc. B/ B M =] . CPU: Intel 32 bits processor (i486)
| | mllm o supporting rings, segmentation and MMU for
[7 |7 |7 7 ] 9 — page management
. = ’ " ’ e’ [ s fale "o [|{(21||| © SRAM: Isclated RAM (~1.5 MB) from host

’g covim * ROM: HW root of trust of CSME Firmware

El Bl + System Agent: Allows CPU to securely

e — Cov access SRAM and enforce access control to

: / Nttt —— SRAM from internal/external devices by

| CSME . ——1] using IOMMU (i.e. control DMA access)

+ Manageability Devices: used for manageability and  * OCS (Offload & Cryptography _
redirection (USB-R, IDE-R, KT, KVM etc.) Subsystem): Crypto HW accelerator with

* Protected Real Time Clock: used for monotonic DA SRS nd ScIs ey Slorege. (S45)

counters (anti-replay protection) and as protected time * Gasket: interface to PCH fabric & CSME 10
devices (TPM, HECI etc.)

L ——

« CSME applications are running at ring3

* CSME TCB ensure CSME applications are isolated from each
others including their data kept in NVM
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[sow “iguration (overciocking)
( [ y . e
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[owrd rie | Mrex RentWake: Support for concurrent Wake On LAN
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ld. at 23.
One such application is “PAVP” which provides HDCP capabilities within the Intel processor.

+ CSME applications are running at ring3

« CSME TCB ensure CSME applications are isolated from each
others including their data kept in NVM

e Applications:

AMT: Manageabllity Including network stack

IP loading: ISH, Audio, Camera

PAVP: PlayReady, Widevine, HDCP

Hotham: Debug mailbox with SW

WAPPS: AMT 3" party storage

ICC: Integrated Clock Configuration {overclocking)
PTT: TPM 2.0 implementation

DAL: Dynamic Intel signed applications loading
RmtWake: Support for concurrent Wake On LAN

AMT

[

[P Lloading [ DRMs | Hotham | waPPS
|__icc  [erriem) [ DAL | RmtWake
(
(

Services

qIpsAs

- W NN O

Drivers

Driver System Manager

> Jirtual File e
Crypto l\.vl\,oll.l Process IE'“"D""”

Id.

Upon information and belief, the Accused Product is compliant with the High-bandwidth Digital Content
Protection System Revision 2.2 (“HDCP 2.2”) protocol. The Accused Product supports HDCP 2.2 for
protecting content between devices.

For the purpose of this specification. 1t 15 assumed that the Audiovisual content 15 transmitted over
a HDMI based wired display link. Tn an HDCP System, two or more HDCP Devices are
mterconnected through an HDCP-protected Interface. The Audiovisual Content flows from the
Upstream Content Control Function mto the HDCP System at the most upstream HDCP
Transmitter. From there the Audiovisual Content encrypted by the HDCP System, referred to as
HDCP Content, flows throngh a tree-shaped topology of HDCP Recetvers over HDCP-protected
Interfaces. This specification describes a content protection mechanism for: (1) authentication of
HDCP Receivers to their immediate upstream connection (1e. an HDCP Transmitter), (2)
revocation of HDCP Receivers that are determined by the Dagital Content Protection, LLC, to be
wvalid, and (3) HDCP Encryption of Audiovisual Content over the HDCP-protected Interfaces
between HDCP Transmitters and therr downstream HDCP Receivers. HDCP Recervers may
render the HDCP Content m audio and visual form for human consumption. HDCP Receivers
may be HDCP Eepeaters that serve as downstream HDCP Transmutters emutting the HDCP
Content further downstream to one or more additional HDCP Receivers.

High-bandwidth Digital Content Protection System Mapping HDCP to HDMI Revision 2.2 13 February, 2013
(“HDMI HDCP 2.2”) at 5.
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There are three elements of the content protection system. Each element plays a specific role i the
system. First, there 1s the authentication protocol, through which the HDCP Transmitter verifies
that a given HDCP Recerver is licensed to recetve HDCP Content. The authentication protocol 1s
implemented between the HDCP Transmutter and 1ts comesponding downstream HDCP Receiver.
With the legitimacy of the HDCP Recewer determined, encrypted HDCP Content 15 transnutted
between the two devices based on shared secrets established duning the authentication protocol.
This prevents eavesdropping devices from utilizing the content. Finally. in the event that legitimate
devices are compromised to permit unauthorized use of HDCP Content, renewability allows an
HDCP Transmutter to identify such compromised devices and prevent the transmission of HDCP
Content.

This document contains chapters describing in detail the requirements of each of these elements. In
addition, a chapter is devoted to describing the cipher structure that is used in the encryption of
HDCP Content.

Id. at 9.

The Accused Product is an HDCP Device, and more specifically an HDCP 2.2-compliant Device, capable of
functioning as an HDCP Transmitter and that implements required functionality of HDMI HDCP 2.2 including
the functions required by the HDCP Transmitter State Diagram.

The state machmes m this specification define the required behavior of HDCP Devices. The link-
visible behavior of HDCP Devices implementing the specified state machines must be identical,
even if implementations differ from the descriptions. The behavior of HDCP Devices
implementing the specified state machines must also be identical from the perspective of an entity
outside of the HDCP System.

Implementations must include all elements of the content protection system described herein,
unless the element 15 specifically identified as mformative or optional. Adopters must also ensure
that implementations satisfy the robustness and compliance rules described mn the technology
license.

Id. at 5.

HDCP 2.2-compliant Device. An HDCP Device that 15 designed mn adherence to HDCP 2.2 15
referred to as an HDCP 2. 2-compliant Device.

Id. at 6.
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HDCP Device. Any device that contains one or more HDCP-protected Interface Port and is
designed in adherence to HDCP is referred to as an HDCP Device.
ld. at 7.
Hl: Al:
Transmit Low- Enown HDCP2 Al Al: Al: As:
value Content ('nEnb]e Rx Exchange irn Localitv Check Exchange i, Anthenticated
CP desired and
HDCP2 Capable . Thsm-_n i o Done o] Done -
CP Not Desiredl * uthentication
l« Fail]
_ Eail
- REAUTH REQ
Ad: recerved
Test for Repeater -
- Done
Mot an HDCP Repeater -
Af: AT
Wait for Receiver . lie.ceiver i)
ID List List
HDCP - READY asserte
Repeater READY - Done and Content
T Stream Management
- _J, Timeout| information already
Fail transmitted
. a
Done
A9:
Content Stream
A8: Management
Send Receiver ID List
acknowledzement
Done and Content Stream
| Management information not yet | Success or
- fransmitted = Fall
Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram
Id. at 27-30.
The Accused Product controls delivery of protected content to a second device.
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"17. A system for controlling the transmission of protected content from a content provider to a requesting device, the content provider comprising:"

2.1  Overview
The HDCP authentication protocol 1s an exchange between an HDCP Transmitter and an HDCP

Recerver that affirms to the HDCP Transnutter that the HDCP Recerver 1s authorized to recewve
HDCP Content. It 1s comprnised of the following stages

+  Authentication and Key Exchange (AKE) — The HDCP Recerver’s public key certificate
1s verified by the HDCP Transmuitter. A Master Key I, 1s exchanged.

* Locality Check — The HDCP Transnutter enforces locality on the content by requirng
that the Round Trip Time (RTT) between a pair of messages 1s not more than 20 ms.

*  Session Key Exchange (SKE) — The HDCP Transnutter exchanges Session Key k; with
the HDCP Recerver.

*  Authentication with Repeaters — The step 1s performed by the HDCP Transmuitter only
with HDCP Repeaters. In this step, the repeater assembles downstream topology
mnformation and forwards it to the upstream HDCP Transmitter.

Successful completion of AKE and locality check stages affirms to the HDCP Transmutter that the
HDCP Receiver 1s authorized to recerve HDCP Content. At the end of the authentication protocol,
a communication path 1s established between the HDCP Transmutter and HDCP Recerver that only
Authorized Devices can access.

Id. at 11.
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"means for receiving a certificate of the requesting device, the certificate providing information for validating the requesting device as being compliant with
a set of compliancy rules;"

means for receiving a certificate of the The Accused Product comprises means for receiving a certificate of the requesting device, the certificate
requesting device, the certificate providing information for validating the requesting device as being compliant with a set of compliancy rules.
providing information for validating the
requesting device as being compliant with | For example, the Accused Product comprises a receiver and a microprocessor programmed with software for
a set of compliancy rules; receiving a certificate of the requesting device, e.g., certrx, as part of the Authentication and Key Exchange
(AKE) stage of the HDCP 2.2 protocol, the certificate providing information for validating the requesting
device as being compliant with a set of compliancy rules.

The certificate, certry, includes a Receiver ID for the second device, Receiver Public Key for the second device,
and a cryptographic signature, amongst other information.

The HDCP Receiver is issued 1024-bit RSA public and private keys. The public key 1s stored n a
Public Key Certificate issued by DCP LLC. denoted by cert,,. Table 2.1 gives the fields contained
in the certificate. All values are stored m big-endian format.

Name Size Bit Function
(bits) | position
Recetver | 40 4175:4136 | Unique recerver identifier. It has the same format as an HDCP 1x KSV ie. 1t

D contains 20 ones and 20 zeroes

Recewver 1048 | 4135:3088 | Unique RSA public key of HDCP Recerver denoted by kpub,,. The first 1024
Public bats 1s the big-endian representation of the modulus n and the trailing 24 bits
Key 1s the big-endian representation of the public exponent e

Reserved? | 4 3087:3084 | Reserved for future defimtion. Must be 0x0 or Ox1.

Reservedl | 12 3083:3072 | Reserved for future definition. Must be 0x000

DCP LLC | 3072 | 30710 A cryptographic signature calculated over all preceding fields of the
Signature certificate. RSASSA-PKCS1-v1 5 is the signature scheme used as defined by
PKCS #1 V2.1: RSA Cryptography Standard. SHA-256 15 the underlying
hash function

Table 2.1. Public Key Certificate of HDCP Receiver

HDMI HDCP 2.2 at 11.

Public Key Certificate. Each HDCP Receiver is issued a Public Key Certificate signed by DCP
LLC, and contams the Recerver ID and RSA public key comesponding to the HDCP Recerver.

Id. at 8.

The Accused Product receives the certificate from the second device as part of the AKE stage, irrespective of
whether the Accused Product has a Master Key km stored corresponding to the Receiver ID.
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"means for receiving a certificate of the requesting device, the certificate providing information for validating the requesting device as being compliant with
a set of compliancy rules;"

HDCP Transmitter [Device Al HDCP Receiver [Device B]

Initiate

Generate 1, _a_uth_en_ucfuon: AKE_Init

A I —
== Read certilicae
i AKE_Send_Cert |
g 5 P

Verify signature on the o

certificate using kpuby,, ol
Write encrypted &,

Generate &, Encrypt &, 1 AKE No_Stored_km

with fpibx - ™ Decrypt ky with kpiiv

Verify integrity of SRM @ = Read 1] Computc H*=TIMAC-SHA256(r..|| RxCaps |

Perform revocation check S = AKE_Send_H_prime} TxCaps, ki
(= —

Compute H and verify H==H" —‘L «—" Read Bk
§ - AKE_Send_Pairing_Infe
] E ] Compute Eg(k!
Store my, Ky, and Bk, along w! .-______-——-—"'_

with Receiver I}

Figure 2.1. Authentication and Kev Exchange (Without Stored &)

Id. at 12.
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"means for receiving a certificate of the requesting device, the certificate providing information for validating the requesting device as being compliant with
a set of compliancy rules;"

HDCP Transmitter [Device A HDCP Receiver [Device B]

Initiate
| authentication: AKE_Init
T T ——

Generate 1,

.

== Read certificate:
S5 AKE_Send Cert
n = T
Retrieve stored By * _‘____—-"“'"_r
and m corresponding to Write Eqhy,) and m-
Recelver I | AK Kﬁ_élgre_d_km
g < T ™ nee ryts Fffed 1o derive &,
Verify integrity of SRM S = Read H- | Compute H"=HMAC-SHA256(r.|| RxCaps |
Perform revocation check 3 5 AKE_Send_H_prime| TxCaps, ki

Compute H and verify H==H" ¥ e

Figure 2.2. Authentication and Key Exchange (With Stored k)

Id.

The Accused Product receives the certificate from the second device as part of the AKE_Send_Cert message.

Reads AKE Send Cert from the recerver contamning cert,,, a 64-bit psendo-random value
(7 and RxCaps. REPEATER bit in RxCaps mdicates whether the connected recetver 15
an HDCP Repeater. If REPEATER is set to one, it indicates the recetver 15 an HDCP
Repeater. If REPEATER 15 zero, the recerver is not an HDCP Eepeater. The
AKE Send Cert message nust be available for the transnutter to read within 100 ms
from the time the transmitter finishes writing the AKE Init message parameters to the
HDCP Recetver. If the AKE Send Cert message is not available for the transmuitter to
read within 100 ms, the transmitter aborts the authentication protocol.

Id. at 13.

The HDCP Recerver

*  Makes available the AKE Send Cert message for the transmitter to read in response to
AKE Imit The AKE Send Cert message must be available for the transmutter to read
within 100 ms from the time the transmitter finishes writing the AKE_Tnit message

parameters to the HDCP Recerver.
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"means for receiving a certificate of the requesting device, the certificate providing information for validating the requesting device as being compliant with
a set of compliancy rules;"

Id. at 14.
422 AKE_Send_Cert (Read)
The HDCP Transmitter attempts to read AKE_Send_Cert begmning with cart,, within 100 ms
after writing the AKE_Init message 1.e. after the last byte of TxCaps has been written.
Svntax No. of Bytes
AKE Send Cert {
msg_id (=3) 1
cert,[4175.0] 522
Pl 63..0] 8
RxCaps 3
}
Table 4.3. AKE_Send_Cert Format
Id. at 57.
The certificate provides information for use in determining, for example, whether the certificate conforms with
the format established by the HDCP specification (see id. at 11, excerpted above) and indicates a valid
signature and a Receiver ID that is not in a revocation list.
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"means for receiving a certificate of the requesting device, the certificate providing information for validating the requesting device as being compliant with
a set of compliancy rules;"

e  Extracts Receiver ID from cerip

o If the HDCP Transmitter does not have a 128-bit Master Key £k, stored
corresponding to the Receiver ID (See Section 2.2.1)

= Vernfies the signature on the certificate using kpubsy, Failure of
signature verification constitutes an authentication failure and the
HDCP Transmutter aborts the authentication protocol.

=  Generates a psendo-random 128-bit Master Key &,. Encrypts &, with
kpub,, (Egus(fm)) and sends AKE No_Stored_km message to the
receiver containing the 1024-bit Eg,p(fn). RSAES-OAEP encryption
scheme must be used as defined by PKCS #1 V2.1: RSA
Cryptography Standard SHA-256 1s the underlying hash function.
The mask generation function used 153 MGF1 which uses SHA-256 as
its underlying hash function.

»  Verfies mtegrity of the System Renewability Message (SEM). It does
this by checking the signature of the SRM using kpubay,. Failure of
this integrity check constitutes an authentication failure and causes the
HDCP Transnutter to abort authentication protocol.

The top-level HDCP Transmitter checks to see if the Receiver ID of
the connected device is found in the revocation list. If the Receiver ID
of the connected HDCP Device 15 found i the revocation list,
authentication fails and the authentication protocol 1s aborted. SEIM
mntegrity check and revocation check are performed only by the top-
level HDCP Transmitter.

Id. at 13.

A valid signature in the certificate indicates, for example, that the second device is compliant with a set of
compliance rules of the HDCP specification.

1.9 “Compliance Rules” means the technical requirements set out in Exhibit C, as
such exhibit may be amended by Licensor from time to time in accordance with
the terms of this Agreement.

HDCP  License  Agreement, March 6, 2017, at 2, available at https:/digital-
cp.com/sites/default/filesrHDCP%20License%20Agreement March%206%2C%202017 FOR%20REVIEW
%200NLY .pdf.
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"means for receiving a certificate of the requesting device, the certificate providing information for validating the requesting device as being compliant with
a set of compliancy rules;"

EXHIBIT C
COMPLIANCE RULES

Adopter agrees to comply with all terms and conditions of these Compliance Rules, which may
be amended from time to time by Licensor in accordance with Section 5 of this Agreement.

Id. at Exhibit C.

See also:

65




Case 1:20-cv-01241-CFC DOB‘:@EQ&HR] o.Fél,ﬁgé,)%a?@Igimpflpe 112 of 258 PagelD #: 5884

"means for receiving a certificate of the requesting device, the certificate providing information for validating the requesting device as being compliant with
a set of compliancy rules;"

HI: Al
Transmit Low- Known HDCP2 Al Al Ad: A5
yalue Content Capable Rx Exchangely  Localitv Check _Exchangel,  _Authenticated
CF desired and
FDCP2 Capable " | — ms? o fDone pf Done >
! 't
CP Not Desired] ~
e Faill
_ Fail
- REAUTH REQ
Ad: received
Test for Repeater d
- Done
Mot an HDCF Repeater -
Af: AT
Wait for Receiver - .0 l-le.ceiver m
ID List " Tic
-
HDCP - - BEADY asserted
Repeater READY L Done and Content
- Stream Management
- _J, Timeout] information already
Fail transmutted
jt— — -
Done
AQ:
Content Stream
AS: Management
Send Receiver ID List
acknowledzement
Done and Content Stream
| Management information not yet | Success or
b transmitted o Fail

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram

HDMI HDCP 2.2 at 27.

State Al: Exchange k. In tlus state, the HDCP Transmitter mitiates authentication by writing
AKE Tt message to the HDCP Receiver. It reads AKE Send Cert from the recerver withun 100
ms after writing the AKE Init message.

Id. at 28.
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"means for validating that the requesting device is compliant with the set of compliancy rules using said information contained in said certificate;"

means for validating that the requesting
device is compliant with the set of
compliancy rules using said information
contained in said certificate;

The Accused Product comprises means for validating that the requesting device is compliant with the set of
compliancy rules using said information contained in said certificate.

For example, the Accused Product comprises a microprocessor programmed with software for validating
that the requesting device is compliant with the set of compliancy rules using said information contained in
said certificate.

The Accused Product determines, as part of the Authentication and Key Exchange (AKE) stage, whether the
second device is compliant with a set of compliancy rules using the information contained in the certificate,
e.g., certrx. For example, certr includes a Receiver ID, Receiver Public Key, and a cryptographic signature.

The HDCP Receiver is issued 1024-bit RSA public and private keys. The public key 1s stored i a
Public Key Certificate issued by DCP LLC. denoted by cert,,. Table 2.1 gives the fields contained
in the certificate. All values are stored m big-endian format.

Name Size Bit Function
(bits) | position
Recetver | 40 4175:4136 | Unique recerver identifier. It has the same format as an HDCP 1x KSV ie. 1t

D contains 20 ones and 20 zeroes

Recewver 1048 | 4135:3088 | Unique RSA public key of HDCP Recerver denoted by kpub,,. The first 1024
Public bats 1s the big-endian representation of the modulus n and the trailing 24 bits
Key 1s the big-endian representation of the public exponent e

Reserved? | 4 3087:3084 | Reserved for future defimtion. Must be 0x0 or Ox1.

Reservedl | 12 3083:3072 | Reserved for future definition. Must be 0x000

DCP LLC | 3072 | 30710 A cryptographic signature calculated over all preceding fields of the
Signature certificate. RSASSA-PKCS1-v1_5 is the signature scheme used as defined by
PKCS #1 V2.1: RSA Cryptography Standard. SHA-256 1s the underlying
hash function

Table 2.1. Public Key Certificate of HDCP Receiver

HDMI HDCP 2.2 at 11.

The Accused Product determines, for example, whether the certificate conforms with the format established
by the HDCP specification (see id. at 11, excerpted above) and indicates a valid signature and a Receiver ID
that is not in a revocation list.
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"means for validating that the requesting device is compliant with the set of compliancy rules using said information contained in said certificate;"

s  Extracts Receiver ID from certy,

o If the HDCP Transmitter does not have a 128-bit Master Key &, stored
corresponding to the Receiver ID (See Section 2.2.1)

» Venfies the signature on the certificate usmg kpubs, Failure of
signature verification constitutes an authentication failure and the
HDCP Transnutter aborts the authentication protocol.

=  Generates a pseudo-random 128-bit Master Key k&, Encrypts &, with
kpub,, (Eg,s(km)) and sends AKE No_Stored km message to the
recerver containing the 1024-bit Egpifm). RSAES-OAEP encryption
scheme must be used as defined by PKCS #1 V2.1: RSA
Cryptography Standard. SHA-256 1s the underlying hash function.
The mask generation function used 1s MGF1 which uses SHA-256 as
its underlyving hash function.

=  Venfies mtegrity of the System Renewability Message (SRM). It does
this by checking the signature of the SEM using kpubgs,. Failure of
this integrty check constitutes an authentication failure and causes the
HDCP Transmutter to abort authentication protocol.

The top-level HDCP Transmutter checks to see if the Recerver ID of
the connected device i1s found in the revocation list. If the Receiver ID
of the comnected HDCP Device is found in the revocation list,
authentication fails and the authentication protocol 1s aborted. SRM
mntegrity check and revocation check are performed only by the top-
level HDCP Transmitter.

Id. at 13.

A valid signature in the certificate indicates, for example, that the second device is compliant with a set of
compliance rules of the HDCP specification.

1.9 “Compliance Rules” means the technical requirements set out in Exhibit C, as
such exhibit may be amended by Licensor from time to time in accordance with
the terms of this Agreement.

HDCP License Agreement, March 6, 2017, at 2.
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"means for validating that the requesting device is compliant with the set of compliancy rules using said information contained in said certificate;"

Id. at Exhibit C.

See also:

EXHIBIT C
COMPLIANCE RULES

Adopter agrees to comply with all terms and conditions of these Compliance Rules, which may
be amended from time to time by Licensor in accordance with Section 5 of this Agreement.

HI1: Ad:
Transmit Low- Known HDCP2 Al: Al A3 As:
value Content (':lEnble Rx Exchange ki Localitv Check Exchanze I Authenticated
CP desired and
HDCP2 Capable " | — mSF?iﬂ . jDome pflome
! t1
CP Not Desired] ~"
il
_ Fail
- REAUTH REQ
Ad: recerved
Test for Repeater -
Dione

Not an HDCP Bepeater -

Ad: AT
Wait for Receiver Verifv l-ie-ceiver i)

ID List " Tic

FDCP , e READY asserted

Repeater | READY L Done and Content
- Stream Management
e _ . Timeout] information already
Fail transmitted
. E
Done
AQ:
Content Stream
As: Management
Send Receiver ID List
ackmowledzement
Done and Content Stream
| Management information not yet | Success or
= fransmitted o Fail

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram
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"means for validating that the requesting device is compliant with the set of compliancy rules using said information contained in said certificate;"

HDMI HDCP 2.2 at 27.

State AQ: Rx Known to be HDCP 2 Capable. If state A0 1s reached when content protection 1s
desired by the Upstream Content Control Function, authentication must be started immediately by
the transmuatter 1f the recerver 1s HDCP 2 capable. A wvalid video screen 1s displayed to the user
with encryption disabled duning this time.

Transition A0:Al. The transmutter mitiates the authentication protocol

State Al: Exchange k,. In this state. the HDCP Transmitter mitiates authentication by writing
AKE TInit message to the HDCP Recerver. It reads AKE Send Cert from the recetver within 100
ms after wrniting the AKE _Init message.

If the HDCP Transnutter does not have k,, stored comrespondmng to the Receiver ID, 1t generates
Epmp(fom) and sends Egp(fn) as part of the AKE No_Stored_km message to the receiver after
verification of signature on cert,. It performs integrity check on the SEM and checks to see
whether the Receiver ID of the connected HDCP Device 1s m the revocation list. It computes H,
reads AKE Send H pnime message from the receiver contammg A’ withim one second after
writing AKE No Stored km to the recerver and compares H' agamst H.

If the HDCP Transmutter has k&, stored corresponding to the Receiver ID. it writes
AKE Stored_km message contaming Epi(ky) and m to the receiver, performs mtegrity check on
the SEM and checks to }see whether the Recefver ID of the connected HDCP Device 1s i the
revocation list. It computes H. reads AKE Send H pnime message from the recerver contaming
H’ within 200 ms after writing AKE,_ Stored km to the receiver and compares H against H.

Id. at 28.
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"means for transmitting a first signal to the requesting device at a first time when said requesting device is validated as being compliant with the set of

compliancy rules;"

means for transmitting a first signal to the
requesting device at a first time when said
requesting device is validated as being
compliant with the set of compliancy
rules;

The Accused Product comprises means for transmitting a first signal to the requesting device at a first time
when said requesting device is validated as being compliant with the set of compliancy rules.

For example, the Accused Product comprises a transmitter and a microprocessor programmed with software
for transmitting a first signal, e.g., the LC_Init message including rs, to the requesting device at a first time
when said requesting device is validated as being compliant with the set of compliancy rules.

The Accused Product provides the LC_Init message including rn to the second device when the Accused
Product determines in the Authentication and Key Exchange (AKE) stage that the certificate, certyx, indicates
that the second device is compliant with the set of compliancy rules. For example, the certificate, certry,
includes a Receiver 1D, Receiver Public Key, and a cryptographic signature.

The HDCP Recerver 1s 1ssued 1024-bat RSA public and private keys. The public key 1s stored m a
Public Key Certificate 1ssued by DCP LLC. denoted by cer,. Table 2.1 gives the fields contamed
i the certificate. All values are stored m big-endian format.

Name Size | Bit Function
(bits) | position
Recever | 40 4175:4136 | Umque recerver wdentifier. It has the same format as an HDCP 1x KSV 1e 1t

D contams 20 ones and 20 zeroes

Recetver 1048 | 41353088 | Unique RSA public key of HDCP Receiver denoted by Apub,.. The first 1024
Public bats 15 the big-endian representation of the modulus n and the trailling 24 bats
Key 15 the big-endian representation of the public exponent e

Reserved? | 4 3087:3084 | Reserved for future definition. Must be 0x0 or Ox1.

Reservedl | 12 3083:3072 | Reserved for future defimition. Must be 0x000

DCP LLC | 3072 | 30710 A cryptographic signature calculated over all preceding fields of the
Signature certificate. RSASSA-PKCS1-v1_5 1s the signature scheme used as defmed by
PEKCS #1 V2.1: RSA Cryptography Standard SHA-256 1s the underlying
hash function

Table 2.1. Public Key Certificate of HDCP Receiver

HDMI HDCP 2.2 at 11.

2.3 Locality Check
Locality check 1s performed after AKE and pamnng. The HDCP Transmmtter mitiates locality check
by sending a 64-bit pseudo-random nonce r,to the downstream receiver.

The HDCP Transmitter

« Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce 7, to the HDCP Receiver.
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"means for transmitting a first signal to the requesting device at a first time when said requesting device is validated as being compliant with the set of
compliancy rules;"

Id. at 16.

HOCP Transmiter [Deviee Al HDCP Receiver [Device I

Tnitiate
Ciencrale iy _Ii‘l'i.'i!“'} check: [.':I_|11it
Set watchdog timer e

g =
2 :5; Read L
i LC_Send_L_primed Compute 1" = HMACSHA 23605y, ki XOR )
Compute L= HMAC-SHAZ56(1m, ke XOR 1) e

Verify L=1L"

Figure 2.4. Locality Check between HD'CP Transmitter and HDCP Receiver

Id. at 17.

The Accused Product provides the LC_Init message to the second device when, for example, the Accused
Product determines that the certificate conforms with the format established by the HDCP specification (see
id. at 11, excerpted above) and indicates a valid signature and a Receiver ID that is not in a revocation list.
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"means for transmitting a first signal to the requesting device at a first time when said requesting device is validated as being compliant with the set of
compliancy rules;"

s  Extracts Receiver ID from cert,

= If the HDCP Transmitter does not have a 128-bit Master Eey [, stored
corresponding to the Receiver ID (See Section 2.2.1)

» Venfies the signature on the certificate vsmg kpubsy. Failure of
signature verification constitutes an authentication failure and the
HDCP Transmitter aborts the authentication protocol

*  Generates a psendo-random 128-bit Master Key k. Encrypts k&, with
kpub,, (Eg,s(km)) and sends AKE No_Stored km message to the
recerver containing the 1024-bit Egyp(fan). RSAES-OAEP encryption
scheme must be used as defined by PKCS #1 V2.1: RSA
Cryptography Standard. SHA-256 15 the underlying hash function.
The mask generation function vsed i1s MGF1 which uses SHA-256 as
its underlying hash function.

»  Verfies mtegrity of the System Renewability Message (SRM). Tt does
this by checking the signature of the SEM using kpubgy. Failure of
this mtegnty check constitutes an authentication failure and causes the
HDCP Transmitter to abort authentication protocol.

The top-level HDCP Transnutter checks to see if the Receiver ID of
the connected device i1s found i the revocation hst. If the Receiver ID
of the connected HDCP Device 15 found in the revocation list,
authentication fails and the authentication protocol 1s aborted. SEM

mtegrity check and revocation check are performed only by the top-
level HDCP Transmitter.

Id. at 13.

A valid signature in the certificate indicates, for example, that the second device is compliant with a set of
compliance rules of the HDCP specification.

1.9 “Compliance Rules” means the technical requirements set out in Exhibit C, as
such exhibit may be amended by Licensor from time to time in accordance with
the terms of this Agreement.

HDCP License Agreement, March 6, 2017, at 2.
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"means for transmitting a first signal to the requesting device at a first time when said requesting device is validated as being compliant with the set of
compliancy rules;"

EXHIBIT C
COMPLIANCE RULES

Adopter agrees to comply with all terms and conditions of these Compliance Rules, which may
be amended from time to time by Licensor in accordance with Section 5 of this Agreement.

Id. at Exhibit C.

See also:
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Figure 2.11. HDCP Transmitter Authentication Protocol State Diagram
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"means for transmitting a first signal to the requesting device at a first time when said requesting device is validated as being compliant with the set of
compliancy rules;"

HDMI HDCP 2.2 at 27.

Transition Al: A2, The HDCP Transmutter implements locality check after successful completion
of AKE and pairing.

State A2: Locality Check. In this state, the HDCP Transmitter implements the locality check as
explamed i Section 2.3 with the HDCP Receiver.

Id. at 28.
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"means for receiving a second signal at a second time from the requesting device;"

means for receiving a second signal at a
second time from the requesting device;

device.

requesting device.

HOCF Transmiter [Deviee A)

Cicncrale Ty

Set watchdog timer

Compute L= HMACSHAZ56(5, ky XOR J[—r}i ot —

Verify L=1L"

HDMI HDCP 2.2 at 17.

The HDCP Receiver

Tnniniisie

Qg
U

locality check: LC_Init

B

Read L
LE_Send_L_prime |

The Accused Product comprises means for receiving a second signal at a second time from the requesting

For example, the Accused Product comprises a receiver and a microprocessor programmed with software for
receiving a second signal, e.g., the LC Send L prime message including L’, at a second time from the

HOCF Receiver [Trevice 1)

Compute L. = HMACEHAZ 560, iy NOR 5

Figure 2.4. Locality Check between HD'CP Transmitter and HDCP Receiver

Computes a 256-bit value L' =HMAC-SHA256(r,. kg XOR ).

Makes LC Send L prime message containing 256-bit L available for the transnmtter to
read mmediately after computation of L’ to ensure that the message is received by the
transmmtter within the specified 20 ms timeout at the transmutter.
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"means for receiving a second signal at a second time from the requesting device;"

Id. at 16.

Id. at 59.

2.3 Locality Check

Locality check 1s performed after AKE and paming. The HDCP Transmitter mitiates locality check
by sending a 64-bit pseudo-random nonce 7, to the downstream receiver.

The HDCP Transmitter

» Initiates locality check by writing the LC Init message containing a 64-bit pseudo-

random nonce 7, to the HDCP Receiver.

. Sets its watchdog timer to 20 ms. The LC Send L_prime message must be received by
the transmitter within 20 ms from the time the transmitter finishes writing the LC Init
message parameters to the HDCP Receiver. Locality check fails if the watchdog timer
expires before the last byte of the L.C Send 1. prime message is received by the
transmitter. The transmitter then aborts the authentication protocol.

. Computes L = HMAC-SHA256(r, . kg XOR 1;,) where HMAC-SHAZ256 is computed
over 7, and the key used for HMAC is kg XOR 7. where 7, is XORed with the least-

significant 64-bits of kg.

. Onreading LC Send L prime message from the receiver, compares L and L. Locality

check fails if L is not equal to L.

427 LC_Init (Write)

Syntax

No. of Bytes

LC_Init {
msg id (=9)
1[63..0]

Table 4.9. LC_Init Format

428 LC_Send_L_prime (Read)

The LC Send L prime message must be available for the transmitter to read within 20 ms from
the time the transmitter finishes writing the LC_Init message parameters to the HDCP Receiver i.e.

atter the last byte of r;, has been written.

Syntax

No. of Bytes

LC_Send L prime{
msg id (=10)
L255.0]

1
32

Table 4.10. LC_Send_L_prime Format
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"means for receiving a second signal at a second time from the requesting device;"

See also:

Id. at 27.

Id. at 28.

HI:

Ab:

Transmit Low- Known HDCP2 Al AL A3 AS:
value Content Capahle Rx Exchange . Localitv Check Exchanze I, Authenticated
CP desired and
HDCP2 Capable : msmﬁ : Done p| Done >
CP Not Desired] * uthentication
o Fail
_ Fail
- EEAUTH REQ
Ad: recetved
Test for Repeater -
Done
Not an HDCP Repeater »-
Ad: AT
Wait for Receiver Verifr l-{e.ceivel' m
ID List " Jic
HDCP EEADY asserted
Repeater_| READY = b Done and Content
] il Stream Management
- __ . Timeout| information already
Fail transmitted
. E
Done
AQ:
Content Stream
A8: Management
Send Receiver ID List
acknowledgement
Done and Content Stream
| Management information not yet | Success or
= fransmitted = Fail

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram

Transition Al:A2. The HDCP Transmitter implements locality check after successful completion

of AKE and pairing.

State A2: Locality Check. In this state, the HDCP Transmitter implements the locality check as
explamed in Section 2.3 with the HDCP Receiver.

78




Case 1:20-cv-01241-CFC DO&@?’Q&H& o.Félﬁgé,)%a?@Igimpflpe 125 of 258 PagelD #: 5897

"means for providing the protected content to the requesting device after determining the second signal depends on a secret known to the content provider,
and a time difference between the first time and the second time is less than a predetermined time."

means for providing the protected content
to the requesting device after determining
the second signal depends on a secret
known to the content provider, and a time
difference between the first time and the
second time is less than a predetermined
time.

The Accused Product comprises means for providing the protected content to the requesting device after
determining the second signal depends on a secret known to the Accused Product, and a time difference
between the first time and the second time is less than a predetermined time.

For example, the Accused Product comprises a transmitter and a microprocessor programmed with software
for providing the protected content to the requesting device after determining the second signal, e.g., L’,
depends on a secret known to the Accused Product and a time difference between the first time and the
second time is less than a predetermined time.

The HDCP 2.2 Locality Check must be passed prior to session key exchange and establishment of a secure
communications path for the Accused Product to provide protected content to the second device.

The HDCP authentication protocol is an exchange between an HDCP Transmitter and an HDCP
Receiver that affirms to the HDCP Transmitter that the HDCP Receiver is authorized to receive
HDCP Content. It is comprised of the following stages

e Authentication and Key Exchange (AKE) — The HDCP Receiver’s public key certificate
is verified by the HDCP Transmitter. A Master Key £, is exchanged.

e  Locality Check — The HDCP Transmitter enforces locality on the content by requiring
that the Round Trip Time (RTT) between a pair of messages is not more than 20 ms.

*  Session Key Exchange (SKE) — The HDCP Transmitter exchanges Session Key &; with
the HDCP Receiver.

e Authentication with Repeaters — The step is performed by the HDCP Transmitter only
with HDCP Repeaters. In this step. the repeater assembles downstream topology
information and forwards it to the upstream HDCP Transinitter.

Successful completion of AKE and locality check stages affirms to the HDCP Transmitter that the
HDCP Receiver is authorized to receive HDCP Content. At the end of the authentication protocol.
a communication path is established between the HDCP Transmitter and HDCP Receiver that only
Authorized Devices can access.

HDMI HDCP 2.2 at 11.

The Accused Product provides protected content to the requesting device when, as part of the Locality Check:
the L’ received via the LC_Send L prime message depends on a Secret (as determined by matching L’ to
value L which is derived from the secret (e.g., L is computed based on kg, which is based on dkeyo and dkeys,
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"means for providing the protected content to the requesting device after determining the second signal depends on a secret known to the content provider,
and a time difference between the first time and the second time is less than a predetermined time."

each of which is based on the Master Key, km)); and a time between the providing of the LC_Init message and
receiving L’ via the LC_Send L prime message is less than a predetermined time of 20 ms.

2.3 Locality Check

Locality check is performed after AKE and pairing. The HDCP Transmitter initiates locality check
by sending a 64-bit pseudo-random nonce 7, to the downstream receiver.

The HDCP Transmitter

. Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce 7, to the HDCP Receiver.

«  Sets its watchdog timer to 20 ms. The LC Send L _prime message must be received by
the transmitter within 20 ms from the time the transmitter finishes writing the LC Init
message parameters to the HDCP Receiver. Locality check fails if the watchdog timer
expires before the last byte of the LC Send L prime message is received by the
transmitter. The transmitter then aborts the authentication protocol.

. Computes L = HMAC-SHA256(r, . ks XOR 7,,) where HMAC-SHA256 1s computed
over 7, and the key used for HMAC is kg XOR 7. where 7, is XORed with the least-

significant 64-bits of ky.

. Onreading LC Send L prime message from the receiver. compares L and L. Locality
check fails if L is not equal to L.

Id. at 16.

80




Case 1:20-cv-01241-CFC Do&léngg{eHRl o.Fé',ﬁﬂé?Qéé?@%imPf‘ﬂe 127 of 258 PagelD #: 5899

"means for providing the protected content to the requesting device after determining the second signal depends on a secret known to the content provider,
and a time difference between the first time and the second time is less than a predetermined time."

HDCP Transmitter [Device A] HDCP Receiver [Device B]
Initiate
Generate 1, _lg.d_]l[_)’ check: LC Init

Set watchdog, timer T T
52
22 Read "

L LC_Send L prime] Compue L' = HMAC-SHA256(r kaXOR 1)
Compute L = HMAC-SHA256(r,, kg XOR 1) l«—
Verify L=1"

Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver
The HDCP Receiver

*  Computes a 256-bit value L’ = HMAC-SHA256(r;,. k4 XOR 1;,).

* Makes LC Send L prime message containing 256-bit L’ available for the transmitter to
read immediately after computation of L’ to ensure that the message is received by the
transmitter within the specified 20 ms timeout at the transmitter.

In the case of a locality check failure due to expiration of the watchdog timer or due to mismatch
of L and L’ at the HDCP Transmitter. locality check may be reattempted by the HDCP Transmitter
for a maximum of 1023 additional attempts(for a maxmmm allowed 1024 total trials) with the
transmission of an LC Init message containing a new 7. Failure of locality check on the first

attempt and subsequent zero or more reattempts results in an authentication failure and the
authentication protocol is aborted.

Id. at 17.
The second signal, e.g., L’, is derived from a secret.
The value of L’ is derived from kg.
Compute L' = HMAC-SHAZ2 5615, ka XOR 1)

Id.

The value of kq is based upon dkeyo and dkey, each of which is derived from km, the Master Key.
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"means for providing the protected content to the requesting device after determining the second signal depends on a secret known to the content provider,
and a time difference between the first time and the second time is less than a predetermined time."

Performs key derivation as explained in Section 2.7 to generate 256-bit ky. kg =

dkeyyg || dkeyy. where dkeygyand dkey, are derived keys generated when ctr = 0

and ctr = 1 respectively. dkeyyand dkey, are in big-endian order.

Id. at 14-15.

Id. at 25.
Master Kev. A 128-bit random. secret cryptographic kev negotiated between the HDCP
Transmitter and the HDCP Receiver during Authentication and Key Exchange and used to pair the
HDCP Transmitter with the HDCP Receiver.

Id. at 8.

Each of km, kq, dkeyo and dkeys is a secret.

Value Confidentiality Integrity Value used by Core Function
Required™? Required™? Core
Functions?
- Yes Yes” Yes Handling of Master Key. during AKE (including Pairing) and
Key Denvation. n plamtext form
ky Yes Yes No N/A
dkey,.dkey,; Yes Yes No N/A

Id. at 67 (abridged).

The Accused Product (transmitter) generates and/or stores the Master Key km and thus knows the secret.
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"means for providing the protected content to the requesting device after determining the second signal depends on a secret known to the content provider,
and a time difference between the first time and the second time is less than a predetermined time."

o If the HDCP Transmitter does not have a 128-bit Master Key £k, stored
corresponding to the Receiver ID (See Section 2.2.1)

* Verifies the signature on the certificate usmg kpubg,. Failure of
signature verification constitutes an authentication failure and the
HDCP Transmuitter aborts the authentication protocol.

»  Generates a pseudo-random 128-bit Master Key £,,. Encrypts £, with
kpub,. (Egup(kn)) and sends AKE No_Stored km message to the
recerver contaming the 1024-bit By, p(kn). RSAES-OAEP encryption
scheme must be used as defined by PKCS #1 V2.1: RSA
Cryptography Standard. SHA-256 is the underlying hash function.
The mask generation function used 1s MGF1 which uses SHA-256 as
its underlying hash function.

Id. at 13.
o If the HDCP Transmitter has a 128-bit Master Key k,, stored corresponding to
the Receiver ID (See Section 2.2.1)
= Sends AKE Stored km message to the recerver with the 128-bat
Euky,) and the 128-bit m comesponding to the Receiver ID of the
HDCP Receiver
Id. at 14.

The Accused Product also knows kg.
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"means for providing the protected content to the requesting device after determining the second signal depends on a secret known to the content provider,
and a time difference between the first time and the second time is less than a predetermined time."

2.3 Locality Check
Locality check is performed after AKE and pairing. The HDCP Transmitter initiates locality check
by sending a 64-bit pseudo-random nonce 7, to the downstream receiver.

The HDCP Transmitter

. Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce 7, to the HDCP Receiver.

«  Sets its watchdog timer to 20 ms. The LC Send L prime message must be received by
the transmitter within 20 ms from the time the transmitter finishes writing the LC Init
message parameters to the HDCP Receiver. Locality check fails if the watchdog timer
expires before the last byte of the LC Send L prime message is received by the
transmitter. The transmitter then aborts the authentication protocol.

. Computes L = HMAC-SHA256(r, . kg XOR 7,,) where HMAC-SHA256 is computed
over 7, and the key used for HMAC is kg XOR r1;,. where 1, 1s XORed with the least-
significant 64-bits of k.

. Onreading LC Send L prime message from the receiver. compares L and L. Locality
check fails if L is not equal to L.

Id. at 16.
HOCF Transminer [Device A] HDCP Receiver [Trevice T
Tunikiate
Ciencrale Ty _kﬁ!lil}' check: [.f‘_'nit
Set watchdog timer ______——h-
o
XS Read L
LC_Send_L_prime] Compute L" = HMACSHA 25641, ki XOR s77)
Compute L= HMAC-SHAZ 36(1, ky XOR o) e
Veniy L=L"
Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver

Id. at 17.

The Accused Product proceeds to session key exchange and providing of the protected content to the second
device after successful completion of the AKE stage and Locality Check.
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"means for providing the protected content to the requesting device after determining the second signal depends on a secret known to the content provider,
and a time difference between the first time and the second time is less than a predetermined time."

2.4 Session Key Exchange

Successtul completion of AKE and locality check stages affirms to HDCP Transmitter that the
HDCP Receiver is authorized to receive HDCP Content. Session Key Exchange (SKE) is initiated
by the HDCP Transmitter after a successful locality check. The HDCP Transmitter sends
encrypted Session Key to the HDCP Receiver at least 200 ms before enabling HDCP Encryption
and beginning the transmission of HDCP Content. HDCP Encryption may be enabled 200 ms after
the transmission of the encrypted Session Key to the HDCP Receiver and at no time prior. Content
encrypted with the Session Key £ starts to flow between the HDCP Transmitter and HDCP
Receiver. HDCP Encryption must be enabled only after successful completion of AKE, locality
check and SKE stages.

Id. at 17.

3.1 Data Encryption
HDCP Encryption 1s applied at the mput to the TM D S. Encoder and decryption 1s applied at the
output of the TM.D.S. Decoder (Figure 3-1). HDCP Encryption consists of a bit-wise exclusive-or
(XOR) of the HDCP Content with a pseudo-random data stream produced by the HDCP Cipher.

HDCP Transmitter HDCP Receiver

HDCP HDCP
Cipher Cipher

TM.DS. —pl T.MD.S.
Encoder Decoder

Encrypted
XOR TMDS. XOR
Link

Figure 3-1. HDCP Encryption and Decryption

Bitwise Bitwise

Id. at 50.

See also:
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"means for providing the protected content to the requesting device after determining the second signal depends on a secret known to the content provider,
and a time difference between the first time and the second time is less than a predetermined time."

HI: Af:
Transmit Low- Known HDCF2 AlL: Al: Al AS:
value Content Capable Rx Exchange fn Localitv Check Exchange k. _Authenticated
———————— e —— A —— — e
CP desired and
HDCP2 Capable | ms? o Done pf Done >
CP Not Desiredf “"="%*%°"
o Fail
_ Fail
- REAUTH REQ
Al received
Test for Repeater -
- Daone
Not an HDCP Repeater -
Ab: AT
Wait for Receiver Verifv l-ie.ceiver m
ID List " Tic
HDCP - READY asserte
Repeater_| READY L Done and Content
T Stream Management
- _ 4. Timeout| information already
Fail transmutted
- a
Done
AQ:
Content Stream
A8: Manazement
Send Receiver ID List
acknowledzement
Done and Content Stream
| Management information not yet | Success or
- Tansmitted o Fail

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram

Id. at 27.
Transition Al: A2, The HDCP Transmutter implements locality check after successful completion
of AKE and pairing.
State A2: Locality Check. In this state, the HDCP Transmitter implements the locality check as
explamed i Section 2.3 with the HDCP Receiver.

Id. at 28.
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"means for providing the protected content to the requesting device after determining the second signal depends on a secret known to the content provider,
and a time difference between the first time and the second time is less than a predetermined time."

Transition A2:A3. The HDCP Transmutter implements SKE after successful completion of
locality check.

State A3: Exchange k.. The HDCP Transmitter sends encrypted Session Key, Egq(%). and 1 to
the HDCP Receiver as part of the SKE_Send FEks message. It may enable HDCP Encryption 200

ms after sending encrypted Session Key. HDCP Encryption must be enabled only after successful
completion of AKE_ locality check and SKE stages.

Transition A3:A4. This transition occurs after completion of SKE.

Id. at 28-29.
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"49. A first device for controlling delivery of protected content to a second device, the first device comprising:"

49. A first device for controlling delivery | Each of the HP Product and the Intel Product is a first device for controlling delivery of protected content to a
of protected content to a second device, the | second device, and is referred to herein as an “Accused Product.”
first device comprising:

For example, the HP Product is an HDMI transmitter with HDCP 2.2 for controlling delivery of protected
content to another device, such as an HDMI receiver with HDCP 2.2.

HP, HP ProBook x360 11 G6 EE Notebook PC, https://store.hp.com/us/en/pdp/hp-probook-x360-11-g6-ee-
notebook-pc.
The HP Product includes an HDMI 2.0a port and a 10th Generation Intel® Core™ i3-10110Y Processor (the

“Intel Processor”) integrated with the Intel UHD Graphics 615 graphics processor (the “Intel GPU”) that
enable delivery of protected content to another device.
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"49. A first device for controlling delivery of protected content to a second device, the first device comprising:"

Product specifications

HP Data Sheet AMS NB - HP ProBook x360 11 G6 EE Notebook PC Datasheet EN 12-2019
Operating system Windows 10 Pro 64

Processor family 10th Generation Intel® Core™ i3 processor

Processor Intel® Core™ i3-10110Y with Intel® UHD Graphics (1 GHz base frequency,

up to 4 GHz with Intel® Turbo Boost Technology, 4 MB cache, 2 cores) %7

Memory 8 GB LPDDR3-2133 SDRAM (onboard)

Internal drive 128 GB SATA3 M.2 SSD

Optical drive Not included

Display 11.6" diagonal HD SVA anti-glare WLED-backlit touch screen, 220 nits,

45% NTSC (1366 x 768)(8121533]

Graphics Integrated: Intel® UHD Graphics

External I/O Ports 2 USB 3.1 Gen 1; 1 USB Type-C® (Data transfer, power delivery); 1 RJ-45; 1
headphone/microphone combo; 1 HOMI 2.0a; 1 AC power

Id. See also NotebookCheck, Intel Core i3-10110Y, https://www.notebookcheck.net/Intel-Core-i3-10110Y-
Laptop-Processor-Comet-Lake-Y.431177.0.html/.

The Intel Processor supports HDCP 2.2 via HDMI 2.0a.
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"49. A first device for controlling delivery of protected content to a second device, the first device comprising:"

Range?,

Table 2-24. HDCP Display supported Implications Table
Topic HDCP MaX|mu-m HDR' HDCP BPC® Comments
Revision Resolution Solution?
Legacy
HDCP1.4 4K@60 No iHDCP 10 bit Integrated
for HDCP1.4
op New
HDCP2.2 |4K@60 Yes iHDCP 10 bit Integrated
for HDCP2.2
Legacy
HDCP1.4 4K@30 No iHDCP 8 bit Integrated
for HDCP1.4
LSPCON
HDCP2.2 4K@30 No LSPCON 8 bit HDCP2.2
required
HDMI 1.4 New
HDCP2.2 4K@30 No iHDCP4 8 bit Integrated
for HDCP2.2
LSPCON
HDMI 2.0 HDCP2.2 4K@60 No LSPCON 1;;“ (Yuv HDCP2.2
required
LSPCON
HDMI2.0a |HDCP2.2 J4K@60 Yes LSPCON :é:;)lt (Yuv HDCP2.2
required
Intel, How to enable High Dynamic
https://www.intel.com/content/www/us/en/support/articles/000032112/graphics/graphics-for-7th-generation-
intel-processors.html.
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"49. A first device for controlling delivery of protected content to a second device, the first device comprising:”

Supported Technologies

Intel® Virtualization Technology (Intel® vT)

Intel® Active Management Technology 11.0 (Intel® AMT 11.0)
Intel® Trusted Execution Technology (Intel® TXT)

Intel® Streaming SIMD Extensions 4.2 (Intel® SSE4.2)

Intel® Hyper-Threading Technology (Intel® HT Technology)
Intel® 64 Architecture

Execute Disable Bit

Intel® Turbo Boost Technology 2.0

Intel® Advanced Vector Extensions 2 (Intel® AVX2)
Intel® Advanced Encryption Standard New Instructions (Intel® AES-NI)

PCLMULQDQ (Perform Carry-Less Multiplication Quad word) Instruction
Intel® Transactional Synchronization Extensions (Intel® TSX-NI)

PAIR - Power Aware Interrupt Routing

SMEP - Supervisor Mode Execution Protection

Intel® Boot Guard

Intel® Software Guard Extensions (Intel® SGX)

Intel® Memory Protection Extensions (Intel® MPX)

GMM Scoring Accelerator

Intel® Processor Trace

High Definition Content Protection (HDCP) 2.2

Intel, 10" Generation Intel Core Processors, Datasheet, Volume 1 or 2 (Jul. 2020, rev. 5), available at
https://cdrdv2.intel.com/v1/dl/getContent/615211, at 11-12.

“HDCP is the technology for protecting high-definition content against unauthorized copy ... between a
source ... and the sink .... The [Intel] [P]rocessor supports HDCP 1.4/2.3 for 4 k Premium content protection
over wired displays (HDMI* and DisplayPort*).”
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"49. A first device for controlling delivery of protected content to a second device, the first device comprising:”

High-bandwidth Digital Content Protection (HDCP)

HDCP is the technology for protecting high-definition content against unauthorized
copy or unreceptive between a source (computer, digital set top boxes, and so on) and
the sink (panels, monitor, and TVs). The processor supports HDCP 1.4/2.3 for 4 k
Premium content protection over wired displays (HDMI* and DisplayPort*).

Id. at 44
Intel’s “UHD” processor nomenclature also indicates support for HDCP 2.2:

Another change from 7 Gen to 8 Gen will be in the graphics. Intel is upgrading the
nomenclature of the integrated graphics from HD 620 to UHD 620, indicating that the
silicon is suited for 4K playback and processing. During our pre-briefing it was
categorically stated several times that there was no change between the two, however we
have since confirmed that the new chips will come with HDCP 2.2 support as standard for
DP1.2a, removing the need for an external LSPCON for this feature. Other than this
display controller change however, it appears that these new UHD iGPUs are
architecturally the same as their HD predecessors.

https://www.anandtech.com/show/11738/intel-launches-8th-generation-cpus-starting-with-kaby-lake-
refresh-for-15w-mobile.

HDCP 2.2 is implemented in Intel-based systems with Core-i series Processors within the Converged Security
& Manageability Engine (CSME) also known as the Management Engine (ME). The CSME contains a
processor (x86 core) which executes instructions including but not limited to the uKernel/OS, drivers, services,
and applications for the CSME.
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[§)

blackhat CSME HW Overview & Capabilities

f PCH Primary Fabrc. B/ B M =] . CPU: Intel 32 bits processor (i486)
| | mllm o supporting rings, segmentation and MMU for
[7 |7 |7 7 ] 9 — page management
. = ’ " ’ e’ [ s fale "o [|{(21||| © SRAM: Isclated RAM (~1.5 MB) from host

’g covim * ROM: HW root of trust of CSME Firmware

El Bl + System Agent: Allows CPU to securely

e — Cov access SRAM and enforce access control to

: / Nttt —— SRAM from internal/external devices by

| CSME . ——1] using IOMMU (i.e. control DMA access)

+ Manageability Devices: used for manageability and  * OCS (Offload & Cryptography _
redirection (USB-R, IDE-R, KT, KVM etc.) Subsystem): Crypto HW accelerator with

* Protected Real Time Clock: used for monotonic DA SRS nd ScIs ey Slorege. (S45)

counters (anti-replay protection) and as protected time * Gasket: interface to PCH fabric & CSME 10
devices (TPM, HECI etc.)

L ——

« CSME applications are running at ring3

* CSME TCB ensure CSME applications are isolated from each
others including their data kept in NVM

Apob.atic
( a1 AMT: Manageabiifty Inciuding network szack
. = ot IP loading ISH, Audic
Ring 3 AL L Vocem | WAS PAVP: PayReady, Widevine, HOCP
e ke [rriwwg | oA | metwoke Hotham Tetig w with SW
oot ( e % WAPPS: AMT 3™ party storage
[sow “iguration (overciocking)
( [ y . e
DAL: Dynamic intel signed applcations loading
[owrd rie | Mrex RentWake: Support for concurrent Wake On LAN
| 2 B Dvive
i
. - 1
Ring 0
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ld. at 23.
One such application is “PAVP” which provides HDCP capabilities within the Intel processor.

+ CSME applications are running at ring3

« CSME TCB ensure CSME applications are isolated from each
others including their data kept in NVM

= Applications:

AMT

IPLloading | DRMs | Hotham | WAPPS

Services

AMT: Manageabllity Including network stack
IP loading: ISH, Audio, Camera

PAVP: PlayReady, Widevine, HDCP

Hotham: Debug mailbox with SW

WAPPS: AMT 3" party storage

qIpsAs

ICC: Integrated Clock Configuration {overclocking)
PTT: TPM 2.0 implementation

DAL: Dynamic Intel signed applications loading
RmtWake: Support for concurrent Wake On LAN

- W NN O

Drivers

Driver System Manager

[
{ icc [ errpem) | DAL | RmtWake
(
(

> Jirtual File e
Crypto l\.vl\,oll.l Process IE'“"D""”

Id.

Upon information and belief, the Accused Product is compliant with the High-bandwidth Digital Content
Protection System Revision 2.2 (“HDCP 2.2”) protocol. The Accused Product supports HDCP 2.2 for
protecting content between devices.

For the purpose of this specification. 1t 15 assumed that the Audiovisual content 15 transmitted over
a HDMI based wired display link. Tn an HDCP System, two or more HDCP Devices are
mterconnected through an HDCP-protected Interface. The Audiovisual Content flows from the
Upstream Content Control Function mto the HDCP System at the most upstream HDCP
Transmitter. From there the Audiovisual Content encrypted by the HDCP System, referred to as
HDCP Content, flows throngh a tree-shaped topology of HDCP Recetvers over HDCP-protected
Interfaces. This specification describes a content protection mechanism for: (1) authentication of
HDCP Receivers to their immediate upstream connection (1e. an HDCP Transmitter), (2)
revocation of HDCP Receivers that are determined by the Dagital Content Protection, LLC, to be
wvalid, and (3) HDCP Encryption of Audiovisual Content over the HDCP-protected Interfaces
between HDCP Transmitters and therr downstream HDCP Receivers. HDCP Recervers may
render the HDCP Content m audio and visual form for human consumption. HDCP Receivers
may be HDCP Eepeaters that serve as downstream HDCP Transmutters emutting the HDCP
Content further downstream to one or more additional HDCP Receivers.

High-bandwidth Digital Content Protection System Mapping HDCP to HDMI Revision 2.2 13 February, 2013
(“HDMI HDCP 2.2”) at 5.
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There are three elements of the content protection system. Each element plays a specific role i the
system. First, there 1s the authentication protocol, through which the HDCP Transmitter verifies
that a given HDCP Recerver is licensed to recetve HDCP Content. The authentication protocol 1s
implemented between the HDCP Transmutter and 1ts comesponding downstream HDCP Receiver.
With the legitimacy of the HDCP Recewer determined, encrypted HDCP Content 15 transnutted
between the two devices based on shared secrets established duning the authentication protocol.
This prevents eavesdropping devices from utilizing the content. Finally. in the event that legitimate
devices are compromised to permit unauthorized use of HDCP Content, renewability allows an
HDCP Transmutter to identify such compromised devices and prevent the transmission of HDCP
Content.

This document contains chapters describing in detail the requirements of each of these elements. In
addition, a chapter is devoted to describing the cipher structure that is used in the encryption of
HDCP Content.

Id. at 9.

The Accused Product is an HDCP Device, and more specifically an HDCP 2.2-compliant Device, capable of
functioning as an HDCP Transmitter and that implements required functionality of HDMI HDCP 2.2 including
the functions required by the HDCP Transmitter State Diagram.

The state machmes m this specification define the required behavior of HDCP Devices. The link-
visible behavior of HDCP Devices implementing the specified state machines must be identical,
even if implementations differ from the descriptions. The behavior of HDCP Devices
implementing the specified state machines must also be identical from the perspective of an entity
outside of the HDCP System.

Implementations must include all elements of the content protection system described herein,
unless the element 15 specifically identified as mformative or optional. Adopters must also ensure
that implementations satisfy the robustness and compliance rules described mn the technology
license.

Id. at 5.

HDCP 2.2-compliant Device. An HDCP Device that 15 designed mn adherence to HDCP 2.2 15
referred to as an HDCP 2. 2-compliant Device.

Id. at 6.
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HDCP Device. Any device that contains one or more HDCP-protected Interface Port and is
designed in adherence to HDCP is referred to as an HDCP Device.
ld. at 7.
HI: Ad:
Transmit Low- Enown HDCP2 Al Al: A3z AS:
value Content Capable Rx Exchange kn Localitv Check Exchange i, Authenticated
CP desired and
HDCP2 Capable %.. [Done  JDone |
CP Not Desired] * uthentication
«  Fail
Fail
- REAUTH REQ
Ad: received
Test for Repeater -
- Done
Not an HDCP Pepeater -
Ad: AT
Wait ]i;r]}{leceiver Verify Receiver ID
HDCP — : - READY asserted)
- [ asserte
Repeater_| READY - Done and Content
T Stream M, -
PR  Timeout| information already
Fail transmitted
P
Done
A9:
Content Stream
As: Management
Send Receiver ID List
acknowledgement
Done and Content Stream
|| Manag information not yet | Success or
= ransmitted Fal
Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram
Id. at 27-30.
The Accused Product implements the HDCP 2.2 protocol to affirm that a second device is authorized to receive
protected content.
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21 Overview
The HDCP authentication protocol 1s an exchange between an HDCP Transmitter and an HDCP
Recerver that affirms to the HDCP Transnutter that the HDCP Recetver 1s authorized to recetve
HDCP Content. It 1s comprnised of the following stages

+  Authentication and Key Exchange (AKE) — The HDCP Recerver’s public key certificate
1s verified by the HDCP Transmuitter. A Master Key I, 1s exchanged.

* Locality Check — The HDCP Transnutter enforces locality on the content by requirng
that the Round Trip Time (RTT) between a pair of messages 1s not more than 20 ms.

*  Session Key Exchange (SKE) — The HDCP Transnutter exchanges Session Key k; with
the HDCP Recerver.

*  Authentication with Repeaters — The step 1s performed by the HDCP Transmuitter only
with HDCP Repeaters. In this step, the repeater assembles downstream topology
mnformation and forwards it to the upstream HDCP Transmitter.

Successful completion of AKE and locality check stages affirms to the HDCP Transmutter that the
HDCP Receiver 1s authorized to recerve HDCP Content. At the end of the authentication protocol,
a communication path 1s established between the HDCP Transmutter and HDCP Recerver that only
Authorized Devices can access.

Id. at 11.
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a memory,

The Accused Product includes a memory.

For example, the Intel Processor includes a 4MB cache and the Accused Product also includes a 8GB onboard
LPDDR3 memory in addition to a 128GB solid state hard drive.

Product specifications

HP Data Sheet AMS NB - HP ProBook x360 11 G6 EE Notebook PC Datasheet EN 12-2019
Operating system Windows 10 Pro 64

Processor family 10th Generation Intel® Core™ i3 processor

Processor Intel® Core™ i3-10110QY with Intel® UHD Graphics (1 GHz base frequency,

up to 4 GHz with Intel® Turbo Boost Technology, 4 MB cache, 2 cores)®/]
Memory 8 GB LPDDR3-2133 SDRAM (onboard)
Internal drive 128 GB SATAM.2 SSD

HP, HP ProBook x360 11 G6 EE Notebook PC, https://store.hp.com/us/en/pdp/hp-probook-x360-11-g6-ee-
notebook-pc.
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a processor, the processor arranged to:

The Accused Product includes a processor.

For example, the Accused Product includes the Intel Processor integrated with the Intel GPU.

HP Data Sheet AMS NB - HP ProBook x360 11 G6 EE Notebook PC Datasheet EN 12-2019
Operating system Windows 10 Pro 64

Processor family 10th Generation Intel® Core™ i3 processor

Processor Intel® Core™ i3-10110Y with Intel® UHD Graphics (1 GHz base frequency,

up to 4 GHz with Intel® Turbo Boost Technology, 4 MB cache, 2 cores)®’)

Memory 8 GB LPDDR3-2133 SDRAM (onboard)

Internal drive 128 GB SATAM.2 SSD

Optical drive Not included

Display 11.6" diagonal, HD (1366 x 768), touch, anti-glare, 220 nits, 45% NTSC
[8,12,15,33]

Graphics Integrated: Intel® UHD Graphics

HP, HP ProBook x360 11 G6 EE Notebook PC, https://store.hp.com/us/en/pdp/hp-probook-x360-11-g6-ee-
notebook-pc. See also NotebookCheck, Intel Core i3-10110Y, https://www.notebookcheck.net/Intel-Core-i3-
10110Y-Laptop-Processor-Comet-Lake-Y.431177.0.html/.
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receive a certificate from the second device
prior to sending a first signal,

The processor of the Accused Product is arranged to receive a certificate of the second device, e.g., certr, as
part of the Authentication and Key Exchange (AKE) stage of the HDCP 2.2 protocol and prior to sending a
first signal, e.g., r, of the LC_Init message.

The certificate, certry, includes a Receiver ID for the second device, Receiver Public Key for the second device,
and a cryptographic signature, amongst other information.

The HDCP Receiver is issued 1024-bit RSA public and private keys. The public key 1s stored i a
Public Key Certificate issued by DCP LLC. denoted by cert,,. Table 2.1 gives the fields contained
in the certificate. All values are stored m big-endian format.

Name Size Bit Function
(bits) | position
Recetver | 40 4175:4136 | Unique recerver identifier. It has the same format as an HDCP 1x KSV ie. 1t

D contains 20 ones and 20 zeroes

Recewver 1048 | 4135:3088 | Unique RSA public key of HDCP Recerver denoted by kpub,,. The first 1024
Public bats 1s the big-endian representation of the modulus n and the trailing 24 bits
Key 1s the big-endian representation of the public exponent e

Reserved? | 4 3087:3084 | Reserved for future defimtion. Must be 0x0 or Ox1.

Reservedl | 12 3083:3072 | Reserved for future definition. Must be 0x000

DCP LLC | 3072 | 30710 A cryptographic signature calculated over all preceding fields of the
Signature certificate. RSASSA-PKCS1-v1_5 is the signature scheme used as defined by
PKCS #1 V2.1: RSA Cryptography Standard. SHA-256 1s the underlying
hash function

Table 2.1. Public Key Certificate of HDCP Receiver

HDMI HDCP 2.2 at 11.

Public Key Certificate. Each HDCP Receiver is issued a Public Key Certificate signed by DCP
LLC, and contains the Recerver ID and RSA public kev comresponding to the HDCP Recetver.

Id. at 8.

The Accused Product receives the certificate from the second device as part of the AKE stage, irrespective of
whether the Accused Product has a Master Key km stored corresponding to the Receiver ID.
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Id. at 12.

HDCP Transmitter [Device Al

Initiate
Generate T, _zﬂth_erilc_mEn: AKE_Init
k| — ]
== Reud certilicate:
g = AKE_Send_Cert]
Verify signature on the o = ______-f“'"_’_
. —

certificate nsing kpuby,

Generate k. Encrypt k,,
with Kpiidn.

Verify integrity of SRM
Perlorm revocation check

pucoas |
CIEIY

>|<

Compute H and verity H==H"

SUW 00Z
LA

Store my, Ay and Epiy along
with Receiver ID)

ot ——

Write encrypted &,
AKE No_Stored_km
——

Read H|
AKE_Send_H_prime

___Read Erffeh
AKE_Send_Pairing_Info

HDCP Receiver [Device B]

Diescryyt K With kprivi,
Compute H"=TTMAC-SHA256(r, || RxCaps |
TxCaps, kj»
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Figure 2.1. Authentication and Kev Exchange (Without Stored k)
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Figure 2.2. Authentication and Key Exchange (With Stored k)
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The Accused Product receives the certificate from the second device as part of the AKE_Send_Cert message.

Reads AKE Send Cert from the recetver contammng cert,,. a 64-bit pseudo-random value
(1) and RxCaps. REPEATER. bit in RxCaps mdicates whether the connected recerver 1s
an HDCP Repeater. If REPEATER 1is set to one, it mdicates the recerver 15 an HDCP
Repeater. If REPEATER 15 zero, the recerver is not an HDCP Eepeater. The
AKE Send Cert message nust be available for the transnutter to read within 100 ms
from the time the transmitter finishes writing the AKE Init message parameters to the
HDCP Recetver. If the AKE Send Cert message is not available for the transmutter to
read within 100 ms, the transmitter aborts the authentication protocol.

ld. at 13.
The HDCP Receiver
s  Makes available the AKE Send Cert message for the transmitter to read in response to
AKE Init. The AKE Send Cert message must be available for the transmiftter to read
within 100 ms from the time the transmitter finishes writing the AKE_Tnit message
parameters to the HDCP Recerver.
Id. at 14.
422 AKE_Send_Cert (Read)
The HDCP Transnutter attempts to read AKE Send Cert begmning with certy,, withm 100 ms
after writing the AKE_Tmit message 1.e. after the last byte of TxCaps has been written.
Symtax No. of Bytes
AKE Send Cert {
msg_id (=3) 1
certa]4175..0] 522
1] 63..0] 8
RxCaps 3
!
Table 4.3. AKFE_Send_Cert Format
ld. at 57.

The Accused Product receives the certificate from the second device during the AKE stage prior to sending a
first signal, e.g., r» of the LC_Init message, as part of a Locality Check.
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2.3 Locality Check
Locality check 1s performed after AKE and pamnng. The HDCP Transmmtter mitiates locality check
by sending a 64-bit pseudo-random nonce r,to the downstream receiver.

The HDCP Transmitter

« Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce r, to the HDCP Recetver.

Id. at 16.

See also:

103




Case 1:20-cv-01241-CFC DOWE’Q&HRI 0 Félﬁgé)gcﬁaS&éinﬂ&ge 150 of 258 PagelD #: 5922
"receive a certificate from the second device prior to sending a first signal;"

HI1: Al
Transmit Low- Enown HDCP2 Al: A A¥ AS:
value Content (':lEab]e Rx Exchange iy, Locality Check Exchange i, Authenticated
CP desired and
HDCP Capable " |— mSW_It : Done pof Done -
f ticaty
CP Not Desired] “" 0
l«— Fail]
_ Fail
- BEAUTH REQ
Ad: recatved
Test for Repeater -
Done
Not an HDCP Repeater -
Af: AT
Wait for Receiver e l_ie-c civer ID
ID List ’ Lis
HDCF . - READY asserted
Repeater READY L Done and Content
o Stream Management
«——— ] _ Timeout| information already
Fail transmitted
ot ———— .
Done
Al
Content Stream
A8: Management
Send Receiver ID List
acknowledgement
Done and Content Stream
o | Management information not yet | Success or
fransmitted o Fail

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram

Id. at 27.
State Al: Exchange k. In tlus state, the HDCP Transmitter mitiates authentication by writing
AKE Tt message to the HDCP Recetver. It reads AKE Send Cert from the recerver withun 100
ms after writing the AKE _Init message.

ld. at 28.
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Transition Al:A2. The HDCP Transmitter implements locality check after successful completion
of AKFE and pairing.

State A2: Locality Check. In tlus state, the HDCP Transmitter implements the locality check as
explamed mn Section 2.3 with the HDCP Receiver.

105




Case 1:20-cv-01241-CFC Do&léngg{emﬂl o.@[ﬁ%?@d@?@lﬁimp@e 152 of 258 PagelD #: 5924

"determine from the certificate if the second device is compliant;"”

determine from the certificate if the second
device is compliant;

The processor of the Accused Product is arranged to determine from the certificate whether the second device
Is compliant.

The Accused Product determines from the certificate, e.g., certr, and as part of the Authentication and Key
Exchange (AKE) stage, whether the second device is compliant. For example, certrx includes a Receiver ID,
Receiver Public Key, and a cryptographic signature.

The HDCP Receiver is issued 1024-bit RSA public and private keys. The public key 1s stored i a
Public Key Certificate issued by DCP LLC. denoted by cert,,. Table 2.1 gives the fields contained
in the certificate. All values are stored m big-endian format.

Name Size Bit Function
(bits) | position
Recetver | 40 4175:4136 | Unique recerver identifier. It has the same format as an HDCP 1x KSV ie. 1t

D contains 20 ones and 20 zeroes

Recewver 1048 | 4135:3088 | Unique RSA public key of HDCP Recerver denoted by kpub,,. The first 1024
Public bats 1s the big-endian representation of the modulus n and the trailing 24 bits
Key 1s the big-endian representation of the public exponent e

Reserved? | 4 3087:3084 | Reserved for future defimtion. Must be 0x0 or Ox1.

Reservedl | 12 3083:3072 | Reserved for future definition. Must be 0x000

DCP LLC | 3072 | 30710 A cryptographic signature calculated over all preceding fields of the
Signature certificate. RSASSA-PKCS1-v1_5 is the signature scheme used as defined by
PKCS #1 V2.1: RSA Cryptography Standard. SHA-256 1s the underlying
hash function

Table 2.1. Public Key Certificate of HDCP Receiver

HDMI HDCP 2.2 at 11.

The Accused Product determines, for example, whether the certificate conforms with the format established
by the HDCP specification (see id. at 11, excerpted above) and indicates a valid signature.
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"determine from the certificate if the second device is compliant;"”

e  Exiracts Receiver ID from cert,,

o If the HDCP Transmitter does not have a 128-bit Master Eey k&, stored
corresponding to the Receiver ID (See Section 2.2.1)

» Vernfies the signature on the certificate using kpubs,. Failure of
signature verification constitutes an authentication failure and the
HDCP Transmitter aborts the authentication protocol.

=  (Generates a pseudo-random 128-bat Master Key k. Encrypis &y, with
kpub,, (Egns(fon)) and sends AKE No_Stored km message to the
recerver containng the 1024-bit Ega(fom). RSAES-OAEP encryption
scheme mmust be used as defined by PKCS #1 V21 RSA
Cryptography Standard SHA-256 1s the underlying hash function
The mask generation function used is MGF1 which uses SHA-256 as
its underlying hash function.

=  Verfies ntegrity of the System Renewability Message (SEM). It does
this by checking the signature of the SRM using kpubg,. Failure of
this mtegrty check constitutes an authentication failure and causes the
HDCP Transmutter to abort authentication protocol.

The top-level HDCP Transmutter checks to see if the Receiver ID of
the connected device 1s found in the revocation list. If the Recefver ID
of the comnected HDCP Device is found in the revocation list,
authentication fails and the authentication protocol 15 aborted. SEM
integrity check and revocation check are performed only by the top-
level HDCP Transmitter.

Id. at 13.

A valid signature in the certificate indicates, for example, that the second device is compliant with the
compliance rules of the HDCP specification.

1.9 “Compliance Rules” means the technical requirements set out in Exhibit C, as
such exhibit may be amended by Licensor from time to time in accordance with
the terms of this Agreement.

HDCP  License  Agreement, March 6, 2017, at 2, available at https:/digital-
cp.com/sites/default/files/HDCP%20License%20Agreement_March%206%2C%202017 FOR%20REVIEW
%200NLY .pdf.
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Id. at Exhibit C.

EXHIBIT C

COMPLIANCE RULES

Adopter agrees to comply with all terms and conditions of these Compliance Rules, which may
be amended from time to time by Licensor in accordance with Section 5 of this Agreement.

Done and Content Stream
|| Management information not yet

See also:
HI: Al:

Transmit Low- Known HDCP2 Al Al A3: AS:
value Content Capable Rx Exchange Iy Localitv Check Exchange I, Authenticated
—t T e e alCRUEDECL NS ollERnCEC

CP desired and
HDCP2 Capable - ms? _ pf Done ] Done
I il
o CPNotDesired] "
e Fail
_ Fail
- REAUTH REQ
Ad: recelved
Test for Repeater -
Mot an HDCP Repeater >
Ag: AT
Wait for Receiver Verifv l-{elceirer m
ID List N
FDCP , & READY asserted
Repeater | READY L Done and Content
o Stream Management
™ _ . Tmeout| mformation already
Fail transmitted
- 3
Done
AQ:
Content Stream
AS: Aanagement
Send Receiver ID List
acknowledgement

Success or

ransmitted

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram

Fal
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"determine from the certificate if the second device is compliant;"”

HDMI HDCP 2.2 at 27.

State A0: Rx Known to be HDCP 2 Capable. If state A0 1s reached when content protection 1s
desired by the Upstream Content Control Function, authentication must be started immediately by
the transmitter if the recerver 1s HDCP 2 capable. A valid video screen 1s displaved to the user
with encryption disabled duning this time.

Transition A0:Al. The transmitter nitiates the authentication protocol.

State Al: Exchange k. In this state, the HDCP Transmutter initiates authentication by writing
AKE Imit message to the HDCP Recerver. It reads AKE Send Cert from the recerver withun 100
ms after wrniting the AKE Tnit message.

If the HDCP Transmitter does not have k,, stored corresponding to the Receiver ID. it generates
Egnplfon) and sends Egp(fon) as part of the AKE No_Stored km message to the recerver after
venfication of signature on cerfn. It performs integnty check on the SEM and checks to see
whether the Receiver ID of the connected HDCP Device 1s m the revocation list. It computes H.
reads AKE Send H prime message from the receiver containing A within one second after
writing AKE No_ Stored km to the recetver and compares A’ agamst H.

If the HDCP Transmmtter has k, stored comesponding to the Receiver ID, 1t writes
AKE Stored km message contaming Ep(ky) and m to the recever. performs mtegrity check on
the SEM and checks to Isee whether the Receiver ID of the connected HDCP Device 1s m the
revocation list. It computes H. reads AKE Send H prime message from the receiver containing
H’ within 200 ms after writing AKE_Stored km to the receiver and compares H~ against H.

Id. at 28.
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"provide a secret to the second device via encryption by a public key of a private/public key-pair of the second device, if the second device is compliant,

said secret comprising a random number;"

provide a secret to the second device via
encryption by a public key of a
private/public key-pair of the second
device, if the second device is compliant,
said secret comprising a random number;

The processor of the Accused Product is arranged to provide a secret, e.g., km, to the second device via
encryption by a public key of a private/public key-pair of the second device, if the second device is compliant,
said secret comprising a random number.

The second device has a public key, e.g., kpubry, and a private key, e.g., kprivrx, wherein the public key and
private key are a pair. The public key is stored in the certificate, certyx.

Device Key Set. An HDCP Receiver has a Device Key Set, which consists of its corresponding
Device Secret Keys along with the associated Public Key Certificate.

HDMI HDCP 2.2 at 6.

The HDCP Receiver is issued 1024-bit RSA public and private keys. The public key is stored in a
Public Key Certificate 1ssued by DCP LLC, denoted by cert,,. Table 2.1 gives the fields contamned
in the certificate. All values are stored m big-endian format.

Name Size | Bit Function
(bits) | position
Recerver | 40 41754136 | Umique recerver identifier. It has the same format as an HDCP 1 x KSV 1e 1t

D contains 20 ones and 20 zeroes

Recerver 1048 | 4135:3088 | Unique RSA public key of HDCP Receiver denoted by kpub,,. The first 1024
Public bats 15 the big-endian representation of the modulus n and the traling 24 bits
Key 1s the big-endian representation of the public exponent e

Reserved? | 4 3087:3084 | Reserved for future definition. Must be 0x0 or Ox1.

Reservedl | 12 3083:3072 | Reserved for future definition. Must be 0x000

DCP LLC | 3072 | 3071:0 A cryptographic signature caleulated over all preceding fields of the
Signature certificate. RSASSA-PKCS1-v1_5 1s the signature scheme used as defined by
PECS #1 V2.1: RSA Cryptography Standard. SHA-256 15 the underlying
hash funetion

Table 2.1. Public Key Certificate of HDCP Receiver

The secret RSA prvate key i1s denoted by kpriv, The computation time of RSA pnvate key
operation can be reduced by using the Chinese Remamder Theorem (CRT) techmque. Therefore. 1t
1s recommended that HDCP Receivers use the CRT techmique for private key computations.

Id. at 11.

The Accused Product receives the public key of the second device, e.g., kpubry, as part of the AKE_Send_Cert
message.
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"provide a secret to the second device via encryption by a public key of a private/public key-pair of the second device, if the second device is compliant,
said secret comprising a random number;"

The HDCP Receiver

s  DMakes available the AKE Send Cert message for the transmitter to read m response to
AKE Init. The AKE Send Cert message must be available for the transmutter to read
within 100 ms from the time the transmutter finishes writing the AKE Tnit message
parameters to the HDCP Receiver.

Id. at 14.

Reads AKE Send Cert from the recerver containing cert,... a 64-bit pseudo-random value
(1) and RxCaps. REPEATER bit in RxCaps mdicates whether the connected recerver 1s
an HDCP Repeater. If REPEATER is set to one, it indicates the recerver 1s an HDCP
Repeater. If REPEATER 1s zero, the recerver 15 not an HDCP Repeater. The
AEKE Send Cert message must be available for the transnutter to read within 100 ms
from the time the transmutter fimishes writing the AKE Init message parameters to the
HDCP Recewer. If the AKE Send Cert message 15 not available for the transmutter to
read within 100 ms, the transmutter aborts the authentication protocol.

Id. at 13.

422 AKE_Send_Cert (Read)

The HDCP Transmutter attempts to read AKE Send Cert beginning with cert,, within 100 ms
after writing the AKE_Tmit message 1.e. after the last byte of TxCaps has been written.

Svntax No. of Bytes

AKE Send Cert {
msg_1d (=3) 1
cert[4175..0] 522
rl63..0] 8
RxCaps 3

Table 4.3. AKF Send_ Cert Format
Id. at 57.
The Accused Product provides the secret, e.g., km, to the second device via encryption using the second

device’s public key, e.g., kpubyy, if the second device is compliant, e.g., as determined based on cert received
by the Accused Product as part of the AKE_Send_Cert message.
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"provide a secret to the second device via encryption by a public key of a private/public key-pair of the second device, if the second device is compliant,
said secret comprising a random number;"

HDCP Transmitter [Device A] HDCP Receiver [Device B]
Initiate
Generate T, authentication: AKE_Init

-

—i-]
Reud vertilicate
AKE_Send_Cert]
Verify signature on the —

Sw ook
LILIAA

certificate using kpuba, -\.’:1-;1-;;10} oted ko
i e
Generate k.. Encryptk,, | AKE No Stored km
with kpuaby _‘I B Pecrypt dor With kprive
Verify integrity of SRM g 2 Read & ] Compute H"=1TMAC-SHA256(r. || RxCaps |
Perform revocation check 8 3 AKE_Send_H_prime] TxCaps, k>
=Y I
Compute H and verify H==H" 417 -—________Read Eullgh:
§ = AKFE_Send Pairing_Infe
3 % I Compute Ey .y
Store my, Ky and ik, along L 4_____———-‘____

with Receiver I}

Figure 2.1. Authentication and Kev Exchange (Without Stored k)

Id. at 12.

= Venfies the signature on the certificate usmg kpubs, Failure of

signature verification constiftutes an authentication failure and the
HDCP Transmutter aborts the authentication protocol.

=  Generates a psendo-random 128-bat Master Key &, Encrypts /o, with
kptiby, (Egns(km)) and sends AKE No_Stored km message to the
recerver contamnmg the 1024-bit Egs(fon). RSAES-OAEP encryption
scheme must be used as defined by PKCS #1 V21: RSA
Cryptography Standard. SHA-256 15 the underlying hash function.
The mask generation function used 1s MGF1 which uses SHA-256 as
its underlying hash function.

Id. at 13.
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"provide a secret to the second device via encryption by a public key of a private/public key-pair of the second device, if the second device is compliant,
said secret comprising a random number;"

=  Sends AKE Stored km message to the receiver with the 128-bit
Ep(k,) and the 128-bit m corresponding to the Receiver ID of the
HDCP Receiver
Id. at 14.

¢ TIfAKE No Stored km is received. the HDCP Receiver
o Decrypts k, with kpriv,, using RSAES-OAEP decryption scheme.
o Performs key derivation as explained in Section 2.7 to generate 256-bit ky. k=

dkeyy || dkey;. where dkeygand dkey; are derived keys generated when ctr = 0
and ctr = 1 respectively. dkeyyand dkey, are in big-endian order.

Id.

For example, a valid signature in the certificate indicates that the second device is compliant with the
compliance rules of the HDCP specification.

1.9 “Compliance Rules” means the technical requirements set out in Exhibit C, as
such exhibit may be amended by Licensor from time to time in accordance with
the terms of this Agreement.

HDCP License Agreement, March 6, 2017, at 2.

EXHIBIT C
COMPLIANCE RULES

Adopter agrees to comply with all terms and conditions of these Compliance Rules, which may
be amended from time to time by Licensor in accordance with Section 5 of this Agreement.

Id. at Exhibit C.

km, the Master Key, is a secret and comprises a random number.
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"provide a secret to the second device via encryption by a public key of a private/public key-pair of the second device, if the second device is compliant,
said secret comprising a random number;"

Master Kev. A 128-bit random. secret cryptographic key negotiated between the HDCP
Transmutter and the HDICP Receiver during Authentication and Key Exchange and used to pair the
HDCP Transmitter with the HDCP Receiver.

HDMI HDCP 2.2 at 8.

Value Confidentiality Integrity Value used by Core Function
Required™? Required™? Core
Functions?
- Yes Yes” Yes Handling of Master Key. during AKE (including Pairing) and

Key Denvation. in plaintext form

kg Yes Yes’ No N/A

dkeyo.dkey, Yes Yes” No N/A

Id. at 67 (abridged).

o If the HDCP Transmitter does not have a 128-bit Master Key £, stored
corresponding to the Receiver ID (See Section 2.2.1)

* Verifies the signature on the certificate using kpubg,. Failure of
signature verification constitutes an authentication failure and the
HDCP Transmitter aborts the authentication protocol.

»  Generates a pseudo-random 128-bit Master Key £,,. Encrypts £, with
kpub, (Egp(kn)) and sends AKE No_Stored km message fo the
receiver confaming the 1024-bit Ey,p(kn). RSAES-OAEP encryption
scheme must be used as defined by PKCS #1 V2.1: RSA
Cryptography Standard. SHA-256 is the underlying hash function.
The mask generation function used is MGF1 which uses SHA-256 as
its underlying hash function.

Id. at 13.
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"provide a secret to the second device via encryption by a public key of a private/public key-pair of the second device, if the second device is compliant,
said secret comprising a random number;"

2.13 Random Number Generation

Random number generation 1s requured both mn the HDCP Transmutter logic and m the HDCP Recemver
logic. Counter mode based deterministic random bit generator using AES-128 block cipher specified in
NIST SP 800-90 is the recommended random number generator. The mininum entropy requirement
for random values that are not used as secret key material (Le. ry. Frp . 75 7) 15 40 random bits out of
64-bits. This means that a reasonable level of vanability or entropy 15 established if out of 1.000.000
random (74, 7. 7 Of 1) values collected after the first anthentication attempt (1.e. after power-up cycles
on the HDCP Transnutter or HDCP Recerver logic), the probabality of there bemg any duplicates m thus
list of 1,000,000 random values 1s less than 50%.

For randomly generated secret key matenal (&, &) the mimmmum entropy requirement 15 128-bits of
entropy (1e. the probability of there being any duplicates i the list of 264 secret values (ky or k)
collected after power-up and first authentication attempt on the HDCP Transmutter logic 1s less than
50%).

A list of possible entropy sources that may be used for generation of random values used as secret key
matenal mclude

s  atrue Random Number Generator or analog noise source, even if a poor (biased) one

s a psendo-random number generator (PRNG), seeded by a true RNG with the required
entropy, where the state 1s stored m non-volatile memory after each use. The state must be
kept secret. Flash memory or even disk 1s usable for this purpose as long as it 1s secure from

tampering.

A list of possible entropy sources that may be used for generation of random values not used as secret
key material include

s tumers, network stafistics, emror comection information. radio/cable television signals. disk
seek times, etc.

*  areliable (not manipulatable by the user) calendar and time-of-day clock. For example, some
broadcast content sources may give reliable date and time mformation.

Id. at 45-46.
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"provide the first signal to the second device;"
The processor of the Accused Product is arranged to provide the first signal, e.g., r» of the LC_Init message to

provide the first signal to the second
the second device.

device;
2.3 Locality Check
Locality check is performed after AKE and pairing. The HDCP Transnutter initiates locality check

by sending a 64-bit pseudo-random nonce r, to the downstream recever.

The HDCP Transmitter
Initiates locality check by wnting the LC_Imit message contaming a G4-bit pseudo-

L]
random nence r, to the HDCP Recerver.

HDMI HDCP 2.2 at 16.
HOCP Receiver [Thevice T1)

HOCP Transmiter [Deviee Al

Tanitiate
locality check: LC Init
I—

Gencrale Ty

Set watchdog timer

Read L
[":"ﬂcm;i:[_'—_r’j_m—;- Compute L. = HMACEHAZ 560, iy NOR 5

au g
WA

Compute L= HMAC-SHA236(1, ke XOR :-n}i - -

Verify L=1L"

Figure 2.4. Locality Check between HD'CP Transmitter and HDCP Receiver

Id. at 17.

See also:
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"provide the first signal to the second device;"

Id. at 27.

Id. at 28.

HI1: Al:
Transmit Low- Enown HDCP2 Al A2: Al As:
value Content Capahle Rx Exchange i Localitv Check Ex{hnuole }ri Authenticated
CP desired and
HDCP2 Capable | Thsm# o Done pof Done >
£ il
CP Not Desired] 101be2 cation
e Fal
_ Fail
o REAUTH REQ
Ad: recetved
Test for Repeater -
- Done
Not an HDCP Repeater -
Af: AT:
‘Wait for Receiver Verifv l_ie.ceivel' m
ID List " Tic
HDCP . ™ EEADY asserted
Repeater READY > Done and Content
T Stream Management
» . Timeout| information already
Fail transmitted
lt———— s
Done
AD:
Content Stream
A8: —MManagement,
Send Receiver ID List
acknowledzement
Done and Content Stream
| Management information not yet | Success or
- ransmitted o Fail

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram

Transition Al:A2. The HDCP Transmitter implements locality check after successful completion
of AKE and pairing.

State A2: Locality Check. In this state, the HDCP Transmitter implements the locality check as
explamed in Section 2.3 with the HDCP Receiver.
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"receive a second signal from the second device after providing the first signal;”

receive a second signal from the second
device after providing the first signal;

The processor of the Accused Product is arranged to receive a second signal, e.g., the LC_Send_L_prime
message including L’, from the second device after providing the first signal, e.g., rn of the LC_Init message.

HOCP Transmiter [Deviee Al HDCP Receiver [Device I
Tniiiate
Ciencrale T J&E!ﬂ}' check: [.f‘_'ﬂit
Set watchdog timer i

y3

ig Read L

[":"ﬂcm;i:[_'—_r’j_m—;- Compute L. = HMACEHAZ 560, iy NOR 5
Compute L= HMAC-SHA2S6(1, ke XOR r-) e

Verify L=1L"

Figure 2.4. Locality Check between HD'CP Transmitter and HDCP Receiver

HDMI HDCP 2.2 at 17.

The HDCP Receiver
* Computes a 256-bit value L' = HMAC-SHA256(r;, . ks XOR 1)
+ DMakes LC Send L prime message containing 256-bit L " available for the transmitter to

read mmediately after computation of L’ to ensure that the message is received by the
transmmtter within the specified 20 ms timeout at the transmutter.
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"receive a second signal from the second device after providing the first signal;”

Id. at 16.

Id. at 59.

2.3 Locality Check

Locality check 1s performed after AKE and paming. The HDCP Transmitter mitiates locality check
by sending a 64-bit pseudo-random nonce 7, to the downstream receiver.

The HDCP Transmitter

Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce 7, to the HDCP Receiver.

Sets its watchdog timer to 20 ms. The LC_Send I prime message must be received by
the transmitter within 20 ms from the time the transmitter finishes writing the LC Init
message parameters to the HDCP Receiver. Locality check fails if the watchdog timer
expires before the last byte of the L.C Send 1. prime message is received by the
transmitter. The transmitter then aborts the authentication protocol.

Computes L = HMAC-SHA256(r;, . kg XOR 1,,) where HMAC-SHA256 is computed
over 7, and the key used for HMAC is kg XOR 7. where 7, is XORed with the least-
significant 64-bits of kg.

On reading LC_Send L prime message from the receiver, compares L and L°. Locality
check fails if L is not equal to L.

427 LC_Init (Write)

Syntax No. of Bytes
LC_Init {
msg_id (=9) 1
ry[63..0] 8
1
5

Table 4.9. LC_Init Format

428 LC_Send_L_prime (Read)

The LC Send L prime message must be available for the transmitter to read within 20 ms from
the time the transmitter finishes writing the LC_Init message parameters to the HDCP Receiver i.e.

after the last byte of r,, has been written.

Svntax

No. of Bytes

LC Send L prime{
msg id (=10)
LT255.0]

1
3

(%)

Table 4.10. LC_Send_L_prime Format
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"receive a second signal from the second device after providing the first signal;”

See also:
HI: Al:
Transmit Low- Known HDCP2 Al A2 A¥ AS:
value Content Capable Rx Exchange kn Localitv Check Exchange i, Authenticated
CP desired and
HDCP2 Capable Start Done ] Done -
CP Not Desires Authentication
e Fal]
_ Fail
REAUTH REQ
Ad received
Test for Repeater -
Done
Mot an HDCP Pepeater >
Ag: AT:
Wait for Receiver . .o o .
D List Verifv Rgceuﬂ m
HDCP . READY asserte
Repeater READY - Done and Content
R Stream M, -
e . Timeout] information already
Fail transmitted
. 3
Done
AD:
Content Stream
As: Management
Send Receiver ID List
ackmowledzement
Done and Content Stream
|| Management information not yet | Success or
= transmitted Fal

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram

Id. at 27.

Transition Al:A2. The HDCP Transmitter implements locality check after successful completion
of AKE and pairing.

State A2: Locality Check. In this state, the HDCP Transmitter implements the locality check as
explamed in Section 2.3 with the HDCP Receiver.

Id. at 28.
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"determine if the second signal is derived from the secret by determining whether the second signal is the first signal modified based on the secret;"

determine if the second signal is derived
from the secret by determining whether the
second signal is the first signal modified
based on the secret;

The processor of the Accused Product is arranged to determine whether the second signal, e.g., L’, is derived
from the secret, e.g., km, by determining whether the second signal is the first signal, e.g., r,, modified based
on the secret.

The HDCP 2.2 Locality Check must be passed prior to session key exchange and establishment of a secure
communications path for the Accused Product to provide protected content to the second device.

The HDCP authentication protocol is an exchange between an HDCP Transmitter and an HDCP
Receiver that affirms to the HDCP Transmitter that the HDCP Receiver is authorized to receive
HDCP Content. It is comprised of the following stages

e Authentication and Key Exchange (AKE) — The HDCP Receiver’s public key certificate
is verified by the HDCP Transmitter. A Master Key £, 1s exchanged.

e  Locality Check — The HDCP Transmitter enforces locality on the content by requiring
that the Round Trip Time (RTT) between a pair of messages is not more than 20 ms.

e Session Key Exchange (SKE) — The HDCP Transmitter exchanges Session Key k; with
the HDCP Receiver.

e Authentication with Repeaters — The step is performed by the HDCP Transmitter only
with HDCP Repeaters. In this step. the repeater assembles downstream topology
information and forwards it to the upstream HDCP Transmitter.

Successful completion of AKE and locality check stages affirms to the HDCP Transmitter that the
HDCP Receiver is authorized to receive HDCP Content. At the end of the authentication protocol,
a communication path is established between the HDCP Transmitter and HDCP Receiver that only
Authorized Devices can access.

HDMI HDCP 2.2 at 11.

The Locality Check requires the Accused Product (transmitter) to determine that L’ received via the
LC Send L prime message is derived from the secret by matching L’ to value L which is the first signal, e.g.,
rn, modified based on the secret (e.g., L is computed based on r, and kg, which is based on dkeyo and dkeys,
each of which is based on the Master Key, km).
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"determine if the second signal is derived from the secret by determining whether the second signal is the first signal modified based on the secret;"

2.3 Locality Check
Locality check is performed after AKE and pairing. The HDCP Transmitter initiates locality check
by sending a 64-bit pseudo-random nonce 7, to the downstream receiver.

The HDCP Transmitter

. Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce 7, to the HDCP Receiver.

«  Sets its watchdog timer to 20 ms. The LC Send L prime message must be received by
the transmitter within 20 ms from the time the transmitter finishes writing the LC Init
message parameters to the HDCP Receiver. Locality check fails if the watchdog timer
expires before the last byte of the LC Send L prime message is received by the
transmitter. The transmitter then aborts the authentication protocol.

« Computes L = HMAC-SHA256(r, . kg XOR 7,,) where HMAC-SHA256 is computed
over 7, and the key used for HMAC is kyXOR 7;,. where 7, 1s XORed with the least-

significant 64-bits of k.

. Onreading LC Send L prime message from the receiver, compares L and L’. Locality
check fails if L is not equal to L.

Id. at 16.
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"determine if the second signal is derived from the secret by determining whether the second signal is the first signal modified based on the secret;"

HDCP Transmitter [Device A] HDCP Receiver [Device B]
Initiate
Generate 1, _lg.d_]l[_}’ check: LC Init

Set watchdog timer T T
52
22 Read "

L LC_Send L. prime | Compute 1 = HMAC-SHA256(73, kaXOR 73)
Compute L = HMAC-SHA256(r,, kg XOR 1) l«—
Verify L=1"

Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver
The HDCP Receiver

*  Computes a 256-bit value L’ = HMAC-SHA256(7r;,. k4 XOR 1,).

* Makes LC Send L prime message containing 256-bit L’ available for the transmitter to
read immediately after computation of L’ to ensure that the message is received by the
transmitter within the specified 20 ms timeout at the transmitter.

In the case of a locality check failure due to expiration of the watchdog tumer or due to mismatch
of L and L at the HDCP Transmitter. locality check may be reattempted by the HDCP Transmitter
for a maximum of 1023 additional attempts(for a maxmmm allowed 1024 total trials) with the

transmission of an LC Init message containing a new 7. Failure of locality check on the first
attempt and subsequent zero or more reattempts results in an authentication failure and the

authentication protocol is aborted.

Id. at 17.
The second signal, e.g., L’, is derived from a secret.
The value of L’ is derived from kg.
Compute L' = HMAC-SHA256(r;,, ka XOR ;)

Id.

The value of kq is based upon dkeyo and dkey:, each of which is derived from km, the Master Key.
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"determine if the second signal is derived from the secret by determining whether the second signal is the first signal modified based on the secret;"

Performs key derivation as explained in Section 2.7 to generate 256-bit ky. ky =
dkeyyg || dkeyy. where dkeygyand dkey, are derived keys generated when ctr = 0
and ctr = 1 respectively. dkeyyand dkey, are in big-endian order.

Id. at 14-15.
Fre || (7 XOR ctr)
1281
128
k,XORr, —/—m  AES-CTR
12%
dkey;
Figure 2.10. Key Derivation

Id. at 25.

Master Kev. A 128-bit random. secret cryptographic key negotiated between the HDCP
Transnutter and the HDCP Receiver during Authentication and Key Exchange and used to pair the
HDCP Transmitter with the HDCP Receiver.

Id. at 8.

See also:
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"determine if the second signal is derived from the secret by determining whether the second signal is the first signal modified based on the secret;"

HI1: Al
Transmit Low- Known HDCP2 Al Al Ad: AS:
value Content Capable Rx Exchange Fy Localitv Check E:c]mucle 'E"i Authenticated
CP desired and
EDCP2 Capatle " |— era;: o Done pflone
£ ticaty
CP Not Desired] "o n
e Fail]
_ Fail
o REAUTH REQ
Ad: 1ecetved
Test for Repeater, <
- Done
Not an HDCP Repeater o
A: AT
Wait for Rlecelver Verifv Receiver ID
ID List " Tic
HDCP - - READY asserted
Repeater | READY L Done and Content
T Stream Management
» _J, Timeout| information already
Fail transmutted
ot ———
Done
AO:
Content Stream
A8: Management
Send Receiver ID List
ackmowledzement
Done and Content Stream
| Management information not yet | Success or
g fransmitted = Fal

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram

Id. at 27.
Transition Al: A2, The HDCP Transmutter implements locality check after successful completion
of AKE and pairing.
State A2: Locality Check. In this state, the HDCP Transmitter implements the locality check as
explamed i Section 2.3 with the HDCP Receiver.

Id. at 28.
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"determine whether a time difference between providing the first signal and receiving the second signal is less than a predetermined time; and"

determine whether a time difference | The processor of the Accused Product is arranged to determine whether a time difference between providing
between providing the first signal and | the first signal, e.g., the LC_Init message including r,, and receiving the second signal, e.g., the
receiving the second signal is less than a | LC_Send_L_prime message including L’, is less than a predetermined time.
predetermined time; and
The Locality Check requires the Accused Product to determine that the time between the providing of the
LC Init message and receiving L’ via the LC_Send L prime message is less than a predetermined time of 20
ms.
2.3 Locality Check
Locality check is performed after AKE and pairing. The HDCP Transmitter initiates locality check
by sending a 64-bit pseudo-random nonce 7, to the downstream receiver.
The HDCP Transmitter
. Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce 7, to the HDCP Receiver.
. Sets its watchdog timer to 20 ms. The LC Send L prime message must be received by
the transmitter within 20 ms from the time the transmutter finishes writing the LC Init
message parameters to the HDCP Receiver. Locality check fails if the watchdog timer
expires before the last byte of the LC Send L prime message is received by the
transmitter. The transmitter then aborts the authentication protocol.
« Computes L = HMAC-SHA256(r, . kg XOR 7,,) where HMAC-SHA256 is computed
over 7, and the key used for HMAC is kyXOR 7;,. where 7, 1s XORed with the least-
significant 64-bits of k.
. Onreading LC Send L prime message from the receiver, compares L and L’. Locality
check fails if L is not equal to L.
Id. at 16.
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"determine whether a time difference between providing the first signal and receiving the second signal is less than a predetermined time; and

Id. at 17.

See also:

HDCP Transmitter [Device A] HDCP Receiver [Device B]
Initiate
Generate 1, _lg.d_]l[_}’ check: LC Init

Set watchdog timer T T
52
22 Read "

L LC_Send L. prime | Compute 1 = HMAC-SHA256(73, kaXOR 73)
Compute L = HMAC-SHA256(r,, kg XOR 1) l«—
Verify L=1"

Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver

The HDCP Receiver
*  Computes a 256-bit value L’ = HMAC-SHA256(7r;,. k4 XOR 1,).

* Makes LC Send L prime message containing 256-bit L’ available for the transmitter to
read immediately after computation of L’ to ensure that the message is received by the
transmitter within the specified 20 ms timeout at the transmitter.

In the case of a locality check failure due to expiration of the watchdog tumer or due to mismatch
of L and L at the HDCP Transmitter. locality check may be reattempted by the HDCP Transmitter
for a maximum of 1023 additional attempts(for a maxmmm allowed 1024 total trials) with the
transmission of an LC Init message containing a new 7. Failure of locality check on the first
attempt and subsequent zero or more reattempts results in an authentication failure and the
authentication protocol is aborted.
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"determine whether a time difference between providing the first signal and receiving the second signal is less than a predetermined time; and

Id. at 27.

Id. at 28.

HI1: Al
Transmit Low- Enown HDCP2 Al: A A¥ AS:
value Content (':lEab]e Rx Exchange iy, Locality Check Exchange i, Authenticated
CP desired and
HDCP Capable " |— mSW_It ___pf Done pof Done -
f ticaty
CP Not Desired] “" 0
l«— Fail]
_ Fail
. REAUTH RED
Ad: recerved
Test for Repeater -
Done
Not an HDCP Repeater -
Af: AT
Wait for Receiver e l_ie-c civer ID
ID List ’ Lis
HDCF . - READY asserted
Repeater READY L Done and Content
o Stream Management
«——— ] _ Timeout| information already
Fail transmitted
ot ———— .
Done
Al
Content Stream
A8: Management
Send Receiver ID List
acknowledgement
Done and Content Stream
o | Management information not yet | Success or
b fransmitted o Fail

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram

Transition Al: A2, The HDCP Transmutter implements locality check after successful completion
of AKE and pairing.

State A2: Locality Check. In this state, the HDCP Transmitter implements the locality check as
explamed i Section 2.3 with the HDCP Receiver.
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"allow the protected content to be provided to the second device at least when the second signal is determined to be derived from the secret and the time

difference is less than the predetermined time."

allow the protected content to be provided
to the second device at least when the
second signal is determined to be derived
from the secret and the time difference is
less than the predetermined time.

The processor of the Accused Product is arranged to allow the protected content to be provided to the second
device at least when the second signal, e.g., L’, is determined to be derived from the secret and the time
difference is less than the predetermined time.

The HDCP 2.2 Locality Check must be passed prior to session key exchange and establishment of a secure
communications path for the Accused Product to provide protected content to the second device.

The HDCP authentication protocol is an exchange between an HDCP Transmitter and an HDCP
Receiver that affirms fo the HDCP Transmitter that the HDCP Receiver is authorized to receive
HDCP Content. It is comprised of the following stages

e Authentication and Key Exchange (AKE) — The HDCP Receiver’s public key certificate
is verified by the HDCP Transmitter. A Master Key £, 1s exchanged.

¢  Locality Check — The HDCP Transmitter enforces locality on the content by requiring
that the Round Trip Time (RTT) between a pair of messages is not more than 20 ms.

e Session Key Exchange (SKE) — The HDCP Transmitter exchanges Session Key k; with
the HDCP Receiver.

e  Authentication with Repeaters — The step is performed by the HDCP Transmitter only
with HDCP Repeaters. In this step. the repeater assembles downstream topology
information and forwards it to the upstream HDCP Transmitter.

Successful completion of AKE and locality check stages affirms to the HDCP Transmitter that the
HDCP Receiver is authorized to receive HDCP Content. At the end of the authentication protocol,
a communication path is established between the HDCP Transmitter and HDCP Receiver that only
Authorized Devices can access.

HDMI HDCP 2.2 at 11.

The Accused Product allows the protected content to be provided to the second device at least when, as part
of the Locality Check: the L’ received via the LC_Send L prime message is determined to be derived from
the secret (as determined by matching L’ to value L which is derived from the secret (e.g., L is computed based
on kg, which is based on dkeyo and dkey:, each of which is based on the Master Key, km)); and the time
difference between the providing of the LC _Init message and receiving L’ via the LC_Send L prime message
is less than the predetermined time of 20 ms.
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"allow the protected content to be provided to the second device at least when the second signal is determined to be derived from the secret and the time
difference is less than the predetermined time."

2.3 Locality Check
Locality check is performed after AKE and pairing. The HDCP Transmitter initiates locality check
by sending a 64-bit pseudo-random nonce 7, to the downstream receiver.

The HDCP Transmitter

. Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce 7, to the HDCP Receiver.

«  Sets its watchdog timer to 20 ms. The LC Send L prime message must be received by
the transmitter within 20 ms from the time the transmitter finishes writing the LC Init
message parameters to the HDCP Receiver. Locality check fails if the watchdog timer
expires before the last byte of the LC Send L prime message is received by the
transmitter. The transmitter then aborts the authentication protocol.

. Computes L = HMAC-SHA256(r, . kg XOR 7,,) where HMAC-SHA256 is computed
over 7, and the key used for HMAC is kg XOR r1;,. where 1, 1s XORed with the least-

significant 64-bits of k.

. Onreading LC Send L prime message from the receiver. compares L and L. Locality
check fails if L is not equal to L.

Id. at 16.

130




Case 1:20-cv-01241-CFC Do&léngg{eHRl o.%lﬁ%?%ggelgimp@e 177 of 258 PagelD #: 5949

"allow the protected content to be provided to the second device at least when the second signal is determined to be derived from the secret and the time
difference is less than the predetermined time."

HDCP Transmitter [Device A] HDCP Receiver [Device B]
Initiate
Generate 1, _lg.d_]l[_)’ check: LC Init

Set watchdog, timer T T
52
22 Read "

L LC_Send L prime] Compue L' = HMAC-SHA256(r kaXOR 1)
Compute L = HMAC-SHA256(r,, kg XOR 1) l«—
Verify L=1"

Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver
The HDCP Receiver

*  Computes a 256-bit value L’ = HMAC-SHA256(r;,. k4 XOR 1;,).

* Makes LC Send L prime message containing 256-bit L’ available for the transmitter to
read immediately after computation of L’ to ensure that the message is received by the
transmitter within the specified 20 ms timeout at the transmitter.

In the case of a locality check failure due to expiration of the watchdog timer or due to mismatch
of L and L’ at the HDCP Transmitter. locality check may be reattempted by the HDCP Transmitter
for a maximum of 1023 additional attempts(for a maxmmm allowed 1024 total trials) with the

transmission of an LC Init message containing a new 7. Failure of locality check on the first
attempt and subsequent zero or more reattempts results in an authentication failure and the

authentication protocol is aborted.

Id. at 17.
The second signal, e.g., L’, is derived from a secret.
The value of L’ is derived from kg.
Compute " =HMAC-SHA256(r%,, kg XOR #17)

Id.

The value of kq is based upon dkeyo and dkey:, each of which is derived from km, the Master Key.
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"allow the protected content to be provided to the second device at least when the second signal is determined to be derived from the secret and the time
difference is less than the predetermined time."

Performs key derivation as explained in Section 2.7 to generate 256-bit ky. kg =

dkeyyg || dkeyy. where dkeygyand dkey, are derived keys generated when ctr = 0

and ctr = 1 respectively. dkeyyand dkey, are in big-endian order.

Id. at 14-15.

1 1 XOR ctr)

128

128

k,XOR 7, —/—m| AES-CTR

128
dkey;

Figure 2.10. Key Derivation

Id. at 25.
Master Kev. A 128-bit random, secret cryptographic key negotiated between the HDCP

Transmuitter and the HDCP Receiver during Authentication and Key Exchange and used to pair the
HDCP Transnutter with the HDCP Feceiver.

Id. at 8.

Each of km, kq, dkeyo and dkey: is a secret.

Value Confidentiality Integrity Value used by Core Function
Required™? Required™? Core
Functions?
km Yes Yes Yes Handling of Master Key, during AKE (including Pairing) and
Key Denvation, m plamtext form
ks Yes Yes' No N/A
dkeyo.dkey, Yes Yes' No N/A
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"allow the protected content to be provided to the second device at least when the second signal is determined to be derived from the secret and the time
difference is less than the predetermined time."

Id. at 67 (abridged).

Id. at 17.

3.1 Data Encryption

HDCP
Cipher

2.4 Session Key Exchange
Successtul completion of AKE and locality check stages affirms to HDCP Transmitter that the
HDCP Receiver is authorized to receive HDCP Content. Session Key Exchange (SKE) is initiated
by the HDCP Transmitter after a successful locality check. The HDCP Transmitter sends
encrypted Session Key to the HDCP Receiver at least 200 ms before enabling HDCP Encryption
and beginning the transmission of HDCP Content. HDCP Encryption may be enabled 200 ms after
the transmission of the encrypted Session Key to the HDCP Receiver and at no time prior. Content
encrypted with the Session Key £ starts to flow between the HDCP Transmitter and HDCP
Receiver. HDCP Encryption must be enabled only after successful completion of AKE, locality
check and SKE stages.

HDCP Transmitter

Bitwise

TM.DS.
Encoder

XOR

Encrypted
T.M.D.S.
Link

The Accused Product proceeds to session key exchange and providing of the protected content to the second
device after successful completion of the AKE stage and Locality Check.

HDCP Encryption 1s applied at the imnput to the TM D S. Encoder and decryption is applied at the
output of the TM.D.S. Decoder (Figure 3-1). HDCP Encryption consists of a bit-wise exclusive-or
(XOR) of the HDCP Content with a pseudo-random data stream produced by the HDCP Cipher.

HDCP Receiver

HDCP
Cipher

T.MD.S.
Decoder

Figure 3-1. HDCP Encryption and Decryption

Bitwise
XOR
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"allow the protected content to be provided to the second device at least when the second signal is determined to be derived from the secret and the time

. . . . "
difference is less than the predetermined time.
Id. at 50.
See also:
HI: Ab:
Transmit Low- Eunown HDCP2 Al Al: Al AS:
value Content Capable Rx Exchange i Localitv Check Exchange I, Authenticated
—mtlT e el e el LNECL IOange C SULCRCIEC
CP desired and
HDCF?2 Capable = mSM_It _ ) Done pfDone
! ticati
CP Not Desired] “
o« Fal
P Eail
- REAUTH REQ
Al received
Test for Repeater -
- Done
Mot an HDCP Bepeater >
Af: AT
Wait ]f]o)l‘[l}e:eu‘er Verify Receiver ID
HDCP - : READY assert
Repeater READY - Done and Content
o Stream Management
» _ . Tameout] information already
Fail transmutted
. 2
Done
AQ:
Content Stream
A8: Management
Send Receiver ID List
acknowledzement
Done and Content Stream
o | Management information not yet | Success or
- Tansmitted o Fail
Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram
Id. at 27.
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"allow the protected content to be provided to the second device at least when the second signal is determined to be derived from the secret and the time
difference is less than the predetermined time."

Transition Al:A2. The HDCP Transmitter implements locality check after successful completion
of AKFE and pairing.

State A2: Locality Check. In this state, the HDCP Transmitter implements the locality check as
explamed in Section 2.3 with the HDCP Receiver.

Id. at 28.

Transition A2:A3. The HDCP Transmutter implements SKE after successful completion of
locality check.

State A3: Exchange k,. The HDCP Transmitter sends encrypted Session Key. Egq (%), and ri, to
the HDCP Recetver as part of the SKE Send Eks message. It may enable HDCP Encryption 200

ms after sending encrypted Session Key. HDCP Encryption must be enabled only after successfil
completion of AKE, locality check and SKE stages.

Transition A3:A4. This transition occurs after completion of SKE.

Id. at 28-29.
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U.S. Patent No. 10,091,186

HP Product / Intel Product



1

Processor Intel® Core™ i3-10110Y with Intel®
UHD Graphics (1 GHz base frequency,
up to 4 GHz with Intel® Turbo Boost
Technology, 4 MB cache, 2 cores)

HP ProBook x360 11 G6 EE Notebook PC (Product # 3C534UT#ABA)
(“HP Product” or “Accused Product”)

Intel video processing system and components thereof including 10th
Generation Intel Core i3-10110Y Processor, main board hardware,
integrated operating system, middleware, application program, video
processing, and/or digital rights management (“DRM”) software that runs
on the HP Product
(“Intel Product” or “Accused Product”)
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising a processor circuit, the processor circuit
arranged to execute instructions, the instructions arranged to:"
1. A first device for controlling delivery of | Each of the HP Product and the Intel Product is a first device for controlling delivery of protected content to
protected content to a second device, the | a second device, and is referred to herein as an “Accused Product.”

first device comprising a processor circuit,
the processor circuit arranged to execute | For example, the HP Product is an HDMI transmitter with HDCP 2.2 for controlling delivery of protected

instructions, the instructions arranged to: | content to another device, such as an HDMI receiver with HDCP 2.2.

HP, HP ProBook x360 11 G6 EE Notebook PC, https://store.hp.com/us/en/pdp/hp-probook-x360-11-g6-ee-
notebook-pc.
The HP Product includes an HDMI 2.0a port and a 10th Generation Intel® Core™ i3-10110Y Processor (the

“Intel Processor”) integrated with the Intel UHD Graphics 615 graphics processor (the “Intel GPU”) that
enable delivery of protected content to another device.



https://store.hp.com/us/en/pdp/hp-probook-x360-11-g6-ee-notebook-pc
https://store.hp.com/us/en/pdp/hp-probook-x360-11-g6-ee-notebook-pc
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising a processor circuit, the processor circuit

arranged to execute instructions, the instructions arranged to:"

Product specifications
HP Data Sheet
Operating system

Processor family

AMS NB - HP ProBook x360 11 G6 EE Notebook PC Datasheet EN 12-2019
Windows 10 Pro 64

10th Generation Intel® Core™ i3 processor

Processor

Intel® Core™ i3-10110Y with Intel® UHD Graphics (1 GHz base frequency,
up to 4 GHz with Intel® Turbo Boost Technology, 4 MB cache, 2 cores)®7]

Memory

Internal drive

Optical drive

Display

8 GB LPDDR3-2133 SDRAM (onboard)
128 GB SATA3 M.2 SSD
Not included

11.6" diagonal HD SVA anti-glare WLED-backlit touch screen, 220 nits,
45% NTSC (1366 x 768)(8.121533]

Graphics

Integrated: Intel® UHD Graphics

External I/0 Ports

2 USB 3.7 Gen 1; 1 USB Type-C® (Data transfer, power delivery); 1 RJ-45; 1
headphone/microphone combo; 1 HDMI 2.0a; 1 AC power

Id. See also NotebookCheck, Intel Core i3-10110Y, https://www.notebookcheck.net/Intel-Core-i3-10110Y -

Laptop-Processor-Comet-Lake-Y.431177.0.html/.

The Intel Processor supports HDCP 2.2 via HDMI 2.0a.



https://www.notebookcheck.net/Intel-Core-i3-10110Y-Laptop-Processor-Comet-Lake-Y.431177.0.html/
https://www.notebookcheck.net/Intel-Core-i3-10110Y-Laptop-Processor-Comet-Lake-Y.431177.0.html/
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising a processor circuit, the processor circuit
arranged to execute instructions, the instructions arranged to:"

Range?,

Table 2-24. HDCP Display supported Implications Table
Topic HD(_:F_) MaX|mu-m HDR" HDCF_) BPC? Comments
Revision Resolution Solution?
Legacy
HDCP1.4 4K@60 No iHDCP 10 bit Integrated
for HDCP1.4
op New
HDCP2.2 |4K@60 Yes iHDCP 10 bit Integrated
for HDCP2.2
Legacy
HDCP1.4 4K@30 No iHDCP 8 bit Integrated
for HDCP1.4
LSPCON
HDCP2.2 4K@30 No LSPCON 8 bit HDCP2.2
required
HDMI 1.4 New
HDCP2.2 4K@30 No iHDCP4 8 bit Integrated
for HDCP2.2
LSPCON
HDMI 2.0 HDCP2.2 4K@60 No LSPCON 1;;“ (Yuv HDCP2.2
required
LSPCON
HDMI2.0a HDCP2.2 [4K@60 Yes LSPCON ;Ié:)))lt (Yuv HDCP2.2
required
Intel, How to enable High Dynamic
https://www.intel.com/content/www/us/en/support/articles/000032112/graphics/graphics-for-7th-generation-
intel-processors.html.



https://www.intel.com/content/www/us/en/support/articles/000032112/graphics/graphics-for-7th-generation-intel-processors.html
https://www.intel.com/content/www/us/en/support/articles/000032112/graphics/graphics-for-7th-generation-intel-processors.html
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising a processor circuit, the processor circuit
arranged to execute instructions, the instructions arranged to:"

Supported Technologies

o Intel® Virtualization Technology (Intel® VT)

e Intel® Active Management Technology 11.0 (Intel® AMT 11.0)
o Intel® Trusted Execution Technology (Intel® TXT)

« Intel® Streaming SIMD Extensions 4.2 (Intel® SSE4.2)

o Intel® Hyper-Threading Technology (Intel® HT Technology)
 Intel® 64 Architecture

» Execute Disable Bit

e Intel® Turbo Boost Technology 2.0

« Intel® Advanced Vector Extensions 2 (Intel® AvX2)
e Intel® Advanced Encryption Standard New Instructions (Intel® AES-NI)

e PCLMULQDQ (Perform Carry-Less Multiplication Quad word) Instruction
« Intel® Transactional Synchronization Extensions (Intel® TSX-NI)

e PAIR - Power Aware Interrupt Routing

e SMEP - Supervisor Mode Execution Protection

e Intel® Boot Guard

e Intel® Software Guard Extensions (Intel® SGX)

 Intel® Memory Protection Extensions (Intel® MPX)

e GMM Scoring Accelerator

e Intel® Processor Trace

e High Definition Content Protection (HDCP) 2.2

Intel, 10" Generation Intel Core Processors, Datasheet, Volume 1 or 2 (Jul. 2020, rev. 5), available at
https://cdrdv2.intel.com/v1/dl/getContent/615211, at 11-12.

“HDCP is the technology for protecting high-definition content against unauthorized copy ... between a
source ... and the sink .... The [Intel] [P]rocessor supports HDCP 1.4/2.3 for 4 k Premium content protection
over wired displays (HDMI* and DisplayPort*).”



https://cdrdv2.intel.com/v1/dl/getContent/615211
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising a processor circuit, the processor circuit
arranged to execute instructions, the instructions arranged to:"

High-bandwidth Digital Content Protection (HDCP)

HDCP is the technology for protecting high-definition content against unauthorized
copy or unreceptive between a source (computer, digital set top boxes, and so on) and
the sink (panels, monitor, and TVs). The processor supports HDCP 1.4/2.3 for 4 k
Premium content protection over wired displays (HDMI* and DisplayPort*).

Id. at 44
Intel’s “UHD” processor nomenclature also indicates support for HDCP 2.2:

Another change from 7 Gen to 8 Gen will be in the graphics. Intel is upgrading the
nomenclature of the integrated graphics from HD 620 to UHD 620, indicating that the
silicon is suited for 4K playback and processing. During our pre-briefing it was
categorically stated several times that there was no change between the two, however we
have since confirmed that the new chips will come with HDCP 2.2 support as standard for
DP1.2a, removing the need for an external LSPCON for this feature. Other than this
display controller change however, it appears that these new UHD iGPUs are
architecturally the same as their HD predecessors.

https://www.anandtech.com/show/11738/intel-launches-8th-generation-cpus-starting-with-kaby-lake-
refresh-for-15w-mobile.

HDCP 2.2 is implemented in Intel-based systems with Core-i series Processors within the Converged Security
& Manageability Engine (CSME) also known as the Management Engine (ME). The CSME contains a
processor (x86 core) which executes instructions including but not limited to the uKernel/OS, drivers, services,
and applications for the CSME.



https://www.anandtech.com/show/11738/intel-launches-8th-generation-cpus-starting-with-kaby-lake-refresh-for-15w-mobile
https://www.anandtech.com/show/11738/intel-launches-8th-generation-cpus-starting-with-kaby-lake-refresh-for-15w-mobile
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising a processor circuit, the processor circuit
arranged to execute instructions, the instructions arranged to:"

(4

blackhat CSME HW Overview & Capabilities

* CPU: Intel 32 bits processor (i486)
supporting rings, segmentation and MMU for
page management

*» SRAM: Isolated RAM (~1.5 MB) from host
ROM: HW root of trust of CSME Firmware

+ System Agent: Allows CPU to securely
access SRAM and enforce access control to
SRAM from internal/external devices by
— using IOMMU (i.e. control DMA access)

i
¢
i
:
:

EEE

fnaEll o

+ Manageability Devices: used for manageability and  * OCS (Offload & Cryptography '
redirection (USB-R, IDE-R, KT, KVM etc.) Subsystem): Crypto HW accelerator with

* Protected Real Time Clock: used for monotonic DA SRgIne And Saaurs ey Slarage) (SKS)

counters (anti-replay protection) and as protected time * Gasket: interface to PCH fabric & CSME 10
devices (TPM, HECI etc.)

IBHUSA PIBLACK HAT BVENTS

Behind the Scenes of Intel Security and Manageability Engine, blackhat USA 2019 (“CSME”) at 7.
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising a processor circuit, the processor circuit
arranged to execute instructions, the instructions arranged to:"

Id. at 23.

Ring O

CSME Applications

—

+ CSME applications are running at ring3

+ CSME TCB ensure CSME applications are isolated from each
others including their data kept in NVM

| AT
[ Toeding T DR | Flotham | WaFS
| DAL | RntWake
Boot ( Sorvices "%
flow
( [
e
T vt Fie | Proe RetWake  Support for concurrent Wake On LAN
| o B Dvive
1
)
aerne \

One such application is “PAVP” which provides HDCP capabilities within the Intel processor.

+ CSME applications are running at ring3

+ CSME TCB ensure CSME applications are isolated from each
others including their data kept in NVM

Applications:

[ AMT } AMT: Manageablility including network stack

IP loading: ISH, Audio, Camera
[ IP Loading L DRMs l Hotham I WAPPS ] PAVP: PlayReady, Widevine, HDCP
[ Icc [ PTT (TPM) I DAL l RAmtWake | Hotham: Debug mailbox with SW
( o ) ;a" WAPPS: AMT 3" party storage

Z ICC: Integrated Clock Configuration (overclocking)

( Drivers ] PTT: TPM 2.0 implementation

DAL: Dynamic Intel signed applications loading
l Crypto [ Virtual File l \Hu'.':'.-s l o l RmtWake: Support for concurrent Wake On LAN

Iriver System fanagar
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising a processor circuit, the processor circuit
arranged to execute instructions, the instructions arranged to:"

Upon information and belief, the Accused Product is compliant with the High-bandwidth Digital Content
Protection System Revision 2.2 (“HDCP 2.2”) protocol. The Accused Product supports HDCP 2.2 for
protecting content between devices.

For the purpose of this specification. 1t 1s assumed that the Audiovisual content 1s transmmtted over
a HDMI based wired display link. In an HDCP System, two or more HDCP Devices are
mterconnected through an HDCP-protected Interface. The Audiovisual Content flows from the
Upstream Content Control Function mto the HDCP System at the most upstream HDCP
Transmitter. From there the Audiovisual Content encrvpted by the HDCP System, referred to as
HDCP Content. flows through a tree-shaped topology of HDCP Receivers over HDCP-protected
Interfaces. This specification describes a content protection mechanism for: (1) authentication of
HDCP Recewvers to their immediate upstream connection (i1e. an HDCP Transmitter), (2)
revocation of HDCP Receivers that are determined by the Digital Content Protection, LLC, to be
mvahid, and (3) HDCP Encryvption of Audiovisual Content over the HDCP-protected Interfaces
between HDCP Transmutters and ther downstream HDCP Receivers. HDCP Receivers may
render the HDCP Content m audio and visual form for human consumption. HDCP Receivers
may be HDCP Repeaters that serve as downstream HDCP Transmitters emutting the HDCP
Content further downstream to one or more additional HDCP Receivers.

High-bandwidth Digital Content Protection System Mapping HDCP to HDMI Revision 2.2 13 February, 2013
(“HDMI HDCP 2.2”) at 5.

There are three elements of the content protection system. Each element plays a specific role i the
system. First, there 15 the authentication protocol, through which the HDCP Transmitter verifies
that a given HDICP Receiver 1s licensed to recerve HDCP Content. The authentication protocol 1s
implemented between the HDCP Transmitter and its comesponding downstream HDCP Recerver.
With the legitimacy of the HDCP Recerver determined, encrypted HDCP Content 1s transmutted
between the two devices based on shared secrets established during the authentication protocol
This prevents eavesdropping devices from utilizing the content. Fmally. i the event that legitimate
devices are compromised to permit tnanthorized use of HDCP Content, renewability allows an
HDCP Transmitter to identify such compromised devices and prevent the transmission of HDCP
Content.

This document contaimns chapters describing in detail the requirements of each of these elements. In
addition, a chapter 1s devoted to describing the cipher structure that 15 used m the encryption of
HDCP Content.

Id. at 9.

10




Case 1:20-cv-01241-CFC DO&@E’Q&HRI OFﬂ?qu%ggl%ﬂ air%alge 193 of 258 PagelD #: 5965

"1. A first device for controlling delivery of protected content to a second device, the first device comprising a processor circuit, the processor circuit
arranged to execute instructions, the instructions arranged to:"

The Accused Product is an HDCP Device, and more specifically an HDCP 2.2-compliant Device, capable of
functioning as an HDCP Transmitter and that implements required functionality of HDMI HDCP 2.2 including
the functions required by the HDCP Transmitter State Diagram.

The state machines in this specification define the required behavior of HDCP Devices. The link-
visible behavior of HDCP Devices munplementing the specified state machines must be wdentical,
even if implementations differ from the descriptions. The behavior of HDCP Devices
implementing the specified state machines must also be 1dentical from the perspective of an entity
outside of the HDCP System.

Implementations must include all elements of the content protection system described herem,
unless the element 15 specifically identified as mformative or optional. Adopters must also ensure
that mmplementations satisfy the robustness and compliance rules described i the technology
license.

Id. at 5.
HDCP 2.2-compliant Device. An HDCP Device that i1s designed in adherence to HDCP 22 15
referred to as an HDCP 2. 2-compliant Device.

Id. at 6.
HDCP Device. Any device that contams one or more HDCP-protected Interface Port and 1s
designed m adherence to HDCP 1s referred to as an HDCPF Device.

Id. at 7.

11
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising a processor circuit, the processor circuit
arranged to execute instructions, the instructions arranged to:"

HI: Al:
Transmit Low- Known HDCP2 AL A2: A3 As:
value Content Capable Rx Exchange iy Localitv Check E:clmn“.e .ifi Authenticated
CP desired and
HDCE2 Capable | — mSFaf‘f ) Done ] Done -
£ it
CP Not Desired 08
e« Fail
_ Fail
- REEAUTH REQ
Ad: recerved
Test for Repeater d
- Done
Mot an HDCP Repeater -
Ag: AT:
Wait for Receiver - e po o 1D
ID List " Tie
HDCP . ot READY asserted
Repeater READY > Done and Content
] il Stream Management
e _ . Timeout| information already
Fail transmutted
- -
Done
A0:
Content Stream
As: Management
Send Receiver ID List
acknowledgement
Done and Content Stream
| Management information not yet | Success or
> fransmitted o Fail
Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram
Id. at 27-30.
The Accused Product controls delivery of protected content to a second device.

12
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"1. A first device for controlling delivery of protected content to a second device, the first device comprising a processor circuit, the processor circuit
arranged to execute instructions, the instructions arranged to:"

21 Overview
The HDCP authentication protocol 1s an exchange between an HDCP Transmitter and an HDCP
Recetver that affirms to the HDCP Transmutter that the HDCP Recetver 1s authorized to receive
HDCP Content. It 1s comprised of the following stages

+  Authentication and Key Exchange (AKE) — The HDCP Recetver's public key certificate
15 venified by the HDCP Transmutter. A Master Key ki, 1s exchanged.

* Locality Check — The HDCP Transmutter enforces locality on the content by requiring
that the Round Trp Time (RTT) between a pair of messages 1s not more than 20 ms.

*  Session Key Exchange (SKE) — The HDCP Transnutter exchanges Session Key &, with
the HDCP Receiver.

+  Authentication with Repeaters — The step 1s performed by the HDCP Transmitter only
with HDCP Repeaters. In this step, the repeater assembles downstream topology
mformation and forwards 1t to the upstream HDCP Transnutter.

Successful completion of AKE and locality check stages affirms to the HDCP Transmuitter that the
HDCP Receiver 15 authorized to recerve HDCP Content. At the end of the authentication protocol,
a communication path 1s established between the HDCP Transmitter and HDCP Recerver that only
Authorized Devices can access.

Id. at 11.

13
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"receive a second device certificate from the second device prior to sending a first signal;"

receive a second device certificate from the
second device prior to sending a first
signal,

The instructions of the Accused Product are arranged to receive a second device certificate, e.g., certry, from
the second device (receiver) as part of the Authentication and Key Exchange (AKE) stage of the HDCP 2.2
protocol and prior to sending a first signal, e.g., the LC_Init message including rn.

The certificate, certry, includes a Receiver ID for the second device, Receiver Public Key for the second device,
and a cryptographic signature, amongst other information.

The HDCP Receiver is issued 1024-bit RSA public and private keys. The public key 1s stored i a
Public Key Certificate issued by DCP LLC. denoted by cert,,. Table 2.1 gives the fields contained
in the certificate. All values are stored m big-endian format.

Name Size Bit Function
(bits) | position
Recetver | 40 4175:4136 | Unique recerver identifier. It has the same format as an HDCP 1x KSV ie. 1t

D contains 20 ones and 20 zeroes

Recewver 1048 | 4135:3088 | Unique RSA public key of HDCP Recerver denoted by kpub,,. The first 1024
Public bats 1s the big-endian representation of the modulus n and the trailing 24 bits
Key 1s the big-endian representation of the public exponent e

Reserved? | 4 3087:3084 | Reserved for future defimtion. Must be 0x0 or Ox1.

Reservedl | 12 3083:3072 | Reserved for future definition. Must be 0x000

DCP LLC | 3072 | 30710 A cryptographic signature calculated over all preceding fields of the
Signature certificate. RSASSA-PKCS1-v1_5 is the signature scheme used as defined by
PKCS #1 V2.1: RSA Cryptography Standard. SHA-256 1s the underlying
hash function

Table 2.1. Public Key Certificate of HDCP Receiver

HDMI HDCP 2.2 at 11.

Public Key Certificate. Each HDCP Receiver is issued a Public Key Certificate signed by DCP
LLC, and contains the Recerver ID and RSA public kev comresponding to the HDCP Recetver.

Id. at 8.

The Accused Product receives the certificate from the second device as part of the AKE stage, irrespective of
whether the Accused Product has a Master Key km stored corresponding to the Receiver ID.

14
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"receive a second device certificate from the second device prior to sending a first signal;"

HDCP Transmitter [Device A] HDCP Receiver [Device B]
Initiate
Generate T;, | authentication: AKE_Init
Y I ——
s Read vertilivae
o= AKE_Send_Cert]
23 =

Verify signature on the o
certificate using kpuby, "

Write encrypted fy:
Generate k,, Encrypt k, | AKE No Stored km
with kpie I I — -]

nw'ry[‘.ﬂ Jow With kDIi\-‘m
Read H -] Compute H"=1IMAC-SHA256(5, || RxCaps |

Verify integrity of SRM
AKF_S-end_H_p'rime TaCaps, kyh

Perlonn revocation check

puosas |
LT

e — " Read Enilfeh:
AKE_Send_Pairing_Info

] Compute Eydey

>|<

Compute H and verify H==H"

S 002
Uy

Store my, Ky and Ey ik, along Y ——
with Receiver 1D

Figure 2.1. Authentication and Kev Exchange (Without Stored k)

Id. at 12.
HDCP Transmitter [Device A] HDCP Receiver [Device B]
Initiate
Generate 1y, | authentication: AKE_Init
T T
o= Read certificate:
3% AKE_Send Cert,
wn = _
Retrieve stored B v P
and » corresponding to Write Egk,) and m:
Recetver [T FA_K_F._EIE[‘ed_km
8s T ] Decrypts B to derive ki
Verify integrity of SRM 3 = Read ;| Compute H"=HMAC-SHA2Z56(r, || RxCaps |
Perform revocation check 2 5 AKE_Send_H_prime| TeCaps, ko
Compute H and verify H==}" ¥ e
Figure 2.2. Authentication and Key Exchange (With Stored &)
Id.
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"receive a second device certificate from the second device prior to sending a first signal;"

The Accused Product receives the certificate from the second device as part of the AKE_Send_Cert message.

Reads AKE Send Cert from the recetver contammng cert,,. a 64-bit pseudo-random value
(1) and RxCaps. REPEATER. bit in RxCaps mdicates whether the connected recerver 1s
an HDCP Repeater. If REPEATER 1is set to one, it mdicates the recerver 15 an HDCP
Repeater. If REPEATER 15 zero, the recerver is not an HDCP Eepeater. The
AKE Send Cert message nust be available for the transnutter to read within 100 ms
from the time the transmitter finishes writing the AKE Init message parameters to the
HDCP Recetver. If the AKE Send Cert message is not available for the transmutter to
read within 100 ms, the transmitter aborts the authentication protocol.

ld. at 13.
The HDCP Receiver
s  Makes available the AKE Send Cert message for the transmitter to read in response to
AKE Init. The AKE Send Cert message must be available for the transmiftter to read
within 100 ms from the time the transmitter finishes writing the AKE_Tnit message
parameters to the HDCP Recerver.
Id. at 14.
422 AKE_Send_Cert (Read)
The HDCP Transnutter attempts to read AKE Send Cert begmning with certy,, withm 100 ms
after writing the AKE_Tmit message 1.e. after the last byte of TxCaps has been written.
Symtax No. of Bytes
AKE Send Cert {
msg_id (=3) 1
certa]4175..0] 522
1] 63..0] 8
RxCaps 3
!
Table 4.3. AKFE_Send_Cert Format
ld. at 57.

The Accused Product receives the certificate from the second device during the AKE stage prior to sending a
first signal, e.g., the LC_Init message including rn, as part of a Locality Check.

16
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"receive a second device certificate from the second device prior to sending a first signal;"

2.3 Locality Check
Locality check 1s performed after AKE and pamnng. The HDCP Transmmtter mitiates locality check
by sending a 64-bit pseudo-random nonce r,to the downstream receiver.

The HDCP Transmitter

« Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce r, to the HDCP Recetver.

Id. at 16.

See also:

17
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"receive a second device certificate from the second device prior to sending a first signal;"

_-\.urhilr ticated

Done and Confent Stream
] Management information not yet

Content Stream

HI1: Al
Transmit Low- Known HDCP2 Al Al A3 AS:
value Content (':lEab]e Rx Exchange iy, Locality Check Exchange i,
CP desired and
EDCP Capable " |— mSW_It ] Done po] Done >
f ticaty
CP Not Desired] “" 0
« il
Fail
BEAUTH REQ
Ad: recatved
Test for Repeater
Done

Not an HDCP Repeater -

Af: AT

Wait for Receiver e l_ie-c civer ID

ID List ' Liz

HDCF . - READY asserted
Repeater READY L Done and Content
o Stream Management
- _{. Timeout] information already
Fail transmitted
. 3
Done
_19-
A8: Management
Send Receiver ID List
acknowledgement

Success or

transmitted

.

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram

Fail

Id. at 27.
State Al: Exchange k. In tlus state, the HDCP Transmitter mitiates authentication by writing
AKE Tt message to the HDCP Recetver. It reads AKE Send Cert from the recerver withun 100
ms after writing the AKE _Init message.

ld. at 28.
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"receive a second device certificate from the second device prior to sending a first signal;"

Transition Al:A2. The HDCP Transmitter implements locality check after successful completion
of AKFE and pairing.

State A2: Locality Check. In tlus state, the HDCP Transmitter implements the locality check as
explamed mn Section 2.3 with the HDCP Receiver.
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"provide the first signal to the second device when the second device certificate indicates that the second device is compliant with at least one compliance

rule;"

provide the first signal to the second device
when the second device certificate
indicates that the second device is
compliant with at least one compliance
rule;

The instructions of the Accused Product are arranged to provide the first signal e.g., the LC_Init message
including ry, to the second device when the second device certificate indicates that the second device is
compliant with at least one compliance rule.

The Accused Product provides the LC_Init message including rn when the Accused Product determines in the
Authentication and Key Exchange (AKE) stage that the certificate, certr, indicates that the second device is
compliant with at least one compliance rule. For example, the certificate, certr, includes a Receiver 1D,
Receiver Public Key, and a cryptographic signature.

The HDCP Receiver is issued 1024-bit RSA public and private keys. The public key 1s stored n a
Public Key Certificate issued by DCP LLC. denoted by cert,,. Table 2.1 gives the fields contained
in the certificate. All values are stored m big-endian format.

Name Size Bit Function
(bits) | position
Recetver | 40 4175:4136 | Unique recerver identifier. It has the same format as an HDCP 1x KSV ie. 1t

D contains 20 ones and 20 zeroes

Recewver 1048 | 4135:3088 | Unique RSA public key of HDCP Recerver denoted by kpub,,. The first 1024
Public bats 1s the big-endian representation of the modulus n and the trailing 24 bits
Key 1s the big-endian representation of the public exponent e

Reserved? | 4 3087:3084 | Reserved for future defimtion. Must be 0x0 or Ox1.

Reservedl | 12 3083:3072 | Reserved for future definition. Must be 0x000

DCP LLC | 3072 | 30710 A cryptographic signature calculated over all preceding fields of the
Signature certificate. RSASSA-PKCS1-v1 5 is the signature scheme used as defined by
PKCS #1 V2.1: RSA Cryptography Standard. SHA-256 15 the underlying
hash function

Table 2.1. Public Key Certificate of HDCP Receiver

HDMI HDCP 2.2 at 11.

2.3 Locality Check
Locality check is performed after AKE and pairing. The HDCP Transnutter initiates locality check
by sending a 64-bit pseudo-random nonce r, to the downstream recever.

The HDCP Transmitter

« Initiates locality check by wnting the LC_Imit message contaming a G64-bit pseudo-
random nence r, to the HDCP Recerver.

Id. at 16.
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"provide the first signal to the second device when the second device certificate indicates that the second device is compliant with at least one compliance
rule;"

HDCPE Transmiter [Trevice Al HDCF Receiver [Device I

Tonitiate
Ciencrale iy _I‘.‘l'b'iilil} check: [.('_lﬂit
Set watchdog timer ——

s Z
UIIAA,

Read L
LC_Send_L_prime Compute 1" = HMAC-SHA 2567, ki XOR #3)

Compute L= HMACSHAZ 560k, by XOR r)

Verify L=L"

Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver

Id. at 17.

The Accused Product provides the LC _Init message to the second device when the certificate indicates, for
example, that the certificate conforms with the format established by the HDCP specification (see id. at 11,

excerpted above) and indicates a valid signature and a Receiver ID that is not in a revocation list.
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"provide the first signal to the second device when the second device certificate indicates that the second device is compliant with at least one compliance
rule;"

e  Extracts Receiver ID from cerip

o If the HDCP Transmitter does not have a 128-bit Master Key £k, stored
corresponding to the Recefver ID (See Section 2.2.1)

=  Venfies the signature on the certificate using kpubsy. Failure of
signature verification constitutes an authentication failure and the
HDCP Transmutter aborts the authentication protocol.

=  Generates a pseudo-random 128-bit Master Key /&y, Encrvpts &y, with
kptiby, (Egusffon)) and sends AKE No_Stored km message to the
recerver contaming the 1024-bit Egpffon). RSAES-OAEP encryption
scheme must be used as defined by PKCS #1 V2.1: RSA
Cryptography Standard. SHA-256 15 the underlying hash function.
The mask generation function used is MGF1 which uses SHA-256 as
its underlying hash function.

=  Verfies mtegrity of the System Renewability Message (SEM). It does
this by checking the signature of the SRM using kpubgg,. Failure of
this integrity check constitutes an authentication failure and causes the
HDCP Transmitter to abort authentication protocol.

The top-level HDCP Transmitter checks to see if the Receiver ID of
the connected device is found in the revecation list. If the Receiver ID
of the comnected HDCP Device i1s found in the revocation list,
authentication fails and the authentication protocol is aborted. SEM
integrity check and revocation check are performed only by the top-
level HDCP Transmitter.

Id. at 13.

A valid signature in the certificate indicates, for example, that the second device is compliant with compliance
rules of the HDCP specification.

1.9 “Compliance Rules” means the technical requirements set out in Exhibit C, as
such exhibit may be amended by Licensor from time to time in accordance with
the terms of this Agreement.

HDCP  License  Agreement, March 6, 2017, at 2, available at https:/digital-
cp.com/sites/default/files/HDCP%20License%20Agreement March%206%2C%202017 FOR%20REVIEW
%200NLY .pdf.

22



https://digital-cp.com/sites/default/files/HDCP%20License%20Agreement_March%206%2C%202017_FOR%20REVIEW%20ONLY.pdf
https://digital-cp.com/sites/default/files/HDCP%20License%20Agreement_March%206%2C%202017_FOR%20REVIEW%20ONLY.pdf
https://digital-cp.com/sites/default/files/HDCP%20License%20Agreement_March%206%2C%202017_FOR%20REVIEW%20ONLY.pdf

Case 1:20-cv-01241-CFC Do&léngg{emﬂl oFﬂ?qugﬁgl%ﬂ aill?]alge 205 of 258 PagelD #: 5977

"provide the first signal to the second device when the second device certificate indicates that the second device is compliant with at least one compliance
rule;"

EXHIBIT C
COMPLIANCE RULES

Adopter agrees to comply with all terms and conditions of these Compliance Rules, which may
be amended from time to time by Licensor in accordance with Section 5 of this Agreement.

Id. at Exhibit C.

See also:
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"provide the first signal to the second device when the second device certificate indicates that the second device is compliant with at least one compliance

Id. at 28.

AL
rule;
HI: Ab:
Transmit Low- EKunown HDCP2 Al Al Al AS:
value Content ('nEnble Rx Exchange ki Localitv Check Exchanze i, Authenticated
CF desired and
HDCP2 Capable - thSFc;_n _ [Done  JDome ]
! t
o CPNotDesired) =
 Fail
_ Fail
- REAUTH REQ
Ad: Tecerved
Test for Repeater -
Dione
Mot an HDICP Bepeater -
Ag: AT:
Wait for Receiver - 2o poceiar I
ID List " Tic
HDCP . - READY assertecl
Repeater | READY > Done and Content
] ol Stream Management
. _J}. Timeout] information already
Fail transmitted
. 3
Done
Al
Content Stream
AS: Management
Send Receiver ID List
ackmowledgement
Done and Content Stream
| Management information not yet | Success or
= fransmitted = Fail

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram

HDMI HDCP 2.2 at 27.

Transition Al:A2. The HDCP Transnutter implements locality check after successful completion

of AKE and paming.

State A2: Locality Check. In tlus state, the HDCP Transmtter implements the locality check as
explamed m Section 2.3 with the HDCP Recerver.
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"receive a second signal from the second device after providing the first signal; and”

receive a second signal from the second
device after providing the first signal; and

including rn.

HDCP Transmitter [Device Al

Set watchdog timer

Compute L. = HMAC-SHA36(1s, ky XOR ;-_T}i

Cenerate T

s
i

AR,

Verify L=L"

Tnnitiate

P

locality check: LC_Init

i

Read L
LE_Send_L_prime |

The instructions of the Accused Product are arranged to receive a second signal, e.g., the LC_Send_L_prime
message including L’, from the second device after providing the first signal, e.g., the LC_Init message

HDCF Receiver [Device IV

Compute L* = HMACSHAZ 30r,, ki XOR 5w

Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver

HDMI HDCP 2.2 at 17.

The HDCP Receiver

Computes a 256-bit value L' = HMAC-SHA256(ry. ky XOR ).

Makes LC Send I prime message contaming 256-nt L available for the transnutter to
read mmmediately after computation of L’ to ensure that the message is received by the

transmitter within the specified 20 ms timeout at the transmitter.
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"receive a second signal from the second device after providing the first signal; and”

Id. at 16.

Id. at 59.

2.3 Locality Check

Locality check 1s performed after AKE and paming. The HDCP Transmitter mitiates locality check
by sending a 64-bit pseudo-random nonce 7, to the downstream receiver.

The HDCP Transmitter

» Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce 7, to the HDCP Receiver.

. Sets its watchdog timer to 20 ms. The LC Send L_prime message must be received by
the transmitter within 20 ms from the time the transmitter finishes writing the LC Init
message parameters to the HDCP Receiver. Locality check fails if the watchdog timer
expires before the last byte of the L.C Send 1. prime message is received by the
transmitter. The transmitter then aborts the authentication protocol.

. Computes L = HMAC-SHA256(r, . kg XOR 1;,) where HMAC-SHAZ256 is computed
over 7, and the key used for HMAC is kg XOR 7. where 7, is XORed with the least-

significant 64-bits of kg.

. Onreading LC Send L prime message from the receiver, compares L and L. Locality
check fails if L is not equal to L.

427 LC_lInit (Write)

syntax No. of Bytes
LC_Init {
msg_id (=9) 1
1,[63..0] 8
T
5

Table 4.9. LC Init Format

428 LC_Send_L prime (Read)

The LC Send L prime message must be available for the transmitter to read within 20 ms from
the time the transmitter finishes writing the LC _Init message parameters to the HDCP Receiver i.e.
after the last byte of r;, has been written.

Syntax No. of Bytes
LC Send L prime{
msg_id (=10)
LT255.0] 32
1
g

Table 4.10. LC_Send_L_prime Format
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"receive a second signal from the second device after providing the first signal; and”

See also:
HI: A:
Transmit Low- Enown HDCP2 Al A2: Ad: AS:
value Content ('nEnb]e Rx Exchange iip Localitv Check Exchange i, Anthenticated
CP desired and
EDCP2 Capable " |— Tth“«’_n _ pfDome pfDone
CP Not Desired) * uthentication
 Fal
D Fail
- REAUTH REQ
Ad: received
Test for Repeater -
Done
Not an HDCP Repeater >
Ad: AT:
Wait for Receiver - .o p .
ID List Verify Rgceuﬂ m
HDCP - EEADY asserte.
Repeater_| READY L Done and Content
T Stream M -
e . Timeout] information already
Fail transmitted
-
Daone
AD:
Content Stream
As: Management
Send Receiver ID List
acknowledgement
Done and Content Stream
M information not yet | Success or
- ransmitted o Fal
Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram
Id. at 27.
Transition Al:A2. The HDCP Transmitter implements locality check after successful completion
of AKE and pairing.
State A2: Locality Check. In this state, the HDCP Transmitter implements the locality check as
explamed m Section 2.3 with the HDCP Recerver.
Id. at 28.
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"provide the protected content to the second device when the second signal is derived from a secret and a time between the providing of the first signal and
the receiving of the second signal is less than a predetermined time,"

provide the protected content to the second | The instructions of the Accused Product are arranged to provide the protected content to the second device
device when the second signal is derived | when the second signal, e.g., L’, is derived from a secret and a time between the providing of the first signal,
from a secret and a time between the | e.g., the LC_Init message including rn, and the receiving of the second signal is less than a predetermined time.
providing of the first signal and the
receiving of the second signal is less than a | The HDCP 2.2 Locality Check must be passed prior to session key exchange and establishment of a secure
predetermined time, communications path for the Accused Product to provide protected content to the second device.

The HDCP authentication protocol is an exchange between an HDCP Transmitter and an HDCP
Receiver that affirms fo the HDCP Transmitter that the HDCP Receiver is authorized to receive
HDCP Content. It is comprised of the following stages

e Authentication and Key Exchange (AKE) — The HDCP Receiver’s public key certificate
is verified by the HDCP Transmitter. A Master Key £, 1s exchanged.

¢  Locality Check — The HDCP Transmitter enforces locality on the content by requiring
that the Round Trip Time (RTT) between a pair of messages is not more than 20 ms.

e Session Key Exchange (SKE) — The HDCP Transmitter exchanges Session Key k; with
the HDCP Receiver.

e  Authentication with Repeaters — The step is performed by the HDCP Transmitter only
with HDCP Repeaters. In this step. the repeater assembles downstream topology
information and forwards it to the upstream HDCP Transmitter.

Successful completion of AKE and locality check stages affirms to the HDCP Transmitter that the
HDCP Receiver is authorized to receive HDCP Content. At the end of the authentication protocol,
a communication path is established between the HDCP Transmitter and HDCP Receiver that only
Authorized Devices can access.

HDMI HDCP 2.2 at 11.

The Accused Product provides protected content to the second device when, as part of the Locality Check: the
L’ received via the LC_Send L prime message is derived from a secret (as determined by matching L’ to
value L which is derived from the secret (e.g., L is computed based on kg, which is based on dkeyo and dkeys,
each of which is based on the Master Key, km)); and a time between the providing of the LC_Init message and
receiving L’ via the LC_Send L prime message is less than a predetermined time of 20 ms.
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"provide the protected content to the second device when the second signal is derived from a secret and a time between the providing of the first signal and
the receiving of the second signal is less than a predetermined time,"

2.3 Locality Check
Locality check is performed after AKE and pairing. The HDCP Transmitter initiates locality check
by sending a 64-bit pseudo-random nonce 7, to the downstream receiver.

The HDCP Transmitter

. Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce 7, to the HDCP Receiver.

«  Sets its watchdog timer to 20 ms. The LC Send L prime message must be received by
the transmitter within 20 ms from the time the transmitter finishes writing the LC Init
message parameters to the HDCP Receiver. Locality check fails if the watchdog timer
expires before the last byte of the LC Send L prime message is received by the
transmitter. The transmitter then aborts the authentication protocol.

. Computes L = HMAC-SHA256(r, . kg XOR 7,,) where HMAC-SHA256 is computed
over 7, and the key used for HMAC is kg XOR r1;,. where 1, 1s XORed with the least-

significant 64-bits of k.

. Onreading LC Send L prime message from the receiver. compares L and L. Locality
check fails if L is not equal to L.

Id. at 16.
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"provide the protected content to the second device when the second signal is derived from a secret and a time between the providing of the first signal and
the receiving of the second signal is less than a predetermined time,"

HDCP Transmitter [Device Al HDCP Receiver [Device B]
Initiate
Generate 1,  locality check: LC_Init

Set watchdog timer T T T
85
EES Read 1"

L LC Send L prime Compute 1.* =HMAC-SHA236(r;, ka XOR r3;)
Compute L= HMAC-SHA256(,, kg XOR r;) |
Verify L=1"

Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver

The HDCP Receiver

*  Computes a 256-bit value L= HMAC-SHA256(r,. kg XOR 1,).

*  Makes LC Send L prime message containing 256-bit L’ available for the transmitter to
read immediately after computation of L’ to ensure that the message is received by the
transmitter within the specified 20 ms timeout at the transmitter.

In the case of a locality check failure due to expiration of the watchdog timer or due to mismatch
of L and L’ at the HDCP Transmitter. locality check may be reattempted by the HDCP Transmuitter
for a maximum of 1023 additional attempts(for a maximum allowed 1024 total trials) with the

transmission of an LC_Init message containing a new 7. Failure of locality check on the first
attempt and subsequent zero or more reattempts results in an authentication failure and the

authentication protocol is aborted.
Id. at 17.
The second signal, e.g., L’, is derived from a secret.

The value of L’ is derived from kg.

Compute L' =HMAC-SHA256(r;,, ka XOR #;5)

Id.

The value of kq is based upon dkeyo and dkeys:, each of which is derived from km, the Master Key.
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"provide the protected content to the second device when the second signal is derived from a secret and a time between the providing of the first signal and
the receiving of the second signal is less than a predetermined time,"

Performs key derivation as explained in Section 2.7 to generate 256-bit ky. ky =
dkeyy || dkey,. where dkeygand dkey; are derived keys generated when ctr = 0
and ctr = 1 respectively. dkeygand dkey, are in big-endian order.

Id. at 14-15.
Py || (77 XOR ctr)
128
128
ky XOR 1, —/—m  AES-CTR
128
dkey;
Figure 2.10. Key Derivation
Id. at 25.

Master Kev. A 128-bit random. secret cryptographic key negotiated between the HDCP
Transmitter and the HDCP Recerver during Authentication and Key Exchange and used to pair the

HDCP Transmutter with the HDCP Receiver.

Id. at 8.

Each of km, kq, dkeyo and dkey: is a secret.
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"provide the protected content to the second device when the second signal is derived from a secret and a time between the providing of the first signal and
the receiving of the second signal is less than a predetermined time,"

Value Confidentiality Integrity Value used by Core Function
Required™ Required™ Core
Functions?
Fom Yes Yes’ Yes Handling of Master Key. during AKE (including Pairing) and

Key Derivation. in plaintext form

ka Yes Yes' No N/A

dkeyo.dkey; Yes Yes’ No N/A

Id. at 67 (abridged).

The Accused Product provides the Master Key, km, encrypted to the second device irrespective of whether the
Accused Product previously stored a km corresponding to the second device.

HDCP Transmitter [Device A] HDCP Receiver [Device B]

Initiate
 authentication: AKE_Init

Generate 1

-
Reud certilicate
AKE_Send_Cert |

i

e

Verify signature on the
certificate using kpuba,

sw ok
- umum"

- —
Write encrypted fy:

Generate & Encrypt k, | AKE No_Stored_km
with &b A —

Deerpt e with kprive

Verify integrity of SRM % g Read H Compute H"=1TMACSHA256(1, || RxCaps |
Perfonn revocation check 8 =t AKE_Send_H_primef TxCaps, ki
a R
Compute H and verify H==H" 417 " Read ErsfFo:
§ = AKE_Send_Pairing_Info
2 E ] Compute Bk

Store my, kyand Ejyfkyy) along "y | —
with Receiver i1}

Figure 2.1. Authentication and Kev Exchange (Without Stored k)

Id. at 12.

32



Case 1:20-cv-01241-CFC DOBUéT‘IE, feH’RI 0 Fﬂ?ggq%gg/%ﬂalﬁalge 215 of 258 PagelD #: 5987

‘provide the protected content to the second device when the second signal is derived from a secret and a time between the providing of the first signal and
the receiving of the second signal is less than a predetermined time,"
»  Generates a pseudo-random 128-bit Master Key k,. Encrypts f,, with
kpub,., (E;p”b(ﬁ?n) ) and sends AKE No Stored km message to the
receiver containing the 1024-bit Ej, (k). RSAES-OAEP encryption
scheme must be used as defined by PKCS #1 V2.1: RSA
Cryptography Standard. SHA-256 1s the underlying hash function.
The mask generation function used 1s MGF1 which uses SHA-256 as

its underlying hash function.

Id. at 13.

¢ If AKE No Stored km is recerved. the HDCP Receiver

Decrypts &, with kprivy, using RSAES-OAEP decryption scheme.

Performs key derivation as explained in Section 2.7 to generate 256-bit ky. ky =

dkeyy || dkey,. where dkeygand dkey; are derived keys generated when ctr = 0
and ctr = 1 respectively. dkeygand dkey, are in big-endian order.

Id. at 14.

HDCP Transmitter [Device A HDCP Receiver [Device B]
Initiate
authentication: AKE_Init

Generate r, on
T —— ]

.

== Read certificate:
S5 AKF_Send_Cert.
wn = —
Retrieve stored E};.ri&;* .« —
and m corresponding to Write Eqhy,) and m-
Recelver I | AKE_Stored_km
N < — T T Neerypes Bt to derive ki
Verify integrity of SRM =] = Read & -] Compute H"=HMAC-SHA2S6(p.|| RxCaps |
Perform revocation check 3 5 AKE_Send_H_prime| TxCaps, ki

Compute H and verify H==#H" ¥ e

Figure 2.2. Authentication and Key Exchange (With Stored k)
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"provide the protected content to the second device when the second signal is derived from a secret and a time between the providing of the first signal and
the receiving of the second signal is less than a predetermined time,"

Id. at 12.
» Sends AKE Stored km message to the receiver with the 128-bit
Lk, and the 128-bit m corresponding to the Receiver ID of the
HDCP Receiver
Id. at 14.
¢ If AKE Stored km is received. the HDCP Receiver

o Computes 128-bit k, = SHA-256(kpriv,)[127:0]

o Decrypts Eu(k,) using AES with the received m as input and ky as key in to the
AES module as illustrated in Figure 2.3 to derive k.

o Performs key derivation as explained in Section 2.7 to generate 256-bit ky. kg =
dkeyy || dkey,. where dkeyyand dkey, are derived keys generated when ctr =0
and ctr = 1 respectively. dkeyyand dkey, are in big-endian order.

Id. at 15.

The Accused Product proceeds to session key exchange and providing of the protected content to the second
device after successful completion of the AKE stage and Locality Check.

2.4 Session Key Exchange

Successful completion of AKE and locality check stages affiims to HDCP Transmitter that the
HDCP Receiver is authorized to receive HDCP Content. Session Key Exchange (SKE) is initiated
by the HDCP Transmitter after a successful locality check. The HDCP Transmitter sends
encrypted Session Key to the HDCP Receiver at least 200 ms before enabling HDCP Encryption
and beginning the ransmission of HDCP Content. HDCP Encryption may be enabled 200 ms after
the transmission of the encrypted Session Key to the HDCP Receiver and at no time prior. Content
encrypted with the Session Key £, starts to flow between the HDCP Transmitter and HDCP
Receiver. HDCP Encryption must be enabled only after successful completion of AKE. locality
check and SKE stages.

Id. at 17.
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"provide the protected content to the second device when the second signal is derived from a secret and a time between the providing of the first signal and
the receiving of the second signal is less than a predetermined time,"

3.1 Data Encryption
HDCP Encryption 1s applied at the mput to the TM D S. Encoder and decryption 1s applied at the
output of the TM.D.S. Decoder (Figure 3-1). HDCP Encryption consists of a bit-wise exclusive-or
(XOR) of the HDCP Content with a pseudo-random data stream produced by the HDCP Cipher.

HDCP Transmitter HDCP Receiver
HDCP HDCP
Cipher Cipher

TM.DS. —pl T.MD.S.
Encoder Decoder
Bitwise E“&Wgtgd Bitwise
XOR P XOR
Link

Figure 3-1. HDCP Encryption and Decryption

Id. at 50.

See also:
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"provide the protected content to the second device when the second signal is derived from a secret and a time between the providing of the first signal and
the receiving of the second signal is less than a predetermined time,"

HI1: Al
Transmit Low- Enown HDCP2 Al: A A¥ AS:
value Content (':lEab]e Rx Exchange iy, Localitv Check Exchange i, Authenticated
CP desired and
HDCP2 Capable | — mSW_ﬂ o Done p Done >
f ticaty
CP Not Desired] “ 0
l«— Fall]
_ Fail
. REAUTH REQ
Ad: recerved
Test for Repeater -
Done
Not an HDCP Repeater -
Af: AT
Wait for Receiver e l_le-c civer ID
ID List ’ Lis
HDCF . - READY asserted
Repeater READY L Done and Content
o Stream Management
_ ], Timeout] information already
Fail transmitted
lt— — .
Done
AD:
Content Stream
A8: Management
Send Receiver ID List
acknowledgement
Done and Content Stream
o | Management information not yet | Success or
= ransmitted = Fal

Figure 2.12. HDCP Transmitter Authentication Protocol State Diagram

Id. at 27.

Transition Al:A2. The HDCP Transmitter implements locality check after successful completion
of AKFE and pairing.

State A2: Locality Check. In this state, the HDCP Transmitter implements the locality check as
explamed in Section 2.3 with the HDCP Receiver.
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"provide the protected content to the second device when the second signal is derived from a secret and a time between the providing of the first signal and
the receiving of the second signal is less than a predetermined time,"

Id. at 28.

Id. at 28-29.

Transition A2:A3. The HDCP Transmutter implements SKE after successful completion of
locality check.

State A3: Exchange k.. The HDCP Transmitter sends encrypted Session Key, Egq(%). and 1 to
the HDCP Receiver as part of the SKE_Send FEks message. It may enable HDCP Encryption 200

ms after sending encrypted Session Key. HDCP Encryption must be enabled only after successful
completion of AKE_ locality check and SKE stages.

Transition A3:A4. This transition occurs after completion of SKE.
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"wherein the secret is known by the first device."”

wherein the secret is known by the first
device.

The secret is known by the first device. For example, the Accused Product generates and/or stores the Master
Key, km, a secret, and thus knows km.

HDCP Transmitter [Device Al HDCP Receiver [Device B]
Initiate
Generate r,, | authentication: AKE_Init
A I ——
== Read certilicate;
g = AKE_Send_Cert |
Verify signature on the @ ’ __F_,_-f"'”'f
certificate using kpuby,, "
Write encrypted &,
Generate &, Encrypt &, | AKE No_Stored_km
with kptabn I

- Dieervpt by with kprivi,
Verify integrity of SRM g g Read # -] Compute H"=TIMACSHA256(p, || RxCaps |
Perfonm revocation check 8 = AKE_Send_H_prime} TxCaps, ki

o
Compute H and verify H==H" —X— «—" Read Euik):
AKE_Send Pairing_Infor
4 Compute Eyffy
Store my, Ky and ik, along Y e
with Receiver 1

Figure 2.1. Authentication and Kev Exchange (Without Stored &)

HDMI HDCP 2.2 at 12.

»  Generates a pseudo-random 128-bit Master Key £,,. Encrypts &, with
kpub, (Egup(fkin)) and sends AKE No_Stored km message to the
receiver containing the 1024-bit Ey (k). RSAES-OAEP encryption
scheme must be used as defined by PKCS #1 V2.I. RSA
Cryptography Standard. SHA-256 is the underlying hash function.
The mask generation function used is MGF1 which uses SHA-256 as
its underlying hash function.

Id. at 13.
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HDCP Receiver [Device B]

HDCP Transmitter [Device A

Generate 1,

.

SWw ook
UIYIAN

Retrieve stored Eyffy) *
and m corresponding to
Recelver Iy

8=
Verify integrity of SRM  © Z
Perform revocation check 2 5

Compute H and verify H==H" _ v

Initiate

authentication; AKFE_Init
- B
Read certificate:
AKE_Send_Cert |

e

Write Egka) and m-
| AKE Stored_km
I—

Read A
AKE_Send_H_prime|

- B

Decrynts Bk to derive &,
Compure H"=HMAC-SHA256(r.|| RxCaps |

T 15y Ky

Figure 2.2. Authentication and Key Exchange (With Stored k)

Id. at 12.
HDCP Receiver
Id. at 14.

The Accused Product also knows kg, wh

ich is a secret.

Sends AKE Stored km message to the receiver with the 128-bit
Lk, and the 128-bit m corresponding to the Receiver ID of the
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"wherein the secret is known by the first device."”

Id. at 16.

Id. at 17.

2.3 Locality Check

Locality check is performed after AKE and pairing. The HDCP Transmitter initiates locality check
by sending a 64-bit pseudo-random nonce 7, to the downstream receiver.

The HDCP Transmitter

Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce 7, to the HDCP Receiver.

Sets its watchdog timer to 20 ms. The LC_Send L prime message must be received by
the transmitter within 20 ms from the time the transmitter finishes writing the LC Init
message parameters to the HDCP Receiver. Locality check fails if the watchdog timer
expires before the last byte of the LC Send L prime message is received by the
transmitter. The transmitter then aborts the authentication protocol.

Computes L = HMAC-SHA256(r, . kg XOR 7;,) where HMAC-SHA256 is computed
over 7, and the key used for HMAC is kyXOR 7;,. where 7, 1s XORed with the least-
significant 64-bits of k.

On reading LC Send L prime message from the receiver. compares L and L'. Locality
check fails if L is not equal to L.

HOCF Transminer [Device A] HDCP Receiver [Trevice T
Tunikiate
Cenerate Ty Jiﬁ!ﬂ}' check: [.{‘_'nit
Set watchdog timer e N
o
25 Read L
LC_Send_L_prime] Compute 1" = HMAC-SHAZ 561, ki XOR 57}
Compute L= HMACSHAZ 5601, Ky NOR ) -
Verify L=L"

Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver
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"wherein the secret is known by the first device."”

Id. at 67 (abridged).

Value Confidentiality Integrity Value used by Core Function
Required™? Required™? Core
Functions?
Ko Yes Yes' Yes Handling of Master Key. during AKE (mcluding Pairing) and
Key Derivation. mn plamtext form
kg Yes Yes No N/A
dkeyp.dkey, Yes Yes No N/A
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U.S. Patent No. 10,298,564

HP Product / MediaTek Product



24 Q D all ) = L))
‘ e

MediaTek video processing system and components thereof including
MStar MSTOU11H1 Processor, main board hardware, integrated operating
system, middleware, application program, video processing, and/or digital

rights management (“DRM”) software that runs on the HP Product
(“MediaTek Product” or “Accused Product”)

HP ENVY 27 27-inch Monitor (Part # W5A12AA)
(“HP Product” or “Accused Product”)
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"1. A second device for receiving delivery of a protected content from a first device, the second device comprising a processor circuit, the processor circuit

arranged to execute instructions, the instructions arranged to:"

1. A second device for receiving delivery
of a protected content from a first device,
the second device comprising a processor
circuit, the processor circuit arranged to
execute instructions, the instructions
arranged to:

Each of the HP Product and the MediaTek Product is a second device for receiving delivery of a protected

content from a first device, the processor circuit arranged to execute instructions, and is referred to herein as
an “Accused Product.”

For example, the HP Product is an HDMI receiver with HDCP 2.2 for receiving delivery of protected content
from another device, such as an HDMI transmitter with HDCP 2.2.

HP, HP ENVY 27 Display, https://www8.hp.com/h20195/v2/GetDocument.aspx?docname=4aa7-5247enuc.

The HP Product includes an HDMI 2.0 (HDCP 2.2 — up to 4K) port.

* Connectivity:
[- 1 x HDMI 2.0 (HDCP 2.2 - up to 4K) |
-1 xHDMI 1.4 (HDCP 1.4)
-1 x DisplayPort 1.2
-1 x USB-C™ (power delivery up to 60W)®



https://www8.hp.com/h20195/v2/GetDocument.aspx?docname=4aa7-5247enuc
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"1. A second device for receiving delivery of a protected content from a first device, the second device comprising a processor circuit, the processor circuit

arranged to execute instructions, the instructions arranged to:"

HP Product Image.

The HP Product comprises a processor circuit, the processor circuit arranged to execute instructions as set
forth in the body of the claim. The HP Product includes the MStar MST9U11H1 SoC (the “MStar SoC”).

TR it

Accused Product Teardown (SoC).
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"1. A second device for receiving delivery of a protected content from a first device, the second device comprising a processor circuit, the processor circuit
arranged to execute instructions, the instructions arranged to:"

The MStar SoC implements “Hardened DRM” — Mstar Trusted Execution Environment (TEE) that includes
hardware support for HDCP 2.2.

DRM vs Hardened DRM (TEE) Mstar
[ — ]

semiconductor

DRM

"t =" g

DRM: connection | #s HDCP2.1 &
security Y HOm
Link protection
btw device
MStar TEE (Hardened DRM)

tRl\;omr = ®E

TVIMStar TEE

%% Hpcp2.2 X
TEE - Trusted Execution Environment TEE:; nguce
protection
MStar TEE (Global Platform) Mstar
- S v S

MStar Security Platform

REE TEE
Application
1
Adaptation Layer

Drivers (Secure)

Linux

Monitor
ARM w/ TZ
MIPS/ARM Secure Processor m

. Decrypted Contents/ Key are processed in secure zone

. Only Secure HW IP or Secure Processor can access secure zone
. Non-security-related items are not in secure zone. ex. MM/ PVR

. All info from normal zone are not trusted

. Secure boot

b WN =
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"1. A second device for receiving delivery of a protected content from a first device, the second device comprising a processor circuit, the processor circuit
arranged to execute instructions, the instructions arranged to:"

Security — TEE Hs.tar
mastcﬁmnnnuctor
— AESDMA / HDCP2.2 — Secure Range w/o
Key Protection memory burden
- Managed by secure — DRAM Scramble w/o
Processor/HW performance impact
- Stored in HW(OTP/ROM) - Protect Decompressed
— Secure Store content
Security Boot
- Boot Code in HW Concurrent
(OTP/ROM) — Secure Processor
Performance

— Secure Update/Debug
— Unique Device ID

MStar  Semiconductor,  Security  Evolution on TV/OTT  (Jun. 2015), available at
https://ecfsapi.fcc.gov/file/60001077389.pdf, at pp. 2, 5, 6.

On information and belief, the MStar SoC includes an ARM TrustZone-enabled Cortex-A CPU and Mali
GPU, which provide hardware support for HDCP 2.2 and execute instructions.

Cortex-A: Putting it All Together
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"1. A second device for receiving delivery of a protected content from a first device, the second device comprising a processor circuit, the processor circuit
arranged to execute instructions, the instructions arranged to:"

ARM, Designing Security & Trust into Connected Devices (Nov. 10, 2015), available at
https://community.arm.com/cfs-file/ __key/telligent-evolution-components-attachments/01-2142-00-00-00-
00-67-58/ARM-Techcon-Security-2015.pdf, at p. 21.

Upon information and belief, the Accused Product is compliant with the High-bandwidth Digital Content
Protection System Revision 2.2 (“HDCP 2.2”) protocol. The Accused Product supports HDCP 2.2 for
protecting content between devices.

For the purpose of this specification. 1t 1s assumed that the Audiovisual content 1s transmmtted over
a HDMI based wired display link. In an HDCP System, two or more HDCP Devices are
mterconnected throngh an HDCP-protected Interface. The Audiovisual Content flows from the
Upstream Content Control Function mto the HDCP System at the most upstream HDCP
Transmitter. From there the Audiovisual Content encrypted by the HDCP System, referred to as
HDCP Content. flows through a tree-shaped topology of HDCP Receivers over HDCP-protected
Interfaces. This specification describes a content protection mechanism for: (1) authentication of
HDCP Recewvers to their immediate upstream connection (i1e. an HDCP Transmitter), (2)
revocation of HDCP Receivers that are determined by the Digital Content Protection, LLC, to be
mvahd. and (3) HDCP Encryption of Audiovisual Content over the HDCP-protected Interfaces
between HDCP Transmutters and ther downstream HDCP Receivers. HDCP Receivers may
render the HDCP Content m audio and visual form for human consumption. HDCP Receivers
may be HDCP Repeaters that serve as downstream HDCP Transmitters emutting the HDCP
Content further downstream to one or more additional HDCP Recervers.

High-bandwidth Digital Content Protection System Mapping HDCP to HDMI, Rev. 2.2 (Feb. 13, 2013),
available at https://www.digital-
cp.com/sites/default/files/specifications/HDCP%200n%20HDMI%20Specification%20Rev2 2 Finall.pdf
(“HDMI HDCP 2.2”) at 5.
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"1. A second device for receiving delivery of a protected content from a first device, the second device comprising a processor circuit, the processor circuit
arranged to execute instructions, the instructions arranged to:"

There are three elements of the content protection system. Each element plays a specific role in the
system. First, there 1s the authentication protocol, through which the HDCP Transmitter verifies
that a given HDCP Receiver 1s licensed to recetve HDCP Content. The authentication protocol 1s
implemented between the HDCP Transmitter and its comesponding downstream HDCP Recerver.
With the legitimacy of the HDCP Recemver determined. encrypted HDCP Content is transmitted
between the two devices based on shared secrets established during the authentication protocol
This prevents eavesdropping devices from utilizing the content. Fially, m the event that legitimate
devices are compromised to permit unauthonized use of HDCP Content, renewability allows an
HDCP Transmitter to identify such compromised devices and prevent the transmission of HDCP
Confent.

This document contains chapters describing in detail the requirements of each of these elements. In
addition, a chapter 1s devoted to describing the cipher structure that 1s used m the encryption of
HDCP Content.

Id. at 9.

The Accused Product is an HDCP Device, and more specifically an HDCP 2.2-compliant Device, capable of
functioning as an HDCP Receiver and that implements required functionality of HDMI HDCP 2.2 including
the functions required by the HDCP Receiver State Diagram.

The state machines in this spectfication define the required behavior of HDCP Devices. The link-
visible behavior of HDCP Devices unplementing the specified state machines must be identical,
even if implementations differ from the descriptions. The behavior of HDCP Devices
implementing the specified state machines must also be 1dentical from the perspective of an entity
outside of the HDCP System.

Implementations must include all elements of the content protection system described herein,
unless the element 1s spectfically identified as informative or optional Adopters must also ensure
that mmplementations satisfy the robusiness and compliance rules described m the technology
license.

Id. at 5.

HDCP 2.2-compliant Device. An HDCP Device that 15 designed in adherence to HDCP 2.2 15
referred to as an HDCP 2 2-compliant Device.

Id. at 6.
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"1. A second device for receiving delivery of a protected content from a first device, the second device comprising a processor circuit, the processor circuit
arranged to execute instructions, the instructions arranged to:"

HDCP Device. Any device that contams one or more HDCP-protected Interface Port and 1s
designed m adherence to HDCP 1s referred to as an HDCPF Device.

ld. at 7.
BO: Bl: Bl: B3 B4:
Unauthenticated Compute ky, Compute L” Compute k, Authenticated
AKE_Init ] LC Init o ISEE Send Eks ) Done o
Reset received " received "l received o .
—™
—
AEKE Tmitf AKE_Init
received [ received
< .lrecei_\E:;t
AKF Init
d -
received
Figure 2.13. HDCP Receiver Authentication Protocol State Diagram
Id. at 31-32.

The Accused Product includes, for example, a bit in its HDCP2Version register identifying the Accused
Product as HDCP 2 capable.

State H1: Transmit Low-value Content. In this state, the transnutter reads the HDCP2Version
register. The transmitter determunes that the recerver 1s HDCP 2 capable by reading bit[2] m the
recerver's HDCP2Version register. If this bat 1s set to 1, it indicates that the recetver 1s HDCP 2
capable. In this state the transmitter should begin sending an unencrypted signal with HDCP
Encryption disabled. The transmitted signal can be a low value content or informative on-screen
display. This will ensure that a vahd wideo signal 1s displayed to the user before and durmg
authentication.
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"1. A second device for receiving delivery of a protected content from a first device, the second device comprising a processor circuit, the processor circuit
arranged to execute instructions, the instructions arranged to:"

Id. at 27.

The Accused Product receives delivery of protected content from a first device.

21 Overview
The HDCP authentication protocol 1s an exchange between an HDCP Transmitter and an HDCP
Recetver that affirms to the HDCP Transmutter that the HDCP Recetver 1s authorized to receive
HDCP Content. It 1s comprised of the following stages

+  Authentication and Key Exchange (AKE) — The HDCP Recetver's public key certificate
15 venified by the HDCP Transmutter. A Master Key ki, 1s exchanged.

* Locality Check — The HDCP Transmutter enforces locality on the content by requiring
that the Round Trp Time (RTT) between a pair of messages 1s not more than 20 ms.

*  Session Key Exchange (SKE) — The HDCP Transnutter exchanges Session Key k; with
the HDCP Receiver.

+  Authentication with Repeaters — The step 1s performed by the HDCP Transmitter only
with HDCP Repeaters. In this step, the repeater assembles downstream topology
mformation and forwards 1t to the upstream HDCP Transnutter.

Successful completion of AKE and locality check stages affirms to the HDCP Transmuitter that the
HDCP Receiver 15 authorized to recerve HDCP Content. At the end of the authentication protocol,
a communication path 1s established between the HDCP Transmitter and HDCP Recerver that only
Authorized Devices can access.

Id. at 11.

10
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"provide a certificate to the first device prior to receiving a first signal, wherein the first signal is sent by the first device, wherein the certificate is associated
with the second device;"

provide a certificate to the first device prior | The instructions of the Accused Product are arranged to provide a certificate, e.g., certr, to the first device
to receiving a first signal, wherein the first | (transmitter) as part of the Authentication and Key Exchange (AKE) stage of the HDCP 2.2 protocol and prior
signal is sent by the first device, wherein | to receiving a first signal, e.g., the LC_Init message including rn, wherein the first signal is sent by the first
the certificate is associated with the second | device, and wherein the certificate is associated with the Accused Product (second device).

device;

The certificate, certry, includes a Receiver ID for the Accused Product, Receiver Public Key, and a
cryptographic signature, amongst other information.

The HDCP Recerver 1s 1ssued 1024-bat RSA public and private keys. The public key 1s stored m a
Public Key Certificate 1ssued by DCP LLC. denoted by cer,. Table 2.1 gives the fields contamed
i the certificate. All values are stored m big-endian format.

Name Size | Bit Function
(bits) | position
Recever | 40 4175:4136 | Umque recerver wdentifier. It has the same format as an HDCP 1x KSV 1e 1t

D contams 20 ones and 20 zeroes

Recetver 1048 | 41353088 | Unique RSA public key of HDCP Receiver denoted by Apub,.. The first 1024
Public bats 15 the big-endian representation of the modulus n and the trailling 24 bats
Key 15 the big-endian representation of the public exponent e

Reserved? | 4 3087:3084 | Reserved for future definition. Must be 0x0 or Ox1.

Reservedl | 12 3083:3072 | Reserved for future defimition. Must be 0x000

DCP LLC | 3072 | 30710 A cryptographic signature calculated over all preceding fields of the
Signature certificate. RSASSA-PKCS1-v1_5 1s the signature scheme used as defmed by
PEKCS #1 V2.1: RSA Cryptography Standard SHA-256 1s the underlying
hash function

Table 2.1. Public Key Certificate of HDCP Receiver

HDMI HDCP 2.2 at 11.

Public Key Certificate. Each HDCP Recerver 15 1ssued a Public Key Certificate signed by DCP
LLC, and contams the Recerver ID and RSA public key comesponding to the HDCP Recerver.

Id. at 8.

The Accused Product provides the certificate to the transmitter as part of the AKE stage, irrespective of
whether the transmitter has a Master Key km stored corresponding to the Receiver ID.

11
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"provide a certificate to the first device prior to receiving a first signal, wherein the first signal is sent by the first device, wherein the certificate is associated
with the second device;"

HDCP Transmitter [Device A] HDCP Receiver [Device B]
Initiate
Generate T, authentication; AKE_Init
B3 I——
= = Read certilivate
o AKE_Send_Cert]
a5 ——

Verify signature on the o
. —
Write encrypted &,

Generate k.. Encryptk,, | AKE No Stored km
with kpuaby I s T . .
Decrypt Jo with kprive,
Read H#°| Compute H"=1TMAC-SHA236(r,. || RxCaps |
AKFE_Send_H_prime] TxCaps, ki

" Read Eufky:
AKFE_Send Pairing_Infe

4 Compute Effa

certificate using kpuby,,

Verify integrity of SRM
Perfonn revocation check

puodas |
UIYIAA

>‘<

Compute H and verify H==H"

SW 0T,
LIRS,

Store my, Ky and Bk along Y 4_______———-
with Receiver I}

Figure 2.1. Authentication and Kev Exchange (Without Stored k)

Id. at 12.

HDCP Transmitter [Device A HDCP Receiver [Device B]

Initiate
Generate 1, | authentication: AKE_Init
T T ——

Read certificate:
AKE_Send_Cert

I

e

.

SWw ook
UIYUAN

Retrieve stored ﬂ;.l’id P
and m corresponding to Write Eqhy,) and m-
Recelver IT | AKE Stored_km
MI T Decrynts Bk to derive &,
Verify integrity of SRM 2 % Read & | Compuie H"=HMACSHA256(r,|| BxCaps |
35 AKE_Send_H_prime] TxCaps, Ky

Perforin revocation check

Compute H and verify H==H" ¥ e

Figure 2.2. Authentication and Key Exchange (With Stored k)
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"provide a certificate to the first device prior to receiving a first signal, wherein the first signal is sent by the first device, wherein the certificate is associated
with the second device;"

Id.
The Accused Product provides the certificate to the first device as part of the AKE_Send_Cert message.

The HDCP Receiver

*  Makes available the AKE Send_ Cert message for the transmitter to read mn response to
AKE Imit. The AKE Send Cert message must be available for the transmutter to read
within 100 ms from the time the transmutter finishes wrting the AKE Init message
parameters to the HDCP Recever.

Id. at 14.

Reads AKE Send Cert from the recerver contamning cert,,, a 64-bit psendo-random value
(7 and RxCaps. REPEATER bit in RxCaps mdicates whether the connected recetver 15
an HDCP Repeater. If REPEATER is set to one, it indicates the recetver 15 an HDCP
Repeater. If REPEATER 15 zero, the recerver is not an HDCP Eepeater. The
AKE Send Cert message nust be available for the transnutter to read within 100 ms
from the time the transmitter finishes writing the AKE Init message parameters to the
HDCP Recetver. If the AKE Send Cert message is not available for the transmuitter to
read within 100 ms, the transmitter aborts the authentication protocol.

Id. at 13.

422 AKE_Send_Cert (Read)

The HDCP Transmuitter attempts to read AKE_Send Cert beginning with cerf,, within 100 ms
after writing the AKE It message 1.e. after the last byte of TxCaps has been written.

Svntax No. of Bytes

AKE Send Cert {
msg_1d (=3) 1
cert,[4175.0] 522
Pl 63.0] 8
RxCaps 3

Table 4.3. AKE_Send_Cert Format

Id. at 57.

13
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"provide a certificate to the first device prior to receiving a first signal, wherein the first signal is sent by the first device, wherein the certificate is associated
with the second device;"

The Accused Product provides the certificate to the first device during the AKE stage prior to receiving the
first signal, e.g., the LC_Init message including rn, as part of a Locality Check.

2.3 Locality Check
Locality check is performed after AKE and pairing. The HDCP Transnutter initiates locality check
by sending a 64-bit pseudo-random nonce r, to the downstream receiver.

The HDCP Transmitter

« Initiates locality check by wnting the LC_Imit message contaming a G64-bit pseudo-
random nence r, to the HDCP Recerver.

Id. at 16.

See also:

BO: Bl: B2: B3: B4:
Unauthenticated Compute &y, Compute L’ Compute k; Authenticated

AKE Init ) e mit |sKE send Bl | Done
received | received "1 received "
—]

Y

Reset

AKE Inif] _ AKE Tnit
received [ received

AKE Init
received

AKE Init
received

Figure 2.13. HDCP Receiver Authentication Protocol State Diagram

Id. at 31.

14
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"provide a certificate to the first device prior to receiving a first signal, wherein the first signal is sent by the first device, wherein the certificate is associated
with the second device;"

State Bl: Compute k,, In this state, the HDCP Recerver makes the AKE Send Cert message
available for reading by the transnutter m response to AKE Imt If AKE No Stored km 1s
recetved, the recerver decrypts Ky, with kprivy calculates A’ It makes AKE Send H prime
message available for reading mmmediately after computation of H” to ensure that the message 1s
recetved by the transmitter within the specified one second timeout at the transmutter.

15
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"receive the first signal when the certificate indicates that the second device is compliant with at least one compliance rule;"

receive the first signal when the certificate
indicates that the second device is
compliant with at least one compliance
rule;

The instructions of the Accused Product are arranged to receive the first signal when the certificate indicates
that the second device is compliant with at least one compliance rule.

The Accused Product receives the LC_Init message including r» when the certificate, certr, indicates that the
Accused Product is compliant with at least one compliance rule. For example, the certificate, certyx, includes
a Receiver ID, Receiver Public Key, and a cryptographic signature.

The HDCP Receiver is issued 1024-bit RSA public and private keys. The public key 1s stored i a
Public Key Certificate issued by DCP LLC. denoted by cert,,. Table 2.1 gives the fields contained
in the certificate. All values are stored m big-endian format.

Name Size Bit Function
(bits) | position
Recetver | 40 4175:4136 | Unique recerver identifier. It has the same format as an HDCP 1x KSV ie. 1t

D contains 20 ones and 20 zeroes

Recewver 1048 | 4135:3088 | Unique RSA public key of HDCP Recerver denoted by kpub,,. The first 1024
Public bats 1s the big-endian representation of the modulus n and the trailing 24 bits
Key 1s the big-endian representation of the public exponent e

Reserved? | 4 3087:3084 | Reserved for future defimtion. Must be 0x0 or Ox1.

Reservedl | 12 3083:3072 | Reserved for future definition. Must be 0x000

DCP LLC | 3072 | 30710 A cryptographic signature calculated over all preceding fields of the
Signature certificate. RSASSA-PKCS1-v1_5 is the signature scheme used as defined by
PKCS #1 V2.1: RSA Cryptography Standard. SHA-256 1s the underlying
hash function

Table 2.1. Public Key Certificate of HDCP Receiver

HDMI HDCP 2.2 at 11.

2.3 Locality Check
Locality check is performed after AKE and pairing. The HDCP Transnutter initiates locality check
by sending a 64-bit pseudo-random nonce r, to the downstream recever.

The HDCP Transmitter

« Initiates locality check by wnting the LC_Imit message contaming a G64-bit pseudo-
random nence r, to the HDCP Recerver.

Id. at 16.

16
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"receive the first signal when the certificate indicates that the second device is compliant with at least one compliance rule;"

HDCP Transmitter [Device Al HDCF Receiver [Device IV

Tunitiaste
Ciencrale T _I‘.Elﬂ} check: [.('_l'l'lit

Set watchdog timer T T ——
b=
o5
g5 Read L

LC_Send_L_prime Compute 1" = HMAC-SHA 2567, ki XOR #3)
Compute L= HMACSHAZ 560k, by XOR ) -
Venfy L.=L"

Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver

Id. at 17.

The Accused Product receives the LC_Init message including r, when the certificate indicates, for example,
that the certificate conforms with the format established by the HDCP specification (see id. at 11, excerpted

above) and indicates a valid signature and a Receiver ID that is not in a revocation list.

17
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"receive the first signal when the certificate indicates that the second device is compliant with at least one compliance rule;"

Id. at 13.

Extracts Recefver ID from certy,

o If the HDCP Transmitter does not have a 128-bit Master Key &, stored
corresponding to the Receiver ID (See Section 2.2.1)

1.9 “Compliance

Venfies the signature on the certificate usng kpubsy Failure of
signature verification constitutes an authentication failure and the
HDCP Transnutter aborts the authentication protocol.

Generates a pseudo-random 128-bit Master Key k&, Encrypts &, with
kpub,, (Eg,s(km)) and sends AKE No_Stored km message to the
recerver containing the 1024-bit Egpifm). RSAES-OAEP encryption
scheme must be used as defined by PKCS #1 V2.1: RSA
Cryptography Standard. SHA-256 1s the underlying hash function.
The mask generation function used 1s MGF1 which uses SHA-256 as
its underlyving hash function.

Verifies mtegrity of the System Renewability Message (SRM). It does
this by checking the signature of the SEM using kpubgs,. Failure of
this integrty check constitutes an authentication failure and causes the
HDCP Transmutter to abort authentication protocol.

The top-level HDCP Transmutter checks to see if the Recerver ID of
the connected device i1s found in the revocation list. If the Receiver ID
of the comnected HDCP Device is found in the revocation list,
authentication fails and the authentication protocol 1s aborted. SRM
mntegrity check and revocation check are performed only by the top-
level HDCP Transmitter.

A valid signature in the certificate indicates, for example, that the second device is compliant with a set of
compliance rules of the HDCP specification.

Rules” means the technical requirements set out in Exhibit C, as
such exhibit may be amended by Licensor from time to time in accordance with

the terms of this Agreement.

18
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"receive the first signal when the certificate indicates that the second device is compliant with at least one compliance rule;"

HDCP  License  Agreement, March 6, 2017, at 2, available at https:/digital-
cp.com/sites/default/files/HDCP%20License%20Aqgreement March%206%2C%202017 FOR%20REVIEW
%200NLY .pdf.

EXHIBIT C
COMPLIANCE RULES

Adopter agrees to comply with all terms and conditions of these Compliance Rules, which may
be amended from time to time by Licensor in accordance with Section 5 of this Agreement.

Id. at Exhibit C.
See also:
BO: Bl: B2: B3: B4:
Unauthenticated Compute &y, Compute L’ Compute k; Authenticated
AKF Tnit | LC Init . ISKE Send Eks | Done o
Reset received N received Tl received o o
—
AKE Tnitf _ AKF Init
received [ received
< ‘recei_‘i.]::;r
AKE Init
- -
received

Figure 2.13. HDCP Receiver Authentication Protocol State Diagram

HDMI HDCP 2.2 at 31.

Transition B1: B2. The transition occurs when 7y, 1s recerved as part of LC_Init message from the
transmitter.

19
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"receive the first signal when the certificate indicates that the second device is compliant with at least one compliance rule;"

Id.

20
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"create a second signal, wherein the second signal is derived from a secret known by the second device;"

create a second signal, wherein the second
signal is derived from a secret known by

the second device;

The instructions of the Accused Product are arranged to create a second signal, e.g., L’.

The HDCP Eeceiver
Computes a 256-bit value L' = HMAC-SHA256(r,. kg XOR ).

+ DMakes LC Send L prime message containing 256-bit L " available for the transmitter to
read mmediately after computation of L’ to ensure that the message is received by the

transmitter within the specified 20 ms timeout at the transmitter.

HDMI HDCP 2.2 at 17.

HDCP Transmitter [Device Al HDCF Receiver [Device IV

Tunitiaste
Cencrale T _I‘.Ellil}' check: [.('_l'l'lit
—

Set watchdog timer

SE
iE Read L
LC_Send_L_prime Compute L* = HMAC-SHA 25047, ki XOR i)
Compute L= HMAC-SHAY 561, ky XOR 1) e

Verify L=L"

Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver

Id.
The second signal is derived from a secret known by the Accused Product (second device).

The value of L’ is derived from kg.

Compute L* =HMAC-SHA256(r;,, ka XOR #;)

Id.
The value of kq is based upon dkeyo and dkeys:, each of which is derived from km, the Master Key.

21
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"create a second signal, wherein the second signal is derived from a secret known by the second device;"

Performs key derivation as explained in Section 2.7 to generate 256-bit ky. ky =
dkeyyg || dkeyy. where dkeygyand dkey, are derived keys generated when ctr = 0
and ctr = 1 respectively. dkeyyand dkey, are in big-endian order.

Id. at 14-15.

Py || (77 XOR ctr)

128

128
knXOR r, —/—m| AES-CTR

128

dkey;

Figure 2.10. Key Derivation

Id. at 25.

Master Kev. A 128-bit random, secret cryptographic key negotiated between the HDCP
Transmitter and the HDCP Receiver during Authentication and Key Exchange and used to pair the
HDCP Transnutter with the HDCP Receiver.

Id. at 8.

Each of km, kq, dkeyo and dkey; is a secret known by the Accused Product.
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"create a second signal, wherein the second signal is derived from a secret known by the second device;"

Value Confidentiality Integrity Value used by Core Function
Required™? Required™? Core
Functions?
km Yes Yes” Yes Handling of Master Key. during AKE (including Pairing) and

Key Derivation. in plamtext form

kg Yes Yes' No N/A

dkeyo.dkey, Yes Yes' No N/A

Id. at 67 (abridged).

The Master Key, km, is received encrypted from the transmitter (first device) using the Accused Product’s
public key, kpubr. The Accused Product decrypts km using the Accused Product’s private key, kprivix, when
the transmitter (first device) had not previously stored a km corresponding to the Accused Product.

HDCP Transmitter [Device A] HDCP Receiver [Device B]
Initiate
Generate r,, authentication: AKE_Init
B I —
o= Read certilivate:
o= AKE_Send_Cert]
a5 _——

Verify signature on the l o

certificate using kpuby,, ol

Write encrypted &,

Generate &, Encrypt &, | AKE No_Stored_km
A T

with ﬁprr-!rm T e

nm'r}rp’r Jew with kpli\"rx
Read /] Compute H"™=1TMAC-SHA236(r, || RxCaps |

Verify integrity of SRM
AKE_Send H_prime] TxCaps, kg

Perfonn revocation check

puUoIss |
UIYIAA

@« Read Eyiky)

Compute H and verify H==H" —X—
§ = AKE_Send Pairing_Infe
3 z ] Compute (ke
Store my, Ky and ik, along Y ‘______———-—"'

with Receiver 1

Figure 2.1. Authentication and Kev Exchange (Without Stored &)

Id. at 12.
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"create a second signal, wherein the second signal is derived from a secret known by the second device;"

»  Generates a pseudo-random 128-bit Master Key k,. Encrypts k,, with
kpuby, (Egu(kin)) and sends AKE No_Stored km message fo the
receiver containing the 1024-bit Ej, (k). RSAES-OAEP encryption
scheme must be used as defined by PKCS #1 V2.1: RSA
Cryptography Standard. SHA-256 1s the underlying hash function.
The mask generation function used 1s MGF1 which uses SHA-256 as
its underlying hash function.

Id. at 13.

¢ IfAKE No Stored km is received. the HDCP Receiver
o Decrypts &, with kprivy, using RSAES-OAEP decryption scheme.
o Performs key derivation as explained in Section 2.7 to generate 256-bit ky. ky=

dkeyy || dkey,. where dkeygand dkey; are derived keys generated when ctr = 0
and ctr = 1 respectively. dkeygand dkey, are in big-endian order.

Id. at 14.

The Accused Product decrypts km using kn when the transmitter (first device) previously stored a km
corresponding to the Accused Product.
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"create a second signal, wherein the second signal is derived from a secret known by the second device;"

HDCP Transmitter [Device A HDCP Receiver [Device B]

Initiate
| authentication: AKE_Init

Generate 1, on
I—

.

== Read certificate:
S5 AKE_Send Cert
n = T
Retrieve stored Ejyfi * _‘____—-"“'"_r
and m corresponding to Write Eqhy,) and m-
Recelver [ _!\_Kf_élgl’\:d_km
N < ] Decrypts Bk to derive ke,
Verify integrity of SRM S & Read ;| Compute H*=HMAC-SHA23601| RyCaps |
Perform revocation check 3 5 AKE_Send_H_prime| TxCaps, ki

Compute H and verify H==H" ¥ e

Figure 2.2. Authentication and Key Exchange (With Stored k)

Id. at 12.
=  Sends AKE Stored km message to the receiver with the 128-bit
Ep(k,) and the 128-bit m corresponding to the Receiver ID of the
HDCP Receiver
Id. at 14.

¢ If AKE Stored km is received. the HDCP Receiver
o Computes 128-bit ky = SHA-256(kprivy)[127:0]

o Decrypts Egfk,) using AES with the received m as input and k;, as key in to the
AES module as illustrated in Figure 2.3 to derive £,,.

Performs key derivation as explained in Section 2.7 to generate 256-bit ky. ky =
dkeyy || dkey;. where dkeypand dkey, are derived keys generated when ctr = 0
and ctr = 1 respectively. dkeygand dkey, are in big-endian order.

Id. at 15.
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"create a second signal, wherein the second signal is derived from a secret known by the second device;"

See also:

Id. at 31.

BO: Bl: B2: B3: B4:
Unauthenticated Compute &y, Compute L’ Compute k; Authenticated
AKF Tnit | LC Init . ISKE Send Eks | Done o
Reset received | received received o
——
AKE Tnitf _ AKF Init
received [ received
< ‘.recei_‘i.}::;t
AKE Init
- -
received

Figure 2.13. HDCP Receiver Authentication Protocol State Diagram

State B2: Compute L’ The HDCP Receiver computes L’ required during locality check and

makes the LC_Send I prime message available for reading by the transmuatter.

26




Case 1:20-cv-01241-CFC Dog.léngg{eHRI 0 Fi'k?gg%%%g/%ﬂairﬁ;alge 251 of 258 PagelD #: 6023
"provide the second signal to the first device after receiving the first signal, wherein the second signal is received by the first device; and"

provide the second signal to the first device
after receiving the first signal, wherein the
second signal is received by the first
device; and

The instructions of the Accused Product are arranged to provide the second signal, e.g., L’, to the first device
(transmitter) after receiving the first signal, e.g., the LC_Init message including rn. The Accused Product
provides the second signal to the first device using, e.g., the LC_Send_L_prime message, and the second signal
is received by the first device.

2.3 Locality Check
Locality check is performed after AKE and pairing. The HDCP Transmitter initiates locality check
by sending a 64-bit pseudo-random nonce 7, to the downstream receiver.

The HDCP Transmitter

. Imtiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce 7, to the HDCP Receiver.

«  Sets its watchdog timer to 20 ms. The LC_Send L_prime message must be received by
the transmitter within 20 ms from the time the transmitter finishes writing the LC Init
message parameters to the HDCP Receiver. Locality check fails if the watchdog timer
expires before the last byte of the LC Send L prime message is received by the
transmitter. The transmitter then aborts the authentication protocol.

. Computes L = HMAC-SHA256(r, . kg XOR 1,,) where HMAC-SHA256 1s computed
over 7, and the key used for HMAC is kyXOR 7,,. where 7, is XORed with the least-

significant 64-bits of k.

. Onreading LC Send L prime message from the receiver. compares L and L. Locality
check fails if L is not equal to L.

HDMI HDCP 2.2 at 16.
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"provide the second signal to the first device after receiving the first signal, wherein the second signal is received by the first device; and"
HDCP Receiver [Device B]

HDCP Transmitter [Device A

Initiate
Generate rp locality check: LC_Init

Set watchdog timer T I
53
FIES Read I

L LC_Send I_prime Compute L' = HMAC-SHA256(77. kaXOR 73)
Compute L = HMAC-SHA256(1,, kgXOR #;,) l«——
Verify L=1L"

Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver

The HDCP Receiver

Computes a 256-bit value L’ = HMAC-SHA256(7;,. ks XOR 7,0).

e Makes LC Send I prime message containing 256-bit L’ available for the transmitter to
read immediately after computation of L~ to ensure that the message is received by the

transmitter within the specified 20 ms timeout at the transmitter.

ld. at 17.
4.2.8 LC_Send_L_prime (Read)
The LC_Send I prime message must be available for the transmitter to read within 20 ms from
the tume the transmutter fimshes writing the TC_Trut message parameters to the HDCP Recerver e
after the last byte of 7, has been wnitten.
Syvntax No. of Bytes
LC_Send I prime{
msg_id (=10) 1
LT255.0] 32
I
Table 4.10. LC_Send_L_prime Format
Id. at 59.
See also:
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"provide the second signal to the first device after receiving the first signal, wherein the second signal is received by the first device; and

Id. at 31.

Figure 2.13. HDCP Receiver Authentication Protocol State Diagram

BO: Bl: B2: B3: B4:
Unauthenticated Compute &y, Compute L’ Compute k; Authenticated
AKF Tnit | LC Init . ISKE Send Fks | Done o
Reset received | received received o
——
AKE Tnitf _ AKF Init
received [ received
N ‘.recei_‘f:;r
AKE Init
- -
received

State B2: Compute L’ The HDCP Receiver computes L’ required during locality check and
makes the LC_Send I prime message available for reading by the transmuatter.
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"receive the protected content from the first device when the first device determines that the second signal is derived from the secret and a time between the
sending of the first signal and the receiving of the second signal is less than a predetermined time."

receive the protected content from the first | The instructions of the Accused Product are arranged to receive the protected content from the first device
device when the first device determines | when the first device determines that the second signal, e.g., L’, is derived from the secret and a time between
that the second signal is derived from the | the sending of the first signal, e.g., the LC_Init message including rn, and the receiving of the second signal is
secret and a time between the sending of | less than a predetermined time.

the first signal and the receiving of the
second signal is less than a predetermined | The HDCP 2.2 Locality Check must be passed prior to session key exchange and establishment of a secure
time. communications path for receipt of protected content by the Accused Product.

The HDCP authentication protocol is an exchange between an HDCP Transmitter and an HDCP
Receiver that affirms to the HDCP Transmitter that the HDCP Receiver is authorized to receive
HDCP Content. It is comprised of the following stages

e Authentication and Key Exchange (AKE) — The HDCP Receiver’s public key certificate
is verified by the HDCP Transmitter. A Master Key £, is exchanged.

e  Locality Check — The HDCP Transmitter enforces locality on the content by requiring
that the Round Trip Time (RTT) between a pair of messages is not more than 20 ms.

*  Session Key Exchange (SKE) — The HDCP Transmitter exchanges Session Key &; with
the HDCP Receiver.

e Authentication with Repeaters — The step is performed by the HDCP Transmitter only
with HDCP Repeaters. In this step. the repeater assembles downstream topology
information and forwards it to the upstream HDCP Transinitter.

Successful completion of AKE and locality check stages affirms to the HDCP Transmitter that the
HDCP Receiver is authorized to receive HDCP Content. At the end of the authentication protocol.
a communication path is established between the HDCP Transmitter and HDCP Receiver that only
Authorized Devices can access.

HDMI HDCP 2.2 at 11.

The Accused Product receives protected content after the first device, as part of the Locality Check, determines
that: the L’ received via the LC Send L prime message is derived from the secret (as determined by matching
L’ to value L which is derived from the secret (e.g., L is computed based on kg, which is based on dkeyo and
dkey1, each of which is based on the Master Key, km)); and a time between the sending of the LC_Init message
and receiving L’ via the LC_Send L prime message is less than a predetermined time of 20 ms.
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"receive the protected content from the first device when the first device determines that the second signal is derived from the secret and a time between the
sending of the first signal and the receiving of the second signal is less than a predetermined time."

2.3 Locality Check
Locality check is performed after AKE and pairing. The HDCP Transmitter initiates locality check
by sending a 64-bit pseudo-random nonce 7, to the downstream receiver.

The HDCP Transmitter

. Initiates locality check by writing the LC Init message containing a 64-bit pseudo-
random nonce 7, to the HDCP Receiver.

«  Sets its watchdog timer to 20 ms. The LC Send L prime message must be received by
the transmitter within 20 ms from the time the transmitter finishes writing the LC Init
message parameters to the HDCP Receiver. Locality check fails if the watchdog timer
expires before the last byte of the LC Send L prime message is received by the
transmitter. The transmitter then aborts the authentication protocol.

. Computes L = HMAC-SHA256(r, . kg XOR 7,,) where HMAC-SHA256 is computed
over 7, and the key used for HMAC is kg XOR r1;,. where 1, 1s XORed with the least-

significant 64-bits of k.

. Onreading LC Send L prime message from the receiver. compares L and L. Locality
check fails if L is not equal to L.

Id. at 16.
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"receive the protected content from the first device when the first device determines that the second signal is derived from the secret and a time between the
sending of the first signal and the receiving of the second signal is less than a predetermined time."

HDCP Transmitter [Device A] HDCP Receiver [Device B]

Initiate
| locality check: LC_Init

Generate 1,

Set watchdog, timer T EE—
5
33 Read 1"
L LC Send 1 prime] Compute L* = HMAC-SHA256(r, ka XOR 7i2)
Compute L = HMAC-SHA256(r,, kg XOR 1) l«—

Verify L=1"
Figure 2.4. Locality Check between HDCP Transmitter and HDCP Receiver
The HDCP Receiver
*  Computes a 256-bit value L’ = HMAC-SHA256(r;,. k4 XOR 1;,).

* Makes LC Send L prime message containing 256-bit L’ available for the transmitter to
read immediately after computation of L’ to ensure that the message is received by the
transmitter within the specified 20 ms timeout at the transmitter.

In the case of a locality check failure due to expiration of the watchdog timer or due to mismatch
of L and L’ at the HDCP Transmitter. locality check may be reattempted by the HDCP Transmitter
for a maximum of 1023 additional attempts(for a maxmmm allowed 1024 total trials) with the
transmission of an LC Init message containing a new 7. Failure of locality check on the first
attempt and subsequent zero or more reattempts results in an authentication failure and the
authentication protocol is aborted.

Id. at 17.

The Accused Product proceeds to session key exchange and receipt of the protected content after successful
completion of the AKE stage and Locality Check.

2.4 Session Key Exchange

Successtul completion of AKE and locality check stages affirms to HDCP Transmitter that the
HDCP Receiver is authorized to receive HDCP Content. Session Key Exchange (SKE) is initiated
by the HDCP Transmitter after a successful locality check. The HDCP Transmitter sends
encrypted Session Key to the HDCP Receiver at least 200 ms before enabling HDCP Encryption
and beginning the transmission of HDCP Content. HDCP Encryption may be enabled 200 ms after
the transmission of the encrypted Session Key to the HDCP Receiver and at no time prior. Content
encrypted with the Session Key k; starts to flow between the HDCP Transmitter and HDCP
Receiver. HDCP Encryption must be enabled only after successful completion of AKE, locality
check and SKE stages.
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"receive the protected content from the first device when the first device determines that the second signal is derived from the secret and a time between the
sending of the first signal and the receiving of the second signal is less than a predetermined time."

Id.

3.1 Data Encryption
HDCP Encryption 15 applied at the mput to the TM.D.S. Encoder and decryption 15 applied at the
output of the T M D S. Decoder (Figure 3-1). HDCP Encryption consists of a bit-wise exclusive-or
(XOR) of the HDCP Content with a pseudo-random data stream produced by the HDCP Cipher.

HDCP Transmitter HDCP Receiver

HDCP HDCP
Cipher Cipher

TMD.S. — TMDS.
Encoder Decoder

Encrypted
XOR TMDS. XOR
Link

Figure 3-1. HDCP Encryption and Decryption

Bitwise Bitwise

Id. at 50.

See also:
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"receive the protected content from the first device when the first device determines that the second signal is derived from the secret and a time between the
sending of the first signal and the receiving of the second signal is less than a predetermined time."

Bi: Bl: B2: B3: B4:
Unauthenticated Compute &y, Compute L’ Compute k; Authenticated
AKE Tnit | LC_Init o ISKE Send Eks | Done o
Reset received | received "1 received " o
——
AKE Initf _ AKFE Init
received [ received
< ‘.recei_‘f:;r
AKE Init
- -
received

Figure 2.13. HDCP Receiver Authentication Protocol State Diagram

Id. at 31.

State B3: Compute ;. The HDCP Recetver dectypts Egq (k) to dertve k.

Transition B3: B1. Should the HDCP Transmitter write an AKE Init while the HDCP Receiver is
in State B3, the HDCP Receiver abandons intermediate results and restarts computation of &,

Transition B3: B4. Successful computation of &; transitions the receiver into the authenticated
state.

State B4: Authenticated. The HDCP Receiver has completed the authentication protocol. It must
perform an ongoing link mtegrity check as described i Section 2.6. If the Recerver detects a
synchronization mismatch between Transmitter and Recerver durmg the link mtegnity check. it
must set the REAUTH REQ bat in the RxStarus register.

Id. at 32.
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