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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF TEXAS

MARSHALL DIVISION

§

AGIS SOFTWARE DEVELOPMENT LLC, §  Case No. 2:24-cv-00598-RWS-RSP
§

Plaintiff, § JURY TRIAL DEMANDED

§
V. §
§
RAYTHEON TECHNOLOGIES CORP. and §
RTX CORPORATION, §
§
Defendants. §
§

PLAINTIFE’S FIRST AMENDED COMPLAINT FOR PATENT INFRINGEMENT

Plaintiff AGIS Software Development LLC (“AGIS Software” or “Plaintift”) files this
Amended Complaint against Defendants Raytheon Technologies Corporation and RTX
Corporation (collectively, “Raytheon” or “Defendants”) for patent infringement under 35 U.S.C.
§ 271 and alleges as follows:

THE PARTIES

1. Plaintiff AGIS Software is a limited liability company, organized and existing
under the laws of the State of Texas, and maintains its principal place of business at 100 W.
Houston Street, Marshall, Texas 75670. AGIS Software is the owner of all right, title, and interest
in and to U.S. Patent Nos. 9,445,251, 9,467,838, 9,820,123, and 9,749,829 (the “Patents-in-Suit™).

2. On information and belief, Defendant Raytheon Technologies Corporation
(“Raytheon Technologies™) is a corporation organized and existing under the laws of the State of
Delaware and maintains a place of business in this District, at 2501 West University Drive,
McKinney, Texas 75701. Raytheon is registered to conduct business in the State of Texas and has

a registered agent, CT Corporation System, 1999 Bryan Street, Suite 900, Dallas, Texas 75201.
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3. On information and belief, Defendant RTX Corporation (“RTX”) is a corporation
organized and existing under the laws of the State of Delaware and maintains a place of business
in this District, at 2501 West University Drive, McKinney, Texas 75701. RTX is registered to
conduct business in the State of Texas and has a registered agent, CT Corporation System, 1999
Bryan Street, Suite 900, Dallas, Texas 75201.

4. On information and belief, Defendants directly and/or indirectly develop, design,
manufacture, distribute, market, offer for sale, and/or sell infringing products and services in the
United States, including in the Eastern District of Texas, and otherwise directs infringing activities
to this District in connection with its products and services.

JURISDICTION AND VENUE

5. This is an action for patent infringement arising under the patent laws of the United
States, 35 U.S.C. §§ 1, et seq. This Court has subject matter jurisdiction over this action pursuant
to 28 U.S.C. §§ 1331, 1338(a), and 1367.

6. This Court has specific and personal jurisdiction over Defendants in this action
because Defendants have committed acts within this Judicial District giving rise to this action and
has established minimum contacts with this forum, such that the exercise of jurisdiction over
Defendants would not offend traditional notions of fair play and substantial justice. Defendants
conduct business and have committed acts of patent infringement and/or have induced acts of
patent infringement by others in this Judicial District and/or have contributed to patent
infringement by others in this Judicial District, the State of Texas, and elsewhere in the United
States by, among other things, offering to sell and selling products and/or services that infringe the

Patents-in-Suit.
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7. Venue is proper in this Judicial District pursuant to 28 U.S.C. §§ 1391 and 1400(b)
because Defendants have regular and established places of business in this Judicial District.
Defendants, through their own acts and/or through the acts of others, make, use, sells distribute,
export from, import, and/or offer to sell infringing products within this Judicial District, regularly
do and solicit business in this Judicial District, and have the requisite minimum contacts with this
Judicial District, such that this venue is a fair and reasonable one.

PATENTS-IN-SUIT

8. On September 13, 2016, the United States and Trademark Office duly and legally
issued U.S. Patent No. 9,445,251 (the “’251 Patent”) entitled “Method to Provide Ad Hoc and
Password Protected Digital and Voice Networks.” On June 8, 2021, the United States Patent and
Trademark Office issued an Ex Parte Reexamination Certificate of the 251 Patent determining
claims 1-35 to be valid and patentable. A true and correct copy of the *251 Patent, which includes
the June 8, 2021 Ex Parte Reexamination Certificate, is attached hereto as Exhibit A.

9. On October 11, 2016, the United States Patent and Trademark Office duly and
legally issued U.S. Patent No. 9,467,838 (the “’838 Patent”) entitled “Method to Provide Ad Hoc
and Password Protected Digital and Voice Networks.” On May 27, 2021, the United States Patent
and Trademark Office issued an Ex Parte Reexamination Certificate of the 838 Patent determining
claims 1-84 to be valid and patentable. A true and correct copy of the 838 Patent, which includes
the May 27, 2021 Ex Parte Reexamination Certificate, is attached hereto as Exhibit B.

10. On November 14, 2017, the United States Patent and Trademark Office duly and
legally issued U.S. Patent No. 9,820,123 (the “’123 Patent”) entitled “Method to Provide Ad Hoc
and Password Protected Digital and Voice Networks.” On September 24, 2021, the United States

Patent and Trademark Office issued an Ex Parte Reexamination Certificate for the ’123 Patent
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confirming the validity and patentability of claims 1-48. A true and correct copy of the 123 Patent,
which includes the September 24, 2021 Ex Parte Reexamination Certificate, is attached hereto as
Exhibit C.

11. On August 29, 2017, the United States and Trademark Office duly and legally
issued U.S. Patent No. 9,749,829 (the “’829 Patent™) entitled “Method to Provide Ad Hoc and
Password Protected Digital and Voice Networks.” On August 16, 2021, the United States Patent
and Trademark Office issued an Ex Parte Reexamination Certificate for the 829 Patent confirming
the validity and patentability of claims 1-68. A true and correct copy of the 829 Patent, which
includes the August 16, 2021 Ex Parte Reexamination Certificate, is attached hereto as Exhibit D.

12. AGIS Software is the sole and exclusive owner of all rights, title, and interest in the
Patents-in-Suit, and holds the exclusive right to take all actions necessary to enforce its rights to
the Patents-in-Suit, including the filing of this patent infringement lawsuit. AGIS Software also
has the right to recover all damages for past, present, and future infringement of the Patents-in-
Suit and to seek injunctive relief as appropriate under the law.

FACTUAL ALLEGATIONS

13. Malcolm K. “Cap” Beyer, Jr., a graduate of the United States Naval Academy and
a former U.S. Marine, is the CEO of AGIS Software and a named inventor of the AGIS Software
patent portfolio. Mr. Beyer founded Advanced Ground Information Systems, Inc. (“AGIS, Inc.”)
shortly after the September 11, 2001 terrorist attacks because he believed that many first responder
and civilian lives could have been saved through the implementation of a better communication
system. He envisioned and developed a new communication system that would use integrated
software and hardware components on mobile devices to give users situational awareness superior

to systems provided by conventional military and first responder radio systems.
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14. AGIS, Inc. developed prototypes that matured into its LifeRing system. LifeRing
provides first responders, law enforcement, and military personnel with what is essentially a
tactical operations center built into hand-held mobile devices. Using GPS-based location
technology and existing or special-purpose cellular communication networks, LifeRing users can
exchange location, heading, speed, and other information with other members of a group, view
each other’s locations on maps and satellite images, and rapidly communicate and coordinate their
efforts.

15. AGIS Software was formed in 2017 and has since opened two offices in Texas,
including one office located at 2226 Washington Avenue, #2, Waco, Texas 76702. AGIS Software
also maintains a data center in Texas.

16. Mr. Beyer has maintained longstanding ties to Texas and the Eastern District. In
1987, Mr. Beyer founded Advanced Programming Concepts, an Austin-based company focused
on real-time tactical command and control systems. Advanced Programming Concepts was later
acquired by Ultra Electronics, Inc. and is now the Advanced Tactical Systems unit of Ultra
Electronics, Inc., which is still based in Austin, Texas.

17. AGIS Software licenses its patent portfolio, including the’251, 838, *123, and 829
Patents, to AGIS, Inc. AGIS, Inc. has marked its products accordingly. AGIS Software and all
previous assignees of the Patents-in-Suit have complied with the requirements of 35 U.S.C.
§ 287(a).

18. Defendants have infringed and continue to infringe the Patents-in-Suit by making,
using, selling, offering to sell, distributing, exporting from the United States, and/or importing to
the United States, and by actively inducing others to make, use, sell, offer to sell, distribute, export

from, and/or import products that infringe the Patents-in-Suit. Such products include at least the
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Raytheon TAK, TAK Server, ATAK, WebTAK, CivTAK, WinTAK, Airport Surface Awareness
System, Pro Line Fusion, Surface Management System, Ascend, OpsCore, ARINCDirect, ARINC
Global Network, ARINC Integrator, ARINC Hermes, FasTAK, and Rosetta Technology
applications, solutions, and servers (the “Accused Products”).? The Accused Products infringe
each of the Asserted Patents. Each of the Accused Products has civilian, commercial, and other
non-federal customers, uses, and sales, and each of the Accused Products are not exclusively “for
the Government.” For example, Raytheon’s terms of use for TAK products expressly identifies
“Civilian Subscribers,” and Raytheon publishes commercial prices for civilian, commercial, and

non-federal subscribers. See, e.g., https://bbn-tak.myshopify.com/pages/terms-of-use; https://bbn-

tak.myshopify.com/products/tak-server-subscription-service-basic; https://bbn-
tak.myshopify.com/products/bbn-tak-server-standard; https://bbn-
tak.myshopify.com/products/tak-server-subscription-service; https://bbn-
tak.myshopify.com/pages/privacy-statement; https://www.rtx.com/privacy; https://bbn-

tak.myshopify.com/pages/terms-conditions.

19.  The Accused Products include functionalities that allow users to form and/or join
networks or groups, share and view locations with other users, display symbols corresponding to
locations (including locations of other users) on a map, and communicate with other users via text,
voice, and multimedia-based communication. Additionally, the Accused Products include
functionalities to allow users to form and/or join networks or groups. Additionally, the users may
form groups that include their own devices in order to track their own lost or stolen devices, as
shown below; to send and receive communications from their own lost or stolen Accused Products;

and to remotely control the lost or stolen Accused Products. The Accused Products include the

! See, e.g., https://bbn-tak.myshopify.com/; https://bbn-tak.myshopify.com/pages/tak-academy
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functionalities to display map information, including symbols corresponding with users, entities,
and locations. Additionally, the Accused Products include functionalities to form groups that
include their own devices in order to track, remotely monitor, and control, and/or communicate
with other users’ devices. @ The Accused Products include functionalities to enable
communications, such as voice calls between users. The Accused Products practice the claims of
the Asserted Patents to improve user experiences and to improve Defendants’ position in the

market.
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What is TAK?

TAK'is the core of a suite of georeferenced imagery and
communications tools that allow for scaled operational planning,
data sharing, visualized elevation data, and target management.
With' TAK, your team can get eriented quickly, make better

informed decisions and.quickly respond to threats.

Situational Awareness

At the core of every mission is the team. TAK’s application clients

facilitate real-time coordination by enabling the team.

2 https://bbn-tak.myshopify.com/
3 https://bbn-tak.myshopify.com/
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TAK Mobile and Desktop Apps

03

i0S Android

Supported on i0S 16.0 or Supported on Android 5
later. or later.

iTAK

Download on the GETIT ON

@ App Store }" Google Play

TAK Mobile Apps (

4 https://tak.gov/

= 8,

Windows Linux
Supported on Ubuntu
18.04, Fedora 26, Debian
10, RHEL/Cent0S 8

Supported on Windows
10/11 64-bit.

WinTAK

TAK Server (
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Android Team Awareness Kit - ATAK-civ or CivTAK

The Team Awareness Kit (TAK), for civilian uses, or Tactical Assault Kit (also TAK) for military usesisa
suite of software that provides geospatial information and allows user collaboration over geography.
There are numerous TAK Products in the TAK family, all developed at government expense

The Team Awareness Kit for Android (ATAK, also known as CivTAK) was originally developed by the
Air Force Research Laboratory (AFRL) and is now maintained by a Joint Product Center.

ATAK (including CivTAK) is an Android smartphone geospatial infrastructure and situational
awareness app. It allows for precision targeting, surrounding land formation intelligence, situational
awareness, navigation, and data sharing.

All the Android variants of TAK are virtually identical and all are interoperable with each other and
with other TAK products. There are small, military-specific additions in military versions of ATAK. 5

WHAT IS TAK?

The Android Team Awareness Kit (ATAK), for civilian use, or Android Tactical Assault Kit (also ATAK)
for military use - is a suite of software that provides geospatial information and allows user
collaboration over geography.

ATAK was originally developed by the Air Force Research Laboratory (AFRL) and is now maintained
by the TAK Product Center (TPC).

3 https://www.civtak.org/atak-about/
® https://www.civtak.org/atak-about/

10
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COUNT1
(Infringement of the 251 Patent)

20.  Paragraphs 1 through 19 are incorporated herein by reference as if fully set forth in
their entireties.

21. AGIS Software has not licensed or otherwise authorized Defendants to make, use,
offer for sale, sell, distribute, export from, or import any Accused Products and/or products that
embody the inventions of the *251 Patent.

22.  Defendants infringe, contribute to the infringement of, and/or induce infringement
of the *251 Patent by making, using, selling, offering for sale, distributing, exporting from, and/or
importing into the United States products and/or methods covered by one or more claims of the
’251 Patent including, but not limited to, the Accused Products.

23.  Defendants have and continue to directly infringe at least claim 24 of the ’251
Patent, either literally or under the doctrine of equivalents, by making, using, selling, offering for
sale, distributing, exporting from, and/or importing into the United States the Accused Products
without authority and in violation of 35 U.S.C. § 271(a).

24.  Defendants have and continue to indirectly infringe at least claim 24 of the 251
Patent by actively, knowingly, and intentionally inducing others to directly infringe, either literally
or under the doctrine of equivalents, by making, using, selling, offering for sale, distributing,
exporting from, and/or importing into the United States the Accused Products and by instructing
users of the Accused Products to perform methods claimed in the *251 Patent. For example,
Defendants, with knowledge that the Accused Products infringe the *251 Patent at least as of the
date of this Complaint, actively, knowingly, and intentionally induced, and continue to actively,

knowingly, and intentionally induce direct infringement of the ’251 Patent. Alternatively,

11
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Defendants believed there was a high probability that others would infringe the 251 Patent but
remained willfully blind to the infringing nature of others’ actions.

25. For example, Defendants have indirectly infringed and continue to indirectly
infringe at least claim 24 of the *251 Patent in the United States because Defendants’ customers
use the Accused Products, including at least Raytheon TAK, TAK Server, ATAK, WebTAK,
CivTAK, and WinTAK solutions, and servers, alone or in conjunction with additional Accused
Products, in accordance with Defendants’ instructions and thereby directly infringe at least claim
24 of the °251 Patent in violation of 35 U.S.C. § 271. Defendants directly and/or indirectly
intentionally instruct their customers to infringe through training videos, demonstrations,
brochures, installations, and/or user guides, such as those located at one or more of the following:
https://bbn-tak.myshopify.com/; https://www.civtak.org/atak-about/;
https://www.civtak.org/documentation/; https://wiki.civtak.org/index.php?title=ATAK Manual;
and through Raytheon’s agents and representatives located within this Judicial District. Defendant
is thereby liable for infringement of the *251 Patent under 35 U.S.C. § 271(b). Alternatively,
Defendants believed there was a high probability that others would infringe the 251 Patent but
remained willfully blind to the infringing nature of others’ actions.

26. For example, Defendants’ Accused Products allow users to share their locations
and view other users’ locations on a map and to communicate with those users via the Raytheon

TAK, TAK Server, ATAK, WebTAK, CivTAK, and WinTAK applications and solutions:

12
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The Team Awareness Kit (TAK), for civilian uses, or Tactical Assault Kit (also TAK) for military usesisa
suite of software that provides geospatial information and allows user collaboration over geography.
There are numerous TAK Products in the TAK family, all developed at government expense

The Team Awareness Kit for Android (ATAK, also known as CivTAK) was originally developed by the Air
Force Research Laboratory (AFRL) and is now maintained by a Joint Product Center.

ATAK (including CivTAK) is an Android smartphone geospatial infrastructure and situational awareness
app. It allows for precision targeting, surrounding land formation intelligence, situational awareness,
navigation, and data sharing.

All the Android variants of TAK are virtually identical and all are interoperable with each other and with
other TAK products. There are small, military-specific additions in military versions of ATAK.

Unclassified
ATAK Civilian Overview

The Civilian Team Awareness Kit for Android (ATAK Civilian) is a Government-off-the-Shelf (GOTS) software application and mapping framework for mo-
bile devices. ATAK Civilian has been designed and developed to run on Android smart devices used in a first responder environment. The ATAK Civilian
software application is an extensible moving map display that integrates imagery, map and overlay information to provide enhanced collaboration and
Situational Awareness (SA) over a tactical meshed network. ATAK Civilian promotes information flow and communications from the field environment
to command enterprise locations.

The first time ATAK Civilian is opened, or after a Clear Content, a passphrase is auto-generated to activate data encryption. The user can supply their own
passphrase by using Settings > Show All Preferences > Device Preferences > Change Encryption Passphrase. Following this step, ATAK Civilian's End User
License Agreement (EULA) must be accepted. Next, the user will be prompted to change their callsign and/or import preferences or data from a Mission
Package. All changes/imports can always be updated later. Finally, the user can place their self-marker by following the instructions located in the lower
right corner.

The toolbar runs along the top of the map display. The features whose icons form the center portion of the teolbar are discussed in individual sections of
this guide. The three dots at the right of the toolbar provide additional menu items that appear in a drop-down menu. A Long Press on the map will toggle
the toolbar between hidden and visible.

The North Arrow appears in the upper left and is used to
control map orientation. It has two primary modes: North
Up/Track Up (default) and Manual Map Rotation/Lock.
While in North Up/Track Up Mode, single press on the
[North Arrow] icon to cycle between the North Up and
Track Up map orientation. Long press the [North Arrow] SRRl
to call out the additional controls menu where the Manual Rotation/Lock
and 3D features are available. Select the [Rotation] button to enter Manual
Map Rotation/Lock Mode. When in Manual Map Rotation/Lock Mode, rotate
the map orientation by pressing on the map with two fingers and pivoting

them in the desired direction. Single press on the [North Arrow] to lock the 2 mpsale J’L:":“P'
screen orientation, signified by the appearance of the lock icon, and again
to unlock the orientation for further adjustment. 3D controls are discussed in a separate section.

Select the [Magnifier] buttons to zoom in or out on the map. The map can also be zoomed by using two fingers on the screen to pinch and spread the
map. Select the [Back] button to center the screen on the Self Marker or the [Padlock] icon to lock the center of the screen to the Self Marker. Select the
[Orientation] icon to toggle the screen position between portrait and landscape.

Self Marker Connection Widget
e

The optional connection widget indicates whether or not the user is connected to a TAK Server. This has a corresponding Android notification that pro-
vides the same information. Toggle this display on at Settings > Network Connections > Netwerk Connections > Display Connection Widget.

Alerts and notifications are displayed in the lower left of the map interface.

The Map Scale displays a 1 inch to X mi‘km reference on the map. The scale adjusts with the map when zoomed in and out. Hint windows are available
to alert users to changes or make suggestions about the use of tools the first time they are opened.

7 https://www.civtak.org/documentation/

13
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Unclassified
3D View

ATAK Civilian features 3D viewing of terrain and map items
(DTED required). To enable 3D view, long press on the N
[Morth Arrow] to call out the additional controls menu Q
and select [3D]. A tilt angle indicatar will appear around $
the edge of the [North Arrow] when 3D view is active.

Touch the screen with twe fingers and simultanecusly

swipe up ar down on the screen to tilt the view angle. Once the appropriate
viewing angle is set, select the [3D Lock] buttan to retain this view while
panning the map. While viewing the map from an angle, seme map items
will appear raised above the map surface if they have defined elevations.

3D Models

ATAK Civilian supparts the use of 3D models. OBJ models and other types from products such as Pix4D can be imported via the Import Manager or can
be manually placed in the atak/overlays folder prior to startup. If using Import Manager browse to the (08 file and import only that file, or browse ta a
ZIP fille that contains the .OBJ file {and others) and impart only that file. If using manual placement to the atak/overlays folder, place a ZIP file containing
the OBJ file (and others) into the directory and they will be imported on startup.

Once imported, a 3D Model icon will appear en the map.
Zoom into the area of the icon until a leading ring ap-
pears. After the loading process has finished, the 3D
model will be prajected onto the map. Enable the map
3D View and tilt the view angle to see the 3D modeling.

Loaded 30 models will appear as their own category in
Overlay Manager and can be toggled on/aff ar removed
from there.

14
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Unelassified

Placement

o The user can enter locations of interest using the Point Dropper tool. Select the [Point Dropper] icon to place internaticnally standardized
o markers and other icons on the map, edit the data and share the markers with other network members.

v

Self-Marker

The Self-Marker is displayed as a blue arrowhead at the user's current loeation. The options available on the

Self-Marker radial are: Compass Rase, Palar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location,

GPS Errar, Range & Bearing Line, GPS Lock to Self, Tracking Breadcrumbs, Place a Marker at the user's current lo

cation and Details. Other TAK users appear on the display as a colared circle. The color of the circle represents

the user’s Team affiliation, with additional lettering inside the circle to identify the role the user on the team.
Tearm Member markers that include a diagonal line indicate that the GPS location is not available. A salid icon indicated that
the team member has GPS reception.

Available reles include: Team Member, Team Lead (designated by a TL in the center of the marker)
in center), Sniper (5), Medic [+), Farward Observer (FO), RTO (R) or K9 (K9). The aptions available v 1 another user’s
Self-Marker is selected are: Inner Ring - Del Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location,
Range & Bearing Line, GPS Lock on Friendly, Video Player (if available), Communication Options (if canfigured by that
user), Custom Threat Rings, Tracking Breadcrumbs and Details.

Quter Ring {Communication Options) - Data Package, Email, SM5 Messaging, GeaChat, VOIP and Cellular Phone, when
available.

Unclassified

Point Dropper

Selecting the [Point Dropper] icon will open the Point Dropper menu, containing marker
symbelogy with one or maore ican sets, a Recently Added button and an lconset Manager
button.

Markers

The Markers symbology affiliations are: Unknown, Neutral, Red and Friendly. Select the
affiliation, then a location on the map interface ta drop the marker. To add a marker by
manually entering coordinates, long press on the map interface and enter the MGRS location. Change the standard nam

ing convention by entering values inte the custom prefix and index fields arleave blank to use the defaults. If values are

Default

entered, the mext marker will be dropped with the prefix name and starting number(s) or letter(s) and every subsequent
marker will be assigned the next consecutive number{s) or letter(s). q

People
At Map

The user can select the mission specific pallet to open paint options including Waypoint (WP},
Sensor or Observation Point (OP).

The user can move between icon sets by either swiping in the icon set area or selecting on the
[lconset Name)] field to bring up the lcon Pallet drop-down.

The last paint placed is shown at the bottom of the Point Dropper window. The infor
mation for all recently placed points can be accessed by selecting the [Clock] icon.
This displays the marker icon, name, coordinates, elevation and range & bearing infar
mation. The user can send
cently added markers by s
ta the marker to reveal [SEND], [RENAME] or [DEL] buttons.

rename or remove any re

ing the [Arrows] nesxt

Select the [lconset Manager] (gear) button to add or delete icon sets or to set the default
Marker Mapping.

15
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Unclassified

Radial Menus

Unknown Object Neutral Object Red Object Friendly Object Spot Object

The aptions available for Unknown Object Markers are: Delete, Polar Coardinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing
Line, Lock On, Tasking, Custom Threat Rings, Tracking Breadcrumbs and Details.

The options available for Neutral Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line,
Lock On, Tasking, Custom Threat Rings, Tracking Breadcrumbs and Details.

The options available for Red Object Markers are: Delete, Polar Coordinate Entry, Compass Rose/Bullseye, Fine Adjust/Enter Coordinate/MGRS Locatian,
Range & Bearing Line, Tasking, Custom Threat Rings, Tracking Breadcrumbs and Details.

The options available for Friendly Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line,
Leck On, Video, Coantact Card, Custom Threat Rings, Tracking Breaderumbs and Details. The Videa radial will activate if a properly formatted packet that
includes the link to the video feed is included. Select the video radial to open the associated video. The Contact Card can be selected ta display additional
communication options, including GeoChat, Email, VolP, SMS Messaging and Cellular Phone, when available.

The options available for Spot Map are: Delete, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line, Nav-To, Custom Threat Rings, Labels
and Details.

The aptions for User Defined lconsets are: Delete, Palar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line, Lock On,
Tasking, Custom Threat Rings. Tracking Breadcrumbs and Details.

Select [Details] on the marker radial to make desired modifications, including: Coordinate, Elevation, Name, Type and Remarks. Selecting Marker Type
apens a dialog box with extra categories. File attachments, including images, can be associated with the object by selecting the [Paperclip] icon. Once
all the desired modifications have been made, the Marker can be sent to other netwark members using [Send). The infarmation can be broadcast to all
members or sent to specific recipients. Select the [Auteo Send] option to broadcast the marker to other TAK users on the netwark, with updates automat-
ically sent about once every 60 seconds.

Unclassified

Bloodhound Tool

The Bloodhound Tool provides support for tracking and intercepting a map item. It allows the user to select two points on the map and/
ar map objects and display range & bearing information between the chosen tracker and the target.

Select the [Bloodhound] icon to open the Bloodhound Teal. A windaw will open, prompting the user to choose where to start by tapping
the [From Reticle] {default = user’s self marker) and where to bloedhound (track) to by tapping the [To Reticle].

Targets include map objects like other User's Self Markers, DPs, Markers, Shape center points, Range & Bearing end-
points and any other map objects. If the user selects a map location instead of an object as the target, Bloodhound will
place a waypaint marker there. The self marker will then track towards the waypoint.

Select [OK] and Bloodhound will be activated.

If either point maves, the green widget in the lower left will
show the updated information. As the tracking object begins to navigate toward the target, the
Estimated Time of Arrival (ETA) will update accordingly.

The green line showing the direct path fram the tracker to the target will flash when the user-de-
fined ETA auter threshold is reached (default = 6 minutes from target). The line will flash as the
tracker continues taward the target until the next ETA threshold is reached (default = 3 minutes).
The line will turn a flashing yellow until the final ETA threshaold (default = 1 minute) is reached.
The line then flashes red until the target is reached. Colors and thresholds can be modified in
Settings > Tool Preferences > Bloodhound Preferences.

Selecting the green Bloodhound icon on the map will pan the map to the Bloodhound Range & Bearing Line. Disengage the Bloadhound Tool by se
lecting the [Bloodhound] icon on the tealbar.

Multiple Bloodhound

To create multiple bloodhounds, selecting the
Range and Bearing Tool and select the [R&B

‘b Line] icon. Select two markers on the map and
ﬁ once the REE line is created, select the line to
bring up the radial. Select the [Bloodhound]

radial, and the bloadhaund information will be
displayed on the R&E Line itself.

If either point mowves, the Bloadhound infermation shawn on the REB Line will be updated. As
the tracking object begins to navigate toward the target, the Estimated Time of Arrival (ETA}
will update accordingly.
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Unclassifiad

GoTo

Select the Select from the [MGRS] (military grid reference system), [DD]

[Go To] (decimal degrees), [DM] (degrees- minutes), [DMS] (degrees-min-

. icon to en- utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]

ter details and navigate tabs on the Go To interface and enter the location data of interest.

to a specific location on The address provider name appears beneath the Elevation Data
the map. when the user selects the [ADDR] tab.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DD], [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
populated by tapping the [Pull From DTED] button.The usar can salect a desirad marker type
(Spot, Unknown, Meutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is selected, the map will pan to the location but will not add a point.

Mote: The address provider name appears be-
neath the Elevation Data when the user selects the
[ADDR] tab.

The Address Lookup provider used for the ADDR
tab can be configured in the Settings >Tool Prefer-
ences > Address Lookup Preferences.

32

Geofencing

items of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by selecting
the [Geo Fence] icon from the menu items or selecting it from the radial

— The Geo Fence tool allows users to create a virtual fence that triggers entry/exit notifications if map
- j

The Enabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider between Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose between Entry, Exit or Both. Usa the Monitor field to define which entities
the Geo Fence will track.

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enable the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fence. Select the
[Send] button to create the fence and send it to another user. Select [Delete] to close the
Create Geo Fence window and discard changes.

Alerts appear on the map intarface. Selecting the [Alert No-
‘b tification] will open the alerts menu, detailing the activity
manitored in the user defined region. The default radius for
- monitoring users (filtered within the “Monitor” field) out-
% side the Geo Fence is set at 75 km. This means the total area
monitored begins at the farthest point from the center of the
shape plus 75 km. If the userwishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to
off in the Edit Window.

35
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Unclassified

Track History

The devica's GPS can be usad to track movements with the Track History tool. These tracked paths can be
exported to a TAK server, to a route or to a KML, KMZ, GPX or CSV file. A GPS position must be established
before tracking can bagin.

Arrerws

Selecting the [Track History] icon will open Track Details for the cument active track.
The track titls, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. Usar location data is recorded as breadcrumbs in a new track file.

Use the Track Search function to view track information that has been previously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select[Search]. The track list will
appear. The query results can be sorted by Track Name
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and style
of a selected track can be modifiad or the track can be
cleared. Convert a track to a TAK route or export itas a
KML, KMZ, GPX or C5V file by selecting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, the Track History Toolbar will appear at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks om the
device.

The Track History Breadcrumb and Settings can be configured in the Settings = Tools Preferences = Track History Preferences.

Unclassified

Emergency Beacon

Select the [Emergency Beacon] icon to open the Emergency Beacon Tool

The Emergency Beacon allows the user to indicate their need for assistance, the type of emergency and their lo-
cation on the map. The type of emergency can be selected from the drop-down menu, before activation, and
includes options for an Alert, Ring the Bell, Geo Fence Breached or In Contact.

Once the Emergency type has been selected and both switches have been enabled,
the TAK Server broadcasts the announcements to all network contacts. Even if the
user's device is turned off, the beacon will continue. Only when the user returns to
the Emergency Beacon tool and tums off the switches will the beacon be canceled
and removed. If the SMS for Emergency option has been configured, the alert will be
sant via text massage to the configurad numbers,

211 Alert

27.  For example, the exemplary Accused Products allow users to establish groups and
to exchange messages via interaction with servers which provide the Raytheon TAK, TAK Server,
ATAK, WebTAK, CivTAK, and WinTAK services, among other relevant services. The
exemplary Accused Products further allow users to retrieve map information from multiple

sources, including street-view maps.

8 https://drive.google.com/file/d/1bo9WHadg3J30550L1x1mn3McqEJzvgrK/view
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Unclassified

ATAK Civilian Overview

The Civilian Team Awareness Kit for Android (ATAK Civilian) is a Government-off-the-Shelf (GOTS) software application and mapping framework for mo-
bile devices. ATAK Civilian has been designed and developed to run on Android smart devices used in a first responder environment. The ATAK Ci n
software application is an extensible moving map display that integrates imagery, map and overlay information to provide enhanced collaboration and
Situational Awareness (SA) over a tactical meshed network. ATAK Civilian promotes information flow and communications from the field environment
to command enterprise locations.

The first time ATAK Civilian is opened, or after a Clear Content, a passphrase is auto-generated to activate data encryption. The user can supply their own
passphrase by using Settings > Show All Preferences > Device Preferences > Change Encryption Passphrase. Following this step, ATAK Civilian's End User
License Agreement (EULA) must be accepted. Next, the user will be prompted to change their callsign and/or import preferences or data from a Mission
Package. All changes/imports can always be updated later. Finally, the user can place their self-marker by following the instructions located in the lower
right corner.

The toolbar runs along the top of the map display. The features whose icons form the center portion of the toolbar are discussed in individual sections of
this guide. The three dots at the right of the toolbar provide additional menu items that appear in a drop-down menu. A Long Press on the map will toggle
the toolbar between hidden and visible.

The North Arrow appears in the upper left and is used to
control map orientation. It has two primary modes: North
Up/Track Up (default) and Manual Map Rotation/Lock. [

While in North Up/Track Up Mode, single press on the ]

[North Arrow] icon to cycle between the North Up and Other User’s
Track Up map orientation. Long press the [North Arrow] o

to call out the additional controls menu where the Manual Rotation/Lock
and 3D features are available. Select the [Rotation] button to enter Manual
Map Rotation/Lock Mode. When in Manual Map Rotation/Lock Mode, rotate
the map orientation by pressing on the map with two fingers and pivoting

them in the desired direction. Single press on the [North Arrow] to lock the i mapsale m::::”p'
screen orientation, signified by the appearance of the lock icon, and again
to unlock the orientation for further adjustment. 3D controls are discussed in a separate section.

Self Marker Connection W]

Select the [Magnifier] buttons to zeom in or out on the map. The map can also be zoomed by using two fingers on the screen to pinch and spread the
map. Select the [Back] button to center the screen on the Self Marker or the [Padlock] icon to lock the center of the screen to the Self Marker. Select the
[Orientation] icon to toggle the screen position between portrait and landscape.

The optional connection widget indicates whether or not the user is connected to a TAK Server. This has a corresponding Android notification that pro-
vides the same information. Toggle this display on at Settings > Network Connections > Network Connections > Display Connection Widget.

Alerts and notifications are displayed in the lower left of the map interface.

The Map Scale displays a 1 inch to X mi/km reference on the map. The scale adjusts with the map when zoomed in and out. Hint windows are available
to alert users to changes or make suggestions about the use of tools the first time they are opened.

Unclassified
3D View

ATAK Civilian features 3D viewing of terrain and map items
(DTED required). To enable 3D wview, long press on the N
[North Arrow] to call out the additional controls menu q
and select [3D]. A tilt angle indicatar will appear around %
the edge of the [North Arrow] when 3D view s active.

Touch the screen with two fingers and simultanecusly

swipe up or down on the screen to tilt the view angle. Once the appropriate
viewing angle is set, select the [3D Lock] buttan to retain this view while
panning the map. While viewing the map from an angle, some map items
will appear raised abave the map surface if they have defined elevations.

3D Models

ATAK Civilian supparts the use of 30 models. OB) models and other types from preducts such as Pix4D can be imported via the Import Manager or can
be manually placed in the atak/overlays folder prior to startup. If using Impaort Manager browse to the (0Bl file and import anly that file, ar browse to a
ZIP file that contains the (0BJ file (and others) and impart only that file. If using manual placement to the atak/overlays folder, place a ZIP file containing
the ORI file (and others) into the directory and they will be imported on startup.

Once imported, a 3D Model icon will appear on the map.
Zoom into the area of the icon until a leading ring ap
pears. After the loading process has finished, the 3D
model will be projected onto the map. Enable the map
3D View and tilt the view angle to see the 3D modeling.

Loaded 3D models will appear as their own category in
Overlay Manager and can be taggled on/off or removed
from there.
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Unclassified

Placement

The user can enter locations of interest using the Point Dropper tool. Select the [Point Dropper] ican to place internationally standardized
markers and other icons on the map, edit the data and share the markers with other network members.

Self-Marker
The Self-Marker is displayed as a blue arrowhead at the user's current location. The options available on the #

Self-Marker radial are: Compass Rose, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location,
GPS Errar, Range & Bearing Line, GPS Lock to Self, Tracking Breaderumbs, Place a Marker at the user's current lo- b
cation and Details. Other TAK users appear on the display as a colored cirele. The color of the circle represents & ﬂ
the user's Team affiliaticn, with additional lettering inside the circle to identify the roke the user on the team.

Tearn Member markers that include a diagonal line indicate that the GPS location is not available. A solid icon indicated that

the team member has GPS reception.

e

Available roles include: Team Member, Team Lead [designated by a TL in the center of the marker), Headquarters (HQ
in center), Sniper (5], Medic (+), Forward Observer (FO), RTO (R) or K2 (K9). The options available when another user's
Self-Marker is selected are: Inner Ring - Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location,
Range & Bearing Line, GPS Lock on Friendly, Video Player (if available), Communication Options (if canfigured by that
user], Custom Threat Rings, Tracking Breadcrumbs and Details.

Outer Ring {Communication Options) = Data Package, Email, SM5S Messaging, GeoChat, VOIP and Cellular Phone, when
available.

Unclassified
Radial Menus

Unknown Object Neutral Object

Friendly Object Spot Object

The aptions available for Unknown Object Markers are: Delete, Palar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing
Line, Lock On, Tasking, Custom Threat Rings, Tracking Breadcrumbs and Details.

The optians available for Neutral Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Locatian, Range & Bearing Line,
Lock On, Tasking, Custom Threat Rings, Tracking Breadcrumbs and Details.

The options available for Red Object Markers are: Delete, Polar Coordinate Entry, Compass Rose/Bullseye, Fine Adjust/Enter Coordinate/MGRS Location,
Range & Bearing Line, Tasking, Custom Threat Rings, Tracking Breaderumbs and Details.

The optians available for Friendly Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line,
Lock On, Video, Contact Card, Custom Threat Rings, Tracking Breaderumbs and Details. The Video radial will activate if a properly formatted packet that
includes the link to the video feed is included. Select the video radial to open the associated video. The Contact Card can be selected to display additional
communication options, including GeoChat, Email, ValP, SMS Messaging and Cellular Phone, when available.

The options available for Spot Map are: Delete, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line, Nav-Ta, Custam Threat Rings, Labels
and Details.

The aptions for User Defined lconsets are: Delete, Palar Coordinate Entry, Fine Adjust/Enter Coardinate/MGRS Location, Range & Bearing Line, Lack On,
Tasking, Custam Threat Rings. Tracking Breaderumbs and Details.

Select [Details] on the marker radial to make desired modifications, including: Coordinate, Elevation, Name, Type and Remarks. Selecting Marker Type
apens a dialog box with extra categories. File attachments, including images, can be associated with the object by selecting the [Paperclip] icon. Once
all the desired modifications have been made, the Marker can be sent to other network members using [Send]. The information can be broadcast to all
members or sent to specific recipients. Select the [Auto Send] option to broadcast the marker to other TAK users on the netwark, with updates automat-
ically sent about once every 60 seconds.
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Unclassified

Bloodhound Tool

The Bleedhound Tool provides support for tracking and intercepting a map item. It allows the user to select two points on the map and/
ar map objects and display range & bearing information between the chosen tracker and the target.

Select the [Bloodhound] icon to open the Blaedhound Tool. A windaw will open, prompting the user to choose where to start by tapping
the [From Reticle] (default = user’s self marker) and where to bloodhound (track) to by tapping the [To Reticle].

Targets include map abjects like other User's Self Markers, DPs, Markers, Shape center points, Range & Bearing end
points and any other map objects. If the user selects a map location instead of an object as the target, Bloodhound will
place a waypoint marker there. The self marker will then track towards the waypoint.

Select [OK] and Bloodhound will be activated.

If either point maves, the green widget in the lower left will
show the updated information. As the tracking object begins to navigate toward the target, the
Estimated Time of Arrival (ETA) will update accordingly.

The green line showing the direct path from the tracker to the target will flash when the user-de
fined ETA auter threshold is reached (default = 6 minutes from target). The line will flash as the
tracker continues toward the target until the next ETA threshold is reached (default = 3 minutes).
The line will turn a flashing yellow until the final ETA threshold (default = 1 minute) is reached.
The line then flashes red until the target is reached. Colors and threshelds can be modified in
Settings > Tool Preferences > Bloodhound Preferences.

Selecting the green Bloodhound icon on the map will pan the map to the Bloadhound Bange & Bearing Line. Disengage the Bloadhound Tool by se
lecting the [Bloodhound] ican on the toolbar.

Multiple Bloodhound

To create multiple bloodhounds, selecting the
Range and Bearing Tool and select the [R&B
Line] icon. Select two markers on the map and
once the R&E line is created, select the line to
bring up the radial. Select the [Bloodhound]
radial, and the bloodhound information will be
displayed on the RAE Line itself.

If either point mowves, the Bloodhound information shawn on the R&B Line will be updated. As
the tracking object begins to navigate toward the target, the Estimated Time of Arrival (ETA)
will update accordingly.
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Unclassified

GoTo

Select the Select from the [MGRS] (military grid reference system), [DD]
[Go To] (decimal degrees), [DM] (degrees- minutes), [DM5] (degraes-min-

icon 1o en- utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]
ter details and navigate tabs on the GoTointerface and enter the location data of interest.
1o a specific location on The address provider name appears beneath the Elevation Data
the map. when the user salects the [ADDR] tab.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DDY, [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
populated by tapping the [Pull From DTED] button. The user can select a desired marker type
(Spot, Unknown, Neutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is selacted, the map will pan to the location but will not add a point.

Mote: The address provider name appears be-
neath the Elevation Data when the user selects the
[ADDR] tab.

The Address Lookup provider used for the ADDR
tab can ba configured in the Settings > Tool Prefar-
ances > Address Lookup Preferances.

32
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Geofencing

— The Geo Fence tool allows users to create a virtual fence that triggers entry/exit netifications if map
° i items of interast cross the virtual boundary lines. The Geo Fence options are addad to the existing

drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by selecting
the [Geo Fence] icon from the menu items or selecting it from the radial.

Tha Enabled Fiald slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider between Tracking and Off to enable/disable the Geo Fance. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose between Entry, Exit or Both. Use the Monitor field to define which entities
the Geo Fence will track.

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enable the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fence. Select the
[Send] button to create the fence and send it to another user. Select [Delete] to close the
Create Geo Fence window and discard changes.

Alerts appear on the map interface. Selecting the [Alert No-
tification] will open the alerts menu, detailing the activity
monitored in the user defined region. The default radius for
monitoring users (filtered within the “Monitor” field) out-
side the Geo Fence is set at 75 km. This means the total area
maonitored begins at the farthest point from the center of the
shape plus 75 km. If the userwishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to
off in the Edit Window.

a5

Unclassifiad

Track History

The device's GPS can be used to track movements with the Track History tool. These tracked paths can be
exported to a TAK server, to a route or to a KML, KMZ, GPX or SV file. A GPS position must be established
before tracking can begin.

Arrews

Selecting the [Track History] icon will open Track Details for the cument active track.
The track title, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. User location data is recorded as breadcrumbs in a new track file.

Usa the Track Search function to view track information that has bean previously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (ifdesired), then select[Search]. The track list will
appear. The query results can be sorted by Track Name
or Start Time. Select any of the query results to mowve
to that track. Once selected, the name, color, and style
of a selected track can be modified or the track can be
cleared. Convert a track to a TAK route or export it as a
KMIL, KMZ, GPX or CSV file by selacting the desired track and then [Export]. Enter a fila
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, the Track History Toolbar will appear at the top of the screen. The optionsinclude [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks on the
device.

The Track History Breadcrumb and Settings can be configured in the Settings > Tools Prefarences =Track History Preferances.
7 9

? https://drive.google.com/file/d/1bo9WHadg3J30550L1x Imn3McqEJzvgrK/view
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28.  The exemplary Accused Products are programmed to receive messages from other

devices where those messages relate to joining groups, as depicted below:

10 https://wiki.civtak.org/index.php?title=ATAK_Manual
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Unclassified

Contacts

The Contacts list include

variety af ways in which a user may communicate with
(ATAK Civilian's built in Chat capability), Data Packages,

and XMPE

other users, such as GeoCha

Lb

Email, Phone, SMS, Ve

own in the last column) may be selected and used until anoth

A default communication type |
er type of communication is se

cted.

The Contacts list has two filters available

at the battom of the screen. The Unread
Only bax, when checked, will displ

W contacts with whom there are unread message waiting. When un
N 18 5 default), all available contacts are displayed. The [Show All]

1 checked (default), will display all contacts regardless of their

B3 5y hen unchecked, only contacts that are visible on current
PREFECT ) ) AR will be displa
ted by

anly

If a contact is no longer online, it will be in
on the map.

anging the cantact listing to a yellow color and the marker changes ta gray both in the list and

Profile cards are accessed by selecting the second to last column in the Contacts list and are available for each conta
mation about that contact including: 1) rale, software type and
tion information, and 3) available types of communication.

Unclassified

GeoChat Group Management

Taxt-based Chat messages may be sant to active network members by using the GeoChat function. To enter GeoChat Group Manage-
}“ ment, select the [Contacts] icon and select [GeoChat] from the drop-down menu.

GeoChat Group Management isinitiated through Contacts. Select the [Contacts] icon, then
select GeoChatfrom the drop-down. The user can now create, edit and delete chat groups,
as well as sub-groups. To create a chat group, select the [Groups] line (not the communica-
tions button). Select the [Add Group] icon to create the name
of the group and add contacts to the group and then select
[Create]. If a parent group is being created, no contacts need
to be added at this level. To add a nested group, tap the parent
group, select the [Add Group] icon to create the name of the
sub-group and add contacts. Groups may be managed using

the options to add/delete contacts or to add/delate GeaChat .‘ & “‘
group.

To add users to a group, select the [Groups] line (not the communications button), then select the name of the group to add users. Select the [Add
Users] icon. A window will open allowing the group creater to add users to the selacted group. Selact the [Add] button when all the usars to be added
are checked,

GeoChat M

ging

Group and person-to-person messaging is available. To view messages from or send messages to an individual,
tap on the desired contact’s [Communication] icon. Selecting the [Pan To] icon, located at the top right of the
call sign in an individual chat, will pan the map interface to that user's location. Select [All Chat Rooms] to view
all messages from or send messages to those present on the network or TAK Server. Other groupings available for
viewing or sending messages are: Forward Observer, Groups, HQ, K9, Medic, RTO, Sniper, Tearn Lead and Teams.
If the user's current role is Forward Observer, HQ, K9, Medic, RTO, Sniper orTeam Lead, that user can view or send
messages to all other contacts with the same role. If a GeoChat message is sent from the top level of Teams, it will

mes [ P
be sent to all contacts, similar to [All Chat Rooms].

)_BH %

When a sub-Team is chosan, massagas can only be sant to that user's active My Tearn) taam color. When a parent
group is chosen, messages are sent to all members of the parent group, as well as all of the sub-groups. When a
sub-group is chosen, messages are sent only to members of the sub-group. Individuals within GeocChat may be
remaoved from the Contacts menu by toggling the visibility of individuals or groups within Overlay Manager.

26
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Unclassified

GeoChat Messaging (continued)

Selecting in the Free Text Entry area will open am onscreen keyboard.
At the bottom of the Chat area are pre-defined messages that may be
used to quickly create a message to send. Tap the current menu button
to scroll through the different menus of canned messages, including:
— : DFLT1, DFLT2, ASLT1, ASLT2, RECON1 and RECOMZ. These pre-defined
S CE I - . , "E BE I » messages present an easy way to transmit a brief message to other net-
ANDDENRDIEDE work members concerning position or other important communication.

= LS LY The pre-defined messages may be changed by

long pressing on the button and changing its
label and corresponding value.

A numbered red dot will appear on the [Contacts] icon when a message has
been received successfully. The number denctes the number of unread mes-
sages that have been received. Select this icon to view the contact list. The usar
name who sent the message will appear with a numbered red dot next to their
name. Alternatively, the text of the message can be read by dragging down
from the top to see the Android notifications window. This notification will only
stay available for a short time.

29.  The exemplary Accused Products are further programmed to facilitate participation
in the group by communicating with a server and sending to and receiving location information,

as depicted below:

! https://drive.google.com/file/d/1bo9WHadg3J30550L1x Imn3McqEJzvgrK /view
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GeoChat Group Management

Text-based Chat messages may be sent to active network members by using the GeoChat function. To enter GeoChat Group Manage-
ment, select the [Contacts] icon and select [GeeChat] from the drop-down menu.

GeoChat Group Management isinitiated through Contacts. Select the [Contacts] icon, then
select GeoChat from the drop-down. The user can now create, edit and delete chat groups,
as well as sub-groups. To create a chat group, select the [Groups] line (not the communica-
tions button). Select the [Add Group] icon to create the name
of the group and add contacts to the group and then select
[Create]. Ifa parent group is being created, no contacts need
to be added at this level. To add a nested group, tap the parent
group, select the [Add Group] icon to create the name of the
sub-group and add contacts. Groups may be managed using
the options to add/delete contacts or to add/delete GeolChat
group.

To add users to a group, select the [Groups] line (not the communications button), then select the name of the group to add users, Select the [Add
Users] icon. A window will open allowing the group creater to add users to the selected group. Select the [Add] button when all the users to be added
are checked.

GeoChat Messaging

Group and person-to-person messaging is available. To view messages from or send messages to an individual,
tap on the desired contact’s [Communication] icon. Selecting the [Pan To] icon, located at the top right of the
call sign in an individual chat, will pan the map interface to that user's location. Select [All Chat Rooms] to view
all messages from or send messages to those prasent on the natwork or TAK Server. Other groupings availabla for
viewing or sending messages are: Forward Observer, Groups, HO, K9, Medic, RTO, Sniper, Team Lead and Teams.
If the users current role is Forward Observer, HQ, K9, Medic, RTO, Sniper or Team Lead, that user can view or send
miessages to all other contacts with the same role. If a GeoChat message is sent from the top level of Teams, it will
be sent to all contacts, similar to [All Chat Rooms].

Team
D_BH B9 5

When a sub-Team ischosen, messages can only be sent to that user'sactive (My Team) team color. When a parent
group is chosen, messages are sent to all members of the parent group, as well as all of the sub-groups. When a
sub-group is chosan, messages are sent only to members of the sub-group. Individuals within GeoChat may ba
removed from the Contacts menu by toggling the visibility of individuals or groups within Overlay Manager.

26

Unclassifiad

GeoChat Messaging (continued)

Selecting in the Free Text Entry area will open an onscreen keyboard.
At the bottom of the Chat area are pre-defined messages that may be
used to quickly create a message to send. Tap the current menu button
to scroll through the different menus of canned messages, including:
DFLT1, DFLT2, ASLTI, ASLT2, RECON1 and RECONZ. These pre-defined

,; ‘ S I EE T o IF messages prasent an easy way to transmit a brief message to other net-
a s T e T ol T T work members concerning position or other important communication.
4 tgolv iR jogm The pre-dafined massages may bachanged by

long pressing on the button and changing its )
label and comesponding value. i
A numbered red dot will appear on the [Contacts] icon when a message has
1 been received successfully. The number denctes the number of unread mes-
}b sages that have been received. Select this icon to view the contact list. The user
name who sent the message will appear with a numbered red dot next to their
name. Alternatively, the text of the message can be read by dragging down
from the top to see the Android notifications window. This notification will only

stay available for a short time.
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GoTo

Select the Select from the [MGRS] (military grid reference system), [DD]

[Go To] (decimal degrees), [DM] (degrees- minutes), [DMS] (degrees-min-

. icon to en- utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]

ter details and navigate tabs on the Go To interface and enter the location data of interest.

to a specific location on The address provider name appears beneath the Elevation Data
the map. when the user selects the [ADDR] tab.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DD], [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
populated by tapping the [Pull From DTED] button.The usar can salect a desirad marker type
(Spot, Unknown, Meutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is selected, the map will pan to the location but will not add a point.

Mote: The address provider name appears be-
neath the Elevation Data when the user selects the
[ADDR] tab.

The Address Lookup provider used for the ADDR
tab can be configured in the Settings >Tool Prefer-
ences > Address Lookup Preferences.

32

Geofencing

items of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by selecting
the [Geo Fence] icon from the menu items or selecting it from the radial

— The Geo Fence tool allows users to create a virtual fence that triggers entry/exit notifications if map
- j

The Enabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider between Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose between Entry, Exit or Both. Usa the Monitor field to define which entities
the Geo Fence will track.

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enable the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fence. Select the
[Send] button to create the fence and send it to another user. Select [Delete] to close the
Create Geo Fence window and discard changes.

Alerts appear on the map intarface. Selecting the [Alert No-
‘b tification] will open the alerts menu, detailing the activity
manitored in the user defined region. The default radius for
- monitoring users (filtered within the “Monitor” field) out-
% side the Geo Fence is set at 75 km. This means the total area
monitored begins at the farthest point from the center of the
shape plus 75 km. If the userwishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to
off in the Edit Window.

35
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Track History

The devica's GPS can be usad to track movements with the Track History tool. These tracked paths can be
exported to a TAK server, to a route or to a KML, KMZ, GPX or CSV file. A GPS position must be established
before tracking can bagin.

Arrerws

Selecting the [Track History] icon will open Track Details for the cument active track.
The track titls, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. Usar location data is recorded as breadcrumbs in a new track file.

Use the Track Search function to view track information that has been previously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select[Search]. The track list will
appear. The query results can be sorted by Track Name
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and style
of a selected track can be modifiad or the track can be
cleared. Convert a track to a TAK route or export itas a
KML, KMZ, GPX or C5V file by selecting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, the Track History Toolbar will appear at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks om the
device.

The Track History Breadcrumb and Settings can be configured in the Settings = Tools Preferences = Track History Preferences.

Unclassified

Emergency Beacon

Select the [Emergency Beacon] icon to open the Emergency Beacon Tool

The Emergency Beacon allows the user to indicate their need for assistance, the type of emergency and their lo-
cation on the map. The type of emergency can be selected from the drop-down menu, before activation, and
includes options for an Alert, Ring the Bell, Geo Fence Breached or In Contact.

‘33“‘:: m Once the Emergency type has been selected and both switches have been enabled,
- ! the TAK Server broadcasts the announcements to all network contacts. Even if the
user’s device is turned off, the beacon will continue. Only when the user returns to
the Emergency Beacon tool and tums off the switches will the beacon be canceled
and removed. If the SMS for Emergency option has been configured, the alert will be
sant via text message to the configured numbers.

30.  This location information is presented on interactive displays on the exemplary
Accused Products which include interactive maps and a plurality of user selectable symbols
corresponding to other devices. These symbols are positioned on the map at positions

corresponding to the locations of the other devices, as depicted below:

12 https://drive.google.com/file/d/1bo9WHadg3J30550L1x Imn3McqEJzvgrK /view
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ATAK Civilian Overview

The Civilian Team Awareness Kit for Android (ATAK Civilian) is a Government-off-the-Shelf (GOTS) software application and mapping framework for mo-
bile devices. ATAK Civilian has been designed and developed to run on Android smart devices used in a first responder environment. The ATAK Civilian
software application is an extensible moving map display that integrates imagery, map and overlay information to provide enhanced collaboration and
Situational Awareness (SA) over a tactical meshed network. ATAK Civilian promotes information flow and communications from the field environment
to command enterprise locations.

The first time ATAK Civilian is opened, or after a Clear Content, a passphrase is auto-generated to activate data encryption. The user can supply their own
passphrase by using Settings > Show All Preferences > Device Preferences > Change Encryption Passphrase. Following this step, ATAK Civilian’s End User
License Agreement (EULA) must be accepted. Next, the user will be prompted to change their callsign and/or import preferences or data from a Mission
Package. All changes/imports can always be updated later. Finally, the user can place their self-marker by following the instructions located in the lower
right corner.

The toolbar runs along the top of the map display. The features whose icons form the center portion of the toolbar are discussed in individual sections of
this guide. The three dots at the right of the toolbar provide additional menu items that appear in a drop-down menu. A Long Press on the map will toggle
the toolbar between hidden and visible.

The North Arrow appears in the upper left and is used to
control map orientation. It has two primary modes: North
Up/Track Up (default) and Manual Map Rotation/Lock. [

While in North Up/Track Up Mode, single press on the e

[North Arrow] icon to cycle between the North Up and Other

Track Up map orientation. Long press the [North Arrow] o e ple i
to call out the additional controls menu where the Manual Rotation/Lock
and 3D features are available. Select the [Rotation] button to enter Manual
Map Rotation/Lock Mode. When in Manual Map Rotation/Lock Mode, rotate
the map orientation by pressing on the map with two fingers and pivoting

them in the desired direction. Single press on the [North Arrow] to lock the o wiap Scale uﬂéﬁ"}'
screen orientation, signified by the appearance of the lock icon, and again
to unlock the orientation for further adjustment. 3D controls are discussed in a separate section.

Select the [Magnifier] buttons to zoom in or out on the map. The map can also be zoomed by using two fingers on the screen to pinch and spread the
map. Select the [Back] button to center the screen on the Self Marker or the [Padlock] icon to lock the center of the screen to the Self Marker. Select the
[Orientation] icon to toggle the screen position between portrait and landscape.

Self Marker Connection Widget
e

The optional connection widget indicates whether or not the user is connected to a TAK Server. This has a corresponding Android notification that pro-
vides the same information. Toggle this display on at Settings > Network Connections > Network Connections > Display Connection Widget.

Alerts and notifications are displayed in the lower left of the map interface.

The Map Scale displays a 1 inch to X mi/km reference on the map. The scale adjusts with the map when zoomed in and out. Hint windows are available
to alert users to changes or make suggestions about the use of tools the first time they are opened.
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GoTo

Select the Select from the [MGRS] (military grid reference system), [DD]

[Go To] (decimal degrees), [DM] (degrees- minutes), [DMS] (degrees-min-

. icon to en- utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]

ter details and navigate tabs on the Go To interface and enter the location data of interest.

to a specific location on The address provider name appears beneath the Elevation Data
the map. when the user selects the [ADDR] tab.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DD], [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
populated by tapping the [Pull From DTED] button.The usar can salect a desirad marker type
(Spot, Unknown, Meutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is selected, the map will pan to the location but will not add a point.

Mote: The address provider name appears be-
neath the Elevation Data when the user selects the
[ADDR] tab.

The Address Lookup provider used for the ADDR
tab can be configured in the Settings >Tool Prefer-
ences > Address Lookup Preferences.

32

Geofencing

items of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by selecting
the [Geo Fence] icon from the menu items or selecting it from the radial

— The Geo Fence tool allows users to create a virtual fence that triggers entry/exit notifications if map
- j

The Enabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider between Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose between Entry, Exit or Both. Usa the Monitor field to define which entities
the Geo Fence will track.

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enable the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fence. Select the
[Send] button to create the fence and send it to another user. Select [Delete] to close the
Create Geo Fence window and discard changes.

Alerts appear on the map intarface. Selecting the [Alert No-
‘b tification] will open the alerts menu, detailing the activity
manitored in the user defined region. The default radius for
- monitoring users (filtered within the “Monitor” field) out-
% side the Geo Fence is set at 75 km. This means the total area
monitored begins at the farthest point from the center of the
shape plus 75 km. If the userwishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to
off in the Edit Window.

35
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Track History

The devica's GPS can be usad to track movements with the Track History tool. These tracked paths can be
exported to a TAK server, to a route or to a KML, KMZ, GPX or CSV file. A GPS position must be established
before tracking can bagin.

Arrerws

Selecting the [Track History] icon will open Track Details for the cument active track.
The track titls, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. Usar location data is recorded as breadcrumbs in a new track file.

Use the Track Search function to view track information that has been previously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select[Search]. The track list will
appear. The query results can be sorted by Track Name
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and style
of a selected track can be modifiad or the track can be
cleared. Convert a track to a TAK route or export itas a
KML, KMZ, GPX or C5V file by selecting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, the Track History Toolbar will appear at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks om the
device.

The Track History Breadcrumb and Settings can be configured in the Settings = Tools Preferences = Track History Preferences.

Unclassified

Emergency Beacon

Select the [Emergency Beacon] icon to open the Emergency Beacon Tool

The Emergency Beacon allows the user to indicate their need for assistance, the type of emergency and their lo-
cation on the map. The type of emergency can be selected from the drop-down menu, before activation, and
includes options for an Alert, Ring the Bell, Geo Fence Breached or In Contact.

‘33“‘:: m Once the Emergency type has been selected and both switches have been enabled,
- ! the TAK Server broadcasts the announcements to all network contacts. Even if the
user’s device is turned off, the beacon will continue. Only when the user returns to
the Emergency Beacon tool and tums off the switches will the beacon be canceled
and removed. If the SMS for Emergency option has been configured, the alert will be
sant via text message to the configured numbers.

31.  The exemplary Accused Products are programmed to permit users to request and
display additional maps by, for example, moving the map screen and/or by selecting satellite image
maps. The exemplary Accused Products are further programmed to permit interaction with the
display where a user may select one or more symbols and where the exemplary Accused Products

further permit data to be sent to other devices based on that interaction.

13 https://drive.google.com/file/d/1bo9WHadg3J30550L1x Imn3McqEJzvgrK /view
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ATAK Civilian Overview

The Civilian Team Awareness Kit for Android (ATAK Civilian) is a Government-off-the-Shelf (GOTS) software application and mapping framework for mo-
bile devices. ATAK Civilian has been designed and developed to run on Android smart devices used in a first responder environment. The ATAK Civilian
software application is an extensible moving map display that integrates imagery, map and overlay information to provide enhanced collaboration and
Situational Awareness (SA) over a tactical meshed network. ATAK Civilian promotes information flow and communications from the field environment
to command enterprise locations.

The first time ATAK Civilian is opened, or after a Clear Content, a passphrase is auto-generated to activate data encryption. The user can supply their own
passphrase by using Settings > Show All Preferences > Device Preferences > Change Encryption Passphrase. Following this step, ATAK Civilian’s End User
License Agreement (EULA) must be accepted. Next, the user will be prompted to change their callsign and/or import preferences or data from a Mission
Package. All changes/imports can always be updated later. Finally, the user can place their self-marker by following the instructions located in the lower
right corner.

The toolbar runs along the top of the map display. The features whose icons form the center portion of the toolbar are discussed in individual sections of
this guide. The three dots at the right of the toolbar provide additional menu items that appear in a drop-down menu. A Long Press on the map will toggle
the toolbar between hidden and visible.

The North Arrow appears in the upper left and is used to
control map orientation. It has two primary modes: North
Up/Track Up (default) and Manual Map Rotation/Lock. [

While in North Up/Track Up Mode, single press on the e

[North Arrow] icon to cycle between the North Up and Other

Track Up map orientation. Long press the [North Arrow] o e ple i
to call out the additional controls menu where the Manual Rotation/Lock
and 3D features are available. Select the [Rotation] button to enter Manual
Map Rotation/Lock Mode. When in Manual Map Rotation/Lock Mode, rotate
the map orientation by pressing on the map with two fingers and pivoting

them in the desired direction. Single press on the [North Arrow] to lock the o wiap Scale uﬂéﬁ"}'
screen orientation, signified by the appearance of the lock icon, and again
to unlock the orientation for further adjustment. 3D controls are discussed in a separate section.

Select the [Magnifier] buttons to zoom in or out on the map. The map can also be zoomed by using two fingers on the screen to pinch and spread the
map. Select the [Back] button to center the screen on the Self Marker or the [Padlock] icon to lock the center of the screen to the Self Marker. Select the
[Orientation] icon to toggle the screen position between portrait and landscape.

Self Marker Connection Widget
e

The optional connection widget indicates whether or not the user is connected to a TAK Server. This has a corresponding Android notification that pro-
vides the same information. Toggle this display on at Settings > Network Connections > Network Connections > Display Connection Widget.

Alerts and notifications are displayed in the lower left of the map interface.

The Map Scale displays a 1 inch to X mi/km reference on the map. The scale adjusts with the map when zoomed in and out. Hint windows are available
to alert users to changes or make suggestions about the use of tools the first time they are opened.
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Select the Select from the [MGRS] (military grid refarence system), [DD]

[Go Ta] (decimal degrees), [DM)] (degrees- minutes), [DMS] (degrees-min-

icon to en- utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]
ter details and navigate tabs on the GoTo interface and enter the location data of interest.
to a specific location on The address provider name appears beneath the Elevation Data
the map. when the user salects the [ADDR] tab.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DDY, [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
populatad by tapping the [Pull From DTED] button.The user can salact a desired marker type
(Spot, Unknown, Neutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is selected, the map will pan to the location but will not add a point.

Note: The address provider name appears be-
neath the Elevation Data when the user selectsthe
[ADDR] tab.

The Address Lookup provider used for the ADDR
tab can be configured in the Settings = Tool Prefer-
ences > Address Lookup Preferences.

a2

Geofencing

fterns of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by salacting
the [Geo Fence] icon from the menu items or selecting it from the radial

— The Geo Fence tool allows users to create a virtual fance that triggers entry/exit netifications if map
: j

The Emabled Field slider will move to Tracking by default whan a new Geo Fence window is created. Toggle the
slider batwaen Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose between Entry, Exit or Both. Use the Monitor field to define which entities
the Geo Fence will track.

Choose between TAK Users, Frigndly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enable the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fance. Select the
[Send] button to create the femce and send it to another user. Select [Delete] to close the
Create Geo Fence window and discard changes.

Alerts appear on the map interface. Selecting the [Alert No-

‘b tification] will open the alerts menu, detailing the activity
monitored in the user defined region. The default radius for

- monitoring users (filtered within the “Monitor” field) out-

c side the Geo Fence is satat 75 km. This means the total area
monitored begins at the farthest point from the center of the

shape plus 75 km. If the user wishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to
off in the Edit Window.

a5
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Track History

The devica's GPS can be usad to track movements with the Track History tool. These tracked paths can be
exported to a TAK server, to a route or to a KML, KMZ, GPX or CSV file. A GPS position must be established
before tracking can bagin.

Selecting the [Track History] icon will open Track Details for the cument active track. sl el

The track titls, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. Usar location data is recorded as breadcrumbs in a new track file.

Use the Track Search function to view track information that has been previously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select[Search]. The track list will
appear. The query results can be sorted by Track Name
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and style
of a selected track can be modifiad or the track can be
cleared. Convert a track to a TAK route or export itas a
KML, KMZ, GPX or C5V file by selecting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, the Track History Toolbar will appear at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks om the
device.

The Track History Breadcrumb and Settings can be configured in the Settings = Tools Preferences = Track History Preferences.
Er

Unclassified

Emergency Beacon

Select the [Emergency Beacon] icon to open the Emergency Beacon Tool.

The Emergency Beacon allows the user to indicate their need for assistance, the type of emergency and their lo-
cation on the map. The type of emergency can be selected from the drop-down menu, before activation, and
includes options for an Alert, Ring the Bell, Geo Fence Breached or In Contact.

Once the Emergency type has been selected and both switches have been enabled,
the TAK Server broadcasts the announcemants to all network contacts. Even if the
users device is turned off, the beacon will continue. Only when the user returns to
the Emergency Beacon tool and tumns off the switches will the beacon be canceled
and removed. f the SMS for Emergency opticn has been configured, the alert will be
sant via text message to the configured numbers.

32. The Accused Products, such as Defendants’ Airport Surface Awareness System,
Pro Line Fusion, Surface Management System, Ascend, OpsCore, ARINCDirect, ARINC Global
Network, ARINC Integrator, ARINC Hermes, FasTAK, and Rosetta Technology applications,

solutions, and servers further include similar features and functionalities to Raytheon TAK, TAK

14 https://drive.google.com/file/d/1bo9WHadg3J30550L1x 1mn3McqEJzvgrK/view

35



Case 2:24-cv-00598-RWS-RSP Document 15 Filed 10/24/24 Page 36 of 124 PagelD #: 334

Server, ATAK, WebTAK, CivTAK, and WinTAK applications, solutions and servers, and

infringe in a substantially similar manner: '°

16

15 https://www.collinsaerospace.com/what-we-do/industries/commercial-aviation/flight-
operations/message-management; https://www.collinsaerospace.com/what-we-
do/industries/commercial-aviation/ground-operations/messaging-data-exchange/arinc-messaging
16 https://www.rtx.com/news/news-center/2024/05/09/rtx-introduces-the-collins-airport-surface-

awareness-system
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Moving map

Integrates the terrain database with
real-time flight information for greater
situational awareness, overlay weather,
airways, navaids, and more on the moving
map especially in low visibility conditions
and unfamiliar territory. All delivered with
the enhanced safety of natural,
eyes-forward flying.

17

17 https://www.collinsaerospace.com/what-we-do/industries/military-and-
defense/targeting/targeting-and-c2/fastak-integrated-targeting-system
https://www.rockwellcollins.com/~/media/Files/Unsecure/Products/Product%20Brochures/Integr
ated%20Systems/Flight%20Deck/Pro%20Line%20Fusion/Pro%20Line%20Fusion%20Gulfstrea
m%20G280.aspx; https://battle-updates.com/update/contract-news-in-brief-837/; https://prd-
sc102-cdn.rtx.com/-/media/ca/product-assets/marketing/r/rosetta-technology-data-
sheet.pdf?rev=8{6858685dde43b4a432806333f4624b&hash=F0C027F7D9128630CF5CDB243

A3FFDCB
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Optimized data for faster decision-making

OpsCore pairs Collins’ proven messaging, alerting and fleet
management capabilities with Flight&ware’s Firehose™ AP
and HyperFeed® data aggregation and analysis tools to bring
multiple sources of data together into one, single stream

of actionable data. This is then delivered to aircrews, flight
operators and key airport personnel, keeping them informed at
every step of the journey.

This bird's eye view of operations, combined with a high level
of data-driven situational awareness, supports better, faster
decision-making, as well as reduced costs and delays from
IRROPS, fuel and weather impacts.

18

19

¥ https://prd-sc102-cdn.rtx.com/-/media/ca/product-assets/marketing/o/opscore/opscore-flight-
tracking-data-sheet-
v4.pdf?rev=a023a17537e¢34e608801ce915734e749&hash=AC3FA21989AC3122EBDA90B562
4338FD

19 https://www.collinsaerospace.com/what-we-do/industries/military-and-
defense/targeting/targeting-and-c2/fastak-integrated-targeting-system
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33. AGIS Software has suffered damages as a result of Defendants’ direct and indirect
infringement of the *251 Patent in an amount to be proved at trial.

34, AGIS Software has suffered, and will continue to suffer, irreparable harm as a result
of Defendants’ infringement of the 251 Patent for which there is no adequate remedy at law unless
Defendants’ infringement is enjoined by this Court.

COUNT 1I
(Infringement of the ’838 Patent)

35.  Paragraphs 1 through 19 are incorporated herein by reference as if fully set forth in
their entireties.

36. AGIS Software has not licensed or otherwise authorized Defendants to make, use,
offer for sale, sell, distribute, export from, or import any products that embody the inventions of
the *838 Patent.

37.  Defendants have and continue to directly infringe at least claim 54 of the ’838
Patent, either literally or under the doctrine of equivalents, by making, using, selling, offering for
sale, distributing, exporting from, and/or importing into the United States the Accused Products
without authority and in violation of 35 U.S.C. § 271(a).

38.  Defendants have and continue to directly infringe at least claim 54 of the ’838
Patent, either literally or under the doctrine of equivalents, by making, using, selling, offering for
sale, distributing, exporting from, and/or importing into the United States the Accused Products
without authority and in violation of 35 U.S.C. § 271(a).

39.  Defendants have and continue to indirectly infringe at least claim 54 of the ’838
Patent by actively, knowingly, and intentionally inducing others to directly infringe, either literally
or under the doctrine of equivalents, by making, using, selling, offering for sale, distributing,

exporting from, and/or importing into the United States the Accused Products and by instructing
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users of the Accused Products to perform methods claimed in the *838 Patent. For example,
Defendants, with knowledge that the Accused Products infringe the *838 Patent at least as of the
date of this Complaint, actively, knowingly, and intentionally induced, and continue to actively,
knowingly, and intentionally induce direct infringement of the 838 Patent.

40. For example, Defendants have indirectly infringed and continue to indirectly
infringe at least claim 54 of the *838 Patent in the United States because Defendants’ customers
use the Accused Products, including at least the Raytheon TAK, TAK Server, ATAK, WebTAK,
CivTAK, and WinTAK solutions and servers, alone or in conjunction with additional Accused
Products, in accordance with Defendants’ instructions and thereby directly infringe at least one
claim of the 838 Patent in violation of 35 U.S.C. § 271. Defendants directly and/or indirectly
intentionally instruct their customers to infringe through training videos, demonstrations,
brochures, installations, and/or user guides, such as those located at one or more of the following:
https://bbn-tak.myshopify.com/; https://www.civtak.org/atak-about/;
https://www.civtak.org/documentation/; https://wiki.civtak.org/index.php?title=ATAK Manual;
and through Raytheon’s agents and representatives located within this Judicial District.
Defendants are thereby liable for infringement of the 838 Patent under 35 U.S.C. § 271(b).

41. For example, Defendants’ Accused Products allow users to share their locations
and view other users’ locations on a map and to communicate with those users via the Raytheon

TAK, TAK Server, ATAK, WebTAK, CivTAK, and WinTAK applications and solutions:
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The Team Awareness Kit (TAK), for civilian uses, or Tactical Assault Kit (also TAK) for military uses iz a
suite of software that provides geospatial information and allows user collaboration over geography.
There are numerous TAK Products in the TAK family, all developed at government expense

The Team Awareness Kit for Android (ATAK, also known as CivTAK) was originally developed by the Air
Force Research Laboratory (AFRL) and is now maintained by a Joint Product Center.

ATAK (including CivTAK) is an Android smartphone geospatial infrastructure and situational awareness
app. It allows for precision targeting, surrounding land formation intelligence, situational awareness,
navigation, and data sharing.

All the Android variants of TAK are virtually identical and all are interoperable with each other and with
other TAK products. There are small, military-specific additions in military versions of ATAK.
20

Unclassified

ATAK Civilian Overview

The Civilian Team Awareness Kit for Android (ATAK Civilian) is a Government-off-the-Shelf (GOTS) software application and mapping framework for mo-
bile devices. ATAK Civilian has been designed and developed to run on Android smart devices used in a first responder environment. The ATAK Civilian
software application is an extensible moving map display that integrates imagery, map and overlay information to provide enhanced collaboration and
Situational Awareness (SA) over a tactical meshed network. ATAK Civilian promotes information flow and communications from the field environment
to command enterprise locations.

The first time ATAK Civilian is opened, or after a Clear Content, a passphrase is auto-generated to activate data encryption. The user can supply their own
passphrase by using Settings > Show All Preferences > Device Preferences > Change Encryption Passphrase. Following this step, ATAK Civilian’s End User
License Agreement (EULA) must be accepted. Next, the user will be prompted to change their callsign and/or import preferences or data from a Mission
Package. All changes/imports can always be updated later. Finally, the user can place their self-marker by following the instructions located in the lower
right corner.

The toolbar runs along the top of the map display. The features whese icons form the center portion of the toolbar are discussed in individual sections of
this guide. The three dots at the right of the toolbar provide additional menu items that appear in a drop-down menu. A Long Press on the map will toggle
the toolbar between hidden and visible.

The North Arrow appears in the upper left and is used to
control map orientation. It has two primary modes: North
Up/Track Up (default) and Manual Map Rotation/Lock.
While in North Up/Track Up Mode, single press on the
[North Arrow] icon to cycle between the North Up and g
Track Up map orientation. Long press the [North Arrow] /’ SETpefE
to call out the additional controls menu where the Manual Rotation/Lock
and 3D features are available. Select the [Rotation] button to enter Manual
Map Rotation/Lock Mode. When in Manual Map Rotation/Lock Mode, rotate
the map orientation by pressing on the map with two fingers and pivoting

Self Marker

them in the desired direction. Single press on the [North Arrow] to lock the o MapSale .;.’!QE"P'

screen orientation, signified by the appearance of the lock icon, and again
to unlock the orientation for further adjustment. 3D controls are discussed in a separate section.

Select the [Magnifier] buttons to zoom in or out on the map. The map can also be zoomed by using two fingers on the screen to pinch and spread the
map. Select the [Back] button to center the screen on the Self Marker or the [Padlock] icon to lock the center of the screen to the Self Marker. Select the
[Orientation] icon to toggle the screen position between portrait and landscape.

The optional connection widget indicates whether or not the user is connected to a TAK Server. This has a corresponding Android notification that pro-
vides the same information. Toggle this display on at Settings > Network Connections > Network Connections > Display Connection Widget.

Alerts and notifications are displayed in the lower left of the map interface.

The Map Scale displays a 1 inch to X mi/km reference on the map. The scale adjusts with the map when zoomed in and out. Hint windows are available
to alert users to changes or make suggestions about the use of tools the first time they are opened.

20 https://www.civtak.org/documentation/
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Unclassified
3D View

ATAK Civilian features 3D viewing of terrain and map items
(DTED required). To enable 3D view, lang press on the W
[North Arrew] to call out the additional controls menu Q
and select [3D]. A tilt angle indicator will appear around $
the edge of the [North Arrow] when 3D view is active.

Touch the screen with two fingers and simultanecusly

swipe up or dewn an the screen to tilt the view angle. Once the appropriate
viewing angle is set, select the [3D Lock] buttan to retain this view while
panning the map. While viewing the map from an angle, some map items
will appear raised abave the map surface if they have defined elevations.

3D Models

ATAK Civilian supparts the use of 3D models. OB) models and ather types from products such as Pix4D can be imported via the Import Manager or can
be manually placed in the atak/overlays folder prior to startup. If using Import Manager browse to the (0B file and import only that file, or browse to a
ZIP file that cantains the (OB file {and athers) and impart only that file. If using manual placement to the atak/overlays falder, place a ZIP file containing
the .OBJ file (and athers) into the directory and they will be imported on startup.

Onece imported, a 3D Madel icon will appear on the map,
Zoom into the area of the icon until a loading ring ap:
pears. After the loading process has finished, the 3D
model will be prajected anta the map. Enable the map
3D View and tilt the view angle to see the 3D modeling.

Loaded 3D models will appear as their own category in
Overlay Manager and can be taggled on/off or removed
from there.
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Unelassified

Placement

o The user can enter locations of interest using the Point Dropper tool. Select the [Point Dropper] icon to place internationally standardized
o markers and other icons on the map, edit the data and share the markers with other network members.

Varker

The Self-Marker is displayed as a blue arrowhead at the user's current location. The options available on the

Self-Marker radial are: Compass Rose, Palar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Locatian,

GPS Errar, Range & Bearing Line, GPS Lock to Self, Tracking Breadcrumbs, Place a Marker at the user's current lo

cation and Details. Other TAK users appear on the display as a colored circle. The color of the circle represents

the user’s Team affiliation, with additional lettering inside the circle to identify the role the user on the team.
Team Member markers that include a diaganal line indicate that the GPS location is nat available. A salid icon indicated that
the team member has GPS reception.

Available roles include: Team Member, Team Lead {designated by a TL in the center of the marker), Headguarters (HQ
in center), Sniper (5), Medic (+), Forward Observer (FO), RTO (R) ar K9 (K9). The aptions available when another user's
Self-Marker is selected are: Inner Ring - Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location,
Range & Bearing Line, GPS Lock on Friendly, Video Player (if available), Communication Options (if configured by that
user), Custom Threat Rings, Tracking Breadcrumbs and Details.

Outer Ring {Communication Options) - Data Package, Email, SM5 Messaging, GeaChat, VOIP and Cellular Phone, when
available.

Unclassified

Point Dropper
Selecting the [Point Dropper] icon will open the Point Dropper menu, containing marker
symbology with one or maore ican sets, a Recently Added button and an lconset Manager

button.

The Markers symbelogy affiliations are: Unknown, Neutral, Red and Friendly. Select the

affiliation, then a location an the map interface to drop the marker. To add a marker by
manually entering coordinates, long press on the map interface and enter the MGRS location. Change the standard nam
ing convention by entering values into the custom prefix and index fields ar leave blank to use the defaults. If values are
entered, the next marker will be dropped with the prefix name and starting number(s) or letter(s) and every subsequent
marker will be assigned the next consecutive numberis) or letter(s).

Default

q

People
Eped Map

The user can select the mission specific pallet to open paint options including Waypoint (WP},
Sensor of Observation Point (OF).

The user can move between icon sets by either swiping in the icon set area or selecting on the
[lconset Name)] field to bring up the lcon Pallet drop-down.

The last paint placed is shawn at the bottom of the Paint Dropper window. The infor
mation for all recently placed points can be accessed by selecting the [Clock] icon.
This displays the marker icon, name, coordinates, elevation and range & bearing infar
mation. The user can send

NAMe ar remoye any re

cently added markers by sel
ta the marker to reveal [SEND], [RENAME] or [DEL] buttons.

ing the [Arrows] next

Select the [leonset Manager] (gear) button to add or delete icon sets o to set the default
Marker Mapping.

i ®
)
#
w
'y
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Unclassified

Radial Menus

Unknown Object Neutral Object Red Object Friendly Object Spot Object

The options available for Unknown Object Markers are: Delete, Palar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing
Line, Lock On, Tasking, Custom Threat Rings, Tracking Breadcrumbs and Details.

The options available for Neutral Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line,
Lock On, Tasking, Custom Threat Rings, Tracking Breadcrumbs and Details.

The options available for Red Object Markers are: Delete, Polar Coordinate Entry, Compass Rose/Bullseye, Fine Adjust/Enter Coordinate/MGRS Location,
Range & Bearing Line, Tasking, Custom Threat Rings, Tracking Breadcrumbs and Details.

The options available for Friendly Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line,
Lock On, Videao, Contact Card, Custom Threat Rings, Tracking Breadcrumbs and Details. The Video radial will activate if a properly formatted packet that
includes the link to the video feed is included. Select the video radial to open the associated video. The Contact Card can be selected to display additional
cammunication options, including GeoChat, Email, VoIP, SMS Messaging and Cellular Phone, when available.

The options available for Spot Map are: Delete, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line, Nav-To, Custom Threat Rings, Labels
and Details.

The options for User Defined lconsets are: Delete, Palar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line, Lock On,
Tasking, Custam Threat Rings. Tracking Breaderumbs and Details.

Select [Details] on the marker radial to make desired modifications, including: Coordinate, Elevation, Name, Type and Remarks. Selecting Marker Type
opens a dialog bax with extra categories. File attachmenits, including images, can be associated with the object by selecting the [Paperclip] icon. Once
all the desired madifications have been made, the Marker can be sent to other netwark members using [Send]. The information can be broadcast to all
membiers or sent to specific recipients. Select the [Auto Send] option to broadcast the marker to other TAK users an the netwark, with updates autamat:
ically sent about once every 60 seconds.

Unclassified

Bloodhound Tool

The Bloodhound Tool prevides support for tracking and intercepting a map item. It allows the user to select two points on the map and/
or map objects and display range & bearing infermation between the chosen tracker and the target.

Select the [Bloodhound] icon to open the Bloodhound Tool. A window will open, prompting the user to choose where to start by tapping
the [From Reticle] (default = user's self marker) and where to bloodhound (track) to by tapping the [To Reticle].

Targets include map abjects like other User's Self Markers, DPs, Markers, Shape center points, Range & Bearing end-
points and any other map objects. If the user selects a map location instead of an object as the target, Bloodhound will
place a waypoint marker there. The self marker will then track towards the waypoint.

Select [0K] and Bloodhound will be activated.

If either point maves, the green widget in the lower left will
show the updated information. As the tracking object begins to navigate toward the target, the
Estimated Time of Arrival (ETA) will update accardingly.

The green line showing the direct path fram the tracker to the target will flash when the user-de-
fined ETA outer threshold is reached (default = & minutes from target). The line will flash as the
tracker continues toward the target until the next ETA threshold is reached (default = 3 minutes).
The line will turn a flashing yellow until the final ETA threshold (default = 1 minute) is reached.
The line then flashes red until the target is reached. Colors and thresholds can be modified in
Settings > Tool Preferences > Bloodhound Preferences.

Selecting the green Bloadhound icon on the map will pan the map to the Bloodhound Range & Bearing Line. Disengage the Bloadhound Tool by se
lecting the [Bleedhound] icon on the toolbar.

Multiple Bloodhound

To create multiple bloodhounds, selecting the
Range and Bearing Tool and select the [R&B
Line] ican. Select twio markers on the map and
once the R&B line is created, select the line to
bring up the radial. Select the [Bloodhound]
radial, and the bloodhaund information will be
displayed on the R&E Line itself.

If either paint moves, the Bloodhound information shawn on the R&B Line will be updated. As
the tracking object begins to navigate toward the target, the Estimated Time of Arrival (ETA)
will update accordingly.
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Unclassified

GoTo

Select the Select from the [MGRS] (military grid reference system), [DD]

[Ge To] (decimal degraes), [DM] (degrees- minutes), [DMS] (degreas-min-

A icon to en- utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]

ter details and navigate tabs on the Go To interface and enter the location data of interest.

1o a specific location on The address provider name appears beneath the Elevation Data
the map. when the user selects the [ADDR] tab.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DDY, [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
populated by tapping the [Pull From DTED] button.The user can select a desired marker type
(Spot, Unknown, Neutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is salacted, the map will pan to the lecation but will net add a peint.

MNote: The address provider name appears be-
neath the Elevation Data when the user selects the
[ADDR] tab.

The Address Lookup provider used for the ADDR
tabr can be configured in the Settings > Tool Prefer-
ences > Address Lookup Preferences.

a2

Geofencing

The Geo Fence tool allows users to create a virtual fence that triggers entry/exit notifications if map
itemns of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by selecting
the [Geo Fence] icon from the menu items or selecting it from the radial

The Enabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider between Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose between Entry, Exit or Both. Usa the Monitor fizld to define which entities
the Geo Fence will track.

Choose between TAK Users, Frigndly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enabla the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fence. Select the
[Send] button to create the fence and send it to another user. Select [Delete] to close the
Create Geo Fence window and discard changes.

Alerts appear on the map interface. Selecting the [Alert No-
‘» tification] will open the alerts menu, detailing the activity
monitored in the user defined region. The default radius for
. monitoring users (filtered within the “Monitor” field) out-
¢ sicle the Geo Fence is set at 75 km. This means the total area
monitored begins at the farthest point from the center of the
shape plus 75 km. If the user wishas to keep the Geo Fence, but disable tracking, the ussr can sat the tracking [Enabled] to
off in the Edit Window.

a5
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Unclassified

Track History

The device's GPS can be used to track movements with the Track History tool. These tracked paths can be
exported to a TAK server, to a route or to a KML, KMZ, GPX or C5V file. A GPS position must be established
before tracking can begin.

Selecting the [Track History] icon will open Track Details for the curment active track. e el

The track title, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. User location data is recorded as breadcrumbs in a new track file.

Use the Track Search function to view track information that has been previously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select[Search]. The track list will
appear. The query results can be sorted by Track Name
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and style
of a selected track can be modified or the track can be
clearad. Convert a track to a TAK route or export itas a
KML, KMZ, GPX or CSV file by selecting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, the Track History Toolbar will appear at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks on the
devica,

The Track History Breadcrumb and Settings can be configured in the Settings > Tools Preferences > Track History Preferences.
7

Unclassified

Emergency Beacon

Select the [Emergency Beacon] icon to open the Emergency Beacon Tool

The Emergency Beacon allows the user to indicate their need for assistance, the type of emergency and their lo-
cation on the map. The type of emergency can be selected from the drop-down menu, before activation, and
includes options for an Alert, Ring the Bell, Geo Fence Breached or In Contact.

Once the Emergency type has been selected and both switches have been enabled,
the TAK Server broadcasts the announcements to all network contacts. Even if the
user's device is turned off, the beacon will continue. Only when the user returns to
the Emeargency Beacon tool and tums off the switches will the beacon be cancalad
and removed. If the SMS for Emergency option has been configured, the alert will be
sant via text message to the configured numbers.

21

42. For example, the exemplary Accused Products allow users to establish groups and
to exchange messages via interaction with servers which provide the Raytheon TAK, TAK Server,
ATAK, WebTAK, CivTAK, and WinTAK services, among other relevant services. The
exemplary Accused Products further allow users to retrieve map information from multiple

sources, including street-view maps.

2 https://drive.google.com/file/d/1bo9WHadg3J30550LIx Imn3McqEJzvgrK /view
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Unclassified

ATAK Civilian Overview

The Civilian Team Awareness Kit for Android (ATAK Civilian) is a Government-off-the-Shelf (GOTS) software application and mapping framework for mo-
bile devices. ATAK Civilian has been designed and developed to run on Android smart devices used in a first responder environment. The ATAK Ci n
software application is an extensible moving map display that integrates imagery, map and overlay information to provide enhanced collaboration and
Situational Awareness (SA) over a tactical meshed network. ATAK Civilian promotes information flow and communications from the field environment
to command enterprise locations.

The first time ATAK Ci n is opened, or after a Clear Content, a passphrase is auto-generated to activate data encryption. The user can supply their own
passphrase by using Settings > Show All Preferences > Device Preferences > Change Encryption Passphrase. Following this step, ATAK Civilian’s End User
License Agreement (EULA) must be accepted. Next, the user will be prompted to change their callsign and/or import preferences or data from a Mission
Package. All changes/imports can always be updated later. Finally, the user can place their self-marker by following the instructions located in the lower
right corner.

The toolbar runs along the top of the map display. The features whose icons form the center portion of the toolbar are discussed in individual sections of
this guide. The three dots at the right of the toolbar provide additional menu items thatappear in a drop-down menu. A Long Press on the map will toggle
the toolbar between hidden and visible.

The North Arrow appears in the upper left and is used to
control map orientation. It has two primary modes: North
Up/Track Up (default) and Manual Map Rotation/Lock. Hf]
While in North Up/Track Up Mode, single press on the ]
[North Arrow] icon to cycle between the North Up and Other User's

Track Up map orientation. Long press the [North Arrow] L / Same fiase
to call out the additional controls menu where the Manual Rotation/Lock ;i
and 3D features are available. Select the [Rotation] button to enter Manual [,
Map Rotation/Lock Mode. When in Manual Map Rotation/Lock Mode, rotate  [iastiis
the map orientation by pressing on the map with two fingers and pivoting
them in the desired direction. Single press on the [North Arrow] to lock the
screen orientation, signified by the appearance of the lock icon, and again
to unlock the orientation for further adjustment. 3D controls are discussed in a separate section.

Select the [Magnifier] buttons to zoom in or out on the map. The map can also be zoomed by using two fingers on the screen to pinch and spread the
map. Select the [Back] button to center the screen on the Self Marker or the [Padlock] icon to lock the center of the screen to the Self Marker. Select the
[Orientation] icon to toggle the screen position between portrait and landscape.

Self Marker

The optional connection widget indicates whether or not the user is connected to a TAK Server. This has a corresponding Android notification that pro-
vides the same information. Toggle this display on at Settings > Network Connections > Network Connections > Display Connection Widget.
Alerts and notifications are displayed in the lower left of the map interface.

The Map Scale displays a 1 inch to X mi/km reference on the map. The scale adjusts with the map when zoomed in and out. Hint windows are available
to alert users to changes or make suggestions about the use of tools the first time they are opened.

Unclassified
3D View

ATAK Civilian features 3D viewing of terrain and map items
(DTED required). To enable 3D wview, long press on the N
[North Arrow] to call out the additional controls menu w
and select [3D]. A tilt angle indicator will appear around v
the edge of the [North Arrow] when 3D view s active.

Touch the screen with two fingers and simultanecusly

swipe up ar down on the screen to tilt the view angle. Once the appropriate
viewing angle is set, select the [3D Lock] buttan to retain thic view while
panning the map. While viewing the map from an angle, some map items
will appear raised abave the map surface if they have defined elevations.

3D Models

ATAK Civilian supparts the use af 30 models. OBJ models and other types from products such as Pix4D can be imported via the Import Manager or can
be manually placed in the atak/overlays folder prior to startup. If using Impaort Manager browse to the (0Bl file and import only that file, or browse to a
ZIP file that contains the (OB file {and others) and impart only that file. If using manual placement to the atak/overlays folder, place a ZIP file containing
the OBJ file (and athers) into the directory and they will be imported on startup.

Once imported, a 3D Model icon will appear on the map.
Zoom into the area of the icon until a leading ring ap
pears. After the loading process has finished, the 3D
model will be projected onto the map. Enable the map
3D View and tilt the view angle to see the 3D modeling.

Loaded 3D models will appear as their own category in
QOverlay Manager and can be toggled on/aff or removed
from there.
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Unclassified

Placement

The user can enter locations of interest using the Point Dropper tool. Select the [Point Dropper] icon to place internationally standardized
markers and ather icons on the map, edit the data and share the markers with other netwaork members.

Self-Marker
The Self-Marker is displayed as a blue arrowhead at the user's eurrent location. The aptions available on the #

Self-Marker radial are: Compass Rose, Palar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location,
GPS Errar, Range & Bearing Line, GPS Lock to Self, Tracking Breadcrumbs, Place a Marker at the user's current la- b
cation and Details. Other TAK users appear on the display as a colored circle. The color of the circle represents h ﬂ
the user’s Team affiliation, with additional lettering inside the circle to identify the role the user on the team.

Tearn Member markers that include a diagonal line indicate that the GPS location is not available. A solid icon indicated that

the team member has GPS reception.

oy

Available roles include: Team Member, Team Lead (designated by a TL in the center of the marker), Headquarters (HQ
in center), Sniper (5), Medic (+), Forward Observer (FO), RTO (R) or K2 (K9). The options available when another user's
Self-Marker is selected are: Inner Ring = Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location,
Range & Bearing Line, GPS Lock on Friendly, Video Player (if available), Communication Options (if canfigured by that
user], Custom Threat Rings, Tracking Breadcrumbs and Details.

Outer Ring {Communication Options) - Data Package, Email, SM5 Messaging, GeoChat, VOIP and Cellular Phone, when
available.

Unclassified
Radial Menus

Unknown Object Neutral Object

Friendly Object Spot Object

The aptions available for Unknown Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing
Line, Lock On, Tasking, Custom Threat Rings, Tracking Breadcrumbs and Details.

The options available for Neutral Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line,
Lock On, Tasking, Custom Threat Rings, Tracking Breaderumbs and Details.

The options available for Red Object Markers are: Delete, Polar Coordinate Entry, Compass Rose/Bullseye, Fine Adjust/Enter Coordinate/MGRS Locatian,
Range & Bearing Line, Tasking, Custom Threat Rings, Tracking Breadcrumbs and Details.

The options available for Friendly Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line,
Lock On, Videa, Contact Card, Custom Threat Rings, Tracking Breadcrumbs and Details. The Videao radial will activate if a properly formatted packet that
includes the link to the video feed is included. Select the video radial to open the associated video. The Contact Card can be selected ta display additional
communication options, including GeoChat, Email, VolP, SMS Messaging and Cellular Phone, when available.

The options available for Spot Map are: Delete, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line, Mav-Tao, Custam Threat Rings, Labels
and Details.

The aptions for User Defined lconsets are: Delete, Palar Coordinate Entry, Fine Adjust/Enter Coardinate/MGRS Locatian, Range & Bearing Line, Lack On,
Tasking, Custam Threat Rings. Tracking Breaderumbs and Details.

Select [Details] on the marker radial to make desired modifications, including: Coordinate, Elevation, Name, Type and Remarks. Selecting Marker Type
apens a dialog box with extra categories. File attachments, including images, can be associated with the object by selecting the [Paperclip] icon. Once
all the desired modifications have been made, the Marker can be sent to other network members using [Send]. The infarmation can be broadcast to all
members or sent to specific recipients. Select the [Auto Send] option to broadcast the marker to other TAK users on the netwark, with updates automat-
ically sent about once every 60 seconds.
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Unclassified

Bloodhound Tool

The Bloedhound Teol provides support for tracking and intercepting a map item. It allows the user to select two points on the map and/
or map cbjects and display range & bearing information between the chosen tracker and the target.

Select the [Bloodhound] icon to open the Bloodhound Tool. A window will open, prampting the user to choose where to start by tapping
the [From Reticle] {[default = user’s self marker) and where ta bloodhound (track) ta by tapping the [To Reticle].

Targets include map objects like other User's Self Markers, DPs, Markers, Shape center points, Range & Bearing end
points and any other map objects. If the user selects a map location instead of an object as the target, Bloodhound will
place a waypaint marker there. The self marker will then track towards the waypoint.

Select [OK] and Blaodhound will be activated.

If either point maves, the green widget in the lower left will
show the updated information. As the tracking object begins to navigate toward the target, the
Estimated Time of Arrival (ETA) will update accordingly.

The green line showing the direct path from the tracker to the target will flash when the user-de
fined ETA outer threshold is reached (default = & minutes from target). The line will flash as the
tracker continues tawand the target until the next ETA threshold is reached (default = 3 minutes).
The line will turn a flashing yellow until the final ETA threshold (default = 1 minute) is reached.
The line then flashes red until the target is reached. Colors and thresholds can be modified in
Settings > Tool Preferences > Bloodhound Preferences.

Selecting the green Bloodhound icon on the map will pan the map to the Bloadhound Bange & Bearing Line. Disengage the Bloodhound Tool by se
lecting the [Bloodhound] icon on the toolbar.

Multiple Bloodhound

To create multiple bloodhounds, selecting the
Range and Bearing Tool and select the [R&B
Line] icon. Select two markers on the map and
once the REB line is created, select the line to
bring up the radial. Select the [Bloodhound]
radial, and the bloodhound information will be
displayed on the R&E Line itself.

If either point moves, the Bloodhound information shown on the R&B Line will be updated. As

the tracking object begins to navigate taward the target, the Estimated Time of Arrival (ETA)
will update accordingly.
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Unclassified

GoTo

Select the Select from the [MGRS] (military grid reference systern), [DD]
[Go To] (decimal degrees), [DM)] (degrees- minutes), [DMS] (degrees-min-

icon to en- utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]
ter details and navigata tabs on the Go To interface and enter the location data of interest.
to a specific location on The address provider name appears beneath the Elevation Data
the map. when the user selacts the [ADDR] tab.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DDY, [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
populated by tapping the [Pull From DTED] button.The user can select a desired marker type
(Spot, Unknown, Neutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is salected, the map will pan to the location but will not add a point.

Note: The address provider name appears be-
neath the Elevation Data when the user selects the
[ADDR] tab.

The Address Lookup provider used for the ADDR
tab can be configurad in the Settings =Tool Prefar-
ences > Address Lookup Preferences.
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Geofencing

The Geo Fence tool allows usars to create a virtual fance that triggers entry/exit notifications if map
iterns of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by salacting
the [Geo Fence] icon from the menu items or selecting it from the radial.

The Enabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider between Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose between Entry, Exit or Both. Use the Monitor field to define which entities
the Geo Fence will track,

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enabla the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fance. Selact the
[Send] button to create the fence and send it to another user. Select [Delete] to close the
Create Geo Fence window and discard changes.

Alerts appear on the map interface. Selecting the [Alert No-

‘b tification] will open the alerts menu, detailing the activity
monitored in the user defined region. The default radius for

. monitoring users (filtered within the “Monitor” field) out-

% side the Geo Fence is setat 75 km. This means the total area
monitored begins at the farthest point from the center of the

shape plus 75 km. If the user wishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to

off in the Edit Window.
35

Unclassifiad

Track History

The devica's GPS can be used to track movements with the Track History tool These tracked paths can ba
exported to a TAK server, to a route or to a KML, KMZ, GPX or C5V file. A GPS position must be established
before tracking can begin.

Arrerws

Selecting the [Track History] icon will open Track Details for the current active track.
The track title, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. User location data is recorded as breadcrumbs in a new track file.

Use the Track Search function to view track information that has been previously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select [Search]. The track list will
appear. The query results can be sorted by Track Name
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and styla
of a selected track can be modified or the track can be
cleared. Convert a track to a TAK route or export it as a
KML, KMZ, GPX or CSV file by selecting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, the Track History Toclbar will appear at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retriave all the tracks on the
davice.

TheTrack History Breadcrumb and Settings can be configured in the Settings > Tools Preferences > Track History Preferences.

7 22

22 https://drive.google.com/file/d/1bo9WHadg3J30550LIx Imn3McqEJzvgrK /view
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23
43.  The exemplary Accused Products are programmed to receive messages from other

devices where those messages relate to joining groups, as depicted below:

23 https://wiki.civtak.org/index.php?title=ATAK Manual
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Unclassified

Contacts

ariety af ways in which a user may communicate with
ather users, such as GeoChat (ATAK Civilian's builtin Chat capability), Data Packages,
Email, Phone, SMS, VolP and XMPFR.

The Contacts list includes

A default communication type (shown in the last column) may be selected and used until anoth
er type of communication is selected.

The Contacts list has two filters available
at the bottom of the screen. The Unrea

Only box, lay anly
contacts with whom there are unread message waiting. When un
checked (default), all available contacts are displayed. The [Show All]
will display all contacts regardless of their
nly contacts that are visible on current

ven check

XMPF

bax, when checked (default)
location. When unchecke

PREFECT [ ) [RECEEEE wil

ated by changing the contact listing to a vellow colar and the marker changes to gray both in the list and

If a eontact is no longer anline, it will be |
on the map.

Profile cards are accessed by selecting the second to last column in the Contacts list and are available for each contact. These contain additional infar
mation about that contact including: 1) rale, software type and version installed, node type, default connector, last reported time, battery life; 2) loca
ilable types of communication.

tion infermation, and 3)

¢
"

Unclassified

GeoChat Group Management

Text-based Chat messages may be sent to active network members by using the GaoChat function. To enter GeoChat Group Manage-
ment, select the [Contacts] icon and select [GeoChat] from the drop-down menu.

GeoChat Group Management is initiated through Contacts. Select the [Contacts] icon, then
select GeoChat from the drop-down. The user can now create, edit and delete chat groups,
as wall as sub-groups To create a chat group, select the [Groups] line (not the communica-
tions button). Select the [Add Group]icon to create the name
of the group and add contacts to the group and then select
[Create]. Ifa parent group is being created, no contacts need
to be added at this level. To add a nested group, tap the parent
group, select the [Add Group] icon to create the name of the
sub-group and add contacts. Groups may be managed using

the options to add/delete contacts or to add/delete GeoChat ‘
A 2 &

To add users to a group, select the [Groups] line (not the communications button), then select the name of the group to add users. Select the [Add
Users] icon. A window will open allowing the group creater to add users to the selected group. Select the [Add] button when all the users to be added
are checked.

=

GeoChat M

Group and person-to-person messaging is available. To view messages from or send messages to an individual,
tap on the desired contact’s [Communication] icon. Selecting the [Pan To] icon, located at the top right of the
call sign in an individual chat, will pan the map interface to that user's location. Select [All Chat Rooms] to view
all messages from or send messages to those present on the network or TAK Server. Other groupings available for
viewing or sending messages are: Forward Observer, Groups, HQ, K9, Medic, RTO, Sniper, Team Lead and Teams.
If the usar's current role is Forward Observer, HO, KO, Madic, RTO, Sniper or Team Lead, that user can view or sand
messages to all other contacts with the same role. If a GeoChat message is sent from the top level of Teams, it will
i | be sant to all contacts, similar to [All Chat Rooms].

D_BH E=

When a sub-Team is chosen, messages can only be sent to that user's active (My Team) team color. When a parent
group is chosen, messages are sent to all members of the parent group, as well as all of the sub-groups. When a
sub-group is chosen, messages are sent only to members of the sub-group. Individuals within GeoChat may be
removed from the Contacts menu by toggling the visibility of individuals or groups within Overlay Manager.

26
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Unclassified

GeoChat Messaging (continued)

44.  The exemplary Accused Products are further programmed to facilitate participation

in the group by communicating with a server and sending to and receiving location information,

as depicted below:

Unclassified

Selecting in the Free Text Entry area will open an onscreen keyboard.
At the bottom of the Chat area are pre-defined messages that may be
usad to quickly create a message to sand. Tap the current menu button
to scroll through the different menus of canned messages, including:
DFLT1, DFLT2, ASLTI, ASLT2, RECOM1 and RECOM2. These pre-dafinad
= - - messages present an easy way to transmit a brief message to other net-
[l TN IC K work members concerning position or other important communication.
njvjejngm The pre-defined messages may be changed by
long pressing on the button and changing its

label and comesponding value.

EVDo

A numbered red dot will appear on the [Contacts] icon when a message has
been received successfully. The number denotes the number of unread mes-
sages that have been received. Selact this icon to view the contact list. Tha user
name who sent the message will appear with a numbered red dot next to their
name. Alternatively, the text of the message can be read by dragging down DENT @
from the top to see the Android notifications window. This notification will only
stay available for a short time.

24

GeoChat Group Management

Text-based Chat messages may be sent to active network members by using the GeoChat function. To enter GeoChat Group Manage-
}“ ment, select the [Contacts] icon and select [GeoChat] from the drop-down menu

GeoChat Group Management is initiated through Contacts. Select the [Contacts] icon, then
select GeoChat from the drop-down. The user can now create, edit and delete chat groups,
as well as sub-groups. To create a chatgroup, select the [Groups] line (not the communica-
tions button). Select the [Add Group]icon to create the name
of the group and add contacts to the group and then salect
[Create]. If a parent group is being created, no contacts need
to be added at this level. To add a nested group, tap the parent
group, select the [Add Group] icon to create the name of the
sub-group and add contacts. Groups may be managed using

the options to add/delete contacts or to add/delete GeoChat ‘ ‘
4 2 &

To add users to a group, select the [Groups] line (not the communications button), then select the name of the group to add users. Select the [Add
Users] icon. A window will open allowing the group creater to add usars to the selected group. Select the [Add] button when all the users to be added
are checkad.

GeoChat M

ssaging

Group and person-to-person messaging is available. To view messages from or send messages to an individual,
tap on the desired contact’s [Communication] icon. Selecting the [Pan To] icon, located at the top right of the
call sign in an individual chat, will pan the map interface to that user’s location. Select [All Chat Rooms] to view
all messages from or send massages to those present on the network or TAK Server. Other groupings available for
viewing or sending messages are: Forward Observer, Groups, HQ, K9, Medic, RTO, Sniper, Teamn Lead and Teams.
If the user’s current role is Forward Observer, HQ, K9, Medic, RTO, Sniper or Team Lead, that user can view or send
miassages to all other contacts with the same role. If a GeoChat message is sent from the top level of Teams, it will
be sent to all contacts, similar to [All Chat Rooms].

When a sub-Team is chosen, messages can only be sent to that user's active (My Team) team color. When a parent
group is chosen, messages are sent to all members of the parent group, as well as all of the sub-groups. When a
sub-group is chosen, messages are sent only to members of the sub-group. Individuals within GeoChat may be
remaoved from the Contacts menu by toggling the visibility of individuals or groups within Overlay Manager.

26

24 https://drive.google.com/file/d/1bo9WHadg3J30550LIx Imn3McqEJzvgrK /view
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Unclassified

GeoChat Messaging (continued)

Selecting in the Free Text Entry area will open an onscreen keyboard.

At the bottom of the Chat area are pre-defined massages that may be

used to quickly create a message to send. Tap the current menu button

to scroll through the different menus of canned messages, including:

e DFLT1, DFLT2, ASLT1, ASLT2, RECON1 and RECONZ. These pra-defined

T LT massages prasent an easy way to transmit a brief message to other net-

NOIEErEDNE DN work members concerning position or other important communication.

k + The pre-defined messages may bechanged by

long prassing on the button and changing its
label and comesponding value.

A numbered red dot will appear on the [Contacts] icon when a message has
been received successfully. The number denotas the number of unread mes-
sages that have baen received. Select this icon to view the contact list. The usar
name who sent the message will appear with a numbered red dot next to their
name. Altermatively, the text of the message can be read by dragging down
from the top to see the Android notifications window. This notification will only
stay available for a short time.

Unclassified

Select the Select from the [MGRS] (military grid reference system), [DD]

[Go To] (decimal degrees), [DM] (degrees- minutes), [DMS] (degrees-min-

icon to en- utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]
ter details and navigate tabs on the Go To interface and enter the location data of interest.
to a specific location on The address provider mame appears beneath the Elevation Data
the map. when the user salects the [ADDR] tab.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DD), [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
pojpulated by tapping the [Pull From DTED] button.The user can select a desired marker type
(Spot, Unknown, Neutral, Rad, or Frizndly) to be placed at the entered coordinatas. If [No Point]
is selacted, the map will pan to the location but will not add a point.

MNote: The address provider name appears be-
neath the Elevation Data when the user selects the
[ADDR] tab.

The Address Lookup provider used for the ADDR
tab can be configured in the Settings > Tool Prefer-
ences > Address Lookup Preferences.
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Geofencing

The Geo Fence tool allows usars to create a virtual fance that triggers entry/exit notifications if map
iterns of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by salacting
the [Geo Fence] icon from the menu items or selecting it from the radial.

The Enabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider between Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose between Entry, Exit or Both. Use the Monitor field to define which entities
the Geo Fence will track,

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enabla the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fance. Selact the
[Send] button to create the fence and send it to another user. Select [Delete] to close the
Create Geo Fence window and discard changes.

Alerts appear on the map interface. Selecting the [Alert No-
tification] will open the alerts menu, detailing the activity
monitored in the user defined region. The default radius for

. monitoring users (filtered within the “Monitor” field) out-
side the Geo Fence is setat 75 km. This means the total area
monitored begins at the farthest point from the center of the
shape plus 75 km. If the user wishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to
off in the Edit Window.

35

Unclassified

Track History

The device's GPS can be usad to track movements with tha Track History tool. Thase tracked paths can ba
exported to a TAK server, to a route or to a KML, KMZ, GPX or C5V file. A GPS position must be established
before tracking can bagin.

Arrews

Selecting the [Track History] icon will open Track Details for the cument active track.
The track title, color and style cam be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. User location data is recorded as breadcrumbs in a new track file.

Use the Track Search function to view track information that has been previously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select[Search]. The track list will
appear. The query results can be sorted by Track Name
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and style
of a selected track can be modified or the track can be
cleared. Convert a track to a TAK route or export itas a
KML, KMZ, GPX or CSV file by selecting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, the Track History Toolbar will appear at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailorad search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks on the
device.

The Track History Breadcrumb and Settings can be configured in the Settings > Tools Preferences > Track History Preferences.
37
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Unclassified

Emergency Beacon

Select the [Emergency Beacon] icon to open the Emergency Beacon Tool

The Emergency Beacon allows the user to indicate their need for assistance, the type of emergency and their lo-
cation on the map. The type of emergency can be selected from the drop-down menu, before activation, and
includes options for an Alert, Ring the Bell, Geo Fence Breached or In Contact.

Once the Emergency type has been selected and both switches have been enabled,
the TAK Server broadcasts the announcements to all network contacts. Even if the
user's device is turned off, the beacon will continue. Only when the user returns to
the Emeargency Beacon tool and tums off the switches will the beacon be cancalad
and removed. If the SMS for Emergency option has been configured, the alert will be
sant via text message to the configured numbers.

25

45. This location information is presented on interactive displays on the exemplary
Accused Products which include interactive maps and a plurality of user selectable symbols
corresponding to other devices. These symbols are positioned on the map at positions
corresponding to the locations of the other devices, as depicted below:

Unclassified
ATAK Civilian Overview

The Civilian Team Awareness Kit for Android (ATAK Civilian) is a Government-off-the-Shelf (GOTS) software application and mapping framework for mo-
bile devices. ATAK Civilian has been designed and developed to run on Android smart devices used in a first responder environment. The ATAK Civilian
software application is an extensible moving map display that integrates imagery, map and overlay information to provide enhanced collaboration and
Situational Awareness (SA) over a tactical meshed network. ATAK Civilian promotes information flow and communications from the field environment
to command enterprise locations.

The first time ATAK Civilian is opened, or after a Clear Content, a passphrase is auto-generated to activate data encryption. The user can supply their own
passphrase by using Settings > Show All Preferences > Device Preferences > Change Encryption Passphrase. Following this step, ATAK Civilian’s End User
License Agreement (EULA) must be accepted. Next, the user will be prompted to change their callsign and/or import preferences or data from a Mission
Package. All changes/imports can always be updated later. Finally, the user can place their self-marker by following the instructions located in the lower
right corner.

The toolbar runs along the top of the map display. The features whose icons form the center portion of the toolbar are discussed in individual sections of
this guide. The three dots at the right of the toolbar provide additional menu items that appear in a drop-down menu. A Long Press on the map will toggle
the toolbar between hidden and visible.

The North Arrow appears in the upper left and is used to
control map orientation. It has two primary modes: North
Up/Track Up (default) and Manual Map Rotation/Lock. [
While in North Up/Track Up Mode, single press on the
[North Arrow] icon to cycle between the North Up and
Track Up map orientation. Long press the [North Arrow]
to call out the additional controls menu where the Manual Rotation/Lock
and 3D features are available. Select the [Rotation] button to enter Manual [RSSHRES
Map Rotation/Lock Mode. When in Manual Map Rotation/Lock Mode, rotate  [Sitdliaieis
the map orientation by pressing on the map with two fingers and pivoting
them in the desired direction. Single press on the [North Arrow] to lock the
screen orientation, signified by the appearance of the lock icon, and again
to unlock the orientation for further adjustment. 3D controls are discussed in a separate section.

Select the [Magnifier] buttons to zoom in or out on the map. The map can also be zoomed by using two fingers on the screen to pinch and spread the
map. Select the [Back] button to center the screen on the Self Marker or the [Padlock] icon to lock the center of the screen to the Self Marker. Select the
[Orientation] icon to toggle the screen position between portrait and landscape.

Nerth Arrow

Salf Marker Connection Widgst
=)

SoffMarker
- Map Scale Widget ="

The optional connection widget indicates whether or not the user is connected to a TAK Server. This has a corresponding Android notification that pro-
vides the same information. Toggle this display on at Settings > Network Connections > Network Connections > Display Connection Widget.

Alerts and notifications are displayed in the lower left of the map interface.

The Map Scale displays a 1 inch to X mi/km reference on the map. The scale adjusts with the map when zoomed in and out. Hint windows are available
to alert users to changes or make suggestions about the use of tools the first time they are opened.

25 https://drive.google.com/file/d/1bo9WHadg3J30550LIx Imn3McqEJzvgrK /view
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Select the Select from the [MGRS] (military grid reference system), [DD]

[Ge To] (decimal degraes), [DM] (degrees- minutes), [DMS] (degreas-min-

2 icon to en- utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]

ter details and navigate tabs on the Go To interface and enter the location data of interest.

1o a specific location on The address provider name appears beneath the Elevation Data
the map. when the user selects the [ADDR] tab.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DDY, [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
populated by tapping the [Pull From DTED] button.The user can select a desired marker type
(Spot, Unknown, Neutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is salacted, the map will pan to the lecation but will net add a peint.

MNote: The address provider name appears be-
neath the Elevation Data when the user selects the
[ADDR] tab.

The Address Lookup provider used for the ADDR
tabr can be configured in the Settings > Tool Prefer-
ences > Address Lookup Preferences.

a2

Geofencing

The Geo Fence tool allows usars to create a virtual fance that triggers entry/exit notifications if map
iterns of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by salectimg
the [Geo Fence] icon from the menu items or selecting it from the radial.

The Emabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider between Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose between Entry, Exit or Both. Use the Monitor field to define which entities
the Geo Fence will track.

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enabla the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fance. Select the
[Send] button to create the fence and send it to another user. Select [Delete] to close the
Create Geo Fence window and discard changes.

Alerts appear on the map interface. Selecting the [Alert No-
‘» tification] will open the alerts menu, detailing the activity
monitored in the user defined ragion. The default radius for
. monitoring users (filtered within the “Monitor” field) out-
side the Geo Fence is setat 75 km. This means the total area
maonitored begins at the farthest point from the center of the
shape plus 75 km. If the user wishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to
offin the Edit Window.
a5
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Track History

The device's GPS can be used to track movements with the Track History tool. These tracked paths can be
exported to a TAK server, to a route or to a KML, KMZ, GPX or C5V file. A GPS position must be established
before tracking can begin.

Selecting the [Track History] icon will open Track Details for the curment active track. e el

The track title, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. User location data is recorded as breadcrumbs in a new track file.

Use the Track Search function to view track information that has been previously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select[Search]. The track list will
appear. The query results can be sorted by Track Name
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and style
of a selected track can be modified or the track can be
clearad. Convert a track to a TAK route or export itas a
KML, KMZ, GPX or CSV file by selecting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, the Track History Toolbar will appear at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks on the
devica,

The Track History Breadcrumb and Settings can be configured in the Settings > Tools Preferences > Track History Preferences.
7

Unclassified

Emergency Beacon

Select the [Emergency Beacon] icon to open the Emergency Beacon Tool.

The Emergency Beacon allows the user to indicate their nead for assistance, the type of emargency and their lo-
cation on the map. The type of emergency can be selected from the drop-down menu, before activation, and
includes options for an Alert, Ring the Ball, Geo Fence Breached or In Contact.

Once the Emergency type has been selected and both switches have been enabled,
the TAK Server broadcasts the announcements to all network contacts. Even if the
user’s device is turned off, the beacon will continue. Only when the user returns to
the Emergency Beacon tool and tums off the switches will the beacon be canceled
and removed. If the SMS for Emergency option has been configured, the alert will be
sent via text message to the configured numbers.

911 Alert

26

46. The exemplary Accused Products are programmed to permit users to request and
display additional maps by, for example, moving the map screen and/or by selecting satellite image
maps. The exemplary Accused Products are further programmed to permit interaction with the
display where a user may select one or more symbols and where the exemplary Accused Products

further permit data to be sent to other devices based on that interaction.

26 https://drive.google.com/file/d/1bo9WHadg3J30550LIx Imn3McqEJzvgrK /view
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ATAK Civilian Overview

The Civilian Team Awareness Kit for Android (ATAK Civilian) is a Government-off-the-Shelf (GOTS) software application and mapping framework for mo-
bile devices. ATAK Civilian has been designed and developed to run on Android smart devices used in a first responder environment. The ATAK Civilian
software application is an extensible moving map display that integrates imagery, map and overlay information to provide enhanced collaboration and
Situational Awareness (SA) over a tactical meshed network. ATAK Civilian promotes information flow and communications from the field environment
to command enterprise locations.

The first time ATAK Civilian is opened, or after a Clear Content, a passphrase is auto-generated to activate data encryption. The user can supply their own
passphrase by using Settings > Show All Preferences > Device Preferences > Change Encryption Passphrase. Following this step, ATAK Civilian’s End User
License Agreement (EULA) must be accepted. Next, the user will be prompted to change their callsign and/or import preferences or data from a Mission
Package. All changes/imports can always be updated later. Finally, the user can place their self-marker by following the instructions located in the lower
right corner.

The toolbar runs along the top of the map display. The features whose icons form the center portion of the toolbar are discussed in individual sections of
this guide. The three dots at the right of the toolbar provide additional menu items that appear in a drop-down menu. A Long Press on the map will toggle
the toolbar between hidden and visible.

The North Arrow appears in the upper left and is used to
control map orientation. It has two primary modes: North
Up/Track Up (default) and Manual Map Rotation/Lock. [

While in North Up/Track Up Mode, single press on the e

[North Arrow] icon to cycle between the North Up and Other
Track Up map orientation. Long press the [North Arrow] e
to call out the additional controls menu where the Manual Rotation/Lock
and 3D features are available. Select the [Rotation] button to enter Manual
Map Rotation/Lock Mode. When in Manual Map Rotation/Lock Mode, rotate
the map orientation by pressing on the map with two fingers and pivoting
them in the desired direction. Single press on the [North Arrow] to lock the L MapScale
screen orientation, signified by the appearance of the lock icon, and again
to unlock the orientation for further adjustment. 3D controls are discussed in a separate section.

Select the [Magnifier] buttons to zoom in or out on the map. The map can also be zoomed by using two fingers on the screen to pinch and spread the
map. Select the [Back] button to center the screen on the Self Marker or the [Padlock] icon to lock the center of the screen to the Self Marker. Select the
[Orientation] icon to toggle the screen position between portrait and landscape.

Example floute

Salf Marker Connection ¥

The optional connection widget indicates whether or not the user is connected to a TAK Server. This has a corresponding Android notification that pro-
vides the same information. Toggle this display on at Settings > Network Connections > Network Connections > Display Connection Widget.

Alerts and notifications are displayed in the lower left of the map interface.

The Map Scale displays a 1 inch to X mi/km reference on the map. The scale adjusts with the map when zoomed in and out. Hint windows are available
to alert users to changes or make suggestions about the use of tools the first time they are opened.
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Select the Select from the [MGRS] (military grid reference system), [DD]

[Ge To] (decimal degraes), [DM] (degrees- minutes), [DMS] (degreas-min-

2 icon to en- utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]

ter details and navigate tabs on the Go To interface and enter the location data of interest.

1o a specific location on The address provider name appears beneath the Elevation Data
the map. when the user selects the [ADDR] tab.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DDY, [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
populated by tapping the [Pull From DTED] button.The user can select a desired marker type
(Spot, Unknown, Neutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is salacted, the map will pan to the lecation but will net add a peint.

MNote: The address provider name appears be-
neath the Elevation Data when the user selects the
[ADDR] tab.

The Address Lookup provider used for the ADDR
tabr can be configured in the Settings > Tool Prefer-
ences > Address Lookup Preferences.

a2

Geofencing

The Geo Fence tool allows usars to create a virtual fance that triggers entry/exit notifications if map
iterns of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by salectimg
the [Geo Fence] icon from the menu items or selecting it from the radial.

The Emabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider between Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose between Entry, Exit or Both. Use the Monitor field to define which entities
the Geo Fence will track.

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enabla the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fance. Select the
[Send] button to create the fence and send it to another user. Select [Delete] to close the
Create Geo Fence window and discard changes.

Alerts appear on the map interface. Selecting the [Alert No-
‘» tification] will open the alerts menu, detailing the activity
monitored in the user defined ragion. The default radius for
. monitoring users (filtered within the “Monitor” field) out-
side the Geo Fence is setat 75 km. This means the total area
maonitored begins at the farthest point from the center of the
shape plus 75 km. If the user wishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to
offin the Edit Window.
a5
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Track History

The device's GPS can be used to track movements with the Track History tool. These tracked paths can be
exported to a TAK server, to a route or to a KML, KMZ, GPX or C5V file. A GPS position must be established
before tracking can begin.

ArfenE

Selecting the [Track History] icon will open Track Details for the cument active track.
The track title, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. User location data is recorded as breadcrumbs in a new track file.

Use the Track Search function to view track information that has been previously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select[Search]. The track list will
appear. The query results can be sorted by Track Name
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and style
of a selected track can be modified or the track can be
clearad. Convert a track to a TAK route or export itas a
KML, KMZ, GPX or CSV file by selecting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, the Track History Toolbar will appear at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks on the
devica,

The Track History Breadcrumb and Settings can be configured in the Settings > Tools Preferences > Track History Preferences.
7

Unclassified

Emergency Beacon

Select the [Emergency Beacon] icon to open the Emergency Beacon Tool.

The Emergency Beacon allows the user to indicate their nead for assistance, the type of emargency and their lo-
cation on the map. The type of emergency can be selected from the drop-down menu, before activation, and
includes options for an Alert, Ring the Ball, Geo Fence Breached or In Contact.

Once the Emergency type has been selected and both switches have been enabled,
the TAK Server broadcasts the announcements to all network contacts. Even if the
user’s device is turned off, the beacon will continue. Only when the user returns to
the Emergency Beacon tool and tums off the switches will the beacon be canceled
and removed. If the SMS for Emergency option has been configured, the alert will be
sent via text message to the configured numbers.

27
47. The Accused Products, such as Defendants’ Airport Surface Awareness System,

Pro Line Fusion, Surface Management System, Ascend, OpsCore, ARINCDirect, ARINC Global

Network, ARINC Integrator, ARINC Hermes, FasTAK, and Rosetta Technology applications,

solutions, and servers further include similar features and functionalities to Raytheon TAK, TAK

27 https://drive.google.com/file/d/1bo9WHadg3J30550LIx Imn3McqEJzvgrK/view
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Server, ATAK, WebTAK, CivTAK, and WinTAK applications, solutions and servers, and

infringe in a substantially similar manner:?®

29

28 https://www.collinsaerospace.com/what-we-do/industries/commercial-aviation/flight-
operations/message-management; https://www.collinsaerospace.com/what-we-
do/industries/commercial-aviation/ground-operations/messaging-data-exchange/arinc-messaging
29 https://www.rtx.com/news/news-center/2024/05/09/rtx-introduces-the-collins-airport-surface-
awareness-system
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Moving map

Integrates the terrain database with
real-time flight information for greater
situational awareness, overlay weather,
airways, navaids, and more on the moving
map especially in low visibility conditions
and unfamiliar territory. All delivered with
the enhanced safety of natural,
eyes-forward flying.

30

30 https://www.collinsaerospace.com/what-we-do/industries/military-and-
defense/targeting/targeting-and-c2/fastak-integrated-targeting-system
https://www.rockwellcollins.com/~/media/Files/Unsecure/Products/Product%20Brochures/Integr
ated%20Systems/Flight%20Deck/Pro%20Line%20Fusion/Pro%20Line%20Fusion%20Gulfstrea
m%20G280.aspx; https://battle-updates.com/update/contract-news-in-brief-837/; https://prd-
sc102-cdn.rtx.com/-/media/ca/product-assets/marketing/r/rosetta-technology-data-
sheet.pdf?rev=8{6858685dde43b4a432806333f4624b&hash=F0C027F7D9128630CF5CDB243

A3FFDCB
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Optimized data for faster decision-making

OpsCore pairs Collins’ proven messaging, alerting and fleet
management capabilities with Flight&ware’s Firehose™ AP
and HyperFeed® data aggregation and analysis tools to bring
multiple sources of data together into one, single stream

of actionable data. This is then delivered to aircrews, flight
operators and key airport personnel, keeping them informed at
every step of the journey.

This bird's eye view of operations, combined with a high level
of data-driven situational awareness, supports better, faster
decision-making, as well as reduced costs and delays from
IRROPS, fuel and weather impacts.

31

32

3! https://prd-sc102-cdn.rtx.com/-/media/ca/product-assets/marketing/o/opscore/opscore-flight-
tracking-data-sheet-
v4.pdf?rev=a023a17537e¢34e608801ce915734e749&hash=AC3FA21989AC3122EBDA90B562
4338FD

32 https://www.collinsaerospace.com/what-we-do/industries/military-and-
defense/targeting/targeting-and-c2/fastak-integrated-targeting-system
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48. AGIS Software has suffered damages as a result of Defendants’ direct and indirect
infringement of the *838 Patent in an amount to be proved at trial.

49, AGIS Software has suffered, and will continue to suffer, irreparable harm as a result
of Defendants’ infringement of the 838 Patent for which there is no adequate remedy at law unless
Defendants’ infringement is enjoined by this Court.

COUNT 111
(Infringement of the ’123 Patent)

50.  Paragraphs 1 through 19 are incorporated herein by reference as if fully set forth in
their entireties.

51. AGIS Software has not licensed or otherwise authorized Defendants to make, use,
offer for sale, sell, distribute, export from, or import any products that embody the inventions of
the *123 Patent.

52.  Defendants have and continue to directly infringe at least claim 23 of the *123
Patent, either literally or under the doctrine of equivalents, by making, using, selling, offering for
sale, distributing, exporting from, and/or importing into the United States the Accused Products
without authority and in violation of 35 U.S.C. § 271(a).

53.  Defendants have and continue to indirectly infringe at least claim 23 of the *123
Patent by actively, knowingly, and intentionally inducing others to directly infringe, either literally
or under the doctrine of equivalents, by making, using, selling, offering for sale, distributing,
exporting from, and/or importing into the United States the infringing Accused Products and by
instructing users of the Accused Products to perform at least the method of claim 23 in the *123
Patent. For example, Defendants, with knowledge that the Accused Products infringe the *123
Patent at least as of the date of this Complaint, actively, knowingly, and intentionally induced, and

continue to actively, knowingly, and intentionally induce direct infringement of at least claim 23
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of the 123 Patent in violation of 35 U.S.C. § 271(b). Alternatively, Defendants believed there
was a high probability that others would infringe the *123 Patent but remained willfully blind to
the infringing nature of others’ actions.

54. For example, Defendants have indirectly infringed and continue to indirectly
infringe at least claim 23 of the *123 Patent in the United States because Defendants’ customers
use the Accused Products, including at least the Raytheon TAK, TAK Server, ATAK, WebTAK,
CivTAK, and WinTAK solutions and servers, alone or in conjunction with additional Accused
Products, in accordance with Defendants’ instructions and thereby directly infringe at least one
claim of the 123 Patent in violation of 35 U.S.C. § 271. Defendants directly and/or indirectly
intentionally instruct their customers to infringe through training videos, demonstrations,
brochures, installations, and/or user guides, such as those located at one or more of the following:
https://bbn-tak.myshopify.com/; https://www.civtak.org/atak-about/;
https://www.civtak.org/documentation/; https://wiki.civtak.org/index.php?title=ATAK Manual;
and through Raytheon’s agents and representatives located within this Judicial District.
Defendants are thereby liable for infringement of the 123 Patent under 35 U.S.C. § 271(b).

55. Alternatively, Defendants believed there was a high probability that others would
infringe the 123 Patent but remained willfully blind to the infringing nature of others’ actions.
For example, Defendants directly infringe and/or indirectly infringe by instructing their customers
to infringe by a system comprising: a first device programmed to perform operations comprising:
receiving a message sent by a second device, wherein the message relates to joining a group; based
on receipt of the message sent by the second device, sending first location information to a first
server and receiving second location information from the first server, the first location

information comprising a location of the first device, the second location information comprising
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one or more locations of one or more respective second devices included in the group; sending,
from the first device to a second server, a request for georeferenced map data; receiving, from the
second server, the georeferenced map data; presenting, via an interactive display of the first device,
a georeferenced map and one or more user-selectable symbols corresponding to one or more of the
second devices, wherein the symbols are positioned on the georeferenced map at respective
positions corresponding to the locations of the second devices represented by the symbols, and
wherein the georeferenced map data relate positions on the georeferenced map to spatial
coordinates; and identifying user interaction with the interactive display selecting a particular user-
selectable symbol corresponding to a particular second device and user interaction with the display
specifying an action and, based thereon, using an Internet Protocol to send data to the particular
second device, wherein identifying the user interaction selecting the particular user-selectable
symbol comprises: detecting user selection of a portion of the interactive display corresponding to
a position on the georeferenced map, and identifying the particular user-selectable symbol based,
at least in part, on coordinates of the selected position, comprising: searching a set of symbols for
a symbol located nearest to the coordinates of the selected position, wherein the set of symbols
includes the user-selectable symbols corresponding to the second devices in the group, and
wherein data associated with the set of symbols include coordinates of portions of the display
corresponding to the symbols in the set, and based on a result of searching the set of symbols,
identifying the particular user-selectable symbol as the symbol located nearest to the coordinates
of the selected position, wherein the particular user-selectable symbol corresponds to the particular

second device. For example, the Accused Products include features, as shown below.
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56. For example, Defendants’ Accused Products allow users to share their locations
and view other users’ locations on a map and to communicate with those users via the Raytheon

TAK, TAK Server, ATAK, WebTAK, CivTAK, and WinTAK applications and solutions:

The Team Awareness Kit (TAK), for civilian uses, or Tactical Assault Kit (also TAK) for military usesis a
suite of software that provides geospatial information and allows user collaboration over geography.
There are numerous TAK Products in the TAK family, all developed at government expense

The Team Awareness Kit for Android (ATAK, also known as CivTAK) was originally developed by the Air
Force Research Laboratory (AFRL) and is now maintained by a Joint Product Center.

ATAK (including CivTAK) is an Android smartphone geospatial infrastructure and situational awareness
app. It allows for precision targeting, surrounding land formation intelligence, situational awareness,

navigation, and data sharing.

All the Android variants of TAK are virtually identical and all are interoperable with each other and with
other TAK products. There are small, military-specific additions in military versions of ATAK.

33

Unclassified
ATAK Civilian Overview

The Civilian Team Awareness Kit for Android (ATAK Civilian) is a Government-off-the-Shelf (GOTS) software application and mapping framework for mo-
bile devices. ATAK Civilian has been designed and developed to run on Android smart devices used in a first responder environment. The ATAK Civilian
software application is an extensible moving map display that integrates imagery, map and overlay information to provide enhanced collaboration and

Situational Awareness (SA) over a tactical meshed network. ATAK Civilian promotes information flow and communications from the field environment
to command enterprise locations.

The first time ATAK Civilian is opened, or after a Clear Content, a passphrase is auto-generated to activate data encryption. The user can supply their own
passphrase by using Settings > Show All Preferences > Device Preferences > Change Encryption Passphrase. Following this step, ATAK Civilian's End User
License Agreement (EULA) must be accepted. Next, the user will be prompted to change their callsign and/or import preferences or data from a Mission
Package. All changes/imports can always be updated later. Finally, the user can place their self-marker by following the instructions located in the lower
right corner.

The toolbar runs along the top of the map display. The features whose icons form the center portion of the toolbar are discussed in individual sections of
this guide. The three dots at the right of the toolbar provide additional menu items that appear in a drop-down menu. A Long Press on the map will toggle
the toclbar between hidden and visible.

The North Arrow appears in the upper left and is used to
control map orientation. It has two primary modes: North
Up/Track Up (default) and Manual Map Rotation/Lock.
While in North Up/Track Up Mode, single press on the
[North Arrow] icon to cycle between the North Up and
Track Up map orientation. Long press the [North Arrow]
to call out the additional controls menu where the Manual Rotation/Lock
and 3D features are available. Select the [Rotation] button to enter Manual
Map Rotation/Lock Mode. When in Manual Map Rotation/Lock Mode, rotate
the map orientation by pressing on the map with two fingers and pivoting

Self Marker

them in the desired direction. Single press on the [North Arrow] to lock the o spsale JZQ":‘“}'

screen orientation, signified by the appearance of the lock icon, and again
to unlock the orientation for further adjustment. 3D controls are discussed in a separate section.

Select the [Magnifier] buttons to zoom in or out on the map. The map can also be zoomed by using two fingers on the screen to pinch and spread the
map. Select the [Back] button to center the screen on the Self Marker or the [Padlock] icon to lock the center of the screen to the Self Marker. Select the
[Orientation] icon to toggle the screen position between portrait and landscape.

The optional connection widget indicates whether or not the user is connected to a TAK Server. This has a corresponding Android notification that pro-
vides the same information. Toggle this display on at Settings > Network Connections > Network Connections > Display Connection Widget.

Alerts and notifications are displayed in the lower left of the map interface

The Map Scale displays a 1 inch to X mi/km reference on the map. The scale adjusts with the map when zoomed in and out. Hint windows are available
to alert users to changes or make suggestions about the use of tools the first time they are opened.

33 https://www.civtak.org/documentation/
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Unclassified
3D View

ATAK Civilian features 3D viewing of terrain and map items
(DTED required). To enable 3D view, long press on the N
[Morth Arrow] to call out the additional controls menu Q
and select [3D]. A tilt angle indicatar will appear around hv
the edge of the [North Arrow] when 3D view is active.

Touch the screen with twe fingers and simultanecusly

swipe up ar down on the screen to tilt the view angle. Once the appropriate
viewing angle is set, select the [3D Lock] buttan to retain this view while
panning the map. While viewing the map from an angle, seme map items
will appear raised above the map surface if they have defined elevations.

3D Models

ATAK Civilian supparts the use of 3D models. OB) models and ather types from products such as Pix4D can be imported via the Import Manager or can
be manually placed in the atak/overlays folder priar to startup. If using Import Manager browse to the (08 file and import only that file, or brawse ta a
ZIP fille that contains the (OB file {and others) and impart only that file. If using manual placement to the atak/overlays folder, place a ZIP file containing
the .OBJ file (and others) into the directory and they will be imported on startup.

Once imported, a 3D Model icon will appear on the map.
Zoom into the area of the icon until a leading ring ap-
pears. After the loading process has finished, the 3D
model will be projected onta the map. Enable the map
3D View and tilt the view angle to see the 3D modeling.

Loaded 30 models will appear as their own category in
Overlay Manager and can be toggled on/aff ar removed
from there.

70



Case 2:24-cv-00598-RWS-RSP Document 15 Filed 10/24/24 Page 71 of 124 PagelD #: 369

Unelassified

Placement

o The user can enter locations of interest using the Point Dropper tool. Select the [Point Dropper] icon to place internationally standardized
o markers and other icons on the map, edit the data and share the markers with other network members.

Varker

The Self-Marker is displayed as a blue arrowhead at the user's current location. The options available on the

Self-Marker radial are: Compass Rose, Palar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Locatian,

GPS Errar, Range & Bearing Line, GPS Lock to Self, Tracking Breadcrumbs, Place a Marker at the user's current lo

cation and Details. Other TAK users appear on the display as a colored circle. The color of the circle represents

the user’s Team affiliation, with additional lettering inside the circle to identify the role the user on the team.
Team Member markers that include a diaganal line indicate that the GPS location is nat available. A salid icon indicated that
the team member has GPS reception.

Available roles include: Team Member, Team Lead {designated by a TL in the center of the marker), Headguarters (HQ
in center), Sniper (5), Medic (+), Forward Observer (FO), RTO (R) ar K9 (K9). The aptions available when another user's
Self-Marker is selected are: Inner Ring - Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location,
Range & Bearing Line, GPS Lock on Friendly, Video Player (if available), Communication Options (if configured by that
user), Custom Threat Rings, Tracking Breadcrumbs and Details.

Outer Ring {Communication Options) - Data Package, Email, SM5 Messaging, GeaChat, VOIP and Cellular Phone, when
available.

Unclassified

Point Dropper

Selecting the [Point Dropper] icon will open the Point Dropper menu, containing marker
symbelogy with one or maore ican sets, a Recently Added button and an lconset Manager
button.

Markers

The Markers symbology affiliations are: Unknown, Neutral, Red and Friendly. Select the
affiliation, then a location on the map interface to drop the marker. To add a marker by
manually entering coordinates, long press on the map interface and enter the MGRS location. Change the standard nam
ing convention by entering values inte the custom prefix and index fields arleave blank to use the defaults. If values are
entered, the next marker will be dropped with the prefix name and starting number(s) or letter(s) and every subsequent
marker will be assigned the next consecutive numberis) or letter(s).

Default

x
People
The user can select the mission specific pallet to open paint options including Waypoint (WP},
Sensor of Observation Point (OF).

The user can move between icon sets by either swiping in the icon set area or selecting on the
[lconset Name)] field to bring up the lcon Pallet drop-down.

The last paint placed s shown at the bottom of the Point Dropper window. The infor
mation for all recently placed points can be accessed by selecting the [Clock] icon.
This displays the marker icon, name, coordinates, elevation and range & bearing infor

mation. The user can send, rename or remove dny re

cently added markers by ¢
to the marker to reveal [SEND], [RENAME] or [DEL] buttons.

ing the [Arrows] rext

Select the [lconset Manager] (gear) button to add or delete icon sets or to set the default
Marker Mapping.
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Unclassified

Radial Menus

Unknown Object Meutral Object Red Object Friendly Object Spot Object

The aptions available for Unknown Object Markers are: Delete, Palar Coardinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing
Line, Lack On, Tasking, Custom Threat Rings, Tracking Breaderumbs and Details.

The options available for Neutral Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line,
Lock On, Tasking, Custom Threat Rings, Tracking Breaderumbs and Details.

The options available for Red Object Markers are: Delete, Polar Coordinate Entry, Compass Rose/Bullseye, Fine Adjust/Enter Coordinate/MGRS Location,
Range & Bearing Line, Tasking, Custom Threat Rings, Tracking Breadcrumbs and Details.

The options available for Friendly Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line,
Lock On, Videa, Contact Card, Custom Threat Rings, Tracking Breaderumbs and Details. The Videa radial will activate if a properly formatted packet that
includes the link to the video feed is included. Select the video radial to open the associated video. The Contact Card can be selected to display additional
communication options, including GeoChat, Email, VolP, SMS Messaging and Cellular Phone, when available.

The options available for Spot Map are: Delete, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line, Nav-To, Custom Threat Rings, Labels
and Details.

The options far User Defined Iconsets are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line, Lock On,
Tasking, Custom Threat Rings. Tracking Breadcrumbs and Details.

Select [Details] on the marker radial to make desired modifications, including: Coordinate, Elevation, Name, Type and Remarks. Selecting Marker Type
apens a dialog bax with extra categories. File attachments, including images, can be associated with the object by selecting the [Paperclip] icon. Once
all the desired madifications have been made, the Marker can be sent to other netwaork members using [Send]. The information can be broadeast to all
membiers or sent to specific recipients. Select the [Auto Send] option to broadcast the marker to other TAK users on the netwark, with updates autamat
ically sent about once every 60 seconds.

Unclassified

Bloodhound Tool

The Bloodhound Tool provides support for tracking and intercepting a map item. It allows the user to select two points on the map and/
ar map objects and display range & bearing information between the chosen tracker and the target.

Select the [Bloodhound] icon to open the Blacdhound Toal. A window will open, prampting the user to choase where to start by tapping
the [From Reticle] {default = user's self marker) and where ta bloodhaund {track) to by tapping the [To Reticle].

Targets include map objects like other User's Self Markers, DPs, Markers, Shape center points, Range & Bearing end-
points and any other map objects. If the user selects a map location instead of an object as the target, Bloodhound will
place a waypaint marker there. The self marker will then track towards the waypoint.

Select [OK] and Bloodhound will be activated.

If either point mawves, the green widget in the lower left will
show the updated information. As the tracking object begins to navigate toward the target, the
Estimated Time of Arrival (ETA) will update accordingly.

The green line showing the direct path fram the tracker to the target will flash when the user-de-
fined ETA auter threshold is reached (default = 6 minutes from target). The line will flash as the
tracker continues toward the target until the next ETA threshold is reached (default = 3 minutes).
The line will turn a flashing yellow until the final ETA threshold (default = 1 minute) is reached.
The line then flashes red until the target is reached. Colors and thresholds can be modified in
Settings > Tool Preferences > Bloodhound Preferences.

Selecting the green Bloadhound icon on the map will pan the map to the Bloodhound Range & Bearing Line. Disengage the Bloodhound Tool by se
lecting the [Bloodhound] icon on the toolbar.

Multiple Bloodhound

To create multiple bloodhounds, selecting the
Range and Bearing Tool and select the [R&B

qb Line] icon. Select two markers on the map and
ﬁ once the REE line is created, select the line to
bring up the radial. Select the [Bloodhound]

radial, and the bloodhaund information will be
displayed on the R&E Line itself.

If either point moves, the Bloodhound information shawn on the R&E Line will be updated. As
the tracking object begins to navigate taward the target, the Estimated Time of Arrival (ETA)
will update accordingly.
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Unclassified
GoTo
Select the
[Go To]
icon to en-

ter details and navigate
to a specific location on
the map.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DD), [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
populated by tapping the [Pull From DTED] button.The user can select a desired marker type
(Spot, Unknown, Neutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is selected, the map will pan to the location but will not add a point.

Select from the [MGRS] (military grid reference systam), [DD]
(decimal degrees), [DM] (degrees- minutes), [DMS] (degrees-min-
utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]
tabs on the Go To interface and enter the location data of interest.
The address provider mame appears beneath the Elevation Data
when the user salects the [ADDR] tab.

Note: The address provider name appears be-
neath the Elevation Data when the user selects the
[ADDR] tab.

The Address Lookup provider used for the ADDR
tabs can be configured in the Settings > Tool Prafer-
ences > Address Lookup Preferences.

a2

Geofencing

The Emabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider betwaen Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose betweaen Entry, Exit or Both. Use the Monitor field to define which entities

the Geo Fence will track.

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enable the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fence. Select the
[Send] button to create the fence and send it to another user. Salect [Delete] to close the
Create Geo Fence window and discard changes.

%

The Geo Fence tool allows users to create a virtual fence that triggers entry/exit notifications if map
itemns of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by salectimg
the [Geo Fence] icon from the menu items or salecting it from the radial.

Alerts appear on the map interface. Selecting the [Alert No-
tification] will open the alerts menu, detailing the activity
monitored in the user defined region. The default radius for
monitoring users (filtered within the “Monitor” field) out-
sicle the Geo Fence is sat at 75 km. This means the total area
monitored begins at the farthest point from the center of the
shape plus 75 km. If the user wishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to
offin the Edit Window.

a5
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Unclassified

Track History

The devica's GPS can be used to track movements with the Track History tool. These tracked paths can be
exported to a TAK server, to a route or to a KML, KMZ, GPX or C5V file. A GPS position must be established
before tracking can begin.

Selecting the [Track History] icon will open Track Details for the cument active track. i N

The track title, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. User location data is recorded as breadcrumbs in a new track file.

15:47:102

Usa the Track Search function to view track information that has been praviously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select [Search]. The track list will
appear. The query results can be sorted by Track Mame
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and style
of a selected track can be modified or the track can be
cleared. Convert a track to a TAK route or export it as a
KML, KMZ, GP¥ or CSV file by selecting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, tha Track History Toolbar will appaar at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks on the
device.

The Track History Breadcrumb and Settings can be configured in the Settings > Tools Preferences =Track History Preferences.

Unclassified

Emergency Beacon

Select the [Emergency Beacon] icon to open the Emergency Beacon Tool

The Emergency Beacon allows the user to indicate their need for assistance, the type of emergency and their lo-
cation on the map. The type of emergency can be selected from the drop-down menu, before activation, and
includes options for an Alart, Ring the Bell, Geo Fence Breached or In Contact.

‘EW m Once the Emergency type has been selected and both switches have been enabled,
: ! the TAK Server broadcasts the announcements to all network contacts. Even if the
user's device is turned off, the beacon will continue. Only when the user returns to
the Emergency Beacon tool and tums off the switches will the beacon be canceled
and remowved. If the SMS for Emergency option has been configured, the alert will be
sent via text message to the configured numbers.

34

57.  Additionally, the exemplary Accused Products allow users to establish groups and
to exchange messages via interaction with servers which provide the Raytheon TAK, TAK Server,
ATAK, WebTAK, CivTAK, and WinTAK application services, among other relevant services.
The exemplary Accused Products further allow users to retrieve map information from multiple

sources including street-view maps, as well as satellite renderings.

34 https://drive.google.com/file/d/1bo9WHadg3J30550LIx Imn3McqEJzvgrK /view
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Undlassified

ATAK Civilian Overview

The Civilian Team Awareness Kit for Android (ATAK Civilian) is a Government-off-the-Shelf (GOTS) software application and mapping framework for mo-
bile devices. ATAK Civilian has been designed and developed to run on Android smart devices used in a first responder environment. The ATAK Civilian
software application is an extensible moving map display that integrates imagery, map and overlay information to provide enhanced collaboration and
Situational Awareness (SA) over a tactical meshed network. ATAK Civilian promotes information flow and communications from the field environment
to command enterprise locations.

The first time ATAK Civilian is opened, or after a Clear Content, a passphrase is auto-generated to activate data encryption. The user can supply their own
passphrase by using Settings > Show All Preferences > Device Preferences > Change Encryption Passphrase. Following this step, ATAK Civilian’s End User
License Agreement (EULA) must be accepted. Next, the user will be prompted to change their callsign and/or import preferences or data from a Mission
Package. All changes/imports can always be updated later. Finally, the user can place their self-marker by following the instructions located in the lower
right corner.

The toolbar runs along the top of the map display. The features whose icons form the center portion of the toolbar are discussed in individual sections of
this guide. The three dots at the right of the toolbar provide additional menu items that appear in a drop-down menu. A Long Press on the map will toggle
the toolbar between hidden and visible.

The North Arrow appears in the upper left and is used to
control map orientation. It has two primary modes: North
Up/Track Up (default) and Manual Map Rotation/Lock.
While in North Up/Track Up Mode, single press on the
[North Arrow] icon to cycle between the North Up and
Track Up map orientation. Long press the [North Arrow]
to call out the additional controls menu where the Manual Rotation/Lock
and 3D features are available. Select the [Rotation] button to enter Manual

North Arrow

! Self Marker Connection Widget
Map Rotation/Lock Mode. When in Manual Map Rotation/Lock Mode, rotate y e
the map orientation by pressing on the map with two fingers and pivoting o
them in the desired direction. Single press on the [North Arrow] to lock the 2 WanSale Wit ="

screen orientation, signified by the appearance of the lock icon, and again
to unlock the orientation for further adjustment. 3D controls are discussed in a separate section.

Select the [Magnifier] buttons to zoom in or out on the map. The map can also be zoomed by using two fingers on the screen to pinch and spread the
map. Selectthe [Back] button to center the screen on the Self Marker or the [Padlock] icon to lock the center of the screen to the Self Marker. Select the
[Orientation] icon to toggle the screen position between portrait and landscape.

The optional connection widget indicates whether or not the user is connected to a TAK Server. This has a corresponding Android notification that pro-
vides the same information. Toggle this display on at Settings > Network Connections > Network Connections > Display Connection Widget.

Alerts and notifications are displayed in the lower left of the map interface.

The Map Scale displays a 1 inch to X mi/km reference on the map. The scale adjusts with the map when zoomed in and out. Hint windows are available
to alert users to changes or make suggestions about the use of tools the first time they are opened.

Unclassified
3D View

ATAK Civilian features 3D viewing of terrain and map itermns
(DTED required). To enable 3D wview, long press on the N
[North Arrow] to call out the additional controls menu q
and select [3D]. A tilt angle indicatar will appear around %
the edge of the [North Arrow] when 3D view s active.

Touch the screen with two fingers and simultanecusly

swipe up or down on the screen to tilt the view angle. Once the appropriate
viewing angle is set, select the [3D Lock] buttan to retain this view while
panning the map. While viewing the map from an angle, some map items
will appear raised abave the map surface if they have defined elevations.

3D Models

ATAK Civilian supparts the use of 30 models. OB) models and other types from preducts such as Pix4D can be imported via the Import Manager or can
be manually placed in the atak/overlays folder prior to startup. If using Impaort Manager browse to the (0Bl file and import anly that file, ar browse to a
ZIP file that contains the (0BJ file (and others) and impart only that file. If using manual placement to the atak/overlays folder, place a ZIP file comtaining
the ORI file (and athers) into the directory and they will be imported on startup.

Once imported, a 3D Model icon will appear on the map.
Zoom into the area of the icon until a leading ring ap
pears. After the loading process has finished, the 3D
model will be projected onto the map. Enable the map
3D View and tilt the view angle to see the 3D modeling.

Loaded 3D models will appear as their own category in
Overlay Manager and can be taggled on/off or removed
from there.
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Unclassified

Placement

The user can enter locations of interest using the Point Dropper tool. Select the [Point Dropper] ican to place internationally standardized
markers and other icons on the map, edit the data and share the markers with other network members.

Self-Marker
The Self-Marker is displayed as a blue arrowhead at the user's current location. The options available on the #

Self-Marker radial are: Compass Rose, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location,
GPS Errar, Range & Bearing Line, GPS Lock to Self, Tracking Breaderumbs, Place a Marker at the user's current lo- a
cation and Details. Other TAK users appear on the display as a colored cirele, The calor of the circle represents b ﬂ
the user's Team affiliation, with additional lettering inside the circle to identify the roke the user on the team.

Tearn Member markers that include a diagonal line indicate that the GPS location is not available. A solid icon indicated that

the team member has GPS reception.

e 4

Available roles include: Team Member, Team Lead [designated by a TL in the center of the marker), Headquarters (HQ
in center), Sniper (5), Medic (+), Forward Observer (FO), RTO (R) or K9 (K9). The options available when another user's
Self-Marker is selected are: Inner Ring - Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location,
Range & Bearing Line, GPS Lock on Friendly, Video Player (if available), Communication Options (if canfigured by that
user), Custom Threat Rings, Tracking Breadcrumbs and Details.

Outer Ring {Communication Options) - Data Package, Email, SM5 Messaging, GeoChat, VOIP and Cellular Phone, when
available.

Unelassified
Radial Menus

Unknown Object Meutral Object

Friendly Object Spot Object

The options available for Unknown Object Markers are: Delete, Palar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing
Line, Lack On, Tasking, Custam Threat Rings, Tracking Breaderumbs and Details.

The aptians available for Neutral Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line,
Lock On, Tasking, Custom Threat Rings, Tracking Breaderumbs and Details.

The options available for Red Object Markers are: Delete, Polar Coordinate Entry, Compass Rose/Bullseye, Fine Adjust/Enter Coordinate/MGRS Location,
Range & Bearing Line, Tasking, Custom Threat Rings, Tracking Breadcrumbs and Details.

The aptians available for Friendly Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coardinate/MGRS Location, Range & Bearing Line,
Lock On, Video, Contact Card, Custom Threat Rings, Tracking Breadcrumbs and Details. The Video radial will activate if a properly formatted packet that
includes the link to the video feed is included. Select the videa radial to open the associated video. The Contact Card can be selected to display additional
communication options, including GeoChat, Email, VoIP, SMS Messaging and Cellular Phone, when available.

The options available for Spot Map are: Delete, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line, Nav-To, Custom Threat Rings, Labels
and Details.

The options for User Defined Iconsets are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line, Lock On,
Tasking, Custom Threat Rings. Tracking Breadcrumbs and Details.

Select [Details] on the marker radial to make desired modifications, including: Coordinate, Elevation, Name, Type and Remarks. Selecting Marker Type
opens a dialog box with extra categories. File attachments, including images, can be associated with the object by selecting the [Paperclip] icon. Once
all the desired modifications have been made, the Marker can be sent to other network members using [Send). The infarmation can be broadcast to all
members or sent to specific recipients. Select the [Auto Send] option to broadcast the marker to other TAK users on the network, with updates automat-
ically sent about once every 60 seconds.
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Unclassified

Bloodhound Tool

The Bloedhound Teol provides support for tracking and intercepting a map item. It allows the user to select two points on the map and/
or map cbjects and display range & bearing information between the chosen tracker and the target.

Select the [Bloodhound] icon to open the Bloodhound Tool. A window will open, prampting the user to choose where to start by tapping
the [From Reticle] {[default = user’s self marker) and where ta bloodhound (track) ta by tapping the [To Reticle].

Targets include map objects like other User's Self Markers, DPs, Markers, Shape center points, Range & Bearing end
points and any other map objects. If the user selects a map location instead of an object as the target, Bloodhound will
place a waypaint marker there. The self marker will then track towards the waypoint.

Select [OK] and Blaodhound will be activated.

If either point maves, the green widget in the lower left will
show the updated information. As the tracking object begins to navigate toward the target, the
Estimated Time of Arrival (ETA) will update accordingly.

The green line showing the direct path from the tracker to the target will flash when the user-de
fined ETA outer threshold is reached (default = & minutes from target). The line will flash as the
tracker continues tawand the target until the next ETA threshold is reached (default = 3 minutes).
The line will turn a flashing yellow until the final ETA threshold (default = 1 minute) is reached.
The line then flashes red until the target is reached. Colors and thresholds can be modified in
Settings > Tool Preferences > Bloodhound Preferences.

Selecting the green Bloodhound icon on the map will pan the map to the Bloadhound Bange & Bearing Line. Disengage the Bloodhound Tool by se
lecting the [Bloodhound] icon on the toolbar.

Multiple Bloodhound

To create multiple bloodhounds, selecting the
Range and Bearing Tool and select the [R&B
Line] icon. Select two markers on the map and
once the REB line is created, select the line to
bring up the radial. Select the [Bloodhound]
radial, and the bloodhound information will be
displayed on the R&E Line itself.

If either point moves, the Bloodhound information shown on the R&B Line will be updated. As

the tracking object begins to navigate taward the target, the Estimated Time of Arrival (ETA)
will update accordingly.
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Unclassified

Select the Select from the [MGRS] (military grid reference system), [DD]
[Go To] (decimal degrees), [DM] (degrees- minutas), [DMS] (degraes-min-

icon to en- utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]
ter details and navigate tabs on the GoTo interface and enter the location data of interest.
to a specific location on The address provider name appears beneath the Elevation Data
the map. when the user selects the [ADDR] tab.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DDY, [D-M] or [D-M-5] searches. If OTED is installed, the elevation value can be automatically
populated by tapping the [Pull From DTED] button.The user can select a desired marker type
(Spot, Unknown, Neutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is salected, the map will pan to the location but will not add a point.

MNote: The address provider name appears be-
neath the Elevation Data when the user selacts the
[ADDR] tab.

The Address Lookup provider usad for the ADDR
tab can be configured in the Settings > Tool Prefer-
ences > Addrass Lookup Preferances.

32
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Geofencing

The Geo Fence tool allows usars to create a virtual fance that triggers entry/exit notifications if map
iterns of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by salacting
the [Geo Fence] icon from the menu items or selecting it from the radial.

The Enabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider between Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose between Entry, Exit or Both. Use the Monitor field to define which entities
the Geo Fence will track,

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enabla the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fance. Selact the
[Send] button to create the fence and send it to another user. Select [Delete] to close the
Create Geo Fence window and discard changes.

Alerts appear on the map interface. Selecting the [Alert No-

‘b tification] will open the alerts menu, detailing the activity
monitored in the user defined region. The default radius for

. monitoring users (filtered within the “Monitor” field) out-

% side the Geo Fence is setat 75 km. This means the total area
monitored begins at the farthest point from the center of the

shape plus 75 km. If the user wishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to

off in the Edit Window.
35

Unclassified

Track History

The device’s GPS can be used to track movements with the Track History tool. These tracked paths can be
exported to a TAK sarver, to a route or to a KML, KMZ, GPX or CSV file. A GPS position must be astablished
before tracking can begin.

Arrerns

Selacting the [Track History] icon will open Track Details for the curment active track.
The track title, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track mame and select the [OK] button to
begin the new track. User location data is recorded as breadcrumbs in a new track file.

Use the Track Search function to view track information that has been previously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then sslect[Search]. The track list will
appear. The query results can be sorted by Track Name
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and style
of a selected track can be modified or the track can be
cleared. Convert a track to a TAK route or export itas a
KML, KMZ, GPX or CSV file by selacting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completas.

When viewing the track list, the Track History Toolbar will appear at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks on the
device.

The Track History Breadcrumb and Settings can be configured in the Settings = Tools Preferences = Track History Preferences.
7 35

35 https://drive.google.com/file/d/1bo9WHadg3J30550LIx Imn3McqEJzvgrK /view
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58. The exemplary Accused Products are programmed to form and join groups by

transmitting messages:

36 https://wiki.civtak.org/index.php?title=ATAK Manual

80



Case 2:24-cv-00598-RWS-RSP Document 15 Filed 10/24/24

Unclassified
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Contacts

variety af ways in which a user may communicate with
at (ATAK Civilian's built in Chat capability), Data Packages,
d XMPP.

The Contacts list include

ather users, such as GeoCl
Email, Phone, SMS, Vi

own in the last column) may be selected and used until anoth

!
cted.

A default communication type |
er type of communication is se

The Contacts list has two filters available
at the bottom of the screen. The Unread
Only box, when checked, will |
contacts with whom there are unread message waiting.
checked (default), all available contacts are displayed. The [Show All]
bax, when checked (default), will display all contacts regardless of their
lecation. When unchecked, only contacts that are visible on current
map screen will be displa

only

When un

XMPF

PREFECT (5] ()

ated by changing the contact listing to a vellow colar and the marker changes to gray both in the list and

If a eontact is no longer online, it will be in
on the map.

ese contain additional infor

Profile cards are accessed by selecting the second to last column in the Contacts list and are available for each conta

mation about that contact including: 1) rale, software type and version installed, node type, default connector, last r

wrted time, battery life; 2) loca

ailable types of communication.

tion infermation, and

Unclassified

GeoChat Group Management

A

Text-based Chat messages may be sent to active network members by using the GeoChat function. To enter GeoChat Group Manage-
ment, select the [Contacts] icon and select [GeoChat] from the drop-down menu.

GaoChat Group Management is initiated through Contacts. Salect the [Contacts] icon, then
select GeoChat from the drop-down. The user can now create, adit and deleta chat groups,
as well as sub-groups To create a chat group, select the [Groups] line (not the communica-
tions button). Select the [Add Group] icon to create the name
of the group and add contacts to the group and then select
[Create]. Ifa parent group is being created, no contacts need
to be added at this level. To add a nested group, tap the parent
group, select the [Add Group] icon to create the name of the
sub-group and add contacts. Groups may be managed using
the options to add/delete contacts or to add/delete GeoChat

group.

A 2 &

To add users to a group, select the [Groups] line (not the communications button), then select the name of the group to add users. Selact the [Add
Users] icon. A window will open allowing the group creater to add users to the selected group. Select the [Add] button when all the users to be added
are checked.

GeoChat M

ging
Group and person-to-person messaging is available. To view messages from or send messages to an individual,
tap on the desired contact’s [Communication] icon. Selecting the [Pan To] icon, located at the top right of the
call sign in an individual chat, will pan the map interface to that user's location. Select [All Chat Rooms] to view
all messages from or send messages to those present on the network or TAK Server. Other groupings available for
viewing or sending messages are: Forward Observer, Groups, HQ, K8, Medic, RTO, Sniper, Team Lead and Teams.
If the usar's current role is Forward Observer, HO, K9, Medic, RTO, Sniper or Team Lead, that user can view or send
messages to all other contacts with the same role. If a GeoChat message is sent from the top level of Teams, it will
be sent to all contacts, similar to [All Chat Rooms).

When a sub-Team is chosen, messages can only be sent to that user's active (My Team) team color. When a parent
group is chosen, messages are sent to all members of the parent group, as well as all of the sub-groups. When a
sub-group is chosen, messages are sent only to members of the sub-group. Individuals within GeoChat may be
removed from the Contacts menu by toggling the visibility of individuals or groups within Cverlay Manager.

26
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Unclassified

GeoChat Messaging (continued)

Selecting in the Free Text Entry area will open an onscreen keyboard.
At the bottom of the Chat area are pre-defined messages that may be
usad to quickly create a message to send. Tap the current menu button
to scroll through the different menus of canned messages, including:
e . DFLT1, DFLT2, ASLT1, ASLT2, RECON1 and RECOMZ. These pre-defined
(s 3 5 6 S 6E IO 5 = messages prasent an easy way to transmit a brief message to other net-

'R ICE IS B A work members concerning position or other important communication.

L LB Ll The pre-defined messages may be changed by
long pressing on the button and changing its
label and comesponding value.

avoo

A numbered red dot will appear on the [Contacts] icon when a message has
been received successfully. The number denctes the number of unread mes-
sages that have been received. Selact this icon to view the contact list. The user
name who sent the message will appear with a numbered red dot next to their
name. Alternatively, the text of the message can be read by dragging down
from the top to see the Android notifications window. This notification will only
stay available for a short time.

37

59.  The exemplary Accused Products are further programmed to facilitate participation
in the group by communicating with a server and sending to and receiving location information,

as depicted below:

37 https://drive.google.com/file/d/1bo9WHadg3J30550LIx Imn3McqEJzvgrK /view
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Unclassified

GeoChat Group Management

Text-based Chat messages may be sent to active network members by using the GeoChat function. To enter GeoChat Group Manage-
ment, select the [Contacts] icon and salact [GeoChat] from the drop-down menu.

GeoChat Group Management is initiated through Contacts. Select the [Contacts] icon, then
select GeoChat from the drop-down. The user can now create, edit and delete chat groups,
as wall as sub-groups To create a chat group, select the [Groups] line (not the communica-
tions button). Select the [Add Group]icon to create the name
of the group and add contacts to the group and then select
[Create]. Ifa parent group is being created, no contacts need
to be added at this level. To add a nested group, tap the parent
group, select the [Add Group] icon to create the name of the
sub-group and add contacts. Groups may be managed using

the options to add/delete contacts or to add/delete GeoChat .‘ 3 “
group.

To add users to a group, select the [Groups] line (not the communications button), then select the name of the group to add users. Select the [Add

Users] icon. A window will open allowing the group creater to add users to the selected group. Select the [Add] button when all the users to be added
are checked.

GeoChat Me

ging

Group and person-to-person messaging is available. To view messages from or send messages to an individual,
tap on the desired contact’s [Communication] icon. Selecting the [Pan To] icon, located at the top right of the
call sign in an individual chat, will pan the map interface to that user's location. Select [All Chat Rooms] to view
all messages from or send messages to those present on the network or TAK Server. Other groupings available for
viewing or sending messages are: Forward Observer, Groups, HQ, K9, Medic, RTO, Sniper, Team Lead and Teams.
If the user's current role is Forward Observer, HO, K9, Medic, RTO, Sniper or Team Lead, that user can view or send
messages to all other contacts with the same role. If a GeoChat message is sent from the top level of Teams, it will
be sent to all contacts, similar to [All Chat Rooms].

When a sub-Team is chosen, messages can only be sent to that user's active (My Team) team color. When a parent
group is chosen, messages are sent to all members of the parent group, as well as all of the sub-groups. When a
sub-group is chosen, messages are sent only to members of the sub-group. Individuals within GeoChat may be
removed from the Contacts menu by toggling the visibility of individuals or groups within Cverlay Manager.

26

Unclassified

oChat Messaging (continued)

Selecting in the Free Text Entry area will open an onscreen keyboard.

At the bottom of the Chat area are pre-defined messages that may be

used to quickly create a message to send. Tap the current menu button

to scroll through the different menus of canned messages, including:

— : DFLT1, DFLT2, ASLT1, ASLT2, RECONT and RECOMZ2. These pre-defined
s €5 £5 IS K3 B ‘ 0 W] B messages present an easy way to transmit a brief message to other net-
ANDDEENDIEDE work members concerning position or other important communication.

- The pre-defined messages may bechanged by

long pressing on the button and changing its
label and comesponding value.

avoo

A numbered red dot will appear on the [Contacts] icon when a message has
been received successfully. The number denotes the number of unread mes-
sages that have been received. Select this icon to view the contact list. The user
name who sent the message will appear with a numbered red dot next to their
name. Altermatively, the text of the message can be read by dragging down
from the top to see the Android notifications window. This notification will only
stay available for a short time.
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GoTo
Select the
[Go To]
icon to en-

ter details and navigate
to a specific location on
the map.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DD), [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
populated by tapping the [Pull From DTED] button.The user can select a desired marker type
(Spot, Unknown, Neutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is selected, the map will pan to the location but will not add a point.

Select from the [MGRS] (military grid reference systam), [DD]
(decimal degrees), [DM] (degrees- minutes), [DMS] (degrees-min-
utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]
tabs on the Go To interface and enter the location data of interest.
The address provider mame appears beneath the Elevation Data
when the user salects the [ADDR] tab.

Note: The address provider name appears be-
neath the Elevation Data when the user selects the
[ADDR] tab.

The Address Lookup provider used for the ADDR
tabs can be configured in the Settings > Tool Prafer-
ences > Address Lookup Preferences.

a2

Geofencing

The Emabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider betwaen Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose betweaen Entry, Exit or Both. Use the Monitor field to define which entities

the Geo Fence will track.

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enable the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fence. Select the
[Send] button to create the fence and send it to another user. Salect [Delete] to close the
Create Geo Fence window and discard changes.

%

The Geo Fence tool allows users to create a virtual fence that triggers entry/exit notifications if map
itemns of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by salectimg
the [Geo Fence] icon from the menu items or salecting it from the radial.

Alerts appear on the map interface. Selecting the [Alert No-
tification] will open the alerts menu, detailing the activity
monitored in the user defined region. The default radius for
monitoring users (filtered within the “Monitor” field) out-
sicle the Geo Fence is sat at 75 km. This means the total area
monitored begins at the farthest point from the center of the
shape plus 75 km. If the user wishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to
offin the Edit Window.

a5
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Unclassified

Track History

The devica's GPS can be used to track movements with the Track History tool. These tracked paths can be
exported to a TAK server, to a route or to a KML, KMZ, GPX or C5V file. A GPS position must be established
before tracking can begin.

Selecting the [Track History] icon will open Track Details for the cument active track. i N

The track title, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. User location data is recorded as breadcrumbs in a new track file.

15:47:102

Usa the Track Search function to view track information that has been praviously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select [Search]. The track list will
appear. The query results can be sorted by Track Mame
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and style
of a selected track can be modified or the track can be
cleared. Convert a track to a TAK route or export it as a
KML, KMZ, GP¥ or CSV file by selecting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, tha Track History Toolbar will appaar at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks on the
device.

The Track History Breadcrumb and Settings can be configured in the Settings > Tools Preferences =Track History Preferences.

Unclassified

Emergency Beacon

Select the [Emergency Beacon] icon to open the Emergency Beacon Tool

The Emergency Beacon allows the user to indicate their need for assistance, the type of emergency and their lo-
cation on the map. The type of emergency can be selected from the drop-down menu, before activation, and
includes options for an Alart, Ring the Bell, Geo Fence Breached or In Contact.

‘EW m Once the Emergency type has been selected and both switches have been enabled,
: ! the TAK Server broadcasts the announcements to all network contacts. Even if the
user's device is turned off, the beacon will continue. Only when the user returns to
the Emergency Beacon tool and tums off the switches will the beacon be canceled
and remowved. If the SMS for Emergency option has been configured, the alert will be
sent via text message to the configured numbers.

38

60.  The location information is presented on interactive displays on the exemplary
Accused Products which include interactive maps and a plurality of user selectable symbols
corresponding to other devices. The symbols are positioned on the map at positions corresponding

to the locations of the other devices, as depicted below:

38 https://drive.google.com/file/d/1bo9WHadg3J30550LIx Imn3McqEJzvgrK /view
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Unclassified

ATAK Civilian Overview

The Civilian Team Awareness Kit for Android (ATAK Civilian) is a Government-off-the-Shelf (GOTS) software application and mapping framework for mo-
bile devices. ATAK Civilian has been designed and developed to run on Android smart devices used in a first responder environment. The ATAK Civilian
software application is an extensible moving map display that integrates imagery, map and overlay information to provide enhanced collaboration and
Situational Awareness (SA) over a tactical meshed network. ATAK Civilian promotes information flow and communications from the field environment
to command enterprise locations.

The first time ATAK Civilian is opened, or after a Clear Content, a passphrase is auto-generated to activate data encryption. The user can supply their own
passphrase by using Settings > Show All Preferences > Device Preferences > Change Encryption Passphrase. Following this step, ATAK Civilian's End User
License Agreement (EULA) must be accepted. Next, the user will be prompted to change their callsign and/or import preferences or data from a Mission
Package. All changes/imports can always be updated later. Finally, the user can place their self-marker by following the instructions located in the lower
right corner.

The toolbar runs along the top of the map display. The features whose icons form the center portion of the toolbar are discussed in individual sections of
this guide. The three dots at the right of the toolbar provide additional menu items that appear in a drop-down menu. A Long Press on the map will toggle
the toolbar between hidden and visible.

The North Arrow appears in the upper left and is used to
control map orientation. It has two primary modes: North
Up/Track Up (default) and Manual Map Rotation/Lock.
While in North Up/Track Up Mode, single press on the

Ner
[North Arrow] icon to cycle between the North Up and Other User's
Marker

Track Up map orientation. Long press the [North Arrow]
to call out the additional controls menu where the Manual Rotation/Lock
and 3D features are available. Select the [Rotation] button to enter Manual
Map Rotation/Lock Mode. When in Manual Map Rotation/Lock Mode, rotate
the map orientation by pressing on the map with two fingers and pivoting
them in the desired direction. Single press on the [North Arrow] to lock the Lo g seale
screen orientation, signified by the appearance of the lock icon, and again
to unlock the orientation for further adjustment. 3D controls are discussed in a separate section.

self Marker

Select the [Magnifier] buttons to zoom in or out on the map. The map can also be zoomed by using two fingers on the screen to pinch and spread the
map. Select the [Back] button to center the screen on the Self Marker or the [Padlock] icon to lock the center of the screen to the Self Marker. Select the
[Orientation] icon to toggle the screen position between portrait and landscape.

The optional connection widget indicates whether or not the user is connected to a TAK Server. This has a corresponding Android notification that pro-
vides the same information. Toggle this display on at Settings > Network Connections > Network Connections > Display Connection Widget.

Alerts and notifications are displayed in the lower left of the map interface.

The Map Scale displays a 1 inch to X mi/km reference on the map. The scale adjusts with the map when zoomed in and out. Hint windows are available
to alert users to changes or make suggestions about the use of tools the first time they are opened.
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Unclassified
GoTo
Select the
[Go To]
icon to en-

ter details and navigate
to a specific location on
the map.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DD), [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
populated by tapping the [Pull From DTED] button.The user can select a desired marker type
(Spot, Unknown, Neutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is selected, the map will pan to the location but will not add a point.

Select from the [MGRS] (military grid reference systam), [DD]
(decimal degrees), [DM] (degrees- minutes), [DMS] (degrees-min-
utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]
tabs on the Go To interface and enter the location data of interest.
The address provider mame appears beneath the Elevation Data
when the user salects the [ADDR] tab.

Note: The address provider name appears be-
neath the Elevation Data when the user selects the
[ADDR] tab.

The Address Lookup provider used for the ADDR
tabs can be configured in the Settings > Tool Prafer-
ences > Address Lookup Preferences.

a2

Geofencing

The Emabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider betwaen Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose betweaen Entry, Exit or Both. Use the Monitor field to define which entities

the Geo Fence will track.

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enable the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fence. Select the
[Send] button to create the fence and send it to another user. Salect [Delete] to close the
Create Geo Fence window and discard changes.

%

The Geo Fence tool allows users to create a virtual fence that triggers entry/exit notifications if map
itemns of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by salectimg
the [Geo Fence] icon from the menu items or salecting it from the radial.

Alerts appear on the map interface. Selecting the [Alert No-
tification] will open the alerts menu, detailing the activity
monitored in the user defined region. The default radius for
monitoring users (filtered within the “Monitor” field) out-
sicle the Geo Fence is sat at 75 km. This means the total area
monitored begins at the farthest point from the center of the
shape plus 75 km. If the user wishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to
offin the Edit Window.

a5
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Unclassified

Track History

The devica's GPS can be used to track movements with the Track History tool. These tracked paths can be
exported to a TAK server, to a route or to a KML, KMZ, GPX or C5V file. A GPS position must be established
before tracking can begin.

Selecting the [Track History] icon will open Track Details for the cument active track. i N

The track title, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. User location data is recorded as breadcrumbs in a new track file.

15:47:102

Usa the Track Search function to view track information that has been praviously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select [Search]. The track list will
appear. The query results can be sorted by Track Mame
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and style
of a selected track can be modified or the track can be
cleared. Convert a track to a TAK route or export it as a
KML, KMZ, GP¥ or CSV file by selecting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, tha Track History Toolbar will appaar at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks on the
device.

The Track History Breadcrumb and Settings can be configured in the Settings > Tools Preferences =Track History Preferences.

Unclassified

Emergency Beacon

Select the [Emergency Beacon] icon to open the Emergency Beacon Tool

The Emergency Beacon allows the user to indicate their need for assistance, the type of emergency and their lo-
cation on the map. The type of emergency can be selected from the drop-down menu, before activation, and
includes options for an Alart, Ring the Bell, Geo Fence Breached or In Contact.

‘EW m Once the Emergency type has been selected and both switches have been enabled,
: ! the TAK Server broadcasts the announcements to all network contacts. Even if the
user's device is turned off, the beacon will continue. Only when the user returns to
the Emergency Beacon tool and tums off the switches will the beacon be canceled
and remowved. If the SMS for Emergency option has been configured, the alert will be
sent via text message to the configured numbers.

39

61.  The exemplary Accused Products are further programmed to permit users to request
and display additional maps from additional servers by, for example, moving the map screen
and/or by selecting satellite images or other types of maps. The exemplary Accused Products are

further programmed to permit interaction with the display where a user may select one or more

3% https://drive.google.com/file/d/1bo9WHadg3J30550LIx Imn3McqEJzvgrK /view
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symbols and where the exemplary Accused Products further permit data to be sent to other devices
based on that interaction.

Unclassified
ATAK Civilian Overview

The Civilian Team Awareness Kit for Android (ATAK Civilian) is a Government-off-the-Shelf (GOTS) software application and mapping framework for mo-
bile devices. ATAK Civilian has been designed and developed to run on Android smart devices used in a first responder environment. The ATAK Civilian
software application is an extensible moving map display that integrates imagery, map and overlay information to provide enhanced collaboration and
Situational Awareness (SA) over a tactical meshed network. ATAK Civilian promotes information flow and communications from the field environment
to command enterprise locations.

The first time ATAK Civilian is opened, or after a Clear Content, a passphrase is auto-generated to activate data encryption. The user can supply their own
passphrase by using Settings > Show All Preferences > Device Preferences > Change Encryption Passphrase. Following this step, ATAK Civilian's End User
License Agreement (EULA) must be accepted. Next, the user will be prompted to change their callsign and/or import preferences or data from a Mission
Package. All changes/imports can always be updated later. Finally, the user can place their self-marker by following the instructions located in the lower
right corner.

The toolbar runs along the top of the map display. The features whose icons form the center portion of the toolbar are discussed in individual sections of
this guide. The three dots at the right of the toolbar provide additional menu items that appear in a drop-down menu. A Long Press on the map will toggle
the toolbar between hidden and visible.

The North Arrow appears in the upper left and is used to
control map orientation. It has two primary modes: North
Up/Track Up (default) and Manual Map Rotation/Lock.
While in North Up/Track Up Mode, single press on the

Merth Arrew

[North Arrow] icon to cycle between the North Up and Other

Marker / Example Route

Track Up map orientation. Long press the [North Arrow]
to call out the additional controls menu where the Manual Rotation/Lock
and 3D features are available. Select the [Rotation] button to enter Manual [,
Map Rotation/Lock Mode. When in Manual Map Rotation/Lock Mode, rotate ""“"C“ -~
the map orientation by pressing on the map with two fingers and pivoting
them in the desired direction. Single press on the [North Arrow] to lock the Lo Mg seale
screen orientation, signified by the appearance of the lock icon, and again
to unlock the orientation for further adjustment. 3D controls are discussed in a separate section.

Select the [Magnifier] buttons to zoom in or out on the map. The map can also be zoomed by using two fingers on the screen to pinch and spread the
map. Select the [Back] button to center the screen on the Self Marker or the [Padlock] icon to lock the center of the screen to the Self Marker. Select the
[Orientation] icon to toggle the screen position between portrait and landscape.

self Marker

The optional connection widget indicates whether or not the user is connected to a TAK Server. This has a corresponding Android notification that pro-
vides the same information. Toggle this display on at Settings > Network Connections > Network Connections > Display Connection Widget.

Alerts and notifications are displayed in the lower left of the map interface.

The Map Scale displays a 1 inch to X mi/km reference on the map. The scale adjusts with the map when zoomed in and out. Hint windows are available
to alert users to changes or make suggestions about the use of tools the first time they are opened.
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Unclassified

Select the Select from the [MGRS] (military grid reference system), [DD]

[Go To] (decimal degrees), [DM] (degrees- minutes), [DM 5] (degreas-min-

icon to en- utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]
ter details and navigate tabs on the Go To interface and enter the location data of interest.
to a specific location on The address provider name appears beneath the Elevation Data
the map. when the user selects the [ADDR] tab.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DDY, [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
populatad by tapping the [Pull From DTED] button.The usar can salact a desired marker type
(Spot, Unknown, Neutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is selected, the map will pan to the lecation but will not add a point.

Mote: The address provider name appears be-
neath the Elevation Data when the user selectsthe
[ADDR] tab.

The Address Lookup provider usad for the ADDR
tab can be configured in the Settings > Tool Prefer-
ences > Address Lookup Preferences.

32

Geofencing

The Geo Fence tool allows users to creats a virtual fance that triggers entry/exit netifications if map
iterns of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by salecting
the [Geo Fence] icon from the menu items or selecting it from the radial

The Enabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider between Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose between Entry, Exit or Both. Use the Monitor field to define which entities
the Geo Fence will track.

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enable the Elevation field, where elevation boundaries for the entities be-
ing trackad can be defined. Select the [OK] button to finish creating the fance. Salect the
[Send] button to create the fence and send it to another user. Select [Delete] to close the
Create Geo Fence window and discard changes.

Alerts appear on the map interface. Selecting the [Alert No-

‘» tification] will open the alerts menu, detailing the activity
monitorad in the user defined ragion. The default radius for

- monitoring users (filtered within the “Monitor”™ field) out-

e side the Geo Fence is set at 75 km. This means the total area
manitored begins at the farthest point from the center of the

shape plus 75 km. If the user wishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to
off in the Edit Window.

a5
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Unclassified

Track History

The devica's GPS can be used to track movements with the Track History tool. These tracked paths can be
exported to a TAK server, to a route or to a KML, KMZ, GPX or C5V file. A GPS position must be established
before tracking can begin.

Selecting the [Track History] icon will open Track Details for the cument active track.
The track title, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. User location data is recorded as breadcrumbs in a new track file.

15:47:102

Usa the Track Search function to view track information that has been praviously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select [Search]. The track list will
appear. The query results can be sorted by Track Mame
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and style
of a selected track can be modified or the track can be
cleared. Convert a track to a TAK route or export it as a
KML, KMZ, GP¥ or CSV file by selecting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, tha Track History Toolbar will appaar at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks on the
device.

The Track History Breadcrumb and Settings can be configured in the Settings > Tools Preferences =Track History Preferences.
7

Unclassified

Emergency Beacon

Select the [Emergency Beacon] icon to open the Emergency Beacon Tool

Tha Emergency Beacon allows the user to indicate their need for assistance, the typa of emargency and thair lo-
cation on the map. The type of emergency can be selected from the drop-down menu, bafore activation, and
includes options for an Alert, Ring the Bell, Geo Fence Breached or In Contact.

Once the Emergency type has been selected and both switches have been enabled,
the TAK Server broadcasts the announcements to all network contacts. Even if the
user's device is turned off, the beacon will continue. Only when the user returns to
the Emergency Beacon tool and tums off the switches will the beacon be canceled
and removed. If the SMS for Emergency option has been configured, the alert will be
sent via text message to the configured numbers.

40

62. The Accused Products, such as Defendants’ Airport Surface Awareness System,
Pro Line Fusion, Surface Management System, Ascend, OpsCore, ARINCDirect, ARINC Global
Network, ARINC Integrator, ARINC Hermes, FasTAK, and Rosetta Technology applications,

solutions, and servers further include similar features and functionalities to Raytheon TAK, TAK

40 https://drive.google.com/file/d/1bo9WHadg3J30550L1x 1mn3McqEJzvegrK/view
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Server, ATAK, WebTAK, CivTAK, and WinTAK applications, solutions, and servers, and

infringe in a substantially similar manner:*!

42

4! https://www.collinsaerospace.com/what-we-do/industries/commercial-aviation/flight-
operations/message-management; https://www.collinsaerospace.com/what-we-
do/industries/commercial-aviation/ground-operations/messaging-data-exchange/arinc-messaging
42 https://www.rtx.com/news/news-center/2024/05/09/rtx-introduces-the-collins-airport-surface-
awareness-system
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Moving map

Integrates the terrain database with
real-time flight information for greater
situational awareness, overlay weather,
airways, navaids, and more on the moving
map especially in low visibility conditions
and unfamiliar territory. All delivered with
the enhanced safety of natural,
eyes-forward flying.

43

43 https://www.collinsaerospace.com/what-we-do/industries/military-and-
defense/targeting/targeting-and-c2/fastak-integrated-targeting-system
https://www.rockwellcollins.com/~/media/Files/Unsecure/Products/Product%20Brochures/Integr
ated%20Systems/Flight%20Deck/Pro%20Line%20Fusion/Pro%20Line%20Fusion%20Gulfstrea
m%20G280.aspx; https://battle-updates.com/update/contract-news-in-brief-837/; https://prd-
sc102-cdn.rtx.com/-/media/ca/product-assets/marketing/r/rosetta-technology-data-
sheet.pdf?rev=8{6858685dde43b4a432806333f4624b&hash=F0C027F7D9128630CF5CDB243
A3FFDCB
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Optimized data for faster decision-making

OpsCore pairs Collins’ proven messaging, alerting and fleet
management capabilities with Flight&ware’s Firehose™ AP
and HyperFeed® data aggregation and analysis tools to bring
multiple sources of data together into one, single stream

of actionable data. This is then delivered to aircrews, flight
operators and key airport personnel, keeping them informed at
every step of the journey.

This bird's eye view of operations, combined with a high level
of data-driven situational awareness, supports better, faster
decision-making, as well as reduced costs and delays from
IRROPS, fuel and weather impacts.

44

45

4 https://prd-sc102-cdn.rtx.com/-/media/ca/product-assets/marketing/o/opscore/opscore-flight-
tracking-data-sheet-
v4.pdf?rev=a023a17537e¢34e608801ce915734e749&hash=AC3FA21989AC3122EBDA90B562
4338FD

4 https://www.collinsaerospace.com/what-we-do/industries/military-and-
defense/targeting/targeting-and-c2/fastak-integrated-targeting-system
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63. AGIS Software has suffered damages as a result of Defendants’ direct and indirect
infringement of the *123 Patent in an amount to be proved at trial.

64. AGIS Software has suffered, and will continue to suffer, irreparable harm as a result
of Defendants’ infringement of the *123 Patent for which there is no adequate remedy at law unless

Defendants’ infringement is enjoined by this Court.

COUNT 1V
(Infringement of the ’829 Patent)

65.  Paragraphs 1 through 19 are incorporated herein by reference as if fully set forth in
their entireties.

66. AGIS Software has not licensed or otherwise authorized Defendants to make, use
offer for sale, sell, distribute, export from, or import any products that embody the inventions of
the *829 Patent.

67.  Defendants have and continue to directly infringe at least claim 34 of the ’829
Patent, either literally or under the doctrine of equivalents, by making, using, selling, offering for
sale, distributing, exporting from, and/or importing into the United States the Accused Products
without authority and in violation of 35 U.S.C. § 271(a).

68.  Defendants have and continue to indirectly infringe at least claim 34 of the 829
Patent by actively, knowingly, and intentionally inducing others to directly infringe, either literally
or under the doctrine of equivalents, by making, using, selling, offering for sale, distributing,
exporting from, and/or importing into the United States the infringing Accused Products and by
instructing users of the Accused Products to perform at least the method of claim 34 in the *829
Patent. For example, Defendants, with knowledge that the Accused Products infringe the ’829
Patent at least as of the date of this Complaint, actively, knowingly, and intentionally induced, and

continue to actively, knowingly, and intentionally induce direct infringement of at least claim 34
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of the ’829 Patent in violation of 35 U.S.C. § 271(b). Alternatively, Defendants believed there
was a high probability that others would infringe the *829 Patent but remained willfully blind to
the infringing nature of others’ actions.

69. For example, Defendants have indirectly infringed and continue to indirectly
infringe at least claim 34 of the *829 Patent in the United States because Defendants’ customers
use the Accused Products, including at least the Raytheon TAK, TAK Server, ATAK, WebTAK,
CivTAK, and WinTAK solutions and servers, alone or in conjunction with additional Accused
Products, in accordance with Defendants’ instructions and thereby directly infringe at least one
claim of the 829 Patent in violation of 35 U.S.C. § 271. Defendants directly and/or indirectly
intentionally instruct their customers to infringe through training videos, demonstrations,
brochures, installations, and/or user guides, such as those located at one or more of the following:
https://bbn-tak.myshopify.com/; https://www.civtak.org/atak-about/;
https://www.civtak.org/documentation/; https://wiki.civtak.org/index.php?title=ATAK Manual;
and through Raytheon’s agents and representatives located within this Judicial District.
Defendants are thereby liable for infringement of the 829 Patent under 35 U.S.C. § 271(b).

70. Alternatively, Defendants believed there was a high probability that others would
infringe the *829 Patent but remained willfully blind to the infringing nature of others’ actions.
For example, Defendants directly infringe and/or indirectly infringe by instructing their customers
to infringe by a system comprising: a second device programmed to perform operations
comprising: receiving from a first device via a first server, a request to join a group, wherein the
group includes the first device; sending, to the first server, an indication of acceptance of the
request, wherein the first server is configured to join the first device to the group based on the

acceptance of the request, and wherein joining the first device to the group comprises authorizing
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the first device to repeatedly share device location information and repeatedly engage in remote
control operations with each device included in the group; sending a first message to the first
server, wherein the first message comprises data identifying the first device and a request for a
first updated location of the first device, and wherein the first server is configured to send a second
message to the first device based on and in response to receiving the first message from the second
device, wherein the second message comprises a request for the first updated location of the first
device; after sending the first message, receiving, from the first server, a response to the first
message, the response including first location information comprising the first updated location of
the first device; receiving from a second server, georeferenced map data; presenting, via a display
of the second device, a georeferenced map based on the georeferenced map data and a symbol
corresponding to the first device; wherein the symbol is positioned on the georeferenced map at a
first position corresponding to the first updated location of the first device, and wherein the
georeferenced map data relate positions on the georeferenced map to spatial coordinates; after
receiving the first location information and the georeferenced map data, and after presenting the
georeferenced map and the symbol positioned on the georeferenced map at the first position
corresponding to the first updated location of the first device, receiving second location
information comprising a second updated location of the first device from the first server, and
using the server-provided georeferenced map data and the second location information to
reposition the symbol on the georeferenced map at a second position corresponding to the second
updated location of the first device; and identifying user interaction with the display specifying an
action and, based thereon, sending, to the first server, a third message related to remotely
controlling the first device to perform an action, wherein the first server is configured to send a

fourth message to the first device based on receiving the third message from the second device,
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wherein the fourth message relates to remotely controlling the first device to perform the action,
and wherein the first device is configured to perform the action based on receiving the fourth
message. For example, the Accused Products include features, as shown below.

71. For example, Defendants’ Accused Products allow users to share their locations
and view other users’ locations on a map and to communicate with those users via the Raytheon

TAK, TAK Server, ATAK, WebTAK, CivTAK, and WinTAK applications and solutions:

The Team Awareness Kit (TAK), for civilian uses, or Tactical Assault Kit (also TAK) for military usesis a
suite of software that provides geospatial information and allows user collaboration over geography.
There are numerous TAK Products in the TAK family, all developed at government expense

The Team Awareness Kit for Android (ATAK, also known as CivTAK) was originally developed by the Air
Force Research Laboratory (AFRL) and is now maintained by a Joint Product Center.

ATAK (including CivTAK) is an Android smartphone geospatial infrastructure and situational awareness
app. It allows for precision targeting, surrounding land formation intelligence, situational awareness,
navigation, and data sharing.

All the Android variants of TAK are virtually identical and all are interoperable with each other and with
other TAK products. There are small, military-specific additions in military versions of ATAK.

46

46 https://www.civtak.org/documentation/
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Unclassified

ATAK Civilian Overview

The Civilian Team Awareness Kit for Android (ATAK C n) is a Government-off-the-Shelf (GOTS) software application and mapping framework for mo-
bile devices. ATAK Civilian has been designed and developed to run on Android smart devices used in a first responder environment. The ATAK Civilian
software application is an extensible moving map display that integrates imagery, map and overlay information to provide enhanced collaboration and
Situational Awareness (SA) over a tactical meshed network. ATAK Civilian promotes information flow and communications from the field environment
to command enterprise locations.

The first time ATAK Civilian is opened, or after a Clear Content, a passphrase is auto-generated to activate data encryption. The user can supply their own
passphrase by using Settings > Show All Preferences > Device Preferences > Change Encryption Passphrase. Following this step, ATAK Civilian’s End User
License Agreement (EULA) must be accepted. Next, the user will be prompted to change their callsign and/or import preferences or data from a Mission
Package. All changes/imports can always be updated later. Finally, the user can place their self-marker by following the instructions located in the lower
right corner.

The toolbar runs along the top of the map display. The features whose icons form the center portion of the toolbar are discussed in individual sections of
this guide. The three dots at the right of the toolbar provide additional menu items that appear in a drop-down menu. A Long Press on the map will toggle
the toolbar between hidden and visible.

The North Arrow appears in the upper left and is used to
control map orientation. It has two primary modes: North
Up/Track Up (default) and Manual Map Rotation/Lock
While in North Up/Track Up Mode, single press on the
[North Arrow] icon to cycle between the North Up and Other User's
Track Up map orientation. Long press the [North Arrow] - Surghpe
to call out the additional controls menu where the Manual Rotation/Lock ;
and 3D features are available. Select the [Rotation] button to enter Manual ~[SSESRES
Map Rotation/Lock Mode. When in Manual Map Rotation/Lock Mode, rotate [t
the map orientation by pressing on the map with two fingers and pivoting
them in the desired direction. Single press on the [North Arrow] to lock the Lo wMapsale
screen orientation, signified by the appearance of the lock icon, and again
to unlock the orientation for further adjustment. 3D controls are discussed in a separate section.

Select the [Magnifier] buttons to zoom in or out on the map. The map can also be zoomed by using two fingers on the screen to pinch and spread the
map. Select the [Back] button to center the screen on the Self Marker or the [Padlock] icon to lock the center of the screen to the Self Marker. Select the
[Orientation] icon to toggle the screen position between portrait and landscape.

Narth Arrow

Sell Marker

The optional connection widget indicates whether or not the user is connected to a TAK Server. This has a corresponding Android notification that pro-
vides the same information. Toggle this display on at Settings > Network Connections > Network Connections > Display Connection Widget.

Alerts and notifications are displayed in the lower left of the map interface.

The Map Scale displays a 1 inch to X mi/km reference on the map. The scale adjusts with the map when zoomed in and out. Hint windows are available
to alert users to changes or make suggestions about the use of tools the first time they are opened.

Unelassified
3D View

ATAK Civilian features 3D viewing of terrain and map items
(DTED required). To enable 3D view, long press on the N
[North Arrow] to call aut the additional controls menu Q
and select [3D]. A tilt angle indicatar will appear around $
the edge of the [North Arrow] when 3D view is active.

Touch the screen with two fingers and simultaneously

swipe up or down an the screen to tilt the view angle. Once the appropriate
viewing angle is set, select the [3D Lock] buttan to retain this view while
panning the map. While viewing the map from an angle, some map items
will appear raised abave the map surface if they have defined elevations.

3D Models

ATAK Civilian supparts the use of 30 models. OB) models and ather types from products such as Pix4D can be imported via the Import Manager or can
be manually placed in the atak/overlays folder priar to startup. If using Import Manager browse to the 0B file and import only that file, or browse to a
ZIP file that cantains the (OB file {and others) and import only that file. If using manual placement to the atak/overlays folder, place a ZIP file containing
the .OBJ file (and others) into the directory and they will be imported on startup.

Once imported, a 3D Model icon will appear on the map.
Zoom into the area of the icon until a loading ring ap:
pears. After the loading process has finished, the 3D
model will be projected onto the map. Enable the map
3D View and tilt the view angle to see the 3D modeling.

Loaded 3D models will appear as their own categery in
Overlay Manager and can be toggled on/off or removed
from there.
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Unelassified

Placement
o The user can enter locations of interest using the Point Dropper tool. Select the [Point Dropper] icon to place internationally standardized
o markers and other icons on the map, edit the data and share the markers with other network members.
¥

Varker

The Self-Marker is displayed as a blue arrowhead at the user's current location. The options available on the

Self-Marker radial are: Compass Rose, Palar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Locatian,

GPS Errar, Range & Bearing Line, GPS Lock to Self, Tracking Breadcrumbs, Place a Marker at the user's current lo

cation and Details. Other TAK users appear on the display as a colored circle. The color of the circle represents

the user’s Team affiliation, with additional lettering inside the circle to identify the role the user on the team.
Team Member markers that include a diaganal line indicate that the GPS location is nat available. A salid icon indicated that
the team member has GPS reception.

Available roles include: Team Member, Team Lead {designated by a TL in the center of the marker), Headguarters (HQ
in center), Sniper (5), Medic (+), Forward Observer (FO), RTO (R) ar K9 (K9). The aptions available when another user's
Self-Marker is selected are: Inner Ring - Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location,
Range & Bearing Line, GPS Lock on Friendly, Video Player (if available), Communication Options (if configured by that
user), Custom Threat Rings, Tracking Breadcrumbs and Details.

Outer Ring {Communication Options) - Data Package, Email, SM5 Messaging, GeaChat, VOIP and Cellular Phone, when
available.

Unclassified

Point Dropper

Selecting the [Point Dropper] icon will open the Point Dropper menu, containing marker
symbelogy with one ar mare ican sets, a Recently Added button and an leonset Manager
button.

Markers

The Markers symbology affiliations are: Unknown, Neutral, Red and Friendly. Select the
affiliation, then a location on the map interface ta drop the marker. To add a marker by
manually entering coordinates, long press on the map interface and enter the MGRS location. Change the standard nam
ing convention by entering values into the custom prefix and index fields or leave blank to use the defaults. If values are
entered, the next marker will be dropped with the prefix name and starting number(s) or letter(s) and every subsequent
marker will be assigned the next consecutive number(s) or letter(s).

ot Map

The user can select the mission specific pallet to open paint eptions including Waypoint (WP),
Sensor ar Observation Paint (OP).

The user can move between icon sets by either swiping in the icon set area or selecting on the
[lconset Name] field to bring up the lcon Pallet drop-dawn.

The last paint placed ks shown at the bottem of the Paint Dropper windaw. The infor
mation far all recently placed points can be accessed by selecting the [Clock] icon.
This displays the marker icon, name, coordinates, elevation and range & bearing infor
mation. The user can send
cently added markers by s
to the marker to reveal [SEND], [RENAME] or [DEL] buttons.

rename ar remove any re
ing the [Arrows] next

Select the [loonset Manager] (gear) button to add or delete icon sets or to set the default
Marker Mapping.
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Unclassified

Radial Menus

Unknown Object Neutral Object Red Object Friendly Object Spot Object

The options available for Unknown Object Markers are: Delete, Palar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing
Line, Lock On, Tasking, Custom Threat Rings, Tracking Breadcrumbs and Details.

The options available for Neutral Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line,
Lock On, Tasking, Custom Threat Rings, Tracking Breadcrumbs and Details.

The options available for Red Object Markers are: Delete, Polar Coordinate Entry, Compass Rose/Bullseye, Fine Adjust/Enter Coordinate/MGRS Location,
Range & Bearing Line, Tasking, Custom Threat Rings, Tracking Breadcrumbs and Details.

The options available for Friendly Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line,
Lock On, Videao, Contact Card, Custom Threat Rings, Tracking Breadcrumbs and Details. The Video radial will activate if a properly formatted packet that
includes the link to the video feed is included. Select the video radial to open the associated video. The Contact Card can be selected to display additional
cammunication options, including GeoChat, Email, VoIP, SMS Messaging and Cellular Phone, when available.

The options available for Spot Map are: Delete, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line, Nav-To, Custom Threat Rings, Labels
and Details.

The options for User Defined lconsets are: Delete, Palar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line, Lock On,
Tasking, Custam Threat Rings. Tracking Breaderumbs and Details.

Select [Details] on the marker radial to make desired modifications, including: Coordinate, Elevation, Name, Type and Remarks. Selecting Marker Type
opens a dialog bax with extra categories. File attachmenits, including images, can be associated with the object by selecting the [Paperclip] icon. Once
all the desired madifications have been made, the Marker can be sent to other netwark members using [Send]. The information can be broadcast to all
membiers or sent to specific recipients. Select the [Auto Send] option to broadcast the marker to other TAK users an the netwark, with updates autamat:
ically sent about once every 60 seconds.

Unclassified

Bloodhound Tool

The Bloodhound Tool provides support for tracking and intercepting a map item. It allows the user to select two points on the map and/
ar map objects and display range & bearing information between the chosen tracker and the target.

Select the [Bloodhound] icon to open the Bloodhound Tool. A window will open, prompting the user to choose where to start by tapping
the [From Reticle] (default = user's self marker) and where to bloodhound (track) ta by tapping the [To Reticle].

Targets include map objects like other User's Self Markers, DPs, Markers, Shape center points, Range & Bearing end-
points and any other map objects. If the user selects a map location instead of an object as the target, Bloodhound will
place a waypaint marker there. The self marker will then track towards the waypoint.

Select [OK] and Bloodhound will be activated.

If either point maves, the green widget in the lower left will
show the updated information. As the tracking object begins to navigate toward the target, the
Estimated Time of Arrival (ETA) will update accordingly.

The green line showing the direct path fram the tracker to the target will flash when the user-de-
fined ETA auter threshold is reached (default = & minutes from target). The line will flash as the
tracker continues toward the target until the next ETA threshold is reached (default = 3 minutes).
The line will turn a flashing yellow until the final ETA threshold (default = 1 minute) is reached.
The line then flashes red until the target is reached. Colors and threshelds can be modified in
Settings > Tool Preferences > Bloodhound Preferences.

Selecting the green Bloadhound icon on the map will pan the map to the Bloodhound Range & Bearing Line. Disengage the Bloadhound Tool by se
lecting the [Bloodhound] icon on the toolbar.

Multiple Bloodhound

To create multiple bloodhounds, selecting the
Range and Bearing Tool and select the [R&B

ab Line] icon. Select two markers on the map and
ﬁ once the R&E line is created, select the line to
bring up the radial. Select the [Bloodhound]

radial, and the bloodhound information will be
displayed on the R&E Line itself.

If either point mowves, the Bloodhound information shawn on the R&8 Line will be updated. As
the tracking object begins to navigate toward the target, the Estimated Time of Arrival (ETA)
will update accordingly.
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Unclassified

GoTo

Select the Select from the [MGRS] (military grid reference system), [DD]

[Ge To] (decimal degraes), [DM] (degrees- minutes), [DMS] (degreas-min-

A icon to en- utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]

ter details and navigate tabs on the Go To interface and enter the location data of interest.

1o a specific location on The address provider name appears beneath the Elevation Data
the map. when the user selects the [ADDR] tab.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DDY, [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
populated by tapping the [Pull From DTED] button.The user can select a desired marker type
(Spot, Unknown, Neutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is salacted, the map will pan to the lecation but will net add a peint.

MNote: The address provider name appears be-
neath the Elevation Data when the user selects the
[ADDR] tab.

The Address Lookup provider used for the ADDR
tabr can be configured in the Settings > Tool Prefer-
ences > Address Lookup Preferences.

a2

Geofencing

The Geo Fence tool allows usars to create a virtual fance that triggers entry/exit notifications if map
iterns of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by salectimg
the [Geo Fence] icon from the menu items or selecting it from the radial.

The Emabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider between Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose between Entry, Exit or Both. Use the Monitor field to define which entities
the Geo Fence will track.

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enabla the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fance. Select the
[Send] button to create the fence and send it to another user. Select [Delete] to close the
Create Geo Fence window and discard changes.

Alerts appear on the map interface. Selecting the [Alert No-
‘» tification] will open the alerts menu, detailing the activity
monitored in the user defined ragion. The default radius for
. monitoring users (filtered within the “Monitor” field) out-
side the Geo Fence is setat 75 km. This means the total area
maonitored begins at the farthest point from the center of the
shape plus 75 km. If the user wishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to
offin the Edit Window.
a5
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Unclassified

Track History

The device's GPS can be used to track movements with the Track History tool. These tracked paths can be
exported to a TAK server, to a route or to a KML, KMZ, GPX or C5V file. A GPS position must be established
before tracking can begin.

Selecting the [Track History] icon will open Track Details for the cument active track.
The track title, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. User location data is recorded as breadcrumbs in a new track file.

Track Search

Use the Track Search function to view track information that has been previously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select[Search]. The track list will
appear. The query results can be sorted by Track Name
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and style
of a selected track can be modified or the track can be
clearad. Convert a track to a TAK route or export itas a
KML, KMZ, GPX or CSV file by selecting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, the Track History Toolbar will appear at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks on the
devica,

The Track History Breadcrumb and Settings can be configured in the Settings > Tools Preferences > Track History Preferences.
7

Unclassified

Emergency Beacon

Select the [Emergency Beacon] icon to open the Emergency Beacon Tool.

The Emergency Beacon allows the user to indicate their nead for assistance, the type of emargency and their lo-
cation on the map. The type of emergency can be selected from the drop-down menu, before activation, and
includes options for an Alert, Ring the Ball, Geo Fence Breached or In Contact.

Once the Emergency type has been selected and both switches have been enabled,
the TAK Server broadcasts the announcements to all network contacts. Even if the
user’s device is turned off, the beacon will continue. Only when the user returns to
the Emergency Beacon tool and tums off the switches will the beacon be canceled
and removed. If the SMS for Emergency option has been configured, the alert will be
sent via text message to the configured numbers.

911 Alert

47

72. Additionally, the exemplary Accused Products allow users to establish groups and
to exchange messages via interaction with servers which provide the Raytheon TAK, TAK Server,

ATAK, WebTAK, CivTAK, and WinTAK services, among other relevant services:

T https://drive.google.com/file/d/1bo9WHadg3J30550LIx 1mn3McqEJzvgrK/view
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ATAK Civilian Overview

The Civilian Team Awareness Kit for Android (ATAK Civilian) is a Government-off-the-Shelf (GOTS) software application and mapping framework for mo-
bile devices. ATAK Civilian has been designed and developed to run on Android smart devices used in a first responder environment. The ATAK Ci n
software application is an extensible moving map display that integrates imagery, map and overlay information to provide enhanced collaboration and
Situational Awareness (SA) over a tactical meshed network. ATAK Civilian promotes information flow and communications from the field environment
to command enterprise locations.

The first time ATAK Ci n is opened, or after a Clear Content, a passphrase is auto-generated to activate data encryption. The user can supply their own
passphrase by using Settings > Show All Preferences > Device Preferences > Change Encryption Passphrase. Following this step, ATAK Civilian’s End User
License Agreement (EULA) must be accepted. Next, the user will be prompted to change their callsign and/or import preferences or data from a Mission
Package. All changes/imports can always be updated later. Finally, the user can place their self-marker by following the instructions located in the lower
right corner.

The toolbar runs along the top of the map display. The features whose icons form the center portion of the toolbar are discussed in individual sections of
this guide. The three dots at the right of the toolbar provide additional menu items thatappear in a drop-down menu. A Long Press on the map will toggle
the toolbar between hidden and visible.

The North Arrow appears in the upper left and is used to
control map orientation. It has two primary modes: North
Up/Track Up (default) and Manual Map Rotation/Lock. Hf]
While in North Up/Track Up Mode, single press on the ]
[North Arrow] icon to cycle between the North Up and Other User's

Track Up map orientation. Long press the [North Arrow] L / Same fiase
to call out the additional controls menu where the Manual Rotation/Lock ;i
and 3D features are available. Select the [Rotation] button to enter Manual [,
Map Rotation/Lock Mode. When in Manual Map Rotation/Lock Mode, rotate  [iastiis
the map orientation by pressing on the map with two fingers and pivoting
them in the desired direction. Single press on the [North Arrow] to lock the
screen orientation, signified by the appearance of the lock icon, and again
to unlock the orientation for further adjustment. 3D controls are discussed in a separate section.

Select the [Magnifier] buttons to zoom in or out on the map. The map can also be zoomed by using two fingers on the screen to pinch and spread the
map. Select the [Back] button to center the screen on the Self Marker or the [Padlock] icon to lock the center of the screen to the Self Marker. Select the
[Orientation] icon to toggle the screen position between portrait and landscape.

Self Marker

The optional connection widget indicates whether or not the user is connected to a TAK Server. This has a corresponding Android notification that pro-
vides the same information. Toggle this display on at Settings > Network Connections > Network Connections > Display Connection Widget.
Alerts and notifications are displayed in the lower left of the map interface.

The Map Scale displays a 1 inch to X mi/km reference on the map. The scale adjusts with the map when zoomed in and out. Hint windows are available
to alert users to changes or make suggestions about the use of tools the first time they are opened.

Unclassified
3D View

ATAK Civilian features 3D viewing of terrain and map itermns
(DTED required). To enable 3D wview, long press on the N
[North Arrow] to call out the additional controls menu q
and select [3D]. A tilt angle indicatar will appear around %
the edge of the [North Arrow] when 3D view s active.

Touch the screen with two fingers and simultanecusly

swipe up or down on the screen to tilt the view angle. Once the appropriate
viewing angle is set, select the [3D Lock] buttan to retain this view while
panning the map. While viewing the map from an angle, some map items
will appear raised abave the map surface if they have defined elevations.

3D Models

ATAK Civilian supparts the use of 30 models. OB) models and other types from preducts such as Pix4D can be imported via the Import Manager or can
be manually placed in the atak/overlays folder prior to startup. If using Impaort Manager browse to the (0Bl file and import anly that file, ar browse to a
ZIP file that contains the (0BJ file (and others) and impart only that file. If using manual placement to the atak/overlays folder, place a ZIP file comtaining
the ORI file (and athers) into the directory and they will be imported on startup.

Once imported, a 3D Model icon will appear on the map.
Zoom into the area of the icon until a leading ring ap
pears. After the loading process has finished, the 3D
model will be projected onto the map. Enable the map
3D View and tilt the view angle to see the 3D modeling.

Loaded 3D models will appear as their own category in
Overlay Manager and can be taggled on/off or removed
from there.
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Unclassified

Placement

The user can enter locations of interest using the Point Dropper tool. Select the [Point Dropper] icon to place internationally standardized
markers and ather icons on the map, edit the data and share the markers with other netwaork members.

Self-Marker
The Self-Marker is displayed as a blue arrowhead at the user's eurrent location. The aptions available on the #

Self-Marker radial are: Compass Rose, Palar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location,
GPS Errar, Range & Bearing Line, GPS Lock to Self, Tracking Breadcrumbs, Place a Marker at the user's current la- b
cation and Details. Other TAK users appear on the display as a colored circle. The color of the circle represents h ﬂ
the user’s Team affiliation, with additional lettering inside the circle to identify the role the user on the team.

Tearn Member markers that include a diagonal line indicate that the GPS location is not available. A solid icon indicated that

the team member has GPS reception.

oy

Available roles include: Team Member, Team Lead (designated by a TL in the center of the marker), Headquarters (HQ
in center), Sniper (5), Medic (+), Forward Observer (FO), RTO (R) or K2 (K9). The options available when another user's
Self-Marker is selected are: Inner Ring = Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location,
Range & Bearing Line, GPS Lock on Friendly, Video Player (if available), Communication Options (if canfigured by that
user], Custom Threat Rings, Tracking Breadcrumbs and Details.

Outer Ring {Communication Options) - Data Package, Email, SM5 Messaging, GeoChat, VOIP and Cellular Phone, when
available.

Unclassified
Radial Menus

Unknown Object Neutral Object

Friendly Object Spot Object

The aptions available for Unknown Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Lacation, Range & Bearing
Line, Lack On, Tasking, Custam Threat Rings, Tracking Breaderumbs and Details.

The options available for Neutral Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line,
Lock On, Tasking, Custom Threat Rings, Tracking Breaderumbs and Details.

The options available for Red Object Markers are: Delete, Polar Coordinate Entry, Compass Rose/Bullseye, Fine Adjust/Enter Coordinate/MGRS Location,
Range & Bearing Line, Tasking, Custom Threat Rings, Tracking Breaderumbs and Details.

The options available for Friendly Object Markers are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line,
Lock On, Video, Contact Card, Custom Threat Rings, Tracking Breaderumbs and Details. The Video radial will activate if a properly formatted packet that
includes the link to the videa feed is included. Select the video radial to apen the associated video. The Contact Card can be selected to display additional
communication options, including GeoChat, Email, Volf, SMS Messaging and Cellular Phone, when available.

The options available for Spot Map are: Delete, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line, Mav-To, Custom Threat Rings, Labels
and Details.

The aptions for User Defined lconsets are: Delete, Polar Coordinate Entry, Fine Adjust/Enter Coordinate/MGRS Location, Range & Bearing Line, Lack On,
Tasking, Custom Threat Rings. Tracking Breadcrumbs and Details.

Select [Details] on the marker radial to make desired modifications, including: Coardinate, Elevation, Name, Type and Remarks. Selecting Marker Type
apens a dialog box with extra categories. File attachments, including images, can be associated with the object by selecting the [Paperclip] icon. Once
all the desired modifications have been made, the Marker can be sent to ather network members using [Send]. The information can be broadeast to all
members or sent to specific recipients. Select the [Aute Send] option to broadeast the marker to other TAK users on the network, with updates automat-
ically sent about once every 60 seconds.
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Unclassified

Bloodhound Tool

The Bloedhound Teol provides support for tracking and intercepting a map item. It allows the user to select two points on the map and/
or map cbjects and display range & bearing information between the chosen tracker and the target.

Select the [Bloodhound] icon to open the Bloodhound Tool. A window will open, prampting the user to choose where to start by tapping
the [From Reticle] {[default = user’s self marker) and where ta bloodhound (track) ta by tapping the [To Reticle].

Targets include map objects like other User's Self Markers, DPs, Markers, Shape center points, Range & Bearing end
points and any other map objects. If the user selects a map location instead of an object as the target, Bloodhound will
place a waypaint marker there. The self marker will then track towards the waypoint.

Select [OK] and Blaodhound will be activated.

If either point maves, the green widget in the lower left will
show the updated information. As the tracking object begins to navigate toward the target, the
Estimated Time of Arrival (ETA) will update accordingly.

The green line showing the direct path from the tracker to the target will flash when the user-de
fined ETA outer threshold is reached (default = & minutes from target). The line will flash as the
tracker continues tawand the target until the next ETA threshold is reached (default = 3 minutes).
The line will turn a flashing yellow until the final ETA threshold (default = 1 minute) is reached.
The line then flashes red until the target is reached. Colors and thresholds can be modified in
Settings > Tool Preferences > Bloodhound Preferences.

Selecting the green Bloodhound icon on the map will pan the map to the Bloadhound Bange & Bearing Line. Disengage the Bloodhound Tool by se
lecting the [Bloodhound] icon on the toolbar.

Multiple Bloodhound

To create multiple bloodhounds, selecting the
Range and Bearing Tool and select the [R&B
Line] icon. Select two markers on the map and
once the REB line is created, select the line to
bring up the radial. Select the [Bloodhound]
radial, and the bloodhound information will be
displayed on the R&E Line itself.

If either point moves, the Bloodhound information shown on the R&B Line will be updated. As

the tracking object begins to navigate taward the target, the Estimated Time of Arrival (ETA)
will update accordingly.
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GoTo

Select the Select from the [MGRS] (military grid reference systern), [DD]
[Go To] (decimal degrees), [DM)] (degrees- minutes), [DMS] (degrees-min-

icon to en- utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]
ter details and navigata tabs on the Go To interface and enter the location data of interest.
to a specific location on The address provider name appears beneath the Elevation Data
the map. when the user selacts the [ADDR] tab.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DDY, [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
populated by tapping the [Pull From DTED] button.The user can select a desired marker type
(Spot, Unknown, Neutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is salected, the map will pan to the location but will not add a point.

Note: The address provider name appears be-
neath the Elevation Data when the user selects the
[ADDR] tab.

The Address Lookup provider used for the ADDR
tab can be configurad in the Settings =Tool Prefar-
ences > Address Lookup Preferences.

32
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Geofencing

The Geo Fence tool allows usars to create a virtual fance that triggers entry/exit notifications if map
iterns of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by salacting
the [Geo Fence] icon from the menu items or selecting it from the radial.

The Enabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider between Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose between Entry, Exit or Both. Use the Monitor field to define which entities
the Geo Fence will track,

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enabla the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fance. Selact the
[Send] button to create the fence and send it to another user. Select [Delete] to close the
Create Geo Fence window and discard changes.

Alerts appear on the map interface. Selecting the [Alert No-
‘b tification] will open the alerts menu, detailing the activity
monitored in the user defined region. The default radius for
. monitoring users (filtered within the “Monitor” field) out-
side the Geo Fence is setat 75 km. This means the total area
monitored begins at the farthest point from the center of the
shape plus 75 km. If the user wishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to
off in the Edit Window.
35

Uniclassified

Track History

The device’s GPS can be used to track movements with the Track History tool These tracked paths can be
exported to a TAK server, to a route or to a KML, KMZ, GPX or C5V file. A GPS position must be established
before tracking can begin.

Salecting the [Track History] icon will open Track Details for the current active track. e e

The track title, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. User location data is recorded as breadcrumbs in a new track file.

Use the Track Search function to view track information that has been previously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to wiew on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select [Search]. The track list will
appear. The query results can be sorted by Track Name
or Start Time. Select any of the guery results to move
to that track. Once selected, the name, color, and style
of a selected track can be modified or the track can be
cleared. Conwvert a track to a TAK route or export it as a
KMIL, KMZ, GPX or CSV file by selecting the desired track and then [Export]. Enter a file
name then select [Nexf] and choose the export format. Select [Done] or [Send] when the
export completas,

When viewing the track list, the Track History Toolbar will appear at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks on the
device.

The Track History Breadcrumb and Settings can be configurad in the Settings > Tools Preferences >Track History Preferencas.
7 48

8 https://drive.google.com/file/d/1bo9WHadg3J30550LIx Imn3McqEJzvgrK /view
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73. The exemplary Accused Products are programmed to form and join groups by

transmitting messages:

4 https://wiki.civtak.org/index.php?title=ATAK Manual
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Contacts

variety af ways in which a user may communicate with
at (ATAK Civilian's built in Chat capability), Data Packages,

d XMPP.

The Contacts list include

ather users, such as GeoCl
Email, Phone, SMS, Vi

own in the last column) may be selected and used until anoth

!
cted.

A default communication type |
er type of communication is se

The Contacts list has two filters available
at the bottom of the screen. The Unread
Only box, when checked, will lay anly

contacts with whom there a

location. When unchecked
map screen will be displa

PREFECT (5] ()

If a eontact is no longer online, it will be in
on the map.

Profile cards are accessed by selecting the second to last column in the Contacts list and are available for each conta
mation about that contact including: 1) rale, software type and version installed, node type, default connector, last r

ailable types of communication.

tion infermation, and

Unclassified

e unread message waiting.
checked (default), all available contacts are displayed. The [Show All]
bax, when checked (default), will display all contacts regardless of their
only contacts that are visible on current

When un

XMPF

ated by changing the contact listing to a vellow colar and the marker changes to gray both in the list and

ese contain additional infor

wrted time, battery life; 2) loca

GeoChat Group Management

Text-based Chat messages may be sent to active network members by using the GaoChat function. To enter GeoChat Group Manage-

ment, select the [Contacts] icon and select [GeoChat] from the drop-down menu.

tions button). Select the [Add Group]icon to create the name
of the group and add contacts to the group and then select
[Create]. Ifa parent group is being created, no contacts need
to be added at this level. To add a nested group, tap the parent
group, select the [Add Group] icon to create the name of the
sub-group and add contacts. Groups may be managed using
the options to add/delete contacts or to add/delete GeoChat

group.

GeoChat Group Management is initiated through Contacts. Select the [Contacts] icon, then
select GeoChat from the drop-down. The user can now create, edit and delete chat groups,
as wall as sub-groups To create a chat group, select the [Groups] line (not the communica-

A4 2 &

To add users to a group, select the [Groups] line (not the communications button), then select the name of the group to add users. Select the [Add
Users] icon. A window will open allowing the group creater to add users to the selected group. Select the [Add] button when all the users to be added

are checked.

=

GeoChat M

me [ -
be sant to all contacts, similar to [All Chat Rooms].

ADD_BH %=

110

Group and person-to-person messaging is available. To view messages from or send messages to an individual,
tap on the desired contact’s [Communication] icon. Selecting the [Pan To] icon, located at the top right of the
call sign in an individual chat, will pan the map interface to that user's location. Select [All Chat Rooms] to view
all messages from or send messages to those present on the network or TAK Server. Other groupings available for
viewing or sending messages are: Forward Observer, Groups, HQ, K9, Medic, RTO, Sniper, Team Lead and Teams.
If the usar's current role is Forward Observer, HO, KO, Madic, RTO, Sniper or Team Lead, that user can view or sand
messages to all other contacts with the same role. If a GeoChat message is sent from the top level of Teams, it will

When a sub-Team is chosen, messages can only be sent to that user's active (My Team) team color. When a parent
group is chosen, messages are sent to all members of the parent group, as well as all of the sub-groups. When a
sub-group is chosen, messages are sent only to members of the sub-group. Individuals within GeoChat may be
removed from the Contacts menu by toggling the visibility of individuals or groups within Overlay Manager.
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Unclassified

GeoChat Messaging (continued)

Selecting in the Free Text Entry area will open an onscreen keyboard.
At the bottom of the Chat area are pre-defined messages that may be
used to quickly create a message to send. Tap the current menu button
to scroll through the different menus of canned massages, including:
DFLT1, DFLT2, ASLT1, ASLT2, RECON1 and RECON2. Thase pre-definad
5 I 2 messages present an easy way to transmit a brief message to other net-
alsTaT 1 T n K waork members concerning position or other important communication.
44 olijbjagm The pre-defined messages may be changed by
lzng pressing on the button and changing its

label and cormesponding value.

A mumbered red dot will appear on the [Contacts] icon when a message has
1 been received successfully. The number denotes the number of unread mes-
Ib sages that have bean received. Salect this icon to view the contact list. The usar
name who sent the message will appear with a numbered red dot next to their
name. Alternatively, the text of the message can be read by dragging down DENT @
from the top to see the Android notifications window. This notification will only

stay available for a short time.

50

74.  The exemplary Accused Products are further programmed to facilitate participation
in the groups by communicating with one or more servers and sending to and receiving location

information, as depicted below:

Unclassified

GeoChat Group Management

Text-based Chat messages may be sent to active network members by using the GeoChat function. To enter GeoChat Group Manage-
}“ ment, select the [Contacts] icon and select [GeoChat] from the drop-down menu.

GaoChat Group Management is initiated through Contacts. Select the [Contacts] icon, then
select GeoChat from the drop-down. The user can now create, edit and delete chat groups,
as well as sub-groups To create a chat group, select the [Groups] line (not the communica-
tions button). Select the [Add Group]icon to create the name
of the group and add contacts to the group and then select
[Create]. Ifa parent group is being created, no contacts need
to be added at this level. To add a nested group, tap the parent
group, select the [Add Group] icon to create the name of the
sub-group and add contacts. Groups may be managed using

the options to add/delete contacts or to add/delete GeoChat
A2 & m

To add users to a group, select the [Groups] line (not the communications button), then select the name of the group to add users. Selact the [Add
Users] icon. A window will open allowing the group creater to add users to the selected group. Select the [Add] button when all the users to be added
are checked.

GeoChat Messaging

Group and person-to-person messaging is available. To view messages from or send messages to an individual,
tap on the desired contact’s [Communication] icon. Selecting the [Pan To] icon, located at the top right of the
call sign in an individual chat, will pan the map interface to that user's location. Select [All Chat Rooms] to view
all messages from or send messages to those present on the network or TAK Server. Other groupings available for
viewing or sending messages are: Forward Observer, Groups, HQ, K9, Medic, RTO, Sniper, Team Lead and Teams.
If the users current role is Forward Observer, HQ, K9, Medic, RTO, Sniper or Team Lead, that user can view or send
messages to all other contacts with the same role. If a GeoChat message is sent from the top level of Teams, it will
be sent to all contacts, similar to [All Chat Rooms].

D_BH [

When a sub-Team is chosan, messages can only be sent to that user's active (My Team) team color. When a parent
group is chosen, massages are sent to all members of the parent group, as well as all of the sub-groups. When a
sub-group is chosen, messages are sent only to members of the sub-group. Individuals within GeoChat may be
removed from the Contacts menu by toggling the visibility of individuals or groups within Overlay Manager.

26
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Unclassified

GeoChat Messaging (continued)

Selecting in the Free Text Entry area will open an onscreen keyboard.

At the bottom of the Chat area are pre-defined massages that may be

used to quickly create a message to send. Tap the current menu button

to scroll through the different menus of canned messages, including:

e DFLT1, DFLT2, ASLT1, ASLT2, RECON1 and RECONZ. These pra-defined

T LT massages prasent an easy way to transmit a brief message to other net-

NOIEErEDNE DN work members concerning position or other important communication.

k + The pre-defined messages may bechanged by

long prassing on the button and changing its
label and comesponding value.

A numbered red dot will appear on the [Contacts] icon when a message has
been received successfully. The number denotas the number of unread mes-
sages that have baen received. Select this icon to view the contact list. The usar
name who sent the message will appear with a numbered red dot next to their
name. Altermatively, the text of the message can be read by dragging down
from the top to see the Android notifications window. This notification will only
stay available for a short time.

Unclassified

Select the Select from the [MGRS] (military grid reference system), [DD]

[Go To] (decimal degrees), [DM] (degrees- minutes), [DMS] (degrees-min-

icon to en- utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]
ter details and navigate tabs on the Go To interface and enter the location data of interest.
to a specific location on The address provider mame appears beneath the Elevation Data
the map. when the user salects the [ADDR] tab.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DD), [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
pojpulated by tapping the [Pull From DTED] button.The user can select a desired marker type
(Spot, Unknown, Neutral, Rad, or Frizndly) to be placed at the entered coordinatas. If [No Point]
is selacted, the map will pan to the location but will not add a point.

MNote: The address provider name appears be-
neath the Elevation Data when the user selects the
[ADDR] tab.

The Address Lookup provider used for the ADDR
tab can be configured in the Settings > Tool Prefer-
ences > Address Lookup Preferences.

32
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Geofencing

The Geo Fence tool allows usars to create a virtual fance that triggers entry/exit notifications if map
iterns of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by salacting
the [Geo Fence] icon from the menu items or selecting it from the radial.

The Enabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider between Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose between Entry, Exit or Both. Use the Monitor field to define which entities
the Geo Fence will track,

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enabla the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fance. Selact the
[Send] button to create the fence and send it to another user. Select [Delete] to close the
Create Geo Fence window and discard changes.

Alerts appear on the map interface. Selecting the [Alert No-
‘b tification] will open the alerts menu, detailing the activity
monitored in the user defined region. The default radius for
. monitoring users (filtered within the “Monitor” field) out-
side the Geo Fence is setat 75 km. This means the total area
monitored begins at the farthest point from the center of the
shape plus 75 km. If the user wishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to
off in the Edit Window.
35

Unclassified

Track History

The device's GPS can be usad to track movements with tha Track History tool. Thase tracked paths can ba
exported to a TAK server, to a route or to a KML, KMZ, GPX or C5V file. A GPS position must be established
before tracking can bagin.

Arrews

Selecting the [Track History] icon will open Track Details for the cument active track.
The track title, color and style cam be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. User location data is recorded as breadcrumbs in a new track file.

Use the Track Search function to view track information that has been previously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select[Search]. The track list will
appear. The query results can be sorted by Track Name
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and style
of a selected track can be modified or the track can be
cleared. Convert a track to a TAK route or export itas a
KML, KMZ, GPX or CSV file by selecting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, the Track History Toolbar will appear at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailorad search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks on the
device.

The Track History Breadcrumb and Settings can be configured in the Settings > Tools Preferences > Track History Preferences.
37
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Unclassified

Emergency Beacon

Select the [Emergency Beacon] icon to open the Emergency Beacon Tool

The Emergency Beacon allows the user to indicate their need for assistance, the type of emergency and their lo-
cation on the map. The type of emergency can be selected from the drop-down menu, before activation, and
includes options for an Alert, Ring the Bell, Geo Fence Breached or In Contact.

Once the Emergency type has been selected and both switches have been enabled,
the TAK Server broadcasts the announcements to all network contacts. Even if the
user's device is turned off, the beacon will continue. Only when the user returns to
the Emeargency Beacon tool and tums off the switches will the beacon be cancalad
and removed. If the SMS for Emergency option has been configured, the alert will be
sant via text message to the configured numbers.

51

75. The location information is presented on interactive displays on the exemplary
Accused Products which include interactive maps and a plurality of user selectable symbols
corresponding to other devices. The symbols are positioned on the map at positions corresponding
to the locations of the other devices, as depicted below:

Unclassified
ATAK Civilian Overview

The Civilian Team Awareness Kit for Android (ATAK Civilian) is a Government-off-the-Shelf (GOTS) software application and mapping framework for mo-
bile devices. ATAK Civilian has been designed and developed to run on Android smart devices used in a first responder environment. The ATAK Civilian
software application is an extensible moving map display that integrates imagery, map and overlay information to provide enhanced collaboration and
Situational Awareness (SA) over a tactical meshed network. ATAK Civilian promotes information flow and communications from the field environment
to command enterprise locations.

The first time ATAK Civilian is opened, or after a Clear Content, a passphrase is auto-generated to activate data encryption. The user can supply their own
passphrase by using Settings > Show All Preferences > Device Preferences > Change Encryption Passphrase. Following this step, ATAK Civilian’s End User
License Agreement (EULA) must be accepted. Next, the user will be prompted to change their callsign and/or import preferences or data from a Mission
Package. All changes/imports can always be updated later. Finally, the user can place their self-marker by following the instructions located in the lower
right corner.

The toolbar runs along the top of the map display. The features whose icons form the center portion of the toolbar are discussed in individual sections of
this guide. The three dots at the right of the toolbar provide additional menu items that appear in a drop-down menu. A Long Press on the map will toggle
the toolbar between hidden and visible.

The North Arrow appears in the upper left and is used to
control map orientation. It has two primary modes: North
Up/Track Up (default) and Manual Map Rotation/Lock. [
While in North Up/Track Up Mode, single press on the
[North Arrow] icon to cycle between the North Up and
Track Up map orientation. Long press the [North Arrow]
to call out the additional controls menu where the Manual Rotation/Lock
and 3D features are available. Select the [Rotation] button to enter Manual
Map Rotation/Lock Mode. When in Manual Map Rotation/Lock Mode, rotate
the map orientation by pressing on the map with two fingers and pivoting
them in the desired direction. Single press on the [North Arrow] to lock the
screen orientation, signified by the appearance of the lock icon, and again
to unlock the orientation for further adjustment. 3D controls are discussed in a separate section.

Select the [Magnifier] buttons to zoom in or out on the map. The map can also be zoomed by using two fingers on the screen to pinch and spread the
map. Select the [Back] button to center the screen on the Self Marker or the [Padlock] icon to lock the center of the screen to the Self Marker. Select the
[Orientation] icon to toggle the screen position between portrait and landscape.

Nerth Arrow

Salf Marker Connection Widgst
=)

SoffMarker
- Map Scale Widget ="

it gy

The optional connection widget indicates whether or not the user is connected to a TAK Server. This has a corresponding Android notification that pro-
vides the same information. Toggle this display on at Settings > Network Connections > Network Connections > Display Connection Widget.

Alerts and notifications are displayed in the lower left of the map interface.

The Map Scale displays a 1 inch to X mi/km reference on the map. The scale adjusts with the map when zoomed in and out. Hint windows are available
to alert users to changes or make suggestions about the use of tools the first time they are opened.

S https://drive.google.com/file/d/1bo9WHadg3J30550LIx Imn3McqEJzvgrK/view
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Unclassified

GoTo

Select the Select from the [MGRS] (military grid reference system), [DD]

[Ge To] (decimal degraes), [DM] (degrees- minutes), [DMS] (degreas-min-

A icon to en- utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]

ter details and navigate tabs on the Go To interface and enter the location data of interest.

1o a specific location on The address provider name appears beneath the Elevation Data
the map. when the user selects the [ADDR] tab.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DDY, [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
populated by tapping the [Pull From DTED] button.The user can select a desired marker type
(Spot, Unknown, Neutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is salacted, the map will pan to the lecation but will net add a peint.

MNote: The address provider name appears be-
neath the Elevation Data when the user selects the
[ADDR] tab.

The Address Lookup provider used for the ADDR
tabr can be configured in the Settings > Tool Prefer-
ences > Address Lookup Preferences.

a2

Geofencing

The Geo Fence tool allows usars to create a virtual fance that triggers entry/exit notifications if map
iterns of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by salectimg
the [Geo Fence] icon from the menu items or selecting it from the radial.

The Emabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider between Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose between Entry, Exit or Both. Use the Monitor field to define which entities
the Geo Fence will track.

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enabla the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fance. Select the
[Send] button to create the fence and send it to another user. Select [Delete] to close the
Create Geo Fence window and discard changes.

Alerts appear on the map interface. Selecting the [Alert No-
‘» tification] will open the alerts menu, detailing the activity
monitored in the user defined ragion. The default radius for
. monitoring users (filtered within the “Monitor” field) out-
side the Geo Fence is setat 75 km. This means the total area
maonitored begins at the farthest point from the center of the
shape plus 75 km. If the user wishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to
offin the Edit Window.
a5
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Unclassified

Track History

The device's GPS can be used to track movements with the Track History tool. These tracked paths can be
exported to a TAK server, to a route or to a KML, KMZ, GPX or C5V file. A GPS position must be established
before tracking can begin.

Selecting the [Track History] icon will open Track Details for the curment active track. e el

The track title, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. User location data is recorded as breadcrumbs in a new track file.

Use the Track Search function to view track information that has been previously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select[Search]. The track list will
appear. The query results can be sorted by Track Name
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and style
of a selected track can be modified or the track can be
clearad. Convert a track to a TAK route or export itas a
KML, KMZ, GPX or CSV file by selecting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, the Track History Toolbar will appear at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks on the
devica,

The Track History Breadcrumb and Settings can be configured in the Settings > Tools Preferences > Track History Preferences.
7

Unclassified

Emergency Beacon

Select the [Emergency Beacon] icon to open the Emergency Beacon Tool.

The Emergency Beacon allows the user to indicate their nead for assistance, the type of emargency and their lo-
cation on the map. The type of emergency can be selected from the drop-down menu, before activation, and
includes options for an Alert, Ring the Ball, Geo Fence Breached or In Contact.

Once the Emergency type has been selected and both switches have been enabled,
the TAK Server broadcasts the announcements to all network contacts. Even if the
user’s device is turned off, the beacon will continue. Only when the user returns to
the Emergency Beacon tool and tums off the switches will the beacon be canceled
and removed. If the SMS for Emergency option has been configured, the alert will be
sent via text message to the configured numbers.

52

76. The exemplary Accused Products are further programmed to permit users to request
and display additional maps from additional servers by, for example, moving the map screen
and/or by selecting satellite images or other types of maps. The exemplary Accused Products are

further programmed to permit interaction with the display where a user may select one or more

52 https://drive.google.com/file/d/1bo9WHadg3J30550LIx Imn3McqEJzvgrK/view
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symbols and where the exemplary Accused Products further permit data to be sent to other devices
based on that interaction.

Unclassified
ATAK Civilian Overview

The Civilian Team Awareness Kit for Android (ATAK Civilian) is a Government-off-the-Shelf (GOTS) software application and mapping framework for mo-
bile devices. ATAK Civilian has been designed and developed to run on Android smart devices used in a first responder environment. The ATAK Civilian
software application is an extensible moving map display that integrates imagery, map and overlay information to provide enhanced collaboration and
Situational Awareness (SA) over a tactical meshed network. ATAK Civilian promotes information flow and communications from the field environment
to command enterprise locations.

The first time ATAK Civilian is opened, or after a Clear Content, a passphrase is auto-generated to activate data encryption. The user can supply their own
passphrase by using Settings > Show All Preferences > Device Preferences > Change Encryption Passphrase. Following this step, ATAK Civilian’s End User
License Agreement (EULA) must be accepted. Next, the user will be prompted to change their callsign and/or import preferences or data from a Mission
Package. All changes/imports can always be updated later. Finally, the user can place their self-marker by following the instructions located in the lower
right corner.

The toolbar runs along the top of the map display. The features whose icons form the center portion of the toolbar are discussed in individual sections of
this guide. The three dots at the right of the toolbar provide additional menu items that appear in a drop-down menu. A Long Press on the map will toggle
the toolbar between hidden and visible.

The North Arrow appears in the upper left and is used to
control map orientation. It has two primary modes: North
Up/Track Up (default) and Manual Map Rotation/Lock. [

While in North Up/Track Up Mode, single press on the e

[North Arrow] icon to cycle between the North Up and Other.

Track Up map orientation. Long press the [North Arrow] e i Serpe s
to call out the additional controls menu where the Manual Rotation/Lock
and 3D features are available. Select the [Rotation] button to enter Manual
Map Rotation/Lock Mode. When in Manual Map Rotation/Lock Mode, rotate
the map orientation by pressing on the map with two fingers and pivoting
them in the desired direction. Single press on the [North Arrow] to lock the o Mapseale
screen orientation, signified by the appearance of the lock icon, and again
to unlock the orientation for further adjustment. 3D controls are discussed in a separate section.

Select the [Magnifier] buttons to zoom in or out on the map. The map can also be zoomed by using two fingers on the screen to pinch and spread the
map. Select the [Back] button to center the screen on the Self Marker or the [Padlock] icon to lock the center of the screen to the Self Marker. Select the
[Orientation] icon to toggle the screen position between portrait and landscape.

Salf Marker

The optional connection widget indicates whether or not the user is connected to a TAK Server. This has a corresponding Android notification that pro-
vides the same information. Toggle this display on at Settings > Network Connections > Network Connections > Display Connection Widget.

Alerts and notifications are displayed in the lower left of the map interface.

The Map Scale displays a 1 inch to X mi/km reference on the map. The scale adjusts with the map when zoomed in and out. Hint windows are available
to alert users to changes or make suggestions about the use of tools the first time they are opened.
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Unclassified

GoTo

Select the Select from the [MGRS] (military grid reference system), [DD]

[Ge To] (decimal degraes), [DM] (degrees- minutes), [DMS] (degreas-min-

A icon to en- utes-seconds), [UTM] (Universal Transverse Mercator) or [ADDR]

ter details and navigate tabs on the Go To interface and enter the location data of interest.

1o a specific location on The address provider name appears beneath the Elevation Data
the map. when the user selects the [ADDR] tab.

The user can enter the Latitude, Longitude and Elevation in the space provided for [MGRS] ,
[DDY, [D-M] or [D-M-5] searches. If DTED is installed, the elevation value can be automatically
populated by tapping the [Pull From DTED] button.The user can select a desired marker type
(Spot, Unknown, Neutral, Red, or Friendly) to be placed at the entered coordinates. If [No Point]
is salacted, the map will pan to the lecation but will net add a peint.

MNote: The address provider name appears be-
neath the Elevation Data when the user selects the
[ADDR] tab.

The Address Lookup provider used for the ADDR
tabr can be configured in the Settings > Tool Prefer-
ences > Address Lookup Preferences.

a2

Geofencing

The Geo Fence tool allows usars to create a virtual fance that triggers entry/exit notifications if map
iterns of interest cross the virtual boundary lines. The Geo Fence options are added to the existing
drawing tools. After a shape has been added, the Geo Fence Tool can be accessed either by salectimg
the [Geo Fence] icon from the menu items or selecting it from the radial.

The Emabled Field slider will move to Tracking by default when a new Geo Fence window is created. Toggle the
slider between Tracking and Off to enable/disable the Geo Fence. Use the Trigger field to define which types of
Geo Fence breach to monitor. Choose between Entry, Exit or Both. Use the Monitor field to define which entities
the Geo Fence will track.

Choose between TAK Users, Friendly, Hostile, Custom or All. Check the [Specify Eleva-
tion] box to enabla the Elevation field, where elevation boundaries for the entities be-
ing tracked can be defined. Select the [OK] button to finish creating the fance. Select the
[Send] button to create the fence and send it to another user. Select [Delete] to close the
Create Geo Fence window and discard changes.

Alerts appear on the map interface. Selecting the [Alert No-
‘» tification] will open the alerts menu, detailing the activity
monitored in the user defined ragion. The default radius for
. monitoring users (filtered within the “Monitor” field) out-
side the Geo Fence is setat 75 km. This means the total area
maonitored begins at the farthest point from the center of the
shape plus 75 km. If the user wishes to keep the Geo Fence, but disable tracking, the user can set the tracking [Enabled] to
offin the Edit Window.
a5
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Unclassified

Track History

The device's GPS can be used to track movements with the Track History tool. These tracked paths can be
exported to a TAK server, to a route or to a KML, KMZ, GPX or C5V file. A GPS position must be established
before tracking can begin.

ArfenE

Selecting the [Track History] icon will open Track Details for the cument active track.
The track title, color and style can be modified. Initiate a new track by selecting the
[Add Track] icon. Accept or edit the default track name and select the [OK] button to
begin the new track. User location data is recorded as breadcrumbs in a new track file.

Track Search

Use the Track Search function to view track information that has been previously saved locally or on a TAK Server. The tool
searches the track database for matches against the specified time range and by user callsign. Matching tracks are displayed
as a list, and can be selected to view on the map interface.

Select the [Track Search] icon to access the function.
Specify callsign and time frame, check the box for Server
Search (if desired), then select[Search]. The track list will
appear. The query results can be sorted by Track Name
or Start Time. Select any of the query results to move
to that track. Once selected, the name, color, and style
of a selected track can be modified or the track can be
clearad. Convert a track to a TAK route or export itas a
KML, KMZ, GPX or CSV file by selecting the desired track and then [Export]. Enter a file
name then select [Next] and choose the export format. Select [Done] or [Send] when the
export completes.

When viewing the track list, the Track History Toolbar will appear at the top of the screen. The options include [Add a
Track], [Multi-select], [Track Search], [Clear Tracks] and [Exit]. The Track History List allows the user to select tracks
of other users that have been saved on their device. The Track Search - Local Device allows the user to perform a
tailored search for tracks meeting their criteria. The searching option allows the user to retrieve all the tracks on the
devica,

The Track History Breadcrumb and Settings can be configured in the Settings > Tools Preferences > Track History Preferences.
7

Unclassified

Emergency Beacon

Select the [Emergency Beacon] icon to open the Emergency Beacon Tool.

The Emergency Beacon allows the user to indicate their nead for assistance, the type of emargency and their lo-
cation on the map. The type of emergency can be selected from the drop-down menu, before activation, and
includes options for an Alert, Ring the Ball, Geo Fence Breached or In Contact.

Once the Emergency type has been selected and both switches have been enabled,
the TAK Server broadcasts the announcements to all network contacts. Even if the
user’s device is turned off, the beacon will continue. Only when the user returns to
the Emergency Beacon tool and tums off the switches will the beacon be canceled
and removed. If the SMS for Emergency option has been configured, the alert will be
sent via text message to the configured numbers.

53

77. The Accused Products, such as Defendants’ Airport Surface Awareness System,
Pro Line Fusion, Surface Management System, Ascend, OpsCore, ARINCDirect, ARINC Global
Network, ARINC Integrator, ARINC Hermes, FasTAK, and Rosetta Technology applications,

solutions, and servers further include similar features and functionalities to Raytheon TAK, TAK

53 https://drive.google.com/file/d/1bo9WHadg3J30550LIx Imn3McqEJzvgrK/view
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Server, ATAK, WebTAK, CivTAK, and WinTAK applications, solutions, and servers, and

infringe in a substantially similar manner:>*

55

>4 https://www.collinsaerospace.com/what-we-do/industries/commercial-aviation/flight-
operations/message-management; https://www.collinsaerospace.com/what-we-
do/industries/commercial-aviation/ground-operations/messaging-data-exchange/arinc-messaging
55 https://www.rtx.com/news/news-center/2024/05/09/rtx-introduces-the-collins-airport-surface-
awareness-system
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Moving map

Integrates the terrain database with
real-time flight information for greater
situational awareness, overlay weather,
airways, navaids, and more on the moving
map especially in low visibility conditions
and unfamiliar territory. All delivered with
the enhanced safety of natural,
eyes-forward flying.

56

56 https://www.collinsaerospace.com/what-we-do/industries/military-and-
defense/targeting/targeting-and-c2/fastak-integrated-targeting-system
https://www.rockwellcollins.com/~/media/Files/Unsecure/Products/Product%20Brochures/Integr
ated%20Systems/Flight%20Deck/Pro%20Line%20Fusion/Pro%20Line%20Fusion%20Gulfstrea
m%20G280.aspx; https://battle-updates.com/update/contract-news-in-brief-837/; https://prd-
sc102-cdn.rtx.com/-/media/ca/product-assets/marketing/r/rosetta-technology-data-
sheet.pdf?rev=8{6858685dde43b4a432806333f4624b&hash=F0C027F7D9128630CF5CDB243

A3FFDCB
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Optimized data for faster decision-making

OpsCore pairs Collins’ proven messaging, alerting and fleet
management capabilities with Flight&ware’s Firehose™ AP
and HyperFeed® data aggregation and analysis tools to bring
multiple sources of data together into one, single stream

of actionable data. This is then delivered to aircrews, flight
operators and key airport personnel, keeping them informed at
every step of the journey.

This bird's eye view of operations, combined with a high level
of data-driven situational awareness, supports better, faster
decision-making, as well as reduced costs and delays from
IRROPS, fuel and weather impacts.

57

58

57 https://prd-sc102-cdn.rtx.com/-/media/ca/product-assets/marketing/o/opscore/opscore-flight-
tracking-data-sheet-
v4.pdf?rev=a023a17537e¢34e608801ce915734e749&hash=AC3FA21989AC3122EBDA90B562
4338FD

58 https://www.collinsaerospace.com/what-we-do/industries/military-and-
defense/targeting/targeting-and-c2/fastak-integrated-targeting-system
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78. AGIS Software has suffered damages as a result of Defendants’ direct and indirect
infringement of the *829 Patent in an amount to be proved at trial.

79. AGIS Software has suffered, and will continue to suffer, irreparable harm as a result
of Defendants’ infringement of the 829 Patent for which there is no adequate remedy at law unless
Defendants’ infringement is enjoined by this Court.

DEMAND FOR JURY TRIAL

Plaintiff hereby demands a jury for all issues so triable.

PRAYER FOR RELIEF

WHEREFORE, AGIS Software prays for relief against Defendants as follows:

a. Entry of judgment declaring that Defendants have directly and/or indirectly
infringed one or more claims of each of the Patents-in-Suit;

b. Entry of judgment declaring that Defendants’ infringement of the Patents-in-Suit
has been willful and deliberate;

C. An order pursuant to 35 U.S.C. § 283 permanently enjoining Defendants, their
officers, agents, servants, employees, attorneys, and those persons in active concert or
participation with them, from further acts of infringement of the Patents-in-Suit;

d. An order awarding damages sufficient to compensate AGIS Software for
Defendants’ infringement of the Patents-in-Suit, but in no event less than a reasonable royalty,
together with interest and costs;

e. An order awarding AGIS Software treble damages under 35 U.S.C. § 284 as a
result of Defendants’ willful and deliberate infringement of the Patents-in-Suit;

f. Entry of judgment declaring that this case is exceptional and awarding AGIS

Software its costs and reasonable attorney fees under 35 U.S.C. § 285; and
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g. Such other and further relief as the Court deems just and proper.
Dated: October 24, 2024 Respectfully submitted,

/s/ Alfred R. Fabricant

Alfred R. Fabricant

NY Bar No. 2219392

Email: ffabricant@fabricantllp.com
Peter Lambrianakos

NY Bar No. 2894392

Email: plambrianakos@fabricantllp.com
Vincent J. Rubino, 111

NY Bar No. 4557435

Email: vrubino@fabricantllp.com
FABRICANT LLP

411 Theodore Fremd Avenue,

Suite 206 South

Rye, New York 10580

Telephone: (212) 257-5797
Facsimile: (212) 257-5796

Justin Kurt Truelove

Texas Bar No. 24013653

Email: kurt@truelovelawfirm.com
TRUELOVE LAW FIRM, PLLC
100 West Houston Street

Marshall, Texas 75670

Telephone: (903) 938-8321
Facsimile: (903) 215-8510

ATTORNEYS FOR PLAINTIFF
AGIS SOFTWARE DEVELOPMENT LLC
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