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DAVID J. MALAND, CLERK 13} THE UNITED STATES DISTRICT COURT T p, . 325
PRS- FOR THE EASTERN DISTRICT OF TEXAS TUSIRRE M ne
TYLER DIVISION 5 TERALL
g,
SOVERAIN SOFTWARE LLC, —

Plaintitt,
Civil Action No. 6:04¢v528
V.
- Fon. Leonard E. Davis
AMAZON.COM. INC. and

THE GAP, INC., JURY TRIAL DEMANDED

’ . " .

Defendants.

COMPLAINT FOR PATENT INFRINGEMENT
Plaintiff Soverain Software LLC, for its Complaint against Defendants Amazon.com,
Inc.. and The Gap. Inc. (coliectively “Defendants™), alleges as follows.

INTRODUCTION

1. This ts an action arising under 35 U.S.C. § 271 tor Defendants” infringement of -
one or more of Soverain Software LLC’s United States Patent Nos. 6,195,649 and 0,205,437
{(collectively, the “Patents in Suit™).

THE PARTIES

2. Plaintiff Soverain Software LLC (“Soverain™) is a Delaware limited liability
company with its principal place of business at 120 South Riverside Plaza, Suite 430, Chicago,
IL 60606.

3. Defendant Amazon.com, Inc. (*Amazon™) i1s a Delaware corporation with s

principal place of business at 1200 12" Avenue, Suite 1200, Seattle, Washington 98144,

Amazon.com does business principally through the website www.amazon.com. Defendant
Amazon.com, Inc. may be served by serving the Secretary of State of the State of Texas pursuant

to the Texas Long Arm Statute, Texas Civil Practice & Remedies Code $§ 17.044 and asking the
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Secretary of State to serve Amazon.com, Inc. at its principal place of business at 1200 12"
Avenue, Suite 1200, Seattle, WA 98144 via Certified Mail - Return Receipt Requested.

4. Defendant The Gap, Inc. (“Gap”) is a Delaware corporation with its principal
place of business at Two Folsom Street, San Francisco, CA 94105, Defendant Gap does
business principally through retail stores including those known as The Gap and through
websites, including www.gap.com. Defendant The Gap, Inc. may be served by serving uts
registered agent for service, Corporation Service Company, 701 Brazos Street, Suite 1050,

Austin, TX 78701.

JURISDICTION AND VENUE

5. This action arises under the patent laws of the United States, Title 35, Uniied
States Code. The jurisdiction of this Court over the subject matter of this action is proper under

28 US.C. § 1338,

6. Venue is proper in this Court pursuant to 28 U.S.C. §§ 1391(b} and (c) and
1400(b).
7. Personal jurisdiction exists over Defendants because they do business in Texas

and infringing acts have occurred here.

PATENTS IN SUIT

3. Plainti ff Soverain is the owner of all right, title and interest in United States
Patent No. 6_,] 05,649 entitled *“Digital Active Advertising” (“the *649 patent™). The “649 patent
was duly and properly issued by the United States Patent and Trademark Office on February 27,
2001. The ‘649 patent was assigned to Plaintiff Soverain. A copy of the 649 patent is attached
hereto as Exhibit A.

9. Plainti{f Soverain i1s the owner of all right, title and interest in United States

Patent No. 6,205,437 entitled “Open Network Payment Systern For Providing For Real-Time
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Authorization of Payment and Purchase Transactions™ (“the *437 patent”™). The *437 patent was
duly and properly issued by the United States Patent and Trademark Office on March 20, 2001.
The '437 patent was assigned to Plaintiff Soverain. A copy of the 4537 patent is attached hereto
as Exhibit B.

INFRINGEMENT OF THE PATENTS IN SUIT BY AMAZON

10. In violation of 35 U.S.C. § 271, Defendant Amazon has infiinged and continues
to infringe the “649 and *437 patents by: (a) making, using. offering for sale or selling within the
United States. or by importing into the United States, products or processes that practice
inventions claimed in those patents; (b) inducing others to make, use, offer for sale or sell within
the United States, or import into the United States, products or processes that practice mventions
claimed in those patents; or (¢) contributing to the making. using. offering for sale or selling
within the United States. or imperting into the United States, products or processes that praciice
inventions claimed in those patents.

il. On information and belief. Defendant Amazon has had notice of the 649 and
‘437 patents as early as October 6, 2004.

2. On information and belief, the continued infringement by Defendant Amazon of
the ‘649 and “437 patents is deliberate and willtul.

3. Plaintiff Soverain has been damaged by the infringement of its patents by
Defendant Amazon and will continue to be damaged by such infringement.

14. Plaintiff Soverain has suffered and continues to sutfer irreparable harm and will
continue to do so unless Defendant Amazon is enjoined therefrom by this Court.

INFRINGEMENT OF THE PATENTS IN SUIT BY GAP

15, In violation of 35 U.S.C. § 271, Detfendant Gap has infringed and continues to

infringe the “649 patent by: (a) making, using, offering for sale or selling within the United

NY-217122]+1 =2



Case 6:04-cv-00528-LED Document 5 Filed 12/08/04 Page 4 of 31 PagelD #: 30

States, or by imperting into the United States, products or processes that practice inventions
claimed in that patent; (b) inducing others to make, use. otter for sale or sell within the United
States, or import into the United States, products or processes that practice inventions claimed n
that patent; or (c) contributing to the making, using, offering for sale or selling within the United
States, or importing into the United States, products or processes that practice inventions claimed
in that patent.

16. On information and belief, Defendant Gap has had notice of the “649 patent as

early as October 6, 2004.

7. On information and belief. the continued infringement by Detendant Gap of the
649 patent is deliberate and willtul.

18. Plaintitf Soverain has been damaged by the infringement ot its patent by
Defendant Gap and will continue to be damaged by such infringement.

19, Plaintiff Soverain has suffered and continues 1o suffer irreparable harm and wili
continue to do so unless Defendant Gap is enjoined therefrom by this Court.

RELIEF REQUEST

Wherefore, Plaintift Soverain respectfully requests that this Court enter judgment against
Defendants Amazon and Gap as tollows:

A That each of the Patents in Suit is valid and enforceable;

B. That each of the ‘649 and 437 patents has been infringed by Detendant Amazon.

C. That the 649 patent has been mnfringed by Defendant Gap.

D. That infringement of the Patents in Suit by Defendants Amazon and Gap has been
wiiltul;
E. An injunction against further infringement of the Patents in Suit by Defendants;
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[ An award of damages adequate to compensate Plaintiff Soverain for the patent
infringement that has occurred. together with pre-judgment mterest and costs;

G. An award of all other damages permitted by 35 U.S.C. § 284, including increased
damages up to three times the amount of compensatory damages found;

H. That this is an exceptional case and an award to Plaintift Soverain of its costs and
reasonable attorneys” tees incurred in this action as provided by 35 U.S.C. § 285; and

L. Such other relief as this Court deems just and proper.
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Kenneth R, Adamo .
Attorney In Charge

State Bar No. 00846960

JONES DAY

2727 North Harwood Street

Dallas, Texas 75201-1515

Telephone: 214-220-3939

Facsimile: 214-969-5100

Email: kradamoi{jonesday.com

Thomas L. Glannetti

Ognjan V. Shentov

JONES DAY

222 East 41st Street

New York, New York 16017
Telephone: (212) 326-3939
Facsimile: (212} 755-7306
E-mail: tlgiannetti@gjonesday.com
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Carl R. Roth
Michael Smith
State B3ar No. 17312000
THE ROTH LAW FIRM, P.C.
[15 N. Wellington, Suite 200
P.O. Box §76
Marshall, Texas 75761-1249
Telephone: 903-935-1665
Facsimile: 903-935-1797
Email: er@irothfimm.com
A

December QQ.%O(M ATTORNEYS FOR SOVERAIN SOFTWARE

LLC
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CERTIFICATE OF SERVICE

This is to certify that a true and correct copy of the above and foregoing document has
been forwarded to all attorneys of record herein by facsimile transmission and by first class mail,

return receipt requested on this day of December, 2004.

. s

Of Counsel
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UNITED STATES PATENT
NO. 6,195,649

EXHIBIT A

TO SOVERAIN’S
COMPLAINT FOR PATENT
INFRINGEMENT
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iy United States Patent
Gifford
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US0061935649B

US 6,195,649 B1
#Peh, 27, 2001

(1) Patent No.:
45y Date of Patent:

{34y DIGITAL ACTIVE ABVERTISING

{75} Iuventor: Dravid K. Gifferd, Wesion, MA {Li5)

(73) Assignes: Open Market, Ine., Cambridge, MA
{Us)

(™) Nolice: ‘This patent issued on a continued pros-
ceulion application {iled under 37 CTR
1.53(:d), and is subject 1o the hventy year
patent term provisions of 35 U.5.C
154(a)(2).
Subject lo any disclaimer, the term of this
patent is extended or acjusied woder 33
U.S.C. 154¢h) by 0 days.
This patent is subject 10 a terminal cis-
claimer.

(21} Appl Moo 09/833,143

{22} Filed: Mar 2, 1998

Related U.S. Application Data

103)  Continuation of ;lpphLIlllO]] No. 08363.745, filed on Nov,
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A cemplete system for the purchasing of goods or informa-
tion over a computer nelwork is presented. Merchant com-
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SHUTTLE HUBBLE {Houston)- Arriving far a house call 357 miles abkove Farth, the
of the space shuttle Endeavor on saturday reached out with a
grappling arm and easily snared ~na Hubble space talescope and

ascronaats
mechanical
prepared to treat the crippled spacecratt in five days of the most

complax orbital repairs yet attempted.
By John Noble Wilfaord

5

HEALPH-ALLTANGE (Washingrom)- If the Clinton health plan hecomes law, it will put
2 pnew inatitutbion inte the lives of most americans: the neaith alliance. Almosat

no octher aspect of the plan is so lirtle understood or so0 radically differsnt
from the atatus quo. BY Robln Toner.

50.75 ..5_

GAMBLING (Las Vegas)- The newest parspective on tha boeming national industry
of legalized gambling is now open for business: fururistic wvircuwal-reality
rides to soothe the ilosers’ souls, just up the theme park escalator from

acres of the larest video siot machines. By Francis X. Clines.
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TROUBLED HUBBLE SPACE TELESCOPE VAN
PULLED IN BY SHUTTLE FOR REPAIRS

By JOHN NOBLE WILFORD
The New York Times {Copyright 1333 The New York Times)

prigrity: Urgent

date: 12-04-93 171ZEST

caragory: Domestic

subject: BC SHUTTLE HUBBLE ART

HEOUSTON- Arriving for a house call at 357 miles abovs EZarth. the astronauts
of the space shuttle Endeavor reached out Saturday with a mechanical
grappling arm and sagily snared the Hubble telescope.

The arbical rerrieval pawves the way for the shuctle's astronauts to treakb
the crippied spacecraft in five days of the mos:t complex crbital raepairs
yet attempred.

“Houston, Endeavorhas afirm handshake with Mr. Hubble's telescope,” Col.
Richard . Covey of the Air Force, the shurele commander. radiced te
Mission Control in Houston after the rebotic arm had grasped the 1.6

pillion telsscope.

The shuttle's successiul rendezvous with tha orbiting t2lascope was ths
first major atep in a mission that cauld be fareful e hoth astronomy and
NASA

Installing pew mirrors to overcome Huppkle's biurred wvision will return cha
relescope to its full abilicies, giving the 2atronomers a view almosat to
the edge of the universze. and such a higialy visible success could bosst
rhe spade agency's reputation at a time It is seeking support for building
an international space station.

Once the 12.3-ton telescope wWas securely barthed im the Op&d <ar§o may
sacurday morxning. it was ready for the astronauts to begin the first of

cheir five space walks early Sunday wo¥ning.
b

The zchedule calls for Dr. Musgrawve and Gr. Jeffrey A. Hoffman Lo replace

d O T

Failad gyroscopes, two lectronic control units and spms [uses.
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1. Cec. 2 1993 14;32 {78 linss] s1.00~ 48 39 a5 -

Tn *A Dangercus Women,’ Dabra Wiager deeply into the drab role of

Martha Horgan, a shelrtersd innocent in a zmall California town.

2. bec. 2 1393 14:23 {50 iines} $1.09 40
“naceaption” 1ls a fabulously farfetched story about the string of suprises
rhat ieads Besale Faro (andie Machowell} all over the world.

3. wov. 26 1993 19:43 (4% lines) §1.00 41 3
“rwenty fucks® follows a 520 dollar bill from rthe moment it's digspensed by an
automatic teller machine to its destrucyien menthg later. Along the way ic
casses through the rands of dozens of individuals frem all walks of life.

2. Mav. 23 1993 18:46 (48 iines} $1.090 Eg
* A Perfect World,” 2 drama, 13 rated PG-13 for languzge and violenga. It

veceived 3 and one-half stars aut of 4.2
~lipt Eastweod and Kewip Costner represent the best of Hollywood's atars who
entertain withour sacrificing artistic integrsty. In *A Perfect World.” their

reputations remain intacT.

3. Wowv. 23 1393 18:46 [53 lines] $1.00 %g

["GEORGE BALANCHINE'S ‘MUTCRACKER,” a dance film, is rated G. It rzceived 2
stars out of 4.

a straightferward racord of rtne annual Christmas show staged by the

Naw York City Ballet, "Gecrge Ralanchine's 'Nuccracker,'”” would have gone
direectly to TV il not For -—he participatioen of

6. Nov. 23 1993 18:46 [60 lines] $1.00 44 .
(*WE'RE BACK! A DTNGSAUR'S STORY,” an animated feature, ig racted G. It received
2z gtars out of 4.}

kids won't even understand cChe best joks in the animated “We're Back! A

pinosaur's Stery.” It has oo do with a godlike cime - and spaca-traveling

Fo{ward} Hcma! [Elnadl Opsn..,l Sava A;.,.! !c[an.l Fl-w W!ﬂdo‘!’l [C?n wmdow]
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prierity: Regular

dare: 12-02-33 1432EST

caragory: Entertainment and Culrure
subject: BC WOMEN FILHM REVIEW

1a 2 Dangerous Woman,’ Debra Winger sinks deaply into the drap roles of
Martha Horgan. a shelcered innocent living in a small California town.

rharacters iike Martha have a way of attracting the storyteller's interst at a
wary precise point in rheir Iliwves. it is Che moment just >efore the
chnaracter's peaceful esxistence is ruptured by some seiamic forge iike sex
or dsath or a symbolic coming of age.

"A Dangesrous Women* is spap opera encugh to chuzn up all three.

With Me. Winger's eerily convincing performance at it's centerpiece, the f£ilm
creates a warld of sexual chicanery that would dc any relevisicn series

proud.

Marzha is taksn care of by aunk Frances (5axbara Hershay), a rich, beauziful
widow invelwved in an extramarital affair with a state assembliyman

(John Terrv). That liaison starts cff the £iim with a suitable kang, as the
assenbly's wife (Laurie Meccalf]) drunkenly drives her var inke the widow's
tront poreh as a means of registering her frritation.

Marrtha, a fragile creature in a girlish aightgown and thick glasses,

>

watches this outburst in bswildeared horrer. But the film intends it as a

sarbringer of #Marcha’s own act of violeance, which is alzzady in the

< TR

works and will serve as
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DIGITAL ACTIVE ADVERTISING

This is a Continuation of application Ser. No. (8/363,
745, filed Nov. 29, 1995, now U.S. Pal. No. 5724424,
which is a Continuation of application Ser. No. U8/168,51Y,
filed Dec. 16, 1993, now sbandoned.

BACKGROUND OF THE INVENTION

The recent rapid growih of infermation applications vn
iaternational public packet-swilched compuier neiworks
such as the Interpet suggests that public computer networks
have the potential 1o establish a new kind of open market-
place for goods and services. Such a marketplace could be
created with a network sales sysiest that comprises & phi-
ralily of buyer aod merchant computers, izeans for the users
of the buyer compulers to display digital advertisements
from the merchant computers, and means for the users 0
pirchase products described by the adverlisements.

A network based sales systern will need 1o allow users 1o
preview products at litfte ot nio cost, and wall need to make
a large number of product advertisements available in a
convenienl manaer. Jn addition, the shopping system will
need to inchde easy-to-use facilities for @ vser to purchase
desired products using a merchanl independent payment
method. In addition the network sales will need 1o allow new
buyers and merchants o cnter the market.

A central requirement for a markelplace is a paymemt
mechanism, but al present no merchant independem pay-
ment mrechanism is availeble for computer networks that
permits users Lo utilize conventional financial instruments
such as credit cards, debil cards, and demaad deposit
account balances. We expect that both retail payment and
wholesale payment mechanisms will be required for
networks, with consumers usipg the retail mechanism for
modest size purchases, and institwtions wsing the wholesale
mechanism for performing ssitlement belween trading pari-
ners. For wide acceptance the retail mechanism will need to
be 1 logical evolution of existing credit-card, debif-card, and
Automated Clearing House facilifies, while for acceptance
the wholesale mechanism will need io be an evolved version
of comporate electronic funds transfer.

These problems of have been approached in the past by
network based sales systems wherein, for example, each
merchant maintains an account for each user. A uscr must
establish an account with each meschant o advance tn order
10 be able to uiilize the merchanl. The pricr ant nerwork
based sales systems are nol designed to allow users to use
their existing credit card and demand deposit accounts for

paymeni, nor are they designed to allow for progrags to be

included in digital advertisements.

According, therefore, it is a primary objective of this
tnveation to provide a user interactive network sales system
in which the user can Freely use any merchant of choice and
utilize existing financial instaments for payment. Other
objects include a network sales system which provides a
high-quality user intecface, which provides users wilh a
wide variety and large volume of adveriisements, which is
casily extensible 10 new scrvices, and which is casily
expanded lo new applicaticas within the existing infrastruc-
ure of the system.

Still other objects of the invention are o provide a
aetwaork payment systent that will authorize payment orders
and remove parl of the risk of fravd from merchants.

An unavoidable property of public compuier networks is
that they are comprised of swilching, transmission, and hosl
computer components controlled by many individuals and

I

4=
b

e

.
o

&

2

Z
wrganizations. Thus i is impossible for a network paymen:
system to depend npoa a speciticd minimum required degres
of software, hardware, and physical security for all of the
componenis in a public network. For example, secrel keys
stored in a gives uscr’s personal compuler can be
compromused, swilches can be fampered with o redirect
tralfic, and transmission faciliies can be intercepled and
marnipulated. ’

The risk ol performing retail pavment in a public nepwork
is compounded by slatuies thai make 2 payment svsiem
vperater in part liable for the security lapses ol ils users,
Existing Federal statutes in the United States, inchuding ihe
Electronic Funds Transfer Act and the Consumer Credit
Protection Acl, require the operator of a payment mecha-
pism to limit consumer llability 1o many cases. Payment
syslem operators may have other fiduciary responsibilities
for whelesale transactions. Similar responsibilities exist in
other counlries for retadt and wholesale lransactions.

In existing credit card payment syslems, a credit card’s
issuing bank takes on the fTaud risk associated with misuse
of the card when a merchant [ollows estabbished card
accsplance protocols. Acceplance protocols can include
verifying a card holdes’s sigmature on the back of thelr card
and obtaining authorization for payments aver a cerfaim
value. However, in network based commerce a merchant can
not physically examine a purchasers credit card, and thus the
fraud risk may revert 1o the merchant i so called “card not
present” transactions. Many merchants can not guality to
take this risk because of their limited financial resources.
Thus the invention is imporiant to allow many merchants (¢
participate 13 network based commerce.

Other cbijects of the invention include utilizing existing
financial instruments such as credit cards, debit cards, and
demand deposit accouats for merchanl paymenis.

Existing network payment sysiems do not conoecl (o the
financial systewr for avthonzatior and are not compalible
with conveational financial instruments. Existing network
payment sysiems include the Simple Network Paymeat
Protocol [Dukach, S., SNPP: A Simpk Network Payment
Protocol, MIT Laboratory for Computer Science,
Cambridge, Mass., 1993 ], Sirbu’s Interoet Billing Server
[Sirbu, M. A., Internct Billing Service Design and Prototyps
Implementation, Information MNetworking Program.
Carncgic-Mellen University. 1993], and NerCash
[Medvinsy, G., and Newman, B. C., NetCash: A Design for
Practical Elecirome Currency os the Interact, Proc. 1si ACM
Cuonf_on Comp. and Comm. Securiiy, November, 1993].

A furiher object of the invention is to allow users in an
untrusted network envirenment (o use convenlicnal financial
instmuments withoul requiring modification to existing finan-
cial system networks.

The following definitions apply 16 the preseai invenlion.
A principal is a person, company, lostitation, or other entity
that is authorized 1o transact business us pan of a perwork
payment system. A payoent order deseribes the identity of
a sepder, a paymenl amount, @ beneficiary, and o sender
unique once. A seader is a principal making a payment. &
beneficiary i a principal to be paid by the payment system.
A scnder unique nonce 1s an identifier that is used only once
by 2 given sender. An example of sender unigue nonces are
unique limesiamps. An external account s an account hal
cant be used to settle a payment arder for either 2 sender or
a bepeliciary in the external finuncial system. Examples of
external accounmts include demand deposit accounts and
credit card accoums. An external device is a physical object
that is kept in the possession of a user for the purpose of
wennifying the user
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Anetwork payment system is a service that authorizes and
executes digital payment orders that are backed by exiernal
aceounts. A paymenl syslem authentivates @ payment order,
checks for sufficient funds or credil, and then originates
funds transfer trapsactions {o carry out the payment onder. A
payment systern acknowledges acceplance or rejection of a
payment order. More thap one paymeant sysiem may exist on
a given nelwork, and a given payment system may opurite
on more than one host 1o increase is relability, availabiliy,
and performance. An awthenticator Js a digital value that is
appended to a payment order and becomes part of the
paymeni crder that authenticaies the payment order us
SenuinG.

SUMMARY OF THE INVENTION

The invention relates to a network siles system for
e¢aabling users to purchase products using a plurality of
buyer complers that ecramunicate over a network with 2
plurelity of merchant computers. Each merchant computer
has a database of digital advertisements. Each digilal adver-
tisement meludes a price and @ product abstract. Buyer
computers request, display, and respond to digital advertisc-
ments from merchant computers. Users can purchase prod-
ucts with their buyer computers after they have specitied an
acceunt Lo pay [or the purchase. A petwork payment service
is used to authorize the purchase before merchant fulfillment
is performed.

In a parlicular aspect of the invention, he merchanl
computer can request account information when it is not
provided by the buyer computer. In anuther aspect ol the
invention, the buyer compuler can present to a merchant a
pre-anthorized payment order that is obtained from a net-
work pavment system.

In another aspect of the invention, an electronic sales
system contains digital adverisements thai include pro-
grams. The programs are exccuted on behalf of a user by a
buyer computer, and can lead 10 a purchase request directed
to a merchant computer that performs product fulfiliment.

in another aspect of the invention a network payment
system execuies payment orders. A payment order inchides
a sender, a beneficiary, 2 payment amount, and a nonce
identifier. A payment order is signed by a clieal compuler
with an authenticator that is checked by the payment sysiem-
Payment orders are backed by accounts in the banking
system, and ar¢ aulhorized by the nebwork payment system
by sending messages ipfo a financial authorization network
that knows the status of these accounts. The payment system
accomplishes sclilement by sending messages info an exist-
ing financial system network.

In another aspect, payment orders are authenticated based
on the defivery address they specify. Tn another aspeet, the
payment system will specify in ils autherization legal detiv-
cry addresscs. In another aspect, authenticators for payment
orders arc based on one-time iransaction identifiers that are
knows oaly lo the user and tbe payment system. In another
aspect, payment orders for a given sender are only accepted
from certain client computer petwork addresses. In another
aspect, the petwork payment sysiem sends messages inlo a
financial authorization systern in real-time before the vel-
work payment system will authorize a payment order.

BRIEF DESCRIPTION OF THE DRAWINGS

Other objucts, features, apd adhvantages of the inventivn
will appear from the following description taken together
with the drawings in which:

FIG. 1 is a block diagram of a lvpical network sales
system in accordance wilh the nvention;

3

wn

)

[
]

HU

649 Bl
4

1G5, 2 is a screen snapshot of a buyer compuicr display
of an overview page from a mercham compuier;

FEG. 3 is 2 screeq snapshol of a buyer computer display
of & page ol digial advertisements from @ merchagl com-
puter;

FI1G. 4 is a screen snapshot of a buver computer display
of an account guery page;

TI1G. 5 is a screen snapshot of a buyer computer display
ol a fulfilliment page;

¥165. 6 is a fiow chart iMlustrating the precessing of a sale
between a buyer computer and 3 merchant compuier;

FIG. 7 s a flow chart tllustratiog ihe sliemate processing
of payment order means for oblaining missing payment
information;

FIG. 8 is 2 screen snapshot of a buyer computer display
of an overview page from a merchanl compurer that containg
a query input by ihe user;

FIG. 9 s a screen spapshel of a buyer computer display
of digital adverlisemenlts in response 10 a user’'s query;

FIG. 10 is a screen snapshot of a buyer computer screcn
of a purchase cenlirmation;

FIG. 11 is a screen snapshot of @ buyer display of a
fulfillment page ke FIG. 3,

FIG. 12 is 2 flow chart illustrating an aliernate processing
of a sale berween a baver computer and a merchant com-
puter where a payment order is pre-authonzed;

FI1G. 13 is a block diagram of a tvpical network payment
systemt in accordanes with the invention:

F1G. 14 is a How chart illusiatung the awthentication,
authorization, and scillement of a payment ocder;

FIG. 15 is a flow chart ilustraling ap alternale processing
of the authentication and verification of a payment order
where tragsaction identiflers are vsed; and

F1¢3. 14 is a flow chart illustzating an aliersate processing
of the authorization of a payment order where real-time
approval from the financial authorization network may not
be obtained.

DESCRIPTION OF & PARTICULAR
PREFERRED EMBODIMENT

A network sales system 2840 as shown in F1G. 1 employs
a4 network 67 10 interconnect a plarality of buyer computers
§1 and 62, merchant computers 63 and &£, each merchant
computer with respective digital adveriisement databases 63
and 66, and a payment compuicr 88 A user of the sysiem
cmploys a buver compuier o reirieve advertisements from
the merchagt computers, and o purchase goods of interest.
A payment computer is used 0 authorize 2 purchase trans-
action.

A digital advertisement includes a product description and
a price. In digital advertisement dalabase 85 prices and
deseriptions may be stored separately, and one price may
apply 10 many product descriptions.

Ig an aliernate cmbodiment, ihe network sales sysicn
[urther ncludes external devices that are kept 1n the pos-
session of users so that the users can authenticale themselves
when they use a buyer computer.

The software archilecture underlying the particular pro-
ferred ambodiment is based uper she bypertext conventions
of the World Wide Web, Appendix A deseribes the Hyperiext
Markup Language {HTML) document format used to rep-
resent digital advertisements, Appendix B describes the
HTMIL. forms £4 ont support in Mosaic 2.0, Appendix O is
a description of the Hypertext Transfer Protocol (FITP)
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between buyer and merchant compuicrs, and Appendix [
describes how documents are named with Unilomm Resouree
Localors {URLS) In the network of computers. A document
is defined 1o be any type of digital data broadly construed.
such as mnitimedia documents that inciode iexr, sudio, and
video, and documents that contain programs.

FIG. 2 shows an overview screen thal has been reirieved
from a merchant computer by a buyer compuler and dis-
played by the buyer compater. It includes links 1,2, end 3
that when activated by a user cause the buver’'s computer Lo
ke specified actions. In the case of link 1, the documen:
showa in FIG. 3 is rolrieved from a mercham computer and
displayed. In the case of link 2, a short andio segment 1s
reirieved from a merchant compuier and plaved. I the case
of link 3, the query that can be entered inlo the query dialog
box 4 is sent to a merchant computer, and a document is
retrieved From the merchant computer and displaved.

FIG. 3 shows a document that contains three digital
advertiserments, The digital advertisemenls have been
retrieved from the merchant computer after the activation of
link 3. The merchant compuler may set the prices contained
in the advertisements based on the on the identity of 1he user
as determined, for example, by the newwork address of the
requesting buyer computer. The document includes links 5,
6, and 7 that are used 1o purchase the prochets described by
the adveriisements. For example, if link 5 is activated the
missing pavment intormation document shown in FIG. 4 1s
retrieved from the merchant compuler and <isplayed.

T1G. 4 is 2 missing payment information document that is

used o gather aser account information for the requested
purchase in an 1FTML form. Radio buttops 8, 9, 10, H, 12
are used to select a means of pavinent, dialog box 13 is used
o enler an account number, dizlog box 14 s used to enter
an optional authenticater for the accouat, purchase bution 13
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is used 1o send the account infermation to the merchanl =~

computer and proceed with the purchase, iink 16 is used w0
abort the purchase and retum to the document shown in FIG.
2, and dialoy box 17 is used 1o enter optional user informa-
tion that is associated with the purchase and ultimately used
by a financial insiitetion as part of a texteal billing identifier
for the purchase lramsaction. If provided, this additional
information is included in the payment order for the pue-
chase.

FI1G. 5 is a fulflilment decement 18 that is produced onee
valid account information is provided Lo the rmssing payv-
ment information document in FIG. 4 and purchase buuon
15 is activated.

FIG. 6 is a Howchart that more fully describes the
information fow in the purchase transaciion shown ia FIGS.
2 10 3. An ipitial vser inquiry 19 from activaling link 1
resulis in the HTTP request 20 for a specific document with
a specified URI. The URL spocifies the name of the
merchant compuier. The merchant compuler retnieves the
document given the URL at 21, and zeturos it Lo the buver
compuier at 22, The buyer compurter displays the resulting
UTML document at 23. When the user activates link 5, wn
HTTP request 25 1s sent to the merchant compuler reguest-
ng the document

Io an allemate embodiment, document 22 is executed 2t
23 as a program. A program is defined as a set o mstructions
that can exhibit conditional hehavior based upen user
actions or the environmenl of the buyer compuler. As is
known to those skilled in the art, there are many techniques
for reprosenting programs as data. The program can be
interpreted or 1t can be directly executed by the buoyer
compuier. The program when executed will cause the buver
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computer @ inkeracl with the user leading 1o the user
purchase request 24, and the purchase message 25.

The merchant computer then aliempis lo construct a
payment order at 26 vsing the information it has gathered
about ithe user. The buyer computer may have previously
supplied certain credentials using fill ouwt forms or other
acceunt whentification means such as providing the network
address of the buver computer iy the normal course of
communicition. 10 the buyer compuier s able lo construct a
complete payment order at 26 be payment order is seal to
a payment compatter Tor asthorization at 27. 1 a payment
order can be constructed, processing continues at 28.

Aheroatively, the buyer computer may censtruct the pay-
ment order at 24 and send 11 1o the merchant computer ar 25
In this case, the payment order assembly steps at 26, at the
merchant computer, may only need to [orward 1he paymeni
order from the buyer computer.

A pavment order includes user aceount information, mer-
chanl aceounl information, ag amoeunt, and a nonee identifier
that has not been previously nsed for the same user account.
Variations of paymeot orders can be construcled, including
pavment orders that specify user or merchant identifiers in
place of account information, payment orders that specify a
valid time period, puymenl orders that specily lomign
currencies, and payment orders tha! inclide comment
strings. Part of the process of construcling a2 payment order
is crealing a corresponding authenticator using onc of the
authenticator methods described below.

Io 1he illustrated cmbodiment of FIGS. 3 and 4, the
merchant computer does notl have sulficient information to
construct a payment order at 26 and thus ar 33 (FIG. 7)
constructs and returns a missing payment information docu-
menl in response Lo request 23, Operation 33 includes in the
constructed document appropriate form felds based on what
information the merchant computer has already collected
[rom the user. The docomem is relurned fo (he buver
computer ai 34 and is displaved ar 35, When the user presses
the purchase builon 13, the coments of the form are trans-
mited 10 the merchant computer, a1 38, 1o a speeific URL
name, using an HTTP request. Based on the supplied form
fields, the merchant compuler constricrs a complete pay-
ment order, Alternatively, the buyer compuler may construct
Ihe paymenl order at 35 and send it to the merchant
computer as part of step 36. [n this case, the payment order
assembly steps 37 at the merchant computer simply passes
o the payment order frem the buyer computer The payment
order is sent 1o the payment computer in a message al 38,

tn either case, the flowcharl continues in FIG. 6 where the
pavisent computer checks the authorization of the payment
order at 28. If the payment system authorizes the request, an
authorjzation message ai 2% is returned to the buyer
compuier, and the merchant compuier checks at 38 that the
authorization message came {tom the payment computcr
using (ke authenticalor mechanism described below. Assunm-
ing that the authonization message is vahd, the merchant
computer performs fulfiliment at 30, returning the purchased
product in response at 31 In our example in FIG. 5 the
response 2t 31 15 document 18 that was the Jogical larget of
link 5. 1 the payment system does nat authorize the payment
order then response 31 is a rejection of the user’s purchase
requesi.

fn an altermate embodiment, step 30 can encrypl the
document using a key that is known to the buyer compnler.
As is known 1o those skilled m the art, the key can be

5 communicated to the merchant compuler using convention

key distribution protocols. In this mapaer the document will
be prowected from disclosure o other users.



