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Richard P. Ormond (SBN: 207442
Matthew L. Seror (SBN: 235043)
BUCHALTER NEMER ,

1000 Wilshire Boulevard, Suite 1500
Los Angeles, CA 90017-2457

(213) 891-0700

(213) 896-0400

Plaintiff WEBZERO, LLC

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

WEBZERO, LLC, : CASE NUMBER
a Wyoming limited liability company,
PLAINTIFF(S)

- CV08-0050% FIG

ClicVU, Inc., a Delaware corporation,
doing business as SPAMEX SUMMONS
DEFENDANT(S). :

TO:DEFENDANT(S): ClicVU, Inc., a Delaware corporation, doing business as SPAMEX

A lawsuit has been filed against you.

Within 20 days after service of this summons on you (not counting the day you received it), you
must serve on the plaintiff an answer to the attached [X] complaint [_] amended complaint
[ ] counterclaim [_] cross-claim or a motion under Rule 12 of the Federal Rules of Civil Procedure. The answer
or motion must be served on the plaintiff’s attorney, Michael L. Wachtell, Richard P. Ormond,
Matthew L. Seror, BUCHALTER NEMER, A Professional Corporation, whose address is
1000 Wilshire Boulevard, Suite 1500, Los Angeles, CA 90017-2457. If you fail to do so, judgment by default
will be entered against you for the relief demanded in the complaint. You also must file your answer or motion
with the court. /)

Dated: JAN 25 2008 <

(Seal of the Court)

[Use 60 days if the defendant is the United States or a United States agency, or is an officer or employee of the United States. Allowed
60 days by Rule 12(a)(3)].

CV-01A (12/07) SUMMONS o American LegalNet, Inc.

www.USCourtForms.com
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Attorneys for Plaintiff WEBZERO, LLC ; @

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA
| wouna-0050k £l
WEBZERO, LLC, a Wyoming Case No. cviog-t 0 5 : i,
limited liability company,
COMPLAINT FOR PATENT %3 A

Plaintiff, INFRINGEMENT AND UNFAIR g
COMPETITION
Vs.
DEMAND FOR JURY TRIAL
ClicVU, Inc., a Delaware
corporation, doing business as
SPAMEX,

Defendant.

Plaintiff WebZero, LLC, by and through its attorneys, alleges as follows:

Jurisdiction and Venue

1. This is a civil action for patent infringement, unfair competition,
injunctive relief, and damages arising under the Acts of Congress relating to
patents, 35 U.S.C. §1 et seq. and arising under the unfair competition laws of the
State of California. This Court has jurisdiction over the subject matter of this action
pursuant to 28 U.S.C. §§1331, 1338 and 1367.

2. Venue is proper in this Judicial District pursuant to
28 U.S.C. §81391(b), (c), (d) and 1400(b). Upon information and belief Defendant

has engaged in the activities complained of herein within this Judicial District.

"
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1 The Parties

2 3. Plaintiff WebZero, LLC (“WebZero”) is a limited liability company
3 | organized and existing under the laws of Wyoming, having its principal place of
4 | business in Cheyenne, Wyoming.

5 4. On information and belief, Defendant ClicVU, Inc. (“ClicVU”) is a
6 | corporation organized and existing under the laws of Delaware, doing business as
7 | SPAMEX in the State of California and within this Judicial District.

8 5. WebZero is informed and believes, and on that basis alleges, that

9 | ClicVU has ongoing and systematic contacts with this Judicial District, and has
10 | knowingly placed its infringing products and/or services directly into commerce
11 | within this Judicial District, or has knowingly placed such products into the stream
12 | of commerce expecting that such products would end up in this Judicial District.

13 Factual Background

14 6. On or about December 6, 2005, the United States Patent and

15 | Trademark Office issued U.S. Patent No. 6,973,481 (the “‘481 Patent”) to

16 | Emailias, LLC. A true and correct copy of the ‘481 Patent is attached hereto as

17 | Exhibit “1” and incorporated herein by this reference.

18 7. On or about July 30, 2007, Emailias, LLC assigned the ‘481 Patent to
19 | WebZero. The assignment of the ‘481 Patent from Emailias, LLC, as assignor, to
20 | WebZero, as assignee, was recorded in the United States Patent and Trademark

21 | Office on or about August 2, 2007. A true and correct copy of the assignment of
22 || the ‘481 Patent from Emailias, LLC to WebZero is attached hereto as Exhibit «“2”
23 | and incorporated herein by this reference.

24 8. WebZero (the owner and assignee of the right, title and interest to the
25 | Patent at issue in this case) is an industry leader in web-based and e-mail products
26 | and services. The products and services offered by WebZero to consumers require
27 | considerable investment in leading-edge technology and other resources so that

28
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WebZero’s products and services may exhibit the superior quality, integrity and
reliability for which WebZero is known.

9. The ‘481 Patent relates to a system and method for creating and
managing forwarding electronic mail addresses. The ‘481 Patent creates a system
and method for creating a disposable e-mail address (“DEA”) during an internet
session. The system and methods claimed in the ‘481 Patent allow users to create
and manage their DEA.

10. ClicVU has infringed the ‘481 Patent by offering for sale and selling
products and/or services that include and incorporate the systems and methods
included in, and protected by, the ‘481 Patent.

11.  WebZero is informed and believes, and on that basis alleges, that
ClicVU offers for sale and sells products and services that infringe on the
‘481 Patent under the SPAMEX name. Indeed, ClicVU’s SPAMEX product is
virtually identical to the systems and methods claimed in the ‘481 Patent.

12.  ClicVU offered for sale and sold products and services which infringe
on the ‘481 Patent with prior knowledge of the ‘481 Patent, and, therefore,
ClicVU’s infringement, as alleged herein, was intentional, willful and deliberate.

13.  Furthermore, ClicVU offered for sale and sold products and services
that infringe on the ‘481 with the knowledge and intent that such products and/or
services would be sold to, and used by, users in the United States and specifically,
within this Judicial District.

FIRST COUNT-PATENT INFRINGEMENT
(Infringement of the ‘481 Patent)

14. WebZero realleges and incorporates herein by this reference
Paragraphs 1 to 13, inclusive, as though fully set forth in this Paragraph.

15. ClicVU has directly infringed, induced infringement of, and/or
contributed to the infringement by third-parties of one or more claims of the

‘481 Patent, both literally and under the doctrine of equivalents, by offering for sale
BN 1684767v1 3
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1 | and selling in the United States its products and/or services that infringe on the

2 It ‘481 Patent.

3 16. ClicVU is not licensed or otherwise authorized by WebZero, or any

4 | predecessor in interest, to offer for sale or sell products and/or services that include
5 | or incorporate the systems and methods claimed in the ‘481 Patent.

6 17. ClicVU’s actions as herein alleged render it guilty of infringing one or
7 | more claims of the ‘481 Patent.

8 18. ClicVU’s infringement as herein alleged has been and continues to be

9 | deliberate, intentional and willful.
10 19.  Asaresult of ClicVU’s infringement as herein alleged, WebZero has
11 | suffered, and will continue to suffer, substantial damages in an amount to be proven
12 | at trial, such damages including all of ClicVU’s profits from the infringement

13 || alleged herein.

14 20. ClicVU’s infringement has injured WebZero and will continue to

15 | injure WebZero unless enjoined by the court. Such injury will be irreparable.

16 SECOND COUNT-UNFAIR COMPETITION

17 Unfair Competition Pursuant to

18 California Business and Professions Code §17200

19 21.  WebZero realleges and incorporates herein by this reference

20 | Paragraphs 1 to 20, inclusive, as though fully set forth in this Paragraph.

21 22.  ClicVu’s unauthorized use of the systems and methods claimed in the
22 | ‘481 Patent for the purposes of selling products and/or services to consumers, for
23 | whose business WebZero and ClicVU compete, constitutes unfair competition

24 | under the common law and statutory laws of California in violation of

25 | California Business and Professions Code §17200, et. seq.

26 23.  WebZero has suffered, and continues to suffer, injury from ClicVU’s

27 | infringement and use of the systems and methods claimed in the ‘481 Patent and, as

28
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such, WebZero is entitled to relief pursuant to California Business and Professions
Code §17203.
PRAYER FOR RELIEF

WHEREFORE, WebZero prays for judgment against ClicVU as follows:

A. A declaration that the ‘481 Patent is valid and enforceable;

B.  That ClicVU be adjudged to have infringed the ‘481 Patent;

C.  That ClicVU be adjudged to have induced infringement of the
‘481 Patent;

D.  That ClicVU’s patent infringement of the ‘481 Patent be adjudged
willful and deliberate;

E.  That this case be deemed exceptional under 35 U.S.C. §285, and that
the damages for patent infringement be enhanced accordingly;

F.  That ClicVU is adjudged to have unfairly competed with WebZero in
violation of California common law and Cal. Bus. & Prof. Code §17200, et seq.;

G. That ClicVU’s subsidiaries, affiliates, parents, successors, assigns,
officers, agents, servants, customers, retailers, employees, attorneys, and all persons
acting in concert or in participation with ClicVU be preliminarily and permanently
enjoined from:

1. Infringing or inducing infringement of the ‘481 Patent, and
specifically from offering for sale or selling any product or service that includes or
incorporates any of the systems or methods claimed by the ‘481 Patent;

2. Practicing unfair competition, unfair trade practices or
misappropriation against WebZero; and

3. Engaging in any conduct aimed at or likely to result in diverting
business intended for WebZero or injuring WebZero’s goodwill or business
reputation by way of imitation, misrepresentation, false statements, advertising,

fraud and/or deception.
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H.  An accounting for all profits of ClicVU derived by reason of the acts

alleged in this Complaint;

L. An award of money damages suffered by WebZero in an amount to be
ascertained, and the trebling thereof;

J. An order compelling ClicVU to disgorge the amounts by which it has
been unjustly enriched by the acts alleged herein;

K.  Judgment, relief, and requests as set forth in this Complaint;

L. Reasonable attorney’s fees, prejudgment interest, and costs of this
action; and

M.  All such other, further, and different relief as the court deems proper
under the circumstancés.

DATED:  January 25, 2008 BUCHALTER NEMER
A Professional Corporation

MICHAEL L-WACHTE

RICHARD P. ORMOND

MATTHEW L. SEROR
Attorneys for Plaintiff
WEBZERO, LLC

By

BN 1684767v1 6
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DEMAND FOR JURY TRIAL
Pursuant to Fed. R. Civ. P. 38(b), Plaintiff WebZero, LLC hereby demands a
trial by jury of all issues so triable.

DATED:  January 25, 2008 BUCHALTER NEMER
5 A Professional Corporation

: oy O
MICHAEL L. WACHTEL
RICHARD P. ORMOND
MATTHEW L. SEROR

Attorneys for Plaintiff

WEBZERO, LLC

By
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SYSTEM AND METHOD FOR CREATING
AND MANAGING FORWARDING EMAIL
ADDRESS

FIELD OF THE INVENTION

The present invention relates generally to electronic mail
and in particular to a system and method for controlling the
delivery of electronic mail over a communications network.

BACKGROUND OF THE INVENTION

Flectronic mail (“email”) has been and continues to be an
important and powerful tool by which to communicate
information. Sending an email has cost, speed, and conve-
nience advantages over sending its paper-based counterparl.
Sending an email is analogous to sending a paper-based
letter. When a computer user wishes to send an email using
a graphical user interface (GUI) based email client applica-
tion, the email client application is conditioned to open a
form by selecting an appropriate icon. The email address of
the recipient of the email is entered into the form together
with the message to be conveyed to the recipient. Once the
email is complete, an icon is selected on the form resulting

10

20
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forwarding email address so that email delivered to an old
email address is automatically forwarded to a new email
address. Unfortunately, this solution is typically unavailable
to users who change ISPs or employers. Also, the use of a
forwarding email address does not avoid spam since spam
directed 1o the old email address is forwarded to the new
email address like every other email.

Email services are available, which allow users to create
recipient or “t0” (i.e. forwarding) email addresses (herein-
after referred to as Generation-to (“Gen-2”) email ser-
vices”). The forwarding email addresses created by each
user are managed within an account associated with that user
that is hosted by the Gen-2 email service. Each user can
access his account through an interface allowing the user to
control and manage many email forwarding addresses.
Emails directed to the forwarding email addresses created by
a user are automatically forwarded to the user’s primary
email address. In this manner, a user is able o assign a
unique forwarding email address to each email contact
(person or company) that the user wishes to receive email
from. The user’s primary email address therefore can be kept
confidential thereby reducing the risk of spam. This modifies
the above-described tree analogy such that each branch of
the tree becomes a unique forwarding email address that

in the email being sent to the recipient. Once sent, the email 25 forwards received email down its branch to the user’s
is delivered to an inbox associated with the recipient. The primary email address at the base of the tree. If the user
recipient can access his/her (“his”™) inbox and read the email changes his primary email address, the user’s account profile
through his email client application. simply needs to be updated to reflect the user’s new primary
A sent email typically includes the email address of the email address so that the forwarding email addresses in the
sender. This of course makes it easy for the recipient of an 30 user’s account direct email to the user’s new primary email
email to respond 1o the email. Unfortunately, including the address. Metaphorically, instead of cutting down the user’s
email address of the sender also creates a greater potential email tree, the user effectively transplants the email tree.
for exposing the sender’s email address to an entity who will Gen-2 email services in addition to facilitating changes to
use the email address to forward unsolicited email (“spam™) primary email addresses also have a profound effect on
to the sender. 35 spam. If a user receives spam that is directed to one of his
The process whereby a computer user acquires an email forwarding email addresses and the user wishes to stop the
address and shares the email address with others can be spam, then just that one forwarding email address needs to
likened to growing a tree. The base of the tree is created  be terminated and removed from the account. Metaphori-
whenever a new email address is obtained. Each time the cally, this is analogous to trimming one branch from the tree.
user’s email address is given to another, a new branch is 40 As will be appreciated, this provides a user with a signifi-
grown from the base of the tree. Metaphorically, when a user cantly better solution to dealing with spam, since email
sends an email to an email address, that user represents the addressed to the user’s other forwarding email addresses is
tip of a branch with the sent email travelling down the still delivered to the user’s primary email address.
branch to the email inbox at the base of the tree. When replying to an email, most email client applications
Although computer users tend to keep email addresses, 45 insert the email address of the sender in a “from” field in the
situations arise where it is desired or necessary to change an email form. This of course contradicts the confidentiality
email address. For example, a user may change his Internet aspect of using forwarding email addresses. To solve this
Service Provider (ISP) or employer or may wish to avoid problem, Gen-2 email services use “reply-masking” when
spam that is being directed to his existing email address. directing reply emails back to the sender on behalf of the
Typically, when a user changes his email address, the old 50 recipient so that the reply appears to be coming from the
email address is canceled and a new email address is  forwarding email address rather than the recipient’s primary
obtained. Once the old email address has been canceled, the email address. In particular, when an email amives at the
user is no longer able to receive email directed to the old mail server of the Gen-2 email service, but before the email
email address and must notify others of his new email is forwarded to the primary email address, the Gen-2 email
address if the user wishes to continue receiving email from ss service creates a temporary email address to be used as the
them. Using the tree metaphor, changing an email address “reply” address for the email and places a record in an
can be likened to chopping down an existing tree and internal system database. The record typically includes three
growing a new tree. Unfortunately, the process of changing pieces of information, namely the created temporary email
an email address is onerous, time-consuming and frustrating. address, the primary email address of the sender, and the
Often, not all users are advised of the email address change 60 email address of the recipient.
and as a result, the user cannot receive email from those When the email recipient replies to an email, the email is
users. Also, changing an email address to avoid spam directed to the temporary email address created by the Gen-2
typically does little to avoid spam from being received at the email service. The Gen-2 email service then uses the tem-
new email address. As a result, even if an email address is porary email address to locate the associated record and uses
changed spam problems tend to continue. 65 the record to change the reply email. Specifically, the
" Rather than canceling an existing email address and temporary email address is replaced with the email address
obtaining a new email address, it is possible to use a of the original sender, and the primary email address of the
EXHIBIT “1”
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recipient who is replying to the email is replaced with the
forwarding email address that is known by the original
sender. By performing these steps, the user’s primary email
address is masked and is not delivered to others when replies
to received emails are sent.

Although this process works to maintain the confidenti-
ality of a user’s primary email address, problems with this
method of implementation result in a number of drawbacks
and limitations. In particular, the Gen-2 email service must
create and store a temporary email address and a record for
each individual email message so that the recipient’s pri-
mary email address can be kept confidential should the
recipient elect to reply. Thus, this solution places a disk
space burden on the Gen-2 email service especially when the
volume of email traffic is high. An additional notable Limi-
tation associated with this reply-masking process is that an
email reply remains possible for only as long as the tempo-
rary email address and record exist in the database. Any
deliberate or accidental deletion of records from the data-
basc makes it impossible for email recipients to reply to
senders. As a result, this solution requires that the temporary
email address and record created for each individual email
be permanently stored by the Gen-2 email service. Further
to the resource issue discussed above, the permanent storage
of this data raises privacy concerns.

In addition to the above-described problems associated
with reply-masking, current reply-masking techniques
include a “back door”, which can be exploited and allow a
third party to geperate fraudulent email. Specifically, if a
third party obtains or guesses a temporary email address that
is created by a Gen-2 email service, the third party is able to
use their own email address to send an email to that
temporary email address. This allows the third party to
impersonate an unsuspecting user of the Gen-2 email service
and send fraudulent emails, since the Gen-2 email service
does not validate the email address of the sender.

Although Gen-2 email services allow a user to delermine
sources of email, since each email contact is assigned a
unique forwarding email address to which email originating
from the email contact is to be sent, in order to be effective,
users must be diligent and provide each new email contact
with a unique forwarding email address. This makes Gen-2
email services onerous and thereby reduces their effective-
ness.

Various procedures for creating new forwarding email
addresses have been considered by Gen-2 email services.
For example, when a user is visiting a website that has
requested his email address and the user wishes to provide
that website with a forwarding email address, the user must
visit the website of his Gen-2 email service and log into the
Gen-2 email service 1o access his account. Once logged in,
the user is required to enter an identifier that will help the
user later associate the new forwarding email address with
the website to which the forwarding email address is being
provided. The Gen-2 email service then creates the new
forwarding email address and displays the forwarding email
address. The user is able to copy the forwarding email
address to the website being visited.

In some implementations, the user must invoke a separate
program or “plug-in” that the user has downloaded from the
Gen-2 email service when the user wishes to log into the
Gen-2 email service. In the simplest case, the program is
exccuted by clicking on a shortcut link associated with the
program that has been created manually on the desktop or on
a system taskbar. One implementation automatically remem-
bers the user name and password, yet still requires the user
to confirm the user name and then confirm the password on

20
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a second browser window prior to accessing the Gen-2 email
service functionality. Regardless of the manner by which
users log into these Gen-2 email services, a user must
confirm his login name and password and must manually
enter a meaningful identifier before a forwarding email
address is created. As will be appreciated, the user is
therefore required to perform multiple steps through mul-
tiple browser windows. This not only makes the process of
creating forwarding email addresses time-consuming and
onerous but also distracts the user’s focus from the website
that the user is visiting.

There have been a f{ew attempts to streamline the for-
warding email address creation process. For example, one
Gen-2 email service has created a downloadable application
that can be installed on and executed by the operating system -
resident on a client computer system. While this download-
ablc application opcns a smaller window in which the
above-described steps are performed thereby obviating the
need for a user to open another browser client window, this
implementation still suffers from many of the disadvantages -

* discussed above. Also, the installed application runs on only
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one type of operating system. Additionally, accessing the
Gen-2 email service website from a client computer system
other than the user’s original client computer system
requires that the application be downloaded and installed
onto the client computer system being used.

Another Gen-2 email service has created a partner pro-
gram between the Gen-2 email service and other partner
websites. These partner websites include hyperlinks to the
website of the Gen-2 email service. In this way, users can
visit the website of the Gen-2 email service by clicking on
the hyperlinks displayed on the partner websites. Although
this facilitates access to the Gen-2 email service website, this
implementation still suffers from the numerous disadvan-
tages, steps and inconveniences discussed above. As will be
appreciated, improvements in the manner by which forward-
ing email addresses are created and managed are desired.

Accordingly, it is therefore an object of the present
invention to provide a novel system and method for con-
trolling the delivery of electronic mail over a communica-
tions network.

SUMMARY OF THE INVENTION

According to one aspect of the present invention there is
provided during an Internet session where a user is viewing
a web page that includes a prompt for an email address, a
method of creating and forwarding an email forwarding
address to said user comprising the steps of:

creating and storing an email forwarding address for the
user that is automatically associated with said web page, said
email forwarding address re-directing email addressed
thereto to a target email address associated with said user;
and

sending said email forwarding address to said user to
enable said user to use said email forwarding address to
satisfy the email address prompt.

During such an Internet session, the request is made by
the user on-line. The request is examined to determine the
user making the request and the web page that includes the
email address prompt. Preferably, the request includes an
identifier assigned to the user, and the web page address of
the web page. The request may also include the title of the
web page.

The request may be generated by the user by activating a
control on the toolbar of a web client application, by

EXHIBIT “1”

[Page 15 of 23]

22



Case 2:08-cv-00504-MRP-PLA Document 1 Filed 01/25/08 Page 25 of 37 Page ID #:25

US 6,973,481 B2

5

activating a web control on the web page or in responsc to
selection of a menu choice of a web client application.

In one embodiment when the email forwarding address is
sent to the user, the email forwarding address is displayed in
a second browsing window separate from the browsing
window in which the web page is displayed. The displayed
email forwarding address may be dragged or copied from
the second browsing window into the browsing window in
which the web page is displayed.

According to another aspect of the present invention there
is provided a system for creating and forwarding email
forwarding addresses to users comprising:

a web server communicating with client computer sys-
tems over Internet connections, said web server receiving
requests from said client computer systems generated by
users of said client computer systems who during Internet
sessions view web pages that include prompts for email
addresses; and

a database server creating and storing email forwarding
addresses for the users that are automatically associated with
said web pages in response 1o requests received by said web
server, said email forwarding addresses re-directing email
addressed thereto to target email addresses associated with
said users, said database server conveying created email
forwarding addresses to said web server, said web server
sending said email forwarding addresses to said users to
enable said users to use said email forwarding addresses to
satisfy the email address promps.

According to another aspect of the present invention there
is provided a method of forwarding a received email
addressed to an email forwarding address to an associated
target email address comprising the steps of:

upon receipt of an email from a sender, determining the
target email address associated with the email forwarding
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address is also discarded. In this casc a status message is sent
to the sender indicating that the email was not accepted for
delivery.

According 1o yet another aspect of the present invention
there is provided a system for forwarding received email
addressed to email forwarding addresses to associated target
email addresses comprising;

a mail server receiving email directed to said email
forwarding addresses;

a database server in communication with said mail server,
said database server determining the target email addresses
associated with email forwarding addresses identified in
email received by said mail server and conveying said target
email addresses to said mail server, wherein said mail server
in response to received target email addresses composes and
sends forwarding email addressed to said target email
addresses, each forwarding email including a reply address,
said reply address including information identifying the
email forwarding address and validation data.

According to still yet another aspect of the present inven-
tion there is provided a system for forwarding a received
email addressed to an email forwarding address o an
associated target email address comprising:

means for determining the target email address associated
with the email forwarding address of said email upon receipt
of an email from a sender;

means for composing a forwarding email that is addressed
10 said target email address and that includes an encoded
reply address, said encoded reply address including infor-
mation identifying the email forwarding address and vali-
dation data; and

means for sending the forwarding email to said target
ermail address.

According to still yet another aspect of the present inven-

address of said email; 35 tion t_here is ‘provided. in an emai@ system, a me}hod qf
. . . . . handling received email message directed to invalid email
composing a forwarding email that is addressed to said ad sing the st &
target email address and that includes a reply address, said a dfesses comprising e sieps oL . . .
. N PO - isregarding received email directed to invalid email
reply address including information identifying the email ad - and
forwarding address and validation data; and adcresses, an .
. . . . . 40~ returning status messages to senders indicating that the
sending the for\.vardmg c‘ema.ﬂ to §a1(-i target ema.ﬂ address. emails were accepted for delivery.
_ Preferably, the information identifying the email forward- According to still yet another aspect of the present inven-
ing address includes an identifier representing the storage tion there is provided a method of monitoring spam com-
location of the email forwarding address. The validation data prising the steps of:
is preferably a code oomguted using the identiﬁer. and the 4 assigning email forwarding addresses to users to enable
sender’s email address. It is also preferred that the informa- users to convey email forwarding address to email contacts
tion is encoded. so that emails sent to users by said email contacts are
The forwarding email may further include at least one directed to said email forwarding addresses;
selectable web control that can be selected to disable the forwarding emails directed to the email forwarding
email forwarding address. A record is stored when the at sp addresses to the users associated therewith; and .
Jeast one selectable web control is selected to associate maintaining a record of email forwarding addresses that
disablement of the email forwarding address with the sender. have been cancelled by users due 1o receipt of unsolicited
Upon receipt of a reply email generated in response to the email directed to said email forwarding addresses.
forwarding email, the email address of the replier is vali- Preferably, the record identifies web page addresses asso-
dated. The encoded reply address is decoded to determine s5 ciated with email contacts to which cancelled email for-
the email forwarding address and the email address of the warding addresses were conveyed. It is also preferred that
sender. The validation code is then examined to authenticate each forwarding email includes a control that can be selected
the validity of the encoded reply address. The reply email is to generate a delete email forwarding address request.
then reply-masked so that the reply email is addressed to the The present invention provides advantages in that for-
email address of the sender and includes a reply address 60 warding email addresses can be created quickly and easily
identifying the email forwarding address before the reply by users as compared to the prior art while requiring only a
email is sent. primary email address from users. The primary email
In one embodiment email received from the sender that is address only needs to be entered once. Once entered, the
directed to an invalid email forwarding address is discarded. primary email address is stored for subsequent rapid selec-
A status message is sent however, to the sender indicating 65 tion. Users can create an email forwarding address whenever
that the email was accepted for delivery. Email received an email address is requested simply by clicking on a web
from the sender that is directed to a deleted email forwarding control. The present invention also provides an improved
EXHIBIT “1”
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reply-encoding and reply-masking technique that does not
require permanent storage of temporary email address
records and significantly reduces the suceseptibility to iden-
tity impersonations suffered by prior art solutions. The
present invention also provides advantages in that a record
of email forwarding addresses cancelled by users due to
receipt of unsolicited email is maintained. This allows
statistical information identifying websites that are the cause
of spam to be developed.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the present invention will now be
described more fully with reference to the accompanying
drawings, in which Iike reference numerals denote like parts
in the several views, and in which:

FIG. 1 is a schematic diagram of a distributed wide area
network including a system for creating and managing
forwarding email addresses in accordance with the present
invention;

FIG. 2 is an event trace diagram showing the steps
involved during creation of an email forwarding address;

FIGS. 3a 10 3¢ are web pages presented to a user showing
a standard email forwarding address, a split email forward-
ing address pair and a friend email forwarding address;

FIG. 4 is an event trace diagram showing the steps
involved during handling of an email directed to a non-
existent email forwarding address;

FIG. 5 is an event trace diagram showing the steps
involved during handling of an email directed to a disabled
email forwarding address;

FIG. 6 is an event trace diagram showing the steps
involved during handling of an email directed to a deleted
email forwarding address;

FIG. 7 is an event trace diagram showing the steps
involved during handling of an email directed to an enabled
email forwarding address; .

FIGS. 8 and 9 are schematic block diagrams showing the
steps performed by the system of FIG. 1 during reply-
encoding and forwarding of an email to a user’s inbox; -

FIG. 10 is a schematic block diagram showing the reply-
masking steps performed by the system of FIG. 1 upon
receipt of a reply email including an encoded reply address;

FIG. 11 is an event trace diagram showing the steps
involved during deletion of an email forwarding address
using a non-spam related web control added to an email
forwarded to the user by the system of FIG. 1;

FIG. 12 is an event trace diagram showing the steps
involved during deletion of an email forwarding address
using a spam related web control added to the email for-
warded to the user by the system of FIG. 1; and

FIG. 13 is an eveni trace diagram showing alternative
steps involved during creation of an email forwarding
address by the system of FIG. 1.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

Turning now to FIG. 1, a distributed wide area network
(WAN) is shown and is generally identified by reference
numeral 10. A system 12 for allowing users to create and
manage forwarding email addresses and that collects infor-
mation associating spam with websites is included in the
WAN 10. The system 12 includes a web server 14, a mail
server 16 and a database server 18. The database server 18
manages a system database 18a, which is accessed by the
web server 14 and the mail server 16.
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The web scrver 14 communicates with a client computer
system 20 executing a web client application in the form of
a web browser over a communications network such as the
Internet 22. As is well known, the Internet 22 provides a
backbone of high-speed data communication lines between
host computers that route data and messages, including
emails, using the Transmission Control Protocol/Internet
Protocol (TCP/IP) suite of protocols. During communica-
tions between the web server 14 and the client computer
system 20, the web server 14 sends web page source files
including Hypertext Markup Language (HTML) code to the
client computer system 20 in response 1o requests generated
by the web browser. The HTML code received by the client
computer system 20 causes the web browser to display
formatted web pages to the user 20a of the client computer
system. This enables the user 20a to access and interact with
the system 12 through a web-based graphical user interface
(GUI). Although only one client computer system 20 is
shown, those of skill in the art will appreciate that this is for
ease of illustration only and that the system 12 in fact
communicates with a plurality of client computer systems
20.

The client computer system 20 also executes an email
client application and communicates with an associated mail
server 24 that is set up to handle the user’s personal email
account. Therefore, emails sent to the user’s personal email
address are delivered to the user’s inbox hosted by the mail
server 24. Through the email client application, the user 20z
of the client computer system 20 can access his email
account so that emails can be read and sent by the user. In
the embodiment illustrated in FIG. 1, the client computer
system 20 and mail sever 24 are located at different geo-
graphical locations and communicate over the Internet 22.
Those of skill in the art will appreciate that the client
computer system 20 and the mail server 24 may be located
at the same geographical location and be part of the same
client computer system.

Other web servers 26 and mail servers 28 form part of the
distributed wide area network and also communicate with
the system 12, the client computer system 20 and the mail
server 24 over the Internet 22. .

A user who does not wish to provide an email contact
(person or business) with a personal email address can use
the system 12 to create an email forwarding address or
“email alias”. In the present embodiment, a user wishing to
use the system 12 to create an email forwarding address
must be registered. During the registration process, the user
establishes an Internet session with the web server 14
through the web browser executed by the client computer
system 20 and submits profile information including a login
name, a password and a target email address. Once the
profile information is submitted, the system 12 creates an
account for the user in the database 18¢ and stores the
submitted target émail address in the user’s account. After
the user’s account has been created, the user is able to create
an email forwarding address associated with the target email
address. The system 12 redirects email that is addressed to
the email forwarding address, to the user’s target email
address.

During the registration or login process, the system 12
also sends a client identifier or “cookie” to the client
computer system 20 that associates the user with the user’s
account in the database 18a. The client identifier is retained
by the web browser and is used by the web browser to
establish a persistent account session with the web server 14
to facilitate subsequent communications with the web server
14. This enables the user to visit other web pages while
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maintaining a “logged-in status” with the web server 14. The
client identifier accompanies each request made to the web
server 14 by the web browser thereby enabling an automatic
user-contextual view of the requested web page. The user is
also able to create an email forwarding address request web
control in the toolbar of the web browser. Once created, a
user can direct the web browser 1o genmerate an email
forwarding address request automatically by activating the
email forwarding address request web control. In the present

10

to reply-encode and 1o reply-mask it, is efficient and doces not
place resource constraints on the system 12.

Further specifics of the system 12 will now be described
with particular reference to FIGS. 110 13.

Email Forwarding Address Creation

Assuming that the user has established an Internet session
with the web server 14, when the user is visiting another
website and the web browser displays a web page in
response to HTML code received from a web server 26 that

embodiment, the web control is created by dragging a link 10 : .
or hitp call into the links section of the web browser. This ~ 1equests the uscr fo enter and submit an email address (scc
process is equivilent to bookmarking a link to a website. As ~ SI€PS 210 to 216 in FIG. 2), if the user wishes to submit an
a result, the web control is ot limited to the client computer ¢l forwarding address instead of a personal email
system 20 or iis operating system and does not require the address, the user activates the email forwarding address
use of plug-ins. 45 Tequest web control on the web browser toolbar (step 218).
The system 12 creates an email forwarding address in 1P Fesponse, the web browser loads a second Internet brows-
responseJ to an email forwarding address request received P8 window (or re-loads the sccond window if it already
from a registered user. An email forwarding address request ~ SXISIS 28 2 result of a previous email forwarding address
is typically generated by a user, who is presented with a web request) (step 220). The web browser then sends a request to
page requesting an email address that is displayed in an 20 the web server 14 for an email forwarding address (step
Imternet browsing window, but who does not wish to submit 222). The email forwarding address request includes the web
a personal email address. The system 12 can generate three P8¢ address (URL) of the web page that caused the user to
different types of email forwarding addresses, namely “stan- make the email forwardmg add_ress request, the title of that
dard” email forwarding addresses, one-time-use or “friend” ~ S#0¢ web page, and the client identifier. The web server 14
email forwarding addresses and email forwarding address 25 !I F€SPODse to the email forwarding address request, send§ a
pairs. Standard email forwarding addresses are typically request to the database server 18 for an email forwarding
created when a web page requests a user’s personal email address (step 224). .
address. Friend email forwarding addresses are typically Upon receiving the email forwarding address request, the
created when a web page requests the personal email address database server 18 uses the client identifier to perform a
of an email recipient (i.e. a friend or associate of the user). 30 query of the database 18a and determine if an email for-
Email forwarding address pairs include a standard email ~ Warding address already exists in the user’s account that is
forwarding address and a friend email forwarding address assoqated with the web page address (URL) mch..lded in the
and are typically created when a web page requests the :_3ma11 forwarding addre§s request. If such an email forward-
personal email address of a friend or associate of the user as ing address does pot exist in the database 18a, the database
well as the user’s personal email address. An email forward- 35 Server 18 creates a new standard email forwarding address
ing address request gemerated by the web browser in that is automahc:ﬂly assocxatfzd with the Web.page addr.ess
response 10 aclivation of the email forwarding address (URL) and assigns propertics to the email forwarding
request web control, by default prompts the system 12 to address.‘Thc email forwarding add.ress properties include an
create a standard email forwarding address. Of course if automatically generated label or nickname, a default folder
desired, the system 12 can be set up to allow separate email 4o 10 Which the email forwarding address is stored within the
forwarding address request web controls to be created in the user’s account, a default target email address, a default
toolbar of the web browser for each type of email forwarding auto-expiration condition, default auto-filters and the web
address. page address (URL) that caused the user to make the email
When a standard email forwarding address is created by forwarding address request. The database server 18 then
the system 12 in response to activation of the email for- 45 stores the cmaﬂgfo_rwardmg address with its properties in the
warding address request web control, the created email database 184 within the default folder of the user’s account.
forwarding address is presented to the user in a second  Following this, the database server 18 returns the email
Internet browsing window separate from the Internet brows- forwarding address together with its properties to the web
ing window displaying the web page that caused the userto ~ SEFVer 14 (step 226).
request creation of the email forwarding address. The win- 50 If such an email forwarding address already exists in the
dow includes web controls and selectable menu items that ~ database 184, the database server 18 returns the existing
allow the user o customize the type and the properties of the ~ email forwarding address and its properties to the web server
email forwarding address. The displayed email forwarding 14.
address can be copied or dragged from the second Internet Once the web server 14 has received the email forwarding
browsing window into the first Internet browsing window ss address together with its properties, the web server 14 sends
and submitied instead of the user’s personal email address. HTML code to the client computer system 20 (step 228) that
Each email forwarding address created by the system 12 causes the web browser to display a web page in the second
is automatically associated with a target email address of the Internet browsing window presenting the email forwarding
user who created the email forwarding address and with the ~ address (step 230).
web page address (URL) of the web page that caused the 60  With the email forwarding address and its properties
user to request its creation. Email sent to an email forward- displayed in the second Internet browsing window, the user
ing address is delivered to the system 12. The system 12 in can copy or drag the email forwarding address into the
turn modifies and re-directs the email so that the email is appropriate field of the web page requesting the email
sent to the user’s target email address. The email received by address (step 232) and condition the web browser to submit
the user is reply-encoded in a manner that allows the system 65 the email forwarding address to the web server 26 rather
12 to reply-mask and authenticate any replies made by the than providing his personal email address (steps 234 and
user. The manner by which the system 12 modifies an email 236). As a result, email generated by the web server 26 or by
EXHIBIT “17
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an associated mail server 28 in response to the submitted
email forwarding address, is directed to the mail server 16
and pot to the user’s personal email address. In this manner,
the user’s personal email address is maintained confidential.
FIG. 3a shows the web page 300 presented in the second
Internet browsing window that displays the standard email
forwarding address and its properties. As can be seen, the
web page includes a text field 302 that presents the email
forwarding address created by the system 12. The web page
300 also includes a target multi-itemn menu 306 identifying
the default target email address that is assigned to the email
forwarding address. The default target email address can be
changed using the menu and save tools provided other target
email addresses exist in the user’s account. The web page
300 also includes a text field 308 holding the nickname
assigned to the email forwarding address. A folder multi-
iten menu 310 identifies the default folder in which the
email forwarding address is stored within the user’s account.
The default folder can be changed using the menu and save
tools provided another folder exists in the user’s account. A
multi-item menu 312 provided on the web page 300 displays
the auto-expiration criteria assigned to the email forwarding
address. For example, the auto-expiration criteria deter-
mines the duration the email forwarding address remains
enabled. The duration may be a function of the number of
times the email forwarding address is used, an elapsed
amount of time following creation of the email forwarding
address or a specified date on which the email forwarding
address is to be disabled. The auto-expiration criteria can be
changed by the user using the menu and save tools.
Although not shown, the web page 300 also includes an
auto-filter multi-itern menu that allows the user to enable or
disable email filters. The target email address, default folder,
auto-expiration condition and auto-filter settings can be
changed by the user through selection of a “preset setting”
choice from a multi-item menu 304. The multi-item menu
304 includes a list of preset setting choices that can be
customized or added by the user for use and convenience. A
URL field is also provided on the web page 300 and holds
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FIG. 3¢ shows a web page 340 displaying a friend email
forwarding address. Friend email forwarding addresses are
useful when a user is providing the address of another email
recipient. This type of email forwarding address is a one-
time-use email forwarding address. As can be seen, the web
page 340 includes a text field 342 displaying the email
forwarding address created for the email recipient. A multi-
itern menu 344 allows the target email address displayed in
text field 342 10 be changed. The target email address can be
changed using the menu and save tools. An additional field
346 is provided to permit the target email address to be
manually entered into the web page 340. This new email
address may, at the user’s option, be added permanently to
the user’s personal list of contacts, which can be selected
from the multi-item menu 344.

Email Forwarding Address Handling

When a mail server 28 sends an email directed to an email
forwarding address, the email is delivered to the mail server
16 (see step 400 in FIG. 4). Upon receipt of the email, the
mail server 16 queries the database server 18 to determine
the status of the email forwarding address (i.e. whether or
not the email forwarding address exists in the database 18a)
(step 402). If the email forwarding address does not exist in
the database 18a, the database server 18 returns a status
message to the mail server 16 indicating that the email
forwarding address does not exist (step 404). The mail
server 16 in turn returns a status message to the mail server
28 indicating that the email was accepted for delivery (step
406). This “false positive” reporting is done to inhibit
nefarious users from being able to distinguish between email
sent to valid and invalid email forwarding addresses. The
mail server 16 subsequently discards the email since the
email forwarding address does not exist (step 408).

If the email forwarding address exists but is currently
disabled (i.e. the email forwarding address does not forward
emails that it receives), the database server 18 returns a
status message to the mail server 16 indicating that the email
forwarding address has been disabled (see step 410 in FIG.
5). The mail server 16 in turn returns a status message to the

the web page address (URL) that caused the user to generate 40

the email forwarding address request. In addition, the web mail server 28 indicating that the email was accepted for
page 300 includes a multi-item menu 320 to convert delivery (step 412). The mail server 16 subsequently dis-
between standard email forwarding addresses, friend email cards the email since the email forwarding address is dis-
forwarding addresses and email forwarding address pairs. abled (step 414). )

FIG. 3b shows a web page 330 displaying an email 45  If the email forwarding address previously existed, but
forwarding address pair. As can be seen, the email forward- prior to receipt of the email has been deleted (i.e. the user
ing address pair includes a friend email forwarding address does not want to receive any more emails directed to that
and a standard email forwarding address convenienily dis- email forwarding address), the database server 18 returns a
played on the web page 330. The web page 330 includes a status message to the mail server 16 indicating that the email
text field 332 that displays an email forwarding address so forwarding address has been deleted (see step 416 in FIG. 6).
created for another email recipient and a text field 334 that ~ The mail server 16 returns the email as undeliverable (step
displays an emiail forwarding address created for the user. A 418). This is done to reduce the amount of incoming email
multi-item menu 333 allows the target email address dis- traffic received by the mail server 16 that is directed to old
played in text field 332 to be changed. The target email email forwarding addresses that have been deleted by users.
address can be changed using the menu and save tools. An 55 If the email forwarding address exists in the database 18a
additional field 335 is provided to permit the target email and is enabled, the database server 18 returns a status
address to be manually entered into the web page 330. This message to the mail server 16 indicating that the email

-new email address may, at the user’s option, be added forwarding address is valid and enabled (see step 430 in
permanently to the user’s personal list of contacts, which can FIG. 7). The mail server 16 in turn returns a status message
be selected from the multi-item menu 333. The properties 60 to the mail server 28 indicating that the email was accepted
associated with each email forwarding address are presented for delivery (step 432). The mail server 16 then directs the
on the web page 330 in response to selection of the appro- database server 18 to retrieve the target email address from
priate tab 336 or 338. An email forwarding address pair is the database 18a that is associated with the email forwarding
particularly uscful when the user is presented with a web address (step 434) as will be described. The database server
page such as a greeting card web page that requests the cmail 65 18 in tum retrieves this information from the database 18a
address of a recipient as well as the email address of the and returns the information to the mail server 16 (step 436).
sender. The mail server 16 then directs the database server 18 fo
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determine whether the email forwarding address meets the
auto-expiration criteria specified by the user (step 438). In
response, the database server 18 returns the email forward-
ing address status to the mail server 16 (i.e. whether the
cmail forwarding address is still active) (step 440). The mail
server 16 then performs reply-encoding to create an encoded
reply address to replace the original sender’s email address
in the email being forwarded to the user (step 442).

Once the reply-encoding has been performed, the email is
composed and is addressed to the target email address
retrieved from the database 184. The email is then sent by
the mail server 16 so that it arrives in the user’s inbox at the
mail server 24 like any other normal email (step 444).

Turning now to FIGS. 8 and 9, the reply-encoding process
of step 442 and the email composition and delivery process
of step 444 are better illustrated. During the reply-encoding
process of step 442, the mail server 16 uses the email
forwarding address (block 500) and the sender’s email
address (block 502). Specifically, the mail server 16 com-
putes an encoded reply address using a fixed email address
format by joining an identifier representing the email for-
warding address, the sender’s email address and validation
data in the form of a code for anti-fraud/positive validation
to guard against identity impersonation (blocks 504 and
506). The sender’s email address of the received email is
replaced by the encoded reply address (blocks 508 and 510).

In the present embodiment, the encoded reply address
takes the form “reply-identifier-validation code-sender”.
The identifier is a number representing the address of the
target email address stored in the database 18a. The valida-
tion code is computed using the identifier and the sender’s
email address.

During the composition and delivery process of step 444,
the received email including the encoded reply address is
further modified to include appropriate email headers (block
520), an email forwarding address summary (block 522) and
the original email message (block 524). At this point, the
email (block 526) is delivered to the mail server 24 (block
526).

In the present embodiment, the email headers include the
encoded reply address instead of the sender’s email address,
the target email address and a subject line. The email
forwarding address summary includes the sender’s email
address, the email forwarding address to which the sender’s
original email was directed and controls to allow the user to
view the email forwarding address properties, delete the
email forwarding address etc. If the email is an HTML
email, the controls are in the form of selectable buttons. If
the email is text, the controls are in the form of URLs.

When the user sends a reply email, the reply email is
addressed to the encoded reply address and therefore, is sent
by the user’s mail server 24 to the mail server 16 (see block
540 in FIG. 10). Upon receipt of the reply email, the mail
server 16 extracts the replier’s email address (i.e. the target
email address) from the email and then decodes the encoded
reply address 1o extract the identifier, validation code and the
sender’s original email address (blocks 542 to 548). The
extracted identifier and target email address are conveyed to
the database server 18, which uses the identifier to compare
the extracted target email address with the target email
address stored in the databasc 184 at the address represented
by the identifier. The validation code is also conveyed to the
database server 18 for verification. If the extracted target
email address and the validation code are valid and authen-
tic, the target email address is examined to determine if the
replier is authorized to have reply-masking performed on
reply email (block 550). If authorized, the mail server 16
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performs “reply-masking” on the reply email. During this
process, the reply email is altered to change the email
address of the replier to the email forwarding address (block
552), and to change the recipient address to the original
sender’s email address (block 554). The resulting email
(block 556) is then ready to be delivered and is sent to the
mail server 28 by the mail server 16 (block 558).

Email forwarded to a target email address by the mail
server 16 may include two embedded email forwarding
address delete web controls. One web control is associated
with email forwarding addresses that are being deleted due
to spam. If after receiving a forwarded email, the user wishes
to delete the associated email forwarding address for a
purpose other than spam (see FIG. 11), the user through the
email client application must display the email. Once dis-
played, the user activates the non-spam related delete email
forwarding address web control that is embedded in the
email (step 600). In response, the email client application
directs the web browser to send a request to the web server
14 to delete the email forwarding address (step 602). The
web browser in turn sends the request to the web server 14,
which includes the web address, the email forwarding
address, and the client identifier (step 604). Upon receipt of
the request, the web server 14 directs the database server 18
to delete the email forwarding address from the user’s
account within the database 18a (step 606). The database
server 18 then notifies the web server 14 that the email
forwarding address has been deleted from the user’s account
(step 608). The web server 14'in turn sends HTML code to
the client computer system 20 (step 610) that causes the web
browser to display a web page advising the user that the
email forwarding address has been deleted from the user’s
account (step 612).

If the user wishes to delete the associated email forward-
ing address due to spam (see FIG. 12), the user activates the
spam related delete email forwarding address web control
that is embedded in the email (step 620). In response, the
email client application directs the web browser to send a
request to the web server 14 to delete the email forwarding
address (step 622). The web browser in tum sends the
request to the web server 14, which includes the web
address, the email forwarding address, and the client iden-
tifier (step 624). Upon receipt of the request, the web server
14 directs the database server 18 to delete the email for-
warding address from the user’s account within the database
18a. An entry is then recorded in a database table that
associates the web address with the receipt of spam. Entries
of this nature are collected on an on-going basis and thus, as
email forwarding addresses are deleted due to spam, statis-
tical information identifying websites that are the cause of
spam can be developed (step 626). The database server 18
then notifies the web server 14 that the email forwarding
address has been deleted from the user’s account (step 628).
The web server 14 in turn sends HTML code to the client
computer system 20 (step 630) that causes the web browser
to display a web page advising the user that the email
forwarding address has been deleted from the user’s account
(step 612).

Email forwarding addresses deleted from users’ accounts
regardless of the reason for deletion are archived by the
system 12.

The system web-based GUI allows each registered user to
access his account so that the profiles associated with email
forwarding addresses created by the user can be modified.
During access web pages are presented to the user. These
web pages allow the user to change the target email address
for a specific email forwarding address, a user selected
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group of email forwarding addresses or all email forwarding
addresses created by the user. The user may also change the
target email address that is used by the system as the default
target email address whenever the user creates a new email

16

associated with the web page address (URL) (step 718). If
an email forwarding address already exists in the database
18a, the database server 18 returns the existing email
forwarding address to the web server 14 (step 720).

forwarding address. The web pages also allow the user to 5 If such an email forwarding address does not exist in the
create, modify and/or delete folders in which email forward- database 184, the database server 18 creates a new email
ing addresses are stored. In this manner, email forwarding forwarding address that is associated with that web page.
addresses can be organized in any manper deemed conve- The database server 18 then stores the newly created email
nient to the user. The web pages also allow the user to assign, forwarding address in the database 18a within the user’s
modify or delete the auto-expiration criteria and auto-filters 10 account and returns the email forwarding address to the web
for the email forwarding addresses. server 14 (step 720).

Preset setting web pages are also available, which allow Once the web server 14 has received the email forwarding
the user to create and customize groups of settings in a address from the database server 18, the web server sends
convenient manner so that the groups of settings may be HTML code to the client computer system 20 that includes
applied to email forwarding addresses quickly and easily via 15 the original web page address, the query string, and the
the multi-item menu 304 discussed previously. This of  email forwarding address (step 722). In response to the
course avoids the need for a user to select settings for an HTML codc, the web browscr rcloads the first window (step
email forwarding address individually. 724 and sends a request to the web server 26 for the web

As will be appreciated, the system 12 allows users to page (step 726). The request includes the query string and
register quickly and easily while requiring minimal personal 20 the email forwarding address encoded therein. The web
information from the users. In fact in the preferred embodi- server 26 in turn sends HTML code to the client computer
ment, only a user’s larget email address is required. Once system 20 that causes the web browser to display the web
registered, users can create email forwarding addresses  page (step 728). In this case however, the web page includes
quickly and easily whenever an email address is requested the original web page (and any additional updated values) as
simply by clicking a web control created in the web browser. 25 well as the email forwarding address populated in the
Emails sent to an email forwarding address are processed appropriate field. After the user has completed any other
and forwarded quickly and efficiently by the system to actions that are required, the web browser can submit the
maintain email address confidentiality. When a user  resulis to the web server 26 (step 730). As a result, email
responds to a forwarded email, since the reply-masking is generated by the web server 26 or by an associated mail
based on reply address encoding, dealing with replies to 30 server 28 that is sent to the email forwarding address is
reply-encoded email can be handled easily by the system 12 directed to the mail server 16 and not to the user’s personal
without putting a strain on system resources. Also, since the email address. In this manner, the user’s personal email
system 12 collects information that associates websites with address can be maintained confidential.
spam, valuable statistical information identifying websites In addition to the above-described methods of generating
as the cause of spam can be developed. 35 an email forwarding address request, a menu choice may

The preferred embodiment discusses use of a web control also be included in the web browser that is exposed by
that has been created in the web browser toolbar to generate opening a drop down menu. In this case, the web browser
the email forwarding address request. However, those of includes code to request an email forwarding address and to
skill in the art will appreciate that alternative methods of copy the resulting email forwarding address into the text
requesting an email forwarding address are available. For 40 field of the menu choice automatically without having to
example, partner entities may have web page integrated reload the web page.
controls in their websites that are linked to the web server Although preferred embodiments of the present invention
14. In this case, when a user is viewing a web page that have been described, those of skill in the art will appreciate
includes a prompt for an email address and such a web page that modifications and variations may be made without
integrated control (see steps 702 to 708 in FIG. 13), the user 45 departing from the spirit and scope thereof as defined by the
can activate the web page integrated control to generate the appended claims.
email forwarding address request (step 710). In response, the
web browser loads a second window (or re-loads the second What is claimed is:
window if it already exists from a previous email forwarding 1. During an Internet session where a user is viewing a
address request) (step 712). The web browser then sends a so web page that Includes a prompt for an email address, a
request to web server 14 for an email forwarding address ~ method of creating and forwarding an email forwarding
(step 714). The email forwarding address request includes address to said user comprising the steps of:
the web page address (URL) of the web page, the title of that creating and storing a unique email forwarding address
same web page, the client identifier and a “query string” of for the user that is automatically associated with said
textual data to be passed to the Internet browsing window 55 web page, said email forwarding address being dedi-
displaying the web page that prompted the email forwarding cated for use by an entity associated with said web page
address request when the web page is reloaded. to enable said entity to send email messages to said

Upon receipt of the request from the web browser, the user, email messages directed to said email forwarding
web server 14 instructs the database server 18 to determine address being re-direcied to a target email address
whether the user has authorized automatic fulfillment of an 60 associated with said user; and
email forwarding address request generated by activation of sending said email forwarding address to said user to
the web page integrated control or whether the user should enable said user to use said email forwarding address to
be prompted for confirmation (step 716). If automatic ful- satisfy the email address prompt.
fillment is authorized or if the user confirms in response to 2. The method of claim 1 wherein creating and storing of
a prompt, the database server 18 uses the client identifier to 65 said unique email forwarding address is performed in
perform a query of the database 184 to determine if an email response 10 a request made by said user on-line, said method
forwarding address exists in the user’s account that is further comprising the step of examining the request to
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determine the user making the request and the web page that
includes the email address prompt.

3. The method of claim 2 wherein said request includes an
identifier assigned to said user and the web page address of
said web page.

4. The method of claim 3 wherein said request further
includes the title of said web page.

5. The method of claim 2 wherein said request is gener-
ated by activating a control on the toolbar of a web client
application.

6. The method of claim 2 wherein said request is gener-
ated by activating a web control on said web page.

7. The method of claim 2 wherein said request is gener-
ated in response to selection of a menu choice of a web client
application.

8. The method of claim 2 wherein during said sending
step, said email forwarding address is displayed to said user
in a second browsing window separate from a browsing
window in which said web page is displayed.

9. The method of claim 8 wherein said email forwarding
address can be dragged or copied from said second browsing
window into the browsing window in which said web page
is displayed.

10. The method of claim 2 wherein unique email forward-
ing addresses created for said user and web page addresses
associated with said email forwarding addresses are stored
in a user account, during said examining step, the web page
address of said request being compared with the web page
addresses in said user account, if said web page address

10
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storing of said cmail forwarding address and sending the
email forwarding address associated with the web page
address that exists in said account to said web server.

14. The method of claim 1 wherein said unique email
forwarding address is of a type dependent on the nature of
the email address prompt.

15. The method of claim 14 wherein said unique email
forwarding address is of a standard type or a one-time use
type.

16. The method of claim 15 wherein said standard type
unique email forwarding address is created when the email
address prompt requests the email address of said user and
wherein the one-time use type unique email forwarding
address is created when the email address prompt requests
the email address of an entity other than said user.

17. The method of claim 15 wherein said unique email
forwarding address may also be of an address pair type, said
address pair type unique email forwarding address being
created when the email address prompt requests the email
address of said user as well as the email address of an entity
other than said user.

18. During an Internet session where a user is viewing a
web page via a first browser window that includes a prompt
for an email address, a method of creating and forwarding an
email forwarding address to said user comprising the steps
of:

creating and storing a unique email forwarding address

for the user that is automatically associated with said
web page, email messages directed to said email for-

exists 1n said account, bypassing th.e creating and stgring 30 warding address being re-directed to a target email
stép and sending thcd email fomfardmg address associated address associated with said user; and
W“ﬁ tl:: ?V:z;afgoer ir;i;e;s IZnsdalf((ingNS:;i'n cmait forward sending said email forwarding address to said user and
. d drsy comprising g g orward- displaying said email forwarding address in a second
Ing addresses COMPpIISIng: browser window different from that displaying said
a web server communicating with client computer sys- 35 web page to enable said user to use said enlx)aﬂyfognard-
tems over Internet connections, said web server receiv- ing address to satisfy the email address prompt, said
ing requests from said cli'em computer systems gener- email forwarding address being draggable from’ said
m‘? by users of S"fid Ch?’m computer systems who second browser window into the first browser window.
f,;‘;iﬁﬁé"f‘ﬁf‘;ig :ﬁszg’d“rseszgis‘?aggb pages that include 19, The method of claim 18 wherein creating and storing
. P . of said unique email forwarding address is performed in
a database server creating and storing unique email for- : : :
warding addresses for Z%hc users thft areqautomatically gs;&lonse to a request made by said user‘op—lme, said method
. . . . rther comprising the step of examining the request to
associated with said web pages in response to requests : :
received by said web sefx)*v ir caid fmail forw:?r ding detirmme the user mjkmg the request and the web page that
‘. . > . . includes the email address prompt.
addresses being dedicated for use by entities associated 45 'SS prompt. .
with said web pages to enable said entities to send 2.0' The methgd of clalm‘19 wherein said request includes
email messages 1o said users, email messages directed an 1d§:nnher assigned to said user and the web page address
1o said email forwarding addresses being re-directed to of said web page. . L.
arget email addresses associated with said users, said ] 21. The me}:hod of c}aun 20 wherein said request further
database server conveying created email forwarding 50 includes the tide of said W?b page. . . .
addresses to said web server, said web server sending 22. The method of claim 19 wherein said request is
said email forwarding addresses 1o said users to enable generated by activating a control on the toolbar of a web
said users 1o usc said email forwarding addresses to  client application. ) ) )
satisfy the email address prompts. 23. The meth_od .Of claim 19 wherein §a1d request is
12. The system of claim 11 wherein each request includes 55 generated by activating a web control on said web page.
an identifier assigned to the user generating said request, and 24. The method of claim 19 wherein said request is
the web page address of the web page being viewed by said generated in response to selection of a menu choice of a web
user, said database server using said identifier to associate client application.
the email forwarding address with said target email address. 25. The method of claim 19 wherein unique email for-
13. The system of claim 12 wherein said database server 60 warding addresses created for said user and web page
stores the email forwarding addresses created for each user addresses associated with said unique email forwarding
and web page addresses associated with said email forward- addresses are stored in a user account, during said examining
ing addresses in an account associated with said user, said step, the web page address of said request being compared
database server comparing the web page address in each . with the web page addresses in said user account, if said web
request received from a user with the web page addresses in 65 page address exists in said account, bypassing the creating
the account of said user, if said web page address exists in and storing step and sending the email forwarding address
said account, said database server bypassing the creating and associated with the web page address to said user.
EXHIBIT “17
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26. The method of claim 18 wherein said unique email
forwarding address is of a type dependent on the nature of
the email address prompt.

27. The method of claim 26 wherein said unique email
forwarding address is of a standard type or a one-time use
type.

28. The method of claim 27 wherein said standard type
unique email forwarding address is created when the email
address prompt requests the email address of said user and
wherein the ope-time use type unique email forwarding
address is created when the email address prompt requests
the email address of an entity other than said user.

29. The method of claim 28 wherein said unique email
forwarding address may also be of an address pair type, said
address pair type unique email forwarding address being
created when the email address prompt requests the email
address of said user as well as the email address of an entity
other than said user.

30. During an information exchange session wherein a
web page that includes a prompt for an email address is
being viewed, 2 method of creating and forwarding an email
forwarding address for a user comprising the steps of:

creating a unique email forwarding address for the user

that is automatically associated with said web page,
said email forwarding address being dedicated for use
by an entity associated with said web page to enable
said entity to send email messages to said user, email
messages directed to said email forwarding address
being re-directed to a target email address associated
with said user; and

using said email forwarding address to satisfy the email

address prompt.

31. The method of claim 30 wherein said unique email
forwarding address is created in response to an on-line
request, said method further comprising the step of exam-
ining the request to determine the user and the web page that
includes the email address prompt.

32. The method of claim 31 wherein said request includes
an identifier assigned to said user and the web page address
of said web page.
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33. The method of claim 32 wherein said request further
includes the title of said web page.

34. The method of claim 31 wherein said request is
generated by activating a control on the toolbar of a web
client application.

35. The method of claim 31 wherein said request is
generated by activating a web control on said web page.

36. The method of claim 31 wherein said request is
generated in response to selection of a menu choice of a web
client application.

37. The method of claim 31 wherein unique email for-
warding addresses created for said user and web page
addresses associated with said email forwarding addresses
are stored in a user account, during said examining step, the
web page address of said request being compared with the
web page addresses in said user account, if said web page
address exists in said account, bypassing the creating and
storing step and sending the email forwarding address
associated with the web page address to said user.

38. The method of claim 18 wherein said unique email
forwarding address is of a type dependent on the nature of
the email address prompt.

39. The method of claim 38 wherein said unique email
forwarding address is of a standard type or a one-time use
type.

40. The method of claim 39 wherein said standard type
unique email forwarding address is created when the email
address prompt requests the email address of said user and
wherein the one-time use type unique email forwarding
address is created when the email address prompt requests
the email address of an entity other than said user.

41. The method of claim 40 wherein said unique email
forwarding address may also be of an address pair type, said
address pair lype unique email forwarding address being
created when the email address prompt requests the email
address of said user as well as the email address of an entity
other than said user.
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