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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF TEXAS
MARSHALL DIVISION

LINKSMART WIRELESS
TECHNOLOGY, LLC,

Plaintiff,

- T-MOBILE USA, INC.;
WAYPORT, INC.;
AT&T, INC.;
AT&T MOBILITY, LLC;
LODGENET INTERACTIVE
CORP.;
6. IBAHN GENERAL HOLDINGS
CORP.;
7. ETHOSTREAM, LLC;
8. HOT POINT WIRELESS, INC.;
9. NETNEARU CORP.;
10. PRONTO NETWORKS, INC.;
11. APTILO NETWORKS, INC.;
12. FREEFI NETWORKS, INC,;
13. MERAKI, INC.
14. SECOND RULE LLC
15. MAIL BOXES ETC., INC.;
16. MCDONALD’S CORP.;
17. BARNES & NOBLE
BOOKSELLERS, INC.;
18. RAMADA WORLDWIDE, INC.;
19. MARRIOTT INTERNATIONAL,
INC.;
20. INTERCONTINENTAL HOTELS
GROUPS PLC;
21. CHOICE HOTELS
INTERNATIONAL, INC.; AND
22. BEST WESTERN
INTERNATIONAL, INC,,

SANE s

Defendants.
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Civil Action No:

The Honorable
United States District Judge
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COMPLAINT AND DEMAND FOR JURY TRIAL

This is an action for patent infringement, in which Linksmart Wireless Technology, LLC
makes the following aliegations against T-Mobile USA, Inc., Wayport, Inc., AT&T, Inc., AT&T
Mobility, LLC, LodgeNet Interactive Corp., iBAHN General Holdings Corp., EthoStream, LLC,
Hot Point Wireless, Inc., NetNearU Corp., Pronto Networks, Inc., Aptilo Networks, Inc., FreeFi
Networks, Inc., Meraki Inc., Second Rule LLC, Mail Boxes Etc., Inc., McDonald’s Corp.,
Barnes & Noble Booksellers, Inc., Ramada Worldwide, Inc., Marriott International, Inc.,
InterContinental Hotels Groups PLC, Choice Hotels International, Inc., and Best Western
International, Inc.:

PARTIES

1. Plaintiff Linksmart Wireless Technology, LLC (“Linksmart Wireless”) is a
California limited liability company with its principal place of business at 3452 E. Foothill Blvd.,
Suite 320, Pasadena, California 91107.

2. On information and belief, defendant T-Mobile USA, Inc. (“T-Mobile”) is a
Delaware corporation with its principal place of business at 12920 SE 38th Street, Bellevue, WA
98006.

3. On information and belief, defendant Wayport, Inc. (“Wayport™) is a Delaware
corporation with its principal place of business at 4509 Freidrich Lane, Ste. 300, Austin, TX
78744.

4. On information and belief, defendant AT&T, Inc. (“AT&T”) is a Delaware
corporation with its principal place of business at Whitacre Tower, 175 E. Houston St., San
Antonio, TX 78299.

5. On information and belief, defendant AT&T Mobility, LLC (“AT&T Mobility™)
is a Delaware limited liability company and a wholly-owned subsidiary of AT&T, Inc., with its

principal place of business at 5565 Glenridge Connector, Suite 150, Atlanta, GA 30342.
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0. On information and belief, defendant LodgeNet Interactive Corporation
(“LodgeNet”) is a Delaware corporation with its principal place of business at 3900 West
Innovation Street, Sioux Falls, SD 57107.

7. On information and belief, defendant iBAHN General Holdings Corp. (“iBAHN”)
is a Delaware corporation with its principal place of business at 10757 S. River Front Parkway,
Suite 300, Salt Lake City, UT 84095. |

8. On information and belief, defendant EthoStream, LLC (“EthoStream”) is a
Minnesota limited liability company with its principal place of business at 10200 Innovation Dr.,
Suite 300, Milwaukee, WI 53226.

9, On information and belief, defendant Hot Point Wireless, Inc. (“Hot Point”) is an
Illinois corporation with its principal place of business at 800 West Huron, Suite 4E, Chicago, IL
60622. »

10.  On information and belief, defendant NetNearU Corp. (“NetNearU”) is a
Delaware corporation with its principal place of business at 2908 Finfeather Rd., Bryan, TX
77801.

11. On information and belief, defendant Pronto Networks, Inc. (“Pronto”) is a
Delaware corporation with its principal place of business at 4637 Chabot Dr., Ste. 350,
Pleasanton, CA 94588. |

12. On information and belief, defendant Aptilo Networks, Inc. (“Aptilo”) is a
Delaware corporation with its principal place of business at 5800 Granite Parkway, Suite 300,
Plano, TX 75024,

13. On information and belief, defendant FreeFi Networks, Inc. (“FreeFi”) is a
California corporation with its principal place of business at 6355 Topanga Canyon Blvd., Suite
340, Woodland Hills, CA 91367.

14.  On information and belief, defendant Meraki, Inc. (“Meraki”) is a Delaware
corporation with its principal place of business at 313 West Evelyn Ave., Mountain View, CA

94041.
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15. On information and belief, defendant Second Rule LLC, d/b/a IP3 Networks
(“IP3”), is a Delaware limited liability company with its principal place of business at 4119
Walnut Street, Suite 200, Philadelphia, PA 19104.

16. On information and belief, defendant Mail Boxes Etc., Inc. (“MBE”) is a
Delaware corporation with its principal place of business at 6060 Cornerstone Court West, San
Diego, CA 92121.

17.  On information and belief, defendant McDonald’s Corp. (“McDonald’s”) is a
- Delaware corporation with its principal place of business at One McDonald's Plaza, Oak Brook,
IL 60523.

18. On information and belief, defendant Barnes & Noble Booksellers, Inc. (“Barnes
& Noble”) is a Delaware corporation with its principal place of business at 122 Fifth Ave., New
York, NY 10111.

19.  On information and belief, defendant Ramada Worldwide, Inc. (“Ramada”) is a
Delaware corporation with its principal place of business at 1 Sylvan Way, Parsippaﬁy, NJ
07054.

20.  On information and belief, defendant Marriott International, Inc. (“Marriott”) is a
Delaware corporation with its principal place of business at 10400 Fernwood Rd., Bethesda, MD
20817.

21.  On information and belief, defendant InterContinental Hotels Group PLC (“IHG”)
is a Delaware corporation with its principal place of business at 3 Ravinia Drive, Suite 100,
Atlanta, GA 30316.

22, On information and belief, defendant Choice Hotels International Inc. (“Choice
Hotels”) is a Delaware corporation with its principal place of business at 10750 Columbia Pike,
Silver Spring, MD 20901.

23, On information and belief, defendant Best Western International, Inc. (“Best
Western”) is a Florida corporation with its principal place of business at 6201 N. 24th Parkway,

Phoenix, AZ 85016.
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24, T-Mobile, Wayport, AT&T, AT&T Mobility, LodgeNet, iBAHN, EthoStream,
Hot Point, NetNearU, Pronto, Aptilo, FreeFi, Meraki, IP3, MBE, McDonald’s, Barnes & Noble,
Ramada, Marriott, IHG, Choice Hotels, and Best Western are collectively referred to herein as
“Defendants.”

JURISDICTION AND VENUE

25.  This action arises under the patent laws of the United States, Title 35 of the
United States Code. This Court has subje‘ct matter jurisdiction pursuant to 28 U.S.C. §§ 1331,
1338(a).

26. Venue is proper in this district under 28 U.S.C. §§ 1391 (b) and (c) and 1400(b).
On information and belief, each Defendant has a regular and established place of business in this
district, has transacted business in this district, and/or has committed and/or induced acts of
* patent infringement in this district.

27.  On information and belief, each Defendant is subject to this Court’s specific and
general personal jurisdiction pursuant to due process and/or the Texas Long Arm Statute, due at
least to its substantial business in this forum, including: (i) at least a portion of the infringing
activities alleged herein; and (ii) regularly doing or soliciting business, engaging in other
persistent courses of conduct, and/or deriving substantial revenue from goods and services
provided to individuals in Texas and in this district.

COUNT I

INFRINGEMENT OF U.S. PATENT NO. 6,779,118
(Against All Defendants)

28.  Linksmart Wireless is the owner by assignment of United States Patent No.
6,779,118 (“the >118 Patent”) entitled “User Specific Automatic Data Redirection System.” The
>118 Patent issued on August 17, 2004 from United States Patent Application No. 09/295,966
(“the >966 Application™). A true and correct copy of the 118 Patent is attached hereto as Exhibit
A.
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29. Koichiro Ikudome and Moon Tai Yeung are listed as the inventors on the 118
Patent.

30.  Defendant T-Mobile has been and now is directly infringing, and indirectly
infringing by way of inducing infringement and/or contributing to the infringement of the "118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, among
other things, making, using, importing, offering to sell, or selling wireless Internet access
systems which utilize captive portal techniques to block and/or redirect HTTP requests. These
wireless Internet access systems are covered by one or more claims of the *118 Patent, and T-
Mobile is making, using, importing, offering to sell, or selling them to the injury of Linksmart
Wireless. Defendant T-Mobile is thus liable for infringement of the 118 Patent pursuant to 35
U.S.C. § 271.

31.  Defendant Wayport has been and now is directly infringing, and indirectly
infringing by way of inducing infringement and/or contributing to the infringement of the *118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, among
other things, making, using, importing, offering to sell, or selling wireless Internet access
systems which utilize captive portal techniques to block and/or redirect HTTP requests. These
wireless Internet access systems are covered by one or more claims of the *118 Patent, and
Wayport is making, using, importing, offering to sell, or selling them to the injury of Linksmart
Wireless. Defendant Wayport is thus liable for infringement of the *118 Patent pursuant to 35
U.S.C. § 271.

32. Defendant AT&T has been and now is directly infringing, and indirectly
infringing by way of inducing infringement and/or contributing to the infringement of thé 118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, among
other things, making, using, importing, offering to sell, or selling wireless Internet access
systems which utilize captive portal techniques to block and/or redirect HTTP requests. These
wireless Internet access systems are covered by one or more claims of the *118 Patent, and

AT&T is making, using, importing, offering to sell, or selling them to the injury of Linksmart
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Wireless. Defendant AT&T is thus liable for infringement of the 118 Patent pursuant to 335
U.S.C. § 271.

33.  Defendant LodgeNet has been and now is directly infringing, and indirectly
infringing by way of inducing infringement and/or contributing to the infringement of the *118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, among
other things, making, using, importing, offering to sell, or selling wireless Internet access
systems which utilize captive portal techniques to block and/or redirect HTTP requests. These
wireless Internet access systems are covered by one or more claims of the *118 Patent, and
LodgeNet is making, using, importing, offering to sell, or selling them to the injury of Linksmart
Wireless. Defendant LodgeNet is thus liable for infringement of the *118 Patent pursuant to 35
U.S.C. § 271.

34. Defendant iBAHN has been and now is directly infringing, and iridirectly

infringing by way of inducing infringement and/ér contributing to the infringement of the 118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, among
other things, making, using, importing, offering to sell, or selling wireless Internet access
‘systems which utilize captive portal techniques to block and/or redirect HTTP requests. These
wireless Internet access systems are covered by one or more claims of the *118 Patent, and
iBAHN is making, using, importing, offering to sell, or selling them to the injury of Linksmart
Wireless. Defendant iBAHN is thus liable for infringemént of the 118 Patent pursuant to 35
U.S.C. § 271.

35.  Defendant EthoStream has been and now is directly infringing, and indirectly
infringing by way of inducing infringement and/or contributing to the infringement of the "118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, arhong
other things, making, using, importing, offering to sell, or selling wireless Internet access
systems which utilize captive portal techniques to block and/or redirect HTTP requests. These
wireless Internet access systems are covered by one or more claims of the *118 Patent, and

EthoStream is making, using, importing, offering to sell, or selling them to the injury of
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Linksmart Wireless. Defendant EthoStream is thus liable for infringement of the *118 Patent
pursuant to 35 U.S.C. § 271.

36.  Defendant Hot Point has been and now is directly infringing, and indirectly
infringing by way of inducing infringement and/or contributing to the infringement of the *118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, among
other things, making, using, importing, offering to sell, or selling wireless Internet access
systems which utilize captive portal techniques to block and/or redirect HTTP requests. These
Wirel_ess Internet access systems are covered by one or more claims of the *118 Patent, and Hot
Point is making, using, importing, offering to sell, or selling them to the injury of Linksmart
Wireless. Defendant Hot Point is thus liable for infringement of the *118 Patent pursuant to 35
U.S.C. § 271.

37.  Defendant NetNearU has been and now is directly infringing, and indirectly
infringing by way of inducing infringement and/or contributing to the infringement of the 118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, among
other things, making, using, importing, offering to sell, or selling wireless Internet access
systems which utilize captive portal techniques to block and/or redirect HI'TP requests. These
wireless Internet access systems are covered by one or more claims of the *118 Patent, and
NetNearU is making, using, importing, offering to sell, or selling them to the injury of Linksmart
Wireless. Defendant NetNearU is thus liable for infringement of the *118 Patent pursuant to 35
U.S.C. § 271.

38.  Defendant Pronto has been and now is directly infringing, and indirectly
infringing by way of inducing infringement and/or contributing to the infringement of the 118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, among
other things, making, using, importing, offering to sell, or selling wireless Internet access
systems which utilize captive portal techniques to block and/or redirect HTTP requests. These
wireless Internet access systems are covered by one or more claims of the *118 Patent, and

Pronto is making, using, importing, offering to sell, or selling them to the injury of Linksmart
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Wireless. Defendant Pronto is thus liable for infringement of the *118 Patent pursuant to 35
U.S.C. § 271.

39.  Defendant Aptilo has been and now is directly infringing, and indirectly
infringing by way of inducing infringement and/or contributing to the infringement of the *118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, among
other things, making, using, importing, offering to sell, or selling wireless Internet access
systems which utilize captive portal techniques to block and/or redirect HTTP requests. These
wireless Internet access systems are covered by one or more claims of the *118 Patent, and
Aptilo is making, using, importing, offering to sell, or selling them to the injury of Linksmart
Wireless. Defendant Aptilo is thus liable for infringement of the 118 Patent pursuant to 35
U.S.C. § 271.

40. Defendant FreeFi has been and now is directly infringing, and indirectly
infringing by way of inducing infringement and/or contributing to the infringement of the "118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, among
other things, making, using, importing, offering to sell, or selling wireless Internet access
systems which utilize captive portal techniques to block and/or redirect HTTP requests. These
wireless Internet access systems are covered by one or more claims of the *118 Patent, and
FreeFi is making, using, importing, offering to sell, or selling them to the injury of Linksmart
Wireless. Defendant FreeFi is thus liable for infringement of the 118 Patent pursuant to 35
U.S.C. § 271.

41.  Defendant Meraki has been and now is directly infringing, and indirectly
infringing by way of inducing infringement and/or contributing to the infringement of the *118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, among
other things, making, using, importing, offering to sell, or selling wireless Internet access
systems which utilize captive portal techniques to block and/or redirect HI'TP requests. These
wireless Internet access systems are covered by one or more claims of the *118 Patent, and

Meraki is making, using, importing, offering to sell, or selling them to the injury of Linksmart
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Wireless. Defendant Meraki is thus liable for infringement of the *118 Patent pursuant to 35
U.S.C. § 271.

\ 42.  Defendant IP3 has been and now is directly infringing, and indirectly infringing
by way of inducing infringement and/or contributing to the infringement of the 118 Patent in the
State of Texas‘, in this judicial district, and elsewhere in the United States by, among other things,
making, using, importing, offering to sell, or selling wireless Internet access systems which
utilize captive portal techniques to block and/or redirect HTTP requests. These wireless Internet
access syétems are covered by one or more claims of the *118 Patent, and IP3 is making, using,
importing, offering to sell, or selling them to the injury of Linksmart Wireless. Defendant IP3 is
thus liable for infringement of the *118 Patent pursuant to 35 U.S.C. § 271.

43. Defendant MBE has been and now is directly infringing, and indirectly infringing
by way of inducing infringement and/or contributing to the infringement of the *118 Patent in the
State of Texas, in this judicial district, and elsewhere in the United States by, among other things,
using, importing, offering to sell, selling, or inducing others to use wireless Internet access
systems which utilize captive portal techniques to block and/or redirect HITP requests. These
wireless Internet access systems are covered by one or more claims of the *118 Patent, and MBE
is using, importing, offering to sell, selling, or inducing others to use them to the injury of
Linksmart Wireless. Defendant MBE is thus liable for infringement of the *118 Patent pursuant
to 35 U.S.C. § 271.

44,  Defendant McDonald’s has been and now is directly infringing, and indirectly
infringing by way of inducing infringement and/or contributing to the infringement of the *118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, among
other things, using, importing, offering to sell, selling, or inducing others to use wireless Internet
access systems which utilize captive portal techniques to block and/or redirect HITP requests.
These wireless Internet access systems are covered by one or more claims of the *118 Patent, and

McDonald’s is making, using, importing, offering to sell, or selling them to the injury of
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Linksmart Wireless. Defendant McDonald’s is thus liable for infringement of the *118 Patent
pursuant to 35 U.S.C. § 271.

45.  Defendant Barnes & Noble has been and now is directly infringing, and indirectly
infringing by way of inducing infringement and/or contributing to the infringement of the "118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, among
other things, using, importing, offering to sell, selling, or inducing others to use wireless Internet
access systems which utilize captive portal techniques to block and/or redirect HTTP requests.
These wireless Internet access systems are covered by one or more claims of the *118 Patent, and
Barnes & Noble is using, importing, offering to sell, selling, or inducing others to use them to the
injury of Linksmart Wireless. Defendant Barnes & Noble is thus liable for infringement of the
>118 Patent pursuant to 35 U.S.C. § 271.

46. Defendant Ramada has been and now is directly infringing, and indirectly
infringing by way of inducing infringement and/or contributing to the infringement of the 118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, among
other things, using, importing, offering to sell, selling, or inducing others to use wireless Internet
access systems which utilize captive portal techniques to block and/or redirect HTTP requests.
These wireless Internet access systems are covered by one or more claims of the *118 Patent, and
Ramada is using, importing, offering to sell, selling, or inducing others to use them to the injury
of Linksmart Wireless. Defendant Ramada is thus liable for infringement of the "118 Patent
pursuant to 35 U.S.C. § 271.

47.  Defendant Marriott has been and now is directly infringing, and indirectly
infringing by way of inducing infringement and/or contributing to the infringement of the 118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, among
other things, using, importing, offering to sell, selling, or inducing others to use wireless Internet
access systems which utilize captive portal techniques to block and/or redirect HTTP requests.
These wireless Internet access systems are covered by one or more claims of the *118 Patent, and

Marriott is using, importing, offering to sell, selling, or inducing others to use them to the injury
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of Linksmart Wireless. Defendant Marriott is thus liable for infringement of the ’118 Patent
pursuant to 35 U.S.C. § 271.

48. Defendant THG has been and now is directly infringing, and indirectly infringing
by way of inducing infringement and/or contributing to the infringement of the ’118 Patent in the
State of Texas, in this judicial district, and elsewhere in the United States by, among other things,
using, importing, offering to sell, selling, or inducing others to use wireless Internet access
systems which utilize captive portal techniques to block and/or redirect HTTP requests. These
wireless Internet access systems are covered by one or more claims of the ’118 Patent, and [HG
is using, importing, offering to sell, selling, or inducing others to use them to the injury of
Linksmart Wireless. Defendant IHG is thus liable for infringement of the *118 Patent pursuant
to 35 U.S.C. § 271.

49.  Defendant Choice Hotels has been and now is directly infringing, and indirectly
infringing by way of inducing infringement and/or contributing to the infringement of the 118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, among
other things, using, importing, offering to sell, selling, or inducing others to use wireless Internet
access systems which utilize captive portal techniques to block and/or redirect HT'TP requests.
These wireless Internet access systems are covered by one or more claims of the *118 Patent, and
Choice Hotels is using, importing, offering to sell, selling, or inducing others to use them to the
injury of Linksmart Wireless. Defendant Choice Hotels is thus liable for infringement of the
>118 Patent pursuant to 35 U.S.C. § 271.

50. Defendant Best Western has been and now is directly infringing, and indirectly
infringing by way of inducing infringement and/or contributing to the infringement of the 118
Patent in the State of Texas, in this judicial district, and elsewhere in the United States by, among
other things, using, importing, offering to sell, selling, or inducing others to use wireless Internet
access systems which utilize captive portal techniques to block and/or redirect HTTP requests.
These wireless Internet access systems are covered by one or more claims of the 118 Patent, and

Best Western is using, importing, offering to sell, selling, or inducing others to use them to the
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injury of Linksmart Wireless. Defendant Best Western is thus liable for infringement of the 118
Patent pursuant to 35 U.S.C. § 271.

51.  Defendants have actively induced and are actively inducing infringement of the
’118 Patent and are liable for contributory infringement of the *118 Patent.

52. As a result of Defendants’ infringement of the *118 Patent, Linksmart Wireless
has suffered monetary damages in an amount not yet determined, and will continue to suffer
damages in the future unless Defendants’ infringing activities are enjoined by this Court.

53. Unless a permanent injunction is issued enjoining these Defendants and their
agents, servants, employees, attorneys, representatives, affiliates, and all others acting on their
behalf from infringing the 118 Patent, Linksmart Wireless will be greatly and irreparably

harmed.

PRAYER FOR RELIEF

WHEREFORE, Linksmart Wireless respectfully requests that this Court enter:

1. A judgment in favor of Linksmart Wireless that each of the Defendants has
infringed, directly and/or indirectly, by way of inducing and/or contributing to the infringement
of the *118 Patent, and that such infringement was willful;

2. A permanent injunction enjoining Defendants and their officers, directors, agents,
servants, affiliates, employees, divisions, branches, subsidiaries, parents, and all others acting in
concert or privity with any of them from infringing, inducing the infringement of, or contributing
to the infringement of the 118 Patent.

3. A judgment and order requiring Defendants to pay Linksmart Wireless its
damages, costs, expenses, and prejudgment and post-judgment interest for Defendants’
infringement of the >118 Patent as provided under 35 U.S.C. § 284.

4. An award to Linksmart Wireless for enhanced damages resulting from the

knowing, deliberate, and willful nature of Defendants’ prohibited conduct with notice being
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made at least as early as the date of the filing of this Complaint, as provided under 35 U.S.C. §
284, |

5. A judgment and order finding that this is an exceptional case within the meaning
of 35 U.S.C. § 285 and awarding to Linksmart Wireless its reasonable attorneys’ fees; and

6. Any and all other relief to which Linksmart Wireless may show itself to be

entitled.

DEMAND FOR JURY TRIAL

Plaintiff, under Rule 38 of the Federal Rules of Civil Procedure, requests a trial by jury of

any issues so triable by right.

Dated: July 1,2008 Respectfully submitted,

By:__ /s/ Marc A. Fenster
Marc A. Fenster
California State Bar No. 181067
E-mail: mfenster@raklaw.com
RUSS, AUGUST & KABAT
12424 Wilshire Boulevard 12" Floor
Los Angeles, California 90025
Telephone: (310) 826-7474
Facsimile: (310) 826-6991

Attorneys for Plaintiff
Linksmart Wireless Systems, Inc.
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United States Patent
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Ikudome et al, “5) Date of Patent: Aug. 17, 2004
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5.606.898 A 12/1997 Baker et al 395/187.01 redirection server either when the user disconnects, or based
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6:233;686 BL  5/2001 Dutta redirection server either when a user connects, or based on
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USER SPECIFIC AUTOMATIC DATA
REDIRECTION SYSTEM

RELATED APPLICATION

This application claims priority of U.S. Provisional Appli-
cation No. 60/084,014 filed May 4, 1998, the disclosure of
which is incorporated fully herein by reference.

FIELD OF THE INVENTION

This invention relates to the field of Internet
communications, more particularly, to a database system for
use in dynamically redirecting and filtering Internet traffic.

BACKGROUND OF THE INVENTION

In prior art systems as shown in FIG. 1 when an Internet
user establishes a connection with an Internet Service Pro-
vider (ISP), the user first makes a physical connection
between their computer 100 and a dial-up networking server
102, the user provides to the dial-up networking server their
user ID and password. The dial-up networking server then
passes the user ID and password, along with a temporary
Internet Protocol (IP) address for use by the user to the ISP’s
authentication and accounting server 104. A detailed
description of the IP communications protocol is discussed
in Internetworking with TCP/IP, 3rd ed., Douglas Comer,
Prentice Hall, 1995, which is fully incorporated herein by
reference. The authentication and accounting server, upon
verification of the user ID and password using a database
106 would send an authorization message to the dial-up
networking server 102 to allow the user to use the temporary
IP address assigned 1o that user by the dial-up networking
server and then logs the connection and assigned IP address.
For the duration of that session, whenever the user would
make a request to the Internet 110 via'a gateway 108, the end
user would be identified by the temporarily assigned IP
address.

The redirection of Internet traffic is most often done with
World Wide Web (WWW) traffic (more specifically, traffic
using the HTTP (hypertext transfer protocol)). However,
redirection is not limited to WWW traffic, and the concepl
is valid for all IP services. To illustrate how redirection is
accomplished, consider the following example, which redi-
rects a user’s request for a WWW page (typically an himl
(hypertext markup language) file) to some other WWW
page. First, the user instructs the WWW browser (typically
software running on the user’s PC) to access a page on a
remote WWW server by typing in the URL (universal
resource locator) or clicking on a URL link. Note that a URL
provides information about the communications protocol,
the location of the server (typically an Internet domain name
or IP address), and the location of the page on the remote
server. The browser next sends a request to the server
requesting the page. In response to the user’s request, the
web scrver sends the requested page to the browser. The
page, however, contains html code instructing the browser to
request some other WWW page—hence the redirection of
the user begins. The browser then requests the redirected
WWW page according to the URL contained in the first
page’s html code. Alternately, redirection can also be
accomplished by coding the page such that it instructs the
browser (o run a program, like a Java applet or the like,
which then redirects the browser, One disadvanlage with
current redirection technology is that control of the redirec-
tion is at the remote end, or WWW server end—and not the
local, or user end. That is to say that the redirection is
performed by the remote server, not the user’s local gateway.
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Fillering packets at the Internel Protocol (IP) layer has
been possible using a firewall device or other packet filtering
device for several years, Although packet filtering is most
often used to filter packets coming into a private network for
security purposes, once properly programed, they can filter
outgoing packets sent from users to a specific destination as
well. Packet filtering can distinguish, and filter based on, the
type of IP service contained within an IP packet. For
example, the packet filter can determine if the packet con-
tains FTP (file transfer protocol) data, WWW data, or Telnet
session data. Service identification is achieved by identify-
ing the terminating port number conlained within each IP
packet header. Port numbers are standard within the industry
to allow for interoperability between equipment. Packet
filtering devices allow network administrators to filter pack-
cts based on the source and/or destination information, as
well as on the type of service being transmitted within each
IP packet. Unlike redirection technology, packet filtering
technology allows control at the local end of the network
connection, typically by the network administrator.
However, packet filtering s very limited because it is static.
Once packet filtering rule sets are programed into a firewall
or other packet filter device, the rule set can only be changed
by manually reprogramming the device..

Packet filter devices are often used with proxy server
systems, which provide access control to the Internet and are
most often used to control access to the world wide web. In
a typical configuration, a firewall or other packet filtering
device filters all WWW requests to the Internet from a local
network, except for packets from the proxy server. That is to
say that a packet filter or firewall blocks all traffic originating
from within the local network which is destined for con-
nection to a remote server on port 80 (the standard WWW
port number). However, the packet filter or firewall permits
such traffic to and from the proxy scrver. Typically, the proxy
server is programed with a set of destinations that are to be
blocked, and packets destined for blocked addresses are not
forwarded. When the proxy server receives a packet, the
destination is checked against a database for approval. If the
destination is allowed, the proxy server simply forwards

" packets between the local user and the remote server outside
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the firewall. However, proxy servers are limited to either
blocking or allowing specific system terminals access 10
remote databases.

A recent system is disclosed in U.S. Pat. No. 5,696,898,
This patent discloses a system, similar to a proxy server, that
allows network administrators to restrict specific IP
addresses inside a firewall from accessing information from
certain public or otherwise uncontrolled databases (i.c., the
WWW/Internet). According to the disclosure, the system has
a relational database which allows network administrators to
restrict specific terminals, or groups of terminals, from
accessing certain locations. Similarly limited as a proxy
server, this invention can only block or allow terminals’
access to remote sites. This system is also static in that rules
programmed into the database need to be reprogramming in
order to change which locations specific terminals may
access.

SUMMARY OF THE INVENTION

The present invention allows for creating and implement-
ing dynamically changing rules, to allow the redirection,
blocking, or allowing, of specific data traffic for specific
users, as a function of database entries and the user’s
activity. In certain embodiments according to the present
invention, when the user connects to the local network, as in
the prior art system, the user’s ID and password are sent to
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the authentication accounting server. The user ID and pass-
word are checked against information in an authentication
database. The database also contains personalized filtering
and redirection information for the particular user ID. Dur-
ing the connection process, the dial-up network server
provides the authentication accounting server with the IP
address that is going to be temporarily assigned to the user.
The authentication accounting server then sends both the
user’s temporary IP address and all of the particular user’s
filter and redirection information to a redirection server. The
IP address temporarily assigned to the end user is then sent
back to the end user for use in connecting to the network.

Once connected to the network, all data packets sent to, or
received by, the user include the user’s temporary IP address
in the IP packet header. The redirection server uses the filter
and redirection information supplied by the authentication
accounting server, for that particular IP address, to either
allow packets to pass through the redirection server
unmolested, block the request all together, or modify the
reques! according 1o the redirection information.

When the user terminates the connection with the
network, the dial-up network server informs the authentica-
tion accounting server, which in turn, sends a message to the
redirection server telling it to remove any remaining filtering
and redirection information for the terminated user’s tem-
porary IP address. This then allows the dial-up network to
reassign that IP address to another user. In such a case, the
authentication accounting server retrieves the new user’s
filter and redirection information from the database and
passes it, with the same IP address which is now being used
by a different user, to the redirection server. This new user’s
filter may be different from the first user’s filter.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a typical Internet Service
Provider environment.

FIG. 2 is a block diagram of an embodiment of an Internet
Service Provider environment with integrated redirection
system,

DETAILED DESCRIPTION OF THE
INVENTION

In the following embodiments of the invention, common
reference numerals are used to represent the same compo-
nents. If the features of an embodiment are incorporated into
a single system, these components can be shared and per-
form all the functions of the described embodiments.

FIG. 2. shows a typical Internet Service Provider (ISP)
environment with integrated user specific automatic data
redirection system. In a typical use of the system, a user
employs a personal computer (PC) 100, which connects to
the network. The system employs: a dial-up network server
102, an authentication accounting server 204, a database 206
and a redirection server 208.

_The PC 100 first connects to the dial-up network server
102. The connection is typically created using a computer
modem, however a local area network (LAN) or other
communications link can be employed. The dial-up network
server 102 is used to establish a communications link with
the user’s PC 100 using a standard communications proto-
col. In the preferred embodiment Point to Point Protocol
(PPP) is used to establish the physical link between the PC
100 and the dial-up network server 102, and to dynamically
assign the PC 100 an IP address from a list of available
addresses. However, other embodiments may employ dif-
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ferent communications protocols, and the IP address may
also be permanently assigned to the PC 100. Dial-up net-
work servers 102, PPP and dynamic IP address assignment
are well known in the art. )

An authentication accounting server with Auto-Navi com-
ponent (hereinafter, authentication accounting server) 204 is
used to authenticate user ID and permit, or deny, access to
the network, The authentication accounting server 204 que-
ries the database 206 to determine if the user ID is autho-
rized to access the network. If the authentication accounting
server 204 determines the user ID is authorized, the authen-
tication accounting server 204 signals the dial-up network
server 102 to assign the PC 100 an IP address, and the
Auto-Navi component of the authentication accounting
server 204 sends the redirection server 208 (1) the filter and
redirection information stored in database 206 for that user
ID and (2) the temporarily assigned IP address for the
session. One example of an authentication accounting server
is discussed in U.S. Pat. No. 5,845,070, which is fully
incorporated here by reference. Other types of authentica-
tion accounting scrvers are known in the art. However, these
authentication accounting servers lack an Auto-Navi com-
ponent.

The system described herein operates based on user Id’s
supplied to it by a computer. Thus the system does not
“know” who the human being “user” is at the keyboard of
the computer that supplies a user ID. However, for the
purposes of this detailed description, “user” will often be
used as a short hand expression for “the person supplying
inputs to a computer that is supplying the system with a
particular user ID.”

The database 206 is a relational database which stores the
system data. FIG. 3 shows one embodiment of the database
structure. The database, in the preferred embodiment,
includes the following fields: a user account number, the
services allowed or denied each user (for example: e-mail,
Telnet, FTP, WWW), and the locations each user is allowed
to access.

Rule sets are employed by the system and are unique for
each user ID, or a group of user ID’s. The rule sets specify
elements or conditions about the user’s session. Rule sets
may contain data about a type of service which may or may
nol be accessed, a location which may or may not be
accessed, how long to keep the rule set active, under what
conditions the rule set should be removed, when and how to
modify the rule set during a session, and the like. Rule sets
may also have a preconfigured maximum lifetime to ensure
their removal from the system.

The redirection server 208 is logically located between
the user’s computer 100 and the network, and controls the
user’s access 1o the network. The redirection server 208
performs all the central tasks of the system. The redirection
server 208 receives information regarding newly established
sessions from the authentication accounting server 204. The
Auto-Navi component of the authentication accounting
server 204 queries the database for the rule set to apply to
each new session, and forwards the rule set and the currently
assigned IP address to the redirection server 208. The
redirection server 208 receives the IP address and rule set,
and is programed to implement the rule set for the IP
address, as well as other attendant logical decisions such as:
checking data packets and blocking or allowing the packets
as a function of the rule sets, performing the physical
redirection of data packets based on the rule sets, and
dynamically changing the rule sets based on conditions.
When the redirection server 208 receives information
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regarding a terminated session from the authentication
accounting server 204, the redirection server 208 removes
any outstanding rule sets and information associated with
the session. The redirectionserver 208 also checks for and
removes expired rule sets from time to time.

In an alternate embodiment, the redirection server 208
reports all or some selection of session information to the
database 206. This information may then be used for
reporting, or additional rule set generation.

System Features Overview

In the present embodiment, each specific user may be
limited to, or allowed, specific IP services, such as WWW,
FTP and Telnet. This allows a user, for example, WWW
access, but not FTP access or Telnet access. A user’s access
can be dynamically changed by editing the user’s database
record and commanding the Auto-Navi component of the
authentication accounting server 204 to transmit the user’s
new rule set and current IP address to the redirection server
208.

A user’s access can be “locked” to only allow access to
one location, or a set of locations, without affecting other
users’ access, Each time a locked user attempts {o access
another location, the redirection server 208 redirects the user
to a default location. In such a case, the redirection server
208 acts either as proxy for the destination address, or in the
case of WWW traffic the redirection server 208 replies to the
user’s request with a page containing a redirection com-
mand.

A user may also be periodically redirected to a location,
based on a period of time or some other condition. For
example, the user will first be redirected to a location
regardless of what location the user attempts o reach, then
permitted to access other locations, but every ten minutes the
user is automatically redirected to the first location. The
redirection server 208 accomplishes such a rule set by
setting an initial temporary rule set to redirect all traffic; after
the user accesses the redirected location, the redirection
server then either replaces the temporary rule set with the
user’s standard rule set or removes the rule set altogether
from the redirection server 208. After a certain or variable
time period, such as ten minutes, the redirection server 208
reinstates the rule set again.

The following steps describe details of a typical user
session:

Avuser connecls to the dial-up network server 102 through
computer 100,

The user inputs user ID and password to the dial-up
network server 102 using computer 100 which for-
wards the information to the authentication accounting
server 204

The authentication accounting server 204 queries data-
base 206 and performs validation check of user ID and
password,

Upon a successful user authentication, the dial-up net-
work server 102 completes the negotiation and assigns
an IP address to the user. Typically, the authentication
accounting server 204 logs the connection in the data-
base 206,

The Auto-Navi component of the authentication account-
ing server 204 then sends both the user’s rule set
(contained in database 206) and the user’s IP address
(assigned by the dial-up network server 102) in real
time to the redirection server 208 so that it can filter the
user’s IP packets.
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The redirection server 208 programs the rule sel and IP
address so as to control (filter, block, redirect, and the
like) the user’s data as a function of the rule set.

The following is an example of a typical user’s rule set,

attendant logic and operation:

If the rule set for a particular user (i.., user UserID-2) was
such as to only allow that user to access the web site
www.us.com, and permit Telnet services, and redirect all
web access from any server at xyz.com to www.us.com, then
the logic would be as follows:

The database 206 would contain the following record for
user UserID-2:

ID UserID-2

Password: secret

HHHEHE R

### Rule Sets ###

HIHHEHHEHHEHE

#service rule expire
http WWW.US.conl [¢]

http * XYZ.COm=>WWW.US.Com 0

the user initiates a session, and sends the correct user ID
and password (UserID-2 and secret) to the dial-up
network server 102. As both the user ID and password
are correct, the authentication accounting server 204
authorizes the dial-up network server 102 to establish a
session, The dial-up network server 102 assigns
UserID-2 an IP address (for example, 10.0.0.1) to the
user and passes the IP address to the authentication
accounting server 204,

The Auto-Navi component of the authentication account-
ing server 204 sends both the user’s rule set and the
user’s IP address (10.0.0.1) to the redirection server
208.

The redirection server 208 programs the rule set and IP
address so as to filter and redirect the user’s packets
according to the rule set. The logic employed by the
redirection server 208 to implement the rule set is as
follows:

IF source IP-address=10.0.0.1 AND
( ((request type=HTTP) AND (destination address=
www.us.com) ) OR (request type=Telnet)
) THEN ok.
IF source IP-address=10.0.0.1 AND
( (request type=HTTP) AND (destination address=
*.Xyz.com)
) THEN (redirect=www.us.com)

The redirection server 208 monitors all the IP packets,
checking each against the rule set. In this situation, if IP
address 10.0.0.1 (the address assigned to user ID UserID-2)
attempts to send a packet containing HTTP data (ie.,
attempts to connect to port 80 on any machine within the
xyz.com domain) the traffic is redirected by the redirection
server 208 to www.us.com. Similarly, if the user attempts to
connect to any service other then HTTP at www.us.com or
Telnet anywhere, the packet will simply be blocked by the
redirection server 208.

When the user logs out or disconnects from the system,
the redirection server will remove all remaining rule sets.

The following is another example of a typical user’s rule
set, attendant logic and operation:

If the rule set for a particular user (i.e., user UserID-3) was
to force the user to visit the web site www.widgetsell.com,
first, then to have unfettered access to other web sites, then
the logic would be as follows:
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The database 206 would contain the following record for
user UserlD-3;

iD UserlD-3

Password: lop-secret

AR

### Rule Sets ###

SRR

#service rule expire
http *=>www.widgetsell.com 1x

the user initiates a session, and sends the correct user ID
and password (UserID-3 and top-secret) to the dial-up
network server 102, As both the user ID and password
are correct, the authentication accounting server 204
authorizes the dial-up network server 102 to establish a
session. The dial-up network server 102 assigns user ID
3 an IP address (for example, 10.0.0.1) to the user and
passes the IP address to the authentication accounting
server 204.

The Auto-Navi component of the authentication account-
ing server 204 sends both the user’s rule set and the
nser’s IP address (10.0.0.1) to the redirection server
208.

The redirection server 208 programs the rule set and IP
address so as to filter and redirect the user’s packets
according to the rule set. The logic employed by the
redirection server 208 to implement the rule set is as
follows:

IF source IP-address=10.0.0.1 AND
(request type=HTTP) THEN (redirect=
www.widgetsell.com)
THEN SET NEW RULE
IF source IP-address=10.0.0.1 AND
(request type=HTTP) THEN ok.

The redirection server 208 monitors all the IP packets,
checking each against the rule set. In this situation, if IP
address 10.0.0.1 (the address assigned to user ID UserID-3)
attempts to send a packet containing HTTP data (ie.,
attempls to connect to port 80 on any machine) the traffic is
redirected by the redirection server 208 to www.widgetsell-
com. Once this is done, the redirection server 208 will
remove the rule set and the user if free to use the web
unmolested.

When the user logs out or disconnects from the system,
the redirection server will remove all remaining rule sets.

In an alternate embodiment a user may be periodically
redirected to a location, based on the number of other
factors, such as the number of locations accessed, the time
spent at a location, the types of locations accessed, and other
such factors.

A user’s account can also be disabled after the user has
exceeded a length of time. The authentication accounting
server 204 keeps track of user’s time online. Prepaid use
subscriptions can thus be casily managed by the authenti-
cation accounting Server 204,

In yet another embodiment, signals from the Internet 110
side of redirection server 208 can be used to modify rule sets
being used by the redirection server. Preferably, encryption
and/or authentication are used to verify that the server or
other computer on the Internet 110 side of redirection server
208 is authorized to modify the rule set or rule sets that are
being attempted to be modified. An example of this embodi-
ment is where it is desired that a user be redirected to a
particular web site until the fill out a questionnaire or satisfy
some other requirement on such a web site. In this example,
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the redirection server redirects a user to a particular web site
that includes a questionnaire. After this web site receives
acceptable data in all required fields, the web site then sends
an authorization to the redirection server that deletes the
redirection to the questionnaire web site from the rule set for
the user who successfully completed the questionnaire. Of
course, the type of modification an outside server can make
to a rule set on the redirection server is not limited to
deleting a redirection rule, but can include any other type of
modification to the rule set that is supported by the redirec-
tion server as discussed above.

It will be clear to one skilled in the art that the invention
may be implemented to control (block, allow and redirect)
any type of service, such as Telnet, FTP, WWW and the like.
The invention is easily programmed to accommodaie new
services or networks and is not limited to those services and
networks (e.g., the Internet) now know in the art.

It will also be clear that the invention may be imple-
mented on a non-IP based networks which implement other
addressing schemes, such as IPX, MAC addresses and the
like. While the operational environment detailed in the
preferred embodiment is that of an ISP connecting users to
the Internet, it will be clear to one skilled in the art that the
invention may be implemented in any application where
control over users’ access 10 a network or network resources
is needed, such as a local arca network, wide area network
and the like. Accordingly, neither the environment nor the
communications protocols are limited to those discussed.

What is claimed is:

1. A system comprising:

a database with entries correlating each of a plurality of

user [Ds with an individualized rule set;

a dial-up network server that receives user IDs from

users’ computers;

a redirection server connected to the dial-up network

server and a public network, and

an authentication accounting server connected to the

database, the dial-up network server and the redirection
server;

wherein the dial-up network server communicates a first

user ID for one of the users’ computers and a tempo-
rarily assigned network address for the first user ID to
the authentication accounting server;

wherein the authentication accounting server accesses the
database and communicates the individualized rule st
that correlates with the first user ID and the temporarily
assigned network address to the redirection server; and

wherein data directed toward the public network from the
one of the users’ computers are processed by the
redirection server according to the individualized rule
set.

2. The system of claim 1, wherein the redirection server
further provides control over a plurality of data to and from
the users’ computers as a function of the individualized rule
set.

3. The system of claim 1, wherein the redirection server
further blocks the data to and from the users’ computers as
a function of the individualized rule set.

4. The system of claim 1, wherein the redirection server
further allows the data to and from the users’ computers as
a function of the individualized rule set.

5. The system of claim 1, wherein the redirection server
further redirects the data to and from the users’ computers as
a function of the individualized rule set.

6. The system of claim 1, wherein the redirection server
further redirects the data from the users’ computers to
multiple destinations as a function of the individualized rule
set.
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7. The system of claim 1, wherein the database entries for
a plurality of the plurality of users’ IDs are correlated with
a common individualized rule set.

8. In a system comprising a database with entries corre-
lating each of a plurality of user IDs with an individualized
rule set; a dial-up network server that receives user IDs from
users’ computers; a redirection server connected to the
dial-up network server and a public network, and an authen-
tication accounting server connected to the database, the
dial-up network server and the redirection server, the
method comprising the steps of:

communicating a first user ID for one of the users’
computers and a temporarily assigned network address
for the first user ID from the dial-up network server to
the authentication accounting server,

communicating the individualized rule set that correlates
with the first user ID and the temporarily assigned
network address to the redirection server from the
authentication accounting server,

and processing data directed toward the public network
from the one of the users’ computers according to the
individualized rule set.

9. The method of claim 8, further including the step of
controlling a plurality of data to and from the users’ com-
puters as a function of the individualized rule set.

10. The method of claim 8, further including the step of
blocking the data to and from the users” computers as a
function of the individualized rule set.

11. The method of claim 8, further including the step of
allowing the data to and from the users’ computers as a
function of the individualized rule set.

12. The method of claim 8, further including the step of
redirecting the data to and from the users’ computers as a
function of the individualized rule set.

13. The method of claim 8, further including the step of
redirecting the data from the users’ computers to multiple
destinations a function of the individualized rule set.

14. The method of claim 8, further including the step of
creating database entries for a plurality of the plurality of
users’ IDs, the plurality of users’ ID further being correlated
with a common individualized rule set.

15. A system comprising:

a redirection server programed with a user’s rule set
correlated to a temporarily assigned network address;

wherein the rule set contains at least one of a plurality of
functions used to control passing between the user and
a public network;

wherein the redirection server is configured to allow
automated modification of at leasl a portion of the rule
set correlated to the temporarily assigned network
address; and wherein the redirection server is config-
ured to allow modification of at least a portion of the
rule set as a function of some combination of time, data
transmitted to or from the user, or location the user
access.

16. The system of claim 15, wherein the redirection server
is configured to allow modification of at least a portion of the
rule set as a function of time.

17. The system of claim 15, wherein the redirection server
is configured to allow modification of at least a portion of the
rule set as a function of the data transmitted to or from the
user.
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18. The system of claim 15, wherein the redirection server
is configured to allow modification of at least a portion of the
rule set as a function of the location or locations the user
aceess.

19. The system of claim 15, wherein the redirection server
is configured to allow the removal or reinstatement of at
least a portion of the rule set as a function of time.

20. The system of claim 15, wherein the redirection server
is configured to allow the removal or reinstatement of at
least a portion of the rule set as a function of the data
transmitted (o or from the user.

21. The system of claim 15, wherein the redirection server
is configured to allow the removal or reinstatement of at
least a portion of the rule set as a function of the location or
locations the user access.

22. The system of claim 15, wherein the redirection server
is configured to allow the removal or reinstatement of at
least a portion of the rule set as a function of some
combination of time, data transmitted to or from the user, or
location or locations the user access.

23. The system of claim 15, wherein the redirection server
has a user side that is connected to a computer using the
temporarily assigned network address and a network side
connected to a computer network and wherein the computer
using the temporarily assigned network address is connected
to the computer network through the redirection server.

24. The system of claim 23 wherein instructions to the
redirection server to modify the rule set are received by one
or more of the user side of the redirection server and the
network side of the redirection server.

25. Tn a system comprising a redirection server containing
a user’s rule set correlated to a temporarily assigned network
address wherein the user’s rule set contains at least one of a
plurality of functions used to control data passing between
the user and a public network; the method comprising the
step of:

modifying at least a portion of the user’s rule set while the

user’s rule sel remains correlated to the temporarily
assigned network address in the redirection server; and
wherein the redirection server has a user side that is
connected to a computer using the temporarily assigned
network address and a network address and a network
side connected to a computer network and wherein the
computer using the temporarily assigned network
address is connected to the computer network through
the redirection server and the method further includes
the step of recciving instructions by the redirection
server lo modify at least a portion of the user’s rule set
through one or more of the user side of the redirection
server and the network side of the redirection server,

26. The method of claim 25, further including the step of
modifying at least a portion of the user’s rule set as a
function of one or more of: time, data transmitted to or from
the user, and location or locations the user access.

27. The method of claim 285, further including the step of
removing or reinstating at least a portion of the user’s rule
set as a function of one or more of: time, the data transmitted
to or from the user and the location or locations the user
access.



