Case3:10-cv-0iw- 14VRW Documentl Filed02/04iio Pagel of 29
FER S
ORIGINAL
1{| BRYAN J. SINCLAIR (SBN 205885) FiILED
Email: bryan.sinclair@klgates.com —
2|l KARINEH KHACHATOURIAN (SBN 202634) _
Email: karineh khachatourian @klgates.com WOFEB-u P 320
3|| K&L GATESLLP N\ \Y\g
630 Hansen Way E
41l Palo Alto, CA 94304
Telephone: (650) 798-6700
5|| Facsimile: (650) 798-6701
6 Attorneys for Plaintiff,
_|| PHOENIX TECHNOLOGIES, LTD. AQR
8 UNITED STATES DISTRICT COURT
G
NORTHERN DISTRICT OF CALIFORNIA
10
11 SAN JOSE DIVISION
15|| PHOENIX TECHNOLOGIES, LTD., DelawC l\lseg 0 0 5 1 4
corporation,
13 Plaintiff,
COMPLAINT FOR PATENT
14 vs. INFRINGEMENT EMC
15 DEVICEVM, INC., a Delaware corporation, DEMAND FOR JURY TRIAL
16 Defendant.
17
18
19
20
21
22
23
24
25
26
27
28
COMPLAINT FOR PATENT INFRINGEMENT




W O -1 O b W e

[\ T " TR N TR N T N T N TR N T 0 T O T S R S T e e e e e
o ~1 N h B OW N~ SO NN R W N = O

Case3:10-cv-(&14-VRW Documentl Filed02/04/10 PageZ2 of 29

PARTIES

1. Plaintiff, Phoenix Technologies, Ltd. (“Phoenix”) is a Delaware corporation with its
principal place of business in Milpitas, CA.

2. DeviceVM, Inc. (“DeviceVM™) is a Delaware corporation with headquarters in San
Jose, CA.

JURISDICTION AND VENUE

3. This Court has subject matter jurisdiction over Phoenix’s claims pursuant to 28 U.S.C
§ 1331.

4. Venue of this action is proper in the Northern District of California pursuant to 28

U.S.C. § 1391(b) and (c) and 28 U.S.C. § 1400(b).
BACKGROUND

5. Phoenix is the assignee of United States Patent N0.6,519,659 titled “Method and
System for Transferring An Application Program from System Firmware to A Storage Device” (the
“‘659 Patent™).

6. The ‘659 Patent duly issued on February 11, 2003 and Phoenix owns all right, title an
interest in the ‘659 Patent. A true and correct copy of the ‘659 Patent is attached to the Complaint as

Exhibit 1.
COUNT I — INFRINGEMENT OF THE ‘659 PATENT

7. Phoenix repeats and realleges paragraphs 1 through 6 of the Complaint as if fully set
forth herein.

8. DeviceVM has and continues to directly infringe, contributorily infringe, and/or
induce the infringement of the ‘659 Patent by making, using, offering to sell, licensing, and/or selling
software and computer systems that are covered by the claims of the inventions contained in the ‘659
Patent. Specifically, DeviceVM’s SplashTop® product infringes one or more of the claims of the
‘659 Patent. |

9. Phoenix has suffered damages as the result of DeviceVM’s infringement of the ‘659

Patent.
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10.  DeviceVM will continue to infringe, induce others to infringe, and/or engage in

contributory infringement of the ‘659 Patent unless enjoined by the Court.

PRAYER FOR RELIEF
1. Judgment be entered in favor of Phoenix against Device VM.
2. That Phoenix be awarded costs of this suit;
3. That Phoenix be awarded compensatory and special damages for the infringement of

the ‘659 Patent in an amount to be determined at trial;

4. That DeviceVM be preliminarily and permanently enjoined from infringing, inducing
others to infringe, and/or contributorily infringing the *659 Patent;

5. That the Court declare this an exceptional case under 35 U.S.C. § 285 and award

Phoenix its attorneys’ fees and costs incurred in connection with this action;

6. That the Court otherwise award Phoenix its attorneys’ fees;
7. That the Court grant such further relief as the Court deems just and proper.
K&L GATES LLP
Dated: February 4, 2010 By: - -

BRY4N J. SISCLAIR

Attorneys for Plaintiff,
PHOENIX TECHNOLOGIES, LTD.
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DEMAND FOR JURY TRIAL

Phoenix demands a trial by jury of all issues so triable under the law.

K&L GATES LLP

Dated: February 4, 2010 By:

—S
BRYANT. $INCEAIR

Attorneys for Plaintiff,
PHOENIX TECHNOLOGIES, LTD.

PL-33791 v2 095%100-00014
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METHOD AND SYSTEM FOR
TRANSFERRING AN APPLICATION
PROGRAM FROM SYSTEM FIRMWARE TO
A STORAGE DEVICE

BACKGROUND OF THE INVENTION

1. Field of the lnvention

The present invention relates generally 10 memory in
processor-based or micro-controller-hased systems, and
more particularly, 1o a system and method transferring an
application program from system firmware 10 a slorage
device without the need for an operating syslem and/or a
directory semvice.

2. Description of the Related Art

In processor-based systems such as compuiers, an oper-
ating system must first be ipstalled before other application
software may be subsequently installed and executed. The
operating sysiem sofiwarc is typically installed from com-
pact disks or disketics. In ccrtain cascs, the operating system
must be extended via device drivers, or some other software
component, 1o bring the system up to a level of performance
required by the motherboard manufacturer or the system
manufacturer. This creates several problems, involving the
ranspor! of these device drivers.

Systems are manufactured in stages. The first stage
invoives the gathering of various components to construct &
system motherboard. The second stage involves creating a
basic compuler by combining a system motherboard with a
power supply, hard drive and other intemnal components. The
third stage inveolves the integration of the basic computer
with various peripherals such as a monitor, printer, speakers,
keyboard, and mouse.

Each manufacturing stage may have unique requirements,
advancements in technology or involve different testing and
failure resolutions. Because the various stages of manufac-
ture can happen in different physical locations, and in
different companies, device drivers or special software that
is added Lo the target operaling syslem adds extra cost Lo the
system. This extra cost is incurred because the additional
drivers or special software must be transported on a floppy
disk, a compact disk, or other media with each system.
Further, extra items like floppy disks or compact disks can
casily be lost or stolen.

Moreover, as technology evolves, the system hardware
can provide functionality that current operating systems are
unable to usc. Today, there is no reliable method available
for the system firmiware or BIOS to pass on the capability 1o
control new hardware or provide extended system function-
ality. For example, systems are now incorporating real-time
video display. Although the hardware is present to do 1his
function, the aperating system is unable 1o display the
real-time video, As discussed earlier, a system manufaclurer
could supply the user with a diskette or compact disk {CD)
that has the software necessary for displaying real-time
video. The problem with this is thai a motherboard can pass
through several middle men before it is incorporated inlo a
system and sold io and end-user, allowing the diskette or CD
to be easily lost or destroyed.

Accordingly, there is a peed in the technology for a
system and method for overcoming the aforementioned
problems. In particular, there is a need for a system and
method for delivering applications from system firmware to
a slorage device without the need for or availability of an
operating systemn andfor a directory service.

35

45

50

55
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2
BRIEF SUMMARY OF THE INVENTION

One aspect of the invention is a method and system for
accessing at least one slorage element in a processor-based
system. The system comprises a memory for storing instruc-
tion sequences by which the processor-based system is
processed. The memory has at leas! one slorage clement. A
processor is coupled 10 the memory, and a storage device is
coupled 1o the processor. Prior to booling an operaling
system on the processor-based system, the stored instruction
sequences causc the processor (o wrile the contents of the at
least one storage element to the storage device.

Another aspect of the invention relales 1o @ computer
system having a user compuler in communication with a
remote service computer. The remole service computer has
access to a database identifying information available to the
service computer. A computer implemented method for
transferring information to the user computer, corprises:
writing the contenls of al least onc storage element lo 2
storage device on the user computer prior io booling an
operating system on the user compuler, establishing a com-
munications link between the user computer and the service
computer, and presenting at the user compulter, information
available 1o the user computer.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a system block diagram ol onc cmbodiment of
an information distribution system in which the apparatus
and method of the invention is used.

FIG. 2A illusirales an exemplary processor systen ot user
compuier system which implements embodiments of the
present invention.

FIG. 2B depicts one embodiment of a sector allocaticn
technique implemented by typical operating systems [or the
first couple of heads on cylinder number 0.

FIG. 3 illustrates a diagram of one embodiment of the
computer system of FIG. 2A, in which the apparalus and
method of invention is used.

FIGS. 4A and 48 itlustrate one embodiment of a system
process fiow chart provided in accordance with the prin-
ciples of the invention.

FIG. 5A illusirates a flowcharl of one embodiment of the
file or payload delivery process of the present invention.

FIG. 5B illustrates a flowchart of a second embodiment of
the file or payload delivery process 200B of the present
invention.

FIGS. 6A and 6B iliustrale a How chart of one embodi-
ment of the file or payload application insiallation process
220 of FIG. 5A or 260 of FIG. 5B.

FIGS. 7A and 78 are flowcharts illustrating one embodi-
ment of the file or payload installation process 360 of FIGS.
6A and 6B.

FIG. 8 is a flow cheri of one embodimeni of the transfer
file or payload process 465 or 485 of FIG. 7.

DETAILED DESCRIPTION OF THE
PREFERRED INVENTION

The present invention relates to a system and method for
providing an application without the need for an operating
system or directory service. In one embodiment, the payload
or file is initially stored in a processor system’s non-volatile
storage. A payload delivery program transfers the file or
payload into an initialization or start-up directory of the
system prior o instaliation of the file or payload. The file or
payload is subsequently installed after the aperating system
is fully hooted.
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The invention allows motherboard vendors fo differenti-
ate their products by providing extended functionality that
can be automatically installed when the operating system is
updated or changed. This extended functionality can operate
new or “different” system hardware, or it can be a software
based capability, such as a branded Internet browser. Some
operating systems may be configured to atutomatically run a
program during the operating system boot if the program is
placed in a specific direclory.

Another aspect of the invention relates to a system and
method for providing an lofomediary. It involves the con-
slruction and maintenance of a secure and privale repository
of Internet user and system profiles, collected primarily from
warranty service registrations, internet service registrations,
system profiles and user preferences. Initially, this informa-
tion is used 1o register the user with the manufaciurers of
purchased hardware and software preducts, and with the
providers of on-line or other services. Over time, the user
data will be used to profile and notify users of relevant
software updates and upgrades, to encourage on-line pur-
chases of related products and to enable one-lo-one market-
ing and other services.

A further aspect of the invention relates 1o pre-boot screen
messaging. Software or firmware may be used to provide
cuslomized screens in the form of messages possibly with
embedded praphics, during the pre-boot process of the
system. These messages may take the form of an advertise-
meal. In one embodiment, graphics that was previously
stored on ROM may be retrieved for display on the screen
during the pre-bool process. When a link has been eslab-
lished with the predetermined web site, additional graphics
may be used. Such additions include updates or messages
that are either provided arbitrarily or provided based on the
information obtained from a survey of the user or the user’s
system. In one embodiment, once the boot process is
completed, a portion of the display screen may be used 1o
provide icons thal are used to access detailed information
regarding the previously displayed messages or advertisc-
ments. In a further embodiment, the messages or advertise-
ments may again be displayed during the shut-down process,
for example, replacing the screen display that displays the
message “Windows is shutting down™ or “It is now safe (o
arn off your compuler” wilh other selected messages or
advertisements.

Definitions

As discussed herein, a “computer system” is a product
including circuitry capable of processing data. The computer
syslem may include, but is not limiled o, general purpose
computer systems (e.g., server, laptop, deskiop, palmtop,
personal electronic devices, etc.), personal computers {PCs),
hard copy equipment (e.g., printer, plotier, fax machine,
etc.), hanking equipment (e.g., an automated teller machine),
and the like, An infomediary is a web sile that provides
information on behalf of producers ol goods and services,
supplying relevant information to businesses about producis
and/or services offered by suppliers and other businesses.
Content refers lo application programs, driver programs,
utility programs, file, pavload, etc., and combinations
thereof, as well as graphics, informational malerial (articles,
stock quotes, etc) and the like, either singly or in any
combination. “Payload” refers 1o messages with graphics or
informational materal (such as articles, stock guotes, etc.)
and may include files or applications. In one embodiment, it
is transferred at a predetermined time 1o the system’s mass
storage media. In addition, a “communication link” refers to
the medium or channel of communication. The communi-
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cation link may incinde, but is not limited to, a telephone
line, a modem cennection, an Internet connection, an Inte-
grated Services Digital Network (“ISDN™) connection, an
Asynchronous Transfer Mode (ATM) connpection, a frame
relay connection, an Ethernel cooneclion, a coaxial
connection, a fiber optic cornectlion, satellite connections
(c.g. Digital Satellitc Services, ctc.), wircless conncctions,
radio frequency (RF) links, clectromagnetic links, two way
paging connections, elc., and combinations thereof.

In addition, the loading of an operating system (“0O87)
refers 1o the initial placement of the operating system
booistrap loader. In one embodiment, during the OS load, 4
seclor of information is typically loaded [tom a hard disk
into the system memory. Alternatively, the boctsirap loader
is loaded from a petwork into system memory. An OS “boot”
refers 1o the execution of the bootsirap loader. This places
the OS in contro] of the sysiem. Some of the actions
performed during the OS boot include system configuration,
device detection, loading of drivers and user logins, OS
runiime refers 1o the completion of 1he boot phase and the
beginning of the exccution of applications by the OS. In one
embodiment, during OS runtime, the OS interacts with 1he
user 1o execute and/or run applications. Power On Self Test
(“POST”) refers to the instructions that are exccuted Lo
configure and 1est the system hardware prior Lo loading an
Os.

System Overview

Adescription of an exemplary system, which incorporaies
embodiments of the presenl invention, is hereinafller
described.

FIG. 1 shows a system block diagram of one embodiment
of an information distribution system 10 in which the
apparaius and method of the invention is used. The system
10 relates to providing an infomediary. It involves the
construction and maintenance of a secure and privale reposi-
tory of Internct user and system profiles, collected primarily
from warranly service registralions, Internet service
regisirations, system profiles, and user preferences. Initially,
this information is used lo register the user with the manu-
facturers of purchased hardware and seftware producis, and
with the providers of on-line or other services. Over Lime,
Lhe user data is used lo creale a user profile and notily users
of relevant soflware updales and upgrades, to encourage
on-line purchases of related products, and 1o enable one-lo-
one customized marketing and other services.

In one embodiment, two sofiware modules are used to
implement various cmbodiments of the invention. Onc is
resident on a user’s system, and is used to access a prede-
termined web site, For example, in one embediment, the
operaling system and Basic Input and Output System
(RIOS) are pre-installed on a computer system, and when
the computer system is subsequently [irsi powered up, an
application, referred 10 [or discussion purposes as the first
software module (in ope embodiment, the first software
module is the initial siart-up application {ISUA), which will
be described in 1he following sections), will allow the
launching of one or more executable programs 1o the pre-
boot environmenl. In one embodiment, the first software
module facilitates the launching of one or more execulable
progrzams prior 1o the loading, booting, execution and/or
runaing of the 0S8, In one embodiment, the user is encour-
aged to select the use of such a program (i.e., the use of the
first software module), and in alternative embodiments, the
program is aulomatically launched. The program(s) con-
tained in the first software moduls enables tools and utilities
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to fun at an appropriate time, and with proper user
authorization, also allow the user to downicad a second
software module that includes drivers, applications and
additional files or payloads thiough the Internet connection
on the PC. The programs may also provide for remote
mapagement of the system if the OS fails to launch suc-
cessfully.

Once the second software module has been delivered, it
may become memory resident, and may disable the irans-
ferred copy of the first software module. The original copy
of the first sofiware module still residing in the system’s
non-volatile memory remains idle until the second software
module fails to funclion, becomes corrupied or is deleled,
upon which a copy of the original first software module is
again transferred as described above. The second software
module may include an application tbat connects the user to
a specific server on the Internet and directs the user to a
predetermined web site to seek authorization to down load
further subscription material. The second software module

may also include content that is the same or similar 1o the 4

content of the first software module.

In one embodiment, the system may also include an initial
payload that is slored in Read Only Memory BIOS (ROM
BIOS). In one embodiment, the initial paylead is part of the
first software module {(c.g., the ISUA). In an alierpative
embodiment, the initial payload is stored as a module in
ROM BIOS, separate from the first software module. In one
embodiment, the initial payload is launched from ROM
BIOS and displayed on the screen after the Power On Self
Test (POST) but prior to the booting, loading and/or execu-
tion of the OS. This may occur at a predetermined time, such
as when the system is being manufactured, assembled and
tested, or when the end user [irst aclivales the system. Tn an
alternate embodiment, this initial payload is copied o a
oredetermined focation {such as the system’s hard disk) at a
predetermined time, such as when the system is being
manufactured, assembled and tested, or when the end user
first activates the system. Ounce copied, the payload execuies
after POST but prior to operation of the 0S5, and may display
graphics, advertisements, animation, Joint Photcgraphic
Experts Group (JPEG)/Moving Picture Experts Group
(MPEG) formatted material on the scrcen. When additional
programs and/or payloads are delivered (via the Internet or
" other outside connection), the display screen may be used to
provide customized screens in the form of messages or
graphics prior 1o and during booting of the OS. In addition,
execulable programs delivered in the first software module,
as well as subsequent programs (such as the second soltware
module) downlcaded from the web site, may be used to
survey the PC to determine various types of devices, drivers,
and applications installed. Ir one embodiment, as described
in co-pending U.S. palent application Ser. No. 07/336,289,
entitled “*Method and Apparatus for Automatically Installing
And Configuring Software on a Computer” incorporated
hercin by reference, the first software module is used 1o
identify and 1o automatically create shortcuts and/or book-
marks for the user. The programs downloaded from the
website may inclode software that collects and maintains a
user profile based on the user’s preferences. Such informa-
tion may be provided to the infomediary, which subse-
quenily forwards portions of the informalion and/or com-
piled data based on the information to suppliers and other
businesses 10 obtain updates or revisions of information
provided by the suppliers and other businesses.

Referring to FIG. 1, the information distribution system
10 comprises a service center 207 that is connected over one
or more communications links 30,30, to one or more user
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computer systems 40,-40, (“40”). The service center 20
includes one or more servers 22, one or more databases 24,
and one or more computers 26,-26,, The one or more
computers 26,—26,, are capable of simultanecus access by a
plurality of the user computer systems 40 ,-40,,. If a plurality
of computers are used, then the computers 26,-26,, may be
connecied by a local ares network (LAN) or any other
stmilar connection technology. However, it is also possible
for the service center 20 to have other configurations. For
example, 2 smaller oumber of larger computers (i.c. a few
mainframe, mini, etc. computers) with a number of internal
programs or processes running on the Jarger compulers
capable of eslablishing communications links to the user
COMmpuicss.

The service center 20 may also be connected 1o a remote
network 50 (c.g., the Inlernet) or a remote site (e.g., 2
satellite, which is not shown in FIG. 1). The remote network
50 or remote site allows the service center 20 (o provide a
wider variety of compuier software, conient, elc. that could
e stored at the service center 20. The onc or more databascs
24 connected 10 the service conter computer(s), c.g., com-
puler 26,, are uscd Lo slore databasc entrics consisting of
computer software available on the computer(s) 26. In one
embediment, each user compuler 40,-40, has ils own
secure database (not shown} that is not accessible by any
other computer. The communication links 3{),-30), allow the
one or more user compuler systems 40,40, to simulta-
neously coapect to the computer(s) 26,—-26,,. The connec-
tions are managed by the server 22.

After a user computer sysiem 40 establishes two-way
communications with the information service compuier 26,
the content is sent to the user computer sysiem 40 in a
manner hereinafier described. The downloaded content
includes an application that surveys the user and/or the user
computer system’s hardware and/or software lo develop a
user profile as well as a profile of the user’s sysiem. The
information gathered from the user and/or user’s compuier
system is subsequently provided to the service center 20,
which provides additional content 1o the user computer 40
based on the user and system profile. In one embodiment,
such a transfer of user and system profile is provided in a
sccure manper, as descibed in co-pending U.S. patent
application Ser. No. 07/336,068, entitled “Method and appa-
ratus for Transferring Profile Data to a Server Using a
ROM-Based Security key,” filed Jun. 18, 1999, assigned 1o
Phoenix Technologies Lid., the contents of which are incor-
porated herein by reference. The database entries [rom the
database connected lo the service computer 26 contain
information about computer software, hardware, and third
party services and products thal are available 1o a user
Based on the user and/or system profile, the content is
[urther sent 10 the user computer [or display. The content
may also include a summary of informatior such as the
availability of paiches and fixes for existing compuler
software, new versions of exisling computer software, brand
new computer software, new help files, ete. The content may
further include information regarding availability of hard-
ware and third party products and services that is of interest
to the user. The user is then able to make one or more choices
from the summary of available products and services, and
request that the products be transferred from ihe service
compuler 26 (o the user computer. Allernatively, the user
may purchase the desired product or service from the
summary of available products and services.

FIG. 2A illustrates an exemplary computer sysiem 100
that implements embodiments of the present invention. The
compuier system 108 illustrates one embodiment of user
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-computer systems 40,—48,, and/or computers 26,-26,, (FIG.
1), although other embodiments may be readily used.

Referring to FIG. 24, the compuler system 100 comprises
a processor or a central processing unit (CPU) 104, The
itlustraled CPU 104 includes an Arthmetic Togic Unit
(AL} for performing computations, a collection of regis-
ters for temporary storage of data and instructions, and a
control unit for controlling operation for the system 108. In
one embodiment, the CPU 104 includes any one of the x86,
Pentium™, Pentium II'™, and Pentivm Pro™ microproces-
sors as marketed by Inte]l™ Corporation, the K-6 micropro-
eessor as marketed by AMD™, or the 6x86MX micropro-
cessor as marketed by Cyrx™ Corp. Further exampies
include the Alpha™ processor as marketed by Dipital
Equipment Corporation™, the 680X0 processor as marketed
by Motorola™ ; or the Power PC™ processor as marketed by
IBM™. In addition, any of a vadety of other processors,
including those from Sun Microsysiems, MIPS, IBM,
Motorola, NEC, Cyrix, AMD, Nexgen and others may be
used for implementing CPU 104, The CPU 104 is not
limited 1o microprocessor but may take on other forms such
as microcontrollers, digital signal processors, rcduced
instruction set computers (RISC), application specific inte-
grated circuits, and the like. Although shown with one CPU
104, computer sysiem 100 may alternatively include mul-
tiple processing units.

The CPU 104 is coupled 10 2 bus controller 112 by way
of a CPU bus 108. The bus controller 112 includes a memory
controller 116 integrated thercin, though the memory con-
troller 116 may be external to the bus controiler 112. The
memory controller 116 provides an interface for access by
the CPU 104 or other devices 10 sysiem memory 124 via
memory bus 120, In one embodiment, the sysiem memory
124 includes synchronous dynamic random aceess memory

{SDRAM). Syslem memory 124 may oplionally include any 3

additional or alternative high speed memory device or
memory circuitry. The bus controller 112 is coupled fo &
system bus 128 that may be a peripheral component inter-
connect (PCI) bus, Industry Standard Architecture (ISA)
bus, etc. Coupled to the system bus 128 are 2 graphics
controller, a graphics engine or a video controller 132, a
mass storage device 152, 3 communication intcrface device
156, onc or more input/output (I/0) devices 168,-168,;, and
an expansion bus controller 172. The video controller 132 is
coupled 1o a video memory 136 (¢.g., 8 Megabytes) and
video BIOS 140, all of which may be integrated onto a single
card or device, as designated by numeral 144, The video
memory 136 is used (o contain display data for displaying
information on the display screen 148, and the video BIOS
140 includes code and video services for controlling the
video controller 132. In another embodiment, the video
controller 132 is coupled to the CPU 104 through an
Advanced Graphics Port (AGP) bus,

The mass storage device 152 includes (but is pot limited
10) a hard disk, [oppy disk, CD-ROM, DVD-ROM, tape,
high deosity floppy, high capacity removable media, low
capacity removable media, solid state mmemory device, etc.,
and combinations thereof. The mass storage device 152 may
include any other mass siorage medium. The communica-
tion interface device 156 includes a network card, a modem
interface, etc. for accessing network 164 via communica-
tions link 160. The I/O devices 168,-168,, include a
keyboard, mouse, audio/sound card, printer, and the like.
The I/O devices 168,-168,, may be disk drive, such as a
compacl disk drive, a digital disk drive, a tape drive, 2 zip
drive, a jazz. drive, a digital video disk (DVD) drive, a
magneto-optica) disk drive, 2 high density floppy drive, a
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high capacity removable media drive, a low capacity media
device, and/or any combination thereof. The expansion bus
controller 172 is coupled to non-volatile memory 175, which
includes system firmware 176, The system firmware 176
includes system BIOS 82, which is for conlrolling, among
ather things, bardware devices in the computer system 100.
The system firmware 176 also includes ROM 180 and flash
{or EEPROM) 184, The expansion bus controller 172 is also
coupled to expansion memory 1887 having RAM, ROM,
and/or flash memory (not shown). The system 100 may
additionaily include 2 memory module 190 that is coupled to
the bus controller 112, In one embodiment, the memory
module 190 comprises a ROM 192 and Nlash (or EEPROM}
194,

As is familiar to those skilled in the art, the computer
system 100 further includes an operating system (OS) and at
least one application program, which in one embodiment,
are Toaded into system memory 124 from mass storage
device 152 and launched after POST. The (08 may include
any type of OS including, bul not limited or restricied lo,
DOS, Windows™ (e.g., Windows 95™, Windows 98™,
Windows NT™), Unix, Linux, 08/2, 08/9, Xenix, et¢c. The
operating system is a set of one or more programs which
control the compuier system’s operation anrd the allocation
of resources. The application program is a set of one or more
software programs that performs a task desired by the user.

In accordance with the practices of persons skilled in the
art of computer programming, the present iavention is
described below with reference fo symbolic representations
of operations that are performed by compuler system 100,
unless indicaled otherwise. Such operations are sometimes
referred to as being computer-cxecuted. I will be appreci-
aled thal operations that are symbeolically represented
include the manipulation by CPU 104 of clectrical signals
represcniing data bits and the maintenance of data bits at
memory Jocations in system memory 124, as well as other
processing of signals. The memory locations where data hiis
are maintained are physical locations that have particular
electrical, magnetic, optical, or organic properties corre-
sponding to the data bits.

When implemented in software, the elements of the
present invention are cssentially the code segmeats 1o por-
form the nocessary tasks, The program or code scgments can
be siored in a processor readable medium or transmitied by
a computer data signal embodied in a carder wave over a
transmission medium or communication link. The “proces-
sor readable medium™ may include any medium that can
store or trapsfer information. Examples of the processor
readable medivm irclude an electronic circuil, a semicon-
ductor memory device, a ROM, a flash memory, an erasable
ROM (EROM), a foppy diskette, a CD-ROM, an optical
disk, 2 hard disk, a fiber optic medium, a radio frequency
(RF) Link, etc. The computer data signal may include amy
signal thal can propagate over a transmission medium such
as elecironic network channels, optical fibers, air,
clectromagnetic, RF links, cic. The code segments may be
downloaded via computer networks such as the Inlemet,
Intranet, etc.

The computer’s operating system typically specifies 2
particular organization of data on a hard disk. To facilitate
the storage and retrieval of data in an orderly manner,
compuier hard disks are typically organized in blocks called
sectors. These sectors are Jocated on the disk by a set of
unique specifiers cailed cylinder (or track), head (or side)
and sector number. In personal computers, cylinders are
conventionally numbered from zero to the maximum
allowed by a given disk; heads are numbered from zero to
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the maximum oumber for a given cylinder and sectors are
numbered from 1 to the highest sector number for a given
cylinder and head. Allematively, these unique identifiers
may simply be a sector pumber that stands at O-NN, where
NN is the highest sector number.

FIG. 2B depicts one embodiment of a sector allocation
technique implemenicd by typical operating systems for the
first couple of heads on cylinder number 0. The BIOS
supports a hard disk that includes a convention of reading
the cylinder 0, head 0, sector 1 from the first bard disk to
boot the operating system. This sector (0/071) is known as
the Master Boot Record or partition sector, and contains
information regarding how the hard disk is divided into
parlitions and provides enough execulable code 10 locate the
partition that is marked as bootable. The partition sector
includes information regarding the individual partitions and
is stored using partition entries in a partition table. During
the boot process, the first sector of the partition is copied to
memory and then executed.

FIG. 3 illustraies a logical dizgram of compuler sysiem
100. Referring to FIGS. 2A and 3, the system firmware 176
includes software modules and data that are loaded into
system memory 124 during POST and subsequently
executed by the processor 104. In one embodiment, the
system firmware 176 includes a system BIOS module 82
having system BIOS handlers, hardware routines, elc., a
ROM application program interface (RAPI) module 84, an
initial start-up application (ISUA) module 86, ap initial
payload 88a, cryplographic keys 90, a cryptographic cngine
92, and a display engine 94. RAPI 84 provides a secure
interface between ROM application programs and system
RIOS 82. The aforementioned modules and portions of
system firmware 176 may be conlained in ROM 18D and/or
[lash 184. Allernaiively, (he aforementioned modules and
portions of system firmware 176 may be contained in ROM
196 andfor flash 194. The RAPI 84, ISUA 86, and initial
payload 88a may cach be separately developed and stored in
the system firmware 176 prior {0 mitial use of the computer
system 100. In one embodiment, the RAPI 84, ISUA 86, and
initial payload 882 each includes proprietary software devel-
oped by Phoenix Technologies, Lid. One embodiment of
RADI 84 is described in co-pending U.S. patent application
Ser. No. 09/336,889, cntitled “System and Mecthod for
Securely Utilizing Basic Input and Output System (BIOS)
Services,” filed on Jun. 18, 1999, assigned to Phoenix
Technologies, Lid., and which is incorporated herein by
reference. One embodiment of ISUA 86 is descibed in
co-pending U.S. palenl application Ser. No, 09/336,289,
entitled “Method and Apparatus for Automatically lnstalliog
and Configuring Software on a Computer,” filed on Jun. 18,
1999, assigned to Phoenix Technologies, Ltd., the contents
of which are incorporated herein by reference.

In one embodiment, as shown in FIGS. 3 and 4A and 4B,
afler power is initially turned on lo a new compuler system
100, the sysiem commences with POST procedures, During
the initial POST, the ISUA 86 is transferred 1o the mass
slorage device 152, as shown by Al. In one embodiment,
such a transfer is made during the mamufzciuring and/or
assembly process, when the system 100 is first powered up
after the operating system has been installed (bul prior 10
booting, loading and running of the operating system). In an
alternative embodiment, such a transfer may be made after
the manufacturing and/or assembly process, after the user
receives and powers up the system 100. In a further alternate
embodiment, during the transfer of the ISUA 86, additional
programs, applications, drivers, data, graphics and other
information may also be transferred (for example, from
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ROM) to the mass storage device 152, For example, the
transfer may include the transfer of the initial payload 884
to the mass storage device 152, subsequent to which the
initial payload is delivered from the mass storage device
152. Alterpatively, the initial payload may be delivered from
the ROM. One embodiment of the tramsfer process is
described in FIGS. 5-8 and in the accompanying text (sce
“Delivery Process™). Alternative cmbodiments of the system
and process for facilitating such a transfer are described in
co-pending U.S. patent application Ser. No. 09/272,859,
entitled “Method and Apparatus for Providing Memory-
hased Device Emulation” filed on Mar. 19, 1999, in
co-pending U.S, patent Continuation-in-Part application Ser.
Ne. 09/336,307, entitled “Method and Apparatus for Pro-
viding Memory-Based Device Emulation” filed oo Jun. 18,
1999, and in co-pending U.S. patent application Ser. Nao.
09/336,281, entitled “System and Method for Inserting One
or More Files Onto Mass Storage™ filed Jun. 18, 1999, each
of which is assigned to Phoenix Technologies, Ltd., the
assignee of the prescni invention, the contents of cach of
which are incorporated herein by reference. In onc further
embodiment, if, aficr the transfer of the ISUA 86, it is found
that ISUA 85 is noi functioning or is defeciive, il is auto-
matically de-installed. Osne technigue for such
de-installation is described in co-pending U.S. patent appli-
calion Ser. No. 09/336,254, entitled “Method and Apparatus
10 Antomatically De-lnstall an Application Module When
Not Functioning,” filed Jun. 18, 1999, assigned to Phoenix
Technolopies Ltd., the assignes of the present invention, the
contents of which are incorporated herein by reference.

In one embodiment, the ISUA 86 is a computer software
executable program that will determine if there are prein-
statled programs Lhal are resident on the end user’s syslem.
If so, it will identify those preinsialled programs and creale
shortcuts {on the desklop in the case of a Windows operating
system), or bookmarks, to allow the user io automatically
launch the programs. In this embodiment, the executable
program is also capable of initiating and establishing two-
way compunications with one or more applications on the
server 22 and/or any one of the service computers 26 (TIG.
1), as described below, Moreover, in one embodiment,
graphical content of 1he initial payload 88¢ is displayed by
display cngine 94 or the uscr's display screen 148 during
POST. Alternatively, the graphical! content of the initial
payload 88a may be displayed afier a subsequent booling
process. For example, as part of the user’s profile as
described below, the user may be asked if be or she would
like 1o obtain sdditional inlormation regarding one or more
products and/or services, I the user so desires, content
regarding ihe desired products and/or services will be dis-
played during subsequent boot processes. In one
embodiment, such a display process is described in
co-pending U.S. paten! applicatron Ser. No. 09/336,180,
entitled “Method and Apparatus for Extending BIOS Con-
trol of Screen Display Beyond Operating Sysiem Boot,”
assigned to Phocnix Technologics Lid., the assignee of the
present invention, the contents of which arc incorporated
herein by reference.

Once POST is completed, the 08 is loaded, executed, and
initialized. Standard OS drivers and services are then loaded.
The user is then prompied to enter registration information
including demographic infermation such as age, gender,
hobbies, ete. In addition, the ISUA 86 is executed, and runs
in the background, remaining idle until it detecis a commur-
nication link established between the compuier system 100
and a remote server (e.g., server 22 of FIG. 1} over Network
164 of FIG. 2A (e.g., over the Internet). Tt should be noted




Case3:10-cv-0g4-VRW Documentl Filed02/04@ Page26 of 29

US 6,519,659 B1

1

that although ISUA 86 is shown as being stored in system
firmware 176, it may allerpatively be located in system
memory 124, memory module 190, mass storage 152, any of
the 1/0 devices 168 or provided in a communication inter-
face 156.

In one embodiment, the ISUA 86 may search through the
operating system to determine if there are applications that
have been pre-loaded and pre-installed onto the system. 1f
s0, the ISUUA 86 may automatically provide short cuts and/or
bookmarks for the applications to launch into a predeter-
mined server once the communication link is established.
This communication link can be established with a network
protocol stack, (e.g. TCP/IP) through sockels, or any other
two-way communications technique known in the art, Once
the communication link 30 is established, the ISUA 86
issues a request signal to the server 22 (as shown by A2) to
download an ipitial conteni package 62 from a conlent
module 60. Responsive to the request, the server downloads
the initial content package 62 (as shown by A3), which, in
one cmbodiment, is stored in the mass slorage device 152.
In one embodiment, the initial content 62 and subsequent
content 64 may be developed separately, and cach is
encrypted and/or digitally signed vsing encryption keys,
prior 1o storing of the initial confent 62 and subsequent

content 64 on the server 22, When the initial content 62 o

and/or subsequent contenl 64 is/are subsequently down-
loaded into system 100, the cryplo engine 92 will use keys
90 to decrypt the initial content 62 andfor subsequent
content 64.

As discussed earlier, the initial content package 62 may
include applications 62a, drivers 62b, and payloads 62c. In

one embodiment, the applications 62a include a datz loader

application and a profile manager application, The data
loader application functions in the same or & similar manner
as ISUA 86, and once downloaded, disables and replaces the
ISUA 86. More specifically, the data loader application is a
computer software program which is also capable of
iniliating, establishing, and terminating two-way communi-
cations between the server 22 and the computer system 106,
The data loader application also provides traffic control
management between the server 22 and compuler system
100, as well as other functions (o facilitatc communication
between the end user’s system and the designated server, and
content downloading to the end user’s system.

The profile manager obtains the user and system profiles
of the computer system 100 based oo user preferences,
system hardware, and software installed at the computer
system 100. Upon obtaining the user and system profile of
the computer system 100, the profile manager application
forwards the results to the data loader application, which
subsequently provides the information to the server 22,
which maiches the wser indicted preferences with database
24 (F1G. 1). The resulis may be forwarded at predetermined
intervals or al the user's requesl. The server 22 then pro-
cesses the user profile or demographic data and targels
content to the users which have similar profiles. In addition,
the user profile data of a phurality of users are compiled on
the server 22 and aggregated to creale an aggregate user
profile model. Content is then transmitied 1o user computer
syslem’s based on lhe user profile data and/or the aggregate
user profile model (as shown by A4). The subsequent
content 64 is downioaded and stored in system firmware
176, designated by numeral 886, In one embodiment, the
subsequent content 64 is stored in non-volalile memory such
as flash or EEPROM, with the loading of the subsequent
content being done by reflashing the ROM, as is well known
by those skilled in the art. The subsequent content 64 may
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also be stored as one or more files on mass storage device
152 or may be used to modify the Windows™ system file
(under the Windows™ environment}. The profile collection
process is continued as long as the computer system 100 is
activated. In one embodiment, content may be downloaded
after the user’s profile is received and analyzed at the server
22.

When the compuler sysicm 109 is subscquently powered
vp (see FIG. 4B), the system again performs POST. The
content that was previously downloaded and stored in sys-
tem firmware 176, and subject to copyright issues being
resolved, is then displayed, prior to loading and/or execution
of the operating system or while the OS is loading. In one
embodiment, such a display process is described in
co-pending U.S. patent application Ser. No. (9/336 180,
entitled “Method and Apparatus for Extending BIOS Con-
rol of Screen Display Beyond Operating System Boot,”
filed Jun. 18, 1999, assigned to Pheenix Technologies Ltd.,
the assignee of the present invention, the conlents of which
are incorporated herein by reference. Such a process may be
used to extend the display content beyond the loading of the
operating system. In the Windows™ cnvironment, the Win-
dows™ logo, which is displayed during the initial loading of
the operating system, is subsequently replaced by one or
more screen that display the previously downloaded content
stored In system firmware 176.

In the case of storing the conlent as one or more fifes on
the mass storage device 152, as opposed to reflashing the
ROM, the Windows™ logo file, which is displayed during
boot-up and shutdown, may be altered or replaced. Oune
embodiment utilizing this approach involves replacing the
corresponding Windows™ system files with the one or more
files showing the conlent (e.g., a graphic file), as described
in co-pending U.S. patent application Ser. No. 09/336,003,
entitled “Displaying Images during Boot-up and Shui-
down” filed on Jun, 18, 1999, which is assigned o Phoenix
Techoologies, LTD., the contents of which are incorporated
herein by reference. The boot-up Windows display file is
named LOGO.SYS and is usually located in the Windows
ditectory. First the Windows™ LOGO.SYS file is trans-
ferred from the Windows directory to another directory.
Then, the content graphics file is renamed as LOGO.SYS
and is transferred to the Windows™ dircclory. The operating
system retrieves this file when the operating sysiem is first
launched, and hence the content is displayed on the display
screen. Windows™ expects the LOGO.SYS file to be a
bit-mapped file with resolulion 320x400 and 256 colors
although Windows™ will later streteh the resolution lo
G40x400 for displaying purposes. Therefore, the content
graphics file is to be the same graphics format (usually
named with the extension “. BMP” before being renamed to
LOGO.SYS).

The operating system is then loaded, executed, and ini-
lialized. The standard operaling system drivers and applica-
lions are also foaded. The profile manager is then execuled,
When a link has been established with the predetermined
web site, additional content may be downloaded and sub-
sequently displayed. Such additional conlent are either pro-
vided arbitrarily or provided based on the information
obtained from a survey of the user or the user’s system. In
one embodiment, once the bool process is completed, 2
portion of the display screen may be used to provide icons
or shorteuts that are used to access detailed information
regarding the previously displayed messages or advertise-
menis. In a further embodiment, the messages or advertise-
menis may again be displayed during the shut-down process,
for example, replacing the screen display that displays the
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message “Windows is shutting down” or “Ii is now safe {o
turn off your computer” with other selected content.

DELIVERY PROCESS

FIG. 5A illustrates a flowchart of one embodiment of the
file or payload delivery process 200A of the present inven-
tion. In one embodiment, the file or payload comprises at
least one application program. In an alternate embodiment,
the file comprises data and/or graphics. The file may also
comprise a payload. The file or payload dclivery process
200A is an application (that may be stored in system
memory 124, memory 176 (see FIG. 2A), expansion
memory 188a, memory module 190 or be provided via any
of the peripheral modules 168,168, that transfers a pay-
load from a nonvolatile storage to a predetermined device.
In one embodiment, the predetermined device is 2 mass
storage device 152, such as a hard disk. ln alternate
embodiments, the device may be any storage device, includ-
ing but not limited to a CD ROM, a zip disk, a floppy disk
and flash memory.

Beginning from a power-on start state, the process 200A
proceeds 1o decision block 210 where it queries if the
previous boot process had failed. If so, the process 200A
advances to process block 220, where il instalis the file,
application or payload. The process 200A then proceeds to
process block 230, where it proceeds with the normal boot
process. If, at decision block 210, the process determined
that the previous boat process had failed, it advances 1o
decision block 244, where il queries if the previous boot
installation process was successful. Ope example of an
nnsuccessiul boot installation process inclades abortion of
the boot process by the user. If the previous boot installation
process was unsuccessful, the process proceeds to process
block 220, where the file or payload is installed. Otherwise,
the process 200A is complete.

FIG. 5B illustrates a flowchart of a second embodiment of
the file or payload delivery process 280B of the present
invention. Beginning from a power-on start slate, the pro-
cess 200B proceeds 1o decision block 250 where it queries
if the previous boot process had fajled. If so, the process
200B advances to process block 260, where it installs the file
or payload. The process 200B then proceeds to process
block 270, where it proceeds with the normal bool process.
If, al decision block 250, the process 200B delermined that
the previous boot process had failed, it advances 1o decision
block 280, where it queries if the previous boot installation
process was suceessful. If so, the process 200B is complete.
If not, the process proceeds to decision block 290, where it

determines if installation of the file or payload should be ;5

disabled, If not, the process 2088 proceeds to process block
260, where the filc or payload is installed. Otherwisc, the
process 200B is complete.

FIGS. 6A and 6B illustrale a flow chart of one embodi-
meal of the [le or payload application installation process
220 of FIG. 5A or 260 of FIG. 5B. For discussion purposes,
this process will be referred to as the process 220. Com-
mencing from a slart state, the process 220 advances to
process block 300, where it locates the first device installed
on the sysiem. In one embodiment, the first device is a mass
storage device such as a hard disk. The process 220 nexi
reads the first sector of the disk {process block 305). In one
embodiment, the first sector is a boot sector of the device.
The process 220 then determines if there was an error in
reading the first sector (decision block 310). If so, the
process 220 proceeds to process block 315, where it locates
the next device installed on the system. If, at decision block
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310, there was no error in reading the first seclor, the process
220 proceeds to check for the existence of a supported file
system {process block 320). The process 220 performs this
by first determining if a partition table is present on the
device, as shown in decision block 325. If aoy, it proceeds
to process block 315, where it locates the next device.
Otherwise, it proceeds to decision block 330, where it
examines the parlition table to determive if the partition is
active. If not, it proceeds to process block 315, Otherwise,
it proceeds to decision block 335.

At decision block 335, the process 220 queries if the file
system on the device is a supported or known system. If not,
the process 220 proceeds 1o process block 340, where it
issues an error message, such as “file system is not sup-
ported” and exits. If the file system is supported or known,
the process 220 proceeds 10 process block 345, where il
reads the file sysiem’s directory structure and parses through
the known suhdirectories. The process 220} then determines
the operating system by reading a set of specific files and
parses the content of the files. ‘The process 220 then queries
il there is an initalization or start-up directory. A stari-up
directory is a directory that is used by defaull to locate files
of information when it starts wp. If so, the process 220
proceeds to decision block 355, where it queries if there is
a start-up directory. If so, the process 220 installs the file or
payload (process block 360) and then terminates. Otherwise,
the process 220 issues a message or signal indicating that
there is no start-up directory, as shown in process block 365,
and exits.

FIG. 7 is a fiowchart jllustrating one embodiment of the
file or paylead installation process 360 of FIGS. 6A and 6B.
Commencing from a siart state, the process 360 proceeds 1o
process block 408, where il locaies the rool directory of the
file systcm. The process 360 then qucrics if a sccondary
directory, for example, a Windows dircclory, 1s available
{process block 415). If so, thc process 360 proceeds 1o
process block 420, where it advances to the secondary
directory. The process 360 then queries if a tertiary direciory
(such as a profiles directory) is available (process block
4258). If so, the process 360 proceeds 1o process block 4340,
Otherwise, it issues an error message {process block 435)
and exits. If, at decision block 425, the process 360 deter-
mines that the secondary directory is not available, it pro-
ceeds to process block 440, where ii searches all the sub-
directories for the tertiary directory. The process 360 then
moves on 1o decision block 445, where il queries if the
tertiary directory is found. If not, it proceeds to process
block 435. Ohherwise, it proceeds to process block 430,
where it advances to the terliary dircctory.

The process 360 then locaies the starf-up direclory, as
shown in process block 450. It subsequently determines if
the start-up directory is found, as shown in decision block
455, If not, it issues an error message (process block 460)
and exits. Otherwise, i transfers the file or payload 1o the
stari-up directory {process block 465). The process 360
subscquently locates the next start-up dircclory (process
block 470). it queries if the next start-up directory is found
{decision block 475). If not, the process 360 is complete, and
terminates. Otherwise, it proceeds to process block 485,
where it iransfers the file or payload to the pext start vp
directory and returns to process block 470 o locate the next
star-up direclory.

FIG. 8 is a flow chari of one embodiment of the transfer
file or payload process 465 or 485 of FiG. 7. For present
discussion purppses, the processes 465 and 485 will be
referred 10 as process 465. Beginning from a siart stale, the
process 465 proceeds 1o process block 500, where it attempts
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to locate a free (unoccupied) directory entry. The process
465 next queries if the free directory entry is found (decision
block 505). If so, it writes the name of the file or paylozd to
the directory found (process block 510). Otherwise, it allo-
caies a new directory page (process block 515) and advances
to decision block 520, where it determines if the allocation
is successful. If so, it proceeds to process block $510.
Otherwise, it proceeds to process block 525, where it issues
a failure message and exits.

From process block 510, the process 465 proceeds fo
process block 530, where it locates a free (unocenpied)
space for iransfer of the fle or payload. It subsequently
queries if this space is available, as shown in decision block
535, If not, the process 465 proceeds to process bilock 525.
Otherwise, it proceeds to process block 540, where it
transfers the file or payioad to the space found on the device,
The process 465 then adjusts the directory entry to point to
the file or payload, and thereafter, lerminates.

The present invention thus provides a system and method
for delivering applications from system firmware to a slor-
age device (such as compact disk (CD) drive, digital disk
drive (DVD) drive, tape drive, floppy drive, hard drive,
magneto-optical drive, document scanner, solid state
memory device, zip drive, jazz drive, high density floppy
drive (such as the Sony Hi FD drive), high capacily remov-
able ‘media device, low capacity removable media device,
and combination high and low capacity reinovable media
device (such as the Panasonic LS 120/super disk drive})
without the need for or availability of an operating system or
a directory service.

Although the present invention has been described in
terms of certain preferred embodiments, other embodiments
apparent 1o these of ordinary skill in the art are also within
the scope of this invention. Accordingly, the scope of the
invention is intended 1o be defined only by the claims which
follow.

What is claimed is:

1. A system for accessing at least one storage element in
a processor-based system, comprising:

a memory for storing instruction sequences by which the
processor-based system is processed, the memory hav-
ing at least one storage element;

4 processor coupled fo said memory, the processor
execules the slored imstruction sequences; and

a storage device coupled to the processor, where said
storage device is local to the processor and the
MEmary;

wherein prior to booling an operating system, the stored
instruction sequences cause the processor to wrile the con-
tents of the at least one storage element 1o the slorage device,
said act of writing being performed independent of a post.
hoot application program.

2. The system of claim 1, wherein the acl of writing the
contents of the al leasl ooe slorage element to lhe storage
device occurs prior to loading the operating system.

3. The system of claim 1, wherein the instructios
sequences further cause the processor to initiate a boot
sequence,

4. The system of claim 1, wherein the at least one storage
element is a non-volatile memory.

5. The sysiem of claim 2, wherein the storage device is
selected from 2 group consisting of: a compact disk drive, a
digital video disk (D'VD) drive, a solid state memory device,
a digital disk drive, a hard disk drive, magneto-optical disk
drive, a tape drive, a zip drive, a jazz drive, a high density
floppy drive, a high capacity removable media device, a low
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capacity removable media device, and a combination high
and low capacily removable media device.

6. The sysiem of claim 1, wherein the sterage device
comprises a file system; wherein in the act of wntiog ke
contents of the at least one storage element to the storage
device, the at least one storage clement is a file; and wherein
the act of writing compriscs transferring said file to said file
system in said storage device.

7. The system of claim 1, wherein writing the contents of
the at least ope storage element to the storage device
COMPIises:

(a) locating a slari-up direclory stored in said memory;

(b) writing a name corresponding to the at least one

storage element, to said start-up directory; and

(c) transferring the contents of said at least one storage

clement to said storage device;

(d} setting a directory pointer 1o said transferred contents.

8. A method for accessing at least one storage element in
a processor-based system having a processor coupled 1o the
at ]east one siorage clement and a storage device coupled to
the processor, said storage device being local to the
PIOCEssOr, COmprising:

wriling the contents of the at least one storage element to

the storage device prior to booling an operating system
on the processor-based syslem, wherein said wriling is
performed independent of a posi-boot applicalion pro-
gram.

9. The method of claim 8, wherein the act of writing the
conteots of the at least one storage clement to the siorage
device occurs prior 10 loading the operating system.

10. The method of claim 8, further comprising 1nitialing
a boot sequence.

11. The method of claim 8, wherein in the act of writing,
the at least onc storage clemcnt is a non-volatile memory.

12. The method of claim 8, wherein the storage device is
selected from a group consisting of: a compact disk drive, a
digital disk drive, a digital video disk {DVD?} drive, a solid
state memory device, a hard disk drive, magneio-optical disk
drive, a tape dve, a zip drive, a jazz drive, a high density
floppy drive, a high capacily removable media device, a low
capacity removable media device, and a combination high
and low capacity removable media device.

13. The method of claim 8, wherein the storage device
comprises a file system; wherein in the act of writing the
contents of the at least one storage element 1o the storage
device, the a1 least one slorage element is a file; and wherein
the act of wriling comprises transferring said file to said file
sysiem in said storage device.

14. The method of claim 8, wherein writing the contents
of the at least one storage clement 10 the storage device
comprises:

(a) locating a start-up directory stored in said memory;

(b) wriling 2 name comesponding 1o the at least one

storage element, 1o said start-up directory;

{c) transferring the contents of said at least one storage

element to said storage device;

{d) setling a directory pointer 1o said transferred contents,

15. A computer readable program product, comprising:

a comptiter usable medium having compuler program

code embodied therein for accessing at least one stor-

age element in a processor-based system, the compuler

program product having:

computer readable program code for writing the con-
tent of the at leas! one slorage element o a slorage
device prior {0 baoting an operating system on the
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processor-based system, said storage device to be
local to the at least one storage element, said act of
writing being performed independent of a post-boot
application program. .

16. The computer readable program product of claim 15,
wherein the computer readable program code wriles the
contents of the at least one storage clement to the storage
device occurs prior to loading the operating system.

17. The computer readable program product of claim 15,
further comprising computer readable program code for
initiating a boot sequence subsequent to the act of writing.

18. The compuler readable program product of claim 15,
wherein the at Jeast one storage element is a non-volatile
memory.

19. The computer readable program product of claim 15,
wherein the storage device is sclected from a group con-
sisting of: a compact disk drive, a digital disk drive, a digita}
video disk (DVD) drive, a solid stale memory device, a hard
disk drive, a2 magneto-optical disk drive, a tape drive, a zip
drive, a jazz drive, a high density floppy drive, a high
capacity removable media device, a2 low capacity removable
media device, and a combimnation high and low capacity
removable media device.

20. The computer readable program product of claim 15,
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wherein the storage device comprises a file system; wherein 23

in the act of writing Lhe conients of the at least one slorage
element to the storage device, the al leasl one slorage
element is a file; and wherein the act of wriling comprises
transferring said file to said file system in said storage
device.

21. The computer program product of claim 15, wherein
the computer readable program code for writing the contents
of the at least one storage element to the storage device
comprises:

(a) computer readable program code for locating a start-

up directory stored in said memory;

(b) computer readable program cede for writing a name

corresponding to the at least one slorage element, to
said start-up directory;
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(c) computer readable program code for transferring the
contents of said at feast one storage element to said
storage device;

{d) computer readable program code for setting a direc-

tory poinler lo said transferred conients.

22, In a computer system havipg a user compuier in
communication with a remote service computer having
access to a database identifying information available to the
service computer, a computer implemented method for
transferring information 1o the user compuier, comprising:

(a) writing the conlents of a1 leas! one storage element of
the user computer io a storage device on the user
computer prior to booling an operating system on the
user computer, said writing being performed indepen-
dent of a post-hoot application pregram;

(b) establishing 4 communications link betwsen the wser
computer and the service computer; and

(c) presenting at the nuser computer, information available
to the user computer.

23. The method of claim 22, wherein in (a), the contents
of the at least one storage element comprises an application
progrzm, and wherein the method forther comprises:

initiating, by the application program, a transfer of sofi-
ware from the service compalter to the user compuler,
subsequent to (b);

receiving, by the user compuler, said software, wherein
the software comprises at leasl one program that col-
lecis system information regarding the user computer.

24. The method of claim 23, further comprising:

providing the system information to the service computer;

presenting, by service computer, information based on the
system information.
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