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PARTIES, JURISDICTION, AND VENUE

1. Plaintiff GenX Mobile Incorporated (“GenX”) is a corporation organized under the
laws of the state of Delaware, with a principal place of business at 1955 Concourse Drive, San
Jose, California, 95131.

2. GenX is in the business of making and selling mobile data processing devices and
systems, including but not limited to the GenX Location Unit, model GNX-10.

3. On information and belief, defendant HTI IP, LLC (“HTI”) is a limited liability
company organized under the laws of Delaware, and has a principal place of business at 41
Perimeter Center East, Suite 400, in Atlanta, Georgia 30346.

4, On information and belief, HTI is closely affiliated with and/or part owned by
Hughes Telematics, Inc., a company whose principal place of business is the same building, with
the same address, as HTI. Hughes Telematics, Inc. has an additional office at 4510 Executive
Drive, Suite 315, San Diego, CA 92121.

5. On information and belief, HTI, its owner Hughes Telematics, and their associated
companies do business within California, and have otherwise purposefully availed themselves of
the laws of California, including this District.

6. HTT has purposefully directed its patent infringement claims against GenX, a
resident of this District, knowing that GenX was a resident of this District and knowing that at
least some of the business activities of GenX that it was challenging were transacted in and from
this District.

7. On information and belief, HTI is the current assignee and owner of United States
Patent No. 6,636,790 (“the *790 patent”), a true copy of which is attached as Exhibit A.

8. On information and belief, HTI is the current assignee and owner of United States
Patent No. 6,732,031 (“the "031 patent”), a true copy of which is attached as Exhibit B.

9. On information and belief, HTI is the current assignee and owner of United States

Patent No. 6,611,740 (“the *740 patent™), a true copy of which is attached as Exhibit C.
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10.  This action arises undér the patent laws of the United States (Title 35 of the United
States Code).

11. This Court has subject matter jurisdiction pursuant to 28 U.S.C. §§ 1331, 1338(a)
and 2201-02.

12. Venue in this district is proper pursuant to 28 U.S.C. §§ 1391(b)—(c) and 1400(b),
because HTI and its related companies do business in the Northern District of California, and
therefore HTI is a resident of this District for venue purposes.

13. There exists a case of actual controversy between GenX and HTI regarding the
alleged infringement of the *790 patent, the 031 patent, and the *740 patent. Actions by HTI have
caused and created an actual, immediate and substantial controversy between the parties, regarding
the issue of non-infringement of any valid claim of the patents in suit.

14. In particular, HTI has filed suit against GenX in the Eastern District of Texas, Civ.
Action No. 07-00466, alleging that GenX infringes the *790, 031, and *740 patents. GenX has
filed a motion to dismiss that action for lack of personal jurisdiction in that action, which is

currently pending.

COUNT1: DECLARATION OF PATENT NON-INFRINGEMENT

15. Paragraphs (1) through (14) are incorporated by reference herein.

16. On information and belief, HTT owns the *790 patent, the 031 patent, and the *740
patent.

17. Actions by HTI have caused and created an actual controversy between the parties,
regarding the issue of whether the 790, *031, or *740 patents are infringed by GenX.

18. GenX has never infringed and does not currently infringe any valid claim of the
’790, °031, or 740 patents.

19. GenX is entitled to a declaration that it does not infringe any valid claim of the

790, 031, or *740 patents.

SV #327056 v1 3.
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COUNT TWO: DECLARATION OF PATENT INVALIDITY
20.  Paragraphs (1) through (14) are incorporated by reference herein.
21. Actions by HTT have caused and created an actual controversy between the parties,
regarding the issue of whether the *790, *031, or *740 patents are valid.

22 One or more claims of the 790, *031, or *740 patents is invalid for failure to meet
the conditions of patentability of 35 U.S.C. § 101 et seq., including without limitation those of
sections 102, 103, and 112.

23. GenX is entitled to a declaration that one or more claims of the *790, 031, or *740

patents is invalid.

PRAYER FOR RELIEF

WHEREFORE, GenX requests:

A. a declaration that GenX has not infringed any valid claim of the 790, *031, or *740
patents;

B. a declaration that HTT and each of its officers, employees, agents, alter egos,
attorneys, and any persons in active concert or participation with it be restrained and enjoined
from further prosecuting or instituting any action against GenX claiming that the *790, *031, or
’740 patents are infringed, or from representing that the products or services provided by GenX, or
use of those products or services by others, infringe the *790, *031, or *740 patents.

C. an award to GenX of reasonable attorneys’ fees under 35 U.S.C. § 285; and

D. such other relief as the Court deems just and proper.

SV #327056 v1 -4-
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Dated: _January 18, 2008 THELEN REID BROWN RAYSMAN & STEINER

By Chwatoply (O grdem

ROBERT E. KREBS
RONALD F. LOPEZ
CHRISTOPHER L. OGDEN
LISA C. MCCURDY

Attorneys for plaintiff GenX Mobile Incorporated
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A method and apparatus for remotely characterizing a vehi-
cle’s performance is described. The method features the
steps of: i) generating data representative of the vehicle’s
performance with at least one microcontroller disposed
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OBD-II or equivalent electrical connector to a data collector/
router that includes a microprocessor and an electrically
connected wireless transmitter; iif) transmitting a data
packet representing the data with the wireless transmitter
over an airlink to a wireless communications system and
then to a host computer; and iv) analyzing the data packet
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mance.
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WIRELESS DIAGNOSTIC SYSTEM AND
METHOD FOR MONITORING VEHICLES

RELATED APPLICATION

Under 35 U.S.C. §119(¢)(1), this application claims ben-
efit of prior U.S. Provisional Applications No. 60/222,152,
entitled “Wireless Diagnostic System for Characterizing a
Vehicles Exhaust Emissions” filed Aug. 1, 2000; and No.
60/222,213, entitled “Wireless Diagnostic System for Char-
acterizing One or More Vehicles’ Mileage, Fuel Level, and
Period of Operation” filed Aug. 1, 2000, both of which are
incorporated herein by reference; and it claims benefit of
prior U.S. Provisional Application No. 60/220,986 entitled
“Wireless Diagnostic System for Vehicles” filed Jul. 25,
2000.

In addition, this application is related to the following
U.S. Patent Applications that were filed on the same day as
the present application: (1) U.S. Patent Application entitled
“Wireless Diagnostic System for Characlerizing a Vehicles
Exhaust Emissions” with inventors Matthew J. Banet, Bruce
Lightoer, Diego Borrego, Chuck Myers, and Larkin H.
Lowrey (U.S. Ser. No. 09/776,033); and (2) U.S. Palent
Application entitled “Wireless Diagnostic System for Char-
acterizing One or More Vehicles’ Mileage, Fuel Level, and
Period of Operation” with inventors Matthew J. Banet,
Bruce Lightner, Diego Borrego, Chuck Myers, and Larkin
H. Lowrey (U.S. Ser. No. 09/776,083), both of which are
hereby incorporated by reference.

FIELD OF THE INVENTION

The present invention relates generally to the use of
wireless communications and diagnostic systems in auto-
motive vehicles.

BACKGROUND OF THE INVENTION

The Environmental Protection Agency (EPA) requires
vehicle manufacturers to install on-board diagnostics (OBD)
for emission control on their light-duty automobiles and
trucks beginning with model year 1996. OBD systems (e.g.,
computer, microcontrollers, and sensors) monitor the vehi-
cle’s emission control systems to detect any malfunction or
deterioration that causes emissions to exceed EPA-mandated
thresholds. Such a system, for example, is an oxygen sensor
located in the vehicle’s exhaust manifold and tailpipe.

The EPA requires that all information monitored or cal-
culated by OBD systems is made available through a
standardized, serial 16-cavity connector referred to as the
ALDL (Assembly Line Diagnostic Link) or OBD connector.
All physical and electrical characteristics of this connector
are standard for all vehicles sold in the United States after
1996. The EPA also mandates that, when emission thresh-
olds are exceeded, diagnostic information characterized by
OBD systems must be stored in the vehicle’s central com-
puter so that it can be used during diagnosis and repair.

Asecond generation of OBD systems (“OBD-II” systems)
monitors a wide range of data that indicate the performance
of the host vehicle. For example, these data can be analyzed
to infer the vehicle’s emission performance. In addilion to
emissions, OBD-II systems monitor vehicle speed, mileage,
engine temperature, and intake manifold pressure. OBD-II
systems also query manufacturer-specific data, such as data
relating to the vehicle’s engine, transmission, brakes, alarm,
entertainment systems. OBD-II systems also monitor codes
called diagnostic trouble codes, or “DTCs”, which indicate
a mechanic or electrical problem with the vehicle. DTCs are
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the codes that typically light a vehicle’s ‘service engine
soon’ light. In total, OBD-II systems typically access more
than 300 segments of data relating to the performance and
make of the hosl vehicle.

In addition to the OBD-II systems, most vehicles manu-
factured after 1996 have electronic contrel units (ECUSs) that
control internal electromechanical actuators. Examples
include ECUs that control fuel-injector pulses, spark-plug
timing, and anti-lock braking systems. Most ECUs transmit
status and diagnostic information over a shared, standard-
ized' electronic buss in the vehicle. The buss effectively
functions as an on-board computer network with many
processors, each of which transmits and receives data. The
primary computers in this network are the vehicle’s
electronic-control module (ECM) and power-control mod-
ule (PCM). The ECM typically accesses computers and
microcontrollers that monitor or control engine functions
(e.g., the cruise-control module, spark controller, exhaust/
gas recirculator). The PCM typically controls or monitors
ECUs associated with the vehicle’s power train (e.g., iis
engine, transmission, and braking systems).

When a vehicle is serviced, dala from the standardized
buss can be queried using external engine-diagnostic equip-
ment (commonly called ‘scan tools’) that connect to the
above-described 16-cavity electrical connector (called an
OBD-II comnector for vehicles made after 1996). The OBD-
11 connector is typically located under the vehicle’s dash-
board on the driver’s side. Data transferred through the
connector to the scan tool yields data that identify a status of
the vehicle and whether or not a specific component of the
vehicle has malfunctioned. This makes the service process
more efficient and cost-effective.

Some manufacturers include complex electronic systems
in their vehicles to access and analyze the above-described
data. These systems are not connected through the OBD-II
connector, but instead are wired directly to the vehicle’s
electronic system. This wiring process typically takes place
when the vehicle is manufactured. In some cases these
systems transmit data through a wireless network.

BRIEF SUMMARY OF THE INVENTION

It is an object of the present invention to address the
limitations of the conventional engine-diagnostic systems
discussed above. Specifically, it is an object of the invention
to both access and send data over the ODB-II connector
using a remote, wireless system that connects to the Internet
using an airlink. The device used for accessing and trans-
mitting the data is simple, low-cost, and easy-to-install.

In one aspect, the invention features a method and appa-
ratus for remotely characterizing a vehicle’s performance.
The method features the steps of: i) generating data repre-
sentative of the vehicle’s performance with at least one
microcontroller disposed within the vehicle; ii) transferring
the data through an OBD, OBD-II or equivalent electrical
connector to a data collector/router that includes a micro-
processor and an electrically connected wireless transmitter;
iii) transmitting a data packet representing the data with the
wireless transmitter over an airlink, to a wireless commu-
nications system, and then to a host computer; and iv)
analyzing the data packet with the host computer. Once
analyzed, the data can be used to characterize the vehicle’s
performance, e.g. evaluate the vehicle’s electrical and
mechanical systems. The data can also be used for other
purposes, such as for insurance-related issues, surveys, and
vehicle tracking.

The terms ‘microcontroller’ and ‘microprocessor’ refer to
standard electronic devices (e.g., programmable, silicon-



US 6,636,790 B1

3

based devices) that can control and/or process data. For
example, a sensor disposed in the vehicle (e.g., an oxygen
sensor) would be a microcontroller. “Airlink” refers (o a
standard wireless connection between a transmitter and a
receiver.

In the above-described method, steps i)-iv) can be per-
formed at any time and with any frequency, depending on
the diagnoses being performed. For a ‘real-time’ diagnoses
of a vehicle’s engine performance, for example, the steps
may be performed at rapid time or mileage intervals (e.g.,
several times each minute, or every few miles).
Alternatively, other diagnoses (e.g. a ‘smog check’ that
includes inferring the concentrations of hydrocarbons,
oxides of nitrogen, or carbon monoxide) may require the
steps to be performed only once each year or after a large
number of miles are driven. Steps i)-iii) (i.e. the
‘generating’, ‘transferring’, and ‘transmitting” steps) may be
performed in response to a signal sent from the host com-
puter to the vehicle. Allernatively, the vehicle may be
configured to automatically perform these steps at predeter-
mined or random time intervals.

The generating step typically includes generating data
encoded in a digital format using the vehicle’s electronic
control unit (ECM) and/or power control unit (PCM). The
data, for example, describes the vehicle’s mileage, exhaust
emissions, engine performance, engine temperature, coolant
temperature, intake-manifold pressure, engine-performance
tuning parameters, alarm status, accelerometer status,
cruise-control status, fuel-injector performance, spark-plug
timing, and/or a status of an anti-lock braking system. The
data can also be a DTC or related code. The analyzing step
features extracting data from the transmitted data packet,
and then storing the data in a computer memory or database.

Once stored, the data is processed in a variety of ways.
For example, the processing can simply involve determining
the vehicle’s odometer reading, and then comparing this
reading to a schedule that lists recommended, mileage-
dependent service events (e.g., a 5000-mile tune-up). Other
algorithms include those that compare current data with data
collected at an earlier time to dynamically characterize the
performance of the vehicle. In another example, the algo-
rithms compare the data with a predetermined numerical
value or collection of values. For example, the data can
correspond to a level of the vehicle’s exhaust emissions or
mileage; these values can then be compared to predeter-
mined values for the particular vehicle to characterize its
performance. More complex processing can include, for
example, analyzing the data with a mathematical algorithm
to predict the electrical or mechanical performance of the
vehicle or a failure of a particular component.

After the processing step, the method can also include the
step of sending an electronic text, data, or voice message to
a computer, cellular telephone, personal digital assistant or
wireless device to alert the end-user of a potential problem.
The results from the analysis can also be displayed on
similar devices connected to the World-Wide Web or the
Internet.

In another embodiment, the method additionally includes
the step of sending a second data packet from the host
computer system over an airlink to the wireless communi-
cations system and then to the vehicle’s data collector/
router. In this case, the second dala packel is processed by
the microprocessor in the data collector/router to generate a
signal that is sent to at least one of the vehicle’s microcon-
trollers. There, the signal is processed and used, for example
to adjust a setting in the particular microcontroller. The
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signal can also be used to update or distribute new software
or firmware configurations to one or more of the vehicle’s
microcontrollers. In still other embodiments, the signal can
be used to make ‘tailored’ readings of the vehicle’s diag-
nostic information, e.g. to perform complex diagnoses
(sometimes called ‘drilling down’) and isolate malfunction-
ing components in the vehicle’s mechanical or electrical
systems.

In another aspect, the invention features a method for
sending data to an electrical system in a vehicle. The method
features the steps of: i) generating with a host computer a
data packet that affects at least one microcontroller disposed
within the electrical system of the vehicle; ii) transmitting
the data packet from the host computer over an 2irlink to a
wireless communications system and then to a data
collector/router (containing a microprocessor and wireless
transmitter similar to that described above) disposed in the
vehicle; iii) receiving the data packet with the wireless
transmitter and sending it to the microprocessor; iv) pro-
cessing the data packet with the microprocessor to generate
data; and v) transmitting the data through an OBD, OBD-II
or equivalent electrical connector to the microcontroller
disposed within the vehicle’s electrical system.

The invention has many advantages. In particular, wire-
less transmission of a vehicle’s diagnostic data makes it
possible to remotely identify polential problems without
bringing the vehicle 1o a conventional service center. For
example, the system can be configured so that when a DTC
is generated by a vehicle the code associated with it is
automatically sent to the web sites of a service center and the
vehicle owner. This way, the service center can diagnose the
problem, order the required parts, and schedule the service
before the vehicle owner actually brings in the vehicle for
service. In certain situations, potential problems with the
vehicle can be remotely predicled and addressed before they
actually occur. Moreover, data from the vehicle can be
queried, stored and analyzed frequently and in real-time
(ie., while the vehicle is actually in use) lo provide a
relatively comprehensive diagnosis that is not possible in a
conventional service center.

The device used to access and transmit the vehicle’s data
is small, low-cost, and can be easily installed in nearly every
vehicle with an OBD-II connector in a matter of minutes. It
can also be easily transferred from one vehicle to another, or
easily replaced if it malfunctions.

Communication with the vehicle’s OBD buss can also be
bi-directional, making it possible to actually repair certain
problems remotely. This, of course, means that in some
cases the vehicle’s problem can be both diagnosed and
repaired in a completely remote and unobtrusive manner.

Data transmitted from the vehicle can also be analyzed for
purposes unrelated to mechanical or electrical problems. For
example, the data can be collected and analyzed in real-time
to characterize driving patterns (e.g. a vehicle’s -speed),
automotive part reliability, and emission characteristics.
Lessors and renters of vehicles can remotely track mileage
for billing purposes. Smog and emission certifications can
be easily done in a completely remote manner. Data can also
be analyzed to determine the vehicle’s approximate location
as a safety or anti-thefl measure.

Another advantage of the invention is that data transmit-
ted from a particular vehicle over a wireless airlink can be
accessed and analyzed through the Internet without the need
for expensive diagnostic equipment. Software used for the
analysis can be easily modified and updated, and then used
by anyone with access to the Internet. This obviates the need
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foor vehicle service centers to upgrade their diagnostic equip-
ment for next-generation vehicles. The resulting data, of
course, have many uses for vehicle owners, surveyors of
vehicle performance (e.g., J. D. Power), manufacturers of
vehicles and related parts, and vehicle service centers.
Sophisticated analysis of the above-mentioned data yields
information that benefits the consumer, vehicle and parts
manufacturers, vehicle service centers, and the environment.

These and other advantages of the invention are described
in the following detailed disclosure and in the claims.

BRIEF DESCRIPTION OF DRAWINGS

The features and advantages of the present invention can
be understood by reference to the following detailed descrip-
tion taken with the drawings, in which:

FIG. 1 is a schematic drawing of a wireless diagnostic
system in wireless contact with a system of vehicles and the
Internet;

FIG. 2 is a schematic drawing of a data collector/router
used in each of the vehicles of FIG. 1;

FIG. 3 is a flow chart describing analysis of data trans-
mitted by the data collector/router by the host computer of
FIG. 1; and

FIG. 4 is a screen capture of a page from the Web server
of FIG. 1.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

FIG. 1 shows a wireless diagnostic system 10 that com-
municates with a collection of vehicles 30 using a host
computer system 12 and a standard wireless communica-
tions system 15. The wireless communications system 15 is,
e.g., a conventional wireless telephone or paging system
(e.g., Bell South’s ‘Mobitex’ System). Each vehicle 324,
32b, 321 in the collection of vehicles 30 features a data
collector/router 35a, 35b, 35n that queries data generated by
each vehicle’s ECU and OBD-II systems through an OBD
buss. After the query, each data colleclor/router 35a, 35b,
35n receives data from the host vehicle 324, 32b, 321 and
sends it as a data packet over a wireless airlink 38 to the
wireless communication system 15. The wireless commu-
nication system 15 features a standard hardware component
19 (e.g. a system of transmission ‘base stations’, computers,
and switching and routing hardware) and software compo-
nent 17 (e.g., a paging or cellular network) that relay the data
packet through a digital line 40 to the host computer system
12.

A data collection/transmission module 20 (e.g., a digital
transmission line) in the host computer system 12 receives
the data packet and then routes it to a microprocessor 21.
The microprocessor controls a data-analysis module 22
(e.g., hardware and software for statistical analysis) that
processes the data packet, and a data-memory module 25
(e.g., a computer memory or database) that stores it. A web
server 26 receives the processed data from the data-analysis
22 and data-memory modules 25 and makes it available to
an Internet computer network 50 through a first network
connection 52. An end-user 56 accesses the data on the web
server 26 through a second network connection 54 using the
Internet computer network 50.

Data packets from each data collector/router 35a, 35b,
351 can also be accessed directly over an airlink 70 by
wireless telephones 62a, 62b, 62n in a wireless telephone
network 60. In this case each wireless lelephone 624, 625,
62n has an airlink modem 65a, 65b, 651 that allows the data
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packet to be accessed directly. Alternatively, using the
airlink modem 654, 65b, 65n, the wireless telephones 624,
62b, 62n can access processed dala from the web server 26,
provided they have the appropriate software (e.g., web-
browsing capabilities). In this case, the web server 26
formats the data in a manner suitable to wireless browsing
(e.g. wireless access protocol).

The host computer system 12 typically works
bi-directionally, i.e. it can both send data to and receive data
from the data collector/routers 35a, 35b, 351 present on each
vehicle 324, 32b, 32n. For example, following a query, the
host computer system 12 receives a data packet from a
particular data collector/router. The system typically runs a
real-time operating system (e.g., Windows NT® or Unix®)
that manages multiple software programs conducting differ-
ent functions (e.g. data processing and storage).

Data is typically sent from the host vehicle 324, 32b, 32n
to each data collector/router 35a, 35b, 35x at a predeter-
mined time interval (¢.g. a random or periodic time interval)
that is programmed in either the data collector/router or the
actual vehicle. For example, data can be sent on a daily
basis. Alternatively, data can be queried in response to a
signal sent from the host computer system 12 to the data
collector/routers 35z, 35b, 35n present on each vehicle 32a,
32b, 32n.

Depending on the make and model of the vehicle, the data
packet can contain hundreds of datum that describe, e.g.: i)
basic properties of the power train (e.g., emission levels,
fuel-system status, engine temperature, speed and odometer
readings, anti-lock brake status, RPMs, fuel and intake
manifold pressure); and ii) manufacturer-specific informa-
tion (e.g., status of the door locks, airbags, and entertainment
center). In total, for most vehicles there are typically more
than 300 datum that can be included in the data packet.

Certain vehicle functions can also be controlled by send-
ing a data packet (o the vehicle. Data in the data packet can
adjust, for example, settings in the ECUs and OBD-II
sensors, certain engine properties, and indicator lights on the
vehicle’s dashboard. They can also be used to open door
locks and reconfigure the vehicle’s entertainment system.

In addition, data packets routed through the wireless
communications system 15 can be analyzed to determine the
vehicle’s approximate location. This can be done with
relatively low accuracy (within a few miles) by simply
recording the location of a specific cellular tower in the
hardware component 17 of the wireless communications
system 15 that routes the data packet to the host computer
system 12. Recording the location of multiple base stations
within range of the vehicle, and then analyzing these data
using conventional algorithms (e.g., triangulation), increases
the accuracy to which the vehicle’s location is determined.

FIG. 2 shows a data collector/router 35 in electrical
contact with a vehicle’s OBD/ECU system 100. The two
systems connect through a conventional OBD-II connector
120 typically located under the vehicle’s dashboard. The
data collector/router 35 is contained in a small, portable
housing that plugs directly into the connector 120 and can be
easily installed and replaced.

The connector 120 has a serial, 16-cavity layout, with
specific electrical connections in separate cavities supplying
data and electrical power from the OBD/ECU system 100.
The connector electrically and mechanically maiches an
OBD-II interface 102 in the data collector/router 35.
Although the OBD-II connector 120 has a standard
mechanical interface, data transmitted through il may have
a format and pass through cavities that depend on the
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vehicle’s make and model. For example, Ford and General
Motors vehicles use an OBD data format called J1850; data
in this format pass through cavities 2 and 10. Chrysler and
most European and Asian manufacturers use a data format
called ISO 9141-2 and pass data through cavities 7 and 15.
In a third format, called J2284, data is passed through
cavities 6 and 14.

The connector 120 also passes battery power (cavity 16),
automobile chassis ground {cavity 4), and signal ground
(cavity 5) from the OBD/ECU system 100 through the
OBD-II interface 102 to the data collector/router 35, Using
these connections, a power supply 105 receives the battery
power, regulates it, and in turn drives a data processor 104
and wireless transmitter 106 within the data collector/router
35.

Once received, data is passed to the data processor 104
(e.g., a microprocessor) that processes and formats it to form
a data packet. As an example, a data packet and specifically
formatted for Bell South’s wireless 900 MHz mobitex
MPAK system is described in Table below. Actual data
describing the host vehicle is contained in the 516-byte data
area described in Table 1.

TABLE 1

description of Mobitex MPAK data packet

Bytes General Description
3 source MAN (unique 24-Bit modem number)
3 destination MAN (unique 24-Bit modem number)
1 when sending: Bit 0 = use mailbox
Bit 1 = return positive
acknowledgment
Bit 2 = use address list
Bits 3-7=0
when receiving: Bit 4 = may be ignored
Bits 5-7 = traffic state
1 MPAK Lype
Qor22 address list
0to0 512 data payload

Once properly formatted as described in Table 1, the data
packet is passed from the data processor 104 (o the wireless
transmitter 106. The transmitter 106 transmits the data
packet through a conventional wireless antenna 108 over an
airlink 38 to a wireless communications system (15) shown
in FIG. 1. The data processor 104 formats the data packet
according to the wireless communications system that trans-
mits it.

Once transmitted, the data packet propagates through the
wireless communication software and hardware components
(17 and 19 in FIG. 1) of the communication network (e.g.,
the Mobitex network). Typically in this case the data packet
is routed to a ‘point of presence’ or ‘POP’ in the network,
where it is then transferred over a digital live (e.g., 40 in
FIG. 1) to the host computer system.

The data area described in Table 1 contains data generated
by the vehicle’s OBD/ECU system 100. As described above,
this system 100 functions effectively as an on-board com-
puter network that generates, transmits, and receives data.
For simplicity, the system 100 in FIG. 2 contains two
OBD-II systems 121a, 1215 and two ECU systems 125a,
125b; it is analogous to more complex OBD-II and ECU
systems employed in actual vehicles. The OBD-II systems
121z, 121b are microconpirollers that monilor the various
vehicle-related properties described above. The ECU sys-
tems 125a, 125b receive and send data to electromechanical
actuators that control, e.g., fuel-injector pulses, spark-plug
timing, and anti-lock braking systems.
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The OBD-II systems 121a, 1216 and ECU systems 125q,
125b are controlled by the vehicle’s ECM/PCM 130. In
some cases, the ECM/PCM 130 receives data from these
systems and routes it over a shared electronic OBD buss
133. Alternatively, after receiving the data the ECM/PCM
130 converts it to “fail” or “malfunction” codes that are then
routed over the shared electronic buss 133. In both cases, the
OBD buss serially transmits data to the data collector/router
35 through the electrically connected OBD connector 120.

Once collected and sent to the host computer system (12
in FIG. 1), the data packet can be analyzed in a variety of
different ways. As an example, FIG. 3 shows a flow chart
describing one method 150 of how data is analyzed and then
made available to end-users through the Internet. A wide
number of different data-analysis methods are possible; the
one shown in FIG. 3 was chosen because of its simplicity.

In the data-analysis method 150, the host computer sys-
tem receives a data packet from the vehicle through the
wireless communications network (step 152). The data
packet has a format shown, e.g., in Table 1 above, and
contains a wide range of information that characterizes the
vehicle’s performance. Once received, the packet is ana-
lyzed and an odometer reading (e.g., mileage) from the
vehicle is extracted (step 154). If necessary, the micropro-
cessor then scales the odometer reading (e.g., converts
kilometers to miles) or converts the format used in the dala
packet (e.g., a manufacturer-specific format) to one that is
easily recognized by the end-user (step 156). At this point
the odometer reading and other data within the data packet
are distributed and stored in the data-memory module (e.g.
a database) of the host computer system (step 158). Some
dala may be simply disregarded during this step. This
portion (steps 152, 154, 156, and 158) of the method may be
repeated at this point to generate additional data.

All the data (e.g. the vehicle’s mileage collected at
different time or mileage intervals) can be posted directly on
a Web page on the Web server (step 162) where it is
accessible by the end-user through the Internet. The data can
also be analyzed further. For example, a current odometer
reading can be compared to one recorded at an earlier date
(step 160) to determine how many miles the vehicle has
traveled since its last oil change. If this value exceeds that
recommended for the particular vehicle, the host computer
system can notify the user through electronic mail that the
vehicle requires service (step 164). The method 150 can also
be used to remotely adjust settings in the vehicle’s OBD-II
systems. For example, at this point the host computer system
could send a data packet to the vehicle to reset the trip
odometer to a new value (step 166).

FIG. 4 shows a sample Web page 200 from a Web server
that displays data processed using a method similar to that
shown in FIG. 3. Access to Web page is lypically password-
protected, thereby only allowing end-users with the correct
password to access data for a particular vehicle.

The Web page 200 features a region 202 that describes the
owner of the vehicle and ils make and model. The page 200
also has a region 204 that describes the time, date, and
odometer readings registered at its last update. Data describ-
ing vehicle problems (e.g., engine faults, coolant and brake
fluid levels, emission status) that may require immediate
attention are displayed in region 206. Data used to diagnose
the overall condition of the vehicle (e.g., brake and trans-
mission status, wheel alignment) are displayed in region
208. More data relating to these properties can be obtained
by clicking the appropriate buttons (“Diagnostic Delails”,
“Diagnostic Codes”) in this region. The page 200 also
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includes a region 210 that provides the approximate location
of the vehicle, As described above, the vehicle’s location is
determined by recording the location of one or more base
stations used to send the latest data packet through the
wireless communications systém. The page also includes a
region 212 that features data describing the general history
and maintenance of the vehicle. A related region 214
describes parts for the particular vehicle that have been
recently recalled. A region 216 describes the locations of
parts dealers and local service stations for the particular
vehicle, while the region 218 provides access to features that
may affect travel, such as weather, traffic, road conditions,
and the status of the vehicle’s registration.

Other embodiments are within the scope of the invention.
For example, the components used in the data collector/
router (particularly the wireless transmitter) may be opti-
mized for different types of wireless communications sys-
temns. These systems include wireless telephone and paging
systems, Bluetooth®, and similar systems. Similarly, the
format of the data packet may also be adjusted for trans-
mission over different types of networks. In general, any
compouents in the data collector/router, and any format of
the data packet, can be used to accomplish the general
- method of the invention.

Likewise, a wide range of mathematical algorithms can be
used (o analyze data once il is extracted from the data
packets. These algorithms range from the relatively simple
(e.g., lessors and renters determining the mileage on a
vehicle for billing purposes) to the complex (e.g., predictive
engine diagnoses using ‘data mining’ techniques). Data
analysis may be used to characterize an individual vehicle as
described above, or a collection of vehicles. Algorithms used
to characterize a collection of vehicles can be used, for
example, for remote vehicle or parts surveys, to characterize
emission performance in specific geographic locations, or to
characterize traffic.

Other embodiments of the invention include algorithms
for analyzing data to characterize vehicle accidents and
driving patterns for insurance purposes; algorithms for
determining driving patterns for use-based leasing; and
algorithms for recording vehicle use and driving patterns for
lax purposes. In general, any algorithm that processes data
collected with the above-described method is within the
scope of the invention.

Similarly, the temporal or mileage frequency at which
data is collected can be adjusted to diagnose specific types
of problems. For example, characterization of certain types
of vehicle performance indicators, such as emissions, may
need to be monitored relatively frequently. Other properties,
such as mileage and fluid levels, may only need to be
monitored every few days, or in some cases just a few times
each year.

Once the data is analyzed, the Web page used to display
the data can take many different forms. Different Web pages
may be designed and accessed depending on the end-user.
For example, individual users may have access to Web pages
for their particular vehicle. Conversely, vehicle service
providers (e.g. providers that change oil or certify a vehi-
cle’s emissions) may have access to Web pages that contain
data (e.g., mileage and emissions data) from a wide range of
vehicles. These data, for example, can be sorted and ana-
lyzed depending on vehicle make, model, and geographic
location. Web pages may also be formatted using standard
wireless access protocols (WAP) so that they can be
accessed using wireless devices such as cellular telephones,
personal digital assistants (PDAs), and related devices.
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In other embodiments, additional hardware can be added
to the in-vehicle unit. For example, hardware for global-
positioning systems (GPS) may be added so that the location
of the vehicle can be monitored along with its data.

In other embodiments, data from the data collector/router
in the vehicle can be analyzed and used for: remote billing/
payment of tolls; remote smog and emissions checks; remote
payment of parking/valet services; remote control of the
vehicle (e.g., in response to theft or traffic/registration
violations); and general survey information.

Still other embodiments are within the scope of the
following claims.

What is claimed is:

1. A method for characterizing a vehicle’s performance,
comprising the steps of:

retrieving data representative of the vehicle’s perfor-

mance through the vehicle’s OBD or OBD-II connector

according to a communication protocol at a predeter-

mined time interval with a data collector/router com-

prising:

i) an electrical connector that connects to the OBD or
OBD-II connector;

1i) a microprocessor configured to retrieve and transmil
data at the predetermined time interval, and

iif) a wireless transmitter in electrical contact with the
microprocessor;

wirelessly transmitting the data with the wireless trans-

mitter to a wireless communications system and then to
a host computer; and

analyzing the data with the host compulter.

2. The method of claim 1, wherein the data is serially
transferred through an OBD-II connector to the data
collector/router.

3. The method of claim 2, wherein the protocol used to
transfer data through the OBD-II connector is J1850, ISO
9141-2, 12284, or equivalents thereof.

4. The method of claim 1, wherein the generating step
further comprises generating data encoded in a digital for-
mal using an electronic control unit and/or power control
unit.

5. The method of claim 4, wherein the generating step
further comprises generating data that describes at least one
of the vehicle’s mileage, exhaust emissions, engine
performance, engine temperature, coolant temperature,
intake-manifold pressure, vehicle-identification number,
engine-performance tuning parameters, alarm status, accel-
erometer status, fuel-injector performance, spark-plug
timing, and a status of an anti-lock braking system.

6. The method of claim 1, wherein the analyzing step
further comprises extracting data from the data packet
corresponding to a specific property of the vehicle and
storing the data in a computer memory or database.

7. The method of claim 6, wherein the analyzing step
further comprises processing the data stored in the computer
memory or database with an algorithm.

8. The method of claim 7, wherein the processing further
comprises analyzing the data with a mathematical algorithm
to characterize or predict the electrical or mechanical per-
formance of the vehicle.

9. The method of claim 7, wherein the processing further
comprises comparing the data with data collected at an
earlier time to characterize or predict the performance of the
vehicle.

10. The method of claim 7, wherein the processing further
comprises comparing the data with a predetermined numeri-
cal value or collection of values to characterize the perfor-
mance of the vehicle.
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11. The method of claim 7, wherein the data corresponds
to a level of exhaust emissions for the vehicle, and the
processing comprises comparing the level of exhaust emis-
sions to a predetermined value for the particular vehicle to
characterize the performance of the vehicle.

12. The method of claim 7, wherein the data corresponds
to a mileage for the vehicle, and the processing comprises
comparing the mileage 0o a predelermined value for the
particular vehicle to characterize the performance of the
vehicle.

13. The method of claim 1, further comprising sending an
electronic text, data, or voice message lo a computer, cellular
telephone, or wireless device after the data is analyzed.

14. The method of claim 1, further comprising displaying
results from the analysis on a computer, cellular telephone,

or wireless device connected to the World-Wide Web or the

Internet.

15. The method of claim 1, wherein the results are
displayed on a page on the World-Wide Web or the Intemnet.

16. The method of claim 1, wherein the method further
comprises the step of wirelessly sending a second data
packet from the host computer system to the wireless
communications system and then to the data collector/router
disposed in the vehicle.

17. The method of claim 16, wherein the second data
packet is processed by the microprocessor in the data
collector/router to generate a signal, and the signal is sent to
at least one microcontroller disposed within the vehicle.

18. The method of claim 17, wherein the signal is pro-
cessed by the microcontroller and used to adjust it.

19. A system for characterizing a vehicle’s performance
comprising:

a data collector/router comprising:

an electrical connector configured to connect lo the
vehicle’s OBD or OBD-II connector;

a microprocessor in electrical contact with the electrical
connector, the microprocessor configured 1o retrieve
data generated by the vehicle at a predetermined time
interval; and

a wireless transmitter configured to receive the data
from the microprocessor and wirelessly transmit it to
a network;

a first computer system comprising a processor configured

to receive the data from the network; and

a second computer system configured to analyze the data.

20. The system of claim 19, wherein the data collector/
router is configured to serially transfer data through an
OBD-II connector to the data collector/router.

21. The method of claim 19, wherein the data collector/
router is configured to transfer data using a J1850, ISO
9141-2, or J2284 protocol, or an equivalent thereof.

22. The system of claim 19, wherein the processor in the
host computer system is configured to analyze the data with
a mathematical algorithm to predict or characterize the
performance of the vehicle.

23. The system of claim 19, wherein the processor in the
host computer system is configured to compare the data with
other data from a data packet collected from the vehicle at
an earlier time to characterize the performance of the
vehicle.

24, The system of claim 19, wherein the processor in the
host computer system is configured to compare the data with
a predetermined numerical value or collection of values to
characterize the performance of the vehicle,

25. The system of claim 19, wherein the data corresponds
to a level of exhaust emissions for the vehicle, and the
processor in the host computer system is configured to
compare the level of exhaust emissions to a predetermined
value for the particular vehicle to characterize the perfor-
mance of the vehicle.
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26. The system of claim 25, wherein the data is analyzed
to infer the concentration of hydrocarbons, oxide of nitride,
or carbon monoxide emitted from the vehicle.

27. The system of claim 19, wherein the data corresponds
to a mileage for the vehicle, and the processor in the host
compuler system is configured to compare the mileage to a
predetermined value for the particular vehicle to character-
ize the performance of the vehicle.

28. A system for characterizing a vehicle’s performance
comprising a data collector/router comprising:

an electrical connector configured to connect through the
vehicle’s OBD or OBD-II connector;

a microprocessor in electrical contact with the electrical
connector, the microprocessor configured to retrieve
data generated by the vehicle at a predetermined time
interval; and

a wireless transmitter configured to receive the data from
the microprocessor and wirelessly transmit it to a
network.

29. The system of claim 28, wherein the microprocessor
is additionally configured 1o serially transfer data through
the OBD, OBD-II or equivalent electrical connector.

30. The method of claim 29, wherein the microprocessor
is configured to transfer data using a J1850, [SO 9141-2, or
J2284 protocol, or an equivalent thereof.

31. A system for characterizing a vehicle’s performance
comprising a data colleclor/router comprising:

an on-board diagnostic connector configured to connect to
a serial connector located in the vehicle’s interior;

a microprocessor in electrical contact with the on-board
diagnostic connector, the microprocessor configured to
retrieve data generated by the vehicle at a predeter-
mined time interval;

a wireless transmitler integrated in the data collector/
router configured 1o receive the data from the micro-
processor and wirelessly fransmit it to a network; and

a housing containing the microprocessor and the wireless
transmitter.

32. The system of claim 31, wherein the serial electronic
connector is located underneath the vehicle’s steering col-
umn.

33. The system of claim 31, wherein the microprocessor
is additionally configured to serially transfer data through
the serial connector.

34. The method of claim 33, wherein the microprocessor
is configured to transfer data using a J1850, ISO 9141-2, or
12284 protocol, or an equivalent thereof.

35. A method for sending data to an electrical system in
a vehicle, comprising the steps of:

generating with a host computer data that affects at least
one microcontroller disposed within the electrical sys-
tem of the vehicle;

wirelessly transmitting the data from the host computer to
a wireless communications sysiem and then to a dala
collector/router disposed in the vehicle, the data
collector/router comprising:

1) an electrical connector that connects to an OBD or
OBD-II connector and comprises electrical connec-
tions for multiple vehicle models;

ii) a microprocessor, and

iil) a wireless transmitter in electrical contact with the
MICIOprocessor;

receiving the data with the wireless transmitter;

sending the data from the wircless transmitter to the
microprocessor;

processing the data with the microprocessor to generate
processed data; and

transmitting the processed data through the electrical
connector to the microcontroller disposed within the
vehicle’s electrical system.
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36. A method for characterizing a vehicle’s performance,
comprising the steps of:

retrieving data representative of the vehicle’s perfor-

mance through an OBD or OBD-Il conneclor at a

predetermined time interval with a data collector/router 5

comprising:

i) an electrical connector that connects to the OBD or
OBD-II connector and comprises electrical connec-
tions for multiple vehicle models;

ii) a microprocessor, and 10

iii) a wireless transmitter in electrical contact with the
MiCroprocessor;

generating data representative of the vehicle’s location

with a global positioning system disposed within the

vehicle;

14

wirelessly transmiltting a first set of data representative of
the vehicle’s performance with the wireless transmitter
10 a wireless commuaications system and then to a host
computer;

wirelessly transmitting a second set of data representative
of the vehicle’s location with the wireless transmitter to
a wireless communications system and then to a host
computer,

analyzing the first and second sets of data with the host
compuler to generate analyzed data; and

displaying the analyzed data on one or more web pages
accessible on the internet.
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WIRELESS DIAGNOSTIC SYSTEM FOR
VEHICLES

This application is a continuation application of U.S.
patent application Ser. No. 09/776,106, filed Feb. 1, 2001,
now U.S. Pat. No. 6,636,790, the contents of which are
incorporated herein by reference, which claims the benefit of
U.S. provisional patent applications Ser. Nos. 60/222,152,
filed Aug. 1, 2000, 60/222,213, filed Aug. 1, 2000, and
60/220,986, filed Jul. 25, 2000, the contents of which are
incorporated herein by reference.

RELATED APPLICATIONS

Under 35 U.S.C. §119(e)(1), this application claims ben-
efit of prior U.S. Provisional Applications No. 60/222,152,
entitled Wireless Diagnostic System for Characterizing a
Vehicles Exhaust Emissions” filed Aug. 1, 2000; and No.
60/222,213, entitled “Wireless Diagnostic System for Char-
acterizing One or More Vehicles’ Mileage, Fuel Level, and
Period of Operation” filed Aug. 1, 2000, both of which are
incorporated herein by reference.

In addition, this application is related to the following
U.S. Patent Applications that were filed on the same day as
the present application: (1) U.S. Patent Application entitled
“Wireless Diagnostic System for Characterizing a Vehicles
Exhaust Emissions” with inventors Matthew J. Banet, Bruce
Lightoer, Diego Borrego, Chuck Myers, and Larkin H.
Lowrey (Client/Matter No. 12170/003001); and (2) US.
Patent Application entitled “Wireless Diagnostic System for
Characterizing One or More Vehicles’ Mileage, Fuel Level,
and Period of Operation” with inventors Matthew J. Banet,
Bruce Lightner, Diego Borrego, Chuck Myers, and Larkin
H. Lowrey (Client/Matter No. 12170/004001), both of
which are hereby incorporaled by reference.

FIELD OF THE INVENTION

The present invention relates generally to the use of
wireless communications and diagnostic systems in auto-
motive vehicles.

BACKGROUND OF THE INVENTION

The Environmental Protection Agency (EPA) requires
vehicle manufacturers to install on-board diagnostics (OBD)
for emission control on their light-duty automobiles and
trucks beginning with model year 1996. OBD systems (e.g.,
computer, microcontrollers, and sensors) monitor the vehi-
cle’s emission control systems to detect any malfunction or
deterioration that causes emissions to exceed EPA-mandated
thresholds. Such a system, for example, is an oxygen sensor
located in the vehicle’s exhaust manifold and tailpipe.

The EPA requires that all information monitored or cal-
culated by OBD systems is made available through a
standardized, serial 16-cavity connector referred to as the
ALDL (Assembly Line Diagnostic Link) or OBD connector.
All physical and electrical characteristics of this connector
are standard for all vehicles sold in the United Stales after
1996. The EPA also mandates that, when emission thresh-
olds are exceeded, diagnostic information characterized by
OBD systems must be stored in the vehicle’s central com-
puter so that it can be used during diagnosis and repair.

Asecond generation of OBD systems (“OBD-II” systems)
monitors a wide range of data that indicate the performance
of the host vehicle. For example, these data can be analyzed
1o infer the vehicle’s emission performance. In addition to
emissions, OBD-II systems monitor vehicle speed, mileage,
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engine ternperature, and intake manifold pressure. OBD-II
systems also query manufacturer-specific data, such as data
relating to the vehicle’s engine, transmission, brakes, alarm,
entertainment systems. OBD-II systems also monitor codes
called diagnostic trouble codes, or “DTCs”, which indicate
a mechanic or electrical problem with the vehicle. DTCs are
the codes that typically light a vehicle’s ’service engine
soon’ light. In total, OBD-II systems typically access more
than 300 segments of data relating to the performance and
make of the host vehicle.

In addition to the OBD-II systems, most vehicles manu-
factured after 1996 have electronic control units (ECUs) that
control internal electromechanical actuators. Examples
include ECUs that control fuel-injector pulses, spark-plug
timing, and anti-lock braking systems. Most ECUs transmit
status and diagnostic information over a shared, standard-
ized electronic buss in the vehicle. The buss effectively
functions as an on-board computer network with many
processors, each of which transmits and receives data. The
primary computers in this network are the vehicle’s
electronic-control module (ECM) and power-control mod-
ule (PCM). The ECM typically accesses compulers and
microcontrollers that monitor or control engine functions
(e.g., the cruise-control module, spark controller, exhaust/
gas recirculator). The PCM typically controls or monitors
ECUs associated with the vehicle’s power train (e.g., its
engine, transmission, and braking systems).

When a vehicle is serviced, data from the standardized
buss can be queried using external engine-diagnostic equip-
ment (commonly called ‘scan tools’) that connect to the
above-described 16-cavity electrical connector (called an
OBD-II connector for vehicles made after 1996). The OBD-
1I connector is typically located under the vehicle’s dash-
board on the driver’s side. Data transferred through the
connector to the scan tool yields data that identify a status of
the vehicle and whether or not a specific component of the
vehicle has malfunctioned. This makes the service process
more efficient and cosl-effective.

Some manufacturers include complex electronic systems
in their vehicles to access and analyze the above-described
data. These systems are not connected through tbhe OBD-II
connector, bul instead are wired directly to the vehicle’s
electronic system. This wiring process typically takes place
when the vehicle is manufactured. In some cases these
systems transmit data through a wireless network.

BRIEF SUMMARY OF THE INVENTION

It is an object of the present invention to address the
limitations of the conventional engine-diagnostic systems
discussed above. Specifically, it is an object of the invention
to both access and send data over the ODB-II connector
using a remote, wireless system that connects to the Internet
using an airlink. The device used for accessing and trans-
mitting the data is simple, low-cost, and easy-to-install.

In one aspect, the invention features a method and appa-
ratus for remotely characterizing a vehicle’s performance.
The method features the steps of: i) generating data repre-
sentative of the vehicle’s performance with at least one
microcontroller disposed within the vehicle; ii) transferring
the data through an OBD, OBD-II or equivalent electrical
connector to a data collector/router that includes a micro-
processor and an electrically connected wireless transmitter;
iii) transmitting a data packet representing the data with the
wireless transmitter over an airlink, to a wireless commu-
nications system, and then to a host computer; and iv)
analyzing the data packet with the host computer. Once
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analyzed, the data can be used to characterize the vehicle’s
performance, e.g. evaluate the vehicle’s electrical and
mechanical systems. The data can also be used for other
purposes, such as for insurance-related issues, surveys, and
vehicle tracking.

The terms ‘microcontroller’ and ‘microprocessor’ refer to
standard electronic devices (e.g., programmable, silicon-
based devices) that can control and/or process data. For
example, a sensor disposed in the vehicle (e.g., an oxygen
sensor) would be a microcontroller. “Airlink” refers to a
standard wireless connection between a transmitter and a
receiver.

In the above-described method, steps i)-iv) can be per-

formed at any time and with any frequency, depending on

the diagnoses being performed. For a ‘real-time’ diagnoses
of a vehicle’s engine performance, for example, the steps
may be performed at rapid time or mileage intervals (e.g.,
several times each minute, or every few miles).
Alternatively, other diagnoses (e.g. a ‘smog check’ that
includes inferring the concentrations of hydrocarbons,
oxides of nitrogen, or carbon monoxide) may require the
steps to be performed only once each year or after a large
number of miles are driven. Steps i)-iii) (i.e. the
‘generating’, ‘transferring’, and ‘transmitting’ steps) may be
performed in response to a signal sent from the host com-
puter to the vehicle. Alternatively, the vehicle may be
configured to automatically perform these steps at predeter-
mined or random time intervals.

The generating step typically includes generating data
encoded in a digital format using the vehicle’s electronic
control unit (ECM) and/or power control unit (PCM). The
data, for example, describes the vehicle’s mileage, exhaust
emissions, engine performance, engine temperature, coolant
temperature, intake-manifold pressure, engine-performance
tuning parameters, alarm status, accelerometer status,
cruise-control status, fuel-injector performance, spark-plug
timing, and/or a status of an anti-lock braking system. The
data can also be a DTC or related code. The analyzing step
features extracting data from the transmitted data packet,
and then storing the data in a computer memory or database.

Once stored, the data is processed in a variety of ways.
For example, the processing can simply involve determining
the vehicle’s odometer reading, and then comparing this
reading to a schedule that lists recommended; mileage-
dependent service events (e.g., a 5000-mile tune-up). Other
algorithms include those that compare current data with data
collected at an earlier time to dynamically characterize the
performance of the vehicle. In another example, the algo-
rithms compare the data with a predetermined numerical
value or collection of values. For example, the data can
correspond to a level of the vehicle’s exhaust emissions or
mileage; these values can then be compared to predeter-
mined values for the particular vehicle to characterize its
performance. More complex processing can include, for
example, analyzing the data with a mathematical algorithm
to predict the electrical or mechanical performance of the
vehicle or a failure of a particular component.

After the processing step, the method can also include the
step of sending an electronic text, data, or voice message to
a computer, cellular telephone, personal digital assistant or
wireless device to alert the end-user of a potential problem.
The results from the analysis can also be displayed on
similar devices connected to the World-Wide Web or the
Internet.

In another embodiment, the method additionally includes
the step of sending a second data packet from the host
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computer system over an airlink to the wireless communi-
cations system and then to the vehicle’s data collector/
router. In this case, the second data packet is processed by
the.microprocessor in the dala collector/router to generate a
signal that is sent to at least one of the vehicle’s microcon-
trollers. There, the signal is processed and used, for example
to adjust a setting in the particular microcontroller. The
signal can also be used to update or distribute new software
or firmware configurations to one or more of the vehicle’s
microcontrollers, In still other embodiments, the signal can
be used to make ‘tailored’ readings of the vehicle’s diag-
nostic information, e.g. to perform complex diagnoses
(sometimes called ‘drilling down’) and isolate malfunction-
ing components in the vehicle’s mechanical or electrical
systems.

In another aspect, the invention features a method for
sending data to an electrical system in a vehicle. The method
features the steps of: i) generating with a host computer a
data packet that affects at least one microcontroller disposed
within the electrical system of the vehicle; ii) transmitting
the data packet from the host computer over an airlink to a
wireless communications system and then to a data
collector/router (containing a microprocessor and wireless
transmitter similar to that described above) disposed in the
vehicle; iii) receiving the data packet with the wireless
transmitter and sending it to the microprocessor; iv) pro-
cessing the data packet with the microprocessor to generate
data; and v) transmitting the data through an OBD, OBD-II
or equivalent electrical connector to the microcontroller
disposed within the vehicle’s electrical system.

The invention has many advantages. In particular, wire-
less transmission of a vehicle’s diagnostic data makes it
possible to remotely identify potential problems without
bringing the vehicle to a conventional service center. For
example, the system can be configured so that when a DTC
is generated by a vehicle the code associated with it is
automatically sent to the web sites of a service center and the
vehicle owner. This way, the service center can diagnose the
problem, order to required parts, and schedule the service
before the vehicle owner actually brings in the vehicle for
service. In certain situations, potential problems with the
vehicle can be remotely predicted and addressed before they
actually occur. Moreover, data from the vehicle can be
queried, stored and analyzed frequently and in real-time
(i.c, while the vehicle is actually in use) to provide a
relatively comprehensive diagnosis that is not possible in a
conventional service center.

The device used to access and transmit the vehicle’s data
is small, low-cost, and can be easily installed in nearly every
vehicle with an OBD-II connector in a maiter of minutes. It
can also be easily transferred from one vehicle to another, or
easily replaced if it malfunctions.

Communication with the vehicle’s OBD buss can also be
bi-directional, making it possible to actually repair certain
problems remotely. This, of course, means that in some
cases the vehicle’s problem can be both diagnosed and
repaired in a completely remote and unobtrusive manner.

Data transmitted from the vehicle can also be analyzed for
purposes unrelated to mechanical or electrical problems. For
example, the data can be collected and analyzed in real-time
to characterize driving patterns (e.g. a vehicle’s speed),
automotive part reliability, and emission characteristics.
Lessors and renters of vehicles can remoltely track mileage
for billing purposes. Smog and emission certifications can
be easily done in a completely remote manner. Data can also
be analyzed 1o determine the vehicle’s approximate location
as a safety or anti-theft measure.
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Another advantage of the invention is that data transmit-
ted from a particular vehicle over a wireless airlink can be
accessed and analyzed through the Internet without the need
for expensive diagnostic equipment. Software used for the
analysis can be easily modified and updated, and then used
by anyone with access to the Internet. This obviates the need
for vehicle service centers to upgrade their diagnostic equip-
ment for next-generation vehicles. The resulting data, of
course, have many uses for vehicle owners, surveyors of
vehicle performance (e.g., J. D. Power), manufacturers of
vehicles and related parts, and vehicle service centers.

Sophisticated analysis of the above-mentioned data yields
information that benefits the consumer, vehicle and parts
manufacturers, vehicle service centers, and the environment.

These and other advantages of the invention are described
in the following detailed disclosure and in the claims.

BRIEF DESCRIPTION OF DRAWINGS

The features and advantages of the present invention can
be understood by reference to the following detailed descrip-
tion taken with the drawings, in which:

FIG. 1 is a schematic drawing of a wireless diagnostic
system in wireless contact with a system of vehicles and the
Internet;

FIG. 2 is a schematic drawing of a data collector/router
used in each of the vehicles of FIG. 1;

FIG. 3 is a flow chart describing analysis of data trans-
mitted by the data collector/router by the host computer of
FIG. 1; and

FIG. 4 is a screen capture of a page from the Web server
of FIG. 1.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

FIG. 1 shows a wireless diagnostic system 10 that com-
municates with a collection of vehicles 30 using a host
computer system 12 and a standard wireless communica-
tions system 15. The wireless communications system 15 is,
e.g., a conventional wireless telephone or paging system
(e.g., Bell South’s ‘Mobilex’ System). Each vehicle 32a,
32b, 32n in the collection of vehicles 30 features a data
collector/router 35a, 35b, 35n that queries data generated by
each vehicle’s ECU and OBD-II systems through an OBD
buss. After the query, each data collector/router 35a, 35b,
35n receives data from the host vehicle 324, 32b, 32x and
sends it as a data packet over a wireless airlink 38 to the
wireless commupication system 15. The wireless commu-
nication system 15 features a standard hardware component
19 (e.g. a system of transmission ‘bay stations’, computers,
and switching and routing hardware) and software compo-
nent 17 (e.g., a paging or cellular network) that relay the data
packet through a digital line 40 to the host computer syslem
12.

A data collection/transmission module 20 (e.g., a digital
transmission line) in the host computer system 12 receives
the data packet and then routes it to a microprocessor 21.
The microprocessor controls a data-analysis module 22
(e.g., hardware and software for statistical analysis) that
processes the data packet, and a data-memory module 25
(e.g., a computer memory or database) that stores it. A web
server 26 receives the processed data from the data-analysis
22 and data-memory modules 25 and makes it available to
an Internet computer network 50 through a first network
connection 52. An end-user 56 accesses the data on the web
server 26 through a second network connection 54 using the
Internet computer network 50.
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Data packets from each data collector/router 35a, 35b,
35n can also be accessed directly over an airlink 70 by
wireless telephones 624, 62b, 62r in a wireless telephone
network 60. In this case each wireless telephone 62a, 62b,
621 has an airlink modem 65a, 65b, 651 that allows the data
packet to be accessed directly. Alternatively, using the
airlink modem 65a, 65b, 65n, the wireless telephones 624,
62b, 62n can access processed data from the web server 26,
provided they have the appropriate software (e.g., web-
browsing capabilities). In this case, the web server 26
formats the data in a maoner suitable to wireless browsing
(e.g. wireless access protocol).

The host computer system 12 typically works
bi-directionally, i.e. it can both send data to and receive data
from the data collector/routers 35a, 35b, 35n present on each
vehicle 32a, 32b, 32n. For example, following a query, the
host computer system 12 receives a data packet from a
particular data collector/router. The system typically runs a
real-time operating system (e.g., Windows NT® or Unix®)
that manages multiple sofiware programs conducting differ-
ent functions (e.g. data processing and storage). ’

Data is typically sent from the host vehicle 32a, 32b, 321
to each data collector/router 352, 35b, 351 at a predeter-
mined time interval (e.g. a random or pericdic time interval)
that is programmed in either the data collector/router or the
actual vehicle. For example, data can be sent on a daily
basis. Alternatively, data can be queried in response to a
signal sent from the host computer system 12 Lo the data
collector/routers 35a, 35b, 35n present on each vehicle 324,
32b, 32n.

Depending on the make and model of the vehicle, the data
packet can contain hundreds of datum that describe, e.g.: 1)
basic properties of the power train (e.g., emission levels,
fuel-system status, engine temperature, speed and odometer
readings, anti-lock brake status, RPMs, fuel and intake
manifold pressure); and ii) manufacturer-specific informa-
tion (e.g., status of the door locks, airbags, and entertainment
center). In total, for most vehicles there are typically more
than 300 datum that can be included in the data packet.

Certain vehicle functions can also be controlled by send-
ing a data packet to the vehicle. Data in the data packet can
adjust, for example, settings in the ECUs and OBD-II
sensors, certain engine properties, and indicator lights on the
vehicle’s dashboard. They can also be used to open door
locks and reconfigure the vehicle’s entertainment system.

In addition, data packets routed through the wireless
communications system 15 can be analyzed to determine the
vehicle’s approximate location. This can be done with
relatively low accuracy (within a few miles) by simply
recording the location of a specific cellular tower in the
hardware component 17 of the wireless communications
system 15 that routes the data packet to the host computer
system 12, Recording the location of multiple bay stations
within range of the vehicle, and then analyzing these data
using conventional algorithms (e.g., triangulation), increases
the accuracy lo which the vehicle’s location is determined.

FIG. 2 shows a data collector/router 35 in electrical
contact with a vehicle’s OBD/ECU system 100. The two
systems connect through a conventional OBD-II connector
120 typicaily located under the vehicle’s dashboard. The
data collector/router 35 is contained in a small, portable
housing that plugs directly into the connector 120 and can be
easily installed and replaced. )

The connector 120 has a serial, 16-cavity layout, with
specific electrical connections in separale cavities supplying
data and electrical power from the OBD/ECU system 100.
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The connector electrically and mechanically matches an
OBD-II interface 102 in the data collector/router 35.
Although the OBD-II connector 120 has a standard
mechanical interface, data transmitted through it may have
a format and pass through cavities that depend on the
vehicle’s make and model. For example, Ford and General
Motors vehicles use an OBD data format called J1850; data
in this format pass through cavities 2 and 10. Chrysler and
most European and Asian manufacturers use a data format
called ISO 9141-2 and pass data through cavities 7 and 15.
In a third format, called J2284, data is passed through
cavities 6 and 14.

The connector 120 also passes battery power (cavity 16),
automobile chassis ground (cavity 4), and signal ground
(cavity 5) from the OBD/ECU system 100 through the
OBD-II interface 102 to the data collector/router 35. Using
these connections, a power supply 105 receives the battery
power, regulates it, and in turn drives a data processor 104
and wireless transmitter 106 within the data collector/router
35.

Once received, data is passed o the data processor 104
(e.g., a microprocessor) that processes and formats it to form
a data packet. As an example, a data packet and specifically
formatted for Bell South’s wireless 900 MHz Mobilex
MPAK system is described in Table below. Actual data
describing the host vehicle is contained in the 516-byte data
area described in Table 1.

TABLE 1

description of Mobitex MPAK data packet

Byles  General Description

3 source MAN (unique 24-Bit modem number)

3 destination MAN (unique 24-Bit modem number)

1 when sending: Bit 0 = use mailbox

Bit 1 = return positive acknowledgment
Bit 2 = use address list

Bits 3-7=10

Bit 4 = may be ignored

Bits 5~7 = traffic slate

when receiving:

1 MPAK type
Oor22 address list
0to 512 data payload

Once properly formatted as described in Table 1, the data
packet is passed from the data processor 104 to the wireless
transmitter 106. The transmitter 106 transmits the data
packet through a conventional wireless antenna 108 over an
airlink 38 to a wireless communications system (15) shown
in FIG. 1. The data processor 104 formats the data packet
according to the wireless communications system that trans-
mits it.

Once transmitted, the data packet propagates through the
wireless communication software and hardware components
(17 and 19 in FIG. 1) of the communication network (e.g.,
the Mobitex network). Typically in this case the data packet
is routed to a ‘point of presence’ or ‘POP’ in the network,
where it is then transferred over a digital line (e.g., 40 in
FIG. 1) to the host computer system.

The data area described in Table 1 contains data generated
by the vehicle’s OBD/ECU system 100. As described above,
this system 100 functions effectively as an on-board com-
puter network that generates, transmits, and receives data.
For simplicity, the system 100 in FIG. 2 contains two
OBD-II systems. 121a, 1215 and two ECU systems 125a,
125b; it is analogous to more complex OBD-II and ECU
systems employed in actual vehicles. The OBD-II systems
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1214, 121b are microcontrollers that monitor the various
vehicle-related properties described above. The ECU sys-
tems 125a, 125b receive and send data to electromechanical
actuators that control, e.g., fuel-injector pulses, spark-plug
timing, and anti-lock braking systems.

The OBD-II systems 1214, 1215 and ECU systems 125z,
125b are controlled by the vehicle’s ECM/PCM 130. In
some cases, the ECM/PCM 130 receives data from these
systems and routes it over a shared electronic OBD buss
133. Alternatively, after receiving the data the ECM/PCM
130 converts it to “fail” or “malfunction” codes that are then
routed over the shared electronic buss 133. In both cases, the
OBD buss serially transmits data to the data collector/router
35 through the electrically connected OBD connector 120.

Once collected and sent to the host computer system (12
in FIG. 1), the data packet can be analyzed in a variety of
different ways. As an example, FIG. 3 shows a flow chart
describing one method 150 of how data is analyzed and then
made available to end-users through the Internet. A wide
number of different data-analysis methods are possible; the
one shown in FIG. 3 was chosen because of its simplicity.

In the data-analysis method 150, the host compuler sys-
tem receives a data packet from the vehicle through the
wireless communications network (step 152). The data
packet has a format shown, e.g., in Table 1 above, and
contains a wide range of information that characterizes the
vehicle’s performance. Once received, the packet is ana-
lyzed and an odometer reading (e.g., mileage) from the
vehicle is extracted (step 154). If necessary, the micropro-
cessor then scales the odometer reading (e.g., converts
kilometers to miles) or converts the format used in the data
packet (e.g., a manufacturer-specific format) to one that is
easily recognized by the end-user (step 156). At this point
the odomelter reading and other data within the data packet
are distributed and stored in the data-memory module (e.g.
a database) of the host computer system (step 158). Some
data may be simply disregarded during this step. This
portion (steps 152, 154, 156, and 158) of the method may be
repeated at this point to generate additional data.

All the data (e.g. the wvehicle’s mileage collected at
different time or mileage intervals) can be posted directly on
a Web page on the Web server (step 162) where it is
accessible by the end-user through the Internet. The data can
also be analyzed further. For example, a current odometer
reading can be compared to one recorded at an earlier date

* (step 160) to determine how many miles the vehicle has
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traveled since its last oil change. If this value exceeds that
recommended for the particular vehicle, the host computer
system can notify the user through electronic mail that the
vehicle requires service (step 164). The method 150 can also
be used to remotely adjust settings in the vehicle’s OBD-II
systems. For example, at this point the host computer system
could send a data packet to the vehicle to reset the trip
odometer to a new value (step 166).

FIG. 4 shows a sample Web page 200 from a Web server
that displays data processed using a method similar to that
shown in FIG. 3. Access to Web page is typically password-
protected, thereby only allowing end-users with the correct
password to access data for a particular vehicle.

The Web page 200 features a region 202 that describes the
owner of the vehicle and its make and model. The page 200
also has a region 204 that describes the time, date, and
odometer readings registered at its last update. Data describ-
ing vehicle problems (e.g., engine faults, coolant and brake
fluid levels, emission status) that may require immediate
attention are displayed in region 206. Data used to diagnose
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the overall condition of the vehicle (e.g., brake and trans-
mission status, wheel alignment) are displayed in region
208. More data relating to these properties can be obtained
by clicking the appropriate buttons (“Diagnostic Details”,
“Diagnostic Codes™) in this region. The page 200 also
includes a region 210 that provides the approximate location
of the vehicle. As described above, the vehicle’s location is
determined by recording the location of one or more bay
stations used to send the latest data packet through the
wireless communications system. The page also includes a
region 212 that features data describing the general history
and maintenance of the vehicle. A related region 214
describes parts for the particular vehicle that have been
recently recalled. A region 216 describes the locations of
parts dealers and local service stations for the particular
vehicle, while the region 218 provides access to features that
may affect travel, such as weather, traffic, road conditions,
and the status of the vehicle’s registration.

Other embodiments are within the scope of the invention.
For example, the components used in the data collector/
router (particularly the wireless transmitter) may be opti-
mized for different types of wireless communications sys-
tems. These systems include wireless telephone and paging
systems, Bluetooth®, and similar systems. Similarly, the
format of the data packet may also be adjusted for trans-
mission over different types of networks. In general, any
components in the data collector/router, and any format of
the data packet, can be used to accomplish the general
method of the invention.

Likewise, a wide range of mathematical algorithms can be
used to analyze data once it is extracted from the data
packets. These algorithms range from the relatively simple
(e.g., lessors and renters determining the mileage on a
vehicle for billing purposes) to the complex (e.g., predictive
engine diagnoses using ‘data mining’ techniques). Data
analysis may be used to characterize an individual vehicle as
described above, or a collection of vehicles. Algorithms used
10 characterize a collection of vehicles can be used, for
example, for remote vehicle or parts surveys, to characterize
emission performance in specific geographic locations, or to
characterize traffic.

Other embodiments of the invention include algorithms
for analyzing data to characterize vehicle accidents and
driving patterns for insurance purposes; algorithms for
determining driving patierns for use-based leasing; and
algorithms for recording vehicle use and driving patterns for
tax purposes. In general, any algorithm that processes dafa
collected with the above-described method is within the
scope of the invention.

Similarly, the temporal or mileage frequency at which
data is collected can be adjusted to diagnose specific types
of problems. For example, characterization of certain types
of vehicle performance indicators, such as emissions, may
need to be monitored relatively frequently. Other properties,
such as mileage and fluid levels, may only need lo be
monitored every few days, or in some cases just a few times
each year.

Once the data is analyzed, the Web page used to display
the data can take many different forms. Different Web pages
may be designed and accessed depending on the end-user.
For example, individual users may have access to Web pages
for their particular vehicle. Conversely, vehicle service
providers (e.g. providers that change oil or certify a vehi-
cle’s emissions) may have access to Web pages that contain
data (e.g., mileage and emissions data) from a wide range of
vehicles. These data, for example, can be sorted and ana-
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lyzed depending on vehicle make, model, and geographic
location. Web pages may also be formatted using standard
wireless access protocols (WAP) so thal they can be
accessed using wireless devices such as cellular telephones,
personal digital assistants (PDAs), and related devices.

In other embodiments, additional bardware can be added
to the in-vehicle unit. For example, hardware for global-
positioning systems (GPS) may be added so that the location
of the vehicle can be monitored along with its data.

In other embodiments, data from the data collector/router
in the vehicle can be analyzed and used for: remote billing/
payment of tolls; remote smog and emissions checks; remote
payment of parking/valet services; remote control of the
vehicle (e.g., in response to theft or traffic/registration
violations); and general survey information.

Still other embodiments are within the scope of the
following claims.

What is claimed is:

1. A method for characterizing a vehicle’s performance,
comprising:

(a) retrieving data representative of the vehicle’s
performance, through the vehicle’s OBD or OBD-II
connector, according to a communication protocol, at a
predetermined time interval, and with a data collector,
the data collector comprising,

i) an electrical connector configured to connect to the
OBD or OBD-II connector,

ii) a microprocessor interfaced with the electrical con-
nector and configured to retrieve and transmit data at
the predetermined time interval, and

iil) a wireless transmitter interfaced with the micropro-
cessor; and

(b) wirelessly transmitting the data with the wireless
transmitter.

2. The method of claim 1, wherein the data is serially
transferred through an OBD-II connector to the data collec-
tor.

3. The method of claim 2, wherein the protocol used lo
transfer data through the OBD-II connector is J1850, ISO
9141-2, or J2284.

4. The method of claim 1, wherein the retrieving data
comprises retrieving data encoded in a digital format using
an electronic control unit or power control unit.

5. The method of claim 1, wherein the retrieved data
describes at least one of the vehicle’s mileage, exhaust
emissions, engine performance, engine temperature, coolant
temperalure, intake-manifold pressure, vehicle-
identification number, engine-performance tuning
parameters, alarm status, accelerometer status, fuel-injector
performance, spark-plug timing, odometer reading, and a
status of an anti-lock braking system.

6. The method of claim 1, further comprising wirelessly
receiving data configured 1o adjust a setling in a diagpostic
system of the vehicle.

7. The method of claim 1, wherein the vehicle is selected
from a group comprising an automobile, truck, wheeled
commercial equipment, heavy truck, power sport vehicle,
collision repair vehicle, marine vehicle, and recreational
vehicle.

8. The method of claim 1, further comprising wirelessly
transmitting location data representative of the vehicle’s
location with the wireless transmitter.

9, The method of claim 8, wherein the location data
includes global positioning system (GPS) data.

10. The method of claim 1, wherein the predetermined
time interval is programmable.
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11. The method of claim 1, wherein the retrieving data or
wirelessly transmitting data is automatically performed at a
configurable predetermined or random time interval.

12. The method of claim 1, further comprising wirelessly
receiving data configured to modify a software or firmware
configuration in the vehicle.

13. A system for characterizing a vehicle’s performance,
comprising:

(a) a data collector/router comprising,

(i) an electrical connector configured to connect to the
vehicle’s OBD or OBD-1I connector;

(ii) a microprocessor interfaced with the electrical
connector, the microprocessor configured to retrieve
data generated by the vehicle at a predetermined time
interval; and

(iii) a wireless transmitter configured to receive the data
from the microprocessor and wirelessly transmit the
data; and

(b) a location-determining component configured to deter-

mine location data representative of the vehicle’s

location, wherein the wireless transmitter is configured
to receive the location data and wirelessly transmit the
location data; and

(c) a wireless receiver configured to receive (1) data

configured to adjust a setting in a diagnostic system of

the vehicle and (2) data configured to modify a soft-
ware or firmware configuration in the vehicle,

wherein the retrieved data describes at least one of the
vehicle’s mileage, exhaust emissions, engine
performance, engine temperature, coolant temperature,
intake-manpifold pressure, vehicle-identification
number, engine-performance tuning parameters, alarm
status, accelerometer status, fuel-injector performance,
spark-plug timing, odometer reading, and a status of an
anti-lock braking system,

wherein the microprocessor is configured to retrieve data

at a configurable predetermined or random time

interval,

wherein the wireless transmitter is configured to transmit

data at a configurable predetermined or random time

interval,

wherein the location data includes global positioning

system (GPS) data,

wherein the data collector/router is configured to serially

transfer data through an OBD-II connector to the data

collector/router, and

wherein the data collector/router is configured to transfer

data using a J1850, ISO 9141-2, or J2284 protocol.

14. A system for characterizing a vehicle’s performance,
comprising:

(2) a data collector/router comprising,

(i) an electrical connector configured to connect to the
vehicle’s OBD or OBD-II connector;

(i) a microprocessor interfaced with the electrical
connector, the microprocessor configured to retrieve
data generated by the vehicle at a predetermined time
interval; and

(iii) a wireless transmitter configured to receive the data
from the microprocessor and wirelessly transmit the
data.

15. The system of claim 14, wherein the data collector/
router is configured to serally transfer data through an
OBD-II connector to the data collector/router.

16. The system of claim 15, wherein the data collector/
router is configured to transfer data using a J1850, ISO
9141-2, or J2284 protocol.
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17. The system of claim 14, further comprising a wireless
receiver configured to receive data configured to adjust a
setting in a diagnostic system of the vehicle.

18. The system of claim 14, wherein the vehicle is
selected from a group comprising an automobile, truck,
wheeled commercial equipment, heavy truck, power sport
vehicle, collision repair vehicle, marine vehicle, and recre-
ational vehicle.

19. The system of claim 14, further comprising a location-
determining component configured to determine location
data representative of the vehicle’s location, wherein the
wireless transmitter is configured to receive the location data
and wirelessly transmit the location data,

20. The system of claim 19, wherein the location data
includes global positioning system (GPS) data.

21. The system of claim 14, further comprising a wireless
receiver configured to receive data configured to modify a
software or firmware configuration in the vehicle.

22. The system of claim 14, wherein the microprocessor
is configured to retrieve data at a configurable predetermined
or random time interval.

23. The system of claim 14, wherein the wireless trans-
mitter is configured to transmit data at a configurable
predetermined or random time interval.

24. The system of claim 14, wherein the retrieved data
describes at least one of the vehicle’s mileage, exhaust
cmissions, engine performance, engine temperature, coolant
temperature, intake-manifold pressure, vehicle-
identification number, engine-performance tuning
parameters, alarm status, accelerometer status, fuel-injector
performance, spark-plug timing, odometer reading, and a
status of an anti-lock braking system.

25. A method execuled by a programmable host computer
to characterize a vehicle’s performance, the method com-
prising:

(a) wirelessly receiving, by the host computer, a first set

of data representative of the vehicle’s performance;

(b) wirelessly receiving, by the host computer, a second

set of data representative of the vehicle’s location;

(c) analyzing the first and second sets of data with the host

computer to generate analyzed data, wherein the ana-
lyzing includes applying at least one algorithm to at
least a portion of the first and second sets of data; and

(d) displaying the analyzed dala on at leasl one web page

accessible on the Internet,

wherein the displayed analyzed data includes at least one

map representation depicting a current location of the
vehicle, and

wherein the at least one web page includes a plurality of

regions associated with respective analyzed data,

26. The method of claim 25, wherein the displayed
analyzed data includes vehicle location information in
degrees latitude and longitude.

27. The method of claim 25, wherein the second set of
data is provided, at least in part, from a global positioning
system (GPS) component in the vehicle.

28. The method of claim 25, wherein the at least one web
page is associated with an individual user or vehicle service
provider.

29. The method of claim 25, wherein the at least one web
page displays analyzed data associated with a plurality of
vehicles.

30. The method of claim 25, wherein the vehicle is
selected from a group comprising an automobile, truck,
wheeled commercial equipment, heavy truck, power sport
vehicle, collision repair vehicle, marine vehicle, and recre-
ational vehicle.



US 6,732,031 B1

13

31. The method of claim 25, wherein the analyzing the
data includes extracting data from a dala packet correspond-
ing to a specific property of the vehicle and storing the data
in a computer memory or database.

32. The method of claim 25, wherein the algorithm is used
to at least in part characterize or predict electrical or
mechanical performance of the vehicle.

33. The method of claim 25, wherein the analyzing the
data includes comparing the data with data collected at an
earlier time to characterize or predict performance of the
vehicle.

34. The method of claim 25, wherein the analyzing the
data includes comparing the data with a predetermined
numerical value or collection of values to characterize
performance of the vehicle.

35. The method of claim 25, wherein the data corresponds
at least in part to a level of exhaust emissions for the vehicle,
and the analyzing the data comprises comparing the level of
exhaust emissions Lo a predelermined value for the particular
vehicle to characterize performance of the vehicle.

36. The method of claim 25, wherein the data corresponds
to a mileage for the vehicle, and the analyzing the data
comprises comparing the mileage to a predetermined value
for the particular vehicle to characterize performance of the
vehicle.

37. The method of claim 25, further comprising sending
an electronic text, dala, or voice message o a compuler,
cellular telephone, or wireless device after the analyzing of
the data.

38. The method of claim 25, further comprising wirelessly
ransmitting data to the vehicle, the transmitted data con-
figured to adjust a setting in a diagnostic system of the
vehicle.

39. The method of claim 25, wherein the first set of data
describes at least one of the vehicle’s mileage, exhaust
emissions, engine performance, engine temperature, coolant
temperature, intake-manifold pressure, vehicle-
identification number, engine-performance tuning
parameters, alarm status, accelerometer status, fuel-injector
performance, spark-plug timing, odomeler reading, and a
status of an anti-lock braking system.

40. The method of claim 25, further comprising storing
the analyzed data in at least one database, the database
associated with at least one of insurance, vehicle driving
pattern monitoring, emission characteristics, a performance
or reliability survey, vehicle tracking, and billing of a user of
the vehicle.

41. The method of claim 25, wherein the analyzing the
data includes inferring a concentration of hydrocarbons,
oxides of nitrogen, and carbon monoxide emitted from the
vehicle.

42. The method of claim 25, wherein the analyzing the
data includes:

(i) estimating the vehicle’s odometer reading;

(ii) comparing the odometer reading to a schedule indica-
tive of at least one service event associated with
mileage; and

(iii) based on the comparing, sending a notification if a
service event is recommended for the vehicle.

43. The method of claim 25, further comprising wirelessly
transmitting data configured to modify a software or firm-
ware configuration in the vehicle.

44. The method of claim 25, wherein the at least one web
page provides access to analysis software execulable by a
user, wherein the analysis software is remote from the user.
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45. The method of claim 25, wherein the analyzing the
data includes:

(i) remotely identifying a problem condition in the
vehicle, wherein the vehicle is located at a location
remote from a service entity; and

(ii) sending a message to at least one of the service entity
and an owner of the vehicle, wherein the message is
associated with the identified problem condition.

46. The method of claim 45, wherein the sending a
message comprises updating a web page associated with the
service entity or owner.

47. The method of claim 45, wherein the problem con-
dition relates to an existing problem.

48. The method of claim 45, wherein the problem con-
dition relates to a predicted problem.

49. The method of claim 25, wherein the analyzing the
data comprises:

(i) remotely identifying a problem condition in the

vehicle; and

(ii) remotely repairing the vehicle to correct the problem
condition,
wherein the vehicle is located at a location remote from

a service entity.

50. The method of claim 25, wherein the analyzing the
data comprises:

(i) determining a location of the vehicle; and

(ii) activating a safety or anti-theft function associated
with the determined location.

51. A programmable host computer for characterizing a

vehicle’s performance, comprising:

(a) a data collection component configured to receive data
sent wirelessly by the vehicle, the received data includ-
ing a first set of data representative of the vehicle’s
performance and a second set of data representative of
the vehicle’s location;

(b) a data transmission component configured to wire-
lessly transmit data;

(c) a data analysis component configured to analyze the
first and second sets of data to generate analyzed data,
wherein the data analysis component is configured to
apply at least one algorithm to at least a portion of the
first and second sets of data; and

(d) a web display component configured to provide the
analyzed data for display on at least one web page
accessible on the Internet,

wherein the displayed analyzed data includes at least one
map representation depicting a current location of the
vehicle, and

wherein the at least one web page includes a plurality of
regions associated with respective analyzed data.

52. The programmable host computer of claim 51,

wherein the web display component comprises a web server.

53. The programmable host computer of claim 51, further
comprising a data memory component configured 1o store at
least a portion of the received or analyzed data.

54. The programmable host computer of claim 53,
wherein the data memory component comprises a database.

55. The programmable host computer of claim 51,
wherein the displayed analyzed data includes vehicle loca-
tion information in degrees latitude and longitude.

56. The programmable host computer of claim 51,
wherein the second set of data is provided, at least in part,
from a global positioning system (GPS) component in the
vehicle.

57. The programmable host computer of claim 51,
wherein the al least one web page is associated with an
individual user or vehicle service provider.
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58. The programmable host computer of claim 51,
wherein the at least one web page displays analyzed data
associated with a plurality of vehicles.

59. The programmable host computer of claim 51,
wherein the vehicle is selected from a group comprising an
automobile, truck, wheeled commercial equipment, heavy
truck, power sport vehicle, collision repair vehicle, marine
vehicle, and recreational vehicle.

60. The programmable host computer of claim 51,
wherein the data analysis component is configured to extract
data from a data packet corresponding to a specific property
of the vehicle and to store the data in a computer memory or
database.

61. The programmable host computer of claim 51,
wherein the algorithm is used to at least in part characterize
or predict electrical or mechanical performance of the
vehicle.

62. The programmable host computer of claim 51,
wherein the data analysis component is configured to com-
pare at least a portion of the received data with data collected
at an earlier time to characterize or predict performance of
the vehicle.

63. The programmable host computer of claim 51,
wherein the data analysis component is configured to com-
pare at least a portion of the received data with a predeter-
mined numerical value or collection of values to character-
ize performance of the vehicle.

64. The programmable host computer of claim 51,
wherein at least a portion of the received data corresponds
at least in part to a level of exhaust emissions for the vehicle,
and the data analysis component is configured to compare
the level of exhaust emissions to a predetermined value for
the particular vehicle to characterize performance of the
vehicle.

65. The programmable host computer of claim 51,
wherein at least a portion of the received data corresponds
to a mileage for the vehicle, and the data analysis component
is configured to compare the mileage to a predetermined
value for the particular vehicle lo characterize performance
of the vehicle.

66. The programmable host computer of claim 51,
wherein the data transmission component is configured to
send an electronic text, data, or voice message to a computer,
cellular telephone, or wireless device responsive to an
output of the data analysis component.

67. The programmable host computer of claim 51,
wherein the first set of data describes at least one of the
vehicle’s mileage, exhaust emissions, engine performance,
engine temperature, coolant temperature, intake-manifold
pressure, vehicle-identification number, engine-performance
tuning parameters, alarm status, accelerometer status, fuel-
injector performance, spark-plug timing, odometer reading,
and a status of an anti-lock braking system.

68. The programmable host computer of claim 51, further
comprising a data storage component configured to store the
analyzed data in at least one database, the database associ-
ated with at least one of insurance, vehicle driving pattern
monitoring, emission characteristics, a performance or reli-
ability survey, vehicle tracking, and billing of a user of the
vehicle.

69. The programmable host computer of claim 51,
wherein the data analysis component is configured to infer
a concentration of hydrocarbons, oxides of nitrogen, and
carbon monoxide emitted from the vehicle.

70. The programmable host computer of claim 51,
wherein the data analysis component is configured to:

(i) estimate the vehicle’s odometer reading;
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(ii) compare the odometer reading to a schedule indicative
of at least one service event associated with mileage;
and

(iii) based on the comparing, send a notification if a
service event is recommended for the vehicle.

71. The programmable host computer of claim 51,
wherein the data fransmission component is configured to
wirelessly transinit data configured to modify a software or
firmware configuration in the vehicle.

72. The programmable host computer of claim 51,
wherein the at least one web page provides access to analysis
software executable by a user, wherein the analysis software
is remote from the user.

73. The programmable host computer of claim 51,
wherein the data analysis component is configured to:

(i) remotely identify a problem condition in the vehicle,

wherein the vehicle is located at a location remote from
a service entity; and

(ii) send a message to at least one of the service entity and
an owner of the vehicle, wherein the message is asso-
ciated with the identified problem condition.

74. The programmable host computer of claim 73,
wherein a web page associated with the service entity or
owner is updated.

75. The programmable host computer of claim 73,
wherein the problem condition relates to an existing prob-
lem.

76. The programmable host computer of claim 73,
wherein the problem condition relates to a predicted prob-
lem.

77. The programmable host computer of claim 51,
wherein the data analysis component is configured to:

(i) remotely identify a problem condition in the vehicle;

and

(ii) remotely repair the vehicle to correct the problem
condition,
wherein the vehicle is located at a location remote from

a service entity.

78. The programmable host computer of claim 51,
wherein the data analysis component is configured to:

(i) determine a location of the vehicle; and

(ii) activate a safety or anti-thefl function associated with
the determined location.

79. The programmable host computer of claim 51,
wherein the wireless transmission component is configured
to transmit data to the vehicle which adjusts at least one
setting in a diagnostic system of the vehicle.

80. A machine-readable medium incliding instructions
for performing a method for a programmable host computer
to characterize a vehicle’s performance, said medium com-
prising:

(a) iostructions for wirelessly receiving, by the host
computer and from the vehicle, a first set of data
representative of the vehicle’s performance;

(b) instructions for wirelessly receiving, by the host
computer and from the vehicle, a second set of data
representative of the vehicle’s location;

{c) instructions for analyzing the first and second sets of
data with the host computer to generale analyzed data,
wherein the analyzing includes applying at least one
algorithm to at least a portion of the first and second
sets of data; and

(d) instructions for displaying the analyzed data on at least
one web page accessible on the Internet,

wherein the displayed analyzed data includes at least one
map representation depicting a current location of the
vehicle, and
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wherein the at least one web page includes a plurality of

regions associated with respective analyzed data.

81. The machine-readable medium of claim 80, wherein
the displayed analyzed data includes vehicle location infor-
mation in degrees latitude and longitude.

82. The machine-readable medium of claim 80, wherein
the second set of data is provided, at least in part, from a
global positioning system (GPS) component in the vehicle.

83. The machine-readable medium of claim 80, wherein
the at least one web page is associated with an individual
user or vehicle service provider.

84. The machine-readable medium of claim 80, wherein
the at least one web page displays analyzed data associated
with a plurality of vehicles.

85. The machine-readable medium of claim 80, wherein
the vehicle is selected from a group comprising an
automobile, truck, wheeled commercial equipment, heavy
truck, power sport vehicle, collision repair vehicle, marine
vehicle, and recreational vehicle.

86. The machine-readable medium of claim 80, wherein
the instructions for analyzing the data include instructions
for extracting data from a data packet corresponding to a
specific property of the vehicle and storing the data in a
computer memory or database.

87. The machine-readable medium of claim 80, wherein
' the algorithm is used to at least in part characterize or predict
electrical or mechanical performance of the vehicle.

88. The machine-readable medium of claim 80, wherein
the instructions for analyzing the data include instructions
for comparing the data with data collected al an earlier time
to characterize or predict performance of the vehicle.

89. The machine-readable medium of claim 80, wherein
the instructions for analyzing the data include instructions
for comparing the data with a predetermined numerical
value or collection of values to characterize performance of
the vehicle.

90. The machine-readable medium of claim 80, wherein
the data corresponds at least in part to a level of exhaust
cmissions for the vehicle, and the instructions for analyzing
the data comprise instructions for comparing the level of
exhaust emissions to a predetermined value for the particular
vehicle to characterize performance of the vehicle.

91. The machine-readable medium of claim 80, wherein
the data corresponds to a mileage for the vehicle, and the
instructions for analyzing the data comprise instructions for
comparing the mileage to a predetermined value for the
particular vehicle to characterize performance of the vehicle.

92. The machine-readable medium of claim 80, further
comprising instructions for sending an electronic text, data,
or voice message to a computer, cellular telephone, or
wireless device after analysis of the data.

93. The machine-readable medium of claim 80, further
comprising instructions for wirelessly transmitting data to
the vehicle, the trapsmitted data configured to adjust a
setting in a diagnostic system of the vehicle.

94. The machine-readable medium of claim 80, wherein
the first set of data describes at least one of the vehicle’s
mileage, exhaust emissions, engine performance, engine
temperature, coolant temperature, intake-manifold pressure,
vehicle-identification number, engine-performance tuning
parameters, alarm status, accelerometer status, fuel-injector
performance, spark-plug timing, odometer reading, and a
status of an anti-lock braking system.

95, The machine-readable medium of claim 80, further
comprising instructions for storing the analyzed data in at
least one database, the database associated with at leasl one
of insurance, vehicle driving pattern monitoring, emission
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characteristics, a performance or reliability survey, vehicle
iracking, and billing of a user of the vehicle.

96. The machine-readable medium of claim 80, wherein
the instructions for analyzing the data include instructions
for inferring a concentration of hydrocarbons, oxides of
nitrogen, and carbon monoxide emitted from the vehicle.

97. The machine-readable medium of claim 80, wherein
the instructions for analyzing the data include:

(i) imstructions for estimating the vehicle’s odometer

reading;

(ii) instructions for comparing the odometer reading to a
schedule indicative of at least one service event asso-
ciated with mileage; and

(iif) instructions for, based on the comparing, sending a
notification if a service event is recommended for the
vehicle.

98. The machine-readable medium of claim 80, further
comprising instructions for wirelessly transmitting data con-
figured to modify a software or firmware configuration in the
vehicle.

99, The machine-readable medium of claim 80, wherein
the at least one web page provides access to analysis
software executable by a user, wherein the analysis software
is remote from the user.

100. The machine-readable medium of claim 80, wherein
the instructions for analyzing the data include:

(1) instructions for remotely identifying a problem con-

dition in the vehicle, wherein the vehicle is located at
a location remote from a service entity; and

(ii) instructions for sending a message to at least one of
the service entity and an owner of the vehicle, wherein
the message is associated with the identified problem
condition.

101. The machine-readable medium of claim 100,
wherein the instructions for sending a message comprise
instructions for updating a web page associated with the
service entity or owner.

102. The machine-readable medium of claim 100,
wherein the problem condition relates to an existing prob-
lem.

103. The machine-readable medium of claim 100,
wherein the problem condition relates to a predicted prob-
lem.

104. The machine-readable medium of claim 80, wherein
the instructions for analyzing the data comprise:

(i) instructions for remotely identifying a problem con-

dition in the vehicle; and

(ii) instructions for remotely repairing the vehicle to
correct the problem condition,
wherein the vehicle is located at a location remote from

a service entity.

105. The machine-readable medium of claim 80, wherein
the instructions for analyzing the data comprise:

(i) instructions for determining 2 location of the vehicle;

and

(ii) instructions for activating a safety or anti-theft func-
tion associated with the determined location.

106. A graphical user interface for displaying perfor-
mance and location information for a vehicle, the interface
comprising:

a plurality of regions, each region displaying analyzed

data for the vehicle,

wherein at least one region includes data representative
of the vehicle’s performance,

wherein a1 least one region includes data representative
of a location of the vehicle, and
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wherein the plurality of regions are displayed on at
least one web page accessible on the Internet.

107. The graphical user interface of claim 106, wherein
the displayed analyzed data includes at least one map
associated with the location data.

108. The graphical user interface of claim 106, wherein
the displayed analyzed data includes vehicle location infor-
mation in degrees latitude and longitude.

109. The graphical user interface of claim 106, wherein
the displayed analyzed data includes data representing at
least one of the vehicle’s mileage, exhaust emissions, engine
performance, engine temperature, coolant temperature,
intake-manifold pressure, vehicle-identification number,
engine-performance tuning parameters, alarm status, accel-
erometer status, fuel-injector performance, spark-plug
timing, odometer reading, and a status of an anti-lock
braking system.

110. The graphical user interface of claim 106, wherein
the at least one web page is associated with an individual
user or vehicle service provider.

111. The graphical user inlerface of claim 106, wherein
the at least one web page displays analyzed data associated
with a plurality of vehicles.

112. The graphical user interface of claim 106, wherein
the vehicle is selected from a group comprising an
automobile, truck, wheeled commercial equipment, heavy
truck, power sport vehicle, collision repair vehicle, marine
vehicle, and recreational vehicle.

13. The graphical user interface of claim 106, wherein
access to the graphical user interface is password-protected.

114. The graphical user interface of claim 106, wherein
the displayed analyzed data includes information associated
with at least one problem condition.

115. A motor vehicle for use in cooperation with a
programmable central computer, comprising:

(a) an engine;

(b) a transmission;

(c) a braking mechanism;

(d) an onboard diagnostic system having an OBD or
OBD-II conneclor, the diagnostic system configured to
query at least data relating to the engine, transmission,
and braking mechanism;

(e) a data collector/router comprising,

20

25

35

40

20

(i) an electrical connector configured to connect to the
OBD or OBD-II connector,

(ii) a microprocessor interfaced with the electrical
connector, the microprocessor configured to retrieve
data generated by the vehicle at a predetermined time
interval, and

(iii) a wireless transmitter configured to receive the data
from thé microprocessor and wirelessly transmit the
data; and

() a location-determining component configured to deter-
mine location data representative of the vehicle’s
location, wherein the wireless transmitter is configured
to receive the location data and wirelessly transmit the
location dala; and

(g) a wireless receiver configured to receive (1) data
configured to adjust a setting in a diagnostic system of
the vehicle and (2) data configured to modify a soft-
ware or firmware configuration in the vehicle,

wherein the retrieved data describes at least one of the
vehicle’s mileage, exhaust emissions, engine
performance, engine temperature, coolant temperature,
intake-manifold pressure, vehicle-identification
number, engine-performance tuning parameters, alarm
status, accelerometer status, fuel-injector performance,
spark-plug timing, odometer reading, and a status of an
anti-lock braking system,

wherein the microprocessor is configured to retrieve data
at a configurable predetermined or random time
interval,

wherein the location data includes global positioning
system (GPS) data,

wherein the data collector/router is confignred to serially
transfer data through an OBD-II connector to the data
collector/router, and

wherein the data collector/router is configured to transfer
data using a J1850, ISO 9141-2, or J2284 protocol.

116. The motor vehicle of claim 115, wherein the vehicle

is selected from a group comprising an automobile, truck,
wheeled commercial equipment, heavy truck, power sport
vehicle, collision repair vehicle, marine vehicle, and recre-
ational vehicle.
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KNOW WHAT YOUR CAR IS THINKING, ™
Customer List

Search For All Customers and Found 24 record(s).

Skip to page D of 1

Customer Car (Year, Model) VIN Alerts

(| Ashitie /0 i TOYOTABREVIN /0 /TSR SCV UM 0, 30
B Shuttle 2000 TOYOTA SIENNA 4T3ZF19C51U354974 0

Benson, Gary//// 200 TOYOTA TACOMAY.////// ATRANTINSYZ625252/ /.
Bilgrien, Rick 2001 TOYOTA TUNDRA STBRTM101S163441 0

Bushnel, B/ 20 TOYOTRAVALONY /AT ieF 85 N ie6dd 0/
Dangel, Dayton 2001 TOYOTA TUNDRA 5TBRT341515146620 1

Edwards, Barbara’////2000 TOYOTA CAMRY//// / TIBGIIKT 0560044 L AL L
Five, Loaner 2001 TOYOTA COROLLA 1NXBR12EX17460589 1 r\
Gerard, Jeny./////, 2001 TOYOTACAMRY.//// /AT BG2ska\UTesT28 /21, | 54
Greenlaw, Dana 2000 TOYOTA TACOMA BETESN92NIYZ699955 0

524 | Heyden, Les 2000 TOYOTA CAMRY JT2BGLKAY0484936 1
Lizaide, Gus//////// 200\ TOYOTA CAMRY.///////// ST IBG2IKB\SB3T88 /0 /.
Mendelson, Ivan 2001 TOYOTA CAMRY JT2BG22KX10541288 1
Novello, Lea”////// 200\ TOYOTATUNDRA,/////// STERT3 6151454397 /A",
Pereira, Tony 2001 TOYOTA CAMRY JT2BG22KX10560217 0
Prasad, Sharon//////2001 TOYOTA CORDLLAY/////// /ANKBRIZENZATAT88 /0 /.
Santana, Octavio 2001 TOYOTATACOMA STEVLSING1Z74168) 0
Scetonas, Boly//////,2001 TOYOTAURUNNER"//////// AIT3GNBTRU10182856 /07 /.
Schuler, Howard 2000 TOYOTA SIENNA 4T3ZF13C8YU259988 0
Seven, Loaner/// 2401 TOYOTACOROLLI,//////// /INKBRIZES 12460547/ 077/
Steagall, Jack 2001 TOYOTA CAMRY JT2BG22KB10533030 0
Tio, Loaner//////2001 TOYOTA COROLLI//////// ANKBRIZEM 2436761/ /0 /.
.| Weston, Dale 2001 TOYOTA CAMRY JT2BG22K9Y0426112 1
(W ~ J [ — — \ v — H/_J

56 58 60 62

FIG. 5
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1

INTERNET-BASED VEHICLE-DIAGNOSTIC
SYSTEM

TECHNICAL FIELD

The present invention relates to use of an internet-based
system for diagnosing a vehicle’s performance.

BACKGROUND

The Environmental Protection Agency (EPA) requires
vehicle manufacturers to install on-board diagnostics (OBD-
I} for monitoring light-duty automobiles and trucks begin-
ning with model year 1996. OBD-II systems (e.g., micro-
controllers and sensors) monitor the vehicle’s electrical and
mechanical systems and generate data that are processed by
a vehicle’s engine control unit (ECU) to detect any mal-
function or deterioration in the vehicle’s performance. Most
ECUs transmit status and diagnostic information over a
shared, standardized electronic buss in the vehicle. The buss
effectively functions as an on-board computer network with
many processors, each of which transmits and receives data.
The primary computers in this network are the vehicle’s
electronic-control module (ECM) and power-control mod-
ule (PCM). The ECM typically monitors engine functions
(e.g., the cruise-control module, spark controller, exhaust/
gas recirculator), while the PCM monitors the vehicle’s
power train (e.g., its engine, transmission, and braking
systems). Data available from the ECM and PCM include
vehicle speed, fuel level, engine temperature, and intake
manifold pressure. In addition, in response to input data, the
ECU also generates 5-digit ‘diagnostic trouble codes’
(DTCs) that indicate a specific problem with the vehicle.
The presence of a DTC in the memory of a vehicle’s ECU
typically results in illumination of the ‘Service Engine Soon’
light present on the dashboard of most vehicles.

Data from the above-mentioned systems are made avail-
able through a standardized, serial 16-cavity connector
referred to herein as an ‘OBD-II connector’. The OBD-II
connector typically lies underneath the vehicle’s dashboard.
When a vehicle is serviced, data from the vehicle’s ECM
and/or PCM is typically queried using an external engine-
diagnostic tool (commonly called a ‘scan tool’) that plugs
into the OBD-IL connector. The vehicle’s engine is turned
on and data are transferred from the engine computer,
through the OBD-II connector, and to the scan tool. The data
are then displayed and analyzed to service the vehicle. Scan
tools are typically only used to diagnose stationary vehicles
or vehicles running on a dynamometer.

Some vehicle manufacturers also include complex elec-
tronic systems in their vehicles to access and analyze some
of the above-described data. For example, General Motors
includes a system called ‘On-Star’ in some of their high-end
vehicles. Oon-Star collects and transmits data relating to
these DTCs through a wireless network. On-Star systems are
not connected through the OBD-II connector, but instead are
wired directly to the vehicle’s electronic system. This wiring
process typically takes place when the vehicle is manufac-
tured.

SUMMARY

Embodiments of the invention can provide a wireless,
internet-based system for monitoring a vehicle, For
example, embodiments of the invention can access data
from a vehicle, analyze it, and make it available (o organi-
zations (¢.g. an automotive dealership or service center) over
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the internet so that the vehicle’s performance can be ana-
lyzed accurately and in real-time. Data are accessed through
the same OBD-II connector used by conventional scan tools.
In this way, the invention collects data similar to those
collected by scan tools, only they are collected in real-time
while the vehicle is actually being driven. The invention also
provides an Internet-based web site to view these data. The
web site also includes functionality to modify the type of
data being collected, e.g. the type of diagnostic data or the
frequency at which it is collected. The data can be collected
and viewed over the Internet without having to bring the
vehicle in for service. The data include, for example, DTCs
and mechanical and electrical data stored in the vehicle’s
engine computer.

In one aspect, the invention features a system for moni-
toring operational characteristics of a vehicle. The system
includes a computer in the vehicle, and a wireless appliance
in electrical contact with the computer. The wireless appli-
ance includes a data-transmission component configured to
transmit data associated with the operational characteristics
over a network to a host computer system, and to receive
over the network data from the host computer system.

In another aspect, the invention features a device for
monitoring operational characteristics of a vehicle. The
device includes a wireless appliance including a data trans-
mission component configured to communicate data asso-
ciated with the operational characteristics over a network to
a host computer.

In another aspect, the invention features a device for
monitoring operational characteristics of a vehicle. The
device includes a wireless appliance including a data trans-
mission component configured to receive data associated
with the operational characteristics over a network from a
host computer.

In a further aspect, the invention features a system for
moniloring operational characteristics of a vehicle. The
system includes a host computer and a wireless appliance
including a data transmission component configured to
communicate data associated with the operational charac-
teristics over a network to the host computer. In some
embodiments, the wireless appliance is in the vehicle. In
cerlain embodiments, the host computer is exlernal lo the
vehicle.

In one aspect, the invention features a system for moni-
toring operational characteristics of a vehicle. The system
includes a host computer and a wireless appliance including
a data transmission component configured to receive data
associated with the operational characteristics over a net-
work from the host computer. In some embodiments, the
wireless appliance is in the vehicle. In certain embodiments,
the host computer is external to the vehicle.

Embodiments of the invention can include one or more of
the following features and/or advantages.

The ‘wireless appliance’ used in the above-described
invention features a data-transmitting component (e.g. a
radio or cellular modem) that sends out the data packet over
an existing wireless network (e.g., Cingular’s Mobitex
network). Such a wireless appliance is described in the
application WIRELESS DIAGNOSTIC SYSTEM FOR
VEHICLES, filed Feb. 1, 2001, the contents of which are
incorporated herein by reference.

In embodiments, the communication software supported
by the data-collection component features a schema com-
ponent that identifies the diagnostic data to be collected from
the vehicle’s computer. The schema component features an
address that describes a location of a diagnostic datum in the
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vehicle’s computer memory. It can also describe a time or
frequency that the data-collection component collects data
from the vehicle’s computer, or a time or frequency that the
data-transmission component transmits an outgoing data
packet. The schema component is typically an ASCII or
binary data file that is configured to be processed by the
communication software.

In the above-mentioned description, the term ‘supported’
means that an executable version of the communication
software can run as a computer program on a
microprocessor, microcontroller, or comparable,
semiconductor-based device resident on the data-collection
component.

The host computer system typically features at least one
web-hosting computer that hosts the web site, and at least
one, separale galeway computer that receives the outgoing
data packet and sends the incoming data packet. In this
embodiment the web site features a first web page that
displays at least a single vehicle diagnostic datum. For
example, the first web page can include data fields describ-
ing: 1) a name of the diagnostic datum; ii) units correspond-
ing to the diagnostic datum; and iii) a numerical value
corresponding to the diagnostic datum. Multiple sets of
diagnostic data, each received by the host computer system
at a unique time and date, can also be displayed on the web
page. The page can also include a graphical representation of
the sets of diagnostic data, ¢.g. a time-dependent plot of the
data.

In typical applications the set of diagnostic data includes
at least one of the following: diagnostic trouble codes,
vehicle speed, fuel level, fuel pressure, miles per gallon,
engine RPM, mileage, oil pressure, oil temperature, tire
pressure, tire temperature, engine coolant temperature,
inlake-manifold pressure, engine-performance tuning
parameters, alarm status, accelerometer status, cruise-
control status, fuel-injector performance, spark-plug timing,
and a status of an anti-lock braking system.

In other embodiments the web site further includes a login
web page, in communication with a database component,
where a user enters a user name and password. The database
component is configured to verify if the user is associated
with multiple vehicles. If this is the case, the web sile
includes a second web page that displays vehicle diagnostic
data corresponding to each vehicle.

In still other embodiments the web site includes a third
web page that features 2 mechanism for sending the incom-
ing data packet over the network. For example, the third web
page can include a mechanism for selecting a new schema
wherein a list of parameters is provided, each of which can
be extracted from the vehicle’s computer.

The gateway computer that receives the outgoing data
packet and sends the incoming data packet is connected to
the network, typically through an Internet-based connection
or a digital communication line.

The system can also include a secondary computer system
that connects to the host computer system through the
Internet to display the web site. Alternatively, the system
includes a hand-held device, e.g. a cellular telephone or
personal digital assistant, which connects to the host com-
puter system through the Internet. The host computer system
can also be configured to send an electronic mail message
that includes all or part of the vehicle diagnostic data.

In other embodiments, the wireless appliance is config-
ured to send an outgoing data packet that indicates a location
of a transmitting base station. In this case, the host computer
system includes software that analyzes this location to
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determine an approximate location of the vehicle, which can
then be displayed on a web page.

In the above-described method, the term “airlink™ refers
to a standard wireless connection (e.g., 2 connection used for
wireless telephones or pagers) between a transmitter and a
receiver. This term describes the connection between a
data-transmission component and the wireless network that
supports data transmitted by this component. Also in the
above-described method, the ‘generating” and ‘transmitting’
steps can be performed at any time and with any frequency,
depending on the diagnoses being performed. For a ‘real-
time’ diagnoses of a vehicle’s engine performance, for
example, the steps may be performed at rapid time or
mileage intervals (e.g., several times each minute, or every
few miles). Alternatively, other diagnoses (e.g. an emissions
or ‘smog’ check) may require the steps to be performed only
once each year or after a large number of miles are driven.
Alternatively, the vehicle may be configured to automati-
cally perform these steps at predetermined or random time
intervals. As described in detail below, the transmission
frequency can be changed in real time by downloading a
new ‘schema’ lo the wireless appliance through the wireless
network.

The term ‘web page’ refers to a standard, single graphical
user interface or ‘page’ that is hosted on the Internet or
world-wide web. Web pages typically include: 1) a ‘graphi-
cal’ component for displaying a user interface (typically
written in a computer langnage called ‘HTML’ or hypertext
mark-up language); an ‘application’ component that pro-
duces functional applications, e.g. sorting and customer
registration, for the graphical functions on the page
(typically wrilten in, e.g., C++ or Java); and a dalabase
component that accesses a relational database (typically
written in a database-specific language, e.g. SQL*Plus for
Oracle databases). A ‘web site’ typically includes multiple
web pages, many of which are ‘linked’ together, that are
accessed through a series of ‘mouse clicks’.

The invention has many advantages. In particular, wire-
less transmission of data from a vehicle, followed by analy-
sis and display of these data using a web site hosted on the
internet, makes it possible to diagnose the performance of a
vehicle in real-time from virtually any location that has
internet access. This ultimately means the problems with the
vehicle can be efficiently diagnosed, and in some cases
predicted before they actually occur. Moreover, data from
the vehicle can be queried and analyzed while the vehicle is
actually in use to provide a relatively comprehensive diag-
nosis that is not possible using a conventional scan tool. An
internet-based system for vehicle diagnoses can also be
easily updated and made available to a large group of users
simply by updating software on the web site. In contrast, a
comparable updating process for a series of scan tools can
only be accomplished by updating the software on each
individual scan tool. This, of course, is time-consuming,
inefficient, and expensive, and introduces the possibility that
many scan tools within a particular product line will not
have the very latest software.

The wireless appliance used 1o access and transmit the
vehicle’s data is small, low-cost, and can be easily installed
in nearly every vehicle with an OBD-II connector in a matter
of minutes. It can also be easily transferred from one vehicle
to another, or easily replaced if it malfunctions.

The wireless appliance can also collect data that is not
accessible using a scan tool. For example, data that indicates
a vehicles performance can be collected while the vehicle is
actuaily driven. For example, it may be required to collect
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data while a vehicle is driving up a hill or pulling a load.
Scan tools, in contrast, can only collect data from a station-
ary vehicle in a service bay. Service technicians using the
wireless appliance, for example, can analyze DTCs and
diagnostic data while the vehicle is being driven. The system
described herein also makes data available in real-time,
thereby allowing the technicians to order parts and schedule
resources for service appointments before the vehicle is
actually brought into the dealership.

Moreover, software schemas that update the type or
frequency of the vehicle’s data can be directly downloaded
to specific wireless appliances or groups of wireless appli-
ances (corresponding, €.g., to a fleet of vehicles or a group
of vehicles having the same year, make, or model). This
makes it possible to collect data that specifically elucidates
a problem with the vehicle that may occur only under certain
driving conditions.

The resulting data, of course, have many uses for auto-
motive dealerships, vehicle-service organizations, vehicle-
renting firms, insurance companies, vehicle owners, orga-
nizations that monitor emission performance (e.g., the EPA),
manufacturers of vehicles and related parts, survey organi-
zalions (e.g., J.D. Power) and vehicle service centers. In
general, these data yield information that benefits the
consumer, vehicle and parts manufacturers, vehicle service
centers, and the environment.

These and other advantages of the invention are described
in the following detailed disclosure and in the claims.

DESCRIPTION OF THE DRAWINGS

The features and advantages of the present invention can
be understood by reference to the following detailed descrip-
tion taken with the drawings, in which:

FIG. 1 is a schematic drawing of system of the invention
featuring a single vehicle transmitting data across an airlink
to an Internet-accessible host computer system;

FIG. 2 is a flow chart describing 2 method used by the
system of FIG. 1 to diagnose vehicles;

FIG. 3 is a schematic drawing of the system of the
invention featuring multiple vehicles, each transmitting data
across an airlink to an Internet-accessible host computer
system;

FIG. 4 is a schematic drawing of a web site with a login
process that renders a series of web pages associated with
either a dealer or customer interface;

FIG. 5 is ascreen capture of a web page from the web site
of FIG. 4 that shows a list of customers corresponding to a
single dealership;

FIG. 6 is a screen capture of a web page related to the web
page of FIG. 5 that shows diagnostic data for a customer’s
vehicle; and

FIG. 7 is a screen capture of a web page from the web site
of FIG. 1 that shows several time-dependent sets of diag-
nostic data from a customer’s vehicle.

DETAILED DESCRIPTION

FIG. 1 shows a schematic drawing of an Internet-based
vehicle-diagnostic system 2 according to the invention. The
system 2 measures diagnostic data from a vehicle 12 and
transmils it over an airlink 9 o a web site 6 accessible
through the Internet 7. The system 2 functions in a
bi-directional manner, i.c. in addition to receiving data from
a vehicle, a user logged onto the web sile 6 can specifically
select the diagnostic data to be measured and the frequency
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at which it is measured. These properties are sent through the
airlink 9 to the wireless appliance 13 that re-measures the
diagnostic data from the vehicle 12. In this way, the inven-
tion functions effectively as an Internet-based ‘scan tool’ that
diagnoses any vehicle that includes a wireless appliance.
The host vehicle can be diagnosed at any time it is being
driven using an Internet-accessible web site.

The wireless appliance 13 disposed within the vehicle 12
collects diagnostic data from the vehicle’s engine computer
15. The engine computer 15 retrieves data stored in its
memory and sends it along a cable 16 to the wireless
appliance 13. The appliance 13 typically connects to the
OBD-II connector located under the dash in all vehicles
manufactured after 1996. It includes a data-collection com-
ponent (not shown in the figure) that formats the data in a
packet and then passes the packet to a data-transmission
component, which sends it through a cable 17 to an antenna
14. To generate the data, the wireless appliance 13 queries
the vehicle’s computer 15 at a first time interval (e.g. every
20 seconds), and transmits a data set at a longer time interval
(e.g. every 10 minutes). These time intervals are specified in
a data-collection ‘schema’, described in more detail below.

The antenna typically rests in the vehicle’s shade band,
disposed just above the dashboard. The antenna 14 radiates
the data packet over the airlink 9 to a base station 11
included in a wireless network 4. A host computer system 5
connects to the wireless network 4 and receives the data
packets. The host computer system 5, for example, may
include multiple computers, software pieces, and other
signal-processing and switching equipment, such as routers
and digital signal processors. Data are typically transferred
from the wireless network 4 to host computer system 5
through a TCP/IP-based connection, or with a dedicated
digital leased line (e.g., a frame-relay circuit or a digital line
running an x0.25 protocol). The host computer syslem 5 also
hosts a web site 6 using conventional computer hardware
(e.g. computer servers for a database and the web site) and
software (e.g., web server and database software). A user
accesses the web site 6 through the Internet 7 from a
secondary computer system 8. The secondary computer
system 8, for example, may be located in an automotive
service center.

The wireless appliance that provides diagnostic data to the
web site is described in more detail in WIRELESS DIAG-
NOSTIC SYSTEM FOR VEHICLES, filed Feb. 1,2001, the
contents of which have been previously incorporated by
reference. The appliance transmits a data packet that con-
tains information of its status, an address describing its
destination, an address describing its origin, and a ‘payload’
that contains the above-described diagnostic data from the
vehicle, or a schema from the web site. These data packets
are transmitted over conventional wireless network, such as
Cingular’s Mobitex network.

FIG. 2 shows a method 21 describing how the system 2
in FIG. 1 typically operates. As described above, the wire-
less appliance includes a data-collection component that, in
turn, includes a microcontroller that has software and a
data-collection ‘schema’ loaded in the microcontroller’s
memory. The schema is essentially a ‘map’ that describes the
data that the wireless appliance collects from the vehicle’s
engine computer, and its corresponding location in the
computer’s memory. A schema specific to a given type of
vehicle is typically loaded onto the microcontroller before
the wireless appliance is installed in the vehicle (step 22 in
FIG. 2). During operation, the appliance communicates with
the vehicle’s engine computer as described above (step 23).
The appliance collects diagnostic data defined by the
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schema, formats these data in a data packet, and then sends
an outgoing packet over the airlink to a wireless network
(step 24). The network transfers the data packet to the host
computer system as described above (step 25). There, the
host computer system analyzes the data packet using a ‘map’
that corresponds to the schema to generate a data sct (step
26). Every schema has a corresponding map. The map
includes, for example, a list of the collected data, an acro-
aym and unit for each datum. The data set, acronym, and
units are then displayed on the web site (step 28) where they
<an be viewed by any ‘registered’ user (i.e., a user with a
username and corresponding password) with Internet con-
nectivity.

In one mode of operation, a technician working at a
wvehicle-service center logs into the web site and analyzes the
dlata set corresponding to a particular vehicle to diagnose a
potential mechanical or electrical problem (step 30). Spe-
cific web pages that display the data set are shown in FIGS.
5-7, below. Based on the analysis, the technician may decide
that additional data are required, or that data need to be
collected and transmitted at a higher or lower frequency. In
this case the technician uses the web site to select a new
schema (step 32) and then sends an incoming data packet
that includes a new schema over the wireless network to the
wireless appliance included in the vehicle being diagnosed
(step 34). In typical applications, the vehicle is specifically
addressed using a serial number that corresponds to the
data-transmitting component. This serial number is typically
an 8 or 10-digit number that functions effectively as a ‘phone
number’ corresponding to the data-transmitting component.
This number is included in the data packet, and is used by
the wireless network to transfer the packet to the host vehicle
(step 35). The host vehicle receives the packet and processes
it to extract the new data-collection schema (step 36). The
wireless appliance uses the updated schema to extract a
revised set of data from the vehicle’s engine computer, or
send out data at a revised frequency (step 38). In other
applications, the new schema can be used to query a set of
data that is relevant to a DTC registered by the vehicle, or
to ‘clear’ a DTC when it is deemed to no longer be
problematic. Once these data are collected, the method 21
can then be repeated as described above to further diagnose
the vehicle.

The above-described system is designed to work with
multiple vehicles and multiple secondary computer systems,
each connected to the web site through the Internet. FIG. 3
illustrates this point, showing a system 20, similar to the
system 2 of FIG. 1, used to diagnose a set of vehicles
12a-12c¢. The system 20 operates similarly as that described
above: a wireless appliance 13a-13c disposed in each
vehicle collects data from the vehicles’respective engine
computers 15a-15¢, formats these data into data packets,
and then sends the data packets using antennae 14a-14c
over a series of airlinks 9a-9¢ to a base stations 11a-11b
featured in a wireless network 4. Each vehicle may include
a unique schema. In this case, two vehicles 124, 12b send
their respective data packets to a single base station 115,
while a single vehicle 12c sends its data packet to a single
base station 11z. The number and location of the base
stations depends on the wireless network; in the Mobitex
network there is typically one base station per zip code in
most major cities. Once the data packets are received, the
wireless network 4 routes them 1o the host compuler system
5. They are then processed with a corresponding map and
consequently formatted as a series of data seis and displayed
on the web sile 6. A series of secondary computer sysiems
8a-8c, 8n view the web site using separate connections over
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the Internet 7a—7c, 7n. Users of the secondary computer
systems 8a-8c¢, 8n associated with organizations containing
a series of vehicles (e.g., a vehicle dealership) can view data
from all vehicles associated with the organization. In
contrast, individual vehicle owners can only view data from
their particular vehicle.

FIG. 4 illustrates this concept in more detail. The figure
shows a schematic drawing of a login process 40 for a web
site 42 that displays diagnostic data for a series of ‘customer’
vehicles associated with a vehicle ‘dealership’. Within each
vehicle is a wireless appliance that retrieves data from the
vehicle’s engine computer, and then sends these data, for-
matted in a data packet, through a wireless network. The
data eventually are transferred from the network, through a
host computer system, to the web site 42 where they are
formatted, displayed and processed as described below.

A user ‘logs’ into the web site 42 through a login interface
44 by entering a username and password that, once entered,
are compared to a database associated with the web site. The
companson determines if the user is a dealer or a customer.
If the user is determined to be a dealer, the web site renders
a dealer interface 46 that contains, e.g., diagnostic informa-
ton for each purchased vehicle. Users viewing the dealer
interface 46 do not have access to data corresponding to
vehicles sold by other dealerships. If the user is determined
10 be a customer, the web sile 42 renders a cuslomer
interface 48 that contains diagnostic information for one or
more vehicles corresponding to the customer. Each customer
using the web site 42 is associated with a unique customer
interface.

FIG. 5 is a screen capture of a web page 50 included in
the dealer interface indicated in FIG. 4. The host computer
system renders this page once the user is determined to be
a dealer following the login process. The screen capture
features a customer list 52 corresponding to a single deal-
ership that includes: customer names 56 for each customer;
a vehicle description 58 that includes the vehicle’s year,
make and model; a unique 17-digit vehicle identification
number (‘VIN’) 60 that functions as the vehicle’s serial
number; and an ‘alert’ listing 62 that provides a2 number of
alerts for each vehicle. The ‘alerts’ are described in more
detail in the application entitled ‘INTERNET-BASED SYS-
TEM FOR MONITORING VEHICLES’, filed Mar. 15,
2001, the contents of which are incorporated herein by
reference. In general, an alert is generated when data, sent
from the vehicle’s wireless appliance to the host computer
system, indicates either 1) a mechanical/electrical problem
with the vehicle; or 2) that a scheduled maintenance is
recommended for the vehicle. For example, the customer list
52 includes a data field 54 that lists the user ‘Five, Loaner’
with an associated 2001 Toyota Corolla. The data field 54
also includes the number ‘1’ in the alert listing 62, indicating
the presence of a single alert.

FIG. 6 shows a web page 120 that lists a detailed data set
122 transmitted from the vehicle-based wireless appliance to
the host computer system. The host computer system
receives the data set 122 at a time described by a time/date
stamp 72 listed in the header 61. The data set 122 includes
a data parameter name 125, a corresponding numerical value
127, and a description of the units 129 of the numerical value
127. As described above, these values are specified in the
map corresponding to the data-collection schema used to
extract the data from the vehicle. Some of the numerical
values (e.g., the status of the ‘MIL light’ 131) are
dimensionless, i.e. they do not have units. To generate the
numerical values 127, the wireless appliance queries the
vehicle’s ECU at a set time interval (e.g. every 20 seconds),
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and transmits a data set 122 at a longer time interval (e.g.
every 10 minutes). Thus, the numerical values in the data set
<an represent ‘instantaneous’ valtues that result from a single
gpery to the ECU, or they can represent ‘average’ values that
result from an average from multiple sequential queries.

The data parameters within the set 122 describe a variety
of electrical, mechanical, and emissions-related functions in
the vehicle. Several of the more significant parameters from
the set are listed in Table 1, below:

Pending DTCs

{gnition Timing Advance

Calculated Load Value

Air Flow Rate MAF Sensor

Engine RPM

Engine Coolant Temperature

Intake Air Temperature

Absolute Throttle Position Sensor
Vehicle Speed

Short-Term Fuel Trim

Long-Term Fuel Trim

MIL Light Status

Oxygen Sensor Voltage

" Oxygen Sensor Location

Delta Pressure Feedback EGR Pressure Sensor
Evaporative Purge Solenoid Dutycycle
Fuel Level Input Sensor

Fuel Tank Pressure Voltage

Engine Load at the Time of Misfire
Engine RPM at the Time of Misfire
Throttle Position at the Time of Misfire
Vehicle Speed at the Time of Misfire
Number of Misfires

Transmission Fluid Temperature
PRNDL position (1,2,3,4,5=neutral, 6=reverse)
Number of Completed OBDII Trips
Battery Voltage

Table 1—Parameters Monitored from Vehicle

The parameters listed in Table 1 were measured from a
Ford Crown Victoria. Similar sets of data are available for
nearly all vehicles manufactured after 1996 that have an
OBD-II connector. In addition to these, bundreds of other
vehicle-specific parameters are also available from the vehi-
cle’s computer.

The data set 122 shown in FIG. 6 represents the most
recent data sent from the vehicle’s wireless appliance to the
host computer system. Data sets sent at earlier times can also
be analyzed individually or in a group to determine the
vehicle’s performance. These ‘historical data’, for example,
can by used to determine trends in the vehicle’s perfor-
mance. In some cases data analyzed in this manner can be
used to predict potential problems with the vehicle before
they actually occur.

Referring to FIG. 7, a web page 130 includes a historical
data set 132 containing data parameter names 125', units
129" and a series of data sets 1274¢-127c transmitted at
earlier times from the in-vehicle wireless appliance. Each of
these data sets is similar to the data set 122 shown in FIG.
6, but is received by the host computer system at an earlier
time as indicated by a time stamp 1402—140c. For example,
the first two data sets 127¢, 127b where transmitted with
time stamps 1405, 140c of 11:42 and 11:52 on Feb. 12, 2001;
the last data set 1274 was transmitted the next morning with
a time stamp 140z of 6:05.

Other embodiments are also within the scope of the
invention. In particular, the web pages used to display the
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data can take many different forms, as can the manner in
which the data are displayed. Web pages are typically
written in a computer language such as ‘HTML’ (hypertext
mark-up language), and may also contain computer code
written in languages such as java for performing certain
functions (e.g., sorting of names). The web pages are also
associaled with dalabase software (provided by companies
such as Oracle) that is used to store and access data.
Equivalent versions of these computer languages and soft-
ware can also be used.

Different web pages may be designed and accessed
depending on the end-user. As described above, individual
users have access to web pages that only show data for their
particular vehicle, while organizations that support a large
number of vehicles (e.g. dealerships or distributors) have
access to web pages that contain data from a collection of
vehicles. These data, for example, can be sorted and ana-
lyzed depending on vehicle make, model, odometer reading,
and geographic location. The graphical content and func-
tionality of the web pages may vary substantially from what
is shown in the above-described figures. In addition, web
pages may also be formatted using standard wireless access
protocols (WAP) so that they can be accessed using wireless
devices such as cellular telephones, personal digital assis-
tants (PDAs), and related devices.

The web pages also support a wide range of algorithms
that can be used to analyze data once it is extracted from the
data packets. For example, the above-mentioned alert mes-
sages are sent out in response to a DTC or when a vehicle
approaches a pre-specified odometer reading. Alternatively,
the message could be sent out when a data parameter (e.g.
engine coolant temperature) exceeded a predetermined
value. In some cases, multiple parameters (e.g., engine speed
and load) can be analyzed to generate an alert message. In
general, an alert message can be sent out after analyzing one
or more data parameters using any type of algorithm. These
algorithms range from the relatively simple (e.g., determin-
ing mileage values for each vehicle in a fleet) to the complex
(e.g., predictive engine diagnoses using ‘data mining’
techniques). Data analysis may be used to characterize an
individual vehicle as described above, or a collection of
vehicles, and can be used with a single data set or a
collection of historical data. Algorithms used to characterize
a collection of vehicles can be used, for example, for remote
vehicle or parts surveys, to characterize emission perfor-
mance in specific geographic locations, or to characterize
traffic.

Other embodiments of the invention include algorithms
for analyzing data to characterize vehicle accidents and
driving patterns for insurance purposes; algorithms for
determining driving patterns for use-based leasing; and
algorithms for recording vehicle use and driving patterns for
tax purposes. In general, any algorithm that processes data
collected with the above-described method is within the
scope of the invention.

In other embodiments, additional hardware can be added
1o the in-vehicle wireless appliance to increase the number
of parameters in the transmitted data. For example, hardware
for global-positioning systems (GPS) may be added so that
the location of the vehicle can be monitored along wilth its
data. Or the radio modem used to transmit the data may
employ a terrestrial GPS system, such as that available on
modems designed by Qualcomm, Inc. In still other
embodiments, the location of the base station that transmits
the message can be analyzed to determine the vehicle’s
approximate location. In addition, the wireless appliance
may be interfaced to other sensors deployed in the vehicle to
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rmonitor additional data. For example, sensors for measuring
tire pressure and temperature may be deployed in the vehicle
and interfaced to the appliance so that data relating the tires'
performance can be transmitted to the host computer system.

In other embodiments, the antenna used to transmit the
«data packet is embedded in the wireless appliance, rather
than being disposed in the vehicle’s shade band.

In still other embodiments, data processed using the
above-described systems can be used for: remote billing/
payment of tolls; remote smog and emissions checks; remote
payment of parking/valet services; remote control of the
wehicle (e.g., in response to theft or traffic/registration
+wiolations); and general survey information.

Still other embodiments are within the scope of the
following claims.

What is claimed is:

1. A system for interfacing with an on-board diagnostic
computer in a vehicle, wherein the on-board diagnostic
computer monitors a set of operational characteristics of a
wehicle, the system comprising:

a wireless appliance which during use communicates with
the vehicle’s on-board diagnostic computer, said wire-
less appliance comprising a wireless communication
component and a data-collection component, said wire-
less communication component configured to receive
from a wireless network a schema identifying a subset
of the set of operational characteristics that are moni-
tored by the on-board diagnostic computer, said dala-
collection component configured to process the
received schema and to collect from the vehicle’s
on-board diagnostic computer data for the subsel of
operational characteristics identified in the received
schema, said wireless communication component
being further configured to transmit said collected data
over the wireless network to a host computer system.

2. The system of claim 1, wherein the schema identifies an
address of an operational characteristic for which data is to
be collected from the vehicle’s on-board diagnostic com-
puter.

3. The syslem of claim 2, wherein the schema comprises
an address that describes a location of a diagnostic datum in
a computer memory in the vehicle.

4. The system of claim 1, wherein the host computer
system is configured to transmit the schema.

5. The system of claim 1, wherein the schema comprises
a field that describes a time or frequency at which the
data-collection component queries the vehicle’s on-board
diagnostic computer.

6. The system of claim 1, wherein the schema comprises
a field that describes a time or frequency at which the
data-transmission component transmits data.

7. The system of claim 1, wherein the schema is an ASCII
or binary data file.

8. The system of claim 1, wherein the system comprises
a host computer system that includes at least one web-
hosting computer that hosts an internet-based web site, and
at least one, separate gateway computer that receives out-
going data and sends incoming data.

9. The system of claim 8, wherein the internet-based web
site comprises a first web page that displays a vehicle
diagnostic datum.

10. The system of claim 9, wherein the web site comprises
a first web page that comprises data fields describing:

i) a name of a diagnostic datum;

ii) units corresponding to the diagnostic datum; and

iii) a numerical value corresponding to the diagnostic
datum.
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11. The system of claim 10, wherein the first web page
further comprises multiple sets of diagnostic data associated
with a single vehicle.

12. The system of claim 11, wherein the first web page
further comprises a graphical representation of a set of
diagnostic data.

13. The system of claim 9, wherein the internet-base__
web site further comprises a database component.

14. The system of claim 13, wherein the internet-base__
web site further comprises a login web page where a user
enters a user name and password.

15. The system of claim 14, wherein the database com-
ponent comprised by the login web page is configured to
verify if the user is associated with a first or second
internet-based interface.

16. The system of claim 15, wherein the web site com-
prises a web page that displays vehicle diagnostic data
corresponding to multiple vehicles each associated with a
single user.

17. The sysiem of claim 8, wherein the host computer
hosts a web site on the Internet that displays the operational
characteristics, wherein the web site comprises a web page
that comprises a mechanism for sending the incoming data
over the network.

18. The system of claim 17, wherein the web page
comprises a list of parameters that can be extracted from the
vehicle’s computer.

19. The system of claim 8, wherein the gateway computer
that receives the outgoing data packel and sends the incom-
ing data packet is connected to the network.

20. The system of claim 19, wherein the gateway com-
puter is connected to a digital communication line that is
connected to the network.

21. The system of claim 1, wherein the operation char-
acteristics include at least one of the following:

diagnostic trouble codes, vehicle speed, fuel level, fuel

pressure, miles per gallon, engine RPM, mileage, oil
pressure, oil temperature, tire pressure, tire
temperature, engine coolant temperature, intake-
manifold pressure, engine-performance tuning
parameters, alarm status, accelerometer status, cruise-
control status, fuel-injector performance, spark-plug
timing, and a status of an anti-lock braking system.

22. The system of claim 1, further comprising a secondary
compuler system thal connecls to the host computer system
through the Internet and is configured to display the web
site,

23. The system of claim 1, further comprising a hand-held
device that connects to the host computer system through the
Internet and is configured to display the web site,

24. The system of claim 23, wherein the hand-held device
is a cellular telephone, computer or a personal digital
assistant.

25. The system of claim 1, wherein the host computer
system is further configured to send an electronic mail
message that comprises all or part of the vehicle diagnostic
data.

26. The system of claim 1, wherein the wireless appliance
is configured to send an outgoing data packet that indicates
a vehicle’s location.

27. The system of claim 26, wherein the host computer
system comprises software that analyzes the vehicle’s loca-
tion and displays it on a map.

28. The system of claim 27, wherein the web site com-
prises a web page that displays the map. ’

29. The system of claim 1, wherein the data-collection
component is configured to repeatedly collect said data from
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the vehicle’s on-board diagnostic computer data at times a host computer that hosts a web site that receives
determined by a first schedule. operational characteristics transmitted wirelessly from
30. The system of claim 29, wherein the first schedule is the set of vehicles, said web site programmed to enable
specified in the schema. a user to display on a first web page the operational

31. The system of claim 1, wherein the wireless commu- 5
nication component is configured to repeatedly transmit the

<ollected data over the wireless network to a host computer . . hicl .
system at times determined by a first schedule. characteristics of multiple vehicles among said set of

32. The system of claim 31, wherein the first schedule is vehicles on a second web page, said multiple vehicles
specified in the schema. 10 associated with a single entity.

33. A system for monitoring a set of vehicles, the system
comprising:

characteristics of a single vehicle selected from among
said set of vehicles and to also display the operational
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