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IN THE UNITED STATES DISTRICT COURT ox A
FOR THE EASTERN DISTRICT OF MICHIGAN

CHRIMAR SYSTEMS, INC.
d/b/a CMS Technologices, Inc.,
a Michigan Corporation,

Plaintiff,

V. Case: 2:08-0v-13537
Assigned To: Cohn, Avern
Referral Judge: Capel, Wallace
D-LINK SYSTEMS, INC.,, Filed: 09-08-2006 At 12:58 FM

a California Corporation, %EI?T%:“R)HMAR SYSTEMS V. D-LINK SYSTE

Defendunt,

COMPLAINT FOR PATENT INFRINGEMENT
AND REQUEST FOR JURY TRIAL

Plaintiff, ChriMar Systems, Inc. d/b/a CMS Technologics, Inc., for its Complaint

against Defendant, D-Link Systems, Inc., alleges as follows:
The Parties

1. Plaintift, ChriMar Systems, Inc.‘ d/b/a CMS Technologics, Inc. (“CMS”) is
a corporation organized and existing under the laws of the state of Michigan, having a
place of business at 36528 Grand River Avenue. Suite A-1, Farmington ITills, M1 483335,

2. Defendant, D-Link Systems, Inc., (“D-Link™), on information and beljef, is
a corporation organized under the laws of the State of California, and has its principal
place of business at 17595 Mt. Hermann, Fountain Valley, California 92708 and is doing

business within the Eastern District ol Michigan.
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Jurisdiction and Venue

3. This 1s an action for patent infringement under the patent laws of the
United States, Title 35, United States Code.

4, ‘This Court has subject matter jurisdiction under 28 U.S.C. § 1338 (a).

5. Venue is proper before this Court under 28 U.5.C. §§ 1391 and 1400,

Causes of Action For Patent Infringement

6. On April 11,1995, United States Patent No. 5,406,260 (the “*260 Patent™)
was duly and legally issued to Marshall B. Cummings and Christopher R, Young, on an
invention entitled “Network Security System For Detecting Removal Of Llectronic
Equipment”. Such patent was assigned 10 ChriMar Systems, Inc. A copy of the ‘260
patent is attached hereto as Exhibit A.

7. Upon information and belief, Delendant D-1ink has infringed,
contributorily infringed, and/or actively induced infri.ngcment of the “260 patent in
violation of 35 U.8.C. § 271 by making, using, inducing others 1o use, offering for sale
and/or selling Power over Ethernet (Pol?) networking switches including without
limitation DWS-3227P, DXS-3227P, DES-3010PA, DES 3828P, DWL-8220AP, and
DWS-1008, and other PoE networking devices including without limitation DWL-
8200AP, DIiS-1526, DSA-3200, DWL-P1012, DWL-3200AP, DWL-7700AP, DWL-
P50, DWL-7200AP, DFL-200, DES-1316, DSA-5100, DWL-2200AP, DWL-P200, DSL-
302G, and DPH-1408 that infringe one or more of the claims of the 260 patent, both
within and outside this judicial district, without authority to do so.

9. Upon information and belief, Defendant’s infringement of the ‘260 patent

has been willful.
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10, CMS Technologics, Inc. has been irreparably damaged and will continue
to be irreparably damaged by Defendant’s infringement unless this Court enjoins
Defendant from continuing their infringement.

Praver For Relief

Wherefore, Plaintiff, CMS Technologies, Inc., prays for the entry of judgment
from this Court that:

(a) United Statcs Patent No. 5,406,260 was duly and legally issued, and is
valid and enforceable;

(b) D-Link has directly and/or contributorily infringed United States Patent
No. 5,406,260 and/or actively induced infringement of United States Palent No.
5,406,260 by others;

(¢}  D-Link be preliminanly and permanently enjoinced from cngaging in any
further acts of infringement of United States Patent No. 5,406,260,

(dy  CMS Technologies, Inc. be awarded damages adequate to compensate for
the infringement by D-Link, pursuant to 35 U.S. C. § 284,

(e) D-Link’s infringement has been willful, thereby entitling CMS
Technologies, Inc. to recover treble damages, pursuant to 35 U.S.C. § 284,

(H The infringement by D-Link has been such as to render this action
exceptional, and CMS§ Technologies, Inc. be awarded reasonable attorney’s fees, pursuant
035 U.8.C. § 285;

(g) CMS Technologies, Inc. awarded such other and further relief as this

Courl may deem 10 be right and just.
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Request for Jury Trial

Plaintiff, CMS Technologies, Inc. hereby makes demand for a trial by jury

pursuant to Rule 38 of the Federal Rules of Civil Procedure as to all issues of this lawsuit.

RADER, FISHMAN & GRAUER PLLC

Daled: September 1, 2006 By % u

R. Terrance Rader, Esq.

Glenn E. Forbis, Esq.

Shelly L. Hokenstad, Esq.

39533 Woodward Avenuc, Suite 140
Bloomfield Hills, Michigan 48304
Tel.: (248) 594-0600

Fax: (248) 594-0610

Attorneys for Plaintiff

CMS Technologies, Inc.




éase 2:06-cv-13937-AC-WC Document 1 Filed 09/06/06 Page 5 of 15




Case 2:06-cv-13937-Ac-WC  Doc T IEHBHIEHUATHIA LN RN

. US005406260A
United States Patent 9 1] Patent Number: 5,406,260
Cuommings et al. 45) Date of Patent:  Apr. 11, 1995
[54] NETWORK SECURITY SYSTEM FOR 5243,328 971993 Leg et al. vvsrimceareenne: 340/568
g{w&movu OF ELECTRONIC FOREIGN PATENT DOCUMENTS
[75] Taventors: Marshall B, Cummings, Ann Arbor, rieh S Gt T O eyt
Mich.; Christopber R, Young, Austin,
Tex. Primary Examiner—John K. Peng
. Assistanr Examiner—Thomas J. Mullen, Jr,
[73] Assignee: %;l}ll\dar Systems, Inc., Ann Arbor, Attorney, Agent, or Firm—Hamess, Dickey & Pierce
[21] Appl. No.: %2924 1571 ABSTRACT
.p e ’ A system and method are provided for monitoring the
[22] Filed: Dec. 18, 1992 connection of electronic equipment, such as remote
[51} computer workstations, to a network via 3 communica-
52 o 340/568; 3407637  tion link and detecting the disconncction of such equip-
[ ; quip
[58] e 3407568, 571, 572, 652,  ment from the network. The system includes current
340/664, 687  loops internally coupled to protected pieces of equip-
. ment so that cach piece of associated equipment has an
[56] References Cited associated current loop. A low current power signal is
- US.PATENT DOCUMENTS provided to each of the current loops. A sensor moni-
3,618,065 111971 34ps565  tors the current flow through each current loop to de-
1932,857 1/1976 140,/572 tect removal of the cquipment from the network, Fe-
4,654,640 371987 3407568  moval of a piece of hardware breaks the current {low
4,686,514 /1987 —_— 340/571  through the associated current loop which in turn may
:;:g;g; ;ﬁ }ggg ;ﬁﬂr{k\;ﬂw L3 RE— gf“?; gg; activate an alarm, This invention is particularly adapted
Sus4a2s /1991 h;:man"‘: — Jiovses 0 be used with an existing 10BaseT communication link
5.059.948 171901 Vesmeules . " 40ysgs  OF equivalent thereof, employing existing wiring to
5,066,942 1171991 MAlBU0 oo roocrsmsssrms 3o/568  form the current loops.
5,136,580 871992 Videlock et al. - 37060}
5,231,375 7/1993 Sanders €t 8l i 340/563 19 Claims, 3 Drawing Sheets

NETWORK
FILE
SEAVER

NETWGRK BACKBONE

18 sou Ny
1 i 20 | [

me| [rus] [Hue] [Hue} jromm=mmmmmmm o nbe o m o s m e oo
1

. TSOLATION .

27 a2/ L pokER SuPPLY[™ 20 . :
1

28 | OP-AMP N !

14 ! TIGNAL || VOLTAGE TO 3 !

™1 ISOLATION CURRENT CONDITIONING | |

', N CONVERTER ,

| % N ag l

| o] |
[

! 38” | LBGIC !

40




Case 2:06-cv-13937-AC-WC Document 1 Filed 09/06/06 Page 7 of 15

11.S. Patent

5,406,260

Sheet 1 of 3

Apr. 11, 1995

H
b
|
|
I
{
b
|
|
|
: i
1907 BE :

e : vei “
W.LI9Ia _ |
VE ! “
™ 2E | ;
HILHIANGD A __ CE T _
SNINDILIONDD IN3HHND NOILVI0SI Jaa 4 L _
YNOIS 0L 39ViT0A IYN9IS _ %] _
N div-dll I gz L !
% " ans uamod)_! [ |
9~ ; — ™ I 22 gz !
NOILv0SI | | Az T |
Sy A v _Tem) Tenn] [end] [anH _
|
ve “ Oc |
1 ooe mﬂ ﬂ

}
: HIAHIS \ “
! A INOEXNOVE HHOMLIN EE ,
m >, NGOMLIN :
_ g l
T

of 7



Case 2:06-cv-13937-AC-WC Document 1 Filed 09/06/06 Page 8 of 15

U.S. Patent Apr. 11, 1995 Sheet 2 of 3 5,406,260

RESET

42~

Cdfa—d]
34c

36
38
| ALanm
44a
44b
{¥+

"

\

V

>~
< 34b

+

+

34a

i
[
]

-

Hi faidl
Laay

L4 {a—d)

\

HUB-XMIT
-t —+—F=

~—
5,
2Ba -




Case 2:06-cv-13937-AC-WC Document 1 Filed 09/06/06 Page 9 of 15

U.S. Patent Apr. 11, 1995 Sheet 3 of 3 5,406,260




1

NETWORK SECURITY SYSTEM FOR DETECTING
REMOVAL OF ELECTRONIC EQUIPMENT

BACEGROUND OF THE INVENTION

1. Technicel Feld

This invention relates generally to theft protection
security systcms snd, more particularly, o & network
security system for deteeting the unauthorized removal
of remotely located electronic equipment from a nct-
work,

2. Discussion )

There has been an ever increasing need to provide
security for electronic equipment against the anautho-
rized removal or theft thereof. Computer systems have
become a major capital expenditure for users which
commonly include businesses, educational institutions
and govemmental entities, among other users. Ad-
vancements in techoology have significantly reduced
the size and weight of complex computer equipment,
thus making expensive computer equipment more easily
portable. As e consequcnee, modern computer equip-
ment is gencrally more compact and more ensily trans-
portable, which further makes it more difficult to secure
against the unanthorized removal or theft thercof,

Today, computer network systems are frequently
employed to provide efficient computing capabilities
throughout a large work area. Existing computer net-
work systems generally inchude a number of remotcly
located work stations coupled via a data commonica-
tion link to a central processing center. For instance,
many cducational institutions such as universities com-
monly provide a large number of individual work sta-
tions at different locations throughout the university
campus 50 as to allow easy computing access to the
computer network system, However, the wide dissemi-
pation of such equipment at remote locations has made
the equipment an accessible target for computer thieves.

Accordingly, a number of methods have been deval-

3

30

oped for guarding against the unauthorized removal of 40

lectronic equipment. Early methods of protection have
included the physical attachment of a security cord to
each piece of protected equipment, However, the secu-
rity cord geterally may be cut or physically detached
from its secured position and is usually considered to be
a non-appealing aesthetic addition to the squipment.
Another method of protection includes the attachment
of 4 non-removal tag to the equipment which dlso re-
quires cooperating sensing devices responsive 1o the tag
which are properly located at exit locations from the
premises. However, this approach requires rather ex-
pensive sensing devices and is generally not very feasi-
ble especially when multiple exit points exist.

Onthor methods of theft protection have included
installing & special electronic card inside each computer
machine which responds to polls from an eaternal moni-
toring station. Upon removal of the machine, the card

stops responding to the polling of the central station and .

an alarm is initiated. Another approach involves motmt-
ing a sensing device on or into the machine to detect
movement of the machines. These approaches, how-
ever, are generally undesirable since they roguire the
incorporation of additional components into sach ma-
chine.

More recent methods of theft protection have in-
cluded the sensing of a cusrent loop coupled to the
protected equipment, One such method is discussed in
11.8. Pat. No. 4,654,640 issued to Carll et al which dis-

43
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closes a theft alarm system for use with a digital signal
PBX ielephone system. This method inclades a plural-
ity of electronic tethers which are connected 1o individ-
ual pieces of protected equipment by way of connectors
which in turn are bonded to the surface of the protected
equipmeat. Each tcther includes a pair of conductors
which are connected together to form a closed cumrent
loop vie a series resistor and conductive foil which is
adhesively bonded to the outside of the eguipraent.
However, this method requires the addition of an exter-
nally mounted current loop, and it is concejvable that
the current loop may be carefully removed without any
dctection.

It is therefore desirable to provide for an enhanced
network security system which detects unanthorized
removal of remotely located pieces of hardware from a
network. More particularly, it is desirable to pravide for
such a security system which feasibly employs scparate
current loops provided through an existing data com-
murnication link to monitor the presence of ramotely
located computer equiptnent. In addition, it is desirable
to provide for a security network system which may be
easily and inexpensively implemented in en existing
network system and may not be easily physically re-
moved or detached from tile system withont detection.

SUMMARY OF THE INVENTION

In accordance with the teachings of the present in-
vention, a security system is provided for detectling
unguthorized removal of electronic equipment from a
network. The system includes cwrrent loops internally
coupled to protected pieces of equipment 5o that each
piece of associated equipment has an associated current
loop, A low current power signal is applied to each of
the cirrent loops. A detector monitors current flow
through each of the current loops so as to detect a drop
in current flow which represents removal of equipment
from the network. Detection of removal of & piece of
equipment may in turn activate an alarm. This invention
is particularly adapted to be used in conjunction with a
computer network having an cxisting communication
wiring scheme coupling each piece of equipment to the
network, and which may be used to form the cument
loops.

BRIEF DESCRIPTICN OF THE DRAWINGS

Other objects and advantages of the present invention
will become apparent to those skilled in the art upon
reading the following detailed description and upon
reference to the drawings in which:

FIG. 115 a block diagram which illustrates a network
security system coupled in to & computer network in
accordance with the present invention;

FIG. 2 15 a circuit diagrasn which illustrates the net-
work security system coupled to the computer network
in sccordance with the presant invention; and

FIG. 3 iz 2 schematic diagram which illusirates instal-
ation of the network security system into an existing
computer network in accordance with the present in-
vention.

DETAILED DESCRIFTION OF THE
PREFERRED EMBODIMENT

Turning now to FIGS. 1 and 2 a network securiry
system 24 is provided therein for achieving theft protec-
tion of clectronic computer equipment associated with g
computer network 10. In general, the network security
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system 24 monitors remotely located electronic work
stations such as personal computers 12a through 124 via
current lowp continuity 80 as to detect the removal of
any of the personal computers 124 through 124 from the
computer network 10, The network secunity system 24
described herein is particularly adapted to be easily
implemented in conjuncton with an existing computer
network 10 without the need for substantial modifica-
tions and while realizing minitnal interference to the
computer network 10,

Remotely located personal computers 122 through
124 are each connected to the computer network 10 so
as to provide widespread remote user acccss to the
computer network 10, The computer network 10 shown
herein is of the conventional type which includes a
network file server 18 connected to a network back-
bone 16, The computer network 10 may include most
any type of backbone such as, for instance, an Ether-
net B backbone manufactured by Xerox Corporation.
A plurality of hubs such as hobs 20, 21, 22 and 23 are
generally coupled to the network file server 18 or back-
bone 16 to provide communication links therewith, The
remotely located personal computers 12« through 124
are shown connected 1o hub 20 via a deta communica-
tion link 14. Data communication Jink 14 includes a
plurality of transmit and receive data communication
lines for communicating information hetween each of
remotely located personal computers 124 through 124
and the network file server 18 via network backbone 16
and hub 20,

The invention described herein is particularly suited
to be implemented in conjunction with a compuler
network 10 which preferably employs a conventional
wiring approach of the type which may include i0Ba-
s¢l’ wiring. Wiring schemes of the 10BaseT type are
commonly employed to provide data communication
lines for electronic computer equipment. In accordance
with conventional wiring approaches, data commumica-
tion link 14 generally includes a plorality of pairs of
transmit wires 44 and 46 as well as a plurality of pairs of
receive wires (not shown) connected to each of per-
songl computers 12¢ through 124, BEach pair of transmit
wires 44 and 44 are internally coupled to an associated
personal computer 12 via one winding 53 of an inter-

10

-

5

20

23

30

40

nally located iselation transformer 52. Each pair of 45

tranemit wires 44 and 46 along with isolation trans-
former 52 thereby form a current loop 50 through the
personal computer 12 which is advantageously em-
ployed in accordance with the appreach described
herein. However, the same approach c¢ould be imple-
mented with the pairs of receive wires without depart-
ing from the scope of this invention,

The network secuarity system 24 includes an isolation
power supply 26 which supplics a continuous direct
current (I)C) power signal to each of current loops 50a
throvgh 504, The DC power signal has a low ourrent
preferably on the order of magnitude of loss than one
milliamp (1 mA) and, more specifically includes a pre-
forred current of approximately fifty microamps (50
pA). The isolation power supply 26 includes an input
terminal 25 for receiving a low voltage signal Vi,
which has a magnitnde of approzimately five (5) volts.
A plurality of paralle]l connected capacitors Cy, C, and
Cy are connected to mput terminal 25. In addition, a
plurality of power supply Jlines 28q through 284 are
provided, each of which has one of capacitors Ca(a~d)
coupled thereto, and all of which are coupled to parallel
connccted capacitors Cp through Ci Capacitors €

55

60

63
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through C4 operate as a power supply filter to filter out
any undesirable AC signals such as nctwork operating
signals. Bach of power supply lines 28a through 284 is
further cowpled in series to one of resistors Ri(a~d) and
one of inductors Ly(a—), cespectively. Each of resistors
R1(a—d) has a preferred resistance aof about one kiloohm
{1 k€2) which ensvres a low current flow thereacross,
Accordingly, inductors Li(e-d) provide isolation to
power supply 26 by blocking unwanted AC signals
from transmitting through lines 28a throngh 284, Ac-
cording to one embodiment, capacitors Cj through Cy

have respective values of 100 pF, 0.1 uF and 1.0 pF,

while capacitors Ca(a—d) cach have values of 0.1 u¥ and
inductors Li(a~d) each have values of 120 mH.

The power supply lines 284 through 284 each are
electrically coupled to respective transmit wires 44a
through 444 found within data communication link 14.
Receive power lines 30a through 304 are likewise ejeq-
trically coupled to transmit wires 46a through 464 also
found within the data communigation link 14, Transmit
wires g through 444 and 46a through 464 are existing
wires found within data communication link 14 that are
selectively tepped &s pairs in accordance with the pres-
ent invention to provide current loops S0z through 504,

As a consequence, power supply line 28¢ continu-
ously supplics a low current DC power signal to remots
personal computer 12¢ via transmit wire 44¢. The low
current power signal flows through an internal path
provided by eaisting circuitry in perscmal computer
12a. The low current power signal then exits the remote
personal computer 122 via trapsmit wire 46z and in tum
is picked up by receive power line 30a, The low current
power signal is continuously supplied to current loops
50q through 504 at all times regardless of whether the
computer network 10 or any personal computers 124
through 124 are operating or not. In addition, the very
low current I¥C power signal is 5o small that it does not
interfere with or adversely effect the operation of the
associated computers 12« through 124 or computer
network 10, To prevent the flow of DC current to or
from hok 20, ¢ach of transmit wires 44a through 4dd
and 46q through 46d are further coupled to DC block-
ing capacitors Cs betwcen each of current loops 50¢
through 504 and hub 20, DC blocking capacitors Cs
thereby prevent unwanted DC current paths through
hub 20. :

The return power signals tapped from transmit wires
46a through 464 via reccive power linss 3la through
304 are then applied to & signal isolation device 32, The
signal isolation device 32 includes an RLC circuit made
up of inductors Lax(a—d) coupled in parallel to grounded
pairs of parallel connected resistors Ry and capacitors
Cgwhich are coupled to each of receive power lines M
through 30d. Accordingly, the signal isolation device 32
helps to prevent network operating signals from inter-
fering with one another, According to onc preferred
embodiment, resistors Ry and capacitors Cg each have
preferred valucs of 100 &k and 0.33 uF, respectively,
while inductors Lz{a-d) each have preferred valuss of
120 mH each, '

Op-amp voltage to cutrent converters Mg through
3/ are further connected to receive power lines 30a
through 34, respectively. The voltage to current oon-
verters 34A through 34D cach convert the return
powet signal to a desirted magnitude current signal via
an operational transconductance amplifier. A signal
conditioning unit 36 in turn is connected to the cutput
of the voltage to current cunverter 34. The signal condi-
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tioning unit 36 includes Schmidt trigger buffers 36a
through 364 which further ensure a smooth DC signal
Tesponse,

The signal conditioning unit 3¢ has an output con-
nected to digital alarm logic 38 which essentially in-
cludes 8 NAND gate 38. The NAND gate 38 has four
inputs for receiving a signal from cach of receive power
lines 30(a-d) and generates a NAND logic operation in
response thereto. The output of the NAND gate 38 in
turn provides an alarm output signal to an alarm 40,
Accordingly, a *high” signal on each NAND gate input
which is indicative of unbroken current loop continuity
will result in a *low” alarm output signal. Whereas, a
“low™ signal on any input which is indicative of a cur-
rent loop discontinuity will result in a “high” alarm
output signal. The alarm 40 includes a reset 42 for dis-
abling the alarm 40 when so desired. In addition, the
alarm cutput signal may be farther nsed to activate the
opcration of additional security related functions which
may include alarm status notification to designated an-
thorities via a telephone link amongst other possible
fumetions known throughout the field.

In addition, each of receive power lincs 30a through
304 is further coupled to onc cnd of light cmitting di-
odes 48a through 484, The other end of light emitting
diodes 48z through 484 are coupled o a voltage power
supply V4. As a consequence, each of light emitting
diodes 48g through 48d provides an enerpized light
indication whenever the associated current loop 50 is
broken so as 1o indicate which of the personal comput-
ets 12a throngh 124 are discomnccted from the com-
puter network 10,

FIG. 3 illustrates the connecton of the network secu-
rity system 24 to an existing computer network 10, The
network security system 24 is substantially enclosed
within a housing 60 which is connected between data
commumnication Jink 14 and hub 20, The housing 60 has
one or more female receptacies 62 each for receiving a
male plug 66 that i= connected to one end of the data
communication link 14, The housing 60 further includes
one ar more additional female receptacles 64 for receiv-
ing & male plug 68 from an additional data communica-
tion extensicn line 70 which in tum connects to female
receptacle 74 in hub 20 via male plug 72. For purposes
of maintaining 2 secure system, the network security
system 24 is preferably located in a secure area separate
from personal computers 12a through 124, This further
ensures pgainst mnwanted tampering with the network
security system 24.

To implement the present invention, the network
security system 24 is easily installed into an existing
computer network 10 such =3 that employing o 10BaseT
hub to workstation communication link 14. In doing so,
the housing 60 enclosing the network security system 24
is connected between data communication link 14 and
hubs 20 so that male plug 66 iz removed from female
receptacle 74 in hub 20 and inserted into female recepta-
cle 62 in houzing &0, The additional data communica-
tion extension link 70 is in turn connected between
housing 60 and hub 20. As a consequence, power supply
lines 2Bz through 284 and receive power lines 304
through 30d are easily tapped into selected pairz of
existing transmit wires 44{a—d) and 46{a-d) found in
data communpication link 14. The selected pairs of trans-
mit wires 44 and 46 enable current to fiow through
current loops 50a through 504 internally coupled to
personal computers 124 through 124, respectively.

45

5

55

65
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In operation, the isolation power supply 26 supplics a
continucus low current DC power signal to each of
power supply lines 28z through 284. The low current
power signal flows through current loops 50a throngh
50d via pairs of transmit wires 44 and 46 and existing
circuitry such as isclation transformers 52 within ¢ach
of the remote personal computers 12z through 124
being monitored. The return signal in each of current
loops 30a through 504 is applicd to a signal isolation
device 32 for preventing signal interference among the
separate communication channels and then is further
coupled Lo an op-amp voltage to current converter 34.
Voltage io current converter 34 converts the voltage to
a desired current level which in turn is applied to a logic
NAND gate 38. The logic NAND gate 38 detects dis-
continuities in the current loops 50a through $0d being
monitored and provides an output indication to an
alarm 40 which indicates removal of one or more of
remote personal computers 122 through 124 from the
computer network 1. In addition, detection of a cur-
rent flow discontinuity further energizes the appropri-
ate light cmitting diodes 44 throngh 444 associated
with the disconnected persomal computer 12
While this invention has been described hersin in
connection with a network security system 24 for de-
tecting continued connection of remotely located per-
sonal computers 12z through 124 to a computer nel-
work 10, it is conceivable that other electronic equip-
ment may likewise be detected without departing from
the spirit of this invention. In addition, any number of
pieces of equipment may be monitored with the net-
work security system 24 and any oumber of network
security systems may be conpled 1o a given network or
a plurality of networks to handle large numbers of re-
motely located picces of equipment.
In view of the foregoing, it can be appreciated that
the present invention enables the user to achieve anti-
theft protection for temotely located electronic equip- |
ment connecied to an existing network system, Thus,
while this invention has been disclosed herein in cornbi-
nation with a particular example thereof, no lintitation is
intended thercby except as defined in the following
claims, This i because a skilled practitioner recognizes
that other modifications can be made without departing
from the spirit of this invention after studying the speci-
fication and drawings.
‘What is claimed is:
1. A secority system for detecting disconnection of
electronic cquipment from a network, said security
system comprising: .
current loop means including separate current loops
associated with different pieces of monitored
cquipment, each of said current loops employing a
pair of data communication lines which connect
one of the associated pieces of equipment to the
network and which are coupled to existing intemmal
circuitry within the associated piece of monitored
equipment, and wherein respective pairs of data
communication lines are associated with different
ongs of the associated pieces of equipment;
source means for supplying a low DC current signal
1o each of said current loops; and

detcctor means for monitoring the current signal
through each of said current loops and detecting a
change in said current signal through one of said
current loops which represents disconnection of
said associated piece of equipment from the met-
work.
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2. The security system as defined in claim 1 wherein
zaid electronic equipment comprises computer worksta-
tions each connected (o a network fil= server and lo-
cated remote from the network file server.

3. The security system as defined in ¢laim 1 wherein
each of said current loops includes existing pairs of data
communication lings used by said network for commu-
nicating data between the associated pieces of equip-
ment and a network file server.

4. The security system as defined in claim 1 wherein
said network includes an Ethernet () network and sald
respective pairs of data communication Jines include
existing 10BaseT wiring connecting the different ones
of the associated pieces of equipment to said network.

5. The security system as defined in ¢laim 1 whercin
sald existing internal circuitry includes an isolation
transformer having a first winding coupled between
said pair of data communication lines 50 as 10 allow said
curzent signal to flow therethrough when the associated
piece of equipment is connected o the network.

6. ‘The security system as defined in claim 1 wherein
sald system further comprises high frequency filter
means coupled to each of said current loops for provid-
ing isolation to ench of said current loops.

7. The security system as defined in claim 1 farther

comprising DC blocking capacitors coupled to each of

gaid current loops for preventing suid current signal
through one of said current loops from interfering with
other of said current loops.

8. The security system as defined in claim 1 further
comprising alarm indicator means responsive 10 said
current detection for providing an alarm signal indica-
tive of a disconnected picce of said equipment when
said change in the current signal through one of said
current loops is detected.-

9. A security systemn for detecting unauthorized dis-
connection of electronic equipment that is copnected to
a network communication link having existing pairs of
data communication lines interconnecting said elec-
tronic equipment to a network, said system comprising:

current loop means including separate current loops

associated with different pieces of protected equip-
ment and internally coupled to the associated
picaes of protected equipment, each of said current
loops using eaid existing pair of data communica-
tion lines which are coupled together via existing
internal ctrowitry within said associated equipment
to form a complete circnit path therethrough, and
wherein respective pairs of data communication
lines are associated with different ones of the asso-
ciated picces of equipment;

scrurce means for supplying a low DO current signal

to each of said current loops;

sensing means for sensing current flow throngh each

of said cutrent loops and detecting a change in said
current flow through one of said current loops
which i indicative of disconnection of one of the
associated pieces of equipment; and

output means for providing an alarm output signal so

as to indicate detection of a disconnected one of
s2id pieces of equipment.
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10. The security system as defined in claim 9 wherein
each of =aid pairs of data communication lines are cou-
pled between one of said associated pieces of equipient
and 4 network file server.

11. The security system 25 defined in claim 9 wherein
said data communication lines are provided via 10Ba-
seT wiring.

12, The security system as defined in claim 9 wherein
said internal cirguitry within said associated equipment
comprises a first winding of a transformer which is
coupled between each of said respective pairs of data
conunipicauon lines to form a circpit path through
each of said pairs of data communication lines,

13. The security system as defined in claim % wherein
said DHC corrent signal has a current of less than 1 milli-
ainp.

14. A method for detecting unauthorized disconnec-
tion of remotely located electronic equipment which
has existing data communication lincs connecting the
equiptaent to @ network, said method comprising:

selecting respective pairs of the existing data commu-

nication lines for associated picces of monitored
equipment so that each of said gelecied pairs of dara
communication lines forms a current loop through
the associated pleces of monitored eguipment,
wherein said respective pairs of data communica-
tion, lines urc associated with diffarent ones of the
associated pieces of equipment;

supplying a low DC current signal to cach current

loop s0 as to achicve continuous current flow
through each current loop while each of said asso-
ciated pieces of equipiient is physically connected
10 said network via the data communication lines;
and

sensing said DC current signal in each of said current

loops 50 as to detect a change in current flow indic-
ative of disconnestion of one of said pieces of asso-
ciated equipment.

13. The method as defined in claim 14 further com-
prising the step of providing an alarm signal when said
disconnection of one of said pieces of equipment is
detected. ‘

16. The method as defined in claim 14 further com-
prising the step of:

selectively tapping into each of said selected pairs of

existing data communpication lines at a location
which i1 remote from said associated pieces of
aqiipment,

17. The method as defined in claim 14 whercin said
ex'is;.ting duta communication lines comprise 10BaseT
wiring.

18. The method as defined in ¢laim 14 wherein each
of said pieces of lectronic equipment comprises a com-
puter workstation comnected to an Ethernet® net-
work,

1%. The method as defined in claim 14 wherein each
of said current loops includes existing ciruitry within
the associated piece of equipment and coupled between
the one of said wssociated pairs of data cc:mmumcatmn

lines to provide a cirouvit path therebetween,
L] L] L * *
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