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By DEPUTY

UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASIIINGTON
Al SEATTLE

DIGEQ, INC,, CWIGMQ ]5 4 6 4 T‘_ﬂ

a Dclaware corporation,
I COMPLAINT FOR PATENT
Flainulf, [NFRINGEMENT

v AND JURY DEMAND
AUDIBLE, INC., a Delaware comporation,

Defendant.

Plaintiff Digco, Inc. (“Digeo™), for its Complaint against defendant Audible, Inc.

(“Audible™), alleges as follows:

THE PARTIES
1. Plainti(l Digeo is a Delaware corporation with its principal place of business

al 8815 122" Avenue N.I., Kirkland, Washinglon 98033,
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2, Defendant Audible is a Delaware corporation with its principal place of
business at 65 Willowbrook Blvd, Wayne, New Jersey, 07470, Defendant Andible operates

the digital audic book sales and distribution website www.audible.com.

JURISDICTION AND VENUE

3 This is an action for patent infringement under the patent laws of the United
Slates, 35 U.8.C. § 271 et. sed. Jurisdiction is conferred upon this Court by 28 U.S.C. § 1331
(federal question), § 1332 (diversity), and § 1338(a) (palent case).

4. Venug is proper in this judicial district under 28 U.S.C. § 1391{c).

5. Defendant Audible is subject lo personal jurisdiction in this judicial district
for the claims alleged herein because Audible has (a) commilted acls of patent infiingement
in this judicial district by offering lor sale and selling media content in the state of
Washington and in this districl using a system that infringes Digeo’s patent; (b} induced
others Lo nfringe 1n this district and throughout the United States; (c) sold and offered [or
sale products over its interactive website, www.audible.com (the “Audible website™), to
Washington residents; and (d} knowingly transmitted media and other information to
Washingion locations and computer uscrs. Audible also knew or reasonably should have
known that the conduct alleged in this Complaint would cause myury to Digeo 1n

Washington.

PLAINTIFF AND ITS PATENT RIGHTS
6. Digeo is an industry leader engaged in the business of developing,
manufacturing, and commercializing a vanety of devices and software to view or manipulatc

digital contenl. Digeo holds substantial worldwide rights to 1echnologies for the encryption

PERKINGS Cong LLLP
COMPLAINT AND JURY DEMAND -2 - 1201 Third Avenue, 40th Floor
[43KT4-004/ 5 LINECE 15, 168) seattle, Washimpton D8101-3099
(200) SB3-HARH
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and manipulation of content, including through various patents, patcnt applications and
know-how.

7. Digeo sells products incorporaling its patented technolo gy, including its media
centers and other sct-top box products, which are used to deliver digital content mto homes
and businesses. Digeo’s media centers and other set-top box products arc among the first
such commercially avanlable produets that enable consumers 10 acecss digital content
securely in their homes.

8. Digco has acquired patents on various new inventions relating to encrypting,
slonng, and reirieving digital content such as electronic books, video, and andio. The United
States Patent and Trademark Office acknowledged the importance of those inventions by,
inter alfa, duly and legally 1ssuing Uniled States Palent No. 5,734,823, “Systems and
Apparatus for Electronic Communication and Storage ol Information” {*“thc *823 patcnt™) on
March 31, 1998. A copy of the '823 patent is attached hereto as Exhibit No, 1. The 823
patent issued in the name of inventors Michael M. Saigh, Edward FI. Chang, Douglas B.
Brockhousc, and Hsiao-Shih Chang.

9, Digeo is the owner of all right, title, and intcrest in the "823 patent, including
the right 1o sue for infngenient of that patent.

10.  The *823 patent broadly describes systems and devices for providing
clectronic information of gll types, including digital books, to an electronic storage device of
a uscr. The patent’s scope s not, however, limited to electronic information in book form.
Rather, the "823 patent extends to other types of electronic information such as movies,
music, video, audio, and computer software material.

11.  Onc of the many system and device embodiments explained 1n the "823 palent

is & systcm for distribuling books in electronic form. The electronic book distribution

PERKING OOk LLLP
COMPLAINT AND JURY DEMAND -3 - 1201 Third Avenue, 40th Floor
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(206) 583-858RE
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systems and devices of the ‘823 patcnt, in one form, are described in the 823 patent as
having (a) a ccntral computer for storing electrome information; (b} a local unit with a
memory [or storing electronic information and a processor for controlling the: transfer of that
inlormation; {(c) a user's device having elecironic storage media; and (4} the ability 1o encrypt
the information when it is transferred to the user’s clectronic storage media.

12, The "823 patenl is valid and enforccable.

AUDIBLE’S PATENT INFRINGEMENT

13. Defendant Audible is in the business of, inter alia, selling digital audio
content for download over the internet.

14.  Audible sclls and distributes digital andio books using systems and devices
that fall within one or morc claims of the "823 patent, including at least claim 1. The system
Audible uses (o sell and distribute digital audio books over the internet is lunctionally
indistinguishable from the clectronic book distribution system described in one of the
embodiments in the '823 patent.

15, Audible’s system for distributing digital audio books includes the “Audible
Manager™ sofiware. Audible Manager 1s downloaded from the Audible websitc by a user to
the user’s personal computer. After download, Audible Manager controls, inter alia, parts of
the encryption process mcorporated into Audible’s digital audio book disiribution system,

16, Audible’s system for distnbuling digital audio books has one or more ceniral
computers that store digital audio books and control the distribution thereof 1o its

www.audible com internet customers. The Audible gystem also requires at least one local

unit, commonly the internet-comnected personal computer (“PC™) of an Audible customer,

that has at lzast (hree (catures: a memory (or storing downloaded digital audio books |

‘ PERKINS CoIE LLP
COMPLAINT AND JURY DEMAND -4 - 1201 Third Avcnue, 40th Floor
| AKTA-HRIAI 0% 100 106] Seattie, Washington 928101-3G9%

{206) 583-BRY4




i B N = R P

—_— e e e e e ——
S0 ] T ln B — D

19
20
21
22
23
24
]
26
27
28
29
30
31
32
33
34
15
36
37
38
39
A6
41
42
43

45
46
47

Case 2:05-cv-00464-JLR Document 1 Filed 03/23/05 Page 5 of 30

transmitted from Audible’s ceniral computer, a processor for controlling the transfer of
digital audio books to a user’s electronic media device, and Audible Manager, which
provides the capability to cnerypt digital audio books when transferred lo the user’s electronic
media device.

17.  The user’s slectronic media device is typically a personal audio player, such as
the Creative Labs MuVo* device advertised on the Audible website. Electronic media
devices such as the MuVo* using the Audible system afe preconfigured to be compatible with
the Audible system, and are approved by Audiblc for operation with Audible Manager,

18  Audible’s book distribution system provides digital audio books to end-users
in at least onc of the manners described and claimed in the *823 patent. A comimunicative
coupling over the internet is eslablished between Audible’s information storage servers and
the personal computer of an Audible customer.

19.  Audible’s system requires a local unit (usually a computer such as a PC) with
a processor to control the transfer of the digital audio books to the user’s electronic media
device. Audible Manager controls the encryption during processing and transfer Lo the user’s
electronic media device.

20.  When a digital audio book is downloaded from the Audible website, the PC
reeeives a digital audio book that has been encrypted with a PC-specific encryption key
previously provided (o the Audible website. Thereafter, the digital andio book can only be
played on the PC through access to a PC-specific decryption key associated with the
cneryption key.

21.  Aundible Manager similarly controls encryption of digital andio books that arc
further downloaded from a user’s PC to the user’s electronic media device, such ag a MuVo®.

The electronic media devige provides its device-specific encryption key (o the user’s PC.

 PERKINS COIE LLP
COMPILATNT AND JURY DEMAND -5 - 1201 Third Avenue, 40th Floor
{33674 GO0XSLOSORO. 58] Seattle, Washington 98101-3059
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That kcy is dilferent from the PC-spcceific encryplion key provided by the PC to the. Audible
websitc. The PC uses the device-specific encryption key to encrypt a digilal audio book
during the process of transferring the baok from the PC to the clecironic media device, and
the digital audio book ¢an only be played therealter on the electronic media deviee through
access to a device-specific decryption key — again, a key that s different from the PC-speceific
decryption key.

22. By opecrating its electronic book distribution system with the above-described
fealures, and by selling electronic information through and for use with the Audible system,
Audible has directly infringed, contribulonly infringed, and/or induced infringement of one
or more claims of the 823 patent in violation of 35 U.8.C. §& 271¢{a), 271(b), and 271(c).
Additionally, by supplying substantial components of the systcms and apparatuses claimed in
the "823 patent, Audible has infringed the *822 patent in violation of 35 U.S.C. § 271(1.

23, Audible was aware of the ‘823 palent before April of 2003, and has not {aken
reasonahle aclion to avoid infringement. Tt has instead acted in knowing disregard of the
rights provided by the "823 patent, making its infringement willful.

24, Audible’s infringement has caused, and will continue to cause, substantial and
nreparable injury to Digeo and its rights.

25.  Audible will continue such inftingement unless enjoined by this Court.

PRAYER FOR RELIEF
WHEREFORE, Digeo prays for the following relief:

1 Lor a prelimmary and permanent injunction, cojoining Audible, its agents,

scrvants, employces and all those in privity with Audible from making, using, selling or

PERKINS COIE LLP
COMPLAINT AND JURY DEMAND -6 - 1201 Third Avenue, 40k Tloor
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{206) 583-3888




K- - - Y~ R, I CRR S B

— ek e et -
Lhods L b o

16
i7
18
19
20
21
22
23
24
23
20
27
28
29
30
31
32
i3
34
a5
36
37
CH]
39
4{)
41
42
43
44
45
46
47

Case 2:05-cv-00464-JLR Document 1 Filed 03/23/05 Page 7 of 30

offering (or sale any products, systems and scrvices that infringe the *823 patent, or inducing
any infringement of that patent;

2. For judgment in favor of Digeo and against Audible, awarding damages
together with intercst and costs (o compensate for Audible’s infringement of the 823 patent,
such award to be increascd by an amount up to three times Digeo’s damages in accordance
with 35 U.S. § 284 or as otherwisc permitied by law;

3. For judgment against Audible for Digeo’s costs of suit, including reasonable
attorneys” fees, pursuant to 35 1).8.C. § 285 or as otherwisc penmitted by law; and

4, For such other relief as the Court may deem just and proper.

JURY DEMAND
Pursuant to Federal Rule of Civil Progedure 38(b), Digco demands trial by jury as 1o

all issues so (nahle in this action.

DATED this 224 day of March, 2005,

PERKINS COIE LLP

by BN A

Jerry A ‘Ricdingel, WSBA # 25828
Jessica L. Rossman, WSBA # 30788
Ryan J. McBrayer, WSBA #28338

Attorneys for Plamnbfl Digeo, Inc.

PERKING COIE LLP
COMPLAINT AND JURY DEMAND -7 - 1201 Third Avenue, 40th Floor
{F5RTA-0E LOS 10, | 631 Seattle, Washington 38101-3089
{2063 583-8888
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(113 Patent Number:
1451 Date of Patent:

SYSTEMS AN} APPARATUS FOR
ELECTRONIC COMMUNICATION AND
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SYSTEMS AND APPARATUS FOR
ELECTRONIC COMMUNICATION AND
STORAGE OF INFORMATION

This application is o continuation of U.5. patent appll-
eation Ser. No. 08/367,056 filed Dee 30, 1994, pow
shandoned, which is a continuation-in-pant of the [7,5.
paient Ser, Noo Q8/296.120 filed Aug. 25, 1994, mow
abandoncd. which i a coptlnuaton-in-pant of Ser. No.
07r787.536 filed Nov. 4, 1991, now abandoged,

FIELD OF THE TN VENTION

The presen invention relates b0 & sysicm for dlsvibutiog
information in electronic form and mone paiticularly, relates
o a communicadon pewerk for transmitting informaton,
between 4 ocotral information bank and a nsey interface.

BACKGROUND OF THE INVENTION

Witk the current infoemation publishing and dismibution
system. inforieation wsually is delivercd as fixed printed
ifiges on paper or fixed in other inedia forms such a9 tapes,
diskcitcs, cartridges, laser disk, o compact dizke. Prics to and
at various points In the delivery process. the informating
usually is warehoused Evcntually, the information {s dedjv-
cred 10 metail cutlets scatterod througbout a distribution
tegritory. Upon receipt of the information. the retailers sither
store: the ipfarmation or display the matexials for rezale

The present publishing and distribution system hay many
disadvantages, One disadvantage is the amount of time and
Irbor required for preparing, printing. producing and dis-
tributing information. Another disadvantage of ths cureest
Rystem is the Iack of conirol over the production quaniity of
information. i.c., the numbes of copics made and sold, The
cwrrent distribution system is further disadvantaged by the
time, work and costs required in publishing and distributing
information updates,

In an aftcmyst to jmprove the disscmination of aoine types
of inforation. bulletin board networks have been estab-
lished. Networks, such as Intemnet, also have besn or ars
being cetablished. Known artworks pencrally wtilize a icle-
Phone nétwork or sorne othar petwork A% n communjeabing
media and cag be acosssed using commercially available
software and almost any type of compurer. As presantly
cparated. however, such nerworks are uncuitable for the
distiibution of proprictary infortnation and information
which is intcnded for limited copying. The froe eansfer of
Information using such natwiks provides little or oo Pro-
tection for copyright and proprietary informatkon gwoers.

SUMMARY OF THE INVEN'TION

The present invention, [ one aspect, is an infamation
distribution system which overcomes disadvantages snd
shortcomings of the curment information publishing and
distribution systzn. An Infortnation distribution systam, in
accordance with onc fonm of the preaent invention, fnchdes
a centra| jnformation bank and A ceptrel Gmnsacliona) data
base coupled to point-of-sale delivery systems. The contral
information bank and central tansactional data base do not
necessarily have to be co-located and can be Jiyplemented
oh different. but coupled, computer systems. Infarmation
flows betwean each poini-of-sale delivery system and the
central information bank and contral fapsactional data base
vie o communication petwork such as the telephonc
mctwork, 4 satellite nelwork, or any other network suitable
for the fransfer of information.
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More specifically, information cheatned from publishers is
digitized, ie. convensd to elsctronic formy o creste a2
master copy s & uniform cloctronfe format. Information
olbtnined from publishers in digitized Format simply is
convericd into the ugiftnn clecironic format. The master
copies are stared in the ceniral infapmation bank

The central ransschonsl data base peformis 4 [eeord
keeping fusction. Particularly, the transactional data base
records and stones information relsted to cach transaction
performed at cach point-of sale &t Upon request. the
ranzactiomal daia base ransmits sales data to a requesting
publisher.

The puint-of-sale delivery systems may take obe of many
forms including a point of picchase delivery system, & paint
of rental delivery system, a “book bank™ subsysiem, a
promotioasl delivery syster, of apy combination of such
systemd. I the poiat of purchase delivery system, informa-
ton Is downlaaded, i e, copled, onto a wamr's storage medis
for later access by the nser, The paint of rental dedivery
systetn iis similar to the point of purchase system axcept that
Is addition to downloading information, an autematic cra-
sure titpe: period designation is downloaded, As explained ig
more detall hereimafier. the Hme period desigoator iz oti-
lized 20 that dpon cxpiration of the designated time. the
downloaded {nfonmation is mmamatieally sased from the
user's stofage iticdia. The book back subsystem is a sub-
ooiwock established bovwean amhoyized wsers. such as
employees of & coapomntion. Each user within the sub-
fietwork cap access designawed Information stored within the
sub-netwerk. Such & configiration coablcs sharing of infor-
mation. In the promgoiional delivery system. promotional and
othee camumencial information can be accessed fof vigWwing
and ondering of products.

A st important ekemend of each podnt-of-sale delivery
syslem is the user interface, somatitries reformed (o herein as
the “Book Baok”. The term Bock Bank. as osed hercin,
refers ko the interface between the metwork and the user.
Althongh the term Book Bank may ipply “book-type™
ruaterial. such tamn 14 ot so Limited. The material may be of
many types dich az movies. music, video. audie. and com-
puler seditware materiul.

The Book Bank is a self-service, dser interactive infor-
mation Vending device. Each Book Bank contains a high
volume, local memaory starags having a customized portfa-
Mo of the most demapded information products for the
particnlyy sife et which the Book Bank is located. Onher
information is traasfamed, via commencial commugicaion
networks (ic. iwlephone setworks. cable systems, sajellite or
eellular system or other similar communication neoworks),
to 2 Book Bank for supplemental, secomdary and lcss
demanded purposcs. A centnl processing unit contained
within the Book Bank and coupled to the Book Bank local
manery storage canwols downloadisg and dypamic encryp-
ton of the information,

Widespread use of the presant Invention should greatly
simplify. and reduce the costs associated wiih, the publica-
tios and distribution of information. Particatacly, the present
architechre roduces the amount of tme and resources
reguired for the distribation of informomtion. Further, infap-
mation updates can engily be made simply by updating the
taster copy stoned in the cearal Inforination bank and then
elther writing over the ecpies stored in each Book Pank with
the updated mastcr copy or downloading the updated master
copy and storing both the old and updated versions in sach
Book Bank. Bach Book Bank contuing an efecwonic Index of
the various Information titles accessible from the Book
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Bank. In addition. the number of prductior quantities of a
particolar wiork can be readily conlrolled using the central
transactiodal data base to track the number of copies made
and seld, within the metwork. For each work
The present invention also repdily coables conrolling
reproduction of informatien and greatly simplifies updating
of text. and the dynamic encryption of wx shoyld provide
copyright and propriztary informatdon owners sufficicot con-
fidence in the present network (0 allow suck information to
be trapsmitted op the network,

BRIEF DESCRIPTION OF THE DRAWINGS

‘These and other objects aud advantages of he present
invention, tngether with further features and advantages
thersof, will become apparent from the following detailzd
specification when read together with the accompanying
drawings. in which:

FIG. 1 illusgmes ome embodiment of the present infor-
mation distribution system architecture;

FG. 2 illustrates informatios flow in the system Archi-
tccture shown in FIG. 1:

FIG. 3 is a block diagram illustration of » poid of
purchasc delivery sysiem;

FIG, 4 is a more dataiicd block diagram fllustration of the
host fileserver shown in FIG. 3;

FIG. § iz & parspective view of a Book Rank embodiment;

FIG. b i3 o block diagram illustration of the Book Rank
cirouitry;

FIG. 7 is a block diagrat dllustration of an end user's
starage modia;

FIG. 8 illuseeates the information fHow for the point of
purchase configuration;

FHG. 9 i3 a block diagram itusoaion of certain elemeqts
of a polot of renta] delivery systeim;

FXG. 19 ix a block disgram illustration of cortain elements
of a Book Bapk subsysiem.

FIG. 11 is & block disgram iHustration of certaln slameprs
of @ promotivtal delivery systsm: and

FIG. 12 is  Sow chart illuserating the: cucryption process
implemented in accordance with the present invention.

DETARI BN DFESCRIPTION OF THE DRAWINGS

The following scctions provide a bref overview of the
pestol sysicm and a detailed description of the system
archileetire. Following the detailed architecture description
is a detailed desaription of polnt of sale delivery canfigy-
#itions. A dolalled description of the various levels of
enm.aptiun which may be uzed in the preacnt system is thaw
L8 .

A. Brief Crvepvigwy

In accordance with ope embodiment of the present
Invention. nformaticn i distribued from a cental infor-
mation bank to & user*s personalized storage medium. Infor-
mation 1o be 5o diswibuted by the prscot system is received
from outside sources either sleetropically, over vardous
commilhication netwarks (c.g. iclephope lincs. cablc
systems, cellular systemds or other similar comtiercial com-
MARicatioh mctworks) or from vatious storage mosdloms
(¢.g.. magnetic oar electronic disks, cartridges., or tape rosls
or conmace disks, laser dlsks, tape casscites, #1c.), of 1a hard
copy format. ¥ informsijon is reccived in a hend copy
format, it iz Initially converted to a ttandard digital format
(c.g., ASCH text, DOS text o othar similar standard com-
mezcially available trxt format) by seapnjng or direct tran-
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scription, Theo the information i digitized, farmattzd, com-
pressad and initially eherypred to form an slectronic master
copy which I3 stored In the cegiml information bank. The
master copry i duplicated clecironlcally and dispatched
clectronically through a communication nerwork, such as a
tclophone of satellite petwork. to a point-of-sale delivery
aystin. Book Banles form a part of such a delivery system.
and the clecronic copies are fetaincd in the Book Bamks for
downfoading into user's personalized stixage medivwsn. Prior
to and during downdoading of the copy on the uscr's storage
medium, the information js dynamically encrypted. A
“dyommic™ epcryption peocess s Utilized co that only the
elzetropic reader associated with the user capd ysed 10 access
the Information from the Bock Bank and dowatoad the
information o the uste storage cartridge can be utilized to
display the information in ag undezstandable text format,
B, System Architzctye

FIG. 1 illustraies one embodiment of the present Infor-
mation distribution sysiem, The system is shown. for os
tration pwrposcs only, as being implemented across the
U.5.A Refaring to FIG. 1, & centtal inforation bank 188
i$ the contral "library™, ar storage loeation, for infonmation.
Peripheral informaticn banks 1824-F, coupled 1o cenwal
information bank 180, are librarics. or storage locations, for
sommupity oriemed information. For exampte, the informa-
tion stored in central information bapk 108 acccssed most
oftan from B San Francisco bay area petiphera| informa-
tion hank I¥2A may not be socessed aften from the periph-
eral infonmation bank for Mcmphis. Tenn, 102E. In any
event, ceotral information bank J0# i= coupled to cach
pecipheral information bank 102A-F to chablc skaring of
infofrpation. As explained In moae detnil hereinafter with
respect (o peripheral inforrnation bank 102F, each peyipheral
informadon kank 182A-F ic coupled to ops or more point-
of -sale sites.

A ceowral trapsactional dsta baze 184, coupled to the
central inforation bank 109 and the periphers| jnformation
bapks J02A-F, serves a ceniral reccrd keeping function for
centra! ioformaton bask 10 snd peripheral inforivation
banks 182A-F. Ceotral information bank 100 aad ccntral
tronsactional dats base 104 prefersbly are commercially
available maib ftams cornputers. such as an IEM main frame
compuier. The particular main frame modol selected
depands on the arnount of nformation Lo be captrally stoned
in the aetwork, tee extent of recond functions tohe
pexformed, and the :peed at which transt'r and processing of
information ig 10 oeci. Lniportantly, the presest inveotion ks
7ot Limited to a0y One particular COMPULEr o serve as the
ceniral information bank and/oc the cootral transactional
data base,

As shown in FIG. 1 is an eaploded view of the various
couplings between central Information bank 164 and wans-
actionad data base 104, peripheral information bank 102F
and various polnt-of-galc delivery sites, particulary, point of
purchaze sites TOBA~C. point of rehtal sites LIOA=D, pro-
motional sites 112A-D, and Book Bank subsysiem sites
114A--C, Each point of purchase site 108 includes a point of
pirchase ranzactional database, represented by a box, and a
user intesface, veprescoted by a ciscle, As explained above,
the user interface i3 aometimes tefoarcd to hercin a8 the
VBoolt Bank™. Bpocifically, point of purchase siee 168A
contaltis Botk Bank 1164 and transactional data base 118A,
site 148B cuaising Book Bank 1168 and transactional data
tase V18B, and site HOBC contains Book Bark 116C and
frapractional daia besc 118C. Since the central jnformation
back 100 and peripheral information bazk 102F, and spe-
cifically petiphal information bank memory storage unli
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M6A. also could serve as Book Banks, such usits are
illusrated as circles. Further details regarding Book Banks
and transactional data bascs are provided below in Section
C.

Az illustrated im FI(i. 1. each polnt-of-sale delivery
system. such as systams 1124, 108A~B, 110A_ and 114A-B,
may he networked directly to peripheral information bank
102F. or the poist-of-sale delivery systerm, such as systems
HW3C, 1168 D. 112B. 1121 and 114P—C, may be petworked
to the podnt of purchase site 108B. which is hetwarked to the
peripheral information bank 192F Point-of-sale delivery
sysem configurabivns arc cxplaincd in more datail below 1n
Scction (7. At the level illusizaicd in FIE, 1. however, it {5
important to understand that the delivery systetns may
intcgrated into vanious combinations, such as 2 }
point of rental system as shown by 110B and 11ZB, or a
promotional polnt of plirediase sysiem as shown by 168D and
1E2C. or 2 combination of 2 promotional, point of prchasc.
and point of rental s¥stems as shown by 108C. 118D and
1zDh.

Communication network links banwveen the ctntral infor-
mation bank 188, ciitial transactional data bace 144, pepiph-
eral informalion banks 192A-F, end point of sdle 5625 can
be made utilizizpg cne of a combination of many commer-
cially available nctworks such as telephone., satcllite or cablke
otworks or any other medium suitable for transmitting
Information in digitized format. Many well-known protocols
could be uked in conpection with the poesent dystem. For
exarnple, if the InterNet it used as the “hackbone™ netwerk,
the well-keown TCPAT protocal conld b used.

FIG. 2 illustrates the fiow of information in accordancs
with the embodiment of the system archilechire itlustrated in
FIG. 1. For ease of ilmsration only. periphesal mernory
storage unit 1064 is coosolidated into ceptral infrmation
baok 100. and peyipheral transactional data base 106B is
consclidated imic central transactional data baie 144, It
should be understood, of course, that communiesting ks
between the peripheral informarion bank 102 and central
information hank 100 and ceniral iransactiona) data base 104
are provided

Az Nustrated by the inputs wovided to block 202, a
publisher will seceive inventwy reports from the ccatral
information bank 180 and sale: data from central transac-
tional data base 104 Based on this and other information,
the publisher can determine whether to place additionsl
information on the network. For ease of refigence, soch
infurmation is sometimes refarved 1o herein as “information
titles”. as shown in Block 204, IF the information i pot
et in an electronic format. then the information is
digitizad 206, disposed in an electronic format 268 and then
undirgoss elecronic anthoting 219, The digitized infonms-
o is then ramsmiiied 5o o data converter 232 for convert-
ing the digitized information isto a uniform format. For
cxample, if the ceobral information bank 164 and oentral
transactional databasc 104 arc DOS-based systams. the data
converter will convert the information into a DOS forpant. If
the infoetytion tides are in a dgitized format. the {nforioe-
tion tilles arc ransmited directly o dala converter 212 for
:::n conversdon {pto the uniform formai as illusirated by

ing 214.

Once the data it it 4 uniform, digittzed format, it under-
gocs an inftial eparypion mad compreszion to both reduce
the amonnt of slorage space required to shore the datz and ©o
make the data ready for being transmifted with bess risk of
unawhotized use while being transmitted through a <om-
Tantications peiwork. The compression is accoimplished
through the use of ope of the commercially availabls com.
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pression protocalls. The initia| spoyypticn is performed
ueing ope of the standand avillable encryption proiwocalls as
discussed helow In Section D.

Cnee in uaiform. encrypted and digitized form. the infor-
mation titlas & stored in contral informaton bank 188, An
elsatronie index. listing all titles availoble and accesstble by
authos, e, subject or ISBN codes is prepared. As new
Information titles are added, the slectronic index is npdaied
1o include the new Htfes. The informatioa titles may thew be
downloaded to Book Bank {1§A. The infenmation tities and
correspomding slactronie index information may. in addition
1o oy rather than being stored in cental infoamation bank
100, be disposed on laser disk masters as itlusuared at block
216. Lascr disk masters 216 can then be insialled direcily
inte Book Bank 116A,

Prics toy downloading desired information titles, the user
may acesse an electronie index which comtain: all the
information tilles avallahle far downloading from Book
Ragk 116A. Through the elearonie index. the uscr obtains
the bisting for available information tithes by aulhor's pame,
by specific title of the wxk, by ISBN codc or by subject
maner. Once compiled, a listihg of the avsilable information
titles included in the index category selected and the offher
necessary informatien to allow the user to purchace or rent
any isformation tile contained in the fndex catepory lisbed
is displayed on the video soyeen. Uszing the vidco listing, the
uger selects awy titlc listed theroon and obtaing a print out of *
the relevant information vhrough the printer slot 342, Upon
popet docess by a user. the information titles may then be
downloaded from RBook Rank 116A onto 8 user's storage
media 2138,

Aftx dowmloading of informstion wnd corcsponding
electronic index information from ceniral information bank
108 or installation of laser musters 216 to Book Bank 116A,
inventory reports are gencrated by Book Bank 118 and
tranamitted to centys] information bank 1. These inven-
tory reports reflect the information titles presenty stoved In
Book Bank 116A. These reports are then are sent to pub-
licher 282 Also. a download compleflon repat [s sent from
Book Bank 118A w gansactional dala base 118A. some-
titmes rfamred to herein as 2 host filesorver, which in tam
Zonerates a stahus sales report, The sales report is transmitied
tc ceptral mansactonal data base 104, Transactional dara
baee 104 sends the necessary action Instruction back 1o host
fleacrver 118A and a ransartion report to publisher 202 for
uses such as sccounting and suditing.

For publishers who wish to allow n user to be able o
produes & hard printed copy of a ponion of 4 information
title for shidy purpeses. when the information Hiles are heing
downloadzd into the master file, special awthosization codes
are included {6 the data. The codes accompany the infor-
muation tifle to the cartridge of the uzer. The codes limil the
particular amount of the infaranbon tte which the user
may produce in hard copy. With such coding in place, the
user may print. from the canridge. the allowahle amoony of
text a2 & hard copy. The certridge retains information relat-
iog to such printing and restricts further printing once the
limits fiave beea reached. The user desemings the portion of
the kAt to be produced as a hard copy by using the high
lighting features cf the readst progmmming w mske a
selection,

. Pojnt-of-Sals Delivery System Confipurations

The point-of-sale delivery gystemns. is previouely
discussed, are classifies by fubction. The functions include
on¢ or more of the following: (1) point of purchase delivery
system, (2) point of rental delivery system. (3} book hank
subsystens. snd (4) promotional delivery Bystam. The cos-
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figurations for cach of thess functions are scpaaicly dis-
cuzsed in detail below. .

1. Point of Purchasc Delivery Sysicm

A point of purchasc system is illustrated in block form in
FIG. 3. Tho point of purchase system is desaribed herein for
illusiration purposes oply az a system from which books can
be purchased. Az pointed out above, bowever, the system iy
oot limited to books and other media capable of being
expressed in clectronic form such 8 compuier software,
music and video could be purchased wtilizing the present
systera.

The of purchase system Illustrated in FIG. 3
includes 3 Book Bank M2 coupled 10 host fileserver 384,
Server 304 is coupled to a customer service torminal 396 {of
course, there could be mere than ¢os tegrmins)) 2od a
cathier’s zatoh 38A which is further Mtloreosnecied to
other cashier scations MBB-D. Seyver MM also iz coppled to
an ingitation nctwork 318 which i tun confiects o ingti-
tution terminals 32A-F. Service tcrminal 386. cashier
siations JBA-D asd institation network 318 are coamected
to server Jd via 2 computtyr communication link such as a
commenzially availsble computer nstworking system zuch
as (CotpuSarve or InterNet. Book Bank 302 and scrver 34
are connected 1o cepral information baak 198 apd cenwral
teansactionat database 104 as horcinbefore cxplalned with
referénce to FIGS. 1 and 2.

Cashier siations 3084 are jn sexial, linear networking
connsctions which allows the addition and remsval of a
mumber of cashier stations at any dme. This configuration
accumimodates exira cashigr stations required during Tash
stasons O rush howr and lhe desire o Tomove oashicr
statlons for better uiilization of space aftzr the sh seasons.
Customes service taminal 306 hes local processing caps-
bility that provides customer seyvices such as persosal
identification ieitiation. perzonal identification number
changss. processing of complimentary books, book refunds,
customer information enfries and updatea. The customer
services terming) 306 can alio piovide the vetadl outlet with
internal administation and the management functions. such
as the book [nventory cards mapagement, the book gt
management, book requests, book reports, Minancial roports.
and E-Mail and Bullctio Board management.

Referring now to FIG. 4, point of purchase filesaver M
is shown In more detsil, Particularly, server 304 includes a
rettml processing wnit (CPU) 36, a primary power supply
31%. an uninterrupted power supply 328 10 assure pontinue
ous operation durdng power fajlure, and a high density
sorage 322 that holds all the programs and the datn bases
redlired for sorver 3 oporation.

Server 304 has four (4) inrerfaces, L &, 2 natwarck jaterface
324, 2 maintenancs inberface 3246, a customer sorvice station
Int=rface 328 and i vashicr station interface 330. CPU 316
tranzmits instryctions to Book Bank 32, creates traneaction
data bases and neports. eod processes orders from cashier
stations MBA-D and costomer service tertuinals 30641,

From network interface 324, server 384 communicaies
with ceotral wansaction data busc 194 foc cloctronic filling of
traosaction reports, communicates with Book Bank 302 o
givc Book Basnk 302 downloading instructon arders and 0
Ieceiva the status reports and the lnventoey eports from
Book Bank 302, Scrver MM also is coupled, through ped-

werk interface 324, 10 2 Book Bank subsysiem to recelve
subsysieIn reports in order to give lastructions and orders
whenover occoessary, as hereinafter discussed. Exiernal net-
work systems such as [nstititiotal & corpomate nctwork
systems with Joea] merchants verminsls, community balictin
toard services and others can also be coupled to the netwerk
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interface J24. The network interface 324 also sllows two-
way cophecting with inserbank aerwocks such az Cirras,
Plus or other similar data wensfer actwork. Coupling 1o
mcrchants’ terminels promotional system provides local
msdvhanis and the local business dircer access o update
their prometions and coupans. Maintenance interface 326
cneblcs remote or an-site diagnosis and repalt of server 3d.

Customer service smtion interface 328 provides for com-
municatioh betwean sarver Md and enstoiner serviee termi-
nals 30&6A-I) to handle customer service rap=aetions. Cus-
tomer service wrminals W6A-D anc ilustrated as being
coupled through a data swilch 332 ta a printer 334, Cashicr
station interface 330 movides that cashicr stations 308A-D
can communicate with sarver 34,

FIG. 5 illusteares one embodiment of Book Bapk 382
Book Bank I inchides a hiph rasolaton colar graphic
dizplay 336 which is a toisch srreen deviee used to display,
for example, insructions. messages. and status reports o the
usar, indexing information and to recelve the user's touch
screen {nput selecdons. Book Pank 302 also bas a keypad
338 that is for the wser to input & personal ideatification as
well as other inpints, A magnedc code or other gaoerally
sccepted cord reader 341, showp as an inscrtion shot is
provided for customars” transactkons with a bank coyd, credit
card o z2ome other form of debit card. A bar cusde reader 3448,
shows as An msemion =lot. is provided to allow osers 10
insert cards coptajpgng ISAN codes for desired informadion
titles For reading by the Book Bank ISBN codes may also
be manually inserted by typing the relevant numberred keys
on the keypad 338, A printer slot M2 also is provided to
snable the pser to access the owmtput of Hook Bank 302
printer (aot shown in FIG. 5), as heteinaftar deceribed, 1o
Iotrieve receipts and transactions reports and ISBN access
vouchers. Book Bank 392 also includes & base member 3d4
with & ous-out portion %3% f0 cnable a user Io stand com-
fortably af krypad 338. Importantly. Book Bank M2 also
includes a cartridge alot 344 for the user to input a reading
cartrldpe, a5 explained in detsil haeinafier, to obtain a copy
of e information selected fir downloading,

FIG. 6 15 w block dingram deseription of Book Bank 342
cireuiry. Parficularly, Book Bank 282 {ncludes a contral
processing unit (CP1T) 350 which iz coupled 1 digplay 334,
keypad 338. magnetic stip reader 341 and bar code readar
349, Although CPU 358 s Diustrated a: one wnit, it js
contemplated that CPU 350 could be a paralle] processor or
distritnizd proccasor amangement. Sclection of CPU AS06
type depends, of coarse, on the amount of information ko be
processed, the desired spesd of processing and cogts. CPU
350 also is coupled 1o an auwtomanic Tebler machios (ATM)
modub: 352 1o allpw ransactions with ATM cands. CPL 350
ls coupled to a media driver 354 which enables usars to
Insert porsonalized media for Ackhowledgment or other
functione &2 howigafier discussed. Book Pank 382 alio
incledes a primary local siroage device 356 provided for the
storage of all information masters selected for loading into
Book Bask 302 and related Index information. & sccondimy
storage device 388 is provided te hold ofher programs.
instructions and trancaction seiated Inforpatiog, A boffa
memery 368 i3 utllized to specd up dowoloading in order to
accommaodmie high volume psers during the peak seazoms. A
printer 362 is provided b print coupons on dermand, receipts
aud varicus reports for the osers. A power supply 364
provides powcr to printer 362. CFU 350, secombary siorage
device 388 and loual stovage 386, An yninterrupted power
supply 3l coupled to primary power upply 364 assures
contiayols opxantion cvél during power down tme.

CPU A5# is couplcd to 3 network interface 368 to provide
commupication to central information baok 190, host
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fileservar 304 or a Book Pank subsystern, as hercinafter
discuszed, (P 3 also is coupled 1o a wircless commu-
Gication porr 378, which in tumn is coupled (o an anienna
372. Wircless ¢ommunication port 370 entbles compatitil-
ity with ap aiternalive communication media i the evem
that such media ks reguired

FIG. 7 itinztrsies, in block diapram form. the strochre for
» user’s personalized media stecage cartridge 374, As
explained hereioaficr, a user inseres cartridge 374 into car-
tridge slot 348 for downlcading of the informatioh scleeted
from Book Rank 302, The downloaded information is
sicied, in an encrypted format o crriridge 374 togedher
with relovant basic index Information cupied from the
checironic index contsined i Book Bank 302 at the time of
initia) downloading, Cartridge 374 is compatible with read-
ers to enabie the nser (o view information stored on the
carttidge. Cartidge 374 indlodes reading sofitware 376
which, a5 explaincd in more detail bercipafter, paforms
sequential epcryption and deayption of information. Reg-
istry correspondenec segmment 375 wlso iz provided. A books
file registry 388 is created at the tme of downloading
information osio cartridge 374, Boorypted bocokfiles 382
together with relevast cloctronic index informstion tre
stored on carridge 374 as well as a gop-erasable perma-
teotly marked seyial sonbeg 384, Carbridge 374 also con-
tains a pompercial sporating 2yiiem enviroiment 386 and
free digk spacc 384,

FIG. 8 illusteates the wser process amd eolpoacnt pro-
cessing which occurs when a uwser utilizes the poiot-of-
patchase systap described abave. Particulaly, onee the aser
eatery the site 399, and I the user a first-time patron 39, the
user will comnplets a ustr's applicagion form 39, The use
will then take the complelad application ansd & picture 1D, o
customer scrvice siaticn J06A, whare the user will select
and input a pereonal {deptification numbet (PTN} and &
password 396, The customer servies cleyk will open an
account for the custorer 398, The user selected password is
antomatically masched with a seduentially crested customer
account umnbey within the ocotral data baeks. Uzing the
keypad accompanying the sashicr station, the clerk types in
e nyme, address and social security number For the user
The written application will thea be insesied inte the primes
slot accompanying the cashier stagon. While loading e
custotner information, the cemral dits bmak reviews the
loformation to doterming if théaxs arc any prior problesns
with the custwner or other discrepaacies. Woen the verifi-
catiod proccss is completed. the designated ocustomwer
nccount fwmber for the uker i printed on the uscrs appli-
cgtion. Thea, the cletk place:, into the card slot, ap user
identification card (a plastic cord having dimensions of the
gandard cyedis cavd apd containing 2 magaetic steip on the
hack on which can be placed magnetic coded information),
The card is thep sinbassed with the user’s name and aeoptinl
number and the magnetic swip is encoded with the appli-
cable tser codes (accoust pumber, ¢ard mumiber and desig-
natzd pasyword ipformation). The written spplication is then
transmitted eo the centead data storage center for retention
The user now i able ko yse the isswed card to make
purchases or to ront the use of Informeadon tifles. The

ruachine wsed to #mboss and encode the cards is a standard S0

comimercialty avallable machine of the type ewrently betng
used in conaeccijon with the Issuaher of a bask cands, eredit
cands of dehit cards.

In addition 19 Obtaining a pérzonal idestification cand. &
nzw enrollec purchases 3 rcader/computer ar other acco-
able reading device (such as a speeial compuolerized
interface). Bach suich device is assigned = anique scrial
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pumber and s epecial cods number, The serial Bumber is
pooigacd on a fead o0ly memory chip enclossd within the
device_ All of the many canridges which dccompany ¢ach
soch reading device is cncoded in such A mapner that
information recorded oi the cartridge can only be read by
the rejated reading device. This is accomplished by a simple
Frogram contalned within the permarsnt Metoory of e
device. I the special code on the device is act the same as
the number which the cartridge is sceking, thén the cartridge
will cause 1o be displayed in the reading deviee the words
“eatridge cnnnod be read by this dovice™ aud te not ailew
any further aceess to oy information comtalned on the
cartridge by the particular peading device in guestion. If the
pumbers match, fusther access will be allowed. At the time
a reading device is parchascd, the dlerk onters the sczial
number Eor the device foto the ceniral data bask through the
caghiers stados, The coawal data bark contains a List of the
serial numbers of all approved reading devices and the
comesponding special code oumber, The personal idraiifis
cation card for the customer purchasing the reading device
i4 placed by the clerk into ak eppropeiite slot on the cashier's
stsigy and he ic sirip on the idestification cand is
encoded with the applicable serfal number for the roading
device being perchised Thereafter, whentver the user
desires to obiain additlonsl castridges for wading by his or
het reading deviec, the weer need ooly present his personal
identifration card and tie cartridge to be properly coded to
the clerk 2nd by insarting the cartridge into the carridge siot
and the idetification card inta the cant slot rod prexsing the
designaied button on the ceshicrs station, the new cartridge
will be conectly epcoded to be rcadable by the user's
reading device.

The requircmeat thil teAding devier codss and canvidge
codes maich, before access will be sllowed. means thar
{ssued cartridges wilt not be readily [eadable by muitipls
reading devices, Multiple device reading will require special
prograruming and the granting of special allowances. ‘The
sequitemsnt reduces the pogssibildty of unsuthorized use of
information titles.

Tha customner takes the customer idegtification cavd to the
book display arca fox shopping 408. If the customer previ-
ously opensd an acconnt, the customer will not have to go

the above dasaibed proctss and can proceed
directly to shopping area 308, where the customer wil] seloct
a book inventaty card matching his book selection. The
book inventory card has the hook ISB nundhers. a bar code
and joformation pelated to the particulsr informatiot tfs,
auther, publisher, asd ¢didon datr printed thercon, The
customer brings the selected book inveglory cand to e
caghicr’s station M8A. The cashier magactically teads the
¢odes on the customes's LY. card sod scans of manually
emeri the bar codes on book invantory cards A0 ‘The
custotner then Mekes 4 proper payment, and the customer
codes and information tills ber codey are iransmitted & host
fileserver 4. Sarver WM searches the exiging cuslomer
account fllc to match the idearification fic.. pin and
pasaword) and will generats a dowmlosded book list fite
basad on the bar codes from the ook Loventory cards o as
maaually loaded, Seaver 304 downloads e file o Bovk
Rank 302 which electtonicelly gencrates a portfolio of
information titles ready to be downloaded pu demand The
uidt can then proccod 10 Book Bank 302 st apy later tme
a0d ingert the identification card into the slot 348 of Book
Bank 302 aud a coded point-of-purchase cartridge 374 into
Book Bank canzidge slot 348 to ideakify himsell with a
personal Heatification number. as illusirated in step 484,
The user also coters 3 password 4k into the Bty pad 238,
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When Book, Bank CPU 358 mawch=: the personai idemtifi-
£ation nusmber with a downdosded list partfolio. Book Bank
CPU 28 starts downloading the requested information from.
local storage 3Se. through buffer memory 360, o media
driver 354 which copies the information opwe canridge 374,
As part of the dowaloading process. the data is dynamically
encrypted to make the data uaiguely readable only by
authorized reading devices. The dynwmie encrypdng is
described below in Section I, After downioading, the uzer
removes cartridge 374 and then inserts carridge 374 inta his
personel rcader/compuler to access the information
acquired. The readerfcompunas are configured for long-tarm
teading applications. The resding applicstion software is
starcd 0w cartridpes with the ability € read the applicable
software on the cartridges permanently storcd within the
memocy of the readar/computers of other anthirized reading
device,

2. Boint of Reotat Delivery System

If a user is not intarcsted in obiaining & permanent copy
of & particular work hut roquires a copy for a period of time.
.. A SEITesker, the user may prefer (o visit a point of rental
site rather than = paint of putchase site. A point of rental
system i8 illnsarated in FIG. 9, The reptal system is identical
ta the point of purchase system previously described heein
{c.g.. includss a host filesarver) except with respedt to the
differences pointed out below. In many iw#ances. & single
site or Book Bank may Forve as a point of purchase system
eite and a point of rental system sive apd a point of delivery
system For promotional or commertisl informadon site o
any combination twzsof. As shown in FIG. ¥, the polnt of
remtal sysicm inclodes Book Bamk wser terminal hubs
419A-8 eviipled to terminals 4124-B, and customer scrvice
sistion 414, Tlser tarminals 413A-E allow a customer 16 4o
an information title search and index scatch of the Back
Bank memory and fo tranemit other information between
PBook Bank 32 and himealf, Custorer sotvios stathon 414
<ombings the funerion of cusomer service as well as the
cashier's station. For cxample, st custormsr serviee stxtion
414, a credit customers” debit card can be crodited and the
ATM operstion can be overridden, vis ATM module 418, if
ncccssary, Informaton can be peiated ot from customer
service staticn 414 via peinter 418,

Point of rental storage medis 420 I8 uzed in the rontal
systep. Point of rental media 42 is the same a5 paim of
purchase medin 374 except thac metis 434 inchides am
sutomaltic crasine mechanizm that aases the infarmaton
gownloaded after the cxpimtion of a presct time interval
More specifically. when information is dewaloaded from
Book Bank 32 ooto madia 428, Book Bank 32 also
downlonds a “time stamp™ cqual ko the time period for which
the usct' Bas paid 10 Tetain 3 copy of the information. The
time stamp could take the form of a valuc loaded into a
memory location on media 429, which value corresponds e
the rzatal dme period. During usage. the achial veage ime
¢lapsed is subactes fiom the electronically stamped Hme
period. Once the user has consumed all of the usage hours
awmhorized, the information title witl self-destruct, Le.. be
deleted, from media 428, This cam be achieved zimply by
calliog a stored program which emases the information
associated with the memory locriot where the time value is
stored. For cammuple. when the value of the memory location
where the authorized urage ime is stored is zaro, the stored
crase program would be called upon to crase the infarrantion
a3soeialed with the “zere” Ume wsage authorizadon.

Another naethod for astomatic crasere s for 2ach rental or
Libeary cariridge to contain » real timie clock and indepondent
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encoded for use, the real tme clock mechanism 1= activated
Ag rented information dtles are being dowiloadsl, as expi-
ration date is logwed into the index information for cach e
Any tme affer the real time clock on the cartridge reaches
the dasignated capiration date, aocess v the relevant infor-
mathon title is denied. I use of the title is not extiended, after
the cxpimtion of an additional bumber of days. use of the
cartiddge will cause 8 periiient arasure of the informatiot
ttle from the cartrid ge memory. ¥ith tals method, if the real
time clock fails to cperate. the cartridge wilt become unread-
ablc without repair, To repair 2 defective cantzidge. the user
need ooly being the cartridgs together with his persogal
idontification card to the pearest service conter Wheee the
real ime clock will either be repalred or the relevant
Informaiion titles will be loaded onto a replaceinant car-
teidge. The user will be credited for any 1ot time while the
cartridge was unreadsble. A service center eondd be located,
for example, near each separate paint of delivery site.

The automatic craswrs progiam could be created as an
opcrating 2ysiem moddule o as & separatc excoutahle peo-
pram desigmed b be “terminate aod stay resident” (TAR), A
moditle iptepral with the operating systam is prefomred dnce
such a sfruchte engures thar if the operating syseem is
viabic, the antomatic erasure module s viable,

H the user sl needs more vme with any particular
information titles, the user may rotum to the polat of rentat
sitc and “re-rent” the informabion. Alternatively. it {s con-

that the usér could renew the reml via a modem
coupled to the reader.

Wiih rezpect 10 the user process for renting infeppation,
when # point of beatal paton eniers a point of rental site, e
user will use a valid ATM card, bank card. credit card. of
some other debit card and proceed directly fo A Weer terminal
d12A-E. Using such a terminal. the usor can peform
infertation tide searching and download an onder entry to
Book Bank 32. When the dowitload entry ix complete, the
uscr will go to Book Bank M2, insert a rental media, an
ideatification card, and B credit card, bank cand, of debit card
inko Book Bank M2 for the trapsaciion approval. If the
mansaction is vot cleared or If the ATM sysiers iz not
working property. the patron can pwocedd o the custormer
service conier apd have the attendant manvwally override the
ATM process, if approprists. H the user does not have a valid
ATM cedit card of debit card. the user will po to the
cusiomer service cealer. pay the servies clak to recaive
credit on the Book Bank debit card, Thea ihe customer may
proceed 1o the oser terminal where the user downloads the
order entry.

Adfter the transaction approval is cleared. the paixon inseris
point of vental media 420 into Book Bank media driver 384,
han his personal dentification card schibed and enters a
passward. The informmation 1y dynamically escrypizd and
downkaded fram Book Bank 32 o media 420 with an
cléctronic stanep of the number of hours of usage suthorized
for pach isformation tille o an expiration date Afier the
downloading. the usar will apply this media oa the personal
render/onmputer 1o aceess the information on the media.

Typical examples for the point of rental siee are librarics
{commereal, education or public access) and book rental
hops_ The information downloaded by the usar may be free
of chiange: to the users such as in the case of a Library, o may
incur certain rental foct af & pre-determined rate, such as in
the case of a remal shop o Ubwary chearging on a per pRge use
basis. Apgy given point of mital sitc may operatc &t &
traditional Library in allowing foee nse 1o hbemry members
for & limited period of time o may operate a5 a rentsl shep
where faes are collocted from deers in accordance with the

techargeabls power supply. When the cartridge is initially  period of use allowed.
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3. Book Bank Subsystern

A Book Bank subsystem couples to a Book Bank and host
filescever a5 deseribed in mors detail below. The central
clemant of the subsystem is a Bock Bauk which is a
modificd vasion of the point-of-purchase Baok Bank 382,
The subsysten is specifically copfigured for the collective
usc by members or the staff of & commercial or husiness
enkity of B corporation. It delivexs and it recalls information
ttles among auwthorized users within the business or cerpo-
rate entity, and provides the copability of Mmiling the
numiber of copies of 2 given work that taay be distributed to
other authorized users, If all of the lcenscd copics of any
informution titles have bocn chwecked out by the siaff of an
organization. then po othe uscrs may access the same
information title within that particular subsystem unidl one
or mate of the licensed copics of the particular information
is uploadenl or recalled to the subsysiem or additional copies
arc purchascd.

Insicad of purchasing the unlimited wgs of a limied
aumber of copics, B commercial or buzingss entity may lease
the imited use of an unlimited mumber of coples of the use
of a spocificd portion of a given information title. Under
such circurnsianess. the commerdal of business caotity
would be charged cach time the subsystern is accessed from
a participating work station for the povtion of a specified
information titied acerised and for the period of time the
access ooows, By mestrictions encoded o the (geeface
betweoh 8 participating work stabon and the subsystem,
while accessing information from the subsystem. the sbility
of the wixk station to perform certain eperations would be
restricted. The reitricted operations would be those related
to the duplication ar ransmission of data relawed to infor-
maliop titles being arcessed through the subsystam.

Mcre specifically. and refaming to FIG. 10, Book Bank
subsystem 422 containz m high rezolution color graphic
display 424 coupled to CFU 426 to display the instructions
o status of subsysem 422. Subsystem 422 dlo includes &
keyboard 42K with Himited acoess to the sysiem for keying
selections for oporating certain given funciioas such as
prodoct disphay. Subsysten 422 has a media driver 438 for
the downloading of information apd a local storape 432
which holds = parifolic of information the business entity
has ordarcd for use. A ascondary storage 434 1s alis pro-
vided 10 hold al} the softwar: programs shat conirol and
pafornt the functions of subrystem 422, Subsystom 422
further includes a power supply 436 and an woinbemptad
power supply 438 o assure coptinuouz operation during
power failore downtime. A printer 446 1 provided 0 print
varicns reports,

Bock Bank subsystem 422 has a network inlcrface 442
that connccis sibsysiem 422 10 Book Bank M2 aid host
files=rver 384, Netwrork interface 442 also may couple to the
carporale or busip=ss entity netwark systern 444, With such
8 swcture, the covporate entity may mansmit o download its
OWN corpaate propristary information through Book Baok
aubsystem 422

Media port extension intorface 446 provides scoess by an
adequate number of media drvers o the desired corporat:
tcrminals for corporate network stations, Media driver 438
is comnceted o the terminals or stations by a proprictary
dyiver card, The corporalc administration can wtilize the
dynamic cherypion and the dynamie downioading fusction
of Book Bank subsysiem 412 to inoorpurate and accoomo-
date the copporate propriatary information. The onporsts
proprietary infonmation may e tasdmited 0 Book Dank
subsystemn 422 uzing an encryption process ahd then down-
loaded selectively to the destipation pon and to the properly

13

55

14

idenrificd authesized personnsl, Book Bank subrystem 422
I3 wot only a customizcd corpocate lbrary of copyrighted
and proprictary information. but also is a coporate docy-
ment seciwity device that encrypts and dispatches the cor-
paraie docwments and the corporate confidential proprictary
information io the coiporate network system. As pant of the
metwock, {nlarface conacctios linking each participating
work stativa to the sutwystem and allowing acress lo
cnaypted ipformation. a separate unif. c.g. 8 MmNy
SIOFARC Unit. pestricls cattain operations which may be
performad from the work station sv long As the work station
has access s sherypted information from the subsystem
The resirictions limit or prevent pporations related to the
duplication or ¢ansmissios of data,

4, Promotional Delivery Syitam

The prorootiona) system is 2 point of delivery system for
promotional and commercial informarion. It distribotes pro-
matiosal and commercial information in slecopic fixthit
and userts may cither visw the digitired promxtional and
commercial information st the site or download the infor
makiot to their perzonalized madia for later viewing. User’s
cah access the promotional and commercial inforination
including the dynamuic viewing elecironically of advertsing,
available discoumts, commercials. special promotional
cvyents, softweare demos and produci cntalogs. 1lsers may
gven shop ¢leceronieally by manipulating the prometional
and commatcial information and placing orders through
E-Mxil from a pericaal reader’computer & by ondering
directly from an [oteractive promnational Book Bank The
promotional Book Bank has the same stucture as Book
Bank 302 fot the poist-of-purchnsc systcrm.

A promotional system in accordapces with the present
fnvention i [lustated in block diagram form in FICG, 1], As
in the other point-of-sale systems. Book Bank 382 i net-
worked 1o host filleserver M. The protuotonal system
further inchides & sumber of promotional units 448A-D
which electronically display and profots products. Ugit
448A is coupled directly to central transactionsl dats base
184 and central Infarmation bank 188 while units 44851
are coupled to host Aleserver 384, Upit 4484 meccives
information from taschanl terminals 450-A-D and host
filegerver 3 receives infarmation via menchant terminals
ASIE-G. More specifically, host filesarver 34 receives
advertising and special offer ypdates from the local
basimesics, axtione) ar regional advertisers. and corporate
sponsars theotigh merchants terminals (MT) 450E-G, The
host Rlesecver 304 is alio netwatked 1o 4 cenual trapsaction
data base which, in nurn, provides a report to the publishers,
advertiscrs, accoaeting, auditing firms. merchandise
vendors. and othess.

The omotional Book Bank aliows selective download-
ing of promotional and commet¢ial information to te usar's
point of retital madia (see diseussion in Section B, System
Architectire, for explanation of sych downloading) for the
user’s privats review and personal shoppivg ab his oogve-
gictce. The promotional and the commercial information
downloaded will self-destruct (Le.. automatically erase) at
the expirstion of & pre-determinad fnae intcrval as cxplained
above with respect to point of Tenial delivesy systems, The

ional Book Bank also providcs a user interactive
self-service vending featitre. The user may order products o
infamation ¢lecoonically via the network Some of the
pomational fonctions are: coupons on demand. vintoal
shopping. caralog sales, demos, subscription orders, elec-
tronic applications of credit cards, calling cands, or other
types of services, Some public domain informetion distrib-
yied sUch as community ¢vetits, ticket zales. institutiohal
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#veots or even public bulleting could also be distributed with
the promotivnal information as & fres or low cost sorvice to
the community.

The prometiona] and the commercial infertgation flow is
vory similar fo the information flow within the point-of-sal=
delivery system. However, rather than a publisher or copy-
right infonmation owoers, the information soutces are local
businesses. national or regional advertisers, and spproprise
sponsors through advertising agents and other entities.

D». Encryption

‘The above-desaibcd polnt-of-sale delivery systcms have
the capability of performing dynamic encryption of data as
the dara iz downloadod omtc a user's storape media.
Dynamic cocryption refers to the process in which the Book
Bank works togetha with the storage media (o perform 2
proprictary conceryption of downloaded data.

In additicn to dynamic eocryplios, other encryption may
be performed as illustated in FIG. 12. FIG. 12 illysirates a
three level cncryption process. For esample, prior 4o trans-
mitting jfornation on the nctwork, the deta may be
encrypted, This facilitates preventing anautharized users
from accessing the iramsmileed deta on the noiwork In
addition to the pre-transport cncryption. the data may be
encrypted prior to being placed in a book bank. Publishers
o other ownas of the Infermation may have spproval
authority over thiz level of sacryption 0 poovide such
information ownpers with catisfaction that the dala is
sdiequately prviccted

Once the data s stewed In the book bepk. dynamic
encryplios techniques may be wsed whet downloading the
data onto storage media, The ctorage media (FIG. T)
Includecs & praprictary covironmedt for buikding, meading.
viewing and fwocessing. The media also hat a commercial
aperating system covirommeat for processing Information
files. An information fle directory registry forms a purt of
the proprictary application, and a file directory poinker is
coulzised i the cperating systcm application.

The dynamic encryplion proosss, in one form, uacs the
perhsknent serial numbers stored (b (he stofage mediz, the
user’s persopal identification wumber, and @ password o
further enayp the data stored In the boak bank as the dala
is dosvnloaded to 2 wser's starage media, The personalizad
varables mnd codings are combincd with various Individu-
alized informntion file varinbles to form an individualized
data siructure for the data downlopded 1 the wsex”s person-
alized medin. As 4 result, thoss information files are indj-
vidualized pertaining to the media the vessioe of software.
the information file itstlf, dgd other variables.

The dynamic cacryption assisis in reducing dic possibility
of the unawhorized use of propriefary or other information
by causing alt information dewalesded thraugh the point-
of-zale dellvery system ta be readable and accesaible by a
sclected pumber of user readers/computers. Specifically.
date sborage medium acoessible from one readerfcompuier
will not be accessiblc using anothey readeg/computer unless
such Access hae besn preamanged such as by providing the
other reader/computar with an identical user identification
oumbes and password.

Examplcs of well-known epoaryption algorithms which
may used in paloniiing the above described three level
cheryption include the Z806§ Data Ciphering Processor
(DCP). 'The DCP comains the structure to cnerypt and
decypt dain using Nationnd Bureau of Standards encryphion
algorithms, It may be used in z varety of envirohments
intluding in dedicated contreliers, communicalion
concenrators. torminals anid peripheral task proccssors in
general proeessor sysietng, DCE provides a high throoghput
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rate using cipher feedback, sleconic code book or cipher
block chain operatiog medes, The provisions of separate
ports for key input, clear data abd enciphered data enhances
socirity. The host systems communicates with the DCP using
commands enered in the master port or dhrough suxiliary
control lines. Omee set up. data czn fow through the DCP at
high speads because input, output and ciphering activitics
¢an be perfomned concurreatly.

With respect to dypamic encryption. the following
describes one of reany methodz of dynamic encryplion
which could be uscs. Partieulanty, exch regularly iscd alpha
or numeric sympol is assigned a corresponding oumber as
iltustrated in Table L.

TABLE 1

wmbl A B C P E F a2 H 1 I K
cod 1 2 3 4 1 8 7 8B 9 1¢ 1
wyinbol [ M N P qQ R & T v v
cuxds 12 13 14 15 16 17 {8 19 W 21 &
mbl WX Y Z 0 1 1 3 4 L I 1
code 23 024 M WX B O ON N H O RM
mbal 7 B ¥ C oy T S

eocke M 35 3 ¥ M 39 D 4l 42 43 WM

The serial nuraber stored on the cantridge would be used
to dedzrmine how many slots the code showld shifi to the left
at the start the encxypting. For cxamqle, if the serial aumnber
ended with six. before starting of encryption. the code would
be shifted to the left by six places. Table 2 illustratcs the cods
table afier the shift.

TABLE 2

aymbsl A B C b B F G M I P K
code TR B 101 a2 13 14 1% 15 17
el L M N o Pog R 5 T u v
e 18 1% 20 2% 2R 23 24 X X% 7 28
symbl W X Y zZ 0 1 2 5 4 LI
ool X 0% 31 ¥ 3 o34 3 MO MW
mymbsl 7 B 9 - e EE S T

carls 40 41 42 41 M 1 2 3 4 45 6

The selected user password thea is used to determine after
how maay symbols the code should again shift to the left. As
an example, if the password weres ROSE, then using the
codes from Table 2, the numeric statement for rose would be
24212511, When the coyresponding numbers are added
fogether uptl! seaching 3 Twmber between 1 and 10, the
number reached in oalr eXample 15 ¢ {15.9]. So afier every
Oth letter. the codes would be shifted another § spéces 10 the
Left. After the cacyyptitg of 9 letters, the codes wotld be st
as set forth in Table 3.

TABLE 3

smbl A B C D E F @G H I I X
enda I} 14 15 16 1T 18 13 ®m N o nn
agmbei L M N O P O B 2 T UVY¥
e 24 25 2% FI kT B | B 13 3
ool W X Y Z D T 3 4 5 &
i 35 3 I OB OH M 4 42 42
eyl T B 9 P R X

T 2 03 4 5 6 7 & & @ U 12
HBecause the fact that the epcrypiing tables are conxantly

shifving, updsr this simple method. the phrase—"My hrown
dog has fleas.” would be encrypred as follcws:
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"R ¥4 u B W e
% ¥ 1B 12 W 13 N 1§ M

- S | - 5 1

Decoding vsing only Table 1, the coded phraze would resd
as follows:

5 4 F X v 2 T F
B0 3 T M 4 g X
w s .

W

Without knewing other informatlon, & would be very diffi-
eult oo find a pattern that would allow one to decods the
symobolz,

Knowing the placcmeat of the codcs relative to the
symbols at the slart of the en process and the
pumber of symbols between shifts, decoding ag egerypted
phrase is simply a reversal of the process applying each of
the tables in yeverse.

There are any amber of similar methods of dynamic
encryplion which use a different rosnncr of déternning how
sucryption codes will vary as onc proceeds through the dats
to be enaryptod. The objective. of coursc. is to make
decoditip difficult by avoidicg obvious patterns associated
with estivenitional language and oumber usage.

While the prescot invention has been dsscribad with
respect to specific cmbodiments, many modifications,
variations, substitutions, and squivalepis will be apparent to
those skilled in the art. Accordingly. the invention is to be
vohgidered as limited only by the spirit and scope of the
appended claims,

What is claimed is:

L A systcm for providing information to electronic stor-
agre media of system users, said systern comprising:

2 centrz] computsr comprising a central information stoh

age bank;

at Jeast coe Jocal unit communleatively coupled to said

central computer, said locyl upit comprizving a memary
for storing. in electronic form. infarmation ansmitted
to sald unit from sajd ccatral computer, and 3 processor
furcontml.lmgmﬂu of informadon stored lo said
unil \o the clectronic storage media of syslem users,
said local unit coafigorsd to cxrypt the information
when the information is to be transfcared to the elsc-
tronic & modis

2, A sygtern in aceerdance with clair 1 wherein sald ocal
unjt is configured to tamsmit, to said central computer,
information related to a mwmber of copies of an item of
infoarmation transferred From zaid local unit to the clectronic
storage media.

3. A system in acoordance with claim 1 wherdn aid loeal
uait forther eoinprises 8 memory intarface con (]
interface with the clectronic storage media, and said local
wit is further configured to utilize juformation stored on the
electyonle storage media to encryy information transferved
1o the eléctronic storage medla

4. A rystem in accordanre with claim 3 whawsin the
information stoped ob the clectronic storage media com-
prises a personal signature code gurnber aud serial number

5. A systeyg in accordance with claim 1 whersln said local
unit is further configired to transfer to the clectronic storage
mxlia data which is indicative of a pericd of tisne during
which access by the user of the information is authorized.

6. Apparams for providing information from a central
cotapter 10 4 memory wnit of a user, said apparatus com-

prising:
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a first interface configured o be communieatively coupled
to the conwal computer;

a book bank memory for storing. 2 clectronic form,
information teansmitted to ssid first interface by the
central oompiter;

a sccond inmerface ocoafigumd to receive the user's
memory undt;

n pwocsasor for controlling transfer of information stored
ia sald book bank memery (o the user's memory anif;
and

cncryption means for dynamically encrypiiag informalion
transferred through said sccond inscrface w the users’
memoty units.

7. Apparatus in accondanee wilh claimn 6 whaein the
central comprner incldes & czntral tansactional datahaze
and said spparatus further compeises a Aleserver for con-
wolling vaiismission, 10 the central ransactional databage, of
jnformation rclated by the number of copics of an ilem of
information tansfared thraigh said seoond interface to the
users’ memory undts.

8. Appamams In accordance with claim T wherain said
fileservar stores data related io the information transferred
from said book hank meamory to users’ Memory units in a
manner 3 a3 b enable [dentification of each ltem of
juformation transfored to each wsor's memory unit

9. Apperams in accordnnce with claim & wherein zaid
procesgor iz further configured to tansfor lo the wser's
memory Wt dxa relabed o 3 dme at which information s
transferred from said book bank memory to the wse's
méinery ubit.

10, Appaatsi b accardanes with oleimn & whitein a
personal dgoamre code number mnd sexial number are siored
in the vser's foeinory undt and whertin fud cocryplion
means b configured to resd, through said second interface
and from the uss's sty WD, the pcsobal sighanre
code minber and mexial Rurnber.

11. A eysiem for tranefering information io storage media
of syséem users, sald system compeising:

a central information bank for staring electronic coples of

icformation;

& cental ransactonal database for stoxing data celated to
transpetions;

at least one local nnit corpeiiing o fbrel il ooinimun-
catively coupled to smid central information bank for
receiving information sansmitted from szald central
infemation baok, said (st vnit further comgxising a
mamery storage for sioring information wansmined io
said first undt by said cenwal information bank. said
Iocal vnit further comprising a filesorver coupled to
sald first unit for transmitting to sxid coniral transsc-
tional dacshase informatdon telated ti WaANSACHONS -
formed by spid forst unit

12. A sysem in accordance with claim 11 wherein said
local urit is further configured to transter to the system user
storage media data isdicative of o period of ime duripg
which access by the user to the information {5 authorized.

13, A syitam: In acoondance with elaim Ll whesein sald
local undt I8 configered io perform at least some point-of-
salc functions induding transferring information received
from zaid eetitral information bank to the user storage mediz,

14, A zystem in acoordance with claim 11 whersin said
local unit is confipured o parform ac lease some point-of-
rental functions mclading masfariog iofonmation recsived
from said central infoarmetion bank to the user storage media
and transfeming to the system wser storage media daia
indicative of 4 pariod of time dwring which acesss by the
uger 10 the information is authorized
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15. A sysicm in eccordapce with clabin 11 whepein said
local unit s configured to perform at [cast some subsystem
functicns indludiog restricring duplication and wansmission
of data,

16. A system i accordance with claim 11 wherrin said
local uait §s configured 10 perform al leask sine promootiond
dclivery systom funchions tduding displaying proteationsl
information

17. A system in accordance with claim 11 whetsio sald
lgcat ugit further cantprises & memo'y fnterface tagfigured
to inttrface with the system uscr's storage media, and said
local unit (s configured to wtilize infortnation stored on said
uger's storage mediz 1o cocrypt the information.

13 A system In sccordatice with clairg 17 wherein the
information stored on Mie ussr's storage Medla comprises p
persohal slghafure cofdn mumhe aml seifal monsher,

1% A system for providipg information to ¢lecronic
storage naedia of system users, sald system comprising:

a central computer comprising a central information stos-

age bask;

at [east obe local unft commupicatively coupled to sald

cchiral compyter, said Jocal unit oomprising a wemory
for siewing. in eleconic form, information mnsmitted
toy said unit froth said central computet, and & processar
for contrelling ttapsfer of information srored in sadd
utiit o the ehedonic storage needia of system uses,
sadd local agit configared bo encrypt the infarmation
wheo the Information is to be gansferred to the clee-
tronk: gtorage meodia, said local uhit configured to
enerypt the formarion wtilizing information stared on
said user's sorage medla,

8. A sysicm ir acoordance with ciaim 39 wherein the
informakion storod on the user’s stagage media comprises 4
personal signatire code gumber and serial nuwmber,

21. A sysiem in accondance with elaim 19 whereiy said
locyl unlt is coufigured to perform at [cast some poigi-of-
sale funcrions [ncluding trassferring information received
from said ceniral information Bank to the uscr storags media

2% A system in sccordacce with claimn 1% whersin sad
local unit i= configured (o perform at least zome poigt-of-
reatal functions including ragsfeoing infemuation feceived
from said central information bank to the user storage media
and trapsferring (o the systam user stotage mcdia data
indicarive of & perind of lime during which sccass by the
user to the Informaticn is apthorized.

23. A systemn in aceordanes with claim 19 wherin said
locat uait is configured fo pesforma st least sorge subaystem
funetions ipcluding restricting dyplicavion and tranyuission
of data

an

43

20

24, A cystam in 0condance with claim, 19 wherein said
lacel unit is coafigured to perfonit at 1223t some fromotiona)
dalivery system fomtions including displaying promotionat
infoftoation.

25, A system in acoordance with claim 19 wherein seid
Yocal unif #s configured 1o transmit. to said coniral compter,
information related o a aumber of coples of an item of
information transferred from said local unit to the clectronic
storage madia

6. A system jin sccordanee with ciziin 19 wheicin said
locad it is firther configored to wansfer to the clectronic
skorage medin data which [z indicative of a pegiod of time
during which acocss by the user of the information s
auntharized

27. Appaintus for providing transferring jpformation to a
mespory undt of 3 user. sald apparatits comprisiog:

a book Dapk yocmery for storpg. in clectromic forim,
imformetion which ey be sclected by the user for
tyanefer o the Mgex’s mcgmory unit;

a metnory uait interface configured 1o be couplad to the
nser’ s mEmory undh;

a processor for conuolling ransfer of infarmation acred
in 3p3d book bank memexy to Uyt usor’s memary Lail,
said processor programmed 1o, fox 2 first trapsaction,
wransfer loforinetion to the user’s memory uait and, for
# seoond transactoa, transfer to the user's memory unit
data indicative of 2 peried of time duripg which acsess
by the user to the information is putharized; and

#n cocTyption wait for dynamivally cacrypting informa-
tion transferred through said memory unit interface to
the Uaer’s Srtrnory unit, sald cocryption unit configured
0 el the information, illzing daw stered oo the
uscr's memory unit, when the informarion i3 to be
mansfered to the memory upit.

28. Apparmtus in accordance with cladim 27 whercin sadd
apparalus is part of & communications network including a
central compubdr, said apdAEmS communicatively coupled
to the ctatral computes.

29. Apparams in accardance with claim 28 wherein said
apparatus {3 configured to transmit, 10 the cemtral compuler,
information telgted 12 5 swnber of coples of an item of
informetion transferred from eaid apparatus to e user's
meamory unit.

4. Apparatus in accordapes with claim 27 wherein the
data stored on the uset’s memory unit compeices a personal
sigpatyze cods number.




