31s1%2 SUSS

10
11
12
13
14

15
16
17
18
19
20
21
22
23
24
25
26

Case 2:04-cv-00918-MJP Document 1 Filed 04/22/04 Page 1 of 31

— FILED . ENTIRED
LODGED . __RECEIVED
APR 29 2004 DM
| 0O R Y 1A 10 _ mrﬁhﬁq“%@%ﬁﬁﬁﬁiiifdal-wm
[&]
F RN ) SO 0w 1
04-CV08-CMP
IN THE UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF WASHINGTON
AT SEATTLE
VIGILOS, TNC., Case No.: Cv4 * 9 1 8 P
Plaintiff, COMPLAINT FOR PATENT
INFRINGEMENT
V. DEMAND FOR JURY TRIAL
D3DATA, LLC, ﬂ R I G I N AL
Defendant

Plaintiff, Vigilos, Inc. (“Vigilos”), complains of defendant, D3Data, LLC. (“D3Data™), as
follows:
NATURE OF LAWSUIT
1. This is a claim for patent infringement arising under the patent laws of the United
States, Title 35 of the United Siates Code.
THE PARTIES

2. Vigilos is a Washington corporation with its principal place of business at 2030
First Avenue, Suite 300, Seattle, Washington 98121. Vigilos is the named assignee of, owns all
right title and interest in, and has standing to sue for infringement of United States Patent No.
6,698,021, entilled “System and Method for Remote Control of Surveillance Devices,” issued

February 24, 2004 {*the ‘021 patent™) (Exinbit A).

COMPLAINT FOR PATENT INFRINGEMENT STORL RIVEN s
DEMAND FOR JURY TRIAL - 1 600 University Street. Suite 5600, Seare, WA 1013197

Scattle-3220554, ) DO354U7-D0 ) Telophone (06} 6240900
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3. Defendant D3Data is a Washington limited lability company with a principal

2 place of business al 914 164ith Street SE, #324, Mill Creek, Washington 98012. Upon
3 information and belief, D3Data transacts business and has sold to customers in this judicial
4 district and throughout the State of Washington products that infringe claims of the *021 patent.
5 Also upon information and belief, D3Data has induced and contributed to the infringement of
6 claims of the ‘021 patent by others in this judicial district.
7 JURISDICTION AND VENLE
8 4. This Court has exclusive jurisdiction over the subject matter of the Complaint
9 under 28 U.S.C, §5§ 1331 and 1338(a).
10 5. Personal jurisdiction over the defendant is proper in this Court, Venue in this

11 judicial districl is proper under 28 U.S.C. §§ 1391(b), (c) and/or 1400(b).

12 DEFENDANT’S ACTS OF PATENT INFRINGEMENT
13 6. D3Data has infringed the '021 patent through, among other activilies, the

14 manufaclure, use, importation, sale and/or offer for sale of centrally-managed security soflware,
15 including, by way of example but not limitation, its “NETVM” security video management
16  system. D3Data has also infringed the '021 patent by knowingly and actively inducing others to
17  infringe, and by contributing to the infringement by others.

18 7. D3Data’s inflingement, contributory infringement and inducement to infringe
19 have heen willful and dcliberate and have injured and will continue to injure Vigilos, unless and
20 until tms Court enters an injunction prohibiting further infringement and, specifically, cnjoining
21 further manufacture, use, importation, sale and/or offer for sale of products that full within the

22 scopc of the '021 patent.

23 PRAYER FOR RELIEF
24 WHEREFORE, Vigilos asks this Court to enter judgment against I}3Data, and against its

25 subsidiaries, affiliates, agen(s, servants, employees and all persons in active concert or

26 participation with it, granting the following relief:

COMPLAINT FOR PATENT INFRINGEMENT et
DEMAND FOR JURY TRIAL -2 500 University Street, Sute 3600, Seatle, WA 98101-3 107

Beattle-3220554.1 (1035497-00001 Telephone (206) 624-0000
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A. An award of damages adequate to compensate Vigiloz for the infringement that
has occurred, together with prejudgment intercst fiom the date infringement of the ‘021 patent
began;

B. Increascd damages as permitted under 35 U.S.C. § 284;

C. A finding that this case is exceptional and an award to Vigilos of its attormeys'
fees and costs as provided by 35 U.8.C, § 285;

D. A permanenl injunction prohibiting D3Data’s further infringement, induccment
and contributory infringement of the '021 patent; and,

E. Such other and further relief as this Court or a jury may deem proper and just.

JURY DEMAND

Vigilos demands a tn"fi by jury on all issues presented in this Complaint,
”

DATED this 22 day of &pnl 2004,

OR VIGILOS, TNC.
i

Kathryn §) Milam, WSBA #23347

Stoel Rives LLP

3600 One Union Square
Scattie, Washington 98101
Phone: (206) 624-0900
Facsimile: (206) 386-7500

Matthew G. McAndrews
Frederick C. Laney

Niro, S¢avone, Haller & Niro
181 West Madison Strect
Suite 4600

Chicago, Illinois 60602
Phone: ('3 12) 236-0733
Facsimile: (312) 236-3137

COMPLAINT FOR PATIINT INFRINGEMENT STOEL RIVES s

ATILHNEYS

DEMAND FOR JURY TRIAL -3 - A
U St -
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{57 ABSTRACT

A sysicm and method fur enabling real-lime off-site videw
image slgrage s discloed. An off-gite siorape site is eoupled
to curicra scrvers al clicot sitos vis o private notwork. Each
camera server is foriber conpled 1o one or more surveillance
cameras. Video images captured by camcras located at the
clicot siles e forveanded w an off-sile server via 3 camera
server. Viden images received by the oilisitc server arc
producedd for live viewing aadfor archived in an image
database, Users can metrieve live or archived video images
theough a client workstation that communicates with the
wll-site server over (he public Toemel. Relrieval of video
images 18 hased on a web-browser interface. | ive viewing of
video images i supplemenied by real-time camera contro!
[unctions that aller the pan-tilt-zoom (PTZ) position of the
camera producing the live images, Commands for canlzol-
ling the PTZ camera are encoded by the client worlgslation
and wansmilied 1o the offsite server. The off-site scrver
converts the camera coatrol eedes into control strings that
are recognizable by the particular camera,
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SYSTEM AND METHGD FOR REMOTE
CONTROL. DF SURVEILLANCE DEVICES

BACKGROUND

1. Yield of the Invention
The preseat invention relates 1o videa surveillance and
monildring systems, snd more particularly, o video surveil-

lapee and suonitoring systems that stores video imape datain

an off-sitc storage sile,
2, Discussion of the Relaed Art

Surveitlance and monitonng systems have played a vafu-
able role in many ¢onlexis. For cxampls, surveillance video

cameras are Well remowoed for capturing images of erimi-

ral% Lhat have hurglarized variows linaneial and commercial
insttutions. Videa cameras have also played an incezazingly
valuablc role in less visible comlexts. For cxample, videa
camerys are increpsingly being used to monitor work envi-
roaments o snsure productivily or cotapliance with opers
ating procedures. Additiopally, video cumeras a1e afso valu-
able in providing evidence that ¢stablishes the non-
aceurrence of svenls in iosurance frund cases,

Videa surveillance and moniwring systems will contioue
to prolifersie us vew applicatioms of the widen echnology
are ideniificd. Limilations of conventional video surveil-
lance and monitoring systems, however, greatly reduce the
uliumse ellectivencss of the echinolopy,

FIG. 1 illustrales 3 conventional viden surveillanee and
memiornp environment 10, Video surveillance and moni-
toring environment 104 inclodes 8 client site 100 and a
viewing sits 124, Client site 110 is 2 sel{-contained aperation
thar governs the eaplure and storage of analog video image
data. Tn u tvpical installation, clicnt site 110 wonsists of e
video camera 114 coupled to o video casseite reoorder
(VCR) 112. Analag video data captured by video camera 114
is swored onto a videotape 130 that has been inserted im0 a
YR 112,

Az one can readily approciate, conventional surveillance
and monitoring enviromment 1N ix subject o severe Jimi-
tatinns. Fiest, clicnt site 118 is 2 highly intecnee environ-
ment. Access 10 the sole copy of the caplured imape data is
Hmied ooly by the relative scowrity procedures that comteol
the geeess Lo the location where videotaper 130 age storcd.
For example, in a criminal cniext, a perpetrator need ooly
aeeess the lovalion in cliend site 110 that houses VCR 112,
Onee scceresd, videolape 130 can he locuted amd ulimalely
remaved [Tom ibe premises, thereby memoving the sols picce
of evidence.

Even assuming that videotspe 134 has nor been removed
from client site J10, the video surveillance operalion is
severely limitxl. The wltimae goal of the surveillance
process is to provide imuges to 4 parliculac patty that is
responsible or interested in the events ogourting at client site
110. That individual is oficn located in 3 remete Iocation
relative o client sitc 110, If that remote localion, illustraied
15 viewtng site 120, is scparated by a significant geopraphi-
cal distance, thea videotape 130 needs to be shipped through
insecure chamicks (4.g., cxpress mail) 10 the inlerested party.
Even i the vidsotape 130 is hand-delivered, videniape 134
mmay 0ot each the haods of (be inierssted party residing in
viewing sitc 120 [or up 10 3 days, T'his substantial deluy is
often unaccoplahle in sitnations that require a swift or (imely
response by the wesponcible grganizulion.

In addition lo the scourity snd 2ésponsivencss msues
descriped above, video surveillance and menitoring envi-

s}
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romment 1N also sullers from inherent techaical limilations.
Videolape image storage i< limired by the physical capacity
of videotaps 130. This Umited capacity crales numerous
problems io sflustions that equire conlioua] surveillanee,

Human Mctoes aes thereftre necessary o cope with the
physical limitations of surveillance and mepitoring environ-
ment 100, The estry of humun factors Creates another sct of
opcrationa]l pmoblems. VCRs 112 may nat he reloaded.
Reconded videotupes 130 can alw be misplaced, mislabeled,
or cataloged in crror, These errors are particularly problem-
ativ becawse the archival nature of viden survoillace and
moniloring environtment 100 would be severely impacied.

Advances in vomputer technology have augmented the
fonativmulity of conventiomal video surveillance gysiems. ln
particular, analog video image sysicms have been roplaced
by dlgital video wnape systcma An example of this updated
video surveillance and wionitoring environment is illustrated
in FIG. 2.

Video swrveillunce and monitoriag caviropment 206
includes client site 210 and viewing sitc 220. o a typleal
installation, elient sile 210 consisls of a video camera 214
enupled W 4 server compuier 212, Video imuges caplured by
video camers 214 are stored on an ¢lectronic storage
medium (¢.g,, hatd deive, 1ape drive, gte.) coupled ¥ server
computer 213, Video imapes stored on server compuler 212
arc acesible by user workstation 222 at viewing site 220
via a dircct dial-up connecrion.

‘the ability to retrieve images via a diree! (lisl-up con-
pection significantly improves the limeliness of delivery of
image data to an interested pany, Howevey, video surveil-
lance and mopitoripg eoviconment 200 is siill subject ©
significant limitations. In pacticular, the {uodtiondlity al
client site 210 is impacted by significant maintenance issuss,

First, the ongoing system miintenance of customized and
proprielary softwarc rexidenl on server computer 212
impacis overall systom availability. This is particularly prob-
lematic when comsidering the mulliplivative oflvel intro-
duced by a clienl's needs al multiple client sites 210, Cach
individual sarver compuier 212 would require a scparale
spftsvare npgrade whenever a software putch of new version
becomes pvailable. ko & similar manaer, soffwan: resident oo
each wser worketation 222 may alse teyuire frequemt sofli-
ware updates.

Maiticasnge jssues arc also relevant to 1he seinal system
vpetation of server computer 212. Although the capacity of
electroaic storage devices (not shown) coupled 10 server
computer 212 is much larper relative o he siorage capacity
of videotapes 130, & lechaician must roulinsly ge1 invalved
in the coordination of the overall video image acchive, For
cxaple, the technician musl monitor 1he relative Tullness of
the storage device that is in active use to ensure thal memory
m not beinp ovesrun, Punher, 3 technician nmst ensuie fhat
removable storage devices are ool misplaced, mislabeled, or
cataloged ia crror.

In general, ibe existence of a physical Jibrary of temaov-
able orage devices Jeads to a mghly insccure snvironment.
Iu a similar (ashion to video surveillance and monitering
eavironment 10K, access to the solé copy of the archived
videa image clals s 1imiled onky hy the relative security that
voatrols the physical dccess to ibe libvary of removable
siorage deviges, The removal of 8 removable storage device
from ¢lient site 210 js an inherent faull of video surveillance
and monitoring environment 200,

The seeurily issocs somounding dial-sp access Lo stored
video image data is also significant, Kemats users operating
&l elieni woksiation 222 are typically given access 10 data
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stored at chient sitc 210 based upon 2 simpls check of 4 user
ID and corresponding password. This lovel of access secu-
rily is minimal and, in mADY cases, is entively loappropriats
for mantaining sufficient privacy of stoted video image
datu,

More generally, acoess 1o video image data slared at clicnt
sitz 210 is also limiled by the communicatings capacity of
scrver computer 212. In many instances, server computer
212 iz confipured with only a single communication porl
{nol showa). This single communication pori limits the
remole acoess to only 3 single wser at a timé, [t thess cascs,
omltiple, sinultaeous remote vser arvess would oot be
possible, thereby [miting the overall utility of video sur-
veillance and moninnng eoviraunent 200, Lt shonld abso be
noled that access bo server computer 212 wia a dinl-up
connection would also be subject 1o any applicable long
distance or 1SDN charges.

As thus described, video surveillance and monitoring
cnvironments 100, 2000 each have signifjcant limitations that
affect ane or more characteristics of syslem reliability,
eystem security, and eystem performance. What is needed
thercfore is @ video surveillance and monitoring environ-
meit that addresses sach of Lhere congerns while providing
virtually snlimited wnd lostantaneous pnwte access to video
image dala,

SUMMARY OF THE INVENTION

‘The prusent invention provides a framewark for real-time
off-site video image s1ocape thal cnables increased function-
ality in the retrieval of video imagis. An off-site storage sile
is coupled to camera scrvers al client siles via a privale
newwork. Cach camera server is furlher coupled to one or
mure surveillance cameras.

Video fmages captured by camerss located al che chient
sites are forwarled to an of-site server via a camery server
Vidleo tinages roceived by 1he off sile server are produced for
live viewiny andior archived in an imuge dutabase.

Ustrs ¢an retrieve Live or archivedd video images through
2 client workstalinn that communicates with the off-site
server over the public Interoet, Retrieval of video images is
based oo a webbmawser interface. Archived video images
can be viewed through VOR-1ype comirols thet vonirol the
playback of cached video images. Live viewing of video
images is supplemented by vgal-time ¢amera controd func-
tions that aller the pan-til-zoom (ILZ) position of the
camera producing the live inages, Commands for control-
Hog the PTZ curiesa are encoded by the clienl workstation
aml traosmitted to the offi-sile server. The off-site server,
operatiop as a proxy belween the client werkstalions snd the
chlera servers, converls the camera coutrol wodes inte
binary-coded camera control command sirings that are rec-
ugtizahle hy the pedicular canera.

RRICEF DESCRIFTION OF THE DRAWINGS

The forcgoing and oiber Features and advanizges of the
invention will be apparent o e followiog, more par-
licular descriplion of a pretereed embodiment of the
invention, as illustraled io the sccompanying drawings.

FIG. 1 iThstrates an analog video surveitlanes and moni-
{oemg eny ironment,

FIG. 2 dllustrates a dipital video surveillance and moni-
toring enviranment that is accessed via a dial-up ennnection.

FIG, 3 illusimtes & digiial video surveillanes and mooi-
toring cnvironment thal stores video inags data ai an off =ie
SIOTAES location,
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F1G. 4 Uustraies (he watwork 2nd surveillunce elements
existing a1 a ¢lient =iz

FIt3. 5 illustrates the applications that reside on a server
compancnt al an olf-slic storags location.

IIG. 6 ilnstrates the gpplications that reside on 4 chient
GOMPONSHL,

F1G. 7 is a flowchart of the processing steps of an event
driven image acquisition process.

FIG. 8 is 4 flowchart of the processing sieps of the
transmission and slorage of video image dals at an off-site
sturage facility,

TGS, 9AIC lusirale an erthodiment of » grephical
user interface that coables the acquisidon and display of
archived video image data.

F1G%5, 10A-10C illustrare an embodiment of & graphical
user interface thet enables the viewing and inleraclive con-
irol over live video image data.

FIG. 11 is & fiowchart of the processing steps in producing
live video 1magces.

FIG. L2 is a Aowchant of the processing steps ol storing
viders inage records inlo an image databasc.

F1G. 13 is a flowchart of the processing steps ol control-
ling & surveillance camera from a Lswation remote foon a
clieat sitc.

DETAILED TYESCRIPTION OF THE
PREFERRED EMBOLIMENTS

A preferred embodiment of the invention is discussed ln
detail below. While specific implementations are discissed,
it should b undersivud that this is done for illustration
purposes aoly. A pecson skilled in the relevant an will
Tecngnize that other components ancl configurations may he
used withowl parting from thoe spirt and scope of the
invention.

Viden surveillance and monitorng sysiems are being
applied in an increasiog varivty of conlexts, raogiog from
traclitional security applications {e.g., tinancial instilulions)
to commercial applicalions (¢.Z. maoufacturing, power
plant, cic.). [n maoy cases, the needs of a single corpatate
cotity extend bevond a localized svrveillance and monitot-
ing sydem within a &inple site, Corporale entities can
contract far o surveillagee sod monftaring sulutioa to be
applicd aeross multiple sites that age located nol oaly
throughow ihe United Stales but absuo ihraugloul one or
more [Dreign oolLnlties,

From any corporate colity’s stadpaint, a practical video
survcillance and monitoring solution should provide func-
licnality that casily scales across 2 rapidly changing eorpa-
rates landscape. Critical issues lor Lhese corporate colities
include conccens over the securty, case of access,
convenience, and maintainability of the system.

FIG. 3 illustrates 2 highlevel overview of a video sur-
veillanoe und monitoting cnvironment 300 of (hs proscnt
imvention that addresses e abovi-mentioned needs i a
gaalable fashien, Video surveillsnce and moniluriag civi-
ronmenl 300 includes a clicnt site 310, a viewiny, site 320,
and an off-site storage site 330, Chieqt site 310 sacludes one
or mare securily cameras 312 that acquire video jmage dafa
for amsmission W oll=sile slocage sile 330 via a privale
network 344,

In onc cmbodiment, private network M is a privale
backbone network thal may be coptollad by the service
provider that conirols the operation of off-site storage site
3M. In another embodiment, privale network 3440 is a virual
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private nelwork that is operative over a public network 330
(e.g., the Tmemer).

Vicleo image data that is transmilled o olf-sile storags silc
330 iz gaceived by off-site server 332, Although off-site
scrver 332 is illustratod in FIG. 3 as a single computar, it
should be recognized that the functionality described bekow
can be performed by one or more server compnters. Video
imege data received by of-sie server 332 cun be archived
within image claisbase 334 for subsequent retrieval by client
wurkstation 322 and/or made available to client workstation
321 (or ljve viewing, As would be appreciated by one of
ordinary skill in the relovant art, image databasc 334 can be
implemented in a varety of alternative forms that facilitate
the storage ol larpe videw image fles. Tor example, image

data can be stoced id a proprictary “binary” formal Lo contain *

MR ol imapes. Allernatively, image dats cin be siwred in
1 file system using directory lress.

In a preferred embodiment, client werkslation 322 views
video image dala wdng a web-lmowser enebled user inler-
Face. As will be described in detail halow, clienl workslalion
322 can also effect pan-tillzmem (FT7) canteol nf one or
more securily camerus 312 ol elient site 31} via communi-
calinn with olf-sits server 332, Jn a prefemsd cmbodiment,
communication botweon clical workstation 322 and off-sitc
scrver 332 1s operative aver public Iaterner 350.

Prior to discussing the aperution of video surveillance and
moniloring environment 300 jn detail, several nolable fza-
tures enghled Lthrough the architecture of the present inven-
iion are examingd,

A first [eslure of the presenl invention is the flexibility of
one or momne elienl warkstations 322 in aceessing video
image data (live or archived) that is capturcd by onc or morc
sevurity cameras M2, This fexibility in access has ram
significant aspects. Ficst, a single client workstalion 322 can
aceess, in rapid sugeession, video image data that is eaptured
by a plurality of sceurity cumeras 312, z subset of which,
may be Iocated al separate clienl xiles 310,

For example, consider a lagge corporale ¢ntity having ten
client sites 310, wherein cach clicol sitc 310 bas nine
security cameras 312. Assume that an individual located at
a corporate headquarters (i.c., viewing sitc 320) desires 1o
view video image data (Live and/or archived) that is caphwred
by sile 3/camers ¥, siie Sjeamera 2, anl sdie Ficamera 9. The
video image data geperated by the thres geopraphically
distinet camerss 312 can he sequeniially aceessed, in rapid
sucerssion, through 8 single communication scssion with
nil-site server 332, Significanily, client workstation 322 is
not required to sequentislly cstablish an indepondeat come
municalion session with three on-vite servers 212 located at
distinct client sites 210, This spoed of access 5 a key
element in the provision of a coniralized view of o corporale
cntity's operation.

Asecond aspect of the Aexibility in acocas 18 related to the

simullancous viewing of vidco image data penerated by a :

single secunity camera 312, In the present invention, mul-
liple client workstations 322 located &l scparate viewing
siles 3200 can each indepemdently commvnicate with off-site
server 332 (o obtain the video image data (lve andfor
srchived) that is caplured by a single scourity camera 312

Asecond feature of the present invention is the improved
security of the eaplured video image data. As ooted, a1l of
the caplursd video image data is transmitted in real-time to
offssile storage sile 330 via private petworl 340, The trans-
milied video imape daty is sabseguently slored in imsge
datsbase 334, which serves az a peneral archive faality. 'This
general archive facility is not exposed to activity sl client
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site 310. Accordingly, archived video imaps data is aot
expused 1w arlverse gunduct (r._g_, stealing ol an jporipinal-
ing vidoota;m or removable storage device) by individuals at
choot site 310,

A third feature of the present inveation [s the improved
mainlaingbilily of the soltware thal s operalive i clienl
workstarion 322 and off-sitc scrver 332, All software vixiates
can be centralized at off-gile server 332, These updates can
te offected at clicot workstation 322 through the transmis-
zion of web page data, including Java applet code, that can
be uscd by a web browser [n rendering the wser interface and
providing system functionality.

A fourth feature of the present inventicn is the improved
levels of aetwork security that can be implemented. Unlike
convenlional on-si sysiems that rely solely on wer [Ds and
passwonds, the prescnt invention is capable of implementiog
multiple kevels of accoss security, In pacticular, off-site
storage site 33 can igelude one or more servers that serve
as a rcpository of clicnt certiticates (e.g., X.5(Y centificatcs),
wherein (he service provider opemites 45 ils owo eerlificale
authority {(CA). The clicnt certificates cnable client work-
station 322 and off-site server 332 to authenticate cach other
ad 1o pegotiate coyptopgraphic keys to be used in a accure
gocket layet (S5L) communication sessing. As part of ibe
551, communication session, oll-sile server 332 can lurther
require A user ID and password. Lo this manner, increased
eonfidentiality of video images obtained by the surveillance
and monitoring operation can be provaded. X.509 certiticates
and 881 communication are described in greater detail in W.
Stallinps, Cryprography and Network Security: Friciples
urd Pructice, Scound Cdinan, 199%. Durther featumes of the
present invention will become apparent upon the more
detailed descriplion heliw.

In desenbing the operalion of video surveillance aml
moniwring environment 300, a detsiled description of the
componcats at client sitc 310 is first peovided. FIG. 4
illustrates an example configuration of network 2nd surveil
lance elements that can exist at client site 310, As showa,
cliept sie M0 includes [our cameras J12A-312D, each
dediested 0 a particular view at clieni sile 30, that arc
coupled to camera server 314, Camera scrver M4 commm-
nigates with off-sile storage sife 3340 via rovter 430, It shovld
be noted that the cancepts of the prasent invention cin be
upplied uy 2 vapiely of camera types existing st clicnt site
39, including cameras that produce composite WS video
imuge dain as well as sell-contained web server and geiwork
cameras (.2, AXIS 200+ Web Camerz by AXIS
Communications).

{me of the advantapes of the present invenotion is ils
ability 1o leverage an existing surveillance infrastructurc that
can cxist af clicot sitc 310, For cxample, consider 2 con-
veational analag video surveillance syslcm having a videa
camera 312A that produces composite NTEC video image
data. lo Ibix convenlional arrangement, caplured videa
imapes aré transmitled 1 VCR 112, via link dé¥l, for starage
onte 2 videotape 130. The presend invenlinn can be applied
fo this existing infrastmucture by sphiting the videa signal
existing on link 401 at junciion 43, The video signal
captured by catmera 312A can then be trinsmilted o comera
setver 314 Upon receipt by camera server 314, the captured
video sigrml can be comverted inle an appropriah; Tormnt
{c.g., JPEG, MPEG, ctc.). As would be appreciarcd by onc
of ordinary skill in tho relevant art, the concepls of the
present invention are aot dependent upan A particular video
Tormat,

{amera server 314 15 generally operative to trabsmir
eapiuresd video images o off-site server 332, To suppor this




Case 2:04-cv-00918-MJP Document 1 Filed 04/22/04 Page 24 of 31

US 6,698,021 Bl

7

uperation, camera server 314 prefetably wcludes hurdwware/
software 1hat enables video mape compression, Web-scrver
lunciionalily, 2od getwnrk communicrizons, Ope example of
camer server 314 is the AXIS 244 camesa scrver mamifac.
tuted by AXIS Communications.

As iliustrated in FIG. 4, camera server 314 can be coupled
to a plurality of cameras 312A-312D. In ong embodiment,
camera scover 314 is covpled 1 cameras 312A-3120 via a
oauhiplexer {not shown)., Camera server 314 can also be
synchropized to network tine servers under the suthority of
1be National Institute of Siandards and Technology (NIST).
This synchronization nahles camera secvee 314 o accu-
rately record time of day information.

In 2 preferred embodiment, communication betowen cam-
era sorver M4 and off-site server 337 is effccted using the
hypertext transfer protoen| (HITTE. As further illusirated in
TG, 4, camecs scrver 314 coniatemicates with off-sits scryer
332 vsing the approprisle souting lucilitios ({lustrated at
client il 310 ax router 430).

Taviog described the hatdwiare facihiies sxisting in video
surveillance and monitoriog environmenl 300, a brief
deseription af the solflware Cacililies = now provided. In
purticular, the application programs resideat wilhin the
complting epvirmmems supported by off-site server 332
amd client worlestation 322 arc iliustrated in FIG, % and FIG.
B, spectively,

The computing envitohmen! Suppanted by off-site server
332 includes imageCapture application 518, CumernComtral
application 520, CameraReturn application 530, and Cam-
craTour application 340, InmageCupiure application §10 is a
program responsible for collecting fmages (tom camera
servers 314, As will be described in detail below, the
collection of video image data can be eveni-driven baged
upon the ¢vents ouowtring at clieot site 310. After Tmage-
Cuplure application 510 collevts images (rom camora sarv-
cts 314, ImapeCaplure application 510 cap cootrol the
productica of live video images and/or write the video
unzge data 10 image Jatabase 334 for archive purposss,
ImageCapture applicalion S10 cap also be configured with
Ihe ardtitivual capabitity uf placing anather images (i.c., lgo)
outo the original image in anticipetion for public viewinp.

imagellspture application 510 s the application reégpon-
sthle for enabling individuals st client worksistons 322 w
view video mages that are caphired by any camers 312 thal
ig coupled 1o the netwark. As described below, vsers At cliemt
workstations 322 can view live video images or retrieve
wrchived video images thul are stored in image database 334
at off-sile storage site 330

CameraCoatrol application 520, CameraReturn applica-
tion 530, apd CameraTour apphication 540 can be embodied
a8 Java servlct programs 1that arc collectively imvolved i the
PTZ conirol of the ¢amerss 32 that are coupled 1o camera
servers 4. Mers specilically, CameraControl application

520 is respomsible for receiving camera conteol commands

that arc gemerated by ViewCoatrel application 620 As
itlustrated in FIG. §, ViewContral application 620 can be
embodicd a5 g Java applet program resident oo client
workslation 322, Alter interpreting the meceived camera
contro!l command endes from ViewControl spplication 620,
CameraContro] application 520 forwards a binarv-coded
cameta coptrol eommand sinng Lo the iotesded camera 312

CameraRetuen application 53 ix respoosibls [ur retum-
ing 3 PTZ canvera 312 o a specific preset after a given period
ol lime. CameraReiurn ypplicatdon 530 eoswes thal 3 PTZ
camera 312 is always looking, at somelhing uscful no matter
where it was 12ft by the lasl wser. Hor sxample, comsider a
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secnario where & user st dliset workstation 322 desires io
view live Imapes ihal are being captured by cnmera 31370 at
client site 310, Assume farther tha! ImapcCapture spplica-
tion 510 ix configured for providing live images as wel] as
storing wrehived imagcs capturcd by camere 312D, If the
user, through ViewControl application 620 at client work-
station J22, inadveriently changes the posilion of camera
312D to an unusable position, then all of ibe capiured video
image data 10 be stored I image database 334 would be
warthless natil the camers 312 is returned to a wsable
viewing posifivn. CameraReturn application $3b thoncby
ensures thal & PTZ camera 312 ik always capturing vacful
vitlew imuye duly. As part of this process, the sdministrador
can desipnate un arbitracy number of minutes, the expiration

s of which will cause a command o be sent ie retvm 1he FI'Z

camers 312 W 4 presct position.

CememTour gpplication 540 is capsble of moving & PTZ
camera 312 10 3 list of proset positions, allowing the PTZ
camera 312 to pausc 2t cach presct position foe 4 perind of
rime spevified by 1be 2ad user.

Referring now o FIG. €, the compuling environment
supparted by client workslation: 322 includes View applica-
tiop 810, ViewControl apphication 620, and ArchiveViewsr
application 630, View application 610 can be eanbodied as a
Java applet program that controls the displuy of the cumrent
Tiva image from 4 selected camers 312 ip 3 window in a
web-browser ntertace. As aoted, the current live image s
publisher by ImageCapture application Z10 operating in the
computing enviranment supportad by off-site scrver 332, An
exampie of this yger inteeface is itlustrated in FIG. 10A.

ViewControl apphication 628 can be cmbvhied a8 8 Java
applet program thai displays the current live image from a
selected camera 312 and bas comtrals for moving a PIZ-
etabled camera 312. Theze comml commands are sent out
as codes to CameraControl application SMF operating at
offssite server 322, which in turn contacts the PTZ-ciabled
camecra 312 via camera server 31d. Cxamples of 1his user
interface are illustrated in FIGS. LOB and 10C,

ArchiveViewer applicativn 630 can be vonfigered as 2
PrOgram, combining hypertext markup language (ITTMIL.),
JYavaScript, Java, cte., thal determines what archived vidso
wnage daia 1 uger ar chiedt workstalicn 322 desines 1o vicw,
After the archived video image data is sdeatified, Archive-
Viewer application b3} cachés a prodetenmingd oumber of
videa Jroages, then displuys the video Images for the user,
ArchiveViewer apphication 630 includes a graphical user
ineriuce with VOR-type eonfrals for altering e speed of
playback (=4, 30 images every second) in cither direction.
Ad example of this wser interface s Qlustrated in FIGE,
9A-9C,

Having deseribed the general sofiware compoments in
video surveillance and mositoring eavirommpent 300, 3
detailed description of the primary propessing elements is
now provided. At off-gite server 332, ImageCapturs sppli-
cation 510 controls the production of live video imags duty
ag well a6 the archive storage of video image data o image
database 334

The rewrieval of capured image data fromy a paeticular
camera 312 can be contralled by ImageCapture application
510 in a weriety of ways. The control of this retricval process
i8 enabled by the definilivn of a configuration file for each
camera 312 ln one cmbodiment, the configuration file
includes the [ollowing paramelers; & recording type (Lve
voly/stchive volyboh), o dslabase directory, an cven| pro-
cessing seleclion (y/b). cvenl processiog options, 4 starl/stop
time, and a tme-#mne offsct,
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The recordiog type parameter informs TmageCaplure
application 510 whether captured viden image dara should
only be published for live viewing, whethee captured video
image data should only be archived in image databasc 334,
ot whether captured video should be published for live
viewing and be archived in image dulsbase 334, The dala-
base directory paramcter identifics the database directory in
which the captared video image data should be wrillen fur
archive purposes. The event processing sclection parameter

informs ImageCaplure application 510 whether the camers

312 associated with the configaration Hle is ta be controlled
in accordance wilh the occucrencs of events at client site
310. Event processing i fordher ¢defined by the evenl pro-
cessitip options parameters. The starlfslop Gme pacameter is
used fo coofiguee InageCapiute applicilion 510 such that
video images are retricved from the assovicted camevs 312
during a specificd period of time (&.g., office bours). Finally,
time-sone offscl parameter ideatifics the relative ime offset
of the dme zooe in which the essociuled cumera 312 is
located relalive o the Ume-zone of off-site storage site 330,
The lime-vane offsct pacameter enables offesile server 332 ta
properly index vides image data records thai are stored in
image dulabuse 334,

Wilh Ihe specified pacamsters in the configuralion lile,
LuageCaptuge Appliesiion 510 can flexibly conteol the
retrieval of video nnages from cumera 302, Ln one methad,
a wiet speeilics the relevan sianlop lime paramelers. As
noted, the stari/stop time parameters are used tn define 4
peciod of fime dwring which captured video images are
lorwarded to lmageCapture Application 510 by camera
server 314, This scenario represenis the most common form
ol surveillunec and monitoring whore & user can spocily the
rewrieval of video image data dusing an establishment’s
hours of operation.

Altermnatively, or [n combination, with the above retricval
seenario, 3 user cap aleo specity an eveotdriven recording
scheme. [n ks scheme, the configuration file can be used to
enahls ImageCapture Application 310 10 react 1o wvents that
oveur al client site 310, For exumply, camera server 314 can
be confipured 10 reccive cvent data generaled by various
types of physical evenis, inchuling such actions as a door
opening, a cash register opening, molion delecled io 4
cawera’s vicinily, he activation of a piece of muchinery, eic.
Hi-Low lopic data represcntative of these Lypos ol physical
events can be forwarded by eamera server 314 w [mage-
Capturs Application 510 to define various state [ransilions,

To facilitaiz this form of event-driven procissing, the
evenl processing selection parameler in the configuralion file
i &ct to an affirmative state (e.g., *Y"). This purameter value
signuls 1o ImapeCapiure Application 510 that event data
received Tram canmera scryer 314 should be processzd in
accordancs with ihe evenl processing options parameters in
the configuratinn lile.

The yeneral evear driven processing scheme is {llustrated
by the flowechart 1n 110, 7. In the proeess ilustraizd by FIG.
7, is assumed that the event processing scleciion parameter
1 the configuration file is 861 10 an affirmative slate. The
process begins at step 702 where camera server 314 deteuts
1he oceurcence of an event (£.g., opening ol 2 doar) al client
site 310, The datection of a change in state (e.2., low to high)
of an cvent variable prompls camera wrver 314, at stop 704,
1o notify ImageCaplure Application 510 of the occurrence of
lhe evenl.

Noxl, ot swep 706, ImageCaplure Applicution $10 deler-
mines a course of getion based upon the nucurrence of the
event. Dotermination of the course of action s based upod
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ihe svent processing opliens parumeters in the contiguration
ile. Ferformance of the delermined covrse of action accurs
al step T08.

Thore arc virally an wnlimiied number of possible
coutses of action that ¢ould be followed upon the detection
of ap event. 1a a simple example, the ocourrence of an ¢vent
{c.g., opening of a door) pronyts lmmageCapture Application
510 10 issus & request for video image data. This request for
video image data can be specified in various ways, lmage-
Capture Application 519 can instruct camera server M4 to
forwvard a cortain amount of images, 8., N video images, M
seconds/minutes of video images, video imapes until the
avenl stops, etc.

Other courses of action in msponse W 1he occurmnge of
an event can inelude the initiation of a notification process.
In one esample, the netifcation process includes a wext
wegsage page W 4 predefined recipiem(s) alering the
recipient(g) of the occurrenee af the event. ln another
sxample, the notifiestion process includes an email to a
predefined recipiont(s) alerting the recipient(s) of the occur-
renee of the event, The email notification can also include an
attachment that comprises onc or more video images.

Ag email notilication having a collection of video images
88 an anachment is 2 particulaely signiticant feature. Cop-
sider a scenario where a clicol bas st up &0 evenl-driven
process that is based vpon the activation ol an alarm
generated by the opening of 2 door. An individval respon-
wible for seourity at client £ite 310 can be natified imeaedi-
stely of ihe oceurreace of the cyenl vin email. The allach-
ment 1o the email includes video images thal have likely
eaplured the intruder as he cntered tbrough ihe door in an
wnauwthorized muennes ‘The real-tinke generation of emuiled
messages may enshle the client o immediately take appra-
priatc action. Significantly, as Lhe video images of the
intruder have already been wransmitied to off-site storags sile
330, there is no possibility that the intrvder can gain acocss
{0 and remove the only physical eopy of the recarded video
Lnapges.

As noted, a significant feature of Lhe present invention is
1he rcal-time dynamie of-site starage of video images. The
process of roceiving and sioring video fmugs data is illus-
raied in the flowehart of FIG, 8.

The process boging at step 802 whete ImageCapture
spplication S10 reads X hytes of video Image data from a
memory bofler, The video image data stored in the memory
buffer is received by off-site server 332 i cesponse o a
HTTP request by [mageCapture application 510, The road
block of video imape data inelwdes ooe vr noee video
imapes. As ome can readily appreciate, the size of cach image
frame in (he hBlack of video image daty can vary widely
depending wpon the characteristios of the scene being cap-
tired, Scenes having 8 relatively high aumber of widely
contrasting ¢olors and light intensilies will not be amenable
to significant video image data compression relative to a
soene having 8 generally monolonic characleristic. For this
reagon, a single block size of video imuge data that is read
frotn 1he memory buffer can have a highly variable nuraber
of image frames contained therein.

In the present invention, ImageCapture application 510
dynamically controls the size ol the block of video image
duta thar is read from the memocy bulier. This control is
effected Lhrough action by ImageCapturs application S10 10
effeciively limit the oumber of frames included within the
read block of video image data, For exwmple, in one
embopdiment, ImageCapture application S100 modifies the
read Tock sime of image data such that only N (eg, two)
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framcs are to be expacted given & caloulaled average image
frame size. |'bis control mechamsm is iltusiraied by the loop
crealed by steps B02-812 in FIG. R

Adicr 1 black of image data is read al step 802, Tmage-
Caprure application 510 proceeds o extract individual
image frames from the read block of image data. More
spevifically, at step 804, ImageCapture wpplication 510
scarches for an imape feame boundlary thal identifics the
ending point of u sl image frame. Af step 806, [mage Cap-
ture application 510 determines whether the end of the read
image block has been reached. T7 he end of the read image
block has oot beca meachked, thea the image frame can be
cutracted 11 step 808, Afler an image frame has been
exfracied, ImageCapiore application 51490 then loops back to

step 804 to identify the next image Irame boyndary in ibe |

tead Jmage block.

If at step 806, ImageChplure application S10 determines
1bat the ¢nd ol 1he resd image block has becn reached, then
ImageCaplure application S10 determines, al slep RB1D,
whelher a modification in the rad block size is wedel. For
exarople, assume that a 40 k imape block bas been read,
where the 40 k image block contains five viden images of
approximalely # k size, Assnme fucther that il &5 desired by
ImageCaptucc application 510 tw have a block that includes
only bwo mmage frames, In this seensnin, offsite server 332
wonsld adjusl, al slep 812, the amount ol byies of imuge dala
1» be read from the memory buller o ghout 16 k. A simifar
adinsiment cap also be made where ihe previovsly read
block of imape data only imcludes ooe image frame. IF

[msgeCapture application S10 determines, at stiep 810, that -

8 modification in rcad block size is pot reguircd, then
[mugeCaplure application 514 resds the same amount of
iinage data from the memary buffor.

After an jmage fame bas been cxtracted al siep 808, it is
ready to be processed for live production andfor for archive
storage in image dalabase 334, As noted, the rocording type
parameter in the configuration file ipforms lmegeCapture
application 310 whether capturmd vidso aps data should
oilly b published lor live vigwing, whether captured videns
e daty shiould only be archived in imags dalabase 334,
of whethér caplured video should be published for live
viewing snd be archived in image dainbase 334, 1be pmo-
cessing of video wnages in hoth the live production and
archive slorage scenarios are now discussed with eference
to the Bowcharts of FIG, 11 and FIG. 12, respectively.

Inn the Live prvduction seenatio, ImageCapture applicalion
510 stores each extracied video Image into a file on oft-site
scrver 332 thal is aceessible by 2 wser at client workstation
322. In one cmbodiment of the present invention, al step
1102, ImageCapture application S10 first wriks the
extrected video imiage data int a temporary flc. Upon
canpletion of the witing of e extracied video insge data
ko the temporary tile, the temporary file cap then be reaamed
tooa file (og., live_Ljpg) thal can he accessed by client
workstation 322, Priof 1o the renaming of the tempaorary file,
lhe current version of the “Hve™ file is first deleted at slep
1104, After the current version of the “bHye” file is deleted,
the temporary file is then renamed, at step 1108, ux the now
version of the “live” file. In this manaer, video images that
are conlunually extracied from the block of image data arc
cach initially writieu to the same temporary file then sub-
sequently rensmed 1o the same “Live™ file {2.g., live_L.jpg).

To facilitate user access, the “live” file is preferably
locard in a dicectory (hal is ussocialed witks e comers 312
that has cepiured the now cxtracted video image. ln one
cmbndiment, the direclory struclure in the file systam s
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hierarchically based in accordance with porameters Exiory,
Lxxxx, and OCxxxx, whore Exxxx represents the clienr
pumber, LyxxX represcots the location numbet, 2nd Cxxxx
tepresen(s the camera oumber.

"To gnabla the retrieval of the “live” filc, View application
610 is configurad with the Bxrxx, Lwaoor, and Cxxxx
parameters. Viow application 610 ean then lfopward & request
to off-site server 332 [or 9 transfer of the file “live_1jpg~
lneated in a specifled place within the hicrarchical dircctory
structure,

1t should be noted that the writing, of data by Tmugeap-
ture application S10 into the temperary file and the subse-
yuenl emaming o the “live™ file tay nol oecor al the same
rate a8 the Lransfer of the “live” filc to clicnt workstation 322.
For sxample, assume that ImageCapture application 518
effectively wriles video image data into the “live” fle at a
tats of theee image les per sccond. Client workstation 322,
on the other hend, may rot be capable of reading the “live™
fite at that rate. Fur example, due 10 the limited specd of the
laterael connecivm ta uff-site server 332, client workstation
322 may anly be able to roiricve every third “live™ file that
has been written by ImageCaplure upplicsdon 510. In
essence, clisnt workklation is resding the “live™ files al a raie
of ore frame per socond. Motwithstanding this variance in
the rate of reading of client workstation 322 as cormpared to
the ratc of writing of ImageCapture applivation SM, client
workstation 322 is still able o provide the user with a tve
view of the scenes buing caplured by camera 312,

FIG. 10A illusteates an examp)e of a vser interface 1010
that facilitates Live viewing of caplured video images. In one
cmbodimeant, user interfsce 101} gompriscs a0 image view-
ing window 1012, slart butlon 1014, and stop buton 1016,
Upon the iniliation of View application €10, client work-
stalion 322 sends reguesis to offsite secver 332 (o reiricve
the “live” file slured al the ditectory of the file system
designated for the camera 312 of interest. Stop budon 1016
cnables the vser to terminate the “live™ file reirizval proeess,
while play bution 1014 ¢nables the user 1o remiliste he
“live" file retricval process. Fusther featurss of the general
Live viewing and conteol interface TUMHE arc discussed in
detail balow,

Having described ihe produgtion of live video images, the
archive process i now described. As nuted, the production
of live video images can owceor sinullensously with the
archive sterage of the same video Imapes.

The archive storage process is illusteated by the flow charl
of FIG, 12, The process begins al substantially the same
point as the process of prowducing tive images, In pariicular,
the fowchart of TIG. 12 begins, at step 1202, after a video
image bas been extragied from the block of video imuge dula
that has been read from the memory buffor. In siep 1202,
ImageCaptare application 510 creates & video image record.

‘1he video image record includes the cxtracted video
image data, Uther pieces of information van abso be stored
#5 part of the vides image record dependiog upon the goals
and fealurcs of a particular implementation. In one
embodiment, the video image record also inchudes adkbi-
tional fields of informstion such as a file name ficdld, a
geéquencs number ficld, a date-1ime starnp field, 5 time zonc
affsel field, and a capture type feld.

The sequence number field bolds a velue that coablus
ImageCapture application 510 (o defipe a sequential relation
among video image records. As such, the sequence mimber
ficld can serve as an index genersted by an incremental
couner. The index eoables of-sile server 332 o ideqtily apd
tetricve archived wideo image records from a rime period
requested by & user.
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The date-time stamp Hisld holds a date-time value, In one
embodimenl, the date-lime stamp value is in 3 vyyy:mmids
J:hh:mm:ss format that enables the storage of year, month,
date, howr, minute, and s¢cond information. In addition 1o
date-time stamp ficld, the video image reoord can alse
include 3 timie-xone offset fickl, The Hme-zone offset ficld
enables off-sive server 332 0 recognize time-zons differs
caces of the various clicot sites 310, It should be aoted that
the date-time starop field can also be used by offssits scever

332 as an index ibat enables off-site server 332 Lo reirieve |

arclived vidso inage revords from a time period requested
by a user.

Vinally, the capture type field includes u value {2.q., 1-¥)
that identifles a rype of event thal led 10 the capiure of the
video image. 'Ihe valte is correlated 1o an evenl lype based
npon A defincd List of event types that is stoved in a dalabuse
for that clicnt and camora 312, The capture type field enables
off-site scrver 332 1o provide a summary list of triggering
cvenis thal have led to the initiation ol reconding &l ane or
more cameras 312 at clienl sites 310

After the video image record bas been crealed, Tmage-
Caplure application 510, at step 1204, stoces the video lmage
record in a buffer memory. Next, at step 1206, ImageCapture
application 510 determines whetber N (.., 24) videw imags
records have boen stored in the buffer memory. IT Image-
Caplure application S10 delermines that N recards have not
yet becn accumulated in the buffer nemory, then Lhe process
loops back 1o step 1202 whevs the next vales image recond
is created. If loageCapture spplication S10 determines that
N records have been aceumulated in the buffer memnory, then
ImageCapture applicution S, et sicp 1208, wriles dhe N
accumulated video image records into iinage dalabase 334 at
a direciory location defined by the Cxxxx, Lxxxx, and
Cxxxx paramelers. The writing of a block of N video image
tecords into imape datalaze 334 relieves the slorage devices
from having 1o coptinually write data into the image data-
huse 334, Overall system performance and lonpevity of the
storage deviees is thereby improved.

The creation of an image database 334 in otf-gite storape
sile 330 snables a significanl improvement in sceess (o video
imapes cupiured through an entity's surveillance sod moni-
toring cifortz. As the connection between client workstalion
322 ang off-site server 332 is [acililated by public Intornet
350, acoess to video image data In image dalabase 334 is
vastly more convenicnt. In the Internel environment, a single
session facilitated by a weh-hrowser inlerface cnables a user
al client workstalion 322 10 aocess video images captured by
cameras 312 at multiple client sites 310. Also significant is
the abulity of multiple users to simultanegusly view video
images from a single cumera 312 s 5 particulsr client gite
310.

An gmbodiment of a user interface 900 that ewblus
access Io archived vidoo images stored in imape database
A3 is now deseribed with reference 10 FIGS. 94-9C. User
inlerfuce 900 i3 implemented as part of a standard web-
browser interface generatcd by offegite seever 332 and
rendersd by chienl wockstation 323,

'The penceal process of retricving archived video images
can comprise two genersl steps, the selection of a particular
carnera 312 and the sclection of 2 period of time of interesi.
Ag illustrated in FIG, 9A, user interface 900 imludes frame
919 and framc %20. Frame 91} enzhles & pser at client
workstation 322 to select o particular camera 312, In this
process, the user can navigale throwsh varying luvels in a
bivpérlinked hiecarchy that describes a particular client’s
network of cameras. In FIG. 9A, Clignt X*s hicrarchy is, for
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example, divided jnlo three separete regions, wherein
Region 3 is further divided into four ssparate stores, Store 4
ig further divided into three camera localions thal are
axsigned 1o separate views within slore 4. Assume ihat the
uscr has sclected the hyperlinked element, Cainera Loc 1.

After Camera Loc 1 has been sclocted by the user, a
period of time vap now by selecied, The process of sclecting
ihe period of time can bepin in the user interface represented
by fracne 920. Frame 920 inchules a calendar-type interface
that displays the months of the year along with the individual
days (nof shown) within cach mooth. Each day @ the
calendsr displayed within frame 920 can represent hyper-
linked texi that enables the user to further select a pacticular
time poriod within the sclocted day. More specifically, nsiog
the interface ol lframe 320, the user can point and glick on
a prarlicular day of a particular mooth and be subsequeatly
presented with frame 931 such as that illustrated in FIG, ¥B,

Frume M} is an embociment of 8 vser interface that
cnables the user Lo sclect a particular time period within the
previously sclected day, Frame 930 includes user intcrface
clements 931, 933, and 235, which display the user's
selested chaiee of hour, minle, and AM/IM, espectively.
‘The selection of hour, mimme and AMA'M by the vser is
{acilitaled by butions 932, 934, and 936, respectively, which
pmduce a sarallabile list of available clisices. Altey e Line
period has been selected, the user can poiot and click on
button 937 The activabion of bullon 937 produces user
interface frame 940 of Fl{s 9C,

Frame 98 i an embodiment of a wser inlerface thai
enuhles the user to control the viewing of archived wideo
images thal bave been rotrieved from imape databise 334,
Frame 940 includes image viewing window 949 along with
VCRAype controls 1948, Irior to viewinp archived
images in image viewing window 949, client workstation
322 first caches a block of video tmages ey, 150 video
images) from he selected dme period, Onee the video
images have been cached, the wser can then coniral the
playback of the video images using VCR-lype conlrols
941-948, VCR-type controls inchicke play button 941, fast
play bulon 942, single fmme advenee bution $43, stop
butlom 9dd, reverse play bunon 945, [as1 reverse play bullon
944, single frames reverse butlon 947, and images per sccond
selection 848 Ax ilhwstraied, images per second sclection
948 cnables the wser 1o seleet & framo rate (e.g., 30, 20, 10,
5, or 1 frames per second) thal will enntrol 1he rawe of viden
image plavback. The wser initiates the playback by sclecting
play button 941, Playback of video imuages will then appear
in image viewing window 944, If po images per sccond
scloction has been chosen, a default value & wsed (eg., 5
frames por seeond). The nser can then modify the images per
second rate on the fly during playback. Viewing/scarching
through video Images 15 also controlled by VCR-type con-
rols 941948,

After the wser bas finished viewing the contenl of the
video images gencrated by Camera Loc 1, the nscr may wish
to view the video images penerated by Camera Loc 2 or
Camera Loc 3. This situation could ocenr if the other camera
Ineations would likely provide additicnal footape of a single
cvent of interest (e.g., burzlary). This viewing proccss is
<nabled by simply changing the selecticn of ihe camera 312
from the choices (i.e, Camera T.oc 1, 2, or 3} presented m
frame 910 of F1G. YA. Mure pencrally, the uscr can switch
In any camers location 1hat is present withio the clicnf™s
network, This viewing process is enabled by the mavigation
through higher levels of the camera hierarchy in feame 910
of FIG. 9A.

As described, the retneval af sichived video images can
be lasad upon 4 selection of a desired time perind. Moo
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genenally, the archived videa mmages can be retrieved upod
the basis of any atlribule that is stored as pact of a vide
uoage record. For cxample, archived video images can be
refneved on the basis of an event specified in the capture
type ficld. In this manoer, a user can identify and retrieve all
segments of video that have been reeotded upon the detec-
Licwn il & particular event (e ., mwachios opernling condition).

In pereral, the retoeval of archived video imuges Is
substantially instantaneons, and heam ae rclation to ihe

original location of the cameza 312, which eapiured the |

video images. Contmo] wond aceess of archived video images
is thereby signiflcanily improved relative to the direct dial-
up aecess of archived video images at individual clicnt sites
210.

In additivn w the siorage of archived images, off-sile
storage sile 330 also engbles the production of live images
from cach camera 312 thal is conpled 1o the network. The
process of producing live images was deseribed above with
reterence to the flowchart of FIG. 11, An embodiment of a
user interface 1M that facilitates live viewing is pow
descrhed.

The pencral process of metrisving live video images is
staried npan the selection of a particular cavesa 312. Selec-
tiom of & parlicular camera AL2 can Ive facililaled by the same
type of waer interface roprosented by [rame 910 in FIG. 9A,
Afler a camera 312 has been selected, a user inteeface 1010
within pencral live image wser interface LMK s presenied.
User intecface 1010 is rendered by View application §10
ruaning oo client workstation 322,

User interface 1010 includes live image viewing window
1012, siarl buton 1014, and stop buiten 1016, Upon the
initiation o View application 610, clicol worksiation 322
proveeds 1o send requests to off-site sarver 333 for the “hive”
image e (e.g,, ive 1,ipg) stored in the direcory assigned

lo the selected camera 312, As noted, the reiticval of the

“live" image file may nol occur at the same rate as the rate
at which the “live” image file is being updated. In this case,
live image viewing window T2 would simply show a
sarnple of the live video images thal are being captuced by
the selooted caniera 312 T the images heing caplured Trom
selecled cameta 312 are wlse heing archived, thea the
complets sct of video images would be siored in image
database 334,

‘Ihe basic user inlerluce 1L simply enables the viewing
of live images. In another embodinoent, a live viewing user
intertace 1000 can also include the real-time contrl of the
seleeted camera 312, Two examples off Uhe real-lime camery
control interlace arc illustrated as user intecface 1020 and
user interface T3 in FIG. 108 and FIG. 16, respectively,
User interfaces 1020 aond M3 sre rendered by YiewContmol
application 820 roning an client workstation 322, o pes-
forming the noal-time camera eontrol functionalily, View-
Conirol application 624 communicates with Camerafontro]
application 520 on afl-site server 332,

User interface 1024 illustrales & scenario where camera
serves 314 is able 1o return current PTZ posilions of camera
312 The receipt of this slate information {i.c., PTZ) enables
client warkstation 322 to provide camers controls relative o
an absoluke position, These camcra controls arc Hllwatrated in
user anterface 1024 as pan sceollbar 1022, tih scrollbar 1023,
and wnom serollbar 1026. The efles of the manipulation of
any onc of pan scrollbae 1022, (i1t serollbar 1024, and zxwm
seratlbar 1026 will be seen instantancoualy in the live image
that is displayed in viewing image window 1012, User
infeeface 1020 also includes a scrollable list 1028 (hai
enables a user al elient workstation 322 ke select from among
a variety of preser camera positions.
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User intertace 1030, on the other hand, illustrates a
scenario where camera server 314 Is oot able to e
curtent PTZ positians of camers 312, As client workstation
322 dews not have knowledge of the cumrent PTZ state of
camera 312, client worlstation 322 can only provide camera
contrels oo a rclative basis. These relative camera controls
re {Husirated in user inlerfacs 1030 as PangeTill conlrobs
(UpLel\, Up, UpRipht, Lett, Right, Downl 2fi, Down, and
DownRight) 1032 and Zoom controls (1o, Out, Fast Tn, and
Fast Ow) 1034, The effect of the manipulation of apy ooe of
Pan&1ilt controls 1032 and Zoom conirols 1034 will be
seen instantancously in the Jive image that 15 displayed in
vigwing image window 1012,

User interface 10340 also includes 2 scrollable lisy 1028
that enables 3 user at clicnt workslation 322 to select from
among & variety of preset camers positions. Alihough vser
inlerface 103 represents 1 scenanv where camera seover
314 is not able to return curremt PTZ positions of camera
312, cammera M2 may coable stosage of presets on the
camerd ilself ‘These presets con be acoessible through an
application programming interface (APT).

1 a prefereed embodiment, ViewContro! application 620
i a mullilbreaded applet, wherein both live image loading
and camera coatrol have their owp distinct theead. As
desceibed above, Hve image loading & accomplished
throwgh the reguest and subseguent Lransfer of e live viden
image file (c.g., live_1.jpp) associated with the selected
eamera 312, This live inuage file can he stured in a dircotory
that is associntcd with the selected cumery I,

Whilc live image loading represents a transaction between
clicat workstation 322 amd off-site server 332, camera con-
trol represcnis a transaclion butween clienl workstation 322,
olfsite server 332, camera server 314, amel camera 312, This
transaclion is illusicated in the Npwehact of FIG. 13,

The cumera pontrol process begios at step 1302 wilh 5
user selecting a camera 312 1o be controlled. This sclection
process has been described abuave in the context of both live
videy image loading and archived videw imaye reiricval. In
the illustrated cmbodiment, the sslection of & camera 312 Is
lacilitnied by a biersrchical meau of 8 client’s network of
surveillance cameras 312, After a camera 32 has been
selecled by the vser, the live image loading thread of
ViewControl application 6200 cap begin 1o mquest and
dlisplay Hve video images that ave stored in 2 “live” file by
off-sitc scrver 332,

The live viewing wser interfaee 1MW) presented to the user
will depend upon the carnera 312 hal has been selotted by
the user. As noted, the live viewling user interfece ix depen-
dent on whether afl-sile server 332 {8 able o fetrisve Wale
information from camees 312, [ stale information is
available, thon user interface 1020 wontaining absoluie FIZ
controls 1022, 1024, 1026 is presented. If state infornution
is not available, then user interface 1030 containing relative
PTZ controls 1032, 1034 is presented.

Assume thal the user is presenled with wser interface
1020, which gontaips absolute PTZ conimis 1022, 1024,
10246. After activation of siari bulton 1014, the user is now
presented with & display of live viden images in image
viewing window 1012, The user ean now choose o wntce-
eelively change the live view in image viewing window
1012 vsing absoluie conirnls 1022, 1024, 1028. [or
example, the nser vap deride to zoom in on a partitular
object or person (hat is displayed in image viewing window
1012 or pan in a dircction of 2 particular vhjecl or person that
in on (e edge of image viewing windew 1012, The ypcd-
fication by \be uscr of a particular vhange in a camera’s F1Z
posilion is represcnied as step 1304,
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Having received the user's speeilication of a change in a
camera’s PIZ positism, the camera control thread in View-
Contrul application 820 then submils, 1 step 13046, a camera
control command e CamerafControl application S20 to
effect 1he vser’s epecified camera position change. [n ons
embodiment, the camera control commend submitted by
client worksation 322 inelies 1he following infurmasion;
an IP address of the camera server, 1 camera oumber, a
cimera sonteol command code, a0d a canicra/camera server
type.

1o a preferned einbodiment, the 11 address of the camers
server 314 is ransmilled 35 a sequence of live ncters, Four
ol lhe live uclels represent 2o cocodcd 1P address, while Lhe
tifth octet is used as o convetsion paransier. The ¢ncoding
of the 11 address of the camera server 312 by client work-
station 322 serves lo obsoure the I address as the command
is traosmitted over public petwork 3500 Although ol
requiccd, this encoding sctves to keep confidential, the 11
atktresses of camera servers 314 that arc coupled to private
network 340, As one of ordipary skill in the relevam agt
would appreciate, various methods of encoding IP addresscs
coudd be used and the present bnveation is not Kimited by a
particolar enciding method,

The cumers nember information (e.g., valuc bereen 1-4)
serves Lo identify the particulur camera 312 that is coupled
e the camera server 314 idenified by the eacoded TP
address. This identification enables the camera control com-
mand e b routed by the identified camera server 314 1o the
proper camera 312,

The camera coniro] command code is used ip specify the
pacticular camnera control selected by the user, In the context
of the user interface 1920 huving absolutc IFTZ controls
1022, 1024, 1026, the camers control command code can
designate ong of PanAbsolute, TillAbsolure, 20d ZeomAh-
sofute commands. To the comfext of user indecfuce 1030
containing relutive PTZ controls 1032, 1034, the camera
control command code gan desigoate une of UpLeft, Up,
UpHight, Right, Dowaltight, Down, DownLeft, Zaomln,
£oomOut, ZoomInFast, and ZoomOuilasi commands, As
witld e approciated by one of erdinary skilt in the elevant
art, parameters for each of these camers commands can also
be transmitied with the camera conire] command code.

“The cameralcamers server type information specifies the
1ype of envitonmenl existing at client site 310. Depending
upon the cypmbination of camera 312 apd camera server 314,
stute inlormation may not be reirevable, For example, ihe
combhnatiom of sn AXTS 240 cauners server with 4 Suny/
Capnun cumera coables the retdeval of slate information,
while the wmbination of an AXIS 240 camera with a Peloo

cumera docs not enable the retricval of stale inlormualion,

The rransmission of (he camera/camera server type by clienr
workslation 322 thercby enables CameraConleol application
520 1w perform an additiomal cheek to ensure Lhat the
reccived camera contr] command code (e.g., absoluic PTZ
control ¢ode) is proper for the particular camers/camera
server combination,

Alter the cgmera eontrol command is gencrated by client
waorkstation 322, the camera conirol command is transmitted
to CameraControl application 520. At stcp 138, Camera-
Contm] application 520 processes e reerived camera con-
tre] command, ln this processing step, CameraContro] appli-
cation 520 decodes the enpoded 11* address amd parses the
camers control command code to detcrming the action that
i5 desirod by the uier. The parsed camera control command
i then couverted inWw o binry-coded camers conicol com-
mand string thal is recognizable by the particular camera
312
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Tn geoeral, CameraControl application 520 functions as 2
proxy application, providing the wser with 3 single standad-
ized graphical vser interface, while cuslomized librarics
communicate the individual protocols required by each
menufactorcr's camera. The interpusing CameraControl
application 5200 provides an abstraction layer, muking the
customizeéd PTZ vperation sppear ransparcnt o the user.
Mors generally, CameraControl application 520 cag be wsed
to provide single sndardized graplical uscr interfaves Lo
copitol other deviees in client site 310, including such
devices a8 a multipkexor, en audio/video switch, time lapas
VCRs, eic,

Allgr the camers voniro] comimand hus been processed by
CameraConlrol applicotion 820 on off-site server 331, the
processed camera eonirsl command 8 tranamitted, zl slep
1310, to the cumera server 314 identified by the decoded TP
address, Mext, al siep 1312, the camors scrver 314 forwards
the binary-coded camecra contrel command string to the
camcra 312 identifled by the camera number provided in the
camera control command. Tinally, a1 step 1314, camera 312
effects the mtended curnera control based upon the mecsived
binary-coded camera control command string.

In a typical state of operstion, camera scrver 314 is
responding to a continual swream of requests by lmapeCap-
turc application 310 for images that arc being capiured by 2
plutality of cameras 312A~-312T3 coupled to camera server
314, The proceszing of this contioval stream of image
forwaling requests can introduce latency cffects in 1he
processing of camera contmm] commands. These latency
effects can resull in significant loss of camera conirol.
Accorlingly, in an altcroative emlnsdimen, camera control
commands s1¢ not forwarded to camera servers 314, Kahor,
camers ¢onlrol comnmands are Morwarded & 4 separlely
sddressable device (not shown) a2t clicnt site 310 thar is
associated with a camera server 314, The separately adkires-
sable device is solely responsible for receiving vamers
contiol comimands [rom off-site server 332 and for forward-
ing cumera control commands ke individual eameras 312, As
ibe separately uddressable device is aot being ipundarcd
with image forwarding requests Irom off-site server 332,
delaye in processing cameta control commands is theraby
minimized.

As thus desgribed, the pessent invention provides a frane-
work for feul-time off-silc video image siorage that coables
increased foctionality in the reiricval of video Imapes. As
compated k conventional surveillance and monitoring sys-
terms 100, 200 that are focused on activitics at siople clicnt
siles, the prescnt invention seeks 10 extend the surveillance
and monftoring activities In a global scale.

Dff-site sturuge site 330 is capable of receiving video
images from thousands af videa feeds, Millioos of haurs af
video eecosding weprescoting hundreds ol terubyles of infor-
mation can be stared in off-site storage site 330, Duc © its
design us a scalable coterprise, however, these figuees are
merely ilfustrative of the polential scale of the present
invention.

While the invention has been deseribed in delail and with
reference 10 specific embodiments thereof, it will he appar-
cot to one skilled jp the art that various changes and
modifications ¢an be made therein without deparling from
the spirit and scope thereof, 'Thus, iL is inlended that the
present invenlion cover the modificationy and variations of
ihis invenlicn provided they some within the scope of the
appended ¢laims and their equivalents,

Whal is claimed is:

L. A video surveillance and moaitoring sysiem, compris-
ing:
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a private netwocl thai enables commuoication with sur-
veillanee cameras eorresponding o geographie sies;

wharein at least rwo surveillance cameras eomrespond to
gengraphically disiinel sies; and

a ceniralized off-sile eontmo] site, including at keast ons 5

sepver, said at Teast one server being coupled to said
private natworlk axl 1o 2 public vetwaerk, said al Joasl
one server being operative to initialize comumunications
betwoen the surveillance cameras and at least one
off-site client workstation coupled to said public
pelwork, 10 coordinate the reteieval of viden imuges
from all said surveillance cameras, 1o produce suid
retrieved videy images ws live Imuges w 1he 4l less ong
off-site ¢liont wodtstation, and 1o enable offsite client
workstations 10 ellect real-contml over selected sur-
veillunce cameras, wherein tbe off-site clicnt worksta-
tion canoot initialize communication with the survail.
lance chmerak.

1. The system of claim 1, wherein said private network is
a virtual private network conligueed vver a public network.

3. The system of claim 1, wherein suid private network is
coupled ta & camerz scrver, and suid camera scever is
coupled to one or more surveillance camerss.

4. The system of claim 3, wherein said one or more
surveillance carmeres produce composite NTSC video
signaly, and wherein the eamera servet is aperable to capture
the NTSC video signals and conver! e caplured NTSC
videso signals.

5. The syslem of elaim 1, wherein one of szid surveillance
camerss comprises a self=contained web server and network
Camera,

4. 'The sysiem of ¢lain 1, whercin said public netwotk is
4 public Interoel network.

7. 'The systemn ol claim 1, wherein said at loast one server
is vperalive Lo repealedly store live video image data to a file
thal is relrievable by a clicot workstation.

8, The system of claim 7, wherein said at least ooe server
is operative 1o write live videw image data W 8 femporary
file, and 10 rename said temporary file o seid file that 1%
retricyable Ty a Clien workstation,

¥, The system of claim 1, wherein said ul leusl one server
ie oparative o receive and progess a camerd command
conteol vode thal identifics 8 wser's desired type of camera
adjusiment.

10. The system of claim 9, wherein said camera cootrol
code identifies an absalue pansili-zoom control.

1. The system of claim 9, whercin said camera cantm)
code identifies & relative panstiltszoom control,

12, The system of claim 9, wherein said al least ape server
is operative 10 reecive and process an encoded Internel
Protocol address of a camera server.

13, I'he system of clain %, wherein suid at least one server
is aperative W convert a received camera contral oude b g
binatv-coded comrmand string and (o forward said binary-
coded cornand steiny, o an idendified surveillapos gamers.

14. The system ol claim 13, wherein said binary-coded
command siring is forwankal 1 & camers server, which in
lurn forwards said binary-codod command striag to 2 sur-
veillance camers.

15. The system of claim 13, wheroin said binary-caded
command steing is forwacded to & self-contained web server
and oetwork camera.

16, The system of claim 13, wherein said binary-coded
command steing is forwarded Lo u separalely sddressable
device 1hat is solely responsible for reveiving cameral con-
lrol eommands.

17, [n an eovironment including al Jesst one centralized
control site coupled ta a privale netwark that enables coms
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muniealjen with surveillanee cameras al a plurality of geo-
griphically distinet clicot sitcs and 1o a public netwod that
enubles communication wilh a chenl worksialion remaode
from the surveillance camera, a3 video surveillance and
monitoring method, comprising:

{a) rceiving 8 communication from a clicat workstation
coupled o the public network, sakl communivation
including 8 first camsrs contrel command exde repre-
scarative of a surveillanee camera control nstruction,

(8} converting said received find camera cominol com-
mund 1o 3 first binary-coded command string;

{c) sending said first binary-coded command string to an
identified address on said private wetwork, said identi-
fied address being associaled with 2 fimst identificd
surveillance camera,

(d) recsiving s communication from a clienl worlislation
coupled to the public nerwork, said communication
ineluding a second camera oomirol command code
representative of & user's desired type of camera con-
trol;

(&) converting, said reecived sccond camera enntrol com-
mand to o ascond bin&ry—uudml command siring;

() sending said second binary-coded command string 10
an dentificd address on said private oviwork, said
udeatihied address being axsociated with o first wdenki-
[icd swveillance camera;
wherein the firl and second ideniilisd surveillance

catheras are pangraphically distinet; and wherein the
clicnt workstation cannot directly access the first and
second surveillsnes cameras without an initialization
by the centralized off-zitc conteol site.

18, The method of claim 17, wherein slep (a) comprises
the step of recciving a camera control code thatl identifies an
abgolute pan-tli-rom contresl.

1%. The method of claim 17, wherein step {3) comprises
the step of receiving a camera control code that identifies a
ielative pao-tilt-zoom control.

20, The method of claim 17, whercin step (1) comprises
the slep of reociving as parl of suid cormmunicadion an
address on said private network to which zaid binary-coded
copinand string shonld be seni.

21. 'The method of claim 20, whersin step (a) comprises
the step of receiving as purl of said communication an
Tniernel Protoen] address.

22. Tae method of claim 21, whersin sien {a) comprises
the step of recsiving as panl of said cooununication an
encded [olernzl Protocol address,

23, The method of claim 21, wherein sicp (4) comprises
lhe wtep of receiving as part of said communication 2
surveillapes camera number.

24, '1nc method of claim 17, wherein step (c) cumprisés
the step of sending said binary-coded cowmeand striy, to a
CameIa Setver.

28, 'The method ol dairm 17, wherein step (o) comprises
the step of sending said binary-coded command string to a
sclf-contained web zerver and network camers.

26. The method of cloim 17, whercin skep (¢) comprises
the step of sending said binary-coded command string te a
scparalely addressable device that is solely responsible for
reeciving cameral control commands.

27, The system of claim 1, wherein the server s (urther
operalive 1o penerate a camera control code instrucling one
or more of the surveillanee cameras o move 1o a pre-defined
position.

28, The systern of claim 26, wherein (he server is further
opnralive to pensrate the camers control code after a des-
ignated perind of time.
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29. The system of claim 27, wherein the server is further
operative 1o generate a series of camcra control cades
mstrucling one ar more of the surveillanee cemeras o move
to 8 series of pre-Oefined positions.

M. The system of claim 1, whersin the server is further
operative o gencrate an interface for displaying real-lime
video image data from a pluraliiy of clicnt sites.

31. The aystem a8 reciled in claimn 30, wherein the
inierlace 15 a Web-hased wilerface.

31 Ihe system of claim 31, whecin the Web-based
inierface mcludes a calendae wicrface, whercin the calendar
interface inclhdes a aumber of hypeclinks, the byperlinks
correspemnding o delined periods of lme ad aqrerable Lo
pencrate additional sereen Interfaces corresponsding, to a tims
sclection,

33, The system of clum 32, wherein the hyperlinks
correspond to months and a year, and whetein the byperlinks
ars operative Lo gencrale additiomn] sercen imerfaces pro-
scating a vsce with a sclection of a particular Lime o control
surveillance camera.

34. The sysiem of claim L, wherem the server s further
operable io oxteact real-time video data from at loast one
surveillance canera urilizing a dynamic data block manape-
inenl schema.

35 °Ihe method of claim 17, wherein the binary-coded
cunnnand sbring iosiructs o or rrire surveillznee cemens
1o move to a pre-defined location.

36. The meihnd of claim 35, whenzin the hinary-omledl
eommand siring inslructs 8 surveillance camers o move o
a series of pre-defined lecations.

7. The mothod of claim 38, whensin the sepding of said
hinary-veded command swing is accomplished afier a des-
ignated Hime penod bas eapired.

38, The method of claim 17, whenein the user intecface is
2 Web-based user terface.

39 The method of claim 38, wherein (he Web-based
interface includes a calendar imeface, wherein 1he calendar
interface includes a oumber of hypedlinks, tbe at byperlinks
corresponding o delined periods of e and opealde i
gencrate additional screen intecfaces corresponding o a lime
gelection.

M. The method of claim 39, wherein e byperlinks
cormzapoild to twonths and a year, and wherein the hyperdinks
are operable lu gencruie addibonal sercen mierfeces pre-
scating a user with a seleciion of a particular time to comrml
the surveillanoe cameras,

41, The system of claim 1, wherein the ai least ope ofl-sile
clienl workstation cannot directly access the surveillance
caméras 1o relrieve video images or conlrol selected sur-
veillance camieras without an initialization by the contralized
off-site control site.

42, '1he system of cla 41, whersio the ceotralized
of-aile conlrol sile coordinales all commumications belween
the a1 Keast one ofl-=ite client workstation and the surveil-
lance cameras.

43. A widco survcillance and monitoring system, the
fystom comprising:

a plurality of video menitoring devices, cach moniloring
devics generating video monitoring data corresponding
to a geographic arca, wherein the pluralily of video
monitoring devices peascate live video data and receive
control nstructions correspomding 1o a positon of the
video mionioring device and whersin at Jeast o video
mowmitoring devices of the plurality of video monitoring
devices comespond to geographically distinet sites;
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a ventralized control site in communication with the
plurality of video moniioring devices vin 1 privale
commmunication, whereln the centralized conirol site
mineves live video data from the placality of video
momtoring deviews; and

ar least one client workstation remote from the plurality of
video monitoring devices and in communizaiion wilh
the centralized control site via public communication
pelwork, wherein the clienl workstation requests moni-
toring device data from at least ooe geographic area und
whetein the clisnt wodstation witiates video monitor-
ing control tnsLructions;

wherein the conitralized conlrpl siie associales ul least vne
of the plapality of viden monikaring devices i the clisnl,
workslabon requests and imliahzes communicstions
between the at Jeast one clienl weorkstation and the
essociaed video maniloring device, wherein the chizni
workstation canpol directly access Lhe sssocialed video
monilonog device without an imtinlization by the cen-
tralized cootro] sitc,

44 The syslem as recited i claim 43, wherein the private
nelwork 1k a virual privaie neiwork configured over a poblic
uctwore

45. The systcm a5 recited in claim 43 further comprising
4 cumera scrver cormsponding o a peopraphic aca and
coupled to at least one video monitoring device comespond-
ing Lo the geographic arcy, wherein the camera scrver i%
Further coupled Lo the privale netwark Lo fecilitate comirmi-
nications with the, cenualized coniral site.

46. The syslem as reciled in claim 45, wherein the
plusality of video monitoring devices produce composite
NTSC video signals, end wherein the camema servers arc
operable w capture the NTSC video signals and converl the
capivred NTSC video signals.

47. The systemy as recited in claim 43, wherein the
plurality of sudeo menilonng devices include at least one
selfcontained Web server and netwarls camera.

48. The system as recited in claun 43, wherein the
centralized contrel sile writes live vidoo incage data Tom the
phurality of the viden monitoring devices to a temporary fite,
wherein the temporacy lile is refrievable by o client work-
station.

49, The system as recited in claim 43, wherein the at least
one client workstation video moniloring control insiructions
inciuded an ideatification of an absolute pan-tili-zoom con-
el

50, The sysiem as reciied in claim 43, wherein the client
workslation video moniloring epotral instructions fnelude
idemtification of a relative pan-tilt-zoom control.

51, The system as mecited In claim 43, wherein the
cenralized comiol site converts a clicnt workstation vidco
monitoring control instruction into a binary-coded command
steitgg amd farwands e hinary-coded cunnnand sbring 1o a
selected videa monilonng device.

52, The system as recited b claim 43, wherein the
ceptralized control site generutes camera conlmyl codes
instructing one or inore of 1he plurality of video monitoriag
devices 1o move ke predefined positions.

53, The syalam us cacited io claim 52X, wherein 1he
centralized control site gencrates a scries of camera control
insimetions instructing st least one of the plurality of video
monitoring devices 1o move to 4 serics of predefinced posi-
tioos.




