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'UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF NEW JERSEY

Zimmerman & Levi, LLP
226 St. Paul Street
Westfield, NJ 07090

Tel: (908) 654-8000
Fax: (908) 654-7207

Jean-Marc Zimmerman (JZ 7743)

Attorneys for Plaintiff Digital Development Corporation - =1
DIGITAL DEVELOPMENT CORPROATION, | ”)
Case No. . "'""
Plaintiff, o2 —¥#019 &
¢ FJ /j)
v. COMPLAINT FOR PATENT
INFRINGEMENT
APPLE COMPUTER, INC. ‘
Defendant. DEMAND FOR JURY TRIAL

Plaintiff, Digital Development Corporation, a corporation (hefeina-fter referred to as
“DDC™), demands a juty trial and complains against the defendant as follows:
THE PARTIES

1. DDC is a corporation organized and existing under the laws of the State of Arizona,|
with its principal place of business at 5726 N. 10™ Street, Suite 10, Phoenix, Arizona 85014.
2. On information and belief, Defendant, Apple Computer, Inc. (hereinafter referred tol
as “Apple”) is a corporation organized and existing under the laws of the State of California, having
a place of business at The Mall at Short Hills, Route 24 and JFK Parkway, Short Hills. New Jersey

07078.

DDC V. APPLE COMPLAINT
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|

i JURISDICTION AND VENUE

2 3. This action arises under the patent laws of the United States of America, Title 35 of

3 || the United States Code. This Court has jurisdiction of this action under 28 U.S.C. §§ 1331 and

S

1338(a).

5 - - - I3 3
4, On information and belief, Defendants are doing business and committing

6 _

; infringements in this judicial district and are subject to personal jurisdiction in this judicial district.

8 5. Venue is proper in this judicial district pursuant to 28 U.S.C. §§ 1391 and 1400(b).

9 CLAIM FOR PATENT INFRINGEMENT

10 6. Plaintiff, DDC, repeats and incorporates herein the entirety of the allegations

11 || contained in paragraphs 1 through 5 above.
12 7. On December 4, 1990, U.S. Patent No. 4,975,950 (hereinafter referred to as “the
13 |[950 patent”) was duly and legally issued to Stephen Lentz for an invention entitled “System and

14 i Method of Protecting Integrity of Computer Data and Software.” A copy of the ‘950 patent i

I3 || attached to this Complaint as Exhibit 1.

e 8. On June 9, 1992, U.S. Patent No. 5,121,345 (hereinafier referred to as “the ‘345
i; patent”)_was duly and legally issued to Stephen Lentz for an invention entitled “System and Method
19 | of Protecting Integrity of Computer Data and Software.” A copy of the ‘345 patent is attached to
20 this Complaint as Exhibit 2. |

71 9. DDC is the owner of all right, title and interest in and to the ‘950 patent and the ‘345
22 || patent.

23 COUNT ONE |

24 10. ])]ainlifi‘,‘ DDC, repeats and incorporates herein the %ntir.ety of the allegations

25 || contained in paragraphs 1 through 9 above.
11. Apple has for a long time pasi and still is infringing. actively inducing theg

infringement of and cbntributorily infringing in this judicial district, the “950 patent by, among

DDC V. APPLE COMPLAINT
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other things, importing, making, using, offering for sale, and/or selling computer hardware,
software and systems as defined by the claims of the ‘950 patent without permission from DDC and
will continue to do so unless enjoined by this Court.

12. Plaintiff, DDC, has been damaged by such infringing activities by the Defendants of
the ‘950 patent and will be irreparably harmed unless such infringing activities are enjoined by this
Court.

COUNT TWO

13. . Plaintiff, DDC, repeats and incorporates herein the entirety of the allegationg
contained in paragraphs 1 through 12 above. ‘ |

14. Apple has for a long time past and still is infn'ngir*g, actively inducing the
infringement of and contributorily infringing in this judicial district, the *345 patent by, among
other things, impoﬁing, making, using, offering for sale, and/or Selling computer hardware
software and systems as defined by the claims of the ‘345 patent without permission from DDC and
will continue to do so unless enjoined by this Court.

15. Plaintiff, DDC, has been damaged by such infringing activities by the Defendant, of
the °345 patent and will be irreparably harmed unless such infringing activities are enjoined by this
Court.

COUNT THREE

16. Plaintiff, DDC, repeats and incorporates herein the entirety of the allegations
contained in paragraphs | through 15 above.
17. Apple’s infringement has been willlul and deliberate, justifying the assessment of
treble damages pursuant to 35 U.S.C. §284 and atlomeys’ fees pursuant to 35 U.S.C. §2835 against

that entity.

DDC V. APPLE COMPLAINT




e 1 Nt B

10
11
12
13
14
15
16
17
18
19
20
21
2
23
24
25
26
27
28

Case 2:03-cv-O4OWSH-PS Document 1 Filed 08/‘03 Page 4 of 15 PagelD: 4

WHEREFORE, THE Plaintiff, DDC prays for judgment against the Defendant Apple on all
the counts and for the following relief:

A

PRAYER FOR RELIEF

Declaration that the Plaintiff is the owner of the “950 patent| and that the Plaintiff hag
the right to sue and to recover for infringement thereof;
Declaration that the ‘950 patent is valid and enforceable;
Declaration that the Defendant has infringed, actively induced infringement of, and
contributorily infringed the ‘950 patent;
Declaration that the Plaintiff is the owner of the ‘345 patent, and that the Plaintiff has
the right to sue and to recover for infringement thereof’,
Declaration that the ‘345 patent is valid and enforceable; - |
Declaration that the Defendant has infringed, actively induced infringement of, and
contributorily infringed the ‘345 patent;
Declaration that the Plaintiff is the owner of the ‘345 patent, and that the Plaintiff has
the right to sue and to recover for infringement thereof;
A preliminary and permanent injunction against the Defendant, its pﬂ'lcers, agents,
servants, employees, and attorneys, all parent and subsidiary corporations, its assigns
and successors in interest, and those persons acting in active concert or participation
with the Defendant, including distributors and customers, enjoining them from|
continuing acts of infringement, active inducement of infringement, and contributory,
infringement of DDC’s ‘950 and ‘345 patents;
An accounting for damages under 35 U.5.C. §284 for infringement of DDC’s ‘950
and ‘3435 patents by the Defendant and the award of damages so ascertained to the
Plaintiff, DDC, together with interest as provided by law:;
A judgment that the Defendant is a willful infringer and an award of treble damages
1o the Plaintiff, DDC, pursuant to 35 U.S.C. §284 against the Defendant, Apple;

Award of reasonable attorney’s fees 1o the Plaintff, DD(E, pursuant to 35 U.S8.C|

§285;

DDC V. APPLE COMPLAINT
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1 M.  Award of DDC’s costs and expenses; and
2 N. Such other and further relief as this Court may deem proper, just and equitable.
3 .
4
By \-_A,vu—' N\'ﬂ"‘b %«ww-—ﬁ
5 Jean-Marc Zimmerman (JZ 7743)
Zimmerman & Levi, LLP
6 226 St. Paul Street
Westfield, New Jersey 07090
7 Tel: (908) 654-8000
Attorneys for Plaintiff DDC
g ‘
Dated: August _Z* 2003
9 Westfield, New Jersey 070909
10
11
12 DEMAND FOR JURY TRIAL
13 The Plaintiff, DDC, demands a trial by jury of all issues properly triable by jury in this
14 1l action. :
s mm.. e Y s
: Jjean-Marc Zimmerman (JZ 7743)
16 Zimmerman & Levi, LLP
226 St. Paul Street
17 Westfield, New Jersey 07090
Tel: (908) 654-8000
18 o Attorneys for Plaintiff DDC
19
20 Dated: August Z™- 2003
Westfield, New Jersey 07090
21
22
23
24
25
26
27
28
5 .
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(57 ABSTRACT

System and method for preventing alteration of stored
data by computer virus. In a computer system which
normally automatically an operating system yrhc_n
the central processing usit is initialized, 2 device is
provided which takes con 1 of the central processing
unit before boot-up, the system files for com-
puter virus and gencrates 3 alarm signal if a virus is
detcct_ed. i

In the preferred i eﬁn,thedevncequarantinesan
infected operating system to prevent slteration.
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SYSTEM AND METHOD OF PROTECTING
INTEGRITY OF COMFPUTER DATA AND
SOFTWARE

This invention relates to computer systems. '

More particularly, the invention concerns improved
methods and systems for combatting computer virus.

_In a further and more particular respect, the inven-
tion rela.ta to such systemns and methods for preventing
alteration of stored files..

The problemss caused by so-called “computer virus”
and various attempts to prevent these problems have
been described in a number of recent publications. For
example, sce Time Magazine, pp. 62-67 (Sept. 26, 1588),
Business Week, pp. 64-72 (Aug. 1, 1983), PC Magazine
PP 33-.36 (Juoe 28, 1988), Varbusiness p. 81 (June 1988),
Varbusiness p. 80 (Aungust 1988), BYTE pp. 197-200
(July 1988), Mid-Atlantic Tech pp. 7 et saq (June 13,
1988)_ and Mid-Atlantic Tech pp. 7-8 (July 12, 1988).

. ?ngﬂy, “computer virus” is a program which carries
in its instructional code the recipe for making perfect
copies of_itse!f. Lodged in a host computer system, a
typical virus takes temporary control of the Ceritral
Processing Unit and, while in control, should the in-
fected computer system fuel other storage media, a
copy of the virus may be inserted into that storage me-
dia. 'I'hen whenever the infected computer system
oomm:gtoeontactwithanewpiweofsnftware,acopy
of the virus is inserted into the new software. Thus, the
infection can be spread from computer system to com-
puter system by unsuspecting users who trade memory
- disks or who send programs o one another via modems
or other inputs. Once a virud program is resident in a
computer system, it then has the capability of altering
stored data in the system storage memory. These alter-
ations may cause a range of results which can vary from
simple “pranks” (temporarily halting execution of the
il.:.fected software or hmmorous screen displays) to cut-
right datmcuon of the computer system. Thus the
computer virus has potentially disastrous results, partic-
ularly if spread into and among the vsers of vital multi-
user computer systems, ¢.g.. financial systems, National
security systems and the like. At the very least, com-
puter virus has the potential for causing buge expendi-
tures of money and time to recapture, restore or repro-
duce destroyed data files in the storage memories of
both commercial and personal computer system users.
_ Significant expenditures of time and money and the
attention of highly skilled workers in the art have, thus

far, failed to provide camplete solutions to the problem -

of computer virus, To date, the best approach which the
art has developed is a so-called “software” solution
called a “shell™ which prevents entry of a virus pro-
gram into the DOS program. see e.g., the Mid-Atlanuc
article mentioned above dated July 12, 1988. However,
the software shell is only a pantial and incomplete soiu-

_ tion, because the sheil only prevents running an infected
program 1if the shell has taken control of the Centrs!
Processing Unit. The shell does not prevent running
programs from other inputs, e.g., floppy disks, moden::,
eic. -

'Thz‘zreforc, it would be highly advantageous 10 pro-
vide improved apparatus and methods for preventing
alteration of stored data in a computer sysiem by systcia
files 'which are infected with computer virus.,

_Still another object of the invention is to provide such
virus-proof apparatus and methods which quarantine zn

4,975,950
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2
infected program, to pre#‘rent spread of the program to
other computer systems and programs. .

These, other and further objects and advantages of
the invention will be apparent to those skilled in the art
from the following detailed description thereof taken in
conjunction with the drawings in which:

FIG. 1 is a program logic diagram iliustrating the
presently preferred practice of the invention; and

FIG. 2 is a circuit diagram illustrating various com-
ponents and their inter-connections which may be used
to implement the invention in accordance with the pres-
cotly preferred embodiment thereof. :

Briefly, in accordance with one embodiment of the
invention, I provide improvements in present computer
systems. Such systems include a central processing unit
(CPU), a main memory having a resident first program
for controlfing the CPU, a storage memory having
resident data and a resident second program for inter-
facing the storage memory with the system and means
for sequentially normally automatically transferring the

+ second program to the main memory when the central

processing unit is initialized and for transferring control
of the central processing unit to the second program.
The improvements which I provide comprise means
for sequentially preventing transfer of control of the
central processing unit #¢ the second program, checking
the sacond program to detect the presence of any com-
puter virus and generating an alarm signal if such virus

is detected.

As uscd herein, the term “computer virus” includes
both the nnauthorized described in the above-
referenced journal arti and any other unauthorized

programs which might be deliberatcly introduced di-
rectly into the system files, e.g. by “hackers”, ete., as
welt as alterations or damage to the system files which
are caused by fortuitous cvents, e.g., power flickers or
surges, rfi, EMP, etc.

As will appear more fully below, the sysicm and
methods of the invention are cxpected to be used in
conjunction with other protection measures and addi-
tional utilities can be combined with my invention to
further enhance its utility. For example, once the system
and methods of the present invention have been em-
ploved to prevent booting of infected or otherwise
altered system files, it is contemplated that an appropri-
ate shell program will be provided for protection after
control of the CPU has been passed to the second pro-
gram. Similarly, if the system and methods of the inven-
tion detect an infected or altered system file, causing an
alarm to be generated; it i contemplated that utilities be
provided for repairing the system files. Further, in mul-
tiple-user situations, it is contemplated that the present
invention can be combined with usual password and
password changing systems to provide still additional
security. Such further steps and procedures beyond the
alarm or beyond the booting of system files which have
been confirmed to be uninfected or vnaltered, are, how-
ever. optional and will be apparent to those skilled in
the art.

Turning now to the drawings which are intended 1o
iliustrate the priniciples of the invention in accordance
with the presentty preferred embodiment thereaf and
which do not limit the scope of the invention, FIG. 1is
z logic flow diagram which illustrates the protection

and steps of the invention. For example, with reference
to s conventional personal computer such as IBM @&
PC, inital power-up or Teset causes initialization of the
CPU 10 and the first program, resident in the on-board
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ROM takes control of the CPU 11. The first program
starts through its normal housekeeping routines 12
which includes a scat 13 for additional ROM modules.
If a virus protector board (see FIG. 2) is detected, the
virus protector takes control of the CPU 14, The ROM
routine of the virus protector causes the loading and
testing of the system files 15. If the test 16 detects the
presence of computer virus, an alarm signal is generated
17.

Optional logic steps and procedures are illustrated by
the dashed lines. Thus, if no virus is detected by the test
16, control of the CPJ can be returned to the first pro-
gram 21, If no virus protector ROM module is detected
at the test 13, the first program will cause boot up of the
system files 22, This also occurs when the test 16 con-
firms that no virus is present and CPU is returned to the
first program 21. On boot up of the system files 22, a
shell program can be booted 23 which protects the
system against attempts to run unauthorized programs.
Similarly, after the alarm signal is generated 17 the logic
can cause the system to halt execution of any further
programs and routines can be provided to repair the
infected system files 24.

Referring to FIG. 2, a circuit is depicted which
shows the presently preferred implementation of the
invention in a typical computer, e.g., the IBM ® PC.
An address decoder chip 25 decodes the address lines 26

_from the CPU address buss and also decodes the control

lines 27. The address decoder 25 sends a signal via the
chip-enable line 28 to ram chip 29 provided with a
backup battery 30. Address lines 26 and data lines 31
also communicate with the ram chip 29. The ram chip
29 is provided with an appropriate software program to
effect the logic steps of FIG. 1. This system enables the
ram to be read or written to, e.g., the first time when
pure DOS is read into its memory storage.

The program in ram 29 prevests transfer of control of
the system to the DOS program (see FIG. 1). The rou-
tines in the logic of FIG. 1 which acconplish the testing
of the system files to detect a virus can include any of
the suitable known techniques for checking file integ-
. rity. For example, in the presently preferred embodi-

ment the check includes varification of file size, file
checksum and file signature. If any of these tests are not
satisfied, the test routine causes the generation of an
alarm signal. This alarm signal can be visual, audible or,
as in the presently preferred embodiment, an electrical
signal in the form of software commands which disabie
the keyboard and place the system at an endiess loop.

As will be apparent to those skilled in the art, the
circuitry of FIG. 2 can be built into the computer sys-
tem as manufactured and sold by the OEM. Alterna-

23
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q .
tively, for use in existing computer systems, €.8. the
IBM ® PC, the circuitry can be provided as 2 conven-
tional ROM module card. :

Having described my invention in such terms as to
enable those skilled in the art to understand and practice
it, and having identified the presently preferred embodi-
ments thereof, I claim: . )

1. In a computer system, said system including

a central processing unit, X

a main memory, having resident therein

a first program for controlling said central process-
ing unit, | )

a storage memory, having resident therein

a second program for interfacing said storage mem-
ory. with said system, and
data, and
means for sequentially _
normally auntomatically transferring said second
program to said main ‘memory in respoase to
initializing the central processing unit, m:u:l )
transferring control of central processing unit
to said second progr )
the improvemeénts in said computer systém compris-
ing means for sequentially: .
(a) preventing said transfer of control; )
(b) checking said smnq program to detect said
virus; and P .
signal if said virus is de-
|

{c) generating an alarm
tected.
2. A method of operating
includes
a central processing unit, .
a main memory, having resident therein
a first program for controlling said central process-
ing unit, 7 .
a storage memory, having resident tl.*:ercm _
a second program for interfacing said storage mem-
ory with said system, and
data, and i
means for sequentially i ) )
normally automatically | transferring said second
program to said main memory in response to
initializing the central processing unil. ar.td ‘
transferring control of said central processing unit
‘to said second program, .
said method comprising the steps of sequentiaily:
(2) preventing said transfer of control: .
{b) checking said second program tuo detect said

;T computer system which

virus: and ) o

(c) generating an alarm signal if said virus is de-
tected. ‘

) - s * x| ¥
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-SYSTEM AND METHOD FOR PROTECTING
INTEGRITY OF COMPUTER DATA AND
SOFTWARE

This application is a continuation-in-part of my prior
U.S. application Ser. MNo. 266,710, filed Nov. 3,
. 1988 now LLS. Pat. No. 4,975,950, entitled “System and
Method of Protecting Integrity of Computer Data and
Software™ and of my international application under the
Patent Cooperation Treaty, PCT/US89/04908, fled
Nov. 1, 1989, .
This invention relates to computer systems.
More particularly, the invention concerns improved
methods and systems for combatting computer virus.
In a further and more particular respect, the inven-

tion relates 10 such systems and methods for preventing
alteration of stored files, -

The protlems caused by so-called “computer virus™

and various atiempts to prevent these problems have’

been described in @ nember of recent publications. For
cxample, see Time Magazine pp. 62-67 (Sep. 26, 1988),
Business Week, pp. 64-72 (Aug. 1, 1988), PC Magazine
pp- 33-36 (Jun. 28, 1988), Varbusiness p. 81 (Jun. 1988),
Varbusiness p. 80 (Aug. 1988), BYTE pp. 197-200 (Jul.
1988), MidAtlantic Adaatic Tech pp. 7 et seq (Jun. 13,
1938! and Mid-Atlantic Tech pp. 7-8 (Jul. 12, 1988).
_ Briefly, “computer virus” is a program which carries
in its instructional code the recipe for making perfect
copies of itsclf. Lodged in a host computer system, &
typical vtnls takes temporary control of the Central
Processing Unit and, while in control, should the in-
fected computer system find other storage media, a
copy of the virus may be inserted into that storage me-
dia. 'I‘hcn whenever the infected computer sysiem
comes into contact with a new piece of software, a copy
9f the virus is inserted into the new software. Thus, the
infection can be spread from computer system to com-
puier system by unsuspecting vsers who trade memory
disks or who send programs 1o onie another via modems
or other inputs. Once a virus program is resident in 2
computer system, it then has the capability of eltering
st9red data in the system storage memory. These alter-
ations inay cause a range of results which can vary from
i_nmple “pi " (temporarily halling execution of the
n_fectcd softwere or humorous sereen displays) to out-
right desmfcﬁcm of the computer system. Thus the
computer virus has potentially disastrous results, partic-
ulatly if spread into and among the users of vital multi-
user computer systems, e.g., financial systems, National
security systems and the like. At the very least, com-
puter virus has the potential for causing huge expendi-
tures of money and tirne to recapture, restore or repro-
duce destroyed date files in the storage memories of
both commercial and personal computer system users.
S:gx_liﬁcam expenditures of time and money and the
attention of highly skilicd workers in the art have, thus
far, failed to provide complete solutions 10 the problem
of computer virus. To date, the best approach which the
art has developed is a so-called “software™ solution
cal]cd_a “shell” which prevents entry of a virus pro-
gram into the DGS program, sec ¢.g., the Mid-Atlantic
article mentioned above dated Jul. 12, 1988, However,
l!zc software shell is only & partial and incomplete solu-
tion, because the shell only prevents running an infected
program if the shell has taken control of the Central
Processing Unit. The shell does not prevent running
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programs from other inputs. e.g., floppy disks, modems,
elc.

Therefare, it would be highly advantageous to pro-
vide improved apparatus and methods for preventing
alteration of stored data in a computer system by system
files which are infected with computer virus.

Still another object of the invention is to provide such
virus-proof apparatus and methods which quarantine an
infected program, to prevent spread of the program 1o
other computer systems and programs.

These, other and further objects and advantages of
the invention will be apparent 1o those skilled in the art
from the following detailed description thereof taken in
conjunction with the drawings in which:

FIG. 1 is & program logic diagram.- illustrating the
presently preferred practice of the invention; and

FIG. 2 is a circuit diagram illustrating various com-
ponents and their inter-col ions which may be used
10 implement the invention in accordance with the pres-
ently preferred embodiment thereof.

Briefly, in accordance with one embodiment of the
invention, I provide improvements in present computer
systems. Such systems include a central processing unit
(CPU), 2 main memory haying a resident first program
for controlling the CPU, a storage memory having
resident data and a resident second program for inter-
facing the storage memory with the system and means
for sequentially normally automatically transferring the
second program 1o the main memory when the central
processing unit is initialized and for transferring control
of the central processing unit to the second program.

The improvements which 1 provide comprise means
for sequentially preventing transfer of control of the
central processing unit 1o the second program, checking
the second program to detect the presence of any com-
puter virus and generating an alarm signal if such virus
is detected.

As used herein, the term “computer virus” includes
both the unauthorized programs described in the
abovereferenced jourmal ‘Iﬂic]ﬁ and any other unau-
thorized programs which might be deliberately intro-
duced directly into the system files, e.g., by “hackers”,
elc., as well as alterati or damage to the system files
which are caused by fortiitous events, e.g., power flick-
ers or surges, rii, EMP, etc.

As used herein, the term “second program’ means
any programs or files which are normally automatically
booted for interfacing the storage memory with the
system. For example, and not by way of limnitation, the
second program includes the disk partition data and/or
media operating system (for
hard disks, floppy disks, CD ROM, optical storage
memory, magnetic 1a] magnetic cards), COM-
MAND.COM, device drivers, AUTOEXEC.BAT, and
the like. Further, if automatically loaded, the second
program can also include a “shell” program which
protects the system after control of the CPU has been
passed to the second program.

As will appear morg fully below, the system and
methods of the inventipn are expected 10 be used in
conjunction with other|protection measures and addi-
tiona) utilities can be cpmbined with my invention to
further enhance its utility. For example, once the system
and methods of the present invention have been em-
ployed to prevent booting of infected or otherwise
altered system files, it i conternplated that an appropri-

-

ate shell program will be provided for protection after
been passed Lo the second pro-
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gram. Similarly, if the system and methods of the inven-
tion detect an infected or altered system file, causing an
alarm to be generated, it is contemplated that utilities be
provided for repairing the system files. Further, in mul-
tipic-user situations, it is contemplated that the present

“invention can be combined with wsual password and

password changing systems to provide still additional
sccurity. Such further steps and procedures beyond the
alarm or beyond the booting of system files which have
been confirmed to be uninfecied or unaltered, are, how-
ever, optional and will be apparent to those skilled in
the art.

‘Turning now to the drawings which are intended to
illustrate the principles of the invention in accordance
with the presently preferred embodiment thereof and
which do not limit the scope of the invention, FiG. 1 is
8 logic flow diagram which illustrates the protection
and steps of the invention. For example, with reference
1o a conventional personal computer such as IBM ®
PC, initial power-up or reset causes initialization of the
CPU 16 and the first program, resident in the on-board
ROM takes control of the CPU 11. The first program
starts through its normal! housskeeping routines 12
which includes a scan 13 for additional ROM modulcs.
Ii: 2 virus protector board (see FIG. 2) is detected, the
virus protector takes control of the CPU 14. The ROM
routin¢ of the virus protector causes the loading and
testing of the system files 15. If the test 16 detects the
g;mncc of computer virus, an alarm signal is generated

Opticnal logic steps and procedures are fllustrated by
the dashed lines. Thus, is no virus is detectad by the test
16, contro] of the CPU can be returned to te first pro-
gram 21. i no virus protector ROM module is detacted
at the test 13, the first program will cause boat up of the
system files 22 This also occurs when the test 16 con-
firms that no virus is present and CPU is returned to the
first program 21. On boot up of the system files 22, 2
shell program can be booted 23 which protects the
system against attempts to run unauthorized programs.
Similarly, after the alarm signal is generated 17 the logic
can cause the system to hah execution of any further
programs and routines can be provided to repair the
infected system files 24,

Referring to FIG. 2, 2 circuitry is depicted which
shov:rs the present preferred implementation of the in-
vention in a typical computer, e.g., the IBM @ PC. An
address decoder chip 25 denodes the address lines 26
from the CPU address buss and also decodes the control
lines 27. The address decoder 25 sends a signal vie the
chip-enable line 28 to ram chip 29 provided with a
backup battery 30. Address lines 26 and data lines 31
als0 communicate with the ram chip 29. The ram chip
29 is provided with an appropriate software program to
effect the logic steps of FIG. 1. This system enables the
ram to be read or writien to, e.g., the first lime when
pure DOS is read into its memory storage. .

The program in ram 29 prevents transfer of control of
the system to the DOS program (see FIG. 1), The rov:
tines in the logic of F1G. 1 which accomplish the testing
of the system files to detect & virues can include any of
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the suitable known tehcniques for checking file integ-
rity. For example, in the presently preferred cmbodi-
ment the check includes |verification if file size, file
checksum and file signature. If any of these tests are not
satisfied, the test routine causes the gencration of an
alarm signal. This alarm signal can be visual, audible or,
as in the presently preferred embodiment, an clectrical
signal in the form of software commands which disable
the keyboard and place the system at an endless loop.

As will be apparent to/those skilled in the art, the
circuitry of FIG. 2 can be built into the computer sys-
tem as manufactured and sold by the OEM. Alterna-
tively, for use in existing computer sysiem, e.g.. the
IBM ® PC, the circuitry ¢an be provided as a conven-
tional ROM module card.

Having described by igvention in such terms as o -
enable those skilled in the art to understand and practice
it, and having identified the presently preferred embodi-
ments thereof, I claim: ’

1. In a computer system, said system including

a central processing umit, '

2 main memory, having resident therein a first pro-
gram for controlling said central processing unit,

a storage memory, having resident therein a second
program for interfacing said storage memory with
said system, :

and
data

and |

means for sequentially normally automatically trans-
ferring said second program to said main memory
in response to initializing the central processing
umit, :

and
transferring control of said central processing unit

to said second program
the improvements in said computer system comprising
means for sequentially:

(a) preventing said transfer of control;

(b} checking said program to detect said virus;
and : i

(c) generating an alarni signal if said virus is detected,
said second program comprising programs/files which
are normally automatically booted.

2. An improved computer system of claim 1 in which
said second program comprises disk partition data.

3. An improved computer system of claim 1 in which
said second program comprises disk boot data.

4. An improved computer system of claim I in which
said second program comprises the siorage media oper-
ating system.

5. An improved computer system of claim 1 in which
said second program comprises COMMAND.COM.

6. An improved computer system of claim 1 in which
said second program comprises device drivers.

7. An improved computer system of claim ¥ in which
said second program comprises AUTOEXEC.BAT.

£. An improved computer system of claim 1 in which

sz1d second program comprises a shell program.
* L] L] * *




