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OCT ¥ 4 2002

MICHAEL W, DOBBINSIN THE UNITED STATES DISTRICT COURT E@ﬂiﬂm
CLERK, U.S. DISTRICT 3 THE NORTHERN DISTRICT OF ILLINOIS 7 2002
EASTERN DIVISION oct @

DIVINE TECHNOLOGY VENTURES, an )
Ilinois general partnership, )
) .
we ) 02C 7158
) Civil Action No.
v. )
) Jury Trial Demanded
ADVANCED COMFORT, INC. d/b/a )
ABED.COM, a New York corporation, ) JUDGE COAR
)
Defendant.
) MAGISTRATE JUDGE SCHENKIER
COMPLAINT '

Plaintiff divine technology ventures (“divine™) brings this complaint against defendant
Advanced Comfort, Inc. d/b/a abed.com (“abed”), seeking damages, injunctive relief and other
relief for patent infringement.

THE PARTIES

1. divine is an Illinois general partnership with its principal place of business at 1301
North Elston Avenue, Chicago, Illinois.

2. Upon information and belief, abed is a New York corporation with its principal
place of business at 10 Stage Door Road, Fishkill, New York.

3. Upon information and belief, abed sells beds, mattresses and bedding. abed
operates an interactive site on the World Wide Web at www.abed.com (“abed Site”) through
which customers in this District and elsewhere may order these products.

4. abed conducts continuous and systematic business in Ilinois and this District.
For example, it: (a) routinely offers to contract, via the abed Site, with persons in Illinois; and
(b) promotes its goods and services to, and solicits contact from, persons in Illinois via the abed

Site.
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5. abed makes, uses, sells and/or offers for sale systems and processes to operate its
business at the abed Site. The abed Site includes a network-based sales system that allows

customers to purchase products over the Internet.

JURISDICTION AND VENUE
6. This Court has jurisdiction over divine’s patent infringement claims under 28
U.S.C. § 1331 and 1338(a).
7. This Court has personal jurisdiction over abed because it has transacted and is

transacting business in this District, both generally and regarding the allegations in this
Complaint, and because abed has committed tortious acts within this District.
8. Venue properly lies in this Court under 28 U.S.C. §§ 1391(b), (c) and 1400(b)

because abed is subject to personal jurisdiction and has committed acts of patent infringement in

this District.
COUNT I
Patent Infringement of U.S. Patent No. 5,715,314 — 35 U.S.C. § 271
9. divine realleges and incorporates by reference the allegations in Paragraphs 1
through 8.

10. On February 3, 1998, United States Letters Patent No. 5,715,314 (*'314 Patent”)
was duly and legally issued for an invention entitled “Network Sales System.” A true and
correct copy of the '314 Patent is attached as PX1.

11.  divine owns all rights, title and interest in and to the '314 Patent.

12.  abed has directly infringed the claims of the '314 Patent by making, using, selling
and/or offering to sell its systems and processes to operate the abed Site.

13.  divine gave written notice by letter dated July 25, 2002 to abed of its infringement

of the '314 Patent.
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14.  abed will not stop making, using, selling and/or offering for sale its systems and
processes to avoid infringing the '314 Patent.

15.  abed’s infringement has been deliberate, willful and wanton and with full
knowledge of the '314 Patent.

16.  abed’s conduct has caused divine to suffer, and unless enjoined by the Court, will
canse divine to continue to suffer damage to its operation, reputation and goodwill.

17.  divine has no adequate remedy at law. abed’s conduct has caused and, if not
enjoined, will continue to cause irreparable damage to divine. As a result of abed’s wrongful
conduct, divine is entitled to injunctive relief.

COUNT II

Patent Infringement of U.S. Patent No. 5.909.492 — 35 U.S.C. § 271

18.  divine realleges and incorporates by reference the allegations in Paragraphs 1
through 17.

19, On June 1, 1999, United States Letters Patent No. 5,909,492 (““492 Patent”) was
duly and legally issued for an invention entitled “Network Sales System.” A true and correct
copy of the '492 Patent is attached as PX2.

20.  divine owns all rights, title and interest in and to the '492 Patent.

21.  abed has directly infringed the claims of the '492 Patent by making, using, selling
and/or offering to scll its systems and processes to operate the abed Site.

22.  divine gave written notice by letter dated August 29, 2002 to abed of its
infringement of the '492 Patent.

23.  abed will not stop making, using, selling and/or offering for sale its systems and

processes to avoid infringing the '492 Patent.
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24.  abed’s infringement has been deliberate, willful and wanton and with full
knowledge of the '492 Patent.

25. abed’s conduct has caused divine to suffer, and unless enjoined by the Court, will
cause divine to continue to suffer damage to its operation, reputation and goodwill.

26.  divine has no adequate remedy at law. abed’s conduct has caused and, if not
enjoined, will continue to cause irreparable damage to divine. As a result of abed’s wrongful
conduct, divine is entitled to injunctive relief.

RELIEF REQUESTED
WHEREFORE, divine requests that the Court enter a judgment in divine’s favor and
against abed and provide divine the following relief:
A. Order, adjudge and decree that abed has infringed the '314 Patent in violation of
35U.8.C. § 271,

B. Order, adjudge and decree that abed willfully and knowingly infringed the '314
Patent;

C. Order, adjudge and decree that abed’s infringement of the '314 Patent is
exceptional under 35 U.S.C. § 285;

D. Order, adjudge and decree that abed has infringed the '492 Patent in violation of
35US.C. § 271,

E. Order, adjudge and decree that abed willfully and knowingly infringed the '492
Patent;

F. Order, adjudge and decree that abed’s infringement of the '492 Patent is

exceptional under 35 U.S.C. § 285;
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G. Issue preliminary and permanent injunctive relief prohibiting abed and its
respective parents, principals, officers, agents, affiliates, servants, attorneys,
employees and all others in privity with it from:

(1) infringing the '314 Patent; and
(i)  infringing the '492 Patent,
H. Award divine damages for patent infringement including prejudgment interest and

costs against abed under 35 U.S.C. § 284;

L Award divine three times its damages to compensate divine under 35 U.S.C. §
284,
L. Award divine its reasonable attorneys’ fees under 35 U.S.C. § 285; and

K Award such other and further relief as the Court may deem just.

JURY DEMAND
divine demands trial by jury.

Dated this 4th day of October 2002.
Respectfully submitted,

%Mm%h/zq

One of the Attorneys for Plaintiff
divine technology ventures

Michael J. Abernathy

Robert M. Barrett

Lisa A. Carroll

BELL, BOYD & LLOYD LLC
Three First National Plaza

70 West Madison Street, Suite 3300
Chicago, Illinois 60602

(312) 372-1121
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buyer computer 12 merchant computer 14 payment computer 16
24
~
user requests adventisements

26
buver computer sends
advertising document URL
to merchant computet

Ve 28
merchams computer fetches
adverntising document from
advertising document data base

“

.)0 —\
merchant computer sends
advertising document
to buver computer

32
user requests a producq

34

buyer computer sends payment URL A to payment
computer; pavment URL A includes product
identifier. domain identifier. payment amount,
merchant computer identifier. merchant account
identifier, duration time. expiration 1ime, payment
URL authenticator. and a buyer network address

~ 36
payment comptter verifies
whether pavment URL
authenticator was created from
contents of payment URL A
using cryptographic key

-~ 38
End payment computer sends document
< to buyer computer indicating that OR
access the to the network sales
svstem is denied.
40

FIG. 2A
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buyer computer 12 merchant computer 14 payment computer 16
36
40
/"

pavment computer checks
whether expiration time

has past
-~ 41
payment computer sends document
End -w#—{ to buyer computer indicating that OR
expiration time has past
42
payment computer checks to
see if buyer network address in
payment URL matches buyer’s
computer network address
OR
43
- payvment computer sends
document indicating that
i}
End access to netwark
payment system is denied

FIG. 2B
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buyer computer 12 merchant computer 14 payment computer 16
42

A

-

pavment computer seads payment
confimmation document to buyer
computer: payment confirmation
document inciudes open link (URL C)
and continue link (URL B)

e
Te—

OR 60
6 c

USEr OPens new accoum{ User continues with payment
(user already has an account)
—62

buyer computer sends payment URL B to
payment computer; payment URL B is similar 1d
payment LJRL A but also indicates that an
account does exist

buyer computer sends payment URL C to payment
computer: payment URL C is similar to payment
URL A but also indicates that an account does not

yet exist
kf;s -0
payment COMPULET Sreates

new account document

52
payment computer sends new account

| document 1o buyer computer

FIG. 2C *
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f54

user enters new aCCount name.
account password credit card

number. security information and|
expiration date of credit card and

presses a “submit” button

r56

buyver computer sends new account

information to payment compuer
58

payment computer
enters pew account
I

—

64 PAYMENT COMPULLr creates
\_ | account name and password
66 | request message

~

68

user enters account
name and password

payment computer sends
account name and password
request message to buver
computer

70

buyer computer sends account
name and password to payment
computer . o)

payment computer verifies whether
user name and password are correct

End -4———

—/ \
payment computer sends document to OR
buyer compuwier indicating that access

to the networks sales system is dented

FIG. 2D 7
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/7?

user enters security

Sheet 6 of 25

73

75

72

\1/

5,715,314

payment computer 16

payment computer determines
whether additional security is
warranted. based on. ¢.g. whether

information

buyer computer sends /' 79
security information to

the payment amount exceeds a
threshold
! OR|
if additional
security is

warranted. payment
computer creates a
chailenge form
document and sends
it to buyer computer

B

(

payment compuier

KSS

payment computer
determines whether

correct

security information is

payment computer
sends document to
buyer computer OR
End & indicating that access
to the network sales
system is denied

FIG. 2E
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buyer computer 12 merchant computer 14 payment computer 16
730R 81

payment cemputer checks
settlement database 10
82 determine if user has

S~ unexpired access to the
domain identifier contained in
the payment URL

—/ N\
AN | R

payment computer sends to buyer

computer option to repurchase, or to
86 use previously purchased access
™
buyer selects to
repurchase item ¥
OR payment computer caiculates an

85 | actual payment amount that may
differ from the payment amount
contained in the payment URL

buyer selects previouslty |_~/
purchased access

76 76

e}
1]

FIG. 2F
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buyer computer 12 merchant computer 14 payment computer 16
82.87

| Y

payment COmper
76 verifies whether user

M.l account has sutficient
funds or credit

- 78
pavment computer sends document 10 OR
End sg———— buyer computer indicating that user
account does not have sufficient funds
payment computer cTeates

access URL which includes
merchant computer identifier.
80 domain identifier. product
- | identifier. end of duration
time, buyer nerwork address.
and access URL authenticator

88 payment computer records product identifier , domain.
— user account. merchant account, end of duration tme,
and actual pavment amount in settiement database
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| payment computer sends redirect o
& access URL to buyer computer

92
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5,715,314
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101
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merchant computer verifies that the buyer
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NETWORK SALES SYSTEM

REFERENCES TC APPENDICES

Microfiche appendices A-G, 4 sheets of 192 Images total.
are being submitted with the present application.

A claim of copyright is hereby made by Open Market.
Incorporated with respect to the software code coatained in
_ the microfiche appendices, as of the date of first issuance of
a 1).S. patent based on this application. The copyright owner
has no objection to the facsimile reproduction by anyone of
the microfiche appendices as they appear in the Patent and
Trademark office patent file or records, but reserves all other
copyright rights whatsoever.

This invention refates to user-interactive network sales
systems for implementing an open marketplace for goods or
services over computer networks such as the Internet.

U.S. patent application Ser. No. 08/168.519. filed Dec. 16,
1993 by David K. Gifford and entitied “Digital Active
Advertising.” the entite disclosure of which is hereby incor-
porated herein in its entirety by reference. now abandoned,
describes a network sales system that includes a plurality of
buyer computers. z plurality of merchant computegs. and 2
payment computer. A user at a buyer computer asks to have
advertisements displayed. and the buyer computer requests
advertisements from a merchant computer. which sends the
advertisements to the buyer computer. The user then
requests purchase of an advertised prodact, and the buyer
computer sends a purchase message to the merchant com-
puter. The merchant computer constructs 2 payment order
that it sends to the payment compater. which authorizes the
purchase and sends an authorization message to the mer-
chant compnter. When the merchant computer receives the
authorization message it sends the product to the buyer
computer.

The above-mentioned patent application also describes an
alternative implementation of the network sales system in
which, when the mser requests purchase of an advertised
product, the buyer computer sends a payment order directly
to the payment compater, which scads an awthorization
message back to the buyer compiter that includes an
saforgeable certificate that the payment order is valid The
baryer computer then constructs a purchase message that
inciudes the unforgeable certificate and sends it to the
merchant computer. When the merchant compurier receives
the purchase request it sends the product to the buyer
computer, based npon the pre-authorized payment order.

SUMMARY OF THE INVENTION

In one aspect. the invention provides a metwork-based
sales system that includes at Jeast one buyer computer for
operation by 2 uscr desiring to buy a product, at lcast one
merchant computer, and at least one payment eomputer. The
buyer computer. the merchant compirer, and the payment
computer are interconnected by a computer network. The
buyer computer is programumed to receive a user request for
purchasing a product, and to canse a2 payment message to be
sent to the payment computer that comprises a product
idemtifier identifying the product. The payment computer is
programmed to receive the payment message, {0 cause an
access message to be created that comprises the prodoct
identifier apd an access message authenticator based on a
eryptographic key. and to cause the access message to be
sent to the merchant computer. The merchant computer is
programmed to receive the access message, bo verfy the
access message authenticator to ensure that the access
message authenticator was created using the cryptogeaphic

25

as

45

55

63

2
key. and to cause the product to be sent to the user desiring
to buy the product.

The invention provides a simple design architechme for
the network sales system that allows the merchant computes
to respond to payment orders from the buyer computer
without the merchant computer baving to comnunicate
directly with the payment computer to ensure that the user
is authorized to purchase the product and without the
merchant computer having to store information in a database
regarding which buyers are avthorized to purchase which
products. Rather, when the merchant computer receives an
access message from the buyer computer identifying a
product to be purchased, the merchant computer need oaly
check the access message to easure that it was created by the
payment computer (thereby establishing for the mezchant
computer that the buyer is amthorized to purchase the
product), and then the merchant computer can cause the
product to be sent to the buyer computer who has been
authoiized to purchase the product.

In another aspect, the invention features a network-based
sales system that includes at least one buyer corepater for
operation by a user desiring to buy products, ar least one
shopping cart computer, and a shopping cart database con-
nected to the shopping cart computer. The buyer computer
and the shopping cart compuier are interconnected by a
computer network. The buyer computet is programmed to
receive a plurality of requests from a user to add a plurality
of respective products to a shopping cart in the shopping cart
database, and, in response to the requests to add the
products, to send a phirality of respective shopping cart
messages to the shopping cart computer each of which
inclodes a product identifier identifying one of the phurality
of products. The shopping cart computer is programmed to
receive the plurality of shopping cart messages. to modify
the shopping cart in the shopping cart database to reflect the
phirality of requests to add the plurality of products to the
shopping cart, and to cause a payment message associated
with the shopping cart to be created. The bayer computer is
programmed to receive & request from the user to purchase
the plurality of products added to the shopping cart and to
canse the payment message to be activated to initiate a
payment transaction for the plurality of prodacts added to
the shopping cart.

In another aspect, the invention features a network-based
link message system that includes at least one client com-
puter for operation by a client user and at least one server
computer for aperation by a sexver user. The client computer
and the server computer are interconnected by a computer
petwork. The client computer is programmed to send ap
initial link message to the server computer. The server
computer is programmed to receive the initial link message
from the client computer and to create, based on information
contained in the initial link message. a scssion link message
that encodes a state of interaction between the client com-
puter and the server computer. The session link message
includes a session link anthenticator. computed by a ayp-
tographic function of the session link contents, for authen-
ticating the session link message. The server computer is
programmed to cause the session link message to be sent to
the client computer. The client computer is programmed to
cause the session link message 1o be sent to a compuler in
the network that is programmed to authenticate the session
link message by examining the session link anthenticator
and that is programmed to respond to the session link
message based on the state of the interaction between the
client computer and the server compuier.

In another aspect, the invention features 2 network-based
sales system that includes a merchant database having a
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plurality of digital advertisements and a pluratity of respec-
tive product fulfitimest items. at least one creation computer
for creating the merchant database, and at least one merchant
computer for causing the digital advertiserments to be trans-
ritted to a user and for causing advertised products to be
trapsmitted to the user. The creation computer and the
merchant computer are interconnectcd by a comprter het-
work The creation computer is t© create the
merchant database. and to transmit the digital advertise-
ments and the product fulfillment ftems to the merchant
computer, The merchant computer is programmed to receive
the digital advertisements and product fulfillment items. to
receive a request for a digital advertisement from a user. to
cause the digital advertisement to be sent to the user. to
receive from the user an access message identifying an
advertised product, and to canse the product to be sext to the
user in accordance with a product fulfillment item corre-
sponding to the product.

In another aspect. the invention features a hyperiext
statement system that includes a client computer for opera-
tion by a client user and one of mofe server compirters for
operation by a server user. The client compuier and the
server computers are interconnected by a computer petwork
At least one of the server computess is programmed fo
record purchase transaction records in a datbase. Each of
the purchase transaction records includes a product descrip-
tion, The server computer is programimed to Wansmit a
statement docuroent that inciudes the purchase transaction
records to the client computer. The client computer is
programmed to display the product descriptions. t seceive
a request from the client user to display a product corre-
sponding to a product description displayed by the client
computer. and to cause a product hypertext link derived from
a purchase transaction record to be activated. At least one of
the server computers is programmed torespond to activation
of the product hypertext link by causing the product to be
sent to the client computer.

In another aspect, the invention features a network pay-
eent system that includes at least one buyer computer for
operation by a user desiring to buy a product and at jeast cne
payment computer for processing payment messages from
the buyer computer. The buyer computer and the payment
computer are interconnected by a compauter network. The
buyer computer is programmed to cause a payment message
10 be sent to the payment computer. The payment message
includes a product identifier identifying the product that the
user desires to buy. The payment computer is programmed
to receive the payment message, 1O Causc an access message
- to be created to enablc the user to access the product. and to
record a purchase transaction record in the scttiement data-
base. The buyer computer is programmed to cause a request
for purchase transaction records to be sent fo the payment
computer, The payment compuicr is programmed to receive
the request for purchase transaction records and to cause a
document derived from the purchase wansaction records t©
be sent to the buyer computer.

BRYEF DESCRIFTION OF THE DRAWINGS

FIG. 1 is 2 block diagram of a network sales system in
accordance with the present invention.

FIG. 2 (2-A through 2-T) is a flowchart diagram illusirat-
ing the operation of a purchase transaction in the network
sales system of FIG. L.

FIG. 3 (3-A through 3-B) is a fowchart diagram illus-
irating the usc of 2 shopping cart for the purchase of
products in connection with the network sales system of
FIG. L
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FIG. 4 (4-A through 4-C} is a flowchart diagram ilus-
trating the opexation of a smart statement in the network
sales system of FIG. 1.
FIG. 5 is 2 screen snapshot of an advertising docanent
that the merchant computer sends to the buyer computer in
FIG. 2.

FIG. 6 is a screen snapshot of a confirmation document
that the payment computcr sends fo the buyer computer in
FIG. 2.

FIG. 7 is a screen snapshot of a new account document
that the payment computer sends to the buyer computer in
FIG. 2.

FIG. 8 is a screen snapshot of an account name prompt
that the buyer computer creates in FIG. 2.

FIG. 9 is a screen smapshot of a document that the
payment compater sends to the buyer computer in FIG. 2
and that provides an option either to repurchase or to use a
previously purchased access.

FIG. 10 is a screen snapshot of a fulfilliment document that
the merchant computer sends to the buyer computer in FIG.
2,

FIG. 11 is a screen snapshot of a smart statement docu-
ment that the payment computer sends to the buyer com-
puter in FIG. 4.

FIGS. 12 and 13 arc screen snapshots of a transaction
detail document that the payment computer schds to the
buyer computer in FIG. 4.

FIG. 14 is a screen snapshot of a customer service form
that the payment computer sends to the buyer computer in
FIG. 4.

DETAILED DESCRIPTION

With reference to FIG. 1. a network saies system in
accordance with the present invention includes a buyer
computer 12 operated by a user desiring to buy a product, 2
merchani computer 14. which may be operated by a mer-
chant willing to sell prodicts to the buyer or by a manager
of the network sales system. a payment cornpater 16 typi-
cally operated by a manager of the network sales system.
and a creation computer 20 typically operated by the mer-
chant. The buyer, merchant, payment. and creation comput-
ers are all inter-connected by a computer network 10 such as
the Internet.

Creation computer 20 is programmed to build a “store” of
producis for the merchant. A printou of a coimpter program
for use in ereating such a “store™ in accordance with the
present invention is provided as Appendix F.

The products advertised by merchant computer 14 may
be. for example. newspaper or newsletter articles avaitable
for purchase by buyers. Creation computer 2§ creates a
digitai adverfisernent database I8 that stores advertising
docements {which may for example be in the form of
summaries of newspaper or newsletier articles, accompanied
by prices) and product fulfiliment iterns (which may be the
products themselves if the products can be transmitted over
the network, or which may be hard goods identifiers if the
products are hard goods, Le.. durable prodacts as opposed to
information products). Creation computer 20 transmits con-
tents of the advertising document database 18 to merchant
computer 14 to enable the merchant computer to cause
advertisements and products o be sent to buyers. Merchant
computer 14 maintains advertising documents locally in
advertising document database 15. Ir an altermative
embodiment, the creation computer does not have a locat
digital advertisement database, but instead updates a remoie
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advertising document database on a merchant compuater,
These updates can be accomplished using HTML forms or
other remote database technologies as is understood by
practitioners of the art.

Payment computer 16 has access to a setllement database
22 in which payment computer 16 can record details of
purchase transactions. The products may be organized into
various “domains” of products, and payment compuicr 16
can access settlerment database 22 to record and retrieve
records of purchases of products fatling within the varions
domains. Payment computer 16 also has access to a shop-
ping cart database 2% in which a “shopping cart™ of products
that a user wishes to purchase can be maintained as the nser
shops pricr to actual purchase of the contents of the shop-
ping cart.

With reference to FIG. 2. a purchase wansaction begins
when a user at buyer compirter 12 requests advertisements
(step 24} and buyer computer 12 accordingly sonds an
advertising document URL (universal resource locator) to
merchant computer 14 (step 26). The merchant computes
fetches an advertising docarment from the advertising doct-
ment database (step 28) and sends it to the buyer computer
(step 36). An example of an advertising document is shown
in FIG. 5. Details of URLs and how they are used are found
in the microfiche Appendix G.

The user browses through the advertising document and
eventually requests a product (step 32). This resolts in the
buyer computer scnding payment URL A to the payment
computer (step 34). Payment URL A includes @ prodact
identifier that represents the product the user wishes 1o buy,
a domain identifier that represents a domain of products to
which the desired product befongs. a payment amount that
represents the price of the product. 3 merchant computer
identifier that represents merchant computer 14. 2 merchant
account identifier that represents the particular merchant
account to be credited with the payment amount, a duration
time that represents the length of time for which access to
the product is 1o be granted to the user after completion of
the purchase transaction. an expiration time that represents
a deadline beyond which this particular payment URL
cannot be used, a buyer network address, and a payment
URL authenticator that is a digitel signature based on a
cryptographic key. The payment URL authenticator is ahash
of other information in the payment URL. the hash being
defined by a key shared by the merchant and the operator of
the payment computer.

In an alternative embodiment. step 34 cousists of the
buyer computer sending a purchase product message o the
merchant computer, and the merchant computer provides
payment VRL A to the buyer comptiter in response to the
purchase product message, In this alternative embodiment.
payment URL A contains the same contents as above. The
buyer computer then sends the payment URL A it has
received from the merchant computer to the payment com-
puter. :

When the payment computer receives the payment URE
it verifies whether the payment URL authenticator was
created from the contents of the payment URL using the
cryptographic key (step 36). I not, the payment computer
sends a docoment to the buyer computer indicating that
access to the nerwork sales system is denied {step 38)
Otherwise. the payment computer determines whether the
expiration time has past {step 40). If it has, the payment
computer sends z docuznent to the bayer computer indicat-
ing that the time has expired (step 41). Otherwise, the

- payment computer checks the buyer computer network
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address to see if it matches the one specified in the payment
URL (step 42). H it does not match, the payment comypaiter
sends a document to the buyer computer indicating that
access to the network payment system is denied (step 43).
Otherwise, the payment computer sends a paymeat confir-
mation document to the buyer computer, the payment cob-
firmation document including an “open” link and a “con-
tnue™ link (step 44).

An example of a confirmation document is shown in FIG.
6, The confirmation document asks the user to click on a
“eontinue” button if the user already has an account with the
payment computer. or to click on an “oper” button if the
user does not already have an account and wishes to open
CH1E.

If the user clicks on the “open” button (step 46}, the buyer
compater sends payment URL C to the payment computer
{step 48), payment URL C being similar to payment URL A
but also indicating that the user does not yet have aa account.
The payment compater reates a pew accoust docement
(step 56) and sends it to the buyer computer (step 52). An
example of 2 new account document is shown in FIG. 7.
‘When the user receives the new account docament he enters
the new account name. an accoumt password. a credit card
number, the credit card expiration date. and security infor-
mation such as the maiden name of the user’s mother (step
54), and presses a “submit” button (not shown in FIG. 7).
The buyer compiter sends the new account information to
the payment computer (step 56), which eniers the mew
account in the settlement database (step 58).

F the user clicks on the “continue” button {step 69). the
buyer computer sends payment URL B to the payment
computer {step 62), payment URL B being similar to pay-
ment URL A but also indicating that the user already has an
account. The payment computer then instructs the buyer
computer to provide the account name and password (steps
64 and 66). and the buyer computer prompts the user for this
information by creating an account pame prompt (example
shown in FIG. 8) and a similar password prompt. The user
enters the information (step 68) and the buyer computer
sends the account name and password to the payment
cormputer (step 70).

The payment computer verifies whether the user pame
and password are correct (step 72). If they are not comrect,
the payment computer seads a document to the buyer
computer indicating that access to the network sales system
is denied {step 74). Otherwise, the payment computer deter-
mines whether additional security is wamanted, based on.
e.g., whetber the payment amount exceeds a threshold (step
73). If additional security is warranted. the payment com-
puter creates a challenge form document and sends it to the
buyer computer (step 75). The user coters the security
information {step 77). the buyer computer sends the security
information to the payment computer {step 79). and the
payment computer determines whether the secuxity infor-
mation is comrect (step 81). If it is not comect, the payment
computer sends a docurnent to the buyer computer indicat-
ing that access to the network sales system js denied (step
83).

I the security inforrnation is correct. or if additional
security was not wamanted. the payment compater checks
the settlement datsbase 1o determine whether the user bas
upexpired access to the domain identifier contained in the
payment URL (step 82). If so. the payment computer sends
to the buyer computer a document providing an option either
to repurchase or 10 use the previously purchased access (step
84). An example of such a document is shown in FIG. 9. The
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aser can respond to the recent purchase query document by
choosing 1o access the previcusly purchased document (step
85} or to go zhead and buy the curremly selected product
(step 86).

If the user chooses to access the previously purchased
document, the buyer compirier skips to step 92 (see below).
If the user chooses to buy the carrently selected prodact; the
payment computer calculates an actual payment amount that
may differ from the payment amount containcd in the
payment URL (step 87). For example, the purchase of a
product in a certain domain may entitle the user 1o access
other products in the domain for free or for a reduced price
for a given period of time.

The payment compater then verifics whether the user
aceount has sufficient funds or credit (step 76). I not, the
payment computer sends a document to the buyer computer
indicating that the user account has insnfficient funds (step
78). Otherwise, the payment computer creales aii access
URL (step 80 that incindes a merchant computer identifier.
& domain identifier, a product jdentifier, an indication of the
end of the duration time for which access to the product is
to be granted, the buyer nctwork address, and ar access URL
authenticater that is a digital signature based on a aypto-
graphic key. The access URL authenticator is a hash of other
information in the access URL. the hash being defined by a
key shared by the merchant and the operator of the payment
computer. The payment cornputer then records the product
identifier, the domain. the user account, the merchant
account. the end of dugation time, and the actual payment
amount in the settlement database (step 88).

The payment computer then sends a redirect to access
URL to the buyer compater {step 990}, which sends the access
URL to the merchant computer (step 92). The merchant
computer verifies whether the access URL authenticator was
created from the contents of the access URL using the
cryptographic key (step 94). If not. the merchant computer
sends a document to the buyer computer indicating that
access to the product is demied (step 96)-

Otherwise. the merchant computer verifics whether the
duraticn ime for access to the product has expired (step 98).
This is done because the buyer computer can request access
to a purchased product repeatcdly. ¥ the duration time has
expired, the merchant compuicr sends a document 1o the
buyer computcr indicating that the time has expired (step
100). Otherwise the merchant computer verifies that the
buyer computer network address is the same as the buyer
network address in the access URL (step 101}, and if so.
sends a fulfillment document to the buyer compater (step
102), which is displayed by the buyer computer (step 104).
An example of a fulfillment document is shown in FIG. 10.
Otherwise, the merchant computer sends a document to the
buyer compitter indicating that access is not allowed (step
103). .

With reference now to FIG. 3. when the roerchant com-
puter sends the advertising document to the buyer computer.
the user may request that a product be added to a shopping
cart in the shopping cart database rather than request that the
product be purchased immediately. The buyer computer
sends a shopping cart URL to the payment computer {step
108), the shopping cart URL including 4 product jdentificr.
a domain identifier, a payment amount, a merchanst computer
identifier. a merchant account identifier. 8 duration ime, an
expiration time, and a shopping cart URL authenticator that
is a digital signature based on a caryptographic key. The
shopping cart URL authenticator is 2 hash of other infor-
mation in the shopping cart URL. the hash being defined by
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payment computer.

The payment computer verifics whether the shopping cart
URL authenticator was created from the contents of the
shopping cart URL using a cryptographic key (step 116). I
pot, the payment computer seads = docurment to the buyer
eomputer indicating that access {0 the network sales system
is denied (step 112). Otherwise, before any modification to
a user’s shopping cart is allowed, user authentication is
performed (step 113) in 2 manner analogous to steps 40-81.
Once the user is anthenticated. the payment computer oe-
ates or updates a payment URL for the shopping cart {step
114).

The user then either requests more advertisements (step
24 in FIG. 2) and possibly adds another product to the
shopping cart, requests display of the shopping cant (step
116). or requesis purchase of the entire contents of the
shopping cart (step 124). If the user requests display of the
shopping cart (step 116), the buyer computer sends a feich
shopping cart request to the payment computer (step 118).
and the payment computer and buyer corputer (step 119)
perform steps analogous to steps 64-81, The paymeat com-
puter returns the contents of the shopping cart to the buyer
computer (step 120), which displays the coments of the
shopping cart (step 122). If the user requests that the entire
contents of the shopping cart be purchased (step 124) the
buyer computer causes the payment URL for the shopping
cart 1o be activated (stcp 126) and the payment URL is
processed in a mapmer analogous to the processing of
payment URLs for individual products (beginning with step
36 in FIG. 2)

With reference now to FIG. 4. 2 user can request display
of a “smart staternent™ that lists parchase transactions for a
given month {step 128). When the buyer compuier reecives
such a request, it sends a smart statement URL o the
payment computer (step 138).

When the payment compatter receives the smart statement
URL. it verifies whether the smart statement URL authen-
ticator was created from the contents of the smart statemnent
URL using a. cryptographic key {step 132). If not, the
payment computer scads 2 docuraent to the buyer computer
indicating that access is denied {step 134), Otherwise. the
payment computer checks to determine whether the buyer
petwork address in the smart statement URL matches the
buyer computer’s actial network address (step 136). If not,
the payment computer sends a document to the buyer
computer indicating that access is denied (step 138). Oth-
erwise {step 140}, the payment computer and buyer com-
puter perform a set of steps analogous to steps 64-81 in FI1G.
2 (payment computer requests account name and password.
user provides the requested information. and payment com-
puter verifies the information).

In an alternative embodiment steps 132-138 are omiticd.

After verification of account information is complete, the
payment computer retricves the requested settlement data
from the settlement database, creaies a smart siatement
document for the buyer, and sends the smast statement
docarment 1o the buyer competer (step 142). An example of
a smart statement document is showr in FIG. 1. Each
purchase transaction record in the smart statement document
includes the data of the transaction, the name of the
raerchant, an identification of the product. and the payment
amount for the product. The smart statement document also
includes a transaction detail ¥JRL for each purchase trans-
action (these URLs, or hypertext links, are discussed below
and are not shown in FIG. 13). The smart statement docu-
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ment also identifies previous statements that the user may
wish to have displayed.

The baryer compater displays the retrieved document (step
144). and the user may request transaction details for a
particular transaction listed on the smart statement (step
146). I so. the buycr computer sends a transaction detail
URL (or “payment detail URL") to the payment computer
(step 148). The transaction detail URL includes a transaction
identifier. a buyer network address, and a transaction detail
URL anthenticator. When the payment eomputer receives
the transaction detail URL, it performs (step 150) & set of
steps analogous to steps 132-14¢ (verification of URL
aunthenticator. buyer network address, and account
information). The payment computer then retrieves from the
setffernent database data corresponding to the payment
transaction specified in the transaction detail URL. creatss a
transaction detail document, and sends it to the buyer
computer (step 152).

An example of a transaction detail document is shown in
FIGS. 12 and 13. The document displays a number of items
of information about the transaction. including the transac-
tion date, end of the duration time (“expiration”), a descrip-
tion of the product. the payment amount, the domain cor-
responding to the product, an identification of the merchant,
and the merchant’s address.

The smart statement document and the transaction detail
document beth include customer service URLs (hyperiext
Tinks) thai allow the user to Tequest customer service (Le.,to
send comments apd suggestions to the payment computer).
When the user requests customer service {step 154), the
buyer computer sends the customer service URL to the
payment computer (step 156). which creates a costorner
service form and sends it to the buyer compater {step 158).
An example of a eustomer service form is shown in FIG. 14.
The user types comments into the customer service form
{step 160). and the buyer compater sends the user’s com-
ments to the payment computer (step 362). The payment
computer then posts the user comments and sends a thanic
you document to the buyer computer {step 164).

A user may request display of a product incinded in the

- smart statement. When the oser requests that the product be
displayed (step 166), the buyer computer sends the access
URL contained in the smart statement document to the
merchant computer (sicp 168), and the buyer computer and
merchant computer perform a set of steps aralogous to steps
94164 in FIG. 2 (anthentication of access URL. verification
whether duration time has expired. verification of buyer
metwork address, and transmission of fulfiflment docurnent
to buyer computer).

Whenever the present application states that one computer
sends a URL to another computer, it should be understood
that in preferred emmbodiments the URIL is sent i a standard
HTTP request message, unless a URL message is specified
as a redirection in the present application. The request
message includes components of the URL as described by
the standard HTTP protocol definition. These URL compo-
nents in the request message allow the server to provide a
response appropriate to the URL. The term. “URL” as used
the present application is an exampie of a “link.” whichis a
pointer to another document or form (including multimedia
documents, hypertext documents including other limks, or
audiofvidec documents).

When the present application states that one computer
sends 2 docnnent to another computer. it should be under-
stood that in preferred embodiments the documment is 2
success HTTP response message with the document in the
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body of the message. When the present application states
that a server sends an account pame and password reguest
message to the client, it should be understood that in
preferred embodiments the account name and password
request message is an unauthorized HTTP response. A client
computer sends account name and password information to
& server as part of a request message with an authorization
field.

The software architecture nnderlying the particular pre-
ferred embodiment is based upon the hypertext conventions
of the World Wide Web. Appendix A describes the Hypertext
Markmp Language (HTTML) document format used to rep-
resent digital advertiscments, Appendix B describes the
HTMIL forms GBI out support in Mosaic 2.0, Appendix C is
a description of the Hypertext Transfer Protocol (HTTF)
between buyer and merchant computers, Appendix D
describes how documents are named with Uniform Resounce
Locaters (URLSs) in the network of computers. and Appen-
dix E describes the anthentication of URLs using digital
signatures.

A printout of a compater program for use in creating and
operating such a “store” in accordance with the present
invention is provided as Appendix E. A printout of a corn-
pater program for vse in operating other aspects of the
netwotk sales systern in accordance with the present inven-
tion is provided in the microfiche appendix G.

There has been described a new and useful network-based
sales systemn. It is apparent that those skilled in the art may
make nomerous modifications and departures from the spe-
cific embodiments described herein withont departing from
the spirit and scope of the claimed invention.

What is claimed is:

1. A petwork-based sales system. comprising:

at least one buyer computer for operation by a user

desiring to buy a product;

at least one merchant computer; and

at [east one payment computer;

said buyer computer, said merchant computer. and said

payment computer being interconnected by & computer
network; -
said buyer computer being programmed to receive a user
request for purchasing 2 product. and to cause a pay-
ment message to be sent to said payment coputer that
comprises a product identifier identifying said product;

said payment computer being programmed to receive said
payment message. 10 Cause an access message to be
created that comprises said product identifier and an
access message authenticator based on a cryptographic
key. and to cause said zccess message to be sent to said
merchant computer; and

said merchant computer being programmed to receive

said access message. to verify said access message
authenticator to ensure that said access message
authenticator was created using said cryptographic key.
and to canse said product to be sent to said nser desiring
to buy said product.

2. A network-based sales system in accordance with claim
1. wherein said payment message and said access message
each comprises a universat resource locator.

3. A petwork-based sales system in aceordance with claim
1. wherein said payment computer is programmed to iden-
tify said merchant computer upon receipt of said paymen:
message from said buyer computer.

4. A network-based sales system in accordance with claim
1. wherein said access message comprises a buyer network
address.
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5. A network-based sales system in accordapce with claim
4, wherein:

said product can be transmiticd from one computer to

another; and

said merchant computer causes said product o be sent to

said user by transmitting said product to said buyer
network address only.

6. A network-based sales system in accordance with claim
4. wherein said merchant computer is programmed to verify
whether said buyer retwork address in said access message
matches the actual network address of said buyer computer.

7. A network-based sales system in accordance with claim

1, wherein said payment message comprises a buyer net-
work address.
8. Anetwork-based sales system in accordance with claim
4. wherein said payment computer is programmed to verify
whether said buyer network address in said payment mes-
sage matches the actuzl network address of said buyer
COMPHIET.

9. A network-based sales system in accordance with claim
1. wherein said access message authenticator comprises a
cryptographic function of contents of said access message
based on said cryptographic key.

10. A network-based sales system in accordance with
claim 1, wherein said payment computer is programmed to
verify said payment message authenticaior to ensure that
said payment message authenticator was created using said
cryptographic key.

11. A petwork-based sales system in accordance with
claim 10, wherein said payment message authenticator com-
prises a cryptographic function of contents of said payment
message based on said cryptographic key.

12 A network-based sales system in accordance with
claim 1. wherein said payment message comprises a pay-
ment amount.

13 A network-based sales system ip accordance with
claim 1. wherein said payment message comprises a mer-
chant account identifier that identifies a merchant account.

14. A network-based sales system in accordance with
claim 1. wherein said buyer computer is programmed to
transmit a user account identifier to said payment computer
that identifies a user account.

15. A npetwork-based sales system in accordance with
claim 14, wherein:

said payment message cOmprises a payment amount; and

said payment computer is programmed to ensure that said

user account has sufficicnt funds or credit to cover said
payment amount.

16. A network-based sales system in accordance with
claim 14, wherein:

said payment message COMPprises a payment amount and

a merchant account identifier that identifies a merchant
account; and

said payment computer is programmed to record said

payment amount, said user account. and said merchant
account in a settlernent database.

17. A network-based sales system in accordance with
claim 16. wherein:

said payment message comprises g domain identifier; and

said payment computer is programmed to record said

domain identifier and said user account in a settlement
database.

18, A network-based sales system in accordance with
claim 17. wherein said payment computer is programmed to
check said scttlement database. upon receipt of said payment
message. to determine whether said user account has pre-
viousty purchased a product associated with said domain
identifier.
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19, A petwork-based sales system in accopdance with
claim 18. wherein said payment computer is programmed to
determine an actual payment amount for said product iden-
tificd by said product identificr in said payment message
based on whether said user account has previously pur-
chased a product associated with said domain identifier.

20. A network-based sales system in accordance with
claim 1. wherein said buyer computer is programmed to
transmit a user authenticator to said payment computer and
said payment computer is programined to verify said user
authenticator.

21. A network-based sales system in accordance with
claim 20. wherein said user authenticator comprises a pass-
word.

22 A network-based sales system in accordance with
claim 20, wherein:

said buyer computer is programmed to transmit security

information to said payment computer;

said payment computer is programmed 1o transmit a

challenge form to said buyer computer under a prede-
termined condition, said chalienge form asking for said
security information previously transmitied by said
buyer computer to said payment COmMpUer;

said payment compater is programmed to respond 1o said

challenge form by querying said user for said security
information and transmitting said security information
to safd payment computer; and

said payment computer is programmed to verify authen-

ticity of said security information.

23. A network-based sales system in accordance with
claim 22, wherein:

said payment message comprises @ payment amount; and

said predetermined condition comprises receipt of a pay-

ment amount in said payment message that exceeds a
threshold.

24, A network-based sales system in accordance with
claim 1. wherein sai¢ payment message comprises a Ter-
chant computer identifier that identifies said merchant com-

ter.

25. A network-based sales system in accordance with
claim 24. wherein said access message comprises said
merchant computer identifier.

26. A network-based sales system in accordamce with
claim 1. wherein said payment message comprises a dura-
tion time that specifies a length of time for which access to
said product is to be granted.

27. A petwork-based sales system in accordance with
claim 26, wherein said payment computer is programmed to
use said duration time to compe an end of duration time
and to cause said end of duration timne to be included in said
access Message.

28. A petworlebased sales system in accordance with
claim 27, whercin said merchant compater is programmed to
verify. upon receipt of said access message, that said end of
duration time has not past.

29, A networle-based sales system in accordance with
claim 1. wherein said payment message comprises an expi-
ration time after which said payment message can no longer
be used.

30. A network-based safes system in accordance with
claim 29, wherein said payment computer is programmed 1o
verify, npon receipt of said payment message, that said
expiration time has not past.

31. A metwork-based sales system im accordance with
claim 1, wherein:

said payment computer is programmed fo canse said

access message o be sent to said buyer computer; and
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said bayer computer is programmed to cause said access
message received from said payment computer o be
sent to said merchant compater.

32 A network-based sales system, comprising:

at least one buyer computer for operation by a user

desiring to buy a product;

at least one merchant computer; and

at least one payment compiier;

said buyer computer. said merchant computer. and said

payment computer being interconnected by a computer
network;

said buyer computer being programmed 1o receive a uscr

request for purchasing a product, and to cause a pay-
ment URL to be sent to said payment computer that
comptises & product identifier identifying said product.
a payment amount, and a payment URL anthenticator
comprising a cryptographic function of contents of said
payment URL based on a cryptographic key;

said payment computer being programmed to receive said

payment URL. to verify said payment URL authenti-
cator to ensure that said payment URL authenticator
was created using said cryptographic key, to ensare that
sajd user has safficient funds or credit to cover said
payment amount, to identify said merchant computer
operated by said merchant willing to sell said product
to said buyzr, te cause an access URL to be created that
comprises said product identifier and an access URL
awthenticator comprising a cryptographic function of
contents of said access URL based on a aryptographic
key, and to cause said access-URL to be sent to said
buyer computer;

said buyer computer being programmed to cause said

acoess URL reccived from said paymoent computer to be
sent to said merchant computer; and
said merchant computer being programmed to reccive
said access URL, to verify said access URL authenti-
cator to ensure that said access URL anthenticator was
created using said cryptographic key. and to cause said
product to be sent to said user desiring to bay said
product.
33, A method of operating a payment compiter in a
computer network comprising at least one buyer computer
for operation by a user desiring to biy a product. at least one
merchant computer, and at least one payment computer, the
method comprising the steps of:
receiving, at said payment computer, & payment message
that said buyer computer has caused o be sent 1o said
payment computer in Tesponse to a user request for
purchasing a product, said payment message compris-
ing a product identifier identifying said product;

causing an access message 1o be created that comprises
said product identifier and an access message anthen-
ticator based on a cryplographic key; and

causing said access message to be seat to said merchant

computer, said merchant computer being programzned
to receive said access message, to verify said access
message authenticator to casure that said access mes-
sage anthenticator was created using said cryptographic
key, and 1o cause said product to be sent to said nser
desiring to buy said product.

34, A petwork-based sales system. comprising:

at feast one buyer computer for operation by a user

desiring to buy products;

at 1east ope shopping cart corppuler; and

a shopping cart database connected to said shopping cart

compurter;
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said buyer computer and said shopping cart computer

being interconnected by a computer network;

said buyer computer being programmed to reccive a

plurality of requests from a user to add a plurality of
respective products to a shopping cart in said shopping
catt database. and. in response to said requests to add
said products, to send a plurality of respective shopping
cart messages to said shopping cart computer each of
which comprises a product identifier identifying one of
said phirality of products;

said shopping cart computer being programmed to receive

said phurality of shopping cant messages. to modify said
shopping cart in said shopping cart database to reflect
suaid pluratity of requests to add said plurality of prod-
ucts to said shopping cart. and to cause a payment
message associated with said shopping cart to be cre-
ated; and

sajd buyer computer being programmed to receive a

request from said user to purchase said plurality of
produzets added to said shopping cart and to cause said
payment message to be activated to initiate 2 payment
transaction for said plurality of products added to said
shopping cart;

said shopping cart being a stored representation of a

collection of products, said shopping cart database
Dbeing a database of stored representations of collections
of products. and said shopping cart computer being a
computer that modifics said stored representations of
coliections of products in said database.

35. A network-based sales system in accordance with
claim 34. wherein said shopping cart computer is pro-
grammed to cause said payment message to be created
before said buyer computer causes sajd payment message to
be activated.

36. A network-based sales system in accordance with
clzim 34, wherein said buyer computer is o
receive a request from said user to display said plurality of
products added to said shopping cart.

37. A network-based sales system in accondance with
claim 36, wherein said buyer computer is programmed to
transmit a fetch shopping cart request to said payment
computer in response 1o receipt of said request from said
user.

38. A network-based sales system in accordance with
claim 37, wherein:

said payment computer is programmed o respond to said

fetch shopping cart request by transmitting a message
to said buyer compoter indicating said plurality of
products added to said shepping cart; and

said buyer computer is programmed to display said plu-

zality of products added to said shopping cart.

39, A method of operatitg a shopping cart computer in a
computer nctwork comprising at least one buyer computer
for operation by a uscr desiring to buy products. at least one
shopping cant computer, agd a shopping cart database con-
nected to said shopping cart computer, said method com-
prising the steps of:

receiving, at said shopping cart computer. a plurality of

shupping cart messages sent to said shopping cart
computer by said buyer compuier in responsc to receipt
of a plurality of requests from a user to add a plurality
of respective producis to a shopping cart in said shop-
ping cart database, each of said shopping cart messages
comprising a product identifier identifying one of said
phurality of products;

modifying said shopping cart in said shopping cart data-

base to refiect said plurality of requests to add said
plurality of products to said shopping cart; and
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causing a payment message associated with said shopping
cart to be created;

said buyer computer being programmed to receive a
request from said user to purchase said plurality of
products added to said shopping cart and to canse said
payment message to be activated to initiate a payment
transaction for said plurality of products added to said
shopping cart;

said shopping cart being a stored representation of a
collection of products. said shopping cart database
being a databasc of stored representations of collections
of products, and said shopping cart computer being a
compuiter that modifies said stored representations of
collections of products in said database.

40. A network-based Yink message system. comprising:

at least one client computer for operation by & client user;
and

at feast one server computer for operation by a server user,

said client computer and said server computer being
interconnected by a computer network:

said client computer being programmed to send an initiat
link message to said server computer;

said server computer being programmed 1o receive said
initial link message from said cliemt computer. o
create, based on information contained in said initial
link message. a session link message that encodes a
state of interaction between said client computer and
said server computer, said session link message com-
prising a session link authesticator, computed by a
eryptographic function of said session link contents, for
authenticating said session link message. and to cause
said session link message to be sent fo said client
computer;

said clisnt computer being programmed to cause said
session link message to be sent to a computer in said
network that is programmed to authenticate said ses-
sion link message by cxamining said session link
authenticator and that is programimed to respond to said
session link message based on said state of said inter-
action between said client computer and said server

© computer.

41. A network-based link message system in accordance

with claim 40, wherein:

said clicat computer comprises a buyer computer for
operation by a user desiring to buy a product;

said server computer comprises a payment computer for
operation by a manager of said network-based link
message system; and

said network-based link message system further com-
prises a merchant computes for operation by a merchant
willing to sell said product to said buyer.

42. A network-based link message system in accordance

with claim 41, wherein said computer that is programmed to

10

135

20

35

45

16

authenticate said session link message comprises said mer-
chant computer.

43, A network-bascd link message system in accordance
with claim 41. whesein said initial link message comprises
a payment message to said payment computer that com-
prises a product identifier identifying said product.

44. A network-based liok message sysiem in accordance
with claim 43, wherein said session link message comprises
an access message that comprises said product identifier to
be created.

45, A network-based link message system in accordance
with claim 44. wherein said merchant compater is pro-
grammed to respond to said access message by causing said
product to be sent to said user desiring to buy said product.

46. A petwork-based Iink message system in accordance
with claim 49, wherein said initial link message and said
session link message comprise universal resouree locators.

47. A network-based link message system in accordance
with ¢laim 40, wherein:

said session link authenticator comprises a eryptographic

function of contents of said session link messape based
on a cryptographic key; and

said computer to which said client computer is pro-

grammed to cause said session Hak message to be sent
is programmed to verify that said session link asthen-
ticator was created using said cryptographic key.

48. A method of operating a sexver computer in a network-
bascd link message system comprising at least one client
computer for operation by a clicat user and at least one
server computer for operation by a server user, said client
computer and said server computer being inierconnected by
a computer etwork. szid method comprising the steps of:

recciving, at said server computer. an initial link message

sent to said sexver compnter by said client computer;
creating. based on information contained in said initial
link message, a session link message that cncodes a
state of interaction between said client computer and
said server coroputer, said session link message com-
prisitg 2 session link authenticator. computed by a
cryptographic function of said session link contents. for
authenticating said session link message; and

causing said session link rnessage to be sent to said client

conaputes;

said client computer being programmed to cause said

session Hnk message to be sent to a computer in said
petwork that is progranmned to authenticate said ses-
sion link message by cxamining said session link
authenticator and that is programmed to respond to said
session link message based on said state of said inter-
action between said client computer and said server
computer.
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buyer computer 12 merchant computer 14 payment computer 16
f'24 .

user requests advertisements
26
buyer computer sends
advertising document URIL
10 merchant computer

28

merchanis computer fetches
advertising document from
advertising document data base

30 ~
merchant compurer sends
advertising document
tc buyer computer

32

™~

user requests a product }

(i

34

buyer computer sends payment URL A to payment!
computer; payment URL A includes product
identifier. domain identifier. payment amount,
merchant computer identifier, merchant account
identifier. duration time, expiration time, payment
URL auihenticator, and a buyer network address

P 36
payment computer verifies
whether payment URL
authenticator was created fromj
contents of payment URL A
using cryptographic key

r 38
End payment computer sends document
' to buyer computer indicating that OR

access the to the network sales
system is dented.

FIG. 2A 40
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36
40
-

payment computer checks
whether expiration time

has past
payment computer sends document
End -— to buver computer indicating that OR
expiration time has past
42
payment computer checks to
see if buyer network address in
payment URL matches buyer’s
computer network address
OR
43
payment computer sends

End < document indicating that
access to network
payment system is denied

FIG. 2B A4
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42

A
/.44

payment computer sends payvment
confirmaiion document to buver
computer; payment confirmation e 58
docurnent includes open link (URL €)
and continue link (URL B)

OR 60

48 c
{ user opens new account| | User continues with payment
{user already has an account)

62

buyer computer sends payment URL B to
payment computer; payment URL B is simitar tq
payment URL A but also indicates that an
account does exist

buver compuer sends payment URL C to payment
computer: payment URL C is similar to payment
URL A but also indicates that an account does not

yet exist

43, Pl 50

payment computer creates
new account document

e 52
paymem computer sends new acconmt

l | document to buyer computer

54
FIG. 2C o
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buyer computer 12 merchant computer 14 payment computer 16

44 52 62
A A4
/54

HSEr enters new account name.,
account password credit card
number. security information and|
expiration date of credit card and
presses a “submit™ button

- 56
buyer computer sends new account
information to payment computer

~58

payment computer
enters new account
I

—
64 payment computet creates
\_| account name and password

66 request message

payment computer sends
account name and password
68 request message to buyer
computer
USEr enters account -
name and password
e 70
buyer computer sends account

name and password to payment
computer 72

payment computer verifies whether
user name and password are correct

/N
OR

' payment computer sends document fo
End -——————— buyer computer indicating that access
to the networks sales system is denied

FIG. 2D 73
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buyer computer 12 merchant computer 14 payment computer 16
72

\!/
payment computer determines
73 whether additional security is

_ warranted, based on. e.g. whether
the payment amount exceeds a

threshold
’ OR|
77 if additional
/ 75 security 1s
user enters security \_.| wamanted. paviment
information : computer creates a

challenge form
document and sends
it to buyer computer

buyer computer sends /- 79 s 81
security information to
payment computer payment computer
determines whether
security information is
correct
r 83
payment computer
sends document to
buyer computer OR
End & indicating that access
to the network sales
system is denied

82 82

FIG. 2E
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buyer computer 12 merchant computer 14 payment computer 16

73\Tj. 81

payment computer checks
settlement database to
82 determine if user has

e unexpired access to the
domain identifier contained in
‘the payment URL

: AN
84 | OR

payment computer sends to buyer

computer option to repurchase, or to
86 use previously purchased access
Y
buyer selects to
repurchase item - 87
<OR payment computer calculates an
: 85 | actual payment amount thai may
buyer selecis I
p\gchased accirszwous A differ from the payment amount
* contained in the payment URL '
g2 76 : 78

FIG. 2F
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Y

payment computer
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78
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AN
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payment computer creaies
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]
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98
N4
101
r

merchant computer verifies that the buyer
computer network address matches the
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Ve 103
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End - to buyer computer that access is not OR
allowed

merchant computer sends
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buyer computer

\ 102

buyer computer displays
fulfillment document

+ N
104

End

FIG. 21
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113
24
N payment computer creates or
r updates payment URL for shopping
114 PPIne
cart
N ]
! OR OR l
__/? ~ 124
user requests display user requests
of shopping cart purchase of
116 vy contents of
/1 18 shopping cart
buyer computer i~ 126
sends fetch shopping buyer computer
cart request to causes payment
payment computer URL for shopping | P 1o step 36
cart 10 be activated - 118
N payment computer and
— buyer computer perform)
steps analogous to steps
64-81
s 120
- 122 payment computer
- . retums contents of
: ll:yer compunier displays < shopping cart to
opping cart “buyer computer

FIG. 3B
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buyer computer 12 merchant computer 14 payment computer 16

/‘128
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SImart statement

/‘ 130 132
buyer computer sends - /-

smart statement URL to payment computer
payment computer verifies whether smart
statemnent URL
authenticator was
created from comtents of
smart statement URL
ustng cryptographic key

134 r-é}—'

payment computer
sends document to
End - buyer computer
indicating that access
is denied

payment computer checks to determine
135 | Whether buyer network address in

" smart statement URL matches buyer’s
computer network address

End - i /0;3 .

138 | payment computer sends document
- indicating that access is denied

140 payment computer and buyer computer
- perform steps analogous 1o steps 64-81

'

FIG. 4A e
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'r144

buyer computer displays
received document
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142

settlement data from settlement
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e

146
{

User requests payment details for
a particular rransaction

buyer computer sends payment
detail URL to payment computer

148

/

P

| _«
s

150
[

Yy

154, 166

162

payment computer and buyer
computer perform steps analogous
1o steps 132-140

payment computer retrieves from
settfement database data
corresponding to the payment
transaction specified in the
payment detatl URL, creates detail
document. and sends it to buyer
computer
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you can establish one

on-line and return to this page to continue your purchase.
an acccount on-line |

with payment transaction.

NOTE:For demonstrations use the account name testuser@openmarkat.comwith
the password testuser.

Open Market, Inc.

<

Bata transier complete;
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FIG. 6



Case: 1:02-cv-07158 Document #: 1 Filed: 10/04/02 Page 62 of 82 PagelD #:62

U.S. Patent Jun. 1,1999 Sheet 18 of 25 5,909,492

File  Options  MNavigats  Annotate

Help
Document Title:|. Establish OpenMarket Account
Document URL: ] http://payment. openmarket.com/servicefdestabli, i
A

Card Number: [ J

Expiration Date: E::] (forrzat MM/FYY)

Check the appropriate boxes:
{11 am the owner of the above credit card.

3The above address is alzc the billing address for thisicredit card.

Your OpenMarket account statement is available on-line.At your option you may a

copy of your staterent automatically sent toyoor e-mail address atweeklyor monthly
intervals. Please choona a statemsnt option.

{ Weekly statements (O Monthly statements () No e-mail statements ]

Account name and password

Pleage choosa an account name and pasaword for your OpenMarketr account, WHe
suggest using an account Rame that is unigue and easy to remember such as your
e-mail address. Your password should be 8 characters or longer.

Account Name

Password

<

Data transfer compiete:

[Backl[Forward}[Homel[Reload][Open_][Save As. §{Clonsl[New Window}[Close Window}

FIG. 7



Case: 1:02-cv-07158 Document #: 1 Filed: 10/04/02 Page 63 of 82 PagelD #:63

U.S. Patent Jun. 1,1999 Sheet 19 of 25 5,909,492

Cancel

FIG. 8

Enter username for Open Market Account at payment.openmarket.com
OK

Document Is protected.




Case: 1:02-cv-07158 Document #: 1 Filed: 10/04/02 Page 64 of 82 PagelD #:64

U.S. Patent Jun.1,1999 Sheet 20 of 25 5,909,492

File  Options  Navigate  Annofate Heip

Document Title:| cpen Market Payment I E

Document URL:{ http://payment.opemmarket.comn/ben/nph-payment

i

Open Market Payment

You have selaected an item that you have purchased recently.
Marchant: Test Merchant
Dascription: Mead Data Central Article
amount: 2.85(US currency)

This could happen becausa you would like to buy the itemagain or it may have happened
by accident.

Yon can:

s 6o directly to the previons iten
¢ Go ahead and buy the item again

Open Market, Inc.

Y

Data transfer complete:;

|Fomard](Humal{ﬂeioadﬂOpen_.][ﬁve As_}{Clone}[New Window}][Close Window]




Case: 1:02-cv-07158 Document #: 1 Filed: 10/04/02 Page 65 of 82 PagelD #:65

U.S. Patent Jun. 1,1999 Sheet 21 of 25 5,909,492
File  Options  Navigate  Annotate Heip
Document Title:] LC’s debut on the Internet; bLibrary of Congr l

1 Document URL:| nhttp://www.openmarket.com/€e720£58dacd4ebd268 §
ras
LC’s debut on the internet Library of Congress
catalog
Text of Article
v
Data transfer complete: .
[ForwardﬂHome[iReloadﬂOgen..}!Sava As_j{Clonel[New Window}[Close Window]

FIG. 10
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Filte  Options  Navigate  Annotate

Help

Document Tile:| smart Statement for Test User

Ppocument URL: | http://payment, openmarket.com/in/nph-stateme

9

Information about the item.
Transactions In Oclober 1994

¥Mon Oct
Tue Oct
Tue Oct
Taee Oct
Tuae Oct
Tue Oct
Wed Oct
Wed Oct
Wed Oct
Wed Oct
Wed Oct
Wwed Oct
Wed Oct

Test Merchant Mead Data Central Articile
Teat Marchant Mead Data Central Article
Test Merchant Mead Data Central Article
Test Merchant N.Y. Times Article amount
Test Merchant Mead Data Central Article
Tast Msrchant Mead Data Central Article
Test Merchant Mead Data Central Article
Test Merchant Mead Data Central Article
Test Merchant Mead Data Central Article
Tesat Merchant Mead Data Central Article
Test Merchant Mead Data Central Article
Test Merchant Mead Data Central Article

DA DG U bbbl e 2

Your total is 33,05.

- Previous Statements

» September 1994
* 2August 1994

Return to your Newest Statement

Feadback

You can send us comments and suggestions here.

amount
amount
amount
50.50

amount
amount
amount
amount
amonnt
amount
amount
amount

Test Merchant Dilbert subscription 20 seconds amount $0.10

$2.95
$2.95
$2.55

$2.95
$2._95
$2.95
$2.95
$2.95
$2.95
$2.95
$2.95

>

<

Data transfer complete:

lSava As_J[Clone] [New Window} (Close Window]

FIG. 11
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Document Titie:{jmart Statement Detail j
Documant UFIL:[ http://payment.openmarket.com/@c632£154ccB021 I 5
H
Smart Statement Detait B

This is the detailed information about a particular transaction from Your Saart Statement

Transaction Information

url: http:wa.opamarket.comfdeuosfauglsfmll,'nead- tingerprint/mkarticle.cgo
transaction_log_id: 50254.0

currency: US

transaction _date: 781377632
initiator: 1.0

expiration: 2552000

description: Mead Data Central Article
amount: 2.95

beneficiary: 3.0

ip_sddress: 199.170.183.13
transaction_tyvpe.p

domain: mead.internet-1

Merchant Information

telepheona: 617-621-9501
address_1i:; Open Market, Inc.
address_2: 215 First Street

fax: 517-621-1703

address_3: Cambridge, MA

email: testmerchantlopenmarket.com
principal_name: Test Merchant

<

Data transtfer complete:

[Backi[Forward][Home][Reload][Open-J{Save As..:[]CloneHNew Window||Close Window]
FIG. 12
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File  Options  Mavigate  Annotfate Help

Document Tme:[ Smart Statement Detail l S

Pocumem URL;{ http:[/pnyment.opennarket.conf86632f154c08021 I

>

arl: http:]juww.openmarx-t.com/demnsfauglsfmalljmead-fingarprintfmkazticle.cgv
transaction_log_id: 50254.8

currepcy: US

transaction_date: 7831377632

initiator: 2.0

expiration: 2552000

description: Mead Data Central Article

apount: 2.95

peneficiary: 3.0 —ri
ip_address: 199.170.183.13
transaction_type.p
domain: mead,internet-1

Merchant Information

telephone: 617-621-9501

address_1: Open Market, Inc.
address_2: 215 Pirst Street

fax: 517-62XI-1703

address 3: Cambridge, HA

email: testmerchantlopenmarket.com
principal name: Test Merchant
home_url:

country: US

postal_cede: 02142

Feedback

You can send ve¢ comments and suggestions here.

<

Data transfer complete:

lBacRﬁForwardj;ﬂamai[Reloaﬂppan...ﬂSava As._:“ctongluaw Window}|Close Windov_ﬂ
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File  Options  Navigate  Annotals Help

Document T?tle:l Open Market Feedback 1 §

Documsent URAL: I http:/ /payment.openmarket.cor/ben/feedback.cg

>

or if you prefer, you can send your comments via elactronic mail to
feedback@opennarket.com or via FAX to +1.617.621.1703. If you would 1ike a reply
please ineclude your e-mail address.

Your Open Market accound name {optional):

Your E-mail address {optional}:

L |

Subject:

Your comments:

[ Submit Feedback I

g

Data transfer compfete:

[Back||Forward{[Home}[Reload]|Open..lsave_As_}{Clone}[New Window] {Closa Window]
FIG. 14
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NETWORK SALES SYSTEM

CROSS REFERENCE TO RELATED
APPLICATION

This is a contmuation of U.S. patent application Ser. No.
08/328,133, filed Oct. 24, 1994, now U.S Pat. No. 5,715,
314.

REFERENCE TO MICROFICHE APPENDICES

Microfiche Appendices A—(G are being submitted with the
present apphcation, being 4 sheeis with 220 total pages.

BACKGROUND OF THE INVENTION

This invention relates to user-interactive network sales
systems for implementiog an open marketplace for goods or
services over computer networks such as the Internet.

U.S. patent application Ser. No. 08/168,519, filed Dec. 16,
1993 by David K. Gifford and entitled “Digital Active
Advertising,” now abandoned, the entire disclosure of which
is hereby imcorporated herein In ifs entirety by reference,
describes a petwork sales systern that includes a plurality of
bayer computers, a phurality of merchant computers, and a
payment compuier. A user at a buyer computer asks 1o have
adverliserments displayed, and the buyer computer requests
advertisernents from a merchart computer, which sends the
advertisements to the buyer computer. The user them
reguests purchase of an advertised product, and the buyer
computer sends a purchase message to the merchant com-
puter. The merchant computer constructs a payment order
that il sends to the paymem computer, which authorizes the
purchase and sends an authorization message to the mer-
chant computer. When the merchant computer receives the
authorization message il sends the product to the buyer
compuler.

The above-mentioned patent application also describes an
alterpative implementation of the network sales systemn in
which, when the vser requests purchase of an advertised
product, the buyer computer sends a payment order directly
to the payment computer, which sends an authorization
message back to the buyer computer that includes zn
unforgeable certificate that the payment order is valid. The
buyer computer then constructs a purchase message that
includes the unforgeable cenificate and seads it to the
merchant computer. When the merchant computer receives
the purchase request it sends the product to the buyer
computer, based upon the pre-authorized payment order.

SUMMARY OF THE INVENTION

T one aspect, the invention provides a network-based
sales system thal includes af feast one buyer computer for
operation by a user desiring to buy a product, at least one
merchant computer, and at least one payment compuier. The
buyer computer, the merchant computer, and the payment
compuier afe interconnected by a computer network. The
buyer computer is programmed 10 receive a user request for
purchasing  product, and 10 cause a payment message to be
sept to the payment computer that comprises a product
identifier identifying the product. The payment computer is
programmed to receive the payment message, to cause an
access message 10 be created that comprises the product
wdentifier and an access message authenticzlor based on a
cryplographic key, and Lo cause the access message to be
senl to the merchant computer. The merchant computer is
programmed fo receive the access message, to verfy the
access rmessage awthenticalor to ensore that the access
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message authenticator was created using the cryptographic
key, and 1o cause the product 1o be sent 1o the user desiring
to buy the product.

The pvention provides a siuople design architecture for
the network sales systern that allows the merchant computer
to respond 1o paymem orders fiom the buyer compuier
without the merchant computer baving lo communicate
directly with the payment computer 1o ensure that the user
is authorized to purchase the product 2nod without the
merchant computer baving to store information in a database
regarding which buyers are authorized to purchase which
producis. Rather, when the merchant computer receives an
access message from the buyer compuer identifying a
product to be purchased, the merchant computer need only
check the access message 1o ensure that it was created by the
payment computer {ihereby establishing for the mercham
compuier that the buyer is authorized to purchase the
product), and then the merchant compuier can cause the
product o be sent 10 the buyer computer who has been
authorized fo purchase the product.

In another aspect, the invention features a network-based
sales system that includes at least one buyer computer for
operation by a wser desiring 10 buy products, at least one
shopping cart computer, and a shopping cart database con-

5 nected to the shopping cart computer. The buyer computer

and the shopping cart computer are interconnected by a
computier network. The buyer computer is programmed to
receive a plurality of requests from a user 10 add a plurality
of respective products to a shopping cart in the shopping cart
database, apd, I response to the requests to add the
products, 10 send a plurality of respective shopping cart
messages 0 the shopping cart computer each of which
includes a prodoct identifier identifying one of the plurality
of products. The shopping cart computer is programmed to
receive the plurality of shopping cart messages, to modify
the shopping cart in the shopping cart database to refiect the
phurality of requests to add the plurality of products to the
shopping cart, and to cause 2 payment message associaled
with the shopping cart to be created. The buyer computer is
programmed to receive a request from the user to purchase
the phurality of products added 10 the shopping cart and to
cause the paymeni message 10 be activated to initiate a
payment transaction for the plurzlity of products added o
the shopping cart.

In another aspect, the invention features a network-hased
link message system that inchides at leasi one client com-
puter for operation by a client user and at least one server
computer for operation by a server user. The client computer
apd the server computer are interconnecied by a computer
network. The client computer is programmed to send an
initial tink message to the server computer. The server
computer is programmed 10 receive the initial link message
from the client computer and to create, based on informpation
comained in the initia) ik message, a session link message
that encodes a state of interaction between the client com-
puter and the server computer. The session lnk message
incldes a session link authenticator, computed by a cryp-
tographic function of the session link contents, for avthen-
ticating tle session link message. The server computer is
programmed to cause ihe session link message to be sent to
the client computer. The client computer is prograrmed fo
czuse the session link message to be sent io a compnter in
the network that is programmed to awthenticate the session
Hink message by examining the session link smhenticator
apd that i5 programmed to respond lo the session link
message based on the state of the interaction between the
client computer and the server computer.
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In another aspect, the nvention features a network-based
sales system that includes a merchant database having a
plurality of digital advertisements and a plurality of respec-
tive product fulfillment items, at least one creation computer
for creating the merchant database, and at least one merchant
computer for causing the digital advertisements to be trans-
mitted 10 a user and for causing advertised producis to be
transmitted to the vser. The creation computer and the
merchant computer are interconnected by a compuler net-
work. The creation computer is programmmed to create the
merchant dalabase, and lo transmit the digital advertise-
ments and the product fulfillment items to the merchant
compuler. The merchant computer is programmed to receive
the digital advertisernents and product fulfillment items, 1o
receive a request for a digital advertisement from 2 user, 1o
cause the digital advertisement to be sent to the user, io
receive from the vser an access message identifying an
advertised product, and to cause the product o be sent to the
user in accordance with a product fulfillment item corre-
sponding io the product.

In another aspect, the invention features a hypertext
stateroent system that inchudes a client computer for opera-
tion by a client user and ope o1 more server compuiers for
operation by a server user. The client computer and the
server computers are inferconnected by a computer network.
At least one of the server computers is programmed to
record purchase transaction records in a database. Each of
the porchase transaction records includes a product descrip-
tion. The server compuler is programmed o frapsmil a
staternent document that includes the purchase transaction
records fo the chient computer. The client computer is
programmed to display the product descriptions, to 1eceive
a request from the chent user io display a product corre-
sponding 1o a product descriplion displayed by ihe cliem
computer, and to cause a product hypertext link derived from
a purchase transaction record fo be activated, At least one of
the server computers is programmed to respond to-activation
of the product hypertext lnk by causing the product to be
sent to the chient computer.

in another aspect, the invention features a network pay-
ment system that iocludes at least one buyer computer for
operation by a user desiring 1o buy a product and at Ieast one
payment computer for processing pavmenl messages from
the buyer computer. The buyer computer and the payment
computer are inerconnecied by a computer network. The
buyer computer is programmed to canse a payment message
to be sent fo the payment computer. The paymsent message
includes a product identifier identifying the product that the
wser desires lo bay. The payment computer is programmed
fo receive the payment message, 10 Cause an access message
to be created to enable the user 1o access the produdt, and to
record a purchase frapsaction record m the seitlement data-
base. The buyer computer is programmed 1o cause a request
for purchase tramsaction records to be sent 10 the payment
computer. The payment computer is programmed 10 receive
the request for purchase iransaction records and o cause a
docmment derived from the purchese fransaction records to
be sent to the buyer computer.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of 2 metwork sales system in
accordance wilh the present invention.

FIG. 2 (2-A through 2-1) is a fiowchart diagram Blustrai-
ing the operation of a purchase trapsaction in the petweork
sales system of FIG. 1.

FIG. 3 (3-A through 3-B) is a flowchart diagram #llus-
trating the vse of a shopping can for the purchase of
products in connection with the nerwork seles system of
FIG. 1.
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FIG. 4 (4-A thiough 4-C) is a flowchart diagram s~
trating the operation of a smart statement i the network
sales system of FIG. 1.

FIG. 5 is a screen snapshot.of an advertising document
that the merchant computer sends 1o the baryer computer in
FI1G. 2. )

FIG. 6 i1s a screen snapshot of a confirmation document
that the payment computer sends to the buyer computer in
FIG. 2.

FIG. 7 35 a screen snapshot of 2 new account document
that the payment computer sends to the buyer compuler in
FIG. 2.

FIG. 8 1s a screen soapshot of an account name promp!t
that the buyer computer creates in FIG. 2.

FiG. 9 15 a screen snapshot of a document that the
paymenl computer sends 1o the buyer computer in FIG. 2
and that provides an option either 1o repurchase or 10 use a
previously purchased access.

F1G. 18 is a screen snapshot of 2 fulfillment document that
the merchant computer sends 1o the buyer comrputer in F1G.
2.

FIG. 11 is 2 screen snapshot of a sman statement docu-
ment ihal the payment computer sends to the buver com-
puter in FIG. 4.

FIGS. 12 and 13 are screen smapshots of 2 transaction
detail document thal the payment computer sends to the
buyer computer ia FIG. 4.

F1G. 14 js a screen snapshot of a customer service form
that the payment computer sends to the buyer computer in
FIG. 4.

DETAILED DESCRIPTION

With reference to FIG. 1, a petwork sales system in
accordance with the present invention incledes a buyer
computer 12 operated by a user desiring to buy a product, a
merchant computer 14, which may be operated by a mer-
chant willing to sell products to the buyer or by a manager
of the network sales sysiem, a payment computer 16 typi-
cally operated by a manager of the network sales system,
and a creation computer 20 iypically operated by the mer-
chant. The buyer, merchant, payment, and creation comput-
ers are all inter-connected by a computer petwork 10 such as
the Internet. :

Creation computer 20 1s programmed to build a “store” of
products for the merchant. A printout of a computer program
for usc ip creating such a “store™ in accordance with the
present invention s provided zs Appendix F.

The products advertised by merchant computer 14 may
be, for example, newspaper or newsletter articles available
for purchase by buyers. Creation computer 20 creales a
digital advertisement database I8 that stores advertising
documents {(which may for example be in the form of
surnmmaries of newspaper or newsletlter articles, accompanied
by prices) and product fulfillment items (which may be the
products themselves if the products can be transmitied over
the network, or which may be hard goods 1dentifiers if the
products are hard goods, i.e., durable products as opposed to
information products). Creation computer 20 transimits con-
{ents of the advertising document database 18 to merchant
computer 14 to enzble the merchant computer 1o cause
advertisements and products fo be sent to buyers. Mercham
compater 14 maintains adveriising documents locally in
adveriising document database 15. In an alternative
embodiment, the creation computer does not have z local
digita} advertisement database, but instead updates a remote
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advertising document database on a merchant computer.
These updales can be accomplished using HTML formes or
other remoie database techpoologies as is understood by
practitioners of the art.

Payment computer 16 has access to a settlement database
22 in which payment computer 16 can record details of
purchase transactions. The products may be organized inio
various “domains” of prodects, and payment computer 16
can access settfemnent database 22 to record and retrieve
records of purchases of products falling within the various
domains. Payment computer 16 also has acecess to a shop-
ping cart databasc 21 in which a “shopping cart” of products
that a user wishes to purchase can be maintained as the user
shops prior to actual purchase of the contents of the shop-
ping cart.

With refercnce 1o FIG. 2, a purchase transaction begins
when a user at buyer computer 12 requests advertisements
(step 24) and buyer compuler 12 accordingly sends an
advertising document URL {(universal resonrce Jocator) to
merchant computer 14 {step 26). The merchanl compuler
fetches an advertising docoment from the advertising docn-
ment database {step 28) and sends it 1o the buyer computer
(step 36). An example of an advertising document is shown
in FIG. 5. Details of URLs and how they are used are found
m Appendix G.

The vser browses through the advertising document and
eventually requests a product (step 32). This results io the
buyer computer sending payment URL A to the paymentl
computer (step 34). Payment URL A includes a product
identifier that represents the product the user wishes to buy,
a domain identifier that represents a domain of products 1o
which the desired product belongs, a payment amount that
represents (he price of the producl, 2 merchanl computer
identifier that represents merchant computer 14, 2 merchant
account idemtifier that represents the particular merchant
account to be credited with the payment arnount, a duration
time that represents the jength of time for which access to
ibe product is to be granted to the user after completion of
the purchase transaction, an expiration time that represents
a deadline beyond which this particular payment URL
canrot be used, a buyer network address, and a2 payment
URL authenticaior that is a digital signatre based on a
cryptographic key. The payment URL autherdicator is a hash
of other information in the payment URL, the hash being
defined by a key shared by the merchant and the operator of
the payment computer.

In an alternative embodiment, step 34 consists of the
buyer computer seading a purchase preduct message to the
merchant computer, and the merchant computer provides
payment URL A to the buyer computer in response to the
purchase product message. In this alternative embodiment,
payment URL A contains the same contents as above. The
buyer computer then sends the payment URL A it has
received from the merchant computer 1o the payizent com-
puicr.

‘When 1be payment computer receives the payment URL
it venfies whether the payment URL authenticator was
created from the comtents of the payment URL using the
cryptographic key (step 36). If pot, the payment compuier
sends a2 document to the buyer computer indicating that
access o the network sales system is denied (step 38).
Otherwise, the payment computer determines whether the
cxpiration time has past (step 40). If # has, the payment
computer sends 2 docement to the buver computer mdrcal-
ing that the iime has expired (step 41). Otherwise, the
payment compuier checks the buyer computer network
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address 10 see if it matches the ope specified in the payment
URL (step 42). If it does not match, the payment computer
sends 2 documeni to the buyer computer indicaling that
access o the nelwork payment system Is denied (step 43}
Otherwise, the payment compuier sends a payment confir-
mation document 10 the buyer computer, the payment con-
firmration document including an “open” ink and a “comn-
tinue” link (step 44).

An example of a confirmation document is shown in FIG.
6. The confimmation document asks the user to click on a
“eontinue” button ¥ the user already has an aceount with the
payment computer, or 1o click on an “epen” bution if the
user does not already bave an account and wishes to open
one.

M the user clicks on the “open” button (step 46), the buyer
compuler sends paymeni URL C to the payment computer
{step 48}, payment URL C being similar to payment URL A
bat also indicating thal the user does not yet have an account.
The payment computer creztes a new account dociment
(step 50) and sends it to the buyer computer {step 52). An
example of 2 new account document is shown in FIG. 7.
‘When the user receives the new account document he epters
ithe new account name, an account password, a credit card
number, the credit card expiration date, and security infor-
mation such as the maiden name of the user’s mother (step
54), and presses a “submit” bution (rot shown in FIG. 7).
The buyer computer sends the new account information to
the payment compuier (step 56), which enters the new
account m the seilement database (step 58).

If the user clicks on the “contimue” button (step 60), the
buyer computer sends payment URL B io the payment
computer (step 62), payment URL B being similar to pay-
ment URL A but also indicating that the user already has an
account. The payment computer then instructs the buyer
computer 1o provide the account name and password (steps
64 and 66}, and the buyer computer prompts the user for this
information by creating an account name prompt {example
shown m FIG. 8) and 2 similar password prompl. The user
cnters the information {step 68) and the buyer computer
sends the account name and password to the payment
computer (step 703,

The payment computer verifies whether the user name
and password are correct (step 72). 1f they are not correct,
the payment computer sends a document to the buyer
computer indicating that access to the network sales system
is denied (step 74). Otherwise, the payment computer deter-
mises whether additional secunity is warranted, based on,
€.g., whether the payment amount exceeds a threshold (step
73). ¥ additional security is warranied, the payment com-
puier creates 2 challenge formo documem and scads it to the
buyer computer {step 75). The user enters the security
information (step 77), the buyer computer sends the security
information to the payment computer {step 79), and ihe
paymeni computer determrines whether the security nfor-
mation is correct (step 81). I # is not correct, the payment
computer sends a document to the buyer computer indicat-
ing that access 1o the network sales system s depied (step

If the secunity information is correct, or if additional
security was not warranled, the payment computer checks
the settlernent database to detenmine whether the user has
unexpired access to the domain identifier comained in the
payment URL (step 82). If so, the payment compuler sends
to the buyer computer a document providing an option either
to repurchase or 10 use the previously purchased access (step
84). An example of such a documnent is shown ie FIG. 2. The
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wser cap respond to the recent purchase query document by
choosing to access the previously purchased document (step
85) or to go ahead and buy the currenily selected product
(siep B6).

if the user chooses to access the previously purchased
document, the buyer computer skips to step 92 (see below),
If the nser chooses 1o buy the currently selected product, the
payment computer calculates an acteal payment amonnt that
may differ from the payment amoust comtained in the
payment URL (step 87). For example, the purchase of 2
product in a ceriain domain may entitle the user 1o access
other products in the domain for free or for a reduced price
for a given period of time.

The payment computer then verifies whether the user
account has sufficient funds or credit {step 76). If not, the
payment computer sends a document to the buyer computer
indicating that the wser account has insufficient funds (step
78). Otherwise, the payment compuler creales an access
URL (step 80) that includes 2 merchant computer identifier,
a domain identifier, a product identifier, an indication of the
end of the duration time for which access to the product is
to be granted, the buyer network address, and an access URL
awthenticator that is a digital signature based on a crypto-
graphic key. The access URL anthenticator is a hash of otber
information in the access URL, the hash being defined by a
key shared by the merchant and the operator of the payment
computer. The payment compnter then records the product
identifier, the domain, the user account, the merchant
account, the end of duration time, and the actwal payment
amount in the settlement database (step 88).

The payment computer then sends a redirect 1o access
URL. to the buyer computer (step 90), which sends the access
URL io the merchant computer (step 92). The merchant
computer verifies whether the access URL authenticator was
crealed from the contests of the access URL wsing the
cryptographic key (step 94). i not, the werchant computer
sends a docoment to the buyer computer indicating that
access to the product 1s denied (step 96).

Otherwise, ithe merchent computer verifies whether the
duration time for access 1o the product has expired (step 98).
This is done because the buyer computer ¢an request access
to a purchased product repeatedly. If the duration time has
expired, the merchant computer sends a document fo the
buyer computer indicating that the 1ime has expired (step
100). Otherwise the merchant computer verifies that the
batyer computer neiwork address Is the same as the buyer
network address io the access URL (step 101), and if so,
sends a fulfillment decument to the buyer computer (step
102), which is displayed by the buyer computer (step 104},
An example of a folfillment document is shown in FIG. 10.
Otherwise, the merchani computer sends 2 document to the
buyer computer indicating thal access is not allowed (step
103).

With referenice now 1o FIG. 3, when the merchant com-
puter sends the advertising docament to the buyer computer,
the user may request that 2 product be added 1o a shopping
cart in the shopping cart database rather than request that the
product be purchased immediately. The buyer computer
sends a shopping cart URL 1o the payment computer (step
198}, the shopping cart URL inchuding a product identifier,
a dorpaie identifier, z payment amount, a merchant computer
identifier, a merchant account identifier, 2 duration time, an
expirztion time, and 2 shopping cart URL authenticator that
is a dignal sigpature based on 2 cryptographic key. The
shopping cart URL authenticator is 2 hash of other infor-
mation ip the shopping cart URL, the hash being defined by
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a key shared by the merchant and the operator of the
payment computer

The payment computer verifies whether the shoppmng cart
URL authenticator was created from the contents of the
shopping cart URL using a cryptographic key (step 110). i
not, the payment computer sends a document to the buyer
computer indicating that access to the network sales system
is denied (step 112). Otherwise, before any modification to
a user’s shopping cart is allowed, user authentication is
performed (step 113) in 2 manner anajogous to steps 40-81.
Once the user is authenticaled, the payment computer cre-
ates or wpdates a payment URL for the shopping cart (step
114).

The user then either requests more advertisernents (siep
24 in FIG. 2) and possibly adds another product to the
shopping cart, requests display of the shopping can (step
116}, or requests purchase of the entire contents of the
shopping cast (step 124). If the user requests display of the
shopping cart (step 116), the buyer computer sends a feich
shoppiog cari request to the payment computer (step 118),
and the payment computer and buyer computer (step 119)
perform steps analogous lo steps 64-81. The payment com-
pater returns the contents of the shopping cart to the buyer
computer {step 120}, which displays the contents of the

> shopping carl {step 122). I the user requests that the entire

comtents of the shopping cart be purchased (step 124) the
buyer computer causes the payment URL for the shopping
carl to be activated {step 126} and the payment URL is
processed In a2 mammer analogous to the processing of
payment URLs for individual producis {beginning with step
36 in FIG. 2).

With reference now to FIG. 4, a2 user can request display
of a “smarl statement” thai hists purchase transactions for 2
given month {(step 128). When the buyer computer receives
such a request, il sends a smart slatemeni URL to ihe
payment computer (step 139).

‘When the payment computer receives the smart statement
URL, it verifies whether the smart statement URL authen-
ticator was created from the contents of the smart statement
URL using a cryptographic key (step 132). If pot, the
paymen! commputer sends a document to the buyer computer
indicating that access is denied (step 134). Otherwise, the
payment computer checks to determine whether the buyer
network address in the smart stalement URL matches the
buyer computer’s actual petwork address (step 136). If not,
the payment computer sends a document to the buyer
computer indicaling that access is denied (step 138). Oth-
erwise (step 140), the payment computer and buyer com-
puter perform a set of steps analogous 1o steps 6481 1n FIG.
2 (payment computer requests account name and password,
user provides the requested information, and payment com-
puter verifies the information).

In an alterpative embodiment steps 132-138 are omitted.

Afier verification of accounnt information is complete, the
paymeni computer retrieves the requested settlernent data
from the settlement database, creates a2 smart stalement
document for the buyer, and sends the smart statement
document 1o the buyer computer (step 142). An example of
a smart statement document is shown in FIG. 11. Each
purchase transaction record In the smart statement document
inchirdes the data of the transaction, the pame of the
merchant, an identification of the product, and the payment
amaunt for the product. The smart statement document also
includes 2 trapsaction detail URL for each purchase trans-
action {these URLs, or hypertext Enks, are discussed below
apd are not shown in FIG. 11). The smart staterment docu-
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ment also identifies previous stateroents that the user may
wish to have displayed.

‘The buyer computer displays the retrieved document {step
144), and the user may request transaction details for a
particular transaction listed on the smart statement (step
146). If so, the buyer computer sends a transaction detail
URL (or “payment detail URL”) to the paymenl compuier
(step 148). The transaction detail URL includes a transaction
identifier, 2 buyer network addzess, and a transaction detail
URL authenticator. When the payment computer receives
the transaction detai] URL, it performs (step 150} a set of
steps analogous 1o steps 132-140 (verification of URL
authenticator, buyer network address, and account
information). The payment computer then retrieves from the
settlernent database data corresponding to the payment
trapsaction spectiied in the transaction detail URL, creates a
iransaction detzil document, and sends it to the buyer
computer (step 152).

An example of a transaction detail document is shown in
FIGS. 12 and 13. The docement displays a number of items
of mformation about the transaction, including the transac-
tion ate, end of ihe duration time (“expiration”), a descrip-
tion of the product, the payment amonnt, the domain cor-
responding to the product, an identification of the merchant,
and the merchant’s address.

The smart slatement document and the transaction detail
document both include customer service URLs (hypertext
links) that allow the wser to request customer service (ie., o
send comments and suggestions 1o the payment computer).
When the user requests customer service (step 154), the
buyer computer sends the customer service URL fo the
payment computer (step 156), which creates a customer
service form and sends it to the buyer computer (step 158).
An example of 2 customer service form is shown in FIG. 14.
The user types comments ino the customer service form
{step 160}, and the buyer computer sends the user’s com-
ments 1o the paymenti computer (step 162). The payment
computer then posts the user comments and sends a thank
you document to the buyer computer (step 164).

A user may request display of a product included in the
smart statement. When the user requests that the product be
displayed (step 166), the buyer computer sends the access
URL contaived in the smart staternent document to the
merchant computer (step 168), and the buyer computer and
merchant computer perform a set of steps analogous to steps
94-104 in FIG. 2 (authentication of access URL, verification
whether duration time has expired, verification of buyer
netwosk address, and transmission of fulfillment document
to buyer computer).

‘Whenever the present application states that one computer
sends a URL to another computer, i should be uoderstood
that in preferred embodiments the URL is sept in a standard
HTT? request message, unless a URL message is specified
as a redirection im the present application. The requesl
message mcldes components of the URL as described by
the standard HTTF protoco! definition. These URL compo-
nents in the request message allow the server to provide a
response appropriate to the URL. The term “URL” as used
the present application is an example of 2 “link,” which is a
pointer to another document or form (including multimedia
documents, hypertext documents including otber livks, or
audio/video documents).

‘When the present application states that one computer
sends a2 document 1o another computer, it should be wnder-
stood that ip preferred embodiments the document is a
suceess HTTP response message with the document in the
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body of the message. When the present application states
that a server sends an account name and password reques!
message to the client, it should be undersiood that in
preferred embodiments the zecount mame and password
request message 1s an unauthorized HTTP response. A client
comyprter sends account name and password information to
a server as part of a request message with an authonzation
field.

The software architecture umderlying the particular pre-
ferred embodiment s based vpon the hypertext conventions
of the World Wide Web. Appendix A describes the Hypertext
Markup Langnage (HTML) document format used to rep-
resent digital advertisements, Appendix B describes the
HTML forms fill out support in Mosaic 2.0, Appepdix C is
a description of the Hypertext Transfer Protocol (HTTP)

5 between buyer and merchant compulers, Appendix B

describes how documents are named with Uniform Resource
Locators {URLs) in the network of computers, and Appen-
dix E describes the authentication of URLs using digital
signatures.

A printout of a computer program for use in creating and
operating such a “store” in accordance with the present
invention is provided as Appendix F. A printout of a com-
puter program for use In operating other aspecis of the
network sales system in accordance with the presem inven-
tion Is provided in Appendix G.

There has been described a pew and useful network-based
sales system. It is apparent that those skilled in the art may
make numerous modifications and departures from the spe-
cific embodiments described heretn without departing from
the spint and scope of the claimed invention.

What s claimed is:

1. A petwork-based sales systemn, comprising:

a merchant database comprising a plurality of digital
advertisements and a plorality of respective product
fulfillment items;

at least one creation computer for creating said merchant
database; and

at least one merchant computer for causing said digital
advertisements to be transmitted 10 a user and for
cavsing advertised products to be transmilied 10 said
user;

said creation computers, said merchant computer, and a
payment computer being intercomnected by z public
packet switched computer network;

said creation compuier being programuned lo create said
merchant database, and 1o transmit said digital adver-
fisements and said product fulfillment ltems over said
network to said merchant computer;

said merchant computer being programmed io receive
said digital advertisements and product fulfitlment
items over said network, to receive over said network
a reguest for a2 digital advertisement from 2 user, to
cause said digilal advertisement 1o be sent to said user
over said network, to receive over said network from”
said user a product request message idemtifying an
advertised product, 10 receive an access message over
said network created by said payment computer, and 1o
canse said product 1o be sent to said user in accordance
with a product fulfillment ftem corresponding to said
product and based vpon receipt by the merchant com-
puter of ihe access message.

2. A petwork-based sales system in accordance with claim

1, wherein each of szid digital adventisements comprises an
absiract of a product and a price.

3. Anetwork-based sales system in accordance with claim
2, wherein:
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at least one of said product fulfillment ftems comprises a

product iself; and

said creation compuler is programmed to iranseit said

product to said merchant computer with said digital
advertisements.

4. A network-based sales system in accordance with claim
2, wherein:

al Jeast one of saxd product fulfillment ftems comprises a

hard good identifier; and

said creation computer is programmed fo rransmit said

hard good identifier to said merchant computer with
said digial advertisements.

5. A method of operating a merchant computer in a
network-based sales system comprising a merchant database
that compsises a plerality of digital advertisements and a
plurality of respective product fulfillment items, at least one
creation computer for creating said merchant database, and
al least one merchant compuler for causing said digital
advertisemenis to be transmitted to a user and for cavsing
advertised products fo be trapsmitted to said user, and ai
least one payment computer, said creation computer, said
merchant computer, and said payment compuier being inter-
connecied by a public packet switched computer network,
said method comprising the steps of:

receiving, at said merchant computer, said digital edver-

tisements and said product fulfillment Hems, said digi-
tal advertisemems and said product fulfillment items
having been iransmitied over said network to said
merchant compuler by said creation computer, said
merchant database compnsing said digital advertise-
ments and said product fulfillment jtems having been
created by said creation computer;

receiving over said etwork a request for a digital adver-

tisement from a user;

causing said digital adveriisement to be sent to said user

over said network;

receiving over said petwork from said user 2 product

request message idemifying an advertised product;
receiving over said petwork an access message created by
said paymen! computer; and

causing said prodact to be sent 1o said user in accordance

with a product fulfiliment ilem corresponding to said
product and based upon receipt by the merchant com-
puter of the access message,

6. A hypertext statement syslem, comprising:

2 client compuier for operation by z client user; and

a plurality of server computers for operation by a server

user;

said client computer and said server computers being

interconnected by a public packei switched computer
network;

at Jeast one of said server computers being programmed

lo record information pertaining 10 purchase transac-
tion records in 2 datsbese, each of said purchase
iransaction records comprising a product description,
and 1o cause a statement document comprising said
purchase iransaction records to be transoitted to said
client computer over said neiwork;

said chient computer being programmed to display said

product descriptions, to receive a request from said
chienl user to display a product comresponding to a
product description displayed by said clent computer,
and to cause a product hypertext ok derived from a
purchase transaction record 1o be activated;

at Ieast one of said server computers, other than a server

computer that transmitted said statement document to
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said client compuler, being programmed to respond to
activation of said product hypertext link by causing
said product to be sent to said client computer over said
network.

7. Ahypentext stalement system in accordance with claim
&, wherein:

said chient compuler i programmed 1o receive a request

from said cHent user to display transaction details
comresponding to a product description displayed by
said client computer and to cause a fransaction detail
hypertext link corresponding to said product descrip-
tion to be activaled; and

at least ope of said server compulers is programmed to

respond to activation of said transaction detail hyper-
texl link by transmitting said transaction details to said
client computer as a transaction detail document.

8. A hypertexi statement syslem in accordance with claim
7, wherein:

said transaction detail document further comprises a cus-

tomer service form hypertext kink;

said cliept computer is programmed to receive a request

from said client user to display a customer service form
and to cause said customer service form hypertext link
to be activated; and

al least ome of said server computers is programmed o

respond to activation of said customer service form
hypertext lipk by transmilting said customer service
form to said clieat computer.

9. A hypertext statement system i accordance with claim
6, wherein:

said staterment document further comprises z customer

service form hypertext link;

said client computer is programmed to receive a request

from sajd client user to display a customer service form
and 1o cause said customer service form hypertext link
to be activated; and

al least one of sz2id server computers is programmed to

respond to activation of said customer service form
hypertext link by transmiiting said customer service
form to said client computer.

18. A method of operating a server computer in a hyper-
text statement system comprising a client computer for
operatior by a client user, and z plurality of server compui-
ers for operation by a server uscr, said client computer and
said server computers being Intercommected by a public
packet switched computer network, said method comprising
the steps of:

recording, at one of said server computers, ipformation

pertaiping to purchase transaction records in a
database, each of said purchase frabsaction records
comprising a product deseription; and

causing a statement docurent comprising szid purcbase

iransaction records to be transmitted to said client
compuier over said network;

said client computer being programmed 1o display said

product descriptions, 1o receive a request from said
client wser 1o display a product comesponding fo a
product description displayed by said client computer,
amd to cause a product hypertext ¥nk derived from 2
purchase transaction record to be activated;

at least one of said server computers, other than 2 server

computer that transmitted said statement document to
said client computer, being programmed to respond to
activation of said product hypertext link by causing
said product to be sent to said client computer over said
network.
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11. A network payment system, comprising:

at least ope buyer computer for operation by a wuser

desiring 1o buy 2 product; and

at least one payment computer for processing payment

messages from said buyer computer;

said buyer computer, said payment computer, and a mer-

chani computer being interconnected by a public packet
switched computer petwork;

said buyer computer being programmed to cause a pay-

ment message ko be sent to sawd payment compitter over
said network;
said payment computer being programimed to receive said
payment message, 10 CaUse an 2ccess message o be
created for transmission over said petwork to said
merchant compuier to enable said user to access said
product vpon venification by said merchant computer
that said access message was created by said payment
computier, and to record information perlaining to a
purchase transaction record in said settlemnent database;

said buyer computer being programmed to cause a request
for a purchase transaction record 1o be sent to said
payment computer over said network; and

said payment computer being programmed 1o receive sapd

reques! for said purchase tramsaction record and to
cause a document derived from said purchase iransac-
tion record to be sent to said buyer computer over said
network.

12. The network pavment system of claim 1t wherein the
payment message comprises a product identifier identifying
the product that the wser desires to buy.

3. A method of operating a payment computer in a
network payment system comprising at least one buyer
computer for operation by a user desiring to buy a product,
and at least one pavment computer for processing payment
messages from said buyer computer, and at least one mer-
chanl compuoter, said buyer computer, said payment
computer, and said merchant compuier being Interconnected
by a public packet switched computer netwoik, said method
comprisiog the sleps of:

receiving, at said payment computer, a paymenl message

that said buyer computer has caused to be sent to said
payment computer over said network;

causing an access message 10 be created for ransmission

to a merchant compater over said network to enable
said user to access said product upon verification by
said merchant computer that said access message ‘was
created by said payment computer;

recording information pertaining to a purchase fransaction

record in said seitlement database;
receiving over said network a reguest for 2 purchase
iransaction record that said buyer computer has caused
10 be sent to said payment computer; and

causing a document derived from said purchase iransac-
tion record 1o be sent to said buyer computer over said
network.

14 The method of claim 13 wherein the payment ruessage
comprises 2 product identifier identifying the product that
the user desires 1o buy.

15. A hypertext statement system, comprising:

a client computer for operation by a client user; and

one of more server computers for operation by a server

user;

the client computer and the server computers being, inter-

connected by a public packet switched computer net-
work;
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al least one of 1he server computers being programmed lo
record information pertaining to purchase irapsaction
records In a database, and fo transmit a slatement
document comprising the purchase Iransaction records
1o the cliemt computer over the network;

the client compuler being programmed to display the
slatement document to receive a request from the client
user to-display transaction details corresponding 1o &
portion of the staterpent document displayed by the
client computer, and 1o cause 2 transaction detail hyper-
text link corresponding to the portion of the statement
document to be activated;

at Jeast one of the server computers being programmed to
respond 10 activation of the fransaction detail hypertext
link by transmitting the transaction details to the chent
computer over the network as a tramsaction detail
document.

16. A method of operating a server computer in a hyper-
text stalement systern comprising a client computer for
operation by a client nser, and one or more server compuiers
for operation by a server user, the client computer and the
server compuiers being interconrnected by a public packet
switched computer network, the methed comprising the
steps of:

recording, at one of the server computers, information

pertaining to purchase trapsaction records in a data-
base; and

transmilting z statement docurment comprising the por-
chase transaction records io the client computer over
the network;

the clieni computer being programmed to display the
statement document, to receive a request from the
client user to display transaction details corresponding
to a portion of the statement document displayed by the
client computer, and to cause a transaclion detail hyper-
text hink correspording to the portion of the statement
document 1o be activated;

al leasl one of the server computers being programmed to
respond to activation of the transaction detail hypertexi
Eink by transmitting the transaction details to the client
computer over the network as a transaction detail
document.

17. A petwork-based sales system, comprising:

at least one buyer computer for operation by a mser
desiring to buy products;

at Jeast one shopping cart compuler; and

a shopping cart database comnected to the shopping cart
computer;

the buyer compuler and the shopping carl computer being
mierconnected by a public packet switched computer
network;

the bryer compuler being programmed fo receive 2 phi-
rality of requests from a wser to add a phirality of
Tespective products to a shopping cart jn the shopping
cart database, and, in response to the requests to add the
products, 10 send 2 plurality of respective shopping cart
messages over the network to the shopping carnt com-
puler each of which comprises a product identifier
wdentifying one of the plurality of products and at Jeast
one of which comprises a universal resource locator;

the shopping cart computer being programmed to receive
the plurality of shopping cart messages, to modify the
shopping carl in the shopping cart database to reflect
the plurality of requesis 1o add the plurality of products
to the shopping cart, and to cause a paymen! message
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associated with the shopping cart t¢ be created, the
paymeni message comprising a wmversal resource
focator; and
the buyer computer being programmed to receive a
request from the user 10 purchase the plurality of
products added to the shopping cart and to cause the
pavmen! message te be activated to injtiate a payment
transaction for the plurality of products added to the
shopping cart;
the shopping cart being a stored represestation of a
collection of products, the shopping cart database being
a database of storcd representations of collections of
products, and the shopping cart computer being a
computer that modifies the stored representations of
collections of products i the database.
18. A method of operating a shopping carl computer in a
public packet switched computer petwork comprising at
least one buyer computer for operation by a user desiring to
buy products, al least one shopping carl computer, and 2
shopping cart database comnected to the shopping cart
compuler, ihe method comprising the steps of:
receiving, at the shopping cart computer, a phiraklity of
shopping cart messages sent over the network to the
shopping carl compuier by the buyer computer in
response to receipt of a pharality of requests from a user
1 add a plurality of respective products to a shopping
cart 1o the shopping cart database, each of the shopping
cart messages comprising a product identifier identify-
ing ope of the plurality of producis and at Ieast obe of
which comprses a universal resonrce locator;

modifying the shopping cart in the shopping cart database
1o reflect the plurality of requests o add the plurality of
products 1o the shopping cart; and

causing a paymenl message associated with the shopping

cart to be creaied, the payment message comprising a
npiversal resource locator;

the buyer computer being programmed to receive a

request from the user to purchase the plurality of
products added to the shopping cart and to cause the
payment message 10 be activated to initiate a payment
Iransaction for the plurality of produets added to the
shopping cart;

the shoppibg cart being a stored represeptation of a

collection of products, the shopping can database being
a database of stored representations of collections of
procucis, and the shopping cart computer being a
computer that modifies the stored representations of
collections of products in the database.

19. A network-based sales system, comprising:

at Jeast one buyer compuier for operation by a nser

desiring to bey a product;

al least one merchant compuier; and

al least one payment computer;

the buyer computer, the merchant computer, and the

payment compuler being interconnected by 2 computer
network;
the buyer computer being programmed to receive a user
request for purchasing a product, and 1o cause a pay-
ment message 10 ke sent 1o the payment compuier that
comprises a product ideptifier identifving the product;

the payment computer being programmed to receive the
payment message, 10 cause ap acCess message 1o be
created that comprises a product identifier identifying
ihe product and ap zccess message authenticator based
on a cryptographic Key, and to cause the access mes-
sage to be sent 1o the merchant computer; and
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the merchani computer being programmed to receive the
acress message, o cause the access message authenti-
cator to he verified to ensare 1hat the access message
authenticater was crealed using the cryptographic key,
and io cawse the prodict to be received by the user
desiring 1o buy the product.
20. A network-based sales system i accordance with
claim 19 wherein ihe buver computer is programmed 1o
cause the payment message 1o be sent to the payment
computer by sending a purchase product message to the.
merchanl computer, the merchant coinputer being pro-
grammed to receive the purchase product message, and in
response thereto, to send the payment message 10 the pay-
ment computer,
21. A petwork-based sales system in 2ccordance with
claim 1% wherein the merchant computer is programmed
Hself 10 verify the access message authenticalor,
22. A network-based sales sysiem in accordance with
claim 19 wherein the merchant computer is programmed to
cause every access message avthemicator received by the
merchant computer o be verified.
23. A network-based sales system in accordance with
claim 19, whereip the payment message comprises a pay-
ment amount.
24. A network-based sales system in accordance with
claim 19, wherein the payment computer 1s programmed to
record the product identifier and the payment amount.
25. A network-based sales system in accordance with
claim 24, wherein the product identifier and the payment
amount are recorded In a seitlement database.
26. A metwork-based sales system in accordance with
claim 19, wherein the payment message coruprises a mei-
cbant computer identifier.
27. A network-based sales systern in accordance with
claim 19, wherein the paymenl message comprises a pay-
ment message authenticator based on a cryptographic key.
28. A network-based sales system in accordance with
claing 27, wherein the payment compuler is programmed to
verify the payment message authenticator 1o ensure that the
paymeni message authenticator was created using the cryp-
tographic key.
28 A npetwork-based sales system in accordance with
chiim 19 wherein the computer network is a public packet-
swiiched communications network.
3. A method of operaling a2 payment computer in a
computer network comprising a2t least one buyer computer
for operation by a user desiring to buy a product, at least one
merchant computer, and at least one payment computer, the
method comprising the steps of:
receiving, at the payment computer, 2 payment message
thal the buyer computer has cansed to be sent 1o the
payment computer in response 0 a user request for
purchasing a product, the payment message comprising
a product identifier identifying tbe product;

causing an access message to be created that comprises 2
product identifier identifying the product and zn access
message authenticator based on a cryptographic key;
and

causing the access message 10 be sent 1o the mercham

computer, the merchant computer being programmed
to receive the access message, to cause the access
message anthenticator 1o be verified to ensure that the
access message authenticator was created using the
cryptograpbic key, and to cause the product to be
received by the user desiring o buy the product.

31. A network-based sales system, comprising:

at Jeast ome buyer computer for operation by a user

desiring to buy a product;
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at Jeast one merchart computer; and

at least one paymemn compuler;

the buycr computer, the merchant computer, and the
payment computer being interconnected by a poblic
packet switched computer network;

the buyer computer being programmed to receive a
request from a user for purchasing a produci, and to
cause a pavimen! message 10 be sent over the network
to the payment computer;

the payment computer being pregrammed to receive the
payment message, and, if purchase of the product by
the user has not been previounsly recorded in a setile-
menf database, to cause the user to be charged for the
product and to creale a new record i the settlement
database reflecting purchase of the product by the user,
1o cause an access message to be created, and 10 cause
the access message to be sent over the network to the
merchant computer; and

the mercham computer being programmed 10 receive the
access message and 1o cause the user 1o receive the
product.
32. The network-based sales system of claim 31 wherein:
the payment computer 1s programmed to canse the access
message 10 be created using a crypiographic key; and

al least one of the computers is programmed to use the
access message in a cryptographic process to ensure
that the user has paid for the product.

33. A method of operaling 2 payment computer in 2 public
packet switched computer network comprising at least one
bayer computer for operation by 2 user desining to bauy a
product, at Jeast ope merchant computer, and ai least one
payment computer, the metbod comprising the steps of:

receiving, at the payment computer, a payment message

that the buyer computer has caused 1o be sent over the
nelwork o the payment computer in response to a
request from a user for purchasing a product, and, if
purchase of the product by the user has not been
previously recorded in 2 setilement database, causing
the user to be charged for the product and creating a
new record in the scitlement database reflecting pur-
chase of the product by the user;

causing an access message o be created; and

causing the access message 1o be sent over the network to
the mezrchant computer, the merchant computer being
programmed o receive the access message and to cause
the user to receive the product.

34. The method of claimn 33 wherein at least one of the
compuiers is programmed fo wse the access message in a
cryptographic process to ensure that the user has paid for the
product.

35. A network-based sales syslem, comprisiog:

at leasl one buyer computer for operation by 2 user

desiring io buy products;

at least one shopping cart computer; and

a shopping cart database connected to the shopping cart

compuler,

1he buyer computer and the shopping cart computer being

nterconnected by a public packet switched compuier
nelwork;

the buyer computer being programmed 1o receive a phi-

rality of requesis from a user to add a phrality of
respective products to a shopping cant in the shopping
carl dalabase, and, in response to the reguests to add the
products, to send a plurality of respective shopping cart
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messages over the network 1o the shopping cart com-
puter each of which comprses a product identifier
wdemifying one of the plurality of products;

the shopping cart computer being programmed to receive
the plurahiy of shopping cart messages, and to modify
the shopping cart in the shopping cart database to
reflect the plorality of requests to add the plerality of
producis to the shopping cart; and

the buyer compuier being programmed 1o receive a
request from the user to purchase the plurality of
products added to the shopping cart and 1o cause a
payment message to be activated 1o initiate a paymment
transaction for the phrality of products added to the
shopping cart;

the shopping cart being a stored representation of a
collection of producis, the shopping cart database being
a database of stored representations of collections of
producis, and the shopping cart computer being a
coraputer that modifies the siored representations of
collections of products in the database.

36. A melbod of operating a shopping cart computer in a

public packet switched computer network comprising at
least one buyer computer for operation by a user desiring to
buy products, at least ope shopping cart compuler, and 2
shopping cart database conpected 1o the shopping can
computer, the method comprising the steps of:

receiving, at the shopping cerl computer, a phurabty of
shopping cart messages sent over the petwork to the
shopping cart computer by the buyer compuier in
response 1o receip! of a phurality of requests from a user
1o add a plurality of respective products 1o a shopping
carl in the shopping cart database, each of the shopping
cart messages comprising a product identifier identify-
ing one of the plurality of products; and

modifying the shopping cart in the shopping cart database
io refect ihe plurality of requests to add the phuratity of
praducts 1o the shopping cari;

the buyer computer being programned to teceive a
request from the user to purchase the phurality of
products added 1o the shopping ecart and o cause a
payment message 1o be activated to fnitiate 2 payment
transaction for the plurality of products added to the
shopping cart;

the shopping cart being a stored representation of a
collection of products, the shopping cart database being
a database of stored representations of collections of
products, and the shopping cart computer being a
computer thal modifies the stored representations of
collections of products in the database.

37. A network-based sales system, comprising:

a merchant database comprising a plurality of digital
atdverlisements and a plarality of respective product
fulfillment items;

at Jeast ope creation computer for creating the merchant
database; and

af least one merchamt computer for cavsing the digital
advertisements lo be transmitted 1o a user and for
cansipg advertised producis to be transmitted to the
NSEE;

the creation computer and the merchanl computer being
interconnected by a public packet switched computer
network;

the creation computer being programmed 10 create the
merchant database, and fo transmit the digital adver-
tiscments and the product fulfillisent liems over the
petwork 1o the merchant computer;
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the merchant computer being programmed to receive the
digital advertisements and product fulfillment items
over the network, to receive over the network a request
for a digital advertisement from a user, lo cause the
digital advertisement to be sent fo the user over the
network, to receive over the network from the vser a
product request message identifying an advertised
product, and io cause the product to be sent fo the user
in accordance with a product fulfillment item corre-
sponding to the product;

at least a portion of the digital advertisements transmitted

by the creation computer to the merchant computer
over the network being anthenticated by at least one
digital sigratire.

38. A method of operating a merchant computer in a2
network-based sales system comprising a merchapt database
that comprises a plurality of digital advestisernents apd a
phurality of respective product fulfillment items, at least one
ereation computer for creating the merchant database, and al
jeast one merchant computer for causing the digital adver-
tisements to be trapsmitted to a user and for causing adver-
tised products to be transmitted to the user, the creation
compuier and the merchant computer being interconnected
by a public packet swiiched copmputer network, the method
comprising the steps of:

10

28

20

receiving, at the merchant computer, the digital advertise-
ments and the product fulfilment items, the digital
advertisements and the product fulfilment items hav-
ing been transmitted over the network to the merchant
computer by the creation computer, the merchant data-
base comprsing the digital advertisements and the
product fulfilhment items having been created by the
creaiion compuler;

receiving over the network a request for a digital adver-
tisement from a user;

causing the digital advertisement to be sent 1o the user
over the petwork;

receiving over the metwork from the user a product
request message identifying an advertised product; and

cawsing the product to be sent to the user in accordance
with a product falfillment item corresponding to the
product;

at Jeast a portion of the digital advertisements trapsmitted
by the creation computer to the merchant computer
over the network being authenticated by at Jeast one
digital signature.

E3 * * * *
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