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Peter R. Afrasiabi (Bar No. 193336)

Chnst’o}gher W. Arledge (Bar No. 200767)
TURNER GREEN AFRASIABI & ARLEDGE LLP
535 Anton Boulevard, Suite 850

Costa Mesa, California 92626

Telephone: 2714% 434-8750
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Facsimile: (714) 434-8756
Attorneys for Plaintiff Network Signatures, Inc.
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

SOUTHERN DIVISION

Network Signatures, Inc., Caé§%Y09'196 AG (RNBx)

Plaintiff, , , COMPLAINT FOR PATENT

' INFRINGEMENT, PERMANENT

V. , INJUNCTION AND DAMAGES
Ford Motor Company, a Delaware DEMAND FOR JURY TRIAL
corporation, -

Defendant.

For its Complaint against Defendant Ford Motor Company (“Defendant™), Plaintiff
Network Signatures, Inc. (“Network SignatureS”) alleges as follows:
THE NAVAL RESEARCH LABORATORY
1. The Naval Research Laboratory (“NRL”) is one of the most accomplished

|| research-and-development organizations in the country. NRL scientists have not only

made remarkable breakthroughs in military technology, they have literally changed the
world for all of us. Without their efforts, we would not have GPS, modern radar, and any
number of other technological innovations that we now take for granted. This lawsuit
concerns another such innovation: technology that allows for the safe and secure
communication of sensitive information via the Internet, such as personal, banking,

commercial, financial, and other information.
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2. Federal law empowers the government to license its patents to private parties
for commercialization as well as for enforcement of the patent without the United States as
a party. 37 C.F.R. § 404.5(b)(2). By doing so, the government can use market forces to
better capitalize on its technologies the way a private party would. In addition, a license
agreement can give the private licensee the proper incentives to protect the governﬁﬂ.ent’s
intellectual property from theft, a task often handled better by a private entity.

| THE PARTIES

3. Plaintiff Network Signatures, Inc. (“Network Signatures”) isa corporation

duly organized and existing under the laws of Delaware with its principal place of business

30021 Tomas Street, Suite 300, Rancho Santa Margarita, California 92688. As alleged
below, the United States of America has granted to Network Signatures an exclusive -
license concerning the patented teéhnology at issue in this lawsuit.

4, Defendant is a corporation duly organized and existing under the laws of the
State of Delaware, with its principal place of business at Ford Motor Company, WHQ
ROM 615-A5 One America Road, Dearborn, MI 48126. Defendant is in the business of
p'roviding financial products and services to persons in the U.S. and worldwide through
physical and electronic channels, including the Internet.

JURISDICTION AND VENUE

5. Thisis a civil action for patent infringement arising under the Patent Act of

the United States, 35 U.S.C. §§ 1 et seq. This court has subject matter jurisdiction of such
federal question claims pursuant to 28 U.S.C. §§ 1331 and 1338(a). |
6. Venue is proper under 28 U.S.C. §§ 1391(b), 1391(c) and 1400(b) in that the

acts and transactions complained of herein were conceived, carried out, made effective, and

| had effect within the State of California and within this district, among other places.

Defendant resides in this judicial district by virtue of its business activit_ies in this district,
have committed acts of infringement in this judicial district, or have committed acts of

contributory infringement and inducement of infringement within this judicial district.

14257.1
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NETWORK SIGNATURES LICENSES THE NAVY’S TECHNOLOGY
7. On April 23, 1996, the United States Patent & Trademark Office duly and
legally issued United States Letters Patent No. 5,511,122 (“the ‘122 Patent”), entitled

“Intermediate Network Authentication.”

8.  The ‘122 patent claims, among other things, a critical method of |
authenticating a computer in whiéh a private electronic key 1s used, together With‘ a
validating public electronic key, to create a cryptographic signature, the cryptographic
signature 1s transmitted in at least one packet to the‘validating computer, and the signature
is verified by the validating computer using its private key and the public key of the
computer to be authenticated. This authentication method allows for the safe and secure
communication of sensitive information, such as personal, banking, commercial, financial,
and other information, as is transmitted between computers by Defendant and its customers

and users herein.

9. The ‘122 Patent is owned by the United States of America, as represented by

| the Secretary of the Navy. To allow enforcement, commercialization of and protection of

this patent and the technology it represents, in September 2004, the United States Navy
executed an exclusive license agreement with Metrix Services, Inc. (“Exclusive License
Agreement”) and, by this Exclusi{fe License Agreement, expressly granted Metrix Services |
the exclusive right to practice, enforce, and sublicense, among other rights, the ‘122 Patent,
subject to the general limitations imposed‘by federal law. A true and correct copy of the
Exclusive License Agreement is attached hereto as Exhibit A and incorporated herein by
reference. With the express approval of the United Sfaftes Navy, Metrix Services
transferred its entire right, title, and interest to, and in, the ‘122 Patent to Network
Signatures on February 14, 2006. A trlie and correct copy of the First Amendment to the
Exclusive License Agreement, which, among other things, approved the assignment of the
Exclusive License Agreement to Network Signatures, is attached hereto as Exhibit B and -

incorporated herein by reference. A true and correct copy of the Assignment from Metrix

14257.1

to Network Signatures is ,attach'ed as Exhibit C and incorporated herein by reference. |
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10.  Pursuant to its rights under the Exclusive License Agreement, Network
Signatures has begun the commercial development of a product, known as EasyConnect,
that utilizes the ‘122 Patent. Network Signatures has demonstrated the product to NRL |
personnel and has received NRL’s recognition of its development efforts. A true and
correct copy of an October 12, 2006, letter from the Navy to Network Signatures reflects
this and is attached as Exhibit D and incorporated by reference herein.

11. Network Signatures has also begun exercising its othér primary obligation
under the Exclusive License Agreement: protecting the Navy’s intellectual property rights
from infringement. ,

FIRST CLAIM FOR RELIEF
-AGAINST DEFENDANT FOR DIRECT., CONTRIBUTORY AND INDUCING‘
INFRINGEMENT OF U.S. PATENT NO. 5.511.122

12.  Plaintiff incorporates herein by reference the allegations set forth in

paragraphs 1-11 of the Complaint as though fully set forth herein.

13. A true and correct copy of the ‘122 Patent is attached as Exhibit E and
incorporated herein by reference. On information and belief, Defendant uses digital
certificates and digital signatures implemented though fhe use of public key infrastructure
to facilitate communication with its employees and customers. For example, Defendant
enables a computer of a Defendant customer, affiliate, business partner, or employee
(“sending computer”) to send a secure communication over the Internet to another |
computer (“receiving computer”) by using a confidential private key, and a public key, to
digitally sign the message being sent. When the receiving computer receives the signed
message, it uses the sending computer’s public key, and its pri‘vate key, to decrypt the
signature (collectively referred to as “Defendant Authentication Activities”).

14. By making, using, selling, and offering for sale Defendant Authentication
Activities, Defendant has directly infringed and continues to directly infringe the ‘122

Patent, including irifﬁngement under 35 U.S.C. § 271(a) and (f).

14257.1
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15. Oninformation and belief, Defendant has also indirectly infringed and
continues to indirectly infringe the ‘122 Patent by actively inducing direct infringement by
other persons—specifically, customers and partners of Defendant—who operate methods
that embody or otherwise practice one or more of the claims of the ‘122 Patent when
Defendant had knowledge of the ‘122 Patent and knew or should have known that their
actions would induce direct infringement by others and intended that their actions would
induce direct infringement by others.

16.  On information and belief, Defendant has also indirectly infringed and
continues to indirectly infringe the ‘122 Patent by contributory infringement by providing
non-staple articles of commerce to othéfs for use in an infringing system or method with
knowledge of the ‘122 Patent and knowledge that these non-staple articles of commerce are
used as a material part of the claimed invention of the 122 Patent.

17. Oninformation and belief, Defendant’s foregoing acts of infringement
include infringement by use and implementation of the Defendant Authentication Activities
which are made part of their financial products and services.

18.  On information and belief, Defendant will continue to infringe the ‘122 Patent
unless enjoined by this Court. 4

19.  On information and belief, Defendant’s infriﬁgemenf of the ‘122 Patent is, has
been, and continues to be willful and deliberate.

20.  Asadirect and proximate result of Defendant’s infringement of the ‘122
Pvatent,v Network Signatureé and the United States Government have been and continue to
be damaged in an amount yet to be determined..

21.  Unless a preliminary and permanent injunction are issued enjoining
Defendant and its officers, agents, servants and employees, and all others acting on their
behalf br in concert with Defendant, from infringing the <122 Patent, Network Signatures,

and the United States Government, will be greatly and irreparably harmed.
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| Patent;

|| encouragement, and that Defendant encburage customers to cease all such infringing

14257.1

PRAYER FOR RELIEF
WHEREFORE, Plaintiff Network Signatures prays for judgment against Defendant

as follows: |

(1)  For ajudicial determination and declaration that Defendant has directly
infringed, and continues to directly infringe, United States Letters Patent No. 5,511,122;

(2)  For ajudicial determination and declaration that Defendant has induced, and
continues to induce, the infringement of United States Letters Patent No. 5,511,122;

(3) For a judicial determination and declaration that Defendant has contributorily
infringed, and continues to contributorily infringe, United States Letters Patent No.
5,511,122,

(4)  For ajudicial determination and decree that Defendant’s infringement of
United States Letters Patent No. 5,511,122 has been, and continues to be, willful and
deliberaté; | '

(5) For a judicial determination and decree that Defendant, its respective
subsidiaries, officers, agents, servants, employees, licensees, and all other persons or
entities acting or attempting to act in active concert or participation with it or acting on its

behalf, be preliminarily and permanently enjoined from further infringement of the ‘122

(6) For a declaration that Defendant notify all of its customers and users of the

infringing system and customers’ participation in the infringement with Defendant’s

actions;

(7)  For ajudicial decree that orders Defendant to account for and pay to Network
Signatures all damages caused to Network Signatures by reason of Defendant’s
infringement pufsuant to 35 'U.S.C. Section 284, including enhanced damages under 35
U.S.C. Section 285;

(8) - For an award of damages according to proof at trial;
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(9) For a judicial declaration that this case is exceptional under 35 U.S.C. Section
285 and Defendant be ordered to pay Network Signatures’ costs, expenses, and reasonable
attorney’s fees pursuant to 35 U.S.C. Sections 284 and 285;

(10) For a judicial order awarding to Network Signatures pre-judgment and post-
judgment interest on the damages caused to it by Defendant’s infringement; and

(11) For any such other and further relief as the Court may deem just and proper

under the circumstances.

TURNER GREEN AFRASIABI & ARLEDGE LLP

By: V A’V\Q 3&5/‘
Peter R. Aframii/
Attorneys for Plaarfiff, Network Signatures, Inc.

Dated: February’ :;,)5009
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DEMAND FOR JURY TRIAL

Plaintiff Network Signatures, Inc. hereby demands trial by jury in this action.

Dated: Februar;l:),‘2009 TURNER GREEN AFRA SI Bl & ARLEDGE LLP

Ny

Peter R. Afrasiabi
Attorneys for Plaintiff, Network Signatures, Inc.
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PREAMBLE

This exclusive Ilicense (heraina'r‘ter'r:alled TLICENSHE!") ig made

and entered inte by and betwean the Tnited Btatas of America as

represeoted by the Eecratary _DI the Mevy (hersinafter called

"LIEENBDR") and Metrix Bervices, Inc,, & corporation organized and

J.ng noder the laws of +the State of California (here:.naxtar
called “LICEHSEE"

exd et

) having an address at 2 Peters Canyon, Ir\rine ,

CL 52606.
WITNESSETH:

WHEREAS Title 35 of the United States Code,

guthorizes Federzml

Bection 207,

agencies to license their patents; apd

WHERELS Tikle 37 pf the Code of Pedersl Regulations, Chapter
IV, Part 404 eotitlag "Li::ansing of Bovernment Dwned Inventions®

sets forth the te'r'ms and r:nnd:».t:.mns under which licenses may be

grauated; and

WEEP.EAS the ahove-c:.tad am.hox:.tlas Drovids that l:.censmg of

Govemment imrantz.nns wlll best serve the :Lnte"'EEtB of the Fade::al

GD‘VEI'DJH_EL and the puhl:u: When utllz“atmn of such dwventiopns is

prmmctad and Euch :z.mrautmns are brought to Practical Apn ioation;
and

VHEHEAS LICENSOR has an assignment of £all Tight, 1:11:19-. and

interest +o the imvention disclosed and claimed io TU.8. Patent ¥o.

5,511,122 issued on Rpril 23, 19gg, for “Intermediate WMetworik

Autbentication’; and
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"WHERERES LICENSOR ham publighed in the Federal Register -of

December 17, 1936, the availability of a license under T.S5. Datent

No, 5,511;122; and
WRERERS LICENREE has supplied LICHNSOR with a plan for
devalnpmeni: and marketing of ‘f:.h:_s invention apmd has expressad

:Lntanta.mn to

its
carry out this plan upon  the granting Uf this
LICERSE,;  and

W‘HEREZX.S LICENSEE has agresd that 2oy praducts embodymng thisg
mventlan oxr producad through the usa af thig invention for nss or

sale in the Unitad Btates will he manufactured snhstantially in
the United States; ang
VHEREAS TICENSOR has puhlished 4o the Federal Register of

Beptenber 3, 2004, notice of its :Lm_ent:.un to grant this .uIEEME"

un'dar U.5. Fatent Na. 5,511,122 +o I:J.BENEEE end has provided the

ic with an appartum.ty for r-l:u:zg w.r:.ttan djections; and

WHEREAS LICENSOR heg determined that.
_ {3)

‘puibli

‘The :Lnterest of tb.e Federal Guvernment and the };mbllc
uill bhest be sarved by ‘the ' prapased 'l:.censa,

LICENSER' g :z.m:euta.cms ; Plang,

in wvisw of the

2nd’ g@hility +to bring the :Lmrent:l.on
described and Elaimed in U.B. Patent mo, 5,511,122 +no ?ractlcal

2pplication ox Dtherwise Promote the J_nvent:.cn’

B ut:.la._‘atlun by
J:he publdc;

(B) The desired Practical Application has not been achieved,

or  is

ot Llikely expeditiously +to be achievad; under any
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nonaxalus:.ve ln.censa which has beep grantad or which may be

granted, on the Invention;

() Exclusive licensing 4g 8 Tessonable and _ meceasary
incentive to call forth the investment of risk capital aod

expend.mtures toe bring the :.nventz.mn to Practical Zpplication ar

ctJ:__rwmsa Promote the -'nventmn’s Tltlllaa.tan by the publn.c,

(D) Tha proposed terms and scope  af acclusiv:z.ty are not

graaten: tham reasonably hecessaty to provide the 4ncentive for

brlnglng the ' invention +tn 'P::ac:tical Z}.ppliaatinn o uthe::wisa

promote the invention’s ukilization by the poblic; and

WHERERZE LICENSOR

has not dater ermined that the grant of thig

LICENSE w:_ll tend stubstantially ton lessen nomuat::.x.n.mn or result in

undue conceut:catwn in any section of tha country in any line of

| commeroe 'I:.a which the tachnnlmgy to be licenssd relates or to
| . treste or maintain other eitdations ipconsistenmt with _ the

antitrnst laws; and

WBEREAS LICENEQR has cuna:.r:‘iez:ec’l the capzhilitiss of LTCHONSEE

to br:mg the :.nwant:.an to ”Dma:_:.cal Application and has found that

the LICENSEE iz g resunnsl.ble party fox nagot:.at:.ng this LICENSE

on temms and cmnﬁa.tmna most favorahle o the puhla_c interest and

that to g:r:ant this aa.cxlus:.ve LICENSE wonld ba in the puoblic
:.nte::est-
MOW, there=fore, in mocordance with and ko the ewtent provided

by the aforementioned authorities and in consideration of the

foregoing  premises and of the

- %‘s‘ﬂ

covenants and obligations




' Case 808=0/B0TL86-DGHENEG-MGUMeBclmdrited 0214409 oRaBRdA OfddgeRags: B #:14

57S:glm1hcr'3ﬂﬂ-l
hereinafter set Fforth to he well and truly performed, and other

good and valushle consideration, the partigs hereto agree to the

foregoing -and @z follows:

ARTIOLE I
Def:x.n:z.t:,nns

I’he follmm.ng definitions shall apply to the defined words
' where such words are used m t}:u_s LICENSE:

2‘; The “Licensed Datent means TU.5. Patent No. 5,511,132

entitled “Intermediate Hetwark Buthentication’ issusd ‘Aprdil 23,

15886, to Randall Atkinsmﬁ;

B. 2 ™Ldceused Inventignt means an imvention claimed in the

Iicensed Patent ang any patents issuing theraan;

-r T Pmct:.::e the Iicensad Inventmn“ means o maJ:a, use,

import, offsr for sale, and s=ll by or on behalf of' LICEK!SEE ar

otherwise d&ispose of accard:.r_ng to law 2oy machmet article of

| mEnufackture,  composition of mmtter, or Droecezss physically

-embodying or made acoording to’a Tdcensed Invention;

D. "Bractical Applivation" means to mamufacturs in the case
of a r:ompus:.t:mn, p:aduct or arki c'.la of manu::ar:tura, to practice

in the case of a process or methad or to operste in the case of &

machine or sys!:em, and, inm each case unda:c such - cmnd_tmns as to

establizh th.::.t =R u:z.censec’i Iovention is being utilized amti that its

benefite ave to the ertent pmn.ttaﬂ by law and Bov arnmant

requlstions a:ua:.lable to the puhl:.c: on ::aasnnanle terms;

w
é}S
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B. A '"Royalty-Bearing Product! means any product defined by

any claim of the Ldcensed Datent or made by z method clalmed in
the Licensed Patent;

F. 'Net SElliIiE{ Price" shall mean the imveioe price of the
Royalty-Bearing Drodusk

Bold less all ddscounts and rebates

ac'l:u,ally allowed, allowances actnally granted op aoeownt  of
ot 3| ections ¢ returns,

or billing am;:qrs, ol geparately hilled

xiutias, dnsurance, taxes, and other government or regulatory
r:ha:ges. 2 Royal lty-Bearing Product will be considered to be sdld

when shipped or delivered o 2 ‘ougtomer or, in cage of a sBexvice,

be considersd to. be golg ‘when placed dnte service for s

custower or made availahle to a costomer for use.

w:x.ll

8. ' "United Statmgn meANsS the Toited States of Ameri o, ibs

vtsrrita*:.as and possessions, the District of Columhiz, snd the
Commonwealth of Puertg Rico; |
#. A “Grace Period” iz the ﬁarimd ‘after Bepl:emhe:r' 30 of a
calendar year ang bE‘FDIE a‘anuary 1 of the following calendar yea:-
a.nd

I, TAFFILIRTES shall magn 20y compamy, cn:pn"‘atlun,
association or bosiness in which  LICENEEE owns directly aor
' 3.3:1&1:&::31}»‘ & controlling interssk.

. USUBLICENSEE" shall mean amy mon-AFFTLISTE granted =

sublicense under Article I;

L




Case SR BRI GRNE- INIEMBBLAm NS OB T2 9600 OFde BBYF 4B 16

27 Beplembee 2004

K. ‘“gublicense Income” shall mean any payments that LICENSER

or =n RFFILIATE receives from a SUBLICENSEE in consideration of

the sublicense of the rights granted by LICENSEE and AFFTLIATES

under Article X,. including without limitation 1license fees,
mil'estnné ~pEYments, license maintenance f£ees, royalty ' fess,

upz:rcat faes, one-time royaltlas and other paymen’cs

.t

LRTICLE II

LICENSE Grant
_ LICENSDR grEnts to LICENSEE an exclusive wight and license to
Practice the Licensed Imrantmn throughout the Um.ted States

comnanumg on the date of ewxscntion of this LICENSE by LICENSOR,

wb.:.ch ghall becume the afn:act:we date of the LICENSE, 'unt::.l the

e:r:n:.::atn.cn of T.S8. 'Patent No. 5,511,122 unless the LICENSE is

sooner modifisd or terminated in whole or in part.

LICENSOR hereby grants to LICENSEE the right to extend the

LICHNSE granted hereunder to ome or more ATFILIATES subject to the
terms and conditions hez;émf, ﬁ-n:m'rided tha‘i:. the IFFILIZTE iz not
| dirsctly or inﬂiréétly controlled hy a foreign BOH@EJIY:'
::axpcra.fian, assaciati&n, business or gcvé::ﬂmeut |

Thia LICENSE iz nonassigoable withott wr:.t**an approval of

LICENEOR ece=pt  ta the successor of that part: of LICEMNSHE'm

business tn which tuis Ticensed Invention pertainz, provided that

the sweoecessor iz mot directly or indirectly controllsd by a

B foreign company, corporation, associstion, business or government,
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. suhl:.czansaaa in  the Tndted

’ Application one |

upon the Exeaut:.on of this ITCENSE by LICENSBE

27 Baplemiher 2003

ARTICIE ITT

LICENERE g Performance

LICENSEE agress tn CHErTy ont the plan for devel opmznt and

matketing of a Licensed Inventipn submitted with ITCENSER's

Ipplication for License

dated Bugust 27, opge and =mended

September 13, 2004, tq bring this Licensed Invention to Practicsl

1) yesar from date of Execution of the LICENER az:u:l

LIEEI\{SEE w:.ll thersaftear, contime to male the Lbanem_ts c:: this

Linepasd Inve.m.:!.mn reasonahily access:.ble to the publlc for the

remainder af the Derind of this LICENEE,

&IEENSEE agrees that dur:.ng the pericd of th_-z_s LICENSE any

Producks smbofying thim Licenped Toveastion or Broduced throngh the

u=e of a Licenseg Invention for use Or sale hy I.;ICEENSE:E or its

Btates' will He man.ufacturec’l
substantially in the United States.

LICENSEE shall Pay to the LICENSOR = non-rafundable licensing

fee in the ammun: oF twenty f:.ve mndred dallars {(52,500) payable

Payment will he

made in the -mannar Prasoribed in article IV.

LICENSEE agress to Promptly report to LIEEDTSGR any changes in

mailing address, pame or company affiliation x:'lu::::u:g the perlﬂli af

this LICENSE ang to prowptly report discontimtance of LICENSEE's

making  the henefitg of © this Idcensed lovention raasonably

accessible to the United States public,
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ARTICLE IV
' Royaltries .

LIC’EDISDE shall pay a :myalty to LICE?:TSDR of thres pe’”c&tlt.

(3%} of the Net Sell:.ng Pr:.:‘.e for each Rcyalty—taearlng Broduct

made, usad, or s=nld b}r LIE:ENSEL. or iks licensed AFFLLILTES.

uICZELTSEE shall Blso pay a royalty to LICENSOR of thres Dercant

(3 'E’) or :.h.. Sub"ﬂcensee Inoomsz. Nntwmthstanﬂmg the ahove, :.n jafal

event: Ehall apy smgle sale o l:mense be subjectad to the payment
rot_yalty greatar than 3% or multiple rovalties of 3%,
If a Roy=lity-BHaari,

part for noop-

ng Product iz distriboted i whaele or in
cash consideration (whether or oot 2t a disconnt) ,

the Net Sallz.ug Brice ghall he calculat.aci as the price of the
Rcyalty-Baarlng Product r:'.harged to an indspendsnt third party

durmg the same Toyalty 'rapcxrt:mg period, or in the ehzenoe of

such sales, on the. fa:r.r markst valoe of the Rnyalty*BEEIlHQ.

Non-~cash caonsideration shall not be acmeptad by LICENSEE or

mny eublicenses for the =ale of any Royalty-BeaImg Product

W:Lthout the prior written consant of LTICENMS0R .

Royalties will not he paid an 1tems sold directly to agsncles

af the. T.8. G:Jvarnmen.t or for kupwn T, E Gmraz:nment enc‘l nss.

n =saleg made betwean LICENSEE and its AFFILIATES or

stblicengess fo:: resale, the woyrlty shall be paid on the higher

Net Balliné] Drice.

1

%fIEB# 18
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¥obtwithstanding the provisions of the Treceding paragrephs in

this Article IV, LICENEER 2gress to pay at least = minimom zmoual

Toyelty of ten thousandg dollars ($10,000) for ualendsr year 20086,

and sach r:alraxlr:la.~ yaar thersafter throughout the periocd of the

L:CENSE The minimum anmal royalty foar ear_-h calendar year shall

he dne and paya.ble in advance on or hefors Septenﬂnar 30 of fhe

prEL’.’EIi:LDg year and will be crac‘iite:’l as advance payment of

n:oyalt:n,es to acc:r:ua Guring the cale:nda:r year following pas vment .
- Thex mln:t.nn_m anmal royalty payments will nok

be refunded in whole
or in part. '

LICENBEE ghall mend tg LICENSOR =11 ruyalt:.as whicrh acome

be{:wean Jamiary 1 and Decemhar 31 uf each year by February 28 of

the fcllawmg yaur. rcyalty TEport shall :be mcluded with zach

paymant setiing m:rth the guantity and met E':Elllng Brice of sach

Rnyalty—Bear:Lng Product sold furing the period amrerad by the

Te=part, to whom solg and tha date of soch sals, and the total

each calenﬂa:r ¥ear, The last TovElty report iz doe s::u:ty (EU)
days after tha exp:.ra;.mn of this LLCENS&

a1] Payments dne TICENSOR under th:.s TICENSE shall be paid in

toited States dollar Smounts o the DFAS-CH DSSN 53117 and mailed
Eor

Offloe of Yaval Ressa»ch

Fatent Counsel of the ‘Navy (OMR 01C0)
BOD 1, Quincy Strset

Iérllngtun, VI 23219-5680

1l ~ B

of 54 Pa
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with a copy of sach Toyalty i:e.part tos

Head, Techuology ‘Iransfe.r OLflice

Naval Research Laboratory,” Code 1004
4585 Overlock awve. ., 8W

Waﬂhﬂﬂgtnn_, DC  20375-5330

LICENSEE agrees to make and kesp and ghall require ite

AFFILIATES znd sublicensees to make aud keep Full

accurate amd
complete" books and

recnrﬂs (together with  supporting

ﬂmc'zmnentatinn} 85 Ere necessary tg astahl:_sh its compliance with

Ehis Arkicls IV.  Boch records ghall be retained for at Isast

three (3) years following the end of the :t:apc:rt:t.ng period to which
they :re.late.

LICENSEE sgrees that LTCENSOR. may, if LICENSOR so desmires at a

futm:a ‘time ar times + have a dply authnr:.zad agent or

vaprasantatwe in LICENSOR's behalf examinme all such bcc}cs a.nd

racards and supporting Socumentation elther zt LITCENSREE!sZ ]:n:r.sn.ness

_pram:.s«-:-s or st =2 pl ace mutnally  agreed upon by LIEENSEE and

LICENEOR for the =ole JPurposs of varifying repnrr.= and payments

hersuhder. In conducting acammatz.ons mmsuant to this paragraph

LICENS0R's "‘EPI‘EEEEL‘?:B.‘L‘.J.\TE ghall h&ve access o all records that:

- LICERSOR :easonahly believes to be :r:ela-mt to the calculatltln of

z:cyaltles under Article: Iv if a rmyalty payment deficiency is

Gatermined, LICEMSEE shall pay the rayalty de;.n.m.ancy cutstaud:mg

within thirty (30) Says’ of receiving writben motice thereof

Payments made by LICENSER after the due date phall incinds

interest at the aommal rate of two percentage paints above the




21 of 54 Page ID #:21
Case 8: @%@@9‘3‘% '6@45}\'56 Bﬂ%’me[%clumggs q 02/)4"? 2/ eOO7 Page 25 0f 53

27 Seplember 2004

Prime Rate (a8 Teported in the Wall Btreet Jourmal for the due

date) for the period of lateness. Such evamr;atmn by LICENSOR's

reprassntative shall be at LIEENSOR’S Spense, except that if such:

e:canu.natwn Ehows =had uuderrepurt:.ng or underpayment in excess of

Live pe:rc:snt (5%) for any twelve (12) month pexiad, then LICENSER

shall pay the cost of gpueh examinaticn,

ARTICLE T

LJ.CEEISEE haraby agrees to mark each pmc‘iuat mammar:tured or

.eold under thig LICENSE (or yhep the character of the Broduct

Brecludes marleing, the package cc:nta:.m.ng any such product) with

the notation "Licensed from 1. s.

liavy under 17,3 Patent No,
5, 511 1zan,

LICENRER Sgress not to. ocreste tha . Eppearance that
LICENS0H endorzes LICENSER &' bnsmess or products.

BRTTCLE VT

Repras aﬁtatibn and Warrantiss

LICENE0R makss ng ::Eprasantat:mn fu'n Wa:ra_uty 88 to veldidity of

U.8. Patent No. 3, A11,122 ‘or of the Boope af any of the claims

contazined thereip ox that +he srercisa af thieg LICENSE will motb

result in the :Lnfrlngement of other patent (8). Neither LICENSOR

nor its Srployese assumes Bny lishility whatsoever rasultlng from
the E.:EE‘I.‘GB.BE‘. of thig LIQEHEL;

. %’*ﬁ »
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Nothing relating to the grant of this LICENSE, nor the grant
iteelf, shall be construed to . confer upon LICENSEE or any sub-

licensee hersunder or any cother person amy immuoity fram ox

defenses under the antitrust laws or from = chargs of pa.tent

mz.ausa, and the scgnisition =nd use of rights pursuant to this

L.LCE!SISE shall not be immunized from the operation of Btate or

Federal law by reason of the source of the grant.

thhmg cmntalnad id this LICENSE ghsll be interpreted to

grant to LICENSEE a.ny ra.ghts with respsct to any imvention other
Ehan the Licensed Invention,

ARTICLE VIX

Repoxts

LICENSEE agrees to submit anmasl reports om or befare March 1

" of sach ralendsr Year om dts efforks to achisve Practical

Zpplication of the Ticensed JIovention by oos (1) year from date of

execution of the LICENSE, with partlcula:r reference to LICENSEE's

plem  for davelmpment and marketing of the Licensed Tovention

submitted with LICEWSEE's application for licemse. These Teparts

ehall cantain = discussion of ths actual’ mwber of staff =aod
doll;rs EPEOL  during the preceding year committed to the
commercialization effort. These reporty ghall contain information
within LICENSER's lmowledge, or which it may mequire under normal

business practices,

Pertaining to the cummarcn.al use bheing mede of
." i?}

% this Licensed Invention and other m::o:max::.un which LICENSOR may
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determine is pertinent g Govermment licensing aectivities,

until such ‘L.lmE
that the invention hag: heep hrought to the pa:mt of Bractical
Ipplication.

ARTICLE VITI

Modification and Temnlnatlon

ThlS LICENSE may be termz.nated in whole or in paxrt by
uICENSDR LE-: '

{2} LICENSGR determinas that LICENSEE is not execut:.ng the

plan gubmitted with the Tegquest £or licanse dated 3115'118«.. 27, 2004

and amended Septenber 13, 2004, @pd LIEE&NSEE cannot otherwise

demmnstra.ta to the satisfacztmn. of LICENSOR that it has taken or
can be exwpectad to take w:.th:.n a reasunable time effsctive’ steps
to ackievs Praat:.cal nppl:.catmn of this L:_censad Invention;

{B) .!.x.!.CENSQR datem:.nes that such zotion iz nacessary to mest

. requirements for publn.c use Epac:r.flad. by Fedaral ragulatmns

izssmed after the dare of thlS LICEBTSE and soch requirements are
not rcasmably satisfisd by LICERSEE ;

(C) ILTCENSER w:v.llfully mEde a Ffalze statemant of gr willfully

umitted & materia] fact in its. aupl_'x.cat:.um

report rsqulred b-_y- this LICENSE; or
{

D) LICENSER z:::mm:.ts a substanta.al b:reach o a covenant pr
agreamant herein cun.ta:.nad

for licenss or in fILy

of 53
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LICENEEE may L.erm:.nata this LIEDNBE by prov:Ld:mg & written

notice of tarrnmatmn to LICENSOR, ul'cE{MSEE‘s written not:.ce rm.lst

include LICENSEE! 5 statement that neither the LICENSEE nar its

sublicensses nor any LICENSE AFFILTATES will practice the Licensed
In've.nt" of in the U:L:Lted States after the LICENSE terminates.
L.LCIEE\'ISEE’E written nmtn.ce shall specify the afractnm date of

te:f:mwatmm

Th:LB LICENSE may be modified ar terminated in whole or in
part cc:ns:l.sten.t with the Tlaw and appllcabla regulatn_cns npon

mtusl agraemant aE LIEEDISDR anc’i LICENSEE evidenced 131 writing anmd
signed by hoth parties.

Thig LIEENSE may bhe rastricted te the fields of :usa or

gaogmphic aress, or both, in which the LICENSED has brought. the
invention to Practical 2application and comtimues o make the
benefits of the inveption remsonshly accessible to the public.
Hnwe.‘rar, such restriction may be made only aftar ths expirastion of
zatren (7) yea:r:s rcllow:.ng 'I:ha E:::EEctiva date of thiz LICENSE.

LICENSEE may request delIlEatan of this LICENSE im writing
sent to LICENSOR and. stating the rsasons therefor.

Before modifyving or termiuating in wvhole or in part this
LICENSE for aoy czuse other ‘than by mutual agreemeut, LICENSOR
shall fu_‘f'n.lsh. LIEENEEE and sach sublicenses of record 2 written
lnD'L.:LCE of :Lntent:.mn to modify or termimate in vhole or in part
this LICENSE, and ._:ICEMEEE and - aoy mzbln.c:ansae shall be =allowad

dsys after suc:h nc:t:.me Qr c:t.hs:_ agreed-upon time

18
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period, whichever is greater, to remedy any breach of any covenant

or agreement set fcrth in this LICENSE or to shaw crnse why thig

LICENSE should notb ba modifled or terminated in whole or in part

LTCEREEE has a right to appeal, in accordance with procedures

preseribed by the Chief of Neval Research, =zmy decision or

determimabiong

concerning  the intarpretatn.on, modification,
termmata.cm in whale pr in part of Ehis LICENSH.

.mntmthstandlng the provisions of ;n.rtn_rzle II, LICENSEE and

LIC'EEEDE agree that thig LICEHSE shall automatically terminate on’

Septembar 30 of any year if the mindimom annual royvalty due For the

following caleéndar year, as expressed in &rt:.cla IV of this

LICEHEE, is D.Clt t:.maly paid. IE, hmweve:, the minimun annual

royalty paEyment together with 8 surcharge of oms bundred

Eifey
dnllaz:s {8150)

is p=id during the Grace Period be:cxre “the

following valendar yEar, then this aIEENSE shall be c:nns:.dared as

not ha.v:z.ng autama.t:.cally ta::mnateri
ARTICLE IX

lfint lce

211  commonicatinns and nnt:v.ces reguired u_nder this LIEEL\:SE

irst c:lass pastags prapald and addressed as follows:

g

17
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{2) if to LICEMEOR:

Qffiece of Havael Resmarch

Patent Counsel of the Wavy [ONR 01cCo)
BOO . Oninoy Street
"Axlington, m. 3221’7-5560

Wlth 2 copy to:

. Head Technmlogy Transfer Office

maval Besegroh Leboratory, Code 1004'
4555 Overlook 2we. ; BW

Washmgton, DC  2p375-5137(0
(B} . if to LICENSEE.

Hazim Bnsgal

Metrix Servrices, Ineo,

2 Peters Canyon,
Irvioe, L 02608

or .such maili;g address ag either ATty may from tiwe to time
specify in writing.

ARTICLE X

Sublicensing:

LICENSEE way grent,

subject +a the aporaval bpf LICENSOR,
suhliceuses under thig LICENSE upon terms and condit lD]lS that
| LICENSEE may arrange provided thats

A. Each sublicense shall he in writing and make referance to

this LICENSE :anlud:mg the ﬂghts :car.a.med hy LICEHSUR undexr this

‘ LIEENSE and

B. Each sublicense shall specify thatr i

to th..s LICENSE,

t is granted purswant
shall specn:Fy that no provision. ghall be in

g derogation of or d.'n.mn.nish amy rights in this LICENSE and shall
T g

include the condition that +ha sublicense shall sntomatically be
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modified ar terminated in whole or 4in part upon the modification
or t:e.rmma.tmn in whole or in part of this LICENEH; anxi

C. LICENSEE shall furnigh LICENSOR with a- capy u: the

standard sublicense agraeman.t for approval thirty (30) days before

the Fi .st gublicense ig granted. When substantizl changes are made

ko the s:.anﬂa:rd sublicense agreemsnt, LICENSEE shall provide

.L,ICEL\TSDI{ a copy of the modified su.bl::.cemsee for approval thirty

{3D) da‘_y's before LICENSEE shall grent any sublicense theremnder.

D ‘The granting of any sublicemss by LICENSEE sha’fl in nmo Way
relisvae LICENSEE - from any of the requix

including royalties. any sublicense granted by LICENSEE that does

oot comply with the requiremsnts of khis Avkicle T is vold.

. ARTICLE XT
“Remervatiog of Rights
LIDENSDR ‘rassrives

the ::.ght: ko :cequ.:.ra LICENSEE to and

LIC:E:ESEB Bgress to grant yrc@t‘ly suhli "CSED.SES o ::aspans:.ble

applicants oo reasonahle te.‘r:m& wheno peoessary to fulfill heslth

and safety needd of the Fublic to the extent such ne_ac'is are oot

being reasonably mstisfisd by LJ.CE&SEE anﬂ its suhlicensaes.

This, LICENSE is subject to the lI‘.l:‘E'VDCablB, rnyalty—a.IEE

right of the Bovernment of the United Btates to practice and have

practiced this Ticensed  Invention th:mugh_cut the world by or on

behalf of the United States and by or on behalf of any foreign

intergoveroments)l or internatiopnal organization

ements of this ITCENSE |
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pursnant to any existing or future treaty or agresment with the

Goirarmnarit of the United States.

This LICENSE is sub eat to any l:.aenses in . fm:ce at the time
of the grant of thise I:IC'.E"L\IEE

¢

ARTICLE XTI
ﬁitigatioﬁ
J.:J_GEHSDR doss not hy enter:l.ng z.ntcx “this I:IC‘ENSE transfer the
nruparty wights in the Llaensed Invantlnn, nrmf:l.dad “hovever; that
during the pericd that this LICENSE iz a:ncl'ueive . LICEMSEE has the

Tight, of enforcesment of the ILicensed Patent, =t no cost ta the

Goveroment and without reguiring the Government to be a party to

the litigation, pursuant to the provisions of Chapter 23 of Titls -

or other statutes. LICENSEE shall pay
of the actnal recovery after
deduction of LICENSEE's livigation coste snd expenses.

IN WITNESS WHEREOF, the partiss hereto bave cansed this

exsceted Dby bheir dnly  anthorized
repressntatives.

UNTZTED STRTES OF LMERTCA
For the Becrstary of the Navy

METRTE SERVICES, IN

By
I
Title: CBO

Dats: . ?/Z{;é i

AT
. Havy -
Commanding 0fficer

vate: __0/[15/0Y
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FIRST AMENDMENT TO - : | o

EXCLUSIVE LICTNSE AGREEMENT
' BETWEEN
THE UNITED STATES OF AMERICA
AS FEPRESENTED BY THE SECRETARY OF THE NAVY

AND T R

METRIZ:SERVICES, INC.

. The Exclusive License Agresment exsemted o September 28, 2004, (hereinafier called
“LICENSE") between the United States of Ameriea, as represented by the Secretary af the Navy,
(hereinafier called “TICENSOR™), mmd Matgx Services, Inc., 2 corporation organized and
exigting under the laws ‘of the State of California, (hareinafier called “LICENSEE™) having an
address at 2 Petery Canyuon, Irvide, CA 926

06 is hiereby smended by mutuel apreement.,
WHEREAS, 11
clarified; and

CENSOR desires the' pregt of sublicensing rights o LICENSEE be

WHEREAS, LICENSEE desires the TICENSE be essigmed to fheir sucoessar i pazt

WHEREAS, LICENSEE desives the semoval of fhe

' mguirement that prodocts be
manfactred substantially in the United States: and ' <

WHEREAS, LICENSEE desires the Practical Application date be extended: and

WEHEREAS, LICENSEE desires the Htigation clanse be darified to include fhe right of
the LICENESEE to collect for past and fiture infringement; and

WHEREAS, LICENSOR. desires the

' litigation clanse be madifis=a o require LICEMSEE
ohtain LICENSOR’

s approval before enforcing the Ticensad Patewt;

. NOW, WHEREFORE, LICENSOR and LICENSEE agres to amend fhe LICENSE as fallows:

1. TheLICENSE shall be assigned to Natwor Signatores, TLC.

2. Articls ITI, paragvaph 1 shall now read:

LICENSEE agrees tn carry out the plan for development and merketing of & Licansed

Invention. submitted with LICENSEE's Application for License dated August 27, 2004 and
amended Saptermber 13, 2

004, to bring this Licensed Tnvention to PracHcal Agplication two (2)
years from date of exacution of the LICENSE end LICENSEE will, thereafter, camtinue io malee
the banefits of this Licensad Toventlon rensonehly socessible to the public for the Temamder of

3. Articls T0, paragraph 2 shall now read:

21 Deeembwr 2005

EXHIBITE @
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LICENSOR apgrees that producis ambnd}ﬂng this Licensed Invention or produc.ad through the
uss of & Licensed Tnvention for use or sals'by LICENSEE, its AFFILIATES or its sublicensess
in the United Statss do mot need 10 be mamufactored substanfially in the United States,
Motwithstanding the aboys, products embodying this Ticensed ¥ovention ar produced thmug;l

the use of &8 Licensed Invantmn for use or sele by LICENSEE, itz AFFILIATES ar L
sriblicensess cennot be mamfachired in any of the coumtries identified: (1) in the Treasury
Department Office of Foreign Assets Control schedrle in 31 CFR § 500.201; (2) in the State

~ Department Directorate of Defengse Trade Controls list in 22 CFR. § 126.1(a); or (3) op the

Treasury Department Office of Forelpn Assets Conofrol website for semctioosd counides
(htip:/fwww ireas. gov/nﬂiuaa/anfnrcsmaut/nfwsmcmnsf}

Aticle IV, pmagraph 1 shall now read:

I'.ICENSEE shall pay a royalty to LICENSOR. of fivee parcent (3%) of the Met Selling Price
for each Royslty-Bearing Product made, used, or sold by LICENSEE and its licensed .
AFFILIATES, LICENSEE shall pay LICENBOR. thizty percent (30%) of any consideration
received from a SUBLICENBER fir a sublicsnse sxoept in the cese of lifigation whars

LICENSEE shall pay TICENSOR thirty percent (30%) of the actusl recovery after dedustion
of LICENSEE' litigation costs and expepses as provided in Articls XI0. .

Article VI, sentence 1 shall nowread:

LICEMSEE agraes to submt ennual Teports on or befors March 1 of aauh calendar year

on its efforts to achisve Practical Application of the Licensed Invention by two (2) yeams from
date of execubon of the LICENGEE, with parficular reference to LICENSEE's plan for

for license.

davalnpmsnt and mnr_ls:ahng of the Licensed Invention submitied with LICENSEE's application

b.

—_—— e ‘.«I\Jku..-ll[l:ﬂsl:?ﬁ-:lﬁlm..,,_ —

Paymau’rs and reporis required under Artmla IV and communications and notices raqmrad
vnder Atticle XT shali now be saut to:

(@) o LICENSOR:

Office of Maval Research o S
{ffice of Corporate Counsel (ONR. BDCC)
. Ope Liberty Center .
875 North Randalph Strest
Ailingion, VA 22203.1595

with 2 copy o)
Heed, Technology Tronsfer Office
Naval Research Taboratory, Code 1004

4555 Overloolk Ave, SW
Washington, DC 20375-3320

S SN o |

2| Detamber 2003 -
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(b) if to TICENSEE:

Hazim Angar] - .
MNetwork Bignahmes, 11.C
14252 Culver Dr., 914

. ) ’ - 'ﬂ
Trvine, CA 92604 - :

7. Article KT shall now read;

LICENSOR does not by entering into this IICENSE fransfer the property rights o the
. Licensed Invention, providsd howsver, fhat duwring fhe pedod that this LICENSE is
‘exclusive, LICENSEE has flie right of enforeement of the Licensed Patent, at no cost to fhe
Government and without requiring the Govemment to be & party to the Titigation, porevant to
the provisions of Chapter 29 of Tifle 35, Tnited States Code, or other stainiss, LICENSEER
shall inform LICENSOR. of any action, legal or otherwise, it intends to tale wifh zespect to
the rights prior io isking such action. LICEMSOR has the right to ohject to such action
- within ten (10) days of receiving notification of such acfion. FLICENSOR. does not respond
‘within the ten (10) day period, LICENSOR shell be deemed to not object to the proposed
aotion. LICENSEE's right of enforcement expressly includes the right to collsct damages for
past snd fwire infringemnent of the Licensed Paient 1o the extent permissible under law.

LICENEEE shall pay LICENSCR thirly percent (30%) of the ot recovery after dedurtion
of LICENSEE's litigation costs.and expenses,

I WITNESS WHEREOF, the parties hersin have cansed fhis

ingirument i be executed "i:ry their
duly enthorized representstives. :

TUINITED ETATES OF AMERICA | METRX .SERVICEE'{ NC.
For the Secrstery of the Navy 1 ' Y /‘
3 y ' 22{ -

By a’:l#éjﬁ?h'ﬁxﬂ,,f(gjz ) [‘é?.‘/»w By: e
" DR GAHAGAW U . , HAZIM ANSART

Captain, U.S. Navy . Title: CEO

Commanding Officer . .

. . . ) z . LN

Date: £ FEfE o Date: AJA'@

WETWORK, SJ@4 TURES, LLC
By

& ir
T

Data: z,//‘?f/;/

b — () - 4 0 {628 11 5 £ P S, —
1[ Decembzr 2005
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ASFIGNMENT

. WHEREAS, Meiﬂfc Serviess, Iru;.. having o principal place af business in Tustin, Califotnin, owns an Exclusive
License to U5, Pgmgtﬂn. 5,511,133, entitled “intermediate Matwark Authentication™ and hos been gronted such Exclusive
License from the Uniled Slotes of Americy, as represented by the Secretry of the Mavy. (hereinafier “Exclusive License™);

) .AND WHEREA%, Natwnr}: Si'gnatures (hereinnfter "ABSIGNEE"), with its principn! plnce of business In Visty,
California, desires to ncquire the enire right, Hile, ond interest in ond to the ssid Exciusive License:

NOW, THE:‘.REFD.RE’._.‘ in considemtion of good nnd velusble considermtion, the receipt of whish is herehy
acknowledged, Melrix Bervx.n&s does hereby selmawledge that it fias sold, sssigned, {ransferred and set aver, and by these
presenis do hrm’:by 5‘511, Bssign, transfer and set over, unto the said ASSIGNEE, its succassars, tegal representatives and
assigns', the _amxre right; fifle, and interest fhroughont the warld in, to mnd wnder the said impravements, and the sald
Exclusive Litense and all provisional applications selating thereto, and all divistons, renewnls and cnntinuations or
cunﬁm_mtmns-m-pnrt ther,an’e’, and all Lietters Patent of the Wniled Stoges which may be granied thereon snd all reissues and
extensions thereof, ond all rights of priarity under Internationnl Conventions and applications for Letters Patent which may

har.en:fmr be filed for snid improvemants in any county or countries foreipn fo the United Stetes, and oll Letters Balent
which wmay be granted for said improvements in &

‘ : ny confbry or souniries foreign o the United States end sl extensions,
venewals and reissues therent,

AND Metrix Sewif:as tioes ha_reby covenarit and agree that it will communicate io the soid ASSIONEE, its
SUCCESEDFS, }c;nl wepresentatives and assigns, any fecly known to it respenting safd improvements, and testify in noy legal
proceeding, sign all lowlul papers, sxecute all divisional, santinuing and reissue opplications, make off rightfil dathe snd

generally do everything possible ko pid the gaid ABBIONEE, ifs sucoessars, J2gal rapresentatives and sssipns, to obldin end
enforee proper patent protection for said improvements in ol sountries, '

TN TESTIMOWY WHEREGF, Assignar intending to be lzgally bound has hereunla nifised his signature,

,“" ]
cl ;'/ is

s 3,
[ T ek}
ey Y
# S

i

This 14 day of Februery, 2006

Signatire of Hazim Ansar, CEC ofviafiix Services

v
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OEPARTMENT OF THE NAVY
MNavaL HESEARCH LABORATORY
4555 OVERLOOIC AVE 5W

WASHINGTON DO 20375-3320 M REFLY REFER TO

1004/620G
12 October 2006

Hazim Ansarl 4
Network Signatures, Tnc.
14252 Culver Dr., 914 -
Irvine, CA 92604

Re:  Network Signatnres® Ociober 6, 2006 demonstation of EasyCuﬁmamtTM at the
-Naval Research Laboratory (MR L) '
M. Ausar, "

Tha;zlc you for visifing NBL October 6% to demonsirete Network Signaturas’
EasyConnect™ C . .

 HBEL's tanhuicg] and legal persomnel who sttended fhe demonstetion have
considared Network Signatires® presentation and have determined that FasyConmect™

zelates 10 an embodiment of the invention. dlatmad in Unitad States Patent No, 5,511,122
(the 122 patent) entitled “Trtermediats Metworle Anthentication ™

Based on Networde Signenres’ demonstration, and shssnt any evidence fo fhs
contrary, NRL tekes the position fhat Network Signsiures has sucoessfully cardied out &
plen for development of the licsnsed invantion olatmed the 122 patant and has brought
an uvention as recited in the ‘122 patent to pracfical applicafion. So long as Natworl
Signatures makes BaryComment™ available 1o the public on reasondble teyms, NRT will

-agres fhat Networde Signabwes has' made fhe benefits of this fmvention reasonsbly:
accessible to the public, and tharsfore Metwork Signatures will be complhaot with the frst
paragragh of Articls 1T of fhe Bxclusive Licenss Apreement sxecutzd on September 28,
2004, and amended on Febroary 14, 2006 (Agresrment). WRI. requests, Network

Signatures k=ep NRL informed regavding its commercinfization snd marketing achvities
as part of the annual reporks Metwork Signatnres will submit under Athcls IV of e
A preement. : : )

I am also in receipt of your reguest that the Amendment to the Agresment be
revised o raflect that Netwode Signatwes is n Subchapter C corporation and mot &
Limited Lishility Company (LLC). 'With your permission, I will make o “pen and ini”
changs on the Amendment to 8o reflect the proper stahus of Networlc Hignaturss.

EXHIBITD (7
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If you have any furfher questions md/or comments, ‘please do mat hasitate 4o
contact the NRL Technology Transfer Offics, ' '

" Sincerely, -
Deirdrs Zammit
Technology Trensfer Office

(1% )



Case 8'8

[54]

- 175)
(73}

156)

United States Patent
Atldnson

9 A AGBNG, Rogument 1 Filed 02118/09
T

Fag 5 oL,
i

0o
ny  Patent Nwmber: 5,511,123
Apr, 73, 1996

{45 Date of Patent:

INTERMEDIATE NETWORK
AUTHENTICATION

Invemor Eandoll Atkinson, Annandate, Va.

Assignee: The Uniled Stotes of America as

represented by the Seerstory of the
Navy, Washington, D,C.

[21]
[21]
[513
a2y

581

Appl. No.: 254,087
Filed: Jun, 3, 1994

Yot CL.E Hi4K 1/8D
8. CL i 38/25; 380/33; 380/T1:

I80/30
Tield of Senrch .. 380/73, 25, 30,

3804, 48, 21

" References Cited

.S, PATENT DOCUMENTS

4438824  3/1984 Musler-Sehiner vem oo, 6023
4,865,827 10/1590 MicDonald . -
5,175,765 1311952 Ferhmon .

5204901 A093 Hershey arol, .

57204961 41993 Badow .

57241588 B/483 Bellovinetdl,,

S2EN5E3 /1894 Nokayamn ool e 395200
3371,794 121904 Tife ol il oeeemsmrssnmin. B0/
5415842 5M1985 Az 3R0/30

OTHER PUBLICATIONS
"Toudik, Cene, “Datagram Authenrication in Intamet Gare-

“ways: Implications of Fragmentation and Dynomic Rout--

ing ", TEEE Jouma! on Selecled Arens in Communications,
vol, 7, Na. 4, (viny, 1588), IEEE, NY, NY.

181, Transmistion Cootrol Proweol, RFC-783 Natwark
Information Center, (Sep., 1981).

Voydock, V. L md Kent, 8, T, “Securiy in High-Lavel
Nenvork Pratarols”, TEEE Communications, val. 23, No. 7
(hl, 1085). .

Rivest, ®. & Dusse, 8., “The MDS Message-Digesi Alap-
rithm,” RFC-132], DDN Metwork Informntion Center
CApr., 1952).

Cole, Reymond, I, et al,,-“Multitevel Secore Mived~Media

Commymnication Natworis," Procesdings of the 1989 IEEE,

Conference oo Military Communieatans (MILCOM *8D),

. IEEE, N.Y,, NY.

Clode, B. . nnd Wikson, *4 Comparison of Commercial and
Milllary Compuler Security Policias Praceedings of the
1887 IEEE Symposium oo Security & Privacy, TEER Com-
puier Bociery, Onldand, California (19873,

NBS, FIPS PUB 46, “Data Encryption Standard (DES),"
Nationa! Buceau of Stondards, U5, Deportment of Cor-
mere {an., 1977).

Schueier, B., “Applied Cryptograplty, Toha Wilsy & Sons,
ine., NY, NY (1994), p. 3.

Belinvin, Steven M., “Security Problems in the TCOP/AP
Pmiaenl Suile™ ACM, Computer Communications Review,
vl 18, Me. 2 (Apr, 1585), pp. 32-48.

Beflovin, Steven M., “Limitations of the Kerberas Aufken-

tication System", Praceedings of the Winter 1991 Usenix
Canference, Usenix Association, Beddey, CA (1991).
Kent, 8. T. & Limn, I,, Privacy Enhoseement for Intemet
Fleciropic Mail: Part 11-Ceriificar~hased Key Mannge-
ment, REC~1114, DDN Netwarle Information Center (Aug,,
1988},

Kent, 8. T. US DD Security Options for the Intecnst
Protacol, RFC-1108, DON tetwork Information Cen.

{List continped ;m' NEXT page,)

. Primary Examiner—David C. Caln

Kulizh

571 _ABSTRACT

An internetwosk suthentication method is provided forvar-
fying a sending host by o recsiving host or an intermediate
router or gutewny. The method compoizes the sweps of
ubtnining o network nddress and a public key of & receiving
bost; uiilizing the public key fom the seceiving host in
combination with a private key of the oripioating host o
generale a erypiogmophic signamre; temsmiting the signa-
Inre glang with duta thrangha first subnetwork in al lenst one
pocker; recriving ob lesst ane pocket 2t the teceiving hneg

Altgrney, Agénl, or Firm—Thomes E. M::Dnnnell; Daniel

ang the receiving host utilizing o privaie key of said receiv- -

ing host site and o public key of said originnidag hest -

verify soid crypmgmphic sipomure,

14 Cluims, 4 Drawicg Sheets

INE KiTit
TRANNLC

B T DUP RO SR

B3Ye D #:35

EXHIBIT E



- AG: i Page 36 of 54_Page |D #:36
Case 8 Q2 R R O R IR ™ Bociment 5 **fied 12/18%007 © Page 4% B3
85T
Page 2

OTHER PUBLICATIONS

" ier (Nov., 1951), N
Mockapetris, Paul, Domeln Nomes-Implementation an

Specifiention, RFC-1035, DDN Netwark Information Cea.

ter (Nov., 1987).
Nezdhnm, R M. and Schrosder, M. D., “Using Encrypiion

Security Protacnt”, Procgedings of 1987 NCSC Conference,
Ip. 158-151, ’ -

Nelson, Buih, “SDNS Servicar and Architecture", Proceed-
Ings of 1987 NCSC Confereone, pp. 153~157.

Lnmhert, Paul A., "Layer Wors: Protect the Internat with

Jor Authentication in Large Networks af Computers”, Con-
municatons of the ACM, vil. 21, No, 12 (Dec., 1978),
“Security Requirements far Cryptograplic Modules", Fed-
eral Information Processing Stondards Publication 140-1,
(Jam. 11, 1994), pp. 153, :

Brusstad, Deonis et al, "SP4 4 Transport Encopsulation

Neswork Layar Security”, Motorlg, Inc., Secure Telesnm-
munications,

Dinkel, Charles (Editor), “Secure Data Natwark System
(SDNS} Network, Transport, and Message Security Proto-

eols", U.5, Dept. of Commerce, Nat'l, Tnst, Stds., MISTIR
80-4250. .

s

Y

(3%



09-cv-00196-AG-RNB
Case & 0 R Y0 0 a2 A MO8

U.S. Patent

/oo~ REQUESTS

/8

HO STA

Apr. 23, 199§

Document 1

Filed 12/10

Sheet 1 of 4

\

HOSTA SENDS
ORIGINAL

‘—— PACKET OF

32| RECEIVES

| GREATES MuL-

DATA w/ ADD,

ADDRESS, l
DOMAIN MAME ‘
8YSTEM PRO- 2
VIDES ADDg

\ 4

HOST

. 14

RECEIVES f

ADDRESS,

%

5,511,122 .

TOWARDS HOSTy
VIA GATEWAY &2

EW IN SUBNET,

3

BW 1IN SUBNET
CREATES MULTIPLE
PACKETS OR FRAGMENTS

Py Py

PACKETS OR
FRAGMENTS

1 .
GW IN SUBNET,

TIPLE PACKETS

PRIOR ART
FIG. 7

/
g8y
OR FRAGMENTS | ™~ R /

B R R S R

HG STB

PACKETS OR

FRAGMENTS

X

HOSTg
ASSEMBLES

PACKETS OR |—

FRAGMENTS

A

HOST —

USES DATA

RECENES | &

Document 1 . Filed 02/18/09 Pa&%%? ofé%ez?goef !5% #:37




Case G0 BNIAGENE AR D

Fil
nt

§d 0248109/ fooe5,3° Ob3de RAYEAR #:38

- U.S. Patent Apr. 23, 199 éheet 2 of 4 535'11,122

PRIOR ART
FlG., 2

R
FaE )



i D #:39
‘09-C\i -AG- ocument 1  Filed 02/18/09 Page 39 of 54 Page |
 Cased gsé%%%?@(ﬁ%ﬁ?ﬂ%—l\%& Bocument 1 Filed 12/10/2607 Page 43°0f 53
U.S. Patent Apr. 23,1996 Sheet 3 of 4 5,511,122
o' | HOSTy REQUESTS .
| ADDRESS; AND : (/2'
PUBLIC KEYg r
DOMAIN NAME
SYSTEM PRO-
AND PUBLIC KEYg
HOST, RECEIVES )
14"~ ADDRESSg Anp | |HOST, PERFORMS HOST, SEMDS DATA,
PUBLIC KEYg ASYMMETRIC SIENATURE AND
: CRYPTOGRAPHIC ADDRESS [N ORIG-
ALGORITHM TO- INAL PACKET 70
. | GENERATE DIGITAL SUBNET,
88 | 3IBNATURE ‘
25} ' , &
P
28, = —Jow I suBneT, | /s 34
el ’
PACKETS BW N SUBNET
30 . 2
o OR FRAGMENTS | CREATES MUL -
: ‘ TIPLE PACKETS
‘ OR FRABMENTS
= GW IN SUBNETj
RECEIVES /
PACKETS OR ‘ \
> FRABMENTS 1T
5 Bt R
32 44}\4& 4§/ -_—",‘6]/
- -3 3 .
o2 5 |HOSTh RECEIVES
e _~{FACKETS OR
SECURITY FRABMENTS
| PROTOCOL e
INITIATED
L3 W 585 545
|HOSTR PERFORMS HOSTR ASSEM-
' AUTHENTICATION BLES PACKETS
8 USING DIGITAL OR FRABMENTS
' SIBNATURE
HOST g
USES 54
DATA

FIG. 3 .




" Case §:69°X-D0FIELMERAB-MbScunRaaumentifed 0Biesi08/ 1049870 dfaRe agieid #:40

.

U.S, Patent

Apr, 23, 1996 Sheet 4 of 4 5,511,122
/0| HOST, REQUESTS
ADDRESS g ' ' /2)
DOMAIN NAME SYSTEM
M PROVIDES ADDRESSg JEP
HOST, RECEWES
ADDRESS, HOST, PERFORMS HOST SENDS BATA,
ASYMMETRIC ADDRESS & SIGMA-
55| ALGORITHNM TO Ty
p— o e . _ .~ |GENERATE S5iG-~ PACK ETs o NAL
1[05 [ ,OJ ] NATURE SUBNET1
NTERMEDIATE | o o —d e ) :
|\ TR i [WTERMEDIATE] bz % ‘
| | PERFORMS 1N ! TROUTER FINTERMEDIATE GW IN SUBNETY
| lAUTHENT)CATIDN;.,_.i ASSEMBLES LiIROUTER RECEIVES CREATES PACKETS
|| JUSING siGNA- | {PACKETS OR {1|EACH FACKET OR OR FRAGMENTS |
|| C2RE ] (FRASMENTS [ irmasmEnT
o i .
} i i 08 {"" —= oo Pr] [P2| |Ps]
{INITIATE e '
J|SECURITY [ VER';'TEE’)- | ue
| PHO?OCOL e L.nf-"
[ -
114 | 18
[ [TRawswmir Jew us
| RETWoRy FRERENT | | gﬁgﬁ\gy mE_ N SUBNET,
AtCUUNTINGx i 1{ R RECEIVES PAC
ik LB !P:Za Fz TO —CEIVES PAC~ KETS OR FRAG-
IMEXT T, | | [KETS B TRAWS, MENTS
! IROUTE R I |TO SUBNET:
124 S ¥ 52 120 GW IN SUBNETZ
R . r [ CREATES MUL-
THOSTg PER- HOSTY HOSTg TIPLFEH Agtgha_"_rss
i FORMS AU~ ASSEMBLES || RECEIVES DR
[ THEMTICATION || PACKETS GR || PAGIEYS OR 22
{USING DIBITAL;  |FRAGMENTS| |FRAGMENTS -
SIENATUR |
T Pz
| /26 130 P
/‘ig ——— —'-—] 2
’VER!F!ED\ Y jCONDUCT HDSTg
>——=1 NETWORI
o~ HOST - mccoumms[ uses bama
T I
% e
S 2O el
rSECURITY || FlG. 4
| BROTOCL " | .

LINITIATED

|
——— e ]




Case B YN R TR NR AR K M58 dmert 87 OAHEE P 57 OFage E2GRE #41

5,511,122

1
INTERMEDIATE NETWORE
AUTHENTICATION

BACKGROUND OF THE INVENTION

The present invention rzlales generally to network secy- .

gty in o distributed network or ietween notworles, and more
particularly ta an internetwork mthenticotion method which
13 copoble of intermedints anthentication ms well as suthan-

tication of fragmenad data regardiess of the netwarl pro-
tocol.

Histarically, most neworking prolacols and archiicturss

have not inclded solid auliientication or confidentiality
mechanisma, The MIT Athcon prject hias heeg the axeap-
ton to this Tole with its development of the Kerberng
mnthentication system. This system is beginning to be imple-
menied at some sites and some workstation monfecmren
are considering implementing Kerberes in their standud Q8

relenses, but the overwhelming mojority of vetworked sies

have no nuthentication or confidentality mechaniems in
their networle architectores. The IS0 {Tntemationg Stog.
dorda Orgonization) OS! (Open Standosds Toterconnectiog
snite provides for confidentinlity services ia the upper Inyers
bul does nolrequire anthenticatinn of any of the lower lnyer

protgegls, These lawer layer protoenls bave a number of

gecurity prablems in promenls commeonly vsed in the jntse
net und have esrigin limitmtions inrinsic o (e Kerberns
protacals. The secorily issoes in the 150 OSLsnite sppesrip
hnve gotten Jass attzntion then in the Intemet guite berause
the Internel suite s more widely implementad at prasen.

Recantly, the Intemnet Enginsering Task Forze has begun
to incorpomaie authontiontion and confdentiality mechn.
misms in some prolocols, narably the Simple Netwark Man-
agement Protocol (refesred to s “SNMP") and Privacy
Enhnnced Mail. A feiv other reent protocol specifisations,
such s for the Border Guewny Prowcol (refered fo as
- “BGP") and Open Shoriest Path First fefemed o oos

“OBPF") routing protncals provide honks for authenticating
to be sdded later bit dn not define or mondme any renl
authentication mechmism. Tne BGE version 3 specificatinon
explicitly smres hat 1he definition of suthenlication mecha-
nismme other thea the default “an mthentication” option o
out of the scope of the specification. Similarly, the OSEF
version 2 specification asserts that "OSPF also provides for
the authentication of mufing updues, |, , . ™ when+in fact the
anly outhentication mechanisms spectficd are “on authenti-
cation” or “clearzst passward " Overdl, there 5 wo Rmdn-
mentnl sysiemic secnaity nrchileetre n the Internet protocol
snite ot proscat

Hallovin, in his ariicle zatiled “Security Problems in the
TCP/IP Prowocol Suie" ACM Computer Communications

Review, Val, 15,Nn. 2 (Apidl 1939, Bp. 3248 identifies that .

there ore security flaws in the TCPAP (Tronsmission Contol
Prowcoi/iniammet Pratocal) protocal subie hecanse hosts ely
on P sonme address for authentication and olso becouse
muling pratacols hive minimal to no mthentiention, The
Bellovin orticle 1u incorported herein by weference. Simi-
lorly, the ISO protocol hos nol peid sufSicient attaclion to

building scenrlty mechnnisms into the nerwarl, brapspori, or
rouling protocols.

Some proposed somputer seeurdty polisies, such os Clage-
‘Wilson, are nat prctical to implement using current netwark

2
" Comparison of Commercisl and Military Computer Security
Poligies," Procezdings of the 1987 IEEE Symposium oo
Srcurity & Peivany, [EEB Cormpner Sogiety, Onkland, Calif,
(1987}, which is insorporatsd herein by reference.

Aside from concerns about attacks, there i3 rocently much
inlerest in ‘Irsplementing policy-besed routing, netwardk
usuge accobating, nod netwarle nudlting, Mane of these muy
be dependably implemented udless the merwork protocal

headers may be suthenticated by routers as well as the end
‘hosts, X there i oo intermediste aothenrieation, then it i3
strnight forwnsd to spoof policy-hased ronting and (o cause
athers 1o pay for one's network fraffic. Without authentica-
tHon, anditing cannot yield meaningfol results, Itis clear that
netwark protocol header authenlication s assentinl forbath
existing and funie services.

Thus, there is 1 need for providing intermediate suthen-

* bcedog in petworddng. By being sble 1o suthenficne o

packel while in route, the poesthility of host mesquemding
tnd network stacks pre reduced. Additionaily, policy-based

10uting, network nsnge aceounting, snd metwark audiing
may he implemented,

SUMMARY OF THE INVENTION

It is therefore an object of the present invention 1o provide
1 suthentication method which will provide for bath inler
medtate authentication as well as host 1o host authentication
in o dutagram network thet permits fropmentation of data-

- gromis,

ltis n forrher obiect o provide an accurte methnd for

detzonining the network e gencrated by a pamicular
host. '

1t is yer anather ohject 1o provide o means for aocursely
hilling 2 hoat for its use of network tcaffic and Faciities.

1 i yel onather object 1o provide For detection of z
ton~valid hbst on o oetwork. ' :

It iz yet another ohject to improve uetwors relishilily os

“well o5 netwaork zecusity. :
" Itis yet another abject 1o provide anppodt for network
auditing, network tmffic counting, and policy Based routing,

In all of the above embodiments, it is an ohject i provide

un authentication aystem which utilizes an asymmelric key
system in the muhenticoton system.
* 1t 35 stl another object of the invention to provide o
mitheniication system ino which the first packet or datapram
frogment i3 dypomically souted while sl succeeding ket

 frgments or detngram fragments then Tollow the eswblished
.petht of the first paciet fepment or dotagram fragment

' According to one toad nspecl.of the praseat invention,
there i provided a method for network suthentication com-
prising the st=ps of: ohinaing 2 network address and o public
key for & meceiving host; utilizing the poblic key fom he
receiving host in combination with o privaee key fom the
sending host m penerate @ cryprogeephic signature; ians-
milting the signoture tlong with data Hhrough o frst subnet-
work in at lesst one packay; receiving ar Jeast ane packernt
the recsiving bosr and the receiving host uillizing v privale
Ty for snid receiving host site apd o public key for seid
sending host to verify said cryptographic signature,

According ta mnther broad aspect of the invention, thers

is provided 0 method for network authenticafion of fmap-

, mealed paclels comprising the steps of: requesting o nel-
pratocals, - which mely on doagmm fupmeamion, nless &

intermediale suthentication is provided. For o discusston of

work address for o receiving host from 2 subnelwark: name
system; wdlizing o private key from o sending hoal fo

such policies, see D. D. Clak and. D. R, Wilsom, “A

HENEriE A CTYpIOgTaphic signoture; iansmiting e signe-
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twe nlang with dln Lo n firsl subnetwork 4o ot leest one
packet, having 2 firat packet size which is dlFerent from that
of the transmitting host and therghy fmgmenling the original
packel into o least two packet. Fragments, the pucket fmg-
ments having o first packet fragment which s tansmitied 0]
& first avoilable intarmedinte gatewsy or router o the Grst
subnetwork, .md each subsequent Eragment of thot frst
packel fragment following the propress of the firl puckat
fragment through the first submetwark in 3 train-like Jushion;
reasaembling the frogmented peckers ol an inlermedinte
gateway or rowter; performing o verification of the CTypto-
graphic signohure on the mussembled pockat; relanmiting
the frgmented prciets thoonph the first subnetwork; reneiy-
ing ntleast one packet at the recelying host; and oiffizing
public leey for the sending host to verify the eryprogTaphic
signature. ) t

By being able to provide bath host to host suthentication
ns well as intermedinte sthenticntion, the poseibilities of
host masguersding and setwork. ohocks are teduced or
eliminnted, Additionally, policy-bosed Tonting, natwork
usage accounting, end network nudiling moy be imple-
mentad, . ’

Other ghjects and fettures of the present invention will be

apparent from the following dewded deseripting of the
preferred embodiment,

BRIEF DESCRIFTION OF THE DRAWINGS

The invention will be further desceibed in o
with the sccompanying deawings, in which:
FIE. 1is 2 flow chant illustrating 2 method uitized in el

omjunctng

. typicel or prior ot communicotions tomsnction betwesn

host, aud hosl, in which no nuthentication is ponducted in
o network which may employ frapmentarion of doegrams;
FIG. 2 is an excmplary netwark topogmphy of commi-

5,511,122

15

an

nications between host, and hoss, seconding to the prioram

FIG. 3 15 2 flow chor Minstrating o first preferred com-
munications tmnsaction hatween host, and hosty in which
end 1o epd aunthentication is conducted in 2 network which
may empioy fragmentalion of dotagrams; and .

FIG. 4 is u fiow churt fllustenting 1 second prefemed
communications Tansacion between host, and host; in
which both intermedinte ond end to end muthestiontion may

e condneted in o network which may employ fprenintion
of datagrams,

DETAILED DESCRIFTION OF THE
PREFERRED EMBODIMENT

With refercoce to the Figures, whorsin Hke wference
choraclers indicote Iike elements throughont the several
views and, in pardculnr, with reference to FIGS. 1lond 2, n
generic method of host 1o host enmmunication is Hlustmisd,
dn qeder to apprecinte the improvements assncioizd with the
tnvention disclnsed hersin, 2 detalicd description of the prior
appronch I nétwork eommunication is esaential,

In prior network communication spplicatians, & host,
geaesically miemed 16 15 host, or elemenl 60 will wigh to
enmmunicts wih o host, or elsment 83, Host, 60 moy be
in the same subnetwark or netwark: a9 host, 83 ar mziy bein
n fiflerent subnecwork or metwode Network, 82 s the
nerwork containing host, 60 aad netwark, 84 is the nenyork
containing host, 83, FIGS. 4 aod 2 Mlustrate the condition
where hnat, 60 mnd hiost, 83 nre in AFerent subnetworje.
When host, 60 wishes o communicnle with host, 53, hoat,,
&0 will oblnin the oddress ond kay of bost, 83 from @

45
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network name system via the networks ar from a configo-

" Tolion trible at hast; 60, This request is Nustrated by box 10

in FIG. 1. The network mame symem will provide the
nelwork address ofhoot, 83 10 host, &0 as ilustrated by box

12, Nexr, the neework nddress 5 received by host, 60, sen

box 14, Afeer recoiving the nddress, host, 60 bogins to
transmit datagrams or pockets townrds host, 83 via o ga-
way B2, see box 16, The physical comsunication protocnl
being nsed between hast, 60 and subnetwork, 82 will vary
with the particular type of host and oetwork. The shove
destribed methad is ane of severd] well known methads for
obtnining the network address af o host. .

" Subnewwork, 82, o iHustated by hox I8, will then
process data into packets which me Yink or subnetwork
specific. A stmdard protoeol which is wiilized is the TP, In
this protacdl, datapeams or pockess e formed from the dam
strenm. Pockets genemlly comprize o hender section, o data
gection and- a \milar secton. The specific relntionship
between these sections or the existence of these seclions are
protacol specific and thus will notbe discussed in any deril,
The dats mny be fmomented by the creation of packets for
subnenwork, 82 nnd thereby teke differznt routes throogh
submetwork, B2 townrds host, 83, For illestrative purposes,
thrae. peckels or fragmented packets, Py, P, and Py nre
illustmted, These pockers are moosmitted thmugh subnet-
worly, 82 by a conventionol transmission method. Each
pockel ar fagment may toke o dilferent mute through the
subnotwark s ilustrated by lincs 26, 25 and 30 whick
comeapand o the youtss of puckets P, B, and P, rspee-
tivaly. Thug, esch packel mny go through a different inler-
mediste mower &4, 66, 68 or 70 us ilustsated in FIG, 2.

U5, Pl No. 5,174,765 to Periman is exomplory of the

drawhucks of the prior art. Peddmnn discinses tn nuthenti-
cation system which utilizes g nsymumetric. kny system o
authenticate o datn pockel This systom utllizes a xobuat
broudensting technique and therefore “is nol copable of
pedormuing  intrmedine  fragmentotion or intermedince
sultientication for the reasons discussed ahove, Bath of these
capnbililics are imporisnt Tor proper netvork usoge acconnt-
mg. . - i :

‘Evennully, packets Py, P, and P, will nilpmte theongh
subnerwork, -§2 dong the doshed Tines in FIY, 2 1o o
confipuration mul shown, i host; B3 were located within
submetwark, 82, hosty 83 would receive the packets and
xepgsemble them to gain peeess 1o the doin contmined therat,
Hosly 83 wonld viilize this doto and will assume that the
sender, host, 61, is {he achral sender of the doto. Thus, there

-wauld not be any end to end or intermedinte autheatication

af the host or data, Jn this simodon, the dom would be
Tragmented only one tisme, i.e., doring the ereation of packets
P, F,and P, : ' _

In the configuration shown in FIG. 2, host, 83 is lacated
in o diRereat subnetwork, 84 (han subnetwark, 82, Packats
P\, Py and Py will be 1mnsmived from palewny 72 of

subneiwork; 82 to gusway 74 of subnetwark, 84. This step -

is thuairated in FIG. 1 s block 32. The link/subnetwark
protacels utilized in subneewnrk, 82 may difier fiom those
of subnetwaorls, 8d. In this situation, subnetwarks, 84 witl
crente additional pockets P, P;, P and P, zee black 34,
Four packets hove been used for illustrative purposes only
bul nay number of packets mny be generated by subnet-
wark, Bd, Sinee the link or subpetwork prowcols of sub-
network, 82 mnd suhnetwork, B4 may be different, the size
of the packets mny nlse he different. Thus, the adgionl data,
header ond tufler information aF eoch packet in subnetworl,
82 may now nppear in different packels in subnetwork, 54,
i.e, the information from pockel P, may now be'tomained
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between packets Py and Py, Thos, the dale has been fag-
mentzd for o second time, Packels Py, Py, Pg aod P, o

. ransmitred. through the inlermedinte ronrers 76 and 78 of

subpetworka 84 ulong the dosbed lines of subnetwork, ¢
and i a similar fashion to thet of subnetwosk, 82 shove, 5
There may be any number of intermedinte routers and those
used in FIG. 2 are for Mustraive proposes only. Lines 44,
46, 48 and 50 Hlustrale the wansodesion eaneept io EIG, 1.

In such o technigue, the abilfity w authenticar packels at
oo iotermediate patewny or router, such as rovter 76, i5 10
completely Jost since earh packet fmetdedt muy ke o
different roiste through snbmeiwork., 84. Additionally, since
the informalian contoined in pecket P, may be splil between
packets P, aud By, it is impnssible 10 assemble The infor-

mation of packet P & pn intecoediste patewny orronter, In 15

this situntion, the oripinal dntn is fngmmented two times, La,
once when packets Py, P, and Py are created nod oaee when
packets Py, By, Py and B, nre created.

Eventually, packats Py, Py, By ol Py will miprate through -
subnuewarky 84 nlong the dushed Fnes io FIG. 2. Hoat, 53 2
will reeive the poekers and repsscmble them 1o grin necess
to the data consined therein, ses blodks 52 furowph 56
Huosty, 83 will niilize this dotz ond will pssume thnt the
geader, host, 61, i the aetunl sender of the datn. Thus, there
isno od to end orintermedigte authenticetion of tha boscor =
dota, :

Several U.8. Potents Imve touched on the subjeet of
muthentication. For exnmple, 1.8, Pt Mo, 4,965,827 1o
MoDonntd diseloses an anthentiention mgarithm for veriy-
ing thot 2 message hes not bese cormapted or changed during
tmosmission. This methad ulifizes s symmateic eryplo-

W

B

 grophic ash fonclion which is only used for the antbenti-

cation of the data. In 4 symmetric key systesi, the same kay
is used for encryplion ond decryplion and does not provide
the prolection of an ssymmatric key system, The McDonod
system provides no means forauthenticating thar  porticuler
host hws ootually sent the data. This, 2 hogt may mosguerade
o5 2 vilid host and send invelid data over the notwork.
Additinpally, networ applications incloding intermediae 40
muthenficaion are nut deseribed by the McDannld patent. Ag

onotier example of 1 TLE. Paten! discossing anthentication,

T.5. PaL. No. 5,241,589 to Bellovin et ol discloses o key

menagement motecol which coxld be used aver 2 network:
which is not secore.

"The above description provides a basic nudemsinoding of
how dotn s transferred between host, 60 and host, 83, Now
we will uom to 12 new method of bost suthentication ps
Hustrated in FIGS. 3 and 4. FIG. 3 Mngrmtes o host 1o hast

(2]

5
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nuthentication method nod FIG. 4 ilvstrates 2 host o 50'

intecmedinte pateway or router authendcation methad, Like
reference numerals have heen vilized where there is ng
significant difference batween the invention ond the priorac.
Prmes shove the reference numerals have besn utilized
whe the elements are similar to the prior art but have 55
additionul fentures or modifications. Finaly, new reference
numents arc provided far new steps which are condueted,

Cryntographic Method

Belore a descriplion of the new methods mo provided, it
is necessary to describe current crypropmphic mechanisms,
Crypiopraphic mechanisms provide the ereatest assumnes
of the muthenticily of datr. Cryplogeaphic sysizms come in
two vadelies, symmelric kay and nsymmetde key. See, B, &
Schueler, “Applied Cryptogmaphy,” John Wiley & Sons, Inc.,
New York, MUY (1904), .3, which is incorporated herein by

&0
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reference. In o symmetric ley system, the same kay 18 used
for oncryption and decryption, When providing confidenti-
ality using on psymmebric system, each pirty has two keys,
one piblic ond one privare, and date is vsnally encrypted
using the render’s private key and the recipients public key.
When providing nuthentication using on tsymmelric system,
the datn and the keys are used io penerate u digical signntusz,
That signature is verlfied by the reciplent wsing the dom
teceived and the appropriale decryption keys,

Huost to Hogt Aubentication

Tuming now o FIG. 3, the steps involved In o new
melhod of host authentication are iMugomted . A host, geaed.
cilly yefereed to ng hosy, or element 60 will wish w
communicate with a hosty or element 83, Hosl, 83 moy be
in the snme qubnetwork or netwosk 82 65 bogt, 60 or may
be in & diffierent subnetwad or netwarl 84. FIGS. 1 and 2
illustmtes the condition where hast, 60 and hogt, B3 e in
different sibnetworks, 82 wud B4, respentively. When host
60 wishes to commnnicate with host, 83, host, 60 will
tequest the nddress-and public key of hoaty B3 from o
submetwork nome syatem. This reguest 33 {Hugtrared by bux
10" m FIG. 3. The public key request is impostant in this new
methad und its imporiance will be discussed in detail belpw,

Bubnecwork Name System

It i3 possible fo distribue the public keys g gll hoss and
users of the imemetwark, see Mockapetsis, Paul, Domain
Mames—Jmplementation and Specification, RFC-1035,
DDN Nerwark Informarion Cencer (Movember, 1987) which
i3 hereby incorpormed by reference. Pubilic keys foc hosts
are included in the nameservice datghase sod all nomeser
vice esponses are anhenticated, This means that all of host
public keys mre dishibuled in an authentiented masmer,
Numoe service seguests need not he anthenticazed or confi-
denlinl in the geners case. However, if the visibility of some
dnta iy the namenervics database is 10 be contmlled, then
authenficnted confideminl seguests would be required io
access onn-published detn and awhenficmied confidential
Tesponaes to swch rogpests would also be required. The
public keys for the root nomeservers shoutd be made readily
availehle, snch a5 by telephone and pesial mail, so th
system gdministaioes may have confidence in the suthen-
ticity af the root poblic ey, Otherwise, If the comect mal
public kay were uol widely kmown, on infruder wonld be
ensily ohie to masquernde as the leginmnte Dameserver,

Beeanse e nsec aod application level keys oo distributed
nsing mecharisms implemented in the local Bost, those keya
may be chunged sosily by the nser withont. much caneem far
the ey chenge being delayed in propagation 1o all of te
direcinry ar nefwork name service providers. Huost keeys ore
less ensily changad, but such changes should he.regulnrly
scheduled in order in limit damege from compromised leys,

Mudifications To Current Protozal

This section deseribed ndditons and changes to the Imer-
net Protoeo} suite 1o enable its use 1o distribnlz asymmetric
keys nnd to enable ils rasponses to be suthenticnted,

A new TYPE fisld is added to-the resource resords in the
Domsin Name System. This new field contoins o signed
nsymmetric host outhentication key to be used by hu_sts
attempring to authenticats netwosl paclears, Each hosl which
teansmits any nuthentienled frames must have this recard in
the Domain Mome System (referred 10 05 “DNEY) and the
value of the record must be coreetly ndvertised. The pro-

—“f
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posed nume of this new DNE recard type js HAK. The velue
of the HAK is represented s hexadecimyl numbers tsing
the digits 0 through 9 and ledlers A through F. The HAK
record's valve is the authentication key certificate naed far
thne host thal the HAE record s associated with. No HAK
records may exist that are not asaacisted with o specific hoat

All Subnetwork Name System responges from nareascy-
ers provide sutheatication. Al Subnetwork Name System
requests should provide outhentication. Hosts receiving an
unaulhenticated response should teke wate of the lnck of
anthenlicortion aed moy ipnore unowthenticnted responges if
required by the gecurity policy applicable to the subnetwork

of the recetving host or take nppropriste action, Hoste

Teceiving A response containing incoract anthentication datn
should discard the respanse withow processing it further,
To provide user osymmewic keys for encryption or
authcntication, it is supgesled that & new service, the Key
Informafon Protocol or IOP, be provided. Thin service
would aceept seqeeais for meer public keys and would
respond only if such informetion were avallobic, The “po
key exists for that ukcr and “that wser noc valid here” cages
would both cotse an “invalid request” 1 be sent back to the
requestar. All seaponses would vse TP opthenfication. The

Key Information Protacol would alo use the host's public

. enthentication key in the KIP xesponse to ensbile the repipi-

enk to authenticate the response, KIP should provide For
separate suthentication and confidentindity keys, Depending
on perceived need, KIP could even be exiended to nse' i
Needhom & Schroederlike mechonism to sel up and use
symmelric keys for some session with the two KIPa hap-
ding the key sat np secnrly (each on behalf of its loonl vser)
See, Needhom, R, M. and Schroeder, M, D, “Using Bneryp-
tion for Aulhentication in Lorge Molworks of Computers®,
Commuuications of the ACM, Val, 21, Mo. 12 [December

1978), pages BU3-998, which i incomporated herein by &

refecence. The use af the Needham & Schroedertype sym-
“uctrde key mechanism is less desimble than using nsye-
melric key technology hecause of the increased complexity.

When the KIP coneepl is implemented, & new Domain
Name System recard should be added that woold poin o the
name of the bost providing KIP servics for 2 host or
rubnerwork. ’

Tumning back 1o the steps in the hoat 10 host asthentication
melhod Musirated in FIG. 3, the subpetwork snme syslem
will provide eilher the name of the pameserver for the
subtetwork comteining the desired hostorthe public key and
eddeess of the desired host. A1l responzes wmild bo authan-
tiented using the public key of the namessrver ond mmy
unmuthentic responses wonld be discomed and {gnoced. It
might be valuable to audit all onanthentic msponses. This
procens would be repenter ps necesiary nnfil the reguesting
host received an authentic response conmining the public
icey and address of the desired other host. Tf the locally
trusied nomeserver uses caching of daw; response time
wanld be rezsonnble despite hoving muthentication, Using
focel numeservers and caching is o good implerentation
strawgy for aumeservies regardless of whether guthentics-
tion is used. This process of the subnetwork nome gerver
gelting and sending the addmss and pullic key in iHustated
by box 12, ' :

Az shown in box 14", the networl: nddress mod public key
information is next received by host, 60. At this point, bost,
60 uses on asymmetric coyplogmphic algorithm to ganerte
1 digitn! sigmature, see hox 86, As diseuesed furher below,
the public key of hest, 83 is used in combinotion with the
private key of bost, 68 o generate o dipiinl sipnatare..

8

Any:ﬁmelric Alpoithm
An psyrametric algorithm is ulilized to geoerate o dighal
signature, This myy be accormplished in severnl ways. The
first mothod io to utilize 2 well known tsymmetsic digodthm

snch os REA. See, U.S, Pat No. 4,405,829 to R. L, Rives|,
A, Shamir and L, M. Adleman, which is incorporated herein

- by reforence, A second method §5 o epcrypl the outpul of o

symrnelric cryptographic bosh funclion using an asymsoetric
encryption miporithm, A third method 48 to use o keyed
nsymmelric cryptographic hash wparithm, The gbove three
methoda hove been ntflized in the past.io provide spd-io-eod
application-iayer authendcation tul bove oot been used o
movide imermediare setwodk anthenticotion. There & o
gtgnificent difference berween nthenticating the nocuracy of
transmitted datn, ie. npplicatios-leyer authenticntion, mod
netwoik-layer anthentication, the suhject momer of this

application, For convenience, the output of the ssymmetric

igorithm will be referred 1o 85 o digital signamre,
Confidentinfity aod authentication oight nlso be sill into.
npplications nbove the tmanapost dnyer or into the transporl
Inyer itself. In some cnses, it mizht be desirable to also use
mechmisms bufls o the bpper Iayer protocal thee nee
independent of these perwork-loyer mechoniams. For
exnmple, the Secare SMNMP specificetioos build suthentico-
tion and gptional confidentiality mechanisrma ints the SNMP
appticotions. This spproach hos (he advantoge that o security
brench at 1 higher layer docs not pecesserily compromise the
security ol the network layer. However, secudty above Lhe
neiwodk layer does not provide autheniination or confiden-
tislity 1o all nerwork vsers ar spplications nnd is not &

general sppronch, For exomples of ranspori-loyer protosols, '

gee 18], Tronspart Conirol Proiocal, RFC-783 Matwork
Information Center (September, 1981) and I8, OSI Trans.
port Prowcol Specification, 18-8073, ISO (1986), both of
which are herehy incorporated by reference.

The next question is what will the asyrmmetric algarithm
be nsed on, L., the data, the header inforrmation or the entire
network protocol frame. It makes mor sense 1o zuthentisate
the entire network protacol frame then the header dota aloge.
The incrementsi cost of mstheniicaing the enlice fmme
instzad of just the hendersis nol significant and the incrensed
catropy and size of the authenticated information makes
many crypimonlytic sitecks om the anthentieation haxder,
while alsn ensuring the suthenticity of the doin. Belioviz, in
“Security Problems. in the TCP/IP Protocal Suite” {supm)
desceibed o number 6 atncks ar the trensport. fayer, such s
wsing TCP sequence minmber prediction 1o masquerade o5
sother host's condection. Even trustworthy hosis need 1o
isolute vaer comnections from one another end to ensure Yot

.0 0ser s capable of muosguemding ow onother user via

tetworking mechanisms, The shility to mavide cireuil-
oriented confidentinlity mechnanisms is also desimble. Mel-
ther TCP nior OS5I ksusporl protocal currently providey
either muthentication or confidentinlity mechanisms, which |
is the nren of this disciosure, pithough the U8, Government
hos published n stindard cofled SP4 thot adds yecurity to
TCP and an IS0 USI Transport Prameol.

_While it is possible to support transport nuthentication
using enlirely differsnt mechanisms than thage used io
provide network outhenticotion, it s desirable to devise =
commua sppeonch to authenteation so that the dverhend of
implementation s minimized nnd so that the difierent: ser-
vices inleprnie {npether nicely, Moreover, there isa poieatial
for deereased size in the trusted code required to Implement
the euthentication serviess, 1t is usunlly easier ta verify the
correctness and trustworihiness of smaller imounis of code
thart larger amounts of cade, ‘
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“Turning bogle to the steps in the host ta hnst authenticatinn
method Mustrated in FIG. 3, after parforming the nsymmei-
tic epcryplion, host, 60 bepins to transmit data, address ond
the digilnl signamre 1o subnetwaork, 82 via g patoway 62, se
box 16", The lnk/subnetwork commnication protucal being
usedl between host, 60 and subnetware; 82 may vary with
the periicular type of host and natwork and thus, the location
of the signnture mny vary,

Submelwork; 82, ps fumtrated by box 1B, will then
process date into packets or fagments which sre selwork or
submetwork specific, For illnsirative purposes, tiree packes
or, F,, P, nud Py nee Musialed. Packers generally comprise
a header gection, o dum seclion and & tailer section. The
specific relatinnship between these sections ar the existencs
of these secfions are protocol specific aud thoe will oot be
dizoussed in pny detnil. The lncarion of fhe signenwe may he

 inany of the ahove idensified paciet sections, These prekers
are transmitted through subnetwark, 82 by a conventional
transmission methad, The packets may alsn be routed as will
be disenssed in relalion i the ftenpedice authenfcakon

method, below. Each packet or fragment may tale a differen: e

moute farough the actwork a5 Qiostraed by nes 26, 28 and
30 which comrespond tn the mutes of gackers F,, B, wid By,
respeclively. Thus, esch pocket may go thraugh & different
intermediate youter 64, 65, 68 ar 70 as lostmeed in FIG. 2,
An imermediate router s any devies which rontes packes
between any two communicalion davices, A gatewny is an
interenedinre souwer which eomnects two subnetwarks, Thers-
fore, the terms may be used inerchangeably thronghout the
detailed description. ) ,
Eventually, packets Py, Py and By will migrate throngh
subnatwork, 82 giong the daghad fines in FIG. 2 1a oy
architecmre nat shown, in which hosty, 83 is Tocated within

submetwork, 82, then hosi, B3 -will receive the packets or
Fragments ond remsernble them to gain soeess (o e dot 3

and signature contuined thersin, Host, 83 will utiize o
eorrespanding nsymmetsic slgorilhun o decode or verify the
siguoture god thereby virdfy thn aathemicity of host, 60.
This is accomplished by uiflizing the public key of host, £0
in combination with. the private key of hugly 83, see the
discussion au egeryplion shove, '

IF hosty & iz jocated in apother subnetwork 84, ss
iustrated in FIG. 2, then packets Py, F, ond Py will be
rransmitted fom gateway 72 of subnetwork, 82 o pateway
74 aof submetwork, 84. This slep is Divsteed in FIG. 3 o
block 32, The linlusubnetwodk. provacols utilized in subnet-

- work; 82 moy differ fom that of submetwark, 84. In thiz
situntion, subnetwork, 84 will crewe additions] poclests or
Fragments Py, Ps, Py and P, e block 34, Fowr puckets have
been used for flustrutive purposes ooly ond any number of
packetn moy be penerated by sobnetwark, 84, Since the

pratocols of subnetwork, 82 and subnetworl; 84 may be'

differeat, the size of the paclets may oo be diferzoL Thug,

the original signawre, dam, header and rafier informotion of

each pucket in subnetwark, 82 may now appenr in diferent
packets in subnelwark, 84, Le., the informntion from preket
P, winy now be contained hetween packels P, and Py, Az
sinted above, pockels P, Pg, Py md P, wre tmosmined
thraugh the intzrmediate maters 76 ond 73 of subnerwotk,

B4 along the doshed lines of subnetwaorls, 84 and i 1 similar &

fashion o (hat of subuetwark, B2 sbove, Optionally, the
peclets muy be toansmitted in a mancer similar 1o thot
expluined for the intermediste nutheatication methad helow,
There may be any number of intermediate ronters ang links

between Touters and those used in FIG, 2 wre for ilustmlive &5

purposes only, Lines 44, 4, 48 and 50 illustrace the generat
transmission concept in FIG. 3. '
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The ebflity to mthenticate packets at an intermedinte
Bulsway or Touter, such ps router 76, is not 2 coneem in o

. haost o bost anthentication method,

Eventually, pagkets P, Py, Pg and P, will migrmta theough
subnetwaorle, 84 slong the dushed liges in FIG. 2. Hosty 83
will roceive the poclets and reassemble them (o pain access
to the signamre data contnined therein, see blacky 52 and 54,
Husty 53 will wiilize o comesponding nsymmetric olgortium
10 decade or verfy the signature and thereby verify the
authenticity of host, ses block 8BS, This is scromplished by
uttlizing the pablic key of host, 66 in combination with the
povate key of hosl, 83, see (he discussion on cryplogvaphic
alparithms nbove. IFhast is suthentic, theo the dats will be
utilized by hoat, 83, Otherwise, = secaity protosal mey be
initiored o notify » networe nicinl of . potential secuity
problem, see blocd B2,

Intermedine Authentication

Turming now {0 FIG. 4, 1 method forinmrmediate autheg-
tication is lnstrated. This method i5 very similar i tat of
the fost to haost authentieation as descabed above. There-

fore, ooly the diferences berween the two racthods wiil be
discussed in dewi,

In order to permit any inlermediate netwark getaway ar
router o authenticnls the contents of the network frame, the
public key for esch hoat is published nd the privae kay is
kept privawe by tint host The sending host, 60 uses its
public encryption key plus the daw 1n pepersts o crypis-
grophic signohwe whith is embedded in the poclest, see
block 96, In this methed, fhe public key of hosl, 83 s oot
tequested or utilized in my maaner.

Networle frames are freguenily frapmented into smaller
frames thar will At within the siz= limitation af the protocols
in and undemesth the link or sybnecwork Inyer Thug, the
ariginnl frmmes may be fagmemed, Le. packets By, P ond
P, moy be different in size than the ones originally tans-
mined by host, 60 io subnetwoik, 82. In most cnses
cirrently, resseembly only orcurs ar the destination node and
has drawhagls with respect to performonee degradation -

- mmynciated with prckel fagment remssemhly. Iniermediae

nodes, sich BS rowlers or gatewnys, need ool pay _Lha
reassemily cost noless ey wish 1o perfons intermedine
authenticntion. Note that the originnl oetwark packets may
still be rouied mdependently aod dynamically and thus this
new fechuigue is sill very Hexible, When the puckels
wigmate from one suhgetwork Lo anothier, e packals may be
remssembled into the originnl packets and thea be iransmit-
ted u the omgingl packets, theveby nvoiding addilions
frogmentnton and sllowing for dynemic muling aof the
originn} packas in the current subnetwark. _

These pacleet fragmens ars introduced (o suynenwurkl B2
a8 described sbove, The fragments are traosmilied eough
subnelwork; B2 in a very diffcrent manaer. T’{le first frag-
ment of each original packet to be wansmined is sent (o the
first nvailnble intcemediale youter in a conventianal fashion.

.Each subsequent frogment of the adgingl packet will then

follaw the same roote o8 the fvsl Gmgment through subnet-
wark, B2. This method is significantly differeal than the
rransmission scheme which is wiilizad in the prior art. Thus,
the poclet fragmenis form & train thmugh subnetworls, 82 os
illustrated in FIG, 4 by point B8 and fine 100, Each cmgmz_ﬂ
puckel is ronted conventinpally urdess the arigingl paciket is
fragmenter, In the cose when the pockeat is frapmenied, each

pocket frapmemt will traverse the some roue B5 1S Fu;t
fragmenL. :

218109, PAge 45 G154 PageD #45
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At this stoge, the intermediale romter may decide to
aulhentizate the paeket fragment information, The decision
on when and how often (o nuthenticate will be 2 policy
decision and will vory hetwesn snbnetworks, 10 the inter-
medinie router does perform nuthentication, then the inter-
mediate router Wil assemble the packet frogments P,, P, and
P, ee doshed box 104, This atep in necesswry sinee the
original packets have been fmgmented, Le. pockels Py, P,
and P mre dilferent in gize thau the anes originally trans-
mitred by host, 60 to subnetwork, 82, Then the intermedinte
router reads the rmossembled prckel lo determine the send-
er's idewtity and attempis to confiem that (he clnimed send-
er's publighed poblic key produces the corect rasults when
applied m the embedded dipita] signature, see doahed huxss
106 and 102. I lhere is o correct resulr fom Lhe nsynchro-
nous slgorithm, then ths sender and the dafs nre uthentic,
Orherwise, the sender or some parl of fhe datn is not
anthentic, This permim policy-based rowtlng nod wpge.
board accounting o be dependably mplemented a5 ifins-
trated io dashed bor I12. Finolly, the intermeadiste router
transmils the reassembled packet to the nexr romter or
gltewny, postibly rofagmenting ihe packet if necegsary, ses
fashed box 134, The nhove process may be repested by eoch
intermediaw rouler or galewny and is fiustmted by dashed

" bilock 116, Nole thet the reessembled pacicets may skil be
routed independently ond dymamicolly and go the pew
technigue retains fiexibility.

The packel fragments are eventunlly reeived by abnet-
wark, 84 08 described nbove. As atated previously, there
may be n second fmgmentation problem which may ocewr
when packets P, By, P, ond P, are formed. One sust have
the enlire orpginol natwork fame intoet in arder to ntiempt.
to authenticate it. Network frames arz frequently Gagmented
imwo smaller fromes that will fit within the size Timitation of
the protocols inand undemeath the link or subnetwerk layer
as {lingtmted by packets By, Py, Py and P, This means ther
alench point where o router ar gateway wishes 1o aliemplio
suthenticate the netwnrle paeket, it must repszemble all aFthe

-componests of the odgingl network pooket first It algo
meoss thit i any intermedinte uter or gateway does mot
‘rengszmbie the original frame before rmsending or sesending

L
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different fragments of a given network paclet aver different

Tautes, thot inlermediate tonters or puieways downsteam

from that gatewny ormouter will be ueable o putheaticate the
Sapmented network packots,

In smost coses cumently, reossembly only oo =l the

destination node. Inmomediate nodes, such as rootews or
gitewnys, o nol cugently pay this cosl Repssembly and
potenticl subsequent refrapmentation will impnir sofcware
performence when the link nod physical protacols ey very
amall amounts of don in each lower Izvel fratme, This
imposition muy be reduced by wiliziog npproprinte hord-

ware, Commerzially availoble muters commonly have such
hardware, '

Any gureway or rouler in subnetwork, 84 is capoble of

intermedinte suthentication by executing the steps illuswated
in doshed block 136, '

Evenmunlly, packets P, Fy, P and P, will miprmie through
subnetwark, &4 olong the dashed Hues in FI1G. 2, Hpsty 83
will receive the packets and rensgemble them (o gain aceess
to the signaturs dats contained therein, see hlocks 82 and 54.
. Hosly 83 will uiilize o corresponding asymmetric nlporithm

to decode or verify the signntnee and therehy vedly the
authenticity of hoat,, see bincle 324. This is nccomplishad by
utilizing ihe public key af host, &0, sze the discussion on
encryption nbove, If host, is anthentle, then netwark
acconnting will toke pluce and the dats’ will be uilized by

]
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bost, 83, see blocks 130 and 56. Otherwise, o securily
protocal may be initieed o notify o network official of
potentnl secucily problem, see block 128,

Proposed Prolecal Muodificalions

This section descrbes proposed changes to prowcols ko
uiifize the dbove described method. For example, 3 authen-
tcalion modes arz illustrated 3o FIGS. 1, 3 mnd 4. Other
authentieation modes ore posstble with this scheme. One is
the degenerate casc of no guthenticalion and twe ackdly
provide some anthentieatlon. The existence of theno authen-
lication cnse pecrndts bosts or netwarks not interested in the
offered security prmoperiies to go without them ond nol have
to pay for whar they do not seck to wse. The frst seal
authentication mode suggested wonld nae the MI3 digital
signnture wlporithn appiied scross the heoder of the net
work-layer frame and ther encnded nsing, previosly egreed
upon DES sneryption key using the chained block mode of
DES. See, Rivest, R. & Dussg, 8., “The MD3 Message-
Digest Algarithm,” RFC-1321, DDN Netwaorlk: Information
Center (April, 1952); NBS, FIPS PUR 46, “Dnta Encryplion
Stondard (DES)," Nationad Boresw ol Stondards, 0.5,
Depariment of Commeree (Jantry, 1877). The second resl
anthentication mode would use the MD5 digest algorithm
Tuving been applied across the entire netwark-layer fmmne
(exclusive of the muhentiention information ficld) end then
have that encoded wsing RSA encryption.

Additiona] Benefils

Another critical service that needs authenticotion f4 the
netwodk name service, IF an mouder may masguerade os the

age.Ip

logitimate nameservice provider, he mey cosse deaful-of -

service altocles, moy modify dte in ransil, ond moy mke
other atiacks on users of the internctworle, IF however, the

nasmeservice were muthenticated, thess attacks would ot be

possible,

Addirtonally, this suthentication archirecmrz conld be
used 1o implement the Clork-Wilson commercial secarity
policy over o oetwork or ineroeiworke. To support Clack-
Wilson, authenication of users renl identities is essentisl, In
ihe opproach suggested here, the hosts would be autheati-
cated 1o ench other md could provide nser matheaticarion
keys or such keys could be placed in & centrdl directory
service with its reyponses being muthenticated, Full protec-
fion fom host movquerading and petwork tefic contnl
policies could be ensily enforced. Since the Clask-Wilson
polioy is more concemed with inteprity then confidentintity,
this might be suificien; Jor 8 commereto! firm or educational
insfiluiion, Confidestiality could epsily be ndded at the
irinsport layer or ohove iF it were needed and: peed nol
degrade performance for opplientions or users thet. dida™t

-meed it .

With o few extensions the nppronch outlined here could
uso sapport a muolt-level security ‘policy using elther o
gink architecturs” or n “red/black architecture®. “Pink
srehitaemre" ond “red/hlock mchitecture” ore described in
Cole, Raymond, Jr etal , “Mullilevel Secure Mixed-Medin
Communicntion Netwarks,” Proceedings of the 1989 TEEE
Conferenee on Military Communications (MILCOM 'ES),
IEEE, Mew York, N.Y, For cxampte, there might be encryp-
{inn of nser datn immedintely ahove the Lmnspart layer or the
Iranapot Jayer iself rhight be enerypted. Either nsymmertie
ar symmetric keys conld be used, though use of the otter
would complicate ksy mansgement. Becauss the netwark
lnyer is fully nuthenticated, the receiving host, may be
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confident of whete the transmission originated. Also, val-
nerability to cernin kinds of dental or service otncka may be
significantly meduced by precluding the atincks dsscdbed
endier. Tge of the link sncryplion below the network loyer
io migimize the effectiveness of faffic snnlysts remains 5

fensible and i8 unnffected by netwaork loyer or higher mecho-
nigms such os these,

It appenrs fensible lo jmplem=nt the required changes
the existing protocols in 2 way that would remin interaper-
ability wilh older versions. Moreover, this orchilechne 0
sorles micely io lorge inlemelworks such as the cuoent
Internet: There mre o mumber of hurdware implementations
of DES pvailable slresdy and it is feasible to implement
tigital signubere nlgorithms and naymmetric ey cryptopre-
phy in hordwore B3 well. If these were integsoted into ¢ 15
chipset, ‘the cosl of authesfication wonld be minimized
Moregver, bosta that do nor wish 1o nse authentiention do not
have to. Only the raot nameseryers and hosts wishing o nee
eothentication services need pay for its implementation costy
nod overhead. )

Although the present invention hns been fully deseribed in
connection with the prefened embodiment themef with
raferance to the accompenying dmwisgs, it is to be noted
Lhol various ehenges ad modifications ace apporent to those
sldiled in the ar. Such changes and muadificationy ar w he' 2
understood, ot included within the acope of the present

invention os defined by the appended claims, unless thay
depart themfrom. .

What is clnimed in:
1. A mothod for outhenticating en arigivnting host or o 30
teceiving host, snid method comprising the steps of
{z) obtaiting o network address and o public key of said -
receivisg hiost
(1) wtilizing soid public key frorm snid receiviap hosl in
" combinntion with o private key from said sending host
D gonerdie o crypoEmphic signntnce;
{c) tronsmining seid cryplographic sigonture slong with
tints through o firt subnerwork in 8r feast one packer;
{d).7eceiving said ot loast ome pocket ot sid receiving 40
h“ 51'. ﬂnd' - ! "
(&) snid veceiving hest niifizing a privals key of seid
receiving host and & public key of said odginating hest
o verify said cryptopraphic signntore,
2. The method recited i claim 1 wherein an ssymmaide 49
algorithm = vsed 1o peneraie seid eryptogrophic sigmame.
3, The method recited in claim 2 wherein said esymmetic
olgorithm is an REA digital signature alporithm,
4. A method for authentication of an ariginnting host e
receiving host site ond mme or more intemmedinte ronters, sgid
method comprising the atepn of o

(n) obmining o newwork: address for said tm:aiviﬁg bast;

(b) milizing 2 private key from snid ariginoing kosl 1o
genecniz o cryptographle sipnoture; '

(c) imnamitiing ool eryptographic signature along with
tow throngh o st subnetworle in ot least one pocker,
hoving p first pocket sine: )

{d) receiving soid ol lesst one peolel ol snid seceiving
host; and :

th
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(¢) eaid receiving host vtilizing a public key of soid
originating hoat to verify snid cryplographic signalure,

5, The methnd recited in cloim 4 wheroln snid pogieots are

authenticated ot on intermediate touter by ullliziog o public -

key of said odginating host to verfy anid cryprographic
signamre,

6. The methnd recited in cloim 4 wherein an asymmetric
alporithm is used to generntr grid eryplagraphic signature,

7, The method recited in cloim 6 whernin suid asymmetric
lgorition in on RSA digitnl sipnature olgodihm.

f. A mathod for authentication of an otiginnting host ot
receiving hioatsite nod soe or more intermedinte roulers, said
method comprisiug the steps of
() oittaining o networl nddress for said recelying hoat
(b) utifizing o private key from- said odginating host to

generate o cryptogrophic sipootmr; .

(c) trénzmiting smd crypmopmphic spoatue elong with
dara throngh two or mose subpetworks in at Jeast one
pachet having o first packet size, whe the packet is

tramsit front suid uriginoting host to said receiving host
{8} receiving said at leost one poclet ar smid receiving
hast; and )
(&) said receivinp host utilizing b public ley of suid
orginating host o verify seid cryplogmphic siganre,
8, The method recited in claim 8 whersin said transmitting
gtep is condncted by tmansmiking o frst fragmented packot
of said firsr subpetwork packers m 2 first available inteome-
diate vouter, and each subsenuant fragmented packet of said
firal subuocwarlk packers following the progeoss of soid Rrst
frapmenied pocket throngh snid second submetwark in Licain
Tikes fashing,

.. 10, The method reched in cloim 4, wherin snid at least
one packet heving o frsl packet size iz Fagmented and
thersby lorming ot lepst two Fogmented pocket, snid fag-
meped packes having 2 first fragmented packet which is
transmitted o g fist ovailable intermedinte rovtar tn said

first subnetwnrk, and ench snbsequent frogmented pocket

following the wopmss of said Arat fapmented packet
thvough said first subnetwork: in o train lke foshion.

¢ 13. The method rerited in claim 9 whereln snid packet
Fagments are nuthenticated at an intenmedinte router by fzst
pssembling saifl pocke! fragments and thee utilizing 2 public
ey of scid orginnting hust o verify said eryptographic
sipnalure, - : )

12. Tie method reied in clais 18 whersin said paclat
Fragments ore autheticated st an infermedinwe ouer by Grst
nssembling said packet fmpments and then mtilizing 2 public
Yoy of snid adgioating bost w vedfy soid cryptographic
signahe. : v .

"13, The methnd recited in claim 1 wherein said racui\_ring
hosr, ntilizing 2 public key of said ariginating host, verifies
thnt snid dutn fins bemn sent by said sending host by vilizing
snid crypoprmphic sigootmre. ©o

14, The method recited In claim 4 wherein said reced Yiﬂg
host, utlizing @ public key of said originating hosl, verifics
that suid datn hns beon-sent by said originating host by

_utilizing paid cryplagraphic signature.

.®m oo F R =
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY

This case has been assigned to District Judge Andrew Guilford and the assigned
discovery Magistrate Judge is Robert N. Block.

The case number on all documents filed with the Court should read as follows:

SACV09- 196 AG (RNBx)

Pursuant to General Order 05-07 of the United States District Court for the Central

District of California, the Magistrate Judge has been designated to hear discovery related
motions.

All discovery related motions should be noticed on the calendar of the Magistrate Judge

NOTICE TO COUNSEL

A copy of this notice must be served with the summons and complaint on all defendants (if a removal action is
filed, a copy of this notice must be served on all plaintiffs).

Subsequent documents must be filed at the following location:

[ ] Western Division [X] Southern Division Eastern Division
312 N. Spring St., Rm. G-8 411 West Fourth St., Rm. 1-053 3470 Twelfth St.,, Rm. 134
Los Angeles, CA 90012 Santa Ana, CA 92701-4516 Riverside, CA 92501

Failure to file at the proper location will result in your documents being returned to you.

CV-18 (03/06) NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY
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Peter R. Afrasiabi (Bar No. 193336)

Christopher W. Arledge (Bar No. 200767)

Turner Green Afrasiabi & Arledge LLP

535 Anton Blvd., Ste. 850, Costa Mesa, CA 92626

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

Network Signatures, Inc., CASE NUMBER

PLAINTIFF(S) SACV09-196 AG (RNBx)

V.
Ford Motor Company, a Delaware corporation,

SUMMONS
DEFENDANT(S).

TO: THE ABOVE-NAMED DEFENDANT(S):

YOU ARE HEREBY SUMMONED and required to file with this court and serve upon plaintiff"s attorney
Peter R. Afrasiabi , whose address is:

Turner Green Afrasiabi & Arledge LLP
535 Anton Blvd., Ste. 850, Costa Mesa, CA 92626

an answer to the (Xl complaint [] amended complaint [ counterclaim LI cross-claim
which is herewith served upon you within __20 _ days after service of this Summons upon you, exclusive

of the day of service. If you fail to do so, judgement by default will be taken against you for the relief
demanded in the complaint.

Clerk, U.S. District Court

: FEB 18 A
Dated: _i 18 2, By: DI E  EhAR é'W*ﬁ L

¥

Deputy Clerk

(Seal of the Court)

CV-01A (01/01) ) SUMMONS
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UNITED STATES DISTRICT COURT, CENTRAL DISTRICT OF CALIFORNIA
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Network Signatures, Inc.

Orange County

I (a) PLAINTIFFS (Check box if you are representing yourself 0J)

(b) County of Residence of First Listed Plaintiff (Except in U.S. Plaintiff Cases):

DEFENDANTS
Ford Motor Company

County of Residence of First Listed Defendant (In U.S. Plaintifl Cases Only):
Wayne County

yourself, provide same.)

(c) Attorneys (Firm Name, Address and Telephone Number. [ you are representing

Peter R, Afrasiabi (Bar No. 193336)
Christopher W. Arledge (Bar No. 200767)
Turner Green Afrasiabi & Arledge, LLP

535 Anton Blvd.,, Ste. 850, Costa Mesa, CA 92626 (714) 434-8750

Attorneys (If Known)

[3J 1 U.S. Government Plaintiff

O 2 U.S. Government Defendant .

1. BASIS OF JURISDICTION (Place an X in one box only.)

O 3 Federal Question (U.S.

[0 4 Diversity (Indicate Citizenship

Government Not a Party)

of Parties in Item IIT)

(Place an X in one box for plaintiff and one for defendant.)

Citizen of This State

Citizen of Another State

PTF
Ot

02

Citizen or Subjéct of a Foreign Country 03

DEF
01

g2

as

Incorporated or Principal Place

H1. CITIZENSHIP OF PRINCIPAL PARTIES - For Diversity Cases Only

of Business in this State

of Business in Another State

PTF DEF

™4 04
Incorporated and Principal Place O 5 5

06 O6

Foreign Nation

State Court

IV. ORIGIN (Place an X in one box only.)

®1 Original
Proceeding

02 Removed from [ 3 Remanded from [14 Reinstated or
Reopened

Appellate Court

[0 5 Transferred from another district (specify):

06 Multi- 07 Appeal to District
District Judge from
Litigation Magistrate Judge

CLASS ACTION under F.R.C.P. 23: [0 Yes

®'No

V. REQUESTED IN COMPLAINT: JURY DEMAND: ®Yes [INo (Check ‘Yes’ only if demanded in complaint.)

®MONEY DEMANDED IN COMPLAINT: §_Proven at trial

Patent Infringement. Permanent Injunction and Damages

VI. CAUSE OF ACTION (Cite the U.S. Civil Statute under which you are filing and write a brief statement of cause. Do not cite jurisdictional statutes unless diversity.)

VII. NATURE OF SUIT (Place an X in one box only.)

ﬁ 400 State Reappo{'t\onment )

[0 460 Deportation
0470 Racketeer Influenced

0 480 Consumer Credit
3490 Cable/Sat TV
{0810 Selective Service

w;m; pass

THERSTA

0410 Antitrust 0120
[J 430 Banks and Banking 0130
0450 Commerce/ICC 0 140

Rates/etc. 0150

and Corrupt
Organizations 151

152

Insurance

Marine

Miller Act 1315
Negotiable Instrument
Recovery of 0320
Overpayment &

Enforcement of 1330
Judgment

Medicare Act 0340
Recovery of Defaulted |0 345
Student Loan (Excl.

Veterans) 350

Airplane Product {0 370
Liability 0371
Assault, Libel & |O3so
Slander

Fed. Employers’ |03 385
Liability

Marine

Marine Product  {[]422
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Motor Vehicle 1423

Other Frand
Truth in Lending
Other Personal
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" Appeal 28 USC -

158
Withdrawal 28

1530
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D 555.&,
H50)

fa
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0535

Motxom to
Vacate Sentence
Habeas Corpus
General
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Mandamus/
Other

Civil Rights
Prison Condition

Standar
Act

0720 Labor/Mgmt.
Relations

0730 Labor/Mgmt.
Reporting &
Disclosure Act

3 740 Railway Labor Act

0 790 Other Labor
Litigation

791 Empl. Ret. Inc.

[ 850 Securities/fCommodities [[J 153 Recovery of [3 355 Motor Vehicle USC 157 Agriculture
/Exchange Overpayment of Product Liability ¢ 3620 Other Food & | pyrig
[1875 Customer Challenge 12 Veteran’s Benefits 3360 Other Personal Voting Drug w830 Patent
USC 3410 00160 Stockholders’ Suits Injury 0 442 Employment O 625 Drug Related o 840. Trademark
[J 890 Other Statutory Actions {00 190 Other Contract {0 362 Personal Injury-  |CJ 443 Housing/Acco- Seizure of TSOCIRTRES
{1891 Agricultural Act O 195 Contract Product Med Malpractice mmodations Property 21 USC HIA ( )
[0 892 Economic Stabilization Liability [ 365 Personal Injury- |0 444 Welfare 831 {0862 Black Lung (923)
Act 0 196 Franchise Product Liability | 445 American with |0 630 Liquor Laws 0863 DIWC/DIWW
[J 893 Environmental Matters fiz: )PER! [0 368 Asbestos Personal Disabilities - 0640 R.R. & Truck (405(g))
[0 894 Energy Allocation Act ]OJ 210 Land Condemnation Injury Product Employment 0650 Airline Regs [0 864 SSID Title XVI
895 Freedom of Info. Act {0220 Foreclosure Liability O 446 American with [0 660 Occupational 1865 RSI (405(2))
0900 Appeéal of Fee Determi- |{J230 Rent Lease & Ejectment Disabilities - Safety /Health
nation Under Equal 3240 Torts to Land Other 0690 Other [J 870 Taxes (U.S. Plaintifl
Access to Justice 3245 Tort Product Liability 1440 Other Civil or Defendant)
00950 Constitutionality of’ 0290 All Other Real Property Rights 0871 IRS-Third Party 26
State Statutes L~ {QNB") USC 7609

ViIl(a). IDENTICAL CASES: Has this actxosbxcvo

_If yes, list case number(s):

Qldl?fs\mllss\ea‘l;:manded orclosed? ®No O Yes
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AFTER COMPLETING THE FRONT SIDE OF FORM CV-71, COMPLETE THE INFORMATION REQUESTED BELOW.

VIIi(b). RELATED CASES: Have any cases been previously filed that are related to the present case? [J No ®'Yes

If yes, list case number(s): See Attachment A

Civil cases are deemed related if a previously filed case and the present case:
(Check all boxes that apply) L A. Arise from the same or closely related transactions, happenings, or events; or
@'B. Call for determination of the same or substantially related or similar questions of law and fact; or
O C. For other reasons would entail substantial duplication of labor if heard by different judges; or
®D. Involve the same patent, trademark or copyright, and one of the factors identified above in a, b or.c also is present.

IX. VENUE: List the California County, or State if other than California, in which EACH named plaintiff resides (Use an additional sheel if necessary)
O Check here if the U.S. government, its agencies or employees is a named plaintiff.
Network Signatures, Inc. - Orange County

List the California County, or State if other than California, in which EACH named defendant resides. (Use an additional sheet if necessary).
[0 Check here if the U.S. government, its agencies or employees is a named defendant.
Ford Motor Company - Michigan

List the California County, or State if other than California, in which EACH claim arose. (Use an additional sheet if necessary)
Note: In land condemnation cases, use the location of the tract of land involved.
Orange County :

./ o )
X. SIGNATURE OF ATTORNEY (OR PRO PER): M\/w- / /M Date Z/ 17 / Gy

Notice to Counsel/Parties: The CV-71 (1S-44) Civil Cover Sheet and the information contAed herein neither replace nor supplement the filing and service of pleadings
or other papers as required by law. This form, approved by the Judicial Conference of the United States in September 1974, is required pursuant to Local Rule 3-1 is not
filed but is used by the Clerk of the Court for the purpose of statistics, venue and initiating the civil docket sheet. (For more detailed instructions, see separate instructions
sheet.) .

Key to Statistical codes relating to Social Security Cases:

Nature of Suit Code  Abbreviation Substantive Statement of Cause of Action

861 HIA All claims for health insurance benefits (Médicare) under Title 18, Part A, of the Social Security Act, as amended.
: Also, include claims by hospitals, skilled nursing facilities, etc., for certification as providers of services under the
program. (42 U.S.C. 1935FF(b))

862 BL All claims for “Black Lung” benefits under Title 4, Part B, of the Federal Coal Mine Health and Safety Act of 1969.
(30 US.C. 923) .

863 DIWC All claims filed by insured workers for disability insurance benefits under Title 2 of the Social Security Act, as
amended; plus all claims filed for child’s insurance benefits based on disability. (42 U.S.C. 405(g))

863 Diww All claims filed for widows or widowers insurance benefits based on disability under Title 2 of the Social Security
Act, as amended. (42 U.S.C. 405(g))

864 SSID _ All claims for supplemental security income payments based upon disability filed under Title' 16 of the Social
Security Act, as amended.

865 RSI All claims for retirement (old age) and survivors benefits under Title 2 of the Social Security Act, as amended. (42
U.S.C.(g))
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ATTACHMENT A

SACV 06-629 JVS, SACV 07-1429 JVS, SACV 07-1430 JVS, SACV 07-1427 JVS,
SACV 08-00775 JVS, SACV 08-00776 JVS, SACV 08-00777 JVS, SACV 08-00778
JVS, SACV 08-00779 JVS, SACV 07-1426 AHS, SACV 08-00718 DOC, SACV 06429
SJO ' ‘

14281.1



