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Peter R. Afrasiabi (Bar No. 193336)
Christopher W. Arledge (Bar No. 200767 :
TURNER GREEN A SIABI & ARLEDGE LLP
535 Anton Boulevard, Suite 8§50
Costa Mesa, California 92626
Telephone: (714)434-8750
Facsimile: (714) 434-8756
Attorneys for Plaintiff Network Signatures, Inc. .
| =
| Vo ) -}
UNITED STATES DISTRICT COURT’%i = : | g
CENTRAL DISTRICT OF CALIFORNL%& ;;3 i
. xrgg -
SOUTHERN DIVISION ‘1\ ’%.TF pa

Network Signatures, Inc., SAENG9-206 CIC (RNBx)

Plaintiff, COMPLAINT FOR PATENT

, .| INFRINGEMENT, PERMANENT

V. : INJUNCTION AND DAMAGES
UBS Financial Services, Inc., a Delaware DEMAND FOR JURY TRIAL
corporation

Defendant.

For its Complaint against Defendant UBS F inancial Services, Inc. (“Defendant™),
Plaintiff Network Signatures, Inc. (“Network Signatures”) alleges as follows:

THE NAVAL RESEARCH LABORATORY
1. The Naval Research Laboratory (“NRL”) is one bf the most abcomplished

research-and-development organizations in the country. NRL scientists have not only
made remarkable breakthroughs in military technology, they have literally changed the
world for all of us. Without their efforts, we would not have GPS, modern radar, and any
number of other technological innovations that we now take for granted. This lawsuit |
concerns another such innovation: technology that allows for the safe and secure
communication of sensitive informatioh via the Internet, such as personal, bank_ing,

commercial, financial, and other information.
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2. Federal law empowers the government to license its patents to private parties
for commercialization as well as for enforcement of the patent without the United States as
aparty. 37 C.F.R. § 404.5(b)(2). By doing so, the government can use market forces to
better capitalize on its technologies the way a private party would. In addition, a license
agreement can give the private licensee the proper incentives to protect the government’s
intellectual property from theft, a task often handled better by a private entity. |

THE PARTIES

3. Plaintiff Network Signatures, Inc. (“Network Signatures”) is a corporation

duly organized and existing under the laws of Delaware with its principal place of business
30021 Tomas Street, Suite 300, Rancho Santa Margarita, California 92688. As alleged

|| below, the United States of America has granted to Network Signatures an exclusive

license concerning the patented technology at issue in this lawsuit.
4. Defendant is a corporation duly organized and existing under the laws of the
State of Delaware, with its principal place of business at UBS Financial Services, 800
Harbor Blvd., Weehawken, NJ 07086. Defendant is in the business of providing financial
products and services to persons in the U.S. and worldwide through physical and electronic
channels, including the Internet.
JURISDICTION AND VENUE

5. This is a civil action for patent infringement'arising under the Patent Act of

the United States, 35 U.S.C. §§ 1 et seq. This court has subject matter jurisdiction of such
federal question claims pursuant to 28 U.S.C. §§ 1331 and 1338(a). |

6. Venue is proper under 28 U.S.C. §§ 1391(b) 1391(c)-and 1400(b) in that the
acts and transactions complained of herein were conceived, carried out, made effective, and
had effect within the State of California and within this district, among other places. |
Defendant resides in this judicial district by virtue of its business activities in this district,
have committed acts of infringement in this judicial distﬁct, or have committed acts of

contributory infringement and inducement of infringement within this judicial district.
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NETWORK SIGNATURES LICENSES THE NAVY’S TECHNOLOGY
7. On April 23, 1996, the United States Patent & Trademark Office duly and
legally issued United States Letters Patent No. 5,511,122 (“the ‘122 Patent”), entitled .

“Intermediate Network Authentication.”

8. The 122 patent claims, among other things, a critical method of
authenticating a computer in Which a private electronic key is used, together with a
validating public electronic key, to create a cryptographic signature, the cryptographic
signature 1s transmitted in at least one packet to the validating computer, and the signature
is verified by the validating computer using its private key and the public key of the
computer to be authenticated. This authentication method allows for the safe and secure
communication of sensitive information, such as personal, banking, commercial, financial,
and other information, as 1s transmitted between computers by Defendant and its customers
and users herein. | \

9. The °122 Patent is owned by the United States of America, as represented by
the Secretary of the Navy. To allow enforcement, commercialization of and protection of
this patent and the technology it represents, in September 2004, the United States Navy
executed an exclusive license agreement with Metrix Services, Inc. (“Exclusive License
Agreement”) and, by this Exclusive License Agreement, expressly granted Metrix Services
the exclusive right to practice, enforce, and sublicense, among other rights, the ‘122 Patent,
subject to the general limitations imposed by federal law. A true and correct copy of the
Exclusive License Agreement is attached hereto as Exhibit A and incorporated herein by
reference. With the express approval of the United States Navy, Metrix Services
transferred its entire right, title, and interest to, and in, the ‘122 Patent to Network
Signatures on February 14, 2006. A true and correct copy of the First Amendment to the
Exclusive License Agreement, which, among other things, approved the assignment of the
Exclusive License Agreement to Network Signatures, is attached hereto as Exhibit B and
incorporated herein by reference. A true and correct copy of the Assignment from Metrix

to Network Signatures is attached as Exhibit C and incorporated herein by reference.
14259.1 3 '
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10.  Pursuant to its rights under the Exclusive License Agreement, Network
Signatures has begun the commercial development of a product, known as EasyConnect,
that utilizes the ‘122 Patent. Network Signatures has demonstrated the product to NRL
personnel and has received NRL’s recognition of its development efforts. A true and
correct copy of an October 12, 2006, letter from the Navy to Network Signatures reflects
this and is attached as Exhibit D and incorporated by reference herein.

11.  Network Slgnatures has also begun exercising its other primary obhgatlon
under the Exclusive License Agreement: protecting the Navy’s intellectual property rights
from infringement. |

| & FIRST CLAIM FOR RELIEF
AGAINST DEFENDANT FOR DIRECT. CONTRIBUTORY AND INDUCING
INFRINGEMENT OF U.S. PATENT NO. 5.511.122 '

12.  Plaintiff incorporates herein by reference the allegatmns set forth in

paragraphs 1-11 of the Complaint as though fully set forth herein.

13. A true and correct copy of the ‘122 Patent is attached as Exhibit E and
incorporated herein by reference. On information and belief, Defendant uses digital
certificates and digital signatures implemented though the use of public key infrastfucture‘
to facilitate communication with its employees and customers. For example, Defendant
enables a computer of a Defendant customer, affiliate, business partner, or employee
(“Sending'computer”) to send a secure communication over the Internet to another
computer (“receiving computer”) by using a confidential private key, and a public key, to
digitally sign the message being sent. When the receiving computer receives the signed
message, it uses the sending computer’s public key, and its private key, to decrypt the
signature (collectivély referred to as “Defendant Authentication Activities”). |

14( By making, using, selling, and offering for sale Defendant Authentication
Activities, Defendant has directly infringed and contini_les to directly infringe the “122

Patent, including infringement under 35 U.S.C. § 271(a) and (f).

14259.1

4
COMPLAINT




O 0 ~1 &N D B~ W N ==

NN DN NN NN s s e e e e e
O~ O L AL = O O Y R WD = O

N

Tase 8:09-cv-00206-JVS-RNB Document 1  Filed 02/19/09 Page 5 of 54 Page ID #:5

15.  On information and belief, Defendant has also indirectly infringed and
continues to indirectly infringe the ‘122 Patent by actively inducing direct infringement by
other persons—specifically, customers and partners of Defendant—who operate methods
that embody or otherwise practice one or more of the claims of the ‘122 Patent when
Defendant had knowledge of the ‘122 Patent and knew or should have known that their
actions would induce direct infringement by others and intended that their actions would
induce direct infringement by others.

16.  On information and belief, Defendant has also indirectly infringed and
continues to indirectly infringe the ‘122 Patent by contributory ihfringement by providing
non-staple articles of commerce to others for use in an infringing system or method with
knowledge of the ‘122 Patent and knowledge that these noh-staple articles of commerce are
used asa material part of the claimed invention of the ‘122 Patent. |

17.  On information and belief, Defendant’s foregoing aCté of infringement -
include inﬁ‘ingement. by use and implementation of the Defendant Authentication Activities
which are made part of their financial products and services.

18.  On information and belief, Defendant will continue to infringe the ‘122 Patent
unless enjoined by this Court.

19.  On information and belief, Defendant’s infringement of the ‘122 Patent 1s, has
been, and continues to be willful and deliberate.

~20.  Asadirect and proximate result of Defendant’s infringement of the ‘122
Patent, Network Signatures and the United States Government have been and continue to
be damaged in an amount yet to be determined.

21.  Unless a preliminary and permanent injunction are issued enjoining
Defendant and its officers, agents, servants and employees, and all others acting on their
behalf or in concert with Defendant, from infringing the ‘122 Patent, Network Signatures,

and the United States Government, will be greatly and irrepafably harmed.
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PRAYER FOR RELIEF |
WHEREFORE, Plaintiff Network Signatures prays for judgment against Defendant

as follows: |

(1)  For ajudicial determination and declaration that Defendant has directly
infringed, and continues to directly infringe, United States Letters Patent No. 5,51 1,122;

(2) For ajudicial detennination and declaration that Defendant has induced, and
continues to induce, the infringement of United States Letters Patent No. 5,511,122;

(3)  For ajudicial determination and declaration that Defendant has contributorily
infringed, and continues to contributorily infringe, United States Letters Patent No. |
5,511,122; | |

(4) For ajudicial determination and decree that Defendant’s infringement of
United States Letters Patent No. 5,511,122 has been, and continues to be,’ willful and
deliberate;

(5)  Forajudicial determination and decree that Defendant, its respective
subsidiaries, officers, agents, servants, employees, licensees, and all other persons or
entities acting or attempting to act in active concert or participation with it or acting on its
behalf, be preliminarily and permanently enjoined from further infringement of the 122
Patent;

(6) For a declaration that Defendant notify all of its customers and users of the
infringing system and customers’ participation in the infringement with Defendant’s
encouragement, and that Defendant encourage customers to cease all such infringing
actions;. | | .,
| (7)  For ajudicial decree that orders Defendant to account for and pay to Network
Signatures all damages caused to Network Signatures by reason of Defendant’s
infringement pursuant to 35 U.S.C. Section 284, including enhanced damages under 35
U.S.C. Section 285;

(8)  For an award of damages according to proof at trial;

14259.1 ‘ 6
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(9)  For a judicial declaration that this case is exceptional under 35 U.S.C. Section
285 and Defendant be ordered to pay Network Signatures’ costs, expenses, and reasonable
attorney’s fees pursuant to 35 U.S.C. Sections 284 and 285;

(10) For a judicial order awarding to Network Signatures pre-judgment and post-
judgment interest on the damages caused to it by Defendant’s infringement; and

(11) For any such other and further relief as the. Court may deem just and proper

under the circumstances.

Dated: F ebruary’ 32009 TURNER GREEN AFRASIABI & ARLEDGE LLP

RTAROR)

Peter R. Afrasiati D
Attorneys for Plaintiff, Network Signatures, Inc.
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DEMAND FOR JURY TRIAL

Plaintiff Network Signatures, Inc. hereby demands trial by jury in this action.

| TURNER GREEN AFRASIABI & ARLEDGE LLP

By: (‘?@Xm(lzr QJL;)/:

Peter R. Afrasiabi
Attorneys for Plaintiff, Network Signatures, Inc.
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PREAMBLE
This exclusive license (hersinafter malled NLICENSE!Y) ig made
and entered into by and bhetyeen the Tnited Btates of America as

represented by the Becretary of the Nevy (hersinafter called

“LIEENéDR") and Mat:r:ix Bervices, Imm,, a corporstion organized and
e:::i.s-c:l.ng noder the lewe of +the State of California (hersinsfter

called “I.ICE:NSEE") havmg an address at 2 Peters Canmyon, .Irvine ;

¢z B2606.

WITNESSETH

WEMRERS Title 35 of the United States Code,

Bectian 207,
éuthd,rizea Federal

agencies to license

WHEREAS Title 37 af The

their patents; amci
Code of Federal Regulw_z.cus, C’J:r_anter
IV, Part 404 entltlad "L:Lc:eus:mg of Bovernment Owned Inventions®

sets forth the terms and conditions under which limenses may be
granted; and ' '

VEERELE the ahcve-c:.tad am.hu:r:.tz.es provide that l:.cens:mg of

Gavemmeul: imrant:.nns will best serve tha :.nta*-ests nf the Federal

Guverum..m_ and the puhlz.c When utll:..iat:_un of soch ipveptiaons is

prumcxt:ad and such ipventiong are brought to Practical Apn ioation;

and

VHEFEAS TICENSOR has an assigoment of £l right, title, and
interest to the invention disclosed and claimed ip U.8. Patent Mo,

5,511,122 iszued on 2pril 23, 183, fogr » *armad:x.ate Metwaorlk

Authentication’; and




21 St.plrmh:rlﬂﬂ—&

"WHERERS LICENSOR has published in the Federal Regieter of

Decembher 17, 1936, the availahility of a license under T.3., Datent

No, 5,511;122; and

WHERERS LICEMSFE has supplied LICHNSOR with 2 plan

for
devalmpment and markesting of th:.s invention and has expressad
mtant:.nn tao

ite
LICKNSE; A

W‘HEREZ-\.S LICENSEE has agreed that oy prmducts embddying this

:mventlan axr p::oducaﬂ thraugh the uses of this invention far use or

sale in the trmtad Btates will be mamnfactured snhstant:.ally

in
the Tnited Btates; ang

WHEREAS I.TCENSOR has puhlished in the Federal ﬁegisﬁar of
September 3, 2004, notice of its intention to grant this 'LIE‘ELIQEE
I _.-un'dar- ~T.8 Fatent Noo 5,511,132 ‘.;n' LICENSEE amd bhas provided the
miblic with an gpportunity for 'E:.‘.liing written abd gctions; and

WHEREAS LICENSOR h='s determined that. ‘

(&) The :Lntezast of the Yederal Government snd the public

will best be sarvaﬁ by the propased 'ls_cense., in view of the

LICENSEE's intentions, Plans, and ahility to bring the invention
describad and claimed im T.S. Patent Ho, 3,511,122 to Erar_'tical

pplication or mthe::wise Hromote the :Lmrent:.an'

=] utlll:at:l.un by
Fhe puhlde;

(B) Theé desired Practical Application has ot been achieved,
o is

not  lijeely expeditiously to he aabievad, under any

- CaSe SORBeFRR-Y RN AR M5Bbdmal 5 OIS o 3 °LRGe T

age 16

cErry ont thisg plan upan  the granting of this

25

D #:12
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nnnaxalus:.ve 1:.censa which has been grantec‘l gr which may be
granted, oo the fnvention;

(C) -Exclusive licensing 4ig & Temsonshle and | necessary

incentive to ©all forth +he mvestment of - risk capital a.ud

expendn.tures to bring the :_nvant:.nn to Practical Applivation ar

D‘UL.IVT:LEE promote the ‘TD.VEILtlDIl'E '!ltlllaﬂtlmll by the puhl:n.c,

(D) The Dropossd tarms and scope  af excluslvity are not

greater than reasopahly Hecessary to provide the idncentive for

bringing the invention to Practical Application

or cthe::wisa
promote the imventiop’

s whkildeation by the public; and

WHEREZE TLITCENSOR hag oot determined that he grant of thism

 LICENSE will tend substantially to lessan cmmnet::.x.:z.cn or result in

undue conceutrat:.on in any section of the country in any line of

commerce o which the technulngy to ba linensed relates

or to
oreste or mainksin other

‘Bitvations inconsistent with  the
antitrnet laws; =nd

REEREAS I:IEEHEDR has cnna:.ﬂered the cepahilitime of LICHENSEE

" to bring the :x.n‘rant:.mn to Praciical Application aond has found that
 the LICENSEE iz gz *esnuns:.ble uart:y fox negmtlatlng this LICENSE
on temms and cmuﬁz.tmna most fzvarahle to the puhla.c: interest and

that to’ gtr:ant this exclusive LICENSE worwld be im the puoblic
interast;
WOW, therefore, in accordanmpe with and to the swtent provided

by the aforementioned anmthoritiss and in consideration of the

* B foregoing premises and of the covemants and chligations
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hereinafter set Forth to be well and truly performed, and other

good and valushle consideration, the partiés hereto agres to the

foregoing -and as follows:

ARTICLE I
Defln:.tn.ons

I'he follmmng definitions shall apply to the defined words
.whera such words arve nsed :l.n this LICENSE:
‘E." Thé “Licensed Datentt- means T.8. Patent No. 5,511,132

entitled “Intermediate Hetwork Inthenticstions

issued Apreil 23,
1996, to Randall Atkinson;

B. 2 "ldeosnzed Iuvaution" means an iovention claimed in the

Linensed Patent and any patents issuing thersan;

C. Tt Practice the Licensed Inventmn“ means to ma:lce., use,

import, offer for sale, and s=ll hy or on bah.a.‘l.f of LIEEESEE ar

otherwlse dizpose of accurﬂ:z.ng to law any mach:_ne, article aof
- memufacture, composition  of matter, or process physically

-

-embadying or mede according to'a Licensed Invention;

D. 'Practical ‘ll_pplicat_ion" means to mamufacture in the case
of a r:c:mpusitimn, p_nduct or article of maonfactunra, to practice

in the case of a mrocess or mat'hod or to opsrate in the case of a

machine or system, and, in each camss unde:c such - c:nndlt:l.ans as to

establish tha.t a2 ulcansec‘i Iuvantmn is being utilized aud that its

benefits are to the enrtent pa::mn.ttaﬂ by law and gover_nmant

=% regqulations a‘uaz.labla to tha pu]:l:.c Hn xeasnnanle terms;

w
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BE. A "Royalty-Bearing Product!

means any product defined by
any claim of the Licensed Patent or made by z method clalmed in
the L::.r:msed Patent;

F. 'Net Selling Price’ mhall mean the imvoice price of the
Ro}rﬁltg}-Bear:in'g Product "snld_ less all discounts and rebates
aci:u‘ally: allowed, allowances ‘actually gramnted oo acconnt  of
rE e.ct:.lnﬁ.s ; Teburns, or billing errﬁrs, and 'sepa:t;ataly billed ‘.
dutiag ; dnsurance, tawes, and atha'c lgove:mment or regulatory
cha::éeé. 3 Royal 1ty-Bearidg Produc:._ will be considered to he sald

when shipped T del.n.vea.ad i::: a oustomer or, in cage of a service,
will be considered to be mold when placed 4uto service for a

customer or made available to g customer for use '

G. MUnited Statmsn means the United Btates of Ameri ce, | :it:s
territories and poussessions, the Districk of Columhia, =nd the
c::mrncnwealt:h of Puerto Rico; ' |
H. & “Gzaca Period” im the par:.nd ‘after Bepi:ember 30 of &
calenflar year and bEFore Januar}r 1 of the z:cllaw:l.ng calendar yaar,
anr:'l

'.I" "RFFILIDTES Bhall meaw any comj;any, cn@n"‘atlﬂnz
association or imsinsss in Wh:z.t:h LICENSEE owns dz.rect"'y ar

:Lnﬁ.:LIEEElY & controllipg interest.

7. "SURLICENSERY shall mEan any non-AFFILIATE granted 2

sublicense under Artieple X;
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¥X. ‘Vgublicense Income’ shall mean any paymente that LICENSER

or an RFFILIATE receives from a SUBLICENSEE 4o coneideration of

the suhlicense of the rights granted by LICENSEE &nd AFFTLIATES

mder 2Zrticle X,. including without limitation license faes,
milestone -payments, license maintensnce fees, royalty ' fees,

o

upfront fees, one-time rovalties and other paymente.

ARITCLE IT

LICENGE Grant

. LICENSOR gremts to LICENSHE an exclnsive might and license to
Practice the Licenssd Imrentmn throughout the ‘Unz.ted States
comnanc:.ng on the date of emeontion of this LIC’EESE by LICENSOR,

which shall becnme the effective date of +the LICENSE, unt:z.l the

e::n:.rats.an of T.S. ‘Patent No. 5,511,122 unless the LICENSE is

sooner modified or terminated in whole or in part.

LICENSOR bereby grants to LIC!ENSEE the ight to extz=nd the

LICEMSE granted bereunder to one or wore ATFILIATES subject to the

terms and conditions herecf, fwovided thab the LFFILIATE iz mot
directly ar i:n.dira:ctly- cantrolled by a furéign COmpany,
Corporation, aasac:iiaticm, lmsiness OY govErnment .,

Thia LICENSE iz nonassignable withott WI".'I_t ten appraval o

LICENE0R ercept. ta  the suceessor of that part of LICENSEE's

business to vhich this Licenssa Imvention pertaing, provided, that
the successor is not directly ar indirectly controlled by a

foreign company, corporation, association, ‘business or government,

Oagfe,slé) #:16
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ARTICLE ITT

LICENSEE g Performance

LICENSEE agress tp CEXTY ont ths blen for desvel opment and

S'mbma.ttec'l with LIGEI\ISEE'

Ipplication for License

dated mugust 27, oppa and  amended

Ssptember 13, 2004, to bring this ILicensed Invention to Bracticsl

year from date of execution of the LICENESE and

LICE&;SEE Wlll 'ChEI‘EB:EtEI‘, continue to malke the benafitg c::: this

Licenaad Invent:!.on reascnahly access:.ble to the publlc for the

remainder of the Dericd of this LICENER,

LICENSEE agress t+hat dur:z.ng the period of th:.s LIEENSD BTy
products smbodying thim Licensed Iovention or produced throngh tha
u=e of 2 Ticenseq Invention for wse Or sale by LIGENEIEE or its

Un:.taﬁ Btates' will b=

manufactnred
substanta.ally in the Um_ted Statsr.

LICHNSEE shall Fay to the LICENSOR a non-rafundshle lz.::ansmg

Ime in the amount of twenty f:.ve bundred dollars (82, s500) Dayable

upon the axecul::.on of this LTCENSE by LICENSEE Payment will be

made in the mannar Prascribed in Artisle Iv.

LICENSEE agress o Promptly report to LIEENSDR any tl'!lEI'SES in

na:z.l:t.ng adfress, name or conpany affiliation durlng the Perlﬂﬂ af

th:.s LICENSE and to promptly report discontimgance of LICENSEE's

m=king  the benefifs Qf © this Idcensad lovention raasonsbly

accessihle to the U:ﬂitesivstatas pubhlic,
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ARTICLE IV
' Rovalties l

I.\ICENSEE shall pay a royalty to LICEhTSDR of tlires pemaut

(3%} of the I\Tet Sall:.ng Pr:y_::e for sach Royalt:y—laearn.ng Product

made, usad, or =old hy LIEEI\ISEL. or its licensed AFFLLIBTES.

uICZEL‘ISEE shnll also pay a royalt Y to LICENSOR of thres percent

(3-5) or :.h.. Subllcensee mcmme. Notwithstanding the above ' :Ln 0o

evenf: shall any sn_ugle sale or license ba siubjected to the paymeut

af a roya.lty greatar than 3% or mmltiple royaltiss of 3%.

If a Ruyalty-Baa:.mg Product ig d:.str:_ht.ted in v.rhmle or in

part for noo-cash consideration {(whether or oot =t a diecomnt),

the Eet Selling Brice shall he calz:ular_ad as the price of the
Rnyalty~Bear:x.ng Produst nha:ged to an independsnt third party

durmg the sames rayalty "‘E.portlug period, or in the a.hsance of

such sales, on the. fair market valune of the Rnyalty-aearini

Product., ' o :

Nun—cash cansideration shall not be acuapted by LICENSEE or

ay suhlicensee faor the sale aof any Rmyalt}r—Bear:ung FProduct
Wlthmllt the prior writkten consent of LICENSOR.

Royalties will not be paid on ltems sold directly to agenciss

af the T.g. Government or for lmown T. E Goveroment end nse.

Un sales wmade betwesen LICENSEE and its AFFILIATES or

sublicensees for resale, the roydlty sh__ll be paid on the higher

Net Sallmg v:c::Lca

1



s

United States dollax

27 Seplenther 3004

Nul:w:Lthat.and;mg the provisions of the preceding paragraphs in

this 2rticle IV, LICENSEE agress to pay at lezast a minimum =moual

Toyelty of ten thousand dollars (410,000) for calendsr ¥ear 2008,

and esach czlendagx ¥ear thersafter throughout the pericd of the

LIC’.E?.\]SE. The minimum anmual :coyalty for aaah calendar YyeEar shall

he due and payable in advance on or befora Saptemha:r: 30 of the

precedn.ng year and will be cradite:‘i as advance payment of.

ruyalta.es to atcrue Quring the calenda_-r vear Iollowing pavyment.

The minimm ammml royalty payments w::.’ll not

be refunded in whole
or in pa.rt '

LICENEEE shall send to LICENSOR all rnyu.lt:.es which accrpe

betwean Jamiary 1 a_ud Dec:embar a1 o’f sach year by February 28 of

the fallowmg ya:a:. A royalty TEport shall be included with each

paymant Eetiing z:nrth +the quantity and Wet 5allmg Price of each
Royalty-aearln

Tepart, to whom sold ang tha c‘iate of suock sals, and the total

'amnun'{; of royelties Deing paid for that, vear Royalty reports are

gnes

days after the E-':‘C_erablﬂn af this LICENSE.

21l payments doe LICENSOR 1undsr t:i:::'.r.s LICENSE shall be paid in

smouncs o the DFAS-CH DSEN B347 and mailed
Eo: ’

Office of Nazval Ressarch

‘Patent Counsel of the. ‘Navy (ONR D1CC)
BDD 7, Quincy Strset

erlngtun, VA 22217-5660

1 : -

g Product sold dur:.ng the period coverad by the

each calenfar year, The last TOyElty report is dne siwty {EU)‘

- Case 8:%%9@@@mam—mg@m%&mﬂﬁﬂ 02ER(89:4 8/%019 oféggél?z%goe]‘ 3 #19
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with a copy of each Toyalty repm:t to:

Head, Techuology '.Eransfar Qffice
Naval Resesarch Laboratory, Code 1004
4558 Overlock ave. ; BW

Wasgbingteon, B¢ 20375-5320

LICENSEE agrees to make and ‘keep  and shall require it

AFFILIATES and sublicensees to make and kesp Full, accursts and

cmmplate " books and Treooris (togathar with - supporting
dacmnentatlnn) 45. EYE DeCESBErY to estahlx.sh :Lts compliance with

Ehis \arkicls IV.  Snch records ghall be retained for at least

three (3) years following the end of the repc:r:t:.ng period to which

they ral ate,

LICEMEEE sgraas ﬂ-Lat LIGENSOW. may, 1iE LIE:ENSDR Bo das.u:es at a

futu:e ‘time  ar times, hava a duly authorized agent oz

rapzasantatwe in LIGENSQR‘S beha’.l.f examine all such bcaks a.nd

records and auppcrt:.ng Socumentation either at. LIEEDIEEE‘S “business

pramz.sc-:-s or at a2 pl ace mutnally  agrsed upm:. by LIEENEEE and

LICENSOR for the sole DUrpnse of rerifying repurts and payments

hersubder. In conduoting xaminations gursﬁant to this paragraph,

LICERSOR' & T‘ep;:asau‘;ativa chall héve acoess to all records that

LICENSOR reasonshly belisves to be relevant to <he calcnlation of

royalties nnder Article IV, If a rovalty peyment deficiency i

detarmined, LICENSEE shall pay the ::Dyalty defiviency outstanding

within thirty (30) days’ of receiving written notice thareﬂf

Payments made by LICENSEE after the due date ghall mc’* nde

interest at the a.f.mua.l rate of two percentaga points sbove the
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Prime Bate {aa reported in the well Street Jowrnzl for the due

date) for the period of lateness. such a..‘anuqatwn by LICENSOR'm ' '

representative shall be at LICEINSOR' 5 expense, except that if guch-

e:canu.natn.mu Ehows Bn underreporting or underpayment in excems of

f::ve pa:rc'.eﬂt (5%) for any twelve {12} month pexriad, then LICENSER

ghall pay the cost of speh examinaticn,

.
B

ARTFICTE ¥

. Patent Marld_ﬁg gnd Nopeodorsement

LICENSEE hen:‘ahy Aagreses Lo mark each product manu:cactureﬁ or

-Bold under this LICENSE {or vhar the character of the sroduct

Precludes marking, the pacl:age conta:.m_ng any such prodoct) with

the notation "Licensed £rom . S Wavy wuoder U.5. Patent Ko,

5, 5:Ll 122",  LICENSEE agrses not tm_. create the sppesrances that

LICENSOR endorses LICENSER ' s bnsiﬁass or products.

AR_TIELD

HEepres entat:.an and Wamntn.es

LICEE.\TSOR makss N0 representation or wa:c::a.nty as to val :Lﬂlty aZ

T.S5. Patent No. 5, 511,122 -or of the =mcope of any of the claims

cantained therein or that tbe srercise of this LICENSE will nat

result in the infringement of other patent (g). Neither LICENSOR

nor its employess assumes any lighility whatsosver rasulting from
the anerca.se of this LIEEITEL.

s 13
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Nothing .xelaking to +he grant of this LICENSE, nor Ehe grant
itself, shall be construed to. confer Npon LICENSEE or any sub-

licensee hereunder op any other person any immumity frnm ox

defenses under the antitrust laws or from a charge of patent

m:LEusE, anc‘l the scquisition =nd use af ra.ghts pursnant to this

I:.LCEL\TEE shall not be immmdized from the operation of Btate or

Faderal law by reason of the source .of the grant.

thb_mg cmtam:d id this LICENSE ghsll be interpreted to

gﬂ-az:t.t: to LICENSEH any ra.z_:;hts with Tespent to any invention other

than the Licensesd Imvant:.cn.

ARTICLE VIZT

Reports

LICENSER agrees to submit snmusl reports on or befare Mazoh 1

of sach ocalendar year op  4es efforts to achisve ODractical

2pplication of the Ticensed 'Invantinn by one (1) y=ax -Fruﬁ date of

execution of the I;IEE;’I\ISE with partlcula:: reference to LICENSEE's
plan  for develomment and marketing of the Iicensed Tovention
submitted with LICENREE's application for license., These Teparts
shall contain a discmssion of the actual’ mwber of staff and

dollars spent doring  the preceding  year committed Eo  the

commercialization effort. Thege reparts sghall contain information
within LTCENSEE's knowledge, or which ‘ie may acquire under normal
husiness practices,

perta:l.m.ng to the commerc:.al use being mede of
P

% this Licensed Invention and DthE'E .'lILIDmE.tan vhich LICENMSOR may




Case 8: @6y B908-M 275 ROEUMBRfcmeriled O2HIP9./ PG853 Of ik P39S 13 #:23

" LICENBEE agrses to submit spch reports to LICENSOR
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determine iE pertinent o Qovernment licensing activities,

until such time
that the dnvention hag: hesp brought to the point of BPractical

Application.

ARTICLE VIIT

Modification and Tennmatmn

Tl:u_s LICENSE way be term:.nated in whole or in part by
L::cm'rsoze if: '
) LICENSOR determines thar LICENSEE 45 not executing the

plan gvbmitted with the Tequest Eor license dated ‘zl'ugus;u 27,
end amended September 13, Zovoe,

© 2004
and LICHENSER ca::mcst otherwise
demmnstrata ‘ta the sa.tis:actmn. of LICENSOR that it has taken or
can ba 2xpected to take within 2 reasopable +ims effsctive steps
to zchisve Ez;ctlcal _.pplz.cat:;.mu ©f this Licenssd Inventian;

{B) LICENSOR determines that such sction is necessary to mest

specifiec’i by Pederzl wegulstions
issued after the date of thls LIEEL\TSE and such reguiremsnts are
not reasguably satisfisd by LICENSEE;

(C] LICENGER Willfully made = falsé sﬁatement of or willfully
onitted & wmaterial Faet :Ln its'-.applicat:ion for license or in any.
report regquired by this -LICENEIE- or

{

D) LICENSRE ccmm:Lts 8 snbstantial braac:h pf a covensub or
agresment herein contaiped.

e e e e — _- ._' e _M
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LICENSEE may terminate this LICENSE by providing & written

notice of termination to LICENSOR, LICENSEE's written notice must

include LICEMEER's statement that neither the LICENSEE nor its
sublicensees por any LICENSE AFFILILTES will pfactica the Licensed
Imrentﬂ' or in the Unitad Btates after the LICENSE terminates.

L.LEENSEE’B written IlDt.’LEE: shall apecn.fy the efrectwe date of
tarmmatmn.

Th:Ls LIE!ENSE may be modified or terminated in whole or 4n
part cmns:l.steut with the Tlaw znd a.ppl:.aable z:egulatlans upon
mavkual, agreemeut of LICENSOR and LICENSER av:.denced 1:1 writing and
signed by both parties. )

This LICENSE may be mestricted to the fields of uise c&
geographic areas, or both, in which the LICHNSEE has brought. the
invention to Prastical application =md comtimues tp make the
bensfits of the invention reasonebly accessihle to the public.
How.-avsr,‘ such restrictkion 'méy be made only aftar the sxpiration of
zsazven {7) yea::s faliowing tﬁa effactiva date of this LICENSE.

LICENSER may regquest mndlfa.cat:.cm of this LICEMSE in writing
san.t: to LICEMSOR and. stating the reasuns ther=for.

Befors modifving ar temminating in whole or in part this
LICENSE for aoy cause other than by muatual agreeméut, LICENSOR
sball furpish LICENSEE and aar:’h. sublicensese of record =z written
lnD'L:.DE of intemtion to modify or teminate in vhole or in part
this LICENSE, and LECENSDE and amy su]:ln.c:ansae ghall be allowad

i thirty (30) dsys after su:'_h notice ar at.hsr agreed-upon time

113
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period, whichever is greater, to remedy any breach of a.ny covenant

or agreement set fmrth in this LICENSE or to show cause vhy thim

LICENSE should oot ba wodified or terminatsd in whol.e or in part

LICENSEE has a right to appeal, in accordance with priocedures

pre&cribel by the Chief of HNaval Research, any decision or

determination concerming the inta:r@retatlon,

madification,
term.natmu in vhole or in part of this LICENSE.

Hntmthstandlng the provisions of E.rticle IL, LICENSEE and

LICEEISDE agree that this LICEHSE shall automatically terminate on’

sa_:tenﬂ:er 30 of any year If the mimimum apomai royalty due for the

'fullcwing calendar year, as expressed in Artn.cla r cf thia

LICENSE, i nnt t:.mely paid.

iz, hmweve::, the mmmm a.nnual
royalty payment together w:.th @ surcharge of ons hundred Eifty

dnllars (815D} is paid Buring the Grace Period before the

following calenday yeEar, then thig LIC‘ENSE sh.all be cnns:.dared as

not hav:.ng a.ntumatn.cally te::m:mateﬂ.

IRTICIE TX
Notice
1  commonications and nntice.s regirired under this LICENSE
Ehall ‘be considered duly given if meut by eourier regmizing signed
receipt upon delivery or if timely mailed by U.8., Postal Service,

First cla.ss;, bastage prepaid and addressed as follows:

-

17
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(2) 1if to LICENEOR.:

Offipe of Haval Reeearch

Patent Counsel of the Favy [(ONR nlcc)
BOO . Quincy Straet

Arlington, ’172&. .'?.2.217 5550
W:Lth g copy to:

. Head Tachnmlagy Transfer Office :
I.\Taval Research Lahcrratnry, Code :LD 04
4555 Ovrerlock Bve, ; BW
Wash:.ngton, DC  2p375-53320

B) - if to LICENSEE.

Hazim Lnsari
Metriz Berviess, Tno.
2 Peters Canyan
Irvine, C2& 92608

or .such mailing addvess ag either PATLY way from time to time

- specify in writing.

ARTICLE X

Sublicensing:

LICENSEE wsy granut,

subject to the aporaval of LICENSOR,

pohlicenses m:uiar thid LIEEESE upon terms and conditions that

LICENSEE mEy arrange 'prmv:r.ﬂed that s
&. Each sublicense sHzl1l Be in writing and make refsrance to

This .L_EENEE 1nc1uc'lz.ng the *‘3.9]11:5 reta;z.ned Ty LIC:EHSUR under this

LICENSE; and ]

B. Bach sublicense mhali specify that it is granted pursuant
to th_.s LICEBNSE, shall specify that no provision. shall be in
derogation of nor Qiminish amy rights in this LICENSE and shall

include the c:csndn.tz.mu that the muhlicense shal]_ sutomatically be
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modified or terminated in whole or in part upoo the modifiecation

sk term:_na.tn.on i whole or in part of this LICENSRE; and

C. LICENSEE ghall Furpigh LICENSOR with =- capy m: the

standard sublicense agraemem: for approval thirty (30) days befors

the r:_::st gublicense is grapted. When substantizl changes are made

to the s:.andard sublicense agreemsnt, LICENSER shall provide

J.,ICEHSOR a copy of the modified subl:.censee for approval thirky

{30) dg:xys before LICENSEE shall grangt any sublicenss thereunder.

D. “The granting of any suhlicenss by LICENSEE shall in no way
- relieve LICENSER - from any of the requirements of khis LTCENSE |
including ruyaltiés « Any mubhlicense grapted by LICENSEE that does

ot comply with the reguirements of thig Article X 45 void.
. ARTICLE XT

‘Reservation of Rights
LIDENSDR ‘Tessrves

Ehe right tgo Teguire LICENSEE &0 and

LICENSEE =grees to grant p::cm;_at Ly subl:&.aenses jala] ﬁ:aspuns:.ble

applicemts oo reasanzhle te:r:ms when necessary to fulfill heslth
and safety needf of the public to the extent such n.eaﬂs are mot
hedng raascma.bly Batisfisd by LICENSER aud its sublicensees.

This , DICENSE is subject o the 13:1:emc:able, ruyalty—a-IEE

right of the Bovernment of the United Btates to Ppractice and have

practiced this Licensed  Invention throughout the world by or on

behalf of the United States and by or on behalf of any foreign

4 goveraomenk or intergovermnental or dipternational organisation

19
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Goveroment and without raguiring the Guvernment to he a par

35, United Btates Code,

- LICENSOR thirty percsnt (30%)
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pursuznt to any existing or future tresty or agreement with the

Government of the United States.

This LICENSE is subject to any licenses in force st the time
of 'the grant of this LICENSE, .

ARTICLE XTI
Litigétiou
JJ_EEHSDR does not by entern.ng ipto this LIEENSE transfer the

nrupart:y wights in the leE!EiIEEd Invention, prmmdad havever; that
during the period that this LICENSE is e:tclns:.ve, LICENSEE has ths
right of aufcrcament uf the Licensed Pa.tent, ar Do cost ta the
Tty to
the litigation, pursuant to the provisions of Chapter 28 of Title -
or other statutes, LICENMSEE =shall pay

‘of +the actnal recovery after

deduction of LICENSEE's litigation costs and m;:pensas.

IN WITNESS WHEREOF, the pertiss herato have causéd this
instrument to be  execoted by  thedr  dnly - sunthorized
represeﬁtativas . -

UNITED STRTES OF ZMEETICR
For the Becretary of the Navy

By L_QULJf\,\ HQ-—

METRTE SERVICER, IN

. By: . )
D.M. SCHUBERT — ' ERETM

Qaptam, T.s. L\]a‘vy . Title: CEO

C:ammanding DEfices

Cbete: __ QL5 e f/zf%/




-mamtachired substantially in the United States; and

FIRST AMINDMENT TO : | o
EXCLUSTVE LICTNSE AGRTEMENT
- BETWILIN '

THE UNITED STATES OF AMERICA
AS REPRUSENTED BY TEE SECRETARY OF THE NAVY

AND L R

METRYZ SERVICES, INC.

. The Exclusive Lirense Agreement executed on September 28, 2004, (hereinafter called
“LICENEE”) between the Unifed States of America, as zepresented by the Secretary of the Navy,
(hereinafier called “TLICENBOR™), sud Msitdx Services, Ine., 2 corporation organized "and
existing under the laws of the Stete of California, (hereinafier called “LICENSEE™) having an
adidress at 2 Peters Canyon, Irvide, CA 92606 in hershy smended by mirtual agreement,

WHEREAS, LICENSOR desires the gant of sublivensing rights to LICENSEE be
clarified; and ' .

WHEREAS, LICENSEE desires the I

CEMSE be assigned to their snceessor in past
. Metwark Signatures, LLC; and . :

WHEREAS, LICENSEE desizes #he semoval of the requirement fhst products be

WHEREAS, LICENSEE desires the Practicsl Application date be extended; and

WHEREASB, LICENSEE desives lth,e lifigefion clavse be clarified to include the right of
the LICENSEF to collect for past and futnre infiingement: and

WHEREAS, LICENSOR. desires the lifigation clonse be madified o require LICENSER
obiain LICENSOR's approval before enforeing the Licensad Patewt

 NOW, WHEREFORE, LICENSOR and LICENSEE agees to amend the LICENSE as fullows:

" the period of this LICENSE.

1. TheTICENEE shall be assigned o Matwork Signatures, 11.C,
2. Articls ITI, paragraph 1 shall now read:

LICENSEE agrees to camy out the plen for development and mezketing of a Licensed

Invention -submitted with LICENSEE's Application for Ticense dated August 27, 2004 and

amended September 13, 2004, to bring fids Licensed Tnvention to Practical Application two {2)

years from date of exacution of the LICENSE and LICENSEE will, thereafier, comtinue io male

the benefits of this Licensed Tovention reasonebly ccessible to the public for the remamder of

4. Asticls T, paragraph 2 shall now read:

_ _ MRLLIC-23-L8Ly

21 Deermber 3003 - : . : e
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LICENSOR agress that produets ambodymg this Licensed Invention or pmducad through the
uss of & Licensed Invention for use'or sale by LICENSEE, fts AFFILIATES or its subleansess
in the United States do mot mesd to be manufachwed substenfially fn the United States
Notwithstanding the above, products embodying this Tisensed Invention or produced tbmug;l
the use of & Licensed Invention for vse or sals by LICENSEE, its AFFILIATES orta ™
sublicentees cennot be mamdactured in any of the coumtriey identified: (1) im the Treasury
Department Office of Foreign Assets Control schedule in 31 CFR § 500.201; (2) in the State

- Department Directorate of Defanse Trade Controls list in 22 CFR. § 126.1(a); or (3) on the

Treasury Department Office of Forsign Asssts Control website for sencfioned counides
(hitps/Forww ireas. gov/aﬁuas/aufnrcﬁmautlofan/szmcﬁunsl)

4, Article TV, paagraph 1 shall now read:

UC'ENSEE shall pay a royalty to LICENSOR. of fhree percent (3%) of the Net Selling Price
“for each Royalty-Bearing Product made, used, or sold by LICENSEE and ifs licensed .
AFFILIATES, LICENSEE shall pay LICENSOR. fuitty percent (30%) of any consideration
received from 8 SUBLICENBERE for s sublicense exvept in the case of liigation whers

LICENSEE shall pay LICENSOR thirty percent (30%) of the antual recovery efter deduction
of LICENBEE litigation costs and expenses as provided in Arficle XIL. .

3. Artinle VI, sentence 1 shall now read;

LICENSEE agrses fo st el Teports on o befors March. 1 of each calendar year
on s sfforts to achieve Practical Application of the Linensed Invention by two (2) years from
date of sxecuion of the LICENEE, with particuler reference to LICENSEE's plan for

davalnpmsnt and mnﬂ;etng of tha Licensed Invantmn submitted with LIGEN SEE’S application
for licenss. .

6. Pa}rmants and reporis raguired under Article IV and commmnications and notices requirad

wader Asticle XT shall nowbe sent to:
" () if to LICENSOR:

Office of Maval Ressarch ‘ P -
Offics of Corporate Counss] (ONR BDCG)

One Liberty Center .

B75 Morth Randolph Strest

Ailington, VA 22203-1995

witha aapir o

Head, Technology Tronsfer Office
Naval Reseerch Laboratory, Code 1004
4555 Dverlook Ave., SW

‘Washington, DC 20375-4320

e e e — ____.._2 ‘ ——
2| Deeembar 2003 .
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(b) if to LICENSEE:

Hazim Ansari .
Network Signahmes, I1.C
14252 Culver Dr., 914
Trvine, CA 9'7604

‘_ﬂ
it
k3

oo
¥l

7, Article 1 shall now read:

LICENSOR doss not by entering info this LICENSE transfer the property rights in the
. Licensed Invenfion, provided however, that doring the perind that this LICENSE is
exclugive, LICEMSEE has fhie right of enforcement of the Licensed Patent, at no cost fo the
Govemnment and without requiring the Government to he e party to the litigation, poreavant to
the provisions of Chapter 29 of Tifls 35, United States Code, or other statntes, LICENMSEE
ghall inform IICENBOR. of any action, ]sgal or otherwise, it intends 1o take with respect to
the rights prior 1o ieking such schon, LICENSOR hes the right to object to such action
within ten (10) days of recstving notification of such asfion. FTICENSOR. does not respond
‘within the ten (10) day period, LICENSOR. shell be desmed to not object to the proposed
action, LICENSEE's right of enforcement expressly includes the right 1o eollsct darnages for
past and fidure infringernent of the Licensed Patent io the extent permissible under law.

LICENSEE shall pay LICENSOR thitty percent (30%) of the aoiual recovery after deduction
of TICENSEE's liﬁgaﬁon costs.end expenses,

N 'WITNHESS WHEREC}F the parties hersio have causad this ingirument to bs exacuted hy their
ddy m:thanzed representatives,

TINTTED BTATES OF AMERICA MB'IRU{ SERVICES; TNC.
For the Sacrstary af the way '
,aj '[(’) J% | /f7 4 -
By: 7 1‘&3’&4 f*"[ By A
" D.R GAHAGAW U . . HAZMANSART
Captaig, U5, Mavy . Title; CEO
Commanding Oficer
Date: LR E D% / 44’{

waom?zm {TURES, LLC
By: l;f?ég{ -

Data: %{/;’J |

b

- ROl g e e T L et e e
1 Decembzr 2003 . ) - .
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ASSIGMMENT

WHEREAS, Mefrix Services, Inc., having o principal place of businass in Tustin, Califotnin, owns an Exclosive
License to U.S, Patent No. 5,511,122, entitled “Intermadiate Metwork Authentication” end fins bezn granied such Exclusive
License fram the Uniled States of Americn, ns reprosanted by the Becremry of the Mavy. (hereinafter “Excluaive License™);

AND WHEREAS, Network Signatures (hereinafier "ASSIGNEE"), with

its principal place of husiness In Vista,
Califomis, destres to ooquire the enfire right, Litle,

‘ond interest in ond to the snid Exclusive Livense:

NOW, THEREFORE, in considemtion of good and valuable congideration, fhe receipt of which 5 hershy
acknowledged, Melrix Bervicas does heraby nelmawled

ge that It ies snid, sesigned, fransferred and sef aver, and by these
presents do hereby sell, sssigv, transfer mmd set over, unto the ssid ABBIAWER, its sucoassary, tegal representafives and
assigns, the entire right, fitle, and interest throughont the warld in, to ond wnder the snid impravements, and the sald

Exclusive License and all provisional -applications relating theretn, and &l divisions, renewals and cantinuafjons or
continuations-in-part therenf, and oll Letters Potent of Hie Wnited Sttes which may be granied thereon and all relssues and
extensions thereaf, ond all rights of priority under Internationn! Conventions and applicotions for Leters Paient which may

heresfier ha filed for snid improvements in any country or cosniries foreipn to the United States, snd il Letiers Botent
which may be granted for said im

1 provements in any cowatsy or souniries foreign o the United States end oll estensions,
renewnls and reissues therent, :

AND Mefrix Services does hereby oovenart and agree Hhat it will communicate 1o the spid ASSIOMEE, its
succassors, legal representatives and assigns, any facts known o it respecting said improvements, and testify in any legal

 proceeding, sign olt lowiul papers, sxacute all divisiona), oontinuing and reissue applications, moke afi vightful dathe and
generally do evarything possible to oid the soid ASBIONEE, iis suco

enforee proper patent protection for said improvements in 8}l countriss,

TN TEBTIMONY WHEREOF, Assignar intending o be legally banhd has hersunle nffived his signature,

This 14 doy of Februory, 2006

Sigmatiwe of Hazim Angarl, CEQ of Vst Services

s

EXHIRIT C

essnrs, Jegal representatives and assipns, to obidin and -
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ey | DEPARTMENT OF THE NAVY b
NAVAL RESERACH LABORATORY
4555 DVERLOOK AVE BW

WASHINGTON B 20175-532n 1N AEFLY REFER TH

1004/620G
12 Qctober 2006
Hazim Ansari
Network Signatures, Inc,
14352 Culver Dr., 814
Trvine, CA 92604

Re:  Metwork Signatoves” October 6, 2006 dsmonstration of Easndﬁnantm at the
-MNaval Research Laboratory (NRT) :

1

Wir. Anisar,

_ Thapl_cm?‘feu for visiting NBL Osctober 6" o demonsirate Network Signaturag’
BasyConnect : . . .

. HRI's tachnicg] and legal persomnel who attended the desmonstation have
considared Network Signatwss® presentation and have determined that HasyCommeot™

zelates to an embodiment of the invention dlatmsd in Unitad States Patent Ma, 5,511,122
(the *122 patenf) entifled “Futermediate Network Amthentication.™

Based on Network Signeiires’ demonsirafion, and shsent any evidencs io the
contrary, MRL fakes the position that Metwork Signatures has succesefully cardied out
plen for development of the licensed invention claimed the *122 patent and has brought
an nvention &s Tecited in the 122 patent to pracfical applicafion. So long as Networl
Signatures malkss FagyComent™ svailable tn the piblic on reasonsble temme, NRL will
agres that Networde Signabwes has' mads fhe bensfite of this fmvention ressondbly:
acoessible 1o the public, and tarsfore Metwork Sigaatures will bs compBant with the first
paragraph of Atficle I of fhe Bxclusive Licenss Apresment srecnted on September 28,
2004, and amended on Febmary 14, 2006 {Agreement). WRI. roguests Metwirc

Signatures fesp NRL informed regarding its commercinfization snd marketing activities
as part of the annual reports Metwork Bignabnres will submit undsr Astcle IV of fhe.
Apreement. : : ’

I am also in receipt of your Teguest that the Amendment to the Agresment be
revised {0 reflect that Network Signatures is s Subchapter C corporation and mot e
Limited Lisbility Company (LLC). With your permission, T will malce o “pen and inkc*
change on the Amendment to 8o reflect fhe proper ststus of Networle Signaturss.

 riaaem e . mnia weer e e e
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H you have any furt’har questions md/or comments, ‘please do not hesitats to
contact fhe MR Technolopy Transfer Offics, ' '

' Sincerely, -
Deirdre Zemmit
Tachnology Transfer Office

———— e r—— ..._./:.N“_

’L" )
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1
INTERMEDIATE NETWORT
AUTHENTICATION

BACKGROUND QOF THE INVENTION

"The present fnvention selales genecally to natwork secy- .
diry in o distributed netwark or intween oetwordes, and more
particularly to an intemetwark mthenicoion method which
is copoble of intermedine authentication 81 well as guthen-

tication of fragmemsd data regandless of the netwarl pro-
tacal.

Histarically, most nevworking projocols end acchitzctures
have nol incinded solid mulhenticlion or copfidentidity
mechanisma, The MIT Athenn project has been the exeap-
Hon o ihis Tole with 15 development of the Kerberss
mithentication system. This system is begining to he imple-
wented at some sites and some worksiation manofactirens
are considering implementing Kerberos in their standmd Q8
relenses, hut the overwhelming mujority of wetworked sites
have no mthentication or confidentiality mechadisms o
their neltworle architectren. The IS0 (Tnternationg! Stag-
dnrds Orguuization) OS {Open Standasds Interconuection)
suite provides forconfdentiafity services in the upper Inyers
bul dues poLrequire authentiealing of any of the lowar loyer
pratocals, These lower layer protocols bove 8 number of
security problems in promenis commanty used in the intee
net ond hove cergin Ymitmtions imrinsic © the Kerbems
pratocals. The securily jssies in the 150 OSLsnite appeerto

hnve goften Jess atizntion fhan in the Inteemat suite berayss -

the Internel suite is more widely implemanted at presenr.
Recently, the Intzmet Engiosering Task Force hus begun

to incomporate authenticaion and confdentislity mecho-

nigms in spme protocols, nawably the Simple Metworlk Man-

)

—

0

15

2
Comparisor of Commercinl and Military Compiter Seewity
Policies,” Proceedings of the 1987 IEEE Symposium ou
Sreurdty & Privaoy, [EER Compnicr Saciety, Qakland, CaliE
{1987), which is insorporated herin by reference.

Aside from concerns sbout attacks, theee ig recently much
jolerest in ‘irsplementing policy-based routing, newark
usnge aceounting, nod networle nuditing, None of these may
be dependnbly implamented ualess the metwork protocal

lieaders may be authenticated by ronters as well as the end

haes, I{ thers i1 oo intermediaes anthenriention, then it is
sirnight. Forward to spoof policy-based ronting and (o canse
gthers 1o pay for one's network fraffic, Without authentica-
tion, auditing cannot yield meaningfol wesults, Ttis clear that
network protocol header anthenliention s assential for bath
existing and fonwe servicss.

Thus, there is o peed for providing imecmediate authen-

- trcmdod in petwosddng. By being sble to mothenticate o

packet while in mute, the possibility of host mesgoemnding
ood network attacks are reduced. Addiionatly, policy-hazed
utting, petwork wsage accomnting, snd networdk suditing
may be implemented.

SUMMARY OF THE TNVENTION

It is therefare oo object of the present invantion to provide

« - tin authentication methnd which will pravide for bath inler

agement Protacol (miewed o as “SNMP™ ond Privacy B

Enhunced Mail. 4 few other reeent protocol specifienions,
such ps for the Border Guewny Protocol (referred to s
. *BGP") and Open Shoriest Pah First (efeced fo ns

'0BPF") rontiag preiocals provide honks for suthenticntian
to be ndded later bt do oot define or mondowe any redd
authenticalion mechanism. Tue BGP version 3 specificarion
explicitly srares that the definition of authentication mechn-
nisms other thert the defanlt “an mthentication” option ore
out of the scope of e specification. Similnrly, the OSBF
version 2 specificadon asserts that "OSPF also provides for
the mithentcation of wuting updntes, | , . when-in foct the
only outhentication mechanisms specified are *np anthenti-
carion” or “cleartext password.” Overdll, there is no fmdo-

mentnl systemic security archilecture n the Intetner pratcol
suile @ prosent.

Bollovin, in bis oriicle enlifled “Security Problema ia tbe
TCP/IP Procoeol Buie" ACM Computer Commurdcations
Review, Val, 19, Mo, 2 (Aprl 1938), pp, 3248 identifies that
there nre sacurity fiaws in the TCP/IP (Transmission Contal
Protncol/iniemet Protorol) proloco) aulis becanse hosis rely
un TP soure address for muthendention and lse besauss
muling protocols hive migimal to no autbenticntion. The
Bellovin article i incorporated herein by wmference, Sim-
lorly, the IS0 protocol hos nol puid suficient attestion to

building scourity meehnnisms joto the netwale, anspard, or
mouting protocals,

Some propose camputer security polieies, such as Clask-
‘Wilson, are oot pacticg tn implament using current network
pratocols, which rely oo dolsgram Frnpmenmtion, unless
intermedinle authantication i5 provided. For a discussion nf
such policies, see D. D. Cluk and. D. B, Wilson, “A

45

85

mesiate authentication ns well ag host 1o host authenticotion
in o dotapram network that permits fragmentation of dota-
mms‘ .

It is o fusther ohject to provide sn nccurate methnd for
determining the neiwork wnfic gencrated by 2 pamicular
host.

1vis yar angther object o provide o means for socuraely
hilling 2 host for its use of network trafic and facilites.

1L iz yel onother ohject to provide For detection of o
non-~valid host en r netwerk. :

" Ttis yat auother object o improve oetwarls Teliabilily os
well o5 network secuity.

It iz yet another object to provide anppaort for netwack
muditing, nerwork traffic counting, and policy based outing,

Ini adl of the above embodimeats, it is an object o provide
o authentication aystern which utilizes an asymmebric key
system in thie suthenticwion sysiem.

1t is still suother object of the invention o provide an
mithentication system in which the frst pocket o dutagram
fmgment 13 dynamically muted while ol succeeding pocket

‘fmpments or dolagram frgments then Tollow the umblished
path af the first paclet frapmenr or dorgeam Fragmene

According to one troad pspeck.of the preseat invention,

'there Is provided a method for network suthestication com-

prising the seeps of; obtnintng 2 network address and o public
key far 2 receiving host; wilizing the poblic key fom Ge
receiving host in combination with o private key fom the
sending host i gencrate @ cryprographic signature; lans-
milting the signature tlong with deta throngh o first suboet-
wock it at legat one packay yecsiving ar Jeast one packer ot
the receiving boar; and the reesiving host utiliziog u privele
Tey for smid receiving host site sod o public koy for snid
sending host to verfy said cryptopraphic signatuce,
According 1o another hmad aspect of the inveation, there
is provided & method For oetwork authenticalion of frg-
menled paclets comprising the steps of: requesting o nel-
work nrdress for & receiving host from o subnelwark name
systeny; wellizing o oprivate key from a sending hoat to
EBENERUE A CTYDIOETAphic signnlure; imosmitling the signo-

Page 41 of 54 ID #:41
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3
ne nlang with doln Lo o firel subnetwork io ol least one
packet, having a first pocket size which is diferant from that
of the transmitting hogt and thergby fmpmanting the original
pacleel into o Jeast two pecket Fmgments, the pocket frg-

ments having o firt pocket fragment which §s ansmitted 1o

i first availdble intermediste gateway or sauter in the frst
subnetwork, .amd each subsequent frpment of that fyst
packel fragment following the propress of the firal pocket
fragment throuph the fist submetworkin a train-like fashiom;
reossembling the Fmgmend packets ol oo inlermedine
guteway or muter; performing o vedfication of te crypto-
graphic signofre on the renssembled pooket; retmpmiting
the fragmented puckels theangh the first subsetwork: recgiy-
ing nt least one packet at the ceceiving host; and utillzing o
public lrey for the seading host tn verify the erypographic
sigoature. o T

By being zhle to provide both host ts host puthenication
o5 well as intarmediole suthenticnting, the posaibiltties of
host masguerading and zetwork oracks are teduced or
climinated. Additionally, policy-besed ronting, netwosd
usmge pccounting, end network muditing moy be imple-
mented,

Other objects and fentures of the present invention will bs

apparcat from the following dewiled deseription of the
preferred embodiment

BRIEF DESCRIFTION OF THE DRAWINGS

The invention will be fucther desoeibed
with the sccompanying deawings, in which:

FIG. 1 s a flow chunt illustrating 2 methed uiifized in o

in conjuncting

. typical or prior arl communications transnciion helween

host, and hosly in which no authentication is conducted in
¢ network which may employ fragmentarion of dotgrams;
FIG. 2 is an esemplary network topogmphy of comm-

5,511,122
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nications between host, wnd hast, scconding to the prior o

FI03. 3 is5 o flow char Hnstrating o fest prefered com-
munications tmnsaction between host, mnd host, in which
end 10 end authentication i3 conductad in 2 network which
‘may employ fragmentation of datagrams; and

FIG, 4 is n fow chort flusteating 2 secand prefered
communicotions cansaction berween hoar, and hnsty in
which both intermediale and end to end authewticniog may

be condocted in 1 netwark which may employ fmpmenintion
of datagrams,

DETATLED DESCRIPTION OF THE
PREFERRED EMBODIMENT

With refercoce to the Figures, wherein Bke reference
choracters indicale like slements throughont the sevaral
views and, in pardcular, with tefarence to FIGS. 1 md 2n
generic method of host 10 host. communication is Mustmled,
In order to nppreciaie the improvements assacioted with the
invention disclnsed hemin, 2 detnlled description of the prior
appronch £ network communication §a essanual,

In prior nctwork communication npplicatians, 2 hast,
genericnlly raferrd 1o 1s host, or clement 60 will with to
communicate with n host, or element 43, Host, 60 may be
in the same subnetwark or netwark a< host, 83 ar may he in
o fifferent subnetwork or newode Network, 82 is the
nerwork contoining fost, 60 and netwark, 84 iz the netwndk
conigining hoat, 3. FIGS, 3 and 2 jllustrate (he condition
where hoat, 60 and hosty 83 e in Aferent subnotworls.
When baost,, 60 wishes in communicute with host; 33, hst,
&0 will obinin the nddwss ond key of hosl, 83 fum o
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network nome gyslem via the networde ar from 2 configo-

" ration toble at hast, 60, This mouest is dustrated by box 10

in FIG. 1. The notwork name sysem will provide the
netwotk addeess ofhoat, 83 1w host, 60 as ilustrated by box

12, Mexr, the nerwork address s received by hast, 60, see

box 4. After recciving the pddress, host, &0 bepins to
teansmic datagrnms or packats townrds host, 03 via & gare-
way 62, see box 16, The physical zommunicatlon protocol
being nsed batween hast, 60 and subnetwork, 82 will very
with the porticular type of host and getwork. The above
tdescribed methad is ana of several well known methads for
obtaining the network address af o host

" Subnorwork, 82, ns ilustraed by box 18, will then
process datn into packets ‘which me Yink or subnetwork
speeific. A standard protocol which is utilized is the IR In
this protacal, dalogeems or packers are formed from the dote
strenm. Prcleets generally comprise o header seciion, o dote
gecion mud o Ymiler section. The specific relatinnship
betwesn these sections ar the existence of these sections arc
pratacol specific and thus will no be discussed in any deail,
The datn may be fmgmented by the creation of packers for
submetwork, 82 ond thereby toke different routes through
aubnetwork, 82 wwards host, B3, For illostrative purposas,
three packets or fmgmented packets, Py, P, and Py nee
illustreed, These pocksts pre oooamitted through subnet-
work, 82 by = conventionol transmission method Bach
pocket or fogment may take o different youte throngh the
subnetwork s ilusrated by lines 26, 28 and 30 which
comespond tw the youtes of packets P, P, md P, rdspee-
tively. Thug, each packel moy go through 2 different inter
medinte mouter 84, 66, 68 or 70 as iNustrated in FIG, 2,

1.8, PoL N, 5,175,765 to Periman is exemplary of the '

trawhucks of the prior art. Pedmon discioses oo authenti-
cation system which utilizes & asymunetric Xoy system o
authenticats o data packet This system utllizes a robust
broodepsting technique and therefore -is nol copable of
pedorming  intermediae fapmentotion or intermediste
sulienticnBori for the reasons discussed obove, Bath of these

tng. v

Evennunlly, packets P, Py and Py will migrte theongh
subrerwaors, §2 dlong the dushed Tines in FH3 2, Io o
confipumtion ool shown, if host, B3 were located within

submetwark, 82, hostp 83 would rmeeive the packets and
repgsemblc thom te guin secess 1o the doin contoined theretn,

Hosty 83 wonld wiilize this deto and will assume tha the

sender, host, 60, is the achml sender of the dato. Thas, there
wioild not be any end to end or intermedinte nuthealication
af the host or dmta, dn this simoion, 1he dma wonid be
Tragmented ondy onc lime, i.¢., during the creation of packets
P B mdP, - e

In the configumtion shown in FIQ. 2, hosty 53 is located
in o diferent subnetwork, 04 than subnétwork, 82, Packats
P, P, and P; will be mmansmited from patewny 72 of

subnatwoik, 82 to pueway 74 of subnetwark, 84. This step -

is Ulusirated in FIG. 1 as block 32. The link/subnelwak
protocols,utilized in subneworly, 82 may difier fom those
of subnetwarle, 84, In this simation, subnetwark, 84 will
crente additional pockels P, P, Fs and Po, see block 34,
Four packets hove been vsed for illustrative perposes ooly
bul moy number of packets may be jgenerated by suboe-
work, B4, Since the link or subnetwark prowocols of sub-
netwosl, |82 and ssbnetwork, 84 may he different, the size
ol the packets may nlso be different. Thus, the adgiool data,
hedder ond troflerinformntion o eoch packer in subnotworl,
82 may now nppear in diferent pockets in subnetwork. 84,
i, the information Trom pocket P, may now be'romained

copnbitilics are importsnt for proper network usoge account-

BN
e

PeIg] \l
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hetween packets Py ond P, Thus, the dala has been fmg-
mented for 0 second time. Packels Py, Py, Py and P, o

. transmmitred. through he intermedinte routers 76 and 78 of

submetwork, 84 olong the dashed lines of subnetware, 54
and in a similer fashion to et of submetwork, 82 shove,
There may be any number of intermedinte routers pad those
used in FIG. 2 e for Tlustrative purposes ooly, Lines 44,
46, 48 and 50 flinsirate the wansnssion eomeegt in FIG, 1.

In such & technique, the shility o anthenticaw packets at
o intermediate galewny or router, such as router 76, is
completely lost since ench pncket fmement mny toke o
different rniste through mibmewwark., 84. Additianally, sinca
tite informalion conlined in paclmt Py may be split between
puckets P, and By, 3t 45 impossible 10 assemble the infor-
mation of pocket Py o oo intermediste gatewny orronter. In
this sttumion, the odgingl dota is fogenented two times, §.e.,
once when packets Py, P, and P are crented and oace when
packets P, By, Py md P, nre crenred.

Eventally, packats Py, Py, Py and By will migmate through
subnetweitky 84 slong the dushed Fnes fo FIG. 2. Hoat, 53
will rzeeive the pockets and resssemble them o pain pecess
tn the data soncgined therein, ses blocks 52 through 56,

Hosty 83 will niillize this dota ond will nssume thot the

nender, hest, 61, is (e nctunl sender of the data, Thus, there

isno cod to end erinlermedinte authentication of the host or
doin, ’ :

Several U.5. Potegts have touched on the subject of

nuthentcation. For eanmple, U8, Pat. No. 4,965,827 1o '

McBanald disclases an anthenicnion sigorithm for varify-
ing thot o message hes novbess corrapted orchanged during
irmsmission. This method utilizes 5 symmatric oryplo-
geaphic hash fonction which is only used for the authenti-

" cation of the data. In o symmetric koy systen, the pame key

i used for eneryplion und decryption end does not provide
the. protectian of oo ssymmeiric key system, The MeDongd
system pravides no means forauthentisating thar a portiesir
hust tws eotuglly sent the datn. Thas, o host may mesquerade
s 2 volid host and send invalid data over the nenwork.
Additionally, nelwork applications incloding inlermeding
authentication are nut described by the McDanald paenl. Ag
anather example of 1 TLS. Patent discossing amtbentication,
T.5. Pal No. 5,241,509 to Belovin ef al., discioses o key

menagement protacol which copld be nsed over o nerwork
which is not secure,

The shove descriprion provides a basic nodersianding of

(2]

5
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Wow duin is transfered between host, 60 and host, 83, Now

we will W to & new melhod of host enthegticetion ss
Hosrrated in FIGE. 3 and 4. FIG. 3 Muatrates o hogt to hast
aothentication method med FIQ. 4 Mostoates 3 hoat o
intermedinte gateway or ronter guthentdcating methad, Like
reference oumerals have been wtlized where there &5 g0
sipmificant difference between the invention ind the priorart.
Primes nhove the reference womerals have been utilized
where the elements are similar to the princ at but have
sdditionn! fenlures or modificntions. Finolly, new reference
numerals ore provided for new steps which are condacted,

Cryptographiz Methad

Belore 2 description of the new methods o provided, it
is pecessary to descrihe current erypinpmphic meshanisms,
Cryplopraplic mechonisms provide the grenlest assaranee
of the outhenticily of datn. Cryplogmphic sysiems come in
twa varelies, symmeiric key sud nsymmetric key, See, B,
Schueler, "Applied Crypiography,” John Wiley & Sons, Tnc,,
New Yok, NY. (19543, p.3, which is incorporated herein by

30
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teference, In o symmetric key system, the sume key 48 used
far ansryption and decryption. When providing confidenti-
ality using on nsymmetric system, each porty has twa keys,
one public mud one povare, and data 35 vsually encrypted
using the render’s private key and the recipients public key.
‘When providing suthenticalion using on tsymmetric system,
1he datn and the keys ore used to penerate o digital signntusz,
Tha signatre is verified by the reciplent using the dam
teczived and the appropriale deccyption keys,

Host to Host Authanticatinn

Tuming now o FIG, 3, the steps fvolved In ¢ new
method of host authenticntion ore iHustated. A bost, zened-
cally roforced o ns host, or element 60 will wish
commumicals with a host, or element 83, Hosty, 83 moy be
in the some guhpetwork or networkc 82 s bost, 60 or may
be in n diffierent subnerwark or network 84. FIGS. 1 and 2
jHustrte the conditian where hast, 60 md host, B3 e in
different sibnetworks, 82 1od B4, respentively, When host,
60 wishes tn commnmicate with host, 83, hos, 60 will
tequest the nddress.ond public key of hoaty B3 fom o
submetwork name syatem. Thiz requeat is {Husteaced by box
18" m FIG. 3. The pubilic key request is important in this new
methord und its imporiance will be discussed in detail below,

Bubnectwark Name System

‘It is possinle to distribule the public kays to el hoam and
users of the internetwoek, see Mockapeiris, Paul, Domain
Mames—Implemeniation and Specificstion, RFC-1033,
DD Network Informmtion Center (Movember, 1987) which
ig hereby incorporated by reference. Public keys for hosts
are included in the neopservice datnbese and all someses
vice responges are amheptcated, This means tat ail of host
public keys me disiibuled in an authenticated mesner
Mome servics sequests need not be asthenticazed or confi-
dentigt in the peneral case, However, if the visibility of some
data in the namenarvics datoboee 48 0 be contolied, ten
authenticnied confidemial requests would be reguired to
access pon-published datn and swhenticated confidential
wesponaey (o such Tegoess would also be reguired. The
publle kays for the root numeservers should be marde madity
avnilable, snch a5 by telephone and posin] wndl, so tha
system administrators may beve confidence in the suthen-
ticity of the maot public key, Otherwise, If the conect ool
public key were unt widely kmown, on inteuder wonld be
enaily ahle to masquerade sg the lepitmate nomeserver.
- Beeonse the usec nod application level keys oro digtsbuted
using mecharisms implemented in the Jocal ko, those keys
msy be chonged zasily by the naor without much concerms far

‘the fey change being delayed in propagation o all of the

diracinry ar network name service providers, Host kéys ore

Jess zasily changed, but such chanpes should be regulorly

scheduled in order t0 limit damege from compromised leys,

Munificotions To Current Protacal

This sectinn described ndditions ond chanpes to the Inlaf-
net Protneo] suite 1o ensble its use fo distribote asymmalric

-kays mnd o ennble ils responses 1o be suthenticated,

Anew TYPE ffd is odded to-the resource records in the

'Domain Nomé System, This new field contains o signed

asymmetric: host aothentication kay to be used by hosts

“ nttempiing 1o authemticale petworl paciets, Eﬂnh}msl whir;h
transmits any authenticated fames must have this Tecord in

the Domain Name System {meforred 10 85 “DNEY) and the

_value of the recurd must be correctly advertised. The pro-

Oa_%gs%lD #:43
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posed nume of ttds new DN recocd type is HAX. The value
of the HAK is represented s hexodecimul numbers twing
the dighs D through 5 and leners A throngh F. The HAX
record's valve is the authenticarion key certificate nsad far
thut host that the HAK record s associated with, No HAK
records moy exist that ore not aspacinted with o specific hosl

All Subnetwark Name System responges from namesecy-
e provide athentication. All Snbnelwerk Nome System
requests should provide anthentication. Host receiving an
unauthenticated responge should take woic of the lnsk of
anthentcnton axd may ipnore unoathenticoted msponges iF
required by the security policy applicable to the subnetwarde

o
o

Arymmeiie Alprithm

An nsymmetric algorithm is utilized to generate o diglial
signature, This muy be accormplished in several ways. The
first method in 1o utilize 2 well known ssymmetric algodthm
snch 03 RSA. See, U1.S, Pat. Ne. 4,405,829 i R L. Rivest,
A. Shamir and L, M. Adleman, which {s incorporatad herain

. by reforence, A-second methad §s o epcrypt the output of o

10

of the receiving host or take appropriate action, Hosts

Teceiving o response contrining incoracr antheatication dein
shonld discerd the respnse withow processing it faher,
To provide user usymmemic keys for eocryption or
authcnticatiog, it is supgesied thet o new service, the Key
Information Protocol or I3, be provided. This service
would aceept reqeeais for mser public keys and would
respond only if such informmtion were avallohie, The “po
key exists for that uger™ and “fhat vser not valid here” coses
would both catise an “invntid request” 1o be seat back 1o the
requestor. All sesponses woutd vse TP authentieslion. The

et to suthenticate the response, KIP should provide for
geparate nuthentication and confidentiulity keys, Depending
on perceived need, KIP could even be extended to use
Meedhom & Schrozder-like mechoniam to 2al up and use
gymmelric keys for some session with the two KiPa hane
aling the key 82t op securly {(pach on hebalf of its oen] nsar)

- See, Needhom, R M. ond Schroeder, M, D., “Using Breryp-

tion for Authentication in Lorpe Matworks of Compnters”,
Commurications of the ACM, Val. 21, No. 12 [Dotember
1978), poges B83-895%, which is incorporated herein by
eferenze. The use 6f the Needham & Schroeder-type sym-
Toetde key mechonism i5 less deshable than using asym-
meiric key technology beeauze of the increased complexity.

When the KIP cancepl is implemanted, n new Domaia
Mame System record should be added that wonld point to the
nasme of the host providing KIP service for o host or
subnecwork.

Turning back ta the steps In the hoat to bost suthenticalion
melhod [instated in FIG. 3, the subnetwork mame system
will provide either the narse of the nameserver for the
subnetwotk containing the destred hostor the public key sud
pelidress of the desired host. All responses wonld be auther-
ticoted using the public key of the nameserver ond nuy
unmithentic responses would be disearded and ippored, Ikt
wiight be valushle to oudit ol onaothentic rasponses. This

proeeys wonld be repeated ps necesnury until the raguesting

host received an authentic mesponse conmining the public
lrey and address of the desirad other host IF the locally
trusted nameserver bises caching of daw, response time
waild be rensoncble despite boving muthentication, Using
{oce! numeservers and caching is a good implementation
seregy for oumeservice regardless of whether nuthentics-
tion i5 used. This process of the aubnetwatk name gerver
gelting ond sending the nddress ond public key in ilustented
hy box 12, ’ :

As shown in box 14, the networlk nddress and public key
information is nexL received by host, 60. At this poinl, bost,
69 uses on asymmetric cryplogrmphic lgorithm to penemie
2 digit! signature, see box 86. As discassed forther below,
the public key of host, 83 is used in combinatlon with the
private key of bost, 60 lo generate v dipiinl sipnoture.

15

symmelric cryplographic bogh function using an asymmetric
encryption sigorithm, A (hird method 98 to use o keyed
asymmelric eryptographic hash sigorithm. The ohove theee
methods hnve bean utilized in the post o provide cod-wo-cod
applicalion-isyer authentication bt have ool been nsed (o
provide Imermedinte netwark anthentication. Theee i &
gignificont difference breween aathenticating: the pceuracy of
transmitied dots, ie. opplicaipe-layer authenlicotion, nod
networ-layer autheptication, the sthject maner af this

applicotion, For convenience, ths omtput of the asymmetric’

. Xey Infarmation Proloco] would also use the host's publiz
. euthentication Key in the KIP regponss to enabie the recipi-

45
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aigorithm will be referred 0 05 o digital signamwe,

Confidentinlity and nuthentication might olso be il into.
applications nbeve the tranaport inyer or into the transporl
inyer fiself. In some cnses, it might be desirable t nlso use
mechmisms bulls ino the vpper layer protocat thac ore
independent of these uetwark-loyer mechiniams. For
exnmple, the Secore SKMP specifications build sufhentico-
tion and ogtional confidcutiality mechinisms into the SMMP
applications. This spproach has the sdvantoge that o security
breach at 1 higher layer docs not neeessarily compromise the
securily ot the network layer. However, security above the
nerwark joyer doae nor provide autheptication or confiden-
tility o all network users or spplicationa nod is nat o
genenal apprasch. For exnmples of transpori-layer pratocols,
see IS], Tronspore Control Procol, RFC-783 Network
Tnformation Center (Septamber, 1581) and IST, OS] Trans-
port Protocol Specification, 18-B073, 18O (198E), both of
which are hereby incorporued by eence,

‘The next question is what will the asymmetric algarithm
be nsed om, L&, the dota, the header infacmation or the entire
network protocot fronte It makes mom sense 1o authenticate
the emtire network protocol frame tha the hender data alaae.
The incrementsl cost of outhenlicaing the enlire fmme
instead of just the headers is no} sigoificant and the incrensed
eatropy and size of the oulhenticated information makes
momy crypionniylic nitacks on the suthentcation hawder,
while nlsn ensuring the authenticity of the doin. Bellovin, in
*Security Problems in the TCP/IP Pratocol Swite” {(sapra)
desetihed » number ol atiacks ot the treneport. fayer, such 25
vsing TCP sequence oumber prediction o masquerde s
onather host's connection. Even trustworihy hosts need to

isululs vaer connections from one onother and to ensure ot
.mo nser is capable of mosguerading oy another user via

networking mechanisms, The shbility to provide circuil-
priented confidentinlity smechanisms is also desimble, Mel-
ther TCP nor OSI ramsport prowcal currenatly provides

either nuthentication or sonfidentinlily mechanisms, which |

i the nren of this disciosure, plthaugh the LS. Government
hos published w standard colled SP4 that adds yecurity tn
TCP and an 180 OSI Transport Protocol.

‘While it is possible to suppont transport outhentication
using entirely differsnt mechanisms thon those used to
provide network nutheniiention, it is desirsbie o devise a
common sppronch tn suthentication 5o that the pvechead of
implementation i5 mintmized and so thot the different: ser-
vices inlegrole together nicely, Moreover, there iso polsatial
for decreased size in the trusted code required to Implement
the authentication serviees, It is usuglly easier m verfy the
correciness and trustworthiness of smofler amounts of code
tharn larger amounts of cade, i
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"Turning bock to the steps in the host to host aufhentication
methnd Dlustrated in FIG. 3, after performing the usymmes-
ric eperyplion, host, 60 hepins to tranamit dota, address and
the digitnl signamre io subnatwark, 82 via & pataway 62, ses
box 16", The ink/subnetwodk commmnication protoca! being,
used between host, 60 and subnetwark; 82 may vary with
{be pariicular type of bost and netwaork and thus, the location
of the signature mny vary,

Submeiworl; 82, ng flluacared by hox 1B, will then
procesn dnte into peckets or fmgments which are networl or
submetwork specific. For ilosirative porpoges, thres packers
or, Iy, P, and Py nre Mustaled. Parkets generally compries
a header acction, o data seclion and o wailer gection, The
specific relationship hetween these sections ar the existence
of these sectinns are protocol apecific nud thos will oot be
digouased in any detnil. The location of the signonire mry be

' in any of the ahove idensified packet sections, These pockers
ave tansmined Hrough subnetwerns, 82 by n conventional
transimission methad, The packets may alsn be routed as will
be discnssed in relation o the ftermediote anthenticotdon
taethod, below. Ench packet or fragment may take o differor
oute fhrough the actwork as Tinstound by Knes 26, 28 and
30 which coespond to the wutes of packars Py, B ind Py,
respectively. Thus, each pucket may go through a diferent
intermediate youter 64, &6, 68 or 7D o= Hlustated in FIG. 2,

An imeemedine router is any devies which rontes packsts
between ony two communienfion devices. A gatawny is an
ineermediare router which eonnects two subnetworks, Thers-
fore, the t2rms may be nsed intarchangenhly throughout the
detniled description, !

Evenually, packsts Py, P; and Py will migrate thruph
subnetwork, 82 ginng the dashad fines in FIG. 2 In m

10

The sbility to outhenticate packets at an intermedinte
galswey Or Touter, such o8 router 76, is not 2 coneem in &

. host io host anthentication method.

]

£

architectiee not shown, in which howiy 83 is Iocmed within |

subnatwods, 82, then hast, B3 will receive the packets or
Fragments and renssemble them to goin ancess ‘o e dute
and sipnature contpined therein, Host, 83 will uiilize o
corresponding tsymmelric llgorithm o decods o verify the
signoture wd therby verify the muthendcity of host, 60.
This is accomplished by niflizing the pubiic key of host, 81

in combination with the private key of haar, 83, sez the 4 -

discussion sy encryplion shove.

If host, 83 i Jocated in another subnetwork 84, sn
Hlustraied in FIG. 2, then packets ¥, B, and P, will be
reansmitted from gateway 72 of subnelwork, 92 m poteway
74 af subnetwork, 84_ This step in Diusimted in FIG. 380
block 32. The linldsutmerwork. protocols utilized in subneal-
wardy, 82 mpy differ fom thet of subnetwork, 84. In thia
situation, subnetwork; 84 will creste additons] paclets or
Erapgmuenls Py, Py, Pg nnd 7, see block 34, Four pckers have
heen vsed for flustrtive purposes ooly end any number of
pucker may be penerated hy snbpetwork, 4. Since the

pratoeals of subnebwork 82 and subnetwork, 84 may be’

diifercnt, the size of the pacls may also be difereny Thus,

35
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the origingl signatwre, dom, header and irafler informaton of

each pucket in subnetwork, 42 may now oppeor in diffarent
packets in subselwark, 84, Le., the information from prcket
P, winy now be containgd hetwean packels P, and P, As
siated shove, pockels P, Ps, Py md P, me Lmnsmined
through the intzrmediate motecs 76 ond 78 of subnerwork,
84 along the dashed lines of subnetwork, 84 and it 2 simflar
fashion lo fhat of subnetwork, B2 shove, Optionally, the
paclets mpy be transmitted in o monner similar o thot
expluined for the intermediate suthentication method halow,
There may be any number of inteomadiste ronlers aod links
between rowters and those used 10 FIG, 2 ore for Musmative
purposes bly, Lines 44, 46, 48 and 50 illustrace the generdl
traosmission concep! in FIG. 3. '
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Eventually, puckets P, Py, P and P, will migmte tweosgh
subnetwarlt, 84 lopg the doshed lines in FIG. 2. Host, 83
will roceive the prckeds and reassemble them Lo pein access
to the signatire dalg contuined therein, see blocky 52 and 54,
Host, 83 will utilize a corresponding ssymmetric algorthm
o decode or verify the signature and thereby verify thg

authenticity of host,,, sec block BS. This is accomglished by

utilizing the public key of host, 60 in combination with the
pavate key of hosl, 83, see the discussion on cryptographic
ulporithms obove. If hosty is euthentic, then the data will be
utilized by hosty 83, Otherwige, a secoxity protosol may be
initioted to notify r networle nMciol of o potential security
problem, see black 32. :

Intecmediste Authenticating

Turning now to FIG. 4, 1 method for inrermediate suthen-
ticatiog is ilustrated, This method is very similar to tat of

the host to hast authentieation as described above. Thee-

Tore, only the diferances berween the two racthads will be
discusged in detail,

In order 1o permit mny intermedinte network gatewny or
router i authegteate the contents of the netwark frame, the
public key for each heat is publishad and the privae key i
kapt privaie by thet host The sending host, 60 uses its
pitblic encryption key plus the dam in penarste n crypln-
graphic sipnowre which is embedded in the pocks:, gee
black 86, In this methad, the public key of hosty 83 is nat
iequested or uilized in any maoner.

Wetwork Eames ore freguently fragmeated into smaller
fromes thar will fit within the stze Jimitation of the protocols
in and undementh the Tink ar anbnecwork layer Thus, the

origind fmmes ooy be fragmamed, Ls. packeis By, Py md .
‘P, may be differen! in size than the ones originslly trans-

mined by hos, 60 lo subnetwork, B2 in wmost cnses
currently, resssembly snly neeurs ar the destination node and

bas drawhagks with respect to pesformance degradution -
* sasncintedl with pockel Fagment renssembly. Imermedinse

nodes, such BS rouwers or gatewnys, need mol pay the

-yenssembly cost naless they wish 1o perform intenmedinte

ambenticnton. Nate that the oriping network packets may

861 be Touted mdepandently aod dynsanically and thus Lhis

pew Iechuigue is sdll very flexible. When the puckels
wigrate from one subuetwors to aoother, the paclets may be
semssemiiled into the origins! packets and thea be iranslt-
ted pg the orgion] packwts, thersby nvuiding_nddilmnul
fmgmenintion and ollowing for dynamis muling af the

origingd packets in the currant subnewwork

These paclet Eagmenis are introduced to subnetwork, 52
a5 descriped above, The fragments.are transmilied through
subnetwark; B2 in o very difforent mancer. The first fag-
ment of each original packet to be wansmited is senl Lu_l_ha
First nvailable intermedinte router in o copventional fashion.
Each subsequent Smgment of the adginal packet will then
follaw the same ronte a5 the firal fmgment through submet-
wark, B2, This method i3 significantly. different than the

. transmission seheme which is utlized in the prinrart. Thus,
the prcket fragments form a train though subnelworls, 82ns

illvsirated in FIG, 4 by point 38 and fine 100, Eacl urigim.ﬂ
packel is routed conventionnlly umess the original pocleet is
fmgmenter, In the cnse when the packet is frapmemed, each
pocket fragmen will traverse the same rouee =s Qs fist
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At thin stoge, the intermediale router may decide to
aulhenticate the pocket fragment information, The decision
on when and bow ofien o outhenticate will be = policy
decision tnd will vary between subnetworks, I the inter-
medinte ronter doss perform suthentication, then the inter-
mediate router will nasemble the packet fngmenta P,, P, and
P, sce doshed box 104, This step in necessey since the
origionl packets have been fmgmented, Le. pockels Py, Py
and P, are different in stze than the ones originnlly trans-
mitted hy host, 60 tp subnetwork, B2, Then the intermediate
router rmads the renssembled prokel lo detarmine the sends
er's identity nnd ilempts (o conficm that (he clpimed send-
er's published public key produces the correct rasulls when
upplied m the embedded dipital signatnre, sez dashed hoxsg
106 and 188, If' there s » corect regnlr fiom the nsynchro-
nous wlgorithm, then the sender and the date nre authentis,
Orherwige, the sender or some porl of the datn & not
suthentic, This permis policy-based routlng nad nspge.
bnard accounting o be dependably implemented as flins-
troted in deshed bor 112, Finally, the int=smediste router
transoiits the reassembled packet to the nexr rower or
gatewny, poseibly miragmenting the packet if necessacy, see
gashed hox 114, The shove process may be wepeated by cach
intermedime rouler or gatewny aod is fliusteated by dashed

" bleck 116, Note that the ressembled packets may stiil be
routzd independently and dymamicnlly snd ao the new
technigue retaios’ fexibility.

The patkel fagments ae eventeally received by subnel-
work, & 03 describied ohove. As sfated previously, therm

may be b second fmgmentation problem which may ooour

25

when packes B, B,, P, and P, are Formed. Ope must have 30

tha entire oripginal network fmme intnet in order to oitempt
to nuthenticate it Network frames are Srequently Gagmented
i smaller fromes that will fit within the size Timitation of
the protweols inond undermeath the link or subnatwark loyer
ag {lnstrmted by packets By, Pg, Py and P, This meaos that
at ench point where o router or gatewny wizhes bn sitemptio
sutherlicate the netwnrle pocket, it must repszembie olf aFihe
-componepes of the urginal network poeket first It also
means i if any inlemmiedisle rouler or gateway dnes pot

‘renssembie the origing frame before resending ar seeending A
differsnt fragments of a given nerwork paclkeet gver different

Toules, thot inteomediate mouters or goleways downsteam
From thar gateway orrowter will bo upable to puthenticate te
Eagmented network packots,

In most coses cumecntly, mossembly ooty oroum =l the
destination node. Ineomediate nodes, such s ootz oc
gatewnys, 4o nol cumently pay this cost Repssemthly and
potentinl subsequent refragmentation will impnir softwore
performence when the link nnd physicel protocols comy vory
amall amounts of datn in each lowsr level frame. This
imposition muy be wduced by wilizing npproprime hord-

ware, Commemially availnble muters commonly have such
hardware, :

Any pateway or mouler in subnetwaork., 84 is capable nf'

intermedinte suthentication by executing the steps illisiated
in doshed block 136,

Evenmunlly, packets P, By, P, and P, will mijenee throngh
subnetwark, $4 along the dashed lines in FIG, 2. Host, 83
will receive the pockets nnd renssembie them Lo gain aceass
to the signature dotn contained tharein, sek biocks 82 and 54.
. Hoslg 83 will ulilize o coresponding asymmetric nlgorithm

in decode or verify the signniuce and therehy verily the
anthenticity ofhost,, see bincle 124, This iz necomplished by
utiliZing the public key of host, 4D, sce the discussion on
encryption nhove, If host, is awthentc, then netwark
acconnting will ke ploce and the datn’ will be wilized by

il

1]

12

bost, 83, see blocks 130 and 56. Otherwise, o securily
protocal mny be initinied to notify o nerwark oficial of o
potentnl seensily problem, see block 128,

Proposed Prolocal Modifcalions

This section describes proposed changes to proweols to
utilize the ghaove dancribed method. For example, 3 authen-
teatiop modes are lustrated i FIGS. 1, 3 ond 4. Other
authentication modes ere possible with this scheme. One is
the degenemte case of no duthenlication and two acloally
provide some authentication. The existence af theno anthen-
ticotian cose permils hosts or netwarks not interested in the
ofiered security properiies (o go without them and nol have
to pay for whar they do not seck to use, The first real
nuthentication mode suggesied would nse the MDS digital
signoire wlpodthrmpgiied across the header of the net-
work-layer frame ond then encoded using previowsly ageed
upon DES encryption key using the chained block mede of
DES. See, Rivest, R. & Dussz, S, “The MD5 Mesoope-
Digest Algorithm,” RFC-1321, DDN Netwark Information
Cemer (April, 1992); NBS, FIPS PUB 46, “Data Encryplion
Stnderd (DES)," Nationg! Bovear ol Stondards, 08
Depariment of Commeree (Tanvary, 1977). The second resd
authentdeation mode would use the MD5 digest algorithm
Tuving been applied acrogs the entire netwark-loyer fmme
(exchuive of the nuhenticnion information feld) ang then
have that encaded using RSA encryption,

Additional Benefils

Another critien] serviee that needs authenticotion it the
nebwark name service, IF an merader may masguerade gs (e

logitimate namusscvice provider, he moy couse denjahof-

gervice attacks, moy modify doto in trangil, and may make
other auncks on users of the internetwasle. IF however, the
nameservice were mythenticatad, fess attacks would not ke
pussibie, i P i

Addidonally, this nOthentication : architecmre. could be
used o implement the Clard-Wilson commercial security
molicy over o oetwork or intemeiwadk. To support Clack-
Wilson, nuthentication of nsers renl idenities is wssentisl, In
lke mpproach sugpested here, the hosts would be authenti-
cated to eoch other md could provide user mithentication
keys ur such keys could be placed in & centrl directory
service witk its tesponses being anthenticated, Full promec-
tion Fom bost musguemding ond network tffie contml
policies could be epsily enforced. Since the Clark-Wilsan
polioy is more concemed with inteprity thaa confidenlinlity,
this might be sufficient for 8 commesciel firm or educatinaal
ingtitution, Confidenfiality could ensily be ndded ot the
transprl inyer or above iF it were needed nnid: nexd: nol

i

. degrade performence for opplications o usera that. dida't

veed it

With 1 few exiensions the approach outlined here cauld
dlso support a multi-level secirity policy using aithe.:.' (]
nink orehitectire® or o “red/bleck architesture”, “PuEk
arehitacure™. nnd “red/hinck mchiwcture’ ore d}:ﬂ:rib&d in
Cale, Raymond, J et ol , “Multilevel Secure Mixed-Medin
Communication Networks,” Proceedings of the 1985 TEEE
Conference on Militry Communicntions (MILCOM 'HO),
IEEE, New York, M.Y, For czample, there might be encryp-

 \ion of user dztn immadintely shove the lmnspartlayer or te

\wanspon dayer itgelf might be epcrypted. Either isymmerric
or symmetric keys could be used, though use of the laer
would romplices key manngement. Becuuse the network
Inyer is fully outhenlicared, the receiving host.may be
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confident of where the trapsmission ariginated. Also, val-
nerability to cerinin kinds of dental or service nttncks may bes
significantly reduced by precluding the attacks described
endlier. Ups of the link eocryplion below the newwerk. layer

to minimize the effactiveness of taffic aonlysts wmains 5
fensible ond 18 unnfFected by networds lnyec or higher mecha-
nisrns such os these,

It appenrs fessitile lo implemant the required chasges io
the existay protocols in 2 woy that would remin interoper-
ability with older vewmions. Moreaver, this archilechrs
scales picely to lage inlemelworks such s the surrent
internet: There are a number of hordware implementations
of DES gpvzilable already and it 35 feasible to implement
digited signuture dlporithms ond nsymmetsic Tey eryptogee-
phy in bardwnore ss well. If these were inteprated into & 15
chipset, ‘the cost of autbestication wonld be minimized
Moreover, hostd that do nor wish to nse mithentication do not
have to. Only the ook nameseryers zmd hosts wishing to nse
pathenfieation serviees need pay for its implemeniation cogty
nnd pverchead. . 0

Although the presentinvention hns been fully described in
connection with the prefered embodiment theraf with
referenee to the accompenyisg dmwings, it is to be noted
Lint vorions chonges ind modifications are apparent to tose

[oed

0

picilled in the ar. Such chonges ond modifications are 1o be 25 |

understood, a5 included within the acops of the preseat

invention ts defined by the appended claims, unless they
depart therafrom. :

What is clnimed iz

1. A method for sutheoticating en origivniing host ot o ao
recaiving host, snid method comprising the steps of

{z) cbinining p network address and a pitbiic key of said -

" receivisg hosg ’
(&) vtilizing soid public key Fram snid receiving host in
combination with o private key from seld sending host
D gencraie o CrypogmENe signnice;

{c) transmiting snid cryplographic sigootite slong with
 dnee through & i subnetworls in av fenst one pacjer;

(d) .Teceiving said at Ipast ome pocket ot safd rereiving 48

host, and ' '

(&) suid receiving hosl miiliziog o privale key of said

receiving host and ¢ public ke of suid odginsting host
tn verify said coyptopraphic signature,
Z. The wethod recited in clnim 1 whersin an asymmpeiie %5
. elzorithm is used to penerie said cryptographic signanue.

3, The method recited 3n clnim 2 wherein said asymmetric
algorithun is an REA digilal signature algorithm.

4. A methad for suthenticntion of an originating host it e
receiving host site ond e or more intermedinle roters, anid
methnd comprising the nteps of
_ (n) ohmining o nerwor: address for snid receiviog host;

() wiilizing a private key from seid ariginaing hog) 1o

generme & crypingraphle sipnoture;

(c) {ranamitiing sold crypiograpbic signnture along with

totn throwgh o first subnetwork in ot lengt one pocker,
having n first packet son;

{d) receiving soid o lesst one peclel ol snid receiving
host; and

w

D

55

1

122

: 4 ‘

(g) said regeiving host utilizing a public key of said
originating host to verify spid cryplographic signelure,

5, The methnd recited in cloim 4 whereln soid paokats are

nuthenticated it an intermediats router by wiilizing p pubtic

key of said odginating host ro verfy ssid crypiograpghic
signamre,
6. The method recited in cloim 4 wherein an asymmetric
alporithm is used to genernte said cryptopraphic signalvre,
7. 'The method recited in claim 6 whersin smid agymmetric
ulporithm is on RSA digiml sigonature slgodibm,
. A mathod For muthentication of an originnting hostnta
receiving hoatsite pod ane or more intormediate ronters, knid
method comprising the steps of;
{) ohtaininp o netwodk address for said reealving hoag
(D) utilizmp o private key from-said adginating host io
generate 1 cTyptograplsc sigonotore; .

{C) trinsmining smd crypopraphic spostuse elong with
data throngh two or more subnetwodss in at jeast ane
pocket having o first packet size, where the packet is

Fragmented intn-2 or more packet fagments during -

transit from suid vdpinating host to said receiving host
{d) receiving said ar Jeust one packet at seid recsiving

- haosg and ) :

{8) said receivinp hoat ntilizing n public ey of soid
orginnting hosr 1o verify seid erypiogmaphic signamure.

9. The method recited in claim 8 wherein said transmilling
siep is eonducted by transmitting o frst fragmented pockot
of said first suhpstworke peclests m 2 first available interme-
dinte mouter, und each subsequent ragmentsd packer of said
firal subneoworl packers following the progress of anid first
frapmented packet thrnngh snid szcond snbmetwork io tirain

Tilee Iashion, o :

.- A, The methnd seciled in clnim 4, wherein soid ot leoat
one packe: hoving & frst pocket size iz fagmentsd and
{itereby [orming al ieest two Fagmented packst, smid fag-
menied packen having o first fragmented packet which s
transmitted o & fisst ovailable intermediste router in said
first subnetwork, nad esch subsequent frogmemed packat,
following the popess of soid-frat fapmented packet
throngh snid Arst subnetwork in o tmin ke fashion

11, The method rerited o cleim 9 whersin spid packet
Fragments o suthenticated gt an jnrermediae router by Brat
pssembling anid pocket fragments and then utiliziog 2 public
ey of soid originmting host w verify said crypingraphic
signainre. | :

12. The method meefed in clain 3 whersin soid packet
Fropments e antheoticated st en intermediate Touter by frst
nssembling said paclet fmements and then milizing 2 publgn
ey of snid etiginadng host w vedfy spid cryptogaphic
signare, . L

"13, The method recited in claim 1 wherein soid receiving
hosr, utllizing 2 public key of seid ariginating hosr, verifies
thot snid dn hos been sent by said sending host by utilizing
snid erypiogrophic signoture. : Coe

34, The method recited in claim 4 wherein said receiving
hose, utilizing @ public key of said ordginating hosl, verifics
thar sdid dotn hos becn-sent by said originatng bost by

" utilizing said cryplograghic sigoatre.

I .
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UNITED STATES DISTRICT COURT
‘ - CENTRAL DISTRICT OF CALIFORNIA

NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY

This case has been assigned to District Judge Cormac J. Carney and the assigned
discovery Magistrate Judge is Robert N. Block.

The case number on all documents filed with the Court should read as follows:

SACV09- 206 CJC (RNBx)

Pursuant to General Order 05-07 of the United States District Court for the Central
District of California, the Magistrate Judge has been designated to hear discovery related
motions.

All discovery related motions should be noticed on the calendar of the Magistrate Judge

NOTICE TO COUNSEL

A copy of this notice must be served with the summons and complaint on all defendants (if a removal action is
filed, a copy of this notice must be served on all plaintiffs).

Subsequent documents must be filed at the following location:

Western Division [X] Southern Division Eastern Division
312 N. Spring St., Rm. G-8 411 West Fourth St., Rm. 1-053 3470 Twelfth St., Rm. 134
Los Angeles, CA 90012 Santa Ana, CA 92701-4516 Riverside, CA 92501

Failure to file at the proper location will result in your documents being returned to you.

CV-18 (03/06) NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY
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Peter R. Afrasiabi (Bar No. 193336)

Christopher W. Arledge (Bar No. 200767)

Turner Green Afrasiabi & Arledge LLP

535 Anton Blvd., Ste. 850, Costa Mesa, CA 92626

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

CASE NUMBER

SACV09-206 CIC (RNBx)

Network Signatures, Inc.,

PLAINTIFF(S)
V.

UBS Financial Services, Inc., a Delaware
corporation,

SUMMONS
DEFENDANT(S).

TO: THE ABOVE-NAMED DEFENDANT(S):

YOU ARE HEREBY SUMMONED and required to file with this court and serve upon plaintiff’s attorney
Peter R. AfraSiabi s WhOSC address is: .

Turner Green Afrasiabi & Arledge LLP
535 Anton Blvd., Ste. 850, Costa Mesa, CA 92626

an answer to the X complaint LI amended complaint [ counterclaim [ cross-claim
which is herewith served upon you within __20 _ days after service of this Summons upon you, exclusive
of the day of service. If you fail to do so, judgement by default will be taken against you for the relief
demanded in the complaint.

. Clérk, U.S. District Court |
FEB 19 2008 | DODJIE GARGANTES™
Dated: By:
A Deputy Clerk \_/

(Seal of the Court)

CV-01A (01/01) SUMMONS
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UNITED STATES DISTRICT COURT, CENTRAL DISTRICT OF CALIFORNIA
CIVIL COVER SHEET

I (a) PLAINTIFFS (Check box if you are representing yourself ()
Network Signatures, Inc.

(b) County of Residence of First Listed Plaintiff (Except in U.S. Plaintiff Cases):

-Orange County

DEFENDANTS

UBS Financial Services, Inc.

County of Residence of First Listed Defendant (In U.S. Plaintiff Cases Only):
Hudson County

(¢) Attorneys (Firm Name, Address and Telephone Number. If you are representing

yourself, provide same.)

Peter R. Afrasiabi (Bar No. 193336)
Christopher W. Arledge (Bar No. 200767)
Turner Green Afrasiabi & Arledge, LLP

535 Anton Blvd., Ste. 850, Costa Mesa, CA 92626 (714) 434-8750

Attorneys (If Known)'

II. BASIS OF JURISDICTION (Place an X in one box only.)

"0 1 U.S. Government Plaintiff

[1 2 U.S. Government Defendant

[0 3 Federal Question (U.S.

Government Not a Party)

of Parties in Item III)

[3 4 Diversity (Indicate Citizenship

1II. CITIZENSHIP OF PRINCIPAL PARTIES - For Diversity Cases Only
(Place an X in one box for plaintiff and one for defendant.).

PTF DEF

Citizen of This State

Citizen of Another

0Ol

Sraie Q2

Ot

a2

Citizen or Subject of a Foreign Country O3 3

Incorporated or Principal Place

of Business in this State

Incorporated and Principal Place 0O 5

of Business in Another State

Foreign Nation

PTF DEF
Wa D4

w5
e O6

1V. ORIGIN (Place an X in one box only.)

™1 Original
Proceeding

Appellate Court

02 Removed from [0 3 Remanded from [J4 Reinstated or
State Court

Reopened

[ 5 Transferred from another district (specify):

06 Multi-

District
Litigation

07 Appeal to District

Judge from
Magistrate Judge

V. REQUESTED IN COMPLAINT: JURY DEMAND: ®Yes [1 No (Check *Yes® only if demanded in complaint.)
CLASS ACTION under F.R.C.P.23: O Yes ®No

®'MONEY DEMANDED IN COMPLAINT: §_Proven at trial

V1. CAUSE OF ACTION (Cite the U.S. Civil Statute under which you are filing and write a brief statement of cause. Do not cite jurisdictional statutes unless diversity.)
Patent Infringement, Permanent Injunction and Damages

VII. NATURE OF SUIT (Piace an X in one box only.)

Ll B
{1400 State Reapportio:
0410 Antitrust

[0 430 Banks and Banking

[0 450 Commerce/ICC
Rates/etc.

Deportation

Racketeer Influenced
and Corrupt
Organizations
Consumer Credit
Cable/Sat TV

Selective Service
Securities/Commodities
/Exchange

Customer Challenge 12
USC 3410

Other Statutory Actions
Agricultural Act
Economic Stabilization
Act

Environmental Matters
Energy Allocation Act
Freedom of Info. Act
Appeal of Fee Determi-
nation Under Equal
Access to Justice
Constitutionality of
State Statutes

ent

0460
0470

[0 480
00490
as8io
0850

0O 875.

0890
0891
0892

0893
1894
0895
0900

0950

RS
Insurance
Marine
Miller Act
Negotiable Instrument
Recovery of
Overpayment &
Enforcement of
Judgment
Medicare Act
Recovery of Defaulted
Student Loan (Excl.
Veterans)

Recovery of
Overpayment of
Veteran’s Benefits
Stockholders’ Suits
Other Contract
Contract Product
Liability

Franchise

O 151
152

0153

0 160
0190
0195

0196

viiaaR R
0210 Land Condemnation
3220 Foreclosure

[0 230 Rent Lease & Ejectment
0240 Torts to Land

245 Tort Product Liability
1290 All Other Real Property

310
0315

0320
0330

O 340
0 345

0350
0355

0360
0362
0 365

0 368

Airplane
Airplane Product
Liability
Assault, Libel &.
Slander

Fed. Employers’
Liability

Marine

Marine Product
Liability

Motor Vehicle
Motor Vehicle
Product Liability
Other Personal
Injury

Personal Injury-
Med Malpractice
Personal injury-
Product Liability
Asbestos Personal
Injury Product
Liability

DE]

510 Motions to
{0370 Other Fraud Vacate Sentence
0371 Truth in Lending Habeas Corpus
1380 Other Personal j[J 530 General
Property Damage |[J 535 Death Penalty
[J 385 Property Damage [ 540 Mandamus/
Product Liability Other
ANKREPEGVEED 550 Civil Rights
(0422 Appeal 28 USC i
158
0 423 Withdrawal 28 i Y
i sC157  |00610 Agriculture
i%j Wﬁ: m% 3620 Other Food &
0441 Voting Drug
[0 442 Employment 0625 Drug Related
[0 443 Housing/Acco- Seizure of
mmodations Property 21 USC
[ 444 Welfare 881
0 445 American with {0 630 Liquor Laws
Disabilities -  [J 640 R.R. & Truck
Employment 0650 Airline Regs
(1446 American with |0 660 Occupational
Disabilities - * Safety /Health-
Other 00 690 Other
[0 440 Other Civil
Rights

0710

0720

0730

0740
0790

0791

0862
0 863

O 864
o

T
Fair Labor Standards
Act
Labor/Mgmt.
Relations
Labor/Mgmt.
Reporting &
Disclosure Act
Railway Labor Act
Other Labor
Litigation
Empl. Ret. Inc.
Security Act

AR

Copyrights
Patent

Black Lung (923)
DIWC/DIWW
(405(g)

SSID Title XVI
40

or Defendant)
IRS-Third Party 26
USC 7609

V1li(a). IDENTICAL CASES: Has this action been previously ﬁvled and dismissed, remanded or closed? ®No O Yes

If yes. list case number(s):

QA LCNNO

FOR OFFICE USE ONLY:

Case Number:
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UNITED STATES DISTRICT COURT, CENTRAL DISTRICT OF CALIFORNIA
CIVIL COVER SHEET

AFTER COMPLETING THE FRONT SIDE OF FORM CV-71, COMPLETE THE INFORMATION REQUESTED BELOW,

VIHI(b). RELATED CASES: Have any cases been previously filed that are related to the present case? [0 No  [@'Yes

IF yes, list case number(s): See Attachment A

Civil cases arc deemed related if a previously filed case and the present case:.
(Check all boxes that apply) O A. Arise from the same or closely related transactions, happenings, or events; or
&'B. Call for determination of the same or substantially related or similar questions of law and fact; or
O C. For other reasons would entail substantial duplication of labor if heard by different judges; or
®D. Involve the same patent, trademark or copyright, and one of the factors identified above in a, b or ¢ also is present.

IX. VENUE: List the California County; or State if other than California, in which EACH named plaintiff resides (Use an additional sheet if necessary)
[J Check here if the U.S. government, its agencies or employees is a named plaintiff,
Network Signatures, Inc. - Orange County

List the California County, or State if other than California, in which EACH named defendant resides. (Use an additional sheet if necessary).
O Check here if the U.S. government, its agencies or employees is a named defendant.
UBS Financial Services, Inc. - New Jersey

List the California County, or State if other than California, in which EACH claim arose. (Use an additional sheet if necessary)
Note: In land condemnation cases, use the location of the tract of land involved. .
Orange County

/ SV
X. SIGNATURE OF ATTORNEY (OR PRO PER): / /O\./\A/; (/1 / ,\//// Date L/ [ °1/ Oj’

Notice to Counsel/Parties: The CV-71 (JS-44) Civil Cover Sheet and the information contained herein neither replace nor supplement the filing and service of pleadings
or other papers as required by law. This form, approved by the Judicial Conference of the United States in September 1974, is required pursuant to Local Rule 3-1 is not
filed but is used by the Clerk of the Court for the purpose of statistics, venue and initiating the civil docket sheet. (For more detailed instructions, see separate instructions

sheet.)

Key to Statistical codes relating to Social Security Cases:

Nature of Suit Code Abbreviation Substantive Statement of Cause of Action

861 HIA All claims for health insurance benefits (Medicare) under Title 18, Part A, of the Social Security Act, as amended.

Also, include claims by hospitals, skilled nursing facilities, etc., for certification as providers of services under the
program. (42 U.S.C. 1935FF(b))

862 BL All claims for “Black Lung” benefits under Titie 4, Pan B, of the Federal Coal Mine Health and Safety Act of 1969.
(30 U.S.C. 923)

863 DIWC All claims filed by insured workers for disability insurance benefits under Title 2 of the Social Security Act, as

' amended,; plus all claims filed for child’s insurance benefits based on disability. (42 U.S.C. 405(g))

863 DIWW All claims filed for widows or widowers insurance benefits based on disability under Title 2 of the Social Security
Act, as amended. (42 U.S.C. 405(g))

864 SSID All claims for supplemental security income payments based upon disability filed under Title 16 of the Social
Security Act, as amended.

865 RSI All claims for retirement (old age) and survivors benefits under Title 2 of the Social Security Act, as amended. (42

US.C.(g)

CV-71 (07/05)
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ATTACHMENT A

SACV 06-629 JVS, SACV 07-1429 JVS, SACV 07-1430 JVS, SACV 07-1427 JVS,
SACV 08-00775 JVS, SACV 08-00776 JVS, SACV 08-00777 JVS, SACV 08-00778
JVS, SACV 08-00779 JVS, SACV 09-196 AG, SACV 07- 1426 AHS, SACV 08-00718

DOC, SACV 06429 SJO
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