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Peter R. Afrasiabi (Bar No. 1933368 -
Christopher W. Arledge (Bar No. 200767

TURNﬁR GREEN AFRASIABI & ARLEDGE LLP
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Telephone: g714 434-8750 '
Facsimile: (714)434-8756

Attorneys for Plaintiff Network Signatures, Inc.
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UNITED STATES DISTRICT COURY
CENTRAL DISTRICT OF CALIFORNIA

SOUTHERN DIVISION

Network Signatures, Inc., Case NSACV09 -376 MRP (FMOx)

Plaintiff, ‘ COMPLAINT FOR PATENT
: INFRINGEMENT, PERMANENT
\2 , INJUNCTION AND DAMAGES

Fidelity Investments Institutional Services DEMAND FOR JURY TRIAL
Company, Inc., a Massachusetts

corporation, : _ ——
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Defendant.

For its Complaint against Defendant Fidelity Investments Institutional Services
Company, Iﬁc. (“Dé%endant”), Plaintiff Network Signatures, Inc. (“Network Signaft'ures”)
alleges as follows: {

‘ THE NAVAL RESEARCH LABORATORY
1. The Naval Research Laboratory (“NRL”) is one of the most accomplished.

research-and-development organizations in the country. NRL scientists have not only
made remarkable breakthroughs in military technology, they havé literally changed the
world for all of us. Without their efforts, we would not have GPS, modern radar, and any
number of other technological innovations that we now take for granted. This lawsuit
concerns another such innovation: technology that allows for the safe and secure
commﬁnication of sensitive information via the Internet, such as personal, banking,

commercial, financial, and other information.
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|} Institutional Services Company, Inc., 82 Devonshire St., Boston, MA 02109. Defendant is

2. Federal law empowers the government to license its patents to private parties
for commercialization as well as for enforcement of the patent without the United States as
a party. 37 C.F.R. § 404.5(b)(2). By doing so, the government can use market forces to
better capitalize on its technologies the way 2 private party would. In addition, a license
agreement can give the private licensee the proper incentives to protect the government’s
intellectual property from theft, a task often handled better by a private entity.

THE PARTIES
3. Plaintiff Network Signatures, Inc. (“Network Signatures”) 1s a corporation

duly organized and existing under the laws of Delaware with its principal place of business
30021 Tomas .Street, Suite 300, Raného Santa Margarita, California 92688; - As alleged
below, the United States of America has granted to Network Signatures an exclusive
license concerning the patented technology at issue in this lawsuit. |

4. Defendant is~ a corporation duly organized and existing under the laws of the

State of Massachusetts, with its principal place of business at Fidelity Investments

in the business of providing financial products and services to persons in the U.S. and
worldwide through physical and electronic channels, including the Internet.
JURISDICTION AND VENUE

5. This 1s a civil action for patent infringement arising under the Patent Act of

the United States, 35 U.S.C. §§ 1 et seq. This court has subject matter jurisdiction of such
federal question claims pursuant to 28 U.S.C. §§ 1331 and 1338(a).

6. Venue is proper under 28 U.S.C. §§ 1391(b), 1391(c) and 1400(b) in that the
acts and transactions complained of herein were conceived, carried out, made effective, and
had effect within the State of California and within this district, among other places.
Defendant resides in this judicial district by virtue of its business activities in this district,
have committed acts of infringement in this judicial district, or have committed acts of

contributory infringement and inducement of infringement within this judicial district.
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NETWORK SIGNATURES LICENSES THE NAVY’S TECHNOLOGY
7. On April 23, 1996, the United States Patent & Trademark Office duly and
legally issued United States Letters Patent No. 5,511,122 (“the ‘122 Patent”), entitled

“Intermediate Network Authentication.”

8. The ‘122 patent claims, among other things,’a critical method of
authenticating a computer in which a private electronic key is used, together witha
validating public electronic key, to create a cryptographic signature, the cryptographic
signature is transmitted in at least one packet to the validating computer, and the signature
is verified by the validating computer using its private key and .the public key of the
computer to be authenticated. This authentication method allows for the safe and secure
communication of sensitive information, such as personal, banking, commercial, financial,
‘and other information, és is transmitted between computers by Defendant and its customers
and users herein.

9. The ‘122 Patent is owned by the United States of America, as represented by
the Secretary of the Navy. To allow enforcement, commercialization of and protection of
this patent and the technology it represents, in September 2004, the United Sfates Navy
executed an exclusive license agreement with Metrix Services, Inc. (“Exclusive License
Agreement”) and, by this Exclusive License Agreement, expressly granted Metrix Services
the exclusive right to practice, enforce, and sublicense, among other rights, the ‘122 Patent,
subject to the general limitations imposed by federal law. A true and correct copy of the .
Exclusive License Agreement is attached hereto as Exhibit A and incorporated herein by
reference. With the express approval of the United States Navy, Metrix Services
transferred its entire right, title, and interest to, and in, the ‘122 Patent to Network
Signatures on February 14, 2006. A true and correct copy of the First Amendment to the
Exclusive License Agreement, which, among other things, approved the assignment of the
Exclusive License Agreement to Network Signatures, is attached hereto as Exhibit B and
incorporated herein by reference. A true and correct copy of the Assignment from Metrix

to Network Signatures is attached as Exhibit C and incorporated herein by reference.
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10. Pursuanf to its rights under the Exclusive License Agreement, Network
Signa‘tures has begun the commercial development of a product, known as EasyConnect,
that utilizes the ‘122 Patent. Network Signatures has demonstrated the product to NRL
personnel and has received NRL’s recognition of its development efforts. A true and
correct copy of an October 12, 2006, letter from the Navy to Network Signatures reflects
this and is attached as Exhibit D and incorporated by reference herein.

11. Network Signatures has also begun exercising its other primary obligation
under the Exclusive License Agreement: protecting the Navy’s intellectual property rights
from infringement. |

FIRST CLLAIM FOR RELJEF
AGAINST DEFENDANT FOR DIRECT. CONTRIBUTORY AND INDUCING
INFRINGEMENT OF U.S. PATENT NO. 5.511.122

12.  Plaintiff incorporates herein by reference the allegations sét forth in

paragraphs 1-11 of the Complaint as though fully set forth herein.

13. A true and correct copy of the “122 Patent is attached as Exhibit E and
incorporated herein by reference. On information and belief, Defendant uses digital
certificates and digital signatures implemented though the use of public key infrastructure
to facilitate coinmunication with its employees and customers. For example, Defendant
enables a computer of a Defendant customer, affiliate, business partner, or employee
(“sending computer”) to send a secure communication over the Internet to another
computer (“receiving computer”) by using a confidential private key, and a public key, to
digitally sign the message being sent. When the receiving computer receives the signed
message, it uses the sending computer’s public key, and its private key, to decrypt the
signature (collectively referred to as “Defendant Authentication Activities™).

14. By making, using, selling, and offering for sale Defendant Authentication
Activities, Defendant has directly infringed and continues to directly infringe the ‘122
Patent, including infringement under 35 U.S.C. § 271(a) and (f).

14384.1
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15. On information and belief, Defendant has also indirectly infringed and
continues to indirectly infringe the ‘122 Patent by actively inducing direct infringement by
other persons——speciﬁcaliy, customers and partners of Defendant—who operate methods
that embody or otherwise practice one or more of the claims of the ‘122 Patent when
Defendant had knowledge of the ‘122 Patent and knew or should have known that their
actions would induce direct infringement by others and intended that their actions would
induce direct infringement by others.

16. Oninformation and belief, Defendant has also indirectly infringed and
continues to indirectly infringe the ‘122 Patent by contributory infringement by providing
non-staple articles of commerce to others for use in an infringing system or method with
knowledge of the ‘122 Patent and knowledge that these non-staple articles of commerce are
used as a material part of the claiméd invention of the ‘122 Patent.

17.  On information and belief, Defendant’s foregoing acts of infringement
include infringement by use and implementation of the Defendant Authentication Activitiés
which are made part of their financial products and services. ‘

18.  On information and belief, Defendant will continue to infringe the ‘122 Patent |
unless enjoined by this Court. | , _

19. On information and belief, Defendant’s infringement of the ‘122 Patent is, has
been, and continues to be willful and deliberate. |

20.  Asa direct and proximate result of Defendant’s infringement of the ‘122
Patent, Network Signatures and the United States Government have been and continue to |
be damaged in an amount yet to be determined.

21.  Unlessa preiiminary and permanent injunction are issued enjoining
Defendant and its officers, agents, servants and employees, and all others ac_:ting‘on their
behalf or in concert with Defendant, from infringing the ‘122 Patent, Network Signatures,

and the United States Government, will be greatly and irreparably harmed.
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PRAYER FOR RELIEF
WHEREFORE, Plaintiff Network Signatures prays for judgment against Defendant

as follows: |
- (1) For ajudicial determination and declaration that Defendant has directly
infringed, and continues to directly infringe, United States Letters Patent No. 5,511,122;

(2) For ajudicial determination and declaration that Defendant has induced, and

continues to induce, the infringement of United States Letters Patent No. 5,511,122;

| (3) For ajudicial determination and declaration that Defendant has contributorily
infringed, and continues to contributorily infringe, United States Letters Patent No.
5511,122;

(4) For ajudicial determination and decree that Defendant’s inﬁingement of
United States Letters Patent No. 5,511,122 has been, and continues to be, willful and
deliberate; |

(5) For ajudicial determination and decree that Defendant, its respective
subsidiaries, officers, agents, servants, employees, licensees, and all other persons or
entities acting or attempting to act in active concert or participation with it or acting on its
behalf, be preliminarily and permanently enjoined from further infringement of the ‘122
Patent; .

(6) For a declaration that Defendant notify all of its customers and users of the
infringing system and customers’ participation in the infringement with Defendant’s
encouragement, and that Defendant encourage customers to cease all such infringing
actiohs; |

(7)  For ajudicial decree that orders Defendant to account for and pay to Network
Signatures all damages caused to Network Signatures by reason of Defendant’s
infringement pursuant to 35 U.S.C. Section 284, including enhanced damages under 35
U.S.C. Section 285;

(8) For an award of damages acgording to proof at trial;
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(9) For ajudicial declaration that this case is exceptional under 35 U.S.C. Section
285 and Defendant be ordered to pay Network Signatures’ costs, expenses, and reasonable
attorney’s fees pursuant to 35 U.S.C. Sections 284 and 285;

(10) For ajudicial order awarding to Network Signatures pre-judgment and post-
judgment interest on the damages caused to it by Defendant’s infringement; and |

(11) For any such other and further relief as the Court may deem just and proper

under the circumstances.

Dated: 'Marchz %2009 TURNER GREEN AF RASIABI & ARLEDGE LLP

, LD

Peter R. Afra51ab
Attorneys for Plaintiff, Network Signatures, Inc.
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- DEMAND FOR JURY TRIAL
Plaintiff Network Signatures, Inc. hereby demands trial by jury in this action.

Dated: Marcl‘;‘,/2009 TURNER GREEN AFRASIABI & ARLEDGE LLP
By: I JQP\(Q« M i}
\ > |

Peter R. Afrasiabi =
Attorneys for Plaintiff, Network Signatures, Inc.
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'DREI.MBLE
This eaclus.wa license (haran.nn:tar r:alleﬁ "LIL"EELTSE") iz made

and antered imtp .'Dy" and hetween the Tmited Btates of RMmerica as

zepresented by the Gecretaty b the Nevy (herzinsfter malled
“LIEENéDR“) and Metrix Services, Ioo, ¢ 8 morporstion orgamizsd and

a-.m.s-r_:x.ng mﬂar the lawvs of +the EtatE of Californis

(her=insfter
GELlleﬁ. “II'ICEETSEE"

) having an address at g Deters Canymm, Irvine,
0L S2E06.

WITNEGIETH:

TEERERE Title 35 of the Tniked Btates Cods,

| Baction é0‘7, :
a.uthq:t_izsa Federsl

sgencies +to  license their patents; and

WHERERS Title 37 of the Cofe of Pedersl Regulstions, chapter'
IV, Dart 404 Ent:.tlaﬁ. "L:_::Ems:.ng uf Hovarnment Owned Inventionst
sets Forth the & Cexms and conditioms under. which licenses may- be
. grambsd; apd B '

WEEREEE +he a’have—::.teﬂ anthn::.t:.ss nrovids tka.t licensz.ng of

Bwemmaut invaut:.nns will- .best serve 'tha inkteregts of the Federal
Buvemm..u‘-

=dnral anﬂ tha puhln.c v.rhan 'u.t:.l:_Jat:.nn of snc:h :L‘.E.VEIJ.:.._UDS i3

yrumctad =nd aur'_‘h :{.J:nr_}:ﬁ::r.uns are h*'c\ught to Practical A;m Ldiomation;
and '

WHERERS LICENEOR has an assigmmerns of foll right, +title, =nd
11:::1::—:-'!‘55‘1: to the :mnutmn ﬁlsclnsaﬂ anﬂ claimsd inm T. S Paltant Mo,

- 5,514,122 issusd on Rpril 23, 1895, for “Intermedizte Metwaork
Aﬁthauticatiun" ; and
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“ ;27 Septeehe 2004

‘WHEEERS LICENSOR has published 4n the Federal Register of
Qecember 17, 1986, the availability of a license under T.5. Patent

¥o. 5,511,132; and

' WHERERS LICENEEE has supuliéd IICENSIR with = plas

for
devalnpment as:ui marksting of -l:h.:x.s :.nvant:.mn and has expresssd its
ml:an.tn.mn to csxry out tHis glam g ixin)a] the grant:r.ng of this
LTEEEIEE k anli

- WHERERS LICENSER has agread thab Hey prn&unts embady:r.ng thim

mventz_nn ar p:r:ndm:ad throngh the use of this inveotinm Ffor bss o

sale in the Tnited SBratep will be mamfactured su]:stan:t:n.ally in
ths Toitad States, =nd

WHEREAS LICENSOR hag - prblished in the Federal Ragzstar af-

Beptedber 3, 2004, nmt:.ce af its mtentmn to gmant this .uIDENS"
nnder T.8. Fatent No. 5,511,127 &o LICHNEEE and has p:mﬁed tha

ions; zmd
WBEREAS L;.EENEUR has determined that: . ‘

{a) '"‘b.e mez:ast of tha Faderal Emre::nmant and t:he. I.mbl:f..c
uwill .besk

LICENSEE's iutentions, plams, and shility to bring the izvention
described and claimaﬂ im 7.8,

Datewt %o, 35, 531%.,31232 tn ‘E'ract:_ual

Zpplication oo atherwise promote ths mvant:\.an’ E - whil] :a_sat:.un by

Ehe pohidc;

SN
{B) The c’les:.rad Eractical Bpplication has ot besn a:ﬁl.laveﬂ
or 15 mot l:ﬂ\:al}r expeditionsly ta be acb;.avad undsr  suy

.
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nonexclusive l:u:ansa wiich has been grantad or which may hE

granted, on the Inventian;

I®) ‘Erclueive licensing 4s ‘s reasomahle =md n.ac:essa:y
inpentive to call forth the investment nﬁ :r:.slc caplial and

_ a:cpanﬂ:.tvr=s to bring the mvan:l::.nn to Pract:.cal 2pplication or

:xth...rvr:.sa p:r:cmnte the :.mrant:.mn’

B ut:.l::.aat:.mn by the pu:bla.c,
(D)

Tha prapossd tarms anﬁ geope af  swolusivity zre not

greate:c than - reasonably- OeceEsaTy tn provide  the incenbive for

bm.ngmg the * imvention to E*‘am-'r el

Applicetion oo !:h.hE‘:l"W‘.LEE:

prnm:ﬂ:e the :mveut:.nn’ B 'zrl:a.l:x.za.t:.nn by the prblic; and

WZBER_.AB LICENSOR has not ﬁ.at:ermz_ned that the gx:a:a.t of this
mcnm‘:'E m.:u. tand substantially o lessau cmrmat:.x.mn oY TE

sﬂt in
1mdne ucncsntratlcm in any E=gtion of t’he country in a.ny lipe of
commercs tn which the tankmmlngy o he :L:.:\anaaa ralate= or to

create or meinksin ather s:.tual::.:xns inponsistent with _the
antitrust laws; =ngd

-

WEEREAS LICENEQR has consifered the ospebilities of LICHNSEE

to b::mg the m—-_rut:.m to Draeks r.*al Application =ud hss foomd that

the LICENSEE i3 a respomsible marty for nagt:vi:n.at:.v.ng ;_"1:4.:1_5 LICENSE

on tems andg cnn.ﬂz.tz.nna moet E=vorable. to +he pu.'hla.c :.nterEEt aryl
that to gmnt this a.,.czlus:we LT

CENSE wowld be in tl= poblic
intersst;

- oW, ther&fnre, in =ceordanos m:.th and to the extent provided
unad authmnt‘xas and in cans:.dera.t:.mn af the

foregoing premises and of  the covenants and ohligations

Filed 12/10/2007,"~Page 17 of 53 .



]

+

- manmacture.,

. Case 8: 07-cv-01 427-AG Ml/“ Document‘l Flied 12/10/2007
. 27 epleober2004 {

' -
o !

“Page 18 of 53

hereinafter sst forth to bhe well and truly performed, and other

good and valushle consideration, the partiss hereto agrep to the
foregoing -znd as follows: |

ARTICLE I

Dafmn.tz.cns

I‘ha follmm.ng definitions shall apply to the defined words

.urhera sm:h words are naed m t}:m_rs LICENSH .

‘E. The  YIicenmed Datantt

means  U,8. Pabtent No. 5,511,132

en.titlaﬂ “Intermediate Hetwork .Z&uthem::.czatmn"

19365, to Randall At'l«:lnsmn,
B.

izpuad Bprdl 23,

2 “Lioensed Invaltn.on" meEEns =30 inveotion cla:z.me:‘l in the

meensed Patent zng 20y patents issming therson;
c.

o f Pra.ct:.::a the Idoenzsd Invant:.nn“
impoct,

mEans o mal:e, usa,
oiﬁar Ior sa.la,

and gell By er oo b..hal:: of LIEEE!SEE ar

otherwiss di=pose of a:carﬂ::ng to law s.ny mnhm_, mia.le of

composition of makbes,

or proosss physically

-embodying or made according tn's Tdoenssd Thvension

0. ‘*Eractics] Apgl:.natn.cm“

mEans to mEmnfactnre in the case
nf z nampusit:u:u:., Pmﬂuct ar aTti c'.la of manufactara, to practice
in the case of 2 progess or ma:_hr:d, or to operste i the case of &

machine or syster, =and, in sach raee unde: such r:undlt:.mns a8 tm

 emtablish "l:hq.i: a m.::ansad 1-crvaut:.un is belng utilized an:i that its

- B

 bhensfits

.2re to the ertent parm:_tteﬂ by law and Bover Tnmant

remuistiong avazlabla to the puhl:.c on reasnnanle terms;

m

¢
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E. 2 '"Boyalty-Bearing Produot!

Mme=ans aoy n*u&uc; defined by
amy olaim of the Licensed Datemt or mads by = methad cla:.ma:l in
the Liceused Patent; .-

T. 'Fet Belliny Pricen Ehzll mean the imvoice price 'of the
Rnyalty-Baar:mg Product suld ‘.Less all discounts apd re}aatas
,;ct;ually allowed, a_’!.lnwancas ‘actally  granted on  Accomnt of
rEj ac-.t:l.nns, refurns, or billing atrm:s and saparately billed .

c'h:.tlas, dngurance, tawes, and.

f:xtha guvsmmant or el atory
uha:_:ges. L Boyalty-Bearing Droducs Will be considered to be =old
vhen shipped .or ﬂelivé:.:aﬁ Eo 3 mustomsr or, in case of a se:nrica,
will be coneddered to be Bold whep rxlace&i :mtc BECVA

ace ITor =
customer or wads availshle toa c.nstnmu— Tor 'L.EE

E. ‘Onited Shatsel mEzns the 'Efn.:;:ad Btateg of Amer' o, ibs
tamitm*:.as and pmssass:.nns '

the ‘D:.Etrz.c.t of cnlumhia., End the
cmmnnwealth of Puerto Rioo: ' |

2, 2 “E‘x:acs Daripdr

is the par:r.nd a..*:.a:: Bapt:anﬂ:a: 30 af =
‘calgndar ysar and hz:—.?ure January 1 of the :allnmr;g calaz&ar yeaz'

I. *:@mgr ‘shell meEr  mmy  compeay, carperatio,
) associatiog

0T mmipesss 4n wh:.z:h  LICERSEE owns directly or
indirm m:ly 8 combrolling inberest.

7. "SUBRLICERNSERY shall OSSN 2oy non-AFFTLIATE grankted a
sublicense 'unc'la:‘ Srbicls Xy -
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27 Seplombe 200

K. ‘Eoblicense Income" shall mesr sy bayments thet LICRNESEER

or en ZFFILIATE reosives £rom o SUELTCENSEE n comsierstion of
the sublicense of the rights grapted by IICENSEY &nd AFFTLIATES

under Article X,. iocludimg withost Limita:ien license fees,

mil'as.‘:cme ~paymentg, 1 :Lcap.sa maintenance fees, royalty ' fees,

upz:rnnt feas, ona-tims IDyaltlEE and other paymants.

L

ZRTIITE IT

TICENSE Gravmt

. LICEREOR grants tm LICENSEE mn exclusive right zod . license to
Practice the, lecmsad Imre::t:.on throughomt . the Umtec‘l States
czummasm:.ng o the dabe uf ‘exenution of this LICEREE by LIEEI\TSDR,

which ghall ‘heacoms the effective. date of the LICENSER, 'ur.tz.l the

-mn.ratxun of T.BE. ‘Pstent Nno. ,513.',122 unless the LICENSE is

soonsr modifled or tarminated i whole or in part.

'LICENSOR bhereinr grEnts to LICENSEE the ﬁ.ght te e:ctanﬂ the
LICENSE grantaﬁ ber azmdzr Eo. ana or rm:xre mms subrizmet o the
tarma and cnnﬁ;Lt:.txns hareuf : pruvzfl_d that the AFFILIATE is znot
dirsctly cm: 3315.].::‘&21:1";’ cuz:rl:mlleﬂ by = fnrs:.gn CGY‘T_DEI".-Y!.
::Dmpcn:a.tlcm., aasmc:.at:.au., bosiness px gmva:zmaut

Thiz LICENSE ig nana.:sn.gnable m;.hmuj: 1\13::1_1:“&11 apprcm'al =3

LIUEREOR P_'ms_pt ‘to the successn:r o that -uart of LICEISEE's
business ko which th.:.s Licenssd Invemtion perta:.ns, provided, that

the muecessor i not directly or ;.ndrr-ectly ocontrollsd by =

+ &
¥ foreign compamy, corparation, assuun.atn.nn., bu:mass or government,

Case 8:07-cv-01427-AG-M"™ Dotumert1 . Filed 12/10/2007 " "age 20 of 53
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ARTIOIE LIt

LICENIEE g ferformance

LICHNSEE agress tn CEXTY ont the plan for devel CowmEnt and
‘marlcetz.ng of 2 ILicensed Invention submitted with LIGENEEE‘
Appl mtmcn Eor Tipenme

datad Zusmst 27, apps and amaudad

SE:.ptamba:: 13, 2004, tn bring this Licemsed Iovention tm J:-‘:x:a::tmal

! Application one (1) yesr frog date of eweowtinnm of the IJEENSE and

. LIC}E{.\ISEE w:Lll Thersafier, contimpe o males the :benex:r_ts cf this

Linensed I:::vem.mn TEascmahly ancessz}nle to tha puhl:.c Eor the
remainder of the Dericd of this ‘.C:IEEL\;SE.

&IEENSEE ‘Bgrees that &w:mg the period of th;r.s LIEEBTSE Chiyig
praducts Embmﬂy::.n_g tlm_s Licensed Tovsnbion or praﬁ;mad throngh tha

use of & Ix:.csnsea Iovemtion for use or szls hy LIGE&EEE or

its
: suhl:.caz:.seas in

the Toited Brapest

will he mamFackurad
substa:n.tn.ally in. &e Tnited Btarss.

LTEE:I\TEEE shall pay +o Ehe LICENSOE o nr:n—::a’-mdab1= :L" nensing

fme in the amounk of twenky f:.va Ity dcllars {82, 500) nayabls

'upnn the E.:r.et::ut:.un of this LICEmsE by LIEENSBE

maiie in ths mam:ar Prascrihed in .rtz,cls IY.
- LICENSEE =urzag o

Paymem: will he

promptly TeEporE o mcmscm amy changes in

na:.l:mg afddiress, name or compEmy affiliation ﬂura.ng the :pern-ﬂﬂ of

this LICENSR =ud to promptly rep:rr-t dizcontinnance of LICENS

BE g
mEking  the benefitg -

tha.s Tl censadg Imrant:.:m Teasonably
gocessible to khe Umta&i States mihlio,

s B o ' )
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BRTICLE IV

' Royalties

:.Icmsm shall pay & myaltir to n:cmsca' of . thres paw'-cené" '
(3%) of ths Nt Ball:x.:u_:( Pr:.r:e for aach Rayalt:y—Bea:::mg Broduct

made, uae.!i, or sold hy LIEENSIT‘ o iks licenmsed RFFTLILTIES.

LICEBTSEE shall E:LBD pay

) = .ruya.lt v to LIC'.ENSDR nf thres percent
(3-5) cn: z.h. Buh"mensee ..namma. Nobwlihsk=oding the ghove, :L".CL £o
eve:m: gh=ill any E:.ngla sale or la.nanse be subjected to the payment
of a royal-ty greatar then 3% or mltiple rovelties of 3%.

. TEa Boyelty-Besving Product is distribmeed is vhole or ino
part for nov-cash copsiderarion (whether or oot gt a disoeovmmt),

the Wet Selling Brice ghall be calmlated as the price of the

, Rbyalty—‘ssa::nng Produnt ::ha:ged o an independ=nt t?.u::d pETty

guch pales,

auri.ng the ‘same royalty 'r-apurtmg -par:.nﬂ, or in the sbepenoe of

oo the. Szir mar_'lc..t va.l‘ue of Ehe Rnya:l.ty—ass:mg'

| Produckt, 4‘

‘ of the T.3.

Hon-pash cun.s:.ﬁaat.mn sh;all not e amme-utaa .'ny LICHNSEE or

a;n_y- sublicenses ::n:: ths salz of amy Rmyalty—BanImg Froduct
m.thuut The prior written ccmsam.t of TICENMS0R.

Royaltiss m.'f

1 ot bhe naiﬁ on '-tems =old i:ea:ly ttl agsnoiss
Eovarmment or for loowo T, E Gmra:x:nment end nss.

o =ales wade betwean LICENSEE and ity AFFILTATES or
siblicenmess for ressle, the royaliy  shall be pa_n.d on ‘the bhighsr
Wet Selling Drice. ' |

Document 1 - Filed 12/1 D/EOD? “-Page 22 of 53 g
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27 Hoplemhee 30D

¥obwitketanding the Travisions of the mreceding paragraphs in
this 2zkicle IV, LICERERR Bgress to 'pay a2t least 2 minfmom =ooumsl

Toyelty of ten thousazd dollzrs {&1lp, oua) for oelendsy y=ar 200,

and =ach oelendawe Year thersafter throughoot  the pariod of the
I.ICEﬂSE T The mimimmm ammmual royalty £or sach ca.landar Yvear ghall

B ﬂma ami paya.ble in advence on oo befora sEptanﬂ:aa'c 30 of the
sz:a::ezin.ng yea:t: and  will he r:raﬁited as  adwveanoe pa._;mant of

rcyalt:a.aa to a.uz:ma Suring the calandzu: year Lollowing '_pa. sment .

The m:.n:.rm_m BDJILEIL rovalty payments will not be ra:unﬂaﬁ in whmle
or in parct. ’

LICENSEE shall send +o LICENSOR all ::nyalt:_as viich aecens

betwaau. Jamiary 1 amd- Decemher a1 af sach year by Pebrusry 28 of

tba follnw:.ng ye=r 2 :cr_ralty ranmr- shall ba mcluﬂaﬁ with gaoh

paymant Betiing :t:rth +he guantity and mat sElling Prioce of sach
Rnyalty—-‘.aeanng Profuct sold doring  the perh:d cavaraﬂ by ths

report, to whom sold snd th.a date of sooh sale, and 'I:.h.e total

of royelties being paid for Fhat, vEar, ‘Boyelbty reports mre

tgne ea.nh calsndar yaar  The last Tovalty repert iz dee Bixty (EU) '
fays afber ﬂze mzrat:mn of this I:J.EE?!]E"‘

271 uasrm—suts gme LICENSOR un&'—;-r tl:is LICERSE shall be paid in

United Stateg” &czlla:: smounes £o the TRAS-og DSEN H347 a:r..ui. ma.:leﬂ

En:

Office of Hewal Reaeav:::h
Patent Commsel of the- an (ORR D1ED)
BOD ®. Quincy Strast

._'rl:l.ngtun, W& 22217-566D

1 | : -

- Filed 12/10/2007" “Page 23 of 53 ..
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27 Beplembier 300

. 4
4" o " "

" with 2 copy of sach Toyalty ::epx:rt tos

Head, Techmology Tra:asfar O0ffioe

Naval Ressarch Laboratory,” Code 1004
4585 Overlock Zve. , SW

Waghington, oo 20375~5320

LICZEISTBEE Bgrass to mzke and Ieesp =nd  ghall Tegquire ite

I.FFEEEB and. mrblicensees to make apd keep Enll, anorrete and |

cmmplate © books Znd reoocis {rogether with spporting
ﬂmcumeﬂtaulmn) 85 Are necesEETy to estahl:.sh its complisnce m.z.h

this «Arkicls IV.  Buch records shall he Tebained for =t lesst

thrss (3) years following the eng of the ::apcrt::.ng pe:rz.nﬁ to whidh

they ::alate .

LICENZEE zcprees that LICHENSQR. may,

if LICENSOR 5o degiras at a
_:Emtu::e “time

dnly authnr:_ze:‘l Bgent o
*-eprasantatwe in LICENSOR's behalE examine all

Or times, bave &

sn::h bcu}:s sm:'l

recards and Supporting Socomentation i ther st LICENSRE! 5 ?:us:.ness

_-g:-em:.sas or 2t 2 plage ml:na:}_ly agrz=ed upon by LIC‘E’L\IEEE and
LTCENESOR for the sr:1= Furposs c:f v-arz.fy'.u;\g ::Ep:}rt= aad psyments

heremhder. 3‘31 confnoting a:ammat:.nn_ -Dltr:sua.n,t ta thig naragraph:

'ﬂEEﬂBOR'E TeEprssentative ghall héve =mcooess ko 211 renm:ds thar

ITCENROR reasnnahly balieves tn ."be ral a-ﬂant to the calcnlatlmn of

rovaltiss mmder Artiole IV CIF = ruyalty payment deficis= i

datmeﬂ LIESE?.\ISEE shall may the ToyEly da;.:.c:\.anmy outetanding

within thirky  (30) days’ of recelving writken potine tha:z:anf

'naymani.s made by LICENSER after the due date ghall :ml:tlu::'le
ioterest at the ammual rate of

Ll
a"

two peruantage points sbove the




.

.Enld under this LIcEmsR

.pracludas maricing,

g, 511. k=L

: ' : o
e

27 Seplembe300:

Prime Bate [2& . &reported im the Well Street Jowrmal for the due

Gst=) foxr the period of Llateness. Buch examination by LTCENSOR!e
repressntative Ehall be at LICENEOR’

sxam:.ns.‘::.un shcws an mderrepmrtmg oz undma.ymant in excess of

fz.-ve percant (5%) Eor =ay twelve (13) month pexiad, then LICENSER
sha_’Ll pEY the cost aof sush examinsbid

I ZRTICTR 7

LICENSEE herab} Bgrees. to mark saoh Trodunt manuzac:‘t:nreﬂ or

tha paciags ucnta:.m_ng any Buch protct) with
the notation "Ticenses from 1. s I\Ia'v-y under U.8. Pmtent No.

LICENSEE sgrasg nor tn crezte the sppezrance that
LICENEOR sndarses LICENSEE'S buminess or produsts.

ABTTOLE VT

Repressntatmn and Wamnt:.as

LICENS0R makss o ::aurasam:atm ox wa::tan:ty a8 to Va_lﬂlty ==
-8. Patent No. 3, 511,123 -or of the

Beope of aoy of the cladms
containesd thare:r.n o

that . +he mEroiss af this LIEENSE Cwdll aat

reanlt in the lIEEr:Lng=men:i: ol pther potene (). HNeither T.ICENSOR

nor its emplovess assumes amy ldshility whatsosver rasuliting from
tha Eﬁ:erusa of thig LICENEE,

Case 8:07-cv-01427-AG-M}™ . Documem 1 Filed 12/1 0/2007( “"Page 25 of 53

§ =xpense, exespt that if such

[



P

Case 8:09-cv-00376-JVS-RNB Document 1  Filed 03/26/09 Page 22 of 55 Page ID #:22

B

- iteelE,

-Case B:07-cv-01 427-AG-MII,._'G...,& Document 1
_ ‘ ; :

ne "
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: 27 Seplemher 7004

Nothing relating to the grant of +his LICENEE, mor the grant
sh=ll he ccmst::uad to. cmnzer unon L‘IEENEEE or any sub-
licenzee ha::ennﬁar or &ny ather pexson amy :meum.ty frnm ox

Gefenmes umder the entltrugt lawe or from o charge of patant

m:..:.usa, and the sogniszition =md use of ra.ghta pursuant to thim
I:.LEE:NSE EhE.ll oot be immonized frcm the operation of Btate or
E*aqexal _:Law by reason of the source of +the grant.

 Nothing comtmined i this LocENgE

grant to LICENSER any rights with respsor tn Y dnvention other
Ehan the Licensed Iovention, '

ARTICLE VIX

'

Repuoxts
LICENSER agrees to submit ‘Somsl reports on or before Maroh 1

of sach palendar year o its - 2fforkte te achiswve Practicel
Anplicat:.nn of the Im.censaa Imvantion by ons (1) vear From. date oI

execution of the IEEE'.NSE with pa.'rt:.cula: reference to LICENSEE!S
plan  for &_:crelmymant: =nd ma:_-]cax.mg

af th_ Licensed Imvention
submicted with LICERSEE's gpplication for lin'Ens_ia. ‘Thase Teparts
skall contain 2 discmssion of e aotual’ mwber of staff mmd
dol lars .

commercialization effort. Thess Teports shall contaip informabion
within LIEEESEE'S kmowledgs, or which ‘it may acquire umder normal

business practioces, pertzining to the commercizl use being made of

'5* this Iicenssd Invention and mthar :u:r:c:rnar.:.:m vhich LTICENSOR may

4

T S _.f._j._ _ "__._'..; :

Filed 12/10/2007 ,~Page 26 of 53 3

Epent  doring  the- Freceding  year committed Eo . the

.
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27 Saplembee 1004
Government licensing eckivdities,

2pplication.,

ZRTICLE VITT

Modificatd on B.nd Tetmination

ﬂﬂn.s LIGEEIEE mEy  be tErmmatad in vhole or in Dart by
LICENSOR i£- '

(Z) I:ICEE.TSDR ﬂe.temthnas thatr LIOENSEE is not E::acutmg the

'plan gubmittad with +ha Teguest £or license doted Augus.. 27, 2004

ami amended Ssphepibe 13, 2004, and LICENEER ca:.:nal: Otherwise

asmunstra.ta to the sa.tis::amtmu af LICEN=ROR t.b.at it hes +eien pr
can ha expected to taka within = reasmmable time effsctive steps

tn ‘aolisve Ers.ut:.cal hupl:.cat:.nn of this L:.nansa& Inve::i::mn,

ic] mcmsﬁm ‘

¥
oaitted & makeriz] -«-ac:t :.n its. Spplinats om

for license or in amy
report rEmiived b:\r this LICERZE; or .

(D) LICENERE sopmibs & substantial b:r:each of = cDV'Eﬂaut or
agreement herein cnn.ta:.ned

_""_'_:"‘"'—'—"‘_“"—"._‘ _____ S e e e e e __._._[}7.
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27 Beptember 2004
LICENEHE may terminate thig LICENEE by prmv:’nﬁizg & written
motice of termination to LICENSOR, LITHENSER'S wribten nobice mst
include LICENSER‘'E statement that nedither the LICENSER nor its

sublicensses nor aoy LICENSE AFFILIATES will practice the Tioensed

:mrantibzr in the Um.itad Btates after the LICENSE terminstes.

L.LCEENEEE*‘E written '.EI.Dt:I.EE shall specify the Efract:.ve date of
te::mmatlmu.

.Th:x_s LICENSE - TRy he mmﬂ:.f:.ed o termimated in whole o in
part :zuns:_stent with the law amd a.p;g:[_::_cab e :r:egu_atz_sns Tpan

mtua.l agreeman.t of LTCEREOR am'l LICENEER a’nﬂenued :1.11 writing amd
s:l.g:nsﬁ by hoth parties,

This LICENSE may.be restricted to the figlds of wuse ox
geocgraphic areas, “or hoth, in which +he LICENSER has brought. the
invention fo Practimel arplicetion a=md comtimues s meke  he

benefits of the invention Temsonshly aﬁneasible. to the publiz,

Howsver, such ==str:.\:t:.un way be made only aftar the a@:.rat:.aa af

szven {7) yaa:s :nllnm.ug tha E::Eectiva date of thim I;IEE‘:NSE

LICENSER majr Tedquest mnd:.f:.aat:.an of th::.s LICENSE dn wribing
sanl: to LICERSOR =nd . =tating the rsasons ﬂ:erafur.

Befors . modifying or te:m:mat:z.ng in vhole or in park: this

LICENSE for ar.':y CEuSE at.he:: than by mobual agrsem._nt ¢ LTCERS0R

shall furnish TICENSEE and esoh sthligenses of record = written

notice of imgtention +o nedify or Earminata in viole or in part
this LICENEE, and _;:EEEHSEE and emy Buhln.cansee sha.ll Be =21lowsd

> B thirty {30) du:ys after sw:'.h m:t:\.ne or u*.:,her ag::aeﬂ.—-upan time

if
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. period, vwhichever is greate::
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M a0 3 ‘o

27 Seplemlier 2004

to remedsge By breach of any woveEnant
or agresment sst fcxth in this TICENSER or to shaw aa.use why this

LICENSE shzmld not ha wodified or terminated in whcle or in part

LICENEEE has & right to appesl, im accordance with p:ac.a:‘tures

pre;sr::z.haﬂ by the Chief of Naval Research, any decisiom or

desterm:.na.t:_nn conrcerning

the iutar.-_gratatwn,
tmn:r.natmn in whole or in part of thn_s LICENSH.,

Entmth=tanﬂ:.n9 fhe provisiops of

modifioation,

)

llrtz_r:le II, LICERSEE and
L‘.I:E!EEEDE agres that this LICENSE shall auﬂ:cmata.cally terminate on

E:eptem'har 30 of 2Ny year if the pipimam soomat rnya.,x:y dne for the

following calendar YEET,  aF eywessed in Art:x.cla Iv c::E thizm

uIEI}I\‘IEE, ig m:t: t:.me.‘t.y paid,

Iz, howeve:, the m.n:..mnm a.nm;al
royalty pEyment together with = surcharge of ome hundwed Fifty

mlla:r:s {Ei..sn)

fnllowing zalendar yea:, ﬂ:an +hig aINSE s.nall be cnns:.deraﬁ as

s nut hamg a::tnmat:.cally ta:m:matad‘

* B

R

IPVICTE THE . C

: . v Entiaa

211  commmicatioms and nut:x.r_'es ::equ::.rad mﬁar this LICENSE
Eh=ll he comsi

Gered duly given Af sent by sonrier ceguiTing signed
:r:eca::.pt upon dalz.very- or if t:r.maly wailed by U.5. Postal Bervice,

+

irst class Pastaga prapa:ui and addressad as Tollows:

L7

. Dogument 1 Filed 12/10/2007¢ age 29 of 53

iz p=id turing the G:aca Period . ba:\:::rs “the

IR ___ - - __ - 14}
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27 Beplembrea0nd
{8)  if to LICENSOR.

Qffice of Fawal Ressarch

Patent Counsel of the Wavy [O=HR D:\.GC)’
BOO H. Ominey Strmet
Arlingtarn, mu. 32217-5550

w:.th a cmpy “tos

. Haari Tachnulngy Trangfer OEEice

. msmal Eapearch Leboratory, Code :Lnnil
¢ .&B55 trerl ook Ave., B

Wash:x.ngtna, nc 21}3'75 ~5320

B - if £o LICENEER:

Hawim Mossgrd 4
 Matriw SEEnr:.ces, Ino.

2 Paters Canyon

Irvime, o - 82608

or -such mailiqg adfress as edther BaErty way from tdme to time
specify in writing. . '

ARTTOLE X

En:blicansiug '
I:IEENEEE WY grant,

subja::t to the” ann:m:al f= LIQEm'SDR
su:nl:.nenses mﬂar thid - LICENSE wupon terms and comdis :L:ms' thak
| LICENSER may axrEmge provided thats

4. Each soblicense sHell he in ‘wxiting and mele refzrsnce to

this LICENSE mmludz.ng the -:.gbi:s IE'I:EL’LDEd by LIEEEsUR under this

LIEEBSIS‘EE a.m:‘l ‘ .

B. Each sl icenes shall Epecify that it is g:anted Pursuant
‘e '.tiﬁs LICBHSE, ghall specn.fy thett no mrovision. ghall ke in
. B derogation of or diminieh =my mights in ‘thig LICENED and shell

inplude +the cund:.tmn that the suhlicenze shall am:umatn.cally e

. . : . . . e, e — . e .
— T .q@_ : X
. I T s T e
. .
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practiced this Licensed - Imrantn.mn t:h:nughczm.

Gase 8:07-0v-01427-AG-MF~ . Docurment |

"
ao,

27 Beplombre 2304

mna:.f:.ad ox t_rmluatad in whele or ip part upon the medlfication
oxr te.rmmatn.cm in whols or in mErt of thig LICENSE; an:'i.

C. LICENSEE 'shall Eprpigh LICENEOR with =a- capy :n: the

sta.n(ia:d sublicense agraeman.t for approval thircy (30) days hefors

When mubstantial changess aze made
o the s._anﬂm:d suhlicenge agraemant,

ther ‘T':I.I'Et sublinense iE granpted.

LICENSER ghall provide
.LXIGEEEGR a copy of the modified su.bln.censee for approval thirty

(3{;) days befnre LICEI\TS&E shall grant, zny sublicsnss thersmder.
D. “The gramting of sny suhlicense by LICENSEE shall im o wy

relieve LICENSEE @ fronm any of the remirements of this LICE‘.NEE

including royvalties, Any svhlicense granted b-rr LICENSEE thzat does

oot comnply with the Teguiremsnts of kkdy Lrticle X is wvold.

. '
.

. ARTICIE XT

"Beservatirm of Bighta
LIDEMEDR ‘ressrves the xight &g Tegmire LICENSEE to =#nd

LICENEEE =gress to grant B:Dl'@t 1y s1ﬂ:xl...cansas £n .respans:.ble

a.ppl:u:!ants On reasanshle tE:ma wheg nacassa:y to Em1Fill heslth
and s=fety nesdd of the :;ninl:.\:: o ths

b=ding rEagonahly Batlsneﬂ by‘ LICENSER znd itg sublicensess .

Th:l.s LICEBNSE 3= EUbjEI:’f: ta I:h.e :.z::svucable,

th: world by or oo

bahalf of the Toiteg States and by or on bebalf of amy Eorsign

L goveEroment oz :.u.ta::gavermuente.l or :.ntmata.nnal crgamzatmn

19

extent such n..aﬂs a2re nmt.
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s, United States Cade,

' IICENBOR th:.r‘-y pe_':-::snt {308

Case 8:07-cv-01427-AG-MI~ Document 1

"

27 Seplonther 200+

pursuoant to amy sxisting or futors treaty or agreement with thE
Gnvermmant of the ‘cmitad Btates

This LIC:ENSE iz subjsr:; to any licenses in Eorce =t the tims

of 'the grant of thiz LICENER, . '

t

ILRTICLE XTT

Titigatinn

LICENSOR does not by entering intoe this LICENSE transfer the -

oroparty :cights in the :ﬁiaansed Tovenfion, provided bhowever; that
during ths ;ga:f::.ud thsu_ this LICENSE im EJI:El'D.El'V‘E, LICEMEEE hag’ the

right of an.fcrcame:rt ul the Idcensed Pa;tant, 2t Do cost to the

G:m-u::nnant and mthnut raguiring tha EBovernnent to he 2 pacty to

the litigation, pursuant £o the provisions of .Ehapta 23 of Title
: oz other statutes,

of ths actual TEOOvETY after
aad.u.ctn.nn of LICENSER's l:.t:.ga.tn.m casta a:.d a:panses.

I WITEESE TWHEREOF, the parktiss hersbo bave ceused this

imstrument  to  be Exscnted by their  doly

" arthorized
repressntatives.

TUNETED STATES OF ZMERTOA
For the Beocgtary of the Navy

LQuJ{\

oM. SE‘{
Captain,\ T. 8. Havy :

Dnmmanﬁmg DEfioes

Date: Qéﬁﬁ/ﬁy

LICENSHE =hsll pay

~ Case 8:09-cv-00376-JVS-RNB  Document 1  Filed 03/26/09 Page 28 of 55 Page ID #:28
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Case _8:07-cv-o1 427—AG-I\/§V“~.‘ Documert 1

a

n’ 4

Filed 12/1 0/2007/" “Page 33 of 53:% .

. FIRSY AMMPMENTTO - : o
EXCLUSIVE LICINSE A GRUEMENT
' BETWIEKN
THE UNITED STATES OF AMERICA
45 FEPRISINTED BY THE SECRETARY-OF THE NAVY
- AND

IR 4

. . ’ : *h -
METRYE SERVICES, INC, ‘

) The Exclustve Lirense Apresment exsemted oo Septamber 28, 2004, (hersinafer nalled
“LICENEE") between the United Statds of America, 2s T

sprasenied by fhe Secratary of the Mevy,
(hersiafrer calledl “TICENBOR™), snd Mol Serviees, Ine.; 2 corporation orppoized aad
existing tmder the laws of the Staie gf California, (hareinafier called “LICENEEE™) heving
mridress at 2 Petery Canyon, Fvide, CA 926061s Tereby pmended by mutnel apresmert,

WHEREAS, LICENSOR desires the prent of subficensing rights to TICENSEE be
cladfied, and =~ : ' . '

WHEREAS, LICENEEE desires the LICEMSE be assigned to fhelr snocessor in part
" Netwark Signatores, TT.C and o . .

. 'WHEREAS, LICENSEE dasires the memovel of fhe mequirement foet jrodocts be
 memiachred subsiantially in fhe Uinited Siates; agd -

WHEREAS, LICENSEE desires the Practioal Application date be sxtondeils and

| WEHERRAS, LICEWSEE desires fhe Hfigetion sianse be tarified to molnds foe gt of
the LICENEEE to eollect for past end fisture infinpament: gnd . '

. WEEREAS, TICENSOR tesires fhe Hfipation clnse be modifiad to require TICENSER
ohiain LICENSOR s apnroval befors enforcing fhe Licensed Patent

MOV, WREREFORE, LICENSOR and TICENSEE agres to sisend fie LICENEE s fullows
L. The TICEWEE shall be assigaed to Matwork 8ipratres, TLC,

2. " Arhicle I, paragraph 1 shall now rend:

LICEMBEE agrees in carry out the plan fir development and merksting of & Liosnsed
Imvention- submittad with LICENEEE's Application for Ticense dated Augnst 27, 2004 end
amended September 13, 2004, to bring fhis Licensed Tavention tn Practical Applination two (2) S
years from date of execution of the LICENSE sud LICENEEE will, thereafier, comtimue in male
the benefits of fius Licensed Tavention reasonshly acoessible tn the priblic for the remamder of
fire perind of fiis LICENSE, ‘ '

3. Article T, paragraph 2 shatl now read:

—_— o MRLLICMBSMELY, e e e — =
v © 21 Dipeember 2085 : ‘

EXHIBIT B ' @ '
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-

HCMSDR eprees that products ambndmg this T icensed Tovention or p:oducad 'Ehmugh gl
uss of e Licensed fovantion for use or sale'by LICENSEE, ftn AFFILIATES or its suiziicensess

in the United Stetss do mot peed o be memfachwed substantally in the Tinited Stete,
MNotwithstanding the above, produsts smbodying this Ticensed nvention ar produced thron

the mes of & Licensed Invention for use or sale by LICENSEE, #s AFFILIATES ofm ™.
goblicensess cennot be memfachired in any of fhe coumires identifisd: {1} in the Treasury
Department Office of Foreign Assats Conteql sthedle o 31 CFR § 500.201; (2) in fhe Siafe

_ Depariment Directorate of Defense Trade Controls list in 22 CFR. § 126.1(e); or (3) on ihe
Treasmry Departmert Office of Forign Asssts Comtrol website for semofiomed conmites
(boktp/Ferww ivea, gov/nf_ﬁuaslanfumﬁmﬁut/nfan!smcbnnso

LN ﬁrﬂalal’\f paragaph 1 shisll now read:

IECE\ISEE shall pay a royelty to LICENSOR of Fhree percent (3%) of fie Het Selling Prics
for each Boyeliy-Rearing Product made, vsed, or sold by LICENSEE and its licensed.
AFFILIATES, LICENEEE shall pay LICEWBOR fristy peroent (3 895} of any consideration
received from s SUBLICENSEE for o sublicsmse exnspt in fhe cese of Hiigation whas

IICENSEE shell pay LICENSOR fuirty pereent (30%) of the antnal repovery efter dedustion
of LICENSER's lifigafion onsts and expenses es provided in Article XIT. .

. 8, . Arficle VII, senisnos 1 shell nowread;

| LICENSEE agrees to submit enmmsl Teports on or bafors Maroh 1 of sach celendar yemr
oo iis sffurts to achisve Pracfical Application nfthe Licensed Invenfion by two (2) yems fom
date of sxeomtion of the LICENEE, with parficuler reference to LICENSEEs plan for

ﬁavalapms:tt gnd mnﬂ;mg of fhe Ticensed Imanhnn submitted with LICENSER's aPPhﬂﬁhDﬁ
for Ticense.

f. Paymau’ts and repoTis Iaqumad 1mder Articls IV and commmninations znd ncunas xaqmrad
wnder Arvficle XT shall nowbe sazrt’m

| (@) ifim LACENSOR:

Office anaval Ressarch B T
Offies of Corporate Connasl (DMBDCG} . ) '
Ouoe Tiberty Center .

B75 Morth Randniph Strest

Ailinpion, V.A 22303.1585

with 2 capy o
Hzed, Techhalogy Temmefar Offce .
Navel Resserch aboratory, Code 1004

4555 Overlook Ave, BW
‘Washington, DC 20375-5320

S - . X, -3 U U ~ S U7 st U] WU U Uy U
3| Deember 2005 ) . ‘
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| 7 S "Document 1 Filed 12/1 0/200.7," “Page 35 of 55" e
(b) ifto LICENSER: -
Hezim Ansari” - '
Metwork Signatiwas, 1 ‘ .
14252 Cufver Dr, 914 - | ‘ R
Trvins, CA 52504 '

7, Arfiole T shell now read:

LICEHEOR does not by entering into fhis ITCEWER tansfer the mroperly fights in the
. Licenged Invenfion, provided howsver, fiit during fhe period that iy LICENSE is
exolugive, LICENSEE has the right of enfveement of the Licensed Patert, af no cost to fhe
Govemment and without reguiing the Government to be u party to the litigation, pomment io
e provisions of Chapier 28 of Tifle 35, Tnited Btates Cods, or ofher siainiss, TICENSER
sball inform LICENBOR. of any achon, 1ega1 or otherwise, 3 intends {o tale wifh respect to
the rights prior to faking such astion, LICEMSOR hes fhe xight to objsct o sach anfion
within ten (10) days of receiving notification af snch astion, FTICENSOR. doss niot respand
~withix the ten (10) day period, LICENBOR. ghell ‘be deemed to not objeot to the proposed
antion, LICENSEE's right of enforeement expragsly includes the rightto collsct dermages for
past and fisee infringement of fhe Linemsed Paiemt o the extent pemmissible under law.

LICENEER shall pay LICENSOR. fhirty parcent (30%) of o= antnsl Te0OVERY" aiter deduction
of LECEEISEE'S hﬁga‘hun opsts.and expaness,

o' WITHEBS WI-IEEEDF the parftias bersin have cansad ﬂ'us insirmentto b axenutad by their

duty suthorized represantativas,
TINITED BTATES OF AMBERICA ] 'MEB.‘I‘I{IK BERVIDEE{ ™o,
For the Becretery oftheNavy . : L , .
7 J 1(':) J% s /7;/ ‘

N g o ALAL -
© DR GAHAGAW U . . HATTMANEART

Captain, U8, Mavy | . Title; CEO

Commending Officer _
Dee_ LFER OB /Wé

NETWORE SJENATURES, TLC
i f‘*z -
By i

Dnta: aﬁ‘?}é’( |

T T THRLOCTESElilny T

_ e PN ) e e e e e —
I 3 . P . :
11 Decembzr 2003 . i .
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L
, 3

Pase 1

-

ABNIGEMILHT

. WHERBAS, Mamfc Serviess, Im.:.' hoving o prineipnl place of business in Tustin, EuliFn‘mfn, owrs an Exclusive
License o U.8, Patent Mo, 5,511,173, entitled "intermediate Metwork A uthenBoation™ and hos bean granted such Exclusive
License fram the Linlted Biates of Americn, os represemied by the Beoraiary ofthe Mavy. (hereinofrer “Exclusive License™);

) .AI\I'D _'WHER.E.A.’.:}, Natwnﬂ‘c Stgnatures (hereinnfier “ABBIGIMEE"), with its principn! place of business in Vist,
Caiffomnid, desires io oeguire fhe enfire right, Hile, nnd interest in and ko {he anid Exciusive License:

HWOW, ,'EH!?.R.EFD‘RE, in considersfion of pood md vihuable considenfion, the receipt of whish is herehy
ackmowledzed, Meiriz Bervines dres heveby ndmowlerdge that it ies sald, mesipned, transferred and 52t over, e by hese
presenis do hereby s.ail, BSsigy, transfer md set over, unto fhe said A SSIOMEE, Hs sucoessom, feeal represemtafives and
assigns., 1he fzxriirs right, file, and interest throvphont the werld in, o ood onder the snid improvements, and the sald
Exclusive Licese and il provisional applications relsfing therm, ond a1l divisions, reneweds and enniinuafions or
confinturions-in-pact fhevent, and oll Letters Patent of tie Winited Stat=s wiich iy be granted thereon and all relssues aod
exttansiogs thereaf, bnd zfil x:ights of priotity wnder Titernnfions! Convexntions and appiibuﬁnns for Leters Botent which way
herecfer ba filed for zaid IMprovEmanis in any covniry or counires fovstpn to the United States, sod of] Dabfers Botent
which way be granted Tor said improvements in any country or sountries foreign to the United States pod all extensions,
renewnls ond reissues therenf : ’

AND heirhx Sewipas tiges he.raby vovenart and agres that i will communioge 1o the suid'ASSIGNEE, is
sucomsaors, legol reprasentatives and assiens, ony Teois kaown o i respeniing said improvemsnts, and testify in ooy legel

proceeding, sign all lowful papers, execute all divisional, sontinuing snd reissue applications, mnke afl vightRl dnthe o
penerlly do evarything pusslbie tn oid the snid ARBIGONEE, i sucoessmrs

Jegal representatives and ssxigns, o obidin ond
enforce prper patent protection for soid improvaments in nll couniries, ' F : B .

TN TESTIMONY WHEREOF, Assignar intending io be lszally banhd hag herennin nised his signoture,

This 14 duy of Februory, 2006

Signatwre of Hazim Ansar, CEO of Mebt: Services

~

EXHIRIT ©
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e L B DEPARTMENT OF THE RAVY : |
HAYAL RESEARDHLAEORATOIRY
4955 DVERLOOK AVE 5W

WABHINGTON DO 20075-59%n IM REFLY RECFER T

100:4/620G

12 Qetdber 2006
Hazim Ansard

Networdc Sipnatures, Ioc.

14252 Citver Dz, D14 -
Frvioe, CA 92604

Re:  Meiwork Bignatues® Ouitber 6, 2006 femonsteation of BasyComment™ st fhe
Wavil Research Laboratry (MBL) '

WM. Amisari,

Tbagzlcmyﬁm for visiting MRL Outober 6 to dsmonsirate Network Signatures’
EasyComneist ™" CL o .

 HBL's tachningl and lagal persormel who sttendedfhe demomstetion Have
considared Network Signetwes® preseniation end have detsrmined fhat BasyComment™

Telates 4o m smbodiment of the invention dlaimed in Tinited Btatee Patent Mo, 5,511,122
(the *122 pateqf) eniifled “Fotermedistes Matworle Anfhentication ™

Based on Natwork Bignetwes® demonsirafinn, end sbgent any evidence o fis
contrary, MRL takes the position fhat Metwork Signates has sucosssfilly carcisd out &
plan for development of the licensed invantion claimed the *122 patent and has brought
in Tnvention &8 senited in the “122 patent to pracficsl spplcafion. So Jomg as Metwork
Signatwes maies BasyConment™ availahls in fhe ptiic on reasonsble terms, NET wil
agres [hat Netwod: Sigoatwes has’ mads the bensfiis of fhis fmvention repsapably:
acosgsible to the public; and thearefivs Matwork Signatmes will be aomplant with the firet
paragraph of Atticle I of fie Bxnlusive Tivenes Apresment sxsented on Septermber 28,
2004, and mmendsd on Febromcy 14, 2006 {Apmement). WEI recmests - Metwode

. Digmaiures Teep MR informed regarding is commertinfizaion snd mafefmg artivities
bs part of fhe ammdl repors Metwork Bimatues will mimit wdsr Avticle IV of e
" Apreswment. : - : ' :

I am slso i receipt of your tequest that the Atnenfment to the Agresment be
revisad 1o refiect that Wetwor: Signatmes & » Bubchapter C comporation 2nd mot &
Limited Ligbitity Company (LLC). 'With your permission, T will make 2 “pen and inic”
changs on the Amendment to so raflect the proper stetus of Netwarlc Hignafures.

EXHIBITD (’“"
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Umnited States Patemt
Actichason

. Document 1 Filed 12/10/2007 -~
S e I o

ment 1 2
;

11 Paient Numaber:
[«}5] Drte of Patent:

5,511,122

[54] INTERVEDIATE NETWORL .
. AUTHENTICATION

[75) Invemter Bondoll Adldeson, Annandde, Ve,

(73] Assignee: 'The Unlted Sinles of Americs as
. wpresented by the Seerstory of the

Navy, Washington, DO
[20 Appl Nu: 254,087 '
{22} Flled:  Jon 3, 1094

[51] It Q5
52 T8, Gl i

HoaxC 1/00
aaly25; 380/23; AR,

180/30
feneiew S80123, 23, 30,
3804, 48, 21

[SB} Tield afBonrh

'[Sb‘_( o Referanms‘{'_'itzﬂ
1.8, BATENT DOCUMENTS

AJ3REBI4  3/M08 MuslerSchiner oo 38024
4965527 1071980 MicDonnd .
3175765 131452 Earimon | .

ANARY Pershey erpl, ,

5304961 41983 Boiow .-
57241500 BASEY Bellovinetdl,,
S2E0583 - US4 Nokaynme otnl,

383200
5371784 101994 Tife ol gl R : 1] iy
SHIR2 SNBSS Axiz 3R0/AE0

- (OTEER FUBLICATIONS

Towdk, Qene, "Datnpram Authensization & fneme Gare-
ways: Implications of Fragmentation and Dynamiz Rotti-

g ", TEEE Jouma) on Balecisd Areps in Enmmunicnﬂnns,‘

Vol 7, Ma. 4, {Moy, 1989), IEE%, NY, MY,
181, Transmimi

ion Control Proweol, RFC-793 Natwork
Informntion Center, (Sep., 1981).

Voydock, V. L. end Kz, 8, 'L, “Secoriy in High—Level

Nenvork Pratocals”, TBSE Commurications, vol. 23, Mo, 7
(ul, 1985, )
Bivest, . & Dusst, 8., “The MDS Messpge-Digast Algo

rithm,” EFC-13271, DDN Metwork Infovmation Demer
(Ag,, 1983), . 4

Apr. 23, 1995

Con ferance oo me.cy Communicatans VILOOM *BD),

, IEEE, MY, XY, :
_ Cloxd, . . nnd Wilson, “A Comparisan of Commarcial and

Mitktary Computer Sacurity Policiss" Pruceedings of the
18877 IEEE Bymposium oo Beslichy & Privasy, TEEE Com-

puter Bpcery, Onkland, Californin (10875,

NBS, FIFS PUB 46, “Data Encryption Steandard (DES),"
‘Harione Bueeay of 8tmmfards, 115, Depretment of Cawme
merze (Ja,, 1977).

Bebeasier, B,, “Applied Crypiagraphy” Tohn ‘Wilsy & Sona,

Ine_, NY, NV (0884), p. 3.
Belinvin, Steven M., “Security Prublems in the TOPAP

Prosnenl Suite™ ACM, Computer Commumications Review,
val. 18, No. 2 (Aps, 1585), pp. 3248,

BeTiovin, Steven M., "Lanftlions of the Kerberas Aufhen-

ticeetion System®, Proceedings of e Winter 1991 Usenix
Conference, Usenix Association, Beddey, CA (1087,
Kept, 8 T, & Lim, I., Privacy Enhmeement for Internst
Eiecironic Mail: Par. 11-Ceriificorm-hnsed Key Mamnge-
mgenl, RFC-1114, DDN Netwarle Information. Center (Aug,,
1588), .

¥t 8. T. US DoD Security Options for the Tnteenet
Protacal, RFC-1108, DBN tetwork Information Cen,

. (sl continoed nn'nu'xtpngn'.‘)'

. Primary Examiner—Duvid C. Cain

Altomey, Agénl, or FirmeThoms E McDanoell; Daviet
Kelish .

&7 . ADSTRACT

An intermetwark muthentiention method is pravided forver

§ying 2 sending host by o rersiving host or en foermedine
mner or garewny. The method compoians te steps ef:
abrnining & netwark address and 2 public ey of 8 teceiving
host; uliizing the public key fom he reeeiving hott i
combimiion with 2 private key of the originming host m
Benerale & typlosmephic sigonmre; tamemiting the signa-
reslong with dute oo 2 frs submetwodkc in ot lenst ane
podimt; reeniving or Jessr ane pocker 4t the Tacsiving ko
sind the meekving host ufilizing o povate key ofsaid receiv-
ing host site and - puhblic key of sid originwing. hest

- X verily suid crymogmphic sipome,

Cole, Reymond, In o ol.,“Multilevel Secore Mlixedfedic S : .

Commmication Nanworks," Proesdings of the 1980 TSEE 14 Clnims, 4 Dirnwing Sheets
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Case B:07-ov-01427-AG-M

1

551,122
Page 2

OTHER. PUBLICATICONS

" imr (Naw, 1951), S
Mgckapetris, Ponl, Domoln Nomes-Ymplementation on
8pecificsion, RFC-1035, DD Retwark Information Cans
ter (ov., 1987).

Nesdhom, B M. and Sohrosder, M. B., "Using Encrppiion
Jor Aushenticmtion in Large Networks of Compnters®, Cor
mumications of the ACM, wil. 21, Mo, 12 (Dec, 1978),
"Security Reguiments for Cryptographic Modules”, Fad-
cel Information Processing Sinarinmds Pubfieation 140-1,
(oo, 71, 1954), np. 153, :

Bosted, Dennin et ol., "SPd: 4 Tronsport Enenpsulafion

Security Protacs!”, Proceedings of 1987 MCSC Conterance,
op. 15B-1861, : : .

Mastsor, Ruth, “"SONS Serviees and Archilactaure, Bmeeed-
ing= of 1987 NCSC Conference, pp, 153-157.

Losnhert, Bawl A., “Layer Wars: Prokec! the Internet with

Network Layer Securily”, Motomiy, Ins., Szeure Telesam-
muwications,

Dinkel, Chardes Edhor), “Securz Dotn Nanwork Spstem

{GDNS) Network, Transpart, and Mesage Security Proto-

cols", W.E, Dept. nf Commerce, Mat'l, Inst, Stds,, MISTTR
a90—4250. ‘ .

i
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U.S. Patent Apr. 73, 1996 Shest 1 of 4 5,511,122 .
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INTYERMEDIATE NETWORT
ATUTHENTICATION
. BACEGROUND OF THE INVENTION
"The prezent fvention selotes ganernlly b warwork seey

siry in o diseibuted network or hntween netwarles, and more '

purticularly ta an infrmetwaork euthentication mathod wiich
is copobils of Intermedinte anthipnticatton va well as suthen-

tication of fagmentat dats regandiess of the networl: pro-
tocal. T

Histarically, mose networking protecols and arehiwchuss

have uol ineloded sofid authenticoling ar confidentidity
mechnnizms, The MIT Atheun project bas been the syne;
“don o this Tule with s development of the Kerberns
muthentication system. This system is beginming o be imple-
mented at some Sien md some worlkcsiation manmfacmrery
are considering implementing Kerberos in their nandnd Q8
veienses, but the overwhelming mojorly of nerworked sies
hove no otheaticafion or confdemddlity mechomcms i
their networke architestnves. The IS0 memotioud Stage
dueds Orgoaizafion) 05! (Open Standords Tmercnanestng
suite provides forconfdentintity services in the upper Inyers
bul does noLyequire anthenticnipn of any of the Iowerlnynr
protecals, Thee lower loyer protocnls bove @ number of
secrity prablems in promenls commonty need in the jnter.
nzt mtl baye carigin limitnons imminsic o fhe Kearbems
protenls, The secodly jastss in the 180 OSL suies appeecin
hnve golten Jess 2tiention then in the Tntemel sulte hasause
the Jutemel suits is more widely implsmanted ot prasent
Recantly, the Intemat Enpiazering Task Foroe b bogun
to imcomoraie aslentioniion and conBdentiolity mechp.
nigms i gome protocols, nombly the Simple Matwer Maon-
sgement Protoel {mieved 10 as “SNMP") ond Priveoy
Enhinneed Mail. & 2w other sacem protocol specifieationg,
“such o for the Border Gotewny Protocol (refemed. o o

- "BCP") ond Open Shorissl Poth Fimst (efemmd toops

"'OEFF") rauting protocols pmvide honks for muthenticating
to be added jater hul da ool define or mondme auy genl
authenticiiion sechmizn. The BGR version 3 specificndon
explicidy smres thut the definition of suthepticartian mechn-
nisms other then the Gefavlt “an futhentirarion™ option o
ot of the scope of e specification, Stmilnrly, e OEBF

version 2 specificaton. nssers fiat "OSEF mlso provides for ;

the anthentication of mufing updnes, , , . * when-in fct the
anly mthentication mechaniems speelficd sre “ao mulheni-
cotion” oy “clentzy prssword ® Overdl], there 3 no Gmin-

el yystemic seennity nrchilzee in e fnemer praazol
" sniee . preseal. ’ '

Boliovin, in his mrficle zalifled “Seousity Problems in lhe
TCP/IF Pracoenl Snie" ACM Computer -Communications
Review, Vol 19,Na, 2 (Al 1989), pp, 3248 identifien that
there are security laws in the TOP/IP (Teansmissiom Conca)
Proweol/imemst Protorol) protoenl suhle besange s raly
on TP sonree addresy for nuthentiontion and olan becauss
muling protocols biwe minimel 1o no imuthentieation, The
Bellovin mxticle i incorporaled bemin by reference, Simi-
Jucly, the 380 protoenl hs nol pid suficient mrantion to
building acondry mecshonisms fotn
mouling pratocola,

Some proposet computer ety pofictes, snch s Closke
‘Wilsan, are not prcticg) ko implement using current network
pratocols, - which rely o dosgmm fngmenstion, untess
inrermedinte guthentication 5 provided. For o tiscussion of
such polici=s, see D, D. Clode nnd. D, R, Wilson, A

H

25

a0

2

" Comparisun of Comemersin) and Miltmry Computer Secuity
Eolicies," Procesriings of the 1987 IEEE Bymposium oo
Seaaxity & Privay, IEEE Computer Society, Crikland, CaliE,

{19877}, which is invorpocaied hersin by referance,
4.side Erom concerns ehout attale; therr js recantly much
inferest in ‘implementing poliy-besed muting, pewer
uenge meeonniing, ad netwatk sudiiing, Mone of these moy
he dependnbly implemented utless the nerwark protocal
lieadem may be anfhenticated by ronters ms wall ps the end

10 “hnsis, IF there # oo intermedine mnthenrienting, then it s

Etradeht Forward tn speof policy-based monting md (o e
othexs io pay For one's network fraffic. Without anthentica-
tlon, mdfiting connot yisdd meantnetnl wesms, Ttis clenr
nelwwark prolocel header mthentication is sseeniinl forbath

- T eristiog ond fiowe servipes,

T, there is 0 need for providing inecmediate ooffien-
- teadion in networidng. By being able w pothenticne #
packet while in ronfs, 1he possihiliy of host masgueading

an oo metwaorl: st are reduced. Addidosetly, policy-hosed

Toiting, network mange aceomming, nod netwark aoditing
may be implemented,

SUMMARY OF THE INVENTION .
Te 3 therefare am ehject of the presentinvantion o provids

+ i authenticaton method wich will piovide for bath inler

meiate enthentication ns wall o host o host. authsmicalion
in o duagram network: that permits fngmentation of data.
geams,

It o further object in provide an accumte metbod far
ter=pmining (e newwork wofic gonerated by o pasicular
host. .

1ris yor noother dijeet 1o pmvi&a ¢ menns for aocugely

g5 DiHng 2 hout for its wee oF network eafe and focilites.

I is yel ouather ohjeot 1o provide for deiectinn nf o
nan-valid host oo o getwork, ’ ‘

* Tt iz yer another ohjec to improve netwnr relishilily s
well & nenwaork Becondty. :

A Yo yet soother object 1o provide au[;pn:t for ek

nediting, nerwork tsaffic coymting, and policy Gased routing,
" Inall of theahove embodiments, ivis an ohject o provide
"un anthentication sysen which utikizes an agymmelsis kay
5 symmm n the muhentemion sysem. .
" ILis ST another oiject of the vention o povide m
mthenricating system in which (be frot pocket or datasmm
, Srngment is dygumrionlly souted while 81 suceeeiing meker
 fagments or datsgeon fagmients then follow the esmblished

'gy path of the fise paciet fupmem or dorageam Frapgment,

Arconding to ang bromd pspecl of the present mvention,
there is providéd 2 method For network suthenticetion com-
prising the seeps of: cltnining 2 netwacs adtress md o pblic
key for & receiving host; wilizing the ‘poblic key fom (e

55 reeeiving host in combination with ¢ privae kny fom e

sending host t penemte o crypropephlc Sipuature; tans-
mitting the siznoture tong with dot Hongh o, fest suboet-
wock in gt leogt one packa; receiving At inast one pockEra-
the recsiving bas mnd the raseiving host otllizing o privaie

gb Yoy for anid recoiving host site and o. pitblic key for snid
the natwarle, franspart, or

szndinp host.to verfy said cryptogmphic siguoture,
Acearding tn napther brond agpect af the linvnnl:‘mn. l_hnm
is provided 1 method For petwark authentication of frag-
; menled pockets comprising the steps of; requesting = nat-

65 work nddrass for o receiving host from o subnoiwark ome

_systen wilizing o p}ivatn koy from o saqrﬁng hn;t tn
EENEmIE 5 CYPIOErapnic .sigmmm:;. transmitling the sigus-
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. o fifferent aubnotwork or petwork. Net

551,120

3

twe pleng with doin-lo o firsl subnetwork in ol et one
prcket, hiving 2 fiest pockear size whirh 38 diferent from that
of the ransmitting hostond therihy fmgmenting the nriploat
paciesl into ot least two paskel Fmpmenrs, the pucket fmg-
ments having o fvst puoknt fmgment which is rmsrmlved o
§ first avaitabie intermediinte gabwny or souter in the Gt
subnetwork, mmd eoch eubsequent Empment of thot st
packel fragmont following the propress of fe firal pickat
Fragment through the first submetwarkin 2 train-ike foshion:
reoaeombling the frogmoveed packets ol m inlecmedine
gatewny or xaster; pedomming o verifieating of the crymo-
graphic signobure on the musgembled pnciat; retansmitfing
the fragmomed puckets thoongh the Tirst submetwork; rergiv-
ing ntleast one pncket ol the ceceiving st and atillzing o
puiblic ley Tor the sending hoal in vorify the ETYHECTRDIGE
sipoannr. ) T

By being ahle to provide betk host 1 hing. authenticntion

i
;
\

vy

, Metwork nome gysizm vin the newarks ar fom o confign-

Totion thle gt hast, 60, This reouest i Masteted by box 10

. in FIG. 1, The meiwork oime symem will provide the

15

85 well as intnrmedinte mthenticntiog, the possbillien of

host mesguemding aod wetwork, miracks mve educed or
slimimted. Addifionally, policy-besed routing, petwodk
usage nccounting, spd netwok ooditing moy be impte.
mented, .

Other ghjects and fentures of the presant invention will ke

apparent from te following dewiled descriptiog of the
preferad embodimanl

BRISF DERCRIFTION OF TEE DRAWDNGE

The invention will be fucther desecibed in oo
with the secompunying drawings, in which:

FIG. 1 4 o fow churt Mustrating & melhod wiized in o

. typiond o prior ort communicntions trmsmciion betwesn

‘ot mod hosly in which o ambentication is eondustd in
o netwark which may emplay frapshentarion of gnumemams;
FIG. 2 i# on esumpiary network topogophy o commi-

ugetien .

ag

]

30

nications between host, wnd host, secording to the priorans

(FIG. 3 i5 2 flow ched Tinstrating o first prefemed e
munisations tmmeetion between bost, aod hoat, in whith
end to end muthenfication §s tondusted in a
moy empioy fagmzatstion of domerams; and

FIG, 4 35 o finw ehmt Hlustenting n second prefemed
communications canscion berween bost, ond sty
which bath intermediste ood end (o eod mithentomiog may
e condocted in 1 netwar which moy employ fngromtistion
uf detngroms, )

DETATLED DESCRIPTION OF THE
. PREFERRED EMBODIMENT

‘With reference to the Fipures, whemin Tie xeferncs
ehoraclers indicate ke elements doouphowt the seyeml
viewn and, in pardculnr, with raference to FIGE, 1 md an
generic method of hoat to host communication is Susteted,
In ordor to hppresin: te improvaments asgncinizd with the
invention disclased herit, 2 detafled description of the ptior
appronch £ niévark communication is sagamial,

In priov nerwerk sommonication sppHeations, & fiost,
genericolly mlemed 40 1 hoat, or clemant 60 will wih to
communicate with & tmst, or element 3, B

nst, 60 moy be
in the same subnetwark or netwark ag host, 83 ar may e in

i i twork, 87 i e
network containing host,

conirining hoat, T3, FIGS, 1 and 2 Mlustenre (he condition
where hoat, 60 wnd hosty 83 aro in Alferent sshnctworks.
When hoel, 60 wishes in communicate with hosl, 83, hest,
0 will oblsin the sddwss nod key of bost, 83 fmm 1

werwork which

G0 nd network; 84 is the netwmdc -

€5

aD

nework eddrss vfhonl, 83 1 host, 0 os Museated by box

.32 Nexe, the neowark niddmss 48 received by host, 6, zes

box 14, Afror yeeoiving the podress, host, &0 hoping 1o
Lransmit detagrsme or pootats towrtis host, 82 via o par.
‘wuy B2, see hox 16, The physical romswnication pratocol
‘being nised batween hagt, 60 and stboetwork; 12 will vary
Wil the padticolar type of host and ostwork, The ohove
Aescrited method 15 ane of geven] well known methads for
obinintng the petwod: addess of n hosl.

" Subnmerwok, 82, oo ilusimed by hox 318, will then
Frocess dofm inte packets which me Yok or swbnetwork
speciic. A sundned pratoenl which is wiilized & the I8 In
thiis pratacal, dalogeams or prckars pre formed fom e dom
sirenm. Pocieets penerslly comprise 0 hender section, o dare
Becfion mnd o tmilsr secfion ‘The specifio reintinnship
‘ifween these seclions or flie existence of Mest sextions are
protncol spesiiic i thue will not be discussed in oy deeil,
The: datn. mny. be fmgmenterd by the creation of packers for

subnecwork, 82 md therehy inke different mutes throngh -

Eumetwork, 82 twwards tostg B3, For Tinstmbive purposss,
thrae packels or fagmented packets, Py Pa ond Pp aee
iustrated, Thear posests pre womrmitted theugh subnet-
work; 82 by = conventionet tansmission method Hach
pogkel or Engmant mny tokee o Siferent oot through the
subnoewndk os inswated by Hnes 28, 25 md 30 whick
coreespond m the moutes of poskals Py, Fa ond By, réapec-
tivaly, Thus, ench pockel mey go thrmuph = different intee
medinte rouer 64, 66, 68 or 70 a3 Mustoted in ©G, 2,

LB, Pl N, §,175,765 to Pariman ix exomplory of e

drawlucks of the prior ot Peclman disoiozes 1o authenti-
catinn system which utilizes m LEymmetTic koy systam to
authenticate 1 dote pocket, This aysicem ulilizes ¢ whest
broudensting technique ond thesefore «ia nol capeble of
pedanming intermedine  fSapmentotion  or intermedise

suthentication for the masons diseusged nbove, Both ofthese

copnbiitiey o
imp. ' ) ‘ o _

Evenmilly, puckels F), P and P, will uiipmee theonph
snhegwork, §2 nlomg the duched “Hnes i FEGL 2, T a
confipiration ml shown, i host, B3 were jocsted within
submetwork, 82, host,, 83 would r=ceive the packsts and
sepsseimblc them o gin aceess o e dsm eontrined therstn,
Hemsty 83 wonid willize this duw ond will asome e the

important {or proper netvinrk psope accoumt-

- sender, bodt, 64, is e actinl seoder of $he dato. Thes, thare

wauld not be vy £nd o end or intermedinte nathentication
of the host or dos, In fhis simotos, the dem would be
Tragmented only one Sime, L.z, daring (bo creafion of paclnis
Py B, mnd P, . - !

In the confipurion shown in FIG. 2, hosl, 93 is locoted
in o diftEreat submerwork, B4 than subnetwnrk, 82, Packsts
Py Py and Py will be tmnsmitad from patewny 72 of
subneiwork; §2 i gusway 74 of subnitwork, 84 This step

is Ulneirated in FIG. X us hiock 32. The lnk/subneiwor:

protacols utilized in subnenvbrle, 82 thay difier Som those
of subnatvworle, 84, In this simmiion, Bubnstwasks, 84 will
ceenre additioos pockals By, Py, Py ofd Py, use Back 34,
Frur prckes hove bean psed for Dlesraryc prposes only
bust‘mmy murnber of packets mny he genemted by subnot-
winls B, Sinee the link or subpetwork prawocols of sub-
network, B2 o sohnetwork, B4 oy be Siferen, the size
of the pockats may niso he difersnt. Thus, te adpinal dots,
heagier and sadler informution aF eoch pocker in subnewwork,
2 may aow rppear in'different pockets in subnecwaks, B4,
i.e,, the informution from pucket Py moy now he'contmiped
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hetwoen packels T, ond Py, Thus, the delo b heen fag-
mented for o second time, Packets P, Pg, By mnd P, o

. ronsmitred. through the iniecmedote Touver 76 and 78 of

sutmerwork, 8¢ ulong the deshes lines of subogtwork, B¢
mnd fo-n similar fnshiom to thet of subnetwork, 82 shove,
There may be my minber of intemmadine muter pad those
used in FIG. 2 are for Mustralive perposes ooly, Lives 44,
46, 48 und 50 iituetrale the wransmiesion conespt in FIG, 1.

In stich o technigne, the dblfity 1w autheaticae packels ot
o intermedinte guteway or rouler, such oo rooter 76, 5 10
comgletely ost since enth yoclmt fmemedt may ke g
different miste theangh satmetwork,, 84. Additionally, sinca
the informaiion contrived in pecler P, may he silil hetween
prcleets B, and Py, it is impossihle 10 2sscimhle The infor
mation of pocket Py o on inermediste gatewny orromter Iy 15
Ihis simmtion, the orpingl dutn is foemented two fimes, Le,
ouee when packeis Py, P md Py are cregted pod mee when
yackers Py, By, Py and By ore cromed.

Eventuilly, packets Py, Py, By mul Py will migeste theomgih
submetworky 84 slong the dushed Fnes in FIG. 2. Hosty B 20
will rezive the prelets ind repssemble fism s prin seeess
o the ditn conwained therely, ses blocks 52 though 56,
Hosty 83 will niflize this dnts mod will pssmwe thmt the
gender, host, 67, is e netud sender of the daw. Thus, there

15 no ond to end orinlermedise: suthenteatinn of (e hoscar =

Several LB, Pments hmve touched on the subject of
mithenticntion, For exnmple, 118, Po Mo, 4,885,827 1o
MaDanatd diselases an anthantizninn wgorthm for variiy- n
ing thnkamassapge hes novbasn eomupted orchingsd during
tmosmission. This methad ufiizes o symmette coyplo.

, Esmphic hnsh fonclion whish is only used For the anthent-

cation of the datz. In 0 symenetric kmy sysie, the sama key
1s used for encryplion nad decryplion and foes not provide -
the. pratection of m asymmstcie key system, The MeDongld
Bystem provides io menos for authenticnting thet o portiznier

- hogt hus gootly senr the datn. This, n host way mesguesade

ns & volid host and ssnd Invilid datg over the nepvork,
Addittapdlly, network applications inclading intermedios
authentication e ot desoibed by the McDonald pawn. As
anabier example of 1118, Patent discnesing amthentication,
T.B. PaL Mo, 524,590 o BeBovin et b, disciness 0 kay

munagement promenl which eopld be ueed over 2 petwods
which is not secure,

. i‘a 45
"The shove descripien provides o bhasic sudersismting of -

_=_.

" how B8 transferred between host,, 68 and host, 83, Now

we will fum to 1 wew method of bost oothenfication ps
Mustrated in FIGS, 3 and 4, FIG. 3 Minaryates p host 1o host
uuthenlication method md Q. 4 st ¢ ho o 50
imtenpedime gteway or ruter outhendeation, method. Like
reference numemls have hesn ufilized where ther is oo
significnat difference barwaen the igvention ind fhe priorn.

Prmes shove the refernce wumerals have beso witlized
where {he elaments are similar to' the prior act bt have 53
nciiitionul fenturey or modifiontions. Finolly, new raferance
numesls ure provided for new steps which aw condured,

Cryptopraphic M::hud

Brfore & descriplion of the new methads o provided, it
is necessary 1o describe curment crypmgraphic mechanisms,
Cryplographic mechanisms provids the graniest pssuemnee
of the muthenticlly of ftn. Cryptopraphic syslems come Sn
two vadelies, symmeiric key aud nsymwmetric kay, See, B, &
Behmsler, “Appiied Cryptogeaphy,” Jobn Wiley & Sons, Inz,,
Hew Yok, M. (1884, p, which % moorporated hersin by

&0

6

Tefereance, In Laymmetric key system, the somne Key 48 need
for eneryphion and decryption. When providing confidenti-
alily using mn psymmetris aystem, such pary hes twa keys,
ooe public ang one prva, and dats is vsunlly excrypted
using; the sender's private key md (e recipients-public kay.
Whexs providing nuthenticalion wsing tn ssymmeiric system,
the thatn and the keys are usst to penemizy digicel sigosone,
That signaune is verified by the veciplent ping the dom
reeeived and the approprinle decryption keys,

Host to Host Aubentinafing

Tiyming now o FIG, 3, the steps involved & o new
methind of hogl authenfeation e Mustotzd. A host, seoed-
cilly mformed i ns host, or elzment 60 will wish w
comunnmicate with 2 host, or element 8, Host, 83 may be
in the snme submetwork or network 82 o5 host, 68 or moy
be in o different subnetwads or network 84 FIGS. 1 smd 2
lustmts the condiion whers host, 60 mid R, B3 ore in
different siibnetwodks, 82 md B, respestively, Wien host,
60 wishes tn commnnicae with hosty 83, host, 6% will
Teqnes) e oddmesemnd public key of host, B3 from o
Sfbmetwnrk nnme syntem. This regusat is Tnsioed By box
14 im FIG. 3. The publickey requestisimportant in this new
methort ond its importance will bs discussed i dersd] belpw,

Bnbmerwore Name Sysiem

*It 35 possinle to distribute the mblic keys Lo &) bogs and
users of the imsmetwork, see Mocknpewls, Paul, Domain
Nomes—Imlemsatation ani  Speoifcation, REC.1035,
DO Nerwmk Informminy Conrer (Movember, 1987) which
18 hereby incomommed by reference, Public keys for hoaks
arz jncluded i the nomnservies Saishoss and ol noweses
vice sesponses are authenticated, This meens that all of host
public keys n distibuied in an auhenticotsd memer
Moroe seréiee sequess need oot be anthenticared or canf-
Gentind in the general chse, Howaver, ifthe visibility of some
tiatn i the onmeservice datnhuee 3 1 he contmlled, Hen
muthenticed confideninl regueses would be required fo,
access oop-publisted datn and swtheoteated confideniEal
Tesponzes fo steh Teguests would also be reguimd. The
pmilic leeys for the roit pomeservers should be made wadily
avifiehle, sch a5 by telephone and pomnl mafl, so fhme
Bystem adminisiator moy bave confidence in the suthen-
ticity af the oot poblic key, Otherwise, 3F the corect ron),
public key were pot widely kwown, m Inteader wonld be
zosily ohie to masguerade na fre fepitmets nomeserver

Brennse the nser mmd spplication level keys nra digtihiuted
using mechamizms implemented in the loest Tios, those key
msy be chonged epsily by the wser withoot, srtuch coneem far
the jmy change hotng delayed in propagatton o ol of the
direcinsy or nuhvork name service providers, Host keys me
lesg eosily chongad, bot guch chropes shonld he-regulm-ly
scheduled in order in fimit damage from sampromdsed keys,

Mudificotions To Current Frotozal

“This secton described pididons and champes to the. Inse-
net Proweo] suite 1o enable its use ro distrilnte nsymmelsic
kays nnd o enshie jls reaponses to be suthsnlicated,

Anew TYPE fiald is ndded to-the resource resords in the
Domain Neme System, This new fiald comuing o signed
nsymmiatric fost oothepticalion key to be used by hoss
nitemping o authenticate getwork paclears, Each host which
transmits any anthentiested fames must hove, this zcord in
the Donmin Neme Bystem (refored 10 1 “DNEY) and the
value ;uE the xecord must be cormepfly sdvertsed. The pro-
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posedneme of thds new DNS record type is HAK. The volue
of the BAK is represented o5 hexudecimn mumibers nring
the dighs U through 9 mnd laners A through B The HAK
recomd's valve is the muthentication ey cortificnts nasd for
thnte bmst thal the HARK recnrd ig associaied with, No HAX 5
records may existthat we not aspacined with o specific host
All Subnetwork Nume, Bystem respanges from numesecy-
ers provide authentication. All Subneiwork Nome Bysiem
reguests ghould provide muthentication, Hosts receiving oo
unanthenticated resporse should ke wote of the lnck of 10
authenticntion nud may igoare unophenficated maponass iF
required by the security policy applicable to the subnetwor
of the reeeiving host or tdie npprominte action, Hoste
TECEiving A response eonttining inconetr anthentieation duln
zhonld discard the msponze withour proceasing it furiher, 15
“To provide uger osymmemic keys for eneryplion -oc
autherficating, it s suppesled toe o new service, the Koy
‘Information Protocol or KIB, be provided. Thin service
would nceept regueals for mser mubfic keys and wowld
Tespond only iF such information were avallshic, The “pg 20
komy exises foc that mice™ and “fhat wser nor vale hep” coses
would hath cotse an “invelid raguest” 1o be sent hack 1o e
zequestor, ATl sesponses would nse TP mitheoticalion. ‘The
ey Information Prolocol would also nse the host's poblic
, euthentication key in the KIP respongs io ennisle tie ecipi- 2
su to muthentcate the sesponze, KIP should provide for
separnte sullienionlion ant confidantintity keys, Depeading
on percelved need, KIP could even be extended o nge
Nesdhnm & Bchugederfice mechaniam to 28l up ond ume
symmatric keys for some seasion with the two KEPa hape
Qling the key el npsecoraly {(each on beholf niis incol naat)
Bee, Nezdhnm, R M. and Schroeden, M. D., “Using Bneryp-
tion Jor Authenlioation in Large Motworks of Computers®,
Commuuications of the ACM, Val, 21, Mo. 12 (Dercmber
1578), puges BE3-BED, which 35 incomormed herein by
Tefermnce. The wse of the Weedhnm & Bchmeder-type sym-
moxetsde koy mechanism i less deshable then neing asym-
metsic kay mehnology beeotse of the intredsed complerity,
- When the KIP cooeepl i3 implemantad, 2 new Domsain
Hame Bystem rerod should be sdded thar wonld poine w the
fizme af the hosl providing KTP servies. for . host nr
subnerwnrl .
“Torning back tg the sieps in the host to host aythontication
meihnd Mnsrated in FIG. 3, the subnetwore nume system
~will provide efther the namee of the nomessrver for the
aubnetwork cantaining the desired bostorthe public ey snd
eddexs of fhe desirad host. AT responses wmild bo mthii-
Hemed wsing the public key of the mameserver and mry
snmthentic responses wonld be discorded, md ippoced, T
wipht be valuahie 1 mdit oll nuauthentic Taspommes. This
process wonld be mppated ps necesmry ungl the moneaiing
fioal seeelved m authentic yesponse conmiming the public
. Irey aod addregs of the desired ather host I the oy
sl nomeserver nses coching of dma; renponse time
- wanld be rznsonshle despire hnving nuihenticatlng, Using
tocel nomeservers and caching is a gond implementatiog
suregy for numeservies regandless of whether authentico-
tion i used. This process of the subnetworlk noms servar
pelting and sending the pdfiress ond public key i fosmied
hy box 12\ ) o
Asshown i box 14, the networle nddress and public key
information is ezl recnived by host, 60. At this point, host,
60 ses an nsymmetic cryplogmphic mgorithm to pensmme
o digitnl slemature, see hox 06, As diiased furiher below, &5
the public key of host, 83 is vsed in combination with the
private key of host, &0 10 generate u dipiinl signnire.

43

&

8
Arymmelde Alporithm

<An ssyrometric algorithm is niilized to geoemte o diglnl

signnture, ‘This mey be aceommplished in severd ways, The
firat mothod o to utilize 2 well known nsymmelric algadtnm
eueh os REA. Bee, US, Pat Ma. 4,405,832 0 R. L. Riveal,

A. Shamir and I, M. Atieman, which i ineorporated herein

by reforente, A gecond methad 35 o encrypt the sutpul of &
By mmetric cryplographie bogh fimctionusing &n asymmetic
encryption migorithm, A third methad 42 1o use o keyed
a8ymmelric erypgraphic hnsh siporithm, The shove thees
methods hove been uiflized in the past to provids cod--cod
applicating-jayer muithenteation hul hove ‘oot been vaed o
provide Imermedinte netwadk athemization. There & a
gt gnificnnt difermnce benween aothenticating: the prewrany of
tronsmitied date, ie. spplirstiondnyer anthenlicotion, md
network-Jayer mthenticntion, the subject mower of this

application. For canvenience, the ootpot of the ssymmedc’

igneiibm will be relered o gs o dighnl sipnomre. -
Conftdentinlity nod aufthentication might: sl be bt into,
apylicafions ghove the transpor Jayer gr inio the transpor
Layer ilself. To some coses, It might be desirable 1n glso s
trechinmigms bulls inm the npper layec protocol e ae

) mdgpendent of these networlelnyer .mechomisms, For

exmnple, the Snene SMMP specifications boild anthentico-
tiau and optional confidmutiality mechmisros into the SMMEP

- appificationy, This spproach hes te sdvanmge thi £ security

breachars higher layer dovs wormeessnrily compromise the
Besurity ol the network luysc Howevar, secucty ahove e
acmwork Joyer deer oot povide authentination er confiden-
tinfity 1o all nerwork users oc npplisattons nod 8 no o

Euner sppronch, For exampies of ranspori-layer protoenls, .

Bes IS, Teonsport Coniol Protnes), RFC-783 Matwaork
Infornmsion Center (Septembar, 19R1) and 180, OS! Trng.
port Frowncol Specifioation, I8-B073, IS0 (1B8M), both of
whish are herehy incorponed by refarmmes,

The paxt question is whot will the asymmetsic sigorithm
be nsed oy, Lk, the dnig, the header infarmation or the zatire
network protocol fante. It mmkes more Bgses 1o authentizate

" the extire network protonol fmmme then the hender dats lenn.

The incremennl cost af outhenficaing tho enfirz fmme
Insread of jusr the hendersis nop significant sud the increosed
enropy and size of the outhenticated information makms
oy crynmoniyic ptincks on the authentieation hosder,
wwhile nlss ensuring the autheaficity of the dow. Beltovin, in
“Secniity Problems in the TCP/IP Brotncol Suite” {supra)
descriked § mmmber 6T atticks at the transport inyer, such a5
nzing TCP sequence pumber prediction 10 masguerade g5 -
zmother host's coniection. Bven trustworihy hosts need to
isplute neer commections Fom one tnother end 10 ensure at

.70 nser 8 copoble of sussguemding #x nnother wser vin

networking ‘mechamisms, The sbility © pmvide cireuil-
uriznted confideniislity mechonisms is also desimble, Ml
ther TCP nor OFF iransport powocal currently provides
cither nuthenfication’ or confideatinllty mechmisms, which |
38 the nren of 1bis disctosime, fthough the TLE. Qovernment
Tos prblished o stoddntd salled SP4 (hat adds yecndty to
TCP nud m 780 OS] Transport Promoal. § 1

. While it is poeslhle t suppor transgort outhentication
using enlrely differen: mechooisms than thoze used to
‘provide natwock mthenricntion, it s desirabic to devise 2
comumad sppramch to authententio so that the ovechond af
implemantation §5 mintmized and z0 that the difernl sar-
vicas iniograle inpglher gicely, Moreover, there isn pointinl
e decrensed size in the usted code reguited o implement
the euthenticalion servizes, )t s usually easier o vedfy the
cosreciness nod mistwarihiness of smller emounts uf eode
thari larger smounts of code, .
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Turming back to the stepsin the host to hesl putheniicatio
methnd Dlusteated in FIG. 3, after parforming the ueymmot-
Tic eperypling, host, 60 bapins 1o tanamit data, addeess and
the digitn) aigromre to subnatworl, 82 via g patoway 62, sae
box 16', The link/mubnetword communication protoca! being
nsedl between host, 60 and subnetwark, 82 may vary with
{be periicular type of host and netwarl and thua, the JocaSon
of the siganture rony vary. .
Submetworky 82, os ilsreared hy hox 18, will then
peocesn date inlo packets or frapments which are neiwork or
attbnetwork specific, For ilngieative pumposes, three prclem
or, By, P, and By nre Mustaled. Packets penetally compries
st bender aeehon, o dom sechion eod 1 ywiler secton. The
specific relatonsip between thess seetinny ar the axisteaes
of these sections e protocol gpesific wod thioe will not be

L

e

f}

. Bigouszed in mmy detoil. The Incation of the sipnmtwe mey be 1

i amy of the ahove idenified paciet sextione, These posen
oz pansmined theouph snboetwarls) 82 by o convemionsd
transrmission method, The packetz mny sk He routert as will
be diseassed in relofon i e Mtermedine athenfication
method, betow, Buch packet or fagment may tale o diferg 2
Toute thrmgh iie nebwork: 25 Tiostrned by kones 28, 28 aod

. 30 which comespond i the routes of padieas By, Ba nad Py,

respectively. Thug, cach pocket may po theoigh a diferent

intermediate wuter 64, 66, 68 ar 70 m lostoted in FIG. 2, 2
Axn imecmediae routeris iy devies vAdoh roites packets

between any two cammunicnlion deviees, A gatewny b= an

. inenvroedinye romtnr which comnests two subnetwarks. Therse

for, tho tzrms may be used inmmbangeshly thranghout the
datailed descriplion, R -
Eyenenlly, packels Py, Py mnd By will mipate thoough
suboetwork, 82 dlong the dnshad fines in FIG. 2 Tn o
architestuye mot shown, in witch homy, 83 15 Tocared within |
submetwark, B2, then hosty B3-will receive the packets or
fmgments ond remssemble them o gein aocess 't e dutn 5
and sipoature contined (herein, Host, 83 will uiffize o
eorrespanding tsymmetric dgorithm to decode or verdy the
sipnature md therehy’ verify the aothemiciyy of host, 60.

©“Thix is pooomplisied by wiilizing e public key of host, 60

combination with-the privele key of hust, 83, see the 4y
discusaion an cneryplion shove,

If hosty 83 In Jocated in.apatber sohnetwark 24, so
Hinstenied in FIS. 2, then packess P, B, aod B, will be
ansmited Fom mtewsy 72 of subnciwask, 82 m poeway
74 af submetwark, 84, This step s Mosioed iy FIG. 3 e 45
Dlock 32. The Jini/mbuetwod: protoeols wiilized in mbaet-
waork, 8% moy differ from thel of subnerwork, B4, In this
situgtiog, subnetwork, 84 will creme addivione packets or
Frapments Py, Ty, Pg and Py, see biack 34, Foor peckots have
been uzed for Mosirafive purposes ooly md any number of @
pucknts moy be poneraed by anbpetwarl, 84, Since the
protacols of subnetwark, 82 mnd subetworlc; B4 ey b
diifereat, e size of the pocles mny ot be difeeon T,
the origine] sigurture, dom, header i ofler information of
each packel in submetwork, 82 may now nppenein diffeent 5
packers in subsetwark, 84, Le., e iufarmution from phelet
P, miny now be containgd helwesn packels P, and By, As
sioted obove, poclats Py, Py, Py md B, wm transmimmd
throuph the insrmediate mnmes 76 and 78 of subnetwotk,
B4 atong the dushed lines of subnetwork. 84 and in a simfler &
fashion to that of sobusiwarky, B2 nbove, Optionnlly, the
paciels may be twmsmilted in 0 munner similar 0 o
expluined fur the intermediare suthedliention mathod below,
There moy bt ony sumber of inteomediare rouiers mod fidks
herween tomers and those wsed 0 FIG, 2 nee for Dusmative &

pucposes buly, Lines 44, 46, 48 pod 50 Hlostrare the generd
Lrausmission concept in FIG. 3.

. host to host anthenticstion methog,

SR 1)
The ebflity to oulbenticate packets at an imermedinte
golssway or Touter, such pa ronter 76, is not 2 coneem in o

Eyenmelly, packets P, Py, B end P, will migrte throngh
subvuetworle, 84 glong the doshed Yines in FIE. 2. Host, 83
will roceive the pocksts nnd reassembie them (o pain aceess
to the signames dais centnined therein, ses Wiocky §2 and 54,
Homyy, B3 will uiitize o comesponting ssymmetric alpodim
1 decode or verfy the signoture and thereby verify the
auttenticity of host,, sec hinck BR. This iz necomplished by
utitizing the pehiic key ofhos), 68 in combination with the
prvale ey nf hosly 83, aee the disrussion on eryptopeaphic
algodthms obove. Khosty is sushentic, then the dota vwill he
uTlized by hipat, 83, Otherwise, a secncity protacat mey be
Inttinted to pofify nuetwode niciel of o porential secudty
woblem, gee hlod 82, '

Intermedinte, Anihznﬁ:alinn
Turring now o FIG. 4, 2 methnd for inmroediate anthen-
tcation s $nstrated, This method is very simiar to hat. of
the fost 1o host rethentication ns astribed above. There-

Tare, ooly the differances hetwewn te two mothods will be
desctsged in dewdl,

In order 1o permit poy intermedinte nerwork gotawny or
Touer o anthenticts the contents of e network fame, S
public key Tor aoch hoat is poblshed oud K ptivae kay o
leepe privaw by thet host The sending hosp, 60 uses its
public encryption key plus the dowo 1o penamte o crypio-
graphic signnwre which §s embedded 4n the poolest pes
black 86, In this mothad, the public kay of hosl, 83 is oot

Temuesed or utilized in ooy maaner,

Manvorke fames nre frequonily fragtmanted imto smaller
fromes thar will At witkin tha size limitation of the protozols
in and undementh e Tink or spbostwark loyen Thus, the
arigirnl fomes way be fagmened, Le, packes By, Py md
P; mny e differen! in size thae the ones orpinelly tame-
mined by hosg; 6% -io subnetwork, B2, In most cnses
currenlly, resseembly unly occurs oz the destiontion node and

has drawbeiks with respect o performonee depradotion

nasoriated with pudet fragmenr ressembly, Inermediae
nodes, such Bs mmery br patewnys, need.sob poy the
renssembly cost noless ey wish 1 perfomnd intemedine,
antheniienBon. Mow thar the oxiginn meswirk pockats may
il be routed ndependently ood dynamicnlly and thus this
new Iecimique is sl very Heddtle, Whea the pm:!:.l:ts
Tigrate from. one swhoetvork Lo aootiter, Bie paclsts moy e
semssumibibed intn the osfgion] puckets and thenbe wansmli-
tad s the orgingl packets, thersby nvoidiog addiftond
“fragmenintion. md sllowing For dysemic mitg of fhe
ariging} packeats in the curen: antmatwark. N

Theze patle: Eagwmenis are introduced o subnetwork, 52
15 fescriied abnve, The fropmsnts ore troosmilted rough
subnelwork, B2 in o very dtferea: menaer, The first frag-
ment nf each oripinal packet to be wansmined s senl 1o the
firat nvailnisle: intecmedinie router i o convenitianal faehion.
.Eaeh subseguent fugment of the ociginal packet will then
follow the snme ronte s he fival fmgment throngh submes-
waek, 82, This wathod i3 significently difttent than the
TransmHssion scheme which is wilized in the prior art. Thus,

e pocket fragments form B train tmugh subnetworls, 8205

Mugiread in FIG, 4 by poini BB and line 100, Each ntigingl
packei is ronted conventinnolly urless the aripinn} prclel is
fragynenied, In the s when the pacleet. is fmgmen=d, 2ach
packer frogmem will waverse the some muge ms s firl

. fragmesl |

T
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At this stnge, the intermedicle rooter moy decide to

bhowt, 83 . i i
ﬁm;;g?:ﬁ Eﬁgfm infmm ﬁméti:lx}h'iha d::isliinu ) pm:x.gnnl ;'uz;: ht;}ai:gnﬁumm;ﬁnﬁsg nozigm:fbg;&m:ﬁ
. ill be 2 po i :
decision md wliill vary berwesn ﬁ:uhnutwnﬁ:s. I lhz:Emu:{ Pt semurily protiea, see Biock 228, .
medinte ranter dess perform authenticotion, then the inter- N :
medial iyl mssemble the pooket Fngmenta,, Fymtl Froposed Protazal Modifications
Py, e Goshed box 104, This slep is necassrry sinee the "T'his zection descdbes
y g _ propoged changes tn proibcols o
i 7 s oty G e e ki, e st
mited by host, 6010 subnetwork, B2, Then the intermedinte hc,i,"“"-,ﬂﬁm oz Mustratzd 1o FIG. 1’ 3 md A, Dthr.:.r
Tanter rads the rnssembied pockel 16 dersrmine the gende 10 ptaenbidion madc e poeble -wm-l this schane, Ooc e
£i's ideatity nod atiempis o confitm tonk the cimimed aend- the dizenemnts cae of o mmmnln.:nhun and two aolully
£r's prblished pblic key profuces the cormet rmsults When provide some authentiention. The sxdistenre oftheun nulthnn-
applied i the Embedded dipitn] 6 g oghad hexan Bmtion ense permils hosts or perwarks rot interesied in the
106 zxd 108. I there I8 » comrect sesnic fom the msyach- uiered Secutity praperies 1o go without them ond nl hove
nous lgositun, then the sender md the dote nre anthentic, 5 09 BAY Jor whir they 4o por seck to wse, The firsl seal
Criterwise, B¢ sender or some parl of fhe dotp e pe Dthenfication mode suppesied would nse the MDA digitd
smihentic, This pemdy policy-based toutlng nod negge. sipuitre m;w&m'upplicﬂ peyoss the hender of the uot-
brsce socoundiny io be dependably fmplemened a fins. WOy frame ood then enended nsing previonsty ngeed
trated in dnshed box 112, Finlly, the intsrmedigle roger 3000 TES cryption key nsing the chained Hiock mode of
transmils the eassembied pooket to the new sower or 20 DES. See, Rivest, R & Dusse, 5., “The MDY Mesgpe-
Emtewny, postitly mimpmenting loe packel iFnecessary, e LABESE Algnritim, ™ RFC-1321, TIDN Nebworl: Informmiion
gashed box Xi4. The thove process may e wepested hy enchy Sonter (April, 1852); NBE, FIPS PUB 45, “Daw Encryption
inttermedlns rosler or gaiewny and fs fistrated by dusbed  Stonded (DES)" Mational Buwew ol Stondards, LLE,
" block 116, Wole thet the serssembied pooiets may sl be  Depeximent of Commeree (faqarg, 1977). The sexond seal
routed independenfly omd dynemicnlly and mn the new 25 BUthontication mode would use the M5 digest sigorithm
techoigne raming fexibility, Tunving heen applied aemes the eniin netwatk-lyer fmme
“The packel Fogreois nee ouentually eceived by sbmate .. [exclusive of lhe muhentiention inforzmntian fietd) ond then
work, §4 28 described obove. AS staimd pravinudly, there  PSV@ Hat encofed veing RSA encryption,
may be o second frmgmentation probsler which may ooz - :
\I;hsn pnckns;n.zl&, Py ond Py are Formed. Ope soogt hoye 30 Adfitisne] Benefils - '
2 enlire nrigingl narwerl fame Sotet in evder 1o Lo . 3 icilian 44 1
to suthenticain it Network Fames are fraquently Em;nn:gd Anoines crifed s e meett walhentianlion il the
it e rames tho il it within (e stz mlllon € gm0 MUSHAGr msy rpasgucrada s e
the prolocols inand undeoeath the nk or subnetwark dayer sﬁﬂw i gr,_?"?:fﬁ hﬁ,f;,.‘i;f‘f.?,f ,g’mﬂ?ﬁ '
s Tllustated by puckers B,, Py, Py wl B, This momns o ¥ o o Scs OF Lie horeons e
4 ather atecks on neers of the tnemetworde, IF however, the
:;:hnuhﬁpnimghmnmut:r or griewny wishes ISAWWPILI  pnmeservice wers mthenticated, fiese nhEcks would oot ke
enticate the notworle pooke, it must repssemble ol of e nssikle S
‘companspes of te adpingl network pooke: , FosaE, Lo .
menns the IF oy 'uﬁmi:-:;‘lm: Touier Erug:mﬁ:?&t:;a; Additonally, this anthentication arckitecowe cowld be
. “Tenssemblc the ariginn] e befre resending o dimg 3 uzed tn impleroent the Clarie-Wilson enmmersial aecurity
© different fragments of o piven nerwork paolket rver different 2 olicy over mersozk or imemework. o sopport Cack-
rantes, thar niemeriatn Touers or puisways dowrEmmen “Wilson, suthenzication of weers ool identifies 5 sysential, In
Eomthat gatewny ormouter will bo nesblets uieoteme e, L EPRrIECh anggested here, the hosts would be nuthent-
& tedl ricteror: pocd g i caeg to each other md conld provide user nmhnn-urmnun
hi mont coser cumently, rossembly ooty oroor =) the Yoy o s;x;h‘ s sl bn_plnm:t!!l o %:atnccgﬁ;]ngmmw
- destination node, Teermedine podes, such os roitos or Siovace will its Tespiuse: heing anthants - 'tm' e e
gatewnys, &0 moi ourenfly poy this copl Repssemhly aod uu;; Srom Bt g emiing i qglwuih i o
pntentinl subsequenl refmEmentation will impnir sfrware purme§ ool b enily B sm:fh ; Cgf-\g}%m
perfurmence when tho Tink nod physicel protdents o T s ooz with inteprity fate confideniialis,
roal amounls of don £ entt | . FIITY VETY this might be sufReicnror & commercint firm or educationml
Sempusiion sy be s by ugggg gglm fpx?ﬁ- };1';135 instituiion, Confideatislity could enslly br ndded o the

m
=

. po ; iranspad. in i erded ond. al
s, Commily sl ot oty e B e e L T e .
wwire : : co '
i wveed it ’

Any guzway er souter in suhne:.tw::xklvsd is capukia qf.
intermedinte atthenlication b

" in the strps Tysucmed With 1 few exiensinng the nppronch outlined here conid
in dnzhad blook 136, . , :

alsp support o motthlevsl gecudity policy using zlther o
"plok architechure® or o “mdiblock arohiteotm®, “Fink
Eventunlly, ycknts Py, Fy, Py ond P, will migrne through—— prebitacnire" nod “fed/hinok mrchhchue" ore tasgribed in
subnetwork; & plong the doshed lioes in FIG. 2 Host) 83 Cole, Roymond, Jr eral , “Multhzveal Becurs Mixed-Medin

will receive the packeats ngﬁ reasgemble them (o goin access & Communicotion Networls,” Proccédings of the 198D IBEE

tn the sipnalum dat conmined therein, sce blocks S2ond 8. Comfaranse on Militory Communicotions (WILCOM 'E8),

- Hasly 8 will ullize o coresponding ssymmerdc igovithm IEEE, New Yok, N.Y, For cxampic, there might be cacryp:

to decode or verify the signature ood therehy verfy the tion of user datn mmédiniely shove lhe trnspartiayeror the

authenticlly of hosl,, see bincke 124. This i nccormplishad by wmmsport inyer iiself might be encrypted. Bither nsymmerrie

utﬂmng the public kz:.y of hos, 68, e the discussion on & nr symmerdc keys copld be used, thangh nse of the louer

encryphon nbove, If host, is amthentle, then network  woddd compticpe ksy menngement. Becouse the natwork

. acconnting will toke place ood Lhe dotwill be nillized by Inyer is ‘Fully muthenlicneed, the receiving host.moy be

Ud Y
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c:mﬁdnnt of where the trapsmission ocriginated, Also, val-
nerabilicy to cornin kinds of denis or service ntacks may be
sigpificantly reduced by precinding the atiecls described
emlier Tige of the link socryplion belbw the nework: | Inyer
10 mminimize the eRectivenass, of traffic miysts mmaim 5

- fenaible nnd §s noafected by netwod inyer or lnghar mecii-

migms such a5 (ase,

It appems fensible lo inplemant the tequlmﬂ r:kumges i
the existing pratocsls in 2 way that would remin ioteroper.
obility with oider vewions. Moreover, his arhilectre 0
sesles Hirdly tn lope inlemelwores such M the cureot
Intermet: There nre & number of hardware Tmplementations
of DES nvailable orendy and it 35 feasible to implemen)
digitsll sipnnhre dgorithms ol pymmettic ey crypingre-
phy in hnrdwore g5 well 3F these were intepeed futo g 15
chipaet, “te cost of aulhentication wonld be minimized
Iioresver, hosts thacdo nor wish towse mthentieation do oot
tave to. Only the root nomeservers amd hosts wishing to e
puthenficafion sorviees need pay foc usunplamenmhun cums
and ovechead.

Although fhe present fnvention hns been fully deseritiad in
cownection wik the pmfemd embodiment themof with
refzrenre $0 ti socompenyig dmwings, itis to be noed |
tal voinus shongas and modifications ace sgpurent o tose
plcitied in the arl. Such chonpes md modifeations oot be 28
ondersiond, a5 included within (e acops of the

present
invention os defined by the appended clebms, unlesy they

. depan themfrom,

What i clnimed i
L. A method for putheaiiening & origimiting hoat o p 30
secaiving host, onid method eamprising the steps of

{z) oblaiing o aetwork: address aad 2 pub‘in: key af nig -
tenziving bosy

(&) utiitzing snid public key from soid reapivisg hosl in
comhination with » privaie koy Srom sald sending ‘hns:
i generale o CTYpOERpS signnthre;

{c) ronsmining snid eryplopmphic sigmitue tlong with
finm throuph o Rt submarwork in gr teost one packes;

[d) Jecetving said at inast e packst o smd raxmving 4
host nnd

(€) nmitd mt:ewmg Insl niilzing o privits !re.y nE saidt
receiving host snd ¢ public key of spid ungmn!mg; st
0 .verify said £rypograghic Sigmntins,

2. The method ecited in clein 1 whesin an nsymmnmc u

' xlgmﬂ:mm used tn penerae sxid coyptogeitic sgumre,

3, The method recited 4n cifim 2 whiersin said ssymmeic
alpnrithon is o1 REA digial sigmture dpoithm,

4. A method for suthenticotion of mn originnting host e e
seceiving hest glie sod me ormore mt:rmzdmtn mm i
methnd comprising e mepnof: -

{t} ohmining o aetwork addess for sl temnvmg hinst;

{t) milizing o private key Irmm gaid osiginating oyl 10
EEDECRIE 1 cTyptopraphic signnmra, .

(c) Lranamitiing anid u-yptugmpma signnture ulung with
tow theough o fret subnetworke in ot iengt one parier,
- boving o first packet gos

(d) recsiving soif o jenst npe pesiet ol soid seceiving
hnst, and E \

55

. 4 - :
- (&) beid receiving host otilizing & public key of soid”
Eriginating hozt to verify soid crypmgrapiuu Signalme,
5, "The methnd medred in oloim 4 wheroln soid podiats are

utthepticmad ok on ntecmadiae e by wiilizing puilic

kay of said odginating host to verify o crypmpraphic
Eigoaames,

6. “The mzthad recited in ulmm 4 whersin an osymmatic
algorithm ia used to genemte. gnid cryptopeaphie signatee,

7. "The method recited in sioim 6 wherin mid tsymmettic
dlgorithm ip m REA digiml sippnture tipnoihm.

4. A mathad for authentication of an originsiing host ota
reec¥ving boarsite nod one oy more intemedint rontzrs, amd
methind comprising the staps of;

(=) altaining muatwut]t. nddress for snid. reeelving husc;

&) utitizng o privite key from-smid originnting host o
£Enemte 1 CTypiogTaphdc sigonmre;

{c) tréinemiting snld coypmpmphic sipnature a]ung with
gara throngh two or muore subaetwoslks in At jeast one
panket hving o fst packet size, where the paciet is

Iagmented min'2 or moe packet fagments during -

transit from suid oeiginating host to szid receiving bost

{4} receiving, snid av lenst one poolet .ot ssid recelving

hast;.oad

{&) said receiving husr. ntilizing 1 pukblic lmy of suid

uriginating koarto verify soid cryplogmphic signeamre,

8. The matood racited in slatm 8 whersin said tmnsmitting
8irp is condneed by tmnsmining o Best Eragmenied paskot
-0f snid firas subpsrworkc padlos m 2 fret avallable interns-
dinte router, and =ach subssquant fragmenzed packer of aaid
fira) submerwarl packors foliowing the progroes of anid frst
frapmuned pacier t.hmughsnid s:c:md submarwork in nicin
Hes Feshion,, .

30, The method sechiad in zlatm 4, whemm Baid ot lenst
on= packet hoving o fel pocket size 35 Fmgmented and
5 {hemby forming al lesst two Trogmented pockel, emid Fag-
memed packen having 2 frer fmgmented packet which is
iamsmitted & & first svailnble intermediate moutér in Eoid

. first subnerwork, ond ench subsequent femgmented pockel,

Fallowing the popress of spid Rmt fopmented paciet
thvongh snid frst sphneiwork in ¢ imin Bke foshion.
¢ 71, The mothod reeited in sisim 9 whersin seid: poclkoet
Traements axe mithenlicated gt an fnermedine ranter by Sxst
nssemmbiing smd povkel frosments nod thes ufilizing 8 gublic
Tmy of suid ungumung hose m venfy spid crypingraphic
signamre, | -

2. The xoathod mmmﬂ in claim 1& whemin smri packer
g o autheattcared g an itsroredine Touct by Bt
pssembling s=id fadket fmements and fhenmiiAng 2 poblic
key of anid edginoting hinat ¥ varify soid cryptopsopliic
signamre. .

“23. The methnd recited in cigim 1 \vhm:mn smd receiving
hoar, wiilizing 2 public kzy of suid adginating host, verifies
thnt spid dutn hins heen zent hy sxid sending kostby uilizing
snid erypiogmphic siponmrs,

14, The method rcited in ciaim 4 wherzin said 'reneivmg
fiost, utilizing o public key of anid ungmzmng husL, verifics
thnr enid.dotn bos beos.somt by ssd nngmnung hoge by

' _ ntili=ing naid :wpmgmplﬁ: slgnntum

LR oRem oW o=
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY

This case has been assigned to District Judge Mariana P. Pfaelzer and the assigned
discovery Magistrate Judge is Fernando M. Olguin.

The case number on all documents filed with the Court should read as follows:

SACV09- 376 MRP (FMOx)

Pursuant to General Order 05-07 of the United States District Court for the Central
District of California, the Magistrate Judge has been designated to hear discovery related
motions.

The United States District Judge assigned to this case will review all filed discovery
motions and thereafter, on a case-by-case or motion-by-motion basis, may refer
discovery related motions to the Magistrate Judge for hearing and determination

NOTICE TO COUNSEL

A copy of this notice must be served with the summons and complaint on all defendants (if a removal action is
filed, a copy of this notice must be served on all plaintiffs).

Subsequent documents must be filed at the following location:

Western Division [X] Southern Division [] Eastern Division
312 N. Spring St., Rm. G-8 411 West Fourth St., Rm. 1-053 3470 Twelfth St., Rm. 134
Los Angeles, CA 90012 Santa Ana, CA 92701-4516 Riverside, CA 92501

Failure to file at the proper location will result in your documents being returned to you.

CV-18 (03/06) NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY
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V.
Peter R. Aftasiabi (Bar No. 193336)
Christopher W. Arledge (Bar No. 200767)
Turner Green Afrasiabi & Arledge LLP
535 Anton Blvd., Ste. 850, Costa Mesa, CA 92626
UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA
Network Signatures, Inc., CASE NUMBER
) PLAINTIFF(S) SACV09 -376 MRP (FMOX)
Fidelity Investments Institutional Services Company,
Inc., a Massachusetts corporation,
SUMMONS
DEFENDANT(S).

TO: THE ABOVE-NAMED DEFENDANT(S):

YOU ARE HEREBY SUMMONED and required to file with this court and serve upon plaintiff’s attorney
Peter R. Afrasiabi , whose address is:

Turner Green Afrasiabi & Arledge LLP
535 Anton Blvd., Ste. 850, Costa Mesa, CA 92626

an answer to the [X complaint [J amended complaint [J counterclaim [ cross-claim
which is herewith served upon you within _ 20 _ days after service of this Summons upon you, exclusive
of the day of service. If you fail to do so, judgement by default will be taken against you for the relief
demanded in the complaint.

Clerk, U.S. District Court

Dated: ’éiﬂ MR 2008 By: 0 m ’E (/'Aﬁ)é/’Mﬂg

Deputy Clerk

(Seal of the Court)

CV-01A (01/01) ‘ SUMMONS
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"_ UNITED STATES DISTRICT COURT, CENTRAL DISTRICT OF CALIFORNIA

CIVIL COVER SHEET
1 (a) PLAINTIFFS (Check box if you are representing yourself [1) DEFENDANTS
Network Signatures, Inc. Fidelity Investments Institutional Services Company, Inc..a

Massachusetts corporation

(b) County of Residence of First Listed Plaintiff (Except in U.S. Plaintiff Cases): County of Residence of First Listed Defendant (In U.S. Plamtm Cases Ouly):
Orange County Suffolk County

(c) Attorneys (Firm Name, Address and Telephone Number. If you are representing { Attorneys (If Known)
yourself, provide same.)
Peter R. Afrasiabi (Bar No. 193336)
Christopher W. Arledge (Bar No. 200767)
Turner Green Afrasiabi & Arledge, LLP
535 Anton Blvd., Ste. 850, Costa Mesa, CA 92626 (714) 434-8750

IL. BASIS OF JURISDICTION (Place an X in one box only.) 1. CITIZENSHIP OF PRINCIPAL PARTIES - For Diversity Cases Only

(Place an X in one box for plaintiff and one for defendant.)
{11 U.S. Government Plaintiff O 3 Federal Question (U.S. PTF DEF PTF DEF
Government Not a Party) Citizen of This State 01 O1 Incorporated or Principal Place ®s 04
of Business in this State
]2 U.S. Government Defendant (14 Diversity (Indicate Citizenship | Citizen of Another State f12 D2 Incorporated and Principal Place 05 &5
of Parties in Item II1) of Business in Another State
Citizen or Subject of a Foreign Country [13 13  Foreign Nation 06 006

1V. ORIGIN (Place an X in one box only.)

® Original 02 Removed from [ 3 Remanded from [14 Reinstated or [ 5 Transferred from another district (specify): O 6 Multi- 07 Appeal to District
Proceeding _ State Court - Appellate Court Reopened . District Judge from
Litigation Magistrate Judge

V. REQUESTED IN COMPLAINT: JURY DEMAND: @Yes ([ No (Check ‘Yes’ only if demanded in complaint.)
CLASS ACTION under F.R.C.P.23: O Yes ®No ®MONEY DEMANDED IN COMPLAINT: §_Proven at trial

Vi. CAUSE OF ACTION (Cite the U.S. Civil Statute under which you are filing and write a brief statement of cause. Do not cite jurisdictional statutes unless diversity.)
Patent Infringement, Permanent Injunction and Damages

VII. NATURE OF SUIT (Place an X in one box only.)

PETEHONSEe e (1710 Fair Labor Standards
E] 510 Motions to Act

[0 400 State Reapportionment Insurance
0410 Antitrust 1120 Marine 0310

0430 Banks and Banking 1130 Miller Act [1315 Airplane Ploduct 370 Other Fraud Vacate Sentence |0 720 Labor/Mgmt.

(1450 Commerce/ICC - [J 140 Negotiable Instrument Liability 0371 Truth in Lending Habeas Corpus Relations
Rates/etc. [ 150 Recovery of (1320 Assault, Libel & |C 380, Other Personal 0530 General 3 730 Labor/Mgmt.

[J 460 Deportation Overpayment & Slander Property Damage |1 535 Death Penalty Reporting &

00470 Racketeer Influenced Enforcement of [1330 Fed. Employers’ {1385 Property Damage{[] 540 Mandamus/ Disclosure Act . -
and Corrupt Judgment Liability Product anblhty Other [ 740 Railway Labor Act
Organizations O 151 Medicare Act. O 340 Marine IR EPREE [0 550 Civil Rights 01790 Other Labor

1480 Consumer Credit [J 152 Recovery of Defaulted |00 345 Marine Product EI 422 Appeal 28 usc |0 5 55 P1 ison C dmon Litigation

[0 490 Cable/Sat TV " Student Loan (Excl. Liability 158 =0 791 Empl. Ret. Inc.

[J 810 Selective Service Veterans) {1350 Motor Vehicle 1423 Withdrawal 28. 4 Security ACt ct

(1850 Securities/Commodities |0 153 Recovery of [1355 Motor Vehicle © USC 157 PRGRERTRI
/Exchange Overpayment of Product Liability & &@;ﬂ.ﬁﬁﬁiﬂ S0 620 Other Food & E] 820 Copynzhts

1875 Customer Challenge 12 Veteran’s Benefits 0360 Other Personal 0441 Voting Drug ¥330 Patent
USC 3410 [0 160 Stockholders’ Suits Injury 0442 Employment (1625 Drug Related

(1890 Other Statutory Actions |(J 190 Other Contract [ 362 Personal Injury- {0 443 Housing/Acco- Seizure of ek

1891 Agricultural Act [ 195 Contract Product Med Malpractice -mmodations Property 21 USC

{3 892 Economic Stabilization anbulxty [ 365 Personal Injury- O 444 Welfare 88l 0 862 Black Lung (923)
Act Product Liability | 445 American with | 630 Liquor Laws [ 863 DIWC/DIWW

[ 893 Environmental Matters : ROPE ;i |01 368 Asbestos Personal Disabilities - 0640 R.R. & Truck (405(g)

[1894 Energy Allocation Act D 2]0 Land Condemnatlon Injury Product Employment 0650 Airline Regs (O 864 SSID Title XVI

{1895 Freedom of Info. Act {3220 Foreclosure Liability 01446 American with |C1660 Occupational 40

{1900 Appeal of Fee Determi- {(J230 Rent Lease & Ejectment . Disabilities - Safety /Health "~ |5 B
nation Under Equal [0 240 Torts to Land Qther [0 690 Other 3 870 Taxes (U.S. Plaintiff
Access to Justice 0 245 Tort Product Liability [0 440 Other Civil or Defendant)

{0950 Constitutionality of 3290 All Other Real Property Rights 3 871 IRS-Third Party 26
State Statutes - UsC 7609

Vili(a). IDENTICAL CASES: Has this action been previously filed and dismissed, remanded or closed? ®No O Yes

If yes, list case number(s): SACVO9 -376 MRP (F MOX)

FOR OFFICE USE ONLY:  Case Number:
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UNITED STATES DISTRICT COURT, CENTRAL DISTRICT OF CALIFORNIA
CIVIL COVER SHEET

AFTER COMPLETING THE FRONT SIDE OF FORM CV-71, COMPLETE THE INFORMATION REQUESTED BELOW,

VIH(b). RELATED CASES: Have any cases been previously filed that are related to the present p'ase? ONo [@Yes

If yes, list case number(s): Se€e Attachment A

Civil cases are deemed related if a previously filed case and the present case:
(Check all boxes that apply) [ A. Arise from the same or closely related transactions, happenmgs or events; or
@'B. Call for determination of the same or substantially related or similar questions of law and fact; or
00 C. For other reasons would entail substantial duplication of labor if heard by different judges; or '
®D. Involve the same patent, trademark or copyright, and one of the factors identified above in a, b or ¢ also is present.

IX. VENUE: List the California County, or State if other than California, in which EACH named plaintiff resides (Use an additional sheet if necessary)
O Check here if the U.S. government, its agencies or employees is a named plaintiff.
Network Signatures, Inc. - Orange County

List the California County, or State if other than Calvifomia, in which EACH named defendant resides. (Use an additional sheet if necessary).
O Check here if the U.S. government, its agencies or employees is a named defendant.
Fidelity Investments Institutional Services Company, Inc. - Massachusetts

List the California County, or State if other than California, in which EACH claim arose. (Use an additional sheet il necessary)
Note: In land condemnation cases, use the location of the tract of land involved.

Orange County

X. SIGNATURE OF ATTORNEY (OR PRO PER): ( @\ K\ r \ ‘/\/\ ) Date / Z‘V/a C(

Notice to Counsel/Parties: The CV-71 (JS-44) Civil Cover Sheet and the mformatloxMel rein Wupplement the filing and service of pleadings
or other papers as required by law. This form, approved by the Judicial Conference of the United States in September is required pursuant to Local Rule 3-1 is not
filed but is used by the Clerk of the Court for the purpose of statistics, venue and initiating the civil docket sheet. (For more detailed instr uctlons see separate instructions

sheet.)

Key to Statistical codes relating to Social Security Cases:

Nature of Suit Code  Abbreviation Substantive Statement of Cause of Action

861 HIA All claims for health insurance benefits (Medicare) under Title 18, Part A, of the Social Security Act, as amended.
Also, include claims by hospitals, skilled nursing facilities, etc., for certification as providers of services under the

program. (42 U.S.C. 1935FF(b))

862 BL All claims for “Black Lung” benefits under Title 4, Part B, of the Federal Coal Mine Health and Safety Act of 1969.

(30 U.S.C. 923)

863 DIWC All claims filed by insured workers for disability insurance benefits under Title 2 of the Social Security Act, as

amended; plus all claims filed for child’s insurance benefits based on disability. (42 U.S.C. 405(g))

863 DIWW All claims filed for widows or widowers insurance benefits based on disability under Title 2 of the Social Security

Act, as amended. (42 U.S.C. 405(g))

864 SSiD All claims for supplemental security income payments based upon disability filed under Title 16 of the Social

Security Act, as amended.

865 RSI All claims for retirement (old age) and survivors benefits under Title 2 of the Social Security Act, as amended. (42

US.C.(g)
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ATTACHMENT A

SACV 06-629 JVS, SACV 07-1429 VS, SACV 07-1430 JVS, SACV 07-1427 JVS,
SACV 08-00775 JVS, SACV 08-00776 JVS, SACV 08-00777 JVS, SACV 08-00778
JVS, SACV 08-00779 JVS, SACV 09-197JVS, SACV 09-206 JVS, SACV 09-196 JVS
SACV 07-1426 AHS, SACV 08-00718 DOC, SACV 06429 SJO

14281.1



