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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA & [ 4 ZD

SAN JOSE DIVISJON .
LEGATO SYSTEMS, INC., CAQO,_ 3 0 g % a a

a Delaware corporation,

COMPLAINT FOR PATENT E D I.

Plaintiff, INFRINGEMENT

V.
DEMAND FOR JURY TRIAL

NETWORK SPECIALISTS, INC,,
a New Jersey corporation,

Defendant.

Plaintiff Legato Systems, Inc. (“Legato”) hereby alleges for its Complaint against
defendant Network Specialists, Inc. (“NSI”') on personal knowledge as to its own activities and on

information and belief as to the activities of others, as follows:

GENERAL ALLEGATIONS

i. Plaintiff Legato is a Delaware corporation with its principal place of business in
Mountain View, California. Legato is the leading provider of storage software products and
services that protect and manage information, assure the availability of applications and provide
immediate access to business-critical information in distributed open systems environments.

2. Defendant NSI, which conducts business as “NSI Software,” is a New Jersey

corporation with its principal place of business in Hoboken, New Jersey. NSlis in the business of

COMPLAINT FOR PATENT
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developing, manufacturing, and selling continuous real-time data replication and high availability

technologies and services.

JURISDICTION AND VENUE

3. This Court has jurisdiction over the subject matter of this action pursuant to 28
U.S.C. § 1338(a), because this action contains a claim for patent infringement arising under the
patent laws of the United States, 35 U.S.C. § 1, et seq. In particular, Legato alleges that NSI
products infringe chato’s patents.

4. Personal jurisdiction and venue for this action is proper in this Court pursuant to
28 U.S.C. § 1391, in that Defendant has committed acts of infringement in this judicial district

and a substantial part of the events giving rise to Legato’s claims occurred in this judicial district.

FIRST CAUSE OF ACTION
(Infringement of U.S. Patent No. 5,799,141)

5. On August 25, 1998, the United States Patent and Trademark Office duly and
legally issued U.S. Patent No. 5,799,141 (“the ‘141 Patent”), entitled REAL-TIME DATA
PROTECTION SYSTEM AND METHOD, to Kenneth J. Galipeau and Winston Edward Lee.
Legato is the owner, by valid assignment, of all right, title, and interest in and to the ‘141 Patent.
A copy of the ‘141 Patent is attached to the Complaint as Exhibit 1. |

6. NSI has infringed and is continuing to infringe the ‘141 Patent, directly,
contributorily, and/or by inducement, in violation of 35 U.S.C. § 271.

7. Unless enjoined by this Court, NSI will continue to infringe the ‘141 Patent, and
Legato will continue to suffer irreparable harm for which there is no adequate remedy at law.
Accordingly, Legato is entitled to preliminary and/or permanent injunctive relief against such
infringement pursuant to 35 U.S.C. § 283.

8. As a result of NSI’s infringement of the ‘141 Patent, Legato has been and will
continue to be injured in its business and property rights, and is entitled to recover damages for
such injuries pursuant to 35 U.S.C. § 284 in an amount to be determined at trial. |

COMPLAINT FOR PATENT
INFRINGEMENT
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9. NSI’s infringement of the ‘141 Patent has been and continues to be deliberate and
willful, thereby rendering this an exceptional case pursuant to 35 U.S.C. §§ 284 and 285.

SECOND CAUSE OF ACTION
(Infringement of U.S. Patent No. 6,308,283)

10. On October 23, 2001, the United States Patent and Trademark Office duly and
legally issued U.S. Patent No. 6,308,283 (“the ‘283 Patent”), entitled REAL-TIME DATA
PROTECTION SYSTEM AND METHOD, to Kenneth J. Galipeau and Winston Edward Lee.
Legato is the owner, by valid assignment, of all right, title, and interést in and to theA‘283 Patent.
A copy of the ‘283 Patent is attached to the Complaint as Exhibit 2.

11. NSI has infringed and is continuing to infringe the ‘283 Patent, directly,
contributorily, and/or by inducement, in violation of 35 U.S.C. § 271.

12.  Unless enjoined by this Court, NSI will continue to infringe the ‘283 Patent, and
Legato will continue to suffer irreparable harm for which there is no adequate remedy at law.
Accordingly, Legato is entitled to preliminary and/or permanent injunctive relief against such
infringement pursuant to 35 U.S.C. § 283.

13.  As a result of NSI's infringement of the ‘283 Patent, Legato has been and will
continue to be injured in its business and property rights, and is entitled to recover damages for
such injuries pursuant to 35 U.S.C. § 284 in an amount to be determined at trial.

14.  NSIs infringement of the ‘283 Patent has been and continues to be deliberate and
willful, thereby rendering this an exceptional case pursuant to 35 U.S.C. §§ 284 and 285.

PRAYER FOR RELIEF

WHEREFORE, Plaintiff Legato requests entry of judgment in its favor and against NSI as
follows:

A. Declaring that NSI has infringed one or more claims of each of the ‘141 and ‘283
Patents; |

B. Preliminarily and/or permanently enjoining NSI and its officers, ageﬁts, servants,
employees and attorneys, and all persons acting in active concert or participation with them, from

COMPLAINT FOR PATENT
INFRINGEMENT 3
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further infringing, contributing to and/or inducing the infringement of the ‘141 and ‘283 Patents,
in accordance with 35 U.S.C. § 283;

C. Awarding Legato damages in an amount adequate to compensate Legato for NSI's
infringement, in accordance with 35 U.S.C. § 284,

D. Increasing the damages to three times the amount found or assessed by virtue of

the deliberate and Willful nature of NSI’s infringement, in accordance with 35 U.S.C. § 284,

E. Awarding Legato its costs of suit, including reasonable attorneys’ feesi and
F. Granting such other and further relief as this Court may deem just and appropriate.
Dated: May 15, 2003 Respectfully submitted,

McDERMOTT, WILL & EMERY -

¢

Terrené P. McMahon

Attorneys for Plaintiff
LEGATO SYSTEMS, INC.

COMPLAINT FOR PATENT
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DEMAND FOR JURY TRIAL

Pursuant to Rule 38(b) of the Federal Rules of Civil Procedure and Rule 3-6(a) of the

Local Rules of the United States District Court for the Northern District of California, plaintiff

demands a trial by jury of this action.

Dated: May 15, 2003

COMPLAINT FOR PATENT
INFRINGEMENT

Respectfully submitted,

McDERMOTT, WILL & EMERY

A/

et Terregce P. McMahon

Attorneys for Plaintiff
LEGATO SYSTEMS, INC.
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{571 ABSTRACT

A system and method for providing substantially concwrent
mirroring of files across a nctwork. A data file is selected for
mirroring on a local computer system and onc or morc
remote computer systcius are designated to store a back-up
copy of the selected data file. As changes to the selected data
file occur, change information is captured by a mirrocing
driver, which is attached to the file system driver. and then
forwarded from the local computer system across the net-
work 10 the remote computer system or systems. Each
remote computer system then updates the back-up copy of
the data file.

14 Clalms, 7 Drawing Sheets
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APPLICATION PROGRAM EXECUTES FILE OPERATION WHICH
1S PASSED TO THE I/0 MANAGER

'
I/0 MANAGER PASSES FILE OPERATION TO MIRRORING DRIVER

OPEN FILE
OPERATION WRITE /TRUNCATE DELETE /RENAME/ CLOSE

OPELRATION ATIRIBUTE OPERATION — OPERATION

MIRRORING ORIVER CREATES|NO [MIRRORING DRVER CHECKS #| | MIRRORING DRVER CREATES
CRC FOR FILENAME '] FILE IS ON OPEN FILE UIST CRC FOR FILENAME

&S

MIRRORING DRVER CHECKS MIRRORING DRIVER SETS NIRRORING DRIVER CHECKS

F FLENAME 1S IN , , IF FILENAME 1S W
CONPGURATION DATARISE | | | FUAC MOIATRG MRRORKS] o] conricuraton oaTaBASE

|3

YES YES

MIRRORING DRVER STORES
MIRRORING DRIVER CREATES DELETE /RENAME /ATTRIBUTE
TEMPORARY UIST INFO. IN TEMPORARY LIST

N\ f _

MIRRORING DRWER PASSES FILE Tumnoawc DRWVER CHECKS IF

OPERATION TO FLE SYSTEM DRMVER FILE ON OPEN FILE UIST

OPEN FILE
OPERATON > VRTE/TRUCHT ~ omm\\ YES
OPERATION MIRRORING DRVER WRITES
UPON SUCCESSFUL OPEN, UPON SUCCESS COMPLETION, ANY PENOING Rﬁr«wm/ouﬂcfh

TEMPORARY LIST IS ADDED T IF MIRRORING FLAG SET, ATTRIBUTE OPS. TO STORE AND
OPEN FRE LIST; OTHERWISE | [MIRRORING DRIVER CREATES ENTRIES FORWARD LOG AND DELETES
TEMPORARY UST IS DELETED IN STORE AND FORWARD LOG ENTRY FROM OPEN FLE LIST

S

MIRRORING DRER RETURNS SUCCESS/FAILURE CODE
TO 1/0 MANAGER WHICH PASSES IT TO APPLICATION PROGRAM

FIG.4B
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REAL-TIME DATA PROTECTION SYSTEM substantially concurrently with changes to those data files
AND METHOD without using jalized hardware or operating systcms.

FIELD OF THE INVENTION

The present invention relates to a system and method for
providing real-time protection of data on computer sysicms
connected to a network.

BACKGROUND OF THE INVENTION

There are several known methods for protecting computer
data. One such method is to perform periodic batch back-ups
of cither an entire hard disk drive or selected files on a hard
disk dsive. Typically files may be selected based upon a file
directory tree or other criteria, such as hard-coded filenames
o filenames with wildcard characters. The data is typically
written to a large capacity storage device. such as a tape-
drive. connected directly to the computer system. Some
batch back-up systcms. however, such as the system
described in U.S. Pat. No. 5.133.065. permit data on com-
putmoonnedodtonoanputcrnetwuktobcbacked—up
onto a centralized back-up device on the network. Where
batch back-ups are used. it is usually recommended that
disk-wide back-ups of data be performed infrequently, such
as monthly. and that back-ups of mew or modified files be
performed frequently. such as daily.

Adisadvantage of batch back-up systems is that the stored
data is often out of datc. Even nightly back-ups do not
protect data accumulated since the last back-up. In certain
businesses. such as banking and financial industries, the loss
of cven an hour of transactions can have scrious repercus-
sions. Another disadvantage of batch back-up systems is that
typically the entire selected file is backed-up even if only a
postion of the file has been modified. If the batch back-up
system is operating over a setwork. valuable netwark
resources are wasted transferring unchanged data.

Another known method for protecting data is to duplicate
{or mirror) ail data write operations occurring on a primary
device onto one or more secondary (back-up) devices. In
systems utilizing this method, the data storage coatrol unit
for the primary device (such as a disk controller) is directly
connected to either the scoondary device itself or the control
unit for the secondary device.

This type of data protection has been implemented using
Redundant Array Inexpensive Direct access storage device
(RAID) drives. A RAID drive is in essence a package of
multiple, inexpensive disk drives. Mirroring has been
accomplished by configuring the RAID drive controlier to
write the same data to two scparate disks in the RAID drive.

Mirrocing techniques are aiso used on fault tolerant com-
puter systems. Fault tolerant computer systcms have been
available for mini-computers and mainframes for years.
offering survival of any single point of failure in the system.
These systems. however, often require expensive, redundant
hardwarc. additional hardware for comnectivity and fre-
quently require specialized (often proprictary) operating
systems.

Onec disadvantage of all known rcal-time mirroring sys-
tems is that none provides a granularity of mirroring smaller
than a disk. partition or volume set. Also. none of the known
real-time mirroring systems povides for mirroring across a
local or wide arca network.

SUMMARY OF THE INVENTION

It is therefore an object of the present invention to provide
a method and system for creating back-up copies of data files
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1t is a further object of the present inveation to provide for
back-ups at the level of individual files.

It is yet another object of the present invention to provide
a back-up system that can be used with existing application
programs that contain no data protection code without
modification to the application programs.

The above and other objects are realized by the system
and method of the present invention. Briefly. the present
invention provides a data protection system that is not tied
to specialized hardware or operating systcms and that per-
mits the user to specify a level of granularity of data
protection down to individual files. In ooe preferred
embodiment, a user initializes a configuration database that
specifies the data files on a local sysiem the user wishes to
back-up (i.c.. mirror) and the network location of a remote
computer system to contain the back-up files. The system of
the present invention provides a mirroring driver that is
attached to the file system driver of the local computer
system and intercepts operations on files (such as write
operations, and dclete. rename and change of attribute
operations). By attaching the mirroring driver to the file
system driver, the system of the present invention can migor
files accessed by existing application programs. having no
data protection code, without modification to the spplication
programs. The mirroring driver has a table with information
read from the configuration database and determines if the
operation is on a protected file. If it is. the mirroring driver
stoces information regarding the operation in a log file. A
send process. which runs asynchronously from the mirroring
driver. reads the log file and forwards the information
regarding the operation from the local computer system
across the network to the remote cornputer system contain-
ing the back-up file. The information is forwarded to the
remote computer system using the standard methods pro-
vided by the networking software. A reccive process on the
remote computer system stores the information in its own
log file and sends an acknowledgement to the source local
computer systcm. A router proccss on the remote computer
system then reads the remote computer system’s fog file and
applies the operations to the back-up files.

In another prefesred embodiment of the invention. the
focal system is itself a local arca network having a plurality
of workstations connected to & network server.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of the real-time data protection
system of a preferred embodiment of the present invention.

FIG. 2 is a block diagram of the real-time data protection
system of another preferred embodiment of the present
invention.

FIG. 3 is a block diagram illustrating the componcnts of
the sctup and initialization function.

FIG. 4a is a block diagram illustrating the components of
the write intercept and store function.

FIG. 4b is a flow chart {llustating the operation of the
write intercept and store function.

FIG. § is a block diagram illustrating the components of
the write forward and confirm function.

FIG. 6 illustrates a preferred farmat of an entry in the
Configuration Database.

FIG. 7 illustrates a prefared format of an eatry in the
Store and Forward Log.

FIG. 8 illustrates a preferred format of an enury in the
Store and Forward Ackmowledge Log.
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FIG. 9 illustrates a preferred format of an entry in the
router configuration database.

FIG. 10 iliustrates a preferred format of an entry in an KT1
file.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

FIG. 1 illustrates the basic hardware setup of a preferred
embodiment of the preseat invention. One or mare local
computer systems 1. cach comprising a workstation 2
directly connected to 2 disk drive 3 or other direct access
storage device (DASD). are connected (0 a remote computer
system 5 via a network 4. Network 4 may be a Jocal or wide
arca network. On cach local computer system 1. workstation
2 cxecutes application programs that read and write data
residing in data files on the disk drive 3. Workstation 2 also
asynchronously executes data protection software. A first
data protection program intercepts each write request, seads
the write request to the disk drive controller and. for write
requests to sclected data files, locally stores a copy of the
request. A secoud data protection program then forwards the
request over metwork 4 to remole computer system S.
Remotc computer system 5 coatains duplicate (back-up)
coples of the sclected data files oa disk 9, Upon receipt of
a write request. a program on the remote computer system
5 stores the request in a request log and thea seads a
confirmation message to the local computer system 1 indi-
cating that the request has been received by the remote
computer system. The data protection software on the Jocal
oompmusyswml.innmmatbthcwrherequutu
complete upon receipt of the confirmation message from the
remote computer system S. Another program on the remote
computer system later reads the request log and updates the
remote copy of the data file. As is clear from this description.
multiple local computer systems can communicate with one
remote computer system.

All communications between the local and remote com-
wtusystcmsuscmdndnetworkpmtocolsandwiﬁng.
Preferably. a Microsoft® Windows NT™ based network is
usedthx!wppoﬂslﬂmoft’skcmotchowdm‘ccm
(RPC) interface.

As shown in FIG. 2. local computer system 1 can be
implemented as a local area network 7. Again, preferably a
Microsoft® Windows NT™ based network is used that
supports Microsoft’s Remote Procedure Call (RPC) inter-
face. In this case. workstations 2 exccute application pro-
glmsmmrudlndwﬁtcdauindauﬁlesredcﬁngondisk
drive 3 connected to network seaver 6. Network server 6
executes the data protection software, which intercepts and
stores write requests. The data protection software also
forwards write requests over local or wide area petwork 4 to
remote computer system 5. As above. remote computer
system 5 contains duplicate copies of selected files on disk
9. Upon receipt of a write request. remote computer system
§ stores the request in a request log. sends a confirmation
message to network scrver 6 and updates its copy of the
designated data filc. Network server 6. in ture, marks the
write request as complete upon receipt of the confirmation
message from remote computer system S.

It is also possible to implement the present invention with
multiple remote computer systems. In this case. the data
protection software will direct write requests to a specific
remote computer system or systems. It is thus possible to
create multiple back-up copies of a single data file.

“The software components of the preferred embodiment of
the preseat invention can be divided into three basic func-
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tions: setup and initialization. write intercept and store. and
write forward and coafirm.
Sectup and Initialization

FIG. 3 illustrates the sctup and initialization function. A
client configuration process 31 and server process 32 permit
the user to add, modify or deletc entries in configuration
database 33. Configuration database 33 specifies the files to
be mirrored. As shown in FIG. 6. an entry in configuration
database 33 comprises a source file field 61. a destination
site ficld €2, a destination file field €3. an attribute ficld 64
and a delete suffix field 68, Source filc field 61 designates the
file or files to be mirrored and preferably can be in any osc
of the following formats:

c\a\x.doc mirrors file c:\a\x.doc only

c\a\*.doc mirroes all files ending with *¢.doc’ in directory

ca (other wildcard characters can also be used)

c\a\ mirrors all files in the c:\a subtree

c\a\*.doc\ mirrors all files ending with ‘*.doc’ ia the c\a

subtree

(Unless otherwise stated. references o filenames herein
include the pathnamc.) Destination site ficld 62 dcsigaates
the network system name of the remote computer system
that will contaia the back-up file or files. The destination site
can also be set to designate a DASD connected to the local
computer system. Mirroring to multiple destination sites is
accomplished by including a scparatc configuration entry for
each destination site. Destination file field 63 designates the
name of the back-up file or directory. ¥ destination file field
63 designates a directory, which must be the case if multiple
source files are specified. then the destination files arc the
files within the directory (or its subtree) with the same
filenames as the source files. Attribute field 64 indicates
whether attributes of the file (¢.g.. read-only or permissions)
should be mirrored. Delcte suffix field 65 designates a suffix
that the back-up file or files should be renamed with. instcad
of deleted, when the mirrored filc is deleted.

Referring back to FIG. 3. the user executes client con-
figuration process 31 on local computer sysicm 1 to specify
changes to configuration database 33, If the user modifies or
adds an catry to the configuration database. client configu-
ration process 31 checks that the designated destination site
and file are valid by sending a validation request to remote
computer system 5. The request is processed by remolc
server process 35 on rcmote computer system S, which
verifies whether the destination file exists and can be written
to and. if the destination file does not exist. whether it can
be areated. The result is then returned to clieat configuration
process 31. If the remote server process 38 validates the
request, dlient configuration process 31 thea sends the enlry
to local server process 32. Local server process 32 first
perfarms validity checks on the new or modified eatry such
as determining whether the designated source file ar files arc
accessible. If the entry is valid, scrver process 32 writes the
cntry to configuration database 33. Server process 32 then
notifics the send process $0 and mirroring driver 43. both
described below. that an entry has been added or changed so
that the send process 5 and mirroring driver 43 can modify
their tables to refiect the new information in its operations.
(As used herein, tables refer to data stored in memory oa the
local and remote computer systems. as opposed to being
stored. for example. on disk.)

Send process 59 performs two scparate but related func-
tions: sending configuration information to remote computer
systems and sending mirrored file update information to
remote computes systems. The latter function is discussed
separately below.
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When server process 32 notifies the send process of a
change in the configuration, send process 58 increments the
configuration version number 39, Configuration version
number 39 identifics the latest version of the configuration
database 33. Send process 50 sends configuration version
number 39 and the entry to receive process 51 on the remote
computer system. Regeive process 81 adds the configuration
version number to its remote configuration version number
table 40. Each entry in remote configuration version number
table 40 identifies the local machine and the latest version of
the configuration databasc reccived from that machine. This
information is used to ensurc that the configuration infor-
mation on the remote machine is in sync with the coafigu-
ration information on the local machine.

Receive process 51 also writes the new entry to router
configuration database 37. As shown in FIG. 9. an entry in
the router configuration database 37 comprises a source file
field 110, a source sitc field 111. a destination file or
directory field 112. an attribute field 113 and a delete suffix
ficld 114. All fields in the router configuration database arc
the same as the corresponding fields in co ion data-
base 37. except far the source site field, which designates the
local computer system fram which the entry was reccived.

Router configuration database 37 contains all entries that
designate the remote computer system as a destination site
in all local computer system configuration databascs. Router
process 38, described in more detail below. reads the router
configuration database, at startup and when instructed to by
receive process S1. and updates the router configuration
table, also described below.

T the user. through client configuration process 31. indi-
cates that an entry in configuration database 33 is to be
deleted, server process 32 parforms the deletion and also
transmits the change to mirroring driver 43, Mirroring driver
43, in wrn, flags the corresponding entry in its table as
deleted.

Each time the local computer system is restarted. mirror-
ing driver 43. through server process 32, and send process S8
tead configuration database 33 and create a driver configu-
ration table 49 and a send process configuration table 5§9.
respectively. Driver configuration table 49 contains for each
source file listed in configuration database 33 the source file
ficld and a cyclic redundancy check (CRC) based on the
contents of the source file field. The CRC is used to optimize
look-ups in driver configuration table 49. The calculation of
a CRC is well known in the art.

Send process configuration table 59 contains for cach
source file listed in configuration database 33 the conteats of
the source file field 61. destination filc ficld 63, atiribute field
64, and delete suffix field 65. and a list of the destination
sites 62 designated in each configuration database entry
having the same source file. The send process also generates
a CRC based on the contents of the source file field.

‘Write Intercept and Store

The write intercept and store function is illustrated in
FIGS. 4a and 4b.

After the system has been started, file operations executed
by application program 41 arc passed to the input-output
(U/O) managezr 42 of the local computer system. VO manager
42 passes the file operation to mirroring driver 43, which in
turn passes the file operation to file system driver 4.

VO manager 42 and file systcm driver 44 are standard
operating system functions and are well known in the art.
Mirroring driver 43 is attached to file system driver 44 using.
for example. the IoAttachDevice call of Windows NT. In this
way, the mirroring function can be implemented without
requiring recompilation of application or operating system
programs.
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When a file open or create operation is passed to mirroring
driver 43, mirroring driver 43 scarches driver configuration
table 49 to determine if the file is to be mirrored. Mirroring
driver 43 first creates a CRC for the filename of the file being
opencd. If the configuration database entry is for a fixed
fileoame. then the CRC is compared to the entry’s CRC. If
a match is found. then the name of the file being opened is
compared to the source filename in the entry as a check in
casc two filenames have the same CRC. Once a fixed
filename has been found. mo other fixed filenames are
searched for.

If the configuration database entry is for a wildcarded
filename. a subtree, or a subtree including a wildcarded
filename. the leagth of the filename of the file being opened
is compared to the length of the fixed (or non-wildcarded)
partion of the entry’s source filename. If the length of the
filename of the file being opened is less than the length of the
fixed partion of the entry’s filename, checking for this catry
stops. since the entry could not possibly match the file to be
opened. Otherwise, the fixed portion of the entry’s source
filename is compared to the initial portion of the filename.
If s match occurs, the semaining portion of the filcoame is
compared to the wildcarded poction, if any, of the catry’s
source filename.

¥ the filename of the file being opened matches any
entries in driver configuration table 49, mirroring driver 43
stores the following information in an entry in a tempocary
list: the file object pointer (which uniquely identifics the
file); a sublist having. for cach matched driver configuration
table entry, a pointer to the driver configuration table entry
and the part of the filename that matches the non-fixed
portion. if any. of the driver configuration table entry; and
the operation perfarmed on the file (in this case. Open).
Mirroring driver 43 then passes the open operation to file
system driver 44. If the open operation completes
successfully, the temporary list is added to Open File List
46; otherwise, the temporary Hist is deleted. Open File List
46 contains only one entry for cach opened file and the catry
points to all of the conresponding entrics in driver configu-
ration table 49.

When a write or truncate operation is passed to the
mirroring driver 43, mirrocing driver 43 checks the file
objcdpointutosecifitisanpenFﬂeUst“.lfitis.me
mirroring deiver 43 scts a fiag indicating that mirroring is
necessary upon successful completion of the VO operation.
MkmringdﬂverdsmenpassestheIIOopermmnlc
system driver 44, File system driver 44 attempts to perform
the IO operation and. if successful. returns a success code
to mirroring driver 43.

¥ mirroring driver 43 recelves a success code from file
system driver 44 and the mirroring fiag is sct. mirroring
driver 43 creates one or more entries in Store and Forward
Log 47. As illustrated in FIG. 7. each entry in Store and
ForwudLogﬂeompdseslmccﬁlcnameﬁeld'll.a
CRC ficld 72. a command code field 73. a filc offset ficld 74.
a data size field 75. and a dala ficld 76.

A Store and Forward Log entry is created for cach
configuration database entry corresponding to a file object in
Open File List 46. Source filcname field 71 contains the
source filepame specified in the driver configuration table
entry followed by the part of the filename that matches the
non-fixed portion (if any). CRC field 72 is set to be the same
as the corresponding field in the driver configuration table
entry. Command ficld 73 designates the action to be per-
formed on the file (e.g.. write data). File offset ficld 74 is set
to the offset in the mirrored file at which data was written.



Caseb:03-cv-02286-JW Documentl Filed05/15/03 Pagel8 of 36

5.799.141

7

and data size field 75 is set to the size of the data written.
Lastly, data ficld 76 contains a copy of the data that was
written to the file. Preferably. a new Store and Forward Log
is created when the current Store and Forward Log reaches
a predetermined maximum file size.

AﬁuaeaﬁngmenuyinStorcmdForwudlpgﬂ.
mirroring driver 43 retums a success code to /O Manager 42
which in turn passes it to Application Process 41.

File operations. such as delete. rename and change of
attribute. are also processed by mirroring driver 43. For
delete and change of attribute operations. the file is scarched
for in driver configuration table 49. as above. If a matching
entry is found in driver configuration tablc 49 and the
operation is successful on the local computer system. mir-
mxingdrivcrﬁcreatesancntryinOpanﬂelkt“. again
as above. In this case, command field 74 is filled with dclete
or change of attribute information. For rename operations.
mirroring driver 43 searches driver configuration table 49
for both the source and target name (where the remame
operation renames the filc from source name to target name).
If the rename operation is successful on the local computer
system and a matching entry is found in driver configuration
tablc 49 for the source name, mirroring driver 43 creates an
enuyinOpanilelist“wiﬂaoommndﬁdduse(to
delete. Also, if the rename operation is successful and 2
matching catry is found in driver configuration table 49 foc
the target file name. mirroring driver 43 creates an entry in
open File list 46 with command field 74 set to copy. A
eommandﬁcldscttocopyindimtumeﬁlcistobeoopied
to the remote computer system of systems.

‘When a file is closed, the mitroring driver 43 checks Open
Filc List 46 for the file object being closed. If the file is
found. mirroring driver 43 further checks whether the file
has anypcndingdelae.copyounributcopemionsmd.if
so. writes the delete/copy/attribute information to Store and
Forward Logs 47 with command field 74 set to the command
in the Open File List cotry and the offsct. size and data fields
set to empty. Lastly, mirroring driver 43 removes the file's
entry from the Open File List 46.

Writc Forward and Confirm

The actual mirroring of data at the remote destination site
(ic.. the write forward and confinm function) is illustrated in
FIG. 5. Scnd process 59 executes on local computer sysiem
1 and is responsible for forwarding write operations across
network 4 to receive process 51 on remote computer systems
s

Send process 5 exccutcs in the background (i.c.. asyn-
chronously from other softwarc on the local computer
system) and periodically reads Store and Forward Logs 47.

Preferably. send process 59 reads Store and Forward Logs
47 every teath of a sccond or immediately if the previous
read found new data to be forwarded.

At startup, send process 50 reads configuration databasc
33 and builds send process configuration table 59 in
memory.

Send process configuration table 59 basically contains
cssentially the same information as configuration database
33. Each entry contains the source filc, destination site.
destination file. attribute and delete suffix information of a
corresponding entry in the configuration database 33. In
addition, a CRC based on the source file is associated with
cach cotry.

Scod process 50 locates new /0 requests in the Store and
Forward Logs 47 in two ways. At start-up and when aremote
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computer system becomes unblocked (described in more
detail below). the send process 50 reads the Stocc and
Forward Acknowledge (SEA) Log $4. SFA Log 54 contains
an entry for each remote computer system that is to receive
mirrored data. As shown in FIG. 8. cach entry in SFA Log
$4 comprises a remote computer systcm ficld 101 indicating
the mame of the remotc computer system. a Storc and
Forward Log number field 102 indicating the Store and
Forward Log containing the last eatry that the remote
computer system acknowledged recciving. and an offset
field 103 indicating the offset of that last emtry in the
designated Store and Forward Log sent to the remote
compter system. With the information in SFA Log 54. send
process 50 can send afl pending unacknowledged VO
requests o each unblocked remote computer system.

Alternatively, during normal operation. send process 5¢
maintains a pointer for cach Store and Forward Log 47 to the
last cotry sent. Since send process 50 processes the entrics
in each Store and Forward Log 47 in first-in. first-out order,
uyemyinasmnd!’awudugmumelmemyum
is new.

Once scnd process 58 locates a Store and Forward Log
entry to sead. scndpowu“exmmemeeﬁlwm
and CRC information from the eatry. Send process 50 then
scans the entirc send process configuration table 59 and
locates the entry with the matching CRC. preferably using a
binary wee scarch algorithm. If the command code in the
Store and Forward Log entry is other than a copy command
(which is discussed below), send process £¢ then sends the
source file. CRC. command code, offset, size and data fields
of the Store and Forward Log entry, along with the current
configuration version aumber 39, to the destination site
specified in the send process configuration table entry. As
described above. configuration version number 39 desig-
nates the current version of the configuration databasc and is
incremented cach time the configuration database is
updated. Configuration version pumber 39 is also incre-
mented each time sead process 50 is restartod.

On the remote computer system. receive process 51
receives the information sent by scad process 50 and stores
it in a pair of router log files (RT1, RT2) 56. The receive
process 51 first checks whether the configuration version
number sent by send process 50 matches the configuration
version number stored in remote configuration version pur-
ber table 48, If the version numbers do not match, the remote
computcr system’s router configuration databasc 37 is mot
up-to-dac.lnmiscasc.mceivepmwcsﬂwﬂlremm
error code instructs send process 50 to scnd the cumrent
configuration information. Configuration version number
table is stored in memory and is cleared each time the remote
computer system is restasted.

If the configuration version numbers match. an RT1 and
RT2 entry are crested. As shown in FIG. 10, each RT1 entry
comprises the following fields: full source filename 219,
CRC 215. command code 220, back-up file offset 225, size
230, RT2 data offsct 23S. source site ID 240 and flag 245.
The first five fields contain the inforation received from
the local computer system. RT2 data offsct information 235
indicates the offset of the data i the corresponding RT2 file.
Source site ID 240 indicates the source machine that scat the
request and flag 245 indicates whether execution of the
operation designated in the entry is complete. The RT2 entry
contains the raw -data received from the local computer
system.

If receive process 51 successfully writes the information
to RT1 and RT2. reccive process 51 sends an acknowledge-
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ment to the source machine. After receiving the
acknowledgement, send process 50 marks the entry in Store
and Forward Log 47 as complete and updates SFA Log 54.
Whea all entrics in a Store and Forward Log are marked
complete, the log can be closed. If the writes to RT1 and RT2
are unsuccessful. receive process 51 returns an error code.
Preferably. a maximum size can be set for RT1 and RT2 files.
If either router log file (RT1 or RT2) is at its msximum.
receive process 51 will open a new pair of log files (e.g..
RT1.00 n and RT2.00 n).

Router process 53 is responsible for applying the file
update information to back-up files 55. At startup, router
process 53 reads Router Configuration database 37 into the
router configuration table 58.

Each RT! filc has a flag indicating whether it contains
non-completed entrics and the cldest RT1 file is processed
first. Router process $3 reads an entry from the RT1 file and
checks if the entry is marked as complete. K the entry is not
complete. router process 53 checks blocked file log 57
(diswssedbdow)wscelfﬂ\cenuyisforaﬂhwhldlis
blocked. If the file is blocked. router process $3 skips the
eatry and reads the next catry.

If the file is not blocked, router process 53 searches
Router Configuration databasc 37, using the CRC and
source filename information, to determine which back-up
file the file operation should be applied to. Router process 53
then checks if the back-up file is open and. if not. opens it.
Router process 53 also creates the file. as well as any
necessary directocies. if the file does pot exist. If ten files arc
already open. the least recently used open file is closed
before opening the cusrent back-up file. Router process 53
mcnapplicsmeﬂleopcﬁonwmeback-upﬁlcmdmnks
the entry in the RT1 file as ‘complete’. If all entries in the
RT1 file are complete. then router process 53 sets the file flag
to “file complete’ and opens the next pair of router log files.

Copy Processing and Synchronization

Ifmcn&yintheStmnndForwardLogﬂhascanmand
field 73 sct to copy, send process 50 copies the file indicated
in source filename 71 to the destination site(s) indicated in
the matching entry for source filename 71 in send process
ol jon tablc 59. The copying is accomplished by
simmﬁngdauwﬂtesthnreaulethemhaedﬁlemd
having the mirroring system of the prescnt invention,
described above. automatically create and/or rewrite the
back-up file. If source filename 71 specifics a directory
subtree. then all files in the directory subtree arc copied to
the destination site(s).

A user can also initiate copying of files from the source
machine to remote machines through a syuchronize com-
mand. This is typically donc after adding existing files to
col on database 33 or when mirrored files and back-
up files need to be re-synchronized. As shown in FIG. 4a.
server process 32 processes the synchronize command by
placing entries in Store and Forward Log 47. indicating that
the specified files or directorics are to be copicd. Send
process 59 then copics the files to the remote computer
system or systems. as described above.

Blocking

Referring again to FIG. §. if write requests cannot be sent
to a remote computer system, because, for example. the
network is malfunctioning, send process 59 adds the site to
blocked site list 91 and notifics users on the local computer
system that mirroring to the remotc site is not concurrently
occurring. Users can then decide whether to continue work-
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ing on data files having back-up files on the remote computer
system. If a user continues to work, write requests will be
stored in the Store and Forward Log and the back-up files
will be updated when the communications link is
re-cstablished.

The unblock command checks whether a blocked site has
become unblocked (i.c.. whether communications can be
re-established with the remote computer system). If com-
munications can be re-cstablished, the unblock command
informs send process 50. which in tum closes the current
Store and Forward Log 47. opens the oldest Store and
Forward Log 47 having entries for the sitc is unblocked and
marks the entry for the site in blocked site list 91 as
unblocked. Semd process 58 then continues with aormal
peocessing. The unblock command is prefcrably automati-
cally executed periodically (c.g.. every five minutes) and
also manually executable by the user at any time.

Blocking also occurs on remote computer systcms when
router process 53 detects that it cannot write to a back-up
mampocessssnddsmemmaconﬁgwaﬁonubk
enhymdthcnmcofthcmutulogﬁlecominingmc
blocked operation to remote blocked file log 57. Again an
unblock command is automatically exccuted periodically or
can be manually executed by a user.

When a file is unblocked. router process 53 marks the
router configuration entry for the file in blocked file log 57
as unblocked. Router process 53 thea closes the current RT1
and RT2 log filcs and opens the pair that were open when the
file was blocked.

In addition to the above-described software and data files.
one of skill in the art will appreciate that it is generally useful
to maintain error log files on the local and remote computer
systems formoﬂngamnocaxﬂngdudnglheopatdonof
the system.

Server and Remote Server Start-up

When server process 32 is executed on the local computer
system, suvu'proeessszmmnoﬂngdrivcrﬂ.ifnot
nlrudmedidenﬁﬁsfo:minoﬁngddverdS&:e
current Store and Forward Log 47. Server process 32 also
starts send process 54 if mirroring is oo. In addition. server
prooess&setsupminmrfam(c.g..nRPCinmface)for
communicating with client configuration process 31.

On each remote machine, remote server process 35 like-
wise starts and manages receive process 51 and router
process 53.

A single computer :ystcmunadasbodnlocalcomputef
system and a remote computer system simultaneously. in
which case all the processes and functions described above
will be present on the single computer system.

In this disclosure, there is shown and described only the
preferred embodiments of the invention. I is to be under-
stood that the invention is not limited to the particulars
disclosed and extends to all equivalents included within the
scope of the claims.

What is claimed is:

1. A data protection system comprising:

a. 2 Jocal computer system containing one or more data
files residing in a file system. which arc accessed by at
Ieast one application program having no data protection
code;

b. a remote computer system for storing back-up copies of
at least one of the one or more data files. cach of the
back-up copies corresponding to one of the one or morc
data files;
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¢. a network connecting the local computer systcm and the
remote computer system;

d. a mirroring driver that captures change information
representing an individual change to a file from a
sclected subset of the one or more data files by the at
least one application program; and

¢. a file system driver on the local computer system that
applies the individual chance to one of the onc or more
data files;

. wherein the mirroring driver is attached to the file
system driver; and

g. wherein the change information is transmitted from the
local computer system across the network to the remote
computer systern substantially concurrently with the
time the individual change is made on the local com-
putes system.

2. The system of claim 1 wherein the individual change is

a writc operation.

3.The system of claim 1 wherein the individual change is
a file operation.

4. The system of claim 1 whercin the back-up copics are
updated with the change information received from the local
computer system.

5. The system of claim 1 wherein the local computer
system further compriscs a log file in which the change
information is stored by the mirroring driver before being
transmitted to the remote computer system.

6. The system of claim 3 wherein the remote computer
system transmits an acknowlcdgement message to the local
computer system aftex recciving the change information.

7. The system of claim 1 wherein the local computer
systern further comprises:

a. one or more workstations;

b. a network server; and

c. a local area network connecting the workstations and
the network server.

8. The system of claim 1 wherein the local computer
syswnandrunotccomputetsystcmmmesamexystcm
and wherein transmitting information between the local
computer system and the remote computer system across the
network is accomplished by using a network interface.

9. A method of protecting data comprising:

a intuoepﬁuganopuaﬁononuclcctcddmﬁlcresidilg
in a file system performed by an application program
Mvingnodaaptowcﬂoncodcmdcuanngonllocal
computer system;

b. transmitting information regarding the operation from
the local computer system across a network to aremote
computer system substantially concurrently with the
operation on the data file; and
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c. updating a back-up copy on the remotc computer
system coresponding to the data file based on the
transmitted information;

d. wherein the step of intercepting is performed by a
mirroring driver that is attached to a file system driver
on the local computer system.

19. The method of claim 9 wherein the operation on the

data file is a writc operation.

1L The method 'of claim 9 wherein the operation on the
data filc is a file operation.

12. The method of claim 9 further comprising the step of
storing the information regarding the operation in a jog file
before transmitting the information to the remote computer
system.

13. The method of claim 12 further comprising the step of
transmitting an acknowledgement message from the remote
computer system to the local computer system after the
remote computer system receives the information regarding
the operation.

14. A data protection system comprising:

:.nlomlcomputu‘symmeominingoneotmcdm
files. which are accessed by at least onc application
program having no data protection code;

b. a remote computer system for storing back-up copies of
at least a selected one of the one or more data files. cach
of the back-up copies corresponding to one of the one
or more data files;

c. & network connecting the local computer system and the
remote complter system;

d. misroring driver means associated with the local com-
puter system for interoepting an operation performed
by the at least one application program on the at least
one of the one or mare data files;

¢. file system driver means associzted with the local
computer sysicm that applics the opcration to onc of the
one or more data files;

f means for transmitting information regarding each
interoepted operation from the local computer system
across the network to the remote computer system; and

g. means associsted with the remote computer system for
updating a back-up copy carresponding to the at least
one of the one or more data files based on the trans-
mitted information.

b. wherein the mirroring driver means is attached to the
file system driver means; and

i wherein the mirroring driver means for intcroepting an
operation and the means for ransmitting infarmation
regarding an intercepted operation operate substantially

concurrently.
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REAL-TIME DATA PROTECTION SYSTEM
AND METHOD

CROSS REFERENCE TO RELATED
APPLICATION

This is a continuation of application Ser. No. 08/489,198,
filed Jun. 9, 1995, now U.S. Pat. No. 5,799,141,

FELD OF THE INVENTION

The present invention relates to a system and method for
providing real-time protection of data on computer systems
connected to a network.

BACKGROUND OF THE INVENTION

There are several known methods for protecting computer
data. One such method is to perform periodic batch back-ups
of either an entire hard disk drive or selected files on a hard
disk drive. Typically files may be sclected based upon a file
directory tree or other criteria, such as hard-coded filenames
or filenames with wildcard characters. The data is typically
written to a large capacity storage device, such as a tape-
drive, connected directly to the computer system. Some
batch back-up systems, however, such as the system
described in U.S. Pat. No. 5,133,065, permit data on com-
puters connected to a computer network to be backed-up
onto a centralized back-up device on the network. Where
batch back-ups are used, it is usually recommended that
disk-wide back-ups of data be performed infrequently, such
as monthly, and that back-ups of new or modified files be
performed frequently, such as daily.

Adisadvantage of batch back-up systems is that the stored
data is often out of date. Even nightly back-ups do not
protect data accumulated since the last back-up. In certain
businesses, such as banking and financial industrics, the loss
of even an hour of transactions can have scrious repercus-
sions. Another disadvantage of batch back-up systems is that
typically the entire sclected file is backed-up even if only a
portion of the file has been modified. If the batch back-up
system is operating over a network, valuable network
resources are wasted transferring unchanged data.

Another known method for protecting data is to duplicate
(or mirror) all data write operations occurring on a primary
device onto one or more sccondary (back-up) devices. In
systems utilizing this method, the data storage control unit
for the primary device (such as a disk controller) is directly
coanected to cither the sccondary device itself or the control
unit for the secondary device.

This type of data protection has been implemented using
Redundant Array Inexpensive Direct access storage device
(RAID) drives. A RAID drive is in essence a package of
multiple, inexpensive disk drives. Mirroring has been
accomplished by configuring the RAID drive controller to
write the same data to two separate disks in the RAID drive.

Mirroring techniques are also used on fault tolerant com-
puter systems. Fault tolerant computer systems have been
available for mini-compulers and mainframes for years,
offering survival of any single point of failure in the system.
These systems, however, often require expensive, redundant
hardware, additional hardware for connectivity and fre-
quently require specialized (often proprictary) operating
systems.

one disadvantage of all known real-time mirroring sys-
tems is that none provides a granularity of mirroring smaller
than a disk, partition or volume set. Also, none of the known
real-time mirroring systems provides for mirroring across a
local or wide area network.
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SUMMARY OF THE INVENTION

It is therefore an object of the present invention to provide
amethod and system for creating back-up copies of data files
substantially concurrently with changes to those data files
without using specialized hardware or operating systems.

Tt is a further object of the present invention to provide for
back-ups at the level of individual files.

It is yet another object of the present invention to provide
a back-up system that can be used with existing application
programs that contain no data protection code without
modification to the application programs.

The above and other objects are realized by the system
and method of the present invention. Briefly, the present
invention provides a data protection system that is not tied
to specialized hardware or operating systems and that per-
mits the user to specify a level of granularity of data
protection down to individual files. In one preferred
embodiment, a user initializes a configuration database that
specifies the data files on a local system the user wishes to
back-up (i.e., mirror) and the network location of a remote
computer system to contain the back-up files. The system of
the present invention provides a mirvoring driver that is
attached to the file system driver of the local computer
system and intcrcepts operations on files (such as write
operations, and delete, rename and change of attribute
operations). By attaching the mirroring driver to the file
system driver, the system of the present invention can mirror
files accessed by existing application programs, having no
data protection code, without modification to the application
programs. The mirroring driver has a table with information
read from the configuration database and determines if the
operation is on a protected file. If it is, the mirroring driver
stores information regarding the operation in a log file. A
send process, which runs asynchronously from the mirroring
driver, reads the log file and forwards the information
regarding the operation from the local computer system
across the network to the remote computer system contain-
ing the back-up file. The information is forwarded to the
remote computer sysiem using the standard methods pro-
vided by the networking software. A receive process on the
remote computer system stores the information in its own
log file and sends an acknowledgement to the source local
computer system. A router process on the remote computer
system then reads the remote. computer system’s log file and
applies the operations to the back-up files.

In another preferred embodiment of the invention, the
local system is itself a local arca network having a plurality
of workstations connected to a network server.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of the real-time data protection
system of a preferred embodiment of the present invention.

FIG. 2 is a block diagram of the real-time data protection
system of another preferred embodiment of the present
invention.

FIG. 3 is a block diagram illustrating the components of
the setup and initialization function.

FIG. 44 is a block diagram illustrating the components of
the write intercept and store function.

FIG. 4b is a flow chart illustrating the operation of the
write intercept and store function.

FIG. § is a block diagram illustrating the components of
the write forward and confirm function.

FIG. 6 illustrates a preferred format of an entry in the
Configuration Database.
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FIG. 7 illustrates a preferred format of an entry in the
Storc and Forward Log.

FIG. 8 illustrates a preferred format of an catry in the
Store and Forward Acknowledge Log.

FIG. 9 illustrates a preferred format of an entry in the
router configuration database.

FIG. 10 illustrates a preferred format of an entry in an RT1
file.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

FIG. 1 illustrates the basic hardware setup of a preferred
embodiment of the present invention. One or more local
computer systems 1, each comprising a workstation 2
directly connected to a disk drive 3 or other direct access
storage device (DASD), are connected to a remote computer
system 5 via a network 4. Network 4 may be 2 local or wide
area network. On each local computer system 1, workstation
2 executes application programs that read and write data
residing in data files on the disk drive 3. Workstation 2 also
asyochronously executes data protection software. A first
data protection program intercepts each write request, sends
the write request to the disk drive controller and, for write
requests to sclected data files, locally stores a copy of the
request. A second data protection program thea forwards the
request over network 4 to remote computer system 5.
Remote computer system S contains duplicate (back-up)
copies of the selected data files on disk 9. Upon receipt of
a write request, a program on the remote computer system
5 stores the request in a request log and then scnds a
confirmation message to the local computer system 1 indi-
cating that the request has been received by the remote
computer system. The data protection software on the local
computer system 1, in turn, marks the write request as
complete upon receipt of the confirmation message from the
remote computer system 5. Another program on the remote
computer system later reads the request log and updates the
remote copy of the data file. As is clear from this description,
multiple local computer systems can communicate with one
remote computer system.

All communications between the local and remote com-
puter systems use standard network protocols and wiring.
Preferably, a Microsoft® Windows NT™ based network is
used that supports Microsoft’s Remote Procedure Call
(RPC) interface.

As shown in FIG. 2, local computer system 1 can be
implemented as a local area nctwork 7. Again, preferably a
Microsoft® Windows NT™ based network is used that
supports Microsoft’s Remote Procedure Call (RPC) inter-
face. In this case, workstations 2 execute application pro-
grams that read and write data in data files residing on disk
drive 3 connected to network server 6. Network server 6
executes the data protection software, which intercepts and
stores write requests. The data protection software also
forwards write requests over local or wide area network 4 to
remote computer sysiem 5. As above, remote computer
system 5 contains duplicate copies of selected files on disk
9. Upon receipt of a write request, remote computer system
S stores the request in a request log, sends a confirmation
message to network server 6 and updates its copy of the
designated data file. Network server 6, in turn, marks the
write request as complete upon receipt of the confirmation
message from remote computer system §.

It is also possible to implement the present invention with
multiple remote computer systems. In this case, the data
protection software will direct write requests to a specific
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remote computer system or systems. It is thus possible to
create multiple back-up copies of a single data file.

The software components of the preferred embodiment of
the present invention can be divided into three basic func-
tions: setup and initialization, write intercept and store, and
write forward and confirm.

Setup and Initialization

FIG. 3 illustrates the setup and initialization function. A
client configuration process 31 and server process 32 permit
the user to add, modify or delete entries in configuration
database 33. Configuration database 33 specifies the files to
be mirrored. As shown in FIG. 6, an entry in configuration
database 33 comprises a source file field 61, a destination
site field 62, a destination file field 63, an attribute field 64
and a delete suffix field 65. Source file ficld 61 designates the
file or files to be mirrored and preferably can be in any one
of the following formats:

c:\a\x.doc mirrors file c:\a\x.doc only

c:\a\*.doc mirrors all files ending with ¢*.doc’ in directory

c\a (other wildcard characters can also be used)
c:\a\mirrors all files in the c:\a subtree

c:\a\*.doc\mirrors all files ending with ‘*.doc’ in the c:\a

subtree

(Unless otherwise stated, references to filenames herein
include the pathname.) Destination site field 62 designates
the network system name of the remote compuler system
that will contain the back-up file or files. The destination site
can also be set to designate a DASD connected to the local
computer system. Mirroring to multiple destination sites is
accomplished by including a separate configuration entry for
cach destination site. Destination file field 63 designates the
name of the back-up file or dircctory. If destination file field
63 designates a directory, which must be the case if multiple
source files are specified, then the destination files are the
files within the directory (or its subiree) with the same
filenames as the source files. Attribute ficld 64 indicates
whether attributes of the file (.g., read-only or permissions)
should be mirrored. Delete suffix ficld 65 designates a suffix
that the back-up file or files should be renamed with, instead
of deleted, when the mirrored file is deleted.

Referring back to FIG. 3, the user executes client con-
figuration process 31 on local computer system 1 to specify
changes to configuration database 33. If the user modifies or
adds an entry to the configuration database, client configu-
ration process 31 checks that the designated destination site
and file are valid by sending a validation request to remote
computer system 5. The request is processed by remote
server process 35 on remote compuler system 5, which
verifies whether the destination file exists and can be written
to and, if the destination file does not exist, whether it can
be created. The result is then returned to client configuration
process 31. If the remote server process 35 validates the
request, client configuration process 31 then sends the entry
to local server process 32. Local server process 32 first
performs validity checks on the new or modified entry such
as determining whether the designated source file or files are
accessible. If the entry is valid, server process 32 writes the
entry to configuration database 33. Server process 32 then
notifies the send process 50 and mirroring driver 43, both
described below, that an entry has been added or changed so
that the send process 50 and mirroring driver 43 can modify
their tables to reflect the new information in its operations.
(As used herein, tables refer to data stored in memory on the
local and remote computer systems, as opposed to being
stored, for example, on disk.)
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Send process S0 performs two separate but related func-
tions: sending configuration information to remote computer
systems and sending mirrored file update information to
remote computer systems. The latter function is discussed
separately below.

When server process 32 notifics the send process of a
change in the configuration, send process 50 increments the
configuration version number 39. Configuration version
number 39 identifies the latest version of the configuration
database 33. Send process 50 sends configuration version
number 39 and the entry to receive process 51 on the remote
computer system. Receive process 51 adds the configuration
version number to its remote configuration version number
table 40. Each entry in remote configuration version number
table 40 identifies the local machine and the latest version of
the configuration database received from that machine. This
information is used to ensure that the configuration infor-
mation on the remote machine is in synch with the configu-
ration information on the local machine.

Reccive process 51 also writes the new entry fo router
configuration database 37. As shown in FIG. 9, an entry in
the router configuration database 37 comprises a source file
field 110, a source site field 111, a destination file or
directory field 112, an attribute ficld 113 and a delete suffix
field 114. All fields in the router configuration database are
the same as the comresponding fields in configuration data-
base 37, except for the source site field, which designates the
local computer system from which the entry was received.

Router configuration database 37 contains all entries that
designate the remote computer system as a destination site
in all local computer system configuration databases. Router
process 38, described in more detail below, reads the router
configuration database, at startup and when instructed to by
receive process 51, and updates the router configuration
table, also described below.

If the user, through client configuration process 31, indi-
cates that an entry in configuration database 33 is lo be
deleted, server process 32 performs the deletion and also
transmits the change to mirroring driver 43. Mirroring driver
43, in turn, flags the corresponding entry in its table as
deleted.

Each time the local computer system is restarted, mirror-
ing driver 43, through server process 32, and send process S0
read configuration database 33 and create a driver configu-
ration table 49 and a send process configuration table 59,
respectively. Driver configuration table 49 contains for each
source file listed in configuration database 33 the source file
ficld and a cyclic redundancy check (CRC) based on the
contents of the source file field. The CRC is used to optimize
look-ups in driver configuration table 49. The calculation of
a CRC is well known in the art.

Send process configuration table 59 contains for each
source file listed in configuration database 33 the contents of
the source file field 61, destination file ficld 63, attribute field
64, and delete suffix ficld 65, and a list of the destination
sites 62 designated in each configuration database entry
having the same source file. The send process also generates
a CRC based on the contents of the source file field.

Write Intercept and Store

The write intercept and store function is illustrated in
FIGS. 4a and 4b.

After the system has been started, file operations executed
by application program 41 are passed to the input-output
(/O) manager 42 of the local computer system. I/O manager
42 passes the file operation to mirroring driver 43, which in
turn passes the file operation to-file system driver 44.
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I/O manager 42 and file system driver 44 are standard
operating system functions and are well known in the art.
Mirroring driver 43 is attached to file system driver 44 using,
for example, the IoAttachDevice call of Windows NT. In this
way, the mirroring function can be implemented witbout
requiring recompilation of application or operating system
programs.

When a file open or create operation is passed to mirroring
driver 43, mirroring driver 43 searches driver configuration
table 49 to determine if the file is to be mirrored. Mirroring
driver 43 first creates a CRC for the filename of the file being
opened. If the configuration database entry is for a fixed
filename, then the CRC is compared to the entry’s CRC. If
a match is found, then the name of the file being opened is
compared to the source filename in the entry as a check in
case two filenames have the sam¢ CRC. Once a fixed
filename has been found, no other fixed filenames are
searched for.

If the configuration database entry is for a wildcarded
filename, a subtree, or a subtree including a wildcarded
filename, the length of the filename of the file being opened
is compared to the length of the fixed (or non-wildcarded)
portion of the entry’s source filename. If the length of the
filename of the file being opened is less than the length of the
fixed portion of the entry’s filename, checking for this entry
stops, since the entry could not possibly match the file to be
opened. Otherwise, the fixed portion of the entry’s source
filename is compared to the initial portion of the filename.
If a match occurs, the remaining portion of the filename is
compared to the wildcarded portion, if any, of the entry’s
source filename.

If the filename of the file being opened matches any
entrics in driver configuration table 49, mirroring driver 43
stores the following information in an entry in a temporary
list: the file object pointer (which uniquely identifies the
file); a sublist having, for cach matched driver configuration
table entry, a poiater to the driver configuration table entry
and the part of the filename that matches the non-fixed
portion, if any, of the driver configuration table entry; and
the operation performed on the file (in this case, Open).
Mirroring driver 43 then passes the open operation to file
system driver 44. If the open operation completes
successfully, the temporary list is added to Open File List
46; otherwise, the temporary list is deleted. Open File List
46 contains only one entry for each opened file and the entry
points to all of the corresponding entries in driver configu-
ration table 49.

When a write or truncate operation is passed to the
mirroring driver 43, mirroring driver 43 checks the file
object pointer 1o see if it is in Open File List 46. If it is, the
mirroring driver 43 sets a flag indicating that mirroring is
necessary upon successful completion of the 1/0 operation.
Mirroring driver 43 then passes the 1O operation to file
system driver 44. File system driver 44 attempts to perform
the I/O opcration and, if successful, returns a success code
to mirroring driver 43.

If mirroring driver 43 receives a success code from file
system driver 44 and the miroring flag is set, mirroring
driver 43 creates one or more entrics in store and Forward
Log 47. As illustrated in FIG. 7, each entry in store and
Forward Log 47 comprises a source filename field 71, a
CRC ficld 72, a command code field 73, a file offset ficld 74,
a data size field 75, and a data field 76.

A store and Forward Log cntry is created for each
configuration database entry corresponding to a file object in
Open File List 46. source filename field 71 contains the
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source filename specified in the driver configuration table
entry followed by the part of the filename that matches the
non-fixed portion (if any). CRC field 72 is set to be the same
as the corresponding field in the driver configuration table
entry. Command field 73 designates the action to be per-
formed on the file (e.g., write data). File offset field 74 is set
to the offset in the mirrored file at which data was written,
and data size field 75 is set to the size of the data written.
Lastly, data field 76 contains a copy of the data that was
written to the file. Preferably, a new Store and Forward Log
is created when the current Store and Forward Log reaches
a predetermined maximum file size.

After creating an entry in Store and Forward Log 47,
mirroring driver 43 returns a success code to /O Manager 42
which in tumn passes it to Application Process 41.

File operations, such as delete, rename and change of
attribute, are also processed by mirroring driver 43. For
delete and change of attribute operations, the file is scarched
for in driver configuration table 49, as above. If a matching
entry is found in driver configuration table 49 and the
operation is successful on the local computer system, mir-
roring driver 43 creates an entry in Open File list 46, again
as above. In this case, command field 74 is filled with delete
or change of attribute information. For rename operations,
mirroring driver 43 searches driver configuration table 49
for both the source and target name (where the rename
operation renames the file from source name to target name).
If the rename operation is successful on the local computer
system and a matching entry is found in driver configuration
table 49 for the source name, mirroring driver 43 creates an
entry in Open File list 46 with command field 74 set to
delete. Also, if the rename operation is successful and 2
matching entry is found in driver configuration table 49 for
the target file name, mirroring driver 43 creates an entry io
Open File list 46 with command field 74 set to copy. A
command field set to copy indicates the file is to be copied
to the remote computer system or systems.

When a file is closed, the mirroring driver 43 checks Open
File List 46 for the filc object being closed. If the file is
found, mirroring driver 43 further checks whether the file
has any pending dclete, copy or attribute operations and, if
so, writes the delete/copy/attribute information to Store and
Forward Logs 47 with command ficld 74 set to the command
in the Open File List entry and the offset, size and data ficlds
set to empty. Lastly, mirroring driver 43 removes the file’s
entry from the Open File List 46.

Write Forward and Confirm

The actual mirroring of data at the remote destination site
(i, the write forward and confirm function) is illustrated in
FIG. 5. Send process 50 exccutes on local compuler system
1 and is responsible for forwarding write operations across
nctwork 4 to receive process 51 on remote computer systems
5.

Scnd process 50 executes in the background (i.c., asyn-
chronously from other software on the local compuler
system) and periodically reads Store and Forward Logs 47.
Preferably, send process 50 reads Store and Forward Logs
47 every tenth of a second or immediately if the previous
read found new data to be forwarded.

At startup, send process 50 reads configuration database
33 and builds send process configuration table §9 in
memory. Send process configuration table 5§9 basically con-
tains essentially the same information as configuration data-
base 33. Each entry contains the source file, destination site,
destination file, attribute and delete suffix information of a
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corresponding entry in the configuration database 33. In
addition, 2 CRC based on the source file is associated with
each entry.

Send process 50 locates new 1/O requests in the Store and
Forward Logs 47 in two ways. At start-up and when a remote
computer system becomes unblocked {described in more
detail below), the send process 50 reads the Store and
Forward Acknowledge (SFA) Log 54. SFA Log 54 contains
an entry for each remote computer system that is to receive
mirrored data, As shown in FIG. 8, cach entry in SFA Log
54 comprises a remote computer system ficld 101 indicating
the name of the remote computer system, a Store and
Forward Log number ficld 102 indicating the Store and
Forward Log containing the last entry that the remote
computer system acknowledged receiving, and an offset
field 103 indicating the offset of that last entry in the
designated Store and Forward Log sent to the remote
computer system. With the information in SFA Log 54, send
process 50 can scod all pending unacknowledged 1/0
requests to each unblocked remote computer system.

Alternatively, during normal operation, send process 50
maintains a pointer for cach Store and Forward Log 47 to the
last entry sent. Since send process 50 processes the entries
in each Store and Forward Log 47 in first-in, first-out order,
any entry in a Store and Forward Log after the last entry sent
is mew.

Once send process 50 locates a Store and Forward Log
eotry to send, send process 50 extracts the source filename
and CRC information from the entry. Send process 50 then
scans the entire send process configuration table 59 and
locates the entry with the matching CRC, preferably using a
binary tree search algorithm. If the command code in the
Store and Forward Log cntry is other than a copy command
(which is discussed below), send process 50 then sends the
source file, CRC, command code, offset, size and data fields
of the Store and Forward Log entry, along with the current
configuration version oumber 39, to the destination site
specified in the send process configuration table entry. As
described above, configuration version number 39 desig-
nates the current version of the configuration datsbase and is
incremented each time the configuration database is
updated. Configuration version number 39 is also incre-
mented each time send process so is restarted.

On the remote computer system, receive process 51
receives the information sent by scod process 50 and Stores
it in a pair of router log files (RT1, RT2) 56. The reccive
process 51 first checks whether the configuration version
number sent by send process 50 matches the configuration
version number Stored in remote configuration version
number table 40. If the version numbers do not match, the
remote computer system’s router configuration database 37
is not up-to-date. In this case, receive process 51 will return
an error code that instructs send process 50 to send the
current configuration information. Configuration version
number table 40 is stored in memory and is cleared each
time the remote computer system is restarted.

If the configuration version numbers match, an RT1 and
RT2 cotry are created. As shown in FIG. 10, cach RT1 entry
comprises the following fields: full source filename 210,
CRC 215, command code 220, back-up file offset 225, size
230, RT2 data offset 235, source site ID 240 and flag 245.
The first five fields contain the information received from
the local computer system. RT2 data offset information 235
indicates the offset of the data in the corresponding RT2 file.
source site D 240 indicates the source machine that sent the
request and flag 245 indicates whether execution of the
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operation designated in the entry is complete. The RT2 entry
contains the raw data reccived from the local computer
system.

If receive process 51 successfully writes the information
to RT1 and RT2, receive process 51 sends an acknowledge-
ment to the source machine. After receiving the
acknowledgement, send process 50 marks the entry in Store
and Forward Log 47 as complete and updates SFA Log 54.
When all entries in a Store and Forward Log are marked
complete, the log can be closed. If the writes to RT1 and RT2
are unsuccessful, receive process 51 returns an error code.
Preferably, a maximum size can be set for RT1 and RT2 files.
If cither router log file (RT1 or RT2) is at its maximum,
receive process 51 will open a new pair of log files (e.g.,
RT1.00n and RT2.00n).

Router process 53 is responsible for applying the file
update information to back-up files 55. At startup, router
process 53 reads Router Configuration database 37 into the
router configuration table 58.

Each RT1 file has a flag indicating whether it contains
non-completed entries and the oldest RT1 file is processed
first. Router process 53 reads an entry from the RT1 file and
checks if the entry is marked as complete. If the entry is not
complete, router process 53 checks blocked file log 57
(discussed below) to sec if the entry is for a file which is
blocked. If the file is blocked, router process 53 skips the
entry and reads the next entry.

If the file is not blocked, router process 53 scarches
Router Configuration database 37, using the CRC and
source filename information, to determine which back-up
file the file operation should be applied to. Router process 53
then checks if the back-up file is open and, if not, opens it.
Router process 53 also creates the file, as well as any
necessary directories, if the file does not exist. If ten files are
already open, the least recently used open file is closed
before opening the current back-up file. Router process 53
then applies the file operation to the back-up file and marks
the catry in the RT1 file as ‘complete’. If all eatries in the
RT1 file are complete, then router process 53 sets the file flag
to ‘file complete’ and opens the next pair of router log fies.

Copy Processing and Synchronization

If an entry in the Store and Forward Log 47 has command
field 73 set to copy, send process 50 copies the file indicated
in source filename 71 to the destination site(s) indicated in
the matching entry for source filename 71 in send process
configuration table 59. The copying is accomplished by
simulating data writcs that recreate the mirrored file and
having the mirroring system of the present invention,
described above, automatically create and/or rewrite the
back-up file. If source filename 71 specifies a directory
subtree, then all files in the directory subtree are copied to
the destination site(s).

A user can also initiate copying of files from the source
machine to remote machines through a synchronize com-
mand. This is typically done after adding existing files to
configuration database 33 or when mirrored files and back-
up files need to be re-synchronized. As shown in FIG. 4a,
server process 32 processes the synchronize command by
placing entries in Store and Forward Log 47, indicating that
the specified files or directorics ar¢ to be copied. Send
process 50 then copies the files to the remote computer
system or systems, as described above.

Biocking

Referring again to FIG. 5, if write requests cannot be sent
to a remole computer system, because, for example, the
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network is malfunctioning, send process 50 adds the site to
blocked site list 91 and notifies users on the local computer
system that mirroring to the remote site is not concurrently
occurring. Users can then decide whether to continue work-
ing on data files having back-up files on the remote computer
system. If a user continues to work, write requests will be
Stored in the Store and Forward Log and the back-up files
will be updated when the commuaications link is
re-cstablished.

The unblock command checks whether a blocked site has
become unblocked (i.e., whether communications can be
re-established with the remote computer system). If com-
munications can be re-established, the unblock command
informs send process 50, which in turn closes the current
Store and Forward Log 47, opens the oldest Store and
Forward Log 47 having entries for the site is unblocked and
marks the entry for the site in blocked site list 91 as
unblocked. Send process 50 then. continues with normal
processing. The unblock command is preferably automati-
cally exccuted periodically (e.g., every five minutes) and
also manually exccutable by the user at any time.

Blocking also occurs on remote computer systems when
router process 53 detects that it cannot write to a back-up
file. Router process 53 adds the router configuration table
entry and the name of the router log file containing the
blocked operation to remote blocked file log 57. Again an
unblock command is automatically executed periodically or
can be manually executed by a user.

When a file is unblocked, router process 53 marks the
router configuration cntry for the file in blocked file log 57
as unblocked. Router process 53 then closes the current RT1
and RT2 log files and opens the pair that were open when the
file was blocked.

1n addition to the above-described software and data files,
one of skill in the art will appreciate that it is generally useful
to maintain error log files on the local and remote computer
systems for storing errors occurring during the operation of
the system.

Scrver and Remote Server Start-up

When server process 32 is executed on the local computer
system, server process 32 starts mirroring driver 43, if not
already started, and identifies for mirroring driver 43 the
current Store and Forward Log 47. Server process 32 also
starts send process 50 if mirroring is on. In addition, server
process 32 scts up an interface (e.g., an RPC interface) for
communicating with client configuration process 31.

On each remote machine, remote server process 35 like-
wise starts and manages receive process 51 and router
process 53.

Asingle computer system can act as both a local computer
system and a remote computer system simultancously, in
which case all the processes and functions described above
will be present on the single computer system.

In this disclosure, there is shown and described only the
preferred embodiments of the invention. It is to be under-
stood that the invention is not limited to the particulars
disclosed and extends to all equivalents included within the
scope of the claims.

What is claimed is:

1. A data protection system for backing up at least some
data files residing on a local computer system, the data
protection system comprising:

a local computer system containing one or more data files

residing in a file system, wherein the one or more data
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files are accessed by at least one application program
having no data protection code, the local computer
system including:
a configuration databasc indicating which of the one or
more data files are to be mirrored; and
a mirroring driver that:
intercepts change information initiated by the at least
one application program, the change information
representing a change to a sclected file; and
compares information identifying the selected file
with the configuration databasc to detcrminc
whether the configuration databasc specifics that
the selected data file is to be mirrored; and
a remole computer system in communication with the
local computer system, wherein the remote computer
system:
receives from the local computer system the change
information when it has been determined by the
mirroring driver that the selected data file associated
with the change information is to be mirrored; and

applies the change information to a backup copy of the
selected data file, such that the selected data file is
mirrored at the remote computer system.

2. The system of claim 1 wherein the change is a write
operation.

3. The system of claim 1 wherein the change is a file
operation.

4. The system of claim 1 wherein the change information
is received by the remote computer system substantially
concurrently with the time the change is made to the selected
file on the local computer system.

§. The system of claim 1 wherein the local computer
system further comprises a log file in which the change
information is Stored before being transmitted to the remote
computer system.

6. The system of claim 5, wherein the mirroring driver is
attached to a file system driver which captures the change
information and stores the change information in the log file.

7. The system of claim § whercin the remote computer
system transmits an acknowledgement message to the local
computer system after receiving the change information.

8. The system of claim 1, wherein the Jocal computer
system further comprises:

one or more workstations;

a network server; and

a local area network connecting the workstations and the
network server.

9. The system of claim 1 wherein the local computer
system and remote computer system arc the same system
and wherein transmitting information between the local
computer system and the remote computer system across the
network is accomplished by using a network interface.

10. In a local computer system having a file system for
storing data in data files, a method of mirroring a data file to
a remote computer system in communication with the local
computer system, the method comprising the acts of:

maintaining at the local computer system a configuration
database that specifies data files of the local computer
system that are to be mirrored to the remote computer
system;

a mirroring driver of the local computer sysiem intercept-
ing an operation on a selected data file assocjated with
the file system performed by an application program
executing on the local computer system, the operation
representing a change to the sclected data file;

the mirroring driver comparing information identifying
the sclected data file with-the configuration database
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and determining that the configuration database speci-
fies that the sclected data file is to be mirrored to the
remote computer system,

transmitting the operation to a file system driver of the
local computer system, wherein the file system driver
performs the operation on the selected data file, thereby
modifying the selected data file; and

based on the determination that the configuration database
specifies that the selected data file is to be mirrored to
the remote computer system, transmitling information
regarding the operation from the local computer system
to the remote computer system by the mirroring driver,
thereby enabling the remote computer system to per-
form the operation on a backup copy of the sclected
data file at the remote computer system, such that the
selecled data file is mirrored at the remote computer
system.

11. The method of claim 10 wherein the operation on the
selected data file is a write operation.

12. The method of claim 10 wherein the operation on the
selected data file is a file operation.

13. The method of claim 10 wherein the act of transmit-
ting occurs substantially concurrently with the operation on
the selected data file.

14. The method of claim 10 further comprising an act of
storing the information regarding the operation in a log file
before transmitting the information to the remotc computer
system,

15. The method of claim 14 further comprising an act of
transmitting an acknowledgement message from the remote
computer system to the local computer system after the
remote computer system receives the information regarding
the operation.

16. A data protection system comprising:

a local computer system containing one or more data files,
which are accessed by at least one application program
having no data protection code through a file system
driver;

a remote computer system for storing back-up copies of
one or more selected data files included in the one or
more data files, wherein the one or more selected files
are referenced in a configuration database and wherein
cach of the back-up copies corresponds to onc of the
one or more selected data files;

a network connecting the local system and the remote

compuler system;

mirroring driver associated with the local computer

system for intercepting an operation performed by the

at least one application program on a file included in the
one or more data files, wherein the operation changes
the file;

means for transmitting information regarding cach inter-

cepted operation from the focal computer system across
the network to the remote computer system if the file is
included in the one or more files referenced in the
configuration database; and

means associated with the remote computer system for

updating a back-up copy corresponding to the file based
on the transmitted information.

17. The system of claim 16, wherein the mirroring driver
an operation and the means for transmitting information
regarding an intercepted operation operate substantially con-
currently.

]
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