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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

X
IRIS CORPORATION, :
Plaintiff, : Civil Action No.
-v- : 06-6336(CVA)YKAM)
JAPAN AIRLINES INTERNATIONAL : AMENDED COMPLAINT
COMPANY, LTD. :
Defendant. : JURY TRIAL DEMANDED
X

IRIS CORPORATION, by its attorneys, Moses & Singer, LLP, complaining of the

defendant, alleges as follows:

THE PARTIES

1. IRIS CORPORATION (“IRIS”) is a corporation organized under the laws of
Malaysia, with its principal place of business located at Kuala Lumpur, Malaysia.

2. JAPAN AIRLINES INTERNATIONAL COMPANY, LTD., (“JAL”), upon
information and belief, is a Japanese Corporation authorized to do business in the State of
New York. JAL maintains a regular place of business in the Eastern District of New York,

that is, at: Terminal 1, JFK International Airport, Jamaica, New York 11430.

JURISDICTION AND VENUE

3. This is an action for patent infringement arising under the United States patent

laws.

4. Subject matter jurisdiction exists pursuant to 28 U.S.C. § 1338(a).
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5. Venue is proper in the United States District Court for the Eastern District of

New York pursuant to 28 U.S.C. § 1400(b).

FACTS

6. The facts detailed below, when stated to be “upon information and belief,”
constitute allegations, pursuant to Fed. R. Civ. P. 11(b)(3), that are likely to have further
evidentiary support after a reasonable opportunity for further investigations or discovery.

7. IRIS is the assignee of U.S. Patent No. 6,111,506, entitled “Method of Making
an Improved Security Identification Document Including Contactless Communication Insert
Unit” (the “’506 patent”), which patent issued on August 29, 2000. A copy of the ‘506
patent is attached hereto as Exhibit A.

8. Sometime around October, 1997 the assignors of the inventions that were to
become the ‘506 patent had developed a method for manufacturing a secure electronic
passport, which, among other things, is a document consisting of a computer chip containing
biographical and/or biometric data relating to the particular passport holder.

9. Upon information and belief, at that time, no country had ever used or
developed an electronic passport.

10.  Upon information and belief, on or about March 1998, the Malaysian
government introduced the first electronic passport, which had been and continues to be
supplied to Malaysia by the plaintiff herein. Said passport has been and continues to be
manufactured according to the steps that are claimed and disclosed in the ‘506 patent.

11.  Upon information and belief, the Malaysian passport quickly obtained

worldwide recognition. Representatives from various governments around the world visited
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IRIS’ facilities to learn more about IRIS’ procedures. One such visit was by representatives
of the Unitéd States Government, which Government proceeded to test the passports
manufactured for the Malaysian government by plaintiff herein. (See, by way of example,
Exhibit B).

12. Upon information and belief, sometime after September 11, 2001, the United
States Government determined that electronic passports would be used by the United States,
and further instituted the requirement that any citizens of foreign governments that had been
eligible to enter the United States without the necessity of a visitor’s Visa (a program known
as the U.S. Visa Waiver Program), would only be allowed to maintain that eligibility if their
respective governments changed over to an electronic passport as well.

13.  Japan is one of the countries that had been participating in the United States
Visa Waiver Program, at the time the aforementioned requirement was announced. On or
about March 20, 2006, Japan began issuing electronic passports.

14. Upon information and belief, prior to the Government of Japan instituting an
electronic passport program, the defendant, JAL, and/or its parent company, a predecessor
company, a successor company, and/or an affiliate company (hereinafter referred to
collectively as the “JAL GROUP”) had become a member of a Japanese Government
Working Group for introducing the Japanese e-passport. Upon information and belief, part
of the JAL GROUP’s responsibilities in this capacity was to help the Japanese Government
implement workable and internationally compatible Japanese electronic passports and
electronic passport readers.

15.  Upon information and belief, in fulfilling its responsibilities as a member of a

Japanese Government Working Group, the JAL GROUP communicated with IRIS and
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studied IRIS’ methods and procedures for implementing the aforementioned Malaysian
electronic passport. Upon information and belief, JAL GROUP’s communications and
studies included IRIS’ ‘506 patent, as well as other details concerning IRIS’ manufacture and
supply of electronic passports to the Malaysian government.

16. Upon information and belief, by October 26, 2006, numerous countries
around the world, including, by way of example only, the United States, Japan, the United
Kingdom, France, Germany, Australia, Ireland, Italy, New Zealand, Spain, Switzerland,
Sweden and Portugal had implemented electronic passports.

17. At all relevant times, including while the JAL GROUP was acting as a
member of a Japanese Government Working Group for introducing e-passports, JAL acted as
a passenger airline, operating out of, among other places, JFK International Airport located
within the Eastern District of New York.

18.  Upon information and belief, at all times subsequent to the issuance of
electronic passports by various governments around the world, JAL began using, and
continues to use, the aforesaid electronic passports in the processing and/or boarding of
passengers at JFK International Airport as well as at other JAL serviced passenger check-in
facilities throughout the United States.

19.  Upon information and belief, the electronic passports used by JAL in the
processing and/or boarding of passengers at JFK airport, as well as at other passenger check-
in facilities throughout the United States, had been manufactured according the processes

disclosed and claimed by IRIS’ 506 patent.
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FIRST CAUSE OF ACTION - DIRECT INFRINGEMENT OF
U.S. PATENT NO. 6,111,506

20.  JAL’s use of these electronic passports at JFK and as well as at other facilities
in the United States, without authority from the plaintiff, IRIS, constitutes direct
infringement under 35 U.S.C. § 271(g).

21.  Upon information and belief, JAL’s prior involvement as part of the JAL
GROUP, in a Japanese Government Working Group for introducing e-passports, and the JAL
GROUP’s simultaneous study of the IRIS ‘506 patent, elevates the infringement to willful

infringement.

WHEREFORE, IRIS CORPORATION requests that this Court:

1. Try this case before a jury;

2. Adjudge and decree that JAL has infringed and continues to infringe the IRIS
US Patent No. 6,111,506;

3. Adjudge and decree that such infringement is willful;

4. Adjudge and decree that IRIS is entitled to damages plus pre-judgment
interest under 35 U.S.C. § 284;

5. Adjudge and decree that IRIS’ damages be increased three times because of
JAL’s willful actions;

6. Adjudge and decree that this is an exceptional case and that IRIS be awarded
its reasonable attorney fees under 35 U.S.C. § 285;

7. Adjudge and decree that the costs of the action be assessed against JAL; and,

559448v2 007164.0100 5
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8. Adjudge and decree that IRIS be awarded such other and further relief as to

the Court seems just.

Dated: December 18, 2006
New York, NY MOSES & SINGER, LLP

By: /

5
Stephen Norman Weiss (8%662)
Michael J. Pospis (MP 2489)
Amanda J. Schaffer (AS 6812)
405 Lexington Avenue
New York, NY 10174
(212) 554-7800
Attorneys for Plaintiff

559448v2 007164.0100 6



Case 1:06-cv-06336-CBA-ALC Document 6 Filed 12/18/06 Page 7 of 24 PagelD #: 43

EXHIBIT A
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[57] ABSTRACT

A method of making an improved security identification
document includes the steps of forming a contactless com-
munication insert unit by electrically connecting an inte-
grated circuit including a microprocessor, a controller, a
memory unit, a radio frequency input/output device and an
antenna; disposing the contactless communication insert
unit on a substrate and laminated to form a laminated
substrate; supplying a first sheet of base material; supplying
a second sheet of base material; disposing the second sheet
of base material on top of the first sheet of base material and
inserting the laminated substrate including the contactless
communication insert unit between the first and second
sheets of base material; and joining a third sheet of base
material to the first and second sheets of base material
having the laminated substrate disposed therebetween, the
third sheet of base material containing printed text data
located so as to be readable by humans.

7 Claims, 3 Drawing Sheets
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METHOD OF MAKING AN IMPROVED
SECURITY IDENTIFICATION DOCUMENT
INCLUDING CONTACTLESS
COMMUNICATION INSERT UNIT

This application is a regular utility patent application
claiming priority of Provisional Patent Application 60/028,
351 filed on Oct. 15, 1996, now pending.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an improved security
identification document for use in a wide variety of identi-
fication and security systems and a method of making the
improved security document. Furthermore, the present
invention relates to an improved security access and autho-
rization system using the improved security identification
documents. As part of the improved security access and
authorization system, an improved method for verifying and
authenticating biometrics data is provided. In addition, the
present invention relates to an improved airport security
system including an automated personal identification and
verification security system including an improved security
document generating system, an improved luggage handling
and identification system, a system and method of matching
a person with one or more of (1) a personal identification
document, (2) a personal object or luggage identification
document and (3) a travel authorization document; and the
present invention also relates to an improved security iden-
tification document in the form of a personal identification
document such as a passport, visa, driver’s license, a fre-
quent traveler’s card, a worker’s identification card, a social
security card, a healthcare card, land title document, ATM
card, credit card, phone card, welfare recipient card, green
card, gun permit and registration card, an object or luggage
identification document or a travel authorization document
and a method of making such improved security identifica-
tion documents.

2. Description of Related Art

Conventional security systems are heavily dependent
upon the type of personal identification cards and the degree
of difficulty of forging or altering such documents. Most
conventional personal identification cards contain a photo-
graph attached to a substrate and alphanumeric data which
is printed on the substrate and/or stored in a magnetic strip
provided on the card. These conventional personal identifi-
cation cards are relatively easy to forge and alter and there
is no reliable mechanism for detecting such forgery or
alteration. _

In addition, several conventional security systems rely on
security personnel to attempt to verify a person’s identity by
comparing a person’s appearance with a photograph on an
identification document. Such a system is time consuming
and is subject to human error.

Several security systems for identifying persons and
matching a person to one or more of a conventional personal
identification document, a travel authorization document or
boarding pass, and a luggage or personal object identifica-
tion document, are known and in use today. The conven-
tional personal identification documents may include a driv-
er’s license or passport containing a photograph and written
personal information such as name, address, height, weight,
date of birth, social security number and other information.
Some of the alphanumeric data may be stored in 2 magnetic
strip on the personal identification document so as to be
capable of being read by a conventional magnetic data
reader.
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The conventional object or luggage identification docu-
ment usually comprises a ticket having data such as flight
number, the name of the destination airport and departure
airport and may include bar code data or other data capable
of being optically or magnetically scanned for identifying an
owner of the luggage and the desired destination of the
luggage.

The conventional travel autborization documents usually
comprise a boarding pass or ticket issued in response to the
passenger providing a ticket agent with a purchased ticket
and showing the ticket agent a conventional personal iden-
tification document. The conventional travel authorization
document may also include alphanumeric data which is
magnetically stored and readable or alphanumeric data that
is readable using an optical scanning device.

These conventional identification documents are used in
conventional security systems as follows. A passenger hav-
ing a ticket for anthorized travel will enter the airport and
may have luggage or other personal objects scanned by an
X-ray machine and/or metal detectors to check for explosive
devices or other forbidden objects such as guns or knives.
This luggage may include luggage to be checked and stored
in the cargo area of an airplane and “carry-on” luggage
which is to be carried onto the airplane by the passenger.
Afier passing the luggage through the X-ray machine and/or
metal detector, the passenger gives the luggage to be
checked and stored in the cargo area of the airplane to a
ticket agent along with a passenger ticket for authorized
travel.

The ticket agent usually requests that the passenger
present a conventional photo identification document if
traveling domestically and a passport if the passenger is
traveling internationally. The ticket agent visually matches -
the name on the passenger ticket with the name on the
driver’s license or passport and confirms that the photograph
on the photo identification document is the person present-
ing the ticket for travel. The ticket agent then issues a
boarding pass containing the passenger name, flight
information, departure gate, seat assignment and other
alphanumeric information which may be typed and/or mag-
netically stored on the boarding pass.

The ticket agent also generates a luggage identification
tag or ticket for the checked Iuggage to be sent to the cargo
area of the airplane. The luggage identification tag usually
comprises a two part ticket, wherein one part of the ticket is
attached to the luggage and the other part of the ticket is
given to the passenger for identification and retrieval of the
checked luggage at the arrival airport.

This system leads to many problems. The name on the
passenger ticket can easily be forged especially given the
fact that a passenger can provide an airline with any false
name at the time of purchasing a ticket. Similarly, a driver’s
license, passport or other personal identification document
can easily be forged. Furthermore, the ticket agent may
make a human error or even forget to match the ticket,
personal identification document and person requesting
access to the boarding area.

After the passenger has checked the luggage to be carried
in the cargo area of the airplane and has received a boarding
pass from the ticket agent, the passenger then proceeds o the
boarding area with any carry-on luggage. Before entering
the boarding area, the traveler may be required to pass
through another X-ray machine and/or metal detector and
may also be required fo show a boarding pass to gain access
to the boarding area. Because the boarding pass may not be
compared to the personal identification document during this
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second inspection, it is possible that the person who checked
in with the ticket agent could give the boarding pass to
another person and therefore, another person with no iden-
tification or forged identification may gain access to the
boarding area and airplane. Also, it is possible that the
person who provided the ticket agent with checked baggage
to be sent to the cargo area of an airplane never attempt to
enter the boarding area but instead only desires to have the
checked luggage placed on the airplane. This may be an
effective way for a terrorist to place a bomb on a plane.

After a passenger enters the boarding area, the passenger
is usually only required to show the gate attendant or
boarding attendant a boarding pass to gain access and entry
to the airplane. Even if the passenger is required to again
show personal identification, the passenger can show a
forged personal identification document as described above.

After the passenger reaches a destination, there is no clear
way of making sure that all passengers have left the airplane
and are not awaiting a subsequent flight as a stowaway. Also,
it is quite common that a thief may pose as an arriving
passenger having a forged baggage claim ticket and steal a
passenger’s Inggage. This type of occurrence is not pre-
vented using the conventional identification documents and
airport security system.

Other disadvantages with conventional security and lug-
gage handling systems are also evident. The automatic
luggage handling systems rely on relatively slow optical
scanning technology which is not always reliable and slows
down the luggage distribution and loading process. Because
of the slow luggage identification systems, it is difficult to
reconcile checked bags with boarded passengers to make
sure that all passengers who check luggage have boarded the
plane because of the relatively short time from check-in to
boarding.

Also, under the current system, checked bags are usually
loaded onto an airplane and then must be unloaded if the
passenger or owner of the checked baggage does not board
the airplane. This is a problem because the luggage is
actually placed on the airplane for a period of time during
which a bomb could explode or the luggage may not be
identified and removed in time before the airplane leaves the
airport.

In general, when efforts have been made to enhance the
security and reliability of conventional identification docu-
ments and systems relying on such documents for maintain-
ing security, increased costs, time consumption and security
personnel have been required without successfully obtaining
a highly reliable security system and preventing many of the
problems with forgery and tampering with security identi-
fication documents and breaching of conventional security
systems.

Furthermore, although multi-application data cards such
as smart cards are known, these cards cannot be adapted to
be used a personal identification card or to include personal
identification data because of the ease of forging and/or
tampering with the data stored on the multi-application data
card. Thus, it has not been possible to combine a personal
identification document such as a passport and/or driver’s
license with other related applications such as electronic
ticketing for travel such as “EZ Ticket” processes, frequent
travel awards, frequent purchase awards, credit or debit
transactions, and other similar transactions or applications.

SUMMARY OF THE INVENTION

The preferred embodiments of the present invention pro-
vide improved security identification documents and a
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method of making the improved security identification docu-
meats. The preferred embodiments of the present invention
also provide 2 method of generating an improved security
document such as a passport or driver’s license which is in
the form of the improved security identification document.
These improved security identification documents are pref-
erably used to identify a person, a person’s authorized access
to certain areas, an object such as a luggage, cargo,
packages, efc., travel information or access and any other
suitable information. The improved security identification
documents may preferably be in the form of a driver’s
license, passport, visa, birth certificate, security identifica-
tion card, visitor identification card, foreign worker’s iden-
tification card, Green card, credit card, ATM card, welfare
benefits card, national identification card, border access and
identification card, gun registration or owner identification
card, hazardous material identification card, object identifi-
cation card or other suitable personal or object identification
document. In addition, in certain preferred embodiments, the
improved security identification documents may be in the
form of a boarding pass, a travel authorization ticket, an
object or luggage identification ticket or other suitable
identification document for use with a person or an object
security and verification system,

The improved security identification documents may be
used in any environment where identification, security or
authorized ownership or possession of restricted use mate-
rials such as guns, hazardous materials or other objects is a
concern. Such examples of these environments and objects
include restricted access to national and international
borders, buildings, parks, outdoor areas and access to pas-
senger transport systems such as airports, public or private
roads, train stations, ship embarkation and disembarkation
terminals and other suitable secure areas and travel systems.
This type of improved security personal identification card
may also be especially useful at events such as the Olympics
or sporting events where security is a concern.

In addition, the improved security personal identification
documents may be in the form of cards and may comprise -
cards containing data which should not be accessible or
capable of being written to by an unauthorized person. For
example, a driver’s license may preferably include biomet-
tics information and information relating to a driver’s status,
pumber of accidents, speeding tickets, demerit points, etc.
This data is all stored on the card such that the data cannot
be altered ever or at least cannot be altered by an unautho-
rized person, such as the holder of the card. In addition,
another example relates to a card for receiving welfare
benefits such as food stamps. Such a card may contain
biometrics data and may also contain data concerning how
much welfare assistance a card holder is entitled to, how
much welfare assistance has been used each month, and
other suitable information. The data concerning the welfare
assistance and related information could be stored on the
card in such a manner that the data cannot be accessed by an
unauthorized person such as the holder of the card. The
biometrics information could be stored such that it cannot be
alterable by anyone as described in the following para-
graphs.

As will be apparent from the description of the preferred
embodiments of the improved security personal identifica-
tion document, the document may comprise data that can
never be altered and data that can only be altered by an
authorized user. More specifically, the memory provided in .
the improved security personal identification documents
preferably includes memory areas which can only be written
to once and if an attempt is made to alter in any way the data
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that has been written thereto once, that memory area is
destroyed thereby rendering the improved security personal
identification document useless. Other memory areas can be
altered and written to more than once but only by an
authorized person which feature is implemented by using
appropriate data encryption and decryption schemes.

In addition, the preferred embodiments of the improved
security personal identification document is not limited to
personal biometrics data only, but instead can be used as a
multi-application data card, if desired. In such an
embodiment, the possibility of fraud occurring in a trans-
action involving ome of the applications of the multi-
application card is eliminated because of the non-alterable
biometrics data contained on the multi-application card.

The preferred embodiments of the present invention also
provide a method of obtaining accurately stored biometrics
data for the improved security personal identification docu-
ment such that the biometrics data is accurately stored in a
non-alterable storage device and the same data is then
printed in alphanumeric characters on the improved security
personal identification document and/or stored on a storage
device on the card that is adapted to be read by conventional
magnetic or optical data readers.

The preferred embodiments of the present invention also
provide an improved security system which uses the
improved security identification documents and can be
applied to any type of public or private passenger or cargo
identification and transport system including airports, frain
stations, subways, roads, ships and other passenger transport
systems. In addition, the improved security identification
documents may be used for border control, checking autho-
rized worker status such as a green card, a national identi-
fication card, a welfare authorization card, credit card
transactions, bank card or ATM card transactions or other
suitable uses.

The preferred embodiments of the present invention also
provide an improved airport security system including an
automated personal identification and verification security
system also having an improved luggage handling and
identification system, a system and method of matching a
person with one or more of a personal identification
" document, an object or luggage identification document and
a travel authorization document.

According to one preferred embodiment of the present
invention, an improved security identification document
includes at least one integrated circuit with a
microprocessor, a microcontroller or other type of central
processing unit adapted to read and write data stored therein
and transmitted thereto. The improved security identification
document also preferably includes at least one suitable
memory storage device for storing data written to the
document and for retrieving the data stored thereon. The
memory for storing biometrics data may preferably com-
prise a plurality of memory locations which can only record
data a single time and prevents the stored data from ever
being altered. The memory for storing other data such as
address, height, weight, last name, etc. may be stored in a
memory that is capable of being altered, such as a magnetic
storage medium. More specifically, the memory provided in
the improved security identification document may include
a ferroelectric random access memory (FRAM), DRAM,
SRAM, flash memory or other suitable memory device.

In one preferred embodiment of the improved identifica-
tion document, the document includes a microprocessor
with memory as mentioned above and a radio frequency
input/output interface device and antenna for providing the
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contactless communication between the improved security
identification document and an identification document
interface device. The identification document interface
device is adapted to transfer data to and from the improved
security identification document in a contactless manner,
wherein the term “contactless” refers to non-galvanic con-
tact and is in contrast with “contact” data communication
such as magnetic data reading and writing where galvanic
contact is made via a plurality of pins and an electrical
“contact” is made during data transfer. While the radio
frequency contactless data communication is a preferred
embodiment, other suitable methods of data communication
may also be used iIn combination with the contactless
communication for communication between the improved
security identification document and the identification docu-
ment interface device.

In one preferred embodiment, the improved security iden-
tification document preferably comprises several layers of a
substrate materials such paper or plastic and has at least one
integrated circuit embedded in the layers forming the docu-
ment. A contactless insert unit referred to as a laminated
substrate including a central processing unit preferably in
the form of a microprocessor including memory, a data
input/output device and an antenna are provided on a
suitable substrate. The substrate is then inserted and adhered
preferably between two sheets of base material which are
joined together with the contactless insert unit located there
between. An additional or third base sheet of suitable
material is joined to the combined two base sheets and
contactless insert. This third base sheet preferably contains
printed text located to be accessible and readable whereas
the data contained on the contactless insert unit is not
accessible or readable by humans.

A cover page is preferably attached to the third base sheet.
To ensure maximum security of the documents, the third
page with printed text is stitched onto the third base sheet
and the cover page using tamper-proof stitching. The con-
tactless insert is integrated into the contactless insert to form
an integral improved security identification document.

For particular types of identification documents, such as
passports or driver’s licenses, a relatively rigid cover may be
provided and joined to the integral unit conprising the base
sheets and the contactless insert.

The integrated circuit thus embedded in the improved
security identification document is capable of storing per-
sonal and biometrics data such as a still color photograph, a
video image, a two or three dimensional face scan, a palm
priot, fingerprints, a retina scan, a vojce print or other
suitable data for identification of the person to whom the
improved security identification document is issued.

If the improved security identification document is 1o be
used to identify non-personal objects, such as luggage,
cargo, packages, mail, travel authorization, travel departure
and arrival information, security access information and
other suitable or desired information, this information is
transferred from the document interface device using the
non-contact communication protocol discussed above.

The data stored in the integrated circuit of the improved
security identification document preferably is encrypted
using proprietary data compression and encryption technol-
ogy to make forgery or data tampering virtually impossible.
In addition, all of the improved security identification docu-
ments interface with a device comprising a security system
to be accessed by the improved security identification docu-
ments use the same data compression and encryption tech-
nology so as to ensure system integrity and security. This
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system will eliminate personal identification document forg-
ery or tampering because the encrypted microprocessor
stored data cannot be forged or tampered with and the data
contained in the interface devices and identification docu-
ments cannot be altered.

In a preferred embodiment, each microchip in the inte-
grated circuit of the improved security identification docu-
ment preferably has a read and write memory of suitable size
and may contain thousand of trapsistors for storing and
transmitting information to and from the improved security
identification document.

As mentioned above, the improved security identification
of the preferred embodiments of the present invention may
also comprise travel authorization documents such as a
boarding pass and object or luggage identification docu-
ments. Each of these documents may be generated according
to the method of making the improved security document of
the preferred embodiments of the present invention. Each of
these documents may preferably include a contactless insert
unit as described above which is embedded in the layers of
the document. The boarding pass or luggage ticket forming
one preferred embodiment of the improved security identi-
fication document preferably includes biometrics data such
as a facial image, a palm scan, fingerprint, retina scan, voice
pattern etc. which is recorded onto the improved security
identification document as the biometrics data is being input
to a biometrics data input device which is preferably con-
nected to the improved security identification document
interface device. The data stored on the boarding pass or
luggage identification ticket also can be used in conjunction
with and compared to the data stored on the improved
security personal identification card or pass described above
to match and verify a passenger with the passenger’s secu-
rity documents iocluding a boarding pass and luggage
identification ticket. .

According to another preferred embodiment of the present
invention, a method of making improved security personal
identification document includes making a document with
an integrated circuit which is preferably based on smart card
technology. The integrated circuit preferably has compo-
nents which use radio frequency transmission and reception
communication protocols to form a contactless smart docu-
ment or close-coupling contactless smart card.

In another preferred embodiment, an improved security
system which uses the improved security identification
documents described above, is provided. The improved
security system may comprise an improved security identi-
fication document generator for generating mew security
identification documents. Alternatively, the improved secu-
rity identification documents may have been generated pre-
viously according to the method described above and the
improved security identification documents are supplied
with data as described below.

The security system also preferably includes at least one
security identification document interface device for trans-
mitting data to and receiving data from existing security
identification documents; a biometrics data input device
connected to the security document interface device for
inputting biometrics data to the security document interface
device; wherein the security identification document inter-
face device includes a comparison device for comparing
data input from an improved security identification docu-
ment and data input from the biometrics data input device
for verifying identity of a person; and the interface device
includes an indicator for indicating the result of the com-
parison device comparing the input biometrics data and the
data read from the identification document.
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The operation of a preferred embodiment of an improved
security system is as follows. An improved security identi-
fication document of a person or object attempting to gain
access to a secured area such as a border, an airport boarding
gate or a secured building interfaces with the improved
security identification document interface device so that the
information stored on the improved security identification
document is accessible At the same time, biometrics data
from the person is input or scanned by a suitable biometrics
recording device such as a camera for scanning a face,
retina, ear, etc. or a palm or finger print scanner described
above or any other suitable biometrics data input device.
Then, the comparison device in the interface device com-
pares all of the input data and transmits signals to an
indicator to send a message or other signal for indicating
whether the biometrics data input by the person via the
biometrics data input device matches the data stored on the
improved security identification document.

The improved security identification document interface
device preferably comprises at least one computer with
appropriate software and hardware for performing the func-
tions described above. As mentioned previously, the data
transferred to and from the computer to the improved.
security identification documents is preferably encrypted to
provide maximum security.

In a preferred embodiment, the improved security system
includes a plurality of improved security identification docu-
ment interface devices and biometrics data input devices
which each use a single proprietary, secret data encryption
scheme to prevent tampering with the system data. In
another preferred embodiment, the improved security sys-
tem may preferably be an improved airport security system
including an antomated personal identification and verifica-
tion security system including an improved security docu-
ment generating system, an improved luggage handling and
identification system, a system and method of matching a
person with one or more of (1) a personal identification
document, (2) personal object or luggage identification
document and (3) a travel authorization document such as a
boarding pass.

The method of checking and verifying personal and object
identification and maintaining security using the improved
airport security system according to the preferred embodi-
ment of the present invention is as follows. A passenger
arrives at the ticket counter and presents a ticket agent with
an airline ticket and an improved security personal identi-
fication document such as a passport or driver’s license
having an embedded integrated circuit with encrypted bio-
metrics data, such as a digitized facial image such as a
two-dimensional or three-dimensional image; a palm print,
finger print, retina scan voice print or other suitable biomet-
rics data, stored therein for identifying the passenger. Before
issuing a boarding pass or checking luggage, the ticket agent
may first verify the identity of the passenger by making sure
that the biometrics information stored on the improved
security identification document matches that of the passen-
ger. Accordingly, the ticket agent asks the passenger to
interface with the suitable biometrics data input device, such
as a facial capture device, a palm scanper, fingerprint
scanner, retina scanner, voice pattern processor scanmer or
other suitable biometrics data input device. Using the bio-
metrics data input device and the identification document
interface device, the ticket agent checks to see if the bio-
metrics information stored on the improved security identi-
fication document matches biometrics information input by
the passenger to the biometrics data input device.

If there is no match of biometrics data, no boarding pass
is issued and no luggage is checked. If there is a match of
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biometrics data, the boarding pass and luggage identification
document are generated and issued after the ticket agent
matches the flight reservation information contained on the
ticket presented by the passenger with flight reservation
information contained either in the identification document
interface device or in a connected flight information com-
puter. The boarding pass and luggage identification docu-
ments are preferably generated according to the method of
making an improved security identification document
described above and or by simply using a pre-formed
improved security identification document and transmitting
data to the microprocessor or the designated memory area of
the integrated circuit embedded in the document for storing
biometrics and other data thereon. .

The biometrics data input by the passenger to the bio-
metrics data input device at the ticket agent counter at the
airport is preferably transferred to the document interface
device and then stored onto both the boarding pass and
luggage identification document in addition to the other
flight departure and arrival information customarily con-
tained on the boarding pass and luggage identification
document, and any other suitable information such as coun-
try of citizenship, address, social security number, and other
identifying information.

The boarding pass is given to the passenger and the
luggage identification ticket is attached to the luggage which
is then sent to a cargo area of an airplane to be boarded by
the passenger. A luggage identification document may also
be given to the passenger for later identification and verifi-
cation of a match between luggage and the passenger at the
arrival airport.

After receiving a boarding pass and checking luggage, the
passenger proceeds to a boarding area. Before entering the
boarding area, the passenger is preferably asked to pass
through a security checkpoint which includes a biometrics
data input device and an improved security identification
document interface device. At the security checkpoint, the
passenger is requested to interact with the biometrics data
input device while also inserting the boarding pass into the
improved security identification document interface device.
The document interface device checks for a match between
the input biometrics data and the biometrics data stored on
the boarding pass.

If there is no match, the passenger is not allowed into the
boarding area and the interface device sends a signal to the
luggage handling system to remove the luggage from the
luggage handling system and not to allow the luggage to be
loaded onto the airplane, If there is a match, the passenger
proceeds to the boarding gate and luggage is loaded onto the
cargo area of the airplane.

At the boarding gate, the passenger may be again
requested to pass a security checkpoint including a biomet-
rics data input device and improved security identification
document interface device to be sure that the passenger
boards the plane and also to confirm that the boarding pass
biometrics data still matches the biometrics data input by the
passenger. This will also ensure that all passengers who
checked in at the ticket counter to receive a boarding pass
and those checked in at the boarding gate have boarded the
plane.

If the passenger does mot successfully pass the security
checkpoint at the gate, the interface device sends a signal to
the luggage handling system to remove the luggage from the
luggage handling system and to prevent the luggage from
being loaded onto the airplame. Also, the interface device
readily identifies the passenger or passengers who have not
boarded the airplane.
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In one preferred embodiment of the present invention, it
is not necessary to give the passenger a luggage identifica-
tion ticket because the match between the luggage and the
passenger is done using an improved security identification
document interface device at the luggage claim area of the

-arrival airport. More specifically, the passenger can retrieve

their checked luggage by simply interacting with a biomet-
rics data input device which is comnected to the luggage
handling system. When the biometrics data is transmitted
from the biometrics data input device to the luggage han-
dling system, this data is matched with biometrics data
contained on the luggage ticket on the luggage and the
luggage handling system transfers the passenger’s luggage
to the exact location of the particular biometrics data input
device where passenger input biometrics data.

Also, before leaving the luggage claim area, the passenger
may be preferably required to interface with a biometrics
data input device such as a facial image capture device, a
palm scanner which also reads the biometrics data from the
luggage identification document adhered to the luggage to
confirm that the biometrics data matches and the passenger
is the proper owner of the Iuggage. This avoids the problems
with theft of luggage at the arrival airport,

As a result of the use of biometrics data input devices and
improved security document interface devices of the system
according to this preferred embodiment, the checked Ing-
gage arriving at the arrival airport could be placed on one
universal conveyor without having to selectively distribute
luggage to a certain luggage claim area or conveyor. When
a passenger arrives at the luggage claim area, the passenger
merely has to interface with a biometrics data input device
which enters the data into a computer system controlling the
luggage handling system. The computer system interacts
with the luggage handling conveyor which includes at least
one interface device for reading the luggage identification
document as the luggage is moved on the conveyor.

The interface device of the luggage handling system
preferably includes an improved securty identification
document interface device as described above. The interface
device of the luggage handling system preferably uses radio
frequency communication protocols similar to those used in
the improved security identification document interface
devices described above so as to detect radio frequencies in
a 360 degree range thereby eliminating misreads as is so
common with conventional character recognition devices.
The use of the improved security luggage identification
document and the interface device allows for rapid two way
radio communication between the luggage handling system
and the luggage. The improved security luggage identifica-
tion document answers to a radio frequency signal sent out
by the luggage system interface device by emitting its own
radio message which includes luggage identification and
other information such as flight detail and luggage destina-
tion.

Unlike known optical bar code readers commonly used
which require clear line of sight with the luggage tag, the
present system provides a ready and infallible means of
identifying the owner and destination of the baggage. Also,
unlike bar code technology, the radio frequency identifica-
tion documents have been known to be capable of operating
at two and ome half times conventional optical scanning
speeds providing much faster automated baggage handling.

The interface device of the Iuggage handling system
inputs the data read from the luggage identification docu-
ment into the computer system. The conveyor is preferably
in the form of an endless loop with several tributary con-
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veyors as used in airport baggage handling systems. Once
the passenger interfaces with the biometrics data input
device, the computer system sends a signal to the conveyor
device to instruct the conveyor to distribute the luggage
matching the biometrics data input by the passenger to the
particular luggage claim area or conveyor where the pas-
senger is Jocated.

While most of the security systems of the prior art are
used exclusively in airports throughout the world, the secu-
rity system of the preferred embodiments of the present
invention is not so limited. That is, the security system and
preferred improved security documents may be used in one
or more of airports, railroad stations, bus stations, mass
transit stations and any other travel related system. Also, the
improved security identification documents can be used by
immigration officials to more reliably track the entry and exit
of people to a specific country or region.

There are many other benefits, advantages and other uses
which are possible with the improved security identification
document and security system. The most significant advan-
tage is the improved security and prevention of tampering
and forgery of identification documents to combat terrorism,
fraud, forgeries found in most document based security
systems. The present system and method also provide
greatly increased security and reliability without added
delay and inconvenience.

In addition, with the features of the preferred embodi-
ments mentioned above, it is possible to quickly and
securely verify a passenger’s identity and match the pas-
senger’s identity with other identification documents such as
passport, driver’s license, boarding pass and luggage iden-
tification documents. It is also possible to remove
un-reconciled luggage from an airplane or secured area,
reconcile a flight log, ensure all passengers have boarded or
exited an airplane, prevent theft of luggage, expedite claim-
ing of checked Iuggage, identify passengers and/or luggage
which has not boarded or exited an airplane, provide fully
automated baggage handling thereby eliminating lost and
mis-routed baggage, enable rapid spot check identification
of passengers at transit stops and secure baggage retrieval at
destinations. Use of the improved security luggage identi-
fication documents also ensures that only the baggage for
those passengers who have been identified at the departure
gate are allowed to remain in the aircraft or board the aircraft
before takeoff. In addition, the system and method of the
preferred embodiments of the present invention eliminate
considerable problems associated with passengers who have
checked in baggage but do not arrive at gate or board plane.
Furthermore, storage and location of each item of luggage is
automatically and immediately identifiable.

These and other elements, features, and advantages of the
preferred embodiments of the present invention will be
apparent from the following detailed description of the
preferred embodiments of the present invention, as illus-
trated in the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic representation of an improved
security document according to a preferred embodiment of
the present invention;

FIG. 2 is a cross-sectional view of a first step in a method
of making an improved security identification document
according to a preferred embodiment of the present inven-
tion;

FIG. 3 is a cross-sectional view of a second step of the
method of making an improved security identification docu-
ment according to a preferred embodiment of the present
invention;
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FIG. 4 is a schematic view of a third step of the method
of making an improved security identification document
according to a preferred embodiment of the present inven-
tion;

FIG. 5 is a schematic view of a fourth step of the method
of making an improved security identification document
according to a preferred embodiment of the present inven-
tion;

'FIG. 6a is a schematic view of a final step of the improved
security identification document according to a preferred
embodiment of the present invention wherein the improved
security identification document in a book form;

FIG. 6b is a schematic view of a final step of the improved
security identification document according to a preferred
embodiment of the present invention wherein the improved
security identification document in a card form.

FIG. 7 is a schematic view of an improved security system
utilizing the preferred embodiment of the present invention;
and :

FIG. 8 is a schematic view of an improved airport security
system utilizing the preferred embodiment of the present
invention.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

Preferred embodiments according to the present invention
will be described with reference to the accompanying draw-
ings wherein like reference numerals indicate like elements
to avoid repetitive description. FIG. 1 shows an improved
security identification document 10 according to a preferred
embodiment of the present invention. The document 10
preferably includes a substrate 12 which may preferably
comprise two or more layers of a suitable substrate material
such as paper, plastic, polymers or other known materials.
Embedded within the substrate 12 is an integrated circuit IC
including a microcontroller 14 such as a known
microprocessor, central processing unit or other suitable
device disposed thereon. As is well known, the micropro-
cessor 14 includes memory and is programmable and
capable of receiving, storing, retrieving and transmitting
data. 3
The memory included in the microprocessor 14 may
include FRAM memory or other suitable memory such as
DRAM, SRAM, flash memory or other suitable memory
devices.

A specially designed metal ring 15, preferably made of
SUS 304 stainless steel, is located on the substrate 12 to
provide mechanical strength to the document 10 for protect-
ing the integrated circuit.

The document 10 also includes an input/output interface
device (I/O device) 16 preferably in the form of a known
radio frequency interface input/output chip including suit-
able signal processing electronic components and circuitry.
The I/O device 16 is connected to the microcontroller 14 so
as to receive and transmit signals to and from the micro-
controller.

Also disposed in the substrate 12 is an antenna 18
preferably in the form of an efched coil, air wound coil or
other like coils. The antenna 18 is disposed in the substrate
12 such that the 1/0 device 16 connects the antenna 18 to the
microprocessor 14.

The microprocessor 14 and I/O device 16 of the integrated
circuit are preferably in the form of electronic component
chips, such as well known silicon chips which are capable of
receiving, storing and transferring data using known con-
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tactless communication protocols such as radio frequency
transmission and reception communication protocols.

As will be described in the following paragraphs, the
antenna 18 receives electrical signals preferably in the form
of radio waves from an improved security identification
document interface device to be described later. The signals
are received from a primary coil in the improved security
identification document interface device by the antenna 18
in a contactless manner, i.e. there is no galvanic contact,
between the primary coil and the antenna 18. Upon receiving
the signals, the antenna 18 is energized and then transmits
the received signals to the I/O device 16. The /O device 16,
at different time intervals, converts the input radio frequency
signals into five different signals: Ground, V... Reset, Clock
and Serial Input/Qutput to be transmitted to the micropro-
cessor 14 as is known in contactless communication proto-
cols.

The document 10 is normally in a sleep mode in which the
components 14, 16 are not powered up. After receiving an
input signal and being powered up, the microcontroller 14 is
ready to receive and transmit data. Thus, it is not necessary
for the improved security identification document 10 to have
an internal power source. Instead, the power required for
operating the electronic components embedded on the docu-
ment 10 is received from the improved security identifica-
tion document interface device to be described later.

Before the document 10 allows data to be stored therein
or data stored in the document 10 to be retrieved or read, the
/O device 16, using suitable programming and/or electronic
components first determines whether an authorized
improved security identification document interface device
has transmitted signals to the antenna 18 and whether such
interface device is authorized to read or write data. In
addition, the I/O device 16 can determine whether the data
being transmitted by the interface device to the document 10
is properly encrypted using the proprietary and secret
encryption scheme before allowing data to be transmitted to
or from the microprocessor 14.

If the data transfer is authorized by the 1/0 device 16, data
is then received from the document interface device by
frequency and amplitude modulation performed by the 1/0
device 16 using known discrete electronic components and
signal processing methods. The microcontroller 14 is pro-
grammed such that if no signals are received for predeter-
mined period of time, the microcontroller 14 is deactivated
and re-enters the sleep mode.

More details are shown in FIGS. 2-6 which describe a
method of making an improved security identification docu-
ment according to a preferred embodiment of the present
invention, the microprocessor 14, I/O device 16 and antenna
18 mounted on the substrate 12 are incorporated or embed-
ded into a document or card to form an improved security
identification document. The method according to a pre-
ferred embodiment of the present invention first involves the
step of making a contactless communication document 10
which comprises the microprocessor 14, I/0 device 16 and
antenna 18 mounted on the substrate 12 which can be
laminated using polyester or similar base material to form a
contactless insert unit 20. On the contactless insert unit 20,
an amine-based epoxy, such as the known adhesive DP125,
is preferably applied over the IC region. Upon being fully
cured, this amine-based epoxy acts as a cushion layer, thus
providing additional protection to the IC.

Next, as shown in FIG. 2, the contactless communication
insert unit 20 is inserted between two layers 22 and 24. Each
of the layers 22, 24 may preferably comprise of a sheet of
paper, plastic or other suitable base material for document.
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The layers 22 and 24 are joined onto the contactless
communication insert unit 20 preferably using adhesive such
as the known adhesive DP640 or other suitable joining
material. The adhesive is preferably coated onto the top and
bottom surfaces of the unit 20 and then the layers 22 and 24
are joined to the respective top and bottom surfaces of the
unit 20.

FIG. 3 shows the second sequential step of the method of
making an improved security identification document 10
according to a preferred embodiment of the present inven-
tion. A third layer 26 is preferably joined to the integral
assembly of the unit 20 and layers 22, 24 formed by the
method step shown in FIG. 2. The third layer 26 may also
preferably comprise a sheet of paper or other suitable
substrate material, and is preferably attached to the layer 24
using an adhesive such as a water based adhesive or other
suitable joining material. Layer 26 may contain preferably
alphanumeric data or text 40 which includes personal infor-
mation such as name, address, birth date, country of
citizenship, passport number, social security number and
any other suitable information, visible to human eyes.

Asseenin FIG. 4, it is also preferable to have a protective
cover sheet 50 stick to layer 26 preferably using a water
based adhesive or other suitable adhesive. The protective
cover sheet 50 can be a laminate sheet or other suitable
protective cover layer.

In addition, if the document 10 is to be used as a
permanent security document such as a personal identifica-

tion document, for example, a passport or driver’s license,
. p: passp

the integral assembly including the layers 22, 24, the con- .
tactless communication insert unit 20, and the layer 26
including text 40 may be stitched to the cover 50 as shown
in FIG. . This is similar to making a document such as a
passport book as shown in FIG. 6a or a relatively hard
substrate or cover such as that used for a driver’s license or
similar identification card as illustrated in FIG. 6b.

The completed improved security identification document
19 as shown in FIG. 6 including the embedded contactless
communication insert unit 20 provides for more secure and
reliable identification and security because the data stored in
the document 10 can only be accessed by an approved and
authorized interface device and therefore, cannot be altered
or tampered with. In addition, the data stored on the docu-
ment 10 is preferably encrypted and compressed using secret
and proprietary data encryption and compression schemes to
provide additional security. Thus, the document 10 contains
the conventional security features such as visible but
tamper-proof identification data, as well as, novel and
increased security features provided by the tamper-proof,
embedded integrated circuit including the microprocessor
14, I/0 device and antenna 18.

FIG. 7 shows an improved security system 60 which
preferably uses the improved security identification docu-
ment 10 as described in FIGS. 1-6. The system 60 includes
an improved security identification document interface unit
62 which preferably includes a computer system 64 and user
interface unit 66 connected to the computer system 64. The
computer system 64 preferably comprises one or more
known personal computers including a central processing
unit, a storage unit, an operation system, a display unit, an
input/output interface, a known communication hardware/
software including fax modem and Internet access capabili-
ties. The user interface unit 66 preferably comprises a
primary coil 68 and a suitable I/O device 70 which may
comprise known electronic hardware and software for per-
forming known signal processing functions for contactless
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radio frequency communication. In addition, the I/0 device
70 preferably includes appropriate programmable compo-
pents and software for transmitting and reading received
data using the system-wide proprietary, secret encryption
and compression schemes.

When an improved security identification document is to
be read or written on by the interface unit 66, the document
10 is brought into close proximity with the interface unit 66.
Consequently, both devices 10 and 66 interact in a manner
similar to a loosely coupled transformer. That is, the inter-
face unit 66, sensing the presence of the document 10,
trapsmits radio waves (RW) via the I/O device 70 and
primary coil 68 to energize the coil or antenna 18.

The interface unit 66 is connected to and controlled bya
suitable application software program stored in the computer
system 64. The particular application software program can
be programmed by one of ordinary skill in the programming
art to perform the desired functions of the computer system
64 described herein.

When the computer system 64 expects to read data from
the document 10, the system 64 transmits a signal to the
document 10. The document 10 is then woken by the signal
and is changed from being in a sleep mode to an active mode
as described above. When the document 10 receives the
signal call from the interface unit 66, the document 10
preferably transmits an acknowledging signal to the inter-
face unit 66 after ensuring that the interface unit 66 is
authorized to read and write data from and to the document
10 using the secret, proprietary data encryption scheme.

Data exchange between the document 10 and the interface
unit 66 thus occurs, transmitting the necessary data to and
from the document 10. The encrypted security data is then
stored in the memory of the microcontroller 14 in the
document 10. At the end of the data exchange, the interface
unit 66 transmits a final signal to the document 10 to inform
the document to return to the sleep mode.

The improved security system 60 also preferably includes
at least one biometrics data input device 72 for receiving
biometrics identifying data from a person. The biometrics
data input device 72 may preferably comprise a known palm
scanning/reading, facial image device for scanning a human
palm or face, making an image of the palm or face and
converting this image to data which can be processed and
stored. Alternatively, the biometrics data input device 72
may also comprise one or more of the following known
devices: facial image capture device, fingerprint scanner/
reader, voice pattern processor, retina scanner or other
known biometrics scanning and reading devices. The bio-
metrics data input device 72 is attached to the computer
system 64 for transferring the biometrics data input to the
device 72 to the computer system 64.

The computer system 64 contains appropriate application
software programs and memory for storing and processing
data for maintaining security and verifying security identi-
fication documents. More specifically, the computer system
64 performs a matching function for comparing biometrics
data and other data received from the microprocessor 14 of
the improved security identification document 10 with bio-
metrics data input via the biometrics data input device 72. If
the result of the comparison is no match of biometrics data,
the computer system 64 generates a suitable indication or
waming via the included display unit. If a match is found,
the computer system 64 may also generate a suitable indi-
cation such as one or more audio or visual indications.

The computer system 64 may preferably be programmed
to interact with the document 10 and the biometrics data
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input device 72 according to system requirements. For
example, if the security system 60 is to be used for enforcing
restricted access to a secured area, the computer system 64
may be programmed to check authorized personnel access
data stored in the microprocessor 14 of the document 10
while confirming that the presenter of the improved security
identification document 10 has not forged or tampered with
the document 10 to gain unauthorized access to the secured
area by comparing the biometrics data stored on the docu-
ment 10 with biometrics data input to the computer system
64 via the biometrics data input device 72.

The application of the security system to an improved
airport security system will be described in the following
paragraphs.

Another preferred embodiment of the present invention in
the form of an improved airport security system 100 is
shown in FIG. 8. The improved airport security system 100
preferably makes use of the improved security identification
documents 12 described in FIGS. 1-6 and the elements
64-72 of the security system shown in FIG. 7.

The improved aifport security system 100 includes a
departure area 110 and an arriving area 180. Within the
departure area 110, the first point of contact for a passenger
is a check-in counter 112. It should be noted that the
passenger may first be required to pass through an X-ray
machine and/or a metal detector as is conventional for
detecting forbidden weapons and items in the luggage or on
a person. This is not shown as it is a conventional security
measure which may be included in the security system 100.

At the check-in counter 112, the passenger presents to a
ticket agent a ticket for authorized travel on a particular
airline and an improved security identification document 10
such as a passport or a driver’s license which is similar to the
document 12 described in FIGS. 1~6. The passenger may
also have luggage to be checked and loaded onto a cargo
area of an airplane and carry-on luggage to be carried onto
the plane by the passenger.

Located at the check-in counter 112 is an improved
security identification document interface unit 62 including
a computer system 64 and interface unit 66 and a biometrics
data input device 72 as described with reference to FIG. 7.
The check-in counter also includes a boarding pass genera-
tor 114 and a luggage identification document generator 116.
The boarding pass generator 114 and the luggage identifi-
cation document generator 116 are connected to the com-
puter system 64 of the interface unit 62. The boarding pass
generator 114 and luggage identification document genera-
tor 116 preferably include a known device for printing
alphanumeric data such as flight information, departure
aitport, arrival airport, passenger name and other suitable
information on a substrate. The substrate upon which this
data is printed may preferably be the document 10 shown in
FIGS. 1-6.

The computer system 64 of the interface unit 62 prefer-
ably includes all airline, flight and passenger information or
15 connected to another computer located elsewhere within
the airport to retrieve this data.

Once the passenger presents a valid airline ticket, the
ticket agent checks with the computer system 64 to be sure
that the flight information and reservation are valid. Then,
the passenger is requested to interface with the biometrics
data input device 72 by, for example, facing a camera for
facial capture, placing a palm or fingertips onto an appro-
priate biometrics scanning devices or other suitable biomet-
rcs capture devices. The passenger is also requested to
provide an improved security identification document 10
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which is then brought into proximity of the interface unit 66.
As described with reference to FIG. 7 , the biometrics data
is input to the computer system 64 via the biometrics data
input device 72 and compared with the biometrics data read
from the document 10. If there is no match, a boarding pass
is not issued and the passenger is refused entry until the
problem or lack of a match can be cleared up.

If there is a match of biometrics data, a boarding pass is
issued by the boarding pass generator 114. The boarding
pass generator 114 generates a boarding pass in the form of
an improved security identification document 10 including
an integrated circuit IC containing the components 14, 16
and 18. The biometrics data input via the biometrics data
input device 72 is transferred via the computer system 64 to
the microprocessor 14 embedded in the document 10. Addi-
tional data such as data read from the personal identification
document 10, i.e. passport, and other data such as flight and
airline data may be included in the data transferred and
stored in the microprocessor 14 of the boarding pass. The
boarding pass, a version of improved security document is
then given to the passenger.

If a passenger has luggage to be checked and loaded onto
an airplane, the ticket agent accepts the luggage and issues
a luggage identification document which is preferably in the
form of an improved security identification document 10
described in FIGS. 1-6. The luggage identification docu-
ment is generated by the luggage identification document
generator 116 in a manner similar to the generating of the
boarding pass by the boarding pass generator 114 as
described above.

The biometrics data input via the biometrics data input
device 72 to the computer system 64 is transferred to the
microprocessor 14 or the designated memory area of the IC,
embedded in the luggage identification document. Addi-
tional data such as data read from the personal identification
document 10, i.e. passport, and other data such as flight and
airline data may be included in the data transferred and
stored in the microprocessor 14 or the designated memory
area of the IC, of the luggage identification document. The
luggage identification document is then adhered to or con-
nected to the luggage and the luggage is sent to a luggage
handling system 120.

After receiving a boarding pass, the passenger proceeds to
the appropriate gate security unit 150 which may be located
at the boarding gate or may be located at the entrance to the
airplane. Alternatively, two gate security units 150 may be
provided, one at the entrance fo the boarding area and
another at the entrance to the airplane.

The gate security unit 150 preferably includes an interface
unit 62 for reading the boarding pass in the form of an
improved security identification document 10 and a biomet-
rics data input device 72. Before allowing the passenger to
enter the boarding area or the airplane, the passenger is
requested to interact with the biometrics data input device 72
and present the boarding pass. The biometrics data contained
on the boarding pass is read by the interface unit 62 and the
biometrics data from the input device 72 is input to the
computer system 64. The computer system 64 then corn-
pares the biometrics data and issues an indication as to
whether the biometrics matches or not. If there is no match,
the passenger is not allowed to enter the boarding area or the
airplane. In addition, the computer system 64 sends a signal
to a computer system 64 connected to the luggage handling
system 120 to indicate that the luggage of the unmatched or
un-reconciled passenger should be removed from the Iug-
gage handling system 120 to a secure, fortified area until the
problem can be rectified.

18

If increased security is required, the passenger may be

Iequired to also present the personal identification document

10 such as a passport or driver’s license so that the biomet-
rics data contained on the personal identification document
10 can be matched with the biometrics data stored on the
boarding pass and the biometrics data input by the passenger
to the input device 72.

If there is a match of biometrics data at the gate security
unit 150, the passenger is allowed to board the airplane. The
computer system 64 at the gate security unit 150 includes
appropriate software and interacts with the flight and pas-
senger data to maintain a continuous account of all passen-

- gers who have boarded the airplane and those who have not.
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Thus, the computer system 64 at the gate security unit can
easily identify those passengers who have received a board-
ing pass and have not yet boarded the airplane or entered the’
boarding gate area.

While the passenger is traveling to the boarding gate area,
the passenger-checked luggage is transferred to the luggage
handling system 120. The luggage handling system includes
a conveyor system 122 and one or more luggage identifi-
cation document reading devices 124. The luggage-identi-
fication document reading device 124 preferably comprises
an interface unit 62 including the improved security identi-
fication document interface device 66 and computer system
64.

As the luggage containing the improved security luggage
identification documents 10 are moved along the conveyor
system 122 past the reading device 124, the reading device
124 of the luggage handling system 120 preferably uses
radio frequency communication protocols similar to those
used in the improved security identification document iter-
face devices described above so as to detect radio frequen-
cies in a 360 degree dimension thereby eliminating misreads
as is so common with conventional character recognition
devices. The reading devices 124 using the contactless radio
frequency data communication allows for rapid two way
radio communication between the luggage handling system
and the improved security luggage identification documents
contained on the luggage. More specifically, as the luggage
passes the reading devices 124, the reading devices 124

. transmit radio frequency signals to the improved security
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luggage identification documents contained on the luggage.
Then, the luggage identification documents 10 emit their
own radio messages which include luggage identification
and other information such as luggage destination as is
described with reference to the operation of the system
shown in FIG. 7.

The reading devices 124 input the data read from the
luggage identification documents into the computer system
64 of the luggage handling system 120, The compuler
system 64 of the luggage handling system 120 is preferably
connected to the computer system 64 at the gate security unit
150 and possibly the computer system 64 at the check-in
counter 112. This allows the automated luggage handling
system 120 to receive a signal from either computer system
64 at the gate security unit 150 or check-in counter 112
Instructing the luggage handling system 120 to reject a
particular piece of luggage if there is a mismatch of bio-
metrics data at the gate security unit 150.

After the luggage is transported along the luggage con-
veyor system 122 from the check-in counter 112 to a luggage
routing system 126 which preferably includes a routing loop
conveyor 128 and another luggage identification document
reading device 130. The luggage preferably moves along the
routing loop conveyor 128 until the luggage identification
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document reading device 130 signals that the luggage should
be moved to the airplane for loading into the cargo area
thereof or until the luggage identification document reading
-device 130 indicates that the luggage should be moved to a
secured, fortified area 140 for rejected luggage.

Instead of using a routing loop conveyor 128, a luggage
holding area may also be used wherein not-yet-reconciled
laggage is held until the passenger successfully passes
through the gate security unit 150 and boards the airplane.
Such a luggage holding area would also preferably include
one or more luggage identification document reading
devices for identifying luggage which has been reconciled
and should be sent to the airplane for loading.

The area 140 for rejected luggage may also include a
luggage identification document reading device 142 which
can locate and identify an item of luggage which was
previously un-reconciled and now has been reconciled, so as
to retrieve previously un-reconciled luggage and send the
now reconciled luggage to the airplane for loading.

At the arriving area 180, there is preferably a gate security
unit 150 located at the arrival gate. This gate arrival unit may
preferably include a biometrics data input device 72 and
computer system 64 which may be connected to the com-
puter system 64 of the departure gate security unit 150 or
able to read data from the departure gate security unit 150
stored on a disk or other storage medium. As passengers
leave the airplane and pass through the gate security unit
150, they are preferably requested to interact with the
biometrics data input device 72 which transfers the biomet-
rics data to the computer system 64. In this way, it can be
determined if all of the arriving passengers have exited the
airplane and it can also be used to record enfry into a
particular country.

The amriving area 180 also preferably includes a luggage
retrieval system 190 which includes a biometrics data input
device 72 and computer system 64 which is connected to a
computer system 64 contained in a luggage handling system
200. The luggage handling system 200 also includes an
improved security luggage identification document reading
device 124 which is also connected to the computer system
64 of the luggage handling system.

When a passenger arrives at the luggage retrieval system
190 to retrieve luggage, the passenger interacts with the
biometrics data input device 72. The biometrics data input
device 72 inputs biometrics data from the passenger and
transmits this data via the computer system 64 of the luggage
retrieval system 180 to the computer system 64 contained in
the luggage handling system 200. The computer system 64
contained in the luggage handling system then sénds a signal
to the improved security luggage identification document
reading device 124 for identifying the particular item of
luggage and then sending that particular item of luggage via
a conveyor system 202 of the luggage handling system to the
passenger.

Before a passenger is allowed to leave the luggage
retrieval area, the passenger may be required to pass through
another security unit 210 which preferably includes a bio-
metrics data input device 72, an improved security identi-
fication document interface device 62 including a computer
system 64 and an interface unit 62. The computer system 64
compares the biometrics data input by the passenger via the
input device 72 with the biometrics data read by the interface
unit 62 from the improved security luggage identification
document contained on the luggage. If a match occurs, the
passenger and claimed luggage is permitted to leave the
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luggage retrieval ‘area. If there is no match, the passenger
and luggage are detained until the error can be corrected.

While the invention has been particularly shown and
described with reference to preferred embodiments thereof,
it will be understood by thos¢ skilled in the art that the
foregoing and other changes in form and details may be
made therein without departing from the spirit and scope of
the invention.

What is claimed is:

1. A method of making an identification document com-
prising the steps of:

forming a contactless communication insert unit by elec-
trically connecting an integrated circuit including a
microprocessor, a controller, 2 memory unit, a radio
frequency input/output device and an antenna, and
disposing a metal ring to surround the integrated cir-
cuit;

disposing the contactless communication insert unit on a

substrate and laminating it to form a laminated sub-
strate; -

supplying a first sheet of base material;

supplying a second sheet of base material;

disposing the second sheet of base material on top of the

first sheet of base material and inserting the laminated
substrate including the contactless communication
insert unit between the first and second sheets of base
material; and

joining a third sheet of base material to the first and

second sheets of base material having the laminated
substrate disposed therebetween, the third sheet of base
material containing printed text data located so as to be
readable by humans.

2. A method of making an identification document accord-
ing to claim 1, further comprising the step of attaching a
cover page to the third sheet of base material.

3. Amethod of making an identification document accord-
ing to claim 2, wherein the third sheet of base material
containing the printed text data is joined to the cover page
and the second sheet of base material via tamper-proof
stitching.

4. A method of making a security document according to
claim 1, further comprising the step of supplying a cover
comprising a relatively rigid material compared to the first,
second and third sheets of base material and joining the
cover to the first, second and third sheets of base material for
supporting the integrated circuit.

5. Amethod of making a identification document accord-
ing to claim 1, wherein the memory unit includes memory
for storing biometrics data and memory for storing non-
biometrics data, the memory for storing biometrics data

.including a plurality of memory locations which can only be

written to once and prevent the stored data from ever being
altered, the memory for storing non-biometrics data includ-
ing memory locations which are capable of being altered.

6. A method of making an identification document accord-
ing to claim 5, wherein the biometrics data includes at least
one of a still photograph, moving video images, a palm print,
fingerprints, a retina scan, a voice print, a two-dimensional
facial image and a three-dimensional facial image.

7. A method of making a security document according to
claim 6, wherein data stored in the memory unit is
encrypted.
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Immigration and ™ <turalization Service

4251 Street NW.
Washington3DC 20536

January 14, 2000

Mr. Yang Berbahagia Dato’ Hj Aseh Bin Che Mat
Director General of Immigration

Jabatan Imigresen Malaysia

7™ Floor, Blok I

Pusat Bandar Damansara

Jalan Damansutra

50550 Kuala Lumpur

‘Malaysia - -

Dea{r Sﬁ,

The United States Immigration and Naturalization Service (INS) congratulates Malaysia
as the first nation in the world to use sophisticated high-tech “chip” technology in the

production of the Malaysian Passport.

The cooperati\}e effort between Jabatan Imigresen Mélaysia and Malaysia’s ov:rn IRIS
Technologies (M) Sdn. Bhd., has led to the production of one of the most secure
passports in the world today. : '

The INS is interested in both facilitating the entry into the United States of all legitimate
travelers, while at the same time preventing the illegal entry of persons who are
undesirable or have not obtained the necessary documents to enter the U.S. As such, we
have embarked in a program with IRIS Technologies to pilot test your verification system

.usihg “passport” chip readers at selected U.S. ports of entry. In cooperation with

Imigresen Malaysia, IRIS Technologies, Malaysia Aizlines, and other concerned parties,
we hope to further facilitate the entry of thousands of Malaysian travelers going to the
United States, as well as further verify the quality and security of your new passports.

In order to properly demonstrate the capacity of the verification system, INS requests that
Imigresen Malaysia issue approximately eight to ten Malaysian passports that have been
produced through the exact process used to issue new Malaysian “chip” passports. In this
way, INS officers who demonstrate the IRIS Electronic Travel Document can state that
the “sample” passporf used is actually one issued by the Malaysian government.

iled 12/18/06 Page 23 of 24 PagelD #: 59



- Case’1:06-cv-06336-CBA-ALC Document 6 Filed 12/18/06 I?age 24 of 24 PagelD #: 60

Jabatan Imigresen Malaysia
January 14, 2000 ¢
Page 2

Furthermore, to overcome any concerns about the misuse of these sample passports, we
propose that the same photograph and fingerprints be used on each passport, and that
each passport contain different erroneous biographic informati_on_ that clearly make the _
passports.invalid for fravel (e.g. “SAMPLE” placed on face page). Of course, INS will
make every effort to secure and control these passports. o '

INS will also be happy to supply the aforementioned photographs, fingerprints, and any
other biographical data necessary, as well as pay for any administrative costs associated
with this request (e.g. standard fee for issuance of 8-10 passports @ 300RM/per
passport). - : ' .

" Thank you ahead of time for your concern in this matter. I look forward to meeting with

you in the near future in order to discuss this request, as well as any other matters of
mutual concern. ' ‘

Sincerely,

Neville W Crameér .
Special Agent-in-Charge
Overseas En{orcement Unit
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