L S

Case: 1:05-cv-06714 Document #: 1 Filed: 11/28/05 Page 1 of 43 Pa EID #:1

ILEEl

IN THE UNITED STATES DISTRICT COURT NUV 2 8 7(105
FOR THE NORTHERN DISTRICT OF ILLINOIS MicHAEL w. nogal

CLEAK, .8, DISTRICT
JOHN R. GAMMINO,
Plaintiff, : CIVIL ACTION d
" | 6714
JURY TRIAL DEMANDED
ILLINOIS BELL TELEPHONE :
COMPANY, : JUDGE MANNING
Defendant. :

VAGETRATE 1N
comiany  MAGISTRATE JUDGE VALDEZ

Plaintiff, John R. Gammino, {“Mr. Gammino”) by his attorneys, Flamm,

Boroff & Bacine, P.C., makes this Complaint against Defendant, lilinois Bell.
PARTIES

1. Plaintiff, Mr. Gammino, is an adult individual and a resident of the
State of Florida and operates his patent licensing business out of the
Commonwealth of Pennsylvania.

2. Defendant, MNinois Bell Telephone Company (“llinois Bell’), is a
corporation organized and existing under the laws of the State of Winois with a
registered office address of cfo CT Corporation System, 208 LaSalle St., Ste
814. Chicago, IL 60604-1101, resides in Ifinois, has a regular and established
place of business in llinois and conducts business in linois.

JURISDICTION AND VENUE

3. This Court has jurisdiction over the subject matter of this action

pursuant to the provisions of 28 U.5.C. §§ 1331 and 1338, in that the claims in

this action arise under the Patent Act of the United States, 35 U.5.C. §101 et

seq.
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4. Venue in the Northern District of lllinois is proper pursuant to 28
U.S.C. §1400(b) in that this is a civil action for patent infringement and
Defendant (i) resides in this judicial district, (i) committed acts of infringement in
this judicial district, and (iii) has a regular and established place of business in
this judicial district.

BACKGROUND FACTS AND INVENTION

5. Plaintiff filed an action against the defendant in the United States
District Court for the Eastern District of Pennsylvania (the “Pennsylvania case”)
at docket No. CV-03-6686 and the complaint against the defendant was
dismissed for lack of personal jurisdiction. This complaint is a continuation of the
Pennsylvania case.

6. In this country, there had been a major problem of fraudulent
international telephone calls on payphones and other devices. That fraud led to
losses of billions of dollars to telecommunications companies.

7. The international payphone fraud escalated in the early 1990s after
the FCC, pursuant to new federal law, prohibited the blocking of access codes
that permit the consumer tc reach the operator service provider of the
consumer's choice. Once the access codes were unblocked in payphones and
at certain other locations, the fraudulent use of payphones for international calls
skyrocketed. At certain payphone sites, losses due to international calls were
reaching an average of $1,500 a month per phone. Fortunately, Mr. Gammino

invented a solution that prevents such fraud.
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8. tn 1991, the Port Authority of New York and New Jersey (the “Port
Authority”) had massive fraud problems with international calis on payphones,
particularly at the Port Authority Bus Terminal in New York City. The Port
Authority brought in major phone companies in an attempt to soive the prablem.
Those companies, including AT&T and New York Telephone (now Verizon),
could not solve the Port Authority’s fraud problem and reported to the Port
Authority that a solution to the problem was “not technically possible.”

9. In 1991, John Gammino was hired by the Port Authority to try and
do what no one else could do - stop the fraud.

10. Mr. Gammino virtually eliminated international payphone fraud at
the Bus Terminal. The solution invented by Mr. Gammino comprises an algorithm
that can distinguish international calls from other types of calls and can
selectively prevent international calls (the “Solution™).

11.  The Port Authority recognized Mr. Gammino's Solution when it said

that the pay phone fraud problem was virtually eliminated at the Bus Terminal
due to the technological changes that Mr. Gammino implemented.
PATENTS

12.  Mr. Gammino filed for patent protection for the Solution, which
ultimately resulted in U.S. Patent No. 5,809,125 (“the ‘125 Patent”) being duly
and legally issued to Mr. Gammino on September 15, 1998, and U.S. Patent No.
5,812,650 (“the ‘650 Patent”) being duly and legally issued to Mr. Gammino on
September 22, 1998 (collectively, the “Gammino Patents”). Copies of the

Gammino Patents are attached hereto, made a part hereof, and marked as
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Exhibits “A” and “B", respectively. Hereinafter, for the time period after
September 15, 1998, the Solution may be referred to as the “Patented Solution.”

13.  The ‘125 Patent and ‘650 Patent relate to methods and apparatus
for selectively preventing establishment of international telephone calls. The
Patented Solution is placed into a “smart” input device or switch or anyplace in
between in the network. The Patented Solution is used in the provision of
residential, business, public, wireless, PBX, etc. services.

14, A telephone call is initiated by dialing a sequence of signals. Each
dialing sequence is made up of a “plurality” of dialing signals. A plurality is a set
of two or more signals. For example, dialing “101-0288-011-41-21-619-0670"
would be an attempt to make an international call and as an example, the call
could be analyzed for the purposes of the Patents as follows: the first plurality (or
set) is 101, the second plurality is 0288, and the third plurality is 011. The first
plurality is a cade that provides access to carriers, the second plurality identifies
the specific carrier selected and the third plurality indicates that the call is a direct
dialed international call.

As an example, at least one of the claims of the ‘125 or ‘650 Patent covers
the prevention of the establishment of a telephone call if (1) the third plurality of
dialing signals are determined to be (a) in a location in the dialing sequence to
accomplish international dialing and (b) be predetermined sighals used for

international dialing and (2) the first plurality of dialing signals are determined to

be predetermined signals.
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COUNT |

PATENT INFRINGEMENT OF UNITED STATES
PATENT NO. 5,809,125

15. The averments in paragraphs 1 through 14 above are incorporated
herein by reference.

16. lllincis Bell has infringed and has used and continues to use Mr.
Gammino’s Patented Solution across the United States in order to prevent the
establishment of fraudulent international telephone calls, resuiting in miltions of
dollars in savings.

17. lllinois Bell offers the Patented Solution for a profit and collects
revenues from others in connection with the deployment of the Patented Solution
in pay phones and other devices.

18.  lllinois Bell is using the methods in the claims of 126 Patent and
‘650 Patent in their payphones, network switches, PBX lines, Centrex lines,
Business Exchange lines and cther lines.

19.  lllinois Bell has infringed, and continues to infringe, the ‘125 Patent
and ‘650 Patents with its international blocking service and use of Mr. Gammino's
Patented Solution in the prevention of the establishment of international
telephone calls.

20. As a resuit of the foregoing conduct, lllinois Bell infringes one or
more of the claims of the ‘125 Patent under 35 U.8.C. §271(a) and has caused
Mr. Gammino damages as a direct and proximate result thereby. lilinois Bell is

liable to Mr. Gammino for all damages suffered by Mr. Gammino as a result of
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the infringement of the “125 Patent including lost income, profits, and/or royalties,
the elimination and/or reduction of business opportunities, and other damages.
21. Mr. Gammino’s damages for lllinois Bell ‘s infringement of both the
‘125 Patent and ‘650 Patent inctude, but are not limited to, the loss of greater
than $11.15 million in royalty fees resulting from Bllinois Bell's use of the Patented
Solution in public lines (‘Public Line Use Damages™). Mr. Gammino's damages
further include the loss of millions of dollars in royalty fees resulting from Ilinois
Bell's use of the Patented Solution in some portions of its business lines and

consumer lines.

COUNT I

PATENT INFRINGEMENT OF UNITED
STATES PATENT NO. 5,812,650

22.  The averments in paragraphs 1 through and including 21 above are
incorporated herein by reference.

23. The actions of llinois Bell as set fotth above constitute
infringements of one or more of the claims of the ‘650 Patent under 35 U.S.C.
§271(a) and have caused Mr. Gammino damages as a direct and proximate
result thereby. lllincis Bell is liable to Mr. Gammino for all damages suffered by
Mr. Gammino as a result of the infringement of the ‘650 Patent including lost
income, profits, and/or royalties, the elimination and/or reduction of business

opportunities, the Public Line Use Damages, and other damages.
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COUNT Il

INDUCEMENT TO INFRINGE OF UNITED
STATES PATENT NO. 5,809,125

24, The averments set forth in paragraphs 1 through 23 above are
incorporated herein by reference.

253.  The actions of lllinois Bell as set forth above constitute an active
inducement to infringe the 125 Patent under 35 U.S.C. §271(b) and have caused
Mr. Gammino damages as a direct and proximate resuit thereby. lllinois Bell is
liable to Mr. Gammino for all damages suffered by Mr. Gammino as a result of
the infringement of the ‘125 Patent including lost income, profits, and/or royalties,

the elimination and/or reduction of business opportunities, the Public Line Use

Damages, and other damages.
COUNT IV

INDUCEMENT TO INFRINGE OF UNITED STATES
PATENT NO. 5,812,650

26.  The averments set forth in paragraphs 1 through 25 above are
incorporated herein by reference.

27.  The actions of lllinois Bell as set forth above constitute an active
inducement to infringe the ‘650 Patent under 35 U.S.C. §271(b) and have caused
Mr. Gammino damages as a direct result and proximate result thereby. Hiinois
Bell is liable to Mr. Gammmino for all damages suffered by Mr. Gammino as a
resuit of the infringement of the ‘650 Patent including lost income, profits, and/or
royaities, the elimination and/or reduction of business opportunities, the Public

Line Use Damages, and other damages.
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WHEREFORE, Plaintiff John R. Gammino prays:

(@) that llincis Bell Telephone Company be adjudged to have
infringed United States Letters Patent No. 5,800,125:

(b)  thatlllinois Bell be adjudged to have infringed United States
Letters Patent No. 5,812,650

() that lllinois Bell, its respective officers, agents, servants,
employees and attorneys, and those persons in active concert or participation
with them who receive actual notice of the Order, be preliminarily and
permanently enjoined from infringing United States Letters Patent No. 5,809,125;

(d)  that lllinois Bell, its respective officers, agents, servants,
employees and attorneys, and those persons in active concert or participation
with them who receive actual notice of the Order, be preliminarily and
permanently enjoined from infringing United States Letters Patent No. 5,812 650

{(e) thatlilinois Bell account for damages to John R. Gammino
for its infringement of United States Letters Patent No. 5,809,125;

{f) that lilinois Bell account for damages to John R. Gamming
for its infringement of United States Letters Patent No. 5,812,650;

(@) that the damages in this judgment be frebled in accordance
with 35 U.5.C. §284 for the willful and deliberate infringement of United States
Letters Patent No. 5,809,125;

(n)  that the damages in this judgment be trebled in accordance
with 35 U.5.C. §284 for the wiliful and deliberate infringement of United States

Letters Patent No. 5,812 650;
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) that John R. Gammino be awarded punitive and exemplary
damages against lllinois Bell;

@) that an assessment be awarded to plaintiff of interest on the
damages so computed;

(k)  that the Court declare this case exceptional and award John
R. Gammino his reasonable attorney fees and costs pursuant to 35 U.5.C. §285,
and

) that John R. Gammino receive such other and further relief
as this Honorable Court shall deem just and proper.
PLAINTIFF DEMANDS TRIAL BY JURY.

JOHN R. GAMMINO, Plaintiff

Cd—

One of His Attorneys

Attorneys for Plaintiff:

Thomas G. Oddo

ARDC No. 6205239

RICKMON & KOCSIS, LLC

530 W. Lockport Street, Suite 208
Plainfield, IHinois 60544

(815) 254-9050

OF COUNSEL:

Walter H. Flarnm, Jr.

William M. Mullineaux

Frank Schwartz

Robert J. Krandel

FLAMM, BOROFF & BACINE, P.C.
794 Penllyn Pike

Blue Bell, PA 18422

(267) 419-1500
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entér the pumbirs, Until thy thail has boea discovered and
the sceptti caneelled, these pumbers 4n be uxed by the
observer 10 Imudulently place phone calls. The calitar oard
5 accounl holder 1y then eharged [or the cost ol the calls. By
osing gsolen calling eard rumbers by ik manen 35 s
poasihle 1o Faudulently place many intemational calls which
nrignite Tom the United Staves.
Similacly, froudulent eqlls may be plaend oging eigh
49 goswer sud sutomared voice rsponss sysizms. Agein, gaog .
rity digits, unkngwingly obisined by 1 thief, can be eaoed
oo & lelephone key pad in order 1o signs) 2 pighl aoswer ar
AHmATE Yoiss resporec svsm 1o place 2 loan distaner oy
igteernational ¢all. In thit manner, 188 gwner of Lbe corpo-
3 pation 5 swromarically billed for the cost of snch o eall
wilhaut the eAcpAALRA'R SGmet,
One solstion which minimipe feaduen calls from pab-
e twlephionas i5 m Mack number sequences which aocaag
inermadiona] wlemmuiiestions servives. Such services
s ofien wcczssen [rom publia islnphonas by initially eme;-
ing the digie sequence OF Furthermare, meent lagislation ;o
the Llnited Swares hat proviched a variety of alieraarve cedes
for piacing interuatlunal calls, Exemplery codes include
1hoee, 050, and 1-800.
1R addition @ socessing inerialienal klecommunications
seTVicad, the eddés vol Lorth ahove may be nsed for sesessine
Toag distunee servises (egr fnierstats cells), Cwreenr Uailed
Bt lew prevonu e biockage of inerstate cally fram
g Public lelephones whea shese calls are plzecdd wiing corin
aceess endes. Thus, dihough (be blockage of calls haged
solely on the deeeetion of the pumber psquences speeified
ibave would provent sctaoss o Ineeraationn! teleasmmug-
canens sarvivey, ine bloskage of calls based soldly on the
35 QvTection of the mumber sequences spscitied alove would b
urdawful, beesuge mivrilale calls would b blaskad o8 well,
Additionu? yeaniys vonies moy be ereated n the fuwe for
ancessing lomg distasee andedr intemational ielecommuni-
enion services. Furure Unitod Stated luw muy prevem the
ay blacking of wese (uii created codes.

SUMMARY OF THE INVENTION

The pressor iavestion relvies 1o 8 melbad 4kd apprraivs
Lo ipteraeptleg powadally fraudvienl 1elephone ealls wh el
15 ofginaie with o Jipling sequence which inchules 4 b
plurality of disling digits fallvwed Uy & second plurslity of
dialing digits Foilowed fry a third pluralit: of dialioy digies.
The call iy blnekad it the first pluraifty of dialing digi susl
e third plumaliry of dialing gty ge dewrmiined 1o be

3 roapective predeicnnined dighs,

BRI DESCRIFTION OF THE DRAWINGS

FIG. 1A i o block disgrim which Dlustrues a first
exemplary embodimicit of the presem 1meantion,
3 FIG, 1D i blook diagram which illusicates a seomoy]
exemplary £apbodiment.
FIG. 2 in o block dizgract which (wstruies 3 third
tyemplary vabodimen: of the prescal invention.
FiG. 2B iv & blogk dizgram which itiustrales a Foanh
exerplary embodiment of the preseut {nvealiva.
FiG, 3C is u block diagram which (Musirates o Afim
excmpliry crbocimant of e presesr invention.
TG, 3A is a block dingram which MluMraive 2 sioh
aF Qkmplary embodiment of 1he prasent joveation,
F1G. 38 iy » block diggram which fostrates 4 yeventh
excoplary embedimam ol the present iovenrica.

-
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FIG. JA 5 2 portion How chan dizgeam which uktesies
the operatior of bu dketaplary combodiment of the present
mvemion

FIth. 4R is a funther porrion of the Aaw chart dingeasn of
FIG. 4A whieh Omrkees the aperation of ao exemplary
embodiment of the presenr tnveatiog,

FIG, 40 i5 3 flow chay diapram whish Musats The
operatian of & furher exstiplary embodinen of (he present
tovention.

DETAIL ED DESCRIPTION

A first exemplery embadiment of ke poesent inventdog is
Bivstrared in FIG. 1A As shown in FIG, 1A, 4 NleoStomu.
nizarnge davigs 100 is coupled In relecnmunizziios ey
179 thraegh tolecommunieution jolerfaes snd e geners-
tog ciredtcy 160, In an cxemplicy cmbodiment oF The
oresent Invention, i 160 incledes semicoodicior device
YEFBE (mamufacruied 3y Natpal Semiconductor
Corperaca). Furthermore, e Loicommun sntions e
Facw mav be implematited using circeil confiznrations whish
2ze well koown 1o one sililed in the art of designing
ielecom mulications Sysiems.

Teleoommunication Fox 170 may be used fop & vhilecy of
different frnetions, far exaniple, for inter=elng W any {ype

of eommeris] lelepbons nepwork. Allermately, lelecomemt-

Bieations line 170 may be used for inierfusing 10 any wype of
privat merwork Raluding, bal got Hmied o, povernment or
osparalc gwoed perwncks. FuRhermuee, telecanmhaiz-
tioms Lise 170 tnay be used for inlerdacing w2 Vi) yecess
type nersnk, for sxample, 3 teloenmimuenicocans line which
bar beca specifivally ideotitied by 2 gunuel affice {or an
amalostw ywich) for dedicale] wse ey puy leisphone
sigralling protecols), Furlennore, telecommunications line
170 2y be coupled w0 1 variely of lelephace networks fe.g.
£ aeluinr petwork). Thus, tha inveation may alwy tie wastl lor
Forabls (nudivg eelluba) appiicaions,

Switck 150 & luented Sgtwecn xlecommunicution insre
faew anc iome meperscion cisultry 164 1md 1elecommarica-
1oy lines 170. By applying a0 AR ol mgaal Lo
#5iea 180, euminunicarions beraecn lecrmmunicitions
devies 100 znd mlecnmattications lises 1) can be elfee-
ety sopped. Switch L0 5 glioawn disconaeciing one of
ssveml wpeseions berween elhevmmunbaiion iaertace
uod moae geeerstion &0 and relacowriunicatiog lines 170,
Hawaver, more then acy % iteh (ol showa} muy be used py
% 12 diSCONIeC! cah CORRMEIOD hatween elzcomaunica-
tiow jseriace end mae weoeralinn gircliny 160 and wcle-
COMNLEG 3y inas 170,

Tu= zoouel sigmal which 4 feecivad by switsh 150
arigivales fiom microprocepor 130, fa sy exemplary
emvodimenl of Wi prawm| imeeoon, microprocsan: 13
w2y = a Geviee duch a8 o 250 scmiconducmer device, 5800
seiooaduiior devier, eie. Misroprocessor 130 is coupled o
progiem memory 14 o which approgridw moyites for s
by misrazeocessy: 130 ure soved. Exempury programs fay
eoctrolling the miTopmocssar 130 g ¢ described bebow with
refaranae 2o FIGS. 4, 4B and 40

As s=own e FIGL 1A, wput deviee 110 may b uaeg for
enigring & oluratity of digis iw elecommunicatians devies
100, Iomst devies 110 s coupled w decoder 170. In an
sxempluy embgdiment of the prosent nveation, decoder
128 ey e semiminductar device 740973 manufacured by
Niganil Semiconducior Corparalion. Euch digil which is
e=tered waing inpit device 110 i detectnd by desuigr 130,
Dzepdtr 120 wzsmlls it wfanmation 1o ddcropmessssg
L30. Micmpmcessor 130 then tasatis appropriate siganls
W lblocminmuaioilion inlerface sl iyt generation 160

30

1

=X

[
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4

In an cxemplaty wubodiment of the present invention, a
waer catees o plurality ef sumbers using fagut device 130,
Bused on the particilar diglt sequence which s entened,
thictuprocassar )3 divecls telecommunication intertace and
ot pensration 180 o producs wpproptate DTME loaes.
Asuming swilch 150 & in the closed position, thess ones
am lranstoiced o wlecdmmnugivation lin=s 170.

Eurthermare, ia 30 evemplary smboditen: of the presen)
invenlion, oumbers are eotered wsing u elephome imypad.
However, it 5 cometipleted thu alterpatve methods for
eqwering lelephune digils may be used io order 10 produce
appropriats wnes fivm wlecommunicatian inerfoese and
Whe procralitn cirouitry 160. For cxample, » desired oum-
ber sequanca may be entersd osing @ tadidanal Ty
device (mol shown). Aliioately, a disit acquenee qvav be
awited jo an wlvsnation medium (uor shown) (e.z. & crediz
card magnetle Areipe, 4 amart card, £60.). The telecommuni-
citions device may inclode u rexder (ot shawn) whicn fu
wupable of reading the digil sequence {e.g- fram the man-
fwtie mullum, the amen cued, efc). Allemately, & dipl
sequenes may be spoken by the Yher s Ben cooverted jutd
approyptiuie electranic signals by wiies reongnitian chrevitry
{mol showi). Thus, il 15 understood that the disil sequence
may b dacertd intd winnmmunicsiog devige 100 in o
varlery of ways.

Troprim memary 140 includes appropriate sofiwrare rou-
tires in order 1o provent e use of slvoommunications
deviee 100 if parenlar eppditons are mer In purdeular,
mdaropricenaar 1H) wramines the squenrs of digis which
arw enlered by igpn doviee 10, I tieropamcesm: 130
detsrmines thar pericelse digits bave been enierod ut pars
viculsr places in thie dialing sequeocs, mivTopocsssar 430
sigmaly wwiich 150 10 open, i discennscrioy e call. Such
4 deteriiation may be performed, for axample, by gom-
pader the emered lepbone pumber with a plunaliry of
Telophone numbers heated 3t & whie wihish is aocessible 1
oyleropraear 1M, Tabls outrics mry facTude “don't vare”
valucs to Indicaie digils and Joemtione io the dialing
sequence which shoutd 0ot serve as 8 hasls for preventing,
eompletion of the whplone @l These ~don'l care” velues
Ay b vltualed between Iwa groups of disling digits (cach
group ineluding Jr least twa disling digita), Pur anoer why,
the don't eare values {and their coresponding sipnal values)
818 {nlerposed tselween a fintt froop of disting, s (ie. tiist
#ignal valves) aoe & seeoud grunp of dicling dipits fie.
#econd signal values), Each of thefe twu groups of dializp
Qigire are thus evalnared o determine 3 the el should be
ullowed to couplute, Lot emample, the first of the twin Proups
of disling digits (and the’r coraspanding Eignal viluss) may
b compared 10 fimst 1est signal vidues and (e seenad pf tha
two grovps of dialing digins {aad their corespunding simnal
values) may e cotaperdd o second tem signaf values ta
make this derarmination. Pusthue “dont core” vilues may
precude or sueceed either or both of the two wegupg of
digling digim. Sodwury © mplemest Wbis slporitin is
readily synthesized by poe skitied i by an.

Exemplary “foa"t care™ values whivh fellaw the seoand
arovp of ¢RRLRY diginy may inctude 2 enunity code, o sty
code and o loeal aumber. This locsd owmber inciudes 3
ceniril office exchanpe cude whinh indicutey ag exchuige
aréa (.0, one or sgvernl conral offices) throngh which the
esll wil) proceed bofors reaching the domsinmtion subscribur,
The use of this erminclogy s iluwrnied by & eall w Pais:
Fi-1-loval numbez. 3 is presenrly the eountry cods pnd 1 js
the ity ande, For vally 1o Norh Auwcricy oaeside of 1l
United Stsees, the “don’l care” valuss ey simply conlain &
to¢al aumber (i.e. withonl & cenny code and 4 oty e},
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in, this nelupbone aember will slso includs 2 ceoimal
office exchane code 1o indicate he exchange sren {or one
or several eniral oftices) through which the cal wall pro-
ceed before reaching the destinadon subserfcn
I 10 exemplary ¢mbodiment of the present inveption,
deiection of ose or more of the Iellowing digit sequences, in
Lse plaling sequance results in the blooking of 1 telephoat
zatl .
TABIE ]
0RO

PEOXRXNIN
popibb e v adi]

In adidition, it is possible m bleek mtamaliona] oplls whish
are etedssed using 4 three digit ares code, Exemplary
inieraational telephons sumbers which rcsult in a blocked
2all fnclude:

TABLE b

IINEIOATA
LT a el ST
0RO X Gy

I¥ eater=d into 2 wlecommunien iyns device which % pat
@ gecordanee wirh the prosent jovention, these pacticulir
pequences aHlow o dndividus] who bhas freudeieaily
ohtafed o calling cart avmber 10 plecs lang digluoce o

imetmaziona] aills wibow avtherizwion. By blocking a |

velzphonc cell whea aay of dese cxemplary digit sequenees
ate enreres], the vnauthorzid use of calling vard nombers for
fcog distance and ioternulional calls may be offesivey
pizveoted

L i anprempluied ihot adiitional mimere] souences
3y abiow 1 individual 1 adewsy lona distanee and inter-
exional commupieation carrlars. Those numerical
sequences inchude Two of more predeenming] dighs which
ale located al paaicator plices 1o the diatiog sequence. The
paicular pieces wheee cacl of thess Gigin is located way be
ar the begioaing, the middle or lhe cad of the diling
saquedct. Futthcrnors. additional digis may be inerpousd
Bermresn the predelermine digits. Micreprocegsar 1340 (via
progrian snxmary 1H40) cas be peoaramaed (0 datect whea
throse dighs hev: hen cotensl, 2od 10 eause swirch 130
OPSE UEen detoclion of these dighs.

A further sxemplary embedisient ul s prgsin iyention
I {Husiraed by FIG. 1B, FIG. 1B & similr -t FIG. LA
Fawivur, ywilleh 150 bak been replaced with swirch 150,/
Fambermore, gwitch 170A % vomneered 1o allemate audia
searce 190, Tae plurakoy of Azl wipes g enmred upon
tmakizj; & telephone call ate examiced, 3+ in Lhe exemplasy
cabodiment which i illuatmted by FIG, 1A, However, in
he extmpleoy embodlment which & shown by¥ FIG. 1H,
when predeiermined digits are Jocated at pamieular loguitony
in the disking sequenee, micrproscsior 130 signals swirch
1504 i disconezot 1alezammutieation interfoce s0d pe
g=o=ration 168 from relecommuoiesifan lines 170,
Furthermorm, the signal which i3 tansmitted from micra-
procussor 130 cagss svinh 15QA 10 comneer wlesommu-
Gicalion arfsse and ue geneeniivg 169 w@ elisraate audin
source 190, Allermate audin satree 194 may trapsmip p
Massage 10 e lephone user, explainins 1o the wser tha u
tzlepbov 2ull eungen by made from telephone uait 100 using
tke reloplinne nimber whish has boen emterd, )

In e embottinenis of The presam yvenlion which are
Eluatreied by FIGS. 1A aod (B, possibly franemlen) el

1y

6

phonc enlin ea: b bindled by both embodinsaw is one of
Wi ways, First, the telephons «all can be ferminated imme-
diately upon delecmion of predersrminsd digies ar particular
places in ibe dinling stream. Thus, aach digh in che dinled
telephone mumber i ransmittcd 1o klecommanication lioe
170 as ibe digil is entered by the Leicphone uscr.
Adirotively. oy sash digis fa eotarsd, it may be stored in
microprocessor 130, In this {nstance, nooe of the dizled
digits is ransmined to relecommumicanen line 170 unti] all
of tho digits tn the disled kivphoos oumbér have been
corcred. TE predeteronined digis are detecred at specified
locations fn the dislitg saquense, theo the satwmyd llsphone
aumbsar is oot massmited w wlecommunicution lne 270,
Eortharmare, as shown in the exemplary embodiment of the
presonc iovemion which i {vsarsivd by [1Q, 1E, the
twlyphone gser may then moehve & mewage foono allernate
audio soures 19 indieating tlaf the atlempted lelepboae call
wili not be allowed to proceed. Alttcaniely, if the pradster-
atitel dlimfis aew [ewied, the onll may be miomatically
rows] fo the police, (0 mamagemenar of the insollsnoa

= contzining me public wlephons, or 10 a recording.

B

F

1
L]

i

]

Ia 8 funher exeppliry smbodiment of the pressal
mventnn, swich 150 (of FIG. LAY and switah 1504 fof 110
1B are oot inctuded. Tous, tefeanmmumizaiion futerfzce and
N; feoeralion cicuwiry 160 is eonmected directly (o 1ele-
Snmnuidaliog Loes 170, Upon the derstion of pradeter-
mined dijgfis ar puieular plages in the dialing sequepes, 1be
vser ix prevented from emering adilionsl digits cormespogs
fng 1 a wléphooe oumber into telecommugicutions deviee
1068. The uwser may be prevenned from cmering thes: furher
Jipits jo several ways For exzmple, 3 sipnal from micms-
procossur DM may disable foput device 110, Adlesoerely,
miarapracensss L3 miny dwable deseder 120 Misroproces-
sor [38 may ilso bt mrogrammed o simply Suspend adl
orocessing wWibin wlecommunications device 100 uncli 2
sipmal (such as 3 ~oa-hook™ eondidon) 15 detecred. 1o 1his
s, uae of elecommlicnigme device 100 is sfeenively
Husponded,

In FIGE. [A ind 1B, switches 150 20d 1584 are cach
shawn an 2 physiesl switch, However, it i wusdwrsioed diat
AWitehws 1) and 13UA, mav b (inpjementad as meshanies)
switches, electunic switches, cte, Turthermore, swirchas
158 and 1504 ray b consmuered in 8 manny rsuch tha they
ore tipale of sebioving clevirical Bolation berveen ditle
ent trpninels wsnciiied with the swilch, whils appropriae
physica! comoeelons are malniained.

A fucther exermplary smbaditastt of the prunem fovention
i illustraied by FIG. A Ty TG, 24 wlcosmmmnicy ions
device 21V s edniecied to elecompmunieation lines 230 via
weerlace umit 200. A in the exemplary embadimeg] 1o the
Fresent iovention Whivh s lastrated by (s LA, Lalecom-
annications Jios 280 may have & varien of differan: func-
tioos.

The excamplery emtmdiment which ix iKusimied oy FIG.
2 ineluches microconsraller 230 which rece lyes (msruetions
from mewrary 220, Decoder/DTME aeosrator 260 reesives
a plerality of wlepboor numbers which are provided by
wlecwrmmunizniions devioe 210, ‘[hw lalapbone auminr
acquence 5 converled © elzorica] sionals whish 2 runs-
mitied (¢ reicrocomioller 2300 I microcomioler 230 deees
thaj wpecific, predetermined digits have besn cwrad w0
particeine loentions in the dialimy weuwnos (a5 in the
embodimat Hustmied by FIG. 1A), microcontmiler 230
may signal switch 240 uh open. This cruses 3 wermination af
the telophone ceil.

Although switeh 240 s shown conpeored batweoen wie-
communications devioe 210 and ope comverter 260, & s
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coottplaad tral switch 240 530 bo locared anywhere
belwesn wleoomenunications device 210 ¢nd jelacommouni-
tutron lines 230 which would cause the welephone call o be
terminated when 1he switch is opsned,

A further exemplory eribodiment 1o the preasny ioveation
i Mutimied by FIG. 28. As shown in FIG. 2B, mivrocon-
trefller 330 niay deteemine that ol boyst wo predetermined
digits have heen -entered ar oppropriate locstions in the
Haling requeaes {23 it the embediment illustrared by FIG.
LA). Microcompliey 230 may then sigaal switch 240 o
eoenect phooe ZI0 10 alitemare audio source 200, ln ihis
muoper, 4 message 5 trinsmiried Eroq ollermale sudin
source 290 o ploas 310 which indizases that the semped
wiephons ca'll i oo #llawsned,

The exemplary emilnsliments of he present fvention
which ame fluerrated by TIG. 28 and 2B may bave variges
Teatures which are includee ia the cremplary oulnalimems
which are iBmatrazed by FIGS. LA and 18. One slilied in e
aqT enislyl pegdily umplement sny of the funlures which are
Hlvsirated by FIGS, Laand 1B imy ke smbodiments which
e ilosired by FIGE. 24 ood 2B.

Afuzther examplary embodinent of \e preseat irvention
in Elusurered by I-EIG‘ 2C, In s exemplary cmbodiment,
welleh J40A a0 e matutsined [o posidon 2 uwti] micrg-
conuedler 230 determines thal predelsrmined digits have
Pt eftzres) at specified Jocarions in the dialing KEQUCyCe
(== In the embodinen ilustrated by FIG. 1A). I this occurs,
switch 24D can e wovid 1o posiLion 1. Andio wuuroe 2904
i optlonally indudee. I audin souree 2904 i included, 4
Musige Cul be rsmined m the wser & phoae 24 when
Sdcreenatrelice 230 places swirch 2404 into posiion .

ARurmately, switch 2404 coun be mainined jy pusilion 1
whio tbe sember is entered from wlephoo: 210, Aker 11! of
e igfl Deve boan cotengl and microeaaller 330 hap
Cerermized that § valid 1elephone number hus been colered,
wwiich 240 can be maved 1o position 2. Misrstoniceller
23, thiough comverter 260 My Gen tragsmit he tLaplwne
sumber 19 eleepnrmunications Une 250,

Io a furtber exemplary cobodiment of he present
Lvemioy, velosily goeckity oo disled sumbes may be
Loplemented. Velociv checking May ba msed for delagting
slinfimg of the w0ic phow: oumber (ar pomiam emok) in
E¥LEAR of o predelermined pumber of hmes over @ cedain

tme pared, In nupanse 0 velotiry checking, the tolegnm "

rrunications doviee cau b sclesdvely disstled in order ta
peevent faudulent telephone activity. Thus, fur example, it
8 Bistaigaal oo aod 2 seooad signal stream ettt by
B0% O mom 1elephoicd witkin 2 geftaln tite period anrrs.

apoand o the sama phone nuar (or pertions tereal) he |

wlepbie: peaemting these $igaal stcms can be felocively
disabled, Thic iy also apply 1o etres monbers (o salliay
ceed oumibem) as se1 farch belaw,

Ia 2 Petiyer exemplary cmbodimpent of e pressm
lovestion, velacity chagling on celiing card numbers may
be implemenied Ry isofting a criling card number in the
din] dis siream (haked upon the coiered dialing sequooce),
mulpk cocnresess of 4 single calling euwrd mtmber {or
portions theteal) may be driemited, I this calligg curd
mamber i o 1o by used i omoess of g cortain theeshold
ST & cerlain Hme pacod, the wlesammunicyions devies
muy by disgbled.

I the valoslly checking operatiung described sbove, diuy
compreian {wperypiion) algoeithms moy be applied to
=ntered phiozc mumbers =nd eyflinr cand nambers aod anule
dple level of 1oling mav By used a oudcr to reduas the
2imtunl of MEMOrY storys reomired, For example, a1 3 first

n

44
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b
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level of weeting, veloeiry checlring bad soluly oo atea codes
or imemy\ional codes may be fmplemenred. At 2 swcond
lovel of tesling, veloclty eheckitg oo frequendy wsed
exobanges within fregueatly used area codes may be imple-
mented. Furthermore, 3 sccond level of wsting may be
utplemented in conjunetian with the fig level of westing. At
8 third lavel of weing, the lasl four digls of &e mast
frequently 1sed arck codwd aod eachange combinatinns may
be examined 10 deicemine specific wa digil oumbers beigg
dizled In acldRion, the Lrequency of these calis may b
tetermined. Ihis allows the ability (o pinpoint a fow exaer
tec digil ielephone numbos (0wt of opproximately ten
bitlos eoembioativns) af high usage £allf viog 2 small
subset of fhat smoumt of daw slompe memory (] w 20
whooxand variables).

Veloglty checking may 1150 be based on altamative growp-
ings of omered Jigis, besides or in addiiog 10 (hoss
combinations of emerad digiu staed above. For example, g
simflas rype of eompression may be implemenred for calling
card oympers (or porioms thereof) in gesardinee wih
peuctices wiich are well known o Goe skilled fn the arm

The iaformation which {= aathersd while conduring
wvelocity shacieing as diseribed above may Be b3 pwmitiee by
the telecommuniestlans devios 1o  remore stagan. Thns, Lhe

" wleedmounications device conld tmusmin saistics] or

dutailed reponis on phaoe activiry for 2 miven perind of fime,

Furtherpnsre; a groap of lephane: moy e oetwereed 5o
1hal their dndwidun] daia is cullected on & rmote vompuier
{ool shown) Ar this cemets cotopuo, anuther level of
veldelly vhedking czo be perfvmed on the eombined data.
Such rvworking lieilitates the deteclion of wlephane faud
im which 2 group of perpactors are plasing fauulenl eslis
fromu several teleghones whigh are in closs plrrsical prax-
Lmiry. Detecticn of the seswgrenss o this 1elephooe frmd js
thiey [nedlitared.

Furhermare, y sesudanes with e velocily chealing
deserived abave, Signala tan be wensmined 1o the lelephones
which ae nged for frauchilent aativiry, U ibese telephiome, ire
responsive 10 thise sigrats, telephon wylle which are placed
usiny the detecicd munheo, cag e biocked or raddirgtied os
explained ahove,

A Lunther exemplary embodiment of e pessont imvention
= flustrated By FI1G. 3A. Telecommuninatiane ({uy 350 {2
connceted 1o PRX Sysiem 310. PBX System 310 iy qop.
gecied 10 custamar premise equipmen 3204 Lhrough 370N,
B Sysem 360 i coanecled o ehegmmunicaion Toss
350. FC Symem 360 iovludes DTMF derector 330 and
signalling devize 340, OPME dorpetue 330 canvens DTME
sismpln reccived from tekecommuniention nes 350 e 2
plumlily of signals whieh sn: transmiued w PC Svyly 3l
I£ PC Syalcm 360 delytmines (usiing velosily checking) thyl
predewermined dimes have g wyedin 2 phurality of dialine
WQUENces 2 Specilic locwionk, 3 meligy mey be Sent 1o
sigaslling devica 340, by PC System 360 1o jmeliene that
peteizlly frundulest aedivity iy wecurring. An APPrOpRLe
Individval (o appropriate smemated deviees) may then ke
further aetdon, such ap tormicating the <ol sy the
call, e

Ta & furiher exemplary eabudimun of the presen: nwvea-
tino which 1# itluswared by FIG. 3R, the Output of signaling
device 340 in ysmamiited ta switch 370, Thys, ugel ihe
devaylion of prederermined digiis at apprapriae localions jo
the disling sequence by FC Sysrem 36D, by conncetion
berescea the incoming phooe lice 350 and PEX Symem 310
5 lermingted. Thus, the telephone cull is autvnutically
wnminatg.
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The smbadimens of the presant {gvention which are
illusimied by FIG. 3A and F1G. 3B can alsn be used with 3
wriok type sysietn. Thus, the [oaudnient use of o FBX in
uleiplexeel metsnge apvichiiment son be slvetively remu-
lated.

In 2 fumber exempliry cmbodiment of the present
invenlion, the outpul ol siygnalling device 340 is conneced
ditecly {mot shown) 1o PEX Systern 3100 In this manner,
PRX dymern 10 mswives oo appropriare sigral which
provers use of te PBX Byaam for plueing the Travculont
walt.

Afpw ghan disgratn which iilustretes toe opeeation of the
aresent invention s shows i FICE dA. At dtsp 402, mioo-
pracessor 120 wais for ag o¥-haok condition. When an
ofl-book eanditinn s delacied, tbe appropriae sofiwars is
imnalized 13 siep M, Al ztep 206, as the caller colees coch
digh imp e wleeommwoiations device, cach digh is
reseived, At xtap 408, each digit is stored at a next aveilable
location associaled wilk micraproccasas 130, Al step 410,
e ol oumber of digin which bave besn rogoived s
compared with the expected quinbsr of received digiss. The
exnacted number of rocsived digin s determined in acoor-
dance with sedanat (e, United States} lolécommunicosion
dmking protocols by idendfying the us: of partfonlar diglts fn
the disling segueoss, Alivrakely, in pluce of swp 4160,
Trocessing mav conttnie sfter ¢ predetesmined pecind of
time has elapsed. Ar siep $12, it all digits have oot besn
reevival, exezulion of Lhe ompuser fiftware proceeds La
siep 06, at which poine another digit snierad by the user s
processed, (Nherwics, a1 ol 14, lhe reecjved Suquence of
dinfis s compinad with mbls epines al =0y of scvend
Furticular places in the gisling tequeoee such as thosc
Zinsmraied o Tables J aod 2 above, Execttion of the enin-
pister aoliwers hen procesds o sep 408 vig off-page con-
aeetor A 1L ar gep 414, & mawch is dereenined, then 11 step
416, contzo! continues 1a sigp 418 u which point the eall is
blocked. Altermeicly, ar step L1, § po mweh @ foum!,
vanlyi tomiicaes w sep 476 % which poine 4 Tige i3
etwitcd huel e volored dumis 2ze e smined Lo the wle-
chope Sine oo Inifiene e eyi],

1o an almemasive embodunent of (he presant invcniivg,
afer the | i blocked arstep 18, coatol continues to sren
4+ & which Foint the eompylat $0Ewae i initalized and
& b Bequenoe of disils may be emared. A4 any time, i 20
on-hook sondibn i denewd (slep 427}, then, coptrol s
traxstermd 1o siep $07.

& Sifther ¢ semplary embodiment of the prawm invenden
s Sluciried by FIG. 9B, A sup 450, when ao oF-houk
wondition s detecred, the eampucy sofivare is infrizlized. Af
s 436, a Hae & obtainwd. Al step 458, ¢ disliog gl is
recelved fram (be fefvphone user this dialing digil s
capsmitted w the avalable line. AL step 460, the receivad
dizling dich #5 mored in & nea wvailable loearion ageiaed
witli caleToprocessor 130. Al srep 336, the teceived digis e
eomputed with a1 plumlity of swed aumpers o any of
several pardeylar plages i 1he dialing sequeace. At siep 464,
i 2 wyvich = [ovnd, then, 21 flop 466, thu sel! is blocked.
Allernately, i oo evach 5 Fund o step 34, execwion of 1bs
anmptler sofiware continues a1 uep 458, ot which poim
aceiber dialing digir i recejved from the welepnong vser, L
2ll Cialng smis have been encered without determination of
2 merelt o skep 362, the call i3 allowed 1o somplete. I, ac any
lime. a8 op-hook condiior # deteried (sep dA2Y, shen
processing suwsmalicelly wemiiaues &t siep 450,

T exempley cobadhnsets af the prassn invuntivn
which are Puscrzied by FIGS. 44, 4B wpd 4C may ba

10

stightly modifed so that these algoridims mey be uscd in
wceordance with the exsmplary embadiments oT the prosot
invearion which are iMestryed by FIGS. 34 and 3B, By
implenreating thess algocitang i conurctgn with velociy
sbocldog, 1 sigozl can by taosmitied which sierts an indi-
viduul (pr putlommuted deviess) that polenidslly Srpvdulent
telephone calls are Socurning. Furlhermore, such a signat can
ba untd for prevaiting tis PBX [om enmploting the ooll by
openiog A #wilch on a lolcoommunications lipa whish it
counected o the PBX, seleciively disabling operation of &
mulughﬂd Irunk Upe or wabizoiwiog & sopatate sigoal w the
PO in grdar 1o dlsable at Jaast & pordon of the PR,

In the abowve descriprion, shmenows refercnses bave been
wads Lo e blodkng of a wlephane call o the conml of

. Feandulony acedvity, T I8 taderptood thut way of a veriecy of

41

meibods may be vsed w oprevent frandulent use of the
islvsommunicaliony device including, bwr oo Limped 1o,
$vering appruprisly coonectioos, muttag the mouthpises,
disahting the Mol enery devier (Lo the keypad), etz

While the iovenlion has been deseyed iy Terms of an
#xumplacy embodimen, it & contampliled that {t may be
pra ag outlined sbave with medifientiony wilbin the
spiril and scope of the appeoded chims.

What is cleimad:

1, Telecommunications agparams for selectively prevemt-
ing estrhiiahmen: af a telephony cull 1o o twlephons numbsr
baving a ceniral office exchagpe code, said lelecommunica-
uons appuraly being capable of wnsmitling « disling
sequance which incluge! 1 Arst plurality af dinﬁng wpmls,
followed by « seeond pluralily of dialing simnals follower by
& third plurality of disiing signuis, said wlecommynizations
APRACATLE CEMPIIting,

means £or receiving Baid Jisling sequencs prine o recate.

ing safd ceniral office exchangs nde;

meank for evalunliog said third plurality of disling sirnals

and for preventing esablishment of sadd wlephode cult
if seiel evatuyed third pluralily of dinling sigeals are
determined 10 8) M in a location in said diling
sequonc 10 actemplish mtetnational dialiog and b)Y be
regpeclive predulermined Mgmals which sy used for
iziernalional dialing irrespeetive of saidl saeand phursl
ity of dialing sipnals.

2, Trlecommunicadons yparafus sceordiog o elaim [,
whlrein saizl siemale whirh are wiad for inlcrmuianat dialing
corespond w a ~0v” dizfing sequence.

i, Tlwwmmuynicalions apparawa wwanling 1o claim 1,
whorcin #8008 mesin fur avilualag 33l third plerality of
dialing Signibx incledes means for evalisfiog said Hrs
Plurality of diaking signals uml [or preveoting establisbmem
ol said otephons call B said cvelugmed Brw placsliy af
dialing signuls am determined 20 he forilier mespeclive pre-
delermined Kipgnalg.

4. Yelecommusiation wppamits worording w0 cluim 2,
whercin said loeation i sk dlatiog sequence 1y semmplish
mierpalions] dialing §5 en earlfest Wosatan wilkdn siid dial.

5 igg sequendce which indicates thar said dialing sequeger is

for wocompilialing imroaliosal dislisg.

5, Telecommunimariaas apparatus seeord!ng © olaim 1,
whereie Rait aneapy for evaluaring said thied plerality of
disliay sicnals identifics said tirg plurelily of disling digis
s0d winidl secund plurality nt‘diaiing eliyrits 1o wrder to idenrify
suid {hlrd plurality of diading digla.

6. Telkoommunieviong apparans wwowding 1o claim 1.
whersin seid sespectrve predetemmined sigask which are
syl for imerassionsl dieling are o0e of a) an Iniernujunal
acoras eode and by an internadanal sees v,

7. Telecommenicatiuns Fpparaius according w olaim 5,
whoreiz saitl fneats for evafusting said thind plurelicy of
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dialing siguuls seleetively prevents estallishmen: of sad
el=phons call by preventing said tefecommunications A
tatys from lansmiting of lesat g portion of said diabne
WAULCU,
- Telecommunieations apparatus for selezdvaly cnatling
establishmery, of 4 teiepbotie call 1o & «wlephons owmbar
Baving 2 ceatral offies exehangs code viz a communicatjons
pathwey, shfd welecommunicanons agparanu bais capable
of tmosmitting « 'diuling sequence which iudud%s 2 fim
plurality of dialing sigmals fallomed by a scooqd placaliy of
dlallng slgnals Jollowed by a ibird plurality of diling
siunals, suid lajecommaicalions apparatny comprising.
means fior roceiving eald dinling ssquence priur o rece {v-
g azid cootral office exchanag coda:

means for wvaluating said thinl plurality of dialing ignals
in 2 Jocarion in seid disling eaquesier wged fur inweroa-
tinnal eiakiog by determining it setd third plucdlity of
disling sigazlt uré vhed W ameomplish nlernationy)
dialing:

means for yaosmiiieg said disling sequense 1 gl

communicaigns pathway

Mid evalnzed ehird pluesliey of Qiglicg signals are
dutermingd th nat be precklermined sigaals which
arz used 10 aceamplish fnte rpmional dialing ires pee-
tive of said second plorality of dfisling sigmls.

9. Telvcommualeaticn apparzius aceeddiog 10 gluim &,
whewn said recelesming! signals comespoad e s 4"
diplity sequemce.

10, Tekeovyrmgmgignions appiralus acoording @ Slay &,
wheremn said means [or tranamitting ssid disling sequencd ta
£3id somunications pathway rangmite zagd dizling
soquency o $Ald commusicationt putbway if ssid fis:
phemtiry of dialing gigoals are detarmined 1y got be further
poederermined sipnsls.

1, Telecommunizszions aptdcavm accoming o clyim 8,
wieTeld spd laesiion in said dizling $qusams 19 atcomplish
intormatianz! dialing js w eacliest bocation veithio suid il
Ing sequeqer which indicats \bul said disling scquence s
for azcomplishing intcrnational djsting

12. Telscomtuuicanions sppacite ygooiding fo claim 8,
whereln sald menns for avaluaring suiel hird plurlicy of
gialing signals identifes suiv Gont pluralicy of disking digis
e sald scannd phuea line of diating digit io oeder t idemify
anid thi-d p!urulfl)' wl chinling i,

12, Iziscommunicetions Lppararus cocuming w alaim 4,
whereld said rospoctive proceirrreiged Signals which are
used for Imematian] dlaliog are one of 4] 0 iggoutional
etess code and h) an inmedstiggal aca codes.

14, Telenmmunications apparstus eccording 1o wlaim 13,
further pompricing means far reventing said telccomusii-
CALIONS 20p4 rthd from RAsmiiog an least 4 portion of said
dizkizg, aquence Yo sid eamtauniceiing pathway.

18, Telecommuniczlions apparaus for preventiog esygh-
Lisyment of & telephone &0 1 = lephone oudiber haviog a
central office exchange code which ocours aver » ammy-
titutivos palimvay, said lelecommunizations pparatws befn £
cuz=able ut Immamitting a dialing sequedate eorgponding to
waid lelznhone eumber which fcludes 1 frst sfanal valug, o
phucaliry of seeund sizoat valdes, aod 2 phep fity ol furiher
sfznal walues finerpoded hetwesn said ficsr sign value and
sard plirality of gocond simnal valves, £41d telocommunica-
Tons sppseeaes comprising:

miats for trsasmiliog satd {s sigaal value, said plural-

ey of keeomd signal values 2nd sgid pludalivy of further

sianal valuss i £3i0 semmunicativns pathway priow (o

Lmmilling signal veluee cortespooaing fo sad cantrd

ntice exchange code;

5

g

-
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i locaticns withio s:id phoslity of o
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meams [or evaluntiog seid ploeslicy of second siomal
values and for oreveating esnablishmen: of smd @l
phooe call il

said pluralivy of seoond algnal valuss irc determined 1o g)
be In & location in said dialing requence 1o aceomplish
wrational dialigg and bY be uweed 1o aecomplish
inletnutional ciling imespective of &id plunility of
[aniher signnl values.

16. Televommunicirions spparas asvording o eluim 15,
wherein ertahlishment said jelephone call s prevented (f
said pluraliry of eeenad sigasl value corcespond 1 2 1"
dialing 2equenee.

1?7, Talssommunications apparatus according (o =lafm 15,
wheeain said muant for evaleatiog ssid plucaliy of secood
sipnul valwes Torther includes musng lor evalualiog said fist
sigoul valuw and for preventing eslablishment of sstd tele-
phone el i wid Bral sigoal walue a8 predecermined
localion in said sequence fa delermiged o be & prederae
mined sigoal value.

18. Telecommualoaslons dppacanss accordiog, to ¢laim 13,
wherein said locadon In said dialing saqueeey 19 neeomplish
laternational dialing is an cacdiest baeotinn within sald dizis
inp sequeges which irdlisutes 1hat said dialing sequence is
for accomplishing intermatiesal diallng,

19, eleswrmmuaisaiions apparztus accarding o claim 13,
Wherein seid masgy lor svehuadng said plurality of second
sigoal values Ideariflen said et siyeel valve eod said
pharality of farther sinasl valucs n order to eanily said
pleraliey of scvond sipnal values,

20. Telecommunicaons apparans wocarding (0 claim 15,
whorein said pluralioy of second syoel valoss are deter.
mined 15 Bt used 1 sccomplish infcrulional dialing i eatd
pinrality of savoul signal values are one of 4) an micma-
tonal acerss eade and b) an inwenotional area code.

2. Teleeommunialions apparsrie socearding 1o slaim 19,
whttein suid means for evaluating said plurality of second
signal values providty siubtishmen: of said wlephone wll
by preventing ssid eclecommunivelions Apparstie from
wugdmilting at least 1 portien of sad dizling sequenae,

22, A method lor at least panjally preventing eperation af
1 wlecommunications device whizh is capuble of transmir-
ung a plueality of aignal values, said meihod couprisios the
steps of

a) reeefving raid phurality of signal values;

b) comiparing at laast 1we of B8 plurslity of signai values
mpeaively located 1 peedetcrinined owalions whed
tor \nwevaational glinling wilh respective predetarmine|
dipil serpuenvey whieh i wsed for iiurational dialing
und comparing 4 forther signel vadue lnemed g1 2
turther predelermined location with o [isrther predate
mitad aigaal value, wherein a plorstiny of fssher sipmal
values are locatsd hetween said af Jeast two of seg
plurlity of signal valncs aud Suis {urinet signet vajue;
LhU]

<] at lewst parijnfly prevemting apeeation of said telseom-
muniesrioas device irespective of said plumlity of
furiker signal values if said at least ove of sl pluraluy
wl slzmal vulues and any oue of sidd respective prede.
wnigest dipil sequences ke found tu be idenlical in
slep &) and if said finther produivomined signal value is
fvpd 1o be idemicel 10 said [unber sipmal value.

23 Tne melhod of elatm 22, wherein said digit SEQUENS

include 3 ~01" dalice sequenas,

A%, A melhod acconding w elaim 23, whereln said predas
termined Jonu oo used for imernarianal dizling are earlicn
1 values whah rodi-
atdy thal vaid plurality of signal vahess ape fur accomplish-
ing Imernational dlaling.
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15 Amgihind pxordiog, i claim 22, furthe comprising
the sicp of identfyfing spid further signal vahia apd xuid
plurality of further signal valnwy in order o identify said
Ierst two of said plumlity of sigoal values,

26. A metbod appartus aeconling 1 claim 22, whereln
wariel nSpeetive predelertiined sipnals which are yged for
Tlertationa?! disling ar= omne of 8} o intemarional acerss
code and b an jemmaiional area code.

7. The mathod of claim 23, wherein sach o€ said plurlity
of signal values camesponds 10 one of the chammers 1, 2,3,
4, 56 7.89.0,#end ",

28, The method of clamn 22, wherdin suid telecommnued-
catinns davioe & caupled 10 a Lalecommu ications pathway
ard wherein gpecation of faid releanmmunications device is

2t b pasmially prevemed by seveding s copmcliva beween

nard feleommunigniny dovice and sald |elecotDimunica-
oot palbway.

29. A method of conlrolling the operation of a telasgn.
ottt devier ety capable of tragumitting 2 dinling
sequence which Inoludes & first phuralay of diuling sigoals,
Ellewed by u vencond plurality of dialinr sionais filawed Wy
2 thind ghirality of dialing sigoals pricr w trsnsmisting 3
central ofey exchange, s2id methad eompriving che sieps of:

8} reeriving suid dicling sequeacs;

B) evlunting said third pluratity of Sialing signals;

) al lzast partially provendnr opersien of wiid wlecom-
muniyToas devies itvaprctive of said sceand plurplily
of dfaliey siguals if said evahubbed gt plnmliy of
ialimg siunals aee determined to 1) be in eston in
wid dizting seouen: somplish inlemations! digl-
g und B) be (a ome of § planliy of respectively
predatarmisied d:ai sefuences, whish ae used for inters
netiansl diallag, aod

d) imesmitting sail dinMnp sequence 1 sail vommunico- ;

Hous prheay if said evaluated thicd plurafity of dizling
sigmaks 5 per determined 1o be 2ty wog of sald phuzality
ol wipettively pradulennined digit sequeases which is
wed foe ineernational dialing,

30. T mothed af elsin 22, w hemein said predercensined
digt sequences inelnde 4 "1 disliop sequence,

JL A method of cosunlliag the dpertion of 2 wlesam-
muzications deviee acconding o claim 29, whormin sicp (1)
further inctules e atep of gralualing said firs plurality of
diabing signals and stsp () ineludes the siep of ar loss:
partially pevemize cperiion of sald wlecommuaications
device ifsald evhlutted first plomality of Jaling signale are
teternined 1o be & Jurthet msoeerively pradetsnoined diwit
sagusace.

A2, A ik aczonding 10 olaftn 39, wherein aid locaidea
i &idl dwllog szquence [o accomphish jutermational dinling
5 a3 culioo! lownifen within said dialleg sequvnce which
{ndiguizs thar said dbliag meguencr is Jor secampkishing
otermatinnal dinline,

33.A methen gecording o claim 29, furiher cowprising ;

e s1ep of iHenriying said IR plocality of dizling signals
znd mait! gecond pluselity of disling sigmals in order w
idewriny sad thind plurlity ol diziing sipnals,

H. A method aceording v claim 23, wherely suid pin-
eality af rspeciively predatennins) digil sequsnees which
ees vl for inwemational dlaling wre onv of 7) an emge-
toral sccesh ide and b) an micraadena] steg code.

3. A method for au lessr pactially preveneing use of
telerommunicazions device, campriging (he swps of:

aj 2exwiving o pluratily of sizoal vaiws. which e gazered

i yaid telecommunieations device, vhcrein said plus
nalily of siges! valees fnglude o Brse group of slgmi

1
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valuss oliowed by a second group of sigel vilues
followed by 2 third groug oF signal vahes;

) comparing sid recuived thiml provp of signal valucs
with 3 plurality of Grst lest snymal walue sequenoes
which ars uked for ineeoationa) disling; and

€}t least parthully preveaing use of said wbrvmmuni-
canons device if said third sroup of gigoal valves is 1)
in 2 locallon within aid plumlity of simnal wvaluey
whith is used lo accomplish iglernaliooal dialing and b)
found w be idendcal 10 said pharallly of Sew tost Aigna)
value sequences Utespective of said second growp of
wignal values.

38, The detbod af claim 35, whersin wach of andil signsl
vilnes comesponds 1o ane of ihe characiers 3, 2,3, 4, §, §,
7.8, 9,0, % and -,

37_ Tha methad of claim 35, wherein 2aid relacommund-
exioms device is vuvpled 1o o 1losommunications pathway
and whereio operation of asid lesommenicanions device is
at loast partially prevented by severing o eovneetion between
said eleomomenivatons device and said relecommunies-
Hons pathway.

38. A melhod for st feae puptinlly pooventing use af a
tnlsoarmaunicutions device acconding 10 ¢lyim 38, wherain
step (b} inciudes the siep of compariop S35 rmeeived frsl
froup of sizaaf values with o plurality of second st sianal
valuw aoyuences and siep (o} etuden the wcp of ot least
partially preventing ww of said telzcormunicatlone davise
if s2id first growp of slpnal values & fousd W0 be idendeal 1
ajd plueslizy of second Test signal value saqueguts,

3%, Amethod aceerding 1o glaim 33, wherein said Ipeation
withiz said plamality of siq,nal wulues which is osed o
Sevomnplish juizenatiomal diniog 4 a0 eaclicst meation
viihin said plurality of sigoal valuey which idicates that
said phurality of xigmat values i for accomplishitg ko=
tional dialing.

40, A welhod according o vlim 35, duntbier comprising
the step of juwniilying seid first geoup of signud voluey and
said seeand aroug of sigoal values in omder ) idearify suld
third group of sigaal valoes,

41. A method accordiog, o claim 33, whetein said piu.
exliry of firdt uyt wigtial value sequences which are wsed Jor
wWinational dialing are ore of ) 40 ey Gooat access
ende gnd [1) an infernational ares oode.

42, Apparants, for wbe with 2 iniecommunicadons davie.,
for selectively prevending sommMbgicatvns belween said
mlasommunicanogs device and 4 forter telécommunica-
linns device, said 1pparames comprisines

means for [nierposing said 2ppacius hatwesn stid tole-
communfedticns device aod said femther releeamemuni-
ity device;

Bwuss [or receiving a plurdily of sigoals which wre
trandmilled from said telecommumica fiany daviae prict
w0 il lelwsommupieaions device tunsmilting o Ryp-
ther pluraliry of sigouls enrospendiog to a ol
office #xuhange cadle, said plurality of wigmals colnprise
ing & fiest pluralily of signals, Eallowed by a serond
Plunlity of signalz, fullowsd by a third plunlity of
$iptuls;

prevention means for sclectivaly preventing eonmiive-
fions beiween said eledommumeatioas devics sod $1id
tunber welscomimeinatioon device it said thial plural-
try of signols sre determined t 1) be iy 3 kogation
within s2i plutality of siprals which s wsed fur
acenmplashing inleroational disiag 1ad 1) include opes
ol 3 plurality of ws signals which ury uned for gotosn-
plishing {seraational diling imespeciive or safd gue-
and pluralily of signas,
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43 The apparamy &f claim 42, wherein vueh of swd
signuls orresmgds 1 ooe of e characters 1, 2,3, 4, 8, 6,
7,8, 8.0, %a0d .

. The apparams of claim 42, whenin safd suid jely-
sirnmvaicatons devics i3 eoupled (o o elocommunications
pathway and whercin 2aid preveatian moans oludes meaos
for severing 2 connection between said wiecommundgutiva
device uod taid telecommunicationy paibiwiay.

45. The apparstuy of claim 42, wherein said plunlity of
lust gignmls comesponds 1 digit seque=nce 01,

46, Apparanes aceqrding o elatm 42, wherein said ph-
rality of test sigmals corresponds ko o 0" dialiag sequence.

7, Appareius aceprdiog o claim 43, wisnein suld pre-
vention means seleciively prevegls communicaliony
berwertt safd mlegmpmunicansns devies pod snid Further

"

16
eircommunications devies if kaid third plurality of signals
are delermined 10 be af ap oalisat lacatios wilhin said
plurality of signals which indicates that suid ploslily of
sfgaxls are for accomplishing fnzeroaional disling.

#8. Agpararus according to claim 42, whersit said pee-
vention meama lgentifvr soid Est plasality of signals sod
tatd secand plarality of sigoals in order 1o ddentify said third
plurality of zignals,

4%, Apparams aceording to clajin 42, wherein said second
plurality of 1est sipgnals which arz used for sccomplishioy
intermational dlaling are one of 1) an imernaliomsl pgedsy
code and b) an inmamadona] dtea code.
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METHOD AND APFARATUS FOR
TERCEPTING POTENTIALLY
FRAUDULENT

This application * A condmiadon of applizarian Son Mo,
02047 1601 fled Apr. 2, 1993 (now whandoned) which was
i continealion im-pan of spplication Ser Mo, 07/911,115
Flad Jul. 9, 1992 (aove nlspndomed).

FIELD OF THE INVENTICK

The gresent ipvention relates 10 telegommugicaGons ancd
mare specifically o the galective disablement o tivenm.
micication deviees, It panisylar, o mebod and apparalus is
disclosed for monitgring a sequevee of digs inpel I a
teltedmmunication deviee a9 salectively disabling the role-
communication devics it rardenlay; digis ase dereecsd af
dafined kcaiions in the »eCEcE,

BACKGROUND OF THE INVENTION

Acomzen melbott [ur plosig 3 e} witk & relecommu-
ichtings deviee (£, & pay wlephons) is through the use of
calling gamd sumbers. A calfiog cand pumber i & AU
of diptia which smay Te weed = jgpun 10 2 1elecommugicas
o device by 1 telscommmunicarons wer By cotering
eyllioe card mumber, e cost of 2 subsaquendy placed calf
may ba charged wo a ealling eond secount. The charges which
aene o 1 pariivular Gling eard socoums then beamue the
resposibility of the ealling can! meteoot holder fo.p. &
perticalar individual or eorporadon). In this mugaer, ens can
s T piy felephoue withoul inserting coins b that deviu.

If o lelvcemmueications compamy reecives 1 valid
requence of dipus Whea calliogp card number enay i
Tequesiad, the &2l s allowed L Snarpleie, Conversely, JF the
telecontmunizatioht empany meeivey &N igvalid scquonse
of digits when calling rpd funber ealey b regudsied, the
<=l1 2 mot allowed 1o complate, ‘Thus, the scowsty i the us:
of & calling card aumber e in the confidentiality of thay
nuraber, n olber words, by ol dvidgiog ane’s el enpyl
oumber, nnowthorized use of the salfing card acsount is
l.'-ﬂ'lh.'[ivuly provented,

Using tht Unied Stter ¢4 2n exemplary ongiaalicn
poinL, 1 catlor ceuld bill 2 jalephage vl o 2 caffing eard
woount Fom a public telephone By sliply thisling 1he
interzationz] access oode (g OF1 o o) &l,l,gw:d by the
cuuelry ode, the city codg and tho numbcr of e paoy
being called. The callerwould then rycaive a tone. He woyld
thew snter the mumbers of the calling eart inwy the Ielephone.
‘Ibis may d8 accomplished, far exagple, by pressing appro-
priate pusi butinns 0a a DTME keyped.

An eilerpative way \o plce calls nadng & taleeommuni-
entinny device is through the uss of night avewer and
amtomated Vojoe (eSpOnss syyles, By caledng » series of
digic which eall one of these Sywtemy, ~eulry” fnto the
systern ih oblained. Then, by wotering addidenai diglts (e

an acrexy code), the system muy be direcied 1o plase 2

wlephone clf o snywhers in the world, The owaer of the
Ay’ {857 A corporating} i billed for the vl of any cait
which is anmplated by the syslem. A vxemplary syslam af
thiy lype is deserhed in US. Pat. N, 4,747,124 eotithed
*PRY TELGPHONE CALL CONTROL. SYSTEM™ which
Fs menroomaing by wference for it wachimgs in \be field of
awgmared voids regponse systems. Again, the security Lo
proveptice unauthorized gse of guch g sysom lics In main-
nlning e confidentialily of any access codes wiieh snable
svalem aperztion.

Albough the methods dessribed gbave AppasT 1o be
pweivy MARIW JEW berercl wuyo 1B yiEl yoauthooTod sany

L1

£+

6

o

2

can b muce palag such sysiems- Calling card nuimhers may
ke saolen, for example, by warching an unsuapecting user
¢oter the pumbers. Until the thet bas beeq discovered sog
the agsount suasclhod, tiese aunbers 2an be uned hy the
ahserver to frauculently place phose calls, The oo fling card
sccouat holder i then sharmee for the ot ol e calls. By
using wiadeg sallong cood oumbery 0 this manuee, @ i
prasible 1o Frandulendy plice many inerastionad eails whick
priginate [mom the Unimd Siates,

Siumilarly, fraudulent calls may he placed wsing pight
awer 3nd sutimated voice respanse aystems, Agaln, seei-
rity digits, unknewingly sblained by a thief, ran be enisred
imie & telephune key pag in order o signal a oigh answer or
pulemIT] Wicit response Systom 10 place 1 loog diane or
imecoarionsl eall. tn tig ghinger, the ownes of the 2otpo
thiian = aukomatically Biled far the eost of such ¢ eall
withoul the stirpuaativn’s comseat.

Ooc sohurion which minimizes fruduleat calls from s
e wloghooes is 10 block oumbar sequences which aecess
I BLIOAR] Glchm FUnicITions £Atess SIS Srrvias
are nften accessed Lrom publiz welephones by inleially enters
g the diglt sequenes ¢, Cocthermoore, moent lepislation |n
the United Soates has provided o egricry of altenmative sxdes
for pleding imiernational cafls. Exemplacy godes foclude
10xzxz, 930, s 1-800.

In additicn 10 acceasiog Mmiemational lelecommunicatison
firviees, Mo ewled set forth above mey be vwd [or accessing
long disanee gerviecs (ep. inlersine eally), Surmol United
States law pravepts the Mackspe of intermate enlly from
puldic twlephooes when these solla are placed using cerin
ventss vofur, Thus, although the blockege of calls hased
solely on the deweetinn of 1he gosber sequences spectfied
Amve would prevent access to jitéraarionsl lelesommuni-
catioos servioes, the hlockage of calls Luats) wolely oo the
delection of the pumber sequeaces speeificd shove would be
urlaw(ul, becayss iptarslats calls would be blodknd an well.

Additions ] aeeey ¢ty may be crezled in the fulure for
aceensing long distaner andfor uermational telecomemeni-
caliyn surviees, Tulcee Uniled Stares Law thy provent the
blocking of these futlee created wodes,

SUMMARY OF TRE INVENTION

The presemt mmveorica relates @ 4 fvthod ane apparatus
Fior iree ree pring welcarially (raudubent telophone ealls whick:
originaie with a dialing seqdence which includes a2 frst
Plurelicy of diaking dizits fallowed by a second phurality of
clisting Aigits [olluwad by a (hird plurality of dialing digirs,
The eall ig dlocked if v firal pluralily of dialing dighs and
the ki plurality of dialirg digite are deermined o be
respetiive prederermined dimits.

EBRIEF DESCRIFIION OF THE DRAWINGS

FIti. 1A & o binck diapmam which flumnes a s
cxemplary smbadiment of the preseet fnventivn,

FIG. 1B 15 2 bloek diagrarn which illusrares a soeypgd
evirm ey smbodimenL

FIG. 24 i » hloek diopram which illueirmies 1 third
sxemplaty combodiment of tha prasont [nventio,

T1G, 2B is 4 block disgram whleh ilusiraws + fonrth
exemplasy einbodicm of 1he present inventon,

FG. 2C & 2 blowk diugram which itlustrates o fifi
«¥trplary embodimsnt of the presen: invenion.

FIG. 3A W 1 block diamrem whivk Wustrtes a sivil
exemplary embadiment of the presans {Rvettioa.

FIG. 38 iy o block di.lFl.’lm which Thusteatés & weventh
FEMPLay coarianmy Ul W poeseul Ly e
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FIG. 4 ls a aniun How chart diapram which lusirates
the operatine of an exemplaey siobodiment of e present
wveolion.
FIG. 38 13 3 Nsriber portion of the Jow chart diapram of

FIG. 4a which Dlunraes the operation of an exemplary

embodiroent of the preseml toveatta,

Fily 4C 5 & fow chart diaoram whish (ustraes e
operating of 3 (uethes exemplucy embxeliment of the present
mvention.

FiG. 8 &y ook diagram which Mustcalss a systeat in
woich an sighth exzmplary smbodimeat of the present
{vention can be implementerd

DETAILTD DESCRIFIION

A Brm wemplury sobidicnt of the present invapion is
Musiraied In Filr, VA, A% shawm in FTG. 1A, a releconiymn.
nications devioe T00 j2 coupled 1o telecommunication lines
170 through L=lecommurication imerfce and tope Dener-

Hoo cirwritry 160. Ip an exemplary amboditeor of the

DrRespl inveation, o AG0 welndes semicondycior device
TP3088 {manualaclurad by WNalionai Semicoqducror
Comporation). Furthermors, the slasommunicatinns arer-
Free oy be implemented asiog cirenis enmfigertions which
are weil kmawn 18 gbe skilled in the art of desmiening
tzlecom municalions systema.

Telecommunication line 170 may ba ussd S0 a vowiary of
different funstinns, for vxample, for mierfaciog w any fype
of commereial- iclephone netwock, Altermu=ly, Ekcmpmu-

Fieariony Lline 170 mzy be nsed for interfacing 10 any yope of ;

prvile netwerk inciuding, b pil Limited to, goveremant or
corporzle owaen petwatks, Fitthermore, telacommuniea-
lioms i 170 may e wsed for inerfacing 10 § |émited scerss
iyps netwirk, far exampie, a telecommunieations e which
has been speifizally ileatilied by 2 central offiee {ar np
amlopeus switeh) for dedieuted noe (v pay ‘elepbone
tignieiling peanneols). Furtheansons, ismommunicatinns lins
176 mey ko coupled ta 2 variety of wlephops neiwatis (c.g
it celfikar oerwerk). This, the iovention may atsn be usad for
porzhle (ineludinp, cellulac) applivations.

Switeh 150 ix lomued belween lelezpmmunizstion inr-
face and rone sensralion circuimy 160 aud Telcouma urdes-
uon Lines 170. By applving an apprupriale conlrol sirnal o
Mvitch 150, communcatona lwiwesy (elscommupications
devics 100 asd telécommmnications lines 170 eun ba oec-
avely swopped. Swhch 130 & showan disconnecting one of
severl connzctiogs between tlecomaumnicaio wnlerlcs
umd e geaemion 160 and 1elecommunication lines 170

. Howevare, mone thnn onc switel (oul shown) mav b used ag

a5 io discornect sach connacton hetween Telecommunica-
ton ipeerface and woe pentthlitn oty 160 and tole-
ohmMmuticoyong lines 1.

The coouwol sipoal which i reoriver by switch 150
YHginates [mw micreproceasor 130. (8 w0 excmplary

embadimens of e presan invention, mismprocessar |30

mayv ba a deviee such a8 & Z80 semticomclucior deviee, $800
serorconductar devics, e Microproosssor 130 iz coupled.
I8 progrim memory 140 in which approprinte moutines for
ase by micrmrusoar 130 ar slored. Exemplary oo ms
for controlling the microprocessar 130 are desceribed helow
with refercner 10 FIGS. 4A, 4T and 40,

Ag ghown io FIG, 1A, fmpet device L may De used for
exlering a plurality of Qigits into telecnmmunicatines devio
1M, Tepur device 118 i coupled 10 decndey 328, Ta an
exemplary embodiment of the present inveniion, decoder

1310 mmay be semiconductor devise 140923 matvtaotered by
THasimenl SOERERREMIS N Torpomucd, Lol dinil Whsdp o

[E]
=

a2

LL

el

1
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=]

an
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anterf wsing input device 1M is delened by decoder 128,
BPecoder 120 rrapsmie thiz Information 10 microprocdssor
1H). Microprocesser 130 then (rasmits appropriate signais
ter (electtnmumcalion nterface and tone gencraion 160,

In an axemplary smbodiment of the preseml invention, a
user enters a plurality of oumbers wiing inpmit devies fLD,
Based on ihe particular digit sequence which iy ealemd,
misroptocessar 130 dimeos \wlssommbiniction invrface and
wnne seneralion 166 to produes approprate DTMP togw.
Asmiming switcl 150 i3 o the closed poslrion, thes: woea
age apgminted 1o telecommunicalion lices 170.

Furthermore, in an exemplery embodiment aof the prosant
invention, armbess ane volsred Wsiag 2 wlophone keypad,
Elawever, f @ eontemplared that aliermative methods foe
eurericg wlephone dighs may de uaed in order tn prodnee
tppoprate woss fom wlecommunication intedface amd
tane gensralon ciraultry 16V, For example, a desime oum-
brer seguense May b oemtersd using o wlisiowal roaey
device {not shown), Alwmutly, n Jiglh sequeass wny b
stored i an ipformanng meding (ot showm) (e, 5 oredit
Al magnetie siripe, 2 emart card, oie). The teleeomanis
carinan davics may {aelude u resdor {pon shown) which is
capable of rending the diwit segquesce {0y, from the ooge
nouc medium, the sman cand, ). Adrernetely, 2 digit
aohunce rirby e Apckep by the uger and theg eoovencil inf
appropriaie ¢lsoironic sipnals by voles (ctgoilon cicouilry
(not showr). Tis, it 5 understood thar the ight sequones
may be cotered (00 tkcommunications device 0 o 1
vancty of ways.

Poogran1 memory 1) inchudes appropriars sofraso wu-
tney it omder o prevent the use of ielecommunications
deviee 18 GF pardeular conditionn oee mef. in pordenlar,
microprocessar 130 examines the sequenes of digll‘.l whivh
ate enterex] by igpul device 130, If micropmcessor 1M}
determines tat partictlar diglis bave baen colered al par-
tenjar plaeas in the oiyling sequedss, midoproessor 130
signals switch 150 to opan, thus dixesanasting the call, Sush
a1 delennimaticn may be performed, for axample, by onm-
pafing o ccwred teluphome number with 3 plurelity of
telephane cumbers Tacated in A thbile which iy necrssible (o
microproessser 1M Table snides may inclods “doo' e
viluea to indicare digits and locations in the dialing
soquenes which Mioubd nor seeve gy o basdy [or preventing
compleion of the wlephone eall. Thase “don'y care” values
may be siueled beoaeen wo groups of dinling digis (wich
groun includting o least two dialing digits). Put another way,
ihe don’t cars values (and hair cosrespoading signal wvatues)
are inlerposed belween a tird group of dialing digies (e, G
sipoel valuzs) and & sewoed proup ol dialing dimia {ic.
racond signad vatues). Each of hese two prowps of tialing
cigdts ure thes evyuied 19 detetmine if the oul should be
aflowed to counplere, Tor example, e Srst of the two groups
ot dfaling rc:ylm (and theit correspendiag sigual values) may
be compared to brat lesl sgnal values and 1B second of [he
™y fraups ol dialing digits {and their enrrespanding sigusl
values} may be eonmparcd wn secand lesl simal values o
make thin derarmination, Furher "don’r eare” viliae may
precede o sweveed ther or bab of e iwo groups of
linking digis. Sohware to implemenl this slgerithm iy
candily Ayntiwaizud by cox skilkd in 1be an,

Exemplary “doo’t core” values which follow the sscand
group of disking digits may inchide a soantry eade, § wlly
eode 2nd u keenl number. Ths lecsl aumber inchdes o
veniral offics exthangs code which iodicates an exchanpe
arvz ({8 one or rovers] cantral officos) through wiich the
calf will proceed betbee reashing 1he destinution subscyiler,

Iiw uoo Ul Wi Inuiupy o Ulsbalod bY a cal] o Pari:
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33-1-local number, 53 i presently the country code awld 1 s
the <ty code. For ealls w Nol Atericn ouiside of e
United Staics, the “don’t care™ values may simply suniain 2
local mumber {f.e. withont 2 counuy code and 1 alty cade).
Acain s klephom geaber will also incude a exotiul
oifice =xcunge code g indieare the exchange area {or ope
or Sovarsl cenuel offices) thmurh whish the aall will pre-
ceed before reachiog the destination subscriber.

In an sxemplary emborlimunt of the presenl iovention,
deteation of ane or more of the following digh sequences in
e dialing sequence cesylts €1 the blocking of 1 telephona
enik

TABLE [
10XXXM,
DEDOEX NN
ERORCN KN K0
Tn eddition, & 15 pasaible 1y Bloek intemazons] calls whicn
urs agwessed using a three dill area code. Exemplary

internwiionl wiephoor imbers which result i 3 ocked

cull izelnde:
TABLE Ut

AENOOONEDR
IB000000C N X080
19300508

if entwred {013 & telocommumications devies Wik @ rol
i accordanse with the present iovention, these panticplar
requences alluw ap individusl whe bis Eraudeleady
ootained & vzlling oard mumber w plie ung diMsnce or

imeraalivanl clls wishent anthodzation. By blacking o o

wicphone cail when oy of thase ctemplary didl sequenoes
A enlered, the waauthozed uss of salling ¢and atwaber, for
long distgacs and iermational enlls may be effectively
prevented.

It is comemplaied thu sdditone] womedcal acquances
ioay aliow aa individoal to accoss lonp distace apd inler-
Autiohal communicalion <ariers, Thesc namerical
szguences joclude 1w or more predeteaitinsd digin which
ate locuied al particular places to the disling sequence. Toe
Pardaulsr plyces where each of thews Uiy 15 located mav be
al the bogimotug, the middle of e eyl of the diaking
sequence. Furthergiore, acllitional diils may ba it ol
bertveen the predsiemained digin, Mivropocessor 130 (vir
PRt memory 190} can ba progeemmied v delect when
these digftn hova boen eozered, and o chuse mwitch 150 w
ogen npon detection of these digite

A funher sxemplary catbedimueni of 1he presem invention
& illacatnd by FIG. 1B, FIG. 1B @8 pimilar 1o FIG. LA,
However swiioh 150 has heen repliced with swigh 15H0A.
Funbenmors, swiich 120A 4 sontiected 10 zNemate auchs
seree 199, The phussfity of digie which ate efitered npon
wiekioy a telephome all are examined, 2 in the a¥smplary
embeditent whieh is illostealey by FIG. 1A However, i
the wxamnlary smbodiment which it thewn by FIG. 18,
whet preshelsrmined diglis are boraled st pamietlor Loy doos
in the dixling sequegec, mivrupmocessar 130 signals swich
130A 1o discoupect telecommmnication imetfaee sod tooe
generalion 160 from ciccommunicailon lnes 170,
Funthenmore, 107 signal whish i mmsiaited from micre-
processar 130 causes ywitch 1A 10 coosea @wlheommu.
nieatien invedace and woe peocration 160 16 aitemate 2udio
source | Alwmale audio source 190 wyy tmosmil 9
message to tha klaphone uscr, cxphining o the waor that &
wlepheme call cannot be rpady Srom wicphon: unit 1) using
tbe 1etepitane oumbar which hag lwen enrered

fo thy wanbodiments of the preacat invemion winch are

Aratamivnd by BTGB den sl 13 presiete Baedulpke i
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phuns calls eao be baodled by both embodimenis in ane of
rwor ways. First, 1ho wispbone coil cen be \erminated imms-
distely upon detection of pradwwrmined digis ar paricubar
places in the diabog Airmam. Thus, cach digit in the diphet
\elephoge Murher is mansmined o elecommanication ling
178 2= rthe digll is eetercd by the tzlephone user
Alternatively, as wach digh o ymwred, it gwy be slored in
microprocessor 130, In this instzoee, none of 1he digled
tigirs i3 rrangmitied to teleaomimunicanon Lliae 170 w21l
of the digits n the dialed telepboes oumber bave been
ooterad, I predelenpined dipicss are delected al specifed
Incatins in the dinling equenge, then the coiered telephane
number is ot oarsmined b inleeommounicetion lns 170,
Turheamore, as shawn o the exemplary embadfvenr of fie
present dmminn whick is Uostrated by FIGL 1R, the
telephone wser may hen reesive 3 messnge [orm alemzie
wushy Acures 190 odicating 1hat the efopied wlephope cof)
witl oot be sllowed o procced. Alwernately, if the predetei-
mined digitg s loewd, e cail may be elomatically
mued w e pollee, 10 macigwmenr of Me wwtailelion
cantrintng the public \elephone, orlo e recording.

In 2 {urher exempliry wmbodiment of (ke preseat
iovention, swilch 154 (of FIG. 1A) and swiiel 1504 (ol FIG.
11} arw oot ioeledesd, Thus, ielecommunication interfaee ynd
fone penerition gireuury 160 is cunnected direotly o tele-
rommurication lines 170 Upan the detection of pradeinr-
mioed digils at parlicelar places i the dialing sequeacs, the
usar g prove i Craem epwering addiiivnal dirts comaspond-
ing 1o a relephons oumber it wicsommiuicutivas device
LD, The wger miy be prevented from enlering thase tuber
chigiln i teveral wayh. For example, 2 signal from miero-
processar 130 may dirsble input devies 100 Allermately,
microproeesar 13 may disibis dacoder 120, Microproces-
sor 150 may olso be pragismmed 10 sunply susprod all

» procesring within wkesmmunicatons devies 1M undl a

signal (vuch a5 o0 “pa-hook” eoadilion) 78 delsated, i his
manoe, b5 ¢l lsmmunisatons deviee 100 s cfectively
suspended.

In a further exsmpluy cododimem ol the prasem
inventioe, dae of felseommunications device 100 i suce
pended if the dizling sequency whith bas becn zotered does
nol comespond 1o one of a plualig of djaling sequenacs
whiel lwve tren aprmpriately stored within zelteommnnd=
catinnt deviee 1. For wxsmple, if a particular dialing
sequence which hag been ontered docs nor earnospund (o ooe
af 4 pluralicy of B mumbers whick huve boan sored witin
I T hiedLions device 108, & sigoel fom misepmegy.
5or 130 mey ha gonersted fp disable impuwt devioe 1140
Acroatly, muicropeocessor 130 may disahle deender 120
In this mannez, full vae of ecommunicalions devies 100 iy
ouly allowed i sne of & plurelizy of phone oumbers have
been emtarcd.

e FICGE, 1A and 1B, switches 150 and 19A are cach
shown as a physical gwitth. Hlawever, it is undersiocd tiat
switches 150 and 150A may b implemented 23 mechanical
awiichey, slecuonic swinvhes, cwe. Fortherrgore, swilchey
150 and 1804 tnuy ‘B conniructed ina manner such thar they
are wapable of achieving aisaidiens) solation beween differ
£tit terminals assoclted with the soritch, whils appropriaty
TPhysics! conetions arc mainisined.

A further oxepiplury soabocliment of the present invention
is ftustrated by FIG. 3A, [o FIO. 24, wlecommunicsiions
duvice 210 is connecied o {nlncommunieation livea 250 via
furerface wait 200. A5 in the exemploy simbodiment o (e
pressnt loveation which is Mustrated by FIG. 1A, teloenm-

munications line 290 mey oave @ viriely of differem func-
waEa,
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The cxamplary embaciment which 1+ illusicsied by FIG.
2 fncludes microconimoller 23 which recaivey inairuelions
from moemory Z20. Decoder/DTME venetalor 260 reecives
1 plurthy of \lephvse numbers which are provided by
wimmmmunieatons davics 210, The {elephone number
sequence is converted 1o tlecirieal sigpnals whish are Iraps.
furted w micraapntmller 224, If microcontraller 234 detects
that specifie, predeterminad 2igHk tuve hoen entered at
particutar locatioos in the dizling wequense (as in b
embodimest dotraied by FIG. 1A), microcontmoller 230
c1ay sipoal soeltch 240 1o opan. ‘This cauker a kermination of
Be elephoge call.

Adibough switeh 240 is shown conpecied hotween 12)z-
summitvaatons deviee 230 and tone convernes 260, it s
sonfemplated tha swich 240 cun be losdmal woywhere
belween elecommunication: device 210G and tilvesmmunis
saliyn Lizes 250 whicl would couse die 1clephoue ¢ull 1o be
weeminsted when the awvitch 5 opooed.

A furthees exemplary ealadimest 1o tie pregent wvenmos
i6 dlnsyzied by FIG. 20, As shown in Fll 2B, mierocon-
rellar 230 may decerming that ar least iy predetermined
Hzily pave beeo entered ul spproprinte Jocaioss in the
dizling sequeoce (25 1o the embediment illugiraed by FIG.
1AY Miewwontrnllor 130 may then sipnal swilch 240 to
connest phone 210 to sliermate sudio soures 290, In (s
menger, 8 message IS tracsmihed from alierte aodio
ot 24} 1o phone 230 which ndicales thal the attempied
wicphone eall iz mon 2lved.

The exsmplary embadiments of the preséul inveation
whith am ilkesimled by FLG, 2A and 2B may Bave varisua

featuces which ae ciuded in the cxemplary smbodinents

whivh pre iHusirnled by FIGS, 1A and 1B. One skilled in the
ant soudd reacly 1mplemest agy of tte features which are
illusirated by FIGS. 1A and 1B Into the cmlnnliments which
tro {lusraed by FIGS. 2A axd 76,

A fueeher exemplury imbeosl imment of e présem mvention
is iuswased by FIG. 2C. In ths exgioplury smbecdliment,
swiich Z40A can B¢ mainlained in position 2 annl micmw-
coutroflr 230 dmermines that prederérmioud digils have
brea ectered al specified locations in the dh“ng BruancE
{25 I the embodimen;: flnsoaed by FIG, LA). H this ocours,
wwitnh Z40A can bo Moved w posiony 1, Avdio source 2804
i» vplivnally incleded. [f wnites 2904 15 jpehuded, 1
eessage o be movmilted to the user of phone 208 when
microeontmnller 230 places swich 2404 inin pesition 1.

Adwmaeefy, sadich 200A can be maintaingl in position 1
while ine Eombar is sninesd o tlphone 210, Afwr ol of
Tos digits bave been entered and sicyoctrivoller 230 baa
dewernuged thar a valid iclephore mumber has heen apyered,
sviieh 240A opn be moved o positivs 2, Misrocoaitolier
250, trongh anverier 260 may then iransmln the telephone
aumber 1o telzcommunications line 250,

In 2 further exumplary cmbudimeni of (be present
invention, velocily checking on dinied numbers nmy be
implemented. Velacity checking may be wsed lor detesiing
dinling ol 1be same phooe oumber (or portions Wereof) io
excess of a predetermined Aty F iy over @ cerlaii
ime perpod. In response to velocity eheoking, the uluenm-
murnitations device ras be selecrivaly disabled in order 10
prevent fraudtileot slepbone activity.

_ T, foc wxzmple, if 2 fim sigoel stream and a second 5

signal stream menerated by ops of mote (¢liphotea withio a
certain time perind eomespond o the same phons number
(ew pirtiata (brwal) the elophones geocrsting these sipnal
stivams can be saloctvely dissblg, This oy olso apply 1o
oiber pumbers (e.5. calling card pembers) a3 s fuelh below.

It o further wxninplary cmbodimear of the present
treowmelam, seelpriny SRETMIRE 08 walllng 44Ta Dumbeiss sy
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he imflem-:umﬁ. By bolalug o ¢ulling cud nuipber o 1he
dia! dlzit stream (bascel upon the enicred dlatiog sequence),
mnltipie pocurences of a3 single calling Gird owmber (or
pordons thereof) may te determined, IF this callug excd
oumber &5 Bound 10 he used e excors of & ctftadu thrashold
over y cepajn time periad, the elssnmmunicationg deviea
may be disabled

1a the velneity ehecking operations descrited dbove, diw
campress 1 on (eacryplion) almorithms may he applicd o
entered phooe curnbers apd calling cand members and mul-
dpls levelz of levting oy be vued i owler  reduce 1
amoun of memary stoeaga wquired For exsmple, at 2 fist
level of wesring, velocily checkine based solely oo aren codes
ur inlematontl codes may be umplementad. Al & second
lovel of wating, veloely clecking on freguently used
exchenges within frequenlly ussd area codes may be imple-
meated, Forthermore, a foeond level of waiag inay e
inpleaseared i conjunction with wha first kevel of taating. At
n third lave! of testing, lbe |usr four digits of the mos|
frequently used arca eodes and exchange corgbinations may
b sxammissd o Jeming specifis en dipit Aumber buing
skl Ty edelition, the frequenay of thesa calia may be
determined, ks allows the sbifity 1o pinpoint 2 few exact
len oysi ekepbooe asmbers (0wt of approximoisly len

§ hillive ¢otobinaiogs) of bigh wiage culiy ming o small

subact ot that emount of Asm starge memory {10 20
thousand variibles).

Veolovity checking oy sleo bo based o allemauve group-
ings of eoreeed ligio, besites or in sdilition 0 thase
combinadoos of entered digits sened abeve. Far exanple, o
similar Ty of compressivg muy be imphemented lor calling
ead momber o1 postions thereol) 1n accordatice with
praciiees which amv well kaown o ona skilled in he act.

The information which iz garhesed while conduciiog
velgeiy checking as dewgbed above may be \mosmitled by
the mlecamzuniaacions devics i o remae station. Thuw, the
¢lemmmunicalions devies could wansmil soavsoes] or
detailed reports on phone activity for 2 pived period of Lime.

Furthermorrm, & ghoup of elepbonas My be natwarked so
that their individual dals is colieeted on 1 remple computer
{not shown). Ad s regqwie cowpiier, swother level of
velocily checking can be performed on the eombined datn.
Such oelworking factlieies the decation of wiephane fraud
i whiel o gronp of perpaimutions ams plgcing (raucnlant oalin
from several welephaces which are in elose physical prox-
imity. Detection of the oomurence of this wiephome frd (s
thus faoilimted.

Funthermors, i norerlanee with the velocity ehesking
described abave, signals ean Pe wagmmiiied 10 the 1elvphones
whish s unad [or bnwdulent Activity. [E theds tolephonth are
responaive (o thess slzonis, wlephone salia which spe placsd
using the detecied sumbaees eor e blucked or wedirected as
explaioed above.

Afyether excmnplasy smbundimept of the presant imeention
i illusiraled by FIG. 3A. Telecommupicstions line 350 is
cannecnod 0 PRX Syswerm 310. PIX System 310 is con-
nectsd (o cusomer promie squipoent 3204 trough 320N,
FC Systern 360 ig enanegtd o lelscommunization lines
350, PC System 360 inchudes DTMF doteswr 330 and
sispalling device 340. DTMF dereeiar 34 convess DTME
aignela ceceives] from mlvevmmunicuiion Lioes 350 o 3
plurality of winaly which are irsnsmitied tn PC Systens 350,
If PC Sysiem 360 dereraipes (using velocity checking) fhet
pedeiermined digits bave been used in 4 plulity of dialing

i» BAqUenees at speGily loceliony, u meswile muy be zont 1a

sipnalling devien 340, by 1'C Sysuwm 360 10 indicate tha
pulvuially lreoelulent selevily 1a USCLTOg. S0 appTepriae
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indrvidual (or appropriate autemated devices) may then mke
furiber astion, wnsh 26 wrmineting e csll, mondworng the
call, g1,

In & furtber exemplory embodiment of the present ioven-
tion which {5 illustrated by F1G. 3B, the output of signalling
davion 340 i rranamined 1o peited 370 Thig, vpoo e
delection of predelzrmined digis a1 appropriate locarans in
ite dialing sequence by PO System 360, the coonection
belwesn the ineamming phona Hoe 350 and PRX Syawem 310
15 wrmmaled. Thas, the telephone call is antematieslly
terminsed,

The embodiments of the pressnt Inveation whigh wre
dioxrites by FIC, 34 apd FIG, 38 can alsa be used with o
R type systeq. Thes, she fraudulent use of 2 PBX in
mukiplexed messast caviroament cin by effsclvaly tgu-
lzred

in o Futther esemplary embodiment of e present
ivention, e outpol of sipoaling devics M4 is aonnceted
direcy (ol shown) i0 PBX Sysiem 340, In this manoer.
PEX System 30 cwowivey an approprisse sigral wihick
prevents use of the PBX Swstem for plaging il (mvelulant
catl.

A flerw ehan disgiam which illesireics the operasion of 1he
pressnt invantion is Bhisvo in FIG. dA Al slep 402, micro-
vrocessor 130 waits for an afhosk condivon, Whed an
on-hook engdiniog 15 defeeled, 1he anpropriste sofowsre iy
initaiized al step 444, At step -HI6, a3 the caller enrers each
digh ino the telecommunionives device. cach digi
ceeived. Arates 4TR, eaeh &t i stuond M 4 tidxt availehle
Incorion associzted with mivroprocessor 130 Ar siep 410,
the wtal aumber of dizn which brve been qecepved iy
cemparad with the eXgtewd sumber of rzevived digis. The
expecied number of receiuad digts is detenninng in 1coor-
damee with natiwal (e, United States) wlccommunizalivn

dinlim= prolocals by jdearibying die use of particular digis ia 3

the diuling sequenee. Algrnulely, in plice of siep 410,
processing piay coatimee affer 2 predetermined peried of
time fas elapsed. A step 4132, If =11 digils have oot been
repalved, oxceution of n compuer sofowase proceeds in
sep A06, a1 which polsl nnoiber digh stesed iy e (et i
vocessed. Odherwiss, ar sep 414, the recefved sequencs of
Jdighs 3 cumpanat with table emdes a1 oy of sevem)
pardoular places. in the dialing saQueace such 24 Thowe
tilnerraged i “Fabies 1 and 2 above. Exeemtion uf the come
puler soffware then proceeds w 5tap 416 vis of-page ange
auettir A 16 at step 414, a match s deermined, then ol step
416, contre] eontinues t fiep 418 ¢ which poin: the cnl in
blocled. Alemnately, at step 416, I no mawh s Foupd,
souiol cbotouss o wep 420 &1 which poinl 2 line is
ofaiged A the enisred migite are rankosteg 1o e lale-
phone line iy I0itte rhe call,

Io an alemative embodimem of the preseny imvearion,
witer the enll 18 Blocked at wwep 418, <ice] sooliouea to stop
46 a1 which polnr the camputar soliware 2 infHalized nad
a new sequeace of digits may be eatzred. AL anv Hme, if ag
wo-book cosdition in cetecied (step 4223, thew, contml s
rumferred 1o stap )3,

"
=

-

Fl

Afunker excroplary embodimen of vhe present inveatiog -

is Glustrsied by FIG, 4B, Al step 450, when an o-hook
Qoodition is derecied, the computer sofrerare i3 igilialized, At
wicp 456, & lina is obtained. AL s 458, o dialing dight is
receved [fom the telephope user, Thiy daling diglt i
znsmitted 1o the availabis lioe, Al step 460, The recvived
ditlinu gt & slored o & nexx avaable locadon associated
with migraprosessor 130, Al atap 456, the rectived digim are
compared with & plupslity of slorsd numbem m eoy of

] parre T pTacnm In ek o i) e £ ey M

a

&5

kLI

il o match 15 {oupd, teo, at step 466, she call is hlocked.
Anertnely. il no march 18 [oracd &t sep 464, xvsution at the
somputer saliware eonlinued w sy 5B, ar which pedni
santher dialing digit is received from the telapbone nser. 1f
all dialing digies have been cnrered without devermiadixm of
1 madtch ol siep 464, e eall i3 aliowed to complels. JE ae3ny
wite, an oa-hook condoicn s deteeted (siop 44872), ihen
processing automatically continues ot step 45U,

Tos asempliry embodimoents of the presest inveniden
which are fllustrated by FIGS. 4A, 4B and 4C may be
slighlly modified so that theso algarithms may be wed in
necurcinee wilh 1he exemplary smbodimenis of the presens
nvenling which se twaeted by FIGS. 3A and 38. By
implementing hese algootiins i cogouston with yelosity
cheaking, » sgns ent be angmited which werty an indi-
viduel {or awomated deviecs) thae pacntiafly Eeaudulear
lelephone calls are pecurming. Funhermore, such 1 5.g0al g
bt vyed) [or prevenung the FRX from completing the call by
apening 2 swilch on a keloeomugcations T wiach 15
conntcled 1o Lhe PEX, selertively disabling operation af »
multiplesnd tronk Hos o ranamining & sepanaie 5mal 1o the
PBX 10 oreer io disable a1 126k a portion of the PRX.

[0 a further exemplary embodiment of the present
wveelog, & plurdity of sigeal values (such 2 o disling
segueacs) is dotered usiog inpel devics 110, Upan reeefulng
this plurality of alrmal values, micraprocessn: 130 duler-
Miges 1f (e eniered] sipgal valne cormesponds w oae of
several signal value seqoeaces (i.c. oo of sevecih dialing
waguepucs). This duiemminadon @ made by compering the
sigmal values which have beey entend with a bst of sienal
value sequences. In an exeqplary ewbedimenl of the
present invention, a1 leas one of the aignal valus soquonces
Which sérves uhihe boviy of the somperiaon {ncludes au 50O
ared eode. If the entered simoal value sequence docs aot
wamespond 10 ooe of the signal value sequences which
seeves g the Lusiy of the compaciaon, the Symabnizsinns
petbway 15 prevonied ftom reepiving Furthar sigoal wahies
(i.e. further diuling oumbers, further DTMF oo, wic ) wntil
&0 appropriste sigoal (sock as an oo book sigoal ar some
wther type of disxmnee! signel) 15 mepived. This owy by
sucomplished by disabling et deviee 1M, disahling
deender 12, cxecaling an appropriale routine within micm-
processar LA, or any ather methiod whish would be known
1 one ohtilled] in i ot 10 prevem further disling signuly
[rom bedne trapamiied over thie commugications pathoany o
which 12kcimmunications device LM 5 ecoupled, Fhis
wechnique is particularty umefu) for preveoiiog an sndividunl
from dialing oo a PBX system and then makimg further
phone calls over a further communicadons patwny whichis
C‘G\I.pltd i the TRX Hytem,

In & furher eweniplury cmbodiment of the presen
mvention, 1he communicatons pethvay is prevented Srom
resmiving further sigoal values if che signui volues which
bare teen rocvived do eorrespond to any onc diling
suquence which serves vs the biigis of the comparisoo.

In the 2bove deseription, numerows referencts have beeg
math W ke blockitg of n talaphoae Jal & e conte] of
Lrauddulent activily, 1 bx waderstond e any al » vadety of
methiods may be usod to pmveni frudulent wse of the
wleeommugieaizons device including, bur oot lmited 1o,
severing appropale eonneciong, muilng fhe mouthplece,
disbiliog the digie entry devise (e the keypad). ote.

A further exemplary embodimeant of the preseqr invention
i itlstrued by FIG. 5 Ongmating Pasty Udic 801 4
covpled 1o Stored Program Conrg? Switchity Apparnys

510 throwgh teiseommunication lines 340, Origliating Parry
Vul, 391 may e o realdomunl wWICEhoRnc, A oo
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«itpboos, or swome son of public telephone (B.g. & coin
telephone). Stoned Progrant Conarol Swiching Appamius
510 may be included ip aa Bod Offce (not showa) and may
be saleporized, for example, ax 1 Clase Vo awiteh. Sioved
Progeam Comrel Swikhing Apparatus 310 may b coupled
to Terminating Party Unit 560. Swoeed Propmam Contml
Switching Anparaius 810 may alio be soupled 10 2 neTwork
£70 hrough tmslem switch 520, Tandem awlich £20 gy b,
for escample, a Class BV swviich, (nher structures which
wyuld be obvious to one sldlled I the art {s.g. DTME
decnders) sro un shows for purposes of clarky.

Slored Progmm Control Swiichlag Apparates 519
Icitdes 2 call stere S12. Cal) suoee 313 ceenfves aod sones
dialing sigrabs which are penemied a5 3 et of e tge of
Originating Party Unit 501, Frorram store 513 inchrdes
ftructions for processing the disling signsls which are
received aod stored by calf siare 512, Prossssor 8§11 reeiven
instructions trom progrum soee 513 and performs apprepi-
ate procesaing, of e divling wignals stored in eafl morc 512,

Processor 11 s capable of teuviviog dialing signals from 7

all gtare 812 ood instuctions from progam store 513,
Under he conmtrml of pmgram wrome 513, prowessr 511 is
able w Setermine whether 2 sufficjent outber of sigpal
values huve bevn teecived by ol store 512 1o astahlish o

congection 1o anuther switch, to 3 bl ielephone or io ke

ather action, .., play o ressodiog or diseongeg. The
“onleniy of prowram siore 513 ean be updated Bom a cemare
terminat {a.g. switch pogmmmer 339 50 that insiructivos
for &ali Focessing cag b added, deleted or changed.

lo the abowve manoer, preogrum stoes 513 con ioclude
imslrilopy s0 \hat processor 513 prevents Haurulent call
atempts. [o partieelar, program store 513 can inelode
igglruclions for tmplementng any of the algorithms ser foah
abave, Fot cxample, propram siore $13 ¢bn ineludo alga-
tihms Jor preventisg call complstion when Jiuling
feguences such as hose indisated 1o TABLE 1 {aberwe) and
TABLE U (almwve). Allernately, pragemiy alose L3 con
ichude almorithms for prevonting call completinn in agvar-
dunce with tae velocily shackin algorilbms set forlls sbove,
Puthermors, pogeam siore 815 can Snelude alyorithms for
prevamiing call completion If the ceived dialing suquence
carmespatiels (or Jows oot correspand) 10 any of @ plurt] i of
dizling ssqueness jneduud io 3 tabie. One skilled in the s
ctuid feadtily modify any of 1he slgwrlbms sor forth ohove
with mspoct 1o FIGS. 1 and uny of ths oxempiury embodi-
ment e fuith above for Eoplemen tion wilh PeapSe 1o Hu
sysen llustmied by FIG. 3.

lo an slnsgalive smbedimem of the preseat invemion,
Slated Frogram Conotrol Swiiching Apparaius 310 is
nehuder In another swiieh {c.g. « landem switak o Any otbar
switch sinugaud at wmy paint slong 4 Tefecommuniesting
fAeiwork or PEX) and thw algorithme et forth abave are
Iorplemanted for uee in the swilch which igclydes Siorad
Progrem Conrol Switehing Apparan-g 510 Thus, the algy-
rith=s sot forch above may be irnplemodted wirkio Progeyn
Coutr| Swilching Apparstus 510 31 any goint wittls o
iclecomemaivatingy getwodk or = PR,

While the iovendon his beon dsseribed in rerms of an
exemplary embodiment, 7 is contemplated that il may be
practiced 25 antlined above with modificatings within the
spitil 20d scope of L hppended claims,

What iz claimed:

1 Taieooomunicatioos apparams far sclectlvely provem-
ing exlablishmeat of & wlephone call o 2 relephone mumber

=]
=1

1]
i

u

5

A

12

havigg o ctitrl office exchanpe eode, sai welsommunica-
dogs appasalus befog capable of rooziving & mxasmitied
dialing sequency which inaludne p frsd plusaifty of dixiing
signals, followed by a second plunlity of dialing signals
Tollawed Ty & thind pluradity of diality sirmals, wherein said
ielephone eall i placed throwph & wiscommunictions
swilch, said telocommunications apparacus eomprisiog:

mertd for rbecivioy said diakling sequence prict o recevs

ing Suid ceatrul affies uxghanp okl
meaits for evahatiug 2ad 1hicd plurality of dialing signala
and for preventing snid tekeomumsuivations Feilch
Irom establishings said wlephons ol (F

said evolualed 1hird plombity of dialing xinnal wes detur-
hied Lo a) b i 2 luslion io sad dialing ssqueoce
sroomplish intcruntiopnl laling, aod b) be respoctve
prederermined sinpals which wre used for intergutioos)
dinling irrespeetive ol sad second phurality of dialing
sigmnly,

1. Telerommomenilags apparius accordisg ta cinim 1
wherein safd mesns for evaluuting satd third plurslity of
tisling wignals inchedes mesps for evalualiog said fior
pluralily of dialing sigrale sod tor preventiog said telecom-
muDications, switth from estabhshing said wleplome al) if
3aid evaluaied third plurality of dizling signals are (eler
mingd 19 e reapeciive prodetesmined signals wiich are used
far e caational dialing and 9 sald ovelumed first pluratity
of dialing signals are detemined o be (urther rexpective
predurertnined wgoais.

. Amethod af eomtrolling the oparLton of 4 wlseymmy-
tications swilch which is eouplad 16 4 whievmmunioaiaas
deyice which i capable of ransmilting » sequencs of shanal
valuws which includes o fimi plumbily of digits ebiowed by
2 seeoad phwality of digits fallowad by a sl plutadicy of
digits foilowed by n cental office cxchenge code 50 thal 4
wlepbune ekl 1@ & telephone number having said ceqiml
offict exehange code oap be eerabliswe, suid method cont-
prisihp the seps af-

b} re2Vily said sequance prior 10 peeeiving sonal values

cerreapauling (o stid caotrzl office exehange cod;

h) avahitatimy waid thivd pluraliny of digits

) preventing said (2lecommunieationn swvitel fiom sstab-

Lubing suid 1slephone el il said svalumed thirl plu-
rality of digls aee csicrmined to &) be in & logation &
aidd dialing yequencts @ seenmylish Inemaconst dial-
ing aod b) be a respecilvely pradetetrajned digi
fagquena wisch is used for intermarional dinkine, irge.
spearhve of sld weepsd plorality of dipis aod

d) allowing saié relecommupioations swilch w usalish

faid telephooe call if said evahued Qipits wie gar
deeimined © be respoctively prodetermmined dlph
sequences.

4, & method of conol)ing the opemtion of 3 wWueomma-
nlcations swith wevardlog 1o claim 3, wherin sep ()
includes the step of evalunting said first plapslity of digits
and gtep (5) includes the step of pr!wnlfng Wi celdyim.
musitetionn kwitch {mm establishing seid welephone eall {f
seid thind plurality of dlgits aec \psrmined © te saic
mspectively predeteemined diglt sequenes which is used for
imvrnuicaal disling and said e plomality of Jiphs are
deternsinad 10 be a further respeatively predeimined dipit
SOqUETOE.




