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Plaintiff, ANCORA TECHNOLOGIES, INC. (“Ancora”), for its

Complaint herein, states as follows:

I. JURISDICTION

1. This is an action for patent infringement arising under the

Patent Laws of the United States, Title 35, United States Code.

2. The subject matter jurisdiction for this Court is founded upon
25 U.S.C. § 1338 (patents) and 28 U.S.C. § 1331 (federal question).

3. Upon information and belief, defendant, Apple, Inc. (“Apple”),
regularly and continuously engages in substantial sales and other business
transactions in the Central District of California, and has sold infringing products
and/or committed infringing acts in this district. The United States District Court
for the Central District of California therefore has in personam jurisdiction over

the defendant.

1I. THE PARTIES

4, Plaintiff, Ancora Technologies, Inc. is a corporation organized
and existing under the laws of the State of Delaware and having a place of business
at 14155 Magnolia, Sherman Oaks, California 91423,

5. Upon information and belief, defendant Apple, Inc. 1s a
corporation organized and existing under the laws of the State of Californta and
having a principal place of business at 1 Infinite Loop, Cupertino, California
95014,

I1I. BACKGROUND
6.  On June 25, 2002, U.S. Patent No. 6,411,941 (“the ‘941
patent”) entitled “Method Of Restricting Software Operation Within A License

Limitation” was duly and legally issued. (See Exhibit A, U.S. Patent No.
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6,411,941.) A reexamination certificate also issued to the ‘941 Patent on June 1,
2010 where the patentability of all claims was confirmed by the United States
Patent Office. (Exhibit B, Ex Parte Reexamination Certificated Issued Under 35
U.S.C. §307)

7. Ancora is the owner of all right, title and interest in the ‘941

patent.

IV. COUNTI-—PATENT INFRINGEMENT

8. Ancora realleges paragraphs 1-7 as set forth fully herein.

9.  Apple has made, used, offered for sale, imported and sold in the
United States, and continues to make, use, offer for sale, import and sell in the
United States products and/or processes which infringe the ‘941 patent, induce
others to infringe, and/or contributorily infringe the ‘941 patent. Apple restricts
software operation through use of certain of its devices that include an operating
system, including but not limited to, the iPhone, iPad and iPod Touch products that
include i0S.

10.  Ancora has suffered damages as a result of the infringing
activities of Apple, and will continue to suffer such damage as long as those
infringing activities continue.

11. Apple had knowledge of the ‘941 patent at least as early as
December 11, 2002 and has not fulfilled its duty of care. Thus, Apple’s
infringement is willful, wanton, and deliberate.

12.  Ancora has no adequate remedy at law. Unless enjoined by this
Court, Apple will continue such acts of infringement to Ancora’s substantial and

irreparable damage.
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V. DEMAND FOR RELIEF
Accordingly, Ancora respectfully demands that this Court enter

judgment:

A.  Preliminarily and permanently enjoining and restraining Apple,
its officers, directors, employees, agents, servants, successors and assigns, and any
and all persons acting in privity or in concert with Apple, from further
infringement of the ‘941 patent;

B.  Award Ancora its damages, together with prejudgment interest
and costs, and increasing those damages to three times the amount found or
assessed as provided by 35 U.S.C. § 284,

C.  Declaring this an exceptional case within the meaning of 35
U.S.C. § 285, and awarding Ancora its reasonable attorney’s fees and costs and
disbursements in this action; and

D.  Granting to Ancora such other and further relief as this Court

deems reasonable.

V1. DEMAND FOR JURY TRIAL

Ancora respectfully demands a trial by jury of any and all issues

triable of right by a jury in the above-captioned action.

i
e

EE’ L S e
ark B. Mizrahi (SBN 179,384)
mmizrahi{@brookskushman.com
BROOKS KUSHMAN P.C.
6701 Center Drive, Suite 610
Los Angeles, CA 90045

Tel.: (310) 348-8200

Fax: (310) 846-4799

Attorneys for Plaintiff
Ancora Technologies, Inc.

Dated: December 29, 2010 Respectfully sub/r?tted,
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(57) ABSTRACT

A method of restricting software operation within 2 license
limitation that is applicable for a computer having a first
non-volatile memory area, a second non-volafile memory
area, and a volatile memory area. The method includes the
steps of selecting a program residing in the volatile memory,
setting up a verificalion structure in the non-volatile
memories, verilying the program using the structure, and
acting on the program according to the verification.
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METHOD OF RESTRICTING SOFTWARE
OPERATION WITHIN A LICENSE
LIMITATION

FIELD OF THE INVENTION

This invention relates to a method and system of identi-
fying and restricting an unauthorized scftware program’s
operation.

BACKGROUND OF THE INVENTION

Numerous methods have been devised for the identifying
and restricting of an unauthorized software program’s opera-
tion. These methods have been primarily motivated by the
grand proliferation of illegally copied software, which is
engulfing the marketplace. This illegal copying represents
billiens of dellars in lost profits to commercial software
developers.

Software based prochicts have been developed to validate
authorized software usage by writing a license signalurs
onto the computer’s volatile memory {e.g. hard disk). These
products may be appropriate for restricting honest software
users, but they are very vulnerable to attack at the hands of
skilled system's programmers (s.g. “hackers™). These
license signatures are also subject to the physical instabili-
ties of their volatile memory media.

Hardware based products have also been developed to
validate authorized software usage by accessing a dongle
that is coupled e.g. to the parallel port of the P.C. These units
are expensive, inconvenient, and not particularly suitable for
software that may be sold by downloading {e.g. over the
internet).

There is accordingly a need in the art to provide for a
systern and method that substantially reduce or avercome
the drawbacks of hitherto known solutions.

SUMMARY OF THE INVENTION

The present inveniion relates to a method of restricting
software operation within a license limitation. This method
strongly relies on the use of a key and of a record, which
have been written into the non-volatile memory of a com-
pufer.

For a better understanding of the underlying concept of
the invenlion, there follows a specific non-limiting example.
Thus, consider a conventional computer having a conven-
tional BIOS module in which a key was embedded at the
ROM section thereof, during manufacture. The key
conslitutes, effectively, a unigue identification code for the

host compuler. It is important to note that the key is stored

in a non-volatile portion of the BIOS, ie. it cannot be
removed or modified.

Further, according to the invenlion, each application pro-
gram that is to be licensed to run on the specified computer,
is associatec with arlicense record; that consists of aulhor
name, program name and number of licensed users (for
network). The license reeord may be held in either encrypled
or ¢xplicit form.

Now, there commences an initial license establishment
procedure, where a verification structure is set in the BIOS
s0 as lo indicate that the specified program is licensed to run
on the specified computer. This Is implemented by encrypt-
ing the license record {or portion thereof) using said key (or
porlion thereof) exclusively or in conjunction with other
identificalion information) as an encryption key, The result-
ing encrypted licensc record is stored in another {second)
non-vaolatile section of the BIOS, e.g. E'PROM (or the
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ROM). It should be noted that unlike the first non-volatile
section, the data in the second non-velatile memory may
optionally be erased or medified (using E*PROM manipu-
lation commands), so as {o enable to add, modify or remove
licenses. The actual format of the license may include a
string of terms thal correspond Lo a license registration enlry
(e.z. lookup table entry or entries) at a license registration
bureau (which will be further described as part of the
preferred embodiment of the present invention).

Having placed the encrypted license record in the second
non-volatile memory (e.g. the E*PROM), the process of
verifying a license may be o commenced. Thus, when a
program is loaded into the memory of the compulter, a so
called license verifier application, that is a priori running in
the computer, accesses the program under question, retrieves
therefrom the license record, encrypts the record utilizing
the specified unique key (as retrieved from the ROM section
of the BIOS) and compares the so encrypled record to the
encrypted records that reside in the E*°PROM. In the case of
maich, the program is verified to run on the computer. If on
the other hand the sought encrypled data record is not found
in the E2PROM database, this means that the program under
question is not properly licensed and appropriate application
define action is invoked (e.g. informing to the user on the
unlicensed status, halting the operation of the program under
question etc.)

Those versed in the art will readily appreciate that any
attempt to run a program at an unlicensed site will be
immediately detected, Consider, for example, that a given
application, say Lotus 123, is verified to run on a given
computer having a first identification code (k1) stored in the
ROM portion of the BIOS thereof. This obviously requires
that the license record (LR) of the application after having
been encrypted using k1 giving rise to (LR),; is stored i the
E*PROM of the first compuler.

Suppose now that a hacker attempts to run the specified
application in a second computer having a second identifi-
cation code (k2) stored in the ROM portion of the BIOS
thercof. All or a portion the database contents (including of
course (LR),, ) that reside in the E*PROM portion in the first
computer may be copied in a known per se means to the
second computer. It is important to note that the hacker is
unable to modify the key in the ROM of the second
computer to K1, since, as recalled, the contents of the ROM
is established during manufacture and is practically invari-
able.

Now, when the application under question is execnted in
the second computer, the lcense veriier retrieves said LR
from the application and, as explained above, encrypls it
using the key as retrieved from the ROM of the second
computer, i.e k2 giving rise to encrypted license record
(LR),,. Obviously, the value (LR),, does not reside in the
E*PROM database section of the second computer (since it
was not legitimately licensed) and therefore the specified
application is invalidated. It goes without saying that the
data copied from the first (legitimate) computer is rendered
useless, since comparing (LR),, with the copied value
(LR),, resuits, of course, in mismatch.

The example above is given for clarity of explanation
only and is by no means binding,.

Inits broadest aspecl, the invention provides for a method
of restricting software cperation within a license limitation
including; for a compuler having a first non-volatile memory
area, & second non-volalile memory area, and a volatile
memory arca; the steps of: selecting a program residing in
the volatile memeory, setting up a verification structure in the
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non-volatile memories, verifying the program using the
structure, and acling on the program according to the veri-
fication.

An impertant advantage in ulilizing non-velatile memory
such as that residing in the BIOS is that the required level of
syslem programming expertise that is necessary to intercept
or modify commands, interacting with the BIOS, is substan-
tially higher than those needed for tampering with data
residing in volatile memory such as hard disk. Furthermore,
there s a much higher cost to the programmer, if' his
tampering is unsuccessful, i.e. if data residing in the BIOS
(which is necessary for the computer’s operability) is inad-
vertently changed by the hacker. This is loc high of arisk for
the ordinary software hacker to pay. Note thaf various

recognized means for hindering the professional-like hacker !

may alsa be utilized {e.g. anti-debuggers, efc.) in conjunc-
tion with the present invention.

In the context of the present invention, a “computer”
relates to a digital data processor. These processors are
found in personal computers, or on ONe Or MOTE Processing
cards in multi-processor machines. Today, a processar nor-
mally includes a first non-volatile memory, a second nomi-
volatile memory, and data linkage access to a volatile
memory. There are also processors having only one non-
volaiile memory or having more than iwo non-volatile
memories; all of which should be considered logically as
relating to having a first and a second non-volatile memory
areas. There are also compulational environments where the
volalile memory is distributed into numerous physical
components, using a bus, LAN, etc.; all of which should
logically be considered as being a volatile memory area,

According to the preferred embodiment of the present
invention, there is furlher provided a license authentication
bureau which can participate in either or both of:

() establishing the license record in the second non-
volatile memory; and

(i) verifying if the key and license record in the non-
volatile memory(s) is compatible with the license
record information as extracted from the application
under question.

The bureau is a telecommunicaticas accessible processor
where functions such as formatting, encrypting, and verify-
ing may be performed, Performing these cr other functions
at the bureau helps to limit the understanding of potential
software hackers; since they can nol cbserve how these
functions ars constructed. Addilional security may also be
achieved by forcing users of the bureau (o register, collecting
costs for connection to the bureau, logging transactions at
the bureau, efc.

According to one example of using the bureay, selting up
a verification structure further includes the steps of:
establishing, between the computer and the bureau, a two-
way data-communications linkage; transferring, from the
computer to the bureau, a request-for-license including an
identification of the .computer and the license-record’s con-
tents from the selected program; forming an encrypled
license-record at the bureau by encrypting parts of the
request-for-license using part of the identification as the
cneryption key; and transferring, from the bureau lo the
compuler, the encrypted license-record.

According to another example of using the bureau, veri-
[ying the program further includes the steps of: establishing,
between the computer and the bureau, a lwo-way data-
communications linkage; transferring, from the computer to
the bureau, a request-for-license-verification including an
identification of the computer, the encrypted license-record
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for the selected program from the second non-volatile
memory, and the Heensed-software-program’s license-
record contents; enabling the comparing at the bureau; and
transferring, from the bureau lo the computer, the result of
the comparing.

The actual key thal serves Lor identilying (he compuler
may be composed of (he pseude-unique key exclusively, or,
if desired, in combination with information, ¢.g. information
related lo the regisiration of the user such as e.g. place,
telephone number, user name, license oumber, ete. In the
context of the present inveniion, a “pseudo-unique” key may
relate to a bit string which uniquely identifies each first
non-volatile memory. Alternately the “pseudo-unique” key
may relate fo a random bit string (or to an assigned bit string)
of sufficient length such that: there is an acceptably low
probability of & successful unauthorized transfer of licensad
software between two cemputers, where the first volatile
memories of these two computers have the same key.

It should be noted that the license bureau might maintain
a registry of keys and of licensed programs that have been
registered at the bureau in association with these keys. This
registry may be used to help facilitate the formalization of
procedures for the transfer of ownership of licensed software
from use on one computer tc use on another computer,

Constructing the key in the manner specified may hinder
the backer in cracking the proposed encryption scheme of
the invention, in particular when the establishment of the
license record or the verification thereof is performed in the
bureau. Those versed in the art will readily appreciate that
the imvention is by no means bound by the data, the
algorithms, or the manper of operation of the bureau. It
should be noted that the tasks of establishing and/or veri-
fying a license record may be shared between the bureau and
the computer, done exclusively at the computer, or done
exclusively at the bureau. The pseudo-unique key length
needs to be long enough to hinder encryption attack
schemes. The establishing of the key may be done at any
time from the non-volatile memory’s manufacture until an
attempted use of an established license-record in the nen-
volatile memory. The key is used for encryption or decryp-
tion operations associated with license-records, In principle,
the manufacturer of the licensed-software-program may
specify the license-record format and therefore different
formats may, if desired, be used for respective applications.

According to the preferred embodiment of the present
invention, the pseudo-unique key is a unigue-identification
bit string that is wrilten onto the first non-volatile memory
by the manufacturer of the is memory media,

According to ong, non-limiling, preferred embodiment of
the present invention, the first non-volatile memory area is
a ROM section of a BIOS; the second non-volatile memory
area is a E*PROM section of a BIOS; and the volatile
memory is a RAM e.g. hard disk and/or internal memory of
the computer,

The present invention also relates to a non-volatils
memory media used as a BIOS of 4 computer, for restricting
software operation within a license limitation, wherein a
pseudo-unique key is established.

According to the preferred embodiment of the non-
volatile memory media of the present invention, the pseudo-
unique key is established in a ROM section of the BIOS,

BRIEF DESCRIPTION O THE DRAWINGS

In order to undlerstand the invention and to see how it may
be carried out in practice, a preferred embodiment will now
be described, by way of non-limiting example only, with
refersnce to the accompanying drawings, in which:



Case 2:10-cv-10045-AG -MLG Document 1l Filed 12/29/10 Page 11 of 19 Page ID #:15

US 6,411,941 B1

5

FIG. 1is a schematic diagram of a computer and a license
bureau; and

FiG. 2 1s a generalized flow chart of the sequence of
operations performed according to one embodiment of the
Invention.

DETAILED DESCRIPTION OF A PREFERRED
EMBODIMENT

A schematic diagram of a computer and a license bureau
is shown in FIG. 1. Thus, 2 compuier processor {1) is
associaled with input operations (2) and with ou{put opera-
tions (3). This computer (processor) internally contains a
first non-volatile memory area (4) (e.g. the ROM section of
the BIOS), a second non-volatile memery area () (e.g. the
E*PROM section of the BIGS), and a velatile memory area
(6) {e.g. the internal RAM memory of the computer).

The computer processor is in temporary telecommunica-
tions linkage with a license bursau (7).

The first non-volatile memory includes a pseudo-random
identification key (8), which sxclusively or in combination
with other {nformation (e.g. user name), is sufficient to
unigquely differentiate this first non-volatile memory from all
other [first non-volatile memories. As specified before, said
key constitutes unique identification of the computer.

The second non-volatile memory includes a license-
record-area (9) ¢.g. which contains at least one encrypted
license-record (e.g. three records 10~12). The wvolatile
memory accommodates a license program (16) having
license record fields {13-135) appended thereto. By way of
example said fields stand for Application names (e.g. Lotus
123), Vendor name (Lotus ing.), and number of licensed
copies (1 for stand alone usage, >1 for number of licensed
users for a network application),

Those versed in the art will readily appreciale thal the

license record is not necessarily bound to continucus fields. -

In fact, the various license content components of the data
record may be cmbedded in various locations in the appli-
cation, Any component may, if desired, be encrypted.

Fach one of the encrypted license records (10-12) is
oblained by encrypting the corresponding license record as
extracted from program 16, utilizing for encryption the
identification key (8).

In a typical, yet not exclusive, seqilence ol operation, a
transaction/request is sent, by the computer to the bureau.
This transaction includes the key {8), the encrypted license-
records (10-12), contenls rom the license program used in
forming a license record (e.g. fields 13-15), and other items
of information as desired.

The bureau forms the proposed license-record from the
conlents, encrypts (utilizing predetermined encryplion
algorithm) the so formed license-record using the key (8),
and compares the so formed encrypted license-record with
the license-record (10-12). The burcau generates an overlay
according to the result of the comparison indicating suc-
cessful comparison, non-critical failure comparison and the
critical failure comparison,

The bureau relurns the overlay which will direct the
computer in subsequenl operation. Thus, a success overlay
will allow the license program to cperate. A non-critical
failure overlay will ask for additional user interactions. A
critical failure overlay will cause permanent disruption (o
lhe computer’s BIOS operations. Thus, scftware operation
of the program is methodologically according 1o a license
limilation restriction.

Those versed in the art will readily appreciate that the
implemenlalion as described with reference 1o FIG. 143 by
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no means binding. Thus, by way of non-limiting example,
the bureaw, instead of being external entity may form part of
the computer.

Atlention is now directed to FIG. 2, showing a general-
ized flow chart of the sequence ol operations psrformed
according to one embodiment of the invention,

Thus, selecting (17} a program includes the step of:
establishing & licensed-software-program in the wvclatile
memory of the computer wherein the licensed-software-
program includes contents used to form a license-record.
These contents, be they centralize or decentralized, may
include terms, identifications, specifications, or limitations
related to the manufacturer of a software product, the
distributor of a software product, the purchaser of a software
product, a licensor, a licensee, ilems of computer bardware
or components thereof, or {o other terms and condilions
related to the aforesaid.

Setting up (18) the verification sfructure includes the steps
ol establishing or certifying the existence of a pseudo-
unique key in the first non-volatile memory area; and
establishing at least one license-record location in the first or
the second nonvolatile memory area.

Eslablishing a license-record includes the steps of: form-
ing a license-record by encrypting of the contents used to
form a license-record with other predetermined data
contents, using the key; and establishing the encrypted
license-record in one of the at least one established license-
record locations (e.g. 10-12 in FIG. 1).

Verifying (19) the program includes the steps of: encrypt-
ing the licensed-software-program’s license-record contents
from the volatile memory area or decrypting the license-
record in the first or the second non-volatile memory area,
using the key; and comparing the encrypted licensed-
software-program’s license-record contents with the
encrypted license-record in the first or the second non-
volatile memory area, or comparing the licensed-software-
program’s license-record coatents with the decrypted
license-record in the first or the second non-volatile memory
area.

Acting (20) on the program includes the step of: restricl-
g the program’s operaticn with predetermined limitations
il the comparing yields non-unity or insufficiency, In this
context “non-unity” relates to being unequal with respect to
a specific equation (e.g. A=B+1); and “insufficiency” relates
to being outside of a relational bound (e.g. A>B+l).
“Restricting the program’s operation with predetermined
limitations” may include aclions such as erasing the soft-
ware in volatile memory, warning the license applicant/user,
placing a fine on the applicant/user through the billing
service charges collected at the licemse bureau (if
applicable), cor scrambling sections of the BIOS of the
computer (or of functions interacting therewitl).

The preseat invention has been described with a certain
degree of particularity but it should be understood that
various modlifications and alterations may be made without
departing from the scope or spiril of the invention as defined
by the following claims.

What is claimed is;

1. A method of restricting software operazlion within a
license for use with a computer including an erasable,
non-volatile memory area of a BIOS of the computer, and a
volatile memory area; the method comprising the sleps of:

selecting a program residing in the velatile memory,

using an agent to sel up a verification structure in the
crasable, non-volatile memory of the BIOS, the veri-
fication structure accommoadating data Lhat includes at
least one license record,
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verifying the program using at least the verification struc-
ture from the erasable non-volatile memory of the
BIOS, and

acting on the program according to the verification.

2. A method according to claim 1, further comprising the
steps of:

establishing a license authentjcation bureau,

3. A method according to claim 2, whersin setting up a
verification structure further comprising the sleps of:
establishing, between the computer and the bureau, a two-
way data-communications linkage; transferring, from the
computer to the bureau, a requesi-for-license including an
identification of the computer and the license-record’s con-
tents from the selected program; forming an encrypted
license-record at the bureau by encrypting parts of the
requesi-for-license using part of the identification as an
encryption key; transferring, from the bureau to the
computer, the encrypled license-record; and storing the
encrypted license record in the erasable non-volatile
memory arca of the BIOS.

4. A method according to claim 2, wherein verifying the
program further comprises the steps ol establishing,
between the computer and the bureau, a two-way data-
communications linkage; transferring, from the computer to
the bureau, a request-for-license verification inchuding an
identification of the computer, an encrypted license-record
for the selected program from the erasable, non-volatile
memory area of the BIOS, and the program’s license-record;
enabling the comparing a! the bureau; and transferring, from
the burean io the computer, the result of the comparing.

5. A method according to claim 3 wherein the identifica-
tion of the computer includes the unique key.

6. A method according to claim L wherein selecling a
program includes the steps oft establishing a licensed-
software-program in the volatile memory of the compuler
wherein said licensed-software-program includes confents
used to form the license-record.

7. A method according to claim 6 wherein using an agent
to set up the verification structure includes the steps of:
eslablishing or certifying the cxistence of a pseudo-unique
key i a first non-volatile memory area of the computer; and
establishing at least one licensc-record location in the first
nonvolatile memery area or in the erasable, non-volafile
memory area of the BIOS.

8. A method according to claim 6 wherein establishing a
license-record includes the steps of: forming a license-
record by encrypling of the contents used to form a license-
record with other predetermined data contents, using the
key; and establishing the encrypted license-record in one of
the at least one established license-record localions.

9. A method according to claim 7 wherein verifying the
program includes the steps of encrypting the licensed-
software-program’s license-record conients [rom the vola-
lile memory area or deerypting the license-record in the
erasable, non-volatile memory area of the BIOS, using the
pseudo-unique key; and comparing the encrypted licenses-
software-program’s license-record contents with the
encrypted license-record in lhe erasable, non-volatile
memory area of the BIOS, or comparing the license-
software-program’s license-record contents with the
decrypted license-record in erasable non-volatile memory
arsa of the BIOS.

10. A method according to claim 9 wherein acting on the
program includes the step: restricting the program’s opera-
tion with predefermined lmitations if the comparing yields
non-unity or insufficiency.
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11. A method according to claim 1 whersin the volatile
meniory is & RAM.

12. The method of claim 1, wherein a pseudo-unique key
is stored in the non-volatile memory of the BIOS.

13. The method of ¢claim 1, wherein a unique key is stored
in a first non-volatile memory area of the computer.

14. The method according claim 13, wherein the step of
using the agent lo set up the verification record, including
the license record, includes encrypling a license record data
in the program using at least the unique key.

15, The method according to claim 14, wherein the
verification comprises:

extracting the license record from the software program;

encrypting the license record using the unigue key storsd
in the first non-volatile memory arca of the compulter to
form second encrypted license information; and

comparing the encrypted license information stored in the
erasable, non-volatile memory area of the BIOS of the
computer with the second encrypted license informa-
tion,

16. The method according to claim 13, wherein the step
of verifying the program includes a decrypting the license
record data accommodated in the erasable second non-
volatile memory area of the BIOS using at least the unique
key.

17. The method accerding to claim 13, wherein the step
of verifying the program includes encrypting the license
record that is accommeodated in the program using at least
the unique key.

18. A method for accessing an application software pro-
gram using a pseudo-unique key stored in a first non-
erasable non-volatile memory area of a computer, the first
non-volatils memory area being unable to be programmati-
cally changed, the method, comprising;

loading the application software program residing in a

non-volatile memory area of the computer;

using an agent to perform the following steps:

extracting license information from software program;

encrypting license informaticn using the pseudo-
unique key stored in the first non-volatile memory
area;

storing the encrypting license information in a second
erasable, wrilable, non-volatile memory area of the
BIOS of the computer;

subsequently verifying the applicalion software pro-
gram based on the encrypted license information
stored in the second erasable, writable, non-volatile
memory area of the BIOS; and

acting on the application software program based cn
the verification.

19, The method of claim 18, wherein the verification
cemprises:

exlracting the license information from the softwars pro-
gram;

encrypting the license information using the pseudo-
unique key stored in the first non-volatile memory area
of the computer to form second encrypted license
information; and

comparing the encrypted license informaticn stored in the
second erasable, writable, non-volatile memeory area of
the BIOS of the compuier with the second encrypted
license information.
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY

This case has been assigned to District Judge George King and the assigned discovery
Magistrate Judge is Paul Abrams.

The case number on all documents filed with the Court should read as follows:

Cv10~ 10045 GHK (PLAx)

Pursuant to General Order 05-07 of the United States District Court for the Central
District of California, the Magistrate Judge has been designated to hear discovery related
motions.

All discovery related motions should be noticed on the calendar of the Magistrate Judge

NOTICE TO COUNSEL

A copy of this nofice must be served with the summons and complaint on all defendants (if a removal action is
fited, a copy of this notice must be served on all piaintiffs).

Subsequent documents must be filed at the following location:

[X] Western Division Southern Division Eastern Division
312 N. Spring St., Rm. G-8 411 West Fourth St., Rm. 1-053 3470 Twelfth St., Rm. 134
Los Angeles, CA 90012 Santa Ana, CA 82701-4516 Riverside, CA 92501

Failure to file at the proper location will result in your documents being returned to you.

CV-18 (03/06) NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

ANCORA TECHNOLOGIES, INC., CASE NUMBER

Sp— CVLO0- 10045 aewm

APPLE, INC.,
SUMMONS

DEFENDANT(S).

TO: DEFENDANT(S): APPLE, INC.

A lawsuit has been filed against you.

Within _ 21 days after service of this summons on you (not counting the day you received it), you
must serve on the plaintiff an answer to the attached o complaint O amended complaint

O counterclaim [ cross-claim or a motion under Rule 12 of the Federal Rules of Civil Procedure. The answer
or motion must be served on the plaintiff’s attorney, Mark B. Mizrahi , whose address is
Brooks Kushman P.C., 6701 Center Drive West, Suite 610, Los Angeles, CA 90045 . If you fail to do so,
judgment by default will be entered against you for the relief demanded in the complaint. You also must file

your answer or motion with the court,

Clerk, 11.8. District Court

SULIE PRADO
Dated: DEC 25 200 By: TN
Depyfty C(;%grk

the cf?;%.’

(Seal d

[Use 60 days if the defendant is the United States or a United States agency, ov is an éfﬁcer or employee of the United States. Allowed
60 days by Rule 12(a)(3)]. :

CV-01A (12/07) SUMMONS
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