
IN THE UNITED STATES DISTRICT COURT 
NORTHERN DISTRICT OF GEORGIA 

ATLANTA DIVISION 
. ;i- +`"k 

JURY TRIAL DEMANDED 

Defendants . 

The Plaintiff, Datascape, Inc ., states its Complaint as follows : 

All vu We 

ORIGINAL 

---
U 

DATASCAPE, INC., 
a Georgia Corporation, 

Plaintiff, 

v 

SAMSUNG ELECTRONICS 
AMERICA, INC., 

a New York Corporation, 
AMAZON.COM, INC ., 

a Delaware Corporation, 
BEST BUY COMPANY, INC., 

a Minnesota Corporation 
CIRCUIT CITY STORES, INC., 

a Virginia Corporation, 
OFFICE DEPOT, INC., 

a Delaware Corporation, 
SPRINT CORPORATION, 

a Delaware Corporation, and 
STAPLES, INC., 

a Delaware Corporation, 

Civil Action File No . : 

v04 - CV- 1642 

COMPLAINT 

Case 1:04-cv-01642-CAP   Document 1    Filed 06/08/04   Page 1 of 280



JURISDICTION AND VENUE 

1 . This is an action for patent infringement arising under the patent laws of 

the United States, Title 35, United States Code. 

2 . This Court has subject matter jurisdiction over all causes of action set 

forth herein pursuant to 28 U.S.C . §§ 1331 and 1338(a). 

3 . Venue is proper in this judicial district and division pursuant to 28 

U.S .C. §§ 1391(6) and (c). 

THE PARTIES 

4 . Plaintiff, Datascape, Inc. ("Datascape") is a Georgia Corporation having 

a principal place of business at 8613 Roswell Road, Suite 202, Atlanta, Georgia 

30350 . 

5 . Datascape is the owner, by assignment, of all right, title, and interest in 

and to United States Patent No . 5,742,845 (Exhibit "A"), United States Patent No. 

5,905,908 (Exhibit "B"), United States Patent No . 6,366,967 (Exhibit "C"), United 

States Patent No. 6,684,269 (Exhibit "D"), United States Patent No. 6,694,387 

(Exhibit "E"), and United States Patent No. 6,745,259 (Exhibit "F"), including the 

right to bring suit for patent infringement . The above-listed Datascape patents are 

hereinafter referred to as the "Datascape patents-in-suit." 
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6 . Upon information and belief, Defendant, Samsung Electronics America, 

Inc ., is a New York Corporation having a principal place of business at 105 

Challenger Road, Ridgefield Park, New Jersey 07660-0511 . Upon information and 

belief, the Court has personal jurisdiction over this Defendant. 

7 . Upon information and belief, Defendant, Amazon .com, Inc ., is a 

Delaware Corporation having a principal place of business in Seattle, Washington . 

Upon information and belief, the Court has personal jurisdiction over this Defendant. 

8 . Upon information and belief, Defendant, Best Buy Company, Inc., is a 

Minnesota Corporation with a principal place of business at 7601 Penn Avenue 

South, Richfield, Minnesota 55423 . Upon information and belief, the Court has 

personal jurisdiction over this Defendant . 

9 . Upon information and belief, Defendant, Circuit City Stores, Inc., is a 

Virginia Corporation having a principal place of business at 9950 Mayland Drive, 

Richmond, Virginia 23233 . Upon information and belief, the Court has personal 

jurisdiction over this Defendant. 

10 . Upon information and belief, Defendant, Office Depot, Inc ., is a 

Delaware Corporation having a principal place of business at 2200 Old Germantown 

Road, Delray Beach, Florida 33445 . Upon information and belief, the Court has 

personal jurisdiction over this Defendant . 
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11 . Upon information and belief, Defendant, Sprint Corporation, is a 

Delaware Corporation having a principal place of business at 6200 Spring Parkway, 

Overland Park, Kansas 66251 . Upon information and belief, the Court has personal 

jurisdiction over this Defendant. 

12 . Upon information and belief, Defendant, Staples, Inc ., is a Delaware 

Corporation having a principal place of business at 500 Staples Drive, Framingham, 

Massachusetts 01702. Upon information and belief, the Court has personal 

jurisdiction over this Defendant. 

13 . All Defendants are hereinafter collectively referred to as the 

"Defendants." 

14 . Upon information and belief, the Defendants offer for sale, sell, and/or 

use Internet-enabled wireless handsets manufactured by Samsung Electronics 

Company, Limited and/or Samsung Electronics America, Inc. (hereinafter 

collectively referred to as "Samsung") in the State of Georgia, within this judicial 

district, and elsewhere throughout the United States . 

THE CONTROVERSY 

15 . The Datascape patents-in-suit are valid and enforceable. 

16 . The Datascape patents-in-suit have been licensed by Nokia, Inc . for 

Internet-enabled wireless handsets . 
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17 . The Datascape patents-in-suit have been licensed by the American 

Express Company for Internet-enabled smart cards, such as the "Blue" smart card. 

18 . The Datascape patents-in-suit have also been licensed by the Rand 

McNally & Co. for Internet-enabled personal digital assistants ("PDAs"), such as the 

TripLink device . 

19 . The Defendants have in the past and continue to otter for sale, sell, 

and/or use one or more products and/or processes that infringe one or more claims of 

each of the Datascape patents-in-suit. For example, the Defendants' offers for sale 

and/or sales of Samsung Internet-enabled wireless handsets infringe the Datascape 

patents-in-suit . 

20. In particular, the Defendants' offers for sale and sales of one or more of 

Samsung's Internet-enabled wireless handsets, such as for example model numbers 

SGH-n625, SGH-s307, SGH-x427, SCH-3500, SCH-6100, SCH-8500, SPH-a400, 

SPH-a460, SPH-a500, SPH-i300, SPH-i330, SPH-n200, SPH-n240, SPH-n300, 

SPH-n400, UpRoar, a600, a620NGA1000, VM-A680, SPH-i500, a660NI660, 

SGH-n 105, SGH-q 105, SGH-r225, SGH-r225m, SGH-e 105, SGH-x 105, SGH-e715, 

SCH-a310, SCH-a530, SCH-n150, SCH-n300, SCH-t300, SPH-i700, SCH-a610, 

and/or SCH-i600 infringe one or more claims of each of the Datascape patents-in- 

suit . 
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21 . Numerous issues relating to the infringement of the Datascape 

patents-in-suit are common as to each of the Defendants . For example, such issues 

include the Court's construction of the patent claims, the application of the 

construed claims to the accused infringing Samsung products/processes, and the 

validity and enforceability of the Datascape patents-in-suit. These common issues 

may be efficiently resolved in a single case. 

22 . Datascape placed Samsung on notice of its past, present, and future 

infringement of the Datascape patents-in-suit on August 1, 2002 . See Exhibit "G ." 

COUNT ONE: 
PATENT INFRINGEMENT 

23 . Datascape realleges and incorporates herein the allegations of 

paragraphs 1 through 22 of this Complaint as if fully set forth herein . 

24. Upon information and belief, the Defendants have engaged in the offer 

for sale, sale, and/or use of products and/or processes that constitute direct 

infringement, contributory infringement, and/or inducement to infringe one or more 

claims of the Datascape patents-in-suit in violation of 35 U.S .C. §271 . The 

infringing products and/or processes offered for sale, sold, and/or used by the 

Defendants include, but are not necessarily limited to, Samsung's Internet-enabled 

wireless handsets . 
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25 . The Defendants' infringement of the Datascape patents-in-suit has been, 

and continues to be, willful . 

26 . Datascape has and continues to suffer damages as a direct and 

proximate result of the Defendants' infringement of the Datascape patents-in-suit and 

will suffer additional and irreparable damages unless the Defendants are permanently 

enjoined by this Court from continuing their infringement . Datascape has no 

adequate remedy at law. 

27 . Datascape is entitled to: (1) damages adequate to compensate it for the 

Defendants' infringement, which amounts to, at a minimum, a reasonable royalty ; (2) 

treble damages ; (3) its attorneys' fees and costs; and (4) a preliminary and permanent 

injunction . 

PRAYER FOR RELIEF 

WHEREFORE, Datascape, Inc . seeks the following relief: 

a. That Defendants be ordered to pay damages adequate to compensate 

Datascape for Defendants' infringement of the Datascape patents-in-suit pursuant to 

35 U.S .C. §284; 

b . That Defendants be ordered to pay treble damages and attorneys' fees 

pursuant to 35 U.S .C. §§284 and 285 ; 
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c . That Defendants be enjoined from further infringement of the Datascape 

patents-in-suit pursuant to 35 U.S .C. §283 ; 

d. That Defendants be ordered to pay prejudgment interest; 

e. That Defendants be ordered to pay all costs associated with this action ; 

and 

f. That Datascape be granted such other and additional relief as the Court 

deems just and proper. 
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DEMAND FOR JURY TRIAL 

Pursuant to Fed . R . Civ. P . 38(b), Datascape demands a trial by jury of all 

issues friable of right by a jury . 

This 8`h day of June, 2004. 

Stephen R. Risley 
Georgia State Bar N L.6065,45_,) 
J. Scott Culpepper 
Georgia State Bar No. 200950 
N. Andrew Crain 
Georgia State Bar No. 193081 
THOMAS, KAYDEN, HORSTEMEYER 
& RISLEY, L.L.P. 

100 Galleria Parkway 
Suite 1750 
Atlanta, Georgia 30339 
Telephone : (770) 933-9500 
Facsimile : (770) 951-0933 

Attorneys for Plaintiff, 
Datascape, Inc. 

(00138101) 
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END 

ELSE SELECT' FROM error table WHERE erra r00=1 
COKUT TRAN-> 

dNpIJTTYPEJLO(,AL WWE=kt~ 
ENTER ACCOUNT NLOABER 
4N1PUTTYPE-mMSRrISVE=IONfWE=aooouro 
INTERAMOUNT 
QNPIIT lYPE3MAi' SQE=:8NMrE=artoirib 
4NPUT71'PE-AUi061.19Ni'y 

dBOOYy 
<hiTM-> 

1 b. Trarsacdan AcoePbd Response 

X510 
4300Y> 
¢01N ACTON-TO PRWTER hEfF10D=PO6T> 
JUNE 11M 1Q.3DMd PURCFIASEM"> 
T9AMAL Q 9B~B9B94P~ 
AOOOIIJf fJUM6E3t 
DP [ATE 0994P> 
AMOUNT $999ImqDM3,> 
RUTH MUMBER 99999BBB9dP> 
--------------------- 

<1p 
CUS1CLIER M"TtM;E vps 

<.fCRb 
irrra.+vEr9999999994R4B00Y> 
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exHisir A 
Raee- oF~ 

2a TrareacGOn Request HiML+D 

wTW, \550 
GODY> 
<FOIiM ACT10NkKdsse URL 
IVEI}~BEGpJ TRMI 

IF NOT EXISTS ( SELECT substrirg(accourN,1, 20) FROM auth-table) 
BEGIN 

INSERT TABLE table VALUES-(geodalsO,dd, wbsUirg( account, 1,20), 
sobstinp( account, 22, 4), amunU 

END 
ELSE BEGIN 

SELECT' FROM error fable WHERE error no=1 
RETURN - - 

END 
INSERT TABLE-order-table VALUES=( geEdaEeQ, ask nane,adc6easciqi state, ziR 

Pert ooda. unitMc4lax shiP_metFiod shiP_dvg, Urit-MM * tax 
shy ctr4 substring( accourK 1. 20) $ubstrinD( account. 22. 4)) 

SELECT " FROM order_table WHERE trandale = 9etdale0 
COMWT TRAN> 

QJSTI'Ki6i WWE 
4NPUTTYPE= fE7CT5gE-WNNrEKxat_rgre-,~ 
ADDRESS 
QJPIJT7YPEJfFXT'5IZE=40 WWE-addep4pv 
CITY 
4WL1TiYPE="IDCf'SUM--OrME=W-qv 
STATE: 
dJPUi1YPE1'TEXT'3IZE12NPAE-9felp 
ZIP 
dJP1JTiYPE="TEXT"S2 E w 10NNYEft es~apr 
SCMIA4RTOOOE 
dNFUTTYPE-"BGWSOE-ANMIEmat oodo~ 
ENTER UNIT 
dWUT1YPE='NNf"SRE~6WWEait_priov-;tp 

Qw.fiTYPF-7MVRf'SVE-6 MME-woop 
SHPPNC' WET}IOQ 
ddPLJTTYPEI'iD(i'S9 E-fOWVVE- hP 
SHIPPNC'AMDIM 
Q41lJT7YPE-WAI'S2E-6 WWE-hp 
SLIOECARDt 
4PIJTMPE-W9iI'15M-90WE=WooutP'lp> 
QNRfiiYPE=SIBfT"> 
vFOFi1b 
AgpDY> 
4iTM> 

FIG. 1 SA 

Case 1:04-cv-01642-CAP   Document 1    Filed 06/08/04   Page 25 of 280



EXHIBIT 
PAGE %b OF 39 

U.S. Patent Apr. 21, 19% sn"t is or zs 5,742,845 

2.h Transaction Accepted Response 
X555 

<BODY> 
¢ORNI ACTIOtqkTOPRrffERAETF0OD=P05T> 
ORDER # 9998999999 APPRWmclp> 
JUNE 11996 1Q,90W PURqiprSE4P> 
TERNMAL ID: 
NAME 

swMM 2P)ooc 
acoaInrrMUBex oPanTE 
PwroooE 
LMrPRCE 
SHPMETH0UJ000000(piARGE 
?CJTALAMql1YL 
AUTH taJVB62 

ClJ5TUNER SKIJATURE4ffiv 

<IBODY> 
vFfllbi> 

2a Transaction Defined or Subrtit Error Response 

4{i11C> 
-8ODY> 
DECLNED<errorcocb> 
4BOOY> 
4f iM> 

FIG.1 SB 
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32- Transaction Request HTML+D 

<HTML> 
<gppri 
<FORM ACTIOP=tiba9e URL 
METHOD SQL 

"INSERT TABLE=order table VALUES getdate~. aisl_nemeaddresscityt state. #6 
partwde6 unil_price,laK ship_mefhod. ship_chrgurutirice + a+ 
WP_cB ~8( a'onrt.1 . 2D .substrinp( account 22. 4)) 

SELECT " FROM order _table WHERE tr'andeme = 9etJafep-' 
<INPUT TYPE=`LOC,AL NAhE= 
CUSTOMER NAME 
4NPUT TYPE='fDCf' SIZE=O fJAWE=cus_nwnw,'~P' 
ADDRESS: 
dNPUT TYPE='TEXT" SIZE=40 NAME-addressxlp> 
CfTY` 
4NPIlf TYPE='TD(T" SIB=20 NAME=dIy>cp> 
STATE: 
<INPUT TYPE="TEXT' SIZE--2 NAbE=stale> 
ZIP 
<INPUT TYPE='TEXT' SIZEYIO NAME=addmss>elp> 
ENTER PART OODE: 
<IPPUT TYPE='TDCf" SIZE=10 NANE=Wt oodsKJy 
ENTER UNIT PRICE: 
<INPIJT TYPE='AMi" SIZES NAME=unitjNicx><lp> 
TAX 
<INPUT TYPES AMT" SIZES NMiE=taxxlp> 
SHIPPING METHOD: 
<INPUT TYPE='TEXT" 51=10 NAME=ship_melhaAUp> 
SHIPPING AAAOUNT 
<IPPUT TYPEeAMT" SIZES NAME=sFpp_chrg+4w 
<INPUf TYPE='SUBMIT" > 
<fFOFtIW 
4BOOrY> 
<A-ITML> 

FIG.16A 
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3.h . Transaction Accepted Response 

<HThAL> 
<gppy> 
<FORAA ACTIONmTO PRINTER METHOD=POST> 
ORDER # 999 APPFiOJEDrJp> 
JUNE 11995 MOM PURp-iASE4?> 
TERMINAL ID. 999999999cjp> 
NAME:__~lp~ 

WY 

PART CODE 
UNR PI71CE: .995 
SFNPMETFIOD~WOOIXCFiARGE .99t 
TQTAL AMOUNT- .99~ 
4F0(VA 
<FOfaIA ACTIOfY-419 nerfia+ AETHOD=PAYME1JTy 
<INRJT TYPE=AUIOSUBWfT> 
<T<"wP 
<IBODr> 
vHTML> 

3.c Transaction Declined or Si&mit Error Response 

<FflWjL> 
<BODY> 
DECLNED <errorcods> 
uBOQY> 
vHTNL> 

FIG.16B 
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4.a Transaction Request HTML+D 

<HTkc> 
43ODY> 
¢ORM ACTIOI4=SCR1 h&HOD=F'O6T> 
<INPUT TYPE='LOCAL' NANE=0cl> 
SLIDE C~1RQ 
4NPUT TYPE= MSRT2 SI7E=40 NMiE=tradQ> 
INTER M+CIJNT: 
INPUT TYPE--"AMT" SIZE-8 NAM=ertpuih 
4NPUT7YPE-J'I.OCAI_"NAAE=mork keys 
4JPUTTYPE='AUTt76U8bY1'~ 

<IBODY> 
4hiTMi 

4h Transaction Accepted HTML+D 

diTM-> 
4aOd1l-
¢OFiW ACTIONkTO PRINTER METHOD=POST> 
L1A1FTItiE99B8iA-QP> 
ACOOMT NlM6ER 
DV ATE 9MIpP 
AMOUNT: $99999D44v 
MIiN NUMBER 9944v 

rrrrwv 
vB00Y> 

4.c. Transaction Declined a Submit Error Response 

4iTHL> 
4300Y> 
DEq.Nm Terra code> 
aBODY> 

FIG . 17A 
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S.a Transaction Request HTML+D 

<H1M> 
<BODY> 
<FORM ACTlOPkS("R2 R4ETI-IOD=POST> 
cIPPUT TYPE="LACw4L" NAM£=OfP 
ENTER Pk 
<IPPIIT TYPE='PPSSAIORD' SIZE=A NAWEqiv 
ENTER AMOUNT 
<WPUT TYPE="AMT" SQEc8IVAhE=wnajv 
<NPl1TTYPE--=W NMAE=wrk key> 
<PpUT TYpE="qU7p6UOyyf'y 
4FaR&-
</BOOY> 
4Fii1A> 

Sh Transaction Accepted HTML+D 

cFnx4L> 

CORM ACTION--TO PRIMER METH00-P06'T> 
QATE999M TME9999AMP> 
ACCOUNT NUMBER 
DXP DATE. 9999cIP> 
AAADUNT $9999.994P> 
MJTH NlAMER 9999999 
cJFORI40 
nrrra.iv 
MBOOY> 

5.G Transaction Declined a Submit Error Response 

4iTHi> 
43OOrf> 
DECLINED <errarwde> 
4BOOA';, 
yHTht> 

FIG-1 7B 
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6a Transaction Request HT111+D 

<HTM> 
<gpDY'> 
<FORM ACT10SKast URLAAETI~IOD~'OST> 
<INPUT TYPE-J'LU(.4L" NAME--W> 
SLIDE CARD 
<INPUT TYPE=IVISRT2' SUE=4(l NMiE 
<INPUT TYPE="PIM S1ZE=4 N411rE=pirv 
ENTER AMOUNT: 
<INPUT TYPE='AMT" SQE=B NAME=arraurM;-
<INPUT TYPEjAAJN6UBMf1'~ 
-eIFafilub 
vBODY> 
<AiTM> 

6h Transaction Accepted FI1M+D 

<BODY> 
<FORAA ACTIOWTO PRINTER METFK)D=POST> 
p4TE99F-SW TIME9999A<IP> 
TERMINAL ID KK9412> 
ACCOUNT NUMBER 99999999999999999999%P> 
EXP E4TE 99QZI9CIP-~ 
AMOUNT $m.99cIA 
AUTH NUMBER 9999999994P> 
df0F&D 

<IBODr> 
4FITMa 

6.a TrarBecdon Declined or Submit Error Response 

<BODM> 
DECLINED 4errorcode> 
<MPUT TypEe9,p(rqL' NAMEavork_laey VALUE= 
d90xyY> 
4HTM> 

FIG . 18 
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la. Transaction Request HIM.+D 

<HTTyL> 
cBOCYY 
<FpFiM p,CT1pftkcbesg IJRL 

'IF DOSTS ( SELECT accaunt FROM thedc table) 
SELECT' FROM check fable WHERE amairi= DD4accam 

ELSE SELECT' FROM error table WHERE error-no= 1'y 
~IIVPUT TYPE=LO(.4L' WANES - - 
SCAN CHECK 
4NR1T TYPE='MICR' SIZE--O NnNE=aomuo 
ENTER AMOUNT 
QNPU! TYPEj'M~11' S12E=8 NANE=ananh 
dNPIJT TYPE="AUlO6l19NT'> 
4FORW 
<IBOOY> 
NHTM> 

Th Trartsaction Acoepled Rasport9a 

dH'IM> 
<BODY> 
¢OWN ACTqNk10PRINTER NEfHODNP06'T> 
DATES9990 nYES999cIP> 
TEFARVAL D 9999999BB~~ 
AOCOlNT NUMBER 89999999BDcP> 
AMOUNT $999macp> 
Al1TH NUMB6i 999BB6BBBqP> 
vFOFiu0- 

4BOQY> 
4HTNi> 

7.c Trarsantm Decined or Su6rtrt Error Response 

<BODYy 
DECLNED <arv code 
4BOOY> 
4HTM> 

FIG-1 9 
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8b Transaction Accepted Response 

------ -----------4ps 
CUSTONIER SIGNATUREVN 

B.a Trasec4on Decfned or Submit Error Response 
4iitii> 
4300Y> 
DECLrED FIG.20 

EXHIBIT-A--- -
PAGE 23 OFs~L- 

U.S. Patent .4pr. 21, 1998 Sheet 21 of 2s 5,742,845 

B.a Transaction Request HTML+D 

<HTAAL> 
<gppy> 
¢OFAA P 

(SB-EC;i9behiig(aooa+it5120)FFi0MalLj9hhle) 

VVf-IEREenat rcwl" 

NAWE=aCCOUnri 
SIZES NNWE=wnuit> 
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d-fTM-> 
43ODY> 
<FOFdM ACTIONOTO PRINTER K4E`THOD=POS> 
F7ELD1 F1ELD2 F1ELD3 - FIELDN <1p> 

VP' 
)0000( )0000( )0000( )0000( Alps 
X000( )0000( X000( )0000( SIP' 

)M X000( )0000( 
4FOMW 
4BOOY> 

FIG.21 
EXHIBIT-1L. . . 
PAGE 24 OF YI 

U.S. Patent Apr. zi, 1998 Sheet zz or zs 5,742,845 

9.a Traisaction Request FfTW+D 

<FrrklLi 
<8OD~'> 
40RM ACrOhKbm URL 

bEfFIOD=SOI. 
"SELECT ields FROM table WI-ERE corKition"> 

dNPUT TYPE='tOCAL'NWuE=tip 
INFER SEARCH TABLE MA&E 
<lrPUTTYPE= fD(T' SGT---10 NM0E=table> 
ENTER SEARCH FIaDNMAM 
<NPUTTYPE=TDCT' SIZE-"100 NMM=fields> 
BJiER SEARCH OONDffIOk 
,4NPUTTYPE--wTEJ(T'SQE=5OrWAE--cadiap 
<N'11T1'YP'EzVlJP06lIBMT'> 
vFDIiNP 
dBOQri 
<IFfIM.> 

9.h Transacnon Respame 

)OOOIX 4P 
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10.a Transaction Request HTML+D 

VALUES=( 9eLdateO, tid, 
rd, man over, coupons, 
x_depbalch no.dxl 
les-apn_cM~s-voids -er 
tax Woss_sales - opn_c 
;and-man-ow -roupof 

c ~ 

FIG.22A 
EXHIBIT 
PAGE 25 OF3y 

<HTML> 
<gOEIY> 
<FORM ACTION=dbese URL 

METF10D=90L 
` INSERT TABLE=Iog_tat 

disc mOr disc,v~p cem 
~p3, c depd, ch~fix 
sa~.a. is sales Orass_ 

man aer-couporls-sa 

<INPIJT TYPE='AMi" S12E=8 NAAAE=pross_sales~ 
ENTER OPEN CHECKS. 
<INPUT TYPE='INT' S¢E=7 NAAAE=opn_cHcv 
ENTER VnIDS: 
<INPIJT TYPE-'WT' SIZE--7 NAMEtioitk> 
ENTER BNP DISCOUNTS: 
<INPUTTYPEme'WT' SIZE-7 NAhE=emp_disc> 
ENTER MGR DISCOUNT 
<INPUT TYPE--'IM' SQE=7 NIWE"mgr_d'sc> 
ENTER VIP CARD. 
<INPUT TYPE-'IM'" SQE=7 NANE=rip_carrp 
ENTER MANUAL OVERRINGS: 
<INPUT TYPE-'IM" S¢E=7 NAAAE=ran awen 
ENTER COUPONS 
<INPUT TYPE-WT' SIZE=7 NAhEmcoupors> 
ENTER SALES TAX 
<INPUT TYPE= i4FAT' SIZES NAIVIE-sales taxes 
ENTER CASH DEPOSIT 1: 
<INPUT TYPE= iMfi' SIZES NMAEm4cudepl > 
ENTER GASH DEPOSIT 2 
INPUT TYPE=AM(T' SIZES NAAAEx dep2> 
ENTER CASH DEPOSIT 3 
<INPUT TYPE-fmAWT' SQE=8 NAAAEaC_deP3' 
ENTER CASH DEPOSIT 4: 
<INPUT TYPE-~WT' SIZE-8 NAMES dep4> 
ENTER CHANGE FUND: 
~INPIJT TYPE--AMT" S¢E=8 NAME=cAg_tund> 

5,742,845 

oPn_chks, adds. 

1-c_ciep2-
-~ 

Wts) 
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10.b. Transaction Response 

19 

----------------------- 

NET SALES 
WERlSHORT 
<lFOIi11ID 
<IBODY> 
<lHTML> 

FIG.22B 
EXHIBIT--.A 

ppGE Z'~° OF 

U.S. Patent Apr. 21, 1998 Sheet 24 of 25 

ENTER CC DEPOSIT: 
<INPUT TYPE="AMT" SIZES NAME=cc_dep> 
ENTER BATCH #: 
<INPUT TYPE="INT" SIZE=3 NAME=batch no> 
ENTER CHARGE SALES: 
<INPUT TYPE--"AMT" SIZE=B NAME=chi sales> 
ENTER PAID OUTS: 
<INPUT TYPE--'INT" SIZE=B NAME=pad outs 
ENTER CARRY OUT SALES: 
<INPUT TYPE=i4MT" SIZE=B NAMEyco sales> 
ENTER CREDIT CARD SALES: 
<INPUTTYPE=i4MT"SIZE=B NAME=CC sales 
ENTER TAX IXEAAPT SALES: 
<INPUT TYPE=`AAAT" SIZE=B NAME=te_sales> 
<tNPUT TYPE-'AtJTOSUBMIT"> 
<1FOliW 
dB00Y> 
<IHTML> 

99 
99 
99 
99 
99 
99 

99999994P> 
9999999dP> 

5,742,845 
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FIG.24B 
EXHIBIT A 
PAGE 27,1 OF~~ 

71 .a Transaction Request HTML+D 

<HTMI-> 
<gppy> 
<FORM ACT10N-iNAIL TO: mail to> 
ENTER MAIL ADDRESS: 
<INPUT TYPE='TD(T" SIZE=20 NAME=mail low 
ENTER MESSAGE 
<INPUT TYPEw'TEXT' SIZE=10m 
<INPUT TYPExeAUTOSUBMIT'y 
4FORM> veoor> 
`m"~"`' FIG.23 

SYSTEM 
DEFINITION 

DEFINITION I DEFINITION 

PROTOCOL 

DOWNLOAD 

FIG.24A 

SYSTEM 
DEFINITION 

EDITOR 

CUI
..E~S I ICIAFLE.S 

5,742,845 
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5 .742.&t5 
9 10 

graaale the kil'IrII. Lles for the dicer program cud the SQL swipe reader 36. printer 3!. Q the lily. my be coupled to 
film for the application program fag a key input order with PCs through non-standard UO pact such u COMM I and 
secure payment transaction; COMM2 pats Q w ad= noasnud+vd VO devices such as 
MG. I7A shows exemplary integrated statements for a file phone terminal 16. PDA 18, or credit cud tcmi-l 20. 

used in the pefctred embodiment d the present invention b s TyPinlly. these devices m coupled W PQ or devices 16 .11. 
generate the H129.. files. [a the ditet program end the SQL a 20 through m interface sum as a RS-232C imaface. 
61a for the application program for a smut card debit (type Merchants a other vendors my me a Web saver 2 w couple 10 eMvo& 14 to communicate why the devices gad 1) transaction; 

G.17B shows exemplary integrated statements for a Lle 
processing system N. 

F1 
used in the pRS~edembodimmtdlLepesentiwrndoato t° 

7Le Web sever 12 u PdaablY coupled m ~ Common 

the HIT4. Glee for 6e diem program god the SQL 
Gateway Interface (C(i~ +PNie~ioa 26 whiff converts end Qeovate 
~°°°~°~ 

the data °°d commands between the devices Men for the application ~ program to a smart and debit (rYae a, oar 14 .m the processing system a .c, the vo z) transaction ; devices m not have a use the database command Wastage FIR a .now Qemplary Integrated mss. rot . ilk � to interact with the database . System 49 and the devices may 
wed in the primed embodiment d the preiat iuvatioo m communicate dim* d they art Implrmmhd u the same 
generate the Sl'MI. film for ere client pogram .m me SQL language or i( . am Lqplemmt. . communication interface 
files for the opplindaa program far a debit card transact'v:.. : sum u CM 28 that emdda dam fields in the CUM with 
FIG. It meows aemplvy integrated "", """","- " for a file these is system 40 . Saves 12 . CG[ 29 . and die applications 

sari L the pdmsd cnbodimrat riche peseN invention to 2p supporting s7soem M may all reside on A finale hat 
generate do ffIMC.61es for We dieat program and the SQL computer a they may F"ide On separate COMWOO ODUPled 
Era few the application program for a chxt vmAodon togeWc by & local tea ertwat (LAN) Q a vide area 
trwktion: oetwork (WAN). Preferably. die application interfaces with 
E4i. b mows esemplvy, integrated a r"""^, """" for a 51e a duaMSe which supports Open, Data Bow Connectivity 

aged is the prlmeA embodiment riche p neat invention a u (ODHO and Saueivad Quay L4N&V (SQL) 
generate the HI'ML 51n for the cheat program and the SQL The mmommieabm sessions between the LO devices 
Dies for the ippiiattom program fQ a customer Emqaenry ODOPW m me open narQt 14 creel the Web Java 12 m 
4anudioe : generally Waducxd to the game fuhioa n Internet protocol 
flG. 21 shows aemplvj integrated statements for a Ale communication ,adms ue currently prffawnel TIM is . 

sued m me pdeaM embodiment al the present invention m b the IKl device aLMiafin a commmiotim cmnxtim with 
generate the IiIMI, dies for the dies prom god die SQL Web jam 12, aendt a request to the Web caves. the Web 
Na for the application program for au itrm search trau- save responds to the request end the VD device Q server 
ctlm: dons the eamettioe Pte(aa6ly. the ~xaodrd 1/O 

FIG. 22 shows 
~~~5' ~~+~ ... . .~ . r . devices a PCs interfaced w such devices selectively couple for a file 

used in the paged embodiment of the present invent. o w ~S t° 
a loot seems pert on the Open rctwWt 11 through a IoW 

natae the liIT4. files for the divot program end the SQL 
modemlISDN mane~iw. In this mrn¢ the device is only `e na t ae 

Na for the application program far retail store end of day 
coupled to the open aetavatt 1~ svhee a a~nuctiau err ~ data 
operation is w be pefamad While cmneaed m the ogee 
network 14, a davits nay ames~ a oimdz o[ servers to 

FIG. 23 shows exemplary integrated st""""""" t" for a file AD uy a papaK For example. a device may couple to 
mod in the preferred embodiment of the peseat invention m A roar seems pat and communicate with i first server w 
r,acrate the i[I'NII.51rs for the diver pogrom and the SQL chit inventory levels at a site- communicate with a second 
him for the applicados program for a sae reporting L server to aria poet for the inventory. and cmlnuoicare 
e-mail tramactioo : with a thud server w settle payment for the adored goods . 
Fn IM is a Aistram d a mrod development Process 4s When all aspects d the tRaocUOa are mmpleoe, the coo-for the files interpreted by the client gogfatat and the 61n section With the loot seems pact it wmioaOed In the 

inte+peded by the appuo¢ou program in accordance with preferred embodiment or nK present invention. me paid 
the principles d me present ieveation: and used to transport data messages, between Web server 12 and 
Fn ?AB is a diem of the generation of the files the LAD device, coupled to the open wtwut 31 it the Hype 

ieop¢sed by the cheat pogru, god the N, interpreted by to Tact 7}ae,pat Prwoed (H174) . although other open sys- aavlication program aalumnea by .n eau Q wnmuwW m tea protoods wilived on the Internet may be used. 
accordance .vim me prlecipla or the present invention . m ~n.aea srrnpaocd . . diem program mocutiag in 

DPS(RSf'IOH OF T3~ 
one of the YO devices may i~rtiare mmmuoicaioo with a 

DSGIIFD server b9 sending t query message of the format: 

A trimaNaa err deh system omrOnrted in accordance The messy: ideMdta doe diems n Oddna eoMMunketiou 
widi the principles o[ me present invention it shown it FIG. with a F71'IP s=v=r at the host address on the specified part. 
L The system U mduYs a Web server 12 which ii coupled In the EM protocol. the default value for the Post is SO Ind 
to m open sawed It such u the Ietavet for -mmust+ct the beset address is the Internet protocol (M address of the 
tics with various YO device cud tamiaab. Fur aampia 6o type well-known in the am The pub value sdcaa the file in 
the p0 devices whiff may be coupled dvectly to zctwwk 14 the MW server which is activated in response to the 
include standard YO devices already supported by Inoann message and the seamti pmt spaifia a quay for the adeaed 
Raoools wcL u PG 30 end non-standard W devices such 51a L the initial wmfuuaication. die quay may be omitted 
C l screen phone /Cm10A ]L. ! personal digital LitiNOf so that the selected host file respoods to the client program 
crnw) >a . and . awes cue terminal b. o1hc any 6s before . query is processed. 
DON-uandud VO devices such as smut and reader 32 In the peeat invatbn. the client program uses a similr 
personal ideatiSaGm number (PIN) pad 70 . Magnetic cad message m initiate a traasactioa a data operation . except 
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Preferably. the server program executes on a comqac 
system having n least u Intel 80386 or bent processor 
with u lit 4 megabytes d RAM and ! least 3 megabytes 
of hard list space available . The compact system mooing 
the server way aparte any known server p14f~Qau opcamg 
ryGan adi u WINDOWS 3.1 . WINDOWS 93, a WIN. 
nows NT. uNix. AL. and others. 71u, noo-danAwd 1/0 
devices require a processor d a Z8QA type or bother. at least 
32K bytes d RAM, and at ]wt 326 bytes d ROM. 'Ibe 
device includes a modem capable d at hart 1200 bits-per-
sewed (6W) but attic modem speeds in" 6e used for 
communication between client and server. Ahossisajvrely. the 
device my be coupled b a LAN which in awn is coupled 
to be Lteroet for communication with saves 12 A typial 
non-iuodecd devfee which excomes die client program 
VMToee OMNLi90 . OMN093, a VuFoae tamind 
O"iN090. OMN'395. no Venue am trademarks of 
VaTose. Joe- d Redwood C7ly. Calit Other exemplary 
derien meLde Phillip, Sari phone, Hyparnmm 7'7 
terminal. end Apple Caopota Nevvlm MasgePad 
To build the Preferred AIMI. files; which OW 28 prefa-

&My ova to implement the client program and database 
allplicutos the uses pdaibl7r noes an off-line editor ne 
file `avatcd by me edI1Q tie PdaaL1Y espied of u 
integrated Statements famed fry HIM s!at"atie""" and 
database statements: for retrieving and writing data with the 
drabnic. Exemplary Hla Yawing Rich integrated veto-
mean for Performing trazonandaus we depicted in PIGS, 
1427B. After such a 5k b gavamd . me edhQ poses the 
ieteentea auemcm WD HITII, statements and into daw 
hue stateoeau Such as SQL commands. The urma. film 
mquirod by die client pmVm to support communication 
with a transaction Q dab processing center may be down. 
Ioded m a device a PC to aecvrtae.'Rro Mot anmaiaiet 
me databue application statements used by the CA inter. 
face to wmmodute daft with the database applIojition 
program preferably reside oa server 11 preferably. the 
database film Used by the CY3 interface include SQL ocan, 
maodi for the boa program imvfucd W an ODHC 
compliant database . 
iLe Qeaaal facin+a of the t{114.oammaeds in the HT7.II. 

51a used for cammmWtio8 with a client progmin and 
saves K of the general famm : TAG A11'RISUL& 
Prduably. the TAG Add may be nee of FORM. INPUT. 
SQL- ar7FXCARPa.'Ihe ATIRISITIE Add value depends 
upon the TAG value. Ptdaa6qc the FORM tag may include 
the wC170N Q METHOD attributes whore die ACTION 
attributes include the FROM<Glt> . TO PRINTER. 
lO<Mo, and 70 SCR values soled above . as well as the 
standard RiMI. ACTION vahe of URI-dLle> . lLe 
MUMOD attrib utes Include the PAYMENT and SQL 
atirilintrs noted above. as well as the standard ffTML 
MEI'FtOD values of GFT and POST. ADO in accordance 
with the piadpln of die present invenitima. the INPUT tag 
may include TYPE. NAME. VALUE (IMCICED. STS. 
wed MA7[IFINCIH um'bute+- new mbma ore previ-
aasly supported for the IIiHlf tag lit HTDAL however. the 
present invention fmthet includes TYPE values of MSRTL 
MSRf2 . KEY PIN. HC7W MICR. AMI'. INT LOCAL and 
AVIIDSUH . as well u the standard E[fML7YPE vduec of 
TEXT. PASSWORD. CEECKBOX RADIO BUTTON, 
SS1HM71', and RPSEC The present lavmtioe alto supports 
NAME irtnbutes of 1P-ADDRE55. HOST-fiONE 7'm. 
WORYti6EY. DA7FTASE cud DPPOSI[_ACCf to 
identify loo! dingo arms as well as standard M?AL 
NAME Attribute cESrld NM> to identity a FORM variWe. 
The preferred high loud potescug of the client program 

is shown in FIG . 0. That processing includes o idle step 
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(Block 100) in whiff the program pcdams general 6atsc-
teeping task, such u Maintain; a internal time. scanting 
for input whiff may activatc the device. or other known 
functions . Further procada` is activated by some operator 

s echoes at the device a PC which cusses the device 10 either 
open a remote URL(Bloct 102) or open a local URL (Block 
INS II a range URL is required. the device trusmits a 
message of the format discussed previously which is touted 
through the open network and delivered w a saves 12 for a 

io transaction Q din processing system abet 1061 . 'Me 
HfML file rckcted t me server 12 u identified by the 
resume UW. in the Wild conummication between the 
device and server 12 and that URL is used to remm The 
selected HIMLfiIe w the device forprocessing (Blocks 1408, 

is l1"). 
FIG. I oho Shows that u operator way initiate an apes 

local URL function by typing in a command or by pishing 
a hot key which is associated with a local VRL- The YO 
device reads the HI'Aff.6k identified by the URLfrom local 

m memory (Block 112) aced passes the HTML file to the 
tuition for processing HIML files (Block 116} After a file 
is processed (block ll"). We client program determines 
whether the HTIWL file Is to be stored (Block 114). If it is 
001, the proms returns m me idle processing (Blest 1M). 

u Othawisa the process de0rtmines whether die HrIAL file is 
to be associated with a hot key (Block 116) and. if it is. it 
stn's the file end generates the link belveeo a hot key red 
me spa file (Blocks tie. uo> u me ftrna. filee is only to 
be ttaed no auociadm u made with a hot hey sad the file 

30 is simply stated in local memory (Block 20~ The clicut 
program diem towns; to idle prociossiaig (Block 100} 
The high-level promising for die M-ML Me (Block lit. 

FIG . 4) u shown L !unties deal in FIG. 3 . The Process 
bogies by wndq the FII?II . 9k foe a TAG (Block lp). 

is II no TAG is fined the file is nod in proper fame for 
processing and processing returns to Block 114 discussed in 
FIG. 4 above . If a TAG is frond (Block 1f2~ the process 
ddcminrs whether the TAG is a FORM TAG (Block 144) 
or an INPUT TAG Block 116). E it is a FORM TAG. then 

a the FOAM TAG is procciuml and the program continues by 
looking for other TAGS so proem (Block 140~ If the TAG 
is m INPUT TAG. the QiPVI' TAG is powted (Block 
150) and the ptopam continues by looking far other TAGS 
w process (Block IMO If the TAG is oac of the Standard 

as tIIMI.LAGS, the program implcueeu4 the TAG in enndud 
known ways (Block 152) sad Then rocs for other TAGs to 
process (Hind 1N). 

Processing the A77RIBl71ES coed to implement a 
FOAM TAG is shown is PIG. 6. Thai porno ooadmiei by 

w canning the IfIML ft for &n "OOWc Block 1N), If au 
smribute is wt found (Block lfZ. the program returns to 
wan for other TAGS (Block 140. FIG. 5). If sis attribute is 
found the program detamiuu whether it is azi ACTION 
atnihute (Block 164) a a MEl'HOD attribute (Block 1K)~ 

ss Depending m the type of attribute. the approprime function 
for proceuhg the umlute is executed (Blocks ]66 a 17") 
and scanning for additional adributn coiaGeues Block 160). 
II the aunbme is not u ACIION or MECHOD smbute. 
these is m mrv in the file and processing returns to scu for 

so other TAGS. 
The processing for theACTfON attribute is shown in FIG . 

7 . 7Lce, the ACTION andbute is examined to determine 
whether h it a PROM<fiIc> (Blest 1!0) . 7'0 PRTt1IFR 
(Block 162).'ID<fik> (Block 161) . 7'O SCR (Block 1!6) . 

as FROM SCR (Block 1M a a I7RI,-dlo (Block M). no 
URItdlo ACf10N is a standard RITII . action which is 
processed in a known wry (Block 194). The FROM -dle> 
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action is processed by reading an. from a file associated 
with the UO device a PC interfaced to the LO device (Block 
19f~ The 7'O PRINIFR action results in data in the FORM 
being gym[ to she punts (Block 1f6) while the 7'O <fLlo 
action remits is data in the FORM beige written to a local 
file (Bbd TAB} The 7'O SCR coon Causes date to be 
written m the smart cud w a smut card reader (Block 202) 
and the FROM SCR Rrds data from a smart Card though a 
gut card reader (Block 294X After the appropriaw action 
processing takes place, the FiITtI . file is manned [a WdF 
tionl ACTION values m perform (Block 2K)6 end if me 4 
found. me process madnuea E no altdinfic is located (Block 
2MX me process renrot to scan for other attributes (Block 
1N. FIG. 6). 
73e processing for the METHOD imibutet for FORM 

tap are shims 10I'R}. d. The process detzrmines which type 
d MHI'EIOD is poem in the FORM and thess properly 
gocessa the Rvzjl)utr- For the (ET ad POST Methods 
(Blab 21". 212) the processing it the game u that per-
formed L standard ILfAO. (Bbcb 3t6. 2?8~ 73t if, loathe 
(EI' mdhod she idmUSed LTRL<Bk> is queried for data 
while the POST itaibua sours data to be tranderresil to she 
URI.db. The preferred ME?IHOD moues ezeodieQ 
the F(I'MI.1mplweouGOa of the present invention we SQIL 
Mock 214). and PAYMENT (Block 224) sUribirtes . The 
SQL attribute u prdeddty not expded into a SQL cam 
mid ad the client. but rather is expuded by me CQ 28 u 
save 12 by correlating the dda or variable fidd names in 
a returned form with the SQL -ad, qaed t the iav¢ 
TVs processing u dose in a mono described in more devil 
below. The diems program passes the SQL file idodfc w 
me saver 12 (Block 7J~).7Se j- sing of the PAYMWr 
Command (Block =) is discussed in more, detaill below. 
The xra, me is .c.eeea roc other won. (Block uz 
2w end. ? one u found . me processing contra by 
identifying the METHOD (Such 211-22Q . Otherwise 
(Block ?M). the process autos to sae the HIMi, 51e for 
other ACTION a METHOD attribuoet (Block 1N, PIG. f) 

processing for the IIiPITP tag Is shown to FIG. P . The 
goixn mass; the EnML file following the INPUT tag for 
attributes (Block ?51} If no attribultes am found (Block 
2s2 ), the process continues by scanning the Krh4L file for 
other tap to pain (Block lw. PIG . n If an fittribuoe u 
found and Y u a TYPE ate (Block 2S4). it is processed 
(Block 2%). and if the aMttribule it a NAME aMbule (Block 
25!} lt Ls processed (Block 260) Both the TYPE and 
NAIL processing u shown in more detail u FIGS . 1" and 
11 . respectively. II the am'bue u aselfha a NAME a TYPE 
amibxaa u is a xadrd attribute for an IIfPITI' tag sup -
posted b9 standard HIML and Is processed in a known 
matter (Block 201 Following pocessies Of the QiPIIf 
xUribute, the HIaII. 51e 4 aanmd for other attributes; to 
protest (Block 2%). 

Pt sing for the TYPE am'hne u shore in In 1". 
The process Era idma5n Ihe'IYPB attribift to the IIiHTi' 
tag and lea performs the appopride processing. The new 
TYPE Yubums o[ the preferred embodiment of the present 
inveetiw are MSIQ'1 (Block 37"~ MSIU2 (Block 272) . 
KEY (Block Z7+). PIN (Block 2711 HCW (Block 27f). 
MICR (Block 2t0) . AMT (Block ZR2) . W[ (Block 260 
LOCAL (Block Zl6). and AITfOSUH Mock 2611). If the 
TYPE attribute is not ox d these. C is a standard EITML 
type ate that u processed is a maw mmoc (Block 
3l" ). Each of the new HTML TYPES supported by the 
present iwemon Causes u UO operation with a non-
standard device Specifically. these operations n the read -
jog M7Yut 1 d the magnetic stripe leader (Block 290). the 
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reading d the second hack of the magnetic stripe reader 
(Block r2), me reading d a keypad (Block 29A), the 
reading d m encrypted PIN through a PIN entry device 
(Block 296), the reading of a bur code through a bar code 

s reader (Block 2M, the mding of encoded data on a check 
through a maims check reader (Block 3N). the reading of 
a do1Lr amount from a keypad through a key input mask 
(Mock 362). the reading of a numbs from a keypad though 
a key input mist (Block 304~ the reading of data from a 

10 loot variable (Block 7K), and die submissioss of the data 
red from we d these devices is a STORM returned to the 
server 12 (Block 7H} lbe data mask for AMT coastoi,s 
the dolls amount read to a predetermined number of char. 
Act= With only two dMICYat foQoavisQ me deeimAl point 

1s 'i3e data mask for INT ensures die number is an integer 
VaIIIG w'ImIY a Processing continues by 
raunins die H17A1. 51e for orbs TYPE aft6uln (Block 
312) and. if uaha TYPE suribule is food (Block 31n. 
processing n=.n"u"" by determining the TYPE andbute and 

m pCIfaaniog me appropriate processing . Otherwise . the pro-
cm tt0rtm w man the HI'A4.91e (a aMa attributes (Block 
750. FIG . f). 
7Le IiAME attribute ptasasiue is performed in iccor -

"not with the pocsst shown in FIG. 11 That process 
u examines the NAME amibuoe to delarmizat if the variable 

name identified by 16e attribute is IPJ4DDRP55 . HOST-
PHONE. '1ED. WORK-KEY. DA7EI'IMC Q DEPOSii'-
AOGT(Bloeb 3L.322.324.326.328.330), If t6ey =e. the 
IIaPVf value resulting from aye of the IIiPU]'S in a FORM 

b of the HITfl. file u stored is a local variable ideatified by 
the NAME elobula Following Yale (Block 132). the file 
is sagged for other NAME attributes (Block 326) gad if 
there are acs (Block 332). processing continues; by scans. 
sting for orbs attributes !a the IIiPVI'ttQ (Block 256. FIG. 

33 9) . If the NAME attribute L a standard BI'Ml. II+IPI71' 
NAME. it is processed by knows methods (Block JJ6l 
Aaeuing d= continua by scanning for other NAME 
attributes w Access (Block 338 . 3N) . Otherwise. the po-
ceu returns to rra the HTML file for other attributes (Block 

a 250. FIG. f). 
CGI 28 receives intaae Ruoeol statements in a file 

transmitted from a surer program and provides data from 
those statements to the applies, cola) implementing system 
40 end receives the output a1 system M and provides them 

4s w the Client program is a ft. CGI 29 My be implemented 
by a program developed by a use using a manual develop 
meat method as shown is FIG. 24A. Its method requires 
a use to generate a system definition ft= which a file 
statement de5nidoo for the dint and application m devd- 

w OW m implmem the transactional Q data system Using 
the 51e "cam^t dclini4ooa the use ̀ snood the files (a 
the client and database programs which are interposed by 
the respective programs to inplaoeat transactions or duo 
processing This process requires the user to not only have 

55 knowledge regarding the transactioa a data process but 
specific Audi, d me interaction between the diem end 
daubua The uc V further required m resolve and cwQe-
lue all dada idemiEas in me statements (a the client and 
dau~se environments. 

m Preferably. CQ 28 is devrlaQed with an edits that only 
require the user to define the syste, with statements which 
are an inteQraiw of the protocol n"r" "̂" u,s; and the data. 
base language . The process implemented by this editor is 
shown u FIG. 2M . Ex,mpla of such integrated stateumats 

ss for file which implement a spec transaction are ̀ boon in 
FIGS. II to 21B. 'Me edit veriflies the syntax of the 
integrated statements and correlates the data variables of the 
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protocol ctaftmrati with the data fields of the database. 
Following the generation of the integrated statements, the 
edits segregates the protocol statements firm the dotabaze 
LnQa+te sutmenu. The praocol statements = stared in 
files which sue identified n being to a pNcvlr trraLCaoe 
a data process and the dau6ue statements are steed in film 
which we idendGed ss hero` for a permit transaction or 
due procen on o identified database table 7U editor 
places a database file identifier in the protocol statements 
which msaaued =Wedded database dements . 11e data-
buy Ale ideoGfiac we aged by CG12B w sdea me !fe for 
the appropriate transadm m Cal 38 may caffeine data 
variables in the protocol statements with due fields in the 
database 91ee 7Le files insulting stammenb s0 6e inter-
preted by the slier program ae then dowalcadod so die 
approRfde t -nals, and the And, files costaining 
database lmguW statements are noted on the system 
uwurtag the CY8 2& 

Alternatively. the edits of the present invention my 
pose integrated Statements which to segregated into woes 
code statements far first and second processors. such as 
editor fislLc includes a .comply to Sraaaoe amruLle 
code for each pocnsa and . if The prowascirs ex ecute 
mQmmig warm code. a camps'a for rut semen code 
language. 'The executable cede may then be doavWded b 
the respective paxssus far aeeoi6oe. 
Mere specifically. the editor preferably places the dart 

hue Yatrmma tar owe at the transactions d the primed 
embodiment in a file identified by the database inn fd-
lowini SQL in FIG. 12 The attributes said tap fortaing the 
IFIWL a+... ..nn for woe afthe traauGiom d We primed 
embodiment ue placed i¢ a 51e generally destotod as 
m~I!>.HIM . 7bC name 4maL-Alc:> is " OTC which 
WmhbO OOG Of /EC VlpfalroDeL When: SQL statements = 
in the Adds of die iuKyctted IIYaneW shown L PIGS. 14 
m 238, me string "lu"o.SQI,' is substituted as Vae 
database rams is the su0wratc of the munl_flo.RIM 
Me. When the OQ"*"""+s"s 51e is initiated god pauses the 
ieaumng forms me jamrned rise is placed is We cavo-
pending "4dItml Gle»,$W We which is passed to the 
ypliadou program u a mmmad Um argument. 1n this 
mama u abbreviated foust for the SQL commands may be 
communicated ova the apes network between the client and 
CGI red the CM may 6e able m ocqed these abbreviated 
SQL commands sub me appropriate SQL commands whiff 
the Wpliodm program requires m mmipaLte die ODBC 
denbue 
To effectuate a man+aRba . for wmpia an operation at a 

tamiaal with eoo-aaWad LAD devices may activate a 
t-niml We with i hot key a ashc action. In procesadng the 
activated Ely the dim program may acquire data which is 
steed in a local variable or umuble itrauQh a o0o-
sundad WO device- This dam may dim be stared in a 
i+ORM and submitted b a revs file at a processing system 
dkvs. The save Me activtn OM 29 which retrieves 
dam from die FORM nd incorporates k =a database 
wuaenta in the daubue Me for the appropriste transaction 
sari database . II the d*nbax statement is a quay. the 
requested data is returned to the CGI in the A--h-, file and 
the CGI places it is the w¢apaadin` FORM variables w 
die serve may meei she data to the taIzAnal. Ifthe database 
sutement provides data to a database to obtain in 
authorization. tot crumple. the areas performed by the 
database application in response b the dam is plead in the 
maapouding FORM red returned to die terminal. In this 
wry. data is nduaged between the termed and the disaa-
Wu application. I'his exchange is supported by COT 28 

18 
even though the serva/clicat communication is performed 
in as open system protocol . sum n ffrrP. and the database 
application is perfumed in mother Le`uaQe, such u SQL. 
CGI28 is able b convert and ucLooQe the data between the 

s client gad dahbax without me user having to spec:i5wll9 
deep and implement a conversion program 
The communication pnhs available for a device i¢Qle 

marine me presser issveodov ac shown is PIG. 13A- As 
shown these . u YO device Of u coupled though the 

III worWwde Web open nawock426 ton Internet Web server 
127Lb connection way be implemented with the primed 
extended capability Hf6II. described above. Although 
IilMl . ales may be encrypted m eahacee the eaaaity, d the 
document u it u communicated wross; die Internet. the 

IS operator d the system may cboae to utilize a more secure 
physical connection between the device 420 and the Web 
server l2 7b obtain this alternative we, on. We PAY-
MENT' command for the MUMOD attribute is preferably 
used. One form d the PAYMENT command u for a ma- 

n chant's tamiod gad the other u for a aoeytmer'e texmidL 
In tithe terminal. the client program whiff wpp(tU the 
extended capability EIML operates indepeadently but 
co-resideN is memory whh t cYtdfied beet cud authairt 
tioa sari capture applirslm whiff my be provided by a 

xs Buanid Laftmaa a a bank cord pwcessoL 
For the form d the emmad dhwo in F1G- 13B . the 

dims For= in she macLim terminal suveadc its uew-
tion and pusu the ocmdrl ideaufia. I locally. which 
identifies the mccLaPs aoeomt asd the consumer account 

3o information read via a mqoetie stripe saris Q the L1¢. to 
the brat cord applicatioa 1M bent and application mm-
m-"tis dih information via a PS1N 4]A a the 4lre to a 
transaction processor C2. 7'he praxs&air 422 rMaixs a 
AGAa the CICuLU00 DOE. V andQ1SE. a printer at the 

35 ma :bad meal ptiub a purchase RgIeUME which the 
consumer my assets 10 complete the trismactim 

In iespoese m a ffIML 51e haring a FORM with an 
ACTION attrbaoe equal to m executable 81e name for a 
bank and application Ropam Q the fits a METI'AOD 

w attributew4fi a4d6value c(PAYMEXr. sad an Banff tag 
with a TYPE suribude p( I_fY'Af NA]`¢ which idenalles 
a deposit only account supplied by a maduusl (m ̀ hove is 
FIG. L7C), the sliest program is wapeaded and central is 
caadafeA b die bank ¢wxsena application. 'Mt bank 

u processing application mew uses a modem a LSDN D 
,+-end using TS POS protocol Q the lire to mnxa m a 
assns packet oetwat 424 00 waned is a virtual point-to-
point mrua With a payment Processor dis ou`h a PS'IN 
network a me lid . 'This physical conziectim provides an 

50 additional sociality element ID the WMY data for the 
transaction of a¢wnt idarmition. PIN encrypted 
by PIN pads provided at the consumer rte. and other 
sensitive Information. 7U bent processor 422 my submit 
remittance data to me mvchul. via the Web a dhaevia~ 

Js After receiving me eeadrtaocs data. the merchant may ship 
the product b the r^Ra "" "̂" 71111. in this =RnOS, the YO 
device my mm-nicate wim a plurality of Web awes [o 
"shop' for a beat price, delivery ride, or other rdevaut 
information for selecting a pdcneE transaction. god then 

so uxvro the PAYMENT mahod to ouliu a more sense 
physical commimeslloe ecamecdois and data security 
devices a ronsammee the 5nsadal dereite a? the cans 
you with less risk and costs for die morcham. consumer. 
and back processm 

63 73e preferred integrated EMAUSQL statements which 
support a card initiated payment authorization and capture 
trwsaaioo H shows in FIG. 11. A first file S66 includes 

EXHIBIT y

` 

_ --
PAGE 16 Or 39 
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[57] ABSTRACT 

An open network system for supporting input/output (1/0) 
operations for oon-standard 1/0 devices are dLwlosed .'fbc 
system includes a servo coupled to a plurality of 1/0 devices 
through an open network and an extended open system 
protocol that supports mmmuuicatioa with devices that are 
not personal computers (PCs). 7Lcse devices include mag-
netic snipe readers, check readers, mart cad readers, credit 
cud te`minsls. scan phone terminals. PIN pads, Printers, 
and the like . The extended open network protocol includes 
gags which identify device and input operations and 
attributes which identify the 1«atioo, data exchange 
method, and data variable names for the retrieval, 
acquisition. and submission of data between the server and 
[/O denims Preferably, the open network PIOIONI is imple-
mented in a Hyper Ten Transport Protocol (t17'IP) . 
Prefrrably, she system includes a common gateway interface 
(OGf) at the server which converts protocol statements 
communicated between the server and VO denims to appG-
cation language statements Car providing dale W an appli-
cation program coupled b the server. Most preferably, the 
application statements and protocol statements are mu-
swcted in integrated statements with an editor . The editor 
ewes that data identifiers in the application and protocol 
statements are compatible . The integrated statements are 
then parsed by the editor w segregate the protocol state-
meats from she application statements. The protocol state-
meats am downloaded in a file to a client program at an I/O 
device for processing. The application statements us scored 
in a 6k for use by the application. In this manner, generation 
of the files for client and application processing are auto-
matically done without the user ensuing the correlation of 
the data fields in the two files . 

DATABASE 
DEFINITION 
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HTIVL+DAttributes 
<FORM ACTION-"tr1" 

FROM"filename" 
T~O~P~R~M6~ 
70 "Filename' 

h7iOMSn4 
T0Sp4 

METFIOD-"GET' 1:10S7" 
'TM61fT' 

Retrieve Data 
Store Data 
Directive to deliver NPUTdata to 
a private Payment Network for 
autfior¢etion and settlement 

SQL<dntebasename> SQL statement database table 

Description 

Attribute FITNL+DVelue TermeialDevice 
TYPE - IASRTT' 

"BcW 

'LOCAL' 
"AU7DSlBNT" 

MegStripe Reader-Track l serij*r 

~Cewcodeft,d 
CheckMCRReader 
Dollararnant key input mask 
kit key irput mask 

rMomlocehariaWe 
SibmitFORMtoACTON UiL 

EXHIBIT 
PAGE 3 OF39 

Description 
To/From Web Server LJRL 
From Tertrinel Local File 
To Local Printer 
ToTertninal Local File 
From SmartCard Reader 
To Smart Card Reader 

Attribute Value 
4fIJTTYPE- "text" 

r~,~~�,~~Jw ~~wa~~n u 
dieckboxff 

r
1 alJ
J
pw 

rltiA 
~, y~ 

1
. ;tw 

reset 
NAM= <fieldnarnea 
WUEM <nitialvekie> 
CFfCKED- 
S¢E- 
MAXL.BVC'TH- 

NANEM ip_address ~ LocelVariabb-TermFWsPAddress 
last LocalVariable-LxeltrtemetAccessPhoneNirnber td Localv~ae-rerminalro 

c_aocr Local vanade-nnarda,cDeposit Amount 
FIG.2 
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The following SnLcorm~ands represent a subset of the entire cortTnard 
set that varies bydatabese vendor. 

Create datnbasetnble QiEATETABLE<IaGle iwne> 
PRMAffYKEYaiame> 

FIG.3 

EXHIBIT 
PAGE 4 OF 3 
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SOL Statements 

HTIML+DAttri6utes 
SQKT`,field-jarne, 

FROM-able name>, 
N?-BW-<ccnditiorfl ~~ 

~~ - r 

~

~la Il 
~~~y 

rwwLkyLri o r~rar n 
nerve N'constant" 
AND 
OR 

QRDffk4.SC 
aPSC 
2 

GR0LP6arante> 

AGWT TABLE-ctefib norm 
1l4UUE5-'aanstants' 

I.POAIFEFfiOM 
<~m~b"len~emea ~~~~ 

~lG 1 -`1101ylJ IT~w-"4iJ~OfOIf 

I IAf 64&ccorditiioru 1 

D8-EfFFROiM<rablbnarnea 
1 WFERE-<coraditbru 1 

Description 
Request fief name (one or marW) 
from a database table 
Database table nerne 
Conditional selection of data 

descend' 
ascending order 

iisertnewdata in database table 

Update field-name ii database table 

Update if WH9iEclause is satisfied 

Delete all cokirns that satisfy 
V1IFIEiEclaae 
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IDLE 

OPEN 
LOCAL URL 

READ HTML FILE 
IDENTIFIED BY URL 

FROM LOCAL MEAAOF 

RECEIVE 
HTA1 FILE 

EXHIBIT 
PAGE 5 OF 3q 

OPEN 
REMOTE URL 

CONNECT 11D 
SERVER 

112 

HTML FILE 

I 

PROCESS 

m 
NO SAVE 

HR& FLE 
774 

YES 

UNDER NO 
HOT KEY 

lie 
Y ES 

STORE UNDER 
HOT KEY 

"ns 
I YES 

ST ORE HTML FILE 
IN LOCAL MEMORY 

FIG.4 
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SCAN HTML FILE 
FOR TAG 

140 
NO - BLACK 114 

FIG4 
2 

YES 
PROCESS FORM 

TAG \ 
FOUND 

., 

YES 
TAG 
FOfiIN 

TAG 
INPUT 
v 

PROCESS 
STANDARD TAG 

PROCESS INPUT 
TAG 

BLOCK 140 

YES 

EXHIBIT- 19 

PAGE 
'
S OF 31 

FIGS 

160 

PROCESS ACTION 
'I ATTRIBUTE 

i NO 

ATTRIBUTE ~ PROCESS METHOD 
IuEn HOD ATTRIBUTE 

FIG.6 

SCAN FOR 
ATTRIBUTE 
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BLOCK 160 
FIG. 6 

YES BURL AG 

ND 

FIG.7 
EXHIBIT 13 
-PAGE LT: LL 

U.S. Patent May is, i999 

N0 

i=ro 

NO 

ACTION = TO 

ACTION z TO 
v 

ND 

CTION = FRO 

Sheet 6 of 25 

SCAN FOR 
ACTION 

~R)VND 

YES READ DATA FROM 
-' LOCAL <FILE> 

196 

SEND DATA Ti0 
ff ~s PRINTER 

WRITE DATA TO 
LOCAL <FILE> 

WRITE DATA 
TO SMART CARD 

YES I READ DATA FROM 
-~~ SMART CARD 

5,905,908 
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YES 

BLOCK 160 
FIG. 6 r- 

FIG.8 
EXHIBIT 
PAGE~OF 3a 

U.S . Patent 

METHOD=GEf 

NO 

METHOD=SaL 
? if 

METHOD= 
PAYMENT 

Y 

May 18,1999 Sheet 7 of 25 

YES QUERY URL 
<FILE> WITH DATA 

POST DATA TO 
URL <FILE> 

J PASS SQL FILE 
~l IDENTIFIER 

232 

SCAN FOR 
METHOD 

242 

M 

r 

YES 
D 
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FIG.9 
EXHIBIT 13 
PA.GE° pp 3f'1 

U.S. Patent May 18,1999 

SCAN FOR 
ATTRIBUTE 

K140 ,T --ATjj:dBUTE 

YES 

ATTR 
TYPE 

\ ? i 

ATTRIBUTE 
NANE 
\ ? i 

_~ PROCESS TYPE 
~1 ATTRIBUTE 

258 

PROCESS NAME 
ATTRIBUTE 
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FIG.10 

EXHIBIT 
PAGE 10 OF311 

- YES 
f 1 READ MSRT 1 

270 
2 

'~ YES 
'2 READ MSRT 2 

NO '2.c 
- YES 
r RFAD KEY PAD 

294 
- YES 

j READ PIN 

276 \ 
296 

YES READ BAR CODE 
READER 

INVO 278 
298 

READ CHECK 
READER 

280 
300 

YES READ DOLLAR 
~AAAOUN ~T VIA MASK 

NWO ?82 
302 

_ ~ READ NUMBER 
VIA MASK 

284 
304 

READLOCAL 

> 

YES 

ES 

C:W: OStL:: 
VARIABLE 

-286 NO 306 
YES PROCESS 

AUTOSUBMIT 

ND 2~ Ana 

STANDARD Kilt 
INPUT TYPE 

1 '31( 
SCAN FOR 

TYPE 

YES 

iIND 

BLOCK 250 
FIG 9 
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PROCESS 
STANDARD TAG 

FIG.11 

EXHIBIT 
PAGE EOF~.3-T-1 

U.S. Patent 

RES 

NO 

NO 

NO 

NO 

I NO 

YES STORE INPUT IN 
LOCAL VARIABLE 

<IVAME> 
0 

332 

YES 

YES 

YES 

YES 

YES 

SCAN FOR NAME 

338 

NANE YES 
FOUND 

3 

0 

40 
NE) 

BLOCK 250 
FIG 9 
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PAYMENT PROCESSOR 
47 

- ~ 420 

<FORM ACTIONxfilename> 
<INPUT TYPE=AUTDSUBMIT> 
<IFORM? 

FIG.13B 

EXHIBIT -J3 
PAGES OF-~-n- 
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1 . <FORM ACTION=URL METHOD GET> 
Z <FORMACTION=URL METHOD POST> 
3. <FORM ACTION=URL METHOD SQL <database name> 

FIG . 12 

WORLD WIDE WEB 

422 ni ] 

FIG* 13A 
METFiOD=PAYMENT> 

<FORM ACTION=dsinet METHOD=PAYMENT> 
<INPUT TYPE=LOCAL NAME=DEPOSIT_ACCT VALUE=1234a6890234567890> 
<INPUT TYPE=AUTOSUBMIT> 
</FOfiND 

FIG. 13C 
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1 .a Transaction Request HTML+D 

<HTM-> X500 
-SODt'> 
CORM ACTIOPkKlbase URL 

METHOD=SQL 
"BEGIN TRAM 
IF NOT EXISTS ( SELECT substring(accouM,1, 20) FROM auth table) 

BEGIN 
INSERT TABLE4oc,Ltable VALUES=(gekWeQ.Ud stbsUing (acWA 1,20) . 
substrin9( aocamt 2z 4), arnount) 
SELECT' FROM log_hable WHERE trandate = gebdateQ 
END 

ELSE SELECT' FROM error-table WHERE error r~o-1 
COMMIT TRAN"> -

dNPUT1YPE-JlOCAL WWE-dcD 
ENTER ACCOUNT NLA43ER 
dNPUTiYPE--MSRi'Z 5IZE=40 N4WE=aaanP 
EMERAMOIIPIT 
dWPUT TYPE='AMT' SLZE=8 NIWE 
dNPl1TNP9eA1li=BuuT7 
4FORti4 
4BOOY> 
NHTM> 

1h Transaction Accepted Response 
X510 

<BOUv'> 
a0W ncraWroPRIrrTERK&-rrao=I3obT> 
JUNE 11995 10:9UW PURCHASE-4P> 
TEAuBNAL ID 
AOOOUNTNUuBER 
DXP DATE: 99994P> 
ANIDUPtT $9999994P> 
AUTH NUIw4BER 94P~- 

----------------------4y 
CUST01b6i SKYJATURE 4p> 

4FOFiNh 
APPROVED-9999999994P> 
4BODfi 

1 .c Transaction Declined or Submit Error Response 
X520 

4800Y> 

4BOOM> 

FIG.14 
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2a Transaction Request HTML+D 

qHTMI-, `550 
<9ODY> 
<FOfdul ACTION-dbasa URL 
METHOO-~BEGPI 7RAN 

IF NOT D(ISTS ( SELECT substring(account 1, 20) FROM auth table) 
BEGIN 

INSERT TABLE4og_table VALUES--(9etdateQ.dd, substring( account 1 .20). 
substring( account. 22. 4). ernourt) 

END 
ELSE BEGIN 

SELECT' FROM error table WHERE error ro-1 
RETURN 

END 
INSERT TABLE=order_table VALUES=( getdateQ, asst nartieaddressalK slate, zip 

' part code, unitprim fa)G ship_melhod. ship_chrg, unitprice+tax+ 
ship_ctrg subsVug( account 1 . 20) .substring( aocounl. 22.4)) 

SELECT' FROM order-table WHERE Vanda6s =8etdete() 
COMMIT TRAN'> 

CUSTOMER MINA 
<PPUiTYP&'TD(rS~NAME-aat naw-l4v 
ADDRESS: 
QVUiTYPE-0-iFJ(i'5M-40 WWE=wddiew-;tp 
chy 
<bPIJiTYPE---fFJ(i'SVE-XNPIVE 
STATE 
dNPIJT TYPE-wMI" S9Em2aP 

<I4PIJiiYPE=9FXi"SIZE-rIOPYWE4v 
SC'/AN BART CODE 
<INPIfT TYPE-9GW SGM=G NMuE=Pat w&Klpo-
BNTEft UNIT PRICE 
44PUTTYPE-AMT'SGE-6 NWERsrtpice>lp> 
TAX 
<NPUi TYPE='AMi" S(ZE=5NNuE-Woclv 
SHIPPING METHOD: 

dp~ 4-RJiTYPE-~'TD(T"SQEM0NNME-sp melhocDw 
SFIIPPNGMAOINi 
4PUiTYPE=YWR'SM-6WWE-dhp dyg>-lp' 
SLDE CAF7R 
4f SJTTYPEd M 3 q TS2 E- OrWrE~ocarta4p v 
4NPUiTYPE=5U9MfP> 
QFOFAIO. 
<IBODY> 
NiTM.a 

FIG . 1 SA 
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2.h Transaction Accepted Response 

\555 
<BOOY> 
<FOFaN ACTION-TO PRNfER MEI}iOD:zPOb'T> 
ORDER #9APPROJED4pv 
JUJE 11995 1Q3dAM PURCFiASE</P> 
TSIuWJALID : 9BBBB9B994P> 
NAME 
ADORESS.^elpv 

STATE( ZJP)000000000C4ffiv 
AOOOLMT NU1uBfft 
DV DATE 9agDlv> 
A4RTGi0DE 99B9BBB9BdEv 
lUT PRICE 
SHP NERi0D000000(CHARGE 

ALITH NUMBER 99BB99BBB4p~ 

---------------------40 
Clb'lOluER31GNATU%4P 

4FORW 
d900'tti 
4MTM> 

2G Transaction Declined a Subrrit Error Response 
l 

dFiTML> 560 
~t'> 
DEQNm 4errorcode> 
4BOOY> 
4frM> 

FIG.15B 
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3a. Transaction Request HTML+D 

<HTML> 
<gppri 
<FORM ACTION-Abase URL 
METHOD SQL 

"INSERT TASIE=order_table VALUES=( getriaLe(), cost name,address,citK state, zip, 
pert cods unit rice, tax ship method, ship_chrg,unitj)rice + tax + 
shiQ chrg substring( account 1. 20) ,subsLring(a~ount 22. 4)1 

SELECT FROM order table WHERE Vanciate = getdateQ'y 
<INPUT T(PE="IOCAL NPME--bd~-
CUSNMER NAME 
<INPIJT TYPE='fDR" SIZE=3O NAME=aist name>lp> 
ADDRESS: 
<INPUT TYPE='[EXT" SIZE=4O NAME=address><Ip> 
CITY: 
<INPUT TYPE="TD(T" SIZE--M NAME=city'<P> 
STATE: 
<INPUT TYPE--'TEXT" SIZE--2 NAME=state> 
ZIP 
<INPUT TYPE='TEXT" SIZE--10 NAME=address>4p> 
ENTER PART CODE 
<INPIIT TYPE='TEXT" SUE--10 NAME=part code></y 
ENTER UNIT PRICE: 
<INPUT TYPE= AMT' SIZES NAAAE=unitjrice'dP> 
TAX: 
<INPUT TYPE--"AMT" SIZES NI1AAE=tax4p> 
SHIPPING METHOD: 
<INPUT TYPE='TEXT" SIZE--10 NAAAE=ship method>4p> 
SHIPPING AMOUNT, 
<INPUT TYPE='AMT" SIZE--6 NAME=ship_cFug>e/p> 
<1NPUT TYPE-'SUBMIT" > 
4FORtib 
<IBODY;-
QIiTML> 

FrcA bA 
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3.b. Transaction Accepted Response 

<HTFA> 
<gppy> 
<FORM ACTION=TO PRINTER NETFIOD=POST> 
ORDER # 9989999999 APPROVED-4p> 
JUNE 11995 1U.3aAM PURq-IASE<IP> 
TERNIiNAL Or 
ruin: vFv 
AovREssvp> 
C41Y: WPv 
STATE( ZIP)0OOOOW00(<Ip> 
PART CODE: 999999.9w4pa 
UNIT PRICE 9Sdp> 
SHIP NETFIOD)000000( CFIARGE .994P> 
T~QfAL AMOUNT- .99up> 
4F0l711A 
<FORM ACTIOPk<file nane> WTFIODmPl4YWENT> 
<INPUT TYPE=AlJTl76UBMR> 
4FOfiMD 
<IBODY> 
vHiM> 

3.a Transaction Declined or Submit Error Response 

<H7M> 
<BpDY> 
DECLINED Terror code> 
<IBODY> 
<MTW> 

FIG.16B 
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4a. Transaction Request HTML+D 

4iTNL> 
<BOI7Y> 
<OiiM AC110NkSCR1 kEf}iOD=P06'T> 
dNPUT TYPE--"LOCAL" NAHE=bd> 
SLJDE CARD; 
dNPUTTYPE 'Tu6RTT SIZE--40 WM1E=Irack2> 
ENTER AAAOLINT 
<OdPIlf TYPE- AMT" SIZE--Q MAKE=rnarV 
dNPIfTTYPE='LO(.4L NAMEanork_Ney> 
4NPUf TYPE=AUT06U9Ni'> 

4BODf> 

4.h~ Transaction Accepted HTML+D 

4iTM> 
<BODY> 
¢ORM ACTIONkTO PRWTER NETHOD=P06T5 
D4TFSI99&99 
ACOOLINTNUM3ER ----- ------ ;t; 
D0P CA7E 99394P 
AMOlW: $BB9Bi.9gdfy 
AUTFi MINBER 99B9BBBA9rAv 
-ARY464 
rwrr40vor9999999vr 
<IBOOY~ 
.*TM;, 

4.a Transaction Declined a Submit Error Response 

4iTMa 
<131ODY> 
DECLNED Terror coda> 
dB00Y> 
4H1M> 

FIG, 17A 
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Sa Transaction Request HTML+D 

<HTNL> 
<BOa+h 
40M ACTION=SCR2 MEII-IOD-POST> 
<INPUT TYPE="LQC"AL" NAME ENTER PIN: 
<INPIff TYPE= PlaSS1NORD" SIZE=4 NM1£=pirv 
ENTER AMOUNT 
<INPUT TYPE= AMf" SQE=:6 NAW=entauib 
<INPUT TYPE--'LOCAL NAME=wrk_key> 
<INPUf TYPE='AUIOSUBhAfT''> 
~JFOfiND 
~IBODY> 
<IFIiM> 

5h Transaction Accepted HTML+D 

<HTM> 
<BODY> 
<FORM ACTIOI4=TO PRINTER METHOD--P061'> 
oorE9sSM TIME-49essn4lP> 
ACCOUNT NUIVIBER 
EXP DATE 9%99413> 
AMOUNT $9999.934P> 
AUTH NUMBER 
4FORWP 
AI'F'hANED.999999999e4fP> 
<180D7> 

S.c Transaction Declined or Submit Error Response 

d-ITML> 
<BODY> 
DECLINED <errnroode> 
</BOOY> 
4HTIuL> 

FIG. 1713 
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6.a Transaction Request IiTIvL+D 

Q-ITNL> 
<gppy> 
<FORM ACTIOI4*host URLMETH00-POST> 
<INPUT TYPE="LO(,11L" N/UNE=6I> 
SLIDE CARD 
<INPUT TYPE='MSRfT SIZE=40 NAME=traclm 
<INPUT TYPE--'W SIZE=4 NANE=pirs> 
ENTER AMOUNT 
<INPUT TYPE-~AMi" S¢E=8 NINiE=arnourna 
<INPlff TYPE= AUTl76UBMIT'> 

<IBODY> 
4HTM_> 

&h Transaction Accepted HTNL+D 

4RluL> 
<BOOY> 
<ORM ACTICNWTO PRINTER METI-110D=POST> 
d4TE99FJ999 T11uE999BA<1l'> TERMwAL is s99esssss<JP> 
ACCOUNTNUu6ER 
D(P DATE: 9&99UP> 
AMOUNT $999'9.994P> 
AUTH NUMBER 9999999994P> 
4FORW 
w-rrauv 
<BODY> 
UHTM> 

6.G Transaction Declined a SutxrM Error Response 

<HiM> 
<80Dri 
DECLINED error code> 
<INPUT TYPE--"LOCAL NMME::%vork Icy VALU -
vB00Y> 
NiiMa 

FIG, 18 
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7.a . Transaction Request HTML+D 

4-fiML> 
<80Dri 
<OfbN ACTIONKbase URL 

WETH0D=9QL 
"IF IXISTS ( SELECT account FROM check liable) 

SELECT ̀ FROM check fable INHERE accarrt = OD4accourd 
ELSE SELECT " FROM error liable WHERE ertor r~1'> 

<INPUT TYPE-"LOCAL" NMiE~ - -
Sf.AN CHECK 
<INPUT TYPE--MICR" SIZE-=20 NAME=accant> 
84TER AMOUNT 
dNPIJf TYPE=AMT' SIZE=8 NA11AE=amanD 
dNPUT TYPE='AUT06UBMT'> 
4FOfiW 
4BODY> 

7h Trasac6on Accepted Resporise 

4AiM> 
-SOD1'l> 
ffORM ACTqWTO PRINTER NElH0WO6i~, 
D4TEtJ9FJ9'99 TlME9999<IP> 
TERMINAL 10t 999999Bg9cp> 
ACCOUNT NUMBER -----------
AMOUNT $~98.99~IP> 
AUTH NlMBH2 99B9Bm4P~ 
4FORW 
rwrnuvoDwvr 
</BODY> 
<MTM> 

7.a Trareactfrn Dediied a Suhrtit Erg Response 

<BODf> 
DECLINED <erraoods> 
4BODY> 
.*iTM> 

FIG . 19 
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<HTAL> 
<BODY> 
CORM A 

St Transaction Accepted Response 

--------------------vps 
CUSitNBt SKl,4Al11RE<Av 

8.c Transaction Declined or Submit Error Paspaue 
41iMa 
4300Y> 
DECLFFD 4> FIG.20 

EXHIBIT 
PAGE 2? 0F-39 

8a Transaction Request HTML+D 

.M FROM "Liatole) 

points) 
t5123 

'FROM error-W* WH62Eenor no=1' 

NMME=accourri> 
SIZES NMME=artaunb 
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4iTM.a 
<80My 
<FORM ACTIOI4--TO PRINTER METEIOD=POSTy 
FIELDI FIELD2 F1ELD3 --- FIELDN 4P> 

-CAP 
)0000( X000( )0000( X000( 
)0000( b000( X000( )0000( 

)0000( )0000( k000( 
dFORN4 
<IBODYy 
4HiM> 

FIG.21 

EXHIBIT 
PAGE ~2-3 O 

9.a Transaction Request HTAAL+D 

<HTKIL> 
<BODY> 
CORM ACTIOPf=cbase URL 

METFIOD=SQL 
"SELECT fields FROM table WHERE condifion"> 

QNPI(f TYPE="LOCAL" NANE=bcl> 
ENTER SEARCH TABLE NME 
dNPUi TYPE='TDCi" 510 NAfrE=abls> 
ENTER SEARCH FIELD NNuE.4 
<NPIJf TYPE-T EXT" S2E=100 NIUuEdieldy 
ENTER SEARCH 00NDfTKft 
dNPUf TYPE--TD(i" SIM=5O PYWEacondih'ors> 
dNPIJf - 
dFCX'*b 
<IBODY> 
.fFiiM> 

9.h Transaction Resporne 

)0000( .;1p> 
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10.a Transaction Request HTML+D 

<FITML> 
<gppri 
<FORM ACTIOW-Jbase URL 

METHOD=SOL 
INSERT TABLE=Iog_fable VALUES=( getdate(), tid grossLsales, opn chks, voids, 

emp disc, mgr disc, vip_card, man over coupons, sales_taX c_dep1, c_dep2 
c dep3, c depd. d~tund.cc_dep,Tia~ na chr~sales. paid -outs, ~ sales 
cc_sales,te_sales,gross sales -oPn_chks-voids -emp_d~sc-mgr disc-vip card 
man_over-coupons-sales taxgross 

_over 
sales -~ chks-wids- 

disc.'- disc -Np card-man -coupons -c_depl-c_dep2-
c~ep3 -c dep3-ch ~fund-cc dep-bad no- sales-paid- outs) 
SELECT' FROM log_ tale V1MERE trandate = pehiate 

<INPUT TYPE="UDC,AL' NAME--k0-
ENTER GROSS SALES: 
<INPIJf TYPE='AMi" SIZES NAME=gross_sales> 
ENTER OPEN CHECKS: 
<INPUT TYPE='INT' SIZE=7 NAME=opn chks> 
ENTER MDIDS: 
<INPUT TYPE="INT" SIZE=7 NAME=wids> 
ENTER EMP DISCOUNTS: 
<INPUT TYPE="INT" SIZE=7 NAME=ernp disc 
ENTER MGR DISCOUNT 
<INPl1T TYPE="INT' SIZE=7 NAMEangr_disc> 
ENTER VIP CARD: 
<INPUT TYPE="INT' SIZE=7 NAME--rip carte 
ENTER MANUAL OVERRINGS: 
<INPIff TYPE="INT" SIZE=7 NAMEanan aen 
ENTER COUPONS: 
<INPUT TYPE-" INT" SIZE=7 NAMExoupors> 
ENTER SALES TAX 
<INPUT TYPE='AMT" SIZES NAME=-,ales taro 
ENTER CASH DEPOSIT 1: 
<INPUT TYPE= AMi" SIZES NAMEx depl > 
ENTER CASH DEPOSIT 2 
<INPUT TYPE-"AMT" SIZES NAAAE=c_depa 
ENTER CASH DEPOSIT 3 
<INPUT TYPE-"AMi" SIZES NAME=4c_dep3> 
ENTER CASH DEPOSIT 4: 
<INPUT TYPE-*AMT" SIZE=8 NAME=c_dep4> 
ENTER CHANGE FUND: 
<INPUT TYPEJAMT" SIZES NAME=cFg_func0- 

FIG.22A 
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10.h Transaction Response 

99 

----------------------- 

NET SALES 
OVER/SHORT 
<IFORNP 
<180DY> 
<1HTML> 

FIG.22B 

EXHIBIT ~~ 
PAGE ZS OFaZ1- 

ENTER CC DEPOSIT: 
<INPUT TYPE= AMT" SIZE=B NAME=cc dep> 
ENTER BATCH #: 
<INPUT TYPE="INT" SIZE=3 NAME=batch no> 
ENTER CHARGE SALES: 
<INPUT TYPE= AMT" SIZES NAME=chrg-sales> 
ENTER PAID OUTS: 
<INPUT TYPE='INT" SIZE=B NAME=paid ouis> 
ENTER CARRY OUT SALES: 
<INPUT TYPE=i4MT" SIZE=B NAME=co sales> 
ENTER CREDIT CARD SALES: 
<INPUT TYPE= AMT' SIZES NAME=cc sales> 
ENTER TAX D(EMPT SALES: 
<INPUT TYPE-= AMT" SIZE=B NAME=te sales> 
<INPUT TYPE="AUTOSUBMIT"> 
</FORN,p 
</gppY> 
</HTMLa 

INTER 
AM 

99 
98 
99 
99 
99 
99 

err] 

99999994P> 
9999999<1P> 

5,905,908 
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11 .a. Transaction Request HTML+D 

<HTML> 
<BODY> 
<FORM ACTION=MAIL TO: mail to> 
ENTER MAIL ADDRESS: 
<INPUT TYPE--'TEXT" SIZE=20 NAME=mail to> 
ENTER MESSAGE: 
<INPUT TYPE='TEXT" SIZE=100> 
<INPUT TYPE--"AUTOSUBMIT"> 
</FpRWp 
dBODY> 
NiTML> F 1 G.23 

SYSTEM 
DEFINITION 

PROTOCOL I I DATABASE 
DEFINITION DEFINITION 

DATABASE 

APPLICATION 

FIG.24A 

SYSTEM 
DEFINfIION 

EDITOR 

CLIEM D4TA80.' 
FILES FILES 

5,905,908 
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Dues transaction systems which communicate with a 
plurality of remote termi-, to transfer information used to 
complete a transaction or compile a database are well 
known. Typically, such systems include a central transaction 
processing system which may maintain a database of infor-
mation such u customer or mavimer clan . Exemplary 
information in such a database may include customer 
identification, customer +crount numbers, credit limits and/ 
or account balances from which a customer may draw. The 
central tnmactioo processing system is typically coupled to 
a plurality of remote transaction or data input terminals. 
Tnmaction computers may include special purpose devices 
such u automatic teller machines (ATMs), point of sale 
(POS) terminals, credit card terminals, end screen phone 
terminals. Screen phone terminals are devices which inte-
grale a telephom with an ATM-l~lce device and possibly a 
magnetic card swipe ruder. Data input terminals may 
include personal computers (PCs) interfaced to data collec-
tion devices or special purpose clan collection terminals or 
mouitocs 

In these known clan transaction systems, a user usually 
initiates a transaction by requesting keen to funds in an 
account or from a credit line maintained by the central 
processing system. The request is transmitted to the central 
processing system which performs a verification a deter-
mine whether the user is a valid user of the system, has an 
account within the system, and that the amount of the 
transaction is within the limits of the consumer's credit line 
or that the user has the requested funds available in an 
casing account monitored by the central processing sys-
tem. The central processing system then transmits authort-
utioo fm or denial of the transaction to the remote terminal . 
ID response to the menage from the central processing 
system, the remote terminal dispenses cash (for an ATM) or 
the merchant provides the goods being purchased w the user 
if the suthoriuruoo menage indicates that 16e consumer' s 
fords will be transferred to the merchant's account. Similar 
communication exchanges occur in data systems where 
electronic documents and other information am provided to 
a central site for compilation a processing. Consequently, -
this background diuvssiou applies to all such transaction 
end clan systcms.'Ihough the remainder of the discussion is 
directed w transaction systems, [6e ruder should appreciate 
that the wmmeott also apply to clan systems u well. 
7Le remote terminals may be coupled to the central 

processing system in several ways For example, in some 

EXHIBIT 
PAGE ~7 OF ,j r1 

OPEN NETWORK SYSTEM FOR UO 
OPERATIONS WITH NON-STANDARD UO 

DEVICES U1'[LIZPIG EXTENDED 
PROTOCOL INCLUDING DEVICE 
IDENTTFIER AND IDENTIFIER FOR 

OPERATION 1'O BE PERFORMED WITH 
DEVICE 

CROSS REFERENCES TO RELATED 
APPLICATIONS 

Ibis applindoo is a continuation of application Set . 
08/493,772 filed Jun. 22, 1995 which application is mw 
U.S . Pat . No . 5,742,845. 

FIELD OF 77-E QJVEN770N 

Ibis invention relates m data transaction system4 and 
mom particularly, to dues transaction systems using oou-
sundud input/output devices . 

BACKGROUND OF THE INVENTION 

ATM systems, the AIMS arc coupled to the central process- 
ing system through dedicated telephone or ocher dais com- 
munication lines. 73ese systems are preferred beam they 
provide a relatively high degree of security since the dedi- 
cated data line coupling the central processing system to the 
ATM is not generally acoesable by members of the public . 
The physical security of the dedicated data lire is, however, 
expensive because o0 older traffic may utilize the line . Thus, 
the cost of leasing the dedicated line m an ATM with 
relatively low volumes of transactions may yield a high 
communication cos per transaction. 

Iv an effort to reduce the communication oust per 
transaction, some transaction or data systems utilize tele- 
phone lines through a publicly-switched telephone network 

15 (pS7N) which may be amessed by other members of the 
public . Specifically, devices such u credit card terminals 
crud screen phone terminals typically include a modem 
which converts the digital mssagea of the remove terminal 
into frequency modulated analog signals which may be 
¢oasmitted over telephone lines b a modem at the central 
processing system . ID older system, the terminal may 
communicate digital deli directly over ISDN liner of the 
P57N to the central processing system. This line of com- 
munication between a remote terminal crud the central pro- 

23 ceasing system u performed by having ehe remote terminal 
dill a telephone number associated wild the central process- 
ing system to establish commuuintioo with the central 
processing system . This type of communication path is 
relatively seeuro because the switching network for the 

30 communication traffic through the PSTN am not readily 
able by the public cud during the course of the 
financial traasaction, only the central processing system and 
remote terminal are on the line . 

Regardless of she communication method used to couple 
35 the central processing system l0 WC remote terminals, /}1C 

protocol cud clan formats used between she devices is 
typically proprietary. That is, the operator of each financial 
transaction system designs its own protocol crud data mes- 
sage format for oommuniation wild the processor at the 

40 central site or generates a variant within a standard such as 
those established by she ANSI committee or the like for such 
communication. AS a result, tilt remote terminals must 
include software that supports each operator's protocol sod 
message formats in order W be compatible with m open- 

a5 tor's central site . For example, application software in a 
credit terminal such u the IRANZ330, 7RAN7380, or 
OA4J1390 manufactured by VcriFone implement one or 
more of the communication protocols and formats for 
National Data Corporation (NDC), VISANET, 

so MASTERCARD, HIJYPASS, crud National Bancud Corpo- 
ration (NaBANCO) system processors in order to support 
Vaasactioas with the most popular transaction centers. Thus, 
the communication software absorbs a SigoifiCWL Mount of 
terminal resources which could be used b support other 

55 terminal operations . 
A related problem arises from the expanding home bank- 

ing market. A customer of home banking system typically 
uses a screen phone terminal a a personal computer (PC) 
having a modem m establish communication through a 

sa PS7N to a central transaction processing system . Again, the 
operator of the central processing system must provide 
information regarding the data message formats for com- 
municating with the central processing system to a vendor of 
software for the home banlang terminals or must provide 

ss that software to its customers. AS a result, home banking 
cusiomers must purchase software b communintc with 
each banking system of which the customer wants to be a 
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member . Ibis cost and the need a install additional com-
munitatioo programs may mike some consumers reluctant 
in be a member of mope than one banking system or to 
change banking systems. 
Acommunintiou system becoming increasingly popular 5 

and which provides standardized ournsounicatioo is the 
Internet The Internet is an open network of network which 
communicate through a variety of physical communication 
devices such u telephone lines, direct communication lines, 
and the like . Each network u coupled to the main Intone[ 10 
network for communication through i host computer sup-
porting a 7'CP/IP rower or bridges The boan computer 
typically includes a program, frequently called a Web server, 
which acts u a gateway to resources at the boat computer 
which may be resident 00 We host computer or a network 15 
coupled b the host computer. Each server has an address 
identifying the location of the resources available through 
the Web server. "at router recognizes communication for 
the server crud directs the menage to the server or h 
recognizes that the communication should be forwarded to 20 
another server. ,45 a result, communication within the Inter-
ad may be poi¢t-to-poin4 but more likely, the communia-
dou path is a somewhat circuitous one with the information 
pissing through the routers of multiple servers before reach-
ing its final destination. 25 
A number of menage protocols and formats have beau 

developed for the lutemet. The physical communication 
protocol and data message format is The Transport Control 
PmbmVlnternet Protocol (1'CP/IP). The TCP/IP protocol 
involves multiple layers of encapsulating beaden; containing 30 
communication information which tie used w provide byte 
sveam+ or datagrann communications to computers on the 
networks coupled to the Internee. F.ocapsuhted within TCP/ 
IP heelers tie protocols which tic used in format the dada 
menages or transfer data from cue computer in another 3s 
computer coupled w the intemel'Ibeu protocols include 
File Trader Protocol (FIP). Simple Mail Transfer Protocol 
(3M7P), Post Office Protocol (POP), Tame[, and Hyper Text 
Transport Protocol (IiTiP). The advantage of them proto-
cols i5 that each provides a standardized communication 40 
format for umsferring information between computers on 
the Internet Them protocols tie typically tilled open sys-
tem ploiomk u they are publicly known and may be 
utilized by any programmer w develop programs for com-
municaling with mother computer coupled in the Internee 4s 
These non-proprietary protocols have contributed to the 
acceptance of using the Internet u m open network for 
coupling computer network together. While the Inicroet 
provides m open network for computer communication with 
publicly aoceaible protocols and formats, the Internet suf- so 
fees from a number of limitations whiff reclude its effective 
use u a tnnSactioo or data system which arcs non-suudud 
I/O tclminals and devices First, circuitous communication 
presents a number of security issues for such a system . For 
eumpk, a Web server could incorporate a muter which ss 
examines the addles of each message coming through it and 
upon rccogniing an address associated with a neutral trans-
action processing system, copy the dam message for the 
unauthorized 'euieval of customer-seositive information 
such u account numbers and personal identification cum- sa 
brn (PINS) which may be contained in the message. 
p second Imitation of open networks cock u the Interest 

is that mmmunicuioo on sum networks is only supported 
(or computers acting a servers or views Specifically, ill of 
the protocols and forms are wasLructed for standard 65 
input/output (1/O) operations for a PC terminal. That is, text 
information is directed to a standard monitor screen, user 

EXHIBIT 
PAGE Z4~ OF 31 

input is expected from a standard keyboard, and files are 
transferred to standard peripherals such u e hard disk or 
diskette drive. Especially absent u the ability in open 
network protocols for communication with devices that only 
use communication interfaces such u RS-232C. At a result, 
communication over the Internet is primarily performed 
with standard PCs through network communication methods 
and interfaces. 
This presents a camber of problems for home banking or 

for interfacing non-standard VO terminals such as credit 
card terminals or screen phones in open networks such u the 
Internet ember directly or through a PC. Generally, non-
standard VO devices are devices which interface to a PC 
through a port not normally used for networks, such as a 
RS-7320 port, or are devices which have limited input and 
output capabilities such u mall screen displays or ten 
keypads. These devices Are Dot supported on the Internet 
because servers use protocols that communicate with PCs 
supporting standard QWERTY keyboards and standard 
monitors. Consequently, anus are limited to entering 
account numbers and the lilt through i keyboard of a 
PCdilce device foe pioctsisiug u a central transaction pro-
cessing system . To request a transaction, one need only have 
a person's credit cud account number. If the credit card 
number had to be input through a magnetic card reader, 
unauthorized access; to a customer's account would be less 
likely since physical possession of the credit card would be 
required to initiate the transaction. 
Mother limitation of the standard 1/O devices currently 

supposed by the open network protocols is the lack of 
encryption . For example, PIN pads, which as typically 
incorporated in ATMs, automatically encrypt to hardware a 
PIN encored by a user. Such devices typically encrypt the 
number by implementing a data encryption standard (DES) 
algorithm in hardware before the PIN is transmitted or 
stored. When a standard keyboard is used to input the PIN, 
00 6vdwue encryption is performed end, u a result, an 
unenQypted copy of the PIN is provided to the memory of 
the PC. Storage of uueocrypted PINS is in contravention of 
current banking regulations. If PIN pads could be read via 
Internet protocols, then such a lapse in PIN security would 
be less likely W occur. 

Another ll0 device not supported o0 open networks are 
swan cards whim ire increasing in use. Smart cards include 
a processor and memory in which information regarding the 
amount of funds in + particular +cmuo4 a transaction 
history, account numbers, and customer data may be stored . 
The card may be read through a smart cud reader which is 
a computer having a processor and memory but usually 
provided with oou-QWER7Y keypads and limited displays . 
A transaction processor may validate a card owner through 
a PIN provided through a keypad, deurmine the amount of 
money remaining on the cud and debit the card itself for a 
transaction amount by communicating with the smart card 
reader with one of the proprietary protocols discussed 

owner of the card end so cannot be entered through a 
keyboard or the like . Smart card mader; are, non-standard 
device which may be coupled to a PC through a COhIIrfl 
or COI.9N2 pan. However, none of the standard protocols 
and message formats for open network communications 
currently provide I/O operations for such devices. 

All systems which attempt m provide three parry com-
muuiation to execute an electronic traction suffer from 
a number of limitations which present risks muter than 
those in a normal transaction performed al the point of sale . 
In a typical point of sale (P05) transaction, the consumer 
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The present invention provides transaction end data sys-
tems which may be implemented on an open network such 
u the Internet. The system comprises a server for commu-
nicating in an open network protocol and a plurality of 
input/output (U0) devices coupled to the carver through so 
open network, the UO devices communicating with the 
carver in the extended open network protocol that supports 
communication with non-standard UO devices ova the open 
network. The system of the present invention provides a 
mrver with the capability of communicating with a number 
of UO devices useful in transaction and dada systems which 
heretofore have been uasuppoctrd on m open netaoct 
system sum as the Internet . 
The system of the present invention is implemented by 

encoding present open network communication protocols 
and data message formats to communicate with non-
standard VO devices either coupled w an open network u a 
client or coupled W an open network through a client, ash 
u a PC, credit sand terminal, sawn phone, or PDA- That is, 
commends which are compatible with the communication 
schema of a presently-implemented protocol for the Interned 
tie used end additions are made to commends implemented 
within the control structure of that existing protocol to 
support coo-standard 110 device communication. At the 
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hands s debit m credit card to a merchant's agent who may 
cvminc the cud for security markings sucb as holograms, 
watermarks, or a cudholdcr signature. The agent then places 
the cud into a reader for acquiring information from the cud 
and, in some cases, have the consumer ewer a PIN into a PIN 
entry device which cocrypu the PIN in a hardware imple-
mented scheme. IC the PIN is entered, it is transmitted with 
the information from the cud to a processing center, typi-
cally in one of the formats disco ~ above, under s X.25 
protocol or the lilt. The processing <zoter returns m autho-
rization granted or denied menage . The reader typically bas 
a printer coupled to a through an RS-232C port or The like 
and a purchase agreement is printed. The consumer sites the 
agreement, she merchant's agent may verify the signature, 
and the merchant retains au original o[ the agreement and the 
consumer a copy. In this scenario, the merchw bas initiated 
the mmmanicriio¢ to the processing center . The safeguards 
noted above permit the processing center w charge a mer-
chant a lower processing fee than when a consumer initiates 
a vusacuoo . Consumer initiated transactions present a 
greater ride because The consumer provides m agent an 
account number in a telephone conversation or non. 
encrypted D7MF varumiuinn . Tbus, there is no card 
inspection, signature verification, or PIN vmi5cauon. As a 
result, such transactions ere limited in credit curia because 
debit suds require dial the cardholder be present to enter a 
PIN into an appropriate PIN entry device . 
What is needed u a system that permits consumers remote 

from a merchant w order goods and present payment in a 
secured mama so the machmt's risk and processing costs, 
u well u a cardholder's exposure w feud, is seduced. What 
is needed is a way for a processing center to communicate 
through an open network with oon-standard 1/0 devices 
such a credit card terminls. personal digital assistants, and 
scan phone terminals or with non-standard I/O devices 
coupled to the open network through a PC or the lilce . What 
is needed is a transaction or data system which utilizes an 
open network such u the Interest to support electronic 
transactions w dais compilation in a secure manner without 
undue limitation u a the devices with whiff mmmuniu-
tion may be made. 

SUMMARY OF 77M INVENTION 

6 
server, the treaded p`olocol is further supported by a 
common gateway interface (CGn which converts the com-
muoiuuon from a non-standard UO device to a formal 
which is compatible with a transaction or data application 
program which may be executed on the server or a computer 
coupled to the server. 10 this manner, the CGI permits the 
prazssiug of the extended capability commaods to be 
segregated from the communication functions performed by 
the server. 

30 Preferably, the server and the UO devices communicate 
through an Internet protocol and most preferably, the Hyper 
Text Transport Protocol (Fi27P), w exchange den between 
au application program and non-standard I/O devices over 
an open network. Although IITIP is the preferred protocol 

1s used to implement the present invention, oilier protocols 
such as Telnet or SM7Y for example, may also be extended 
in a similar mumec Specifically, the HTIP protocol a 
expanded to communicate with printers, magnetic card 
readers, credit card terminals, smut and readers, check 

;a readers, FIN p+ds, bar-code readers, PDAs, or she Lte, end 
includes a commend which insieuca a non-sundud 1b 
device a disconnect from the open network end amuple to 
a transaction processing system in transfer funds from a 
consumer account to a merchant aarount through a P57N or 

25 dedicated data line . By using the= extended capability 
commands within HTIP, a processing system may operate 
on au open network such as the Internet and communicate 
with transaction or other dm I/O devices which hive not 
previously been able b couple to such open networks. Such 
a system may be used b execute a transaction between a 
consumer and a merchant so the merchant rcaiv's ,emit-
unm information in a timely mamec The system permits 
the consumer to initiate a trutsaction and older from a 
merchant and then use a mote secure link supposed by PIN 

3s entry devices or she like to reduce the ride of hand for the 
vauuctian . 

Because the saver may communicate through such open 
networks with oou-suudud I/O devices, the tnasaaiou or 
data processing system is available for the ever-expanding 

40 market available through 16e Internet. Sum a system is able 
w communicate with aonsuudard I/O devices m myriad 
locations such as retail establishments or in consumers' 
home. For exumplq a consumer may utilize the standard 
capability of an Internet protocol a communicate with a 

,s server shat provides information regarding services or goods 
for sale met she Internet and then consummate a sales 
transaction by using the extended capability of the Internet 
protocol. Such a home wosumer could provide transaction 
data through a smut cud reader coupled to a COMMl or 

so COMM2 port of a PC . A database program executing at the 
server for the central processing site may accept product 
ordering information from a non-standard keypad or touch 
screen associated with a screen phone terminal et the remote 
sin and then communicate with the smart card reader in 

ss consummate the vaisaaioa Such a transaction system 
requires that the consumer hive physical possession of the 
smart or credit card and ant simply knowledge of the 
account number. Likewise, the servo would be able b 
communicate with a PIN pad or the like to ensure, the 

so hardware encryption of PINS and other data before it is 
transmitted b the server site . Such a System is lei susap-
tible b consumer fraud. 

Another feature of the present invention is a PAYMENT 
command implemented in the extended Internet protocol 

65 that directs a non-standard 1/0 device or a PC interfaced 
with such deviar to communicate with a trLasac[ion pro-
cessor through so alternative communication link Iv one 
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form, the PAYMENT command is used by a merchant 
terminal la submit a consumer' s account number wish a 
merchant deposit account number through s PSTN network 
or the like to the processing center. In mother form of the 
PAYMENT command a client program is a consumers 
terminal receives an account number for a metehaat account 
from a mercham'sserver with the PAYMENT commiand. On 
receipt of this command, the client program suspends its 
operation and passes the account camber to a conventional 
bank proccaing program on-resident is memory. The bade 
processing program csablis6ea a standard communication 
link wish a transaction processing system through a dem-
cated data line or a PS'!N network. Using that communia-
tioo lint, the bade processing program executes a commer-
ciil transaction using a standard VISA protocol or the like . 
The consumer may use a magnetic stripe teadw end a PIN 
entry device w improve the security of the data traasmisvon. 
The transaction motet may transmit femitten<x data over the 
open network to the merchant so the mercliant is apprised of 
payment and ships the ordered product. Once this consumer 
initiated transaction is complete, the bank processing pro-
gram le}mint~es and returns control m the client program 
which may terminate commitniutioo with the open network 
or retrieve information from another server on the open 
network for another transaction. To this way, the user may 
IISC WE Opts network fix 00n-0rip(7AEOl11I communiatioo 
such as collecting product information, pricing, and product 
availability. This information may be collected quickly and 
efficiently using the extended Internet protocol . 7U mo-
vmtioual bank processing program and in= secure com-
munication lint may then be used for the confidential 
information roquved for the transaction. Tbus, the present 
invention is able to combine the features and advantages of 
the Internet with the come secure wmmunicatioo link and 
dug security enhancing devices of systems presently knows. 

Preferably, an editor is provided which permits a user to 
define an application database able with data fields, define 
client application data fields, and define the integrated forms 
for communicating data between the defined database cables 
end a client application . The editor verifies the syntax of the 
user generated integrated forms containing extended Inta-
net protocol statements end diem application statements . 
7be editor ensures that the variabk names for the client 
application and the data fields for the database application 
correspond. Following the generation of the integrated form, 
the editor parses the integrated form 1o segregate the data-
base language statements from the extended Internet proto-
col statements. A database language identifier is substituted 
in the Internet protocol statements for the database state-
ments contained in the integrated form . The Imernet proto-
col statements are downloaded u & file which is interpreted 
by the client program for she collection end submission of 
data from con-standard I(O devices w the database appli-
cation . The database language statements segregated from 
she extended Internet protocol statements at plied in a 
second 51e which is mined to cofftspond to the database 
cable defined by the user. The CGi application mcognimes the 
database language identifier contained in she returned foams 
of the Trammel protocol statements . 7Le CGI application 
correlates the database idenlifiw with the file previously 
geoenied by the editor which contains the database com-
mand statements. The application then irrierts the data from 
the returned form tram the database command statements and 
provides the re-integrurd database rximmand statements to 
the database application. In this manner, the database may be 
queried by or retrieve data from the aooaundard UO device . 
In the most preferred embodiment, the editor permits a user 

EXHIBIT B 
PAGE 3D OF -32 

to develop integrated forms comprised of the extended 
Ii7T4, language and standard query language (SQL) data-
base application statements. In this manner, the uur does sot 
have to manually generate the SQL commands, the HTML 

s commands, and carefully correlate the data fields of the two 
commands in order W implement a transaction between a 
client and a database . 

These and other advantages and features of the pmwnt 
invention may be discerned from reviewing the acwmpa-

1o eying drawings end the detailed desmptiou of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The prcaenl invention may date form in unions mmpo-
neots and arrangement of components and in unions steps 

15 and arrangement of steps . The drawings are only for put-
poses of illustrating a preferred embodiment and are not to 
be maa`ued u limiting the invention. 
FIG . 1s a diagram of an open network system is which 

20 We present invention is utilized ; 
FIG . 2 is a diagram of the format of the FORM sod 

INPUT up implemented in the preferred embodiment of 
she present invention ; 
FIG. 3 is a diagram of the preferred SQL commands 

u supported in the preferred embodiment of L6e present invcn-
COU; 
FIG. 4 u a 8owchut of the high level processing of the 

client program which interprets the FffML files of the 
preferred embodiment of the present invention; 
FIG . 30 S is a 9owchan of the HTML file processing 

performed by the client program of the preferred embodi-
meot of the present invention ; 

FIG . 6 is a 8owehut of the attiribute processing for the 

35 FORM tag performed by the client program of the preferred embodiment of the present invention ; 
FIG . 7 is a flowchart of the processing of the ACTION 

atmbme for the FORM tag performed by the client program 
of the preferred embodiment of the present invention; 
FIG . 40 B is a Bowc6art of the processing for the METHOD 

a 'butc for the FORM tag performed by the client program tin 
of the preferred embodiment of the present invention ; 
FIG . 9 is a flowchart of the attribute processing for the 

INPUT tag performed by the diem program of the prcfcrtcd 
45 embodiment of the present invention; 

FIG . 10 u s flowchart of the picc:cssizig for the TYPE 
attnbute for the INPUT tag performed by the client program 
of the preferred embodiment of the peasant invention; 

FIG. 1 is a flowchart of the processing for the NAME 
So attribute of the INPUT tag performed by the client program 

of the preferred embodiment of the praeat invention; 
FIG . 12 is + diagram of the format for the ACTION 

attnbuie for the FORM tag performed by the common 
gateway interface between the Web server and an apptica-

ss ion program; 
FIG. 13A is a diagram of the possible communication 

paths which way be used by an 1/0 device according to the 
principles of the pitsent invention; 

yo FIG. 13B shows an exemplary FORM tag and INPUT tag 
for the PAYMENT method implemented in a merchant's 
Lcminal according to the principles of the present invention; 
FIG. 13C shows an exemplary FORM tag and INPUT tag 

for the PAYMENT method implemented in a consumer' s 

s5 terminal according t° the principles of the present invention; 
FIG. Id shows exemplary integrated statements for a file 

used in the preferred embodiment of the p(esem invention w 
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generate the HTML files for the client program and the SQL 
files for the application program for a cud imuaied payment 
authorization and capture transaction; 
FIGS . 15A and 15B shows exemplary integrated state-

ments for a 51c used in the preferred embodiment of the 5 
present invention to generate the HTML film for the client 
program and the SQL file for the application program for a 
bar code leader input with card-initiated payment authori-
zation transaction; 

FIGS . 16A and 16H shows exemplary integrated sum- 1( 
menis for s file used in the preferred embodiment of the 
present invention to generate the HTML file for the client 
plognm and the SQL 51a for the application program for a 
fey input older with seem payment transaction ; 
FiG.17AShowsexemplary integrated statements forafile ~~ 

used in the preferred embodiment of 16e present invention to 
geaente the HTML film for the client program and the SQL 
files for the application program for a smut c4rd debit (Type 
1) Vausacboo; 
FIG . 17B shows exemplary integrated statements for a file 

used in the preferred embodiment of the present invention to 
generate the H'1'A4 .&]ea for the client program and the SQL 
files for the application program for a smart cud debit (Type 
2) transaction : 
FIG . 18 shoes exemplary, integrated statements for a file 

used in the preferred embodiment of the present invention to 
generate the HTML file for the client program end the SQL 
files fm the application program for a debit caird transaction; 
FIG. 19 shows exemplary integrated statements for a file x 

used in the preferred embodiment of the present invention to 
generate the HTML file for the clime program and the SQL 
files for the application program for a check verification 
traaSictioq 

FIG. 20 shows exemplary integrated statements for a file M 
used in the preferred embodiment of the present invention to 
generate the HTML files for the client program and the SQL 
files for the application program for a customer frequency 
traavctioq 

FIG. 21 shows exemplary integrated statements for a file 
used in the preferred embodiment of the present invention to 
generate the HTML file for the client program god the SQL 
files for the application program for an item xuch trans. 
action ; 
FIGS. 22A and 22B shows exemplary integrated sun- u 

mentS for a 51e used in the preferred embodiment of the 
present invention to generate the HTML 51u for the client 
program and the SQL film for the application program for 
retail since cod of day reporting 
FIG . ]3 shows exemplary integrued statements for a file 50 

use d in the preferred embodiment o[ the present invention to 
generate the HTML files for the client program and the SQL 
files for the application program for a stns reposing an 
e "mu7 tnnsaeboq 

FIG. 24A u a diagram of a manual development process 55 
for the files interpreted by the client proem and the files 
interpreted by the application program in accordance with 
tLe principles of the present invention; and 
FIG. 24B u a diagram of the generation of the files 

interpreted by the client program amd the film interpreted by 60 
application program performed by an editor constructed 'in 
aocoidantt wild the principles of the present invention. 

DE'IAQ.ED DESCRIPTION OF THE 
INVENTION 65 

A transaction or data system ooostniaed in accordance 
with the principles of the picxnt invention is shown is FIG. 

10 
1.1Lc system 10 includes a Web saver 12 which is coupled 
to an open network 14 such u the loleroet for communica-
tiou with various 1/O devices and terminals. For example, 
the f/O devices which may be coupled directly to network 14 
include standard UO devices already supported by Internet 
protocols such u PCs 30 and non-standard 1/O devices such 
u a screen phone terminal 16, a personal digital assistant 
(PDA) 18, and a credit cud terminal 20 . Other exemplary 
non-standard I/O devices such u man card reader 32, 
pecsoosl identification number (PIN) pad 34, magnetic cold 
swipe reader 36, printer 38, or the like, may be coupled to 
PCs dough coo-sundud I/O pores such as COMM1 and 
COMM pons or to older non-uaudud UO devices such u 
phone terminal 16, PDA 18, or credit card terminal 20. 
Typically, these dcviaes arc coupled to PCs or deviar 16,18, 
or 20 through an interface such as a AS-732C interface . 
Merchants or other vendors may use a Web server 3 in 
couple m network 14 to communicate wild the devices and 
ProomsinB system 40. 

7Le Web sewer 12 is preferably coupled to a Common 
Gateway Interface (CGn application 28 which movMS rod 
communicates the data end commands between the devices 
on network 14 amd the processing system 40 so the 1/0 
devices do nor have b use the database command language 
to interact with the database . System 40 and the devices may 
communicate directly if they am implemented in the same 
language or it a user implements a mmmunicatiou interface 
such u CGI 18 that correlates data fields in the client with 
those in system 40 . Server 11, CGl 29, arid the applicanions 
supporting system 40 may all raside on a single host 
computer or they may made on separate computers coupled 
together by a local uea network (IAN) m a wide uca 
network (WAN). Preferably, the appfiudon interfaces with 
a database which supports Open Data III= Connectivity 
(ODBC) and Structured Query Imguage (SQL). 
The communication sessions between the I/O devices 

coupled to the open network 14 and the Web server 12 am 
generally conducted in the same fashion u Internet protocol 
communication sessions am, currently performed. That is, 
the UO device establishes a communication mmecliou with 
Web server u, sends a request to the Web server, the Web 
sever responds to the request and the UO device or server 
closes the connection . Preferably, the wo-stanclard 1/0 
devices m PCs interfaced b mch devices selectively couple 
to a local noes port on the open network 14 through a local 
modem/ISDN connection . In this manner, the device is only 
coupled to the open network 14 when a transaction or a data 
operation is to be performed. While corrected to the open 
network 14, a device may accts a number of servers in 
accomplish a purpose. For example, a device may couple to 
a local acres port and communicate wild a first server to 
check inventory levels at a side, communicate wild a second 
server to order stock for the inventory, and communicate 
wild a third server b settle payment for the ordered goods. 
When all aspects of the tnmaction are complciq the mn-
OeC400 with the local access port is terminated. In the 
preferred embodiment o[ the present inventing We protocol 
used to transport data messages between Web server 12 and 
she UO devices coupled to the open network 14 is the Hyper 
Text Transport Protocol (IiTIP), although ocher open sys-
tem protocols utilized on the Internet may be used. 

In standard NCIP protocol, a client picograun executing in 
one of the UO deviar may initiate communication with a 
server by sending a query message of the formal 
hop://<hasu:cporo/cpuh>?acarch part 
The message identi5es the client is seeking wmmuvice-

tiou wish a H'1"17 server at the host address on the specified 

EXHIBIT 
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port . In the H7"IP protocol, the default value for the port is 
80 and the host address i5 the Internet protocol (EP) address 
of the type well-known in the an. The path value selects the 
file in the H7"1'P server which is activated in response to the 
message cad the search part specific a query [or the selected 
file . In the initial communication, the query may be omitted 
so that the selected host file 'espoods to the client program 
before s query is processed . 

lu the present invention, the client program uses a similar 
menage to initiate a uransiietiout or data operation, except 
that database commands am preferably embedded in a file et 
the carver 12 end not in the "seuch Part" Of the COMMA 
although searc6 puts may be constructed in atcordaua with 
she principles of the present invention that support non-
standard UO devices . Preferably, the client program inter-
prets Hyper Text Markup LainBu+V (HTML) files contain-
ing HTML mmmaods for communicating data between 
nion-stanclard 1/0 devices and server U. 

Mast preferably, the HTML commands contain identifiers 
which are used by the CGI to place data returned in the 
forms of ft }TIMI. commands tram database commands for 
queries or den insertions for the database . HTML is a 
command language yell known [or the retrieval end display 
of elwrooic documents for suodud I/O devices such u 
PCs supported by full screen monitors, QWERIY 
keyboards, and standard peripherals sum u hard disk drives 
and diskette dives. Standard HTML commends use den and 
previously ]mown commands that reference Universal 
Resource Locators (UR[s) a support the communiation of 
electronic documenEs.lLese documents am 51a which may 
contain H7119_ commands, text, auto, video, or image data . 
The present invention extends HTML with commands that 
support communication between the server and the wn-
standartl UO devices . 

In the HTIP protocol, data may be obtained during a 
communication session by using a tag called a FORM u pan 
of the file defined by cpuh> in the commend discussed 
above . The FORM format for staudatd HTTP is: 
cFORM ACTION-"URL" 
METHOD-G"POST 

Command 
c/FORM> 
where "j" is au "OR" operator. The commands sup-

ported by standard HI'iP are INPUT, SELECT, and 
7'EXTARFA Additionally. standard HT14 permits 
the inclusion of text data in the command area . to the 
present invention, HTML has been extended to wp-
pon new ACTIONS, METHOI)s, and INPUTS 

In accordance with the principle of the present invention, 
tags am preferably used to identify device transfers and 
input operations. Preferably, the FORM tag is used to 
identify device transfers end ACTION and METHOD 
ttri - As shown in a 'butes furtber identify the device, operation 
FIG. 2, the extended ACTION Held may include a FROM 
and TD attribute for accessing a local terminal file or smart 
cud reader or a 70 PRINTER attnbute for directing output 
clan w i prima local w the Ll0 device . The FROM and 7'O 
attributes (or aaxsing local filers and smart card readers and 
for directing output din W a local printer have previously 
beau unsupported in any Internal p'olncol . As a result, the 
carver u may access nonstandard VO peripherals fm nay of 
the UO devices used in the transaction or clan system 10. 
the ACItON-"URL" is a pen of standard H7'CP end is well 
known. 
The METHOD attributes may include the GET, POST, 

PAYMENT, or SQL methods . The GET and POST methods 
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12 
arc =coly supported in standard IiTIP and arc well 
known . 'Ibe PAYMENT attribute is a directive to deliver 
data retrieved by an INPUT command to a private payment 
network for authorization and settlement and is not available 

s in current Internet protocols. This dimctive is used by the 
client program to activate a conventional financial treusac-
uoo application which communicates with the transaction 
system over a dedicated data line or P57N in a known 
protocol such as VISA Such in attribute is used where the 

to mote secure physical cormectim between remote si te and 
transaction system and data encryption devices or the like 
are preferred. The SQL method preferably identifies t data-
base language file which CGI 28 usits to correlate data in the 
HTML FORM to an imertiou or query coninumd contained 

u in the file . 
The preferred format for the INPUT fig which is used to 

identify input operations u also shown in FIG . 2 . The TYPE 
and NAME annbutes are used to define a non-standard I/O 
device of brat storage variable for the input of data. 7Lc 

7.o TYPE field values "text," "Password: "checkbox," "radio ; 
"submit," end "reset" are previously (mown, u are [he 
attributes NAME, VALUE, CHECKED, SIZE, and MAX-
LENGTH . To support the extended capability of the present 
invention, the TYPE attribute preferably includes attributes 

u MSR7'1 for reading track 1 of a magnetic swipe reader, 
MSRP_ for reading a magoeue swipe reader track 2. KEY 
for reading input from a terminal command keypad, PIN for 
reading a personal identification number pad, BCW for 
reading a bar code wind, MICR for reading a check mag- 

w netic code reader, AIM for reading a dollar amount via a key 
input mask. INT for reading an integer via a key input rout, 
LOCAL for renting input from a variable in the tact storage 
of an 1/O device, and AUTDSUBA4T for renuniug a FORM 
with information w the server. 

3s The NAME attribute used with the INPUT tag identifies 
reserved word names for local storage in the device ezecut-
ing the client program. Preferably, the NAME attribute 
identifies ip address, host-phone, did, work key, 
daletime, and deposit acct u local storage areas in the torn] 

w device for the terminal's Internet Protocol (1P) address, 
Lntcmet access phone number, terminal ID, PIN encryption 
working key, date/Lime, and merchant account number, 
respectively. These attributes am used with the INPUT Lag to 
read coo-standard UO devices which may be coupled to 

as open network 14 . For example, an INPUT TYPE-MSRTI 
attribute causes the client program ̀ siding within a mag-
oelic stripe reader to input data from track 1 of a stripe reader 
and insert that data into a FORM which is returned to Web 
server 12 for processing by an INPUT TYPE-

50 AU7C)SUBMrTsutemwt . 
Preferably, 16e database language commands which may 

be embedded in the encoded HTML are SQL commands 
such u those shown iv FIG. 3, although other database 
languages may be used. The SELECT command may 

55 include the names of data fields in a database so the device 
on network 14 may request i clan item from a database &I the 
central processing system . The database cable is identified by 
the FROM anribute and We conditional selection of data 
from an identified database cable may be defined by a 

so WHERE attribute. Additionally, records may be requested 
tom an identified database iv ascending or descending order 
or in groups of two records at a time using the ORDER 
simbute. Additiooally, the SELECT Held command with the 
GROUP attribute provides UO devices with the capability of 

ss retrieving records grouped under an identified name . 
Additionally, the UO devices may either insert orw data into 
an identified database with the INSERT attribute or update 
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data already existing in a database with the UPDA7E 
attribute. The values for the INSERT attribute may be 
identified with the VALUES attnbule, and the SET and 
WHERE attributes may be used to dcfine and moditionnlly 
update values in the identified database . Preferably, the 
present invention implements two DELETE and CREATE 
aunbuies The DELETE attnbule deletes all items in an 
identified column of a database able which may satisfy a 
condition defined by a WHERE attribute. The CREAM 
attribute veetes a database fable having a primary key 
identified by the PRIMARY KEY attribute. 

Preferably, the server program executes on a compuier 
system having at leer m Intel 80386 or better processor 
with at lean 4 mcgabyta of RAM and at leer 3 megabytes 
of bud disk span available . The computer system fuming 
the sever may operate any known server platform operating 
system such +s WINDOWS 3 .1, WINDOWS 95, or WIN-
DOWS NT. UNIX, AIX, end otters . The non-standard UO 
devices require + processor of a Z80A type or better, at retie 
32K bytes of RAM, and at leer 32K bytes of ROM. The 
device include a modem capable of a least 1200 bits-pu-
seco od (bps) but other modem speeds may be used for 
communication between client and server. Aheroatively, the 
device may be coupled to a IAN which in rum is coupled 
W the Internet for communication with server 12 . A typical 
non-nandud device which executes the client program is a 
VeriFox OMM390, OA4d1395, or VuFom terminal. 
OPWI390, OMN1395, tied VuFooe tie trademarks of 
VeriFone, Inc ., of Redwood City, Calif. Other exemplary 
devises include Phillips Sawn phone, Hypemomm T7 
terminal, end Apple Computer Newton MessagePad . 
To build the preferred HTML files whiff CG1 78 pfefa-

ably uses to implement the client program and database 
application, the user preferably uses an off-line editor. The 
files generated by the editor aye preferably comprised of an 
integrated statements formed from HTML statements and 
database statements for retrieving end writing data with the 
database . Exemplary files showing such integrated sua-
mcnts for performing transactions tie depicted in FIGS . 
14-?3B . After such a file is generated the editor pules the 
integrated statements into HTML statements and into data-
base statements such u SQL commands. The HTML files 
required by the client program to support wmmunicsdoo 
with a transaction or data processing timer may be down-
loaded to a device or PC for execution. The files containing 
the database application statements used by do CGI inter-
face to communism data with the database application 
program prcfvably reside on server u. Preferably, the 
dwbue film used by the CGI interface include SQL com-
mands for she application program interfaced to an ODBC 
compliant databut. 
The general forma of the HTML commands in the HTML 

file used for wmmunieatiou with a client program and 
carver tie of the general format TAG ATTRIBUTE. 
Preferably, the TAG field may be one of FORM, INPUT, 
SQL or 7EXfAREA 7Le A77RIHU7E field value depends 
upon the TAG value. Preferably, the FORM tag may include 
the ACTION or METHOD attributes wham the ACTION 
attributes include the FROM<51ea, TO PRINTER, 
TOcfile>, and TO SCR values noted above, u well u the 
standard HTML ACTION value of URIrcfile> . The 
METHOD attributes include the PAYMENT and SQL 
attributes noted above, as well as the standard HTML 
METHOD values of GET and POST. Also in accordance 
with the principles of the present invention, the INPUT Lag 
may include TYPE, NAME, VALUE, CHECKED, SIZE, 
and MAXL.ENG7}i attrlbutcc "These attributes are previ- 
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ously supported for the INPUT tag in HTML, however, the 
present invention further includes TYPE value of MSRTl, 
MSRP KEY, PIN, HCR', MICR, AMT, IM; LOCAL, and 
AU'I'OSUH, u well u the standard HTML TYPE values of 

s TEXT, PASSWORD, CHECKBOX, RADIO BUTTON, 
SUBMIT, and RESET. The present invention also supports 
NAME attributes of IP-ADDRESS, HOST PHONE, 77D, 
WORK-KEY, DATETIME, and DEPOSIT-ACCT to 
identify local storage amps as well as standard HTML 

lo NAME attribute <Field__NM> to identify a FORM variable . 
The prcferted high level processing of the client program 

is shown in FIG. 4. Thai processing includes m idle step 
(Block 100) in which the program performs general housc-
teepiug rash such u maintaining iutemal time, scanning 

j5 for input which may activate the device, a other known 
functions. Farther processing is activated by some operator 
action u the device v PC which causes the device to either 
open a remote URL (Block 102) or open a local URL (Block 
104) . If a eemoie URL is required, the device transmits a 

io message of the format diuvsved previously which is muted 
through the open network and delivered to a server u for a 
transaction or dau processing system (Block 106). The 
HTML file selected at We server 12 is identified by the 
mmote UAL in the initial communicadoo between the 

u device and server 12 and the URL is used to rorum the 
selected H'ITiC. file a the device for pmcasiug (Blocks 108, 
no). 
FIG . 4 also shows that an operator may initiate an open 

local URL [unction by typing in a command or by pushing 
w a hot key which s associated with a local URL. The Ib 

device reads the HTML file identified by the URL from local 
memory (Block 112) and passes the HTML file to the 
function for processing HTML files (Block 110) . After a file 
it processed (Block 110), the client program determines 

3s whether she HTML file is to be pored (Block 114). If it is 
not, the process returns m the idle processing (Block 100) . 
Otherwise, the process determines whether the HTML file is 
to be associated with a fine key (Block 116) and if it is, it 
states the file end generates the link between a hot key tied 

,o the atoned 51e (Blocks US, u0) . If the HTML file is only to 
be stored, no association is made with a hot key tied the file 
is simply stored in local memory (Black m). The client 
pmgam then returns to idle processing (Block 100). 
The high-level processing for the HTML file (Block ll0, 

os FIG . 4) is shown in further detail in FIG . 5 . The process 
begins by seeming she HTML file for a TAG (Block 140) . 
If no TAG is found, the file is not in proper format for 
pro¢svng end processing returns to Block U4 discussed in 
FIG . 4 shove . If a TAG is found (Block 142), the proms 

sa determines whether the TAG is a FORM TAG (Block 143) 
or an INPUT TAG (Block 136) . ]f it is a FORM TAG, then 
the FORM TAG is processed end the program continues by 
boring for other TAGS is process (Black 140) . IC We TAG 
is an INPUT TAG, the INPUT TAG is Amassed (Block 

ss 150) end the program continues by looking for older TAGS 
to praxes (Block lA0). If the TAG is one of the standard 
H7T4.TAG5, the program implements the TAG in standard 
known ways (Block 152) and then scams for older TAGS to 
process (Block 140). 

sa Processing the ATTRIBUTES used to implement a 
FORM TAG is shown in FIG. 6- That process; continues by 
.+-~n= the }i7WII, file for an sMbute (Block 160) . If an 
annbute is not found (Block 162), the program returns to 
sap for other TAGS (Block 140, FIG . 5) . If im attribute is 

ss found, [he program determines whether it is an ACTION 
attribute (Block 164) or a METHOD attribute (Block 166) . 
Depending on the type of attribute, the appropriate function 
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for pmcassog the Attribute is executed (Blocks iss or 170) 
and scanning for additional attributes continues (Black 160) . 
If 1w attribute is not an ACTION or METHOD attribute, 
them is au error in the file and processing roacus to scan for 
oe6et T4Gs. 
17u proacseg for tEsACIION attnbuu is shown is FIG . 

1 . '(bee, the ACTION attribute is examined to determine 
whether it is a FR4M<5fe> (Block 18U), TO PRINTER 
(Block 182) . 7'Ocfilea (Block 184).1'O SCR (Block 1W. 
FROM SCR (Block 188) or a i1R(~dt1c> (Block 192). The 
(fRL.c6k> ACTION is i standard tf7MI . action which is 
processed in a kaoavn way (Block 194) . 'The FROM <ft> 
action is processed by reading data from a Me associated 
with she LO device or PC interfaced w the UO dtvice (Block 
196).13e TO PRINTER action results in data in eke FORM 
being sent W the primer (Block 198) while the TD efik> 
acioa results in data in the FOAM being written w a loaf 
file (Block 200) . The 1U SCR adios causes data to be 
written to the smart card via a smut and wader (Block 2(12) 
sad the FROM SCR teats data from i srvuf card tivoug6 a 
smut eactl +cader (Block 204). After the appropriate action 
processing takes places the F!'IMI. SFe is scarred fur addi-
tional ACTION values b perform (Block 200, end if ow is 
found, the peocsss mutimiea. If Do attrmwe is located (Block 
206), the process mWma fn scan for older attributes (Block 
140, FIG . 6) . 
The processing for the METHOD umbuta for FORM 

up am shown in FIG. 8 . 75n process determines which typo 
of METHOD is present in the FORM end then property 
processes the Attribute . For the GET and POST methods 
(Blocks 210, Iu) the processing is the same u that per-
formed in standard 11'IMI, (Bloc7cs 226, 228) .'Ihat is, for toe 
GET method, the identiSrA UIU_<file> is queried for data 
while the POST attribute causes data to be tranderred to the 
URL<file>, 'Me preferred METHOD attribums extending 
the H'IML implemenutioa of the present inventionamSQL 
(Block 2Id), and PAYMENT (Block 224) attributes . The 
SQL annbvte is prefscably not expanded loco a SQL mm. 
maad at the diem, but ether is expanded by ix CGl 28 at 
serves 12 by correlating the data or variable field names in 
a returaed form with the SQL commands scored at the xrver. 
Ibis peoasvug is dog in a minor described is mom deal! 
below. The client program poses the SQL flk ideotifia to 
the save !Z (Block Z30). 13e processing of the PAYMENT 
command (Block :3Z) is discussed is mare detail below. 
ms 1i1T4. file is scanned for otter ME7NODs (Block 242, 
2A4X and, if ove is found, the processing cominues by 
identifying the METHOD (Stocks 210-Z24) . Otherwise 
(Block 244, the process tehvos W sees the HTML file for 
other ACTION or METHOD ianbutes (Block 160, FIG . 6) . 

Processing for The INPUT erg is shows in FIG. 9 . The 
process sans the N7T+II . 5k following the INPUT tag for 
snnbutes (Block 210) . If no attributes am found (Block 
252), the yrvouss continues by seaming the 177T1L 6k for 
older ugs to prom (Block 140, FIG . 5). If an ilvibuu is 
found and it is a TYPE attribute (Block 234), it u praxssed 
(Block 256j, and if the attribute is a NAME Attribute (Block 
258), it is processed (Block 260) . Both the TYPE and 
NAME processing is shown is more derail in FIGS . 10 aod 
it, respectively . If the attribute is neither a NAME w TYPE 
owbutc, it is i standard attribute for m INPUT tag sup-
potted by standard HIMI, and is yroassed in a known 
man= (Block 262). Following processing of the INPUT 
attribute, the HTML file is scanned for other attributes to 
Process (Block 251i}. 

Processing for the TYPE umbuce is shown in FIG . 10 . 
Toe process fim idooufies the TYPE attribute for the INPUT 
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tag And then performs the appropriate processing.1be new 
TYPE auributes of the preferred embodiment of the present 
invention am MSRT7 (Block 270), MSA'P (BIccY 272), 
tar (Block Z7a), PIN (Block ns), acw (Block rs), 

s A4CR (Block ZSO), AMT (Block 282), INP (Block 284), 
LOCAL (Block 286), And AUTOSUH (Block ZW. !f the 
TYPE attribute is Do( ooe of those, it is a sanded H7ML 
type attribute that is processed in a !mown manner (Block 
310)_ Each of the new HTML TYPES supported by the 

io present invention oases m 110 operation wick a oon-
.staodud device . Specifically, these operations am the rcad-
ing of Track 1 of the magnetic snipe nada (Block 198), the 
reading of the second track of the magnetic stripe wader 
(Block 292), Wt reading of a keypad (Block 290), the 

is reading of an encrypted PIN through t PIN entry device 
(Block 296), the reading of a bar code through a bar cock 
wader (Block Z98), the leading of eaooded data on a check 
through : magnetic check reader (Block 3B6), the reading of 
a dollar amount from a keypad through a key input mask 

zo (Block 30Z), tde reading of & number from a keypad through 
a key input mask (Block 30t). the ruling of data from s 
local variable (Block 306). and the submision of the dais 
read from ox of these denier in i FORM returned to tbe 
server u (Block 308) . Tae dam mask for AMT constrains 

u The do11u amount read w a predetermined Dumber of e6u-
,n^n wild only tan characters following the decimal polar. 
'!he data rook for 1NI' cosecs the camber is an integer 
value within a Predetermined range . Processing continues by 
scanning the H1TU, file for other TYPE attributes (Block 

X 312) and, if amber TYPE annbute is found (Block 374), 
processing coutiaues by deurmiaiqg the TYPE attribute and 
performing the appropriate ping. Otherwise, the pro-
cess returns W scan the Ii7ML We for other altributes (Block 
250, FIG. 9). 

75 The NAME atuibuu procesing is performed in aemr, 
dam= with the process shown in FIG . ll . That process 
examiaes the NAME attribute to deformita: if (be variable 
name identified by the usnbme is IP_ADDRESS, HOST_ 
PHONE, 7D, WORK..JCEY, DATETIME, or DEPOSIT_ 

4o ACCT (Blocks 320,322,324,326,328,330) . If they aw, the 
INPUT value resulting from one of the INPUTS in s FORM 
of the H1ML Hk is stoccd in a last variable identified by 
eke NAME attribute. Following storage (Block 332~ the file 
is scanned for other NAME attributes (Block 3A and, if 

o5 them Am woe (Block 332), prooessiag continues by sna-
Qug fns other auributes for the INPUT tag (Block 250, FIG . 
9) . If the NAME attribute is i standard H7ML INPUT 
NAME, it is pcooesud by known methods (Block 376) . 
Processing then coumnut:3 by scanning for other NAME 

sa Attributes to process (Block 338, 3b) . Otherwise, the pro-
ass warns m scan the HIML fik tar other attributes (Block 
ZSO, FIG. 4) . 

CGI 28 receives Internet protocol statements in a file 
transmitted from a client program and provides dun flow 

5s those summcm to the application(s) implementing system 
40 sod receives the output of system <0 and provides chew 
a the client program in a file. CGI ]8 may be impkmeated 
by a program developed by & user yang a manual develop-
moat method u shown in FIG . 24A. 7kat method requires 

so a user w geocnfe a system definition from which a file 
statement definition for the client and application Are dcvel-
oped m imp&mem the tr+mactioml or data system . Using 
the file statement definitions, the oats generates tht files for 
she client and database progrsme; which m interpreted by 

as the respective programs w implement transactions or data 
pm«ssiug . This process requires the user to not only have 
knowledge regaling the uansaction or data process but 
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specific details of the interaction between the client and 
database . The uscr is further required to `esolvc and corm . 
laic all data identifiers in the statements (or the client and 
database covironments 

Preferably, CGI 28 is developed with an editor that only 
requires the user to define the system with statements which 
ale an integration of the protocol statements and the data-
base language . The process implemented by this editor is 
shown in FIG. 24B. Examples of such integrated statements 
for files which implement a specific transaction are shown in 
FIGS . ]4 a ?3B. The editor verifies the sync: of the 
integrated statements and correlates she data variable of the 
protocol statements with the data fields of the database. 
Following the gc=atiota of the integrated statements, the 
editor segregates she protocol statements from the database 
language statements . The protocol statements are stored in 
files which are identified as being for a particular transaction 
or data process and the daubsse statements am aimed in files 
which am idemi5ed u being for a particular Lnuisactioa or 
data process on +n identified database able . The editor 
pleas a database 51e identifier in the protocol statements 
which contained embedded database statements . The data-
base file identifiers am used by CGI 28in select the file for 
the appropriate traawaioo so CGI 28 may correlate data 
variables in the protocol statements with dale fields in the 
database files. The 5ks containing statements to be inter-
ptehd by the client program tie then downloaded to the 
appropriate terminals, and the database files containing 
database language statements tie anted on the system 
executing the CGI 28 . 

Alternatively, the editor of the present invention may 
puce integrated statements which tic segregated into source 
code statements for first and second processors, such an 
editor further includes a compiler to generate executable 
code for each processor and, if the processors execute 
differing source node, a compiler far each sown rode 
language . 73e executable node may then be downloaded to 
the respective processors for exectition. 

More specifically, she editor preferably places the data-
base statements for one of the transactions of the preferred 
embodiment in a file identified by the database name fol-
lowing SQL in FIG. u. 73e attributes wad tags forming the 
tTIT4.sV mmeuts for one of the transactions of the preferred 
embodiment art placed in a file generally denoted u 
chImLIile>.tIIM. The name <htmL-file> is a name which 
identifies one of she transactions. Where SOL statements are 
in the fields of the integrated statements shown in FIGS . 14 
in 73B, the suing "chimL6k>.SQL" is substituted u the 
database name in the statements of the <btml-,dle>.HTM 
file. When the CGI exeeuuble file is initiated end parses she 
returning fortes, ft returned data is placed in the corte-
spoodiag "<homl_filo.SQL" file which is posed to the 
application program u a command line argument. In this 
manna, m abbreviated firm [a the SQL commands may be 
communicated over the open network between the client and 
CGI and the CGI may be able to expand those abbreviated 
SQL commands two the appropriate SQL commands which 
the application proem requires to manipulate the ODBC 
database . 

To effectuate a transaction, for example, an operation at a 
terminal wild now-standard UO devices may activate a 
terminal file wild a hot key or other action. It processing the 
activated file, the client program may acquire data which is 
styled in a local variable or accessible through a non-
standard VO device. This data may then be armed in a 
FORM and submitted to a carver file u a processing system 
address. The server 51e activate CGl 28 which retrieves 
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dada from the FORM and incorporates it into database 
statements in the database file for the appropriate transaction 
and database . If the database statement s a query, the 
`cqueslcd data is =turned to the CGI in the databau file and 

5 We CGI pleas it in the wrtespouding FORM variables so 
the server may rerun the data to the terminal . If the database 
statement provides data to a database to obtain an 
authorization, for example, she action performed by [he 
database application in response to the data is placed in the 

3o corresponding FORM and returned to the terminal . la this 
way, data is exchanged between the terminal and the data-
base application . Ibis exchange is supposed by CGI 78 
even though the serveNetiem communication is performed 
in an open system protocol, such as flTTP, and the database 

is application is performed in anther language, such u SQL 
CGI 28 is able to woven end exchange the data between the 
client and database without the user having in specifically 
design and implement a conversion program . 

The communication paths available for a device imple-
Zo marring the present invention aye shown in FIG. 13A_ As 

shown there, an 1/O device 420 is coupled through the 
WorIdRSde Web open network 426 to an Internet Web server 
u . This connection may be implemented with the preferred 
extended capability H7ML described above . Although 

7s H7T4, files my be encrypted to enhance the security of the 
document as it is communicated across the Internet, the 
operator of she system may choose to utilize a more secum 
physical connection between the device 420 and the Web 
server u . To obtain this alternative connection, the PAY- 

34o AENT command for the ME7AOD attribute is preferably 
used . One farm of the PAYMENT command is for a mer-
chant's terminal and the older is for a mvsvmer's terminal. 
In either icrmina], the client program which supports the 
extended capability HTML operates independently but 

as comsdeot in memory with a certified bank cud authoriu-
tion and captive application, which may be provided by a 
financial institution or a bade cud processor. 

For the form of the command shown in FIG . 13B, the 
client program in the merchant terminal suspends its execu-

ao tioo wad puns the terminal identifier, aimed locally, which 
identifies the merchant's account and the consumer account 
information mad vii a magnetic stripe reader or the like, to 
the bade card application . The bide card application com-
municates; this information vii a PS7N 424 or the like to a 

ws transaction processor 422. 73c processor 422 authorizes or 
denies the transaction and, if aut6orirrd, a printer at the 
merchant terminal prints a pu`c6tx agreement which the 
consumer may execute to complete the transaction. 

In response to i H7ML file having a FORM with an 
5o ACTION attribute equal to an executable file name for a 

bank cud application proem or the like, a METHOD 
attribute with a field value of PAYMENT; and an INPUT tag 
with a TYPE attribute of LOCAL-NAME which identifies 
a deposit only account supplied by a merchant (u shown in 

ss FIG . 13C), the client program is suspended and control is 
transferred W the bank processing application. The bade 
processing application then uss a modem or ISDN D 
channel using 73 POS protocol or the like to wmect to a 
secure packet network 424 a correct in a virtual point-10- 

so point manner with a payment processor through a PSTN 
network or the like . This physical connection provides an 
additional security element to the encrypted data for the 
tr .auctioo of acmmt information, PIN numbers encrypted 
by PIN pads provided at the mosumer site, cud other 

65 sc¢a¢vc information. The bade processor 422 may submit 
remittance data to the merchant, via the Web or otherwise. 
After receiving the remittance data, the merchant may ship 
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the produce to the consumer. Thus . in this manner, the 1/0 
device may communicate with a plurality of Web server ; to 
"shop" for a best price, delivery dale, or other relevant 
information for selecting a preferred transaction, and them 
execute the PAYMENT method to utilize a more secure 
physical communication connection and data security 
devices to wasummam the financial elements of the trans-
action with less ride and cost& for the merchant, consumer, 
and beck processor. 

'The preferred integrated HTA4JSQL statements which 
support a cud initiated payment authorization and capture 
transaction Are shown in FIG. 14 . A am file 500 includes 
statements which identify the URL database from which the 
non-standard I/O device sake authorization far s vausac-
uoa The prompts to the operator b enter the account 
number cud amount of the transaction Am supported by the 
INPUT tags which and the second track of the magnetic 
stripe teach to Accept a cumber of up to 40 characters And 
Assign that information from chat trade to a variable And to 
input the ~ m 8 characters from the keyboard m the like into 
a variable called AMOUNL 7Le INPUT tag with the TYPF 
attribute of AU7'OSUBMI7' ̀courts the form to the carver for 
processing in accordance with the method defined in the 
returned form . At shown in FIG. 11, that METHOD state-
merit ca,--a CGI 29 to incorporate returned data into SQL 
commando which query the database As to whether the 
sub5eld o[ the tract 2 data representing she account cumber 
is present in she authorization able of the database. If the 
E"1! LS mot present, then a now record is inserted into a table 
labeled "log-table". The mew record consists of the account 
number and the mount rammed in the FORM . Based upon 
the Rsults of this processing . The application program sup-
plies the dyes fields to the FORM which will be returned to 
the client program for printing the vansa on record . 11mat 
file SIO is shown in FIG. 14. The ACTION attribute TO 
PRMIE(i and the POST METHOD causes the dm in the 
next eight lines b be directed b the printer coupled to the 
non-standard 1/0 device for printing the transaction form. 
The Customer may then execute the printed form to complete 
the transaction . If the transaction is declined or An. error is 
otherwise encountered, she file 520 is used b return a denial 
w the client program. 

In a similar manner, the preferred integrated statements 
for a bar code order input with card-initiated payment 
Authorization is shoav in FIG. 15.ILe file 550, supported by 
the present invention which implements the transaction 
request., is again dittoed w the proper database by the 
ACTION attribute. The necessary customer information 
such As name acrd address may be input through A standard 
keyboard . The H7TII. command in the present invention 
also permits the form w receive the bar code, unit prim, and 
credit cud information in a manner similar to that discussed 
above for the magnetic cud ruder. Once this information is 
returned w the server crud CGI interface, it is processed by 
the application program in aecaidanee with the METHOD 
identified in the returned form . The method of HTML file 
550 also creates a database order-table hawing the infor-
m&uoo shown in the method. Ague, if the transaction is 
approved, the data for the order and customer acceptamce of 
the order is provided in }iIML file 553, which is directed by 
the ACTION annbute m the printer at the non-standard I/O 
device . If the account numbs is not in the authorization 
dust the authorization declined or error response is 
provided in correspondence with the statements in file 560. 

In a similar manner, FIGS . 16-22 show the integrated . 
statements for a transaction request, authorization response, 
or authorization declined response file for key input order 
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with secure payment transaction (FIG . 16), a smart card-
debit ('Type 1) transaction (FIG . 17A), a smart cud debit 
(Type 2) transaction (FIG . 17B), a debit card transaction 
(FIG . 18), a check verification transaction (FIG . 19), a 
unmet frequency transaction (FIG . 20), an item search 
transaction for which them is no denial (FIG. 21), retail store 
end of day reporting (FIG . 22) and a stole reporting m 
e-mail transaction (FIG . 23). 
While the present invention bas been illustrated by the 

IQ description oft preferred and Alternative embodiments and 
processes. and while the preferred end alternative embodi-
ments and processes have been described in considerable 
devil, it is ooh she intention of the Applicant to restrict or in 
any way limit the scope of the appended claims to such 
devil Additional advantages and modifications will readily 
appear to those skilled in the art. For example, rather than 
expanding FTI74 to support noo-standard UO devices, t6c 
Fl'P POP, SM7P, 1'EINET or other protocols may be 
expanded in like manner to couple non-standard W devices 

20 to the InmmeL Similarly, the prtfcrted implementation of 
the present invention supports a variety of nou-standard lb 
devices and I/O operations . An Internet protocol may be 
constructed is acooidaoce with the principles of the present 
invention to support only selected I/O devices or operations 

x5 disclosed i° the present application . I'm invention in its 
broadest aspects is therefore not limited w the specific 
devils, Prcfened embodiment, and illustrative examples 
shodo and described. Accordingly, departures may be made 
horn such decals without departing from the spirit a scope 

30 of applicant's general inventive concept. 
What is claimed ice: 
1 . An open network processing system comprising: 
a server program coupled to m open network; 
a non-standud input/output (I/O) device coupled to said 

35 open network, and 

a client program for communicating data in an extended 
open network protocol between said soma program 
and said ooniundud VO device, said emended net-
work protuml including ace identifier for said nom- 

40 standard VD device for a transaction and an identifier 
for an operation to be performed with said identified 
coo-sundud UO device . 

l. 73e system of clam 1, wherein sod client program 
communicates sod dm in files having protocol statements 

as conforming w said expended open network protocol . 
3. The system of claim 2, wherein said files Are identilled 

by universal resource lc~cators. 
4. The system of claim 2, said carver program further 

competing a common gateway interface. 
so S. The system of claim 4, said common gateway interface 

providing data from said protocol statements conforming to 
said extended open network protocol to a transaction sys-
tem. 

6 . The system of claim S, said common gateway interface 
s5 receiving data from mid vwsecion system and providing 

said data in + file to said client program. 
7. 73e system of claim S, said common gateway interface 

correlating data in said protocol statements conforming to 
said extended open network proioeol with data fields in 

yo database file for a database coupled to said server. 
8. The system of claim 7, wherein said database files tie 

passed b an application program for accessing said database 
coupled to said carver. 
9. A method for processing data over m open network for 

63 coo-sundard input/output (V0) devices comprising the 
seeps of 

coupling a server program to an open network; 
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coupling a nonstandard 1/0 device to mid open network; 
communicating data conforming w an extended open 

network protocol between said server program and said 
non-sundud YO device ; 

identifying said oou-siandud 1/O device in a prwoml 
statement conforming to said extended network pmW-
ml: and 

identifying an operation to be performed with said iden-
tiGed oou-sundud IPO device . 

10 . The method of claim 9, said communicating step 
further comprising the step of 

using a client program b communicate said data between 
said server program and said coo-standard UO device 
in protocol statements that conform to said extended 
open network proloc:ol. 

ll . The method of claim 10 further comprising the naps 
of 
groping said protocol statements in files for mid com-

municauoo between said server pmgnm and said nou-
stattaua iro device : and 

identifying slid files with universal resource locators . 
12 . The method of claim 9 further comprising the step of: 
coupling a common gateway int erface w said server 

program, said common gateway for communicating 
data between a database and mid server program . 

13 . The method of claim li, mid common gateway 
interface further perforating she step of: 

providing data from pmtowl statements conforming to 
said extended network protocol to a transaction system, 
mid protocol statements being received in a We from 
said client progrun. 

14. The method of claim 13, mid common gateway 
interface further performing the step of: 

receiving data from said "auction system end providing 
said data to said client program in a file. 

15 . The method of shim 13 further comprising the step of: 
correlating data in extended open network protocol state . 

meoLS with clan fields in database 51u . 
16 . The method of claim 15 further comprising the step of 

puling database file to an application program for access-
ing sud database . 

17 . An open network p(occtsiog system comprising 
a server program coupled to an open network, said server 
program including a common gateway interface ; 

EXHIBIT~ 
PAGE 3 O~ F 

22 
a non-staadud iopuVOUtpul (U0) device coupled w said 

open network; 
a client program for communicating data in a extended 

open network protocol between said server program 
and said non-standard LO device, said client program 
mmmuuicsting mid data in file having protocol sute-
meots conforming w said extended open network pro. 
(am] ; and 

30 said common gateway interface provides data from mid 
pcaocol statements conforming to said extended open 
=mark protocol to a vaavaion system, wrteLtes 
data in said protocol statements conforming to mid 
extended open network protocol with data fields in 

15 database Sles for a database coupled to said server, and 
receives data from said tnauaion system to provide 
mid data to said diem program . 

18 . The system of clam 17, wherein said database files 
ue passed to a application program for accessing slid 

20 database coupled a said sewer . 
19 . A method for processing dada over au open network 

for non-slandard input/output (U0) devices comprising the 
steps of 

25 coupling a server program to a open network, 
coupling a noodtandud I/O device b said open network; 

commvaiating data conforming to an extended open 
network protocol between said sewer program and said 
non-sundW LSD device; 

30 coupling a common gateway interface a mid saver 
program, said common gateway for communic,ating 
data between a database end mid serve ProHrun: 

providing data from protocol statements coufarining to 
3s said extended network protocol to a transaction system, 

said protocol statements being received in a file from 
said client program; 

receiving dale from mid transaction system end providing 
said clan to said client program in a file ; and 

'a correlating clan in extended open network protocol state-
ments with din fields in database files. 

20. The method of claim 19 further comprising the step of 
passing database files W an application program foe aeces5-
ing said database . 

4s 
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EXHIBIT 
PAGE- OF 

U.S. Patent Apr. 2, 2002 

SCAN FOR 
ATTRIBUTE 

ATFOLTRBUTE 

\?/ 

YES 

A 
TYPE 
\ ? i 

ATTRIBUTE 

\ ? i 

D 

PROCESS TYPE 
~ ATTRIBUTE 

258 
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REA r-i IL D MSRT 1 
270 

2 

f-2 
YES 

READ WISRT 2 

25 

I ~ " READ KEY PAD 

NO '294 

i 
= 

> 

YES 
READ PIN 

278 NOO 29iB 

READ 8AR CODE 
READER 

278 
2918 

READ CHECK 
R READER 

280 
300 

_ YES READ DOLLAR 
AMOUNT VIA Mi4SK 

?8 PROCESS NWD 2 
302 STANDARD HTM- 

YES READ NUMBER INPUT TYPE 
VIA MASK % 

3v 

:ES, 

3'0 

> r z NWO 304 SCAN FOR 
rME YES READ urAL L k VARMU 

>-2867 312 
NWO 306 

TYPE YES 
FOUND 

NO 314 8 2; NO 14 
No 308 

BLCCl( 2W 

FIG.10 
MID 

Case 1:04-cv-01642-CAP   Document 1    Filed 06/08/04   Page 100 of 280



US 6,366,967 Bl 

-= YES STORE INPUT IN 
RFM LOCAL VARIABLE 

<NAME> 

ND 
3?0 

332 

E YES 

NO 

NlWE= YES 
TID 

X324 
NO 

NM+E= YES 
WORK KEY 

378 
NO 

NAME- YES 
a41ETIbE 

328 
NO 

= YES 

7- 
330 

NO 

PROCESS 
STANDARD TAG 

FIG. 1 I 
EXHIBIT (-- 
PAGE A- 
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SCAN FOR NAME FOR NAME 

338 

NIWE 
FOUND 

340 

BLOCK 250 
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1 . <FOwM acnori=uRL 
2 <fORM ACTION=URL 
3. <FORM ACTION=URL 

Sheet 11 of 25 US 6,366,967 Bl 

METHOD GET> 
METHOD POST> 
METHOD SQL <database name> 

<FOFW acriora �9> 
cINPl1T TYPE--AUTOSUBMIT> 
<1FORtiD 

MErHOD=anrMENr> 

EXHIBIT L 
PAGE_~l Q 

PAYMENT PROCESSOR 

-'--422 

FIG . 12 

WORLD WIDE WEB 

42~ 

420 

FIG, 13A 

FIG.13B 

<wwr+ncnori-ftnecMErrioD-AarnErvr> 
<INPUT TYPE=IOC"AL NAME-DEPOSIT-ACCT VALUE=12345689023456789> 
INPUT TYPE=AUTOSUBMIT> 

<IFORtiP 

FIG, 13C 
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1 .a Transaction Request HTML+D 

> X500 
<EODY> 
-:FORM ACTe URL 

METHOD=SQL 
"BEGIN TRAM 
IF NOT EXISTS ( SELECT substring(accrount,l, 20) FROM auth table) 

BEGIN 
INSERT TABLE-iog-table VALUES-petdafe().dd. %6sUin6 (accant 1,20) . 
substring(aaount 2Z 4). arnourrt) 
SELECT- FROM log_tabb WHERE trandate - 9e- WW0 
END 

ELSE SELECT " FROM error-table WHERE ertor no--1 
COMMIT TRAN-> 

QNPIli TYPE*iOC'/1L' MIVuE=Ik0-
FMER AOOOIINT Nl#AWR 
<IPFUT TYPE--'MSRrr SQE=4O NANE=aocanP 
BJ'IFJtMA0l1NT 
<WPl1TTYPE="MMT" SIZE=6 NAWEarcLriP 
4NPLJTTYPE=AUTO6UBMT'> 
AFORW 
<JBOQY> 
4fT11~L> 

1 .6L Transaction Acoepted Respmw 
X510 

43ODY> 
CORM ACTI(W-10 PRM82 tiETI-IODWOSTy 
JUNE 1 1996 10,3UW PURp-IPSE-rJP> 
TERRJAL Q 9B99BB6A9rjP> 
ACCAIINT NlIN6Bi 
DP D4iEE 9999 
AMOLJNi 5999999qP> 
ALJTH fVMBER 9B99989B9mP> 

CU5TON6t SIGNAll1RE 44IpD 
AFOFaW 

4BOOY> 
Ni1M-> 

1 .a Transaction Decined or Submit Error Response 
X520 

<BOOY> 

<IBODY> 
NiTNL- 

FIG.14 
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2a Transaction Request HTML+D 
\550 

<BODY> 
<-OIaN ACTIOftKbese URL 
W£T1~ODrSa'BE{,IN iWW 

IF NOT EXISTS ( SELECT substring(account 1, ZO) FROM auCi_fable) 
BEGIN 

INSERT TABLE table VALUES=(getda",tid, wbstring( account 1,20), 
substrin9( account 2Z 4), arriount) 

END 
ELSE BEGIN 

SELECT " FROM error-table WHERE error-no--l 
RETURN 

END 
INSERT TABLE-order-table VALUES=( petdateQ. aat_nerrieaddress,city smote, nP. 

pert code, unitjric4 fax ship_mellpd . shiP_chrg, unityrice + tax + 
dB ~ accent 1. 20) wbMrird account 2Z 4)) 

SELECT " FROM order-table WHERE trandahe = pe4dsEeQ 
COMMIT TRAN'> 

CLISTCMER NAME 
<NPUiIYPE-'TFJ(T"S¢E=,iONNuEaag,_rem-q~ 
ADDRESS 
QdPUTTIPE='TD(T'SQE-ONNK--;aJJesP4p' 
CITY: 
4RlTlYPFJTFJCf'Sm-mMAbE-dyo-Cp> 
STATE 
<Mf TYPE-'TF7(T'SIZEc2WWE--sMkP 
DP 
dNPIJTTYPE='TD(T" SIZE-f0 WW£-9ftew-4P 
SCAN PART OODE 
<NPl1TTYPE"BGYU'SGM-9tiMlE=pat oodax4r 
B(TH2lMfi RACE 
dNPIJTTYPE=AMi'SQE-8NNu£aitlxtpw4P 
TAX 
QNRIT7YPEeM1'SQE-6NME-Iaa4pv 
SHIPPING F&T}IOOC 
dff'1lT7YPErIDfi'SUE-IOWWE-hiP_AP 
SFIPPrK'IWDI~IT 
443SJTTrPE1'MAI'SRE-6 NAtiE-hP dvg;-qIpv 
SLDECARD 
dMl1T1YPEw%4BRiZ'SVE=4ON4AC-;mooorVjP 
QNPUf7YPEw"aJ9rfr;- 

<IBOOYy 
4f DA.> 

FIG . 1 SA 
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2h Transaction Accepted Response 

qHTM-, X555 
<BODY> 
¢ORIN ACTIOPkTO PRINTER NETHOD=POST> 
ORDER IR 9999999999 APPROVED-rApp 
JIJJE 11995 1Q3UAM PURqF1aSEdP> 
TERMML la 9999999994P~ 
NAME: 4p~ 
ADDRESS 

N 
CfTY: 4P 
SL4TEM 71P"00000000(04v 
POOOlINTM-11BER 
DW 041 9999qa+ 
R4RTCOOE 99B9A96BB~1/v 
INITPRIC~ 
SFPIuETF10D)O00000(C}14qGE 
TQWLANqINL 
RUTH liW9i 9~9BBBBBv~ 

qJS10MB2 S"IATURE4ps 

<IBOUYy 
<hiTM.> 

2c Transaction DecUned a Submit Error Reponse 
\ 

diiM.a 5w 
43OOOO 
DECLNED<waaodeP 
yBOUt'y 

FIG.15B 
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3.a Transaction Request HTML+D 

<HTMLs 
<gppl'~* 
<FORM ACTION=dbase~_URL 
METHOD SOI. 

"INSERT TABLE=order table VALUES=( getdate(), oust name,address,ciyc state, zip, 
part node, unR_rio~ ~ ship method ship_chrgunit_price + tax + 
sNP OrA stibstrir0( t 1 . 20) ,substring( acca+tk 22. 4)1 

SELECT' FROM order table MERE Varxlate = 9eGdateQ-> 
<fNPUT TYPE-"LOCAL NMiE-tid> 
CUSTOMER NAME 
<INPUT TYPE= TFXT' SIZE=O NAME=cost name>4P' 
ADDRESS: 
<INPUT TYPE='TDCr SIZE=4O NAAAE=address>e4P> 
CI7Y: 
<INPUT TYPE='TD(T" SIZE--O NAME 
STATE 
<INPUT TYPE°'TD(T" SIZE--2 NAME=stat9> 
ZIP 
<INPUT TYPE='TD(T" SIZE--10 NAME=address>4p> 
ENTER PART CODE 
<INPUT TYPE='TD(T' SIZE=10 NAME=part codexly 
ENTER UNIT PRICE 
<INPUT TYPE= AMT' SIZE=S NAAAE=unit_pricA~ 
TAX: 
<INPUT TYPE='AMT' SIZES NAME=taPelp> 
SHIPPING METHOD. 
<INPUT TYPE="TEXT" SIZE--10 NMM£=ship_rtwfhod><lW 
SHIPPING MOUNT: 
<INPUT TYPE="AMT' SIZE--5 NAhE°shiP_chr9'yP' 
<INPUT TYPE="SUBAAIT` > 
,QFOli164 
dBOOY> 
41iTluI-> 

FIG.16A 
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3.b. Transaction Accepted Response 

<HTtii> 
<gQpY> 
<FORAA ACTIOWTO PRINTER METFCO=POST> 
ORDER # 9999999999 APPf1GlED<!p> 
JUNE 11995 10.34M PURG-IASE<IP> 
TERMINAL ID 9999999994P> 
W1Ae Ups 

STATE( Z1P)OOOOOOOOOC<.~ 
PART COOS: 9999999994 
INR PRICE: 

~

.99~I 
SHIP NETFIOD0W000(q-WJRC;E .99~J 
TOTAL AMOUNT' .99d 
4FORA~P 
<F0f7M ACTIOfV,4Ie name> METFIOD=PI4YMENfy 
<INPUT TYPE--AUTO61.1BMfTy 
-r1FOFiAb 
</BODY> 
vHiM_> 

3.a Transaction Declined or SudTtit Error Response 

diTtiL> 
<80aY> 
DECLINED <errorcaJe> 
eIBODY> 
vHTM> 

FIG.16B 
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4.a Transaction Request HTML+O 

<HTMa 
<BODY> 
¢ORM ACTK)N=SCR1 ArETIi0D=PO6T> 
<INPUT TYPE="LOCAL" NMiE=bc0, 
SLIDE CARD 
dNPIlf IYPEJ%V)RTT S¢E=40 NNuE=tr'acIQ> 
ENTER ANOINT: 
<NPUT TYPE--"AMT" SUE-8 NAbEmertoutb 
dNPl1T1YPE--'1A(.Al' NAME=wak_ksy> 
4NPUTIYPE=AUT06LI9V(h 
AFORW 
UBOfX> 

41x Transaction Accepted HTR&+D 

diTMr 
<BOOY> 
<FOFM ACTION-TO PRINTER L4ETHODmPOST> 
04TE99'9M 1WAE9999AyPj-
ACCOUNT NUABElt 
DvD4TE 99994 
AMOIJNT ~BBB9.cnl~ 
AUTH NAauB62 9BBBBBB9~4p~ 
4F0%0 

vBOf1Y> 

4.a Transaction Dedned or Subrtvt Error Response 

<HiM.> 
<BOUY> 
OECLNED <erraroodp 
4BODIy 
NFRM> 

FIG.17A 
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S.a Transaction Request HTMI+D 

<HTPA-> 
<gppy> 
<FOIDA p,CTqN=SCFi2 AEIlipD=pp$T> 
<INPUT TYPE-'LOCAL' NIWE--bct* 
ENTER Pitt 
<INPUT TYPE="H4SSV40RD" SIZE=4 NAYdE=pis> 
ENTER AMOUNT 
<INPIff TYPE='AMT" SQE=8 NANEmemamb 
<INPUT TYPE= LO(r4L NAME=work_key> 
<INRJf TYPE*'AUiO6UBMT'> 
cJFO(iAb 
<lBODY> 
NiTlri> 

S.h Transaction Accepted KrW+D 

<fflM,a 
<gpp7> 
<FORM ACTIOf*TO PRINTER METFIOD=POb`T> 
p4TE999999 TNE9989A4P'> 
ACCOUNT NUIbBER 
DP DATE 9%994P> 
AAAOIINT $gg89.99NP> 
ALJfH NUN6ER 99999'4P> 
4FOFV&- 
rrrnw 
<190OY> 

S.a TranseCUon Decined or Submit Error Response 

4HTMa 
43OQY0 
DEpUNED <error crode~ 
<IBOOYy 
4HiM> 

FIG. 17B 
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6.a Transaction Request H1M.+D 

d-I1M> 
<80D'Y> 
<FORM ACTION-ho9t URL METFIO~POST> 
<INPIJT 7YPE="LOCAL" NAAAEw5d> 
SUDS ('JUtD 
<INPUT lYPE="MSRTT SIZE=O NAME--'aclQ> 
<INPIJf TYPE--"W 51ZE=4 I%AAIE=piv 
ENTER AMOUNT 
<INPUT TYPE='AMT" S¢Em6 NIWE=maanb 
dNPUf TYPE-^UtOSUBMIT'~ 
-Q~ 
<IBODY> 
4MTM-> 

&h TrarsacUon AcoepOed HT11L+D 

di'Tlut> 
<BQOryy 
<fORM ACTION--TO PRINTER MEfl-IOD=P06T> 
DATE-19/99M TIbF29964<IP> 
TERIANAL ID. 
ACOOUNTNUNBfft 
EXP DOTE: 1P~ 
AAAOLINT 5999999cIP> 
AUTH NUMBER 9999899994P> 

qBOD'Y> 
Niibi> 

6.a Transactan DecYned or Sutxrtit Error Response 

4iTM.a 
<1300Y> 
DEq.WED <errorcocleD 
<INPLJT lYP&qOC.AL NMiE=ork Icy VALUE-
<JBODY> 
4fTM> 

FIG, 18 
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7.a . Transaction Request HTML+D 

4iTTuLr 
<BOD1'y 
<FORM ACT10NKbase URL 

'IF DUSTS ( SELECT acca+nt FROM check table) 
SELECT' FROM dierJc table WHERE accarrt= DQ4accourd 

ELSE SELECT FROM errnr_tabfe WHERE errorjv-l"> 
<INPUT TYPE= LACAL' NAMEwdd> 
SCAN CHECK 
<INPIJf TYPE='MICR' 5=20 NlWE=acxuda 
ENTER AMOUNT 
<qVPIJT TYPE= PIMT" S1ZEx8 NAhE=arroina 
4NPlJT TYPE--"AI.fTO6lIBMT'> 

4BOdY> 
4HTIui> 

7.h Transaction llcoeptad Resporne 

dHiM.> 
<BODYy 
<OFIN ACT10N=T0 PRkJTER tiEli-1004'06Ty 
D4TF999999 Tlr£9998OP~-
TF1RufJAL IQ 91P> 
?CCOIMNlM6ER 
AMOUNT $99MI-slIK0, 
AIfTH NU1uBBi 9BBBBBBBBCIP> 

<90Df> 

7.c Trarmacbon DecU~ed or Subrtit Error Respam 

QiiM> 
<EIODY> 
DECLINED aerror oodeD 
<IBODtI> 
4FiiMi 

FIG .1 7 
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8h Transaction Axepbd Response 

-----CUS7p1~iSIC{~1NTUREqr `-~ 

8.c Trarmactiai Doomed or &brrit Error Response 
dHTbia 
eOUY> 
DECLNED4AESSAGFi FIG.20 

EXHIBIT 
- PAGE 2"1 OF 1 

Ba Transaction Request HTML+D 
<HTML> 
<gppy> 
<(M P 

(S9-EL7abdiig(ao=r1,51MFTi0Ma1I-fa61e) 

SIZES W1MESamourO 
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<8ODY> 
<FOF*A ACTK)Wro PRINTER T> 
FIELrn yarn yam - Ra.oN vw 
voooc )oo= )oooo( )oooa 
)oooo( vooa )ooooc )OM 

)ooooc )oooo( )ooooc 
aeoory 

FIG.21 

EXHIBIT L' 
PAGE 25 OF~ 

9.a Transaction ReWest HTML+D 

<FfIM-> 
480U+'> 
CORM ACTION+dame URL 

J~~

l~f

~~~~"~~~ '~S~
{.f~L

EL~E~~C~T
7YC~ 

fyelds FT20M table WHERE oondition'> 
Vlll 1 irCoLl/~Ir-ILY 

BdTER SEARCH TABLE NAME: 
4NPUTTYPE=fFxT' SGM-io PIMC=tebb> 
ENTER SEARCH FIBDNAAES 
dMPUT1YPE=wrDC1" 5=100 MMAE=kcIa 
ENTER SEARCH CONDITUN: 
dNPUTTYPE-'TE7(T'SI2E=SDMWE=cardUorv 
dNPUTTYPE"AlJi06UBMI1'5 
4FORRP 
<IBOUI> 

9h Transectim FiaBponse 

=ooc 40.- 
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10.a Transaction Request HTML+D 

<HTML> 
<gpprri 
<FORM ACTIONEdbase URL 

METHODmS(]L 
INSERT TABLEAo90able VALUES=( 9etda6eQ, tid. gross _seles, opn_chks, wick. 

em pd~isc, mgr discv~p card, man over, coupons, sales sales ~ c dept, c_dep2, 
c_deP3, c_deP3. d~fund.cc_depbaorh_no. chrt,~sales. paid _ours. ~ sales, 
~ seles.te_sele$9ross sales-apn_chks-wids-emP dbc-mpr_dsc-vip_card 
rt~anauer-mw -seles ~9ross_sales-opn_chks-wids- 

-disc-rr~ disc -vip_card -men_aer-coupons-c_depl-o~dep2-
c -c dept-~ fund-cc dep-batch no- sebe-Ped outs) 

CT' FROM bGLtale WHERE trarxlaEe = 9e 'y 
4NPlJT TYPE-ml.O(.AL" NiMEwbd> 
ENTER GROSS SALES 
<INPUT TYPE='AMi" SIZES NAME=pross_saies> 
ENTER OPEN CHECKS: 
<INpUT TYpE:eIM' SIZE-7 WhMEaopn_chks> 
ENTER VOIDS: 
<INPUT TYPEz?'INT" SIZE=7 NAME=vdds> 
ENTER BNP DISCOUNTS: 
<INPUT TYPEw-INT' SIZE=T NAMEmanp diem 
ENTER MGR DISCOUNT: 
<INPUT TYPE='INT" SIZE-7 NMAEanpr_disc> 
ENTER VIP CARD, 
<INPUT TYPEm'INT" SLZE=T NAME-vip -carct). 
ENTER MANUAL OVERRINGS: 
<INPUT TYPEw"IM' SIZE-7 NAMEznnen aer> 
ENTER COUPONS: 
<INPUT TYpEeINT' SIB=7 NAMEmcaipons> 
ENTER SALES TAX: 
<INPUT TYPEmeART" SIZES NAME=seles_tmo 
ENTER CASH DEPOSIT 1: 
<INPUT TYPE1'AMT' SIZES NAMEx_deP1> 
ENTER CASH DEPOSIT 2 
<INPUT TYPEr'AMi' SIZES NANE=c_dep2> 
ENTER CASH DEPOSIT 3 
<INPUT IYPEeAMi' SIZES NlWE=c tlep3;. 
ENTER CASH DEPOSIT4. 
<INPUT TYPErAMP SIZES NMAE=C_tlep4> 
ENTER CWINGE fly 
<INPUT lYPE1'MRi' SIZE-8 NMMEwclGLfurxI)- 

FIG.22A 
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10.h Transaction Response 

9 

---------------------- 

NET SALES 
OVER/SHORT 
dFORIrP 
dB00'Y> 
4HTML> 

FIG.22B 
EXHIBIT ~p 
ppGE~1- OF -' " - 

U.S. Patent Apr. 2, 2002 Sheet 24 of 25 

ENTER CC DEPOSIT: 
<INPUT TYPE= AMT" SIZE=B NAME=cr.-dep> 
ENTER BATCH #. 
<INPUT TYPE="INT" SIZE=3 NAME=batch no> 
ENTER CHARGE SALES: 
<INPUT TYPE= AMT" SIZES NAMExhrg-sales> 
ENTER PAID OUTS : 
<INPUT TYPE='INT" SIZES NAME=paid outs 
ENTER CARRY OUT SALES: 
<INPUT TYPE=i4MT' SIZE=B NAAAE=co sales 
ENTER CREDIT CARD SALES: 
<INPUT TYPE= I1MT' SIZES NAME=cc sales 
ENTER TAX EXEMPT SALES: 
<INPUT TYPE= AMT' SIZEmB NAME=e sabs> 
INPUT TYPE="AUTOSUBMIT'~- 

<IFpRNp 
<lBOD`h 
<IHTML> 

99 
39 
99 
99 
99 
99 

9999899</130 
99999944131> 
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SYSTEM DEFINITION 

FIG.24B 
EXHIBIT 
PAGE2TY OF3-1- 

U.S. Patent Apr. 2, 2002 Sheet 25 of 25 

11 .a . Transaction Request HTML+D 

<HTMI> 
<gppy> 
<FORM ACTION=NAIL TO: mail tw 
ENTER MAIL ADDRESS: 
<INPUT TYPE-'TEXT" SIZE=20 NAME mail tw 
ENTER MESSAGE 
<INPUT TYPE='TEXT" SIZE-100> 
<INPUT TYPE='AUTOSUBMIT'> 
dFORNa 
<IBODY> 

`'"'M`' FIG.23 

PROTOCOL 
I 

DATABASE 
DEFINITION I DEFINITION 

PROTOCOL I I DATABASE 

DOWNLOAD APPLICATION 

FIG.24A 

SYSTEM DEFINITION 

EDITOR 

CLIENT 
FILES 
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Dug transaction system which mmmuniatc wish a 
plurality of remote terminals w transfer information used to 
complete a transaction or compile a database Are well 
known. Typically, such systems include a otatral transaction 
processing system which may maintain + database of infor-
mation such As customer or ma5umer daze . Exemplary 
information in such a database may include customer 
identification, customer acwuut numbers, credit limns god/ 
or, cooum balances from which a customer may draw. The 
anvil transaction processing system is typically coupled to 
a plurality of remote transaction or data input terminals . 
Tcaasaaioo camInutts may include special purpose devices 
such u automatic teller machine (ATMs), point of sale 
(POS) taminak, nadir card terminals, sod semen phone 
terminaLa Screen phone terminals Are devices which ium-
glam n telephone with a¢ ATM-lilt device and possibly a 
magnetic std swipe reader. Daze input term ml may 
include personal computers (PCs) interfaced to dun mllec-
bon devices or special purpose daze collection terminals or 
mOWIOR 

In these known daze transaction system, a user usually 
initiates a transaction by requesting accts to funds in an 
account or from a nadir line maintained by the central 
processing system . TLe request is tsansmitted to the central 
processing system which performs a verification W deter-
mine whether the user is a valid user of the system, has an 
account within the system, and that the amount of the 
transaction is within the limits of the consumer's nadir line 
or flat the user his the requested funds available in an 
existing account monitored by the central processing sys-
tem. The central ptocttsing system then transmits awhou-
vtioo for or denial of the transaction to the remote terminal 
In response b the message from the central processing 
system, the remote terminal dispenses cash (for an ATM) or 
she muchaut provides the goads being purchased to the user 
if the authorization message indicates that the consumers 
funds will be transferred to the mercbant's account. Similar 
communication exchanges occur in daze systems where 
clecuonic documents and other information zee provided to 
a central site for compilation or processing . Consequently, 
this background dscustioo applies to all such transaction 
and data system. Though the remainder of the discussion is 
directed to transaction systems. the reader should appreciate 
that the comments also apply to data systems u well . 
The remote terminals may be coupled e the central 

processing system in several ways . For example, in some 

EXHIBIT 
PAGE 7-9 OF-3 9 

OPEN NETWORK SYSTEM FOR UO 
OPERATION INCLUDING A COMMON 

GATEWAY INTERFACE AND AN EXTENDED 
OPEN NETWORK PROTOCOL WITH NON-
STANDARD UO DEVICES UTILIZING 

DEVICE AND IDENTIFIER FOR 
OPERATION TO BE PERFORMED WITH 

DEVICE 

Ibis application is a continuation of application Set . No . 
08N95,123 filed Dec. 19, 1997 (vow U.S. Pat. No. 5,905, 
908), which is a continuation of application Set. No . 08/493, 
772 filed tun . 22, 1995 (now U.S. PAL No . 5,742,84 . 

FIELD OF THE INVENTION 

'Ibis invention relates in daze transaction systems, and 
mom particularly, to data transaction systems udng oon-
sundud input/output devices. 

BACKGROUND OPINE INVENTION 

ATM systems, the A7T7s am coupled to the anvil process-
ing system through dedicated telephone or other data com-
munication lines.'Ihese systems are preferred because they 
provide a relatively high degree of wearily since the dedi-
calcd data line coupling the central processing system to the 
ATM is not generally accecsible by members of the public . 
The physical security of the dedicated dau litre is, however, 
expensive because no other traffic may utili= the line . Tbus, 
the mss of lessing the dedicated line W an ATM with 
relatively low volumes of transactions may yield a high 
communication cow per transaction. 

In an effort in reduce the communication cost per 
vaavction, some transaction or daze systems utilize telc-
phooe lines through a publicly-switched telephone network 
(PS7'IV) which way be accessed by other members of the 
public . Specifically, devices such u credit cacti terminals 
anti scan phone terminals typically include a modem 
which converts the digital messages of the remote terminal 
into frequency modulated mabg signals which may be 

,o transmitted over telephone lines m a modem at the central 
processing system . Iv other systems, the terminal may 
communion digital daze directly over ISDN lines of the 
P57N to she central processing system . This line of com-
muaiation between a remote terminal and the central pro- 

25 rising system is performed by having the remote terminal 
dial a telephone number associated with the central process-
mg system w establish communication with the central 
processing system. This type of communication path is 
relatively secure because the switching networks for the 

30 onmmllnlCadoO traffic through the PSTN Am not readily 
accessible by the public anti during the mum of the 
financial transaction, only the central processing system anti 
remote terminal zee on the line . 

Regardless of the mmmunicadon method used to couple 
is We central pmaevng system to the remote terminals, the 

protocol and data formats used between the devices is 
typically proprietary . -Mat is, the operator of each financial 
transaction system designs its own protocol and data mes-
sage format for wmmuniatioo with the processor at the 

,p central site or generates a variant within a standard such as 
those established by the ANSI comminee or the LYe for mch 
communication. AS a result, the remote terminals must 
include software the supports each operator's protocol end 
message formats in order to be compatible with an opera- 

45 wt's antrd site . For example, application sofiwuc in a 
credit terminal such u the TRANZ330, 7RANZ380, or 
OMM390 manufactured by VeriFone implement one or 
more of the communication protocols and formats for 
National Data Corporation (NDC), VISANET, 

so MASTERCARD, HWPASS, anti National Haucud Corpo-
ration (NaHANCO) system processors, in order to support 
transactions with the most popular transaction ceaters, Thus, 
the communication software absorbs a significant amount of 
terminal resources which could be used to support other 

55 terminal operations. 
A related problem arises from the expanding home bank-

ing market. A customer of borne banking system typically 
uses a screen phone terminal or s personal computer (PC) 
having a modem to establish communication through a 

so PS"IN to a central traasacuoo processing system . Again, the 
operator of the anal processing system must provide 
information regarding the daze menage formats for com-
municating with the central processing system to a vendor of 
softwue for the home banking terminals or must provide 

s5 flat softwue w its customers. As a iesul4 home banking 
customers must purchase softwue to communicate with 
each banking system of which the customer wants to be a 
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member . This cost and she need to install additional com-
munication programs may make some consumers reluctant 
to be a member of more khan one banking system or to 
change banlong systems. 
A communication system becoming increasingly popular s 

and which provides sumdardized communication is the 
Internet- The Internet is an open network of networks which 
communicam through a variety of physical communication 
devices such u telephone lines, dirty communication lines, 
and the like . Each network is coupled to the main Interact 10 
network for communication through a host computer sup-
porting a TCP/IP rower or bridges The host computer 
typically includes a program, fiequeotly called a Web server, 
which acts as a gateway m resources a the host computer 
which may be resident on the host computer or a network 15 
coupled w the bast computes Each saver has an address 
identifying the location of the resources available through 
the Web server. The muter mr:ognizes communication for 
the server and directs the message to the server or it 
recognizes that the communication should be forwarded to 20 
another server. As a result, rommunicatioo within the Inter-
net wry lx poinatopoiu4 but more Mealy, the commuuiu-
uou pith is a somewhat circuitous one with the information 
passing through the rowers of multiple savers before reach-
mg its final destination- 25 
A number of message protocols end formats have been 

developed for the Internet . The physical communication 
protocol and data message format is the Transport Control 
PfowcoVlntema Protocol (fCP/EP). The TCP/IP protocol 
involves multiple layers of encapsulating headers containing 
communication information which am used b provide byte 
streams or datagram communications W computers on the 
networks coupled to the IulemeL Encapsulated within TCP/ 
IP headers am protocols which ass used b format the data 
messages or transfer data from am computer to another 3s 
computer coupled to the Internet . These protocols include 
File Transfer Protocol (FM, Simple Mail Transfer Protocol 
(SM7P), Post Office Protocol (POD, Telne4 and Hyper Ten 
Transport Pmlocol (H7'IP). The advantage of them pmto-
cols is that each provides a standardized commumicatico 40 
format for transferring information between computers on 
the Internet . These protocols tie typically called open sys-
tem protocols ask they tie publicly known and may be 
utilized by any programmer a develop programs fm com-
municating with another computer coupled to tile Internet. 45 
Them, oon-proprieutry protocols have contributed to the 
aseplauce of using the Internet u an open oehvork (or 
coupling computer networks together. 
While the Internet provides au open network for computer 

communication with publicly . accessible protocols and so 
formats, the Internet suffers from a number of limitations 
which preclude its effective use u a transaction or data 
system which uses non-sundsrd VO terminals and devices. 
First, circuitous eommuointioo presents a number of secu-
rity isues for sorb a system . For ezample, a Web server 5s 
could incorporate a rwmr which emmina she address of 
each message mining through it end upon recognizing in 
address associated with a nova] namaction processing 
system, copy the clan menage for the umaudiorized retrieval 
of customer-scasiuvc information sorb as account numbers 60 
and personal identification numbers (PP]s) whiff may be 
contained in the menage . 
A second limitation of open networks such as the Internet 

is that communication on such networks it only supported 
for computers acting a servers or clients. Specifically, all Of 65 
the protocols and formats are constructed for staWard 
input/output (V0) operation for a PC terminal . That is, text 
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information is directed to a standard monitor screen, maser 
input is expected from a standard keyboard, and files am 
Iransferted to standard peripherals such u e hard disk or 
diskette drive. Especially absent is the ability in open 
network protocols for communication with devices that only 
use communication interfaces such as RS-232C. As a result, 
communication over the Internet is primarily performed 
with standard PCs through network communication methods 
and interfaces . 
This presents a camber of problems for home banking or 

for interfacing non-standard I/O terminals such as credit 
card terminals or wean phones b open networks such u the 
Internet either directly or through a PG Generally, non-
standard VO devices are devices which interface to a PC 
through a port not normally used for networks, such u a 
RS-232C port, or are devices which have limited input and 
output capabilities such as small screen displays or tcn 
keypads. These devices tie not supported on the Internet 
because serves use protocols that communicate with PCs 
supposing standard QWER7Y keyboards and standard 
monitors. Consequently, users am limited to entering 
account numbers and the lilt through a Isyboud of a 
PC-lilce device for processing at a aural transaction pro-
cessing system . To request a transaction, one need only have 
a person's credit cud account number. If the credit card 
number had w be input through a magnetic cud reader, 
unauthorized access to a customer's account would be less 
likely since, physical possession of the credit cold would be 
required to initiate the transaction. 
Another limitation of the standard 1/O devices currently 

supported by the open network protocols is the lack of 
encryption . For example, PIN pads, which am typically 
incorporated in ATMs, automatically encrypt in hardware a 
PIN entered by a user. Such devices typically encrypt the 
number by implementing a data encryption standard (DES) 
algorithm in hardware before the PIN is transmitted or 
stored. When a standard keyboard i5 used to input the PIN, 
no hudwuc encryption is performed and, as a result, an 
uxocrypted ropy of the PIN is provided to the memory of 
the PC . Storage of uoencrypted PINS is in contravention of 
current banking regulations . If PIN pads could be read via 
interoet protocols, then such a lapse in PIN security would 
be lest LYely to otCU[. 
Mother UO device nod supported on open networks are 

smart cards which arc increasing in use. Smart suds include 
a processor and memory in which information regarding the 
amount of funds in a panialu account, a transaction 
history, account numbers, and customer clan may be doled. 
The cud may be aced through a smart cud reader which is 
a computer having a processor and memory but usually 
provided with uou-QWER7Ykeypads and limited displays. 
A transaction processor may validate a and owner through 
a PIN provided through a keyed, determine the amount of 
money remaining on the cud and debit The card itself for a 
transaction amount by communicating with the smart card 
reader with cue of the proprietary protocols d' -s_ 
above. Such information is nod readily obtainable by The 
owner of the and end w cannot be entered through a 
keyboard or the like . Smut cud readers are non-standard 
claviers which may be coupled to a PC through a COMMl 
or COMM2 eon However, none of the standard protocols 
and message formats for open network communications 
currently provide VO operations for such devices 

All systems which attempt to provide W[ee party com-
muniatiou a execute an electronic transaction suffer from 
a number of limitations which present risks greater than 
those iu a normal transaction performed at she point of sale . 
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rte prsseut invention providers transaction and data sys-
tems; which may be implemented art an open oemodc such 
u the Internet. The system comprises i semr fat mmmu-
uicatiwg is w open network protocol and a plurality of 
iapuuoutpm ¢!O) devices coupled io the saver through an 
open network. the UO devices wmmupscuipg with the 
server in the extended open network protocol that supports 
communication with ma-Nandud UO devices over the open 
network. The system of the present invention provides a 
server with 14e capability o! commuaicaLing with a number 
of I/0 devices useful in transaction cud data systems which 
heretofore have bean unsupported oa m open network 
system such as the Internet . 

TLe system of the pre" invention is impletatultd by 
ezteuding present Open network communicauoa p(vwcok 
anti data message formats to communicate with non-
standard UO ckviczs either coupled m an open network as; a 
client of coupled to an open network through a client, such 
as i PC, credit card terminal, xrxn phone, or PDA That is, 
commands which am compatible with the communiauoa 
schema of a presently-impiemeotcd protocol for ibo Internet 
ace used and additions ue coatis w commands implemcated 
within the co¢trot structure Of that CZWiOg protocol to 
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S 
to a typical point of sale (POS) nnsac:tion' the consumer 
hands a dcbic or credit card to a merchant's agent who may 
cxamioc the card for security markings such as holograms, 
watermarks, or a cardholder signature, The agent then places 
the card into a reader for acquiring information: from the card 
and, in sons saws, have We mosumu enter a PIN icon a PIN 
entry device which encrypts the PIN in a hardware imgle-
memed se6eme . If the PIN is entered, it is tarsunined with 
the information from the card to a processing comer, typi-
cally in am of the formats dica_tud above, under a X25 
protocol or the 47ee . The processing center rUVVm an amho-
cizicion granted oc deeied message. 11sC reader typically hu 
a printer coupled to it through an RS-232C pan or the like 
and a pwehue agreement is printed. The consumer signs We 
Epfoemeat, the mac6ant's agent may verify the signature, 
gad the merchant retains an Original of the agrcemenf and the 
consume x copy. In this scenario. the merchant has un(jalod 
the communication to the processing center. Tbe safeguards 
owed above permit the processing center to charge: a ma-
chant a lower pmceSSiog fen thin When a caatumer initiates 
a vinsactioo. Consumer initiated trautactions present a 
greater risk bosoms tke consumer provides an Igcm an 
account number in a telephone conversation or ooo-
enaypied D'SMF transmission . Thos, there is ao card 
inspection, sign~twe verification, or PIN vtci5cetioo . As i 
result, such transactions am limited to credit carols bcuuv 
debit cards require that the cut9wldcr be present to cnfcr a 
PIN into an appropriate PIN entry device. 
What is needed is a system that permits consumers; remote 

from a merchant to order goods and present Payment in a 
secured manxx so the mcrc6am't risk and procsssiag case, 
u well u a cardholder's exposure w Feud, is ceduced. What 
is needed is a way for i processing motor to communicate 
through m open network with uoaystwdW UO devices 
such u ttodit card terminals, personal diva! assistants, and 
scrmn p6ono terminals or with mnsunditd 1K1 devices 
coupled a the open network through a PC ac the Lice . What 
is needed is a transaction or dm system which utilizes an 
open network such as the intecvet to rapport etecAronic 
transactions a dale compilation in a astute mamxr without 
undue limiwion u to the devices with which communim . 
don may be conic . 

SUMMARY OF 714E UJVEN710N 

support nor-sfnndud If0 device commvaicaiioo . At she 
server, the ezccnded protocol is (,other supported by a 
common gateway iniarfacx (CGn which converts tbe com-
munication (mm a non-standard I/O device w a formal 

5 which is compaubJc with a transaction or data applinlioa 
program which may be executed an the servo or a computer 
coupled w ix server. to this manner, the CGI permits The 
processing of the extended capability commands to be 
segregated from the communication functions performed by 

~a the Server. 
Preferably, the server and the 1/0 devices comarzoicate 

through an Internet protocol and coos preferably, the Hyper 
Text Transport Protocol (HTM, to exchange data between 
an application program and oousundard 1l0 devices Over 

is an open network. Although H77P is the preferys:d protocol 
used a implement the pmseot invention. other protocols 
such u Tclnei or SMTP, for example, may also be extended 
is a simiJu manner. specifically, the KM protocol is 
expanded to communicate with punters, magnetic card 

za radon, credit card terminals, smart card readers, check 
readers, PIN per, bat-code readers, PDAs, or We like, and 
includes a commend which instructs a ono-standard 110 
device to disoonnea from the open network and m-couple to 
& trwsaction processing system to transfer funds from a 

yt consumer account to a mvcbut account through a P57N or 
dedicated data tine . By using these extended capability 
commands within FiTiY, a processing system may operate 
on an open network such as the Internet and communicate 
with transaction a other data 1J0 devices which have not 

30 previously born able iv couple b such oven networks. Such 
a system may be used in execute a transaction between a 
consumer and a merchant so the merchant receives eemit-
uom information in a timely manner . Toe system permits 
(be consumer to initiate a tranuc6on and order from a 

.s merchant end then use a more secure link supported by PIN 
entry devices or she Like W reduce she risk of feud for The 
transaction . 

Because the server may communicate through such open 
aetworks with non-suadaid 110 devices, ft transaction or 

s0 data processing system is available for the ever<xpaodiug 
cooker available through me Iotemet Such a system u able 
to communicate with non-sundarti LO devices in myriad 
locations such as retail establishments or in consumers' 
homes. For example, a consumer may utilia the standard 

+s capability of an Internet protocol to communicate with n 
saves that provides information teguting services oc goods 
for sale over the Internet cud then conwmmam a sales 
transaction by using the extended capability of the Internet 
protocol. Such a home coawmer could provide transaction 

so dug through a smut urd reader coupled m a COMMI or 
CONK f2 port of t PC. A database program examdag at the 
server for the central proccaaug sits may erupt proton 
ordering information from i nonstaodud keypad or pouch 
screen 2Y401.'IE1Cd with a screen phone lemiual at the remote 

$5 sire anti then aommuaicete with the smart cud seder to 
wosvmmam the transaction, Such a tnasaaion system 
requires that the consumer have physical possession of the 
smut at credit cud sad not simply 1mowlodge of the 
account number. 13ewise, the serves would be able to 

so communicate with a PIN pad or the like m ensure the 
hardware encryption of PINS and other data before it is 
vmnsmitud to the server silt. . Such a system is less svsecp-
tiblc to caoaamu fraud. 
Another feature of the present invention is a PAYMENT 

h5 command implememed in The extended Internet protocol 
that dittos a am-standard VO device or a PC interfaced 
with such devices. to communicate with i transaction pro- 
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ccisor through an alternative communication link. to one 
form, the PAYMENT command is used by a merchant 
terminal to submit a consumer's account number with a 
merchant deposit uoouurt number through a P57N network 
or the like in the processing center. In mother form of the 
PAYMENT command, a client program in a consumer's 
terminal receives an account number foe a merchant account 
from a merc6sut'surver with the PAYMENT command. On 
receipt of this command the client program suspends its 
operation and passes the account number to a conventional 
bank p, wing program m-aride¢t in memory. IM bank 
processing Program establish" a standard wmmmirrtioo 
link wild a transaction processing system through a de4di-
cated dun line or a PS7N network. Using that communia-
tion link, the bank processing program exeanes a commu-
cial transaction using + standard VISA protocol or the like . 
The consumer may use a magnetic stripe reader and a PIN 
entry device W improve the security of the date transmission . 
The vaasaction center may transmit rtmiiuixe data over the 
open network w the merchant so the merchant is apprised of 
payment end ships the ordered product. Once this consumer 
initiated transaction is complete, the bank peoccainB Pro-
gram teeminitcs end ictums control w the client program 
which may termiuaa communication with the open network 
or retrieve iuformauw from another server on the open 
network for another transaction. In this way, the user may 
use the open network for non-corthrleatial communication 
such u collecting product information, pricing, and product 
availability. This inturmatinu may be collected quickly end 
efficiently using the expended Internet protocol . The mn-
veatiooal bank processing program and more secure com-
munication lids may then be used for the confidential 
information ̀ canned for the transaction . Thus, the present 
invention is able w combine the features and advantages of 
the Internet with the more secure communication link and 
data security enhancing devices o[ system presently known. 

Preferably, an editor is provided which permits a user to 
define an application database able with data fields, define 
client application data fields, and define the integrated forms 
for communicating data between the defined database tables 
and a client application. The editor verifies the syntax of the 
user generated integrated forms containing extended Inter-
net protocol statements cud client application statements . 
The editor ensures shat the variable names for the client 
application and the data fields for the ditabasc: application 
correspond Following the generation of the integrated form, 
the editor parses the integrated form b segregate the data-
base language statements Gom the extended Internet pmw-
ml statements . A database language identifier is substituted 
in the Internet protocol statements for the database sute-
ments contained in the integrated form. The Internet proto-
col statements are downloaded a a file which is interpreted 
by the client program for the collection and submission of 
data from non-stanched 110 devices to the database appli-
cation . The database language statements segregated from 
the extended Internet protocol statements art placed in a 
second 51e which is named to correspond to the database 
able defined by the user . The CGI applieatiou iecog¢ius the 
database language identifier contained in the returned forms 
of the Internet protocol statements . The CGI application 
correlates the database identifier with the file previously 
generated by the editor which confer the database com-
mand statements . The application theo inserts the data from 
the returned form into the database command statements and 
provides the re-integrated database command statements to 
the database applin¢on. In this manner, the database may be 
queried by or retrieve data from the wa-standard 1/0 device . 

EXHIBIT J~ (~. 
PAGED ~ OFi- 

In the most preferred embodiment, the editor permits a user 
to develop integrated forms comprised of the extended 
LfIMI.laoguage and standard query language (SQL) data-
base application statements . (u this manner, the user does not 

5 have to manually generate the SQL commends, the f17M1. 
commands, and artfully correlate the data fields of the two 
commands in order to implement a transaction between a 
client and a database. 
These and older advantages and features of the present 

io invention may be discerned from reviewing the accompa-
nying drawings and the detailed description of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 
the present invention may take form in various compo-

2s neots and arrangement of components end in various steps 
and arrangement of steps. The drawings ere only for pur-
poses of illustrating a preferred embodiment and are, mi to 
be ooasWed u limiting the invention . 

FIG. 1 is a diagram of m open network system in which 
20 the present invention is uu7ved

. FIG . 2 is s diagram of the format of the FORM sod 
INPUT tags implemented in the preferred embodiment of 
the present irrvention; 

25 FIG. 3 is i diagram of the preferred SQL commends 
supposed in the preferred embodiment of the present imcn-
uoq 
FIG . 4 is a flowchart of the high level processing of the 

client pmgem which interprets the H7ML files of the 
3a preferred embodiment of the present invention; 

FIG. S is a 9owchan of the HTML file processing 
performed by the client program of the preferred embodi-
menl of the present invention; 
FIG. 6 is a flowchart of the annbute processing for the 

3s FORM tag performed by the client program of the pmfertcd 
embodiment of the present invention; 
FIG . 7 is a flowchart of the processing of the ACT70N 

attribute for the FORM tag performed by the client program 
of the preferred embodiment of the prttsem invention: 

^o FIG . 8 is a flowchart of the processing for the METHOD 
attribute for the FORM tag performed by the client program 
of the preferred embodiment of the present invention; 
FIG . 9 is a flowc6en of the attribute processing for the 

INPUT tag performed by the client program of the preferred 
as embodiment of the present invention ; 

FIG . 10 is a flowchart of the pructss;ing for the TYPE 
attribute for the INPUT vg performed by the client program 
of the preferred embodiment of the present invention; 

so ~G . 1 is a flowchart of the processing for the NAME 
attribute of the INPUT tag performed by the client program 
of the preferred embodiment of the preseul iweotion: 
FIG. u is a diagram of the forma for the ACTION 

atmbute for the FORM tag performed by the common 

ss gateway interface between the Web carver and au applica-
uon program; 
FIG. ]3A is a diagram of the pomble communication 

paths which may be used by an I/O device according to the 
principle of the present iwenuon; 
FIG. 13B shows an exemplary FORM tag and INPUT tag 

for the PAYMENT method implemented in a merchant's 
terminal according w the principles of the present invention ; 
FIG. 13C shows an exemplary FORM tag end INPUT Lag 

for the PAYMENT method implemented in a consumer's 
s5 terminal according to the principles of the present invention ; 

FIG. 14 shows exemplary integrated statements for a 51c 
used in the preferred embodiment of the present invention b 
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generate the MITE fi1a for the tutor program and the SQL 
files for the application program (or a cud initiated payment 
authorvstioo uid capture transaction; 
FIG . 15 shows exemplary integrated statements for a file 

used in the preferred embodiment of the present invention to 
generate the HTML files far the client program and the SQL 
files for she application program for a bar code reader input 
with c"-initiated payment authorization transaction ; 
FIG . 16 shows exemplary integrated statements for a file 

used in the preferred embodiment of the present invention to 
generate the HTML 61a for the client program and the SQL 
files far the application prtigram for a key input order with 
secure payment transaction; 

FIG. 17As6owsexempluy integrated statements for a file 
used in the preferred embodiment of the present invention to 
generate the HTML files for the client program and the SQL 
files for the application program for a smart cud debit (type 
1) Vaauctioo; 
FIG . 17H shows exemplary integrated statements for a file 

use d in the preferred embodiment of the present invention to 
generate the HTML files fir the client program and the SQL 
61w for the appGcatiou program for a smart card debit (Type 
2) vaavctioq 
FIG. 1B shows exemplary integrated statements for a file 

used in the preferred embodiment of the present invention to 
generate the HTML fibs for the client program cud the SQL 
files for the application program for a debit card transaction ; 
FIG. 19 shows exemplary integrated statements for a file 

used in the preferred embodiment of the piment invention to 
generate the HTML files for the client program and the SQL 
files for she application program for a chute verification 
transaction; 
FIG. 20 shows exemplary integrated statements for a file 

used in the preferred embodiment of the present invention to 
generate the HTML files for the client program and the SQL 
files for she application program for a customer frequency 
transaction ; 

FIG . 21 shows exemplary integrated statements for a file 
used in the preferred embodiment of the present invention to 
generate the HTML files for the client program and the SQL 
files for the application program for m item search trims;-
action; 
FIG. 22 shows exemplary integrated statements for a file 

used in the preferred embodiment of the present invention to 
generate the HTML files for [he client program end the SQL 
files for the application program for mail stow end of day 
reporting 

FIG. 73 shows exemplary integrated statements for a file 
used in the preferred embodiment of the present invention to 
generate the FITA4.61n for the client program and the SQL 
files for the application program (or a stole reporting an 
e-mail transaction; 
FIG. 24A is a diagram of a manual development process 

for the files interpreted by the client program and the files 
interpreted by the application program in accordance with 
the principles of the present invention; and 
FIG. 24B it a diagram of the generation of the files 

interpreted by the client program and the film interpreted by 
application program performed by an editor constructed in 
accordance with the principles of the present invention. 

DETAILED DESCREMON OF THE 
INVFN770N 

A vaauaion or data system coawuaed in accordance 

with the principles of the present invention is shown is FIG . 
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1. The system 10 includes a Web servo u which is coupled 
w an open network 14 such as the Internet for communica-
tiou wish various I/O devices and terminals. For example, 
the 1/O devices which may be coupled directly to network 14 
include standard UO devices already supported by Internet 
protocols such u PCs 30 and non-standard UO devices such 
u a screen phone terminal 16, a personal digitil assistant 
(PDA) 19, and a credit cud terminal 20. Other exemplary 
non-standard 1/O devices etch is men cud reader 32, 

o personal identification number (P" pad 34, magnetic card 
swipe reader 36, panzer 38, or the like, may be coupled to 
PCs through non-standard 1l0 pons such u COAIIdI and 
COA4d2 pons or to other non-standard UO devices such u 
phone terminal 16, PDA ls, or credit card terminal 20 . 

Is Typically. these devices tie coupled w PCs or devices 16,18, 
or 20 through an interface such u a RS-232C interface . 
Merchants or other vendors my use a Web server 2 w 
couple W network 14 to communicate with the devices and 
pm¢sting system 40. 

20 The Web carver u is preferably coupled a a Common 
Gateway Interface (CGI) application 28 which mavens and 
communicates the data and commands between the devices 
on network 14 and the processing system 40 so the I/O 
devices do not have to use the database commend language 

u w interact with the database. System 40 and the devices may 
communicate directly if they art implemented in the same 
language or if a user implements a communication interface 
such u CGI 28 that correlates data fields in the client with 
those in system 40. Swa 12, CGI 29, and the applications 

30 supporting system 40 may &1l reside on a single host 
computer or they may reside on aepaate computers coupled 
together by a lout area oetwodc (LAM w a wide area 
network (WAN). Preferably, the application interfaces with 
a database which supports Open Data Bue Connectivity 

3s (ODHC) and Structured Query LJnguage (SQL) . 
7Le communication neatness between the UO devices 

coupled to she open network It and the Web server u ore 
generally conduced in the same fashion u Internet protocol 
communication neatness tie currently performed. That is, 

,a the I/O device establishes a communication connection with 
Web serves 12, ands a request to the Web server, the Web 
server responds to she request and the UO device or carver 
closes the connection . Preferably, the ooosuadud I/O 
devices or PCs interfaced m such devices selectively couple 

45 to a local access port an the open network 14 through a local 
modem/1SDN comectioa to this manner, the device is only 
coupled to the open network 14 when s transaction a a data 
operation is to be performed. While converted in the open 
network ld, s device may access e number of servers to 

so accomplish a purpose. For example, a denies may couple to 
a local acres port and communicate with a firs; server to 
check inventory levels at a site, communicate with a second 
server to order stock for the inventory, and communicate 
with a third server to settle payment for the ordered goods. 

ss When all aspects of the tnmaction tie complete, the mu-
nection with the tool accts port is terminated . To the 
preferred embodiment of the present invention, the protocol 
used to leansport dada messages between Web carver u and 
she VO devices coupled w the open network 14 is the Hyper 

sa Text "Transport Protocol (li7"IP), ilt6ough older open sys-
tem protocols utilized on the Internet may be used . 

In standard HI7P protocol, a client program executing iu 
cue of the 1/O devices may initiate communication with a 
server by sending a query message of the formal 

ss 6np://chow>:<poro/<psWa?6cuch panes 
the message identifies the client as seeking communica-

tion wild a !17"1P server at the best address on the specified 
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where "I" is au "OR" operator. The commands supported 

by standard H-CI4 are INPUT. SELECT, and TEXTARFA_ 
Additionally, standard FR1Y permits the inclusion of text 
data in the command area . In the present invention, HTML 
has beau extended w support new AC170Ns. MEINODs, sa 
and INPUTS . 

In accordance with the principles of the present Lavcuniou, 
tap Are preferably used to identify device transfers and 
input operations . Prefuably, the FORM Lag is used to 
identify device transfers and ACTION And METHOD ss 
attributes furWer identify the device operation. As shown in 
FIG. 2, the extended ACTION field may include a FROM 
And TO aM'buie for Accessing a local terminal file or smart 
cud reader or a TO PRINTER Attribute fog diroaing output 
data to + printer local to the UO device . The FROM and TO so 
attributes for accessing local files and smM cud readers and 
(or directing output data W a lout prime have previously 
been unsupported in my Internet protocol . As a result, the 
server u may access oonsundud VO peripherals for any of 
the LSO devices used 1n tilt transaction or data system 10 . 65 
ILc ACTION-"URL" is a pal of standard FII7P sod is well 
known. 
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port . In the }7flPprotocol, the default value for the port is 
80 end the host address is the Internet protocol (EP) address 
of the type well-known in the art. The path value selects the 
file in the HTTP server which is activated in response to the 
menage and the search par[ specifies a query for the selected 5 
file . in the initial communication, the query may be omitted 
so that the selected host file iespoods to the client program 
before s query is processed. 

In the present invention, [6e client program uses a simile 
menage to initiate a transaction or data operation, except 10 that database commands Are Preferably embedded in a file at 
the server u and not in the "lurch part" of the command, 
although scuch parts may be constructed in accordance with 
she principles of the present invention that support non-
standard 1/0 devices. Preferably, she client program inter-
pmrs Hyper Text Markup Language (H77+II..) 5ks contain- is 
ing HTML commands for communicating data between 
non-standard UO devices and carver u. Most Preferably, the 
HTML commands contain identifiers which we used by the 
CGI to place data returned in the forms of the HTML 
commands into database commands for queries or data za 
insertions for the database . HTML is a command language 
wail known for the retrieval god display of electronic 
documents far standard 40 devices such as PCs supported 
by full sheen monitors, QWFRTY keyboards, and standard 
peripherals such As hard dint drives and diskette drives. u 
standard HTML commands use text and previously known 
commands that reference Universal Resource Locators 
(URIs) w support the communication of electronic docu-
meots. Them documents are files which may contain HTML 
commends, text, audio, video, or image data. Tbo present 3o 
invention extends HTML with commands that support com-
municalioo between the server and the non-standard 1/0 
devices. 

to the HTIP pmlocal, data may be obtained during a 
communication session bywing augcalled aFORM uput 3s 
of the file defined by cpatlu in the command discussed 
above. The FORM forma for standard HTTP is : 

12 
The METHOD attributes may include the GET POST, 

PAYMENT, or SQL methods. The GET cud POST methods 
am curtcnily supported in standard HTIT And are well 
known. The PAYMENT attribute is a directive to deliver 
data retrieved by au INPUT command to a private payment 
network for authorization end settlement and is not available 
in current Internet protocols. Ibis directive is used by the 
client program to activate a conventional financial transac-
tion application which communicates with [be transaction 
system over a dedicated data line or PS7N in a (mown 
protocol such as VISA Such An attribute is used where the 
more xcule physical correction between remote site and 
transaction system and data encryption devices or the like 
are preferred- The SQL method Preferably identifies + data-
base language file which CG128 uses to correlate data in The 
HTML FORM to m insertion or query command contained 
in the 51e. 
The preferred fame for the INPUT tag which is used m 

identify input operation u also shown in FIG. 2. TIw TYPE 
and NAME attributes are used to define & ono-standard I/O 
device or local storage variable for the input of data . The 
TYPE field values °text,"'paaword," °checkbo;" "radio," 
"submit," and "reset" am previously known, As are the 
attributes NAME, VP.I.UP, CHECKED, SIZF, And MAX-
LENGTH. 7o support she mended capability of the present 
invention, the TYPE attribute preferably includes attributes 
MSRTI for reading track 1 of a magnetic swipe reader. 
MSRR for reading i magnetic swipe reader track 2, KEY 
for 'ending input from a terminal command keypad, PIN for 
reading a personal identification number pad, BCW for 
reading a bar node wend, MICR for reading s check mag-
netic code reader, A7M for reading a dollar Amount via a key 
input mask, IN1' (or reading an integer vii a key input mask, 
LOCAL for reading input from a variable in the locail storage 
of an Ib device, and AIIPDSUBMTC for lemming a FORM 
with information w the server. 
The NAME attribute used with the INPUT tag identifies 

reserved word names for local storage in the device execut-
ing the client program. Preferably, the NAME attribute 
identifies ip- ddress, host-phone, lid, work key, 
daletime, and deposit acct u local storage Areas in the local 
device for the terminal's Internet Protocol (IF) address, 
Internet access phone number, terminal ID, PIN encryption 
working key, date/time, and merchant account number, 
respectively. ILese attributes are used with the INPUT tag to 
road coo-standard 1/O devices which may be coupled to 
open network 14 . For cxampk, an INPUT TYPE-MSRT1 
attribute causes the client program residing within a mag-
netic stripe reader to input data from track 1 of a wipe reader 
and iaun that data into a FORM which is returned to Web 
server 12 far processing by all INPUT TYPE-
AUTOSUHMIT statement. 

Preferably, the database language commands which may 
be embedded in the extended HTML Are SQL commands 
such u those shown in FIG . 3, Llftugh other database 
languages may be used . 73e SELECT command may 
include the names of data fields in a database so the device 
on network 14 may request a data item from a database at the 
central processing system .7te database able is identified by 
the FROM attribute and the conditional selection of data 
from an identified database able may be defined by a 
WHERE attribute. Additionally, mccirds may be requested 
from an idtittified database in Amending at demanding order 
or in groups of two records at a time using the ORDER 
attribute. Additionally, the $EIBCTSeId command with the 
GROUP attribute provides V0 devices with the capability of 
retrieving records grouped under an identified name . 
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Additionally, the I/O devices may either iaun new data into 
an identified database with the INSERT attribute or update 
data already existing in a database with the UPDATE 
attribute. The values for the INSERT attribute may be 
identified with the VALUES attribute, and the SET and s 
WHERE attributes may be used to define and conditionally 
update values in the identified database . Preferably, the 
present invention implements two DELETE and CREA31 
attributes, The DELETE attribute deletes all items in an 
identified column of a database table which may satisfy a v 
condition defined by a WHERE attribute. The CREA37E 
attribute creates a database able having a primary key 
identified by the PRIMARY KEY attribute. 

Preferably, the server program executes on a computer 
system having at least m Intel 80386 or better processor i : 
with at least 4 megabytes of RAM end at lust 3 megabytes 
of hard dials space available . The computer system running 
the server may operate any known serves platform operating 
system such u WINDOWS 3.1, WINDOWS 95, or WIN-
DOWS NT, l1N[X, ADC, end others . The nonstandard I/O xi 
devices require a pm¢ssor of a Z80A type or better, at lease 
32K bytes of RAM, cud at lent 37X bytes of ROM. The 
device includes s modem capable of u lent 1200 bicsper-
secood (bps) but other modem speeds may be used for 
communication between client end server. Allematively, the x : 
device may be coupled w a LAN which in nun is coupled 
b the Internet for communication MIE server 12 . A typical 
non-umdud device which executes the client program is a 
VetiFone OMM390, OMNI395, or VuFooe terminal. 
OMN1390, OMN1395, and VuFox am trademarks of x 
VeriFone, Inc., of Redwood City, Calif. Older exemplary 
devices include Phli�s Semen phone, Hypemomm P 
mrmiuil, end Apple Computer Newton MewgePad . 

To build the preferred HTML filet which CGI 28 pmfu-
ably uses to implement the client program and database 3! 
application, the user preferably uses an off-line editor. The 
files generated by the editor tie preferably comprised of an 
integrated statements formed from HTML statements and 
database statements for retrieving and writing data with the 
database . Exemplary files showing such integrated sure- u 
menu for performing transactions tie depicted in FIGS . 
14-2SH . After such J file is generated, the editor parses the 
integrated statements turn HTML statements and into data-
base statements such u SQL commands . The HTML files 
required by she sliest proem to support oommuuiation e! 
with a transaction or direr processing center may be down-
loaded to a device or PC for executioo.'Ibe files containing 
the database application statements used by the CGI inter-
face w communicate data with the database application 
program preferably reside on server u. Preferably, the sc 
database filer used by the CGI interface include SQL com-
mands far the application program interfaced to an ODBC 
romplunt database . 
The general format of the HTML commands in the HTML 

files used for oommunieuion with a client program and ss 
server tie of the general format TAG N7RIBVIE . 
Ax[enbly, the TAG field may be one of FORM, INPUT, 
SQ4 or ZEXCARFA the A1"CRBUIE field value depends 
upon the TAG value. Preferably, the FORM tag may include 
the ACTION or METHOD attributes where the ACTION 6a 
attributes include the FROMcfile>, TO PRINTER, 
'PDcfilw, and TO SCR values noted above, u well u the 
sundud HTML ACTION value of URLrdlw. The 
ME7NOD attributes include the PAYMENT and SQL 
attributes noted above, as well as the standard HTML 65 
METHOD values of GET and POST Also in accordance 
with the principles of the present invention, the INPUT Vg 
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may include TYPE, NAME, VALUE, CHECKED, SIZE, 
and MAJQ_ENGTH attributes. iLcse attributes art prcvi-
ously supported for the INPUT tag in HIMI, however, the 
present invention further includes TYPE values of MSR71, 
MSRT2, ICY, PIN, BCW, MICR, AMT, INT, LOCAL, and 
AUTDSUH, u well u the standard FTI'MI.7YPE values of 
TEXT, PASSWORD, CHECKBOX, RADIO BUTTON, 
SUBMIT, and RESET. 73e present invention also supports 
NAME attributes of IP-ADDRESS, HOST_PHONE,'I1D, 
WORK-IEY, DA7£TIME, and DEPOSI7'_ACCI' to 
identify local storage am" u well as standard HTML 
NAME attribute cField--NM> W identify a FORM variable . 
73e preferred high level processing of the client program 

is shown in FIG . 1 . That processing includes an idle step 
(Block 100) in which the program performs general house-
keeping tukt such u maintaining internal dime, scanning 
for input which may activate the device, or other known 
functions, Further processing is activated by some operator 
action at the device a PC which causes the device to ember 
open a Iemole URL (Block 102) or open a local URL (Block 
103) . If a remote URL is required, the device transmits a 
message of the format discussed previously which is routed 
through the open errands and delivered to a urvv u for a 
transaction or data processing system (Block 106) . The 
HTML file selected at the server u is identified by the 
remote URL in the initial communication between the 
device cud server 12 and that URL is used to mt= the 
elected HTML file to the device for processing (Blocks 108, 
uo) . 
FIG. 4 also shows that au operator may initiate an open 

local URL function by typing in a commend or by pushing 
a hot key which is associated with a local URL. The 1/O 
device Leads the HTML file identified by the URL from local 
memory (Block lu) and pass the HTML file to the 
Cunaion for processing HTML files (Block 110) . After a 51e 
u processed (Block ll0), the client program determines 
whether the HTML 5]e is to be stored (Block ll4) . If it is 
not, the pmtts5 returns to the idle processing (Block 100) . 
Otherwise, the process; determines whether the HTML file is 
to be associated with a hot key (Block 116) and it it is, it 
stores the file cud generates the tide between a hot key and 
the stored file (Blocks 118. u0) . If the HTML file is only to 
be stored, no association is made with a hot key and the file 
i5 simply stored in roar memory (Block 20). The client 
program then renum to idle processing (Block 100) . 
The high-level processing for the HTML file (Block 110, 

FIG. 4) is shown in further devil in FIG . 5. The process 
begins by seaming the HTML 51e for a TAG (Block 140) . 
If no TAG is found, the We is trot in proper format for 
protesting and processing renuas to Block 114 discussed in 
FIG . 4 above. If a TAG is foul (Block 142), the process 
determines whether the TAG is a FORM TAG (Block 144) 
or an INPUT TAG (Hock 146) . IC it is a FORM TAG, then 
she FORM TAG it processed and the program continues by 
looting for other TAGS to process (Block 140) . If the TAG 
is an INPUT TAG, the INPUT TAG is processed (Block 
150) and the program eoutinues by looking for other TAGS 
to process (Block 140) . If the TAG is one of the standard 
HTML TAGS, the program implements the TAG in standard 
known ways (Block 151) and then scads for older TAGS to 
process (Block 140) . 

Processing the ATTRIBUTES used to implement a 
FORM TAG is shown in FIG . 6. ILat process, continuos by 
seaming she HTML file for au attribute (Block 160) . If an 
attribute is not found (Block 162), the program rtnuns W 
scan for other TAGS (Block 140, FIG. 5) . If an attribute is 
found, We pmgnm determines whether it is an ACTION 
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attribute (Block 164) or a METHOD attribute (Block 166) . 
Depending ort the type of attribute, The appropriate function 
for p`occstipg the aunbute u executed (Blocks 168 or 170) 
and scanning for additional attributes continues (Block 160) . 
If the attribute is not an ACTION or METHOD attribute, 5 
them is an error in the 61c and processing returns to sciia for 
older TAGS. 
7Le protesting for de ACI70N aMbute is shown in FIG . 

7. There, the ACTION attribute it ezemiad to determine 
whether d is a FROM<filo (Block ]H0~ TO PRINTER to 
(Block 192), '1043e> (Block 184), TO SCR (Block 186), 
FROM SCR (Block 188) or a [1Rlrdiln (Block 192). The 
URlr<filea ACTION is a standard HTML action which is 
processed in a known way (Block 194) . The FROM cfilo 
action is processed by teaming data from a file associated 15 
with the LO device m PC interfaced to the UO device (Block 
196). The TD PRINTER action results N dug in she FORM 
being sent to the printer (Block 198) while the TO 
c5]oeaion results in dart in the FORM being written to a 
local file (Blade 200). The 7D SCR action causes data 10 be 20 
wriuo b the smart cud vii a smart and reader (Block 202) 
and the FROM SCR mads data from a man card through a 
smart cud reader (Block 204) . After the appropriate action 
processing takes plain, the HTML file is sinned for addi-
tional ACTION values w perform (Block 206), end if one is u 
found, the pmeza moGnues If no attribute is located (Block 
209~ the process atoms to sae (or otter attributes (Block 
160, FIG . 6). 
Ire processing for The METHOD attributes for FORM 

tap are shown in FIG . B. The proves determines which type 30 
of ME7NOD is present in the FORM and then properly 
processes the attribute . For the GET and POST methods 
(Blocks 210. 212) she processing is We same as that per-
formed in standard H7ML(Bloda 226, 228). That is, for the 
GET method, the identified URL<5]o is queried [or dun 35 
while the POST attribute noses data to be transferred to the 
URLQilo . The preferred METHOD attributes encoding 
the HTML implementation of the present invention are SQL 
(Block 21<), sad PAYMENT (Block 224) utnbwcs. The 
SQL annbute is psfenbly not expanded tern a SQL tom- ao 
mend at the client, but other is expanded by the CGI 28 at 
server 12 by correlating the data or variable field names in 
a returned form wild the SQL commands swrcd at the server. 
This promssiog is done in a manner described in mom devil 
below. The client program paces the SQL file identifier to c5 
the server 12 (Block 730). TSe prazning of the PAYMENT 
command (Block 132) s discussed in more devil below . 
The HTML file is scanned for other METHODS (Block 232, 
244). ate, if one it found, the pug continues by 
identifying the METHOD (Blocks 210.224) . Otherwise 50 
(Block 214 the procci;s returns to scan the HTML file for 
other ACIlONor METHOD attnbutea (Block 160, FIG . 6) . 
Proceuiug for the INPUT tag u shown in FIG. 9. The 

process scans she HTML file following the INPUT Vg for 
attributes (Block 2311). If oo umbWa are found (Block 55 
232), the process continues by snoring the HTML file for 
other tap w prows (Block 140, FIG. 5) . If an attribute is 
found and it is a TYPE annbum (Block ]34), it is processed 
(Block 256), and if the attribute is a NAME attribute (Block 
25g), it is processed (Block 26D) . Both the TYPE and 60 
NAIL processing is shown in more detail in FIGS. SO and 
LL respectively. If the attribute is neuter a NAME or TYPE 
aunbute, it is a standard attribute for an INPUT lag sup-
ported by standard H'IT4., end is pro¢ssed in a known 
mariner (Block 262). Following processing o[ the INPUT 65 
attnbule, the HTML file is scanned for other eunbuies to 
protect (Block 25U) . 

EXHIBIT 
PAGE OF W1 

16 
Processing for the TYPE attribute is shown in FIG. 10. 

The process first identities the TYPE attribute for the INPUT 
tag and then perfo= the appropriate processing. The new 
TYPE anributes of the preferred embodiment of the present 
invention ue MSR'IS (Block 270), MSR72 (Block 272), 
KEY (Block 274), pox (Block ns), acw (Block ne), 
MICR (Block 28o), AMT (Block 282), TNT (Block 284), 
LOCAL (Block 286), and AUI'OSUB (Black 2W. If the 
TYPE anribute is nod one of these, it is a standard HTML 

a 'bute that is processed in a known manner (Block tin 
310) . Each of the now HTML TYPES supported by the 
pfesent invention noses m UO operation with a non-
standard device . Specifically, these opcnboas am the rwd-
ing of Track 1 of the mtagnctic stripe ruder (Block 290), the 
reading of the sewed track of she magnetic stripe reader 
(Block 292 the reading of a keypad (Block 294), the 
reading of an encrypted PIN Through a PIN entry device 
(Block 296), the reading of a bar code thmugb a bar code 
`eader (Block 299), the reading of encoded data on a chute 
through a magnetic check ruder (Block 300), the reading of 
a dollar amount from a keypad through a key input molt 
(Block 302), she reading of a number from a keypad through 
a key input mask (Block 304), the reading of dW from a 
local variable (Block 306) and the submisfoo of the dun 
mad from one O[ these devices in & FORM returned to the 
server u (Block 308). The dart rout for AMT constrains 
the dollar amouut read to a predetermined number of ehv-
aaers with only two ctuaeten following the decimal point. 
The data rout for TNT castures the wmba s au integer 
value within a predetermined range. Processing continues by 
scauniug the HTML file for other TYPE attributes (Block 
312) and, if another TYPE attribute is found (Block 314), 
pm¢s9ng continues by demrmining the TYPE ann'bute and 
performing the appropriate processing. Otherwise, the pro-
cess returns b scan the HTML file (or older attributes (Block 
250, FIG. 9) . 
The NAME attribute processing is performed iv acoor-

dance with the process shown in FIG . ll . That process 
cxamiues the NAME attribute to determine if the variable 
name identified by the attribute is IP_ADDRESS. HOST -
PHONH,'I'm, WORK KEY, DA7'EI'IIMF, or DEPOSIT_ 
ACCT (Blocks 320, 322, 324, 326, 328. 330). If they are, the 
INPUT value resulting from one of the INPUTS in a FORM 
of the HTML file is stored in a local variable identified by 
the NAME attribute . Following storage (Block 332), the file 
is scanned for otter NAME attributes (Block 328) and, if 
them are once (Block 332) processing conliuurs by scan-
ning for niter attributes [or the INPUT tag (Block 2511, FIG . 
9). If the NAME. attribute is a standard HTMIL INPUT 
NAME, a is processed by known methods (block 336) . 
Processing then continues by N for other NAME 
attributes m proves (Block 338, 340) . Otherwise, the pro-
cas rcturm in scan the HTML file [or older anributa (Block 
250 FIG . 9) . 
CGI 28 ruziva Internet protocol statements in a file 

vansmincd from a client program and provides data from 
those statements w the applications) implementing system 
40 and receives the wtpul of system 40 and pmvidcs them 
to the client program in a files CGI 28 may be implemented 
by a program developed by a user using a manual develop-
ment method u shown in FIG. 24A_ That method requires 
a user in generate a system definition from which a file 
statement definition for the client and application am devel-
oped to implement the veasactiooal or data system- Using 
the file statement definitions, the user gerierates the files for 
the client end database programs which we interpreted by 
the respective programs to implement transactions or data 
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processing . This process requires the uscr to not only have 
knowledge regarding the transaction or data proves bud 
specific details of the interaction, between the client and 
database . The uur is further required to resolve and corm-
late all data identiGas in the statements for the client and 
database eovuoumeots . 

Preferably, CGi 28 is developed with an editor that only 
requires the user to define the system with statements which 
are au integration of the protocol statements and the data-
base language . 7Le process implemented by this editor is 
shown in FIG. 24B. Examples of such integrated statements 
for files which implement a specific tritinsactioo MR, shown in 
FIGS . ld to 73H. 7W editor veri5u the syntax of the 
integrated statements and correlates the data variables of the 
protocol statements with the data fields of the database . 
Following the generation of the integrated statements, the 
editor segregates the protocol statements from Lbe database 
language statements. The protocol statements am sinned in 
files which tie identified as being for a particular transaction 
or data process and the database statements are shred in files 
which am identified u being for a particular transaction or 
data process on an identified database table. The editor 
places a database file identifier in the protocol statements 
which wutained embedded database statements . TLe dam-
base file identifiers tie used by CGI 28 w select the file for 
the appropriate transactio¢ so Cal 28 may ccirmlate data 
variables in the protocol statements with data fields in the 
database files. The film containing statements w be inter-
preted by the divot prt+graim tie then downloaded b the 
appropriate terminals, and the databue files containing 
database language statements are stored on the system 
executing the CGI 28 . 

Alternatively, the editor of she present invention may 
paese integrated statements which art segregated into source 
code statements for first and second processors, such an 
editor further includes a compiler to generate executable 
code for each processor end, if the processors execute 
differing wura code, a compeer for each soutee node 
language. The executable node may then be downloaded to 
the respective processors for execution 
More specifically, the editor preferably phew the dala-

bue statements for one of the triunsactions of The preferred 
embodiment in a file identified by the database name fol-
lowing SQL in FIG. 12 . The attributes and tap forming the 
Fi7ML sutemcnLs for one of the transactions of the preferred 
embodiment aye placed in a file generally denoted as 
<html file>.FITM.'Ibe name <hlml-file> is a name which 
identifies ox of the irso-sactioas . Where SOL statements me 
in the fields o[ the integrated statements shown in FIGS . 14 
in 73B, the string "c6tmI__5k>.SQL" is substituted u the 
database name in the statements of the <btmL_ .fiIe> .ffTM 
file . When the CGI executable file is initiated end puxs the 
returning forms, the returned data is placed in the corre-
sponding "chtml__filo.SQL" file which is puled W the 
application program u + command line argumenL In this 
manor, au abbreviated form for the SQL commends may be 
communicated over the open network between the client and 
CGf and the CGI may be able to expand those abbreviated 
SQL commands iron the appropriate SQL commands which 
the application program requires to manipulate the OD13C 
database . 

To effectuate a traauclioq fm example, an operation at a 
terminal with ono-standard UO devices may activate a 
germinal 51e with a hot qty or older action. ID plooessing the 
solvated file . the client program may acquire dun which is 
stored in a best variable or accessible th+oug6 a non-
standard I/O device. This dim may then be stored in a 
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FORM and submitted to a servo file at a processing system 
add`cu . The server file activates CGI 18 which retrieves 
data 5m the FORM and incorporates it into database 
statements in the database file for the appropriate transaction 

s and database . If the database statement is a query, the 
requested dale is returned to the CGI in the database file and 
the CGI places it iv the corresponding FORM variables so 
the server may rerun the data to the terminal. If The database 
statement provides data to a database to obtain an 

t0 authorizatio4 for example, the action performed by the 
database application in mouse to the data is placed in the 
corresponding FORM and returned to the terminal . In this 
way, data is exchanged between the terminal and the data-
base application . This exchange is supported by CGI 18 

1s even though the setvedcliem communication is performed 
is an open system protocol, such as HTrT, and the database 
application is performed in ambler language, such u SQL. 
CGI 28 is able to couven and ezchauge the data between the 
client end database without the user having to specifically 

2o design and implement a conversion program. 
The communication paw available for a device imple-

mCphOg the present invention am show¢ in FIG. 13A As 
shown them, au W device 420 is coupled through the 
WorldPSde Web open network 426 to w Internet Web server 

s 12 . This connection may be implemented with Elie preferred 
extended capability H'IML desrnbed above. Although 
IfIML files may be encrypted to enhance the security of the 
document u it is communicated across the littemet, the 
operator of the system may choose to utilise a more secure 

3o physical connection between the device 4m and the Web 
server u. To obtain this alternative connection, the PAY-
MENT command fa the METHOD attribute is preferably 
used . One form of the PAYMENT command is for a mer-
chant's terminal and the other is for a mummer's terminal. 

.7s In either terminal, the client program which supports the 
extended capability F17TiI, operates independently but 
oo-rcadeot in memory with a certified badc card mWorizs-
tioo end capture application, which may be provided by a 
financial institution or + bade card processor. 

m For the form of the command shown in FIG. 13B, the 
client program in the merchant terminal suspends its execu-
tion and passes the terminal identifier, stored locally, which 
identifies the merchant's account and the consumer account 
information ̀ end via a magpictic stripe `eder or the like, to 

as the bade card application . 73e bade card application com-
municates this information ha a PSTN 424 or the like to a 
transaction processor 422. The pmeessur 422 authorizes or 
denies the transaction and, if authorized, a printer at the 
merchant terminal prints a purchase agreement which the 

so consumer may execute to complete the transaction . 
ID response to a H7Tii 5k having a FORM with an 

ACTION attribute equal m an executable file name for a 
bank card application program a the like, a METHOD 
attribute with a field value of PAYMENT, and an INPUI'tag 

ss with a TYPE attribute of LACAI, NAME which identifies 
a deposit only account supplied by a merchant (ace shown in 
FIG. 13C7, the client program is suspended aced control is 
transferred to the bade processing application . The bank 
processing application then uses a modem or ISDN D 

to chsvucl using 73 POS protocol or the like to cornea to a 
secure packet network 424 to eomecl in a virtual point-to-
point mamer with a payment processor through a PS7N 
network or the like . This physical connection provides an 
addition) security element to the encrypted dale fir the 

ss transaction of acoouue information, PIN oumlza eoctvpted 
by PIN pads provided al the wosumer site, and other 
sensitive information . The bade processor 422 may submit 
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rcmittaurs data to the merebant, via the Web or otherwise. 
After receiving the remittance data, the merchant may ship 
the product to the coosumcr. Thus, in this mercer, the 1/O 
device may Communicate wish a plurality of Web servers to 
"shop" for a best prim, delivery date, or other relevant 5 
information for selecting a preferred transaction, and then 
execute the PAYMENT method to utilize a more secure 
physical communication connection and data security 
devices in consummate the fimneitl elements of the trans-
action with less ride and costs for the merchant, consumer, X and bank processor. 
The preferred integrated FTIT4JSQL statements which 

support s and initiated payment authorization and capture 
transaction are shown in FIG . 14. A first file 500 includes 
statements which identify the URL database from which the 
coo-staudud LCl device says authorization for a trauaac- ~-
tioa The prompts to the operator to enter the account 
number and amount of the transaction am supported by the 
INPUT uga which road the second track of the magnetic 
stripe wader to aocept a number of up in 40 characters and 
assign that information from that track to a variable, and to 2C 
input the up t0 8 chusarrs from the keyboard or the like into 
a variable called AMOUNT. The INPUT tag with the TYPE 
anxbute of AU7'OSUBt.9'7' returns the foam to the server for 
processing in accordance with the method defined in the 
returned form. As shown in FIG . 14, that METHOD sine- v 
mcvt causes CGI 28 to incorporate Icnuned data into SOL 
commands which quay the database as to whether the 
sub5eld of the track 2 data representing the account cumber 
is present in the authorization able of she database . If the 
data is cot present, then a new record is inserted into a table 3C 
libeled "bauble". The new record coosists of the account 
number and the amount returned in the FORM . Hued upon 
the manna of this processing. the application program sup-
plies the data fields w the FORM which will be mpuoed to 
the client program for piloting the transaction record . That 35 
file 510 is shown in FIG. 14 . The ACnON attribute TO 
PRIMER end the POST METHOD canna the data in the 
next eight lines to be directed W the printer coupled to the 
non-standard VO device for printing the transaction form . 
The customer may then execute the printed form to complete 4c 
she transaction. If the transaction is declined or an error is 
otherwise encountered, the file 520 is used a return a denial 
w the client program . 

In a similar manner, the preferred integrated statements 
for a bar code older input with card-initialed payment +s 
authorization is shown in FIG. 15.7Le file 550, supported by 
16e present invention which implements the transaction 
request, is again directed m the proper database by the 
AC770N attribute. The necessary customer information 
such u name and address wry be input through a standard 5c 
keyboard. The H7MI. Eximmandl in the present invention 
also permits the form m receive the bar mile, unit prim, and 
credit cud information in a manner simAir to that discussed 
above for the magretic card ruder. Once this information is 
returned w the server and CGI interfia, it is procetscd by ss 
the application program in accordance with the METHOD 
ideuufied in the returned foam . The method of }fiML file 
550 also cruses a database ordc -retire having ft infor-
mation shown in the method. Again, if the transaction is 
approved, the data for the older and customer acceptance of 0 
We order is provided in H7ML file 555, which is directed by 
the ACI70N attribute to the printer at the non-standard 1/0 
device . If the aocomt numbs is not in (he authorization 
database, the authorization declined or error response : is 
provided in correspondence with the statements in file 560. as 

In a similar manner, FIGS . 16-22 show the integrated 
statements for a transaction reqmst, authorization response, 
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or authorization declined response files for key input order 
with secure payment transaction (FIG . 16), a smart card . 
debit (Type 1) transaction (FIG . 17A), a smart card debit 
(Type 2) transaction (FIG . 17B), a debit card transaction 
(FIG . 18), i check verification transaction (FIG . 19), a 
customer frequency transaction (FIG . 20), an item search 
transaction fm which them it no denial (FIG . 21), retail store 
cod of day reporting (FIG . 22) and a stale reporting au 
e-mail transaction (FIG . 13). 

While the present invention 6u been illustrated by the 
description of a preferred and alternative embodiments and 
processes, and while the preferred end alternative embodi-
ments and ploceases have been described in considerable 
devil, h is ME the intention of the applicant 10 restrict Or in 
any way limit the scope of the appended claims to such 
detail. Additional advantages and modifications will readily 
appear W those skilled in the art. For example, rather than 
expanding H77? to support non-standard UO devices, the 
Fr?, POP. SWi74. TELNET or other protocols may be 
expanded in like manner m couple con-standard UO devices 
to the InterML Similarly, The preferred implementation of 
the present invention supports a variety of noti-standard 1/0 
devices end 1b operations. Au Internet protocol may be 
constructed in accordance with the principles of the present 
invention to support only selected I/O devices or operations 
disclosed in the praseut application . The invention in its 
broadest operas is therefore not limited to the specific 
details, preferred embodiment and illustrative examples 
shown and described. Accordingly, deputmes may be made 
from ash details without departing horn the spirit or scope 
of applicant's general inventive conmpt . 

What it claimed is 
I . A method (or communicating bctwee¢ a client program 

controlling in a ooosundud input/output (1/O) device and 
a server aver Em open network compriting: 

activating a coo-standard UO device to assign data 
obtained by a non-standard W device m a variable 
name in a file comprised of extended open network 
protocol statements; and 

wading a file having soil assigned data w e server to 
perform s data operation in accordance with said 
extended open network protocol statements . 

2 .'Ibe method of claim 1 further comprising : 
identifying in one of said extended open network protocol 

statements an UO operation for said noo"9andard I/O 
device b obtain said data for said assignment. 

3 . The method of claim 1 further comprising: 
identifying a processing method for said data operiEtioa 

with said assigned data. 
4 . The method of claim 1 further comprising : 
receiving a file comprised of extended open network 

protocol uammenis generated by said server from said 
data operation; and 

performing a data operation with said coo-slaodud 1/O 
device in accordance with at lent one of said generated 
extended open network protocol statements in said 
received file. 

S. The method of claim 4 wherein said data operation is 
performed by executing an executable file idemilled by one 
of said generated extended open network protocol stnie-
mems in said received file . 

6. A method for communiutiug between a client program 
controlling a uoo-standard input/output (I/O) device and a 
saver over +n open network comprising: 

generating i file comprising extended open network pro-
tocol statements, at least one of which idenu5a a data 
operation for obtaining data from a mosuudard 1/O 
device; and 
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sending said file to a client program controlling said 
non-standard 1/O device . 

7. The method of claim 6 further comprising : 
receiving data obtained by said non-standard UO device 

performing said identified data operation . 
8. 73e method of claim 7 further comprising : 
performing a data operation with mid data received from 

said nonstandard 1/0 device ; 

generating extended open network protocol statemems 
from said data operation; and 

sending a 5]e comprising said geaenied extended open 
network protocol statements to a client program coo-
trolling said noo-suudud IIO device . 

9. The method of claim 8 wherein said data openuoo 
identification is achieved by identifying an executable file 
name in one of said extended open network protocol state-
ments. 

10 . A system for communicating between a client pro-
gram muvolling a ron-sundaid input/output (I/O) device 
and a server over au open network comprising : 

means for activating a coo-sundud 1/O device to asvp 
data obtained by a uooshadard 1/0 device to a variable 
name in a file, comprising extended open network 
protocol Statements; and 

means for sending a file having said assigned chic to a 
server in perform a data operation . 

ll . lLc system of claim 10 further comprising: 
mcaas for identifying in one of said extended open 

network protocol statements an UO operation for said 
non-standard 40 device b obtain said data for said 
assignment 

12 . The system of claim 11 further comprising : 
mesas for identifying a processing method for said data 

operation with said assigned dam. 
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13 . 7be system of claim 1 fwWer comprising: 

means for receiving a file comprising extended open 
network protocol statements generated by said server 
from said data operation; and 

means for performing a dam operation a said non-
standard 1/O device in acoordmcz with al leash one of 
said generated extended open network protocol state-
ments in said received file . 

10 
14 . 7w system of claim 13 further comprising : 
an executable file for performing said data operation, mid 

executable file being identified by one of said geoeratcd 
extended open network protocol statements in mid 
received file . 

35 15 . A system for communicating between a client pro-
gnm controlling a non-stindud input/output (I/O) device 
and a server over au open network comprising : 

means for generating s file comprising extended open 
network protocol statements, a lust one of which 

zo idemifis a data operation for obtaining data from said 
ooo3undud 1/O device ; Lad 

means for sending said 51e m & client program controlling 
said noosuodud Ib device . 

16 . The system of claim 15 further comprising: 
%s means for receiving data obtained by said non-standard 

VO device performing said data operation . 
17 . iLc System of claim 16 further comprising: 
means for performing a data operation with slid data 

received from nao-standud VO device; 
30 coons for generating extended open mtwort protocol 

statements from said data operation; and 
means (or sending a file comprising said generated 

extended open network protocol statements to a client 
,5 program controlling said 000318OdlId I/O device. 

18 . The system of claim 17 wherein said means for 
performing a dun operation is an execuubk file . 
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SQL <dara6asenarr.e_> SQL statement database table 

Description 

Attribute FfiML+DUalue Terminal Device 
TYPE - 'M5RTT 

err 
KEY" 
'PM 
Yp/~1~/~ o 

N4MT' 
NT' 
'LOCAL" 
AUTOSLENflT' 

Mag Stripe Reader-Track 1 
AAag Stripe Reader-Track Z 
Terminal Command Keypad 
PIN Pad 
Bar Code Viand 
Check MICR Reader 
Dollar arrioint key input mask 
Integer keyinput mask 
Input from Local Variable 
Submit FORM to ACTION lIRL 

EXHIBIT 
PAGE It OF YX 
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FROM 'file narne' 
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METHOD-"GET" 
'POST" 
?-74Y11N5VT" 

Description 
Ta/From V1kb ServeriJRL 
From Tem-inal Local File 
To Local Printer 
To Terminal Local Re 
From Smart Card Reader 
To Smart Card Reader 
Refi" Data 
Sto2 Data 
Directive to deliver Q4P1JT data to 
a private Paymerrt Netvwrk for 
authorization ardsettlement 

Attribute Vzlue 
dPPUf TYPE= "text" 

"passvwrd" 
"ahec?cbox" 
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.submit" 
.reseC' 

NAME= <fieldmme> 
\IALUE- <initial value 
CHECKED= 
SIZE = 
INAXL8NGTH= 

NAME ~p address Local %ariable-TermFraCsPAddress 
frostPhvne Local Variable -L.ocalhrtemetAccess Phone Nrnber 
tid Local Variable-TermkW 1D work-key Local Variable -PWencryptionworking ke`/ 
datetme Local Variable -Date andtime 
deFnsit_accr Local Yariade-NlerdiarrtDeposit Account 

FIG.2 
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The following SQLcomrrards represent a subset of file entire command 
set that varies by database vendor. 

Create database table CRFIITETABLF<table narrje> 
PRIMARYKEY<rarfa~~ 

FIG.3 
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saL steter�ents 

HTML+D Attributes 
SELECT*, field_name 

fROM=<rdble narraei, 
VVl-ER6ccoriditior~a 
~ K

~~~~ 

K - ryCG ~u AtBIa 
~~~ UI~ GycORS~~l f!' 
17aR7G N "constant' 
AND 
OR 

oRCSR-asc 
CSC 
1 

GROUP-a7ame> 

M~SH~T TABLE-gable rmme> 
VAL(JES-'co~. 

UPDLTTEFROM 
amble narrw_-~ 
SET=Treldname-'camranr" 
f WI-E?E6;<condition~

_
condition~ 1 

DftETFRiOWtablenarre> 
l WHERF"cronditiorn 1 

Description 
Requestfied rsame(oneormany) 
from a database table 
Database table name 
Conditional selection of data 

Request in ascending order 

Insert new data in database table 

Update fief name in database table 

Update if WHERE Clause issatisfied 

Delete all colLams that satisfy 
WHEREclause 
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I`F:LE> P.SSIG~lMEf~ 

NO ~ 194 

F1G.7 
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YES QUERY URL 
-1 <FLE> WITH pATA 

NO 

FIG.B 

EXH181T D 
PAGE 

I 

U.S. Patent 

YY E-Z POST DATA TO 
URL -cFILE> I 

272 
NO 

Z 

226 

W 

METHM = SOL YES IF PASS SQL FILE 
IDENTiFER 17 f 

NO 
214 23G 

METi-OD= YES 
FAYMENT 

224 
I NO 

BLOCK 160 
F1G E 

US 6,684,269 B2 

SCAN FOR 
METHOD 

YES 
ISUD 
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SCAN FOR 
A-jrRISUTE 

250 

ATTRIB-rT-r 
FOUNC V BEE 

YER 
2= 

-5 

, 

:ATT'RIEU-i= 
7YP-P-

26 
NO 

A7FRIEU -ir 

7 

NANE 

N 00 

PROCESS 
STANDARD H-1 ML 

BLOCK 140 }No 
M.5 

EXHIBIT-
PAGES O- FIG.9 

U.S. Patent Jan. 27, 2004 

PROCESS TYPE 
ATTRIBUTE 

PROCESS NAME arrRiBUr_ 
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- `fE5 
i 1 REAG ~ti15nT i 

170 
290 

fe r'- ; READ ti's: RT 2 

O X272 291 
= YES 

' READ K---Y FAD 

NO 

YES 
RI 4 PNC 

256 

S READ EAR CODE 
C. :'C"Y READER 

~ X278 
298 

~ F RF~,D G~:ECK MICR RE?,CE~ 
~ ~ X280 

aoo 
YES READ DOLLAR PI~iT AMC) UK"VWMABR 

282 c 
301 STAN[34RD HTtA- 

READ NUMBER IfVPIIf TYPE 
INT VIA !v4ASK 

2B4 ~ ~31a 
304 SCANFOR 

LOCAL 
YES READ LOCAL TYPE 

VARI~L 
86 312 2 

306 
YES 

TYPE ~~ PROCESS FOUND 
AUTOSI,'6MIT ~ X314 768 ~ NO 

308 

BLOCK 250 

FIG.] 0 
FIG 9 
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YES 

FIG.11 

EXHIBIT - b -PAGE I ~ OF-ki-L_ 

YES I STORE INPUT IN 
LOCAL VAR:A6LE 

320 
<,""E> 

NO t X33: 

NPI~r'E= YES 
i P;ONE 

31Z 
NO 

YES NAf~£ no = 

324 
N0 

NP1vE= YES 
WORK KEY 

I 
NO 

326 

NP7v£ = YES 

328 

I 

W&E = YES 

330 
NO 

PROCESS 
STANDARD TAG 

SCAN FOR NAME 

NO 

BLOCK 250 
FIG 9 
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t . <fORM ACTSON=UFL 
<FORM AC TON=i.'RL 

?. <fORM AC i iON=URL 
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MEii-OD= GET> 
ME'f-GC= POST> 
METHOD= SCl <database name> 

FIG.13A 
<FORM ACTION=<5iename> 
<INPU7 TYPE=AUTOSU6MIT> 
4FORM> 

FIG .] 313 

EXHIBIT 
PAGES ~F~ 

0 

PAYMENT PROCESSOR 

422 

FIG .] 2 

WORLD WIDE WEo 

=i NE-- 

424 

420 

MEi HOD=FA'fMEYf> 

<FORM ACTION=dsinet METHOD=PAYMENT> 
<INPUT TYPE=LOCAL NAME=DEPGSIT ACCT VALUE=1234Fo890234o7B90> 
< IN PUT TYPE=AU 7OSU Eh117> 
<1FORM> 

FIG-13C 
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1 .d. Tr rsacYOn Request ~~TIVL-0 

a..~,1L> ~100 
<-CC» 
G~~PA1 AC i IOrktSwz URL 

ME-i-'.0O=,SpL 
'6EGTV IRAN 
IF NOT EXISTS ( 5c ACT abs~irg(accunC 1, 20) FROM auth taEle) 

BEGiIv 
INSERT TaElE=oq,btle vPLUES=(geidateQ,tid sub. (amt 120) . 
substrins(ar,.aunt 224), amount) 
SELCT ' FFIOM log_,tahle WHERE bandate = retCateO 
END 

EASE SELECT ' r-RCM error_table 'M-iE'rcE error_no=1 
CO~ TRAN-> 

dNPUT7YFE='l0CAL NANE=tirT 
ENT ER ACCOUNT NUMBER: 
tiNFL.T TYFE=~msrt'TZ S2E--'0 VA1v1E=9CxunD 
E1v71FER ohIOlJNT 
<INRJT'f'(FE-PMT' SI2-==1 .NCJvE=arcunP 
-~,1VPUT TYFE=AUTC:SUEWi-> 

ill-.ih1L> 

1h Transzc5cn tcnAccceppted Response 

%I510 
<EOC1'~ 
<-GF7.7 ACTlON=70 PRIME.R\~'r-'.OD=F0Si > 
JUNE 1 1995 lC3cA1A PIiRCY.A'ce.'P> 
TERMINAL D. ?vA 

oXP rAr~ ~» 
AVcuHr ~sssw~ 
AUT}i NUB 9Ce900=C6c'P> 

----------------------<Iv 
CUSTLM~ SIGNATURE 

~+FOFc4D 
-�̂-'p, 

4BOCr 
phi i Mi> 

1 .c. TrarszC,icn Declined or Submit Errcr Response 

4,'T~SL> 'b20 
dOOY> 
OECL!NE3LI+E- AGcy 
dB0[,Y~ 
t7iTl~~l> 

FIG.14 
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23 'ranszc:cn Rages; H-,%tL-,:) 

cHi1,IL> 
QCCY> 
d-Cf,T,1 PC ~ ~Cf=K.'=2se URL 
ME"F~-CL'=EG~N it 

IF NOT JCI5-5 ( Sc'-EC7sctsrrg(ac.-.ount'1 .20) FROM auth_tahle) 
6EG;N 

fN5'c.4i TAfiL_=bc rCie VALUES=!5etdateo,Rd wbscfig( ac:.omt t ,?A), 
sLb5mr,5( ac:aunt 22 4), incur.) 

EN D 
ELSE BEGIN 

SELECT " F=iCM srror tatle WHERE error no-
R~~i URN 

END 
INSERT TA6L=orcer tab!e`JALUES=(ge.dateQ,aat_nanP-address.&$ state. zip. 

" Fart cafe, unit rice . tax ship_methcd ship_chr9. urutynce * tai' 
ship_ :uS suCS:ing( ;cccunt 1, 20) .substrirg( accouaiC 224)) 

SELECT " FRCM orcer-tEbla MHERE tranCate=SetCateO 
COMMIT TRAIN"> 

CusCME4 r04n,E 
<NPUT 7YP~-"TDCiSUM7-O NF"h E-..s_raTexT> 
acca::S

--NPJT7Y,-'E---, EC- Sa-M "JGIv'E=--'SY°-,> 
STATE 

<7VP1J7 iYPE =-i i SM =2YA\E="'-,c) 
ZIP. 
-qNPS lYPc-="Tfxi' S=-=10 NPh'F=aleesv-S'P> 
SC?N Ri OCG+E 
efVPJTTYPE= eCN SIZE-----
ENTER IAJIT?W~ 
crrrPUr7w==aMr-wPX=.ra_:rTCt:> 
ux 
-cINarr-iYPc-='Antr" spa ruuvS--Zc,-~v 
s;]PPINe NE-tFICo 
<NPUT7'!P~-="T~SZ-10,NlkNE3.'rF retoc7-,r,> 
SHIPPING ?hClT1T: 
CNPJilI'PE=AMT"SIZE=6 NPti£=st~p-ch9Pcp' 
suee cam 
QJPUT T"°E ='SL BAT' > 
-;F0W9 
<16o01> 
t'HTTv<> 

FICA 5A 
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2h T2rsackn Accepts Response 
l 

.C*-71 L1L> 555 

CORM AC . iCN--TO PRINTER ME -,r4,Cc=PCST> 
CRC-ER A ?9~+e9C~? AFPFt'VEpc'p> 
JUNE 1 1995 1Q:;f.4M FUfiC.NPSc</P> r ;D. suaq 
NAME 
POORESS:dp> 

CfY <Ip> 
STP'f'Ex( Z7P)OO00OOOOOC'JR' 
AC.CX:I:NS IvI.Rv~ 
DV CATE 99S-;,p> 
FAIsTCOUE 9 'W 
INTPRCE S99°4-oaqIp> 
SFIPAAEfHOQJOO0C4ap-'PFCr $99°9-°°cln' 
TflTPLP1vCUTJ'"'. 
AUiF: ul;NI6ER . gag°o°°m`~, 
<yv 

- - - - - - - - - - - - - - - - - - - - - -
ClJ5i CNIER 51GVA1iJFE41p' 

4600Y> 
<hiT1AL> 

2c Trnsactien CL--lined or Submit Error Response 

4 Mq_, X560 

DECLINED err mce> 
QBOQY> 
4-1T1AL> 

FIG .] 5B 
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3.a. 7rnsac:on ReGuesc :;TML-O 

<H.-.11L> 
<EGCY> 
<fORM AC-1 1CN=tbaSe URi 
ME'HGO SCL 

;NScR" TAEL_=crCer-tale VALUES=; SetdateQ, cost name address.ciqc state. ap, 
Fit coce uni1 rnc°, tic shio memcd, ship chrgunit~rice + lax 
sio_ctirg, wtsrng( ac.-.curt ~ . 20) .wbstring( account 22. 4)) 

SELECT " FROM or'er table 4VFERE trandate = getCateQ-> 
<INPUT iYFE='FOCAL NAME-tC> 
CUS T OMEN NAME 
<INPUT iYFE--"Tr7Ci" SIZE=30 NAJ%1E=c:is _rer^e>c'p> 
ADDRESS: 
<INFl;7 iY'r=-= . ,SiZ==40 SAME=adcresv<Jp> 
CITY: 
<INPUT TYPE=-TEXT" SI`=2C NAME=c:tyxp> 
STATE: 
<INPUT 1'FE=`= SiZE=2 VA?,AE=SLL°> 
ZIP: 
<INPUT 1IFE='T7(T" SIZE=10 VwME=adCress>,<p> 
ENTER PART CODE. 
<INPUT iYFE='TDCT" SIZE=1 O NAME =-1ar,.-code><p,> 
ENTER UNIT PRICE: 
<INPUT 1'PE== AMT' 81ZZ8 ̀ 1PME=.:n:t crcen'r,> 
TAX 
<INPUT 7`!PE="AMS' 51M=5 NAME=' x>-,~F> 
SHIPPING ME-jHOO: 
<INPUT -iYFE="'fE)CT' SIZE=! 0 NAME=snip rreJ',odx1p> 
SHIPPING AMOUNT: 
<INPUT 1'FE== PM"" SIZE=S NANE=..-Hp cnrx';o> 
<INP'JT TYPE 'SU6M1-' > 
<1FORMb 
<J6001'> 
vHTML> 

FIG-1 6A 
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311 Transaction Accepted Respcnse 

<K-1 NIL> 
<C'OCY> 
<FORM ACT icN=.o PRINTER METH.0D=P0ST> 
ORDER T 9 .495 APF.ROVEDt1p> 
JUNE 1 1995 1C3('Ah1 PURC}-IAcE4P> 
TERM INAL ID : 9???9S?9?4?> 
NAME ~Jp> 
ADDREaS:4W 

dp> 
CITY: 41p~ 
STATE :n( 71P)OOOOOOCCpCclp> 
PART CODE p> 
UNfi FF'c1CE 9°4p~ 
SHIP ME71-iO~JOCCO00C CHARGE- _99 09v0> 
TOTAL AMOUNT. 3.l999.9WP' 
<FOF'JvD 
<rORM ACT10N=dile rsne> METNOo-r'AYMFNT> 
<INPUT TYPE=AL.TCSUfiMRy 
o'FOF?vb 
a'6GDY> 
CH-ivtL> 

3.c . Transaction Declined or Submit Error Response 

<,Yfy1L> 
<fiODI'> 
DECLINED terror coce> 
480D» 
QF{TML> 

FIG . 6B 
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a.a Transaction Recuest H7ML+D 

Q-'livtL> 

d-0"" PCTON,R ! fvE-F~-'O~T> 
<INFLr-i TYFE="LOC.AL" NPIV1E=tid 
SL:GE CARD: 
aNFUT TYFE="1vL;7 T SQE 0 NFME=:uaclc2> 
EVT~R PlvUUM: 
<'fIP'JT TYPE= PMT" SIZ~~ 11AAE=mrourth 
4NF1JT TYPE=-LOCAL: PWv1E-Aark_kep 
CNFUT TYFE-`ALlTGSUEMiI'"> 
.qKpNt> 
-e~EOCY> .0--rML> 

4.b. Tianssction AccapteC H7ML+D 

-0-7Tv1L> 

<FOFM PCTCN=TOPR!hfTERMEP-OG-POST> 
CA ~ _lc__~ .a~3S~ T1A~9.~4c'P~ 

°°~?°4°°°_°'?~°~'?°°°°9tip~ ACCC/UN-1 NUMBER 
999~~ DP CATE 

PhD-N7: 
AUTH NWBER 
4'FK)FdVD 
APDRfvE_<'P~ 
-<GODY> 
<I_rM1L> 

4.c Trarsac;icn Declines or Submit Error Response 

<500Y> 
DECLINED Terror cc)de> 
4BOCY> 
L4-ITM-> 

FIG.] 7A 
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S.a Tr-.nsacacn Request F+7ML+D 

<EGDY> 
CORM PC ilCN=5CR2 fv1E T1-iOO=POST> 
<fNF'JT iYFE="LCCAL" NAh1E=6d> 
ENT E,R PIN: 
<INPUT -i-!FE="rAS5WOR0" SIZE NAME=pim 
FNi ER AMOUNT: 
<INPUT TYPE=-AM -i SIZES NAMETancurm 
<INPUT lYFG= LOCAL NAME--vork_keyr> 
<INPUT 7YFE= AUTOSU6Mf'f'~ 
<rr-ORkA> 
<JBODri 
<11-i7ML> 

S.h Transac5cn AcceFted HTML+G 

<EOOri 
<FORM AC 70N=-, OPRINTER MEfFiOD=POST> 
DATE-99C99% TIME9S99A<IP> 
ACCOUNTI NU6IEER 
ECP d4 7-E. 9999<1P> 
AMOUNTI $099999rlc'P> 
Sri NUM6E-R 99yA99999{JP~ 
<JFOR'vD 
APFSC;VED P~ 
ti'80DY> 
dFi?AL> 

S.c. Transaction Declined or Submit Error Response 

<NTAAL> 
<:00`h 
DECLINED <errorcode> 
<JBODY> 
kFfTML> 

FIG.17B 
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6.a Trzrssycn Reque~,j HTML+D 

<-iTML> 
<800Y> 
<FOFUv1 ACTICURL!NEi riO0--PCST> 
<INPUT iYPE="LOCAL' NAMEtc'-
SLIDE CARD 
<INPUT -i!FG= . SqRrr s=-=4a ruvN,E=u`ack2> 
<INP,UT T'!FE='PUl" S6=-=4 NPME=pin> 
ENTER AMOUNT. 
<INPUT TYPE= PMT' SIZES NAME=ancunh 
<INPUT TYPE--'AUTOSUBMIT'> 
4FOFyvD 
c/60DY> 
<1-fIlAL> 

6.ti Transaction Accepted FRML+D 

cHTTv;L> 
c6GQy> 
<FORM ACTKN=TO PRINTED h1ETFC,D=P05 i > 
p4TEmJ°~.Ja? TIME9°9'..A<,'P> 
TERMINAL ID. 

E) (P 
ACCOUNTi NUMBER 

DA i c °°..A_4CP> 
F1M0UlYi $9999 °~IP~ 
AUTH NUMBER 9-0-0-0-0-09 0994p> 
dFOWi,7 
APPRCVED--Q 9MP> 
vE00Y> 
4J -IML> 

6.c. Transaction Dec:ined or Submit Error Response 

<IiTMI> 
<800Y> 
DECLINED <error code> 
<INPUT TYPE='LOCAL NArAE=~ncrk keyVALUE= 
<BODY> 
<Mi MLA 

FIG.] 8 
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7a Trzrsac'.icn Request H7ML+D 

<r;7 I,1L> 
<&C)CY> 
cFpRI,t ACIIOW-dz°e URL 

AE-IHCD~SOL 
'IF EXISTS (SELECT account ROM chedc bCle) 

Sc_L~C i " F-rR~AA Ch~k rile VYHERE a=otsa= DOAxcwnt 
ELSE SELECT' FROM error tatJe SNHERE ertor_nrF7'> 

<:NP'JT T`,'PE="LOCAL" NEW=dd> 
SCAN CHECK 
<INRTi TYPE='UCR" SIZE--M NoojW=a=urA> 
ENTE-R AMOUNT 
<INFUi TYPE=AAdT'SIZE=8 NAME=aroutb 
-INPUT TYFE= PUTOSU6MIT'> 
vFORtvD 
<7800Y> 
41-.'1MU 

7h Tra; ,stocn A.:cepted Respor'.se 

L 
<rOF1v1 PCTIOIV=70PWN'rRMETriG'D=POST 
04-17-109999~ l1ME.~?> 
TERIMINAL ID. -Q-=99999=- qp> 
PCCDUM NUMBER 'P5 
A7v1CXJNT ~ w~??3~,A 
PUTT: N1.&'EER 'K'P> 

_ ..__ ....__ ., P> 

-0-Tv1L> 

7.c Tr.rsactiui DerSned a SuCmt Error Response 

<HTML> 
-SOfY5 
DECLWQ <~-ru qde> 
4BOOrY~ 
-*HTA,L> 

FIG-1 9 
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--------------------<'p' 
CUSOf~~ SiGVATtJRE--;'v 

ac Trrisacticn DecSned cr Submit Error Response 

<FiTML> 
-CG('Ari 
pEalNEDd£3SAGE> FI G.20 

EXHIBIT 
PAGE 30 OF 'M 

U.S. Patent Jan. 27, 2004 Sheet 21 of 25 US 6,684,269 B2 

Ba Trarsac'.cn Request HT MLfC 
<H-'ML> 
<6COY> 
e,c---)RM ACT1.73 

NE.'rc0=6(1 
-EEE=?dirAN 
IFNGT c"~. C.~ ( ~: ~ s..cs: r;(ac~rtS1 ~ FRCAAadh_I~le; 

ar_bel-Pols

9t=rtSi 24 

erru =leWl-fEREaror rxr-1' 

NP+vE=scccurm 

S1L=8 NAh.1E---_rncti:rt> 
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-1411-1 M-> 

40FM ACTiCN=iO PFcIN -i=R METFiOD=~ST> 
FELD1 fiEM FELD3 -- F1E.DN <!p> 

Qp> 
X0= )0O= Xk= XCCC( 
)WC.'0( x= )00= -r' 

X)OCO( )0COIX xC0(X 
vF0MP 
S'BODY> 
CI-rivL> 

FIG.21 
c,::;iclT ~ -

- PAGE2i-- OF V1 

U.S. Patent Jan. 27, 2004 Sheet 22 of 25 US 6,684,269 B2 

9.a Trznsamn Request 1-(T .ML+D 

d-f~ML~ 
-6QOIf> 
<FCRM ACTOrad2se_Uk'L 

ME~~{".,D=S('d 
"SOECT fiek~~, FRCM mile WHERE ccnd~on'~ 

-INPUT i~(F=-='1.GC?L' NP1v1E=:b 
ETffER SEARCH 11AEL NAME 
CNFUT7'YPE-TFK"SIZE=IO NAME=taCiv 
EN7cR SEARCH F90 NPAiE.S 
dNPUi TYPE== SIZE=t00NP1k4eldv 
BrtR SEARCH CCND1TiCN: 
4NPUi ll'PSE="T-E)Ci'SIZE=NAME=ca-d6av 
-INPUT ̀ T(Pc-p=*AUT0SUBVdT5 

4LOQY> 
CHTAAL> 

9.t Tra,sactcn Respcrse 

dP> 
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'IC.a Trrsac-c' Recues.-:T,%1L"D 

<r;~,t~> 
<EC GYM 
<FG: ht P.CT1Ch=ctzse iJRL 

ME7~-iGG=SCL 
IhScR7 TAcL=cg tatieVALUE;=(ge+1'ateQ,td,gross_saleSapn chkskids 

emp cisc rncr Gsc %.1o czr:, man per, c,^uporu, sales tax c dept, c_dep2 
c ~ec3, c_Ce~, chcifurd,c =cep batchnq chrtLsaies, paid ours, co sales 
cc sales . 'e saim grcss_rdes-cpn chks_-wills-emp_dsc-mgr_disc -vip_card-
mn a,er-c~uocrs-sales rax ;rc~ s sales -opn_ehics-wids- 
emp Cis,:-mgr_disc -viG card -man rner-coupons-c_depi -c_dep2-
c Cec3-c dea~?- ::-g ft:Fd -c: dep-batch _no-ctug_sales-pad euhs) 

_ Sc_~T " FRCi~1'ogLieleWF-EnEtrardate=getdattQ'S 

ENTER GROSS SALES: 
c1NPUT iYPE="Nvf" SiZ=8 NAh1E=y ."css_salev 
ENTER OPEN CHECKS: 
<INPUT iYFE="INT" SIZE=7 NAME=-Fn chkv 
ENTER Vl"'105 : 
<;NP'JT 1'PE=";N . SiZ==7 NAME=+cidv 
ENTER E'NP DISCOUNTS: 
<INPU7 TYPE"INT" Si2E=7 NAhtc--rip _.0isc> 
ENTER MGR DiSCOUN7 
<INPUT TYPE-'lNT" SIZ=T tiG.E= iSr disc> 
EN7E-i VI? CARD: 
<tNPUT T l?E--'iNT" 3iZ==7 ~lA~L1E=+ip_czrd> 
ENTER MANI,'AL CNE:iRINGS : 
<INPUT 7Y-FE='IN i SIZ=7 NAME--ran c,,e? 
ENTER COUPONS: 
e1NPUT 7YPE="IN i SiZ=_=7 NPME= :LFcns> 
ENTER SALES '.AX 
cINPUT TY?c="Afv17 SIZE NrVtilE=szJes tax> 
EME.4 CASH CE?OSI . 1 : 
4NP'JTTYrE=SIZE=EN?1~1E=,, teo'~ ENTER CASH 0 EPosr 2 
<INPUT iYPE=AMI- SIZ:=8 NRNtE=: dep2> 
ENTER CA-ci-i CE=OSfT 3 : 
<SNPUT TYPE--'AMT' SIZ=B N.WE{ Cepi> 
ENTER CASH DEPOSIT 4: 
<INPIIT TYFE== Afv1T' SIZE-8 NAME=c_Cep4> 
ENTER CHANGE FUND'. 
<1NPUT TYPE= AMT' SIZc=B NAh1E=:t~9_fi:rd> 

F1G.22A 
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10.b. Trarsactcn Res;.cnse 

)UN.3 
QISCOUN i S 

gg! 

-----------------------uP> 

NET SALES 
ONEP/SFORT 
<IFORM> 
<IBOOY~ 
<H7y1L> 

FIG.22B 
EXHIBIT 
PAGE 

ENTER CC CE=CS;-r 
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Dues transaction syskms whist communicate with a 
plurality of remote terminals m transfer information used to 
complete a transaction or compile a database we well 
known. Typically, such system include a central transaction 
processing system which may maintain a daubase of infor-
maum such u customer or consumer data. Exemplary 
information in such a database may include customer 
identification, au~stomu account numbers, credit limits end/ 
or account bvsncx:s from which a customer may draw . The 
central travsaaion processing system is typically coupled to 
a plurality of remote transaction or data input terroinals . 
Tnnvaioo computers may include special purpose devices 
such u automatic teller machines (ATMs), point of sale 
(POS) terminals, credit cud terminals, end screen phone 
terminals. Screen phone terminals Am devices which inte-
grate a telephone wild an ATM-like device and possibly a 
magnetic card swipe reads. Data input terminals may 
include personal computers (PCs) interfaced to data collec-
tioa devices or special purpose data collection lerminals or 
monitors. 

In them known dart transaction system, a user usually 
initiates i transaction by requesting aazss to funds in au 
account or from a credit line maintained by The central 
processing system . Tobe request is transmitted to the central 
procecdug system which perform a verification w deter-
mine whether the user is a valid user of the system, has an 
amt within the system, end that the amount of the 
trim&actioo is within the limits of the consumer's credit line 
m that the our has the requested funds available in an 
existing Account monitored by the central processing sys-
tem. The central processing system then transmits auetori-
vtioo f« or denial of the transaction w the remote terminal 
to response to the menage from the central processing 
system, she remote terminal dispenses cash (fm an A7M) or 
she merchant provides the goods being purchased a the user 
if the Authorization menage indicate that the mosumers 
funds will be transferred to the merchant's account. Similar 
communication exchanges occur in dart system where 
electronic documents and other information tie provided to 
a central site for compilation or processing . Consequently, 
this background discussion applies to ill such transaction 
and clan systems. Though the remainder of the discussion is 
directed in transaction systems, [Lc ruder should appreciue 
that the comments also apply to data system u well . 

EXHIBIT T) 
PAGE15 --OF~_ 

SYSTEM AND METHOD FOR ENABLING 
TRANSACTIONS BETWEEN A WEB SERVER 
AND A SMART CARD, TELEPHONE, OR 

PERSONAL, DIGITAL ASSISTANT OVER THE 
INTERNET 

Ibis application is a continuation of co-pending appli-
cation Set. No. 10/10047, sled on Mar. 18, 2(102 (now 
peoding~ which is a continuation of application Scr. No . 
09/907,076, filed on Jul. 17, 201 (now pending), which is 
a continuation of application Set. No. 09/314,266, filed on 
May 18, 1999 (now U.S. Pad No . 6,36696'n, which is a 
continuation of application Set . No . 0095,123 filed Dec . 
19, 1997 (now U.S . Pal. No . 5,905,908), which is a mo-
tinuadoo of application Set . No- 08/493,772 filed Jun . 22, 
1995 (vow U.S. Pat . No . 5,742,84 . 

FIELD OF THE INVENTION 
This invention relates m data transaction system; and 

more particularly, to data transaction systems using too-
standard input/output devices . 

BACKGROUND OF 77¢. INVENTION 

2 
The remote terminals may be coupled to the central 

processing system in several ways . For example, in some 
ATM systems, the ATMs am coupled to the central process-
ing system through dedicated telephone or other data com-
munication lines . Them systems are prefermd because they 
provide a relatively high degree of security since the dedi-
cated data line coupling the central processing system to the 
ATM is not generally zccessib]e by members of the public . 
The physical security of the dedicated data line is, however. 

30 expensive because no older traffic may utilize the line . Thus, 
the cost of leasing the dedicated line to an AIM with 
relatively low volumes of transactions may yield a high 
COmm11NCillOp cost per transaction. 

To au effort to reduce the communication cosy per 
15 transaction, some transaction or data systems utilise tele-

phone lines through t publicly-swished telephone network 
(PS7'[) which may be Accessed by other members of the 
public. Specifically, devices such as credit card terminals 
and scrap phone terminals typically include a modem 

Zo which converts the digital messages of the remote terminal 
into frequency modulated milog signals whirl may be 
transmitted over telephone lines w a modem at the central 
processing system . ID otter system, the terminal may 
communicate digital data diroNy over ISDN lines of the 

u PS7N in the central processing system . This line of com-
munication between a remote terminal and the central pro-
cessing system is performed by having the remote terminal 
dial a telephone camber associated wild We central process-
ing system m establish communication with the central 

,a processing system . This type of communication path is 
relatively secure, because the switching networks for the 
communication traffic through the PS7N Am not ruddy 
Accessible by the public and during the course of the 
financial transaction. only the central processing system aid 

35 remote terminal Am on the line . 
Regardless of the communication method used to couple 

the central processing system to the (emote terminals, the 
protocol and data formats used between the devices is 
typically proprietary. That is, the operator of each financial 

ao transaction system designs its own protocol and data mes-
sage formal for communication with the processor at the 
central site or generates a variant within a standard such u 
those established by the ANSI committee or the like for such 
communication. At a result, the remote terminals must 

os include software that supports each operator's protocol and 
message tormau in order to be compatible with au open-
ior's central site . For example, application software in a 
credit terminal such u the TRANZ330, 7RAN7380, or 
OWQ39(1 manufactured by VeriFone implement one or 

Sa more of the communication protocols and formats for 
National Data Corporation (NDC), VISANET, 
MASTERCARD, HU7'PASS, cud National Bancard Corpo-
ration (NaBANCO) system processors in order W support 
transactions with the mash popular transaction centers. Thus, 

ss the communication software absorbs a sigaificant amount of 
terminal resources which could be used to support other 
terminal operations. 
A related problem arises from the expanding home bank-

ing market. A customer of home banking system typically 
so uses a screen phone terminal or a personal computer (PC) 

having a modem to establish communication Ih`ough a 
PS7N a a central transaction processing system . Again, the 
operator of the central processing system must provide 
information regarding the clan menage formats for com- 

ss muniuting with the ceoval pmassing system to a vendor of 
software for the home banking terminals or must provide 
that software to its customers. A5 a result, home banking 
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customers must purchase software to communicate with the protocols and formats am constructed for standard 
each banking systcm of which the customer wanes W be a input/output (I/O) opcrelioos for a PC terminal . That is, text 
member . This ms and the need to install additional corn . information is directed to a standard monitor screen, user 
municatioo programs may make some consumers reluctant input is expected from a standard keyboard, and files are 
W be a member of more than one banking system or to 5 InnsCerted to standard peripherals such u a hard disk or 
change banking systems . diskette drive . Especially absent it the ability in open 
A communication system becoming increasingly popular network protocols for communication with devices that nary 

and which provides standardized communication is the use communication interfaces such as RS-732C. As a result, 
Internet. The Internet u an open network of networks which communication over the Internet is primarily performed 
communicate through a variety of physical communication 10 with standard PCs through network communication methods 
devices such as telephone line, direct communication lines, and interfaces. 
and the like . Each network is coupled to the main Internet This presents a number o[ problems for home banking or 
network for communication through a host computer sup- for interfacing uoostaudud UO terminals such u credit 
porting + 7'CP/[P router or bridger. 71x hit computer card terminals or screen phones m open networks such u the 
typically includes a program, frequently called a Web saver, 1s Internet either directly or through a PC. Generally, ooo-
which acts as a gateway m resources at the host computer standard UO devices are deviors which interface to a PC 
which may be resident on the host computer or a network through a port not normally used for netwodq such as a 
coupled w the hoist computer. Each carver bias au address RS-1320 port, or am devices which have rimmed input and 
identifying the location of the resources available through output capabilities such u swill screen displays or ten 
the Web carver . The muter rfmgaias communication for 2o keypads. Them devices are not supported on the Internet 
the server acrd directs the message to the sewer or it because serves use protocols that communicate with PCs 
recognizes that the communication should be forwarded to supporting standard QWER7Y keyboards and standard 
another server. As a result, communication within the Inter- monitors . Consequently, uses are limited to entering 
race may be point-to-point, but more likely, the commuuia- account numb-cm and the Like dough a keyboard of a 
Lion path is a somewhat circuitous one with the information 25 PC-like device for processing at a central transaction pro-
passing through the routas of mulliple servers before (each- ceasing system . To request a transaction, one need only have 
ing ids final destination . a person's cwt cud account number. if [be credit card 
A number of message protocols and formats have been number had a be input through a magnetic card reader, 

developed for [he Internet. The physical communication unauthorized crams w a astoma's account would be less 
protocol and data message format is the Transport Control o likely since physical posvsiou of [6e credit yard would be 
PmtoroNutemet Protocol (IY,R/IP) . The 7'CP/iP proloml required to initiate the transaction . 
involves multiple layers ofeonpsuhdnghuderscontaining Mother limitation of the sanded VO devices currently 
communication information which am used b provide byte supported by the open network protocols is the lack of 
steams or dalagram commuuieelio¢s to computers on the encryption . For example, PIN pads, which aye typically 
networks coupled to the Internet . Encapsulated within TCP/ 3s incorporated in ATMs, automatically encrypt in hardware a 
IP headers am protocols which am used to format the dug PIN entered by a user . Such devices typically encrypt the 
menages or transfer data from one computer to another number by implementing s data encryption standard (DES) 
computer coupled to the Inumet. These proiowls include algorithm in hardware before the PIN is transmitted or 
File Transfer Protocol (FfP), Simple Mail Transfer Protocol stored . When a standard keyboard is used to input the PIN, 
(SMIP), Post Office Protocol (POD, Telne4 cud Hyper Text ,a no hardware encryption is performed crud, u a stilt, an 
Tnaspon Protocol (Fi7"IP). 73e advantage of then pmto- unenaypted ropy of the PIN is provided to Ehc memory of 
cots is that each provides a standardized communication the PC. Storage of uneocrypted PINS is in contravention of 
forma for transferring information between computers on current banking regulations . If PIN pads could be read via 
the Internet. Ibex protocols are typically called open sys- Internet protocols, then such a lapse in PIN smutty would 
taro protocols as they are publicly known and may be ,5 be Iess likely to occur. 
unread by any programmer to develop programs for corn- Another VO device nor supported o0 open networks arc 
municaling with another computer coupled to the lolemet- smut cards which am increasing; in use. Smart cads include 
These non-pmprieluy pmtomLs have contributed In the a processor end memory in which information regarding the 
acceptance of using the iutemet as an open network for amount o[ funds in a particular account, a transaction 
cwpliug computer oetworla together. sa history, account numbers. end customer clan may be stored. 

While the Internal provides au open network for computer The card may be read through a matt cud reader which is 
communicnioo with publicly accessible ptotocoLs and a computer having a procaswr and memory but usually 
forms, ELe Internet suffers from a number of limitations provided with non-QWER7Y keypads and limited displays . 
which preclude its effective use as a transaction of data A transaction procrswr may validate a card owner through 
system which 11905 OOO-standard UO terminals and devices. ss a PIN provided through a keypad, detemi irc the amount of 
Pusf, cucuuous communication presents s number of secv- money remaining on the card and debit the card itself for s 
rity issues for sum a system. For example, a Web server transaction amount by communicating with the smart card 
could incorporate a rwter which mammas the address of feeder with one of the proprietary protocols d~snu<...i 
uc6 message coming through it and upon reropiriog an above. Such information is not readily obtainable by the 
address annealed with a central Innxictioo processing so owner of the cud and so cannot be entered through a 
system, copy the clan menage for the unauthorized retrieval keyboard or the like . Smut cud readers am coo-standard 
of nWOmer-senvtive information sum u account numbers devices which may be coupled to a PC through a COMMl 
ad personal identification numbers (PINS) whiff may be or COMM2 port. However, none of the standard protocols 
contained in the message. and manage formats for open network communications 
Asemud limitation of open networks such u the Internet ss currently provide UO operations for such devices . 

is that communication on such network is only supported All systems which attempt to provide three party com-
for computers acting u servers or clients. Specifically, all of muniwtion a execvte an electronic transaction suffer from 

~ ~ : FIJI I ~- 
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are used and additions are made to commands implemented 
within the control structure of shat costing protocol W 
support nuo-standard I/O device communication . At the 
server, 16e extended protocol is further supported by a 
common gateway interface (CGn which converts the com-
mumcation from a Don-standard UO device W a format 
which is compatible with a transaction or data application 
program which may be executed w the server or a computer 
coupled in the server. ID this meaner, the CGI permits the 

to processing of the eAeoded capability commends b be 
segregated from the communication functiom performed by 
the server. 

Preferably, the server &W the 110 devices communicate 
through au Internet protocol and most preferably, the Hyper 

15 Text Transport Protocol (HTTP), to exchange data between 
au application program and non-standard I/O devices met 
an open oetwofic . Although HTTP is the preferred protocol 
used to impkmeot the present invention, other protocols 
such u Telnet or SMIP, for example, may also be extended 

Zp in a similar manner. Specifically, the HTrP protocol is 
expanded to communicate with pdnteM magnetic nrd 
readers, credit cud terminals, smut cud readeis, check 
madeis, PIN per. bar-code readers, PDAs, or the Lte, gad 
includes a command which instructs a non-sundud L'0 

u device b disconnect from the open network and re-couple to 
a transaction processing system to transfer funds from a 
consumer account to a merchant account through a PS7N or 
dedicated data line . By using these mended capability 
commands within H'I7P, a processing system may operate 

30 oo m open network such u the Internet &W 000110timiCale 
with transaction or other data L'O devices which have not 
previously been able w couple to such open networks. Such 
a system may be used b execute a transaction belweeo a 
consumer end & merchant so the merchant receives remit- 

35 canoe information in a timely m+mw. The system permits 
the consumer to initiate a transaction and order from a 
merchant end then use a mope secure tide supported by PIN 
envy devices or the like to reduce the risk of feud for the 
transaction. 

eu Because the saver may communicate through such open 
networks with con-sand W LIO devices, the transaction or 
date processing system is available for the ever-expanding 
market available through the Internet . Sufi a system is able 
to communicate with ron-standud UO devices in myriad 

+s location such u Mewl establishments or in ooawmers' 
home . For example, a consumer may tuffin the standard 
capability o[ au Interact protocol to communicate with a 
server that provides information regarding services or goods 
for sale met the Internet gad then mnwmmaie a sales 

sa transaction by using the extended capability of the Internet 
protocol . Such a home consumer could provide transaction 
date through a smart cud feeder coupled to a COMA71 or 
COMM2 port of a PC . A database program executing at the 
server for the central processing site may accept product 

ss ordering information from A non-standard keypad or touch 
screen associated with a semen phone terminal at the remove 
site end then communicatt with the smart card reader to 
consummate the ueasiactioa Such a transaction system 
requires that the consumer hive physical possession of the 

su smart or credit card and ool simply knowledge of the 
account number. LYewise, the carver would be able b 
communicate with a PIN pad or the like to ensure the 
hudwue encryption of PIIJs and other data before it is 
trusmined W the server site . Such a syalem is less susttp" 

ss tible to consumer feud. 
Another feature of the present invention is a PAYMENT 

command implemented in the extended Internet protocol 

axri~ai ~ 
PAGEaArL OF y~ 

The present invention provides transaction end dart sys-
temt which may be implemented 00 an open network such 
as the intemei. The system comprises a never for wmmu-
nicating in an open network protocol and a plurality of 
iapuVoutpm (U0) devices coupled w the sorer through au 
open network, the 1/O devices communicating with the 
serer in the extended open network protocol that supports 
communication with non-sundud UO devices over the open 
netarorlc The system of the present invention provides a 
server with the capability of communicating with a number 
of UO devices uvetul in transaction end data systems which 
heretofore hive hen unsupported on an open network 
system such as the Internet . 
The system of the pirseol invention is implemented by 

extending present open network communication protocols 
and data message formats to communicate with non-
standard VO devices either coupled to au open network u a 
client or coupled to m open network through a client, such 
u s PC, credit card terminal, screen phone, or PDA- That is, 
commands which tie compatible with the communication 
scheme of a presently-impbmemed protocol for the IntCraoL 

5 
a cumber of limitations which present finks greater than 
those in a normal transaction performed at the point of sale. 
In a typical point of sale (POS) transaction, the consumer 
hands a debit or credit cud to a merchant's agent who may 
examine the and for security markings such u holograms, 
watermarks, or a cudbolder signature . The agent then places 
the card into a reader for acquiring information from the cud 
cod, in some cases, have the consumer ewer a PIN into a PIN 
entry device whiff eocrypis the PIN in a hWwue imple-
mented scheme . If the PIN is entered, it is transmitted with 
the informuion from the cud a a processing center . tyPl-
cally in one of the formats discussed above, under a X25 
protocol m the lam . The processing motor returns m auWo-
rizuiou granted or domed message . The wader typically bas 
a Printer coupled a d through an RS-232C port or the like 
end a pursue agreement a printed . Too consumer signs the 
agreement, the merchant's agent may verify the signature, 
and the merchant feuias an original of the agreement end the 
consumer a copy. In this scenario, the meshaut has initiated 
the mmmunication b she processing mnter.7be safeguards 
noted above permit the processing sorer b charge a mer-
chant a lower Processing fm than when a consumer initiates 
a transaction . Consumer initiated tnnsauioas present a 
greater risk because the consumer provides an agent an 
account number in a telephone conversation or non-
encrypted DiMF transmission . Tbis. Were is an card 
inspection, signal= verification. or PIN verification . As a 
result, such transactions tie limned to credit ends because 
debit cards require that the cudbolder be present to cuter a 
PIN into m appropriate PIN entry device . 
What is needed is a system that permits coasumers emote 

from a merchant W order good and present payment in a 
sawed manner so the merchant's risk and processing costs, 
uwell u a cardholders exposure to fraud, is ̀ educed. What 
a needed is a any [or a processing center to communicme 
through m Open ouwork with coo-standard UO devices 
such as credit card tonninals, personal digital assistants, and 
scrota phone terminals or with voo-standud W devices 
coupled to the open network through a PC or the like . What 
is needed is a transaction or data system which utilius an 
open network sum u the `mercer to support electronic 
transactions or data compilation in a secure manner without 
undue limitation u to the devices with which mmmumca-
tion may be rode . 

SUMMARY OF THE INVENTION 
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that directs a ooo-standard 110 device Or a PC interfaced 
with such devices to communicate with a transaction pro-
cessor through an alternative communication link In one 
form, the PAYMENT command is used by a merchant 
terminal to submit a consumer's account number with a 
merchant deposit account number through a PSTN network 
or the like w the processing cater. I¢ mother form of the 
PAYMENT command a client program is a coawmeYs 
terminal receives an account number for a merchant account 
from a mercham's carver with the PAYMENT command. On 
receipt of this command, the dieot program suspends its 
operation and passes the account camber to a conventional 
bulk praising pmgiam m-mideot in memory. I'm bank 
processing program establishes a standard communication 
lime with a transaction piocrsvng system dimugh s dem-
cated data line or a PS7N network. Using that mmmuuica-
rioo lids, the bank processing program executes a commw-
cial transaction using a standard VISA protocol or the like . 
7Le consumer may use a magnetic stripe ruder and a PIN 
entry device to improve the smutty of the data transmission. 
The transaction anger may transmit remittance data over the 
open network m the merchant so the merchant is apprised of 
payment and ships the ordered product. Once this consumer 
initiated transaction is complete, the bank pmCmSmg Pm-
p~am terminates cud returns caotml a the client program 
which may terminate communication with the open miworr 
or retrieve information from another server oa the open 
oeroioric for mother transaction. To this way, the user may 
use the open network for lon-confidendill communication 
such as collecting product information, pricing end product 
availability. This infnrmuion may be collected quickly and 
eBcieutly using the extended Internet protocol. The mn-
vwtionil bank processing program and more save com-
municuioo lima may rhea be aced for the confidential 
information required for the transaction. Taus, the present 
inveouoo is able b combine the features and advantilges of 
the Internet with the coca secure communication lick and 
data security enhancing devices of systems presently known. 

Preferably, an editor is provided which permits a user to 
define an application database table with data fields, define 
client application dada fields, and define the integrated forms 
for communicating dip between the de5aed database tables 
and a client application . The editor verifies the syntax of the 
uses generated integrated foams mmaining extended Inter-
net protocol statements and client application statements . 
The editor ensures that the variable comes for the client 
application and the data fields for the database application 
correspond. Following the generation of the integrated form, 
the editor poses the integrated form m segregate the dm-
bitse Loguage statements from the extended Internet prow-
ml statements . A database Imguage ident5er is substituted 
in the Internet protocol nivemeats for the database state-
ments contained in the integrated form . 73e Internet pmto-
col statements are downloaded u a 61c which is 'Interpreted 
by the client proem for the collection and submission of 
dues from nonsundud 110 devices to the database appli-
cation . The database language statements segregated from 
the extended Internet protocol statements tie placed in a 
second 51e which is named to correspond to the database 
able defined by the our. The CGI application recognizes the 
database language identifier contained in the returned forms 
of the Internet protocol statements. The CGI application 
cone6tes the database identifier with the file Previously 
generated by the editor which contains the database com-
mmd statements . The application then inserts the data from 
the returned form into the database commend statements and 
provides the re-integrated database command statements to 

EXHIBIT D 
PAGEQ S OF.T1 

the datnbasc application . ID this manner, the database may be 
queued by or retrieve dale from the rion-suindard 1/0 device . 
In the most preferred embodiment, the editor permits a tact 
to develop integrated forms comprised of the extended 

s H'3ML language and standard query language (SQL) data " 
base application statements. In this manner, the user does nor 
have to manually generate the SQL commends, the FI'IML 
commands, and carefully correlate the data fields of the two 
commands in order in implement a transaction between a 

to client and a database . 
Those and other advantages and feanum of the present 

invention cosy be diwemed from reviewing the sccompa-
oying drawings and the detailed description o[ the inveodoo . 

15 BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention may take form in various compo-
aevts and arrangement of components and in unions steps 
cad arrangement of sups. The drawings tie only for pur-
poses of illusuatiug a preferred embodiment and tie cot in 

20 be ontistived as limiting the invention. 
FIG . I is a diagram of au open network system in which 

the peasant iwenuon u ufileA, 
FIG . 2 is a diagram of the formal of the FORM and 

INPUT tags implemented in the preferred embodiment of 25 the present invention ; 
FIG. 3 s a diagram of the preferred SQL commands 

supported in the preferred embodiment of the peasant inven-
tioq 

30 FIG. 4 is a flowchart of the high level processing of the 
client program which interprets the HTML film of the 
preferred embodiment of the present invention; 

FIG . S is a flowchart of the HTML file processing 
performed by the client program of the preferred embodi-

3s mem o[ the paint invention; 
FIG . 6 is a flowchart of the atin'bute processing for the 

FORM lag performed by the client program of the preferred 
embodiment of the present invention ; 
FIG. 7 is a flowchart of the processing of the ACTION 

^o attribute for the FORM tag performed by the client program 
of the preferred embodiment of the present invention; 

FIG - 8 is a flowchart of the praising for the METHOD 
attribute for the FORM tag perfumed by the client program 
of the preferred embodiment of the present iwemioo; 

45 FIG . 9 is a flowchart of the attribute processing for the 
INPUT tag performed by the client program of the preferred 
embodiment of the present invention ; 

FIG. 10 is a flowchart of the processing for the TYPE 

so attribute for the INPUT tag performed by the client program 
of the preferred embodiment of the pfescot invention; 

FIG. 1 is a flowchart of the processing for the NAME 
attribute of the INPUT tag performed by the client program 
of the preferred embodiment of the present invention; 

ss FIG . u u a diagram of the forma for the ACTION 
aunbute [or the FORM tag performed by the common 
gateway interface between the Web server and w spplica-
tion program; 
FIG . 13A is a diagram of the possible communication 

by pubs which may be used by an 110 davioe according to the 
principles of the present invention; 
FIG . 13B shows an exemplary FORM tag and INPUT tag 

for she PAYMENT method implemented in a merchant's 
temlical according to the principles of the present invention ; 

ss FIG. 13C shows a¢ exemplary FORM tag and INP171' tag 
for the PAYMENT method implemented in a consumer's 

terminal according to the principles of the present invention; 
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FIG. 10 shows exemplary integrated statements for a file 
used in the prefcmd embodiment of the present invention to 
generate the FilA4_ files for the client program and the SQL 
files for the application program for a card initiated payment 
authorization and capture transaction; 5 

FIGS . 15A-15B show exemplary integrated statements 
for a file used in the preferred embodiment of the present 
invention to generate the HTML film for the client program 
end the SQL files [or the application program for a bar code 
ruder input with cud-initiated payment authorization traps- 2C 
action ; 
FIGS . 16A-169 show exemplary integrated statements 

for a file used in the preferred embodiment of the present 
invention to generate the FI7ML files for the client program 
and she SQL files for the application program for a key input ~ 5 
order with secure payment transaction; 

FIG . 17Ashows exemplary integrated statements for a file 
used in the preferred embodiment o[ tLe present invention to 
generate [he }7IML files for the client program and the SQL 
files for the application pogum far a smart cud debit (Type 
1) transaction; u 
FIG. 17B shows exemplary integrated statements for a file 

used in ft preferred embodiment of the present invention to 
generate the F17'A4. files fns the client program and the SQL 
files for tLe application program for a smut card debit (t)rpe 
2) traavctioq is 

FIG . 18 shows exemplary integrated statements for a file 
tired in the preferred embodiment of the present invention to 
generate the FfIML film for the client program and the SQL 
files( (or the application program for a debit card trwsaction; 
FIG. 19 shows exemplary integrated statements for a file x 

used in the preferred embodiment of the present invention to 
gwenie the t17'A4L files for the client program and the SQL 
files for she application program for a check verification 
transaction; 
FIG. 20 shoos exemplary integrated statements for a file 35 

used i¢ the preferred embodiment of the peasant invention to 
generate the H'RYII. files for the client program and the SQL 
files for the application program for a customer frequency 
transaction; 

FIG. 21 shows exemplary integrated statements for a file 40 
used in the preferred embodiment of the present invention to 
generate the H7TU_ files for the client program and the SQL 
files foe the application program for an item xuch Vas-
action; 

FIGS. 22A-22H show exemplary integrated Statements 45 
for a file used in the preferred embodiment of the present 
invention to generate the H7ML files for the client program 
and the SQL files for she application program for retail store 
end of day reporting ; 
FIG. 23 shows exemplary integrated statements for a file so 

used in the preferred embodiment of the present invention to 
generate the H7MI. files for the client program and the SQL 
files for the application program for a stove reporting in 
e-mail transaction; 
FIG. 24A a i diagram of a manual development process ss 

for the files interpreted by the client program and the film 
interpreted by the application program in accordance with 
the principles of the present invention; and 
FIG. Z4H is a diagram of the generation of the files 

interpreted by the client program and the files interpreted by so 
application program performed by m editor constructed in 
accordance with the principles of the present invention . 

DETAILED DESCRIPTION OF 7-RE 
INVENTION 65 

A transaction or daze system constructed in accordance 
with the principles of the present invention is shown is FIG. 
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1.'Ibc system 10 includes a Web server. 12 which is coupled 
to an open network 14 such as die Internet for communica-
liou with various 1/O devices and terminals- For example, 
the 1/O devices which may be coupled directly to network 14 
include standard UO devices already supported by Internet 
protocols such u PCs 30 and non-standard VO devices such 
u a screen phone terminal 16, a personal digital assistant 
(PDA) 18, and a credit cud terminal 20 . Other exemplary 
non-standard I/O devices such as smart cud reader 32, 
personal identification number (PIN) pad 34, magnetic card 
swipe read" 36, printer 38, or the Ile, may be coupled to 
PCs through non-standard I/O pons such u COhIIrtl and 
COMM2 pons or to other eau-standard UO dcvioes such as 
phone terminal 16, PDA 18, or credit card iaminal 20. 
Typically, these devices are coupled to PCs or devices 16, 
18, or 20 tivougb Au interface Such u a RS-?32C interface. 
Merchants a other vendors may use a Web server 2 W 
couple to network 14 w communicate with the devices and 
processing system 40. 

'Ibe Web saver u is preferably coupled to a Common 
Gateway ImcALa (CCn application 28 which converts and 
communicates the data and comma between the devices 
on network. 14 and the processing system 40 so the 1/O 
devices do not have b use the database command language 
w interact with the database . System 40 and the devices may 
wmmuniute directly if they am implemented in the same 
language or if a user implements a counnuidication interface 
such u CGI 28 that correlates data fields in the client with 
those in system 40. Server 12, CGI 29, and the applications 
supporting system 40 may X11 reside on a single host 
computer or they may reside od separate computers coupled 
together by a local area network (CAN) or a wide vas 
network (WAN). Preferably, the application interfaces, with 
a database winch supports Open Data Base Ccranectivity 
(ODHC) and Structured Query Language (SQL) . 
The communication sestinas between the VO devices 

coupled to the open network 14 and the Web sever u are 
generally conducted in the same fashion u Internet protocol 
communication sessions tie currently performed. That is, 
the UO device establishes a communication mnxaioo with 
Web server u, unfit a request W the Web xrver, the Web 
carver responds to the request and the UO device m server 
closes the connection . Preferably, the nou-stardlud 1/0 
devices a PCs interfaced to such devices selectively couple 
to a local access port Do the open network 14 through i local 
modem/ISDN connection. ID this mamer, the device is only 
coupled to the open network ]4 whey a transaction or a date 
operation is to be performed. While connected m she open 
network 14, a device may access a number of servers to 
accomplish a purpose. For example, a device may couple to 
a local access port and communicate with a Sat server to 
check inventory levels at a site, communicate with a second 
server to order stock for the inventory, and communicate 
with a third carver a settle payment for the ordered goods. 
When all aspects of the transaction arc complete, the mn-
vectiov with the local access port is terminated. In the 
preferred embodiment of the present invention, the protocol 
used to transport data messages between Web serves 12 and 
the UO devices coupled to the open network 14 is the Hyper 
Text Transport Protocol (HTfP), although other open sys-
tem protocols utilized on the Internet may be used . 

to sunda~d NTIP proinml, a elicmprogram executing in 
one of the UO device may initiate communication with ~ 
server by sending a query mciss&gt of the format: 

wqp:a~:aporv/V.i6>?oacn pw 

The message identifies the client u seeking communice-
tion with a li7'I4 carver at the host address on the specified 
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where "I" i5 an "OR" operator. The commands supported by 
standard FITTY we INPU7; SELECT, and TfXTARFA 
Additionally, siendud FII'IP permits the inclusion of text 
data in she command ma. ID the present invention, HTML 
bas ban extended to support new ACIIONs, METI-IODs, 
aw WPVI1. 

In accordance with the principles of ffic present invention, 
tap us Preferably used to identify device transfers and 
input openbom. Preferably, the FORM tag is used to 
identify device transfers and ACTION and METHOD 
attributes further identify the device operation. Fs shown in 
FIG. 2, the extended ACTION field may include a FROM 
and 7U annbuu for accessing a local terminal 51e or smart 
card reader or a 7'0 PRINTER attribute for directing output 
data to a printer local to the UO device . The FROM and 7U 
attributes (or mzsing local files and smart card readers and 
for directing output data to a local printer have p'eviously 
been unsupported in my Internet protocol . As a result, the 
server 12 may access non-scrod W UO peripherals for any of 
the UO devices used in the transaction or data system 10 . 
73e ACITON-"URL" is a pen of sunda+d H7TP end is well 
known. 

EXHIBIT 
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po}L In the H77? protocol, the default value for the port is 
80 and the host address is the Internet Protocol (SP) address 
of the type well-known in the an . The path value selects the 
61c in [6e HTTP server which is activated in response in the 
menage and the search pare specifies a query for the selected 
file . Iv the initial communication, the query may be omitted 
so that the selected host file responds to the client program 
before a query is processed. 

In the present invention, the client program uses a similar 
menage to initiate a transaction or data operation, except 
that database commands am Preferably embedded in a file at 
the server 12 and not in the "search pur of the command, 
although, seas6 pure may be oonswaed in accordance with 
the principles of the present invention that support non. 
standard 1/O devices. Preferably, she client program inlu-
p'eis Hyper Text Markup Language (H7'AII.) files mutaiu-
ing HTML oommaods for communicating data between 
non-standard UO devices and server u. Most Preferably, the 
HTML commands motain identifiers which are used by she 
CGI to place date mourned in the forms of the HTML 
commands into database commands for queries or data 
insertion for the database . HTML is a command language 
well known for the retrieval aced display of electronic 
documents to stmdud VO devices mch u PCs supposed 
by full sates monitors, QWER7Y keyboards, and standard 
peripherals such u hard dish drives cud diskette diva . 
Standard HTML commands use text and previously known 
commas that rcfcmna Univcnal Resource Locators 
(URLs) w support the communication of electronic docv-
meots. Then documents we 51u which may contain HTML 
commands, uxt, audio, video, or image dsta . 77~e present 
invention extends HTML with commands shat support com-
municatioo between the server end the non-standard 1/0 
devices. 

1D the Ffl'IP protocol, data may be obtained dining a 
communication session by using a tag celled a FORM u part 
of the file defined by epatha in The command discussod 
above . The FOAM format for sward H7"IP is : 

60RM ACIION~ UAL' 
h%itloo-Gt7lroSr 

Co.d 
</FOR1a> 

12 
The METHOD attributes may include the G87, POST, 

PAYMENT, or SQL methods . The GET and POST methods 
me currently supposed in standard HTTP and ate well 
known . The PAYMENT attribute is a directive to deliver 

5 data retrieved by in INPUT command to a private payment 
network for authorvalioo end settlement and is not available 
in current Internet protocols. This directive is used by the 
client program to activate a conventional financial transac-
tion application which commuuicalcs with The transaction 

io system over a dedicated dada line or PS7N in a known 
protocol such is VISA Such an attribute i5 used where the 
mope sewze physical connection between mmote site and 
transaction system and data encryption devices or the like 
aye prcfcned 7Lo SQL method Preferably identifies a data- 

15 but language file which CG128 uses to correlate data in the 
HTML FORM to au insertion a query command contained 
in the file . 
The ptefand format for the INPUT rig which is used W 

identify input operations a also shown in FIG. 2 . The TYPE. 
io and NAME attributes we used to define a ono-aandud I/O 

device or local storage variable for she input of dau. The 
TYPE field va7ues ̀ text,^'pssword," "checkbox," "radio," 
.submit,^ and "reset" me previously known, as we the 
attributes NAME, VALUE, CHECKED, SIZE, and MAX- 

2.5 LENGTH. To support the extended capability of the present 
invention, the TYPE attribute Preferably includes attributes 
MSRTI for reading mete 1 of a magnetic swipe eider, 
MSR'R [or wading a magnetic swipe reader track 2, KEY 
for reading input from a terminal command keypad, PM for 

w reading a personal Id[OIIGC"II00 number pfd, BCW for 
reading s by code wand, MICR for reading a check mag-
uetic code reader, AIM for reading a dollu amount via a key 
input conk IN'f for roasting an integer via a key input mask, 
database with the INSERT attribute or update data already 

35 existing in a database with the UPDATE attribute. The 
values for the INSERT attribute may be identified with the 
VALUES wiribute, and the SET and WHERE attributes may 
be used to define end conditionally updile values in the 
idenli5ed database. Preferably, the present invention implc- 

m nests two DELETE and CREATE attributes . 11x DELETE 
attribute deletes all items in an identified column of a 
database table which may satisfy a condition defined by a 
WHERE attribute. The CREATE attribute: estates a database 
table having a primary key identified by she PRIMARY KEY 

as attribute. 
Preferably, the server program executes on a computer 

system having a1 least an Intel 80386 or better processor 
wish a[ leas 4 megabyeea of RAM and at lent 3 megabytes 
of hard disk space available . The computer system tuning 

5a the server may operate any known servo platform operating 
system such a WINDOWS 3.1, WINDOWS 95, or WIN-
DOR+S M, UNIX ADC, and others . The ronsuodW 1/O 
devices require a processor of i 280A type or berg, at lent 
32K bytes of RAM, and at least 3,2K bytes of ROM. The 

55 device includes a modem capable of u lost 1200 bits-
per-second (bps) but other modem speeds may be used for 
communication between client and server. Alternatively, the 
device may be coupled to a LAN which in turn is coupled 
to the Internet for communication with server 12 . A typical 

so coo-standard device which executes the client program is a 
VeriFoue OMrIl390, OMDiI395, or VuFooe terminal . 
OMM390, OMM395, and VuFone ace trademarks of 
VeriFooc, Inc., of Redwood City, Calif. Other exemplary 
devices include Phillips Screen phone, Hypercomm 7'7 

ss terminal, and Apple Computer Newton MessagePad . 
7o build the preferred HTML 51s which CGf 28 prefer-

ably uses to implement the client program and database 
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application, the user preferably uses an off-line editor. -Me 
files generated by the editor am preferably comprised of an 
integrated statements formed from HTML statements and 
database statements for retrieving and writing data with the 
database . Exemplary files showing such integrated state-
ments (or performing transactions am depicted in FIGS . 
14-Z7B . After such a file is generated, the editor parses the 
integrated statements into HTML statements end into data-
base statements such as SQL commands. The H7ML files 
required by the client program to support mmmuniriuou 
with a transaction or data processing center may be down . 
loaded to a device or PC for execution. The files containing 
the database application statements used by the CGI intu-
tace to communicate data with the database application 
program preferably reside on server 12 . Preferably, the 
database fits used by the CGI interface include SQL com-
mands £a the application program inmrfaced m an ODBC 
compliant database . 
7Le general format of the H7T4. mmmanda in the HTML 

files used for communication with a client program and 
server are of the general format TAG ATTRIBUTE . 
Preferably, the TAG held may be one of FORM. INPUT, 
SQL, or IEX'G4REA The ATTRIBUTE field value depends 
upon the TAG value. Preferably, the FORM tag may include 
the ACTION or METHOD auributts where the ACTION 
attributes include the FROMdile>, TO PRINTER 7'O<filo, 
sod 70 SCR values noted above, is well as the standard 
HTML ACTION value of URIr-dfle> . The METHOD 
attributes include the PAYMENT and SQL attributes noted 
above, u well u the sanded HTML METHOD value of 
GET and POST. Also in tiocodance; with the principles of 
the plesem invention, the INPUT fag may include TYPE, 
NAME, VALUE, CHECKED, SIZE, and MAXLENG7N 
annbuks. Them attributes are previously supported for the 
INPUT tag in H7MI� however, the present invention further 
includes TYPE values of MSR7'1, MSR7Z, KEY, PIN, 
BCR', MICR, AMT, INC, LOCAL, end AVTOSUH, is well 
as the standard HTML TYPE values of TEXT, 
PASSWORD, CkEClBOX, RADIO BUTTON, SUBMIT, 
and RESET. The present invention also supports NAME 
attributes of IPJ^.DDRESS, HOST_PHONE, TTD, 
WORK _KEY, DATE77ME, and DEPOSIT_ ACCT to 
identify local storage uus u well as standard HTML 
NAME attribute <FieW_NM> to identity a FORM variable . 

'Ibe preferred high level pmasing of the client program 
is shown in FIG. 4. 'Ibal processing includes Am idle sip 
(Blade 100) in which she program performs general house-
keeping tasks such a maintaining internal time, scanning 
for input which may activate Ibe device, a other known 
function Further processing is activated by some operator 
action at the device or PC which musm the device to either 
open a remote URL (Block 102) or open a local URL (Block 
101) . It a remora URL is required, the device transmits a 
message o[ the forma disarmed previously which u muted 
through the open network and delivered to a urva 12 for a 
transaction or clan processing system (Block 106) . The 
H'IMI. 51e selected at the server 12 is identified by the 
remote URL in the initial wmmuniwiou between the 
device and server u and that URL is used to rerun the 
selected H7T4_ file to the device for processing (Blades 108, 
llB). 
FIG . 4 also shows that an operator may initiate an open 

local URL function by typing in a commend or by pushing 
a hot key which is associated with a local URL. The I/O 
device reads the HTML file identified by the URL from local 
memory (BIacJc lu) and passes the HTML file to the 
function for processing HTML files (Block ll0) . After a file 
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it processed (Block ll0), the client program determines 
whether the HTML file is to be shored (Block ll4). If it is 
not, the process returns to the idle processing (Block 100) . 
Otherwise, the process determines whether the HTML file is 

s to be associated with a hot key (Block 116) and if it is, it 
stores the file and generates the tide between a hot key and 
the stored 51e (Stocks U8. 120) . If the HTML file is only to 
be stored, no association u made with a hot key and the file 
s simply stared in local memory (Block m) . The diem 

to program then rotwm to idle proceaing (Block 100) . 
The high-level processing for the HTML file (Block 110, 

FIG . 4) is shown in further dead in FIG . 5 . The procms 
begins by scanning the NIML file for a TAG (Block 140) . 
It no TAG is found, the file is not in proper format for 

1s proassiog and processing returns to Block 114 discussed in 
FIG . 4 above. If a TAG is found (Block 132), the process 
determines whether the TAG is a FORM TAG (Block 144) 
or an INPl7I' TAG (Block 146). If it is a FORM TAG, then 
she FORM TAG is praonsssed end the program cootinum by 

za tooling for other TAGS b princess (Black 140). If the TAG 
u an INPUT TAG, the INPUT TAG is Amassed (Blade 
150) and the program mntiwes by bolting for other TAGS 
in process (Block 140). If the TAG is one of the standard 
H7MLTACS, the program implemenis the TAG in standard 

u known ways (Blade 132) and then seams for ocher TAGS to 
process (Black 140). 

Processing the ATTRIBUTES used to implement a 
FORM TAG is shown in FIG . 6. That process continues by 
scanning the HTML 51e fat m attribute (Block 160) . If au 

w attribute is ooh found (Blade 162~ the pmgram returns to 
scan for other TAGS (Block 140, FIG. 5) . If an attribute is 
found We program deteemina whether it is in ACTION 
a ibuto (Block 164) or a METHOD auribule (Block 166) . itri 
Depending on Elie " of attribute, the appropriate function 

35 (or processing the attribute is executed (Blocks 168 or 170) 
and scanning for additional attributes continues (Blade 160) . 
If the attribute is not an ACTION or METHOD attribute, 
them is m error in the file and processing returns to scan for 
older TAGS . 

a The processing for the ACTION attribute is shown in FIG. 
7. iLerc, the ACTION attribute is examined to determine 
whether it is a FROMdIo (Block 180), TO PRiN7FR 
(Black 182), TO<fil~ (Block 194), TO SCR (Black 186), 
FROM SCR (Blade 1W or a URlr<fLle> (Block 192) . The 

As URL-<fi]c> ACTION i5 a standard HTML action which is 
processed in a known way (Blade 194). The FROM cfilc> 
action is processed by `ending data from a file associated 
with the UO device a PC interfaced a the UO device (Block 
196). The TO PRINTER action results in clan in the FORM 

so being sent to she printer (Block 198) while the TD <51e> 
action results in clan in the FORM being written to a local 
file (Black 200). The TO SCR action causes data to be 
written to the smart card vu a gut card reader (Blade :A2) 
and the FROM SCR roads clan from a smart card through a 

ss smart card reader (Black 204). After the appropriate action 
processing sites place, the HTML file is seamed for addi-
tional ACTION values a perform (Blade 206), end if one is 
found, the process continua . If no attribute is located (Block 
208), the process returns a scan for other attributes (Block 

d 160, FIG . 6) . 
lMe prace:sing for the METHOD aunbutu for FORM 

tip are shown in FIG . 8 .'ILe proves detumiurs which type 
of METHOD is present in the FORM and then properly 
processes the anribute. For the GET and POST methods 

i5 (Blacks 210, 212) the processing is the same u that per-
formed in standard HTML (Blocks 226,229)- That is, for the 
GET method, the identified URLdilo is queried for data 
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while the POST attribute ousts data to be Vanstcrtcd to the 
URL<filo . The preferred METHOD attributes extending 
the HTML implementation of the present invention are SQL 
(Block 214), and PAYMENT (Block 224) attributes. The 
SQL attribute is preferably not expanded into a SQL com-
mend at the client, but rather is expended by the CGl 28 at 
servo u by correlating the data or variable field names in 
a returned form with the SQLcommand5 doled at the server. 
This processing is done in a mamer desmbed in mom devil 
below. The client program passes the SQL file identifier to 
16e server u (Block 230). The processing of the PAYMENT 
command (Block 272) is discussed in more devil below. 
The HTML file is scanned for oWu ME1110Ds (Black 242, 
24!), and, if one is found, the processing continuo by 
identifying the Ir1ePHOD (Blacks 210.224) . Otherwise 
(Block 244 the process returns w scan the HTML file for 
other ACTION or 1NEIHOD armhole (Block 160, FIG . 6) . 

Protesting for the INPUT tag is shown in FIG. 9 . The 
Amass sass the HTML file following the INPUT tag for 
attributes (Block 250) . If no utnbmes are found (Block 
2S2), the process continues by sunning the, I4TML Me for 
other tap m process (Block 140, FIG . 5). If an am-brute is 
found and it is a TYPE attribute (Hock 2f1~ it is processed 
(Black 256) . and it thr attrbute is a NAME attribute (Block 
2581. it is processed (Block 260) . Both the TYPE and 
NAME processing is shown in moue detail in FIGS. 10 and 
1L re spectively. If the attribute is neither a NAME or TYPE 
attribute . it is a standard attribute for m INPUT tag sup-
ported by standard HTML and is processed in a known 
mamer (Hock 262). Following processing of the INPUT 
attribute, the HTML 51c is scanned for other aunbutm to 
process (Black 2311). 

Processing for the TYPE uvibwe is shown in FIG . 10. 
The process first identifies the TYPE attribute for she INPUT 
tag and then performs the appropriate processing . The new 
TYPE attributes of the preferred embodiment of the present 
invention tie MSR71 (Block 270), MSR72 (Block 272), 
KEY (Black na). PIN (Black n6), sew (Block ns). 
MICR (Block 2B0), AMT (Block 282), Qdl' (Block 284), 
LOCAL (Block 286), and AU'PDSUH (Block 2B8) . If the 
TYPE attribute is not one of these, it is a standard HTML 
type attribute that is processed in a known manor (Block 
310) . Each of the new HTML TYPES supported by the 
present invention causes an UO operation with a man-
standard device . Specifically, these operation an the read-
ing of Tact 1 of the magnetic stripe ruder (Black 290), she 
ruling of the second tfade of the magnetic stripe Leader 
(Block 292), the reading of a keypad (Blurt 294), the 
ruling of m encrypted PIN through a PIN envy device 
(Block 296), the reading of a bar code through a bu node 
ruder (Block 29d), the reading of encoded data on a check 
through a magnetic cheek ruder (Block X00), the reading of 
a lotto mount hour a keypad through a key input mask 
(Blot 302), the reading of a number hour a keypad through 
e key input m&* (Block 304), the reading of dale from a 
local variable (Black 306). and the submission of the data 
rid hour our of these drives in a FORM returned to the 
server 12 (Block 308) . 7Le data mask for AMT consti-airm; 
she lotto amount read to a predetermined number of cSu-
apcrs with only two characters following the decimal point. 
The duo mask for RTI' eosu`es the number is an longer 
value within & predetermined range . Processing continues by 
seaming the HTML file for ocher TYPE attributes (Stuck 
312) and if another TYPE attribute is found (Block 314), 
pm±. ssin continua by determining the TYPE attribute and 
performing the appropriate processing . Otherwise, We pro-
cess returns, to scan the H7ASL file for older attributes (Block 
230, FIG . 9). 
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The NAIL attribute processing is performed in acwr- 

dmcc with the process shown i0 FIG. U. That process 
examines the NAME attribute to determine if The variable 
time identified by the attribute is IP__ADDRFSS, HOST_ 

s PHONE, TiD, WORK-KEY, DATE7'IIvtE., or DEPOSIT- 
ACCT (Blocks 320, 322, 324, 326, 328, 330) . IC they am, the 
INPUT value resulting from one of the INPUTS in a FORM 
of the HTML 51e is shred in a local variable identified by 
the NAME attribute. Following storage (Block 332), the file 

ia is seamed for ocher NAME attributes (Block 328) end, if 
them em none (Block 332). processing continues by sau- 
ning for other attributes fog the INPUT Lag (Block 250, FIG. 
9) . IC she NAME attribute is a standard H7T4. INPUT 
NAME, it is processed by known methods (Block 336). 

35 Processing then continues by scanning far orbs NAME 
attributes w process (Block 338, 340) . Otherwise, the pro- 
cess atum5 a scan the HTML file fir older attributes (Black 
250, FIG. 9). 
CGI 28 receives; Internet protocol statements in a file 

7n transmitted from a client program and provides data from 
those statements to the applicatiou(s) implementing system 
40 end receives the output of system 40 end provides them 
to the client program in a 6]a CGI ZS may be implemented 
by a program developed by a our using a manual develop- 

25 mcnt method u shown in FIG. 24A. That method requires 
a user W generate a system definition from which a file 
statement definition for the client and application are devel- 
aped to implement the uwsaaional or data system . Using 
she file statement definitions, the user generous the files for 

w the client and database programs which are interpreted by 
the respective programs in implement trmsactioos or duo 
p_~~~^. This process requires she leer b tint only have 
knowledge regarding the transaction or data Amass but 
specific devils of the interaction between the client and 

35 database . The user 15 (ullhR required to resolve and corm- 
late all data identifiers in the statements far the client anel 
database environments . 

Preferably, CGI 29 is developed wild m editor that only 
requires the cur to define the system with statements which 

b ire an integration of the protocol statements and the data- 
base lavguage. The process implemented by this editor is 
shown in FIG. 248. Examples of such integrated statements 
for 51u which implement a specific transaction are shown in 
FIGS . 14 to ?3B. The editor verifies the syntax of the 

45 integrated statements and correlates the data variables of the 
protocol statements wish the data fields of the database . 
Following the generation of the integrated summents,, the 
editor segregates the protocal statements from the database 
language statements . The protocal statements am stored in 

so files which ire identified as being for a particular transaction 
or data process and the database statements arc stored in files 
which ire identified u being for a particular transaction or 
data process on an identified database able . Tbe editor 
places a database file identifier in the protocol statements 

ss which contained embedded database summenm The data. 
base file identifiers ire used by CGI 28 w select the file for 
the appropriate transaction w CGI 28 may correlate date 
variables in the protocol statements will data fields in the 
database film . 7M files containing statements to be iukr- 

so preted by the client program aye then downloaded to the 
appropriate terminals, cud the database files containing 
database language statements ire shred o0 the system 
executing the CGI 29. 

Alternatively, the editor of the present invention may 
55 parse integrated siuemeois which tie segregated into source 

code statements for first cud second processors, such an 
editor further includes a compiler to generate executable 
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code for each pmassor and, if the processors execute 
differing source code, a compiler for each source cock 
language. The executable code may then be downloaded to 
the respective processors for execution, 

More specifically, the editor preferably places The data-
base statements fm me of the transactions of the preferred 
embodiment in a file ideod5cd by the database name fol-
lowing SQL in FIG. u. The attributes end tags forming the 
H7MU_sutements for one of the transactions of the preferred 
embodiment ue plead in a file generally demtcd u 
<htmi_ fi1ea.A'CM. The name <htmLfile> is a name which 
identifies one of the transactions . Where SQL statements are 
in the fields of the integrated statements shown in FIGS. 14 
w Z1H, the string "<btml 8k>.SQL" is substituted u the 
database name in the statements of the <humL_fiIe>.HTM 
file . When the CGI executable file is initiated and pules the 
returning foams, the mowed data is plead in the mrte-
sponding "<html__Ale>.SQG" 5k which is pissed to the 
application pmgrim u a command line argument. ID this 
manner, an abbreviated form for the SQLmmmsnds may be 
communicated over the open network between the client and 
CGI and the CG[ may be able to expend those abbreviated 
SQL commands into Elie appropriate SQL commands which 
the application program requires m manipulate the ODHC 
database . 

To effectuate a transaction, fm example, as operation at a 
terminal with oouaundaid ll0 devices may activate a 
terminal file with a hot key or otter +edoa In pmaesting the 
activated file, the client program may acquire data which is 
stored in a local variable or accessible Wnugh a non-
standard UO dente. Ibis data may then be stored in a 
FORM and submitted in a servo 51e at s processing system 
addees5. '!be server 5h activates CGI 28 which retrieves 
data from the FORM end incorporates it into database 
statements in the database file for the appropriate transaction 
and database . if the database stuemeot is a query, the 
requested data i5 returned to the CGI in the database file and 
the CGI places it in the corresponding FORM variables so 
the server may return the data to the terminal. If the database 
statement provides data to a database to obtain an 
authorization, for example, the =non performed by the 
database application in 'espoase to the data is plead in she 
corresponding FORM and returned to the terminal. In this 
way, data is exchanged between the terminal and the data-
base application . This exchange is supposed by CGI 28 
even though the server/divot communication is performed 
in an open system protocol, such as HIT?, and dw database 
application is performed in another language, such u SQL 
CG128 is able to woven and exchange the dais between the 
client and database without the user having to specifically 
design and implement a conversion program. 
The communica4on piths available for a device, imple-

menting the present invention am shown in FIG. 13A As 
shown them, an I/O device 420 is coupled though the 
Worldwide Web open network 426 to an Internet Web server 
12 . This comecuoo may be implemented with the preferred 
exicodW capability H7ML described above. Although 
IfIML files may be encrypted to enhamce the security of the 
document u it is communicated across the Internet, the 
operator of the system may choose to utilize a more secure 
physical connection between the device 420 and the Web 
server u. To obtain this alternative conecuon, the 

PAYMENT command (or the METHOD attribute is preferably 
used . One foam of the PAYMENT command is for a mer-
chant's terminal and the other is for + consumer's terminal -
In either terminal, the client proem which supports 16e 
'extended capability HITII, operates independently but 
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co-ccvdeot in memory with a certified bank cud ~uthoriu-
tion and capture application, which may be provided by a 
financial institution or a bank cud processor. 

For the form of the command shown in FIG. 13B, the 
5 client program in the merchant terminal suspends its execu-

tioo and passes the terminal identifier, sloped locally, which 
identifies the merchant's account end the consumer acmuot 
information lead vin a magnetic snipe reader or the like, to 
the bent card application . The bank card application oom- 

io municais this information vii a PSIN 424 or the lilce to a 
transaction processor 422 . The pioceswr 122 authorizes or 
devu We transaction end, if authorized, a printer u the 
merchant terminal prints a purchase agreement which the 
consumer may execute to complete the transaction . 

1s In response to a H7ML 5k having a FORM with an 
ACI70N attribute equal to an executable file name for 3 
bank cud application program or the like, a METHOD 
attribute with a field value of PAYMENT and m INPUI'tag 
with a TYPE attribute of LOCAL-NAME which identifies 

xo a deposit only account supplied by a merchant (as shown in 
FIG. 13CI We client program is suspended and control is 
transferred w the bank processing application . The borate 
processing application then uses a modem or ISDN D 
charnel using 73 POS protocol or the like to correct to i 

u secure packet network 424 to connect in a virtual point-to-
point manner with a payment processor through a PS'IN 
network or the lilt. Ibis physical eomecaon provides m 
additional security element to the encrypted data for the 
transaction of acmunt information. PIN numbers encrypted 

30 by PIN pads provided at the consumer site, and other 
sensitive infatuation. The bank processor 422 may submit 
remittance, dun to the merchant, via the Web or otherwise . 
After receiving the mmituna data, the merchant may ship 
the product m she ^^^~: r. Thus, in this manner, the 1/O 

3s device may communicate with a plurality of Web servers to 
"shop" for a best price, delivery due, m ocher relevant 
information for selecting a preferred transaction, and Lien 
execute the PAYMENT method to otilize a more secure 
physical communication connection and data security 

b denial to consummate the financial elements of the trans. 
action with less risk and coats for the merchant. consumer, 
and bade processor. 
The preferred integrated H'iMI-SQL statements which 

support a card initiated payment authorization end capture 
os vansactioo are shown in FIG . lI. A first file 500 includes 

statements which identify the URLdalabue from which the 
non-standard UO device seeks authorization for a traauc-
tion . 7Le prompts to the operator to enter the account 
number and amount of the transaction are supposed by the 

w INPUT tags which road the second track of the magnetic 
stripe leader to accept a number of up to 40 characters and 
assign that information from that uncle to a variable, and to 
input the up to 8 characters; from the keyboard or the Lke into 
a variable called AMOUNT. The INPUT tag with the TYPE 

55 attribute ofAU70SUB1`IITttu¢ns the faro b the sewer for 
processing in accordance with the method definad in the 
rctumed form . As shown in FIG. 14, that AM0D state -
meat pules CGI 28 to IOWlPpRlt returned data t010 SQL 
commands which query the database as to whether the 

so subfield of We noel 2 data representing the account number 
is present in the authorization able of the database . If the 
dons not present, then a new rerortl is inserted into a table 
labeled "log-table". The new record consists of the account 
number and the amount returned in the FORM. Based upon 

65 the results of this processing. the application Program sup-
plies the data fields to 16e FORM which will be returned to 
the client program for printing the transaction record . That 
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51e 510 is shown in FIG . 14 . The ACTION attribute To 
PRDIIER and the POST METHOD anus the data in the 
ocxi eight lines to be directed W the punter coupled to the 
noo-standud UO device for printing the uausacvoo form . 
The customer may then execute the printed form to complete 
the vausacrion . If the transaction is declined or an error is 
otherwise encountered, the file 520 it used W return a denial 
b the client program . 

In a simile manner, the preferred integrated statements 
for a bar code older input with card-initialed payment 
auWorvation is s6owu in FIG. 15.7Le file SSO, supported by 
the present invention which iMpIeMCMS the transaction 
request, is again directed to the prop" database by the 
ACTION attrbule. The necessary customer information 
such u name and Address may be input dimugh a standard 
keyboard. The FI7ML commend in the present invention 
also permits the form w receive the bar code, unit prim, and 
credit cud information in a m---r sioul, to that discussed 
above for the magnetic cud ruder. Once this information a 
rctwned b the saver Arid CGI interface, it is processed by 
the application program in accordance with the METHOD 
identified in the returned form . 7Le Method of HTML file 
SSO also cremes a database order able having the infor-
matioo shown in the method. Again, if the transaction is 
approved, the data for the order and customer Acceptance of 
the order is provided in H7ML file SSJ, which is directed by 
the ACTION aanbum to the printer at the non-standard I/O 
denim. If the account number is not in the authorization 
database, the Authorization declined or error ruponsis is 
provided in correspondence with the statements in file 360. 

In a simile manner, FIGS. 16-22 show the integrated 
statements for a traasaction mques4 Authorization response, 
or authorization declined response files [or key input order 
with secwe payment transaction (FIG . 16), a smart card-
debit (Type 1) transaction (FIG. 17A), a smart cud debit 
(Type 2) transaction (FIG . 17B), a debit cud transaction 
(FIG . 18), a check verification transaction (FIG. 19), a 
customer frequency transaction (FIG . 20~ an item search 
transaction for which them is nodeniil (FIG . 21) . raail core 
end of day reporting (FIG. 22) and a store reporting an 
e-mail Vaasection (FIG . 27) . 

While the present invention has 6eeo illustrated by she 
description of a preferred and alternative embodiment end 
praases, and while the preferred and altemadve embodi-
ments and processes have beau described in considerable 
devil, it is not the invention of the Applicant W strict or in 
any way limit the scope of the appended claims to such 
devil. Additional advnuges end modifications w171 readily 
appear to those skilled in the An. For example. rather than 
expanding H'PIY b support non-standard VO devices, We 
FIF POP SMiP, IFSNET or otter protocols may be 
expanded in like mariner m couple ooo-uaudud I/O denies 
to the Internet. Similarly. the preferred implementation of 
she present iwmCOO supports a variety of non-standard 1/0 
devices and UO operations. An Internet protocol may be 
cm5vuaed m Accordance with the principles of the present 
invention to support only selected I/O denims or operations 
disclosed in the present application. The invention in its 
broadest aspects is Wart[ore not limned to the specific 
details, preferred embodiment, end illustrative examples 
shown anti described. Accordingly, departures may be made 
from such details without departing from the spirit or scope 
of applicant's general inventive concept - 

What is claimed it 
1. A Internet processing system comprising. 
a Web urvu fog communicating in &a extended Internet 

protocol : end 
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a plurality of input/output (1/0) devices coupled to the 
Web saver through the Internet, the UO devices com-
muniuting with the Web saver in the extended Inter-
net protocol that supports communication with non-

5 standard UO denims : 
wherein the extended Internet protocol further compris-

ing: 
Lags for identifying one of the VO devices and input 

operation to be performed with the one of the I/O 
devices; 

anion attributes for defining the identified device 
operuion w be performed with a loyal resource for 
cue of the I/O devices; and 

method attributes for defining a data transfer method 
1s for providing dun between the Web server and the 

UO devices. 
2 . A Internet processing system comprising: 
a Web server proem coupled to the Internet; 

20 e smut card coupled to the Internet ; end 
s client program for communicating data in an expended 

Internet protocol between the Web saver program and 
she gut urn the extended Internet protoorl including 
cue identifier for the smart card for a transaction and an 

u identifier for au operation b be performed with the 
identified smart std. 

3 . A method for processing data over the Internet for a 
smart cud comprising : 

coupling a Web sorer to the Internet; 
b coupling a gut card to the InteroeC 

communicating dart conforming m an encoded Internet 
protocol between the Web saver program and the smart 

identifying the smut card in a protocol statement non- 
35 forming m the extended Internet protocol ; and 

identifying m operation W be performed with the identi-
fied smart cud 

4. M Internet processing system computing : 
a Web saver proem coupled to the Internet, the Web 

b saver program including a common gateway interface ; 
a smart card coupled to the Internet; 
a client program for communicating data in an extended 

Internet protocol between the Web saver program and 
the smart cud, the diem program communicating the 

4s data in files having protocol statements conforming w 
the extended Internet protocol ; and 

the common gateway interface providing data from the 
protocol statements conforming to the extended Inter. 

so °« protocol to a transaction system, correlates data in 
the protocol statements conforming to the extended 
Internet protocol with data fields in database files for a 
database coupled to the Web server, end receives data 
from me transaction system to provide the data to the 

55 
client program. 

S . A method for processing data over the Internet for a 
smut cud comprising : 

coupling a Web server program to the loternet.; 
coupling a smart card to the Internet; 

60 communicating data conforming to an extended Internet 
protocol betaveeo the Web saver program and the smart 
raid; 

coupling s common gateway interface b the Web server 
progam, the common gateway for communicating data 

65 between a database anti the Web server program; 
providing data from protocol statements conforming to 

the extended network protocol w a transaction system, 
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the protocol statements bring received in a file from the 
client program; 

receiving data from the transaction system and providing 
the data b the client program in a file ; end 

cortclaling data in extended Internet protocol statements 
with data fields in database fika 

6. A method for commu0icati0g between a client program 
controlling a smart card and a Web server over the Internet 
comprising : 

activating a mart card to tstigo data obtained by the 
smart and to a variable name in a file comprised of 
extended Internet pmiacol statements; and 

sending a file having the assigned data w a Web setter to 
perform a data operation in accordsoce with the 
extended Interact protocol statements . 

7. A method for communicating between a client program 
controlling a smart cud and a Web server over the Internet 
COWRMMS 

generating a file comprising extended latcatiet protocol 
statements, at lean one of which identifies a data 
operation for obtaining data from a smart card; end 

sending the file to a diem program controlling tLe smart 
cud 

B. A system for communicating between a client program 
controlling a smut cud end a Web wrvee over the Internet 
comprising. 

mesas for generating a 5]e comprising extended Imlemet 
protocol statements, At lent one of which identifies a 
data operation for obtaining data from i savt cud: and 

maces for sending the 51e W a client progrturt controlling 
the smart cud. 

9. A Internet processing system comprising 

a Web server program coupled to the Internet; 
" mkp6one coupled to the Interoet ; and 
a client program for communicating data in en extended 

Inkroet protocol between the Web servo program and 
the telephone, the extended network protocol including 
one identifier for the telephone for a transaction "d an 
identifier for an operation to be performed with the 
identified telephone. 

10. A method for processing data over the Internet for a 
telephone comprising : 

coupling a Web server to the Inteme 
coupling a telephone to the Internet; 
communiuting data conforming to im extended Internet 

protocol between the Web saver program and the 
telephone; 

identifying Ue telephone in a protocol statement conform . 
ing w the extended network protocol; and 

identifying an operation a be performed with the identi-
fied telephone . 

U . An Internet processing system comprising: 
a Web urvtt program coupled to the Internet. the Web 

server program including a common gateway interface ; 
a telephone coupled to the Internet : 
a client program for oommuniuting data in to extended 

Internet protocol between the Web servo program and 
the telephone, the client program communicating the 
data in files having protocol statements conforming to 
the extended Internet protocol; and 

the common gateway interface provides data front the 
protocol statements conforming to the extended later-
net protocol b a tranvction system, correlates data in 
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the pfolocol statements conforming to the extended 
Internet protocol with data fields in database files for a 
database coupled to 16e Web server, and receives data 
tom the vansaction system to pmvide the data to the 
client program. 

12. A method for processing data met the Internet for a 
telephone comprising. 

coupling a Web servo program to the Internet; 
coupling a telephone to the Internet; 

10 communicating data conforming w an extended Interact 
protocol between the Web server program and the 
telephone; 

coupling a common gateway interface to the Web server 
progom, the common gateway for communicating data 
between 15 a database and the Web server program ; 

providing data from pmtooil statements conforming to 
the extended network protocol to a transaction system, 
the protocol statements being received in a file from the 
client program; 

xo receiving data from the trivsaaaa system and providing 
the data in the client program in a 6k; and 

correlating data in extended Internet protocol statements 
with data fields in database files 

13. A method for communicating between a client pro-
gnm coowlling a telephone and a Web servo over the 25 
Internet comprising: 

activating a telephone b assign data obtained by the 
telephone W & variable name is s 51e comprised of 
extended Internet protocol statements; end 

la sending a file having the used data W a Web serves W 
perform a data operation in accordance with the 
extended [mane! protocol statements. 

14 . A method for communicating between a client pro-
gram controlling a telephone end a Web sera over the 

35 Internet comprising : 
generating f file comprising extended Interact protocol 

statements, at lent one of whiff identifies + data 
operation for obtaining data from a telephone; and 

sending the file to a client program controlling the tc]e-
°a phone . 

15. A system for communicating between s client pro-
gnm controlling a telephone and i Web server ova the 
Internet comprising : 
mesas for generating a file comprising extended Internet 

°s protocol statements, al least one of which identifies a 
data operation far obtaining data from a tekphooe; and 

means for sending the file to a diem program controlling 
the telephone . 

16. A Internet processing system comprising: 
`° a Web server program coupled to the Interact; 

a personal digital assistant (PDA) coupled to the Internet ; 
and 

a client program for rommuniating data in an extended 
,5 Internet protocol between the Web server program and 

the personal digital assistant (PDA), the expended Inter-
net protocol including one idtmiflcT for the personal 
digital actistant (PDA) for a transaction and m identi-
fier for an operation to be performed with the identified 

sa personal digital assistant (PDA). 
17 . A method for processing data over the Interact for a 

personal digital assistant (PDA) comprising : 
coupling a Web servo to the Internet; 
coupling s personal digital assistant (PDA) to the Internet; 

as communicating data conforming to an extended Internet 
protocol between the Web server program and the 
personal digital assistant (PDA); 
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identifying the personal digital Assistant (FDA) in a 
protocol statement conforming to the extended Internet 
pmwwl; and 

identifying an operation W be performed with the identi-
fied personal digital assistant (PDA) . 

18 . M Internet processing system mmprising: 
a Web sewer program coupled to the Internet, the Web 
sewer program including a common gateway interface ; 
personal maul assistant (PDA) coupled to the Internet; 

a client program for communicating data in in extended 
Internet protocol between she Web sewer program and 
the personal lipid mgisunt (FDA), the client program 
oommuniutiug she data in files having protocol state . 
menu conforming W the extended Internet protoco4m 
and 

she common gateway interface provides data from the 
protocol statements conforming to she extended later-
net protocol w a transaction system ., correlates data in 
the pmwml statements conforming w the extended 
Internet protocol wish duo fields in database tiles for a 
database coupled to the Web urea, and receives loco 
from the transaction system to provide the La to the 
client progrann. 

19 . A method for processing data over the Interact for a 
personal digital usiuant (PDA) comprising; 

coupling a Web sewer program to the Internet ; 
coupling a personal digital Assistant (PDA) to the Inamet ; 
communicating data conforming to an extended Internet 

protocol between the Web sewer program and the 
personal digital assisunl (PDA~ 

coupling a common gateway interface w the Web sewer 
program, the common gateway for communicating data 
between a database sod the Web sewer program ; 

providing data from protocol statements conforming to 
she extended Internet protocol m a transaction systcm~ 
the protocol steeemcnts being received in a file from the 
client program; 

receiving data from the tnmaaioo system And providing 
the data to the diem program in s file ; And 

correl&L4 data in extended Internet protocol statements 
with data fields in database files 

20. A method for communicating between a client p`o-
grem controlling a personal ducal Assistant (PDA) and n 
Web server over the Internet comprising 

Activating a personal digital tztisunt (PDA) to assign data 
obtained by the personal digital Assistant (PDA) b a 
variable come in a 5k comprised of extended Incomes 
protocol statements; and 

sending a file having the a$ignrd data W a Web server to 
perform a data operation in accordance with the 
encoded Internet protocol statements. 

21 . A method for communicating between a client pro-
gram comvolling a personal digital Assistant (PDA) and a 
Web servo over the Internet comprising; 

generating a file comprising extended Internet protocol 
statements, at least one of which identifies a data 
operation for obtaining data from a personal digital 
Assistant (PDA); and 

sending she file to s client program controlling the per-
snail digital Assistant (PDA)m 

22 . A system for communicating between a client pro-
grunt wntmRi¢g i personal digital issi9ant (PDA) and a 
Web sewer over 16e Internet comprising: 

meant for generating a 51e comprising extended Internet 
protocol statements, at least one of which identifies a 
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dada operation for obtaining data from a personal digital 
Assistant (PDA); and 

means for scaling the file to s client program controlling 
the personal digital Assistant (PDA). 

s 73 . A system for supporting communication between a 
Web sewer and a smart cud over the Internet comprising: 

a Web sewer that processes extended Internet protocol 
statements, the Web sewer being communicatively 
coupled to the lotemel; 

10 a smart cud communicatively coupled to the Internet; and 
e client program for processing extended Internet protocol 

statements so that the smart cud may communicate 
with the Web server. 

24. The method of cliim 73 wherein the extended Internet 
protocol statements 15 are extended Hyper Text Transport 
Protocol (}fCIY) statements. 
23. 71x me" of claim 27 wherein the extended Internet 

protocol statements are extended Hyper Text Madcap Lan-
guage pi7T4.) command statements. 

20 26. A client program for processing extended Internet 
protocol statements so a smart and may communicate with 
a Web server over the Internet comprising: 
meam for ruxiving extended lntuoet prdocol staumems 

over the Internet; and 
25 mew for processing the received extended Internet pro-

tocol statements to control operations Associated with a 
smart card . 

27. The method of claim 26 whe`eiu the emended Internet 
protocol statements Are extended Hyper Text Transport 

3° Protocol (HTIP) statements . 
28. The method of claim 26 wherein the extended Internet 

protocol statements Are extended Hyper Text Markup Lan-
guage (H7T4 .) commend statements. 
29. A method (or supporting communication between a 

3s Web sewer and a smart card over the lntemet comprising: 
processing extended Internet protocol statements u a Web 

sewer communicatively coupled to the Internet; 
communicatively coupling a smart cud to the Internet; 

40 and 
processing extended Internet protocol statements with a 

client program so that the smart card may communicate 
wish she Web serves. 

30. The method of claim 29 wherein the expended Internet 
es Pr°t~l statements me extended Hyper Text Tnaspon 

Protocol (}f17?) statements . 
31 . The method of claim 29 wherein the extended Inlemet 

protocol statements are extended Hyper Text Markup Lan-
guage (H'IMII,) command sutemeuLS . 

so 32 . A method for processing extended Internet protocol 
statements so a smart cud may communicate with a Web 
sewer over the InIcaaal comprising : 

receiving encoded Incomes protocol statements over the 
Internet; and 

55 Processing the received expended Internet statements to 
control an operation associated with a smart cud. 

33 . The method of claim u wherein the extended Internet 
protocol statements ere extended Hypes Text Transport 
Protocol (HTIp) statements. 

yo 34.7Le method of claim 32 wherein the extended Internet 
protocol statements Are extended Hyper Text Mukup Lao . 
gvage (Ii7T4.) command statements . 

35 . A system for supporting communication between a 
Web sewer and a telephone over the Internet comprising: 

s5 a Web server that processes extended Internet protocol 
statements, the Web sewer being communicatively 
coupled in the Internet ; 

Case 1:04-cv-01642-CAP   Document 1    Filed 06/08/04   Page 174 of 280



US 6,684,269 B2 
25 

a tclep6one communicatively coupled to the Internet; and 
a client program for processing extended Internet protocol 
statements so, that the telephone may communicate with 
the Web server . 

36 . The method of claim 35 wherein the extended Internet 
protocol statements are extended Hyper Text Transport 
Protocol (HTIP) statements, 

37 . The method of claim 35 wherein the extended Internet 
pmlocol statements are extended Hyper Text Markup Lan-
guage 

~v 
~.. ......) cOmfOaLd statements. 

38 . A client proem for processing extended Internet 
protocol statements so a telephone may communicate with a 
Web server over the Internet comprising 
means for receiving extended Internet protocol statements 

over the Internet god 
means for processing the received extended Internet pm-

tocol statements in control operations associated with a 
telephone . 

39 . The method of claim 38 wherein the extended Inlemet 
protocol statements am extended Hyper Text Transport 
Protocol (H11'P) statements 

40. 73e method of claim 38 wherein the extended Internet 
protocol statements are extended Hyper Text Madcup Lan-
gusgc (N1T4..) commend statements. 

41 . A method for supporting communication between a 
Web servo and a telephone war the Internet comprising. 

procesiug extended Internal pmiami statements at a Web 
server communicatively coupled to the Internet; 

communicatively coupling a telephone to the Internet; and 

processing extended Internet protocol statements With a 
client program so that the telephone may communicate 
with the Web servo. 

42. A method for processing extended Internet protocol 
statements so a telephone may communicate with a Web 
server over the Internet comprising 

receiving extended Internet protocol statements over the 
IntemeC and 

processing the received extended Internet statements to 
control an operation associated with a telephone . 

4i.7Le method of claim 32 cv6uein the extended Internet 
protocol statements are extended Hypes Text Transport 
Protocol (HTTP) statements. 

44 . The method of claim 42 wherein the extended Internet 
prouornl statements am extended Hypo Text Markup Lan-
guage (HTWEL) command statements . 
45 . A system for supporting communication between a 

Web server sod a personal digital assistant (PDA) over the 
Internet comprivng 
z Web server that processes extended Internet protocol 

statements, the Web servo being commumatively 
coupled to the Internet; 
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a personal digital assistant (PDA) communicatively 

coupled to the Internet; and 
s client program for processing extended Internet protocol 

statements so that the personal digital assistant (PDA) 
s may communicue with the Web carver . 

46 . The method of claim 43 wherein the trended Internet 
protocol statements arc extended Hyper Text Transport 
PMIocol (H'I'14) statements. 
47 . The method of claim 45 wherein the extended Internet 

10 pmbcol statements are extended Hyper Text Mukup Lan-
guage (HTML) command statements, 
48. A client plogrim EDr processing extended Internet 

protocol statements so a personal digital assistant (PDA) 
may communicate with a Web server over the Internet 

i5 comprising 
means for receiving extended Internet protocol statements 

aver the Internet; and 
means for processing the received extended Internet pm-

tocol statements a control opentinna associated with a 
20 personal digital assistant (PDA) . 

49 . The method of claim 48 wherein the extended Internet 
protocol statements aye mended Hyper Text Transport 
Probcol (HTIP) statements. 

50 . The method of claim 48 wherein 16e extended Internet 
u protocol statements are extended Hypcr'Ibxt Mukup Lan-

gu"Ze (HTML) command statements. 
Sl . A method for supporting mmmunieation between a 

Web server and a personal digital sstiamu (PDA) over the 
Internet comprising: 

proinml statements at a Web processing extended Internet 30 
server communicatively coupled b the Internet; 

communicatively coupling a personal digital assisumt 
(PDA) to the Internet; and 

3s processing extended Internet protocol statements with a 
client program so that the personal digital assistant 
(PDA) may communicate with the Web server . 

32 . A method for processing extended Interns protocol 
statements so a personal digital atisunt (PDA) may com-
municate with i Web server over the Internet comprising: 

receiving mended Internet pmioml statements over the 
Internet; and 

processing the rezived extended Internet statements to 
control an operation associated with a personal ducal 

as assistant (PDA). 
53 . The method of claim SS wherein the extended Internet 

protocol statements am extended Hyper T:xt Transport 
Protocol (HT-I?) statements. 
34 . 73e method of claim 52 wherein the extended Internet 

cp protocol statements am extended Hyper Text Markup [,o-
guage (F17ML.) command statement. 
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1 . <FORM ACTION=URL METHOD= GET> 
2 <FORM ACTION=URL METHOD POST> 
3. <fORM ACTION=URL METHOD SQL <database name> 
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1 a Transaction Request HTML"D 

<HTA,L> `500 
<BOUY> 
<FORM ACT10Nmolbase URL 
METHOD 

"BEGIN TRAM 
IF NOT EXISTS ( SELECT substring(accaunt 1, 20) FROM auth table) 

BEGIN 
INSERT TABLE=Iog_table VALUES=getdaEeQ,tid smashing (axanC 1 .20) . 
substrin4( account 22. 4). amount) 
SELECT " FROM log_Tabla WHERE trandate = 9etrlate0 
END 

ELSE SELECT " FROM error table WHERE error_nn--1 
COMMIT TFilW'> 

<lNPUiTYPE--'LOf.AL NAME 
ENTER ACCOUNT NUMBER 
dNPUf TYPE='MSR't`T SQE=40 NANE=eccamh 
ENTERMAOIAVT 
<IVPIJT7YPE='AMi'SQE=8 WWE-amanD 
41VPUTTYPBeP1JTO6U9vIT'> 

<IBOOYy 
vH7Tula 

1 b. Transaction Accepted Response 

X510 
<B00'Y> 
<FOF#A ACSION-TOPRINTER A+EiHOD-P'OSi> 
JUNE 11995 1Q3DAM PURDU1SE<IP> 
TERMINAL ID. 99g9g9999CP> 
ACCOUNT NUMBER 
EXP DATE 9&9914p> 
AMOUNT $999999flp> 
AUfH NUMBER 99999999De4p> 
vR' 
----------------------qpp 

CUSTOMER PURE cly* 

rrrevv 
d600Y> 

1.c Transaction Declined a Submit Error Response 

X520 
<BOOr> 
DECLNm4VE5SAGE> 
dBODt'> 
4FfIirL> 

FIG.14 
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EXHIBIT 
PAGE 2l OF V 3 

2a. Transaction Request HTML"D 

\550 
<BOOY> 
<Ofavt ACTYOtV-~LkiL 
METHKJD=SCIL'BEGIN TRAN 

IF NO? EXISTS ( SELECT substring(accaurit 1, 20) FROM mutt table) 
BEGIN 

INSERT TABLE=4ogjabk VALUES=(ge0dame0,tid whstrirg( account 1,2U), 
substring( account 21. 4), artnuN 

END 
ELSE BEGIN 

SELECT' FROM errnr_tabk WHERE error_ra=1 
RETURN 

END 
INSERT TABLE-0rder_table VALUES=( gehdaoe, aai_nanraddressdyt s~ vR 

part_oode, und~rice, roc ship_meltqd. Oip_chr9. u*-Price + tax 
shiP_chM3 stibstrin9(axouni 1 . 20) fubstrinp( account. 22 4)) 

SELECT " FROM order_faWe WHERE trandate = 9coda6e0 
COMMIT TRAN> 

cNRJTTYPE-r'iDfT'5lZE-30 NAI~rs3rw-4pa 

<NRJf iYPE-'TDCi" SIZE=-00 NMdE=addre~ 
COY. 
<WRJTiYPE='iEXT" SQE=M UME-c4oqs> 
STATE: 
<K"iJf TYPE='TDCT" 5l2E-21yME-AAp 
ZJR 
<NWIJT TYPE-'TEXT' SEE=10 NfWEAv 
SCAN PART COOS 
drF1JTTYPE='9Glff SME-9NFWE=pertwds>-ApP 
B4TER UNIT RACE 
4NPIIilYPE--Mf" 512Z=6 NNuEauipioe~~ 
TAX 
dJPUT1YPE--'PMf' S9 Em 5 NqE- ft o-4~ 
SHIPP1dC' hEi}M 
d,FLfflYPE1'TEXI'SUM=fONIWE-IiP_me~=O-A'>' 
SHIPPINGAMOUNT 
dNPIlT1YPE=AMi'SSZE=5 NWrE3hP dirg,4p 
SUOE CAM 
4411T IYPE='MSRT'I SM-ID DWhE=axarOUGv 
Q4FUT TIPE1'S1.E11tT' ~ 
vFOF#v0 
<PBOO'Y> 

FIG. 15A 
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2.h Transaction Accepted Response 
555 

<BODI'> 
¢OFiM ACTIOP--T0 PR9JTER MEft-IO~> 
ORDER # ~ APPRCT/EDX(y 
JWE11995 1030MA PURCW4SE4P> 
TEPMIh1ALID: 99A999B99dP> 
NAME ~Jp~ 
ADORES,S:~Av 

VP' 
qTY: 
STATE)OC ZIPJOOOOOOOOOCjv 
ACCDIJNTMLUBER 
Dp DATE +1v 
R4RTCOOE 999ffi6BABrAp 

SFiPhEiHOD)OOOOOO(CFiARGE 
TUUV.PMOLKT $999999r4p 
AIJTH MJ1ABER 99'9)'lpP 
40 

---------------------~lP" 
Q15mIJE3tSa'ATUw4p 

qFORAP 
vBODY> 
<hiT1uL> 

2c Transaction DecEned or Suhrtrit Error Response 
q.frm> X560 
<BODY> 
DECLNm <errorcads> 
yB00Y> 
.1HTNdi 

FIG.15 B 
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3.a . Transaction Request HTAAL+p 

<HTML> 
<BODri 
<FORM ACTION base URL 
METHOD SQL 

"INSERT TABLE-0rder table VALUES=( geUdateQ, cut name add2ssciqt state. zip, 
Part cods unit-~rm fax ship method ship_chrg,urvtjxice + tax + 
ship _chr9 . subsfin9( account 1 . 20) .subsfirg( accourX 2Z 4)) 

SELECT " FROM under table WHERE trandate = geOdaLaQ-> 
<INPUTiYPE='LOCAL NAME 
CUSTOMER NAME 
<INPIfT TYPE=-MM SIZE=3O NAME=mist narne><Jy 
ADDRESS: 
<INPUT TYPE='fDCT" SIZE-4O NAME=addressxlp> 
ClTy. 
<INPUT TYPE="TEXT" SIZE--W NAME=city~ 
STATE 
INPUT TYPE="TDCi' SIZE=--2 NAME--State 

ZIR 
<INPUT TYPE='TDCT" SIZE=10 NAAAE=add255>4'v 
ENTER PART CODE 
dNPUT TYPE='TEXT" SIB=10 NAME=part codexlp> 
ENTER UNIT PRICE 
<INPUT TYPE= AMT" SIZES NAME=unR_pricexlp> 
TIUC 
INPUT TYPE=i4MT' SIZE=S NAME--taxxlp> 

SHIPPING METHOD: 
<INPUT TYPE=-TEXT' SIZE--10 NAMEZhip metham4p> 
SHIPPING AMOUNT 
<INPUT TYPE= i4MT' SIZE=S NAMEwship_.chrgxlp> <irvaur TYPE="suennir > 
asoa» 

FICA 6A 
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3.b. Transaction Accepted Response 

cHTML> 
<gppy> 
<FORM ACTIOrbN PRINTER MEfFIOD=POST> 
ORDER # 99999999'99 APPROVED4p~ 
JUNE 1 1995 1030MA PURCFWSEdP> 
rEFUru+Lis ssssss9ssw> 

am. vw 
STATE b( aP:"00000000C<0v 
PART CODE 91p 
LlNrr PRICE $999929-413> 

TCJTAL AAAOUfJC 994p> 
4FOFiIW 
<FORM ACTION-41e nary MEl}iOD=PAYWBNT> 
-cIPPIJT TYPE=AUTOSUBMIT> 
4FORfuD 
dBOOY> 
vH7NL> 

3.c . Transaction Declined or Submit Error Response 

<}i1M> 
<80DY> 
DECLINED motor oode> 
<1BOOK:,-
vH'RNL> 

FIG.16B 
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4a Transaction Request HTML+D 

4iilvL> 
<BOUY> 
~~ PGTION=SCR1 trETF-~T;- 
<WPUTTYPE="LOC11L" NANE=bc> 
SUDS CAM 
<1NPUT TYPE='MSRTT SRE=-00 MAbE=racim 
ENTER AACW,. 
<WPIJf TYPE-eAMT' SIZE-6 NAIuE=srrarrt> 
4NPUTTYPEs~'LOC.PL NAME=wark_Vvo 
GNPUT7YPE='AUTO6UBMT'> 
vFOFwD 
<JBOflf> 
vl-ITA1> 

4.h Transaction Accepted HTML+D 

4iTTvL> 
400Y> 
¢ORA ACTION--TO PRNfiERMEf}IOD=P067> 
L14TE9TA4-QP> 
ACCOUNT NUIuBER 
DF d4TE 99994P 
AMOIJNT 
AUTHNUuBER 999v 
4FOFdub 

<IBODY> 
<lFRtii> 

4.c. Transaction Declined or Submit Error Response 

4{T"-> 
43001'y 
DEty tin error code 
4BODf> 
4HTM-> 

FICA 7A 
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S.a Transaction Request HTML+D 

cH71yL> 
<80DY> 
¢ORM ACT10rkSCR2 MET}IOD=POST> 
<INPUT TYPE-'LO(.AL" NAME--fiA 
ENTER PIN 
4NPUT TYPE='H4SSYVORO" SIZE-4 NAME=piv 
ENTER AMOLINT 
4NPUT TYPE-~WT" SIZES NAhE.=arnard? 
<1NPUT TYPEeLOCAI_" NAME-Alork key> 
<INPUT TYPE--"AUlOSUBM'T'> 
<1FOFduD 
<IBODY> 
4HTMU 

S.h Transaction Accepted HTML+D 

<HTNL> 
<6ppy> 
<FOFiM ACTION4=TO PRINTER NIETFiOD=POST> 
DATE-9909M TwIE9999A,IP> 
ACCOUNT NUMBER 
DP DATE 9999 
AMOUNT $999929c4p> 
AIJTH NUMBER 9999999991JP> 
4FOFtf4- 

<IBOCK> 
vHTM.> 

S.c. Transacton Declined or Submit Error Response 

<MMI.> 
<BOOY> 
DECLINED <errorcade> 
</BODYy 
4FRM> 

FIG . 17B 
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6.a Transaction Request HTML+D 

viTTuL> 
<SOaY> 
FORM ACTION~URLMETHOD=POST> 

cINPUT TYPE="LOCAL" NAME 
SLIDE CARD 
<tNPUT TYPE="MSRT2" SIZE=4O NAME=traclQ> 
4NPUT TYPE-"PIN" SIZE=d NYWE=pin> 
ENTER AMOUNT 
QNPLJT TYPE= AMf" S¢E=8 WMiE=amount> 
<INPUT TYPE--'AUTOSUBMII'> 
4FOf&D 
v800ri 
<AiIML> 

6.ti Trasaction Accepted FITNL+D 

<F{TTuL> 
<gppy> 
<FORM ACTION--TO PRINTER METHOD=f'061y 
pATE99F-919'9 TlME9999AeJP> 
TFJ7MUVP11D: 999999999cIP> 
ACCOUNT NUMBER 
FJCP DATE. 99f994?> 
AMOUNT $9999-CSWR> 
AUTH NUMBER 9999999994P> 
dFOfiND 
rv-rrnOv 
<1BODY> 
uFiTMi> 

6.a Transaction Declined or Submit Error Response 

4fTM> 
<BOD1f> 
DECI ..Edm error code 
<NpUT TypE--ZDW NAME=nqrk laey VPLUE-
<ABOOY> 
qhfTtid> 

FIG.18 
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7a Transaction Request HTML+D 

41T1vL> 
<gppyS 
<FOFifN ACTION~URL 

fuETi-IOO=SQL 
'1F DOSTS ( SELECT account FROM check table) 
~/[~~ SECT " FROM che~-k ~tayb~le~ ~V~N_~-IEpR~E accarY= DLl4accourd 

~~p~Jq~ C ~.JC~~J~G~YYL~L.C~L/T -~ eITDf 1ou~r "lricncEfIwrlo-l~ 
<IIVroy 1 ~1 rG- IW~L~ IY=IW 

SCAN CHECK: 
yNPUT TYPE--war SIZE--M NAW=accourP 
ENTER AMOUNT 
<INPIJT TYPE="MMT' SIZE=S f3MAEh 
4NPUT TYPE= AUTO6UBMT'> 
4FORND 
4BODY> 
<AHiW> 

T.a TransacGm Accepted Response 

diTM ;o 
<BOUY> 
¢ORM ACTIONkii7 PFtNfTER fuETl-lOD=P06T> 
d4TE9999RJ8 1hIE99994P> 

la 
ACCOUN7 MJMBER 
AMOUNT $8968.9xp, 
AUTH NLIrBE2 99BB999994P> 

rrrFOv 
<IBOOY> 
4FiiNL> 

T.c Transaction Decked or Subrtit Error Response 

4RM> 
<BODY> 
DECLINED <arnr cocle> 
4BOU> 
4HTM> 

FIG.19 
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IVAAE=CCOU(ia 

8h Transaction Accepted Response 

NEfHOD-P06T> 
RJRqFWSE4P> 
99B9BBB9B4P+ 

6BBg9m89BBB9aP~, 
9999~~ 

----- -CUS70hSi51CaJATUREvba -~ 

8c Transaction Dec6riad or Subrrut Error Rcsporm 
4iTTuc> 
4300Y> 
DECLWED QF-SSNCE> FIG.20 

EXHIBIT E 
PAGE ~ O ~3 

8a TransacEon Request HTML+D 

<HTML> 
<gppY> 
CORM A 

Sheet 21 of 25 US 6,694,387 B2 

EfRCUOrl~ 

$IZE=8 NAME-aTquri> 
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9.a Transaction Request HTW+D 

d4TMl-
.43OQY> 
CORM ACT10N6diase_URL 

METHOD-SQL 
SELECT fields FROM fable WHERE cordbm> 

-INPUT TYPE-J'LO(',AL NAM=bcD 
BNiE2 SEARCH TABLE NAME 
4NPUTTYPE--fD(T'SgE--10NAME=able> 
,4T62 SFAR(}i FIELDNMAES 
<NPUf TYPE--'TDCf"SUE=f00 NAh£ 
ENTER SEARCH OONDtTIDPk 
4NPUf TYPE='fD(T' SIZE=6O NMrE-candbav 
4NRITTYPE=AU'ICSU9rfit-
aFORlb 
v80QY> 
<A~i1rL> 

9.h Tmsaction Resp=ue 

d4iMa 
<EIODY~b 
ffOfd1A ACTIOPkTO PRINTER tiETFIOD=P'OST> 
F1ELD1 F1ELD2 RELD3 - RElDN IVv 

X000( X'A00( X000( )0000( 4p' 
)0000( )OOOP( X000( )0000( 4~ 

)0000( X000( X000( )0000( ~lp~ 
UFOR1bD 
eIBODY> 
vFfINL> 

FIG.21 
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10.a Transaction Request HTML+D 

<H'ML> 
<BODY> 
<fORM 

INSERT TABLEm4og_fable VAWES=( ge0daroa(~ ud gros4_sales, opn_cFks, wads. 
emP_dis4 mgr disc ~ card. man ow. coupons, sales hax c_dep1 . c_dep2 
c_dep3. c_depa, dxZiund~cc_deR~_n4 chr8_sabs, paid_ouls. co sales. 
a sales, sales, gross sales-opn_chks-wids-emP dsc-mgr_dsc-vip_card~ 
man aer-coupor~s-sales Tax.9r'ass salea-qxi chks-wirJs- 
emP_disc -mgr_disc -vip_cad-rrmn_aer-coupais-c_depl-c dept . 
c deP3-c depa-c!q tund-ec dep-batch _ro- sales-Paid outs) 
SItECT " FROM ~o~ ~k WHERE trandate = se 

<INPUT TYPE='LOC.I~L' fVAI~~ 
ENTER GROSS SALES: 
<INPUT TYPE= ANfT" SIZE-6 NMAE=groas_sales> 
ENTER OPEN CHECKS: 
INPUT 7YPE='INT' S¢E=7 NAMES chkv 
ENTER VOIDS: 
<INPUT TYPES INT' SIZE=7 NAME--vvids> 
ENTER EMP DISCOUNTS: 
<INPUT TYPE='INT' SIZE-7 NAME=elnp_disc> 
ENTER MGR DISCOUNT: 
qNPUT TYPE='INT" SIB=7 NMAEangr_disc> 
INTER VIP CARD: 
<INPUT TYPE='INT' SIZE=7 NAAAE=rip_card> 
ENTER MANUAL CNERRINGS: 
<INPUT TYPE='INT" SIZE=7 NAMEanan ouer> 
ENTER COUPONS: _ 
<INPUT TYPE="INT' SIZE=7 NAhE=coupais> 
ENTER SALES TAX 
<INPUT TYPE= AMT' SIZE=S NAME-Sales tax> 
ENTER CASH DEPOSIT 1: 
<INPUT TYPE= f1Mi' SIZES NAMEx depl > 
ENTER CASH DEPOSIT 2 
<INPUTTYPE=AMT'SIZE-8 NAMEmcdep2> 
ENTER CASH DEPOSIT 3: 
cINPUT TYPE= AMT' $IZE=8 NAME=c_dEp> 
ENTER CASH DEPOSff 4: 
<1NPUT TYPE-= AMT' SIZE=B NAME-c_dep4> 
ENTER CHANGE FUND, 
<INPUT TYPE= AMT" SIZES NAME=chg_furxA 

FIG.22A 
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ENTER CC DEPOSIT: 
<INPUT TYPE= AMT- SIZES NAME=cc dep> 
ENTER BATCH 
<INPUT TYpE='INT" SIZES NAME=batch no> 
ENTER CHARGE SALES: 
<INPUT TYPE= AMT' SIZES NAME=chrcg_sales> 
ENTER PAID OUTS: 
<INPUT TYPE='1M'" SIZES NAME=paid outv 
ENTER CARRY OUT SALES: 
<INPUT 1YPE= AMT' SIZES NAME=co sales 
ENTER CREDIT CARD SALES: 
<INPUT TYPE= i4MT' SIZES NAME=cc sales> 
ENTER TAX EXEMPT SALES: 
<INPUT TYPE= AMT' SIZES NAME=te sales> 
<INPUTTYPE='AUTOSUBMIT^> 
QFORND 
<BODri 
<lHTML> 

10.h Transaction Response 

EXHIBIT 
PAGE 3? nF Y3 

99 
99 
99 
99 
99 
99 

-----------------------vrl 

NET SALES 99999994P> 
dVERISHOfiT 99??4?9<!P> 
vFORNt~ 
-cIBODri 
<lHTML> 

FIG.22B 
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11 .a Transaction Request HTML+D 

<HTML> 
<gppYr 
<FOwM acnoranMULTo : magi to> 
ENTER MAIL ADDRESS: 
<INPUT TYPE=`fEXT" SIZE=20 NAME=mail tw 
ENTER MESSAGE: 
4NPUT TYPE='TEXT' SIZE=100> 
<INPUT TYPE='AUTOSUBMIT'> 
4FORW 
vBOOri 

`'"r""' FIG.23 
SYSTEM 

DEFINITION 

PROTOCOL DATABASE 
DEFINITION ( I DEFINITION 

APPLICATION 

FIG.24A 

SYSTEM 
DEFINITION 

EDRiDR 

CLIENT 
FILES 

FIG.24B 
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Data transaction system which communicate with a 
phuaGty o['emole 4rmiuaLS to transferinfortnation used to 
complete a transaction or compile a database are well 
known. Typically. such systems include a central transaction 
processing system whiff may maintain a database of infor-
mation rich u customer or wnwmcr clan . Exemplary 
information in such a database may include customer 
identification, customer account numbers, credit limits and/ 
or account balances from which a customer may draw. The 
central transaction processing system is typically coupled to 
a plurality of remote trarisa on or data input terminals. 
Transaction computers may include special purpose device 
such u automatic teller machines (ATMs), point of sale 
(P'OS) terminal, credit and terminals, and screen phone 
terminals. Semen phone terminals am devices which inte-
grate a telephone with an ATM-tilce device and possibly a 
magnetic card swipe reader. Data input term ol may 
include personal computers (PCs) interfaced to data collec-
tion devices or special purpose data collection terminals or 
monilu'S 

In these (mown data transaction system, a user usually 
initiates a transaction by requesting ~ to funds in au 
cannot or from a cwt line maintained by the central 
processing system . The request is transmitted to the central 
processing system which perform a verification to deter-
mine whether the user is a valid user of the system, has an 
account within the system, end that she mount of she 
transaction is within the limits of the consumer's credit line 
or that the user has the requested funds available in in 
casting account monitored by the central processing~ sys-
tem. The central ping system then vansmits authori-
zation far or denial of the transaction to the remote terminal 
Iv response to the menage from the central processing 
system, the remote terminal dispenses cash (f« an AIM) or 
the merchant provider the goods being purchased to the user 
if the suthori7Ation menage iudiuta that the mosumer's 
Curds will be transferred to the merchant's aocouna. Similar 
communication exchanges occur in clan systems where 
electronic documents and other info`mation tie provided to 
a ¢ntril site for compilation or processing . Consequently, 
this background discussion applies to all such treauction 
and clan system . Though the remainder of the di=m on is 
directed w v---action system, the reader should appreciate 
that the comments also apply to clan systems u well . 
The remote terminals may be coupled to the central 

processing system is several ways . For example, in some 
'ATM systems, the ATMs am, coupled to the central process- 

EXHIBIT 
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SYSTEM FOR ENABLING SMART CARD 
TRANSACTIONS TO OCCUR OVER THE 
QJ'fERNET AND ASSOCIATED METHOD 

This application is a motinuuiou of co-pending appli-
cation Ser. No. 091907,076, filed on Jul. 17, 2001, which ;s 
a continuation of application Set. No . 09/314,266, filed o0 
May 18, 1999, cow U .S . Pat . No . 666,967 which is a 
cAOtiuuation of application Set . No. 08N95,123 filed Dec . 
19, 1997 (now U.S . Pat . No . 5,905,908), which is a oon-
tinuation of application Set. No . 08/493,772 filed Jun . 22, 
1995 (now U.S . Pat . No . 5,742,845). 

FIELD OF THE INVENTION 

This invention relates to clan transaction systems, and 
more particularly, to data transaction systems tun g non-
standard input/output devices. 

BACKGROUND OF THE QJVEN'IION 

ing system through dedicated telephone or other data com-
munication line . These systems are p'cFcned because they 
provide a relatively high degree of security sins the dedi-
cated data lice coupling the aolnl processing system to the 
ATM is not generally accessible by members of the public. 
The physical security of the dedicated data lice is, however, 
expcavve because no other traffic may utilize the lint . Thus, 
the met of leasing the dedicated line to an ATM with 
relatively low volumes of traasaaiom may yield a high 

10 communication cost per transaction. 
I0 au effort to reduce the communication cost per 

transaction, some transaction or data system utilize tele-
phone lines through a publicly-switched telephone network 
(PSTN) which may be accessed by other members of the 

1s public . Specifically, devices such u credit card ruminate 
and sceen phone terminals typically include a modem 
which converts the digital mesvga of the remora terminal 
into frequency modulated analog signals whiff may be 
uansmttted over telephone lines w a modem at the central 

2a processing system . In other systems, the terminal may 
communicate digital data directly over ISDN lines of the 
PS7N In the central processing system. This line of com-
munication between a remote taminil and the central pro-
cnsvng system is performed by having the remote terminal 

;S div a telephooe camber associated with the auvel procea-
iug system w establish communication with the central 
pug system . This type of mmmunicatiou path is 
relatively secure because the switching networks for the 
communication traffic through the PSTN am, not readily 

3p accessible by the public and during the oowx of the 
financial vausacboq only the central processing system and 
(emote terminal are m the line. 

Regardless of she communication method used to couple 
the central processing system to the remote terminals, the 

3s protocol and data formats used between the devices is 
typically proprietary. That is, the operator of each financial 
transaction system designs its own protocol and clan ma-
sage format for communication with the pracessar,r at the 
central sin or generates a variant within a standard such u 

ea chose established by the ANSI committee or the lice (or such 
communication. AS a result, the remote terminals must 
include software that supports etch operator's protocol and 
message fomtts in order to be compatible with an opera-
tor's central site . For example, application software in a 

as credit terminal such u the 772ANZ330, TRANZ380, or 
OMM390 manufactured by VeriFonc implement one or 
mom of the communication pmtoook and formats for 
National Dun Corporation (NDC), VISAINET, 
MASTERCARD, HUYPASS, end National Bancud Coryo- 

so ration (NaBANCO) system proauors in older w support 
transactions with the most popular transaction ccntem 'Ibus, 
the communication software absorbs a significant amount of 
terminal resources which could be used b sport older 
terminal operations . 

ss A (elated problem vises from the expanding home bank-
ing Market. A customer of home banking system typically 
uses a wean phone terminal or a personal computer (PC) 
having a modem to establish communication through a 
PS7N w a central transaction processing system . Again, the 

so openlor of the central processing system must provide 
information regarding the data message Colmus (or mm-
muoicating with the central processing system W a vendor of 
software for the home banking terminals or must provide 
that soNwett to its customers. A5 a result, home banking 

55 CILStomCrs must pltlchLSC software b COnimIIWCaIG wl/b 
each banking system of which the customer wants to be a 
member. This cow and the need to insUll additional com- 
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municatioo programs may make some consumers reluctant input is expected from a standard keyboard, and files am 
b be a member of mope thau am banking system or to transferred to standard peripherals such as a hard disk or 
change banking system. diskette drive. Especially absent is the ability in open 
A commuoialiou system becoming increasingly popular network protocols for communication with devices (bar only 

and which provides standardized communication is the 5 sue communication interfaces such u RS-232C. As a Icsult, 
Internet- 73e Internet is an open network of networks which communication over the Internet is primarily performed 
commminte through a vuicty of physical communication with standard PCs through network communication methods 
devices such u telephone lines, direct communication lines, and interfaces . 
and the tike . Each network is coupled to the main Internet This pmunLS a cumber of problems for home banking or 
network for communication through a host computer sup- ~p for interfacing non-standard I/O terminals such u credit 
porting a TCP/IP rower or bridger. The bast computer cudterminals orscreen phooubopen networks such uthe 
typically includes s program, frequently called a Web saver, Internet either mealy or through a PC . Generally, non-
which acts u s gateway to Iesources at the host computer standard VO devices are devices which interface to a PC 
which may be resident on the host computer or a network through a port not normally used for networks, such u a 
coupled to the host computer. Each server has an address 15 RS-132C port, or ue devices which have limited input and identifying the location of the msonrces available through output capabilities such u smell sheen displays or ten 
the Web server. The rower rccogaias communication for keypads . 7Lese devices at not supported on the Internet 
the server and directs the menage to the server w it because servers use proinrnk that communicate with PCs 
recognizes that the communication should be forwudcd to supporting standard QWERTY keyboards and standard 
mother server. As a result, communication within the Into- zp monitors . Consequently, users am limited m entering 
net may be point-lo-point, but more likely, the commit, ". account numbers and the like though a keyboard of a 
tioo pith is a somewhat circuitous am with the information PC-lilce device for processing at a central transaction pm-
pas5ing through the routes of multiple carvers before reach- cessiug system . To request a transaction, one need only have 
ing its final dntiaatioa a person's emit cud annum amber. If the credit card 
A number of message protocols and formats hive been u cumber had to be input through a magncuc cud reader, 

developed for the Internet . The physical communication unauthorized access to a austomu's account would be less 
protocol and data message folmu is the Transport Control likely nom physical possession of the swirl cud would be 
PmtowUlntemet Protocol (fCR/IP). The TCP/IP protocol required w initiate the anmsaiua 
involves multiple layers of encapsulating haderscontaining Mother limitation of the standard UO devices currently 
communication information which am used in provide byte 30 supported by she open network pmtocak is the lade of 
streams or daugnm mmmuniwions to computers; on the encryption . For example, PIN pads, which are typically 
networks coupled to the Internet . Fnnpsuliled within 'fCP/ incorporated in ATMs, automatically encrypt in hardware e 
IP butlers tire pmwmb which are used b format the data PIN entered by a cur. Such devices typically encrypt the 
menages or uaos(er data from one computer m another number by implementing a data encryption standard (DES) 
computer coupled to she Interact . These protocols include 35 algorithm in hudwve before the PIN is trmamitvd or 
File Transfer Protocol (FI'P), Simple Mail Transfer Protocol sromd. When a standard keyboard is cud to input the PIN, 
(SM7P), Post Ova Protocol (POP), 'hlue4+od Hyper Text no hardware encryption is performed and, as i result, an 
Tnnspon Protocol (HTIP) . The advantage of them proto- unenctypted copy of the PIN is provided to the memory of 
cod is that each provides a standardized communivuon the PC . Storage of uoeocrypted PINS is in contravention of 
forma for transferring information between computers on ,a current banking regulations. If PIN pads mull be read via 
the Internet . The= protocols me typically called open sys- Internet pmlocols, then wed a lapse in PIN security would 
tern protocols u they ue publicly known and may be be less likely to occur. 
utilized by any programmer to develop programs for corn- Another Il0 davits not supported on open networks am, 
muniating with another computer coupled to the Internet. smart cards which are increasing in use. Smut cads include 
These oou-proprietary protocols have contributed to the ,5 a pmassor anti memory in which information reguding the 
aazptmce of using the Internet u m open network for amount of funds in a paniculu account, a vansactiw 
coupling computer networks together. history, account numbers, sad customer data may be stored . 

While the Internet provides an open network for computer The cud may be red through a mart cud reader which is 
communication with publicly accessible protocols and a computer having a processor end memory but usually 
formats, the Internet suffers from a cumber of limitations sa provided with non-QWER7YIceypsds and limited displays . 
which pmchde its effective use as a tnnsaaion or data A transaction processor cosy validate a and owner through 
system which uses non-standard UO terminals and devices. a PIN provided through a keypad, determine the amount of 
First, cvctitau mmmuniadon presents a number of sect- money remaining on the cud and debit the card itself for a 
rity issues for suit a system . For example, a Web server transaction amount by communicating with the surairt card 
could incorporate a tourer which examines the address of 55 reader wish one of the proprietary protocols discus va 
each message mining through it end upon recognizing nn above. Such information is not tidily obtainable by the 
address associated with a central transaction processing owner of the cud and m -mot be entered through a 
system, copy the data menage for the unauthorized retrieval keyboard or the like. Smut cud readers am non-standard 
of cu9nmer-sensitive information such as account numbers devices which may be coupled to & PC through i COMMl 
and personal identification numbers (PINS) which may be so or COA412 port However, none of the staticlud protocols 
mnuined in the message. and message formats for open network communications 
A second limitation of open networks such u the Internet Hotly provide UO operations for such devices . 

is that communication on such =marks is only supported All systems which attempt to provide three piny cvm-
for computers acting as servers; or clients Specifically, ell of muuication W execute an electronic transaction suffer from 
the protocols sad fo[mus arc constructed for sundvd 65 a =her of limitations which present risks greater than 
input/output (V0) operations for a PC Terminal . That is, text those in a no`mal tnnsection performed at the point of sale. 
information is directed to a staudud monitor careen, user In a typical point of solo (P05) transaction, the consumer 
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The present invention provides transaction and data sys-
iems which may be implemented on an open network such 
u the Internet. The system comprise s server for commu-
uicatiug in an open network protocol and a phuality of 
input/output (U0) devices coupled to the server through an 
open network, the UO devices communicating with the 
server in the extended open network protocol the supports 
communiutioo with mu-suodud UO drias over the open 
network. The system of the present invention provides a 
server with the capability of communicating with a number 
of V0 devices useful in transaction and data systems which 
huctnfo'e have beau unsupported on an open network 
system such as the Internet 

The system of the present invention is implemented by 
extruding present open network communication protocols 
and data message formats to communicate with non-
standard VO devices either coupled b an open network u a 
client or coupled to m open network through a client, such 
as a PC, nadir cud terminal, screen phone, or PDA- That is, 
commands which we compatible with the communication 
schema of a presently-impletneoted protocol for the Internet 
are used and additions tie made a commands implemented 
"thin the mount structure of that existing protocol to 
support coo-uandud UO device communication. AL the 

EXHIBIT 
PAGE OF 43 3 

hands a debit or credit card to a merchant's agent who may 
examine the card for security markings such as holograms, 
watermarks, or a cardholder signature . The agent then places 
the card into a reader fm acquiring information from the cud 
and, in some cases, have the wa5umer enter a PIN into a PIN 
entry device which encrypts the PIN in a hardware imp]c-
menlrA scheme . IC the PIN is entered, it is transmitted with 
the information from the cud W a processing center, rypi-
cally in one of the formats discussed above, under a X.25 
protocol or the lilce.'Ibe processing anger returns an autho-
rization granted or denied message. The reader typically has 
a printer coupled w it through an RS-232C port or The like 
and a purchue agreement is pointed . The commoner signs the 
agreement, We merchant's agent may verify the signadue, 
and the merchant retains an original of the agreement and the 
consumer a copy. In this scenario, the membaDt has initiated 
the communication to the processing center. The safeguards 
noted above permit the processing center b charge a met-
chant a lower processing fu than when a consumer initiates 
s transaction. Consumer initiated transactions present a 
greater risk because the consumer provides an agent an 
account number in a telephone conversation or non-
encrypted D7MF tnnsmitsion . Thus, there is no card 
inspection, signature verification, or PIN verification . As a 
result, such transactions tie limited to credit curie because 
debit curie require that the cardholder be present to Cuter a 
PIN into au appropriate PIN envy device . 
What is needed is a system shat permits consumers remote 

from a merchant to order goods end present payment in a 
secured manner so the mere6ut's risk and processing casks, 
u well u a cardholder's exposure: to feud, is reduced. What 
is needed is a way for a processing center to communicate 
through m open network with non-standard I/O devices 
such u credit cud terminals, personal digital asusturts, and 
wean phone terminals or with non-statadard 1/0 devices 
coupled to the open network through a PC or the hlce . What 
is needed is a tnmaaion or data system which uliluu au 
open network such u the Internet to mpport electronic 
transactions or den compilation in a secure manner without 
undue limitation u to the devices with which commumu-
uon may be made . 

SUMMARY OF THE INVENTION 

server, the extended protocol is further supported by a 
common gateway interface (CGI) which coovc'LS the com-
municauoo from a non-standard 1/O device to a format 
which is compatible with a transaction or data application 
program which may be executed on the server or a computer 
coupled to the carver. ID this manner, the CGI permits the 
processing of the extended capability commands e be 
segregated from the communication functions performed by 
the server. 

10 Preferably, the server end the VO device communicate 
through au Internet protocol and most preferably, the Hyper 
Text Transport Protocol (HTTP), to eu6ange data between 
an application program and non-standard 1/0 devices met 
an open network. Although HTTP is the preferred protocol 

Is used to implement the present invention, other protocols 
such u Tclnct or SMIP, for example, may also be extended 
in a simile marmot. Specifically, the HTTP protocol is 
expanded to communicate with printers, magnetic cud 
Icaders, credit cud terminals, smut card `eiders, cheer 

.o readers, PIN pads, bar-code readers, PDAs, or the LYe, and 
includes a commend which imvucts a non-sundaid 1/O 
device m disconnect from the open network end re-couple to 
a transaction processing system m transfer funds from a 
consumer a=mt to a merchant account thiwgh a P57N or 

3 dedicated data line . By using hex extended capability 
commands within H7'14. a processing system may operate 
on an open network such u the Internet and communicate 
with transaction or other den I/O devices which have not 
previously been able b couple W such open networks. Such 

30 a system may be used W execute a transaction between a 
consumer and a merchant so the merchant receives rcmit-
unm information in a timely manner. The system permits 
the consumer to initiate a trausfctioo and order from a 
merchant and then use a mope serve link supported by PIN 

3s entry devices or the like in reduce the risk of baud for the 
transaction . 

Because the server may communicate through such open 
networks with non-standard I/O devices, the transaction or 
data processing system is available for the ever<xpaodiug 

ao market available through the IuICmcL Such a system is able 
in communicate with mnsundetd UO devices in myriad 
locations such u retail establishments or in crinstimers' 
homes. For ezmple, a consumer may utDi= the standard 
capability of au Internet protocol to communicate with a 

as carver that provides information regarding services or goods 
(or sale war the Internet and then consummate a sales 
traawcboo by using the extended capability of the Internet 
protocol. Such a home coawmer could provide transaction 
data through a smut cud reader coupled w a COtvMl or 

5a COhIM2 port of a PC . A database program executing al the 
server for the central processing site may accept product 
ordering information from a non-standard keypad or touch 
screen associated with a screen phone terminal al the remote 
site and theca communicate with the smart cud reader to 

ss consummate the transaction. Such a transaction system 
requires that the coosumu have physical possession of the 
smart or credit ad and not simply knowledge of the 
aocouot number. IrYcavise, the sever would be able to 
communicate with a PIN pad or the like to crimm the 
hardware 60 encryption of PINS cud other data before it is 
transmitted in the server sic. Such a system is less suscep-
tible to consumer fraud 

Another feature of the present invention is a PAYIvMIJ'I' 
command implemented in the extended Internet protocol 

55 Wad directs a non-standard 1/0 device or a PC interfaced 
with such devices w communicate with a transaction pro-
cessor through an allwative communication tide. In one 
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form, the PAYMENT command is used by a merchant 
terminal to submit a consumer's account cumber with a 
merchant deposit account number through a PSTN network 
or the Lace to the processing center. In another form of the 
PAYMENT commend, a client program in a consumer's 
terminal rc«ivcs an Account number for a merchant accomat 
from a merchanl'survcr wish the PAYME.NTcommaud On 
receipt of this command, the client program suspends its 
operation and paten the account cumber to a conventional 
bank processing program m-Iaidcnl in memory. The bank 
processing Program establishes a standard communication 
lids with s transaction processing system throw a dedi-
cated dam line or a PS7N network. Using that communia-
tion lint, 16e bank processing program exeates a commer-
eiil transaction using a standard VISA protocol or the like . 
The consumer may use a magnetic stripe rudtt and a PIN 
entry device w improve the security of the data transmisdoo. 
The transaction center may transmit remittance data over the 
open octworlc in the merchant so the merchant is apprised of 
payment and ships the ordered product. Once this consumer 
initiated traasactiao u complete, the bank processing pro-
gram terminates and mums control b the client program 
which may terminate communication with the open network 
or retrieve information from another server on the open 
network for another trmsaaioa to this way, the user may 
use We open network for amt-confidential communiauoo 
such u collecting product information, pricing. and product 
availability. 7Lis information may be collected quickly and 
efficiently using The extended Internet protocol . The mo-
ventinoal beds processing Program anti more secure com-
munication lids may then be used for the confidential 
information required for the traasacuoa Tbus, the present 
invention is able w combine the features end advantages of 
the Internet with the mope secure communication link and 
date security enhancing deviar of systems prcsendy kmwn . 

Preferably, an editor is provided which permits a user to 
define en application database table with dais fields, defime 
client application din fields, and define the inmgnted forms 
for communicating data between the defined database tables 
anti a client application. 73e editor verities the syntax of the 
user generated integrated forms containing extended Inter-
act protocol statements and client application statements . 
The editor ensures that the variable name for the client 
application anti the data fields for the database application 
cortcspood Following the geoeratiou of the integrated form, 
she editor parses the integrated form in segrcgate the dam-
base language statements from 16e extended Internet proW-
col statements. A database language identifier is substituted 
in the Internet protocol statements for the database state-
ments contained in the integrated form . The Internet p`oio-
col statements tie downloaded u a file which is interpreted 
by the client program for the collection= and submission of 
data from uw-sundud VO device to the database appli-
cuiou.'Ibe daubax language statements segregated from 
the extended Internet protocol sutements Am placed in a 
second file which is named w mnspood a the deubase 
able defined by the user. The CGI Application mcogaim the 
database language identifier contained in the fenwed forms 
of the Internet protocol sutemcms. The CGI application 
conelates the database idcotifiw with We file previously 
generated by the editor which contains the daube5c com-
mand statements . The application then towns the data from 
the returned form into the database commend statements md 
provides the m-integrated database command statements to 
the database application . In this manner, the dentine may be 
queried by or revive dais from the non-sundud UO device . 
Iv the most preferred embodiment, the editor permits a nest 
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S 
to develop integrated forms comprised of the extended 
IfIML language and sundud query language (SQL) dam-
base application statements . To this manner, the user dots not 
have to manually generate the SQL commands, the 1{TML 

s wmmaods, and carefully correlate the dam fields of the two 
commands in order to implement n transaction between a 
client and a database . 
'Mew god other advantage and features of the present 

invention MAY be diuzmed from reviewing the eccompa-
nying drawings end the detailed description of the invention. 

BRIEF DESCRIPTION OF i7-IE DRAWINGS 

The present invention may take form in various compo-
nents and arrangement of components and in various steps 
and arrangement of sops . The drawings arc only for pur-
poses of illustrating a p`eferted embodiment and am not b 
be mosuued u limiting the invention. 
FIG. 1 a a diagram of au open network system in which 

20 the present invention is utilized; 
FIG . 2 is a diagram of the format of the FORM and 

INPUT tags implemented in the preferred embodiment of 
the present invention ; 
FIG. 3 is a diagram of the preferred SQL commands 

25 supposed in the preferred embodiment of the present inven-
tion ; 
FIG . d is a flowchart of the high level processing of the 

client program which interprets the HTA9_ fibs of the 
preferred embodiment of the present invention; 

30 FIG . S is a 6owcbut of the H71vII, file processing 
performed by the client program of the preferred embodi-
ment of the present invention; 
FIG. 6 it a How+chan of the attribute processing for the 

35 FORM tag performed by 
the client program of the preferred 

embodiment of the present invention; 
FIG . 7 is a flowchart of the processing of the ACTION 

attribute for the FORM tag performed by the client program 
of the preferred embodiment of the peanut inventing 

,a FIG . 8 is a flowchart of the processing for the METHOD 
attribute for the FORM tag performed by the client program 
of the preferred embodiment of the present invention; 
FIG. 9 is a flowchart of the attribute processing for the 

INPUT tag performed by the client program of the pre&rted 
as embodiment of the present invention; 

FIG . 10 is a flowchart of the processing for the TYPE 
attribute for the INPUT vg performed by the client program 
of the preferred embodiment of the present invention; 

FIG- 1 i5 a flowchart of the processing for the NAME 
so attribute of the INPUT tag performed by the client program 

of the preferred embodiment of the prewrtl invention; 
FIG. u is a dictum of the forma for the ACTION 

attribute for the FORM tag performed by the common 

ss 
gateway interface between the Web server and an applica-
uoo program; 
FIG. ]3A is a dictum of the possible communication 

paths which may be used by an 110 device according to the 
principles of the present invention; 

so FIG. 13B shows an exemplary FORM tag and INPUT tag 
for the PAYMENT method implemented in a merchant's 
terminal according a the principles of the present invention; 

FIG. 13C shows an exemplary FORM tag and INPUT tag 
for the PAYMENT method implemented in a consumer' s 

ss terminal according to the principles of the present invention; 
FIG. 14 shows exemplary integrated sulemeva for a file 

used in the preferred embodiment of the present invention to 
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generate the HTML film for the client program and the SQL 
files for the application program for a cud initiated payment 
authorization and capture transaction; 
FIGS . lSA and H show exemplary integrated statements 

for a file used in the preferred embodiment of the pmseot 
invention to generate the HTML files for the client program 
and the SQL files for the application program for a bar code 
reader input with cud-initiated payment authorization vans-
action; 
FIGS . 16A and H show exemplary iutegrated sutemems 

for a 5k used in she preferred embodiment of the present 
invention to geoente the HTML files for the client program 
and the SQL 51a for the appGutiou program for a key input 
order with secure payment transutioo ; 
FIG. 17A shows exemplary integrated statements for a file 

used in the prefeved embodiment of the pms:nt invention to 
genenm the HTML 51a for the client program and the SQL 
files for the application program for a smart card debit (Type 
1) transaction; 
FIG . 17B shows exemplary integrated statements for a file 

used in the preferred embodiment of she present invention to 
gcnena the HTML files for the client program end the SOL 
files for the application program for a smut cud debit (Type 
2) truiwction; 
FIG. 18 shows exemplary integrated 9uements for a 51e 

used in the preferred embodiment of the present invention to 
generate the HTML files for the client program and the SQL 
files for the application program for a debit ad transaction ; 
FIG. 19 shows exemplary integrated statements for a file 

used in the preferred embodiment of the present invention to 
generate the HTML filers for the client program and the SQL 
files for the application program for a check verification 
transaction; 
FIG. 20 shows exemplary integrated sutemeuu for a file 

used in the pro&rted embodiment of the present invention to 
generate the HTML file for the client program and the SQL 
files for the application program for a customer [Iequency 
traasactioq 
FIG. 21 shows exemplary integrated statements for a 51e 

used is the preferred embodiment of the present invention m 
geante the HTML files for the client program end the SQL 
files for the application program for an item watch trans-
action; 

FIGS- 22A and H show exemplary integrated statements 
for + file used iv the preferred embodiment of the present 
invention to generate the HTML files for the client program 
and the SQL file fir the application program for entail store 
cod of day reporting; 
FIG. 73 shows exemplary integrated statements for a file 

used in the preferred embodiment of the psment invention to 
generate the HTML fibs for the client program and the SQL 
files for the application program for a store reporting an 
e-mail transaction; 
FIG. 24A is a diagram of a manual development process 

for the files interpreted by the client program and the files 
interpreted by the application program in accordance with 
the principles of the present invention; and 
FIG. 24B is a diagram of the generation of the files 

interpreted by the client program and the film interpmted by 
application program performed by m editor constructed in 
accordan« with the principles of the present invention. 

10 
1. The system 10 includes a Web servo u which is coupled 
to an open network 14 such u the lutema for commuuica-
tion with various 1/0 devices and terminals. For example, 
the 1/O devices which may be coupled directly to network 14 
include standard ll0 devices already supported by Internet 
protocols such u PCs 30 and non-standard Ib devices such 
u a screen phone terminal 16, a personal digital assistant 
(PDA) 18, end a credit cud terminal 20 . Other exemplary 
non-standard UO devices such u man card reader 32, 

10 personal identification number (PEN) pad 
34, magnetic cud 

swipe ruder 36, printer 38, or the like, may be coupled b 
PCs through non-standard I/O pons such u COPU71 end 
COMM2 pons or w other aria-standard UO devices such u 
phone terminal 16, PDA 18, or credit cud lefminal 20 . 
Typically, these devices am coupled to PCs or devices 16,18, 

I5 or 20 through m interface such u a RS-32C interface . 
Merchants a other vendors may use a Web server 2 In 
ooupk in network U to communicate with the devices and 
processing system 40. 
The Web smcr u it Preferably coupled to a Common 

zo Gateway Interface (CGI) application 28 which converts and 
communicams the data and commmd5 between the devices 
on network 10 and the processing system 40 so the lb 
devices do not have in use the database command language 
W interact with the database . System 40 and the devices may 

zs corrumun ;cate directly if they am implemented in the same 
language or if a user implements a communicatim interface 
such u CGI 28 that cortelues den fields in the client with 
those in system 40. Server 12, CGI 28, end the applications 
supporting system 40 may all reside on + single host 

30 computer or they may inside on separate computers coupled 
together by a local area network (LAN) a i wide area 
network (WAIF. Preferably, the application interfaces with 
a database which supports Open Data Base Connectivity 
(ODBC) and Structured Query Language (SQL) . 

3s The communication wetness between the UO devices 
coupled to the open network 14 end the Web server u are 
generally conducted in the vine fashion u Internet protocol 
communication sections am currently performed- That is, 
she UO device establishes a communication connection with 

°a Web server u, sends a request to the Web carver, the Web 
server responds in the request and the UO device or server 
close the oomeetioo. Preferably, the oonatandud 1/O 
devices a PCs interfaced m such devices selectively couple 
to a local acres port on the open network Id through a local 

es modem/ISDN connection. In this mama, the device is only 
coupled b the open network 14 when a transaction or a data 
operation is m be performed. While corrected a the open 
network 14, s device may access a number of servers to 
accomplish a purpose. For example, a device may couple to 

so a local awes port and communicate with a first server to 
check inventory levels M a site, communicate with a second 
server to order stock for the inventory, and oommunicue 
with s third carver to settle payment for the ordered goods . 
When all aspects of the uaasactiou am complete, the con- 

55 oectioo with the local access port is terminated . In the 
preferred embodiment of the present invention. the protocol 
used to transport data mcasages between Web server u and 
the UO devices coupled m the open network 14 is the Hyper 
Text Transport Protocol (H7"M, although other open sys- 

so tem protocols uuGaed on the Interest may be used . 
In stand" HTIP protooo4 a client program executing in 

one of the I/O devices may initiate communication with a 
server by sending a query mesvge of the formal 

A Transaction or data system constructed in accordance The message identifies the client at seeking eommunica-

with the principles of 16e present invention i5 shown is FIG. lion with a HTTP server at the 609 address on the specified 
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port . En the l1TIY protocol, the default vilue for the ppn is The METHOD attributes may include the GET, POST, 80 and the hose address is the Internet protocol IT) Address PAYMENT, or SQL methods . The GET and POST methods 
a£ the type aeu-km3wv is the art. The pech value setecs the are currently supported in snadani FITTP and Are well 
file in The 13'1'I? server which is activated in rrsponse to the known . TUe PAYMENT atinbule is A directive to deliver message and the search part specifies a query for ft selected s data retrieved by an INPUT command to a Private payment Me . )n the initial communication, !be query MAY be cmifkd M1,Hok for auehorvatioa and settlement and is not available 
w that the selected host We **n& to the client Program in cum (nmmct protocols. This directive is used 6y the before s query is processed. client Program to activate i conventional financial snasac- la ibe present ia++ention, The diem program uses a similar pon application which communicates with the traacaMion Message to imitate a tnnsac[ion Of data Operation. except to system over s dedicated clan line or P57N in a known that database commands as preferably embedded in a file at Pro~ocol such as VISA . Such an utnbuk is used where the the server 72 and not in tie "xamh put" of the command. More sccura Physical coanation between romou site and Although search puts may be eoas4^+icaeC is accardeoa with vaosactio¢ system and data encryption devices or the tike the principles of the present invention that support non- Art Preferred, The SQL method preferably identifies a dau-standard LO devices . Preferably, the client program inter- 
prcu Hyper Text Markup Language (H'tS~4.1 files mutaia- 1s base language 53s which CGI ZS uses w wrrdate data in tbe 
rag HTMI. commands for communicating data between Ii7ML FOAM w m imcnion or query command mnuiwd 
nan-sundatd [/O devices and server u. Most preferably, the in The 81a 
fiIML commands contain identifiers which ue used by the The peefereed formal for the INPUT tag which is used w 
LGF m pltoe du: returned in the forms of the HTML identity input operations is Alan show in FIG. 2. She I7PE 
commands into dash= commends for queries or data 1o and NAME attributes are used to define a non-standard I/O 
insertions for the database . i(IMl, is i command language device a local stnrage variable for the input of doll, 'IM 
well known for the retrieval ad display of electrome TYPE bold vQm 'licit," _Pusanrd," "ebxtboi," "radio," 
documents for standard UO devices such As PCs supported "submit," and "reset" ere Previously known- as ere the 6Y full wean mooimrs. QWER7Y keyboards, and standard Attributes NAME, VALUE. CHECKED, SIZE, and MAX-peripherals such As dud disk doves AM diskette drives. 2s LENGTH . To support the extended capability of the present 
Standard h-IMt commands use text and pnviousfy known itivwtioa, the TYPE Attribute preferably includes Attributes 
commands that reference Universal Resource Locators MSRI'1 for reading track 1 of a magnetic swipe reader, (Up") w support tha wmmuuiculan of ckttronic docu" M,,rRT7 for reading a magnetic swipe wader track 2, KEY 
cocas. These documents am film which may contain FITML for ceding input from s terminal command keypad, PIN for 
commands, tent, audio, video, or image dates The present 3o reading a personal identification number pad, BCW for 
inveatin¢ extends H17dLwith cemmaads that support cow- reading a bar code wand, MICR for reading a check mag-
municetioo between the saner and the uaastao3ird LSO ttyxoode tuskr,AIMfocreading adoWuamount riaakey 
devices, input mask, 1NT for reading an integer via a key input mask, 

in the HI'IP pfatowl, data may be obtained during i database with the INSERT Attribute or update data already 
communication session by using a tag called a FORM u pan is existing in a daiaLwse with the UPDATE :rvbau . 7ke 
of the file defined by "th> in the Command discussed values for the INSERT attribute may be identified with the 
above . The FARM format for standard F{'PPP is: VALUES attribute. and the SET and WHERE attributes may 

be used to define and conditionally updats values in the 
identified database . Preferably, the present invention impto-

<F93W ACMN.`L7i1" w menu two DELETE and CREATE Attributes. The DELETE 
mr7app~ Attribute dektet all items in an identified column of a 

database table which may satisfy a condition defined by a 
WHERE attribute. no CREATE attnbum crcatss e database 
cable having + primary key identified by the PRAtARY KEY 

ei attnTnM. . 
where "1" is an "OR" operator. The courman& supported by 
standard N7"YP tie INPiJ7; SE1.EC7 ; and 1E%7'AREA . 
Addiat+me77y, standard HM permits the iactusioa of tczt 
data in the command area. (n the present invention, H1ML 
6u hart extended to support new ACRONs, MEfHODs. 
and INTVIS. 

In aoaoidmce witb the principles of the present invention, 
up us preferably used to identify 3cvict uaasfers and 
input opontio¢s . Preferably, the FORM tag is used to 
identify device transfers and ACTION And METHOD 
a 'huits hutber identify the device operation. As shown ift an 
FIG . 2, the extended ACTION field may include a FROM 
and 70 ann2mse far uassing : bra! termiail &k a smut 
cud trader or a TD PRINTER aunbuu for directing output 
data w s printer local to the 1(O device. The FROM and TO 
un z for Accessing local film sod smart cud readers and s 'butt 
fm dueaiug output data io a local primer hive previously 
bean uosipported is any Internet protocol- At a result' We 
server 12 may access maeundud UO peripherals for nay of 
the L'Q devices used in the trantacsion or data system 10, 
'[3c AC'[104lor"fJRL" is a part of sundaid H7TP cad is well 
kaovro . 
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Preferably, flu server program exuutas an A computer 
system having at loam an Intel 80386 or beget processor 
with at kav p mega6yus of RAM and a : rant 3 megabytes 
of find disk space Available . Toe computer system ruining 

sa the server coat Operate Any {mown servo platform operating 
system such u WINDOWS 3.1, WINDOWS 95, a WIN-
DOWS NT. UNIX, AM and Others. Ire con-aundard [b 
devices require a processor of a 780A type or better, at least 
32K byes of RAM, and u terse 3210 bytes of ROM. The 

ss device includes i modem capable of v leash 12IX7 bits-pcr-
second (bps) bud other modem speeds may be used for 
communication between client And scrvcz~ Alternatively, the 
device cosy be coupled to a LAN which is turn u coupled 
w the [ntrrnct fog communication with server 12. A typical 

so eon-standard device which executes the client program is a 
VeriFone QMNf390, OMN1395, of WFune terminal . 
OMN1340, DMN7395, sad WFdae us trademarks Of 
veriFoae, [DC ., of Redwood City, Calif. Other exemplary 
devices incfide Phillips Scream phone, Aypercnmm 'R 

ss terminal, cad Apple Computer Ncwan MessagePad . 
7o build the preferred li'fMl, files which CG2 28 prefer-

ably uses to implement the client program and database 
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application. the user preferably uses so off-lint editor. The 
files generated by the editor am preferably comprised of an 
integrated statements formed from HTML statements and 
database statements for retrieving and writing dam with the 
database . Exemplary files showing such integrated stale-
meoLS (or performing transactions am depicted in FIGS. 
14-73B . After such a file is generated, We editor parses the 
integrated statements into HTML statements and into data-
base statements such as SQL commends . The HTML tilts 
required by the client program in support communication 
with a transaction or data processing auger may be down-
loaded w a device or PC for execution. The files containing 
the database application statements uud by the CGI inter-
face to communicate data with the (Utah= application 
program preferably reside on server 12 . Preferably, the 
database files used by the CGI interface include SQL com-
mands for Lie application program interfaced to an ODBC 
compliant database . 

The general format of the HTML commands in the HTML 
files used for communication with a client program and 
server am of the general format TAG ATTRIBUTE. 
Preferably, the TAG field may be one of FORM, INPUT, 
SQL, or 7EXIAREA 7Le ATTRIBUTE field value depends 
upon the TAG value . Preferably, the FORM fag may include 
the ACTION or METHOD attnbutes where the ACTION 
attributes include the FROM<file>, TO PAINTER, 
TO<filc>, and TO SCR valves noted above, as well a the 
standard HTML ACTION value of URL-<ffle> . The 
METHOD attributes include the PAYMENT and SQL 
annbuics noted above, as well as the standard HTML 
METHOD values of GET and POST. Also in accordance, 
with the pcincipla of the present invention, the INPUT tag 
may include TYPE, NAME VALUE, CHECKED, SIZE, 
and MAJQFNG7N annbuas These attributes are previ-
ously supported for the INPUT tag in H7MI_ however, the 
present invention further includes TYPE values of MSR77, 
MSR7Z, KEY, PIN, BCW, MICR, AMT, INT, LOCAL, and 
Ai7fOSUB, as well as the standard H7T4.7YPE values of 
TEXT; PASSWORD, CfECIBOJC, RADIO H=N, 
SUBMIT, and RESET. 7Le present invention also supports 
NAME attributes of EP--ADDRESS, HOST PHONE, 'RD, 
WORIC_KEY, DA7'E77ME, and DEPOS[7'_ACCT to 
identify local storage areas as well as standard HTML 
NAME attribute <FieId__NM> to identify a FORM variable . 
The preferred high level processing of the client program 

is shown in FIG. 4. 731 processing includes an idle step 
(Block 100) in which the program performs general house-
keeping tasks such u maintaining internal time, winning 
for input whist may activate the device, or other known 
functions Further processing is activated by some operator 
action at the device or PC which eases the device to either 
open a remote URL(Block 102) or open a local URL(Block 
104) . If a remote UALs required, the device transmits s 
menage of the formal discussed previously which is muted 
through the open network end delivered to a carver 12 for a 
transaction or clan processing system (Block 106). The 
FfIMI. file selected at the server u is identified by the 
remote URL in the initial wmmunicatiov between the 
device and server u and that URL is used to return the 
selected Fi7TdL fik to the device for processing (Blocks 108, 
U0). 
FIG. 4 also shows that an operator may initiate en open 

tool URL function by typing in a commend or by pushing 
a hot key which is associated with a local URL. The 1/0 
device Ieads the 1-fIML file identified by the URL from local 
memory (Block 112) god passes the HTML file to the 
function for processing HTML film (Block ll0) . Af7cr a 51e 
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is processed (Block 110), the client program determines 
whether the HTML file i5 to be stored (Block ll4). If it is 
not, the process returns to the idle processing (Block 100) . 
Otherwise, the process determines whether the HTML file is 

5 W be associated with a hot key (Block 116) and, if it is, it 
stores the file and generates the link between a hot key and 
the stored file (Blocks US, u0). IC the HTML file is only to 
be stored, no association is made with a hot key and the file 
is simply stored in local memory (Black 7A). The client 

to program rhea returns to idle processing (Block 100). 
The high-level processing for the HTML file (Block U0, 

FIG . 4) is shown in further chat in FIG . 5. The process 
begins by seaming the HTML file for a TAG (Black 140) . 
If no TAG is found, the fik is not in proper format for 

ts processing and processing returns to Block 114 discussed in 
FIG . 4 above . If a TAG is found (Block 142), the process 
determines whether the TAG is a FORM TAG (Block 144) 
or an INPUT TAG (Block 146). IC it is a FORM TAG, then 
the FORM TAG is processed and the program continues by 

m looking for other TAGS W process (Block lA0). IC the TAG 
is an INPUT TAG, the INPUT TAG is pmcmsed (Block 
150) and the program continues by looking for other TAGS 
to process (Block 140) . If the TAG is one of the standard 
HTML TAGS, the program implements the TAG in standard 

u ]mown ways (Block 132) and then scam fm other TAGS b 
process (Block lI0) . 

Processing the ATTRIBUTES used to implement a 
FORM TAG is shown in FIG . 6 . That process continues by 
scanniug the HTML 51e for m attribute (Block 160). If m 

30 attribute is not found (Block 162), the program returns to 
wan for other TAGS (Block 140, FIG . 5) . If an attribute is 
found, the pmgnm determines whether it is au ACTION 
aunbutc (Block 164) or a METHOD attribute (Block 166). 
Depending an the type of annbute, the appropriate function 

3s for processing the attribute is executed (Blocks 168 or 170) 
and winning [or additional attributes continues (Block 160) . 
If the attribute is not an ACTION or METHOD attribute, 
them is so error in the 51e end processing returns to scan (or 
other TAGS . 

m The processing for the ACTION attribute is shown in FIG. 
7 . Ibere, the ACTION atvtbuu is exomiued W determine 
whether it is a FROM-cfflo (Black 180 7'O PRIMER 
(Block 182), 7'Ocfile> (Block 184), 7'O SCR (Block 186), 
FROM SCR (Block 188) or a URLrcfiIo (Block 192) . The 

45 URLr<51c> ACTION is a standard HTML action which is 
pro¢ssed in a known way (Block 194) . The FROM <61e> 
anion is processed by reading clan from a file associated 

with the UO device or PC interfaced to the UO device (Block 
196) . The 7'0 PRINTER action results in date in the FORM 

sa being sent w the printer (Block 198) while the TO <filo 
action tauter in den in the FORM being written to a local 
51c (Block 200). The 'f0 SCR action causes den to be 
written to the sman cud via a smart cud wader (Block 202) 
sod FROM SCR Leads clan from a man card through a 

ss smut cud 'cadet (Block 204) . After the appropriate aeon 
processing Likes place, the HTML file is scanned for addi-
tional ACTION values to perform (Block 206), and if am is 
found the process motion=. If no attribute is located (Block 
208), the process R[4ID5 10 scan for other atvibutes (Block 

ao 160, FIG . 6). 
ll3e processing (or the METHOD attributes for FORM 

Lags am shown in FIG . 8 . The process determines which type 
of METHOD is present in the FORM and then properly 
pmcxsus the attribute. For the GET and POST methods 

65 (Blocks 210, 212) the processing is the same u that per-
formed in standard HTML (Blocks 226,2Z8) . That is, for the 
GET method, the identified URLdIe> is queried for clan 
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while the POST attribute causes data to be transferred to the 
URL<fiIc> . The preferred METHOD attributes exiending 
the HTML implementation of the present invention am SOL 
(Block 214), and PAYMENT (Block 224) attribute& The 
SQL attribute is Preferably not expanded into a SQL com-
mand al the client, but other is expanded by the CGI 28 at 
carver 11 by correlating the data or variable field names in 
e returned form with the SQLcommand5 soled a the carver. 
This pm¢ssiug is done in a manner described in mole deuil 
below. The Client program passes the SQL file identifier to 
the carver u (Block 230) . Tbc processing of the PAYMENT 
command (Block Zit) is disaissed in mom decal below. 
The HTML file is seamed for other METHODs (Blocks 
242, 244), end, if one is fond, the processing continues by 
identifying the MEIHOD (Blocks 210.224) . Otherwise 
(Block 244), the process returns to wan the HTML file for 
other ACTION a METHOD attributes (Block 160, FIG . 6). 

Processing for the INPUT tag is showy in FIG. 9. The 
process scans the HTML 51e following the INPUT tag for 
attributes (Block 2J0) . If no attributes we found (Block 
252), she process continues by scanning the HTML file for 
ocher tip a process (Block 140, FIG. 5) . If an attribute is 
found and it is a TYPE. attribute (Block 254~ it is prmessed 
(Blade 256), and if the attribute is a NAME attribute (Block 
258), it is processed (Block 260) . Hold the TYPE end 
NAME processing is showy in more detail in FIGS . 10 end 
11, respectively. u the attribute is neither a NAME or TYPE 
attribute, it is a standard attribute for an INPUT tag sup-
potted by standard HTML and is processed in a known 
manner (Block 262) . Following processing of the INPUT 
attribute, the HTML file is warmed for other attributes to 
process (Block 130) . 

Processing for the TYPE attribute is shown in FIG. 10. 
The process first identifiu the TYPE attribute for the INPUT 
tag and then performs the appropriate procimaing . The new 
TYPE attributes of the Preferred embodiment of the present 
invention are MSRI'1 (Block 270), MSRTI (Block 2R), 
KEY (Blade 274), PIN (Block 276), HCW (Block 279), 
MICR (Block 280), AMT (Block 282), PTT (Block 284), 
LOCAL (Block 286), and AITNSUB (Block 288). If the 
TYPE attribute is not one of these, it is a standard HTML 
type attribute that is processed in a known manner (Block 
310). Each of the mw HTML TYPES supported by the 
plcwul invention causes an 1/O operation wish a non-
standard device . Specifically, these operations are the read-
ing of Track 1 of the magnetic stripe reader (Block 290), the 
reading of the second track of 16e magnetic stripe reader 
(Block 292 the reading of a keypad (Block 294 the 
reading of an encrypted PIN through a PIN entry device 
(Block 296), she reading of a bar code through a by rode 
reader (Block 298), the reading of encoded den on a check 
through a magnetic check ruder (Block 300), the reading of 
a dollar amount from a keypad through a key input mule 
(Block 302), the reading of a number from i keypad through 
a key input mule (Block 304), the reading of data from a 
local variable (Block 306), and the submission of the data 
read from one of these devices in a FORM returned to the 
server u (Block 309) . The data made for AMT constrains 
the dollar emounl read to i predetermined number of chu-
acters wild only two characters following the decimal point 
The dale mask (or PIT cosines the number is an integer 
value within a predetermined range. Processing continues by 
sranmng the HTML file for other TYPE attributes (Blocs 
312) and if another TYPE attribute is found (Block 314), 
processing continues by determining the TYPE attribute and 
performing the appropriate processing . Otherwise, the pro-
ccss returns a scan the HTML file for other attributes (Block 
250, FIG. 9). 
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The NAME attribute processing is performed in actor- 

dance with the process shown in FIG. ll . That process 
examines the NAME attribute to determine if the variable 
name identified by the attribute is IP-ADDRESS, HOST- 

s PHONE, T[D, WORK-KEY. DATEi'QvfE, or DEPOSIT_ 
ACCT (Blocks 320, 322, 324, 326, 328, 330) . If they are, the 
INPUT value escaping from one of the INPUTS in a FORM 
of the HTML file is shred in a local variable identified by 
the NAME attribute . Following storage (Block 332), the file 

to is seemed for older NAME attributes (Block 328) and, if 
them are, none (Block 332). processing continues by scan-
rung for other attributes for the INPUT tag (Block 2311, FIG-
9). If the NAME attribute is a standard HTML INPUT 
NAME, it is processed by known methods (Block 336) . 

1s Processing then continues by seaming for other NAME 
annbutcs in process (Block 338, 340) . Otherwise, the pro-
cas mtums m sin eLe H'I'A4, file for older anribwes(Blcelc 
2311, FIG . 9) . 
CGI 28 fuzives Internet protocol statements in a file 

20 transmitted from a client program and provides data from 
those sutements W We application(s) implementing system 
00 end receives the output of system 10 and provides them 
to the client program in a file . CGI 78 may be implemented 
by a program developed by a caw using a manual develop- 

z5 meat method u shown in FIG. 24A That method requires 
a user to generate a system definition from which a file 
statement definition for the client end appGnuou am devel-
oped b implement the tnnsactional or data system . Using 
the file statement definitions, the user generates the film for 

?o the client and database programs which am interpreted by 
the respective programs to implement transactions or data 
processing . This process requires the user w not only have 
knowledge regarding We transaction or data process but 
spea5c deteil5 of the interaction between the client and 

ns database . The user is further required to resolve and mrte-
late all data identifiers in the statements for the client and 
database environments . 

Preferably, CGI 28 is developed with an editor that only 
requires the user to define the system with statements which 

eo are, an integration of the protocol statements aced the data- 
base language. The process implemented by this editor is 
shown in FIG. 24H. Examples of such integrated statements 
for files which implement a specific transaction are shown in 
FIGS . 14 t0 2iB. The editor verifies the syntax of the 

45 integrated statements and correlates the data variables of the 
protocol statements with the data fields of the database . 
Following the generation of the integrated Statements, the 
editor segregates the pmioml statements from the dambase 
language statements. 73e protocol statements are cored in 

so files which am ideoti5ed a being for a particular Lransauction 
or duo process and the dnabue statements am stored in files 
which ate identified u being for a particular tramsax:tion or 
data process on au identified database cable. "The editor 
pleas a database file identifier in the protocol statements 

ss which contained embedded daubue summcnt& The dam-
base 5k identifiers am cud by CGI 28 to ulcer the file for 
the appropriate transaction w CGI 28 may correlate data 
variables in the protocol statements with data fields in the 
database files. The files containing statements to be inter- 

so p'elrd by the client program am then downloaded to the 
appropriate terminals, and the database files containing 
database language comments art stored on the system 
executing she CGI 28 . 

Alternatively, the editor of the present invention may 
as puce integrated statements which am segregated into source 

code statements for first and second processors, such an 
editor further includes a compeer to generate executable 
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code for each processor and, if the processors execute 
differing source code, a romper for each source code 
language . The executable code may then be downloaded to 
the respective processors for cxenilioa 
More specifically, the editor preferably place The data-

base statements for one of The transactions of the preferred 
embodiment in a file identified by the database name fol-
lowing SQL in FIG. u. The aitnbmes and tags forming the 
FfIT4, statements for one of the transactions of the preferred 
embodiment are plead in a file generally denoted as 
<htmLfilc>.H1M. The name <html_filc> is a name which 
identifies one of the trartsactiors . Where SQL statements are 
in the fields of the integrated statements shown in FIGS . 14 
to 23B, the suing "-ditmL_fiIe>.SQL" is substituted as the 
database name in the statements of the chiml_file>.H'IM 
file . When the CGI execvubk 51e is initiated end puxs the 
resuming farms, the returned data is placed in the rnrte-
sponding "<html_61c>.SQL" 5k whiff is peed to she 
application program as a command line argument. Iv this 
manner, an abbreviated farm for the SQL commands may be 
communicated ova the open network between the client and 
CGI and the CGI may be able to expend chose abbreviated 
SQL commands into the appropriate SQL commands which 
the application program requires to manipulate the ODBC 
database . 

To effectuate a transaction, for example, an operation it a 
terminal with non-sundud UO device may activate a 
terminal file with a hot key or other action . In processing the 
activated file, the client program may acquire data which is 
stored in a local variable or accessible through a non-
standard UO device . This data may then be shied in a 
FORM and submitted to a server 5]e at a processing system 
address. The carver file acuvales CGI 28 which retrieve 
data from the FORM and incorporates it into database 
statements in the database file for the appropriate tratisaction 
and database . !f the database statement is a query, the 
requested data is returned to the CGI in the database file and 
the CGI pleas it in the corresponding FORM variables so 
the server may return the data to the terminal . If the database 
statement provides data to a database to obtain an 
authorization, for example, the action performed by the 
database application in response w the data is placed in the 
corresponding FORM and returned to the terminal. Iv this 
way, data a exchanged between she terminal and the data-
base application . This exchange is supported by CGI 28 
even though the server/client communication is performed 
in an open system protocol, such as HTIP, cud the database 
application u performed in another language, such a SQL. 
CGI28 is able to convert and ezcliinge the data between the 
client and database without the user having to specifically 
design and implement a conversion program. 
The communication paths available for a device imple-

menting the present invention tie shown in FIG. 13A. As 
shown there, an 1/0 denim 420 is coupled through the World 
Wide Web open network 126 to m Internet Web server u. 
This connection may be implemented with the psfemd 
mended capability FiIML described above. Although 
HTML files may be encrypted to enhance the security of the 
dacvmem u n is communicated across the Internet, the 
operator of the system may choose b utilize a more secure 
physical connection between the device 420 and the Web 
server u. To obtain this alternative comecboo, the PAY-
M¢,N'f commend for the METHOD attribute is preferably 
used . One Corm o[ the PAYMENT command is for a mer-
chant's terminal end the older is for a consumer's terminal . 
to either terminal, the client program which supports the 
extended capability HTML operates independently but 
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co-rcsidcot in memory with a certified bank cud aulhoriu-
lion and capture application, which may be provided by a 
financial institution or a back card processor. 

For the form of the command shown in FIG. 138, the 
5 client program to the merchant terminal suspends is execu-

tioo and pmts the terminal identifier, slolcd locally, which 
identifies the meshant's account and the consumer account 
information read vie a magnetic stripe reader or the Lke, to 
the bade card application. 7Lc bank cud application com- 

to muuicatta this information via a PS7N 424 or the like to a 
transaction processor 422. The processor 622 authorizes or 
denies the transaction end, if authorized, a printer ac the 
merchant terminal prints a purchase agreement which the 
consumer may exectite to complete the transaction . 

1s to response to a H7T4. file having s FORM with au 
ACTION attribute equal W an executable file time for a 
bank card application program m the like, a METHOD 
attribute with a field value of PAYMENT and au INPUT tag 
with a TYPE attribute of LOCAL-NAME which identifies 

xo a deposit only account supplied by a merchant (as shown in 
FIG . 13C), she client program is suspended and control is 
transferred in the bade processing application . The bade 
processing application then uses a modem or ISDN D 
charnel using 73 POS protocol or the like to corned to a 

u secure packet network 424 to connect i0 a virtual point-to-
point manner with a payment pmassor through a PSTN 
network or the like. 'ILis physical connection provides an 
additional security element to the encrypted data for the 
transaction of account information, PIN numbers encrypted 

30 by PIN pads provided at the wuwmcr site, and other 
sensitive infofmauoo . The bank processor 422 may submit 
IemiWna data to the merchant, via the Web or otherwise-
After receiving the ̀ eminence data, the merchant may ship 
the product to the consumer. Thus, in this manner, the I/O 

3s device may communicate with a plurality of Web servers to 
"shop" for a best price, delivery date, or other relevant 
information for selecting a preferred transaction, and then 
cuale the PAYMENT method to utilize a mope secure 
physical communication connection arid data security 

as devices to consummate the financial elements of the trans-
action with lea ride and cosy for the merchant, ooosumer, 
and bank processor. 
The preferred integrated H'IMIJSQL statements which 

support a cud initiated payment authorization and capture 
+5 transaction tie shown in FIG . 14. A first file 500 includes 

statements which identify the URL database from which the 
non-standard UO dente wale authorization for a transac-
tion. The prompts to the operator to enter the account 
number end amount of the transaction eye supported by the 

so INPUT tags which road she second trade of the magnetic 
stripe ruder to accept a number of up to 40 characters and 
assign that information from that tract to a variable . and to 
input the up to B characters from the keyboard or the like into 
a variable called AMOUNT. The INPUT tag with Lbe'IYPE 

55 attribute of AIIPDSUBMITttlums the form b the server for 
processing in accordance with the method defined in the 
returned form . As shown in FIG. 14, the METHOD state-
meat causes CGI 28 to incorporate returned data into SQL 
commands which quay the database as to whether the 

5o subfield of the track 2 data representing the account number 
u present in the authorization fable of the database . If the 
data is not present then a new record is irtverled into a table 
labeled "log-table". The new record consists of the acxx:,unt 
number end the mount returned in the FORM . Baud upon 

s5 the results of This processing, the application program sup-
plies the data fields to the FORM which will be returned to 
the client program for printing the transaction record . That 
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51e 510 is shown in FIG . 14 . The ACTION attribute TO 
PRINTER and the POST METHOD causes the data in she 
next eight lines to be directed to the printer coupled to the 
ooo-standard I/O device for printing the tiansacpoo form . 
The customer may then execute the printed form to complete 5 
We transaction . If the transaction is declined or an error is 
otherwise encountered, the file 520 i5 used b maim a denial 
to the client program. 

In 4 similar mamer, the preferred integrated statements 
for a bar code order input with card"initisted payment 3 c 
authorization is shown in FIG. 15.7Le file 530, supported by 
the present invention which implements the tnasactiou 
request, is again duecled in the proper database by the 
ACTION attribute. The necessary customer Information 
such as name end address may be input though a standard is 
keyboard. The F17MI, command in the present invention 
also permits the form w receive the by code, unit pea, and 
credit cud information in a manner drailar to that discussed 
above for the magnetic cud ruder. Once this information is 
returned to the server end CGI interfam, it is processed by 20 
the application program in accordance with the METHOD 
identified in the rcuLrad form . The method of H7TL 51e 
550 also creates a database ordu able having the iufor-
meuoo shown in the method . Again, if the transaction is 
approved, the data for the order and =gain" acceptance of 25 
We order is provided in HN7L 51e SSS, which is directed by 
the ACTION aunbute to the printer at the non-standard 1/0 
device . If the account number is not in the authorization 
database, the Authorization declined or error response is 
provided in conespoodeuce with the statements in file 560. w 

In a similar manna, FIGS . 122 show the integrated 
statements for a transaction inquest, suthoduuon response, 
or authorization declined response files for key input order 
with secure payment transaction (FIG . 16), s smut card-
debit (7ype 1) transaction (FIG . 17A), i smart cud debit ?s 
(Type 2) transaction (FIG . 17B), a debit card transaction 
(FIG. 18~ a check verification vmxaction (FIG . 19), a 
nuiomu frequency transaction (FIG . 20), in item search 
transaction for which them is no denial (FIG . 21), retail store 
end of day reporting (FIG . 22) and a store reporting an ao 
e-mail tnasactiou (61G . 73). 

While the present invention his been illustrated by the 
description of a preferred and alternative embodiments and 
processes, and while the preferred end alternative cmbodi-
meuls end processes haw been described in considerable <s 
detail, it is not the intention of The applicant to restrict or in 
soy way limit the scope of the appended claims to such 
devil. Additional advantages and modifications will readily 
appear in chose dulled in the vi. For example, mbar than 
expanding H'I'iP in support non-standaril 1/0 devices, the so 
FIT, POP, SM7P, 7EIIJET or otter protocols may be 
expanded in like manner m couple non-standard UO devices 
to the twernet. Similarly, the preferred implementation of 
the present invention supports a variety of non-standard 1/O 
claviers and UO operations. An Internet protocol may be 55 
constructed in accordance with the principles of the present 
invention to support only selected Il0 devims or operations 
disclosed in the proem application . The invention in its 
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broadest aspects is therefore not limited to the specific 
details, preferred embodiment, and illustrative examples 
shown and described . Accordingly, departures may be made 
from such details Without departing from the spirit or scope 
of applicant's general inventive cooccpt. 
What is claimed is : 
1. Asyslem (or enabling smart cud reader transactions to 

axur over the Internet, comprising : 
a client computer communicatively coupled to an open 

network far oommuuicating files having open network 
protocol statements ova the open network, 

a smut card reader communicatively coupled a the cGeot 
computer through a pat on the client computer, the 
smart card ruder communicating wig the client com-
puter through the port on the client computer in acmr-
dana with a non-open network protocol: and 

a client program executing in the client computer to 
determine au input/output (ll0) operation to be per-
formed by she man card reader that is identified by an 
extended open network protocol statement contai in 
at lust one of the files communicated by the client 
computer over the opro network, The client program 
causing the smut cud b perform the determined I/O 
operation by communicating through the pan on the 
client computer in the uoo-open network protowl, 

2 . The system of claim 1 wherein the eommuaintiou 
through the port cortespoodc to a standard protocol . 
3 . 'Me system of claim 2 wherein the standard protocol 

complies with RS-232C specification . 
d . The system of claim 2 wherein the extended open 

network protocol statement is an HTMIL statement. 
S . The system of claim 1 wherein the determined 1/0 

operation is one of a clan write W We smart cud reader and 
a dug lead from the smart cud reader. 
6. A method for enabling smart cud transactions to 

over the Internet, comprising. 
communicating file having open network protocol state-

ments ova an open network with a cent computer 
communicatively coupled to a smart card reader 
through a port on the client computer, 

determining within the client computer an input/output 
(U0) operation m 6e performed by the smart card 
reader, the 1/O operation being identified by au 
extended open network protocol statemeat contained in 
at lent one of the communicated files ; and 

causing the smut aid reader to perform the determined 
VO operation by communicating with the smut card 
reader in accordance with a non-open network protocol 
through the port on the diem computer. 

7 . The method of claim 6 wherein the UO operation 
delermination is made from processing anHINE statement . 

B . 7Le method of claim 6 wherein the VO operation 
determination determine the I/O operation is one of a data 
write to the smart card reader AM a data (cad from the smart 
cud reader. 
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SQL<dalabaserwrse> Sol.staterswstdatabssetable 

Descrmtion 

Attribute HTNL+Dlfalue TemvnalDevice 
TYPE - 'i1SRTT' 

'BCW 
RvB ;F?' 

NT' 
r AfIRDSUONPf 

MagStripe Reader T~acfcl 
Mag Stripe Reader- 
CT 

MPad 
HarCode Warcl 
CheekN"Reader 
DoOararrantkeyiputmask 
Integer key input mask 
kiputfromLocalVhriable 
SutrnitFORMtoALTION l)iL 

EXHIBIT" 
PAGE ~~ OF ~~ 

HTML+DAttributes 
<fOFiM PGTIOPV- "ua1" 

FROM'hlenanne" 
TOPRMB? 
m'fdename" 
FROMSCA 
7UJSCR 

NETHOD-"GET" 
"POST" 
RQtiSVT" 

Description 
To/From WebSenerlFiL 
FrvmTemvial Local Fle 
To Local Prirder 
ToTerrmal Local Fle 
FromSnwt Card Reader 
To Smart Card Reader 
Retrieve Data 
StoieDeta 
Duecvhe to deliver tFUT data to 
a private Payment Network ior 
aNioraationandsettlerrrnt 

Attnbute Yale 
dNPUf TYPE= "text" 

~w°rd' 
ctledcw 
"radio" .S;Ljt)rtvY 
"reseC' 

NAME <f1eldname> 
VALUE= <initial %alue> 
CHECK= 
SRE- 
MAXL.BNK'TN= 

NAME= )P_adds L.oeallfariable-Tartrviel'sPAddress 
host Local Variable-Local lrrtemetAccessPhore Nmber 
rid L.ocalUariaWe-Tertri,ailD 
work_kEy Local Vari2ble-PNerwyption 
datetir~e L.ocaIV~ble-Dateandiins 

~~J~Y 
depes2.acct Local lFariahle-Mlerd,artDepositAccoint 

FIG .2 
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The following SQL commands represent a subset of the entire command 
set ttw varies bydatabase oendor. 

Create database table CRE4 TFTABLEctable nan)a > 
PHBNAFiYKFYaname> 

FIG.3 

EXHIBIT 
PAGE %Z OF L% 

U. .S. Patent Jun. l, 2004 Sheet 3 of 25 US 6,745,259 B2 

SQL Statements 

HTML+D Attributes 
SE.EcCT*r'fIBld_jmnler 

fROM-ciaGlE !IalTIE 

(1a/7B s 'COI1StaW 
llarllE LIICE~"L~b~fS,~~~RI' 
/Iw~. N ,'^ r1.~J1pW Il 

AND 

~p~~ l~n~l~ 

lA7L/Q7°K7li 

Z ESC 

G?OLP-a1arre> 

AIS8iTTABLE-<t3ble rtarte> 
1UJL(JES ""oorutants' 

GPDsTEFROM 
<tablenarrae> 
SET=freld_nanx-aa~anC' 
1 VvfEiEsaconditioml 

QELETEFROM<t3blerwme> 
[ VVNEEitior> 1 

Description 

from a database 
Database table name 
Conditional selection of dab 

Request in ascending order 
eg 

s 

Vsert new data in database table 

Update field name ondatabase table 

Update if WHERE clatise is satisfied 

Delete all columns that satisfy 
WHffiEclause 
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U.S . Patent 

EXHIBIT F 
PAGE 13 OF 401 

,Tun . 1, 2001 Sheet 4 of 25 US 6,745,259 B2 

IDLE 

OPEN 
REAAOTE URL I C LOCAL URL 

104 
CONNECT TO KtAU H 1 ML F 

SERVER I IDENTIFIED BY 
FROM LOCAL ME 

nz 
RECEIVE 
HiML F1LE 

PROCESS 
FffML FILE 

NO SqyE~ 
HTTu~ FILE YES 

UNDER N~ 
F~Jf ICY 

116 
YES 

STORE UNDER 
HOT KEY 

A 

YES 

STORE HTML FILE 
IN LOCAL MEMORY 
g- 

120 

FIGA 
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SCAN FOR 
ATTRIBUTE 

EXHIBIT 7 -
PAGE %y OF 

Jun. l, 2004 Sheet 5 of 25 

SCAN HTML FILE 
FOR TAG 

0 U0 
TAG NO 

FOLIND BLOCK 114 FOLIND BLOCK 114 
FIGAI 

U2 14 2 
YES ES 

Td' 

G 

No 

;TAG YES 
FORM PROCESS FORM 

N 

0 

144 3M 
TAG 

y 0 

TAG YES 
INPUT PROCESS INPUT 

? TAG 
146 

NO 

PROCESS 
STANDARD TAG 

FIGS 

BLOCK 140 ~ - ATTRIBUTE 
FOUND 

YES i 
JTE ~ PROCESS ACTION 
1N ATTRIBUTE 

NO 
764 168 

/errRia rr;-:--, YES NO 
ATTRIBUTE 

FIG.6 
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BLOCK 160 
FICz 6 

NO 

ACTICN=TO 
PRINTER 

< fWLE7~ To 

ACTION -- 
R R C 7 

N NO = 

U ACTION FROh 0 No SS 

C 

NO 

SS 

CR 

p'CTION T 0 110 a C AXCTION = URL NO 

194 

FIG.7 

EXHIBIT 
PAGE t5 OF X19 

U.S. Patent Jun. 1,2004 Sheet 6 of 25 

SCAN FOR 
ACTION 

ND ACTION \ 
FOUND 

7 
YES 

READ DATA FROM 
nLA LOCAL <FILE> 

SEND DATA TO 
PRINTER 

_ ~ WRITE RATA TO 
'I LOCAL <FILE> 

~~ WRITE DATA 
'1 TO SMART CARD 

YES 

YES 

US 6,745,259 B2 
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7 

METFK)D= YES 
PAYMENT 

? ~ 
224 

NO 

160 

FIG.8 

EXHIBIT 
PAG E -A-,. ', r 3 

U.S . Patent Juo . i, zooa sneer 7 or zs 

YES QUERY URL 
<FILE> WffH DATA 

N0n 22E 

YES POST DATA TO 
URL <FILE> 

` "° 228 NO 

> 

YES PASS SQL FILE =SCX IDENTIFIER 
%14 11 

230 ND 

US 6,745,259 B2 

SCAN FOR 
METHOD 

.
YES METFIDD 

FOLND 
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BLOCK 140 
FIG . 5 '-- 

PROCESS NAME 
ATTRIBUTE 

FIG.9 
EXHIBIT 
PAGE -Q_ ~Mi 

U.S. Patent Jun. 1, 2004 

SCAN FOR 
ATTRIBUTE 

25l 

ATTRIBUTE 
FOLND 

2ic 

Y 
S 
ES 

A 

M_rr 

TTRIBUTE 
TY17PE W 

NO 
21 

A:TTRIBUTE 
NAKE 

7NO 

PROCESS 
WDARD HTML 
n ATTRIBUTES 

262 

~. ~ PROCESS TYPE 
`I ATTRIBUTE 
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i 1 
YES 

READ MSRT 1 

NWO 70 -7- 
0 

YES 
T2 READ MSRT 2 
.; ?2 72 NWO 2.4 

NO -'- 1 
294 

> 

YES ! 

79 
NO 276 :~~ 

296 
YES AD BAR CODE 

READER 
?278:~ 

298 
YES READ CHECK 

READER 
280 

300 
- ~S READ DOLLAR 

AMOUNT VIA MASK 
282 NWO 302 PROCESS 

HTML 
-> YES TYPE READ NUMBER ~~~ D 

VIA MASK 
284 

304 SCAN FOR 
310 

;~., READ LOCAL T 
"` 

: 
VARIABLE 

gs 312 
306 

~ TYPE YES 
PROCESS FOUND 

AUIDSUBMIT 
288 ~ -37~ 

308 

BLOCK 250 

FIG.10 
FIG 9 
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YES 

FICA 1 

F 
EXHIBIT 
PAGE 141 OF ̀19 

YES STORE INPUT IN 
LOCAL VARIABLE 

<NAME> 
320 

NO 33. 

/N~WE-YES 

322 
NO 

NANIE= YES 
l1D 
9 

'324 
NO 

NNvE= YES 
MW KEY 

326 
NO 

NAME- YES 
DATE fBdE 

328 
NO 

NNvE= YES 
ACCT 

330 
ND 

PROCESS 
STANDARD TAG 

SCAN FOR NAME 

NO 

BLOCK 250 
FICz 9 
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U.S. Patent .ruin. l, zooa 

1 . <FORMACTION=URL 
2 <FORM ACTION=URL 
3 . CORM AC710N=URL 

Sheet 11 of 25 US 6,745,259 B2 

MEiHO0= GEf> 
METHOD= POST> 
METHOD SQL <datahase nane> 

WORLD WIDE WEB 

EXHIBIT--
PAGE Z0 OFn 

FIG.12 

PAYMENT PROCESSOR 
--"-~

422 

4?4 

42D 

FIG.13A 
<FORM ACT10N=<filenarte> METHOD=PAYMENT> 
<INPUT TYPE=AUTOSUBMI7> 
dFORNP 

FIG . 13B 

<FORM ACTIOI`4=dsinet ARETHOD=PAYMENT> 
<INPUT TYPE=LOCAL NAME=DEPOSIT ACC7 VALUE=123456890234567890> 
<INPIJT TYPE=AUTOSUBMIT> 
cIFOWW 

FIG . 13C 
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7 h T2nsac6on Accepted Response 

X510 
<BO[7ri 
¢ORM PGTfOWTO PRINTER MEn4OD:=POS> 
JUNE 11995 1Q3aVd R1F2G-ASE4A 
THRvIVJAL D. 999999999<jP> 
AC.COIINT NUvt~BER 
DPdATE 9999<R> 
ANDLMff $9989994Py 
AIITH NlAYBER 9~99999vP> 
410> 
----------------------fin 

aJSlOw16t SICMTIJRE Ov 

<IBODY> 
eh1Tm-> 

1 .c TransacGOn Declined a Submit Error Response 

X520 
<BOUy 
DECLYJEDCAaSAGE> 

<A-fTbL> 
FIG.14 

EXHIBIT F 
PAGEZk OF'l S _. 

1 a TransacUon Request H1M+D 

oiTT�da `500 
<SOUY> 
<FOFdd ACTION--~URL 

METHOD=SQL 
'BEGIN TRAM 
IF NOT EXISTS ( SELECT substring(account 1, 20) FROM auth table) 

BEGIN 
INSERT TABLE=Iog_t3We vnLutL0.sd V (amt 1.2D), 
substrvy( account 22 . 4), arnourrt) 
SELECT ̀  FROM log table WHERE trandate = 9etdatep 
END 

ELSE SELECT' FROM error table WHERE error iio-l 
COMMIT TRAN"> 

-4NPUTTYPE=10CAI_ NANE=fid> 
ENIERACCOUNTWUMEiER 
dNPIJTTYPE-JMSRiT 5I Z E=40 NAuE=a ommD 
ENiFRAMOUNT 
dNPUTTYPE='HMi' S2E=8 NANE> 
4NPlJiI'YPE-AUlOSl1BART'> 
4FORW 
<60QYy 
viRw.> 
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EXHIBIT-q 
.~- PAGE 11' OF %k 
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2a Transaction Request HTML+D 
X550 

<BODY> 
<FOFdM AG110t~~se URL 
METH~BEGIN IRAN 

IF NOT IXISTS (SELECT substring(account 1, 20) FROM auCi_fable) 
BEGIN 

INSERT TABLE=Iog-table VAW E5=(gefdateQ,tid substring( account, 1,20), 

ENO 
substring( account 2Z 4), arnount) 

ELSE BEGIN 
SELECT' FROM error-table WHERE error no-1 
RETURN -

END 
INSERT TABLE=order Table VAW ES=( ge4dateQ, asst name address,dly stag zip, 

part cads, unit_price.la~C ship method . ship _chrg, unit_price + ~ f 
ship_chrg, substring( account. 1 . 20) wbshing( account. 22.4)) 

SELECT ̀ FROM order table WHERE trandate = 9etdate0 
COMMIT TRW> 

C1.15TpvERH++AIR 
,NPUTiYPE-"TFXT'S12B;ONPWE=msLr 
ADDRESS 
41PUf iYPEsTD(T' 5~0 NPME=address>d4v 
CITY 
-4NPUTiYPE= TDCT'SIZE=2ONAhE 
STATE 
dNPUTTlPE-'TDCf'SUE=2 NAME-slalp 
ZJR 
- 4 N PUiTYF'E="TDCi' 5=10 NPNEIp~ 
SC1W 54Rf CODE 
4JPUTIYPE=-B(.W SIZE=9 NANE=part mrJs'wP' 
ENTER UNIT PRICE 
4~IPLJTTYPE'AMi"SIZE=6 NANE=unk priop-4p> 
TPX 
<WP11i TYPE-AMT- SIZE=6 NPIuE=tvo-~ 
S}iIPPQVCi NEi}IM 
dJPlJT7YPEJTFXT'5& M=10P1PlvE-hip meGiod 4p~ 
SFIIPPNf.'AAADIJKL 
4NPUTlYPCJ'AMi"SYE=5 NMVE=shp cMp4p' 
SHOE CARD. 
411~!PUTTYPE--%SftT2' SIZE-40 NANE=aomurt-Vv 
<INPUTTYPE=SUBMT'> 
VFORND 
dBOQY> 
<AiTA7_> 

FIG.15A 
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2h Transaction Accepted Response 
\555 

<gK)7y> 
¢ORFA ACTIOtJ=TO PRIMER AE11-10D=POST> 
ORDERS APPROVEDclpv 
JLNE 11995 1Q3pAM PURCF"Ec1P> 

ID. s9999ssss<P> 

srarE)oc ZIP:= 
AOCWNTNLAuBEft 99999' 
DXP DATE: 
RARTOODE 
UST PRICE 
SHE IvEil-IODJ000000C p-IAFdGE 
Tt7TALAMOUNt 
RUTH Nl1uBER 
`/P' 
--------------------- 1p 

CUSTONEFt S01IA'fURE~Jp> 

<IBO0y> 
4htTML> 

2c Transaction Declined w Submit Error Response 

cTnva_> X560 

DECLWm <errcxcAde> 
a800ri 

FIG.] 5B 
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EXHIBIT-!!-
PAGE 2y OF 4~~ 
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3a . Transaction Request HTML+D 

<HTML> 
<BODri 
<FpRM p,CTlpN=~URL 
METHOD SQL 

"INSERT TABLE=order table VALUES=( getdate(~ asst nameaddress.citK state, AA 
part code, unil~rick fax ship_mefhod, strip rhrgunitSrice + tax + 
ship cfvg, substrvg( account 1, ZO),subshing( account 22, 4)) 

SELECT ' FROM order table WHERE trandate = getdatep'> 
INPUT TYPE--'LOCAL" NAME--W> 
CUSTOMER NAME 
<INPIfT TYPE="TDCT' SIZE=3O NAME=cust namexlp> 
ADDRESS : 
cINPUT TYPE=-TEXT- SIZE=4O NAME=addresv<!p> 
CITY: 
<INPUT TYPE="TEXT' SIZE=20 NAME=cityxp> 
STATE 
<INPUT TYPE='fDR" SIZE=2 NAME=State> 
ZIP : 
<INPUTTYPE='TEXT" SIZE--1 O NAME=;addressxlp> 
ENTER PART CODE 
<INPUT TYPE="TDCf" SIZE=10 NAME=part code>4p> 
ENTER UNIT PRICE 
<INPUT TYPE= i4Mf" SIZES NAME=unit_pricv4p> 
TAX 
<INPUT TYPE= AMT' SIZE=S NAME=axNJp> 
SHIPPING METHOD: 
<INPUT TYPE='fE7Cf" SIZE--10 NAMEship_mathod>4p> 
SHIPPING AMOUNT 
<INPUT TYPE--"AMT" SIZE=S NAMEship chrgxlp> 
<INPUT TYPE--"SUBMIT' > 
QFORNp-
UBODri 
vHTMI> 

FICA 6A 
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EXHIBIT 
PAGES OF"- 
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3.h. Transaction Accepted Response 

cF{fKL> 
c8QD17 
<FORM ACTIOWTO PRINTER MEfFqD--POST 
ORDER # ~ APPROVEDOp> 
JUNE 1 1995 10'30M PURCFIaSE4P> rETnniriaL io- 
NAAAE ~Ipa 
ADdFtESS.^<ffi> 

`~P' 
CRY: <!p> 
STATE( ZIP-)0000000=4p;-
PART CODE 999999489 

S~H P PMETHODJ000000C CHARGE' ~A~' 
TOTAL ANIOUNL .99~Ip> 
<FOfiI61> 
<FORAA ACTION---4Ie nane> METHOD=PAYMENT> 
<INPUT TYPE--AUTOSUBMfT> 
4FOfZ#'1> 
d80Dri 
<JFfTML> 

3.c . Transaction Declined a Submit Error Response 

<Ff1M> 
<BODri 
DECLINED <ernrcode> 
qBODY> 
4FfTML> 

FIG . 168 
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~XKIBiT 
SOF,-lq PAGE 

U.S. Patent Jun. i, zooa sneer 17 or 2s US 6,745,259 B2 

4.a Transaction Request H7ML+D 

G-lTTu&> 

<OFdJI ACTIOt4=.SCR1 T> 
dNPIJT TYPE="LOC.'AI_" Nl1AAE=kt> 
SLIDE CARD: 
dNPIJf TYPE="MSRTZ 52E=40 NAME=tracJQ> 
ENTER AMOUM 
<INPUT TYPE="PART" SIZES NANE=amaari> 
<WPllf TYPE-JLOrAL NANE-Aork Wy> 
dNPIJf TYPE-"ALlLpSUBM(T"> 
4FOF7MD 
dB00Y> 
4-fTluL> 

4.b. Transaction Accepted HTML+D 

<hITNL> 
<BOD'Y> 
¢ORM ACTIOP}=T0 PRWTER MEl}iOD=POST> 
Q4TE9993'99 TttiE9999AefP> 
POOOUNTNLRJBER 
EXPIATE 99g94p~ 
ANIOLM: ~99.994p~ 
AUTH NUIVBER ~v 
<IFOFduD 

QBODY> 
<A-(TML> 

4.c. Transaction Declined or Submit Error Response 

4iTA1> 
<BODY> 
DECI INFD Terror code 
<JBOCX> 
4411L> 

FIG . 17A 
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S.a Transaction Request HTML+D 

<MW> 
<BppY> 
¢ORM ACT10M-SCFZ2 ME71-IOD=AOST> 
<INPUT TYPE="LOC.AL" NAME=Gd> 
ENTER Pict 
<WPUT TYPE--"FriSSWORD" SIZES NMW=pitv 
ENTER AMOUNT 
<INPUT TYPE'-"AMT" SLZE=8 NAME=wounn 
<WPIifTYPE--'LOCAL NAME=vork Icey> 
AMRJT TYPE--"AUTASUBMIT'y 
4FORFA> 
<IBODri 
<1FfITAL> 

5.6. Transaction Accepted H'TML+D 

diTML> 
<BODY> 
¢ORM ACTIOW-TO PRINTER METHOD=POST> 
d4TE99r9F39 T1ME9999A<fP> 
ACCOUNTNUNBHi 
DXP DATE: 9999<M> 
AMOUNT "989.994P> 
AlffH NUMBER 999999999eJP> 
4FORIvp 
nr 
</BODY> 
4Fi1TAL> 

5.c Transaction Declined or Submit Error Response 

4iTidL> 
cBOD`(a 
DECLINED <errorcode> 
<1BODY> 
q1-fTML> 

FIG.17B 
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6.c Transaction Declined or Submit Error Response 

<IiTM4.> 
<BODri 
DECLINED Terror code 
~INPUTTYPE="LO(."AL NAME-Aork keyVALUE="99999?444W?49?4'y 
dBODY> 
<AiTML> 

FIG.18 EXHIBIT ,_ 
PAGE Z4 OF ~~ 

U.S . Patent Jun . 1, 2004 Sheet 19 of 25 

6.a Transaction Request FIThAL+D 

<HTML> 
<SOD'Y> 
<FORM ACTIOWhost URL METFIOD=POST> 
<1NPlIT TYPE--"LO(.+4L" NAME=fid:> 
SLIDE CARD 
<INPUT TYPE='MSRT2 SIZE=4O NAME=track2> 
<INPUT TYPE="PW SIZE=4 NAME=PiN 
ENTER AMOUNT. 
<1NPLfT TYPE= i4MT" SfZE=8 NMAE=arriounb 
INPUT TYPE= AUTCkSUBMff'> 

<lFORM> 
<lBOD`h 
NiTML> 

6.ti Transacton Accepted FfTML+D 

<HTNp_> 
<gppy> 
<FpRM ACTION--TO PRINTER MEfF10E)=POST> 
D4TE'99 TNAE9999A<IP> 
TERMINAL Ia. 999999999<IP> 
ACCOUNT NUMBER 
DP DATE: 
AMOUNT $9999.99qP> 
AUTH NUMBER 
QFORMD 
APPROVED-q99999999</P> 
dBWY> 
eIFi1ML> 
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<FiTTvL> 
<80Q'!> 
DECLINED rata oode> 
4130M> 
4iTM> 

FIG.19 - F 

PAGE IZ'L OF LIS - 

7a Transaction Request HTML+D 

<Ii7ML> 
<gppri 
<FORM PCTIOW-cBase URL 

"IF COSTS ( SELECT account FRAM cttedc table) 
SELECT " FROM a, edc ode WHERE aocoura= oanaccmrn 

ELSE SELECT " FROM error tattle WHERE error n~1'~ 
<INPUT TYPE="LOC"AL" NAhE~ - -
SCAN CHECK: 
<INPUT TYPE='MIL'Fi" 5IZE--20 NIWE 
ENTER AMOUNT 
<INPUT TYPE='AAAi" SIZE=8 NfIME=amamh 
<INPUT TYPE= ALyTO6lJ8W1i'> 

dBODri 
41iTlu&> 

T.hTrarsaction?d Respase 

dHiNIL> 
<BODY> 
¢OR1N PCT10f4=TD PRINTER hIET}iOD=POS'f;- 
dATE9V21B193 TM~ 
TEFiMPJAL ID: 
ACCOIMfNUMBER ----
Maw $8~999~IPS 
AUTH NUv6E2 9B4P~ 
4FORuD 

4BOOY> 
4-flTuL> 

7.c. Transactim Declried a Stmt Error Respw~se 
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B.b. Transaction Accepted Response 

-----CU5TONE2SICiNATURE<Ia> 

ac. Transaction Decked or Submit Error Response 

43ODY> 
DEQ_Nm QESSoC'E> FIG.2U 

ei4s6i T ~F-
PAGE-=- OFyS- 

Ba Transaction Request HTML+D 

<HTAL> 
<gppY> 
¢ORM P 

(SH.EGTst&rXaccauiSl Z) FROM mktUe) 

FROM error tabIeWHERE error rcF1" - - 

NAME=accourrt> 
SIZES NAME--amouM> 
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4{1M> 
<BODri 
<FORIIA ACTIOt4--TO PRINTER METFiOD=F'O6T> 
RELD1 F1ELD2 F1ELD3 - F1E1DN <lp> 

v~v 
)0000( )0000( )0OOIX )0000( -Qv 
)OOOIX XXOGXO( )0000( X000( </v 

)0000( X)000( )0000( 
<r~ 
4BODY> 
<A-fiNL> 

FIG.21 
EXHIBIT F 
PAGE-OFS 

U.S. Patent Jun . l, 2004 Sheet 22 of 25 US 6,745,259 B2 

9.a Transaction Request H'fML+D 

-+f R&> 
<80DYy 
CORM ACTK1V-dbase URL 

YErFOD=SQL 
"SELECT fields FROM table WHERE candrtion"> 

dNPUT TYPE= LOG41_" Nl+NIE=tcD 
ENTER SEARCH TABLE WE 
4NPUT TYPE='1'DCi' SIZE-'10 NAAAE=table;~ 
ENTER SEARCH FIELD KAAAM 
<WPUTTYPE=TDCf' SLS=I00 NANE=fieJds> 
ENTER SEARCH CONAfT10Pt 
4NPUf i'YPE='TD(T' SIZE*W NAW=corxiborp 
dNPUTTYPE=AUTDSUBtiif'> 

<6017Y> 

9.h TrauaCtion Response 

X)000( qlp> 
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10.a Transaction Request HTML+D 

cIiWL> 
cgppY~ 
FORM ACTION--dbase URL 

FAEiFiOD=SQL 
INSERT TABLE=IaLml 

emp_disG mgr disc, vip_ 
c_dep3, c_dep4, dsg_ftu 
cc sales teL_sates. gross. 
man aver-coupons-sa 

i chks, wills 
I, c dept, 
~ sees, 

VAWES=( getdateQ, tid, 
Ud. man over, coupons . 

aos-eTnP ~-rta~ u~C-~ ~- 
-opn chks-wids-
couports-c depl-c dep2-
i ~clxn sales-pad_ouls) 1 

FIG.22A 
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ENTER GROSS SALES: 
<INPUT TYPE= AMT" SIZES NAME=gross_sales> 
ENTER OPEN CHECKS: 
<INPUT TYPE--"W SIZE=7 NPME=opn_chks> 
ENTER VOIDS: 
<INPUT TYPE--"IM' SIZE=7 NAME--)oidv 
ENTER RAP DISCOUNTS: 
INPUT TYPE-= INT' SAE=T NAME=ernp_0sc> 
ENTER MGR DISCOUNT 
sINPUT TYPE="INT' SIZE=7 NAMEangr_dsv 
ENTER VIP CARD 
<INPUT TYPE--"INT" SIZE=7 NAMEwip_rard> 
ENTER MANUAL ONERRINGS: 
<INPUT TYPE--"INT' SIZE=7 NAME-man qver> 
ENTER COUPONS: 
INPUT TYPE="INT" SIZE=7 NAME=couponv 
ENTER SALES TAX 
<INPUTTYPE='M?T' S¢E=8 NAME=sales lax 
ENTER CASH DEPOSIT 1 : 
INPUT TYPE--"AMT" S2E=8 NAMES dept > 
ENTER CASH DEPOSR 2 
<INPUT TYPE* AMT- SIZES NAMES depa 
ENTER CASH DEPOSIT 3: 
,INPUT TYPEIAMT' SIZES NAMES dep?,a 
ENTER CASH DEPOSfT4: 
cINPUT TYPE= AMT' SIZES NAMES dep4> 
ENTER CHANGE FUND-. 
sINPUT TYPE= AMT" S¢E=8 NAME=ctyg_fund> 

Case 1:04-cv-01642-CAP   Document 1    Filed 06/08/04   Page 252 of 280



U.S. Patent Jun. l, 2004 Sheet 24 of 25 US 6,745,259 S2 

<lNPUT TYPE= AMT' SIZE=B NAME=chrg_sales> 
ENTER PAID OUTS: 
<INPUT TYPE="INT" SIZE=8 NAME=paid outv 
ENTER CARRY OUT SALES: 
INPUT T(PE=i4MT' SIZE=8 NAME=co sales> 
ENTER CREDIT CARD SALES: 
<INPUT 7YPE--"AMf' SIZE=8 NAME=cc sales> 
ENTER TAX EXEMPT SALES: 
<INPUT TYPE= AMT" SIZE=8 NAME=te sales> 
INPUT 7YPE--'AUTOSUBMIT'> 
<IFOWuD 
<BODY> 
<A-fTML> 

10.h Transaction Response 

i9 

EXHI BST ~~,°~ 
PAGE ~3 OF~- 

ENTER CC DEPOSIT: 
-cINPUTTYPE=AMT"SIZE=8 NAME=cc dep> 
ENTER BATCH #: 

NAME=batch nw 

99 
99 
99 
99 
99 
99 

-----------------------vr-> 

NET SALES 9999999<ll~ 
OVERISHORT 9999999<!P> 
4FORMb 
dBODY> 
<MTML> 

FIG.22B 
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SYSTEM 
DEFINITION 

L :; iiol7 ~" 

PAGE T.% OFID- 
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11 .a Transaction Request H7ML+D 
<HTML> 
<gppy> 
<FORM ACTION=AAIL TO: mail tw 
ENTER MAIL ADDRESS: 
<INPUT TYPE=-TEXT" SIZE=20 NAME=mail to> 
ENTER MESSAGE, 
-INPUT TYPE='TEXT' SIZE--10m 
<INPUT TYPE--"AUT05UBMIT'y 
4FORMD 
qBMY> 

`&"m`' FIG.23 

PROTOCOL DATABASE 
DEFINITION DEFINITION 

PROTOCOL 

DOWNLOAD APPLICATION 

FIG.24A 

SYSTEM DEFINITION 

EDITOR 

CLIENT D4TAfiA 
FILES I I FEES 

FIG.24B 
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The remote terminals may be coupled to the central 
processing system in several ways For example, in some 
ATM systems, the ATMs are coupled to the central process- 
ing system through dedicated telephone or other data win- 

5 muuicatioo lines. These systems are preferred because they 
provide a relatively high degree of security since the dedi- 
cated data line coupling the central processing system to the 
AIM is not generally accessible by members. of the public . 
The physical security of the dedicated data line is, however, 

to expensive because o0 other traffic may utilize the line . Thus, 
the cost of leasing the dedicated line to an ATM with 
relatively low volumes of transactions may yield a high 
communication cost per transaction. 

In an effort b reduce the communication cost per 
15 transaction, some Iraosactiou or data systems utilize tele- 

phone lines through a publicly-witched telephone network 
(PS'IN) which may be accessed by other members of [be 
public. Specifically, devices such as credit card terminals 
and screen phone terminals typically include a modem 

Zp which converts the digital messages of the remote terminal 
into frequency modulated analog signals which may be 
transmitted over telephone lines to a modem at the central 
processing system . In other systems, the terminal may 
communicate digital data directly over ISDN lines of (6e 

ZS PS'IN a the central processing system . 77u5 line of com- 
munication between a remote terminal and the central pro- 
cessing system is performed by having the remote terminal 
dial a telephone number associated with the central process- 
ing system to establish communication with the central 

gp processing system . 71us type of communication path is 
relatively secure because the switching network for the 
communication traffic through the P57N tie no( readily 
accessible by the public and during the course of the 
financial transaction, only the central processing system and 

35 remote germinal are on the line . 
Regardless of the communication method used to couple 

the central processing system to the remote terminals, the 
protocol and data formats used between the devices is 
typically proprietary. Tim is, the operator of each financial 

ao transaction system designs its own protocol and data mes- 
sage format (or communication with the processor at the 
central site or generates a variant within e standard such as 
those established by the ANSI committee or the like for such 
communication. As a result, the remote terminals must 

as include software that supports each operator's protocol end 
message formats in order to be compatible with en opera- 
tor's central site . For example, application software iv a 
credit terminal such as the I72ANZ330, TRAN7380, or 
OMNI390 manufactured by VeriFone implement one or 

so mom of The communication protocols and formats for 
National Data Corporation (NDC), VISANET, 
MASTERCARD, BIfYPP.55, and National Bancard Corpo- 
ration (NaBANCO) system processors in order to support 
transactions with the mast popular transaction centers . Thus, 

55 the communication software absorbs e significant amount of 
terminal resources which could be used 1o support other 
tetmiual operations . 
A related problem anus from the expanding home bank- 

ing market. A customer of home banking system typically 
60 uses a screen phone terminal or a personal computer (PC) 

having a modem to establish communication through a 
PS7N In a central transaction processing system . Again, the 
operator of the central processing system must provide 
information regarding the data message formats for oom- 

ss municatiug with the central processing system to e vendor of 
software for the home banking terminals or mush provide 
that software to its customers. .4s a result, home banking 

PAGE -35 OFSS - 

Data transaction systems which communicate will a 
plurality of }emote terminals W transfer information used to 
complete a transaction or wmpfle a database tie well 
known . Typically, such systems include a central transaction 
processing system which may maintain a database of infor-
malion such as customer or consumer dada . Exemplary 
information in such a database may include customer 
identification, customer account numbers, credit limits crud/ 
or nemuot balances from which a customer may draw. 7Le 
central innsaclion processing system is typically coupled to 
a plurality of remote transaction or data input terminals. 
Traaseaiou computers may include special purpose devices 
such u automatic teller machines (A1Ms), point of sale 
(POS) terminals, credit card terminals, and screen phone 
terminals. Sacco phone terminals arc device which inie-
grate a telephone with an ATM-hike device and possibly a 
magnetic card swipe reader . Dan input terminals may 
include personal computers (PCs) interfaced to data collec-
tion devices or special purpose data collection terminals or 
monitors. 

Iv these known data transaction systems, a uses usually 
iuitiaies a tramsaction by requesting access to fluids in an 
account or from a credit line maintained by the central 
procsssiug system . The request is traiismitted to the central 
processing system which performs e verification to deter-
mine whether the user is a valid user of the system, has an 
account within the system, and that she amount of the 
transaction is within the limits of the consumer's credit line 
or that [6e user has the requested funds available in an 
existing account monitored by the central processing sys-
tem . 'Me central processing system then transmits authori-
zation for or denial of the transaction to the remote iermioal . 
In response to the message from the central processing 
system, the remote terminal dispenses cash (for au ATM) or 
the merchant provides the goods being purchased to the user 
if the authorization message indicates that the consumer's 
funds will be transferred to the merchant's account Similar 
communication exchanges occur in data systems whom 
electronic documents and other information tie provided to 
e central vie for compilation or processing . Consequently, 
this background discussion applies to all such transaction 
and data systems . l'hough the remainder of the discussion is 
directed a transactiou systems, the reader should appreciate 
that the comments also apply to data systems as well . 

OPEN NETWORK SYSTEM FOR I/O 
OPERATION INCLUDING A COMMON 

GATEWAY INTERFACE AND AN EXTENDED 
OPEN NETWORK PROTOCOL WITH 

NON-STANDARD 1/0 DEVICES UT=ING 
DEVICE AND IDENTIFEER FOR 

OPERATION TO BE PERFORMED WITH 
DEVICE 

This application is a coutiwalion of application Set. No. 
09!314,266, filed on May 18, 1999 vow U.S . Pat. No. 
6,366,967, which is s continuation of application Set. No. 
08/995,173 filed Dec. 19, 1997 (vow U.S. Pat. No . 5,905, 
908), which is a continuation of application Set. No . 08/493, 
772 filed tun . 22, 1995 (vow U.S . Pat. No. 5,742,845). 

FIELD OF 77-E INVENTION 

'Ibis invention relates to data transaction systems, and 
more particularly, to data trausaaion systems using non-
standard input/output devices. 

BACKGROUND OF THE INVENTION 
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customers must pwcbasc software to communicate with 
cacti baakiug system of which the customer wane to be a 
member. This cost and the need a install additional eom-
municatioo programs may make some consumers reluctant 
to be a member of mom then one banking system w to 
cliarigo banking system . 
A communication system becoming increasingly popular 

god which provides standardized communication is the 
Internet, 7be Interact is as open network of networks which 
communicate Uimugh a variety of physical communication 
devices such as tekp6ooe lines, direct communication lives, 
aal the like . Each network is coupled to the main Internet 
network for communication through a host computer sup-
porting a TCPIfP muter or bridger. The host computer 
typically includes a program, frequently called a Web server, 
which aces as a gateway to resources at the I]0.51 computer 
which may tic resident on the host computer or a network 
coupled to the host computer. Each server has an address 
identifying the location of the resources available Ihroug6 
the Web se=ver. 'Me roumr recognizes communication for 
the server and direces the message to the server or it 
recognizes stint the communication should be forwarded to 
another server. As a result, communication within ihc lata-
oct may be point-to-point, but (note likely, the commnaica-
tion path is a somewhat circuitous one with the information 
passing through the routers of multiple servers before reach-
ing its final destination. 
A number of message protocols and formats have been 

developed fat the Internet . 73c physical commuoicatioo 
protocol and data message format is the Transport Control 
ProtocoUlutemet Protocol (fCPIIP)_ The ILP/fP protocol 
involves multiple layers of encapsulating headers containing 
communication information which am used a provide byte 
streams or datagram mmmu¢icadovs to computers on the 
networks coupled to We Internet . Encapsulated within TCP/ 
1P headers are protocols which arc used to format the duo 
menages or transfer data from one computer w another 
computer coupled to the Internet. Ibese protocols include 
File Transfer Protocol (Fl'P), Simple Mail Transfer Protocol 
(SM7P), Post Office Protocol (POP), Telne4 and Hyper Tent 
Transport Protocol (3i7'tY). The advantage of these proto-
cols is that cacti provides a standardized communication 
format for transferring information between computers on 
The Intamct. 71mss protocols are typically called open sys-
tem protocols as they tie publicly known and may be 
utilized by any programmer to develop programs for mm-
municating with another computer coupled to the Internet 
These nua,p:oprietary protocols have contributed to the 
acceptance of using the Internet as an open network for 
coupling computer networks together. 
While the lotemet provides an open network for computer 

communication with publicly accessible protocols and 
formats, the Internet suffers from a n=bw of limitations 
which preclude its effective use as a transaction or data 
system which uses non-sraudard UO terminals and devices . 
Fits, circuitous communication presenu s number of seeu-
rdy issues for such a s)atcm . Fox example, a Web server 
could incorporate a muter which examines the address of 
cacti message coming tough it and upon recognizing au 
address associated with a central transaction p+vcessing 
system ., copy the data menage for the unauthorized retrieval 
of cuuomco-scnsitivc information sucC as account numbers 
and personal identification numbers (PINS) which may he 
contained in the message . 
A second limitation of open network such as the Internet 

is that communication on such networks is only supported 
for computers acting u servers or clients. Specifically, an of 

a i:::IVff C 

PAGEM' OF ~_ 

4 
the, protocols and formats we constructed for standard 
inpatluuiput (llU) operations for a PC ierminal .'Ihat is, text 
information is directed to s standard monitor screen, user 
input is expected from a standard keyboard, and files am 

5 transferred to standard peripherals such ss a bard disk or 
diskette drive. Especially absent is the ability in open 
cetwerk protocols for communication with devices that only 
use communication interfaces such as RS-232C As a result, 
communication over the Internet is primarily performed 

jo 
with staw3ard PCs through network communication methods 
and interfaces . 

This piescnts a numbs o£ problems for home booking or 
for iateefacfng ono-staodud UO termioels such as credit 
card terminals or screen phones W open networks sued as the 

is Internet either directly or through a PC . Generally, non-
standard 110 deices am devices which interface to a PC 
through a port not normally and for networks, such as a 
RS-2320 port, or arc devices which have limited input and 
omput capabilities such as small screen displays or ]on 

20 keypads . These devices tie not supported on the Interact 
because servers use protocols that communicate with PCs 
supporting standard QWRRTY keyboards and standard 
monitors. Consequcoqy, users arc limited to coloring 
sCOwuat numbers sad the U1:e through a keyboard of a 

25 PC-Ide device for processing at a central transaction pro-
assing system . To request a transaction, one need only have 
a Person's credit card amount number. !F the credit card 
number bad to be input through a magnetic card readot, 
unauthorized access w a customer's account would be less 

~p likely since physical possession of the credit card would tie 
required to initiate the transaction . 
Another limitation of the standard I/O devices currently 

supported 6y the open network protocols is The lack of 
encryption . Foe example, PIN pads, which ass typically 

gs incorporated in A7Ms, automatically encrypt in hardware a 
YIN entered by a user . Such devices typically encrypt the 
number by implementing a dada encryption stmdard (DES) 
aJgorit6m in hardware before the, PIN is transmitted or 
stored. When a standard keyboard is used to input the PIN, 

,p Do hardware encryption is performed and, as w result, an 
mcncrypted ropy of the PIN is provided a the memory of 
the PC . Storage of unencryptcd PlNs is is contravention of 
cutteut banking regulations. If PIN pads could be read vie 
Internet protocols, then such a lapse in PIN security would 

4S be loss likely to occur. 
Another UO device not supported on open networks are 

amen cards which ors increasing is use . Smart cards include 
a processor and memory in which information regarding the 
amount of foods in a particular account, a transaction 

so history, account numbers, and customer data may be scared. 
The card may be read through a smart card reader which is 
s computer having a processor and memory but usually 
provided with non-QtVER7'Y keypads and limited displays. 
A transaction pruoessor may validate a card owner IEroug6 

Sc a PIN provided through a keypad, determine the amount of 
money remaining on the card and debit the card itself for a 
transaction amount by communicating with the smart card 
reader with one of the proprietary protocols discussed 
above . Such information is not readily obtainable by the 

so owner of the card and so cannot be cojcred through a 
keyboard or the like . Smart cud readers an non-sumdard 
devices which may be coupled to a PC through a CONQdl 
or COMM-1 port. However, none of the standard protocols 
and message formats for open network communications 

ss currently provide 1lQ operations far such devices. 
All system which attempt to provide three party cem-

muQiCaeioo to execute an electronic transaction suffer from 
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am used sod addi[ioos arc made to commands implemented 
within The contra! structure of that exisling prWOCUi to 
support nun-standard Il0 device mmmuuicatiun . At the 
server, the extended protocol is further supported by a 

5 commoQ gateway interface (CGn Which converts the com-
muaicatioo from a no¢-standard 1/0 device to a format 
which is compatible with a transaction or data application 
program which may be executed on the server or a computer 
coupled to the server . In this manner, the CGI permits the 

to processing of the extended capability commands to be 
segregated from the wmrouuicatiou functions performed by 
The server. 

Preferably, the server and t6c 1/0 devices comimbrikait 
through an Inicmet protocol and most preferably, the Hyper 

I5 Toxt Transport Protocol {HTIP), W exchange data between 
an application program and ono-standard ll0 devices over 
an open network- Although IMY is the preferred protocol 
used w implement the present invemiou, other protocols 
such as Teinel or SINT!? (or example, way also be extended 

ao in a similar manner. Specifically, the RIM protocol is 
expanded to communicate with printers, magnetic card 
matters, ctuiit card terminals, smart cud readers, aback 
readers, PIN pads, bar-code readers, PDAS, err the Lle, and 
includes a command which instructs a non-standard 110 

u device to disconnect from the open network and re-couple to 
a transaction processing system W transfer foods from a 
consumer account to a mcrchaut account through a P57N or 
dedicated data line . By using ibex extended capability 
commands within HM, a processing system may operate 

;p on an open network such as The Internet add communicate 
with transaction or other dada 310 devices which have not 
previously been ably to couple to such open networks. Such 
a system may be used w execute a transaction between a 
consumer and a merchant so the merchant receives remit- 

35 taoce information in a timely manner. 7'6e system permits 
the ooosumer to initiate a Transaction and order from a 
merchant and then use i more secure link supported by PIN 
entry devices or the Me to reduce the risk of fraud for the 
Transaction . 

ao Because the salver may communicate through such open 
oetwods with non-standard 110 devices, the treusactiou or 
data processing system is available for the ever-expanding 
combat available through the Incomes Such 3 system is able 
to communicate with oou-standud UO devices in myriad 

ac locations each as `atoll establishments or is consumers' 
homes . For example, a consumer way utffize the standard 
capability of an Internet protocol to communicate with a 
server that provides information ngardivg suvicts or goods 
for sale over the Imcme, and then consummate a sales 

so transaction by using Ex extended capability of the Internet 
protocol . Such a home consumer could provide transaction 
data through a smart card reader coupled to a COMMi or 
COMM2 port of a PC . A database program executing at the 
server for The central processing site may accept product 

ss ordering information from a non-standard keypad or torch 
sateen associated with a semen phone terminal at the remote 
site and then communicate with the smart coed reader to 
consummate the transaction . Such a transaction system 
requires that the consumer have p4ysieat possession of the 

so smart or credit card and not simply lvowledge of six 
account number. Likewise, the server would he able to 
communicate with a PIN pad or the lilac to ensue the 
hudwue cneryplioa of PINS and ether data before it is 
transmitted to the serves side. Such a -system is less susoep-

y5 able m consumer fraud. 
Mother feature of the pmscut invention is a PAYM£NI' 

command implemented in The extended Internet protocol 

EXHIBIT r- , 

AAGEV - OF.!~ 

The present invcation provides transaction and data sys-
kms which may be implemented on an open network such 
as the Internet . "Ric system comprises a server fur mmmu-
¢icatiog in an open network protocol and a plurality of 
inpuUoulput (310) devices coupled W We servo through an 
open network, tls UO devices communicating with the 
server in the extended open network protocol slat supports 
communication witb non-standard UO devices over The open 
network . ILe system of the present invention provides a 
ewer with the capability of communicating with a number 
of UO devices useful in transaction and data systems which 
heretofore have been vnsupported on un open network 
system such as the Internet . 
The system of she present invention is implemented by 

extending present open network communication protocol% 
and den message formats to communicate with uoe-
stau3art7 V0 devices either coupled to an open network as a 
cGew of coupled to an open network through a elienl, such 
as a PC, credit card terminal, screen phone . or PDA, Thai is, 
commends which ore compatible with the communication 
schema of a presently-implemented protocol for the latormi. 

5 
a number of limitations which present asks greater (ban 
Those is e normal transaction performed at the point of sale . 
In a typical point of sale (P05) transaction, 16c consumer 
hands a debit or credit cud to a merchant's agent who may 
oanmins the card for security makings such as holograms, 
watermarks, or a cardholder aignature .'ihe agent then places 
The card into a reader fm acquiring Information from the card 
add, in some oases, have the consumer enter a PIN icon a PIN 
entry device which encrypts the PIN in a 6udware imple-
mented scheme . If the PIN is entered, it is transmitted with 
4x information from the card to a processing center. typi-
cally in one of the formats discussed shove, under a R.ZS 
protocol or the like. The processing center returns an mtho-
riza[ion panted of denied message . no reader typically bas 
a printer coupled w it through an RS-23:C porgy or the like 
and a pwe6au agreement is printed. no consumer signs The 
ageemcnf, the me=c6snt's agent may verify the signature, 
and the merchant reams as original of the agreement and the 
consumer a copy. In this scenario, the merchant has initiated 
the communication to the processing cen7v. no safeguards 
noted above permit the processing enter m charge a met-
chant a tower processing fee then when a consumer initiates 
a Transaction. Consumer initiated traaseaioas present a 
greater risk because the comumcr provides an agent an 
account number in s telephone conversation or non-
encrypted Dl'MF transmission. Thus, there is no card 
inspection, signature verification, or PIN verification. As a 
result, such Vansaclioas we limited to credit cuts because 
debit cards require that the cardholder be present to enter a 
PIN into an appropriate PIN entry device . 
What is needed is a system that permits conauners remote 

from a merchant to order goods and present payment in a 
secured manner so the merchant's risk and processing costs, 
as well as a cudlwfder's caposute to fraud, is roducod . What 
is needed is a way far e processing center to a~mm~xoicafe 
through en open network with non-standard UO devices 
such as credit card terminals, personal digital assistants, and 
scrap phone terminals or with noti-standard 1/0 devices 
coupled m the open network Through s PC or dns tae. What 
it needed is e transaction or data system which utilizes an 
open network such as The 1nlemct to support electronic 
transactions or data compilation in a secure manner without 
undue limitation as to the devices with which rommuuica-
aon may be mach 

SUMMP.RY OF THE WVEN7IUN 
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That directs a non-standard I/O device or a PC interlaced 
with such devices to communicate with a transaction pro-
cessor through alt alternative communication link to one 
form, the PAYMENT command u used by a merchant 
terminal to submit a consumer's account number with a 
mcrehant deposit account number through a PSIN network 
or the like to the processing center. In mother form of the 
PAYMENT command a client program in a consumer's 
terminal recsives an account cumber for a merchant account 
from e merchant's server with We PAYAENTcommaod . On 
receipt of this command, the client program suspends its 
operation and prise the account camber to a conventional 
bank processing program co-resident in memory. 73e bank 
processing program establishes a standard communication 
lick with a transaction processing system through a dedi-
cated data line or a PS7N network. Using that communica-
tion link., the bank processing program execmes e commer-
cial transaction using a standard VISA protocol or the like . 
The consumer may use a magnetic stripe reader and a PIN 
entry device to improve the security of the data transmission . 
Ihe transaction center may transmit remittance data over the 
open network to the merchant so the merchant is apprised of 
payment and ships the ordered product. Once this consumer 
initiated transaction u complete, the bank procesing pro-
gram germinates and serums control to the client program 
which may terminate communication with the open network 
or retrieve information from another server on the open 
network for another transaction . In this way, the tuer may 
use the open network for con-confidential communication 
such u collecting product information, pricing, and product 
availability . This information may be collected quickly and 
efficiently using the extended Internet protocol . The con-
ventional bank processing program and more secure wm-
muuicatiou links may then be used for the mn5dential 
information required for the transaction. Thus, the present 
invention is able to combine the features and advantages of 
the Internet with the more secure communication link and 
data security enhancing devices of systems preundy known. 

Preferably, an editor is provided which permits a user to 
define an application database table with data fields, define 
client application data fields, and define the integrated forms 
for communicating data between the defined database tables 
and a client application. The editor verifies the syntax of the 
user generated integrated forms containing expended Intel-
not protocol statements and client application statements . 
'he editor ensures that the variable names (or the client 
application and the data fields for the database application 
correspond. Following the generation of the integrated form, 
the editor parses the integrated form to segregate the data . 
base language armaments from the extended Internet proto-
col statements . A database language identifier is substituted 
in the Internet protocol statements for the database state-
ments contained in the integrated form . The Internet prolo-
col statements are downloaded as a file which is interpreted 
by the client program for the collection turf submission of 
data from non-standard UO devices to the dalabau appli-
cation . Ire database language statements segregated from 
the extended Internet protocol statements are placed in a 
second file which is named to correspond to the database 
table defined by the user . The CGI application recogoius the 
database language identifier contained in the returned forms 
of the Internet protocol statements . ILe CGI application 
cortelates the database identifier with the file previously 
generated by the editor which contains the database com-
mand statements . The application then inserts the data from 
[he returned form info the database command statements and 
provides the re-integrated danabzu command statements to 

The present invention may tale form in various compo- 
ocnis and arrangement of components and in various steps 
and arrangement of steps. 7Lc drawings are only for put- 
posts of illustrating a preferred embodiment and arc cot W 

2o be construed as limiting the invention. 
FIG. 1 is a diagram of an open network system in which 

the present invention is ugliwd; 
FIG. 2 u a diagram of the format of the FORM and 

INPUT lags implemented in the preferred embodiment of 
2.5 the present invention; 

FIG. 3 is a diagram of the preferred SQL commands 
supported in the preferred embodiment of the preseut invcu- 
lion ; 

30 FIG . 4 is a flowchart of the high level processing of the 
client program which interprets the H7ML film of the 
preferred embodiment of the present invention; 
FIG. 5 is a flowchart of The FTThL 51c Amassing 

performed by the client program of the preferred embodi- 
3s moot of the present invention; 

FIG. 6 is a flowchart of the attribute processing (or the 
FORM fag performed by the client program of the preferred 
embodiment of the present invention; 
FIG. 7 is a flowchart of the processing of the ACTION 

ao atinbute for the FORM tag performed by the client program 
of the preferred embodiment of the prcuot invention; 
FIG. 8 is a flowchart of the processing for the METHOD 

attribute for the FORM tag performed by the client program 
of the preferred embodiment of the present invention; 

45 FIG. 9 u a flowchart of the attribute processing for the 
INPUT tag performed by the client program of [be preferred 
embodiment of the present invention; 
FIG. 10 is a flowchart of the prxcssiog for the TYPE 

so 
atlnbule for the INPUT lag performed by the client program 
of the preferred embodiment of the present invention; 
FIG. ll u a flowchart of the processing for the NAME 

attribute of the INPUT lag performed by the client program 
of the preferred embodiment of the present invention; 

ss FIG. 12 is a diagram of the format for the ACTION 
attribute for the FORM tag performed by the common 
gateway interface between the Web server end an applica- 
tion program; 
FIG. 13A is a diagram of the possible communication 

by paths which may be used by an UO device according to the 
principles of the present invention; 
FIG. 13B shows an exemplary FORM tag and INPUT tag 

for the PAYMENT method implemented in a merchant's 
terminal according to the prioaples of the present invention; 

ss FIG- 13C shows an exemplary FORM tag and INPUT tag 
for the PAYMENT method implemented in a consumes s 
Ietmiual according to We principles of the present invention; 
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8 
the database application . In this manner, the database may be 
queried by or retrieve data from the coo-staodard UO device . 
In the most preferred embodiment, the editor permits a user 
b develop integrated forms comprised of the extended 

5 H7MI. language and slaodud query language (SQL) data-
base application statements . ID This manner, the user does cot 
have to manually generate the SQL commands, the H7T1L 
commands, and carefully correlate the data fields of the two 
commands in order to implement a transaction between a 

in client end a database. 
These and older advantages and features of the present 

invention may be disramed from reviewing the accompa-
oyiog drawings and the detailed description of the invention. 

15 BRIEF DESCRIPTION OF THE DRAWINGS 
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FIG. 14 shows exemplary integrated statements for a file 
used in the preferred embodiment of the present invention to 
generate the HThII.6]es for the client program and the SQL 
files for the application program for a cud initiated payment 
authoriZatiDD and capture transaction; 
FIGS . 15A and B shows exemplary integrated statements 

for a 5]c used in the preferred embodiment of the present 
invention to generate the HTML files for the client program 
and the SQL files for the application program for a bar code 
reader input wish card-initiated payment authorization trans-
action; 
FIGS . 16A and B shows exemplary integrated statements 

for a 57c used in the preferred embodiment of the present 
invention to generate the HTML files for the client program 
and the SQL 51a for the application program for akey input 
order with secure payment transaction; 

F7G . 17A shows exemplary integrated statements for a file 
used in the preferred embodiment of the present invention to 
generate the IiThII .61es for the client program and the SQL 
files for the application program for a smart card debit (Type 
1) transaction ; 
FIG. 1713 shows exemplary integrated statements for a file 

used in the preferred embodiment of the present invent] 
. 
on to 

generate the HTML 61a for the diem program and the SQL 
files for the application program for a smart card debit (Type 
2) transaction; 

FIG. 1B shows exemplary integrated statements for a file 
aced in the preferred embodiment of the present invention to 
generate the H7T4.51es for the client program and the SQL 
files for We application program for a debit card trausaciion; 
FIG. 19 shows exemplary integrated statements for a file 

used in the preferred embodiment of the ptesem ioveotiou to 
generate the HTML files for the client program and the SQL 
files for the application program for a check verification 
transaction; 
FIG. 20 shows exemplary integrated statements for a file 

used in the preferred embodiment of the present invention to 
generate the HTML files for the client program and the SQL 
files for 16e application program for a customer frequency 
transaction; 
FIG. 21 shows exemplary integrated statements for a file 

used in the preferred embodiment of the pmsent invention to 
generate the 1177vII.61es for the client program and the SQL 
files for the application program for en item search trans-
action ; 
FIGS . 22A and B shows exemplary integrated statements 

for a file used in the preferred embodiment of the present 
invention to generate the HTML files for the client program 
and the SQL files for the application program for retail store 
end of day reporting; 

FIG . 23 shows exemplary integrated statements for a 51c 
used in the preferred embodiment of the present invention to 
generate the HTML film (or the client program and the SQL 
files fog the application program for a store reporting an 
e-mail transaction; 

FIG . 24A is a diagram of e manual development process 
for the files interpreted by the client program and the files 
interpreted by the application program in accordance with 
the principles of the present invention; and 

FIG . 24B is a diagram of the generation of the files 
interpreted by the client program and the files interpreted by 
application program performed by an editor constructed in 
accordance with the principles of the present invention_ 

DETAILED DESCRIPTION OF THE 
INVENTION 

A transaction or data system constructed in accordance 
with the principles of the present invention is shown is FIG. 
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1.73e system 10 includes a Web server u which is coupled 
to an open network 14 such as the Internet for communica-
tion with various UO devices and letminals . For example, 
the I/O devices which may be coupled directly to network 14 

g include standard UO devices already supported by Internet 
protocols such as PCs 30 aced non-standard UO devices such 
u a screen phone terminal 16, a personal digital assistant 
(PDA) 18, and a credit card terminal 20. Other exemplary 
non-slaodud 1/O devices such as man cud reader 31, 

~p personal identification number (PINF) pad 34, magnetic curd 
swipe reader 36, printer 38, or the like, may be coupled to 
PCs through non-standard I/O ports such as COhU11 and 
COMM2 pons or to other non-standard UO devices such as 
phone terminal 16, PDA 18, or credit cud terminal 20 . 
Typically, these devices are coupled to PCs or devices 16, 

~5 IS, or 20 through an interface such u a RS-232C interface . 
Merchants or other vendors may use a Web server 2 b 
couple to network 14 to communicate with the devices and 
processing system 40. 

20 The Web server u is preferably coupled to a Common 
Gateway Interface (CGn appGcatiov 28 which converts and 
communicates the data and commands between the devices 
oil network 14 and the processing system 40 so the 1/0 
devices do tint have to use the database command language 

Zs to interact with the databatc . System 40 and the devices may 
communicate directly if they am implemented in the same 
language or if a user implements a communication interface 
such as CGI 28 that correlates data fields in the client with 
those in system 40 . Server 12, CGI 28, and the applications 

.,p supporting system 40 may all reside on a single host 
computer or they may reside on separate computers coupled 
together by a local area network (L.AN) or a wide area 
network (WAIF. Preferably, the application interfaces with 
a database which supports Open Data Base Comectivity 

35 (ODBC) and Structured Query Language (SQL) . 
The communication sessions between the VO devices 

coupled to the open network 14 and the Web carver 12 ace 
generally conducted in the same fashion u Internet protocol 
communication sessions am curzeody performed . That is, 
the UO device establishes a communication connection with 
Web server u, sends a request to the Web server, the Web 
server responds w the request and the UO device or server 
closes [he connection . Preferably, the non-standard I/O 
devices or PCs interfaced to such devices selectively couple 

,5 to a local access part on the open network 14 through a local 
modcm/ISDN connection . In this manna, the device is only 
coupled to the open network 14 when a transaction or a data 
operation is to be performed. Mile, connected to the open 
network 14, a device may access a number of servers to 

5o accomplish a purpose. For example, a device may couple to 
a local access poi and communicate with a first server to 
check inventory levels at a site, communicate with a second 
waver to order stock for the inventory, and communicate 
with a third server to settle payment for the ordered goods. 

55 When all aspects of the transaction are complete, the oon-
nectiou with the local access port u ruminated. In [he 
preferred embodiment of the present invention, the protocol 
used to transport data messages between Web server 11 and 
the UO devices coupled to the open network 14 is the Hyper 

bo Text Transport Protocol (ATTP), although oWcr open sys-
icm protocols utilized on The Interact may be used . 

Iv standard }i7"IP protocol, a client program executing in 
one of the 1/O devices may initiate communication with a 
server by sending a query message of 16e format: 

ss hnp:/i<hosi> :<porb/<path>?search pW 
The message identifies the client as seelzng communica-

tion with e I17"IP server at the host address on the specified 
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where "I" i5 an "OR" operator. The wmmands supported by 
standard 11TTP we INPU7; SEI.ECI; and lEX'TAREA. 
Additionally, standard H'`'IP permits (he inclusion of teal 
date in the command area . To the present invention, HTML 
has been extended to support new ACTIONS, METHODS, 
and INPUTS. 

ID accordance with the principles of the present invention, 
tags are preferably used to identity device vansfers and 
input operations . Preferably, the FORM tag is used to 
identify device transfers end ACTION and METHOD 
attributes further identify the device operation. As shown in 
FIG. 2, the extended ACTION field may include a FROM 
and 7'O attribute for accessing a local germinal file or smart 
cud reader or a TO PRINTER attribute for directing output 
data to a printer local to she UO devim.7Le FROM and TO 
aMbules (or accessing local film and smart card readers and 
far directing output darn to a local primer have previously 
been unsupported in any Internet protocol . A5 e result, the 
server u may access non-standard UO peripherals for any of 
16e UO devices used in the transaction or data system 10-
The AC170N-"URL" is a Part of standard HTFP and is well 
!'sown . 
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port . In the IITTP protocol, the default value for the Pon is 
80 and the host address it the Internet protocol (IP) address 
of the hype well-known in the art . The path value selects the 
file in the il"I'IP server which is activated in response to the 
message and the search part specifies a query for the selected 
file . In the initial wmmuniaboo, the query may be omitted 
w that the Selected host file responds to the client program 
before a query is processed. 

In the prewar invention, the client program uses a similar 
message to initiate a transaction o[ data operation, except 
that database commands are preferably embedded in a 61c at 
the server 12 and nut in The "search part" of The command, 
although Search pelts may be constructed in accordance with 
the principles of the present invention that support non-
standard 1/O devices. Preferably, the client program inter-
pmts Hyper Text Markup Language (H"I'ML) files contain-
ing HTML commands for communicating dada between 
oon-standard UO devices and server ]2 . Most Preferably, the 
HTML commands contain identifiers which am used by the 
CGI to place data rammed in the forms of the NIML 
commands into database commands (or queries or data 
insertions for the database . HTML is a command language 
well known for the retrieval and display of electronic 
documents for standard UO devices such as PCs supported 
by full screen monitors, QWERTY keyboards, and standard 
peripherals such as bud disk drives and diskette drives-
Standard HTML commands use text and previously known 
commands that reference Universal Resource Loutors 
(URLs) to Support the communication of electronic docv-
mcots.'ILcsc documents arc files which may contain HTML 
commands, text, audio, video, or image data. The present 
invention extends HTML with commands that support com-
munication between the sewer and the non-standard 110 
devices- 

l0 16e H7TP protocol, data may be obtained during a 
communication session by using a tag called a FORM as put 
of the Me defined by <path> in the command discussed 
above. 7Le FORM formal for standard HI7FP is: 

,EDAM ACTION= URL" 
nErxoa.cer I POST 

c.m.a 
ITolua> 

12 
7'hc METHOD attributes may include the GET, POST, 

PAYMENT, or SQL methods. 7Lc GET and POST methods 
we currently supported in standard H7"IP and are well 
leoowo . The PAYMENT aMbule is r directive to deliver 

5 data retrieved by an INPUT command to a private payment 
network for authorization and settlement and is not available 
in current Internet protocols. This dvective is used by the 
client program to activate a conventional financial transac-
tion application which communicates with the transaction 

to system over s dedicated dada line or PSTN in a known 
protocol such u VISA Such as ettnbute is used where the 
more secure physical connection between remote site and 
transaction system and data encryption devices or the lilac 
are preferred. 'Me SQL method preferably identifies a data- 

15 base language file which CG128 uses to correlate data in the 
HTML FORM to au insertion or query command contained 
is the file . 

The preferred format for the INPUT tag which is used b 
identify input operations u also shown in FIG . 2. The TYPE 

io and NAME attributes are used to define a ono-standard I/O 
device or local storage variable for the input of data. The 
TYPE field vanes "text," "password," "c6cekbox ;" "radio," 
"submit," and "reset" are previously known, as arc the 
attributes NAME., VALUE, CHECKED, SIZE, and MAX- 

x5 LENGTH- To support the extended capability of the present 
invention, the TYPE attribute preferably include attributes 
MSRTI for reading track 1 of a magnetic swipe reader, 
MSRP_ for reading a magnetic swipe reader track 2, KEY 
foe reading input from a terminal command keypad, PIN for 

3o reading a personal identification number pad, BCW for 
`ceding a bar code wand, MICR for reading a check mag-
naic code ruder, ATM foe reading a dollu amount via a key 
input mask, INT for ̀ ceding an integer ha a key input mask, 
database with the INSERT attribute or update data sUeady 

35 existing in a database with the UPDATE attribute . The 
values for the INSERT attribute may be identified with the 
VALUES attribute, and the SET and WHERE attn'butes may 
be need to define and cooditiooally update values in the 
identified database . Preferably, the present invention imp]c- 

ao meals two DELETE and CREATE attributes . The DELETE 
attribute deletes all items in an identified column of a 
database table which may satisfy a condition defined by a 
WHERE attribute. 'Ibc CREATE attribute creates a database 
table having a primary key identi5cd by the PRIMARY KEY 

as apribulc . 
Preferably, the server program executes on a computer 

system having at least an Intel 80386 or better processor 
with al least 4 megabytes of RAM and al leash 3 megabytes 
of hard disk, space available . 1Le computer system running 

so the server may operate any known server platform operating 
system such u WINDOWS 3.1, WINDOWS 95, or WIN-
DOWS NT, UNIX, AIX, and others . The non-standard 1/0 
devices mauve a processor of a Z80A type or better, al lent 
32 K bytes of RAM, and u lent 32 K bytes of ROM. The 

55 device includes a modem capable of at least 1200 bits-
per-second (tips) but other modem spcedt may be used (or 
communication between client and server. Alternatively, the 
device may be coupled to a LAN which in [urn is coupled 
to the Interact for communication with server 12 . A typical 

so Don-standard device which executes the client program is a 
VeriFooe OMN1390, OMNI395, or VuFooe terminal . 
OMNI390, OMN1395, and VuFone arc trademarks of 
VeriFone, Inc., of Redwood City, Calif. Other exemplary 
devices include Phillips Screen phone, Hypercomm T7 

ss terminal, and Apple Computer Newton McssagePad. 
To build the preferred HTML file which CGI 28 prefer-

ably uses to implement the client program and database 
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application, the user preferably uses an off-line editor. The is processed (Block U0), the client program determines 
files generated by the editor are preferably comprised of an whether the HTML file is to be stored (Block ll4). If it is 
integrated statements formed from H7ML statements and not, the pmreu returns to the idle processing (Block 100) . 
database statements for retrieving and writing dada with the Otherwise, the process determines whether the H"IMLfile is 
database . Exemplary files showing such integrated state- 5 to be associated with a hot key (Block ll6) and, if it is. it 
mevls for performing transactions arc depicted in FIGS . stores 16e file and generates the link between a hot key and 
14-73B . After such a file is generated, the editor parses the the stored file (Blocks US, 120) . If [6e HTML file is only to 
integrated statements info HTML statements and into dau- be shored, no association u made with a hot key and the file 
base statements such as SQL commands. The HTML files is simply stored in local memory (Block 20) . The client 
required by the client program to support communication to program then returns to idle processing (Block 100) . 
with a transaction or dada processing center may be down- 'Me high-level processing for the HTML file (Block 110, 
loaded to a device or PC for execution . The files containing FIG . 4) is shown in further detail in FIG . 5 . The process 
the database application statements used by the CGI inter- begins by seaming the HTML file for a TAG (Block 140) . 
face W communicate data with the database application If no TAG it found, the file is not in proper format for 
program preferably reside on server 12 . Preferably, the i5 processing and processing returns [o Block ll4 diuusud in 
database files used by 16e CGI interface include SQL corn- FIG . 4 above . If a TAG is found (Block 142), the process 
mends for the application program interfaced a au ODBC determines whether 16e TAG is a FORM TAG (Block 144) 
compliant database . or an INPUT TAG (Block 146). If it is a FORM TAG, then 

The general format of the tITMI.wmmaods in the HTML the FORM TAG is processed and the program continues by 
files used (or communication with a client program and io tooling for other TAGS to process (Block 140) . I( the TAG 
server ate of the general format TAG ATTRIBUTE . is an INPUT TAG, the INPUT TAG is processed (Block 
Preferably, the TAG field may be one of FORM, INPUT, 150) and the program continues by looking for other TAGS 
SQL, or 7EX7'pREA 7LcA7TRIBU7E field value depends to process (Block 140). If the TAG is one of the standard 
upon the TAG value. Preferably, the FORM lag may include H7MLTpGS, the program implements the TAG in standard 
the ACTION or METHOD attributes where the ACTION z5 known ways (Block 152) and then scams for other TAGS to 
attributes include the FROM<file>, TO PRINTER, process (Block 140) . 
TO<file>, and TO SCR values noted above, is well as the Processing the ATTRIBUTES used to implement a 
standard HTML ACTION value of URIr<51e>. The FORM TAG is shown in FIG. 6. Thai process continues by 
METHOD attributes include the PAYMENT and SQL scanning the HTML file for an attribute (Block 160) . If an 
attributes noted above, as well as the standard HTML 3o attribute is not found (Block 162), the program returns to 
METHOD values of GET and POST Also in accordance scan for other TAGS (Block 140, FIG. 5) . If au attribute is 
with the principles of the present invention, the INPUT tag found, the program determines whether it is an ACTION 
may include TYPE, NAME, VALUE, CHECKED, SIZE, attribute (Block 164) or a METHOD attribute (Block 166) . 
and 1v1.4XI.ENG7N atmbutes These attributes tie pmvi- Depending on the type of attribute, the appropriate function 
ously supported for the INPUT beg in li7'h1L, however, the 75 for processing the attribute is executed (Blocks 168 or 170) 
present invention further includes TYPE values of MSRTl, and scanning for additional attributes continues (Block 160) . 
MSRT2, KEY, PIN, BCR', MICR, AMT, IN7; LOCAL, and If the attribute is not an AC170N or METHOD attribute, 
AIII'OSUB, as well as the standard Ii7MI.7'1'PE values of there is an cant in the 51c and processing returns to scan for 
TEXT, PASSWORD, CHEClBOX, RADIO BUTTON, older TAGS. 
SUBMIT, and RESET. The present invention also supports ao The processing for WeACI70N attribute is shown in FIG . 
NAME attributes of IP._ADDRESS, HOST_PHONE, 77D, 7 . 7bcrc, the ACTION attribute is examined to determine 
WORK_KEY, DATE77ME, and DEPOSIT ACCT to whether it u a FROMcfilc> (Block 180), TO PRINTER 
identify local storage areas as well u standard HTML (Block 182), TOdlo (Block 194), TO SCR (Block 186), 
NAME attribute <Fic1d__NM> to identify a FORM variable . FROM SCR (Block 188) or a URI.-d]c> (Block 192). The 

The preferred high level processing of the client program as URLrcfilc> ACTION is a standard HTML action which is 
is shown in FIG . 4 . i'hal processing includes an idle step processed in a known way (Block 194) . The FROM <file> 
(Block 100) in which the program performs general house- action is processed by reading data from a 51e associated 
keeping tasks such as maintaining internal lime, sraoning with the UO device or PC interfaced to the 1/O device (Block, 
for input which may activate the device, or other known 196) . 7Le TO PRINTER action results iv date in the FORM 
functions. Further processing i5 activated by some operator so being sent to the printer (Block 198) while the TO <file> 
action at the device or PC which causes the device to either action results in data in the FORM being written to a local 
open a remote URL(Block 102) or open a local 1JRL(Block 51e (Block 200) . The TO SCR action causes dale to be 
104) . If a remote URL is requited, the device transmits a written to the smart card via a smart card reader (Block 202) 
message of the format discussed previously which is routed and the FROM SCR reads data from a smart card through a 
through the open network and delivered to a server 12 for a ss smart card reader (Block 204) . After the appropriate action transaction or dale processing system (Block 106) . The processing tales place, the HTML 5]e is scanned for addi-
H7T4L 51c selected at the server u is identified by the tiooal ACTION values to perform (Block 2(16), and if ox is 
remote URL in the initial communication between the found, the process continues . If no attribute is located (Block 
device and server 12 and that URL is used to return the 208), the process returns to scan for other attributes (Block 
selected H7'MLfile to the device forprocessing (Blods 108, so 160, FIG . 6) . 
110) . The processing for the METHOD attributes for FORM 
FIG . 4 also shows that an operator may initiate an open tags are shown in FIG . 8 . The process determines which type 

local URL function by typing in a command or by pushing of METHOD is present in the FORM and then properly 
a hot key which is associated wild a local URL. The UO processes the attribute. For the GET and POST methods 
device reads the HTML 51c identified by the URL from local s5 (Blocks 210, 212) the processing is she same u that pet-
memory (Block ll2) and passes the HTML file to the formed in standard HTML (Blocks 226, 22B) . That is, for the 
function for processing HTML files (Block 110) . After a file GET method, the ideuti5ed LJRI.<filo u queried for data 
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while the POST attribute causes data to be transferred to the 
IIRI,cfile. . The preferred METHOD attributa extending 
the HTML implementation of 16e present invention are SQL 
(Block 114), and PAYMENT (Block 224) attributes. The 
SQL attribute is Preferably not expanded info a SQL com-
mand al the client, but rather is expanded by the CGI 28 at 
server 12 by correlating the data or variable field names in 
a reNmed form with [be SQLcommauds sloped al the server. 
This processing is done in a manner described iv mole detail 
below . The client program passes the SQL file identifier to 
We server u (Block 230) . The processing of the PAYMENT ~ o 
command (Block ?32) is discussed in mole detail below. 
The HTML &]c is scanned for other METHODS (Block 242, 
244), and, if one is found, the processing continues by 
identifying the METHOD (Blocks 210.224). Otherwise 
(Block 244), the process returns to scan the HTML file for 35 
olherAC170N or METHOD attributes (Block 160, FIG . 6) . 

Processing for the INPUT tag is shown in FIG . 9 . The 
process swos the HTML 51e following the INPUT tag for 
attributes (Block 250) . If no attributes; are found (Block 
252), the process continues by scanning the 11'1'ML file for zo 
other tags to process (Block 140, FIG. 5). If an attribute is 
found and it u a TYPE attribute (Block 254), it is processed 
(Block 256), and if the attribute is a NAME attribute (Block 
258), it is processed (Block 260) . Both the 71'P£ and 
NAME processing is shown in more detail in FIGS. 10 and zs 
11, respectively . If the attribute is neither a NAME or TYPE 
attribute, it is a standard aunbute far an INPUT tag sup-
ported by standard HTML and is processed in a known 
manner (Block 262) . Following processing of the INPUT 
attribute, the HTML file is scanned for other annbuks to 30 
proms (Block 250) . 

Processing for the TYPE attribute is shown in FIG . 10 . 
lye process first idenLWJcs the 1YYE attnbute for We INPUT 
tag and then performs the appropriate processing- The new 
TYPE attributes of the preferred embodiment of The present ?5 
invention am MSRTl (Block 270), MSR'R (Block 272), 
KEY (Block 274), PIN (Block 276), HCN (Block 278), 
MICR (Block zso), AMT (sloe: zsz), usr (Block zaa), 
LOCAL (Block zes), and AUTOSUB (Block 299) . If the 
TYPE attribute is not one of these, it is a standard HTML ao 
type attribute chat is processed in a known manna (Block 
310) . Each of the new HTML TYPES supported by the 
present invention causes an UO operation wiW a non-
standard device . Specifically, 16ese operations am the read-
ing of Track 1 of the magnetic stripe reader (Block 290), the as 
reading of 16e second lock of the magnetic stripe reader 
(Block 292), the reading of a keypad (Block 294), the 
reading of an encrypted PIN through a PIN entry device 
(Black 296), the reading of a bar code through a bar code 
reader (Block 298), [he reading of encoded data on a check so 
through a magnetic check reader (Block, 300), the reading of 
a dollar amount from a keypad through a key input mask 
(Block 301), [be reading of a number from a keypad through 
a key input mask (Block- 304), the reading of data from a 
local variable (Block 306) and The submission of the data 55 
read from one of these devices in a FORM returned to 16c 
server u (Block 308) . 73c data mask for AMT constrains 
the dollar amount read to a predetermined number of chu-
acters with only two characters following the decimal porn L 
The data mask for 1NT ensures the number is an integer so 
value within a predetermined rsng.e . Processing continues by 
scanning the HTML 51e for other TYPE attributes (Block 
3L) and, if another TYPE attribute is found (Block 314), 
processing continues by determining the TYPE attribute and 
performing (he appropriate processing . Otherwise, the pro- cs 
cess returns to scan the HTMLfiIe for other attributes (Block 
250, FIG. 9) . 
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is 
The NAME attribute processing is performed in accor-

dance with the process shown in FIG. H. That process 
examines the NAME aanbum to determine if the variable 
name identified by the attribute is IP__ADDRFSS, HOST_ 
PHONE, 7iD, WORK-KEY, DAIE'IIME, or DEPOSIT-
ACCI' (Blocks 320,322,324,326,328,330)- If they are, the 
INPUT value resulting from one of 16e INPUTS in a FORM 
of the HTML file is stored iv a local variable identified by 
the NAME attribute. Following storage (Block332), the file 
is scanned for other NAME attributes (Block 328) and, if 
there arc none (Block, 332), procesiug continues by scan-
ning for other attributes for the INPUT tag (Block 2511, FIG. 
9). If [be NAME attribute is a standard HTML INPUT 
NAME, it is processed by known methods (Block 336) . 
Processing then continues by seaming for other NAME 
attributes to process (Block 338, 340) . Otherwise, the pro-
cess returns to scan the FI'IMLfiIc for other attributes (Block 
250, FIG. 9) . 
CGI 28 receives Internet protocol statements in a 51c 

vansmined from a client program and provides data from 
those statements to the application(s) implementing system 
40 end receives the output of system 40 and provides them 
to the client program in a file . CGI 28 may be implemented 
by a program developed by a user using a manual develop-
ment method u shown iv FIG. 24A_ Thai method requires 
a user to generals a system definition from which a 51c 
statement dc5nitioo for the client and application are devel-
oped to implement the transactional or data system . Using 
the 51c statement definitions, the user generates The files for 
the client and database program which are interpreted by 
the respective programs to implement transactions or data 
processing . This process requires the user W not only have 
knowledge regarding the transaction or data process but 
specific details of the interaction between the client and 
database. The user is further required to resolve and corm . 
late all data identifiers in the statements for the client and 
database environments. 

Preferably, CGi 28 is developed with an editor that only 
requires the user to define the system with statements which 
are au integration of the protocol statements and the data-
base language . The process implemented by this editor is 
shown in FIG. 24B. Examples of such integrated statements 
for files which implement a specific transaction are shown in 
FIGS . 14 W 23B. The editor Verities the syntax of the 
integrated statements and correlates the data variables of the 
protocol statemeou with the data fields of the database . 
Following the generation of the integrated statements, the 
editor segregates (6e protocol statements from the database 
language statements . The protocol statements are stored in 
Eles which are identified as being for a particular transaction 
ordata process and the database statements arc stored in files 
which arc identified as being for e particular transaction or 
data process on au identified database able . The, editor 
plans a database file idcnti6er in the protocol statements 
which contained embedded database statements . The data-
base file identifiers am used by CGI 28 to select the file for 
the appropriate t:ausaaion so CGI 28 may correlate data 
variables in the protocol statements with dale fields in the 
database files . The files containing statements to be inter-
preted by the client program arc then downloaded to the 
appropriate terminals, and the database files containing 
database language statements are stored on the system 
executing she CGI 28. 

Alternatively, the editor of the present invention may 
parse integrated statements which are segregated into source 
code statements for first and second processors, such an 
editor further includes a compiler to generate execvtablc 
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co-rcsidenl in memory wish a certified bank card authoau- 
tion and capture application, which may be provided by a 
financial institution or a bank card processor. 
For the form of the command shown in FIG . 13B, the 

5 client program in the merchant terminal suspends its execu- 
tioo and passes the terminal identifier, stored locally, which 
identifies the merchant's account and the consumer account 
information read vie a magnetic stripe reader or the like, to 
the bank card application . The bank cud application com- 

1o municates This information via a PSiN 424 or the like to a 
transaction processor 422 . The processor 422 authorizes or 
denies the transaction and, if authorized, a primer at the 
merchant terminal prints a purchase agreement which the 
consumer may execute to complete the transaction . 

75 ID response to a HTML file having a FORM with an 
ACIlON attribute equal to an executable file name for a 
bank card application program or the like, a METHOD 
attribute with a field value of PAYMENT, and an INPUT tag 
with a'I'YPE attribute of LOCHf._NAME which identifies 

20 a deposit only account supplied by a merchant (as shown in 
FIG- 13C), The client program is suspended and control is 
transferred to the bank processing application. 'Ihe bank 
processing application then uses s modem or ISDN D 
charnel using 7'3 POS protocol of she like to cornea to a 

z5 secure packet network 414 to conned in a virtual point-to- 
point manner with a payment processor through a PS'IN 
network or the like. This physical connection provides an 
additional security clement to the encrypted data for the 
transaction of account information, PIN numbers encrypted 

30 by PIN pads provided at 16e oonwmer site, and other 
sensitive information . The bank processor 422 may submit 
rcmiuance data m the merehaul, via the Web or otherwise . 
After receiving the remittance data, the merchant may ship 
the product to (he consumer. Thus, in this msmer, the 1/O 

35 device may communicate with a plurality of Web servers W 
"shop" for e best price, delivery dale, or other relevant 
information for selecting a preferred transaction, and then 
execute the PAYMENT method to utilize a more secure 
physical communication connection and data security 

ao devices to consummate the financial elements of the trams- 
action with lea risk and costs for the merchant, ormainner, 
and bank processor. 
The preferred integrated H7tviLSQL statements which 

support a card initialed payment authorization and capture 
as transaction arc shown in FiG . 14 . A first file 500 includes 

statements which identify the URLdaubase from which the 
non-standard 1/O device seeds auL6orvaiion for a transac- 
tion . The prompts to the operator to enter the account 
number and amount of the transaction are supported by the 

so INPUT tags which read the second track of the magnetic 
stripe reader to accept a number of up to 40 characters and 
ass ign that information from that track to a variable, and W 
input the up l0 8 characters from the kcyboard or The like into 
a variable called AMOUNT. The INPUT tag with the TYPE 

55 attribute ofAITIOSUBMITrcturas the form to the carver for 
processing in accordance with the method deflumd in the 
returned form . As shown in FIG . 14, that METHOD state- 
ment causes CGI 28 to incorporate returned data turn SQL 
commands which query the database as to whether the 

so subfield of the track 2 data representing the account number 
is present in the authorization table of the database. IC the 
data is not present, then a new record is inserted into a table 
labeled "log-table" . 7be new record consists of the account 
number and the amount returned iv the FORM . Based upon 

s5 We results of this processing, the application program sup- 
plies the data fields to the FOAM which will be returned to 
the client program for printing the transaction record . 73at 

EXHIBIT 
PAGE "0 OF _U8_ 

17 
code for cacti processor and, if the processors execute 
differing source code, a compiler for cacti source code 
language . The executable code may then be downloaded to 
the respective processors for execution. 

More specifically, the editor preferably places the data-
base statements for one of the laosacuons of the preferred 
embodiment in a file identified by the database name fol-
lowing SQL in FIG. u. The attributes and fags forming the 
FCRM4_ slatemeots for one of the transactions of the preferred 
embodiment an placed iv a file generally denoted as 
<html__ffle> .11'1'M . The name <himl-file> is a name which 
identifies one of the transactions. Wbere SQL statements are 
in the fields of the integrated statements shown in FIGS . 14 
l0 73B, the string "<hlml file>.SQL" is substituted as the 
database name in the statements of the <htmI_fi1e>.HTM 
file . When the CGI executable file it initiated and parses 16e 
returning forms, the roNrned data is placed in the corre-
sponding "c6lml__filo .SQL" file which is passed W the 
application program u a command line argument. ID this 
manner, an abbreviated form for the SQLoommand5 may be 
communicated over the open network between the client and 
CGI and the CGI may be able to expand those abbreviated 
SQL commands into the appropriate SQL commands which 
the application program requires to manipulate the ODBC 
database . 

To effectuate a traasaelioq for example, an operation at a 
terminal with non-standard UO devices may activate a 
terminal file with a hot key or older action. In processing the 
activated file, the client program may acquire data which is 
stored in a local variable or accessible through a non-
standard UO device. Ibis data may then be stored in a 
FORM and submitted to a server 51c at a processing system 
address. The server file activates CGI 28 which retrieves 
dada from the FORM and incorporates it into database 
statements in the databalse file for the appropriate transaction 
and database . If the database statement is a query, the 
requested data is returned to the CGI in the database file and 
the CGI places it in the corresponding FORM variables so 
the server may return the data to the terminal . If the database 
statement provides data to a database to obtain an 
authorization, for example, the action performed by the 
database application in response to the data is placid is the 
corresponding FORM and returned to the terminal. ID this 
way, data is exchanged between the terminal and the data-
base application . This exchange u supported by CGI 28 
even though the server/client communication is performed 
in en open system protocol, such u HT77, and the database 
application u performed in another language, such u SQL. 
CGI28 u able to convert and exchange the data between the 
client and database without the user having to specifically 
design and implement a conversion program. 

The communication paths available for a device imple-
menting the present invention tic shown in FIG. 13A_ As 
shown them, an UO device 420 is coupled through the 
WorIdWidc Web open network 426 to an Internet Web server 
12 . This connection may be implemented with the preferred 
extended capability HTML described above. Although 
HTML files may be encrypted to enhance the security of the 
document as it is communicated across the Internet, the 
operator of the system may choose to utilize a more secure 
physical connection between the device 420 and the Web 
server 12 . To obtain this alternative connection, the PAY-
MENT command for We METHOD attribute is preferably 
used . One Corm of the PAYMENT command is for a met-
chant's terminal and the other u for a consumer's terminal . 
ID either terminal, the client program which supports the 
expended capability HTML operates independently but 
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file 510 is shown in FIG . 14. The ACTION annbute TO 
PRINTER and the POST METHOD causes the data in the 
next eight lines to be directed b the printer coupled to the 
non-standard UO device for printing The transaction form. 
The customer may then execute the printed form to complete 
the transaction. If the transaction is declined or au error is 
Otherwise encountered, the file 520 is used to return a denial 
in the client program. 

Iv a similar manner, the preferred integrated statements 
for e bsr code order input with card-initiated payment 
authorization is shown in }7G.15 . The file 550, supported by 
the present invention which implements the transaction 
request, is again directed to the proper database by the 
ACTION attribute . The necessary customer wformaGon 
such as name and address may be input through a standard 
keyboard. The H7ML command in the present invention 
also permits the form to receive the bar code, unit prior, and 
credit card information in a manner similar to that discussed 
above For the magnetic card reader. Once this information is 
rcturced to the server and CGI interface, it is processed by 
she application program in accordance with the METHOD 
identified in the rotumed foam . The method of HTMI file 
550 also creates a database order able having the infor-
madon shown in the method . Again, if the transaction is 
approved, the data for the order end customer acceptance of 
the order is provided in H'IML file 555, which is directed by 
the ACTION attribute W the printer at the nonstandard UO 
device . If The account number is not in the authorization 
database . We authorization declined or error response is 
provided in correspondence with the -statements in 61c 560 . 

ID a simile manner, FIGS . 16-22 show the integrated 
statements for a transaction request, authorization response, 
or auWoriution declined response files for key input order 
with secure payment transaction (FIG . 16), a smart card . 
debit (Type 1) transaction (FIG . 17A), s smart cud debit 
(Type ?) Itansactiou (FIG . 17B), s debit card transaction 
(FIG . 18), a check verification transaction (FIG . 19), a 
customer frequency transaction (FIG . 20), an item search 
transaction for which Them is no denial (FIG . 21), retail store 
end of day reporting (FIG . 22) and e store reporting an 
e-mail transaction (FIG . 23). 

While the present invention has been illustrated by the 
description of a preferred and alternative embodiments and 
processes, and while the preferred and alternative embodi-
menLs and processes have been dcscnbcd in considerable 
detail, it is not [be intention of the applicant to restrict or in 
any way limit the scope of the appended claims to such 
detail . Additional advantages and modifications will readily 
appear N (hose skilled in the en. For example, rather than 
expanding H77P to support non-standard VO devices, the 
FIR, POP, SM7'P, TEL,NET or other protocols may be 
expanded in l3ke manner to couple non-standard I/O devices 
to the Internet. Simflarly, the preferred implementation of 
the present invention supports a variety of non-standard UO 
devices and I/O operations . An Internet protocol may be 
constructed in accordance with the principles of the present 
invention to support only selected 1/0 devices or operations 
disclosed in the present application. The invention in its 
broadest aspects is therefore Dot limited to the specific 
details, preferred embodiment, and illustrative examples 
shown and described. Accordingly, departures may be made 
(mm such details without departing from the spirit or scope 
of applicant's general inventive concept. 
What is claimed is: 
1. A system for supporting communication between pro-

cesvng systems and non-standard I/O devices over au open 
network comprising: 
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a scrver that processes extended opco network statements, 

said server being communicatively coupled to an open 
uertvorl-, 

a fist noo-standard I/O device communicatively coupled 
to said open network; and 

a client program executing within said first non-sundud 
VO device for processing extended open network state-
ments so that said first non-standard I/O device may 
communicate with said server. 

10 2 . A system for supporting communication between pro-
cessing systems and non-standard UO devices over au open 
network comprising: 

a server that processes extended open network statements, 

15 said server being communicatively coupled to au open 
network-, 

a lust non-standard VO device communicatively coupled 
to mid open network; 

a client program for processing extended open network 
za statements so that said first non-surdard 1/O device 

may communicate with said server, and 
a computer communicatively coupled to said open net-
work and said first non-standard I/O device being 
coupled to said open network through said computer. 

25 3. The system of claim 2 wherein said client executes in 
said computer so said ono-standard UO device may com-
municaie with said server over said open network. 
4. The system of claim 2 wherein said client executes in 

said oou-standard I/O device, w said non-standard 1/O 
30 device may communicate with said server ova said open 

network through said compute. 
5. The system of claim 2 wherein said non-standard I/O 

device is communicatively coupled to said computer 
through a non-standard VO port. 

35 6. The system of claim 5 wherein said non-standard I/O 
device is communicatively coupled to said computer 
through ox of a COMMl and a COMM2 port. 

7 . The system of claim 2 wherein said fist non-standard 
UO device u one of a screen phone, personal digital 

40 assistant, a smart card reader, a personal identification 
number (PIN) pad, a magnetic swipe reader, a bar code 
wand, a check magnetic code reader, and a printer. 
8 . A system for supporting communication between pro-

cessing systems and Don-standard 1/O devices over an open 
as network comprising: 

a server that processes extended open network statements, 
said server being communicatively coupled to an open 
network; 

so 
a first non-standard UO device communicatively coupled 

10 521a open network, 
a client program for processing extended open network 

statements so that said first non-standard 1/O device 
may communicate with said server; 

55 a second non-standard I/O device communicatively 
coupled to said open network; and 

said first non-standard 1/O device being communicatively 
coupled to said open network through said second 
non-standard UO device. 

so 9. The system of claim 8 wherein said first Don-staDdard 
I/O device is communicatively coupled to said second 
once-sanded 1/O device through a non-standard UO port . 

10 . The system of claim 9 wherein said first uoo-standard 
UO device is communicatively coupled to said second 

65 uoo-standard UO device through a RS-232C port . 
ll . The system of claim 8 wherein said second Don- 

standard I/O device u one of a screen phone, personal digital 
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assistant, a smart card reader, a personal identification 
number (PIN) pad, a magnetic swipe reader, and a printer. 
u. A client that provides communication between a 

processing system and a non-staodud I/O device via an 
open network comprising : 
means fm processing open network protocol statements, 
means for processing extended open network protocol 

statements to support communication between a non-
standard input/output (U0) device communicatively 
coupled to an open network and a server communica-
tively coupled to said open network, said means for 
processing extended open network protom] statements 
executing in a computer mmmunicaLively coupled to 
said open network and 

a ono-standard 1/O device communicatively coupled to 
said computer. 

13 . A client that provides communication between a 
processing system and a non-standard 1/O device via an 
open network comprising : 
means for processing open network protocol statements ; 

and 
means for processing extended open network protocol 

statements to support communication between a voo-
staudud input/output (1/O) device communicatively 
coupled to an open network and a server communica-
tively coupled to said open network, said means for 
processing ezlendcd open network protocol statements 
executing in a non-standard UO device communica-
tively coupled to said open network 

14 . A client that provides communication between a 
processing system and a non-sundud 1/O device via an 
open network comprising : 
means for processing open network protocol statements ; 
means for processing extended open network protocol 

statements Lo support communication between a non-
standard inpuVoutput (U0) device communicatively 
coupled to au open network through a computer and a 
server communicatively coupled to said open network, 
and 

said means for processing extended open network- proto-
col statements cxeculu iv said Don-standard 1/0 
device . 

15 . The client of claim 12 whereto said non-standard 1/O 
device is communicatively coupled to said computer 
through a non-sfaodud VO port . 

16 . The client of claim 15 wherein said non-standard 1/0 
device u communicatively coupled to said computer 
through one of s COMM l and a COMM-1 port. 

17 . The client of claim 12 wherein said computer is a 
consumer's terminal . 

18 . The client of claim u wherein said computer is a 
merchant's terminal . 

19 . 7Le client of claim 12 wherein said means for 
processing extended open network protocol statements is 
co-resident in a memory of said computer with a bank card 
application program. 
20. The client of claim 19 whereto said means for 

processing extended open network protocol statements pro-
cesses an extended open network command to transfer 
communication between said bank card application program 
and a transaction processor to a cum unication network 
other than said open network over which said means for 
processing extended network protocol statements and said 
server are communicating. 
21 . The client of maim 20 wherein said means for 

processing extended open network protocol statements in 
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response to a command within an extended open network 
protocol statement provides said bank card application pro-
gram with consumer account information for transaction 
processing. 

22 . The client of claim 21 wherein said means for 
processing extended open network protocol stalemcnis 
obtains said consumer account information from a non-
standard I/O device . 

23 . The client of claim u wherein said non-standard 1/0 
10 device is one of a semen phone, personal digital assistant, n smart card reader, a persona] identification number (PIN) 

pad, a magnetic swipe reader, a bar code wand, a check 
magnetic code reader, and a printer. 

24 . The client of clsim 22 wherein said non-slandud IIO 
device is one of a screen phone, personal digital assistant, a 

15 smart card reader, a personal identification number (PIN) 
pad, a magnetic swipe reader, a bar code wand, a check 
magnetic node reader, and a printer. 

25 . The client of claim 17 wherein said means for 
processing extended open network protocol statements is 

1o co-resident in a memory of said consumer's terminal with a 
bank cud application program . 
16 . The client of claim 25 wherein said means for 

processing extended open network protocol statements pro-
vides said bank cud application program with consumer 

u account information for traasacuon processing. 
27 . 7Le client of claim 26 herein said means for process-

ing extended open network protocol statements obtains said 
consumer account information from a non-standard 1/0 
device . 

30 28 . The client of claim 26 wherein said means for 
processing extended open network protocol statements 
obtains a portion of said consumer account information from 
a standard 1/O device; and 

said means for processing extended protocol statements 
35 obtains a second portion of said consumer account 

information from said ODO-standard UO device . 
29.7Le client of claim 27 wherein said non-standard 1/0 

device is cue of a screen phone, personal digital assistant, e 
smart card reader, a personal idcolificaiiou number (PIN) 

Ip pad, a magnetic swipe reader, a bar code wand, a check 
magnetic node reader, and a printer. 
30 . The client of claim 28 wherein said non-standard 1/0 

device is one of a semen phone, personal digital assistant, a 
smart card reader, a personal identification number (PIN) 

as pad, a magnetic swipe reader, a bar code wand, a check 
magnetic code reader, and a printer . 

31 . The client of claim 28 wherein said consumer' s 
terminal u a personal computer (PC) . 

32 . 7Le client of claim 18 wherein said menus for 
so processing extended open network protocol statements is 

co-resident in a memory of said merchant's terminal with a 
bank cud application program . 
33 . 7Le client of claim 32 wherein said means for 

processing extended open network protocol statements pro-
55 vides said bank cud application program with consumer 

amount information for transaction processing . 
34 . The client of claim 33 wherein said means (or 

processing extended open network protocol statements 
obtains said consumer account information from a non-

6o standard 1,10 device . 
35 . The client of claim 33 wherein said means for 

processing extended open network protocol statements 
obtains a portion of said consumer account information from 
a standard ll0 device ; and 

65 said means for processing extended protocol statements 
obtains a second potion of said consumer account 
information from said non-standard VO device . 
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36 . The client of claim 33 whcrciu said merchant's 
terminal u a credit card terminal . 
37. A server that provide communication between a 

processing system and a non-standard 1/O device via an 
open network comprising : 
menus for processing open network protocol statements 

within forms submitted by a client communicatively 
coupled to an open network b which said means for 
processing open network protocol statements within 
forms is communicatively coupled; and 

means for processing extended open network protocol 
statements within said forms submitted by said client, 
said means for processing extended open network 
protocol statements provides dada from said expended 
open network protocol statements to application pro-
grams communicatively coupled to said server. 

38 . 7be carver of claim 37 wherein said means for 
processing extended open network protocol statements pro-
vides said data w said application programs in database 
commands . 

39 . The server of claim 37 whereto said mesas for 
processing extended open network protocol statements pm-
vidcs data from said application programs to said client in 
extended open network protocol statements. 
40 . 1Le server of claim 38 wherein said means for 

processing extended open network protocol sutements 
return records to said client containing a response a said 
database commands . 

41 . A chant program for processing extended open net-
work protocol statements so a non-standard UO device may 
communicate with a processing system over a0 open act-
work comprising : 
means foe receiving extended open network pmiccol 

statements ova an open network 
mesas for processing said Ieccived extended open net-
work protocol statements to control operations associ-
ated with e non-riandud V0 device ; means for acti-
vating a function associated with a hot key of said 
non-standard 1/0 device ; and 

means for processing extended open network protocol 
statements contained in a local file associated with said 
activated function . 

42 . The client program of claim 41 further compri9og 
means for generating a link between a hot key and a file . 
43 . The client program of claim 42 wherein said file 

containing extended open network protocol statements is an 
Fi'I'MI. form . 

44 . A client program for processing extended open net-
work protocol statements so s non-standard UO device may 
communicate with a processing system over an open net-
work comprising : 

means for receiving extended open network protocol 
statements over au open network; 

means for processing said received extended open ocl-
work Protocol slatcmeoLS to control operations associ-
aled with a don-standard UO device ; and 

means for processing keypad input data received from a 
keypad of said Don-standard ll0 device . 

45 . 7'hc client program of claim 44 a"hereiu said mesas for 
processing keypad input data includes a data mask for 
interpreting data received through said keypad . 
46. 77ie client program of claim 45 wherein said data 

meal idevli5es the received data as a monetary amotmt 
having a predetermined number of characters with only two 
of said c6ereclers following a decimal point . 
47. The client program of claim 45 wherein said dale 

mask identities the received data as au integer value within 
a predetermined range. 
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48 . A client program for processing extended open net-

work protocol statements w a non-slaudud ll0 device may 
communicate with a Processing system ova an open net-
work comprising : 

means for receiving extended open network protocol 
statements over an open network; 

means for processing said received extended open net-
work protocol statements b control operations associ-
ated with a non-standard IIO device; and 

means for processing extended open network protocol 
printer statements to direct output data to a printer 
communicatively coupled to said non-sundard I/O 
device . 

49 . 7Le client program of claim 48 w6crciu said means for 
processing printer statements directs a purchase agreement 
to said printer fog a consumer transaction. 
50 . A client program for processing extended open net-

work Protocol statements so a non-standard 1/0 device may 
:o communicate with a processing system over au open nel-

work comprising: 

means for receiving extended open network protocol 
statements over au open network, 

means for processing said received extended open net-
1s work protocol statements to control operations associ-

ated with a non-standard UO device : and 
means for processing local variable commands in said 

extended open network protocol statements so that data 
is obtained from a local variable . 

30 Sl . A client program for processing extended open net-
work protocol statements so s non-standard UO device may 
communicate wish a processing system over an open net-
work comprising : 

means for receiving extended open network protocol 
35 statements over an open network, 

means for processing said received extended open net-
work protocol statements to control operations associ-
ated with a non-standard UO device ; and 

40 means for returning a form to a server communicatively 
coupled to said open network in response to said means 
for processing expended open network protocol state-
mcnLS processing an emended open network protocol 
statement to automatically submit the form . 

ac 53 . A method for providing communication between a 
processing system and a non-standard 1/O device via au 
open network comprising : 

receiving extended open network protocol statements; 
processing extended open network protocol statements to 

50 support communication between a non-standard input/ 
output (U0) device communicatively coupled to an 
open network and a server communicatively coupled to 
said open network; 

performing said extended open network protocol state-
ment processing in a computer communicatively 
coupled to said open network; and 

coupling a non-standard VO device W said computer. 
53. A meWod (or providing communication between a 

bo processing system and a non-slaodud 1/O device via an 
open network comprising : 

receiving extended open network protocol statements ; 
processing extended open network protocol statements to 

support commuuicatioo between a non-standard input/ 
55 output (U0) device communicatively coupled to an 

open network and a server communicatively coupled to 
said open oerovork;and 
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performing said extended open network protocol state-
ment processing in a con-standard I/O device commu-
nicatively coupled to said open network. 

54. A method for providing communication between a 
processing system and a non-standard I/O device via as 
open network comprising : 

receiving expended open network protocol statements; 
processing extended open network protocol statements to 

support communisation between a non-standard input/ 
output (U0) device communicatively coupled to au 
open network and a server communicatively coupled to 
said open network, 

coupling a ono-standard UO device to a computer, and 
performing said extended open network protocol state-

ment processing in said nor-standard 1/O device com-
municatively coupled to said computes. 

55 . The method of claim 52 wherein said coupling of said 
non-standard 1/O device to said computer is through a 
ono-statiaua vo ten . 
56. The method of claim 55 wherein said coupling of said 

non-standard I/O device to said computer is through one of 
a COMMl and a COMM2 port . 
57. The method of claim 52 further comprising : 
commuuicatiug with a bank card application program 

resident in a memory of said computer. 
58 . The method of claim 57 further comprising : 
activating said bank card application program to commu-

nicate with a transaction processor over a communica-
tion network other than said open network in response 
to a command within an extended open network pro-
tocol statement. 

59 . The method of claim 58 further comprising : 
providing said bank card application program avid con-

m, or account information for transaction processing 
in response to a command within an extended open 
network protocol statement. 

60 . The method of claim 59 further comprising: 
obtaining said consumer account information from said 

non-standard I/O device . 
61 . The method of claim 56 wherein said consumer 

account information is obtained from one of a screen phone, 
personal digital assistant, a smart cud reader, a personal 
identification number (PItJ) pad, a magnetic swipe reader, a 
bar code wand, a check magnetic code reader, and a punter. 

62 . The method of claim 52 further comprising: 
communicating with a bank card application program 

resident in a memory of said computer. 
63 . The method of claim 62 further comprising : 
providing said bank cud application program with con-
sumer account information for transaction processing 
in response to a command within an extended open 
network protocol statement . 

64. The method of claim 63 wherein said consumer 
account information is obtained from said non-standard 1/O 
device . 

65 . The method of claim 57 fiuther comprising : 
providing said bank card application program a portion of 
consumer account information from a standard 1/0 
device; and 

providing a second portion of said consumer account 
information from said coo-standard UO device. 

66 . The method of claim 64 wherein said consumer 
account information is obtained from one of a screen phone, 
personal digital assistant, a smart card reader, a personal 
identification number (PIN) pad, a magnetic swipe reader, a 
bar code wand, a click magnetic code reader, and a printer. 
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67 . The method of claim 65 wherein said second portion 

of said consumer account information is obtained from one 
of a screen phone, personal digital assistant, a smart card 
reader, a personal identification number (PIN) pad, a mag- 

5 uetic swipe reader, a bar code wand, a check magnetic code 
reader, and a printer- 

69 . A method (or providing communication between a 
processing system and a non-standard 1/O device ha an 
open network comprising : 

10 receiving expended open network protocol statements ; 
processing extended open network protocol statements to 

support communication between a nonstandard input/ 
output (1/O) device communicatively coupled to an 
open network and a server communicatively coupled to 

1s said open network, said mended open network prom-
ml statements being performed in a consumer's IeImi-
nal; and communicating with a bank card application 
program resident in a memory of said consumer's 
terminal with a bank card application program. 

10 69 . The method of claim 68 further comprising : 
providing said bank card application pmeram with con-
sumer account information for transaction processing 
in response to a command within an expended open 
network protocol statement . 

25 70 . The method of claim 69 wherein said consumer 
account information is obtained from said non-standard 1/0 
device . 

71 . The method of claim 68 further comprising : 
providing said bank card application program a portion of 

30 consumer accoum information from a standard 1/0 
device; end 

providing a second portion of said commuer account 
information from said non-standard VO device . 

72 . The method of claim 70 wherein said consumer 
35 account information is obtained from one of a screen phone, 

personal digital assistant, a smart card reader, a personal 
ideuii5cation number (PIN) pad, a magnetic swipe rider, a 
bar code wand, a check magnetic code reader, and a printer. 
73. The method of claim 71 wherein said second portion 

''° of said consumer account information u obtained from one 
of a screen phone, personal digital assistant, a smart cud 
reader, a personal identification number (PIN) pad, a mag-
netic swipe reader, a bar code wand, a check magnetic code 
condo, and a printer. 

°5 74. A method for providing communication between a 
processing system and a non-standud I/O device via an 
open network comprising : 

processing open network protocol statements within 

so forms submitted by a client communicatively coupled 
to an open network; 

processing extended open network protocol statements 
within said forms submitted by said client; and 

providing dada from said processed extended open net . 
55 work protocol statements to application programs com-

municaiively coupled to a server in delabau com-
mands. 

75 . The method of claim 74 further comprising : 
resuming records to said client containing a response to 

so said database commands . 
76 . A method (or supporting communication between 

processing systems and non-standard UO devices over an 
open network comparing: 

processing extended open network statements al a server 
65 communicatively coupled to an open network; 

communicatively coupling a first non-standard 1/O device 
to said open network, 
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processing extended open network statements wish a 
client program so that said first non-standard UO device 
may communicate with said server, and 

executing said client program within said fiat non-
standard UO device so that said 5rs1 non-standard 1/O 
device may Communicate with said server . 

77 . A method for supporting communication between 
processing systems and non-staudud VO devices over au 
open network comprising : 

processing extended open network statements at a server 
communicatively coupled to au open network, 

Communicatively coupling a fuss non-standard 1/O device 
to said open network; 

processing extended open network statements with a 
client program so that said first non-standard UO device 
may Communicate with said server, 

Coupling a computer to said open network; and 
coupling said first non-sundard I/O device to said open 

network through said Computer. 
78 . The method of claim 77 further comprising : 
executing said client program in said Computer so said 

firs! oou-standard I/O device may Communicate with 
mid server over said open network . 

79 . 7Le method of claim 77 further comprising : 
executing said client program in said first non-standard 
UO device w said non-standard UO device may com-
municate, with said server over said open network 
through said computer. 

80 . The method of claim 79 further comprising : 
coupling said first non-standard 1/O device to said com-

puter through a non-standard UO port . 
81 . 7Le method of claim 80 wherein said coupling of said 

first non-standard UO device to said computed is through cue 
of a COMM I and a COMM2 port 

82 . A method for supporting communication between 
processing systems and non-slandud I/O devices over an 
open network comprising : 

processing extended open network statements at a server 
communicatively coupled to an open network-, 

communicatively coupling a second no¢-standard I/O 
device to a first non-standard I/O device and to said 
open network; and 

processing extended open network statements with n 
client program so that said first non-sunJard UO device 
may Communicate with said server. 

93 . The method of claim 82 furiLcr comprising : 
coupling said first non-standard UO device to said second 

uoo-standard UO device through a non-slandud I/O 
Pon 

94 . The method of claim 83 further comprising: 
coupling said first Don-stendard UO device to said second 
non-siendud UO device through a RS-^32C port. 

85 . The method of claim 93 wherein said coupling is of 
one of e screen phone, personal digital assistant, a smart card 
reader, a personal identification number (PIN) pad, a mag-
netic swipe reader, and a primal to one of screen phone, 
personal distil assistant a smart cud reader, a personal 
identification number (PN pad, a magnetic swipe reader, s 
bar code wand, a check magnetic code reader, and a printer. 
86 . A method for processing extended open network 

protocol statements so a non-standard ll0 device may com-
municate with a processing system over an open network 
comprising : 

receiving extended open network protocol statements 
over an open network; 
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processing said received extended open network protocol 

statements to control an operation associated with a 
non-standard UO device ; 

activating a function associated with a hot key of said 
5 con-standard 1/0 device ; and 

implementing said activated function by processing 
extended open network protocol statements Contained 
in e local 51e associated with said activated function . 

87 . 7'he method of claim 86 further comprising : 
10 

generating a link between a hot key and a file Containing 
extended open network protocol statements ; and 

storing said file. 
8B . The method of claim 87 further comprising storing 

~5 said extended open network protocol statements contained 
in said file in an H7'A4L form . 
89 . A method for processing extended open network 

protocol statements so a non-Aandud ll0 device may com-
municate with s processing system over an open network 

20 comprising 
receiving extended open network protocol statements 

over an open network; 
processing said received extended open network protocol 

statements to Control an oDeratioa associated with a 
=5 non-standard VO device ; and 

processing keypad input data received from a keypad of 
said non-swndud I/O device. 

90. 7Le method of claim 89 further composing: 

30 interpreting dada ̀ cawed through said keypad with a data 
mask. 

91 . 7Le method of claim 90 further Comprising : 
identifying the `endued data with the data mask u a 

monetary amount having a predetermined number of 
35 characters with only two of acid characters following a 

decimal point . 
92 . I'he method of claim 90 further composing: 
identifying the received clan with the data mast: as au 

integer value within a predetermined range. 
ao 93 . A method for processing extended open network 

protocol statements so a non-standard 1/O device may com-
municate with e processing system over an open network 
comprising: 

receiving extended open network protocol statements 
<s over en open network: 

processing said received extended open network protocol 
statements to control an operation associated with a 
non-standard I/O device ; and 

processing extended open network protocol primer slate-
so manta to direct output clan to a primer communica-

tively coupled to said 000-SIe0G9fd I!O device. 
94 . The method of claim 93 further comprising: 
directing a purc6au agreement to said primer for a 

55 Consumer transaction, 
95 . A method for processing extended open network 

protocol statements so a non-standard VO device may corn . 
muuicate with a processing system over an open network 
comprising. 

bo receiving extended open network protocol statements 
over au open network; 

processing said received extended open network protocol 
statements to control an operation associated with a 
non-standard UO device ; and 

ss processing local variable commands in said extended 
open network protocol statements so that data is 
obtained from a local variable . 
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96. A method for processing extended open network 
protocol statements so a non-standud 1/O device may com-
muniule with a processing system over an open network 
comprising: 

receiving extended open network protocol statements 
over an open network, 

processing said received extended open network protocol 
statements to control an operation associated with a 
non-standard LO device ; and 

returning a form to a server communicatively coupled to 
said open network in response to said processing of an 
extended open network protocol command to automati-
cally submit the form . 

97 . A system for telephone communication over an open 
network comprising: 
a telephone : and 
a client program communicatively coupled to the 

telephone, the client program for communicating data 
with the telephone and for processing extended Internet 
protocol statements to support communication with the 
telephone over an open network, the client program 
executing within the telephone . 

98 . A system for telephone communication over an open 
network comprising : 
" telephone ; and 
a client program communicatively coupled to the 

telephone, the client program for communicating data 
with the telephone and for processing extended Internet 
protocol statements to support communication with the 
telephone over an open network, We client program 
executing within a computer communicatively coupled 
to the telephone. 

99 . A system for telephone communication aver an open 
network comprising: 

a telephone; and 
a client program communicatively coupled to the 

telephone, the client program for communicating data 
with the telephone and for processing extended Internet 
pmlocol statements to support communication with the 
telephone over an open network, the extended Internet 
protocol statements being expended Hypertext Transfer 
Protocol (H7'IP) statements. 

100. A system for telephone communication over au open 
network comprising : 

a telephone ; and 
a client program communicatively coupled to the 

telephone, the client program for communicating dada 

E fif6fT ~ 
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with 16c telephone and !or processing extended Internet 
protocol statements b support communication with the 
telephone over an open network, the trended Internet 
protocol statements being extended Hypcnexi Markup 
Language (HTML) command statements . 

101. A system for telephone communication over an open 
network comprising: 

s telephone; and 

10 e client program commuoicaiively coupled to the 
telephone, the client program for communicating data 
with the telephone and for processing extended Internet 
protocol statements m support communication with the 
telephone over an open network, the extended Internet 

1s protocol statements being extended File Transfer Pro-
tocol (F7P) statements . 

102. A system for telephone communication met ao open 
network comparing. 

o a telephone; and a client program communicatively 
coupled to the telephone, the client program foe win-
in= catiug data with the telephone end for processing 
extended Internet protocol statements to support com-
muvication with the telephone over an open network, 

25 the extended Internet protocol statements being 
extended Post Once Protocol (POP) statements . 

103. A system for telephone communication met as open 
network comprising: 

a telephone ; and 
30 a client program communicatively coupled to [he 

telephone, the client program for communicating data 
with We telephone and for processing extended Intunel 
protocol statements 1p support communication with the 

_5 telephone over an open network, the extended Internet 
protocol statements beiagexlended Simple Mail Trans-
fer Protocol (SMTP) statements. 

]f14 . Asystem for telephone communication over an open 
network comprising . 

40 a telephone ; and 
a client program communicatively coupled to the 

telephone, the client program (or communicating data 
with the telephone and for prxeaing extended Internet 
protocol statements to support communication with the 

45 telephone over an open network, the emended Internet 
protocol statements being extended Network %firrual 
Terminal Protocol (IELNE'n statements . 
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INTERNAliONAL PATENT, TRADEMARK AND COPYRIGHT LAW AND RELATED UTIGATION 

Huntsvllle, Alabama 0 Atlanta . Georgia , Williamrburg, Virginia 

TKHR 
THOMAS, KAYDEN, HORSTEMEYER & RISLEY, L.L.P. 

ATTORNEYS A T L4 W 

100 Galkna Parkway, NW 
SuRe 1750 

Atlanta, GA 30339-5948 
Telephone : (770) 933.9500 
Facsimile : (770) 951-093J 

wwwr.can 

Stephen R Rtt/ry ilsw.nt(ty@rkhr.com 

August l, 2002 

VIA FEDERAL EXPRESS 

Mr. Dong-Jin Oh 
President & Chief Executive Officer 
Samsung Electronics America, Inc. 
105 Challenger Road 
Ridgefield Park, NJ 07660 

Re : Datascape, Inc.'s U.S . Patent Nos. 5,742,845 ; 5,905,908; and 6,366,967 
Our File No. : 90405-7050 

Dear Mr. Oh: 

We represent Datascape, Inc. with respect to the licensing and enforcement of its United 
States patents. In particular, Datascape is the owner of: 

(1) U.S . Patent No . 5,742,845 entitled "System For Extending Present 
Open Network Communication Protocols To Communicate With Non-Standard UO 
Devices Directly Coupled To An Open Network;" 

(2) U.S . Patent No. 5,905,908 entitled "Open Network System For UO 
Operations With Non-Standard UO Devices Utilizing Extended Protocol Including 
Device Identifier And Identifier For Operation To Be Performed With Device ;" and 

(3) U.S . Patent No. 6,366,967 entitled "Open Network System For UO 
Operation Including A Common Gateway Interface And An Extended Open Network 
Protocol With Non-Standard UO Devices Utilizing Device And Identifier For 
Operation To Be Performed With Device ." 

Copies of these three Datascape patents are enclosed for your convenience. 
EXHIBIT 
PAGE_L OF 3 
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For a limited period of time, your company may obtain a field of use license covering 
wireless telephone and PDA produce under the subject patents, as well as any follow-on patents 
that may issue in the future, at a discounted rate . The benefit to your firm is an attractive license 
cost, and the benefit to Datascape is another licensee in one of your technical areas of endeavor . 

EXHIBIT Cr 
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~U . Dong-Jin Oh 
Samsung Electronic erica, Inc . 
August 1, 200? 
Page 2 

In addition to these three patents, Datascape has other pending patent applications that claim 
priority back to the original filing date of June 22, 1995. 

The Parented TechnoloQv 

Generally speaking, the Datascape patents cover apparatuses, methods, and associated 
technologies for connecting non-standard input/output ("UO") devices to an open network, such as 
the Internet, using an extended open network protocol . The requisite connection may be either 
directly to the Internet, or through an intermediary such as a personal computer ("PC") . Examples 
of such non-standard UO devices that may be of particular interest to your company include 
Internet-enabled wireless telephones and Internet-enabled personal digital assistants ("PDAs") . 

We believe that certain of Datascape's patent claims read directly on products and systems 
that use the Wireless Application Protocol ("WAP"), such as Internet-enabled wireless telephones 
and Intemettnabled PDAs, with or without a Subscriber Identity Module ("SIM") card. 

Recent Developments In The Licensing Pro 

As indicated above, Datascape has embarked on a program to license these patents to users 
of the patented technologies . 

During the summer of 2001, the Datascape patents were the subject matter of two now 
dismissed lawsuits involving the American Express Company and its On-Line Wallet merchants. 
These lawsuits were discussed after American Express non-exclusively licensed the Datascape 
patent portfolio for such products as the AmEx "Blue" smart cud. A smart card is one type of 
Internet-enabled non-standard v0 device covered by Datascape's patents. 

In addition, Datascape is pleased to inform you that a patent infringement lawsuit against 
Rand McNally & Company has been dismissed as a result of Rand McNally's decision to non-
exclusively license the Datascape patent portfolio for its TripLink product line, which are PDA-type 
devices. The TripLink products are another type of Internet-enabled non-standard UO device 
covered by the Datascape patents . 

Further, Datascape is currently in active licensing negotiations with a number of players in 
the wireless and handheld arena. 

The Current Licertsing,Offer 
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Any such license negotiated between your company and Datascape will cover any back 
damages, plus any future usage of the `845 patent, the `908 patent, and the `967 patent, as well as 
any subsequent patents that may issue in this same chain of patents for the wireless telephone and 
PDA field of use. Please note, however, that the license offer contained in this letter specifically 
excludes stand alone "smart cud" technologies, including semiconductor "chips" for use in smart 
cards. 

I have been authorized by Datascape to send you a draft agreement covering such a field of 
use patent license whenever you deem that productive and appropriate . 

Alternatively, if you have any questions about either the patented technology or the current 
licensing offer, you are very welcome to give me a call at your convenience. 

I appreciate the opportunity to share this opportunity with you and will be pleased to assist 
you with consummating a license with Datascape 

Sincerely, 

THOMAS, KAYDEIV, FIORSTEMEYER 
& RISLEY, i .i .P 

Stephen R. Risley 

/smg 
Enclosures : U.S . Patent Nos . 5,742,845 ; 5,905,908 ; and 6,366,967 
cc : Datascape, Inc. (w/out enclosures) 
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IN RE : Datascape, Inc . 

Samsung Electronics America, Inc., et al 

TO: (Name and address of defendant) Staples, Inc . 
c/o Corporation Process Co. 
180 Cherokee St ., N.E . 
Marietta, GA 30060 

CASE NUMBER: , , 

42 

YOU ARE HEREBY SUMMONED and required to serve upon PLAINTIFF'S ATTORNEY (name and address) 

PLAINTIFF'S ATTORNEY (name and address) Stephen R. Risley 
J.Scott Culpepper 
N . Andrew Crain 
Thomas, Kayden, Horstemeyer & Risley, L.L.P . 
100 Galleria Parkway, N.W 
Suite 1750 
Atlanta, Georgia 30339-5948 
(770) 933-9500 

00138302 

ORIGINAL 
AO 440 (rev . 10/93) Summons in a Civil Action 

I Wn f - d 9%, A ~ ~ qiatrcct orvW 

NORTHERN DISTRICT OF GEORGIA 

v. SUMMONS IN A CIVIL CASE 

an answer to the complaint which is herewith served upon you, within 20 days after service of this 
summons upon you, exclusive of the day of service. If you fail to do so, judgment by default will be taken 
against you for the relief demanded in the complaint. You must also file your answer with the Clerk of this 
Court within a reasonable period of time after service . 

LIITMIM 1D. TROW-$-. . _ 
,;� .d 8 9AD4 

CLERK DATE 

BY DEPUTY CLERK 
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AO 440 ins in a Civil Action 1 

YOU ARE HEREBY SUMMONED and required to serve upon PLAINTIFF'S ATTORNEY (name and address) 

PLAINTIFF'S ATTORNEY (name and address) Stephen R. Risley 
J .Scott Culpepper 
N . Andrew Crain 
Thomas, Kayden, Horstemeyer & Risley, L.L .P . 
100 Galleria Parkway, N.W 
Suite 1750 
Atlanta, Georgia 30339-5948 
(770) 933-9500 

an answer to the complaint which is herewith served upon you, within 20 days after service of this 
summons upon you, exclusive of the day of service . If you fail to do so, judgment by default will be taken 
against you for the relief demanded in the complaint. You must also file your answer with the Clerk of this 
Court within a reasonable period of time after service. 

DATE CLERK 

8Y DEPUTY CLERK 

00138309 

W M 42((;9" glf~t~ WOa4e 

NORTHERN DISTRICT OF GEORGIA 

IN RE : Datascape, Inc. 

SUMMONS IN A CIVIL CASE 
Samsung Electronics America, Inc., et al CASE NUMBER: 

1 .0~-~t~--~642 
TO: (Name and address of defendant) Sprint, Corporation 

c/o American Incorporators Ltd . 
1220 N. Market Street, Ste 606 
Wilmington DE 19801 

. ;J'! 8 201 
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AO 440 (rev . 10/931 Summons in a Civil 

[N RE : Datascape, Inc . 

Samsung Electronics America, Inc., et al CASE NUMBER : , 

1 ,04- 1642 

YOU ARE HEREBY SUMMONED and required to serve upon PLAINTIFF'S ATTORNEY (name and address) 

Stephen R. Risley 
J.Scott Culpepper 
N . Andrew Crain 
Thomas, Kayden, Horstemeyer 8, Risley, L.L.P . 
100 Galleria Parkway, N.W 
Suite 1750 
Atlanta, Georgia 30339-5948 
(770) 933-9500 

PLAINTIFF'S ATTORNEY (name and address) 

an answer to the complaint which is herewith served upon you, within 20 days after service of this 
summons upon you, exclusive of the day of service. If you fail to do so, judgment by default will be taken 
against you for the relief demanded in the complaint. You must also file your answer with the Clerk of this 
Court within a reasonable period of time after service. 

CLERK 

BY DEPUTY CLERK 

00138301 

'WMAd Q9" 9".W WMzXt 

NORTHERN DISTRICT OF GEORGIA 

v. SUMMONS IN A CIVIL CASE 

TO. (Name and address of defendant) Office Depot, Inc. 
c/o Corporate Creations Network Inc . 
2985 Gordy Parkway #421 
Marietta, GA 30066 

" LLT'A'II?M D. `1'Wo'P ;~rnv e rog~ 
DATE 
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IN RE: Datascape, Inc. 

v. SUMMONS IN A CIVIL CASE 

YOU ARE HEREBY SUMMONED and required to serve upon PLAINTIFF'S ATTORNEY (name and address) 

PLAINTIFF'S ATTORNEY (name and address) 

Thomas, Kayden, Horstemeyer & Risley, L .L .P . 
100 Galleria Parkway, N.W 
Suite 1750 
Atlanta, Georgia 30339-5948 
(770) 933-9500 

an answer to the complaint which is herewith served upon you, within 20 days after service of this 
summons upon you, exclusive of the day of service. 
against you for the relief demanded in the complaint. 
Court within a reasonable period of time after service . 

CLERK ,,

k 
BY DEPUTY CLERK 

00138294 

AO 440 (rev. 10/93) Summons in a Civil Action 
OR -IGINAL 

W, r~,led ,e6 9" w,W ou0 q - 

NORTHERN DISTRICT OF GEORGIA 

Samsung Electronics America, Inc ., et al CASE NUMBER: 

1 :04-CU- 16 .2 
TO: (Name and address of defendant) Circuit City Stores, Inc. 

c/o Yrentice-Hall Corp . System 
40 Technology Pkwy South #300 
Norcross, GA 30092 

Stephen R . Risley 
J .Scott Culpepper 
N. Andrew Crain 

If you fail to do so, judgment by default will be taken 
You must also file your answer with the Clerk of this 

n~w~ M"R 

$ 2Ml 
DATE 
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YOU ARE HEREBY SUMMONED and required to serve upon PLAINTIFF'S ATTORNEY (name and address) 

PLAINTIFF'S ATTORNEY (nameaneaddress) Stephen R. Risley 
J .Scott Culpepper 
N . Andrew Crain 
Thomas, Kayden, Horstemeyer & Risley, L.L.P . 
100 Galleria Parkway, N.W 
Suite 1750 
Atlanta, Georgia 30339-5948 
(770) 933-9500 

an answer to the complaint which is herewith served upon you, within 20 days after service of this 
summons upon you, exclusive of the day of service. If you fail to do so, judgment by default will be taken 
against you for the relief demanded in the complaint. You must also file your answer with the Clerk of this 
Court within a reasonable period of time after service. 

,TGT1 8 a 
DATE 

BY DEPUTY CLERK 

00138292 

ORIGINAL AO 440 (rev . 10/93) Summons in a Civil Action 

W 129 d C-~~ate~ ~r~r+,et ourxC 

NORTHERN DISTRICT OF GEORGIA 

IN RE : Datascape, Inc. 

SUMMONS IN A CIVIL CASE 
Samsung Electronics America, Inc., et al CASE NUMBER: 

-C~-J--1642 
TO : (Name and address of defendant) Best Buy Company, Inc . 

c/o National Registered Agents, Inc . 
3761 Venture Drive 
Duluth, Georgia 30096 
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in a Civil Action 

IN RE : Datascape, Inc . 

YOU ARE HEREBY SUMMONED and required to serve upon PLAINTIFF'S ATTORNEY (name and address) 

PLAINTIFF'S ATTORNEY (name and address) Stephen R. Risley 
J.Scott Culpepper 
N. Andrew Crain 
Thomas, Kayden, Horstemeyer & Risley, L.L .P . 
100 Galleria Parkway, N.W 
Suite 1750 
Atlanta, Georgia 30339-5948 
(770) 933-9500 

an answer to the complaint which is herewith served upon you, within 20 days after service of this 
summons upon you, exclusive of the day of service. If you fail to do so, judgment by default will be taken 
against you for the relief demanded in the complaint . You must also file your answer with the Clerk of this 
Court within a reasonable period of time after service. 

.7LA' 8 2~! 

CLERK ~ 

/d \ 

BY DEPUTY CLERK ° 

00138290 

0 .4d &" 9"WW WOUIXt t&4 

NORTHERN DISTRICT OF GEORGIA 

v. SUMMONS IN A CIVIL CASE 
Samsung Electronics America, Inc ., et al CASE NUMBER : , 

1 :04-C`J; -162 
TO: (Name and address of defendant) /maZOn.COTII 

c/o Corporation Service Company 
40 Technology Pkway South #300 
Norcross, Georgia 30092 
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IN RE : Datascape, Inc. 

Samsung Electronics America, Inc., et al CASE NUMBER: 

1 :04-CV-1642 

YOU ARE HEREBY SUMMONED and required to serve upon PLAINTIFF'S ATTORNEY (name and address) 

PLAINTIFF'S ATTORNEY (name aid address Stephen R. Risley 
J.Scott Culpepper 
N . Andrew Crain 
Thomas, Kayden, Horstemeyer & Risley, L.L.P . 
100 Galleria Parkway, N.W. 
Suite 1750 
Atlanta, Georgia 30339-5948 
(770) 933-9500 

CLERK 

BY DEPUTY CLERK 

Summons USDC 

AO 440 (rev . 10/93) Summons in a Civil Act 
ORIGINAL ion 

Wnwed C9" 96&v, 'et lep9ctaxt 

NORTHERN DISTRICT OF GEORGIA 

v. SUMMONS IN A CIVIL CASE 

TO : (Name and address of defendant) Samsung Electronics America, Inc. 
c/o C.T . Corporation 
1201 Peachtree Street, NE 
Atlanta, Georgia 30361 

an answer to the complaint which is herewith served upon you, within 20 days after service of this 
summons upon you, exclusive of the day of service . If you fail to do so, judgment by default will be taken 
against you for the relief demanded in the complaint. You must also file your answer with the Clerk of this 
Court within a reasonable period of time after service . 
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