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KRISTEN E. CAVERLY (State Bar No. 175070)

HENDERSON & CAVERLY LLP ——
P.0. Box 9144 (All U.S. Mail) | R ‘.
16236 San Dicguito Road, Suite 1-27 - FILED
Rancho Santa Fe, CA 92067-9144 i
Telephone:  (858) 756-6342
Facsimile:  (858) 756-4732 AG 29 o000
Attorneys for Plaintiff
Directed Electronics, Inc.
UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF CALIFORNIA
DIRECTED ELECTRONICS, INC., a ) Case No.
California corporation )
) COMPLAINT FOR:
Plaintiff, )
) 1) Federal Patent Infringement (35 U.S.C.
V. ) §271);
) 2) Federal Trademark Infringement (15
STEVE DAHLIN, an individual doing business ) U.S.C. § 1114);
as THE LONE GUNMEN, }  3) Federal Unfair Competition, False
) Designation of Origin, and Dilution (15
Defendant. ) U.S.C. § 1125(2));
) 4) Tortious Interference with Contract;
) 5) State Unfair Competition
) (Cal. Bus. & Prof. Code § 17200);
)  6) State False/Misleading Advertisement
) (Cal. Bus. & Prof. Code § 17500)
) 7) State Trademark Infringement (Cal.
) Bus. & Prof. Code § 14335);
) 8) Dilution and Injury to Business
) Reputation (Cal Bus. & Prof. Code §§
) 14320, 14330); and
) 9) Common Law Unfair Competition
)
) JURY TRIAL DEMANDED
)
)
)
)
)
)
)
)
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Plaintiff DIRECTED ELECTRONICS, INC., (“DIRECTED”) alleges as follows:
THE PARTIES

1. DIRECTED is a California corporation with its principal place of business at
One Viper Way, Vista, California 92083. DIRECTED is engaged in the business of
designing, manufacturing and selling, through non-exclusive authorized dealers, vehicle
security systems including the VIPER® and PYTHON® vehicle security systems. In June
2000, DIRECTED acquired the assets of Clifford Electronics, Inc., including its
CLIFFORD® brand of vehicle security systems and the patents and trademarks associated
with those products.

2. DIRECTED is informed and believes that DEFENDANT Steve Dahlin
(hereinafter “DEFENDANT”) is an individual doing business as The Lone Gunmen and engaged
in the business of selling goods at auction on the Internet, including through websites located at
e-bay.com.

JURISDICTION AND VENUE
3. Pursuant to 28 U.S.C. sections 1331 and 1338(a), this Court has original and
exclusive jurisdiction in this matter over each of the following claims:
a. Patent infringement pursuant to 35 U.S.C. section 27;
b. Trademark infringement pursuant to 15 U.S.C. sections 1051, et.
seq.; and
C. False designation of origin, false description or representation, and
dilution in violation of the Lanham Act section 43(a), 15 U.S.C.
section 1125(a).

4, Pursuant to 28 U.S.C. sections 1331 and 1338(b), this Court has original

jurisdiction in this matter over each of the following claims:
a. Unfair competition; and
b. Unfair business practices in violation of California’s Business and

Professions Code section 17200.

/11
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5. Pursuant to 28 U.S.C. section 1367, this Court has supplemental jurisdiction in
this matter over each of the following claims:

a. False and misleading advertising in violation of California’s Business
and Professions Code section 17500,

b. State Trademark Infringement in violation of California Business &
Professions Code section 14335,

c. State dilution and injury to business reputation in violation of
California Business & Professions Code section 14330; and

d. Interference with contract,

6. Venue properly lies in this district pursuant to 28 U.S.C. section 1391(a)(2).
DIRECTED is informed and believes that DEFENDANT is selling and/or offering to sell within
this judicial district vehicle security systems which infringe one or more of the patents identified
herein.

GENERAL ALLEGATIONS

7. DIRECTED has been engaged in the business of manufacturing and distributing
vehicle security systems for 14 years. DIRECTED’s CLIFFORD®, PYTHON® and VIPER®
vehicle security products have a reputation in the industry for being of extremely high quality.
Trademarks

8. DIRECTED is the owner of and is using the following federally registered
trademarks to promote, distinguish and sell its vehicle security systems:

' . CLIFFORD®, United States Trademark Registration No. 1,674,046,

issued on February 4, 1992, with first use in commerce claimed as of
June 1979. A true and correct copy of the certificate of registration
" for the CLIFFORD® trademark is attached hereto as Exhibit A and
incorporated herein by this reference.
. PYTHON®, United States Trademark Registration No. 1,822,606,
issued on February 22, 1994, with first use in commerce claimed as

of April 16, 1986 . A true and correct copy of the PYTHON®

2 COMPLAINT FOR PATENT INFRINGEMENT
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certificate of registration is attached hereto as Exhibit B and
incorporated herein by this reference.

. VIPER®, United States Trademark Registration No. 1,756,693,
issued on March 9, 1993. A true and correct copy of the VIPER®
certificate of registration is attached hereto as Exhibit C and
incorporated herein by this reference.

. Forward Facing Snake Image, United States Trademark Registration
No. 1,822,608, issued on February 22, 1994 (referred to in
advertising as “Vinnie the Viper”). A true and correct copy of the
forward facing snake image certificate of registration is attached
hereto as Exhibit D and incorporated herein by this reference.

. DEI®, United States Trademark Registration No. 1,873,747, issued
on January 17, 1995. A true and correct copy of the DEI® certificate
of registration is attached hereto as Exhibit E and incorporated herein
by this reference.

. Module Case Line Decoration, United States Trademark Registration
No. 2,218,082 issued on January 19, 1999 and United States
Trademark Registration No. 2,218,081, A true and correct copy of
the module case line decoration certificate of registration for No.
2,218,082 is attached hereto as Exhibit F and is incorporated herein
by this reference.

. NO ONE DARES COME CLOSE®, United States Trademark
Registration No. 1,848,176 issued on August 2, 1994. A true and
correct copy of the NO ONE DARES COME CLOSE® certificate of
registration is attached hereto as Exhibit G and is incorporated herein

by this reference.

. VIPER With Snake Head and Tail Image, United States Trademark

Registration No. 1,961,709 issued on March 12, 1996.

3 COMPLAINT FOR PATENT INFRINGEMENT
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. WARN AWAY®, United States Trademark Registration No.
1,924,872 issued on October 3, 1995.

. BITWRITER®, United States Trademark Registration No. 2,301,471
issued on December 21, 1999,

. CODE-HOPPING®, United States Trademark Registration No.
2,301,162 issued on December 21, 1999,

. CODE PLUS®, United States Trademark Registration No. 1,943,761
issued on December 26, 1995.

. ESP®, United States Trademark Registration No. 2,315,849 issued
on February §, 2000.

. FAILSAFE®, United States Trademark Registration No. 1,709,910
issued on August 25, 1992.

. NPC®, United States Trademark Registration No. 2,291,545 issued
on November 9, 1999,

. NUISANCE PREVENTION®, United States Trademark
Registration No. 1,937,559 issued on November 21, 1995,

. REVENGER®, United States Trademark Registration No. 1,962,705
1ssued on March [9, 1996.

. SOFT CHIRP®, United States Trademark Registration No.
1,949,768 issued on January 16, 1996.

. STINGER®, United States Trademark Registration No. 1,937,900
issued on November 28, 1995.

. VALET®, United States Trademark Registration No. 1,721,572
1ssued on October 6, 1992.

. VRS®, United States Trademark Registration No. 1,831,266 issued
on April 19, 1994,

9. DIRECTED is informed and believes that DIRECTED, either itself or its

predecessor-in-interest, has continually promoted the sale, through interstate commerce, of its

4 COMPLAINT FOR PATENT INFRINGEMENT
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vehicle security products bearing some or all of the above trademarks since the claimed first use
of such marks. Among other things, DIRECTED’s CLIFFORD®, PYTHON®, VIPER®, NO
ONE DARES COME CLOSE®, DEI®, and snake image trademarks are placed on its product
packaging, on its product brochures and pamphlets, on banners and window decals, and on
miscellaneous promotional merchandise including cups, coffee mugs, posters, t-shirts, etc. Use
of the referenced trademarks for these related marketing purposes is covered by separate
registrations. DIRECTED also uses its trademarks in television, newspaper and magazine
advertisements.

10.  Asaresult of DIRECTED’s advertising, marketing and other promotional efforts,
the CLIFFORD®, PYTHON®, VIPER®, NO ONE DARES COME CLOSE®, DEI®, and
snake image trademarks have become widely known and extremely valuable goodwill has
developed in each. By virtue of this advertising, marketing and promotion, and the extensive use
of these marks, the CLIFFORD®, PYTHON®, VIPER®, NO ONE DARES COME CLOSE®,
DEI®, and snake image trademarks also have become distinctive of DIRECTEIY’s goods, and
are closely identified with DIRECTED’s goodwill and reputation.

Patents

11.  Many of the components of DIRECTED’s CLIFFORD®, PYTHON® and
VIPER® lines of vehicle security systems are covered by utility patents issued by the United
States Patent and Trademark Office.

12. DIRECTED owns or is a licensee of the following active patents, among others,
relating to vehicle security systems:

. Multi-Featured Security System With Self-Diagnostic Capability,
United States Patent No. 4,887,064 issued December 12, 1989. A
true and correct copy of Patent No. 4,887,064 is incorporated herein
by reference and attached hereto as Exhibit H.

. Electronic Vehicle Security System, United States Patent No.

5,157,375, United States Patent No. 5,157,375 issued October 20,

5 COMPLAINT FOR PATENT INFRINGEMENT
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1992. A true and correct copy of Patent No. 5,157,375 is
incorporated herein by reference and attached hereto as Exhibit L.

. Advanced Automotive Automation and Security System, United
States Patent No. 5,534,845 issued July 9, 1996. A true and correct
copy of Patent No. 5,534,845 is incorporated herein by reference and
attached hereto as Exhibit J.

. Advanced Method of Indicating Incoming Threat Level to an
Electronically Secured Vehicle and Apparatus Therefore, United
States Patent No. 5,646,591 issued July 8, 1997, A true and correct
copy of Patent No. 5,646,591 is incorporated herein by reference and
attached hereto as Exhibit K.

. Vehicle Alarm Case Module, United States Patent No. Des. 345,711
1ssued April 5, 1994. A true and correct copy of Patent No. Des,
345,711 1s incorporated herein by reference and attached hereto as
Exhibit L.

. Motion Sensitive Security System, United States Patent No.
4,584,569 issued April 22, 1986 (Reexamination No. Bl 4,584,569
issued June 19, 1990). A true and correct copy of Patent
No. 4,584,569 is incorporated herein by reference and attached
hereto as Exhibit M.

. Method of Indicating the Threat Level of an Incoming Shock to an
Electronically Secured Vehicle and Apparatus Therefore, United
States Patent No. 5,532,670 issued July 2, 1996. A true and correct
copy of Patent No. 5,532,670 is incorporated herein by reference and
attached hereto as Exhibit N.

. Remote Control Transmitter, United States Patent No. Des. 419,474
issued January 25, 2000,

. Siren, United States Patent No. 345,317 issued March 22, 1994. |

6 COMPLAINT FOR PATENT INFRINGEMENT
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v Car Alarm Having A Soft Chirp Arming Signal, United States Patent
No. 5,572,185 issued November 5, 1996,
. User-Programmable Voice Notification Device for Security Alarm
Systems, United States Patent No. 5,245,694 issued September 14,
1993.
. Advanced Embedded Code Hopping System, United States Patent
No. 5,872,519 issued February 16, 1999,
. Alarm Sensor Multiplexing, United States Patent No. 5,783,989
issued July 21, 1998.
13. DIRECTED’s CLIFFORD®, PYTHON® and VIPER® products are covered by
one or more claims of the above listed patents.
14, DIRECTED is informed and believes that sellers and purchasers of
DIRECTED’s CLIFFORD®, PYTHON® and VIPER® products have actual or
constructive notice of the applicable patents. For example, DIRECTED gives notice to the
public of the patents covering its VIPER® vehicle security systems by placing a card or
piece of paper in each product box which lists all of DIRECTED’s patents by number and
states that “This product is covered by one or more of the following U.S. patents....”
Authorized Distribution Only
15. DIRECTED permits its CLIFFORD®, PYTHON® and VIPER® vehicle security
systems to be advertised, sold and installed only by its contractually authorized dealers.
DIRECTED’s dealers are carefully selected, and are, thereafter, trained, supported and
monitored by DIRECTED and its representatives. DIRECTED’s highly selective dealers are
chosen, in part, because they have appropriate facilities and installation equipment and because
they have skilled and trained vehicle security system installers.
16.  DIRECTED has expended, and continues to expend, substantial financial
and other resources in an effort to control the quality of the installation of its vehicle
security system products. In addition to being ﬁighly selective when choosing its dealers,

DIRECTED spends significant time, effort and money educating its dealers with respect to

7 COMPLAINT FOR PATENT INFRINGEMENT
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DIRECTED’s products, and training its dealers with respect to the installation of its vehicle
security systems. DIRECTED, at considerable expense, further provides its dealers with
“real-time” telephone support and access to computerized information regarding the
detailed electrical systems of, and installation and wiring requirements for, numerous
domestic and foreign automobiles sold in the United States.

17.  DIRECTED also visually monitors its authorized dealers from time to time
to make sure they are maintaining the necessary quality standards for the sale and
installation of DIRECTED’s products.

18.  DIRECTED ofien terminates authorized dealers if it finds they have violated the
terms of their agreement.

19.  Ifa CLIFFORD®, PYTHON® or VIPER® vehicle security system is not
installed properly, it will not adequately protect against theft of the vehicle, More importantly,
faulty installation may interfere with the proper functioning of the vehicle and, as a result, pose a
safety risk to the customer and others, including creating a fire hazard. It is for these reasons,
among others, that DIRECTED spends considerable time, effort and resources educating,
training and supporting its authorized dealers with respect to the sale and installation of its
CLIFFORD®, PYTHON® and VIPER® vehicle security systems.

20.  Maintaining control over the quality of the installation of CLIFFORD®,
PYTHON® and VIPER® vehicle security systems is further crucial to DIRECTED because the
failure of the system to operate properly -- even though that failure is due to faulty installation as
opposed to a defect in the product itself -- will cause the consumer to believe that the product
itself' is defective. The goodwill and reputation, that DIRECTED has spent substantial time,
effort and money developing, will thereby be tarnished and damaged, particularly where the
failure of the system to operate properly causes a theft of either the consumer’s vehicle or
personal property located inside the vehicle. It is for this additional reason, as well as those
stated above, that in addition to providing extensive training for its authorized dealers,
DIRECTED contractually obligates its authorized dealers to install the vehicle security systems

on the dealer’s premises, occasionally visits its authorized dealers to observe the quality of

8 COMPLAINT FOR PATENT INFRINGEMENT
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installation of its products, makes available to its authorized dealers, by telephone, the technical
representatives capable of assisting the dealers with installation problems as they arise, and
provides the computer software to its authorized dealers containing the electronic circuitry for
numerous domestic and foreign vehicles sold in the United States and abroad.

21.  To further maintain control over the quality of its product installation,
DIRECTED does not permit its authorized dealers to sell DIRECTED’s CLIFFORD®,
PYTHON® or VIPER® vehicle security systems to anyone who is not an ultimate consumer,
and they are not permitted to sell CLIFFORD®, PYTHON® or VIPER® vehicle security
systems to an ultimate consumer unless the alarm is installed by the authorized dealer on the
authorized dealer’s premises.

22. At the time of the actions complained of herein, DEFENDANT was not an
authorized dealer of CLIFFORD®, PYTHON® or VIPER® products.

Warranty

23.  Asone of its primary marketing tools, DIRECTED includes with each
CLIFFORD®, PYTHON® and VIPER® vehicle security system its limited lifetime consumer
warranty. DIRECTED has expended substantial time and money in making the general public
aware of the benefits of the warranty.

24,  DIRECTED will not honor its limited lifetime warranty on products purchased
from unauthorized dealers.

25.  Itis specifically stated in the warranty that it is valid if “the unit was
professionally installed and serviced by an authorized Directed dealer.” Thus, anyone
purchasing a CLIFFORD®, PYTHON®, or VIPER® vehicle security system from an
unauthorized dealer or an authorized dealer who sold the product without installation does not
receive any warranty or guarantee of the product from DIRECTED. A true and correct copy of
the terms of DIRECTED’s limited lifetime warranty is attached hereto as Exhibit O and
incorporated herein by this reference.

26. DIRECTED’s ongoing business depends heavily upon the proper functioning of

its CLIFFORD®, PYTHON® and VIPER® vehicle security systems in vehicles in which it is

9 COMPLAINT FOR PATENT INFRINGEMENT
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installed, on the valuable reputation it has developed as a result of the quality of its product and
its installation, and on the goodwill it has developed through the sale, promotion and marketing
of its products and its DEI®, CLIFFORD®, PYTHON®, VIPER® and snake image and other
trademarks. The warranty has further contributed to the excellent reputation DIRECTED enjoys
with the general public with respect to its products.

Defendant’s Conduct

27.  DIRECTED is informed and believes that, subsequent to the adoption and use by
DIRECTED of its CLIFFORD®, PYTHON® and VIPER® trademarks for vehicle security
systems, DEFENDANT, who is not a DIRECTED authorized dealer, commenced advertising
and marketing vehicle security systems by using the trademarks to draw in customers.
DIRECTED is informed and believes that DEFENDANT is continuing to advertise using
DIRECTED’s registered trademarks.

28.  DIRECTED is informed and believes that DEFENDANT has falsely represented
to the public through advertising with the CLIFFORD®, PYTHON® and VIPER® marks that
DEFENDANT is authorized by DIRECTED to sell and/or advertisc CLIFFORD®, PYTHON®
and VIPER® products.

29.  DIRECTED is informed and believes that, despite not being an authorized dealer,
DEFENDANT has sold and offered for sale CLIFFORD®, PYTHON® and VIPER® vehicle
security systems to end user customers and/or to distributors.

30.  DEFENDANT has sold CLIFFORD®, PYTHON® and VIPER® vehicle security
systems uninstalled and, thus, without any knowledge, concern or control as to whether the
vehicle security system is ever installed, and, if so, whether the system is installed correctly.

31.  DEFENDANT claims in the description of its products that the products “come
complete with all the parts and paperwork.” DIRECTED will not honor any warranty for these
products.

32. DIRECTED is informed and believes that DEFENDANT knows or by the
exercise of reasonable care should know that DIRECTED sells its CLIFFORD®, PYTHON®

and VIPER® vehicle security systems through authorized dealers only and they are permitted to

10 COMPLAINT FOR PATENT INFRINGEMENT
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resell only with installation. This fact is generally known in the car alarm resale industry. And,
DIRECTED expressly informed DEFENDANT that DIRECTED’s CLIFFORD®, PYTHON®
and VIPER® vehicle security systems are sold only through authorized dealers and only to end
users in an installed condition. DIRECTED has demanded that DEFENDANT stop selling
DIRECTED’s CLIFFORD®, PYTHON® and VIPER® vehicle security systems and using its
registered trademarks to promote the sale of products. DIRECTED is informed and believes that
DEFENDANT has refused to stop his improper activities and continues to use DIRECTED’s
registered trademarks and sell its products without DIRECTED’s authority or consent.

33.  The unauthorized promotion and sale of DIRECTED’s CLIFFORD®,
PYTHON® and VIPER® vehicle security systems by DEFENDANT, his failure to maintain
control over the quality of the installation of the system, and his use of DIRECTED’s registered
trademarks and patented materials without DIRECTED’s authorization or consent, have caused
damage to DIRECTED’s reputation and goodwill and to the value of DIRECTED’s
CLIFFORD®, PYTHON®, VIPER®, DEI® and other trademarks and its patents.

First Cause of Action

Federal Patent Infringement
35 U.S.C. Section 271

34.  DIRECTED refers to and incorporates herein by reference paragraphs 1
through 33 of this Complaint as though set forth in full herein.

35.  DIRECTED sells its CLIFFORD®, PYTHON® and VIPER® vehicle
security systems onty through authorized dealers who have entered into a written agreement
with DIRECTED which expressly prohibits the authorized dealer from reselling
CLIFFORD®, PYTHON® and VIPER® products to anyone other than the end user in an
installed condition. DIRECTED is informed and believes that the terms and conditions of
DIRECTED’s authorized dealer agreements, including the resale restrictions, are known in
the car alarm retail industry and are or should in the exercise of reasonable care be known

to DEFENDANT. True and correct copies of DIRECTED’s form authorized dealer

e
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agreement, as it currently exists is incorporated herein by reference and attached hereto as
Exhibit P.

36.  DEFENDANT has infringed and is believed to be directly infringing,
literally or under the doctrine of equivalents, Patent Nos. 4,887,004 (multi-featured security
system with self-diagnostic capability); 5,157,375 (electronic vehicle security system);
5,534,845 (advanced automotive and security system); 4,584,569 (motion sensitive security
system); Des. 345,711 (vehicle alarm case module); 5,532,670 (method of indicating
threat), and 5,646,591 (advanced method of indicating threat), within the United States in
violation of 35 U.8.C. section 271(a) by selling and/or offering for sale within this judicial
district, without license from DIRECTED, products which incorporate and utilize the
inventions and/or designs claimed in the patents listed previously in this paragraph.

37.  DIRECTED is informed and believes that DEFENDANT has contributed to
and are contributing to the infringement of Patent Nos. 4,887,064 (multi-featured security
system with self-diagnostic capability); 5,157,375 (electronic vehicle security system);
5,534,845 (advanced automotive and security system); 4,584,569 (motion sensitive security
system); Des. 345,711 (vehicle alarm case module); 5,532,670 (method of indicating
threat); and 5,646,591 (advanced method of indicating threat) in violation of 35 U.S.C.
section 271(c). DIRECTED is informed and believes that DEFENDANT has induced and
is continuing to induce one or more of DIRECTED’s authorized dealers and/or end users to
infringe the patents listed previously in this paragraph in violation of 35 U.S.C. § 271(b).

38.  DIRECTED has no adequate remedy at law and is, therefore, entitled to a
preliminary and permanent injunction prohibiting further infringement by DEFENDANT.

39.  DEFENDANTs infringing activities have been and are willful and
deliberate. DIRECTED is entitled to recover treble damages pursuant to 35 U.S.C. section
284, reasonable attorneys’ fees and expenses of litigation pursuant to 35 U.S.C. section 285,
and prejudgment interest pursuant to 35 U.S.C. section 284.

40.  Asaresult of DEFENDANTs infringing activities, DIRECTED has been

damaged in an amount to be proved at trial, but believed to be in excess of $100,000. Ata
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minimum, DIRECTED is entitled to recover a reasonable royalty for the acts of
infringement by DEFENDANT.
Second Cause of Action

Federal Trademark Infrinsement

15 U.S.C. Section 1114

41.  DIRECTED refers to and incorporates herein by reference paragraphs 1
through 40 of this Complaint as though set forth in full herein.

42.  DEFENDANT has been using, in interstate commerce, DIRECTED’s
registered trademarks, including CLIFFORD®, PYTHON®, VIPER®, DEI®, NO ONE
DARES COME CLOSE®, module case design and/or the snake image, without
DIRECTED’s consent, in connection with the sale, offering for sale, distribution and/or
advertising of vehicle security systems, including the unauthorized sale and offering for
sale of vehicle security systems manufactured by DIRECTED.

43.  The use of DIRECTED’s trademarks in connection with the promotion, sale,
offering for sale and advertising of vehicle security systems by DEFENDANT likely causes
confusion, mistake and/or deception, and has caused confusion, mistake and/or deception,
in that such use is likely to, and does, deceive the public into believing that there is an
association between DIRECTED and DEFENDANT, that the CLIFFORD®, PYTHON® or
VIPER® product the consumer purchases is a complete product with all of its component
parts and literature, that the control DIRECTED exercises over the quality of the
installation of the CLIFFORD®, PYTHON® or VIPER® vehicle security system is being
exercised in connection with the purchase and installation of such a security system from
DEFENDANT, and that DIRECTED’s standard warranties and guarantees apply, when in
fact there is no such association, there is no quality control of the product by
DEFENDANT, there is no such exercise of control by DIRECTED over the installation of
the vehicle security system, and DIRECTED’s limited lifetime warranty does not apply.

44.  To further the confusion, mistake and/or deception caused by

DEFENDANT’s unauthorized use of DIRECTED s registered trademarks, DIRECTED is
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informed and believes that DEFENDANT informs customers that he is a DIRECTED
authorized dealer and/or when selling CLIFFORD®, PYTHON® and VIPER® products
includes therewith DIRECTEDs standard limited lifetime warranty. In fact, the limited
lifetime warranty is not applicable because the product is not being sold and/or installed by
a DIRECTED authorized dealer.

45.  DEFENDANT’s unauthorized use of DIRECTED’s trademarks, and the
unauthorized advertising and sale of DIRECTED’s CLIFFORD®, PYTHON® and
VIPER® vehicle security systems constitutes unlawful infringement of DIRECTED’s
CLIFFORD®, PYTHON® and VIPER®, snake image and other trademarks under the
Lanham Act, 15 U.S.C. section 1114,

46.  DEFENDANT'’s acts herein alleged were willful, entitling DIRECTED to
recover DEFENDANT’s profits, damages sustained by DIRECTED, treble damages and
costs.

47.  Asaresult of DEFENDANT’s improper and unauthorized activities,
DIRECTED has suffered, and will continue to suffer damages in an amount to be proved at
trial, but believed to be in excess of $100,000.

48.  DIRECTED has incurred and will continue to incur attorneys’ fees in the
prosecution of this action and is entitled to recover such fees pursuant to 15 U.S.C. section
1117(a),

49. Unless and until this Court restrains and enjoins DEFENDANT from using
DIRECTED’s trademarks and from selling, offering for sale and advertising DIRECTED’s
CLIFFORD®, PYTHON® and VIPER® vehicle security systems, DEFENDANT will
continue his unauthorized and improper activities.

/1
/1
/11
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Third Cause of Action

Federal Unfair Competition/False Designation of Origin

15 1.S.C. Section 1125(a)

50.  DIRECTED refers to and incorporates herein by reference paragraphs 1
through 49 of this Complaint as though set forth in full herein.

51. DEFENDANT s unauthorized use of DIRECTED’s trademarks and patented
technology, and DEFENDANT’s express or implied misrepresentations concerning his
affiliation with DIRECTED and/or the applicability of DIRECTED’s limited lifetime
warranty in connection with the promotion, offering for sale and sale of vehicle security
systems, constitutes a false designation of origin and/or false and misleading
representations, works and symbols in violation of section 43(a) of the Lanham Act, 15
U.S.C. section 1125(a).

52. Asaresult of DEFENDANT’s improper and unauthorized activities,
DIRECTED has suffered and will suffer damages in an amount to be proved at trial, but
believed to be in excess of $100,000.

53.  DIRECTED has incurred and wiil continue to incur attorneys’ fees and costs
in the prosecution of this lawsuit.

Fourth Cause of Action

Tortious Interference with Contract

54.  DIRECTED refers to and incorporates herein by reference paragraphs 1
through 53 of this Complaint as though set forth in full herein.

55.  DIRECTED is informed and believes that DEFENDANT knows, or by the
exercise of reasonable care should know, that DIRECTED sells CLIFFORD®, PYTHON®
and VIPER® products only to authorized dealers who are contractually obligated to resell
the products in an installed condition, to ultimate consumers, and over whom DIRECTED
can exercise control with respect to the content and installation of its CLIFFORD®,
PYTHON® and VIPER® vehicle security systems.

Iy
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56.  DIRECTED is informed and believes that by purchasing CLIFFORD®,
PYTHON® and VIPER® products for resale from parties other than DIRECTED,
DEFENDANT imtentionally, recklessly, or negligently committed acts designed to cause
and encourage the breach of contract by one of more of DIRECTED’s authorized dealers.

57.  DEFENDANT’s sale of CLIFFORD®, PYTHON® and VIPER® vehicle
security systems, which are not installed by an authorized dealer and which carry no
warranty as a result of not being sold and installed by an authorized dealer, in addition to
interfering with DIRECTED’s contracts with its authorized dealers, will injure the goodwill
associated with DIRECTED’s CLIFFORD®, PYTHON®, VIPER® and related
trademarks, and the valuable reputation DIRECTED has developed with respect to vehicle
security systems, all to DIRECTED’s damage in an amount to be proved at trial but
believed to be in excess of $100,000.

58.  DIRECTED is informed and believes that each of the acts and omissions by
DEFENDANT complained of in this cause of action constitutes an act done willfully and
with malice, thereby supporting the award of exemplary damages.

Fifth Cause of Action

Unfair Competition/Unfair Business Practices
Cal. Bus. & Prof. Code Section 17200

59.  DIRECTED refers to and incorporates herein by reference paragraphs 1
through 58 of this Complaint as though set forth in full herein.

60.  DEFENDANT’s unauthorized use of DIRECTED’s trademarks and
infringement of its patents to promote the sale of competing vehicle security systems,
DEFENDANT’s unauthorized sale of DIRECTED’s CLIFFORD®, PYTHON® and
VIPER® vehicle security systems, DEFENDANT’s representations, express or implied,
concerning any affiliation with DIRECTED and/or DEFENDANT s express or implied
representations concerning the applicability of DIRECTED’s limited lifetime warranty in

connection with the sale of CLIFFORD®, PYTHON® and VIPER® vehicle security

systems constitute unfair and fraudulent business practices within the meaning of

16 COMPLAINT FOR PATENT INFRINGEMENT
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California’s Unfair Trade Practices Act, California Business & Professions Code sections
17200 et. seq.

6l.  DEFENDANT’s unfair and deceptive business practices have damaged
DIRECTED in an amount to be proved at trial, but believed to be in excess of $100,000.

62.  DEFENDANT’s unfair and deceptive business practices have and will
continue to injure DIRECTED, its authorized dealers and the public unless and until they
are enjoined by this Court.

Sixth Cause of Action

State False/Misleading Advertisement

Cal, Bus. & Prof. Code Section 17500

63.  DIRECTED refers to and incorporates herein by reference paragraphs 1
through 62 of this Complaint as though set forth in full herein.

64.  DEFENDANT’s use of DIRECTED’s trademarks and patented material to
sell CLIFFORD®, PYTHON® and VIPER® products and/or entice the public into
DEFENDANT’s establishment for the purpose of selling DIRECTED’s competitors’
products and DEFENDANT’s false and/or misleading representations, express or implied,
that DIRECTED’s limited warranty applies to sales made by DEFENDANT constitutes
false and/or misleading advertisement in violation of California Business and Professions
Code sections 17500 et seq.

65.  DEFENDANT’s unfair and deceptive business practices have damaged
DIRECTED in an amount to be proved at trial, but believed to be in excess of $100,000.

66. DEFENDANT’s unfair and deceptive business practices have and will
continue to injure DIRECTED, its authorized dealers and the public unless and until they
are enjoined by this Court.

/1
/11
/1
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Seventh Cause of Action

State Trademark Infringement

Cal. Bus. & Prof. Code Section 14335

67.  DIRECTED refers to ant:incorporates herein by reference paragraphs ]
through 66 of this Complaint as though set forth in full herein.

63.  DEFENDANT, without DIRECTED’s authority or consent, has used, and
continucs to use, DIRECTED's registered trademarks for the purpose of enhancing the
commercial value of, selling and soliciting the sale of products, merchandise and goods In
California, in violation of California Business and Professions Code section 14335,

69.  DEFENDANT’s acts and omissions will continue unless and until enjoined
by this Court.

Eighth Cause of Action

Dilution and Injury to Business Reputation

Cal. Bus, & Prof. Code Section 14330

70.  DIRECTED refers to and incorporates herein by reference paragraphs 1
through 69 of this Complaint as though set forth in full herein.

71. DIRECTED’s registration under Title 15 of the United States Code and
extensive, prominent and continued promotion and use of its CLIFF ORD®, PYTHON®,
VIPER®, DEI®, NO ONE DARES COME CLOSE® and forward facing snake image
trademarks have caused these trademarks to become distinctive in the mind of the public,
and have further caused DIRECTED’s products, including the high quality of those
products, to be distinguished from the products of others.

72. DEFENDANT’s unauthorized use of DIRECTED’s registered trademarks
and/or unauthorized sale of DIRECTED’s CLIFFORD®, PYTHON® and VIPER® vehicle
security systems, dilutes the distinctive quality, and tarnishes the valuable image, of
DIRECTED’s CLIFFORD®, PYTHON® and VIPER® and other trademarks, and, further,
creates a likelihood of injury to the business reputation of DIRECTED all in violation of

California Business and Professions Code section 14330,

18 COMPLAINT FOR PATENT INFRINGEMENT
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73.  DEFENDANT’s acts have harmed DIRECTED in an amount o be proved at
trial, but believed to be in excess of $100,000.

74.  DEFENDANT’s acts and omissions will continue unless and until enjoined
by this Court.

Ninth Cause of Action

Common Law Unfair Competition
75.  DIRECTED refers to and incorporates herein by reference paragraphs 1

through 74 of this Complaint as though set forth in full herein.

76.  DEFENDANT has attempted to and has obtained economic benefit from,
and has further competed with DIRECTED’s authorized dealers acting within the scope of
such authorization and taken business away from them, and consequently from
DIRECTED, by trading upon the goodwill and reputation that DIRECTED has established
through the expenditure of substantial sums of time, effort and money. DEFENDANT has,
without authorization, used DIRECTEDs registered trademarks and patented material to
promote the sale of vehicle security systems, and/or he has made misrepresentations to
customers with respect to his affiliation and/or association with DIRECTED, and/or he has
made misrepresentations to customers concerning the applicability of DIRECTED's limited
lifetime warranty to DIRECTED CLIFFORD®, PYTHON® and VIPER® vechicle security
systems which he has sold.

77. Asaresult of the acts and omissions of DEFENDANT as alleged herein,
DIRECTED has suffered, and will continue to suffer, monetary damages in an amount to be
proved at trial, but believed to be in excess of $100,000. Additionally, DIRECTED has
incurred, and will incur, further attorney’s fees and costs in connection with the prosecution
of this lawsuit against DEFENDANT.

78.  DIRECTED is informed and believes that each of the acts and omissions by
DEFENDANT complained of in this cause of action constitutes an act done willfully and
with malice, thereby supporting the award of exemplary damages.

117
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PRAYER

WHEREFORE, DIRECTED prays for relief as follows:

As to the first, second, third, fifth, sixth, seventh, and eighth causes of action:

79.  For an injunction enjoining DEFENDANT, his agents, affiliates, employees, and
those persons in active concert or participation or privity with them who receive actual notice of
the order by personal service or otherwise, from infringing DIRECTED’s patents, including but
not limited to the following: Patent Nos. 4,887,064 (multi-featured security system with self-
diagnostic capability); 5,157,375 (electronic vehicle security system); 5,534,845 (advanced
automotive and security system); 4,584,569 (motion sensitive security system); Des. 345,711
(vehicle alarm case module); 5,532,670 (method of indicating threat); and 5,646,591 (advanced
method of indicating threat);

80.  For an injunction enjoining DEFENDANT, his agents, affiliates, employees, and
those persons in active concert or participation or privity with them who receive actual notice of
the order by personal service or otherwise, from selling or advertising DIRECTED’s vehicle
security systems without authorization, or using DIRECTED’s CLIFFORD®, PYTHON® and
VIPER® or other trademarks;

81.  For an order requiring DEFENDANT to immediately cease all advertising
containing DIRECTED’s CLIFFORD®, PYTHON® and VIPER® trademarks and immediately
deliver such items to DIRECTED;

82.  For an order requiring DEFENDANT to deliver to DIRECTED all CLIFFORD®,
PYTHON® and VIPER® vehicle security systems within his possession;

83.  For an order precluding DEFENDANT from using any false designation of origin
or false description, including DIRECTED’s CLIFFORD®, PYTHON® and VIPER®
trademarks, that can, or is likely, to lead the consuming public, or individual members thereof, to
believe that any product manufactured, distributed or sold by DEFENDANT is in any manner
associated or connected with DIRECTED, or is sold, licensed, warranted, sponsored, approved
or authorized by DIRECTED;

i
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84.  For ajudgment and order that DEFENDANT be required to supply DIRECTED
with a complete record of all transactions, agreement, and other activities involving or connected
with the purchase, making, using, or selling of infringing devices or activities:

85.  Foran order directing DEFENDANT to file with the Court and serve upon
DIRECTED's counsel within thirty days after entry of the order of injunction, a report setting
forth the manner and form in which the DEFENDANT has complied with the above specified
terms of injunction; and

86.  For an order awarding to DIRECTED all of DEFENDANTs profits or gains of
any kind resulting from DEFENDANT’s unauthorized sale and/or advertising of DIRECTED’s
products, and/or DIRECTED’s lost profits and other damages as may be proven, and/or a
reasonable royalty for DEFENDANT’s unauthorized sales and/or advertising of DIRECTED’s
products.

As to all causes of action:

87.  For monetary damages in an amount according to proof; and

88.  For interest on said damages at the legal rate from and after the date such
damages were incurred.

As to the first, second, fourth, and ninth causes of action:
89.  For punitive and exemplary damages.
As to all causes of action:
90.  For costs, including reasonable attorneys fees; and

91.  For such other and further relief as the Court deems proper.

DATED: August 29, 2002 HENDERSON & CAVERLY LLP

By@zif@/

Ktisten E. Caverly
Attorneys for Plamtlff Directed
Electronics, Inc.
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DEMAND FOR JURY TRIAL

Plaintiff DIRECTED hereby demands trial by jury.

DATED: August 29, 2002 HENDERSON & CAVERLY LLP

oy Gt C O

22

<

Kristen E. Caverly
Attorneys for Plaintiff Directed
Electronics, Inc.
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CERTIFICATE OF REGISTRATION

This is to certify that the records of the Patent and Trademark Office show that an
application was filed in said Office for registration of the Mark shown herein, a copy of said
Mark and pertinent data from the Application being annexed hereto and made 2 part hereof,

And there having been due compliance with the requirements of the law and with the
regulations prescribed by the Commissioner of Patents and 'I‘mdcmarl_m,

Upon examination, it appeared that the applicant was eatitled to bave said Mark
registeredundcrthc'l‘tadcmakad"l%. amended, and the said Mark has been duly
tegistered this day in the Patent and Trademark Office on the

PRINCIPAL REGISTER

to the registrant named herein.

This registration shall remain. in force for TEN years unless sooner terminated as
provided by law.

In Testimony Whereof I have hereunto set
my hand and caused the seal of the Parenc
and Trademark Office to be affixed this
fourth day of February 1992.

ey

E 24
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o

Int, Cls.: 9 and 12
Prior U.S, Cls.: 21 and 26

United States Patent and Trademark Office

Reg. No. 1,674,046
Registered Feb, 4, 1992

TRADEMARK
PRINCIPAL REGISTER

CLIFFORD

CLIFFORD ELECTRONICS, INC. (CALIFOR-
NIA CORPORATION)

20750 LASSEN STREET

CHATSWORTH, CA 51311

FOR: SECURITY SYSTEMS FOR HOMES
COMPRISING CONTROL MOPULES, SEN.
SORS, DOOR AND WINDOW TRIGGERS,
SIRENS: REMOTELY CONTROLLED START-
ER EQUIPMENT FOR REMOTELY STARTING
THE ENGINES OF VEHICLES SUCH AS
AUTOMOBILES; CONVENIENCE ELECTRON-
IC ACCESSORIES FOR VEHICLES; NAMELY,
ELECTRONIC MODULES FOR DOOQRS, SEATS,
WINDOWS, AND ENGINE CONTROL;
REMOTE CONTROL RECEIVERS AND

TRANSMITTERS FOR HOME CONVENIENCE
USE, IN CLASS 9 (U.8. CLS. 21 AND 26).

FIRST USE 1-11-198%: IN COMMERCE
1-11-1988,

FOR: SECURITY. SYSTEMS FOR AUTOMO-
BILES, BOATS AND AIRPLANES COMPRIS-
ING CONTROL MODULES, DOOR, WINDOW,
HOOD AND TRUNK TRIGGERS, SENSORS,
SIRENS, IN CLASS 12 (US. CLS. 21 AND 26).

FIRST USE 8-0-1976; IN COMMERCE
6-D-1979.

SER. NQ, 74-082,626, FILED 7-27-1990,

R. M. FEELEY, EXAMINING ATTORNEY .

doo4
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Int. Cl.: 12
Prior U.S, Cls.: 19 ant_l 21

United States Patent and Trademark Office

j—.

O

Reg. No. 1,822,606
Registered Feb, 22, 1994

TRADEMARK
PRINCIPAL REGISTER

PYTHON

DIRECTED ELECTRONICS, INC. (CALIFOR-
NIA CORPORATION)

2560 PROGRESS STREET

VISTA, CA 92083

FOR: AUTOMOTIVE ANTLTHEFT SYSTEMS
COMPRISING ELECTRONIC SENSORS, ELEC.
TRONIC PAIN GENERATORS, ELECTRONIC
SIRENS AND REMOTE CONTROL TRANSMIT-
TERS AND RECEIVERS SOLD AS A UNIT
THROUGH MAIL ORDER AND THROUGQH

RETAIL STORES AND AUTOMOTIVE SECU.
RITY INSTALLERS, IN CLASS 12 (US. CLS, 19
AND 21).

FIRST USE 4-16-1986;
4~16-1986,

IN COMMERCE

SER. NO. 74-364,190, FILED 3-2-1993,

RICHARD A, STRASER, EXAMINING ATTOR.-
NEY

EXHIBIT B PAGE 26
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Int. Cl.: 12
Prior U.S. Cls.: 19 and 21

United States Patent and Trademark Office

Reg. No. 1,756,693
Registered Mar, 9, 1993

TRADEMARK
PRINCIPAL REGISTER

VIPER

DIRECTED ELECTRONICS, INC. (CALIFOR-
NIA CORPORATION)

1403 LINDA VISTA DRIVE

SAN MARCOS, CA 92069

FOR: VEHICULAR ANTI-THEFT AND SECU-

RITY SYSTEMS; NAMELY, REMOTELY ACTU.
ATED, ELECTRONICALLY-ENERGJIZED SE-

CURITY HARDWARE COMPRISING DOQOR

LOCKS, ACTUATORS., AUDIBLE ALARMS
AND PARTS THEREFQOR. IN CLASS [2 (U.S.
CLS. 19 AND 2!).
FIRST USE
F1-9-1984.

11-9-1984 IN COMMERCE

SER. NQ. 73-775.611, FILED 1-23-19§9.
G. T. GLYNN. EXAMINING ATTORNEY

EXHIBIT C PAGE 27
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int, Cl.: 12
Prior U.S. Cls.: 19 and 21

United States Patent and Trademark Office

<

Reg. No. 1,822,608
Registered Feb. 22, 1994

TRADEMARK
PRINCIPAL REGISTER

DIRECTED ELECTRONICS,
NIA CORPORATION)

2560 PROGRESS STREET

VISTA. CA 9208}

INC. (CALIFOR-

FOR: AUTOMOTIVE ANTI.THEFT SYSTEMS
COMPRISING ELECTRONIC SENSORS. ELEC-
TRONIC FAIN GENERATORS. ELECTRONIC
SIRENS. REMOTE CONTROL TRANSMITTERS
REMOTE CONTROL RECEIVERS. SOLD AS A
UNIT. AND SOLD THROUGH MAIL ORDER.

RETAIL STORES AND BY AUTOMOTIVE SE-
CURITY INSTALLERS, IN CLASS 12 (US. CLS.
19 AND 21

FIRST
6-8-1988.

LUSE 5-8-1988; IN COMMERCE

SER. NO. 74-385.3813. FILED 5-3-1993.

RICHARD A. STRASER. EXAMINING ATTOR-
NEY .

EXHIBIT D PAGE 28
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Int. Cl.: 12 @

Prior US. Cls.: 19 and 21
. Reg. No. 1,873,747
United States Patent and Trademark Office Registered Jan. 17, 1995

TRADEMARK
PRINCIPAL REGISTER
DIRECTED ELECTRONICS, INC. (CALIFOR-  FIRST USE 6-0~198%; IN COMMERCE
NIA CORPORATION) 6-0-1989.
2560 PROGRESS STREET
VISTA, CA 92083 SER. NO. 74-345,752, FILED 1-15~1993.

FOR: ANTITHEFT ALARMS FOR VEHI- ANTHONY R. MASIELLO, EXAMINING AT-
CLES, IN CLASS 12 (U.S. CLS. 19 AND 21). TORNEY

EXHIBIT E PAGE 29
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Int. Cl.: 12

Prior U.S. Cls.: 19, 21, 23, 31, 35 and 44

United States Patent and Trademark Office

Reg. No. 2,218,082
Repistered Jan, 19, 1999

TRADEMARK
PRINCIPAL REGISTER

DIRECTED ELECTRONICS, INC. (CALIFOR-
. NIA CORPORATION)

2560 PROGRESS STREET

VISTA, CA 92083

FOR: ANTI-THEFT ALARMS FOR VEHI-
CLES; ANTI-THEFT ALARM SYSTEMS COM-
PRISING ELECTRONIC SENSORS, SIRENS,
REMOTE CONTROL TRANSMITTERS, RE-
CEIVERS AND PARTS FOR THE SAME, SOLD
SEPARATELY OR AS A UNIT, IN CLASS 12
(U.S. CLS. 19, 21, 23, 31, 35 AND 44).

FIRST USE 1-1-1994; IN COMMERCE
1-1-1994, -

GEOMETRIC ARRANGEMENT OF A PAR-
ALLEL PAIR OF TRIPLE PARALLEL LINES

JOINED BY A PAIR OF PERPENDICULAR
LINES.

SER. NO. 75-185,015, FILED 10-17-199¢.

MATTHEW KLINE, EXAMINING ATTORNEY

EXHIBIT F PAGE 30
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¢

Int. Cl.: 12
Prior U.S. Cls.: 19 and 21

Reg. No. 1,848,176

United States Patent and Trademark Office Registered Aug. 2, 1994

TRADEMARK
PRINCIPAL REGISTER

NO ONE DARES COME CLOSE

DIRECTED ELECTRONICS, INC. (CALIFOR-
NIA CORPORATION)

2560 PROGRESS STREET

VISTA, CA 92083

FOR: ANTI-THEFT AUTOMOTIVE DE-
VICES; NAMELY, AUTOMOTIVE ANTI-THEFT
ALARMS, ELECTRONIC SENSORS, ELEC-
TRONIC SIRENS, REMOTE CONTROL TRANS-
MITTERS AND RECEIVERS AND PARTS FOR
THE ALARM AND SIREN ONLY SOLD AS A

UNIT AND SOLD THROUGH AUTOMOTIVE
SECURITY INSTALLERS, IN CLASS 12 (US.
CLS. 19 AND 21).

FIRST USE 1-24-1986; IN COMMERCE
1-24-1986. :
SN 74-337,339, FILED 12-7-1992.

RICHARD A. STRASER, EXAMINING ATTOR-
NEY
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«

United States Patent ;4 (11} Patent Number: 4,887,064
Drori et al. [451 Date of Patent: Dec, 12, 1989
[54] MULTI-FEATURED SECURITY SYSTEM OTHER PUBLICATIONS

(75)

(73]

f21]
2]

[51]
(52)

(58]

(56)

WITH SELF-DIAGNOSTIC CAPABILITY
Inventors: Ze'er Drorl, Chatsworth; Mansoor

“Car Intruder Alarm”, Practical Electronics, vol, 15, No.
4, p. 22, Apr. 1979,

O mirpoor, Northridge, both of - wcar Thett Alarm”, Practical Electronics, vol. 17, No. %,
, ’ p. 9, Jul. 1981,
Assignee: (.‘.IiﬁordElacton.ics,Inc., Primary Exami Joseph A. Orsino
rth, ) Assistant Examiner—Brian R. Tumm
Appl. No.: 138828 Avtorney, Agent, or Firm—Roberts and Quiogue
Filed: Dec. 28, 1987 [s7] , ABSTRACT
Int, C1* B6OR 25/086 A multi-function security system for monitoring access
US. CL ..reemrerserrrnnmsnens 340/42G; 340/528;  to a protected area such as a vehicle. The system has a
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MULTI-FEATURED SECURITY SYSTEM WITH
SELF-DIAGNOSTIC CAPABILITY

BACKGROUND OF THE INVENTION 5

The present invention relates to the field of security
systems for monitoring and controlling access to a se-
cured or access restricted area, such as a vehicle of
house, and more particularly to a multifunction system

having the capability of self-diagnosing defective sensor 10

and trigger devices and thereafter bypassing such defec-
tive equipment to aflow the system to function.

Security systems are in wide use todsy to control
and/or monitor access to secured or access-restricted
ateas. Such systems typically employ one or more sen- !5
sors and/or trigger switches which are momitored or
controlled by a central controller to sense intrusion or
to allow controlled access. Examples of such systems
include vehicle security systems and building security

systems, which may be activated by either a remote 20

switch or transmitter or by a key pad to enter a preda-
termined code. Entrance of the correct code typically
arms or disarms the systems, opens or closes a door or
the like.

The sensors and trigger typically detect attempts to 23
intrude into the protected area, such as by way of a door
or window, forcing a hood or trunk open, lifting or -
moving the vehicle or the like, The trigger devices may
take the form of switches which are activated by the

opening or closing of 2 door or window. The sensor 30

may comprise a motion detector. To allow access
through doors or other access point, devices which
release or position locking elements, such as solencid
switches, are typically employed. Such sensors and
trigger switches are prone to inevitable failure, particu- 35
larly those elements positioned to menitor or control
access o @ beavily used door or access point. Such
failure typically is manifested a3 an open circuit condi-
tion for a normally closed switch or sensor, or a closed
circuit for a normally open switch or sensor.
Conventional security systems will not arm when a
sensor indicates that a door or window is open, or when
a sensor indicates that there is presently an intrusion
into the protected area. As an example, a vehicle door
left open will typically prevent the security system from 45
being armed, or a window left open in a building will
prevent the building security system from being armed.
For the same reason, a defective sensor which indicates
that & door is open irrespective of the position of the
door, i.c., open or closed, will also prevent the security 50
system from being armed. The result is that the vehicle
or building owner is deprived complately of the benefit
of the security system until the defective sensor is re-
paired. :
Another disadvantage of conventional vehicle sacu- 53
rity systems is the fact that the audible alarm signals are
typically generated by a horn or siren, and each particu-
lar system generates the same or similar alarm signals.
Thus, when the vehicle is in a crowded parking lot or .
structure, and an alarm signat is generated, the vehicle's
owner may not be able to determine whether it is his
vehicle’s system alarm or that of another vehicle, Fur-
ther, many cities or other regulating authorities have
enzcted rules which restrict the maximum duration of
vehicle alarm cycles to minimize noise pollution. How- 65
ever, such rules are not uniform, so that different maxi-
mum alarm cycle duration regulations are imposed in
different parts of the country. The disparity in these

40

&

2
regulations creates difficulties for the manufacturers of
vehicle security systems who seek to distributs their
products throughout the country or in other countries,

Intruders have developed certain techniques for de-
feating vehicle security systems. One such technique is
to disconnect and reconnect the vehicle battery, seeking
to disrupt power to the security system and cause the
system to be reset to the disarmed mode when power is
restored. .

Conventional vehicle security systems are disarmed
by the use of handheld transmitter ancoded with the
particular suthorization code, by a key or by a code
entered manually via a key pad. Thus, the level of secu-
1ity, i.e., the actions necessary to disarm the system are
typically fixed. Yet there are situations in which a lower
level or security, with increased convenience in the
system disarming, may be acceptable, as where the car
is parked in a low risk area.

One object of the present invention.is to provide a
security system having diagnostic capabilities for identi-
fying defective sensor and access control elements and
bypassing such defective elements to allow the system
to continue to provide some measure of protection.

Another object of the present invention is to provide
A security system which upon disarming pravides audi-
ble signals indicating that an intrusion was attempted
while the system was armed, and to provide a visnal
signal when the system is disarmed to identify the intru-
sion point.

Yet another object of the invention is to provide &
security system which allows the user to program a
desired alarm siren code and or to provide an audible
alarm condition whose duration may be programmed
by the user, 0 as to provide a personalized alarm signai
uniquely identifying to the user that his security system
is in an alarm condition, as in the case for a vehicle
parked in a crowded lot or parking structure.

Another object of the invention is to provide a secu-
rity system which provides audible signals indicating
the arming or disarming of the system, and which sig-
nals may be selectively disabled by the user.

$till another object of the invention is to provide a
security system which provides a plurality of possible
security levels, in that the user may programmably
select a first disarming mode wherein the system may be
disarmed simply by the use a remote handheid transmit-
ter for transmitting a user authorization code, or a sec-
ond disarming mode wherein the system is disarmed by
the combination of the entry of an appropriate remote
transmitter code and the subsequent manual entry of an
appropriate key pad code.

Other objects of the invention include the provision
of a security system which interprets the removal and
restoration of system power as an unauthorized intru-
ston event unless a predetermined switch, such as the
vehicle ignition switch, is activated when power is re-
stored,

* Still further objects of the invention are to provide a

multifinction programmable security system which
provides power door locking and unlocking signals to
lock the doors upon system arming and to unlock.the
doors upon system disarming, and wherein the duration
of said signals is selectively variable to adapt to door
lock systems of different manufacturars; and wherein
the system automatically activates the vehicle interior
courtesy or dome light upon system disarming for a
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3
predetermined time interval or until the ignition is
turned on.

Other objects of the invention are to provide a multi-
function vehicle security system which is programma-
bly adaptable 1o trigger or sensor devices of either posi-
tive or negative polarity.

SUMMARY OF THE INVENTION

A security system is disclosed for monitoring and
controlling zccess to a protected area, such as a vehicle.
The system includes a plurality of sensor devices, each
for sensing an intrusion event and providing a sensor
activated signal when the event is detected. Such sen-
sors may take the form of motion detectors, sommd dis-
criminators or switches activated by the opening or
closing of a door or window, or the like,

The system further comprises means for commuricat-
ing alert signals, such as for esampie, a siren, horn,
autodiajer for initiation of telephone calls or the like,

15

A system controller is provided to control the opera- 20

tion of the security system so that the system may be
operated in an armed mode or in a disarmed mode.
When in the armed mode the controller monitors the
sensors and caunses the communicating device to issue an
alert signal in response to a sensor activated signal.

The system includes a seif-diagnostic capability for
detecting defective sensor devices and then bypassing
such defective devices automatically or upon command
to allow the system to be placed in the armed mode and
still provide protection. In the disclosed system, the
controller includes means for monitoring the states of
the sensor devices, and means responsive 1o a system
arming signal when the system is in the disarmed made
for identifying any sensor providing a sensor activated
signal, The system further comprises means for bypass-
ing the identified sensor devices, and placing the system
in the armed mode wherein the state of the bypassed
senscr devices does not prevent the system from being
armed and the bypassed sensor devices will not cause
activation of the alert communicating device.

The system further comprises means for communicat-
ing to the system user a message indicating that a sensor
is defective, and further specifying the particular defec-
tive sensor. This may take the form of an aedio trans-
ducer for producing a particular audio tone or tones
indicative of the defective sensor condition, such as
siren chirps, and an LED for generating an optical light
flash sequence for identifying the defective sensor, e.g.,
thres light flashes indicates a failed door trigger switch,
or & spoken language message generated by a vcice
synthesizer which speciffes the defective device.

The system further comprises meens for warning the
system user, upon receipt of a system disarm signal, of
an attempted intrusion during the armed mode, and for
identifying the intrusion point. The warning means may
compnse a voice message generated by a voice synthe-
sizer or an audio transducer for providing a predeter-
mined audio sound sequence indicative of ap mtrusion
attempt, e.g., three chirps. The identifying means may

take the form of an LED for signsling by a flash code 60

the intrusion point. This feature provides the user with
a warning that an intrusion attempt has been made,
which when triggered by a remote disarming signal
allows the user the opportunity to take precautions
prior to entering or approaching his vehicle.

The system is interactive, allowing the capability of
user programmability of the particular alarm alert sig-
nal, to personalize the siren sound sequence. The advan-
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tage of this feature is that the sudio alert signal will
remotely indicate to a user whether the alarm being
sounded is from his vehicle, or from another vehicle,
even if the vehicle is not within the owner’s line of sight,
as where the vehicle is parked in a crowded parking lot
or parking structure.

Another featore of the invention is the means for
automatically communicating an alert when the power
to the system, after having been cutoff, is restored,
unless the user has provided to the system a particular
disarming signal, such as turning the vehicle ignition
switch on prior to reconnecting power to the system.
This prevents a thief from disconnecting and reconnect-
ing power to defeat the security system.

Another feature of the invention is the provision of a
user-selectable level of security, wherein the user se-
lects whether the system may be disarmed by use of a
remote transmitter alone, or in combination with a code
subsequently manually entered via a keypad.

Other features of the invention include user program-
mability of the alarm signal duration, selective enabling
or disabling of audible signals confirming the atming or
disarming of the system, programmable means for pro-
viding door locking and vnlocking signals of selectable
duration to eliminate the need for adaptor devices for
interacting with different door lock systems, selective
disabling of the audible signals indicating that the sys-
tem i5 being armed or disarmed, automatic activation of
the vehicle intarior courtesy light for a predetermined
time interval or unti] the vehicle ignition is activated,
and programmable sensor polarity,

BRIEF DESCRIPTION OF THE DRAWINGS

These and other features and advantages of the pres-
ent invention will become more apparent from the fol-
lowing detailed description of exemplary embodiments
thereof, &s illustrated in the accompanying drawings, in
which:

FIG. 1.is a simplified block diagram of a security
system employing the present invention.

FIG. 2 is a schematic diagram of the receiver circuit
of the security system depicted in FIG. 1,

FIG. 3 is a schematic block diagram of the controller
and input and output buffers of the security system of
FIG. 1.

FIG. 4 is a schematic diagram of a reset signal gener-
ating circuit, employed with the controller of FIG. 3.

FIGS. 5A and 5B are schematic diagrams of LED
driver circuits employed with the controller of FIG. 3.

FIG. 6 is 4 circuit schematic xliustranng an embodi-
ﬁ“&t ;af the power supplm employed in the system of

FIG. 7 is a schematic diagram of a receiver decoder
circuit employed in an alternate embodiment of the
security system of FIG. L

FIGS. 8A and 8B are schematic diagrams of a con-
troller and peripheral input/output elements employed
in the alternate embodiment of the security system of
FIG. 1.

FIG. 9 is a schematic diagram of a key pad dicde/re-
sistor network employed with the controller of the
alternate embodiment of the security system of FIG. 1.

FIG. 10 is a schematic diagram of certain output
driver circuits employed with the controller illustrated
in FIGS. 8A-B.

FIGS. 11-23 are flow diagrams illustrating the opera-
tion of the security system generally depicted in FIG. 1,
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and more specifically with respect to the embodiments
of FIGS. 2-6 and 7-10.

DETAILED DESCRIPTION OF THE
DISCLOSURE 5

A simplified block diagram of the principal strectural
elements of a system embodying the invention is set
forth in FIG. 1. The system includes a means for permit-
ting the user to communicate with the system controller
70, This commuricating means may take the form, in
the conventional manner, of a transmitter device 55 for
trangmitting an encoded signal via an antenna 36. The
transmitted signal is received by receiver 68 via antenna
66, and the received signal is provided in some form to
the system controller 70. Additionally, or alternatively,
the user communicating means may tzke the form of a
key pad 60, which is coupled directly to the controller
70 by cable 62. The keypad 60 may comprise a plurality
of digit keys 1-9, as well as additional keys or switches.
employed for various functions such as an “armed”
switch for signaling the system to enter the armed
mode. Additionally, or alternatively, the user communi-
cating means may take the form of one or more pro-
gram switches 77 manually manipulated by the user
including a “valet” switch. With any one of the trans-
mitter 55, which may be nsed remotely, the key pad 60,
or the program switches 77, the user may input to the
controller a predetermined coded message to cause the
controller to initiate some action, e.g., arming or dis-
arming the security system, sounding an alert, entering
the programming mode, or the like. One type of coded
message typically takes the form of a predstermined
sequence of binary-valued signals, which collectively
define a digital user authorization code, e.g., a predeter-
mined N-bit word,

10

ts

30

35

Power supplies 95 provide electrical power to the
receiver 65 and the controller 70. In the case of a secu-
rity system mounted in a vehicle, the power supplies
receive the primary source of power from the vehicle
battery, typically 12 volts, and convert that availabie 40
power source into voltage levels required by the sys-
tem, here regulated +5 volts and +8 volts. .

The system triggers and sensors 75 are coupled to the
system controller 70 through input buffer circuitry 80.
In the case of a security system installed in a vehicle, the
sensor elements may be motion sensors, door or hood
position sensors, ignition switch sensors and the like.
The triggers may be switches activatad by & particular
event such as opening or closing a door. The term “sen-
sors” is used in a general sense in the accompanying
claims to include both sensor devices and trigger de-
vices described above. -

The system 50 further employs a plurality of con-
trolled devices, indicated generally in FIG. 1 as ele-
ments 90, which are coupled to the system controller by
output buffer circuitry 85. In the case of a vehicle secu-
rity system, the controlled devices may include one or
more of the controlled devices 90 shown in FIG. 1, ie,,
the voice synthesizer 91, siren 92, pulsed alarm 93,
(booked to parking light and/or air horns) door lock 60
device M4, doar enlock device 95, hood lock device 96,
accessory 97, starter or ignition cutoff apparatus 98,
LEDs 99, telephone autodialer 100, and the vehicle
interior courtesy or dome light 101. .

The transmitter 58 in g preferred form provides a 65
pulse-width-modulated RF signal, wherein an RF car-
rier at some predetermined RF frequency is modulated
by information from an internal encoder unit. As is well

45

50

55

20

6

known in the art, the transmitter may be actuated by
depressing a switch, thereby generating 2 transmit sig-
nal encoded with information such as a multi-bit code.
The specific code may be determined by the status of
switches or the like comprising the encoder. The width
of each pulse determines its status as a digital “1” or “0.”
The particular circuit arrangement comprising the
teansmitter 55 per se forms no part of the invention, and
is not described herein in further detail. An exemplary
circuit arrangement is described in the co-pending ap-
plication entitied “Electronically Programmable Re-
mote Control Access Systems” by Ze'sv Drori, Ser.
No. 094,395, the contents of which are incorporated
herein by this reference. : .

The receiver 65 is more fully illustrated in FIG. 2 and
generally comprises an antenna 102 for receiving the
transmitted signals, which are coupled by capacitor 106
to an NPN transistor 104 which matches the impedance
of the antenna 102, and operates as a radio frequency
preamplifier. A resistor-capacitor network 108 is con-
nected to the emitter of the transistor 104. A second
resistor-capacitor network 110 is connected to the base

*of the transistor 104,

The collector of the transistor 104 is coupled via the
conductor 112 to coupling capacitor 114. An 8-volt*
power source from power supplies 95 is connected to
the collector of the transistor 104 through a resistor 115
which isolates the transistor 104 from the power supply
and from the load.

Tank circuit 118 comprises a variable inductive de-
vice 120 for adjusting the receiver regenerative fre-
quency. A capacitor 122 couples one end of the induc-
tive device 120 to the conductor 112. The same end of
the inductive device 120 is also coupled through capaci-
tor 124 to a variable resistor 126, also connected to the
8-volt power source,

The conductor 112 is also connectad to & local oscil- -
lator 128 which includes a transistor 130 having a ca-
pacitor 132 connected across its collector and emitter.
The base of the transistor 130 is connected to the volt-
age source through the resistor 126. The emitter of the
transistor 130 is connected to inductor 134. This ar-
rangement of the local oscillator including the transistor
130, the capacitor 132 and the inductor 134 is designed
to detect the pulses included in the received signal.

The inductor 134 is connected to conductor 13§
which carries the detacted signat, The detected signal
pulses are passed through a resistor 138 and a capacitor
140 and to a signal amplifier 142 in the form of an NPN
transistor. Another resistor 144 is connected across the
collector and the base of the transistor 142, whose emit-
ter is grounded and is also connected t0 a coupling
capacitor 146.

The collector of the transistor 130 is connected to a
pair of load resistors 148 and 150. The 8-volt power
supply is connected through a load resistor 152 to the
collector of the transistor 142, The reference voltage
applied to the comparator 154 is developed by the volt-
age divider circuit comprising resistors 156 and 157,
The comparator 154 receives a signal for comparison
from the collector of the transistor 142 through a cou-
pling capacitor 138. When the inputs to the comparator
154 compare, an output is generated and inverted by an
inverter 160,

The output of the inverter 160 is then introduced into
the controller 70, as is more fully illustrated in FIG. 3.
In this case, the output from the receiver 65 is intro-
duced into an exclusive OR gats 162 (acting as a pro-
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grammable inverter) which has an output to the con-
troller 70, ‘The controller 70 comprises a microcom-
puter, with some internal RAM and nonvolatile mem-
ory capacity, such as the NEC $0C49H microcomputer.

The plurality of sensors and triggers 75 (FIG., 1) are
coupled to the controller 70 by a buffer circuit 8¢ com-
prising the diode network 212 shown in FIG. 3. The
trigger and sensor 78 are connected to nodes 201-210
which connect to the network 212 and to node 210, By
way of example only, a positive trigger device may be
connected to node 201, first and second sensor devices
to nodes 202 and 203, a negative trigger at node 204, an

8

For this example of the invention, line 218 controls
the siren device 92, line 219 the pulsed alarm 93, line 220
the door lock device 94, line 221 the door unlock device
98, line 222 the hood lock device 96 and line 223 2n
accessory device 97, the dome light 101, or the antodi-
aler 100, ,

Another output pin P20 of microcomputer 70 is cou-
pled to an inverter circuit 238 whose output is con-
nected to driver transistor 240, The collector of transis-
tor 240 drives power transistors 242 and 244 to provide
additional control nodes 248-250 to control various

" controlled devices, such as the starter/ignition cutoff

“immediate” trigger device at node 205, a hood position .

sensor at node 206, an automatic arming digable switch
at node 207, program switches 77 (the “valet” and
“hood” switches) at nodes 208 and 209, a normally
closed trigger at node 210, and an ignition switch “on”
or “off” sensor at node 211, The pins P1-P8 are moni-
tored by the microcomputer 70, enabling the mi-
crocomputer to monitor the states of the trigger and
sensor devices, thereby monitoring the protected areas
of the vehicle.

The particular triggers, sensors and switches are de-
scribed by way of example for a vehicle security system
implementation. Positive and negative triggers are pro-
vided so that the system may be employed with either a
positive or negative polarity door trigger swiick. The
“immediate’ trigger device is typically connected to
the vehicle trunk or back door, for generating an imme-
diate alarm when the trigger is activated. The hood
position sensor provides a signal indicative of the posi-
tion of the kood, i.¢.,, closed or not closed. The norrally
closed trigger coupled to node 270 is a trigger device
that is normally grounded, and is activated when the
trigger is no longer grounded. Such a trigger is nor-
mally connected to the vehicle radio, to signal when the
radio has been removed,

Significagtly, the sensors and triggers 75 and program
switches 77 are coupled to the controller 70 in such a
way as to aliow the controller to monitor the individual
status of each device, This is an important element in
implementing the self-diagnostic feature of the inven-
tion.

Pin P10 of the microcomputer 70 is also monitored to
receive information from the receive 65,

Pins P11-P20 of the mu:rocomputer 70 are employed
as output pins to control the various controlled devices
90 employed with the system. The output buffer cir-
cuitry 85 comprises hex driver device 234, for example,
a type 76C506 device, and pullup resister network 216
connected to output lines 218-223, which are in turn
comected to a corresponding plurality of power
TMOS transistor devices, one of which is indicated as
device 226. The output of the power transistor 226 is
diode-coupled to a 12 v power source and is connected
to a controlled device at node 230. Thus, the driver
circuit 214, network 216, power transistor 226 and
diode connection to the power source serves as part of
the output buffer circuit 85 to enable the low level
microcomputer output signals to drive a controlled
device such as, for example, a siren, pulsed alarm, door
lock, door unlock, a hood lock, and the like which
require substantial power to operate, e.g., by actuating
relays. Nodes 231-235 are connected to similar power
transistor devices, which for the sake of clarity are not
shown. These nodes are also used to control various
controlled devices.

25
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device 98, accessory 97 and the like.

Output pins P17-P19 are connected respectively to
the circuit shown in FIG. 4 and the LED driver circuits
of FIGS. 5A and 5B.

An oscillator circuit 252 provides & stable oscillator
frequency signal to the microcomputer for use as the
device clock. The microcomputer 70 receives +5 volt
power from battery circuit 254 and from power supplies
95.

The microcomputer 70 receives a reset signal on pin
P21 from a reset signal generating circuit shown in FIG.
4. The reset signal generating circuit comprises a retrig-
gerable one-shot CD4538 device 260 triggered by pin
P17 of the microcomputer 70, which periodically (e.g.,
every 10 milliseconds) provides a pulse to one-shot
device 260, The Q output of device 260 serves as the
trigger to one-shot CD4538 device 262, whose Q output
drives transistor 264. The collector of transistor 264 is
coupled to ground through capacitor 266, with the reset
signal being developed across the capacitor 266. In the
event that the periodic pulses from the controller pin
P17 are interrupted, the Q output of device 262 will go
*high,” turning on transistor 264 and generating a reset
pulse. The signal “E” coupled to the base of transistor
268 i3 generated by the voltage supply 95, as will be
described with respect to FIG. 6. The signal *E” goes
active in the event the régulated 5-volt supply is not
available from the supply %5, indicating that the vehicle
power has been removed, or the vekicle battery voltage
has been drained. The emitter of transistor 268 is cou-
pled to the base of transistor 270, to provide a means for
generating a reset pulse when the 5-volt supply (95) is
no longer available,

Thus, the reset or “watchdog™ cireuit of FIG. 4 will
generate a reset pulse when the controller pulsm (pin
P17) are no longer provided, or when power is re-
moved or impaired.

FIGS. 5A and 3B illustrate respective driver circuits
forthegreenandredLEDdewces”whchmem-
ployed in the disclosed embodiment to provide a means
for visually communicating with the user of the system.
Pin P18 of the microcomputer 70 controls the green
LED driver circuit of FIG. 5A and pin P19 controls the
red LED driver of FIG. 5B. The green LED driver
circuit comprises an inverter device 272, NPN transis-
tor 274, PNP transistors 276 and 278 connected in the
manner shown in FIG. SA. The operation of the driver
circuit of FIG. 5A as well as that of FIG. 5B will be
readily understood by those skilled in the art, In the
case of the security system installed in a vehicle, the
LEDs 99 may be mounted on the vehicle instrument
panel or dashboard.

Referring now of FIG. §, the circuitry for the power
supplies 95 is shown. The circuitry davelops regulated 5
and 8 volt sources, employing a pair of type LP2951
regulator devices 280 and 282. Nodes P1 and P2 are
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connected to the positive and negative terminals of the
vehicle 12-volt battery, respectively. The positive ter-
minal is a diode coupled to pin 8 of each of the regulator
devices 280 and 282. As will be apparent to those skilled
in the art, regulstor device 280 is appropriately config- 3
ured to provide a regulated 435 volt supply level at
node 288, and device 282 is appropriately configured to
provide a regulated +8 volt supply level at node 290.
The devices 280 and 282 cach provide error outputs at
respective nodes “E” and “H,” which are active when
the <5 volt or 48 volt supply is not available, within
some predetermined margin, e.g., 5% of +5 volts or
+ 8 volis. Node H, the error signal for the reguolator 282
for the +8 volt supply, is coupled to pin P23 of the
controller 70. By monitoring the state of the regulator
error signal at pin P23, the controller deterinines when
the -+ 8 volt supply is no longer available. In such case,
the controller will disable operation, as will be de-
scribed more fully hereinafter with respect to the “bat-
tery check” function of the system.

In the embodiment of the receiver and controller set
forth in FIGS. 2-6, the user’s authorization code is
entered via a remote transmitter 55. In an alternate
embodiment, the user's authorization cods may also be
entered manually by the user vig a key pad 60, which in 2§
the case of an automobile security system is typically
mounted inside the vehicle in a location accessible to
the vehicle driver. Thus, the system -may comprise a
remote transmitter 56 and a receiver 65, but also com-

20

prises the key pad 60 for allowing code and other infor- 30

mation to be entered manually by the user into the con-
troller 70, Such an alternate embodiment is illustrated in
FIGS. 7-10.

The receiver employed with the alternate system may
be identical to the receiver described with respect to 35
FIG. 2, but may further comprise an external decoder
circuit for comparing the received signal with the
stored authorized code to determine whether the re-
ceived signal matches the stored code, Thus, in FIG. 7,
the received data from the receiver (FIG. 2) is provided 40
to the type MCI14502A device 302 whick acts as a de-
coder, comparing the received data bits with the stored
data bits defined at pins CD1-CD9 by the connecticns
made between the node network 304. The connections
are typically all made on the circuit board, and then 45
personalized to provide a unique user code by scratch-
ing away the appropriate traces. If the input data bit
sequence matches the stored code sequence, then node
VT of the correlator device 302 is activated, turning on -
buffer transistor 300, whose collector output is in turn
coupled to the microcomputer 304 (FIGS. 8A and 8B)
which comprises the controller in this embodiment.

Referring now to FIGS. 8A and 8B, the controller
and buffer circuitry for the alternate embodiment is
disclosed. Here, a plurality of peripheral devices are
arranged in a common bus arrangement to communi-
cate with the microcoraputer 304. Each of devices 310,
312, 314, 316, 318 and 320 are type 7T4HC373 devices
having eight pins coupled to the 8-bit data bus 306
which is in tom connected to pius P1-P8 of the mi-
crocomputer 304, The cutput disable pic OD of device
310 is controlled by pin P9 of the microcomputer 304,
the OD pin of the device 312 is controlled by pin P10,
and the OD pin of the device 314 is controlled by pin
P22, Similarly, the latch enable pins LE of devices 316, 65
318 and 320 are controlled respectively by pins P17, P18
and P27 of the microcomputer 304. Thus, only one of
the six peripheral devices will be enabled by the mi-
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crocompater at any given time, so that the input/output
pins P1-P8 of the microcomputer will be receiving data
from one of devices 310, 312, or 314, or writing data to.
one of the devices 316, 318 or 320 via the data bus 306
at any given time.

The data input D1 of device 310 is coupled to the
digit 9 signal associated with the key pad 60. Pin D2 is
coupled to the “armed” switch on the keypad 60. Data
input pins D3-D6 are pulled up to § volts. Pin D7 is
coupled to the sensor “2” of the system. Pin D8 of
device 310 is coupled to the hood sensor of the system.
Thus, the states of these various switches and sensors
may be read by the microcomputer by enabling the
outputs of the device 310, )

The data input pins D1~D8 of device 312 are coupled
to the digit 1-8 signals associated with the key pad 60.

Six selected ones of the digit 1-9 signals are coupled
to the data input pins D1-D6 of device 314 by wire
wrap compection network 322, This allows a unique
user code to be hardwired into the controller at the
factory in dependence on the particular ones and se-
quence of the selected digits of the key pad.

The output from the external decoder (FIG. 7) is
coupled to pin P23 of the microcomputer. The ignition
sensor is coupled to pin P24,

A plurality of other sensors, switches and triggers are
coupled to pins P12-16 of the microcomputer 304, in-
cluding the ignition sensor, sensor 1, the “immediate”
trigger, the negative trigger, the key pad program or
*valet” switch and the key pad automatic alarm switch.
The microcomputer 304 reads the states of these de-
vices by interrogating pins P11-16.

As with the embodiment of FIGS. 2-6, the controller
304 is coupled to the sensors and triggers in such a way
a8 to individually determine the status of the sensors and
triggers, to implement the self-diagnostic feature as will
be described in more detail hereinbelow. _

The data on the 8-bit data bus 306 will be latched into
the output pin latches of device 316 when the latch
enable pin of the devics is activated by the microcom-
puter. This provides the control signals for controlling
certain of the controlled devices, including a pulsed
alarm, hood release, pager control, ignition cutoff, door
lock, door unlock and piezelectric (buzzer) control.
These control signals are coupled to a driver circuit
(FIG. 9) to develop the appropriate voltage signals for
controlling relays or driving the particular contiolled
element. '

“The data on the 8-bit data bus 306 will be latched into
the output pin latches of device 318 when the latch
enable pin of the device is activated by the microcom-
puter. This provides the control signals at pins Q1-Q3
which are converted by the hex driver device 324 into
drive signals for driving the various key pad LEDs as
illustrated in FIG. 8B. (In this embodiment, each digit
key of the key pad bas associated therewith a corre-
sponding LED.) Pin 20 is also coupled to the hex driver
device 324 to provide the drive signal for activating the
“arm”™ switch or key LED on the key pad. The Q1
output of device 320 is also coupled to the driver device
324 to provide the drive signal for the LED 1 on the key
pad. Pin P19 of the microcomputer is coupled through
an inverter chain to the hex driver device 324 to pro-
vide the signal controlling the system siren.

The data on the 8-bit data bus 306 will be latched into
the output pin latches of device 320 when the latch
enable pin of the device is activated by the microcom-
puter. This provides the control signals at pins Q1-Q8.
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The signals at pins Q2-Q8 are coupled to the hex driver
device 326 to provide the drive signals for the key pad
LEDs 2-8.

Referring now to FIG. 9, a resistor-diode network is
illustrated for converting the states of the key pad keys
into usable signals for interrogation by the microcom-
puter 304, The network provides two sets of “digit”
signals, one set for connection to device 312 and the
other set for connection to the wirewrap network 322
(FIG. 8A).

FIG. 10 illustrates the circuits which convert the
control signals for controlling the controlled devices
comprising the accessory, pulsed alarm, hood release,
ignition cutoff, door lock and unlock, and the like, into
drive signals for operating these devices or relays asso-
ciated therewith. Only cxemplary ones of the circuits
are illustrated, since the circuits are identical. For axam-
ple, the circuit for providing the accessory drive signal

10

15

comprises transistors 330 and 332 which cooperate to -

provide selectively a 12-volt drive signal.

The security system of the invention comprises a
number of significant features and functions. One fea-
ture of the invention is a self-diagnostic capebility for
detecting defective sensors and trigger devices and
thereafter disabling the defective sensor or trigger to
allow the system to be armed. In the embodiment
shown in FIGS. 2-6, any defective system sensor or
trigger is found and automatically disabled each time
the system is armed. Moreover, an audible notification

is provided that a defactive device has been located, and 30

the particular defective device is identified by an LED
flash code and or by an sudible message generated by a
voice synthesizer. In the embodiment of FIGS, 7-10,
the system automatically locates and identifies any de-
fective sensor each time the use seeks to arm the system.
The system user may then manually and selectively
bypass any identified defective sensor or trigger using
the key pad if ke does not wish to immediately service
the defective devica. Thus, in contrast to many conven-

20

25

35

tional systems which can not even be armed if there is a 40

defective sensor or trigger device, the present system
. automatically detects and identifies any defective sensor
or trigger, and thereafter either automatically or user-
selectively disables such devices to allow the system to
be armed. Therefore, some security protection is still
available, even though at some reduced level due to the
disabled sensor or trigger.

Another feature of the present security system is that,
upon disarming the system, a visual and audible indicas”
tion is made to the system user if any intrusion has been
detected while the system was in the preceding armed
state. This is accomplished in the presant embodiments
by causing a furst predetermined audio sound pattern
(e.8., two chirps) to be generated if no intrusion was
detected, and a second particular avdio sound pattern
{e.g., four chirps). to bs generated if an intrusion was
generated. In the case wherein the user has disarmed the
system via the remote transmitter, this is an added safety
feature by warning the user of the intrusion before he
nears the vehicle. The point of intrusion is also identi-
fied by a visual signal, ¢.g., a particular LED flashcode
cofresponding to the tripped sensor or trigger device,
or by a voice synthesized signal providing a speech
message identifying the intrusion point {e.g., “the driv-
er’s door was opened”).

Another novel feature of the present system is the
user programmability of a personalized siren code. This
allows a system owner to remotely determine whether &
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particular alarm signal being generated is from his gys-
tem. Thus, if a system is employed as & vehicle security
system for a vehicle parked in a crowded lot or parking
structure, the owner can determine whether his vehicle
has been tampered with simply by listening for his per-
sonal siren code. In these embodiments, siren codes in
the form of short “dots” and long “dashes” erc em-
ployed. Further, the user may programmably determine
the duration of each alarm cycle, to thereby comply
with local ordinance.

The system also includes means for detecting the
disconnection or disabling of power to the system and
automatically gemerating alarm signals when power is
restored unless a switch (e.g., the ignition switch) has
been set by the user. This prevents the system from
being defeated by a thief through the technique of dis-
connecting and thereafter recomnecting the vehicle
battery. :

The system may be programmed to directly provide
door locking and unlocking signal pulses of the correct
duration for the particular vehicle. At present, depend-
ing on the vehicle manufacturer, either one or three
second pulse durations are required. The instalter of the -
system programs the controller to provide door lock
and unlock control signals of the appropriate duration
for the particular vehicle. This feature climinates the
need for the use of interface devices for driving the
door locking systems, as has heretofore been required.

The system has two security modes, and the user may
programmably select the desired security mode, de-
pending on the security level desired. In one mode, with
a lower security level, the system may be disarmed
using only the remote transmitier to enter the user au-
thorization code. In the second mode, with a higher
security level, to disarm the system requires the use of
the remote transmitter to enter the appropriate transmit-
ter code and the subsequent entry of the appropriate
authorization code via the system keypad. This allows
the pser to select the level of security provided by the
system. Thus, when the vehicle is to be left in a low-risk
area, the uset may opt for the lower level of security, to
gain the convenience of not having to enter manually
the keyboard code to disarm the system.

Another safety and convenience feature of the secu-
rity system is that the vehicle interior courtesy or dome
light is automatically activated when the system is dis-
armed by the remote transmitter for a predetermined
time intarval or until the ignition switch is turned on.
The system may be programmed to operated with sen-
sors and triggers of cither negative or positive polarity.

To further explain the operation of the invention, a
general flow diagram of the operation of the system is
set forth in FIG. 11. As will be apparent to those skilled
in the art, the desired operation of the is
achieved by appropriate programming of the controller
70 (or 304) to execute instructions achicving the func-
tions indicated in the flow diagram.

The operation commences at step 400 on system
powerup with the RESET function. This results in the
reset circuit (FIG. 4) providing a reset signal to the
controller to initialize the varions parameters and flags
utilized in the microcomputer. The reset function also
provides a unique function, detecting whether power
hag been disconnected from the security system and
then recoanected. The system will activate the alarm if
the reconnection of power is unauthorized. The pur.
pose of this feature is to prevent a thief from disconnect-
ing power to the vehicle and therefore the security
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system by disconnecting the vehicle battery, and then
reconnecting the power to defeat the security system
since the system would otherwise be powered up in the
unarmed mode, allowing the thief to enter the vehicle
without activating the alarm. The “reset” feature of the 5
system is more fully described with respect to FIG. 12.

‘Ihenextfmctioupﬂformcdbythesystemisthc
“CHECK RECEIVER” function 402. This step is per-
formed for the alternate embodiment of FIGS. 7-10,
which employs an external decoder to determine
whether the received message matches the predeter-
mined code sequence. The microcomputer interrogates
pin P23 of microcomputer 304 to determine whether
the decoder (FIG. 7) has detected receipt of the appro-
priate code. This step is not employed by the embodi-
ment of FIGS. 2-6, since the decoding operation in that
embodiment is internal to the microcomputer 70.

The next step 404 in the generat operationa] flow is to
decode the recsived RF signal, in the case of the em-
bodiment of FIGS. 2-6, wherein decoding internal to 20
the microcomputer 70 is employed. This function is a
correlation of the received sequence of digital data bits
with the stored aothorization code. If the received sig-
nal matches the stored code, then a flag is set indicative
of the condition of a correctly entered user authoriza- 25
tion code. The decode function for the internal decoder
is interrupt driven, with assembly of the incoming data
bits occurring in the background until a “dead period”
is detected with no data coming in for a predetermined
period of time. Then the received bit sequence is com- 30
pared with the stored data, and flags are set accord-
ingly. The internal decoding function is described more
fully with respect to FIGS. 13A-C.

The next fimction to be performed is the ALARM
mode function 406, Here, the alarm mode is com- 35
menced, if appropriate, as determined by the appropri-
ate software flags, i.e, the “TRIP” or “PANIC™ flags.
Thus, if the alarm mode has been triggered, then con-
trolled devices such as the siren, the dome and parking
lights and the like as programmed to occur during an 40
alarm event are activated. The alarm mode starts a
timer for the alarm duration. If either the "PANIC” or
“TRIP" flag is cleared during the timeout, the alarm -
mode ends immediately. Otherwise the flags are cleared
at the end of the alarm interval, The alarm mode is 45
described more fully with respect to FIG. 14,

The next function in the overall sequence is the
VALET MODE fanction 408. During this mode the
controller determines if the system is disarmed, and if
disarmed, checks the ignition switch. The mode output 50
is 8 VALET flag. The valet mode is entered by turning
the ignition on and toggling the program ‘“valet”
switch. This sequence of events disables the alarm sys-
tem. To exit the VALET mode, the vehicle ignition
switch is tnrned on and the program “valet” switch is 35
toggled to the off position. The valet mode allows the
security system to be disabled so that the vehicles may
be left in the care of an anthorized person, such a8 a
valet, service techoician or the like. Thus, if the valet

14
the data pins P1-P8, and by reading pins P11-P16. For
each active line or device, a flag is set. The flag will be
cleared when the particular line or device is no longer
active,

The next function in the main loop (F1G:'11) is the
CONTROL function 412, This is described in detail
with respect to FIGS. 15A-15C. In general, the control
function ruponds to the decoder outputs, When the
command is received to arm the system, the controller
checks the sensor and trigger flags. If no sensor or trig-
ger line is active, i, none of the device flags are set,
then the codtroller enables two “chirps” (a chirp is
sounded by a pulse applied to the siren 92) and then sets
the ARMED flag. If there is an active trigger or sensor,
four chirps are sounded and the controller provides
information to an LED register comprising the control-
ler 70, indicating which sensor is active, i.e., setting a
flag which will be usad to communicate visually to the
user which sensor is defective. If the decoder signal is to
disarm the system, then the controller sounds one chirp
if there was no tampering with the controlled area. If
tampering occurred during the time the system was
armed, the chirp counter is set to 3 (step 563, FIG. 15B),
the controller 70 provides the LED register with infor-
mation as to which sensor or trigger was tampered with
(step 864). During this function, the controller also
recognizes whether the system is in the “panic” mode,
which is set by a two and one-half second transmitted
signal from the user transmitter, and sets the PANIC
flag in this event. If during the panic mode the operator
transmits the correct authorization code, then the con-
troller terminates the panic mode, Otherwise the panic
mode continues until the alarm timer runs out. During
this function the controller also set the duration for the
door unlock/lock control signal.

Once the CONTROL. function has been completed,
then at step 414, the decision is made as to whether the
system is armed, by checking the ARMED flag. If the
system is armed, then the -next function is the armed

-mode function 418, If the system is not armed, the dis-

armed mode function 416 is performed.

A timer is initiated in the ARM mode (FIG. 13D) to
digable the sensor “two™ (e.g., a motion or shock detec-
tor or sound discriminator) line (coupled to pin P2 of
the controlier 70 in FIG. 3) for five seconds. After the
initial five seconds, both trigger and sensor lines are
enabled. A counter function iz provided for counting
how many times each sensor or trigger is activated
consecutively. After ten consecutive alarms by a partic-
ular sensor or trigger, that device will be disabled. This
prevents noise pollution and battery drain caused by
what would otherwise be a continuing alarm signal. If a
sensor or trigger is active, a TRIP flag is set and infor-
mation is placed in a register which identifies the partic-
ular trigger or sensor which tripped the alarm. The
LED control mode 420 responds to this dats when the
system is disarmed. The siren sound is activated here
also so that the siren responds to the personalized siren
bit pattern, as will be described below with respect to

mode is properly entered, the VALET flag will be 60 FIG. 19E, and sets the siren flag accordingly.

activated.

The next function 410 to be accomplished by the
system is to check the triggers and sensors of the sys-
tem. For the embodiment of FIGS. 2-6 this is accom-
plished by reading the states of the microcomputer 70 65
pins P1-P9. In the embodiment of FIGS. 7-10, this is
accomplished by respectively activating the outputs of
devices 310, 312 and 314, and by reading the states of

The DISARMED function 416 controls the passive
arraing of the system. This is described in further detail
with respect to FIG. 15B.

The LED control function 420, when the system is
armed, sets the red LED flag to flash with the appropri-
ate message as indicated by the data stored in the LED
register. If the system is disarmed, the green LED flag
will be set to flash in the appropriate sequence. If the
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valet mode has been entered the green LED flag will be
set. The LED control is described in further detail with
respect to FIGS, 18A-C.

The next function in the general operation flow is the
OUTPUT CONTROL function 422, Here the contral-
ler examines the flag for each output line of the control-
ler 70 for a controlled device, and if set, will turn that
output line on. If the flag for a particular output line is
cleared, the controller will turn that line off. Thus, this

function activates and deactivates the controlled de. 10

vices 90, in dependence on the state of the software flag
associated with the particular device.

‘The next function is the CHECK SWITCHES func-
tion 424. During this siep, the controller checks the

status of all switches other than semsors and triggers, 1%

i.e., the ignition switch, the program (“valet” and hood)
switches 77, and the passive arming disable line. The
controller sets flags as appropriate for each line.

The next function is the ENTER PROGRAM func-
tion 426, The purpase of this mode is to program infor-
mation into the system, £.g., setting the duration of the
alarm cycle (from 1 to 255 seconds), the pattern of the
siren, as well as the other programmable features de-

scribed more fully with respect to FIGS. 19A-L. For 2

the embodiment of FIGS. 2-6, this mode is entered
wien the ignition switch is on and the program “valet”
switch is toggled on and off within one second. The
system chirps once to signify that the program mode

has been entered and the green LED is turned on. The 30

programming mode can be aborted by turning the igni-
tion switch off,

The CHECK BATTERY function (step 430), shown
in FIG. 20 operates to detect the condition wherein + 5

volts is not available to the security system, and disables 55

the system in that event to avoid further draining the
vehicle battery.

The DOME LIGHT function 432 allows the user to
have the interior courtesy or dome light activated for a

predetermined interval after the system is disarmed. 44

This function is described in more detail with respect to
FIG. 21.

Another function performed during the main loop is
the “ENGINE CONTROL” function 434. As will be

described hereinbelow with respect to FIG. 22, this 44

function selectively disables the vehicle engine 1o pre-
vent unauthorized operation of the vehicle.

The KEYBOARD CODE function (step 436) allows
the user to enter an authorization code manuafly via the

key pad 60. This function is discussed in further detail s5p

with respect to FIG, 23.

After step 436 has been performed, the operation
flow loops back to step 402 to commence the loop
agein. The entire main loop takes only a short period of

time to complete, on the order of milliseconds. 5

Seclected ones of the particular functional modules
described above will now be described in further detail,
FIG. 12 shows the RESET module which is activated
when the +5 volt power supply to the system 50 is

interrupted and restored. Upon power up, the control- &

ler 70 input/output lines are initiated at step 450. At step
452, the registers of the random access memory of the
controller are initinlized. At step 454, the ignition
switch state is read and if turned on, the ARM flag is

cleared at step 456, and the program operation returns 65

to step 402 of the main operation loop. If the ignition
switch is not turned on, the ARM and TRIP flags are
set, since this is interpreted as an unauthorized power up

20

16
of the system, and program operation returns to step
402.

The internal DECODE module 404 is illustrated in
further detail with respect to FIGS. 13A-B. FIG. 13A
shows the bit assembly operation carried out by the
controller T0 as data is being received by the receiver,
This background operation is continuously performed,
even as the operational flow is at various functions
within the main loop of FIG. 11. The receipt of a bit
(rising edge) from the receiver at pin P10 of controller
70 results in 2 hardware interrupt, which shifts opera-
tion to the bit assembler (FIG. 13A). At step 462, if a
rising edge of a received pulse is detected, then at step
464 a “bit width” timer is started, the bit count for the
particular received sequence of bits is incremented (step
466), and at step 470 operation returns to whatever step
in the main loop in which the interrupt occurred. If at
step 462, the rising edge of a pulse is not detected, then
at step 472 the present pulse width is determined, and if
not within the predetermined limits (step 474), then at
step 476 an ERROR flag is set. At step 470 operation
returns to the main loop step at which the interrupt
occurred. If the pulse width is within limits, then at
steps 478, 480 and 482 ejther a “1” or a “0” bit is assem-
bled with the preceding data bits, as appropriate, At

step 484, the “dead period” timer (10 milliseconds) is

reset and at step 470 program operation returns to the
main loop. -

Referring now to the DECODE subroutine of FIG.
13B, the first step 490 is to determine whether a com-
plete word has been received. This determination is
made upon occurrence of 2 “dead” period by checking
the bit count and comparing that current count with the

length of the authorization code. If 2 complete word has

not been received, then the subroutine returns to the
main loop. If a complete word has been received, then
at step 492, the received word is compared against the
stored authorization codes to determine if there is a
match. If not, the program operation returns to the main
loop. IF the received word matches any of the pro-
grammed authorization codes, then if the matching
code has been teceived twice consecutively (step 494),
the decoder is activated at step 496. If the matching
code has not been received twice consecutively, pro-
gram operation returns to the majn loop without acti-
vating the decoder, The requirement that the matching
code be received twice consecutively is a further sece-
rity feature, against the user of code scanners.

A “"dead period” timer is employed as a “back-
ground™ function, which on an interrupt basis monitors
the receiver output to locate 10 millisecond time peri-
ods between received data. Such gaps indicate that a
data word has been received. The dead period finder
function is illustrated in FIG. 13C. The routine employs
a 10 millisecond software timer, which is resst during
the bit assembler operation (step 484, FIG. 13A). At
step 501, this dead period timer is checked to determine
if it has received the “0” timed-out state, If mot, the
operation returns to the particular function in the main
loop at which the interrupt occurred. If the timer state
has reached “0”, then at step 502, the bit count is
checked to see if the bit count is not equal to the maxi-
mum possible code bit length. If the count equals that
maximum length, then the decoder is reset to the inac-
tive state at step 506, and the operation returns {o the
main loop. If the bit count does not exceed this maxi-
mum length, then the error flag is checked at step 503,
and if set, operation branches to step 506 to reset the
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decoder. If the error flag is not set, then at step 304, the
assembled word is stored (step 504) in a buffer memory
comprising the controller 70, the completed word timer
is reset at step 505, the decoder is reset 1o the inactive
state (step 506), and operation returns to the main loop.

The ALARM mode function (function 406 in FIG.
11) is shown in FIGS. 14A-D. This function is to acti-
vate and deactivate the alarm condition events at the
appropriate times, At step 507, the alarm flag is
checked. If set the alarm timer state is checked (step
508A) to determine whether it has reached the “0” or
timed-out state. If the timer state is ‘0 then the
ALARM, TRIFPED and PANIC flags are cleared
(step 508B), the controller outputs for the controlled
alarm devices are turned off (step 308C), and operation
returns to the main foap. If the alarm flag is not set (step
507), the TRIPPED and PANIC flags are checked at
step 509. If neither flag is set, no alarm devices are to be
activated, and therefore operation returns to the main

10

loop. i either the TRIPPED or the PANIC flag is set, 20

then at step 510, the ALARM flag is set. At step 511,
the alarm timer is loaded with the programmed alarm
duration, and then the alarm outputs are turned on (step
512), including such controlled devices as, for example,

the siren, pulsed alarm, avtodialer and vehicle interior 25

Tight, Steps 513 and 514 indicate the SIREN and
PULSED ALARM subroutines; the former illustrated
in FIGS. 14C-D. Operztion then returns to the main
loop.

The first step of the STREN subroutine (FIG. 14B) is 30

to determine whether the siren counter is at the “0”
state {step 515). If not, the counter is decremented (sep
516) and its state is again checked. If the count is “0,” at
step 525, the timer variable TSIREN is set to 240 milli-

seconds, the siren output line is turned off (step 526). 35

Operation then returns to the main loop. If at step 515,
the counter is at “0,” then the siren counter is resat (

521), TSIREN is set to 2.5 seconds (step 522) and the
siren is turned on (step 523) before operation returns to

the main loop, At step 517..if the counter ctate is not 40

zero, then through step 518, either the OFFSOUND or
ONSOQUND subroutines (FIG. 14C and 14D, respec-
tively) will be accessed. At step 520, operation for the
next bit in the personalized siren code is set up, and
operation retuens to the main loop.

The first step 530 of the OFFSOUND routine (FIG.
14C) is to turn off the siren. The bit status of the pro-
grammed siren code is checked, and if it represents a
dash, the TSIREN time variable is set to 720 millisec-

43

onds (step 532). Otherwise TSIREN is set to 240 milli- 50

seconds for & “dot.” Operation then returns to step 520
(FIG. 14A). )

The first step 540 of the ONSOUND rontine (FIG.
14D) is to turn on the siren. The current siren code bit

is checked, and if it represents a “dash,” TSIREN is set 55

to 720 milliseconds. Otherwise TSIREN is set to 240
milliseconds. Operation then returns (step 543) to step
520. .
The SIREN subroutine therefore resuits in genera-
tion of the programmed personalized siren code at the
appropriate time. ’
The CONTROL module is described in further detail
with respect to FIGS. 15A-15D. At step 580 (FIG.
15A) the decoder is tested to determine if it is in the

60

active state (step 498 of FIG. 13B). If not in the active 65

state, then there is no decoder activity for the CON-
TROL module to respond to, and the operation returns
to the main loop. If the decoder is active, then if it was

18

just activated since the prior pass through the main
loop, the panic timer is started (2.5 seconds) at step 552,
and at step 553 the ARMED flag is checked to deter-
mine whether the system is armed. If armed, the DIS-
ARM sabroutine (FIG. 15B) is entered. Otherwise the
ignition switch is checked for its status and if turned on,
the control function is ended and operation returns to
the main loop. If the ignition switch is not turned on,
then the ARM subroutine (FIG. 15C) is entered. Upon
completion of either the DISARM of ARM subrou-
tines, the control function is ended, and operation re-
turns to the main loop. If, at step 551, the decoder was
not just deactivated, then at step 557 the panic timer
status is checked, and if “0" the PANIC flag is set at
step 1558. Operation then returns to the main loop.

Upon entry of the DISARM subroutine (FIG. 15B),
if the tandem security mode has been selected (siep
557), then the INSTANT flag is cleared (step 558), the
tandem timer is reset (step 559), and operation returns.
If the tandem security mode has not been sclected, then
at step 360 the ARMED flag is cleared, At step 561, the
trigger and sensor flags are checked to determine
whether any tampering has occurred during the
ARMED moede. If none of these flags are set, then at
step 562 the andible chirp counter is set to 1, and at step
565 the appropriate chirp(s) is sounded. If tampering is
indicated, than at step 563 the chirp counter is set to 3,
and at step 364, the point of intrusion indicated by the
particular active flag or flags is loaded into the LED
register for display by the LED control function (step
420 of FIG. 11). Thus, the system will sound a first
predetermined audible message (here, one chirp) if no
tampering was detected, and a second predetermined
audible message (here, three chirps) if tampering was
indicated. Further, the point of intrusion will be indi-
cated by the LED flash code generated during the LED
CONTROL fuaction.

After sounding the appropriate number of chirps by
the SOUND CHIRPS subroutine (FIG. 15C), which
indicate audibly that tampering has or has not been
detected, then at step 566 the vehicle power door sys-
tem is activated to vnlock the vehicle doors, the dome
light is turned on (step 567) and operation returns to the
main foop. Thus, upon disarming the system the vehicle
doors are automatically unlocked, and the vehicle dome
light is activated for a predetermined time interval or
until the ignition switch is activated.

The SOUND CHIRPS subroutine is shown in FIG.
15C, If the system is determined to be in the PRO-
GRAM mode (step 568A), then one chirp is sounded
{step 569A), the chirp counter is decremented (step
569B) and the operation returns if the chirp counter
state is zero, or otherwise loops back to step 569A. If
the system is not in the PROGRAM mode, and if the
CHIRP ENABLE flag is not set (step 568B), operation
returns. If the flag is set, then operation proceeds to step
S69A.

Upon entry of the ARM subroutine (FIG. 15D), at
step 570, the controller gets the trigger and sensor in-
puts, i.e, checks the various flags corr ing to
these devices, and at step 571 determines whether the
“HI/LO" feature has been disabled. If so, then opera-
tion branches to step 573, Otherwise, the door triggers .
are masked out at step 572, At step 556 the remaining
trigger and sensor flags (after the masking operation)
are checked to determine whether any are active. If not
active, then at step 576, the chirp count is set to 2. Oth-
erwise the active trigger(s) is disabled, to allow the
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system to be armed without the disabled sensor or trig-
ger. This disabling takes place by storing the disabled
sensor or trigger device identification, and thereafter
ignoring the state of these identified devices sach time
the sensor and trigger lines are intefrogated by the
controller 70. At step 575 the chirp count is set to 4
indicating that a defective device has been bypassed. At
step 577 the ARMED and INSTANT flags are set and
the ENTRY DELAY flag is cleared, At step 578 the
appropriate number of chirps is sounded, and at step 5§79
the doar Jock output line is activated to automatically
lock the vehicle doors. Thus, the systam antomatically
activates the door power locking system when the sys-
tem is armed. Operation then returns to the main loop.

The DISARMED module (step 416 of FIG. 11) is
shown in more detail in FIGS. 16A-E, At step 581, the
HOOD subroutine (FIG. 16B) is entered. At step 582,
the ignition switch is checked. If it is activated, then at
step 533, a test is performed to determine whether the
igmition switch was activated since the last pass through
the subroutine. If yes, then at step 585, the door lock
system is activated to lock the doors. At step 583, the
PROGRAM QUALIFY subroutine is entere¢ which
begins a 10 second timer after the ignition switch is
turned o, during which interval the ENTER PROG
module (step 426 of FIG. 11) can be entered by toggling
the program “valet” switch 77. At step 587 the EXIT
DELAY flag is cleared, ending the exit delay during
which the user is provided the opportunity to exit the
vehicle without activating the alarm, Operation then
returns to the main loop. If the ignition switch was not
on at step 582, then the valet flag is checked at step 588,
The operation then proceeds to step 486 o clear the
EXIT DELAY flag. Otherwise, the passive arming flag
is checked at step 590 to see if this feature is disabled,
and if so, operation proceeds to siep 586, If passive
arming is not disabled, then a¢ step 592 the RECORD
subroutine is entered.

The HOOD subroutine is shown in FIG. 16B. At step
600, the status of the “hood” program switch (one of
switches 77) is interrogated to determine whether the
hood switch was just activated since the last pass
through the subroutine. If yes, then the ststus of the
hood release controlled device 96 is checked to see
whether it is active (step 601). If active, it is turned off
(step 602); if not active, the hood release device is
turned on (step 603). Operation then returns, If the hood
switch was not just activated (step 600), operation re-
turns via step 604 if the hood release device is not ac-
tive. If the hood release is active (step 604), the hood
sensor i checked (step 605), and if open, operation
returns. If not open, the determination is made at step
606 if the hood was closed since the last pass through
the subroutine. If it was, a 30-second timer is started,
and operation returns. If aot, then at step 607, the 30
second timer is checked to determine whether it has
timed out. If so, the hood release device is turned off,
lsc;cz.king the hood, and operation then returns to step

The RECORD subroutine is shown in FIG, 16C. The
purpase of this routine is to record in the trigger/sensor
register comprising the controller 70 any active triggers
or semsors. Thus, at step 610, the ignition switch is
checked to determine whether it was turned off since
the last pass through the subroutine, If not, then opera-
tion returns. If so, then the contents of the trigger/sen-
sor register maintained by the controller are accessed
(step 611), and the door triggers are masked out at step
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612. Then any active sensor or triggers, excepting the
masked door triggers, are recorded in the register (step
613). The doors are unlocked (step 614) and operation
then returns to step 594,

At step 594 of FIG. 16A, the door triggers are
checked to determine whether the doors have been
opened and ciosed. If not, operation proceeds to the
UPDATE routine (FIG. 16E). Otherwiss operation
procesds to the PASSIVE routine (FIG. 16D). In the
latter routine, the exit delay timer is checked at step 620
to determine whether the exit delay is over. If it is, then
at step 621, any triggers or sensors recorded in the trig-
ger/sensor register are disabled, and at step 622 the
ARMED flag is set. A determination is made as to
whether the door was opened during the disarmed
mode. If so, operation returns. If not, the door lock
device 94 is activated to lock the doors (step 624). If the
exit delay s not over (step 620), then at step 625 the
contents of the trigger/sensor register are fetched, and
at step 626 the contents of the “record™ register are
masked from the trigger/sensor register contents. If the
result is a blank register, then the routine returns. Other-
wise, the exit delay timer is reset before returning.

The UPDATE subroutine is illustrated in FIG. 16E.
The purpose of this subroutine is to clear any bit in the
record register that is inactive as illustrated in steps 630
and 631 in FIG. 16E.

The ARMED function 414 (FIG. 11) is illustrated in
FIGS. 17A-F. The first step 640 (FIG. 17A) of this
function is to determine the status of the triggers and
sensors. At step 642, any sensors of triggers previously
identified as disabled are masked out. The next steps
643-46 are to execute the subroutines DOOR, ENTRY,
SENSOR and OTHER TRIGS which are shown in
FIGS. 17B-E, 50 as to determine which active trigger
or sensor elements should result in activating the alarm
controlled elements. At step 647, the TRIPPED flag is
checked, and if set, the SHUT OFF subroutine (FIG.
17F) is executed. Otherwise, the trip counter is reset
{step 649) to 10, The purpose of the trip counter is to
prevent alarms from continming after ten successive
passes due to the same trigger or sensor being active.
This prevents noise poltution and conserves the vehicle
battery. Cperation then returns to the main loop.

Referring now to FIG. 17B, the DOOR subroutine is
depicted. The door triggers are checked at step 651, znd
if not active (i.e., the door are closed), then the DOOR
OK flag is set (step 652) and operation proceeds to the
ENTRY subroutine. If a door trigger is active, then if
the “HI/LO" feature is not disabled, the DOOR OK

" flag is checked. If not set, operation proceeds to the

55

60
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ENTRY subroutine, If the “HL/LO"” feature is disabled,
or if the DOOR OK flag is set, then the INSTANT flag
is checked (step 655), and if set, the door trigger active
status is interpreted as an alarm condition, the TRIP
flag is set (step 656A) and the intrusion point is recorded
(step 656B) before proceeding to the ENTRY subrou.
tine. If the INSTANT flag is not set, then at step 6574,
the ENTRY DELAY flag is set, the dome light is
turned on at step 657B, and the entry delay timer is
started at step 657C.

The ENTRY subroutine is shown in FIG. 17C. The
ENTRY DELAY flag is checked (step 658), and if not
set, operation procegds to the SENSOR subroutine, If
the flag is set and if the entry delay timer state is “0,"
then the TRIPPED flag will be set. Operation other-
wise proceeds to the SENSOR subroutine.
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The first step 661 of the SENSOR subroatine (FIG.
17D) is to check the five-second timer initinted when
the system was armed. If the timer has not timed out,
the sensor lines or bits are masked out (step 662) and
operation proceeds to the OTHER TRIGS subroutine $
(FIG. 17E). If the timer has reached zero, then the
sensor lines are checked (step 663), and if nons are
active, operation proceeds to the OTHER TRIGS sub-
routine. If a sensor is active, the TRIPPED flag is set

decremented (step 698), the data defining the disabled
trigger or sensor is obtained (step 699), the proper pulse
counter corresponding to the particular disabled sensor
or trigger is set (step 700), and visible and audible mes-
sages identifying the disabled element are generated at
steps 701 and 702 by the LED and voice synthesizer.
The ENTER PROG function (step 426 of FIG. 11) is
shown in further detail in FIGS. 19A-L. At step 705,
the 5 second program qualify timer (started at step 586,

(step 664), and cperation proceeds to the OTHER 10 FIG. 16A)is checked. If its state has reached “0,” oper-

TRIGS subroutine.

In the OTHER TRIGS subroutine (FIG. 17D), the
triggers other than the door triggers are checked. If
none are active, operation proceeds to step 547 (FIG.
17A). If any other triggers are active, the TRIPPED 15
flag is set at step 668, and operation proceeds to step
647

The SHUTOFF subroutine (FIG, 17F) is entered if
the TRIPPED flag has been set. Here, the trip counter

is decremented (step 672) and if its state is not zero, the 20

intrusion point is recorded (step 674), and operation
returns to the main loop. If the trip counter has reached
zero, it is reset (step £75), the intrusion point trigger or
sensor is disabled, and operation returns to the main
loop. Thus, once the trip counter reaches its zero state, 25
an alarm will not be generated as a result of the active
trigger or semsor device on the next pass through the
main loop.

The LED CONTROL function (step 420 of FIG. 11)
is shown in further detail in FIGS. 18A-C. At step 680 30
(FIG. 18A), the ARMED flag is checked to determine
whether the system is in the armed mode. If not armed,
the IDENTIFY subroutine is entered at step 681. Oth-
erwise, the DIAGNOSE subroutine is entered at step
682 and thereafter operation returns to the main loop. 33

The IDENTIFY subroutine is shown in FIG. 18B.
At step 686, the controller determines whether an intre-
siont was attemspted while the system was armed. If not,
then the green LED is flashed (step 689) and operation
returns to the main loop. If an intrusion was attempted, 40
then at step 687, the message counter is checked, and if
zero, the INTRUSION flag is cleared (step 689), the
green LED is flashed, and operation returns to the main
loop. If the counter is not zero, then it is decremented
(step 690). At step 691 the point of intrusion is estab- 45
lished by reading the flags associated with the activated
triggers and sensors stored in the register. The proper
LED pulse count corresponding to the intrusion pointis
set (step 692), and at step 693, the appropriate LEDs are
turned on. At step 694 the voice synthesizer is activated %0
to announce audibly the intrusion point. It will be ap-
preciated that the voice synthesizer is programmed to
provide a plurality of messages, and that a particular
message may be chosen and activated in correspon-
dence to a particular control signal from the controller 55
0. Such a selection may be accomplished by a look-up
table function, as where a particular intrusion point
code selects the appropriate message. Voice synthesiz-
ers are known in the art having the capability of gener-
ating a selected one of 2 plurality of stored messages.
Operation then returns to the main loop.

The DIAGNOSE subroutine is shown ia FIG. 18C.
At step 695, the controller determines whether there is
a disabled trigger or sensor. If not, at step 696, a red
LED is flashed, and operation then returns to the main 65
loop. If a sensor or trigger is disabled, then the message
counter is checked (step 697), and if “0,” the LED is
flashed, and operation returns, Otherwise, the counter is

60

ation returns to the main loop. If the counter has not
reached “0,” then the program ‘“wvalet” switch is
checked, and if toggled within one sacond, the PRO-
GRAM MODE (FIGS. 19B-L) is entered at step 707,

The PROGRAM MODE subroutine 426 is illus-
trated in further detail in FIGS. 19A-L. The overall
module is illustrated in FIG. 19B-C. Upon entering the
module, the system sounds a chirp to signal to the-user:
that the program mode has been entered (step 710), and
at step 711, a ten-second timer is reset. The program
switch is interrogated at 712, The program switch is
toggled by the user to select a particular programming
option. By way of example, toggling the switch three
times may result in selecting the siren duration pro-
gramming option. Other means for making a program-
ming option seiection may be employed, such as using a
key pad to enter a predetermined code. The ignition
switch must be on in this embodiment to perform any
programming, and, if the ignition switch is not on (step
713), operation return to the main loop. The salection
timer is checked to determine whether it has timed ont
(step 714), and if so, operation returns to the main loop.
If the timer is not zero, then a determination is made
whether a programming selection has been made via the
program switch. If not, then operation loops back to
step 712, until the timer expires. Once a selection is
made, then the remainder of the subroutine comprises
executing the selected programmable option, Thus,
steps 716-726 consist of determining whether particular
programmable options were selected. The selected op-
tion is then programmed viz the appropriate one of the
programming subroutines set forth in 727 and 729-739,

The first programming option indicated in FIGS.
19A-B is the TRANSMITTER CODE option (step
729) which enables the system 1o program a new trans- -
mitter authorization code. This feature is described
more fully in the co-pending application, Ser. No.
094,395, described above, ‘

The SIREN DURATION programmable option
(step 730) allows the user to program the length of each
siten alarm interval, for any length from 1 to 255 sec-
onds. At step 740 (FIG. 19D}, the system sounds two
chirps alerting the user that the programming. option
has been selected. A siren duration timer is set to one
second (step 741), and at step 742, the operation loops
with the timer running, until the program switch is no
longer in the position. At that point, the new duration
value, i.e., the timer state, is recorded. The EXIT flag is
set at step 744, and operation raturns.

The SIRENTONE programmable option (step 731)
is iliustrated in further detail in FIG. 19E-F. The pur-
pose of this module is to enable the user to program the
system with a personalized siren code so that in the
event of an alarm, the user may datermine from a dis-
tance whether the audible alarm is emanating from his
vehicle, and not from another vehicle, as for example, in
the case where the vehicle is parked in a crowded park-
ing lot or structure. At step 750, the system sounds two
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chirps. At step 751, the program “valet” switch is
checked to determine whether it is in the “on™ position.
If 50, then at step 752 the LONG PAUSE flag is set.
Otherwise the operation branches to step 753, where
the program switch is checked. If it is not on, then the
operation loops back to step 751, If the program switch
is on, ten at step 753, the TONE subroutine is entered
(FIG. 19E). At step 755, the exit flag is checked, and if
not set, operation loops back to step 751, If the exit flag
is set, then operation returns to step 728.

The TONE subroutine (FIG. 19E) commences with a
check of the program switch to determine whether it
was held for 2.5 seconds (step 760). If not, then at step
761 the DOT flag is set. Otherwise, the DASH flag is
set at step 762. At step 763 the system sounds a chirp,
and at step 714 the ignition switch is checked. If it is on,
then the counter is decremented at step 765. At step 766
the counter state is checked for the zero state and if not
zero, the operation returns to step 755. If the ignition
switch was not on at step 753, then the exit flag is set at
step 767, and operation returns to step 755, This allows
the user to program a personalized siren code made up
of “dots” and “deshes.”

The next programmable option is the HI/LO option

24 .
step 790, the door pulse width status is displayed, e.g.,
by activating a dedicated LED if the present status is to
generate the long pulse, or not activating the status
LED if the short pulse is-selected. At step 791, the

5 aperation loops until new keys have been selected. If

the new key is the key needed to exit this programmable
option, then the door pulse width starus is stored in the
cortroller memory (step 795), and operation returns. If
the rew key selected is the door pulse key, then the

10 pulse width status is toggled (step 794) and operation

retusn to step 790. The result is that the cosntroller 70
will activate the appropriate output control line for the
“door lock” and “door unlock” functions when appro-
priate for the selected time duration, here either ane or

15 three seconds.

The rext programmable option is the DOOR PO-
LARITY option (step 737), shown in FIG. 191. This
allows the system to be programmably adapted to a
door trigger device having either positive or negative

20 polarity. Thus, with the driver’s door opened, thereby

activating the door trigger, the controller checks the
door trigger line (step 800), and if low or “0,” the posi-
tive POS DOOR flag is cleared (step 803); otherwise,
the positive POS DOOR flag is set (step 802), This

(step 732). This feature allows the system installer to 25 allows the installer to connect the door trigger to a

connect the door trigger line to the vehicle interior
courtesy light switch, instead of a specially installed
door trigger. Thlsopnonperse forms no part of the
present invention.

predetermined terminal of the input buffer 80 without
regard to the particular polarity of the trigger, thereby
simplifying the installation. .

The next programmable option is the PROG

The next programmable option (step 733) is the 30 KBCODE option (step 738), shown in FIG. 19J. This

PROG CHIRP option, shown in FIG. 19G. This option
ellows the system user to selectively disable the audible
chirps which are sounded when the system is armed or
disarmed. At step 775, the system sounds an appropriate

- option enables the system user to program a new user

authorization code into the system via the key pad. For
the sake of example, the user authorization code bit
length is 5 bits. Then, at step 810, the code bit length

selection chirp code, uniquely signifying that this option 35 counter is set to 5, and if 2 digit key on the kcypad is

has been selected. At step 776, the momentary program
switch is interrogated, and if active, the CHIRP DIS-
ABLE ﬂag is set (step T77). If the momentary program
switch is not active, then at the toggle program switch

pressed (step 811), this new code digit is stored in a
temporary register (step 812). The counter is decre-
mented at step 813, and f the resulting counter state is
not “0” (step 814), and the exit key for exiting this op-

is interrogated. If it is not active, operation loops back 40 tion is not active (step 816), the operation loops back to

to step 776. If the toggle program switch is active, then
the CHIRP DISABLE flag is cleared (step 779).

The next programmable option is the PROG
ENTRY option {step 734). This option enables the sys-
tem user to program the entry timer durstion, i.e., the
time duration between opening the vehicle door and the
entry of an appropriate-code to disable the alarm. A
similar programmable option is the PROG EXTT op-
tion (step 735). This option enables the system user to
program the duration of the exit delay, ie., the time
between actively initiating the arming of the gystem by
closing the last vehicle door, and the actual arming of
the system. This delay gives the user time to exit the
vehicle and to close the vehicle doors without trigger-
ing the alarm. The PROG ENTRY and PROG EXIT
features per se form no part of this invention.

The next programmable option is the DOOR PULSE
option (step 736) shown in FIG. 19H. The purpose of
this option is to enable the installer of the system to
select the duration of the door lock and unlock con-
trolled signals. In general, vehicle power door locking
systems are actuated by either & one second or a three
second pulse, depending on the vehicle manufacturer.
In the past, alarm systems have required the use of an

interface module to actuate the door locking system 65

because of the two types of signals. With the invention,
the system installer programs the system to provide the
pulse width required for the particular vehicle, Thus, at

step S1L If the counter has reached the “0” state, indi-
cating that a complete code word has been entered (step
814), the new code is stored in memory (step §15) and
operation returns (FIG. 19B).

The tiext programmable cption is the TRIG BY-
PASS option (step 739), shown in FIG. 19K. This op-

tion enables the system user to selectively bypass defec-

tive sensor or triggers, thereby allowing the system to
be used even though one or more triggers or sensors

50 may be defective. Thus, the sensors and triggers may be

either selectively bypassed by the user, or automaticaily
bypassed, as discussed above. At step 820 the key pad
keys are interrogated. All disabled triggers and sensors
are visually displayed, e.g., by utilizing the appropriate

55 key pad LED. If the key for exiting this option is acti-

vated at step 822, operation returns. Otherwise, if there
are no other active keys, operation loops back to step
820. If there are active keys, then at step 824, the ena-
bled/disabled starus of the trigger or sensor correspond-

60 ing to the active key is obtained. If that trigger or sensor

is disabled, its status is changed to the enabled state (step
827). If the particular trigger or sensor is not disabled,
then its status will be changed to the disabled state (step
826).
The final programmable option for this embodiment
is the TANDEM aption (step 727), shown in FIG. 19L.
This provides the user with the capability of selecting
the level of security provided by the system, in that the
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user selects the disarming functions required as either
(1) entry of the authorization code via the transmitter,
or (2) entry of the authorization code via the transmitter
and subsequent manual entry of the authorization cods
via the keypad. Thus, access to the vehicle or sscured 5
ares when the latter alternative is selected requires that
the user have the transmitter and also know the key pad
authorization code. Once the programmable option is
selected, the present security status is displayed (step
830), ie., whether or not the tandem disarming func-
tions are selected. The display may be via a dedicated
LED which is activated only if the “tandem™ secutity
mode has been selected. The operation then essentially
“waits” until a new keypad key is selected. If the new
key is that key for exiting the option, then the security
status is stored and operation returns, If the new key is
the key for changing the security status (step $33), then
the security status is toggled (step 834), and operation
returns to step 830.

The system sounds three chirps at step 728, indicate 20
to the user that the PROGRAM MODE has been ex-
ited. Operation then returns to the main loop.

The BATTERY CHECK function module is shown
in FIG. 20. This module prevents the system from
draining the battery when an alarm condition is de- 25
tected, Thus, at step 840, the error signal from the 5 volt
power supply (node E, FIG. 6) is tested to determine
whether it i3 active, signifying that the 5 voit supply is
not availabie, and if so, the tripped flag is cleared and
the operation returns to the main loop, Thus, no matter 30
what the condition of the system, the low battery volt-
age results in clearing the alarm status,

The DOME LIGHT function module is shown in
FI1G. 21; The purpose of this module is to provide the
capability of turning the vehicle courtesy light on and 35
leaving it on for a predetermined period of time after
the system has been disarmed. At step 845, the dome
light cutput line of the controller is checked, and if not
on, then at step 846 the controller determines whether
the vehicle driver’s door was just opened. If not, then 40
operation returns to the main loop. If the door was just
opened, then the dome timer is reset at step 847, and the
dome [ight output is turned on by the controller at step
848. If at step 848, the dome output is on, then the igni-
tion is checked at step 849, and if not on, then the dome 45
timer is checked and if not zero, the operation raturns to
the main loop. Otherwise, the controller dome output is
turned off (step 851).

" The next function performed during the main loop
(F1G. 11) is the ENGINE CONTROL function (step 50
434}, shown more fully in FIG. 22. This function ailows
the vehicle engine to be disabled from unauthorized
starting, At step 858 the ENGINE DISABLE flag is
checked, and if not set, operation returns to the main
loop. If the flag is set, then at step 856, the ignition 53
switch is checked to determine whether the engine is
ruening, If it is running, operation returns to the main
loap. If the engine is not running, then at step 857, the
ENGINE DISABLE controller output is turned on.
This is coupled to the engine, e.g., to a bypass relay on 60
the engine starter, to disable the engine stariing func-
tion. Thus, this function is only activated if the vehicle
ignition is turned off, preventing a possible hazard aris-
ing from inadvertent ignition bypass when the vehicle is
in operation,

‘The KEYBOARD CODE function is shown in FIG.
23. IF a keyboard or key pad key is not.determined to be
actuated (step 860), operation returns to the main loop.

65
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If a key is activated, then the “good digit” time is
checked (step 861). This timer requires that successive
digits be entered within a predetermined time interval.
If the timer is zero, the digit counter index is set to *1”
(step 862). At step 863, the entered digit is compared
with the Nth digit of the key pad authorizaticn code. If
the entered digit is not the same, the good digit timer is
set to zero, and operation returns to the main loop. If
the entered digit is the same as the Nth code digit, then
at step 865, the counter is checked, and if not equal to
the number of bits in the authorization code (here 5), the
timer is reset (step 866), and the counter is incremented
at step 867 before operation returns to the main Joop. If,
at step 865, the counter index equals the code length,
then the ARMED flag is cleared (step 868) and the
PROG QUALIFY timer is reset (step 869).

It is understood that the above-described embodi-
ments are¢ merely iHustrative of the possible specific
embodiments which may represent principles of the
present invention. Other arrangements may readily be
devised in accordance with these principles by those
skilled in the art without departing from the scope of
the invention.

What is claimed is:

1. A security system for monitoring and controlling
access to a protected arez and having self-diagnostic
capability, comprising:

a plurality of sensor devices, each for sensing an in-
trusion event and providing a sensor activated
signal when the event is detectad;

means for communicating alert signals; '

a controller for controlling the operation of said secu-
tity system so that said system may be operated in
an armed mode wherein said controller monitors
said sensor devices and causes said communicating
means to issue an alert signal in response to a sensor
activated signal, or in a disarmed mode wherein
said system is disabled from communicating alert
signals, said controller comprising:

(i) means for monitoring the state of each of said
sensor devices;

. {ii) means responsive to a system arming signal
when the system is in the disarmed mode for
identifying any sensor device providing a sensor
activated- signal; and

(iii) means for bypassing each of said identified
sensor devices and placing the system in the
armed mode wherein the state of said bypassed
sensor devices does not prevent the system from
being armed and wherein said bypassed sensor
devices will not cause activation of said commu-
nicating means during said armed mode.

2. The security system of ¢laim 1 wherein said sensor
device identifying means comprises means for provid.
ing a visnal signal indicative of said identified sensor
device providing a sensor activated signal.

3. The system of claim 1 wherein said bypassing
means of said controller automatically bypasses prede-
termined ones of said identified sensor devices without
system user intervention. :

4. The security system of claim 1 wherein said sansor
device identifying means comprises means for generat-
ing a voice synthesized audio signal indicative of said
identified sensor device.

5. The security system of claim ¥ further comprising
user-operated means for communicating with said con-
troller, said user-operated communicating means com-
prising means for selectively providing & bypass signal
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to said controller indicating that selected ones of said
identified sensor devices are to be bypassed.

6. The security system of claim § wherein said user-
operated communicating means comprises & key pad
accessible to a user for entering data to the system con-
troller, and wherein said sensor device identifying
means further comprises means for providing a visual
identifving signal to a user indicative of the identified
sensor providing a sensor device activated signal.

7. The security system of claim 1 wherein said con-
troller further comprises means responsive to sensor
activated signals and to user activation signals, said user
activation signals for changing the system mode from
the armed mode to the disarmed mode, for genernting
an indication signal that an unauthorized intrusion into
said protected area has been attempted.

8. The security system of claim 7 wherein said indica-
tion signal comprises an audible signal, and said means
for generating an indication signal further comprises
means for providing & visual signal indicative of the
particular intrusion point.

9. The security system of claim 7 wherein said indica-
tion signal comprises a visible indication signal identify-
ing the particular intrusion point.

10, The security system of ¢laim 1 wherein said means
for generating alert cignals comprises means for ganer-
ating audible alert signals, and wherein said controller
further comprises means for generating alert control
signals which determine the duration of said audible
alert signals during an alarm condition, and user pro-
grammed means activated during a system program-
ming mode for receiving user-programmed duration
signals which determine the duration of said audible
alert signals during said alarm condition,

11. The security system of claim 10 further compris-
ing & user-activated data input means for providing said
duration signals to said controller during said program-
ming mode. -

12. The security system of claim 1 wherein said means
for generating alert signals comprises means for gener-
ating audible alert sounds, and whetein said controller
further comprises means for generating control signals
for controlling said sudible sound gensrating means to
generate audible alert signals during an alarm signal

10
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15

40

cycle, and user programmable means activated during a 45

system programming mode for receiving user-pro-
grammed code signals, said alert code signals capable of
defining a distinctive user-personalized pattern of audi-
ble alert sounds corresponding to said code signals, and
said controller is responsive to said code signals for
generating user-personalized control signals in depen-
dence on said user-programmed code signals, thereby
causing said alert signal generating means to generate 2
user-personalized distinctive pattern of audible ajert
signals during said alarm cycle duration.

13. The security system of claim 12 wherein said
user-personalized pattern of audible sounds takes the
form.of as distinctive pattern of andible “dots” and

14, The security system of claim 12 whersin said
means for generating audible alert signals comprises a
siren device, and said andible sounds take the form of a
user-personalized siren code made up of audible “dots”
and “dashes.”

15. The security system of claim 12 futther compris-
ing a user-activated data input means for providing said
code signals to said controller during said programming
mode.

50
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16. The sscurity system of claim 1 wherein at least
cne of said sensor devices is of the type wherein said
sensor activated signal is either a first polarity output
signal or a second polarity output signal, said sensor
device providing an ovtput signal of a particular one of
said polarities as said semsor activated signel, and
wherein said monitoring means of said controller is
polarity programmable during a system programming
mode to selectively recognize for said sensor device
said particular polarity output signal as said sensor acti-
vated signal.

17. The security system of claim 16 further compris-
ing means for putting said system in a system program-
ming mode for sensor polarity programming, means for
activating said sensor to simulate an intrusion event, and
Wherein said controlfler further comprises means for
reading the state of said sensor device output signal
during said programming mode and programming
means responsive to said state of said semsor device
output signal for recording and recognizing said output
state a3 said sensor activated signal.

18. The system of claim 1 further comprising audio
signal means for generating a first audio signal indica-
tive of the armed mode when the system is toggled from
the disarmed mode and a second aedio signal indicative
of the disarmed mode when the system is toggled from
the armed to the disarmed mode, and further compris-
ing nser programmable means operable during a system
programming mods for selectively disabling said audio
signal means, whereby said system may be selectively
programmed to toggle between said armed and dis-
armed modes without providing said audio signals.

19. The system of claim 1 wherein said said protected
area comprises the interior of a vehicle, and said vehicle
further comprises a power door locking and untocking
system for locking the vehicle door or doors in response
to a “door lock”™ signal and for unlocking the doors in
response to a “door unlock” signal, and wherein said
controller further comprises means for providing said
“door lock” signals to said power locking and unlock-
ing system in response to the toggling of the system
from the disarmed mode to the armed mpde, means for
providing said “docr unlock” signals in response to the
toggling of the system from the armed mode to the
disarmed mode, and programmable means for selecting
the duration of said “door lock” and “door unlock”
signals during a system programming mode to match
the security system to the particular power door lock-
ing and unlocking system. ‘

20. The security system of clairy 19 further compris-
ing installer-activated means for putting said system in a
system programming mode for selection of said signal
duration, and said means for providing said “door fock”
signel comprises first means for generating said “door
lock” signals having a first predetermined duration and
second means for generating said “door lock” signals
having a second predetermined duration, said means for
providing said “door unlock™ signals comprises first
means for providing said “door unlock” signals having
a first predetermined duration and second means for
providing said “door unlock™ signals having a second
predetermined duration, and said programmable means
comprises installer-activated switch for selecting at will
¢ither said first respective means or said second respec-
tive means. :

21, The security system of claim 19 further compris-
ing installer-activated switch for putting said system in
a system programming mode for selection of said signal
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duration, and said programmable means comprises in- said predetermined voltage level is not available to
staller-activated switch for selecting a first signal dura- said system;
tion or a second signal duration. a user-activated switch device for providing a switch
22. The security system of claim 21 wherein said first signal when activated;

signal duration is about one second, and said second 5
signal duration is about three seconds.

23. A vehicle security system for generating a usar-
personalized audible alert signal in the event an mtry-
sion event is detected, comprising:

atlmtonesemordmeeforsemganmtrumn

event and prowdmg a sens0r activated signal when
the event is detected;

means for communicating audible alert signals for an

alarm cycle duration in response to alert control

signals;

acontroller for controlling the operation of said secu-

rity system so that said system may be operated in

"an armed mode wherein said controller monitors
said at least one sensor device and causes said com-

municating means to issue an alert signal in re- 20

sponse 0 a sensor activated signal, or in a disakmed

mode wherein said system is disabled from commu-
nicating alert signals, said controller comprising:

(i) user programmable means activated during a
sysiem programming mode for receiving and 25
storing user-programmable alert code signals,
said alert code signals capable of defining a dis-
tinctive user-personalized pattern of audible alert
signats corresponding to said alert code signals;
and 30

(i) means responsive to said sensor activated sig-
nals for generating said alert control signals in
dependence on aid user-programmed alert code
signals, thereby causing said slert communicat-
ing device to generate a distinctive pattern of 35
user-personzlized audible alert signals during
said alarm cycle duration. ‘

24, The security system of claim 23 wherein said -
user-personalized pattern of audible alert signals take
the form of distinctive patterns of audible “dots” and 40
I‘mhcs‘”

25, The secunty system of claim 23 wherein said
controller activates said alert communicating signals for

: aparucularalarmpenodmrsponsetoasensoracn
vated signal, and said controller further comprises nser 45
programmed means activated during a system program-
m.mg mode for receiving user-programmed siren dura-
tion signals for defining the duration of said alarm per-
iod.

26. The vehicle security system of claim 23 wherein 50
said means for communicating audible alert signals
comprises a siren device, and said sudible sounds take
the form of user- ized audible siren code com-
prising audible “dots” and “dashes.”

27. The vehicle security system of claim 23 further 55
comprising & user-activated data input means for pro-
viding said alert code signals to said controller during
said progtammmg made.

28. A security system for momtonng and controlling
access to a vehicle, comprising:

at least one sensor device for sensing an intrusion

event and providing a sensor activated s:gnal when

the event is detected;

means for communicating alert signals;

a power source for supplymg voltage at a predeter- 65

mined level to said security system;

means for moritoring the voltage level of said power

source and generating a voltage error signal when

10

15

&0

a controller for controlling the operation of said secu-
rity system so that said system may be operated in
an armed mode wherein said controller monitors
said sensor devices and canses said communicating
meanstomsueana]ertugnalmrupcnsctoascnsor
activated mgnnl, or in a disarmed mode wherein
said system is disabled from communicating alert
signals, said controller further comprising means
tesponsive to receipt and termiration of said error
signal and to said switch signal for causing an alert
signal to be communicated after receipt and termi-
nation of said error signal if said switch signal is not
present upon termination of said error signal.

.29. The vehicle security system of claim 28 wherein
said vehicle comprises an ignition switch having at least
“on” and “off” positions, and wherein said user-
activated switch device comprises said ignition switch,
whereby disconnection of said power supply from the
system will result in communication of an alert signal
upon reconnection of said power supply at said prede-
termined voltage level unless said ignition switch is in
the “on" position.

30. A wvehicle security system for monitoring and
controlling access to 2 vehicle, comprising:

at least one sensor device for sensing an intrusion
event and providing = sensor activated signal when
the event is detected, said sensor device being of
the type wherein said semsor activated signal is
either a first polarity output signal or a second
polarity output signal, said sensor device providing
an cutput signal of a particular one of said polarities
as said sensor activated signal;

means for communicating alert signals;

a controller for controlling the operation of said secu-
rity system so that said system may be operated in
an armed mode wherein said controller monitors
said sensor device and causes said commaunicating
means to issue an alert signal in response to a sensor
activated signal, or in a disarmed mode wherein
said system is disabled from communicating alert
signals, said controller comprising:

(i) means for monitoring the state of each of said
sensor devices; and

{if) means for polarity programming said monitor-
ing means during a system programming mode
to selectively recognize for said sensor device
said particular polarity ontput signal as said sen-
sor activated signal.

31. The vehicle security system of claim 30 wherein
said sensor device is a door trigger for providing binary-.
valued output signals indicating the open/closed status
of one or more vehicle doors, said sensor activated
signal indicating the open status of said door.

32. The-vehicle security system of claim 30 further .
oompnsmg means for putting said system in a system
programming mode for programming the polanity of
szid sensor device, means for activating said sensor to
generate said sensor activated signal during said pro-
gramming mode, and wherein said controller further
comprises means for reading the state of said sensor
device output signal during said programming mode
and programming means responsive to said state of said
sensor device output signal for recording and recogniz-
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ing said output signal state as said sensor activated sig-
nal.

33. A security system for monitoring and controlling
access to a protected area and having self-disgnostic
capability, comprising:

a plurality of sensor devices, each for sensing an in-
trusion event and providing a semsor activated
signal when the event is detected;

means for communicating alert signals;

a controller for controlling the operation of said secu-
tity system so that said system may be operated in
an armed mode wherein said controller monitors
said sensor devices and causes said communicating
means to issue an alert signal in response to a sensor
activated signal, or in a disarmed mode whersin
said system is disabled from communicating alert
signals, said controller comprising:

(i) means for monitoring the state of each of said
sensor devices;

0

(i) means responsive to a system arming signal 20

when the systern is in the disarmed mode for
identifying any sensor providing a sensor acti-
vated signal;

(i) means for bypassing cach of said identified

sensor devices and placing the system in the 25

armed mode wherein the state of said bypassed
sensor devices does not prevent the system from
being armed and wherein said bypassed sensor
devices will not cause activation of said commu-
nicating means during said armed mode; and
(iv) means responsive to sensor activated signals
and to user activation signals for generating an
indication signal that an unasuthorized intrusion
into said protected area has been attempted, said

0

indication signal comprising an audio signal in- 35

dicative of the particular intrasion point.

34. The security system of claim 33 wherein said
means for generating an indication signal comprises a
voice synthesizer for generating an audible voice mes-
sage indicative of the particular intrusion point.

35. A security system for monitoring and controlling
access to a protected area and having self-diagnostic
capability, comprising:

a plurality of sensor devices, each for sensing an in-

40

trusion event and providing a sensor activated 45

signal when the event is detected;

means for communicating alert signals;

a controller for controiling the operation of said secu-
fity system so that said system may be operated in

an armed mode wherein said controller monitors 50

said sensor devices and causes s2id communicating

means to issue an alert signal in response to a sensor

activated signal, or in a disarmed mode wherein

said system is disabled from communicating alert

signals, said controller comprising:

{i) means for monitoring the state of each of said
sensor devices;

(i) means responsive to a system arming signal
when the system is in the disarmed mode for

53

identifying any sensor providing a sensor act- &0

vated signal; and

(iii) means for bypassing each of said identified
sensor devices and placing the system in the
armed mode wherein the state of said bypassed

sensor devices does not prevent the system from 65

being armed and wherein said bypassed sensor
devices will not canse activation of said commu-
nicating means during said armed mode;

32

'8 portable transmitter device for transmitting infor-

mation encoded RF signals;

a receiver device mounted in said protected area for
receiving and decoding said information-encoded
RF signals and providing decoded signals indica-
tive of said encoded information;

first wser-activated means located within said pro-
tected area for manvally entering a predetermined
user authorization code into the system; and

second user-activated means for selecting a first dis-

arming mode or a second disarming mode during a

System programming mode; and

wherein said controller further comprises:

(i) a first disarming means responsive to said de-
coded signals for toggling the system mode from
the armed mode to the disarmed mode;

(ii) 2 second disarming means responsive to said
decoded signals and said user authorization code
for toggling the system mode from its present
armed mode or disarmed mode to the other
mode in dependence upon receipt of said de-
coded signals and subsequent receipt of said user
authorization code within a predetermined time
interval; and

(iii) means for selecting either said first or second
disarming means in dependence on said selected
disarming mode such that said first disarming
means is activated while said first disarming
mode is selected and said second disarming
means is activated while said second disarming
mode is selected,

36. A vehicle security system, comprising:

a plurality of sensor devices, each for sensing an in-
trusion event involving the vehicle and providing a
sensor activated signal when the event is detected;

means for communicating alert signals;

power supply means for supplying electrical power
to said system;

means for detecting the disabling of power to said
system;

a user-activated switch device for providing a switch
signal to said controller;

a controller for controlling the oparation of said seca-
rity system so that said system may be operated in
an atmoed mode wherein said controller monitors
said sensor devices and causes said communicating
means to issue an alert signal in response to a sensor
activated signal, or in a disarmed mode wherein
said system is disabled from communicating alert
signals, said controller comprising:

(i) means for monitoring the state of each of said
sensor devices; . }

{ii) means responsive to a system arming signal
when the system is in the disarmed mode for
identifying sensor devices providing a sensor
activated signal;

(iii) means for bypassing identified sensor devices
and placing the system in the armed mode

* wherein the state of said bypassed sensor devices
does not prevent the system from being armed
and wherein said bypassed sensor devices will
not cause activation of sald communicating
means during said armed mode; and

(iv) means responsive to said detecting means and
to said switch signal for causing said alert signal
to be communicated when power is restored to
said system after said disabling of power unless
said switch signal is present upon restoration of
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power to said system, whereby disabling of
power to said system will result in communica.
tion of an alert signal upon restoration of power
unless said switch device is activated to provide
said switch signal to said controller, and no alert 5
signal will be generated upon restoration of
power if said switch device is activated.

37. A vehicla security system, comprising:

a plurality of sensor devices, each for seasing an in-
trusion event involving the vehicle and providing a
sensor activated signal when the event is detected;

means for communicating alert signals; -

a controller for controlling the operation of said secu-
rity system so that said system may be operated in
an armed mode wherein said controller monitors
said sensor devices and causes said communicating
means to issue an alert signal in response to a sensor
activated signal, or in a disarmed mode wherein
said system is disabled from communicating alert
signals, said controiler comprising:

(i) means for monitoring the state of each of said
sensor devices;

(i) means responsive to a system ariing signal
when the system is in the disarmed mode for
identifying sensor devices provtdmg a sensor 25
activated signal, said means comprising a light

. source and means for activating said light source
to provide a light flash cods indicative of said
identifted sensor providing said sensor activated

10
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signal; an kY

(iii) means for bypassing identified sensor devices
and placing the system in the armed mode
wherein the state of said bypassed sensor devices
does not prevent the system from being armed
and wherein said bypassed sensor devices will 35
not cause activation of said communicating
means durmg said armed mode.

38. A security system for monitoring and controlling
access 10 a protected arca and having self-diagnostic
capability, comprising:

a plurality of sensor devices, each for sensing an in-
trusion event and provxdmg a sensor activated
signal when the event is detscted;

means for communicating alert signals;

power supply means for supplying power to said 43
system;

means for detecting the disabling of said power to
said system and 5enmt1ng an error s:gna] when
- said power disabling is detected;

a user-activated switch device for providing a switch 50
signal to said controller;

‘acontroller for controllmg the operation of said secu-
ﬁ;ysystemsothatsaidsystemmaybeopmtedin-
an armed mode wherein said controller monitors
said sensor devices and canses said commiunicating 55
meamtomueanalenmgnnlmmponsetoascnsor
activated slgnal. or in a disarmed mode wherein
said system is disabled from commusnicating alert
signals, said controller comprising:

(i) means for monitoring the state of each of said 60
devices;

40

Sensor

(ii) means mponmve to a system arming signal
when the systsm is in the disarmed mode for
identifying any sensor device providing a sensor
activated signal;

(iii) means for bypassing each of said identified
sensor devices and placing the systsm in the
armed mode wherein the state of said bypassed

63

4,887,064

. 34

sensor devices does not prevent the system from

being armed and wherein said bypassed sensor

devices will rot cause activation of said commu-
nicating means during said armed mode; and

(iv) means responsive to said error signal and to
said switch signal for cavsing said alert signal to
be communicated when power is restored to said
system after said disabling of power unless said
switch signal is present upon restoration of
power to said system, whereby disabling of
power to said system will result in communica-
tion of an alert signal upon restoration of power
unless said switch device is activated to provide
said switch signal to said controller,

39. The security system of claim 38 wherein said
protected area comprises a vehicle having an engi
and an ignition switch having at least “on” and “off”
positions, and wherein said user-activated switch device
comprises said ignition switch, whereby disconnection
of said power supply from the sysiem will result in
communication of an alert signal upon reconnection of
said power supply at said predetermined voltage level
unless said ignition switch is in the “on” position.

40. A multi-function vehicle security system, com- .
prising:

at least one sensor device for sensing an intrusion
event and providing a sensor activated signal when
an event is detected;

means for communicating alert signals;

a portgble transmitter device for transmitting infor-
mation-encoded RF stgnals

a receiver device mounted in said vehicle for receiv-
ing and decoding said information-encoded RF
signals and providing decoded signals indicative of
said encoded information;

user-activated means mounted within said vehicle for
manually entering a predetermined user authoriza-
tion code into the system: :

user-actuated means for selecting a first disarming
mode or a second disarming mode during a system
programming mode;

a controller for controlling the operation of said secu-
rity system so that said system may be operated in
an armed mode wherein said controller monitors
said at least one sensor device and causes said com-
municating means to issue an alert signal in re-
sponse to a sensor activated signal, or in a disarmed
mode wherein said system is disabled from commu-
nicating alert signals, said controller comprising;
{i) a first disarming means responsive to-said de-

coded signals for toggling the system mode from
the armed mode to the disarmed mode;

(ii) & second disarming means responsive to said
decoded signals and said user authorization code
for toggling the system mode from its present
armed or disarmed mode to the other mode in,
dependence upon receipt of said decoded signals
and subsequent receipt of said user authorization
code within a predetermined time interval; and

(iii) means for selecting cither said first or second
disarming means in dependence on said selected
duarmmg mode such that said first disarming
means is activated while said first disarming
mode is selected and said second disarming
meags is activated while said second disarming
mode is selected.

41, The vehicls security system of claim 40 wherein.
said user-activated means mounted within said vehmle
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comprises a keypad having & plurality of switch keys
mounted thereon,

42, The vehicle security system of claim 40 wherein
said user-activated means for selecting a first disarming
mode or a second disarming mode during a system
programming mode comprises a user-activated data
input means for providing electrical data signals to said
controller indicating entry of a programming mode in
order to select either said first or said second disarming
mode, and said means for selecting said either first or 10
second disarming means is responsive to said electrical
data signals to perform said selection during said pro-
gramming mode.

43. A security system for monitoring and controiling
access to a protected area and having self-diagnostic 15

36
(i) means for providing said “door unlock” signals
in response to the disarming of the system;
(iil) programmable means for selecting the duration
of said “door lock” and “door unlock” signals
5 during a system programming mode t¢ match
the security system to the particuiar power door
locking and unlocking system of the vehicle,
45. The vehicle security system of claim 44 further
comprising installer-activated means for putting said
system in a system programming mode for selection of
said signal duration, and said programmable means
comprises installer-activated means for selecting a first
signal duration or a second signal duration,
46. The vehicle security of claim 45 wherein said first
signal duration is about one second, and said second
signal duration is about three seconds.

capability, comprising:
a plurality of sensor devices, each for sensing an in.
trusion event and providing a sensor activated
signal when the event is detected;

means for communicating alert signals; 20 mation coded RF sngnals :

a controller for controlling the operation of said secu- a receiver device mounted in said vehicle for receiv-
rity system 3o that said system may be operated in ing and decoding said information-encoded RF
an armed mode wherein said controller monitors signals and providing decoded signals indicative of -
said sensor devices and czuses said communicating said encoded information; and
means to issne an alert signal in response to a sensor 25 (1) arming means responsive to said decoded signals
activated signal, or tn a disarmed mode wherein when the system is in the disarmed mode for
said system is disabled from communicating alert placing the system in the armed mode: and
signals, said controller comprising: (i) disarming means responsive to said decoded
{i) means for monitoring the state of each of said signals when the system is in the armed mode for

sensor devices; 30 placing the system in the armed mode.
(ii) means responsive to a system arming signal 48. A vehicle security system, comprising:
when the system is in the disarmed mode for at least one sensor device for sensing en intrusion
identifying any sensor device providing a sensor event and providing a sensor activated signal when
activated signal, said sensor identifying means the event is detected;
comprising means for providing 2 visual signal 35  means for communicating alert signals in response to
indicative of said identified sensor device provid- alert control signals;
ing a sensor activated signal, comprising a Light a controller for controlling the operation of said secu-
source and means for activating the light source rity system so that said system may be operated in
to provide a light flash code indicative of said an armed mode wherein said controller monitors
identified sensor device; and 40 said sensor devices and causes said communicating
(ili) means for bypassing each of said identified means to issue an alert signal of 2 predetermined
sensor devices and-placing the system in the duration in response to a sensor activated signal, or
armed mode wherein the state of said bypassed in a disarmed mode wherein said system is disabled
sensor devices does not prevent the system from from communicating alert signals, said controller
being armed and wherein said bypassed sensor 45 comprising:
devices will not cause activation of said commu- means for generating alert control signals indica-
nicating means dunng said armed mode. tive of said predetermined duration during an

4. A vehicle security system for _monitoring and alarm condition, and user programmed means

controlling access to a vehicle, oompnsmg activated during a system programming mode

at least one sensor davice for sensing an intrusion 50 for' receiving user-progtammed alert duration

event and provn:lmg 8 sensor activated mgnal when signals for defining said alert control signals to'

the cvent is detected; determine said duration of said alert signals dur-
means for communicating alert sigals; ing said alarm condition.

a power door locking and unlocking system for lock- 49. A security system for monitoring and controlling
ing the vehicle door of doors in response to a “door 53 access to a vehicle, comprising:

lock” signal and for unlocking the doors in re-
sponse 1o a “door unlock” signal;

a controller for controlling the operation of said secu-
ritysystemsothatsaidsystcmmaybeopmtedhx

47, The vehicle security system of claim 44 further

comprising:

a portable transmitter device for transmitting mfor-

at least one sensor device for sensing an intrusion
event and providing a sensor activated signal when

the event is detected;
means for commumicating alert signals;

an armed mode wherein said controller monitors 60  a power source far supplymg voltage at a predeter-

said sensor devices and causes said communicating mined level to said security system;

means to issue an alert signal in response to a sensor means for providing a reset signal vpon application of
activated signal, or in 8 disarmed mode wherein power to said system;

said system is disabled from communicating alect & user-activated switch device for providing a switch
signals, said controller com! 65 signal when activated;

g
(1) means for providing said “door lock” mgnals to
said power locking and unlocking system in re-
sponse to the arming of the system;

a controller for controlling the operation of said secu-
ntysystemsot]mtsmdsystcmmaybeopcmedm
an armed mode wherein said controller monitors
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said at least one sensor devices and causes said
communicating means to issue an alert signal in
response to a sensor activated signal, or in a dis-
armed mode wherein said system is disabled from
communicating alert signals, said controller further 3
comprising means responsive to receipt of said
reset signal and to said switch signal for causing an
alert signal to be communicated after receipt of
said reset gignal if said switch signal is not present
upon receipt of said reset signal.

50. The vehicle security system of claim 49 wherein
said vehicle includes an ignition switch, and said switch
device comprises said vehicle ignition switch, whereby
an alert signal will be communicated upon receipt of a.
reset signal unless an ignition switch signal is present.

51. A vehicle security system, comprising:

a plurality of sensor devices, each for senting an in-
trusion event involving the vehicle and providing a
sensor activated signal when the event is detected;

means for communicating alert signals;

a controller for controlling the operation of said secu-

- rity system so that said system may be operated in
an armed mode wherein said controller monitors
said sensor devices and causes said communicating
means to issue an alert signal in response to a sensor
activated signal, or in a disarmed mode wherein
said system is disabled from communicsting alert
signals, said controller comprising:

(i) means for monitoring the state of each of said
sensor devices;

(iiy means responsive to a system arming signal
when the system is in the disarmed mode for
identifying sensor devices providing a sensor

(iii) means for bypassing identified sensor devices
and placing the system in the armed mode
wherein the state of said bypassed sensor devices
does not prevent the system from being armed
and wherein said bypassed sensor devices will
not cause ectivation of said communicating
means during said armed mode.

52. The security system of claim 51 whersin said
sensor device identifying means further comprises
means for providing a visual signal indicative of said 45
identified sensor device providing a sensor activated
signal, :

53. The system of claim 51 wherein said bypassing
means of said controller automatically bypasses each of
said identified sensor devices without system user inter- 5
vention.

54. The security system of claim 31 wherein said
sensor device identifying means comprises means for
generating a voice synthesized audio signal indicative of
said identified sensor device.

55, The security system of claim 51 further compris-
ing user-operated means for communicating with said
controller, said user-operated communicating means
comprising means for selectively providing'a bypass
signal to said controller indicating that selected ones of &0
said identified sensor devices are to be bypassed. :

56. The security system of claim 55 wherein said
user-operated communicating means comprises 2 key
pad accessible to a user for entering data 1o the system
controller, and wherein said sensor device identifying 65
means further comprises means for providing a visual
identifying signal to a user indicative of the identified
sensor device providing a sensor activated sigual,

10

20

55

38

§7. The security system of claim 51 wherein said
controller further comprises means responsive to sensor
activated signals and to a system disarming signal
changing the system mode from the armed mode to the
disarmed mode, said means for generating an indication
signal that an unauthorized intrusion into said protected
area has been attempted.

58. The security system of claim 57 whersin said
indication signal comprises an audible signal,

59. The security system of claim §7 wherein said
means for generating an indication signal further com-
prises means for generating a visible indication signal
identifying the particular intrusion point.

60. The szcurity system of claim 57 wherein said
means for generating an indication signal comprises a
voice synthesizer for generating an avdible voice mes-
sage. .

61. The security system of claim 51 wherein said
means for generating alert signals comprises means for
generating audible alert sounds, and wherein said con-
troller further comprises means for generating control -

- signals for controlling said audible sound generating

meuns to generate audible alert sounds during an alarm
signal cycle, and user programmable means activated
during a system programming mode for receiving user-
programimed code signals, said alert code signals capa-
ble of defining a distinctive user-personzlized pattern of
audible alert sounds corresponding to said code signals,
and said controller is responsive to said code signals for
generating user-personalized control signals in depen-
dence on said user-programmed code signals, thereby
causing said alert signal generating means to generate a
distinctive pattern of user-personalized audible alert
signals during said alarm cycle duration.

62. The security system of claim 61 wherein said
user-perscnalized pattern of audible sounds take the
form of distinctive pattern of audible “dots” and
l(dasha."

63, The security system of claim 51 wherein said
means for generating alert signals comprises means for
generating audible alert signals, and wherein said con-
troller further comprises means for gencrating alert
control signals which determine the duration of said
audible alert signals during an alarm condition, and user
programmed means activated during a system program-
ming mode for receiving user-programmed duration
signals which determine the duration of said andible
alert signals during said alarm condition.

64. The system of claim 51 further comprising andio
signal means for generating a first andio sigra! indica-
tive of the armed mode When the system is toggled from
the disarmed mode and a second audio signal indicative
of the disarmed mode when the system is toggled from
the armed to the disarmed mode, and further compris-
ing user programmable means operable during a system
programming mode for selectively disabling said audio
signal means, whereby said system may be selectively
programmed to toggle between said armed and dis-
wrmed modes without providing said audio signals.

65. The security system of claim 51 whersin at least
one of said sensor devices comprises means for provid-
ing an output signal state having respective high and
low voltage states, and whersin a particalar one of said
output signal states represents said. sensor activated
signal for said sensor device, said system further com-
prising means for causing said sensor device to generate
said sensor activated signal during a system program.
ming mode, and wherein said monitoring means of said
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controiler is programmable during said system mode to
recognize said particular cutput signal state as said sen-
sor activated signal,

66. The security system of claim 63 wherein said
vehicle includes one or more vehicle doors, and said at
least one of said sensor devices comprises a door trigger
for indicating the open/closed status of at least one
vehicle door.

67. The system of claint 51 wherein said vehicle far-
ther comprises a power door locking and unlocking
system for locking the vehicle door or doors in response
to a “door lock” signal and for unlocking the doors in
response to 4 “door unlock™ signal, and wherein said

4,887,064

10

i5

20

23

35

45

55

65

40

controller further comprises means for providing said
“door lock™ signals to said power locking and unlock-
ing system in response to the toggling of the systsm
from the disarmed mode to the armed mode, means for
providing said “door unlock” siguals in response to the
toggling of the system from the armed mode to the
disarmed mode, and programmable means for.selecting
the duration. of said “door lock” and “door unlock™
signals during a system programming mode to match
the security system to the particular power door lock-
ing and unlocking system.

* & & & »
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151 ABSTRACT

A multi-featured electronic vehicle security system is
disclosed. The system is controlled by an electronic
controlier such a microcomputer. To reduce noise pol-
Intion due to false alarms ceused by repetitive tripping
of the system sensor devices, the system will not re-
spond to more than a defined number of successive
trippings of the same sensor device to initiate an alarm
condition. The system includes a user-enabled feature
wherein 2 first alarm signal generator is activated by a
sensor tripping, and a second, distinct alarm signal gen-
erator is activated when a trigger device has been
tripped. When the system is passively armed, active
sensors and triggers are automatically diagnosed and
bypassed, permitting the system to be passively armed
even if one or more trigger or sensor is active. The
system can be programmed so that if the system is dis-
armed by a remote control and the doors are automati-
cally unlocked, the system will automatically rearm and
relock the doors if a door is not opened within a prede-
termined time interval afier disarming with the remote
control.
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ELECTRONIC VEHICLE SECURITY SYSTEM

This is a division of pending application Ser. No,
07/277,959, now allowed, entitled “Electronically Pro- 5
grammable Remote Control For Vehicle Security Sys-
tem” by Ze'ev Drori, filed Nov. 30, 1988, which is a
continuation-in-part of Ser. No. 07/231,159, entitled
“Electronic Vehicle Security System,” by Ze'ev Drori
and Amir Abrishami, filed Aug. 11, 1988, now U.S, Pat.
No. 4,922,224, which is a continuation-in-part of appli-
cation Ser. No. 07/138,828, entitled “Mutti-Featured
Security System With Self-Diagnostic Capability,” by
Z¢&'ev Drori and Mansoor Amirpoor, filed Dec. 28,

1987, mow U.S. Pat. No. 4,887,064, ali assigned to a 15

common assignee with the present application.
BACKGROUND OF THE INVENTION
The present invention relates to the field of security

10

2

alarm duration for sounding & siren or other noise-mak-
ing device when an alarm event is detected, after which
duration the alarm resets itself. The maximum duration
is typically set by local ordinances requiring that atarms
shut off after some fixed time, say ten minutes, regard-
less of whether the owner has attended to the alarm or
not. However, if the alarm was caused by a sensor or
trigger which remains in an active state after the alarm
system resets itself, then snccessive alarm cyeles will be
repeated over and over again until the alarm is disabled
or the car’s battery is depleted.

A fuorther limitation of conventional vehicle security
alarm systems is that they typically provide only a sin-
gle type of audio alarm signal, such as a siren, or 2 siren
sound alternating with a voice-synthesized audic mes-
sage, ¢.8., “BURGLAR-BURGLAR.” The same angdio
alert signal is generated no matter why the alarm condi-
tion was declared, e.g., a door opening results in the
same alarm signal as a vibration sensor alarm condition.

systems for monitoring and controlling access to a se- 20 In many cases where the sensors cause an alarm, such as

cured or access restricted area, such as a vehicle.
Security systems are in wide use today to control

and/or monitor access to secured or access-restricied

areas. Such systems typically employ one or more sen-

sors and/or trigger switches which are monitored or 25

controlled by a central controller to sense intrusion or
to allow controlied access. Examples of such. systems
include vehicle security systems and building security
- systems, which may be activated by either a remote
switch or transmitter or by a key pad to enter a prede-
termined code. Entrance of the correct code typically
arms or disarms the system, opens or closes 2 door or
the like. Automotive security systems typically employ
vibration sensors, glass breakage sensors, ultrasonic or
microwave sensors, as well as triggers such as door,
hood or trunk triggers, to detect unauthorized intrusion
attempts and to activate alarm devices such a5 sirens or
lights to warn off the intruder and call attention to the
intrusion, and in most cases such system wil also acti-

vate a relay or other electronic circuits disabling the 40

vehicle ignition system.

The sensors and triggers typically detect avtempts to
intrude into the protected area, such as by way of a deor
or window, forcing a hood or trunk open, lifting or

moving the vehicle or the like. The trigger devices may 43

take the form of switches which are activated by the
opening or closing of a door or window. To allow
access through doors or other access points, devices
which release or position locking elemsnts, such as
solenoid switches, are typically employed.

Conventional sscurity systems will not arm when a
sensor indicate that a door ot window is open, or when
a sensor indicates that there is presently an intrusion
into the protected area. As an example, a vehicle door
left open will typicaliy prevent the security system from
being armed, or a window left open in 2 building will
prevent the building security system from being armed.
For the same reason, a defective sensor which indicates
that & door is open irrespective of the pesition of the
door, i.e., open or closed, will also prevent the security
system from being armed. The result is that the vehicle
or building owner is deprived completely of the benefit
of the security system until the defective sensor is re-
paired.

Another disadvantage of conventional security sys-
tems is repetitive alarm alerts due to conditions such as
a defective sensor, or noncorrected or ignored intrusion
events, Most systems on the market have 2 maximum

30
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a vibration sensor or glass breakage sensor, a real intru-
sion event follows the sensor alarm condition within a
few moments by the thief gaining entry through a door,
trunk or hood. Yet because the same alarm audio signal
results from both the sensor alarm and the door trigger
alarm, the user may simply assume that the sensor alarm
has caused the second alarm, not an actual intrusion into
the vehicle, and ignore the warning,

Many luxury automobile are equipped with power
door locks. Some electronic security and control sys-
tems have been integrated with the power door lacks so
as to automatically lock the doors when the security
system is actively armed, and to automatically unlock
the doors when the system is disarmed. However, a
sitution may arise where an inadvertent activation of
the ramote control will not only disarm the alarm, but
also will unlack the vehicle doors.

1t is therefore an object of the invention is to provide
a system which does not repetitively cyele through
alarm cycles due to a constantly active sensor or trigger
device,

An additional object of the invention to provide a
security system which provides a different type of
alarm signal when a door is opened within a predeter-
mined time interval after a sensor alarm condition is
sounded.

A further object of the invention is to provide a secu-
ity system with passive arming which aytomatically
bypasses active sensor or trigger devices, thereby per-
mitting passive arming to occur even in the presence of
defective sensors or triggers and without triggering an
immediate alarm.

Still another object of the invention is to provide a
vehicle security system having remote control and pas-
sive control features with an intelligent automatic Jock-
ing and relocking function, whereby the system will be
passively armed and the doors automatically relocked if
a door is not opened within a predetermined time inter-
val after the system is disarmed.

SUMMARY OF THE INVENTION

These and other objects and advantages are provided
by a security system as described herein. A security
system is disclosed for monitoring and controlling ac-
cess tO a protecied area, such as a vehicle. The systemn
includes one or more sensor devices, each for sensing an
intrusion event and providing 2 sensor activated signal
when the event is detected. Such sensors may take the
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form of vibration detectors, motion detectors, infrared,
ultrasonic, or sound discriminators. The system further
comprises one or more trigger devices, which may take
the form of switches activated by the opening or closing
of a door, hood, trunk or window.

‘The system further comprises means for communicat-
ing alert signals, such as for example, a sires, hom,
auto-dialer for initiation of telephone calls or the lLike,

A system controller is provided 1o control the opera-
tion of the security system so that the system may be
operated in an armed mode or in a disarmed mode,
When in the armed mode the controller monitors the
sensors and triggers and causes the communicating
device to issue an alert signal through the output de-
vices in response to a sensor or trigger activated signal.

In accordance with the invention, the system includes
2 means for reducing noise pollution and preventing the
vehicle battery from being dreined, due to repetitive
alarms triggered by a constantly or repetitively acti-
vated sensor or trigger device. The system keeps track
of the number of successive alarm cycles caused by
activation of a sensor or trigger after the systern was
armed. Once this number reaches a predetermined max-
imum allowable number, the system will ignore any
further activation signals from that sensor or trigger,
and not generate alarm signals as a result, until the sys-
tem is disarmed and rearmed egain.

A further feature of the invention is to provide a first
slert signal when a sensor device is activated after the
system is armed, and thereafter to provide a more pro-
nounced, second alert signal if any trigger is also acti-
vated within a given rime interval after the sensor was
activated. The first alert device may be a siren, and the
second alert device may comprise a voice synthesizer
for generating audible messages such as “BURGLAR
BURGLAR.” As a result, the system user is provided
with clear alert indication signals that an intrusion has
occurred.

Another feature of the invention is that triggers or
sensors which are active when the security system is

- passively armed are adtomatically bypassed. This per-
mits the system to be passively armed even if there is an
active (typically defective) sensor or trigger and with-
out immediately tripping the alarm due to such condi-
tions.

The system further includes remote control door
locking, unlocking and automatic relocking features
that will automatically rearm the alarm and relock the
doors if none of the doors are opened within a predeter-
mined time after the system is remotely disarmed.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other features and advantages of the pres-
eat invention will become more apparent from the fol-
lowing detailed description of exemplary embodiments
thereof, as illustrated in the accompanying drawings, in
which:

FIG. 1 is a simplified block diagram of & security
system employing the present invention.

FIG. 2 is a schematic dizgram of the receiver circuit
of the security system depicted in FIG, 1,

FIG. 3 is a schematic block diagram of the controller
;rité input and output buffers of the security system of

.1

FIG. 4 is a schematic diagram of a reset signal gener-
ating circuit employed with the controiler of FIG. 3.

FIGS. 5A and 5B are schematic diagrams of LED
driver circuits employed with the controller of FIG. 3.
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FIG. 6 is a circuit schematic illustrating an embodi-
ment of the power supplies employed in the system of
FIG. L

FIGS. 7-18 are flow diagrams illustrating the opera-
tion of the security syster penerally depicted in FIG. 1.

FIG. 19 is a simplified circuit schématic illustrating
the output protection circuitry comprising the output
protection feature of the invention.

DETAILED DESCRIFTICN OF THE
DISCLOSURE

A simplified block diagram of the principal structural
elements of a system embodying the inventjon is set
forthin FIG. 1. The system includes a means for permit-
ting the user to communicate with the system controller
70. This communicating means may take the form, in
the conventional manner, of a transmitter device 5§ for
transmitting an encoded signal viz an antenna 56. The
transmitted signal is received by receiver 65 via antenna
66, and the received signal is provided in some form to
the system controlier 70. Additionally, er alternatively,
the user communicating means may take the form of a
key pad 60, which is coupled directly to the controlier
70 by cable 62. The keypad 60 may comprise a plurality
of digit keys 1-9, as well as additional keys or switches
employed for various functions such as an “armed”
switch for signaling the system to enter the armed
mode. Additicnally, or alternatively, the user communi-
cating means may take the form of one or more switches
77 manuafly manipulated by the user. Such switches
may take the form of = single three-position toggie
switch having an off position intermediate a “momen-
tary"” position or switch spring-loaded toward the off
position and a “valet" position or switch. With the
transmitier 5§, which may be used remotely, the key
pad 60, or the program switches 77, the user may input
to the controller a predetermined coded message to
cause the controller to injtiate some action, e.g., arming
or disarming the security system, sounding an alert,
entering the programming mode, or the like, One type
of coded message typicalty takes the form of a predeter-
mined sequence of binary-valued signals, which collec-
tively define a digital user authorization code, &.8., a
predetermined N-bit word. One aspect of the invention,
the branch programming feature described below, is
advantageously employed with a system employing a
transmitter and the three-position switch but without a
keypad.

Power supplies 95 provide electrical power to the
receiver 65 and the controller 70. In the case of a secu-
rity system mounted in a vehicle, the power supplies
receive the primary source of power from the vehicle
battery, typically 12 volts, and convert that available
power source into voltage levels required by the sys-
tem, here regulated +35 volts and 48 volts,

The system triggers and sensors 75 are coupled to the
system controller 70 through input buffer circuitry 80.
In the case of a security system installed in a vehicle, the.
sensor elements may be motion or vibration sensors,
glass breakage sensors, ultrasound sensors and the like.
The triggers are hard-wired switches on the doors,
hoad 2nd trunk lid activated by a particular event such
as opening or closing a door.

The system 50 further employs a plurality of con-
trolled devices, indicated generally in FIG. 1 as ele-
ments 90, which are coupled to the system controller by
output buffer circuitry 86, In the case of a vehicle secu-
rity system, the controlled devices may include ose or
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more of the controlled devices 99 shown in FIG. 1, i.e.,
the voice synthesizer 91, siren 92, pulsed alarm 93,
(hooked to parking light and/or air horns), door lock
device 94, door unlock device 95, hood lock device 96,
accessory 97, starter or ignition cutoff apparatus 98,
LEDs 99, telephone autodialer 100, and the vehicle
interior courtesy or dome lghi 101.

The transmitter 55 in a preferred form pravides a
pulse-width-modulated RF signal, wherein an RF car-
rier at some predetermined RF frequency is modulated
by information from an internal encoder unit. As is well
known in the art, the transmitter may be actuated by
depressing a switch, thereby generating a transmit sig-
nal encoded with information such as a multi-bit code.
The specific code may be determined by the status of
switches or the like comprising the encoder. The width
of each pulse determines its status as a digital *1” or *0."
The particular circuit arrangement comprising the
transmitter 55 per se forms no part of the invention, and
is not described herein in further detail. An exemplary
circuit arrangement is described in the co-pending ap-
plication entitled “Electronically Programmable Re-
mote Control Access Systems™ by Ze'ev Drori, Ser.
No. 094,395 now abandoned, the contents of which are
incorporated herein by this reference.

The receiver 65 is more fully illustrated in FIG. 2,
and is described in U.S. Pat. No. 4,887,065, the contents
of which are incorporated herein by reference.

The output of the receiver 65 from inverter 160 is
introduced into the controller 70, as is morz fully iljus-
trated in FIG. 3. In this case, the output from the re-
ceiver 65 is introduced into an exclusive OR gate 162
(acting as a programmable inverter) which has an out-
put to the contraller 70. The controller 70 comprises a
microcomputer, with some internzl RAM and nonvola-
tile memory capacity, such as the NEC 80C49H mi-
crocomputer.

The plurality of sensors and triggers 75 (FIG. 1) are
coupled to the controller 70 by a buffer circuit 80 com-
prising the diode network 212 shown in FIG. 3. The
triggers and sensors 75 are connected to nodes 201-210
which connect to the network 212 and to node 211. By
way of example only, a door trigger device may be
connected to node 201, first and second sensor devices
to nodes 202 and 203, an “immediate” trigger device at
node 205, a hood position sensor at node 206, program
switches 77 (the “valet™ and “hood” switches) at nodes
208 and 209, a normally closed trigger at node 210, and
&n ignition switch “on” or “off” sensor at node 211.
Commonly, the door trigger node is actually wired to
the vehicle interior light, which is in turn activated by
the conventional door trigger switches. The pins P1-P8
are monitored by the microcomputer 70, enabling the
microcomputer to monitor the states of the trigger and
sensar devices, thereby monitering the protected areas
of the vehicle,

The particular triggers, sensors and switches are de-
scribed by way of example for a vehicle security system
implementation. The “immediate” trigger device is
typically connected to the vehicle trunk or back door,
for generating an immediate alarm when the trigger is
activated. The hood position sensor provides a signal
indicative of the position of the hood, i.e., closed or not
closed. The normally closed trigger coupled to node
210 is a trigger device that is normally grounded, and is
activated when the trigger is no longer grounded. Such
a trigger is normally connectad to the vehicle radio, to
signal when the radio has been removed.

—
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The sensors and triggers 75 and switches 77 are pref-
erably coupled to the controller 70 in such 2 way as to
allow the controller to monitor the individual status of
cach device. Pin P10 of the microcomputer 70 is also
monitored to receive information from the receiver 65.

Pins P11-P20 of the microcomputer 70 are employed
as output pins 10 control the various controlled devices
90 employed with the system. The output buffer cir-
cuitry 85 comprises hex driver device 214, for example,
a type 76906 device, and pullup resister network 216
connected to output lines 218-223, which are in turn
connecied to a corresponding pluratity of power
TMOS transistor output devices, one of which is indi-
cated as device 226. The output of the power transistor
226 is diode-coupled to a 12 v power source and is
connected 10 a controlied device at node 230. Thus, the
driver circuit 214, network 216, power transistor 226
and diode connection to the power source serves as part
of the output buffer circuit 85 to enable the low Jevel
microcomputer output signals to' drive a controlled
device such as, for example, & siren, pulsed alarm, door
lock, door unlock, a hood lock, and the like which
require substantial power to operate, e.g., by actuating
relays. Nodes 231-235 are connected to similar power
transistor output devices, which for the sake of clarity
are not shown. These nodes are also used 10 control
various controlled devices.

For this example of the invention, line 218 controls
the siren device 92, line 219 the pulsed alarm 93, line 220
the door lock device 94, line 221 the door unlock device
95, line 222 the hood lock device 96 and line 223 an
accessory device 97, the interior light 101, or the autodi-
aler 91.

Amnother output pin P20 of microcomputer 70 is cou-
pled to en inverter circuit 238 whose output is con-
nected to driver transistor 240. The collector of transis-
tor 240 drives power transistors 242 and 244 to provide
additional control nodes 248-250 to control various
controlled devices, such as the starter/ignition cutoff
device 98, eccessory 97 and the like.

Qutput pins P17—P19 are connected respectively to
the circuit shown in FIG. 4 and the LED driver circuits
of FIGS. 5A and 58.

An oscillaror circuit 282 provides a stable oscillator
frequency signal to the microcomputer for use as the
device clock. The microcomputer 70 receives +5 volt
power from battery circuit 254 and from power sopplies
95, .

The microcomputer 70 receives a reset signal on pin
P21 from a reset signal generating circuit shown in FIG,
4, and described more fully in U.S. Pat. No. 4,887,064

FIGS. SA and 5B illustrate respective driver circuits
for the green and red LED devices 99 which are em-
ployed in the disclosed embodiment to provide a means
for visually communicating with the user of the system.
Pin P18 of the microcomputer 70 controls the green
LED driver circuit of FIG. 5A and pin P19 controls the
red LED driver of FIG. 5B. The green LED driver
circuit comprises an inverter device 272, NPN transis-
tor 274, PNP transistors 276 and 278 connected in the
manner shown in FIG. 5A. The operation of the driver
circuit of FIG. 5A as well as that of FIG. 5B will be
readily understood by those skilled in the art. In the
case of the security system installed in a vehicle, the
LEDs 99 may be mounted on the vehicle instrument
pane! or dashboard.

Referring now to FIG. 6, the circuitry for the power
supplies 95 is shown. The circuitry develops regulated 5
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and 8 volt sources. By monitoring the state of the regu-
lator error signal a1 pin P23, the controller determines
when the +8 volt supply is no longer available. In such
case, the controller will disable operation, as is de-
scribed more fully in U.5. Pat. No. 4,887,064,
To further explain the operation of the system shown

in FIG. 1, a general flow diagram is set forth in FIG. 7. -

As will be apparent to those skilled in the art, the de-
sired operation of the system is achieved by appropriate
programming of the controller 70 to achieve the func-
tions indicated in the fiow diagram.

The operation commences at step 400 on system
powerup with the RESET function. This results in the
reset circuit (FIG. 4) providing a reset signal to the
controller to initialize the various parameters and flags
utilized in the microcomputer 70. The reset function
also includes detecting whether power has been discon-
pected from the security system and then reconnected.
The system will activate the glarm if the reconnection
of power is unauthorized, The “reset” feature of the
system is more fully described with respect to FIG. 8.

The next step 404 in the general operational flow is to
decode the received RF signal, in the case of the em-
bodiment of FIGS, 2-6, wherein decoding internal to
the microcomputer 70 is employed. This function is a
correlation of the received sequence of digital data bits
with the stored authorization code. If the received sig-
nal matches the stored code, then a fiag is set indicative
of the condition of a correctly entered user authorizs-
tion code. The decode function for the internal decoder
is interropt driven, with assembly of the incoming data
bits occurring in the background until a “dead period”
is detected with no data coming in for a predetermined
period of time. Then the received bit sequence is com-
pared with the stored data, and flags are set accord-
ingly. The internal decoding function is shown more
fully in FIGS. 9A-C,

The pext function to be performed is the ALARM
mode function 406. Here, the alarm mode is com-
menced, if appropriate, as determined by the appropri-
ate software flags, i.e, the “TRIP” or “PANIC” flags.
Thus, if the alarm mode has been triggered, then con-
trolled devices such as the siren, the dome and parking
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lights and the like as programmed to occur during an .

alarm event are activated. The alarm mode starts a
timer for the alarm duration. If either the “PANIC” or
“TRIP" flag is cleared during the timeout, the alarm
mode ends immediately. Otherwise the flags are cleared
at the end of the alarm interval. The alarm mode is
described more fully with respect to FIG. 10.

The next function in the overall sequence is the
VALET MODE function 408. The valet mode allows
the security system to be disabled so that the vehicles
may be left in the care of an authorized person, such as
a valet, service technician or the like. Thus, if the valet
mode is properly entered, the VALET flag will be
activated,

The next function 410 to be accomplished by the
system is to check the triggers and sensors of the sys-
tem. This is accomplished by reading the states of the
microcomputer 70 pins P1-P9. For each active line or
device, a flag is set. The flag will be cleared when the
particular Jine or device is no longer active.

The next function in the main loop (FIG. 7) is the
CONTROL function 412. This is described in detail
with respect to FIGS. 11A-11C. In general, the control
function responds to the decoder outputs. Wkhen the
command is received to arm the system, the controller

45

50

35

60

65

8

checks the sensor and trigger flags. If no sensor or trig-
ger line is active, i.e., none of the device flags are set,
then the controller enables two “chirps” (a chirp is
sounded by a pulse applied to the siten 92) and then sets
the ARMED flag, If there is an active trigger Ot sénsor,
four chirps are sounded and the controller provides .
information to an LED register comprising the control-
ler 70, indicating which sensor is active, ie., setting &
flag which will be used to communicate visually to the
user which sensor is defective. If the decoder signal is to
disarm the system, then the controller sounds one chirp
if there was no tampering with the controlled area. If
tampering occurred during the time the system was
armed, the chirp counter is set to 3 (step 563, F1G. 11B),
the controller 70 provides the LED register with infor-
mation as to which sensor or trigger was tampered with
(step 564). During this function the controller also set
the duration for the door unlock/lock control signal.

Once the CONTROL function has been completed,
then 2t step 414, the decision is made as 1o whether the
system is armed, by checking the ARMED flag. If the
system is armed, then the next function is the armed
mode function 418, If the system is not armed, the dis-
armed mode function 416 is performed.

A timer is initiated in the ARM mode (FIG. 11D) to
disable the sensor “two" (e.g., a motion or shock detec-
tor or sound discriminator) line (coupled to pin P2 of
the controller 70 in FI1G. 3) for five seconds. After the
initial five seconds, both trigger and sensor lines are
enabled. A counter function is provided for counting
how many times each sensor or trigger is activated
consecutively. After ten consecutive alarms by a partic-
ular sensor or trigger, that device will be disabled. This
prevents noise pollution and battery drain caused by
what would otherwise be a continuing alarm signal. [fa
sensor or trigger is active, a TRIP flag is set and infor-
mation is placed in a register which identifies the partic-
ular trigger or semsor which tripped the alarm. The
LED control mode 420 responds to this data when the
system is disarmed.

The DISARMED function 416 controls the passive
arming of the system. This is described in further detail
with respect to FIG. 15B.

The LED control function 420, when the system is
armed, sets the red LED flag to flash with the appropri-
ate message as indicated by the data stored in the LED
register. If the system is disarmed, the green LED flag
will be set 10 flash in the appropriate sequence. If the
valel mode has been entered the green LED flag will be
set. The LED control is shown in further detail in
FIGS. 18A-C.

The next function in the general operation flow is the
OUTPUT CONTROL function 422. Here the control-
ler examines the flag for each output line of the control-
ler 70 for a controlled device, and if set, will twrn that
ocutput line on. If the flag for a particular outpat line is
cleared, the controller will turn that line off. Thus, this
function activates and deactivates the controlled de-
vices 90, in dependence on the state of the software flag
associated with the particular device.

Following the QUTPUT CONTROL function 422,
the OUTPUT PROTECTION function 423 is per-
formed. This function involves monitoring the current
flow magnitude through particular controlled devices,
generally the siren and the ignition cutoff devices, and
turning off these devices if the current through a respec-

- tive output device exceeds a predetermined level. This

protects the output devices against damage due to im-
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proper installation or wiring conditions. This feature of
the invention is described more fully with respect to
FIG. 19. _

The next functien is the CHECK SWITCHES func-
tion 424. During this step, the controlier checks the
status of all switches other than sensors and triggers,
ie., the ignition switch, and the (“valet” and “pro-
gram”) switches 77. The controller sets flags as appro-
priate for each line.

The next function is the ENTER PROGRAM func.
tion 426. The purpose of this mode is to program the
system, e.g., by enzbling or disabling particular pro-
grammable features of the system as is described more
fully with respect to FIGS. 15A—U. The system chirps
once to signify that the program mode has been entered
and the green LED is turned on. The programming
maode can be aborted by turning the ignition switch off.

The CHECK BATTERY function (step 430), shown
in FIG. 16 operates to detect the condition wherein +35
volts is not available 1o the security system, and disabies
the system in that event 10 avoid further draining the
vehicle battery. The DOME LIGHT function 432 al-
lows the user 1o have the interior courtesy or dome
light activated for 2 predetermined interval after the
system is disarmed or until the ignition switch is turned
on. Another function performed during the main loop is
the “ENGINE CONTROL" function 434. This func-
tion selectively disables the vehicle engine to prevent
unauthorized operation of the vehicle.

After step 434 has been performed, the operation
flow Joops back to step 402 to commence the loap
agein. The entire main loop takes only a short period of
time to complete, en the order of milliseconds.

Selected ones of the particular functiona! modules
described above will now be described in forther detail.
FIG. 8 shows the RESET module which is activated
when the +5 volt power supply to the system 50 is
interrupted and restored. Upon power up, the control-
ler 70 input/output lines are initiated at step 450. At step
452, the registers of the random access memory of the
controller are initialized, At step 454, the ignition
switch state is read and if turned on, the ARM flag is
¢leared at step 456, and the program operation returns
to step 402 of the main operation loop. If the ignition
switch is not turned on, the ARM and TRIP flags are
set, since this is interpreted as an unauthorized power up
of the system, and program operation refums to step
402.

The internal DECODE module 404 is illustrated in
further detail with respect to FIGS. $A—B. FIG. 9A
shows the bit assembly operation catried out by the
controller 70 as data is being received by the receiver.
This background operatian is continuously performed,
even as the operational flow is at various functions
within the main loop of FIG. 7. The receipt of a bit
(rising edge) from the receiver at pin P10 of controller
70 results in a hardware interrupt, which shifts opera-
tion to the bit assembler (FIG. 9A). At step 462, if a
rising edge of a received pulse is detected, then at step
464 a “bit width” timer is started, the bit count for the
particular received sequence of bits is incremented (step
456), and at siep 470 operation returns to whatever step
in the main loop in which the interrupt occurred. If at
step 462, the rising edge of 2 pulse is not detected, then
at step 472 the present pulse width is determined, and if
not within the predetermined limits (step 474), then at
step 476 an ERROR flag is set. At step 470 operation
returns to the main Joop step at which the interrupt
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occurred. If the pulse width is within limits, then at
sieps 478, 480 and 482 either a “1” or a *0" bit is assem-
bled with the preceding data bits, as appropriate. At
step 484, the “dead period” timer (10 milliseconds) is
reset and at step 470 program operation Teturns to the
wain loop.

Referring now to the DECODE subroutine of FIG.,
9B, the first step 490 is to determine whether a complate
word has been received. This determination is made
upor occurrence of a “dead” period by checking the bit
count and comparing that current count with the length
of the authorization code. If a complete word has not
been received, then the subroutine returns to the main
loop. If a complete word has been received, then at step
492, the received word is compared against the stored
anthorization codes to determine if there is 8 match. If
not, the program operation returns to the main loop. If
the received word matches any of the programmed
authorization codes, then if the matching code has been
received twice consecutively (step 494), the decoder is
activated at step 496, If the matching code has not been
received twice consecutively, program operation re-
turns to the main Joop without activating the decoder.
The requirement that the matching code be received
twice consecutively is a further security feature, against
the user of code scanners.

A “dead period” timer is employed as a “back.
ground” function, which on an interrupt basis monitors
the receiver putput to locate 10 millisecond time peri-
ods between received data. Such gaps indicate that a
data word has been received. The dead period finder
function is illustrated in FIG. 9C. The routine employs
a 10 miliisecond software timer, which is reset during
the bit assembler operation (step 484, FIG, 9A). At step
501, this dead period timer is checked to determine if it
has received the “0" timed-out state. If not, the opera-
tion rerurns to the particular function in the main loop
at which the interrupt occurred. If the timer state has
reached *0”, then at step 502, the bit count is checked to
se# if the bit count is not equal to the maximum possible
code bit length. If the count equals that maximum
length, then the decoder is reset to the inactive state at
step 306, and the operation teturns to the main loop. If
the bit count does not excesd this maximum Jength, then
the error flag is checked at step 503, and if set, operation
branches to step 506 to reset the decoder. If the error
flag is not set, then at step 504, the assembled word is
stored (step 504) in a buffer memory comprising the
controller 79, the completed word timer is reset at step
508, the decoder is reset to the inactive state (step 506),
and operation returns to the main loop.

The ALARM mode function (function 406 in FIG. 7)
is shown in FIGS. 18A-D. This function is to activate
and deactivate the alarm condition: events at the appro-
priate times. At step 507, the alarm flag is checked. If set
the alarm timer state is checked (step $08A) to deter-
mine whether it has reached the “0" or timed-out state.
If the timer state is “0,” then the ALARM, TRIPPED
and PANIC flags are cleared (step 508B), the controller
outputs for the controlled alarm devices are turned off
(step 508C), and operation returns to the main loop. If
the alarm flag is not set (step 507), the TRIPPED and
PANIC flags are checked at step 509. If neither flag is
sef, no alarm devices are to be activated, and therefore
operation returns to the main loop. If either the
TRIPPED or the PANIC flag is set, then at step 510,
the ALARM flag is set. At step 511, the alarm timer is
loaded with the programmed alarm duration, and then
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the alarm outputs are turned on (step 512A), including
such controlled devices as, for example, the siren,
pulsed alarm, autodialer and vehicle interior light. At
step 512B, the “BURGLAR-BURGLAR" subroutine is
called. Its purpose is to activate a second alarm device
if certain conditions are met, the second alerm device
(e.g., device 91, FIG. 1) comprising a siren and voice-
synthesizer device, now commercially available, which
alternates a siren sound with the voice synthesized
audio message “BURGLAR-BURGLAR.” The sub-
routine $12B is described more fully with respect to
FIG. 10E. If at step 512C, the BURGLAR-BURGLAR
siren is active, the siren subroutine 513 is bypassed.
Steps 513 and 514 indicate the SIREN and PULSED
ALARM subroutines, the former illustrated in FIGS.
10C-D. Lastly, the INT LIGHT subroutine is called at
step 514A, and illustrated in FIG. 10F. If this feature
has been enabled by the installer, the interior light will
be pulsated on and off during an alarm cycle. Operation
then returns to the main loop.

‘The first step of the SIREN subroutine (FIG. 10B) is
to determine whether the siren counter is st the “0”
state (step 518). If not, the counter is decremented {step
516) and its state is again checked. If the count is “0,” at
step 5§25, the timer variable TSIREN is set to 240 milli-
seconds, the siren output line is turned off (step 526).
Operation then returns to the main loop. If at step 515,
the counter is at “0," then the siren counter is reset (step
$21), TSIREN is set to 2.5 seconds (step 522) and the
siren is turned on (step 523) before operation returns to
the main loop. At step 517, if the counter state is not
zero, then through step 518, either the OFFSQUND or
ONSOUND subroutines (FIG. 10C and 10D, respec-
tively) wil] be accessed. A1 step 520, operation for the
next bit in the personalized siren code is set up, and
operation returns to the main loop.

The first step 530 of the OFFSOUND routine (FIG.
10C) is to turn off the siren. The bit status of the pro-
grammed siren code is checked, and if it represents a
dash, the TSIREN t1ime variable is set to 720 millisec-
onds (step 532). Otherwise TSIREN is set to 240 milli-
saconds for a “dot.” Operation then returns to step 520
(FIG. 10A),

The first step 540 of the ONSOUND routine (FIG.
10D) is to turn on the siren. The current siren code bit
is checked, and if it represents a “dash,” TSIREN is set
to 720 milliseconds. Otherwise TSIREN is set to 240
milliseconds. Operation then returns (step 543) to step
520.

The SIREN subroutine therefore results in geners-
tion of the programmed personalized siren code at the
appropriate time.

FIG. 10E shows the BURGLAR-BURGLAR sub-
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on for the alarm cycle duration, and operation returns
to the ALARM subroutine.

The foregoing operation of the ALARM routine
results in the system activating a first alarm device (e.g.,
siren 92) the first time a sensor device (e.g., a vibration
sensor) become active. This starts the BURGLAR-
BURGLAR timer. If a trigger also becomes active
within the timer interval, then the BURGLAR-BUR-
GLAR alarm device 91 is activated for the alarm cycle
duration. As described above, the glarm device 91 may
comprise a voice synthesizer for synthesizing the voice
message “BURGLAR.BURGLAR" which may be
alternated with a siren noise during the atarm duration.
Thus, the user is clearly warned by a distinctive alarm
indication that the sacond alarm event is an ecteal intru-
sion attempt, and not just 8 vibration sensor being set
off.

The INT LIGHT subroutine is illustrated in FIG.
10F. When this feature is enabled by the installer of the
system in the vehicle, the PULSATE INT LIGHT flag
is set. The status of this flag checked at step 5498, and
if it is not set, indicating that the feature hes not been
enabled, the controller 70 turns the interior light on for
the duration of the alarm cycle (step 349B). If the PUL-
SATE INT LIGHT flag is set, then the controller 70
pulsates the interior light on and off during the alarm
cycle (step 549C). The controller 7¢ performs this func-
tion by alternatively changing the state of the output
line 223 (FIG. 3) between the active and inactive states,

The CONTROL module is described in further detail
with respect to FIGS. 11A-11D. At step 550 (FIG.
12A} the decoder is tested to determine if it is it the
active state (step 498 of FIG. 9B). If not in the active
state, then there is no decoder activity for the CON-
TROL module 1o respond to, and the operation returns
to the main loop. If the decoder is active, then if it was
Jjust activated since the prior pass through the main
loop, the panic timer is started (2.5 seconds) at step 552,
and at step 553 the ARMED flag is checked to deter-

40 mine whether the system is armed. If armed, the DIS-
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routine 512B in further detail. If this feature is not en- ss

abled (during a programming mode), then operation
immediately reterns to the ALARM routine. If engbled,
then a decision is made as to whether a sensor was just
tripped (step 546A). If 5o, then the BURGLAR-BUR-
GLAR timer is started (step 546B), and operation re-
turns to the ALARM routine. In this embodiment, the
timer has a duration of ninety seconds. If a sensor was
not just tripped, then the timer is checked at step 5474,
and if it has timed out to zero, operation returns to the

60

ALARM subroutine. If the timer hes not timed out, 65

then at step 547B, the triggers are checked to deter-
mined if any trigger is active. If both conditions are
true, then the BURGLAR-BURGLAR siren is turned

ARM subroutine (F1G. 11B) is entered. Otherwise the
ignition switch is checked for its status and if turned on,
the control function is ended and operation returns to
the main loop. If the ignition switch is not turned on,
then the ARM subroutine (FIG. 11C) is entered. One
function of the CONTROL module then is to perform
active arming (subroutine 555) or disarming (subroutine
559) of the system in response to receipt of a proper
transmitted code.

Upon completion of either the DISARM or ARM
subroutines, the control function is ended, and opera-
tion returns to the main loop. K, at step 551, the decoder
was not just deactivated, then at step 557 the panic
timer status is checked, and if “0” the PANIC flag is set
&t step 1558. Operation then returns to the main loop.

Upon entry of the DISARM subroutine (FIG. 11B),
if the tandem security mode has been selected (step
557), then the INSTANT flag is cleared (step 558), the
tandem timer is reset (step 559), and operation returns.
If the tandem security mode has not been selected, then
at step 560 the ARMED flag is cleared. At step 561, the
trigger and sensor flags are checked to determine
whether any tampering has occurred during the
ARMED mode. If none of these flags are set, then at
step 562 the sudible chirp counter is set to 1, and at step
565 the appropriate chirp(s) is sonnded. If tampering is
indicated, than at step 563 the chirp counter is set to 3,
and at step 564, the point of intrusion indicated by the
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particular active flag or flags is loaded into the LED
register for display by the LED control function (step
420 of FIG. 7). Thus, the system wilt sound a first pre-
determined audible message (herz, one chirp) if no tam-
pering was detected, and 2 second predetermined audi- §
ble message (here, three chirps) if tampering was indi-
cated. Further, the point of intrusion wifl be indicated
by the LED flash code generated during the LED
CONTROL function.

After sounding the appropriate number of chirps by
the SOUND CHIRPS subroutine (FIG. 11C), which
indicate audibly that tampering has or has not been
deiected, then at step 566 the vehicle power door sys-
tem is activated to uniock the vehicle doors, the dome
light is turned on (step 567) and operation returns to the 1
main Joop. Thus, upon disarming the system the vehicle
doors are amtomatically unlocked, ang the vehicle dome
light is activated for a predetermined time interval or
until the ignition switch is activated.

The SOUND CHIRPS subroutine is shown in FIG.
11C. If the system is determined to be in the PRO-
GRAM mode (step 568A), then one chirp is sounded
(step 569A), the chirp counter is decremented (step
569B) .and the operation returns if the chirp counter

[

state is zero, or otherwise loops back to step 569A. If 25

the system is not in the PROGRAM mode, and if the
CHIRP ENABLE flag is not set (step 568B), operation
returns. If the flag is set, then operation proceeds to step
569A.

Upon entry of the ARM subrontine (FIG. 11D), at
step 570, the SENSOR TEST and DOOR OK flags are
cleared. At step 570A the controller 70 gets the trigger
and sensor inputs, i.e., checks the various flags corre-
sponding to these devices, and at step 571 determines

whether the “HI/LO™ feature has been disabled. If 50, 35

then operation branches to step §73. Otherwise, the
status of the door rrigger is ignored (step 572), and at
step 573 the other trigger and sensor flags are checked
to determine whether any of these other devices are

active. If none are active, then at step 576, the chirp 40

count is set to 2. Otherwise the active devices are dis-
abled (step 574), to allow the system to be armed with-
out the disabled sensor or trigger. This disabling takes
place by storing the disabled sensor or trigger device

identification, and thereafier ignoring the state of these 45

identified devices each time the sensor and trigger lines
are interrogated by the controller 70. At step 575 the
chirp count is set to 4 indicating that a defective device
has been bypassed. At step 577 the ARMED and IN-
STANT flags are set and the ENTRY DELAY flag is
cleared. At step 578 the appropriate number of chirps is
sounded, and at step 579 the door lock output line is
activated to automatically lock the vehicle doors. Thus,
the system automatically activates the door power lock-

ing system when the system is armed. Operation then $5

returns to the main loop.

It wili be appreciated that the purpose of the
“HI/LO" feature is to allow the system to be actively
armed even though the door trigger, which is assumed
to be wired by the system installer to the vehicle inte-
rior light, is active, For vehicles with an interior cour-
tesy light feature, wherein the light remains on for a
predetermined interval after the door is closed, then the
door trigger (nods 201, FIG. 3) will temain active for

some predetermined interval after the door is actually 65

closed. Although the door triggers are initially ignored
by the controller 70 (step 572) when the system is
armed, the other triggers and sensors do provide some
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security protection immediately. ‘And once the door
trigger (interior light) state becomes inactive after the
courtesy light interva) expires, the sysiem senses this
condition, and the door trigger state is automatically no
longer igrored by the controller 70 so that the security
system will trigger an alarm based on unauthorized
door entry. ‘

The DISARMED module (step 416 of FIG. 7) is
shown in more detail in FIGS. 12A-E. At step 581, the
HOOD subroutine (FIG. 12B} is entered. At step 582,
the ignition switch is checked, If it is activated, then the
SENSOR TEST flag is cleared (step 582A), and at step
583, a test is performed to determine whether the igni-
tion switch was activated since the last pass through the
subroutine. If so, the door lock system will be activated
to lock the doors (step 585) if the auto lock feature has
been enabled during the program mode (step 584). If the
ignition switch was not just turned on or the auto lock
feature is not enabled, the door lock step is bypassed. At
step 583, the PROGRAM QUALIFY snbroutine is
entered which begins a 10 second timer after the igni-
tion switch is turned on, during which interval the
ENTER PROG module (step 426 of FIG. 7) can be
entered by toggling the *“valet” switch 77. At step 587
the EXIT DELAY flag is cleared, ending the exit delay
during which the user is provided the opportunity to
exit the vehicle without activating the alarm. Operation
then returns to the main loop.

¥ the ignition switch was not on st step 582, a test is
performed to determine whether the ignition switch
was just turned off {step 588A), If so, then the doors will
be unlocked (step 588C) if the auto lock feature is en-
abled. The valet flag is checked at step 588, and if set,
the operation proceeds to step 587 to clear the EXIT
DELAY flag. Otherwise, the SENSOR TEST flag is
checked (step S89A) and if it was set during the installer
program mode as described below, the states of each of
the system sensors is checked. If none are active, the
EXIT DELAY flag is cleared {step 589D), and opera-
tion returas to the main loop. If any sensor is active, the
system sounds an appropriate number of audible chirps
to identify the active sensor at step 589C. For example,
assume the system comprises a vibration sensor and a
glass breakage sensor, whose outputs are respectively
connected to nodes 202 and 203 (FIG. 3) for interroga-
tion by the controller 70. If only the vibration sensor is
active, one chirp is sounded. If only the glass breakage
sensor is active, two chirps are sounded. If both sensors
are active, three chirps are sounded. The sensor test
feature provides the intaller the opportunity to test the
installed system sensors after the system is installed,
without putting the system in an armed mode and set-
ting off the alarm siren device during the sensor testing
for the alarm cycle duration. As a result, noise pollution
is avoided. To use the feature, the SENSOR TEST flag
is set by the installer enabling the feature during the
installer program mode, s described in conpection with
the programming mode. Upon exiting the program
mode, the system will loop through the functions of the
main loop (FIG. 7), and will enter the DISARMED
function (FIG. 12A). If the SENSOR TEST flag has
not been cleared by arming the system with the remote
transmitter (FIG. 11D) or by turning on the ignition
(steps 582, 582A), the steps 589A-D will be repetitively
performed as the system cycles through the main loop.
The passive arming routine (step 596) will be bypassed.
Thus, the installer may test the sensor operation by
kicking the vehicle tires, tapping on the vehicle glass,
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and the like to attempt to activate the sensors. If the
sensors do not activate, a problem is indicated. This
sensor test mode is exited by actively arming the system
or by turning on the vehicle ignition.

‘Fhe passive arming flag is checked at step 590, and if
this feature is disabled, operation proceeds to step 587,
If the passive arming feature is not disabled, then at step
592 the RECORD subroutine is called. At step 594, the
door triggers are tested to determine whether a door
has been opened and closed. If not, then the determina-
tion is made (step 595) as to whether the ignition switch
has been turned on since the system was disarmed. If it
has, then the PASSIVE routine (596) is bypassed, this
indicating that passive arming of the system should not
occur. At step 598, the UPDATE subroutine is called.

The HOOD subroutine is shown in FIG. 12B. At step
600, the status of the “bood” program switch (one of
switches 77) is interrogated to determine whether the
hood switch was just activated since the last pass
through the subroutine. If yes, then the status of the
hood release controlled device 96 is checked to see
whether it is active (step 603). If active, it is turned off
(step 602); if not active, the hood release device is
turned on (step 603). Operation ther returns. 1f the hoed
switch wes not just activated {step 600), operation re-
turns vig step 604 if the hood release device is not ac-
tive. If the hood release is active (step 604), the hood
sensor is checked (step 605), and if open, operation
returns. If not open, the determination is made at step
606 if the hood was closed since the last pass through
the subroutine. If it was, a 30-second timer is started,
and operation returns. If not, then at step 607, the 30-
second timer is checked to determine whether it has
timed out, If it is timed out, the hood release device is
turned off, locking the hood, and operation then returns
10 step 582.

The RECORD subroutine is shown in FIG. 12C. The
purpose of this routine is to record in the trigger/sensor
register comprising the controller 70 any active triggers
or sensors. Thus, at step 610, the ignition switch is
checked to determine whether it was turped off since
the last pass through the subroutine. If not, then opera-
tion returns, If the ignition switch was just turned off,
the contents of the trigger/sensor register maintained
by the controller are accessed (step 611), and the door
triggers are ignored at step 612. Then any active sensor
or triggers, excepting the door triggers, are recorded in
the register (step 613). Operation then returns to step
594,

In the PASSIVE subroutine (FIG. 12D), the system
is passively armed, if the conditions are appropriate.
The exit delay timer is checked at step 620 to determine
whether the exit delay is over. If it is, then at step 621,
any triggers or sensars recorded in the trigger/sensor
register as being active {step 613) are disabled, and at
step 622 the ARM flag is set. A determination is made
(step 623) 2s to whether the door wes opened during the
disarmed mode. If so, operation returns to the main
locp. If rot, the door lock device 94 is activated to lock
the doors (step 624). If the exit delay is not over (step
620), then at step 625 the contents of the trigger/sensor
register are fetched, and at step 626 the contents of the
“record™ register, i.c., those active triggers and sensors
recorded at step §12 (FIG. 12C), are masked from the
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trigger/sensor register contents. If the result is a blank 65

register, this indicates that there has been no change in
the status of the triggers and sensors, If the result is not
zero, a change has occurred in the status of the trig-
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gers/sensors. The record register is updated (step 627A)
to remove the trigger or sensor which is no longer
active, so that that device is no longer disabled. The exit
delay timer is then reset before returning (step 628).

The UPDATE subroutine is illustrated in FIG. 12E.
The purpose of this subroutine is to clear any bit in the
record register that is inactive as illustrated in steps 630
and 631 in FIG. 12E.

The ARMED function 414 (FIG. 7) is illustrated in
FIGS. 13A-F. The first step 640 (FIG. 13A) of this
function is to determine the status of the triggers and
sensors. At step 642, any sensors or triggers previously
identified as disabled are masked out. The next steps
643-46 are to execute the subroutines DOOR, ENTRY,
SENSOR and OTHER TRIGS which are shown in
FIGS. 13B-E, so as to determine which active trigger
or sensor elements should result in activating the alarm
controlled elements. At step 646A, the FACT subrou-
tine (FIG. 13G) is called. At step 647, the TRIPPED
flag is checked, and if set, the SHUT OFF subroutine
{FIG. 13F) is executed. Otherwise, the trip counter is
reset (step 649) to 10. The purpose of the trip counter is
to prevent alarms from continuing after ten successive
passes due to the same trigger or sensor being active.
This prevents noise pollution and conserves the vehicle
battery by limiting the alarm sounding due to a particu-
lar sensor or trigger to & predetermined cumulative
actjvation interval equal to a given number of alarm
cycles before the system is disarmed and rearmed. Op-
eration then returns to the main loop.

Referring now to FIG. 13B, the DOOR subroutine is
depicted. The door triggers are checked at step 651, and
if not active (i.e., the doors are closed), then the DOOR
OK flag is set (step 652) and operation proceeds to the
ENTRY subroutine. If a door trigger is active, then if
the “HL/1.O" feature described above is not disabled
(step 653), the DOOR OK flag is checked. If this flag is
not set, operation proceeds to the ENTRY subroutine
and the open door condition does not result in an alarm
condition. If the “HI/LO™ feature is disabled, or if the
DOOR OK flag is set, then the INSTANT flag is
checked (step 655), and if set, the door trigger active
status is interpreted as an alarm condition, the TRIP
flag is set (step 656A) and the intrusion point is recorded
(step 656B) before proceeding to the ENTRY subrou-
tine. If the INSTANT flag is not set, then at step 657A,
the ENTRY DELAY flag is set, the dome light is
turned on at step 657B, and the entry delay timer is
started at siep 657C. Thus, if the door trigger line is
wired to the interior light and the vehicle has a courtesy
light delay feature, the HI/LO feature of the system
will not act on an active door trigger to declare an
alarm event unti] after the door trigger becomes inac-
tive (step 651) and the DOOR QK flag is set. The sys-
tem provides full intrusion protection as soon as the
door trigger becomes inactive, in contrast to conven-
tional systems having a fixed predetermined time delay
during which the status of the door trigger is ignored
for purposes of declaring an alarm event.

The ENTRY subroutine is shown in FIG. 13C. The
ENTRY DELAY flag is checked (step 658), and if not
set, operation procesds to the SENSOR subroutine. If
the flag is set and if the entry delay timer state is “0.”
then the TRIPPED flag will be set. Operation other-
wise proceeds to the SENSOR subroutine.

‘The first step 661 of the SENSOR subroutine (F1G.
13D) is to check the five-second timer initiated when
the system was armed. If the timer has not timed out,
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the sensor lines or bits are masked out (step 662) and
operation proceeds to the OTHER TRIGS subroutine
(FIG. 13E). If the timer has reached zero, then the
sensor lines are checked (step 663), and if none are
active, operation proceeds to the OTHER TRIGS sub- 5
routine. If a sensor is active, the TRIPPED flag is set
{step 664), and operation proceeds 1o the OTHER
TRIGS subroutine.

In the OTHER TRIGS subroutine (FIG. 13D), the

triggers other than the door triggers are checkad. If 10

aone are active, operation proceeds to step 647 (FIG.
13A). If any other triggers are active, the TRIPPED
flag is set a1 step 668, and operation proceeds to step
647.

The SHUTOFF subroutine (FIG. 13F) is entered if 13

the TRIPPED flag has been set. Here, the trip counter
is decremented (step 672) and if its state is not zero, the
intrusion point is recorded (step 674), and operation
returns to the main loop. If the trip counter has reached

2e10, it is reset (step 675), the intrusion point trigger or 20

sensor is disabled, and operation retnms to the main
loop. Thus, once the trip counter reaches its zero state,
an alarm will not be generated as a result of the active
trigger or sensor device on the next pass through the
main loop.

FIG. 13G shows the FACT (false alarm control and
test) subroutine, whose function is to minimize false
alarms due to repetitive sensor triggering. The first time
2 sensor is triggered, an alarm condition will be de-
clared without regard to the status of the trigger de-
vices. But, if the FACT feature is enabled, once a sensor
has tripped an alarm (i.c., since the system was armed),
then subsequently (unti! the system is disarmed), an
active sensor condition will cause an alarm only if an-
other trigger is also active. Thus, if at step 678A, the
FACT feature has not been enabled, operation immedi-
ately returns, with the result that a sensor active signal
will trip an alarm. If FACT is enablad, then the sensors
are checked to find any active sensors (step 678B). If
none are active, operation immediately returns. If a
sensor is active, and if the system has not previously
been tripped by this sensor (step 678C), the TRIP flag is
set (step 679) and operation returns. If the system has
previously been tripped, operation will return without

678D)

The LED CONTROL function (step 420 of FIG. 7)
is shown in further detail in FIGS. 14A-C. Au step 680
(F1G. 14A), the ARMED flag is checked to determine
whether the system is in the armed mode. If not armed,
the IDENTIFY subroutine is entered at step 681. Oth-
erwise, the DIAGNOSE subroutine is entered at step
€82 and thereafter operation returns to the main icop.

The IDENTIFY subroutine is shown in FIG. 14B.
At step 686, the controller determines whether an intro-
sion was attempted while the system was armed. If not,
then the green LED is flashed (step 689) and operation
returns to the main loop. If an intrusion was attempted,
then at step 687, the message counter is checked, and if
zero, the INTRUSION flag is cleared (step 689), the
green LED is flashed, and operztion returns to the main
loop. If the counter is not zero, then is is decremented
{step 690). At step 691 the point of intrusion is estab.
lished by reading the flags associated with the activated
triggers and sensors stored in the register. The proper
LED pulse count corresponding to the intrusion point is
set (step 692), and at step 693, the appropriate LEDs are
turned on. At step 694 the voice synthesizer is activated
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to announce audibly the intrusion point. It will be ap-
preciated that the voice synthesizer is programmed to
provide a plurality of messages, and that 2 particular
message may be chosen and activated in correspon.
dence 1o a particular control signal from the controller
70. Such a selection may be accomplished by a look-op
table function, as where a particular intrusion peint
code selects the appropriate message. Voice synthesiz-
ers are known in the art having the capability of gener-
ating a selected one of a plurality of stored messages.
Operation then returns to the main loop.

The DIAGNOSE sobroutine is shown in FIG. 14C.
At step 695, the controller determines whether there is
a disabled trigger or sensor. If not, at step 696, a red
LED is flashed, and operation then returns to the main
loop. If a sensor or trigger is disabled, then the message
counter is checked (step 697), and if “0," the LED is
flashed, and operation retums to zero. Otherwise, the
counter is decremented (step 698), the data defining the
disabled trigger or sensor is obtained (step 699), the
proper pulse counter corresponding to the particular
disabled sensor or trigger is set (step 700), and visible
and audible messages identifying the disabled element
are generated at steps 701 and 702 by the LED and
voice synthesizer.

Conventional security systems may be provided with
particular features that may be enabled or disabled for a
particular vehicle installation. However, this enabling-
/disabling is conventionally performed by the system
installer, by cutting wires, grounding pins, and the like.
The system uvser has no ready mesns of reconfiguring
the feature selection after the system is installed.

In accordance with another aspect of the invention, a
programming means i§ provided for ensbling or dis-
abling particular system features which does not require
the use of any tools and which may be used by the
system user,

FIGS. 19A-L of the referenced U.S. Pat. No.
4,887,064, disclose one technique for selecting program-
ming options when in the program mode. Reference is
made to these figures and the description thereof in the
pending patent application for further detsils regarding
the specific functions which are programmed. As de-

. scribed there, the program switch is monitored to select
setting the 1rip flag unless another trigger is active (step 45

a desired programming function by toggling the switch
a predetermined number of times to select a particular
function for programming data. When there are many
possible programming options, and the data input de-
vice available to the user is a three position switch com-
prising the “program™ .apd *“valet” positions or
switches, such a procedure can be inconvenient to the
user. In accordance with the invention, the user-pro-
grammable functions are grouped in several possible
branches, and the user first selects a desired branch and
then a desired function within the branch. This simpli-
fies the selection of a desired function 1o be pro-
pratimed. Further, certain programmable functions are
grouped which are to be programmed only by the sys-
tem installer, and not by the user, are grouped in a
separate branch which is accessed by = different pro-
gramming technique than the user-programmable func-
tions. .

FIG. 15A is a graphical depiction of the three pro-
gram branches in the user program mode and the single
branch in the installer program mode, for this embodi-
ment. The particular number of branches and the num-
ber of programmable functions grouped in each branch
will, of course, depend on the particular system imple-
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mentation, The user program mode includes the branch
for programming the “enable/disable” features, the
branch for programming the siren control features, and
the branch for programming the remote control fea-
tures, The first branch includes here three possible fea-
tures, the sensor programming function, the automatic
lock enable/disable, and the passive arming enable/dis.
able. The siren control branch includes four possible
functions, the FACT enable/disable, the siren and entry
delay duration selection, the personalized siren pro-

gramming and the chirp enable/disable functions. The
remote contrel branch includes three remote control
programmable functions.

The installer program mode branch includes five
functions, programmable door trigger polarity, the
BURGLAR-BURGLAR feature enable/disable and
the door lock control signal duration fearure, the sensor
test feature and the interior light pulsation feature.

Both the user and installer programming mode are
entered using the same three-position switch, which has
an off position, a latched-on position (the valet switch
or position) and & momentary-on, spring-loaded-
toward-the-off position (the program switch or posi-
tion). However, the user mode is entered by, within ten
seconds of turning the ignition switch on, holding the
program switch on until a chirp is heard. A branch must
be selected within one minute, by toggling the program
switch once, twice or three times, to select the first
second or third programming function in this branch as
desired, and then toggling the valet switch to the on
position and then off 1o enter this data. The system will
sound the same number of long chirps as the number of
the function selected in this manner. Then once a
branch has been selected, a particular function within
the selected branch must be selected within one minute
by the same procedure, ie., by toggling the position
switch the same number of times as the preset reference
number associated with the desired function, and enter-
ing this data by toggling the valet switch. The system
will pravide short acknowledgement chirps indicating
the function selected.

To enter the installer program mode the program
switch is toggled three times to the on pasition within
ten seconds of the ignition switch being turned on. The
system will sound three chirps indicating that the in-
staller programmable mode has been selected. The de-
sired function within this program branch is then se-
lected in the same manner as described above with
respect to the user programmable function selection
once a branch has been selected.

The ENTER PROG function {step 426 of FIG. 7) is
shown in further detail in FIGS. 15A-U. At step 705,
the 5 second program qualify timer (started at step 586,
FIG. 12A} is checked. If its state has reached “0,” oper-
ation returns ta the main loop. If the counter has not
reached *0,” then the program switch 77 is checked at
step 706 to determine if it is being held to the on posi-
tion. If so then the user program mode is called at step
707. If the program switch is not being held on, then if
the program switch has been toggled three times at step
708, the instalier program mode is entered at step 709.

The user programmable mode branch selection is
shown in FIG. 15C, where at step 710 the system
sounds the acknowledgement chirp indicating that the
user program mode has been entered as described
above. Steps 711, 713 and 715 indicated decisions as to
whether the enable/disable feature branch (branch 1),
the siren control branch (branch 2) or the remote con-
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trol branch (branch 3) was selected by the aser. The
selected branch is called at corresponding steps 712, 714
and 716. Upon return from the branch acknowledge-
ment chirps are sounded if the user branch program-
ming is completed (steps 717 and 718).

FIG. 15D represents the function 712 (FIG. 15),
showing the selection of a particular function within the
enable/disable branch. Thus, at step 720 an appropriate
number of chirps is sounded, one chirp for branch 1, and
at steps 721, 724 and 727 the program/valet switch is
monitored to determnine when a particular function is
selected for programming. If the programmable sensor
function is selected (step 721), then the ncknowledge-
ment chirp for this selection, here one chirp, is sounded
and the PROG SENSOR routine s called, If the auto-
matic locking enable/disable feature is selected (step
724), then two chirps are sounded (step 725) and the
PROG AUTO LOCK routine is called (step 726). If the
passive arming enable/disable feature is selected (step
727), then three chirps are sounded (step 728) and the
PROG AUTO ARM routine is called (step 729).

FIGS. 15E-G illustrate the PROG AUTO ARM,
PROG SENSOR and PROG AUTO LOCK routines
respectively. For example, the PROGRAM AUTO
ARM routine commences with the sounding of a single
chirp as en acknowledgement that this routine has baen
selected (step 730). At siep 731, the program switch 77
is checked and if on, the passive arming feature is dis-
abled (step 732). If the program switch is not on, then
the valet switch is checked (step 733) and if on, the
passive arming feature is enabled (step 734). The PROG
SENSOR routine and the PROG AUTOQ LOCK rou-
tines operate in a similar manner. The purpose of the
PROG SENSOR routine is to put a programmable
sensor device in its program mode for programming its
sensitivity to vibration and shock. Such a sensor is de-
scribed in the patent application entitled “Programma-
ble Sensor Apparatus,” Ser. No. 07/230,260, filed Aug.
9, 1988, by Ze'ev Drori and Moti Segal, U.S. Pat. No.
4,845,464

FIG. 15H shows a flow chart of the siren control
branch selection, which operates in a similar fashion to
the enable/disable feature branch selection shown in
FIG. 15D. The features which are programmed
through this branch are FACT (FIG. 15I), the entry
delay and siren duration feature (FIG. 151}, the person-
alized siren tone (FIGS. 15K &nd L) and the chirp ena-
ble/disable (FIG. 15M).

The FACT feature has been described above with
respect to FIG. 13G. As illustrated in FIG. 15], the user
may enable or disable this feature during the user pro-
gramming mode.

FIG. 15) illustrates the user programming of the
entry delay and the alarm siren cycle duration. This
feature allows the user to program the desired entry
delay and siren duration.

FIG. 157 illestrates the SIREN TONE routine, the
personalized siren programming feature, wherein the
user can personalize the particular siren sound by pro-
gramming a siren sound to comprise a series of “dots”
and “dashes.” FIG. 15M shows the PROG CHIRP
routine, which permits the user to disable the sounding
of chirps normally indicating the arming or disarming
of the system. These features are descnbed more fully in
U.8. Pat. No. 4,887,065.

The programming feature selection for the third

- branch, the remote control branch, is shown in FIG.

15N, There are three functions in this branch, all involv-
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ing the programming in the system controfler memory
of remote transmitter codes, as described in pending
patent application entitled “Electronically Programma-
ble Remote Control Access Systems,” Ser. No.
07/094,395. In this embodiment there are four channels,
each of which-may be programmed to be responsive to
a plurality of transmitter codes for performing a given
function. For example, channel 1 arms and disarms the
system. Channels 2-4 may be used for other purposes,
such as to open the trunk lid remotely, and the like, The
routines PROG CH1/CH2, PROG CH3/CH4, and
PROG CH3+CH4 are shown in FIGS. 150-15Q.
Thus, FIG. 150 shows the selective programming of a
particular code for sither channe! 1 or 2, FIG. 15P the
selective programming of a particular code for either
chanrel 3 or 4, and FIG. 15Q shows the selective pro-
gramming of codes under either channel 3 or 4 to actu-
ate channel 3 (to allow more codes to entered for chan-
nel 3.)

FIG. 15R shows the selection process for selecting
the features to be programmed in the installer program
mode. There are five features, the door trigger polarity
routine (FIG, 158), the BURGLAR-BURGLAR rou-
tine (FIG. 15T), the door lock pulse duration routine
(F1G. 15U), the sensor test feature and the interior light
pulsating feature (FIG. 15V).

The door trigger polarity (active high or low) for the
particular vehicle is programmed by the installer by
opening the vehicle door and selecting this feature for
programming. By setting or clearing the POS DOOR
flag automatically, the system is programmed to re-
spond to the appropriate door trigger polarity.

FIG. 15T shows the selective enabling or disabling of
the BURGLAR-BURGLAR feature by the instalier.
FIG. 15U allows the installer to select either a standard
(typically) one-second output pulse duration for activat-
ing the vehicle power door locking and uniocking, or a
long pulse duration (typically 3 seconds) for vehicles
employing 2 door Jocking system requiring such longer
length pulses.

From the foregoing, it is apparent that the various
features of the system may be easily accessed during the
program mode to enable, disable or program the vari-
ous features of the system described above. For exam-
ple, say that the user wishes to access the “auto arm™
feature. Afier entering the user program mode, the user
simply enters *1” to select branch 1, and then enters *3”
10 selecs the “auto arm” feature, The user then puts the
switch 77 to the valet position to enable this feature.
The preassigned number designations for the branches
and features within each branch may typically be set
forth in a user’s manual accompanying the system. The
manner in which the installer program mode is selected,
as well as the features selectsble in this mode, may be
described in an installation manual which need not be
given to the system usar,

FIG. 15V allows the installer to enable or disable the
interior light pulsate feature, wherein the interior light
is cycled on and off during an alarm cycle.

Upon completion of the program mode, operation
returns to the the main loop.

The BATTERY CHECK function module is shown
in FIG. 16. This module prevents the system from
draining the battery when an alarm condition is de-
tected. The DOME LIGHT function module is shown

-in FIG. 21. The purpose of this module is to provide the
capability of turning the vehicle courtesy light on and
leaving it on for a predetermined period of time after
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the system has been disarmed, or until the ignition
switch is turned on. The next function petformed dur-
ing the main loop (FIG. 7} is the ENGINE CONTROL
function (step 434), shown more fully in FIG. 18. This
function allows the vehicle engine to be disabled from
unauthorized starting. Each of these functions is de-
scribed more fully in the referenced U.S. Pat. No.
4,887,064,

Referring now to FIG. 19, the output protection
circuitry comprising the invention is shown. FIG. 19 is
a simplified form of FIG. 3, with many of its elements
omitted for the sake of simplicity and clarity of descrip-
tion of this facet of the invention. Thus, the system
includes a microcomputer 70" which receives sensor
and trigger data at terminals P1'-Pn’. The microcom-
puter 70 controls a plurality of output devices by set-
ting the states of output terminals P11'-Pln’. Thus, for
example, terming! P11 may control an output circnit
comprising FET transistor 236’ which in turn drives the
alarm siren through line 230°. Thus, the output P11’
gates the FET transistor on or ofl. When the transistor
is gated to the conductive state, the current through the
drain to source regions of the FET is largely dependent
on the impedance of the siren or other controlied de-
vice. If line 230" is inadvertently connected to +12
volts during installation and the transistor is gated on, a
large destructive current will flow through the FET
device, quickly resulting in damage to the device,

In accordance with the invention, a current sensing
circuit is employed to provide a high current signal to
the microcomputer 70° which acts on this information
to turn off the output controlling the current handling
clement, thereby preventing damage to the FET, Thus,
node X provides the potential difference between the
FET drain and the source connection to chassis ground,
Vps. As is well known, the drain to source potential
difference is a measure of the current flow through the
device when the device is gated to the conductive state
by an appropriate potentisl applied to the device gate
connection, since there is some resistance in the devics.
The current sensing circuit generates a high current
warning signal when the voltage V pgexceeds a prede-
termined level.

As shown in FIG. 19, the potential at node X is cou-
pled through resistor X and diode X3 to the base of
transistor X4. Node X5 is connected to the transistor
emitter and to a biasing resistor X2. Node X5 is at the
logic ground for the system. A logic ground (L.G.)
circuit is connected to the chassis ground plane and
includes a pair of diodes connected in parallel but in
opposite sense. As a result, the logic ground plane is at
a potential one diode junction drop or about 0.6 volts
above the chassis grouad piane. Thus, with diode X3 in
series between the node X and the gate of transistor X4,
and with the emitter at a 0.6 volt potential above chassis
ground or the potential of the FET source, a voltage
Vopslevel of at least about 1.2 volts is required to gate
the comparator transistor X5 to the conductive state.
With terminal L of the microcomputer 70’ connected to
the collector of transistor X5, an active Jow state of the
terminal L will indicated the high current condition.

The microcomputer 70" periodically and frequently
checks the status of the current sense terminals includ-
ing terminal L, when call the routine OUTPUT PRO-
TECTION in the main loop (FIG. 7) and when an
active signal is sensed, the corresponding output termi-
nal, here P11 is tumed off, thereby preventing perma-
nent damage to the output device 246".-
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It will be appreciated that other current sensing cir-
cuits may be employed to achieve the function, £.g.,
with cutput devices other than FETs.

It is understood that the above-described embodi-
ments are merely illustrative of the possible specific
embodiments which may represent principles of the
present invention. Other arrangements may readily be
devised in accordance with these principles by those
skifled in the art without departing from the scope of
the {nvention. .

What is claimed is:

L A wvehicle security system comprising means for
detecting attempted intrusions to 2 vehicle when the
system is put into the armed mode, means responsive to
indications of a detected intrusion for activating an
aundible signal generating device for a predetermined
alarm cycle duration, said means responsive to indica-
tions of a detected intrusion resetting after expiration of
said duration o as to be activated again in the event of

10

24
said means for activating the audible alert generat-
ing means,

4. The system of claim 3 wherein said at least one
sensor or trigger device includes a door trigger for
generating a trigger device active signal when a door is
open, whereby a continuous defect in said trigger, or
the leaving of said door open, will, after activating said
audible ajert generating means said predetermined num-
ber of alarm cycles, no longer result in activation of said
audible alert generating means, thereby minimizing
noise pollution which would otherwise result from fur-
ther activation and conserving battery power of the
vehicle.

5. The system of claim 3 wherein said at least one
sensor or trigger device includes a vibration semsor
device, whereby repeated activations of the vibration
sensor device will, after activating said audible alert
generating means said predetermined number of alarm
cycles, no longer result in activation of said audible alert

another intrusion after the first of said detected intru- 20 generating means, thereby reducing the attendant noise
sions, and means for disabling, until said system has  pollution and conserving battery power of the vehicle.

been disarmed and rearmed, further operation of said
audible signal generating device in response to indica-
tions of a detscted intrusion from said detecting means
after said audible signal generating device has been
activated by said detecting means a predetermined cu-
mulative time interval after the system has been put into
the armed mode, said cumulative time interval being
longer than said alarm cycle duration, thereby recucing
the noise pollution which might otherwise be created
by a repetitive alarm condition.

2. The system of claim 1 wherein said predetermined
time interval is the time duration of a predetermined
number of successive alarm cycles.

3. A vehicle security system which does not continu-
ously cycle through alarm cycles due to a constantly or
repetitively active sensor or trigger device, comprising:

at least one sensor or trigger device for sensing an
intrusion event and providing a device activated
signal when the event is detected;

means for generating audible alarm alert signals in
response to appropriate alert control signals;

a controller for controlling the operation of said secu-
rity System so that said system may be operated in
an armed mode wherein said controlier monitors
said at least one sensor or trigger device and gener-
ates the appropriate alert control signals to cause
said audible alert generating means to issue an andi-
ble alarm alert signal of an alarm cycle duration in
response 10 said device activated signal, or in a
disarmed mode wherein said system is disabled
from generating said alarm alert signals, said con-
troller comprising:
means for monitoring the number of alarm cycles

activated since the system was placed in the
armed mode and preventing said audible alert
generating means from activating further audible
alarm alert signals after said number exceeds 2
predetermined number;

wherein said means for preventing said audible alert
generating means from activating further audible
alarm alert signals comprises means for monitoring
the number of consecutive times one of said sensor
or trigger devices is tripped and disabling said
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6. The system of claim 3 wherein said at Jeast one
sensor or trigger device comprises:

a sensor device for sensing an intrusion event and
providing a sensor device activated signal when
said event is detected: and

a trigger device for indicating the open/close status
of one or more of the vehicle's accessible compart-
ments and providing a trigger device activated
signal when said one or more compartments are
open;

wherein said controller generates said appropriate
alert control signals in response to either said sen-
sor device activated signal or said trigger device
activated signal; and ) . :

wherein said means for preventing said audible alert
generating means from activating further audible
alarm alert signals comprises means for monitoring
the number of consecutive times one of said sensor
or trigger devices is tripped and disabling said
sensor or trigger device from thereafter activating
said means for activating the audible ajert generat-
ing means, without disabling the other of said sen-
sor ot trigger devices from thereafter activating
said means for activating the sudible alert generat-
ing means.

7. A vehicle security system which may be armed or
disarmed by a remote contro] transmitter, ang which is
operable to automatically rearm the system a predeter-
mined time interval after disarming by remote control if
none of the vehicle doors has been opened, comprising:

vehicle antitheft means;

a remote contro] transmitter for generating an en-

coded signal;

means operable when the system is armed and re-
sponsive to receipt of said encoded signal for dis-

" arming said system; and -

means for antomatically rearming said systen in the
cvent none of the vehicle doors is opened during a
time interval of predetermined length afier said
system is disarmed by said remote control transmit-
ter.

8. The system of claim 7 wherein said means respon.

sive to receipt of said encoded signa! for dissrming said

SEDSOr Or trigger device from thereafter activating 65 system further comprises means for automatically un-

said means for activating the audible alert gencrat.
ing means, withour disabling the other of said sen-
sor or trigger devices from thereafter activating

locking one or more of the vehicle doors, and said
means for antomatically rearming said system further
comprises means for automatically locking said one or
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more vehicle doors when said system is automatically
rearmed.
9. The system of claim 8 wherein said system further
comprises means for arming said system in response to
receipt of said encoded signal generated by szid trans-
mitter, and means for locking one or more of the vehicle
doors when the system is armed in response to receipt of
said encoded signal. :
10. The system of claim 9 wherein receipt of said
encoded signal when the system is in the disarmed state
results in the arming of the system, and wherein receipt
of said encodled signal when the system is in the armed
state results in the disarming of the system.
11. The system of claim 8 wherein said system further
comprises means for arming said system in response to
receipt of a second encoded signal generated by said
transmitter, and means for locking one or more of the
vehicle doors when the system is armed in response to
receipt of said second encoded signal.
12. A vehicle security system, comprising:
at least one sensor device for sensing attempted tam.
pering with said¢ vehicle and generating & “sensor
active” signal when the sensor device is tripped;

at Jeast one trigger device for monitoring the open/-
closed status of one or more of the vehicle access
locations, and providing a “trigger active” signal
when said location has an opened status;

a first alert means for generating a first type of alarm

alert signal in response 1o a first alarm event signal;
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a second alert mesns for generating a second type of
alarm alert signal in response to a second alarm
event signal;

means for selectively arming or disarming said secu-
rity system; and

an electronic controller for controlling the operation .
of said security system, said controller responsive
to said “sensor active” and “trigger active™ signals
while said system is armed for generating said first
and sccond alarm event signals under predeter-
mined conditions, said controller comprising:
means responsive to receipt of the first said *sensor

active” signal after said system is armed for acti-
vating said first alert means to generate said first
type of alert signal for a limited time duration;
means responsive to at least said first “sensor ac-
tive” signal after said system is armed for activat-
ing said second alert tmeans for a limited time
duration if said “trigger active” signal is gener-
ated within a predetermined time interval after
receipt of said first “'sensor active” signal.

13. The security system of claim 12 wherein said first
alert means comprises a siren.

14. The security system of claim 12 wherein said
second alert means comprises means for generating 2
voice synthesized message.

15. The security system of claim 12 wherein said
controller further comprises means for bypassing said
sensor device after receipt of said first “'sensor active”
signal so that second and subseguent receipts of said
“sensor active” signal do not result inactivation of said
first alert means.
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ADVANCED AUTOMOTIVE AUTOMATION today’s sensors and the high sensiiivity to which the user
AND SECURITY SYSTEM wishes them to operate, it is not uncommon for a sensor to
develop some periods of instability, paricularly with
BACKGROUND QF THE INVENTION changes in the environmental conditions. Most of today's

1, Field of the Invention

This invention relates to the field of security systems for
monitoring restricted areas, such as in and around a vehicle.
More particularly, it relates to a vehicle security system
providing more features, greater range of operator-system
interface, and more user-friendly operation than those sys-
tems in the prior art,

2. Description of the Prior Art

Electronic security systems have been in use for many
years moniloring or controlling access to secured or
restricted areas. These security systems normally use severa)
sensors or trigger devices for monitoring an area of restric-
tion. Normally a central controlier monitors these devices
and takes the appropriate action required by upon receipt of
an input from one or more sensors. Examples of such
security Systems would include vehicle and home or busi-
ness security systems. In today's art many of these security
systems are controlled by a radio frequency pulse-width-
modulated remote-control transmitter. The pulse-modulated
radio frequency remote-control transmitter signal is digitally
encoded to match the coding of the central controller's
decoder, thereby restricting access of the security system to
the allotred operators.

Security systems are no longer jusi security systems, but
personal convenience systems as well. Vehicle security
systems today offer the operator many new, advanced fea-
tures that were not even considered a few years ago. Today
the radio frequency remote-controlled vehicle security sys-
tem provides remote door locking/unlocking, remote trunk
release, remote window roll up/down, and remote vehicle
starting, to mention a few of the newer features.

Most remote-controlled security systems today use both
an andible and a visual arm/disarm notification cignal 1o
verify arming and disarming of the security sysiem. On
many occasions, this would be considered a nuisance
because it could disturb people in an apartment complex, in
a parking garage, or any residence when someone arrives in
late at night. Most vehicle security systems today have some
method of permanentiy disabling siren chirps (audible noti-
fication signals), but this does not give the user the flexibility
of choosing when to generate audible notification signals. A
few security systems accomplish this by a radio frequency
remote-control transmitier, but those lose something in the
process. One such system delays the chirps (remote RF
signal confirmation) umtil a second input on the control
channel is received or not received (the arm/disarm notifi-
cation is just delayed). Another uses a second remote chan-
nel to disable the chirps, but loses use of that channel for
other purposes.

As of today no known security system uses a light sensor
1o control the vehicle’s light systems. There are light sensor
products for vehicles on the market, but none are built into
2 security system. Some use a Yight sensor to turn on lights,
others turn on lights when the wipers are turmed on, and
some usc a light sensor in vehicle convenience systems.

Most security systems with input diagnostic and bypass
capabilities allow as many as 10 full alarm trips, triggered by
ope input, before disabling that input. If an alarm cycle is
reset by the security system’s remote-control transmitter, the
input is re-enabled; and there is no timer to re-enable the
input if the input stabilizes or the environment changas. With
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sccurity systems do not allow a sensor back into the sysiem
once it has been disabled until the security system is
disarmed and rearmed.

In preseni-day security systems, a *hidden” switch may
be manipulated by the owner to turn off the security system
and allow the remote-control transmitter 10 be used only to
lock and unlock the doors. This is called the “valet” mode
and is used for vehicle servicing, etc. Valet mode is a set
coadition of the security system in which the operator may
have control of convenience features, but all alarm functions
and outputs are disabled.

One of the convenience features of today’s remote secu-
rity systems is the capability to add a remote car starter, This
ailows operators in extreme cold climate areas to rermote-
start their vehicles to prevent engine block freezing, and to
start their vehicles in the moming to warm the vehicle.
During het periods, operztors may pre-cool their vehicles
before they get in to drive. Usually when a vehicle is started
by remote control, the security system must be disabled in
some manner, otherwise the vibrations, voltage surges, and
movement of the vehicle, would activate the alarm.

The programming of operational functions on most of
today’s security systems is accomplished through switches,
jumpers, and input/output selection. This means the uger or
installer, if required, must access the control module to
change any of the operational functions of the security
system. This is 4 nuisance in that most times the coatrol
module is buried under the dash, under a seat, or behind 2
kick panel. This limitation of the user interface with the
system is 2 major problem with today's security systems.

The testing of one of today's complex security systemn’s
installation can be a long and tedious task. The installer must
check all the inputs to make sure that they are properly
connected. He or she must also check all of the outputs to
verify that they operate properly. They also must check that
the security system has proper range for the RF remote-
conirol transmitter. One existing system has a built-in test
mode which is referred to as a “real time zone monitoring
diagnostic mode” and a “RF performance mode”. However,
in these cases the installer requires assistance on the inside
of the vehicle to monitor the LED or speaker. Other security
systems have to be continually armed and disarmed while
these tests are conducted. This is a tedious task, but it also
could be damaging (o the securily system or vehicle since
each time a security system is armed or disarmed the doors
are locked or unlocked, the lights flash, and the siren chirps.

As stated in previous patents, one way an intruder gains
access to a secured area is to remove and restore power o
the security system, which on many older security systems
will leave the security system inactive. Most of today’s
security systems will restore to full 2larm mode when power
is reapplied, unless a certain condition is preset before power
is restored.

The audible chirps or synthesized voice signals of today’s
security system are quite loud in a low-noise environment,
which can be a nuisance under many siluations, These
audible signals are always of the same intensity day or night,
in a busy parking lot, in a hospital zone, etc. Some security
systems have the capability to completely silence these
audible signals, but none have the capability to reduce the
volume of these audible signals within the control module.

SUMMARY OF THE INVENTION

This invention is a automotive automation/vehicle secu-
rity system that gvercomes aft of the problems described
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above, It provides more features, greater range of aperator-
system interface and more vser-friendly operation than those
systems in the prior art.

The problem of the chirps creating a nuisance is overcome
in the disclosed security system by a means for silencing the
gecurity system arm/disarm notification chirps from the
system’s remote-control wransmitter. When the programmed
channe} 2 remote-control signal is confirmed, the controller
starts a 5-second quiet period, during which, if a security
system arm/disarm occurs, no audio notification signal out-
pat will be generated. Therefore the security sysiem arm/
disarm notification will be indicated entirely by the system’s
visual devices (running lights will flash and the status of the
LED output will change).

The problem of a full alarm response being 2 nuisance is
overcome by the security system providing multiple levels
of sensor inpui, which in turn causes the controller to
generate muitiple levels of alarm output. With the lowest
level of threat, the first level of sensor input will never cause
the security system controller to generate a full audio and
visyal output. The maximum response 1o any activation of
this inpet is several seconds of siren chirps or synihesized
voice message. The sccond level of input will always
respond to the first activation of the second level input
within any shert period, such as 10-seconds, with the same
output as the lowest level of threat input above, but any
subsequent input within the 10-second window initiated by
the first (second level) input will cause the controller to
generate a full alarm response. This feature of the invention
fully utilizes the capability of many of wday's dual-level
sensors. The third Ievel input {the door input) {s a two step
input in that the first Several seconds of glarm are siren
chirps or synthesized voice message, after which wil) always
follow the full siren alarm mode, unless the security system
is disarmed by the user. The fourth level of input is the
normal alarm instant input, which initiates 2 full alarm mode
immediately upon being activated.

The security system of the invention introduces a new
feature that increases the convenience of automotive auto-
mation/security systems. It uses a light-sensor input to allow
the security system controller to control the vehicle's light
systems. The Nite-Lite feature uses the light sensor to
measure the level of light to control the light systems of the
vehicle under various circumstances. The security system
also controls the lights under other circumstances associated
or not associated with light sensor.

In daytime, the only lights that are terned on are the
running lights, which are Aashed during the full alarm mode
and when the security system is armed or disarmed; with the
exception that when the windshield wipers are turned on,
they override the light-sensor contro! and turn on the head-
lights and the running lights for driving during reiny con-
ditions. At night or under low light conditions; the head-
lights, running lights, and dome lights could be tumed on;
depending on the mode of operation. While driving, the
headlights and running lights tum on automatically when the
light leve! drops beiow the light-sensor lights-on-threshold,
and off when the Tight level goes above the lights-off-
thresheld. When the security system is armed, the headlights
and running lights turn on for 20 s¢conds. Upon disarm, the
headlights and running lights twrn on for 20 seconds, and the
dome lights tum on for 60 seconds or until the ignition is
turned on. During a full alarm mode, the headlights tum on
and the running and dome lights flash. When the ignition is
turned off, the lights g0 out for 5 seconds if on, thea the
headlights and running lights tura on for 20 seconds. If any
lights are an when the ignition is turned on, they will tum
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off; five seconds later, the headlights and running lghts will
turn on for driving.

The problem with temporarily disabled sensors and the
prior-art approach to remove them from the security loop is
solved in this invention by the addition of circuitry that
re-analyzes the unstable sensor at a later time and ther, if the
sensor i3 found to be stable, the sensor is returned to the
system. If any prolonged sensor instability is detected, that
sensor is bypassed for a stable period of one hour. If the
sensor input in question activates the fufl alamm mode three
times in one bour, that input is bypassed upon the next
sctivation without entry into the ful} alarm mode. If the input
stabilizes for a period of one hour, it is re-gnabled. If the
bypassed input is activated inside that one-hour window, the
one-hour timer is reset to one hour and restarted. The cnly
way the bypass flag can be reset is for the timer to expire or
for the ignition to be turned on while the security system is
disarmed. Even if the security system is reset while in the
full alarm mode via the system’s remote-contyo] transmitter,
the bypass counter would be incremented and if the count
was then four, the bypass flag for this input would be set,
bypassing the input in question.

Another problem solving feature of the invention includes
means for placing the security system in “valet” mode or
removing it from “valet” mode using the remote-control
transmitter and one of the vehicle’s doors, This is accosm-
plished by opening a door of the secured vehicle and
transmitting remote control signals from channel 1, then
channel 2 within two seconds, and again channel 1 within
two seconds, This toggles the valet mode; if valet is on, it is
tumed off, or if valet is off, it is umed on.

The problem of losing security and safety while remote
starting a secured vehicle is solved by this invention. This
invention allows the user to remote start the vehicle while at
the same time continues to provide full security to the doors,
trunk, hood and windows. Thus remote starting may be
provided with real security and safety being continued on
the vehicle. If the security system is armed when the
remote-control transmitter car-start signal js initiated, the
security system will bypass some of the sensors before
1ssuing the car start output signal. If the secuyity sysiem is
disarmed when the remote-control transmitter car-start sig-
nal is initiated, the security system will lock the vehicle's
doors before generating the car-start output signal, giving
the user more security and safety. This feamre requires a
remote car-start control module for implementation of the
remote car-starting and may be user-programmed to main-
tain security and safety when the car start output is gener-
ated.

An additional problem solving feature of the invention is
the means for using the remote-control transmifter and valet
swilch located within the cabin to program, system. Once
eniered into the function programming mode, the user may
depress the valet switch to select the function to be pro-
grammed, then toggle that function by using the remote-
cositro ransmitter. The security system will generate siren
chirps, to indicate the mode of the system operational
function: one chirp to signify factory default and two chirps
to signify an alternate mode. By depressing the valet switch,
motnted on the dash, and transmitting with the remote-
conirol transmitter, all system-programmable operational
functions may be selected and programmed, This overcomes
the need to access the control module to change system
operational function programming, which in most cases with
today's security systems would require the user return the
velticle to the dealerfinstaller,

The installer benefits most from the next feature of this
invention because he or she will pot require any assistance
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in testing the installation, The user also benefits in that the
installation may be tested quickly and efficiently reducing
the cost of the installation. Means are provided for the
security system to be tested using a highly advanced instal-
lation test mode. The security system-test mode is eritered by
generating certain inputs in a predetermined sequence. For
instance, the user or installer may undertake a simple
program, such as disarm the security system, press and hold
the dash mounted valet switch, turn on the ignition, turn off
the ignition, release the valet swiich, then press and release
the valet switch once more enter the “test” mode. The
disclosed security system will respond with one long chirp
to indicate it has entered the test mode, While in the test
mode, the user may test any of the operational inputs. The
security system will respond with a siren chirp when the
input goes active, and another siren chirp when the input
goes inactive. At the same time, the security system’s
light-emitting-diode will indicate the last two inputs acti-
vated. By using the remote-control transmitter’s channel 1,
the user may select one input {o test, which will disable all
the other inputs. The user can step through all the inputs in
this mode by pressing the remote-control trangrnitter as
many times as the zone of the input to be tested. Ore of the
most imporiant features of the security Sysiem test mode is
the remote-control transmitter range test.

System radic frequency remote-control transmitter range
is a major problem with some installations due to interfer-
ence from inside the vehicle or the placement of the conirol
modale, which contains the RF receiver. The RF range test
is accomplished by transmifting 2 control signal on any
remote channei other than channgl 1. As long as one of these
auxiliary remote-contrel transmitter inputs is active, the
security system will respond by generating a siren chirp
once a second. This allows the vser to test the range of the
system by walking away from and around the vehicle while
pressing one of the remote-control ransmitter buttons.

A problem soiving feature of this invention is the resto-
ration of the security system’s operaticnal mode after a
power failure, At power-down, all pertinent data is stored in
permansnt memory. At power-up, this data is restored to the
system's random access memory and registers before the
system’s program is restarted. This featre allows the secu-
rity system to be restored to the exact same conditions that
existed at power-down, If the security system was in the
armed mode at power-down, it will return to the armed mode
when power is restored.

A nuisance reducing feature of this invention is to lower
the output volume of the siren chirps by varying the duty
cycle of the siren power supply during the chirps. This
invention also includes two means by which the security
system can reduce the output voltage/power at the siren
output 1o generate lower volume chirps, The volume of the
output chirps may be fixed in the security system at 2 certain
power duty cycle, controlled by security system program
switches, or remotely controlled/selected with the system
remote-contro} iransmitter. In this way, the invention is
extremely useful in and around hospitals and in other areas
requiring the arm/disarm messages lo be issued quietly. The
user has the ability to change the decibel level of the audible
amvdisarm notification outputs &s well as to turn them off,
using the hand-held remote-control transmitter.

Accordingly, the main object of this invention is a vehicle
security System that provides the user with a better interface
1o the system, allowing him or her to sclect of a wide variety
of unique features not easily accessible in existing security
systems. Other objects of the invention include a vehicle
security system that allows the user to turn off the audible
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arm/disarm notifications by using the hand-held remote-
control transmitter; a security system with several levels of
sensor inputs that cause the controller 1o generate several
levels of alarm output; a security system with a light sensor
input and other inputs to control the vehicle light systems; a
security system thal provides means for re-analyzing an
unstable sensor to determine if it's stability has returned and
return it to the security system if it has; a security system
where the user may enter and exit the valet mode vsing the
remote-control transmitter and one of the vehicle doors; 2
security system thal provides a remote start ouiput while
maintaining maximum security and safety; a security system
that allows the user to program system operational functions
using the remote-control transmitter and the valet switch; a
security system that allows the installer or user to test the
systemn’s operational inputs and the system's RF remote-
control transmitter range with minimal effert; a security
system that restores security to pre-power fail conditions
when power is restored; and a security system that has the
means for generating variable volume arm/disarm notifica-
tion chirps.

These and other objects of the invention may be found
from a close reading of the Description of the Preferred
Embodiment tzken along with the drawings appended
hereto. The scope of protection sought by the inventors may
be gleaned from a fair reading of the claims that conclude
this Specification.

DESCRIPTION COF THE DRAWINGS

FIG. 1 is a simplified block diagram of a automotive
antomation/security system comprising this invention;

FIGS. 2A and 2B are schematic diagram of the control
module of the security system depicted in FIG. 1, less the
radio-frequency receiver;

FIGS. 2C and 2D are schematic diagrams of two alternate
embodiments of the soft-chirp cutput feature;

FIG. 3 is a schematic diagram of the radio-frequency
receiver section of the control module depicted in FIG. 1;

FIG. 4 is a schematic of the radio frequency remote-
contro] transmitter depicted in FIG. 1;

FIGS. 5A and 5B are flow charts of the means for deleting
chirps/soft chirps using the remote-control transmitter with-
out losing any of the security systems other functions;

FIGS. 6A, 6B and 6C arc flow charts of the featurs
allowing multiple levels sensor inputs controlling multiple
levels of output device notification;

FIGS. 7TA-TH are flow charts of the means for using a
light sensor input to a security system, allowing the system
controller to control the vehicle's light systems;

FIGS. 8A and 8B are flow charts of the means for
monitoring the input sensors of the security system, to
bypass them after a prolonged period of instability and, after
& given period of stability or when the ignition is turned on,
while the security system is disarmed, readmit them (o the
sysiem,

FIG. 9 is a fiow chart of the means for entering or exiting
“valet" mode using the security system’s remote-control
transmitter;

FIGS. 10A-10C are flow charts of the means for remote-
starting the vehicle while maintaining maximum security
and safety,

FIG. 11 is a flow chart of the means for programing the
selectable operational fuactions using the remote-control
transmitter;
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FIGS. 12A, 128 and 12C are flow chart of the means for
testing a security system insiallation and its radio-frequency
remote-control transmitter range;

FIGS. 13 and 15 are flow charts of the means for restoring
a security system status after 2 power disconnect; and,

FIGS. 14 and 16 are flow charts of the means for
generating soft chirps by pulsing the siren output during
chirps or redacing the siren output voltage/current during
chirping.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

FIG. 1 represents a simplified block diagram of the
primary functional components of the automotive automa-
tion/security system of this invention. This invention may be
used in other areas and the description of its use in a vehicle
should not be taken as limiting it in any way. The security
system generally involves the interaction between a user and
the system controller to obtain the various functions and
features of the invention. This invention includes a radio-
frequency (RF) remote-control transmitter 25 and 2 control
module 29. Contro! module 29 includes & RF receiver 33,
" which receives a digital encoded signal transmitted via
receiving antenna 31 from remote-control transmitter 25 via
its antenna 27. Controller 35 and an external electrically
programmable and erasable read-only memory EEPROM
37. The incoming digital signal code is either presented
directly to controller 35, for decoding, or &s an alternate
means to a system integrated circuit decoder for decoding to
give the proper channel output corresponding to the trans-
mitted channel.

The user may employ a plurality of system hardware to
generate inputs, generally shown along the left side of
controller 35, for communicating commands to the control-
ler. Such hardware may include program switches, jumpers,
or jumper pins, valet switches, ignition switches, and door
switches. Most commands are communicated to the control-
ler during aormal use of the vehicle, such as wming the
ignition on or off and opening or closing the vehicle door.
The remote-control transmitter 25, in the hands of the
operalor Or uscr, can issue operations, operational function
programming, and operational testing commands to control-
ler 35, These commands include a stream of 29 binary bits
of data that are assembled in 2 fixed sequence to form the
particular user code for a given command. These codes are
preset by programming either by the manufacturer, the
installer or the user.

The vehicle battery supplies power 10 the controi module
29. The vehicle provides a nominal 12.6 volts direct corrent
(DC) power to all powered inpuls to the control module.
Power supply 39 filters and regulates the power to supply
either 5 or 12 volts as required to components of the control
module. The RF receiver 33 power is further isolated and
filtered by an additional resistar and capacitor (RC) filter 41.
The remote-control transmitter 25 is powered by either a
9-veolt or 12-voli miniature alkaline battery.

Remote-control transmitter 25 as shown in FIGS. 1and 4,
in the most preferred form, provides a pulse-width-modu-
lated radio frequency signal, wherein an RF carrier at some
predetermined frequency is meduiated (tummed or and off by
variable pulse widths) by pulses from an internal encoder-
imtegrated circuit 529. Remote-contrel transmitter 25 is
comprised of the channel selection section 500, the transmit
indicating LED 517, the battery 519, the encoding section
520, and the RF transmitting section 534. As is well-known
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in the art, remote-control transmitter 25 is normally actuated
by depressing one or more switches 501, 503, 505, or 507,
located in the remote-control ransmitter 25 casing, to gen-
erate a distinct RF signal encoded with the information from
encoder integrated circuit §29.

Encoder 529 generates a 29-bit binary digital code; the
pulse width of each pulse determines if the code bit is a zero
or & one. The specific code of a particular remote-control
transmitter 25 is determined by 12 winary inputs controlled
by cutting traces 523 and the remote-control transmitters
switches 501-7. An optional resistor 525 and switch 527
allow the user to double the output channel capability of
remote-control transmitter 25. LED 517 indicates when the
remote-control transrnitter 25 is active. Battery 519 supplies
power through LED 517, channel selection section 560, to
encoding section 520 and RF transmitting section 534. A
resistor 521 protects the bartery from a dead short if neither
a positive nor a negative trace is cut on one of the encoder
trinary-input coding pins. A clock-adjust resistor 531,
conpled to encoder 529, controls the width of all outpui
pulses.

Ap output drive resistor 533, coupled to encoder 529,
passes drive current to the base of the remote-control
transmitter’s RF osciliator transistor 543. RF transmitling
section 534 comprises a Colpitts oscillator that includes
capacitors 535, 541, 537, and 547, a transistor 543, an
emitter resistor 545 and inductors 549 and 551. Inductor 549
acts as a power supply decoupler while inductor 851 acts as
the printed circuit hoard antenna loop. Said antenna loop is
the source of the RF signal generated by remote-control
transroitter 25. A capacitor 553 is provided as a power-
supply RF de-coupling capacitor.

Receiver 33, of the super-regenerative type, as shown in
FIG. 3 includes a local RF oscillator 419 section, comprising
a tuning capacitor 427 and an inductor 435 thay are driven by
a transistor 437. The encoded RF signal is received through
antenna 31, which may be a length of wire approximately
one-half wavelengih long. It is then AC-coupled by capaci-
tor 415 to the emitter of the common base amplifier 399,
This common base amplifier acts as an impedance-matching
circuit for the antenna input and as an RF decoupling isolator
for the local super-regenerative oscillator to minimize RF
feedback into the antenna. Capacitor 413 couples the ampli-
fied RF signal from the input amplifier 399 to oscillator 419,
Oscillator 419 actually includes two coupled oscillators; a
low-frequency oscillator (capacitor 431 and inductor 439)
that sweeps the high-frequency oscillator (capacitors 427
and inductor 435) over a wide range of frequencies via
coupling capacitor 429. The low-frequency oscillator is
referred 1o as a quenching oscillator and also the quenching
signal is sometimes injected from an extemal oscillator. An
on-frequency RF signal injected into the high-frequency
oscillator through input capacitor 413 causes the oscillator to
go into oscillation prematurely, causing a change in duty
cycle of the low-frequency quenching oscillator. This duty-
cycle shift is detected at emitter resistor 441 and DC-
coupled through resistor 445 to an RF filter capacitor 451
located in an amplifier 444, which filters out the high
frequencies of both local oscillators, feaving 2 digital pulse
train tdentical to that generated by encoder 520 in remote-
control transmitter 25 except for amplitude.

A resistor 453 and a capacitor 465 further filter the pulse
train to provide automatic gain control {AGC) reference to
an operational amplifier 463. An input resistor 449 and a
feedback resistor 461 establish the gain of amplifier 463.
The cuput of amplifier 463 is then AC-coupled via a
capacitor 469 to an amplifier 458, which is set up as a
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Schmitt trigger, in that any signal at the input exceeding a
predetermined reference level causes a rail-to-rail shifl al
output 67. The receiver output signal at output 67 is now
ready for decoding to see if it i5 a valid control signal.
Qutput from receiver 33 is then fed to an RF input 67 of
controller 38, as shown in FIG. 24, for decoding to deter-
ming if the input is a valid control input. To establish
validity, controller 35 must compare the input with the
previously programmed remote-contro] transmitter 25 codes
stored in EEPROM 37. Controller 35 in this case comprises
a National Semiconductor COP880 microcontroller with
read-onty memory (ROM) and random access memory
(RAM). If coniroller 35 receives a valid control signal, it
responds to this signal by gencrating an output or outputs
according to the control signal received, the operational
mode of controller 35, and the status of the other inputs at
the time the signal is received.

As shown in FIGS. 2A and 2B, the security system inputs
are indicated at 69, 79, 89, 121, 131, 141, 151, 171, 191,
193, 197 and 203, and each input is buffered by its own
individual input buffer circuit, For example, for input 69
(sensor “lock” in FIG, 1) the buffer circuit comprises an
isolation resistor 71, a filter, a capacitor 73, an isolation
diode 75, and a pull-up resistor 77. All other inpuis have
similar filters, depending on their application as is known in
the art. Examples of these sensor elements are shock sen-
sors; field-disturbance sensors (radar); door, hood, trunk, or
ignition switches; audio discriminators (glass-break) sen-
sors; and light sensors.

When the security system is armed, and at other times as
required, all the inputs are continually monitored as to the
statug of the inputs or the change thercof. Some inputs are
assigned to various zones for convenience in monitoring the
specific areas of the vehicle such as sensors, doors, hood or
trunk, etc. These inputs are buffered for voltage transients
and surges depending upon the type of input. For example,
positive triggered inputs are the positive door circuit FIG.
2B 171, the ignition input 151, and the light sensor input
197/203. The sensor inputs 69, 79, and 89, valet 121, instant
(hood/trunk) 131, and negative door 141 are triggered by
negative inputs. The valet input comes from depressing a
dash-moumnted valet switch 122. The wiper input 193 is
programmable positive or negative by use of a jumper pin
shorting connector at the input selection connector 349. The
fact that all these inpuis go independently directly to con-
troller 35 allows it to monitor the status of each input
separately, as well as to be able to independently disable
unstable inputs, and allows for maximum security with the
balance of the inputs when any one input becomes unstable
and is disabled, This greatly enhances the capability of the
advanced self-diagnostics to help maintain the maximum
security possible when inputs become unstable.

The security system further includes multiple audio,
visual, and electronic output devices. These are indicated in
FIGS. 2A and 2B at 107, 233, 235, 269, 281, 291, 305, 313,
321, 329, 337, and 345, Examples of these output devices
are sirens (either electronic or mechantcal) or synthesized
voice outputs 233 and 235, lights (head, ruoning, ard dome)
281, door actuaiors (locking/unlocking motors) 269, device
cnabled 313 (while the system is armed), trunk-relcase
solencid 281, dash mounted LED 107 (red/green), starter
disconnect 305, hom 345, z remote pager, an autodailer,
window roll up/down motors or other control modules, such
as remole car-start module, and other vehicle security sys-
tem sensors. Any auxiliary output channel can be used to
control other electrically controlled devices as required by
the user.
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As shown in FIGS. 2A and 2B, all the outputs are
generated by controller 35, but well-buffered by the different
output devices, depending on the output in gquestion. The
power output from controller 35 is buffered by a power
invertor 225. It is used to minimize the standby power drain
of output power amplifier 263. This power amplifier 263 is
a push-pull amplifier with current limiting and thermal
shutdown that drives an output speaker connected between
outputs 233 and 235 with synthesized voice audio signals
from a voice synthesizer 239 or a synthesized siren sound
audio signals from six-tone siren synthesizer 257, The lock
and unlock control signals are inverted by power invertors
267 and 265 respectively and sent to a three-pin door-lock
control connector 269 via printed circuit hoard conductors
that are not numbered in any of the Figures. A five-pin relay
drive connector 281 receives its control signals from inver-
tors 273, 275, 277, and 279 1o drive control relays in an
external module for auxiliary channel 2, running lights,
dome lights and headlights. Four more auxiliary outpnt
channels and three other outputs are driven by output power
transistors and provided with retay kickback protection
diodes. They are channel 3 at output 291, starter disconnect
at ontput 305, ground when armed at ontput 313, channel 4
at output 321, channel 5 at output 329, channel 6 at output
337, and horn at output 345, LED 107 visual outputs, either
red or green or both red and green, will give a visual
indication of the status of the security system at all times.

A connector at 191 is used for enabling/disabling the radio
frequency remote-control transmitter 25 program mode of
controller 35. The jumper must be removed to program the
system's remote-control transmitters.

The clock speed of the microcontroller is 10 megahertz
and is established by quartz crystal 103, capacitors 99 and
101, and a resistor 105, Comtrolier 38 clock, in conjunction
with controller 35 program, establishes all of the system’s
timing. ’

The controller reset is generated by an active reset circuit
consisting of resistors 49, 51, 55, and 61; transistors 57 and
59; diodes 53 and 65; and capacitor 63, When the 5-volt
supply voltage drops below 4 volts, the reference at the base
of transistor 57 drops below the required transistor turn-on
voitage, which canses transistor 57 to um off. When tran-
sistor 57 tarns off, it removes the ground at the base of
transistor 59, allowing the pull-up resistor 55 to pull-up the
base of transistor 59, which tums on transistor 59, generat-
ing a reset.

The 12.6 volts DC power for control module 29 enters at
295 and the ground return exits at 299. A ceramic disc
capacitor 297 is provided as a radio-frequency filter capaci-
tor located at the power input. A diode 285 is provided as a
reverse-protection power diode. Capacitors 229 and 221 are
provided to act as a power-supply regulator pre-filter and
post-filter respectively. A voltage regulator 223 is provided
and preferably is a S-volt micro power, 100-milliampere
regulator. Ceramic disc capacitor 217 and the ferrite beads
215 and 219 are provided on the power races of controiler
35 to reduce radio frequency ernissions therefrom which
aids in maximizing the.range of on-board RF receiver 33.

The first aliernate embodiment of the soft-chirp feature is
shown in FIG. 2C and shows that during chirps, the siren
output 359 would be pulsed at a Jow-duty cycle rate, and a
resistor 361 would limit the current of the pulses as the
power is stored in a capacitor 363. A base drive resistor 365
is provided to limit the current from the limited power stored
in capacitor 363 to the point that transistor 369 only pulls the
input to base drive resistor 367 to, for example, a +10 volts
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instcad of ground. Base drive resistor 367 input only being
pulled to +10 volts supplies 2 very limited currenl to siren
output transistor 371, which then only supplies a very
limited current to siren output 373. This limited output
current may only generate a voltage of, for example, 2 volts
across the siren, which would significantly reduce the output
volume of the siren chirps. During normal siren output, the
output at 359 would be on continuously, supplying a hard
drive 10 pre-drive transistor 369, which in tun would supply
8 hard drive to siren output drive transistor 371, which
would then supply sufficient current to develop a full 12
volts across the siren, which would develop a full-siren
volume.

A second alternate embodiment is shown in FIG. 2D and
uses 4 separate output 375 from controller 35 to supply a
limited drive to the siren output drive transistor 371. The
output 375 from controlter 35 would be ou contituously
during chirps. Base drive resistor 377 would then deliver
current from the output 375 to turn on hard chirp pre-drive
transistor 381. In this case, the base drive resistor 379 would
be chosen to limit the drive current supplied to the siren
output transistor 371, such that the current supp¥ed to the
siren would be limited significantly, producing a chirp of a
much lower volume. Another embodiment for generating a
saft chirp would be to use the alternate routing of the printed
circuit board conductor as shown in FIG. 2D in dotted line.
In this case, the limiting of the output power would be
accomplished by choosing the appropriate value of base
drive resistor 377. Using a large-valae resistor at 377 would
limit the base drive current to the chirp pre-drive transistor
381 so that the voltage at the input to base drive resistor 367
would be, for example, 10 volts, This would limit the base
drive current avaiigble to siren output drive transistor 371,
thereby reducing the output current to the siren, which
would produce a reduced-volume chirp.

The security system of this invention is comprised of a
number of impoertant new features and functions. The first
such feature is the “silent” mode as shown in FIGS. 5A and
$B. The silent mode is the deletion of the siren chirps or
synthesized voice that normally accompany the arming or
disarming of the vehicle security system. As is well-known
in the art, most of today's radio-frequency remote-controlled
vehicle-security systems acknowledge the confirmation of
the arm/disarm commands with siren chirps, synthesized
voice output and light flashes. Most of these security sys-
tems have the capability to permanently disable the andio
portion of the acknowledgments by use of program
swiiches, jumpers, or changes in the system’s operating
program. A few security systems have the capability to
selectively disable these audio acknowledgments via the RF
remote-control transmitter, but in all those instances, some-
thing is lost in the process. One such security system uses an
auxiliary remote-control channel to disable the audible
acknowledgment, but loses the use of that channel for other
functions. Another uses a single remote-control transmitter
channel, but the audible acknowledgment is delayed until a
second signal is transmitted on the same channpel and
received. In this case, however, the delay becomes a nui-
sance to the user, and, further, if the first signal is not
received, the second signal could be received as a first signal
and cause the audible arming notification signal to be
generated.

The method of selectively deleting the audio acknowl-
edgment while using the RF remote-control transmiter 25 1o
arm and disarm the vehicle securily system in this invention
eliminates both of these shortcomings. The programmed
channe] 2 of this invention has a built-in channel-confirma-
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tion delay before the output pulse is generated. The channel
2 output is normally used for trunk release and has a buflt-in
2.5-second delay to prevent inadvertant release of the trunk.
To silence the audible acknowledgments, the user presses
channel 2, cansing controlier 35 to look for a chammel 1 input
within the next 5 seconds. Upon receipt of this channel 1
input, controller 35 will delete all audible acknowledgments
of arming/disarming. The invention requires no loss of an
auxiliary chanael or the inconvenience of not having imme-
diate acknowledgment of arm/disarm control signals.

Refercacing FIGS. SA and 5B, when controller 35 con-
firms an input from remote-control transmitter 25 channel 2,
at 601, a time check is then made at 603 to determine if
controller 35 should generate the trunk-control pulse or start
the chirp-delete period. If channel 2 validity is confirmed for
two and one half seconds, controller 35 proceeds to 605 to
generate a trunk-control pulse to unlock the trunk, If not,
controller 35 proceeds to 607, where the five-second andible
acknowledgment deletion timer is started, then to 609 where
the deletion fiag is sct. Thereafter, controller 35 returns to the
normal operating mode to wait for other events o occur, If
4 security system arm/disarm command (from channel 1) is
confirmed at 615 at this time, when controller 35 checks the
audible acknowtedgment (chirp) ftag and finds it set at 617,
controller 35 will bypass generating the audible acknowl-
edgments at 619. When the deletion timer runs down to zero,
an interrupt will be generated, When it is determined that the
interrupt is a deletion timer interrupt, the interrapt process-
ing routine at 611 is entered where the audible acknowledg-
ment (chirp) deletion flag is reset at 613.

Another feature of the invention is the addition of three
new sensor-input capabilities when the security system is
armed: warn-away-only sensor input, dual level/wam-away
with full-alarm trigger-sensor input, and a two-step door
input. In the wam-away only sensor input, the warn-away-
only input will not activate the full alarm mode of the
security system, but on each new cccurrence of the input
will generate several seconds of siren chirps or synthesized
voice output. This greatly reduces the nuisance of the
security system for users who like their sensors highly
sensitive. In the case of a field-disturbance sensor set 2t or
near maximum sensitivity, the wam-away sensor input can
generate several seconds of warn-away audible outputs if
someone comes too near the vehicle even without touching
it. Several seconds of chirps or synthesized voice is less of
a nuisance than a full duration of the security system
full-alarm mode.

In the dual fevel/wamn-away with full-alarm trigger-sensor
input, the dual-level sensor input will generate just the
warn-away audible output the first time it is activated. If
another activation of this sensor input occurs within about
10 seconds, it will trigger the full alarm mode of the security
system, if not within the 10 seconds, it will tigger only the
wam-away audible output. In the two-step door input fea-
ture, upon opening the door, controller 35 generates several
seconds of chirps or voice wam-away afier which controller
35 will meve to the full alarm mode unless it is disarmed by
the user using the transmitter 25.

The warn-away, dual-level, and two-step features are
depicted in FIGS. 6A-6C and show the microcontroller
operations of these functions, If the wam-away input is
activated 2t 631, controller 35 proceeds to generate several
seconds of siren chirps or synthesized voice at 633, after
which it returns to the normal armed mode. When the
dval-leve] sensor is activated at 621, controller 35 checks 1o
see if the input has been activated in the last 10 seconds at
623.1f the input has been activated in the last 10 seconds, the
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security sysiem enters the full-alarm mode at 629, after
which it returns to the normal armed mode. If the input had
not been activated within the last 10 seconds, the 10-second
timer at 625 is started and controller 35 goes into the
warn-away mode and generates several seconds of siren
chirps or synthesized voice output at 627, after which
controller 35 returns to the normal armed mode,

The two-step door input featre is shown in FIG. 6C.
When the input is activated at 637 by opening a door,
controller 35 generates several seconds of siren chirps or
synthesized voice output at 639. Controller 35 will always
go into full alarm mode at 645 if coniroller 35 is not
disarmed at 643 by transmission from remote-control trans-
mitter 25 on channel 1 at 641.

The next innovative feature of the invention, termed the
“Nite-Lite” is shown in FIGS, 7A~-H. The Nite-Lite feature
uses a light sensor, such as a photoresistor, mounted on the
dash panel. It is vused to measure the Ievel of the availsble
light so that centroller 35 may control the lights of the
vehicle under various circumstances. Further, controller 35
controls the lights of the vehicle under entirely different
circumstances. With respect to the Light sensor used to
control the lights as it relates directly to the security system,
FIG. 7A shows the basic function of the “Nite-Lite”. When
the security system is armed or disarmed, day or night,
controller 35 flashes the running lights one to four times
upon receipt of the transmission from remote transmitter 25
channel 1. When the security system enters full-alarm mode
during daytime, controller 35 flashes the rmunning lights for
the duration of the alarm condition. When the security
system is armed at night, the headlights and running lights
are turned on for 20 seconds; when the security system is
disarmed, the headlights and running lights are turned on for
20 seconds or unti] the ignition is turned on, and the dome
light is turned on for 60 seconds or until the ignition is tumed
on, During the full-alarm mode at night, the headlights are
turned on and the munning and dome lights are flashed for the
duration of the alarm condition.

When the user is driving the vehicle, the light sensor will
turn on the headlights and running lights at 2 predetermined
lower light level after a predetermined delay, and torn them
off at a predetermined higher Jight leve] after a predeter-
mined delay. Also, when the vehicle windshield wipers are
turned on in daytime, even in the intermittent mode, after &
predetermined delay, the headlights and running lights will
be turned on. At night, if the headlights and running lights
are on (system was just disarmed) when the user enters the
vehicle and the ignition is turned on, the lights wiil go out
for five seconds to allow for cranking of the engine, then um
back on. Urder control of the “Nite-Lite”, and the vehicle is
being operated with the lights on, when the ignition is turned
off, the lights will go off for five seconds and then come back
ont and remain on for 20 seconds to allow for safe egress
from the vehicle, If the lights remain on when the ignition
is tumed off, this draws attention to the user to turn off the
light switch,

Other features of the Nite-Lite include a system light
sensor 198 and an override switches 200 and 204 in botk
directions. They are two single pole switches connected to
wites 199 and 201 in one position and 197 and 203 in the

other position, Light scnsor 198 is in scries with switch 200. .

Actuating switch 204 {connecting 201 and 203) causes
controller 35 to interpret the input as daytime; deactuating
switch 200 (disconnecting 198 from wire 197) causes con-
troller 35 10 interpret the input as night time, “Safe-Lite” is
the name given to the open or always-night characteristic of
the Nite-Lite feature of the invention, but it can stil} use the
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light sensor to determine whether it is day or night. Safe-Lite
provides for safer driving since the headlights and running
lights wiil always be on when the vehicle is being driven (the
ignition is on). Another feature of the Safe-Lite when linked
with the light sensor is 1o connect the headlights in series
during the day time, as an energy-conservation measure,
while continuing to mn them in paralle! at night to obtain
maximum brightmess.

In FIG. 74, if the ignition {s not on at 667, controller 35
goes to the Nite-Lite ignition-off routine at 669, reference
FIG. 7B. If the ignition is on at 667, controiler 35 checks to
se¢ if there has been a light-level threshold change at 671
and, if there has, controller 35 proceeds to the Nite-Lite light
intensity routine at 673, reference FIG. 7C. If no change has
been recorded, controller 35 proceeds to check if it is day or
night at 675. If it is night, controller 35 proceeds to check if
ignition has just been turned on at 683. If it has, controller
35 turmns off all lights at 685, starts a five-sccond “ignition
on” timer at 687, and returns to the main program. If at 675,
it is day time, controller 35 checks for wiper or Safe-Lite at
677 and proceeds to the appropriate wiper 679, reference
FIG. 7D, or Safe-Lite 681, reference FIG. 7G, routine.

I the ignition is off 21 667 in FIG. 7A, the security system
proceeds to the ignition-off routine 669, as shown in FIG.
7B. If the ignition has not just been twmed off at 689,
controller 35 goes to the security routine 691, reference FIG.
7E. If the ignition has just been turned off at 689, controller
35 checks to see if it is day or night at 693, daytime,
controller 35 reims 1o the main program; otherwise con- -
troller 35 turns off the headlights and running lights at 695,
and staris a five-second ignition-off timer at 697, before
returning to the main program,

If the ignition has been on for a measurable period, when
the “Nite-Lite” routine is entered, controller 35 proceeds to
673, as shown in FIG. 7C, where controller 35 checks the
direction of the change at 707, since it has already been
established that a change has occurred. An upward change it
is getting lighter] starts the 30-second lights-off timer at 709
and returns to the main program. A opposite or downward
change starts the 30-sccond lights-on timer at 711 and
returns to the main program. Thirty second delays are
required to prevent controller 35 from turning the lights on
and off every time controller 38 encounters brief periods of
light change, such as when the vehicle goes under an
overpass, etc.

FIG. 7D represents a hasic concept of the windshield-
wiper routine, The system will operate with intermitent
wipers even if they only operate once ever 15 seconds, In
other words, if the light-sensor input goes active for a short
period every 15 seconds, controller 35 will register it as a
continuous input, keep the lights on or twun them on 30
seconds after the first input. The actual windshield wiper
input circuit is as given above, but it is preferable to have a
direct windshield wiper input to interface with the program
to function as above so the light-sensor circnit will not be
affected by the intermitent windshield wiper input function.
At 721, controller 35 checks to see if the windshield wipers
have just been tumed on. If they have, the 30-second
Nite-Lite lights-on timer is started at 723, before returning
to the main program. If not, controller 35 returns directly to
the main program.

The Nite-Lite security system routine shown in FIG. 7E
controls the lights according to light conditions at the time
a security function occurs. The first check is to see if the
security system has been just armed or disarmed at 731, If
not, controller 35 proceeds to the alarm routine 733, refer-
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encc FIG. 7F. If the arming state has just changed, a check
is made to determine if the security system was armed or
disarmed at 735, In both cases, cantroller 35 then chiecks for
day or night conditions at 737 and 741. If day conditions,
controlier 35 returns to the main program, where another
routine (oot Nite-Lite) flashes the running lights one to four
timnes,

If the security system was just armed at 731/735 and it is
night conditions at 737, controller 35 turns on the headlights
and running Yghts at 739, then starts a 20-second Jights-on
timer at 743 before returning to the main program. If the
security system was just disarmed at 7317735 and it is night
conditions at 741, controller 35 mms on the headlights and
running lights at 745, starts a 20-second lights-on timer at
747, turns on the dome lights at 749, and starts a 60-second
dome-light timer at 751 before returning to the main pro-
gram.

The Nite-Lite alarm routine 733, as shown in FIG. 7F,
controls the lights during a full-alarm mode of the security
systern. Controller 35 rechecks to see if the security sysiem
has just gone into the full alarm mode at 759, If no full-alarm
mode exists, controller 35 returns to the main program. If 3
full-alarm mode does exist, controller 35 checks to see if it
is day time or night time at 761. In daytime, controller 35
flashes the running lights at 763 for the duration of the alarm.
At night, controller 35 turns on the headtights and flashes the
running and dome lights at 765 for the alarm duration.

Safe-Lite is the capability of the Nite-Lite feature that
turns on the headlights and running lights any time the
ignition is tyrned on. In FIG. 7G, the light sensor sllows the
Safe-Lite feature to turn on headlights in series at 771 ot in
paralle] at 767, depending on whether it is day or night at
769 respectively.

The Nite-Lite feamre requites several timers that all
generate interrupts when the time expires. This requires a
routine to process these interrupts as shown in FIG. 7H. The
first item checked in this routine is whether the ignition is on
or off at 775. If it is on, controller 35 checks for on or off
timer at 777. An off timer will turn off the headlights and
running lights at 779, while an on timer will tumn on the
headlights and running lights at 781. If at 775 the ignition is
fol on, controller 35 again proceeds to check to see if it is
an on or off timer at 783. The on-timer interrupt turms on the
headlights and running lights at 789 and starts 2 20-second
on timer at 793 before returning to the main program. The
off-timer interrupt checks to see if the interrupt is for the
headlights and running lights or dome light at 785, and
proceeds to tumn off the appropriate lights before returning to
the main program. At 787 controller 35 muns off the dome
lights, while at 791 controller 35 turns off the heedlights and
running lights.

Another feature of the invention is shown in FIG. 8A and
is an advanced input-diagnostic and input-bypass capability
in which an unstable input is bypassed (disabled) after
starting four full-alarm cycles in oue hour. The unstable
input is thereafter bypassed for an additional hour from the
time of any activation of the input during the one-hour
bypass period, and the bypassing can only be terminated by
the input remaining stabie for one full hour or the security
system being disarmed and the ignition being tumed on.
Each time an input is activaied that causes the security
system to enter the full-alarm mode, controller 35 goes
through a routine that checks the stability of the input for the
Jast one-hour period or starts a check for the next one-hour
period.

The input-bypass routine 795, as shown in FIG. 8A, starts
by checking to determine if the security system is armed at
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797, If the system is not armed, controller 35 checks to see
if the ignition has just been turned on at 799, and if it has,
controller 35 will reset all bypass flags, activation counters
and associated timers at 801 before returning to the main
program. If the security sysiem is armed at 797, the input
activation-counter of controller 35 is incremented at 803 and
the count is checked to see if the input has been activated
four times in the last hour at 805. If this is the fourth
activation, the inpnt-bypass fiag is set for this input at 807,
the bypass timer is set to one hour and started at 811, then
controller 35 retums to the main program without generating
an alarm output. If the input was not the fourth activation in
one hour at 8§05, controller 35 checks to see if the bypass flag
has been previously set at 809, If it has been set, controller
35 proceeds to 811. If the flag is not set at 809, controller 35
checks to see if the input-bypass activation timer is running
at 813. If it is not, it means this is the first agtivation of this
input. Controller 35 then proceeds directly to 819, where the
input-bypass activation timer i3 reset to zero and started,
Thereafter, controller 35 proceeds to the full-zlarm mode at
821. If the timer is running at 813, a check is made 1o see if
the timer is above or below one hour at 818, If it is above
one hour, this input has oot wiggered in the last hotr, 50 the
activation counter is set to 1" at 817 and the timer is resat
10 “0” and started, before going to the full-alarm mode at
821. If the input-activation timer is below one hour at 815,
controller 38 proceeds directly to the full-alarm mode at 821.
There is one input bypass timer in controller 35 for cach
input that has been activated. If an input-bypass timer
decreases (“decrements”) to zero, an interrupt is generated,
causing controller 35 to go to the bypass-timer interrupt
processing routine at 827, as shown in FIG. 8B. This resets
the input-bypass flag for the appropriate input at 829, then
refurns to the main program.

Another feature of the invention is the capability of
putting the security system into and out of “valet” mode by
using transmitter 25 and one of the vehicle's doors, as shown
in FIG. 9. This simplifies the entry and exit of “valet” mode
for the user. The security system still has the capability to
enter or exit “valet” using the dash mounted system valet
switch when the ignition is on.

The routine begins at 833 and, as shown in FIG. 9, by
disarming the security system at 835, opening 2 door of the
vehicle at 839; and confirming receipt of a signal from
security system remote-control channel one at 837, Then,
within two seconds at 845 and 849, confirming receipt of 2
transmission from security system remote-control channel
two at 847, and again within two scconds at 851 and 855
confirming receipt of a transmission from remote-control
channel one at 853. Controller 35 toggies the valet function
at 859. During the process, controller 35 will always toggle
into the arm mode at 843, If at any time during this operation
the constraints specified above are not met, controller 35 will
toggle between the security system arm/disarm modes at 841
and 857,

Programming one of the security system’s auxiliary con-
trol channels [channe] 3], to operate a remote car-start
module, is another of the invention’s features and is shown
in FIGS. 10A~C. This capability is cnabled or disabled when
the system operational functions are programmed. By cus-
tomizing channel 3 to be used as a remote car-start output
channel, the security system can disable the sensor inputs
(radar, shock, motion, etc.) while maintaining a significant
level of security by keeping all the other inputs active when
the security system is in the armed mode.

In car start routine 871, when receipt of retnote-control
transmitter 25 channel 3 is confirmed at 873, controller 35

EXHIBIT J PAGE 193



Case 3:02-cv-’27-JM-JAH | Document 1 Filed ’29/02 Page 206 of 298

3,534,845

17

checks to see if channel 3 has been programmed for car-start
mode at 875. If it has not, the auxiliary chennel 3 output is
turned on for the duration of the control-channel confirma-
tion at 877 (as long as the remote-control transmitter 25
button is depressed), before returning to the main program.
If remole-control transmitter 25 channel 3 is programmed
for car start, then the car-start flag is set at 879 and a check
is made to see if the sccurity system is armed at 881. If the
security System is not armed, the doors are locked at 883,
channel 3 output is tumed oo for the duraton of channel
confirmation at 887, and the car start disarmed flag is set at
891 before returning to the main program. If ar 881 the
security system is armed, controller 35 turns on channel 3
output for the duratien of the transmission of remote-control
transmitter 25 channe] three confirmation at 885, sats bypass
flags for sensor inputs one and two at 893, then sets channel
three car-start armed flag at 895 before returning to the main
program.

In the channel 3 car stant disarmed flag routine 903, as
shown in FIG. 10B, when receipt of a transmission of
remote-control transmitter 25 channel one is confirmed at
905 and the charnel three car-start flag is on at 907, the
security system unlocks the vehicle's doors, resets the
car-start disarmed flag and the car-start flag at 911, before
returning 10 the main programy; otherwise channel [ opera-
tions are normal for the main remote-con‘rol transmitter 25
channel 1, at 909. In the channel 3 car start armed flag
routine 917, as shown in FIG. 10C, with the car-start armed
flag set when receipt of remote-control transmitter 25 chan-
nel 1 is confirmed at 919 and the channet 3 car-start flag is
on at 921, controller 35 resets sensor one and two bypass
flags ai 925, disarms the security system, unlocks the
vehicle’s doors, and resets the car-start-armed flag and the
car-start flag at 927, before returning to the main program;
otherwise, channe] 1 operations are normal at 923,

Another feawre of the invention allows all system-pro-
grammable operational functions to be selected using the
security system remote-control transmitter 25, Function
programuming is shown in FIG, 11 and is accomplished by
using the security system's normal inputs (doer, ignition,
and valet) to put the security system imto the function
programming mode, then using the security system's
remote-contrel transmitter 25 to toggle the operational func-
tion to the desired state.

In FIG. 11, the security system must be disarmed at 993,
the doors closed at 993, and the ignition must be off at 997
to initiate the sequence required to begin entry into the
security-system operational-function programming mode.
The ignition must then be tumned on at 999 and the valet
switch must be pressed once at 1001 to enter the operational-
function programming mode at 1003. At this time, the state
of the first operational-function can be toggled at 1007 using
remote-control transmitter 25 at 1005. If the user does not
desire to change the state of this function, he or she may
advance 10 the next selected function by depressing the valet
switch once for each function at 1015. There are only two
states of any function, a factory-default state and an alternate
state. Accardingly, one chirp denotes the factory-default
state, while two chirps denote the alternate state. At any time
a particular function is selected, thar function’s state can be
toggled by using remote-control transmitter %5 at 1015 or
not toggled by pressing the valet switch to advance the
operaiional function selection to the next in the sequence, At
any time, the user can exit the operational-function pro-
gramming mode by tuming on the ignition at 1017, opening
4 door at 1019, or stepping through the balance of the
programmable operational-functions at 1021,
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The next new feature of the security system, the “test
mode” is shown in FIGS. 12 and will be a great aid to the
security-system installer. This feature allows the installer or
the user (o conduct a complete test of all of the security
system’s inputs, including inputs from remote-contro] trans-
mitter 285. Access to this test mode is somewhat involved, but
the steps are necessary 10 prevent inadvertent entry which
would eliminate the security of the security system. In this
test mode, the user may choose any input for testing and the
security system will respond with a siren chirp when the
input goes active, and another siren chirp when the input
goes inactive. At the same time, the security system’s
light-emitting-diode, LED 107, will indicate the last two
inputs (zones) activated.

As shown in FIGS. 12A, 12B and 12C 10 enter the
security-system test mode, the securly system must be
disarmed at 1027-9, Valet switch 122 must then be pressed
and held at 1031, the ignition turned on and off at 1033, valet
switch 122 released at 1035, and pressed and released again
at 1037. Controller 35 then enters the test mode at 1041 and
acknowledges with a long siren chirp at 1039. While in the
test mode, any input may be checked at any time until receipt
of a ransmission from remote-control transmitter 25 chan-
nel 1is confirmed at 1077. Thereafter, any particular input
may be selected by depressing the channe] 1 button on
transmitter 25 the oumber of times corresponding to the
number of that input. Examples of input testing are shown
in FIGS. 12A and 12B by numbers 1043-1071.

For example, when the door is opened at 1043, the siren
chirps once to acknowiedge the door-open input going
active and LED 107 fashes twice at 1045, to indicate that it
is a zone 2 input. LED 107 wil] continue to flash twice at
1045, with a short pause berween groups of flashes to
continue to indicate that zone 2 was the zone from which the
last two inputs came, When the door is closed at 1047, the
input goes inactive; and at 1049 cantroller 38 acknowledges
the door going inactive with another siren chirp, while LED
17 continues its flashing at 1051. LED 107 will continue to
flash as above until another input is activated a1 1055 or the
ignition is turned on at 1053, at which time controlier 35 will
exit the test mode and return to the main program.

In another example, after the door input is tested, the hood
or trunk is physically opened, activating zone three at 1055,
The siren chirps once to acknowledge the input going active
and LED 107 flashes 3 times (indicating zone 3), pauses,
fiashes twice at 1057 indicating that the previous inpat was
from zene 2. When the hood or trunk is closed at 1059, the
input goes inactive, controfler 35 acknowledges the input
going inactive with another siren chirp, while the LED 107
continues to flash as above at 1061. Agein the LED will
continue to flash as ahove at 1063 until another input goes
active at 1067 (zone 4 acknowledged by chirps at 1069 and
zone identification displayed at 1071) or 1075, or the igni-
tion is turned on at 1053, 1065, 1073 or 1083, which in these
instances will cause controller 35 to exit the test mode.

I a1 2077 receipt of a transmission from transmitter 25
channel 1 is confirmed for a selected number of times, that
selecled zone and only that selected zone can be tested at
1079. A major {eature of the security system test mode is the
capability to test the range of the transmitter 25 by using any
of the channels except channel 1. While in the test mode, if
any of the auxiliary channel inputs are confirmed at 1681,
the siren will chirp orce a second at a test loop comprising
1081, 1085, and 1087 for as long as the input channel is
confirmed at 1081. This allows the installer or user to walk
away from and around the vehicle to test the range of
transmitter 25 without operating any of the securily system’s
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functions except for the chirping siren. If the installer or user
notices a loss in chirping while in any specific location
around the vehicle, control module 29 may be moved to a
new location or an extender antenpa may be added to
increase the transmitter range.

Another feature of the invention is the capability of the
security system (o restart itself afier a power failure to the
same conditions in effect when the power failure occurred.
In FIG. 13, at power-down at 1093, controller 35 checks for
the initiation of its reset fimction at 1095. If controller 35 has
just entered reset, it siores the program counter at 1097, and
the operating registers (in RAM) at 1099 in permanent
memory, before halting the program. In FIG. 15, when
power is restored at 1107, the operating registers are restored
at 1109 and the program returns to the point it was operating
when the power fafled a1 1111 and 1113.

The last feature of the invention is the capahility of the
security system to lower the volume of the chirps. As shown
in FIGS. 14 and 16, these chirps may either be “softened” at
1121 using transmitter 25 or programmed for softer apera-
tion during systemn operational function programming. As
the pulse width of the power pulses is diminished, the
power-output (volume) of the siren is likewise diminished.
This is shown in FIG. 14 where the reduction is set at 90%
(a 10% duty cycle).

In FIG. 14A, a 100-microsecond timer is started at 1123,
the siren output is turned on at 1125, and the program enters
2 loop until the 100 microseconds have expired ar 1127.
When the 100 microseconds expire, the siren-off timer is set
to 900 microseconds at 1129 and the siren is mrmed off at
1131, before controller 35 returns to the main program,

In FIG. 16, when the siren-off timer decrements to zero an
interrupt is generated at 1135, the main chirp timer is
decremented at 1137, and checked for a value of zero at
1138. If the timer is at zero, controller 35 retumns to the main
program, but if it is not at zero, the soft chirp 1121 continges.

Another means of softening the chirps is shown in FIGS,
2B and 2C where the owtput transistor base drive current is
reduced thereby providing a lower output voltage to the
security sysiem siren. This latter method may be accom-
plished in two ways: the output of controller 35 may be
pulsed during chirping to 2 holding capacitor, thereby redue-
ing the output transistor drive current (FIG. 2C), or a
separate coniroller output may be used to drive the siren
output transistor (FIG. 2D).

What is claimed is:

1. An elecirically powered security system for monitoring
and controlling access to a protected area and having mul-
tiple levels of alert signal commensurate with the level of
security threat to the area, comprising:

a) a plurality of sensor input devices located about the
protected area, for providing input corresponding to the
level of security threat to the area;

b) means for communicating multiple levels of alert
signals, both visual and audible, commensurate with
the level of threat received 1o the area, including:

(1) a low level alent consisting of a voice warnaway,
sertes of audible chirps or blinking lighis;

(ii) a tedium leve] alert consisting of a combination of
said voice wamaway, series of said andible chirps
and said blinking lights; and,

(iii} a high level alert consisting of an immediate full
siren alert and said blinking lights, wherein said
audible siren alert is generated by a voltage at a siren;

¢) means for permanently storing system operational
parameters within an electrically programmable and
erasable read-only memory; and,
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d) a comroller for using said operational parameters for
controlling the operation of said security system so that
said system operates in an armed mode wherein said
controller monitors said input devices and causes said
means for communicating to issue said multiple levels
of alert signals of a level commensuraie with and in
response to said sensor activated signal, or in a dis-
armed mode wherein said system is disabled from
communicating said alert signals, said controller com-
prising:

(i) means for detecting a sensor input signal corre-
sponding to each said leve] of threat (o the secured
ares,;

(if) means for generating an output signal to said means
for communicating said level of alert corresponding
to said sensor input signal; and,

{iii) means for generating an additional output signal to
said means for communicating said level of alert
upon receipt of additional input signals from said
sensors either at the same or higher threat level or
within a set period of time following receipt of first
said sensor input signal,

2. An electrically powered security system for monitoring
and controlling access to a protecied area and having a
capability of selectively deleting audible alert signals fol-
lowing arm/disarm mode change, comprising:

&) a plurality of sensor input devices located about the
protected area, for providing different inputs of security
threat corresponding to a threat to the area;

b) means for communicating multiple levels of alen
signals, both visual and andible;

©) a radio frequency receiver and antenna for recciving a
digitally encoded transmission, a radio frequency
remote control transmitter having meaos for generating
multiple digitally encoded control transmission signals
to said receiver; and,

d} a controller for controlling the operation of said secu-
rity system so that said system operates in an armed
mede wherein said controller monitors said sensor
devices and causes said communicating means to issue
said multiple levels of alert signals in response to a
sensor activated signal, or in a disarmed mode wherein
said system is disabled from communicating said alert
signals, said controller comprising;

(i) means for detecting said sensor input signal corre-
sponding to each said threat to the secured area;

(ii) means for generating an output signal to said means
for communicating said multiple levels of alert sig-
nals corresponding to said sensor input signal;

(iii) means in said controller for decoding said trans-
missions and processing said sensor input signals;
and,

(iv} means for selectively changing audible and visual
elert signal to an andio free, visual only alert signal
upon receipt of a first control signal transmitied from
one channel of said transmitter to sald receiver and
thereafter receipt of a second control signal trans-
mitted from another channel of said transmitter
within a set ime period so that said two transmission
channels are thereafter available for other pro-
grammed functions.

3. An electrically powered security system for monitoring
and controlling access 10 a protected area and having a
manual and remote capability of changing the mode of said
security system between a security mode and a valet mode,
comprising:

a) a plurality of sensor input devices located about the

protected area, for providing different inputs of security

threat corresponding to a threat to the area;
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b) means for communicating multiple levels of alert
signals, both visual and audible;
¢) a radio frequency receiver and antenna for receiving a
digitally encoded transmission, a radio frequency
remote control transmitter having means for generating

multiple digitafly encoded control transmission signals _

to said receiver; and,

d) a controller for controlling the operarion of said secu-
tity system so that said system operates in an armed
mode wherein said controller monitors said sensor
devices and causes said communicating means to issue
said multiple levels of alert signals in respoase 10 a
sensor activated sipnal, or in 2 disarmed mode wherein
said system is disabled from communicating said alert
signals, said controlier comprising:

{i) means for detecting said sensor input signai corre-
sponding to each said threat 1o the secured arez;

(ii) means for generating an output signal to said means
for communicating said multiple levels of alert sig-
nals comresponding to said sensor input signal;

(iif) means in said controller for decoding said trans-
missions and processing said sensor input signals;
and,

{iv) means for said controller 0 engage/disengage valet
mode upon a user-activated input, decoding and
acling upon a transmission of control signals from
said transmitter,

4. An electrically powered security system for monitoring
and controlling access to a protected area and having a
capability of testing the installation of said security system,
comprising:

2} 2 plurality of sensor input devices Jocated about the

protected area, for providing different inputs of secarity

threat corresponding to a threat to the arca;

b) means for communicating multiple levels of alert, both
visual and audible;

<) a radio frequency receiver and antenna for receiving a
digitally encoded - transmission, a radio frequency
Temote control transmitter having means for generating
multiple digitally encoded control transmission signals
to said receiver; and,

d} a controller for controlling the operation of said secu-
rity system so that said system operates in an armed
mode wherein said controller monitors said sensor
devices and canses said communicating means to issue
said multiple levels of alert signals in response 0 a
sensor aclivated signal, or in a disarmed mode wherein
said system is disabled from communicating said alert
signals, said controller comprising:

(i) means for detecting said sensor input signal corre-
sponding 1o each said threat to the secured area;

{it) means for generating an output signal to said means
for communicating said multiple levels of alert sig-
najs corresponding to said sensor input signal;

(iii) means in said controller for decoding said trans-
missions and processing said sensor input signals;
and,

(iv) means for identifying the last two inputs tested
using a visual indicator.

5. An electrically powered security system for monitoring
and controlling access to a protected area and having a
capability of testing the installation of said security system,
comprising:

a) a plurality of sensor input devices loca.ed about the

protected area, for providing different inputs of security

threat corresponding to a threat o the area;
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b) means for communicating multiple levels of alent
signals, both visual and audible;

¢) a radio frequency receiver and antenna for receiving a
digitally encoded transmission, a radio frequency
remote contro] transmitter having means for generating
multiple digitally encoded control transmission signals
to said receiver; and,

d) a controller for controlling the operation of said secu-
tity system so that said system operates in an armed
mode wherein said controller monitors said sensor
devices and causes said communicating means to issue
said multiple levels of alent signals in response to a
sensor activated signal, or in a disarmed mode wherein
said system is disabled from communicating said alert
signals, said controller comprising:

(i} means for detecting said sensor input signal corre-
sponding to each said threat to the secured area;

(ii) means for gencrating an output signal to said means
for communicating said multiple levels of alert sig-
nals corresponding to said sensor input signal;

(iii) means in said controller for decoding said trans-
missions and processing said sensor input signals;
and,

(iv) means for testing the range of transmissions from
said rermote transmitter away from and around the
protected area in the form of 2 periodic chirp issued
from said means for communicating said muliple
levels of alert signals in response to said transmis-
sions received by said radio frequency and decoded
by said controller.

6. An electrically powered security system for monitoring
and controlling access to a protected area and having capa-
bility in a controller for monitoring &nd analyzing each
sensor input for stability, comprising:

2) a plurality of sensor input devices located about the
protected area, for providing different inputs of security
threat corresponding to a threat to the arez;

b} means for communicating multiple levels of alert
signals, both visual and audibie;

¢) aradio frequency receiver and antenna for receiving a
digitally encoded wansmission, a radio frequency
remote control transmitter having means for generating
multiple digitally encoded control transmission signals
to said receiver;

d) a radic frequency receiver and antenna for receiving a
digitally encoded transmission, a radio frequency
remote control transmitter having means for generating
multiple digitally encoded conirol wansmission signals
to said receiver; and,

e) a controller for controlling the operation of said secu-
rity system so that said system operates in an armed
mode wherein said controller monitors said sensor
devices and causes said commumnicating means to issue
said multiple levels of alert signals in response 1o a
sensor activated signal, or in a disarmed mode wherein
said system is disabled from communicating said alert
signals, said controller comprising:

(i) means for detecting said sensor input signal corre-
sponding to each said threat to the secured area;

(ii) means for generating an output signal to said means
for communicating said multiple levels of alert sig-
nals corresponding to said sensor input signal;

(iii) means in said controller for decoding said trans-
missions and processing said sensor input signals;
and,

(iv) means for bypassing said sensor input found to he
unstable for a period of time, and means for con-
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tinuing to analyze all said inputs, including bypassed
inputs, and returning said bypassed input to said
security system when later determined to have
regained stability,

7. An electrically powered security system for monitoring
and controlling access to a protected area and having capa-
bility in a controller for monitoring and anatyzing each input
for stability, comprising:

) a plurality of sensor input devices located about the
protected area, for providing different inputs of security
threat corresponding to a threat to the area;

b) means for communicating multiple levels of alert
signals, both' visual and audible;

¢) a controller for controiling the operation of said secu-

rity system so that said system operates in an armed

mode wherein said controller monitors said sensor
devices and causes said communicating means to issue

said multiple levels of alert signals in response to a

sensor activated signal, or in a disarmed mode wherein

said system is disabled from communicating said alert
signals, said controller comprising:

(i) means for detecting said sensor input signal corre-
sponding to each said threat to the secured area;

(ii) means for generating an output signal to said means
for communicating said muitiple levels of alert sig-
nals corresponding 1o said sensor input signal;

(iii} means in said controller for decoding said trans-
nissions and processing said sensor input signals;

(iv) means for bypassing said sensor input found to be
unstable for a period of time, and means for con-
tinuing to analyze all said inputs, including bypassed
inputs, and returning said bypassed input to said
security system when later determined to have
regained stability; and,

(v) means for counting the number of activations from
each input that cause the security system to actuate
an alarm, over a period of time, in making & deter-
mination whether an input has become unstable.

8. An electrically powered security system for monitoring
and controlling access to a protected area and having capa-
bility in a controller for menitoring and analyzing each input
for stability, comprising:

a) a plurality of sensor input devices located about the

protected arca, for providing different inputs of security

threat corresponding to a threat to the area;

b) means for communicating multiple levels of alert

signals both visual and audible;

c) a controller for controlling the operation of said secu-
rity system so that said system operates in an armed
mode wherein said controller monitors said sensor
devices and causes said communicating means to issue
said multiple levels of alert signals in response to a
sensor activated signal, or in a disarmed mode wherein
said system is disabled from communicating said alert
signals, said controller comprising:

(i) means for detecting said sensor input signal corre-
sponding to each said threat to the secured area;
(ii) means for generating an ontput signal to said means

for communicating stimuiate multiple levels of alert
signals corresponding to said sensor input signal;
(iii} means in said controller for decoding said trans-
missions and processing said sensor input signals;
(iv) means for bypassing said semsor input found to be
unstable for a period of time, and means for con-
tinuing to analyze alt said inputs, including bypassed
inputs, and returning said bypassed input to said
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sccurity system when later determined to have
regained stability; and,

{v) means in said controller to readmit said unstable
input into said security system oply after being
determined to have regained stability not withstand-
ing said security system undergoing cycling through
said arm/disarm/arm modes.

9. An electrically powered security system for monitoring
angd controlling access to a protected area and having capa-
bility in a controller for monitoring and analyzing cach input
for stability, comprising:

) a plurality of sensor input devices located about the
protected arez, for providing different inputs of security
threat corresponding to a threat to the area;

b} means for communicating muitiple levels of alert
signals, both visual and audible;

c) an electrically programmable and erasable read-only
memory, and,

d) a controller for controlling the operation of said secu-
rity system so that said system operates in an armed
mode wherein said controlier monitors said sensor
devices and causes said communicating means to issue
said multiple levels of alert signals in response to 2
sensor activated signal, or in a disarmed mode wherein
said system is disabled from communicating said alert
signals, said controller comprising:

(i) means for detecting said sensor input signal corre-
sponding to each said threat to the secured area;

(ii) means for generaling an output signal to said means
for communicating said multiple levels of alert sig-
nals corresponding to said sensor input signal;

(iii) means in said controller for decoding said trans-
missions and processing said sensor input signals;

{iv) means for bypassing for & period of time an input
found to be unstable, and means for continuing to
analyze all said inputs, including bypassed inputs,
and retumning said bypassed input to said security
system when later determined to have regained sta-
bility; and,

(v) means for permanently storing system operational
parameters in an electrically programmable and eras-
able read-out memory ang for restoring said security,
anid upon restoration of power, to the same state as it
had when power was curtailed.

10. An electrically powered security system for monitor-
ing and controlling access to a protected area and having
capability in a controller for reducing volume of ‘alert siren
chirps, comprising:

a) a plurality of sensor input devices located about the
protected area, for providing different inputs of security
threat corresponding to a threat to the area;

b) means for communicating multiple levels of alert
signals, both visual and audible, including a siren
wherein volume of audible siren alert is generated by a
voltage at said siren;

c) a controller for controlling the operation of said secu-
rity system so that said system operates in an armed
mode wherein said coniroller monitors said sensor
devices and causes said communicating means to issue
said multiple levels of alert signals in response to a
sensor activated signal, or in a disarmed mode wherein
said system is disabled from communicating said alert
signals, said controller comprising:

(i) means for detecting said sensor input signal come-
sponding to each said threat to the secured arca;
(ii) means for generating an output signal (o said means
for communicating said multiple levels of alert sig-

nals corresponding to said sensor input signal;
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(ifi) means in said controller for decoding said trans-
missions and processing said semsor input signals;
and,

(iv) means in said controller for reducing said volume
of siren chirps by effectively reducing the voltage
and current at said siren input, includes other means
in said controller for reducing said volume of said
siren chirps including means for temporarily chang-
ing said immediate audible/visual notification signal
to an immediate reduced volume audible/visual noti-
fication signal upon receipt of a first control signal
ransmitted from one channel of said wansmitter to
said reeeiver and thereafter receipt of a second
control signal transmitted from ancther channel of
said transmitter within a set time period so that said
two transmission channels are thereafter available
for other programmed functions.

11, An electrically powered security system for monitor-
ing and controlling access to a protected area and having
capability in  controller for reducing volume of alest siren
chirps, comprising:

a) a plurality of sensor input devices located about the
protected arca, for providing different inputs of security
threat corresponding to a threat to the area;

b) means for communicating multiple levels of alert
signals, both visual and audible, including a siten
wherein volume of audible siren alert is generated by a
voltage at siren input;

c) a controlter for controlling the operation of said secu-
rity system so that said system operatas in an armed
mode wherein said controller monitors said sensor
devices and causes said communicating means to issue
said multiple levels of alert signals in response to a
sensor activated signal, or in a disarmed mode wherein
said system is disabled from communicating sajd alert
signals, said controller comprising:

(i) means for detecting said sensor input signal corre-
sponding to each said threat to the secured area;

(i) means for generating an optput signal to swyd means
for communicating said multiple levels of alert sig-
nals corresponding to szid sensor input signal;

{iif) means in said controller for decoding said trans-
missions and processing said sensor input signals;
and,

(iv) means in said controller for reducing said volume
of siren chirps by effectively reducing the voltage
and current at said siren input by pulsing said siren
input power at 2 low duty cycle rate.

12. An electrically powered security and convenience
system for monitoring and controlling access to a vehicle
and having muliiple levels of alert signal commensurate
with the level of security threat to the vehicle, comprising:

a) a plurality of sensor input devices located about the
vehicle, including such as switches, shock sensors or
field disturbance sensers, each for sensing a threatening
event and providing a sensor activated input of a level
corresponding to the level of security threat to the
vehicle;

b) means for communicating multiple levels of alert
signals, both visual and audible, commensurate with
the level of threat received to the area, including:

(i) a low level alert consisting of a voice wamaway,
series of audible chirps or blinking lights;

(ii) a medinm level alert consisting of a combination of
said voice warmaway, series of said andible chirps
and said blinking lights; and,
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{ii) a high level alert consisting of an immediate full
siren alert and said blinking lights, wherein said
audible siren alert is generated by a voltage at a siren;

¢) means for permanently storing system operational
parameters within an electrically programmable and
erasable read-only memory; and,

d) a controller for using safd operational parameters for
controlling the operation of said security system so that
said system operates in an armed mode wherein said
controller monitors said input devices and causes said
means for communicating to issue said multiple levels
of alert signals of a level commensurate with and in
tesponse 1o said sensor activated signal, or in a dis-
armed mode wherein said system is disabled from
communicating said atert signals, said controller com-
prising:

(i} means for detecting 2 semsor input signal corre-
sponding to each said level of threat to the secured
ares;

(ii) means for generating an output signal to said means
for communicating said levei of alert corresponding
to said sensor input signal; and,

(iii) means {or generating an additional ouiput signal to
said means for communicating said level of alert
upon receipt of additional input signals from said
sensors either at the same or higher threa: level or
within 4 set period of time following receipt of first
said sensor input signal,

13. An electrically powered security and convenience
system for monitoring and controlling access to a vehicle
and having a capability of selectively deleting andible alert
signals following arm/disarm mode change, comprising:

a) a plurality of sensor input devices located about the
protected area, for providing different inputs of security
threat corresponding to a threat to the area;

b) means for communicating muitiple levels of alen
signals, both visual and audible;

¢} a radio frequency receiver and antenna for receiving 2
digitally encoded transmission, a radio frequency
remote control (ransmitter having means for generating
multipie digitally encoded control transmission signals
to said receiver; and,

d) a controller for controlling the operation of said secu-
rity syslem so that said system operates in an armed
mode wherein said controller monitors said sensor
devices and causes said communicating means 1o issue
said multiple levels of alert signals in response to a
sensor activated signal, or in a disarmed mode wherein
said system is disabied from communicating said alert
signals, said controller comprising:

(i) means for detecting said sensor input signal corre-
sponding to each said threat to the secured area;
(ii) means for generating an output signal to said means
for communicating multiple levels of alert signals

corresponding to said sensor input signal;

(iii) means in said controller for decoding said trans-
missions and processing said sensor input signals;
and, ‘

(iv) means for selectively changing audible and visual
alert signal to an andjo free, visual only alert signal
upon receipt of a first control signal transmitted from
one channel of said transmitter 1o szid receiver and
thereafler receipt of a second control signal trans-
mitted from another channel of said transmitter
within a set time period so that said two transmission
channels are thercafter available for other pro-
grammed functions.
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14, An electrically powered security and convenience
system for monitoring and controlling access to a vehicle
and having 2 mannai and remote capability of changing the
mode of said security system between a security mode and
a valet mode, comprising:

a) a plurality of sensor input devices located about the
protected area, for providing different inputs of security
threat corresponding to a threat to the area;

b) means for communicating multiple levels of alen
signals, both visual and audible; :

¢) a radio frequency recejver and antenna for receiving a
digitally encoded transmission, 2 radio frequency
remote control transmitter having means for generating
multiple digitally encoded control transmission signals
to said receiver; and,

d) a controller for controlling the operation of said secu-
rity system so that said system operates in an armed
mede wherein said controller monitors said sensor
devices and causes said communicating means to issue
said multiple levels of alert signals in response to a
sensor activated signal, or in & disarmed mode wherein
said system is disabled from communicating said alert
signals, said controller comprising:

(i) means for detecting said sensor inpu: signal corre-
sponding to each said threat to the secured ares;

(ii) means for generating an output signal to said means
for communicating said multiple levels of alert sig-
nals corresponding to said sensor input signal;

(iif) means in said controller for decoding said trans-
missions and processing said sensor input signals;
and,

(iv) means for said controller to engage/disengage valet
mode upon a user-activated input, decoding and
acting upon a transmission of control signals from
said transmitter.

15. An electrically powered security and convenience
system for monitoring and controlling access to a vehicle
and having a capability of switching from stored program-
ming 10 other operational function programming, compris-
ing:

a) a pluralily of sensor input devices located sbout the
protected area, for providing different inputs of security
threat corresponding to a threat to the area;

b) means for communicating multiple levels of alent
signals, both visual and audible;

¢) a radio frequency recejver and antenna for receiving a
digitally encoded transmission, a radio frequency
remote control transmitter having means for generating
multiple digitally encoded control transmission signals
10 said receiver;

d) a controller for controlling the operation of said secu-
rity system so that said system operates it an armed
mode wherein said controller monitors said sensor
devices and causes said communicating means to issue
said multiple levels of alert signals in response to a
sensor activated signal, or in a disarmed mede wherein
said system is disabled from communicating said alert
signals, said controller comprising:

{i) means for detecting said sensor inpui signal corre-
sponding to each said threat to the secured area;

(ii) means for generating an output signal to said means
for communicating said multiple levels of alert sig-
nals corresponding to said sensor input signal;

(i) means in said controller for decoding said trans-
missions and processing said sensor input signals;

(iv) means for switching from operational function
programming, stored in said electrically prograrn-
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mable and erasable read-only memory and initially
preset therein, to other operational function program-
ming, using a user activated input, decoding and
acting upon receipt of control signals from said
transmitter,

16. An electrically powered security and convenience
system for monitoring and controlling access to a vehicle
and having a capability of testing the installation of said
security system, comprising:

a) a plurality of sensor input devices located about the
protected area, for providing different inputs of security
threat corresponding to a threat to the area;

b) means for communicating multiple levels of alert
signals, both visual and audible;

¢) a radio frequency receiver and antenna for receiving a
digitally encoded transmission, a radio frequency
remote control {ransmitter having means for generating
multiple digitally encoded control transmission signals
to said receiver; and,

d) a controller for controlling the operation of said secu-
rity sysiem so that said sysiem operates in an armed
mode wherein said controller monitors said sensor
devices and causes said communicating means to issue
said multiple levels of alert signals in response to a
sensor activated signal, or in a disarmed mode wherein
said system is disabled from communicating said alert
signals, said controlier comprising:

(i) means for detecting said sensor input signal corre-
sponding 1o each said threat to tha secured area;

(ii) means for generating an output signal to said means
for communicating said variable alert signal corre-
sponding 1o said sensor input signal;

(i1i) means in said controller for decoding said trans-
missions and processing said sensor input signals;
and,

(iv) means for identifying the last two inpuis tested
using & visual indicator.

17. An clectrically powered security and convenience
system for monitoring and controlling access to a vehicle
and having a capability of testing the installation of sajd
security system, compriging:

2) & plurality of sensor input devices located about the

protecied area, for providing different inputs of securiry

threat corresponding to a threat to the area;

b) means for communicating multiple levels of alent
signals, both visual and andible;
¢) a radio frequency receiver and antenna for receiving a
digitally encoded transmission, a radic frequency
remote control transmitter having means for generating
muliiple digitally encoded control transmission signals
to said receiver; and,
d) a controller for controlling the operation of said seco-
rity system so that said system operates in an armed
mode wherein said controller monitors said sensor
devices and causes said communicating means to issue
said multiple levels of alert signals in response to a
sensor activated signal, or in a disarmed mode wherein
said system is disabled from communicating said alert
signals, said controller comprising:
(i) means for detecting said sensor input signal corre-
sponding to each said threat to the secured area;
(i) means for generating an output signal to said means
for communicating said multiple levels of alert sig-
nals corresponding to said sensor input signal;

(iii) means in said controller for decoding said trans-
missions and processing said sensor input signals;

and,
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(iv} means for testing the range of transmissions from
said remote transmitter away from and around the
protected area in the form of a periodic chirp issued
from said means for communicating said multiple
levels of alert signals in response to said transmis-
sions received by said radio frequency and decoded
by said controller.

18. An electrically powered security and convenience
system for monitoring and controlling access to a vehicle
and having capability in a controller for monitoring and
analyzing each input for stability, comprising:

a) a plurality of sensor input devices located about the
protected area, for providing different inputs of security
threat corresponding to a threat to the area;

b} means for communicating multiple levels of alent
signals, both visual and audible;

c) 2 radio frequency recefver and antenna for receiving a
digitally encoded transmission, a radio frequency
remote control transmitter having means for generating
multiple digitally encoded control transmission signals
to said receiver;

d) a radio frequency receiver and antenna for receiving a
digitally encoded transmission, a radio frequency
remote control transmitter having means for generating
multiple digitally encoded control ransmission signals
to said receiver; and,

¢} a controller for controlling the aperation of said secu-

tity system so that said system operates in an armed

mode wherein said controller monitors said sensor
devices and causes said communicating means to issue

said muldple levels of alert signals in response to a

sensor activated signal, or in a disarmed mode wherein

said system is disabled from communicating said alert
signals, said controller comprising:

(i) means for detecting said sensor input signal corre-
sponding 10 each said threat to the secured area;

(if) means for generating an output signal to said means
for communicating said multiple levels of alert sig-
nals corresponding to said sensor input signal;

(i) means in said controiler for decoding said trans-
missions and processing said sensor input signals;
and,

(iv) means for bypassing said sensor input found to be
unstable for a period of time, and means for con-
tinuing to analyze all said inputs, including bypassed
inputs, and returning said bypassed input to said
security system when later determined to have
regaired stability.

19. An electrically powered security and convenience
system for monitoring and analyzing cach input for stability,
comprising:

a) a plurality of sensor input devices located abouwt the

protected area, for providing diiferent inputs of security

threai corresponding to a threat to the area;

b) means for communicating multiple levels of alert
signals, both visual and audible;

¢) a controller for controlling the operation of said secu-
rity system so that said system operates in an armed
mode wherein said controller monitors said sensor
devices and causcs said communicating means to issue
said multiple levels of alert signals in response to a
sensor activated signal, or in a disarmed mode wherein
said system is disabled from communicating said alert
signals, said controller comprising:
{i) means for detecting said sensor inpul signal corre-

sponding to each said threat to the secured area;
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(i) means for generating an output signal to said means
for communicating said multiple levels of alert sig-
nals corresponding to said sensor input signal;

{iii) means in said controller for decoding said irans-
missions and processing said sensor input signals;

{iv) means for bypassing said sensor input found to be
unstable for a period of time, and means for con-
linging to analyze all said inputs, including bypassed
inputs, and relurning said inputs, including bypassed
inputs, and returning said bypassed input to said
security system when later determined to regained
stability; and,

(v) means for counting the number of activations from
each input that cause the security system to activate
an alarm, over a period of time, in making a deter-
mination whether an input has become unstable.

20. An elecirically powered securily and convenietice
system for monitoring and controlling access to a vehicle
and having capability in 2 controller for monitoring and
analyzing each input for stability, comprising:

a) a plurality of sensor input devices located about the

protected area, for providing different inputs of security
threat corresponding 10 a threat to the area;

b) means for communicating multiple levels of alert
signals both visual and audible;

c} & controller for controlling the operation of said secu-
rity system so that said system operates in 2n armed
mode wherein said controller monitors said sensor
devices and causes said communicating means 10 issue
said multiple levels of alert signals in response to a
sensor activated signal, or in a disarmed mode wherein
said system is disabled from communicating said alert
signals, said controller comprising:

(i} means for detecting said sensor input signal corre-
sponding to each said threat 1o the secured area;

(ii) means for generating an output signal to said means
for communicating said muitiple levels of alert sig-
nals corresponding to said sensor input signal;

(iii) means in said controller for decoding said trang-
missions and processing said sensor input signals:

(iv) means for bypassing said sensor input found to be
unsiable for a period of time, and means for con-
tinuing to analyze all said inputs, including bypassed
inputs, and retuming said bypassed input to said
security system when later determined to have
regained stability; and,

{v} means in said controller to readmit said unstable
input into said security system only afler being
determined to have regained stability notwithstand-
ing said security system undergoing cycling through
said arm/disarm/arm modes,

21. An electrically powered security and convenience
system for monitering and controlling access to a vehicle
and having 2 capability in restoring said security system
upon restoration of power following a power failure, com-
prising:

a) a plurality of senser input devices located about the
protected area, for providing different inputs of security
threat corresponding to a threat to the area;

b) means for communicating multiple levels of alert
signals, both visual and audible;

¢} an electrically programmable and erasable read-only
memory; and,

d) a controller for controlling the operation of said secu-
rity system so that said sysiem operates in an armed
mode wherein said controller monitors said sensor
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devices and causes said communicating means to issue a) a plurality of sensor input devices located about the
said multiple levels of alert signals in response to a protected area, for providing different inputs of security
sensor activated signal, or in a disarmed mode wherein threat comresponding to a threat to the area;

said system is disabled from communicating said alert b) means for communicating multiple levels of alert
signals, said controlier comprising: 5 signals, both visual and audible, including a siren
(i) means for detecting said sensor input signal corre- wherein volume of audible siren alert is generated by a

sponding to each said threat to the secured area; voltage at siren input;
(i) means for generaling an output signal to said means ¢) a controller for controlling the operation of said secu-

for communicating said multiple levels of alert sig- it ; X
. . ; o y system so that said system operates in an armed
nals corresponding to said seasor input sigmal; i0 mode wherein said controller monitors said sensor

(1ii) means in said controller for decoding said trans-
missions and processing said sensor input signals;
(iv) means for bypassing for a period of time and an
inpnt found to be unstable, and means for continuing
to analyze ali said inputs, including bypassed inputs,

devices and causes said communicating means to issue
said multiple levels of alert signals in response to a
sensor activated signal, or in 2 disarmed mode wherein
said system is disabled from communicating said alert
signals, said controller comprising:

and returning said bypassed input to said security 19 (i) means far detecting sai . .
. . g said sensor input signal corre-
;{ﬁt:f"a:é‘m tater determined to have regained sta- sponding to each said threat 1o the secured ares;
V) m ri;: ¢ fu; ermanently storing system operationa] (ii) means for generating an output signal to said means
arameters irl::an cleetri g ally progry bl epan d eras- for communicating said _mulup]e levels of alert sig-
gb]s read-only memory and for restoring said secu- 20 nals corresponding to said sensor input signal;

rity, and upon restoration of power, to the same state
as it had when power was curtailed.

(iif) means in said controlier for decoding said trans-
missions and processing said sensor input signals;

and,

(iv) means in said controller for reducing said volume
of siren chirps by effectively reducing the voltage
and cureent at siren input by pulsing siren input
power at a low duty cycle rate.

b i - . 24. An electrically powered security and convenience
protected area, for providing different inputs of security system for monitoring and controlling access to & vehicle
threat corresponding t.o a. threat to_ the area; and having a capability of providing 2 remote engine start

b) means for communicating mmitiple levels of alert 19 signal, comprising:
signals, both visnal and audible, including a siren
wherein volume of audible siren alert is generated by a
voltage at said siren;

c) a controller for controlling the operation of said secu-

22. An clectrically powered security and convenience
system for monitoring and controlling access to a vebicle
and having capability in a controller for reducing volume of 45
glert siren chirps, comprising:

a) a plurality of sensor input devices located ahout the

a) a plurality of sensor input devices located about the
protected area, for providing different inputs of security
threat corresponding to a threat to the area;

b} means for communicating multiple levels of alert

rity system so that said system operates in an armed 35

mode wherein said controller monitors said semsor
devices and causes said commmunicating means to issue
said multiple levels of alert signals in response (0 a
sensor activated signal, or in a disarmed mode wherein

signals, both visual and audible;

¢) a radio frequency recefver and antenna for receiving a

digitally encoded transmission, a radio frequency
remote control transmitter having means for generating

said system is disabled from communicating said alent 40 muitiple digitally encoded control transmission signals

signals, said controlier comprising: to said receiver; and,

(i) means for detecting said sensor input signal corre- d) a controller for controlling the operation of said secu-
sponding to each said threat to the secured area; rity system so that said system operates in an armed

(ii) means for generating an output signal to said means mode wherein said controller monitors said sensor
for communicating said multiple levels of alert sig- 45 devices and causes said communicating means to issue
nals corresponding to said sensor input signal, said multiple levels of alert signals in response to a

(iii} means in said controller for decoding said trans- sensor activated signal, or in a disarmed mode wherein
missions and processing said sensor input signals; said system is disabled from communicating said alert
and, signals, said controlier comprising:

(iv) means in said controller for reducing said volume 50 (i) means for detecting said sensor input signal corre-
of siren chirps by effectively reducing the voltage sponding to cach said threat to the secured area;
and curreni at said siren input, includes other means (ii) means for generating an output signal to said means
in said controller for reducing said volume of said for communicating said multiple levels of alert sig-
siren chirps including means for temporarily chang- nals corresponding to said sensor input signal;
ing said immediate audible/visual notification signal 55 (iii) means in said controller for decoding said trans-

to an immediate reduced volume gudibie/visual noti-
fication signal upon receipt of a first control signal
trapsmitted from one channel of said transmitter to
said receiver and thereafter receipt of a second

contro] signal transmitted from another channel of 60

said transmitter within a set time period so that said
two transmission channels are thereafter available
for other programmed functions.

missions and processing said sensor input signals;
and,

(iv) means in said controller, for receipt of a transmis-
sion from said remote transmitter, activates a vehicle
starting routine that checks the ammv/disarm status of
the vehicle security systern, bypasses the lowest
threat level inputs if the system is in the armed mode,
locks the vehicle access doors if the system is in the

23. An electrically powered security and convenience
system for monitoring and centrolling access to a vehicle 65
and having capability in a controller for reducing volume of
alert siren chirps, comprising:

disarm mode, and then outputs a signal to remote

start the engine.
25. An electrically powered security system for monitor-
ing and controlling access to a protected area and having
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multiple levels of alert signal commensurate with the level
of security threat to the area, comprising:

a) a plurality of sensor input devices located about the
protected area, for providing different input levels of
security threat corresponding to the level of threat to
the area;

b) means for communicating multiple levels of alen
signals, both visual and audible, progressively includ-
ing:

(1) a low level alert consisting of a voice wam-away,
series of audible chirps or blinking lights;

(ii) a medium level alert consisting of a combination of
said voice warnaway, series of said audible chirps
and said blinking lights; and,

(iii) a high level alert consisting of an immediate full
siren alert and said blinking lights, wherein said
audible siren alert is generated by a voltage at a siren;

¢) a radio frequency receiver and antenna for receiving a
digitally encoded transmission, a radio frequency
remote control transmitter having means for generating
multiple digitally encoded control transmiission signals
to said receiver;

d) means for permanently storing system operational
parameters within an electrically programmable and
eraszble read-only memory; and,

¢) a controtler for using said operational parameters for
controlling the operation of said security system so that
said system operates in an armed mode wherein said
controller monitors said input devices and causes said
means for communicating to issue said multiple levels
of alert signals of a level commensurate with and in
response (o said sensor activated signal, or in a dis-
armed mode wherein said system is disabled from
communicating said alert signals, said contraller com-
prising:

(1) means for detecting a sensor input signzl corre-
sponding to each said level of threat to the secured
ares;

(if) means for generating an output signal to said means
for communicating said level of alert corresponding
to said sensor input signal; and,

{iif) means in said controlier for decoding said trans-
ntissions and processing said sensor input signals;
and,

{iv) means for generating an additiona! cutput signat to
said means for communicating said multipls levels
of alert signals upon receipt of additional input
signais from said sensors either at the same or higher
threat level or within a set period of time following
receipt of said first sensor input signal.

26. An electrically powered security and convenience
system for monitoring and controlling access o a vehicle
and having multiple levels of alert signal commensurate
with the level of security threat 10 the venicle, comprising:

a) a plurality of sensor input devices located about the
vehicle, including switches, shock sensors or feld
disturbance sensors, each for semsing a threatening
event and providing z sensor activated input of a level
cotresponding to the level of threat to the vehicle;

b) means for communicating said multiple levels of alert
signals, both visual and audible, commensurate with
the level of threat received to the area including:

() a low level alert consisting of a voice wam-away,
series of sudible chirps or blinking lights;

35

50

55

(ii) a medivm leve] alert consisting of a combination of &5

said voice warnaway, series of said audible chirps
and said blinking lights; and,

34

(iii) & high leve] alert consisting of an immediate full
siren alert and said blinking lights, wherein said
audible siren alert is gencrated by a voltage at a siren;

c) a radio frequency receiver and antenna for receiving a
digitally enceded transmission, a radio frequency
temote control transmitter having means for generating
multiple digitally encoded control transmission signals
to said receiver;

d) means for permanently storing system operational
parameters within an electrically programmable and
erasable read-only memory; and,

€) 2 controller for using said operational parameters for
controlling the operation of said security system so that
said system operates in an armed mode wherein said
controller monitors said input devices and canses said
means for communicating to issue said multiple levels
of alert signals of a level commensurate with and in
response to said sensor activated signal, or int & dis-
armed mode wherein said system is disabled from
communicating said alert signals, said controller com-
prising:

(i) means for detecting a sensor input signal correspond-
ing to each said level of threat to the secured area;

(if) means for generating an output signal to said means
for communicating said level of alert corresponding to
said sensor input signal; and,

(iii) means in said controller for decoding said trensmis-
sions and processing said sensor input signals; and,

(iv} means for generating an additional output signat to
said means for communicating said multiple levels of
alert signals upon receipt of additional input signals
from said sensors either at the same or higher threat
level or within a set period of time following receipt of
said first sensor input signal.

27. An electrically powered security system for monitor-
ing and controlling access to a protected area and having a
capabhility of testing the installation of said security system,
comprising:

a) a plurality of sensor input devices located about the

protected area, for providing different inputs of security
threat corresponding to 2 threat to the area;

b) means for communicating multiple levels of alert
signals both visual and audible;

¢} a radio frequency receiver and antenna for receiving a
digitally encoded transmission, a radio frequency
remote control transmitter having means for generating
multiple digitally encoded control transmission signals
to said receiver; and,

d) a controller for controlling the operation of said secy-
tity system so that said system operates in an armed
mode wherein said controller monitors said sensor
devices and causes said communicating means to issue
said multiple levels of alert signals in response to a
sensor activated signal, or in a disarmed mode wherein
said system is disabled from communicating said alert
signals, said controller comprising:

(i) means for detecting said sensor input signal corre-
sponding to each said threat to the secured area;
(ii) means for generating an output signal to said means
for communicating said multiple levels of alert sig-

nals corresponding to said sensor input signal;

(1i) means in said controller for decoding said trans-
missions and processing said sensor input signals;
(iv) means for using a siren to generate a chim, audible

in and around the protected area, to indicate the
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change of siate of a sensor installation from active to
inactive and inactive to active, and,

{v) means for identifying the last two inputs tested
using a visual indicator,

28. An clectrically powered security and convenience
system for monitoring and controlling access to a vehicle
and having a capability of testing the installation of said
security system, comprising:

a) a plurality of sensor input devices located about the
protected area, for providing different inputs of security
threat corresponding to a threat to the area;

b) means for communicating multiple levels of alert
signals both visual and audible;

c) a radio frequency receiver and antenna for receiving a
digitally encoded transmission, a radio frequency
rcmote control transmitter having means for generating
multiple digitally encoded control transmission signals
to said receiver; and,

4) a controller for controlling the operation of said secu-
Tity system so that said system operates in an armed
mode wherein said controller monitors said sensor
devices and causes said communicating meang to {ssue
said multiple levels of alert signals in response to a
sensor activated signal, or in a disarmed mode wherein
said system is disabled from communicating said alert
signals, said controller comprising:

(i) means for detecting said sensor input signsl corre-
sponding to each said threat to the secured area;
{ii) means for generating an output signal to said means

for communicating said multiple levels of alert sig-
nals corresponding to said sensor input signal;
(iii) means in said controller for decoding said trans-
- missions and processing said sensor input signals;
(iv) means for using a siren to generate a chirp, audible
in and around the protected area, to indicate the
change of state of a sensor installation from active to
inactive and inactive to active; and,

(v) means for identifying the last two inputs tested
using & visual indicator.

29, An clectrically powered security system for monitor-
ing and controling access to a protected arca and having a
manual and remote capability of changing the mode of said
security system between a security mode and a valet mode,
comprising:

a) a plurality of sensor input devices located zbout the
protected area, for providing different inputs of security
threat comesponding to a threat to the area;

b} means for communicating multiple levels of alert
signals, both visual and audible;

<) a radio frequency receiver and antenna for receiving a
digitally encoded wansmission, a radic frequency
remnote contro! transmitter having means for generating
multiple digitally encoded control transmission signals
to said receiver,

d) said valet mode selectively disengaging, a user defined
subgroup of said input sensors; and,

¢) a controller for controlling the operation of said secu-
rity system so that said system operates in an armed
mode wherein said controller monitors said sensor
devices and causes said communicating means 1o issue
said multiple levels of alert signals in response 0 a
sensor activated signal, or in a disarmed mode wherein
said system is disabled from communicating said alert
signals, said controller comprising:

(i) means for detecting said sensor input signal corre-
sponding to cach said threat to the secured area;
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{ii) means for generating an output signal to said means
for communicating said multiple levels of alert sig-
nals corresponding to said sensor input signal;

(iii) means in said controlier for decoding said trans-
missions and processing said sensor input signals;
and,

(iv) means for said controller to engage/disengage said
valet mode upon a user-activated input, decoding
and acting upon a transmission of control signals
from said transmitter.

30. Ar electrically powered security and convenience
system for monitoring and controlling access to a vehicle
and baving a manual and remote capability of changing the
made of said security systemn between a security mode and
a valet mode, comprising:

a) a plurelity of sensor input devices located about the
protected area, for providing different inputs of security
threat corresponding to a threat to the area;

b) means for communicating multiple levels of alert
signals, both visual and audible;

¢} a redio frequency receiver and antenna for receiving a
digitally encoded transmission, a radio frequency
remote control transmitter having means for generating
muldple digitally encoded control transmission signals
to said receiver; ’

d) said valet mode selectively disengaging, a user defined
subgroup of said input sensors; and,

¢) a controller for controlling the operation of said secu-
rity system so that said system operates in an armed
mods wherein said controller monitors said sensor
devices and causes said communicating means to issue
said multiple levels of alert signals in response 10 2
sensor activated signal, or in a disarmed mode wherein
said system is disabled from communicating said alert
signals, said controller comprising:

(i} means for detecting said scnsor input signal corre-
sponding to each said threat to the secured area;

(ii) means for generating an output signal to said means
for communicating said multiple levels of alert sig-
nals corresponding to said sensor input signal;

(iii) means in said controller for decoding said trans-
missions and processing said sensor input signals;
and,

{iv) means for said controller to engage/disengage valet
mode upon a user-activated input, decoding and
acting upon a transmission of control signals from
said transmitter.

31. An electrically powered security system for monitor-
ing and controlling access to a protected arez and having a
capability in said controfler for reducing the volume of the
alert siren chirps, comprising:

a) a plurality of sensor input devices located about the
protected area, for providing different inputs of security
threat corresponding to & threat to the area;

b) means for communicating muliiple levels of alert
signals, both visual and audible, including a siren
wherein the volume of audible siren alert is generated
by a voltage at the siren;

¢) a controller for controlling the operation of said secu-
tity system so that said system may be operated in an
armed mode wherein sald controller monitors said
sensor devices and causes said communicating means
1o issue said multiple levels of alert signals in response
10 a sensor activated signal, or in a disarmed mode
wherein said system is disabled from communicating
alert signals, said contreller comprising:
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(i) means for detecting a sensor input signal corrc- ¢} a controlier for controlling the operation of said secu-

sponding to each said threat to the secured area;

(ii) means for generating an output signal to said means
for communicating said multiple levels of alert sig-
nals corresponding to said sensor input signal; 5

(iif) means in said controller for decoding said trans-
missions and processing said sensor input signals;
and,

(iv) means in said controller for reducing the volume of
siten chirps by effectively reducing the voliage and
current at the siren output by using a separate pre-
driver transistor, which is driven by a separate chirp
signal independent of the extended siren output, for
generating the chirp base drive to the siren output
drive transistor. 15

32, An electrically powered security and convenience

system for monitoring and controtling access to a vehicle
and having & capability in said controller for reducing the
volume of the alert siren chirps, comprising:

2) a plurality of scnsor input devices located abowt the 20
protected area, for providing different inputs of security
threat corresponding to a threat to the area;

b} means for communicating multiple levels of alert
signals, both vispal and audible, including a siren
wherein the volume of audible siten alert is generated 2
by a voltage at the siren;

—

0

rity system so that said systern may be operated in an

armed mode wherein said controller monitors said

sensor davices and causes sald communicating means
to issue said muitiple levels of alert signals in response

10 a sensor activated signal, or in a disarmed mode

wherein said system is disabled from communicating

alert signals, said controller comprising:

(i} means for detecting a sensor input signal corre-
sponding to each said threat to the secured area;
(ii) means for generating an output signal to said means
for communicating said multiple levels of alert sig-

nals corresponding to said sensor input signal;

(iii) means in said controller for decoding said trans-
missions and processing said sensor input signals;
and,

(iv) means in said controller for reducing the volume of
siten chirps by effectively reducing the voltage and
current at the siren output by using a separate pre-
driver transistor, which is driven by a separate chirp
signal independent of the cxtended siren output, for
generating the chirp base drive to the siren output
drive transistor.
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- ADVANCED METHOD OF INDICATING
INCOMING THREAT LEVEL TO AN
ELECTRONICALLY SECURED VERICLE
AND APPARATUS THEREFOR

RELATION TQ OTHER PATENT
AFPLICATIONS

This patent application is a continuation.in-part (C.I.P) of
patent application Ser. No. 08/433,819 filed May 4, 1995,
* entitled “Method Of Indicating The Threat Level Of An
Incoming Shock To An Electrondcally Secured Vehicle and
Apparatus Therefor,” now abandoned; which is a
continuation-in-part (C-I-F) of patent application Ser. No,
08/112,940 fited Aug. 30, 1993, entitled “Method OF Indi-
cating The Threat Level Of An Incoming Shock To An
Electronically Secured Vehicle and Apparatus Therefor,”
now U.S. Pat. No. 5,532,670; which is a continuation-in-part
(C-I-P) of patent application Ser. No. (7/886,871 filed May
22, 1992, entitled “Method Of Indicating The Threat Level
Of An Incoming Shock To An Electronically Secured
Vehicle and Apparatus Therefor,” now abandoned. This
patent application is also a continuation-in-part (C-I-P) of
patent application Sex. No. (77/945,667 filed Sep. 16, 1992,
entitled “Advanced Automotive Automation And Security

10

System,” pow U.S. Pat. No. 5,534,845 Aforementioned U.§, 25
Pat, Nos. 5,532,670 and 5,534,845 s well as applications .

Ser. Nos. 07/886,871 and 08/433,819 are hereby incarpo-
rated by reference.

BACKGROUND OF THE INVENTION

1, Feld of the Invention

This invention pertains to the field of electroric security
systems that detect unwanted intrusions into secured areas
and sound an audible alarm in response thereto. More
patticularly, the inveption pertains to a method of differen-
tiating between 2 high degree of intrusion or threat such as
ashock or a low intensity degree of intrusion or insubstantial
threat, received by the protected steucture or obiect, and
executing an appropriate alarm as well as preventing
nonphysical, random energy inputs from tripping the secu-
rity alarm.

2. Description of the Prior Art

Electronic security systems have becn used for some
years and their popularity increases as the national crime
rate continues to climb. Most such systems, especially those
used for protection of automobiles, include a contoller, a
series of infrusion sensors for detecting attempted intrusions
through doors, hood, and windows, an alarm for activation
upon receipt of a signal or signals from the sensors indicat-
ing an attempted unwanted entry into the vehicle, and a
power source, normslly the vehicle battery, to power the
system and sound the alarmm. Other components are often
included such as antomatic resetting circuits and shut.down
devices for use when the alarm needs to be deactivated,
These systems may be original equipment on new vehicles
or retrofitted on existing vehicles.

The security systems may be effected by a nonphysical
signals, or electrical strges commonplace in the agtomobile
circuitry. The intended arming and disarming of an alarm
system is usnally peaformed by sending & digitaliy coded
signal, by a hand-held ransmitter operated by one or more
push buttons. In addition, other such systems may be armed
by mere passage of time following the driver’s act of turning
off the engine and exiting the vehicle with the doors and
windows closed and after & shart time interval such as thirty
(30) seconds. Thereafter the system may be disarrued by a
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hand-held transmitter or by a delay circnit that activates the
alarm if the system is not disarmed by the driver upon entry
into the vehicle. The first type of arming is known as “active
arming” while the latter is known as “passive arming”.

Upon detection of an atternpted intrusion into the vehicle
by one of the sensors, the alamm is activated for a period of
time, for instance thirty (30) seconds to one (1) minute, and
then, if the alarm has not been disarmed by the remots
transmitter or by the manipulation of a “kill™ switch,
mounted interior the vehicle, uspally in & hidden area
therein, the alarm response terminates or times-out and the
security system is once again resct to monitor the sensors
and triggers.

One form of such a sensor is called a “shock” sensar. The
shock sensor technology of this invention is discussed in
Applicant’ patent application Ser. No. 08/112,940. However,
4 numbser of other sensors may be employed within the alarm
system of this invention. This inventjon includes, but is not
lirited to, the application of shock sensors, motion sensors,
field distarbance sensors, sound discriminators, ultrasonic
sensors, curent sensors and other sensors which sense
disturbance or threat applied to or about an area and generate
an electrical signal in response thersto. An incoming threat
to the protected area such a vehicle includes threats such as
physical impact, activity in or about the vehicle, breack of
the vehicle electric system, the sound of breaking glass, or
other activity results in the sensing of the activity and
generation of an electrical signal which is then interpreted
by the alarm controller to generate an alarm response.

Certain problems exist with conventional security sys-
tems that render their nsage less than desirable under certain
circumstances. For example, a shopping cart inadvertently
bumped against the vehicle will usually cause a full alarm
response. While the alarm is certainly necessary to alert the
owner, inadvertent tripping of the alarm is annoying and
could result in either the owner becoming frustrated, and
thereafter not activating the alarm, or convincing the shep-
per or other car owners that such a loud, annoying alarm is
not what they want in their vehicles.

In other simuations, certain transient electric fields can
invade the circuitry of the alarm system and generate enough
of a signal to trip the alarm even in the absence of intrusion
to the secured area. When a warn signal is generated by the
alarm, it flashes the ronning lights which generates electrical
sirges of transients. These transients may generate electrical
signals which may feed into the alarm circuitry where they
are amplified and trip full alarm. In other situations, such as
where a cellular telephone is used about the vehicle, the
initial surge of the wirclsss trapsmission signal may be
sufficient to generate an actustion level signal resulting in
the activation of the alamm. Still further, in isolated cases,
such as where a palice car parks behind a protected area and
the officer “keys” the microphone on his radio, the surge
from his transmitter could interact with the anti-theft system
induction coil and produce a false alarm.

Still further, there are instances whers a disturbance
continues unabated after the initial activation of the alarm
sequence. For instance, a vehicle parked next to 2 train
station may receive an alarm input generated by a passing
train. The alarm will commence and terminate after running
its course, yet often the train has not passed completely by
the vehicle, In the prior art, the alarm will sound again
because of the continuous input of energy from the train.
This can be of annoyance to others in the area.

Crowded parking lots are prime areas for car theft. In
these cases, dissatisfaction with the antl-theft system may
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canse the owner to cease anming the system thus rendering
the vehicle subject to theft. This condition, if rot corrected,
may cause other vehicle owners to cease purchasing sach
security systems for fear of annoying others and thereby
undermine the desirability for and effectiveness of anti-theft
devices.

What is needed to circumvent the drawbacks herstofore
described is (1) a vehicle security system capable of differ-
entiation between a light, generally non-threatening intru-
sion event and a stronger, usually security-threatening intru-
sion ¢vent to the vehicle and ontput a pulse to the alarm
circuit appropriate to the degree of intrusion about the
secured area, and (2) a vehicle security system that will
discriminate betwesn the non-threatening events and block
them or otherwise divert the signals they produce so that an
alarm is not generated.

SUMMARY OF THE INVENTION

This invention is a novel method of dealing with these
problems and discriminating hetween the degree of threat
from the incoming intrasion sensors. For example, the alarm.
system of this invention generates a mild audible chirp in the
event one Jightly touches a protected vehicle while loading
groceries in a parking lot. Conversely, a full alarm response
is generated if the car is towed or a crow-bar applied to its
exterior. The low intensity alarm is called a “warn-away”
and is of & serious, but far quicter nature and will generally
generate the proper message of alarm presence to the
intruder without engaging the full alarm, The person induc-
ing the threat is thexeby quietly, but convincingly advised by
prerecorded voice or a series of soft chitps of the limfted
intrusion he or she has caused, without activation of ear
piercing audible alarm response. Further, the owner and
other people are not disturbed or embarrassed by a full alarm
response cansed by an innocent individual,

In addition, this invention includes the novel feature of
providing full wave rectification of the output signal from
the sensor and ignoring the first few milliseconds of the
signal produced. Additionally, the present invention reguires
the signal to drop to its zero () level or reference voltage
before triggering warning alarm. This allows an alarm
condition to be registered only upoa sensing actual intru-
sions on or about the protected area, as compared with
non-physical intrusions generated by EMF or RF fields
about the protected area. These features therefors eliminate
the spurious signals that are produced by nonphysical threat
conditions.

Most security systems involve only half-wave rectifica-
tion of the induced signal emanating from the sensor, In the
event the signal generated by a sensor generates a signal
having positive and negative components the signal and in
the event there is only partial rectification of the signal, The
1esulting rectified signal would be of unnaturally low valae
and not be an accurate reproduction or indication of the full
intensity or degree of the incoming threat to the protected
area, This practice is consistent with sensors employed to
trigger the alarm system, but is unacceptable to the present
invention which looks at the degree of the intrusion. Thus,
to determine the degree of the intrusion sensed by a sensor,
the present invention analyzes the peak to peak value of the
sensor signals to determine the true degree of intrusion,

. The method and apparatus disclosed herein analyzes the
signal produced by various scnsors having the capability of
generating an electric signal upon sensing an intrusion
event. Depending on the strength or value of the sensor
signal, a mild or low intensity degree of intmsion generates
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4
a pulse having a short pulse-width generating a wam-away
alarm that will automatically reset itself without requiring
intervention by the vehicle owner. The same method and
apparatus is capable of generating a longer pulse-width
pulse which generates both a mild, warn-away alarm
response as well as a stronger, full alann response.

‘When the low threat level, “warn-away™ pulse is gener-
ated by the alarm system, the alarm system of this invention
continues to monitor its sensars and is capable of immediate
activation of a full alarm upon sensing a high degree of
intrusion as reported by one ar more of its sensars, even
while a warn-away alarm is being given, If two or more mild
shocks are received by the vehicle within a finite time
pexiod, seven (7) seconds for example, the system will
produce a full alarm, whereas if the mild shocks are repeated
ot a sequence longer in time than seven (7) seconds, a
second and repeated “warn-away” alarm will be produced
again.

The prior art alarm system have not yet appreciated these
features and continue to generate repeated “warn-away” or
full alarms. In fact, in some cases the energy dispensed in the
“warn-away” alam is of sufficient magnitude to generate a
low-threat level input that triggers another “warn-away”
alarm so that the system continues to cycle “warn-away”
alarms each induced by the preceding alarm,

Further, this invention contains the unique property of
ignoring the first few millissconds of signal produced by a
sensor A real threat condition usually lasts far longer than
the ignored duration and the energy level of the residual
signal is sufficient to pass through an integrator to a com-
parator to determine the relative degree of the threat. The
signals produced by RF bursts, EMF bursts and other
non-threatening or noa-physical phencmencr typically do
not last beyond that period and still cause a threat situation.
Accordingly, those signals produced by non-phiysical and/or
nog-threatening phenomenon will be disregarded and will
not cause the alarm systems to enter into an alarm condition.

To overcome the problem of repeated sirens during peri-
ods of extended sensor input, such as in the train passing
example, or even when  truck or other heavy vehicle passes
the parked car, means are provided to prevent repeated
alarms as long as the initial input remains within a given
intensity for an extended time. For instance, as long as the
intensity level of the juput signal remains rather constant
following cessation of the full alarm signal, the circuit will
not process another sensor input until this signal disappears
and reappears again. This means that the prolonged motion
the train passing nearby a protected vehicle, which generates
a sensor inpat, will not cause the alarm to sound again and
again. This featore also prevents continuous alarm outputs in
those cases where the sensor is in a state of a continuons
output. The state of continuous sensor output may be
mechanical in nature (the train example} ar from electrical
disturbances.

In a second embodiment of this luvention, the cireuit is
designed such that fewer wires need be used to attach the
sensof to the alarm giving rise to a savings in material and
reduction in installation time and training,

The prior art has recognized some of these problems,
however, to date there has been little success achieved in
solving them. In the patent to Hwang, (U.S. Pat. No.
5,084,967) a “motion detectar” is allegedly connected to a
pair of signal amplifier cirenits that, upon receipt of a long
signal or a series of short pulses from the detector, will
sound a “full” alarm whereas, 2pon receipt of a sharter pulse
signals, will sourd a “pre-entry warning”, lesser in severity
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than the “full” alarm. However, this patent discloses that the
“detector” is a time-dependent switch. Therefore the degree
of threat is determined by its duration, not its physical
degree. The schematic of the Hwang device shows the use
of components that are arranged as a switch to tum on and
off a transistor to allow the detected signal pass on to the
alarm warning device. Thus, there i3 no comparison of the
*level of intensity” of the signal, but merely the “duration”
of the signal. This is not an accurate assessment of the
degree of threat sensed by the sensar and reproduced into an
electrical signal and does not differentiate between “inten-
sities” of the pirysical and non-physical inputs. Moreover,
the outpat signal from the device of Hwang Patent proceeds
directly to the siren, whereas the device of the present
invention interpases another device, the alarm control mod-
ule or alarm controller, that determines what level of alarm
is generated.

Accordingly, the main object of this invention is a method
and apparatus for ese on about an electronically secured area
that responds differently to different degrees of threat sensed
by the sensors arranged therein. Other objects of the inven-
tion include a method and apparatus that has at least two
fevels of intensity determination, one for a Iow degree of
threat received by the vehicle to produce a pulse that may be
used to trigger a warning of a stronger alarm, should the
threat not be discontinued, and a separate pulse that may be
used to trigger a stronger, louder alarm for non-discontinned
Eight shocks and stronger shocks; a method and apparatus for
producing a pulse that may be used to trigger a warn-away
audible alarm that may be repeatedly soundzd to signify the
vehicle is under electronic security while not producing a
pulse that may trigger the loudest alarm so as to minimize
the distarbance to those nearby in the event of a non-
threatening disturbance received by the vehicle; a method
and apparatus that maintains readiness to produce a pulse
that may be used to trigger an audible alarm even while a
warn-away alarm message is being used; a method and
apparatus for detecting a signal produced by a non-physical
assault on the vehicle, such as by a burst of RF energy or
EMF cnergy, and for removing it from interaction in the
system cireuitty; a method and apparatus that provides fult
wave rectification of the induced signal to provide a more
accurate analysis of the threat inducing the sensor signal; an
apparatus which does not continue to souad an alarm in the
event a generally constant and continuous disturbance such
as a moving train; an apparatus having the ability to com-
municate the level of threat in a pulsewidth of the sensor
output pulse, thereby eliminating a dedicated wire connec-
tion for each alarm stage; an apparatus that may be retro-
fitted into existing vehicles as well as included as original
equipment on new vechicles; and, an apparatus that will
automaticaily rearm upon the completion of a measured
length of the warn-away or the full alarm; circuitry that can
be maintained in an integrated circuit thersby providing
ecoromy of manufacture, improved reliability, space sav-
ings and less power consumption. These and other objects of
the inveation may be obtained by reading the following
specification along with the drawings that are appended
bereto. The protection sought by the inventor may be
gleaned from a fair reading of the claims that conclude this
specification.

DESCRIPTION OF THE DRAWINGS

FKG. 1 is a schematic diagram of the apparatus of this
invention;

FIG. 2 is a flow diagram illustrating the operation of the
apparatus geaerally depicted in FIG. 1;
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FIG. 3is a schematic diagram of an alternate embodiment
of the apparatus, showing less wiring needed to accomplish
the same functions as shown in FIG. 1;

FIG. 4 1s a schernatic diagram of an alternats embodiment
of the bilateral switch wiring shown in FIG., 1;

FIG. § is a schematic diagram of an alternate embodiment
of the bilateral switch wiring shown in FIG. 3;

FIG. 6 is a top level schematic representation of an
alternate ermbodiment of this invention;

FIG. 7 is a top level block diagram of CMOS Integrated
Circuit and its analog and digital sections;

FIG. 8 is an intermediate level block diagram of the
anafog section, showing the amplifier block and the intepra-
tor block;

FIG. 9 is a schematic/block diagram of the amplifier block
and its inverting/noninverting determination circuitry;

FIG. 10 is a schematic diagram of the arnplifier hlock;

FIG. 11 is a schematic diagram of the warnaway alarm
and full alarm switching capacitor integrators and their
associated circuitry;

FIG. 12 is an intermediate level block diagram of digital
section, showing its major blocks therein;

FIG. 13 s a schematic of output timer block having six
timer blocks, timer clock divider block and the associatad
cireuitry required to support the timing of the IC;

FIG. 14 is a schematic of the integrator disable control
cirenit; and,

FIG. 15 is 2 schematic of one of the five stage “T-flip-
flop” timers that is used in IC.

DESCRIFTION OF THE PREFERRED
EMBODIMENT

The povel method of this invention for indicating the
threat level of an incoming threat to an electronically
secured structure, such as a vehicle comprises, the staps of
sensing a threat delivered to an area, generating an electric
signal the strength of which is proportional to the intensity
of the threat, ignoring the first portion of the signal so as to
remove from further consideration those disturbances that
are non-physical or non-threatening, analyzing the remain-
ing signal to determine if it is of & low, generally non-
threatening iotensity or of a higher, generafly security-
threatening intensity, and producing either a first pulse that
triggers 2 low intensity “warn-away” alarm, or separate first
and second pulses, representing a signal containing both the
low intensity and higher intensity components, that trigger
both a low and a high intensity alarms. The step of gener-
ating an electric signal inclirdes generating an alternating
current signal whose amplitade and period is proportional to
the intensity of the physical shock. FIG. 1 shows the
apparatus of this invention.

In FIG. 1 the solid lines between components refer to
conductors and will not be individually numbered except
where necessary, Where conductors cross and the intersec-
tion is marked with a dot or period, it is a junction; where
one conductor cTosses another and the intersection has no
dot or period, there is no junction. As shown in FIG. 1, an
input voltage, generally in the range of from about six to
about eighteen volts d.c. is ioputted from a battery (not
shown), such as a car battery or other source of direct
current, to an input terminaf 1. The current is regulated by
arevezse flow protection diode 3, a surge limiting resistor S,
an over-voltage protection Zener diode 7 and a filter capaci-
tor 9 to produce a steady flow of direct current, The ground
returm enters at input terrninal 11.
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The sensors employed by the present invention are inter-
changeable. Different sensors are employed for different
functicns within the alarm system and their selection
depends in large by the anticipated environment within
which the user expects to keep the protected property. Some
of the more common sensors are shock semsars, motion
sensors, field distrbance sensors, sourd discriminators,
ultrasonic sensors and current sensors. The shock sensors
known in the art are mechanical, mercury movement, mag-
netic induction, and piezo types. Applicant’ patent applica-
tion Ser. No. 08/112,940 disclosed Applicant’s preferred
embodiment of the shock sensar.

Mechanical shock sensors use a weighted cone at the end
of a spring which makes electrical contact with a fixed
pointer upon an impact, creating an output pulse.

Mercury sensors consist of two designs. The first design
is the mechanical contact type. The second design is one in
which mercury is suspended inside an inductor that is part of
an electronically uned circuit. In both designs an impact
results in the mercury remaining in a fixed position, while
everything else moves about with the impacted vehicle.

The magnetic jnduction shock sensor uses a magnet
suspended by ap elastic band such as rubber, silicon or
spring near a high value inductor. The inductar usually has
an iron or ferite core. An impact moves the sensing indnctor
while the magnet remains fixed, creating an impact AC
signal in the inductor, The signat is typically amplified,
detected, integrated and then compared with preset levels to
determine whether or not to generate an output signal,

The piezo shock sensar uses a weighted piezo senser. A
mechanical resonance of approximately seventy (70) hertz is
created by adding mass to the piezo sensor. This aids in the
detection of impacts to the vehicle. Similarly, the weight
1emains fixed while the balance of the piezo sensor moves
about with the impact to the vehicle.

Another type of sensor employsable by this invention is a
motion sensor. Motion senscrs sense very slow movements
of the vehicle, These movemests could be caused by
jacking, lifting, moving, or any other type of slow movement
of the protected object. These moverments may be sensed by
several methods such as a weighted peadulum with
mechanical or electrotic contact, mercury movement switch
ar mechanical/electronic movement sensing devices, or any
other slow movement sensing system.

Another type of sensor employable by this invention
includes a field disturbance seasor. Field disturbance sensars
sense motion of objects such as the human body in a
microwave radio frequency field in or abont the
area. The presence of the moving object disturbs the micro-
wave field and creates a disturbance therein. This results in
a change of the sensor output signal. This distarbance is both
reflective and absorptive in that all objects absorb and reflect
RF energy. A multichannel sensor generates an output signal
proportional to intensity of the detected disturbance. A
single channel sensor only generates a sigral if the present
threshold is exceeded. Additionally, a pulsed microwave
signal could be generated to look for time of signal return,
This, however, requites a more complex sensor and circuit
than the above field distarbance sensor.

Another type of sensor employable by this invention
includes a sound discriminator. Sound discriminator senses
a high frequency sound disturbance in or near the protected
frea and is normally bsed to sense the treaking of glass
and/or meta) to metal sounds. The sensor notmally uses an
electric condenser microphone to sense the sound and con-
vert it to an AC signal. This AC signal is amplified and
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processed through a high pass and/or band pass filter(s). The
signal is then detected and compared to preset thresholds. An
output pulse indicative of the intensity of the disturbanocs is
then generated and output.

Ancther type of sensor employable by this invention
includes an ultrasonic sensor. An ultrasonic sensor can work
on the same principle as the field disturbance sensor
(doppler frequency shift), but uses an ultrasonic sound field
instead of an RF erergy field. In a second embodirnent, the
sensor uses an nlirasopic sound generator (transmitter) to set
up a field of scund waves usually at forty (40) kilohertz. An
ultrasonic sensor (receiver) then detects any disturbance,
This signal is then amplified and detected gemerating an
output pulse or pulses according to the level of disturbance,
In a third embodiment, the ultrasonic sound could be puised
to measure the movement of and distance to the object
creating a disturbance.

Another type of sensor employable by this invention
includes a current sensor, Current senscrs sense the change
in battery voltage caused by the activation of devices which
in wra produces a current load, There are at least two
different types of current semsors. One type senses only
small changes in voltage created by any load being turned
on, while the second type detects a sudden large change in
valtage, such as a surge created by incandescent lights being
turned on. The first type of sensor is simpler and easjer to
manufacture, while the incandescent light sensar does not
require an external input to disable the circuit when the
vehicle automatic electrical cocling fans turn on. The current
sensor is usnally employed to sense the under hood, trunk,
and/or dome lights turning on when an unanthorized entry is
made,

Each and every semsor heretofore mentioned senses a
particular type of intrusion and produces an electrical signal
proportional to the degree of threat sensed. Gther types and
kinds of sensors capable of sensing particular conditions and
providing an electrical signal in response thereto are not
mentioned, but are contemplated within the scope of this
invention. The above mentioned sensors will be callectively
referred to as semsor means 12,

The step of analyzing the signal to determine if it is of a
low or high intensity includes the first step of passing the
signal through a switching capacitor amplifier 19 to provide
full wave rectification, ic., the negative portions of the
signal are converted to positive portions, Accordingly, the
output of amplifier 19 is always positive and will give an
approximately equal output regardless of the polarity of
sensor means 12 signal. This overcomes the shorteomings of
a sensor having a signal operating in the positive and
negative region in respect to the system ground. This allows
the entire dynamic range of the signal to be offsetfrectified
to a positive voltage. The gair of amplifier 19 is fixed at a
predetermined value, A potentiometer 23 is used to adjust
the level of the input from sensor means 12,

A normally closed, analog, bilaters] switch 101 is pro-
vided and connected between amplifier 19 and an inverting
comparater 111. In other embodiments of the invention
comparator M1 is not inverting. It is opened for a predeter-
mitied amount of time such as a few, i.e., 5, milliseconds &t
the beginning of each pulse string, as will be hersinafter
more fully set forth, in order to cut off, delete or disregard
the first portion of the signal output from amplifier 19. This
cut off is employed to prevent extraneous, non-physical
energy surges, such as RF and/or EMF fields, as hereinbe-
fore described, from tripping the alarm.

Another significant feature of the present invention pro-
vides for removal from consideration of signals which do
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uot disappear and later reappear. The signals which do not
disappear and later reappear are disregarded by this davice
to prevent continuous alarm outputs which are 2 nuisance.
This is particularty helpful where the alanm system is
operating in an area having exposure to phenomenon of
prolonged duration such as a freight train passing nearby the
alarm system. As the train passes, it generates a vibration
which likely has an intensity sufficient to generate an alarm.
In practice, this type of disturbance is not well received by
alarm systerns because the alarm system will generate an
alarm which ceases after a predetermined time and which is
regenerated again and again as long as the disturbance
continues about the area, This provides for much frustration
to the owner of the alarm. system and the people nearby,
thereby redncing its effectiveness. To overcome this
problem, the alarm of the present invention monitors the
signal causing the alarm. In the event this signal/disturbance
contintes to be present at a generally constant intensity for
a time greater then the duration of the alarm response, the
second and subsequent alarm responses are not generated
until such time as the signal generated by the disturbance
disappears and then reappears again. In practice this pro-
vides for one cycle of alarm response if the alarm system
detects a dismrbance such as 2 moving train. The alarm
response will not be repeated over and over again until such
time as the disturbance caused by the train disappears and
then later reappears.

Switch 101 is nominally in a closed position and is held
closed by the power supply voltage less voltage drop
through resistor 119, Shutting off or opening of switch 101
is accomplished by use of an inverting comparator 111 and
its associated circuitry. Resistars 105 and 107 establish a
reference valtage for comparator 111. Resistor 103 and
capacitor 109 filter out high frequency transients on the
inpat to comparater 111. In the event a continuous high
frequency signal is present at the input of sensor means 12
or at the output of amplifier 19, the high frequency filter 103
and 109 could lead to a continuous, low DC signal output at
the output of comparator 111. This inhibits cjocking of D
flip-fiop 12§ which in turn opeas switches 127 and 129 until
the output of comparator 111 changes state and produces a
clock signal at the clock input of D flip-flop 125,

As a signal inputted to comparator 111 goes high, the
output of comparator 111 goes low and is coupled through
a diode 113 and a capacitor 115 to switch 101. Therefore the
source voltage for keeping switch 101 in its closed position
is shorted for a predetermined duration of time through
capaciter 115, which provides for opening of switch 101 for
that duration of time. By adjusting the capacitance of
capacitor 115, a delay, such as 5 milliseconds is required to
charge capacitor 115 in order to turn bilateral switch 101
back on. Resistor 117 is provided as the discharge resistor
for capacitor 118 and its value is chosen so that capacitor 115
will not discharge for several hundred milliseconds 50 as not
to interrupt the signal pulse string. The discharge time of
capacitor 115 is such that only the first few milliseconds of
any puise string is aliowed to be coupled through capacitar
115 and diods 113 to shut off analog bilatera] switch 101.

The next step, after passing the aroplified signal through
switch 101 is to input this amplified signal simultaneously to
two scparate and independent voltage integrators, 29 and 31,
shown within dotted line perimeters, that are connected in
parallel to the output of amplifier 19. Integrator 29 com-
prises a resistor 33 and a capacitor 35 while integrator 31
comprises a resistor 37 and a capacitor 39. The ratio of
sensitivity of integrators 29 and 31 is adjusted, by varying
the resistance of resistors 33 and 37 and varying the capaci-
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tance of capacitors 35 and 39 to the order of approximately
3:1 so that integrator 29 is approximately five tiraes as
sensitive as integratar 31. This ratio can be varied cutside of
5:1 under certain circumstances such as where the vehicle is
unusually large,

The next step is to send the output of integrators 29 and
31 to a pair of separate voltage comparators/pulse generators
41 and 43 that are equally referenced from input tenminal 1.
The reference for veltage comparator 41 is established by
resistors 45 and 47 and a diode 49 while the reference for
voltage comparatar 43 is established by resistors 51 and 53
and a diode 53. Another pair of diodes 57 and 59 are used
to latch the respective voltage comparators 41 and 43 when
their respective input signals exceed the comparator refer-
ence voltages.

The uvext step in this novel method is for the pulse
generator partion of comparators/generators 41 and 43 to
output either 4 first pulse from generator 41 representing a
low inteasity signal or separate first and second pulses from
both generators 41 and 43 representing a signal containing
a low intensity and a high intensity component. This is
peafamed when voltage comparator 41 or 43 is latched
through either diode 57 or diode 59 when the incoming
signal from integrators 29 or 31 exceeds the reference
voltage thereto. Once latched. the respective comparator
produces an output pulse timed by resistor 45 and capacitor
61 with respect to comparator/pulse generator 41 or by
resistor 51 and a capacitor 63 with respect to comparator/
pulse generator 43 to one of two drive transistors 65 and 71.

Output drive transistor 65 receives the output pulse from
voltage comparator/pulse generator 41 through a resistor 67
and an indicating light emitting diods 69 for the duration of
the pulse from generator 41. The other output drive transis-
tor 71 receives the output pulse from voltage comparator/
pulse generator 43 through a resistor 73 and an indicating
Light emitting diode 75 for the duration of the pulse from
generater 43. Resistors 77 and 79 are current limiting
resistors employed to protect transistors 65 and 71 respec-
tively. The outputs are enabled by a ground placed on
terminal 81 through a diode 83. The outputs are fed respec-
tively to terminal 85 to connect to 2 warn-away alarm cirenit
(not shown), and to terminal 87, to connect to the full alert
alarm circuit (ot shown). The output pulse for the warn-
away alarm, from terminat 85, may be set at one length, such
as 200 milliseconds, and the output pulse for the full alarm
from terminal 87 may be sct at a different length, such as
approximately 1 full second.

The negative valtage, 5 millisecond pulse from compara-
tor 111 is fnverted by inverter 123, This provides a logic one
pulse which resets and holds in reset for the 5 millisecond
period (determined by capacitor 115) the “D flip-fiop” 125,
This achieves the function of discarding from consideration
a continuous signal having a frequency such that this signal
represents a DC signal at input of comparator 111. Thus, this
signal will eliminate any clock activity to D flip-flop 125
unti] such signal disappears and again reappears. The “Q”
output of 125 is connected to the inputs of “AND GATES”
151 and 165, causes the ontputs of 151 and 165 to go low.
The low signals at the outputs of 151 and 165 opens
normally closed analog bilateral switches 127 and 129, This
prevents any owtput from pulse generators 41 and 43 being
coupled to ottput transistors 65 and 71.

After the end of the 5 millisecond reset pulse, the “Q”
output at fiip-flop 125 is set high by a clock signal created
by comparater 111, This clock pulse is inverted by inverter
121 to present the propez input to the 125 clock input, The
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sensor outputs 85 and 87 are now enabled for the duration
of the output pulse(s) created by pulse generators 41 and 43.

As mentioned before, this invention provides for the
embodiment where the alarm will not be continuously
triggered by & relatively constant threat signal which persists
without interruption. One application for this feature is an
armed alarm system which is triggered by a train, Ordinary
alarm systems contintc to sound its warning far the duration
of the threat signal. The alarm system of the present inven-
tion provides for a single cycle of alarm and does not sound
the alarm again until the threat signal disappears and again
reappears, Therefore in the example of the passing train, the
alarm would sound for one cycle, such as 2.5 seconds for the
warn-away and 30 seconds or a minute for a full alarm, and
as long as the traip threat does not disappear (ie. the train
passed) and again reappear (i.e. another train appears) the
system of the present invention will not sound the alarm
again. The following circuit provides this function,

Output bypass timers 143 and 157 are triggered and reset
from the trailing edge (negative going edge) of the output
pulses from 41 and 43 respectively. The outpat of full alarm
pulse generator 43 is applied to timer 157 via AND gate 173,
When any fnput of an AND gate goes low, its output goes
low. All inputs of an AND gate must be high to get a high
at its output. These triggers are coupled to the inputs of the
555/556 timers by coupling capacitors 141 and 155 respec-
tively. Resistors 139 and 153 are pull-up resistors on the
trigger input of their respective timers. Resistor 145 and
capacitor 149 control the time that the “warm-away” output
is disabled. Resistor 159 and capacitor 163 contro] the time
that the “alarm” oniput is disabled When the timers are
triggered/reset, the timing capacitors 149 and 163 are
discharged, the outputs go high, and the timing cycle is
started. The outputs will go low at the end of the timing
cycle.

The high ontput from warn-away bypass timer 143 is
inverted by inverter 147 and applied to AND gate 151. The
low at the input of 151 causes the output of 151 to go low
opening bilateral switch 127, This interrupts any output from
41 and disables the warn-away output drive to output
transistor 65. All wart-away outputs are therefore disabled
anytime that warn-away bypass timer 143 is running. All
repetitive triggers that occur inside the timing window are
bypassed (disabled) on the wam-away output until the
warn-away bypass timer expires (approximately 1% second).
While the timer is running, if the output at 41 goes low
(output pulse expires), the timing capacitor is discharged,
and the timer is restarted with a full charging cycle dugation
to run.

Full alarm bypass timer 157, upon receiving a negative
pulse from the trailing edge of the output pulse from 43 via
AND gate 173, works identical to the warn-away bypass
timer 143, The high output from 157 is inverted by inverter
161 and applied to AND gates 151 and 165, The jow at the
inputs of 151 and 165 causes the outputs of 151 and 165 to
go low. This low output in turn s applied to the contral input
of bilateral switches 127 and 129, Both output drives are
interrupted, disabling both outputs (warn-away and full
alarm) for the duration of the full alarm output bypass timer
157 (several seconds).

The full alarm bypass tireer 157 is also nsed as a power
up reset timer. At power on capacitor 171 is fuily discharged,
applying a low at the input of AND gate 173. Capacitor 171
is slowly charged bias resistor 169 removing the low input
from AND gate 173. The output of 173 is low during this
charging period triggering full alarm bypass timer 157,
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Therefore, at power up, both outputs are disabled for several
seconds until timer 157 times out.

FIG. 2 shows the flow of the induced signal and produced
pulse through the circuit of FIG. 1. The sensor of sensar
means 12 generates a signal the strength of which is pro-
portionai to the intensity or degree of the threat Amplifier 19
provides full wave rectification and amplification of the
signal for presentment through switch 101 1o integrators 29
and 31 in parallel for integration of the total value of the
pulse train less the first part thereof cut off by switch 101.
The respective sensitivities of integrators 29 and 31 help to
differentiate between a lower degree of threat which is likely
non-threatening in nature and a higher degree of threat that
represents a potential intrusion into the vehicle. The separate
voltage comparators/output pulse generators 41 and 43
compiete the differentiation and output a pulse to the output
indicator and driver that results in one or both alarms being
activated.

Amplifier 19, referenced by voltage from the car battery,
amplifies all signals received from the sensor means 12.
Integrators 29 and 31 ignore any signal whose peak-to-peak
voltage is equal to or less than the amplifier reference
voltage. Hence, very low signals generated by the sensor
means 12 will not produce a signal or signals sufficient to
activate voltage comparators/output pulse generators 41 and
43 to latch the respective unit and produce a pulse to be sent
on to output drive transistors 65 and 71.

Upon recejpt of a low degree threat signal, above the
reference level of amplifier 19, the circuit will operate to
activate voltage comparator 41, latch it, and produce a pulse
that will activate the warn-away alarm trigger output {not
shown) through terminal 85. While this is going on, the
circuit remains fully prepared to recsive and process other
signals from the sensor means 12. In the event a high degree
of threat is sensed by sensor means 12 while the warn-away
alarm is given, the security breached alarm trigger output,
will be tripped through terminal 87 and both alarm outputs
will be tripped or triggered simultaneously. In all cases, both
alarm trigger outputs are triggered when a high degree of
threat is received, unless at the time of the time of threat
input, wari-away cutput is disabled by the bypass timer 143,
while only the warn-away alarm trigger output is tripped in
response t0 a low degree of threat.

This invention also carries the capability to drive the
vehicle’s electronic security system's audible or viszal
warning devices directly or inditectly by use of an external
cotitrol relay. Since the wara-away output pulses are short
(approximately 200 milliseconds) and couid be ¢nabled by
the vehicle’s electronic security system, this greatly reduces
the annoyance created by an alarm system’s full alarm. The
output drivers have the capability to drive output control
circuits as long as a ground is applied to output control
terminal 81. These owtput pulses are fed through output
terminals 85 and 87 to directly or indirectly drive waming
devices,

FIG. 3 shows an alternate embodiment of the invention.
Changing the timing of the full alarmn pulse generator 43 to
a range greater then the wamn-away 200 milliseconds allows
for a considerable reduction in the output circuitry. This also
reduces the installation time of the present invention. With
a 200 millisecond warn-away output pulse and one second
full alarm pulse, these pulses can be outputted or multi-
piexed on the same wire for applying to one such input of the
alarm eontrol module. In the same example full alerm output
pulse generator 43iming capacitor 63 is changed to 5 times
its normal value. The full alarm output pulse time is there-
fore increased by a factor of 5,
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The outputs from output pulse generators 41 and 43 are
then applied to the common output indicating LED €9 and
output drive transistor 65. This is accomplished throngh
output drive cuerent Hmiting resistors 67 and 73 and analog
bilateral switches 127 and 129 connecting to a common
conductor before reaching LED 69. Therefore the LED will
indicate warn-away output with a short 200 millisecond Light
output pulse and full alarm output with a longer one second
light output pulse. The output transistor 65 will be
conducting, applying a ground or pear ground potential to
the collector for 200 milliseconds for warn-away and for one
seoond for full alaem.

FIG. 4 represents a modification to the preferred embodi-
ment shown in FIG. 1 and shows the owtput of the §
millisecond titner 131 inverting the signal, by inverter 123,
and feeding the output signal to two normally open, bilateral
switches 100 and 102. The signal closes switches 100 and
102 for the 5 millisecond period. This kezps integrator
capacitors 35 and 39 shorted out for the § millisecond time
period. This represents another method of handling the
signal.

FIG. 3 represents 2 modification to the preferred embodi-
ment shown in FIG. 3 and also shows the output of the 5
millisecond timer 131 to invert the signal. by inverter 123,
and feeding the oatput signal to two namally open. bilateral
switches 100 and 102. The signal closes switches 100 and
102 for the 5 millisecond period, This also keeps integrator
capacitors 35 and 39 shorted out for the 5 millisecond time
period. This represents another method of handling the
signal,

FIG. 6 a schematic répresentation of an alternate exobodi-
ment of the of this invention, It is a schematic of a dual stage
sensor that uses a custom CMOS integrated cirenit (IC),
FIGS. 7 through 15 are block diagrams and schematics of
this custom CMOS integrated circuit, The schemetic ja FIG.
6 is the schematic of sensor means 12 being represented by
a shock sepsor 12. Although this embodiment is hereafter
described employing a shock semsor, any semsor could
integrate this device.

With the custom IC, there is substantial reduction in the
mumber of parts required to build the product and subse-
quently the economic cost of the device. The part reduction
is evident by the comparison of the part count in the discrete
component embodiment of FIG. § and the device of the
present embodiment shown in FIG. 6. The reduction in
component count and their associated cost of assembly,
allows for a significant reduction in the cost of the complete
$e1SOr Uit

A nominal plus 12.6 volts DC power source enters the
sensor at terminal 1 and returns throngh terminal 11
(common). The current from this power source is limited by
current limiting and filtering resistor 5. Capacitor 9 along
with resistar § filters the transients in the power source. The
voltage is then regulated down to 5 volis by resistor 6, zener
diode 7, and transistor 8. Transistor 8, zener diode 7, and
resistet 6 regulation method was chosen to reduce current in
the sensor or to reduce the cost.

Sensor 12 supplies an alternating cument (AC) voltage
output indicative of the scnsed input to the sensor (sound,
vibration, shock, movement (field disturbance ar ultrasonic
sensor), motion, or other input). Sensitivity of the complete
sensor is adjusted with potentiometer 23 by adjusting the
proportionate input voltage going to IC 201, IC 201 is a
CMOS device limiting the frequency input capability of the
integrated circuit, This limits the frequency of the RF energy
that can enter IC 201 through its input circuitry, Capacitor 24
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filters low frequency RF energy that may be detected by any
of IC 201 inpnt circnitry; therefore, IC 201 eliminates the
requirement for having the signal appear, disappear, ard
then reappear before the sensor will actuate the output.
Therefore IC 201 does aot include circuitry of the other
embodiment which eliminates the DC signal resulting from
RF energy feeding into the device.

Resistor 34 establishes a 10 KHz nominal operating
frequency of the clock of IC 201. Although IC 201 operates
at 5 volts and the maximum operating voltage is 7 volts, the
output is protected to 17 volis by stacking the output
transistars (pot shown) allowing IC 201 to operate in a 12
volt system. Texrminal 87 provides a connection for a nega-
tive output while triggered on the full alarm output and
capacitor 78 provides protection to IC 201 from high voltage
transients such as static electricity. LED 69 provides a visual
signal of device triggering. In the preferred embodiment it is
energized for two seconds. LED 69 will flash at a 5 Hertz
rafe during a warmaway trigger and is constanily on during
the full alarm trigger. The full alamm output signal is negative
and the warnaway output is positive. This provides for
warnaway output to drive output transistor 65 (required for
driving a relay) throngh base cument limiting resistor 67.
Transistor 65 then supplies a negative pulse during the
warnaway output to output terminal 85. In the preferred
embodiment the output pulse is approximately 200 milli-
seconds for warnaway output and approximately 1.2 sec-
onds for a full alamm output. IC 201 providss both positive
and negative voltage outputs to the output terminals as they
are required for the application. Another version of this
sensor 12 uses two negative outputs from IC 201 to drive
alarm inputs directly. The positive output is used to drive a
transistor, so that the alarm system can chirp a sirer using a
relay, with the 200 millisecond warnaway output.

FIG. 7 is a top level block diagram of IC 201 showing its
majer blocks, digital block 401, analog block 301 and its
connection pads. The IC of the prefemred embodiment
employs eight pins, The logical configuration of this IC has
11 oumtputs however. Therefore anly eight of the eleven pins
are brought out in any one configuration. AVSS, the analog
ground, is always termigated to VSS, IC 201 ground termi-
nal and its output is not brought out. As stated above, both
the full alarm ocutput and the warnaway outpat have positive
and negative pads (pad is an output terminal on the IC chip
internal to IC 201), that can be terminated according the
requirements of the application. Only one of the full alarm
and one of the warnaway alarm outputs are brought out of
IC 201.

FIG. 8 is an intenmediate level block diagram of analog
block 301 showing the major blocks of the analog section of
the IC 261, amplifier block 303 and integrater block 305,
The basic inputs are shown o the left side and the outputs
are shown on the right side of the block diagram. PH1
through PH2B outputs, from the clock of IC 201, drive all
the functions of IC 201. VBIAS is a bias for the CMOS
analeg cireuitry of IC 201 PORB is a power on reset (bar
ot not). VIN is the input signal to amplifier block 303. AVSS
is the analog ground reference of IC 201. DISINTEG is a
disahle the integrator signal from the digital block that uses
the amplifier output (AMPOUT) as a clock to initiate the
DISINTEG signal. WARNTR is the warnaway trigger out-
put of the wamnaway integrator that is used to trigger the
timed warnaway output of IC 201. ALARMIR is the full
alarm trigger output of the full alarm integrator that is used
to trigger the timed full alarm output of IC 201.

FIG. 9 is a schematic/block diagram of amplifier block
303 showing amplifier 307 block, inverting/noninverting
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determination circuitry and voltage reference cirenitry. The
inverting/noninverting circuitry providss cutputs to effec-
tively rectify the imput signal before it is input to the
amplifiers. Amplifier 307 block is described in FIG. 16.
VREF is established by a voltage divider made up by 190K
chrn resistor 315, SK ohm resistor 317, and SK ohm resistor
319. VREF is stabilized by 5 picofarad capaciter 313 and
micropower amplifier 321 connected as voltage follower.
VREF is at 125 millivolts ((5/200)*5=0.125). The sensor
signal is connected to the input of amplifier 309 which uses
VREF as a reference voltage. Amplifier 309 is ap inverting
switching capacitor amplifier with 2 gain of 40 that uses
clock signals PH1 through PH2B to control the switching of
the amplifier signals. A similar amplifier is described below
during the disclosure of FIG. 10. The output of amplifier 309
is then input to comparatar 311, which is referenced to
VREF the same as amplifier 309, Therefore sny movement
of the IC input signal (sensor output signal) away from its
zero seference will canse the output of cemparator 311 to go
to full output polarity of the signal. This is then inpat to the
“D” input of “D-flip-flop” 323. One of the clock signals,
PHIB, is used to clock this to outpat “Q” on the next clock
cycle. PORB conirol signal resets “D-flip-flop” 323 to a low
output at power up. A logic high “Q” output is used as a INV
control signal and a logic low signal is inverted by inverter
325 and used as the NONINV control signal.

FIG. 10 is a schematic of amplifier 307 block. It is a pair
of switching capacitor amplifiers with a total gain of 1600.
During phase 1 of the clock (PH1 and PHIB), analog
bilateral switch 335 is open and analog bilateral switches
337, 341, and 349 are closed effectively shorting out both
amplifiers 345 and 353, and coupling the signal to the input
of the amplifier input capacitor 339 through analog bilateral
switch 331, if the signal is not inverted (AVSS (ground) is
connected), or analog bilateral switch 333 if the signal is
inverted (VIN (input signal) is comuected). This places
ground at the input and output terminals of both amplifiers
345 apd 353, if the input is not inverted, or the level of the
signal if the input is inverted. The input signal is very small
in amplitude, therefore there is not a significant difference at
the output of the second amplifier 353 with sither ground or
the signal connected.

During phase 2 of the clock (PH2 and PH2B), analog
bilateral switch 335 is closed and analog bilateral switches
337, 341, and 349 are open. This connects VIN (input signal)
to the input of the amplifiers if the signal is not inverted of
conaects AVSS (ground) if the signal is inverted. This
impresses a positive voltage equal to the input signal across
input capacitor 339 (20 picofarads) in either case. If the
signal {s negative it is inverted by first applying the input
signal to amplifiers 345 and 353 while they are shorted and
then applying ground to input when they are in the ampli-
fying mode (phase 2). This rectifies the signal by always
placing a positive signal, with reference to the applied
reference that is applied daring the sons amplifying mode,
1o the input of amplifier 345 during the amplifying phase
(phase 2 of the clock).

Amplifier 345 has a gain of 40 because it will require 40
times the voltage across (.5 picofarad capacitor 343 to
equalize the input voltage across 20 pleofarad capacitor 339,
‘The same is tru¢ of amplifier 353 and 20 picofarad capacitor
347 and 0.5 picofarad capacitor 351. Amplifiers 345 and 353
are buffered CMOS micropower amplifiers which are known
in the art. Capacitor 354 is a 5 picofarad filter capacitor on
the 125 millivolt reference input to amplifiers 345 apd 353,

FIG, 11 is a schematic of the warnaway and alarm
switching capacitor integratars and their associated circuitry.
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If the amplifier output signal (AMPQUT) has a fast enough
rise time and is of sufficient amplitude to trigger the disable
integrator controt circhitry (clock a “D-flip-flop™), it will

generate a 5 millisecond integrator disable control signal .

(DISINTEG). This signal will tum on analog bilateral
switches 371 and 377, shorting to grotind both the warnaway
and full alarm integrator capacitors for § milliseconds. This
will elimfnats the first five milliseconds of any high ampli-
tude fast rise time sigpal, such as one that would bs aeated
by the inrush current in a wire going to an incandescent lamp
if the wire is near the inductor of an electromagnetic shock
sensar. After five millissconds, the input is allowed to go to
the integrator for integration,

During phase 1 (PHL/PH1B) of the clock input capacitor
363 (0.5 picofarad) of the warnaway integrator is shorted to
AVSS (ground) on both ends by analog bilateral switches
355 and 367. Also during phase 1 (PHL/PHIB) of the clock
input capacitor 365 (0.5 picofarad) of the foll alarm inte-
grator is shorted to AVSS (ground) on both ends by analog
bilateral switches 359 and 373. During phase 2 (PH2/PH2B)
of the clock, integrator input ¢apacitor 363 is connected to
the AMPOUT input signal on one end by analog bilateral
switch 357 and to warnaway integrator 381 and its associ-
ated integration timing contrel capaciter 379 {10 picofarads)
on the other end by anmalog bilateral switch 369.
Additionally, during phase 2 (PH2PH2B) of the clock,
integrator input capacitor 368 is connected to the AMPOUT
input signal on one end by analog bilateral switch 361 and
to full alarm integrator 385 and its associated integration
timing control capacitor 383 on the other end by analog
bilateral switch 375. Warnaway integrator 381 would require
20 dumps (20 full clock cycles (2 millisecoads)) of input
capacitor 363 into integrator capacitor 379 to equal the
average level of the average input signal level. Full alarm
integrator 385 would require 200 dumps (200 full clock
cycles (20 milliseconds)) of inpat capacitor 365 (0.5
picofarads) into integrator capacitor 383 (100 picofarads) to
equal the average level of the average input signal level
Voltage divider 387 is composed of two equal size CMOS
transistors in series, therefore the output of the divider is
equal to one half of the VDD voltage of the IC. ¥ VDD is
5 volts, then the reference for comparators 389 and 391 is
2.5 volts, Therefors with an average amplifier output signal
level of 2.5 volts into the integrators, it would take 2
milliseconds for warnaway comparator 389 to generate a
warnaway trigger ottput and 20 milliseconds for foll alarm
comparator 391 to generate a full alarm. trigger output, This
is in addition to the 5 milliseconds of integrator hold off, if
the rise time of the input signal is fast enough and high
enough to trigger the disable integrator control signal.

FIG. 12 is an intermediate level block diagram of digital
block 401 showing the major blocks of the digital section of
the IC, output timer block 403, disable integrator block 405,
clock pulse phase circuitry 407, test select 409, RC oscillator
411, power on reset and bias generator 413, and voltage
divider 387 disclosed above in the FIG. 11 (integrators). The
power on reset and bias generatar 413 is a grovp of tran-
sistors and one capacitar that generates a reset at power up
and establishes a bias for all the analog amplifiers ctc.
Resistor capacitor (RC) oscillator 411 kas all components on
board including a 15 picofarad capacitor, with the exception
of the timing resistor, which is external to JC 201. It is a
conventional CMOS RC oscillator with a divide by two
cirevit ("T-flip-fiop™) to produce a 10 Khz clock farm a 20
Khz oscillator. Clock pulse phase circuitry 407 has pulse
separation delay circnitry and inverters for both phases of
the clock. Test select circuitry 409 selects internal circuits
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for testing and accelerates the clock for the timers to reduce
testing time of the IC. Test is initiated by pulling the input
terminal up to VDD and the readings are taken on the adjust
termiaal.

FIG. 13 is a schematic of output timer block 403. it
contains six timer blocks, timer clock divider block 421, and
the associated circuitry required to support the outpnt timing
of IC 201, The six timers include five divider stages with
resets and ontput determination circuitry. Timer clock
divider block 421 has eleven divider stages with resets and
a test mode bypass for the first 5 stages to accclerate testing,
One of the eleven outputs is nsed as required for the input
clocks to the 6 timers above,

Inverter 423 inverts the negative power on 1eset (PORB),
which is inverted again by inverter 427 before being input to
set “D-flip-flop” 431 “Q” outpt on (high). This staris 1.5
second full alarm disable timer 425 at power up via inverter
433 which inverts the signal to a low, which allows the
output of *‘nor gate™ 435 to go high, thereby removing the
Teset from the timer allowing it to start. When disable timer
428 starts, its done output remains low, which is inverted by
inverter 429, thereby continuing to hold the reset off “D-fiip-
flop™ 431, allowing the “Q” output to remain high for the
timing cycle of disable timer 425. One and a half second
disable timer 425 has a count of 29 with an input clock of
19.53 Hertz, which gives a time of 1.485 seconds, which is
very close to the chosen nominal time of 1.5 seconds (1%
off). The high “Q” output from *D-flip-flop” 431 is inverted
by invester 433 and used to disable any input from either the
warnaway or full alann integrators. This is done for the full
alarm input, by setting the “D” inpat to “D-flip-flop” 439
low, with the output from jnverter 433. This on the next 10
KHz clock cycle sets “D-flip-flop” 439 “Q” output low and
holds “D-flip-flop” 437 in reset, thereby not allowing the full
alarm input to be clocked through to its ontput timer 457 for
the duration of disable timer 425 timing cycle. For the
warnaway ioput, by setting one of the inputs to AND gate
47 low, forcing AND gate 447 output low disabling
“D-flip-flop” 443 by holding it in reset and not atlowing the
warnaway input to be ciocked through to its output timer 473
for the duration of disable timer 425 timing cycle. Full alarm
disable timer 425 blocks both wamaway and foll alarm
inputs.

The positive inverted power on reset (PORB) is also used
to resct all other timers. After reset, the alarm trigger input
from the full alarm integrator (it triggers at power up) starts
two second timer 465 of LED 69, but is blocked from
starting full alarm output timer 457 by disable thaer 425
holding “D-flip-flop” 437 in reset. Also after reset, the
warnaway trigges input from the warnaway integrator (it
triggers at power up also) triggers two sccond warnaway
flash timer 483, but is also blocked from triggericg warn-
away output timer 473 by disable timer 425 holding “D-flip-
flop™ 443 in reset.

After the 1.5 second period at power on reset, an input
from cither the full alarm or wamaway integrators will
trigger its associated output timers and input disable timer
(s). An input from the full alarm integrator will wigger:
disable timer 425, full alarm output timer 465 for LED 69,
and full alarm output timer 457.

When the trigger is released, alarm disable timer 425 will
run its full duration as described above, Full alarm output
timer 465 for LED 69 is tripgered by setting “RS latch”
made up with “nor gates” 469 and 471, then through inverter
467 to release the reset on timer 465 allowing it to start. This
will drive LED 69 output continnously for the full duration
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of the timing cycle through “nor gate” 469 and “or gate™ 481
for the duration of timer 465, When timer 465 expires, it
resets “RS latch” made up with “por gates™ 469 and 471,
which holds the timer in reset a2nd LED 69 off until the input
is triggered again. Full alarm ontput timer 457 is triggered
throzgh clocking “D-flip-flop™ 437 which transfers the high
D" input to the “Q” output. This sets “RS™ latch made up
with “nor gates” 461 and 463. The low output from “por
gate” 463 goes to inverter 459 to release the reset on timer
457 allowing it to start, When it starts, it drives the full alarm
output through “nor gate™ 461 for the full duration of the
timing cycle, At the end of the timing cycle, the output of the
timer resets “RS latch” made up with “nor gates” 461 and
463, which holds timer 457 in reset and full alarm outpat off
untii the full alarm output timer 457 is again triggered by an
input from the full alarm integrator.

The warnaway trigger input from the warnaway integrator
(shown in FIG. 11) will trigger the following timers of
ontput timer block 403: warmnaway disable timer 441 (700
milliseconds in the preferred embodiment), warnaway flash
timer 483 for LED 69 (two seconds in the preferred
embodiment), and warnaway cutput timer 473 (200 milli-
seconds in the preferred embodiroent). Warnaway flash
timer for LED 69 is started any time the wamaway tigger
input is received. The input signal sets “RS latch” made up
of “nor gates™ 487 and 489, The low output from “nor gate”
489 is inverted by inverter 485. The high signal at the reset
input of timer 483 rzleases the reset and alfows timer 483 to
start. The tow output of timer 483 allows the output of “nor
gate” 487 to go high for the duration of the timing cycle.
This ontput is AND-ed with a 5 Hertz clock signal from
clock timer 421 by AND gate 491, which will give a 5 Hertz
output pulse string for a period of 2 seconds. The 5 Hertz
signal is input into “ar gate” 481 to drive LED 69 output
with the 5 Hertz pulse string for the 2 second period. Hence,
LED 69 flashes at a 5 Hertz rate for 2 seconds. A constant
2 second on (high) signal from full alarm oatput timer 465
of LED 69 will keep LED 69 on constant if it is input to “or
gate” 481 at the same time as the 2 second 5 Heriz pulse
string is input,

Warnaway output timer 473 is started by the warnaway
inpat from the warpaway integrator clocking the high “D”
input to the output. The high “Q” output ssts “RS latch™
made up of “nor gates” 477 and 479, Then the low ontput of
“nor gate” 479 is inverted by inverter 475, applying a high
to thereset inpt of timer 473. This releases the reser, which
allows the timer to start. When warnaway output timer 473
starts, the output goes low, applying 2 low to one of the
inputs of “nor gate™ 477. This allows the output to go high,
which provides a positive signal to drive the warnaway
output, which can either be inverted or not inverted at the
ontput terminal

The warnaway trigger input clocks the high “D” input of
“D-flip-flop™ 449 to the “Q™ output, the high “Q” output is
inverted by inverter 451, providing 2 low to one of the inputs
of “nor gate” 453. This is blocked from releasing the reset
on timer 441 by the high warnaway wigger input being high,
until the trigger input goes away, at which time warnaway
disable timer 441 is started. When timer 441 starts, its output
remaing low for the duration of the timing cyele, This low
ouipat is inverted to a high to continue to hold the reset off
on reset input of “D-flip-flop” 449 (it is a negative input for
reset). The low output of inverter 451 also goes to the “D”
inpat of “D-flip-flop” 455 which is toggled (transferred) to
the “Q" cutput on the next 10 KHz clock cycle. The Iow “Q*
ourput of “D-flip-flop™ 455 goes to ane of the inputs of AND
gate 447 forcing its output to go low thereby placing 2 reset
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on “D-flip-flop” 443. This blocks any warnaway trigger
input to warnaway output timer 473, but does not block 2 full
alarm input, for the duration of the warnaway disable timer
441. When timer 441 fimes out, its output goes high,
producing a low at the output of “nor gate” 445, This resets
“D-flip-flop” 449, causing its “Q" output to go low. The low
at the “Q” output is inverted by inverter 451, releasing the
warnaway trigger input by removing the reset from “D-flip-
flop” 443 on the pext 10 KHz clock cycle via “D-flip-flop”
455 and AND gate 447, This high at the cutput of inverter
451 is input to “nor gate” 453 forcing its output to go low.
This places a reset on warnaway disahle timer 441, forcing
its output low. The low at the output of timer 441 is input to
“nor gate” 445 allowing its output to go high. This releases
the reset on “D-flip-flop” 449, making it available for
another warnaway input trigger.

If a warnaway or full alazm input trigger is received while
their respective disable timers are running, then that timer i
reset by the positive input of the trigger via their respective
“nor gates” 435 or 453 (inverts the sigoal and resets the
timer), When the input trigger is removed, the reset is
removed allowing the respective timer to start a new timing
cycle. Therefore, as long as an activating input is present at
the input of IC 201, the respective timer will be held in reset
and if the sighal goes away and returns within the respective
disable timer timing cycle, it will be blocked from generat-
ing an output and it will reset and restart the respective
disable timer when the signal disappears again.

FIG. 14 is a schematic of the integrator disable control
circuit. If during an input, the input rises fast enough and has
sufficient amplitde, the AMPOUT (amplifier output) signal
will clock the high at “D-flip-flop” $01 “D™ input to its “Q"
output, This will release the reset o five millisecond inte-
grator disable timer 503, allowing it to start. At the same
time the high “Q" output is used to disable both wamaway
apd full alane integrators 305 (discussed above). When
integrator disable imer completes it cycle, its output goes
high seiting “RS latch” made up of “nor gates™ 505 and 507,
When the “RS latch” is set, a high out of “ner gate” 507 goes
to “por gate” 513, forcing its output to go low, resetting
integration mivimum time timer 515. One half of 2 5 KHz
clock cycle later (the Clock is inverted by inverter 509), a
high input 1o “nor gate" 507 resets the “RS latch” and forces
“nor gate” 507 output low, allowing the output of “nor gate”
513 to go high thereby releasing timer 518 to start its timing
cycle. When intsgration minimum time timer 515 is reset or
is in its timing cycle, its output is low, placing a reset on
“D-flipflop” 501 and disabling any additional integrator
disable output for the duration of the reset and the timer's
timing cycle, which is 400 milliseconds. PORB (power on
reset bar or not) s inverted by inverter 511. The high resst
signal out of inverter 511 then resets the “RS" latch and
integration minimuem time timer 515, starting a 400 milti-
second timing cycle at power on reset.

FIG. 18 is a schematic of one of the 5 stage “T-flip-flop”
timers that is used in IC 201, Any number of clock cycles
can be used in these timers up to 31 (2°-1), which is the
number that is used in the FIG. 15 schematic. Vnless the
timing hits right on for a low count, it is preferable to use &
higher count for better accuracy in the timing which pro-
vides for higher resolution. The § stage timers can nse any
output from clock divider timer 421. Warnaway output timer
473 with its § stage timing using a 5 KHz clock from divider
timer 421 would have a time-out or a complete cyde of 6.2
milliseconds, whife using a 5 Hertz outpot would have a
time-out of 6,35 seconds.

Warnaway output timer 473, using a 15625 Hertz clock
input at the “T™ input would have a 198.4 milliseconds
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time-out (within 1% of the nominal 200 milliseconds
chosen). When the RB (reset bar) input is low, the timer is
held off with all of the QB’s (“Q" bars) high. When the reset
is released and a clock signai is input at the “T* input to “or
gate” 528, the output of “or gate™ 525 will follow the clock
until “done” goes high forcing “or gate” 525 to remain high
as long as “done” is high, thereby stopping and holding the
count at 31 until the timer is reset and released from reset.
Each “T-flip-flop” stage divides the clock by 2. After “T-fiip-
flop™ 527, the clock frequency wounld be 78.125 Hertz. After
"T-fiip-flop™ 529, the clock frequency would be 39.0625
Hertz. After “T-flip-flop” 531, the clock frequency would be
19.53125 Hertz. After “T-flip-flop™ 533, the clock freqnency
would be 9.765625 Hertz. After the last stage “T-flip-flop”
535 the clock frequency would be 48828125 Hertz if the
counter would continue to run, but when ali of the “QB”
outputs go low, all the inputs to “nar gate™ 537 are low,
thereby allowing the “done™ output to go high which blocks
the clock input and stops countet/timer with a count of 31.
Tt will remain stopped until the timer is reset and the reset is
released.

Also this unit is described as a 2-stage sensor, but the
invention is not limited to 2 stages and may be employed
with three (3) or more stages (where a stage is tevel of threat
input generating a predetermined alarm response), The out-
put pulses ray vary in lengths such as 200 milliseconds for
the “warn-away” and approximately one full second for the
full alarm output. This will allow alarms with the capability
to distinguish between “warn-away” and full alarm with one
input. This also provides for elimination of one drive tran-
sistor and one wire,

The above disclosnre makes reference to component
values and to time values. This is provided to aid the reader
in reconstruction and understanding of the circnit. However,
It is not limiting to the invention. A number of values may
be employed to achieve the same or substantially the same
result and to vary the parameters of the application.

While the invention has been described by reference to a
particular embodiment thereof, those skifled in the art will
be able to make various modifications to the deseribed
embodiment of the invention without departing from the true
spirit and scope thereof. It is intended that all combinations
of elements and steps which perform substantially the same
function in substantially the same way to achieve the same
Tesults are within the scope of this invention.

What is claimed is:

1. A method of indicating a degree of incoming threat to
ap clectronically secured area comprising the steps of:

2) sensing via a sensor means a degree of threat delivered

to a sccured area; :

b) generating from the output of said means an electric

signal propartional to said degree of threat;

<) analyzing said signal to determine if it represents a low

degree of threat or a high degree of threat; and

d) producing either a first pulse representing said low

degree of threat or separately producing said first pulse
and a second pulse representing a signal having both
said low degree of threat and said high degree of threat.

2. The method of claim 1 wherein said sensor means is
chosen from 2 group consisting of shock sensors, motion
sensors, field disturbance sensors, sound discriminator
sensors, iltrasonic sensors and current sensors.

3. The method of claim 2 wherein the step of generating
said electric signal includes the step of generating an alter-
nating current signal whose amplitude is proportional to said
degree of threat
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4. The method of claim 2 wherein the step of analyzing  the step of resetting a flip-flop having an output therein and
said signal includes the steps of: generating a logic low output for preventing the production

a) amplifying said signal to produce an amplified signal;

b) impeessing said amplified signal simultaneously to at
least owo separate integrators of different seasitivity to
produce integrated signals; and

¢) activating a pulse generator specific to each said
integrated signal if the associated integrated signal
reaches a predelermined level

5. The method of claim 4 wherein the step of analyzing
said signal further ipcludes the steps of:

a) impressing said integrated signals simuitansously to
respective comparators of different sensitivity to pro-
duce a first comparator stgnal if the associated inte-
grated signal reaches a first predetermined level indi-
cating said low degree of threat signal or a second
comparator signal if the associated integrated signal
reaches a second, higher predetermined level indicating
said high degree of threat signal; and

b) activating a pulse generator specific to said first and

- said second comparator signals.

6. The method of claim 2 wherein the step of analyzing
said signal includes the steps of:

4) amplifying said signal to produce an amplified signal;

b) impressing said amplified signal simuitaneously to at
least two separate integrators/comparators, cach said
integrator/comparatar having different scositivity; and

¢) activating a pulse generator to produce said first and
said second pulses specific to each signal integrated and
compared if that signal reaches an associated predeter-
mined level,

7. The method of ¢laim 2 wherein said step of analyzing

said signal inchudes the steps of:

a) amplifying said signal with an amplifier to produce an
amplified signal;

b) impressing said amplified signal simultaneously to at
least two separate integrators of different sensitivity to
produce integrated amplified signals;

<) separately impressing said integrated, amplified signals
to at least two signal comparators, one in seres with
each integrator snd of different sensitivity, to provide a
first comparator signal indicating said low degres of
threat or a second comparator signal indicating said
high degres of threat if the integrated, amplified signal
reaches an associated predetermined level; and

d) activating a pulse gererator specific to each said
comparator signal.

8. The method of claim 2 including the additional step of
ignoring said signal produced by said sensor means for a
predetermined amount of time to eliminate spurious, non-
physical signals interacting with said sensor means.

9. The method of claim 8 wherein the step of ignoring said
- signal includes the step of opening a nomally closed switch
to disconnect said amplified signal, for said predetermined
amount of time to eliminate spurious, nonphysical signals
produced by random energy fields interacting with said
SENSCr means.

10. The method of claim 8 wherein the step of ignoring
said signal for said predetermined amount of time includes
the step of opening a pair of normally closed switches for
preventing second pulses from being output to an alarm
controller to eliminate signals produced by continuous
energy fields interacting with said sensor means.

I1. The method of claim 8 wherein the step of ignoring
said signal for said predetermined amount of time includes
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of said first and said second pulses to climinate sigmals
produced by continuous energy fields interacting with said
sensor means,

12. The method of claim 8 wherein said onphysical
signals include an EMF signat or an RF signal.

13. The method of claim 1 including the additional step of
ignoring any signal that does not disappear and later reap-

pear.
14, The method of claim 13 wherein said step of ignoring

a signal that does not disappear and later reappear includes
the steps of triggering a first or second timer to generate a
third or a fourth pulse for opening a respective normally
closed switch to prevent providing said fitst or second pulses
to ag alarm controller.

15. The method of claim 14 wherein sid step of iguoring
a signal that does not disappear and later reappear includes
the steps of triggering said first or sadd second timer to
generate said third or said fourth pulses for opening of
respective narmally closed switches to prevent providing
said first or second pulses to said alarm controller for the
doration of said threat delivered to said secured area.

16. The method of claim 1 further including the step of
sending said pulses over 2 single conductor to an alarm
controller.

17. The method of claim 16 wherein said alarm system
controller recognizes said pulses by their associated pulse.
width as either a full alarm threat or 8 warn-away threat,

18. An electronic security system for indicating a degree
of threat incoming to an electronically secured area com-
prising:

4) sensor means for sensing a degree of threat delivered to

a protected area;

b) means for generating an electric signal proportional to
said degree of threat;

c) means for apalyzing said electric signal to dstermine if
it represents a low degree of threat or a high dagree of
threat; and

d) means for producing either a first pulse, repeesenting
said low degres of threat, or means for scparately
producing said first pulse aed a second pulse, repre-
senting said signal having both said low degree of
threat and said high degree of threat.

19. The device of claim 18 wherein said sensor means is
chosen from & group consisting of shock sensors, motion
sensors, field disturbance sensors, sound discriminator
seasors, ultrasonic sensors and current sensors.

20. The device of claim 19 further including means for
ignoring said signal produced by said sepsor means for a

ined amount of time to eliminate splrioas, noa-
physical signals,

21. The device of claim 20 wherein the means for ignaring
sald signal includes a normally closed switch which is
opened for said predetermined amount of time for discon-
necting said signal to thereby eliminate spurious, honphysi-
cal signals produced by random energy fields intsracting
with said sensor means,

22. The device of claim 20 wherein means for ignoring
said signal includes a pair of normally closed switches for
preventing providing said first and said second pulses for
said predetermined amount of time to an alarm coatroller to
eliminate signals produced by continuous ehergy fields
interacting with said sensor means.

23, The device of claim 20 wherein means for ignoring
sajd signal includes a flip-flop having an output therein for
generating a logic low output for preventing providing said
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first and said second pulses for said predetermined arount
of tirae to an alarm controller for eliminating signals pro-
duced by continnous energy fields interacting with said
Sensor means.

24. The device of claim 20 wherein said nonphysical
signals inchude an EMF signal or an RF signal,

25. The device of claim 18 further including means for
ignoring any signal that does not disappear and later reap-

pear.

26, The device of claim 25 wherein said means for
ignoring a signal that does not disappear and later reappear
includes & first or second timer for generating a third or a
fourth pulse for opening respective normally closed switches
to prevent providing said first or second pulses to an alarm
controller.

27. The device of claim 26 wherein said means for
ignoring a signal that does not disappear and later rcappear
triggers said first or said second timer to generate said third
or said fourth pulses for opening said normaky closed
switches to prevent providing said first or second pulses to
said alarm controller for the duration of said threat delivered
to safd secured area.

28. The device of claim 18 further including a single
conductor sending sald first and second pulses to an alarm
controller.

29. The device of claim 28 further including an alarm
system controller for recognizing said pulses by their asso-
ciated pulsewlidth as either a full atarm threat or & warn-away
threat.

30. The device of claim 18 further including a capacitor
through which said signal is passed to remove any direct
current and voltage therefrom.

31. The device of claim I8 wherein said means for
analyzing said signal inclades:

) a signal amplifier, having an input and an output
therein, for receiving said signal from said semscr
means and producing an amplified signal thereof; and

b) a first and second voltage integrator connected to said
amplifier output, said first integrator having a high
sensitivity for responding to said low degree of threat
signal and said second integrator having a lower sep-
sitivity for responding to said high degree of threat
signal, said integrators simnltaneously receiving said
amplified signal from said amplifier,

32. The device of claim 18 wherein said means for

analyzing said signal includes:

8) a signal amplifier, having an input and an owtput
therein, for receiving said signal from said senser
means and producing an amplifisd signal thereof; and

b) a pair of veltage comparators connected to said ampli-
fier output, said first comparater having a high sensi-
tivity for responding to said low degree of threat signal
and said second comparator having a lower sensitivity
for responding to said high degree of threat signal, said
comparators simultaneously receiving said amplified
signal from said amplifier.

33. The device of claim 18 wherein sald means for

analyzing said signal includes:

a) a signal amplifier, having an input and an output
therein, for receivitg said signal from said senser
means and producing an amplified signal thereof; and

b) a first and second voltage integrator and comparator
connected to said amplifier output, said first integrator-
comparetor having a high sensitivity for responding to
said low degree of threat signal and second said
integrator-comparator having a lower sensitivity for
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responding to said high degree of threat signal said
integratars and comparators simultaneously receiving
said amplified signal from said amplifier.

34. The device of claim 18 wherein said means for
producing either said first pulse or said separate first and
second pulses includes a first and second voltage
comparator/output-pulse-generator, cach connected to a
respective voltage integrator for comparing integrated volt-
ages produced from each said integrator and producing said
first pulse representing sajd low degree of threat signal from

- high sensitivity integrator and separately producing both

said first and said second pulse representing said low degree
of threat signal from said high sensitivity integrator and said
high degres of threat signal from a low sensitivity integrator.

35. The device of claim 34 further including a single
conductor coupled to cutputs of said pulse generators for
transmission of said first and sald second pulses having
different pulsewidths.

36. The device of claim 18 further including a single
conductor for transmission of said first and said second pulse
therethrough.

37. The device of claim 18 wherein said first and said
second pulses have a first and a second pulsewidth.

38, The device of claim 37 wherein said first pulsewidth
is greater then said second pulsewidth or said second pulse-
width is greater then said first pulsewidth.

39. A method of blocking undesirable sighals from actj-
vation of an alarm in an electronically secured area com-
prising the steps of;

2) sensing via a sensor means a degree of threat delivered

to a protected area;

b) generating from the output of said sensor means an
electric signal, having strength proportional to said
degree of threat;

¢) amplifying said signal to produce an amplified signal;

d) deleting the front end of said amplified signal and

Temoving it from further consideration;

¢) inputting said amplified signal to a comparater for
comparing said amplified signal against a known ref-
trence;

1) producing in response to sald comparison either a first
pulse, representing a low degrer of threat, or separately
producing said first pulse and a second palse, repre-
senting a signal having both said low degree of threat
and a high degree of threat; and

g) simultaneously preventing the output of either said
separate first and second pulses or said first pulse to an
alarm. until said amplified signal disappears and later
reappears.

40. The method of claim 39 wherein said sensor means is
chosen from a group consisting of shock sensors, motion
sensors, field disturbance semsors, sound discriminator
sensors, ultrasonic sensors and current sensors.

41. The method of claim 40 wherein the step of ampli-
fying said signal includes the additional steps of amplifying
and rectifying 2 full wave of said signal so that said
amplified signal represents all values of said signal, is solely
positive, and reduces the differential in the positive agd
negative aspects of said signal.

42. The method of claim 40 including the additional step
of ignoring said signal produced by said sensor means for 2
predetermined amount of time to eliminate spuricas, non-
physicat signals interacting with said sensar means,

43. The method of claim 42 whercin the step of ignoring
said signal includes the step of opening a normally closed
switch to disconnect said amplified signal, for said prede-
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termined amount of time, to eliminate spurions, nonphysical
signals produced by random energy fields interacting with
safd sensor means.

44. The method of claim 42 wherein the step of ignoring
said signal for said predetermined amount of time includes
the step of opening & pair of normally closed switches to
prevent said first and second pulses from being output to an
alarm controller to eliminate signals produced by continuous
energy fields interacting with said sensor means.

45. The method of claim 42 wherein the step of ignering
said signal for said predetermined amount of time includes
the step of resetting a flip-flop having an output therein and
generating a logic low output for preventing produrtion of
said first and said second pulses to eliminate signals pro-
duced by continuons energy fields interacting with said
SENsOr means.

46. The method of claim 42 wherein said nenphysical
signals include an EMF signal or an RF signal.

47. The method of claim 40 further including the step of
ignoring any signal that does not disappear and later reap-

pear.

48. The method of claim 47 wherein said step of ignering
4 signal that does not disappear and later reappear incledas
triggering a first or second timer to generate a third or a
fourth pulse far opening of an associated normally closed
switch to thereby prevent said first or second pulses from
being output to an alarm controller.

49. The method of claim 48 wherein said step of ignoring
a signal that does not disappear and later reappear includes
the steps of triggering said first or said second timer to
genezate said third or said fourth pulses for opening of said
normally closed switches to thereby prevent said first or
second palses from beirg output to said alarm controller for
the duration of said threat delivered to said secured area,

50. The method of claim 39 employing a single conductor
for transmission of said first and said second pulse there-
through.

51. The method of claim 3% employing a single conductor
coupled to outputs of a pair of pulse generators generating
said first and second pulses for transmission of said first and
said second pulses having different pulsewidths.

52. The method of claim 39 wherein said first and said
second pulses have a first and a second pulsewidth.

53. The method of claim 52 wherein said first pulsewldth
is greater then said second pulsewidth or said second pulse-
width is greater then said first pulsewidth,

54. Amethod of indicating a degree of an incoming threat
to an electronically secured area comprising the steps of:

a) sensing via a sensor means a degree of threat delivered
to an clectronically secured area including the step of
generating an alternating current signal whose ampti-
tude is proportional o said degree of threat;

b) apalyzing said signal to determine if it is of a low,
degree of threat or of a high degree of threat, including
the steps of:

i) rectifying and amplifyiag said signal;

ii) impressing the resulting rectified, amplified signal
simultanecusly to at least two separate integrators of
different sensifivity;

jii) impressing the resulting separats integrated, ampli-
fied signals to at least two signal comparators of
different sensitivity, one in series with each of said
integrators; and

iv) activating at least one pulse generator responsive to
an output of each said signal comparator; and

d) producing either a first pulse representing said low
degree of threat or separately producing seid first and a
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second pulse representing a signal having both said low
degree and said high dsgree of threat,

55. The method of claim 54 wherein said sensor means is
chosen from a group consisting of shock sensors, motion
sensors, field disturbance sensors, sound discriminator
sensors, ultrasonic sensors and current sepsors.

56. The method of claim 54 including the additional step
of ignoring said signal produced by sajd sensor means for a
predetermined amount of time to eliminate spurioas, non-
physical signals interacting with sajd sensor means,

57. The method of claim 56 whezein the step of ignoring
said signal includes the step of opening a normally closed
switch to disconnect said amplified signal, for said prede-
termined amount of time, from sald integrators to climinate
spurious, nonphysical signals produced by random energy
ficlds interacting with said sensor means.

58. The method of claim 56 wherein the step of ignoring
said signal for said predetermined amount of time includes
the step of opening a normally closed pair of switches to
disconnect said pulse generators and prevent said first and
second pulses from being output to an alarm controller to
eliminate signals produced by continuous energy fields
interacting with said sensor means,

59. The method of claim 56 wherein the step of ignoring
said signal for said predetermined amount of time includes
the step of resetting a flip-flop having an catput therein and
generating a logic low output for preventing said first and
said second pulses from said pulse generators from being
output to an alarm controller to eliminate signals produced
by continuous epergy fields interacting with said sensor
means.

60. The method of claim 56 wherein said nonphysicat
signals include an EMF signal or an RF signal.

61. The method of claim 54 including the step of ignoring
any signal that does not disappear and later reappear.

62. The method of claim 61 wherein said step of ignoring
a signal that does not disappear and later reappear includes
the steps of triggering a first or second timer to generate a
third or a fourth pulse for cpening of an associatsd normally
closed switch to thereby prevent said first or second pulses
from being output to an alarm controller.

63. The method of claim 62 whercin sald step of ignoring
a sigoal that does not disappear and later reappear includes
the steps of triggering said first or said second imer to
generate said third or said fourth pulses far opening of said
normally closed switches to thereby prevent said first or
second pulses from being output to said alarm controller for
the duration of said threat delivered to said secured arca,

64. The method of claim 63 further including the step of
an alamm system controller recognizing said pulses by their
associated pulsewidth as elther a full alarm threat or a
warn-away threat.

65. The method of claim 62 whezein the step of producing
cither said first pulse ar said second pulse includes sending
said pulses over a single conductor to an alarm controller.

66. Art clectronic security system for indicating a degree
of threat incoming to an electronicaly secured area com-
prising: '

a) sensor means for sensing a degree of threat delivered to

a secured area having the capability of cutputting an
electric signal having strength proportional to said
degree of threat; : .

b) a capacitor through which said signal is passed to

remove any direct current and voltage therefrom;

¢) means for analyzing said signal to determmine if it

represents a low degree of threat or a high degree of
threat incloding:
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iy a signal amplifier for receiving said signal from said
sensor means; and

if} a pair of voltage integrators connected to an outpat
of said amplifier, one said integrator having a high
sensitivity for responding to a low intensity ampli-
fied signal and the other said integrator having a
lower sensitivity for responding to a higher intensity
amplified signal and for simnitaneously receiving
said amplified signal from said amplifier; and

d) means for producing either scparate first and second

pulses representing a signal containing both a low
degree of threat and a high degree of threat, or said first
pulse representing said low degree of threat including
a pair of voltage comparators/ontput-pulse-generators,
one cornected to cach said voltage integrator for com-
paring outputs produced from each said integrator and
for producing a first pulse representing said low degree
of threat from said high sensitivity integrator and for
producing both said first and said separate second pulse
from both said generators representing said low degree
of threat from said high sensitivity integrator and said
high degree of threat from said low sensitivity integra-
tar.

67. The system of claim 66 wherein said sensor means is
chosen from a group consisting of shock sensors, motion
sensors, fleld disturbance sensors, sound discriminators,
ultrasonic sensors and cwrent sensor.

68. The system of claim 67 wherein said signal produced
by said sensor means is ignored for a predetermined amount
of time to eliminate spurious, noaphysical signals interact-
ing with said senscr means.

69. The system of claim 68 wherein a normelly closed
switch is opened to disconnect said amplified signal, for said
predetermined amount of time, from said integrators to
eliminate spuricus, nonphysical signals produced by random
encrgy fields interacting with said sensor means.

70. The system of claim 68 wherein a normally closed pair
of switches are opened to discomnect said first and said
second pulse generators and to thereby prevent said first and
second pulses from being output to an alarm controller to
eliminate signals produced by continuous energy fields
interacting with said sensor means,

71. The system of claim 68 wherein a flip-flop having an
output therein is reset to generate a logic low output to
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disconnect said pulse generators and to clminate signals -

produced by continuous energy fields interacting with said
Sensor means.

72. The system of claim 68 wherein said nonphysical
signals include an EMF signal or an RF signal.

73. The system of claim 66 wherein any signal that does
not disappear and later reappear is ignared.

74. The system of claim 73 wherein ignoring a signal that
does not disappear and later reappear is accomplished by
triggering a first or second timer to generate a third or a
fourth pulse to open a normally closed associated switch to
thereby prevent said first or second pulses from being outpat
to an alarm controller.

75. The system of claim 74 wherein ignoring a signal that
does not disappear and later reappear is accomplished by
triggering said first or said second timer to generate said
third or said fourth pulse to open said normally closed
associated switch to thereby prevent said first or second
pulse from being output to said alarm controller for the
duration of said threat deliverad to said secured area,

76. The system of claim 66 wherein sald pulses are sent
over a single conductor to an alarm coatrofier,

77. The system of claim 66 wherein an alarm system
controller recognizes said pulses by their associated pulse-
width as either a full alarm threat or a warn-away threat,
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78. A method of indicating a degres of incoming threat to
an electronically secured area comprising the steps of:

&) sensing via a seascr means a degree of threat delivered
to a secured arca, said sensor means genezating an
electric signal proportional to said degree of threat;

b) analyzing said signal to determine if it represents a low
degree of threat ar a high degree of threat; and

<) producing either a first pulse representing said low
degree of threat or separately producing said first pulse
and a second pulse representing a signal having both
said low degree of threat and said high degree of threat.

79. The method of claim 78 wherein said sensar means {s
chosen from a group consisting of shock sensors, motion
sensors, field disturbance sensors, sound discriminator
sensors, ulirasenic sensors and cugrent sensors.

80. The method of claim 79 wherein said electric signal is
an alternating current signal whose amplitude is proportional
to said degree of threat.

8L The method of claim 79 wherein the step of analyzing
said signal includes the steps of:

a) amplifying said signal to produce an amplified signal;

b) impressing said amplified signal simultaneously to at
Ieast two separate integrators to produce integrated
signals; and

¢) activating a pulse geperator specific to each said
integrated signal if the associated integrated signal
reaches a predetermined level,

82. The method of claim 79 wherein the step of analyzing

said signal further includes the steps of:

&) amplifying said signal to prodoce an amplified signal;

b) irapressing said amplified signal simultaneously to at
least two separate comparatars of different sensitivity
to produce 2 first comparator signal if the associated
integrated signal reaches a first predetermined level
indicating said Iow degree of threat signal or a second
comparator signal if the associated integrated signal
reaches a second, higher predetermined level indicating
said high degree of threat signal; and

©) activating a pulse generator specific to said first and
sald second comparator signals.

83, The method of claim 79 wherein the step of analyzing

said signal includes the steps of:

a) amplifying said signal to produce an amplified signal;

b) impressing said amplified signal simultanecusly to at
least two separate integrators/comparatars, sach said
integrator/comparator having different sensitivity; and

c) activating 2 pulse generatcr specific to each said
integrator/comparator to produce said first and/or said
second pulse if the respective output signal reaches a
predetermined level.

84. The method of claim 79 wherein said step of anatyzing

said signal includes the steps of:

&) amplifying said signal with an amplifier to produce an
amplified signal;

b) impressing said amplified signal simultaneously to at
least two separate integrators of differeat sensitivity to
prodece integrated amplified signals;

c) separately impressing said integrated, amplified signals
to at least two signal comparators, one in series with
cach integrator and of different sensitivity, to provide a
first comparator signal indicating said low degres of
threat or &4 second comparator signal indicating said
high degree of threat if the integrated, amplified signal
reaches an associated predetermined level; and
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d) activating a pulse generator specific to each said

comparator signal.

85. The method of claim 79 including the additional step
of ignoring said signal prodaced by said sezsor means for a
predetermined amount of time to eliminate spurioas, non-
physical signals interacting with said sensor means.

§6. The method of claim 85 wherein the step of ignaring
said signal includes the step of closing normally open first
and second switches to prohibit processing of said signal for
a predetermined amount of time to eliminate spurious,
nonphysical signals produced by random energy fields inter-
acting with said sensor means.

87. The method of claim 85 whexein the step of ignoring
sald signal for said predetermined amount of time includes
the step of opening normally closed switches, thereby pre-
venting said first and second pulses from being output to sa
alarm controlier to eliminate signals produced by continuous
enexgy ficlds interacting with said sensor means,

88. The method of cleim 85 wherein the step of ignoring
said signal for said predetermined amnonnt of time includes
the step of resetting a flip-flop having an output therein and
generating a logic low output for preventing said first and
said second pulses from being output to an alarm controller
to eliminate signals produced by contimious energy fields
interacting with said sepsor means.
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89. The method of claim 85 wherein said nonphysical
signals include an EMF signal or an RF signal

90, The method of claim 78 including the additional step
of ignoring any signal that does not disappear and later
reappear.
91, The method of claim 90 wherein said step of ignoring
a signal that does not disappear and later reappear includes
the steps of triggering a first or second fimer to generate a
third or a fourth pulse for opening of a normally closed
switch to thereby prevent said first or second pulses from
being output to ar alarm controller. .

92. The method of claim 91 wherein said step of ignoring
a signal that does not disappear and later reappear includes
the steps of triggering said first or said second timer to
generate said third or fourth pulses for opening of said
normally closed switches to thereby prevent said first or
second pulses from being ontput to said alarm controller for
the duration of said threat delivered to sajd secured area.

93. The method of claim 78 further including the step of
sending said pulses over a single conductor to an alarm
controller. :

94. The method of claim 93 wherein an alarm system
controller recognizes said pulses by their associated pulse-
width as either a full alarm threat or a warn-away threat.
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{57 CLATM

The ornamental design of a vehicle alarm case module,
as shown and described.

DESCRIFTION

FIG. 1is a top plan view of the vehicle alarm case
mudule showing my new design;

FIG. 2 is 2 bottom plan view of the device showing my
new design;

FIG. 3 is a left side elevational view thereof showing
the design;

FIG. 4 is a right sidc'elevational view thereof showing
my new design;

FIG. 5 is a front elevational view of my new design;
FIG. § is 2 rear elevational view of the vehicle alarm
case module; and,

FIG. 7 is a trimetric view thereof showing my new
design.
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MOTION SENSTTIVE SECURITY SYSTEM

CROSS-REFERENCE TO RELATED
AFPLICATICN

_ This epplication is a continuajon-in-part of applica-
tion Ser. No. 06/324,170, filed Nov. 23, 1981, now abap-
doned.

TECHNICAL FIELD

This invention relates to security systems generally
and to improved motion sensors and improved signal
processers for such systems.

BACKGROUND ART
This invention is particularly usefu! for the antitheft

10

131

protection-of-motor -vehicle,~constructionequipofent,

and other high value apparares in which 2 security
system can be housed. While not limited thereto the
invention is particularly useful for the protection of
apparatus which is normally moved from place to place
or is fixed to an imimovable structure. If the apparatus to
be protected against theft cannot be made secure by
enclosure ar artachment, it is usual practice to artempt
to sense the theit or attempted theft and, on that occa-
sion, to initiate some preventive measure. A commaon
preventative js to sonnd ag alarm capable of attracting
attention to the theft. The detecton of motion is 2 logi-
cal choice when attempting to provide an apparatus
which is applicable to the protection of a wide varisty
of portabls apparatus in 8 multitnde of different situa-
tions. However, designing a satisfactory motion sensi-
dve sscurity systers is complicated by the need to dif-
ferentiate batween authorized and unanthorized move-
ment. There is 2 need to provide operating power iz a
way that prevents defeat of the system aud, in a truly
universal system, there is 2 need to devise a sensor
which is effective without regard 1 spacial orfentation
or temperature differences and other physical factors.
Prior systems have incorporated features to over-
coms these and other problems for particular applica-
tions, Arming switches, self contained power sources,
time delay circuitry, and other means have been em-
ployed. In general, however, the inclusion of such fza-
tures to solve a problem peculiar to one application has
rendered the system less useful, or even useless, in other

-applications. The need remains for a seasor and a system

which has wide application, and one purpose of the
invention is to satisfy that pesd.

SUMMARY OF INVENTION

It is an object of this invention to provide an im-
proved motion sensor suitable for sensing maotiéns asso-
ciated with theft of apparatus. Another object is to
provide'an improved metion signal processor for secy.
tity systems. A further object is to provide a security
system capable of being arranged to sense motion in
intervals in which motion s not authorized and to ig-
nore motion when motion is awthorized, is operative
without regard to spacial orientation of the semsor,
which can be mads responsive selectively to motion in
any direction, or to a specific moron, which can be used
in eithar 2 permanent or temporary installation mode,
and which has other features directed toward universal-
ity.

These and other gbjects and advantages of the inven-
tion which will be made apparent in the deseription that
follows are realized, in part, because of the improved
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seasor of the invention and, in part, because of its im-
proved signal processar. In preferred form, the sensor
comprises a coil adjacent to which 2 magnet is sus-
pended such that the magnet is freely moved toward
and away from the coii, from side to side of the coil in
& plane over the coil, and rotationally on an axis which
lies in & plane paralle] to the coil. The suspension sle-
ment is a resilient member lying, when relaxed, in a
plane parallel to the plane of the coil windings, and, in
the preferred form, substantially in the piane containing
the center of gravity of the magnet and jts mounting
structure,

The coil is part of tbe signal processar, Signals in-
dueed in the cail are applied 1o a band pass amplifier, in
the preferred embodiment, whose output is compared in

a comparatar to a selected standard Provision is made

for altering the standard with 2 signal such, for example,
as might be applied by a switch sensitive to the state of
some condition. The comparator output is integrated
and is made, at a selected, accumclated signal value, to
make energy available for signalling that unavthorized
motion has been detected. A timing means terminates
the unzuthorized moticn signzl some predetermined
time after the integraied signal level falls below a.
threshold value. Another Himer delays integrator opera-
tion for a selected time following activation of the sys-
tem.

The interaction berween the several timing circuits,
four in the preferred embodiment, is special as is the
relation betwesn the timing system and the sensor.

A megns is included in the invention for rendering
this system inactve for a selected time primarily to
avoid sensing motion as an incident to activating the
system. In the preferred form that means is proximity
sensitive and unauthorized motion is announced by an
andible alarm. To meke it convenient and effective to
use an antomotive horn as the sounder, the signal pro-
cessor includes a means for interrupting hom operation
at a frequency in the andible range or below.

The *motion"™ detecting means in one preferred form
of the invention is capable of sensing either or both of
accelaration or jerk. Also, that prefarred form employs
simplified circuitry for arming and disarming the sys-
tem.

BRIEF DESCRIFTION OF THE DRAWINGS

In the drawings:

FIG. 1is a perspective view of 2 system whick incor-
porates the preferred form of the invention; :

FIG. 2 is 2 ¢ircuit diagram of the sensor and signal
processing section of the system of FIG. I;

FIG. 3 is &' cross-secgopal view, partly schematic, of
the sensing and signal processing unit of the system
taken on the vertical center plane of the unit;

FIG. 4 is a cross-secdonal view of the sensor section
of the sensor and signal processing unit taken on fine
4—4 of FIG. 3;

FIG. 5 is a cross-sectonal view taken on line 55 of
FIG. 3; and )

FIG. 6 is & diagram showing a portion of the circuit

,of FIG. 2 in an alternate, preferred form.

DESCRIPTION QF THE PREFERRED
EMBODIMENT

The system shown in FIG. 1 of the drawing is gener-
ally designated 10. It includes an inclosurs 12 which
housas a sensor and signal processing electronics and is

EXHIBIT M PAGE 242



Case 3:02-cv-‘27-JM-JAH Document 1 FiIedQ/ZQ/OZ Page 258 of 298

4,584,569
3 4

called the “sensing and signal processing unit"” In addi-  that a valtage is induced in the coil as a consequence of
tion, the system comprises & wiring harness generally  movement of the mass. The value of the mass and the
designated 16. It extends from the unit 12 and inciudes  stiffness of the resilient member are selected so that the
connector terminals 18 and 19 for connection to 2 bat-  magnet will be moved in significant degree in response
tery or other source of electrical power. The harness § o even very small valuss of motion. A popular term for
also includes two multiple connsctor jacks. One of  such an apparatus is “motion detector.” [n FIG. 2 the
those jacks is numbered 20 and it is interconnected with * magnet is identified with the reference numeral 30, and
the plug 21 of a cable 22 that extends to the speaker unit  the coil is numbered 31
14, Two plugs are fitted into the other jack 23. One of

those plugs 15 connected by a cable 24 to a spring 10 Signal Processing Circuit

opened plunger operated switch 25 in parallel with a The signal processor of prafarred form empioys inte-
condition sensor 125, The other plug is connscted by a2 grated circuit devices that require energization from
cable 26 to a reed switch 27. sources that are both more positive and more negative

The preferrsd embodiment includes these scveral  than intermediate or raference potential. That require-
connectors and jacks and plugs so that the system may |5 ment is met by the power supply circuitry shown in the
be readily reconfigured for different applications. If the  lower left corner of FIG. 2. The power supply, which is

system is to be parnmzanently installed.in an.automobile it ——generally designated 32, inclide t&rminals 18 and 19.

may be preferred to amit the loud speaker unit 14 andto  They are arranged for connection through a main
use the automobile's horn instead. In addition, it may be  power switch to an extemnal battery the positive side of
preferred to omit the battery that is housed in enclosure 20 which is connected ta terminal 18 and the negarive side
12 and instead derive power from the auromobile’s  of which is connected to terminal 19. Terminal 19 is
battery through terminzls 18 and 19. The primary sen-  conpected by line 33 to systemn ground identified by the
sor utilizes a resilient member and mass combination  symbel marked 34, The positve termina] 18 is con-
but, in some cases, particularly in cases of automobijes,  nected by line 35 to a supply terminal W and to a recti-
it may be desirable to use a mechanically acutated 25 fier 36 the other side of which is conngctad by line 37 to”
switch to detect some kinds of unauthorized acdon  the posidve terminal 38 of the signal processor cir.
such, for example, as opening of the automobile's hood  cuitry, The internal power source is a battary 40 which
or of the automobile’s door. That kind of unauthorized  is connected in series with a switch 41 between lines 35
action is readily sensed by the plunger switch 25, buta  apd 33, Trapsients in this system are flt=red out by a
switch of that kind may be unnecessary, and would be 30 capacitor 42 which is connected between lines 37 and
omitted, in other situations suck, for example, as when .33, Resistors 43, 44 and 45 are connected in series, in
the system is attached temporarily to 2 piece of roed that order, between line 37 and line 33. A power tenmi-
building equipment which is to be left on the job site  nal Y is connected to the juncture of resistors 43 and 44,
ovemnight. For an application of that kind it is more  and a power terminal Z is connected to the junction
convenient t¢ use the internal battery as the power 25 between resistors 44 and 435. A second voitage divider is
source rather than to attempt ta connect the system to formed by resistors 46 and 47 which are counected in
the power source of the systern of the unit to be pro-  series, in that order, batween lines 37 and 33, The junc-
tected. Also, in that application the use of the plunger  ture of resistors 46 and 47 is connected to the reference
operated motion sensor may be undesirable. voltage terminal which is numbered 48.

In some applications if is desirzble to provide ameans 40 Just above the power circuit 32 of FIG. 2 is an audio
for disarming the system 8t a position known only to the  oscillator. It includes a comparator 50 whose outpur is
aurhorized person or persons. [n some applicadons of  connectsd by resistor 51 to its positive input and by
the system the inclusion of such a switch is desirable. In resistor 52 to its negative input. The posidve input of
other applications it might not be needed. : the comparator is connegted to the junction of resistors

The primary sensor and the signal processing cir- 45 83 and 54 which are connacted to form a voliage di-
cuitry are packaged so that they can be mounted to- vider berween the positive line and negadve ground.
gether at any convenient place within the apparatus ro That voltage divider circnit includes a swirch 55 which
be protected, The sensor responds to accelerationand it is gpened to disable the oscillator when, for example,
is arranged so that it will respond to acceleration inany  the speaker or alarm device includes its own modulatar
direction, The sensing apparatus is constructed so thatit 50 or is not to be modulated.
will sanse any acceleration from a very low value to a The negative input of the comparator 50 is connected
very large value. The sspsitivity of the system is con-  'to the juncture of 5 resistor 56 and a capacitor 57 which
trolled in the signal processing unit and is adjustabie 10 are connected in series from the positive line to ground
fit the practical circumstance surrounding the applica-  and together form the frequency control eircuit of the
tion of the system. 55 oscillator. )

Not only will the sansor sense motion in any direction The output of the comparator 50 is applied through
but its response to acceleration is relatively independent the parallel combination of diede 58 and resistor 59 to
of the spacial orieptation of tha unit 12. That feature is  the positive input of 2 comparator 60 and to the positive
particutarly important when the system is moved from  line through another resistor 159. A resistor 161 con-
one security test to another, Even whea it is not 25, for 60 nects the output of the comparator with the positive
example, when permanently mounted in a moror vehi~  iopur. The negative input is connecied by a line 61 to 2
cle, the fact that the sensor is omnidirectional permits 2 control circuit to be described balow, The output of the
wider choice of mounting arrangements. comparator is also connected to the negative input of a

The praferrad form of sensor employs 4 mass resilient  comparator 62 whose positive terminal is connected to
member spring arrangement in which movement of the 65 the reference line. The autput of the latter is connected
mass causes movament of & magaet in prodmicy t0 a ta the base of a transistor 64 through a resistor 65. The
pick-up coil. The coil is located in the field of the mag-  emitter of the transistor is connected to ground voltage
net which ordinarily forms at least part of the mass so  and the collector is connected by resistors 66 and 67, in
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series, 1o the positive line. The junction of resistor 66
and resistor 67 is connected 1o the base of a power
iransistor 68 whose emitter is connected to the power
terminal W and whose collector is connected through

' the jack and plug set 20-21 to the output sounding de- §

vice 74. A pair of diodes, one connected across the
emitter and collector of transistor 68 and the other
connected from its collector to circuit ground, protect
the transistor. .

The oscillator and amplifier are operative only when 10
the outputr of comparator 80 is applied through the
adjustable resistor 81 to line 61 to apply 2 positive signal
to the negative input terminal of the comparatar 60. A
diode 82 is connected between line 61 and the positive
terminal, and the capacitor 83 is connectad between line 15
61 and circuit ground.

__The negative input.of comparatoz 80 is-connected to—

the power terminal Z batween resistors 44 and 45 of the
power circuit 32. The positive input of comparator 80 is
connected to line 84. A timing circuit formed by the 20
paralle! combination of a capacitor 85 and a resistor 86
are connected between line 84 and ground. Line 84
extends to a junction 87. That junction is connected to
the collector of a transistor 88 whose emitter is con-
nected o circuit ground 2ad whose base is connected 25
tarough & resistor 89 to the output of a comparator 90
whose positive terminal is connected to the power ter-
minal Y between resistors 43 and 44 of the first de-
scribed voltage divider network in power circuit 32,

The negative terminal of comparator 90 is connected to 30

the junction of resistor 91 and capacitor 92 which are
conaected in series, in that order, batween the positive
line and ground. The resistor and capacitar form a tim-
ing circuit. Provision is made for rendering that ciremit
iroperative by shorting the capacitar, The shorting 35
circuit is formed in parallel with the capacitor and it
includes the normally open reed switch 93 and the con-
oector 23 of the wiring hamness.

At the upper left in FIG. 2 cofl 31 js disposed within
the maguetic field of magnet 30. The coil is connected 40
in series with & resistor 95 between the negative input
terminal and the positive input terminal of an amplifier
96. The positive terminal of the circuit is conneeted to
the reference potential line of the system, and a capaci-
tor 97 is connected in paraflel with the combination of 43
coil 31 and resistor 95, The output of the amplifier 94 is
connected. by the parallel combination of a resistor 98
and a capacitar 99 to the negative input terminal of
amplificr 96. In addition, the output of amplifier 96 is

connected through a coupling capacitor 100 and a series 50

resistor 101 to the negative input termimal of an ampli-
fier 102 whose positive input is connacted to the refer-
ence potential line. The output of amplifier 102 is con-
nected by the series combination of a resistor 103 and a

parallel circuit consisting of resistor 104 and capacitor 55

105 to the negative input tarminal of the smplifier 102
The junction between the resistor 103 and the paralle]
circuit is connected by a resistor 106 to the refsrence
potential line. In addition, the output of amplifier 102 is

connectad to one end of a series circuit formed by resis- 60

tor 107 and capacitor 108 between the output of ampli-
fier 102 and the reference potential line, in that order.
The junction between resistor 107 and capacitor 108 is
connected to the positive input terminal of amplifier 110

whose negative input terminal is connected o the out- 65

put of that amplifier. The output is aso connected
thraugh the series combination of a potentiometer 111
and 4 fixed resistor 112 to the positive line. The jenction

6

between the potentiometer and the fized resistor is con-
nected through the jack and plug set 23 1o on= side of
the normally apen plunger switch 25 whose other side i
conoected ta circuit ground. The tap of the potentiome-
ter is connected to the negative input of zncther com-
parator 113 whose positive input terminal is connected
by line 114 to the output of amplifier 102. The output of
comparator 113 is conzected through 2 dioda 115 to the
juncton point 87

Diode type IN4001 may be used evervwhere where a
diode is indicated in the diagram. The several amplifiers
and comparators in the circuit are integrated circuit
type 324. Appropriate values for the other elements of
the circuit are listed in the chart below,

Component Values

Value

Resivtors |

43, 45, 47, 89, 107, 112 27K ohms
44, 59, 101, 81 100K chms
] 1K chms
36, 14 | Meg ohms
4G, 51, 52, 53, 54, 67, 98,

03111, 1m2 . 10K chms
85 91 410K obms
Capacitors
2, 91, 99, 105, 108 Q] mfd
57, 13, 85, 92, 100 100 mfd

Operation of the Circuit

The sounder 74 is energized whea trapsistor 68 is
turned on. The horn circuit includes a make-and-break
switch so that the horn will sound notwithstanding that
it is energized from the unidirectional source. Transistor
68 is turned on by the output of current amplifier 62
when comparatar 60 is rendered condustive The com-
parstor 60 is turned on when the voltage across capaci-
tor 83, which is applied to the negative terminal of
comparator 60 by line 61, exceeds the potental at the
positive input of comparator 60. The potential at the
positive terminal is established by the resistive network
formed by resistors 56, 52, 59, 159 and 161, and the
voltage that is applied to that network from the positive
side of the power source, and the output of the compar-
ator 50 which is connected as a multivibrator.

[n summary, the sounder 74 will be furned on and off
at g rate determined by the multivitrator when the po-
tzntial across cepacitor 83 exceeds some threshold
value. Capacitor B3 is charged by comparatar 80
through the variable resistor 81 at 2 rate that is.deter.
mingd by the ootput potentiaj of the comparator and the
value of the resistor. Comparator 80 is turned on o
charge the capacitor 83 gnly when the potenria] at its
positive input exceeds the reference potental Z which
is applied to its negative inpur. The potental at the
pasifive input is equal to the potential across capachior
85. A discharge resistor 86 is connectad in paraliel with
capacitor 85 te form a timing circuit, A meaus is incor-
porated in this system for preventing the accumulation
of charge ox capacitor 85, or for rapidly discharging the
capacitor, and in this preferred embodiment that means
comprises the transistor 88 whose collector/emitrer
circuit is connected in paratle] with the capacitor, When
that trazsistor is rendered conductive the capacitor is
sharted to ground. Conduction s controlled by com-
parator 90 whose output js applied to the base of transis-
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tor 88. The comparator has its pasitive input connectad
fo a reference source of posirve potential, The negative
input is comnected to a timing circuit formed by the
series combination of resistor 91 and capacitor 2. The
output of the comparator 90 will tum the transistor 88
on unti] the capacitor 92 charges through resistor 91 to
2 value that exceeds the poteatial at the positive input of
the comparator. As 2 consequence of that, transistor 88
is tuned on and the capacitor 85 is-prevented from
being charged for an interval following application of
power to the circuit uptil the capacitor 92 has bean
charged. Closure of the reed switch 93 will discharge
capacitor 92 and result in a turn on of comparator 90 to
turn on the transistor 88 and prevent capacitor 85 from
being charged until the switch 93 is reopened and the
capzcitor 92 bas been charged through resistor 91.

parator 113 through diode 115 as an incident to detec-
. tion of motion at coil 31. Motion of the magnet induces
a voltage in coil 31 and that voltage is applied across the
positive and negative inputs of amplifier 96. The outpur
of amplifier 96 is applied to the input of amplifier 102.
The function of the several resistors and capacitors that
are associated with amplifiers 96 and 102 is to limit the
" frequency response of the system 1o values that corre-
spond to the frequency of voltage variations induced in
caoil 31 for the kind of motion and acceleration to be
detected. In practice, and in this preferred embodiment,
the amplifier 102 will provide an output in response to
changing input at frequencies below about tem kilo-
Hertz. For practical reasons, the circuit is made respon-
sive to frequencies in the range between about eight
cycles per second and 160 cycles per second. The out-
put of amplifier 102 is applied diractly to the positive
input of comparator 112 and is applied to the negative
input of that comparator through the combination of
current amplifier 110 and a time delay circuit formed by
resistor 107 and capacitor 108. Use of the delay circuit
results in compensation for any offset in the output of
amplifier 102. In the absence of mation the cutput of

a
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capacitor 83, wili become charged and the horn will
operate as previously described. A condition sensor 125
in this case a circuiz whase output goss low wher igni-
tion cusrent flows, is conmected in paralls] with switch
25,

The system is enabled or disabled by interrupting the
power source. The means for interrupsing energy from
an external power spurcs is aot shown io the diagram.
The switch 41 is vsed for interrupting energy supply
when the source is internal. When the sensing and sigral
processing umit 35 mounted in a relatively inaceessible
place the swiich 41 would be mounted at a place more
convenjently accessibie.

There are two ways to disable the unit. One is to open

the power supply circuit, and the other is to close the_
. —~ — CGapacitor 85is charged by cuthut ciifredt Trom com-  reed SWich 93, In preferred form the resd switch is

magnetically actuated and is used whes it is desired to
disable the system for a short period of time. The system
is disabled immediately when the switch 93 is closed
becalse closure discharges capacitor 92 and results in
the immediate discharge of capacitor 85. Resetting is
delzyed until capacitor 92 is recharged above the
threshald level through resistor 91, The time that the
born continues to be activated following the cessation’
of motion is determined primarily by the discharge rate
of capacitor 85, and that is determined by the combina.
tion of the amount of its capacitance and the resistance
of resistor BA. )

The imterrelationship of the several timing circuits to
one another and to the motion detector is spacial. The
motion detector has a natural oscillation frequency in
each of its several movement modes which lies within
the passband of the circuit betwean coil 31 and capaci-
tor 85. Acceleration or other motion once detecred
results in oscillation of the magnet (or cofl if it is the coil

" that is resilisntly mounted) to provide 2 signal which

40

amplifier 102 does not change and equal potentials are -

applied 1o the inputs of comparator 113, When the out-
put of amplifier 102 is changed the delay in applying the
change to the negative wermindl will result in input
differences that turn on the comparator 113 apd resultin
the charging of capacitor 85,

Summarizing the operation of the system, accelera-
tion is detected by the combination of magnet 30 and
coil 31, and results in the charging of capacitor 85. That
capacitar having been charged, comparator B0 will
apply an output through rasistor 81 to capacitor 83,
After some time interval, the duration of which can be
adjusted by adjustmment of the value of resistor 81, ca-
pacitor 83 will be charged above a threshold value and
will result in comparator 60 and the horn 74 being
turned oan.

There are applications for the system in which it is
desired that the alarm be sounded in respoase to activity
thar is most easily sensed with a switch, current sensor
or a sensor of some other condition refated ta a viola-
tion of security. Thus, for example, it may be dasirabia
to sound the alarm if the vehicle door or hoed or trunk
lid is opened whether or not that motion is sensed by the
acceleration sensor. The preferred system incivdag such’
a switch, numbered 25 in FIG. 1 and connected be-
tween ground and the junction between resistors 111
and 112 in FIG. 2, If switch 25 is closed the output of
comparator 113 will go high, Capacitor 85, and thos

60

€3

continues for some period even if acceleration is limired
to a very short interval.

Capacitor 85 of the third timing circuit is charged
rapidly once the comparator 113 begins conducting
current byt only if transistor 88 is turned off. The tran-
sistor serves as a short eircuit around capacitor 85 until
capacitor 92 of the first timing circuit is charged. It
begins charging when the system is powered and it
charges slowly through resistor 91. Thus, while the
semsor and its circuitry are immediately available to
charge capacitor 85, charging is delayed to permit pow-
ering and emabling the system without sounding the
alarm,

While jt is charged rapidly from comparator 113,
capacitor 85 discharges slowiy through resistor 86. Asa
consequencs comparator 80 supplies charging current
to capacitor 83 of the second timing circuit aver a rala-
tively long period Capaciter 83 discharges through 2
different cirenit aver 2 longer period. That arrangement
of timing circuits insures that system operation is sub-
stantially the same in response to actuation of the spe-
cific motioy detection switch 25 as w acceleration of
magnet 30, It permits setting alarm time at resistor 81
indepandeatly of system sensitivity which is set at resis-
tor 111, and ir dalays turn off if the alarm is on when the
switch 33 is closed, That latter feature s important
because the thief who has set off the alarm and finds
switch 93 in his attempt to silence the alarm cannot tell
by its actuacon that he has found the disabling switch.
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The Mation Detector

The motion ar acceleraticn detector is formad by the
combination of & magnet and e coil arranged so that
relative motion between them results in induction of 2
potential in the coil. In the preferred embodiment the
coil 31 is fixed and the magnet 30 is suspended over i by
an elongated resilient member which extends in a plane
perpendicular to the plane conteining the coil and mag-
net. In the preferred form the magmet is made cylindri-
cal and is mounted so that the axds of the cylinder is
substentially coincident with the axis of tke coil. The
coil is round and its inside diameter is greater than the
diameter of the cylinder, The magmet is suspanded so
that the magnet face toward the coil does not extend
into the coil, and it is mounted in the enclosure so that

5

—

0

15

10 -
stantially alike in length and in diameter and in every
other characteristic, and each terminates in an enlarge-
ment or keeper which, in this form, is substantially
cylindrical. The cylindrical end of the arm 216 is num-
bered 220, and the cyiindrical end of the arm 218 is
numbered 222, Each arm, adjacest its respective cylin-
drical end, resides in a notch formed in the wpper facs of
a crossmetmber that extends across the interior of the
sensar section of the housing parallel to the ribs 210 and
212. The rib associated with arm 216 is numbered 224
and the rib associated with arm 218 is numberad 226,
Fingers formed on the inner wall of the cover 230 ex-
tend downwardly toward ribs 224 and 226, respec-
tively. The finger 232 extends down into engagement
with the upper surface of rib 224 on the opposite sides of

the notch in which arm 216 is disposed, and at the other

a-majority-of-the-flux-lines-extendisg-from-one-end-of
the magnet to the other are confined within the exclo.
stre and will be unaffected by magmetic structurs which
are external to the housing such, for example, as mag-
petic structures on which the housing might be
mountedl That arrangement ensures that a substantiaf
number of flux lines will be cat by the pick-up coil 31 as
an incident to even small motion of the magnet in any
direction, As a conseguence, a voltage will be devel-
oped in the pick-up coil if the magnet is moved in the
direction of its axis toward or away from the coil A
voltage will be generatad in the pick-up coil if the mag-
net is moved so that its axis is displaced in any directinn
from the axis of the coil, and a voltage will be generated
in the coil if the magmet is moved so that its axis is tilted
with respect to the axis of the coil. The magnet is sus-
pended by a resilient member in a way that ensares that
a number of these possible motans will occur i the
avent that there is any movement of the magaet relative
to the coil. As best shown in FIGS, 4 and §, the magnat
in the preferred embodiment is moynted at a mid-region
aldng the length of an elastic cord which is stretched
across the sensor cavity of the housing its ends held in
place by clamps which are intzgrally formed with the
housing. ~

The enclosure 12 is divided into two compartments.
One is designated 200 and is the compartment which
contains the signal processing electronics and, in some
versions of the preferred embodiment, the horn and the
paower supply battery. The other compartment is identi-
fied by the reference numerzal 202 and it is the one that
caontains the sensor. The lower wall of the senser com-
partment 202 is oumbered 204. Coaformations on the
inner side of that lower wall define an asnular inwardly
projecting wall 206 whose axis is perpendicular to the
plane of the wall 204.

The coil 31 surrounds that annular wall. Twa ribs 210
and 212, respectively, extend across the sensor cavity
one on ¢ach side of coil 31, Those ribs are integrally
formed on the inner surface of the bottom wall,

Together those several conformations protect the
coil against being struck by the magnet structure &nd
damp excessive movement of the magnet without limit-
ing the generaton of signal voltages.

In this preferred embodiment magnet 30 is lodged in
a cylindrical cup 214 which embraces the magnet ex-
cept at one face, the lower face in FIGS. 3 and 5. The
cup 214 is integrally formed with the suspension mem-
bers which extend from diametric points on the cup
wall substantially in the plane of the center of gravity of
the megnet and cup assembly. The suspension members
are numberad 216 and 218, respectively. They are sub-

25
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side finger 234 extends down and epgages the upper
surface of b 226 on opposite sides of the notch in
which arm 218 is disposed. In this preferred embadi-
ment each of the arms is twisted three tums each in
opposite directions ar the time of assembly. The arms
are held in place in notches so that they do not become
untwisted in the assembly process.

The dimensions of the resilient arms and the weight .
of the maguet are not cridcal. However, the nataral
resonant frequency of the mass and resilient member
combination should lie in passband of the signal proc-
esser, in this particular case between tent and 150 cycles
per second in any orientation of the bousing., Beyond
that it is only required that the magnet remain sus-
pended in any orientation so that it is free to move from
side to side and to rotate zbout the axis of the arms and
to move i the direction of the axis of the coil.

Alternative Signal Processing Unit

Large trucks gre atiractive objects for thieves not
only because of the value of the tmck but especially
because of the value of their cargos. Protecting them is
more difficalt than protecting smaller vehicles becanse
many truck designs afford easier access to the engine
compartment and electrical system, especially from
below. Certain festures of the invention, while kaving
genera] application, are especially usefud in the case of
large trucks, One of those features is the ability to detect
heavy, short time application of forces by detecing jerk
ac distinguished from accelzration, Forces resulting in
scceleration of portions of a vehicle occur in normal use
s0 it is necessary to incorporate delays in security appe-
ratus to permit deactivation of the system for normal
use. Thos= time delays present opportunity for thisves
who understand the construction and operation of the
system. But long time delays are not required in the case
of jark, and respoasa to jerk removes the possibility of
disabling the sscurity sysiem with sharp, impacting
blows.

Qther improvemezts and functions are provided in
the preferred form of the invention for certain applica-
tions, Some of them relate to aiternative means for
devzloping input signals to which the system is to re-
spond, and one relates 1o an alternative arrangement for
disabling the system.

The circuit of FIG. § iliustrates how these added
functions and features are achieved by modification of
FIG. 2. Only so much of FIG. 2is incerperated in FIG.
& as is deemed necessary to illustrate where the changes
and additions are to be made in FIG. 2. Refarepce nu.
merals below 200 in FIG. 6 identify elements found in
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FIG. 2. Added eiements are identified by referance
nurnerats greater than 300,
In FIG. 2 differentiat amplifiers 102 and 110 detect
motion by measuring a function of acceleration which
continues for a period which i compared to the timing
circuit formed primarily by resistor 107 and capacitor
108, and has an amplitude which is compared to the
voitage level set by potentiometer 111, The acceleration
measuring elements of FIG, é are the same except that
the input connections to the amplitude measuring com-
parator are reversed. Amplifier 302 of FIG. 6 is like
comparator 113 of FIG. 2 except for reversal of input
connections. Reversal of the comparator congections
requires a change in reference potential because the
polarity of the output to diode 115 and junction 87 is to

remain the same. The change is accomplished by adjust-  £73 g includes still anoth er integrator or-dmer coupled

_ ing_potentiometer.111-to-change-the-polarity—of the

- rejative difference between input terminals without
significant change in the magnitnde of difference.

Reversal of comparator inputs simplifies the applica-

tion of inputs from other externa] condition sensors.

The condition sensor 125 and switch 24 and connector

23, all of which are found in FIG. 2, are replaced in

FIG. 6 by transistors 306 and 308, current limiting resis.

tors 310, 312 and 314 and & circuit interconnector 316.

One side of the latter is copnected to line 114 and che

negative inpuz of coreparator 302. The other side of the

gircuit connector is connected to the collector of a

transistor 306 whose emitter connects to pasitive d.c.

power potential The base of PNP transistor 306 is con- 30

nected through resistor 310 to negartive initiating signal
line 318. A resistor 312 is connected between line 318
and positive d.c. power potentizl. The NPN transistor
308 has its emitter connected to the negative side of the
d.c. supply and its collector connacted to line 318.

In the absence of a negative potzntial on line 318 or of
a positive potential at the base of transistor 308, the base
of transistor 306 is positive because there is minimal
voltage drop across the resistors 312 and 310. In that
case, transistor 306 is turned off and no unbalancing
potential is applied by transistor 306 to line 114 and
comparator 302. However, if line 114 is made negative
by a semsor or switch or the like, either directly or
indirectly by turning on transistor 308 with a positive
potential at its base, the transistor 366 will be turned on
to unbalance comparator 302 and apply 2 signa! to junc-
tion point 87. The response of the apparatus to such a
signal has already been expiained in the description of
FIG. 2.

In FIG. 2 the combination of resistor 91 and capaci-
tor 92 acting througk comparator 90 and NPN transis-
tor 88 delays enablement of the afarm system for a shore
time after opening of the reed switch 93,

Using a magnet which is carried oo 2 key ring, a
vehicle driver may close the hidden reed switch to
discharge capacitor 92 whereby the zlarm system is
disabled until the capacitor is recharged. In FIG. 6 that
porticn of the circuit is modified to usfize a set of
contacts which form a switch 320, as part of the ignition
switch anir, to short circuit the capacitor 92 whenaver
the vehicle ignition switch is in the “on™ position. A

diode 342 and a limiting or timing resistor 344 have besn -

added in series with the reed switch 93. The circuit of
FIG. & assumes that potentdal at the ignition switch is
pesitive, which is almost universal. That potential is
applied by switch 320 to the base of NPN transistor 322
through a limiting resistor 324, The transistor’s emitter
is connacted 1o system negative 2s is cne side of capaci-

4,584,569
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tor 92. The transistor’s collector is connected to the

other side of the capacitor. The voltage levels at which

system activation is achieved is altered to accommodate

the transistor characteristies by adding a cormparator
5 326 berween the junction of resistor 91 and capacicar 92 e

on one side and the negative input of comparzror 90 on
. the other. The input terminals of comparator 326 are
reversed so the junction between timing resistor 91 and
capacitar 92 is connected to the comparator's positive
input.

In certain cases it is desirable to have the security
system provide an output to a sounder or ptherwise in
response to impact, or more accurately, jerk, in addition
to the response occasioned by aceeieration. To accom-
plish thar result the form of the invenrion depicted in

10

L5

to still another amplitide comparator 328, FIG. 6 in-
ciudes a resistor 330 and a capacitor 332 compectad in
series in that order from line 114 at the ontput of com-
parator 102 to the neutral point of the power supply.
The junction between resistor 330 and capacitor 332
connects to the positive input of 2 comparator whaose
aother input is connected to its output. That output is
connected to one end of potentiometer 334. The circuit,
extends from the ourput of comparator 328 through the
potsntiometer resistor 334 and a dropping resistor 336
to the negative side of the d.c. power supply. The po-
tentiometer slider connects to the positive terminal of a
comparator 338 whose negative terminal connects to
line 114 2¢ the output of comparator 102. The output of
comparator 338 is cornected through a diode 340 to
Junction paint 87 of FIGS. 2 and 6.
Thus the circuit formed by elements 330, 332, 378,
35 334, 336, 338 and 340 has the same configuration and is
in paralle] with the circuit formed by elemenis 107, 108,
114, 111, 112, 302 and 115. One provides 2n outpat in
response to relatively low magnitude acceleration
which continues for a relatively long period. Tke other
4 Drovides an output in response to refatively high magni-
tude jerk which continues for a much shorter time. The
difference in amplirude response is adjusted by relative
adjustment of the potentials at the respective positive
terminals of comparators 302 and 338 and that is done
45 by adjustment of potentiometer Settings. Measurement
of duration is accomplished in resistor and capaciter 107
and 108 in the cass of acceieration measurement, In one
case resistor 107 has the value 1.0 megohm and capaci-
tor 108, 0.1 mfd. In the jerk circuit, resistor 330 is only
50 220 K ohms and capacitor 332, 0.1 mfd.

Although we have shown and described certain spe-
cific embodiments of our invention, we arg fully aware
that many modifications thereof are possible. Qur in-
vention, therefore, is not to be restricted except insofar

55 as is necessitated by the prior art.

We claim:

L In a security system: .

4 motion sensor comprising a magner and a coil dis-
posed in the field of the magnet, one of the magner
and coil being fixed anc the other being moveabls
relative 1o the fixed one in the direction toward and
away therefrom in z first plage, aod being move-
able relative to the fixed one in a perpendicular
plane perpendicular to said first plane and parallel
to the plane contzining said fixed one, and being
rmoveable rotatably about an axis exrending sub-
stantially along the intersection of said first plane
and said perpendicular plane.
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2. The invention defined in claim 1 which fursher
camprises a signal processing means for sensing voltage
variations across said coil and for providing an ourpar
signal incident to relative movement of said coil and
oiagnet and for providing an output signal.

3. The invention defined in claim 2 in which said
signal processing means includes a delay means effec.
tive to prevent provision of said output signal for a dme
following application of power to said system as a func-
tion of time. :

4. The invention defined in claim 3 in which said
signal progessing means further comprises secand time
delay means effective to prevent provision of said omt-
put signal for a period following the sensing of motion
by said motien sensor which period is independent of
the magnitude of the sensed aceeleration for magnitudes

13

14

the magnet being moucted for movement along the
axis of the coil extariorly of the cail.

15. In a security system:

sensing means for providing a motion signal in re-
sponse to motion imparted to an elemen: of the
sensing meens;

a signal processing means responsive t¢ said motion
signal for providing an output signal;

said signal processing means comprising first, second
and third time delay circuits the first dme delay
cirenit being connected to delay operation of the
second and third time delay circuits and the secand
time defay circuit being connected tg delay provi-
sion of said output signal following receipt by said
signal processing means of a motion signal for a
period determined only by said second time delay

greater-than-a-givell mapgmithde,

8, The inventon defined in claim 4 in which said
signal processing means further comprises a third time
delay means effective to continue provision of said
output signal, once pravided, for not less thae a prede-
termined time period.

6. The invention dafined in claim 4 {n which each of
said ome delay means comprises a resistor and capacitor
combination and in which the charge on the capacitor is
chapged:

the charge on the capacitor of the second being

changed rapidly, provided that the charge on the
capacitor of the third Himing means is within a
predetermined rangs of charges, upoa the sensing

25

30

of acceleration and returned toward jnitial valua

less rapidly.

7. The invention defined in claim 6 in which the
charge on the capacitor of the second time delay means
is changed in respouse to sensing of acceleration only
during the interval when the charge on the capacitor of
said first time delay means is returmed toward its
charged value..

8. The invention defined in claim 7 which comprises
disabling means discharging the capacitor of the third
timing circuit.

9. The inventon defined in claim 2 in which said
signal processing means comprises a comparator having
a pair of input terminals each subjected to respectively
associated signals as an incident to voltage variation
across said coil, the signal applied 1o one of said input
terminals being delayed ralative to the tima of applica-
tion to the other input terminal of its associated signal.

10. The inventon defined in claim 9 in which said
magnet is suspended n the mid-region along the length
of a resilient cord,

11. The invention defined in claim 10 in which said
resilient cord comprisss a pair of arms extepding in
opposite directions from said magmnet, presiressed in
torsion and in tension and each arm being fixed reladve
to said coi] at 2 respectively associated poiat.

12, The invention defined in claim 1 in which said
magnet is suspended in the mid-region along the lengzh
of 2 resilient cord,

13, The invention defined in claim 12 in which said
resilient cord comprises a pair of arms extending in
opposite directions from said magnet, prestressed in
torsion zod each arm being fixed relative to said coil at
a respectively associated point.

14. The invention defined in cleim 13 in which said
coil is generally cireular and lies, in a plane parzllel to a
plans containing said anms;

i3
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cirenity
said third time delay circuit being connectzd to con-
tinue furnishing of said onsput signal following
termination of the motion signal for a period deter-
mined, after completion of the operation of said
second time delay circuit, cnly by said third time
delay circuit,
16. The invention defined in clzim 15 in which said
signal processing means includes a sounder and means

for applying said output signal to said sounder intermit-

tently. )

17. The invention defined in claim 16 in which said
third time delay circuit comprises a third delay circuit
capacitar connected to have its charge changed rapidly
in response to a sensing sigmal and returned toward
inigal value more slowly following cessation of said
sensing sigpal; apd

in which said second time delay circunit comprises a

second delay circuit capacitor whose charge is
alter relatively slowly in intervals when the charge
on said third delay circuit capacitor differs from
initia] value by more than 2 predetermined amount.

18. The invention defined in claim 17 in which the
first time delay circuit comprises a first circuir sapacitor
connected to have its charge changed relatively slowly
from an initial value zpon the application of power 1o
said signal processing means and connected to prevent
alteration of the initial charge on said third eircuit ca-
pacitar for a period following such application of
pawer. :

19. The invention defined in claim 18 which further
comprises means in the form of 4 disabling switch con-
nected to return the charge on said first circuit capaci-
tor rapidly toward the value of charge on said capacitor
prior to application of power to said signal processing
means. |

20. In a security system:

amagnet and a coil disposed in the field of the magner

such that a signal voltage is generated in the coil as
an incident to relative mavement betwean the mag-
net and the eoil; and

a signal processor capable of sensing voltage varia-

tons across the coil and of providing an outpur
singal, means for providing an output signal, said
signal processor comprising first outpus signal pro-
viding means for providing an output signal in
response to signal voltages greater than a first
given magnitude for 2 period of first duration;
said processor further comprising second output sig-
nal providing means for providing an output signal
in response to sigoal voltages greater than a second
given magnitude for a period of second duration;
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said first and second output signal providing means
each comprizsing & tire delay circuit and an associ-
ated comparator coppectad to compare the current
amplitude of said signa] voltage with its amplitude
at a time prior by the amonnt of said delay,

21. The invention defined in claim 20 in which one of
said first and second output signal providing means hag
a time delay circuit providing a relatively long delay
and is arranged o provide an output signal in response
to 2 voltage signal of same minimum amplitude, and in
which the other of said first and sacond output signal

5

—

0

16
providing roezns has 2 time delay circwt providing a
relatively short delay and I artanged to provide an
owput signal in response to & voltage signal having
amplitude higher than said minimum amplitude,

12. The inventon defined in claim 21 further com-
prises means for filtering from said signal voltage com-
ponents which vary in amplituds at frequencies ourside
the range from eight to one hundred and sixty cycles
per second. ‘
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k.

35

45

50

55

63

EXHIBIT M PAGE 249



" Case 3:02-cv- 0.7 JM-JAH Document 1 Filed 0’9/02 Page 265 of 298
REEXAMINATION CERTIFICATE (1309th)

United States Patent s 1) B 4,584,569

Lopez et dl. (451 Certificate Issued  Jun. 19, 1990

[5¢) MOTION SENSITIVE SECURITY SYSTEM 152] US. CL oo oo 340/566 73/650;
) 73/654; 340/429; 3407571

{76] Inventors: Michael J, Lopez, 970 Calla Vcnada, [53] Field of Search ... 340/527, 528, 691. 4 E
Anaheim, Calif, 92807 Howard A, 156] Referencey Cited

Williams, Jr., 2629 X. Grisat PL.,

Santa Az, Calif, 92704; Henry . U.S. PATENT DOCUMENTS

Salratori, 10633 Virginia Ave., 111,643 3/1938 SAVAION cocsvsssrssssssronnnns 110725
Whitter, Calif, 90603 3,158,831 11/1964 Boyer ... . 3107329
L197,756 771965 Maynard .eevoinereensiinn, 13/517
3,995,268 1171976 Ferrafi —mmoreeeroresns J40/384 E
RmNo 9‘5"',“3?;0?”] o 10, 1989 412437 [0/1978 POUemsen oo 3407518
4,180,811 12/1579 Yoshimurs et al, e, 3407566
Reexzmination Cartificuts fors Primary Examiner—Glen R, Swann, OI
Patent No.: 4,584,569 - . 5
Iwued:  Apr, 22, 1986 (571 ABSTRACT
Appl No.: 650,835 The preferred arrangement utilizes a magnet suspended
Filed Sep. 17, 1984 at the ceater of an elastic cord over a2 pxckup coil.

Movement of the magnet is sensed by the caoil in that
) signals are gencrated by such movement. The signals
Related US. Application Data are processed in the combination of a time delay circuit
[63] Costinuationin-pare of Ser, No. 326.170, Nov. 21 and a comparator to provide 2n output which is a mea-
oned PO LA © = sure of acceleration of the element oa which the clastic
981, abandaned. card is mounted and, in one form, by a measure of jerk
- = Tt T T s s = ‘masmﬂaf‘nmcdclhycucmtandcamparamrcombma— o

[5!] I.nt. CL’ ; GO8B 21/00 tion.
230
\>_\_\ S ONNN NN \\*\‘T‘x\‘\
N
. 214,30
-— .:‘ 218 216 /JE -
7\ N / 232 220
4. 222 7} 206 (212 206 ,210 / 224 4

EXHIBIT M PAGE 250



Case ?;:O_Z-cv-OQ?-JI\/I-J%lI 4Dg)

1384,

1

REEXAMINATION CERTIFICATE
ISSUED UNDER 35 U.5.C. 307

THE PATENT IS HEREBY AMENDED A3
INDICATED BELOW.

Matter enclosed i beary brackets [] appeared in the
patent, bat has been deleted and is 1o ionger 2 part of the
patent; metier printed in italies indicates additions made
ta the patent,

AS A RESULT OF REEXAMINATION, IT HAS
BEEN DETERMINED THAT:

The patencebility of claims l-ld..and 20-22 is con-
firmed.

Claim 15 is determined to be patentzble as amended.

Claims 16-19, dependent on an amended claim, are
determined to be patentable,

n

20

35

cggr&ent 1 Filed 0’9/02 ‘Page 266 of 298
P .

15, In a security syviem as defined by claim J Wherein

s2id morion sensor provides:

[stnsing means for providing] a modes sgnal in
fesponse to motion imparted to [an elanent of the
sensing means] said morion sensor;

2 signal processing means responsive 19 said motion
signal for prov*iding an output signal;

said signal processing means comprising first, second
and third time delay circuits the first dme delay

* circuit being comnected to delay operation of the
second and third time delay circuits and the second
time delay circuit being connected to delay provi.
sion of said ourput signal t'ollowmg receipt by, said
signal processing means of 2 modon signal for a
period determined only by said second time delay
circuit;

said third time delay circuit being connected to con-
tinue furnishing of said output signal following termina.
tion of the motion signal for a period determined, after
completion of the operation of said third time delay
circuit, only by said third time delay circuit
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shocks delivered to the vehicle, using a single shoek sensor
of the type praviously described. An alarm is prodaced that
is proportionate (o these shacks. The low intensity alarm is
called a “‘warn-away” and is of & serfous but far quieter
nature and will generaily -get the proper message 10 the
individual without ¢ngaging the full alarm. The person
induciag the shock is quietly but firmly advised by prere-

corded veice or a seres of soft chirps of the limited igmusion -

whie the vehicle owner is riot zequired to attend the vehicle
to shut off the alarm,

In addition, this invention includes the novel featnre of
providing full wave rectification of the ouiput from the
shock sensor and clipping or ignoring the first few millisec-

onds of the signal produced and further requires the signal.

" odropTio ifs zerd or reference voltage before triggering any
warning alam. Thersfore, only physical assaults on the
vehicle, as compared with “electrical assaults, are allowed
to proceed through the system to be subsequently analyzed
and compared. These features therefore eliminate the spu-
rious signals that are produced by non-physical assaults.
Most security systams involve galy half-wave rectifica-
tion-of the induced signal emanating from the inductios coil,
Shocks to the protected vehicls may cause the detector, such
a5 a magnet positioned adjacent the induction coil, to first
swing away from the coil before swinging back oward the
coil in periodic motion. In that simation, shotld the rectifi-
cation include only the first swing away from the coil, the
signal thereby generated would be of unnaturally low value
and not be an accurate reproduction of the full intensity of
the shock. Full wave rectification of the induced signal
nullifias this anomaly and provides a signal representing a
more accurare assessment of the shock. Therefore, the
output from the magnet-induction coil is made more zccu-
rate and aot so dependent upon whether the cofl first moves
toward the induction coil or away from it; a signal of similar

strength is produced notwithstznding whether the magnet is

first caused (o approach the coil or recede from it.

‘The method and apparatus disclosed herein analyzes the
signal produced by the changing magnetic field from the
vibrating magaet and, in the case of a mild or low intensity
shock, generates a pulse that may be used o activate a
warn-away alarm that will automatically reset itself withous
intervertion by the vchicle owner. The same methed and
appararus will generate both the mild shock responsive pulse
as well as a stronger second pulse when it is determined that
the shock cxceeds a specific energy level. Both the non-
threalening and the threatening levels of incoming shock are
constanily monitored by the appararus.

When the non-threatening “warn-away” pulse is gener-
ated the threatening pulse generator is sill in a monitoring
mode and can be activated by a threatening level shock
incoming to the vehicle even while a wam-away messags is
being givea. If two or more mild shocks are received by the
vehicle within a finite time period, such as 7 seconds, the
system witl produce a full alarm whereas if the mild shocks
are repeated on 2 sequence longer in time than 7 seconds, a
second and repeated “warn-away” alarm will be produced
again.

The prior ar has not ye! appreciated these features and
would continue to generate repeated “wam-away" alarms. In
fact, in some cases the energy dispensed in the “warn-away"
alarm {s of sufficient magnitude o generate a low-threat
level input thai triggers another “warn-away” alarm so that
the system coatinues to cycle “wam-away” alarms each
induced by the preceding alarm.

Further, the invention herein contains the unique property
of ignaring the first few milliseconds of signal produced by

1q

4

the sensor. A physical shock lasts far longer and the energy
level of the residual signal is sufficient to pass through an
integraror to 4 comparator [0 determine the relative strengths
of the spocks, The signals produced by RF bursts, EMF
bursts and the like do not last beyood that peried beczuse
there is no physical movement imparted to the magner; the
energy bursts only interacted with the induction coil.
Accordingly, those signals produced by non-physical excite-
ment of the indsction coil and that do not subside to its zero
value hefore reappearing will not be allowed to proceed
through the rest of the analyzing circuit and thus wiil not
cause an alarm ta be produced.

To overcome the problem of repeated sirens during peri-

ods of extended- senser-input, such as-in-the ‘train-passing -
example, or even when 2 truck or other heavy vehicle passes
a parked car, means are provided to prevent repeated alarms
as long as the initial input remaing within a given intensicy
for an extended time. For instance, as long as the intensity
level of the input signal remains rather constznt following
cessation of the full alarm signal, the circuit will not process
another sensor input. This‘'means that the prolonged motion
of the trajn or sensor input from a slow moving iruck passing
a car will not cause the alarm to sound again, This feature
also prevents continuous alarm ourputs in those cases when
the input causes the input sensor to go imto vnabated
oscillation. This input may be mechanical in nature {the train
exammple) or from electrical disturbances.
. In & second embodiment of this inventién, the circuit is
designed such that fewer wires nced be used to attach the
sensor to the alarm giviog rise to a savings in material and
reduction in installation time and training.

The prior art has recognized some of these problems,
however, to date there has been little success achieved in
solving them. In the patent to Hwang, (U.S. Pat. No.

.5,084,967) 2 “'motion detector” is allegedly connected 10 a

pair of signal amplifier circuits that, upon receipt of a long
signal or a series of short pulses from the deteetor, will
sound a “full” alarm whereas, upon receipt of @ shorter pulse
signals, wil] sound a “pre-entry warning”, lesser in severity
than the “full" alarm. However, close examination of this
patent discloses that the “detector” is merely @ switch that is
purely time-dependent so that the signal must be ejther of
long duration or short duracion to actuate the circuit. While
in the block diagram shown in the patent there is a call for
a “'signal amplifier circuit”, the schemaric shows merely the
use of components that are arranged as a switch to turn on
and off a transistor to let the detected signal pass on to the

. alarm warmning device. Thus, there is no comparison of the

“level of intensity” of the sigoal but merely the “duration”
of the signal notwithstanding its intcosity, This is not an
accurale assessment of a threat signal and does not detect
between “inlensities” nor between physical and non-physi-
cal inputs and therefore is lacking, In addition, the output
signa] from this prior art device goes directly o the signal-
ling device (siren) whereas the instant nvention interposes
another device, the alarm control module, that determines
what type of alarm is fo be generated.

Accordingly, the maia object of this invention is a methed
and apparats for use oa an electronically secured vehicle
that responds differendy to different intensities of shock
received by the vehicle. Other objects of the invenidon
include a method and apparatus that has af least two levels
of intensity determination, oae for 2 reatively light shock
received by the vehicle to praduce & pulse that may be used
to trigger & warning of 4 stronger alarm should the shock not
be discontinued and a separate pulse that may be used to
trigger a stronger, louder alarm for non-discontinued light
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shocks and stronger shocks; a method and apparatus for
producing a pulse that may be used to trigger a Warn-away
audible alarm that may be repeatedly sounded to signify the
vehicle is under electronic security while not producing a
pulse that toay trigger the Joudest alarm so as 1o minimize
the disturbance to those npearby in the event of a non-
threatening shock received by the vehicle; a method and
apparatus that maintaing readiness to produce a pulse that
may be used O trigger an audible alarm even while 2
warn-away alarm message is being used; a method and
apparafus for detecting a signal produced by a non-physical
assault on the vehicle, such 4s by a burst of RF edergy or
EMF energy, and for removing it from further interaction in
the system circuitry; a method and appararus that provides
full wave rectification of the induced signal in the induction
coil to provide 2 more accirate analysis of the induced signal
regardless whether the magnet iritially moves away from
the coil or toward it; 2n apparatus that may be retrofitted into
existing vefticles as well as included as original equipment
on new vehicles; and, an apparatus that will automaticatly
rearm upon the completion of afm:asured Yength of the
warn-away or the security-thraatening alarm. These and
other objects of the invention may be obtained by reading
the following specification along with the drawings that are
appended hereto, The proteetion sought by the inventor may
be gleaned from a Fair reading of the claims that conclude
this specification,

DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic diagram of the apparatus using the
method that provides the features of this {mvention:

F1G. 2 is 2 flow diagram illustraring the operation of the
apparatus penerally depicted in FIG. 1;

FIG. 3 is a schematic diagram of an alternate embodiment
of the apparatus showing less wiriog needed to accomplish
the same functions as shown in FIG. 1;

FIG. 4 is a flow diagram of a portion of that shown in FIG.
4

FIG. §is 2 schematic diagram of an aliernate embodiment
of the bilateral switch wiring showm in FIG. 1; and,

FI1G. 6is a schematic diagram of an altemate embodiment
of the bilateral switch wiring shown in FIG. 3.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

The novel method of this inventon for indicating the
tbreat level of an incoming shock to an electronicaliy
secured structure, such 45 a vehicle comprises, the steps of
sensing a shock delivered 1o the vehicle, generating an
electric signal the strength of which is propotiional w the
intensity of the shock, ignoring the first porion of the signal
$0 as 1o remové from further consideration those shocks that
are non-physical, analyzing the remaining signal to deter-
mine if it is of a low, generafly pon-threatening intensity or
a higher, generally security-threatening intensity, and pro-
ducing either a first pulse that triggers a low intensity “warn
away” alarm, or separate first and second pulses, Tepresent-
ing a signal containing both the low intensity and higher
integsity components. that wigger both a Jow and 2 high
intensity alarms. The step of generating an electric signa
includes generating an altemarng current signal whose
amplirode and length is propordonal to the intensisy of the
physical shock. FIG. 1 shows the apparatus of this invention,
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In FIG. I the solid iines beiwesn components refer to
conductors and wil] not be individualiy numbered except
where necessary. Where conductors cross and the intersec-
tion i marked with a dot or periog, it is 2 junction; where
one conductor crosses another and the intersection has no
dot or period, there is no junction. As shown in FIG, 1, an
input voltage, generally in the range of from about six to
about eighteen volts (d.c.), is ioputted from a banery (aot
shown), such as a car battery or other source of direct
current, to an iopur terminal 1, The current is regulated by
areverse flow protecton diode 3, a surge limiting resisior 5,
&n over-voltage protection Zener diode 7 and a filter capaci-
tor 9 to produce a stzady Sow of direct curreat. The ground
return enters at input terminal 11

The step of sensing a mechanical shock. deliversd to the
vehicle is performed by a sensor 13 comprising 2 permanent
magnet 13, about which a contiruous magnetic field exists,
and is suspended in a conventional elastic mount (not
shown), such as betweer a pair of rubber bands anchored to
8 pair.of spaced-apart posts (not shown) that rest on a solid
base, such as the securicy sensor housing (not shown).
Magnet 13 will detect & incoming shock and begin to vibrate
back and forth in the mount in proportion to the intensity of
the shock. That is to say, for light or low intensity shocks,
magnet 13 will vibrate only 2 small amtount and the vibra-
tions wiil soon attetuare, while for higher intensity shocks,
the vibration will be greater and last longer.

Nearby is fixedly positioned an induction pickup coil 15,
The step of generating an electric signal, the strength of
which {s proportioral to the intemsity of the shock, is
performed by the variation of the magnpetc field from the
vibrations magnat 13 inducing an alternating current in a
coil 15 that produces an alternating voltage or signal.

The step of analyzing the signal to determine ifitisof a
low or high igtensity includas the first step of passing the
signal through a switching capacitor amplifier 19 to provide
full wave rectification, ie., the negative portons of the
signal are converted o0 positive portions. According, the
output of amplifier 1% is always positive and will give an
approximately equal output oo matter the direction of the
impagt to the vehicle so as to fron out the difficulties herein
before exhibited when the impact 1o the vehicle causes
magnet 13 to initially move away from coil 15, The gain of
amplifier 191is fixed at a predetermined value. Potentiorneter
23 is used to adjust the level of the input from sensor 12.

An analog bilateral switch 101 is provided. It is opeped a
few, i.e. 5 milliseconds of each pulse string, as will be
hereinafter more fully set forth, in order to cut off the first
portion of the signal output from amplifier 18. This cut off
is 10 preven! extraneous, nonphysical energy surges, such as
from EMF fields, as hereinbefore described, from tripping
the alarm.

Shutting off switch 101 is accomplished by use of an
inverting comparater 111 and its assoeiated circuitry. Resis-
tors 105 and 167 establish 2 reference voltage for compara-
tor 111, Resistor 103 and capacitor 109 flier out high
frequency transients on the input to comparater 111, As a
signal inputed to compararor 111 goes high, the output goes
low and is coupled through a diode 113 and 2 capacitor 115
to switch 101. By adjusting the-capacitance of capacitor 115,
2 delay, such as 5 milliseconds is required o charge capaci-
tor 115 in order to twm on bilateral switch 101, Resistor 117
is proviced as the discharge resistor for capacitor 115 and its
value is chosen so that capacitor 115 will not discharge for
several hundred milliseconds so as not to interrupt the signal
pulse string, The discharge time of capacitor 115 is such that
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cnly the first few milliseconds of any palse string is allowed
to be coupled thraugh capacitor 115 and diode 113 ta shut off
analog bilateral switch 101,

The nexl siep, after passing the amplified signal through
switch 101 is 1o input this amplified signal simultanzously to
two separate and independent voltage integrators, 29 and 31,
shown within dotied line perimeters, that are paralleled from
the output of amplifier 19, Integrator 29 comprises a resistor
33 and a capacitor 35 while integrator 31 comprises a
resistor 37 and a capacitor 39. The ratio of sensitivity of
integrators 29 and 31 is adjusted, by varying the resistancs
of resistors 33 and 37 and varying the capacitance of
capaeitors 35 and 39 to the arder of approxitoately 5:1 5o
that integrator 2% is approximately five times as sensitve as
integrator 31. This ratio can be varied outside of 5:1 uader
certain circumstances such as where the vehicle is unusually
large, : '

The next step is 1o send the output of integrators 29 and
31 o a pair of separate voltage comparators/pulse gererators -

5

10

15

41 zand 43 that are equally referenced from fuput termina! 1. -0

The reference for voltage comparator 41 is established by
resistors 45 and 47 and a diode 49 while the reference for
voltage comparator 43 is established by resistors 51 and 53
and a diode 55, Another pair of dicdes 57 and 59 are used
o latch the respective voltage cornparztors 41 and 43 when
their respective input signals exceed the comparator refar-
ence voltages.

The pex: step in this novel method is for the pulse
generator portion of comparators/generators 41 and 43 to
outpu! either a first pulse from generator 41 representing a
Tow intensity signal or separate first and second pulses from
boih generators 41 and 43 representing a signal containing
a low intensity and a high intensity component. This is
performed when voltage comparator 41 or 43 is latched
through eitber diode 57 or diode 59 when the incoming
signal from integrators 29 or 31 excesds the reference
voliage thercto. Once lached, the respective comparator
produces an output pulse timed by resistor 45 and capacitor
61 with raspect (0 comparator/puise generator 41 or by
resistor 51 and a capacitor 63 with respect to comparator/
pulse generator 43 to ope of two drive wansistors 65 and 71.

Output drive transistor 63 receives the autput pulse from
voltage comparator/pulse generator 41 through a resistor 67

40

and an indicating light emitting diode 69 for the duration of 45

- the pulse from generator 41. The other output drive transis-
tor 71 receives the output pulse from voltage comparator/
pulse generator 43 through a resistor 73 and an indicating
light emining diode 75 for the duration of the pulse fram
generator 43. Resistors 77 and 79 are current limiting
resistors to protect transistors 65 and 71 respectively. The
outputs are enabled by a ground placed on ierminal §1
through a diode 83. The outputs are fed respectively to
terminal 85 to connect t0 a wamn-gway alamt circuit (not
shown), and to terminal 87, to connect to the full alert alarm
circuit (not shown). The output pulse for the warm-away
alarm, {rom lerminal 85, may be set ar one length, such as
200 milliseconds, and the output pulse for the full alarm
from.terminal 87 may be set at a different length, such as
approximately 1 full second.

The negative 5 millisecond pulse from comparator 111 is
inveried by inverter 123. This pulse resers and holds in reset
for the 5 millisecond periad the “D fip-fop” 125. The “Q"
output of 125 is coanected to the inputs of "AND-GATES"

gates 151 and 165, canses the outputs of 151 and 165to go 65

low. The low signals at the cutpuzs of 151 and 165 opens
normally closed apalog bilateral switches 127 and 129. This

50

33

60

§

prevents any output from pulse generators 41 and 43 from
being coupled (o output transistors 65 and 71.

After the end of the 5 millisecond reset pulse, the “Q"
output at fiip-flop 135 is ser high by a clock signal created
by comparator 111. This clock pulse is inverted by inverter
121 to present the proper input 1o the 125 clock input. The
sensor outputs 85 and 87 are now enabled for the duration
of the outgut pulse(s) created by pulse generators 41 and 43,

Cutput bypass timers 143 and 157 are triggered and reset
from the trailing edge (negative going edge) of the output
pulses from pulse generates 41 and 43 respectively. The
output of full alarm pulse generator 43 is applied to timer
157 via AND-GATE 173. When any input of an And gawe
goes [ow, it's output goes low. All inputs of an AND-GATE
muist be high to get a high at it's output These triggers are
coupled to the inputs of the timers by coupling capacitars
141 and 155 respectively. Resistors 139 and 153 are puil-up
resistors on the trigger input of their respective timers.
Resistor 145 and capacitor 149 control the time that the
*wam-away" output is disabled, Resistor 159 and capacitor
163 control the time that the “alarm™ output is disabled.
When the timers are miggeredfreset, the ming capacitors
149 and 163 are discharged, the owpws go high, and the
tining cycle is started. The owtputs will go low at the end of
the timing cycle.

The high output from warnaway bypass tmer 143 is
inveniad by inverter 147 and applied to AND-GATE 151.
The low at the input ef 151 canses the gutput of 151 to go
low opening bilateral switch 127. This interrdpts any output
from pulse generator 41 and disables the wamaway output
drive i ontput transisior 65. All wamaway cutputs are
therefore disabled anytime that wamaway bypass timer 143
is running. All repetitive riggers that oceur inside the timing
window are bypassed (disabied) on the warmaway cutput
until the warnaway bypass timer expires (approximately %
second). While the timer is runaing, if the output at pulsc
genecator 41 goes low (outpul pulse expires), the timing
capacitor is discharged, and the timer is restarted with a full
charging cycle duration to ruo.

Full alarm bypass tmer 157, upon receiving a negative
pulse from the trailing edge of the output pulse from pulse
penerator 43 via AND-GATE 173, works identical to the
warmaway bypass timer 143. The high output from 157 is
inverted by inverter 161 and applied to AND-GATES 151
and 165. The Jow at the inpurs of 151 and 165 causes the
outputs of 151 znd 165 10 go low. This low output in turn is
applied 1o the control input of bilateral switches 127 and
129. Both cutput drives are interrupted, disabling both
outputs (warnaway and full alarm) for the duration of the full
alarm output bypass timer 157 (several seconds).

The full alarm bypass timer 157 is also used as a power
up reset timer, At power oo capacitor 171 is fully discharged,
applying a low at the input of AND-GATE 173. Capacitor
171is slowly charged through bias resistor 169 removing the
low input from AND-GATE 173. The outpuc of 173 {5 low
during this charging period tiggering full alarm bypass
timer 157. Therefare, ¢ power up, both outputs are disabled
for several seconds until imer 157 times out.

FIG. 2 shows the flow of the induced signal and produced
pulse through the cireuit of FIG, 1. FIG. 4 is a low diagram
of a portion of FIG. 2. The magnet 13 and coil 15 compo-
rents pick up the incoming shock and generate a signal the
strength of which is proporticnzl Lo the imtensity of the
shock. Amplifier 19 provides full wave rectification and
amplification of the signal for presentment througit switch
101 10 integrators 29 and 31 in parailel for integration of the
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total value of the pulse trzin less the first part thereof cut off
by switch 101. The respective sensitivides of integrators 29
and 31 help to differentiate between a light shock that {n 2ll
probability is non-threatening in nature and a heavier shock
(hat represents a potential intrusion into the vehicle, The
separafe voltage comparators/outpat pulse generators 41 and
43 complete the differentiation and output 2 pulse to the
output indicator and driver that results in one or both alarms
being acrivared

Amplifier 19, referenced by voltage from the car batrery,
will amplify all shocks received by the vehicle. Integrators
29 and 31 will ignore any signal whose peak-to-peak voltage
is equal to-or less than the amplifier reference voltage.
Hence, very light shocks, although felt by magnet 13 and

coil 15, will ot produce a signal or signals sufficien: to be -

activated by voltage comparators/ontput pulse generators 41
and 43 to larch the respective uait and produce 2 pulse to he
sent oo 10 output drive transistors 65 and 71,

Upon receipt of a light shock, above the reference levet of
amplifier 19, the circujt will operate (o activete voitage
comparator 41, latch it, and produce a pulse that will activate
the warn-away alarm trigger cutput (not shown) through
terminal 85, While this is going on, the circuit remains fully
prepared to receive and process other shocks. Should a
heavy shock be received while the wamn-away alarm is
given, the security breached alarm trigger output, will he
tripped through tarminal 87 and both alarms output will be
tripped to go off simultaneously. In all cases, both alarm
trigger outputs are tripped go off when a severe shock is
received while only the warn-away alarm trigger output is
tripped when a tighter shock is reczived,

FIG. 3 shows an altemate embodiment of the invendon.
By changing the timing of the full alarm pulse generator, ta
say 5 tmes the normal 200 milliseconds, allows for a
considerable reduction in the output circuitry, This would
also reduce the installation time of the sensor. With a 200
millisecond warnaway output pulse and one second full
alarm pulse, these pulses can be outpurted on the same wire
for applying to one such input of the alarm control module.

To achieve a longer duty cycle for a full intensity alarm,
full; alarm output pulse generator 43/timing capacitor 63 is
changed to 5 times it's normal value. The full alarm ouput
pulse time is therefore increased by a factor of 5.

The outputs {rom output pulse generators 41 and 43 are

then applied to the comman output indicating LED 69 and

output drive traosistor 65, This is accomplished via output
drive current limiting resistors 67 and 73 and analog hilaz.
eral switches 127 and 129 connecting o a common coaduc-
tor before reacking LED 69, Therefors the LED will indicate

warnaway output with a short 200 millisecond light output

pulse and full alarm output with a Jonger one second kight
output pulse, The output transistor 65 will be conducing
applying a ground ar near ground potentizl to the collector
for 200 milliseconds for warnaway and for one second for
full alarm. ]

This inventon also carties the capability to drive the
venicle’s electronic security system's audible or visual
warning de=vices dirsctly or indirectly by use of an external
conuro] relay, Since the wam-away output pulses are short
{approximately %o of a second) and could be enabled by the
vehicle’s electonic security system, this would gready
reduce the annoyance created by an alarm system's full
alarmt. The output drivers have the capability to drive output
control circuits &5 Jong ag a ground is applied to cutpur
contrel terminal 81, These output pulses would be fed
through output terminals 85 and 87 to directly or indirectly
drive warning devices.
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Although this iavention is written in respect to a shock
sensor, it is mot limited to the same, The input to the
protected vehicle cauld be sensed by any of the following
detectors: shock, motion, shock/motion, avdis discrimina-
tor, field disturbance, or other detector(s) with the proper
igput circuitry.

FIG. 3 represents a medification to the preferred embodi-
ment shown in FIG. 1 and shows the ourput of the 5
millisecond timer 131 to invert the signal, by inverter 123,
and feeding the curpur sigeal to twe normally open, bilateral
switches 100 and 102. The sigoal closes switches 100 and
102 for the 5 millisecond period. This also keeps integrator
capaciiors 35 and 39 shored cut for the § millisecond time
period, This represents another method of handling the
sigmal,

FIG. 6 represents 2 modification to the other preferred
embodiment shown in FIG, 3 and also shows the output of
the 5 millisecond timer 131 to iovert the sigral, by inverter
123, angd feeding the output signal to two normally open,
bilateral switches 100 and 102. The signal closes swiches
100 and 102 for the 5 millisecond period. This also keeps
integraror capacitars 35 and 39 shonted out for the 5 milli-
second dme period. This represents another method o
handling the signal. .

Also this unit iz described as a 2-stage sensor, but the
invention is ot limited to 2 siages and may be empioyed
with three (3) or more stages. The output pulses may vary in
lengths such as 200 milliseconds for the “‘warnaway” and
approximately one full second for the fuli alarm output. This
will alfow alarms with the capability to distinguish between
“warnaway” and full alarm using one impor This will
eliminate one drive transistor and one wire.

While the invention has been described by reference 1o a
particular embodimeant thereol, those skilled in the art will
be able 10 make varous modifications o the described
embodiment of the invention without departing from the orue
spirit and scope thereof. [t is intended that all cornbinations
of elements and steps which perform sebstantially the same
function in substantially the same way to achieve the same
tesults are within the scope of this invendon.

What is claimed is:

1. A method of indicaing a threat level of an incoming
shack to an clectronically secused vehicle comprisiog the
steps of:

a) sensing a shock deliwlrcred to the vehicle;

b) generating a signal having strength proportional to the

intensity of said shock;

¢} analyzing said sigoal to determine if It has a low,

generally non-threatening intensity or 4 bigher, gener-
ally securiry-threatening intensity; and

d) producing either a first pulse, representing that said

signal has enly said low intensity, or separately pro-
ducing said first pulse and z secand pulse, representing
that said signal has both said Jow imezsity and said
higher intensity.

2, The method of claim 1 wherzin the step of generating
said signal includes the step of generating 2n alternating
current signal having an amplitide proporiional to said
intensity of said shock. .

3. The method of claim 1 wherein the step of analyzing
said signal includes the steps of:

a) amplifying said signal to produce an amptified signal;

b) impressing said amplified signal simultameously 1o at

least two separale integrators of different sensitivity to
produce integrated signals; and
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¢) activating 2 pulse generator specific to ezch of said
integrated signals, if the associated integrated signal
reaches a predetermined level.

4. The method of claim 1 wherein the step of analyzing

said shock signal includes the steps of:

1) amplifying said signal to produce an amplified signal;

b) impressing said amplified sfgnal simultaneously to at
least two separate integrators of different sensinvity to
produce integrated signals;

c) impressing said integrated signals simulraneously to at
least two separate comparators of different sensitivity
to produce a first comparater signal, if said integrated
sipnals reach a first predetermined level, indicating said
non-threatening intensiry signal or a second comparatcr
signal, if said integrated signals reach a secand, higher
predetermined level, indicating said higher threatening
intensity sigaal; and

d) activating a pulse genarater specific to said first and
said second comparator signals.

5. The method of claim 1 wherein the step of enalyzing

said shock signal includes the'steps of: '

a) amplifying said signal to produce an amplified signal;

b} impressing said amplified signal simultaneously to at
least two separates integrators/compararors, each said
integrazor/comparator having different sensitivity; and

¢) activating a pulse generator 1o produce said first and
said second pulses specific to each signal integrated and
compared if that signal reaches an associated predeter-
mined [evel, ‘

6, The methogd of claim 1 wherein said step of analyzing

said signal includes the steps of;

a) amplifying said signal to produce an amplified signal;

b) impressing said amplified signal simultaneously 0 at
least two separate integrators of different sensitivity, to
produce integrated amplified signals;

c) impressing said separats integrated, amplified signals
to at least two signal comparators, one in series with
each said integrator having different sensitivity to pro-
vide a first comparator signal indicating said non-
threatening intensity signal ‘or 2 second comparator
signal indicating said higher threatening intensity sig-
nal; and

d) activating a pulse generawr specific o each said
comparator signal if said integrated, amplified signal
reaches an associated predetermnined level.

7. The method of claim 1 including the additional step of
ignoring the first few milliseconds of said signal produced
by a shock sensing device to eliminate spurious, nonphysical
signals produced by random EMF energy fields interacting
with said shock seasing device.

8. The method of claim 1 wherein the step of providing
efther said first pulse or said second pulse includes sending
saig pulses over a single conductor (o an alarm control.

9. The method of claim 1 including the additional step of
ignoring any signal produced by noaphysical energy,

10. The method of claim 9 wherein said nonphysical
energy includes an EMF field.

11, The methed of claim 1 wherein the step of analyzing
szid signal includes the additional sieps of amplifying and
rectifying the full wave of said signal so thar said output
represents all valees of said signal, is solely positive, and
reduces the differential in the positive and negarive aspects
of said signal that are produced when 2 magoet swings away
from an inductar coil before swinging toward said coil,

12, The method of claim 1 wherein said second pulse has
a pulse.width greater than a pulse-width of said first pulse.
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13. An electronic vehicle security system for fndicatiug a
threar level of an incoming shock 1o an elecmonically
secured vehicle comprsing:
aj means for sensing a shock delivered to the vehicle;

b) means for generating 2 signal having strength propor-
tional to the intensity of said shock;

c) means for anafyzing said signal to determine if it has a
low, generally nopethreatening intensity or a higher,
generally securiry-threatening intensity; and

d} means for providing either a first pulse representing
that said signal has oniy said low intensity or separataly
providing said first and a second pulse, representing
that said sigoal has both said low intensity and said
higher intensity sigeal,

14, The electronic vehicle security system of claim 13
further including means for ignoring the first few millisec-
onds of said signal produced by said shock semsor to
eliminare spurious, nonphysical signals produced by random
EMF energy fields interacting with a shock sensing device,

15. The glectromic vehicle: security system of claim 13
further including means for sending said first and second
pulses over a single conductor to an alarm control.

16. The system of claim 13 wherein sajd means for
sensing & shock delivered to said vehicle includes a perma-
nent magnet, having a magnetic field thereabout, suspended
in o elastic mount on said vehicle for vibrating in said
mount in response to said shock.

17. The system of claim 16 further including an induction
coil fixedly mounted near said magmet for receiving a

, vibraling magnetic field therein to produce an induced

alternating current and voltage therein,

18. The system of claim 17 further including a capacitor
through which said induced altamating currant and said
valtage are passed to remove direct cwent and voltage
therefrom.

19. The system of claim 17 wherein said means for
analyzing said signa! includes: -

a) a sigeal amplifier, having an output therein, lor receiv-
ing said induced aliematng current and voltage from
said induction coil and providing an amplified signal
thereof; and

b) frst and second voliage intsgrators connected 1o said
amplifier ourput, said first integrator having a high
sensitivity for responding to said non-1hreatening inten-
sity signal and said second integrator having a lowser
sensitivity for responding to said higher intensity sig-
nal. said ictegrators simuitaneously receiving said
amplified signal from said amplifier.

20. The system of claim 19 wherein said means for
providing either said first pulse or said separate first and
second pulses include a pair of voltage comparatars/outpui-
pulse-generators, one coanected to each said voltage inte-
grator for comparing integrated voltages produceé from
each said integrator and providing said first pulse represeat-
ing said low intensity sigmal from said high scositivity
integrator and providing both said first and said separaie
second pulse representing said tow intensity signal from said
high sensitivity integrator and said high intensity signal from
said jow sensitivity integrator.

21. The system of claim 17 wherein said means for
analyzing said signel includes:

a) a signai amplifier, having an output therein, for recelv-
ing szid induced alternatng current and voltage from
said induction coil and providing an amplified signal
thereof; and

b) first and second voltage comparatars connected to said
amplifier outpur, said first comparator having a high
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sersitivity for respondiag 1o szid non-threatening inten-
sity signal and said second comparator having a lower
sensitivity for responding to said higher intensity sig-
nal, said integrators simultaneously receiving said
amplified signal,

22. The system of claim 17 wherein said means for

analyzing said signal includes:

4) a signal amplifier, having an outpur therein, for raceiv-
ing said induced alternating current and voliege from
szid induction coil and providing an amplified signal
thereof;, and

b) first and second voltage intsgrators and comparators
connected to said amplifier ourpur, said first integratar

. ..2nd comparator having a_high sensitivity for respond-
ing to said non-threatening intensity signal and said
second integrator and comparator heving & lower sen-
sidvity for responding to said higher intensity signal,
said integrators and comparators simmutansously
receiving said amplified signal from said amplifier.

23. Thbe electronic vehicle security system of clsim 13

further including means for ignoring any signal produced by.

nouphysical energy.

24. The electronic vehicle security system for indicating
the threat level of an incoming shock to an electronically
secured vehicle of claim 23 wherein said nonphysical energy
includes an E F field.

25. The electronic vehicle securify system of claim 13
wherein seid second pulse has a pulse-width greater than 4
pulse-width of said first pulse.

26. A method of blocking spurious signals produced by a
shock sensor in 4 motor vehicle and-theft system from
imteraction between extrapeous hursts of RF energy and a
sepsor induction coil, comprising the steps of:

a) amplifying a signal produced by a shock sensor to

produce ap amptified signal; .

b) inputting said amplified $ignal to a comparator and
comparing an output signal of said invertor/comparator
against a known reference; and

¢} outputting said amplified signal 10 a0 analog bilaterat
swilch through 4 capacitor so thar the charging of said
capacitor will open said switch a few milliseconds o
delste the front end of said amplified signal and remove
it from further consideration.

27. The method of claim 26 wherein the step of arpli-
fying said signal includes the additional steps of amplifying
and rectifying 2 full wave of said sigpal so that said
amplified signal represents all values of said sigmal, is solely
positive, and reduces the diffeyential of the positive and
negative aspects of said signal that are produced when a
magnet swings away fTom &n inductor coil before swinging
toward said coil.

28. A method of indicating the threat level of an incoming
shock to an electronically secured vehicle including a mag-
net and an induction coil arranged as part of a shock sensor
comprising the steps of:

a) sensing a shock delivered 10 the vehicle including the
step of generating an altemating current signal having
amplitude proportonal to the inteasity of said shock:

b) aralyzing said signal to determine if it is of a low,
generally non-threatening intensity or a higher, gener-
ally security-threatening intensity, including the sleps
of:

i} rectifying and amplifying said sisnal;

{i} imprassing said rectified, amplifed signal simulta-
zequsly to at least two separate inteprators of differ-
ent sensitivity;
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iif) impressing said separate integrated, amplified sig-
nels to at Jeast twa signal comparators of different
sclésitivity. oze [n series with each said integrator;
an

{v} activating a pulse generator responsive 1o an output
of each sigaal comparator; and

c) providing either a first pulse represeating a low inten-
sity signal, or separate first acd second pulses repre-
senting sajd signal containing both Jow intensity and
higher inteasity components, )

29. The method of claim 28 including the additional step
of ignoring the first few milliseconds of said signal to
eliminate spurious signals produced by racdom EMF energy
fields interacting with-said shock sensor. =~ - "7 7 7

30. The method of ciaim 28 wherein the step of providing
cither said first pulse or said second pulse includes sending
said pulses gver a single conductor to an alarm control,

31. The method of claim 28 including the additionat step
of igacring nonphysical signals interacting with tha shock
sensing device, . Y

32. The methed of claim 31 wherein said nonphysical
signals {nclude EMF energy fields,

33, The method of claim 28 wherzin said second pulse has
2 pulse-width greater than a pulse-width of said first pulse.

34. An elecrronic vehicle sensor for indicating the threat
level of an incoming shock to an electronically secured
vehicle comprising:

a) means for semsing a shock delivered to a vehicle
including a permanent magnet, having 2 magnetic field
thareabout, suspended in ap elastic mount on said
vehicle for vibrating in said mount in response to said
shack;

b) meang for generating a signal the strength of which is
proportioral to the intensity of szid shock including an
induction coil fixedly mounted near said magnet for
receiving a vibrating magnetic field therein to produce
an induced alternaring current and volizge therein;

¢} 4 capacitor through which said induced altemating
cwrrent and voltage are passed to remove direct current
and voltage therefrom;

d) means for analyzing said signal to determine if it is 3
low, generally non-threatening intensity or a higher,
generally security-threatening intensity including:

i) a signal amplifier for receiving said induced ajter-
nating current and veltage from said indoction coil;
and

1i) a pair of voltage integrators connected to an output
of said amplifier which produces an armplified signal,
one said integrator having a high. sensitivity for
respanding to said amplified signal comaining only
low intensity components and the other said integra-
tor having a lower sensitivity for responding to said
ampiified signal containing higher intensity compo-
nexits, said inegrators simuitaneonsly receiving said
amplified signal from said amplifier; and

¢) means for producing either separale first and seeond
pulses representing said signal containing both said low
intensity and said higher intensity component, or said
first pulse representing said low inteosity signal,
including a pair of voliage comparatorsfoutput pulse
generators, one cornected to each said voltage intepra-
tor for comparing outputs produced from each said
integrator and producing said first pulse representng
said low intensity signal from said high sensitivity
integrator and providing both said first and said sepa-
rate second pulse from both said generators represent-
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ing said low intensity signal from said high sensitivity
integrator and a high intensity signal from said low
sensitivity integrator.
35. The method of claim 34 wherein said second pulse has
a pulse-width greater than a pulse-width of said first pulse.

36. A method of blacking spurious signals produced in a
motor vehicle anti-theft system from interaction between
extraneous bumsts of EMF or RF energy and a sensor
induction coil, comprising the steps of:

a} amplifying signels produced by a shock sensor inglud-
ing amplifying a full wave of said signal providing an
amplified signal and rectifying said amplified signal so
that said amplified signal represents all values of said

-~ signal; is solély positive, and reduces the differential in
the positive and pegative aspects of said signal that are
produced when a magnet swings away from an inductor
coil before swinging toward said coil;

b) outputting said arnplified signal to an acalog bilateral
switch through a capacitor so that charging said capaci-
tor will open said swilch for 4 predetermined period of

" time to delete a front end of said amplified signa! as it
passes therethrough and remove said froat end from
further consideration; and

c) inputting said amplified signal to a comparator and
comparing it against a known value.
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37. The method of claim 36 whereis said predetermined
peried of time is 2bout 3 milliseconds.

38, A methed of blocking spurious signals produced by 2
shock sensor in a motor vehicle anti-theft system from
interaction between extraneous bursts of RF energy and a
sensar induction coil, comprising the seps of;

a) amplifying signals produced by a shock sensor to

produce an amplified sigoal; ,

b) inputting said amplified signal to a comparator and

comparing it against 2 known reference;

{c) ignoring said sigral produced by said shock sensor for

a predetermined period of time to eiiminate spurious,
nonphysical signals produced by random energy inter-

" detingTwith ™ shigck sensing device and removing it

from further consideration

39, The method of claim 38 wherein the step of ignoring
said signal includes outputting said signal to en analog
bilateral switch through a capacitor so thar the charging of
said capacitor will open said switch a few milliseconds to
dslete the front end of said signal and remove it from further
consideration. -

40. The method of blocking spurious signals produced by
a shock sensor in a motor vehicle anti-thefi system of claim
38 wherein said nonphysical signal includes an EMF feld.
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Limited Lifetime
Consumer Warranty

Diroctad Electronics, Sae. (*Direeted) peemises ta the origingl puschaser to repair o
wplace with a comparable reconditioned medel any Directed unit (hereafter the
“unit"), excluding without fimitation the siren, the remote transmitters, the acoci-
atad sepsort and aceassorics, which praves to be defeetiva in sarkmanship o7 mate-
it under masonably use dyring the tifetime of the vehicia provided the fallowing
eonditions are met! the unlt was professinnatly installed and serviced by an autho-
Aned Directed daaler: the valt will be professiopally reinstatled in the vehicle in
which it wes ofiginally installed by an suthorized (rected deslor and the unit is
retumed ta Qirected, shipping prepald with & legible eopy of the bill of sale ar ather
dated proof of purchase bearing the following tnformationt consumer's name, teie-
phone rumber and addrets; the authqrized dealers aame. tetephane number and
address; complete product deteription. Including aceesseries: the year, make and
model of the vehicle; vehicle license number and vehicle identification number. All
components other than the unil, including without limitation the sirer. the remote
transmitters and the associated sensofs and decessones, Gy 2 aneryear wamanty
From the date of purchose of tho same. This wamanty is nonetransfarabie and {5 autes
watically vold if; thwe original purchater has not completed the wamnty card and
maiad {t within ten (10) days of the date of purchase 1o the address listad on the
aand: the anit's date code or serizk number i defaced, mlising or altered; the unlt
has been modified or used in a manner contrary to its intanded purpese! the unit haz
bewn damaged by arcident, unreasonable use, neglect, improper tervice, installation
ot tkher causes not arising out of defeets Jn materials or construction, The wamanty
does net cover damage to the unit taused by installation or remaval of the unit.
Ofrected, in fts sole discretion, will determine what constitutes excessive damage ang
. may fefuce the return of any unit with excessive damape. TO THE MAXIMUN EXTENT
ALLOWED BY LAW, ALL WARRANTIES, INCLUDING BUT NOT LIMITED TO EXPRESS
WARRANTY, INPLIED WARRANTY. WARRANTY OF NERCHANTARILITY, FITHESS FOR
PARTICULAR PURPOSE AND WARRANTY OF NON-INFRINGENENT OF INTELLECTUAL
PROPERTY, ARE EXPRESSLY EXCLUDED; AND DIRECTED NEITHER ASSUMES NOR
AITHORIZTS ANY PERSON OR ENTITY TO ASSUME FOR IT ANY DUTY, OBLIGATION
OR LIAEILITY IN CONNECTION WITH ITS PRODUCTS. DIRECTED DISCLAIMS AND
UAS ABSOLUTELY MO LIABILIYY FOR AMY AND ALL ACTS OF THIRD PARTIES
INCLUDING TVS AUTHORIZED DEALERS OR INSTALLERS. QIRECTED SECURTTY SYS-
TERS, INCLUDING THTS UNIY, ARE DETERRENYS AGAINST POSSIBLE THEFY. DIRECT-
ED IS NOT OFFERING A GUARANTEE OR INSURANCE AGATWEY VANDALISM, SAMAGE
OR THEFY OF THE AUTONOBILE, ITS PARTS DR CONTENTS; AND HEREBY EXPRESSLY
DISCLAING ANY LIARILITY WHATSOEVER, INCLUDING WITHOUT LIMITATION, LIA-

€ 2001 Birected Elactronicy, boc. 1
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BILITY FOR THEFT, DAMAGE AND/OR VANDALISH. THIS WARRANTY DOES NOT
COVER LARGR COSTS FOR MAINTENAMCE, REMOVAL OR REINSTALLATION OF THE
UNIT OR ANY CONSECUENTIAL DAMAGES OF ANY KIND. IN THE EVENT OF A CLAIM
OR A OISPUTE INVOLVING DIRECTEQ OR ITS SUBSIOLARY, THE PROPER YRNUE
SHALL BE SAN BIEGO COUWYY TH THE STATE OF CALIFORNIA, CALIFORNIA STATE
LAWS AND APPLICABLE FEDERAL LAWS SHALL APPLY AKD GOVERN THE DISPYTE.
THE MAXIRUM RECOVERY UNDER ANT CLAYM AGATHST DIRECTED SHALL BE STRICT-
LY LIMITED TO THE AUTHORIZED DIRECTED DEALER'S PURCHASE PRICE OF THE
UNIY, DIRKCTED SHALL WOT BE RESPONSIELE FOR ANY DAMAGES WHATSOEVER,
INCLUDING BUT NOT LIMITED TO, ANY COMSEQUENTIAL DAMAGES, INCIDENTAL
DAMAGES, DAMABES FOR THE LOSS OF TEME, 1055 OF EARMINES, COMNERCIAL
LO35, LOSS OF ECOMDMIC OPPORTUNIYY ANG THE LIKE. NOTWITHSTANDING THE
ABOVE, THE MANUFACTURLR DOLS OFFER A LIMITED WARRANTY T0 REPLACE DR
REPAIR THE CONTROL MORULE AS DESCRIGED ABOVE. Som states da not allow lim.
Hations on how long an implied waranty will 1ast or the exclusion or limitation of
fncideatal or consequential damages. This warmnty gives you spectfic logal rights and
¥oU may also have other rights that vary frem State 1o State.

This prodict may be covered by 3 Guarenteed Protaction Paa ["GPR"). See yout
authorized Ditected deatar fon datatls of the plan or call Directed Customer Service at
1-800-876-0800, Directed socurity systems, including this unit, aee detements agaimst
possible theft. Direeted is not offering 3 guarantee ov fnsurance against vandalism,
damage of theft of the automobile, fts parts or comtents: and herwby eepressly divelaims
any tiabitity whatsoever, including witheut timitation, lisbiity foe theft, damage and/er
vandstism. Directed oes not and has not authorized any persert or entity t4 cRate for
3t amy other obligation, promise, duty or abligation in connection with this secunity sys-
tom.

Maky suré you have all of the follawing Infarmation from your deaten
A ctear copy of the sales receipt, showing the follewing:

& Date of purchase

W Your full name and address

W Auvthorized dealers companmy name ynd adiness
B Type of alaem instatled

8 Yaar, Make, model and color of the autemobils
B Automobile license number

B Vabicte identifieation number

W AU security aptions instatied on autemobils

B installation recefpts : ‘

H & 2001 Dinected Elerteomics, [nc.
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Directad Electronics, Inc.

Purchase Agreement:

Amounts dua os o result of any and all purchases hareafter moda by Customer (Retailer) from Supplier (DEN)
wilt ba paid to Supplier on the following tarms and conditions,

Terms

BeFose inifial order con be shipped, the “Customer Informatian Form™ oxd “Authorized Deoler Agreement”
must be complated. C.0.D. Cosh orders are not subject o credit limit, C.0.D. Compony Check ardars may ba
subject to credit imit f chacks hava besn rerumed fox redepasit. Opan nccounts with terms of net 30 doys
from dote of invaica will be established nly AFTER voluma dealer lavel is established and credit application is
reviewed ond approved.

Late Poyment
Subject to applicabla Jaws, past due amounts are subject to late payment sarvice charges of 1.5% par month,

which & an annual mte of 18% or up o o maximum rote allowed by law. Accounts post due wil have ship
ments held ond may ba ploced on C.0.D. Legal action may be taken ot any time.

Bad Chedks
Agy check retumed for “Non Sufficient Funds™ automaticaly chengas the occount terms o C.0.D. CASH
{cashier's check, monay ordar). A service chorge of $20.00 will be applisd o each retumed check.

Failure to Puy/Insolvency

Failura by Custamer to pay ary part of the purchase price when dua, cr in the event that proceedings in bank-
ruphey, racaivarship, or insolvancy are instituted by or against Custamer of his praperty, Supplier may, ot its
option, causa the entire unpaid balance fo become due and immedictely payable. Custumer heraby expressly
waives any right to any action which may accrue by recsan of the entey for taking possassion of or the selling
of seid materials and o pay alf costs incurred with respect thereto, including service charges, attomey's fees
and court costs.

Entire Agresment

This Agreament covers ol moterials which Customer may hersafter acquire of any fime from Suppliar. No
waivers or medifications shall be valid unless the some ors in writing ond executad by the portias hereto. This
centicct shall apply and acerua to tha benefit of, and be binding upon, the heirs, executors, adminishators,
suceassors, and assigns of respective parties. Customer may nof transfer or assign cny sghts of ckligations
under this agraemant without the express wiikten consent of Directed Elachanics, inc.

Litigation
(n the avant of any kfigetion grising out of this ogregment, Supplier sholl ba entifled to s costs and axpanses
incured including, without fimitation, ottamey’s fees.

State Laws
This Puechasa Agreement shall be govemed by the laws of the Stata of Califomia. Any dispubs regarding this
Agreement will ba subjact to the sxclusiva jurisdiction and venue of the courts of Sun Diego Courty, Califomin,

Receipt of Copy
Customer heraby acknowledges tha recaipt of 0 copy of this Agresment ¥ the time of its execution.

Order Errors ond Refwns

Al emrs must ba raportad within 10 days of the receipt of an arder. Call DE Ratums to obtoin a Retumed
Merchandisa Authorization (RMA) Numbar BEFORE raturning product for cradit ox misshipped product. RMA
aumbers cra REQUIRED for oll retumed peoduct EXCEFT for sepair or replocement items under weercnty. Al

ftems ore retumed of the Authorizad Decler’s axpensa with invaica number idenfified.

RMA Numbaer

The RMA nember must be issued from DE Heodquarters. Completa infarmation on Ordar/Imvaice numbers,
quantity,/part numbers, ceason for refur, acount name and number, contact persan, ond talaphone rumber
raquirad fo avoid delays.

Warrenty Repalrs
Refer to BEI's "Authorized Dealer Agreements ond Conditions™ {blua shests) in this packet, page 8.

Restocking Fos
A rastacking chorge of 15% will be made on ol goods retumed unless due to Supplisr's error.

Heudling Feo
Ordees less than $350.00 (ot invoica pricing) wil ba subiect fo ¢ 15,00 Handfing Faa,

Title
Title to any and oll goods or materials hereafter purchased sholl remain with Supplier until the full purchase
price has been. poid.

Terms and Conditions for Avuthorized

Dealers, Summary

Dealer Authorization:

1. Authorired Dadler's Functions

1.01  Appointment of Authodized Deoler: DEI agress to appoint Authorized Dedler and Authorized Dacler agrees
o serve os o nonexdusive retoit Dedder, based upan the terms and conditions set forth in this egreement
and onfy ot the location set forth hove or where applicable, the odditional Jocations set forth in Schadule
A to this agreement. In considaration of ifs appointment as a DEI Retuil Deales, the Authorized Degler
ograes to and shall

A Unilize is hest efforts to promate and sell the authatized products within its spactied market oreq.

B.  Maintoin quofity fociifies for oapremise demoastration and sale of DEI produds.

(. Maintoin an Installafice Facility, owned, stoffed and operated by the Authorized Declar and which meets
oll requirements established by BEI,

0. Keep confidential any ond all comespondance and /or materiat fiom DEI that is marked as such.

B Sell Astherized Products instolled oaly and only to end users.

1.02  The Authorized Product: The Authorizad Desler shall order and sell only the DEI product lina(s) that have
bean authorized by this agraement, The cuthorized product line(s) outhorized by this Agreement are

. Thesa cro tha “Authorizad Products.”

2. Avthorired Dealer Location

201 Auorized Dealer shal not offer fo sel, hansfer, hypothecate or otheawise dispose of any oxthorized DEI
products fo aty persos cr entity othet thn the end consumer; and the Authorized Deoler shall not sell
Authorized Products from ony ather kacation other than the epproved location(s) listed in this egreament.
Scheduls *A" is used for edditiongl Authosized Locoions.

202 Authorized Dealer shall notify GFI of ny dhangs in location of businessies).

3. Advertising
Riuthorized Decler shall not advertise or engage in peomation activities conceming any DEL products unless:

A Authorized Deater has o suffident supply of thasa poducts an hand to mest onficipated demond.

B, Alrefereaces to DEI's rademarks or trodenomes shad state that the marks aa the praperty of Directed
Elactronics, Inc.

4, Worranties

Authrized Dealer sholl honor DEX's published warranty to all customers to whom the Authorized Dealer salls or

has sold DEI products. Authorized Degler shall make no warranties or guarantees with respect Yo produds or fo

usa of products except s autherized by DE in writing, Sales shall be made under DEV's wananty in effect of the

time of sala. Authorizad Dealer shall furnish %o each retall purchaser ol wamardy cords or similor matericl provided

by DEI.

5. Nationwide Assistance Progrom

501 From tima to time, o DE/ customar may be troveling throughaut the country. If this customer shuld hap-
pan 1o be  long distarce (more than 75 miles) from the DE Dealer that origirally installed the product
and sxperience o problam with & DE product, be qualifies for o Nasionwide Assistance Program, To
mainuin o Netionwida Assistonca Pragram fos all DE customers, oll DE! Autharized Dedlers shell provide
Warranty Assistonca to any DEL Customer traveling in their local assd, provided:

A The OEl product ws installed by an Authorized Dealer.

B Tha customer is mara than 75 miles away or outsids the onginet sules market areq fiom the inshalling
Authorized Degler,

{. The productin quastion is under DE| warranty.
0. The sewicing Authorized Deuler s cuthorized to sall the product e in question.

502 Provided the customer mests the above fisted requizements, the Autherized Dealer shall honar the DE!
warraaty on tha product in question and provide tha customer with:

A Free diagnosis of systam problem {iimited to product foilura only). tn coses of installation problems,
Authorized Dealer may charge the customes its nomal [abor rates.

B, Replocemant (provided the Authorized Dealer hos th componant in question in stock) or bypass of defec-
tive componantis).

(. Incoss Authorized Dadler does not have the necessary ports, Authorized deoler shall usa best efforts to
obtin such parts.

© Directed Elsctronics, Inc., Vista, CA 92083 (800) 876-0800 Fax: (760) 598-6400 poge 5
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Dealer Avthorization (continved):

5.03

5.04

If the customar canzot provida proof that thay are sfigihle for the Natiomwids Assistenca Progrom or provid-
ed no failure or datect is found, the Authorized Dealer ressrves the right to chorge this customer any and
all of its normal charges.

Not withstonding any of the above, DEI shall hava no obligation to pay the Authesized Decler for any of its
tosts, faes o7 expanses,

4. Torm and Termination

&0

8.02

6.03

Either party may termingte this agreement ot wil and without cause, effectiv immediately upon written
notice baing dalivered to the other party.

#s of tha effactive date of temnination, ufilled Authorized Dealer orders shalt be deemed conceled ond for
thirty (3G) doys from that dute DEI shall hava the aption to purchase from the Athorized Dadler ond the
Authorized Bealer agrees to sell to DE| ofl or any part of the DEF products then in the Authorized Dedler's

stock of the prices the Authorized Dealer paid for the product less any discounts and unecined allowances
paid to the Authorized Dealer, Upon exercise of this apfion, the Autherized Gealer shall ship the DEI prod-
ucts to DEI of DEV's expense.

As of the effectiva date of termination, the Authorized Dealer sholl refiain fram salling any previously
Authorized Products and from any conduct which would make it oppear that it & an quthorized DEI Dedler,
Authorized Degler shall promptly remave fram its latterheads, odvertising iternture, pramatioral materiaks,
signage and from oll elephans ond ather business directariss of eny kind ofl references to the DE, its
products er marks, Authorized Dagler shall prompty refiain from acting s an Authorized Deoler with
respact o tha products or on hebalf of DE( and thereafter shal not use any comorate nome, tredz nome o
trademark fending to give the impression that any relotisnship still exists between DE| ond the Dealer, The
Daater ograes to ship to DEI, ol advertising, salas and prometianal materials bagring DEI's products, names
or marks.

7. Mistollonesus

1.01

102

103

1.04

1.05

7.08

107

Non-Assignment: Acthorized Dealer shall sat hava the right o assign, fransfer, hypathacata ae sell its
tights under this Agzesment and any such assignment, transfer o sala of rights by Authorized Dealer shall
ba null ond void abiaitio unlsss approved in wrifing by DEL.

indamnificatiore: Authorized Deales shalt indemwify and hold DEI hammfess from ond ogainst aay ord ol
tlaims, demages, judgements, decrass, orders and liabifiies whatsoaver, asserted by any person ar enfity
resulting directly o indirectly from any act, omission or commission by the Authorized Dealer ond such
indemnification shall includa the payment of all sxpensas, costs and attommey's faes expended by DEt in
defending such claims.

Gavening Low: This aqreement is deemed fo have been entared into in Vista, Cafifornia, and shall be gow
emed by the laws of the State of Cofifomio. All queshians coaceming volidity, interprerution, ar pefor-
mance of ony of the tems of this Agreement, or detarmination of any rights or obligorions of the parties
thareto, shall be resoived o lifigated in cour’s in San Diege County, Califaria, regordless of whera the
Agreement is executed, ond shall ba govemed by tha lows of the Swte of Colifomia without rsgard to con-
ficts of lows. in the aven of any action or proceeding, including erbitrasion, to enforce this ogreement or
any af ifs provisioss, or to dedare the rights of tha portiss with respect to this Agresment, the prevailing
pacty shall be entitled to its Attomey’s fees, expenses ond court costs.

Severability: f any provisions of his agreemest are held unerforceabls or invalid for any raason whatsoew-
e, such unenforceobility or invalidity sholl not effect tha enforceability of the remaindar of this Agreement.
Any such unanforcechle of invatid provision shall ba severahis from the remainder of this Agreement, which
shall remain enforcechis,

No Waivers or Medifications: No waivers or medifications of this Agreement shall ba enfoeceabla unless the
sama are made in wiiting ond executed by all porfias,

This agroement shal ba deemed jointly drafted and no wmbiguitias, datias or obfigations sball be resolved
aguins? the droffing party. .

The awnars ond/or praprietors of the Authouized Dealer shafl be jointly and severally liabls under the
terms, rights and obligations of this agreement,

Porsonal Guaranty:

1.

0

4s employed hersin “ciedit” means financial accommodatian of any kind, and “indehtedness” incudes of
obligetions of the Debtor to the Creditor, alona or with athess, hereafter incurred, volunterly of inveluntark
ly, dua or not due, absclute, inchoate, confingent, fiquidated or uniquidated, and interest on aach such
obligation as provided in the nota or othez instiument reprasanting tha sqms, or, if none, then intessst ot
tha moximum stautosy rote of intorest,

Without further authorizatin from or nofice to the Guorantor, Crediter may gront credit fo the Debtor from
time to fims, sither befors or after revocation hereof ond in such maaner, on such manner, an such tems;
end for such tem and for such Gime as i deems best; and with or without nofice ta the Gucrantar, Creditor
may alter, compromisa, aceslerats, extend or chonge the time or manner for the poyment of any indebtad-
ness; Inereasa of reduca the rota of inerast therson; refease or ndd any ans or mere guarantors of
endorsers, accept additional o substituted sacurity, ar refease af subordinate any sacurity. No exarcise of
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10.

non-exercisa by Creditor or any right hereby given to it: no dealing by Crediror with Beblor er any gueran-
tor or endorser; no change, impairment o suspension of right o remady of Craditor shall in any way affect
any of the Guaranboq's obligations hereunder ar any security fumish hareunder by the Guarantor or give the
Guarantos ary recoursa against the Creditor,

The Guoearor, jointly and severally, uncondiionally and continuausly guarantes and pramiss fo poy o
Creditor or its order, each item of indabtedness hereby guaranteed and to parform each guaranteed oblige-
fion when dus. The respective bligations of the Guaraator shall not be subject to proration,

In oddition to oll iens end rights of setoff which Creditor may have aquinst any praperty of tha Debtor or
of the Guarantor, Creditor shall have o genernl lisn on and & right to setaff oguinst ot the praparty of the
Guarantor now ar hereafter iz the passession of or on depasit with the Crediter, Each such lien or right of
setoff may be exercised with or withaut demand upen of nofice to any of the Guarantor; uzd sholl contire
ua 1o full forca unless specifically waived or released by Creditor, in wiiting, and shall aot be deemed
weived by any conduct of Creditor, ar by any failure to exarcise such right,

(reditor need ot foke acy actian against the Debior, ony other quaramtar, ar any other person, firm ot cor
pazation o resort ta any sacurity held by it ot cny time bafore proceeding ogainst any of the Guarantor.

Until ol indabtadness herein quarantesd has been paid in full, the Guarantor shall not cssent eny right of
subrogation unless expresshy uthorized in wriring by Cradiror,

Al existing and futwe indebtedness owing by the Debtor % any of the Guorantor i hereby subordinated to
oll delits and abligations hareby quaranteed; and withaut prior cansent of Creditor, shall not be peid to the
Guasantor by the Debtor in whole ur in part during tha fifa of this guorcnty. Any payment by the Deblor fo
any of the Guorgator in violation of tha faragoing provision shall be held by the Guarator as trustes for
the Craditor and paid over to tha Crediter on its ordar,

The failure of the Creditor to fila or enforcs o cloim ogeinst the estote of the Debbor, efther in assignment,
under the Bankruptey Act or any other proceeding, shall not affact tha liability of the Guo:antor; nor shalt
the Guarentor be celeused from Bability if recovary from tha Debtor, any ather guarantor, or aay other per
san, becomes bared by ony statute of Limitations o is otherwise prevented. The Gucrantor waive and
aqreq ot to assart of fake advontoge of the defanse of the Statuta of Limitotions in ony action heseunder,
or for the coltection of ony credit hereby guaranteed.

The Guarantor wik fls ony clsim ogainst the Debtor in any bankruptey or other proceeding in which filing
of claims s required by low upan any indebtedness of the Debtar te the Guarentor and will assign fo the
Creditor ol rights of the Guarantot thereunder. If the Guarontoer doas nor fla such daim o chaims, Craditor
is hereby autherized as aur attomay in dact for such purpase hereby eppointed, to do sa/in our nme or in
the {reditor's discration, fo cssign the cloim to and cause Proof of Claim: to be filed in the nome of the
Creditar's nomines. In oll such casas, the person or pessans authorized to pay such daim shall poy to the
Crediter tha full amount poychia on the dlaim in the proceeding before moking cny payment to the
Guarantor; and to the full extent necessary for that pumase, the Guarantor hereby assigns fo the Credier
thair respective rights to azy paymests or distributions to which the Guarantor would otherwise be estifed.

With or without notice to the Guarantos, Craditor, in its sole discration, may apply o pryments from the
Dabtor, ony of the Guasantor, ony other guacantor, ar realized from ary security in such o manner end
order of priority os tha Creditor seas fit, to oy obligation of the Debror, whether or not such obligatian is
dua at the time of such application.

In the svent that oction of other proceedings shall be brought to enforce this guananty or any provision
theseof, tha sams may be maintziced olans, or joiked with any action or ather proceeding ogainst the
Dabtor er any othes guarantor of the Dabror's obligations ta the Creditor, Prior action or suit against the
Debtor, whether alone or jointly with other guorastors, shall not be presequisite fo Creditar's sight to pro
ceed heraundar or otherwisa ogainst the Guasantor or by any number of sutcessive actions unfil end nless
oll indebtedness hereby guaranteed has been paid ar performed and each of the Guarantor's obligafions
hereunder hava baen fully satisfied,

This is o confinuing quacaaty. Notice of its acceptonce is waived and it shafl remain in full forca ond effect
unti the Guarantor, respectively, in actardance with persgraph 19 of his Agreement, dalivar(s) to Greditor
written notice tevoking it as o indebtedness incured fo such delfvery.

The Guarantar agrees to pay to the Creditor all cmounts necessary to enfirca this guaranty against the
Guaranta: through Crediter's collection agent or Creditor's attomey.

Should any ong o marm of the provision of the guoronty be determined fo be ifegal or unenforceable, olf
ather provisions nevertheless shall remoin effective.

In the avent o dispute crises batwean the Creditor and the Guarantor or the Creditor and the Debtor, the
parties shall adjudicate their disputs in San Diego County, in the State of Califomia pursuont to the fows of
the Stata of Colforaia. The preveiling party shal be entitied ta costs ard otiamey fess.

This ogreement shall izuze to the benefit of the Creditor, its successors and assigns; and shalk bind the
assigns and administraters of the Guaramor,
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Personal Guaranty (continued):
17, The oblipations of all guorantors heseunder sholl be joint and sevacal.

18, tf the Guarantor comes info passassion of aay Products which Creditor heraafier ships to Debhor, the
Guorantor will ship fo Creditoy, upon Creditor’s efectian, the Producs repossessed and Creditor will have the
option, but rot the obligation, to purchasa such Products inclding withaat limitation, right of offset,

Conditions ond tarms of repurchase:

1. Creditor sholl hove tha aption, but net the obligation, to repuschasa < o means of offset, alt or any por
fioa of that Praduct which may be rapossessed by Guorantor, indluding sapossassad Froduct which i in
translt fo Debfor.

2. The Frica which Creditov ageess o pay to Guorantor wil be on amount equal to eighty percent (B0%) of
Creditee’s fansaction sale prica o Deliter (Guarantor shall pay freight chorge and insurance premium for
the reshipmant of the acceptobla Product to Caditar).

3. The failure of Guarentor or Creditur to exercisa ony rights granted hereunder shall not opesote o5 0 waiv
& of thasa rights.

19. Guantor may no assign or tansfar to sallis rights under this Agreement {or delegote its obligations here-
under) without the priar wiitten consent of Creditor. Creditor may assign this agraemant fg o porent, sub-
sidiory of affilated firm or to caothe: enfty in connection with the sala o munsfer of alt or substanfiatty oll of
its husinass assas. Subjadt to thess reshictions, the provisians of this Agreement shall ba binding upon ond
shall inura to the benefit of the porfies of their pamitted assigns.

0. Creditor may femmirate this Agreament at any time effective upon written nafice to Guernntor, but the fermi-
natian shol in no manger laminate the Guarantor's fabifty with respect to finoncial onsoctions enfered info
by Guarante or Crediar with Debitor prior to the effective dute of temmination, inducing without imitation,
ansoctions which wil not be completed until after the effectiva dota of temination, Debtor may ferminate
this Agresment by sending o natice of ravacotion by registered mail address to the Creditor or; Dicected
Hecrenics, Inc., 2560 Prograss Steat, Vists, Califamiz $2083, Atention Credit Manages. Such revocation
shall not offect any of the Guarantor’s obfigations hereunder with respect to indebtednass theretofore incuriad
nor sholl it affect any obligation of ony ather guarantor of the Debtors ebligation to fhe Creditor

Auvtomate Avthorization:

1. Defisitions

1,01 Cor Dealer, Thuoughout this addendum the ferm *Car Decler” shall refer to any person ot entity that resell
naver-bafore registered (brand naw) motor vehides hu the gensref pubiic. This fuciity must ba rensed by
both the state in which if rasides and by the Department of Revenue Sarvices o5 well us ba registered with
the Depertment of Mator Vehices. A dealer selfing only pra-wnad vehicles doas rot clossiy as n Cor Dadler
in this Agreement.

2. Progrem Purpose

201 Appaintment of Authorized Degler. The abave mentioned Daoler tequasts consideration fo become cn
Hutharized AUTOMATE Deater, Tha Decler is presently on Authorized OFI Deglar, hos reteived o copy of the
“hutherized Deafer Agreement”, has reod if, understands it, and shall be bound by all of tha tems, condi
tians, dutias cnd abligations thereof,

3, Authorized Dealer's Functions

301 D hesehry authrizas the Deales ta resef ATTOMATE products to the Cor Dealer. This right partuins to seling
only the AUTOMATE product ine ond onfy to the Car Desler, it does nat in any way outhoriza the Decler fo
resel, trade or transship any other DEI product to ony other persan ar enfity for the pupass of resale.

3.02 Authorized dealer heroby agraes not to resell, rade or transship AUTOMATE products o ny retul customer of
any othes parsas o entity other than o Car Dealer.

4. Mvertising
401 Authorizad Dadler agrees ot to advertise or engage in any promotionat ectivities concarming AUTOMATE prod
vets unless:

A The odvertisement o¢ proenotion is shrictly designed anly to benefit the Car Dedlar,
B.  The odveisement or promufion makes no mention of who the AUTOMATE Astherized Dedlar is.

5. Term aud Termination

501 This oddendum: incomerates by referenca ol the ferms, conditinas, rights, dufies ond abligations of the
“Autherized Deater Agreement” and alsa s cotertrinous with end wil expire cleng with the oiginal
“Authorized Deater Agreement”,

502 This oddendum s subject to approval oad acceptance by DEI.

5,03 This addendum con be terminated for uiy of the reesons mentionad in Artile & of the “Authorized Dedler
Agreement” including, without limitation, with or without cause.

#/00
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Hoon Sign Authorization:

The Autharized Gealer shall properly mainfuin nd exhibit thesa Nean Signs and their cnntents. Ary changas or ater-
ations, 4o thasa Neon Display(s), by the Authorized Deoler, shalf first be spproved by a DFI Ragional Soles Manages
(in writing) priot fo the modHication being made.

D! reserves the tight to recalf any and all Neon Skgns fron the Authorized Dealer, at any ime, for any renson what-
soever and without any netiee or couse ond the Authosized Decler agraes fo return the Reon Signs to DFI, without

1 tha Neaw Signs ra a:3 racefled within on {1} year of pucchasa, DEI willrefund 50% of the purchase pice. If fhe
signs ere recalled within two (2) years of purchose, DEI will refund 20% of the purchase price. If the nea signs are
recalfed ofter two years of purchoss, DE| will refund 1% of the purchese prica,

Autherized Dealer sholl pey o sum of $1,000.00 per Neon Sign o DE| in tha event that the Authorized Dealer is
untdle to setum the Heon Sign(s) o DES, for any rassen whatsoever, without regond to Foult o offset, provided DEI
tsquests thot said Neon Sign(s) be retumed,

Authorized Dealer-Employee Purchase Program:

We would fice all of our Autharized Deolers and their employess to have the bast in security on their personal
vehicles. Ta maka this ffordable for evaryons, we ore providing oun employae purchasa accommadation progrom.,
Once o ysar {ona fima per calendor year), eny emplayee may purchasa pioducts from any DE| ing for which you
we an Authorized Decler, clong with occessaries o 25% off the base price.

The only requiremants ore that the systams must be professianally instalted on the employes’s own personal vehi-
tle. The attached purchase form must ba complataly filed out end signed by the GEl Seles Rep, and the order
must be submitted with payment (n advaste, credit card, monsy order or certfied check only. An employza own-
ing mors than ane vehicle can make a spadel request for additionad systams. Cua to tha discount you seceive
from tha employes purchase, DEI's Guarantead Protection Plan (6PP) doss NOT apply.

Explanation of DEl's Guaranteed Protection Plan (GPP):

Dicected Hlectronics, Inc. (DEI} will refund the omount of the comprehansiva insurance deductible (rot to exceed
$2500.00) 1o the ariginal owner of an actomabile {Motercycles are nat covared) which is stolex while equipped
with ona of DEI's qualfying security systems provided the following conditions are met:

A The qualfying system was sold, instalizd, ond serviced by an Authorized Dealar for OEI, 12mains in the car
in which tha system wos origiaally installed, and owned by the ariginal purchoser of the qualfying system.
Window decols must hove heen in ploce on the veticls of tha fima of theft

B The theft orcurred lsss than ons year after the dote of purchase of the qualifying BEI system.

C This GPP doim is moda within ninty (90) days of settiement of the customer's claim with thelr insuronce
carier.

0. The wamanty registration cord was completely filled aut ond moiled 10 doys of purchase.

E Tha vehicle wos stolen as o resuft of olom system folure azd th outomobile was et deft in an inoe
tive/disormed moda for whatevar reason, even if left ot o service station.

E & polica report must ba fled ond o copy submitted with the GPP claim. (Note: New York Gty and surrounding
cifias musk submit the “Verification of Crima,/Last Praperty Report™ in ploce of o gensra! polica eeport)

6. Vehitle most be insured ogainst theft ot the time vehicls wes stolen. (comprahensive covernge)
H. Tha insurance compasy must occept and pay the cloim,

L A DEl storter kill device must have besn instollad on the vehicla and both the sufes raceipt and wamonty
cord must show starter kill installotion.

Al of the eriterio os stated abave must ba mat in oréer to fle o clim for reimbursement of the comprehensive
deductible.

IMPORTANT NOTE: A product's wananty & automatically void i ifs dote coda o serial sumber is
defuced, missing, or cltered, GPP coes not cover vandalism; theft of vehide parts, or its cantents; dgmege
to vehicle and,/or towing cherges. Furthermore, vehiclas that are consigned or disployed for sale oz not
coverad by the GPP progrem. GPP is net available to employess, agarts, friends or celatives of DEl or of its
Authorized Declers. GPP daes nof extend to or cover motorcycles or vehicles without lockable doors, igai-
tion systems and,/at engine compartments.

Al questions regazding GPP should be directed fo DE! customer sanvice. The customer will be providd with com
pleta instructians upon Fing o dlaim, including o list of the necessary documents. It i tha responsibility of the cus-
fome1, nat the Autharized Dealer, fo obiuin and provide the necassary documentation far fling o claim.

Tha cloimant i reminded that in considsration of this piogram and cs u condition precedens to the purchase of the
DE sacurity system, the puchosar ogrees [agreed] that ey and ol chims ond/o: disputes betweez the puichas-
er and Dl sholl ba decided in accordance with the lows of the Stata of Calfornia and the sxclusive nd onfy
vanus for the some shofl be California State Courts in the Courty of San iego, Caffaria.
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Consumer Limited Lifetime Warranty

For a pariod of ana colendar year from tha date of purchose of this outa security davice, Directed Elactronics, Inc. promises 1o tha
ORIGINAL PURCHASER 1o rapoir of replace (with & comparable reconditioned modal), free of cost, any electranic canirol moduls
which peaves fo ba defactive in workmanship o materiol undar nomnl sa, SO LONG AS THE SYSTEM WAS SOLD, INSTALLED,
AND SERVICED BY & PROFESSIOKAL AUTD INSTALLER, AND REMAIS IN THE CAR iN WHICH THE SYSTEM WS ORIGRALLY
INSTALLED. 1 wosronty servica is netessery you must have  clear eopy of your sales raceipt containing of) of the fomation
shawn on the faewing paga.

Adter the first ealsndar year, from the date of purchasa of this auto security davica, Diracted Flactraniss, Inc.,
promises o the ORIGINAL PURCHASER to rapair ar replace (with o comparable reconditioned modsl) any electon-
ic contra] module which proves to ba defective in workmanship o moterial uader nomal use FOR A CHARGE OF
$45.00, SO LONG AS THE SYSTEM WAS SOLD, INSTALLED, AND SERVICED BY A PROFESSIONAL AUTD INSTALLER,
AND REMAINS IN THE CAR IN WHICH THE SYSTEM WAS ORIGINALLY INSTALLED. tf waranty service s necessory
you must hve a deas copy of your soles receipt contuining ol of the informatian shown on the fallowing page.

This warranty contains the entire agreament relating to womanty and supersedes ol previots and coutemporane-
ous rapresentations o understandings, whether wiitten ar azal. IN ANY EVENT, DE? 15 NOT LIABLE £0R THE THEFT
OF THE YEHICLE AND,/OR 7S CONTENTS OR ANY OAMAGE TO THE VERICLE AS A RESULT OF A THEFT OR
ATTEMPTED THEFT.

This warraty is waid if the product has been domaged by aecident, unrecsoaable use, neglect, impraper service or
ofhar causes not arisiag out of defacts in materials o1 canshuction. This waeranty is nontransferoble ard does not
apply o any unit thar has been modified or usad i o manner contrary ta its inended purposs and does not cover
botteries. The unit in question mast ba returned to tha manufachures, postage prepoid. This woranty doss ot
cover lobor costs for tha remov), diagnosis, troubleshooting of reinstaltafion of the unit, For sarvice on on out-of-
warnanty product o flot reta fee by model is chorged. Contact your outhorized deoler to obtuin the sarvica charge
Fou your unit,

Thesa systans 07 a daterment against passihla theft. Directed Electramis, Inc. is not offering o guorantes or insu-
ing ogoinst the theft of tha outomabils o its contents aad disclaims any liability for the theft of the vehide
und/or its contents. Directed Eiectronics does not autheriza any parson to ranta for it any ather obligatin oy lig-
hility in conzection with this sacurity system.

Consumer Limited Lifetime Warranty

Directed Electranics, fnc. (*DEI®") promises o the criginal purchaser to 1epail o1 replaca with a comparable recor-
ditioned madel ony DEI® unit (hereatter the "unit”), excluding without limitation the siren, the ramete tonsmir
ters, the asseciated sensors and accessarias, which proves to be defactiva in workmanship or matesil under cee-
sonable use during the ifetime of the vehicla provided the follawiag conditions are met: the unit was profassionak
by installed and serviced by an authorized DEI degler; the unit will be professionally reinstalled in the vehicla in
which it was originally installed by an outharized OF! dealsr; and the unit is retumed to DEI, shipping prepaid with
0 loqibla copy of the bill of sale or oher doted proof of purchese bearing the following information: consumar's
rame, tefephane number and cddress; the autherizad daclers name, telephone aumber and oddress; complets
product description, induding occessoriss; the yaar, make and model of the vehicls; vehicla licanse nymber and
vahicla dantificctian number. All compenents othes than the unit, including without Emitaticn the siren, the
temota fransmitters and the mssocited sensars and accessoss, canry o ane-year warrenty from the date of pur
chosa of tha same. This warranty is notransfernble and is automaticalty void i the original puschasar has not
templated the wemanty card and mailed it within ten {10) days of the date of purchase to the ndd:ess fisted on
the card; the unit’s date code or serial number is defaced, missing or oltered; tha unit hes been modified or used
in 0 manner contrary to its intended purposs; the unit has been domaged by occident, unreasonnble use, nagledt,
impeopes service, installotion or other couses not arising au of defects in matericks or constrycion, The warmenty
doas nat cover domage o the unit cousad By instalition or removel of the usit. DEI, in its sols discrefion, wil
determing what constitutes excassiva domaoge and moy refusa the raturn of azy unit with excessive domoge, TO
THE MAXIMUM EXTENT ALLOWED BY LAW, ALL WARRANTIES, INCLUDING BUT NOT LIMITED TO EXPRESS WAR-
RANTY, {MAPLIED WARRANTY, WARRANTY OF MERCHANTABILITY, FITNESS FOR PARTICLLAR PURPOSE AND WAR-
RANTY OF NON-INFRINGEMENT OF INTELLECTUAL PROPERTY, ARE EXPRESSLY EXCLUDED; AN DE| NETHER
ASSUMES HOR AUTHORIZES ANY PERSON OR ENTITY TO ASSUME FOR T ANY DUTY, OBLIGATION OR LABILITY N
CONNECTION WITH TS PRODUCTS. DEI DISCLAIMS AKD HAS ABSOLUTELY NO LIABILITY FOR ANY AND ALL ACTS
OF THIRD PARTIES INCLUDING ITS AUTHORIZED DEALERS OR INSTALLERS. DEI SECERITY SYSTEMS, IHELUDING

0
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THIS UNIT, ARE DETERRENTS AGAINST POSSIBLE THEFT. DEI IS NOT OFFERING A GUARANTEE OR INSURANCE
AGAINST VANDALISM, GAMASE O THEFT OF THE AUTOMOBILE, ITS PARTS OR CONTENTS; AND HERERY EXPRESS-
LY DISCLALMS ANY LUABILITY WXATSOEVER, INCLUDING WITHOUT LIMITATION, LIABIITY FOR THEFT, DAMAGE
AND/GR VANDALISM. THIS WARRANTY DOES NOT COVER LABOR COSTS FOR MAINTENANCE, REMOVAL DR REIN-
STALLATION OF THE UNIT OR ANY CONSEQUENTIAL DAMAGES OF ANY KIND. IN THE EVENT OF A CLAIM OR A DIS-
PUTE INVOLVING DEI OR TS SUBSEDIARY, THE PROPER VERUE SHALL BE SAN DIEGO COUNTY [X THE STATE OF
CALIFORNIA CALIFORNIA STATE LAWS. AND APPLICABLE FEDERAL LAWS SHALL APPLY AND GOVERN THE DISPLTE.
THE MAXIMUM RECOVERY UNDER AXY CLAIM AGAINST DEI SHALL BE STRICELY LIMITED TO THE AUTHORIZED DEL
DEALER'S PURCHASE PRICE OF THE UNIT. DEI SHALL KOT BE RESPONSIBLE FOR ANY DAMAGES WHATSOEVER,
INCLUDING BUT NOT LIMITED 10, ANY CGXSEQUENTLAL DAMAGES, INCIBENTAL DAMAGES, DAMAGES FOR THE
LOSS OF TIME, LOSS OF EARNINGS, COMMERCIAL LOSS, 10SS GF ECONOMIC OPPORTUNITY AND THE LIKE.
HOTWITHSTARDING THE ABOVE, THE MANUFACTURER DOES OFFER & LIMITED WARRANTY TO REPLACE O REPAIR
THE CONTROL MODULE AS GESCRIBED ABOVE. Some states do not allow limitotions on how kong on implied war
ranty will lost o the exclusion o limitatian of incidental or consequential damages. This warranty gives you spexif-
Tc legel rights and you may tlso hve other rights tat vaey from Skate to State. This product moy be covered by o
Gurcnteed Protection Plon {“GPP*). See your quthorized DF! daafer for details of the plon or call BEI Customa:
Sarvice ot 1-800-675-0800. DE sacurity systems, including this unif, are detarents ogoinst possible theft. DEl i
rot offering o guarantee of insurance ageinst vandalism, damaga or theft of the automobile, its parts or contants;
end hereby expressly discloims any fiabtity whotsosver, including without limizatian, fibility for theft, domage

ard /or vandalism. DE! does nat and hos net autharized any persan ar enfity fo creata fur it uny other obligation,
peomise, duty or abligation n connection with this security system.

Warranty Plus Program

Exclusively for Activa Authorized Daclers Only

For 24 months fram the product’s data cods. Directed Electranics, Inc. promisas to the octive Authorized Daaler to
veplace any electranic control modula that proves to he defectiva in workmanship o materiof vnder nomal us,
During this 24-month pericd, thera will ba na chazgs for this raplacament with new produst.

Trede-n. For the period of 25 fo 80 months from the product's date cads, OF| will offer the active Autharizad
Dealer new pieduct at o discount of 5O percent off the Autharized Dealer's notmal cost as o replocement,

If the product's date coda is within 25 - 60 months, nd the Autherized Dealer prefers nat to toke odvantoge of
the Trode-in program, there will be na chacge for recondifioned product as replocement. After §- manths from the
product's date cods, the waranty revert fo tha consumar waitanty shown ahove. Tharo wil be no charge for
comporable recanditionad product so long os the system was installed and i sanvices by on Authorized Dealer and
somains in the car in which tha system is originaly instolied. The praduct must olso include o copy of the original
puzchasa receipt from the consumer bearing tha following iaformation:

Date of purchese, consumet's name ard address, Authorized Dealers name ond oddress, the type of product
instolied, the year, make and model of the automabile, automabila fizemse number, vehide identfication umber
and oll o the security optians instalied on the automebile ot the time of purchass.

Piacse refir to the Wamanty Plus packing fist for eore information.
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Case 3:02-cv-01727-JM-JAH Document 1 Filed 08/29/02 Page 292 of 298

AO 120 (3/85)

TO:

Commissioner of Patents and Trademarks
Washington, D.C, 20231

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT

In compliance with the Act of July 19, 1952 (66 Stat. 814; 35 U.S.C. 290} you are hereby advised
that a court action has been filed on the following patent(s) in the U.S. District Court:

DOCKET NO. DATE FILED U.S. DISTRICT COURT
02-CV-1727 IM{JAH) 08-29-02 United States District Court, Southern District of California

PLAINTIFF | DEFENDANT
Directed Electronics, Inc. Steve Dahlin, dba The Lone Gunmen

PATENT NO. DATE OF PATENT PATENTEE
1 1,674,046 02-04-92 Clifford Electronics, Inc.
21,822,606 02-22-94 Directed Electronics, Inc.
31,756,693 03-09-93 Directed Electronics, Inc.
41,822,608 02-22-94 Directed Electronics, Inc.
51,873,747 01-17-95 Directed Electronics, Inc.

In the above-entitled case, the following patent(s) have been included:
DATE INCLUDED INCLUDED BY ‘ :
Amendment |:| Answer I:l Cross Bill D Qther Pleading
PATENT NO. DATE OF PATENT PATENTEE

In the above-entitled case, the following decision has been rendered or judgment issued:

DECISION/JUDGMENT

CLERK

(BY) DEPUTY CLERK

DATE

Copy 1 - Upon initiation of action, mait this copy to Commissioner Copy 3 - Upon termination of action, mail this copy to Commissioner
Copy 2 - Upon filing document adding patent(s), mail this copy to Commissioner Copy 4 - Case file copy




Case-3:02-ev-017R7-IM-JAH—Document-—Filed-08/20/02 RPage-293.0f 293
PATENT NO. DATE OF PATENT PATENTEE
6.2,218,082 01-19-99 Directed Electronics, Inc.
7. 1,848,176 08-02-94 Diracted Electronics, Inc.
8.4,887,004 12-12-89 Clifford Electronics, Inc.
95,157,375, 10-20-92 Clifford Electronics, Inc.
10, 5,534,845 07-09-96 Clifford Electronics, Inc.
11. 5,646,591 07-08-97 Directed Electronics, Inc.
12. Des.345,711 04-05-94 Directed Electronics, Inc.
13 4,584,569 04-22-86 Directed Electronics, Inc.
14, 5,532,670 (7-02-96 Directed Electronics, Inc.




Case 3:02-cv-01727-JM-JAH Document 1 Filed 08/29/02 Page 294 of 298

AO 120 (3/85)
TO: REPORT ON THE
Commissioner of Patents and Trademarks FILING OR DETERMINATION OF AN
Washington, D.C, 20231 ACTION REGARDING A PATENT

In compliance with the Act of July 19, 1952 (66 Stat. 814; 35 U.S.C. 290) you are hereby advised
that a court action has been filed on the following patent(s) in the U.S. District Court:

DOCKET NO. DATE FILED U.S. DISTRICT COURT
02-CV-1727 IM(JAH) 08-29-02 United States District Court, Southern District of California

PLAINTIFF DEFENDANT

Directed Electronics, Inc. Steve Dahlin, dba The Lone Gunmen

PATENT NO. DATE OF PATENT PATENTEE

11,674,046 02-04-92 Clifford Electronics, Inc.

2 1,822,606 02-22-94 Directed Electronics, Inc.

31,756,693 03-09-93 Directed Electronics, Inc.

41,822,608 02-22-94 Directed Electronics, Inc.

51,873,747 01-17-95 Dizected Electronics, Inc.

In the above-entitled case, the following patent(s) have been included:

DATE INCLUDED INCLUDED BY
Amendment D Answer I:I Cross Bill D Other Pleading
PATENT NO. DATE OF PATENT PATENTEE
1
2
3
4
5

In the above-entitled case, the following decision has been rendered or judgment issued:

DECISION/TUDGMENT

CLERK

(BY) DEPUTY CLERK

DATE

Copy ! - Upon initiation of action, mail this copy to Commissioner Copy 3 - Upon termination of action, mail this copy to Commissioner

Copy 2 - Upon filing document adding patent(s), mail this copy to Commissioner Copy 4 - Case file copy




Case-3:02-0v-01727-IM-JAH—BoetRert-t—riet-08/20/62—Page-295-0f-296
PATENT NO. DATE OF PATENT PATENTEE
6.2,218,082 01-19-99 Directed Electronics, Inc.
7.1,848,176 08-02-94 Directed Electronics, Inc.
8. 4,887,064 12-12-89 Clifford Electronics, Inc.
95,157375. 10-20-92 Clifford Electronics, Ine.
10. 5,534,845 07-09-96 Clifford Electronics, Inc.
11. 5,646,591 07-08-97 Directed Electronics, Inc.
12. Des.345,711 04-05-94 Directed Electronics, Inc.
13 4,584,569 04-22-86 Directed Electronics, Inc.
14. 5,532,670 07-02-96 Directed Electronics, Inc.




Case 3:02-cv-01727-JM-JAH Document 1 Filed 08/29/02 Page 296 of 298

AO 120 (3/85)
TO: REPORT ON THE
Commissioner of Patents and Trademarks FILING OR DETERMINATION OF AN
Washington, D.C. 20231 ACTION REGARDING A PATENT

In compliance with the Act of July 19, 1952 (66 Stat. 814; 35 U.S.C. 290) you are hereby advised
that a court action has been filed on the following patent(s) in the U.S. District Court:

DOCKET NO. DATE FILED U.S. DISTRICT COURT
02-CV-1727 IM(JAH) 08-29-02 United States District Court, Southern District of California

PLAINTIFF DEFENDANT
Directed Electronics, Inc. Steve Dahlin, dba The Lone Gunmen

PATENT NO. DATE OF PATENT PATENTEE
1 1,674,046 02-04-92 Clifford Electronics, Inc.
21,822,606 02-22-94 " Directed Electronics, Inc.
31,756,693 03-09-93 Directed Electronics, Inc.
41,822,608 02-22-94 Directed Electronics, Inc.
51,873,747 01-17-95 Directed Electronics, Inc.

In the above-entitled case, the following patent(s) have been included:
DATE INCLUDED INCLUDED BY
Amendment D Answer I:l Cross Bill D Other Pleading
PATENT NO. DATE OF PATENT PATENTEE

In the above-entitled case, the following decision has been rendered or judgment issued:

DECISION/JUDGMENT

CLERK

(BY) DEPUTY CLERK

DATE

Copy 1 - Upon initiation of action, mail this copy to Commissioner Copy 3 - Upon termination of action, mail this copy to Commissioner

Copy 2 - Upen filing document adding patent(s), mail this copy to Commissioner Copy 4 - Case file copy




Ease-3:021ev-82/IMIAH—Deeumenrt—Hee-88/253/02—Rage20/0f 208 ——
PATENT NO. DATE OF PATENT PATENTEE
6.2,218,082 01-19-99 Directed Electronics, Inc.
7.1,848,176 08-02-94 Directed Electronics, Inc.
8. 4,887,064 12-12-89 Clifford lélecnonics, Inc.
9 5,157,375. 10-20-92 Clifford Electronics, Inc.
10. 5,534,845 07-09-96 Clifford Electronics, Inc.
1. 5,646,591 07-08-97 Directed Electronics, Inc.
12. Des.345,711 04-05-94 Directed Electronics, Inc.
13 4,584,569 04-22-86 Directed Electronics, Inc.
14, 5,532,670 07-02-96 Directed Electrenics, Inc.
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