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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF MASSACHUSETTS

AKAMAI TECHNOLOGIES, INC. )
) Civil Action No. 02-10188 RWZ
Plaintiff, )
) JURY TRIAL DEMANDED
)
\Z )
)
SPEEDERA NETWORKS, INC. )
)
Defendant, )
)

FIRST AMENDED COMPLAINT

Plaintiff Akamai Technologies, Inc. (“Akamai’) brings this Complaint for patent
infringement, and alleges as follows:

1. Akamai is a corporation organized under the laws of Delaware with its principal
place of business at 8 Cambridge Center, Cambridge, Massachusetts. Akamai has a place of
business in this Judicial District.

2. Speedera Networks, Inc. (“Speedera™) is a corporation organized under the laws
of Delaware with its principal place of business at 4800 Great America Parkway, Santa Clara,
California.

3. On information and belief, Speedera has committed and is committing acts of

patent infringement in this Judicial District and elsewhere.



Case 1:02-cv-10188-RWZ Document 199 Filed 07/22/04 Page 2 of 34

JURISDICTION AND VENUE

4. Jurisdiction is proper pursuant to 28 U.S.C. §§ 1331 and 1338(a) in that the claim
for relief arises under the Patent Laws of the United States, 35 U.S.C. § 271 et seq.; and under
28 U.S.C. §§ 1331 and 1338(a).

5. Speedera is subject to personal jurisdiction and venue in this Court, under
28 U.S.C. § 1391(b), (c) and § 1400(b).

Count I: Infringement of U.S. Patent No. 6,502,125

6. Akamai repeats and incorporates by reference paragraphs 1-5 hereof.

7. On December 31, 2002, U.S. Patent No. 6,502,125 B1 (the “'125 patent”) was
duly and legally issued to the named inventors. Akamai is the assignee of all the right, title and
interest to the patent. A copy of the '125 patent is attached to this Complaint as Exhibit A.

8. Speedera has been and still is infringing the '125 patent, literally or under the
doctrine of equivalents, by using, inducing others to use, or contributing to the infringement of]
the content delivery methods claimed in the '125 patent, in the District of Massachusetts and
elsewhere in the United States, and Speedera will continue to do so unless enjoined by this Court.

9. Speedera’s infringement of the '125 patent has been and continues to be willful
and deliberate and with full knowledge of Akamai’s patent rights.

10. Speedera’s infringement of the '125 patent has caused and, unless enjoined by this
Court, will continue to cause damage and irreparable injury to Akamai.

Count II: Infringement of U.S. Patent No. 6,665,706

11.  Akamai repeats and incorporates by reference paragraphs 1-5 hereof.
12. On December 16, 2003, U.S. Patent No. 6,665,706 B2 (the “*706 patent™) was

duly and legally issued to the named inventors. Akamai is the assignee of all the right, title and



Case 1:02-cv-10188-RWZ Document 199 Filed 07/22/04 Page 3 of 34

interest to the patent. The '706 patent contains the same written description as the '125 patent. A
copy of the '706 patent is attached as Exhibit B.

13. Speedera has been and still is infringing the '706 patent, literally or under the
doctrine of equivalents, by using, inducing others to use, or contributing to the infringement of,
the content delivery methods claimed in the '706 patent, in the District of Massachusetts and
elsewhere in the United States, and Speedera will continue to do so unless enjoined by this Court.

14.  Speedera’s infringement of the 706 patent has been and continues to be willful
and deliberate and with full knowledge of Akamai’s patent rights.

15. Speedera’s infringement of the '706 patent has caused and, unless enjoined by this
Court, will continue to cause damage and irreparable injury to Akamai.

REQUEST FOR RELIEF

WHEREFORE, plaintiff Akamai prays for judgment against Speedera as follows:

(a) preliminarily and permanently enjoining any further infringement by Speedera, its
officers, agents, servants, employees, attorneys and all those persons in active concert
or participation with them,

(b) ordering Speedera to account for the infringement, and to pay monetary damages to
Akamai sufficient to compensate for the infringement;

(c) enhancing damages up to treble damages under 35 U.S.C. § 284, for the deliberate
and willful nature of Speedera’s infringement;

(d) ordering Speedera to pay interest on the damages award in the form of both pré-

judgment and post-judgment interest;
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(e) Declaring that this case is exceptional within the meaning of 35 U.S.C. § 285, and
ordering Speedera to pay Akamai’s costs and expenses and its reasonable attorneys’
fees under 35 U.S.C. § 285; and

(f) Granting Akamai such other relief as the Court deems just and equitable.

JURY TRIAL DEMANDED
Pursuant to Federal Rule of Civil Procedure 38, Plaintiff demands a jury trial on all issues
triable of right by a jury.
Respectfully submitted,

AKAMAI TECHNOLOGIES, INC.

L

“Rébert S. Frank, Jr. (BBO #177240)
Sarah Chapin Columbia (BBO #550155)
Daniel C. Winston (BBO #562209)
Carlos Perez-Albuerne (BBO #640446)
CHOATE, HALL & STEWART
Exchange Place
53 State Street
Boston, MA 02109
(617) 248-5000

Dated: July 22, 2004
3710623
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Exhibit A
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SYSTEM AND METHOD FOR OPTIMIZED
STORAGE AND RETRIEVAL OF DATA ON A
DISTRIBUTED COMPUTER NETWORK

This application is a cominuation of prior application
Ser. No. 08/213,946, filed Dec. 17, 1998, paw U.S. Put. No.
6,154,744, which application was & continuation ef prior
application Sce. No. 087733516, filed Qcu. 18, 1996, now
U.S. Pai. No. 6,003,030, which application was a
comtinuation-in-part of prior application Ser. No. 08/660,
540, filed Jug. 7, 1996, now U.S. Pat. No. 5,936,716, which
application was a continuation-in-part of prior application
Ser. Na. 08/486,517, Gled Jun. 7, 1995, now ULS, Pal. No.
6,181,867,

‘The invention relates fo a system and method for dis-
tributed data storage and retrieval, aod more particularly, 1o
a sysicm and method whereby a user can acquire nelwerk
performance information for a dynamic and distributed
multipurpose netwack, and use this information to identify
and select optimum delivery sites or servers {rom which to
receive computer data, specifically mulimedia conlent.
Such delivery sites and servers are selecied so as Lo increase
nelwark capacity, distrbute server [oad, and reduce trans-
mission delays between the server and the user.

BACKGROUND OF THE INVENTION

The Inernet is o Jouse network of connected compulers
spread throughout the world. A message can be sent from
any computer on the Internel 10 any other by specilving a
destination address and passing the message from compuer
to computer via & serics of “hops.” Each compulcr, router, or
*pode” op the Intemnet has a unique Intecaet address. When
an imermediaie compuier or rouwter receives 3 message in
transit, the computer checks the intended destination of the
message and passes it along accordingly.

The Intemel is growing, in ierms of buth size and
sophistication, at a rapid rate. [n the past, most users of the
Internel were academic, rescarch, or institutiona! users; the
Inlernel wiis primarily used at tbal time to transmil and
receive clectronic mail aad network news and to allow
transfer of computer files. However, since the introduciion
of the World Wide Web {ziso known as the “Web™ ar the
“WWW™) severzl years ago, the Iniernet bas beguo to host
inureasing amounts ol othee Lypes of data of general interest,
namely representations of images, aricles, clc.

The Web proiocol and language establish a graphical
means lo oavigate the expanses of ibe [nterset. > Web pages,”
often consisting primarily of text and graphical maierial, are

stored on numerous compulers, knowa as “Web servers,”

shronphout the Imemet. A soltware program known as a
“hrowser” can be used (0 access and view Web pages across
the oternet by specifying the Jocation (ix. Internet address)
of the desirud Web page. When n Web page is accessed, ils
information is transmitied from the remote computer (server
or delivery site), wherever in the world it may be located,
across the Taternel, {0 Lhe user.

In recent times, the Web has begun to host highly sophis-
licated types ol multimedia content, such a5 audio and video
data, and compuier sofiware. Compared to first pencralion
Web conienl, namely text and still images, awdio clips, videa
clips, and software programs have extremely high storage
and bandwidth requirements.

Al present, it is dilieult, i not impessible, 10 provide
sustained high-speed transmission of large audio/video fles
over a multi-node link on the loternet. Becausc the data is
often translerred from afar, many {actors can cause the delay
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or even loss of pans or all of a ransmission. It is gencrally
not critical if a user experiences minor delays in receiving
small graphic or text files. However, it is recognized that
real-lime data such as video has very specific and stringent
liming requirements for data transfer and dispiay.

Unfortunately, the present design of tradilional Internet-
like data nctworks is based on the principle that delays and
significant dala teansmission rate variations are acceptable
for ordinary data (e.g. text and still images). Consequently,
because of the high value of permilting access to text and
graphical information from Jocations sround the workl, such
iransmission defects are considered acceptable, and the base
eapacity of the [nteroet is somewhat “oversubscribed” o
ruduce data transmission costs. In othee words, the lmeli-
ness of nework data wansmission has beeo significaatly
compromised in order ko render refatively insignificant the
aggregate cost of long distance communication connections.

1n ordler Yo successtuily transler audio-video data across a
message-orieated aetwark such as the Intemel, lor any more
than a few users, network resources should be commined in
a manner facilitating timeliness of transmiual, A system
using committed network resources gencrally cannot take
advantage of the exisling pricing scheme of shared networks
like the Internet, since it cannot participate in the shaning of
nelwork resources on a dala packet by dala packet basts,
Video cata musl be transmilied 1o the exclusion of Jower-
priority data. Transmission costs thus become sipoificant,
especially when 1he connection is “long distance™ or when
the connection is continued over an extended period of time.

Anoilier consequence of tic timuliness vs. cost compro-
mise discussed ahave hiag been the scemingly indiscriminate
topographical design of the oetwork, Since delays and
throughput variations have traditionully been cxcused in
favor of low cosl, the configuration of the Interoet inlra-
siructure has also been driven by cost considerations.
Accordingly, the interconnection eflicicacy of (he network
has rarely been considered. The rapid growih of real time
dala is changing Whis requirement.

[t is revognized thal inadequaw data transfer performance
of ume-sensitive data on ihe Internet is typically caused by
four factors: packet loss, excessive server utilization, the
relatively low capacity of the network infrastruciure, and
inhcrent delays in 1he meiwork hardware. Packer loss, in
pacticular, is caused by inndequate infrastruciure and lack of
robustness in routing. The inherent delays are believed to be
caused by, among other things, the lack of flow conirol
between adjacent nodes in @ multipie-node path on the
internel.

Uniike smaller text and graphic files, refatively large
video files can lake scveral minwles (or more) of
“streaming,” or constani data llow. Consequently, the usual
network performance problems are exacetbiied. Neowork
bandwidih, or the data-carrying capacity of a particular
network, is limited. Thus, packel Joss and delays increase.
Long delivery Llimes consnme a large amobnt of server
capacity for a long time, decreasing the resources available
10 other users. Accordingly, beesuse the petwork infrastrue-
ture beeomes inereasingly congested, packel loss and delays
coatinue 1o increase, transmission limes rise, and server load
increases further,

This panern exemplifies a “downward spiral” of network
performance, which can be driven by the atlempled trans-
mission of lurge duta files such as video clips. As luny us
netwark traffic remains within the limits imposcd by nacl-
work bandwidih, nciwork performance will remain aceept-
able. However, whenever peak network loads exceed
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eapacity, the downward spirz]l deseribed above wilt begin,
causing increasing perinds of poor network performance.

As discussed above, a browser program can be used to
seeess and view Web pages across the Totemnuel by specilyving
the location (i.e. Fnternet address) of the desired Web page,
or more commonly, by “hotlinking” 10 Web pages. Common
hrowsers are Lynx, NCSA Mosaie, Nelscape Navigator, and
Microsofi [ntemet Explorer. The desived Web page is speci-
ficd by 2 uniform resource Jocator (*URL"), indicating the
precise focation of the file using the syntax “hiip:/f
internet.address/directory/filkename. ml”.

Web pages are generally desceribed, io lenms of layoul and
coniend, by way of a language known as “HTML"
(HyperText Markup Language). Ary particular compuler
linked to the utersel caa store one or more Web pages, Lo,
computer files in HTML format, for access by users,

Hollinking from one HTML Web page o anather is
accomplished as follows. The user {irst accesses 2 Web pape
baving a known address, olicn on the compuicr located at
the vser's ISP (Internet Service Provider). The ISP is the
organization providing Internet connectivity 1o ihe user. That
Web page can contain, in addition to wextual and visual data
specified in HTML formal, ~links,” or embedded informa-
tion {in the form of URLs) pointing to the lnternel addresses
al other Web pages, offen on other compitters throughout the
Internet, The user, by selecting a link (often by pointing aml
clicking with a mouse), can then access other Web pages,
which can in 1urn contain further data and/or additicnal
links.

Various c¢xicnsions to HTML, such as Neiscape's
EMBED tag, allow referenees to other data to be embedded
into Web pages, Some browsers are not eapable of handling
data othet than wxt and images. Other browsers can handle

the dala io various ways. NCSA Mosnie, [or cxample,

handies relerences to unknown types of data by allowing the
data 10 be downlosded 10 the user’s compuier, and then
aptionally invoking an external program to view or manipu-
late the data. Recenl releases of Netscape Mavigator aod
Microsoft Intcrnet Explorer take the coacept one step [ur-
ther: 2 hrowser extension, or ' plug-in," can be automatically
invoked 1o landle the data as it is received from the remate
Web page. Other means, such as neiwork program “appleis”
written in the Java Tanguage {or a similar language), can be
used Lo exiend the functionalily of the browscr environment
or netwark,

Digital meltimedia data can have extremely high slorage
and bandwidth requirements. In particular, video files can be
very lape, from approximaicly 10 megabyies 1o 10

pigabytes. In order to play video files al speeds approaching

their recorded rate a1 a user’s terminal, the files have (o be
delivered at 5 fast, constant speed. Too slow, and 1he image
plays back stower than originally recorded. If the speed is
uneven, then the video appears jerky, like an old-time movie.

The network design compromises discussed above gen- s

crally adversely impact the transmission of audia and video
dala across the Iniermet. While & wser using o browser lo
“suel” (he Web might not notice minor delays and transmis-
sion rate variations while rewrieving text and still images,
such defects become apparent and significant when real-time
awdio and videa information is accessed.

In an atempt 10 solve these problems, (nlemet content
providers semctimes spread popular content around the
Interoet o various servers or delivery sites known as
“mirror sites.” Each mirror site contaios information that is
essentially identical to that of the original site. For cxample,
il 4 popular Web sile is localed in New York, mirror sites

tar
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might be located in Los Angeles, London, and ‘okyo.
Accordingly, if a Curopean user is having dilliculty access-
ing the onginal New York site, he can hotlink to the mirror
site thal is geographically closest, i.e. London.

However, mirror sites have severnd disadvaniages. For
example, mirror sites may be widely disteibuied
geographically, bul may ool be elicicotly disttwied oo the
network in terms of acual usage, network traflic, cte. Thus,
New York and Los Angeles mirror siles might both be
conneclod 1o the sume national Jeternet service provider's
network, meaning that difficelty in aceessing one of the siles
might also affect the olher.

Furnihermore, mimror sites might oot be eptimally placed to
reduce Joad on cach server. Although an “cducated guess”
might be made as o where a mimor site should be locaied,
actual usage patierns might differ. Furthermore, there is no
guarantee of cohanced performance. The bandwidih of the
mireor site might be Jower than that of the original site, of
il might be overloaded [ur other reasons.

Moreover, mirror sites are ofllen hosted on a voluntacy
basis, ([ & Web site is extremely popular, and a service
provider delermines thal the subject malter might be of
interest Lo its subscribers, 1hat service provider might agree
1o host a miror site of the original Weh site. Such an
arrangement would be alractive to host of the mirror site
Lecause people would be deawn 1o the mirror site, and might
hotlink 10 ather content hosted there. On e other hand, such
voluntary alliances typically are ol reliable and miglt e
severed ol any lime.

In essence, a mirror sile oflers a sceondury source for data,
which may or may oot be ivailable, aod which muy improve
user convenicnce, bul which docs not address network
bandwidth or ellicicncy. A mirror silc docs not account [or
performance characterisiics of the network, nor idenlily
available bandwidth which could be used {0 clliciemly
transmit video data while still wking advantage of the
existing low-cost pricing schermes such as those on the
laternel.

Curmrenily, there is no guidance in sclecling oplimal foca-
tions for delivery sites, nor is there 3 known method per-
mitting a user 1o delermine which mirror site o connect 1©
that will eosure optimum performance. Ia fact, the use of a
traditional mirror site is voluntary. Typically, a user will try
1o access the ariginal site (or a known mirroc sitc), and will
swileh 1o another mirror site oaly il performance is found 1o
be insuiticieni after one or more atempis. This approach is
an ineflicient ulilization of network resovrces. Clearly, mir-
ror siles are pot an oplimum solution to the problem of
overlonded Web sites. A principal reason for this, among
others, is the failure to consider network perlarmance.

Nehwork analysis, particularly the performance of specilic
paths and links over the Iotemet, is well known and devel-
oped. For example, the “ping” program allows a computer
conpeeled to the Interoet 10 determine whether a remote host
is acressible. However, the ping program uscs a low-priority
nelwork protocet known as the ICMP protocol, and accord-
ingly does ol provide meaningful performunce analysis
information. The “traceroute™ program follows the transmis-
sion of a message from a computer o 3 remote host, tracking
telays along each link, and determining the path taken by
the message. The traceroute application can be used 1o map
the low of data. However, it lacks the ability to provide
meaningful performance analysis information. traceroule
only provides route information for a message propagating
in one direction, and only for one instant in time.

Marcover, only the connectivity characteristics of paths
leading to and from the single computer running the tesis are
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typically determined; expanding the scope of iesting is
passible bt logisticaily impracticable, since the Internet is
so large.

Traditional network analysis techoiques such as the
“ping” and “traceroute” programs affer a view of neiwork
conneetivity but provide little understanding of what per-
Tormance can be expecied from providers and mirror sites
acrass the Internet. Therefore, only “guesses” cas be made
as 10 where delivery or mirror sites should be located or
which mirror sites should be used 1o optinrize performance.

Accordingly, o need exists {or a tmethod of detennining
overall network performance. A [urtber need exisis for a
system applying that method 1o epable content providers 1o
dynamically locate data delivery or mirfor sites al optimum
network locations, and 1o alow users to select oplimum
mirror sites from which o receive data.

SUMMARY OF THE INVENTION

The invention is dirceted 10 o system and method for the 2

optimized distribution of Web content 1o sites located around
the [ntcrnel. An inielligent mirroring scheme, called here
“Smart Mirroring,” is used ta determine e nced lor and
disiribution of mirror siles and o direel user requests for
ceriain Web content 1o an oplimum mimor site.

A number of “smarl” defivery or mirror siles are used lo
distribarie popular Web content to various pars of the
Internet. A comprehensive scheme of pevwork analysis,
based on 1ests performed by a large number of users, is used
o interactively delermine the preferred locations far the
sites, and 1o delermine the optimum sites to be used by each
individual user.

Accordingly, because cach individual user is routed 10 2
Smant Mirror or delivery silc that provides improved
performance, overall network congestion is reduced. In most
cases, the improved server is located electronically close 1o
a user in order (0 decrease the pumber of network connee-
tions over which dita mast truvel, therehy reducing packel
loss and delay.

Furthermore, network analysis resulis aflow message raf-
fic 1 be rovled away [rom those delivery siles and netwotk
regions Lhat are already oveeloaded, and toward vadenti-
lized servers and networks. This results in an improvement
in throughput a5 seen by cach user, and will thereby increase
the appeal of the content offcred by content providers using
the sysiem. Conlent providers are able lo reach a Jarper
wumber of users across the Tnlernet withouwt suffering sig-
nificant decreases in performance.

A systemn according {o the invention begins with an
origival Web site and a1 least one additional delivery {or
mifror) site. Each user desiring 1o use the system will be
provided, in a preferred embodiment, with software which
includes a configueation utility and a client progeam. The
configuration utility is used first to determine which delivery
sites provide improved performance for that particular user,

In onc embodiment of the invention, the configuration
utitity first downloads a “delivery siie file” [rom a servicc
provider. This delivery site file contains a list of availible
detivery siles and a list of nelwark tests to be run. The types
of tcsts and frequency of iesting 1o be performed may be
specificd in the delivery site file, as dependent on the number
of users testing Lhe network and the estimated drain on
network or delivery sysicm capacity.

The configuration wiility will run a subsct of the fests
speeified in the delivery site file. The 1est results show which
delivery sites yicld improved performance for the user, and
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also contain information oo vacious generalized nelwork
capabilities from the standpoint of the user running the (esis.
The network test results and the jdentity of the chosen
delivery site will be sent (via c-mail in one possible
configuration) back to ihe delivery scrvice provider for
incorporaiion inta the service provider’s database.

The delivery site chosen by the configuration wtility is
then used by that user lor the retrieval of all contem
managed by the delivery sysiem service provider
Consequently, when the user is browsing Web conlent, and
finds a particular jtem, ¢.g. a video clip, that is managed by
the scrvice provider's delivery system, the client software
will automatically retricve it from the specificd “Smart
Mirror” defivery site. Sile preferences and default sites can
be updated periodically on request, at specified times, or in
response to changes in network load and trallic.

Moreover, because the configuration utility of the inven-
tion is performing various network tesis and providing the
lest resudis to the service provider, valuable dalz on sysiem
and nciwork performance is available. Such data provides
informatine on which “Smart Mimer" delivery siles are
performing cffectively and which are aot, which Smant
Mirror delivery sites are overloaded, and what portions of
the Internet might benefit from the addition of mare delivery
siles or capacity.

Such data also makes it possible (o perform such sophis-
ticated network analysis as epd-lo-end performance
measurements, workload characierization, route stability,
and outage metrics. Thus, from an engineering standpoio,
the mirror service provider can conlinue (o ensure that
improved performance is being provided. From a marketing
perspective, conlend providers can be told where (o lncate
Smarl Mirror or delivery sites for improved perlormance,
and what ISP provides improved delivery.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG, 1 is a block diapram of aa illusirative octwark
topolagy of & system according 10 the invention, including
multiple users and aultiple conlent provitlses;

FIG. 2 is a Mowchart describing the operation ol the
configuration wtility used in a sysicm according 1o the
invention; and

FIG. 3 is a flowchart describing the operation of a clienl
program usce in a sysic according o the nvention.

DEFAILER RESCRIPTION OF THE
INVENTION

The iovention is described below, with reflerence fo
detailed filustrative embodiments. It will be apparent that the
invention can be embodicd in o wide varicty of forms, some
of which may be quite dilfercnt from 1hose of 1be disclosed
embodiments. Consequcatly, the specific struciural and
functional details disclosed berein are merely representative
and do not Hmil the scope of the invention.

Relerring initially to FIG. 1, the Tntemet 18, which is
intended 1o be representative of wide-area communications
networks in general, is depicied as a “cloud.” The Internet is
keown Lo be aa interconnccied network of a large aumber of
compuiers, Although Internel-connected computers thal are
“geographically™ ncar cach other can be “clectronically”™
near ¢ach other on the Internel, such is not usually the case.
However, one computer connceled 10 the Internel can com-
municate with any other computer connected ta the Interet;
the message will most fikely travel over a path comprising
a sequence of Jlinks, or “hops,” between compulers that are
directly connecled lo each other.
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Afirst user termimal 12 is also depicied in FIG. 1. The lirst
user terminal 12 is conneclec 1o an Internel service provider
(ISP) 14, which is wpically just a compuler, router, or
terminal server coonected 10 the Imernet H). An ISP 14 can
host additional user lcrminals, such as a second user lerminal
16. Other ISP, such as a second ISP 18, are also conpecied
to the lniernet 100 A (hird user tenminal 20 &5 showa
connected o the second ISP 18, Only three user terminals
arc shown; however, it should be recopnized that the numbser
of copeurrent users of the invention is unlimited, subject 10
the operational details set forth below.

As is kpowa in the arl, coment providers are also con-
necied (o the Intermet 10, A first conient provider 22 might
provide a centain kind of content, for cxample spors scorcs
and highlights. A second content provider 24 might provide
a diflerent kind of content, for example business news.

Traditionally, if a user {such as the one using the first user
terminal 12} wished 1o avcess e coakent provided by the
first content provider 22, the terminal 12 would guery the
first conlent provider 22 dircctly, A request message would
propagaie from the ierminal 12, across the Internet 10, 1o the
eontent provider 22. The content provider 22 would seod the
desired data across the Internet 10 back 1o the lerminal 12,

Several delivery, or *mirror” sites are shown connected to
the Imternet 10 in FIG. 1. A first delivery site 26 might be
located a small number of “haps” from the first user icrminal
12. A second delivery site 28 might be Jocared [urther away
from the first user termimal 12, but close to the third user
terminat 20. A third delivery site 30 might be as close 1o the
third user terminal 20 25 the second delivery sile 28 is. As
previously noted, a user and a provider or delivery site 1hat
are *geopraphically” near cach other might not be “clec-
tronically" near vach other o the Internet, By decrcasing the
“clectronic” distance between the uscr and the provider or

delivery site, the number of actwork conncctions and routers

over which data must travel can be decreased.

As discussed above, the Smarl Mirroring system acts lo
improve neiwark performance by decreasing the incidence
of the forcgoing network problems. Packet loss and delay
problems are peaerally decreased by redueing the number of
network connections over which dala must travel, although
in some cuses, e nelwork festing procedure of the inven-
tion shows thal some longer paths provide benter throughput
than some shorter paths. Very litthe puacket loss, and essen-
lially no delay, oceurs in network cable; it typically is eaused
by overloaded neiwork storage and routing devices. Because
the Smart Mirror sites of the invention are located ¢lectroni-
cally near each user, packet losses and delays are reduced.
The problem of excessive server uiilization is reduced
because multiple delivery sites share tie foad thar typically
would have been handled by 2 single server. The relatively
low capacity of the network infrasiructure becomes less of
a problem, because data cetrieved from parallel delivery sites
in diffecent localions penerally need nol travel over the same
network links.

For the purposes of describing this invention, a delivery
site is 2 “node” on the neswark which may store data or other
{iles, such as sofiware code, Tor delivery. The lerm can also
inclide 3 site which is responsible for data delivery, includ-
ing mirror siles, content providers, and servers {or broadcast
viteo strzams or Webr siles.

In the system, a mirror service provider (MSP) 32 is
connecied to the [nternet 10, The MSP 32, which exuercises
1 managemenlt function over the disinbution of delivery sites
26, 28, and 30, and over the alfocation of requests o the
original and delivery sites from user terminals 12, 16, sod
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20, includes a database capable of transmitting and receiving
data over the Tateraet 10,

This manugement function is Laciliwied by the use of 2
configuration utility 34 and a client program 36 rua within
a storage medium (i.c. random access memory) on the user
terminal 12, Alihough ihe configuration uiility 34 and the
clical program 36 are shaown in FIG. © as a parl of ooty the
first wser terminal 12, it should be recognized that any uscr
tererinal, such as terminals 16 and 20, panicipating in ihe
system will use such software. A sser desiring o participate
in the sysiem can obtain the software comprising the con-
figuration utility 34 and client program 36 direcily [rom the
MSP 32, or thraugh traditional retail or other channels (such
a5 being part of the hrowser or operating sysiem of the
compuier). [t should be noted ghat the functions perlormed
by the configuration utility 34 in the described embadiment
of the invemion can be integrated inmto penerzl loteract
application software, such as a browser or other network
application; a stand-alone program is nol peccssary.

In a preferred embodimens, the conliguration wtility 34
must be run by the user, either by command or automatically,
before the user terminal 12 will bave aceess 10 the system.
The operation of the configuraijon wility 34 is shown in
detail in FIG. 2.

The coofiguration utility 34, when first rus on the user
termigal 12, retrieves a delivery sile file (siep 40) from the
MSP 32 (FIG. 1). IF the uscr already bas a delivery site file
(c.g.. it was received will the conliguration utility 34), and
that delivery site file is suiliciently new, the delivery sie e
can be retricved from the local fard disk of 1he user terminal
12. This delivery site file contains a list of all available
delivery sites (such as delivery sites 26, 28, and 30) and a list
of network fests to be run at the user terminal 12. In the
context of the invention, there can be as few as two delivery
sites, or if the number of users justifics it, a5 many as several
thousand. The aumber of sites in principal is unlimited, with
cach available delivery site represented in the delivery sie
file.

The delivery site file is gencraied by the database from
within the MSP's computer sysiem. The database applica-
tion uses information about the user w0 dynamically deier-
mine the optimum lests to run. Consequenddy, the delivery
sile file need not contain eatries o every delivery site in
existence; the list can be tailored Lo include only those siles
which appear appropriate or [easible.

Initially, the magnitude of run-time variation in lest con-
figurations for the delivery system users is low; that is, the
first group of uscrs all run cssentially the same (ests, As (he
delivery service grows, however, the inteasity of cach user's
iesting is reduced in order lo compensate for the increased
magimilude of testing network-wide. The scope of testing and
the number of delivery sites tesied both can be narrewed to
further reduce the aggregate Joad of network festing.

In one embodiment, the delivery site file will have 2
format generally as lollows:

1. File Revision Number and Message. The file includes
this ficld to detcrmine whether a new vession of the
configuration utility 34 is availahle. Il the revision
number in the delivery site file is higher than the
version number for the confipuration utility, configu-
ration is not allowed. Instead, Lhe user would be
prompted 1o gequire a newer version of ihe configura-
tion wiility 34. File revision verification as describud
herein ensures that the most up-ta-date delivery sile
sclection algorithms are applicd w the st data gener-
ated by Lhe configuration uiility 34.
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2. Atist of available Sman Mirror delivery sites. For cach
available delivery site, the [ollowing information is
provided:

4. Ilost name. In the known Internetl format of
“www.server.com.”

b. P Address. A nuowerical Interuet addeess in the
known format. The address is presently a 32-bit
aumber af the form w.x.y.z., where w, x, y, and z are
cach in the range of 0 lo 235,

¢. Allicrnate Name. An informal name such as *The
First Misror Site.”

d. A list of lcsts 1o be cxceuted. For cach lest, the
following information is provided:

i. Test ID. Ench typu of test hus a unique identificr
known 1o the configuration utility 34.

il. Weighting factor. Eacli iest will be weighted by a
specificd percentage.

iii. Frequeacy. Each test is not necessarily run every
time. This ficld specifics a probabilily, determin-
ing how oflca a particular test will be run.

iv. Additional Information {optional}. For cerain
iests, additional information may be needed.

¢, Site Prefurence Level. Each sile can be given a
weighting, or preference level, between, for

cxample, 1 and 100. As discussed below, aggregale -

data in the MSP's database is used 1o perform
network usage aoalysis not possible with only the
single user’s instantaneous cnd o end tsiing. The
weighting fzctor provided here is used 1o incomorate

the test results received from the service pravider's

database. This weighting factor is also used to limil
assignment of new users 10 a delivery sile once a
predeicrmined maximum uwsage level has been
reached.

£ Test Sile Flag. I this flag is enabled, the loregoing
1ests will be run, but the sile will pot be assigaced as
a delivery site even if it yields the best performance.

¢. Cootent Provider Groups. Each site can belong o
one or more content provider groups, thereby mir-
roring oaly cerlain content. 1E a user is not interesled
in the types of data hosted by a particular delivery
site, then il docs not need fo be lested.

The configaration utility 34 theo querics the user (step 42)
for various items of information needed in the configuralion
process, [or example, the wser’s name, e-mail address,
password, modem Speed, and information related to access
control {¢.g. what levels of various auributes are vicwable
by the user). The access control mechanism will be dis-
cussed in further defail below. [o one embodiment of the
invention, the information received from the user is
eocrypled axod slored in o conligueation file on the user
lerminal 12,

The configuration viility 34 then determines whether the
uset {erminal 12 is conneeted 1o the {otemet (step 42). L not,

it will initiate a connection (siep 44) or prompl the user lo s

do so,

Acserics of network tests is then performed (step 46). One
or mare tests can be performed for each available sile listed
in the delivery site file; not all sites in the file peed to be
lusicd.

The following test 1ypes are presently considered lo
provide usciul data:

L. Ping. Provides information on whether a remole server
is reachable, and if so, how long it lakes for 2 low-
priority message 0 travel round trip lrom the uvser
terminal 12 1o the remote server and back. Ping is o
simple test usclul in deciding, whether a site is available
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for further evaluation. Excessive imes returned by the
ping application can be wsed 1o climinale delivery
systiems which are far 100 “slow” for ciliective infor-
mation delivery. This lest is vsed by the teminal ©
reduce the mumber of delivery sites fesled,

. Traceroute, Provides information on what route istakea
by a message [rom the wser terminal 12 0 o remate
server, including whal systems are used aloag the way,
and how long cach hop takes. Traceroute is used by the
configuration program 34 1o docurnent the path of
information transmission. Several traces with differing
results might indicate 1hat the stability of the route from
a particular user 1o a specific server is nol acceplable.
Previously aggrepated data on particular roules, from
the service provider's sysicm database, may also infiu-
ence the decision (0 choose a pariicular delivery sile for
a specific vser. Route stability is the primary consid-
eration.

3. Reverse Traceroute. Provides information on what
roule i taken by a message [rom a remote server (o the
vser terminal, including what sysiems are used along
the way, and how jonrg cach hop takes. Reverse Trac-
eroule is used by the configuration program io docu-
ment the path of infonmation receipl. Several traces
with dillering results might indicaie that the stability of
the rowse {rom a particular server 1o a specific user is
not acceptable, Previously aggrepated data on particu-
lar routes, from Lhe service provider's system databasc,
may also influence the decision (o choose a particular
delivery site for a specific user. Again, route stability is
the primary consideration.

. Dynamic Traceroute. Similar fo traceroule o reverse
traccroute, but between any specified pair of computers
on the Internel. Dynamic Teaceroute is used by the
configuration program to document a path of informa-
tion lransmission. Several traces with differing resubs
might indicale that the stability of the route between
two nelwork locations is not a acceptable. Previously
aggregaled data oo punticular routes, [rom the scrvice
provider's sysiem datebuse, may alse inflvence the
decision 10 choose a particular delivery site for a
specific user. As above, route stability is the pimary
consideration,

3. Name Server Resolution Delay, 10 the numeric Inieraet

address is unspecified, a name server lookup is per-

formed 1o delermine what numeric addeess corresponds

1o the desired bost name. This process canm take a

substantial amouot of time.

Throughpul. A sample-file is downloaded, or panially

downloaded, [romt the reiwole server {o determine the

actual throughput in bytes per second.

7. Througliput variation. A sample file is downloaded, or
partiaily downloaded, from the remole server to detee-
mine if the throughput is relatively constont or fluctu-
aling,.

8. Error rule. A sumple file is downloaded, or pactindly
downloaded, from the remote server 1o determine if the
transmission is sabjcel 1o Iransmission c¢rrors. This
information is obtained by counting the aumber of crror
mussage packets returoed 1o the user, theeeby learning
of the crror rate from the user 10 the server, amd by
tracking the nomber of bytes reccived as 2 fraction of
the aumber of bytes transferred, thereby fearning of the
crror tate from the server 1o Lhe user.

9, Packet Fragmemation. A sample fle is downloaded, or
partially downloaded, from the remote server to deter-

1~

P

@



Case 1:02-cv-10188-RWZ Document 199 Filed 07/22/04 Page 16 of 34

US 6,502,125 Bl

11
mine it the eansmission is subject to fragmentation or
out-of-order packet reception.

10. Capacity Query. If the remole server is so enabled, the
configuration utility 34 queries the server 1o determine
fts 1ransmission capacily and its average load. This
information is collecied via the Simple Nelwork Man-
agement Pratocal (“SNMP"}, which is supporied by
nearly all Internet servers.

1L. Macroscopic Network Analysis. The data accumu-
lated by the MSP database oflers a global view of
neiwark behavior, This ioformation permits the Smart
Mirror sysicm uscr 1o have a historical view of the
performance of the available delivery sites. The acen-
milated data is manipulated by the delivery system
database 1o analyze network performance, in order jo
emiphasize usage in high-capacity arcas of the aetwork,
while deemphasizing usage in arcas already expericoc-
ing diminished performance.

Information on how each of the foregning tesls are
performed is well known in the art of oetwork analysis, Sce,
¢.g., Bob Quian and Dave Shute, Windows Sockers Nenvork
Progranuning {Addison-Wesley 1996}, In one embadiment
of the invention, testing is accomplished by performing a
“ping” test 1o verify whether a server is reachable, a serics

of small (c.g. 20K) downloads, a series of larpe (., 200K) 2=

downloads, and “tracerouic” and “reverse traceroule” lests
to document delivery paths.

The wraceroute information is used by the MSP 32 10
correlate test data lo information in its databasc; in thet way,
purticularly bad network links and scrvers can be identified.
Such information is provided in the delivery sile file dis-
cussed above; if a panticular link or server is known 1o be
upreliable, hased o information obtained {rom other users,
an individual user can be routed away from il, even if a
single lest gives goad results.

The short downloatls are used 10 determine server capac-
ity. The name server resolution delay can be determined by
such a test, as well as the time it tukes & server to begin
sending data. The later result is steonply relawd to server
load, capacily, and performance,

The long downloads aliow the configuration wility 34 1o
determine how packet foss, oelwork congeslion, and server
utitization affuct file delivery. It is not ideal to determine
which af the foregoing factors is causing decreased perfoe-
manee bascd on test resulis from a single user. However,
such resulis in 1he aggregaie, as stored in the database
mainlained by the MSP 32, indicale the soul causes.

Tt should be noled that some of the test resulls may be used
in conjunction with other test results. For example, the load
on 1 delivery sile #s determined throogh a capacity query cun
be divided by the results of a throughput 1est o derive an
average cxpecied dowaload time, given the load characler-
istics of the server,

After all specified tests are run, the results are collected
and processed {siep 48). It is possible (hat ccriain tesis were
iot able to be successfully performed; in such cases, the
results should indicate an appropriale worst-case value (e.g.
zero throughput or extremely high delay).

Tl is important 10 anle thal not ali possible wsis will be
performed each Ume the configuration wility 34 is run.
When a large number of users is using the sysiern, a
substantial drain on scrver and network capacity would be
caused by the testing procedure alone, increasing tbe down-
ward spiral of network perflomeupce previously discussed.

As noted above, a test frequency number is stored in Lhe
deiivery site file for (he purpose of dynamically controlling
the aumber of users performing a tesl. Fhe testing performed
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by the configuration wility 34 is performed (0 achieve
statistical confidence in deciding which delivery site is hest
suited For data delivery 10 a particular user. Statistical
confidence is oblained by cither lesting a small sample of
users sufficiently well and using that data to influence the
choice of a delivery sile, or by having a large number of
users each “lighily” st several available sites and using that
data in the aggregale.

Accordingly, when the system is used infiially, a relmively
sozfl number of users are “corolled” in the system. The
delivery site file mainizined by the MSP 32 reflects those
conditions, and rcquircs cach user fo icst the network
{tbrough the conliguration utility 34} eclatively heavily. As
the number of users increascs, the delivery site file is
modificd to decrcase ithe tests performed by each user. By
the time 2 very large number of users are using the system,
the configuration wiility 34 may predominantly test for
delivery site reachability (via a “ping”-type tesl, as discusscd
abave), and rely primarify on test data provided hy atfter
users and stored in the database maintained by the MSP 32,
However, even when many users are lesting the system, a
small pumber of users {e.g. ane in 5,000) may be sclected 1o
run a comprehensive set of tesis.

Prelerably, testing should noi cootribute more than
approximately 5% of otal server load. One way to reacls this
goal is 1o tighily 1est a Jarge number of servers, yielding a
group of delivery sites having adequate performance. This
group of delivery sites can then be used in rolation 1o
retricve dala, Information on multimedia clip actual down-
load times for cach of the delivery siles in the gowp is
accumulaied as discussed below, and further information on
delivery sile performance can thea be fumisbed to the MSIP
32 trapsparcatly, witliout the nced for further outright 1est-
ing.

Accordingly, on the basis of the collected test results, and
on information provided in the delivery site file by the MSP
32, the configuration uiikity 34 determines which delivery
sile, or group of delivery sites, is best [or the vser terminal
12 (sicp SB). This decrmination can be made numerically by
weighting the various tesis performed and comparing the
score for each site.

In a preseauly preferred embodiment, for use in a Jow-
traffic cnvironment with a refatively small number of deliv-
ery sites and uscrs, the configuration utility 34 relics prima-

s sily on ping and throughput 1ests for eack available delivery

site. An initial ping 1est is performed to determine if a
delivery site is reachable. Shont and lony downloads are
performed in the throughpul Lests 10 derermine the maximem
and minimum throughpws from the delivery site, and to
determine whetber throughpui variation is small enough to
accommeodate the transmission of video data. Accordingly,
tose tests are all given high weighis, Other tests, such as
ieaceroule, can be performed, and the resalls neported 1o the
MSP 32, without playing a role in the choice of delivery sites
(such other tests can be given weiglis of zero, or nearly zero,
for example). As the size of the system increases, and
additional delivery siles and users are enrolled, the site
selection formula can be zllered, by changing the delivery
site file contents, to reflect changing network conditions.
In one embodiment of the invention, a proprietary graphi-
cal interface is provided so that the location of the user and
the Jncations (bath geographic and electronic) of each site
tested can be displayed on a monilor conaccied ta Lhe uscr
termisal 12, allowing @ visusl indication ol the relative
distances between sites. In one embodiment, the display is
shown in the form of & “radar sereen,” upon which the uscr
terminal 12 and delivery sites ase displayed as “blips”
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superimposed over @ map of the pertinent geographical
region. In arder fo encourage the user 1o use Lhe application
and 1o offer mare network-wide data, the vser interface can
allow the user to enier aa “ad-hoc”™ test sile for additional
performance tesling. In this case, the configuralion wility
will test ejther the detaull Web page file (c.g., “index.himi”)
or a specific file requested by the wser. Analysis results [rom
the user-selected site are adjusled so that reasomable com-
parisons can be made with resulls from other sites,

It should be noted that multiple scis of delivery sites can
be maintained by the invention, to accommodale severaf
groups of content providers. Each contenl provider might be
mirrored ooly at cerizio sites. Accordingly, for cach content
provider having a unique set of delivery sites, a primary
delivery site is sclecied by the conliguration wility 34 To
accomplish this, the foregoing lests can be run onee, and
then, in onc¢ embodiment, a numerical weighting can be
applicd 1o cach appropriste sct of delivery siles. A plurality
af Sman Mirror sites is selected, one for each content

provider group. The contem provider proups is specified in 2

the delivery site file; exch possible delivery sile is identified
as belonging to ane or mors content provider groups. When
content provider groups are used, there can be as [ew as two
groups; the maximum number is essentially unlimited.

Il should alsn be noted that a priofitized ranking of 25

delivery siles can also be generated and mainiined. If this
is done, faflure of the primary Smart Mitror site lo respoad
will allow the system to [all back to the next-hiphest ranked
Sman Mirror site.

Alter a Smart Mirror sile is selected, certain dsa will be
sent to the MSP 32 (stcp 52) via e-mail or other Iniernet
clectronic prolocol. The information reccived by querying
the uscr, the idemily of the selecied Sart Mirror site, and
all raw lest data and results, including he time and date a1
which each test was run, is compiled into a text lile {which
is encrypted in one embadiment). Upon receipt by the MSP

2, ithe dala is slored in a dalabase for use in managing and
analyzing the system.

Finally, the configuration wility 34 save ihe identity of the
selected Smart Mirror site for cach set of delivery siles, or
the prioritized list, to the {encrypted) configuration file (step
54). The conliguration utility may also save information on
relative performance for cach tested delivery site, The clicni
program 36 uscs the encrypled configuration file to down-
load datz files {video clips or other content) (rom the
appropriate Smart Mirror site.

It should be noted that in the opurativn of the sysiem, the
MSP 32 performs certain functions. The MSP 32 maintains
the delivery sile list, adding and deleting siics s necessary.
The MSP 32 ulso maintains the database of aclwork
performance, comaining information received via c-mail or
other means from users running the configuration utility 34,
As large amounts of dala are received [rom oumerous users,
the database can provide valuable information on the per-
formance and other characteristics ol the Intermet 2nd por-
tions thereaf. Various data processing technigues are known
to derive such information.

The locations of the delivery siles used with the invention
are ulimately determined by 3 number of factors, including
marketing considerations and cost/benefit analyses.
However, the data stored in the MSP's dalabase can confirm
the wtility of placing a delivery site at a given location on the
[nternet or other network. In one embodiment, scrvers are
located on each major backbone (portion of the Inlemel
maintained by z single corporation) and on other Tnternct
lincs serving large numbers of users, such as the major lines
uperated by the Regionul Bell Operating Companics
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(“RBOCs"). In ceriain networks serving large numbers of
users or having heavy video delivery trafic, servers can be
placed at major Poits of Presence (“POPs") for the network
to cosurs that cach user has excellent 1o a fast server.

Once the configuration utility 34 has been nun, he user
can uss the sysicnt to enable and faciiitate the reccipt of date
fles, specifically video clips, audio ¢lips, sellwirc
programs, and other cootent.

As time passcs and the usage patterns of a user's region
of the Internet change, the wser might beeome dissiised
with the perforroance of the Smarl Mirror siic associated
with his uscr ierminal 12, 1€ 1hat happens, the vser is free ro
re~run the coafiguration ulility 34. By that time, additional
delivery sites might have been placed ino scervice, or a
dilferent pre-existing site might perform betier than the onc
previonsly assigned. Farthermore, if the player program 36
determines that the selecled Smart Mitror site is not per-
forming adcquately (c.g-, it has failed three times out ol 1en
attemnpis), the player program 36 can prompt the user o
re-run the coafiguration wiitity 34. In other embodiment of
the invention the testing and mirror assignment is run
automalically with cach request for a file on the Sman
Mimror service or at some intermitient times such as aller
every olhicr, every third, every fenth or cvery onc hundreedth
request.

In anc embodiment of the invention, the Smarl Mimror
system is used to locale o delivery site from which 10
downtoad 2 video or audio clip (“clip™) relerenced on a Web
page. 1o 1his embodiment, the clicnt program can be referred
10 or considered a *player progeam.” The player program, in
addition to carrying out the functions of the clicni program
36, eoables the retricval and playback of video data.
ordinarily, a browser program 38 is rus on the user lerminak
12 1o view Web content, Browser programs typically used
include NCSA Mosaic, Netscape Mavigator, and Microsoft
Internet Explorer. The browser program 38 allows the user
10 hotlink among various Web siles an the Internet.

The EMBED 1ag is used within HTML documents to
indicate whicl Web pages include content managed by the
system. When the browser program 38 receives a Web page
coniaining an EMBED tag, a download of the file referenced
by the tag is commenced, and the file ype is analyzed. If the
file is of a type handled by the player program 36, c.p.
MPEG, the browser progrum 38 ioilintes the player propram

i 36. The conlents of the tag are then passed by the browser

program 38 1o the player program 36.

The player program 36 (FIG, 1) provides the Sman
Mirroring services facilitated by 1he MSP 32. The operation
of the player program 36 is shown in detail in FIG. 3.

The player program first amalyzes the EMBED 1ag 1w
determine if there is an “SM” (Smart Mimor) parameter
(step 60Y; the presence of such a parameter indicates that the
embedided clip is enabled for Sman Miroring, Data asso-
ciated with the “SM" parameter specifies the particalar
content provider from which the desired clip originated, as
well as the group of mirror servers that particular coutent
provider uses.

if the player program 36 determines that the EMBED 1ag
references @ video clip or ather content bandled by the
syslem (step 62), the 1ransfer of the embedded clip from the
conlent provider 22 is stopped. ‘The player program 36 then
extracts access conlral or rating inlormation from ihe
EMBED stalement {stcp 64), iIf any exists. This rating
inlormation is compared agains! the reference levels slored
in the configuration fike stored a1 the vser terminal £2 (sicp
66). If rating information docs oot exist for the clip, the
copfiguration file is queried w determine whether unrated
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¢lips, as defined below, may be played (slep 65). Based on
the foregoing infarmation, the player program 36 will autho-
tize ar decline the viewing of 1he desired clip.

1L playback is authorized, the player program 36 atiempls
10 find the referenced clip on the local computer helonging
1o the user teeminal 12 (Step 70). IF it exists there, it is not
re-downivgded, and can be played direetly on the computer
(from (he disk or from RAM) {step 72). However, the limie
and daie of creation of the clip on the local compuier is fimst
verificd apainst the lime and date for the clip available on the
network, 1o determine if the stored clip is the most recent
version (step 74). If it is not, the stored clip is discarded (step
76) and 1he download proceuds as {ollows.

1f the clip does not ¢xist on the local computer, the player
creales a now URL (slep 78) in the following [omm: “hip:™,
plus the TP address of the selected Smant Miror site stored
in the configuration lile, plus the path aame lo mirror fes
{e.g. “fpub/mirror™), plus the name of the conlent provider
taken from the “SM” parameter in the EMBED statement,
plus the filenzme 1aken from the EMBED statement. The
consinicied URL is used fo retrieve the selected clip rom
the appropriate Smart Mirmor site selected by the configu-
ration utility 34 (step 88). 1f more han one sct of defivery
sites exists [or dillerent contem providers, the “SM™ param-
cier is further used by the player program 36 o determine
which Smart Mirror site in the configeration file is to he used
in the construcied URL (step B2)

If the clip corresponding to the construcied URL is not
[ound at the Smart Mirror site, or is vasble 10 be accessed,
then the download proceeds [rom the pext-bighust ranked
Smart Mirror site in the conligusation file (step 84). If all
delivery sitcs fail, the download procceds [rom the original
content provider's sile as specified directly by 1be EMBED
stalement.

If playback is disallowed, the player prevents the clip 2

from being transferred (step 88) and displays a bitmap (sicp
90} advising the user Lhat the download js nat be permined.

If the player program 36 determines ihat the EMBED tag
references a video clip or other content not handied by ihe
system, \he player wili check whether the access conirol
level sel in the configuration file allows the uscr 1o play these
clips or other fifes which ase considered “uprated” (step 92).
1€ 50, the clip is translerred From its original content provider
22 by wadiljonal means (step 947, and the player program 36

displays the downloaded file (step 96). 1f not, the player

preveats the clip (rom being transferred (sicp 98) and
displays a mussage (step 100) sdvising the user that the
download is not permitted.

Upon download, the dafa file representing the desired clip

is stored within a specificd dula area on the local computer,

usuaily on the hard disk, belonging w the user terminal 12
(step 102). In onc cmbodiment, this data arca can be
manaped on a lesst-recently-used basis by the player pro-
gram 36. That is, if no room in the data area remains for a

aew clip, the least-recently-used (or viewed) clip or clips can 53

be discarded 1o make room (siep 104).

In one cmbodiment of the iovention, the clienl program 36
is eapable of sending messages 10 the MSP 32 (step 146) to
reflect whether downloads were successful. This message
conlains the Internet address of (e user terminal 12, the
identity of the sclected server set, the Internct address of the
site used 1o accomplish the dowaload, the Internel addresses
of all sites which fuiled, the name of the file downloaded,
and the time 1o dowaload the file, This informalivn can also
be used by the MSP 32 10 track file downloads and 1o
determine, in real time, whether there are any problems with
any Smart Mirror siles.
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Aliernatively, the client program 36 can maintain a smatl
local database of file transfer performance. Each download
would then be limed. Specifically, isformation can be gath-
ered on the time it takes a server o begin scading the
sequested file, the stability of the data transfer rate, and the
error rate of the transfer. Al some interval (e.z. weekly or
once every 100 dowaloads), a message conlaining the secu-
mulated fiks transler pecformance infomation, as well as the
wser and server informazion discussed above, would be sent
(nuiomaticaily or upon request) o the MSF 32 (step 106) 10
update the MSP’s database. This additional information
mereases the MSPs “knowledpe” of netwark performance
withont incurring amy additionak testing overiwad.

This dala is especially valuable in ascenaining the per-
formance of delivery sites, for the purpose of assessing the
qualily of service purchased from the delivery site provider,
and for documenting the guality of service 1o conient
peoviders, 1o support the cost of the system. 1115 recogn ized,
however, that much of the same infoamation can be obtained
through new users munning tbe configuration wility 34.

Furthermore, the provision of download information v
the MSP facilitates the use of the invention as a premium
subscription-based service. As successful downloads are
iracked in a database, ecach wser cag have an associated
“aconunt” to track charges. The user can be charged for use
of the Sman Mirror system by the [ile, by the mepabyie, by
the month, or by other known means. ln one cmbodiment,
the EMBED tag associaled with a file comains billing
information, or a “price™ for the file. The invention's track-
ing of download performance allows discounts or credils to
e issucd if dowaloads are found 10 be unduly diflicult or
slow,

To ensure that files stored an Smarl Mirror delivery siles
are used only by autborized users of the invention (z.g. thoss
vsers having paid accounts), the files stored at the delivery
siies can optionally be in encrypted [omm, and the dowa-
Joading step described above can include a decryption step.
Such encryption and decryption can be performed by well
known mezns.

As discussed above, the clips managed by the invention
cun have content raling information associated therewith.
This is accomplished by providing a “PG” parameter in the
EMDED statement corresponding to the clip. [n one
embodiment, four characteristics are rated: nudity, sexuality,
profanity, and violence. Accordingly, the PG parameter can
be specified by a four-digit argument. Cach characteristic is
rated on 2 scule of one 1o three. Ooe corresponds 16 0o
filtering (i-c. all content is allewable), two corresponds to
some Hliering {¢g. cqual to levels typically allowed in
broacdeast television), and three corresponus 1o the most
extensive fillering {e.g- for children). The ratings levels
contained in the EMBED statement for a file are compared
10 the ratings [lier kevels contained in e configuration file
storcd at the vser lerminal 12 in the foregoing authorization
process, and only avihorized files are transferred.

Tu view af the abave, it will be appreciated that embadi-
ments of the invention may be employed in many dilfercat
applications (o permit the acquisition and analysis of per-
formance data for networks belween z given user and
comtent provider or delivery site. Thus, alihough the
described embediment illustrates the system operating
within Ihe context of the Tnlernet, # is recognized that such
a system could prove to be sseful in other netwotk
environments, such as corporate “intrancts.”

Moreover, although the iilustrtive embodimenis are
deseribed primarily for use in 3 video delivery sysiem, it
should be recognized thal a system aceording lo 1be inven-
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fion can be vscd o disiribute various other kinds of com-
puter data (c.g. application programs, dntabase files and
other business information, virtual reality files, mullimedia
such as Macromedia Shockwave files, and larpe text files
such as bhooks) as well, Such ather types of data can be
mapaged by the invention in differcnl cootent provider
groups ss discussed in dewil above; a differcot ype of
program {rather than the player program 36) typically would
be invoked at the user weminal 12 1o view or use other lypes
ol data.

11 should also be poted that certain functionality described
us performed at the wser terminal 12 (specifically, certain
functions performed by the coofiguration wtility 34, or
client/player program 36) can be implemented as a standa-
lone program, as a “plug-in™ or “hclper application™ 10 run
within a hrowser progrant, or as 2 Java applet downloaded
from a delivery sile to run within 2 browser eaviropment.
For user terminals capable of running the Microsolt Win-
dows operaling system, an environment known as Microsolt
ActiveX is also uscful.

While certain exemplary siructures and eperations have
heen described, the invention is not so limiled, and its scope
is to be determined according 1o the claims sel forth below,

What is claimed is:

. A method of content delivery managed by a service 28

provider on behalfl of participating coplent providers in 2
distributed computer netwark, comprising:

Incating delivery sites a1 given network locations, wherein

a given delivery site supports contend from one or more

participating contenl providers and al least one of the 7

piven nctwork locations is an Internet Point of Presence
(Pol);

aggregating and mainlaining aetwork performance data;

and

in response to a request for content being managed by the

service provider, using the network performance data lo
associale the request with a preferred delivery site,

2. The method of content delivery as described in clim 1
[urther including the step ol

delivering the content [rom the preferred delivery site.

3. The method of conient delivery as deseribed in chaim 2
wherein the preferred delivery site is located o shoriest
clectronic distance from a client initiating the request for
content.

4. The method of conteal delivery as described in claim §
witercin the actwork performance data is generated [rom a
test sclected from a set of tests that include: a ping lest, a
traceroule lest, a reverse lraceroute lest, a dvoamie lracer-

oule fest, a name server resclution delay fes), a throuphput

test, 2 throughpul variation lest, an error rat¢ test, a packel
fragmentation test, and a capacily query tesl.

5. The method of content delivery as deseribed in claim 4
wherein a test is initiated from saltware executing on a given
client muchine.
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6. A meiiod of coptent delivery managed by a service
provider on behalf of participating confent providers in a
distributed computer petwork, comprising:

locating delivery sites at given network Jocations, wherein

a given delivery site supports content from one or more
participating content providers;

aggrepating and maintining neiwork performance data,

wherein the network performance daia is gencrated by
accumulating data from a plurality of tesls, with each
test selected from a set of tests that include: a ping lest,
4 traceroute {esl, a reverse raceroute tesl, o dynamic
Iraceroule lest, 3 name server resolution delay test, a
throughput test, a throughput vartation iest, an error
rate lest, a packel Cragmentation test, aod a capacity
query;

using the network performance data to associale a given

request with @ preferred delivery site; and
delivering content from the prefcreed delivery sile.
7. The method as described in claim & wherein at least one
of the given neiwork locations is an Inmternet Poinl of
Presence {Poi?).
B. The method as described in claim 6 wherein one or
more of the gives neiwork locations are cach an Internel
Point of Presence (PoP).
9, The method as described in claim & wherein the given
request is a request for content managed by the service
provider, and the using sicp identifies the prelerred delivery
sitc as a function of a panicular IP address group from which
the request for conteal originates.
10, A method of conlent delivery managed by a service
provider on behalf of participating content providers in a
distributed computer petwork, comprising:
locating delivery sites at given neiwork locations, wiercin
a given delivery site supporis contenl from onc or more
participatiog conten! providers and at leust one of Lhe
given petwork locations is an Internet Point of Presence
(PoF);

apgregating and maisluining petwork performance duta,
wherein the neiwork performance data is generated by
accumulaiing data from a plurality of tests, with cach
test selected from a sel af tests that include: a ping test,
a traceroule lesl, a reverse traceroute test, a dynwmic
traceroute test, a name server resolulion detay lest, a
theoughpul test, a droughpul variation tesl, an cror
rate esl, a packet fragmeniation lest, and a capacily
query 1esl;
in response to a request for content manapged by the
service provider, identifying a preferred delivery site as
a [unction of a panticular IP address group from which
e fegquest for content originales; and

delivering content from the preferred delivery site,

® T W k%
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SYSTEM AND METHOD FOR QPTIMIZED
STORAGE AND RETRIEVAL OF DATA ON A
DISTRIBUTED COMPUTER NETWORK

This application is a coatinustion of prior application
Ser. No. 09/635,289, filed Aug, 9, 2000, now U.S, Par. No.
6,502,135, which application was 2 continuation ol prior
application Ser. No. 09/213,946, filed Dee. 17, 1598, now
U.S. Pal. No. 6,154,744, which application was a contins-
ation of prior application Ser. No. 08/733,516, filed Oc1. 18,
1996, now LS. Pat. No. 6,003,030, which application was
a conlinuation-in-part of prior application Ser. No. 08/660),
540, filed Jun. 7, 1996, now U.S. Paw. No. 5,956,716, which
applicalion was a conlinuation-in-part of prior application
Scr. Nuo, 08/4860,517, fited Jua, 7, 1993, now US. Pat. No.
6,181,867,

'The invention relates 10 a system und method for dis-
tributed data slorage and retrieval, and more paricularly, 1o
a system and method wherehy a user can acquire network
performanece information for 3 dynamic and distributed
multipurpose neiwork, and use this information to identify
and select oplimum delivery siles or servers from which 1o
receive computer data, specitically multimedia content.
Such delivery siles and servers are selecled so as [o increase

nctwork capacity, distribete server load, and reduce trans- 25

mission delavs between the scrver and the user.

BACKGROUND OF THE INVENTION

‘The Internct is a loose network of connccled compuiers
spread throughout the world, A messupe can be seol from
any computer on the Internet to any other by specifying a
destination address and passing the message from compuier
10 computer via a serivs of “hops.” Each compulter, rouler, or
“node™ on the Ineenct has a wnique Internel address. When

an intermediale compuler or rowler receives a message in

1eansit, 1he computer cheeks the intended destination of the
message and passes il along accordingly,

The Internet is growing, in tcrms of both size and
sophistication, at & rapid rate. In the past, most users of the
Inteenet were academic, research, or instilutional uscrs; the
Tnternet was primarily vsed at that tme 1 tronsmit and
receive electronic mail and seiwork news and 10 allow
iransler of computer files, However, since the introduction
of the World Wide Web (also known s Ihe “Web™ or the
“WIWW?™) several years ago, the [atemet has begun 1o hast
increasing amounts of other types of daia of general inlerest,
namely representations of images, articies, ¢lc.

The Web protocol and language establish a graphical
mcans Lo navigate the expaases of 1be Internet. *Web pages,”
oficu consisting primarily of text and graphical material, are
stored on numerous compulers, koown as “Web servers,”
throughout the Internet. A sofiware program known as a
“browser” can be used to access and view Web pages across
the Internet by specifying the location (i.c. Intemnct address)
of the desired Web page. When 3 Web page is accessed, its
information is ransmitted from the remote computer (server
or delivery sile), wherever in the world il may be jocaled,
across the Internet, 1o the vscr.

In recent times, the Web bas bepun to host highly sophis-
licated types of multimedia content, such as audio and video
data, and computer sollware. Compared 1o first generation
Web content, namely text and stiil images, audio clips, video
clips, and software programs have extremety high storage
and bandwidih requircments.

At present, it is difficull, il not impossible, 1o provide
susiained high-spred transmission of larpe sudio/video [iles
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over 2 multi-node link on the Internet. Becuuse the data is
nficn transferred from afar, many factors can cause the delay
or cven loss of pars or all of a wansmission. It is generally
oot critical il a user exporiences minor delays in receiving
small graphic or text files, However, il is secognized that
real-lime daia such as video has very specific and stringent
timing requirements [or data transler and display.

Unfortunately, the present desipn of traditional ntemel-
like data networks is based on the principle that delays and
significant dala wransmission rate varations are acceptable
lor ordinary data (e.g. lexl and still inages). Consequeatly,
because of the high value of permitting access fo text and
graphical information from locations around the world, such
transmission defects are considered acceplable, and 1he base
capacity of the Inicrnet is somewhat “overswbscribed™ 10
recuce data ransmission costs. la other words, the timeli-
ness of octwork data transmission has been sigaificantly
compromised in order 10 render relatively insignificant the
aggregate cost of long distance communicalion connections.

I order 1o successlully transfer asdio-video dala acress a
message-arienied nelwork such as the Interncel, for any mose
than a [ew users, network resources should be committed in
a manner facilitating limeliness of transmintal. A system
using commilted network resources generally cannol take
advantiga ol the existing pricing scheme of shared nelworks
like the fnterner, since il cannot participate in the sharing of
network resources on a data packet by data packet basis.
Video data must be iransmitied 1o the exelusion al luwer-
pnority data. Transmission cosis thus become significant,
especially when the connection is “long distance” or when
the connection is continued over an extended perod of tme.

Another consequence of the timeliness vs. cosl comnpro-
mise discussed above has been the seemingly indiscriminate
topographical design of the network. Since delays and
throughput variations have traditicoally been excused in
favor of low cost, the confliguration of the Emecnet infra-
struciure has also been driven by cost copsiderations.
Accordingly, the interconnection eliciency of the neiwork
hos rarely becn considered. The mpid growih of wal lime
data is changing this requirement.

It is recognized that inadequate data transfer performance
of time-sensilive data on the Internet is typically caused by
four Tactors: packet Joss, excessive scrver utilization, the
relatively low capacity of the network infrastruciure, and
ioherent delays in the network hardware, Packer loss, in
particular, is caused by inadequate infrasiructure and lack of
robustness in mnting, The inherent delays are believed 1o be
caused by, among other things, the tack of flow coarrel
belween adjacent nodes in a muliiple-node path on the
Imternet.

Unlike smaller text and graphic Bles, relatively largs
video files can lake several minules (or more) of
“streaming,” or constanl data Aow. Consequently, the usual
network performance problems are exacerbated. Network
banchwidth, or the datu-carrying capacity of a pariicular
uetwork, s [imited. Thus, packel loss and delays increase.
Long delivery times consume a large amouni of server
capacily for 2 tong time, decreasing the resources available
1o other users. Accordingly, because the network infrastruc-
ture becomes increasingly congested, packet loss and delays
continee (o increase, lrensmission times rise, and server load
increases further

This puliern exemplilivs a “downward spital” of netwark
performance, which can be driven by the altempted trans-
mission of large dats {iks such as video clips. As long as
network 1rallie remains within the limits imposed by net-

"
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work bandwidth, network performance will remain accept-
able. However, whenever peak network loads exceed
capacity, the downward spiral described above will begin,
causing increasing periods of poor network performance.

As discussed above, a browser program can be used 1o

aceess and view Web pages across the Internet by specifying
the lecation (i.c. Internet address) of the desired Web page,
or more commonly, by “hotlinking” 10 Web pages. Commeon
browsers are Lynx, NCSA Mosaie, Neiscape Navigator, and
Microsoft Internet Explorer. The desired Web page is speci-
fied by a uniform resource locator (“URL"), indicating the
precise location of the file using he syntax *bitp://
interneLaddress/directory/lilenmne.hunl”,

Web pages are generally described, in lerms of layoul and
conteal, by way of 2 language koown as “MTML"
{HyperText Madwp Language). Any particular compuier
linked 10 the Internut can store cne of more Web pages, i.e.
compuiter files in HTML formal, for access by users.

Hotllinkisg from one HTML Web page to another is
accomplished as follows. The user first accesses o Web page
having a known address, oftcn on the compuier located at
the user’s ISP (Imemnet Service Provider). The ISP is the
organization providing Iaternet connectivily lo the user. Thal
Web page can contain, in addition to textual and visual data
speeificd in HEML format, “links,” or embedded informa-
tivn (in the form of URLSs) poioting (o the Iniernet addresses
of other Web pages, often on other computers throughout the
Imernet. The user, by selecting a link {often by pointing and
clicking with a mouse}, can then access other Web pages,

which can in um contain further data andfor additional ~

links.

Various extensions o HTML, such as Nelscape's
EMBED tag, allow references 1o other data 1o be embedded
into Web pages. Some browsers are not capable of hanling
data other than text and images. Other browsers can handle
the data in various ways. NCSA Mosaie, lor cxample,
handles references o unknown (ypes of data by allowing the
dala 1o be downloaded to the user’'s computer, and then
optionally invoking an external program to vicw or manipu-
late the data. Recenmt releases of Nelscape Navigator and
Microsalt Internet Explorer take the concept one step fur-
ther: a browser exlension, o “plug-in,” can be automalically
invoked 1o handle the data as il is received from the remote
‘Web page. Other means, such as network program “appleis”
wrilten in the Java language (or a similar language), can be
used 1o extend the functionality of 1he browser cavironment
or actwork,

Digital multimedia data can have extremely bigh storage
and bandwidth requiremenis. In particuiar, video files can be
very large, [rom approximately 10 megabytes to
10gigabytes. In order 1o play video files al speeds approach-
ing their recorded rate at a wser's terminal, the files have 1o
be delivered at a fast, constant speed. Too slow, and the
image plays back slower than originally recorded. If the
speed is umeven, then the video appears jerky, like an
old-time movie.

The network design compromises discussed sbove gen-
crally adversely impact the traosmission of sudio and video
data across the Internct. Whik: a user using a browser to
“surf” the Web might not notice minor delays and transmis-
sion rawe variations while retrieving text and still images,
such defects become apparent and significant when real-time
audio and video information is accessed.

In an attempt 10 solve these problems, Inemet content
providers sometimes spread popular conlent around the
intermel on various servers or delivery siles known os
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“mirror sites.” Each mirror site contains information that is
cssenlially identical to thal of the original site. For example,
if a popular Web sile is located in New Yock, mirror siles
might be located in Los Angeles, London, and Tokyo.
Accordingly, if » European user is having difficulty access-
ing the original New York site, he can hotlink fo the mirror
site that is geographically closest, i.e. London.

However, mirrar siles have several disadvaniages. For
example, mirror sites may be widely distributed
reographicalty, but may not be efficiently distributed on the
network in terms of actual usage, network traffie, cte. Thus,
New York and Los Angeles mirmoe siles might both be
connecied Io the same national Internet service pravider's
network, meaning that difficelly in accessing onc of the sites
might also affect the other.

Funihermore, mirror sites might not be optimally placed 10
teduce load on cach server. Although an “educated guess"
might be made as 10 where a mirror site should be locaied,
actuzl usage patierns might differ. Furthermore, there is no
guaraniee of eohanced performance. The bandwidih of the
mirror site might be Jower than that of the original site, or
it might be overloaded lor athicr reasons.

Moreover, mirror sites are oflen hosied on a voluntary a
basis. M 2 Web site is extremely popular, and a service
provider determines that the subject matter might be of
inlerest to its subscribers, thal service provider might agree
to host a mirror site of the original Web site. Such an
amrangement would be attractive 1o host of the mirror sie
because people would be drawn to the mirror site, and might
botlink 1o other conteat hosted there. Oo the other band, such
voluntary affiances typically arc oot reliable and might be
severed at any time.

Inessence, a mirrar site offers a secondary souree lor data,
which may or may not be: available, and which may improve
user copvenience, but which does not sddress nctwork
Bandwidth ar efficiency. A mirror site does not account for
pecformance characteristics of the petwork, noc identily
available bandwidth which coukl be used 1o clficiently
lransmit video data while st taking advaniage of the
cxisting low-cost pricing schemes such as those on the
Internel.

Currently, there is no guidance in selecting optimal loca-
tions for delivery sites, nor is there a2 knowa method per-
milting, a user to determine which mirror sile 1o connect 1o
that will ensure optimum performance, In fact, the use of
tcaditional mirror site is volumary. Typically, 2 user will ry
t0 access the original site (or a known mirror site), sod will
switch to another mitror site only if performunce is found Lo
be insnfficient aller one or more aliempis. This approach is
an ineficient utilization of network resources. Clearly, mir-
ror siles are nol aa optimum solution to the problem of
ovetdoaded Web siles. A principal reason for this, among
others, is the [allure 1o consider network performance.

Network analysis, particularly the performance of specilic
paths and links aver the Inierel, is well koown and devel-
oped. For example, the “ping” program allows a computer
connected to the [oternet to determine whether a remote bost
is accessible. However, the ping program uses a low-priorily
aetwork prolocol known as the ICMP protocol, and accord-
ingly does mot provide meaningful performance asalysis
infarmation. The “traceroute” program lollows the teansmis-
sion of a message from a compuler 1o a remole hosl, Iracking
delays alonyg each link, and determining the path taken by
the message. The tracecoute application can be used to map
she Aow of data. Flowever, it locks the ability w0 provide
meaningful performanve wnalysis informaton. Fricerowe
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only provides route information for & message propagating
in one direction, and only for one instan! in time.
Morcover, only the conneetivity characieristics of paths
leading o and from the single computer ooning the kests are

typically determined; cxpanding the scope of tesling is ¢

possible but fogisticatly impracticeble, since the Inlernet is
so large.

Traditional nctwork amalysis techniques such as the
“ping” and “tracerouie” programs offer a view of aetwork
connectivily but provide litile understanding of what per-
formance can be expected from providers and mirror sites
across the Interpet. Therefore, only “guesses™ can be made
as to where delivery or micror sites should be located or
which mirror sites should be used 1o optimize performance.

Accordingly, a need exists for a method of determining
overall network performance. A further nced exists [or a
system applyiog that method to enuble content providers (o
dynamically locate data delivery or mirror siles ai aptimum
network locations, and 1o allow users 1o seleet optimum
mimar siles from which to reeeive data.

SUMMARY OF THE INVENTION

The invention is difected (o a system aed melbod for tbe
optimnized distribution of Web content ta sites located around
the Interncl. An inclligent mirroring scheme, cafled here
“Smart Mireoring,” is used v determine the need [or and
distribwtion of wmirror sites and to dircet user requests for
cerfain Web contenl 10 an optimum mimor sile.

A number of “smart” delivery ar mirror sites are used to
distribuic populur Web conteot 1o various pars of the
Imternet. A comprehensive scheme of network anabysis,
based on fests performed by a large number of users, is used
10 intcractively determine the preferred locations for the
sites, anu w delermine the aptimum siles to be used by cach
individual user.

Accordinply, because cach individual user is routed to a
Sman Mirror or delivery site 1hat provides improved
performance, overall network congestion is reduced, [n most
cases, lhe improved server is located electronically close in
a user in order to decrease the number of aetwork connec-
tions over which data must ravel, thereby reducing packet
loss and delay.

Futhermore, setwork analysis reseits aljow message traf-
fic 1o be routed away from those delivery siles and neiwork
regions thal are already overloaded, and toward underuti-
lized servers and networks. This results in an improvemenl
in throughput as scen by cach user, and will thercby increase
the appeal of the content offered by content providers using
the system. Contem providers are able to reach a larger
oumber of users across the Internet without suffering sig-
nificant decreases in performance.

A system according to the invention begins with an
oniginal Web site and at least vne additional deljvery {or

mirror} site. Each user desiring 1o usc the system will be g3

provided, in a prefemred embodiment, with soltware which
includes a confguration wililty and a cliemt program. The
configuration utility is used first to determine which delivery
sites provide improved performance for that particular user.

In one embodiment of the {nvention, the conliguration

utility first downloads a “delivery site file™ from a service
pmovider. This defivery site {ile conlains a fist of available
delivery sites and a list of network tests to be run. The types
of tests and frequeacy of testing 10 be performed may be
specified in the delivery site file, as dependent on the number
of users testing the network and the estimated dmin on
petwork or delivery system capacity.

-
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The configuration utility will run z subset of the lests
specified in the delivery site file. The rest resulis show which
delivery sites yield improved performance for the user, and
also contain information on various generalized petwork
capahilities from the standpoint of the user running the tests,
The network test resuhs and the identity of the choscn
delivery site will be sent {via o-mail in one possible
configuration} back to 1he delivery service provider for
incorporation into Lhe service provider's dalabasc.

The delivery site chosea by the configuration wilily is
then used by that user for the retrieval of all content
managed by the delivery sysiem service provider
Conscquently, when the user is browsing Web conient, and
finds a particutar #tem, e.g. a video clip, that is managed by

5 the service provider's delivery system, the clicnt software

will automatically rotrieve it from the specified “Smarl
Mirror™ delivery site. Site preferences and default siles can
be updated periodically on request, at specified times, or in
response 1o changes in petwork load and taflic.

Marcover, because thie configuration wility of the inven-
tion is peeforming various network tesis and providing the
test resulls to the service provider, valuable data o sysiem
and npetwork performance is available. Such data provides
information on which “Smant Mirror™ delivery sites are
performiog electively and which are pot, which Sman
Mimor delivery sitcs are overioaded, and what portions of
ihe Internet might benelit from the addition of more delivery
sites or capacity.

Such data alse makes it possible to perform such sophis-
ticated network analysis as cnd-to-cod performance
measurements, workload charpeterization, roule slabilily,
and outage metrics. Thus, [rom ab engineering standpoint,
the mitror service provider can continue lo cosure that
improved performance is being provided. From a marketing
perspective, coolent providers ¢an be lold where 1o focale
Smart Mirmor or delivery sites [or improved performance,
and what ISP provides improved delivery.

BRIEF DESCRIPTICN OF THE DRAWINGS

FIG. 1 is a block diagram of an iflustrative neiwork
opology of 4 system aceording to the invention, including
multiple nsers and multiple content providers;

F1G. 2 is a flowchart describing the operation of the

% configuration utility used in a sysiem according 1o the

mvention; and
FIG. 3 is a flowchart describing the operation of a clicnt
propram used in a sysiem according to the invention.

DETAILED DESCRIPTION OF THE
INVENTION

The invention is described below, with relerence o
detailed illusirative embodiments. [t will be apparent that the
invention can be embodied in a wide variety of forms, some
of which may be quite diflerent from those of the disclosed
embodiments. Consequently, the specific structural and
functiona! details disclosed hercin are mercly represcntative
and do not limif the scope of the iovention.

Referring initinlly to IIG. 1, the Internet 10, which is
intended to be repeesentative of wide-area communications
networks in gencral, is depicied as a “cloud.” The Internct is
koowan 10 be an interconnecied nerwork of a large number of
compuiers. Although Intemer-conoected computers that are
“geographically™ near cach other can be “electronically”
ncar cach other on the Intcrnet, such is not usually the case.
However, one compuler conneeled 1o the Intemel can com-
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municite wilh any olher compuler connected 10 the Imemer;
the message will mast likely travel over a path comprising
a seguence of links, or “hops,” between compaters (bt are
directly connected 1o cach olber.

Adirst user teeminal 12 is slso depicted ia FIG. 1. The first
uset lerminal 12 is connected 1o an Internet service provider
(ISP) 14, which is typically jusl a compuier, router, or
terminal server connccted 1o the Inernet 1), An ISP 14 can
bast additional user lerminals, such as a seeond uscr Wmoinal
16. Other ISPs, such as a second 1SP 18, are also cunnecied
to the Imternet 10. A third user terminal 20 ts shown
connected 1o the sccond 1SP 18, Only three user lemminals
are shown; however, it should be recopnized that the number
of concurrent users of the invention is unlimited, sebject to
the operational details set forth below.

As is known in the art, content providers are also con-
nected 1o the Inernet 10, A first copicnt provider 22 might
provide a certain kind of content, for example spornts scores
and highlights, A sccond content provider 24 might provide
a different kind of content, for cxample business news.

Traditivoally, if a aser (such as the one osing the first user
werminal 12) wishcd 10 aceess the conlent provided by the
flrst content provider 22, the lerminal 12 would query the
fiest content provider 22 directly. A request message woold
propagate from (he terminal 12, across the Internet 10, 10 the
content provider 22. The content provider 22 would send the
desired dala across the Internet 10 back to the teominal (2.

Several delivery, or “mirrer” sites are showa conneeted 1o
the Internet 19 in F1G. 1. A first delivery site 26 might be

located 2 smalt mumber of “hops” from the first user terminal

12. A sccond delivery site 28 might be located further away
from the first user terminal 12, bt close to the third user
terminal 20. A third delivery sile 30 might be as close 1o the
ihird user terminal 26 as the second delivery site 28 is. As
previously noted, a user and a3 provider or delivery site that
are “peographically” near each other might not be “clec-
tronically”™ near cach oiber on the Imernet. By deereasing Ure
“clectronic” distance between the user and the provider or
delivery siie, the number of nelwork conacctions and routers
over which data must travel can be decreased.

As discussed above, the Smart Mirroring sysiem acls 1o
improve nctwork performance by decreasing the incidence
of the lorcgoiog actwork problems. Packet loss and delay
problems are generally decreased by redwcing the number of
network connections over which data musi travel, alhough
in some cases, the nelwork lesting procedure of the inven-
tion shows that some longer paths pravide better throughpm
than some shorter paths. Very little packet loss, and essea-
tially no delay, oceurs in network cable; it typically is caused
by averloaded network starage and rosting devices. Because
the Smart Mirror sites of the invention are locared electironi-
cally near each user, packel losses and delays are reduced.
The problem of cxcessive server utilization is reduced
because muliiple delivery sites share the load that typically

would bave been handled by a single server. The relatively

low capacity of the network infrastreciure becomues fess of
a problent, because data retrfeved [rom parallel delivery siies
in dillerent locations generally need not trived over the same
network links.

For the purposes of describing (his invention, a delivery
site is a “node™ on the perwork which may store data or other
files, such as sofiware code, for delivery. The term can alsa
include a site which is responsible for data delivery, inclad-
ing mirror siles, conlent providers, and servers for broadeast
vidco streams or Wb siles.

In the sysiem, a mirror service provider (MSF) 32 is
connecied to the Ioteroet 10, The MSE 32, which exercises
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a management function over the distribution of delivery siles
26, 2R, and 36, and aver the allocation of requests 1o the
original and delivery sites from user terminals 12, 16, and
20, includes a dataliase capable of traosmitting and receiving
data over (he Internet 1.

This management function is [acilitated by the use of a
configuration utitity 34 and a clieat program 36 un within
a storage mecium (i.c. random access memory) on the vser
terminal 12, Alihough the configuration utility 34 and the
clienl program 38 are shown in FIG. 1 as a parl of only the
fiest user terminal 12, it should be recognized that any user
terminal, such as ermioals 16 and 28, porticipating in the
system will usc such software, A usor desiring 10 participate
in the sysiem can oblain the software comprising the con-
fipuration mility 34 and client program 36 directly from the
MSP 32, ar through traditional retail of other clanoels (such
as being part of the browser or operating sysicm of thic
computer). It should be poted that the Functions performed
by the configeration utility 34 in the described embodimeal
of the invention can be inlegrated into gencral Internct
application software, such as a browser or aier nciwork
application; a stand-alonc program is not necessary.

In a prelerred embodiment, the configuration utility 34
miest be ruen by the user, eithee by command or autamaticalty,
before the user lerminal 12 will bave access lo the sysicm.
The operation of the configuration wility 34 is shawn in
detail in FIG. 2.

The configuration utility 34, when first run on the wser
terminal 12, relricves a defivery sile file (Step 40} [rom the
MSP 32 (FIG. 1). If the user already has a delivery site fijic
{e.g., it was received with the configuration uiility 34), and
that delivery site file is suficiently new, the delivery sile file
can be retrieved from the local hard disk of the user terminal
12, “Fhis delivery site file contains a list of all available
delivery sites (such as delivery sites 26, 28, and 30) and a list
of network 1ests 1o be run af the user terminal 12, In the
coniext of the sovention, there can be as few as two delivery
sites, ar if the number oF users justifics il, a5 many as several
thousarx!, The number of sites in principal is unlimited, with
soch available delivery site represenied in the delivery sile
file.

The delivery site file is generated by the database from
wilhin the MSP's computer system. The dalabase applica-
tion uses information about the user to dynamically deter-
wine the oplimum tests to run. Consequenily, the delivery
sile file need not contain entries for every delivery site in
existeace; the list can be Lailored to include only those sites
which appear appropriale or [casible.

Initially, the magnitude of run-time variation in est con-
figurations for the delivery system users is low; that i3, the
first group of users all run essenliafly the same tesis. As fhe
delivery service grows, hawever, the inlensily of cach usee’s
testing is reduced in order 10 compensate for the increased
magnitude of lesting network-wide. The scope of testing and
the number of delivery siles 1esled both can be narrowed 1o
uriher reduce the aggregate Joad of neiwork testing.

In onc embodiment, the delivery site file will have a
format gencrally as follows:

1. File Revision Number and Message. The file includes
this field 10 determine whether 2 new version of the
configuration utility 34 is available. I the revision
number in the delivery site file is higher than the
version number for the configuration utility, configu-
ration is not allowed. Instead, the user would be
prompied o acquire a newer version of 1he configura-
tion wlility 34. File revision vetification as described
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herein ensures that ihe most up-fo-dale delivery site

scleclion algorithms are applied to the test dala gener-

ated by the confliguration utility 34.

2, Adist of available Smart Mirror delivery siles. For each
available delivery sile, the [ollowing inlormalion is
provided:

2. Host pame. In the known Intermnet format of
“arww.server.com.”

b. IP Address. A numerical nternel address m the
known format. The address is presenily a 32-bit
npumber of the [orm wax.y.z, where w, 2, ¥, und 2 are
cach in the range of 0 to 235,

c. Allernate Name. An informal name such as “The
Fimst Mirror Site.”

d. A list of lests to be executed. For cach tesi, the

following informatios is provided:

i. Test ID. Each type of test hias a wnigue idemilier
known 10 he configuration utility 34.

ii. Weighting factor. Eachi test will be weighted by a
specilied percentage.

iii. Frequency. Each 1est is not necessarily run every
time. This ficld specifics a probability, determin-
ing how often a particular test will be run.

iv. Additional Information foptional}. For certain
tests, additional information may be needed.

. Site Preference Level Each sile cag be given a
weighting, or preference level, between, for
example, 1 and 100. As discussed below, apgregate
data in the MSP's datzbase is used 1o perform
network usage analysis not possible with only the
single user's instanianeous end to end testing. The
weighting [netor provided here is used o incorporate
1he 1est resulls received from the service provider's
database. This weighting faclor is also used to limit
assignment of new users to a delivery site once a
predetermined maximum usage level has been
reached.

£ Test Site Flag. I this flag is enabled, the forcgoing
1ests will be run, but the site will not be assigned as

[}

a delivery site even if it yields be best performance.

g. Content Provider Groups. Each site can belong 1o
coe or more content provider groups, thereby mir-
roring oaly certain content, If a user is not inlenested
in the types of data hosted by 2 particular delivery
sile, then it does oot need 1o be tested.

The confignration utility 34 then queries the user (step 42)
for various items of information reeded in the configuration
process, for exzmple, the wser’s name, c-mail address,
password, modem speed, and information related to access
control (e.g. whal fevels of various anributes are viewable
by the user). The secess conlrol mechanism will be dis-
cussed in furtber detail below. To one embodiment of the
invenlion, the information reccived from the user is
courypted ancl stored in o coaliguration file on (e user
terminal 12,

The configuration ulility 34 then determines whether the
user terminal 12 is connected 1o the Internet (step 42). ooy,
it will iniliate a conneclion (step 44) or prompt the user to
do so.

Aseries of setwork tests §s then performed (siep 46). One
or more lests can be performed for cach available siie listed
in the delivery site file; not all sites in the {ile need 10 be
tested.

The [ollowing test types are presemily considered (o
provide uscful data:

1. Ping. Provides information op whether a remole server

is reachable, and il so, how long it tukes for a Jow-
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priorily message o travel round uip from the user
terminal 12 to the remote server and back. Ping is 2
simple wst uselul in deciding whether a site is available
for further evaluation. Excessive times returned by the
ping application cap be used 1o climinale delivery
systeros which are far joo “slow”™ for cflective infor-

mation dslivery. This test is used by the terminal 10
reduce the number of delivery siles Iested.
Traceroute. Provides information on what route is laken
by 2 messape [rom the user lerminal 12 0 a remote
server, including what sysiems are used aloog the way,
and how long cach hop takes. Traceroute is used by the
configuration program 34 (o document the path of
information transmission. Scveral traces with dilfering
resulls might inciicale that the stability of the route from
1 particular user 1o 2 specilic server is nol acceplable,
Previously aggregated data on particular routes, [rom
the service provider’s sysiem database, may also influ-
ence the decision Lo choose a particular delivery site for
a specific user. Route stability is the primary coosid-
cratioa.

Reverse Traceroute. Provides information en whal
oute is taken by a message from a remote server (o the
user terminal, including what systems are used along
ihe way, and how long cach hop takes, Reverse Trme-
croule is used by the conliguration program to docu-
memnt the path of information receipl. Several traces
with differing resulis might indicate that the siability of
the route from a patticular scrver 1o a specific user is
not acceplabile. Previousty apgregated data on particu-
lar routes, from he service provider's system dalabase,
may also influcnce the decision lo choose a particular
delivery site [or a specilic user. Aguin, route stability is
the primary consideration.

. Dynamic Tracerouie. Similar 10 iraceroute or reverse

traccroute, bul berween any specified pair of computers
on the loicrnel. Dynamic Traceroute is used by the
configuration program la document a path of informa-
tion transmizsion. Scveral races with differing cesulls
might indicale that the stability of 1he route berween
two network locations is not acceplable. Previously
aggregated data on panticular routes, from the service
provider's system database, may also influence the
decision to choose a padticular delivery site for a
specific user. As above, route stability is the primary
consideration.

. Name Server Resolution Delay, 1§ the sumeric Interel

addiess is uaspecificd, a name server lookup is per-
formed 1o delermine what aumeric address corresponds
lo the desired host mame. This process can lake a
substantial amount of time,

Throughput. A sample file is dawnloaded, or partially
downloaded, from the romote server 1o determine the
actual throughput in bytes per second.

Throughput variation. A sample file is downloaded, or
partially downloaded, [rom the remote server to deler-
mine if the througbpui is relatively constant or fluciu-
aling.

Error rate. A sample file is downjouded, or partially
downloaded, from Lhe remole seever to determine if the
transmission is subject to transmission erors. ‘This
information is oblained by counting the number of error
message packels returned to the user, thereby learning
of the error rate from the user o the server, and by
wacking the number of hyles received as a fraction of
the number of byies transletred, thereby learning of the
error rale [rom the server to the uscr,
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9, Packet Fragmentation. A sample file is downloaded, or
partially downloaded, from the remole server lo deter-
mine il the ransmission is subject 1o fragmentation or
oul-of-order packet reception.

10. Capacity Query. IF the remote server is so cnabled, the
configuration utility 34 queries the server Lo determine
its irapsmission capacity and its average load. This
information is collecied via the Simple Network Man-
agement Prolocol (“SNMP™), which is supported by
ncarly ail Inlernet servers.

11, Macroscopic Nerwork Analysis. The dma accumu-
fated by the MSP database offers a global view of
getwork behavior. This information permits the Smart
Misror sysice user 10 have a hislorical view of the
performance of the avaitable delivery siles. The aceu-
mufated data is manipulated by the delivery system
database to analyze network performance, in order to
emphasize usage jn high-capacity areas of the nelwork,
while deemphasizing usage in areas already expericnc-
ing diminished performance.

Information on haw cach of the foregoing lests are
performed is well known in the arl of actwork analysis. See,
¢.g., Bob Quinn end Dave Shute, Windows Sockers Nejwork
Programming {Addison-Wesley 1996). In anc embadiment
of the invention, testing is accomplished by performing a
“ping™ test to verify whether a server is reachable, a series
of small {e.g. 20K} downloads, a series of large (c.g. 200K)
downloads, and “traceroule™ ond “reverse tracerouie™ lesis
10 document delivery paths.

The traceroule information is used by the MSP 32 10
correlate test data lo information in its database; in that way,
panticulady bad netwark links and servers can be identified.
Such information is provided in the delivery site file dis-
cussed above; if a particular link or server is knows 10 be
unreliable, based on information obtiined from other uscrs,
an individual user can be rowed away from it, even il a
single test gives good resulls.

The short downloads are used to determine scrver capac-
ity. The name server resolution delay can be determined by
sueh a test, as well as the time it takes a secver 1o begin
sending dala, The Tater result is strongly related 10 server
load, capacily, and performance.

The long downloads sllow the confliguration utility 34 1o
deicrmine how packet loss, setwork congestion, and server
utilization affect file delivery. 1 is not ideal to delcrmine
which of the foregoing [actors is causing decreascd perfor-
mance based on lest reselts from a single wser. However,
such resulis in the aggregate, as stored in the databiase
mainlained by the MSP 32, indicate the rool causcs,

1t should be noted that some of 1he 1est cesults may be used
in conjunction with olher test resulls. For sxample, the load
on a delivery site as determined through a capacity query can
be divided by the resulis of a throughput tes¢ 10 derive an
average expected download time, given the load characler-
istics of the scrver.

Aler all specified tests are run, the results are collected
and processed (siep 48). I is possille that centain tests were
not able 1o be successfully performed; in such cases, Lhe
resulis should indicate an appropriate worst-case value {e.g.
zero throsghput or extremedy high delay).

It is important to nole that not all possible tests will be
pecformed each time the configuration wiility 34 is run.
When a large oumber of users is using the syslem, a
substaptial drain on server aml petwork capacity would be
coused by the lesting procedure alone, increasing the down-
ward spiral of network performance previously discussed.

As noled above, a test frequency number is stored in the
delivery sile file for the purpuse of dynamically controlling
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the number of users performing a test. The lesting performed
by the configuration wility 34 is performed to achieve
stalislical confidence in deciding which delivery site is best
suited for data delivery 10 a particular user, Statistical
confidence is oblained by cither festing 3 small sample of
users sufficiently well and using that data to influence the
choice of a delivery sile, or by having a large oumber of
users each “lightly” test scveral available sites and using that
data in the aggregate.

Accordingly, when the systern is uscd initially, o relatively
small number of users are “enrolied” in the system. The
delivery site file maintaincd by the MSP 32 reflecis those
conditions, and requires cach user lo fest the noiwork
(through the coafiguration ulility 34) selatively heavily. As
the number of users increascs, the delivery site file is
modified 1o decrease e tests perfanmed by each user. By
the time a very large aumber of users arc using the system,
the configuration wility 34 may predominanly test for
delivery site reachability (via a “ping”-type test, as discussed
above), and rely primarily on fesl data provided by other
users and slored it 1he database maintained by the MSP 32.
However, even when many users are lesling lhe syslem, 2
small number of users (c.g. one in 5,000) may be selecled 1o
o a comprehensive set of fests.

Prefcrably, testing should not centribute more than
approximately 5% of tolal scrver load, One way to reach this
goal is o Tightly test a large aumber of servers, yiclding a
group of delivery sites having adequale performance. This
group of delivery sites can then be used in rolation 1o
resrieve data. Information on multimedia clip actval dowo-
load times for cach of the delivery siles in the group is
accumulated as discussed below, and further information on
delivery site podoraance can then be fumished 1o the MSP
32 transparently, without the need for furiher outright test-
ing.

Accordingly, on the basis of tbe collected test resulis, and
oo information pravided in the delivery site file by the MSP
32, the configuration wility 34 delermines which delivery
site, or group of delivery siles, is best {or the user terminal
12 (step S0). This determination can be made pumerically by
weighting the various tesis performed and comparing the
score {or cach site.

In 2 presently prefered embodiment, for use in a low-
tralfic covironment with a relatively small number ol deliv-
ery sites and uscrs, the canfiguration utility 34 relics prima-
rily on ping and throughput tests for cach available delivery
site. An ioftinl ping test is perfomed to detsomioe il a
delivery site is reachable. Shorl and long downloads are
performed in the throughput 1ests to deteemine the maximum
and minimum throvghputs [rom the delivery site, aad 10
determine whether throughput variation is small cnough to
accommodate the ransmission of video data. Accordingly,
those tesls are alf given high weights. Other tests, such as
traccroule, can be performed, and the resulls reporied 1o the
MSP 32, without playing 2 role in the choice of delivery siles
{sveh ather tests can be given weights of zero, o nearly zero,
for example). As the size of the system increases, and
additional delivery sites and users are cnrolled, the sitc
selection formula can be altered, by changing (he delivery
site file contents, 1o refiect changing network conditions.

[ one embaditment of the invention, a proprictary graphi-
cal interface is provided so that the location of the user amd
the Jocations (both peographic and electronie) of cach siw
tested can be displayed on a monitor conaected 1o the uscr
werminal 12, allowing a visual indication of the melnive
distances between sites. In one embodimen, 1he display is
shown in the form of a “radar sereen,” upon wiich the user
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tierminad 12 and delivery sites are displayed zs “blips”
superimpossd over @ map of the pertinent geographical
region. In arder 1o eacourage the user o use the application
and 1o offer more petwark-wide dais, the user interface can
allow the user o enter an “ad-hoc™ test site for additional
performance testing. In this case, the configuration wility
will sl eithor the defaull Web page file (c.g., “index.uml™)
ar a specific file requested by the user, Analysis resulls from
the user-sclected site are adjusied so that reasonsble com-
purisons cap be made with results from other sites.

Tt should be noted that multiple scis of delivery sites can
be maintained by the invention, io accommodate several
groups of confent providers, Each coplent providir might be
mirrored only at certain sites. Accordingly, for cach content
provider having o unique sci of deivery sites, a primary
delivery site is selected by the configuration utility 34, To
accomplish this, the foregoing tests can be run once, and
then, in ont embodiment, a oumerical weighting can be
applied 16 cach appropriate sct of delivery siles. A plurality

of Smart Mirror siles is selected, ooe for each content 2

provider group. The content provider groups is specified in
the delivery site file; each possible delivery sile is identified
as belonging 10 one or more contenl provider groups. Whea
content provider groups are used, there can be as few as two
groups; the maximum number is cssentially unlimiled.

It should also be noted hat a prioritized ranking of
delivery sites can also be generated and maintained. If this
is done, Failure of the primary Smart Mirror site to respand
will allow the system to [all back to the next-highesi ranked
Smuart Mirmor site.

Afier a Smant Mirror site is selecied, certain data will be
sem o the MSP 32 (step 52) via c-mail or other Internct
electronic protocol. The information received by querying
the user, the identity of the selectcd Smart Mirror sile, and
all raw est data and resulls, including the time and date at
which cach test was rua, is compiled imo a text file (which
is encrypted in one embodimeat). Upon receipt by the MSP
32, the data is stored in 2 database [or use in managing and
analyzing the system.

Finally, the configuration utility 34 save the identity ol the
sclected Smart Mirror sile for cach set of delivery siles, or
the prioritized list, to the {encrypted) configuration file (step
54). The configuration utility may also save information on
relative performance [or cach tesied delivery site. The client
program 36 uscs the encrypted configuration file fo down-
load data files (video clips or otber content) from the
appropriste Smarl Mirror sile.

1t should be noted thal in the opecatioa of the sysiem, i
MSP 32 performs certain functions. The MSP 32 maintains
the delivery site fist, adding and deleling siles as necessary.
The MSP 32 also maintains 1he database of network
performance, containing information received via c-mail or
other means from users runsing the configuration wility 3.
As large amounts of dala are received {rom aumerous uscrs,

the databasc can provide valuable information on the per- 5

formance and other characteristics of the Tniernel and por-
tions thereof. Various dala processing techniques are known
to derive such information.

The Incations of the delivery siles used with the invention
are uhimately determined by a aumber of factors, including
marketing considerations and cosl/benelit analyses.
However, the data stored in the MSP's dalabase can confirm
the utility of placing a delivery site ala given location on the
Internet or other network. In one embodiment, servers are
lncated an each major backbone (povtion of the Intemet
maintained by a single corporation) and on other Internet
lines serving larpe numbers of users, such os the major lines

10
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operated by the Regional Bell Operating Companies
("RBOCS"). In certain nebwarks serving large numbers of
users or having heavy video delivery traffic, servers can be
placed al major Poinis of Presence (“POPS™) for the network
10 ensure that cach user has excellent i a fosl server.

Once the configuration wility 34 has been rn, the wser
cin ust the system 1o enable and facilitute the receipt of data
liles, specifically video clips, audio clips, soflware
programs, and oiher contenl.

As time pusses and the usage pativros of 1 user's rogion
of the Inieenct change, the user might become dissalisfied
with the performance of (he Smart Mirror sile associaled
will: his user termina] 12. [{ that happens, the user is [ree ©
re-rue the configuration utility 34. By that time, additional

5 delivery sites might have been placed inlo service, ar a

different pre-existing site migit perform betler than the one
previously assigned. Furthermore, il the player program 36
determines that the selected Smart Mirror sile is nol per-
forming adeguately {e.g., it has failed three times out of en
attempts), lbe player program 36 can prompt b user 1o
re-run (ke configuration utility 34, ln other cmbodiment of
the invention the testing and mirror assignment is run
automatically with cach request for a file on ihe Sman
Mirror service or al some intermiticnl times such as after
wevery other, every third, every tenth or every one bundredih
request,

In one embodimeat of the invention, the $man Mirror
system is used to locate a delivery sile from which 10
download a video or andia clip (“clip™) referenced on a Web
page. In this cmbodiment, the elient program can be refesred
1o or considered a “player progeam.” The player program, in
addition 1o carrying out the functions of the client program
36, cuables the retrieval and playback of vidvo dina,
Ordinarily, a browser program 38 is nun on Ihe user lerminal
12 10 view Web contenl. Browser programs lypically used
include NCSA Mosaic, Netscaps Navigalor, and Microsoll
Internet Explores. The browser program 38 allows the user
10 liotlink among varivus Web sites on Lhe lnlermet.

The EMBED tag is used within HTML. documents 1o
indicale which Web pages include conteat managed by the
sysiem. When the browser program 38 receives a Web page
cogtaining an EMBED 1ag, a download of the file referenced
by the tag is commenced, and the file type is apalyzed. I the
file is of n type bandled by the player program 36, e
MPE®G, the browser program 38 iniliates the player program
36. The contcats of the tag are then passed by the browser
progrzm 38 1o the player program 36.

The player program 36 (FIG. 1) provides the Smart
Mirroring services facilitated by the MSP 32, The operation
of the player progeam 36 is shown in detail in FIG. 3.

The player program first analyzes the EMBED g o
determine if there is an “SM™ (Smart Mirror) parameler
(step 60); the presence of such a parimeter indicates that the
cmbedded clip is enabled for Smant Mimoring. Dala asso-
ciated with the “SM” parameter specifies the particular
content provider from which (e desired clip originated, as
well as the proup of mirror servers Lhat particular content
provider uses.

If the player program 36 detennines that the EMBED tag
references a video clip or other conteat handled by the
system {step 62), the traosfer of the embedded clip from the
conlent provider 22 is stopped. The player program 36 then
exiracls access control or rating information from the
EMBED statement (stop 64), il any cxists. This raling
information is compared against Ihe reference levels siored
in the configuration file stored st the user terminal 12 (slep
66). If rating information does not exist for the clip, the
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configuration (ile is queried 1o determine whether vorated
clips, as defined below, may be played (sicp 68). Bascd on
the foregping information, the player program 36 will sautho-
rize or decline the viewing of the desired clip.

i playback is authorized, the piayer program 36 altcmpls
to fod the referenced clip oo the local compuler belonging
to the user teeminal 12 (Step 70). 1L it exists there, it is oot
re-downloaded, and can be played directly on the computer
{from the disk or from RAM) (step 72). However, the time
and date of creation of the clip on the local computer is first
verified against the ime and date for the clip availabile on the
network, o determine if the stored clip is the most recent
version (step 74). 1 it is not, the stored clip is discarded (step
76) and 1he download proceeds as follows.

If the clip does not exist on the Jocal computer, e player
creates a new URL (siep 78) in the following form: “hnp://,
plus the [1? address of the selecied Smart Micror site stored
in the configiration file, plus the path name 10 mirror fles
(e.g. “fpub/mirroe/™), plus the name of the conlent provider
taken frota the “SM"™ parameler in the EMBED stalement,
plus the filename taken from 1he EMBED stalement. The
constricied URL is used to retrieve the selected clip from
the appropriaic Smart Mirrar site selected by the configu-
ration utility 34 (step 80). I more than one set of delivery
siles exists for diffcrent content providers, the *S5M™ param-
cler is farther used by the player program 36 1o detlermine
which Sman Mirror site in the configuration file is to be uscd
in the constructed URL (step 82).

If the clip corresponding (0 the constructed URL is not
[ound at the Sman Mirror site, ar is wnable 10 be accossed,

then the download procecds from the next-highest ranked 3

Smart Mirror site in the configeration file (step B4). IF ail
delivery sites fail, the downioad proeceds (rom the original
content provider’s sile as specified direcily by the EMBED
statement.

Il playback is disallowed, the player preveats the clip
from being trunsferred (step 88) and displays a bitmap (slep
90) advising the user that the dowaload is nol be permitted.

If the player program 36 determines that the EMBED 1ag
references a video clip or other content not handled by the
svstem, The player will cheek whether the access eontrol
fevel sel in the conliguration file allows the user 1o play these
clips or ather files which are cansidered “unrated” (step 92).
I['so, the clip is transferred {rom its original content provider
22 by iraditional means (step 94), and the player program 36
displays the dowaloaded file {step 96}, If not, the player
prevents the clip from being translerred (siep 98) and
displays a message (step 100) advising 1he wser that the
download is nol permilled.

Upon download, \he data lile representing the desired clip

is stored wilhin a specified data arca on the local computer, s

usually on (he hard disk, belonging to the user terminal 12
{step 1U2). In onc embodiment, 1his data arca cam be
managed on a least-recently-used basis by the player pro-
gram 36. Thal is, if no rcom in the data area remains for a
oew clip, the Ieast-recently-used (or viewed) clip or clips can
be discarded to make roon: {slep 104),

In one embodiment of the invention, the clieat program 36
is capable of sending messages 1o the MSP 32 (step 108} o
reflcct whether downloads wen: successful. This message
conlains the Inlernct address of the user terminal 12, the
identity of the sciected server sei, the Internel address of the
sife used 1o accomplish the download, 1he Intemel addresses
of all sites which failed, the name of the file downloaded,
and the time 1o download the [ie. This information can also
be psed by the MSP 32 10 track file downloads and to
determine, in real time, whether there arc any probiems with
anyy Smanrl Mirror sies.

at
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Altemnatively, the client program 36 can maintain a small
local database of file transfer performance. Each download
would then be timed, Specifically, informalion can be gath-
cred on the time it takes a server to begin sending the
requested file, the stability of the data transfer rate, and the
crrar cale of the transfer. At some interval (e.g. weekly or
anee every 100 downloads), o message containing the aceo-
mutaled file transfer performance information, as well as the
user and server information discussed above, would be sent
(aulomatically or upon request) to the MSP 32 (siep 106) 10
update the MSP’s database. This addilional information
increases 1he MSI's “knowledge” of nerwork performance
withou! incurring any additional testing overhead.

This dala is especially valuable in ascertainiag the per-
lormance of delivery siles, for the purposc of asscssing the
quality of service purchased from the delivery site provider,
and for documenting the quality of scrvice 1o coolent
providers, to suppon the cost of 1he system. It is recogoized,
hawever, that much of the same information can be obtained
through new users mioning the configuration wiility 34.

Furthermore, the provision of download information to
the MSP facilitates the use of 1he invention as a promium
subscriplion-based service. As successful downloads are
Iracked in a dambuse, each user can have an associated
“account” o track charpes. The user can be charged for usc
of the Sman Mirror sysiem by the file, by the megabyic, by
the monih, or by other known means. Io one embodimeat,
the EMBED rtag associated with a {ilc conizins billing
information, or 2 “price” {or the file. The invention's track-
ing of download performance allows disconnts or eredits to
be issued if downloads are found 1o be uoduly difficult or
slow,

To cnsure (bat files stored on Smart Mircor delivery sites
are used anly by authorized users of the invention {e.g. those
users haviog paid accounts), the files stored at the delivery
sites can opliopally be in encrypted form, aml the down-
leading step described above can include a decryption slep.
Such encryption and deceyplion can be pecformed by well
known means.

As discussed above, the clips managed by the invention
can have content raling information associated therewith.
This is accomplished by providing a “PG” parameier in the
EMBED statement corresponding to the clip. In onc
embodimenl, four characieristics are rated: nudily, sexuality,

5 prolanity, and violence, Accordingly, the PG parameler can

be specificd by a four-digit argument. Each characienistic is
rated on a scale of ooe la three. One corresponds 10 no
fihering (i.c. all conlent is allowable), iwo corresponds Lo
some filtering (c.p. equal to levels typically allowed in
broadeast wlevision), and three corresponids to the mosi
extensive fillering (e.p. for children). The ratings levels
contained in the EMBED statement for 2 file are compared
1o the tatings [ifler levels contzmed i the configuration e
stored at the user lerminal 12 in the [oregoing authorizalion

s process, aod ooly authorized {iles are transferred.

In view of the above, it will be appreciated that embodi-
ments of the invention may be employed in many different
applications 1o permil the acquisilion and apalysis of per-
formance data for networks belween a given user and
contenl pravider or delivery site. Thus, although the
described embodiment illusirates the sysiem operaling
within the context of the Internet, it is recagnized that such
a syslem could prove 10 be useful in other octwork
eovironments, such as corporale “intranets.” Momover,
atthough the illustrative ecmbodiments are described prima-
rily for use in a video delivery system, it should be recoa-
nized thal 2 system acvording 1o the isvention can be wsed
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1o distribute various other kinds of compuler daa (e.g.
application  programs, database ~files and other business
information, virtual reality files, mullimedia such as Mae-
romedia Shockwave files, and large wext files such as boaks)

as well. Such ather types of dala can be managed by the 3

invention in difleremt content provider groups as discussed
in detail above; a dilferent type of program {rather than the
player program 36) typically would be invoked at the user
terminal 12 1o view or use other types of daia.

1t should also be noted thal certain functionality described
as performed al the wser terminal 12 (specifically, certain
functions performed by the configuration utility 34, or
clicni/player program 36) can be implemented as a standa-
lone program, as a “plug-in™ or “helper application”™ 10 run
within 2 browser program, or as a Java applel downlosded
from a delivery sile to run within a browser covironment.
For user lerminals capable of running the Microsolt Win-
dows opcrating system, an environment known as Microsofi
AcliveX is also useful,

While certain exemplary struciures aod operations have
been described, the invention is not so limited, and its scope
is 10 be determined according to Lhe claims set forth below.

What is claimed is:

1. A melhod of content delivery managed by a service

pravider on hehalf of participating canten! praviders in a 25

distributcd compuler network, comprising:
locating delivery sites at given network locations, witerein
a given detivery sile supparts content from one or more
participating content providers;

18

agpregating and maintaining actwork pecformance data,
wheruin the setwork perlormanee data is generated by
accamulating data [rom a plurality of 1ests;

using the network performance data to associale a given

request with a prefecred delivery stie; and

delivering conteat from tbe preferred delivery site,

wherein the content is sclected [rom a set of contem
lypes that include: Web conlent, streuming media and
sofllware applications,

2. The method of content delivery as described in claint |
further including the siep of tracking delivery of the content.

3. The method of comtent delivery a5 described in claim 1
furiber includiog the step of collecting Gle transfer perfor-
mance data about a given coment download.

4. The method of content defivery as described in claim 1
furiber meluding the siep of collecting quality of scrvice
data with respect (o a given delivery site,

5. The method as described in clain 1 further including
he step of charging for delivery of the cantent.

§. The meihod of conient delivery as described in claim 3
whercin a charged amount is based on 3 number of byies
delivered.

7. The method of contem delivery as described in claim 5
whecein a charged amount is based oo a time period of nse,

B. The method of content delivery as described in claim 3
wherein a charged amount is based on the coment delivered,
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