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NOV - R (V4N THE UNITED STATES DISTRICT COURT
wicnaeL w oESRHE NORTHERN DISTRICT OF ILLINOIS

CLERK, U.S. DISTRICT COURT  EASTERN DIVISION
DIVINE TECHNOLOGY VENTURES, an )
Itlinois general partnership, )
) 121
s 020 8
: ) on'No.
v. )
)
EXPRESS MEDIA GROUP INC. d/b/a ) Jury Trial Demanded
DVD.COM, a Delaware corporation, )
) JUDGE GRADY
Defendant. ) Dﬂ[‘llETED

MAGISTRATE JUDGE
COMPLAINTNOV 1 2 2008ERALDINE SOAT BROWN

Plaintiff divine technology ventures (“divine) brings this complaint against defendant
Express Media Group Inc. d/b/a DVD.com (*DVD.com”) seeking damages, injunctive relief and
other relief for patent infringement.

THE PARTIES

1. divine is an Illinois general partnership with its principal place of business at 1301
North Elston Avenue, Chicago, Illinois.

2. Upon iﬁformation and belief, DVD.com is a Delaware corporation with its
principal place of business at 5890 West Jefferson Boulevard, Los Angeles, California.

3. Upon information and belief, DVD.com is an Internet-based retailer specializing
in movies, music and games on DVD and has sold over one million DVD’s online. It operates
an interactive site on the World Wide Web located at www.dvd.com (“DVD.com Site”) through
which customers in this District and elsewhere may order DVD’s.

4, DVD.com conducts continuous and systematic business in Illinois and this

District. For example, it: (a) routinely offers to contract, via the DVD.com Site, with persons in
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Illinois; and (b) promotes its goods and services to, and solicits contact from, persons in Illinois
via the DVD.com Site.

5. Upon information and belief, DVD.com makes, uses, sells and/or offers for sale
systems and processes to operate its business at the DVD.com Site. In general, the DVD.com

Site includes a network-based sales system that allows customers to purchase products over the

Intemet.
JURISDICTION AND VENUE
6. This Court has jurisdiction over divine’s patent infringement claims under 28
U.S.C. § 1331 and 1338(a).
7. This Court has personal jurisdiction over DVD.com because it has transacted and

is transacting business in this District, both generally and regarding the allegations in this
Complaint, and because DVD.com has committed tortious acts within this District.

8. Venue properly lies in this Court under 28 U.S.C. §§ 1391(b), (c) and 1400(b)
because DVD.com is subject to personal jurisdiction and has committed acts of patent
infringement in this District.

COUNT I

Patent Infringement of U.S. Patent No. 5,715.314 — 35 U.S.C. § 271

9. divine realleges and incorporates by reference the allegations in Paragraphs 1
through 8.

10.  On February 3, 1998, United States Letters Patent No. 5,715,314 (““314 Patent™)
was duly and legally issued for an invention entitled “Network Sales System.” A true and
correct copy of the '314 Patent is attached as PX1.

11.  divine owns all rights, title and interest in and to the '314 Patent.
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12. DVD.com has directly infringed the claims of the '314 Patent by making, using,
selling and/or offering to sell its systems and processes to operate the DVD.com Site.
| 13.  divine gave written notice by letter dated September 18, 2002 to DVD.com of its
infringement of the '314 Patent.
14. DVD.com will not stop making, using, selling and/or offering for sale its systems
and processes to avoid infringing the '314 Patent.
15. DVD.com’s infringement has been deliberate, willful and wanton and with full

knowledge of the '314 Patent.

16. DVD.com’s conduct has caused divine to suffer and, unless enjoined by the
Court, will cause divine to continue to suffer damage to its operation, reputation and goodwill.
17.  divine has no adequate remedy at law. DVD.com’s conduct has caused and, if not
enjoined, will continue to cause irreparable damage to divine. As a result of DVD.com’s
wrongful conduct, divine is entitled to injunctive relief.
COUNT 11
Patent Infring ement of U.S. Patent No. 5,909,492 — 35 U.S.C. § 271

18.  divine realleges and incorporates by reference the allegations in Paragraphs 1
through 17. |

19. On Junel, 1999, Unitéd States Letters Patent No. 5,909,492 (*“492 Patent™) was
duly and legally issued for an inventioﬁ entitled “Network Sales System.” A true and correct
copy of the '492 Patent is attached as PX2.

20. divine owns all rights, title and interest in and to the '492 Patent.

21.  DVD.com has directly infringed the claims of the '492 Patent by making, using,

selling and/or offering to sell its systems and processes to operate the DVD.com Site.
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22.  divine gave written notice by letter dated September 18, 2002 to DVD.com of its
infringement of the '492 Patent.
23.  DVD.com will not stop making, using, selling and/or offering for sale its systems
and processes to avoid infringing the '492 Patent.
24. DVD.com’s infringement has been deliberate, willful and wanton and with full
knowledge of the '492 Patent.
25. DVD.com’s conduct has caused divine to suffer and, unless enjoined by the
Court, will cause divine to continue to suffer damage to its operation, reputation and goodwill.
26.  divine has no adequate remedy at law. DVD.com’s conduct has caused and, if not
enjoined, will continue to cause irreparable damage to divine. As a result of DVD.com’s
wrongful conduct, divine is entitled to injunctive relief.
RELIEF REQUESTED
WHEREFORE, divine requests that the Court enter a judgment in divine’s favor and
against DVD.com and provide divine the following relief:
A. Order, adjudge and decree that DVD.com has infringed the '314 Patent in
violation of 35 U.S.C. § 271;
B. Order, adjudge and decree that DVD.com willfully and knowingly infringed the
'314 Patent;
C. Order, adjudge and decree that DVD.com’s infringement of the '314 Patent is
exceptional under 35 U.S.C. § 285;
D. Order, adjudge and decree that DVD.com has infringed the '492 Patent in

violation of 35 U.S.C. § 271;
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Order, adjudge and decree that DVD.com willfully and knowingly infringed the
'492 Patent;

Order, adjudge and decree that DVD.com’s infringement of the '492 Patent is
exceptional under 35 U.S.C. § 285;

Issue preliminary and permanent injunctive relief prohibiting DVD.com and its
respective parents, principals, officers, agents, affiliates, servants, attorneys,
employees and all others in privity with it from:

(i) infringing the 314 Patent; and

(ii)  inffinging the '492 Patent;

Award divine damages for patent infringement including prejudgment interest and
costs against DVD.com under 35 U.S.C. § 284;

Award divine three times its damages to compensate divine under 35 U.S.C. §
284;

Award divine its reasonable attorneys’ fees under 35 U.S.C. § 285; and

Award such other and further relief as the Court may deem just.
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JURY DEMAND

divine demands trial by jury.

Dated this 8th day of November 2002.

Michael J. Abernathy

Robert M. Barrett

Lisa A. Carroll

Jason A. Engel

BELL, BOYD & LLOYD LLC
Three First National Plaza

70 West Madison Street, Suite 3300
Chicago, Illinois 60602

(312) 372-1121
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Respectfully submitted,

%4@

One of the Attorneys for Plaintiff
divine technology ventures
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buyer computar 12 merchant computer 14 payment computer 16
24
r

user requests advertisements

26
buyer computer sends
advertising document URL
10 merchant computer

8
merchants computer feiches
adventising document from
adverising document data base

30 ~
merchant computer sends
advertising document

to buyer computer ‘
32 ‘
I UseT requests a producﬂ

- ' 34

buyer computer sends payment URL A to paym:
computer; payment URL A includes product
identifier. domain identifier. payment amount,
rnerchant computer identifier. merchant account
identifier. duration time, expiration time, payment
URL awmhenticartor. and a buyer network address

s
payment computer verifies
whether payment URL
authenticator was created from|
contents of payment URL A
using cryptographic key

38
End payment computer sends document
< 1o buyer computer indicating that OR
access the to the network sales
svstem is denied.
40

FIG. 2A
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buyer computer 12 merchant computer 14 payment computer 16
36
40
~
pavment computer checks
whether expiration time
has past '
~41
payment computer sends document
End -«@—{ to buyer computer indicating that -~ OR
expiration time has past

42
payment computer checks to
see if buyer network address in
payment URL matches buyer’s
computer natwork address
OR
43
) payment computer sends
< document indicating that
End access to network
payment system is denied
Y
44

FIG. 2B
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buyer computer 12 merchant computer 14 peyment computer 16
42

\4

/

pavment computer sends paviment
confirmaticn document to buyer
computer: payment confirmation L 58
document includes open link (URL C)
and continue link (URL B)

OR
r 46 ~ 60
| user opens new account| | User continues with payment
‘ {user aiready has an account)
62
buyer computer sends payment URL B 1o
paymeat computer; psyment URL B is similar

paymeat URL A but also indicates that an
account does exist

buyer computer sends payment URL C to payment
computer: payment URL C is similar to payment
URL A but also indicates that an account does not

yet exist
\-

a8 S0

payment Computer creates
new account document

payment computer sends new account

r_ document to buyer computer %

FIG. 2C o
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44 32 | 62
! N
34

uSer enters new account name.
account password credit card
number. security information and|
expiration date ol credit card and
presses a “submit”™ button

36
buyer computer sends new account
information to payment computer

58

payment computer
enters new account

A |

|

64 payment computer creates
\..| account name and password

66 | request message

£
payment computer sends

account name and password
~68 request message to buyer
computer

uSer enters account
name and password

r 70
buyer computer sends account
name and password to paymen

computer . n
r

payment computer verifies whether
user name and password are correct

A
OR

payment computer sends document to

End -p——————f buyer computer indicating that access
to the networks sales system is denied

Jd -

FIG. 2D
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buyer computer 12  merchant computer 14  payment computer 16
2

payment computer determines

whether additional security is

U warranted. based on, e.g. whether
the payment amount exceeds a

7

threshold
77 _ if additional
/- 75 security is
user enters security \_| warmanted. payment
information computer creates a
chailenge form
document and sends
it to buyer computer
buyer computer sends /- 79 /- 81
security information to _
payment computer payment computer
determines whether
security information is
correct
/‘ B3
payment computer
sends document to
buyer computer CR
End -4 indicating that access
to the nerwork sales
system is denied

82 82

FIG. 2E
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buyer computer 12  merchant computer 14 payment computer 16
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payment computer checks
seltlement database 10
82 determine if user has

— unexpired access to the
domain identifier contained in
the paymemt URL

AN
", | R

payment computer sends to buyer
compuler option to repurchase, or to

86 use previously purchased access
™
buyer sclects o
repurchase item r 87
OR payment computer calculates an
i 35 | actual payment amount that may
bu 1 I
pt:cet::s::c::ctr:mus A differ from the payment amount
contained in the payment URL

92 76 76
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buyer computer 12 merchant computer 14 payment computer 16
82.87

y

payment computer
76 verifies whether user

- account has sufficiemt
funds or credit

/.78

payment computer sends document 1o |
End 4——— buyer computer indicating that user
accoumt does not have sufficient funds

OR

payment compuier creates
access URL which includes
merchant computer identifier.
80 domain identifier. product
N~ | identifier. end of durarign
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and access URL authenticator
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- user account, merchant account, end of duration time.
and actuai payment amount in settlement database

r90

| payment computer sends redirect to
‘ access URL to buyer computer

92 9
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merchant computer 14 payment computer 16
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Y

buyer computer 12

101
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computer network address matches the
network address specified in the access URL

/- 103

merchant computer sends document
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merchant compuier sends
fulfillment document 10
buyer computer

\ 102

buyer computer displays
fulfillment document
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FIG. 2




Case: 1:02-cv-0812?43?cument #: 1 Filed: 11/08/02 Page %&%f 83 PagelD #:20

5,715,314

Feb. 3, 1998 Sheet 11 of 25

U.S. Patent

141

4 ve "Old

18-0tr sda1s o £11
snoJojeue sda)s unopad somndiuos J
134nq pue 191ndwos jJuanied

patusp

st wasLs SIes JoMIIU 0] 55308
yep) Supestput 191nduiod 194nq o)
Ju3amep spues Jamdwod wauled

1 %4

J.o\

womonuIne TdN
1w Susddoys pue *sum uotyeaidxa
*I) VONRMP “INJIUIP! UMOIIY

Loy onydesBordro Treg3us I3y RSPt 1ndwod
e Sisn N s Suiddoys Jo . ey aIaW .:.aoEm nw4ed
bwanios siuamos WOy PAIeILI TeM 33YnuIp! UIRLOP JAYNUIP!
soesnuapne TN wed Smddoys 1onpoxd sapnyaut Y e Sutddoys
Iaym saYLIA 1nduwod wIwmled ‘1amndwod uawied o1 “THN
e Suiddoys spuss omdwiod J94nq
ou / _
g01 -/
Zf woig

o[ 1ndmoa juomied #1 1omndwos nregdism

Z1 1ndmoas 19éng

T AP I ey e




Case: 1:02-cv-0812mc'ument #: 1 Filed: 11/08/02 Page Zﬂﬁ 83 PagelD #:21
™ ‘

. U.S. Patent Feb. 3, 1998 Sheet 12 of 28 5,715,314

buyer computer 12 merchant computer 14 payment computer 16
13

pavmenl computer creates of
r updates payment URL for shopping
HE | can
|
OR j
|_70R 7 124
user r':quﬁﬂ dlspll)‘ user requem
of shopping cart purchase of
16— contents of
fall shopping cart
buyer computer [ 126
sends ferch shopping buyer computer
cart request 1o catses payment ] 16
payment cotnputer URL for shopping e 1 S1P
cart io be activated 19
. C
o payment computer and
~ buyer computer perform]
steps analogous to steps
64-81
r 120
payment computer
122 returns contents of
buyer computer displays _{__‘_ shopping cart to
shopping cart buyer computer

FIG. 3B




Case: 1:02-cv-0812]'&.(€)cument #: 1 Filed: 11/08/02 Page %’;'{ 83 PagelD #:22
™ .

i

U.S. Patent Feb. 3, 1998 Sheet 13 of 25 5,715,314

buyer computer 12 merchant computer 14 payment computer 16
/-' 128

user requests

smart statement

-

r 130 ' { 132

buyer computer sends

smarnt statement URL to payment computer

pavment computer verifies whether sman
statement URL
authenticator was

created from contents of
smart statement URL

using cryptographic key

134 —or

payment computer
_sends document to
indicating thar access
is denied

payment computer checks 10 determine
136 whether buyer network address in )
“ smart statement URL maiches buyer’'s
computer network address

End. - I " A_

138 | payment computer sends document
\.| indicating that access is denied

140 payment computer and buyer computer
\. | perform stcps analogous to steps 64-81

'

FIG. 4A "




Case: 1:02-cv-08121 Ddcument #: 1 Filed: 11/08/02 Page 23.Qf 83 PagelD #:23
I'._! Y 4;‘9@ y

U.S. Patent Feb. 3, 1998 Sheet 14 of 25 5,715,314

buyer computer 12 merchant computer 14 payment computer 16

140
164. 170 4/
v ' ' payment compuler retricves
144 142 setiiement dala from settlement
[ \.| database and creates smart
statement document for buyer and
buyer computer displays sends smart statement document
received document to buyer computer
Z ) <
T
—4% I 146
User reqhesls payment details for
a particular ransaction f 150 N

ter and buyer
buyer computer sends payment -/MS gaompuymczrc::il'?m steps a:alozﬂus
detail URL to payment computer 1o sieps 132-140

132 payment compuler retrieves from
\ settlement database data

- | comesponding to the payment
transaction specified in the
payment dewil URL. crestes detail
document. and sends it to buyer

computer

FIG. 4B

154. 166




(w

. Case: 1:02-cv-0812H¢?cument #: 1 Filed: 11/08/02 Page H 83 PagelD #:24

. U.S. Patent Feb. 3, 1998 Sheet 15 of 25 5,715,314

buyer computer 12 merchant computer 14 payment computer 16
144 144 . 144

Y Y ¢
/-154

user reguests
cuslomer service

buyer computer 158
sends customer 156 -
service URL to _/
payment computer

160\
{ user types comments _ |
1
buyer computer sends
user's comments to jz

payment COMpUtar creates
customer service form and
sends it 10 buyer computer

payment computer
166 payment comguter posts
r user commen:s and sends
user requests display 164 | thank you document to
1 of a product \ buyer computer
Vs 168
buyer computer sends
aceess URL 10 snerchant
comptter
r 170
buyer computer and
merchant computer
FlG 4c perform steps analogous
. ' 10 steps 94-104




Case: 1:02-cv-08121 Mment #: 1 Filed: 11/08/02 Page 25 of 83 PagelD #:25

R

B U.S. Patent Feb. 3, 1998 Sheet 16 of 25 - 5,715,314
Fila  Qptions  Navigate Annolate ' Help
Document Title:| Mead Data Central: Internst Information _

Document URL: | http://www.openmarketcon/danc/Ti5/mall/ ne @
2N
Mead Data Central: Internat information
November 18, 1993
LC’s debut on the Internet: Lihrary of Congress catalog On the L—
Text of Abstract
of Article
VERCONICA: A GOPHER NAV‘IGATIOHAI. TOOL ON THE
INTERNET
October, 1993
k|
Oata transier complete:
et eyl ) s G

FIG. 5




Case: 1:02-cv-0812}-5‘30ument #: 1 Filed: 11/08/02 Page ;&qf 83 PagelD #:26

. U.S. Patent Feb. 3, 1998 Sheet 17 of 28§ 5,715,314

File Qptions Navigate  Annotafe Help
Document Title:| Opun Market Payment -
Documsnt URL:| http://payment.openuarket.con/ben/nph-payment | @
3
Open Market Ii’aymont |

You have selacted an item that requires payment
Aarchant:Test Merchant
Descripticm:Mead Data Central Article
Amcunt:1.83(US currency)
If you bave an Opan Xarkst scocount click on "continua® balow and you will be promptsd fex

your account nage and paseverd. If you de not have AR SOCOURE, YOuU CAR establish oom
on-iine and return to this page to continue your purchase.

an account on-lins ' |

wvith payment transaction.

BNOTE:For demonstrations usa the account name tsstussrfopeanmarket.ocomwith
the passwvord testuser.

Open Market, Inc.

<]

Dats transfor .complate:

) s o) v S ) o] e Wisios) (iess. Wegos)
FIG. 6




.Case: 1:02-cv-08121 i:ument #: 1 Filed: 11/08/02 Page 27.gf 83 PagelD #:27
Rapument oe 2453 Pag

U.S. Patent Feb. 3, 1998 Sheet 18 of 25 5,715,314

| file  Qplions  Navigate  Annotate

Lelp
Document Title:| Establish OpenMarket Account
Document URL:| http://payment.opensarket.com/service/dastabli. @
&

Card Wumber: | ]
Expiration Data: : {format MM/YY)

Check the appropriate boxes:
01 am the owvner of tha above credit card.

QThe above sddress is alsc ths billing address for this credit card.

Your OpenMarket actount statament is available on-1ina. At your option you may »

copy of your statemant sutomatically sent toyour s-mai) addressat weaklyor monthly
intarvals. Please chiooss a statament option.

O ¥Waekly statements () Honthly statemants )No s-mail statements =t

Account name and password

Plaase choosa 8n account name and passvord for your OpenMarket sccount. We
suggest UsSing an account name that is unique and sasy to resesbar such as your
e-sail addrews. Your password should be § charactars or longer.

Account Nams

Passwvord

(i s () o) i) v A s s Widow) Ciose“Wide)
FIG. 7




. Case: 1:02-cv-0812 ocument #: 1 Filed: 11/08/02 Page f 83 PagelD #:28
‘]..Ri) : g %ﬁ-q g

5,715,314

Sheet 19 of 25

Feb. 3, 1998

U.S. Patent

8 "Did

_.

T[]

[eoued

amm—

9 jo)ytewuado’

I

Juawked 12 1uN02dY loxepy uedQ Joj areulasn lojug
‘pejoajoad sy lJuewnoog




Case: 1:02-cv-08121 D‘g{ment #: 1 Filed: 11/08/02 Page 29 of 83 PagelD #:29

- I
. S

U.S. Patent Feb. 3, 1998 Sheet 20 of 25 5,715,314

File  Options Navigate  Annotate

Help
Document Thie:{ opan Market Payment
Oocument URL: | attp://payment.openmarket.com/ben/nph-paynent @
———

>

Opean Mearket Paymont

You have selected an item that you have purchased racantly.
Karchant: Test Marchant

Desoription: Mead Data Central Article
Amount: 3.85(UB currency)

This coulas ha becausée you would like to the it
e ppen Y bary ol 8gain or 1t way have happened
You can:

» Go directly to the previcus jtes
¢ Go ahsad and buy the ltewm again

Open Market, Inc.

(Back] (Forward){Horne] feload] [Oeen-]Save As J({Chonej How Widow] [Close Window]
FIG. 9




- Case: 1:02-cv-0812p§i>cument #: 1 Filed: 11/08/02 Page %ﬂ-ﬂf 83 PagelD #:3_’0

. U.S. Patent Feb. 3, 1998 Sheet 21 of 25 5,715,314
£ile  QOptions  Navigate  Annolale Help
Document Title:] LC’s debut on the Internet; Library of Congr
Document URAL:| http://vwww.openmarket.com/¢e720£58dacd4abdlcs @

LC's dobut on the Internet Library of Congress
catalog

Taxt of Article

) )P e e e ) )l W) [GisWridesd

FIG. 10




Case: 1:02-cv-08121 D

.

L

ument #: 1 Filed: 11/08/02 Page 31 of 83 PagelD #:31

U.S. Patent Feb. 3, 1998 Sheet 22 of 25 5,715,314

File  Qptions Navigate  Annotate

Help

Document 'I'Ituzl Smart Statement for Test User @

Document URL: | http://payment.opennarket.con/in/nph~statone

Information about the item.
Transactions In October 1954

Test Nerchant Dilbert subscription 20 seconds amount $0.10
Test Nerchant Mead Data Cantral Article amcunt $3.95
Test Merobant Mead Data Central Article amount $2.9%
Test Marchant Mead Data Cantral Article amocunt $2.9%
Test Eerchant N.Y. Times Article amount $0.50

Test Kerohant Mead Data Central Article amount $2.9%
Test Marchant Mead Data Central Article amount $2.98
Teat Merchant Mead Data Cantral Article amount $2.95
Test Marchant Mead Data Central Article amount $2.95
Tsat Marchant Mead Data Cantral Article amount $2.95%
Test Marchant Mead Data Central Article amount $2.95
Test Nerchant Mead Data Central Article amcunt $2.98

Mon
Tus
Tue
Tue
Tua
Tue
Wad
Wad
Ned
Wad
Wed
Wead
ed Teast Marchant Head Data Central Articlae amount $2.95

§388388583338

Your total is 33.08.

Previous Statoments

¢ Saptombar 1994
e  August 1994

Raturn to your Nevest Statement

Feedback

You can send us comaents and suggestions hers.

&

([Back] (For ward) {Heme) eload} [Open-]{Save 4s. ] (CTone]flaw Window)(Cioss Window]

FIG. 11




Case: 1:02-cv-0812;¢ﬁfcument #: 1 Filed: 11/08/02 Page ;i.qf 83 PagelD #:32

. - U.S. Patent Feb. 3, 1998 Sheet 23 of 25 5,715,314

file  QOptions Navigate  Annotate Help

Documant Title:| smart Statement Datail
Document URL: | http://paymnent.opennarkat.com/#c632£154ccadzl @

A
Smart Statement Detal] |

Thiz is the deatailed information about a particulear transaction from your Smart Statsment

Transaction Information

url: http://wwi.opsnaarket.con/dencs/augls/mall/nead-£ingerprint/akarticle.cyo
trl.nmt.l.un_.loq_ut 30254.0

currencys

f.rmactlen_dltﬂ THIIT 743D

ipitister: 1.0

adpiration: 2992000

desacription: Mead Data Central Article
apount: 2.95

baneficiaxy: 3.0

tp_lddr.ul 199.170.183.1)

Merchant Information

talaphons: 617-611-9501
airans_1: Open Markat, Inc.
addreas_2: 215 Frirst Street

fax: 617-6321-1703

address_)1 Cambridqge, MA

smpil: testmarchantfopsnmarket.com
principal_name: Teat Marchant

<l

[Back){Forwara][Home) Fiekoad] [Cpen.J[Save_As.]lone} New Window] [Close Window]

FIG. 12




Case; 1:02-cv-08121 Dgcument #: 1 Filed: 11/08/02 Page 33 of 83 PagelD #:33
aa -~

U.S. Patent

Feb. 3, 1998 Sheet 24 of 25

5,715,314

file  Qptions  Navigate  Annotate Help

Document Title:] smart Statement Detail

Document URL:| http://paynent.openmarket.com/§c632£154cc8021 §
A

url: http://www.cpanmarket.con/dasos/augls/mall /asad= fingarprint/mkarticls.cgo
cransaction_log_id: 50254.0

currency: US

transattion_dace: THL1I7763)

initiator: 1.0

axpiratien: 2593000

description: Msad Data Central Articlae
amount: 2.9%

beneficiary: 3.0

ip_sddress: 199.170.183.1)
transaction_type.p

domaint mead. inturnet-1

Marchant Inforrnation

telaphone: 617-451-9501
address_l: Open Markst, Inc.
address_2: 215 First Strest

fax: 617-621=170>

address._): Cambridge, MA

email: testmerchuntfopensickat.com
principal_nams: Test Narchant
howme_urlt

country: U

postal_code: 02143

Foesdback

Youi can send us cosments and suggastions hare.

[Back]Forward] [Hoine) Hsload][Open](Save_As][Clons|Naw Window] [Ciors Window]

FIG. 13




.Case: 1:02-cv-0812]rgg'cument #: 1 Filed: 11/08/02 Page 34 of 83 PagelD #:34

. U.S. Patent Feb. 3, 1998 Sheet 25 of 25 5,715,314
File  Oplions Navigate  Annotate Help
Document Tile:} opan mx-ﬁ Feadback
Document URL: | bttp://payment.opanmarket.com/ben/fesdback.cg @
I

Oor if you prafer, you can sand your corments via electronic mail to
fasdback@openmarkat.com or via FAX to +1,617.621.1703.1f you would rike a reply
pleass include your e-mall address.

Your Open Market accound name (cptional):

L ]

Your E-nall addrass (optional):

Subject:

Your conmants:

gl D
| subait reearack |

() o) [ ilonc) (OB Sve ] Gl o _Wingow) [Cies Wndw]
FIG. 14




- Case: 1:02-cv-0812(s3‘)cument #: 1 Filed: 11/08/02 Page ?jﬁf 83 PagelD #:35

5,715,314

1
NETWORK SALES SYSTEM

REFERENCES TO APPENDICES

Microfiche appendices A~G, 4 shects of 192 images total.
are being submitted with the present application.

A claim of copyright is hereby made by Open Market.
Incorporated with respect to the soffware code contained in
the microfiche appendices, as of the date of first lssuance of
a U.S. patent based oa this application. The copyright owner
has no objection to the facsimile reproduction by anyone of
the microfiche appendices as they appear in the Patent and
Trademark office patent file of records. bat reserves all other
copyright rights whaisoever.

This invention relates to user-interactive network sales
systems for implemesting an open marketplace for goods or
scrvices over compuier networks such as the Internet.

U.S. patem application Sez. No. 08/168.519, filed Dec. 16,
1993 by David K. Gifford and entitled “Digital Active
Advertising.” the entire disclosure of which i3 hereby incor-
parated herein in its entirety by reference. now abandoned,
describes a network sales system thet includes a plurality of
buyer commputers. & plimality of merchant computers. and a
payment computer. A user at a buyer camputer asks to have
advertisements displayed. and the buyer computer requests
advertisements from a merchant computer, which scads the
advertisements o the buyer computer. The user then
requests purchase of an advertised product, and the buyer
computer sends a purchase message to the merchant com-
puter. The merchant computer constructs 4 payment order
that it sends to the payment computer. which authorizes the
purchase and sends an authorization message 1o the mer-
chant computey. Whes the merchant computer receives the
authorization message il sends the product to the buyer
computer.

The above-mentioocd patent spplication also describes an
aliernative implementatioa of the petwork sales system in
which. when the user requests purchase of an advertised
product. the buyer computer sends a paymeni order directly
to the payment computer. which seads an authorization
message back to the buyer computer that includes an
unforgeable certificate that the payment order is valid, The
buyer computer thes constructs & purchase message that
includes the unforgeable certificate and sends it to the
merchant computer. When the nerchant computer receives
the purchase request it sends the product o the buyer
computer., based upon the pre-antharized payment order.

SUMMARY OF THE INVENTION

In coe aspect. the imvention provides a network-based
sales system that includes at least one buyer computer for
operation by a user desiring to buy a product, at least one
merchant computer, and at [east oae payment computer, The
buyer computer, the merchant computer. and the payment
computer are interconnccted by s computer network. The
buyer computer Is programmed to receive a user request for
purchasing a product, and to canse a payment message to be
sent to the payment computer that comprises a product
identifier identifying the product. The payment comgriter is
programmed to receive the payment message. 10 cause an
accesy message t0 be created that comprises the product
Identifier apd an access rucssage authenticator based oo a
ayptographic k2y, and to cause the access message to be
sent 10 the merchant cormputer. The merchant computer is
programmed to recelve the acoess message. to verify the
access message sutheaticator (o ensure that the access
message authenticator was careated using the cryptographic

10

0

40

43

2
key. and to cause the product 1o be sent to the user desiring
to buy the product.

The invention provides & simple design architecture for
the network sales system that allows the merchant cormputer
to respond to payment orders from the buyer computer
without the merchant computer having to communicate
directly with the payment computer to ensure that the user
is authorized to purchase the product aad without the
machant computar having to store information in a database

y Tegarding which buyers are arthorized to purchase which

products. Rather, whea the merchant computer receives an
access message from the buyer computer ideotifying a
product to be purchased. the merchant computer need only
check the access message to ensure that it was created by the
payment computer (thereby cstablishing for the merchast
computer that the buyer is authorized to purchase the
product), and then the merchant computer can cause the
product to be sent to the buyer computer who has been
authorized to purchase the product.

It ancther aspect, the invention features a network-based
sales system that inclodes st [cast one buyer computer for
operation by a user desiring 10 buy products, at least one
shopping cast computer, and » shopping cart databeso con-
nected to the shopping cart computer. The buyer computer
and the shopping cart computer are interconnected by a
computer dctwork. The buyer computer is programmed o
receive a phurality of requests from a user 1o add a plurality
of respective products to a shopping cart in the shopping cart
database, and, In response io the requesis to add the
products, to scodd & plurality of respective shopping cat
messages (0 the shopping cart computer cach of which
includes a product identifier dentifying one of the plurality
of products, The shopping cart computer i3 programmed to
receive the plurality of shopping cart messages. to modify
the shopping cart in the shopping cart database to refiect the
pPlurality of requests to add the plurality of products to the
shopping cart, and 10 canse a payment message associated
with the shopping cart to be created. The buyer computer is
programmed to reccive a request from the user to purchase
the plurality of products added to the shopping cart and to
cause the paymenl message o be activated to Initiate a
payment tmasaction for the plurality of products added w0
the shopping cart.

In ancther aspect, the invention features a network-based
link message sysiem that includes at lcast oae client com-
puter far operation by a client user and at least one server
computer for operation by & scrver user, The client

- and the server computer are Interconnected by a computer

network. The client computer is programmed 1o send 2
initisl link message to the sexver computer. The server
computer 1s prograrumed o reeelve the initial ok message
from the client computer and to create, based on information
contained in the initial link message, a sessjon link racssage
that encodes a state of Interaction betweea the clicot com-
puter and the server compuier. The scssion link message
includes a session link authenticatar. computed by a eryp-
tographic function of the sessioa link conieats. for authea-
ticating the sessios Link message. The server computer is
programmed to cause the session link message to be sent o
the client computer. The clieat computer is programmed 10
causc the session Link message to be sent to a cornputer in
the netwark that is programmed to authemicate the session
link message by examining the session link suthenticator
and that is programmed to respond to the sessiom link
message based on the state of the interaction betweea the
client computer and the server computer.

In another aspect, the inveation features a network-based
sales system that includes s merchast daiabase having a
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plurality of digital advertiscments and a plurality of respec-
tive product fulfillment items. at lcast one ereation computer
for creating the merchant database., and at least ooe merchant
coroputer for causing the digital advertisements to be trans-
mitied to & user and for causing advertised products 1o be
transmijited to the user. The crealion computer agd the
merchant computsr are interconnected by a computer net-
worke The crestion computer is programmed Lo create the
merchant database, and to transmit the digital advertise-
mzois and the product fulfillment jtemns to the merchant
computer. The merchant computer is programmed to receive
the digital sdvertisernents and product fulfillment items. to
receive a request for a digital advertisement from a user, to
causc the digital advertiscroent 10 be scot to the user, to
receive from the user am access message identifying an
advertised product, and to cause the product to be sent to the
user in accordance with a product fulfillment item comre-
sponding to the product.

In another aspcct, the invention features a hypertext
statcrpent system that includes a clicot computer for opera-
tion by a clicat user and one or more server computers far
operation by a server user. The clicnt computer and the
server compulsrs are interconnected by & computer netwark.
At least one of the server computers is programmed to
record purchase transaction recards in a database. Each of
the purchase transaction records Lacludes a product descrip-
tion. The server compwter is programmed to transmit s
statement document that includes the purchase transaction
records to the chient computer The client computer is
programmed to display the product descriptions. 10 receive
a request from the cliemt user to display a product core-
sponding to a product description displayed by the client
computer. aod to cause a product bypertext link derived from
a purchase ransaction record to be activaied. At least one of
the server computers is programmed to respond to activation
of the product hypertext link by causing the product to be
sent to the clieot computer.

In another aspect, the invention featurcs a network pay-
oeat system that includes at least one buyesr computer for
operation by a user desiring to buy a product and at least coe
payment computer for processing payment messages from
the buyer computer, The buyar camputer and the payment
computer are interconnected by a computer network. The
buyer computes is programmed to canse & payment message
10 be sent to the payment computer. The payment /message
includes a product Identifier identifying the product that the
user desires to buy. The payment computer is programmed
10 receive the payment message, tO CAUSE an ACcess Inessage
to be created 10 chable the user to access the product. and to
record a purchase trapsaction recard in the settlement data-
base. The buyer computer Is programumed to cause & request
for purchase transaction records 10 be seat to the payment
computer. The paymest computes is programmed to receive
the request for purchase ransactioa recards and to cause a
document derived from the purchase transaction records to
be sent to the buyer compiner.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 Is a block diagram of » hetwork sales systzm in
sccordance with the present invention.

FIG. 2 (2-A through 2-T) is a flowchart diagram illustrat-
ing the operation of a purchase trapsaction in the network
sales system of FIG. 1.

FIG. 3 (3-A through 3-B) is a flowchart diagram illus-

tating the use of a shopping can for the purchase of &5

products in connection with the network sales sysiem of
FIG. L

]
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FIG. 4 (4-A tlxough 4-C) is a flowchart diagram Mus-
trating the operation of a smart statemcat {a the netwark
sales system of FIG. 1.

FIG. 8 is & screen snapshot of an advertising document
that the merchant computer seads to the buyer computer in
FIG. 2.

FIf}. 6 is a sareen snapshot of a confirmation docunent
that the payment computer sends to the buyer computer in
FIG. 2 '

FIG. 7T is a screed snapshot of & new account docitment
that the payment computer sends to the buyer computer in
FIG. 2

FIG. 8 is a screen snapshot of an account name prompt
that the buyer computer creates in FIG. 2.

FIG. 9 is a screen snapshot of a document that the
payment computer scnds io the buyer computer in FIQ. 2
and that provides an optioa cither to repurchase or to use a
previously purchased access.

FIG. 18 is a screen snapshot of a fulfillment document that
the merchant computer sends 1o the buyer computer in FIG.
2,

FIG. 11 is a screen snapshot of a smart statement docw-
ment that the payment computer scads to the buyer com-
puter in FIG. 4.

FIGS. 12 and 13 xe screen snapshots of a ansaction
detall document that the paymeat computer seads o the
buyer computer ia FIG. 4.

FIG. 14 is a screen snapshot of a customer service form
that the puyment computer sends to the buyer computer in
FIG. 4.

DETAILED DESCRIPTION

With refereace to FIG. L a network sales system in
accordance with the prescat invention includes a buyer
computer 12 oparated by a user desiring to buy a product, &
merchanl computer 14, which may be operated by & mer-
chant willing to sel} products to the buyer or by a manager
of the petwork sales cystem. a payment computer 16 typi-
cally operated by a manager of the network sales system,
and a cyeation computer 20 typically opesated by the mey-
chant. The buyer, merchant, payment. and creatioa comput-
ers are all inter-connecied by a computer network 10 such as
the Internet.

Creation computer 24 is programmed to build a “store” of
products for the merchant, A printowt of a computer program
for use i creating such a “store™ in accordance with the
prescot invention is provided as Appendix F

The products adveatised by merchant computer 14 may
be. for example, newspaper of newsletter articles available
for purchase by buyers. Creation computer 20 acaies 3
digital advertisecment datsbase 18 that stares advertising
documents (which may for example be in the form of
summaries of Rewspaper or newsletier articles, sccompanied
by prices) and product fulfillment items (which may be the
products themselves if the products can be transmitted over
the network, of which may be hard goods identificrs if the
prodocts are hard goods. Le., durable products as opposed to
information products), Creation computer 28 transmits con-
tents of the advertising document database 18 1o merchant
computer 14 to cnable the merchsot computer to cause
advertiserments and products to be sent to buyers. Merchant
computer 14 maintains advertising documents locally in
advertising document database 15, Ia an alteroative
cmbodiment, the creation computer does not have a local
digital advertisement database, but instead updates a remote
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advertising document database on a merchant computer.
These updates can be accomplished using HTML. farms o
other remote database technologies as is understood by
peactitioners of the at.

Faymept computer 16 has access to a setilement database
22 in which payment computer 16 can record details of
purchase trapsactions. The products may be organized into
various “domains™ of products. and payment computer 16
can access settlement database 22 to record and retrieve
records of purchases of products falling within the various
domains. Payment computer 16 also has access to & shop-
ping cant database 21 in which a “shopping cart” of products
that a user wishes to purchase can be maintained as the user
shops prior to actual purchase of the contents of the shop-
ping cant.

With refarence to FIG. 2. a purchase transaction begins
when a user at buyear computer 12 requests advertisernents
(step 24) and buyer computer 12 accordingly sends an
advertising document URL (universal resource locator) to
merchapt computer 14 (step 26). The merchant computer
fetches an advertising document from the advertising docu-
ment database (step 23) and scads it to the buyer computer
(step M). An cxample of an advertising document is shown
in FIG. §. Details of URLs and how they are used are found
in the microfiche Appendix G.

The user browses through the advertising document and
eventuily requests a product (step 32). This results in the
buyer computer sending payment URL A to the payment
computer (step 34). Payment URL A includes a product
identifier that represents the product the user wishes to buy,
a domain identifier that represents & domain of products to
which the desired product befongs. & payment amount that
represents the price of the product, a merchant
identifier that represents merchant computer 14, a merchant
acoount ideptifier that represents the particular merchant
acoount to be credited with the payment amount, a duration
time that represents the length of time for which access to
the product is to be granted to the user after completion of
the purchase transaction, 20 expiration lime that represents
8 deadlioe beyoud which this particular paymemt URL
canpol be used, a buyer network address. and a payment
URL authenticator that is a digital signarure based on a
ayptographic key. The payment URL authenticator is a hash
of other infarmation in the payineat URL, the hash being
defined by & key shared by the merchant and the operator of
the payment computer.

In an altermative ecmbodiment, step 34 consiste of the
buyer computer sending a purchnse product message to the
merchant computer, and the merchant coloputer provides
payment VRL A to the buyer computer in response to the
purchase product message. In this altemnative embodiment,
payment URL A contains the smne contents as above, The
buyer computer then sends the payment URL A it has
received from the merchant computer 1o the payment cot-
putez.

When the payment computer receives the payment URL
it verifies whether the payment URL authenticator was
created from éhe cootents of te payment URL using the
cryplographic key (step 36). If not. the payment computer
sends a document to the buyer compuler indicaling that
access 10 the network sales systern is denied (step 38).
Otherwise, the payment computer determines whether (he
expiration time has past (step 40). If it has, the payment
compuier sends a Jocumnest to the buyer computer indicat-
ing that the time has expired (step d1). Otherwise, the
paymeat computer checks the buyer computer network

5
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address to see if it malches the one specificd in the payment
URL (step 42). If it does not match, the payment computer
sem.mmmwyummmm;m
access to the nciwork payment system is denied (step 43).
Otherwise, the payment computer sends a paymest confir-
mation document to the buyer computer, the payment cos-
firmation documnent including an “oper™ link and a “cos-
tinue™ link (step 44).

An example of a confirmation documeat is shown in FIG.
6. The confirmation document asks the user to click on a
“coutinue™ button if the user already has an account with the
payment compuier, or o click on am “open”™ button if the
user does not already have an account and wishes o open
one.

-1 the user clicks on the “open” button (step 46). the buyer
computer sends payment URL C to the payment computer
(step 48), payment URL C being similar to payment URL A
but also indicating that the user does not yet have am account.
The payment computer creates a new account documest
(step 58) and sends it to the buyer computer (stcp 52). An
example of a new sccount document is shown i FIG. 7.
Whea the user receives the pew account document bic caters
the pew accoust name. an account password. a credit card
number. the credit card expiration date. and security infor-

¥ mation such as the maiden name of the user's mother (step

54). and presses & “submit" button (oot showa in FIG. 7).
The buyer computer sends the new account infarmation to
the payment computer (sicp 56). which epters the new
accoust ia the settlement database (step 53).

I the user clicks on the “contiauc™ button (step 64). the
buyer computer sends paymeat URL B 1o the payment
compiter (step 62), payment URL B being siruilar to pay-
ment URL A bat also indicating that the user atready has an
acooumt. The payment computer then instructs the buyer
companter 10 provide the account aame and password (steps
64 2nd 66). and the buyer computer prompts the user for this
information by creating am account name prompt (exzmple
shown in FIG. 8) and a similar password prompt. The user
enlers the infarmation (step 68) and the buyer computer
sends the account name and password to the payment
computer (step 78).

The payment computcer verifies whether the user name
and password are caect (step 72). If they are not comrect,
the paymeot computer scods & document W the buyer
computer indicating that access to the network sales system
ds denied (stop 74). Otherwise, the payment computer deter-
mines whether additional security is wazranted, based om,
¢.g., Whether the payment amount exceeds a threshold (step
73). Xf additional sscurity is warranted, the com-
puter creates a challeage form document and seads it to the
buyer computer (step 75). The user enters the security
information (step T7). the buyer computer scnds the security
information to the payment computer (sicp 79 and the
paymeni computer determines whether the security infor-
mation is correct (step 81). i it is not comrect. the payment
computer sends & document to the buyer computer indicat-
ing that access Lo the network sales system is denied (step
83).

If the security information is comect, ar if additional
security was not warranted, the payment computer checks
the scitlement database 10 determine whether the user has
unexpired access to the domain identifier contained in the

- payment URL (step 82). If s0, the payment computer sends

45

to the buyey computer a document providing aa option either |
to repurchase or to use the previously purchasod access (step
84). An exampie of such a document is shown ia FIQ. 9. The
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user cap respond to the recent purchase query docuneat by
choosing to access the previously purchased document (step
85} or 10 go ahead and buy the cumrently selected product
(step 86).

If the user chooses to access the previously purchased

docurnent. the buyer computer skips to step 92 (see below).
H the user chooses to buy the amrently selected product. the
payment computer calculates an actual payment amount that
may differ from (he payment arnount conlained in the
payment URL (step 87 For cxample, the purchase of a
product lo a certain domain may cntitle the user 10 access
other products in the domain for free or for a reduced price
for a given period of time.

The payment computer thea verifies whether the user
accoupt has sufficient funds or credit (step 76). If not, the
payroeat computer sends a documeat 0 the buyer computer
indicating that the user account has insufficient funds (step
78). Otherwise. the payroens compuler creates an access
URL (step 80) that includes a merchant computer identifier.
a domaia identifier. a product identifier, an indication of the
eod of the duration time for which access to the product is
to be granted. the buyer network address, and an access URL
sutbepticstor that is a digital signature based on a crypto-
graphic key. The access URL authenticator is a hash of other
information in the access URL. the bash being defined by a
key shared by the merchant and the oparater of the payment
computer. The payrest computer thea records the product
identifier. the domsin. the uwser account, the merchant
account, the end of duration Lime, and the actual payment
amount in the settlement database (stcp 88).

The payment computer then sends 8 redirect to access
URL (o the buyer computer {step 98). which sends the access
URL 1o the merchant computer (step 92). The merchant
computer verifies whether the access URL authenticator was
created from the contents of the access URL using the
aryptographic key (step 54). If not, the merchant computer
sends & document to the buyer compuler indicating that
access to the product is denied (step 96).

Otherwise, the merchant computer verifies whether the
duration time for access o the pooduct has expired (step 98).
This is done because the buyer compulex can request ccess
to a purchased product repeatedly. If the duration time has
expired. the merchant computer sends a document to the
buyer computer indicating that the time has expired (step
100). Otherwise the merchant comnputer verifies that the
buyer computer nctweark address is the same as the buyer
network address in the socess URL (step 101), and if so.
sends a fulfillment document to the buyes computer (step
102), which is displayed by the buyer computer (step 104).
Ab cxample of a fulfillment documeat is shown in FIG. 18,
Othegwise, the merchant computer scnds a docitment to the
buyer computer indicating that sccess is not allowed (step
103).

With refarence now to FIG. 3. when the merchant com-
puter sends the advestising documeint to the buyer computer.
the user may request that a product be added to a shopping
cart in the shopping cart database rather than request that the
product be purchased immediately. The buyer computer
sends a shopping cart URL to the payment compuler (step
103). the shopping cart URL including a product identifier.
adomaip identifier, a payment amount. a merchant computer
identifier, » merchant account identifier, & duration time. an
expiration time, and a shopping cart URL authenticator that
is a digital signamure based oa a ic key. The

shopping cart URL authenticator is a hash of other infor-
matica in the shopping cart URL., the hash being defined by
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a key shared by the merchant apd the operator of the
payment computer.

The payment computer verifies whether the shopping cart
URL authenticator was created from the contents of the
shopping cart URL using a cryptographic key (step 118). ¥
not, the payment computer sends a documeat to the buyer
computer indicating that access 10 the network sales system
is denled (step 112). Otherwise, before any modification to
& user's shopping cart is allowed, user authentication is
perfotmed (siep 113) in a manner analogous to stcps 40-81.
Once the user is suthenticated, the payment computer are-
ates or updates a payment URL for the shopping cart (step
114).

The user thes cither requests more advertisements (sicp
24 in FIG. 2) and possibly adds another product to the
shopping cast, requests display of the shoppiog cant (step
116). or requests purchase of the entlre contents of the
shopping cart (step 124). If the user requests display of the
shopping cart (step 116), the buyer compuler sends a fetch
shopping cart request to the payment computer (step 118).
and the payment computer and buyer computer (step 119)
perfarm siepe analogous to steps 64-81. The payment com-
puter returns the conients of the shopping cart to the buyer
computer (siep 128), which displays the contents of the
shopping cart (step 122), If the user requests that the eatire
cottents of the shopping cart be purchased (step 124) the
buyer computer causes the payment URL for the shopping
cart to be activated (stcp 126) and the payment URL is
processed in a manper apalogous to the processing of
payment URLs for individual prodixts (beginaing with step
36 in FIG. 2).

With reference aow to FIG. 4. a user can request display
of a “smart statcment” that lists purchase transactions for »
given moath (step 128). When the buyer computer reccives
such a request, ft sends a smart statement URL to the
payment consputer (step 1M).

When the paymeat computer receives the smart statemnent
URL. it verifies whether the smant statement URL authen-
ticator was crested from the contents of the smart statement
URL using a cryptographic key (stcp 132). If not. the
payment compuicr sends a document to the buyer computer
indicating that access is denied (step 134). Otherwise. the
paymeat computer checks o determine whether the buyer
actwork address in the smart statement URL maiches the
buyer computer's actual actwork address (sizp 136). If act,
the paymeat compuier scnds a document W the buyer
computer Indicating that access is denied (stcp 135). Oth-
erwise (step 149), the payment computer and buyer com-
puter perform a set of steps analogous to steps 64-81 in FIG.
2 (payment computer requests account name and password,
user provides the requested information. and payrnent com-
puter verifies the information).

In an allernative embodiment steps 132138 are omitted.

After veyification of account information is complete, the
paymend computer retricves the requested scitlement data
from the sctticment database, creates a smarnt statement
document for the buyer, and sends the smart statement
document to the buyer computer (step 142). An example of
a smart staiement document ls shown in FIG. 11. Each
purchase transaction record im the smart statement document
includes the data of the tansaction. the name of the
merchant, an jdentification of the product, and the payment
amount for the product. The smart statement document also
includes & transaction detail URL for cach purchase trans-
action (these URLS. or hypertext links, are discussed below
and are pot shown is FIG. 11). The smart statement docu-
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ment also identifics previous statements that the user may
wish (o have displayed

The buyer compuler displays the retrieved documeat (step
144). and the uscr may rcqusst transaction details for a
particular transaction listed on the smart stalcment (stcp
146). If so, the buyer computer sends a transaction detafl
URL (or “payment detail URL") 10 the payment computer
(step 148), The ransaction detail URL includes a tmpsaction
identifier, & buyer network address. and a transaction detail
URL authenticator. When the payment computer recejves
the transaction detall URL, it performs (step 150) a set of
steps amalogous to steps 132-149 (verification of URL
suthenticator. buyer network address. and accouat
information). The payment computey then retrieves from the
seillement database data corresponding o the payment
transaction specified in the Tansaction detail URL. creates a
transaction dctail document. and sends il to the buyer
computer (step 152).

An example of » gansaction detail document is shown in
FIGS. 12 and 13, The documezt displays a number of items
of information about the transaction. including the transac-
tion date, end of the duration time (“cxpiration™), a descrip-
tion of the product, the payment amount. the domain cor-
responding to the product. an identification of the merchant,
and the merchant's address.

The snast stateraent document and the ransaction detail
docurnest both include customer service URLs (hyperiext
links) that allow the user to request customer service (Le., 1o
send comments and suggestions to the payment compater).
When the user requests customer service (stzp 154). the
buyer computer sends the customar service URL to the
payment computer (step 156), which creates a customer
sesvice form and sends it o the buyer computer (step 158).
An exampie of s customer service form is shown in FIG. 14
The user types comments into the customer service form
(step 164). and the buyer compuier sends the user’s com-
ments o the payment computer (step 162). The paymest
computer thea posts the user comments and scnds a thank
you documnent to the buyer computer (step 164).

A uscr may request display of a product included in the
smart statement. When the user requests that the product be
displayed (step 166). the buyer computer scnds the access
URL contained im the smant statement document to the
merchagt computer (stcp 168), and the buyer computer and
merchant computer performa a set of steps analogous to steps
94-164 in FIQ. 2 (authestication of access URL, verification
whether duration time has expired. verification of buyer
nctwork address, and transmission of fulfillment document
to buyer compurter),

Whenever the present application states that one computer
sends & URL to another compiter, it should be undesstood
that in prefared embodiments the URL is scat in a standard
HTTP request message, unless 8 URL message is specified
as a redirection In the present application. The request
message includes components of the URL as descibed by
the standard HTTP protocol definition. These URL compo-
ncots in the request message allow the server 10 provide a
response appropriate to the URL. The term “URL” as used
the prescnt application Is an exampie of 2 “link.” which is a
pointer to another document or farm ¢including multimedis
docurnents, hypertext documents including other links, or
audiofvideo documents).

When the present application states that one computer
scods & document to another camputer. it should be undes-
stood that in preferred embodimeats the document is a
success HTTP response message with the document in the
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body of the message. When the present application states
that a server sends an account pame and password request
message 1o the client. it should be understood that in
prefered embodiments the accoum name apd password
request message is an unavthorized HTTP response. A client

‘computer sends account name and password information to

a server as part of a request message with an sutharization
field.

The software architectire underlying the perticular pre-
ferred cmbodiment is based upon the hyperiext conventions
of the World Wide Web. Appendix A describes the Hypertext
Markup Language (HTML) document format nsed o rep-
resent digital advertisements. Appendix B describes the
HTML. forms fill owt suppart in Mosaic 2.0. Appendix C is
a description of the Hypatext Transfer Protocol (HTTF)
between buyer and merchant computers. Appendix D
describes how documents are named with Uniform Resource
Locators (URLS) in the nctwork of computers. and Appen-
dix B describes the authentication of URLs using digital
signatures.

A printout of & computer program for use is creating and
opcrating such a “siore”™ in accordance with the present
iovention is provided as Appendix F. A printout of a com-
puter program for use in operating other aspects of the
network sales system in accordance with the present inven-
tion is provided in the microfiche appendix G.

There has been described a new and useful netwark-based
sales system. It is apparcat that those skilled in the art may
make pumerous modifications and departures from the spe-
cific embodiments described herein without departing from
the spirit and scope of the claimed invention

What is claimed is:

1. A nctwork-tased sales system. comprising:

a least one buyer computer for operation by a user

desiring to buy a product;

at least one merchant computer; and

a least one payment compuler;

sald buyer compuler, said merchant compiuter, and sald

payment computer being interconnected by a computer
networks;
said buyer computer being programmed 10 receive a user
request for purchasing a product. and to cause a pay-
ment message 10 be scot 1o said payment computer that
comywises a product identifier identifying said product;

said payment computer being programmed to receive said
payment message. (o cause am access message 1o be
cxeated that comprises said product identifier and an
access message authenticator bascd oa s aryptographic
key. and to cause sald access message o be seot to said
merchant computer; and _

said merchant computer being prograramed to receive

said scccss roessage, lo verify said acoess message
authenticator lo ensure that said access message
authenticator was crested using said ayptographic key,
and 1o cause sajd product to be scnt to said user desiring
to buy said product

2. A nctwork-based sales system in accordance with claim
1. wherein said payment message and said access message
cach comprises a universal resource locator,

3. A netwark-based sales system in accordance with claim
1, wherein said payment computer is to ides-
tify said merchant computer upon receipt of sald payment
message from said buyer computer.

A.Anctwork-blsedsaleuymminmmrdnmmm
1. wherein sald access message comprises a buyer network
address.
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&, A petwork-based sales system in accordance with claim
4. wherein:
sald product can be tragsmitted from one computer to
another; and
said merchant computer causes said product to be sent to
said user by ansmitting said product to said buya
network address only.
&. A nerwork-based sales system in accordance with claim
4. whberein said merchant computer is programmed to verify
whether said buyer nctwork address in said access message
matches the actual network address of said buyer computer.
7. A network-based sales system in accordance with ¢laim
1. wherein said payment message comprises a buyer net-
wark address.
8. A network-based sales system in acoordance with claim
7. wherein said payment computer is programmed to verify
whether said buyer network address in said payment mes-
sage matches the actual petwark address of said buyer
COmputer.
9. A petwork-based sales system in acoordance with claim
1. wherein sald access message authenticator cornprises a
cryptographic function of contents of said access message

19. A petwark-based sales sysiem im accordance with
claim 1, wherein said payment computer is programmed to
verify said paymeot message authenticator to ensure that
said payment message authenticator was created using said

cryptographic key.

11. A pciwork-based sales system in accordance with
claim 19, wherein said payment message authenticator com-
prises a cryptographic function of contents of said payment
message based oa said eryplographic key.

12. A nctwork-based sales sysiem is accordance with
claim 1, whercin said payment message corupriscs a pay-
meat amount. '

13. A pawork-based sales sysiern in accordance with
claim 1, wherein said payment message compriscs 8 mer-
chant account identifier that identifles & merchant account.

14. A netwark-based sales sysiem in accordance with
claim 1. whereia sald buyer computer is programmed to
tranamit a user account identifier to said payment compter
that identifies a user accousnt.

15, A petwork-based sales sysiem in accordance with
claim 14. wherein:

said payment message cofoprises a payment nmount' and

said payment computer is programmed to ensure that said

user account bay sufficicnt funds ar credit to cover said
paymeat amount.

16 A pctwoark-based sales system In accordance with
claim 14. whercin:

said payment message comprises a payment amount and

a merchant account identifier that identifics a merchant
account; and

said payment computer 1s programmed to record. said

payment amount, said user account. and said merchant
acoount jo & scttlement database.

17. A network-based sales sysizm in accordance with
claim 16, wherein: )

said payment message comprises a domain identifler; and

said payment computer is programmed lo record said

domain {dentifier and sald user account in a seitiement
database,

18. A petwark-based sales system in accordance with
claisn 17, whereip said payment coinputer is programmed to
check said settlement database, upon receipt of said payment
message. 10 determine whether said user account has pre-
viously purchascd a product associated with said domain
identifier.

3
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19. A petwork-based sales system in accordance with
claim 18, wherein said payment computer is programmed to
determine an actual paymeat amount for said product ides-
tificd by said product identifier in said payment message
based on whether said user account has previously pur-
chased a product associated with said domain identifier.

28. A network-based sales sysiem in accordamce with
claim 1. wherein said buyer corputer is programmed te
transmit & user authenticator to said payrnent computer and
said paymest computer is programmed 10 verify said user
authenticator.

21. A petwork-based sales system im accordance with
cliil 29, wherein said user authenticator comprises a pass-
w

22 A network-based sales system in accordance with
claim 29, wherein:

said buyer computer is programmed to transmit security

information to said payment computer;

said payment computer is programmed 10 transmit a

challenge form to said buyer computer under a prede-
termined condition, said challenge form asking for sajd
security information previously traosmitted by said
buyer computer 10 said payment computer;

said payment computer is programmed to respond to sald

challenge form by querying said user for said security
inforraation and transmitting said security infarmation
to sald payment computer; and

sajd payment computer Is programmed to verify suthen-

ticity of said security iaformation.

23. A ociwork-based sales sysicm in accordance with
claim 22, wherein:

said payment message comprises a payment amount: and

said predetermined conditdon comprises receipt of a pay-

. ment amount in said payment message that exceeds a

threshald.

24, A petwork-based sales sysiem in accordance with
claim 1, wherein said payment message compwises & mer-
chant computer identifier that identifies said merchant com-
puter.

28. A petwark-based sales system In accordance with
claim 24, wherein said access message conyrises said
merchant computer identifier.

26. A nctwork-based sales system in accordamce with
claim 1. wherein said payment message comprdses a durs-
tion time that specifics a length of tine fctwhichlmw
said product is to be granted.

.2T. A petwork-based sales system in accc:dnce with
claim 26, wherein sald payment computer is programmed to
usc sald duration time to compute an end of duration ime
and to cause said end of duration time to be included in said
BCCCSS IMCSSAgE

28. A petwork-based sales system in accordamee with
claim 27, wherein said merchant compuier is programmed t0
verify. upon receipt of said access message. that said end of
duration time has not past.

29. A petwork-based sales system im accordance with
claim 1, wherein said payment message comprises an expi-
ration time after which said payment message can oo longer
be used,

30. A petwork-based sales sysiem in accordamce with
claim 29, wherein said paymest computer is programmed to
verify, upon receipt of said paymeat message. that sald
expiration time has not past.

3L A petwork-based sales system in accordance with
claim 1, wherein:

said payment computer is to cause said

access message to be sent to said buyer computer; and
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sajd buyer compuler is programmed 10 cause sajd access
message received from said payment computer (o be
seat to said merchant computer.

32 A petwork-based sales sysiem. comprising:

at least coe buyer computer for operation by a user
desiring to buy a product;

at [east ope merchant computer; and

at least one payment compaiter;

said buyer computer, said merchant computer. and said
payment computer being interconnected by a computer
netwark:;

said buyer computer being programmed to receive & user
request for purchasing a product. and to cause a pay-
meat URL 10 be seot to sald payment computer that
comprises & product identiler identifying said product.
a paymeat amount, and a payment URL authenticatar
comprising a cryptographic function of contents of said
payment URL based oa a cryptographic key;

sald payment computer being programmed Lo receive said

13
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said buyer computer and said shopping cart computer
being interconnected by a computer network;

sald buyer computer being programmed to receive a
plurality of requests from & user to add a phuratity of
respective products to a shopping cart in said shopping
curt database, and, 18 response to said requests to add
said products, to send a plurality of respective shopping
cart messages to said shopping cart computer cach of
which comprises a product identifier identifying one of
said plurality of products;

said shoppiag cart computer being programmed to receive
said plurality of shopping cart messages., to modify said
shopping cart In said shopping cart database to reficct
said plurality of requests 10 add said plurality of prod-
uets to said shopping cat. and to cause a paymemt
message associated with said shopping cart o be cre-
ated; and

said buyer computer being programgmed 0 receive a
request from said user o0 purchase sald plurality of
products addad to said shopping cart and to cause said

payment URL, to verify said payment URL authenti- 20 payment message to be activated lo initiate a paymeat
cator to ensure that said payment URL authenticator - ransaction for said plurality of products added to said
was created using said aryptographic key, to ensure that shopping cart;

said user has sufficlent funds or credit 1o cover said said shopping cart being a stored rcpresentation of a
payment amount, to identify said merchant computer collection of products, said shopping cart database
operated by said merchant willing to sell sajd product 25 being a database of stored representations of collections

to said buyer, to cause an access URL lo be created that
comprises said product identifier and an access URL
authcnticator comprising » cryptographic function of

of products, and said shopping cart computer being a
computer that modifies said stored representations of
collections of products in said database.

35. A network-based sales system im accordance with

30 claim 34, wherein said shopping cart computer is pro-

grammed to cause said payment message to be created

before said buyer computer causes said payment message to
be activated

36 A network-based sales systern in accordamce with
3¢ claim 34, wherein said buyer computer is programmed to
receive a request from said user to display said phrality of
products added to said shopping cart.

37. A pctwork-based sales system [n accordance with
claim 36, wherein said buyer computer is programmed to
transmit a fetch shopping cart request to said pesymeat
oompuumrcspomcwrecdptofsdﬂrequmﬁ'msﬁd

contents of said access URL based on a cryplographic
key, and to cause said access URL to be sent to said
buyer computer;
said buyer computer being programmed to cause said
access URL received from said paymeat computer to be
sent to sald merchant cornputer; and
said merchant computer belng programmed to receive 33
- said access URL. o verify said access URL authentl-
cator to cnsure that said access URL authenticator was
created using sald cryptographic key. and to cause said
p'odnatobescutmsaidmdcsiingtowymd

product.
33, A method of opaating s payment computer im a

ustt
computer tetwork comprising st least one buyer computer 38, A petwork-based sales systemn in accordasce with
for operation by a user desiring to buy a product. at least one claim 37, wherein:

merchant computer. and at least one payment computer, the
method comprising the steps of:
recciving, at said paymest computer. a payment message .
that said buyer computer bas caused to be sent to said -
paymnent computer in response to a user request for
purchasirg s product, said payment message compris-
ing a product identifier identifying said product;
causing an sccess message to be created that comprises
said product identifier and as access message authen-
ticatar based on & aypiographic key; and
cavsing said access message (0 be sent to said merchan
computer, sald merchant computer being programmed
- 10 receive said access message. to verify sald acccss

4s Said payment computer is programmed to resposd to said
fetch shopping cart request by gansminting & message
to said buyer computer indicating said plurality of
products added to said shopping cart; and

said buyer computer is programmed to display said plu-

50 rality of products added to said shopping cart.

3%, A method of operating a shopping cart computer in a2
computer network comprising at Jeast one buyer computer
for operation by a user desiring to buy products. at keast one
shopping cart computcr, and 8 shopping cart databast coa-

ss nected to said shopping cart computer. said method com-
prising the sieps of:

receiving. at said shopping cart computer, a pluratity of

message authepticator to casure that said access mes-
sage authenticator was cresied using said ayptographic
key. and 10 cause said product to be sent to said user
desiring 10 buy said product.

34. A petwark-based sales system. comprising:

at least ope buyer computer for operation by s user
desiring to buy products;

at least one shopping cart computer; and

a shopping cart database connected 1o said shopping cart
computer;

[

shopping cart messages sent to said shopping cmt
computer by said buyer computer in response to receipt
of a plurality of requests from a user to add a pluratity
of respective products to a shopping cart in said shop-
ping cart database, each of said shopping cart messages
comprising a product identifier identifying one of said
plurality of products;
modlfymgsddshoppingcanmsudshoppn;mdnn-
base to refiect said plurality of requesis to add said
plurality of products 10 said shopping cart; and
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causing a paymenl message associated with said shopping
cart to be created;

said buyer computer being programmed to reccive a
request from said user to purchase said plurality of
products added to said shopping cart and to cause sajd 3
paymcat message to be activated to initiate a payment
transaction for said plurality of products added to said
shopping cat; '

sald shopping cart being a stored representation of a
collection of products. said shopping cart database '©
being a database of stored represeatations of collections
of products, and said shopping cart computer being a
computer that modifies said stored represzntations of
collections of products in said database.

4. A network-based link message system. comprising:

at least one client computer for operation by a client user;
and

at least one server computer for operation by a server user;

said client computer and said sarver computer being 20
interconnected by a computer network;

said client computer being programmed to send an initial
link message to said server computer;

said server computer being programmed to receive said
initial link message from sald clicnl computer. o
create. basod om information cootained in said initial
link message, a session link message that encodes a
state of interaction between siid dient computer and
said server computer, said sessjon link message com-
prising a scssion link authesticator, computed by a
cryptographie function of said sessioe link contents. for
suthenticating said session link message. and o cause
sajd sesslon link message to be sent to said client

P L 38

said client computer being programmed lo cause sald
session link message to be sent Lo a computer ip said
network that is programmed (o authenticate said ses-
sion link message by examining said session link
suthenticator and that is programmed fo respond to said
session link message based om said state of said inter-
action between sald cllent computer and said server
computer. _

41. A nctwork-based link message system in accordance

with claim 49, wherein:

435
said clicot computer comprises a buyer computer far
opaation by a user desiring to buy a product,
said server computer comprises & payment computer far
operation by a manager of sald vctwark-based link
message systcm: and 50
said network-based link message system further com-
prises & merchant computer far operation by a merchamt
willing to scll said product to sald buyer.
42 A nctwork-based link message system in accordance

with claim 41, wherein said computer that is programmed to

16
autheaticate said session link rosssage comprises said moy-
chant computer.

43. A nctwork-based link message sysiem im accordance
with claim 41, wherein said ipitial link message compriscs
a payment message 10 said payment computer that com-
priscs a product identifier identifying said product

44, A network-based link message system in accordance
with claim 43, wherein said session link message comprises
an acotss message that comprises said product Identifier to
be created

45. A petwork-based link message sysiem in accordance
with claim 44, wherein said merchant computer is pro-
grammed to respond to said access message by causing said
product to be sent to said user desiring to buy said product.

46. A petwork-based link message system in acoordance
with claim 48, wherein said initial link message and said
session link message comprise universal resource locators.

47. A petwork-based link message system in accordapee
with claim 44. wherein:

said session link authenticator comprises a aryptographic

function of contents of said session link message based
on a cryptographic key; and

said computer o which said client computer is pro-

gramined to cause said session link message to be seot
is programmed to verify that said session link authen-
ticator was created using said cryptographic key.

48. A method of operating 8 server computer it & network-
based link message system comprising at least one client
computer for operation by a client user and af least one
server computer far operation by & server user, said client
computer and said server computer being interconnected by
a computer petwork. said method comprising the steps of:

receiving, at said server computer. aq initial link message

sent to said server computer by said client computer;
crcating, based on informatios contained im said Initial
link message, a session link message that cocodes a
state of interaction between said clieot computer and
said server computer, said session liok message com-
prising & session link authenticator, computed by a
ayptographic function of said session link conteats. for
authesticating said session link message; and

causing said session Liak message to be sent to said client

computer;

said cliext compuier being programmed to cause Said

- session link message to be sent to a computer in sald

network that is programmed to authenticate said ses-
sion link message by examining said session link
authenticator and that is pregrammed to respond to said
session link message bascd on said state of said inter-
action between said client compuier and said sarver
computer.
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buyer computer 12 - meschant computer 14 payment computer 16
24 '
-

user requests advertisements

26
buver computer sends
advenising document URL
to merchant computer

28
merchants computer fetches
advertising document from
adventising documemt data base

30 -~
merchant computer sends
advertising document
32 to buyer computer
™ ]
Luser requests a product I -
34
Ibuycr computer sends payment URL A to payment
computer; payment URL A includes product
identifier. domain identifier. payment amount,
merchant computer identificr, merchant account
identifier. duration time, expiration time, payment
URL authenticaior, and a buyer network address
36
payment computer verifies
whether payment URL
authenticator was created
contents of payment URL A
using cryptographic key
38
End payment computer sends document
< 1o buyer computer indicating that ORr
access the 10 the network sales
system is denied.

FIG. 2A 140
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buyer computer 12 merchant computer 14 payment computer 16
36
40
,.
payment computer checks
whether expiration time
has past
4
payment computer sends document
End -«— to buyer computer indicating that OR

expiration time has past

42
payment computer checks to
see if buyer network address in
payment URL matches buyer’s
computer network address
OR
43
payment computer sends
access to network
payment system is denied
Y

FIG. 2B a4
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buyer computer 12 merchant computer 14 7 payment computer 16
' 42

\4
/.44

payment computer sends payment
conficmation document to buyer
computer; payment confirmation pd 58

document includes open link (URL C) T~
and continue link (URL B)
46 oR 90
| user opens new account] | User continues with payment
(user already has an account)
62

buyer computer sends payment URL B to
payment computer; payment URL B is similar tg
payment URL A but also indicates that an
account does exist

buyer computer sends payment URL C to payment
computer: payment URL C is similar to payment
URL A but also indicates that an account does not
yet exist .

-

48, 30

pajmem compuier creates
new account document

r52
payment compuier sends new account

r’_ document to buyer compuicr .

FIG. 2C o
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buyer computer 12

E

presses a “submit™ button

user ¢nters new account name,
account password credit card

number, security information and]
cxpiration daie of credit card and

Jun.1,1999 Sheet 5 of 25 5,909,492
merchant computer 14 payment computer 16
62
\V/
%

buyer computer sends new account
informarion to payment computer
o8

payment computer
enters new account

64

\._] account name and password
58

——

payment computer creates

request message

~68

user enters accournt

payment computer sends
account name and password
request message fo buyer

name and password

computer

bu'yu' computer sends account
name and password to payment
computer

72
-

payment computer verifies whether
user name and password are correct

" payment computer sends document to —'6]?
buyer computer indicating that access '
to the networks sales system is denied

FIG. 2D

!
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buyer computer 12 merchant computer 14 payment computer 16
72

j/
payment computer determines
73 whether additional security is

\ warranted, based on. e.g. whether
the payment amount exceeds a

threshold
OR
7 if additional
/- 75 security is
user enters security ' \\ warranted, pavment
information : computer creates a
challenge form
document and sends
it to buyer computer
buyer computer sends 79 81
security information to / /-
payment computer payment computer
determines whether
security information is
correct
r 83
payment computer
sends document to
: buyer computer OR
End indicating that access
to the network sales
system is dended
82 82

FIG. 2E
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buyer computer 12 merchant computer 14 payment computer 16

73\?& 81

payment computer checks
settlement database to
82 determine if user has

N unexpired access to the
domain idennifier contained in

the payment URL
' /7 \
L oR
payment computer sends to buyer
computer option to repurchase, or to
86 use previously purchased access
D
buyer selects to :
repurchase item r o
<OR payment computer calculates an
R 85 | actual payment amount that may
ek sy || il fom e paymea e
* contained in the payment URL :
92 76 76

FIG. 2F
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buyer computer 12 merchant computer 14 Payment computer 16
' 82,87
85 \1/

payment computer
76 verifies whether user

- accoum has sufficient
funds or credit

78
/. —J
payment computer sends documemt to OR
End 4—— buyer computer indicating that user

account does not have sufficient funds

payment computer creates
access URL which includes
merchant computer identifier,
80 domain identifier, product
N~ | identificr. end of duration
time, buyer network address,
and access URL authentjcator

—

88 payment computer records product identifier , domain,
\._ | useraccount, mercham account, end of duration time,
and actual payment amount in setdement database

(.90

| payment computer sends redirect to
| access URL to buyer computer

92 o FIG. 2G
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buyer computer 12 merchant computer 14 payment computer 16
98
Y
101
r

merchant computer verifies that the buyer
computer network address matches the
network address specifted in the access URL

1
/-03

merchant computer sends document A
End - 1o buver computer that access is not OR
allowed
merchant computer sends
fulfillment document to
buyer computer
\102

buyer computer displays
fulfillment document

Y

End

FIG. 2]
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buyer computer 12 merchant computer 14 payment computer 16

13

FIG. 3B

24 \1/
r payment computer creates or
vpdates payment URL for shopping
114 | an
N |
OR I—’oﬁ
124
user requests display \SeT re
. quests
of shopping can purchase of
116 — contents of
18 shopping cart
buyer computer I 126
sends fetch shopping buyer computer
cart request 1o causes payment
payment computey URL for shopping = tostep 36
<cart to be activated 119
4
~. payment computer and
- buyer computer perfo
steps analogous lo sieps
64-81
Ve 120
/. 122 payment computer
buyer compiner displays P hopoi mc:::i of
shopping cant o~ 8
buyer computer




Case: 1:02-cv-081Hocument #: 1 Filed: 11/08/02 Page‘,.Eﬂan 83 PagelD #:58

U.S. Patent Jun.1,1999 Sheet 13 of 25 5,909,492
buyer computer 12 merchant computer 14 payment computer 16
/- 128
uscr requests
smart statement .
/- 130 132

buyer computer sends - r

smart statemenmt URL to payment computer

payment comptter | venifies whether smant
statement URL
authenticator was

created from contents of
smart statement URL

using cryptographic key

payment computer
sends document 1o

End -+ buyer computer
indicating that access
is denied

payment compuler checks 10 determine
138 whether buyer network address in
“ smart statetnent URL matches buyer’s
¢computer network address

End ~¢— I
Q)

138 | payment computer sends document
\.| indicating that access is denied

140 payment computer and buyer computer
. perfornm sieps analogous to steps 64-81

'

FIG. 4A "
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buyer computer 12 merchant con-:puter-14 payment computer 16

140
164,170 j’
Y payment computer retrieves
144 142 | cenlement data from sertlement
{ | database and creates smart
R ) staternent docwrnent for buyer and
uyer computer displays sends sman statement document
received document to buyer computer
e —[ -
o~ T
_ﬁ % e 148
User requests payment details for
a particular transaction (150 N

W computer sends payment 148 paymem computer and buyer

detail computer perform steps analogous
URL to payment computer J to steps 132-140 :

152 paymen computer retrieves from
\_| scttiement database data
comresponding to the payment
transaction specified in the
payment detail URL, creaics detail
document, and sends it:to buyer

computer
I

10 FIG. 4B
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buyer computer 12 merchant computer 14 payment computer 16
144 144 144
Y 7
154
r
user requests
customer service
buyer computer 158
ot .
service to
‘ ent compuier creaies
paymenscompuer |~ A e,
150 N sends it to buyer computer
| user types comments | _
l
buyer computer sends
user’s comments to 162
payment computer
166 payment compuler posts
's user comments and sends
user requests display 164 | ihank you document to .
of a product k buyer computer
s 168
buyer computer sends
access URL to mercham
computer
170
/"
. buyer computer and
| merchant computer '
F' G 4c perform sieps anafogous
N 10 steps 94-104
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File  Oplions Navigale Annotale _ Help

Document Title:] Mead Data Central: Internet Inforsation ﬁ

Document USL: | http://www.openmarketcon/demo/x15/mall/pw

Mead Data Contral: Internel Information

Hovember 28, 1993
LC’s debut on the Internet: Library of Congress catalog On the —

Text of Abatract
of Article

VERONICA: A GOPHER NAVIGATIONAL TOOL ON THE
INTERNET

October, 1993

<

Data transier compleie

[Back] [Forward][fome] Feload){Open-][Save As_]{Clone][ow_Window] [Closs Window]
FIG. 5
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File  Options ‘_A!a vigate  Annolate Help
Document 'nno:l Optn Market Payment
Document URL: | Bttp://paysent.openmarket.com/ban/nph-payeent @

A
Open Markot Payment

You have selected an ftem that requires payment

Marchant:Test Merchant
Desoripticn:Mead Data Central Article
Amount:2.85(US currency)

If you have an Opeh Market account click on “continue®™ helow anrd
you will be prcmpted for

your account name and passwvord. If yow do not have an account,
you can establish cne

on-line and return to this page to continue your purchase.

an account on-line . B
with payment transaction.

NOTE:For demonstrations use the account nasg testuserfopsnmarket.comwvith
the passvord testuser.

Open Market, Inc.

Data transfer complate:

[Back](Forward][Home]Reload]{Open_JiSave As_[Ciono][New Window][Ciose Window]
FIG. 6
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File  Options  Navigate  Annotate

Help

pocument Title:|. Establich OpenMarket Account

Document URL: | http://payment.copenmarket.com/service/dastabli. @

A
=
Card Mumber: I l

Expiration Date: : (format MM/YY)

Check the appropriate boxes:
)1 am the owner of tha above credit card.

B 1he above address is also the billing address for this.credit card.

Your OpenMarXet account statement is availasble on-iine.At your option you may a
copy of your statemant automatically asnt toyour e-mall addressatwveeklyor wonthly
intervals. Pleame choosa a statesent option.

Q Weekly statements () Monthly statements (No e-mail statements —

Account name and password

Please choose 8B account name and password for your OpenMarket account, We
suggest uaing an account nope that is uhigua anl sasy to remember such as yoor
e-nall address. Your passvord zhould ba 8 characters oy longer.

Account Name

Password

=

Dala transfer compleie:
@M@mﬂlﬂe' Window] [Close_Window]

FIG. 7
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File  Options Navigale Annotate Help

Docurnent Tnla:' Open Market Payment - j E

Document URLI http: //poaynent.openmarket. con/ben/nph-paysent

>

Open Markot Payment

You have sslected an itam that you have purchassd recently.
Marchant: Tesut Merchant
Desoriptiom: Mead Data Central Article
Amcunt: 2.85{US cuxTrency)

This could happen because you would like to buy the item aguin or it may have happened
by accident.

Yom can:

= Go directly to the pravious item
* Go shead and buy the item again

Open Market, Inc.

<)

Data iransfer complele:

(e o) Porms] Fised) P Jave ) Clane) lew Window] Clozs Window]
FIG. 9
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L:'ﬂe Options  Navigate  Annolate Help
Document Title:| LC’s debut on the Internmet; Library of Congr
Document Um_;l http:/ /v, openearkeat. con/@e720£50da6d4abd268 l @

H

LC's dobut on the internet Library of Congrass
catalog

Text of Article

<

Data transfer complate:

[Bach] [Foiward] (Homs) Fsload) Open-YSave -] (Cions) fiew Weion] [Cioss Window]
FIG. 10
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File  Options  Navigate Annolate : Help
Document Tillo:l Snart Statement for Test User
Document URL: [ht.tp: ] /payment.openmarket.con/in/nph-statews ﬁ

Information about the item.

Transactions In October 1594

Mon Oct 3 Test Merchant Dilbert subscription 20 seconds amcunt $0.10
Tua Oct 4 Tesli: Narchant Mead Data Central Article ascunt $2.95

Tue Oct 4 Tasi Merchaat Mead Data Cebtral Article amount $2.95

Tae Oct 4 Test Merchant Mead Data Central Article amount $2.95

Tue Oct 4 Test MNarchant N.Y. Times Article amount $0.50

Tue OCt 4 Test Mexchant Mead Data Central Article amount 52,95

Wad Oct 5 Teat Narchant Mead Data Contral Article amcunt $2.95

Wed Oct 5 Teat Merchant Mead Data Central Article amcunt $2.95

Hed Oct 5 Test Merchant Mead DPata Central Article amount $2.95

Wed Oct 5 Test Marchant Mead Data Central Article amoummt $52.95

Wed Oct 5 Test Merchant Mead Data Central Article ammunt $2.95 ——
Wed Oct 5 Test Merchaat Mead Data Central Article anount $2.95

Wed Oct S Teat Mexrchant Mead Data Central Arxticle amount $2.95

Your total fs 33.085.

- Pravicus Staternents

¢ Septenber 1994
. @ Agngust 1994

Return to your Hevest Statement

Feondback

You can send us comments snd suggestions here.

<]

Data transter complete: .

[Back) Forward] [Home) Rcload]Opsn Eave As_}{Clono)New Window] [Cioss Window]
FIG. 11
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Lile  Options Navigate  Annotate Help
Document Thtle: |j-art Statement Detail
Document URL: Lhttp:[[p.mnt.opemrk-t.cunlecs:lztl!r-!cclozz ' @
A
Smart Statement Detail
This

is the detailed Information sbhout a porticular transaction from your Sasrt Statewnent

Transaction Information

wrl: httpz"wu.op-mnet.co-fd-nslaugulnulmd-ﬂng-rprintlﬂ:artlcln.cgu
transaction_log f4: %0234.0

currency: U8

transaction_date: T#117763)
inftiator: 1.0

expirastion: 1592000

description: Mead bData Central Article
amount: 2.9%

bansficiacy: 3.0

ip, addresst 199.170.183.13
transaction_ -p

domain: mead.internst-1

Merchant Information

talephons: €17-621-9501
address_1: Open Market, Inc.
address_2: 215 First Street
fax: €17-631-1703

address_ 31 Cambridge, MA
emall: testm h fop e
principal_name: Test Merchant

t. com |

Data iransfer complote:

(Back] [Forsvard} Homs] Feload] [OpehY(Save i [Clons] fiew Wixiow] [Close Window]

FI1G. 12
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File  Options Navigate  Annotate Help

Document Tillo:[ Smart Statement Detail J §

Document uﬂ]_:r http: []p-mnt.opamrtet.mleéssztmmon

url: http://fwww.op Tket.com/a faugl5/mall/mpead- fingarprint /akarticle.cgo
transaction_log _ld: 50254.0

currency: US

trammaction_date: Y8137763)

initlaters: :.®

expiration: 2392000

descriptioa:r Mesd Data Central Articile

amcunt: 2.93

beneficiaryr 1.0 ’ =
ip_sddreas: 19$.170.183.13
transaction typs.p
domain: mesd.internet-1

Merchant Information

talephbone: 6517-621-9501
addrexs_1: Open FMurket, Inc.
sddress_2: 215 Piret Street
fax: 617-611-170)
addrees_3: Cambridge, EA
snpil: tentm harntfop ket.com
principal_name: Teat Merchsnt
home_url:

country: uUs

postal_coda: 02141

Feedback

Tou can send bs comments and suggestions here.

Data transfor complote:

[Back) Foiward) [Bome) Feicad)[OpenifEave e J{Chnd low Winrdow] (Cioss_Windew]
FiG. 13
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File  Options - Navigate Annolate Help
Document Tmo:[ Open Market Feedback
Document URLI hl:tp:Hpay-:nt.open-nr)tet.col(ben[teadhack.cq @

[&

Or if you prefer, you can send your comments via slectronic wafl to
fasdback@openmarist.con or via FAX to +1.617.621.17D3. If Youwould like a reply
please includa your e-mail addrecs.

Your Open HMarket accound nane {opticnal):

L )

Your E-mail address (optional):

| sutmit reeapacx |}

<

Dsta transfer complote:

(B Ftward) ome) R Cpen-Javs e Cions) e Wircow] [Cioza Widaw]
FIG. 14
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NETWORK SALES SYSTEM

CROSS REFERENCE TO RELATED
APPLICATION

This is a continuation of U.S. paient application Ser. No.
08/328,133, filed Oct. 24, 1994, now U.S. Pat. No. 5,715,
4

REFERENCE TO MICROFICHE APPENDICES

Microfiche Appendices A-G are being submitted with the
present application, being 4 shects with 220 iotal pages.

BACKGROUND OF THE INVENTION

This invention relates 10 uscr-inleractive nerwork sajes
systems for implementing an open markelplace for goods of
services over compuler petworks such as the Internet.

U.S. patent application Ser. No. 08/168,519, filed Dec. 16,
1993 by David K. Gifford and entitled “Pigital Active
Advertising,” now abandoned, the entire disclosure of which
is hercby incorporaied bercin in its entirely by reference,
describes a network sales system thal includes a plurality of
buyer compulers, a phirality of merchant computers, and a
payment computer. A user 20 a bayer compwier asks to have
advertiserments displayed, and ihe buyer computer requests
advertisements from a merchant computer, which sends the
advertisements to the buyer computer. The user then
requests purchase of ap advenised product, and the buyer
contputer scgds a purchase message 160 the merchant com-
pulee. The merchant computer construcs a payment order
that it sends lo the paymem compuler, which authorizes the
purchase and sends an avthonzation message 1o the mer-
chant compuler. When the merchant computer receives the
avihorizalion message il semls ihe product 10 the buyer
computer.

The above-mentioned patent application also describes an
aliemative implementation of the pctwork sales system in
which, when the user requests porchase of an advertised
product, the buyer conmpuler sends a payment order directly
to the payment computer, which sepds an aulhorization
message back 1o the buyer compuler thal includes an
unforgeable certificate that the payment order is valid. The
buyer computer then constructs a purchase message ibat
includes the unforgeable certificate and sends it to the
merchanl compuler. When the merchanl computer receives
ihe purchase request it sends the product o the buyer
computer, bascd wpon the pre-avthorized payment order.

SUMMARY OF THE INVENTION

In one aspect, ihe invention provides a network-based
sales sysicm tha includes at lesst one buyer computer for
operation by a vser desiring to buy a product, al Jeast one
merchant compuier, and at least one payment computer. The
buyer computer, the merchant computer, and (he payment
compuier are intcrconpected by a computer network. The
buyer computer is programmed lo recive 2 user requesi for
Ppurchasing » producy, and lo cause a payment message 1o be
sent 1o tbe payment computer that comprises a product
identifier identifying the product. The payment computer is
programmed to receive the payment message, (o cause ap
access message to be crealed that comprises the product
identifier and an sccess message authenlicalor based on a
cryplographic key, and 1o cause the access message 1o be
senl to the merchant computer. The merchant computer is
programmed to receive the access message, 1o venfy the
access message authenlicator o ensure tbat the acoess
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message awthenticalor was crealed vsing the cryplographic
key, and o cause the product 1o be sent 10 the user desiring
1o buy 1he product.

The invention provides a simple design architeciure for
tbe nctwork sales system 1h21 allows the merchant computer
fo respond lo payment orders ffom 1he buyer compuler
without the merchanl computer having lo communicaie
direcily with the payment compuler 10 ensure that the user
is authorized to puschase the product apd wilbout the
merchant computer baving to slore information in a database
regarding which buyers are autborized 1o purchase which
products. Rather, wheo the merchant conrpuler receives an
access message from the buyer computes idenlifying a
produc fo be purchased, the merchapt computer need only
check the access message (o cosure thal it was created by the
paymeni compuier (thereby establishing for the merchant
computer that the buycr is authorized 1o purchase the
product), and then the merchand computer can cause the
product to be seot 10 the buyer compuler who has been
authorized to purchase the produd,

In another aspect, the invention features a network-based
sales system that includes at least one buyer computer for
operation by a user desiring 1o buy products, 2l kast one
shopping cart compuiez, and a shopping carl database con-
necled 1o the shopping cant compuler. The buyer computer
apd the shopping cart computer zre interconnecied by a
computer network. The buyer computer is programmed 1o
receive a phurality of requests [rom a user to add a pluralilty
of respeciive producis to a shopping carl in the shopping carl
dalabase, and, in response 1o the requests 10 add the
products, to scnd a plurality of respective shopping cart
messages to the shopping cant computer cach of which
includes a product identifier ideniifying oe of the plurality
of products. The shopping cart compurter is programmed 1o
feceive the ploarality of shopping cant messages, to modify
lbe shopping cart in the shopping can database 1o reflect the
plurality of requests lo add the phurality of products o the
shopping cart, and 1o cause a paymenl message associated
with the shopping cart lo be created. The buyer compuler is
programmed o receive 3 reques! from the user 1o purchase
the phurality of producis added to the shopping cart and to
cause the paymenl message 1o be activated lo initiaie a
paymem transaction for the plurality of products added to
the shopping cart.

In another aspedi, the invention features a network-based
link message systeno that includes at keast one clicat com-
puter for aperation by a clicnt user and al feast one server
computer for operation by a server user. The client computer
aod the serves computer are interconnecied by a computer
nmeiwork. The client computer is programmed to send an
inflial link message 1o the server computer. The server
computer is programeed 10 receive the initial link message
from the client computer and to create, based on information
contaioed in the initial link message, a session link message
that encodes a siale of inlcraction between the client com-
puter and the server compuler. The session link message
inchides # session Jink authenticator, computed by a cryp-
tographic function of the session fink contents, for amben-
ficating the session link message. The scrver compater is
programmed 1o cause the scssion link message 1o be sent to
the client computer. The clical compuler is programmed 1o
cause the session link message 10 be send 10 2 compuler in
the nerwork thal is programmed 1o authenticate the session
link message by examining the session link authenticator
and thal is programmed 10 respond lo the session hink
message based on 1be siale of the interaction between the
clieot computer and the server computer.
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Io another aspect, the invention features a network-based
sales system thai includes a merchant dalabase having a
plurality of digital adventisernents and a pharality of respec-
tive product fulfillment ilems, at lcast one crealion compuler
for creating 1be merchant dalabase, and at least one merchant
compuier for causing the digital advertiscments to be trans-
mitied to a user and for causing advertised products lo be
trapsmitied to the user. Fhe creation computer and the
merchant computer are inlercoirnecied by a compuler net-
work. The creation compuler & programmed lo creale the
merchant database, and lo ransmil 1he digiial advertise-
ments and the produd fuifillment itenrs to the merchant
compuier. The merchanl computer is programmed to receive
the digital advertisements and product fulfillment iterns, 10
receive a request for a digital adventiisement from a user, to
cause the digital advertisement 1o be sent 1o the user, to
receive from the user an access message idenlifyiog an
adventised produdt, and to cause the product 1o be scot lo the
user in accordance with a product fulfillment stem corre-
sponding 1o the produci.

lo another aspedt, the invention features 2 hypertext
stalement system th#t includes a clienl computer for opera-

tion by a clien uscr and ope or more server compuiers for -

operation by a server user. The client computer and the
server corpiers are interconnecied by a compuler nefwork.
Al least one of 1be server compulers ks progremmed 1o
recosd purchase transaction records in a database, Each of
the purchase transaction records includes a product descrip-
tion. The scrver computer 1s programmed 10 transmil a
stalement document thal includes the purchase transaction
1ccords 1o the client computer. The cliemt compuler is
programmed 1o display the preduct descriplions, lo receive
2 request from the clieol user 10 dsplay a product corre-
sponding to a product description displayed by the client
compuler, and 10 cause a product bypertext link derived from

a purchase transaction record 1o be activated. Al Jeast one of

the server computers is programmed lo respond 1o aclivation
of the product hypertext link by causipg the product o be
senl to the client computer.

Io anotber aspect, tbe invention features a petwork pay-
ment syslem that iocludes at least one buyer cormpuler for
operation by auser desiring to bay a product and a1 least ope
payment computer for processing paymenl messages from
the buyer computer. The buyer compuier and 1he payment
computer are inlerconnected by a computer network. The
buyer compuier is programmed 10 Cause a paymeni message
to be sent to the payment compuier. The paymoent message
inclades a product identifier idenlifying the product that the
user desires to buy. The paymesnt computer is programmed
1o receive the paymem message, 10 cause an a0CeSS MESSage
to be crealed o enable the user 10 access the product, and to
record & purchase iransaction record in the scillement data-
base. The buyer compuler is programmed to cause a request
for purchase transaclion records to be senl o the payment
computer. The paymem computer is prograromed to receive
the request for purchase ransaction records and o cause a
documment derived from the purchase transaction records o
be sent to 1he buyer computer.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a network salkes sysiem in
accordance with the present inve ntion.

FI1G. 2 (2-A throughb 2-1) is a flowchan diagram illusirat-
ing 1be operation of a purchase trapsaction in the perwork
sales system of FIG. 1.

FG. 3 (3-A through 3-B) is a flowchant diagram jllus-
traling the use of a shopping c2r for the purchase of
products in connection with the petwork sales system of
FG. 1.
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FIG. 4 (4-A 1brough 4-C) is 3 flowchart diagram illus-
trating the operation of a smart stalement in the network
sales system of FIG. 1.

FiG. 5 is a screen snapshot of an advenising document
that 1he merchant computer sends to Ihe buyer compuler in
FIG. 2.

F1G. 6 is a scieen snapshol of a confirmation document
that the payment computer sends lo the buyer coroputer in
FIG. 2.

FIG. 7 is a screen snapshol of a new account docement
that the payment computer sends to the buyer computer in
FI1G. 2.

FI1G. 8 is a screen spapshot of an account pame prompl
tbal the buyer compuler creates in FIG. 2.

FIG. 9 i5 a screen snapshot of a document that the
payment computer sends 1o the buyer compuler in FIG. 2
and tbat provides an oplion cither 10 repurchase or 1o use 3
previously purchased access.

FI1G. 10 s a screen snapshoi of a fulfilment document thar
the merchant compuier sends 1o the buyer compuier in FIG.
2.

FIG. 11 15 a screen snapshol of a smant stalement docw-
ment that the payment compuier sends to the buyer com-
puler in FI1G. 4.

FIGS. 12 and 13 are screen smapshots of a trapsaction
detail document that the payment computer sends 1o the
buyer computes in FIG. 4.

FIG. 14 is a scicen smapshot of a customer service form
that the payment computer sends 10 the buyer compuler in
FIG. 4.

DETAILED DESCRIFTION

With reference to FIG. 1, a network sales system in
accordance with the present invention includes a buyer
computer 12 operaled by a user desiring to buy a product, a
merchapt compuler 14, which may be operated by a mer-
chant willing to sell products lo the buyer of by 2 manager
of ihe neiwork sales system, a payment compuler 16 typi-
cally operaled by a manager of the petwork sales sysiem,
aod a creation compuier 20 ypically operated by the mer-
chant. The boyer, merchani, payment, and creation comput-
ers are all inter-connecled by a computer vetwork 10 such as
the Internet. .

Creation compuler 2 is programmed to build a “store” of
poducts for ibe merchant. A priniout of a compulcr program
for use in crcating such a “store™ in accordance wilh the
present invention is provided as Appendix F.

The products advertised by merchant computer 14 may
be, for example, rewspaper or newsletier articles available
for purchase by buyers. Creation compuler 20 creales a
digita] advertisement dalabase I8 thal slores advertising
documents {which may for example be in the form of
summartes of newspaper or newsletter articles, sccompanicd
by prices) and product fulfillment items (which may be the
products themselves if 1he producis can be wransomticd over
the nerwork, or which may be hard goods identifiers if 1the
producis are hard goods, i.¢., durable producis as opposed o
information producis). Creation computer 20 trarsmils con-
teots of the adverlising document database 18 to mercham
computer 14 1o coable the merchant compuler to cause
advertiscments and products 10 be sent to buyers. Mcrchaol
compuler 14 maintains advertising documents locally in
advertising documenl database 15. I an alternalive
embodimenl, the creation computer docs not bave a Jocal
digita) advertisement database, but insicad updates a remole
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advertising document database on a merchapd computer.
These updales can be accomplisbed wsing HTML forms or
other remole database techoologies as is understood by
practitioners of the an.

Paymenl computer 16 has access to a selilement database
22 i which payment computer 16 can record details of
puscbase Iransactions. The products may be orgamized joto
various “domains” of products, and paymem compuier 16
can access seitkment database 22 to record and retrieve
records of purchases of products failing within the various
domains. Payment compuser 16 alsn bas acoess to a shop-
ping cart databasc 21 in which a “shopping cant” of products
that a user wishes 0 purchase can be unaintained as the user
shops prior (e actual puschase of the contenls of ihe shop-
ping cart.

Wilh rcfercnce to FIG. 2, a purchase transaction begins
when a user ol buyer computer 12 requests advertisements
(slep 24) and buyar computer 12 accordingly sends ap
advenising documen! URL (universal resouroe Jocalor) lo
merchant computer 14 (step 26). The merchant computer
fetches an adventising docwment from tbe advertising docu-
ment database (sicp 28) and serxds it 1o the buyer computer
(step 30). An example of an advertising document is shown
in FIG. 5. Details of URLs and how they are used are found
in Appendix G.

The user browses through (he adventising document and
eventually requests a2 product (step 32). This resulis in the
buyer computer sending payment URL A lo ibe payment
compuler (siep M). Payment URL A includes a produci
identificr thal represents the product (he vser wishes to buy,
a domain identifier that represenis a domain of products 1o
which the desired product belorgs, s payment amount that
represents e price of Ibe product, a werchant computer
identifier thal represents merchaol computer 14, 3 merchant
account identificr that represents the particular merchant
account to be credited with the payment amount, a duration
time ibat represenis the Jengih of time for which access to
the product is to be granied (o the user afier completion of
Ibe purchase rapsaction, an cxpiration time ibat represents
a deadline beyond which this particular payment URL
canmot be used, a buyer nerwoirk address, and a paymeot
URL authenticator that is a digital signature based on a
crypiographic key. The payment URL authenticator is a hash
of other informalion in the payirent URL, the hash being
defined by a key shared by 1be merchant acd the operator of
the payment computer.

In an alicmative embodimeni, step 34 coasisis of the
buyer computer sending a purchase product message to the
merchant computer, and the merchanl computer provides
payment URL A to the buyer computer in response to Lbe
purchase product message. In this alternative embodiment,
payment URL A conlains (he same conlents as above. The
buyer computer then sends the payment URL A it bas
received from the merchant computer 1o the payment com-
puter. )

‘When the payment computer 1eceives the payment URL
it verifies wheiber the paywent URL authepticator was
created from the contents of the payment URL using the
crypiographic key (sicp 36). If pot, the paymemt computer
sends a document 10 the buyer compuler indicating 1hat
access 10 the petwork sales system is denied (step 38).
Otherwise, the paymenl compulcr determines whether the
expiration time has past (siep 40} i it has, the payment
computcr sends a docoment 1o the buyer compuler mdicat-
ing that the time has capired (siep 41). Otherwise, the
payment compuler checks the buyer compuier network
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address 10 sce if it malches the ooe specified in the payment
URL (stcp 42). If it does not malch, the payment computer
sends a document 16 1be buyer computer indicating that
access to the nelwork payment system is denied (step 43).
Otherwise, the payment compulcr sends a payment confir-
mation document to the buyer compuler, the payment con-
firmation document including an “open” link and a “con-
tinne” Link (step 44).

Axn example of a confirmation document is shown in F1G.
&. The confirmation document asks the user 10 click on a
“continuc” bulton if the user already has an a2coount with the
paymenl computer, or 0 click onr an “open” button if Lhe
user does ool already bave an account and wishes 1o open
one.
If the user clicks on the “open” bullon {(siep 46), the buyer
compuler sends paymem URL C lo the paymes computer
{step 48), payment URL C being similar to payment URL A
bui also indicating 1hat the usey does pot yet have an acooum.
The paymenl computer creales 3 new accounl document
(siep 50) and sends H 10 the buyer computer (step 52). An
exampk of a new accoumt document is showa io FIG. 7.
When the user reocives the mew account document be enfers
ibe necw accobnt name, an account password, a credil cand
number, the credit card expiration date, and security infor-
mation such as the maiden name of 1be user’s motber (step
54), and presses a “submil” bution {nci showo in FIG. 7).
The buyer compuler sends (be pew account information to
the paymenl compuier (step 58), which enlers the new
accounl io the seitlement dalabase (siep 58).

If the user clicks oo the “continue” bution (sicp 60), the
buyer computer sends payment URL B io the paymem
computer (skep 62), paymeni URL B being similar 10 pay-
ment URL A but also indicating that the user alicady has an
a2ccound. The paymepl computer then instrocts the buyer
compuier io provide the account pame and password (sieps
64 and 66), and the buyer compuler prompts tbe nser for 1his
information by creating an account pame prompi (example
shown s FIG. 8) and a similar password prompl. The user
colers Ibe inforalion (step 68) and the buyer compuler
sends the account pame and password 1o the paymenmt
compuler (step 70).

-The paymenl compuler verifics whether the user name
and password are correct (step 72). If they are not correct,
lbe payment compuier sends 2 document to the buyer
computer jndicaling that access to the petwork sakes system
is denied (step 74). Otherwise, the payment compuiler defer-
mioes whetber additioml security is wamanted, based on,
¢.g., wheiher the payment amount exceeds a threshold (siep
73). H additional securily is warranled, the payment com-
Ppuler creates a challepge form document and seads # o the
buyer compuler (step 75). The vser emters the security
information (step 77), ibe buyer computer sepds the security
information to the payment computer (step 79), and the
payment compuler determines whether the security ‘infor-
mation is correct (slep 81). Jf 3t is not correct, 1be payment
compuicr sends 3 docuiment 1o 1he buyer computer indicat-
ing that access o the neiwork sales sysiem is denied (step
83).

If the sccority information s correct, or if addiional
security was pot warranted, the payment computer checks
the seitiement dalabase 10 delermine whether the user bas
unexpired access o tbe domaip identifier coszined in 1he
payment URL (slep 82). I s, the paymen! computer sends
to the buyer compuler 2 docurpent provading an option eilher
1o repurchase or to use the previously purchased access (step
84). An example of such a document is showa ie F1G. 9. The
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vser can respond to the recent purchase query docoment by
choosing to access the previously purchased document (siep
85) or w go ahead and buy the currenily stlected product
(slcp 86).

If the user chooses 1o access the previously purchased
document, the buyer compuler skips to step 92 (sec below).
) the user chooses 1o buy 1he currently selected product, the
paymeni computer calculates an actusl payment amount that
may differ from the payment amount contained in the
payment URL (step 87). For example, the purchase of a
product in a certain domain may cntitle the user to access
other products in tbe domain for free or for a reduced price
for 3 given period of time.

The payment comwpuler iben verifies whether ibe user
account has sufficient funds or credil (step 76). If not, 1be
payment computer sends a document 1o the buyer computer
indicaling that the user accounl has insufficient funds (step
78). Otherwise, the payment computer creales an access
URL (stcp 80} thal includes a merchant computer identifier,
a domain identifier, a product identifier, an indication of the
end of the duration time for which access lo the product is
to be granted, the buyer network address, and an access URE
authenticator that is a digital signature based on a crypto-
graphic key. Tbe access URL authenticator is a hash of otber
information in the access URL, the hash being defined by a
key shared by the merchant and the operator of the payment
computer. The payment computer then records the product
identifier, the domain, the user account, the merchant
account, the end of duralicn tirse, and the actual payment
amount in 1he settlement database (sicp BS).

The payment computer then sends a redirect 1o access
URL 10 the buyer compuier (step 90), which sends the access
URL tv the merchanl computer (siep 92). The merchapt
computer venifies whether the access URL authenticator was
ereated from lbe contents of the access URL using the
cryptographic key (step 94). If nol, the merchant compuler
sends a document to the buyer computer indicating 1hat
aceess lo Ihe product is depied (siep 96).

Otherwise, 1he merchant computer vesifies whether the
duration lime for access to the prochict has expired (step 98).
This is done because (be buyer compuler can request access
1o a purchased product repeatedly. If the duzation time has
expired, the merchanl compuley sends a document to the
buyer compuler indicating that the lime has expired (step
100). Otherwise the merchant compuler verifies that the
buyer computer nctwork address is the samme as the buyes
petwork address in the access URL (step 101), and if 5o,
seods a fulfillment document to the buyer compuler (siep
182), which is displayed by the buyer computer (step 104).
An example of a fulfillment docimment is shown in FIG. 10.
Otherwise, the merchant computer sends a document to the
buyer computer indicating thal access is not allowed (step
103). .

Wit reference now to FIG. 3, when the merchant com-
puter sends the advertising document to the buyer computer,
the uscr may request Ihal a product be added 10 » shopping
<anl in the shopping carl database rather than requesi thal the
product be purchased immediaiely. The buyer computer
scnds a shopping cart URL. to the payment compuier (step
108), the shopping cart URL jocluding a product identifier,
a domain ideotifier, a payment amount, 2 merchant computer
ideptifier, 2 merchant account identificr, 2 duration time, 2o
expiration time, and a shopping cart URL authenticaior that
is a digital signature based on a aryptographic key. The
shopping cart URL authenticator is 3 bash of other infor-
malicn in the shopping, cart URL, the hash being defined by
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a key shared by the merchant and the operalor of the
payment computer.

The paymenl computer verifies wheiber the shopping cant
URL ambenticilor was cicated from the contents of the
shopping cart URL using a cryptographic key (step 118). If
not, the paymeot computer sends a document 1o the buyer
computes indicating that access to the network sakes system
is denicd (step 112). Otherwise, before any modification 1o
a user's shopping cart is allowed, user authentication is
performed (step 113) in a maoner analogous 10 steps 40-81.
Once the user is authenticated, \he payment computer cre-
ales or updates » payment URL for 1be shopping cart (step
114).

The user then cither requesis more advertisements {siep
24 in FIG. 2) and possibly adds another product to the
shopping cat, requests display of ihe shopping can (step
116), or requests purchase of the entire contents of the
shopping cart (siep 124). If tbe uscr requests display of the
sbopping cart (step 116), the buyer compuler sends a fetch
shopping carl request (o the payment computer (siep 118),
and the paymend computer apd buyer computer (sicp 119)
perform steps analogovs 10 slcps 64~81. The payment com-
puter retums the contents of the shopping cast to the buyer
computer (step 120), which displays the coments of the
shopping carl (step 122). If 1be user requests that the entire
conlents of the shopping cart be purchased (step 124) ihe
buyer compuler causes the payment URL for the shopping
cart 0 be activaied (stcp 126) and the payment URL is
processed in a4 manner analogous 10 the processing of
paymert URLs for individual products (beginning with step
3%in F1G. 2).

With reference now to FIG. 4, a user can request display
of a “smart stalement™ thal lists purchase transactions for a
given month (step 128). When the buyer compuier receives
such a request, it sends a smart statemend URL 1o the
payment compuler (slep 130).

When the payment compuler receives the smar stalement
URL, #l verifies whether the smant statement URL autben-
ticalor was created from the contents of the sman statement
URL using a cryptogmphic key (sicp 132). If pot, the
paymemt computer sends a document lo the buyer computer
mdicating thal access s denied (step 134). Otherwise, the
payment computer checks o determine whether the buyer
petwork address in the smart statemeat URL matches the
buyer compuler’s actual network address (step 136). If pot,
tbe payment compuler sepds a document to the buyer
compuicr indicating thal access is denied (siep 138). Oth-
crwise (sicp 140), the payment compuler and buyer com-
puter perform a set of sieps analogous to sleps 64-81 in FIG.
2 (paymeni computer requests account name and password,
user provides the requesied information, and payment com-
poter verifies the informalion).

In an'alicrpative embodiment sieps 132-138 are omiltled.
" After verification of account infosmation is complete, the
paymeni computer retrieves the 1equested scitlement data
fiom the scitlement database, creates a smant stalement
document for the buyer, and sends the smarl stalement
document 1o Ihe buyer compuwier (siep 142). Ao example of
a smart statement document is sbown in FIG. 11, Each
purchase transaction record in 1be sman stzlement document
includes the data of the Iransaction, the pame of the
merchant, an idenlification of the product, and the payment
amounl fos the product. The smart slaterne ot document also
includes a transaction detail URL for cach purchasc trans-

_action (\bese URLs, or byperiext links, are discussed below

aod are not shown in FIG. 11). The smart slatement docu-
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ment also identifies previous statements that the vser may
wish 10 have displayed.

" The buyer computer displays the retrieved docament (step
144), and the user may requesl Iransaction delails for 2
particular transaction listed on the smart slalement (stcp
146). If s0, the buyer computer sends a lransaction detast
URL (or “payment detail URL") to the payment computer
(step 148). The ransaction detail URL includes a Iransaction
wdentifier, a buyer network address, and a transaction detail
URL authenticator. When the paymend computer receives
the transaction detail URL, o performs (sicp 150) a set of
steps analogous lo steps 132-148 (verification of URL
azuthenticator, buyer network address, and account
information). The payment computer then retricves from the
scltlemcenl database data correspooding 1o the payment
transaction specified in the tramsaction detail URL, creates a
transaction detas]l docvment, and sepds it to the buyer
computer (siep 152).

Ab example of a ransadion delail document is shown in
FIGS. 12 and 13. The document displays a oumber of items
of information zbowt the Uansaction, including the transac-
tion date, end of the duration tirpe (“expiration™), a descrip-
tion of the product, the payment amound, the domain cor-
responding to the product, an identification of the merchant,
and the merchant’s address.

The smart statement documeat and Lhe transaclion detail
document both include customer service URLs (hypertext
links) that allow the user to request customer service (j.c., lo
send comments and suggestions 1o the payment computes).
When 1he user requests cusloraer service (step 154), the
buyer compuler sends the cusiomer service URL 1o the
payment computer (slep 158), which creales a customer
service form and sends il 1o the buyer computer (step 158).
An example of a cusiomer service form is shown in FIG. 14.
The user types comments inlo the customer service form
(step 160), and the buyer compuier sends the eser’s com-
ments 1o the payment computer (sicp 162). The payment
compuler then posts the user comments and sends a thapk
you documenl to the buyer computer (stcp 164).

A uscr may request display of a product included in the
smarl statemenf. When the user requests ihat the product be
displayed (sicp 166), the buyer computer sends the access
URL confained in the smant slatement docuwent to the
merchant compuier (siep 168), and 1he buyer computet and
merchant computer perform a set of sieps analogous to steps
94-104 in FIG. 2 (authentication of access URL, verification
whether duration lime bas expired, verification of bayer
network address, and iransmission of fulfillment document
to buyer computer).

Whencver the present application states that one computer
sends a URL to another compuier, it should be understood
tba! in preferred embodimenis the URL is sent in a standard
HTTP request message, unkess 2 URL message is specified
as a redirection in 1he present application. The request
message includes components of the URL as described by
the standard HTTP protocol definition. These URL compo-
neois in the request message allow the server 1o provide a
response appropriate 1o the URL. The term “URL” as wscd
the present application is an exainple of a “link,” which is a
pointer lo another document or form (incliding multimedia
documents, hypertext documents including oiber Links, or
audiofvideo documents).

When the present applicalion stales thal onc compuler
sends a document 1o apother compuler, it should be nnder-
stood 1hat in preferred cmbodiments the document is a
soccess HTTP response message with 1be docnment in the
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body of the message. When the present apphicalion slates
that a server sends an zccount name and password request
mwessage to the client, it shoukd be understood thal in
prefemred embodiments (e account name and password
requesi message is an upauthorized HTTP response. A clicot
compuler sends 2ccount name and password information 1o
@ scrver a5 parl of a request message with an authorization
fickd

The software architecture underlying the particular pre-
ferred embodiment is based upon the bypertext conventions
of the World Wide Web. Appendix A describes the Hypertext
Markup Language (HTML) document format used to rep-
resept digital advestisements, Appendix B describes 1he
HTML forms fill out support in Mosaic 2.8, Appeodix C is
a description of Ihe Hypenext Transfer Prolocol
between buyer and merchant compulers, Appendix D
describes bow docements are named with Uniform Resource
Locators (URLS) in the network of computers, al Appen-
dix E describes the authentication of URLs using digital
signatures.

A printout of a computer program for use in creating and
operating such a “store” in accordance with the presem
iDvention is provided as Appendix F. A priniout of a com-
puler program for use in operating other aspects of the
network sales sysiem in accordance with the presemt inven-
tion is provided in Appendix G.

There has been described a new and usefol network-based
sales system. It is apparcot that those skilled in the art may
make mmerous modifications and departures from 1be spe-
cific embodiments described berein without departing from
the spirit and scope of the claimed invention.

What is claimed is:

1. A network-based sales sysiem, comprising:

a merchant database comprising a plurality of digital
advertiscments and a plurality of respedive product
fulfillment ilems;

at least one creation computer for creating said merchaot
database; and

at Jeast one merchant compuler for causing said digijtal
advertisemenis lo be transmiticd 10 a user and for
causing advertised products lo be transmitied to said
user; -

said crealion computers, said merchant computer, and a
payment computer being interconnecied by a public
packet switched computer network;

said creation computer being programmed w create said
merchant database, and %o transmil said digital adver-
lisements and said prodoct fulfillment items over said
network 1o said merchant computer;

said mercham compuler being programmed o receive
said digital advertisements and produd fulfitlment
Hems over said network, to receive over said perwork
a request for a digilal advertisement from a unses, o
cause said digital advertisement to be sent b0 said user
over sail ociwork, 10 receive over said network from
said user a product request message identifying an
advertiscd product, lo receive an acocss message over
said petwork created by said payment computer, and o
cause said produd to be senf (0 said wser in accordance
with & product fulfillment item corresponding 10 said
product and based upon receipt by the merchant com-
puter of the aocess message,

2. A nctwork-based sales sysicm in accordance with claim

1, wherein each of said digiial advertisements comprises an
abstract of a product and a price.

3. A petwork-based sales sysicm in accordance with claim
2, wherein:
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al lcast one of said product fulfillment items comprises 3 said client compuler, being programmed to respond fo
product itself; and activation of said product hypertext link by causing
said creation computer is programmed 10 transmit said szid produet lo be sent 1o said client computcr over said
product to said merchant computer wilh said digital neiwork.
advertisements. s 7.Ahypenext stalcment sysiem in accordance with clain
4. A network-based sakes sysicm in accordance wilh claim €, wherein:
2, wherein: said client computer js progrzmmed 1o receive a request
al least one of sai! product [ulfiliment items comprises a from said client user to display iransaction details
hard good identifier; and corresponding lo a product description displayed by
said ereation compuler s programmed 10 transmit said 30 said cliept compuler and to cause a Iransaction delail
hard good identifier 10 said merchanl computer with hypertext link corresponding to said product descrip-
sajd digital advertisements. tion to be aclivated; and
5. A method of operaling a merchant compuler jn 2 at Jeast one of said scrver compulers is programmed to
neiwork-based sales sysiem comptising a merchant database respond to activation of said iransaction detail byper-
thal comprises a plurality of digital advertiscments and a 35 text link by trapsmitliog said iransaction details 1o said
phurality of respective product [ulfillment items, af Jeast one client computer as a Iransaction detail document.
creation compuler for creating said merchant database, and 8. A hyperiex! staicment sysiesm in accordance with claim
al least ope merchant compurer for causing said digital 7, wherein:
advertisements 1o be iransmitted ko a vser and for causing said tramsaction detail document further comprises a cus-

advenised producis to be Iransmitted to s2id user, and 2l o lomer service foim hypertext bink;

Jeast one paymeni compuler, said creation computer, said said client computer is programmed to receive a request

merchani computer, and said payment compuier being inter- from said client uses 10 display a customer scyvice form
counected by a public packet switched computer petwork, and to cause said customer service form hypertext hink
said method comprising (he steps of: to be activated; and

receiving, at said merchant compuler, said digital adver- 25

£ <ai .
tiserents and said product fulfillment fiems, said digi- al Jeasl one of said ' puters is programmed lo

1a) advertiscments and s2id product fulfillment ilcros
baving been transmilted over s2id petwork 1o said
merchant compater by said creation compuler, said
merchani database comprising said digital advertise-
ments and said product fulfillment items baving been
created by said creation computer;

recciving vver said petwork a reques for a digital adver-
tiscrnent from a user,;

causing said digilal edvertiscinent to be senl lo said user
over said network;

receiving over said perwork from said user a product
request message identifyiog an advenised product;

receiviog over said petwork an access message created by
said payment computer; and

czausing szid product to be sent 10 said user in accordance
wilh a product fulfillment ilem corresponding to said
product and based upon reccipl by the merchant com-
puier of the access message.

6. A hypertext stalement sysiem, comprising;

a client compuler for operation by a client user; and

a plurality of server computers for operation by a server

respond 1o activation of said customer scrvice form
hypericxt link by transmitting said customer service
form 1o saxd client compuler.
$. A hyperiext statement sysie in accordance with chim
3 ¢ wherein:

said stalement documeni further comprises a customes

service form byperiexi link,

said clienl computer is programmed lo receive a request

from said client user 1o display a customer service form
and 10 cause said custower service form hypesiext link
to be activated; and

at least one of said server computers is programmed lo

respond to activalion of said customer seyvice form
hyperiext link by trapsmiling said customer service
form to said client computer.

10. A method of operaing a server computer jn a hyper-
lext slatement sysiem comprising a client compuler for
operation by & client user, and a pluralily of server comput-
s crs for operation by a server user, said cliemt compater and
" said server computers being inferconnected by a public

packet swilched computer petwork, said metbod comprising
the sicps of:

user;

said cliem computer and said server computers being
interconnected by a public packet switched computer
network;

at Jeast one of said server conpulers being programmed
10 reccord information peraining to purchase frapsac-
tion records in a database, cach of sad purchase
ransaction records comprising a product description,
amd fo canse a stalement document comprising said
prchase iransaction records lo be transmitied to said
client compuler over said nelwork;

said client computer being programmed 10 display said
product desariplions, 1o receive 3 request from said
chient user to display a product comesponding o a
product description displayed by said cliemt computer,
and 1o cause a product hyperiext link derived from a
Purchase transaciion record io be activaled;

al Jeast onc of said server compuicrs, othey thap a scrver
compuier that tracsmitted said statcment document o

recording, at onc of said server computers, information
perlaining 10 purchese iransaction records ip a
database, cach of said purchase transaction records
comprising a prodoct description; and

causing 2 slalement document comprising said purchase
transaction recprds 10 be iransmilled to said cliem
compuler over said network;

said client computer being programmed to display saxd
product descriptions, lo receive 3 request from said
client user 1o display a product corresponding to a
product descriplion dispiayed by said clicot computer,
and to causc a product hyperiext link derived from a
purchase fransaction record 10 be activated;

at Jeast one of said server computers, other thap a scrver
compuicr thal iransmitied 523d stavement docwurent fo
said client compuier, being programmed o respond lo
activation of said product hypertexi link by causing
said product to be seol 10 said clicnl compuler over ssid
network,
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11. A network payment systcm, comprising:
at least ont buycr computer for operation by a nser
desiring 1o buy a product; and
al Jeast onc payment computer for processing paymen
- messages from said buyer computer; :
said buyer compvter, said payment compuier, and a mer-
cham compuier being intesconnected by a public packet
swilched computer actwork;
said buyer computer being programmed to cause a pay-
ment message (o be senl to said payment computer over
said nerwork;
said payment computer being programmed 1o receive said
payment message, lo cause anl access message lo be
created for transmission over sad petwork to said
merchant compuler to cnable said user 1o access said
product upon verificalion by said merchanl computer
that said access message was created by said payment
compulicr, and 1o record information pertaining o 2
purchase iransaclion record in said seitlement database;
said buyer computer being programmed lo cause a request
for a purchase insaction rccord 1o be sent 1o said
paymend compuicr over said network; and
said payment compuler being programmed 10 receive said

request for sakl purchase Iramsadion record and 1o
cause a document derived from said purchase Iransac-
tion tecord to be sent 10 said buyer computer over said
nelwork.

12. The network payment system of claim 11 wherein the
payment message comprises a product identifier Kentifying
the product that the user desires to buy.

13. A method of operating a paymenl compuler in a
network payment system comprising at feast one buyer
compuler for opesation by a user desinng to buy a prodnct,
and at least one payment computer for processing payment
messages from said buyer computer, and at least one mes-
<hant compulter, said buycr computer, said paymem
compules, and said merchant computer being interconnected
by 2 public packet swilched computer network, said meihod
comprising the steps of:

Tecciving, at said payment coinpuier, a payment message
that said buyer computer bas caused 1o be senl to said
payment compuler over said network;

causing an access message to be created for Iransmission
:40 a merchanl computer over said nctwork Lo enable
said user 10 access said product upon verification by
said merchant computer that said access message was
created by said payment compauter;

recording informalion pertaining 1o a purchase transaction
record in said selilement dalabase;

receiving over said nctwork s request for a purchase
transaction record that said luyer computer has cansed
10 be sent 10 said payment computer; and

cavsing a document derived from sajd purchase fransac-
tion rccord 1o be seol fo seid buyer computer over ssid
nelwork.

14. The meibod of claim 13 wherein the payment message
comprises a product identifier identifying the product tha
the user desires 1o buy.

15. A hyperiext statement sysiem, comprising:

a clicot computer for operation by a1 clicnd user; apd

one or more server computers for operation by a server
user;

the client computer and the serves computers being ipler-
connecied by a public packet switched computer nel-
work;

3
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al Jeast one of the server computers being programmed to
record information pertaining 1o purchase transaction
records in 8 database, and to transmil 8 statement
document comprising the purchase transaction records
to the client compuler over the perwork;

the chicol computer being programmed 1o display the

statement document I0 receive a request from the clicon
wser 1o display tramsaction details corresponding to a
portion of the statement document displayed by the
client compuier, and lo cause a transaction detail hyper-
texi link corresponding to the portion of the statement
docoment 0 be adlivaled;

at keas! one of the server computers being programmed to

respond 10 activation of the transaction delail hypertext
link by transmitting the transaction details to the chicnt
compuler over the network as » Iransaction detail
document.

16. A meibod of operaling a scrver computer in a hyper-
lext slaiemenl sysiem comprising a clicol computer for
opention by a client user, and one or more server computers
for operation by a server user, the client computer and the
scrvel compuiers being interconnected by a public packet
swilched computer network, the method comprising the
steps of:

recording, at one of Ibe server computers, information
pertaining to parchase’ fransaction records in a data-
base; and

Iransmilting a statement document comprising the por-
chase transaction records lo the client computer over
the network;

the client computer being programmed to display the
slatement document, o receive & request from the
clict user lo display transaction details corresponding
10 a portion of the slalement document displayed by the
clicnt computer, and 10 cause & transaction delail hyper-
lext link comresponding to 1be portion of the statement
document 1o be activated;

al keast one of 1be server computers being programmed 1o
respond 1o activalion of the transaction delail hypertext
link by transmitting tbe ransaction details 1o 1he client
compuler over the petwork as a fransaction detail
document.

17. A petwork-based sales system, comprising:

# least onc beyer compuier for operation by a user
desiring lo buy products;

at Jeasi one shopping cant computer; and

a shopping cart database comected to the shopping cart
compuler,

1he buyer computer and the shopping cart computer being
interconnccied by & public packet switched compuler
network;

the buyer compulcr being programmed to seceive a phs-
aality of requests from s user to add » phinlity of
respective products (o a shopping can in the shopping
cart dalabase, aind, in response to Lhe requests to add the
products, to send a plurality of respective shopping cart
messages over the network to the shopping cant com-
puter cach of which comprises a product identificr
identifying one of the plurality of products and at Jeast
ome of which comprises 3 ubiversal resource Tocator;

the shopping cari computer being programmed to receive
the phirality of shopping cart messages, to modify 1be
shopping can in the shopping cart database 10 reficct
the plurality of requests 10 add the plurality of producis
To the shopping carl, and 1o cause a paymen! message




Case: 1:02-cv-0812;_p00ument #: 1 Filed: 11/08/02 Page M f 83 PagelD #:78
aq :

> 5,909,492

T 15
associated with the shopping cari to be created, the
payment message comprising a umiversal rescurce
locator; and
the buyer computer being programmed lo receive a
request from the user to purchase 1he plorality of
products added 1o the sbopping cart and to cause the
paymend message 10 be activaled 1o initiate a payment
transaction for the plurality of products 2dded to the
shoppiog canl;
the shopping carl being a stored representation of a
collection of products, the shopping cart dalabasc being
a database of stored representalions of collections of
products, and the shopping carl computer being 7
compuler that modifies the stored representations of
colkections of products in the database.
18. A method of operating & shopping cant computer m a
public packet switched computer network comprising
least one buyer computer for operation by a user desiring 1o
buy products, at least one shopping cant computer, and &
shopping cart databise conpecied to the shopping cant
compuler, the meihod comprising the sieps of:
receiving, at the shapping carl computer, a plurality of
shopping cart messages senl over the petwork fo the
shopping cart computer by the buyer compufer in
response to receipl of a plurality of requests from a wser
to add a plurality of respective products to a shopping
cari in the shopping cart dutabase, cach of the shopping
carl messages comprising a product identifier identify-
ing onc of the plurality of products and al least one of
which comprises » universal respurce Jocator;

modifying ibe shopping cart in the shopping cart database
to reflect the plurality of requests 1o add the plarality of
products to the shopping carl; and

causing a payment message associaled with the shopping

cart to be created, 1be payment message comprising a
universal resource locator,

the buyer computer being programmed io receive a

fequest from the user to purchase the plurality of
products added lo the shopping cart and to causc the
paymeni message (0 be activated o iniliate a payment
transaclion for the plurality of producis added 1o Lhe
shopping carl;

the shoppiog carl being a slored representation of a

collection of products, the shopping cart database being
2 database of stored represcntations of collections of
products, and the shoppiag cart computer being a
compuler that modifies the stored represcntations of
collections of products in 1be dalabase.

19. A network-based sales sysiem, compnsig:

»t least one buyer compuier for operation by a user

desiring to buy » producy;

at least ope merchant computer; and

al Jeast one payment coOmpuier;

the buyer computer, the merchant compuler, and the

paymen! computer being interconnecied by & computer
network;
the buyer computer being pregrammed Lo receive a user
request for purchasing a product, and to caese a pay-
mem message 1o be senl to 1he payment computer that
comprises a product identifier identifying the product;

the payment computer being programmed 10 receive the
payment message, 10 cause an access message 10 be
created thal comprises a product identifier identifying
the product and an access miessage authenficator based
on 3 cryptographic key, and 1o cavse the acoess mes-
sage 10 be sent to the mexchant computer; and
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the merchant compules being programmed lo receive the
acress message, 1o cause ihe access messape authenti-
aator to be verified o ensure thal the access message
aulbeaticator was created using the cryplographic key,
and 10 cause the product 1o be received by the user
desiring W buy the product.
20, A network-based sales sysiem in accordance with
claim 19 wherem the buyer computer &5 programmed to
cause the paymeni message 10 be scof to the payment
compuler by sending a purchase product message o the
merchant computer, the merchanl computer beipg pro-
grammed o receive the purchase prodect message, and in
response theseta, to send Ihe payment message to the pay-
menl compuler.
21. A network-based sales system in accordance with
claim 19 wherein the merchant compuler is programmed
itself 10 verify the access message authenticalor.
22. A petwork-based sales system m accordance wilh
claim 19 wherein the merchant compuler is programmed ko
cause every access message avthenticator reccived by the
merchant computer to be verified.
23. A petwork-based sales sysiem in accordance with
claim 19, wherein the payment message comprises a pay-
menl arnouni.
24. A network-based sales system in accordance wilh
chim 19, whercin the paymem computer is programmed to
record the product identificr and the payment amount.
25. A petwork-based sales cystem in accordance with
claim 24, wherein the product identifier and the payment
amOom are recorded in 3 selllement dalabase.
26. A netwink-based sales system m accordance with
claim 19, whercin the paymem message compriscs a mes-
chant computer ideahifier.
27. A actwork-based safes syslem in accordance with
claim 1%, whercin the payment message comprises a pay-
menl message aviheaticalor based on a aryptograpbic key.
28. A nciwork-based sales system i accordance with
claim 27, wherein the payment compuler is programmed to
verify the payment message autbenlicator to ensure Lhat the
payment message avthenticalor was created using the cryp-
tographic key.
2% A petwork-based sales system in accordance with
claim 19 wherein the compuier peiwork is @ public packet-
switched communications network.
30. A meibod of operaling 3 payment compuler in a
compuler network comprising at Jeast one bayer compuler
for operation by a user desining to buy a product, ot least one
merchant computer, and si Jeast one paymend compater, the
method comprising the steps of:
receiving, 8 the paymeni compuier, 3 paymend message
that the buyer compuier has caused to be sent 10 the
payment compuler io response (o 2 user request for
purchasing a product, tbe paymenl wessage comprsing
s product identifier identifying tbe product;

causing an access message lo be created 1hal comprises a
product identifier identifying the prodect and an access
message authenticator based on a cryplographic key;
and

causing 1he access message to be sent 10 the mercham

computer, the merchant compuler being programmed
10 seceive the access messape, to cause the access
message authenticalor to be venfied to ensure 1hat the
access message aunthenticalor was crcaled using 1be
ayplograpbic key, and 1o cause ihe product 1o be
received by ibe user desiting to buy the product:

31. A network-based sales sysicm, comprising:

at least one buyer computes for operation by a user

desiring to buy @ product;
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at least one merchant computer; and
al Icasl onc payment computer,
thc buycr computer, the merchanl computer, and the
payment computer being interconnecicd by a public

18
messages over ihe network 1o the shopping cart com-
puter each of which comprises a product identifier
wentifying one of the phusakity of products;
the shopping cant computer being programmed to receive

3 N s the plorality of shopping cart messages, and lo modi
packet switched comp!ncl network; . the shopping carl l?:l the shopping can database g
the buyer computer being programmed fo receive 2 reflect the plurality of requests to add the plurality of
request from a user for purchasing a prodect, and 1o products 1o the shopping cart; and
causc a paymem message (o be senl over the etwork the buyer computes being programmed to receive a
to the paymenl computes; 10 request from the user to purchase the phurality of
the payment compuler being programmed 10 receive the products added 1o tbe shopping can and to cause a2
payment message, and, if purchase of the product by payment message to be activated 1o initizte 2 payment
the user has not been previously recorded in a settle- transaction for the phinality of products added 10 the
menl database, 10 cause {he user 10 be charged for the shopping can;
product and 10 creale a ew rmcord io the settlement 35 (e shopping cant being a stored represemation of a
database reflecting puichase of the product by the user, collection of products, Ihe shopping cari dalabase being
o cause an access message to be created, and lo cause a database of stored representations of collections of
the access message 1o be sent over the petwork to the products, and the shopping cart computer being a
merchani computer; and computer that modifics the siofed represeptations of
the merchani computer being programmed to receive the 20 collections of products in the dalabase.

access message and to cause the user 10 receive the

36. A method of operaling a sbopping carl computer in a '

produclL public packet switchcd computer nelwork comprising at

32. The neiwork-based safes system of claim 31 wherein: least one huyer computer for operalion by a wser desiring to
the payment computer is proprammed 1o cause the access  buy products, al least one shopping carl computer, and »

message 1o be crealed usivg a cryptographic key; and 25 shopping can database connecled to the shopping can
at Jeast one of the computers is programmed 1o use the  COMPputer, the method comprising the sieps of:

access message in a cryplographic psocess lo ensure
that the user has paid for the product.
33 A meihod of operating a pyyment compuler in » public

receiving, al the shopping cart compuler, s plirabty of
shopping carl messages sent over the petwork to the
shopping cart compuler by Ihc buyer computer in

packet switched computer nctwork comprising at feast one = :;%m o m;_tiplot;f 2 P!m; liry °rl:’:jcq;ests fros:i a user
buyer mmp;:t:t for @cra;;]m:‘by » user dc:l:lll'lfil: buy a ca:in lahelﬂ“ﬂ “|¥ng cma;:si, ca:h :l'?h: UPPg
product, at least one merchanl computer, and #1 least one shopping carl ch of the shoppi
payment compuicr, the method comprising the steps of: ::::eﬁ?;;ﬁgs;ng;pm u:curdmﬁer identify-
mc‘::l“:fé ;:l;:: g:ﬁ:::t ‘:: i:::.:;wpm:, zl::““g; 35 modifying the shopping cart in the shopping carl database
network 10 the payment compulcr in Fesponse fo & to mﬂ;csl :hc IE:urallly 9[ leq1l|1csls to add the plurality of
request from a oser for purchasing a product, apnd, if producis 1o the shopping can;
pu?'chm of the Fodm; by the gnsell'x bas not been the buyer computer being programmed o rective a
previously recorded in a sullfement database, causing request from the “;“s': purchase ‘:dlﬂ““m? of
the user to be charged for the product and creating & products added 1o the shopping cant and 10 cause a
new record in the sertlement database reflecting pur- payment message 10 be rctivated 1o iniliale s payment
chase of the product by The user; trapsaction for the phinality of products added 1o the
causing an access message 10 be crealed; and tb:}mppmign":;" being a stored represcotation of a
causing the access message tn be sent over the petwork o 45 collcdl ]ionifpr fucts, the st pingc'::'l database bei
the meichant compuler, the merchant computer being a database of slored represcotations of collections of
m mﬂtﬁxp‘hﬂf? message aad 1o cause products, and the shopping cart computer being a
34. The method of claim 33 Wherein at keast one of the 2&;;";}';;‘;?&;“&:?:&:;9@'““ of
omprs g ok e S IS 08 9037 Atk b sy, comping
cIyplograp L & werchant database comprising a plrality of digial
_35. A network-based sales system, comprising: ;ud;;ﬁ:::i?:;;nd 2 plurality of respective. product
a ka."". one. buyer compuier for operation by a uses ss &l least one crealion computer for crcating the merchapt
desiring to buy products; database; and
a Jeast one shopping cart coorputer; and . at Jeast onc merchanl computer for cavsing tbe digital
a shopping cart database connected to the shopping cart advertisements (o be iransmitied 1o a user and for
compuler, causing advertised producis lo be transmitied to the
the buyer compuier and the shopping carl comrpuler being ¢ usef;

interconnected by a public packet swilched computes
nctwork;

tbe buyer compuler being programmed to jeccive a ph-
rality of requests from a user 1o add & plurality of
respective products 1o a shopping cart in the shopping
cart database, and, in response 1o the requests to add the
products, 1o send a2 phurality of respective shopping cart

&5

the creation computer and the merchanl compuier being
interconnecicd by a public packel swilched computer
network;

the creation compuler heing programmed 10 create the
merchant dalabase, and lo transmit the digital adver-
tiscments and the product fulbllment jtcms over 1he
petwork to the merchant computer;
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the orerchant computer being, programmed to receive the
digital advertiscments and product fulfiliment items
over the petwoik, 10 receive over the network a request
for a digital advertisement from a wser, (o cause the
digital advertisernent to be sent lo the user over the
neswork, 10 rective over the network from the user 2
product request message identifying an advertised
product, and to cause the product to be senf io the uscr

20

receiving, at ibe merchant computer, the digital advertise-
meols and the product fulfillment items, the digital
advertisements and the product fulfillment iterns bav-
ing been Iransmilted over the network to the merchant
commputer by the crealion computet, the merchant data-
hse comprising the digital adveniisements and the
product fulfillment items having been created by the
creation compaler;

in accordance with a prodoct fulfilloent ilem cosre- . .
; - receiving over the ne a req of & al adver-
spondiog lo the product; 10 c the network uest Tor a digital adve
at Jeasl 2 portion of the digital advertiscments transmitied tiscmeot from a user; )
by the creation computer to the merchani computer causing Ihe digital advertisement 1o be sent to the user
over the nerwork being awibenticated by at least one over the network;
digital signature. receiving over the petwork from the user a product
38. A meibod of operating a merchant compuler in 3 15 requesl message identifying an advertised product; and
network-based sales system cosprising # erchant dalabase causing the product to be sent o the user in sccordance
that comprises a phirality of digital advertisements and a . } .
plurality of respective product fulfillment items, st least ope with a p fulfilment item corresponding 10 the
creation compuler for creating the merchaot database, and at product; o ) )
least ope merchant mmpu[gr for causjng the digi[.[ adver- 0 al least a pOﬂIO!I of the dlg]ll! advertiserents transmilied
tisements to be transmitied 1o 8 user and for causing adver- by the creation computer lo the merchant computer
tised products 1o be wransmiited lo the uses, the creation over the petwork being authenticated by al Jeasi one
compulter and the merchant computer being interconnecicd digital signaturc.
by a public packel swilched conputer network, tbe method
comprising the steps of: I T
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