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Plaintiff A10 Networks, Inc. ("A10”), for its Complaint against
Defendants Brocade Communications Systems, Inc. (“Brocade™) and FS Networks,

Inc. (“F5”) alleges as follows:

JURISDICTION AND VENUE
1. This is an action for patent infringement, under the patent laws
of the United States, 35 U.S.C. § 271 et seq. This Court has jurisdiction under

28 U.S.C. §§1331 and 1338(a).

2. Venue is proper within this judicial district under 28 US.C.
§§1391(b) and (c) because Brocade has offices in this district, the Defendants sell
and distribute infringing products within this district, and Defendants are subject to

personal jurisdiction here.

THE PARTIES

3. Plaintiff A10 is a California corporation, with its principal place
of business at 2309 Bering Drive, San Jose, California. A10 also has an office
within this district in Laguna Hills. .

4, Defendant Brocade is a Delaware corporation, with its principal
place of business at 1745 Technology Drive, San Jose, California. Brocade sells
and distributes infringing products within this district, and is believed to maintain
offices within this district in Irvine.

5. Defendant F5 is a Washington corporation, with its principal
place of business at 401 Elliott Avenue West, Seattle, Washington. FS sells and
distributes infringing products within this district, and is believed to maintain an
office in San Jose, California.

1/
/1
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Al10’S PATENT RIGHTS

6. A10 was founded in 2004 and provides innovative networking

and security solutions that help organizations accelerate, optimize and secure their
applications. A10’s flagship product line, the AX Series, is a family of high
performance server load balancers that are the recognized industry leader in high
performance traffic management and application delivery controllers. The AX
Series” Advanced Core Operating System (ACOS) architecture has garnered
numerous awards and is revolutionary by market standards. v

7. On November 21, 2006, the United States Patent and Trademark
Office issued United States Patent No. 7,139,267 (the 267 Patent”), entitled
“System and Method of Stacking Network Switches,” a copy of which is attached
hereto as Exhibit A. The ‘267 Patent is generally directed at the use of refresh
packets in the context of synchronizing the forwarding databases of network
switches.

8. A10 is the owner by assignment of the ‘267 Patent, and has the
right to sue for infringement of the ‘267 Patent.

9. On June 26, 2007, the United States Patent and Trademark
Office issued United States Patent No. 7,236,491 (the “’491 Patent”), entitled
“Method and Apparatus for Scheduling For Packet-Switched Networks,” a copy of
which is attached hereto as Exhibit B. The ‘491 Patent is generally directed at the
use of priority queuing and scheduling in the context of packet transmission.

10.  Al0 is the owner by assignment of the ‘491 Patent, and has the

right to sue for infringement of the ‘491 Patent.

COUNTII
(PATENT INFRINGEMENT - ‘267 Patent, Against All Defendants)

1. Al0 repeats and realleges the allegations set forth in paragraphs
1-10, above, as though fully set forth hereat.

3 COMPLAINT FOR PATENT INFRINGEMENT;
DEMAND FOR JURY TRIAL
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12, Al10is informed and believes that a reasonable opportunity for
further investigation and discovery will confirm that Brocade has been and is
infringing the ‘267 Patent directly and indirectly by making, using, selling and/or
offering for sale products, including at least its Fastlron SX, CX, LS and GS,
Netlron XMR, MLX and MLXE, and Biglron RX series products, that practice or
enable the practice of inventions claimed in one or more of the claims of the ‘267
Patent.

13. Al0Qis informed and believes that a reasonable opportunity for
further investigation and discovery will confirm that F5 has been and is infringing
the ‘267 Patent directly and indirectly by making, using, selling and/or offering for
sale products, including at least its BIG-IP products, that praétice or enable the
practice of inventions claimed in one or more of the claims of the ‘267 Patent.

14.  Defendants’ acts of infringement have caused, and will continue

to cause, substantial and irreparable injury to A10 and its rights.

COUNT II
(PATENT INFRINGEMENT - ‘491 Patent, Against All Defendants)

I5.  AlO repeats and realleges the allegations set forth in paragraphs
1-10, above, as though fully set forth hereat.

16.  Al0is informed and believes that a reasonable opportunity for
further investigation and discovery will confirm that Brocade has been and is
infringing the ‘491 Patent directly and indirectly by making, using, selling and/or
offering for sale products, including at least its Fastlron SX, Netlron XMR, MLX
and MLXE, Severlron ADX, and Biglron RX series products, that practice or
enable the practice of inventions claimed in one or more of the claims of the ‘491
Patent.

17. A10 is informed and believes that a reasonable opportunity for
further investigation and discovery will confirm that FS5 has been and is infringing

4 COMPLAINT FOR PATENT INFRINGEMENT;
DEMAND FOR JURY TRIAL
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the *491 Patent directly and indirectly by making, using, selling and/or offering for
sale products, including at least its BIG-IP products, that practice or enable the
practice of inventions claimed in one or more of the claims of the ‘491 Patent.

18.  Defendants’ acts of infringement have caused, and will continue

to cause, substantial and irreparable injury to A10 and its rights.

REQUEST FOR RELIEF

WHEREFORE, A10 seeks judgment against Brocade and FS, and each
of them, as follows:

l. A preliminary and permanent injunction, enjoining Defendants
and their agents, servants, employees and all those in privity with them from
making, using, selling or offering for sale any product that infringes or enables
infringement of the ‘267 Patent, from contributing to the infringement of that patent,
or from inducing the infringement of that patent;

2. A preliminary and permanent injunction, enjoining Defendants
and their agents, servants, employees and all those in privity with them from
making, using, selling or offering for sale any product that infringes or enables
infringement of the ‘491 Patent, from contributing to the infringement of that patent,
or from inducing the infringement of that patent;

3. An award of damages adequate to compensate A 10 for
Defendants’ unlawful infringement, in an amount to be shown according to proof at
trial, but in no event less than a reasonable royalty;

4. An award of A10’s costs of suit, including reasonable attorneys’

fees, pursuant to U.S.C. § 28S or as otherwise permitted by law; and

5. Such other and further relief as to the Court seems just and
proper.
I
1
5 COMPLAINT FOR PATENT INFRINGEMENT;

DEMAND FOR JURY TRIAL
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I JURY DEMAND
2 Pursuant to Rule 38(b) of the Federal Rules of Civil Procedure, A10
3 | hereby demands trial by jury of all issues so triable that are raised herein or which
4 | hereafter may be raised in this action.
5
6 | DATED: September9, 2011 Respectfully submitted,
7 LATHAM & WATKINS LLP

Mark A. Flagel .
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(57) ABSTRACT

A network switch system that includes o plurality of first-
level swilches operating in a slave made, the firstlevel
switches providing a plurality of local ports for receiving
and sending nctwork packets, and a plurality of second-level
switches operating in one of brain mode or master mode,
wherein, the first-level switches includes a plurality of
upward ports connecting to the second-level switches, each
of the first-level swilches and the second-level switches
having a forwarding database, wherein the first-level
swilches sends the refresh packets to the second-level
switches for synchronizing the forwarding databases of the
second-level switches, wherein the second-level switches
providing packet communicalions among the first-level
switches, and wherein a second-level switch operating in the
brain mode providing refresh packets to the first-level
switches for synchronizing the forwarding databases of the
first-level switches.
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SYSTEM AND METHOD OF STACKING
NETWORK SWITCHES

DESCRIPTION OF THE INVENTION

1. Field of the Invention

This invention pertains in general to systems and methods
lor stacking nctwork switches, and more particularly, to
systems and methods for stacking network switches with
forwarding database synchronization.

2. Background of the Invention

A network system generally provides the exchunge of
information among multiple ends. ‘Taking u computer net-
work system as an example, the system provides the
cxchange of information among multiple nodes or scgments.
Each node or segment may contain one or more terminals,
which may be a server, personal computer (“PC"), input
device, or output device, such as a printer or plotter. In
general, network switches manage and regulate traffic
among the nodes or segments of a network system to enable
cfficient exchange of data and reduce network traflic con-
gestion by directing packets to their dcsignated destinations.

In an Ethernet network system, an Bthernet switch inte-
grated circuit ("IC™) is an Application Specific Integrated

Circuit ("ASIC™) that provides the capability to manage and 2

regulate network tratfic. The need for systems having dif-
ferent numbers of ports has driven the development of
various types of specitications for Kthernet switch 1Cs. For
cxample, systems designed for high-spoed Ethernet opera-
tions frequently integrate a significant number of ports in a
single chip to promote efficiency and traffic-handling capa-
bilities. This type of chips typically require significant
memory bandwidth and, as a result, substantial development
time and considerable production cost.

Under the general operating procedures of Fthernet

switching, un Ethernet packet records the destination and
source addresses in the first 12 bytes of the packet data.
When an Cthernet switch receives a packet, the switch
retrieves the destination address and looks up the output pon
for the destination in a forwarding database that provides a
corresponding port to each address. The switch then sends
the packet to the identified destination port. A network
switching system may create the forwarding database by
registering the source address and port information of each
incoming packet to the forwarding database. IEEE 802.1D,
a standard on Media Access Control (“MAC”™) bridges,
provides the operation procedures for creating forwarding
databases and transmitting and receiving of network pack-
ets. A “learning process” for a network switch systems

means the aforementioned operation ol registering source

address and port information to a forwarding database. The
process enables an Ethemet switch to send incoming packets
to their destination ports based on the registered information
in the forwarding database.
Each Ethernet switch has only a limited number of ports
- and manages network traffic among a limited number of
nodes or segments. For an Ethernet switch system to provide
more ports, the system frequently has to combine, or
"stack,” two or more Ethernet switches and provides inter-
connections between the Ethernet switches to enable coor-
dinated operation of the combined system, stacking can
categorized into one of four types: shared bus, switching
fabric, ring-bus, and interleaved interconnection structures.
FIG. 1 illustrates a functional block diagram of a system
with a known shared bus structure. Referring to FIG. 1, each
of ESW1, ESW2, ESW3, and ESW4 represents an Ethemet
switch, and each contains a packet memory. When an

/73

2

Iithernet switch receives an input packet, the Ethernet switch
tirst mukes a lorwarding decision to determine the delivery
path of the packet. The Ethemet switch stores the input
packet temporarily into the packet memory of the switch, If
the destination port of the input packet is within the same
local arca managed by the Ethemet switch, the switch sends
the input packet directly through one of the output ports of
the switch.

Conversely, for an input packet having a destination port
outside the local area of the Ethernet switch, the Cthernet
switch first sends a request through the shared bus to request
that the destination Ethernet switch have a packet butfer
availuble. The Ethemet switch then sends the pucket through
the shared bus. After the destination Ethernet switch
receives the full packet, the Ethernet switch releases the
buffer that stores the packet. The destination Ethernet switch
then stores the input packet in its packet memory and sends
the packet through one of its output ports.

The second known stacking approach, the switching
fabric structure, may be further divided into a shared-
memory switching fabric and crosshar switching fahric. A
network switch with a sharcd-memory switching fabric
structure allows all network ports to write arriving data, such
as packets from input ports, into a shared memory. An output
port then reads out the packet afier the switch system makes
a forwarding decision. However, the write-read operations
require repetitive access 10 a significant amount of central-
ired shared-memories. The requirement limits the expand-
ability of the system because the shared memory block of the
systcm has a limitcd bandwidth and storage space. As an
illustrative example, the shared-memory switching fabric of
an Ethernet port of 16 Gigabit requires a bandwidth of 32
Gigabit to enable the write-read operations. The requirement
on large bandwidth and memory size poses a significant
challenge for modern memory design of Ethernet switches
with expanded bandwidths.

FIG. 2 illustrates a functionat block diagram of a network
switch system with a crossbar switching fabric structure 10.
Comparing with the shared-memory switching fabric struc-
fure, a crossbar switching fabric structure seeks 1o increase
the capability of a switching fabric. The system in FIG. 2
provides an input queue (not shown) to store packets at the
input end of each port. A crossbar scheduler 12 then provides
an output port upon request. Packets are sent through the
switching fabric 10 that switches, or channels, the packets 1o
an output port according to instructions from the scheduler
12. Because this approach does not rely on a shared memory
block to provide a buffer zone for packet exchange, it
eliminates the reliance on memory bandwidth of the shared-
memory switching fabric structure and therefore provides
improved expandability. This type of switching fabric struc-
ture, however, requires a sophisticated scheduler 1o effi-
ciently cooperate with the switch fabric and provide full
throughput by effective delay control of packet transmis-
sions. The requirement on scheduler capability poses sub-
stantial development and production costs,

As FIG. 2 illustrates, each of the Ethernet switches ESWS,
ESW6, ESW7, and ESW8 connects to the scheduler 12.
When an Ethernet switch, for example, ESWS5, needs to send
a packet to another Ethernet switch, for example, ESWS,
ESWS sends a request to the scheduler 12 in order 1o have
a point-to-point connection arranged by the scheduler 12.
ESWS then sends the packet as the switching fabric 10
provides a channel between the sender Ethernet switch
ESWS and the receiving Ethernct switch ESWS.

FIG. 3 illustrates a functional block diagram of a network
switch system with a ring-bus structure. Four Ethernet
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3
switches, ESW9, ESW10, ESW11, and SWI2 conneet
sequentially and circularly for forming a ring structure. ‘This
system, due to its nature, often transmits a packet through
une or more intermediate Ethernet switches in order to send

a pucket. For example, in order to send a packet from ESW9

W ESWI2, the switch structure first sends the packet to
LSWI0, then ESWII, und finolly BSWI12. The process
consumes additional processing resources of the switches
and limits the throughput of the switching system. Allayer
Communications and PMC-Sierra. Inc., both of the Unites
States, provide Ethemet switch products that employ similar
ring-stacking structures.

FIG. 4 illustrates a functional block diagram of a network
switch system with an interleaved interconnection structure.
Alexander illustrates, in U.S. Pat. No. 5,732,041, memory
interface systems for providing and arbitrating access 1o a
shared memory by multiple devices. As FIG. 4 illustrates,
four Ethernet switches, ESWI3, ESW14, ESWIS, and
ESW16, cross-connect with each other. Each of the four
Lthemnet switches has a packet memory for storing packets
that are awaiting trunsmission.

‘The switching architecturcs described above all require
special stacking buses or wirings to cross-connect the Eth-
cmet switches, and have several major drawbacks. First,
there is not a standard interface or protocol for the stacking
buses among switches and therefore this structure requires a
customized design according 1o the types of Ethemet
switches, Second, the stacking buses cannot be used as
ordinary network ports and thus would be useless as a
stand-alone. Third, the stacking buses have limited band-
width and this inherent limitation restricts the expandability
of the network system. Fourth, the requirement of a cus-
tomized design of the stacking buses increases the system
cost.

Other than employing switching various fabrics, Fthemet

switches may be connected through Ethemet ponts in a
wo-level structure to form a switch system that provides
more ports. ['1G. § illustrates a functional block diagram of
a two-level structure where four lower-level Ethernet
switches, ESW17, ESW18, ESW19, and ESW20, are con-
nected to an upper-level Ethernet switch ESW21. Whenever
any of the lower level Ethernet switches ESW17, ESW18,
ESW19, or ESW20 needs to send a packet, the lower level
Ethemet switch first sends the packet to the upper level
Ethemet switch ESW21, and the packet is then sent fo the
intended destination through ESW21. The two-leve! struc-
ture system requires no specific modification or re-design of
Ethernet switches. As a result, Ethernet from different manu-
facturers or of different designs can be combined to provide
a switch system with an increased number of ports.

The two-level structure system, however, is not a non-
blocking structure because all packets from the ports of the
Ethernet switches ESW17, ESW18, ESW19, and ESW20.
pass through a single Ethemet switch ESW21, Without a
non-blocking design, packet loss may occur when each port
sends packets at full throughput to different output ports and
the full traffic congests ESW21. The problem of packet loss
comes from the limited bandwidth of the connections
between the upper-level Ethernet switch ESW21 and the
lower-level Ethernet switches ESW17, ESW18, ESW19,
and ESW20. Nevertheless, because of its simplicity, this
structure is frequently employed in systems that emphasize
less on non-blocking features or traffic handling capacities.

(=3

3

w
w

40

SwitchCore AB of Sweden (“SwitchCore™) has provided -

a different structure in its products. FIG. 6 illustrates a
functional block diagram of a SwitchCore switch system,
which follows the traditional connection structure that aims

4

to provide load balancing and redundant capabilitics in
nctwork planning, as described by Hiscock etal. in U.S. Pat,
No. 6,058,116, titled “Interconnected trunk cluster arrange-
ment.” Referring to FIG. 6, cach of lower level Ethernet
Switches ESW22, ESW23, iSW24. and ESW2S has the
sume pumber of cascading and user parts, and the switch
system is capable of achieving non-blocking, lowever, the
switch systcm nceds to synchronize the forwarding data-
bases of the system to avoid unnecessary broadeasts of
puckets and potential sequencing disorder of packets.
Because the SwitchCore system lacks a centralized forward-
ing database, the system instead generates several forward-
ing datwbases. ‘The Torwarding databuses of upper-level
Fithenet switches do not possess the same address-port
information as those of the lower-level Ethernet switches.
This.non-uniformity of the forwarding databases may cause
system operation instabilities. As an example, a first Gther-
net switch might not have the source address and port
information that has been registered to a second Ethemet
switch. As a result, the first Ethernet switch has to broadcast
4 packet when the first Kthernet switch does not contain any
forwarding pont information for a particular packet. The
broadcasting operation increascs the number of broadcasting
packets and thus additional network traffic. Transmission of
the broadcasting packets therefore increases the load on the
system and reduces the system throughput.

Referring again 1o FIG, 6, the SwitchCore approach
enables lower-level Ethernet switches FESW22, Eswa3,
ESW24, and ESW25 10 learn the source addresses and ports
of only packets from the lower-level ports, but not packets
from the cascaded ports connected to the upper-level Gth-
emet switches ESW26 and ESW27. Each of the lower-level
Ethemet switches, therefore. only has the port information
of the users of that switch, but not the port information of the
users of other Ethemet switches. For example, the switch
ESW22 possesses the port information of its own users, but
not the port information of the users of the switch ESw24.
When the lower-level Gthemet switch ESW22 receives a
packet of unregistered destination address, the switch
ESW22 sends the packet to an upper-level Ethemet switch,
for example, ESW26, through the cascaded port between the
two switches. The upper-level switch ESW26 then deter-
mines the destination port information and sends the packet
to the destination lower-level switch, for example, ESW24,
The SwitchCore approach, therefore, allows and necessari ly
requires the upper-level Ethernet switches 1o have uniform
forwarding databases by notifying a system Central Pro-
cessing Unit ("CPU™) whenever the switch learns about new
source address and port information, so that the system may
register the information to the forwarding dmabase of each
of the upper-level Ethernet switches.

The SwitchCore approach therefore atlows the use the
same type of Ethernet switches 1o construct an expanded
Ethernet switch system, and provides that the lower-level
Ethernet switches only need to register the source address
and port information from the local ports, In addition, only
the upper-level Ethernet switches need to ma intain compre-
hensive forwarding databases with uniform information by
the operation of the system CPU. As a result, however, the
SwitchCore approach requires the system CPU to constantly
process source address and source port information and
update all the forwarding databases of the upper-leve]
switches, which represent a significant load on the CPU.
Furthermore, when an upper-level Ethernet switch does not
have the destination port information for a packet of an
unregistered destination address, the upper-level switch
must send the packet back 10 all of the lower-level Ethernet

V24
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switches, including the source lower-level Ethemet switch
that delivers the packet. The returning operation occupies
additional bandwidth and limits the availability of the sys-
tem bandwidth to handle other network packets,

Without limiting the scope of the present invention, the
foregoing  parugruphs  illustrate  the background of the
present invention with an exemplary Ethemet network sys-
tem. The systems and methods of the present invention are
also applicable 10 different types of network systems.

SUMMARY OF TIE INVENTION

Accordingly, the present invention is directed 1o systems
and methods for stacking network switches that substantially
obviate one or more of the problems due to Jimitations and
disadvantages of the related art.

Additional features and advantages of the invention wil
be set forth in the description which follows. and in port will
be apparent [rom the description, or may be lcarned by
practice of the invention. The objectives and other advan-
tages of the invention will be realized and attained by the
systems and methods particularly pointed out in the written
description and claims hereof, as well as the appended
drawings.

To achieve these and other advantages, and in accordance
with the purpose of the invention as ecmbodicd and broadly
described, the present invention provides a network switch
system that includes a plurality of network switches for
providing an exchange of network packets, each of the
network switches including a forwarding database, wherein
the network switch system is capable of providing at least
one refresh packet, upon receiving the network packets, m
synchronize the forwarding databases of the plurality of
network switches, and wherein each of the plurality of

network switches registers the at least one refresh packet to 3

the forwarding database of the network
ing the refresh packets.

In one aspect, the forwarding databases include at least
one refresh timer in an address entry for recording the
validity of a corresponding address cntry in the forwarding
databases of neighboring switches.

In another aspect, the forwarding databases include an
address entry having an age timer for the address entry that
records the validity of the address entry, an address for the
address entry, and associated port information for the
address.

In yet another aspect, the plurality of network switches
includes a first switch and a second switch, each having a
forwarding database, the first switch sending a refresh

switch upon receiv-

packet to a second switch when the first switch receives a s

network packet and the network packet containing address
information that the forwarding database of the first switch
has no comresponding address entry; or the network packet
containing address information that a corresponding address
entry in the forwarding database of the second network
switch has expired. .

In still another aspect, the plurality of network switches
further includes a plurality of first-level switches having a
plurality of upward pons operating in a slave mode, a
plurality of second-level switches including a channeling
switch, wherein each of the first-level switches is configured
to connect to each of the second-level switches, wherein at
least one second-leve] switch operates in a brain mode and
at least one second-level switch operates in a master mode,
wherein the first-leve] switches providing a plurality of local
ports for receiving and sending network packets, the upward
ports of the first-level switches connecting to the second-
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level switches, the first-level switches sending the refresh
packets to the second-level switches for synchronizing the
lorwarding databases of the second-level switches, and
wherein the second-level switches providing packet com-
munications among the first-level switches, the second-level
switch operating in the brain mode providing refresh packets
t0 the first-level switches for synchronizing the forwarding
databases of the first-level switches.

The present invention also provides a network switch
system that includes a plurality of first-leve] switches oper-
ating in a slave mode, the first-level switches providing a
plurality of local ports for receiving and sending network
packets, and a plurality of second-level switches operating
in one of brain mode or master mode, wherein, the lirst-leve]
switches includes a plurality of upward ports connecting to
the second-level switches, each of the first-level switches
and the second-leve] switches having a forwarding database,
wherein the first-level switches sends the refresh packets to
the second-level switches for synchronizing the forwarding

0 databases of the second-leve) switches, wherein the second-

level switches providing packet communications among the
first-level switches, and wherein a second-level switch oper-
ating in the brain mode providing refresh packets to the
first-level switches for syachronizing the forwarding data-
bases of the first-level switches.

In one aspect, one of the first-level switches sends a
refresh packet to the second-level switches connected with
the first-level switch when the first-level switch receives a
network packet, and the packet contains address information
that the forwarding databasc of the first-level switch has no
corresponding address entry, or the network packet contains
address information that a corresponding address entry in.
the forwarding databases of one of the second-level switches
has expired.

In another aspect, the second-level switch operating in the
brain mode sends a refresh packet to the first-level switches
connected with the second-level switch if the second-level
switch operating in the brain mode receives a network
packet, and the network packet contains address information
that the forwarding database of the second-level switch
operating in the brain mode has no corresponding address
entry, the network packet containing address information
that corresponding address entries in the forwarding data-
bases of the first-level switches have expired, or the second-
level switch operating in the brain mode receives an incom-
ing refresh packet from the first-leve) switches.

In yet another aspect, one of the second-level switches
needs to send a refresh packet coming from a first-level
initiating switch or containing the source address informa-
tion of a network packet from a first-level source switch. the
second-level switch sends the refresh packet to each of the
first-level switches except the first-level initiating switch and
the first-level source switch,

The present invention further provides a method for
operating a network switch in a slave mode within a network
switch system, the slave switch having a forwarding data-
base that includes receiving a network packet, sending an
outgoing refresh packet to neighboring switches when the
network packet contains address information that the slave
switch has no corresponding record in the forwarding data-
base of the slave switch, or the network packet contains
address information that comresponding address entries in the
forwarding databases of the neighboring switches have
expired, wherein the slave switch sends the outgoing refresh
packet to synchronize the forwarding databascs of the neigh-
boring switches, registering the address information of the
network packet to the forwarding database of the slave
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switch, snd registering the address information of un incom-
ing retresh packet to the forwnrding dutubase of the slave
switch upon receiving the incoming refresh pucket.

In one aspect, the inethod further includes looking up the
destination port of the network packet in the lorwarding
datubase of the slave switch, sending the network pucket to
the destination port, und broadcasting the network packet
when the forwarding datubase of the slave switch has no
corresponding destination port information for the network
pucket.

In another aspect, the Torwarding database of the slave
switch includes o refresh timer in an address entry for
recording the validity ofa comesponding address entry in the
lorwarding databases of the neighboring switches.

In still anather aspect, the forwarding database of the
slave switch includes un address entry containing an age
timer for the address entry that records the validity of the
address entry, an address for the address entry, and ussoci-
ated port information for the address.

‘The present invention udditional provides a method ol
operating 1 network switch in a brain mode within u network
switch system, the brain switch having a forwarding data-
base that includes recciving a network packet, sending an
outgoing refresh packet to neighboring switches when the
network packet contains address information that the for-
warding dalabase of the brain switch has no corresponding
uaddress entry, the network packet contains address informa-
tion that corresponding address entries in the forwarding
databases of the neighboring switches have expired, or the
brain switch rcccives an incoming, refresh packet from the
neighboring switches, wherein the brain switch sends the
outgoing refresh packet to synchronize the forwarding data-
bases of the neighboring switches, and registering the
address information of the network
database of the brain switch,

‘The present invention also provides a method of operaling
a network switch in a master mode within a network switch
system, the master switch having a forwarding database that
includes receiving an incoming network packet, registering
address information of an incoming refresh packet to the
forwarding database of 1he master switch upon receiving the
incoming refresh packet, looking up the destination port of
the incoming network packet in the forwarding database of
the master switch, sending the incoming network packet to
the destination pornt, and broadcasting the incoming network
packet when the forwarding database does not have corre-
sponding destination port information,

In one aspect, a neighboring switch of the master switch
sends the refresh packet to the master switch when the

neighboring switch receives an original network packet, and

the original network packet contains address information
that the forwarding database of the neighboring switch has
no corresponding address entry, or the original network
packet contains address information that a corresponding
address entry in the forwarding databases of the master
switch has expired.

In another aspect, the forwarding database of the master
switch includes an address entry containing an age timcr for
the address entry that records the validity of the address
entry, an address for the address entry, and associated port
information for the address.

The present invention further provides a method for
stacking network switches that includes providing a plurality
of network switches for providing an exchange of network
packets, providing a forwarding database for cach of the
network switches, providing at least one refresh packet to
synchronize the forwarding databases of the plurality of

packet to the forwarding .
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nctwork switches upon receiving the network packets, ind
registering the retresh packet for each of the plurality of
network switches to the Jorwarding databases.

In one uspect, the method further includey providing a first
switch and a second switch, providing a forwarding database
for the lirst switch and the second switch, and the lirst switch
sending a refresh packet to a second switch when the First
switch receives a network packet and the network packet
containing address information that the forwarding database
of the first switch has no corresponding address entry, or the
network packet containing uddress infarmation that o cor-
responding address entry in the forwarding dotabase of the
second network switch has expired.

In another aspect, the method also includes providing a
plurality of first-level switches having a plurality of upward
ports operating in a slave mode, providing a plurality of
second-level switches including a channel ing switch, oper-
ating at lcast one sccond-level switch opcrates in brain
mode, operating lcast one second-level switch operates in 4
master mode, providing a plurality of local ports in the
first-level switches for receiving and sending network pack-
ets, connecting the upward ports of the first-level switches to
the second-level switches, sending the refresh packets to the
second-level switches for synchronizing the forwarding
dntabases of the second-level switches, and providing packet
communications among the first-level switchcs, and provid-
ing refresh packets to the first-level switches for synchro-
nizing the forwarding databases of the first-level switches,

In still another aspect, the method additionally includes
sending the retresh packet to each of the second-level
switches cxcept the channeling switch when one of the
first-level switches sends a network packet to one of the
second first-level switches through the channeling switch
and needs to send a refresh packet containing the source
address information of the network packet.

It is to be understood that both the foregoing general
description and the following detailed description are exem-
plary and explanatory and are intended to provide further
explanation of the invention as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and constitute a part of this specification, illustrate the
embodiments of the invention and, together with the
description, serve to explain the objects, advantages, and
principles of the invention.

In the drawings:

FIG. 1 is a functional block diagram of a network switch
system with a known shared bus structure;

FIG. 2 is a functional block diagram of a network switch
system with a known crossbar swiiching fabric structure;

FIG. 3 is a functional block diagram of a network switch
system with a known ring-bus structure;

FIG. 4 is a functional block diagram of a network switch
system with a known interleaved interconnection structure;

FIG. 5 is a functional block diagram of a network switch
system with a known two-level structure;

FIG. 6 is a functional block diagram of a known non-
blocking switch system;

FIG. 7 is a functional block diagram consistent with one
embodiment of the present invention;

FIG. 8 is a block diagram of an exemplary lower-level
port arrangement consistent with the present invention;

FIG. 9 is an exemplary address entry format in the
forwarding database consistent with the present invention;



Case 8:11-cv-01378-JST -AN Document 1  Filed 09/09/11 Page 22 of 53 Page ID #:25

US 7,139,267 B2

9

FIG. 10 is a flow chart showing the normal modc opcra-
tion ol'w network switch consistent with the present inven-
tion;

FIG. 11 is a llow chant showing the slave mode operation
ol'a network switch consistent with the present invention;

FIG. 12 is a low chant showing the hrain mode operation
ol a network switch consistent with the present invention,
ond

IIG. 13 is a flow chart showing the master mode opera-
tion of a network switch consistent with the present inven-
tion,

DESCRIPTION OF TIIE EMBODIMENTS

The present invention provides systems and methods for
stacking network switches. The systems and methods syn-
chronize forwarding databases of a network switch without
requiring significant processing resources and provide the
opcrational cfficiency of a non-blocking system. The sys-
tems and methods may also employ multiple network
switches of the same type to: construct a network switch
system with expanded number of ports.

In general, the systems and methods of the present inven-
tion operate in four different modes, normal. brain, master,
and slave. A network switch is set to the normal mode of
operation 1o cnable a single nctwork switch to operate
independently. A plurality of network switches may also be
combined and operate in different modes, including brain,
master, and slave, for a stacked network switch system. The
stacked configuration will provide more ports than a single
network switch. In addition, the systems and methods for
stacking network switches of the present invention are
applicable to different types of network systems, including
an Ethermet network system. In addit ion, the network
switches may communicate with each other based on dif-
Terent types of network interfaces, such as Mll, RMII and
GMI] interfaces in an Ethernet network environment.

FIG. 7 is a functional block diagram consistent with onc
cmbodiment of the present invention, specifically, an exem-
plary switch system that employs welve eight-port switches
1o construct a thirty-two port switch system. Referring to
FIG. 7, the switch system includes a plurality of lower-level
network switches L1-L8, and a plurality of upper-level
switches Ul U4, The system sets lower-leve] network
switches L1-L8, into the slave mode. The lower-level net-
work switches L1-LB provide inputioutput ports to external
devices, or specifically, to the users of the ports provided by
each of the lower-level network switches L1-L8. The sys-
tem sets one of the upper-level switches, for example, U1, to

the brain mode (hereinafier “brain switch UT) and other s

upper-level switches U2 to U4 10 the master mode (herein-
after “master switches U2-1J4"). The brain switch U1 and
master switches U2-U4 operate in part to channel network
packets between different lower-level network switches,
Bach of the upper-fevel switches may connect with any of
the lower-level switches to form a non-blocking switch
system. As a result of the direct connection, all the upper-
level switches U1-U4 become “neighboring switches” of
each of the lower-level switches, and al] of the lower-level
switches become “neighboring switches™ of each of the
upper-level switches.

FIG. 8 is an exemplary port arrangement of any of the
lower-level petwork switches shown in FIG. 7. Referring to
FIG. 8, a lower-level network switch provides "upward
ports” that connect with the upper-level network switches
and “local ports” that provide input/output ports to the
external devicés or users of the lower-level network swich.
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Taking an cight-port network switch as an cxample, the
switch provides four upward ports and Jour local ports. The
lower-level network switch sends refresh packets and net-
work packets through the upward ports. In addition, the
lower-level network switch treats the nerwork packets as
network trunk ports for ordinary network traflic,

‘The systems and methods ol the present invention also
provide refresh packets between the upper-level and lower-
level switches to facilitate synchronization of forwarding
databases in the system. A refresh packet is preferably a
specifically identifiable packet containing source address
information, such as the source address of a packet and the
comresponding port information that needs to be registered
hy the system. When a switch in the system receives a
refresh packet, the switch registers the source address infor-
mation to the forwarding database of the switch. Preferably,
the network switch system transmits the refresh packets
within the system. Although the refresh packets might
consume part of the system bandwidth, the systems and
methads of the present invention provides a shorter Inter-
Pucket Gap (“1PG™) or preamble 10 minimize bandwidth
consumption.

Furthermore, a source-address Icarning dclay may some-
times occur when the network system has not distributed
refresh packets to all the switches. However, this delay only
temporarily increases the broadcast traffic of the system and
the broadcast traffic will diminish afler the system has
distributed the refresh packets 10 all of the switches. After
synchronization, the forwarding databases of diffcrent
switches have the same number of address cntries, The
contents of the address entries, however, may vary among
the forwarding databases of different switches because the
entries might contain different refresh timer values and port
information for different neighboring switches,

FIG. 9 is an exemplary address entry format in the
forwarding database consistent with the present invention.
Referring to FIG. 9, an entry of the forwarding database (not
numbered) includes a refresh timer 16 that records the
validity of a corresponding address entry in the forwarding
databases of the neighboring switches within the systern. As
an example, the refresh timer 16 can be an up-counting timer
or a down-counting timer that changes its value over time,
When the counting value of the refresh timer 16 reaches a
predetermined value, the switch recognizes that a corre-
sponding address entry in the forwarding databases of the
neighboring switches has “expired” and, therefore, needs to
be updated. The switch resets the refresher timer 16 to its
starting value either when the forwarding databases of the
neighboring switches updates the corresponding entry or
when the switch sends a refresh packet for that particular
address entry,

Referring again to FIG. 9, the entry of the forwarding
database also includes an age timer 18, address 20, and port
information 22. The age timer 18 records the validity of the
entry. As an example, the age timer 18 can be an up-counting
timer or a down-counting timer that changes its value over
time. When the counting value of the age timer 18 reaches
a predetermined value, the switch recognizes that the entry
in the forwarding database of the switch has “expired.” The
switch may then remove the expired entry from the forward-
ing database. The switch resets the age timer 18 1o the
starting value when the address entry is updated, usuatly
through a source-address learning process, which may occur
right after the switch receives an incoming packet or a
refresh packet. The address 20 contains the address infor-
mation of the entry, such as a Media Access Control
(*MAC”) address for an Ethernet network. The port infor-
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nation 22 includes associated port inlormation Jor the
address 20, such as a port number (“IPN”).

The network switch systems and method of the present
invewtion also provide refresh packets to synchronize for-
warding databascs al the switches in the system, It gencral,
the liming of sending a refresh packel is preferably packet-
driven. Transmission of a refresh packet may occur upon
receiving a nelwork packet or an incoming refresh packel. In
addition, a refresh packet may be sent by one of three ways.

A refresh packet may be sent when the switch receives a
packet containing source address information but the for-
warding database of the switch has no cormesponding
address entry. As an example, when the arrival of a packet
iriggers the source-nddress information learning (“SA leam-
ing™) of u switch und the switch indicates that the forwardi ng
database do not contain a corresponding entry for that source
uaddress, the switch sends a refresh packet containing the
source uddress information of the incoming packet to reg-
ister the information in the lorwarding databases of neigh-
boring swilchey in the system,

A relresh packet nay also he semt when the switch
receives a packet having expired source address information
in a corresponding address entry in the ncighboring
switches. As an example, when the arrival of a packet
triggers the SA learning of a switch and the swilch indicates
that the corresponding source address entry in the forward-
ing dutabase of the neighboring switches has expired, the
system sends 4 refresh packet containing 1he updated source
addrcss information of the incoming packet to register the
updated information in the forwarding databases of the
neighboring switches, The switch, for example, may identify
such expiration based on the refresh timer 18 as illustrated
in FIG. 9.

I'inally, a refresh packet may be sent when the switch is

in the brain mode and receives a refresh packet from 3

neighboring switches.

As described previously, the systems and methods of the
present invention operate in one of four modes. FIG. 10 is
a flow chart showing the normal mode operation of a
network switch consistent with the present invention. Refer-
ring 1o FIG. 10, the switch conducts packet verification, such
as Cyclic Redundancy Check ("CRC), at step 40 in order
to filter out packets that have data or transmission errors. The
verification step 40 ensures that all the packet information is
correctly received. The switch proceeds with SA learning at
step 42 1o register the source address and source port
information 1o the forwarding database of the switch.

" The switch then performs destination address ("DA™)
information lookup at step 44 10 oblain the destination port

information based on the destination address of the incom- s

ing packet. If the switch cannot obtain the destination port
information, the switch will broadcasi the packet in order to
have the packet delivered. The switch sends the packet to
another network switch or another port within the same
switch at step 46 by requesting and setting up a point-to-
point connection with the destination port arranged. The
switch may include two or more ports available as channels
for transmitting’ the packet data. To achieve cfficient trans-
mission, the switch may choose one port from several
available ports by checking a destination portmap that
provides traffic or load information of the available ports.
FIG. 11 is a flow chart showing the slave mode operation
of a network switch, such as the network switches L1
through L8 illustrated in FIG. 7, consistent with the present
invention. Referring to FIG. 11, a slave switch conducts
packet verification, such as Cyclic Redundancy Check
(“CRC™), at step 50 in order to filter out packets that have
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dota or transmission errors. The veritication step 50 also
cusures that all the packet information of in incoming
network packet is correctly received. If the arrival packet is
a relresh packet, the slave switch also ensures that the -
network switch receives the refresh packet correctly and
marks the relresh packet ot step 50. In addition, refresh
packets from upward ports will be received correctly, and
refresh packets from local ports will be discarded. The slave
switch then determines at step 52 (1) whether the packet is
from local ports, (2) whether the forwarding database of the
switch contains any corresponding entry fo the source
address information of the incoming packet, and (3) whether
4 corresponding address entry of the source address in the
forwarding database of neighboring switches has expired. If
the slave swilch determines that the packet is from the local
ports and the forwarding database of the slave switch
contains no corresponding entry to the source address infor-
mation of the packet, or the corresponding address entry in
the neighboring switches has expired, the slave switch sends
u refresh packet through the upward ports of the swiich to
upper-level switches at step 84. Referring 10 FICG. 7, a slave
switch, for examplc, L1, may scnd a refresh packet to all the
upper-level switches U1-U4.

To avoid providing the source address information more
than once to aa upper-level switch, the slave switch cannot
provide the refresh packet to an intermediate channeling
switch, if ooe exists. A channeling switch, preferably an
upper-level switch, provides the channel with communicat-
ing packct data between two lower-Icvel switches. Because
the network packet that goes through the channeling switch
contains the same source address information as the refresh
packet, the channeling switch does not need a refresh packet
to synchronize the forwarding database. As an example,
referring 1o F1G. 7, when the slave switch L1 sends the
network packet 10 an intermediate channeling switeh, for
example, U2, und needs to send the refresh packet contain-
ing the corresponding address information of the network
packet, the slave switch L1 only sends the refresh packet to
the other three switches U1, U3, and U4, and skip sending
the refresh packet to the channeling switch U2. When the
slave switch does send the refresh packet, the switch may
also reset the refresh limer of the corresponding entry within
the forwarding database of the switch to reflect that the
corresponding address entry in the neighboring switches has
been updated,

Refeming again to FIG. 11, if the slave swilch determines
that the packet is not from the local ports and is a refresh
packet or the slave switch has completed step 54, the slave
switch proceeds with source address information leamning at
step 56. The slave switch registers the source address
information of an incoming refresh packet or an incoming
network packet to the forwarding database of the salve
switch. The slave switch also resets the age timer 10 reflect
that the switch has updated the corresponding address entry.

For an incoming network packet, the slave switch per-
forms destination address information lookup (“DA
lookup™) at step 58 to obtain the destination port information
corresponding to the destination address of the packet. At
step 60, the slave switch sends the packet to another network
switch or port within the same switch by requesting and
setting up a point-to-point connection with the destination
port arranged. The slave switch may have two or more ports
available as channels for transmitting packet data. To
achieve efficient transmission, the switch may choose one
port from several available ports by checking a destination
portmap that provides the traffic or load information of the
available ports.
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FIG. 12 is u low chant showing the brain mode operation
of a network switch, such as the network switches Ul
illustrated in FIG. 7, consistent with the present invention.
Referring to FIG. 12, the brain switch U1 conducts packet
verification, such as Cyclic Redundancy Check ("CRC™), at
step 62 in order 1o lilter out packets that huve data or
trinsmission crrors. ‘The verification step 62 also ensures
that all the packet information of an incoming network
packet is correctly reccived. If the arrival packet is a refresh
packet, the brain switch also ensures that the network switch
receives the refresh packet comrectly and marks the refresh
packet at step 62.

‘I'be brain swilch determines the Tollowing conditions at
step 64 (1) whether the packet is a refresh packet, (2)
whether the forwarding databasc of the brain switch contains
any oaddress entry comresponding to the source address
information of the incoming network packet, and (3)
whether the corresponding address entry of the source
information in the forwarding databases of neighboring
swilches has cxpired. {f the packet is a refresh packet, the
brain switch sends the refresh packet to the neighboring
swilches. ‘The brain switch may skip sending the refresh
packet to an initiating switch. For cxample, referring to FIG.
7, il the brain switch U1 receives a refresh packet from an
initiating lower-level switch, for example, the switch L2, the
brain switch Ul may skip sending the same refresh packet
10 the switch L2 because the switch L2 has already updated
the same address information. When the brain switch U1
sends the refresh packet, the brain switch may also reset the
refresh timer of the corresponding entry within the forward-
ing database to reflect that the corresponding address entry
in the neighboring switches has been updated.

Referring again to FIG. 12, if the packet is not a refresh
packet, but the forwarding database of the brain switch

contains no source address information of the network

pucket or the corresponding address entry in the neighboring
switches has expired, the brain switch sends the refresh
packet to neighboring switches within the system. The brain
switch may skip sending the refresh packet to a source
switch that sends the network packet to the brain switch. For
example, referring to FIG. 7, if the brain switch U1 receives
1 network packet from a source switch, for example, switch
L3, the brain switch may skip sending the refresh packet 1o
the source switch L3 because the source switch L3 has
already updated the corresponding address information.
Similarly, when the brain switch sends the refresh packet,
the brain switch may also reset the refresh timer of the
corresponding entry within the forwarding database 10
reflect that the comresponding address entry in the neighbor-
ing switches has been updated.

Referring to FIG. 12, if none of the conditions of step 64
is met or the brain switch bas completed step 66, the brain
switch proceeds with source address information learning at
step 68. The brain switch registers the source address
information of an incoming refresh packet or an incoming
network packet to the forwarding database of the switch.
The brain switch also resets the age timer to reflect that the
switch has updated the corresponding address entry.

For an incoming network packet, the brain switch per-
forms destination address information lookup (DA
lookup™) at step 7010 obtain the destination port information
corresponding 1o the destination address of the packet. At
step 72, the brain switch sends the network packet to another
network switch by requesting and setting up a point-to-point
connection with the destination port arranged. The brain
switch might have two or more ports available as channels
for transmitting packet data, To achieve efficient transmis-
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sion, the brain switch may choose one port (rom several
available ports by checking a destination portmup that
provides the traffic or load information of the available ports.

FIG. 13 is a (low chart showing the master mode opera-
lion uf'a network switch, such as the network switches U2,
U3 or U4, illustrated in FIG. 7, consistent with the present
invention. The master switch conducts pucket verilication,
such as Cyclic Redundancy Check ("CRC™), at step 74 10
filter out packets that have data or transmission errors. The
verification step 74 ensures that all the packet data of an
incoming network packet is correctly received. If the arrival
packet is a refresh packet, the master switch also ensures that
the network switch receives the relresh packet correctly and
marks the refresh packet. The master switch proceeds with
source address information lcaming ot stcp 76. The master
switch registers the source address information of an incom-
ing refresh packet or an incoming network packet to the
forwarding database of the master switch.

For an incoming network packet, the master switch per-
forms  destination  address  information lookup (“DA
lookup™) at step 78 to vhtain the destination port information
corresponding 1o the destination address of the packet. At
sicp 80, the master switch sends the packet 1o another
network swiich or another port within the same switch by
requesting and setting up a point-to-point connection with
the destination port. The master switch might have two or
more ports available as channels for transmitting packet
data. ‘lo achieve efficient transmission, the master switch
may choose one port from several available ports by check-
ing a destination portmap that provides the traffic or Joad
information of the available ports.

As the above paragraphs illustrate, the present invention
provides systems and methods for stacking network
swilches. The systems and methods provide combination of
network swilches and their operations in different modes.
The systems and methods enable the same type of switches
to be combined without requiring additional devices, such as
external CPUs, switching fabrics, special bus or wiring
arrangements, or new interfaces. The systems and methods
of the present invention improve the operational efficiency
of network switching system, provide improved bandwidth
of switch systems, and offer a cost-e¢ffective approach {o
constructing or operating network systems with expanded
number of ports.

It will be apparent to those skilled in the art that various
modifications and variations can be made in the disclosed
systems and methods without departing from the scope or
spirit of the invention. Other embodiments of the invention
willbeapparent to those skilled in the art from consideration
of the specification and practice of the invention disclosed
herein. It is intended that the specification and examples be
considered as exemplary only, with a true scope and spirit of
the invention being indicated by the following claims.

What is claimed is:

L. A network switch system, comprising;

a plurality of network switches for providing an exchange
of network packets, each of the network switches
comprising;

a forwarding database; and
a component providing at least one refresh packet,
provided upon receiving the network packets, to
synchronize the forwarding databases of the plural ity
of network switches;
wherein each of the plurality of network switches
registers the at least one refresh packet to the
forwarding database of the network switch upon
receiving the refresh packets, and
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wherein the plurality of network switches include a
lirst switch and a second switch. each having a
forwarding datubase, the first switch sending a
relresh packet to the second switch when
a) the first switch receives a network packet con-
taining address information indicating that the
forwarding database of the first switch has no
corresponding address entry, or

b) the first swilch receives a network packet
cantaining address information indicating thut o
corresponding address entry in the forwarding
database of the second network switch has
expired.

2. The system as claimed in claim 1, wherein the for-
warding databases include at least one refresh timer in an
address entry for recording the validity of a corresponding
address entry in the forwarding databases of neighboring
swilches.

3. The system as claimed in claim 1, wherein the for-
warding databases include an address entry having an age
timer for the address entry that records the validity of the
address entry, an address for the address entry, and associ-
ated port information for the address.

4. The system as claimed in claim 1, wherein the plurality ,

of network switches further comprises,

a plurality of first-level switches having a plurality of
upward ports operating in a slave mode,

a plurality of second-level switches including a channel-
ing switch, wherein each of the first-level switches is
configured 10 connect to each of the second-level
switches,

wherein at least one second-level switch operates in a
brain mode and at least one second-level switch oper-
ates in a master mode,

wherein the first-level switches providing a plurality of
local ports for receiving and sending network packets,
the upward ports of the first-level switches connecting
to the second-level switches, the first-level switches
sending the refresh packets to the second-level switches
for synchronizing the forwarding databases of the sec-
ond-level switches, and ;

wherein the second-level switches providing packet com-
munications among the first-level switches, the second-
level switch operating in the brain mode providing
refresh packets to the first-level switches for synchro-
nizing the forwarding databases of the first-level
switches.

5. The system as claimed in claim 4, wherein when onc of
the first-level switches sends a network packet to one of the
secord first-level switches through the channeling switch
and needs to send a refresh packet containing the source
address information of the network packet, the first-level
switch sends the refresh packet 1o each of the second-level
switches except the channeling switch.

6. The system as claimed in claim 4, wherein when a
second-level switch needs to send a refresh packet from an
initiating first-level switch, the second-level switch sends
the refresh packet o each of the first-fevel switches except
the initiating first-level switch.

7. The system as claimed in claim 4, wherein when the a
second-level switch needs to send a refresh packet contain-
ing the source address information of a network packet trom
a first-level source switch, the second-level switch sends the
refresh packet to each of the first-level switches except the
first-level source switch.
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8. The system as claimed in claim 4, wherein cach of the
first-level switches employs the upward ports as trunk ports
for sending the network packets.

9. The system as claimed in ¢laim 1, wherein the network
swilches are Fthernet switches.

10. A network switch system, comprising:

a plurality of first-level switches operating in a slave
made, the first-level switches providing a plurality aof
local ports for receiving and sending network packets;
and

a plurality of second-level swilches operating in one of
brain mode or master mode,

wherein the first-level switches include a plurality of
upward ports connecling to the second-level swilches,
cach of the first-level switches and the second-level
switches having a forwarding database,

wherein the first-level switches send the refresh packets to
the sccond-level swiiches, for synchronizing the for-
warding databases of the second-level switches, when
a) the first-level switch receives a network packet

containing address information indicating that the
forwarding database of the first-level switch has no
corresponding address entry, or
b) the first-level switch receives a network racket
containing address information indicating that a cor-
responding address entry in the forwarding databases
of one of the second-level switches has expired,
wherein the second-level swilches provide packet com-
munications among the first-level switches, and
wherein a second-level switch operating in the brain mode
provides refresh packets to the first-level switches for
synchronizing the forwarding databases of the first-
level switches.

11. The system as claimed in claim 10, wherein each of
the tirst-level and second-level swilches registers the refresh
packets information to the forwarding databascs upon
receiving the refresh packets,

12. The system as claimed in claim 10, wherein the
forwarding databases of the first-level switches include at
least one refresh timer in an address entry for recording the
validity of a corresponding address entry in the forwarding
databases of the second-level switches.

13. The system as claimed in claim 10, whercin the
forwarding database of the second-level switch operating in
the brain mode includes a refresh timer in an address entry
for recording the validity of a corresponding address entry in
the forwarding databases of the first-level switches.

14. The system as claimed in claim 10, wherein the
forwarding databases of the first-level and second-level
switches include an address entry containing an age timer
for the address entry to record the validity of the address
entry, an address for the address entry, and associated port
information for the address.

15. The system as claimed in claim 10, wherein the
second-level switch operating in the brain mode sends a
refresh packet to the tirst-level switches connected with the
sccond-level switch if the second-level switch operating in
the brain mode receives a network packet, and the network
packet contains address information that the forwarding
database of the second-level switch operating in the brain
mode has no corresponding address entry, the network
packet containing address information that corresponding
address entries in the forwarding databases of the first-level
switches have expircd, or the second-level switch operating
in the brain mode receives an incoming refresh packet from
the first-level switches,



Case 8:11-cv-01378-JST -AN Document 1  Filed 09/09/11 Page 26 of 53 Page ID #:29

US 7,139,267 B2

17

16. The system as claimed in claim 10, whercin when one
of the first-level switches sends a network packet to one of
the second lirst-level switches through a channeling second-
fevel switch and siceds 1o send a refresh packet containing
the source address information of the network packet, the
finst-level switch sends the refresh packet to cuch of the
second-level switches except the channeling, second-level
switch.

17. The system us claimed in claim 10, wherein when one
ol the second-level switches needs to send a relresh packet
coming from a tirst-fevel initiating switch or containing, the
source address information of @ network packet from a
list-level source switch, the sccond-level switch sends the
refresh packet to cach of the first-level switches except the
first-level initiating switch and the first-level source switch.

18. A method for operating a network switch in a slave
mode within a network switch system, the slave switch
having a forwarding database, tomprising:

receiving a network packet;

sending an outgoing refresh packet 10 neighboring

swilches when
a) the network packet contains address information
indicating that the slave switch has no corresponding,
record in the forwarding database of the slave
switch, or
b) the network packet contains address ‘information
indicating that corresponding address entries in the
lorwarding databoses of the neighboring switches
have expired, whercin the slave switch sends the
outgoing refresh packet to synchronize the forward-
ing databases of the neighboring switches;
registering the address information of the nctwork packet
to the forwarding database of the slave switch; and
registering the address information of an incoming refresh
packet to the forwarding database of the slave swilch
upon receiving the incoming refresh packet.

19. The method as claimed in claim 18, further compris-
ing:

looking up the destination port of the network packet in

the forwarding database of the slave switch;

sending the network packet to the destination port; and

broadcasting the nctwork packet when the forwarding

database of the slave switch has no corresponding
destination port information for the network packet.

20. The method as claimed in claim 18, wherein the
forwarding database of the slave switch includes a refresh
timer in an address entry for recording the validity of a
corresponding address entry in the forwarding databases of
the neighboring switches.

21. The method as claimed in claim 18, wherein the
forwarding database of the slave switch includes an address
entry conlaining an age timer for the address entry that
records the validity of the address entry, an address for the
address entry, and associated port information for the
address.

22. The method as claimed in claim 18, wherein the slave
switch provides local ports for receiving and sending net-
work packets and upward ports connecting to the neighbor-
ing switches,

23. The methoed as claimed in claim 18, wherein when the
slave switch sends the network packet to a channeling
switch and needs to send the outgoing refresh packet con-
taining the sourcc address information of the network
- packet, the slave switch sends the outgoing refresh packet to
all the neighboring switches except the channeling switch.

24. The method as claimed in claim 18, wherein the
neighboring switches includes network switches operating
in a brain mode or a master mode.

25. A method of operating a network switch in a brain

s mode within a network switch system, the network switch

having a forwarding dutabase, comprising:

receiving a network packet;

sending an outgoing refresh packet 1o ncighboring

swilches when

10 a) the netwark packet contains address information

indicating that the forwarding database of the brain
switch has no corresponding address entry or

h) the network packet contains address information
indicating that corresponding address entries in the

s forwarding databascs of the ncighboring switches

have expired; and

registering the address information of the network packet

to the forwarding database of the brain switch,
wherein the brain switch receives an incoming refresh

20 packet from the neighboring switches, and sends the

outgoing refresh packet to synchronize the forward-
ing databascs of the neighboring switches.

26. The method as claimed in claim 28, further compris-
ing:

25 looking up the destination port of the network packet in
the forwarding database of the brain switch;

sending the network packet 1o the destination port; and

broadcasting the network packet if the forwarding data-

base of the brain switch has no corresponding destina-

30 tion port information for the network packet.

27. The method as claimed in claim 25, wherein the
forwarding database of the brain switch includes a refresh
timer in an address entry that records the validity of corre-
sponding address entries of the forwarding databases of the

35 neighboring switches.

28. A method of operating 2 network switch in a master
mode within a network switch system, the master switch
having a forwarding database, comprising;

receiving an incoming network packet;

40 registering address information of an incoming refresh
packet to the forwarding database of the master switch
upon receiving the incoming refresh packet;

looking up the destination port of the incoming network

packet in the forwarding database of the master switch;

45 sending the incoming network packet to the destination
port; and

broadcasting the incoming network packet when the for-

warding database does not have corresponding dest;-
nation port information,

50 wherein

a neighboring switch of the master switch sends the
refresh packet to the master switch when

a) the neighboring switch receives an original

network packet, and the original network packet

5 contains address information indicating that the

forwarding database of the neighboring switch
has no corresponding address entry, or

b) the neighboring switch reccives an original
network packet, and the original network packet

60 contains address information indicating that a

corresponding address entry in the forwarding
databases of the master switch has expired.

29. The method as claimed in claim 28, wherein the
incoming refresh packet contains address and corresponding

65 port information.

30. The method as claimed in claim 28, wherein the
forwarding database of the master switch includes an

25
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address entry containing an age timer for the address entry
that records the validity of the address entry, an address for
the address cniry, and associated port information lor the
address,

31. The ncthod as claimed in claim 28, wherein the
master switch connects  neighboring switchey within the
network switch system and the neighboring switches operite
in a slave mode.

32. A method for stacking network switches, comprising;

providing a plurality of network switches, including lirst

and second switches, for providing un ¢xchange of
network packets;

providing a lorwarding datuhuse for each of the network

swilches;

providing at lcast one refresh packet to synchronize the

lorwarding databases of the plurality of network
switches upon receiving the network puckets;
registering the refresh packet for each of the plurality of
network switches to the forwarding databases
wherein the first switch sends a refresh pucket to a
second switch when
a) the first switch reccives a network packet and the
network packet contains address information indi-
cating that the forwarding database of the first
switch has no corresponding address entry, or
b) the first switch receives a network packet and the
netwaork packet contains address information tha
a corresponding address entry in the forwarding
database of the second switch has expired.

33. The method as claimed in claim 32, further compris-
ing,

providing a plurality of first-level switches having a

plurality of upward ports operating in a slave mode,

providing a plurality of second-level switches including a

channeling switch,

0

20

operating at least one second-level switch operates in

brain mode,

operating at least one second-level switch operates in a

master mode,

providing a plumlity of local ports in the lirst-level

switches lor receiving und sending netwirk puckets,
connecting the npward ports of the first-leve! switches to
the sccond-level switches,

sending the refresh packets 10 the second-level swilches

for synchronizing the forwarding databases of the sec-
ond-level switches, and

providing packet communications among the first-level

switches, and providing relresh packets 10 the lirst-
level switches lor synchronizing the forwarding data-
bases of the first-level switches.

34. The method as claimed in claim 33, further compris-
ing sending the refresh packet to each of the second-level
switches except the channeling switch when one of the
first-level switches sends a network packet to one of the
second first-level switches through the channeling switch
and needs 10 send a refresh packet containing the source
address information of the network packet.

35. The system as claimed in claim 33, further comprising
sending the refresh packet to euch of the first-level switches
except the initiating first-level switch when one of the
second-level switch needs to send a refresh packet trom an
initiating first-level switch,

36. "The system as claimed in claim 33, further comprising
sending the refresh packet 10 cach of the first-level switches
except the first-level source switch when one of the second-
level switch needs to send a refresh packet containing the
source address information of a network packet from a
first-level source switch,

* » * » L
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METIIOD AND APPARATUS FOR
SCHEDULING FOR PACKET-SWITCIED
NETWORKS

REFERENCE TO RELATED APPLICATIONS

‘fhis application claims priority from now abandoned
pror provisional application Ser. No. 6(¥/253,930), liled Nov.
30, 2000 for "PRE-ORDER DEFICIT ROUND ROBIN: A
NEW  SCHEDULING ALGORITHM FOR PACKET-
SWITCHED NETWORKS.™

FIELD OF THE INVENTION

‘This invention relates generally to packet scheduling, In
particular, the invention relates 1o a packet scheduling
method nnd apparatus for packet switched networks.

BACKGROUND OF THE INVENTION

In recent years, many packet scheduling algorithms have
heen proposed to reduce congestion, minimize delay (i.e.,
latency), and maintain fairness, especially to accommodate
4 high number of packet flows. Unfortunately, many of these
algorithms can only be applied o fixed-size packets. Fur-
thermore, many of these algorithms (even if they do not
require fixed sized packets) exhibit poor performance as the
number of packet flows increases.

Deficit Round Robin (DRR) is an algorithm which allows
for variable-sized packets. Under DRR, a node rotationally
selects packets 1o send out from all flows that have queued
packets. During a round, each flow accumulates credits in
discrete increments (e.g., in bytes) called a quantum. Unfor-
tunately, DRR typically requires a quantum value that is
very large, i.e., many times the size of the maximum packet
size for a Aow. The data presented in Table 1 below
illustrates the above problem.

TABLE |
THE TRAFFIC PARAMETERS AND QUANTUM SIZE OF 4 FLOWS
Reserved Maximum  Ratio of Max
Flow Rate Traffic  Packet Size Packet Size lo Quantum
D (Mbps) Type (byte) Reserved Rale  Size (byte)
A 128 CBR 400 250 512
3 16 CBR 640 320 640
C 64 CBR 800 100 2560
D 64 CBR 100 125 2560

The data in Table 1 assumes four flows, sharing the same
link, and a link capacity of 160 megabits per second. As

illustrated in Table 1, the quantum size of a flow can reach s

very large values relative to the flow's maximum packet
size. For example, flow D has a quantum size of 25.6 times
(2560/100) the maximum packet size. Unfortunately, due to
the large quantum size required by DRR, DRR's perfor-
mance can be poor compared to other algorithms such as
Self-Clocked Fair Queving (SCFQ) and Weighted Fuir
Queuing (WFQ).

However, simply reducing the quantum size also creates
problems and is generally ineffective. For example, reducing
the quantum size can cause a node using DRR to select no
packets to send out after querying all flows in a particular
round. This causes unacceptable delay and, again, causes
poor performance. Thus, simply reducing the quantum sized
used in a DRR node is generally not effective. Accordingly,
it would be desirable to provide a scheduling algorithm and
apparatus which does not require fixed size packets and
exhibits good performance, including when there is a high
number of packet flows. :
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SUMMARY OF THE INVENTION

In accordance with the invention, a method for scheduling
a packet, comprises: receiving a pucket; dentifying a flow
for the packet; classitying the packet based on the identified
low; und bulfering the packet in one of a plurality of quenes
based on the clossitication of the packet.

In accordance with another aspect of the present inven-
tion, a system for scheduling a packet, comprises: an input
lo receive a plurality of packet; an arrival module to identify
a flow for each of the plurality of packets; a classifier to
assign each of the plurality of packets lo one of a plurality
of queues based on the identified flow; a server for selecting
one of the plumality of queues based on a hierarchical order;
and an output for outputting a pucket from the selected
queue, '

In accordance with yet unother uspect of the present
invention, an apparatus for scheduling a packet, comprises:
means for receiving a packet; means for identifying a flow
for the packet; means for classifying the packet based on the
identified Alow; and means for bu ffering the packet in one of
a plurality of queues based on the classification of the
packet.

Additional advantages ol'the invention will be set forth in
part in the description which follows, and in part will be
obvious from the description, or may be learned by practice
of the invention, The advantages of the invention will be
realized and antained by means of the elements and combi-
nations particularly pointed out in the appended claims.

It is to be understood that both the foregoing general
description and the following detailed description are exem-
plary and explanatory only and are not restrictive of the
invention, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and constitute a part of this specification, illustrate embodi-
ments of the invention and together with the description,
serve to explain the principles of the invention. In the
drawings:

FIG. 1 illustrates a node 100 utilizing a Pre-Order Deficit
Round Robin (PDRR) architecture in accordance with prin-
ciples of the present invention;

FIG. 2 shows a method for scheduling packets in accor-
dance with principles of the present invention;

FIG. 3 shows a method of transmitting packets in accor-
dance with principles of the present invention;

FIG. da illustrates the operation of Deficit Round Robin
(DRR) in comparison with weighted fair queuing (WFQ);

FIG. 4b shows the present invention using PDRR oper-
ating on the same input pattern and assumptions used in FIG.
4a;

FIGS. 5-8 show various simulation results 1o compare the
performance of embodiments consistent with the present
invention using PDRR with DRR and SCFQ; and

F1G. 9 shows performance consistent with the present
invention as the number of priority queues is varied for a
specific traffic environment.

DESCRIPTION OF TIIE EMBODIMENTS

Relerence will now be made in detail 10 exemplary
embodiments of the invention, examples of which are illus-
trated in the accompanying drawings. Wherever possible,
the same reference numbers will be used throughout the
drawings to refer to the same or like parts.

Embodiments consistent with the present invention pro-
vide pre-order deficit round robin (PDRR) architecture to
execute a scheduling algorithm which minimizes delay



Case 8:11-cv-01378-JST -AN Document 1 Filed 09/09/11 Page 40 of 53 Page ID #:43

@

US 7,236,491 B2

3
while maintaining fairness in o packet switched network.
limbuwliments consistent with the present invenlion use 0
per-packet time complexity in most cases (i.c.. o3 the num-
ber of packet lows increases) and is amenable to variable-
length packets.

Analysis results Irom testing embudiments consistent
with the present invention with respect to three measures,
including lateney, lhirness und per-packet time complexity
ure also provided. The unalysis results provide supporting
cvidence that embodiments consistent with the present
mvention offer better performance in latency, fairness and
lower time complexity. Furthermore, simulation results are
provided to demonstrate the behavior of embodiments con-
sisten! with the present invention.

FIG. 1 illustrates o node 100 wtitizing the PDRR archi-
tecture in accordance with principles of the present inven-
tion. In particular, node 100 comprises an input port 102, a
processor 104, a packet arrival module 106, a pre-order
ueuing module 108, a packet departure module 1190, und an
output port 122,

Input port 102 interfuces node 100 to a link, ¢.8., to other
nodes (not shown) and receives incoming packets. For
purposes of illustration, node 100 is shown with one input
port, ie., input port 102. However, node 100 may be
implemented with any number of input ports for receiving
incoming packets,

Processor 104 performs various operations lor receiving,
scheduling, and passing packets. Processor 104 may be
implemented using hardware logic in combination with
software and an operating system. Lxamples of the operat.
ing system and software include the UNIX operating system
and the LINUX operating system for excecuting code written
using C and C++.

Packet arrival module 106 receives packets from input
port 102, identifies each packet’s flow, and places each
-packet in its corresponding flow queue. Packet arrival mod-
ule 106 determines the number n and identification of flow
queues 112,-112, based upon information received from
packet departure module 110 via path 124. Packet arrival
module 106 may also provide notification, e.g., to packet
departurc module 110 via processor 104, when a packet
arrives for a new flow (o be serviced by node 100. Further-
more, packet arrival module 106 may nolify pre-order
queuing module 108, e.g., if there are no other packets lor
a particular flow. As shown in FIG. 1, packet arrival module
106 comprises a sel of flow queues 112-112,, where n is the
number of flows currently being serviced by node 100.
Packet arrival module 106 may be implemented using any
combination of hardware logic and software. Packet arrival
module 106 may use processing functions of processor 104
10 execute instructions in software. Below is one example of
pseudo-code called “PK'T_Arrival™
packet arrival module 106 to place each packet into its
corresponding flow Fq (i.e., one of low queues 112,-112,).

PKT__Asrival module

1+—ExtractFlow(p)

Enqueue(p, Fq;)

tf Numltem(Fg;)=1 Then
SendMsg(PKT_Pass, i)

# Get the flow # of packel p

/1 "The equal implies that I'g; is
empty before p was placed into i,
and need to nolify PACKET _Puss to
handle the flow i

. Output port 122 outputs packets passed from node 100 on
10 a link, e.g., to other nodes. For purposes of illustration,
node 100 is shown with one output port, i.e., output port 122,
However, node 100 may be implemented with any number

which may be used by -
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ol oulput ports. In uddition, node 100 may be implemented
with dual purpose ports which lunction us both an input and
output port.

Pre-order yueuing module 108 places packels rom non-
empty llow queues 12-1127 iuto a second set of yueues,
Pre-nrder yueving module 108 Inay process any size packet,
Pre-order queving module |08 comprises a classifier sub-
module 114 and a priority yuating sub-module 118.

Classifier sub-module 114 retricves packets from each
non-emply flow queue, i.c., (low gucues 112,-112, within
picket arrival module 106, delermines o pnonty lor cach
packet. und places each pucket in an uppropriale priority
queue, i.¢.. priority queucs 116,-116,, within priority queu-
ing sub-modile 115, In addition, classifier sub-module 114
may cnable o packet (e.g., lor a high priority tlow) to be
considered for Iransmission immediately. Priority queuing
sub-module 115 maintains a number of priority queues
H6,-116,, where 7 is represents the number off priorities
nsed by classilier sub-module 114,

Pre-order queuing module 108 muy implement classifier
sub-module 114 and priority queuing sub-module 115 in a
wide variety of ways, For example, pre-order queuing
module 108 may use processing functions of processor 104
and execute instructions in sotware. Below is one example
of pseudocode called "PKT_Pass™ which may be used by
pre-order queuing module 108. PKT_Pass decides to which
class j a packet belongs and places the packet into the
corresponding priority queue Pg, (i.e.. priority queues 116,-
116,) lrom its Fq (i.e., How queues 112,-112)).

PKT Pass module

While{ TRUL)
{1+ WaitMsg( ) /' Wait until a packet is placed to the
cmpty Fg;

/1 Non-equivalem implics & new
round is arrival

if Round,»Round, ,,

{ Round;«Round, ,
NC;+Max(DC;, Quantum;)

While DC,>0 and

NonEmptytFq,)

{ PKiSizee—Size(Head(Fy;))
If (PKISize<DC;) Then

1 Clagsity eligible packets into PQ

1 Gel the size of the puckel at head of Fq;
/131 Tow i credils are enough to

send oul packels.

// Take ow the used credits

/ Compute the j

{ DC+~DC - PkiSize
j=Z - (DC|l Pag,)

Fnquene( Dequeuc(Fq;), # Move the head packet of Fg; 1o

Pq;) cligible Pq;

if Numttem(Pg; )=t /1t implics that Pq; s empty and j
i® non-existed in

Then #/ the min heap before the last packt
way placed
into it

MH tnsert(j) //insort j to min heap

1f NonEmpty(Fq,) Then
{ Enqueue(i, AckList)
If Numitem(AckList)=| Then SetEvenl(EV,

/1 1mply the residuat credits are pot enough

aentine)

Packet departure module 110 retrieves packets from non-
empty priority queues, i.e., priority queues 11 6,-116,, within
priority queuing sub-module 115 and outputs packets to
output port 122. Packet departure module 110 comprises a
server sub-module 118 and a service list 120,

Server sub-module 118 services in a round-robin fashion
each non-empty priority queue among priority queues 116, -
116,. Server sub-module 118 refers to service list 120 to
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determine the non-empty privrity gueues, In one embodi-
ment, server sub-module 118 declares o new “round” of
service and services the non-empty priority queues smong
priority yueues 116,-116, using, ¢.g., an algorithm similar to
a delicit round robin (DRR) algorithm. Server sub-module
18 i conjunction with serviee list 120 may use a Quantum
and a deficit connter for cach flow ol packets to determine
how a particular priority queue is serviced. The quantum
represents a share of available bandwidth (e.g., in bytes)
allocated 10 o flow within the period of vne round. A
quantum_ for a low i can be expressed us

r -
Quwniium; = ¢ xF, ax

where r, is the rate allocated to flow i, C is the link service
rate, and F is (he frame size that represents the summation
of quantums for all lows.

A flow accumulates shares of bandwidth (i.e., in quantum
increments) during a round. The deficit counter accumulates
any residual quantum of flow i in the (j-1)th round, which
can be represented as DeficitCounter/~'. The next time that
flow i is serviced by a node, an additional DeticitCounter/~!
bytes of data (i.e., incremented by quantum,) can be sent out
in the jth round. Server sub-module 118 verifies the size of
the pucket ut the head of the priority queue ("head packet™)
currenily being serviced. As described with reference 1o
FIG. 3 below, server sub-module 118 also determines when
a particular packet will be transmitted, e.g,, via output port
122,

Server sub-module 118 maintains service list 120. As
noted above, service list 120 includes data for all flows
currently being serviced by node 100. For each flow, service

list 120 may include a flow identifier, a deficit counter, and

a quantum. If a flow has no packets, e.g., within flow queues
112,-112,, server sub-module 118 may delete the flow
identifier from service list 120. Altematively, when a packet
arrives for a new flow, server sub-modute 118 may add an
identificr for the new flow to service list 120.

In one embodiment, server sub-module 118 updates the
deficit counters (DeficitCounter/) in service list 120 accord-
ing to the equation:

DeficitCounter/=NeficitConnter/ ™ +Quanmim,,

As noted above, the quantum indicates the increments of
shares of bandwidth accumulated by a particular flow.
Server sub-module 118 calculates the quantum such that a
packet can be processed in O(1) operations, The quantum for

a flow may be larger than the maximum packet size within 3

the flow so that at least one packet per backlogged flow can
be served in a round. The quantum for any two flows i and
j may be expressed by

i 12)

Even assuming that all flows begin heavily backlogged at
time t, the principles of the present invention allow server
sub-module 118 to exhibit good performance. That is, server
sub-module 118 can send out the packet with the earliest
virtual finishing timestamp first among the packets at the
heads of all flow queues. Under the above heavy backlog
assumption, the virtual finishing timestamp of a packet may
be computed as

37
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45

55

n 3
TS s e 2 W
T,

where TS,™ denotes the timestamp of the mth packet of
(low i affer time t and, for all i, TS, is set 10 zero at time t,
r, denotes the allocated rate of flow i, and L, -Icnotes the
size of the mth packet of flow i after time 1. Fquation (3), by
substituting Acc,™ for TS,"xr,, is cquivalent to

Acel A 4 L 4)
Quantum; ~  Quantum, '

where Acc,” denotes the accumulated amount of data
within a byte that flow i has sent out after transmitting the
mth packet after time 1. Assume that all m packets could be
transmitted in the kth round. Equation (4), by replacing
Acc™ with DeﬁcitCounter,°-DeﬁcitCoumcr,’", is equivalent
10

DeficirCounte/” _ DeficliCounter™" - " 15)

Quannan; Quantum;

where DeficitCounter,” denotes the residual quantum of
flow i in this round after it puts the mth packet into the
Pre-order Queving. To further illustrate the equivalence, the
following definition is provided:

Definition 1: The Quantum Availability, QA/™, of the
packet P, is the ratio of its DeficitCounter,™ to Quantum,,
i.e.

DeficitConrer?
Quantum;, '

(3]
QA =

Lemma 1: For any packet P,”, its Quantum Availability
QA'™ satisfies :

054/ <1

Lemma 2: For the packet with the smallest timestamp in
one round, its QA is the largest.

Accordingly, the server sub-module 118 selects the packet
with the largest QA within one round to send out. However,
1o avoid having to search for the packet with the largest QA
among all packets that could be sent out in a round, classifier
sub-module 114 classifies packets into several classes
according to their QA and places them into the correspond-
ing priority queues, i.e., priority queues 116,-116,.

There are Z priority queues and, hence, Z classes. For the
mth packet of flow i that can be sent out in this round, its
class n,” can be derived as

DeficltCounter™ N

Pqg;

m*:z-ma;uu:z-[

where DeficitCounter,” denotes the residual credits in
byte for flow i in the kth round afier the mth packet is placed
into a priority queue, and Pqg, denotes the granularity of
priority queue for flow i derived as

Page ID #:44
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TABLE 3
Pag, = Hitm ¥ THE VARIABLES USED IN PKT ARRIVAL AND
' 4 PRIL_DEPARTURE AND PRI PASS PROCEDURLS

Vanable  Duscnplion

Below is one example of pseudo-code called "PKT_De-

A Fy, The queiie of low 1, 1w 1 N
parture” which may be used by packet departure module P, Prionity queue . j = 1 Z
110. Quantum,  The created allocated to flow i in one ronnd
oDC, The DeficitCounter ol thar How
Pyg, The gramilarity of priority guene for Now |
Z The niwuber of prionty gueues

Round,,, Fhe identificaion of the systein current rotinl

PKT Deparire modiile Ronnd;  The nleunticmion of the mood of ow 1
v, A event signaled as one key wus placed iuto the enipr
While(TRUE) ) s heap i y WP 4
{ IFMH Empry( ) ‘Then i ’“‘;g 1o packets can be placed T LVpum A cvent signaled as one dem was placed into the cntpry
into ActLast
{ Round,,,~Round,,.+ |  #/ Announce arnval of the uew round S
FC o WaitFvenis(EV,,, //'wait autil & packet was placed in PQ or
aiveny, Vo) i any Fa's ; F1G. 2 shows a method for scheduling packets in accor-
111 EC = BV, 4.) / tmply there are packets withoul sending Io&s 4 me T sChe B P 18 1N ac
out al last 20 dance with the principles of the present invention. In step
Then ity :"“"dA sy /Th N CList 200, input port 102 receives a packet and provides the packet
{ NamAckListe—Numbem( AckList non_::p:ym ¢ to packet arrival module 106. In step 202, packet arrival
/1 FQ's 8t Iast round module 106 identifies the packet's flow. ln step 204, packet
While(NumAckList>0) /IFor non-empty Fq's st arrival moclule 106 determines whether the packet's llow is
| AckL 'm’f’“"d':“’;‘"‘::'.:‘r 2 9 new flow or a pre-existing flow. For example, packet
Ll i € . . . . .
{ géq."fl‘;; :Qu:::tum- usin::" i v T arrival module 106 may work in conjunction with processor
ScnldMng('PKT_,Puo. 1} i Ack PKT._.Pasa to pass 104 10 check service list 120. If the flow is not Tound within
packets of Fq; iuto PQ. service list 120, e.g., by processor 104, then processing
NumAckListe-NumAckList-1 30 1oWs 10 step 206 in which packet arrival module 106 sends
WIEVETK(EV piapeny) 11 Pause if no packets in PQ a message to pa.cket departure mc?dule 110 to add the new
U IF ECoEV\op flow to service list 120. Packet arrival module 104 may then
} i IF MI_EMPTY add a flow queue to flow queues 112,-112, for the new flow.
Wail Eveut(Serverldie) # Pause if the verver is Processing then proceeds to step 208 as described bejow.
sending out a packet . e . :
MH_Lock( ) //To avoid the MinHeapRoot being modified as L IF the flow is found within service tist 12'0. then process-
MH_Delete( ) is involved, ing flow to step 208. In step 208, packet arrival module 106
I7 Empty (Papunticeproo) Then MH_Delote( ) places the packet in its corresponding flow queue, i.e., one
MH._Unlock( ) of flow queues 112,-112, and sends a message to pre-order
Send(Deqieuc Pay, apeapr oor)) /! Send oul the packet in . 9 dul 10'8 " a g pre e
the Pq; with the smaltest j - queUing module 108,

/1 among non-empty Py In step 210, upon receiving the message, pre-order queu-
ing module 108 notifies classifier sub-module 114 to retrieve
and classify the packet from flow queues 112,-112, and
classifics the packet, Classifier sub-module 114 may classify
4s the packet (and its flow) in a wide variety of ways. For

example, classifier sub-module 114 may classify the packet
TABLE 2 based upon: a source address, a destination address, or other

THE OPERATIONS USED IN PKT_ARRIVAL AND information such as a service class (e.g., constant bit rate),

PKT_DEPARTURE AND PKT_PASS PROCEDURES transport control protocol pon, etc. Other information may

so 4ls0 be used by classifier sub-module 114 to classify the

Tables 2 and 3 provide some definitions used by the
pseudo-code modules described above.

Opention ) Description " packet.
Enqueue, Dequeue, NonEmpty, The standard Queuc operations In step 212, classifier sub-module 114 places the packet in
Empty, Head L priority queues 116,-116, within priority queuing sub-mod-
;“}'{""ml’:‘(’x 1. MH_Delete(. x'e“:"m:g’ u‘:,“::’:f;:::gm"ﬂﬂ: }':“p ule 115 based upon the packet’s classification. Upon the
MH Empty) ss placement of the packet in priority queues 116,-116, pre-
MinHeapRoot The minimum vaiue among nodes order queuing module 108 sends a message to packet
of the min beap departure module 110. The message may include the size of
MH._Lock, MII_Ualock ' f::: "‘:::"’E}f;g one modute can the packet and the priority queue, i.e.. one of priority queues
Setkivent(ev) Signal the cvent ,Vp-,vh, event will re- 116,-116,, into which the packet was placed. Processing
inain untl sigualed someone relesses it o then retums 10 step 200, where the process for scheduling
Eve.nlCase - Once any e\éenl il::in the ;ignluled :(;me. packets repeats.
WakEvems(evl, ev2, ) ;:::n ,'v','?, PV,T:, ,:s:v;n riense FIG. 3 shows a method of transmitting packets in accor-
SendMsg(x.y) Send message along with value y (o x dance with the principles of the present invention, In par-
¥ = WaitMsg() xﬁ:e"_':';‘lr and store the received ticular, in step 300, server sub-module 118 sends a message
1

65 announcing a new round, e.g.. to pre-order qucuing module
108 via processor 104. Server sub-module 118 may
announce a new round at various times, e.g., upon packet

Lo
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departure module 110 receiving o message that there are
packets in priority ueving sub-module 118 und/or at pre-
determined intervals,

In siep 302, server sub-module 118 determines which
priority queues sunong priority queucs 116,-116, are non-
emply (i.c., have packets placed within them). Server sub-
mndule 118 may determine the non-cmpty yueues by search-
ing scrvice fist 120,

In step 304, server sub-module 118 confirms that there are
non-empty priority queues, If all priority queues 116,-116,
are empty, then processing proceeds to step 306, Otherwise,
processing proceeds 1o step 308. In step 306, server sub-
module 118 wails 10 announce o new round. Server sub-
module 118 may wiit 1o receive a message from pre-order
queuing module [08. Alternatively, server sub-module 118
may wait for a predetermined period of time. [ lowever, any
type of wait period and/or initistion of a new round is within
the principles of the present invention.

In step 308, server sub-module 118 determines whether
the current round is complete. For exumple, a round may be
completé upon server sub-module 118 servicing all non-
cmpty priority qucues. If' the round is complete, then pro-
cessing flows back 10 siep 300 where a new round is
announced,

If the round is not complete, then processing flows 1o step
310 in which the server sub-module 118 determines a
priority queue to scrvice next. Server sub-module 118 may
determine the next priority queue to service such that the
priority quecue among priority queves 116,-116, with the
highest priority is serviced before serving lower priority
queues. Altematively, server sub-module 118 may service
priority queues 116,-116, in a rotating fushion.

In one embodiment, a complete binary tree (called min_
heap in the pscudo code), is used to enable server sub-

module 18 10 efficiently determine which non-emply pri- 3¢

ority queue araong priority queues 116,-116, has the highest
priority. For example, referring now 1o the pseudo code
PKT_Pass and PKT_Departure described above, once pack-
ets are placed into priority queuing sub-module 115 (e.g., by
PKT_Pass) the status of the event EV rinheap 15 Signaled 1o
notify packet departure module 110 (e.8., PKT_Departure)
to send out a packet. Alter ransmission is complete, Serv-
erldle is signaled and PKT_Departure repests the last action
until the PArtntrearroo: i €mpty. The function MH_Delete
may then delete the root node of the binary tree (i.e.,
min_heap) and set MinHeapRoot to the smallest j among
residual nodes. When the min_heap is empty, i.e., all Pq's
are empty, PKT_Departure may declare the arrival of a new
round by adding 1 to Round, . For all nonempty Fy's, i.e.,

flows with packets remaining in the last round, PKT _De- s

parture may update DeficitCounters according to the
sequence in the service list (e.g,, AckList) and request that
PKT_Pass classify the eligible packets into the priority
queuing sub-module 115,

In step 312, server sub-module 118 calculates the accu-
mulated quantum (i.e., as indicated by DeficitCounter) for
the packet. In step 314, server sub-module 118 then deter-
mines whether the packet will be sent out during the current
round. For example, If the packet’s size is smaller than
DeficitCounter/, server sub-module 118 decreases Deficit-
Counter’ by the packet size and processing proceeds 1o step
316 where server sub-module 118 sends the packet out, e.g,,
via output port 122. Ahernatively, server sub-module 118
may reset DeficitCounter/ 1o zero, i.c., the residual quantum
remaining from the previous round cannot be carricd over 1o
avoid delaying service to other priority queues. In addition,
during progress of a particular round, if a packet arrives in

o
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4 priority qucuc having a higher priority than the priority
qucue currently being serviced, then server sub-module 118
may service the higher priority queue out of order within the
round und send the packet out before any other packets from
lower priority queues are sent out.

If the packet’s size is larger than DelicitCounter/, then
processing, proceeds 1o step 318 where server sub-module
118 may hold the packet until a subsequent round. Server
sub-module 118 may repeatedly hold the packet until the
size of the head packel is larger than DeficitCounter/, i.c.,
there is insutficient residual quantum to serve a subsequent
packet, or there are no remaining packels in the priority
queae, 1 ring a subsequent round, the next time the priority
quelle gets its um, server sub-module 118 may send out
additional DeficitCounter/ bytes of data in addition 1o quan-
tum, bytes.

FIG. 4a illustrates the operation of Deficit Round Robin
(DRR) in comparison with weighted fair queuing (WFQ).
As shown in FIG. 4a, there are four flows requesting the
same amount of bandwidth and having fixed, but heteroge-
neous packet sizes. The same quantum is assigned to all of
them and, according to the known DRR algorithms, the
quantum should be equal 1o the largest maximum packet size
among all flows. Packets 1, 4, 6, and B arrive at the same
time and all have greedy flow sources, i.e, all flows are
heavily backlogged. By comparing the output pattern in
DRR with that in WFQ shown in FIG, 4a, three prublems
may be observed. Pirst, packets 1, 4 and 6 were transmitted
under DRR out of sequence (i.e., in comparison to WFQ
such as 6, 1 and 4) since DRR only considers whether a
packet could be sent out in a round and does not consider
cligible transmission sequence for packets. Second, packets
6,7, 8 and 9 are sent out in a batch under DRR, which in
terms of latency and fairness is not considered good behav-
ior in a packet switched netwurk. ‘Third, the transmission
time of packet B (with a size slightly greater than the
residual credits of the first round) is delayed under DRR
until the next round, i.e., after all other flows finish their
transmissions in the second round, which may be too long a
delay. Under DRR, the delay increases with the frame size
and a larger quantum size produces larger frame size.

F1G5. 4b shows an embodiment consistent with the present
invention using Pre-Order Deficit Round Robin and oper-
ating on the same input pattem and assumptions used in FIG.
4a. In this example, packets are classified into 4 classes, so
that Z=4, Assuming for all flows the quantums are equal to
400 and the size of packet B is 500, then packet B cannot be
sent out in thg first round. However, in the next round,
DeficitCounter’ would be equal to 300, i.e. 400+400-500. In
accordance with the present invention, the packet would
then be classified into the first class, i.e., 4-{300/(400/4) }
and could be sent out at the beginning of the next round.
Other packets are put into the priority queuing sub-module
115 according 10 the same rule. Thus, as shown in FIG. 4b,
even under the assumption that all flows are heavily back-
logged and there are enough priority queues, embodiments
consistent with the present invention exhibit good perfor-
mance in comparison to the typical DRR performance.

Below, the performance of PDRR is analyzed in terms of
delay bound and throughput fairness. Under the analysis
below, PDRR is shown to have an O(1) per-packet time
complexity in most case. In panticular, consider a queuing
system with a single server of rate C.

Detinition 2: A backlogged period for flow i is any period
of time during which flow i is continuously backlogged in
the system. Time t, is the beginning of a backlogged period
of flow i and 1, indicates the time that the kth round in PDRR

o/
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is completed. W (t.1,) denotes the serviee offered to ow i in
the interval (T, ] by the server and [, is the maximum packet
size of tlow i.
lemma 3: Under PDRR, if low i is continuously back-
logged in the interval (1,.t,) then at the end of the kth round,

Wita ) Z ke D}, 9

where 1, is the value of the DeficitCounter, at the end of
the kth round mud ¢, is Quantum,.

Lemmn 4: Let 1, be the beginning of a backlogged period
ol flow i in PDRR. At any time t during the backlogged
period, .

et

Wit 12 max{(), r,[/- In- =

where 1Y is equal to

*fow

2_; #i

Z is the number of priority queues, and 1, is the rate allocated
to the tlow i.

‘Theorem 1: The ’DRR server belongs to LR with latency
A7PRR Jess than or equal to

eosy s

T

According 1o equation (1), replacing F with ¢C/r, in
equation (11) results in

e W

- (12)
Zlr; C

vou (o

Equation (11) shows that PDRR improves latency, as
opposed to the DRR whose latency is (3F~2¢,)/C. Further-
more, in the worst case, if the form of 8579 is wranslated 10
the form of 0F”*% the latency of PDRR is shown 1o be

similar 1o that of SCFQ, which is (2F-¢,)/C. Equation (12) °

demonstrates that the latency of PDRR is inversely depen-
dent with the allocated bandwidth, and independent of the
number of active flows.

Theorem 2: The scheduling algorithm at the server is
PDRR and the traffic of flow i conforms to a leaky bucket
with parameters (0,,p,), where o, and p, denote the burstiness
and average rate of the flow i, respectively. The rate allo-
cated to the flow i is assumed to be equal to p,. If Delay , is
the delay of any packet of flow i, then

fo-s

T
Delay, s ;-'- + v
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Theorem 3: For a PDRR scheduler,

(14)

tairnesy™ 2 o

where Fairness”?*® is the Inimess of the server PDRR.
Thus, Pairness”*® i3 smaller than Faimess“*%, which is
3F/C.

As noted in the analysis above, for ¢ach pucket, PKT_Ar-
rival inserts the packet into its corresponding Fq and PKT_
Pass takes the packet from its I'q to the Pq, where j is found
in a constant number of operations. PKT_Departure repeat-
cdly picks a packet from the PQus,ssqpm00 Whose Min-
HeapRoot always

TABLE 4

THE TRAFFIC PARAMETERS AND

QUANTUM S1ZE OF TWO GROUPS

Traflic Bit Rate Packet Size Quantum Size
Group Type {Mbps) {byte) (byte)
GA CBR 4 sn S0n
GB CBR 4 500 500

presents the smallest j among non-empty Pg,‘s. As the min
heap operations are not invoked under the assumption that
each aceessed Pq is non-empty, all the complexities of the
above operations are O(1). When the PQy, sea.zo0, IS €mpLy,
a dclete operation of the min heap is invoked by PKT_De-
parture to get the new MintleapRoot. The reheapification
loop has time complexity O(log Z), where Z is the maximum
number of keys present in the "min heap™, i.e., the number
of non-empty Pq’s at that moment. A similar situation also
oceurs as PKT_Pass must insert a new j into the min heap.
Above, Table 4 summarizes the complexity of PK'T_Arrival,
PKT_Pass, PKT_Departurc when a non-cmpty or crpty
priority queue is accessed.

However, embodiments consistent with the present inven-
tion allow for packets 1o be sent out individually and have
low delay possibility by operations of the min heap. First,
the min heap operation may be involved when the accessed
Pq is empty. In coatrast, sorted-priority algorithms, e.g.,
SCFQ and WFQ, use two operations, insert and delete,
repeatedly when a packet is being sent out. Secondly,
embodiments consistent with the present invention allow for
the scalar of the min heap to be small such that the maximum
number of keys is the number of Pq’s instead of the number
of flows. Moreover, embodiments consistent with the
present invention allow concurrent insertions and deletions
on the heap. According to the principles of the present
invention, PKT_Departure, after getting the next smallest
value j immediately via one comparison between the two
leaf keys of the root, can start 10 send out packets in the Pq,
concurrently during the period of the rcheapification loop.
Therefore, the time complexity of PDRR in aceordance with
the present invention is O(1) in most cases and O(log Z) in
some special cases. Accordingly, embodiments consistent
with the present invention utilize an algorithm with a lower
complexity than algorithms such as SCFQ, which requires

- Oflog N) operations where N is the number of flows.

6

©

4

FIG8. 5-8 show various simulation results to compare the
performance of embodiments consistent with the present
invention using PDRR, with DRR and SCFQ. For the
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simulation, the link bandwidth, i.c., server cupicity, way
assumed 10 be B0 Mbps, shared by 20 flows, The 20 llows
were divided into two groups, GA and GB. The following
experiment was performed to show the problem of bursty
transmission by DRR and the improvement cifected by
PDRR. The tratlic sources were assumed to be Constant it
Rate (CBR) with fixed packet size. Below, Table § indicates
the trffic parameters of the twa groups, GA und GR.

TABLE S
Operalion
Case PKT ARRIVAL PKT PASS  PKT DEPARTURE
Pq non-empty o (1) [0 1}}
P empty [$1}] Oflog 7) Otlog 7)

Furthermore, the bit rates of GA and GB were set cqual,
the maximum packet size among both groups was 500 bytes,
and the same quantum size of S00 bytes was allocated to
them. The packet arrival rate of GA flows was 10 times the
size of GB. In this experiment, 10 priority qucues were used.
The delay time of a particular GA flow under DRR, PDRR,
and SCFQ, respectively were measured.

As shown in FIG. S, packets of flow within DRR are sent
out in a baich once the flow is served. In PDRR the Now is
able to spend its quantum in several pieces, so that packets
could be sent out uniformly. Another vbservation is that
packets in SCFQ sutfer high delay jitter, which is due 10 GA
flows having a packet arrival rate ten times that of the GB
flow. Further, for GA packets that arrive while the server is
serving a large packet of GB, their virtual arrival times are
equal, which causes the server not 1o send them out in their
actual armrival sequence.

As shown in FIG. 6. thc GA flow in DRR has a larger
average delay than that in PDRR. The traffic source was
assumed to be shaped by a leaky bucket with or/off rates are
both 1000 I/pusec and a bit rate of 4 Mbps. The GA Hows
were assigned a larger packet size than GB flows, however
all Nows requested the same bandwidth, With the increase of
GA’s packet size 1o that of GB’s, the curve of PDRR in FIG.
6 shows that PDRR performs well, cspecially with hetero-
geneous traffic sources.

FIG. 7 shows that as the ratio of GA™s packet size 10 GB’s
packet size is increased, small packets in PDRR perform
better than large packets, unlike the case of DRR. GA flows
were assumed to have a higher bit rate than that of GB flows.

Unlike DRR, PDRR considers the information provided in

the quantum consumed by a packct and roorders the trans-
mission sequence of packets in one round. Under DRR, a
node only considers whether a packet could be sent out and
ignores the transmission order of packets in one round. In a
high flow environment with heterogeneous bandwidth
requirements, embodiments consistent with the present
invention using PDRR perform better than DRR because
pre-order queuing module 108 can transmit packets more
uniformly within a round. In addition, FIG. 8 shows that the
average delay of GA flows in PDRR is lower than that in
DRR.

FIG. 9 shows performance of an embodiment consistent
with the present invention as the number of priority queues
is varied for a specific waffic environment. As described
above, cmbodiments consistent with the present invention
enable a flow to use its quantum uniformly within a round,
especially when its quantum is several times its maximum

1
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pucket size. For example, for @ llow i, pre-order Yueuing
with (Quantim,/1.,) prionily queues can reach the above goal.
Thus, for a specific traflic cnvironment, Z priority queues are
suflicient where 7 is equal to the maximum value of (Quan-
tum/L;) amoug all flows, i.c.

max(Quantum, (1,).

F1G. 9 shows experimental data illustrating the relationship
hetween Z and

max(Quanmm; {1,).

All traffic sources were assumed as CBR with fixed packet
size. FIG. 9 shows the average delay of the flow whose
(Quantum/L,) equals

max (Quantum; [ 1;).
'

For each line, this flow receives the smallest average delay
when

Z = max{Quanmum, [ L;),

which confinns the advantages realized through practice of
the present invention.

The present invention may also apply to flows with
diferent allocated bandwidth but having the same distribu-
tion of packet sizes. Traffic types, other than CBR and
MMPT, are also within the principles of the present inven-
tion. Other embodiments of the invention will be apparent 1o
those skilled in the art from consideration of the specifica-
lion and practice of the invention disclosed herein. It is
intended that the specification and examples be considered
as exemplary only, with a true scope and spirit of the
invention being indicated by the following claims.

APPENDIX: PROOFS OF PRIMARY RESULTS

Proof of Lemma 1: This is proved by showing that for any
packet P,™, its DeficitCounter,” must be positive and smaller
than Quantum,. The value in DeficitCounter cannot be
negative and could only increase by Quantum, in the Upda-
teOneFlow procedure. It is assumed that there is insufficient
credit to send out the packet P,", i.e., the DeficitCounter,™ "
is smaller than L, the size of this packet. Afler updatling
and sending out the packet P,

DeficitCounter,”~ DeficitCounter,™ ' +Quantum,~L,™.

As  DeficitCounter,” '<L,”, DeficitCounter,” must be
smaller than Quantum,. As a rcsult, lemma 1 is proved.
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Proof of lemma 2: According 10 equation (6), equation (5)
15 equivalent o

L
Quintum,

\ AD
QA% = An ) -

Since L,”>0. Quantum,>0 and r,;>0. from equation (3) and
equation (A1) Tor iny m

ISP IS
and
VA" 1AM

In the same round, for the packet P,™ with the smallest
timestamp, its m is smallest among all packets, and the QA,™
of the packet with the smallest m. Thus, lor the packet with
the smallest timestamp in one round, its QA is the Jargest.

Proof of Lemma 3: PDRR only modifies the service 2

sequence of the packets in a DRR round. Therefore, the
packets in DRR that could be sent out in 4 round during a
backlogged period, can still be sent out in the same PDRR
round.

Proof of Lemma 4: For cach time interval (1,_,.4],

N N
 pr -

(A2)

1.—/..5—[1‘9 D‘,]

-1 -
By summing over k-1,

LA

N

-1 i

(A

r:l-
.Mz

- =lo S k-1)— +
hi- oStk
i -

It is assumed there are two packets. P/*and P, in the Fq,
whose sizes are L;* and L%, (L,°-¢,), respectively, and only
P/ can be sent out at the (k~1)th round. All other flows

exhaust their DeficitCounter. Thus, D*~'-¢,~A where
0<AS¢, D/'=0 for jwi, and
u.-r.,s(k-l)§+f;gﬂ. (A

Under this assumption, in the kth round P? would be
placed into the Pq, where

(A3)

Il-
lp‘l!t

e
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-continued

134

and the maximum amount of data that could be served
before P2 is ((WZ)F-¢,). Thus, for any time t Irom the
beginning of the kth round untif the P2 is served,

7/--‘,, (A.6)
=13 = I +ho) =t
=F -9
L F F-p+a zT0
stk=-D~ + ¢ C
or equivalently,
(-1 2%,-4 n AD
k=12 FtTF "3 {.

Replacing k with k-1 in equation (9) and defining r,, the
reserved rate of flow i, as (¢,C/F), results in

- 24, -
Wilto. 1) 2 & ‘-’——%’)—c ¢ ”'F a1 1)-91-' (A8)
\ +2¢,~-A n o FOF D
=t cTzXtTeT T,
n DUYF 24 -4
_r,(l lo—(l+2+—;:-]z,+ I )
n D
[ “E 3 ]F-2¢,~+A]
zrlt=-1- v
Replacing D=’ with ¢,~A and since
|
Z"I'[¢. ]z %=
for any A,
n A
(2+5-=)F-20+a (A9)
Z ¢
Wiltos ty-1) 2 rilt =10 - —
(2+1)F-¢;
prft-n-r P
[

In the worst case, flow i was the last to be updated during
the kth round and its packet L, is inserted into the 1ail of Pq,,
The following two cases are considered:
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Case 1: At time t belore the time that Now i is served in
the kth round, i.e.

n
oo sish.avsF-9,
(R 7

there results

Wlig=Wiia i), (AD)

Cuase 2: At time t after the time that llow i siarts being
served in the kth round, i.c.

n..
Iy fzf—¢;<liu‘.

there results

Wt = Wity t, VWi, ZWAty1, ) (AAD)

Thus, for any time 1,

! (A1)
(2eg)r-»

Leafe]

Proof of Theorem 3: The beginning of the kth round is
assumed and there are two packets P,* and P,Z in the Fq,
whose sizes are L;* and ¢,, respectively, and only P, can be
sent out at the kth round. The packet P,#"s class is n, which
implies it will enter the nth priority queue. In the (k+1)
round, all packets of another tlow j whose classes are larger
than n, could not be sent out before the time t when P? is
sent out, as the server always selects packets from the
noncmpty Pq, with the smallest j. Thus, before t, for another

LAUN X max{(). r,lr- o~

flow j,
Wilts. 1) 5 ko + %;,-. (a1
Also as ty<t<t, . from equation (9) for flow i,
WioNZ (k-1 )44, (A14)
From equations (A.5), (A.13) and (A.14) it is concluded
that
Witg. 0 Wirg, 1) s{lu.'—')!l—(k-uﬁ-e (A .15)
r; r, \ Zir; Nt
n A\F IWF
s(l+i—;i)6 s(1+7]5.

‘This bound applies to time intervals that began at t,. For
any arbitrary intervaf,

AT

g

(A.16)

Wilny, 1) l)F
*77"|‘[“2 T
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Thus, lor any two Nows i and j,

(A1

|
(e 3
Vairnes ¥R Z .

What is claimed is:

" L. A method for scheduling a packet, comprising the steps
ol

receiving a packet having a size;

identitying a How lor said packet by ut Icast a fow

identifier;

classifying said packet based on said identilied How;

buffering said packet in one of a plurality of queues,

arranged in a priority order, based on said classitication
of said packet and a priority of said packet assigned
based on said priority order;

allocating o predetermined amount of bandwidth to said

identified flow;

determining an accumulated bandwidth based on said

predetermined amount of bandwidth; and

processing said packet in the one of the plurality of queues

based on said accumulated bandwidtl and said size of
said packet.

2. The method of claim 1, wherein identifying said flow
for said packet comprises idemtifying a source address of
said packet.

3. The method of claim 1, wherein identifying said flow
for said packet comprises identifying a destination address
of said packet.

4. ’The method of claim 1, wherein classifying said packet
comprises:

calculating said size of said packet; and

calculating said accumulated bandwidth assigned to said

flow based upon said size of said packet,

S. The method of claim 4, wherein calculating said
accumulated bandwidth is based upon predetermined
amount of bandwidth assigned 1o said flow and said sive of
suid packet.

6. The method of claim 1, wherein buffering said packet
in one of said plurality of queues comprises:

arranging said plurality of queues in a priority order;

assigning a priority to said packet based on said priority

order; and

buffering said packet in one of said queves based on said

assigned priority,

7. The method of claim 6, wherein assigning a priority to
said packet based on said priority order comprises;

determining said size of said packet; and

calculating a transmission delay based on said size of said

packet and said priority order.

8. ‘The method according to claim 1, further including:

calculating a residual bandwidth after said processing:

allocating a second predetermined amount of bandwidth
to said identified flow; and

recalculating said accumulated bandwidth based on said

residual bandwidth and said second predetermined
amount of bandwidth.

9. The method according to claim 8, wherein:

said residual bandwidth is determined as a difference

between said accumulated bandwidth and a total
amount of data of packets processed; and

said accumulated bandwidth is recalculated as @ summa-

tion of said residual bandwidth and snid second predes
termined amount of bandwidth.
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10. A system for scheduling a packet, comprising;

an input to veceive a plurality of packets;

an arrival module to identify o flow for cach of suid
plurahity of packets by at least a low identifier;

a clussifier to assign cach of said plorality of packets 1o
one of o plurality af gneues, arranged in a priarity order,
hased on said identified fow;

a server for allocating a predetermined amount of band-
width to said identified flow, determining an accumu.
lated bandwidth based on said predetermined amount
of bandwidth, und sclecting one of said pluratity of
queues bosed on said prionty order; and

an outpat for ontputting a packel from said sclected queue
based on said accumulated bandwidth of said identified
flows, o priority of said packet assigned based on said
prionity order, and said size of said packet.

11. The system of claim 10, further comprising:

a memory to store a scrvice list of flows identified for cach
of said plurality of packets.

12. An appuratus for schedufing a packet, comprising:

means for receiving o packet having a size;

means for identifying a flow for said packet by at Jeast a
flow identificr,

means for classifying said packet based on said identified
tlow;

means for buffering said packet in one of a plurality of )

queues, arranged in a priority order, based on said
classification of said packet and a priority of said
packet ossigned buscd on said priority order;

<

5
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means for ullocating a predetermined amount of band-

width to said identified flow:
means for determining nn accumulated bandwidth based
on said predetermined amount of bandwidth; und

means tor processing said packet in the one of the
plurality of qucues based on the accumulated band-
width and said size of said packet.

13. A program on a computer readable medium for
configuring a processor to execute a method for scheduting
a packet, said method comprising the steps of:

receiving o packet having a size;

identifying a flow for said packet by at least a fow

identilier;

clussifying said packet based on said identiticd flow;

buffering said packet in one of a plurality of queues,

arranged in a priority order, based on said classification
of said packet and a priority of said packet assigned
bused on said priority order;

allncating ¢ predetermined amount of bandwidth to said

identified tlow;

determining an accumulated bandwidth based on said

predetermined amount of bandwidth; and

processing said packet in the one of the plurality of queues

based on said accumulated bandwidth and said size of
said packet.
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY

This case has been assigned to District Judge Josephine Tucker and the assigned
discovery Magistrate Judge is Arthur Nakazato.

The case number on all documents filed with the Court should read as follows:

SACV11l- 1378 JST (ANx)

Pursuant to General Order 05-07 of the United States District Court for the Central
District of California, the Magistrate Judge has been designated to hear discovery related
motions.

All discovery related motions should be noticed on the calendar of the Magistrate Judge

NOTICE TO COUNSEL

A copy of this notice must be served with the summons and complaint on all defendants (if a removal action is
filed, a copy of this notice must be served on all plaintiffs).

Subsequent documents must be filed at the following location:

Western Division [X] Southern Division [L] Eastern Division
312 N. Spring St., Rm. G-8 411 West Fourth St., Rm. 1-053 3470 Twelfth St.,, Rm. 134
Los Angeles, CA 90012 Santa Ana, CA 92701-4516 Riverside, CA 92501

Failure to file at the proper location will result in your documents being returned to you.

CV-18 (03/06) NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

AT0NETWORKS, INC,, CASE NUMBER

a Delaware Corporation, I S A C Vl 1- 0 1 3 7 B—ﬁT(ﬁNﬁ)

BROCADE COMMUNICATIONS SYSTEMS, INC.. a Delaware
Corporation, and £5 NETWORKS, INC., a Washington

Corporation, . SUMMONS

DEFENDANT(S).

TO: DEFENDANT(S):

A lawsuit has been filed against you.

Within _21 __ days after service of this summons on you (not counting the day you received it), you
must serve on the plaintiff an answer to the attached [chomplaint a amended complaint
U counterclaim O cross-claim or a motion under Rule 12 of the Federal Rules of Civil Procedure. The answer
or motion must be served on the plaintiff's attorney, Mark Flagel , whose address is
LATHAM & WATKINS LLP, 355 South Grand Avenue, Los Angeles, California 90071 . If you fail to do so,
judgment by default will be entered against you for the relief demanded in the complaint. You also must file
your answer or motion with the court.

Clerk, U.S. District Court

Dated: SEP -9 20 By:___ SUSANA P BUSTAMA
Deputy Clerk

Seal of the Court,
(Seal of >

[Use 60 days if the defendant is the United States or a United States agency, or is an officer or emplayee of the United States. Allowed
60 days by Rule 12(a)(3)).

CV-01A (12/07) SUMMONS
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UNITED STATES DISTRICT COURT, CENTRAL DISTRICT OF CALIFORNIA

CIVIL COVERSHEET

7

[(@) PLAINTIFFS (Check box il you are representing yourself 17)

A0 Networks, Ine
i Delawire Corporation

DEFENDANTS
Brocade Communications Systems, Inc., a Delaware Corporation. and
IS5 Networks, Inc., a Washington Corporation

(b) Attomeys (Firm Name, Address and Telephone Numbxr. If you are representing

vourselt., provide same )

Mwh A Flagel. Rvan t 1laich, Jessica ¢ Kionstadt

Latham & Watkis 1.1.P, 355 South Grand Aveniue, 1os Angeles, CA Y0071, Tol 2135 4K$ 1234

Dean G Dunlavey

Vatham & Watkuis LLP. 650 Town Ceutes Dnve - 2nh Floor, Costa Mesa, CA %2626, Tel 714 5401238

Attorneys (If Known)

Il BANIS OF JURISDICTION (Place an X i one box only )

o3

01 U S Government Plaintitf

002US. Government Defendant

IFederal Question (U.S.
Government Not a Party)

of Parties in ltem 11])

O 4 Diversity (Indicate Citizenship

1L CITIZENSHIP OF PRINCIPAL PARTIES - Jor Diversity Cases Only
(Place an X in one box for plaintilT and one for delendant.)

Citizen of This State

Citizen of Another State

PTF
0ol

02

Citizen or Subject of a Foreign Country 0 3

DEF PTF DEF

O1  Incorporated or Principal Place 04 4
of Business in this State

002  Incorporated and Principal Place 05 (J5
of Business in Another State

O3 Foreign Nation a6 0aeé

IV, ORIGIN (Place an X in one box only.)

d | Original

Proceeding State Court

002 Removed from [J3 Remanded from [34 Reinstated or

Appellate Court

Reopened

O35 Transferred from another district (specify). 06 Muli-
District
Litigation

07 Appeal to District
Judge from
Magistrate Judge

V.. REQUESTED IN COMPLAINT. JURY DEMAND: dYes 0 No (Check 'Yes' only if demanded in complaint.)
JMONEY DEMANDED IN COMPLAINT: §

CLASS ACTION under F.R.C.P. 23:

OYes ofNo

YI. CAUSE OF ACTION (Cite
35US.C § 100et seq

the U.S. Civil Statute under which you are filing and write a brief statement of cause. Do not cite jurisdictional statutes unless diversity )

VIL. NATURE OF SUIT (Place an X

in one box only.)

OTHER STATUTES
(3400 State Reapportionment |0 110
0410 Anutrust 0120
(1430 Banks and Banking 0130
0450 Commerce/ICC O 140
Rates/etc. 0 150
0460 Deportation
0470 Racketeer Influenced
and Corrupt
Organizations 0 151
3480 Consumer Credit 0152
01490 Cable/Sat TV
810 Selective Service
O 850 Securities/Commodities/ |03 153
Exchange
3 875 Customer Challenge 12
USC 3410 0160
0 890 Other Statutory Actions |7 190
DO 891 Agricultural Act 019s
3 892 Economic Stabilization
Act 0196
3 893 Environmental Matters
{1894 Energy Allocation Act | 210
O 895 Freedom of Info. Act 0220
0900 Appeal of Fee Determi- {0 230
nation Under Equal 0240
Access lo Justice 0245
3950 Constitutionality of 0 290
State Statutes

CONTRACT

Insurance
Marine
Miller Act
Negotiable Instrument
Recovery of
Overpayment &
Enforcement of
Judgment
Medicare Act
Recovery of Defaulted
Student Loan (Exc!,
Velerans)
Recovery of
Overpayment of
Veteran's Benefits
Stockholders' Suits
Other Contract
Coniract Product
Liability
Franchise

REAL PROPERTY
Land Condemnation
Foreclosure
Rent Lease & Ejectment
Torts to Land
Tort Product Liabihty
All Other Real Property

TORTS
PERSONAL INJURY
O 310 Airplane
315 Airplane Product
Liability
Assault, Libe] &
Slander
Fed. Employers'
Liability
Marine
Marine Product
Liability
Motor Vehicle
Motor Vehicle
Product Liability
Other Personal
Injury
Personal Injury-
Med Malpractice
Personal Injury-
Product Liability
Asbestos Personal
Injury Product
Liability
IMMIGRATION
462 Naluralization
Application
0463 Habeas Corpus-
Alien Detainec
D465 Other Immigration
Actions

0320
0330

0340
0345

0350
0355

0360
0 362
0 365

0368

TORTS
PERSONAL
PROPERTY

1370 Other Fraud
03371 Truthin Lending
3 380 Other Personal
Property Damage
(3 385 Property Damage
Product Liability

PRISONER
PETITIONS
0510 Motions to
Vacate Sentence
Habeas Corpus
0530 General
(0535 Death Penalty
3 540 Mandamus/
Other

BANKRUPTCY 0 550 Civil Rights

03422 Appeal 28 USC |0 555 Prison Condition
158 FORFEITURE /

(1423 Withdrawal 28 PENALTY
USC 157 D610 Agriculture

CIVIL RIGHTS 3620 Other Food &

J44] Voting Drug

(1442 Employment 3625 Drug Related

3443 Housing/Acco- Seizure of
mrmodations Property 21 USC

(1444 Welfare 88]

445 American with |03 630 Liquor Laws
Disabilities - 3640 RR. & Truck
Employment 03650 Airline Regs

3446 American with [0 660 Occupational
Disabilities - Safety /Health
Other 0690 Other

3440 Other Civil
Rights

LABOR

3710 Fair Labor Standards
Act

Labor/Mgmt.
Relations
Labor/Mgmt.
Reporting &
Disclosure Act
Railway Labor Act
Other Labor
Litigation

Empl. Ret. Inc.
Security Act
PROPERTY RIGHTS
?‘BZO Copyrights
830 Patent
[ 840 Trademark
SOCIAL SECURITY
01861 HIA (1395
(1862 Black Lung (923)
0 863 DIWC/DIWW
(405(g))
(3864 SSID Title XV
(1865 RSI (405(g))
FEDERAL TAX SUITS
0] 870 Taxes (U.S. PlaintitT
or Defendant)
(1871 IRS-Third Party 26
USC 7609

0720
0730
3 740
0 7%

0791

FOR OFFICE USE ONLY:  Case Numberg A P, \’ [ [ T

AFTER COMPLETING THE FRONT SIDE OF FORM CV-71, COMPLETE THE INFORMATION REQUESTED BELOW.

CV-71(05/08)

CIVIL COVER SHEET
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CIVIL COVER SHEFT

VI(a). IDENTICAL CASES: Vs this action been previously tiled 1n this court and dismissed, remianded or closed? I(No 1J Yos
IFyes, hst case number(s)

VIil(b). RELATED CASES: llave any cases been previously liled in this court that are related to the present case? I{No O Yes
Iyes, list case number(s)

Civil cases are deemed reluted if 2 previously filed cuse and the present case:
(Check alt boxes thatapply) T A. Anse Jrom the same or closely related transactions, happenings, or events; or
(3 B. Call Tor determinntion of the same or substantially related or similar questions ol law and fact; or
O C. Forother reasons would entail substantial duplication of lbor it heard by dilterent judges; or
13D Involve the same patent, trademark or copyright, and one of the factors identilied above in a, b or c also is present.

IX. VENUE: (When completing the tollowing infornwition, use an additional sheet i neeessary )

(a) l.istthe County in this District; California County outside of this District. State i other than Calilomia; or Foreign Country, in which EACH named plaintiff resides,
0 Check here i1 the govemnment, its agencies or employees is a named plaintilf 11 this box is checked, go to stem (b).

Couniy n this Districi:* California County outside of this District; State, if other than Califomnia: or Foreign Country

Orange County Santa Clara County

(b) List the County in this District; California County outside ol this District; State if other than Culifornia; or Foreign Country. in which EACH named defendant resides.
O__Check here il the government, its agencics or employees is a named defendant. I this box is checked. po to item (¢).

County in this District: ® California County outside of this District; State, if other ihan Califomnia; or Foreign Country
[Orange County (Brocade Communications Systems, Inc.; F5 Networks, Inc.) Santa Clara County (Brocade Communications Systems, Inc.; FS Networks, Inc.)

(c) List the County in this District; California County outside of this District; State if other than Califomia; or Foreign Country, in which EACH claim arose,
Note: In land condemnation cases, use the location of the tract of land involved,

County in this District;* Califomia County outside of this District; Staie, if other than Califomnia; or Foreign Country
Orange County Santa Chara County

Los Angeles County / o /7
o
A

A 7
Notice to Counsel/Parties: The CV.7| (13-44) CivilLaver Sheet and tHe ifformation on ined herein neither replace nor supplement the filing and service of pleadings
or other papers as required by law. This form' pproved by the Judicial ConSarence oflh/anil States in September 1974, is required pursuant to Local Rule 3-] is not filed

* Los Angeles, Orange, San Bernardino, Riverside, Ventura
Note: In land condemnation cases, use the location ol'the t

X. SIGNATURE OF ATTORNEY (OR PRO PER), Date September 9, 2011

but is used by the Clerk of the Court for the purpose of statistics, venue and initiating the/Civil do\ et sheet. (For more detailed instructions, see separate instructions sheet.)

Key to Statistical codes relating to Social Security Cases: ~

Nature of Suit Code  Abbreviation Substantive Statement of Cause of Action

861 HIA All claims for health insurance benefits (Medicare) under Title 18, Par A, of the Social Security Act, as amended.
Also, include claims by hospitals, skilled nursing facilities, etc., for certitication as providers of services under the
program. (42 US.C. 1935FF(b))

862 BL All claims for “Black Lung" benefits under Title 4, Part B, of the Federal Coal Mine Health and Safety Act of 1969.
(30U.8.C. 923)

863 DIWC All claims filed by insured workers for disability insurance benefits under Title 2 of the Social Security Act, as
amended; plus all claims filed for child's insurance benefits based on disability. (42 U.S.C. 405(g))

863 Diww All claims filed for widows or widowers insurance benefits based on disability under Title 2 of the Social Security
Act, as amended. (42 US.C. 405(g))

864 ) SSID Al claims for supplemental security income payments based upon disability tiled under Title 16 of the Social Security
Act, as amended.

865 RSI All claims for retirement (old age) and survivors benefits under Title 2 of the Social Security Act, as amended. (42
US.C. (g))

CV-71 (05/08) CIVIL COVER SHEET Page 2 of 2




