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IN THE UNITED STATES DISTRICT COURT (3 1.7 -6 PH 3:28

FOR THE MIDDLE DISTRICT OF FLORlDACLFRw G mee
ORLANDO DIVISION ‘.f“{?!{:r’mv,;, «_OU,‘FL ORIDA

OMEGA PATENTS, L.L.C,,

a Georgia corporation,

Plaintiff, G: Dl-cv- ShE&- O*‘)*Q\a k’?&

VS. Civil Action No.
TRILOGIX ELECTRONIC JURY TRIAL AND INJUNCTIVE
SYSTEMS INC., an alien RELIEF REQUESTED
business organization,
Defendant.
/
COMPLAINT

COMES NOW, Plaintiff Omega Patents, LLC, by and through its undersigned
attorneys, and for its complaint against Defendant Trilogix Electronic Systems, Inc.,

states:

PARTIES, JURISDICTION AND VENUE

1. Plaintiff OMEGA PATENTS, L.L.C., is a Georgia limited liability
company.

2. Defendant TRILOGIX ELECTRONIC SYSTEMS INC. is, upon
information and belief, an alien business corporation formed under Canadian laws
which sells and offers for sale infringing products in the United States, including the
Middle District of Florida.

3. Defendant sells and offers for sale throughout the United States,
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including within this judicial district and division, data communications bus adaptors
and/or vehicle remote control systems which infringe Plaintiff's United States Patent
Nos. 5,719,551; 6,243,004 B1; 6,249,216 B1; 6,275,147 B1; and 6,529,124 B2
(“patents in suit”). The patents in suit are attached hereto as Exhibits 1 - 5. Upon
information and belief, Defendant has substantial and not isolated contacts with the
State of Florida and has committed acts of infringement in the State of Florida,
including the Middle District of Florida, sufficient to confer personal jurisdiction upon
Defendant.

4. This Court has jurisdiction over the subject matter of this action
pursuant to 28 U.S.C. §1338(a), and has in personam jurisdiction over the parties.
Venue properly lies in this judicial district and division pursuant to 28 U.S.C.
§1391(c) and (d).

STATEMENT OF FACTS

5. Vehicle security devices rely upon electronic communications to
perform many of the security functions. Kenneth E. Flick, the inventor of the patents
in suit, is recognized as an innovator in the vehicle security systems industry.

6. A series of inventions by Mr. Flick involve vehicle data
communications bus products including interfaces such as for remotely controlling
certain functions of the vehicle. The patents in suit describe some of Mr. Flick’s
inventions in the field. Mr. Flick has assigned all of his rights to the inventions to

Plaintiff.
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7. Defendant has offered for sale in the United States and in this judicial
district vehicle data communications bus products which infringe upon one or more
claims of each of the patents in suit.

8. Defendant has no license to practice the patents.

COUNT |
Action for Infringement of U.S. Patent No. 5,719,551

9. Count | is an action by Plaintiff against Defendant for monetary
damages and injunctive relief for Defendant’s infringement of U.S. Patent No.
5,719,551 (‘551 patent).

10.  Plaintiff herein restates and reincorporates into this Count the
allegations of Paragraph 1 through 8 hereinabove.

11.  Defendant has offered for sale, sold and/or distributed vehicle remote
control products which infringe either directly, by inducement or contributorily one
or more claims of the ‘651 patent.

12.  The infringing activities of Defendant as outlined in this Count have
been engaged in without authorization by Plaintiff.

13.  Plaintiff is entitied to compensatory damages and injunctive relief for
Defendant’s infringing activities.

14.  Uponinformation and belief, the activities of Defendant outlined in this
Count have been engaged in without justifiable belief by Defendant that there is no

infringement or that the infringed claims are invalid. Therefore, Plaintiff is entitled
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to an award of exemplary damages, attorney's fees and costs of this action.
COUNT Il

Action for Infringement of U.S. Patent No. 6,243,004 B1

15.  Count Il is an action by Plaintiff against Defendant for monetary
damages and injunctive relief for Defendant’s infringement of U.S. Patent No.
6,243,004 B1 (‘004 patent).

16.  Plaintiff herein restates and reincorporates into this Count the
allegations of Paragraph 1 through 8 hereinabove.

17.  Defendant has offered for sale, sold and/or distributed vehicle remote
control products which infringe either directly, by inducement or contributorily one
or more claims of the ‘004 patent.

18.  The infringing activities of Defendant as outlined in this Count have
been engaged in without authorization by Plaintiff.

19.  Plaintiff is entitled to compensatory damages and injunctive relief for
Defendant’s infringing activities.

20. Uponinformation and belief, the activities of Defendant outlined in this
Count have been engaged in without justifiable belief by Defendant that there is no
infringement or that the infringed claims are invalid. Therefore, Plaintiff is entitled

to an award of exemplary damages, attorney’s fees and costs of this action.
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COUNT il

Action for Infringement of U.S. Patent No. 6,249,216 B1

21.  Count lll is an action by Plaintiff against Defendant for monetary
damages and injunctive relief for Defendant’s infringement of U.S. Patent No.
6,249,215 B1 (‘216 patent).

22. Pilaintiff herein restates and reincorporates into this Count the
allegations of Paragraph 1 through 8 hereinabove.

23. Defendant has offered for sale, sold and/or distributed vehicle remote
control products which infringe either directly, by inducement or contributorily one
or more claims of the ‘216 patent.

24. The infringing activities of Defendant as outlined in this Count have
been engaged in without authorization by Plaintiff.

25.  Plaintiff is entitled to compensatory damages and injunctive relief for
Defendant’s infringing activities.

26.  Uponinformation and belief, the activities of Defendant outlined in this
Count have been engaged in without justifiable belief by Defendant that there is no
infringement or that the infringed claims are invalid. Therefore, Plaintiff is entitled
to an award of exemplary damages, attorney’s fees and costs of this action.

COUNT IV

Action for Infringement of U.S. Patent No. 6,275,147 B1

27. Count IV is an action by Plaintiff against Defendant for monetary
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damages and injunctive relief for Defendant’s infringement of U.S. Patent No.
6,275,147 B1 (‘147 patent).

28. Plaintiff herein restates and reincorporates into this Count the
allegations of Paragraph 1 through 8 hereinabove.

29. Defendant has offered for sale, sold and/or distributed vehicle remote
control products which infringe either directly, by inducement or contributorily one
or more claims of the ‘147 patent.

30. The infringing activities of Defendant as outlined in this Count have
been engaged in without authorization by Plaintiff.

31.  Plaintiff is entitled to compensatory damages and injunctive relief for
Defendant’s infringing activities.

32.  Upon information and belief, the activities of Defendant outlined in this
Count have been engaged in without justifiable belief by Defendant that there is no
infringement or that the infringed claims are invalid. Therefore, Plaintiff is entitled
to an award of exemplary damages, attorney’s fees and costs of this action.

COUNT V
Action for Infringement of U.S. Patent No. 6,529,124 B2

33. Count V is an action by Plaintiff against Defendant for monetary
damages and injunctive relief for Defendant’s infringement of U.S. Patent No.
6,529,124 B2 (‘124 patent).

34. Plaintiff herein restates and reincorporates into this Count the
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allegations of Paragraph 1 through 8 hereinabove.

35. Defendant has offered for sale, sold and/or distributed vehicle remote
control products which infringe either directly, by inducement or contributorily one
or more claims of the ‘124 patent.

36. The infringing activities of Defendant as outlined in this Count have
been engaged in without authorization by Plaintiff.

37. Plaintiff is entitled to compensatory damages and injunctive relief for
Defendant’s infringing activities.

38. Uponinformation and belief, the activities of Defendant outlined in this
Count have been engaged in without justifiable belief by Defendant that there is no
infringement or that the infringed claims are invalid. Therefore, Plaintiff is entitled
to an award of exemplary damages, attorney’s fees and costs of this action.

JURY TRIAL REQUEST
Plaintiff requests a trial by jury as to all matters so triable.

PRAYER FOR RELIEF

WHEREFORE, Plaintiff prays that this Honorable Court enter such
preliminary and final orders and judgments as are necessary to provide Plaintiff with
the following relief:

a. A preliminary and then permanent injunction enjoining Defendant from
infringing the patents in suit in this case,

b. An award of damages under 35 U.S.C. §284 in an amount adequate
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to compensate Plaintiff for Defendant’s infringement, but in no event less than a

reasonable royailty for the use made by Defendant of the inventions set forth in the

patents in suit.

c. An award of exemplary damages, attorney’s fees and costs under 35
U.S.C. §285
d. Such other and further relief as this Court deems just.and proper.

Date: S . (D ’ D_:S

Bnan R. Gilchrist
Florida Bar No. 774,065
Allen, Dyer, Doppelt, Milbrath

& Gilchrist, P.A.
255 S. Orange Avenue, Suite 1401
Post Office Box 3791
Orando, FL 32802-3791
Telephone: 407/ 841-2330
Facsimile: 407/841-2343
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VEHICLE SECURITY SYSTEM FOR A
VEHICLE HAVING A DATA .
COMMUNICATIONS BUS AND RELATED
METHODS

FIELD OF THE INVENTION

This application is related to the field of security systems
and, more particularly, to a security system and related
methods for vehicles.

BACKGROUND OF THE INVENTION

Vehicle security systems are widely used to deter vehicle
theft, prevent theft of valuables from a vehicle, deter
vandalism, and to protect vehicle owners and occupants. A
typical automobile security system, for example, includes a
central processor oc controller connected to a plurality of
vehicle seasors. The sensors, for example, may detect open-
ing of the trunk, hood, doors, windows, and also movement
of the vehicle or within the vehicle. Ultrasonic and micro-
wave motion detectors, vibration sensors, sound
discriminators, differential pressure sensors, and switches
may be used as sensors. In addition, radar sensors may be
used to monitor the area proximate the vehicle.

The controller typically operates to give an alarm indica-
tion in the event of triggering of a wehicle sensor. The alarm
indication may typically be a flashing of the lights and/or the
sounding of the vehicle hom or a siren. In addition. the
vehicle fuel supply and/or ignition power may be sclectively
disabled based upon an alarm condition.

A typical sccurity system also includes a recciver asso-
ciated with the controller that cooperates with one or more
remote transmitters typically carried by the user as
disclosed, for example, in U.S. Pat. No. 4.383,242 to Sass-
over et al. and U.S. Pat. No. 5,146,215 to Drori. The remote
transmitter may be used to arm and disarm the vehicle
security system or provide other remote control features
from a predctermined range away from the vehicle. Also
related to remote control of a vehicle function U.S. Pat. No.
5.252,966 to Lambropoulous et al. discloses a remote key-
less entry system for a vechicle, The keyless entry system
penmits the user to remotely open the vehicle doars or open
the vehicle trunk using a small handheld transmitter,

Unfortunately, the majority of vehicle security systems
nced to be directly connected by wires to individual vehicle
devices, such as the vehicle hom or door switches of the
vehicle. In other words, a conventional vehicle security
system is hardwired to various vehicle components, typi-
cally by splicing into vehicle wiring harmesses or via inter-
posing T-harnesses and connectors. The number of electrical
devices in a vehicle has increased so that the size and
complexity of wiring harnesses has also increased. For
example, the steering wheel may include horn switches, an
airbag. turn-signal and headlight switches, wiper controls,
cruise comtrol switches, ignition wiring, an emergency
flasher switch, and/or radio controls. Likewise, a door of a
vehicle, for example, may include window controls, locks,
outside mirror switches, and/or door-panel light switches.

In response to the increased wiring complexity and costs,
vehicle manufacturers have begun attempts to reduce the
amount of wiring within vehicles to reduce weight, reduce
wire routing problems, decrease costs, and reduce compli-
cations which may arise when troubleshooting the electrical
system. For example. some manufacturers have adopted
multiplexing schemes to reduce cables to three or four wires
and to simplify the exchange of data among the various
onboard clectronic systems as disclosed, for example, in
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“The Thick and Thin of Car Cabling” by Thompson appear-
ing in the Spectrum, Feb. 1996. pp. 42-45.

Implementing multiplexing concepts in vehicles in a
cost-effective and reliable manner may not be easy. Suc-
cessful implementation, for example, may require the devel-
opment of low or error-free communications in what can be
harsh vehicle environments. With multiplexing technology.
the various electronic modules or devices may be linked by
a single signal wire in a bus also containing a power wire.
and one or more ground wires. Digital messages are com-
municated to all modules over the data communications bus.
Bach message may have one or more addresses associated
with it so that the devices can recognize which messages to
igmore and which messages to respond to or read.

The Thompson article describes a number of multiplexed
networks for vehicles. In particular, the Grand Cherokee
made by Chrysler is described as having five multiplex
nodes or controllers: the engine controller. the temperature
controlier, the airbag controller. the theft alarm. and the
overthead console. Other nodes for different vehicles may
include a transmission controller, a trip computer. an instru-
ment cluster controller, an antilock braking controlier, an
active suspension controller, and a body coatroller for
devices in the passenger compartment.

A number of patent references are also directed to digital
or multiplex communpications networks or circuits. such as
may be used in a vchicle. For example, US. Pat No.
4,538.262 Sinniger et al. discloses a multiplex bus system
including a master control unit and a plurality of receiver-
transmitter units connected thereto. Similarly, U.S. Pat. No.
4,055,772 to Leung discloses a power bus in a vchide
controlled by a low current digitally coded communications
system. Other references disclosing various vehicle multi-
plex control systems include, for example, U.S. Pat. No.
4,760,275 to Sato ct al.; U.S. Pat. No. 4.697.092 to Roggen-
dorf ct al.; and U.S. Pat. No. 4.792,783 to Burgess ct al.

Several standards have been proposed for vehicle multi-
plex networks including, for example, the Socicty of Auto-
motive Engincers “Surface Vehicle Standard, Class B Data
Communications Network Interface”, SAE J1850, July
1995. Another report by the SAE is the “Surface Vehicle
Information Report, Chrysler Sensor and Control (CSC) Bus
Multiplexing Network for Class ‘A’ Applications”. SAE
J2058, July 1990. Many other networks are also being
implemented or proposed for communications between
vehicle devices and nodes or controllers.

Unfortunately, conveational vehicle security systems for
hardwired connection to vehicle devices, such as aftermar-
ket vehicle security systems, are not readily adaptable to a
vehicle including a data communications bus. Moseover, a
vehicle security system if adapted for a communications bus
and devices for one particular model. model year, and
manufacturer, may not be compatible with any other models.
model years, or manufacturers. Other systems for remote
control of vehicle functions may also suffer from such
shortcomings.

SUMMARY OF THE INVENTION

In view of the foregoing background, it is therefore an
object of the present imvention to provide a vehicle security
system and associated method which is readily adapted or
adaptable for installation in a vehicle having a data com-
munications bus.

1t is another object of the present invention to provide a
security system or other remote control function systems and
associated methods for installation in a vehicle having a data
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communications bus, and wherein the vehicle is one from
among a plurality of different vehicles with different device
addresses and/or signal protocols for communicating with
the vehicle devices.

These and other objects, advantages and features of the
prescat invention are provided by a vehicle security system
for a vehicle of a type including a data communications bus
connecting a plurality of vehicle devices. In particular, the
vehicle security system preferably comprises a vehicle secu-
rity sensor and associated sensor bus interface means for
interfacing the vehicle security sensor to the data commu-
nications bus. The vehicle security system also preferably
includes an alarm indicator and associated alarm indicator
bus interface means for interfacing the alarm indicator to the
data communications bus. An alarm controller and associ-
ated alarm coutroller bus interface means are also preferably
included. The security system further preferably comprises
desired signal cnabling means for epabling the alarm con-
troller to operate using a desired set of signals for a desired
vehicle from among a plurality of possible sets of signals for
different vehicles. Accordingly, the desired signal enabling
means permits the alarm controller to communicate with the
vehicle security sensor and the alarm indicator via the data
communications bus 50 that the alarm controller is capable
of operating the alarm indicator responsive to the vehicle
seaurity scnsor. The security system is thus advantageously
compatible with maay different types of vehicle data com-
munications formats or protocols.

The data communications bus may preferably be a mul-
tiplexed data bus. Accordingly. the sensor bus interface
means, the alarm bus interface means, and the alarm con-
troller bus interface means may cach comprise multiplexing
means for interfacing with the multiplexed data bus of the
vehicle.

The desired signal enabling means may preferably include
memory means for storing a plurality of sets of signals for
different vehicles, and selecting means for selecting the
desired set of signals from the plurality of different sets of
signals. In one cmbodiment, the selecting means may com-
prise user selecting means for permitting a user to select the
desired set of signals. In another embodimeat, the sclecting
means may comprise determining means for determining the
desired set of signals based upon signals on the data com-
munications bus.

The memory means may include device address memory
means for storing a plurality of different sets of signals
representative of different device addresses for different
vchicles. Alternatively, or in addition thereto, the memory
means may comprise protocol memory means for storing a
plurality of different protocols for different vehicles.

In yet another embodiment, the desired signal enabling
means may comgrisc learning means for learning the desired
set of signals. For example, the learning means may com-
prise downloading lcarming mecans for learning the desired
set of signals from another device or central station. In
particular, the security system may intesface to a cellular
telephone and the desired set of signals may be downloaded
or received and stored via the cellular telephone. In another
variation, the learning means may comprise bus learning
means for learning the desired set of signals based upon
signals on thc data communications bus. The security
system, according to another aspect of the invention, may
also interface with an existing vehicle controller or a com-
munications bus node which is operatively connected to the
data communications bus.

A method aspect of the invention is for operating a vehicle
security system for a vehicle of a type including a data
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communications bus connecting a plurality of vehicle
devices. The method preferably comprises the steps of
interfacing an alarm coniroller to the data communications
bus. and cnabling the alarm controller to operate using a
desired set of digital signals for a desired vehicle from a
plurality of sets of signals for different vehicles to thereby
permit the alarm controller to communicate with at least one
of a vehicle security sensor and an alarm indicator via the
data communications bus. Accordingly. the alarm controller
is capable of operating the alarm indicator respoasive to the
vehicle security sensor and via the data communication bus.

The concepts and features of the inveation may also be
desirably incorporated in a remote control system for a
vehicle, such as a vehicle security system, a remote cngine
starter system, or a remote keyless eatry system, for
example. The remote control system preferably comprises a
remote transmitter and a receiver within the vehicle for
receiving a signal from the remote transmitter. A vehicle
function controller is provided along with an associated
vehicle function controller bus interface means for interfac-
ing the vehicle function controller to the data commnunica-
tions bus. The remote control system also includes desired
signal cnpabling means for causing the vehicle function
controller to operate using a desired set of signals for a
desired vehicle from a plurality of possible sets of digital
signals for different vehicles. Accordingly, the vehicle func-
tion controller can communicate with a vehicle device via
the data communications bus so that the vehicle function
controller is capable of operating the vehicle device respon-
sive to the remotc transmitter. Mcthod aspects of this
embodiment of the investion are also disclosed.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic block diagram of the vehicle
security system in accordance with the invention.

FIG. 2 is a schematic diagram of a remote transmitter of
the vehicle security system in accordance with the invention.

FIG. 3 is a schematic block diagram of a partion of a first
embodiment of the vehicle security system in accordance
with the present invention.

FIG. 4 is a schematic block diagram of a portion of a
second embodiment of the vehicle security system in accor-
dance with the preseat invention.

FIG. § is a schematic block diagram of a portion of a third
embodiment of the vehicle security system in accordance
with the present invention.

FIG. 6 is a schematic block diagram of a portion of a
fourth embodiment of the vehicle security system in accor-
dance with the preseat invention.

FIG. 7 is a schematic block diagram of the wvehicle
sccurity system in accordance with the present invention.

FIG. 8 is a schematic block diagram of a remote keyless
entry system in accordance with the present invention.

FIG. 9 is a schematic block diagram of a remote engine
starting system in accordance with the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

The present invention will now be described more fully
hereinafter with reference to the accompanying drawings in
which preferred embodiments of the invention arc shown.
This invention may, however, be embodied in many different
forms and should not be construed as limited to the illus-
trated embodiments set forth herein. Rather, these embodi-
ments are provided so that this disclosure will be thorough
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and complete, and will fully convey the scope of the
invention to those skilled in the art. Like numbers refer to
like elements throughout. Prime and mnlitiple prime notation
arc used in alternate embodiments to indicate similar ele-
ments.

Referring now to the schematic block diagram of FIG. 1,
a vehicle security system 10 according to one aspect of the
invention is first described. The security system includes a
controller 11 which, in turn, in the illustrated embodiment
includes a central processing umit (CPU) or microprocessor
12 opexating under stored program coatrol.

In the illustrated embodiment, a transmitter and receiver
13 are connected to the CPU 12 for recciving signals from
a remote transmitter and for transmitting signals to a remote
unit, as will be described in greater detail below. As would
be readily understood by those skilled in the art, the trans-
mitter portion of the controller 11 may not be needed in
some cmbodiments of thc invention. An anteana 13g is
illustratively connected to the transmitter and receiver 13.

In the jllustrated embodiment, the CPU 12 is also opera-
tively connected to a memory (EEPROM) 14 and a data
communications bus interface 15 which provides both input
and output intexfaces to various vehicle devices. As would
be readily understood by those skilled in the art, the CPU 12
may altermately or additionally have its own on-board
memory.

The data communications bus interface 18 is illustratively
connected to various vehicle input devices including: an
ignition switch 28; a key in the ignition sensor 21; two zone
sensors 22a, 22b; conventional trunk hood and door pin
sensors or switches 23, 24, and 25, respectively; and door
lock switches 28. In addition, a pre-warn sensor 26 and valet
switch 27 also provide inputs to the controller 11 in the
illustrated cmbodiment. As would be readily understood by
those skilled in the art, other inputs are also contcmpilated by
the present invention and are generally described herein by
the term sensor. In addition. an input signal may also be
received from a remote transmitter 50 (FIG. 2).

The data communications bus interface 15 of the control-
ler 11 may also preferably be conmected to a plurality of
output devices. The outputs may include auxiliary relay
outputs 39, such as for window control, remote starting, or
a remote alarm indication, as would be readily understood
by those skilled in the art. A siren and/or lights 31, and green
and red light emitting diodes (LEDs) 32, 33 for dashboard
mounting are also illustratively connected to the controller
11. Other outputs may be directed to a valet LED 34, a dome
light 36. a central lock relay or lock control unit 41, a starter
kill circuit 42, and an armed relay output 43. In addition,
other outputs may be directed to one or more of an audible
tone gencrator 37, an alphanumeric display 44, a speech
message annunciator 45, and a vibration transducer 46, as
will be readily appreciated by those skilled in the art. Other
similar indicating devices are also contemplated by the
present invention. as would be readily understood by those
skilled in the art. Some of the illustrated devices may be
hardwired to various control nodes as would be readily
understood by those skilled in the art. The control nodes may
be connected by the data communications bus as would also
be known to those skilled in the art.

Rceferring now more particularly to FIG. 2, a remote
transmitter $9 in accordance with the invention is described.
The remote transmitter 5@ illustratively includes a housing
51 and a plurality of first momentary contact switches
5240-82d carried by the housing. A second momentary
contact switch 53 and an indicating light, such as the
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illustrated LED 54 are also carried by or mounted on the
housing 51. As would be readily understood by those skilled
in the art, the remote transmitter 50 is typically relatively
small and includes an opening 58 for facilitating connection
to a vehicle key ring, for example. In addition, the remote
transmitter 50 includes a central processing unit or micro-
processor 56 operatively connected to the plurality of first
switches §2a-52d, the second switch 53, and the LED 54.
The microprocessor is also connected to a transmitter and/or
receiver circuit 5§7 and its associated antenna $7a for trans-
mitting and/or receiving signals to and from the controller 11
of the vehicle security system 10. Accordingly. the term
“remote transmitter” is used broadly herein to describe the
embodiment also including receiver means.

The remote transmitter 50 may also include a numeric or
alphapumeric display $8. and a speaker $9 coupled to an
audible tone generator or a speech message generator, as
may be provided by the microprocessor §6. A vibration
transducer, not shown. may also be incorporated into the
remote transmitter 50 for communicating to the user as
would be readily understood by thosc skilled in the art.

now additionally to FIG. 3 a first embodiment of
the desired signal emabling means 17 is described. The
vehicle security system 10 preferably comprises a vehicle
security sensor and associated sensor bus interface means 6@
for interfacing the vehicle security sensor to the data com-
munications bus 62. The vchicle security system 10 also
preferably includes an alarm indicator and associated alarm
indicator bus interface means 64 for intexfacing the alarm
indicator to the data communications bus. Examples of
vehicle security sensors and alarm indicators are described
above in greater detail with reference to FIG. 1.

The security system 10 further preferably comprises
desired signal cnabling means 17 for cnabling the alarm
controller 10 to operate using a desired set of signals for a
desired vehicle from among a plurality of possible sets of
signals for different vehicles. As would be readily under-
stood by those skilled in the art, the term different vehicles
may include vehicles from different manufacturers, different
models, or even different trim levels of the same make and
model. Accordingly, the desired signal cnabling means 17
permits the alarm controller, that is, the security CPU and
bus interface 65, to communicate with the vehicle security
sensor and the alarm indicator via the data communications
bus 62 so that the CPU is capable of operating the alarm
indicator responsive to the vehicle security sensor.

The data communications bus 62 may preferably be a
multiplexed data bus as would be readily understood by
those skilled in the ast. Accordingly, the sensor bus interface
means, the alarm bus interface means. and the alarm con-
troller bus interface means may each comprise multiplexing
means for interfacing with the multiplexed data bus of the
vehicle. For example, any of the various maltiplexing
schemes as disclosed in “The Thick and Thin of Car
Cabling™ by Thompson appearing in the Spectrum,
February 1996, pp. 4245 may be used. Other data bus
conncction schemes are also contemplated by the present
invention.

As jllustrated in FIG. 3, onec embodiment of the desired
signal enabling means 17 may preferably include a memory
70 for storing a plurality of sets 724, 72b and 72n of signals
for different vehicles. and selecting means for selecting the
desired set of signals from the plurality of different sets of
signals for different vehicles. By storing sets of signals is
meant storing information or data necessary to generate the
desired signals on the data bus 62 as would be readily
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understood by those skilled in the art. The memory 70 may
include device address memory means for storing a plurality
of different sets of signals representative of different device
addresses for different vehicles. Alternatively, or in addition
thereto. the memory means may compaisc protocol memory
means for storing a plurality of different protocols for
different vehicles. One or more other control nodes and
associated bus interfaces 66 may also be connected to the
data communications bus 62 as would also bc readily
understood by those skilled in the art. For example, other
control nodes may include an engine controller thercby
permitting the alarm controller to disable the enginc, or the
body controller thereby permitting the alamm controller to
control the vehicle door locks as would be readily under-
stood by those skilled in the art.

In the illustrated embodiment of FIG. 3, the sclecting
means may comprise user selecting means 75 for permitting
a user to select the desired set of signals. A keypad or other
input means may be used to permit the user to select the
desired signal set for his vehicle. The valet switch 27 (FIG.
1). for example, may also be operated by the user to select
the desired signal set. The user may select the desired set of
signals by entering a unigue digital code similar to the
selection of signals for 2 home clectronics universal remote
control. Other techniques for permitting the user to select the
desired signal set from a plurality of stored sets are also
contemplated by the invention as would be readily appre-
ciated by those skilled in the art.

Referring now additionally to FIG. 4 another embodiment
of the desired signal cnabling means 17" is described in
accordance with the security system 10' of the present
invention. Im this embodiment, the sclecting means may
comprisc bus determining means 77 for determining the
desired set of signals based upon signals on the data com-
maunications bus. For example, the bus determining means
could determine the desired set of signals based upon seased
voltage levels or based upon the timing of signal pulses on
the data communications bus 62. The other components of
this embodiment of the desired signal enabling means 17" are
similar to those described above with refereace to FIG. 3 and
need no further description.

Yet another embodiment of the security system 167
according to the invention is explained with reference to
FIG. 8. In this illustrated embodiment, the desired signal
enabling means 17" includes a desired signal set memary 81
operatively connected to the illustrated bus learning means
80. The bus learning means 84 may determine and store in
the signal set memory 81 the protocol and/or device
addresses for the vehicle devices. For example, the bus
learning mecans 80 may permit the user to operate various
vehicle devices and store a desired signal set based thereon
as would be readily understood by those skilled in the art.
The other components of the desired signal enabling means
17" arc similar to those described above with reference to
FIG. 3 and neced no further description.

Sdll another embodiment of the desired signal caabling
means 17" is explained with reference to FIG. 6. The desired
signal enabling means 17" includes a signal set memory 81
operatively connected to the schematically illustrated down-
load lcarning mcans 84. The download lcaming means 84
may include an interface connected to the illustrated vehicle
ccliular telephone 86 to permit learning or downloading of
the desired signal set from a remote or ceatral monitoring
and control station 88, for cxample. As would be readily
understood by those skilled in the art, the download learning
means as well as the other desired signal enabling means
may be implemented by software in the CPU 12 of the
controller 11 or in a separate microprocessor or circuits.
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One implementation of the security system 1€ is shown in
FIG. 7 and includes the vehicle security controller 11. The
remote transmitter $@ can switch the controller 11 between
the armed and disarmed modes. The controller 11 in the
armed mode is capable of generating an alarm indication via
the siren 31 (FIG. 1) and based upon the door switches 25
(FIG. 1), for example. The communications are via the data
communications bus 62 and, arc based upon the desired
signal set from the desired signal enabling means 17.

The features and aspects described above may also be
readily implemented into other vehicle related systems, such
as for ing remote control functions. As shown in
FIG. 8, the invention may be embodicd in a remote keyless
entry system 90 including a remote keyless eatry coatroller
91 operated by a remotc handhcld transmitter 93. The
controller 91 communicates with the door lock motors 94
and illustrated trunk release 96 via the data commaunications
bus 62. The remote keyless entry system 9@ also includes the
desired signal cnabling means 17 which permits the con-
troller 91 to parform the desired door locking and trunk
release remote control functions or operations as would also
be readily understood by those skilled in the art. As would
be readily appreciated by those skilled in the art, any of the
desired signal enabling means described herein and equiva-
lent thereto may be used for the remote keyless entry system
99 in accardance with the present invention.

Turning now to FIG. 9, yet another vehicle associated
remote control function is illustrated and now explained.
‘The remote cngine starting system 100 includes a remote
start controlier 101 operable by a remote transmitter 103.
‘The remote controller 161 may cormmunicate via the data
commanications bus 62 to cnable the ignition and fucl
systems 106 and crank the enginc starter 184. Various
sensors may also be monitored as would be readily under-
stood by those skilled in the art.

A method aspect of the invention is for operating a vehicle
security system 10 for a vehicle of a type including a data
commuasications bus 62 connecting a plurality of vehicle
devices. The method preferably comprises the steps of
interfacing an alarm controller 11 to the data communica-
tions bus 62, and cpabling the alarm controller to operate
using a desired set of digital signals for a desired vehicle
from a plurality of possible sets of signals for different
vehicles to thereby permit the alarm controller to commu-
nicate with at least one of a vehicle security sensor 60 and
an alarm indicator 64 via the data communications bus 62
(FIG. 3). Accordingly, the alarm controller is capable of
operating the alarm indicator responsive to the vehicle
security sensor and via the data communication bus.

Another method of the invention is for remotely control-
ling a vehicle function for a vehicle of a type including a data
communpications bus 62 connecting a plurality of vehicle
devices, and a vehicle function controller and associated bus
interface means for interfacing the vehicle function control-
ler to the data communications bus. The method comprising
the steps of: enabling the vehicle function controller to
operate using a desired set of signals for a desired vehicle
from a plurality of sets of signals for different vehicles for
peritting the vehicle function controller to communicate
via the data communications bus with at least onc of the
vehicle devices; and receiving a signal at the vehicle from a
remote transmitter so that the vehicle function controller
remotecly controls a vehicle function responsive to the
remote transmitter.

Those of skill in the art will readily recognize the benefits
and advantages of the present invention for aftermarket
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security systcms and other aftermarket systems for imple-
meating remote control functions whercin  compatibility
with a potentially large number of different protocols and/or
device addresses is desired. Of course, many modifications
and other embodiments of the invention will come to the
mind of one skilled in the art having the benefit of the
teachings presented in the foregoing descriptions and the
associated drawings. Accordingly, it is understood that the
invention is not to be limited to the illustratcd embodiments
disclosed, and that the modifications and embodiments are
intended to be included within the spirit and scope of the
appended claims.

That which is claimed is:

1. A vehicle security system for a vehicle of a type
including a data communications bus connecting a plurality
of vehicle devices, said vehicle security system comprising:

a vehicle security sensor and associated sensor bus inter-

face means for interfacing said vehicle security sensor
to the data communications bus;

an alarm indicator and associated alarm indicator bus

interface means for interfacing said alarm indicator to
the data communications bus;

an alarm controller and associated alarm controlier bus

interface means for interfacing said alarm coatroller to
the data communications bus; and

desired signal cnabling means for enabling said alarm

controller to operate using a desired set of signals for a
comresponding desired vehicle from a plurality of sets
of signals for different vehicles for permitting said
alarm controller to communicate with said vehicle
security sensor and said alarm imdicator via the data
communications bus so that said alarm controller is
capable of operating said alarm indicator responsive to
said vehicle security seasor.

2. A vehicle security system according to claim 1 wherein
said desired signal enabling means comprises:

memory means for storing a plurality of sets of signals for

different vehicles; and

selecting means for selecting the desired set of signals

from the plurality of different sets of signals for dif-
ferent vehicles.

3. A vehicle security system according to claim 2 wherein
said sclecting means comprises user sclecting means for
permitting a user to select the desired set of signals.

4. A vehicle security system according to claim 2 wherein
said selecting means comprises bus detexmining means for
determining the desired set of signals based upon signals on
the data communications bus.

5. A vehicle security system according to claim 2 wherein
said memory means comprises device address memory
means for staring a plurality of different sets of signals for
different device addresses.

6. A vehicle security system according to claim 2 wherein
said memory means comprises protocol memory means for
storing 2 plurality of different sets of signals for different
protoools.

7. A vehicle security system according to claim 1 wherein
said desired signal enabling means comprises bus learning
means for learning the desired set of signals based upon
signals on the data communications bus.

8. A vehicle security system according to claim 1 wherein
said desired signal enabling means comprises download
lcarning means for leaving the desired set of signals from a
downloading device.

9. A vehicle security system according to claim 1 whezein
said desired signal enabling means comprises protocol pro-
viding means for providing a protocol! for the desired
vehicle.
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18. A vehicle security system according to claim 1
wherein said desired signal enabling means comprises
device address providing means for providing device
addresses for the desired vehicle.

11, A vehicle security system according to claim 1 further
comprising a vehicle controller and associated vehicle con-
troller bus interface means for connecting the vehicle con-
troller to the data communications bus; and wherein said
alarm controller is operatively connected to said vehicle
controller.

12. A vehicle security system according to claim 1
wherein the data communications bus is a multiplexed data
bus; and wherein the scasor bus interface means, the alarm
bus interface means, and the alarm controller bus interface
means each compriscs multiplex interface means for inter-
facing with the multiplexed data bus.

13. A vehicle sccurity system according to claim 1
wherein said vehicle security seasor comprises one of a door
switch, a trunk switch, a proximity sensor, and a motion
sensor.

14. A vehicle security system according to claim 1
wherein said alarm indicator comprises one of a vehicle
light. a vechicle horn, a siren. a speech message generator,
and a remote pager.

15. A vehicle sccurity system for a vehicle of a type
including a data communications bus connecting a plurality
of vchicle devices, the vehicle devices comprising at least
one of a vehicle security seasor and an alarm indicator, said
vehicle security system comprising:

an alarm confroller and associated alarm controller bus

interface means for interfacing said alarm controller to
the data communications bus;

memaory means for storing a plurality of sets of signals for

differeat vehicles; and

selecting means for sel a desired set of signals for

a desired vehicle from the plurality of sets of signals for
different vehicles, the desired set of signals for enabling
said alarm coatroller to communicate via the data
commimnications bus with at least onc of the vehicle
security seosor and the alarm indicator.

16. A vchicle sccurity system according to claim 15
wherein said selecting means comprises user selecting
means for permitting a user to sclect the desired set of
sigoals.

17. A vehide security system according to claim 15
wherein said selecting mecans comprises bus determining
means for determining the desired set of signals based upon
sigmals on the data communications bus.

18. A vchicle security system according to claim 15
wherein said memory means comprises device address
memory means for storing a plurality of different sets of
signals for different device addresses.

19. A vehicle security system according to claim 15
wherein sald memory means comprises protocol memory
means for storing a plurality of different sets of signals for
different protocols.

20. A vehicle security system according to claim 15
wherein the data communications bus is a multiplexed data
bus; and wherein the alarm controller bus interface means
compriscs multiplex intesrface means for interfacing with the
multiplexed data bus.

21. A vehicle security system for a vebicle of a type
including a data communications bus connecting a plurality
of vehicle devices, the vehicle devices comprising at least
one of a vehicle security sensor and an alarm indicator, said
vehicle security system comprising:

an alarm controller and associated alarm controller bus

interface means for interfacing said alarm controller to
the data communications bus; and
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desired signal cnabling means for enabling said alarm
controller to operate using a desired set of signals for a
corresponding desired vehicle from a plurality of sets
of sigmals for different vehicles for permitting said
alarm controller to communicate via the data commu-
nications bus with at least one of the vehicle security
sensor and the alarm indicator, said desired sigmal
enabling means comprising learning means for learning

the desired set of signals.

22. A vehicle security system according to claim 21
wherein said learning means comprises bus learning means
for learning the desired set of signals based upon signals on
the data communications bus.

23. A vehicle security system according to claim 21
wherein said learning means comprises download lcarning
means for learning the desired set of signals from a down-
loading device.

24. A vehicle security system according to claim 23
further comprising cecllular telephone means cooperating
with said download lcarning means for receiving signals
from a remote downloading device.

28. A vchicle security system according to claim 21
wherein said signal desired enabling means comprises pro-
tocol providing means for providing a protocol for the
desired vehicle.

26. A vehicle security system according to claim 21
wherein said desired signal cnabling means comprises
device address providing means for providing desired
addresses for the desired vehicle.

27. A vehicle sccurity system according to claim 21
wherein the data communications bus is a maultiplexed data
bus; and wherein the alarm coatroller bus interface means
comprises multiplex interface means for interfacing with the
multiplexed data bus.

28. A method for operating a vehicle security system for
a vehicle of a type including a data communications bus
connecting a plurality of vehicle devices, the method com-
prising the steps of:

interfacing an alarm controller to the data communica-

tions bus; and

cnabling said alarm controller to operate using a set of

desired signals for a comesponding desired vehicle
from a plurality of sets of signals for different vehicles
for permitting said alarm controller to communicate via
the data communications bus with at least one of a
vehicle security scnsor and an alarm indicator.

29. A method according to claim 28 whercein the step of
enabling the alarm controller to operate using a set of desired
signals comprises the steps of:

storing in a memory a plurality of sets of signals for

different vchicles; and

selecting the desired set of signals from the plurality of

different sets of signals for different vehicles.

34. A method according to claim 29 wherein the step of
selecting comprises permitting user selection of the desired
set of signals.

31. A method according to claim 28 wherein the step of
sclecting comprises determining the desired set of signals
based upon signals on the data communications bus.

32 A method according to claim 29 wherein the step of
storing in memory comprises storing a plurality of different
sets of signals representative of different device addresses.

33. A method according to claim 29 whercin the step of
storing in memory comprises storing a plurality of different
sets of signals representative of different protocols.

34. A method according to claim 28 wherein the step of
enabling the alarm controller to operate using a set of desired
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signals comprises the step of learning the desired set of
based upon signals on the data communications bus.

35. A method according to claim 28 wherein the step of
enabling the alarm controlier to operate using a set of desired
signals comprises the step of downloading the desired
signals from a downloading device.

36. A remote control system for a vehicle of a type
including a data communications bus connecting a plurality
of vehicle devices, said remote coatrol system comprising:

a remote transmitter;

a receiver within the vehicle for receiving a signal from
said remote transmitter;

a vehicle function controller. operatively comnected to
said receiver, and associated vehicle function controller
bus interface means for interfacing said vehicle func-
tion controller to the data communications bus; and

desired signal enabling means for enabling said vehicle
function controller to operate using a desired set of
signals for a comesponding desired vehicle from a
pharality of scts of signals for differemt vehicles for
permitting said vehicle fuaction controlier to cominu-
nicate via the data communications bus with a vehicle
device so that said vechicle function controller is
capable of operating the vehicle device responsive to
said remote transmitter.

37. A remote control system for a vehicle according to
claim 36 wherein the plurality of vehicle devices comprises
a vehicle security sensor and associated sensor bus interface
means for intezfacing said vehicle security sensor to the data
commuinications bus; and wherein said vehicle function
controller comprises an alarm controller being capable of
gencrating an alarm responsive to the vehicle security sen-
sor.

38. A remote control system for a vehicle according to
claim 36 wherein the plurality of vehicle devices comprises
a plurality of vehicle door locks movable betweea locked
and unlocked positions and associated bus interface means
for interfacing said door locks to the data communications
bus; and wherein said vehicle function controller comprises
a door lock controller for moving the vehicle door locks
between locked and unlocked positions respopsive to said
remote transmitter.

39. A remote control system for a vehicle according to
claim 36 wherein said plurality of vehicle devices comprises
vehicle engine starting means and associated bus interface
means for interfacing said vehicle engine starting means to
the data communications bus; and wherein said vehicle
function controller comprises a remote start controller for
operating the vehicle engine starting means responsive to
said remote transmitter.

49. A remote control system for a vehicle according to
claim 36 wherein said desired signal enabling means com-
prises:

memaory means for storing a plurality of sets of signals for
different vehicles; and

selecting means for selecting the desired set of signals
from the plurality of different scts of signals for dif-
ferent vehicles.

41. A remote control system for a vehicle according to
claim 40 wherein said selecting means comprises user
selecting means for permitting a user to select the desired set
of signals.

42. A remote control system for a vehicle according to
claim 48 whercin said selecting means comprises determin-
ing means for determining the desired set of signals based
upon signals on the data communications bus.
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43. A remote control system for a vehicle according to
claim 40 wherein said memory means comprises address
memory means for storing a plurality of differemt sets of
digital signals for different device addresses.

44. A remote control system for a vehicle according to
claim 49 wherein said memory means comprises protocol
memory means for storing a plurality of different sets of
signals for different protocols.

45. A remote coatrol system for a vehicle according to
claim 36 wherein said desired signal enabling means com-
prises learning means for learning the desired set of signals.

46. A remote contral system for a vehicle according to
claim 36 whercin said desired signal epabling mecaas com-
prises protocol providing means for providing a protocol for
the desired vehicle.

47. A remote control system for a vehicle according to
claim 36 wherein said desired signal enabling means com-
prises device address providing means for providing device
addresses for the desired vehicle.

48. A remote control system for a vehicle according to
claim 36 further comprising a second vehicle controller and
associated vehicle controller bus interface means for con-
necting to the data communications bus; and wherein said
vehicle function controller is operatively connected to said
second vehicle controller.

49. A remote control system for a vehicle according to
claim 36 wherein the data communications bus is a multi-
plexed data bus; and wherein the vehicle function controller
bus interface means comprises multiplexing means for inter-
facing with the multiplexed data bus.

50. A method for remotely controlling a vehicle function
for a vehicle of a type including a data communications bus
connecting a plurality of vehicle devices, and a vehicle
function controller and associated bus interface means for
interfacing the vehicle function controller to the data com-
munications bus; the method comprising the steps of:

cnabling the vehicle function controller to operate using a

desired set of signals for a corresponding desired
vehicle from a plurality of sets of signals for different
vehicles for pemmitting the vehicle function controller
to communicate via the data communications bus with
at least one of the vehicle devices; and

receiving a signal at the vehicle from a remote transmitter

so that the vehicle function controlier remotely controls
a vehicle function responsive to the remote transmitter.

51. A method according to claim 58 wherein the phurality
of vehicle devices comprises a vehicle security sensor and
associated sensor bus interfacc means for interfacing the
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vehicle security sensor to the data communications bus;
wherein the vehicle function controller comgrises an alarm
controller movable between armed and disarmed modes. the
alarm controller when in the armed mode being capable of
genexating an alarm imdication responsive to the vehicle
security sensor; and wherein the step of receiving comprises
receiving a signal so that the vchicle fuaction controller is
moved to one of the armed and disarmed modes.

§2. A method accordiang to claim 50 wherein the plurality
of vehicle devices comprises a plurality of vehicle door
locks movable between locked and unlocked positions and
associated bus interface means far interfacing the door locks
to the data communications bus; and wherein the step of
receiving comprises moving the vehicle door locks to one of
locked and unlocked positions responsive to the remote
transmitter.

$3. A method according to claim 50 wherein the plurality
of vehicle devices comprises vchicle engine starting means
and associated bus interface means for interfacing the
vehicle engine starting means to the data communications
bus; and wherein the step of receiving comprises operating
the vehicle engine starting means responsive to the remote
tramsmitter.

34. A method according to claim 5@ wherein the step of
ensbling the alarm controller to operate using a set of desired
signals comprises the steps of:

storing in a memory a plurality of sets of signals for

diffexrent vehicles; and

selecting the desired set of signals from the plurality of

different sets of signals for different vehicles.

SS. A method accarding to claim 54 wherein the step of
selecting comprises permitting user selection of the desired
set of signals.

56. A method according to claim 54 whercin the step of
selecting comprises determining the desired set of signals
based upon signals on the data communications bus.

§7. A method accarding to claim 54 wherein the step of
storing in memory comprises storing a plurality of different
sets of signals representative of different device addresses.

58. A method according to claim 54 wherein the step of
storing in memory comprises storing a plurality of different
sets of signals representative of different protocols.

59. A method accarding to claim $0 wherein the step of
enabling the alarm controller to operate using a set of desired
signals compriscs the step of learning the desired set of
signals.

* % * *x *®
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43. A remote control system for a vehicle according to
claim 40 wherein said memory means comprises address
memory means for storing a phurality of different sets of
digital signals for different device addresses.

44. A remote control system for a vehicle according to
claim 4@ wherein said memory means protocol
memory means for storing a plurality of different sets of
signals for different protocols.

4S. A remote control system for a vehicle according to
claim 36 wherein said desired signal enabling means com-
prises learning means for lcarming the desired set of signals.

46. A remote control system for a vehicle according to
claim 36 whercin said desired signal cnabling means com-
prises protocol providing means for providing a protocol for
the desired vehicle.

47. A remote control system for a vchicle according to
claim 36 wherein said desired signal cnabling means com-
prises device address providing means for providing device
addresscs for the desired vehicle.

48. A remote control system for a vehicle according to
claim 36 further comprising a second vehicle controller and
associated vehicle controller bus interface means for con-
necting to the data communications bus; and wherein said
vehicle function controller is operatively connected to said
second vehicle controller.

49. A remote control system for a vehicle according to
claim 36 wherecin the data communications bus is a multi-
plexed data bus; and wherein the vehicle function coatroller
bus interface means comprises multiplexing means for inter-
facing with the muitiplexed data bus.

560. A method for remotely controlling a vehicle function
for a vehicle of a type including a data communications bus
connccting a plurality of vchicle devices, and a vehicle
function controller and associated bus interface means for
interfacing the vehicle fuaction controlier to the data com-
munications bus; the method comprising the steps of:

cnabling the vehicle function controller to operate using a

desired set of signals for a comresponding desired
vehicle from a plurality of scts of signals for different
vehicles for permitting the vehicle function controller
to commumicate via the data communications bus with
at least one of the vehicle devices; and

receiving a signal at the vehicle from a remote transmitter

so that the vehicle function controller remotely controls
a vehicle function responsive to the remote transmitter.

51. A method according to claim 50 wherein the plurality
of vehicle devices comprises a vehicle security sensor and
associated sensor bus interface means for interfacing the
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vehicle security sensor to the data communications bus;
wherein the vehicle function controller comprises an alarm
controller movable between armed and disarmed modes. the
alarm controller when in the armed mode being capable of
gemerating ap alarm indication responsive to the vehicle
security sensor; and wherein the step of receiving comprises
receiving a signal so that the vehicle function controller is
moved to one of the armed and disarmed modes.

52, A method according to claim 50 wherein the plurality
of vehicle devices comprises a plurality of vehicle door
locks movabie between locked and unlocked positions and
associated bus interface means for interfacing the door locks
to the data communications bus; and wherein the step of
eecwingoomsesmgthevchmledoalockstooneof
locked and unlocked positions responsive to the remote
transmitter.

§3. A method according to claim S0 whercin the plurality
of vehicle devices comprises vehicle engine starting means
and associated bus interface means for interfacing the
vehicle eagine starting means to the data communications
bus; and wherein the step of receiving comprises operating
the vehicle engine starting means respoasive to the remote
transmitter.

54. A method accarding to claim $@ wherein the step of
cnabling the alarm controller to operate using a set of desired
signals comprises the steps of:

storing in a mcmory a plurality of sets of signals for

different vehicles; and
the desired set of signals from the plurality of
different sets of signals for different vehicles.

5S. A method according to claim 54 wherein the step of
selecting comprises permitting user selection of the desired
set of signals.

56. A method according to claim 54 wherein the step of
selecting comprises determining the desired set of signals
based upon signals on the data communications bus.

§57. A method accarding to claim $4 wherein the step of
storing in memory comprises storing a plurality of different
sets of signals represcntative of different device addresses.

58. A method according to claim $4 wherein the step of
storing in memory compriscs storing a plurality of different
sets of sigmals representative of differeat protocols.

59. A method according to claim $8 wherein the step of
enabling the alarm controller to operate using a set of desired
signals comprises the step of leaming the desired set of
signals.
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ey ABSTRACT

A vehicle security system includes a vehicle security sensor
and associated sepsor bus interface, an alarm indicator and
associated alarm indicator bus interface, and an alarm con-
troller and associated alarm controller bus interface for
interfacing the alarm controller. The interface to the bus may
include an inductive coupler to avoid the need to hard wire
aftermarket components and devices. The vehicle security
system is for a vehicle of a type including a data commu-
nications bus connecting a plurality of vehicle devices. The
security system preferably further includes a desired signal
enabling circuit for enabling the alarm controller to operate
using a set of desired signals for a desired vehicle from
among a plurality of possible sets of signals for different
vehicles. Accordingly, the desired signal enabling circuit
permits the alarm controller to communicate with the
vehicle security sensor and the alarm indicator via the data
communications bus so that the alarm controller is capable
of operating the alarm indicator responsive to the vehicle
security sensor. The vehicle security controller may coop-
erate with a remote transmitter that generates changing code
signals,

67 Claims, 9 Drawing Sheets
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VEHICLE SECURITY SYSTEM WITH
INDUCTIVE COUPLING TO A VEHICLE
HAVING A DATA COMMUNICATIONS BUS
AND RELATED METHODS

RELATED APPLICATION

The present application is a continuation-in-part of U.S.
patent application Ser. No. 09/023,838 filed Feb. 13, 1998
now U.S. Pat. No. 6,011,460 which, in turn, is a
continuation-in-part of Ser. No. 08/701,356 filed Aug. 22,
1996 now U.S. Pat. No. 5,719,551.

FIELD OF THE INVENTION

This application is related to the field of security systems
and, more particularly, to a security system and related
methods for vehicles.

BACKGROUND OF THE INVENTION

Vehicle security systems are widely used to deter vehicle
theft, prevent theft of valuables from a vehicle, deter
vandalism, and to protect vehicle owners and occupants. A
typical automobile security system, for example, includes a
central processor or controller connected to a plurality of
vehicle sensors. The sensors, for example, may detect open-
ing of the trunk, hood, doors, windows, and also movement
of the vehicle or within the vehicle. Ultrasonic and micro-
wave motion detectors, vibration sensors, sound
discriminators, differential pressure sensors, and switches
may be used as sensors. In addition, radar sensors may be
used to monitor the area proximate the vehicle.

The controller typically operates to give an alarm indica-
tion in the event of triggering of a vehicle sensor. The alarm
indication may typically be a flashing of the lights and/or the
sounding of the vehicle horn or a siren. In addition, the
vehicle fuel supply and/or ignition power may be selectively
disabled based upon an alarm condition.

A typical security system also includes a receiver asso-
ciated with the controller that cooperates with one or more
remote transmitters typically carried by the user as
disclosed, for example, in U.S. Pat. No. 4,383,242 to Sass-
over et al. and U.S. Pat. No. 5,146,215 to Drori. The remote
transmitter may be used to arm and disarm the vehicle
security system or provide other remote control features
from a predetermined range away from the vehicle. Also
related to remote control of a vehicle function U.S. Pat. No.
5,252,966 to Lambropoulous et al. discloses a remote key-
less entry system for a vehicle. The keyless entry system
permits the user to remotely open the vehicle doors or open
the vehicle trunk using a small handheld transmitter.

Unfortunately, the majority of vehicle security systems
need to be directly connected by wires to individual vehicle
devices, such as the wvehicle horn or door switches of the
vehicle. In other words, a conventional vehicle security
system is hardwired to various vehicle components, typi-
cally by splicing into vehicle wiring harnesses or via inter-
posing T-harnesses and connectors. The number of electrical
devices in a vehicle has increased so that the size and
complexity of wiring harnesses has also increased. For
example, the steering wheel may include horn switches, an
airbag, turn-signal and headlight switches, wiper controls,
cruise control switches, ignition wiring, an emergency
flasher switch, and/or radio controls. Likewise, a door of a
vehicle, for example, may include window controls, locks,
outside mirror switches, and/or door-panel light switches.

In response to the increased wiring complexity and costs,
vehicle manufacturers have begun attempts to reduce the
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amount of wiring within vehicles to reduce weight, reduce
wire routing problems, decrease costs, and reduce compli-
cations which may arise when troubleshooting the electrical
system. For example, some manufacturers have adopted
multiplexing schemes to reduce cables to three or four wires
and to simplify the exchange of data among the various
onboard electronic systems as disclosed, for example, in
“The Thick and Thin of Car Cabling” by Thompson appear-
ing in the IEEE Spectrum, February 1996, pp. 42—45.

Implementing multiplexing concepts in vehicles in a
cost-cffective and reliable manper may pot be easy. Suc-
cessful implementation, for example, may require the devel-
opment of low or error-free communications in what can be
harsh vehicle environments. With multiplexing technology,
the various electronic modules or devices may be linked by
a single signal wire in a bus also containing a power wire,
and one or more ground wires. Digital messages are com-
municated to all modules over the data communications bus.
Each message may have one or more addresses associated
with it so that the devices can recognize which messages to
ignore and which messages to respond to or read.

The Thompson article describes 2 number of multiplexed
networks for vehicles. In particular, the Grand Cherokee
made by Chrysler is described as having five multiplex
nodes or controllers: the engine controller, the temperature
controller, the airbag controller, the theft alarm, and the
overhead console. Other nodes for different vehicles may
include a transmission controller, a trip computer, an instru-
ment cluster controller, an antilock braking controller, an
active suspension controller, and a body controller for
devices in the passenger compartment.

A number of patents are also directed to digital or mul-
tiplex communications networks or circuits, such as may be
used in a vehicle. For example, U.S. Pat. No. 4,538,262
Sinniger et al. discloses a multiplex bus system including a
master control unit and a plurality of receiver-transmitter
units connected thereto. Similarly, U.S. Pat. No. 4,055,772
to Leung discloses a power bus in a vehicle controlled by a
low current digitally coded communications system. Other
references disclosing various vehicle multiplex control sys-
tems include, for example, U.S. Pat. No. 4,760,275 to Sato
ctal.; U.S. Pat. No. 4,697,092 to Roggendorf et al_; and U.S.
Pat. No. 4,792,783 to Burgess et al.

Several standards have been proposed for vehicle multi-
plex networks including, for example, the Society of Auto-
motive Engineers “Surface Vehicle Standard, Class B Data
Communications Network Interface”, SAE J1850, July
1995. Another report by the SAE is the “Surface Vehicle
Information Report, Chrysler Sensor and Control (CSC) Bus
Multiplexing Network for Class ‘A’ Applications”, SAE
J2058, July 1990. Many other networks are also being
implemented or proposed for communications between
vehicle devices and nodes or controllers.

Unfortunately, conventional vehicle security systems for
hardwired connection to vehicle devices, such as aftermar-
ket vehicle security systems, are not readily adaptable to a
vehicle including a data communications bus. One difficulty
is that vehicle manufacturers discourage cutting and splicing
into existing wiring to install afiermarket components. For
example, a manufacturer may void a warranty for such
activity. Moreover, a vehicle security system if adapted for
a communications bus and devices for one particular model,
model year, and manufacturer, may not be compatible with
any other models, model years, or manufacturers. Other
systems for remote control of vehicle functions may also
suffer from such shortcomings.
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SUMMARY OF THE INVENTION

In view of the foregoing background, it is therefore an
object of the present invention to provide a vehicle security
system and associated method which is readily adapted or
adaptable for installation in a vehicle baving a data com-
munications bus.

It is another object of the present invention to provide a
vehicle security system and associated method which is
readily adapted or adaptable for installation in a vehicle
having a data communications bus and without requiring
cutting and splicing of existing bus wiring.

It is yet another object of the present invention to provide
a security system or other remote control function systems
and associated methods for installation in a vehicle having
a data communications bus, and wherein the vehicle is one
from among a plurality of different vehicles with different
device addresses and/or signal protocols for communicating
with the vehicle devices.

These and other objects, advantages and features of the
present invention are provided by a vehicle security system
for a vehicle of a type including a data communications bus
connecting a plurality of vehicle devices. In particular, the
vehicle security system preferably comprises a vehicle secu-
rity sensor and associated sensor bus interface means for
interfacing the vehicle security sensor to the data commu-
nications bus. The vehicle security system also preferably
includes an alarm indicator and associated alarm indicator
bus interface means for interfacing the alarm indicator to the
data communications bus. An alarm controller and associ-
ated alarm controller bus interface means are also preferably
included. Al least one of these bus interface means may be
provided by an inductive coupler to thereby remove the need
to cut and splice into existing bus wiring.

The security system further preferably comprises desired
signal enabling means for enabling the alarm controller to
operate using a desired set of signals for a desired vehicle
from among a plurality of possible sets of signals for
different vehicles. Accordingly, the desired signal enabling
means permits the alarm controlier to communicate with the
vehicle security sensor and the alarm indicator via the data
communications bus so that the alarm controller is capable
of operating the alarm indicator responsive to the vehicle
security sensor. The security system is thus advantageously
compatible with many different types of vehicle data com-
munications formats or protocols.

The data communications bus may preferably be a mul-
tiplexed data bus. Accordingly, the sensor bus interface
means, the alarm bus interface means, and the alarm con-
troller bus interface means may each comprise multiplexing
means for interfacing with the multiplexed data bus of the
vehicle.

The desired signal enabling means may comprise learning
means for learning the desired set of signals. Moreover, the
leamming means may comprise downloading leamning means
for learning the desired set of signals from another device
which is temporarily connected thereto, such as a portable or
laptop computer or other downloading device.

The concepts and features of the invention may also be
desirably incorporated in 2 remote control system for a
vehicle, such as a vehicle security system, a remote engine
starter system, or a remote keyless entry system, for
example. The remote control system preferably comprises a
remote transmitter and a receiver within the vehicle for
receiving a signal from the remote transmitter. The remote
transmitter is preferably of a type generating a changing
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code signal, such as a pseudorandom changing code or a
more simple rolling code.

A vehicle function controller is provided along with an
associated vehicle function controller bus interface means
for interfacing the vehicle function controller to the data
communications bus. The remote control system also
includes desired signal enabling means for causing the
vehicle function controller to operate using a desired set of
signals for a desired vehicle from a plurality of possible sets
of digital signals for different vchicles, as may be down-
loaded from a downloading device temporarily connected
thereto. Accordingly, the vehicle function controller can
communicate with a vehicle device via the data communi-
cations bus so that the vehicle function controller is capable
of operating the vehicle device responsive to the changing
code from the remote transmitter. Method aspects of this
embodiment of the invention are also disclosed in greater
detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic block diagram of the vehicle
security system in accordance with the invention.

FIG. 2 is a schematic diagram of a remote transmitter of
the vehicle security system in accordance with the invention.

FIG. 3 is a schematic block diagram of a portion of a first
embodiment of the vehicle security system in accordance
with the present invention.

FIG. 4 is a schematic block diagram of a portion of a
second embodiment of the vehicle security system in accor-
dance with the present invention.

FIG. § is a schematic block diagram of a portion of a third
embodiment of the vehicle security system in accordance
with the present invention.

FIG. 6A is a schematic block diagram of a portion of a
fourth embodiment of the vehicle security system in accor-
dance with the present invention.

FIG. 6B is a schematic block diagram of a portion of a
variation of the fourth embodiment of the vehicle security
system in accordance with the present invention.

FIG. 7 is a schematic block diagram of the vehicle
security system in accordance with the present invention.

FIG. 8 is a schematic block diagram of a remote keyless
entry system in accordance with the present invention.

FIG. 9 is a schematic block diagram of a remote engine
starting system in accordance with the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

The present invention will now be described more fully
hereinafter with reference to the accompanying drawings in
which preferred embodiments of the invention are shown.
This invention may, however, be embodied in many different
forms and should not be construed as limited to the illus-
trated embodiments set forth herein. Rather, these embodi-
ments are provided so that this disclosure will be thorough
and complete, and will fully convey the scope of the
invention to those skilled in the art. Like numbers refer to
like elements throughout. Prime and multiple prime notation
are used in alternate embodiments to indicate similar ele-
ments.

Referring now to the schematic block diagram of FIG. 1,
a vehicle security system 10 according to one aspect of the
invention is first described. The security system includes a
controller 11 which, in turn, in the illustrated embodiment
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includes a central processing unit (CPU) or microprocessor
12 operating under stored program control.

In the illustrated embodiment, a transmitter and receiver
13 are connected to the CPU 12 for receiving signals from
a remote transmitter and for transmitting signals to a remote
unit, as will be described in greater detail below. As would
be readily understood by those skilled in the art, the trans-
mitter portion of the controller 11 may not be peeded in
some embodiments of the invention. In particular, in many
applications the controller 11 would require only a receiver
and not need the transmitter. An antenna 13a is illustratively
connected to the transmitter and receiver 13.

In one particularly advantageous embodiment, the
receiver portion of the controller 11 is of the changing code
type as will be readily appreciated by those skilled in the art.
By changing code is meant that the remote transmitter 50
(FIG. 2) sends a signal including a series of bits modulated
on a radio frequency carrier, for example. These bits would
typically include fixed code portions as well as changing
code portions. The changing code portion provides addi-
tional security for the system 11, so that unauthorized
transmitters cannot be used to activate the controller 11. In
particular, the terin changing code is meant to cover fairly
short repeating codes, such as are generally described as
rolling codes. Such rolling codes may repeat as often as
every eight transmissions, for example. In addition, chang-
ing code is also intended to cover pseudorandom codes that
may only repeat after many thousands or even millions of
operations as will be understood by those skilled in the art.
The remote transmitter 50 and receiver of the controller 11
are synchronized together with each having the changing
code pattern stored therein or geperated internally as will be
readily understood by those skilled in the art.

As will also be appreciated by those skilled in the art, the
processing of the changing code portions and other code
portions of received signals may be shared with the CPU 12.
Alternately, the CPU may perform all of the changing code
processing and the receiver provides only a demodulated
radio signal, for example. The important aspect of the
invention is that the controller 11 operates with changing
code remote transmitters 50.

In the illustrated embodiment, the CPU 12 is also opera-
tively connected to a memory (EEPROM) 14 and a data
communications bus interface 15 which provides both input
and output interfaces to various vehicle devices. As would
be readily understood by those skilled in the art, the CPU 12
may alternately or additionally have its own on-board
memory.

The data communications bus interface 15 is illustratively
connected to various vehicle input devices including: an
ignition switch 20; a key in the ignition sensor 21; two zone
sensors 22a, 22b; conventional trunk hood and door pin
sensors or switches 23, 24, and 28§, respectively; and door
lock switches 28. In addition, a pre-warn sensor 26 and valet
switch 27 also provide inputs to the controller 11 in the
illustrated embodiment. As would be readily understood by
those skilled in the art, other inputs are also contemplated by
the present invention and are generally described herein by
the term sepsor. In addition, an input signal may also be
received from a remote transmitter 50 (FIG. 2).

The data communications bus interface 15 of the control-
ler 11 may also preferably be connected to a plurality of
output devices. The outputs may include auxiliary relay
outputs 30, such as for window control, remote starting, or
a remote alarm indication, as would be readily understood
by those skilled in the art. A siren and/or lights 31, and green
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and red light emitting diodes (LEDs) 32, 33 for dashboard
mounting are also illustratively connected to the controller
11. Other outputs may be directed to a valet LED 34, a dome
light 36, a central lock relay or lock control unit 41, a starter
kill circuit 42, and an armed relay output 43. In addition,
other outputs may be directed to one or more of an audible
tone generator 37, an alphanumeric display 44, a speech
message annunciator 45, and a vibration transducer 46, as
will be readily appreciated by those skilled in the art. Other
similar indicating devices are also contemplated by the
present invention, as would be readily understood by those
skilled in the art. Some of the illustrated devices may be
hardwired to various control nodes as would be readily
understood by those skilled in the art. The control nodes may
be connected by the data communications bus as would also
be known to those skilled in the art.

Referring now more particularly to FIG. 2, a remote
transmitter 50 in accordance with the invention is described.
The remote transmitter S0 illustratively includes a housing
51 and a plurality of first momentary comntact switches
524-52d carried by the housing. A second momentary
contact switch 53 and an indicating light, such as the
illustrated LED 54 are also carmried by or mounted on the
housing 51. As would be readily understood by those skilled
in the art, the remote transmitter 50 is typically relatively
small and includes an opening 55 for facilitating connection
to a vehicle key ring, for example. In addition, the remote
transmitter 50 includes a central processing unit or micro-
processor 56 operatively connected to the plurality of first
switches 524-52d, the second switch 53, and the LED 54.
The microprocessor is also connected to a transmitter and/or
receiver circuit 87 and its associated antenna 57g for trans-
mitting and/or receiving signals to and from the controller 11
of the vehicle security system 10. Accordingly, the term
“remote transmitter” is used broadly herein to describe the
embodiment also inclhiding receiver means.

The remote transmitter 50 also preferably generates or
transmits changing code signals to increase security as
discussed extensively above. In the illustrated embodiment,
this feature is shown incorporated into the transmitter and
receiver block 57, although those of skill in the art will
recognize that this could be done in combination with the
CPU 56, or by the CPU alone, for example.

The remote transmitter 50 may also include a numeric or
alphanumeric display 58, and a speaker 59 coupled to an
audible tone generator or a speech message generator, as
may be provided by the microprocessor 56. A vibration
transducer, not shown, may also be incorporated into the
remote transmitter 50 for communicating to the user as
would be readily understood by those skilled in the art.

Of course, as will be readily appreciated by those skilled
in the art, the remote transmitter may be a central station, for
example, rather than a handbeld unit 50 as shown in FIG. 2.
Also the remote transmitter may include a handheld unit that
communicates first to a central station. Other forms of
remote transmitters are also contemplated by the invention
as will be understood by those skilled in the art.

Turning now additionally to FIG. 3 a first embodiment of
the desired signal enabling means 17 is described. The
vehicle security system 10 preferably comprises a vehicle
security sensor and associated sensor bus interface means 60
for interfacing the vehicle security sensor to the data com-
munications bus 62. The vehicle security sensor and bus
interface 60 is provided by the schematically illustrated
vehicle security sensor 60a, the interface driver circuit 60b
connected to the sensor, and the schematically illustrated
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inductive coupler in the form of a coil 60c. Although
illustrated in the form of a closed coil, the inductive coupler
may have otber configurations as well. The interface driver
circuit 60b provides the necessary driving signals to induc-
tively couple signals to the data bus 62, which in the
illustrated embodiment is provided by the twisted pair
conductors 62a, 62b as will be readily appreciated by those
skilled in the art. The interface driver circuit 60b also
includes the sensing circuitry to sense signals present on the
data bus 62 as will also be readily appreciated by those
skilled in the art. The data bus 62 may have conductor
configurations other than the illustrated twisted pair con-
figuration.

The inductive coupling interface for the vehicle security
sensor 60a is especially advantageous for aftermarket
sensors, such as a shock sensor, for example. As noted in the
Background section above, many manufacturers discourage
cutting or splicing into existing wiring of the vehicle. This
presents a difficulty for aftermarket accessories, such as
vehicle security systems. Accordingly, the inductive cou-
pling to the data bus 62 overcomes this difficulty.

As would be readily understood by those skilled in the art,
in some vehicles the only sensors needed for security may be
already bard wired into the data bus 62. In such an
arrangement, none of the vehicle sensors would be induc-
tively coupled to the data bus 62. In other embodiments of
the invention, all of the sensors or only selected sensors
would be inductively coupled as will be appreciated by those
skilled in the art.

The vehicle security system 10 also preferably includes an
alarm indicator and associated alarm indicator bus interface
means 64 for interfacing the alarm indicator to the data
communications bus. This portion of the system also
includes the alarm indicator 644, the interface driver circuit
64b and the inductive coupling coil 64c. Of course, in other
embodimeants, the alarm indicator 642 could be hard wired
to the data bus 62. Examples of vehicle security sensors and
alarm indicators are described above in greater detail with
reference to FIG. 1.

The security system 10 further preferably comprises
desired signal enabling means 17 for enabling the alarm
controller 10 to operate using a desired set of signals for a
desired vehicle from among a plurality of possible sets of
signals for different vehicles. As would be readily under-
stood by those skilled in the art, the term different vehicles
may include vehicles from different manufacturers, different
models, or even different trim levels of the same make and
model. Accordingly, the desired signal enabling means 17
permits the alarm controller, that is, the security CPU and
bus interface 65, to communicate with the vehicle security
sensor and the alarm indicator via the data commumnications
bus 62 so that the CPU is capable of operating the alarm
indicator responsive to the vehicle security sensor.

The security CPU and bus interface 65 also illustratively
includes the security CPU 654, the interface driver circuit
65b connected to the security CPU, and the inductive
coupler or coil 65¢ connected to the driver circuit. For an
aftermarket security system, the inductive coupling of the
security CPU 65a to the data bus 62 provides 2 significant
advantage over a hard wired installation.

The data communications bus 62 may preferably be a
multiplexed data bus as would be readily understood by
those skilled in the art. Accordingly, the sensor bus interface
means, the alarm bus interface means, and the alarm con-
troller bus interface means may each comprise multiplexing
means for interfacing with the multiplexed data bus of the
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vehicle. For example, any of the various multiplexing
schemes as disclosed in “The Thick and Thin of Car
Cabling” by Thompson appearing in the IEEE Spectrum,
February 1996, pp. 42—-45 may be used. Other data bus
connection schemes are also contemplated by the present
invention.

As illustrated in FIG. 3, ope embodiment of the desired
signal enabling means 17 may preferably include a memory
70 for storing a plurality of sets 72a, 72b and 72n of signals
for different vehicles, and selecting means for selecting the
desired set of signals from the plurality of different sets of
signals for different vehicles. By storing sets of signals is
meant storing information or data necessary to generate the
desired signals on the data bus 62 as would be readily
understood by those skilled in the art. The memory 70 may
include device address memory means for storing a plurality
of different sets of signals representative of different device
addresses for different vehicles. Alternatively, or in addition
thereto, the memory means may comprise protocol memory
means for storing a plurality of different protocols for
different vehicles. One or more other control nodes and
associated bus interfaces 66 may also be connected o the
data communications bus 62 as would also be readily
understood by those skilled in the art. The control node and
interface 66 may include the control node 664, the interface
driver circuit 665, and the inductive coupling coil 66c,
although in other embodiments, a hard wired connection
may be used. For example, other control nodes may include
an engine controller thereby permitting the alarm controller
to disable the engine, or the body controller thereby permit-
ting the alarm controller to control the vehicle door locks as
would be readily understood by those skilled in the art.

In the illustrated embodiment of FIG. 3, the selecting
means may comprise user selecting means 75 for permitting
a user to sclect the desired set of signals. A keypad or other
input means may be used to permit the user to select the
desired signal set for his vehicle. The valet switch 27 (FIG.
1), for example, may also be operated by the user to select
the desired signal sct. The user may select the desired set of
signals by entering a unique digital code similar to the
selection of signals for a home electronics wniversal remote
control. Other techniques for permitting the user to select the
desired signal set from a plurality of stored sets are also
contemplated by the invention as would be readily appre-
ciated by those Skilled in the art.

Referring now additionally to FIG. 4 another embodiment
of the desired signal enabling means 17' is described in
accordance with the security system 10' of the present
invention. In this embodiment, the selecting means may
comprise bus determining means 77 for determining the
desired set of signals based upon signals on the data com-
munications bus. For example, the bus determining means
could determine the desired set of signals based upon sensed
voltage levels or based upon the timing of signal pulses on
the data communications bus 62. The other components of
this embodiment of the desired signal epabling means 17" are
similar to those described above with reference to FIG. 3 and
need no further description.

Yet another embodiment of the security system 10"
according to the invention is explained with reference to
FIG. §. In this illustrated embodiment the desired signal
enabling means 17" includes a desired signal set memory 81
operatively connected to the illustrated bus learning circuit
or means 80. The bus learning circuit or means 80 may
determine and store in the signal set memory 81 the protocol
and/or device addresses for the vehicle devices. For
example, the bus learning circuit or means 80 may permit
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the user to operate various vehicle devices and store a
desired signal set based thereon as would be readily under-
stood by those skilled in the art. The other components of the
desired signal enabling means 17" are similar to those
described above with reference to FIG. 3 and need no further
description.

Still another embodiment of the desired signal enabling
means 17" is explained with reference to FIG. 6A. The
desired signal enabling means 17" includes a signal set
memory 81 operatively connected to the schematically illus-
trated download learning means 84. The dowanload learning
means 84 may include an interface connected to the illus-
trated vehicle cellular telephone 86 to permit learning or
downloading of the desired signal set from a remote or
central monitoring and control station 88, for example. The
desired signal set may also alternately be learned from the
central station 88 through the satellite link provided by the
satellite 110 and vehicle mounted satellite receiver 111 and
associated antennas. As would be readily understood by
those skilled in the art, the download learning means, as well
as the other desired signal epabling leans may be imple-
mented by software in the CPU 12 of the controller 11 or in
a separate miCroprocessor or circuits.

Turning now additionally to FIG. 6B, another variation of
programming, learning or downloading of the download
learning means 84 is explained. In this variation the down-
load learning means 84 is temporarily coannected to a
computer, such as the illustrated portable laptop computer
115. The connection, may be via a wire cable or wireless
communications link as will be readily understood by those
skilled in the art. Of course, the desired signal enabling
means 17"" in this embodiment may be programmed in the
vehicle or prior to installation in the vehicle.

One implementation of the security system 10 is shown in
FIG. 7 and includes the vehicle security controller 11. The
remote transmitter S0 can switch the controller 11 between
the armed and disarmed modes. The controller 11 in the
armed mode is capable of generating an alarm indication via
the siren 31 (FIG. 1) and based upon the door switches 25
(FIG. 1), for example. The communications are via the data
communications bus 62, and are based upon the desired
signal set from the desired signal enabling means 17.

The features and aspects described above may also be
readily implemented into other vehicle related systems, such
as for performing remote control functions. As shown in
FIG. 8, the invention may be embodied in a remote keyless
entry system 90 including a remote keyless entry controller
91 operated by a remote handheld transmitter 93. The
controller 91 communicates with the door lock motors 94
and illustrated trunk release 96 via the data communications
bus 62. The remote keyless entry system 90 also includes the
desired signal enabling means 17 which permits the con-
troller 91 to perform the desired door locking and trunk
release remote control functions or operations as would also
be readily understood by those skilled in the art. As would
be readily appreciated by those skilled in the art, any of the
desired signal enabling means described herein and equiva-
lent thereto may be used for the remote keyless entry system
90 in accordance with the present invention.

Turning now to FIG. 9, yet another vehicle associated
remote control function is illustrated and now explained.
The remote engine starting system 100 includes a remote
start controller 101 operable by a remote transmitter 103.
The remote controller 101 may communicate via the data
communications bus 62 to enable the ignition and fuel
systems 106 and crank the engine starter 104. Various
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sensors may also be monitored as would be readily under-
stood by those skilled in the art.

Amethod aspect of the invention is for operating a vehicle
security system 10 for a vehicle of a type including a data
communications bus 62 connecting a plurality of vehicle
devices. The method preferably comprises the steps of
interfacing an alarm controller 11 to the data communica-
tions bus 62, and enabling the alarm controller to operate
using a desired set of digital signals for a desired vehicle
from a plurality of possible sets of signals for different
vehicles to thereby permit the alarm controller to commu-
nicate with at least one of a vehicle security sensor 60 and
an alarm indicator 64 via the data communications bus 62
(FIG. 3). Accordingly, the alarm controller is capable of
operating the alarm indicator responsive to the vehicle
security sensor and via the data communication bus.

Another method of the invention is for remotely control-
ling a vehicle function for a vehicle of a type including a data
communications bus 62 connecting a plurality of vehicle
devices, and a vehicle function controller and associated bus
interface means for interfacing the vehicle function control-
ler to the data communications bus. The method comprising
the steps of: enabling the vehicle function controller to
operate using a desired set of signals for a desired vehicle
from a plurality of sets of signals for different vehicles for
permitting the vehicle function controller to communicate
via the data communications bus with at least one of the
vehicle devices; and receiving a signal at the vehicle from a
remote transmitter so that the vehicle function controller
remotely controls a vehicle function responsive to the
remote transmitter.

Those of skill in the art will readily recognize the benefits
and advantages of the present invention for aftermarket
security systems and other aftermarket systems for imple-
menting remote control functions wherein compatibility
with a potentially large number of different protocols and/or
device addresses is desired. Of course, many modifications
and other embodiments of the invention will come to the
mind of one skilled in the art having the benefit of the
teachings presented in the foregoing descriptions and the
associated drawings. Accordingly, it is understood that the
invention is not to be limited to the illustrated embodiments
disclosed, and that the modifications and embodiments are
intended to be included within the spirit and scope of the
appended claims.

That which is claimed is:

1. A vehicle security system for a vehicle of a type
including a data communications bus connecting a plurality
of vehicle devices, said vehicle security system comprising:

a vehicle security sensor and associated sensor bus inter-

face means for interfacing said vehicle security sensor
to the data communications bus;

an alarm indicator and associated alarm indicator bus

interface means for interfacing said alarm indicator to
the data communications bus;

an alarm controller and associated alarm controller bus

interface means for interfacing said alarm controller to
the data communications bus; and

desired signal enabling means for enabling said alarm

controller to operate using a desired set of signals for a
corresponding desired vehicle from a plurality of sets
of signals for different vehicles for permitting said
alarm controller to communicate with said vehicle
security sensor and said alarm indicator via the data
communications bus so that said alarm controller is
capable of operating said alarm indicator responsive to
said vehicle security sensor;
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at least one of said sensor bus interface means, said alarm
indicator bus interface means, and said alarm controller
bus interface means comprising an inductive coupler
for inductively coupling to the data communications
bus.

2. A vehicle security system according to claim 1 further
comprising a vehicle controller and associated vehicle con-
troller bus interface means for connecting the vehicle con-
troller to the data communications bus; and wherein said
alarm controller is operatively connected to said vehicle
controller.

3. Avehicle security system according to claim 2 wherein
said vehicle coatroller bus interface means comprises an
inductive coupler for inductively coupling to the data com-
munications bus.

4. A vehicle security system according to claim 1 wherein
the data communications bus is a multiplexed data bus; and
wherein the sensor bus interface means, the alarm bus
interface means, and the alarm controller bus interface
means each comprises multiplex interface means including
an inductive coupler for inductively coupling and interfacing
with the multiplexed data bus.

5. A vehicle security system according to claim 1 wherein
said desired signal enabling means comprises:

memory means for storing a plurality of sets of signals for

different vehicles; and

selecting means for selecting the desired set of signals

from the plurality of different sets of signals for dif-
ferent vehicles.

6. A vehicle security system according to claim § wherein
said selecting means comprises user selecting means for
permitting a user to select the desired set of signals.

7. A vehicle security system according to claim § wherein
said selecting means comprises bus determining means for
determining the desired set of signals based upon signals on
the data communications bus.

8. A vehicle security system according to claim § wherein
said memory means comprises device address memory
means for storing a plurality of different sets of signals for
different device addresses.

9. A vehicle security system according to claim 5 wherein
said memory means comprises protocol memory means for
storing a plurality of different sets of signals for different
protocols.

10. A vehicle security system according to claim 1
wherein said desired signal enabling means comprises bus
learning means for learning the desired set of signals based
upon signals on the data communications bus.

11. A vehicle security system according to claim 1
wherein said desired sigpal enabling means comprises
download learning means for learning the desired set of
signals from a downloading device.

12. A vehicle security system according to claim 11
wherein said downloading learning means comprises means
for learning the desired set of signals from a computer
temporarily connected thereto.

13. A vehicle security system according to claim 1
wherein said desired signal enabling means comprises pro-
tocol providing means for providing a protocol for the
desired vehicle.

14. A vehicle security system according to claim 1
wherein said desired signal enabling means comprises
device address providing means for providing device
addresses for the desired vehicle.

15. A vehicle security system according to claim 1
wherein said vehicle security sensor comprises one of a door
switch, a trunk switch, a proximity sensor, and a motion
sensor.
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16. A vehicle security system according to claim 1
wherein said alarm indicator comprises one of a vehicle
light, a vehicle horn, a siren, a speech message generator,
and a remote pager.
17. A vehicle security system for a vehicle of a type
including a data communications bus connecting a plurality
of vehicle devices, the vehicle devices comprising at least
one of a vehicle security sensor and an alarm indicator, said
vehicle security system comprising:
an alarm controller and associated alarm controller bus
interface means for interfacing said alarm controller to
the data communications bus, said alarm controller bus
interface means comprising an inductive coupler for
inductively coupling to the data communications bus;

memory means for storing a plurality of sets of signals for
different vehicles; and

selecting means for selecting a desired set of signals for

a desired vehicle from the plurality of sets of signals for
different vehicles, the desired set of signals for enabling
said alarm controller to communicate via the data
commupgications bus with at least one of the vehicle
security sensor and the alarm indicator.

18. A vehicle security system according to claim 17
wherein the data communications bus is a multiplexed data
bus; and wherein the alarm controller bus interface means
comprises multiplex interface means for interfacing with the
multiplexed data bus.

19. A vehicle security system according to claim 17
wherein said selecting means comprises user selecting
means for permitting a user to select the desired set of
signals.

20. A vehicle security system according to claim 17
wherein said selecting means comprises bus determining
means for determining the desired set of signals based upon
signals on the data communications bus.

21. A vehicle security system according to claim 17
wherein said memory means comprises device address
memory means for storing a plurality of different sets of
signals for different device addresses.

22. A vehicle security system according to claim 17
wherein said memory means comprises protocol memory
means for storing a plurality of different sets of signals for
different protocols.

23. A vehicle security system for a vehicle of a type
including a data communications bus connecting a plurality
of vehicle devices, the vehicle devices comprising at least
one of a vehicle security sensor and an alarm indicator, said
vehicle security system comprising:

an alarm controller and associated alarm controller bus

interface means including an inductive coupler for
interfacing said alarm controller to the data communi-
cations bus; and

desired signal enabling means for enabling said alarm

controller to operate using a desired set of signals for a
corresponding desired vehicle from a plurality of sets
of signals for different vehicles for permitting said
alarm controller to communicate via the data commu-
nications bus with at least one of the vehicle security
sensor and the alarm indicator, said desired signal
enabling means comprising learning means for learning
the desired set of signals.

24. A vehicle security system according to claim 23
wherein said learning means comprises bus learning means
for learning the desired set of signals based upon signals on
the data communications bus.

25. A vehicle security system according to claim 23
wherein said learning means comprises download learning
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means for learning the desired set of signals from a down-
loading device.

26. A vehicle sccurity system according to claim 25
further comprising cellular telephone means cooperating
with said download learning means for receiving signals
from a remote downloading device.

27. A wvehicle security system according to claim 2§
wherein said download learning means comprises means for
learning the desired set of signals from a computer tempo-
rarily connected thereto.

28. A vehicle security system according to claim 23
wherein said signal desired enabling means comprises pro-
tocol providing means for providing a protocol for the
desired vehicle.

29. A vehicle security system according to claim 23
wherein said desired signal enabling means comprises
device address providing means for providing desired
addresses for the desired vehicle.

30. A vehicle security system according to claim 23
wherein the data communications bus is a multiplexed data
bus; and where in the alarm controller bus interface means
comprises multiplex interface means for interfacing with the
multiplexed data bus.

31. A method for operating a vehicle security system for
a vehicle of a type including a data communications bus
connecting a plurality of vehicle devices, the method com-
prising the steps of:

interfacing an alarm controller to the data communica-

tions bus via an inductive coupler; and

enabling said alarm controller to operate using a set of

desired signals for a corresponding desired vehicle
from a plurality of sets of signals for different vehicles
for permitting said alarm controller to communicate via
the data communications bus with at Jeast one of a
vehicle security sensor and an alarm indicator.

32. A method according to claim 31 wherein the step of
enabling the alarm controller to operate using a set of desired
signals comprises the steps of:

storing in a memory a plurality of sets of signals for

different vehicles; and

selecting the desired set of signals from the plurality of

different sets of signals for different vehicles.

33. A method according to claim 31 wherein the step of
selecting comprises permitting user selection of the desired
set of signals.

34. A method according to claim 31 wherein the step of
selecting comprises determining the desired set of signals
based upon signals on the data communications bus.

35. A method according to claim 31 wherein the step of
storing in memory comprises storing a plurality of different
sets of signals representative of different device addresses.

36. A method according to claim 31 wherein the step of
storing in memory comprises storing a plurality of different
sets of signals representative of different protocols.

37. A method according to claim 31 wherein the step of
enabling the alarm controller to operate using a set of desired
signals comprises the step of learning the desired set of
signals based upon signals on the data communications bus.

38. A method according to claim 31 wherein the step of
enabling the alarm controller to operate using a sct of desired
signals comprises the step of downloading the desired
signals from a downloading device.

39. A remote control system for a vehicle of a type
including a data communications bus connecting a plurality
of vehicle devices, said remote control system comprising:

a remote transmitter for transmitting a changing code

signal;
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a receiver within the vehicle for receiving the changing
code signal from said remote transmitter;

a vehicle function controller, operatively connected to
said receiver, and associated vehicle function controller
bus interface means for interfacing said vehicle func-
tion controller to the data communications bus; and

desired signal enabling means for enabling said vehicle
function controller to operate using a desired set of
signals for a corresponding desired vehicle from a
plurality of sets of signals for different vehicles for
permitting said vehicle function controller to commu-
nicate via the data communications bus with a vehicle
device so that said vehicle function controller is
capable of operating the vehicle device responsive to
the changing code signal from said remote transmitter.

40. A remote control system for a vehicle according to
claim 39 wherein the changing code signal is a pseudoran-
dom code signal.

41. A remote control system for a vehicle according to
claim 39 wherein the changing code signal is a rolling code
signal.

42. A remote control system for a vehicle according to
claim 39 wherein said vebicle function controller bus inter-
face means comprises an inductive coupler for inductively
coupling to the data communications bus.

43. A remote control system for a vehicle according to
claim 39 wherein the plurality of vehicle devices comprises
a vehicle security sensor and associated sensor bus interface
means for interfacing said vehicle security sensor to the data
communications bus; and wherein said vehicle function
controller comprises an alarm controller being capable of
generating an alarm responsive to the vehicle security sen-
SOT.

44. A remote control system for a vehicle according to
claim 39 wherein the plurality of vehicle devices comprises
a plurality of vehicle door locks movable between locked
and unlocked positions and associated bus interface means
for interfacing said door locks to the data communications
bus; and wherein said vehicle function controller comprises
a door lock controller for moving the vehicle door locks
between locked and unlocked positions responsive to said
remote transmitter.

48. A remote control system for a vehicle according to
claim 39 where said plurality of vehicle devices comprises
vehicle engine starting means and associated bus interface
means for interfacing said vehicle engine starting means to
the data communications bus; and wherein said vehicle
function controller comprises a remote start controller for
operating the vehicle engine starting means responsive to
said remote transmitter.

46. A remote control system for a vehicle according to
claim 45 wherein the associated interface means for said
vehicle engine starting means comprises an inductive cou-
pler.

47. A remote control system for a vehicle according to
claim 39 wherein said desired signal enabling means com-
prises:

memory means for storing a plurality of sets of signals for
different vehicles; and

selecting means for selecting the desired set of signals
from the plurality of different sets of signals for dif-
ferent vehicles.

48. A remote control system for a vehicle according to
claim 47 wherein said selecting means comprises user
selecting means for permitting a user to select the desired set
of signals.

49. A remote control system for a vehicle according to
claim 47 wherein said selecting means comprises determin-
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ing means for determining the desired set of signals based
upon signals on the data communications bus.

50. A remote control system for a vehicle according to
claim 47 wherein said memory means comprises address
memory means for storing a plurality of different sets of
digital signals for different device addresses.

51. A remote control system for a vehicle according to
claim 47 wherein said memory means comprises protocol
memory means for storing a plurality of different sets of
signals for different protocols.

52. A remote control system for a vehicle according to
claim 39 wherein said desired signal enabling means com-
prises learning means for learning the desired set of signals.

53. A remote control system for a vehicle according to
claim 39 wherein said desired signal epabling means com-
prises protocol providing means for providing a protocol for
the desired vehicle.

54. A remote control system for a vehicle according to
claim 39 wherein said desired signal enabling means com-
prises device address providing means for providing device
addresses for the desired vehicle.

55. A remote control system for a vehicle according to
claim 39 further comprising a second vehicle controller and
associated vehicle controller bus interface means for con-
necting to the data communications bus; and wherein said
vehicle function controller is operatively connected to said
second vehicle controller.

56. A remote control system for a vehicle according to
claim 39 wherein the data communications bus is a multi-
plexed data bus; and wherein the vehicle function controller
bus interface means comprises multiplex interface means for
interfacing with the multiplexed data bus.

57. A remote control system for a vehicle according to
claim S6 wherein said multiplex interface means comprises
an inductive coupler.

58. A method for remotely controlling a vehicle function
for a vehicle of a type including a data communications bus
connecting a plurality of vehicle devices, and a vehicle
function controller and associated bus interface means for
interfacing the vehicle function controller to the data com-
munications bus, the method comprising the steps of:

enabling the vehicle function controller to operate using a

desired set of signals for a corresponding desired
vehicle from a plurality of sets of signals for different
vehicles for permitting the vehicle function controller
to communicate via the data communications bus with
at least one of the vehicle devices; and

receiving a changing code signal at the vehicle from a

remote transmitter so that the vehicle function control-
ler remotely controls a vehicle function responsive to
the changing code signal from the remote transmitter.
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59. A method according to claim 58 wherein the plurality
of vehicle devices comprises a vehicle security sensor and
associated sensor bus interface means for interfacing the
vehicle security semsor to the data communications bus;
wherein the vehicle function controller comprises an alarm
controller movable between armed and disarmed modes, the
alarm controller when in the armed mode being capable of
generating an alarm indication responsive to the vehicle
security sensor; and wherein the step of receiving comprises
receiving a signal so that the vehicle function controller is
moved to one of the armed and disarmed modes.

60. A method according to claim 58 wherein the plurality
of vehicle devices comprises a plurality of vehicle door
locks movable between locked and unlocked positions and
associated bus interface means for interfacing the door locks
to the data communications bus; and wherein the step of
receiving comprises moving the vehicle door locks to one of
locked and unlocked positions responsive to the remote
transmitter.

61. A method according to claim 58 wherein the plurality
of vehicle devices comprises vehicle engine starting means
and associated bus interface means for interfacing the
vehicle engine starting means to the data communications
bus; and wherein the step of receiving comprises operating
the vehicle engine starting means responsive to the remote
transmitter.

62. A method according to claim S8 wherein the step of
enabling the alarm controller to operate using a set of desired
signals comprises the steps of:

storing in a2 memory a plurality of sets of signals for

different vehicles; and

selecting the desired set of signals from the plurality of

different sets of signals for different vehicles.

63. A method according to claim 62 wherein the step of
selecting comprises permitting user selection of the desired
set of signals.

64. A method according to claim 62 wherein the step of
selecting comprises determining the desired set of signals
based upon signals on the data communications bus.

65. A method according to claim 62 wherein the step of
storing in memory comprises storing a plurality of different
sets of signals representative of different device addresses.

66. A method according to claim 62 wherein the step of
storing in memory comprises storing a plurality of different
sets of signals representative of different protocols.

67. A method according to claim 58 wherein the step of
enabling the alarm controller to operate using a set of desired
signals comprises the step of learning the desired set of
signals.
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a data communications bus connecting a plurality of vehicle
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an alarm controller and a data bus adaptor connected
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bus. In particular, the data bus adaptor preferably imple-
ments a desired signal enabling feature for enabling the
alarm controller to operate using a desired set of signals for
a desired vehicle from among a plurality of possible sets of
signals for different vehicles. An alarm controller bus inter-
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cations bus. Accordingly, the desired signal enabling feature
permits the alarm controller to communicate with other
vehicle devices, such as a vehicle security sensor and/or an
alarm indicator via the data communications bus. The secu-
rity system is thus advantageously compatible with many
different types of vehicle data communications formats or
protocols. Moreover, the data bus adaptor permits existing
conventional alarm controllers, for example, to be readily
used with newer vehicles including the data communications
bus. The data bus adaptor may be used with remote keyless
entry and remote start controllers, and also for vehicle
sensors or indicators.
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VEHICLE SECURITY SYSTEM INCLUDING
ADAPTOR FOR DATA COMMUNICATIONS
BUS AND RELATED METHODS

RELATED APPLICATION

The present application is a continuation-in-part of U.S.
patent application Ser. No. 09/023,838 filed Feb. 13, 1998
now U.S. Pat. No. 6,011,460 which, in turn, is a
continuation-in-part of Ser. No. 08/701,356 filed Aug. 22,
1996 now U.S. Pat. No. 5,719,551.

FIELD OF THE INVENTION

This application is related to the field of security systems
and, more particularly, to a security system and related
methods for vehicles.

BACKGROUND OF THE INVENTION

Vehicle security systems are widely used to deter vehicle
theft, prevent theft of valuables from a vehicle, deter
vandalism, and to protect vehicle owners and occupants. A
typical automobile security system, for example, includes a
central processor or controller connected to a plurality of
vehicle sensors. The sensors, for example, may detect open-
ing of the trunk, hood, doors, windows, and also movement
of the vehicle or within the vehicle. Ultrasonic and micro-
wave motion detectors, vibration sensors, sound
discriminators, differential pressure sensors, and switches
may be used as sensors. In addition, radar sensors may be
used to monitor the area proximate the vehicle.

The controller typically operates to give an alarm indica-
tion in the event of triggering of a vehicle sensor. The alarm
indication may typically be a flashing of the lights and/or the
sounding of the vehicle horn or a siren. In addition, the
vehicle fuel supply and/or ignition power may be selectively
disabled based upon an alarm condition.

A typical security system also includes a receiver asso-
ciated with the controller that cooperates with one or more
remote transmitters typically carried by the user as
disclosed, for example, in U.S. Pat. No. 4,383,242 to Sass-
over et al. and U.S. Pat. No. 5,146,215 to Drori. The remote
transmitter may be used to arm and disarm the vehicle
security system or provide other remote control features
from a predetermined range away from the vehicle. Also
related to remote control of a vehicle function U.S. Pat. No.
5,252,966 to Lambropoulous et al. discloses a remote key-
less entry system for a vehicle. The keyless entry system
permits the user to remotely open the vehicle doors or open
the vehicle trunk using a small handbeld transmitter.

Unfortunately, the majority of vehicle security systems
need to be directly connected by wires to individual vehicle
devices, such as the vehicle horn or door switches of the
vehicle. In other words, a conventional vehicle security
system is hardwired to various vehicle components, typi-
cally by splicing into vehicle wiring harnesses or via inter-
posing T-harnesses and connectors. The number of electrical
devices in a vehicle has increased so that the size and
complexity of wiring harnesses has also increased. For
example, the steering wheel may include horn switches, an
airbag, turn-signal and headlight switches, wiper controls,
cruise control switches, ignition wiring, an emergency
flasher switch, and/or radio controls. Likewise, a door of a
vehicle, for example, may include window controls, locks,
outside mirror switches, and/or door-panel light switches.

In response to the increased wiring complexity and costs,
vehicle manufacturers have begun attempts to reduce the
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amount of wiring within vehicles to reduce weight, reduce
wire routing problems, decrease costs, and reduce compli-
cations which may arise when troubleshooting the electrical
system. For example, some manufacturers have adopted
multiplexing schemes to reduce cables to three or four wires
and to simplify the exchange of data among the various
onboard electronic systems as disclosed, for example, in
“The Thick and Thin of Car Cabling” by Thompson appear-
ing in the IEEE Spectrum, Feb. 1996, pp. 42-45.

Implementing multiplexing concepts in vehicles in a
cost-effective and reliable manner may not be easy. Suc-
cessful implementation, for example, may require the devel-
opment of low or error-free communications in what can be
harsh vehicle environments. With multiplexing technology,
the various electronic modules or devices may be linked by
a single signal wire in a bus also containing a power wire,
and one or more ground wires. Digital messages are com-
municated to all modules over the data communications bus.
Each message may have one or more addresses associated
with it so that the devices can recognize which messages to
ignore and which messages to respond to or read.

The Thompson article describes a number of multiplexed
networks for vehicles. In particular, the Grand Cherokee
made by Chrysler is described as having five multiplex
nodes or controllers: the engine controller, the temperature
controller, the airbag controller, the theft alarm, and the
overhead console. Other nodes for different vehicles may
include a transmission controller, a trip computer, an instru-
ment cluster controller, an antilock braking controller, an
active suspension controller, and a body controller for
devices in the passenger compartment.

A number of patents are also directed to digital or mul-
tiplex communications networks or circuits, such as may be
used in a vehicle. For example, U.S. Pat. No. 4,538,262
Sinniger et al. discloses a multiplex bus system including a
master control unit and a plurality of receiver-transmitter
units connected thereto. Similarly, U.S. Pat. No. 4,055,772
to Leung discloses a power bus in a vehicle controlled by a
low current digitally coded communications system. Other
references disclosing various vehicle multiplex control sys-
tems include, for example, U.S. Pat. No. 4,760,275 to Sato
et al.; U.S. Pat. No. 4,697,092 to Roggendorf et al;; and US.
Pat. No. 4,792,783 to Burgess et al.

Several standards have been proposed for vehicle multi-
plex networks including, for example, the Society of Auto-
motive Engineers “Surface Vehicle Standard, Class B Data
Communications Network Interface”, SAE J1850, Jul. 1995.
Another report by the SAE is the “Surface Vehicle Infor-
mation Report, Chrysler Sensor and Control (CSC) Bus
Multiplexing Network for Class ‘A’ Applications”, SAE
J2058, Jul. 1990. Many other networks are also being
implemented or proposed for communications between
vehicle devices and nodes or controllers.

Unfortunately, conventional vehicle security systems for
hardwired connection to vehicle devices, such as aftermar-
ket vehicle security systems, are not readily adaptable to a
vehicle including a data communications bus. One difficulty
is that vehicle manufacturers discourage cutting and splicing
into existing wiring to install aftermarket components. For
example, a manufacturer may void a warranty for such
activity. Moreover, a vehicle security system if adapted for
a communications bus and devices for one particular model,
model year, and manufacturer, may not be compatible with
any other models, model years, or manufacturers. Other
systems for remote control of vehicle functions may also
suffer from such shortcomings. In addition, it may be



Case 6:03-cv-00578-ACC Document 1 Filed 05/06/03 Page 60 of 99 PagelD 60

S

e’

US 6,249,216 B1

1

VEHICLE SECURITY SYSTEM INCLUDING
ADAPTOR FOR DATA COMMUNICATIONS
BUS AND RELATED METHODS

RELATED APPLICATION

The present application is a continuation-in-part of U.S.
patent application Ser. No. 09/023,838 filed Feb. 13, 1998
now U.S. Pat. No. 6,011,460 which, in turn, is a
continuation-in-part of Ser. No. 08/701,356 filed Aug. 22,
1996 now U.S. Pat. No. 5,719,551.

FIELD OF THE INVENTION

This application is related to the field of security systems
and, more particularly, to a security system and related
methods for vehicles.

BACKGROUND OF THE INVENTION

Vehicle security systems are widely used to deter vehicle
theft, prevent theft of valuables from a vehicle, deter
vandalism, and to protect vehicle owners and occupants. A
typical automobile security system, for example, includes a
central processor or controller connected to a plurality of
vehicle sensors. The sensors, for example, may detect open-
ing of the trunk, hood, doors, windows, and also movement
of the vehicle or within the vehicle. Ultrasonic and micro-
wave motion detectors, vibration sensors, sound
discriminators, differential pressure sensors, and switches
may be used as sensors. In addition, radar sensors may be
used to monitor the area proximate the vehicle.

The controller typically operates to give an alarm indica-
tion in the event of triggering of a vehicle sensor. The alarm
indication may typically be a flashing of the lights and/or the
sounding of the vehicle horn or a siren. In addition, the
vehicle fuel supply and/or ignition power may be selectively
disabled based upon an alarm condition.

A typical security system also includes a receiver asso-
ciated with the controller that cooperates with one or more
remote transmitters typically carried by the user as
disclosed, for example, in U.S. Pat. No. 4,383,242 to Sass-
over et al. and U.S. Pat. No. 5,146,215 to Drori. The remote
trapsmitter may be used to arm and disarm the vehicle
security system or provide other remote control features
from a predetermined range away from the vehicle. Also
related to remote control of a vehicle function U.S. Pat. No.
5,252,966 to Lambropoulous et al. discloses a remote key-
less entry system for a vehicle. The keyless entry system
permits the user to remotely open the vehicle doors or open
the vehicle trunk using a small handheld transmitter.

Unfortunately, the majority of vehicle security systems
need to be directly connected by wires to individual vehicle
devices, such as the vehicle horn or door switches of the
vehicle. In other words, a conventional vehicle security
system is hardwired to various vehicle components, typi-
cally by splicing into vehicle wiring harnesses or via inter-
posing T-harnesses and connectors. The number of electrical
devices in a vehicle has increased so that the size and
complexity of wiring harnesses has also increased. For
example, the steering wheel may include horn switches, an
airbag, turn-signal and headlight switches, wiper controls,
cruise control swilches, ignition wiring, an emergency
flasher switch, and/or radio controls. Likewise, a door of a
vehicle, for example, may include window controls, locks,
outside mirror switches, and/or door-panel light switches.

In response to the increased wiring complexity and costs,
vehicle manufacturers have begun attempts to reduce the
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amount of wiring within vehicles to reduce weight, reduce
wire routing problems, decrease costs, and reduce compli-
cations which may arise when troubleshooting the electrical
system. For example, some manufacturers have adopted
multiplexing schemes to reduce cables to three or four wires
and to simplify the exchange of data among the various
onboard clectronic systems as disclosed, for example, in
“The Thick and Thin of Car Cabling” by Thompson appear-
ing in the IEEE Spectrum, Feb. 1996, pp. 42—45.

Implementing multiplexing concepts in vehicles in a
cost-effective and reliable manner may not be easy. Suc-
cessful implementation, for example, may require the devel-
opment of low or error-free communications in what can be
harsh vehicle environments. With multiplexing technology,
the various electronic modules or devices may be linked by
a single signal wire in a bus also containing a power wire,
and one or more ground wires. Digital messages are com-
municated to all modules over the data communications bus.
Each message may have one or more addresses associated
with it so that the devices can recognize which messages to
ignore and which messages to respond to or read.

The Thompson article describes a number of multiplexed
networks for vehicles. In particular, the Grand Cherokee
made by Chrysler is described as having five multiplex
nodes or controllers: the engine controller, the temperature
controller, the airbag controller, the theft alarm, and the
overhead console. Other nodes for different vehicles may
include a transmission controller, a trip computer, an instru-
ment cluster controller, an antilock braking controller, an
active suspension controller, and a body controller for
devices in the passenger compartment.

A pumber of patents are also directed to digital or mul-
tiplex communications networks or circuits, such as may be
used in a vehicle. For example, U.S. Pat. No. 4,538,262
Sinniger et al. discloses a multiplex bus system including a
master control unit and a plurality of receiver-transmitter
units connected thereto. Similarly, U.S. Pat. No. 4,055,772
to Leung discloses a power bus in a vehicle controlled by a
low current digitally coded communications system. Other
references disclosing various vehicle multiplex control sys-
tems include, for example, U.S. Pat. No. 4,760,275 to Sato
etal; U.S. Pat. No. 4,697,092 to Roggendorf et al,; and U.S.
Pat. No. 4,792,783 to Burgess et al.

Several standards have been proposed for vehicle multi-
plex networks including, for example, the Society of Auto-
motive Engineers “Surface Vehicle Standard, Class B Data
Communications Network Interface”, SAE J1850, Jul. 1995,
Another report by the SAE is the “Surface Vehicle Infor-
mation Report, Chrysler Sensor and Control (CSC) Bus
Multiplexing Network for Class ‘A’ Applications”, SAE
J2058, Jul. 1990. Many other networks are also being
implemented or proposed for communications between
vehicle devices and nodes or controllers.

Unfortunately, conventional vehicle security systems for
hardwired connection to vehicle devices, such as aftermar-
ket vehicle security systems, are not readily adaptable to a
vehicle including a data communications bus. One difficulty
is that vehicle manufacturers discourage cutting and splicing
into existing wiring to install aftermarket components. For
example, a manufacturer may void a warranty for such
activity. Moreover, a vehicle security system if adapted for
a communications bus and devices for one particular model,
model year, and manufacturer, may not be compatible with
any other models, model years, or manufacturers. Other
systems for remote control of vehicle functions may also
suffer from such shortcomings. In addition, it may be
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code type as will be readily appreciated by those skilled in
the art. By changing code is meant that the remote trans-
mitter 50 (FIG. 2) sends a signal including a series of bits
modulated on a radio frequency carrier, for example. These
bits would typically include fixed code portions as well as
changing code portions. The changing code portion provides
additional security for the system 11, so that unauthorized
transmitters cannot be used to activate the alarm controller
11. In particular, the term changing code is meant to cover
fairly short repeating codes, such as are generally described
as rolling codes. Such rolling codes may repeat as often as
every eight transmissions, for example. In addition, chang-
ing code is also intended to cover pseudorandom codes that
may only repeat after many thousands or even millions of
operations as will be understood by those skilled in the art.
The remote transmitter 50 and receiver of the alarm con-
troller 11 are synchronized together with each having the
changing code pattern stored therein or generated intemally
as will be readily understood by those skilled in the art.

As will also be appreciated by those skilled in the art, the
processing of the changing code portions and other code
portions of received signals may be shared with the CPU 12.
Alternately, the CPU may perform all of the changing code
processing and the receiver provides only a demodulated
radio signal, for example. The alarm controller 11 operates
with changing code remote transmitters 50.

In the illustrated embodiment, the CPU 12 is also opera-
tively connected to a memory (EEPROM) 14. As would be
readily understood by those skilled in the art, the CPU 12
may alternately or additionally have its own on-board
memory.

The alarm controller 11 described so far may of the
conventional type. However, the alarm controller 11 is
connected to the data bus 32 of the vehicle via the illustrated
data bus adaptor 15 in accordance with the present inven-
tion. The data bus adaptor 15 includes its own separate
housing 154 and may be connected to the alarm controller 11
by suitable cables 18z, 18b and connector portions 19a, 195
as schematically illustrated. The data bus adaptor 15 may be
hardwire connected to the data bus 32 or may be inductively
coupled thereto as will be described in further detail below.

The data communications bus 32 is illustratively con-
nected to various vehicle input devices including: an ignition
switch 20; a key in the ignition sensor 21; two zone sensors
22a, 22b; conventional trunk hood and door pin sensors or
switches 23, 24, and 28, respectively; and door lock switches
28. In addition, a pre-warn sensor 26 and valet switch 27
also provide inputs to the controller 11 in the illustrated
embodiment. As would be readily understood by those
skilled in the art, other inputs are also contemplated by the
present invention and are generally described herein by the
term sensor. In addition, an input signal may also be received
from a remote transmitter 50 (FIG. 2).

The data communications bus 32 may also preferably be
connected to a plurality of output devices. The outputs may
include auxiliary relay outputs 30, such as for window
control, remote starting, or a remote alarm indication, as
would be readily understood by those skilled in the art. A
siren and/or lights 31, and green and red light emitting
diodes (LEDs) 32, 33 for dashboard mounting are also
illustratively connected to the controller 11. Other outputs
may be directed to a valet LED 34, a dome light 36, a central
lock relay or lock control unit 41, a starter kill circuit 42, and
an armed relay output 43. In addition, other outputs may be
directed to one or more of an audible tone generator 37, an
alphanumeric display 44, a speech message annunciator 45,
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6
and a vibration transducer 46, as will be readily appreciated
by those skilled in the art. Other similar indicating devices
are also contemplated by the present invention, as would be
readily understood by those skilled in the art.

In alternate embodiments, some of the illustrated devices
may be hardwired to various control nodes as would be
readily understood by those skilled in the art. The control
nodes may be, in turn, connected by the data communica-
tions bus 32 as would also be appreciated by those skilled in
the art.

The data bus adaptor 15 also includes the data signal
enabling means or circuit 17 and the data communications
bus interface circuit 16. Each of the these circuit blocks will
be described in greater detail below.

Referring now more particularly to FIG. 2, a remote
transmitter 50 in accordance with the invention is described.
The remote transmitter 50 illustratively includes a housing
51 and a plurality of first momentary contact switches
524-52d carried by the housing. A second momentary
contact switch 53 and an indicating light, such as the
illustrated LED 54 are also carried by or mounted on the
housing 51. As would be readily understood by those skilled
in the art, the remote transmitter 50 is typically relatively
small and includes an opening 55 for facilitating connection
to a vehicle key ring, for example. In addition, the remote
transmitter 50 includes a central processing unit or micro-
processor 56 operatively connected to the plurality of first
switches 52a-52d, the second switch 53, and the LED 54.
The microprocessor is also connected to a transmitter and/or
receiver circuit 57 and its associated antenna 57a for trans-
mitting and/or receiving signals to and from the controller 11
of the vehicle security system 10. Accordingly, the term
“remote transmitter” is used broadly herein to describe the
embodiment also including receiver means.

The remote transmitter 50 also preferably generates or
transmits changing code signals to increase security as
discussed extensively above. In the illustrated embodiment,
this feature is shown incorporated into the transmitter and
receiver block 57, although those of skill in the art will
recognize that this could be done in combination with the
CPU 56, or by the CPU alone, for example.

The remote transmitter $0 may also include a numeric or
alphanumeric display 58, and a speaker §9 coupled to an
audible tone generator or a speech message generator, as
may be provided by the microprocessor 56. A vibration
transducer, not shown, may also be incorporated into the
remote transmitter 50 for communicating to the user as
would be readily understood by those skilled in the art.

Of course, as will be readily appreciated by those skilled
in the art, the remote transmitter may be a central station, for
example, rather than a handheld unit 50 as shown in FIG. 2.
Also the remote transmitter may include a handheld unit that
communicates first to a ceptral station. Other forms of
remote transmitters are also contemplated by the invention
as will be understood by those skilled in the art.

Turning now additionally to FIG. 3 a first embodiment of
the desired signal enabling means 17 of the data bus adaptor
15 is described. The vehicle security system 10 illustratively
comprises a vehicle security sensor assembly 60 including a
sensor 60 and the illustrated data bus adaptor 60b. The data
bus adaptor 60b is illustratively connected to the data bus 62
in a hardwired configuration, such as typically using an
intervening connector, although direct splicing into the data
bus is also contemplated. The data bus adaptor 60/ may
include the desired signal enabling means and bus interface
circuit as described herein.
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An alarm indicator assembly 64 is also illustratively
connected to the data bus 62 via the illustrated data bus
adaptor 64b. The alarm indicator assembly 60 also includes
the schematically illustrated alarm indicator 64a which may
be an vehicle alarm or siren, for example. In this instance,
however, the data bus adaptor 64b is slightly modified to
communicate with the data bus 62 via the inductive coupler
64c. Of course, in other embodiments, the data bus adaptor
645 could be hard wired to the data bus 62. In addition, one
or more sensors or alarm indicators could include therein the
pecessary electronics to interface directly with the data bus
62, or the sensors or indicators could be connected to
another control node, such as the schematically illustrated
node 66. For example, other control nodes may include an
engine controller thereby permitting the alarm controller to
disable the engine, or the body controller thereby permitting
the alarm controller to control the vehicle door locks as
would be readily understood by those skilled in the art.
Further examples of vehicle security sensors and alarm
indicators are described above in greater detail with refer-
ence to FIG. 1.

The data bus adaptor 15 is connected to the data bus 62
by the schematically illustrated inductive coupler in the form
of a coil 65c. Although illustrated in the form of a closed
coil, the inductive coupler may have other configurations as
well. The inductive coupling data communications bus inter-
face circuit 16 provides the necessary driving signals to
inductively couple signals to the data bus 62, which in the
illustrated embodiment is provided by the twisted pair
conductors 62a, 62b as will be readily appreciated by those
skilled in the art. The interface circuit 16 may also include
the sensing circuitry to sense signals present on the data bus
62 as will also be readily appreciated by those skilled in the
art. The data bus 62 may have conductor configurations
other than the illustrated twisted pair configuration.

The inductive coupling for the vehicle alarm controller 11
may be especially advantageous for aftermarket devices. As
noted in the Background section above, many manufacturers
discourage cutting or splicing into existing wiring of the
vehicle. This presents a difficulty for aftermarket
accessories, such as vehicle security systems. Accordingly,
the inductive coupling to the data bus 62 overcomes this
difficulty. In other embodiments of the invention, the data
communications bus interface could be connected to the data
bus 62 by a suitable connector, or directly spliced to the data
bus as will be readily appreciated by those skilled in the art.

The data communications bus 62 may be a multiplexed
data bus as would be readily understood by those skilled in
the art. Accordingly, the bus interface circuit 16 may com-
prise multiplexing means or circuitry for interfacing with the
multiplexed data bus of the vehicle. For example, any of the
various multiplexing schemes as disclosed in “The Thick
and Thin of Car Cabling” by Thompson appearing in the
IEEE Spectrum, February 1996, pp. 42—45 may be used.
Other data bus connection schemes are also contemplated by
the present invention.

The data bus adaptor 15 further preferably comprises
desired signal enabling means 17 for enabling the alarm
controller 10 to operate using a desired set of signals for a
desired vehicle from among a plurality of possible sets of
signals for different vehicles. As would be readily under-
stood by those skilled in the art, the term different vehicles
may include vehicles from different manufacturers, different
models, or even different trim levels of the same make and
model. Accordingly, the desired signal enabling means 17 of
the data bus adaptor 15 permits the alarm controller 11 to
communicate with the vehicle security sensor and the alarm
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indicator via the data communications bus 62 so that the
alarm controller is capable of operating the alarm indicator
responsive to the vehicle security sensor, for example.

As illustrated in FIG. 3, one embodiment of the desired
signal enabling means 17 may preferably include a memory
70 for storing a plurality of sets 72a, 72b and 72n of signals
for different vehicles, and selecting means for selecting the
desired set of signals from the plurality of different sets of
signals for different vehicles. By storing sets of signals is
meant storing information or data necessary to generate the
desired signals on the data bus 62 as would be readily
understood by those skilled in the art. The memory 70 may
include device address memory means for storing a plurality
of different sets of signals representative of different device
addresses for different vehicles. Alternatively, or in addition
thereto, the memory means may comprise protocol memory
means for storing a plurality of different protocols for
different vehicles.

In the illustrated embodiment of FIG. 3, the selecting
means may comprise user sclecting means 75 for permitting
a user to select the desired set of signals. A keypad or other
input means may be used to permit the user to select the
desired signal set for his vehicle. The valet switch 27 (FIG.
1), for example, may also be operated by the user to select
the desired signal set. The user may select the desired set of
signals by entering a unique digital code similar to the
selection of signals for a home electronics universal remote
control. Other techniques for permitting the user to select the
desired signal set from a plurality of stored sects are also
contemplated by the invention as would be readily appre-
ciated by those Skilled in the art.

Referring now additionally to FIG. 4 another embodiment
of the desired signal enabling means 17 is described in
accordance with the security system 10' of the present
invention. In this embodiment, the selecting means may
comprise bus determining circuitry or means 77 for deter-
mining the desired set of signals based upon signals on the
data communications bus. For example, the bus determining
means could determine the desired set of signals based upon
sensed voltage levels or based upon the timing of signal
pulses on the data communications bus 62. The other
components of this embodiment of the desired signal
enabling means 17’ are similar to those described above with
reference to FIG. 3 and need no further description.

For certain vehicles, a changing security code portion
may be provided on digital signals sent on the data bus 62.
For example, the changing security code could be of a
pseudorandom type as described above with reference to the
remote transmitter 50, and as will be readily appreciated by
those skilled in the art. For such an embodiment, the desired
signal enabling means 17" would have stored therein or be
able to generate the pseudorandom code, and would also
synchronize with the pseudorandom code being used in the
vehicle at any given time. The synchronization could be
based upon sensing a changed code portion on the data bus
62 or based upon some other triggering event, such as an
ignition activation, for example. Those of skill in the art will
appreciate other triggering and/or timing events or features
for incrementing the pseudorandom code in the desired
signal epabling means 17' without further discussion herein.

Yet another embodiment of the security system 10*
according to the invention is explained with reference to
FIG. 8. In this illustrated embodiment the desired signal
enabling means 17" includes a desired signal set memory 81
operatively connected to the illustrated bus learning circuit
or means 80. The bus learning circuit or means 80 may
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determine and store in the signal set memory 81 the protocol
and/or device addresses for the vehicle devices. For
example, the bus learning circuit or means 80 may permit
the user to operate various vehicle devices and store a
desired signal set based thereon as would be readily under-
stood by those skilled in the art. The other components of the
desired signal enabling means 17" are similar to those
described above with reference to FIG. 3 and need no further
description.

Still another embodiment of the desired signal enabling
means 17'" is explained with reference to FIG. 6A. The
desired signal enabling means 17" includes a signal set
memory 81 operatively connected to the schematically illus-
trated download learning means 84. The download learning
means 84 may include an interface connpected to the illus-
trated vehicle cellular telephone 86 to permit learning or
downloading of the desired signal set from a remote or
central monitoring and control station 88, for example. The
desired signal set may also alternately be learned from the
central station 88 through the satellite link provided by the
satellite 110 and vehicle mounted satellite receiver 111 and
associated antennas. As would be readily understood by
those skilled in the art, the download learning means, as well
as the other desired signal enabling leans may be imple-
mented by software in a microprocessor or microcontroller
of the data bus adaptor 15'.

Turning now additionally to FIG. 6B, another variation of
programming, learning or downloading of the download
learning circuit or means 84 is explained. In this variation
the download learning means 84 is temporarily connected to
a computer, such as the illustrated portable laptop computer
115. The connection, may be via a wire cable or wireless
communications link as will be readily understood by those
skilled in the art. Of course, the desired signal enabling
means 17"" in this embodiment may be programmed in the
vehicle or prior to installation in the vehicle.

Onpe implementation of the security system 10 is shown in
FIG. 7 and includes the vehicle alarm controller 11 con-
nected to the data bus 62 using the data bus adaptor 15. The
remote transmitter 50 can switch the controller 11 between
the armed and disarmed modes. The controller 11 in the
armed mode is capable of generating an alarm indication via
the siren 31 (FIG. 1) and based upon the door switches 28
(FIG. 1), for example. The communications are via the data
communications bus 62, and are based upon the desired
signal set from the desired signal enabling means 17 of the
data bus adaptor 15.

The features and aspects described above may also be
readily implemented in other vehicle related systems, such
as for performing remote control functions. As shown in
FIG. 8, the invention may be embodied in a remote keyless
entry system 90 including a remote keyless entry controller
91 operated by a remote handheld transmitter 93. The
controller 91 communicates with the door lock motors 94
and illustrated trunk release 96 via the data communications
bus 62 by using the data bus adaptor 15 in accordance with
the present invention. The remote keyless entry system 90
also includes the desired signal enabling meanps in the data
bus adaptor 15 which permits the controller 91 to perform
the desired door locking and trunk release remote control
functions or operations as would also be readily understood
by those skilled in the art. As would be readily appreciated
by those skilled in the art, any of the desired signal enabling
means described herein and equivalents thereto may be used
for data bus adaptor 15 of the remote keyless entry system
90 in accordance with the present invention.

Turning now to FIG. 9, yet another vehicle associated
remote control function is illustrated and now explained.
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The remote engine starting system 100 includes a remote
start controller 101 operable by a remote transmitter 103.
The remote controller 101 may communicate using the data
bus adaptor 15 which, in tumn, is coupled to the data
communications bus 62 to enable the ignition and fuel
systems 106 and crank the engine starter 104. Various
sensors may also be monitored as would be readily under-
stood by those skilled in the art.

A method aspect of the invention is for adapting a vehicle
device for installation in a vehicle of a type including a data
communications bus 62. The method preferably comprises
the steps of providing a data bus adaptor 15 including a
housing 154, desired signal enabling means 17 in the hous-
ing for enabling the vehicle device to operate using a desired
set of digital signals for a desired vehicle from a plurality of
possible sets of signals for different vehicles, and an inter-
face 16 cooperating with the desired signal enabling means
for interfacing the vehicle device to the data bus. The
method also preferably includes the step of connecting the
data bus adaptor 15 between the vehicle device and the data
communications bus 62.

The vehicle device may be an alarm controller 11, a
remote keyless entry controller 91, or a remote start con-
troller 101, for example. The vehicle device may also be an
alarm indicator or a vehicle sensor, for example, as will be
readily appreciated by those skilled in the art.

Those of skill in the art will readily recognize the benefits
and advantages of the present invention for aftermarket
security systems and other aftermarket systems for imple-
menting remote control functions wherein compatibility
with a potentially large number of different protocols and/or
device addresses is desired. Of course, many modifications
and other embodiments of the invention will come to the
mind of one skilled in the art having the benefit of the
teachings presented in the foregoing descriptions and the
associated drawings. Accordingly, it is understood that the
invention is not to be limited to the illustrated embodiments
disclosed, and that the modifications and embodiments are
intended to be included within the spirit and scope of the
appended claims.

That which is claimed is:

1. A vehicle security system for a vehicle of a type
including a data communications bus connecting a plurality
of vehicle devices, said vehicle security system comprising:

an alarm controller; and

a data bus adaptor connected between said alarm control-

ler and the data communications bus, said data bus

adaptor comprising

desired signal enabling means for enabling said alarm
controller to operate using a desired set of signals for
a corresponding desired vehicle from a plurality of
sets of signals for different vehicles for permitting
said alarm controller to communicate with at least
one of the vehicle devices, and

an alarm controller bus interface for interfacing to the
data communications bus.

2. A vehicle security system according to claim 1 wherein
said desired signal enabling means comprises:

a memory for storing a plurality of sets of signals for

different vehicles; and

selecting means for selecting the desired set of signals

from the plurality of different sets of signals for dif-
ferent vehicles.

3. A vehicle security system according to claim 2 wherein
said selecting means comprises user selecting means for
permitting a user to select the desired set of signals.
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4. A vehicle security system according to claim 2 wherein
said selecting means comprises bus determining means for
determining the desired set of signals based upon signals on
the data communications bus.

5. A vehicle security system according to claim 2 wherein
said memory comprises device address memory means for
storing a plurality of different sets of signals for different
device addresses.

6. A vehicle security system according to claim 2 wherein
said memory comprises protocol memory means for storing
a plurality of different sets of signals for different protocols.

7. A vehicle security system according to claim 1 wherein
said desired signal enabling means comprises bus learning
means for learning the desired set of signals based upon
signals on the data communications bus.

8. A vehicle security system according to claim 1 wherein
said desired signal enabling means comprises download
learning means for learning the desired set of signals from
a downloading device.

9. A vehicle security system according to claim 8 wherein
said downloading learning means comprises means for
learning the desired set of signals from a computer tempo-
rarily connected thereto.

10. A vehicle security system according to claim 1
wherein said desired signal enabling means comprises pro-
tocol providing means for providing a protocol for the
desired vehicle.

11. A vehicle security system according to claim 1
wherein said desired signal enabling means comprises
device address providing means for providing device
addresses for the desired vehicle.

12. A vehicle security system according to claim 1
wherein the at least one vehicle device comprises one of a
security sensor and an alarm indicator.

13. A vehicle security system according to claim 1
wherein said alarm controller bus interface comprises an
inductive coupler for inductively coupling to the data com-
munications bus.

14. A vehicle security system according to claim 1
wherein the data communications bus is a multiplexed data
bus; and wherein said alarm controller bus interface com-
prises multiplex interface means for interfacing with the
multiplexed data bus.

15. A vehicle security system according to claim 1
wherein said alarm controller comprises a first housing;
wherein said data bus adaptor comprises a second housing;
and further comprising a cable connected between said first
and second housings.

16. A remote control system for a vehicle of a type
including a data communications bus connecting a plurality
of vehicle devices, said remote control system comprising:

a remote transmitter;

a receiver within the vehicle;

a vehicle function controller operatively connected to said
receiver;

a data bus adaptor connected between said vehicle func-
tion controller and the data communications bus, said
data bus adaptor comprising
desired signal enabling means for enabling said vehicle

function controller to operate using a desired set of
signals for a corresponding desired vehicle from a
plurality of sets of signals for different vehicles for
permitting said vehicle function controller to com-
municate with at least one of the vehicle devices so
that said vehicle function controller is capable of
operating the vehicle device responsive to said
remote transmitter, and

10

15

25

30

35

40

45

s0

55

12

a vehicle function controller bus interface for interfac-
ing to the data communications bus.

17. A remote control system for a vehicle according to
claim 16 wherein the plurality of vehicle devices comprises
a vehicle security sensor; and wherein said vehicle function
controller comprises an alarm controller being capable of
generating an alarm responsive to the vehicle security sen-
sor.

18. A remote control system for a vehicle according to
claim 16 wherein the plurality of vehicle devices comprises
a plurality of vehicle door locks movable between locked
and unlocked positions; and wherein said vehicle function
controller comprises a door lock controller for moving the
vehicle door locks between locked and unlocked positions
responsive to said remote transmitter.

19. A remote control system for a vehicle according to
claim 16 where said plurality of vehicle devices comprises
a vehicle engine starter; and wherein said vehicle function
controller comprises a remote start controller for operating
the vehicle engine starter responsive to said remote trans-
mitter.

20. A remote control system for a vehicle according to
claim 16 wherein said desired signal enabling means com-
prises:

a memory for storing a plurality of sets of signals for

different vehicles; and

selecting means for selecting the desired set of signals

from the plurality of different sets of signals for dif-
ferent vehicles.

21. A remote control system for a vehicle according to
claim 20 wherein said selecting means comprises user
selecting means for permitting a user to select the desired set
of signals.

22. A remote control system for a vehicle according to
claim 20 wherein said selecting means comprises determin-
ing means for determining the desired set of signals based
upon signals on the data communications bus.

23. A remote control system for a vehicle according to
claim 20 wherein said memory comprises address memory
means for storing a plurality of different sets of digital
signals for different device addresses.

24. A remote control system for a vehicle according to
claim 20 wherein said memory comprises protocol memory
means for storing a plurality of different sets of signals for
different protocols.

25. A remote control system for a vehicle according to
claim 16 wherein said desired signal enabling means com-
prises learning means for learning the desired set of signals.

26. A remote control system for a vehicle according to
claim 16 wherein said desired signal enabling means com-
prises protocol providing means for providing a protocol for
the desired vehicle.

27. A remote control system for a vehicle according to
claim 16 wherein said desired signal enabling means com-
prises device address providing means for providing device
addresses for the desired vehicle.

28. A remote control system for a vehicle according to
claim 16 further comprising a second vehicle controller; and
wherein said vehicle function controller is operatively con-
nected to said second vehicle controller.

29. A remote control system for a vehicle according to
claim 16 wherein the data communications bus is a multi-
plexed data bus; and wherein the vehicle function controller
bus interface comprises multiplex interface means for inter-
facing with the multiplexed data bus.

30. A remote control system for a vehicle according to
claim 16 wherein said remote transmitter generates changing
code signals.
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31. A remote control system for a vehicle according to
claim 16 wherein said vehicle function controller bus inter-
face comprises an inductive coupler for inductively coupling
to the data communications bus.

32. A remote control system for a vehicle according to
claim 16 wherein said vehicle function controller comprises
a first housing; wherein said data bus adaptor comprises a
second housing; and further comprising a cable connected
between said first and second housings.

33. A data bus adaptor for a vehicle device to be installed
in a vehicle of a type including a data communications bus,
the data bus adaptor comprising:

2 housing;

desired signal enabling means in said housing for

enabling the vehicle device to operate using a desired
set of signals for a corresponding desired vehicle from
a plurality of sets of signals for different vehicles; and

an interface cooperating with said desired signal enabling
means for interfacing the vehicle device to the data
communications bus.

34. A data bus adaptor according to claim 33 wherein the
vehicle device comprises a remote function controller.

35. A data bus adaptor according to claim 34 wherein the
remote function controller comprises a vehicle security
system controller.

36. A data bus adaptor according to claim 34 wherein the
remote function controller comprises a vehicle door lock
controller.

37. A data bus adaptor according to claim 34 wherein the
remote function controller comprises a vehicle remote start
controller.

38. A data bus adaptor according to claim 33 wherein the
vehicle device comprises an alarm indicator.

39. A data bus adaptor according to claim 33 wherein the
vehicle device comprises a vehicle sensor.

40. A data bus adaptor according to claim 33 wherein said
desired signal enabling means comprises:

a2 memory for storing a plurality of sets of signals for

different vehicles; and

selecting means for selecting the desired set of signals

from the plurality of different sets of signals for dif-
ferent vehicles.

41. A data bus adaptor according to claim 40 wherein said
selecting means comprises user selecting means for permit-
ting a user to select the desired set of signals.

42. A data bus adaptor according to claim 40 wherein said
selecting means comprises determining means for determin-
ing the desired set of signals based upon signals on the data
communications bus.

43. A data bus adaptor according to claim 40 wherein said
memory comprises address memory means for storing a
plurality of different sets of digital signals for different
device addresses.

44. A data bus adaptor according to claim 40 wherein said
memory comprises protocol memory means for storing a
plurality of different sets of signals for different protocols.

45. A data bus adaptor according to claim 33 wherein said
desired signal enabling means comprises learning means for
learning the desired set of signals.

46. A data bus adaptor according to claim 33 wherein said
desired signal enabling means comprises protocol providing
means for providing a protocol for the desired vehicle.

47. A data bus adaptor according to claim 33 wherein said
desired signal enabling means comprises device address
providing means for providing device addresses for the
desired vehicle.
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48. A data bus adaptor according to claim 33 wherein said
bus interface comprises an inductive coupler for inductively
coupling to the data communications bus.

49. A method for adapting a vehicle device for installation
in a vehicle of a type including a data communications bus,
the method comprising the steps of:

providing a data bus adaptor comprising a housing,

desired signal enabling means in said housing for
enabling the vehicle device to operate using a desired
set of signals for a corresponding desired vehicle from
a plurality of sets of signals for different vehicles, and
an interface cooperating with said desired signal
enabling means for interfacing the vehicle device to the
data communications bus; and

connecting the data bus adaptor between the vehicle

device and the data communications bus.

50. A method according to claim 49 wherein the vehicle
device comprises a remote function controller.

51. A method according to claim 50 wherein the remote
function controller comprises a vehicle security system
controller.

52. A method according to claim 50 wherein the remote
function controller comprises a vehicle door lock controller.

53. A method according to claim 50 wherein the remote
function controller comprises a vehicle remote start control-
ler.

54. A method according to claim 49 wherein the vehicle
device comprises an alarm indicator.

55. A method according to claim 49 wherein the vehicle
device comprises a vehicle sensor.

56. A method according to claim 49 wherein said desired
signal enabling means comprises:

a memory for storing a plurality of sets of signals for
different vehicles; and

sclecting means for selecting the desired set of signals
from the plurality of different sets of signals for dif-
ferent vehicles.

57. Amethod according to claim 56 wherein said selecting
means comprises user selecting means for permitting a user
to select the desired set of signals.

58. Amethod according to claim 56 wherein said selecting
means comprises determining means for determining the
desired set of signals based upon signals on the data com-
munications bus.

59. Amethod according to claim $6 wherein said memory
comprises address memory means for storing a plurality of
different sets of digital signals for different device addresses.

60. A method according to claim 56 wherein said memory
comprises protocol memory means for storing a plurality of
different sets of signals for different protocols.

61. A method according to claim 49 wherein said desired
signal enabling means comprises learning means for learn-
ing the desired set of signals.

62. A method according to claim 49 wherein said desired
signal enabling means comprises protocol providing means
for providing a protocol for the desired vehicle.

63. A method according to claim 49 wherein said desired
signal enabling means comprises device address providing
means for providing device addresses for the desired
vehicle.

64. A method according to claim 49 wherein said bus
interface comprises an inductive coupler; and wherein the
step of connecting comprises coupling to the data commu-
nications bus using the inductive coupler.
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security function control circuit and associated interface for
interfacing to the data communications bus. The system also
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face for interfacing to the data communications bus, and a
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system controller to operate using a desired set of signals for
a corresponding desired vehicle from a plurality of sets of
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VEHICLE SECURITY SYSTEM FOR A
VEHICLE HAVING A DATA
COMMUNICATIONS BUS AND RELATED
METHODS

RELATED APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 09/023,838 filed Feb. 13, 1998, now U.S. Pat.
No. 6,011,460, which, in turn, is a continuation-in-part of
U.S. patent application Ser. No. 08/701,356 filed Aug. 22,
1996, now U.S. Pat. No. 5,719,551, the entire disclosures of
each of which are incorporated herein by reference.

FIELD OF THE INVENTION

This application is related to the field of security systems
and, more particularly, to a security system and related
methods for vehicles.

BACKGROUND OF THE INVENTION

Vehicle security systems are widely used to deter vehicle
theft, prevent theft of valuables from a vehicle, deter
vandalism, and to protect vehicle owners and occupants. A
typical automobile security system, for example, includes a
central processor or controller connected to a plurality of
vehicle sensors. The sensors, for example, may detect open-
ing of the trunk, hood, doors, windows, and also movement
of the vehicle or within the vehicle. Ultrasonic and micro-
wave motion detectors, vibration sensors, sound
discriminators, differential pressure sensors, and switches
may be used as sepsors. In addition, radar sensors may be
used to monitor the area proximate the vehicle.

The controller typically operates to give an alarm indica-
tion in the event of triggering of a vehicle sensor. The alarm
indication may typically be a flashing of the lights and/or the
sounding of the vehicle horn or a siren. In addition, the
vehicle fuel supply and/or ignition power may be selectively
disabled based upon an alarm condition.

A typical security system also includes a receiver asso-
ciated with the controller that cooperates with one or more
remote transmitters typically carried by the user as
disclosed, for example, in U.S. Pat. No. 4,383,242 to Sass-
over et al. and U S. Pat. No. 5,146,215 to Drori. The remote
transmitter may be used to arm and disarm the vehicle
security system or provide other remote control features
from a predetermined range away from the vehicle. Also
related to remote control of a vehicle function U.S. Pat. No.
5,252,966 to Lambropoulous et al. discloses a remote key-
less entry system for a vehicle. The keyless entry system
permits the user to remotely open the vehicle doors or open
the vehicle trunk using a small handheld transmitter.

Unfortunately, the majority of vehicle security systems
need to be directly connected by wires to individual vehicle
devices, such as the vehicle horn or door switches of the
vehicle. In other words, a conventional vehicle security
system is hardwired to various vehicle components, typi-
cally by splicing into vehicle wiring harnesses or via inter-
posing T-harmesses and connectors. The number of electrical
devices in a vehicle has increased so that the size and
complexity of wiring harnesses has also increased. For
example, the steering wheel may include hom switches, an
airbag, turn-signal and headlight switches, wiper controls,
cruise control switches, ignition wiring, an emergency
flasher switch, and/or radio controls. Likewise, a door of a
vehicle, for example, may include window controls, locks,
outside mirror switches, and/or door-panel light switches.
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In response to the increased wiring complexity and costs,
vehicle manufacturers have begun attempts to reduce the
amount of wiring within vehicles to reduce weight, reduce
wire routing problems, decrease costs, and reduce compli-
cations which may arise when troubleshooting the electrical
system. For example, some manufacturers have adopted
multiplexing schemes to reduce cables to three or four wires
and to simplify the exchange of data among the various
onboard electronic systems as disclosed, for example, in
“The Thick and Thin of Car Cabling” by Thompson appear-
ing in the IEEE Spectrum, February 1996, pp. 42—45.

Implementing multiplexing concepts in vehicles in a
cost-effective and reliable manner may not be easy. Suc-
cessful implementation, for example, may require the devel-
opment of low or error-free communications in what can be
harsh vehicle environments. With multiplexing technology,
the various electronic modules or devices may be linked by
a single signal wire in a bus also containing a power wire,
and one or more ground wires. Digital messages are com-
municated to all modules over the data communications bus.
Each message may have one or more addresses associated
with it so that the devices can recognize which messages to
ignore and which messages to respond to or read.

The Thompson article describes a number of multiplexed
networks for vehicles. In particular, the Grand Cherokee
made by Chrysler is described as having five multiplex
nodes or controllers: the engine controller, the temperature
controller, the airbag controller, the theft alarm, and the
overhead console. Other nodes for different vehicles may
include a transmission controller, a trip computer, an instru-
meant cluster controller, an antilock braking controller, an
active suspension controller, and a body controller for
devices in the passenger compartment.

A pumber of patent references are also directed to digital
or multiplex communications networks or circuits, such as
may be used in a vehicle. For example, U.S. Pat. No.
4,538,262 Sinniger et al. discloses a multiplex bus system
including a master control unit and a plurality of receiver-
transmitter units connected thereto. Similarly, U.S. Pate. No.
4,055,772 to Leung discloses a power bus in a vehicle
controlled by a low current digitally coded Communications
system. Other references disclosing various vehicle multi-
plex control systems include, for example, U.S. Pat. No.
4,760,275 to Sato et al.; U.S. Pat. No. 4,697,092 to Roggen-
dorf et al.; and U.S. Pat. No. 4,792,783 to Burgess et al.

Several standards have been proposed for vehicle multi-
plex networks including, for example, the Society of Auto-
motive Engineers “Surface Vehicle Standard, Class B Data
Communications Network Interface”, SAE J1850, July
1995. Another report by the SAE is the “Surface Vehicle
Information Report, Chrysler Sensor and Control (CSC) Bus
Multiplexing Network for Class ‘A’ Applications”, SAE
J2058, July 1990. Many other networks are also being
implemented or proposed for communications between
vehicle devices and nodes or controllers.

Unfortunately, conventional vehicle security systems for
hardwired connection to vehicle devices, such as aftermar-
ket vehicle security systems, are not readily adaptable to a
vehicle including a data communications bus. Moreover, a
vehicle security system if adapted for a communications bus
and devices for one particular model, model year, and
manufacturer, may not be compatible with any other models,
model years, or manufacturers. Other systems for remote
control of vehicle functions may also suffer from such
shortcomings.

SUMMARY OF THE INVENTION

In view of the foregoing background, it is therefore an
object of the present invention to provide a vehicle security
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system and associated method which is readily adapted or
adaptable for installation in a vehicle having a data com-
munications bus.

This and other objects, advantages and features in accor-
dance with the present invention are provided by a vehicle
security system for a vehicle of a type including a data
communications bus connecting a plurality of vehicle
devices and preferably includes at least one security function
control circuit and associated interface for interfacing to the
data communications bus, and a security system controller
and associated interface for interfacing to the data commu-
nications bus. In addition the system also preferably
includes a desired signal enabling circuit or means for
enabling the security system controller to operate using a
desired set of signals for a corresponding desired vehicle
from a plurality of sets of signals for different vehicles. This,
in turn, permits the security system controller to communi-
cate with the at least one security function control circuit.
For example, the at least one vehicle function control circuit
may be an engine control circuit, such as a starter control
circuit, or at least ope of an ignition and fuel control circuit.
The vehicle function control circuit may also alternately be,
or additionally include, a door lock control circuit.

Accordingly, the desired signal enabling means permits
the alarm controller to communicate with the vehicle secu-
rity function control circuit, such as the engine control or
door lock circuit via the data communications bus. The
security system is thus advantageously compatible with
many different types of vehicle data communications for-
mats or protocols.

The desired signal enabling means may preferably include
a memory for storing a plurality of sets of signals for
different vehicles, and selecting means for selecting the
desired set of signals from the plurality of different sets of
signals. In one embodiment, the selecting means may com-
prise user selecting means for permitting a user to select the
desired set of signals. In another embodiment, the selecting
means may comprise determining means for determining the
desired set of signals based upon signals on the data com-
mupnications bus.

The memory may include device address memory means
for storing a plurality of different sets of signals represen-
tative of different device addresses for different vehicles.
Alternatively, or in addition thereto, the memory may com-
prise protocol memory means for storing a plurality of
different protocols for different vehicles.

In yet another embodiment, the desired signal enabling
means may comprise learning means for learning the desired
set of signals. For example, the learning means may com-
prise downloading learning means for learning the desired
set of signals from another device, such as a temporarily
connected portable laptop computer, and/or central station.
In particular, the security system may interface to a cellular
telephone or satellite receiver and the desired set of signals
may be downloaded from 2 ceotral station, or may be
downloaded from a computer temporarily connected to the
security system. In another variation, the learning means
may comprise bus learning means for learning the desired
set of signals based upon signals on the data communica-
tions bus. The security system, according to another aspect
of the invention, may also interface with an existing vehicle
controller or a communications bus node which is opera-
tively connected to the data communications bus.

A method aspect of the invention is for controlling a
vehicle security function for a vehicle of a type including a
data communications bus, and at least one security function
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control circuit and associated interface for interfacing to the
data communications bus. The method preferably comprises
the steps of: interfacing a security system controller to the
data communications bus, and enabling the security system
controller to operate using a desired set of signals for a
corresponding desired vehicle from a plurality of sets of
signals for different vehicles for permitting the security
system controller to communicate with the at least one
security function control circuit. The at least one vehicle
function control circuit may comprise an engine control
circuit. Alternately, or in addition, the security function
control circuit may comprise a door lock circuit.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic block diagram of the vehicle
security system in accordance with the invention.

FIG. 2 is a schematic diagram of a remote transmitter of
the vehicle security system in accordance with the invention.

FIG. 3 is a schematic block diagram of a portion of a first
embodiment of the vehicle security system in accordance
with the present invention.

FIG. 4 is a schematic block diagram of a portion of a
second embodiment of the vehicle security system in accor-
dance with the present invention.

FIG. § is a schematic block diagram of a portion of a third
embodiment of the vehicle security system in accordance
with the present invention.

FIG. 6A is a schematic block diagram of a portion of a
fourth embodiment of the vehicle security system in accor-
dance with the present invention.

FIG. 6B is a schematic block diagram of a portion of a
variation of the fourth embodiment of the vehicle security
system in accordance with the present invention.

FIG. 7 is a schematic block diagram of the vehicle
security system in accordance with the present invention.

FIG. 8 is a schematic block diagram of a remote keyless
entry system in accordance with the present invention.

FIG. 9 is a schematic block diagram of a remote engine
starting system in accordance with the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

The present invention will now be described more fully
hereinafter with reference to the accompanying drawings in
which preferred embodiments of the invention are shown.
This invention may, however, be embodied in many different
forms and should not be construed as limited to the illus-
trated embodiments set forth herein. Rather, these embodi-
ments are provided so that this disclosure will be thorough
and complete, and will fully convey the scope of the
invention to those skilled in the art. Like numbers refer to
like elements throughout. Prime and multiple prime notation
are used in alternate embodiments to indicate similar ele-
ments.

Referring now to the schematic block diagram of FIG. 1,
a vehicle security system 10 according to one aspect of the
invention is first described. The security system includes a
controller 11 which, in turn, in the illustrated embodiment
includes a central processing unit (CPU) or microprocessor
12 operating under stored program control.

In the illustrated embodiment, a transmitter and receiver
13 are connected to the CPU 12 for receiving signals from
a remote transmitter and for transmitting signals to a remote
unit, as will be described in greater detail below. As would
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be readily understood by those skilled in the art, the trans-
mitter portion of the controller 11 may not be needed in
some embodiments of the invention. An antenna 134 is
illustratively connected to the transmitter and receiver 13,

In the illustrated embodiment, the CPU 12 is also opera-
tively connected to a memory (EEPROM) 14 and a data
communications bus interface 15 which provides both input
and output interfaces to various vehicle devices. As would
be readily understood by those skilled in the art, the CPU 12
may alternately or additionally have its own on-board
memory.

The data communications bus interface 18 is illustratively
connected to various vehicle input devices including: an
ignition switch 20; a key in the ignition sensor 21; two zone
sensors 22a, 22b; conventional trunk hood and door pin
sensors or switches 23, 24, and 28, respectively; and door
lock switches 28. In addition, a pre-warn sensor 26 and valet
switch 27 also provide inputs to the controller 11 in the
illustrated embodiment. As would be readily understood by
those skilled in the art, other inputs are also contemplated by
the present invention and are generally described herein by
the term sepsor. In addition, an input signal may also be
received from a remote transmitter 50 (FIG. 2).

The data communications bus interface 15 of the control-
ler 11 may also preferably be connected to a plurality of
output devices. The outputs may include auxiliary relay
outputs 30, such as for window control, remote starting, or
a remote alarm indication, as would be readily understood
by those skilled in the art. A siren and/or lights 31, and green
and red light emitting diodes (LEDs) 32, 33 for dashboard
mounting are also illustratively connected to the controller
11. Other outputs may be directed to a valet LED 34, a dome
light 36, a central lock relay or lock control unit 41, a starter
kill circuit 42, and an armed relay output 43. In addition,
other outputs may be directed to one or more of an audible
tone generator 37, an alphanumeric display 44, a speech
message annunciator 45, and a vibration transducer 46, as
will be readily appreciated by those skilled in the art. Other
similar indicating devices are also contemplated by the
present invention, as would be readily understood by those
skilled in the art. Some of the illustrated devices may be
hardwired to various control nodes as would be readily
understood by those skilled in the art. The control nodes may
be connected by the data communications bus as would also
be known to those skilled in the art.

Referring now more particularly to FIG. 2, a remote
transmitter 5@ in accordance with the invention is described.
The remote transmitter 50 illustratively includes a housing
51 and a plurality of first momentary contact switches
52a-52d carried by the housing. A second momentary
contact switch 53 and an indicating light, such as the
illustrated LED 54 are also carried by or mounted on the
housing 51. As would be readily understood by those skilled
in the art, the remote transmitter 50 is typically relatively
small and includes an opening 55 for facilitating connection
to a vehicle key ring, for example. In addition, the remote
transmitter S0 includes a central processing unit or micro-
processor 56 operatively connected to the plurality of first
switches 52a—52d, the second switch 53, and the LED 54.
The microprocessor is also connected to a transmitter and/or
receiver circuit 57 and its associated antenna 57a for trans-
mitting and/or receiving signals to and from the controller 11
of the vehicle security system 10. Accordingly, the term
“remote transmitter” is used broadly herein to describe the
embodiment also including receiver means.

The remote transmitter 50 may also include a numeric or
alphanumeric display 58, and a speaker 59 coupled to an
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audible tone generator or a speech message generator, as
may be provided by the microprocessor 56. A vibration
transducer, not shown, may also be incorporated into the
remote transmitter S0 for communicating to the user as
would be readily understood by those skilled in the art.

Of course, as will be readily appreciated by those skilled
in the art, the remote transmitter may be a central station, for
example, rather than a handheld unit 50 as shown in FIG. 2.
Also the remote transmitter may include a handheld unit that
communicates first to a central station. Other forms of
remote transmitters are also contemplated by the invention
as will be understood by those skilled in the art.

Turning now additionally to FIG. 3 a first embodiment of
the desired signal enabling means 17 is described. The
vehicle security system 10 preferably comprises a vehicle
security sensor and associated sensor bus interface means 60
for interfacing the vehicle security sensor to the data com-
munications bus 62. The vehicle security system 10 also
preferably includes an alarm indicator and associated alarm
indicator bus interface means 64 for interfacing the alarm
indicator to the data communications bus. Examples of
vehicle security sensors and alarm indicators are described
above in greater detail with reference to FIG. 1.

The security system 10 further preferably comprises
desired signal enabling means 17 for enabling the alarm
controller 10 to operate using a desired set of signals for a
desired vehicle from among a plurality of possible sets of
signals for different vehicles. As would be readily under-
stood by those skilled in the art, the term different vehicles
may include vehicles from different manufacturers, different
models, or even different trim levels of the same make and
model. Accordingly, the desired signal enabling means 17
permits the alarm controller, that is, the security CPU and
bus interface 65, to communicate with the vehicle security
sensor and the alarm indicator via the data communications
bus 62 so that the CPU is capable of operating the alarm
indicator responsive to the vehicle security sensor.

The data communications bus 62 may preferably be a
multiplexed data bus as would be readily understood by
those skilled in the art. Accordingly, the sensor bus interface
means, the alarm bus interface means, and the alarm con-
troller bus interface means may each comprise multiplexing
means for interfacing with the multiplexed data bus of the
vehicle. For example, any of the various multiplexing
schemes as disclosed in “The Thick and Thin of Car
Cabling” by Thompson appearing in the IEEE Spectrum,
February 1996, pp. 4245 may be used. Other data bus
connection schemes are also contemplated by the present
invention.

As illustrated in FIG. 3, one embodiment of the desired
signal enabling means 17 may preferably include a memory
70 for storing a plurality of sets 72z, 72b and 72n of signals
for different vehicles, and selecting means for selecting the
desired set of signals from the plurality of different sets of
signals for different vehicles. By storing sets of signals is
meant storing information or data necessary to generate the
desired signals on the data bus 62 as would be readily
understood by those skilled in the art. The memory 70 may
include device address memory means for storing a plurality
of different sets of signals representative of different device
addresses for different vehicles. Alternatively, or in addition
thereto, the memory means may comprise protocol memory
means for storing a plurality of different protocols for
different vehicles. One or more other control nodes and
associated bus interfaces 66 may also be connected to the
data communications bus 62 as would also be readily
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understood by those skilled in the art. For example, other
control nodes may include an engine controller thereby
permitting the alarm controller to disable the engine, or the
body controller thereby permitting the alarm controller to
control the vehicle door locks as would be readily under-
stood by those skilled in the art.

In the illustrated embodiment of FIG. 3, the selecting
means may comprise user selecting means 75 for permitting
a user to select the desired set of signals. A keypad or other
input means may be used to permit the user to select the
desired signal set for his vehicle. The valet switch 27 (FIG.
1), for example, may also be operated by the user to select
the desired signal set. The user may select the desired set of
signals by eatering a unique digital code similar to the
selection of signals for a home electronics universal remote
control. Other techniques for permitting the user to select the
desired signal set from a plurality of stored sets are also
contemplated by the invention as would be readily appre-
ciated by those Skilled in the art.

Referring now additionally to FIG. 4 another embodiment
of the desired signal enabling means 17' is described in
accordance with the security system 10' of the present
invention. In this embodiment, the sclecting means may
comprise bus determining means 77 for determining the
desired set of signals based upon signals on the data com-
munications bus. For example, the bus determining means
could determine the desired set of signals based upon sensed
voltage levels or based upon the timing of signal pulses on
the data communications bus 62. The other components of
this embodiment of the desired signal enabling means 17" are
similar to those described above with reference to FIG. 3 and
need no further description.

Yet another embodiment of the security system 10"
according to the invention is explained with reference to
FIG. 5. In this illustrated embodiment the desired signal
enabling means 17" includes a desired signal set memory 81
operatively connected to the illustrated bus learning means
80. The bus learning means 80 may determine and store in
the signal set memory 81 the protocol and/or device
addresses for the vehicle devices. For example, the bus
learning means 80 may permit the user to operate various
vehicle devices and store a desired signal sct based thereon
as would be readily understood by those skilled in the art.
The other components of the desired signal enabling means
17" are similar to those described above with reference to
FIG. 3 and need no further description.

Still another embodiment of the desired signal enabling
means 17" is explained with reference to FIG. 6A. The
desired signal enabling means 17" includes a signal set
memory 81 operatively connected to the schematically illus-
trated download learning means 84. The download learning
means 84 may include an interface connected to the illus-
trated vehicle cellular telephone 86 to permit learning or
downloading of the desired signal set from a remote or
central monitoring and control station 88, for example. The
desired signal set may also alternately be learned from the
central station 88 through the satellite link provided by the
satellite 110 and vehicle mounted satellite receiver 111 and
associated antennas. As would be readily understood by
those skilled in the art, the download learning means, as well
as the other desired signal enabling leans may be imple-
mented by software in the CPU 12 of the controller 11 or in
a separate mMiCTOProcessor or Circuits.

Turning now additionally to FIG. 6B, another variation of
programming, learning or downloading of the download
learning means 84 is explained. In this variation the down-
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load learning means 84 is temporarily connected to a
computer, such as the illustrated portable laptop computer
115. The connection, may be via a wire cable or wireless
communications link as will be readily understood by those
skilled in the art. Of course, the desired signal enabling
means 17" in this embodiment may be programmed in the
vehicle or prior to installation in the vehicle.

One implementation of the security system 10 is shown in
FIG. 7 and includes the vehicle security controller 11. The
remote transmitter 50 can switch the controller 11 between
the armed and disarmed modes. The controller 11 in the
armed mode is capable of generating an alarm indication via
the siren 31 (FIG. 1) and based upon the door switches 25
(FIG. 1), for example. The communications are via the data
communications bus 62, and are based upon the desired
signal set from the desired signal enabling means 17.

The features and aspects described above may also be
readily implemented into other vehicle related systems, such
as for performing remote control functions. As shown in
FIG. 8, the invention may be embodied in a remote keyless
entry system 90 including a remote keyless entry controller
91 operated by a remote handheld transmitter 93. The
controller 91 communicates with the door lock motors 94
and illustrated trunk release 96 via the data communications
bus 62. The remote keyless entry system 90 also includes the
desired signal enabling means 17 which permits the con-
troller 91 to perform the desired door locking and trunk
release remote control functions or operations as would also
be readily understood by those skilled in the art. As would
be readily appreciated by those skilled in the art, any of the
desired signal enabling means described herein and equiva-
lent thereto may be used for the remote keyless entry system
90 in accordance with the present invention.

Turning now to FIG. 9, yet another vehicle associated
remote control function is illustrated and now explained.
The remote engine starting system 100 includes a remote
start controller 101 operable by a remote transmitter 103.
The remote controller 101 may communicate via the data
communications bus 62 to enable the ignition and fuel
systems 106 and crank the engine starter 104. Various
sensors may also be monitored as would be readily under-
stood by those skilled in the art.

A method aspect of the invention is for operating a vehicle
security system 10 for a vehicle of a type including a data
communications bus 62 connecting a plurality of vehicle
devices. The method preferably comprises the steps of
interfacing an alarm controller 11 to the data communica-
tions bus 62, and enabling the alarm controller to operate
using a desired set of digital signals for a desired vehicle
from a plurality of possible sets of signals for different
vehicles to thereby permit the alarm controller to commu-
nicate with at least one of a vehicle security sensor 60 and
an alarm indicator 64 via the data communications bus 62
(FIG. 3). Accordingly, the alarm controller is capable of
operating the alarm indicator responsive to the vehicle
security sensor and via the data communication bus.

Another method of the invention is for remotely control-
ling a vehicle function for a vehicle of a type including a data
communications bus 62 connecting a plurality of vehicle
devices, and a vehicle function controller and associated bus
interface means for interfacing the vehicle function control-
ler to the data communications bus. The method comprising
the steps of: enabling the vehicle function controller to
operate using a desired set of signals for a desired vehicle
from a plurality of sets of signals for different vehicles for
permitting the vehicle function controller to communicate
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via the data communications bus with at least one of the
vehicle devices; and receiving a signal at the vehicle from a
remote transmitter so that the vehicle function controller
remotely controls a vehicle function responsive to the
remote transmitter.

Those of skill in the art will readily recognize the benefits
and advantages of the present invention for aftermarket
security systems and other aftermarket systems for imple-
menting remote control functions wherein compatibility
with a potentially large number of different protocols and/or
device addresses is desired. Of course, many modifications
and other embodiments of the invention will come to the
mind of one skilled in the art having the benefit of the
teachings presented in the foregoing descriptions and the
associated drawings. Accordingly, it is understood that the
invention is not to be limited to the illustrated embodiments
disclosed, and that the modifications and embodiments are
intended to be included within the spirit and scope of the
appended claims.

That which is claimed is:

1. A vehicle security system for a vehicle of a type
including a data communications bus, said vehicle security
system comprising:

at least one security function control circuit and associ-

ated interface for interfacing to the data communica-
tions bus;
a security system controller and associated interface for
interfacing to the data communications bus; and

desired signal enabling means for enabling said security
system controller to operate using a desired set of
signals for a corresponding desired vehicle from a
plurality of sets of signals for different vehicles for
permitting said security system controller to commu-
nicate with said at least one security function control
circuit.

2. A vehicle security system according to claim 1 wherein
said at least one security function control circuit comprises
an engine control circuit.

3. A vehicle security system according to claim 2 wherein
said engine control circuit comprises a starter control circuit.

4. A vehicle security system according to claim 2 wherein
said engine coptrol circuit comprises at least one of an
ignition and fuel control circuit.

5. A vehicle security system according to claim 1 wherein
said at least one security function control circuit comprises
a door lock control circuit.

6. A vehicle security system according to claim 1 further
comprising a receiver connected to said security system
controller; and wherein said security system controller selec-
tively operates said at least one security function control
circuit based upon remote signals received by said receiver.

7. A vehicle security system according to claim 6 further
comprising a remote transmitter for generating the remote
signals.

8. A vehicle security system according to claim 1 wherein
said desired signal enabling means comprises:

a memory for storing a plurality of sets of signals for

different vehicles; and

selecting means for selecting the desired set of signals

from the plurality of different sets of signals for dif-
ferent vehicles.

9. A vehicle security system according to claim 8 wherein
said selecting means comprises user selecting means for
permitting a user to select the desired set of signals.

10. A vehicle security system according to claim 8
wherein said selecting means comprises bus determining
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means for determining the desired set of signals based upon
signals on the data communications bus.

11. A vehicle security system according to claim 8
wherein said memory comprises device address memory
means for storing a plurality of different sets of signals for
different device addresses.

12. A vehicle security system according to claim 8
wherein said memory comprises protocol memory means for
storing a plurality of different sets of signals for different
protocols.

13. A vehicle security system according to claim 1
wherein said desired signal enabling means comprises bus
learning means for learning the desired set of signals based
upon signals on the data communications bus.

14. A vehicle security system according to claim 1
wherein said desired signal enabling means comprises
download learning means for learning the desired set of
signals from a downloading device.

15. A vehicle security system according to claim 14
wherein said downloading learning means comprises means
for learning the desired set of signals from a computer
temporarily connected thereto.

16. A vehicle security system according to claim 1
wherein said desired signal enabling means comprises pro-
tocol providing means for providing a protocol for the
desired vehicle.

17. A vehicle security system according to claim 1
wherein said desired signal enabling means comprises
device address providing means for providing device
addresses for the desired vehicle.

18. A vehicle security system according to claim 1
wherein further comprising a vehicle security sensor and
associated interface for interfacing to the data communica-
tions bus; and wherein said vehicle security system control-
ler operates responsive to the vehicle security sensor.

19. A vehicle security system according to claim 1
wherein further comprising a vehicle alarm indicator and
associated interface for interfacing to the data communica-
tions bus; and wherein said vehicle security system control-
ler operates said alarm indicator.

20. A vehicle security system for a vehicle of a type
including a data communications bus, said vehicle security
system comprising:

an engine control circuit and associated interface for

interfacing to the data communications bus;
a security system controller and associated interface for
interfacing to the data communications bus; and

desired signal enabling means for enabling said security
system controller to operate using a desired set of
signals for a corresponding desired vehicle from a
plurality of sets of signals for different vehicles for
permitting said security system controller to commu-
nicate with said engine control circuit.

21. A vehicle security system according to claim 20
wherein said engine control circuit comprises a starter
control circuit.

22. A vehicle security system according to claim 20
wherein said engine control circuit comprises at least one of
an ignition and fuel control circuit.

23. A vehicle security system according to claim 20
further comprising a receiver connected to said security
system controller; and wherein said security system control-
ler selectively operates said engine control circuit based
upon remote signals received by said receiver.

24. A vehicle security system according to claim 23
further comprising a remote transmitter for generating the
remote signals.
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25. A vehicle security system according to claim 20
wherein said desired signal enabling means comprises:

a memory for storing a plurality of sets of signals for
different vehicles; and

selecting means for selecting the desired set of signals
from the plurality of different sets of signals for dif-
ferent vehicles.

26. A vehicle security system according to claim 2§
wherein said selecting means comprises user selecting
means for permitting a user to select the desired set of
signals.

27. A vehicle security system according to claim 25
wherein said selecting means comprises bus determining
means for determining the desired set of signals based upon
signals on the data communications bus.

28. A vehicle security system according to claim 28§
wherein said memory comprises device address memory
means for storing a plurality of different sets of signals for
different device addresses.

29. A vehicle security system according to claim 28
wherein said memory comprises protocol memory means for
storing a plurality of different sets of signals for different
protocols.

30. A vehicle security system according to claim 20
wherein said desired signal enabling means comprises bus
learning means for learning the desired set of signals based
upon signals on the data communications bus.

31. A vehicle security system according to claim 20
wherein said desired signal enabling means comprises
download leaming means for leaming the desired set of
signals from a downloading device.

32. A vehicle security system according to claim 31
wherein said downloading learning means comprises means
for learning the desired set of signals from a computer
temporarily connected thereto.

33. A vehicle security system according to claim 20
wherein said desired signal enabling means comprises pro-
tocol providing means for providing a protocol for the
desired vehicle.

34. A vehicle security system according to claim 20
wherein said desired signal enabling means comprises
device address providing means for providing device
addresses for the desired vehicle.

35. A vehicle security system for a vehicle of a type
including a data communications bus, said vehicle security
system comprising:

a door lock control circuit and associated interface for

interfacing to the data communications bus;

a security system controller and associated interface for

interfacing to the data communications bus; and

desired signal enabling means for enabling said security
system controller to operate using a desired set of
signals for a corresponding desired vehicle from a
plurality of sets of signals for different vehicles for
permitting said security system controller to commu-
picate with said door lock control circuit.

36. A vehicle security system according to claim 385
further comprising a receiver connected to said security
system controller; and wherein said security system control-
ler selectively operates said door lock control circuit based
upon remote signals received by said receiver.

37. A vehicle security system according to claim 36
further comprising a remote transmitter for generating the
remote signals.

38. A vehicle security system according to claim 35
wherein said desired signal enabling means comprises:
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a memory for storing a plurality of sets of signals for

different vehicles; and

selecting means for selecting the desired set of signals

from the plurality of different sets of signals for dif-
ferent vehicles.

39. A vehicle security system according to claim 38
wherein said selecting means comprises user selecting
means for permitting a user to select the desired set of
signals.

40. A vehicle security system according to claim 38
wherein said selecting means comprises bus determining
means for determining the desired set of signals based upon
signals on the data communications bus.

41. A vehicle security system according to claim 38
wherein said memory comprises device address memory
means for storing a plurality of different sets of signals for
different device addresses.

42. A vehicle security system according to claim 38
wherein said memory comprises protocol memory means for
storing a plurality of different sets of signals for different
protocols.

43. A vehicle security system according to claim 3§
wherein said desired signal enabling means comprises bus
learning means for learning the desired set of signals based
upon signals on the data communications bus.

44. A vehicle security system according to claim 35
wherein said desired signal enabling means comprises
download learning means for learning the desired set of
signals from a downloading device.

48. A vehicle security system according to claim 44
wherein said downloading learning means comprises means
for learning the desired set of signals from a computer
temporarily connected thereto.

46. A vechicle security system according to claim 3§
wherein said desired signal enabling means comprises pro-
tocol providing means for providing a protocol for the
desired vehicle.

47. A vehicle security system according to claim 35
wherein said desired signal epabling means comprises
device address providing means for providing device
addresses for the desired vehicle.

48. A method for controlling a vehicle security function
for a vehicle of a type including a data communications bus,
and at least one security function control circuit and asso-
ciated interface for interfacing to the data communications
bus, the method comprising the steps of:

interfacing a security system controller to the data com-

munications bus; and

enabling the security system controller to operate using a

desired set of signals for a corresponding desired
vehicle from a plurality of sets of signals for different
vehicles for permitting the security system controller to
communicate with the at least one security function
control circuit.

49. A method according to claim 48 wherein the at least
one vehicle function control circuit comprises an engine
control circuit.

50. A method according to claim 49 wherein the engine
control circuit comprises a starter control circuit.

51. A method according to claim 49 wherein the engine
control circuit comprises at least one of an ignition and fuel
control circuit.

52. A method according to claim 48 wherein the at least
one vehicle function control circuit comprises a door lock
control circuit.

53. A method according to claim 48 further comprising
the steps of receiving remotely generated signals, and caus-
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ing the security system controller to selectively operate the
at least one security function control circuit based upon the
received signals.

54. A method according to claim 48 wherein the step of
enabling comprises the steps of:

storing in a memory a plurality of sets of signals for
different vehicles; and

selecting the desired set of signals from the plurality of

different sets of signals for different vehicles.

55. A method according to claim 54 wherein the step of
selecting comprises permitting user selection of the desired
set of signals.

56. A method according to claim 54 wherein the step of
selecting comprises determining the-desired set of signals
based upon signals on the data communications bus.

5
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57. A method according to claim 54 wherein the step of
storing in memory comprises storing a plurality of different
sets of signals representative of different device addresses.

58. A method according to claim 54 wherein the step of
storing in memory comprises storing a plurality of different
sets of signals representative of different protocols.

59. A method according to claim 48 wherein the step of
enabling comprises the step of learning the desired set of
signals based upon signals on the data communications bus.

60. A method according to claim 48 wherein the step of
enabling comprises the step of downloading the desired
signals from a downloading device.

* X  x k¥
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REMOTE VEHICLE FUNCTION CONTROL
SYSTEM USING DATA BUS ADAPTOR
CARTRIDGE AND ASSOCIATED METHODS

RELATED APPLICATIONS

The present application is a continuation-in-part of U.S.
patent application Ser. No. 09/583,257 filed May 31, 2000,
which in turn, is a continuation-in-part of U.S. patent
application Ser. No. 09/382,245 filed Aug. 25, 1999, now
U.S. Pat. No. 6,275,147 which in turn, is a continuation of
U.S. Pat. Ser. No. 09/023,838 filed Feb. 13, 1998 now U.S.
Pat. No. 6,011,460, which in turg, is a continuation-in-part
of U.S. patent application Ser. No. 08/701,356 filed Aug. 22,
1996, now U.S. Pat. No. 5,719,551.

FIELD OF THE INVENTION

This application is related to the field of control systems
and, more particularly, to a remote control system and
related methods for vehicles.

BACKGROUND OF THE INVENTION

Vehicle security systems are widely used to deter vehicle
theft, prevent theft of wvaluables from a vehicle, deter
vandalism, and to protect vehicle owners and occupants. A
typical automobile security system, for example, includes a
central processor or controller connected to a plurality of
vehicle sensors. The sensors, for example, may detect open-
ing of the trunk, hood, doors, windows, and also movement
of the vehicle or within the vehicle. Ultrasonic and micro-
wave motion detectors, vibration sensors, sound
discriminators, differential pressure sensors, and switches
may be used as sensors. In addition, radar sensors may be
used to monitor the area proximate the vehicle.

The controller typically operates to give an alarm indica-
tion in the event of triggering of a vehicle sensor. The alarm
indication may typically be a flashing of the lights and/or the
sounding of the vehicle horn or a siren. In addition, the
vehicle fuel supply and/or ignition power may be selectively
disabled based upon an alarm condition.

A typical security system also includes a receiver asso-
ciated with the controller that cooperates with one or more
remote transmitters typically carried by the user as
disclosed, for example, in U.S. Pat. No. 4,383,242 to Sass-
over et al. and U.S. Pat. No. 5,146,215 to Drorn. The remote
transmitter may be used to arm and disarm the vehicle
security system or provide other remote control features
from a predetermined range away from the vehicle. Also
related to remote control of a vehicle function U.S. Pat. No.
5,252,966 to Lambropoulous et al. discloses a remote key-
less entry system for a vehicle. The keyless entry system
permits the user to remotely open the vehicle doors or open
the vehicle trunk using a small handheld transmitter.

Unfortunately, the majority of vehicle security systems
need to be directly connected by wires to individual vehicle
devices, such as the vehicle horn or door switches of the
vehicle. In other words, a conventional vehicle security
system is hardwired to various vehicle components, typi-
cally by splicing into vehicle wiring harnesses or via inter-
posing T-hamesses and connectors. The number of electrical
devices in a vehicle has increased so that the size and
complexity of wiring harnesses has also increased. For
example, the steering wheel may include horn switches, an
airbag, turn-signal and headlight switches, wiper controls,
cruise control switches, ignition wiring, an emergency
flasher switch, and/or radio controls. Likewise, a door of a
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vehicle, for example, may include window controls, locks,
outside mirror switches, and/or door-panel light switches.

In response to the increased wiring complexity and costs,
vehicle manufacturers have begun attempts to reduce the
amount of wiring within vehicles to reduce weight, reduce
wire routing problems, decrease costs, and reduce compli-
cations which may arise when troubleshooting the electrical
system. For e¢xample, some manufacturers have adopted
multiplexing schemes to reduce cables to three or four wires
and to simplify the exchange of data among the various
onboard electronic systems as disclosed, for example, in
“The Thick and Thin of Car Cabling” by Thompson appear-
ing in the IEEE Spectrum, February 1996, pp. 42-45.

Implementing multiplexing concepts in vehicles in a
cost-effective and reliable manner may not be easy. Suc-
cessful implementation, for example, may require the devel-
opment of low or error-free communications in what can be
harsh vehicle environments. With multiplexing technology,
the various electronic modules or devices may be linked by
a single signal wire in a bus also containing a power wire,
and one or more ground wires. Digital messages are com-
municated to all modules over the data communications bus.
Each message may have one or more addresses associated
with it so that the devices can recognize which messages to
ignore and which messages to respond to or read.

The Thompson article describes a number of multiplexed
networks for vehicles. In particular, the Grand Cherokee
made by Chrysler is described as having five multiplex
nodes or controllers: the engine controller, the temperature
controller, the airbag controller, the theft alarm, and the
overhead console. Other nodes for different vehicles may
include a transmission controller, a trip computer, an instru-
ment cluster controller, an antilock braking controller, an
active suspension controller, and a body controller for
devices in the passenger compartment.

A number of patent references are also directed to digital
or multiplex communications networks or circuits, such as
may be used in a vehicle. For example, U.S. Pat. No.
4,538,262 Sinniger et al. discloses a multiplex bus system
including a master control unit and a plurality of receiver-
transmitter units connected thereto. Similarly, U.S. Pat. No.
4,055,772 to Leung discloses a power bus in a vehicle
controlled by a low current digitally coded communications
system. Other references disclosing various vehicle multi-
plex control systems include, for example, U.S. Pat. No.
4,760,275 to Sato et al.; U.S. Pat. No. 4,697,092 to Roggen-
dorf et al.; and U.S. Pat. No. 4,792,783 to Burgess et al.

Several standards have been proposed for vehicle multi-
plex networks including, for example, the Society of Auto-
motive Engineers “Surface Vehicle Standard, Class B Data
Communications Network Interface”, SAE J1850, July
1995. Another report by the SAE is the “Surface Vehicle
Information Report, Chrysler Sensor and Control (CSC) Bus
Mutltiplexing Network for Class ‘A’ Applications”, SAE
J2058, July 1990. Many other networks are also being
implemented or proposed for communications between
vehicle devices and nodes or controllers.

Unfortunately, conventional vehicle control systems, such
as aftermarket vehicle security systems, are for hardwired
connection to vehicle devices and are not readily adaptable
to a vehicle including a data communications bus. Moreover,
a vehicle security system if adapted for a communications
bus and devices for one particular model, model year, and
manufacturer, may not be compatible with any other models,
model years, or manufacturers. Other systems for the control
of vehicle functions may also suffer from such shortcom-
ings.
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SUMMARY OF THE INVENTION

In view of the foregoing background, it is therefore an
object of the invention to provide a vehicle remote function
control system, such as for a vehicle including a data
communications bus, which can be readily interfaced to the
data communications bus.

This and other objects, features and advantages in accor-
dance with the present invention are provided by a system
including a remote function controller comprising a data bus
adaptor cartridge connector, and control circuitry coupled
thereto, and a data bus adaptor cartridge removably coupled
to the data bus adaptor cartridge connector. The data bus
adaptor cartridge is for permitting communications between
the control circuitry and at least one vehicle device over the
data communications bus. The adaptor cartridge may pro-
vide compatibility with a number of different vehicle types,
for example.

The control circuitry may further comprise a serial
interface, and the data bus adaptor cartridge may comprise
a serial interface to be coupled to the control circuitry. In
other embodiments, the control circuitry may comprise a
parallel interface, and the data bus adaptor cartridge may
comprise a parallel interface.

The control circuitry may generate digital command
codes. In these embodiments, the data bus adaptor cartridge
converts the digital command codes into data communica-
tions bus signals according to a desired protocol. The desired
protocol may be based upon at least one of a desired signal
level, a desired signal modulation scheme, and a desired
communication rate.

The control circuitry may also generate at least one set of
digital command codes comprising at least one working
command signal and at least one non-working command
signal for a given vehicle to thereby provide command
compatibility with a plurality of different vehicles. The
control circuitry may also read digital codes, and the data
bus adaptor cartridge may convert data communications bus
signals into digital codes according to a desired protocol for
the control circuitry. Again, the desired protocol may be
based upon at least one of a desired signal level, a desired
signal modulation scheme, and a desired communication
rate.

The control circuitry may be for storing a set of device
codes for a given vehicle device for a plurality of different
vehicles, for reading a device code from the data commu-
nications bus, and for determining a match between a read
device code and the stored device codes to thereby provide
reading compatibility with a plurality of different vehicles.

The data bus adaptor cartridge may comprise a memory,
and a download learning interface for storing in the memory
at least one of vehicle device codes and a desired protocol
for a given vehicle from a downloading device. In other
words, the data bus adaptor cartridge may be downloaded
with the vehicle specific digital codes and/or protocol.
Alternately, the data bus adaptor cartridge comprises a data
bus learning circuit for learning at least one of vehicle device
codes and a desired protocol for a given vehicle from signals
carried on the data bus.

The data bus adaptor cartridge may include at least one
first electrical conductor. The data bus adaptor cartridge
connector may also comprise at least one second electrical
conductor for engaging the at least one first electrical
conductor of the data bus adaptor cartridge. In addition, the
remote function controller may further comprise a circuit
board carrying the data bus adaptor cartridge connector and
the control circuitry.
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At least one remote transmitter may be provided for
operating the security controller. In these embodiments, the
control circuitry may comprise a receiver and a processor
connected thereto. The remote function controller may com-
prise at least one of a security controller, a remote keyless
entry controller, and a remote start controller.

In another embodiment, the data bus adaptor device may
comprise at least one integrated circuit. Accordingly, the
connector may be an integrated circuit socket.

A method aspect of the invention is for permitting a
remote function controller comprising control circuitry to
operate in a vehicle including a data communications bus
connecting a plurality of vehicle devices. The method may
include coupling a data bus adaptor cartridge connector to
the control circuitry, and removably coupling a data bus
adaptor cartridge to the data bus adaptor cartridge connector.
This may be done to permit communications between the
control circuitry and at Jeast one vehicle device over the data
communications bus.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic block diagram of a vehicle remote
control system in accordance with the invention.

FIG. 2 is a more detailed schematic block diagram of the
remote function controller and data bus adaptor cartridge as
shown in FIG. 1.

FIG. 3 is a more detailed schematic block diagram of
another embodiment of a remote function controller and data
bus adaptor cartridge in accordance with the invention.

FIG. 4 is a more detailed schematic block diagram of yet
another embodiment of a remote function controller and data
bus adaptor cartridge in accordance with the invention.

FIG. § is a schematic cross-sectional view of the data bus
adaptor cartridge and associated connector as shown in FIG.
1.

FIG. 6 is an exploded perspective view of an embodiment
of a data bus adaptor device in the form of an integrated
circuit, an integrated circuit socket, and a corresponding
circuit board portion of the remote function controller data
bus in accordance with another embodiment of the present
invention.

FIG. 7 is a schematic diagram illustrating processing of
command signals by the remote function controller of FIG.
1.

FIG. 8 is a schematic diagram illustrating processing of a
code read from the data communications bus in accordance
with an embodiment of the remote function controller of
FIG. 1.

FIG. 9 is a schematic diagram illustrating processing of a
code read from the data communications bus in accordance
with another embodiment of the remote function controller
of FIG. 1.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

The present invention will now be described more fully
hereinafter with reference to the accompanying drawings in
which preferred embodiments of the invention are shown.
This invention may, however, be embodied in many different
forms and should not be construed as limited to the illus-
trated embodiments set forth herein. Rather, these embodi-
ments are provided so that this disclosure will be thorough
and complete, and will fully convey the scope of the
invention to those skilled in the art. Like numbers refer to
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like elements throughout. Prime and double prime notation
are used in alternate embodiments to indicate similar ele-
ments.

Referring initially to FIGS. 1 and 2, a control system 20
for a vehicle 21 is now described. The control system 20
includes a remote function controller 25 connected to a data
communications bus 26 in the vehicle 21. The data com-
munications bus 26 may be any of several types, such as
compatible with the J1850 or CAN standards, or other type
of bus as will be appreciated by those skilled in the art.

The system 20 also includes a data bus adaptor cartridge
connector 30, and control circuitry 31 coupled thereto, and
a data bus adaptor cartridge 40 removably coupled to the
data bus adaptor cartridge connector. The data bus adaptor
cartridge 40 is for permitting communications between the
control circuitry 31 and at least one vehicle device over the
data communications bus 26.

The at least one vehicle device may include one or more
of vehicle door locks 21, an engine starter 22, and a siren or
lights 23 as schematically illustrated. One or more sensing
devices 24 may also be connected to the data communica-
tions bus 26. These types of vehicle devices 21-24 may
directly connected to the data communications bus 26 or
may be connected to communicate over the bus via another
intervening vehicle controller module as will be appreciated
by those skilled in the art. Other similar devices may also be
connected to the data communications bus 26, and those of
skill in the art will recognize that the system 20 of the
present invention can communicate with such other devices
as well.

The control circuitry 31 may include a parallel interface
32 for interfacing to a corresponding parallel interface 41 in
the data bus adaptor cartridge 40. The control circuitry 31
also illustratively includes a processor or CPU 33, a memory
34 connected to the CPU, and a receiver 35 connected to the
CPU. In other embodiments, the memory 34 may be incor-
porated in the CPU. An antenna 36 in the form of a wire as
shown in FIG. 1 may be connected to the receiver 35. The
control circuitry 31 may be in the form of integrated circuits
and/or discrete circuit components mounted on a printed
circuit board 37 as will be appreciated by those skilled in the
art.

The remote function controller 285 may also include lower
and upper housing shells 384, 38b assembled together and
enclosing most or all of the circuit board 37. As shown in
FIG. 1, for example, an end portion of the circuit board 37
may be exposed to permit the data bus adaptor cartridge 40
to be received in the connector 30 which is carried by this
exposed end portion.

A second connector 60 is also shown in the illustrated
embodiment, and this connector may be used to interface to
a device not connected to the data communications bus 26.
For example, this second connector 60 could permit cou-
pling to an indicator LED, or other similar device. Of course,
in other embodiments, this second connector 60 is not
needed.

The data bus adaptor cartridge 40 may also include its
own circuit board 42 which carries one or more integrated
and/or discrete electronic components. The cartridge 42 may
also include its own housing shell 43, although this may not
be needed in other embodiments as will be explained in
greater detail below.

The data bus adaptor cartridge 40 may include a processor
or CPU 44, and a memory 45 connected thereto. Also the
cartridge 40 includes a connector portion 46 which mates
with the data bus adaptor connector 30 carried by the remote
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function controller 25. The illustrated cartridge 40 also
includes a parallel interface 50 which cooperates with the
parallel interface 32 of the remote function controller 25 to
permit the exchange of signals therewith.

The data bus adaptor cartridge 40 also illustratively
includes a data bus interface 51. This interface §1 sends and
receives signals from the data communicatjons bus 26 at the
proper signal levels, modulation scheme, and/or data rates as
will be appreciated by those skilled in the art. The signals are
illustratively carried by wires 52 which terminate at a
connector 53. This connector 53 is illustratively connected
to the data bus connector 54.

The receiver 36 may receive signals from a small hand-
held transmitter 27 and/or from a fixed remote transmitter 28
as will be appreciated by those skilled in the art. The remote
transmitter may also be a geostationary or moving satellite
in other embodiments. The remote transmitter 27, 28 sends
signals to the system 20 to cause various operations at the
vehicle. For example, the remote. function controller 25 may
be for a security system and the user may wish to switch
between armed and disarmed modes. The remote function
controller 25 may also be for remote keyless entry in which
case the transmitter signals relate to locking and unlocking
the vehicle doors. The remote function controller 28 may
also be for remote starting the vehicle engine in which case
the signals relate to starting the engine as will be appreciated
by those skilled in the art. As will also be understood by
those skilled in the art, other remote functions and combi-
nations of remote functions are contemplated by the present
invention.

The remote transmitter 27 may be a small portable unit
including a housing, function control switches carried by the
housing, a battery within the housing, and the associated
transmitter circuitry. This type of remote handheld transmit-
ter is commonly used in conventional vehicle security
systems, remote start systems, and remote keyless entry
systems. The communications from the remote transmitter
27 to the receiver 35 at the vehicle 21 is typically a direct
radio frequency link, that is, there is no intervening com-
munications links. However, in other embodiments, the
remote transmitter 27 may indirectly communicate with the
receiver 35 via other communications infrastructure, such as
via satellite, or cellular communications, via the public
switched telephone network (PSTN) and/or over the world
wide web or Internet, as will be appreciated by those skilled
in the art.

The remote transmitter 27 may also be a passive tran-
sponder type device, that takes power from an associated
transponder reader as will be appreciated by those skilled in
the art, and automatically transmits a signal to the reader. For
example, the transponder may be of the type camried in
conjunction with the vehicle keys, or may be embedded in
the key as will be readily appreciated by those skilled in the
art.

The data bus adaptor cartridge 40 also illustratively
includes data bus learning circuitry 54 for learning at least
one of desired codes or a desired protocol from signals on
the data bus 26. Although this data bus learming circuitry 54
is shown separate from the CPU 44, in other embodiments,
all or a part of this circuitry may be included with the CPU
as will be appreciated by those skilled in the art. The desired
protocol may be based upon at least one of a desired signal
level, a desired signal modulation scheme, and a desired
communication rate. In other words, the data bus learning
interface 54 may monitor signals on the data bus 26 and
thereby learn the proper protocol. Extending this concept,
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the data bus leaming interface may also permit learning of
circuit codes to operate certain devices as will be explained
in greater detail below.

In some embodiments, the control circuitry 31 of the
remote function controller 25 may generate digital command
codes. In these embodiments, the data bus adaptor cartridge
40 converts the digital command codes into data commu-
nications bus signals according to a desired protocol. The
desired protocol may be based upon at least one of a desired
signal level, a desired signal modulation scheme, and a
desired communication rate.

The control circuitry 21 may also generate at least one set
of digital command codes comprising at least one working
command signal and at least one non-working command
signal for a given vehicle to thereby provide command
compatibility with a plurality of different vehicles. The
control circuitry 21 may also read digital codes, and the data
bus adaptor cartridge 40 may convert data communications
bus signals into digital codes according to a desired protocol
for the control circuitry. Again, the desired protocol may be
based upon at least one of a desired signal level, a desired
signal modulation scheme, and a desired communication
rate.

The control circuitry 31 may be for storing a set of device
codes for a given vehicle device for a plurality of different
vehicles, for reading a device code from the data commu-
nications bus 26, and for determining a match between a
read device code and the stored device codes to thereby
provide reading compatibility with a plurality of different
vehicles. The reading and sending of digital codes will be
discussed in greater detail below.

Turning now additionally to FIG. 3, another embodiment
of the remote function controller 25' and data bus adaptor
cartridge 40' are now described, and wherein prime notation
is used to indicate similar elements to the first embodiment
described above with reference to FIGS. 1 and 2. In this
illustrated embodiment, the remote function controller 25'
includes a serial interface 39, and the data bus adaptor
cartridge 40' comprises a corresponding serial interface 56 to
be coupled to the serial interface of the remote function
controller.

This second embodiment of the remote function controller
25" and data bus adaptor cartridge 40" also differs in that the
data bus adaptor cartridge illustratively includes a download
learning interface §7 for learning desired codes and/or a
desired protocol from a downloading device. For example,
the cartridge 40' could be temporarily connected to a com-
puter to received the desired codes or protocol for a given
vehicle as will be appreciated by those skilled in the art.

The connector 46' could be used for the download learn-
ing or another connector, not shown, may be used. Although
the download learning interface 57 is shown as a separate
circuit portion, it could be implemented in whole or in part
in the CPU 44' as will be appreciated by those skilled in the
art. This circuitry defines the download learning means of
the adaptor cartridge 40. Of course, the downloading com-
puter could have, in turn, already downloaded or be in the
process of downloading the information from the Internet,
for example. Other types of downloading are also contem-
plated by the invention.

The other components of FIG. 3 arc similar to those in
FIG. 2 and are indicated with prime notation. These other
similar elements need no further discussion herein.

Referring now briefly to FIG. 4, yet another embodiment
of a remote function controller 25" and data bus adaptor
cartridge 40" are now described. Double prime notation is
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used to indicate similar elements in this embodiment. In this
embodiment, the data bus interface 58 is provided in the
remote function controller 25" rather than the data bus
adaptor cartridge 40". In this embodiment, the data bus
adaptor cartridge 40" cooperates with the remote function
controlier 25" to communicate over the data bus 26";
however, the data bus interface 58 is carried by the circuit
board 37" of the remote function controller.

Referring now to FIGS. 5 and 6, two different plug-in or
connector arrangements in accordance with the invention are
now described. As shown in FIG. S, the data bus adaptor
cartridge 40 may include a housing 43 which carries the
circuit board 42. The circuit board 42 may include an end
portion which extends outwardly beyond the lower end of
the housing as shown in the illustrated embodiment. Elec-
trical conductors 62 may be carried by this protruding circuit
board portion defining the connector 46 and which engages
corresponding conductors 63 carried by a body portion 64 of
the connector 30. The connector body portion 64 is mounted
to the adjacent circuit board 37 of the remote function
controller 25. Of course this arrangement could be reversed
and many other types of removable electrical connection are
contemplated by the present invention.

As shown in FIG. 6, for example, the data bus adaptor
circuitry or cartridge may in the form of a single integrated
circuit 65 which is removably mounted to the circuit board
37 via an integrated circuit socket 66 as will be appreciated
by those skilled in the art. In other embodiments, similar
removable cartridge configurations are also possible as will
also be appreciated by those skilled in the art.

As will be readily appreciated by those skilled in the art,
the vehicle 21 includes a number of electrical/electronic
devices that can be controlled and/or the status thereof read
via the data communications bus 26. The vehicle devices
connected to the data bus 26 may be considered to be
relatively simple devices, such as sensors, or more compli-
cated devices with some internal processing, such as may
generally be considered as controllers.

The remote function controller 25 may provide multi-
vehicle compatibility in one or both directions of commu-
nications via the data communications bus 26. Referring
now additionally to FIG. 7, the drive or generation of signals
on the data bus portion of communication is now further
described. In this embodiment, the remote function control-
ler 25 includes memory 34 for the command signals.

The devices connected to the data communications bus 26
may include a siren or lights 23 or other alarm indicator. The
vehicle devices may also include opne or more door lock
actuators 21 as would be likely used by a security system or
remote keyless entry system, for example, as would be
readily appreciated by those skilled in the art. For a remote
start system, one or more remote engine starting devices 22
may be connected to the data communications bus 26. Such
a remote starting device 22 may be a starter relay, for
example, controlled by signals from the data communica-
tions bus. The remote starting device 22 could also be a
device or circuit to bypass an engine immobilizer circuit as
will be appreciated by those skilled in the art.

The vehicle device to which signals are to be sent by the
remote function controller 25 may also include another
controller, such as an engine management controller, not
shown. The engine management controller could be sent
signals such as to prevent or enable starting for security or
remote start applications as will be appreciated by those
skilled in the art.

In accordance with this aspect of the invention, the remote
function controller 25 preferably generates at least one set of
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command signals on the data communications bus 26 for the
at least one vehicle device. The at least one set of command
signals preferably comprises at least one working command
signal and at least one non-working command signal for a
given vechicle to thereby provide compatibility with the
plurality of different vehicles. In other words, multiple
signals or codes can be generated on the data communica-
tions bus 26, and only that code for the given vehicle and
device will cause an operation or response from the vehicle
device.

This provides for a relatively simple and straightforward
approach to interface or cooperate with a vehicle having a
data communications bus 26, and wherein the controller 25
is advantageously compatible with a number of different
vehicles. Since typically it may be desired to interface to a
plurality of vehicle devices, the remote function controller
25 may generate a respective set of command signals for
each of the vehicle devices.

Such multi-vehicle compatibility provided by the control-
ler 25 is especially advantageous in after-market systems,
such as for security, remote keyless entry, or remote starting
for example. The ability to interface through the data com-
munications bus 26 also significantly reduces the wiring
complexity needed to interface to the associated vehicle
devices.

The remote function controller 25 may sequentially gen-
crate the different command signals (working and non-
working) for an intended vehicle device. To ensure effective
communications even in the presence of noise, for example,
the multi-vehicle compatible controller 25 may generate the
set of command signals a plurality of times, such as, for
example, two to five times. The need to effectively commu-
nicate should be balanced against possible traffic congestion
on the data bus 26 as will be appreciated by those skilled in
the art.

Referring now more specifically to the diagram of FIG. 7,
the operation of an embodiment of the remote function
controller 25 is further described. The controller 25 may
operate by arranging in the memory 34 a common table 70
as shown. The CPU 33 upon determining that an action
needs to be performed, such as unlocking the driver’s door,
for example, would identify the appropriate column from the
table 70 from among the columns labeled “vehicle device A”
to “vehicle device Z”. For example, the appropriate column
may be “vehicle device B”, in which case the CPU would
then read the memory locations in this column to generate on
the bus 26 the appropriate set of codes to lock the driver’s
door for each of the N vehicles with which the multi-vehicle
compatible controller 25' is compatible. Of course, only one
of the codes would be a working code, and the other codes
would cause no vehicle function to be performed. For
example, if vehicle “2” was the vehicle, only the code 2B
would cause the driver’s door to unlock.

The actual coded signals would be compatible with the
particular data communications bus 26 as will be appreci-
ated by those skilled in the art. The codes may be binary
codes, which for convenience can be represented more
simply by corresponding hexadecimal codes as would also
be appreciated by those skilled in the art. For example, for
an unlock all vehicle doors to be commanded in a 1995 Jeep
Grand Cherokee, the code may be 03868004, for a 2000 Jeep
Grand Cherokee, the code may be 0422A00400. As will be
readily appreciated by those skilled in the art, such codes can
be obtained from the manufacturers directly, or may be read
from the data bus 26 using any one of a number of
commercially available diagnostic tools for reading the data
bus, for example.
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The set of command signals may be repeated as men-
tioned above, and as schematically illustrated at the lower
portion of the table 70. Of course, the memory 34 may store
the actual codes, but may also store data enabling generation
of the set of command signals by the CPU 33. This may be
particularly so where certain portions of the code, e.g.
preamble, or some other portion, are common across either
multiple vehicles, and/or over multiple vehicle devices.

The number of vehicles and number of devices to be
controlled using the remote function controller 25 can both
be relatively large to cover a substantial portion of the
vehicle marketplace. Alternatively, the multiple command
signal concept may also be advantageously used to provide
compatibility for as few as two vehicles, and even a single
vehicle device.

In those embodiments, where the remote function con-
troller 25 provides multi-vehicle code compatibility for
command signals to be transmitted on the data communi-
cations bus 26, the data bus adaptor cartridge 40 provides
compatibility with different vehicle protocols. The protocol
may be in terms of one or more of signal level, modulation
scheme, or transmission rate, for example. Of course, in
other embodiments, this multi-vehicle code compatibility
could be provided in the data bus adaptor cartridge 40 as will
be appreciated by those skilled in the art.

Tuming now to FIGS. 8 and 9, the other direction of
commuanication is now described. In particular, the reverse
direction or reading of signals from the data communica-
tions bus 26 is now described. Many of the components are
the same as those described above, and, hence, need no
further description. The CPU 33 is connected to the memory
34 which now serves as the code look-up memory. The data
bus 26 also connects one or more of vehicle sensors 24 such
as for security, remote starting or keyless entry, for example,
to the remote function controller 25.

The compatibility to read a code and determine the
message or content thereof for a vehicle device from among
a plurality of vehicles can be used alone or in combination
with the compatibility for writing or generating signals on
the bus described above. More particularly, the remote
function controller 25 may be for storing a set of device
codes for a given vehicle device for a plurality of different
vehicles, for reading a device code from the data commu-
nications bus 26, and for determining a match between a
read device code and the stored device codes to thereby
provide compatibility with a plurality of different vehicles.
Such an arrangement provides for a relatively simple and
straightforward approach to interface with a vehicle having
a data communications bus 26.

As noted briefly above, the remote function controller 25
may include the code look-up memory 34 for the stored
device codes, and a processor or CPU 33 cooperating with
the memory for determining the match between the read
device code and the stored device codes. The at least one
vehicle device may include a plurality of vehicle devices,
and, accordingly, the memory 34 of the controller 28 pref-
erably stores a respective set of device codes for each of the
plurality of vehicle devices.

Referring now more specifically to FIG. 8, the look-up
table feature of the remote function controller 25 is now
described. A common table 80 may be created which con-
tains a column for the vehicle codes in some predefined
sequence, such as in a numerical order beginning with a first
code, Code 1, and ending with a last code, Code N, as
illustrated. The central column in the illustrated embodiment
includes the corresponding vehicle identification with the
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vehicles extending from a first vehicle, Vehicle A, to a last
vehicle, Vehicle Z. The number of codes and vehicles may
be selected so that a given remote function controller 25 is
useable across an economically large number of vehicles as
will be appreciated by those skilled in the art.

The last or rightmost column in the illustrated table 80 is
the device data or message corresponding to the associated
vehicle and code. These device messages extend from a first
message, DM,,, to a last device message, DM,,. The
messages may be of many different types, such as driver
door open or closed, hood open or closed, shock sensor
triggered, brake pressure indicated, gearshift selector in
Park, ctc. as will be appreciated by those skilled in the art.

By way of example, the common table 80 includes a
blocked row schematically illustrating a match for a Code
572. This code is for a Ford Taurus and indicates that the
driver’s door is open. This type of data may be useful in any
of the illustrated implementations including vehicle security,
remote keyless entry, or remote starting. The CPU 33 would
read the code on the data bus 26 and compare the code
against the stored codes to determine a match. The CPU 33
is likely to buffer some or all of a code when received to
subsequently be compared using the table 80 as will be
understood by those skilled in the art. In other embodiments,
individual bits or blocks thereof may be compared as they
are received.

An alternate embodiment of a common table 80' is now
explained with reference to FIG. 9. In this case the overall
or common table 80' may be considered parsed or divided
into a plurality of vehicle table sections. The first table
section is for vehicle A, and the last for vehicle Z in the
illustrated embodiment. This embodiment also illustrates the
driver door for the Ford Taurus as being matched from the
read signal from the data communications bus 26. What is of
interest in this embodiment, is that upon initial set-up or an
initial learning period, only the codes for the learned vehicle
need then later be compared to the read code. Accordingly,
a time savings may be realized.

Those of skill in the art will recognize that the tables 80
and 80' of FIGS. 8 and 9 are exemplary illustrations from
among many possible configurations of look-up tables that
may be used in accordance with the present invention. Other
configurations are also contemplated by the present inven-
tion.

Since it may also be desirable to re-install the remote
function controller 25 in another vehicle, the controller may
be reset and another vehicle learned or configured during an
initial set-up. This concept is generally described as an
embodiment of a desired signal enabling function or feature
in related parent U.S. patent application Ser. No. 09/382,245
filed Aug. 25, 1999, which in turn, is a continuation of U.S.
Pat. No. 6,011,460, which in turn, is a continuation-in-part
of U.S. Pat. No. 5,719,551, and the disclosure of each of
which are incorporated herein by reference in its entirety.

In those embodiments, where the remote function con-
troller 25 provides multi-vehicle code compatibility for
reading signals from the data communications bus 26, the
data bus adaptor cartridge 40 provides compatibility with
different vehicle protocols. The protocol may be in terms of
one or more of signal level, modulation scheme, or trans-
mission rate, for example. Of course, in other embodiments,
this multi-vehicle code reading compatibility could be pro-
vided in the data bus adaptor cariridge 40 as will be
appreciated by those skilled in the art.

A method aspect of the invention is for permitting a
remote function controller 25 comprising control circuitry
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31 to operate in a vehicle 21 including a data communica-
tions bus 26 connecting a plurality of vehicle devices 21-24.
The method may include coupling a data bus adaptor
cartridge connector 30 to the control circuitry 31, and
removably coupling a data bus adaptor cartridge 40 to the
data bus adaptor cartridge connector. This may be done to
permit communications between the control circuitry and at
least one vehicle device over the data communications bus.

Other features relating to vehicle control systems are
disclosed in copending pateat applications entitled
“REMOTE START SYSTEM FOR A VEHICLE HAVING
A DATA COMMUNICATIONS BUS AND RELATED
METHODS” Ser. No. 09/583,333 and “MULTI-VEHICLE
COMPATIBLE CONTROL SYSTEM FOR READING
FROM A DATA BUS AND ASSOCIATED METHODS”
Ser. No. 09/583,257, the entire disclosures of which are
incorporated herein by reference.

Many modifications and other embodiments of the inven-
tion will come to the mind of one skilled in the art having
the benefit of the teachings presented in the foregoing
descriptions and the associated drawings. Accordingly, it is
understood that the invention is pot to be limited to the
illustrated embodiments disclosed, and that other modifica-
tions and embodiments are intended to be included within
the spirit and scope of the appended claims.

That which is claimed is:

1. Asystem for a vehicle including a data communications
bus connecting a plurality of vehicle devices, the system
comprising:

a remote function controller comprising a data bus adap-
tor cartridge connector, and control circuitry coupled
thereto; and

a data bus adaptor cartridge removably coupled to said
data bus adaptor cartridge connector for permitting
communications between said control circuitry and at
least one vehicle device over the data communications
bus.

2. A system according to claim 1 wherein said control
circuitry further comprises a serial interface, and wherein
said data bus adaptor cartridge comprises a scrial interface
coupled to the serial interface of said control circuitry.

3. A system according to claim 1 wherein said control
circuitry further comprises a parallel interface, and wherein
said data bus adaptor cartridge comprises a parallel interface
coupled to the parallel interface of said control circuitry.

4. A system according to claim 1 wherein said control
circuitry generates digital command codes; and wherein said
data bus adaptor cartridge converts the digital command
codes into data communications bus signals according to a
desired protocol.

5. A system according to claim 4 wherein the desired
protocol is based upon at least one of a desired signal level,
a desired signal modulation scheme, and a desired commu-
nication rate.

6. A system according to claim 4 wherein said control
circuitry generates at least one set of digital command codes
comprising at least one working command signal and at least
one non-working command signal for a given vehicle to
thereby provide command compatibility with a plurality of
different vehicles.

7. A system according to claim 1 wherein said control
circuitry reads digital codes; and wherein said data bus
adaptor cartridge converts data communications bus signals
into digital codes according to a desired protocol for said
control circuitry.

8. A system according to claim 7 wherein the desired
protocol is based upon at least one of a desired signal level,
a desired signal modulation scheme, and a desired commu-
nication rate.
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9. A system according 1o claim 7 wherein said control
circuitry is for storing a set of device codes for a given
vehicle device for a plurality of different vehicles, for
reading a device code from the data communications bus,
and for determining a match between a read device code and
the stored device codes to thereby provide reading compat-
ibility with a plurality of different vehicles.

10. A system according to claim 1 wherein said data bus
adaptor cartridge comprises:

a memory; and

a download learning interface for storing in said memory
at least one of vehicle device codes and a desired
protocol for a given vehicle from a downloading
device.

11. A system according to claim 1 wherein said data bus
adaptor cartridge comprises a data bus learning circuit for
learning at least one of vehicle device codes and a desired
protocol for a given vehicle from signals carried on the data
bus.

12. A system according to claim 1 wherein said data bus
adaptor cartridge includes at least one first electrical con-
ductor; and wherein said data bus adaptor cartridge connec-
tor comprises at least one second electrical conductor for
engaging said at least one first electrical conductor of said
data bus adaptor cartridge.

13. A system according to claim 1 wherein said remote
function controller further comprises a circuit board carrying
said data bus adaptor cartridge connector and said control
circuitry.

14. A system according to claim 1 further comprising at
least one remote transmitter for operating said security
controller; and wherein said control circuitry comprises a
receiver and a processor connected thereto.

15. A system according to claim 1 wherein said remote
function controller comprises at least one of a security
controller, a2 remote keyless entry controller, and a remote
start controller.

16. A system for a vehicle including a data communica-
tions bus connecting a plurality of vehicle devices, the
system comprising:

a remote function controller comprising circuit board, a
data bus adaptor cartridge connector carried by said
circuit board, and control circuitry carried by said
circuit board and coupled to said data bus adaptor
cartridge connector, said control circuitry comprising a
serial interface; and

a data bus adaptor cartridge removably coupled to said
data bus adaptor cartridge connector for permitting
communications between said control circuitry and at
least one vehicle device over the data communications
bus, said data bus adaptor cartridge comprising a serial
interface for communication with said serial interface
of said controller.

17. A system according to claim 16 wherein said control
circuitry generates digital command codes; and wherein said
data bus adaptor cartridge converis the digital command
codes into data communications bus signals according to a
desired protocol.

18. A system according to claim 17 wherein the desired
protocol is based upon at least one of a desired signal level,
a desired signal modulation scheme, and a desired commu-
pication rate.

19. A system according to claim 17 wherein said control
circuitry generates at least one set of digital command codes
comprising at least one working command signal and at least
one non-working command signal for a given vehicle to
thereby provide command compatibility with a plurality of
different vehicles.
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20. A system according to claim 16 wherein said control
circuitry reads digital codes; and wherein said data bus
adaptor cartridge converts data communications bus signals
into digital codes according to a desired protocol for said
control circuitry.

21. A system according to claim 20 wherein the desired
protocol is based upon at least one of a desired signal level,
a desired signal modulation scheme, and a desired commu-
nication rate.

22. A system acoording to claim 20 wherein said control
circuitry is for storing a set of device codes for a given
vehicle device for a plurality of different vehicles, for
reading a device code from the data communications bus,
and for determining a match between a read device code and
the stored device codes to thereby provide reading compat-
ibility with a plurality of different vehicles.

23. A system according to claim 16 wherein said data bus
adaptor cartridge comprises:

a memory; and

a download learning interface for storing in said memory
at least one of vehicle device codes and a desired
protocol for a given vehicle from a downloading
device.

24. A system according to claim 16 wherein said data bus
adaptor cartridge comprises a data bus learning circuit for
learning at least one of vehicle device codes and a desired
protocol for a given vehicle from signals carried on the data
bus.

25. A system according to claim 16 further comprising at
least one remote transmitter for operating said control cir-
cuitry; and wherein said control circuitry comprises a
receiver and a processor connected thereto.

26. A system according to claim 16 wherein said remote
function controller comprises at least one of a security
controller, a remote keyless entry controller, and a remote
start controller.

27. A system for a vehicle including a data communica-
tions bus conpecting a plurality of vehicle devices, the
system comprising:

a remote function controller comprising a data bus adap-
tor cartridge connector and control circuitry coupled
thereto; and

a data bus adaptor cartridge removably coupled to said
data bus adaptor cartridge connector for permitting
communications between said control circuitry and at
least one vehicle device over the data communications
bus, said data bus adaptor cartridge comprising
a memory, and
download learning means for storing in said memory at

least one of vehicle device codes and a desired
protocol for a given vehicle from a downloading
device.

28. A system according to claim 27 wherein said data bus
adaptor cartridge includes at least one first electrical con-
ductor; and wherein said data bus adaptor cartridge connec-
tor comprises at least one second electrical conductor for
engaging said at least one first electrical conductor of said
data bus adaptor cartridge.

29. A system according to claim 27 further comprising at
least one remote transmitter for operating said control cir-
cuitry; and wherein said control circuitry comprises a
receiver and a processor connected thereto.

30. A system according to claim 27 wherein said remote
function controller comprises at least one of a security
controller, a remote keyless entry controller, and a remote
start controller.

31. A system for a vehicle including a data communica-
tions bus connecting a plurality of vehicle devices, the
system comprising:



and circuitry contained therein.
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a remote function controller comprising a data bus adap-
tor device connector, and control circuitry coupled
thereto; and

a data bus adaptor device removably coupled to said data
bus adaptor device connector for permitting commu- 3
nications between said control circuitry and at least one
vehicle device over the data communications bus.

32. A system according to claim 31 wherein said data bus

adaptor device comprises a cartridge including a housing

10

33. Asystem according to claim 31 wherein said data bus

adaptor device comprises at least one integrated circuit.

34. Asystem according to claim 33 wherein said data bus

adaptor device connector comprises at least one integrated

15

35. A method for permitting a remote function controller

comprising control circuitry to operate in a vehicle including
a data communications bus connecting a plurality of vehicle
devices, the method comprising:

coupling a data bus adaptor cartridge connector to the 20

control circuitry; and

removably coupling a data bus adaptor cartridge to the
data bus adaptor cartridge connector for permitting
communications between the control circuitry and at
least one vehicle device over the data communications
bus.

36. A method according to claim 35 wherein the control

25

circuitry further comprises a serial interface, and wherein the
data bus adaptor cartridge comprises a serial interface for
coupling to the serial interface of the control circuitry.

30

37. A method according to claim 35 wherein the control

circuitry further comprises a parallel interface, and wherein
the data bus adaptor cartridge comprises a parallel interface
for coupling to the parallel interface of the control circuitry.

38. A method according to claim 35 wherein the control 33

circuitry generates digital command codes; and wherein the

data bus adaptor cartridge converts the digital command

codes into data communications bus signals according to a
desired protocol.
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39. A method according to claim 38 wherein the desired
protocol is based upon at least one of a desired signal level,
a desired signal modulation scheme, and a desired commu-
nication rate.

40. A method according to claim 35 wherein the control
circuitry reads digital codes; and wherein the data bus
adaptor cartridge converts data communications bus signals
into digital codes according to a desired protocol for the
control circuitry.

41. A method according to claim 40 wherein the desired
protocol is based upon at least one of a desired signal level,
a desired signal modulation scheme, and a desired commu-
nication rate.

42. A method according to claim 35 wherein the remote
function controller comprises at least one of a security
controller, a remote keyless entry controller, and a remote
start controller.

43. A method for permitting a remote function controller
comprising control circuitry to operate in a vehicle including
a data communications bus connecting a plurality of vehicle
devices, the method comprising:

coupling a data bus adaptor device to the control circuitry;

and

removably coupling a data bus adaptor device to the data
bus adaptor device connector for permitting commu-
nications between the control circuitry and at least one
vehicle device over the data communications bus.

44. A method according to claim 43 wherein the data bus
adaptor device comprises a cartridge including a housing
and circuitry contained therein.

45. A method according to claim 43 wherein the data bus
adaptor device comprises at least one integrated circuit.

46. A method according to claim 45 wherein the data bus
adaptor device connector comprises at least one integrated
circuit socket.



