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12 || Attorneys for Plaintiff, Network Signatures,

13 Inc.

14 UNITED STATES DISTRICT COURT

15 CENTRAL DISTRICT OF CALIFORNIA

16 SOUTHERN DIVISION

17 || NETWORK SIGNATURES, INC., Case No. CV10-8171 CAS (FMOx)

18 Plaintiff, COMPLAINT FOR PATENT
INFRINGEMENT, PERMANENT

190 w ' INJUNCTION AND DAMAGES

20 | THE GOLDMAN SACHS GROUP, INC., a| DEMAND FOR JURY TRIAL
21 || Delaware corporation, and GOLD”VIAN
SACHS & CO., a New York corporation,

22
93 Defendants. |
24 Plaintiff, Network Signatures, Inc., alleges:
25 JURISDICTION AND VENUE
26 1. This is a civil action for patent infringement arising under the Patent Act of

; 27 ||the United States, 35 U.S.C. §§ 1 e seq. This court has subject matter jurisdiction of such
l 28 ||federal-question claims under 28 U.S.C. §§ 1331 and 1338(a).
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2. Venue is proper under 28 U.S.C. §§ 1391(b), 1391(c) and 1400(b) in that the
acts and transactions complained of herein were conceived, carried out, made effective, and
had effect within the State of California and within this district, among other places.
Defendants reside in this judicial district by virtue of their business activities in this district
and have committed acts of infringement in this judicial district or have comfnitted acts of
contributory infringement and inducement of infringement within this judicial district.

THE PARTIES

3. Plaintiff, Network Signatures, is a corporation duly organized and existing

under the laws of Delaware with its principal place of business at 30021 Tomas Street,
Suite 300, Rancho Santa Margarita, California 92688. As is alleged below, the United
States of America has granted to Network Signatures an exclusive license concerning the
patented technology at issue in this lawsuit. |

4, Defendant The Goldman Sachs Group, Inc., is a corporation duly organized
and existing under the laws of the State of Delaware. Defendant Goldman Sachs & Co. is a
corporation duly organized and existing under the laws of the State of New York.
Defendants have their headquarters at 200 West Street, New York, NY 10282 and conduct
business operations around the world and throughout the United States, including in this
judicial district. For example, Defendants maintain an office and conduct business in this
judicial district at 2121 Avenue of the Stars, Suite 2600, Los Angeles, CA 90067.

THE NAVAL RESEARCH LABORATORY
5. The Naval Research Laboratory (“NRL”) is one of the most accomplished

research-and-development organizations in the country. NRL scientists have not only
made remarkable breakthroughs in military technology; they have literally changed the
world for all of us. Without their efforts, we would not have GPS, modern radar, and any
number of other technological innovations that we now take for granted. This lawsuit
concerns another such innovation: technology that allows for the safe and secure
communication of sensitive information over the Internet, such as personal, banking,

commercial, financial, and other information.
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6.  Federal law empowers the United States Government to license its patents to
private parties for commercialization as well as for enforcement of the patent without the
United States as a party. 37 C.F.R. § 404.5(b)(2). By doing so, the government can use
market forces to better capitalize on its technologies, the way a private party would. In
addition, a license agreement can give the private licensee the proper incentives to protect
the government’s intellectual property from theft, a task often handled better by a private
entity. |

NETWORK SIGNATURES LICENSES THE NAVY’S TECHNOLOGY

7. On April 23, 1996, the United States Patent and Trademark Office duly and
legally issued United States Patent No. 5,511,122 (“the ’122 Patent”), entitled

“Intermediate Network Authentication.”

8.  The ’122 patent claims, among other things, a critical method of
authenticating a computer in which a private electronic key is used, together with a
validating public electronic key, to create a cryptographic signature; the cryptographic
signature is transmitted in at least one packet to the validating computer; and the signature
is verified by the validating computer, using its private key and the public key of the
computer to be authenticated. This authentication method allows for the safe and secure
communication of sensitive information, such as personal, banking, commercial, financial,
and other information, as is transmitted between computers by Defendant and its
employees, customers, vendors, and business partners.

0. The *122 Patent is owned by the United States of America, represented by the
Secretary of the Navy. To allow enforcement, commercialization and protection of this
patent and the technology it represents, in September 2004, the United States Navy entered
into an exclusive license agreement with Metrix Services, Inc. (the “Exclusive License
Agreement”) expressly granting Metrix Services the exclusive right to practice, enforce,
and sublicense the *122 Patent, among other rights, subject to the general limitations
imposed by federal law. A true and correct copy of the Exclusive License Agreement is

attached hereto as Exhibit A and incorporated herein by reference. With the express
16603.1 :
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approval of the United States Navy, Metrix Services transferred its entire right, title, and
interest in and to the *122 Patent to Network Signatures on February 14, 2006. A true and
correct copy of the First Amendment to the Exclusive License Agreement, which, among
other things, approved the assignment of the Exclusive License Agreement to Network
Signatures, is attached hereto as Exhibit B and incorporated herein by reference. A true
and correct copy of the Assignment from Metrix to Network Signatures is attached as
Exhibit C and incorporated herein by reference.

10.  Pursuant to its rights under the Exclusive License Agreement, Network
Signatures has begun the commercial development of a product, known as EasyConnect,
that practices the *122 Patent. Network Signatures has demonstrated the product to NRL
personne1 and has received NRL’s recognition of its development efforts. A true and
correct copy of an October 12, 2006, letter from the Navy to Network Signatures reflects
this and is attached as Exhibit D and incorporated by reference herein.

11. Network Signatures has also begun exercising its other primary obligation
under the Exclusive License Agreement: protecting the Navy’s intellectual property rights
from infringement.

FIRST CLAIM FOR RELIEF
(AGAINST BOTH DEFENDANTS FOR DIRECT, CONTRIBUTORY AND
INDUCING INFRINGEMENT OF U.S. PATENT NO. 5,511,122)

12.  Plaintiff incorporates here by reference the allegations set forth in Paragraphs

1-11 of the Complaint as though fully set forth herein.

13. A true and correct copy of the *122 Patent is attached as Exhibit E and
incorporated herein by reference. On information and belief, Defendants use digital
certificates and digital signatures implemented though the use of public key infrastructure
to facilitate communication with its employees, business partners, affiliates, and customers.
For example, Defendants enable a computer of a Defendant customer, affiliate, business
partner, or employee (“sending computer”) to send a secure communication over the

Internet to another computer (“receiving computer”) by using a confidential private key,
16603.1
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and a public key, to digitally sign the message being sent. When the receiving computer
receives the signed message, it uses the sending computer’s public key, and its private key,
to decrypt the signature (collectively referred to as “Defendant Authentication Activities”).

14. By making, using, selling, and offering for sale Defendant Authentication
Activities, Defendants have directly infringed and continues to directly infringe the *122
Patent, including infringement under 35 U.S.C. § 271(a) and (f).

15.  On information and belief, Defendants have also indirectly infringed and
continues to indirectly infringe the *122 Patent by actively inducing direct infringement by
other persons—specifically, customers, vendors, and business partners of Defendants—
who operate methods that embody or otherwise practice one or more of the claims of the
’122 Patent when Defendants had knowledge of the *122 Patent and knew or should have
known that their actions would induce direct infringement by others and intended that their
actions would induce direct infringement by others.

16. . On information and belief, Defendants have also indirectly infringed and
continues to indirectly infringe the *122 Patent by contributory infringement by providing
non-staple articles of commerce to others for use in an infringing system or method with
knowledge of the ’122 Patent and knowledge that these non-staple articles of commerce are
used as a material part of the claimed invention of the 122 Patent. |

17.  On information and belief, Defendants’ foregoing acts of infringement
include infringement by use and implementation of the Defendant Authentication
Activities.

18. On information and belief, Defendants will continue to infringe the 122
Patent unless enjoined by this Court.

19. On information and belief, Defendants’ infringement of the *122 Patent is, has
been, and continues to be willful and deliberate.

20.  Asadirect and proximate result of Defendants’ infringement of the *122
Patent, Network Signatures and the United States Government have been and continue to

be damaged in an amount yet to be determined.
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21.  Unless a preliminary and permanent injunction are issued enjoining
Defendants and their officers, agents, servants and employees, and all others acting on their
behalves or in concert with Defendants, from infringing the *122 Patent, Network
Signatures and the United States Government will be greatly and irreparably harmed.

PRAYER FOR RELIEF
WHEREFORE, Network Signatures prays for judgment against each Defendant as

follows:

1. For a judicial determination and declaration that Defendants have directly
infringed, and continues to directly infringe, United States Patent No. 5,51 1,122;

2. For a judicial determination and declaration that Defendants have induced, and
continues to induce, infringement of the *122 Patent;

3. For a judicial determination and declaration that Defendants have
contributorily infringed, and continues to contributorily infringe, the *122 Patent;

4, For a judicial determination and decree that Defendants’ infringement of the
’122 Patent has been, and continues to be, willful and deliberate;

5. For preliminary and permanent injunctions prohibiting Defendants, their
respective subsidiaries, officers, agents, servants, employees, licensees, and all other
persons or entities acting or attempting to act in active concert or participation with them or
acting on their behalf, from infringing the *122 Patent;

6. For an order requiring that Defendants notify all of their customers, vendors
and users of the infringement and their participation in it and that Defendants encourage its
customers, vendors and users to cease all such infringing actions;

7. For an order that Defendants account for and pay to Network Signatures all
damages caused to Network Signatures by reason of Defendants’ infringement pursuant to
35 U.S.C. Section 284, including enhanced damages under 35 U.S.C. Section 285;

8. For an award of damages according to proof;
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9. For a judicial declaration that this case is exceptional under 35 U.S.C. Section
285 and that Defendants be ordered to pay Network Signatures’ costs, expenses, and
reasonable attorney’s fees under 35 U.S.C. Sections 284 and 285;

10. For a judicial order awarding Network Signatures pre-judgment and post-
judgment interest on the damages caused to it by Defendants’ infringement and any other
amounts awarded to Network Signatures; and

11. For any such other and further relief as the Court may deem just and proper

under the circumstances.

Dated: October 28,2010 ONE LLP

By: \/\.—\Mm/
Nathgniel L. Dijgéy’
Attorneys for P] a,'ﬁtiff, Network Signatures, Inc.
Vv
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DEMAND FOR JURY TRIAL

Plaintiff, Network Signatures, Inc., hereby demands trial by jury in this action.

ONE LLP

By: \J\k\ M/) i¥a) /

Nathahie\i 1] il'gyerw
Attorneys for Plaintiff, Network Signatures, Inc.
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Thiz LICENSE 4m nnnass:,gnahle withoih wr:x_tten approval af

LLCENE0R exdEpt  to  the succasscn: of that pa::t wE LICENSHE s

business ko which ’L'.b.is Licensed Invention pertains, provides, bhat

the sncosssor. 3 not dz.*e.ctly or indirectly mmntrcrllad by =a

>

= Foreign COWPAnY, coxrporation, assucn.anmn, hu':xlnEES or gova:r:nment
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RRTICLE TTI

LICENSEE 5 fexrformanoes

with LT CENEREE'g
' 2004 2o aEmendesd

to brimg this Licensad Invention to Trasties]
‘ Applica?:;i:bn one (1) year from dape of eyertinn of the LICENSE ang
.:L;I{:_.'EII.\TSIEE ~u;:r‘.l‘l, Thersafter, Contimue to make the ‘.'x::anefi’cs ol this
Licensed Tavention 'Iaa;anahly ;a;ncessihle to the pihlie Eor the

Temainder of the Period of this LICENSE,

Ehis LICENSE any
ooying this Llcé.nsaﬂ Iovention or Produced throngh the
le hy .‘LI'C‘.ENEE}E. or its
the Tndlted - Btates' will ke
s‘nhsham;‘iany' in the United Ststsg. |

- EnblicEnsesg An

‘

| upon the evecurion of thls TICENSE by TrcENemm Paymant will be

made in thsmanngr Prasoribed in Artio]e IV.

LICENSER agress +q Rromptly :apnﬁi D -LIEEmEdR amy chEnges in
TEiling aﬂﬁ::éss, oEme COmMpETy af tag
this IICHNSE mmd 4o FEOREELY Teport discombimmance of 1TCENSEE'S

TEking  the henefips of © this  Iicensed Imrention  raasonably’

Bocassihle to the Tnited '.Sta.tas mublie,

Fiation during +he pericd of

v
.
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ARTICIE TV
Royalries

LICENSEE shall Pey s royalty +o LICENSOR of tliree percest

(3%} of +he Net - Baliing Price for each 'Royalty—B'earing Brofuct

made, used, or =pld by LTCENSEE or ifs licensed ZAFFCTIZTES,

LICENSEE shall Hlsn Day a ':x.:uyalty to LICENSOR of three percant
(3%) of ths Bublimanses Inovoma, Nntwithsf:auﬂing Tthe zhove, 4n mo

2vent: shaill amy s;'.ugle sale oo 'lieensg be sibiscted to the mavment

of a Toyalty greatsr thag 3% or multiple royelties of 3%,
T g .Rnyaityﬁﬁea:ing Product im Setritvted in whels or in

Fart Ior mop-cash consideration (whsther or oot at g dipmonnt) ,

the Net Eﬂling Erice ghall he calomilated ag the Price of the
Royalty-Bearing ‘Produo: tharged +g &n independent thirg zarty
’ during the =zame Toyalty Teporting period,

or in +he ehsepos of
Buch gales,

H * ’ . —
oo the fair meviet vilue of the ‘Royglty-Bearing |

" Product.,,

Foyslties will not he paid an items =old dizectly to agsnciss

" of the T.m. Govermment or for Jemown T, 5, Govermment end 1ss.

Wade hetween LICENSER and ity AFFIRTATES or

Eblicenssss for Tesale, the Toyalty sbell be paid op the higher

Net Balling Tripe.
“ ".%3'5, :

s . %
plil
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¥obwithatanding the provisions of +the Treceding paragraphs in

this 2xbicle IV, LrcEnsmm Bgrese to ‘pay at least minimom aomEs]

Toyalty of ten thousand dellzrs {81D,000) for celendsr vear 2006,

and sach celepdar YEar therazfrer throunghout the pericd of +he
TICEHSHE. - '

he dae and ﬁayﬁble in advance on o before Bephemher 3p of +the

Tréceding vear ang will

. Boyelby reports mre

Ahe ldst movelty repert 4= dne Bdwty {&0)
f=ys after ths expivetion of this LICENSE,

grs sagh calanﬁai Yaar,

21l paymsute dne TrimmRmop wnder bhis LICENSE shall Be peid in
Tnited States ‘dollar smopmbs to -

the DFAS-CH DSEN 8347 end mailed
By

OFfice of Neval Ressanch
FPatent Comnssl of the Navy (omm 01er)
BDD ¥, pudney Stresr :
?.:.‘Z}.ingtan, VA 22219-556p )

?




Case 2:10-cv-08171-JVS -RNB  Document 1  Filed 10/29/10 Page 20 of 54 Page ID #.:21

Case 8:07-0v-01427-AG-MLG  Document1  Filed 12/10/2007 Page 24 of 53
“27 Seplember 2104
with a2 vopy of sach Toyalty i:epcﬁ tos

‘Head, Techaology Sﬂransfer 0Zfice
Waval Ressareh Laho*atnry, Code 1004 |
4585 Overlock Ave. , BW

Waslh:mgtun, D¢ 20375-83%0

'LIC.’EI\:ESEE BgrEEs  kp ma]:e #nd keep =nd ghall

PFILﬂlTES 2nd- mililicensees to meke ang kesp £ull, acourste and

ccm@lata * boolks p=ialal Iaccrﬂs

require itg

(together  with Hupporting

dmcmnantatiﬂn] 85 Hre lecesEary tg establlsh its compliance w:m.h

Ehis ‘Arkicle IV. ' Bach records Ehatll be retained For a2t Iesztk

Three (3) peary Zollowing the eng of Ehe :x:epc:t:t:mg period to- whink
they re.late
LICENBEE 2grees i'har. IEEGENED'Q may, if LICENSOR so demires at a '

fzxtm:a time .o times, 'hava. 2 dnly authmza& agent  ar

rap:esenta.t:we in LICENSOR's behals examine all such .‘bcuks a.nd

uTEEL\:EDR FTor the sols FuIposs c:f rerifyviog rspart=
‘hersuhder, |

and payvments
In confneting E'::ammatlun.. pu:suant to this pa::agraph, ‘

CERSOR! & ”‘EPIEBED.:..E.’L‘.ZLV‘E £hall hEwve | acosss tc all records that

. -LICENSOR ‘Ieascmahly b=lisves to be relsvan: to the calemlzbion of

indlnﬂe
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Prime Bste (arm reporteg 4n the Well BStreet Journzl for the dpe
date) for the perigd oFf lateness. muok EXaminatien by LICENSOR'm
Tepresgntative ghall be at ‘LIEEINSDE'E BIpEnss, sxcspt thak if puch-

examination shows gy underreporting pr Laderpayment in escemm of

Tive _'pe'rc':ent (5%) £or 2oy twelve {13) month Pexiod, then ILTCRKEER

ghall pay the cost of ppeh .encaimz‘matidn.

precludes mETking, the rackage cuntain:‘_::g any such produoeot) with

, - Fhe notation "Dicemsed from wT.m,

Wavy under yw.g. Patent o,
8, 811,1337,

LICENEEE  agreeg not tn‘...araahe the . sppesranme that
BICENSOR enforses LICENSEE's business or prodvats.

U.5. Tatent No. 5,513,123 or of the Boope of any of the olodps

tonitzined thersin ar that +he srercisas of thig I::IEEISESE w1l nat

CTesult in the infringement of Other patent (m) . Neitber TTCENSOR

Bor its erployess ASEuUmes any lishility what
the =rsrcise of this IiﬂEﬁTﬂ'E.

Y B : )

Bosver resulting from

s 13
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Nothing xelabing to the grant of this LICENSE, nax the grant

a.tse‘l £, shall be oconstrued to . confer o m:c:lnl\TElEE or any sub-

licensee hersunder or any ather persom amy :.mmum.ty frcm ox

dafenses under the antitrngt laws or from a charge of patant

m:.susa, anﬂ the acgnimition Znd use of :rn.ghts pursuant to this

IJ.LEENSE ahall Aot be immmized from the gperatinn of Btate or

Fadera.l law by reason of the Boures .of tfhe grant.

Nnthmg cantamed id this TLICENSE sh=11 bhe interpreted to

grant to EICENEERE a.ny rn.ghts with respsot to any invention other
Bhan the Licvensed Invegtion’

IRTICLE VIIT

Bepoxts g : ' ‘
LICENSEE agrses to sn:bm::z: anmuel raports om or befnre Maroh 1

' pf  sach paElendsr YeEr oo dbs efforks  to aehieve Brxactiogl

2pplication of +he ﬁzcansad mwtz.un by ooe (1) year :xam date

submitted with LICE‘NSEE 1

5 @pplication For licanse “mhase Ie'pcrrts

ERall copkmiun a. ﬂlSC'.'ﬂSEan af ths antua:}_ momber of staff and
Agll;

BTE  gpeut  dering  the prsced:.ng year  committed to  the
Dommersizliz at:mn ®ffort. These reports shall contain information

m.th..n LIEEESEE’S lnowledge, or which 4 may acgrire imder normal
business praotices, Pertaining to the r:ummarcn.al use being made of
-
=% thig Ticensed lnventzou antl r:thar mcmatmn vhich LICENRSOR may

M
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determine i pertinsgt to  Govermment licensing sotivities,

" LICENERE Bgrees to submit Buck reports £o LICEBOR un.t:.l such .tima

that the invention hag. besn hrought +p the Point of Practieal

Application.
2RTIOLE VIII
Modification mng Termimation
This. LICENSR

maY be terminapsd in vhole or 4p part by
LICENSOY if: ‘

Plan srbmittsd with the request Fp- license dateg Angust 27, 20p4

'ana arr;::dad Septanibar 13, 2004, @pg LICENEEE canpek otherwlise

.&amunstﬁratg ‘to the ‘sa.tisfa;utit;.m. af
can he Expected to take within & responsnies tims effsotive steps
to ‘ackisve Fraoticsl application of -

{8

this Ticeng=g Invention;

] LICENSOR dstermines thet such scrion ie TECESEETY to mest

. TEquivements Foe public wge - Specified by Federsi :.IEQTLlati
issued after the gape BF this LICENSE sad sooh

ot reasonahly Eatisfied by LICENSER;
(C) ITremsrs

ons

BMtiTeamsnts are

WilIEnlly mafle & false statemsmt of or willfolly
omitted = materia) Fact in .its::appl'iuatim :
report TEguired by this LICENGE; or

(D) LICENEEE camxﬁi’ts

Zor ldicense or in amy

3 .Eul_:stantia.l bresch nf » covenaut or
agresment hergin contained, .
- % . . ! ' .
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LICENSEE may x.armmate this I;ZI:C!DI\TBE by ;grcv:.ﬁ:.ng ‘2 written

notice of tamatmn to LICENSOR, ., I"'ENSEE‘E m-itten nnt:.ca st

inclunde LICENSEE g Etatement that neither the LICENSEE nor its’

sublivensess nor any LICENSE AFFILIATES will pract:x.ce the Livenged

Imrant:.on. in the Un.:.tad States after the IICENSE terminates. -

L.LEEE\TSEE’E written nnt:zce shall specify +he eftaat::tre date of

£ E:rnunatlmm -

Th:z_s TICENSE may e mm&n.f:.ed ar terminated in whole o 4n
Part cmns:t:steu.t with the Lay and a.ppllcable regulatz.cms pon
mtusl agraemant af LIGEME!DR and LICENEEE evidenced :.n m:xt:.ng and

. Bigmed by hoth parities,

Thig LIEENSE may e z:astz:zuted to the f£iglds of usa ox.

gaag:aphic BTeas, or both, in which +he LICHNEER ‘hae bromght. tha

invention ko Pram::v..cal Ipplication and nnnt:.nues to mEke +the

bensfits of the invention razscmably accessikle to the publiec,

'tEnwaJar, sSuch restr:.ctmn. may ba - mzde only aftar the expiration of

=zven {7) yeaxs rnllam:m_:; ‘hha er:nac:tiva date of this LICENGSE.

' LICENSEE may Tregnest mad:.:::.aatmn of this LIOEMEE 4o writing

sant to LICERSOR anﬂ stating the reasons “thersfor.,

written

in pazt
this LIE:.NBE, and

_:IEEHSEE and - any suhl:.cansee &hall B= =llowsd
* B thirey (30

Ssye after smoh m:t:\.na ar ntha:r: agreed-t1pon  time

18 -
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pericd, whichever ig 'grea.ta:': Lo remedy any breach c: a.ny covaenant

or agreement set r.m:r_h In this

LIE'.EIBIEE should not be modified or terminsted in whole oxr din part

LTCEHEEE has a right to appesl, in accordance with Irioceduras

p::asr:rz.‘bed By the Chief of Naval Research, Eny Aecision or

dEf‘P?‘rm‘mq Einn

concerning  the inta'rpreta.tmn, modification,
ta:rmatz.mu in vhdle pr in park oF Fhis LICENSE,

Jﬂutmthstand:ng the provisions ot .’ért:z.r:la II, LICERSEE and

LICEEL\TEDE Bgree that thig LICEHNEE shall automatically terminate an’

septemher 3t of any yeaz: if the windwmam annual royal!:y due fazr the

following calendar JEET; 88 expressed in Artn.cla Iv c:f this

uIEL"ElSE, s D.B’t tz.ma‘l.y paid. IF, hnweve_, the miniman annua:l.

royalty payment togather wi’c.h 8 surcharge of ons hundwed
dnllars {§15D)

not haw.ng autnma.t:.aally tscnunated

ABTIORE T

Rt Bobice

217 . cnmmun:.cat:u:ms and nut:r_ces Tegiired -unﬁar this IxIEEh?SE

EE=ll ‘he l‘.‘DIJ.E“ wisaa=tat d'uly given iFf pept by eourisr :x:eqm:":ms signed

'rece.z;pt upon delivery or if timely mailed by-U.8, Pnstal Bervice,

first class Pastags prapa:l.d and addressad az follows:

17

U Gm o —
2 St e Tt e e B T LI,

Page 29 of 53
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()  4if to LICcEwEOR.

Office of Haval Research

Patent Counmel of the Favy [OFR D1CC)
BOO . Quiney Strest

Rrlington, VA 223217-5850
with a cqpy toz

© Bead, Technology Transfer office .
Navzl Researel Lehoratory, Onde lons
© 4555 Overloghk &ve., By

‘Wash:l_ngtnn, DC 2o37H-5370

.(1_3) +4AF tno TICENEEER .
Hawdm Anggry . !
Matrzix Sexrices, Tno.

2 Beterm Canyoy,

Irviue, C& -oz2605
or Foch mailing adiress ag either party way Seom time to time
sperify in writing. . '

ARTTOTE X
S‘u’hlicensingf
sibject o ‘the’ =poroval of LICENSOR, -

sublicenses under thig LICENSE mpon tTerms and nchditions that

| LICENSEE may grant,

| LICENSER WY BTTANgE provided thats

B. Each sublicense ER2l]l specify that i ig Sravtad pursuant

to this LICENSE, she1l Specify that no provision. shell he in
- By SoToEEtion of or Aminieh any rights in thig LICENSE andl shall

dnolnde the condition that the sublicense s.hall Eutomatically he
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modified ox terminated in whole or 4p part upon the moddification

or termimerion im whole or in part of thig LICENEH; a.nd

C. LICENSEE ghall Forpigh LEGET.\TSUR with =a- caoy c: the

Btandard publinense agz:aemant for approval thirty (30) fays before

the “‘:LI‘Et sublicense i5 gramked. When substankial changes zre made

to the ghandard suhlicenge Bgrzement, LICENSEE ghall provide

.z.,I(IEhTSDR a copy of the modified subl:.c&nsae for approval thirty

{30) days before LICE‘I:;SEE Ehall grant: any sublicenss theremmdor.

D, ‘The granting of any sohlicenss by LIEENSEE sha_l in np way
relisve LICENSER  frop Ay of the requirements of rhis LICENSE

inclnding royalties, Ay sohlicense pranted by TICENSEE thet does

0ot comply with the Tequiraments of khig Axrticle X is vold.

. RAETICLE XT

‘Ressrvatiog of Rights
LIDEN’EDB. ‘rEEsrves

the mght: Eo regnire LICENSEE +to and

LIGEEEEE Bgress to grant p:umpt'!y subl:.canses o ::aspansz.hle

ggplicantys op raasmnahle ta'r:ms whey nacassary to Fwlfitl heslth
and safety nesds of the miklic to the axtent much n_aﬂs #re nob
beding reasonEhly metisfied by _z.LCENSEE a::ui Its sublicensses.

Thin , LICENSE is subject to  the memcabla, xnyalty-‘:rse

right of the Eovernment of the Uoites States Eo practice amd have

practiced this Licenseq - Imrentz.cn th.rnughau‘- the world by or on

behalf of the Tgitreg States and by or on J:aahalf of any forsign

B government or :.ntargovernmental or :.nte:cnata_mnal orgmnization

19
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pursuznt to any existing or future treaty or agreement with the

Gm‘rmmaﬁi: of the United Statss.

This LICENSE iz su:bject to any ‘J.wanses in. fcrce at the time
af 'the grant of this LIC’.E[\IEE

t

ARTICLE 1TT
Litigation
JJ—EEIESDR does nob ]:ry entering 1:11:::: “this LIGEHSE transfer the
'mrapa:x:ty xlghts in the Ia.aansed III‘VEIJtZLDD., m:mm.ﬂed hovever; thet
during the period thet this LITCENSE is s:xtclus:.ver LICENSEE has ths

Tight of enforcement of the Idcensed Patept, =t oo cost to the

Govermment and without requiring the Government to he a pazty to

the litigation, pursuant to the provisions of Chapter 28 of Title
35, Unibted Btatss Code,

af tha actnal CTECOVETY after
deﬁnat:.nn of LICENSER!s lz.t:z.gaticm “EstE =md En:penses.

JIN' WITHESE TWHEREQF, the partiss bersto bave cansed s

execnted by thelr  dnly - spnthonized
representatives, .

TNITED STBIES OF ZERTOR
For the Secrestary of the Navy

L_D/LU{‘\
.M. sﬁﬁﬁﬁr
Captain,\T.8 Navy

Commanding DEFicex .

'D'ate.»: 9_. /n:z-ﬁ/ (j7 :

Filed 12/10/2007 Page 32 of 53

or other gtatutes, LICENSEE =hell pay
’ ’ltZCEESGR 't'.hi::“']i‘ pErCEnt {(30%)

-

- tees
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FIRST AMIMDMENT TO - : .“
EXCLUSIVE LICENSE AGRTEMENT :
' BITWEEN
TEE UNITED STATES OF AMTRICA
45 REPRTSENTED BY THE SECRETARY OF THE HAVY >
- AND . S 1,

Mimsmvmms, NG,

. The Exclustve Tirense Agresment exeentad om September 28, 2004, {(hereingfter palled
“LICENEE") between the United States of Ameriea, as zepreented by fos Secvetary of the Mevy,
(hereinafer called "LICENBOR™), md Mehix Services, Inc., 2 compomation orgauized apd
existing tader the laws 'of the Strie of California, (baremafisr called “LICENSEE™) having an
address at 2 Petery Canyun, Frvide, CA 92606 i hershy smended by mutndl AprEEmEnt,

- ;NHE_REAS, LICENSOR desites fhe: Bt of sublicensing Fights to LICENSEE be

- clarified; and ) : .

WEEREAS, LICENEEE desices fhe TICENSE b essigmed fo fheir sncozssor fn pert
- Network Signatores, IT,C; and ’ :

: WHEREAS, LICENSER daai:eé the zemoval of the mguirament that products e
. memrfachired stbstantially in the Tnited Siates; and ' :

‘WHEREAS, LICENSEE degires the Practical Application date ke extendst; and

‘WHEREAS, LICENSEE degives ‘the lifigation nlanse be o
the LICENSEE io callect for past and fifwre infinpement: and
© WHEREAS, ‘LIC’ENSGR: desires fhe Hiigation lmse be modifed ‘to;require LICENSER
obtain LICENS OR’s approval befnre enibreing the Ticenssd Patext

arifiad to indlufe the Hight of

. NOW, WHEREFORE, TICENSOR. and LICENSEE apres fo arnend e LICENEE asfillows:

1. The LICENSE shall be assigued o Matworic Sipmatires, TIC.

2 Arficls IO, paragraph 1 shall now regd:

LICENBEE egrees tn cary omt the plan for development and merketing of & Ticensed
Iovention. submitted with TICRNSER

8 Applicafion for Tioense dated Auppst 27, 2004 snd
amended September 13, 2004, to hring this Licenged Invention to Pruchcal Applicafion two {2)

") yeass from date of execution of foe LICENSE end TICENREE will, thereafier, continue io male

fhe benefits of this Linensed Favention rensnnehly scoessible 1o the public for the remamdsr of
" fhe period of this LICENSE., .

3. Article T, proagraph 2 shall mow read:

— e MBLLACDES LAy —_— . e e
21 Doermher 2005 :

EXHIBIT B @ | '
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LICENSOR sgrees that produats srbodying this Licensed Tnvention or producsd through the
uge of & Licensed Iovention for wse or sals‘by LICENSEE, s AFFILIATES or its suMcensess
in the Unfted Statss do mot peed to be mamtfachmred substantially in the Tnited Btates
MNotwithstanding the 2bove, products embodying this Ticansad fnvantion or produced through

the use of 8 Licensed Invention for vse or sels by LICENSEE, its AFFILIATES offy »
sublicensess cemnot be memiachired in any of the countriay identifed: (1) in the Treasury
Department Office of Foreign Assats Coniral schadile in 91 CTR § 500.201; (2) in fhe State
. Depertment Directorate of Dafense Trade Controls list i 22 CER. £ 126.1(a); or (3) on the
Treasiwy Department Office of Forsign Agsets Contvol website for sanctionad conmides
Cbi‘r_n:Ifwww.’a‘sas.gov/nfﬁnas/aufummeutlufaﬂsmcﬁnns[). :

4 Atcelv, Pramaph 1 slisll now zead:

: IICEI\TSEE shall pay o royalty to LICENSOR. of fhree pereent (3%) of the Met Selling Price
for each Royadlty-Bearin

g Profuct made, wsed, or sold by LICENSEE and s lHoensed
AFFILIATES, LICENSEE shall pay LICENBOR. Thirty percent (30%) of any cohsidarstion
zeceived fiom 2 SUBLICEMBEE for & siblicense exoept in the case of Hiigafion whers

LICENSEE shall pey LICENSOR. thirty peroent (30%) of fhe antudl repovary after deduntion
of LICENSER's litigation costs and expenges 28 provided in Arficls XIT, .

3. Arfinle VI, sentence 1 shall nowresd:

LICENSEE sgraes to st enmel Teports on or before March 1 of sach calendar year
an s efforts to achieve Practical Applisation ofthe Tinensad Invention by two (2) yents fom
dete of cxeoution of fhe TICENEE, with perfioulsr reference tv LICENSEE'S plan for

. devalopment #nd murlesting of the Licensed Invention sobmited with TICENRER'S application
or Ticense. . - ' . . :

i Payments and reporis ragnived tnder Actidle TV and commmmications and notices raqx:ﬁrad
woder Atiicle XT shalf nowbe sent fo: o
(&) ¥t TICENSOR:

Office of Waval Research Co S
Office of Corporate Counse] (ORMR BDCC) ' '

. OpeLiberty Center .
875 North Randniph Strest
Aflingfon, V.A.22303.1005

with 2 copy o

Heed, Technology Trmmefer Office .
Naval Research Taboratory, Cods 1004
4535 Ovarlook Ave., SW

. Washington, DC 20375-5320

b

e i oo MIBLLIC R e . _._ _.n

. 2! Denzmber 2005 o ’ . E @

WS W IR VO e . . DT—S-ﬁﬁ
TR T =) uul]l'sm‘[—wam 3
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) ifto TICENSEE:

Network Signgtres, TIL.C L
14252 Culver Dr,, 914 . . S R -
Trvine, CA 92604 L C

7. Article TIT shall now read:

LICENSOR doss not by enfering o fhis TICENEE fransfer fhe pEoperty Hights in the

- Licensed Tovenfion, provided howsver, fhat during fhe peded that this LICENSE ig
exclugive, LICENSEE has fie right of enforoement of the-Licensed Patent, af nn cost to fhe
Government and without reguiving the Govemment 4o he n party tothe Btipation, prwmvent io
ihe provisions of Chapier 29 of Tifle 33, United Statss Cods, or ofher stmivies, TICENMSEE
shall inform TICENSOR. of auy &okon, Jegal or otherwise, & intends fo tdle with respect o
the zights prior to taking such acfinn, LICEMSOR e the zight to object to sndh aofion

* within ten (10) deys of recetving notieation of snch astion. ELICENBOR dnes ot respand
within ths ten (10) day period, LICENBOR' ghall be dasmed to:not objact to the propossd
action, LICENSEE's Tight of enforeement exprassly inciudes the righttn eolisct damages for
past and filure infringergent of the Ticsnsed Potent 1o fhe stert ‘permmissible under law,

LICENEEE shall pay LICENSOR fhiry percent (30%) of fhe ot Tevovery after deduction
of LICENSEE's litigation costs.and SXpPENESS,

I WITNESS WHERECQF, fiis pacties hersin have cased fhis fmstrimeintto b sxacued try their

Auly evthorized representaiivas,
TNITED BTATES OF AMERICA " METRIX SERVICES/TNC.
For the Becrstary af the Mavy . - { -
By:___feliBra i 2oy By A
" D.R GAHAGAW U : . HAYDANBARI §
Captain, U.S, Navy . , “Title: CEO -
Commanding Officer ) - T
. ' L . . z . ., .
Date: __ £FEl 0% _ Date: ‘A%’%fé'

NETWORE, EJ@ £ TURES, LLC
i E‘Z |
By: .

Ia
T

Dafa: a:‘//%:,éf'

THRLOCTRIS= a1 N Ty “'Ms:&_»p__" T Tt T
2L Derember 2003 ) . ‘
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Pogg 1

-

ASSIENMERNT

. WHEREAS, Metﬂft Berviess, Tnc, having o principnl ploce F businegs iri"I‘ustin, Colifoinin, owng an Exolusive
License to U, Patent No. 5,511,122, entitied "Intermediate Metwork Authentiostion” and hes been granied sush Exalusive
License fram the Uniled Slates of Ameariey, ns represented by the Seorsmry uftﬁzﬂavy. {bereinnfer “Exclusive License®);

AND ‘WHEREAS, Wetwork Stgnatures (herei'rmﬁer "& BBIGWEE"),
Californis, desires to noquire the enfie right, dile,

WOW, THEREFORE, in considemting of Bood mud valusble considemfion, the receipt of whish is herehy
acknowledged, Meirix Bervices does heraby nclenowledge that it fies sold, sssigwed, fransferred and st aver, antl by these
presents do hereby sell, sssign, transfer ang set over, imto e said ASSIGNEE, its sucnassors, fees) represemtatives ond
assigns, the entire right, fitle, and interes! throupfiont the warld in, o aud bader fhe seid improvements, and e sald
Exptusive Livense and all provisions) -Applications relnfing theretn, amd &l divistons, renewnls and continuafions or
eonfirstions-in-part thevent, and o1l Ltters Patent of the Wniied Sttes which tiay be granted therenn and al] relssues and
extensions fhereo, ond Bl rights of prioriiy noder Tntermptionn] Conventions and applinnﬁuns for Leters Patent which moy
herecdier bz filed for soid improvements in my eounly or countries forefpn to the United States, snd ofl Detters Batent

which way be granted forsdid improvements iy Buy eodaby ar countries Toreign fothe Urdled States pod ol extensions,
tenewnls and reissues therent,

with its principnl pince of buginess in Visty,
ond inferest in and to tha snid Bxclusive Lirense:

AND Metrix Szrvi.t;as oes herehy oovenant and agree ‘Hhat i will communisate io the soid ASSIONEE, its
. -Successors, Jegnl eprsentativas and sesigns, any fecls known to 1t res

k peating satd improvemants, and testify in ony iegal
praceeding, sign all lowiitl prpers, mecnt all divislona), sontinuing and ralssye applications, mofke off vightfisl dathe and
Eenernlly do everything possible tn aid fhe smid ABSIONEE, iis sucoessars, ezl representatives and asslpns, o obiin and
enfores praper patent protection for ssil improvaments in il ooumirizg, : A '

TN TEBTIMONY WHEREOF, Assignar intending b0 be Jagally baund has hersulo nfised his signnture,

f . 'D“ .
< ot 1' o

= .
7= 7o

This 14 dey of Pebruory, 2008 . B o
Sigmatwre of Hazim Ansar, CEO of Mehix Services

CEXHIBIT ©
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it REFLY REFERR T

1004/620G
12 Qetober 2006

“Hazim Anseri .
Network Signatures, Tne,
14252 Cadver Dr., 914 -
Irvine, CA 92604

Ret Network Bignatives® Ociober 6, 2006

demanslation of EaByCuﬁnemtTM at the
Navl Research Laboratory (MRT) :

Mr. Amsard, -

Thenk veu for visifine MBI, October 8" to demonsirate Metwork Signatures’
BasyCommest - - . )

HB1’s technicd]l apd legal persormsl who atiended "fhe dsmonsteetion have
considered Networle Signatueg

: nresentition and have detsrmined that BesyConnant™
zelates to mn embodtment of the ny

. ention flatmed in Uritad States Patent Na, 5,511,122
(the *122 patent) entiflsd “Trtermedists Metworle Anthantication ®

Eased on Network Bigneimres® demonsiration, end shsent any evidenee io the
contrary, NRL takes the posttion that Metwor: Bignaturas hes suesssefilly raried out &
plan for development of the Hoengad invention claimed the *122 patent and has hronght
e fovenfion Bs Tecited in fhe 122 patent 0 pracfical applicafion. So long a5 Netwoik
Signatmies mmalces BagyConment™ availahle o fie s no reasonsbe berms, WRL, will

-agree fhat Networde Sipnatmes has’ mads the bensfits of fhiis Smventing ‘rersapdhly:

Metwror Signntures will be comphant with the first

' as part of the ronugl Teports Mstwork Signatmes will sribmit under Axticls TV of fe.
Apresment. . . :

I om also in receipt af your zeqnest thet the Amnendment to the Agresment be
mvised fo reflact that Network Signatwes 48 & Subokapter C sorporation and not &
Limited Lishility Compary (LLC). ‘With your permission, T will make o “pen and ink”
change on the Amendment to 5o reflect the Droper statns of Matworle Signaturss.

zmnb . | . - (7_\
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I you have sny furifier guestions md/or comments,

coztant the MRT, Technolopy Transfer Office, please do not hﬂsﬁﬂf}a 1o

' Sincs ely, _
Deirdre Zammit
Tachnology Transfer Office

e e e e —————— e e e,

o
4

-~ S
- & |
[ L% /

M e e e
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3,511,122

1
INTERMEDIATE NETWORT,
AUTHINTICATION

BACKGROUND OF THE TNVENTION

5

"The presesit fovention s2intes generally to narwnrk secy- .

gry in o distbuted netword or between oatworks, and mors
particularly to anintemetwark suthentiontion merhnd which
13 copohle of Intefmedint: anthemtication gs welf gs guthen.

tration of fragmened dna mpomless af the netwarle pro-
tuenl,

Histarically, mostueworking mrotacals and ardiiizcis”

bave not incloded sofid anhenticabion or confidentintity
mechanigma, “The MIT Athenn project hag heeg the exnEgs-
tion w this Tole with s development of the Kerberas
anthentication system. This system is begirming tn be imple-
menied 5t some Stes md some workstation mpnnfermreny
are considedng Implamenting Kerheros in fheir standud Q8
relenses, bt the overwhelming mejority of meworled sies
hove 1o nntheaficaion or confidemtlality mechanisms io
their ndtworle architestnres. The 18O (Tnteraationd St
derds Organization) OS! (Open Standasds Taterconnection)
guite provides forconfidentiality services i the upper Inyera
but doe noLyequire abeatiemiog of any of the lower lnyer
proocals, These lawer layer prowenls hove @ gumber of
Becurity problems in pmtmens commaonty need inthe iniar
st and hove cerids limitetions invinsie o the Kerharms
pratneals. The secoily issues in the 180 081 suite appeeCtn
hnve gotten Jess aantion fhan in the Tnteens gujte hecaee
the Jntermel suile is mare widely implemented gt prBenr
Recently, the Izmet Enpiteering Task Forne hos bugun
‘to incorpomnts sulienticalion and confidentinlity ‘mechs-
nisms in some potocols, nawbly the Stmple Natwork hian.
agement Protocol (mfered to ps “SNIVP") mnd Brivacy
Enthinneed Mail. A fe other savent pratocol specifeatings,
such s for the Border Guewny Prowmcol {referred to a8

- "BGP") aud Open Shoviest Pmh First etemed fo gs

“OEFF") ronting pratneals provide hooks For authentieating
to be gdded later hnl dn not define or mondae any el
authenticniion methonism. Toe BGR version 3 specificadion
explicitly smtes it the definition of suthenticanan mechn-
-nisms otter Gt the dofantt " mthentication” npton axe
-out of the scope of he specification. Similnrly, the OSRF
version 2 specificarion agsers hat "OSPF disg movides for
the nhesitlention of muding updnses, | , ™ whenin fact the
only authenticalion mecharisms speefficd e “no anthent-
carion" or “clentest posswond " Oveedll, there 35 no fmds--

2
" Comparisbn of Cormmersis) and Militry Compater Secusity
Policies," Procesdings of the 1987 IEEE Bymposium on
Bucusity & Privany, IEEE Compoter Sosiery, Qnidand, CriE,
{1987), which i3 inzorporated herein by reference,

Aside From roncerns shout attacks, ther ja Toeently much
inferest in ‘Iplementing policy-based routing, netwark
biuge ncoonating, mud netwarl ud{ing, None of thess may
e dependably jmplamented uuless the mepwark pratacdl

Weaders may be suthenticated by routers as wel) as the end
‘hogs, X there # nn intermedine anthentiention, then it 45
surmight forward to spoof poficy-based sonting and (o covee
athers to pay for one's networl traffic. Without anthentlca-

* Hon, nuditing coonnt yidld meaningtal tesuits, Tt is clenr thal
‘network: protocol header anthentication is essentinl forbath

B exising ond fimes servicss.

Tinis, there i5 &need for providing inteomediale nuthen:

- Geadng in netwodtng. By being oble 1o muthenticne 1

25

.

packer while in ronte, the possibitity of host masguemding
nnd network mitocks ore reduced. Addiionmly, policy-hased
Tullting, network vsnge accoumding, and metwordk audiing
may be implemented,

SUMMARY OF THE TNVENTION

Juis therefare wn object of the present invantion o provids
nauthentication method which will provids for ath inler
“mudtite authenficating ps well os host to host authentcotion
in o dragram petwork thit pecmits fropmentaion of dota.

©BTanis,

itis n fucther shisc to provide an occure methed for

host.

It Is yer antrher object io provide & means for gorurwiy
hilling 2 hoar for e use of network tafic and EacHites.

L ie yel nnather objest lo provide For detection of o
non~valid hbst en e natwork. ‘

© 1tis yar apolher ohject to intprove usbwors telishifily os

- well g5 nenwaork secaity. )
" It iz yet another abject to provide anpport for netwmk
nutiting, nerword toffs comting, iod policy Based soming,
Il of the above emBodiments, it is an phiect m provide
w1 athentication sysiem which utilizes nn asymmetric icey
zystem in the mithenticnrion system.

" 135 sHE smntier ohject of the vention to provide m
‘mthenrication sysem in which the frst pocket o dutaprn
. Emgment 18 dynomically souted white 61l suceeeding nocket

" imgments or delsgram fegments then Tollow e enoblished
mennl systemic secity nrohilesmra in fhe Interner pratocol g -

snim . present.

Bollovin, in his oriicle antifled “Serurity Problemn in the
TCP/IP Prowocol Buim" ACM Computer Commumcations
Review, Val, 18, N0, 2 {Apdl 1930), PR. 32~48 ideptifies that
there pe gecurity lawain the TORAR (Transmisaion Conmol
Proweol/iniemst Brotornl) prolocal aulis herange husls wly
on TP souree address for mthentieation end deo because
‘ouling protocols hiwe minima 1o no puthentication, The
Bellovin article & incorparaind hamin by wference, Sim-
lnrly, the IS0 protoeo! hns not ‘prid suFciant atteatinn o
building security mechnisms iof the nerwar:, transpari, or
‘muling pratocols, ,

Some proposel computor seeuriy polisies, such o Clagk.
"Wilsun, are nat pecticn! tn implement using current nebwatk

55

]

put of the Bt pax:h':_t fropmienr or dmagrom fagment
According to one trond pspect.of the preseat inventiog,
there Is provided a method for netwodk suthentication com-
prising the seeps of: nhisiging 2 nerworle address and g public
key far 5 reeiving host; utilizing the public key fom (e
receiving host in combination with o peivaze key fom the
sending host i geasmte 1 oyprogrephic signatire; irans-
‘milting the signnture tlong with datn. through o frst subest-
wock in st jenst one pankay, receiving ar Taast ane pockaint
the recaiving bosr pnd the recsiving host uillizing x privale
Teey for spid Teeeiving host site and o piblic key faor aid
sending host to verify said eryptopraphic signature,
Aceording to eantheghmed agpert of the inveotion, there
is provided 2 method for netwark mathenlicalion of frag-

. mented packsis comprising the steps of requesting s net-
pratacals, - which @y on datagram frupmenmtion, udess &

inrermediate sullentication is provided. For 2 discussion o
such policies, see D. D. Clodk and. D, R, ‘Wilsas, YA

-

work nddress far n recciving hnst from o auhnelwark name
system; wilizing o private key from o sending houl tn
EENERIE 2 CTYRIgraphic signntre; iranamitiing fhe signe-

feerminiup the neiwork tofic seaerated hy_ a panicular
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ture plang with doln 1o  first subnetwork in o lensl ome
packet, having a first pocket size which is dlfferent from that
of the irnsmitting host and therghy fmpmanting the nrigioel
pacleel intn ax least two packet fragments, the pocket fag-
mente having o Bret pocket fmgmen: which i banamitied yn

. & fcsl avallable intermefiiat metxwny or router in the frg

subnetwork, ond each subseguent fropmenl of that At
packet frapment following the propesy of the first packest
fragment. through the fitst submetworkin g trains-like foshion;
reogembling the frogmened packeis o) m tntexmedinte
guieway or ronter; perfoming o verificatioy of the crypte-
griphic signotere on fhe renesembled packet; rlomsmitiing
the fragmesmed poclets thmngh the first subnetwosks rengiv-
ing ot least one packet at the rzceiving host and utilzing u
public key for tie sending hoat ta verily tie erypopmphic
zipnature. ) o

By being able lo provide bolh host 1o host authentication
85 well 5 intarmedinte oultienticnfing, the possibilfier of
host mesguemding and network mracks mre teduced op
eliminnted.  Additionally, policy-hoaed vouting, network
Usage nceonnofing, end netwark mitiiiing oy be imple-
mented, - ’

Qther ohjects and fentures of e presagt inventiog will he
spparent fram the following domiled Heseripfing of the

‘prefered embodimenl
BRIEF DESCRIPTION OF THE DRAWINGS

The invention will be forther desgribed
with the sccamponying drawinps, in whichs '
FIE. 1is a fiow shart Hlustrating 2 -method uitieed in o

in mjuueﬂgg

. typioal ar prior o communientions trmssction belween

host, and bosly in which no authentization js conducted in
o network whish may amploy fapmeninion oF dnmprams;
FIG. Z'in an exemplary nerwork tonogrephy of commi.

5,511,192

Bl

i

a0

‘Tications between host, and host,, sczonding o the prior s

FIG. 3 is o fiow chng Tlsteating n first prefermd com-
municationg tunsactiog hetween host, od host, in which

end 1o enfl anthenticatta is condusted i 2 metwark which

way employ Fragmentalion of damgrams; and .

FIG 481 Oow chust Tstenting o second profored
covmnenicatons mansamtion herween bost, and fost; i
which ball mtermedite pod end to e authentication may
‘hecondnered in & netwark: which mmy
of detsgrnms,

DETAILED DESCRIETION OF THE
PREFERRED EMBODIMENT

Wish rafgmm:e ta e Fignes, whu;:nin Tke =femmce
characlers Indicale ke slemenls Ahroughom the severl
views ond, in partcular, with mfarence o FIGS. 1and 2, n

10 hnal communization is Hlustaisd,

invention disalised hersin, 3 dutfing deseri
approach & natwark eommmication ia essential.
In _priur network commupication applicatians, & fst,

¢ : . Host, 60 moy be
in the same subnetwark or netwarl ag hisst, 83 ar may hoin

% Jifferent aubnecwork or networc Hetwork, 82 is the
network contoining finst, 60 and nelwork; 84 i the natwari
conlining host, 3. FIGS, 7 nod 2 illustrate the condition
where hoat, 60 mng hosty 83 ore in AlFerent subnetworls.

. 'When bast, 69 wishes In communicate with hosly 83, hnst

40 will nbinin the nddeess pog key of host, 83 fum 1

cmploy fnpmeniniton -

an

50

network nome aystem vio the networkes or from o config-

" Tulion table ot hast, 60, This request i Dustvated by box 10

in FIG. 1, The network mame synem will provide the
nelwork address o hoal, 83 10 host, 60 as Mystrated by box

12, Near, the nerwork ddress 48 received by host, 60, ses

box 34, After receiving the pddregs, host, 60 begins o
trensmic detagrimg or packats tawnrds host, 83 via o pat-
way B2, sze hox 16, The physicr! commmmication protoeol
being used between host, 60 and Subnetwork 82 will vary
wilh the prticular type of hosl and network, The above
feseribed method i5 ane of severd well known methads for
obinining the network: adsiress of p hoal, ,

" Subneowork, 82, s illustared by hox 1%, will then
prucess dofn inlo packets which we ¥nk or subnetwork

“specific. A sumderd pmitoeal which is wilized is the 0 In

this protacel, dataperms or parkers pre formed Tiom the dera
strenmn. Packets prnemtly comprise 8 hentier section, o date

Eechion nndu el sechon. The specific relationskdp

hetween these sections or fie exdstence of thess seciiong are
protacol specific and thus will nol be discussed in mny degnil,
The dats mny be fmgmented by the creaiion of pckers for
submetwork, 82 md therehy ke differant mouies throngh
submetwarky 82 townrds ost, B3, For illestrmtive purposes,
thrae peckets or fagmented packsts, Py Po ond Py niree
Mustred, These pocksm o toosmted thraugh aubnet-
worky 82 by & convendonol transmission method, Bach
phckst or fagenent may token o diferent mue thrangh the
subnetwork ng Wnsmated by lines 26, 28 and 30 which
-somespond o the uts of puskets Py, Py ond Py, réspen-
tivaly, Thue, ench peckel moy go through 2 diffzremt inler-
mediste rowwnr 64, 66,68 or 70 o3 {nstatad in FIG, 2,

U8, Pat, No, 5,174,765 to Perman iz axemplary of the

trnwhunkes of the prior axt. Pedymmn Stsclnses o authesti-

cotion system which utllizes = EymumELTic.Xny system 10

authenticate 1 data packel “This systmm uillizes a mbuat

‘broutcusting techninue and theeefore *i3 vol copable of

pedonuing intmedine Fagmentation or -intermedine
sultientication for the reasons discusser shove, Both of these
capnbifiling ore imporant Tor proper network nssge acconnt-
ing. : . :

‘Evemmlly, packels P, P, aud Py will miigrare heansh

Enbmerwork; B2 dlong the dushed Yines in B, 2, I o

confipuration. ool shown, it hosty 83 were lncated within
submetwark, ‘82, hos, 3 would receive the packets aud

‘reasseable theo o goin secess to the dois commned hemb,

Hasty, 83 wonld niilize this doto and will asshme that he
seqrier, host, 61, is the actenl sender of ie dote. Thas, thee
-woinld not be any end to end or jatermedicte motheaficntion
of the host or dawm, In this simmiau, the dom womd be
Trapmented oy one lime, .2, doring the crealion of pachsts
P, F, ond Py, ' - )

In the codfigurarton shown in FIG. 2, host, 83 is located
In o diferent subnetwark, 04 than subnetwod:, 82, Packats
Py, Py ond Py will be umnsmied From puiswny 72 of
subneiwosk, 82 o gusway 74 of subnetwark, 84. This step

- is Ulusirated in FIQ. ] o5 hlock 32. ‘The’ link/subnatwack:

protacols utilized In subneiwirl 82 may difior from those
of subnetworl, 84, In this simation, ‘subnztworls, 84 will
crente edditional pockels P, Py, Fg nid Py, see blosk 34,
Frur packets have besn sed. for Dustrarive pirposes only
bul‘uny number of packets mny be genemted by suboes
wink, Bd, Bines the link or subnetwark prowzols of sub-
networks 82 md avhnetwork, 84 may he difereny, the stze
ol the packels moy aiso be dferent. Thus, the arginol data,
heatler nnd tmfler informaion oF each porker in subnerworle,
82 may now sppenr in'diforant pockels in subnetwack, B4,
Le, the informntion from pockel P, moy now be commined

.""\‘

-

I'!"f] r".:l\l
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between packels B, ond Py, Thus, the date hes heen Tag-
mented for o second time. Purkels Py, Py, P, and P, o
. transmitted. thraugh the intsemedinte ronrers 76 and 78 of
.Buhpoetwork, 84 nlong {he doshed linee of subnetworle, 8¢
end in o similar fshiom to that of subnetwork, 82 dhove,
There may be any number of inteomedine rauters asd thoze
used inFIG. 2 nee for Mustralive porposes ooly, Lines 44,
46, 48 nnd 50 iiinetrate the irapsossion coneept o FIG, 1.

In sueh o teehnigue, the shllity 1 authenbicore packals at
an intermediate galewsy or routsr, such ae mwter 76, {5
comypletely lost since envh packet Foement moy toke a
different roife theaugh snbmetwork, 84. Additionally, since
the informelion conloined in packer P, may be splil between
paclears By and Py, it 4s impnssible 10 heszmble the infoe
‘mation of packet Py = nn intcmediste prlewny orrouter. Ty
ihis sttnntion, the orping datn is fmgmented two dmes, fe,
omez witen peckeis Py, B, and P, are cremied aod pace when

. packets By, By, By and Py ore crented.

Fiveninally, pachetz Py, Ps, Py ond Py will mipzate throjih
subnetworky 84 slong the dwhed Foes i FIG. 3. Hoat, B2
will eeeive the pockers and eossemble Biem 1o prin pecess
to the datn conteined therein, see blodky 52 through 56,
Husty 83 will ntiize this dula md will ossume tint the
uender, host, 60, is (e astusl sender of the dow, Thus, thera

13 o ood to end oriniermedise mtheatication of (hs hostor =
dnta, )

Saveral U.E. Prents have jouched on the sobjsct of
mythenticntion. For sxomple, .S, Pob Mo, 4965827
MoBanald discioses an anthentiention igatithm for verdiy.
ing thot nmessape hes oot besn cormupted orchangzd during
uansnussion, This methad uwilizas 5 symmetric aryplo-
grephic hosh funclion which i5 oaly used for the authent-

" cation of the data. In 8 symmetric Yoy systeni, the pame key
1z used for encryplion and decryplion end does ot provide
the. protection of oo ssymmatric key system, The McDougld
system provides 5o means forauthenticaiing that r prrticular
host s ootuslly seot the dets. Thas, o host may mnsgierads
85 3 vilid host and send invelld data over the nehvodk
Addittopally, neiwork applications including inmermedine
aurhenfication are nut Gescribed by thr McDnonald patent. As
mmother example of 0 TLES. Patenl fscnssing authentication,
105, Pab Nu. 5,241,500 to Bellovin gt ol., discloges o by

-management. proweal which could be nsed aver 2 netwads
which is noL secare.

- 15
The shove descripion provides a basic sureminnting of

" ‘how dutn is tansfeed between host,, §0 and haost, &3, Now
we will dum {0 o mew methed of host onthenticetiog ss
Hostrated in FIGS. 3 and 4, FIG. 3 Muayates n host 1o hagt

uuthentication method sod FQ. 4 Dueshors o host o _5;,'

intermediniz guteway or router outhenticatinn mafod, Like
meference oumemls have hesn nHlized where there s 0o
sipnifeant difference between the invention and the priorn.
Primes shove the rofersnce numesals have heen wtilized

‘wher the elamenis are similar to the prior ot but have 55
Finally, new referance *

additionyd fealbres or modificntions.
pumoerals arc provided for new sieps which are conductad,

Cryptographic Mathor

Before 3 descriplion of the new methuds e provided, it
is necessary to describe cument crypmpmphic mechanisms,
Cryplopraphic mechonisms provide the Sranledl assuranoe
of the nuthenticlly of dato. Crypingmphic syslems come in

two vorielies, symmelric key snd naymmetric key, Ses, B, &

Schueler, “Applied Cryptography,” John Witey & Sans, Ine.,
New Yook, Y (1804), p3, which is incarporated herein by

>

6

Tefermnce, In n symmetric key system, the sume ey 18 used
fur oncryption and decryption, When providing confidenti-
ulity using an asymmeatric system, exch purty hos bwo keys,
one public ond one privoe, and dnte i wsudlly encrypted
using the pepder’s private kay and the recipients public kay.
When providing authenficalion using an ssymmetcie system,
the daw and the keys ore usad to peneratz s digital signnture,
That signature is verified by the reciplent using the dum
received and the appropriate decryption keys,

Host tn Hogt Authentication

" Tuming new o FIG. 3, the steps favolved in o new
‘method of nst anthentication nre Mustated . A bost, zened-

. cilly wiored th ns hosy, or element 0 will wish 10

comomieats with & host, or element 83, Host, 83 may be
int the stme anbmetwork. or network 82 83 host, 60 or may
bein & diffevent subnetwodk or network 84, FIGS. 1 and 3
iliustates the conditian where host, 60 mid fingt, 53 ors in

; different sibnetworks, 82 md B, espentively. When host,

G0 wishes to commonicar with host, 83, host, 60 will
Tegoest the nddress ond public key of hoat, B3 Fom o
Submetwork nome system. Thin equest s $3vevaed by bog
10 mFIG. 3. The public key myuest isimportant in s new
method nnd its imporance will be discussed in detsi] belpw,

’

thnnrw::ﬁc Name System

It 3z possinle to distribne the mobilic keys 1o ) hogws and
users of the imsmetwae, see Moskapeis, Paul, Domain
Numes—Implemsniation aond Specification, RFC-1035,
TON Nerwok Informmrion Cencer (Movember, 1987) which
is hermby incorported by seferance, Public keys for hosts
are ucluded in the nomeservics datohess and afl nomoeser
vioe msunnaes are authendeated, This meens thot afl of host
public keys oo distiboted in an 2uhenticusd monmen
Nuroe survize segunsts need pot be anthenticaes or.canfi- - L
dentist in the general case, However, ifthe visinility of some
dalg i the nameservics datoimge 35 1 be contalled, then

authenticied onfidomial regussys would be raguired to

access non-published detn and awthenticaeyd confidential
vespones [ such Togmess would also be weguimd. The
publie keys for the ook nemeservers shonted he made readity
avpilnhle, mch as by ielephone and posil s, so G
systerm ndministrators oy bove confidence in the mithen-
ticity of the root public key, Otherwise, 3 e corect ol
public key wers wnt widely knowm, ov iubruder wonld be
znaily nHie to musguernde ss the Jepitmate oomeservec
‘Buemnse the nser wod applention jevel keys oo dishibuted
nsiog mechaniams implemented in the locat binst, those keys
mgy be chonged ensily by the nser withont. r[mch concern far
the kemy change being delayed in propagmiion to all of the
directary ar netvork nome service providers, Host keys are
less easily changad, but such chanpes shionid he.regulm'ly
scheduled in order in imit damege from sompromised leys,

Modifications To Current Protacel

This saction deseribed ndditons and changes to the imu‘r-
net Protagn] suite 4o ensble its use to distribnle osymmalric
¥ays mnd o enable iis raspomses to be outhenticnted,

Anew TYPE fisld is added to-the weaouroe records ‘En the
Domain Mrme System, This new feld contaios % signed
osymmattic host pthentication =y to be used by hn:szs
nttempiing to muthenticale oetworc pacleats. Em:h_husL wluqh
transmits nny aothenticnted Frames musl. hove this record in
the Darapin Name System freforred 10 g5 "DNEY) ond the
value of the Tecord must be corecfly advertised. The pm-
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‘posedneme of tiis new DNS recoed type 18 HAK. The valpe

-of the HAK is represented ns haxndeciou numbers using

the digies D through 9 and leders A throngh F. The HAK
recond’s value is the authenBearion key certificaie naed For

that host thal the HAK record is assoeiated with No HAX 35

records muy exist thot ore oot sssacinied with o specific hosl

Alj Subnetwork Nume Syster responses from namesecy-
e provide suthentication. All Subnetwork Nome System
zequests ghould provide authentioation. Hosts receiving nn

unanlhonticated xesponse should toke wote of the gk gf 10

authentlcntion rud mny ipnare ynnahenticatad responses iF
sequired hy the gecurity policy applicable to the subnetworde
of the receiving host or take npproprinle astion, Hnse ©
Teceiving R response contrining inconetr antheatication dain

should discard the respanse withonr pmeessing it futher, 15

‘To provide uvser ospmmeric keys $or eneryplion or
antheaticution, it is supgesied thut « new sprvire, the Key
Infotmation Protocol or KIP, be provided. Thin service
would aceept regeesls for wser publo keys and would

sespond only iF such informntion were avadlabic, The “ng 20

keey extats for that ofer™ md “fhat nser not valia hewe® cses
would botht canse an “indalid request” 1o be gent uck 1o the
requestor. ATl sespomses would ose TP mgthentieaion. The
Xey Informution Prutozol would sl use the host's public

, 2othentication key in the KIP reqponse o ennkile the secipi-

em to puthentcate the rasponse, KIP should provide for
sepurate ubisntication and confidentulity keys, Depeading
on pecedved need, KIP could even be exiendad tn nge [
Neadhom & Schrorder-like mestmpism o g8t up and use

symmairic keyx for some sessinn with the two KIPa hap. 20

dting the key 82 op securely (eash on behnlt oFis Toon 1ger)
Bee, Neathom, R, M. and Schroegar M. D, “Using Bncryp-
tion for Autheniioation in Lorpe Mobworks of Computers®,
Communications of the ACM, Val, 23, No. 12 (Doecatber

1978), poges BO3-995, which 3 incomported herein by 2

sefurznce. The bse af the Needham & Schrueder-type sym-

i irable than using nsym-
ekic key lechnolopy heeause of the dncremsed complexity,

‘Whn the KIP cansepl is implemented, 1 new Diomsiy

Hame Bystem record shauld be added thet wonld poimmthe. 7

fiame of the hosl providing KIP service for 4 host ar
subnerwork. :

Turming back 1o rhe gleps in the host io host awchentieation .
method Ulnstrated in FIG, 3, the
will provide either the mime of the sumeserver for fe
svbnatwotk contining the desired hostorthe publicIe=y nod
eddeess of the estred host. AT} responses winid be strhii-
Hewed nsing the mublic kay of the uwameserver aud nwy
tmmthentic rasponses would. he disearded md ipmored, It
might be valuahle to sudit ol smmthentic msponses, This
procets would be repented ns necesmry onil the Tanuesting
host recelved an anthentic response conmining the public
leey snd address of the desived other host TF the Incally
trustall nomeserver uses poching of e, responge time

5
would be rensonsbie despire hoving authenticallon, Using :

locel numogsrvers and caching is o oot implerentation
stetngy for oameservies rgardless of whether authentico.
tion i5 wsed This process of the subnetwork nome servar
‘gelling nndl sending the dimes and public key in illostrted
hy bax 12, ’ :

As shown.in box 14!, the network: nddress and ublic key
informution is nextt received by host, 2. At thiz paint, host,
60 uses on asymmemic cryplogmphic plgorithm o peneme

2 digitnl signature, see box B, As discussed furier belowy, &5

the public key of hesl, 83 is used in nombingtion with the
private key of host, 60 1 genewmte o digitnl sigontare..

subnerwosk nume system g

&0

o2
e

Anym.maln'c Alporithm

An psymmelric slgorithm i5 nillized 1o gapernta n diglal
signeture, This may be aceomplished in several waya, The
firet mathnd {n o utilize 2 well known nsymmetriz dlgorthm
such s REA. See, 11,8, Pat Mo, 4,405,820 to R L, Rives,
A Bhiamir and L, b4 Adleman, which is incorporatad herein

- by refarnoe, A secand methad 35 o encrypt the putput of o

symmietric cryplographie bosh funclion using an asymmetric
encryption tyorilhm, A (hird wothad 48 o use o keyed
asymmetric cryptographic hosh lporithm, The ahove three
methods huve bezn uiflized in the pest io provide eoden-end
applcation-dayer surhentication it hove oot been wsed o
prvide intermedinte petwodk athenlicotion.” There & 1
gigrificnt difersnce berween anthenticating: the sreumey of
transmitted datn, Le. application-lnyer sorthenticotion, nad
network-fayer anthunticafion, the subjrct maner of fhis

applicuting, For convenience, the notpnt pF the Bsymmetric’

igorithm will be mfered o 25 n digit) sigmahwe, - -
Comfifentinfity nod autheatication wight alao be il into.
applicafions sbove the tranepor Jayer or ok the transpor
Inyer itselE In some cnaeg, it migzht be desirable o alsn nse
mechmisms bufl: inw the vpper layer protocal that o
indepondent of these verworelnyer mechontonte. For
exumple, the Suonre SNMP spacificatioes boild sulheatico-
tion and optiunal confidentiality mechovisms tos the SNMP
opplicotions. This npproach hes the advantge that 2 secariry
brench aep higher Inyer docs nos meoessmity compromise the
gezurily ot the etwork. layer. However, securdty ahove Lhe
neswork Jeyer does oot provide authentization or confiden-
tialfity 1o all natwork users or spplications nod is no o

Eenenl approgeh. For 2xomples of ranspori-loyer protosals, ’

8ee 181, Trmsport Conteat Protacn), REC:703 Metwork
Informesion Center (September, 1981 and 157, OSI Trans.
part Protoon! Spacifeation, 18-B073, 18D (1986), both of
which are hereby incarpormed by refarnee,

The next question. is whnt will the asymmetsic alporithm
‘be naed om, Le,, the dats, the hender infaemation or the &ntire
netwark protoeal fceme. Bomakes mom 36nss o authenticats
the entire network protocal frme than the header data sings.,
The ncementsl cost of mythenlicaing the enfire frome

instend of just the henders ig no significant and the incremsed

envopy and size of fhe outhenticated nformatian makes
mmy crypundiytic sitacks on e authenteation bader,
while il ensiing the suthenticity of the doin. Befiovis, in
“Secuiily Problems. in the TCPAP Fratacnl Snite® (sume)
descyibed 1 imber! 6 atincles ot e transport. fnyer, soch o
wsing TCP sequence mumber prediction 10 masquerade o
snather host's condecon, Even tustworthy hiosts meed o
istlute wser comnections Fom one another and i ensure ot

1o user {8 copnble of masguemding os nnother user vin
‘uetworidny mechanisms, The sbility 0 provide cireufl-

oriented confidentislity mechanisms is aiso desimble, Maj.
ther TCP nor DS tramsport promenl -eumently provides

elther nuthentication or eonfidentinlity mechanisms, which |

15 the nren of this diticiosure, nithough the T1L.8, Covernment
Tns published n stnodord elled 8P4 that ndds securlty to
TCP and on 780 (81 Franspor: Pratocal. -

. Whlle it is possible to support tansport suthentication
using entirely dtfErem: mechonisms thon thase wsed lo

provide natwork outhentiontion, it s desirable o devise a

commun sppeonck 'to nthenticnlion so that the byzthend -of
implemenetion is mintmized and so that the different: ser-
vices iniegrnte inpalher icely, Morzover, there is.a polontisl
for decreased size in the trusted cade requived in Implement
the anthenticalion servizes, 1t is usunity sasier m verfy the
corceciness nnd wustworthiness of smoller omounts of eode
thari larger amounts of code. : .

R
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‘Turming back to the Steps in the host ta hnst auihentication
metbnd Blustrated in FIG. 8, afier peforming the vsymmn-
Tie eperyplion, host, 60 beping to transmic data, aidress and
the digital signarse to subnetwork, 82 ving pataway 62, ses
box 18", The Bnle/sbnetword communication protneot being s
uzed between host, 68 and snbnetwardy 82 may vary with
the particulnr type of iost and netwark and thos, the locatinn
of the sigonture wmay vary,
Submelwork, 82, p3 Bnsraced by hox 1B, will then
procesn dote. ito poclets or fmpments which sre network, or

submetwork specifie, For ilnsirative puogoses, three packep .

or, By, P, mud Py pee {llustrated. Packets penerally comprise
2 header aection, o duw seclion and o twder section, The
specific rElmionship hetween thase sepfions or the srisencs
of these seclinns are protoco] specific aod tme will oot be
Bigtmased in omy detoil. The Incation of
i amy of the abnve idenrified packet sapinns, These porless
are pansotined throngh snbinecwark, 82 by & conventiongl
transmissior mathnd, The packets may ass be onted as will
be diseossed in relation ls fie Sitermedipe “euthenficarion

“methad, below. Ench packet or fagment may take a e, 2

Toute thmogh e nebwork e Thmtrnd by lines 28, 38 and
-30 whith zorespond 1o the wutes of packas Py, P und By,
respeclively. Thus, esch pocket may go thratgh & difterent
intermediate xouter 64, €6, 68 ar 70 as Hantrared in FIG, 2,

&n imermediavs fouter is any devies which rontes packet .E

between any two communicnlion favices, A gatewny i3 nn
taeecmnediare raumy which sompegts twe subnetworks, Thers-
fore, the terms may be used intzmbnngeably thraughoul the
Hetailed deacription, ' ‘
vEVEﬂmnnyi Fa:kﬂts P, 1 P: mnd P: will fnim muﬂh
subnetwork, 82 niong Jxe Ainshed fimey in FIG, 2. Tn my
architestire mat shows, i which howy, 85 i Tocmed within .
submatwork; 82, then host, B3-wi receive the packsts ar

fragments ond remsgermhie them tn ein soeesy lo e doig g

and sipuaire contsined (hepsin, Host, 83 will uiize o
comespanding ssymmettic lgorititm \o derads or varify the
signoture mA thewhy verify the muthenticity of hosy, 6.
This i3 aceomplished by nifitzing the pubitic ey oF host, §1

" in combination with. the private kay of haaty 83, e the g4y

titscursaion au eecryplion shove. .

IF hosty ‘83 s locoted @ aoofher subnetwork 8, m
Wnstrmied in FIG. 2, faen packess P, Fy ol Py will be
Eanemited fom galeway 72 of subogtworl 82
74 af submetwotl, 84 This step ia Mustmed in BIG. 3 B 05
‘lock 32, The lintambmemwork protacals niflized in submel-

- work, 32 moy differ fom thel of subnetwork, 84, Ty this
sifodtion, submetwork, 84 will crepe addisiennl paclets or
Fragments Py, By, B ond Py, see hlock 34, Four puckels have
heen vasd for Musirative purpozes only and any number of 5
paclery oy be penemted by subpatwark, 94, Since the
prtacals of subnetvork, 82 and subnetworle; 84 -may be’
differat, lhe gize of the pacles ey aisn he different. Thus,
the origingl signnmre, dum, header nd trafier information of *

 each packel in subrelwark, 82 may now appenc in difarent 55

‘packets in subnelwori, 84, Le., the information fom paeket
P, wisy now be containgd hetwasn Jpackels B, and By, As
stoted ahove, pockats B, P,, P, md ¥, urn imnmmingd
through the inlermadints moters 76 md 78 of subnerwork,
Bd alopg the dashed s of subpetw

fashion o that of saboelwark, B2 nhovs, Ogplignally, the
peclels muy be trmsmitted 0 2 manner Similar 10 hme
expluined Far the intermediate mutheatication method helow,
There may be any number of intemmadia oulers md links

2,511,122
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The ebility to ouhentivmte packets at an intermedine
Sulaway or Touter, such o8 voutar 76, is not o coneam in o

. bost io host anthenticstion method,

Eyentually, paclets B, B, P aod P, will migrate lhrongh
subnetworle, 84 along the dnshed Tines in FIG. 2. ‘Host, 83
will receive the pocle:ts pnd reassembiz them to gain acoess
to.the signamre dos contrined therein, see Wlacky 52 and 54,
Hosty 83 will uidlize o comesponding ssyrnmetric slporitiue
tn decofe or verify the signnture and therehy verify the

-anthenticity of host,, sec block B8, This iy nceomplished by

utilizing the pobitic key of host; 60 in combination with the
prvate key of hasl, 83, see the distussion on cryptographic
uigorithms nbove, IFhost, is cuthentic, then the dais will be
wtilized by hogt, 83, Otherwise, o secorty protacol may be
iuitigeed to nolify o network nifcis of o pokential security
problem, see Hlodk 52,

Intermedinte Anthentication

Ttrning now tn FIG, 4, . mettnd forintermedinte suthep-
tication §s ilustrated, This metbod is very similar to that. of
the fost 1o host authentieation g deseribed above. There-

for, only the differances herwesn the two mastiody will be
discusaed in dot, .

In order to permit any imermedinte nerwork patewny or
wouiter i authantients the contents of the natwork fame, the
public key for soch hoat fs pohlished andl (he privie key in
kepr privewe by tht host The sending host, 60 uses ifs
publlic encrymtion key plus the daw 1o peperste o cIyplo-
graphic signawe which s embedded 4n fhe pocket see

. block 86, In this mathod, te putlic key of hiost, 83 §5 ut

fequestzd or wtilized in any manner

Netwaorle Erames gre frequantly frammeated into smaller
frames thay will bt within the size limitation of the protocols

in and undementh the Tink or ssbnenvork lgyer. Thus, the
‘origimtl fmmes viny be Fagmemed, Le. paciels Py, Pamud .
‘Pa‘ muy he differen! in size than the ones odginelly frns-

mined by hosg, 61 Io subnetwork, 82, In most cmses
currently, repssemily wily accurs o the destination node and

tms drawheéls with respest to pevformnoce tepradution -
" masocigted with packel fezmen: repsssmbly. Intermediae
mndes, such BS rowmry or gatewnys, need ool poy e

rezssembly coat baless ey wish o perfoms inemmedine
athentienton. Note thar the oxipind metwerk packets may
561t be souted mdependently aod dynnorically and thus this
new rchoigue is sfll vayy Hexible, When the pickels
wigrate from one subnetwork to pother, e pockets may be

‘seesserabiled it the origioo] packets and thed be iransmdi-

ted ns the origing pockets, thereby nvoiding addifions
fmpmenindon and sllowing For dynemic muling of the
miging) pacleats in the curent. anbnepwark. )

‘These paciot fngments are introduced to subnatwor, 52
2 described sbove, The fragments are transwiilled Depuph
sbnetwork, B in o very difforent maner, The fivst frog-
ment of each origina] packet to be wansmined is sant Ip the
first nvailahic inteemedicle muter in » conventianal fashing.

‘Eneh mibsequent frogment of the ardging! packat will then

faflow the snme ronte 15 the fral Fragrmienr throwgh submer-
wirk, B2, This mathod 49 sipnificnatly diffirent than the
uansmission seheme which ts utilized in the prior ot Thus,

the packet fmgments form & lein though subnetwaors 8205

iinsirated in FIG, 4 hy point B8 and line 10q. Each odginnl
packet is routed coaventinnally urdess the oviging] pockel is

berween routers and those wsed in FIG, 2 ore for lnsmalive & Fmgmenied, In the cuse when the prcleet is frazmemed, eoch
purpoges only, Lines 44, 46, 48 nnd 50 itlusiraee the gener: packet fragmem will mverse the same roye a5 is fist
. imansmission concepl fn HG. 3. fmgmenl . ) ' -

— e s e e i e

f/’\'"‘.
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At thia sioge, the intzrmedinle ronter mny decide to
authentizate the pecket fmgment information, The decisian
on when and kiow ofien o suthenticate will be = policy
decision and will vary betwesn' subnetworks, I the inter
miedinte onier doas perform muthentication, then the inter-
mediete socer Wil nssemble the porket fmgments P, P, and
Py, see dushed box 104, This siep ju necassery sincs the

origingl packets have been fmgmented, Le. packels P,, P,
ond P, are different in zize than the anes originelly trans-
mitted by host, 60 1o subnetwork, B2, Then the intecmediate
“router reads the repssembled prokel io detsrming the gende
er's jdentity and aliempts to-confitn that (he clpimed sengd-
er's published public key produces e eorrest malis when
applied i the mbedded digitsl sipnatore, see Aashed huxey
106 mnd 108, I there 15 & correct reanit from the ‘msynchro-
nous slgorithm, then the sender md the date nre guthentic,
Orherwige, the sender or some porl of the datn is oot
authentic, This permim policy-haged Touting ond yuppn.
bosrel socoustng B be dependably implemented a5 ilins-
trared I doshed bor 112, Fionlly, the Intermedizte ruter
transmils the reassembied packe! o the nom rower or
patewny, possibly rofragmenting the packe! if necnssacy, gae
fashed hox 334, The nhove process moy e repedted by mch

' . intermediaws rouler or glewny and # Astmled by dashed

block 316, Wole that the renssemblied pockets may sl b

rontzd independently od dynamically and ap the paw -

technigue retains' fexihility.

The poskel, fagments 1re sventunlly mesived by anhinal.
work, &4 ns deseribed ohove, As siated pravinusly, there
may be h seeond fmpmentation problem which oy oocur
when paokets By, By, Bg and P, 2re formed. One saust have
the entir= originnl nshwntlc S Sotne in order 1o uktempt.
fo nuthenticate it. Network frames nre Srequently Erogmentad
inw smaller fmmes that will fit within the size limibtion of
the protoeols in ond undementh the link or subnetwork layer

‘& {lustrted by packets B, Py, Py and P.,, This meaos tht -

aLench point whers o ronter or gateway wishes o atemplio
‘Euthenticate the notwar: paeket, it rowst reansemble ol oFthe

"companenis of the orpinal network proker fist It slso
“neons that T ony intermedinie touter or pateway does oot
repssembie the orging frame hefore tesending nrsesending |

15

L5

difterent fmgments oz piven pevwork pacicet over different -

Touteg, that iolermediste otess or Poleways downsnmam
From thar gatewny ormuter will be npsble o ptirareate the
Eapmented newoic packus, o :

In minst coses cizntly, rensiembly ouly ocomn =l the
‘destination node, mc nodes, such a5 motors or
gutewnys, da nolcugenfly pay this cosl Ropssemhly g
potentinl subsequent refmpmentation will impnir sofcwnse
‘performance when te link md physical Pprolacols ooy vory
amall amountz of dats 3 each lower level fame, This
imposition may bs wduced by utilizing. npproptite hard.
ware. Commermially availnble mutem rommonly have surh
hardware, s

Any puEway or souler in subnstwark, 84 s cnpnhlﬁaf'

imermedinte suthentication by executing the steps fysieaed
in doshed block 136, ' .

Eveaually, pckets P, B, P, nnd P, will migme thrangh
subnetwark. 84 oiong the dashed lges in FIG, 2. Hust, 83

will receive. the packals and rensgemble them 1o zein agoess

£n the: sipnaturs dutn contuined thecein, see blosks 52 and 5.

- Hosly 83 will uillize o conesponding asymmetsic nlgorithm

to decodc or verify the signature and therehy verfy the
authenticily afhosl,, see hincl 124, This ia nceomplished hy
ulilizing the public kny of host, 80, sne the discussion py
encrypion mhove, If host, 45 authendic, then networke
accounting will wke ploce and e dats will be wilized by

&5

]

&3

: 1z
host, 83, mes blocks 130 ond 56, Otherwise, o secoily

protocal moy be initaled 1o notify o nerwark oFcial of &
paandsl seeurily problem, see blook 128,

Propueed Proincol Modibcatians

This section desoribes proposed changes to protozols ko
ullitze the shave denceibed mathod, For example, 3 authen-
tioalion modes ore fustated in FIGS. 1, 3 mnd 4. Other
authentication modes ore possible with this scheme. One is
the depenemte case of no Aurheniicalion and wo aciodly
provide some authentiention. The existence. of thenn mthen-
ticntion ense permils hosts or netwarks not incerested i the
nfiered security properfies to go withoul them and not have
0 pay for whar they do not seck 1o wse, The Frstredl
nuthentication mede suggesiad wonld nse the MI5 dipital
signrinire dlparitiot mpplied sorazs the header of the nee
work-lever farme and thex encaded nsing proviousty agreend
upon DES sncryption key using the chatned Sock mode of
DES. Bez, Rivest, R & Dussg, 8., “The MD5 Messope-
Dlgest Algorithm,™ RFC-1321, DDV Natworl: Informatinn
Center (April, 1997): MBS, ¥IPS PUB 46, “Dnta Encryplion
Stonderd (DES)," Mationa! Borean of Stonderds, 1L,
Depariment of Commeree (Jannary, 1577). The second re
authendeation mode would use the MD5 digesl algorithm
Tmving been applied across the emite natwork-layer fome

[(exclusive of e nubrtiention information feid) and then

have that encoded vsing RSA. encryption,

Additiona] Benefits

Anoiher critienl servies that needs authenticatinn i1 the
netwodk name service, 16 an fntruder may toasguerade ps (e

Ingithmars nameserviee provider, he moy coose degial-nf -

gervice altncles, moy modify dmy in dransit, and moy mois
ather areacks oo users of the imemetwarle. IF howaver, the

nameservice were mithenticatsd, tese attadks wonld not be
possible, . : '

1

Addfirionally, fs authenGication architecom coud be

uaed to implement the ClordeWilson commersial secority
policy over & oetwork or intemewotk. Vo sopport Clark
Wilson, suthensication of wsers ol identities is cssential, I

“the approach aughndted hee, the hosts would be sufhenti-

caed 0 ench- other aad could provide nser mtheaticarion
keys or such keys conld be placed fn 2 cental dientory
service with ifs renphnses being muthenticaied, Full protee-
tion fom bose mmquerding oad seiwork tmie comm]

‘policies could he ensily enforced. Since the Clack-Wison

polioy 35 mor coocemed with intsprity than corfidenlinlity,
this might be sufficien for ¢ commerciol firm or educational
insfiution, Confidenliality could eosily be ndded we she
tramspar inyer or ahove iF it were needed and: m:nd_ nol
degrate performence for npplications o users tha, dida’t
weed it .

With u few exieusiong the nppronch ontined here contd
dlso anpport & moli-leves] secunity - policy using elthci" 2
“piok orchitacturs® or ¢ “rodiblack architesture®. “Pink
srehitecnre", and “red/inck mohitecture" ore described in
Cule, Raymond, Jr etal , “Multiievel Secure Mixed-Medin
Communitatinn Networks,” Proceedings of the 1982 IEEE
Confercnce on Miliry Communientions (MILCOM '88),

IEEE, New York, N.Y. Foreznmple, there might be oncryp-

{ion of nser datn immadintaly ahove tie tmnspor layer or Lhe
ransport nyer iiself might be enerypted. Either asymmerrie
ar symmette keys copld be used, thongh hse of the Joger
would complicne ksy managwment. Beocnuge e network
loyer is fully muthenlicated, the receiving host, moy be
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confident of where the transmission originated. Alse, val-
necehility to ceriain kinds of dental or service ntincks may be
signifeantly mmdvced by precluding the atingls described
endier. Tge of the link aocryplion belbw the network loyer
10 oinimize the effertiveness of taffic andlysis remein -
fepaihle nnd is wanifected by petwark Inyer or higher mechu-
nisrms such as these,

It pppears fepsible lo implemsnt the raquired chonges w
liie existing prowocols i & way tt wonld vemin ixtemper-
abfiity with older vewions. Moreover, this archileenme 10
seoles picely to lorge inlemelworks such a8 the suoent
Intarnet. There ore & oember of herdware implementations
of DES nyailable dlresdy mmd it i feasible to implement
digitel signofure dgorithms o nsymmetric ey eryptogre-
phy in bardwore 59 well IF lhese were inteproeed fom g 15
chipset, ‘the cosl of aulbeniication wonld be minimized
Morepver, hosta thne do nor wish to nae mthentiestion do ot
tave to, Only the root nameseryers and hoats wishing to s -
enthentication services need pay for its implementation cagts
ond ovechesd. -

Alihough the preseatinventing ns heen folly deserihed in
connection with the prefened embodiment theeof with
reference o the occompeoying dmwings, it s to be noted
thot vorious shonges ind modifications ace szt b those

iciliad in the ar. Such changes ond modifeations are 1o e 25

onderstond, 85 included within the scops of the -presant

invention 2s defined by the appended claims, unless thay
depac thewfrom, .

What is claimed is: )
1. A mothod for anthenicntiop gn origiating host ap g 30

‘tecaiving hosl, soid method comprising the seps of

{=) obiaiitiap n network address and o publie key of sid .
receiving bost;
(1) uiifizing soid public key from enid receiving host in 25
combimztion with & private koy from sald smnding host
" b geuerals 1 oypopmpits signntnre;
{c) tronsmining snid cryplopraphic sentnre olong with
Anen. thrangh & e subnerward in st konst one packer;

{d) receiving said-at Iragt ome packst at-said receiving 40

hos, md ; * '

(&) naoil veceiving hosl nidlizing o private ey of said

Teceiving host and g public key oF Snid originnting host
W verify saifl coypiographic signnture, :
2. The method meited i cleim 1 wherein in aymomeric %
aignrithm is napd ta pencrae spid eryptogmphie simsmre,
3, The method recited in cisim 2 whierein said asymmetdn
algorithm is an REA digilal signature aiporithm,
4. A-method for nuthentizntion of oo ariginnting host pre
receiving hogt site and sme or mnre intermediste routers, spid -0
mmethod comprising the mepn of ) e
() ohmining o notwork address For sald recelving bost;
{t) niflizing a private key from smid originming foal Lo
generate o cryptographic Sipnnrre; o

(c) ironemitiing mid crypiopraphbic signnture dong with
drtn throwgh o frst subnetworte in ot least one pocker,
hoving o it nosket sion; )

{8) receiving snid at feast .ope peoioel ol snid seceiving

bost; and -

85

. 14

(e) =aid receiving host utlizing o public key of soid
ariginating host to verify swid eryplographic signalure,

5,"The methnd reeited in olnimn 4 whesein snid poskets are

nuthenticatsd o on intermediats router by wlilizing o public

key of saif odpinnting host to verdfy s0id -eryprographic
Eigmamre,
6. The method recited in clnim 4 whersinan ssymmetic
algorithm is vsed (o genemte spid cryptographic signatun,
7. "The mathod recited in clnim 6 whersin std asymmetric
nlgorithon ir m REA digiml sipnotire alpmcittm,
8. A mathod for authenlicntion of an oviginsting host ot 2
receiving hoat site sud 606 or more intzrmediste ronters, Snid
method comprsing the steps of
() obtaining o ustwork address for said weelving hoat
(B) utifizing & privete key Frum said miginating hogt ko
genesate o crypmgmphic signor; .

(c) teinsmining spld crypropmphic sgetre slong with
dara throngh two or miore subuetworks in at jeast ane
packet having o first packet size, where the packst is

Fagoented inte 2 or mors packet Bagments during -

{ransit from snid ooginating host b said receiving host

() receiving anid or Jesst one pocket at snid receiving
hasi and - 7

{g) said receiving host viiizing o poblic key of suid

urginnting host i verify said cryplogmphic signaoce.

8.The method recited in elaim 8 whewin said transmitting

8inp is chmdneted by mansmitting o frat rogmenied pckent

of snid fimt subinstwork peakets m 2 first available intermns.

dints router, md zoch subsequant kagmenzed packer of said

firal submeewarls prcleots following the progenss of spid frst

frapmunied pecket throngh sid secemd submewerk io sicain
Tiiea Eashinn,

L. 38, The methnd secited in clom 4, wherein said at leaat

une packer hmving a Tl pocket size i Fagmentzd and
thermby [orming ol {east lwo Sagmented pockel, spid fag-
mesited packar having 2 frst fragmented prciket which ia
sransmitied i & frst ovallable ntermedine xower in soid

first subnatwork, ond erch svhsequen! frmgmemed packat

fillowing the popress of soid Gt fmpmesmd paciet
through snig Srst subnetwirk in o tmin Bkee fshion.

¢ 11, The method reeited in clotm 8 wherein geid pochet
Fragments nre suthenticated ar an intermedioss ronter by Srst
nsserthfing snif packet fagmenrs and the utftizing o public
Iey of snid originuting host o verfy said erypiogmphic
signamre. | - . : )

32. The method weefied in claim 30 wherein said paclet
Frmgments e authenticared ot n ntermedinte Toutes by frst
nssembling said pacledt fmpments and thew niilizing a public
Iy of wid edginatng host v verify soid cryptogmphic
] . .

13, The methnd recised in cloim 1 whecein soid receiving
hosr, wiilizing & public ey of seid aiginating host, verifes
thnt nid dotn jins hean zeat by said sending hostby utilizing
snid erymoprophic signoture. .o

14, The method reciled in clatm 4 whcru:m said recelving
tost, utilizing 2 public key of snid originating hosl, verifics
that soi-dotn s Geon -sen by ssid originatng host by
utilizing noid erypiopraphic sgnatire. :

N T U
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY

This case has been assigned to District Judge Christina A. Snyder and the assigned
discovery Magistrate Judge is Fernando M. Olguin.

The case number on all documents filed with the Court should read as follows:

CV10- 8171 cCAs (FMOx) o

Pursuant to General Order 05-07 of the United States District Court for the Central
District of California, the Magistrate Judge has been designated to hear discovery related
motions.

All discovery related motions should be noticed on the calendar of the Magistrate Judge

NOTICE TO COUNSEL

A copy of this notice must be served with the summons and complaint on all defendants (if a removal action is
filed, a copy of this notice must be served on all plaintiffs). ‘

Subsequent documents must be filed at the following location:

Western Division L] Southern Division L] Eastern Division
312 N. Spring St., Rm. G-8 411 West Fourth St., Rm. 1-053 3470 Twelfth St., Rm. 134
Los Angeles, CA 90012 Santa Ana, CA 92701-4518 Riverside, CA 92501

Fallure to file at the proper location will result in your documents being retumed to you.

Cv-18 (03/086) NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY



Case 2:10-cv-08171-JVS -RNB Document 1  Filed 10/29/10  Page 51 of 54 Page ID #:52

3 ¥

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

g a NL.TWORK SIGNATURES, INC., CASE NUMBER

PLAINTIFF(S) Cv10-8171 CAS (FMOX)

V.

“IHE GOLDMAN SACHS GROUP; INC., a N ‘
Delaware corporation, and GOLDMAN SACHS SUMMONS

& CO., a New York corporation;
DEFENDANT(S) .

TO: DEFENDANT(S):

Within 21 days after service of this summons on you (not counting the day you received it), you
must serve on the plaintiff an answer to the attached (3 Jcomplaint [ ] _ amended complaint
[C_Jeounterclaim[ ] cross-claim or a motion under Rule 12 of the Federal Rules of Civil Procedure. The answer
or motion must be served on the plaintiff’s attorney, William J. O'Brien » whose address is
301 Arizona Avenue, Suite 250, -Santa Monica, CA 90401 ___ . If you fail to do so,
Judgment by default will be entered against you for the relief demanded in the complami You also must file

i your ansWer ormotion-with the court. :

i
!
|
|
|
{
i
!
}. A Jawsuit has been filed against you.
i
I

Clerk, U.S. District Court

Dated: \%\?U\ \ \Q By:

; R
(Seal oﬁ'{f o 1)

{Use 60 days if the defendant is the United States or a United Staltes agency, or is an gfficer or employee of the United States. Allowed
60-days by Rule T12@)(3)].

4 CV-01A (12/07) SUMMONS
. CCDMA
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UNITED STATES DISTRICT COURT, CENTRAL DISTRICT OF CALIFORNIA

CIVIL.COYER SHEET
I(a} PLAINTIFFS (Check box if'you are representing yourself {_]) DEFENDANTS
NETWORK SIGNATURES, INC., THE GOLDMAN SACHS GROUP, INC., z Delaware
corpordtion, and GOLDMAN SACHS & CO., a
New York corporation,
{b) Attomeys (Firrt Name, Address and Telephane Number. if you are representing | Attorneys (If Known) -
yourself, provide same.)
William J. O'Brien
Nathaniel L. Dilgexr
ONE LLP ; »
301 Arizona Avenue, Suite 250
Santa Monica, CA 90401
{310) 866-5158
BASIS OF JURISDICTION (Place an X in-one box only.) TIL.  CITIZENSHIP OF PRINCIPAL PARTIES - For Diversity Ceses Only
(Place’an X in afe box for plaintiff-and one for defendant)) ,
_ o . , . PTF  DEF PTF  DEF
10,5, Government Plaintiff ~ [X13 Federal Question.(U.S. Citizen of ThisStte T3 1 [J1 Ticorporated or Principal Placs [ 14 (T4

2 U.8, Government Defendant

Government Not a Party)

[ 4 -Diversity (Indicate Citizenship
-of Partics in Htem HI)

Foreign Country

Citizen of Anather State T3 2 12

Citizen-or Subjectof'a s s

of Businessin this State

‘Incorporated and Principal Place (15 [J5
of Business: in Anothér-State

e s

Foreign Nation

1 Originel
Proceeding

State Court

? ORIGIN (Place an X in ane box only.)

772 Removed from [ 3 Remanded from {14 Reinstated-or {1 5 Transferred fromanother district T 6 Muli- £ 7 Appeal o District
Appellate Court '

Reopened

(specify):

District

Judge from
Litigation

Magistrate Judge

V.

REQUESTED IN COMPLAINT: JURY DEMAND: (%] Yes

CLASS ACTION under RR.CP23: T Yes EX1 No

(%] MONEY DEMANDED IN COMPLAINT: S

{7 No (Check‘Yes! only if demanded in complaint.)

Yi.

Patent Infringement under 35 U.S8.C. Sections 1 et seq.

‘CAUSE OF ACTION. (Cite the U:S, Civil Statute;under which you are filing and write 2 brief statement.of cause. Do not ¢ite jurisdictional statutes unless diversity.)

cean X {n ane box only.}

e oo N e

) SR EABTRIGE

{400 Smicchgporﬁodmcx}r 1110 Insurance o M‘ ECLHIONSHES ™7 710 Fair Labor
L_{410 Antitrust 120 Maring’ 1 310 Alplane EEREEI R L_J ‘510 Motions 1o Standards-Act
430:Benks end Banking | L) 130 Miller Act 315 Afrplane Product | L1370 Other Fraud Vacale Sentence [L] 720 LeborMgmt.
L1450 CommerceICC 140 Negotiable Instrument Liability {_J371 Truth in Lending Habeas Comus e 75 Rejutions
Ratesletc. 1150 Recovery of {1320 Assauly, Libel &. | L1380 Otter Pessonat | T3 530 Goneral 730 Lebor/Mgrat,
3460 Deportation  Overpayment & . Slander ~ Property Damage | [ 535 Death Penalyy Repoing &
L3470 Racketeer Influeniced Enforcement of L1330 Fed. Employers' | (385 propeny Demage| () 540 Mandamus/ o Doosie Act
and Comupt Judgment Liabitity Product Liability Othier [ 740 Railyay Labior Act
Orpanizations 31351 Medicare Act | ke 340 Marine S o . I i .
{3480 Consumer Credit 132 %mfify afc,Dafaulxc‘d 345 Marine Product EERT HERUBRGE - 522 gml-x{xghls i 1 7% 83,‘;311;;‘3 or
(7450 Cable/Sat TV Student Loan (Bxel. | — Lisoilily. L s224ppeai2g usc = e T
8§10 Selestive Service Veteranis) ) =oei 330 Motor Veliicle is8 % L) 791 Empl. Ret. Inc.
PR il 355 Motor Venicls | (] 423 Withdrawal 28 [25& 5 Security Act
850 Securitiea/Commodities/ 153 Recovery of o onte d . - Yy
Exchange Overpayment of Product Liability .,._,‘.‘..QSZQ,LSJ__.EEU. 2] 610 Agriculture P RGP ERNERIG RIS,
(875 Customer Challenge 12 Veteran's Benofits (1360 Ottier Personal | EREQRVIIARIAFTSEEN) (1 620 Other Food & % 820 Copyrights
uscsdio £_1160 Stockholders' Suits: e ;—WI Yoling Drug £X.! 830 Patent
] ’ 190 Other Contr o D362 Personal Injury- | L] 442 Employment 3 s25 Drug Related 1
890 Other Statutory Actions Shes ther Contract . Med Malpractice 443 Housing/Acco- Seizureof  [ESOGIATSEGURITY
ggg Qggfxﬁrﬂsﬁ%mm 195 E&m‘c}} Product DBGS"ge;sd%hnlgpjg_rly{-v w i:‘:lmlgd,u!ioris Propenty 21 USCJL_] 861 HIA (13956%)
2. \ p Product Lisbility % elfare . 881 ! 862 Block Lung (923)
- Act 196 Eranchise i [ 368 Asbestos Pérsonal 4d5:-American with  }£_J 630 LiquorLaws  {L_J 863 DIWC/DIWW
893 Environmental Matiers {RE8K ORERIYRS Injury Product Disebilities ~ = |1_1 640 R.R. & Truck (405(g)) -
{1894 Energy Allocation Act  |(__J210 Land Condemnation _ Liebility Employment [ ] 650 AirlineRegs | 864 SSID Title XVI
%ggg irecdo]m ;;mr;. Act Dzzo Foreclosure | RETRVIMTRATIONGRER (1445 American with 660 Occupational || 865 RSI(
00 m)c: l?n'dcf—eéqﬁgnm’ {jg:&g 'Ir{cnt I;cnfcad: Ejeeunent| 462 N“"‘lmhmm" g:iabllmcs~ = Safety/Health ;:j RS U
¢ = 240 Torts toLand Application < 690 Other 870 Taxes (U.5.
Closo é:;:;s to Juz;}ce . [_J245Tont Product Liabiflty | (1463 Habeas Corpus- 3440 Other Civil " Phintiffor
PN St”m'l?& ity o 1250 All Other Reat Property Alien Dettinee Righs Defendant)
E Claes Other Immigration 1 871 RS - Thiird Party
Actions 26 USC 7603

FOR OFFICE USE-ONLY:  Case Number:

CVIU-8I7TI CAS (FMOX)

AFTER COMPLETING THE FRONT SIDE.OF FORM CV-71, COMPLETE THE INFORMATION REQUESTED BELOW.

CV-71 (05/08)

CIVIL COVER SHEET
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UNITED STATES DISTRICT COURT, CENTRAL DISTRICT OF CALIFORNIA

CIVIL COVER SHEET

VIII(s). IDENTICAL CASES: Has this action been previously filed in this court and dismissed, remanded or closed? No [ ves

If yes, list case number(s):

VII(b). RELATED CASES: Have any cases been previously filed in this court thot are related to the present cese? [::] No Ix] Yes
If yes, list case numbes(s): (SEE_ATTACHMENT A)

Civil cases are deemed related If a previously filed case and the present case:
(Check el boxes that apply) D A. Arise from the same or closely related transactions, happenings, or events; or
m B. Call for determination of the same or substantially related or similar questions of law and fact; or
l:] C. For other reasons would entail substantial duplication of labor if heard by different judges; or
[XJ D. Involve the same patent, trademark or copyright, and one of the factors identified above in g, b or ¢ also is present,

IX. YENUE: (When completing the following information, use en additional sheet if necessary.)
(a) List the County in this District; California County outside of this District; State if other than California; or Foreign Country, in which EACH named plaintiff resides.
] Check here if the government, its agencies or employees is 2 named plaintiff. If this box is checked, go to item (b).

County in this District:*

Califonia County outside of this District; State, if other than Califomia; or Foreign Country

Orange

(b) List the County in this District; California County outside of this District; State if other than California; or Foreign Country, in which EACH named defendant resides.
E:I Check here if the government, its agencies or employess is a named defendant, If this box is checked, go to item (c).

County in this District:*

California County outside of this District; State, if other than Califomia; or Foreign Country

Los Angeles

New York

(c) List the County in this District; California County outside of this District; State if other than California; or Foreign Country, in which EACH claim arose,
Note: In land condemnation cases, use the location of the tract of land Involved.

County in this Distriet:*

California County outside of this District; State, if other than Californis; or Foreign Country

Orange

* Los Angeles, Orange, San Bernardino, Riverside, Ventura, Santa Barbara, or San Luls Obispo Countles
Note: In land condemnation cases, use the location of the tract of land involved /'

X. SIGNATURE OF ATTORNEY (OR PRO PER):

\‘\_&\\L’ )&7/) \'/ Date October 28, 2010
Natkanle LL/ﬁilger

Notice to Counsel/Parties: The CV-71 (JS-44) Civil Cover Sheet and the information contained herein neither replace nor supplement the filing and service of pleadings
or other papers as required by law. This form, approved by the Judicial Conference of the United States in September 1974, is required pursuant to Local Rule 3-1 is not filed
but is used by the Clerk of the Court for the purpose of statistics, venue end initiating the civil docket shezt, (For more detailed instructions, see separate instructions shect.)

Key to Statistical codes relating to Social Security Cases:

Nature of Sult Code  Abbreviation

86t HIA
862 BL
863 DIwC
863 DIww
864 SSID
865 RSI

Substantive Statement of Cause of Actlon

All claims for health insurance benefits (Medicare) under Title 18, Part A, of the Social Sccurity Act, as amended.

Also, include claims by hospitals, skilled nursing facilities, ete., for certification as providers of services under the

program. (42 U.S.C. 1935FF(b))

All claims for “Black Lung" benefits under Title 4, Part B, of the Federal Coal Mine Health and Safety Act of 1969,
(30 U.S.C. 923)

All claims filed by insured workers for disability insurance benefits under Title 2 of the Social Security Act, as
amended; plus all claims filed for child's insurance benefits based on disability, (42 U.S.C. 405(g))

All claims filed for widows or widowers insurance benefits based on disability under Title 2 of the Social Security
Act, as amended. (42 U.S.C. 405(g)) .

All claims for supplemental security income payments based upon disability filed under Title 16 of the Social Security
Act, 8s amended, )

All claims for retirement (old age) and survivors benefits under Title 2 of the Social Security Act, as amended. (42
U.S.C. ()

CV-71 (05/08)

CIVIL COVER SHEET Page 2 of2
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