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4 IN THE UNITED STATES DISTRICT COURT, T 2
FOR THE NORTHERN DISTRICT OF ILLINOJYDGE GOTTSCHALL ~ ““
EASTERN DIVISION L
DIVINE TECHNOLOGY VENTURES, an ) MAGISTRATE JUDGE DENLOW
Mlinois general partnership, ) AN YR
. 02C 7529
Plaintiff, )
) Civil Action No.
v ) I
) I
JOHANNY'S SELECTED SEEDS, a Maine ) Jury Trial Demun(llied/ i ST e
corporation, ) A o o
) SRR
Defendant. ) o Li
COMPLAINT ca 13

Plaintiff divine tcchnology ventures (“divine”) brings this complaint against defendant
Johnny’s Sclected Seeds (“JSS™) seeking damages, injunctive relief and other relief for patent
infringement.

THE PARTIES

1. divine is an Illinois general partnership with its principal place of business at 1301
North Elston Avenuc, Chicago, [llinois.

2. Upon information and belief, JSS is a Maine corporation with its principal place
of business at 184 Foss Hill Road, Albion, Maine,

3. Upon information and belief, J8S is a mail-order seed producecr and merchant. It
operates an interactive site on the World Wide Web located at www.johnnyseeds.com (IS5
Site™) through which customers in this District and elsewhere may order vegctable, flower, herb,
cover crop and farm seeds as well as gardening accessories.

4. JSS conducts continuous and systematic business in Illinois and this Iistrict. For
cxample, it: (a) roulinely offers to contract, via the JSS Site, with persons in Illinois; and (b)

promotes its goods and services to, and solicits contact from, persons in Tllinois via the JSS Site.
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5. Upon information and belict, IS8 makes, uses, sells and/or offers for sale systems
and processes to operate its business at the JSS Site. In general, the JSS Site includes a network-

based sales system that allows customers to purchase products over the Internet.

JURISDICTION AND VENUE
6. This Court has jurisdiction over divine’s patent infringement claims under 28
U.S.C. § 1331 and 1338(a).
7. This Court has personal jurisdiction over JSS because it has transacted and is

transacting business in this Disirict, both generally and regarding the allegations in this
Complaint, and because JS8 has committed torlious acts within this District.
8. Venue propetly lies in this Court under 28 U.8.C. §§ 1391(b), (¢) and 1400(b)

because JSS is subject to personal junsdiction and has committed acts of patent infringement in

this District.
COUNT X
Patent Infringement of U.S. Patent No. 5,715,314 — 35 U.S.C, § 271
9. divine realleges and incorporates by rcference the allegations in Paragraphs 1
through 8.

10. On Fcbruary‘?), 1998, United States Letters Patent No. 5,715,314 (*'314 Patent™}
was duly and legally issued for an invention entitled “Network Sales System.” A true and
correct copy of the '314 Patent is attached as PX1.

11.  divine owns all nights, title and interest in and to the '314 Patent.

12.  JSS has directly infringed the claims of the '314 Patent by making, using, selling
and/or offering to sell its systems and processes to operate the JSS Site.

13, divine gavc written notice by letter dated October 2, 2002 to JSS of its

infringement of the '314 Patent.
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14, JSS will not stop making, using, selling and/or offering for sale 1ls systems and
processes {o avoid infringing the '314 Patent.

15, J88’s infringement has been deliberate, willful and wanton and with full
knowledge of the '314 Patent.

16.  JSS’s conduct has caused divine to suffer and, unless enjoined by the Court, will
cansc divine to continue to suffer damage to its operation, reputation and goodwill.

17,  divine has no adequate remedy at law. JS88’s conduct has caused and, if not
enjoincd, will continue to cause irreparable damage to divine. As a result of JS5’s wrongful

conduct, divine is entitled to injunctive relief.
COUNT IT

Patent Infringement of U.S, Patent No. 5,909,492 — 35 1.8.C. § 271

18.  divine realleges and incorporates by reference the allegations in Paragraphs 1
through 17.

14, On Junc 1, 1999, United States Letters Patent No. 5,909,492 (“'492 Patent™) was
duly and legally issued for an invention entitled “Network Sales System.” A true and correct
copy of the '492 Patent is attached as PX2.

20.  divine owns all rights, title and interest in and to the '492 Patent.

21. IS8 has directly infringed the claims of the '492 Patent by making, using, selling
and/or offering (o scll its systems and processes to operate the ISS Site,

22, divine gave wnlien notice by lctter dated October 2, 2002 to J8S of its
mfringement of the '492 Patent,

23, JSS will not stop making, using, selling and/or offering for sale its systems and

processes to avold infringing the ‘492 Patent.
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24, JSS’s infringement has been deliberate, willful and wanton and with full
knowledge of the '492 Patent.

25.  J88’s conduct has caused divine to suffer and, unless enjoined by the Court, will
cause divine to continue to suffer damage to its operation, reputation and goodwill.

26.  divine has no adequate remedy at law. JSS8’s conduct has caused and, if not
enjoined, will continue to cause irreparable damage to divine. As a result of JS8's wrongful
conduct, divine 1s entitled to injunctive relief.

RELIEF REQUESTED
WHEREFORE, divine requests that the Court enler a judgment in divine’s favor and
against JSS and provide divine the following relief:
A Order, adjudge and decree that JSS has infringed the 314 Patent in violation of 33
U.S.C. § 271,

B. Order, adjudge and dccree that JS8S willfully and knowingly infringed the '314
Patent:

C. Order, adjudge and decree that JSS’s inftingement of the '314 Patent is
exceptional under 35 U.5.C. § 285;

D. Order, adjudge and decree that JSS has infringed the '492 Patent in violation of 35
U.S.C. § 271,

E. Order, adjudge and decree that JSS willfully and knowingly infringed the '492
Patent;

F. Order, adjudge and decree that JSS’s infringement of the '492 Patent is

exceptional under 35 U.S.C. § 255;
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H.

lssue preliminary and permanent injunctive relief prohibiting JSS and its
respective parents, principals, officers, agents, affiliates, servants, attorneys,
employees and all others in privity with it from:

1) infringing the '314 Patent; and

(i)  infninging the ‘492 Patent;

Award divine damages for patent infringement including prejudgment interest and
costs against JSS under 35 U.5.C. § 284;

Award divine three times its damages to compensate divine under 35 U.5.C. §
284,

Award divine 1(s reasonable attorneys’ fees under 35 U.S.C. § 285; and

Award such other and further relief as the Court may deem just.
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JURY DEMAND
divine demands trial by jury.

Dated this 18th day of October 2002,

Respectfully submitted,

P A

of the Attbrneys for Plainti{T
divine technology ventures

Michael I. Abernathy

Robert M. Bartett

Lisa A. Carroll

Jason A. Engel

BELL, BOYD & LLOYD L1LC
Three First National Plaza

70 West Madison Street, Suite 3300
Chicago, Tlinois 60602

(312) 372-1121
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buyer computer 12 merchant computer 14 payment computer 16

- 2
UseT requests advertisements
- 26

buyer computer sends
advenising docement URL
10 merchant computer

28
merchants computer fetches
advertising documem from
advertising docutnent data base

30 -~
mecrchant computer sends
advenising document
to buyer computer

32

user reguests a producq

34

buyer computer 5ends payment URL A 1o payment
jcormputer; payment URL A includes product
identifier, domain identifier. payment amount,
merchant computer identifier. merchant acoount
idemtifier. duration time, expirarion rime, payrment
LIRL authenticator. and a buyer network address

,....36

payment computer verifics
whather payment (TRL

authenticattyr was created from|
contents of payment URL A

using cryptographic key
- 38
End payment computer sends document
o 1o buyer computer indicating that OR
access the to the nexwork sales
svstem is denied,
40

FIG. 2A
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buyer computer 12 merchant computer 14 payment computer 16
36
40
-

pavment comnputer checks
whether expiration time
has past

{_..41

payment compiier sends document
End -—] tobuver computer indicating that OR
expiration titne has past

- 42

payment computer checks 1o
see if buyer network address in
payment URL matches buyer's
computer network address

OR

43

payment computer sends
document indicating that
access 1o network
payment system is denied

End -~

FIG. 2B
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buyer computer 12 merchant computer 14 pa2yment computer 16
42
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confirmation document 1o buver
computer: payment confirmation e 38
document inciudes open link (URL C) T
and cominue link (URL B)

OR
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[ user opens new m:coum] User continues with payment
(uzer alrcady has an account) o2
-

buyer computer sends payment URL B 1o
payment computer; payment URL B is similar td
payment URL A bot also indicares that an
account does exist

buyer computer sends payment URIL C to payment
computer: payment URL C is similar to payment
URL A but also indicates that an account does not

yet exist
\- 50

48 r
paymenl COMPUlST creates
new account document

32
payment computer sends new account

I document 1o buyer computex

FiG. 2C 64

54
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buyer computer 12 merchant computer 14 payment computer 16
44 32 62

{r54
USEr enters new Ac¢ount name.
accouni password credit card
number. security informarion and
expiration date of credit card and
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Ve 56
buyer computer sends new account
information to payment computet
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payment computet
enters new account

|

————

64 pAyment COmpuler creates
\._| account name and password
&G | reQuest message

-~
payment computer sends
account name and password
68 request message o buyer
computer

~

USET ENfers account
name and password

~ 70
buyer campauter sends account
name and password to payment
Compl.llm‘ * 72

-

payment computer verifies whether
user name and password are correet

A
OR

payment computer sends document to-

End -ﬂ— buyer computer indicating that access
to the networks sales system is denicd

FIG. 2D 7




Case: 1:02-cv-07529 Document #: 1 Filed: 10/18/02 Page 15 of 83 PagelD #:15

U.S. Patent Feb. 3, 1998 Sheet 6 of 25 5,715,314

buyer computer 12 merchant computer 14 payment computer 16
72

payment compuier determines
whether additional security is

73\_ warranied, based on. e.g. whether
the pavment amount exceeds a
threshold
L oR|
77 if additional
/— 75 security is
user enters secutity - "“:‘m‘p“’“"::f; f:;:‘::‘
. . C |
informaros chailenge form
document and sends
it to buyer computer
buyer computer sends /- 79 r 81
security information to ayment computer
payment computer determines whether
security information is
comect
(-— 83
payment computer
sendy document to
buyer computer OR
End -~ indicating that access
to the network sales
system is denied

82 82

FIG. 2E
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buyer coroputer 12 merchant computer 14 payroent computer 16
73 OR 81

payment computer checks
settiernent database w
82 determine if user has

. unexpired access to the
domain identifier contained in
the payvment URL

N
84 - [ OR

payment computer sends to buver

computer option to repurchase, or o
86 use previously purchased access
™
buyer selects to
repurchase item Yl
OR payment computer calculates an
. 85 | acrual payment amount that may
b 1
uysr selects PREVIOUSY | | differ from the payment amourn
purchased access . .
contained in the pavment URL

FIG. 2F
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buyer computer 12 merchant computer 14 payment computer 16
B2 &7

| Y

payment compuler
76 verifies whether user

M| account has sufficiem
funds of credn

73

{"'

payment conniputer sends document to | OR
End  ————— buyer computer indicating that user
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pAYMent Computer CTeates
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time, buyer network address.
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| payment computer sends redirect to
’ access URL to buyer computer

FIG. 2G
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N

101

-

merchant computer verifics that the buyer
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NETWORK SALES SYSTEM

REFERENCES TO APFENDICES

Mierofichie sppendices A—G. 4 sheets of 192 images totak.
are being submitted with the present application.

A ciaim of copyright iz heteby made by Open Market
Incorporated with respect 1o the software code contained in
the microfiche appendices. as of the date of first issuance of
a 118, pateit based on this application. The copytight owner
has no objection to the facsimile reproduction by anyone of
the microfiche appendices as they appear in the Patent and
Trademark office patent file or records., but reserves sl other
eopyright righls whalsocver.

This invention reiates to user-interactive network sales
systeras for implementing an open marketplace for goods or
services over compiter networks such as the Interoel

U.5. patent application Scr. No. 08/168.519. filed Dec., 16,
1993 by David K Gifford apd entitled “Digital Active
Advertising ™ the eatire disclosure of which is hercby incor-
porated horzin in its entirety by reference. now abandoned.
describez a nebwork sales system that inclodes o phorality of
buycr computers. a plurality of merchant compiners. and a
PRYmCAt computer. A user at a buyer compuler aska 1o have
advertisements displayed. and the buyer computar requests
advertiscrnents from a merchant compuier, which sends the
advertisementz to the buyer computer. The user then
requests purchase of an advertised preduct, apd the buyor
computer tends a purchase message to the merchant com-
puter. The merchant computer constructs a payment order
that it sends 1o the paymenl computer, which awthorizes the
purchase and scnds an authorization message 1o the mer-
chant compulel. Whea the meychant compater receives the
anthorization message it sends the product to the buyer
CoMputeT.

The above-mentioned patent application also describes an
alternative implementation of the petwork sslcs system in
which. when the user requests purchase of an advertised
product, the buyer computer sepds a payment order dircetly
to the payment computer, which sends an awthorization
message back to the buyrr compuicr that includes an
unforgeable certificate that the payment order is valid. The
buyer computer then constructs a purchase message that
includes the unforgeable cerificate and sends it to the
merchant compiter. When the merchant computer receives
the purchaze request it sends the product to the buyer
computer, based ypon the pre-anhorized payment order.

SUMMAKY OF THE INVENTION

In one aspect, the jpvention provides a network-hased
sales systern that includes at least one buyer computer for
opcration by a user desiring to bay = product. w least onc
merchant computer. and at least one payment computer, The
buyer computer, the merchant compiter, and the payment
companke are Interconsected by a computer patwork, The
buyer cotaputer is programmed to feceive 2 uster request for
purchasing a product. and to cause a payment messapge to be
sent 10 the payment comgwter that comprises a product
idcntfier identifying the product. The payment computer is
programined 1o pecrive the payment message, (0 cause an
access mussage 10 be creaied that comprises the prodect
jdentifier and an access message authenticator bazed oo 2
ayptographic key, and to cause the acoess meszage 1o be
seat to the merchant computer, The merchant corpater is
programmed to receive the access message, to verdfy the
access message authenticator 10 cpzure that the access
message puthenticator was created using the crypeographic

a3

40

45

55

2
key, and to causc the product 0 be sent 10 the user desidng
to buy the product

The invenlion provides a simple design architechoe for
the network sales sysicio that altows the merehant computer
te respend to payment orders from the bayer compuler
withoul the merchant computer having to commuticate
dircetly with the paymest compuler to ensure that the wser
iz authorized to puychase the product and withowt the
merchant computer having to stors informoation in a database
regppding which buycrs are anthorized to purchase which
products. Rather, when the merchant compter receives ao
acerss message from the buyer computer idemtifying 2
product to be purchased, the merchant computer need only
check the Access message to cisure that it was areated by the
payment computer {thercby cstablishing for the merchant
computer that the tuyer iz anthorzed to purchase the
product). and then tht merchant computer can cause the
product to be zent (o the buyer computer who has been
authorized to purchase the product.

In ancther aspect. the invention featires & nefwork-based
sales systern that includes af Irast ooe byyer computey for
operation by & User desiring to buy products, at least onc
shopping cart compuicy. and a shopping cart database con-
necied to the shopping cart compater, The buyer computer
and the shopping cart computer mre interconnected by a
computer network. The buysy compater is programmed 1o
rective a plurality of requests from a user to add a pluratity
of respective products 1o a shopping cart in the shopping cant
database. and, in response to the requests to add the
products. to send A pheatity of respective shopping can
messages o the shopping cant compater each of which
incindes a product identifier identifying one of the plurality
of products. The shopping cart computer is programmed 10
recaive the plurality of shopbing cart messages, 10 medify
the shopping cart in the shopping cant database to refect the
plurality of requesis to add the plurality of products to tie
shopping cart, aod to cause a payment message associated
with the shopping cart to be ereated, The boya computer is
programmed to reccive s request from the user to purchase
the plurality of producis added to the shopping cart and to
caise the payment message to bo activated (o initiac a
payment transaction for the plumiity of prodocts added to
the shopping cart

In ancther aspect, the invention featurcs a network-based
link meseage system that includes at lrast one clicnt com-
puter for operation by a client user and at feast one server
coraputer for operation by a server user. The clicat computer
and the server computsr AT igterconnccled by a conpuoter
ectwork. The client computer is programmed fo send ap
initial link metsage to the sarver computear. The sover
computar is programmed (o reccive the inidal link message
from the ¢lical computer and 1o create, based or informatjon
contatned jp the initial livk messape, a session Link message
that encodes 2 state of ipteraction botween the clicnt com-
puter and the sorver computer. The scssion link message
includes a session link guthenticator. conpuied by a ayp-
Lographic function of the sessicn link contents. for authen-
ticating the session link message. The server computer i

1o cavse the session link message 1o be senl to
the client corputer, The cliest computer 13 programmed 1o
cause the sexsion link message 10 be s£01 10 3 compuls in
the network that is programmed 10 authentioale: the session
link meszage by examining the session link apthepticator
and that is programmed to respond 10 the scsision link
message based oo the sie of the interaction betwesn the
client compuier and the server computer.

I apother aspect. the invention features 4 network-besed
sates sysiem that includes a merchast database havinp a
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plurality of digital advertisements and 2 plurality of respec-
tive product fulfillment iteims, at least one creation compyter
for creating the merchant database, aod at least ope mexchani
computer for causing the digita) adverntiscrrents to be trans-
taitted to a user and for canring advertised produdts to be
gansmitted to the vser. The creation computer and the
merchant computer are inlerconnecied by a compuler nct-
wark, The srtation computer is pr to creals the
merchant database, and to transmit the digitel advertise-
ments and the product fulfillment jtems to the méychant
computer. The merchant computer is programmed Lo receive
the digital advertisements and product fulfilbuet items. to
receive a request for a digital advertisement from a user, 0
causc the digital advatiscmest o be sent to the vser, 1o
feceive from the user an Access message identfying an
advetised product, and to causs the product & be seat to the
weer in accordance with a product fulfillment item come-
spomding to the product.

In ancther aspect, the invention features a hypertext
etatement systera that incdndes a chient computer for opera-
tion by a clicnt user and ope or Gore server computers for
opcration by a sorver user. The clisnt compuler xnd the
server computers are intercopneeied by a compaier Rotwork
At least one of the server cotnpuvers is programmed to
record purchase trapsaction records in a database. Each of
the purchase wransaction records inclydes a prodduct descrip-
tion. The server computer is programmed fo Mansmit 2
statement document that includes the purchase transaction
records to the clicol computcr, The clicst computer is
programmed to display the product descriptions. 1o receive
a tequest from the clicat user to display a product corre-
sponding to a product description disphyyed by the clicnt
computes, and to cause a product hypericxt link derived from
a purchase fransaction reeord to be activated. Al leasl ond of
the seFver CompULers is programmed 16 respond to artivation
of the product hypertext link by causing the product to be
actit to the client comprrer.

In ancthcr aspect. the invenlicn featurcs a nerwork pay-
raent sysicm that inchades at least one buyer computa for
operation by a uscr dedring to buy a product and at Ieast one
payment computer for processing pryment messages from
the oy computer, The buys computer and the payment
computer are intereonnected by a compuier aetwork. The
Tryer computer is progranuped to causc a payment message
to be scnt to the payment computes, The payment MCsSage
includes a product identifier identifying the product that the
user desires to buy. The payment computer is programmed
to receive the payment Dessage. 1o CMISE &N BoCCss Message

- 1o be crared to coable the usar 1o access the product. aod to
record a purchasc transacticn reeord in the settlement data
baze. The buyer computer is programmed (o canse a request
for purchase transaction records to be scol 1o the payment
computer. The payment compuiT is programmed o 1cccive
the request for purchase tansaction records and to canse 3
document derived from the purchase angaction records o
be sent o the buyer compualer.

BRIEF DESCRIFTION OF THE DRAWINGS

FIG. } is a block diagram of a network sales syster in
accordance with the present invention,

FIG. 2 (2-A through 2-T) is a flowchart diagram illusteal-
ing the operation of a purchase transaction in the network
sales systern of FIG. 1

FIG. 3 (3-A through 3-B) is a fiowchar, diagram dioz-
tradng the use of a shopping cal for the purchase of
products in connsction with the actwork salcs system of
FIG. 1.
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FIG. 4 (4-A through 4-C) is a fowchart diagram illns-
yating the oporation of a smart statement {8 the nerwork
sales gysterm of FIG. 1.

FIG. 5 is a 3czeen snapshot of an advertising doctiment
that the merchant comparicr sends to the buyer computer in
FIG. 2.

FIG. & is a saeen snapshot of a confirmation document
that the payment computer seads to the buyer compuler i
FIG. 2.

FI0;. 7 is a screen snapshod of a new account document
that the payment computer seads to the buyer computer in
FG. L

FIG. B is a screen snapshot of an account name prompl
that the buyer computer creates in F1G. 2.

FIG. 9 i a sacen smapshot of a document that the
payment compuler sends to the buyer computer in FIG. 2
and that provides an option cither to repurchase of to use a
previously purchased aecess.

FIG. 10 §5 a screcn snapshot of a fulfillment docvment that
the merchabt compater sends 1o the buyer compater in FIG,
2

FIG. 11 is a scrcen spapshot of & smart satement docy-
rocnt that the payment computer sends 1o the buyer com-
puter in FIG. 4.

FIGS. 12 and 13 arc soecn snapshots of a transaction
detall document that the paymem computer sends to the
buryer computer in FIG. 4.

FIG. 14 is a saeen snapshot of a customer service form
that the payment computer seads 1o the buyer computer in
FIG. 4.

DETANT ED DESCRIPTION

Wwith reference 1o FIG. L. a petwork sales system in
accopdance with the present invention includes a buyer
computer 12 operated by a user desiring 1o buy a product, &
merchant computer 14, which may be operated by & mer-
chant willing to sell products 1o the buyer or by a manager
of the network sales systcm. a payment computer 16 typi-
cally operated by a manager of the nctwork sales system.
and a areation computer 24 typicatly operated by the mer-
chant The buyer, merchant, payment, and creation conp-
er5 are all intey-connected by a computer octwerk 10 such as
the Intzmet

Cregtion computer 20 is programmed to build a “store™ of
products for the merchant, A pristout of a computer program
for use in creating such a “store” in accordance with the
present invention is provided ag Appendix F.

The products advertised by merchant compuater 14 may
be. for example. Dewipaper of ncwsletter articles available
for purchase by buyers. Creative computer 20 cpeaies a
digital advertisernent databasc 18 that stores advertising
docyments (which may for cxample be in the form of
suminaries of newspaper ar aewslelter articles, accompanicd
by prices) and product fulfilliment iterms (which may be the
products themselves if the products can be transtnitted over
the network, of which may be hard goods identificrs if the
products arc hard goods. Le., durable products az opposed to
infovmation products). Creation computer 28 transmits con-
teats of the advertising document database 18 to merchant
computer 14 1o ceable the merchanl compuler lo chusc
advertiscments and products 1o be sent o buycrs, Merchant
computer 14 maintaios advenisiog documcnts locally in
advertising document database 15, lo an alternative
cmbodiment, the creation computer does not have a local
dipital asdvertiseroent database. but instead upelates a remeic
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advortising document database on 3 mefchant comptter,
These updates can be accomplished using HTML, forms o
other remote database technologics as is woderstood by
practtioners of the art.

Payment computer 16 has access 1o 2 sctlement database
X2 in which paymeat computer 16 can record details of
purchase mansactions. The products may be organized into
various “'domains” of products, and payment computer 16
can access seftlement daabaze 22 to pecord and reineve
records of purchases of products falling within the various
domains. Fayment compuoter 146 also has access 1o a shop-
ping cart database 21 in which a “shopping cart” of products
that n user wishes to pyrchase can be mabntained as the vz
shops prior to actual purchase of the contents of the shop-
ping cart.

With reference to FIG. 2, & purchase tansaction begins
when a vser at boyer computer 12 requests advertisements
(siep 34) and buyer computer 12 sccordingly seads an
advertising document URL (universal resogree locator) to
racrchant computer 14 (siep 26). The merchant computer
fetches an advertising document from the advertising docw-
mocet database (step 28) and sends it to the buyet compute
(step 30), An example of an advertising document is shown
in FIG, 5. Details of URLs and how they aee nzed are found
in the microfiche Appendix G.

The wser browsts throngh the advertising doctment and
eventually requests a product (step 32). This results in the
buyer comptter stnding paymemt URL A 1o the payment
computer (step 3). Payment URL A includes a prodnd
identifier that represents the product the user wishes to buy.
a domain ideatificy that represcnts a domain of products to
which Ihe desired product belongs. a payment amount that
represents the price of the product a merchant computer
ieptificr that represents merchant computer 14, a merchant
sccownt identifier that represents the particular mevchant
account 10 be credited with the payment arvount, a duration
time that represents the length of time for which access to
the product iz 1o be granled to the wser after completion of
the piirchase transaction. an expirations time that repeesents
a deadline beyond which this paticnlar payment URL.
canbot be uged, a buyer network address, and a payment
TRL suthenticator thal {3 a digital signature bascd on a
caryptographic key. The paymsnt URE authenticator is a hash
of other information in the pryment URL.. the hash being
defincd by a key shaved by the merchant and the operator of
the payment computer.

In pn allernative embodiment. sicp 3 consists of the
buyer comeputer sending a parchass product message 1o the
merchant computer, and the merchant compaiter provides
payioent VRL A to the buyer compwiar in responie lo the
purchase product message. In this alwemative embodiment.
payment URL A conlains the swne contonts as above, The
buyer computer then sends the payment URL A it has
reccived from the merchant compuier (0 the payment com-
puict.

When the paytuent computer seceives the payment URL
it viylfies whether the payment UKL aotheotieator wes
ereated from the copients of the payment URL using the
wryptographic key (step 36). If nol, the payment computer
sends a document to the buye compuler indicating that
access to the notwork sales system is denied (sicp 38).
Onheywise, the peyment computer determines whether the
expiration time has past (step 40}, I it has, the paymenl
cotopater sepds & document 1o the biayer compiter indicat-
ing thal the time has expired (zstep 41). Otherwise, the

- payment compuier checks the buyer computer aetwork
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addvess 1o se if it matches the one specified in the paymen
URL (stepy 42). I it does not match, the payinent computer
scnds & docurnest to the buyer computer indicating that
access to the network payment system is denied (step 43)
thorwise, the payment compuler sends a payment confir-
mation document (o the buyer computer. the payment con-
finmation docunent including an “open™ Kok and a “con-
tinuc™ link (stcp 44).

Ar example of 2 confirmatdon docitroent is shows in FIG,
6. The confirmation document asks the user to click oo a
“coptipue” buiton if the user aleady has an sccount with the
payment computer. or 1o click o an “open” buttor if the
user does not ajready have an account and Wwishes to open
anc

¥ the user clicks on the “open”™ button (step 46). the buysr
computer seads payment URL C 1o the payment computer
(step 48). payment RE C being simitar to payment 1/RL A
but also indicating that the User doce rot yet have an account,
The payment computdr Trales a bew sccount document
(step 50) and sends it to the buyer computer (step 523, An
example of a new account docanent is shown in FIG. 7.
When the uzer receives the new account docutnent he enters
the new accolibl DeTnC. AR account password, a credit card
numbes, the credit card expimation date, and secusity infor-
mation such as the maiden name of the user’s mother (sep
543, and peosses a “submit”™ button (pot show in FIG. 7).
The buyer computer scods the new account jnformation to
the payment compiiter (step 56), which enters the new
account in the scrtlement databuse (step 58),

¥ the user clicks on the “continue™ button (s1ep 60), the
buyar computer sends payment URL B 10 the payment
computer (step 62). peyment URL B being similar to pay-
mept TRL A but alzse indicating that the user already has an
aceount. The paymept computer then Instycts the buyeor
eomputer to provide the acconnt nane and passwird (steps
64 and 66). and the bayer computer prompts the vser for this
information by creating an account name prompd {(example
showp it FIG. 8) and a sinilar password prompt. The user
enters the Information (step €8) and the buyer computer
sends the account pame and password to the payment
computer (step 78).

The payment compaier verifics whether the user name
and password me correct (step 72). If they Are not coprsct,
the paymepl computey sends 3 decument to the boyer
computer indicating that access to the network sales system
15 dended (stop Td). Othervise, the payisent computer dater.
mines whether additiopal security is wamanted, based on.
€.g., whether the payment amount excecds 3 threshold (step
73). K additional sccurity iz wiranted, the payment com-
per creates a challenge form document and sends it to the
buyer compiier (stcp 75). The user coters the sccurity
infapmation (step T7), the bnryer compuler sends the security
information to the paooent compoter (step 79). and the
payment camopuler delermines whether the seovrity infor-
mation is comect (step BL). ¥ it &t oot comrect. the payment
computer scnds & document to the buyer computer indicat-
ing that accesg to the netvork sales sysicm is deniad (step
£3).

H the secupity information is correct, of H additional
seeurity was oot wamanted, ihe payment computer checks
the seticment database 1o determine whether the vser has
unexpired access (o the domain identifier coptained in the
payment URL. (step 82). If 5o, the payment compiter semds
I the buyer computer a document providing an option cither
to repurchase of to use the previonsly purchased access (siep
84). An example of such a document it shown in FIG. 9. The



Case: 1:02-cv-07529 Document #: 1 Filed: 10/18/02 Page 38 of 83 PagelD #:38

5,715,314

7

usex can respond to the recenl purchase quary document by
choosing to scccss the previously purchased document (step
85} or to go ahead and buy the cumrently salected product
{step BE).

If the user chooses 1o acoess the previously purchascd
document, the buyer computer skips to step %2 (e below).
If the user chooses to buy the currently selected prodict. the
paymitnt computer crlculaics an actoal payment amoont that
may differ from thc payment amount contained in the
payment URL {stcp 87). For cxample, the porchase of a
podict in A certzin domain may entitle the user 10 access
other produds in the domain for free or for a redoced price
for a given perdod of time.

The payment compuater then vesifies whether the nser
account has sufficient funds or cyedil (step 7€), ¥ not, the
payment compaie sends a document to the bayer compite
indicating that the user account has insuficicat funds (step
TH). Otherwisc, the payment COMpuler creates Al soccss
URL (stcp B4) that includes a merchant computer identificr,
a domain identifior, a product identifier, an indication of the
end of the durstion time for which access to the prodoct is
t be granted. the buyer actwork address, and an access URL
aythenticatar that iz a digitsl signature based on a crypto-
graphic kcy. The access URL authenlicator iz a hash of other
Infedmation iy the arecss URL. the hash being defined by a
key shared by the merchant and the operator of the payment
computcr. The paymenl compuity then yecords the product
idcotificr. the domain, the wser sccoupt. the merchant
account. the end of duration tivme, and the achial payment
amount in the settlement database (sicp 88).

The payment computer then sehds & redirect to access
1RL ter the: buyer computer {step 99). which sends the aceess
URL to the merchant computer (gicp 92). The merchant
computer verifies whether the aceess VRL authepticator was
aeated from the contents of the access URL using the
ayptographic key {step ). If not, the merchant computer
sends a document to the buyer computer ledicating that
access to the product is denied (step %6).

Otherwise, the merchant computer verifies whether the
duration lime for access 1o the product has expired (step 98).
This Is done becaase the buyar compuater can request access
to & purchased product repeatedly. I the duration time hag
expired, the morchant computer sends a docupwnt to the
buyer coipputer ipdicating that the tme has cxpired (stop
1), Otherwize the merchant computer verifies that the
buya comparter nctwork address is the same az the bayer
network address in the access URL (step 101), and if zo.
scads a fulfiliment document to the buyer computer (step
102), which is displayed by the buyer computer {stcp 10<4).,
Ap cxample of a fulfillmenr docwment is shown In FIG. 10.
Othrrwise, the merchant computsr seads » document to the
buyer computey indicating that access is not allowed (sicp
103).

With refarcace now to FIG. 3, when the merchant com-
putcr sends the advertising document to the buyer computer,
the uscr may request that a produet be added to a shopping
cart in the shopping cart database mather than request that the
product be purchased immediately. The buye computer
scods a shopping cart URL to the payment computer (step
168), the shopping cart URL iocluding a product idestifier,
a domain identifier, » payment smount. a merchant eompater
identifier, a meychapt aceount identifier. & duration time. an
expitation me. and a shopping cart 1R, anthcoticator that
is a digital signanme based on 8 ayptographic key. The
shopping cart URL authepticator is & hash of other infor
mation in the shopping cart URL. the hash being defined by
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# key shared by the merchant and the operator of the
payment compater.

The payment computer verifies whether the shopping cart
URL. authcoticator was created from the contents of the
shopping cart URL using a cryptographic key (sicp 110}, If
Bol. the payment compaiter sends 1 docament to the buyer
compuner indicatipg tiat access to the network seles system
i denicd (step 112). Ctherwise, before any modification 10
a usa's shopping cant iz allowed, oser awthentication is
performoed (step 113) [n a manner analogous to sieps 4681,
Cuce the user is authenticated. the payment computer ore-
arcs or updates o payment URL for the shopping cart (step
[12)]

The uscr thep either requests more advertisements (step
24 in FIG. 2) and possibly adds apother product 1o the
shopping cart. requests display of the shopping cat (step
116). or requests purchasc of the catire contents of the
shopping cart (ster 12d). If the user requests display of the
shopping cart {step 116), the buyer computer sends a fotch
shopping cart request to the payment computer (step 118).
and the payment comgiiter aad buyer computer (step 119}
perform steps analogous Lo stéps §4-81, The payment com-
Puter returms the contents of the shopping cart to the buyer
compuler (step 120), which displays the coolents of the
shopping cart (step 122). If the user requests that the entire
contents of the shopping cart be purchascd (step 124) the
buyer computer causes the payment URL for the shopping
cart 0 be activated (step 126) and the payment URL it
processed in A mapncr apalogous to the provessing of
payment URLs for individual products (beginhing with sicp
36 in FIG. 2).

With reference now to FIG. 4. a user can request display
of a “smart stalement” that listy purchase tranzactions for »
given month {(step 128). When the buyer compulter receives
such a request, it seods m smart statement 1JRL to the
payment computer (step 130).

‘When the payment computer receives the smart statement
URL. it verifies whether the smart statement URL authen-
ticator was created from the contents of the sran statcment
URL. wing a ayptographic key (step 132), If not. the
payment computcr sends a docuinent to the buyer conaputer
indicating that access is denfed (step 134). Othorwise, the
pEyment compauter checks ¢ detcymine whether the buyer
network address in the smant statement URL maiches the
buyer computer®s actual netwerk address (step 136). If not,
the payment compotrr scpds 4 document o the buyer
computer indicating that acvess is denicd (step 138). Oth-
arwise (step 149), the payment coinputer and buyer com-
puter perfori A set of stepy apalogows to steps 64-81 [n FIG.
2 (peyment compuler requests account name and password,
user provides the requested information, apd payment com-
puicr verifies the Information).

In an altevsntive embodiment steps 132138 are omitted.

Afier veification of »ecount information is complete. the
payment computer retfieves the eguested settlement data
from the scttlement database. creates 3 smat statempept
decument for the buyer, and sepds the smart statcment
docuneent to the bisyer computer (step 142). An cxample of
n smart statement document iz shown in FIG. 11, Hach
purchase transaction record in the simant statement document
includes the data of the tranzacton, the oame of the
mexchant, an jdeatification of the product, and the payment
amount for the product, The smarl statemnent, document also
includes a transaction detail URL for cach purchase trang-
action ((hcse URLs, or hypertext links, are discussed below
and are not shown in F1G. 11). The smart starement docn-
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mept also idcntifies provions statements that the user may
wish to have displayed.

The buyer computey displays the retrieved document (siep
1d4). and the user may request apsaction delails for a
particular ransaction listed on the smart siatemcnt (step
146), Tf £0. the buyer computer sepds a trapsaction detadl
URL. {or “payment detail URL™) to the payment computer
(stcp 148). The transaction detail URL includes a kansaction
ideptifter. a buyer tetwork addresz, and a transaction detail
URL authenticator. When the payment compuler receives
the transaction detail URL, jt paforms (step K56} » set of
steps anslogous o sicps 132-140 (verification of URL
puthenticator. buyer nctwork address. and account
information). Tht payment computer then retrieves from the
serilement database data corresponding 1o the payment
transaction specificd in the ransaction detall URL. ceates 4
wansaction detail documcnt. and seads it to the buya

_eomputer (step 152).

An cxample of a transaction detail doctment is showa o
FIGS. 12 apd 13. The document displays a number of itcms
of isformation about the transaction. including the transac-
tion date. cnd of the duration time (“sxpiration™). a descrip-
tion of the product. the paymeat amownt, the domain cor-
responding 1o the product. an identification of the merchant,
and the merchant’'s address.

The smart statement document and the transaction detail
documnent both inchude customer service URLs (hypertext
finks) that allow the uscr to Toguest custamer service (.e.. 10

send comments and suggestions to the paymenl computer).
When the nser requests customwr service (step 154), the
buyer computer sends the customer service URL lo the
payment computer (sicp 156). which creates a customa’
service form and seads it to the buyer computer (step 158),
An cxamophe of a customer service fortn is shown in FIG. 1.
The user types comments into the customer service form
{step 160). and the buyer computer sends the user’s com-
meats to the payment computes (step 162). The payment
computer then posts the Nser COMMEnEs and scnds a thamk
yon docurnent Lo the buyer compute {step 164),

A user may request display of a product included in the
smart satcment, When the user requests that the product be
displayed (sicp 166). the buyer computer sends the access
URL contained in the smt statement document to the
merchant computer (step 168). and the bayer compncr and
merchant companter perfarm a set of sicps analogons to steps
94104 in FIG. 2 {authcotication of sceess URL. verification
whether duration time hae expired. verification of buyer
aetwork address, end transmission of fulfillment document
to bayer computer).

Whenever the present application states thal one compute
sends a URL to another computer, it showld be understood
that in prefared cmbodiments the URL is soat is & standard
HTTP request message, unless a URL measage it speeified
as a redirection in the prescat application. The request
roessage includes components of tie URL as desoribed by
the standayd HTTP protocot definition. These URL compe-
nents in the request message allow the server to provide a
responsc appropiiate to the URL. The term *LTRL” a3 wsed
the present application is an example of a “lisk.” which is a
poinler to another document or form (including multimedia
documents, hypertext docwments including other links, of
awdiofvideo documents).

When the present application states that onc computer
scods & document to another computer. it should be upder-
viood that in prefermed cmbodiments the documsnt is 2
success HTTP response message with the document in the
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body of the message. When the present application statcs
that a server sends an decount pame and password request
message to the clicnt, @t should be understood that in
prefemed embodiments the account name and password
request message is an unauthorized HTTF response. A clicot
computer sends account name and password information to
a server as part of A request message with an authorization
field.

The software mchitecture underlying the particular pre-
ferred erpbodiment iz based upon the hypertext conventions
of the Wordd Wide Web. Appendix A describes the Hypertext
Markip Language (HTML) document format used to rep-
resent digital advertisemoms, Appeadix B describes the
ML forms fill ot support in Mosaic 2.0. Appendix C is
& descripon of the Hypertext Trnsfer Protoce]l (HTTE)
between buyer spd merchant computers. Appendix D
deseribes how docuntents are named with Uniform Resource
Locators {URLS) in the network of computers, and Appen-
dix E describes the suthentication of URLs vsing digital
signaturcs.

A printout of 4 computer program for use in creating and
operating such a “store” in sccardance with the present
invention 1s provided as Appendix F. A printowt of 2 com-
puter program for use in operating other aspeets of the
network sales systcm in accordance with the present inveo-
tion is provided in the microfiche appendiz G.

There has been desceribed a now and uzeful nctwork-bascd
sales sysiem. Tt is apparent that those skilled in the art may
make muperous medifications apd departurcs from the spe-
cific embodiments described herein without departing from
the spirit and scope of the claimed invention.

What is claimed is:

. A network-based sales system. Comgwising:

at least ope buyer computer for operation by a user

desiring to buy & prodoct;

at least one merchant computer; and

at least one payment compoter;

said buyer compiiter, said merchant compurter, and said

payment conuter being interconnectcd by a computer
network; -
said buyer computer being programmed to recelve a user
request for purchasing a product. and to catse a pay-
mept messages to be sent to said payment compuoter that
compriscs 8 product ideptifier identifying aid product;

szid payment compater being programmed to yoeeive said
paymcnt essage. to CAHSE AD BCOcsh MESSAgE to be
created that cormprises said product idemificr and an
accoss Tacssage autheoticator bascd oo 4 aryptographic
key. and te: cause said access messhgt 10 be sent to sald
merehapt computet; and

gaid merchant computer being programmed to receive

said accegs messags. (o verify said accoss MEsIage
authenticator to cosurc that said access message
autheptivator was created using said ayplographic key.
and to cavsc said product to be 6ot to sad user desiring
o bary zaid product.

2. A network-based sales sysiem in sccordance with elaim
1. wherein said payment message and said acoess message
cach comprises & universal resource locaar.

3. A petwork-based sales system in accordance with claim
1, whercin said paymeat computer is programmed (0 ided-
tify said merchant computer upon receipt of said payment
message from said buys compuier

4. A nerwork-based sales system in accordance with claim
1, whersip said accoss megsage comprises a buyer notwork
addrrss,
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5. A nctwork-based sales system in accordance with claim
4, whersin:

sald product can be trapsmitied from onc computer o

ancther: and

gald meychant comprter causes said product to be seot Lo

taid uscr by trapsmitting sald product to said buyer
network address only.

& A merwork-based sales system in sccordance with daim
4. whezein sajd merchant computer is progremmed bo verify
whether said buyer etwork address in said aocess meszage
matches the achial netwerk address of said biryer computet.

= A network-based sales system in accordance with claim
1, wherein said paymenl message COIMpwises a buyetr net-
work address,

8. A neiwork-based sales systom in accordance with claim
7, wherrin said payment computes is programmed to verify
whether said buyer network address in satd paymenl mes-
sage matches the actual network address of said buyer
CORKILET.

9. A network-based sales system in scoordance with claim
1. wherein satd access message authenticator comprises a
cryptographic function of contenis of gaid access yoessape
based on said crypiographic key.

10. A notwork-based sales system in accordance with
claim 1, wherin sald payment computer is programmed to
verify said payment mesgage authepticator to cosure thal
said payment message authenticator was crcated using said
ayptogaphic kcy. )

11. A network-bascd sales system in accordance with
claim 1. whercin sald payment messege authcnticator com-
prises a ayplographic function of contenls of said payment
message based o said cryptographic key.

1: A network-based zales system in accofdance with
claim 1. whercin said payment message cOMEwises a pay-
ment amount, .

1% A network-based sales system in acctrdance with
claim 1, wherein said paymeonl message coOmprises 8 mMer-
chant account idemtificr that identifies 8 mperchant account.

14, A network-based sales system in accordance with
claim 1. wherzin said buyer computer is programmed to
transmit a nser aceount fdcokificr to said payment contputer
that jdeotifies a nser account

15. A ociwerk-based sales system in accordance with
claim 14. wherein:

said paymegt message comprises a payment amount; and

said payment computer is progranmed to ensure thal said

user account has sutficient funds of credit 1o cover sald
paymeal amount.

16. A nctwork-bascd sales system in secordance with
ciaim 14, wherein:

sald payment message compuises a payment amount apd

& moychant account ideptifier that jdentifies a merchant
aceount; apd

said payment compuler i programmed to record said

payment amoutl, stid user account, and said merchamt
account in & scitlement daiabase.

I7. A network-based sales systcm in accordasce with
claim 16. wherein:

said payment message conprises a domain identifier; and

said payment comper is programmed o record said

domain identificr and said user account in a sctlemcnt
dalabase,

18 A network-based sales sysiem in accopdance with
cluin k7. wherein said payment computer is programmed 1o
check said scitlement database. upop receipt of said payment
message, to deirmine whether said usér account has pre-
viously purchased 2 product associsted with said domain
identificr.
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19. A pobwork-based sales system in accordance with
cinim 18, wherein said payment computer is programmed Lo
determine an actunl paymcnt amount far said product jdes-
tificd by said product identifier in said paymesal message
based on whether said uger account bas previeusly por-
chased 2 product associated with said domain identifier.

20, A network-based sales system in accordance with
claim 1. wherein zaid buyer computer is programmed 1o
transmit & user avthenticator to gaid payment computer apd
said payment compuler js programmed to verify said user
authenticatos.

21 A nctwork-based sales system in accordatice wilh
clach:l. 24, wherein said oser authenticator comprises a pass-
Wor

22 A petwork-based sales system in accordance with
claim 28, wherein:

said buyer compter is programmes 16 transmit seourily

irformation to sald payment computer,

sald payment computexr is prograntmed 1o Gansmit 3

challenge form to satd buyer computer under a prede-
termined condition, said challenge form asking for said
security information previously bansmitied by seid
buyer computer to said paymecnt computer;

said payrent conmputer i3 programmed to respond to said

chalfcnge form by querying said user for said security
information apd rARsmitting said scourity information
to said payment computer; and

sald payment computer is programmed 10 varify authen-

ticity of said security information.

23, A nerwork-tassd gales sysiem in accordance with
claitn 22. wherein:

said payment message COMPrises a pAymcnt amount; and

said predetermined condition comprises receipt of a pay-

ment amount in said payment message that excesds a
threshold.

24. A network-based sales systems in accordapce with
clafm 1. wherein said payment message comprises 3 mer-
chant compiter Identifier that identifies zaid merchant com-
puter.

25, A nctwork based sales sysiem [n accordapce with
claim 24, wherein said accrss message comprisss said
maerchant computer identificr.

26 A network-based sales gystem in accordapcc with
claim 1, whersin safd payment message cOmprises 4 dura-
tiop time that specifics & length of time for which access to
said prodoet is to be granted.

27. A nctwork-based sales system in accordance with
claim 26, whertin said psyment computer is programmed to
use said duration time to compute an cnd of duration ime
and to cause said end of duration time 1o be included in said
ACCess MESSAgE,

28, A perwork-based sales systcm En accordance with
claim 27. whercin said merchant compuoicr is programied 1
verify. upon receipt of said accees message. that zaid end of
duration Hme has not past

20, A notwork-based sales system in accordance with
claim 1. whertin said payment message cOMpriscs an expi-
ration time after which said paymen! message can o longer
be used.

30. A nctwork-based sales system in accordance with
claim 29. whercin said payment computer is programmed to
verify, upon reeipt of said paymept message, that said
expiration time has ool past.

31, A network-based sales system In accordance with

g5 claim 1, whesrtin:

said payment computzr is programmed 10 cause said
access message 1o be senl to said buyer computer, and
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said buyer computer is programmed to canse said apcess
message received from said payment computer o be
sent o said merchapt computer.

3L A petwork-based sajer system. comprising:

at Jeast one buyer computer for operation by a user s
desiring to buy 2 product;

at Icast onc merchant coraputer; and

At least on¢ paymcnt CompAMer;

said buyer computer. said merchant computer, and said
payment computer being intcrcontected by a computer 10
network;

eaid buycr computer being programamed 1o receive a gser
tequest for purchasing a product, and to cause a pay-
hent URL to bo scat to gaid payment computer that
cotmprises a product identifier identifying said product.
a paymecnt poount, and a payment URL authenticator
comprising a cryptographic functton of conteats of said
payment URL based om a cryptographic key;

said payment corpiter being programmed (o receive safd
paymenl VEL, to verify said paymest URL authesnti-
cator to ensure thal said payment URL authepticator
was cyeated using said cryptographic key, to cosure that
said user has sufficieat funds or credit to cover said
paymmcot amount, © ldeptify sald merchant computer
opetated by said merchant willing to sell said product
1o said buyer, to cause an access URL vo be areated that
compriscs said product identifier and ap scress URL
authenticstor comprising & cryptographic function of
contents of safd access URLE based on a «ryplographic
¥ey, and to cousc said access UTRL to be sent to said
buyer compyter;

said buyer wompuier being programmed to cause said
access URL rectived from said payment corputer to be
scol to said mercham computer; and

said merchant computer feing programmed to reccive
sald access URL. 1o verify said access ITRL suthenti
cator to cosurc that £ald zccess URL suthenticator was
cyeated using said cryptographic key. and to cause said
product 10 be sent to said user desiring to by sald
product.

33 A method of operating a payment compiicr in =

computer network compfising sl least one buyer computer

for opetation by a nscr desiring to bay a product, at least one

mecrcham compatter, and a1 Least One payment computer, the

mecthod comprizing the steps of:

reeciving, at said payméent compuley. a payment message:
that said buyer computer has caused to be scnt to safd
payment computes in response to 8 user request for
purchasing a product, xaid paymenl message compris-
ing a product ideatifier identifylog said product;

CHUFIRG an arress MCssAge to be created that compeises
said product identifier and an acocss mexsage authen-
ticator based on a cryptographic key, amd

causing said arcess message o be sont 10 sald mezchant
computer, said merchant compuler being programmed
10 reecive said access message, to verify sald accesy
message puthenticator to ensurc that sald access mes-
sage anthenticator was cveated using said cryplographic
key, and to cause said product to be sent e said usor

an

35

desiring 1o by said product, =
34. A octwork-based sales system. comprising:
at feast ope buyer computer for operafion by a user
desiting to buy products;
at Irast one shoppang carl compubor, and &3

a shopping cart dntabase conoected o said shopping cart
COYDPANer;

14

said buycr computer and said shopping can computer

being interconnectcd by a computer tetwork;

said buyet computer being programmed to recsive a

plarabity of tequests from a user to add a phurality of
respective products to a shopping cart in said shopping
cart database, and. in response to said requests to add
zaid products. 1o send a plurality of respective shopping
carl iressages 10 said shopping canl computer cach of
which comprises a product identifier identifying one of
said pluyality of products;

said shopping cart computer boing programmed to receive

said plurality of shepping cart messages, to modify said
shopping cart in said shopping cart database to reflect
said pluratity of requests o sdd said plurality of prod-
ucts to sald shoppihg cart. and 1o cause a payment
meszage pssocisted with said shopping cant to be ore-
aled: and

wid bayer computer being progrmemmped (o reccive a

request from sald user to purchase safld pluality of
products added to said shopping cart and to cause said
payment messege to be activated to injtiate a payment
transaction for said plurality of products added to said
shopping cart;

said shopping cart being a stored representation of a

collection of products. said shopping cart database
being a database of stored representations of collections
of products, and said shopping cart compuner being a
computer that modifies smd stored repreyentations of
collections of products in said databacse,

35 A petwork-based sales system in accordance with
claim 34, wherein zaid shopping cart computer is pro-
grammed to causc said payment metsage to be created
before said buyer computer canses said payment meszage to
be activated.

36. A petwork-based salcs sysiem in nccordance with
claim 3, whereln said boyer compuier is programmed to
receive a sequest from said wser to display sald plurality of
troducts added to said shopping cart.

37. A ottwork-based sales system in acvordance with
clair: 34, wherein said buyer computer is programmed to
transmit a Fetch shopping carl request to said payment
computes In rcspomte to receipt of said reguest from said
uzex,

3% A network-based sales systemy in accordanee with
claim 37, wherein:

sald paymen computer i3 programomed (o respond 1o said

fetch shopping can equest by transmitling a message
to satd buyer compuoter indicating said plumality of
roducts added to said shopping cart; and

sald buyer computer i peogrammed to display said ply-

rality of products added to exid shopping A

9. A methed of opersting a shopping cart computer in a
cormputer network comprizing at least one bayer computer
for operation by a user desiritg 1o by products, af least one
shopping cart computer, and a shopping cant databass con-
nocied to said shopping cart computer. said methed com-
prising the steps of:

recciving, at said shopplng can computer. u pluzality of

shopping cart mcssapes samt to sajd shopping can
eomputer by said buyer computer in response to receip
of » plurality of requests fram a uscr to ndd a plumlity
of respective products to 4 thopping cant in said shop.
ping cart database, cach of said shopping canl messages
comprising 2 produc identifier identifying onc of said
plurality of products;

meodifying said shopping cart in taid shopping cart daty

basc to reflect said plurality of equests to add said
Plurality of products 1o mid shopping cart; and
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causiog & payment message associsted with said shopping
catt to be created;

safd buyer computer being programmed fo roesive a
request from said user to purchase said plurality of
products added to xaid shopping carl and to cause said
payment message to be activated to initiate a payment
eransaction for said phurality of products added (o said
shopping cart;

said shopping cart being a stored representation of 2
collection of products, said shopping cart database
being 2 database of stored representations of collections
of products, and said shopping cart computer being a
computer that modifies said stored representations of
collections of products in said database.

40. A network-based link message system, comprizing:

at least one clicnt compuier for operation by a client user;
and

at Jeast one sorvey computer for oparation by 2 server user;

said clicot computer and said server computcr being
intereonnected by n computer network;

raid client computer being programmed to send an initial
link tnessape 1o sakl sarvel comparor;

said perver computer being programmed o reocive sald
inftial link message from said cliest computer. to
create. based on information coatained in said initisl
link message. a session link message that encodes a
stalg of interaction belween said client compputer and
said server computer. said session link message com-
prising a session link authenticstor, computed by a
cryptographie function of said session link contents, for
authenticating, said session link message, apd to cause
said session link ratssage 10 be senl to said client
compuder;

said clicol computer being programmed 1o canse said
session link message to be sent 10 3 compuizt in said
petwork that is programeped to authenticals said scs-
sion liok message by cxamining sald scssion link
authenticator and that is programmed bo respond 1o said
sessfon link message based on said state of said fnter-
action between said client computer and sajd server
compater.

41. A network-based Link message system in accordance

with clalm 49, wherein:

sald client computer comprises a buyer computer for
opoyation by & user desiving to buy a product;

said server comppuler cOTprizes & paymetl computer for
operation by a manager of said network-based link
mestage system; and

said nctwork-based link mcssage system forther com-
prises a inerchant compuier fof operation by 2 merchant
willing to scll sald product to said buyer,

"42. A network-based Lok message system in acoordance

with claim 41, whercin said computer that is programm-d 10

10

15

3

as

T

16

autheoticate ald scssion link messape comprises sajd mer-
chant computer.

43, A network-bascd link message systemn in accordance
with claim 41. whepein £aid initial ink message comprists
a payment message lo said payment compuirr that com-
prises a product identifier identifying said prodoct.

44, A nctwork-based link message system {n accordance
with claim 43. whercia said session link message comprises
an access message that comprises said product identifier to
be creatsd

45, A pctwork-based link message aysicm ib accordance
with claim 44, whercin said merchant compuler is pre-
prammed o respond to sald access message by causing said
product to be sent to zaid user desiring to buy said product.

46. A petwork-based link message system in accordance
with claim 49. whercin said initial Unk message apd said
scssion link message comprise upiversal rescurce locators.

47, A weiwork-based link message syster in accordance
with claim 44, whercin:

sajd sczsion link authepticator compnises a arypiographic

function of contents of said scssion link message based
on a cryplographic key; and

spid compuier to which said cliest computer is pro-

pramimed te catse said session link message to be sem
Is programmed to verify that said session link authen-
tcalar waz ercated using said ayplographic key.

dfi, A meshod of operating A server computer in a network-
based link message sysiem comprisibg al least one clicot
compiter for operation by a client user and at least one
server computer for operation by a server user, gaid clism
computer and said server computer being intereonacetzd by
a eonputer network. said method comprising the steps of:

receiving. at said server computer. an {inital link message

sept to said server computer by said clisnl computer;
creating. based on information contained jin said indtial
Jink mcssage, a sesston link message thal eacodes 2
state of intcraction betwoen said client computer and
sald server coroputer, said session link message com-
prising a session link authcnticator. computed by a
cryptographic fupetion of said scssion link contents, for
authenticating said scssion ok message; and

causing said scssion link message to be seol Lo said client

compuler;

said clienl compoter being programmed to cause said

session Link mecssage to be sent 1o a computer in said
petwork that is programumed to authenticats said scs-
sion Mok messape by cxamining sad session link
anthenticator and that is programmed o Tespond to said
session link message based on said state of 5aid intes-
action between zald client computer and said sexver

GOIpaIter.
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buyer computer 12 merchant computer 14

f24

user requests adveriisements

28

buyer compuer sends
advenising document URL
o metchant computer

30~

28

merchans computer feiches
adverising document from
advertising document data base

merchant computer sends
advertising, document

32 - to buyet computer
{ USET Tequests a pmdm

payment computer 16

34

buyer computer sends payment URL A 1o payment
computer; payment URL A includes product
identifier, domain identifier. payment amount,

End

merchant computer identifier, merchant account
identifier. duration time, expiration time, payment
URL auwthenticator, and a buyer netwirk address

r..SE

payment computer verifics
whether payment URL
authenticator was created from
contents of payment URL A

using cryptographic key

38

payment computer sends document

- 10 buyer computer indicating that

access the 1o the network sales
system is denied.

ORr

FIG. 2A

40
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36
40
~

payment compuner checks
whether expiration time

has past

41

paymemt computer sends document
End --#— to buver computer indicating that OR
expiration time has past

42
payment computer checks to
see if buyer network address in
payment URL maiches buyer’s
computer network address
OR
43
payment computer sends
End - document indicating that
access to network
payment system is denied

FIG. 2B 44
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payment computer 16

42

V

payment computer sends payment
confirmation document to buyer
computer; paymemnt confirmation
document includes open fink (URL
and centinge bhink (URL B)

Lo 58
C) T

a5 OR

60
-~

Luscr QpeNs new accuuml User continues with payment
{user already has an account)

62

accoumnt docs cxist

buyer computer sends payment URL B w
payment computer; payment URL B is similar tg
payment URL A but also indicatles that an

yet exist

buyer computer sends payment URL C to payment
computer: payment URL C is similar to payment
URL A but also indicates that an account does not

.

48.

~ 50

52

payment compiter creates
new zccount decumnent

r-"

payment computer sentds new acconnt

I L document to buyer computer

FIG. 2C
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buyer computer 12 merchant computer 14 payment computer 16
44 52 62
A N/

7 54

USEr enters New account name.
account password credit card
number. secunty information and|
expiration date of credit card and
presses a Msubmit” bution

f.-Eﬁ

buyer computer sends new account
information to payment computer
58

payment compuier
cnlers New account
I

64 payment compuier creates
\__| acrount name and password

- 66 request message

PRYREn computer sends
account papne and password
r’EB request message to buyer
computer
user enters account
name and password
70
-~
buyer computer sends account

name and password to payment
computer 72

payment computer verifies whether
user name and password are correct
" paymemt computer sends document fo —"-'—/(;R
End -sf—————— buyer computer indicating that access
to the networks sales system 15 denied

FIG. 2D 73
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buyer computer 12 merchant computer 14 payment cornputer 16
72

1

payment computer determines
73 whether additional security is
g warranted, based on. e.g. whether
the payment amount exceeds a

threshold
T—""or}
(£} if additional
/F 75 security is
uger enters security .| warranted, payment
information computer creates a

challenge form
documem and sends
it to buyer computer

buyer computer sends 79 81
security information 1o '/’ -
payment computet payment compuicy
determines whether
security information is
correct
(-' 83
payment computer
sends document to
buyer com OR
End A

indicating that access
to the network sales |
system is denied

82 82
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buyer computer 12 merchant computer 14 payment computer 16

73$l i3]

payment computer checks
settlement database 1o
82 determine if user has

- unexpired access to the
domain rdentifier contained in
the payment URL

AN
8 | OR

payment cempter sends to buyer

computer option to repurchase, or to
86 use previpusly purchased access
™
buyer selects to
repurchase item ' 87
<DR payment computer calculates an
buyer selects previously | _. B85 | acwal payment amown that may
urch differ from the payment amount
purchased access _——
* contained in the payment URL
92 76 76

FIG. 2F
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buyer computer 12 merchant computer 14 payment computer 16
8287

) Y

pavment computer
76 verifies whether user

A account has sufficient
funds or credit

/,.73 I

payment computer sends document to OR
End  ap— pyyer computer indicating that user
account does not have sufficient fands

payment compuler creales
aceess URL which includes
merchant compurer identifier.
80 domain identifier, product
. idemifier, end of duration
time, buyer network address,
and access URL authenticator

1

88 payment computer records product identifier , domain,
\._ | user account, merchant account, end of duration time,
and actial payment amount in seitlement database

f.QD

| payment computer sends redirect 1o
l access URL to buyer computer

2 92 FIG. 2G
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08
N

101

-

merchant computer verifies that the buyer
computer network address matches the
network address specified in the access URL

r 103
merchant computer sends document
End -+ 10 buyer computer that access is not OR
allowed

merchant computer sends
fulfillment document 1o
buyer computer

\. 102

buyer computer displays
fulfillment document

+ \
104

End

FIG. 21
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File  Options  Navigate  Annofale Help

Document Titte:| Mead bata cCentral: Internet Information 5

Document URL: ] http://vww.cpenmarketcom/denp/rls/mall /oa

>

Mead Data Coentrai: Intemel Information

November 2B, 19%3

LC'= deput on the Internet: Library of Congress catalog On the =

Text of Abstract
of Article

VERONICA: A GOPHER NAVIGATIONAL TOOL ON THE
INTERNET

october, 1993

&

Data transter complete:

[Back] [Ferward){Aos] Felond])[Open_][Save As.] [Clonel [Naw Wlndu'ln"clase Window]
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File  Options  Navigate  Annotate Help
Document Title:| Open Market Payment
Document UHL:l http: //payment . openmarket.con/ben/nph-paymant S
A
Open Market Payment

You have gelected an item that requires payment

Narchant:Test Merchant
pescription:Nead Data Central Article
Amount:2.85(US currency)

If you have an Open Market account <lick on "continue® below and
you will be prompted for

your account hame and password. If you do not have an account,
you can establiszh ona

on=1ine and return to this page te coptinue your purchase.
an account on~line |

with payment transzaction.

RoTE:For demonstrations use the account nRame testussr@openmarkat.comwith
the paszward testumer.

COpen Market, Inc_

Data transfor complaete:

[Back] [Forward)[Feme] [Beload] [OpenfiSave_As_J[Ciohe]Naw Window] [Closa_Window)
FIG. 6
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File  Options  Navigats  Annotale

Help
Document Title:§ Establizh CpenMarket Account
Document UFll.:I hkttp://paynent. openmarket. con/service/destap)i. §
ray

Card Humbaer: I _l

Expiration Date: :] (format MMJYY)

Check the appropriate boxes:
31 am tha owner of tha above credit card.

{JThe above address ia also the billing address for thiz.credit card.

Your COpenMerxet AcCCount Statament s avallable oh—line.At youy option you may a

copy ouf your statement autowatically ment toyoor e-mall sddress atweeklyor monthly
intervals. Piokxe choots b statemsnt oprion,

¢ Woakly statements () Monthly statements (> Mo e-mail statements —

Account nama and password

Flaace chooss An decount name and pazevord for your COpenMayket account, Ha
suggest uming an JCCoUnt nAaoe that ix uniqoe And samy to remsnbar =uch as your
#-mnil address. Your password should be 8 characters or longer.

Acecoynt Name

Pagsword

Q)

Data transfer complete:

[Back]{Esrward] [Home][Reload}[OperSave As_][Clons)New Windaw) [Giose_ Window]

FIG. 7
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File  Options  Navigale  Annotale Help

Document Tllla:l Upen Market Payment I ;

Document URL: | http: //payment.ocpenparket. con/ben/nph-payrent

Open Market Payment

You have selacted ap itom that you have pyrchaped retently.
Merchant: Tect Merchant
pasoripticn: Maad Data Central Article
Anount: ¢.E5(US currency}

Thiz conld bappen bacause you would 1ike to buy the itemagein or it may have happened
by accident.

You can:

s Go directly te the previous Item
= Gb nhead and buy the fitem again

Gpon Market, Inc.

<

Data transfer complele:

{Backl[Farward)[Honie}{Relvad]{Open_j(Save_As_J{Cione]Now Window][Closd Window]

FIG. 9
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Fils  Options  Navigate  Annotale Helo
Document Title:| LCfa debut on the Internet; Library of Congr
Documsant Um_;l http! //www, openmarket.com/@e720f 58dabddaba &R S

&
LC’s debut on the internet Library of Congress
catalog
Text of Article
<]
Data transfer complete: .
|Baek]|Fmward"Hnm"Enluad"Qenn.gEew Window][Close Window]

FIG. 10
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Fite

QOptions

Navigate

Annofate

Help

Docutnent Tithe:

Document URL:

smart Statement roxr Tast User

http: / /payzent. openmarket.con/ in/nph-statens

)

Hon
Tus
Tue
Tue
Toe
Tue
Wad
Wed
Wed
Wed
Hed
Wad
Wead

oot 3 Tast
oot 4 Teak
Ot 4 Tast
oot 4 Test
Oct 4 Tesg
oct 4 Teast
oot 5 Test
oot S Teat
oct 5 Teat
oot 5 Tenst
oct 5 Test
oct 5 Temt
ot 5 Tent

Nerchant
Hexrchant
Herchknt
Marchant
Kurchapt
Harchant
Maythank
Marchant
Marchant
Marchant
Merchant
Morchapt
Harchant

Youy total ix 33,05,

- Previous Statements

» September 1554
. % August 1994

Feadback

You can send us commgnti apd suggestions here.

Inforwation apout the item,

Transactions in October 1594
Dilbert subgeription 20 secondz apount $0.10

Mead
Mead
Maad
N.Y.
Mead
Head
Muad
Mead
Bead
Mebd
Mead
Mead

Data Central Articlae sasunt
pata Central Article ampount
bata Central Article amount
Times Article amount 50.50

Data Central Article amount
Data Cantral Article amdunt
Data Centra]l Article amount
pata Central Article amount
Datn Central Article amount
Data Central Article amount
Data Central Article amount
Data Central Article apount

Return to your Hewast Statement

$2.95%
£2.95
52.9%

$z.95
$2.95
52,95
52.55
52.95%
$2_98
52,95
$x.95

]

Data mansfer complate:

[Eack} [Forward| [Home] Helsag) (Opsn-J[Savs As.][Clone}{ew Widow] [Closs Window]

FiG. 11



. Case: 1:02-cv-07529 Document #: 1 Filed: 10/18/02 Page 68 of 83 PagelD #:68
CT U.S. Patent Jon. 1,1999 Sheet 23 of 25 5,909,492

Fite  Oplions  Navigate  Annotate Help

Document Tltln:l Smart Statement Datafl

Doeumont UHL:l http: f/payment. openmarket . con/@cE12£154ccBDZY I S
Smart Statement Detail =

This in the detsiled inforsstion sbOUE # pertirolar transsction from your Susrt Statcnent

Transacton Information

url: httpr Hmn.r.upamrht.cm]dzms]nugu}nlll[mm—ﬂnqnpr.int[uartlclu.cgn
transsaction_log id: 50254.p

currsncy: U5

transhction date: 781377633
initiator: 1.0 )

expliracien: 254robo

descziption: Maad Pata Central article
akhount: 2.95

anaficiary: 3.0

ilp_aadresat 15%.17D,183.13
trangFaction_type.p

demaint mead.internet-1

Merchant Information

talephone; &17-6211-9501
addrasz 1: Open Market, Inec.
address_2: 215 Firat Street
faxt G17-621~1703
address_3: Cambridge, MA
emaili testmerchantlopensarkaet . com |
principal name: Tegt Nerchamt

<

Data transfer complete:

|Bar.k"Forward"Humu"ﬂnioadllggan_Jlsﬂm An-l@ew Window](Close Window]

FIG. 12
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File  QOptions  Navigate  Annolale Holp

Docoment Title:| smayt Statement Detail

Document URL: | bttp: //paynent . cpenmarket. con/@c632£154cai0zl S
5

urk: http: 7 fd  opanmaTket . con/denos faugls/mall feead- fingarprint feXarticle, cgo
trapmaction_log Ed: 50254.0

urrensy: US .

trunaaction_date: 781377633

initiator: }.0

expiration: 1582080

daperipriont Mead pata Central Article

amcunt: 2.9%

benericiary: .0 =t
lp _aodyess: 199.270.183.13
transaction_type.p

domain: masd. internot-l

Merchant information

telnphone: §17-8621-9%01
addrews_1: Open Market, Inc.
addrems_2I: 215 Pirst Strest

Imx: 617=6G21-1783

address _3: Canmbridge, mA

weail: tesimarchantfopunmarkat.con
principal_name: Test Harchant
bome_url:

coontry: WS

Poxtal_code: 02142

Feedback

You can =end ug g t= and suggsaticrn hara,

Pata transfer complete:

(B [P ) o) el [Oper Save Ze.d (Clone] lew_Wisdew] [Cass Windiiv]
FIG. 13
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File  QOptions  Navigate  Annolale Help

Document 'ﬁtln:l open Market Feadback l

Documont URL: | http://payrent . opennarket.com/ben/ feadback. cg §
fay

Or if you prefer_, you can send your commentz via electronic malil to
fesdback@epennarkat.com or via FAX to +1.617.621,1703. If you would 1 ike & reply
Plea=zs include Your e-mail addrecs.

Your Open Market accournd nsow (opticnal):

I ]

Your E-mail address (optional):

l il

subject:

I |

Your comments:

| Submit retdhackJ

=

Data transfer complote;

[BackllForwnrd"Homa"ﬂalnadugp_sn...'Immﬂuugw Window] [Close Window]

FIG. 14
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NEFTWORK SALES SYSTEM

CROS5 REFERENCE TO REIATED
AFPPLICATION

. . - .. 5
This s 2 contimafion of U5, patent application Ser. Nn.

08/128,133, filed Oct. 24, 1994, now U.S. Par. No. 5,715,
114, ‘

REFERENCE TO MICROFICHE APPENIDICES

Microfiche Appendices A-G are being subrointed with the
presem application, being 4 sheets with 220 101a) pages,

BACKGROUND OF TIIE INVENTION

This igpvention relates 1o wser-interaciive network sales
systems for mnplementiog an open marketplace for goods of
services over compuler networks such as the Internel.

U5, patent application Ser. No. G8/168,519, filed Blec. 16,
1993 by David K. Gifford and entitled “Digital Active
Advernsing,” now abandoned, the emire disclosure of which
15 hereby incorparated herein in its entirety by reference,
describes 2 nelwork sales system that inchides a plorality of
bmyer computers, a plurality of merchant compuiers, and a
paymenl compuler. A user at 2 buyer copoputer asks (o have
advertisvipents displayed, and the buyer computer requests
advertisernents frum a merchant computer, which sends ihe
advertiserents o the buyer competer. The user then
requests purchase of ap adverised prodect, amd the buyer
compuler sends a puechase messape 1o the merchant com-
puter. The merchanl compuier constiucts a paymenl order
Thal i sends lo 1he payment compuier, which authorizes 1he
purchase and semds ap awthorization message to the mer-
chaot computer, When the meichant computer receives the
anihorization mpessage il sends the product o the buyer
compules.

‘The above.mentioned patent application alse describes ap
altemnative implementation of the network sakes systens in
which, when the user requests purchase of an advertised
product, the buyer compuler sends a payment order directly
1 the pavioent compuier, which sepds ap awlhorization
message back 1o the buyer compuier thal inchides an
unforgeable certificete that the payment order is valid. The
buyer computer lhen construcls a purchase message that
includes the wiforpeable certificate and sends it 1o the
merchant eomapnter. When \be mercbant computer receives
the purchase request il sends the product 1o the buyer
compeler, based npon the pre-amthuriced payment order.

SUMMARY OF THE INVENTION

In one aspect, the mvention provides a npetwork-based
sales systemn that jnchirdes ot least one buyer computer for
operalion by a user desiring to buy a product, at least one
merchant computer, and af beasi one payment compuier. The
buyer computcr, the merchanl ¢umputer, and the paymend
compiler are interconnecied by i computer meiwork. The
buyer computer is programmed 10 reczive a user request for
purchasing a prodiect, and 1o cause @ payment message 10 be
sent 1o \be payment computer thal comprises a product
identifier ideniifying the prodnct. The paywen computer is
programured o receive the payment messape, 10 cause ap
access message 1o be aeated thal comprises the prodocy
identifier and ap access messape smhbeoticator based on a
cryplographic key, and to canse 1he acuess message Lo be
senl 1o the merehun computer, The merchant competer 15
programmed to receive the access message, o verify the
acress Message authenticator o ensure bt the access

Ju
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3
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40
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35

=
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2

message ablhenticator was created vsing the cryplographic
key, and 10 cawse the product to be sent 1o the user desiting
1o by the produc,

The jovention provides a simple design archilecture for
the nerwork sales system that allows the merchant computer
o respond 10 payment orders fromr the buyer computer
willwut The merchant compuler baving lo communicale
directly with the payment compuies to ensuee 1hat the user
is authorized 1o purchase the product znd withow the
merchanl computer baving 1o store information in a database
regarding which buyers are awthoriced to purchase which
products. Rather, when the merchant computer reeeives an
access mestage from Lhe buyer compuier identifying a
product 1o be purchased, the merchant coruputer need only
vbeik the acoess message lo cnsure that it was created by the
payment computer (thereby establishing for the mercham
computer thal the buyer 35 authonized to purchase the
product), and then the merchamt computer can cause the
product I be sent to the buyer compuler who has begn
aothorized 10 purchase 1he product.

1n another aspeai, the invenbon featres a network-based
sales system thal includes at Jeast one buyer computer for
operation by a wser desinog o buy prodicts, ai lcasl one
shopping carl compuier, and 2 shopping canl database con-
nected 1o the shopping carl vomputer. The buyer compuler
amt the shopping carl computer are interconnected by a
computer network, The buyer computer is programnmed to
receive a plurality of requests from a user to add » plutality
of respective praducts 10 a shopping cant in the shopping cart
dalabase, apd, in response 0 the requests to add the
products, to send a phirality of respeclive shopping cart
messapes 1o lhe shopping cant compuler each of which
includes a product ideptifier identifving one of the plurality
of products, The shopping carl compuler 15 programmed 1o
receive the plurality of shopping carl messages, to modify
1be shopping cart in the shoppiog cart database ko reflect the
phurality of requests to add 1he plurality of products 1o the
shoppiog carl, and (o cause a payment message associated
with the shopping cart 1o be created. The buyer comuputer is
rrogrammed to receive & request from the user to percbase
the phirality of products added 1o the shopping cait and to
cause the payment message 1o be activated 1o initiale a
payment transaction for the plurality of products added 1o
the shopping cart.

In enother aspect, the invention features a network-hased
hink message system that includes at Jeast one clienl com-
puter for operation by a client user and at least one server
computer for operation by a server user. The elient counputer
aod the server computer are inlercommected by a compulter
network. The cliept computer is programmed ta sead an
inilisl link message o the scover computer. The server
compiier 1 programmed 10 receive the inttial link message
frof the chent compulter and 10 create, based on information
romtaioed in the imiial hink message, a session link message
thal ¢ncudes a slate of interaction between the client com-
putes and the server computer. The session link message
inclodes a session link authenticator, computed by 2 cryp-
wgraphic function of the session link coolents, for aviben-
nicating e session link message. The server compuler js
prografmmed to cause the session Bok message 1o be sent 1o
the cliewt computer, The client computer i programmed 1o
cause the session link omessage to be senl 10 a computer in
the network Lhal is prograpnsed 10 authenticate the session
link message by examining the session link swhenticator
amd that is programured o respond lo the scssjon Jink
messape based on the state of the imleraction between the
clieat computer 2i0d the server computer.
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In another aspect, the inventivn features a nelwork-based
sales systent that inchides a merchont dalabase having z
plurality of digilal adventizements and a phirality of respec-
live product fulfillent items, at least one creation compater
for creating 1he merchant database, and at Jeast one merchant
computer for causing the digital advertisements to be frans-
mitted to a user and {or cavsing advertised products fo be
transmitted to the user. The ereabon computer and the
merchan computer are infercomnected By a compuler nel-
wark. The creativn computer is programmed 1o create the
metchant database, and fo wransmil the digital advertise-
ments and the product Tulbiliment items to the seerchant
computer. The merchant campuier is programmed o receive
the digital advertisements and product fulfillnent items, (0
receive a request for a digitad advertisement from a user, 1
cause the digital advertisement 1o be seot 1o 1he user, Yo
receive Sromr Lhe USET an access message ideptifying an
advertised procuct, and to cause the product 1o be scot to 1he
user in accordance with a product fulfillment item corre-
sponding 1o the prodict.

Io another aspect, the invention featwres 2 hypesiext
stalenent system that inchudes & elient computer for opera-
tion by a client vser and 0be OF MOre SEYver compuicrs for
uperation by a server user, The client compuier and the
server comnputers are interconnecied by a compuler network.
At least ope of the server compufers is programmed 1o
record purchase Wansaction records in a dafabase. Each of
the purchase ransaction records includes a produet descrip-
Hom, The scrver cumpier is prograpmed fo ransmil a
statement documen that includes the purchase transaction
recirds 1o the client computer. The client compuler is
programmed 1o display the product descriplions, to FECEIVE
a request from the clieot user lo display a product gorre-
sponding to a product deseription displayed by the cliem
computer, and to cause a product bypertext liok derived from
2 purchise transaction Tecord to be activaled. Al leas) one of

the server compaters is proprammed 1o respond to activation

of the product byperiext link by causing 1be produd o be
senl 1o the cliem compmter.

In anuther aspect, 1he jnvention features & petwatk pay-
ment system tlral inchudes at least one buyer computer for
operation by 2 uscr desiring 10 buy 3 product and at Jeas! one
payment computer for processing paymen! messapes from
the buyer computer. The buyer computer apd the payment
computer are intercommected by @ cunputer petwork. The
buyer cumpuier i5 progranmed o cause a paymenl message
1o be senl 1o the paymen! compulcr. The payrment message
includes a product identifier identifying tbe product that the
uset desires 1o buy, The payment computer is programmed
to receive the payment messaye, (0 CANSE 3N 3CCEES INCRRALE
10 be created 10 ¢oable the user fo zecess (e product, and (o
record a purchrase Wransaction record in the sentlement data-
bise. The buyer computer is programmbed 10 cause a request
for purchese transaction recurds 1o be sent to the payment
computer. The paymem compwier is programsed to receive
the request for purchase Lronsackion records and o cause &
document drived from the purchase ramsaction records o
br sent tw the buyer computer.

BRIEF DESCRIFTHIN OF THE DRAWINGY

Fli. 1 is a block diagram of @ network sales system in
accordance with the presenl invenbion.

FIG. 2 (2-A throogh 2-1) is a Howehart diagram ifusirat-
ing ibe operatiom of A purchase transaction in the petwork
sales system of FIG. 1.

FIG. 3 (3-A through 3-B) is a flowchan diagram jlins-
trating the vse of o shopping cant for the purcbase of
products in connection with the gerwork sales system of
FIG. 1.

30
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FIG. 4 (A hrough 4-C) is a flowchart diagram illus-
trating, the operation of a smart stalement in the network
sales systemn of FIG. 1.

FIG. 5 35 a screcn snapshot of an advernlising document
thal Ll merchant computer sends §o the buyer computer m
FIG. 1.

FIG. 6 is a screen spapshol of 3 confirmation docamem
that the payment compuier sends 10 1he buyer compter n
FG. 2

TG, 7 is a screen snapshot of & new account docnment
that the payment computer sends 1o the buyer compyier in
FIG, 2.

FIG. B is a screen snapshot of an account pame prompl

5 that the buyer compuiee creates in FIG. 2.

FiG. 9 is a screen spapsbot of a docwment thot the
payment computer sends o the tuyer compuler in FIG. 2
and that provides an option either fo repurchase of to use a
previously puichased access.

FIG. 1033 1 screen snapshot of a fulfillment document that
{be merchant compuier sends 10 the buyer computer in FIG.
2

F1G. 11 is & sereen snapshot of o smarl slatement docu-
mem that the payment compuler sends 10 the buyer cpm-
puter in FIG, 4.

FIGS. 12 and 13 are screen spapshols of a transaclion
de1ail doenment that the payment vomputer sends o he
buyer compuier in FIG. 4,

FIG. 14 is a screen snapshot of a costomer service fonm
\hat fhe paymenlt computer sends bo the buyer compuler in
FIG. 4,

DETAILED DESCRIFTION

With reference 1o FIG. 1, a network sales system Jn
accordance with the preseml investion includes a buyer
computer 12 operated by a user desiring to buy 2 product, 2
meschant computer 14, which may be operated by a mer-
¢hant willing to sel} products to the hayer or by 2 manager
of the network saes sysiem, 3 payment compuler 16 typi-
cally operated by & manager of the network sales system,
and 2 creation compuier 20 typically operated by the mer-
chanl. The buyer, merchant, payment, and creation comput-
ers aré ] imer-connecied by a computer oelwork 10 soch as
the Intefnel.

Creation computer 2 is programmied to build a "store™ of
products for the merchant. A printout of 2 compuler progeam
for vse in creatiog sach a "store” in accordanee with the
presenl invention is provided as Appendix F.

The products advertised by merchant computer 14 may
be, for example, newspaper of newsletier articles available
for puechase by boyers. Creation compoter 200 creates 2
digita) advertisement dzlabase 18 hat siores adverlIsing
documents (which may for exsmple be in the form of
sunmaries of newspaper of newsletier anticles, accompanied
by prices) and product fulfilloent items (which way be 1he
producis themselves if the produets can be wansmitied over
the network, of which may be hard goods identifiess if the
products are hard goods, i.e., durable products as opposed to
information produets). Creation compuler 240 ransmils con-
tents of the advertising document dalabax: 18 to merchant
computer 14 1o eoable (he roperchanl Computer 10 canse
adverijsements amd prodocts 10 be senl to buyers. Mercham
compuler 14 mainlains adventising documents locally in
advertising document dalabase 15 ln an alteroative
embodiment, the creation computer doss pol have 2 local
dipital sdventisement database, but inslead gpdates a Femote
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acthventising document database on a mercham conpaier.
These updates can be accomplished using HTML forms or
olher remote dalabase techpologies as is understond by
practinoners of the an,

Faymeni computer T has access 1o a setilement dalabase
22 in which payment computer 16 can record details of
purchase transactions. The producis may be oganized ima
various “domairs” of products, and payment wompuier 16
can access selilement database 22 1o record and relricve

records of purchases of preducts falling withia the varions

domains. Fayment computer 16 also bas acoess (o 3 shop-
ping cart database 21 in which a “shopping cant™ of products
that a nser wishes 1o purchase can be maintaived as the vser
shaps pricr 10 aciual purchase of the contents of the shop-
ping cart.

With reference o FIG. 2, a purchase ansaclion begins
when a vser of buyer compwer 12 requesis adverhisements
(step 24) and buyer computer 12 accordingly zends anm
advertising docemet URL (universal resource locator) to
merchant compnier 14 {siep 26). The merchant compuler
fetches an advenising document from the advertising dotu-
menl dutabases (siep 28) and sends it 10 the buyer compuier
(step 30). An example of an advertising docoment is shown
in FIG, 5, Details of UR) s and how they are used are formd
in Appendix G.

The user Browses thiougl the advertising document and
cventvally requests a product (step 32). This resulis in the
buyer compwter sending payment URL A o the payinent
comtputer (step 34), Payment URL. A includes a product
identificr 1ha! represents the product the user wishes 10 buy,
3 domatn identifier that represeots a domain of producis to
which the destred product belongs, a payment amount that
represents the price of the produet, a merchant compuler
identifier that represents merchant compaier 14, 3 merchant
accovut jdentifier thal represents the particular mercham
accoual 1o be eredited with the paymen amount, a duration
time that represeots the Jength of time for which access 10
the product is 1o be pranted to she vser after completion of
the purchast iransaction, an expiration fime thal represents
a deadline beyond which this particular paymenl URL
cannol be used, @ buyer network address, and a payment
URL. authenticator thal i3 a digital signature based on a
crypiographic key. The payment URL awilignticator is a hash
of other information in the paymemt URL, the hash being
defined by a key shared by the merchant and the operator of
the pzyment computer,

In an aliemative emmbodiment, step 34 consists of the
buyer computer sending 2 purchase prodact message to the
merchant computer, and the merchant compmer provides
paymenl LRL A 10 the huyer computer in response o the
purchase produet message, In this alternalive embodiment,
pavment LRL A contuins the same conlems as above. The
buyer computer then sends the paymemt DRL At has
recejved from the merchant computer 1o the payment com-
paler

When the payment compuler receives the payment URL
N verifies whether the payment URIL authenticalor was
crealed from the contents of the payment URL wsing the
cryplographic key (step 36). I not, the paymenl compaier
sends a docvupent 1o the buyer computer indicating vhat
access to the network sales system is denied (step M)
Otherwise, the payment computer determines whether the
cxpiralion lime has past (slep 409 If it bas, the payment
vompuler serds a document t the buyer compuier jpdicat:
my thal the tme has expucd (step 41). Ofherwise, the
paymenl computer checks the buyer computer mevwork
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address to sec if i matches the one specified o the payment
URL (step 42). If it does pol match, the payment computer
sends 3 document 10 the buyer compuigs indicaling that
avcess [0 the nelwork payment syslem s dunied (step 43).
Dtherwise, the paymenl computer sends a payvment coafir-
manon documen! o the buyer computer, the payment con-
firmation docurmerd incloding an “open™ Lok and a “con-
tinue™ hink (siep 44).

An exmnple of a confirmation dooment i shown in FI1G.
&. The confirmation document asks the user 10 click on a
“eontime’” tmtion i the user already has an acoount with the
payment compuler, or 1o click on an “open” bution if the
user does not ajready have an aceount apd wishes 1o open
o,

I the user clicks on the “open”™ bulton {step 463, the huyer
compuler sends payment URL C to the paymeot compartor
(ztep 48), prymwent URL C being siunlar to payment URL A
bt also mdicating that the vser does oot yet bave an account.
The paymenl cumpuier ¢reales a pew acoount document
{step 50) amd sends it to the buyer computer (step 52). An
exaiople of o new accovnt docwnent 15 shown in FIG. 7.
When Ibe vser receives (e new account dovemment he enters
ibe new account name, an zccount paseword, a credit card
number, the credil cand expiration date, am security infor-
ination such as the maiden name of the vser's muther (step
54), and presses @ “submit™ bution {not shown in FIG. 7).
‘The buyer compuler sends Lhe pew account information to
the payment computer {step 56), which enters e pew
acoount ) the setilemem database (step 58).

H the user ¢licks on the “continue™ button (step $0), the
buyer compuier sends payment URL B 1o the payvimeot
compater {step 62), payment 1IRL B heing similar o pay-
ment URL A bt also indicating that the user already has an
zocount. The payment compuler then instructs the buyer
compuier o provide the accovnt name and password (sleps
64 and 66), and the buyer computer prompts the user for this
information by creating an accounl name prompi (example
shown in FIG. 8) and a stmilar password prompt. Fhe user
caters ithe information (siep 68) and the buyer computer
sends the account mame and password to the payment
compwer {siep 70).

The payment computer verifies whether the wser nane
and password are correct (slep 72). 1 they are not correct,
lhe payment compuler sends a document to the buyer
compirter indicatiog that access o the nelwork sales system
is dented (step 74). Olherwise, he payment computer deler-
mines whether additional security = warranied, based on,
¢.g., whether the paymient amounl exceeds a threshold (step
73). Il additions] security is warranted, the psyment come
puter cresles a challenge form document and semds it 1o the
buyer compwer (step 75) The user enters the security
information (step 77, the boyer compter sends the sceurity
information 1o the payment computer (step 79, and the
payment comyputer determines whether the security infor-
matrn 15 correct (step 813 1 3 15 not cuerect, the paymem
computer semis 3 document 1o the buyer compuier indicat-
ing thal aceess to the network sales system iz denied (step
£3).

If the secursty mformatron is correct, or if additional
seonrty was pol warramtad, the peyorem commpuier checks
the setilemment database 10 detennine whether the user has
wexpied acuess o the dJomain Wentitier comaned 1o the
payment URL (step 82). If 50, the payment computer sencds
tir the buyer coputce 3 document providing anoption either
to tepurchase or 1o use the previously purchased access (step
¥4). An example of such 2 document isshown in FIG. 9. The
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vser cay respond 1o the recem purchase query docuwent by
¢hoosing 10 access the previously purchased document (slep
85) ar to go ahead and buy the currently selecled product
(step B6).

If the user chooses to aceess the previcusly purchased
document, the boyer computer skips to slep 92 (see below).
1f the user chooses o by the carremly seiscied product, the
payment compuler calulates an actual payment anround (hal
may differ from the paymenl amoont contained in the
paymenmt URL. {step §7). For txample, the purchase of 2
product in & cerlain domain may entitle the nser 10 access
other products in the domain for free or for 3 redweed price
for a given period of time.

The payment computer then verifies whetber the user
accoun! has sufficient funds or credit {s1ep 76). I not, the
payment computer sends a ducument 16 the buyer computes
indicating thal the user account bas msufficient funds (step
78). Otherwise, the payment computer cieales am access
URL {step 80) that inchudes 8 merchant computer jdeniifier,
2 domain identifier, 3 product identificr, av indication of the
end of the duration Hime for which access 1o the product is
tobe granted, tie buyer network address, and an aceess URLL
anthenticator that is 3 digital sigpature based on 3 cryplo-
graphic key. The access URL authenticator is a hash of other
information in bhe access URL, the hash bting defined by a
key shared by the merchant and Ihe operator of the payment
computer, The payment cornpwler tien records the product
idertifier, the domain, the wser accouni, the merchan!
account, the end of duration time, and the actual payment
amount in the selifement database (siep B8).

The payment computer then sends a redirect 10 access
URL tor the bayer computer (step 20), which sends the sccess
URL ¢ the merchant computer {step %), The merchant
computer verifies whether the zecess URL suthenticator was
created from the woptents of the access URL using the
cryptographic key (step 94). I not, the merchant compuaicer
sends a documpent o the buyer computer indicating that
access 1o the product is dented (step 96).

Otherwise, the merchemt computer verifies whether the
duration time Tor access to the product has expired {step 98).
Thix is done because 1he buyer compiier C30 rEquesl access
10 a purchased procuct repeateciy. If the duration Gime has
expired, the merchant compuler sends 3 document to the
buyer compumer indicating that the time has expired {step
100%. Otherwise 1he merchant compuier Verifies that the
buyer compuler nelwork address is ihe sane as the buyer
network address m the access UKL (siep 101), and if so,
sepds a fulfillment document 1o the buyer compiler (slep
182), which is displayed by the tuyer computer {siep 104).
An example of a fulfillment docuwent is sbown in FIG. 100
Otherwise, the merchanl compuier sénds 4 document 10 the
buyer computer indicating thit access is not allowed (step
103).

With referzmce now 1o FIG. 3, when the merchant come-
yter sends the advertising, docoment to the buyer compuater,
the uzer may request that a produc be added to a shopping,
cart in the shoppiug cart datatrase rather thao request that the
product be perchased immediately. The buyer computer
sends a shopping cart URL o the paymem compmer {Siep
108), the shopping cart URL iocluding a product identifier,
a domain ideniifier, 2 payment amount, 3 merchani cowputer
identifier, a merchanl account identificr, 2 doration time, 20
expiration lime, and a shoppiog carl URL authenticalor that
15 a digital sigoature based on 2 cryplographic key, The
shopping cart URYL awhenticator 35 2 hash of other infor-
mativn in the shopping carl URT, the bash being defined by
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z key shared by the merchamt apd the operator of the
payment computer.

The payment coropuicy verifies whitiher the shopping cont
URL aothenticator was ¢realed from the contents of the
shopping cart URL nsing a cryptographic key (slep 110). |
not, the payment computer sends a docurnent 1o the buyer
compmier indicating that aceess to the petwork sales system
is denied (step 112). Otherwise, before any modification
a user's shopping cart s allowed, wser authentication is
performed (step 113) in 2 manneT analogous 1o steps $0-81.
Coce the user 15 authenticated, the payment compuler cre-
ales or vpdates & payment URL for the shopping can (slep
113).

‘The user then either requests more advertisements (step
24 i FIG. 2} amd possitly adds apother product o fhe
shopping cafl, requests display of 1he shopping cart {(step
116), or requests purchase of the entire contents of the
shopping cart (siep 124). If the vser 1equests display of the
shopping cart (step 118}, the buysr comyputer sends # fetch
shoppiog cart request Lo the payment computer (step 118),
ard the payment computer and buyer computer (step 11%)
perform sieps anafoypons 1o steps 64-81. The payment com-
puter reterns the contents of the sboppivg cart 1o the buyer
computer (step 120), which displays ihe coutents of The
shoppiog cart (step 122). I the vser requests that the entire
contents of the shopping cant be purchiazed (step 124) die
buyer compuler cavses the payment URE for 1he shopping
cart to be activaied (step 126} and the payment URL. is
processed dn 2 manoer analopons o the processing of
payment URLs for mdividual products (beginping with step
36 in FIG. 2).

With reference now to FIG. 4, 2 user can request display
of 2 “smart statement”™ that lists purchase transactions for a
given wonth (siep 128). When ihe buyer computer receives
snch a request, 3 sends a sman statement URL w0 the
paymenl compuler (Siep 130).

‘When the payment compuier receives the smart statement
UFRL, it verifics whelber the smart statement URL autben-
ticalor was created from the contents of the smarl stafeipent
URL wsing 2 cryptographic key {step 132). If not, the
payment compuier sends a doctupent to the buyer computer
ipdicating thal aceesy is denied (step 134). Otherwiss, the
paywent compater checks lo determine whether the buyer
network address in the smart siatement URL. matches the
buyer computer’s acturl network address (slep 136). I not,
the paymenl compuler semds a document to he buyer
compuler indicaling that avcess is denied (step 138), Oth-
erwise (step 149), the paymenl computer and buyer com-
puter perform a set of sleps analogous 10 steps 6481 in FIG.
2 (payment computer requests aceount name and password,
user provides the requested infornwation, spd payment com-
puler venfies the information).

In an alternative ¢mbodipent sieps 132-13% are omitted,
Aftey venfication of evioum information 15 complete, the
paymenl compuier retricves the requested selilempent data
from the seulemem database, creates a smarl stalwnent
document for the buyer, and sends the smart stalenent
documen 1o 1he buyer compater (siep 142). Ao cxample of
2 smarl siatewent document s sbown o FIG, 11, Each
putchass ransaciion record in the smart stateent ducnment
inclades the data of the tranzaction, the name of 1he
ipetchant, an idetification of te product, and the paymen
amount for the product. The smant siatement document also
ivchudes a rapsaction detail URL for cach purchase trans-
action {ibese URLs, or hypertext links, are discussed below
and are ot shawn in FIG, B3 The smart statemen doca-
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ment alse identifies previous stateinenis that the user may
wish to have displayed.

The buyer computer displays the reineved document (siep
144), and the vser may request iransaclion details for a
particutar transaction listed on fhe sman stalement (slep
146). If 5o, the buyer computer sends a transaction detail
URL (or “payment detail URL") to the payment computer
(step 148). The iransaddion detail URL includes a trapsaction
identificr, a buyer network address, and a transaclion detail
URL aulhenticator, When the paymenl eompuler recoives
the transaction detail URL, it peiforms (step 150 a =sel of
sleps analogous to steps 132-140 (verfication of URL
avthenticator, buyer network address, and acconm
infonmnation). The payment computer thep reirieves from the
setttement database data corresponding to the payment
transaction specified in the transaction detail URL, creates a
transaction detail docvment, and sends il 1o the buyer
computer (siep 152).

An example ol a transaction detail document is shown in
FIGS, 12 and 13. The document displays a number of items
of information abow the transaction, icludimg the transac-
tion date, end of the duration time (“tapiration™), a descrip-
tion of the product, the payment amounl, the dumain cor-
responding 1o the product, ap identification of the merchant,
and the merchant’s address.

The smarl statement document and the transaction delail
doeument both include customer service URLs (hyperiext
Tinks) that allow the user to request customer serviee (i.c., o
send comments and suggestions to the payment compeizr).
When lhe user requests customer service (step 154), the
buyer computer seixls the cusiomer service URL o the
paymen computer (step 156), which creales a customer
service form and sends it to the bayer compter (step 158).
An exammple of a custumer service form is shown in FI1G. 14.
The user ypes comments ino the customer service form
{step 160), and the buyer computer sends the user's com-
ments 10 the payment computer (step 162). The payment
computer Lhen posts the user commenis and sends a thank
you document 1o the buyer computer (step 164).

Aaser may request display of a product included in the
smnarl staigment. When the user reguests that the product be
displayed {siep 166), the buyer computer sends the acoess
URI. contained in the smeart statement documen o the
merchant computer {slep 168), and the buyer computer and
merchant compuaier perfonm a sel of sl¢ps analogous 1o steps
$4-104 in FIG. 2 (a3uthentication of access URL, verification
whether duration lime has expired, verification of buyer
netwosk address, and trapsmission of fulfillment document
to buyer coumputer),

Whenever the preseni application states thal one compler
sends 3 URL 1o another computer, it should be woderstood
1bat in prefemred embodiments the URL is seat in 2 standard
HTTP request message, withess a URL message i specified
as a reditection in the present application. The request
message incledes components of the URL as described by
the standaed HTTP protocol defipition. These URL compo-
neDts in the request message allow the server 10 provide a
Tesponse appropriste 10 the LRL. The term “URLT a5 used
the presenl application is an example of a “link.” which is a
pointes 10 another document or form (inchiding multimedia
docrmemts, hypertex! documenis inchuding otber hinks, or
audin/video documents).

When the present application sletes that one computer
sends 3 document to anoiber compuler, it should be ender-
slowd that in prefemed embodimenis the document is a
success HTTP esponse wessage willi the document io e
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body of the message. When the prescot apphication stales
thal a server sends an account name and password requcst
message i the client, it should he undersiond that in
preferred embodiments the account name and password
request Iessage is an unawthorized HTTP response. A client
computer sends accounl name and password information to
a server as pard of a request message with an authonzation
field,

The sofiware archilecture underlving \he particular pre-
ferred embodiment is based vpon the hypenex! conventinns
of the World Wide Web. Appendix A describes the Ilypetext
Markup Linguage (HTMIL) dovument formint used to rep-
resent digital advertisements, Appendiz B describes the
HTML. forms fill out support in Mosaic 2.0, Appendix C is
a description of the Hyperlext Transfer Protocol (HY'TF)
between buyer and merchanmt computers, Appendix D
deserahes how documents are named with Uniform Resource
Locators (UJREs) in the netwmk of computers, anl Appen-
dix E describes the anthenticetion of UREs wsing digital
mgnalurcs.

A printoul of a computer program for wse in creating and
vperaling such 8 "store” 10 aceordance with the present
invention is provided 2z Appendix F. A printout of 2 com-
puter program for use in operating other aspecis af the
network sales system in accordance wilh the present ipven-
tion is provided in Appendix G,

There has been described a new and wseful petwork-based
sales systern. It is appareat that those skilled in the an may
make mmerous modificanions and departures from the spe-
cific embodiments deseribed herein withowt departing from
the spint and scope of the claimed invention.

What 15 claimed is:

1. A network-bascd sales system, comprising:

a merchanl database comprizing & plurality of dipital
adveptisements and a plurality of respective product
fulfillment 1tenrs;

at lerst one creation compuier for creating said merchant
database; and

at least onc merchant computer for cavsing said digital
advertisements 10 be transmitled to a wser and for
causing advertised products to be transmitied 10 said
user;

said crealion computers, said merchant computer, aed a
paymenl computer being intercommected by 2 pubhic
packet swilched computer petwork;

said creation compoter being programmed Vo create said
merchant database, and to transmil said digital adver-
tisements and said product fulfillment jlems over saud
network 1o said merchant computer;

said merchant computer being programmed o receive
said digital advertisemens and product fulfillment
ilems over said network, to receive over said oetwoik
a requesl for a digital advertisement from a uwser, 10
causs said digiial advertisement to be sent to said nser
pver 2aid petwork, 10 receive ovir said metwork from
sa3id user @ pmduct request message identfying an
advertised produl;l, {0 TCcefve an accoss message GYEr
said network created by said payment compuler, and o
cause said prodfuct to be sen 1o said wzer in accondaoce
with a product fulfiflment item comesponding (o said
pioiuct and based upon receipt by the merchant com-
puter of the access message.

2. Anetwork-based sales system in sccordanes with claim

1, wherein cach of said digial advenissments comprises an
abslzact of 2 produd apd 2 price.

3. Apetwork-based sales system in acecrdance with claim
2, whepein
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at least one of said product folillment ikoms comprises a
product itelf; and

said creation compuler s programmed o vansonat said
product 1o said merchant compiter with said digital
advertisements,

4. A network-based sales systemn in accordance with claim

2, wheremn:

al least one of sawd product [ulhllment sems compriscs a
hard pood idemifier; and

satd creation compuier is progranymed 1o iransmit said
hard good wentifier 10 said merchanl computer with
said digitz] advertisements.

5. A method of operating a merchant computer in a
network-based sales sysiem comprising  merchant database
that comprises a plurality of digial adverlisements and a
plurality of respective product fulllment items, at least one
crealion computer for crealing sakd merchant database, and
at least ooe merchant computer for causing said digital
atlverlisements 1o be transmitled 1o a vser and for cavsing
advertised products to be iransmitled fo said user, and &
least one poyment computer, said creation computer, said
merchant compuler, and said payment computer being inter-
coontcied by a public packet swiiched computer perwork,
said method compnsing the steps of:

receiving, at soid merchant computer, said digital adver-
tisemnerds and said prodct fulfillnewt items, said digi-
1a] advertisements and said product fulfillment items
having been iransmilied over sajd petwork 1o said
merchanl compwier by sgid creation computer, said
mierchanl database comprsing said dighal acdvernise-
ments and said product fulfillment items having beep
created by said creation computer:

receiving vver said oetwork a request for a digital adver-
tis¢nent from a wser;

causing said digital advertisement to be sent to said user
over raud network:

receiving over said network from said wser a product
request message Wemifying an advertised product;

receiving over said network an access message created by
said payment compuler; and

causing sard product to be sent to said vser in aecordance
with a product Tuffillment item corresponding 1o said
product and based upon receipt by the merchant com-
puter of the acvess message.

6. A hyperiexi stalement syslem, conyprisimg:

a client computer for operation by & client user; and

a phurality of server vompaters for operetion by & server
L H

zaid client computer apd said server computers being
interconnected by a public packet swilched computer
network;

ol feast one of said server computers being programeed
to record information perainiog 1o purchase iransac-
tion records in a dsabase, vach of said purchase
Transaction records comprising a product description,
and 10 cawsc a stalement document comprising said
purchase \ransaction ecords 1o be tiznsmilted Lo sajd
client computer over said network;

said «lignt compuoter being programmed 1o display said
product desaiptions, (u receave a requesl from said
client user to display a product correspondiog to a
product descriptivn displayed by said cliemt computer,
and 10 canse a prodnet hiypertext link derived from a
purchase iransaction record io be activated:

al least one of said server connputers, other than a server
computey that transmitted said stalement document o
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satd client computer, being programmed to respond to
activalion of said product hypertext Tink by causing
said product lo be sent o sapd cliemt compuler over said
network.

7. A hypenext siatcnrent syitem in accordance with claim
B, wherein:

said client computer is programmed 1o recejve 2 request

from said clienl user to display trapsaction delails
corresponding 1o 2 product description displayed by
said cliont computer and 1o eause 3 fransaction detzil
hypertext link corresponding 1o said product descrip-
tion to be activaled; and

al least vne of said server computers i programmed to

respond to activation of said trapsaction detail hyper-
1ext Link by trapsmitling said Iransaction details 1o said
client compuler a3 a transaction detail dochmest.

¥, A hypentext stalement syslem in accordance with claim
7, wherein:

said transachon detail document furiber comprizes a cus-

tomer service form hypenext link;

said clieot compuler is programmed 1o receive a request

from said client user 1o display a customer service form
and 1o canse said customer service form hypertext link
ta be activated; and

al teast one of said server compulers is programmed o

respond 1o activation of said customer service fonn
hypertext link by trapsmitting said customer service
form 10 sayd client compuicr,

%A hypertext statement system in accordance with claim
6, whercin:

said stalement document further comprises a cusiomer

service form hyperiext link;

said cliept compuler i programmed lo receive a request

from said clienl user to display a customer servics form
aod 1o cause said costomer service form hypertext link
to be activated; and

al least one of said server computers s programmed 1o

respond lo activation of said cuslomer service form
hypertext link by ransmitting ssid ¢uslomer service
fonn to said clienl compuler.

10. A method of operating a server compater in a hyper-
lext slatement system comprizing a chienl computer for
operation by a client user, and a phurality of server conrput-
«r5 for operation by a server user, sajd client computer and
saud zerver compulers being ioferconoecied by s public
packet switched computer metwork, said method comprising
ihe sieps of:

recording, 3t one of said server computers, infomation

periaining to purchase Irapsaclion records in a
database, each of said purchase transaction records
comprising a product description; and

causing a slzlement document comprising said purchase

transaction records 10 be fraosmifted to ssid chiem
compuler over said network;

said clienl compuler being programmed 1o display said

product descnptions, 1o receive & request from said
clienl wser 1o display a producl conesponding o a
product deseription displayed by sald clienl computer,
and to esuse a prosuct hypertext link derived Fromn 2
purchase trapsaction reeord to be activated;

at feast one of said server computers, other than a server

computer that teansmitted said slatement document 1o
said client eomputer, being programmed 10 respond to
activation of said product hypertext link by causing
said produc to be seol 1o said client computer over said
nelvwork.
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1. A network payment syslem, comprising:

a1 Jeast ont buyer computer for operation by a user
dexsiring 100 huy a product; and

ot leas! ane payment compirter for processing payment
messages from said buyer computer;

said buyer compuler, said payment compuoter, and a mer-
chapl contputer being interconnected by o public packel
switched compmer network;

said buyer compmer being programmed (o cause a pay-
mem messape 1o be sent 10 said payment compler over
said nelwork;

saif paymen couipuier being programmed {o receive sayd
payment message, lo CHISE 2l ACCESS MEsSAEE 10 be
created for irapsmission over said petwork to sajd
merchanl compulter 1o enable sajd wser to access said
product upon verification by sajd merchant computer
that =aid #¢cess message was created by spid payment
compuict, and 10 record information pedaining 1o a2
purchase iransaction record in said setlement database;

said buyer computer being programmed W causs  request
for a purchise tramsaction record 1o be sent 1o said
paymeet computer over sakd network; and

said payment compuler being programmed to receive said
request for said purchase fransaction record and o
cause a document derjved from sand purchase fravsac-
liom 1¢60rd 1o be sent 1o said buyer computer over said
nelwork.

12. The neiwark payment sysiem of ¢laim 11 wherein the
paymiei message comprises 1 product identifier identifying
the product that the wser desires (o by,

13, A method of operaling 3 paymenl computer in a
nefwork payment sysiem comprising at least one buyer
computer for opetation by a user desiting 1o bay » product,
and a1 least one payment comypwier for provessing payment
messages from said buyer connpater, and at least one mer-
chanl computer, said buyer compuler, sxid payment
computer, and said merchant computer being interconnected
by a pubhic packer switched computer network, said method
comprising, the stops of:

receiving, b said payment computer, a paynol essaye
that =aid bwyer compuier has caused to be sept to said
payment compuler gver said network;

CANSINg an acuess message o by created for iransmission
o 3 merchant computer over said network o enable
sajd ustr to access said product wpon verification by
said merchan! computer that smd aceess message was
crealed by soid paymern computer;

vecording information pertaining 1o a puschase iransaclion
record 0 sard settlemenl dalybasc;

feeciving over seid petwork @ request for a purchase
Iransaction record thal said buyer computer hus cansed
1o be senl 1o said payment conputer; and

causing @ documend derived from said purchiase ransac-
tion reeond 1o be sent 1o said buyer compiier over said
aetwork.

E4. The method of ¢laim 13 wherein the pryment messape
cumprises @ product identifier identifvieg the prodact tha
il wser desires to buy.

15 A hypestext slatement sysiem, Comprsing:

a client computer for operation by a chient nser; and

one or moes server compubers for operation by a server
HEET,

1he client comper and the server computers being jmer-
commected by a public packet switched conyputer net-
work;
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ab least one of the server cotmpulers being programmed to
record snformativn pertaining 1o purchase transaction
records in a database, and 1o brapsmil a statement
document comprising the purchess ransaction reconds
10 the chienl compuier over the network,

the client compatter being programmed 1o display the
stateent document to receive a request from the clisnt
wer o displey transaction details corresponding 1o a
portion of the slatement document displayed by the
client compater, 2od to ¢ause 2 Iransaction detail hyper-
text link corresponding 1o the portion of the stalement
document 1o be activaled;

al least ane of the server cotnputers being programmed (o
respond to activation of the trapszction delail hypertext
link by transmitting the trmsaction detzils to the chient
coepuier vver e nerwark as a transaction detail
dochiment.

16. A method of operating a server coipuier in @ hyper-
lext slatement systom compnsing 2 cligs computer for
opetation by a cheat uscr, and one or More SETVEr Compylers
for aperation by 2 server user, the chient comrputer aimd the
server computers being isterconnected by a public packet
swilched compuler pebwork, the method comprising Lhe
steps of:

recording, at one of the server computers, information
pectaining to purchase fransaction records 1o 2 data-
base; and

trapsmithing 2 statemrerd documenl comprising the pur-
chase transaction records 1o the cljent computer over
the network,

the client computer beng programmed to display the
slateppent documest, 1o receive a request from the
clivnt user 1o display transaction details corresponding,
1o a portiom of 1he statement document displayed by the
clicat computer, and {0 Canse a Iransaction détail hyper-
1ext Jink comesponding to the portion of the statement
document (o be activated;

at Jeast one of (e server computers being programmed to
respond 1o activation of the iransaction detail hyperiext
link by traasmilting the iransaction details to the client
computer over the nelwork as a tranzaction detail
docnment.

17, A network-based sales system, comprising:

al least one buyer computer for operstion by a user
desiring to buy produets;

at keast one shopping carl compuler; and

a shopping cart database comnected to the shopping can
compter;

the buyer compuler and the shopping cart compuier being
mterconnected by a public packet switched courputes
network;

the teyer compuler being programmed o teceive a pha-
rality of reguests from a user o add 3 plunabity of
respeclive products W a shopping cant in the shopping
carl database, and, in responss 1o the requests Lo add the
produets, 10 send a plurajity of respective shoppipg cart
messapes over The nstwork to the shopping canl com-
puter each of which compnses a product idemifier
identifying one of the plurakity of prodacts and al Jeast
v of which compriscs a universal resource Jocator;

the shopping carl compoier being programmed to receive
the plurality of shopping cart messages, to modify the
shopping can io the shopping carl database 1o reflect
the plurality of requesis to add the pluratity of produss
1o the shopping cart, and 1o cause a paymen! message
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associated with the shopping carl 10 be created, the
Faymen message comprising a umiversal resouree
Iocator; and

the buyer compuler being programmed 10 receive a
request from the user 1o purchase the plarality of
prochicts, added 1o the shopping carl and 1o cause the
paymeol message 10 be activaled 1o inttiate a payment
ransaction for the plurality of producis added to the
shuppiog can,

the shopping varl being a stored representation of a
collection of products, the shopping canl database being
a database of stored representations of coflections of
products, and bt shopping can computer being a
computer that modifies the stored representations of
collections of preducts io the dotabnse.

18. A method of operating a shopping cant compuler in 3
public packet switched compuler petwork comprsing al
least ore buyer computer for operation by a nser desiring to
buy products, al Jeast une shopping cart computer, and &
shopping ¢t database conpected to the shopping cart
voemputer, the methad comprisiog the sieps of:

Teceiving, of the shopping cart computer, a plurality of
shopping cart mgssages sent gver the network to the
shoppiug cari compuler by the buyer computer in
response to receipt of o plurality of regeests from a user
10 add a plusakity of respective products to a shopping
carl in the shopping cart database, tach of the shopping
carl messages compnsing 2 product identifier identify-
ing ope of the plurality of producis and af Jeast one of
which comyprises 8 universal 1gsource Jocator;

moedifying ibe shopping cacl in the shopping cart database
1o reflect the plurality of requests 1o 0dd the plurality of
products to the shopping cart; and

chuging a paymenl message associated with 1he shiopping
¢art 1o be crealed, (be payment messiage COMPrising a
umverszl resonrce focutor;

ihe buyer computer being programmed 1o receive a
request from the user to purchase the plurality of
products added 10 the shupping cart and to cause the
paymenl message 10 be activated Lo initiate a paymen
Iransaction for the plorality of products added 10 the
shopping cart; ‘

the shapping carl beitg 3 stored represcotation of a
collection of preducts, the shopping can dalabase being
a dalabase of stored representations of collections of
prinducts, apd the shopping cant computer being a
computey thal modifies the stored representalions of
collections of products in the database.

19. A network-hased sales syslem, comprising:

at jeast one buyer compuier for operstion by 2 user
desiring to buy a product;

at Yeast one merchant compter; and

al Jeast ong payment compuier;

the huyer cowpuoter, the merchant compuer, and the
poyment computer being interconnected by 2 computer
network;

the buyer couputer being programmed to reccive a user
request for porchasing a product, and 1o cause a pay-
mem message o be sent to the payiment compuler that
comprises a prodoct identifier ientifving, 1the produa;

the pavment comnpiter being programmed 1o recerve the
paymenl message, 1o cause an aCeess message 1o be
created thal compnises a product entifier identifying
the product and ap access message anthenticator based
on a cryptographic key, and 1o ¢anse the access mes-
sage fo be seml 10 1he merchant computer; and
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th merchanl computer being programnred to receive the
access message, 1o causc the actess messape autbenti-
cator to be verified o ensere 1hat the access message
avthenicator was created using the cryprographie key,
and 1o cause the product to be received by the user
desiring to buy the product.

20. A nerwork-based sales system in accordance with
claim 1% wherein the buyer computer is programmed 1o
cause the payment messape fo be sent to the paymemt
complter by sepding a purchase product messape 1o the
merchanl compuler, the merchanl computer being pro-
granmned 1o receive the purchase product message, and in
fesponse thereln, to send the paymem message 1o the pay-
ment compuler.

21. A neiwork-based sales system in accordance with
claim 1% wherein the merchant computer is programmed
itseM 10 verify the access message awthenticator.

22 A network-based sales system i accordance with
claim 1% wherein the merchant compuler is programmed fo
couse every #Coess messape authenticator received by the
mercham computer 1o be verified.

23, A network-based sales system in accordance with
claim 19, whereip the payment message comprises a pay-
menl arnouot,

24. A network-based sales syslem in accordance with
claim 19, wherein the payment compuier is prografmmed o
record the product identificr and the payment amonunl.

25. A petwork-based sales system in sccordance with
claim 24, wherein the product wdentifier and the payment
amoumt are recorded in a seitlement database.

26. A nerwork-based sales sysiem in accordance with
clzim I®, wherciny The paymenl message comprises a mer-
chanl computer ideptifier.

27. A network-based sales system in accordance with
claim 19, wherein the payment messzge comprises a pay-
menl message avthenticator based on a ayplographic key.

2B. A network-based sales syslem in accordance with
claim 27, wherein the payment compuler is programmed to
verify the payment message sulhenticator 1o snsore thal the
paymend message authenticator was created using the cayp-
lopraphic key.

29. A petwork-based sales syslem in accordance wilh
claim 1% wherein the compuier network is a public packel-
swilched communications network,

30. A method of operaling a paymem computer in a
compole elwork comprsing at least one buyer compuler
for operation by a user desiring to buy 2 produd, at least ope
mercham! computer, apd at Jeast ane payment computer, the
method commprising the steps of:

receiving, at the paymemt computer, a payment message
thal 1he buyer computer has caused 10 be sent o the
payment compirier in Tesponse a3 user reguest for
purchasing a product, the paymenl message comprising
a product dentifier identifying 1be product;

CAusing an aceess message Lo be created thal comprises a
prodect identifier idemifying the product and an sccess
message authemticalar based oo a cryptogiapbic key;
ami]

causing bt acoess message 10 be sent (o Lhe mcrchaot
computer, e merchant computer being prograsmmed
lo recerve the aocess message, lo cause thie acoess
sessage authenticalor to be verified (o ensore that the
atCess MESSAge anihenticator was crealed using 1he
wyptographic key, and o causs the modud to be
recejved by the vser desiting o buy the prodect,

31, A aetwork-based sales system, comprising:

at Jeast one buyer computer for operation by » wser
desinng 10 buy a product;
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at Teasl one morchanl corpputer; and

# leasl one paymenl compuler;

the buycr cowpnter, the merchant compuler, and the
paymeni computer being inerconnecied by a public
packel switched compuler networl;

the buyer compuler being programmed to recéive a
request from & user for purchesing a product, and 10
cause a payment message [o be sent over the metwork
1o the payment compulter;

the payment compice being programmed to reoeive the
paymen messape, aad, if porchase of the product by
the user has not been previonsly recorded in a settle-
men database, o cause the vy 10 be charged for the
pioduct apd to create a new record 1o the setiferoent
tatabase reflecting purchase of tbe product by the user,
10 canse an sccess message o be created, amd 1o cause
the access message to be sent over the oetwork 1o the
merchanl exmmpuier; and

the merchom computer being programmed (o receive the
acCess message and to cause the user 1o receve the
product,

32, The network-based sales system of claim 3% wherein:

the payment computer 15 programmed 1o cause the actess
messape 10 be crested using 2 cryptographic key; and

ot least one of the computers 15 progeammed 10 use the

access message o cyplographie process lo enswre
that the user has paid Tor the product,

33. A method of operating a payment computer in a public
packel swilched computer petwork comprising at least une
buyer compuler for operation by a user desining v bay a
product, af Jeast pne merchant coimpuier, and al keast one
paymenl compwter, the method comprising the sieps of:

receiving, af the paywent compuicr, a payment message

that 1he buyer compuier has coused o be sent over the
melwork 10 (he payment compuler in response 10 a
request from a user for purchazing a product, and, if
puwchase of the product by the user has not been
previously recorded in 8 senlement dalabase, cansing
the user to be chamged for the product and creating a
new record in the seilement database reflecting or-
chase of the product by the nser;

CAnsing an access message 1o be vrealed; and

causing the amess nessage o he sent over the mehwork to
the merchanl computer, the mercham computer being
programmed ko recetve the aocess message and 10 canse
the user 10 receive the product.

M, The method of claim 33 wherein at least one of the
computers is progiammed 1o use the access message in a
cryplographic process 1o cnsure that the user bas paid for the
product.

35, A netwonrk-based sales system, comprising:

gt Tesst one buyer compuler for vperation by a wser

desiring to buy products;
al least one shopping cart compuicr; and
a shopping cart database connected lo the shuppiog cart
COpIeT;

the tuyer computer and the shopping carl compuler being
imercopnected by a public packel switched compmer
network;

the buyer corrpter being programmed 1o receive a plu-

rality of reguests froo & user to add a plaraliy of
respective produgts ko a shopping canl in the shopping
carl database, and, in response o the reguests o add ibe
producis, o sond a plorakity of respective shopping cart

u
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messages over the network 10 the shopping cant com-
puter each of which comprises a product identifier
wdentilying ane of the plurality of piuducts;

the shopping can computer being programmed 10 receive

the plurality of shopping cart messages, and to modify
the shopping carl in the shoppivg can database 10
reBect e plerality of requests 1w ol the plurality of
products o the shopping canl; and

the buyer computer being programmed to recejve 8

request from the user io purchase 1he phlrzlity of
products added 1o 1he shopping cant and to cause 3
payment messags 1o be aclivated to inibate 3 payment
transaction for the plorabity of products added to the
shoppring caify

the shopping cart bemg a sioved represemation of a

collection of producis, the shopping cart database being,
a dalabase of slored representatinns of collecainns of
products, and the shopping carnt computer being 2
computer that modifies the siored representations of
collections of products in the database,

36, A method of pperating a shopping cart computer in
public packet switched computer network comprising at
Tesst onc buyer computer for operanon by & user desinng 1o
buy products, at least one shoppiag canl computer, and a
shopping eant datzbase commecied 1o the shopping cant
computer, the methd compsising the steps of:

reeciving, at the shopping cart compuler, a plurality of
shopping cart messages senl over the network to the
shopping cart compuier by lhe buyer computer in
response 1o receipt of a pluralily of requesis from & user
1 adt a plorality of respective products to 4 shopping
cart in the shopping cant dalabase, cach of the shopping
cart messages eomprisig a prodoct identifier identify-
g one of 1he plurality of products; asl

modifying the shapping cart in the shopping it database
1o reftect the pluerakity of requests 1o add the plurality of
products 1o the shopping carl;

the buyer compuler being propraomned o receive a
request from the user ta purchase the plurality of
producis added to the shopping canl and to cause a
paymenl message (o be activaled 1o initiate a payment
rransaction for the plurality of products added 1o the
shopping carnt;

the shopping carl being a stored represeniation of a
colleetion of products, the shopping cart database being,
a database of slored represeniations of colleciions of
products, and the shopping cart computer being a
compwier thal modifies the swoved represemations of
collections of prodocts in the database.

37 A network-based sales system, comprising:

» merchant database comprising a phirality of digital
avertisernems apd a plorality of respeclive prodhic
fulfillinent Hems;

al least one creation computer for creating 1the merchant
database; and

al feast one merchanl computer for causing the digiial
advernsemenis 1o be fransmitied to a2 user and for
causing advertised products lo be fransmitied (o the
user;

the creation computer and the merchant computer bring
intercoonecied by a public packel swilched computer
metwo k;

the creation computer being programmed 1o oeale the
merchanl Jatabase, and lo transmil the digital adver-
lisesrents ahd the product flfillmen hems over the
retwork 1o the merchant computer;
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the merchant computer being programemed to receive the
digital advertizements and product flfitlment items
over the nelwork, (o recetve over the network a request
for a digital advertseme from a user, 10 Cause t(he
digital advertisement 1o be sent to the user over the
network, to recerve over the network from the vser a
product reguest messege identifying an advertised
product, and 1o crase the product 1o be sent to the nser
in accordance with a product fulfillment ilem core-
spondiog o the product;

at Jeast a2 portion of the digital sdvedisements trarsmitted

by the creation computer 1o the merchzol computer
over the network being auothenlicated by 2l least one
digital signatore,

8. A method of opermting a merchanl compuler in a
network-based sales systern comprisiog a rerchamt database
thal comprises a plurality of digital adveriisements sod a
plorality of respeciive prodoct Tulfillment ilems, at least one
creation computer for creating the merchant database, and at
least one merchant compwier for cousing the digital adver-
tisemenis to be transmitied (0 a user and for cansipg adver-
lised products fo be transmitted fo the nser, be creation
compuier and the merchant compuier being interconnected
by a public packet switched computer network, the method
comyprising the stops of:

10
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receiving, al the merchant computer, the digital advenise-
ments and the product fulfillment #tems, the digital
advertisernents and the product Fulfilloment nems bav-
mg been iransmitled over the nerwork o the mercham
computer by the crestion computer, the merchant data-
base comprising the digital advenisenrenis and the
product fulfillment items having been created by the
crealion compules;

Teceiving, over the network a request for a digital adver-
lisement from a user;

causang the digital advertisement to be sent o the user
over the network;

receiving over the network from the user a product
request message identifying an advertised product; and

cavsing the product fo be sent to the veer in accordance
with a product fulfillment item conesponding to the
priduct;

at Teast & portion of the digital adventisements irapsmitied
by ihe creation computer o the mérchant computer
over the network being anthenticated by at least one
digrtal sipnatuic.

- - - ¥ *
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