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NETWORK COMMERCE, INC, CIVIL ACTION NO
a Washington corporation,
T COMPLAINT FOR PATENT
Plamtift, INFRINGEMENT
v JURY DEMAND

MICROSOFT CORPORATION,
a Washington corporation,

Defendant

Plaintiff Network Commerce, Inc ("Network Commerce"), 1n and for 1ts Complaint

agamnst defendant Microsoft Corporation ("Microsoft"), alleges as follows

THE PARTIES
1 Plaintiff Network Commerce 1s a Washington corporation with iis principal

place of busimess in Seattle, Washington
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2 Defendant Microsoft 1s a Washington corporation with 1ts principal place of
business at One Microsoft Way in Redmond, Washington Microsoft conducts business and,
upon information and belief, has commutted or actively induced the allegedly infringing acts

descnibed below 1n this judicial district

JURISDICTION AND VENUE
3 This 1s an action for patent infringement under the patent laws of the Umted
States, 35 U S C § 271 et _seq Junsdiction 1s conferred upon this Court by 28U S C
§§ 1331 (federal question), 1332 (diversity) and 1338(a) (patent case)
4 Venue 1s proper mn this District under 28 U S C § 1391(c) and 1391(d)

because defendant 1s subject to junisdiction 1n this district for the claims alleged herein

PLAINTIFF AND ITS RIGHTS

5 Network Commerce 1s a leading provider of technology infrastructure services
for businesses, merchants, Internet sites and wareless networks conducting commerce over the
Internet Network Commerce also licenses its technology

6 On June 6, 2000, United States Patent No 6,073,124 (the "'124 patent") was
duly and legally 1ssued to Network Commerce The '124 patent discloses and claims methods
and systems for conducting electronic commerce, including a method that uses separate
servers and a download component to coordinate the download of information for on-line
transactions A copy of the '124 patent 1s attached as Exhibit A

7 The '124 patent 1s valid and enforceable, and Network Commerce 1s the owner

of the '124 patent and has the right to sue for infringement of the patent

COMPLAINT AND PERKINS COIE LLP
JURY DEMAND -2 - 1201 Third Avenue, 40th Floor
[29833-D136/SLO13370 054] Seattle, Washington 98101-3099
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DEFENDANT'S INFRINGEMENT

8 Microsoft 1s 1n the business of, among other things, developing software
products, including, but not imited to, software products that deliver digital media over the
Internet On information and belief, Microsoft uses 1n certain products, among other
methods, a method by which one web server downloads a file or files that act to coordinate
the downloading of digital media from another web server

9 On information and belief, Microsoft has offered for sale, distributed, used,
and/or sold software, including its Windows Media products, that directly perform or mduce
the performance of the methods claimed 1n one or more claims of the '124 patent, ncluding at

least claims 1, 7, 11,13, 14, and 16

CLAIM FOR PATENT INFRINGEMENT
10 Network Commerce realleges and incorporates by reference as if fully set forth
herem the allegations in paragraphs 1-9 above
11 Microsoft has infringed one of more claims of the '124 patent
12 On information and behef, Microsoft's infringement has been deliberate and
willful

13 Microsoft will continue such infringement unless enjoined by this Court

PRAYER FOR RELIEF
WHEREFORE, Network Commerce prays for the following relief

1 For a preliminary and permanent injunction, enjomning Microsoft, its agents,
servants, employees and all those m privity with Microsoft from making, using, selling or

offering for sale any method or system infringing the '124 patent,

COMPLAINT AND PERKINS COIE LLP
JURY DEMAND -3 - 1201 Third Avenue, 40th Floor
(20833-0136/SLOLI3ID 054] Seattie, Washington 98101-3099

(206) 583-8888
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2 For judgment 1n favor of Network Commerce and against Microsoft awardmng
damages together with mnterest and costs to compensate for the infringement by Microsoft of
the '124 patent, such award to be tripled in accordance with 35 U S C § 284 or as otherwise
permutted by law,

3 For judgment against Microsoft for Network Commerce's costs of suit,
including Network Commerce's reasonable attorneys' fees pursuant to 35 U S C § 285 or as
otherwise permutted by law, and

4 For such other relief as the Court may deem just and proper

JURY DEMAND
Pursuant to Federal Rule of Civil Procedure 38(b), Network Commerce demands a
trial by jury as to all 1ssues so triable mn this action
DATED this 6* day of December 2001

PERKINS CO

ey M/Al-Salam, WSBA #18822
Fisher, WSBA #27475

Attorneys for Plaintiff Network Commerce, Inc

COMPLAINT AND PERKINS COIELLP
JURY DEMAND -4 - 1201 Third Avenue, 40th Floor
[29833.0136/SLOI3370 054] Seattle, Washington 98101-3099

(206) 583-8888
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{37) ABSTRACT

A method and system for facilitating digital commerce using
a secure d:gital commerce system s provided The secure
digital commetce system 1s arranged according 1o & chent/
server architecture and includes a modulanized DCS chient
and DCS server The DCS chent and the DCS server are
incorporated mio an online purchasing system, such as a
virtual store, to perform the purchase and onhne delivery of
electromc content The DCS chent mcludes a set of com-
ponents which include a secured copy of the merchanchse
and vanous components needed to hicense and purchase the
merchandise and 10 unsecure and process (e g , execute) the
hcensed merchandise The DCS chent communicates with
the DCS server to download the components onto a cus-
tomer’s computer systemn and fo heense and purchase a
requested tem of merchandise The DCS server, which
mncludes a content suppher server, a heensing and purchas-
g broker, and a payment processing function, supples
merchandise-specific components and hcenses the requested
item of merchandise by geperating an clectronic certificate
The electronic cerificate contains hcense parameters that
are specific to the requested merchandise and an indicated
purchasing option Once a vahd electromic hicense certificate
for the requested merchandise 1s recerved by the DCS chent,
the merchandise 15 made available 1o the cusiomer for use 1n
accordance with the hcensing parameters contatned in the
electromc license certificate

16 Claims, 21 Drawing Sheets
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METHOD AND SYSTEM FOR SECURELY mate end user must provide the proper licensing information
INCORPORATING ELECTRONIC to enable the decryption to operate A secunty hole exists,
INFORMATION INTO AN ONLINE however, 1n that, while the wrapping program 15 in the
PURCHASING APPLICATION process of decrypuing the onginal apphcation executable
5 file, temporary files are created to hold the decrypted pro-
CROSS-REFERENCE TO RELATED gram code Once the enure onginal apphication program has
APPLICATIONS been decrypted and stored 1n the temporary file, a “sofiware

Tius apphication 1s a continuation-in-part of a U.S. Pro-
visional Application No. 60/049,844, entitled “A Method
and System of Securely Incorporating Digital Information
mto an Electrome Store,” filed on Jun 17, 1997, which 15
hereby incorporated by reference n its entrrety Thas appli-
cation 18 also a continuation-in-part of U 8 patent applica-
tion Ser. No 08/792,719, entitled “Method and System for
Injecting New Code Into Exisung Apphcanon Code,” filed
on Jan 29, 1997, and which 1s hereby imncorporated by
reference 1n s entirety

TECHNICAL FIELD

The present invention relates to facilitating the purchase
of electromc information using digital commerce and, in
particular, to providing a component-based architecture that
faciltates online hicensing and purchase of digital content
and software

BACKGROUND OF THE INVENTION

Today’s computer networking environments, such as the
Internet, offer an unprecedented medium for facilitating the
purchase of software and digital content online Electromic
software distnbution (ESD) provides an online alternative
{(using computers) for a customer to purchase software and
other types of digital content from publishers, resellers, and
distnbutors without the physical distribution of a shnnk-
wrapped product. This online process 15 referred to as digital
commerce. The customer purchases and downloads the
software or other digial content directly from the network.
In the context of this specification, software is generally a
computer program, which is self-executing, whereas dagital
content that 1s not sofiware is data that serves as mput to
another computer program For example, audio content 1s
digital content {an audio script) that 15 played and heard by
executing an andio player (a computer programy) lo process
the audio scnipt. This act of processing 1s referred to as
“executing” the digital content For the purposes of this
specification, self-executing content and other chgital
content, as well as any other type of electromic information
that can be hcensed or purchased, including combinations of
content and a player for that content, will be referred to
genencally as electromc information, electtome data, or
electronic content.

One of the major problems that authors of electronic
content face using digital commerce is a rehable mechanism
for oblaimng payment for thewr electromc content. One
reason is that it has become increasingly easy, without the
use of secure licensing code, to copy and widely distnbute
electrorue content. To hmst the use of 1llegal copies of
electromc content, current systems have incorporated hicens-
ing code into existing app]ncatmn programs to be electroni-
cally distnintted using various solutions. Accorchng to one
technique, which will be referred to herein as“wrappmg. a
second application program (a wrapper program) is distnb-
uted on the network, which mncludes an encrypted version of
the ongmal application program The wrapper program,
when installed, decrypts the encrypted original apphcation
program and then proceeds to execme the ongmal applica-
tion program. To successfully decrypt the program, a legiti-

10

35

45

65

pirate™ can then make multiple copies of the criginal unen-
crypted application program in the temporary file and can
distribute them 1llegally,

Further, use of the wrapping techmque to ncorporate
hcensing provides only himuted additional secunty to a
vendor who implements what 1s known as a “iry and buy™
hcensing model A try and buy licensing model typically
distributes an application program with esther limited func-
tionahity or for a hmted time of use to enable a potenual
customer to explore the apphcation Functionality may be
limited, for example, by disabling a set of features Once the
potential customer 1s satisfied, the customer can pay for and
hicense the apphcation program for more permanent use If
an application program 1s dhstributed using the wrapping
techmque to potential customers for the purpose of try and
buy licensing, then, when the applicabon program 1s
decrypted and stored 1n a temporary file, a software pirate
can determuine how to enable the disabled features or how 1o
remove the license expiration data These secunity problems
can result in the distnbution of 1llegal copies, which are hard
to detect and momtor m a global network environment

A second techmque for incorporating licensing code into
an extsting application program directly insents the hcensing
code mmto the executable file Using the direct insertion
method, an apphcation developer deterrmnes where in the
executable file the hicensing code should be placed and
mserts the new code into the executable. After insering the
heensing code mnto the existng executable file, the apphca-
tion developer adjusts addresses that reference any relocat-
able code or data that follows the inserted code to account
for the newly added code. However, it 15 very difficult for an
apphcation developer to determine where to insert the
heensing code and to then test the entire application to
ensure 1t works correctly An apphcation developer would
typically need to disassemble the executable file and study
the disassembled code to determine where to msert the
hicensmg-code Such disassembling and studying 1s a very
time-consuming process. Furthermore, the process must be
repeated for each application program, and for each version
of each applicahon program in which the code 15 to be
insernted

In addition to problems relatmng to obtaimng payment doe
to illegal distnbution, the current methods for ncorporating
heensing code and for supporting digital commerce present
scalabihty problems. For example, it is difficult for these
systems to handle large volumes and numerous types of
electromc content because any change 1o the hicensing or
purchasing model requires re-encryption and perhaps
re-wrapping of the electromc content. In addition, it 1s
difficult to distnbute such content online when the content 1s
large 1 si1ze because the network connection may be prone
to falures. A failure 1n a network connection when down-
loading the electronic content would require starting the
download operation agan,

To perform digital commerce, today’s computer network-
ing environments vt:hze a chent/server architeciure and a
standard protocel for communicatimg between various net-
work sites. One such network, the, World Wide WEB
network, which comprises a subset of Internet sites, supports
a standard protocol for reguesting ard for recerving docu-
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ments known as WEB pages This protocol 1s known as the
Hypertexi Transfer Protocol, or “HTTP” HTTP defines a
high-level message passing protocol for sending and recerv-
ing packets of informaton between diverse apphcations
Details of HTTP can be found 1n vanous documents includ-
mg T Bemers-Lee et al, Hypertext Transfer Protocol—
HTTP 1 0, Request for Comments (RFC) 1945, MIT/LCS,
May, 1996, which 1s incorporated heremn by reference. Each
HTTP message follows a specific layout, which mcludes
among other information a header, winch comains imforma-
tion specific to the request or response. Further, each HTTP
message that 15 a request (an HTTP request message)
contains a universal resource idennfier (a “URI™), which
specifics a target network resource for the request A URl s
either a Umiform Resource Locator (“URL™ or Umform
Resource Name (“URN™), or any other formatted string that
wlentifies 2 network resource The URI contamned 1n a
request message, n effect, identifies the destinatzon machine
for a message URIs, as an example of URIs, are discussed
n detml 1n T Berners-Lee, et a} , Uniform Resource Loca-
fors (URL), RFC 1738, CERN, Xerox PARC, Umv of
Mmn, December, 1994, which 1s incorporated heremn by
reference

FIG. 1 dlustrates how a browser apphcation, using the
chent/server model of the World Wide WEB network,
enables users to navigate among network nodes by request-
g and recerving WEB pages For the purposes of this
specification, a WEB page 1s any type of document that
abides by the HTML format. That 1s, the document includes
an “<HTML>" statement. Thus, a WEB page can also be
referred 10 as an HTML document or an HTML page HTML
18 a document mark-up language, defined by the Hypenext
Markup Language (“HTML") specificabon. HTML defines
tags for specifying how to interpret the text and images
stored mn an HTML page For example, there are HTML tags
for defimng paragraph formats and text attbutes such as
boldface and underlining. In addition, the HTML format
defines tags for adding images to documents and for for-
matbing and ahgmng text with respect to 1mages HTML tags
appear between angle brackets, for example, <HTML>
Further detarls of HTML arc discussed in T Berners-Lee and
D Connolly, Hypertext Markup Language-2.0, RFC 1866,
MIT/W3C. November, 1995, which is mncorporated heremn
by reference

In FIG 1, a WEB browser application 101 1s shown
executing on a chent computer system 102, which commu-
mcates with a server computer system 103 by sending and
recerving HTTP packets (messages) The WEB browser
apphcation 101 requests WEB pages from other locations on
the network to browse (display) what is avalable at these
locations. This process 1s known as “navigaung” to sites on
the WEB network. In particular, when the WEB browser
apphcation 101 *navigates” to a new location, it requesis a
new page from the new locauon (e g., server computer
sysiem 103) by sending an HTTP-request message 104
using any well-known underlying commumcat:ions wire
protocol. HTTP-request message 104 follows the specific
layout discussed above, which includes a header 105 and a
URI field 106, which specifies the target network location
for the request. When the server computer system machine
spectfied by URI 106 (e.g., the server computer system 103)
recerves the HTTP-request message, it decomposes the
message packet and processes the request, When
appropriate, the server computer system constructs a return
message packet to send to the source location that onginated
the message (e g, the client computer system 162) in the
form of an HTTP-response message 107. In addition to the

0

20

25

35

45

4

standard features of an HTTP message, such as the header
108, the HTTP-response message 107 contains the requested
WEB page 109: When the HTTP-response message 107
reaches the chent computer system 102, the WEB browser
application 101 extracts the WEB page 109 from the
message, and parses and mnterprets the HTML code in the
page (executes the WEB page) mn order to display the
document on a display screen of the client computer system
102 1n accordance with the HTML tags.

SUMMARY OF THE INVENTION

The present 1nvention provides methods and systems for
facilitating the purchase and delvery of electrome content
using & secure digital commerce system The secure digital
commerce system interacts with an onhine purchasing sys-
tem to purchase and distribute merchandsse over a network
The secure digital commerce system 15 compnsed of a
plurality of modulanized components, which commumcate
with each other to download, license, and potentally pur-
chase a requested itern of merchandise Each component 15
customizable.

Exemplary embodiments of the secure digital commerce
system (*'DCS”) nclude a DCS chent and a DCS server The
DCS client includes a plurality of chent components, which
are downloaded by a boot program onto a customer com-
puter system in response to requesting an item of merchan-
dise to be licensed or purchased. The downloaded chient
components mclude a secured (e g, encrypied) content file
that corresponds to the content of the requested item and
hicensing code that 1s automatically executed to ensure that
the item of merchandise 13 properly licensed before a
customer 1s permutted to operate it. The DCS server includes
& content suppher server, which provides the DCS chient
components that are specific to the requested item, and 2
licensing and purchasmg broker, which generates and
returns a secure electrome licensing certificate 1 response to
a request to heense the requested rem of merchandise, The
generated electronic hicense certificate contains beensing
parameters that dictate whether the merchandsse 15 permitted
to be executed Thus, once properly licensed, the down-
loaded chient components m conjunction with the electronic
hcense certificate permut a legitimate customer to execute
(process) purchased content 11 a manner that helps prevent
illegiimate piracy

In one embodiment, the electromc lhicense certificate 15
generated from tables stored 1n a password genecration data
reposttory. Each table contains fields that are nsed to gen-
erate the hcense parameters. Each electrome license certifi-
cate 15 generated specifically for a particular item of mer-
chandise and for a specific customer request. Also, the
electromc license certificate 1s secured, such as by
encryption, to prevent a user from accessing the correspond-
ing sem of merchanchse without proper authonzation. One
technique for secunng the electrome hicense certificate uses
a symmetnc cryptographic algonthm.

The secure digital commerce system also supports the
ability to generate emergency eleciromc hcense certificates
in cases where an electromc license certificate would not
normally be authonized. To accomplish this objective, a
separate emergency password generation table is provided
by the password generation data repository In additon, the
secure digital commerce system rehably downloads the
chent components even when a failure 15 encountered during
the download procedure Further, a rummum number of
components are downloaded.

In addition to generating electroguc license cerhificates,
the licensing and purchasing broker may also include access
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to a payment processing function, which 15 mvoked to
authonize a parucular method of payment for a particular
transachion, The licensing and purchasing broker may also
mclude access to a cleannghouse function used to track and
audit purchases

IDngital commerce is performed using the secure digital
commerce system as follows A customer invokes an onhne
purchasing system to request an item of merchandise and 1o
indicate a purchasing option (such as “try” or “buy™ The
DCS chient then downioads onto a customer computer
system the client components that are associated with the
requested item. Included in these components 15 a secured
content component The secured content component 1s then
mstalled and executed (processed) n a manner that anto-
matically invekes licensing code The hicensing code, when
the requested 1tem 125 not yet hcensed properly, causes the
requesied 1tern 1o be licensed by the hicensing and purchas-
ing broker n accordance wath the indicated purchasing
option before the content component becomes operable
Specifically, the.licensing and purchasing broker generates a
secure electronic license certificate and completes an actual
purchase when appropnate. The broker then returns the
clectromc hicense certificate to the licensing code, which
unsecures (e g , unencrypts) and deconstructs the electromic
license certificate to deternmune the hoensing parameters The
heensing code then executes {processes) the content com-
ponent 1n accordance with the license parameters

In some embodiments, the secure digital commerce sys-
tem supports the hcensing and purchasing of both merchan-
dise that 15 deliverable online and merchandise that requires
physical shipment of a product or service (e g., non-ESD
merchanchse).

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates how a browser apphicaton, using the
chent/server model of the World Wide WEB network,
enables users to navigate among network nodes by request-
g and recerving WEB pages

FIG 2 is an example display screen of an online virtual
store that operates with the secure digital commerce system

FIG 3 15 an overview block diagram of the secure dignal
commerce system

FIG 4 15 an overview flowchant of the example steps
performed by the secure digital commerce system compo-
nents to perform the licensing and purchase of elecironic
data.

FIG 515 a block diagram of a general purpose computer
system for pracucing embodiments of the DCS chent.

FIG 615 an example flow diagram of the steps performed
to generate the components of the DCS chent

FIG 7 15 an example WEB page of 2 virtuzal store used to
purchase electronic data, which 1s executing on a customer
compider system.

FIG 815 an examplé flow diagram of the steps performed
by a boot program executed on a customer computer system
to download client components when licensing a selected
item of merchandise.

FIG. 9 is an example flow diagram of licensing code that

has been incorporated mto an encrypied content file.

*  FIG. 10 is an example display screen presented by a
virtual store to determine whether 2 customer desires to
license a product for tnal use or for purchase.

FIG 11 is an example flow diagram of the steps per-
formed by licensing code to determine whether a vahd
electromc licensing cemificate is available
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FIG 12 15 an example flow diagram of the steps per-
formed by a bicensing and purchasing broker of the secure
chgital commerce’ system

FIG 13 1s an example display screen of the WinZip 6 2
program, which was selected for purchase in FIG. 7, when
1t executes after completing the hicensing procedures.

FIG. 14 15 an example display screen for selecting 2
particular credit card,

F1G 15 1s an example dispiay screen for entenng a
password for a selected credit card.

FIG 16 1s an example display screen for adding a new
credit card

FIG. 17 15 an example display screen for allowing a
customer to venfy an intem to purchase after supplymng a
method of payment

FIG 18 1s an example ¢i« rlay screen for indicating that a
purchasing transaction has . _2n authonzed

FIG 19 15 an example biock diagram that dlustrates one
techmque for ensunng secure commumcations between a
DCS chem componemt and a hcensing and purchasing
broker

FIG 2015 an example encrypted message protocol for
sending encrypted messages between a DCS clhient compo-
nent and a licensing and purchasing broker

FIG 2115 an example flow diagrarm of the additional steps
performed by a hcensing and purchasing broker of the
secure cigital commerce system to support non-ESD trans-
actions

DETAILED DESCRIPTION OF THE
INVENTION

Exemplary embodiments of the present invention provide
methods and systems for facalitating secure digntal com-
merce of electromc content The secure digital commerce
system interacts with an online purchasing system, such as
a virtual store, to faciinate the purchase and disinbuion of
merchandise over a network, such as the Internet or the
World Wide ¥R network (the WEB). For the purposes of
this specificat* ; a vartual store 15 any executable file, data,
of document : tor example, a WEB page} that enables a user
to electromcaily purchase merchandise over a network

FIG 2.s an example display screen of an onitne virfual
store that operates with the secure digital commerce system
Although the secure digital commerce system 135 descnbed
with reference 10 a virtual store, one skilled m the art will
recogmze that any type of electromic purchasing sysiem or
application, including a standalone apphcanon, 1s operable
with embodiments of the present invention. A browser
apphcation window 201 15 shown curreatly displaying (and
execoting) a WEB page 202 retricved from the locahon
specified by the URI “www buysoftware com ™ WEB page
202 provides a set of user interface elements, for example,
pushbuttons 204 and 205 and icon 203 which display
information or which can be used to navigate to additional
iformation A virtual store typically provides a set of 1cons,
which each descnbe an nem of merchandis¢ that can be
purchased. For example, graphical icon 203 is an example
icon that is linked to the functionalily needed to parchase a
Microsoft Corp. software game entitled “RETURN OF
ARCADE.” -

Each icon is typically lhinked to a server site on the
network, which is responsible for supplying the conteni of
the item when purchased »f the item is capable of electromc
delivery. When the user seiects one of the 1cons, the browser
application, as a result of processing the link, sends a request
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for the selected item 1o the server sue. Thus, when a
customer selects the icon 203, an HTTP request message 1s
sent to an appropnate server site to locate and download the
software modules that correspond to “RETURN OF
ARCADE.”

For the purposes of this specification, the merchanchse
that can be hicensed and disinbuted online mcludes any type
of digital or electromc, mnformation or data that can be
transmtted using any means for commumcating and dehiv-
enng such data over a network, including data transmstted
by electromcs, sound, laser, or other sirmlar techmque.
Simmlarly, although the present application refers genencally
to “electronic data” or “electronic content,” it will be under-
stood that embodiments of the present nvention can be
utthized with any type of data that can be stored and
transmitted over a network

The secure digital commerce system 15 arranged accord-
ting 10 a chent/server architecture and provides a modular-
1zed DCS chent and a modulanzed DCS server that interact
with the online purchasing system to perform a purchase.
'The DCS chient includes a set of chient components, support
for downloading the client components onto a customer
computer system, and support for communicating wath the
DCS server 1o hicense an ttem of merchandise The client
componenis contain a secured (e g , encrypted) copy of the
content and vanous components needed to hcense and
purchase the merchandsse and to unsecure {e.g , decrypt) and
execule the hcensed merchandise The DCS chent commu-
nucates with the DCS server to download the client compo-
nents onto a cuslomer’s computer system i response to a
request for merchandise from the onhine purchasing system
The DCS chent also communzcates with the DCS server to
heense and purchase the requested merchandise The DCS
server generates an electromic License certificate, which
contans license parameters (e g., terms) that are specific to
the requested merchandise and to a desired purchasing
option {such as trial use, permanent purchase, or rental). The
DCS server then sends the generated electromc license
cerhficate to the DCS client. Once a vahid electronic license
certificate for the requested merchandise 1s received by the
DCS chent, the merchandise 15 made available to the cus-
tomer for use in accordance with the hcense parameters
contamed in the electronmc license certificate

The DCS chent :ncludes a download file, a user interface
hibrary, a purchasing hbrary, a secured comtent file, a DCS
securty mformation file, and hicensing code There 15 a
download file for each item of merchandise that can be
distributed electronically, which contains an execatabie boot
program The boot program is responsible for determuning
what components need to be downloaded for a requested
1tem of merchandise. The secured content file contains the:
content that corresponds to the requested 1tem of merchan-
cise. The content may be a computer program, data, or 2
combsnauon of both. For the purposes of this specification,
“secure” or “secured” implies the use of cryptography or
other types of security, including the use of hardware One
or more of the remaining components can be shared by
several 1iems of merchandise For example, the user inter-
face bbrary, which defines a user interface used to purchase
and hcense merchandise, may be specific to an item of
merchandise or may be uniform for an entire online pus-
chasing system. The purchasing library, licensing code, and
DCS secunty information file are used to interact with the
DCS server to properly heense requested merchandise. In
particular, the licensing code ensures that the reguested
meschandise 15 not operable by the customer unti 1t has been
properly hcensed by the DCS server.
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The DCS server includes a content suppher server, a
hicensing and purchasing broker, and a payment processing
function The content supplier server provides the
merchandise-specific DCS chent components The licensing -
and purchasing broker generates electronic hcense cerfi-
cates and manages purchases. The payment processtng func-
vion authonzes payment for a particular transacion One or
more of each of these entiies may be available in a DCS
server

One of the advantages of the modulanzed nature of
exemplary embodiments of the present invention 1s that 1t
provides a natural mechanism for replacing individual com-
ponents and for custormzing the system For example, by
replacng only the hicensing code and a portion of the
hicensing and purchasing broker, an entrely new cryplo-
graphic aigorithm may be used 10 secure the content
Embodiments of the mnvention also support the secure
execution of requested merchandise and mimmize the num-
ber of components needed to securely download, lhicense,
and execute the requested merchandise.

For the purposes of this specification, any chent/server
communicabon architecture and commumcation protocol
that supports commumcation between the DCS chient and
the DCS server could be used

However, 1n an exemplary embodiment, the secure cigital
commerce system uitlizes the HTTP request commumcation
model provided by the World Wide WEB network A
detailed descripuion of this architecture and of WEB page
comrmunication 15 provided in J O'Donnell et al , Special
Edwion Using Microsoft Internet Explorer 3, QUE Corp,
1996, which 1s incorporated herein by reference.

FIG. 3 15 an overview block diagram of the secure chgnal
commerce system. FIG. 3 includes a DCS client 301 and a
DCS server 302, which are used with an onhine purchasing
application, such as a WEB browser apphcation 303, to
provide a purchasing interface for a potential customer. The
DCS chent 301 mcludes a virtual store 304 and a data
repository 305, The virtual store 384 provides a customer
front end 312 and stores in the data repositery 305
merchandsse-specific download files 313 The customer
front end 312 includes WEB pages and associated process-
ing support, which are downloaded onto a customer com-
puter system 311 to enable a user to purchase merchandise
The download files 313, whach each contain an executable
boot program and a component hist, are used o download the
merchandise-specific chent components (for example, a
secured content file and licensing code) When an item of
merchandise 15 requested, the associated download file 1s
processed (o extract the executable boot program and the
component hst The executable boot program downioads the
needed components from the content supplier server 306
using the component list, which speaifies the components
that are needed to successfully lcense and operate the
corresponding item of merchandise. In an alternate
embodiment, download files are generated dynamically
from component lists, which lists are stored in the data
repository 305

The DCS server 302 includes a content supplier server
306, a licensing and purchasing broker (server) 37, a
password generation data repositocy 308, and a payment
processing function 309. The hcensing and purchasing bro-
ker 307 includes a separate licemsing hbrary 310
(passgen dil), whoch comtains the code for generaing an
appropriate license m response to a request from the virtual
store. The licensing hbrary 310 use® the password genera-
tion data repository 308 to generate an electronic license
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ceruficate (“ELC”) with licensing parameters that corre-
spond to a particular item of merchandise An electronic
license certificate 1s encrypted electrome data that provides
information that can be vuhzed to determine whether a
particular customer 1s authorized to execute the merchan-
dise Such information may include, for example, the spect-
fication of a penod of time that a particular customer 15
allowed to execute the merchandise for trial use The data
repository 308 contains tables and fields that are used to
create the license parameters of a Iicense The data reposi-
tory 308 may comain information that is supphed by the
source companies of the available merchandise. The pay-
ment processing functions 39 are used by the licensing and
purchasing broker 347 to charge the customer and to prop-
erly crednt the appropnate supplier when the customer
requests an actual purchase (rather than tnal use or another
form of licensing) In addition, clearmghouse functions may
be invoked by the licensing and purchasing broker 307 to
audit and rack an online purchase Cleannghouse functions
may be as provided by well-known commercial sources,
such as Litlenet and Cybersource Simularly, payment pro-
cessing functions may be provided using well-known com-
mercial credit card anthonzation services.

FIG 4 1s an overview flowchart of the example steps
performed by the secure digital commerce system compo-
nents io perform the licensing and purchase of electromc
data. This figure bnefly descnbes the inleractions between
the components shown wm FIG 3 to accomplish the
downloading, hcensing, and purchasing of a requested item
of merchandise when 1t can be dehivered online In step 401,
the potential customer downloads a WEB page (part of the
customer front end 312) from the virtual store 304 that
includes the 1tem to be requested (see, for example, FIG 2).
In step 402, the customer requests an item of merchandise,
for example, by selecting an icon that is linked to a down-
load file that corresponds to the desired ttem. In response to
the selection, 1n step 403, the virtual store 304 dowrloads
and nstalls the download file, which extracts the execi.cible
boot program and component hst and causes exccution
{preferably as a background task) of the executable boot
program on the customer compuler system 311. In siep 404,
the boot program reads the component list to determine what
DCS chent components to download and requests the deter-
med components from the appropnate contents supplier
server 306 The component list, as further descnbed below
with reference to Table 2, indicates source and target loca-
trons for each component to be downloaded In step 485, the
boot program installs a downloaded (secured) content file
that 15 associated with the desired item of merchandise and
causes the content file to be processed (executed). When the
content file is a computer program, then the downloaded
content file has been previcusly configured to automatically
cause licensing code to be executed before the content file 15
executed. When mstead the content file is data to be input to
a computer program, then the conterst player is previously
configured to automatically cause the hicensing code to be
executed first before the content file data s processed. More
specifically, the downloaded content player is installed by
the boot program to process the secured {(e.g., encrypted)
comtent file data, The boot program then starts the execution
of the content player, which invokes and causes execution of
the downloaded licensing code. Thus, 1 step 406, the
hicensing code, which 1s incorporated into exther the content
file or the content player, 1s execuled. In siep 407, if the
heensing code determines that a vahid ELC already exists,
then the content file continues to be processed in step 412,
else the Iicensing code continues in step 408. In step 408, the
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hcensing code requests a vahd ELC from the hicensing and
purchasing broker 307 In step 409, the licensmg and
purchasing broker 307 determines whether a purchase 15
requested and, if so, continues 1n step 410, else continues in
step 411. In step 410, the licensing and purchasing broker
307 obtains a method for payment and authonzes the
payment method using the payment processing function
309. In step 411, the licensing and purchasing broker 307
generates an apptopriate ELC using the licensing hibrary 310
and the password generation data repostory 308 and returns
the generated EL-C to the heensing code In step 412, 1f
portions of the content file are encrypted as will be further
descnbed, then the content file 1s decrypted and processed

As mndicated above, when the downloaded (secured) con-
tent file 1s a computer program, licensing code 15 automati-
cally mvoked to venfy the existence of, or obtain, a vahd
electromc license certificate for a requested item and to
decrypt and execute the content file One mechamism for
incorporating licenstng code 1nto a content file such that it 1s
automaticaily mnvoked 1s discussed in detal with reference
to related US patent apphcation Ser No 08/792,719,
entitled *Method and System for Injecting New Code Into
Existing Application Code,” filed on Jan 29, 1997, That
patent apphicatton descnibes a techmque for inserting hieens-
ing code mto an existng apphication and for inserted secu-
nty code that securely executes the applicabon code The
security code uses an incremental decryplion process Lo
ensure that a complete version of the unmodified applhication
code 15 never visible at any one time (to avoid illegitimate
copying). Thus the secunty code mechamsm descnbed
therein makes i1t wmpossible for someone lo create an
unmodified version of the application in a reasonable
amount of tme The msertion techmgne descnbed theretn
can be used to insert into a content file the Lcensing code
component of the DCS client, which commumicates with the
licensing and purchasing broker to generate an ELC.
Further, the encryption/decryption techmique descrnibed
theremn may be used 1 the current context to mcorporate
security code that securely decrypts and executes the down-
loaded content file.

In additton, when the content file 15 data to be used as
mput to a computer program (such as a content player), then
the hicensing code can be incorporated into the computer
program by mvoking heensing code and secunty code
routines For example, an application programming inter-
face (“API") to the heensing code and to the incremental
decrypuon security code can be provided The content
player is programmed (or configured via the insertion tech-
maque described in the related patent application) to mnclude
calls to the API routines to validate or obtain an EL.C and to
unsecure (e.g., decrypt) the associated content file One
skilled in the art will recogmze that any mecharmusm that
automatically capses the execution of hicensing code (and
secunity code) before the secured content is processed is
operable with embociments of the present invention,

In exemplary embodiments, the DCS client 1s imple-
mented on a2 computer system comprising a central process-
ing umt, a display, a memory, and other inputoutput devices.
Exemplary embodiments of the DCS < hent are designed to
operate in a globally networked environment, such as a
computer system that 1s conmected to the Internet. FIG. 5 is
2 block diagram of a general purpose computer system for
practicing embodiments of the DCS chent. The computer
system 501 contains a central processing umt (CPU) 502, a
display 503, a computer memory (mgmory) 505, or other
computer-readable memory medium, and other mput/foutput
devices 504 Downloaded components of the DCS chent



Case 2:01-cv-(’91-MJP Document 1  Filed 12/(‘)1 Page 33 of 42

6,073,124

1

preferably reside in the memory 503 and execute on the CPU
502 The components of the DCS client are shown afler they
have been downloaded and installed on the compuster system
§01 by an executable bovt program and after an appropriate
electrome heense certificale has been generated and
wnstalled. Specifically, the components of the DCS cliem
include the executable boot program 567 (SAFEboaot), auser
interface hibrary 508 {(SAFEULAN); a purchasmng request
tibrary 509 (SAFEBuy.dil}, an encrypied content file 510,
which is shown with incorporated licemsing code 531
(SAFE dlf), an encrypted DCS secunty informanon file 512,
which is associated with the encrypted content file 519; and
an efectrome lwensing certrficate $14 (EL.CY As shown,
each hbrary is typically smplemented as a dypamuc hnk
hbrary {a “DLL"}. [n addrivon to these components, when
the encrypted content file contains data that is not a2 com-
puter programt, the memory 585 contains a content player
513 for processing the content file 510, which has 1ncorpo-
rated hcensing code 511 Also, WEB browser applicaton
code 506 15 shown residing 1 the memory 505. Orher
programs 5135 also reside 1n the memory 585, One skalled m
the art will recogrize that exemplacy DCS chent compo-
nents £an also be implemented 1 2 disinbuted environment
where the vanous programs shown as cuxrently residing n
the memory 505 are instead distnbwied among several
computer systems For example, the encrypted content file
519 may reside on a different compmer system than the boot
program 507

In exemplary embodiments, the DCS server is imple-
mented on one or more compuiet systems, each compnising
a ceniral processing unsit, a memory and other input/output
devicas. Each of these computer systems may be a general
purpose computer system, sunilar to thar described 1 FIG,
§, which ts connected to a network The server systens that
compnse the server portion may or may not include dis-
plays. The password generation data repository may be
mmplemented using any well-known technique for imple-
menting a datsbase or any other type of data repository.
Although shown as a separate facility, one skifled 1n the ant
will recognize that the data reposstory may be incorporated
as a component of the computer system that 15 used to
ymplement the beensing and purchasing broker, Further, one
skiited tn the art wall also recogmze that a vanety of
architectures are possible and can be used to mmplement
exemplary embodiments of the DCS server.

FIG 615 an example fow diagram of the steps performed
to generate the compenents of the DCS client, In an exem-
plary embodiment, (hese steps are performed by a ubhty
program referred to as the SAFEmaker utility The SAFE-
maker withity 1s responsible for generating the downloadable
components that correspond to an stem to be supplied as
onhne merchandise. In addition, the uiibty generales a
secured content file that can only be processed when access
is granted This capabality is referred 1o as making the file
“SAFE" (hence, the fix in the component names).
Making a content file “SAFE" implies that security code and
hcensing code are incorporated mto the content file (or
content player, in the case of digital content that is not a
computer program) to ensure that the cnhne merchandise 18
nsabie only when proper licensing has been pesformed.
Typically, this process mvolves encrypting some portion of
the content file. Some components generated by the SAFE-
maker utility are stored on the contest supplier server (e.g,
content suppher server 306 1 FIG. 3) and are downloaded
in response to requests from 1he virtual store front end. Other
components are stored on the virtual store, which may be
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supplier server The SAFEmaker utihty also updates the
password generation data repository of the DCS server with
merchandise-specific information

Specifically, in step 601, the utthity mncorporates heensing
and secunity code into the supplier specific electronic con-
tent or content player As descnbed above, an exemplary
embodiment incorporates hicensing and security code
according 1o the lechnigues described m the related U S
patent application Ser. No 08/792,719, entitled “Method
and System Tor Injechng New Code into Existing Applica-
tion Code,” filed on Jan. 29, 1997 or by calling routmes of
an API as appropnate (e.g., when a contem player 15
needed) One skulled in the art, however, will recogruze that
any techmque for ensunng that proper licensing code gets
executed when the content 1s processed and for encrypting
(and subsequently decrypting) the content file will operaig
with embodiments of the present invention In step 602, the
utiltty produces one or more files that contan the (parnalty
or fully} encrypted content In step 603, the nuhity produces
an encrypied DCS security information fife(s), which con-
tan mformation that is used, for example, o decrypt the
content and to produce a proper license. The contents of an
encrypieil DCS secunty informanon file are descnibed
further detail below with reference to Table 1 In step 604,
the ubbry creates a component st file (an “.ss¢” file)and a
downioad file for thus particular online merchandise
Speaifically, wn an embodiment that statically generates
download files, a sclf-exiracting mstallation file is generated
(the download file), wiuch contams the component hst file
{an “ ssc” file) specific to the merchandise and the execuat-
able boot program. As described above, the download file,
which contains the executable boot program and the com-
ponent hst, 15 typically stored on the viriual store computer
systemn, The execitable boot program uses the component
hist file 10 detersune the components to download and to
download them when panticular electronic contem is
reguested. An example component hist file 1s descnbed
further below wilh reference to Table 2. In step 605, the
wility stores the download file on the viral store computer
system (e g , vinual store 304 in FIG  3). When 1nstead the
download files are dynamucally generated by the virtual
store when needed for a paricular WER page, then in steps
604 and 695, the withty creates ang stores only the compo-
nent [ist file In step 606, the vty stores the other com-
ponems of the DCS chiem, for example, the encrypted
content and DCS secunty informaton files, the hcensing
code, and the user wterface library on the content suppher
server sysiem (¢ g, content supplier server 306 11 FIG 3)
In step 607, the unlity updates the password generation data
repository (@ g., password generatton database 308 i FIG,
3) with the meschandise-specific Jicensing mformation, for
example, the fields used to generate the license parameters
of a valid electrome license certificate, and then returns. An
example password gencration data reposttory s discussed in
further detml with reference to Tables 3, 4, and 5. Ome
skilled m the art will recognize that the generation of these
components and the password generation data may be
performed at dufferent bimes and by separate utiliies.

TABLE 1
Field Name: Type
CommerceServer Suing
ProductSkuld Stnng
Producst UL Sumng
UilabName o Song
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TABLE 1-continued

Ficld Name Type .
EntryPoant Ineger
ImageBase Integer

Swing
Ecode BinaryObject
DataSize Integer
NumbesRelocations Integes
Relocanons Suing
ComactCompany Suing
ComactAddress Swring
ComaciSupponPhone Suing
ContactSupponFax Sering
ContactSupponEma)] Stmag
ContactOrderPhone Sinng
ContactOrderFax Srring
ContactOrderEmal Sinng
ProductName String
LicenseFilename String
LicenseAdmuaDir Stnng
Developerld Stnng
SecreiKey BnaryObject
ActiveAssistants Integer
FeamreName Stng
FeatureNumber Integer
HostldTypeLast Sting
IntegrationType Integer

Table 1 1s an example hist of fields that may be included
mn an encrypted DCS secunty mformation file. For each
encrypted content file (or set of files), the suppler provides
fields that are used by a virtval store to download, hicense,
and purchase the associated electromc content. The data m
the encrypted DCS secunity informauon file 1s encrypted
separately from the content file to enable multiple items of
merchandise to share purchasing, licensing, and decryption
information. This capability 15 especially useful when the
nems are provided by the same content suppher server.
Thus, a single encrypted DCS secunty information file may
be associated with more than one encrypted content file In
addition, each field in the DCS secunty information file 15

enctypted separately By separately encrypting each fieid,

10

14

{for example, tnal use versus full purchase) In addiion,
more than one reseller may offer a version of a product. The
ProductSKUR field 1s used to identify a password configu-
ration table to be used to generate an electromc hcense
centificate and 15 discussed further below The ProductUUID
field 1s a specific 1dennfier associated with each version of
a product regardless of the reseller. By using an 1demtifier
that 15 specific to the product version and not to the reseller,
the dhgital commerce syster can ensure that a customer who
hicenses a version of a product for (one time) trial use may
not utthze muluple resellers to obtamn more than one ELC for
the same verston In addition, this 1dentifier 1s used by the
heensmg code to locate the associated DCS secunty mfor-
mation file and is associated with vanous licensing-specific
wformanon For example, clock data can be stored 1n a
system registry mdexed by ProductUUID 1o ensure that
“trme-bomb” protected content 15 not defeated by resetting
the clock to illegittmately process the content The UlLib-
Name mndicates the location of a user interface library to be
used for purchasing the merchandise The EntryPoint,
ImageBase, EKey, ECode, DataSize, NumberRelocations,
and Relocations fields are used 1o support the decryption of
the encrypted content file(s) and to determine the relocation
mformation when the content file 15 secured using the
technology of related U S, patent apphication Ser No
08/792,719 If an alternative licensing and encryption
scheme 1s used, then these fields would be modified accord-
ingly The ContactCompany, ContactAddress,
ContactSvpportPhone, ContactSupportFax,
ContactSupportEmail, ContactOrderPhone,
ContactOrderFax, and ContactOrderEmail fields reflect sup-
plier dependent information that can be displayed in chalogs
presented by the virtual store depending on the user interface
bemng employed. The DeveloperlD and SecretKey fields are
used to create a symmetnic key to decode the electronic
license ceruficate generated by the heensing and purchasing
broker The other fields are used for other simular licensing
and purchasing functions.

TABLE 2
<Execute
TRIGGER = “<ProgramFilesDi>\winzip\winzip32 exe”
URI = “hitpfidevserver/products/winzip2fwinzipsetup exe”
MSGDIG = “NDLsrKcS36YbuglT P4yl v8PSfk="
ProductUUID = “WINZIP-demo-0000"
NAME = “WinZip 62"
DESCRIPTION = ‘“WinZips2"
LOCAL = “<ProgramFilesDi>\winzip\setup exe™

purchasing or licensing information can be changed wrthout
having to re-encrypt the content file or the rest of the DCS
secunity information fite,

Specifically, in Table 1 the ComimerceServer field md-
cates the location of the Jicensing and purchasing broker
(¢ g.. the network address of hcensing and purchasing bro-
ker 307 in FIG. 3) to be used to beense and purchase the
merchandise. (In embodiments of the secure digital com-
merce system, one or more content suppliers, licensing and
purchasing brokers, or processing functions, may
be utilized.) The ProductSKUId field is a specific dentifier
associated with a version (each executable) of a product for
a specific reseller (virtual store). For the purposes of
example, exemplary embodiments assume that a product
may have multple versions and that each version may be
packaged differently depending upon the purchasing option

55

65

Table 2 is an example of the contents of a single entry 1
a component hst file In an exemplary embodiment, each
icon in the virtual store that corresponds 1o an 1tem that can
be purchased and dhstributed onhine is assocrated with a
component list file (an ssc file) Within each component list
file there 15 an entry simular to that shown in Table 2 for each
component that 1s to be downloaded when the associated
nem 15 requested. For example, if there is an item-specific
encrypted DCS security information file and an item-speaific
user interface library that are to be downloaded to purchase
the requested item, then there are entries for each such
component.

Each entry contams a 1ag that specifies how to process the
component when 1115 downloaded and sufficient informauion
to download a component if the file ithcated by the TRIG-
GER field is not already present on the customer computer
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system Specifically, the tag (in this example “Execute™)
specifies what to do with the component referred to by the
LOCAL field once it 15 downloaded. An “Execute” tag
specifies that the component referred to by the LOCAL field
(e g, “setop exe™) will always be executed. A “Component”
tag specifies that the component referred to by the LOCAL
field 1s to be downloaded with no further processing An
“ExecuteOnce” tag specifies that the component referred to
by the LOCAL. field 1s to be executed only if the file referred
to by the TRIGGER ficld does not already exist. The
TRIGGER field of each entry indicates the Tocation of a file
that is present when the componem does not need to be
downloaded Thus, the TRIGGER field 1s used to determune
whether to download a component The URI field indicates
the location of a content suppher server that can provide the
component In addition, the MSGDIG field contains a mes-
sage digest, which 1s used to deteromne whether the com-
ponent has been successfully loaded Use of the message
digest 15 described in further detail below with respect 1o
FIG. 8 The ProductUUID, NAME, and DESCRIPTION
fields ind:cate 1dent:fying information used by the licensing
code When present, these fields are typically stored in a
system regpstry and used by the heenising code to deterrmne
which DCS secunty informanion file 1o use for a paricular
content file In addition, the NAME field may be displayed
by the boot program execulable to give user feedback
regarding the component currently being downloaded The
LOCAL field indicates a target location for the downloaded
component on the cusiomer computer sysiem

FIGS 7-13 descnibe n further detail the steps performed
by the secure digital commerce system to perform the
hcensing and purchasing process presented 1z FIG 4 One
skilled m the art will recogmze that these steps can be
performed in other orders and by different components than
those presented herein. As a preliminary matter, the cus-
tomer first navigates (o a virtual store WEB page 1n order to
request an item for purchase. FIG. 7 1s an example WEB
page of a virmal store used 1o purchase electronic data,
which is executing on a customer coraputer system (Display
of this WEB page corresponds to step 401 in FIG 4 ) WEB
page 701 contains an icon 782, which, when selected, causes
the “WinZip 62" product to be hicensed and optionally
purchased. Text area 703 contains descniptive text to aid a
customer n making a decision to license or buy the WinZip
62 product Pushbuttons 704 enable the user to explore
other merchandise available for license and purchasmg

When the customer requests an item of merchandise to be
licensed or purchased (for example, when the user selects
icon 702 n FIG. 7), then the virtual store downloads and
potentally mitiates the execution of a boot program asso-
ciated with the requested merchand:se (see step 403 in FIG.
4) Specifically, each merchandise icon is linked (anchored)
to a merchandise-specific download file, which is a file
stored on (or generated by) the virtual store. In one
embodiment, the download file is a self-extracting file that
contains: extraction code, a header that indicates the size of
the boot program which follows, the boot program
(preferably compressed), and the appropniate component hist
file. The download file can be generated stanically using the
. SAFEmaker utility described above or can be generated
dynamically by the virtual store when it downloads a WEB
page that includes the 1con that 1s anchored to the download
file When the customer selects a merchandise icon, the
customer 15 quened whether to download and store or
download and execute the anchor file (indicated by the link).
When the user ndicates that the download file is to be
executed, the extraction code of the download file is
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executed, which causes the component hst (the * ss¢” file) 1o
be extracted and the boot program executable 10 be
(potentally* decompressed,) extracted and executed. One
skilled m the art will recogmze that any mechamsm for _
associating an rcon with a boot program and for causing the
boot program to be downloaded and executed 1s operable
with the secure digital commerce system

FIG. 815 an example flow diagram of the steps performed
by a boot program executed on a customer Compuler sysiem
to download client components when licensing a selected
item of merchandise (These steps comrespond (o steps
464-405 in FIG 4 ) The boot program is implemented such
that 1t downloads only the components that are necessary to
license (and optionally purchase) the selected iem. For
example, 1f the vser interface lhibrary to be used to purchase
the selected item 15 the same hbrary as one already
downloaded, then it 15 not downloaded again In adchhon,
the boot program can recover from a farlure during the load
process and can resume downloading where it left off The
boot program accomphshes these objectives by using a
message digest algonthm to determine whether a component
has been successfully downloaded onto a customer com-
puter system.

Specifically, i step 801, the boot program reads the
component list (the “ ssc” file) associated with the selected
nem of merchandise to determine what components to
download from a specified content supplier server In steps
§02-808, the boot program executes a loop to process each
remaimng component 1n the component hist that has not
already been successfully downloaded Specifically, in step
802, the boot program selects the next component from the
component hst that appears following the last successfully
read component. In siep 803, the boot program determines
whether all of the remaimng components of the list have
been processed, and if so, returns, else continues in step 304,
In step 804, the boot program deterrmines whether the file
mdicated by the TRIGGER field is already present. If not,
the boot program obtains the component indicated by the
URI value from the content supplier server and stores the
obtained component as indicated by the LOCAL value (see
Table 2) In step 805, the boot program calculates a message
digest (the valve of a one-way hash function} for the
downloaded component In step 806, the determined mes-
sage digest for the newly downloaded component 1s com-
pared with a previously stored message digest in the com-
ponent hist (see the MSGDIG value in Table 2). In an
exemplary embodiment, an MD5 algonthm 1s used to cal-
culate a message digest However, one skilled i the ant will
recognize that any message chgest algonthm cr any function
capable of deterruming a predictable value for the down-
loaded component for comparison to an already stored value
may be used. The MD4 and MDS algonthms are described
1 Bruce Schneier, Applied Cryptography, John Wiley &
Sons, Inc., 1994, which 1s hereby incorporated by reference.
In step 887, if the calculated message digest is identical 1o
the stored message digest, then the boot program continues
in step 808, else conhinues back to the beginning of the loop
1n step 802, because a faillure has occurred in downloading
the component. In step 808, the boot program sets an

&0 indicator of the last successfully read component to indicate

the component most recently loaded. In step 809, the boot
program processes the component according to the tag (e.g.,
“Execute™), and contintes back to step 802 to select the next
component to download. Note that the tag associated with
each component entry will automatically cause the secured
content file (or the content player, depending on the
situation) to begin executing.
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One skalled 1n the art wall recogmze that different behav-
1ors will occur when the content file (or content player)
begms executing depending upon the techmque used to
mcorporate the hicensing code and decryption (secunty)
code and depending upon the encryption/decryption tech-
migue used. For example, as descnbed in further detas} 1n
related US patent apphcation Ser. No 08/792,719, when
using the njection techmeues described therein, the execu-
tion of the encrypted content file will automatically cause
the hicensing code and (eventually) the secunty code to be
executed as a result of mnjecting a hcensing DLL mto the
content file. Specifically, a “DLLMain” routine 1s automati-
cally invoked when the licensing code library 1s loaded,
which 1n turn executes the actual icensing code After the
heensing code executes, the secunty code stored in the
encrypied content sutomatically executes because it 1s
mserted into the content file immediately following (2
reference o) the heensing code Thus, the hicensing code and
the decryption code are automatcally executed before any
supplier-specific content 1s executed. The secunity code m an
exemplary embodiment decrypts the encrypted content
mcrementally n order to prevent a fully decrypted version
of the content to bé present 1n its entirety at any one time
A simular procedure 15 used when the content player invokes
the hicensing and secunty code with an exception that the
heensing and secunty code 1s expheitly invoked and knows
how to locate the content file and to decrypt it incrementally

FIG. 9 15 an example flow diagram of heensing code that
has been incorporated into an encrypted content file Stmular
code 15 incorporated m a content player by calling appro-
pnate routines The licensing code will be discussed for
purposes of example relative to an encrypted content file In
one exemplary embodiment, the licensing code is provided
m a dynamic hink hbrary, such as SAFE.dIl 511 mn FIG 5
(The steps of FIG. % correspond to steps 406-408 and 412
m FIG 4.) Each time the encrypted content file 15 execued
by the customer computer sysiem, the licensing code is
preferably automauically executed The licensing code 15
responsible for deternmirang whether a vahd electronic
hicense certificate 1s available and, if so, allowing execation
of the content, otherwise forcing the customer to heense the
item from the suppher.

Specifically, 1 step 901, the hecensing code determunes
whether a vahd electromc license certificate (“ELC™) 15
avalable The steps used to make this determnation are
discussed further below with reference to FIG 11, If a vahd
ELC 15 available, then the hicensing code continues 1 step
909 and skaps the hcensing and purchasing process, else
continues tn step 992. In step 902, the licensing code loads
the user interface hbrary associated with the component and
obtains a purchase option from the customer, such as “rem-
to-buy,” “buy,” or “try.” The purchase options assist mn
deterrmning the parameters of a vahd license. An example
mterface for obtaining this information 1s descnibed below
with reference to FIG. 10, The licensing code oblams the
user wmterface library name by retrieving the UILibName
field from the DCS secunity information file associated with
the product. The associated DCS secunty informaton file
can be determined from the" ProductUUID, which was
previously stored in the system regisiry by the boot program
during the component download process. In step 903, the
hicensing code determines whether the customer has indi-
cated that a trial purchasing ophion is requested and, if so,
continues in step 904, else contmues 1n step 905, In step 904,
the hcensing code semds an HTTP request message to the
hcensing and purchasing broker (e g., the hcensing and
purchasing broker 307 in FIG. 3) to provide an appropnate
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hicense for tnal use of the product, and continues 1n step 908
In step 905, the hicensing code determines whether the
customer has indicated a purchasing option to purchase the
content and, 1if so, continues 1n step 906, else continues n
step 997 In step 906, the licensing code sends an HTTP
request message 0 the hicensing and purchasing broker to
purchase the content, and continues in step 908. In step 907,
the licensing code determines whether any other type of
hcensing or purchasing request has been indicated by the
customer and sends an appropriate HTTP request message to
the licensing and purchasmg broker For example, other
requests assocrated with rental use or other types of pur-
chasing options may be supported The processing of these
HTTP request messages by the licensing and purchasing
broker 15 discussed further below with respect 1o FIG 12 In
step 908, the hcensing code recerves a valid ELC from the
licensing and purchasing broker, stores 1t, and continues n
step 909 The ELC may be stored in any area that 1s
accessible to processes execuling on the costomer computer
systermn, soch as in a system registry In step 999, the
heensmg code causes the decryphon and execution of the
licensed content, and retums

In an exemplary embodiment, the licensing code uses an
imntermedtary library function (stored i, for example, the
SAFEBuy dil 569 1n FIG 5) to send the purchasing request
of step 906 to the licensing and purchasing broker A
separate hibrary is useful i scenanos where other types of
programs (cther than virtual stores) desire to utihze the
purchasing capabilities of the hcensing and purchasimg
broker The library function provides a umque transaction
dentifier that can be used 1o 1denufy the particular purchase
transaction at a further ime Such capabihty 1s useful, for
example, to later cancel the purchase One skilled in the art
will recogruze that other orgamzations of the hicensing and
purchasing support code are also possible

FIG 10 15 an example display screen presented by a
virtual store to determune whether a customer desires to
hicense a product for tnal use or for purchase. This display
screen 1001 may be used to implement step 902 in FIG 9.
When the customer selects the “Try” pushbution 1002 in
FIG. 10, then the customer has idicated that tnial use of the
product 1s desired Alternatively, when the customer selects
the “Buy”™ pushbutton 1603 in FIG 10, then the customer
has inditated the desire to purchase the product.

FIG 11 15 an example flow diagram of the sieps per-
formed by licensing code to determupe whelher a valid
electromc hcensing certificate 1s avarlable. In step 1101, the
code retneves, decrypts, and decodes the electromc bicens-
ing certificate (ELC) to obtain the parameters of the license
(e g, the hicense terms) The hcense parameters that are
obtained in step 1101 indicate, for example, how many uses
of a particular license can be executed or, for example, how
many different user passwords are able lo use the same
electromc license. In addion, hcense parameters that reflect
an authonzed time period for use may be specified. In step
1102, the ‘code tests vanous attributes of the customer
computer system to determune whether the condiions indi-
cated by the retrieved hcense parameters have been met. In
step 1103, if alt of the conditions have been met (for
exampie, the license use period has not expired), then the
code retums indicating that a valid license is in effect.
Otherwise, the code retrns indicating that the current
iicense 15 mnvald,

In an exemplary embodiment, the ELC 1s encrypted and
decrypted using a symmetnc key algpnthm. A symmetric
algonthm 1mplies that the same key is used to encrypt a
plaintext message and to decrypt a ciphertext message. Any
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symmelnic key algonthm could be wsed. Symmetric and
pubbc key cryptography, both of which are vulized by
exemplary embodiments of the present mvenuon, are
descnbed in detail in Bruce Schneier, Applied
Cryptography, John Wiley & Sons, Inc., 1994, which 15
herein incorporated by reference. According to one
techmque, the DeveloperID and SecretKey fields (stored in
the encrypted mformation file) are used to formulate a
symmetnc key, which 1s client and product specific. These
fields are provided by the suppher when the SAFEmaker
uhinty 1s execited to produce the components of the DCS
chént (see FIG. 6). Because the encryption of the ELC 1s
provided by the licensing and purchasing broker and the
corresponding decryption of the ELC 15 provided by the
heensing code, the encryption and decryption code are
preferably synchronszed to comrespond to one another For
this reason, a separate dynamic limk hbrary (eg,
passgen dlf) 1s used by the hicensing and purchasing broker
to allow the encryption atgonithm to be replaced at any tme
to correspond to different licensing code

FIG. 12 15 an example flow diagram of the steps per-
formed by a licensing and purchasing broker of the secure
digital commerce system These steps are executed in
response to recerving an HTTP request message sent by the
Licensing code n step 904 or 906 m FIG. 9 As descnibed
earher, the licensing and purchasing broker interacts with a
password generation system (e g , passgen dll and the data
repository) and payment processing functions to hcense and
purchase an indicated item of merchandise In summary,
when the hicensing and purchasig broker receives a request
to buy an item, 1t performs appropriate payment processing
to perform a purchase. When the licensing and purchasing
broker recerves eather a request to try of a request to buy the
nem, the broker uses the password gemeration system to
generate an ELC to return to the licensing code

Specifically, in step 1201, the broker determines whether
a buy request has been recerved and, if so, conunues 1n step
1202, else continues m step 1206 In step 1202, the broker
causes the licensing code (specifically, the user interface
hibrary routines) executing on the customer computer system
to obtamn credit card or purchase order information 1f such
information was not already sent with the request A sample
user interface for obtaming method of payment mformation
and for venfying the purchase transacon are descnbed
below with reference 10 FIGS. 14-17 Once the cred:t card
or purchase order information has been obtaned by the
licensing and purchasing broker, then m step 1203 the broker
obtains payment authonization from a payment processor
such as the payment processing function 309 1n FIG 3 and
mforms the licensing code accordingly One skilled in the art
will recogmze that any mechanism for 1s authonzing vse of
a credit card could be used. In step 1204, the customer’s
credit card account 1s charged, and the supplier system 1s
automatically credited. One sklled in the art wall recognize
that the licensing and purchasing broker can either credit the
sepplier directly at this ume by sending the appropnate
information to the credit card company, or can have the
credit card company pay the hcensing and purchasing
broker, which in turn is responsible for payment to the
supplier. In step 1208, the broker informs the licensing code

" of payment authorization and continues in step 1207. An

example user interface for reporting the transaction identi-
fication information to the customer 1s descnibed belaw wath
reference to FIG. 18. If payment has not been authonzed,
then the broker returns such information to the hicensing
code, discontinues execution of the steps m FIG, 12, and
fails to generate a vahd ELC.
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In step 1206, the broker determines whether 1t has
recerved an HTTP request message that indicates tnal use 15
desired and, if 50, continues i step 1267, else continues 1n
step 1209 In step 1207, in order for the broker to generate _
an ELC speaific to the user and to the indicated product,
certain information is typically sent by the licensing code in
the HTTP request message Specifically, information that
umquely identifies the user and the product version 1s
provided. The broker uses the received product version
identifier {the ProductSKUld) to retneve from a version
table a corresponding password configuration identfier
{pass-config-1d). Once the pass-config-id 15 retneved from
the version password generation data repository table, this
identfier 1s used as an index mto a password configuration
table to deternune a set of fields 1o be used to generate the
license parameters of the ELC (One will recall that the
fields stored in the password generation tables were spect-
fied by the supplier of the content in conjunction with the
SAFEmaker utihity ) An example password configuration
table is shown below as Table 3 A table with potennally
different fields exists for each umque pass-config-id
Because multiple versions of products and muluple products
may use the same pass-config-id, they may share a single
password configuration table This attnbute may be useful,
for example, 1f all the products from a particular suppher
have simlar electromic licensing capabilives In step 1208,
an ELC 1s generated based upon the fields of the determuned
password configeration table using a symmetric key formu-
lated from the SecretKey and DeveloperlD fields of the
encrypted information file and an appropniate encryption
algonthm, as discussed earhier. For the purposes of this
specification, the ELC may be viewed as a very long number
which encrypts the license parameters indicated by the fields
m the password configuranon table In an exemplary
embodiment, the code used to perform steps 1207-1208 15
provided 1n a separate code module (e.g., passgen @l1) so that
the password generation code, including the encryption and
decryption algorithms, can be easily replaced 1n a hcensing
and purchasing broker.

In step 1209, the broker processes any other type of
purchasing option, for example, a renting option, and gen-
crales an appropnate ELC in a sumlar fashion to steps
1207-1209. In step 1210, the broker sends the generated
ELC back to the hicensing code executing on the customer
computer system, and then returns

Once the licensing and purchasing broker has completed
its generation and return of a vahd electromc hcense
certificate, the requested merchandise 1s then processed as
descnibed n step 412 of FIG. 4 FIG. 13 1s an example
display screen of the WinZip 6.2 program, which was
selected for purchase i FIG. 7, when it executes after
completing the hcensing procedures.

FIGS. 14-17 provide sample user interface display
screens that are displayed by the hcensing code (via the user
interface hbrary) to retrieve method of payment information,
These display screens may be presented in response to
requests from the heensing and purchasing broker for more
information. The particular display screens presented are
determuned by the user mterface hbrary that is associated
with the downloaded content file or by a default user
nterface available for the virual store (see e.g., SAFEULAII
508 in FIG. 5). As mentioned, the appropriate user interface
hbrary is deternuned by the licensing code from the UlLib-
Namie field of the DCS secunty information file FIG. 1415
an example display screen for selecting a particular credit
card. FIG. 15 1s an example display® screen for entenng a
password for a selected credit card. The cred:t card dala 1s
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sent to the hicensing and purchasing broker wn encrypted
form In an exemplary embodiment, the credit card mfor-
mation 15 stored on the customer computer systern using a
secure techmque. One such techmque 15 known as “wallet
technology ™" Watlet technology 1s an ActiveX control sup-
plied by Microsoft Corp., which encrypts credit card infor-
mation on a chent’s hard cisk and keeps track of all credit
cards FIG 1615 an example display screen for adding a new
credit card. FIG 17 15 an example display screen for
allowing a customer to venfy an intent t¢ purchase after
supplying a method of payment The display screen includes
pricing mformation, which is supplied 1o the licensing code
by the hicensing and purchasing broker using the password
generation data repository Once the user has selected the
Buy pushbutton 1702 n FIG 17 indicating agreement to
purchase the merchandhse at the displayed price, the credit
card {or purchase order) information 15 forwarded o the
hcensing and purchasing broker FIG 18 15 an example
display screen for indicating that a purchasing transaction
has been authonzed by the hicensing and purchasing broker
and the particular transaction identsfier

Communications between the DCS client components
and the hcensing and purchasing broker are preferably
performed using a secure commumcalion methodology
FIG 1915 an example block diagram that illustrates one
technrque for ensunng secure communication between a
DCS chent component and a licensing and purchasing
broker Although FIG 3 may imply that the downloaded
components commuricate with the heensing and purchasing
broker to request hicensing and purchasing and to recerve the
generated ELC, one skilled 1n the art will recognize that it
15 also possible for these components to commumcate via a
server associated with the virtual store In FIG 19, commau-
nicahon between the client components (chents) 1901 and
1902 and the hicensing and purchasing broker 1903 depends
upon secure key exchange. Secure key exchange 1s accom-
phished by sendmg a chent-specific symmetric key using a
pubhic/private key algonthm. The chient-specific symmetne
key 15 used solely for communication between that chent
and the hcensing and purchasing broker Specifically, a
separate communication session-specific symmetnic key 1g
provided by each chient for each communication session and
1s sent to the licensing and purchasmg broker 1903 m a
$ess10n mitiation message using the broker's public key One
techruque for distnibubing and obtaiming the broker’s public
key 15 to use a commercially avaiiable digital signature
service, such as Venisign. Because the broker 1903 1s the
only process that knows its own private key, the broker 1963
decrypts the session mmtiation message using its private key
and retneves the chent’s session-specific symmetnc key
Thereafter, all messages from the broker 1903 to the chient
1901 are encrypted by the broker 1903 using the chent
1901’s symmetric key Client 1901 15 then able to decrypt a
recerved message using the symmetnc key that it imbally
generated and sent 10 the broker 1903, Client 1901 encrypts
messages to send to the broker 1903 also using client 1901°s
symmetnic key Simularly, the client 1902 sends its own
encrypted symmetric key to broker 1903 using the broker’s
public key. The broker 1903 in wrn commurmcates with the
chient 1902 using the client-specific symmetric key that
corresponds to chent 1902,

One skilled in the art will recognize that any algorithm for
generating a symmetric key may be utilized One skilled in
the art will also recogmze that any symmetnc cryptographic
algorithm that utilizes a symmeinc key may be used to
encrypt and decrypt the messages. For example, the DES
algorithm, which is described n detail mn the Schneier
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reference, could be uwithzed In an exemplary embodiment,
the RCS algonthm, which 15 a proprietary symmetnc key
algonthm avalable from RSA Data Secunty, Inc., 15 uti-
hzed In addiion, any cryptographic algonthm that uses
pubhc/private pairs of keys may be unhzed to implement the
techmque descnbed with reference to FIG 19 1n an exem-
plary embodiment, the public/private key pawrs are generat-
ing according to the RSA pubhic-key algorithm, This algo-
nthm is descnbed in further detail in the Schneier reference.

FIG 20 is an example encrypted message data structure
for sending encrypted messages between a DCS client
component and a heensing and purchasing broker Plaintext
message 2001 1s encrypted as specified n FIG 19 and stored
according to the layout of ciphertext message 2002, Cipher-
text message 2002 contains a message digest 2003 and an
encrypted symmetric key 2004, which has been encrypted
usmng the hcensing and purchasing broker’s public key In
addition, field 2005 contans the message content, winch has
been encrypted using the symmetric key that is sent 1n
encrypted form in field 2004.

Tables 3--5 are example password generation tables stored
1n the password generation data repository, which is used by
the hcensing and purchasing broker to geperate electrome
license certificates

TABLE 3
Passw on Tab!
Field Type
pass-config-id Varchar
password-versicn Int
secret-key Varchar
developer-ud Varchar
exprre-password-in Varchar
start-date Varchar
password-output-scheme Int
developer-info Varchar
conowment-code m
Licenses Int
soft-hcenses Int
program-executions Int
flex-nodedock-machines Int
MAXIMM-Usernames Toe
Teleass-number lot
munor-release-number Int
hosud-type Int
musc-1nfo Int
mn-hostds Int
max-hostds Int
IRSTANCES It
emergency-1d Varchar
feature-type Int
Varchar

feanwe-kist

Table 3 1s an example password configuration table. As
descnbed earlier, a separate password ‘configuration table is
provided for each password configuration 1dentifier (pass-
config-1d). There 1s a version table in the data repository for
translating between a retailer specific product version 1den-
tifier {the ProductSKUld) and a corresponding password
configurabon :dennfier. The fields are used to generate the
Ticense parameters for an ELC that cotresponds to the
determined password configuration identifier. One skilled in
the art will recognize that any fields could be stored i the
password configuration table. Further, any algonthm for
combinmg the ficlds in a determinable fashion to encrypt
them 1to a single code that can be decfypted without losing
information could be utilized to generate the ELC.
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TABLE 4
wirds Tabl

Feld Type
pass-configad Varchat
user-sd Varchay
Zeneratron-type o
date=grnsratd darurpe
parswosd Varcha

Toble 4 is an example table of the actanl passwonds
genersied for a panticular password configaration wentifier
(pass-config-id). One of these tables exists for each pass-
word configuration identifier. Forther, both normal passe
words and emergency passwords {(discnssed below) are
stored m s table. User idenuficavon smformation is also
nciuded for each generated password

TABLE §
Smeesey:Praned Tible

Fgld

§

ecgendy- il
usar-uf
pass-config-id
start-heat
end-hour
Stan-mnvte
end-rinuie
start-dy-numbey
end-gay-ngnibey
att-date
epi-daie
start-month
end-month
SRAMT-year
end-yenr
stari-wiek-nunber
end-week nusoher

Eﬁﬁ'ﬁ'ﬁﬁ‘ﬁ‘iﬁigﬁiﬁ‘ggg

Teble 5 is an example emergeacy password table. An
émergency password table is used by the lcensmng and
purchasing broker i generate an emergoncy password when
a customer has for some reason Jogt a valid ELC {and
potentally the merchandise), but hias been previewsly autho-
sized 1o use the merchandre. Emevgency passwords ave
puricularty usefsl s o scenwno where the customer is
unable o reach the supplier of the merchandise using
availsble comact mformation. For example, if the custom-
er's bard disk is destroyed dunng & weekend, i 15 useful W
be able to re-gemerate a valid ELC amd potentiatly
ré-download the merchandise 1o allow the customer to
continoe 1o uilize an already purchased product.

More spectfically. the vistual siore supposts the creation of
softwase ot a retmovable medinm, such as & floppy disk,
which can be nsed to recreate the merchandise. When the
customer’s systerm hard disk fudls, as part of recreating the
systen, the customr runs a merchandise recovery program
from the removable disk. The recovery program has previ-
ously stored the boot programs and the Component Jisis
- associatéd with the merchandise already pruchased so that
the relevant files can be resurrected. In addition, the recov-
ery progeam attempts 0 create g hew ELC using the nommal
password configuration table (e 2., Table 1), Howgver, if the
fields stovred in the normal password configuration table do
not allow for the ereanon of & new ELC for that user {for
example, the number of sses rempining=D}, then an
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emergency, emporsry password 16 generated, The fislds
shown m Tabie 5 ar¢ used to generate the emengency ELC
when the abrmal password generaiton table will ant allow
for the generation of an additronal ELC. In that case, an ELC _
35 generated that expires within 2 centain amount of time, for
example 24 hours, (o ensure that the custoaper calls the
supplier's customer service number as soon a8 possible. The
fields of the emergency password table are combined to
gererute an {encrypted) BLC in the same manber desenbed
with reference 1o Table 3 Emergency passwords once gen-
erated are also stored Jn entries 1 the generated passwond
table. Table 4.

‘The description thus far has pamarily referred to use of
the components of the client poruon of the secure digital
commerce system by a vistual store, One skilled in the ant
will recognize that many alternative configurations ane pos-
wible, For example, a standalone online purchasing applica-
tion cap be used o execute the components of the DTS
client to connuncate directly 1o a heensing and purchasmg
broker 1o request and recerve elecironic beensing certifis
cates In addition, one skilled in the ant will recognize that
the separate components of the DTS oliem and the DCS
server enable each component 10 be separately replaceable
and separately customized. For example, t0 generate 2
custornized viraal store, a specialized user intexface for
hcensing and purchasing merchandise can be penerated and
stored as the user interface component feg., SAFEUT I
508 1 FIG. 5) on the customier computey system. Porther,
one skilled m the art will recognize that the heepsing code
meorporated mnto the encrypled content {or content player)
¢an be replaced in ats entirety and can be made supplier
specific In addition, the code used to generate BLCs from
the password generstion data reposiory can be optimized 1o
be supphier specific. Funther, alt of the functicns of the DCS
server can be provided 98 Heenging and purchasing sdrn-
istrative functions (for example, via an applications pro-
gramuning interface} to enable content suppliers 1o fumish
their own Hoeensing and puechasing brokers.

The secure digital commmence system cia also be uilized
to support 2 cosnbination of transactions pertaining 1o the
online delivery of goods with uansactions pertaming to
physeally deliversble goods and services. For example,
along with the purchase of the Windip 6.2 compuer
program, the virual store may offer merchandese, such as
wugs, T-shints, wravel bags, and even support service pack-
ages that cannot be debivered online. In these wmstances, the
heensing and purchasing broker i addibonally responsible
for classafying reciaved requests iip onding deliverables
(ESD items) and into physieal deliverables (non-BSD Hens)
and 1s responsible for ordenng and purchasing the non-ESD
Hemns

FIG3, 21 is an example flow dagram of the additional steps
performed by @ licensing and purchasing broker of the
secwre dignal commerce system to sipport non-ESD trans-
actions. In step 2102, the heeaning and purchasnng broker
selects the next item of merchandise requested stasting with
the frst, FIG. 21 assumes that each HTTP request may
request more than one e of merchandise. For example, 2
user interface Library may offer additonal now-ESD
merchandise, which can be purchased at the same Gme that
a customer purchases an ESD item. The user imerfuce
libracy generates and seads to the Heensing and purchasing
broker an HTTP request, which mquests the purchase of
muhiple items of merchandise For tach item in the purchase
request, i steps 2103-2116, the broker processes the item

&5 accondance with an indicated purchasing option for the item.

Specificatly, 1 step 2102, the broker determines whether
there are more ems remmning 10 be processed for the
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request and, if so, continues i step 2103, else finishes
processing. In step 2103, the licensing and purchasing
broker determines whether the tem is an ESD item or a
non-ESD tem One mechamsm used to deterrmine whether
the stem 15 an ESD or a non-ESD item 1s 10 store a flag
the version table 1n the password generation data reposwtory
For each purchasable nem {(ProduciSkuld), the version table
stores esther a password configuration 1dentfier or a dis-
tributor information ideptifier In step 2104, if the 1tem is an
ESD 1tem, then the broker continues m step 2105, else
continues n step 2106. In step 21085, the broker executes the
steps previously discussed with reference to FIG 12 for
tems that are deliverable onhne In step 2106, the broker
determnes chstaibutor contact information for the non-ESD
item from a distnbutor iInformation table stored wathin a data
repository The distnbutor informaton table for non-ESD
transactions can be stored along with the password genera-
tion tables 1n the password generation data repository or in
its own data repository The distnbutor information stored i
the table includes sufficient location information for con-
tacting a distnbutor from whom the tem can be purchased
using an electrome request In step 2107, the broker obtamns
preauthorzzation information for a method of payment speci-
fied by the customer [t 1s assumed 1n this step that such
informanon has been already obtamned If necessary,
however, the broker sends appropnate requests to the code
that initiated the purchase request (for example, the user
mierface hbrary) to obtain method of payment information
from the user and to continue accordingly Preauthonzation
1s necessitated by non-ESD purchases, which require a
shipment date before the broker 15 able to charge the
purchase to a customer’s credst card The preauthonzation 1s
performed by the payment processing function (e g, the
payment processing function 30910 FIG 3). In step 2108, if
the purchase 1s preauthonzed, then the broker continues
step 2109, else continues n step 2110, In step 2109, the
broker sends a purchase order to the located distributor for
the merchandise using a well-known Electrome Data Inter-
¢hange (“EDI") format and commercial ED1 products, such
as those provided by Digital Corporation One skilled in the
ant will recogruze that any mechamism that allows informa-
tion for electromcally providing a purchase order would be
operable with the hcensing and purchasing broker In step
2110, the broker returns the results of the preauthonzation
attempt to the requesting routine, and then returns to the
begintang of the loop 1n step 2101

To complete the purchasing transaction for a non-ESD
ttem, the hicensing and purchasing broker waits unul it 1s
informed by the distnbutor that the disinbutor will fulfill the
requested purchase order (ship the merchandise) on a par-
tcular date. At that time, the hcensing and purchasing
broker contacts the payment processing function to charge
the purchasing transaction to the customer and to credit the
distributor.

One skilled 1 the ant will recognize that other variations
for processing ESD and non-ESD transactions would also
operaie with the hcensing and purchasmng broker For
example, instead of the user mterface hibrary offering related
non-ESD merchandise, the WEB pages of the virtuat store
may offer both ESD and non-ESD items for purchase, In this
scenario, a graphical icon (or similar object) associated with
each non-ESD item available for purchase 15 displayed n

addition to scons for ESD items. However, unlike the icons

associated with ESD 1tems, these icons are not linked to a
download file that causes components 10 be downloaded,
becanse online dehivery 15 not possible Instead, other virtual
store code is hinked to the non-ESD icons, which uses the
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purchasing Itbrary routines to send purchasing requests for
non-ESD items 1g the icensing and purchasing broker.

Atthough specific embodiments of, and examples for, the
present mnvention are described herein for illustrative
purposes, 1t 15 not intended that the invention be limited to
these embodiments Equivalent methods, structures,
processes, steps, and other modificanions within the spint of
the mnvention fall within the scope of the invention For
example, the teachings provided heretn of the present inven-
tion can be apphed to other chient/server architectures, not
necessanly the exemplary Intemmet based, HTTP model
descnbed above These and other changes may be made to
the mvention m hght of the above detaled descnption
Accordingly, the invenuion 1s not limuted by the disclosure,
but instead the scope of the present mvention 15 to be
determned by the following claims.

What 1s claimed 1s

1 A computer system for conducting electronic
commerce, incloding,

a store computer that recerves requests for electromc data
from a client computer and that, in response to recerv-
ing the request, sends to the client computer a down-
load component that coordinates the download of the
electromic data,

a suppher computer that receives a request from the
download component of the chient computer to down-
load the electrome data and that, 1n response to recerv-
1ng the request, sends the electronic data and a licensing
component to the chent computer, the hicensing com-
ponent for coordinating the hicensing of the electronic
data, and

a licensing computer that receives a request from the
heensing component of the chient computer to Heense
electromc data and that, 1n response to recerving the
request, determines whether access 1o the electronic
data 15 to be allowed at the client computer, and when
access 15 allowed, sends a notification that access 13
altowed to the chient computer.

2. The system of claim 1 wherein the heensing computer
1s for recetving a request from the licensing component for
merchandise that 1s not transmtted onhine and for transmmt-
ting an order for physical slspment of the merchandise that
1s not transnutted online

3 The system of claim 1 including a payment processing
computer for processing payments for the electronic data

4 The system of clatm I wherein the store computer, the
supplier computer, and the licensing computer are separate
computers

5. The system of claim 1 wheremn the store computer, the
suppher computer, and the hcensing computer are separate
web servers.

6. The system of claim 1 wherein the virtual store
computer, the suppher computer, and the hcensing computer
are separate web-sites

7. A method 1n a computer system for conducting elec-
tronic commerce, mcludg:

requesting a first web server 10 order electromic data;

Tecerving i response to the request a downioad compo-
nent for coordmating the download of the electronic
data; and

under control of the download component, downloading
from a second web server the electronic data.

8 The method of claim 7 wheremn the download compo-

nent also downloads a hcensing component and including.

under control of the licensing component, requesting and

recerving from a third web server a hicense for using the
electromc data, and
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using the elecironic data m accordance with the recerved
heense

9 The method of claim 8 including:

under control of a payment component, authorizmg pay-
ment for the electronie dua. ¥

10. The method of claim 7 wherein the downloaded

electronic data 1s encrypted.

1. A method in a store computer for coordinating elec-

fronic commerce, the method meluding:

recerving from: a client computer a request to purchase
electronic data) and

1 esponse to receiving the request, sending to the chient
compister a download component, the download com-
ponent for coordinating the download of the electronie |
data from a suppleer computer to the chient computer,
the supplier computer for downloading to the chieat
computer the electromic data when requested by the
downlosd component.

12. The method of claim 11 wherem the supplier com-

puter downloads a licensing component that requests a

hcensing computer for a heense to use the electrome data

o

28

13 The method of claim 11 wherein the store computer,
the chent computer, and the supplier computer communicate
vig the Intetnet

14 A first computer for coordinating electronic
commerce, incloding:

means for receiving from a second computer a request to

purchase elacirome data; and

means for, in response to receiving the request, sending to

the secomd computer a download component, the
downloag component for coordinating the downlosd of
the electrone data from a thied computer to the second
computer, the third computer for downloading to the
second computer the electronic data when requested by
the download component

15 The first computer of claim 14 wherein the third
computer downloads a Heensing component that requests a
fourth computer for a license o use the electronsc data

15 The first computer of clam M wheren the computers
commumcate via the Intemet.

* % X * ¥
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