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Plaintiffs, Uniloc USA, Inc. and Uniloc (Singapore) Private Limited (collectively
“Uniloc”), file this Complaint against Macrovision Corporation (“Macrovision”) and
allege as follows:

JURISDICTION & VENUE
1.  Uniloc files this action against Macrovision for patent infringement under

the Patent Laws of the United States, including but not limited to 35 U.S.C. Section 271.

This Court has subject matter jurisdiction over this action under 28 U.S.C. Sections
1331 and 1338.

2. Uniloc is informed and believes that Macrovision is a California
corporation that regularly conducts business, and commits the acts of infringement
complained of herein, within this judicial district.

3.  Venue is proper under 28 U.8.C. Sections 1391(b)(1), (b)(2) and/or 1400.

THE PARTIES
4,  Uniloc USA Inc. is a corporation existing under the laws of Rhode Island,

and Uniloc (Singapore) Private Limited is a limited liability company existing under the
laws of Singapore. Uniloc’s global headquarters and principal place of business is in
this judicial district at 3333 Michelson, Suite 600, Irvine, CA 92612.

5.  Uniloc is informed and believes that Macrovision is a California
corporation with a principal place of business at 2830 De La Cruz Blvd., Santa Clara,
CA 95050.

6.  Macrovision is subject to personal jurisdiction in this judicial district
because it resides in California, has a California agent for service of process and has
continuing, extensive and ongoing contacts with citizens in this judicial district. These
contacts include alliance partnerships with companies such as Broadcom, which
operates its corporate headquarters in Irvine, CA. These contacts also include sales and
support of the products accused of infringement herein within this judicial district.
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FACTUAL ALLEGATIONS

7. Uniloc researches, develops, manufactures and sells technology security

solutions, including solutions for securing software and other forms of media such as
DVD and audio files.

8. Uniloc owns all rights, title, and interest in U.S. Patent No. 5,490,216
entitled “System for Software Registration” (“the ‘216 Patent™), attached hereto as
Exhibit A. The ‘216 Patent is generally directed to novel systems and methods for
securely registering software and other digital media to prevent software piracy.

9.  Uniloc has continuously marked its relevant products with the ‘216 Patent
in compliance with 35 U.S.C. Section 287. Uniloc also has continuously required its
licensees to mark their products with the ‘216 Patent.

10. Macrovision, without license or permission from Uniloc, makes, uses,
offers to sell and/or sells software security products and services that infringe one or
more claims of the ‘216 Patent. These products and services include, but are not limited
to, certain versions of InstallShield and InstallShield Activation Service.

11. - These products and services are especially designed for and intended to be
used in systems, or.as part of processes, that infringe one or claims of the ‘216 Patent.

12.  On information and belief, Macrovision’s acts complained of herein have
been performed while Macrovision possessed actual knowledge of the ‘216 Patent.

13.  Specifically, Uniloc repeatedly contacted Macrovision regarding the 216
Patent, including letters dated June 10, 2004, July 14, 2004, and October 27, 2006.
Macrovision acknowledged receipt of one or more of these communications regarding

the ‘216 Patent.

-2- COMPLAINT FOR PATENT INFRINGEMENT AND
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CLAIM FOR RELIEF
INFRINGEMENT OF U.S. PATENT NO. 5,490,216

14." Uniloc re-alleges and incorporates its allegations above.

15.- Macrovision’s manufacture, use, offers to sell and sales of the InstallShield
products and its provision of the InstallShield Activation Service has directly infringed
and continues to directly infringe one or more claims of the ‘216 Patent.

16. Macrovision’s actions in conjunction with the InstallShield products and
the InstallShield Activation Service has actively induced others to infringe one or more
claims of the ‘216 Patent and/or has contributed to the infringement of one or more of

these claims by Macrovision’s customers and/or their products.

PRAYER FOR RELIEF
WHEREFORE, Uniloc pfays that the Court enter judgment in its favor and

against Macrovision as follows:

A.  That Macrovision be adjudged to have directly infringed, induced others to
infringe and/or contributed to the infringement of one or more claims of the ‘216 Patent;

B.  That Macrovision’s infringement is found to have been willful, deliberate,
and with actual knowledge of the ‘216 Patent;

C.  That Uniloc be awarded all damages to which it is entitled under 35
Section 284;

D.  That such damages be trebled to the maximum amount permitted under 35
US.C. Sectic;n 284;

E.  That the Court enter a preliminary and permanent injunction barring
Macrovision, its officers, agents, servants, employees and attorneys, alter egos and their
successors and assigns, as well as those persons in active concert or participation with
them who receive actual notice of the judgment, from infringing, actively inducing the -
infringement of and/or contributing to the infringement of any claim of the ‘216 Patent,

3. COMPLAINT FOR PATENT INFRINGEMENT AND
DEMAND FOR JURY TRIAL
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including but not limited to making, importing, using, offering for sale, or selling any

devices or systems that infringe, or.using processes that infringe the ‘216 Patent;

F. That the Court find that this is an

exceptional case under 35 U.S.C. § 285

entitling Uniloc to an award of its attorney fees;

G.  That Uniloc be awarded its costs and interest; and,
H.  That the Court grant such other and further relief as the Court deems just

and proper.

Dated: February 25, 2008 Respectfully submitted,

HOWREY LLP

By:

2 1

Russell B. Hill

Attorneys for Plaintiffs

UNILOC USA INC. AND UNILOC
(SINGAPORE) PRIVATE
LIMITED

Uniloc hereby demands a jury trial for all issues so triable in this action.
Dated: February 25, 2008 Respectfully submitted,

HOWREY LLP

By:
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57 ABSTRACT

- A registration system allows digital data or sofiware to run

in a use mode on a platform if and only if an appropriste
licensing procedure has been followed. Preferably, the sys-
tam detects when part of the platform on which the digital
data has been loaded has changed in part or in entirety, as
compared with the platform parameters, when the software
or digital data to be protected was last booted or ren, The
system relies on 2 portion of digitel data or cods which is
integral to the digital data to be protected by the sysiem. This
integral portion is termed the code portion and may include
an atgorithm that generates a registration number unique to

" an intending licensee of the digital data based on informa-

tion supplied by the Licensee which characterizes the lic-
easee. The algorithm in the code portion is duplicated ai 4
remote location on a platform under the comtrol of the
licensor or its agents, and comromnication between the
intending licenses and the Heensor or its agent is required so
that a matching registration number can be generated &t the
temote location for subsequent communication to the
intending Heensee as & permit to licensed operation of the
digital data in a use mode. The code portion can be fdentical
for all copies of the digital data. The algorithm provides a
registration mumber which can be “wnigue” if the detsils
provided by the intending licenses upon which the algorithm
relies when executed upon the platform ave themselves
“llﬂique”.

20 Claims, 12 Drawing Sheets
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1
SYSTEM FOR SOFTWARE REGISTRATION

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to improvements in systems for
software registration and, more particularly, to improve-
ments in arrangements where software is transferable by
media such as magnetic disks, CD ROMS and the hike.

2 Description of the Relared Art

Much eommercially available software is provided at time
of purchase (or license) on 2 magnetic media, typically a
floppy disk. Frequently the only security feature attached to
the software is a simple registration number stored cn the
media. This registration number identifies that particular
copy of the software and it is often required at the Hme of
installation of the software onto any given computer that the
installer mnst provide the regiztration nurmber independently
to the installation routines.

However, such simple security arrangements for the dis-
tribution of software on media soffer from at lest two
disadvantages: (1) eech copy of the software made on any
given media at the time of manufactore must include an
individual, unique number, programned into the media, and
(2) this arrangement does not prevent copying of the soft-
ware, opce installed on any given computer, to another
computer by means of file transfer (as opposed to reinstal-
lation),

WO 92/09,160 to Tan Systems Corporasion discloses a
fegistration systera which is relatively sophisticated which
relies for its security on @ requiremen: that an intending
software licensee nyast obtzia from a remote Jocation by file
tramsfer significant and essential portions of the program
which the licensee desires to execute. The amangement
disclosed in WO 92/09,160 suffers from a mumber of defi-
ciencies inchding:

&. the shell prograin which the intending licensee initially
execntes requires a unique identity embodied within the
shell prior to distribution of the shell program;

b. the shell program is not, itself, a fonctional program—
that is, it does not inchide all of the code which the
intending licenses wishes to execute. That program
st be obtained remotely with all the delays, incon-
veniences and possibilities of commuption during transit
that that entails;

¢. (ke prior art system appears to require and indeed, rely
on, encryption to cpsure that the program material
which is commmunicated from a remote location is not
mwrceptedforuuhzauonmanunmthcnmdmmer

d. it is unclear whether the system can accoramodate and
react appropriately to the sitnation where the program,
once registered, is transferred in its entirety from one
platform to another so as to avoid the requirement for
payment of a foxther registration fee.

U.S. Pat. No. 4,796,220, assigned o Pride Scfiware
Development Corporation, discloses a system for unigue
recogaition of a platform on which licensed software is to be
execated. However, 1,5, Pat. No. 4,796,220 does oot con-
template or disclose utilization of information which is
utﬁquemtheumnrintendedlicensuaspmofthe
registration process which is io be distingwished from iden-
tification of the platform upon which the software is pro-
posed to he mm,

U.S. Pat. No. 4,688,169 to Joshi broadly discloses the
seme principles as U.5. Pat. No. 4,796,220 in that it dis-
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closes a computer software security system which relies for
fts security on 2 “machine identification code unigue to the
machine™ npon which the software to be protected is to be
1um. Again, the disclosure is limited to identification of the
platform and there is no suggestion or contempiation of
linking platform identification with unique user identifica-
tion.

Also this arranpement does not sllow the flaxibility of
transfer of copies of the program from platform to platform
which can be run in a demonstration mode.

It is an object of the present invention to address or reduce
the above-mentioned disadvantages,

Definitions

Throughout this specification the term “software” is to be
interpreted broadly so as to include all forms of digitil data
which are executable on a platform (as to be later defined),
The digital date comprising the software cag, for example,
be code comprising 2 word processing program adapted to
run on a PC or the Fke. The sofiware can also, for example, |
be digital data stored on 2 CD ROM adapted for playback as
muysic on a CD ROM aundio drive. The digital data can be
displayable information or information which is otherwise
nsahle by a licensed user.

Throughout this specification the term “platform” denotes
an environment to be associated with a computing device
such a5 a smicroprocessor or other data processing device
which permits execution of the digital data (to which refer-
ence has previously been made in relation to the term
“goftware’) whereby the computer can perform functions on
inpnt and ciriput devices associated therewith,

In some circumstances, the “software” or digita? data may
itself be the operating system environment. Typically, but by
0 means exclusively, examples of operating system envi-
ronments include the MicroSoft DOS operating system, the
IBM ©S5/2 operating system or the Macintosh System 7
environment. In the degenerate case of microcoutrollers
operating from ROM, the operating system environment
may be the microcode of the microcontroller which enables
the microcontroller to execute machine code.

In this specification, “use mode” refers to use of the
digital data or software by its execution on a piztform so as
to fulfill the seller’s/flicensor’s obligations in relation to the
sale or license of the right to execute the digital data or
software in the use mode, The use mode is w0 be distin-
guished from what might generally be termed umlicensed
modes of operation (which is not to say inanthorized modes
of operation) as typified by the demonstration modes later
described in this specification,

SUMMARY OF THE INVENTION

In broad terms, the systern according to the invention is
designed and adapted to allow digital data or software to run
in a use mode on a platform if and only if an appropriate
licensing procedure has been followed. In particular forms,
the system includes means for detecting when parts of the
platform on which the digital data has been loaded has
changed in part or in entirety as compared with the platform
parameters when the software or digital data to be protected
was for example last booted or run or validly registered.

The system relies on digital data or code which forms part
of the digital data to be protected by the system. This portion
of the digital data which preferebly is intepral to the digital
data to be protecied has been termed the “code portion™
elsewhere in this spacification. The code portion inclndes an
algorithm adapted to generate a registration nomber which is
unique 10 an infending licensee of the digital data based on

A
%
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information supplied by the licensee which characterizes the
licensee.

The slgorithm in the code portion is duplicated at a remote
location on a platform nnder the control of the licensor or its
agents and commumication between the intending licensee
and the licensor or its agent is required so that a matching
registration number can be generated at the remote location
for subsequent communication to the intending licensee as &
permit to licensed operation of the digital data in a use mode,

Preferably, the code portion is intepral with the digital 10

data and can be identical for all copies of the digital dat. It
is the algorithm embedded within the code portion (amd
which is duplicated at the remote location) which provides .

& registration number which can be “enique” if the infor-

mation provided by the intending Yicensee upon which the |

dlgorithm relies when executed upon the platform is itself
“unigue.” .

In any event, in particular preferred forms, a serial pum-
ber {see further on) is included in the registration number

generation algorithm which introduces an additional tevel of 55

uniceeness into the registration number calealation process.

Accordingly, in one broad form of the invention there is
provided a system for licensing nse of digitzl data in & use
mode, the digital data executable on a platform, the system

including local licensee unique ID generating means and 2€

remote licensee unique ID penerating mesns, the system
fmther including mode switching means operable on the .
platform which permits use of the digital data in the vse
mode on the platform only if a licensee unique ID generated

by the local licensee unigue ID generating means has 30

matched a licensee unique ID generated by the remote
licensee unique ID generating means,

Preferably, the system firther includes platform umique
1D generating means, wherein the mode switching means

will permit the digital data to mun in the use mode in 35

subsequent execution of the digital data on the platform only
if the platform vnique ID has not changed.

Preferably, the mode switching means permits dperation
of the dipital dats in the use mode in subsequent execution

of the digital data only if the licensee unique ID generated *¢

by the local licensee unigue ID generating means has not
chempad.

Preferably, the mode switching means fncludes part of the
digital data.

Preferably, the remote licensee wnigue ID generating
means comprises software which includes the algorithm
utilized by the local licensee unique ID generating means to
produce the licensee unique ID.

Preferably, the information utilized by the Iocal licenses 5o

unique ID generating means to produce the licensee unigue
ID comprises prospective licensee credit card mmber, date
of birth-and full neme and address.

Preferably, the platform imique ID generating means

forms part of the digital data, 55

Preferably, the platform unique ID generating means
utilizes hard disk information and/or other compwier hard-
ware or firmware information to determine the platform
umigue 1.

Preferably, the platform comprises 4 compuier operating
system environment. ]

Preferably, the digital data comprises a software program
adapted to run under the operating system environment,

In a further broad form of the invention, thers is provided &s

a security routing or registration means amachable to soft-
ware to be protected, the registration means generating a

5,490,216
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security key from information input to the sofiware which
uniguely identifies an intended registered user of the soft-
ware on a computer on which the software i to be installed,

Preferably, the security key is generated by & registration
mumnber alporithme.

Preferably, the registration number algorithm combines
information entered by a prospective registered user unigue
to that user with a serial number generated from information
provided by the envirorument in which the software to be
protected i3 to run (e.g., system clock, last modify date, user
name},

Preferably, the registration means is replicated at a rep-
istmtion authority and used for the purposes of checking by
the registration anthority that the information unique to the
usger is correctly entered at the tme that the security key is
generated by the registration means.

Preferably, the registration means checks at the time of
boot of the software as to whether it is & first boot of the
software to be protected or a subsequent boot. If a subse-
quent boot is detected, then environment and user details are
compared to determine whether the program reverts to a
demonstration mode and a new user registration procedure
is to commence, or a full version num,

Preferably, the environment details comprise one or more
of disc volume name, user name or computer, initiatization
date of hard disk, herdware identifier (e.g., ROM checksum)
or other elements which are generally not user-configurahle
on the platform,

In a further broad form of the invention, there is provided
amethodormdofmsmhunonofsoﬁwam,themethod
comprising providing mode-switching means associated
with the software adapied to switch the software between 2
fully engbled mode and a panly enabled or demonstration
mode; the method further comprising providing registration
key generating means adapted to generate an enabling key
which is a function of information unique to an intending
user of the software; the mode-switching means switching
the software into fully enshied mode only if 2n enabling key
provided (o the mode-switching means by the intending user
at the time of registration of the software has matched

" identically with the registration key generated by the regis-
-tration key genemating means.

Preferably, the enabling key is commumicated to the
intending user at the time of registrarion of the software by
a third party operating a duplicate copy of the registration
key generating mesans,

In yet a further hroad form of the invention, there is
provided digital data incorporating registzation code, the
digital data executable on a platform; the registration code
comprising a portion of the digital data executabie on the
platform so as to switch the digiial data between a demon-
stration mode and a use mode,

Preferably, the regisiration code when execined on the
platform provides Jocal licenses unique ID generating means

. whereby the digital daiz can be switched from the demon-

stration reode to the use mode by execution of the registra-
tion code only if a licensee wmique ID generated by the local
licensee unigue ID generating means has matched a licensee
unigue ID generated by remote licensee unigue ID gener
ating means,

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will now be described with
reference to the accompanying drawings wherein:

Exhibit _ A
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FIG. 1 is a schemnatic diagram of the relationship and

intemcnonbetweenanmtendmgregstereduseranda
registration authority of software on media secured accord-
ing to a first embodiment of the invention;

FIGS. 24, 2b and Zc are segments of a fow chart of the
proceduze to be followed during registration of software by
& user according to a first embediment of the invention;

'FIG. 3 is a fow chart of alternative boot processes
according 10 a second embodiment of the invention;

FIG. 4 is 2 persoual information dizlogue box relating to
the procedure of FIGS. 2a, 2b, 2¢ in accordance with a third
embodiment; .

FIG. 5 is a schematic diagram of a gystem according to a
fourth embodiment of the invention;

- FIG, 6 is an implementation of the fourth embodiment of
FIG. 5 in relation to a CD ROM drive;

FIG, 713alog|.cﬂowchartmmlanonl.othedwuderbox

of FIG. §;

FIG. 3 is & block diagram of a gemeralized system
according to a fifth embodiment of the invention;

FIG. 9 is a block diagram indicating one particular
cxample of generation of a registration number for the
system of FIG. 8; and

FIG. lﬂmaschemancdsamdammm

compnmg 3 particelar example of the generalized system
of FIG. 8.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT -

. Ttis tobe understood that, in its various embodiments, the
present invention is for the protection of digital code/
software by control of permission to use the digital code/
software, A bardware platform and a remote registration
station implemenied at least partially by means of electronic
hardware are required by the various embodiments,

The code/soflware to be protected requires at least some
adaption to be usable with the invention in itz various
embodiments. The adaptation can be vniversal for all copies
of the codefsoftware to be protected. -

First Embodiment

With refererce to FIGS. 1 and §, the system according to
embodimes of the invention is designed and adapted to
allow digital data 39 or sofiware 1o rmn in & use mode on a
platform 31 if and only if an appropriate licensing procedure
bas been followed. In particular forms, the system includes
means for detecting when parts of the platform 31 on which
the digital data 39 has been loaded has changed in part or in
entirety as compared with the platform parameters whea the
software or digital data to be protected was, for example, last
booted or mn or validly registered,

The system relies on digital data or code 38 which forms
pazt of the digital data to be protected by the system, This
portion of the digital date, which preferably is integrzl to the
digital data to be protected, bas been termed the code portion
38 clsewhere in this specificaion The code portion 38
includes an algorithm adspted to gemerate a registration
mumber 66 or jocal licensee unique TD or registration key
which characterizes the licensee. In this instance, the local
licensee vnique ID gencrator which generates the registrz-
ton number comprises the execution of code 38 on
platform 31. ,

Exhibit
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The algorithm in the code portion is duplicated at aremote
location on 2 platform 67 under the control of the licensor or
its agents, and commumication between the intending Fe-
ensee and the licensor or its agent is required so that a
matching registration mumber or enabling key can be gen-
eraled at the remote Jocation for subsequent communication
tothe i licensee as 2 permit 10 licensed operation of

- the digital data 39 ip a nse mode.

10

15

35

»

Execation of the duplicated code portion on platform 67
mmpnses,mthlsmstance,meremote]mensecumquem
generaiing means,

Mode switching means can comprise execution of the
code portion which additionally performs a comparison of
the locally and remotely generated registration numbers.

Preferably, the code portion 38 s integral with the digital
data and can be identicat for all copies of the digital data. 1t
is the algorithm embedded within the code portion (and
which is duplicated at the remote location) which provides
a registration npmber which can be “unique” if the infor-
mauunpmwdedbyﬂlemtmdmghoenseeuponwhchthe
a{‘.gnfmmm relies when executed upon the platfomm is itself
L] quejl

Inanycvenl,mpa:hculmprefwediorms,amalnum—
ber (see further on) i8 inchuded in the registration rumber
generation algarithm which introduces an additionat level of
uniqueness into the registration number calelation process,

With particular reference to FIG. 1, a program comprising
digital data protecied according 1o a first embodiment of the
invention is suppled recorded on a magnetic dizk 3.

Included as part of the software on thar disk 10 is a
registration znd re-regiswation routine which executes
whenever the program protected by the arrangement of the
first embodiment “boots™.

‘With reference to FIG. 1 and FIGS. 24, 2b and 2c, the
operation of the security rontine will be deseribed on the
assamption that the program om the disk 10 protected by the
registration routine has not been registered on the platform
or is otherwise being loaded for the fixst time.

The prospective new user 11 inserts disk 10 into the user
PC 12 so Bs to e read by PC 12.

As part of the software installation procedure, the regis-
tration routire is activated causing a serfes of diglogue boxes
1o appear on the display 13 of the nser PC 12. Having
checked to casure that the sofiwars has not previouesly been
registered on the PC 12, a dialogne box A (in FIG, 24) is
displayed which provides the user with a choice of either
seeing a demonstration of the software (which typically has
features such as save and/or print disabled) or attematively
an invitation to register ownership/licenses of the software
(after which alf feamues of the software are made avatlable
to the user).

If the register option is selected or if the user cancels the
demonstration iz favor of registration, then a contact dia-
logue box B (in FIG. 2a) is presented on the display 13
which provides a list (stored on disk 10 as part of the
registration rountine) which provides for example, names and
contact nombers of the software publishing company
together with other general product informarion.

Following the user’s indication of agreement during dis-
play of license details (box Bl) to proceed to register, the
user can contact the registration center after filling out the
1egistration dialogue box C as detailed below. After selecting
“contioue”, the registration routine begins the first step in the
generation of a security key which will be vnigue to the
current copy of the software and 1o certain features of the
eavironment in which it runs,

A
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Ag shown in FIG. 2b, the first step in the peneration of the

security key comprises the generation of a serial number
generated from the current time on the sysiem and, in this
example, the last modify date of the software and other
information from the computer environment. The serial
mumber is encrypted and rearranged and thes presented as a
mumber in the registration dialogue box on the display 13.
The registration dialogue box C (in FIG. 2b) prompts the
user for details unigue to that user (including, for example,
name, company, address, state, contact number) together
" with financial detafls for payment for the purpose of becom-
ing 2 registered user of the software protected by the
registration routine (for example Mastercard or corporate
account mmmber details), This information, unique to the
user, is passed through a registration member algorition 14
(represented symbolcally in FIG. 1) which gererates -a
registration number or security key from the information
. unigoe to the user ogether with the serial oumber previously
generated. The registration mmber or security key is not
made available to the user of the PC 12 by the PC 12.
An identical registration oumber glgorithm 14 resides on
the registration autherity PC 15. As an integral part of the
registration procedure, the prospective new user 11 commu-
nicates the information unique to the user which was entered
by the user on the user PC 12, along with the serial momber
generated by the nser's algorithm, to the registration anthor-
ity 16. The registration anthority feeds this information into
the registration anthority PC 15 wherein the registration
number algorithm 14 should produce an identical registra-
tion number or security key to that produced by the user PC

12 if the details communicated to the registration anthority

by the prospective new user 11 match with the details that
have been eatered on the nser PC 12, Optionally, the user
can communicate the infermation to the registration author-
ity electronically, e.g., by fex or modem or tome phope.
As 2 final stage in registration (refer to FIG. 2d), the
registration anthority 16 provides the registration nomber

penerated by the registration authority PC 15 to the nser 11. .

The user 11 enters the registration number into the nser PC
12 where the registration routine checks fo see whether the

emtered regisiration number matches the calcutated repistra- |

tion nomber, If the two match, then a valid registration has
taken place and access is provided by the registration routine
to a full eperating version of the software protected by the
registration routine. If there is no match and a preference file
(which stores the user details) does not exist then a dialogue

5

it

15

is

box D (FIG. 2¢) appears on the display 13 of user PC 12

providing the prospective new user 11 with the opportrmity
to check hisfher detsils or switch to the demonstration
version of the software protected by the registration routine.

Again, the registration authority PC 15 can provide to PC
12 the registration number which it gegeraies by electronic
. means such as modem communication,

1t will be evident that it is not obvious to the prospective
new user 11 that the registration number which unlocks the
full version of the software protected by the registration
routine ig, in fact, penerated from an algorithm residing on

- the magnetic disk 10 and that it forms part of the software
to which accesa is desired.

In this mzmner, the registration procedure outlined above
ensures that exactly the same details entered by the prospec-
tive new user on histher user PC 12 are those details
recorded by the registration aothority 16, It will also be
evidert that the procedure does not zequire each mapnetic
disk 10 containing a copy of the sofiware to be protected to
bave a unique registration number recorded o the disk at the

55
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time of distribution of the disk. Fach copy has exacily the
same - registration mumber algorthm located wpon it A
unique registration mrmber or “security key” is generated
only at the time of registration from the detafls supplied by
the prospective new user 11

The registration routing behaves generally as follows
where sny copy of the protected software boots. In this
gituation, the registration roatine checks at the Hme of boot
to see what registration details are present for that particular
copy of the software. If no details are present, then it is
assumed that the PC is booting from a newly distributed
magnetic disk and registration is #© occur for the first time.
The registration procedure in that case is that followed in
respect of FIGS, 2w, 2 and 2c,

In the event that registration details are present, then the
registration routine checks a number of parameters which
are expected to be unique to the environment in which the
software to be protected operates. In this embodiment, the
parameters checked ave hard disk volume name, user name,
and computer name and user password and hard dise ini-
tialization date (not generally user configurable on the Apple
Macintosh computer). The registration toutine then checks
these parameters against the commesponding derails that it
finds from the operating environment of the computer on
which the software is runming. If 3 designated combination
of these details matches then it is assumed that a propesly
authorized and registered copy of the software is rnning
and full access to the software is allowed.

In this manner, it is Guite in onder for users to provide
other users with copies of the software protected by the
secnrity routine. The security routine attached to the soft-
ware to be protectsd determines from the envircnment in
which it operates whether an additional registration fee is
required. If it i3 determined by the registration routine that
this is the case, then the registration routine has the capa-
hility to provide a fresh registration mumber as part of an
authorized registration procedure pending which the pro-

* tected software reverts to demonstration mode,

Secomd Embodinrent

(Ao re-registration)

According 1o a second embodiment, a more sophisticated
procedure suitshle for checking at first boot and at subse-
quent boot iz shown in flowchart form in FIG. 3.

This procednre incorporates redundancy to cope with
situations where the key file containing the information from
which the current nse has been anthorized may have been
deleted or does not exist on a subseguent boot.

The distinction a5 against the first embodiment is that a
“key file" is created at the time of registration of the software
and a duplicate key file is also created at the same time. The
duplicate key file is arranged to be stored on the computer
at 4 Jocation separate from the program to be protected. In
the case of the Apple Macintosh comgpnter the duplicate key
file can be stored in the “system” folder

Both the key file (stored with the software) and the
duplicate key {lle are encrypted and both conain identical

1. The user registration details including the serial num-

ber,

2. The environment details of the computer, and

3. Details of the application protected by the security

routine for which registeation is to be or has been
obtained.

With reference to FIG. 3, whenever the protected appli-
cation boots, a check is made by the registration routine to
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determine whether registration details exist in the key fle of
the protected applicatfon If they do, a comparison is made
by the registration routine between what is stored in the key
file and the environment to determine whether a change has
taken place to the environment as compared with what is
stored in the key file. If no chumge is detected, then the
protected application is permitted to ran nommally.

Ifthe:‘emnoregsuwondewlspmmlnthehceyﬁleor
if the above-referenced comparison between the key file
conients and the application does not show a match, ther the
re-registration routine of FIG. 3 looks for the existence of a
duplicate key file within the environment. If a uplicate key
file exists, then the information contained within that dupli-
cate key file is copied to the application key file and
comparisons as previously described as between the key file
detaﬂsandthemﬁmnmentandappﬁcaﬂonmmade.lfthe
comparison is positive, then the protecied application is
allowed to run normially. I the comparison proves negative,
thentheprotectedapphcanonlspmmdtomnbyﬂm
registration routine in demonstration mode only. If a dupli-
eatekeyﬁlmsfoundnntmmstatallmdthemmﬂkcy
file, if present, brings a negative result, then the protected
application is allowed to nun in demonstration mode only.

This arrangement provides improved durability for the
registration rontine in the sense that it is less likely that the.
Pprotecied application will be caused to fun in demonstration
mode for incorrect reasons..

Tracking System
With reference to FIG. 4, 2 modified form of the dialogue

i)

box C of FiG. 2b is shown which includes provision for

entry of "your nser number” in bax 21,

At the time a prospective new user enters his/her detals
into the other boxes comprising the dialogue box C, there is
an option for the user fo enter a nzer number into box 21, The
user mumber is provided by the registration avthority 16 as
8 munber unique to that particular registered user. If the box
21 has the user number details inserted into it, then the
registration routine, When the next copy of the protected
application is made, will transfer the user number details
from box 21 to the “last user number” box 22, A similar
transfer will take place when next a copy is madé of the

. protected. application i and only if the person wishing to
register the next copy enters their user number details in box
21. If they do aot, then the last vser rumber details in box
22 remain as before. In this marniner, a tracking system is
available to the registration authority in the form of a tree
“where any given copy is identified by its ancestry based on

current and previous nsef nurber as entered into boxes 21

and 22.
Self-Serinlization

In a particular embodiment, & process termed “self-seri-
aljzation™ can be utilized to produce the serial pumber 50
which is displayable to the user/licensee as illustrated in
FIG, 4. .

The serial mlmber'mlsdlsgmsedbyuscofamﬁomor
pseudorandom number inpat to the algorithm which pener-
ates the serial mmmber at the time of first boot of the software
as part of the initial repistration procedure. For example, the
serial number, when generated by the self-seralization pro-
cess, can be generated by a random mumber rontine forming
part of the registration software or it can be generated by the
registration software with reference to data which is avail-
able in a widely varying fashion: on the platform on which

. The software is located—for exampte, a time reference on the
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platform. The serisl number 50 gemerated by the sclf-
serialization process can be a required input to the registra-
tiog algotithm from which the registration pumber is gen-
erated, Cleaxly, the serial numbser 50, as determined and
dispiayeq to the user, will then be required to be commn-
nicated to the registration authority for input to the regis-
tration autherity’s registration oumber generating algorithm.

Tt will be observed that a serial number 50 generated in
this manner is likely to be displayed as a different pumber on
each platformi on which the software to be protected is to be
nm and comprises a randomized input 10 the registration
algmthmwhlchmdetatmnedmddctmmnab]eonlyatthe
time of registration,

Fifth Embodiment
With reference 10 FIG. 5, there is shown in schematic
form a microprocessor 30 adapted to operate under an
operating system orupon a platform 31 such as, for example,
MicroSoft DOS or Macintosh System 7. The platform 31
allows relatively high level commands to be used to cause
the microprocessor 30 to interact with input/ontput devices
such as keyboard 32, monitor 33, loudspeaker 34, mernory

35 and magnetic or CD ROM disk 36.

By way of example a word processing program compris-
mgalengthofcodeordigml dmaS?hasbeenwplcdonto

'Ihedzgﬂaldatai&?mchdesmpsﬁaﬁmmdeporhon%
and nse code portion 39.

The digital data 37 is arranged in such a way that when
microprocessor 30 seeks to first execute the digital data 37
by way of operating system or platform 31 the digital data
comprising the registration code portion 38 is caused to
execule first in 2 manner previously described in reference
to the first embodiment of the invention. The exceution of
the digital data comprising the tegistration code portion 38
in conjunction with the operating system or platform 31
comprises a mode switcher which will permit the micropro-
cessor 30 to execute the use code portion 39 of digital data
37 only in 2 demonstration mode nnless and nntil regisira-
o involving reference to an external registration authority
is first completed successfully. This registration procedure {s
as previously described with reference to the first embadi-
meat,

The digjtal data 37 can comprise, for example, a word
procesging program such as Wordperfect 6.0 available from
Wordperfect Corporation. The registration code portion 38 is
integral with the digital data 37 comprising the word pro-
cessing program. The registration code portion 38 inchides
the algorithm for caleuiation of the registration mumber as
previcusly described in respect of other embodiments of the
invention.

1t will be appreciated that the registration code portion 38
effectively forms simply a past of the software or digitat data
37 to be protectediregistered and that the digital data 37 will
be or'can be identical for all copies of the word processing
program produced. The registration code portion 38 allows
aunique link to be made between the digital dats 37 and an
indivicual authorized or ticensed to use the digital date 37 by
way of initial execution of a copy of the digital data '
comprising registration code portion 38.

With reference to FIGS. & and 7, a specific realization of
the fifth embodiment wili be described.

With particolar reference to FIG, 6, a decoder 51 is
taterposed in the datapath from the CD in CD player 52 and
a digital-to-analog converter 53. The digital-to-analog con-

a
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verter 53 is the device by which digitally encoded munsical
or video information residing on CD ROM 54 i3 coiyverted
10 analog form suitable for playback on current mass pro-
duced television sets (video) or hi-f sets {andio).

The decoder 51 comprises part of the pladform upon
which the digital data 37 is executed and inchides means to
interpret the eode portion 38 of the digital data 37 whereby
the registration system i3 implemented such that the digital
data 37 and, more particularly, the use code portion 3% of
that digital data 37 ¢an be executed on the platform in a use
mode only if the registration procedure to' which reference
hasbemmadcmmspcctofpmnousembodmmlshasbean
performed.

The registration code portion 38 can include a preview or
demonsiration related to a subset of the balance of the digital
data on the CD 54 which can be executed by the platform
without license.”

The decoder 61 includes LCD display 55 and keypad 56
whereby the licensee enter information via keypad 56
and receive information via the LCD display 55 for the
purpose of the registration procedure.

In addition a smart card (SRAM)} 57 is receiveble by the
decoder 81 for the purpose of customizing or amending
operation of the decoder 51.

With reference 1o FIG. 7, the registration procedure
following insertion of CI¥ 54 into CD player 52 is as follows.
‘The user uperates the play control and decoder 51 reads from
CD 54 code portion 38 of digital data 37 located thereon and
executes this code so as to determine whether the digital data
is already licensed for the platform. If not, a demonstration
is commmnicated via digital-to-analog eonvester 63 whilst
the user determines whether to register as a licensee of the
digital data 37 in the manner indicated in the Bowchart of
HG. 7.

Sixth Embodiment

With reference to FIG, 8, there is shown a block diagram
of 2 system according to-a further embodiment of the
invention which is to be read in the context of the eardier
generalized degcripton in respect of FIG, 1.

The system ilkustrated in FIG. 8 operates in the mammer
generally described in respect of previous embodiments and
as generally outlined in the diagram. In the context of the
block C illustrated in FIG. 4, and with reference to FIG. 9,
the algorithm, which generates the unique uger identification
and which is resident both as the registration code portion 38
in digital data 37 integrally bound to use code portion 39 for
execution on local platform 31 and also as remote algorithn
6L, is attarhed to registraton database program 62 for
execution on the remote platform 63.

" The algorthm, in this embodiment, combines by addition
thesmalnmnberﬂlmthlhesoﬁwarepmductmcﬂand
customer information 65 and previons user identification 22
to provide registration nurnber 66.

As discossed earlier, all of the jtems to be summed,
uamely items 58, 64, 65 and 22 must he communicated to
the remote licensee unique ID generator 67 by the intepding
Ycensee whereby algorithm 51 causes the production of a
registration mumber 66 which matches identically with the
locally produced registration number. When mode switcher

68 verifies the match, then the mode switcher 68 allows-

execution on platformn 31 of the foll user program 39,
Prior to allowing execution of the full program, mode
switcher 68 will also check whether platdform ID 69 has
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changed a5 provided to it by platform unique ID generator

Inthisembodiment,malnnmbeﬁlmwmpﬂsedoftwo
components, namely systern information 71 and & variable
key portion 72. The variable key portion 72 provides the
characteristic of scif serialization described easlier in the
specification and, in this embodiment, is generated at the
tirne of registration on platform 31 by reference to a variable
platform parameter, in this case reference to system time
Information, although other paraméters which are variable
can be utilized in dther embodiments.

System information 71 can include information which
identifies the hardware cormprising the plaiform 31 on which
the user program 39 is 10 be executed such as, for example,
CPU number (where available), or unique parameters asso-
cisted with the firnware in nse. The system information,
optionally, can further include system configuration infor-
mation such as amonnt of memory, type of processor etc,

It will be noted, therefore, that serial number 50 will
appear to an intendfing licensee when it appears on screen as
per box Cin FIG. 4 as an apparently random variable having
no obvious link to the platform 31 or the aser program 39,

However, when the serial oumber 50 is communicated to
the remote licensee nnigne ID generator 67 a secondary
algorithm complementary to the algorithm which generated
the serial number including variable key portion 72 and
system information 71 is able to “decode™ or otherwise strip
away the variable key portion 72 30 as to mske use of the
systemn information 71 if allowable and desirable in the
circumstances.

‘Whether the system information 71 15 utilized or not, the
serial numnber 50 generated in this manner provides an input
to the algorithm which penerates registration pumber 66
which presenta as an apparently variable parameter thereby
rendering “cracking™ of the software registration system
more difficult and enlikely.

Seventh Embodiment

The schematic diagram of FIG. 10 illustrates a substan-
tially bardware implementation of the invention applicable,
for example, for implementation of the CD arrangement of
FIG. 6 or the more generalized arrangement of FIGS. 8 and’
9,

In this embodiment, a prospective aser 80 of digital code
81 on media 82 by its execntion on platform 83 firstly inserts
‘the media 82 into an appropriate digital code reading device
within platform 83 {e.g., 2 Hoppy disk drve or 2 CD ROM
drive).

Customer information C is provided by user 80 both
direct to local encoder/deceder 84 and also to local adder or
sumamer 38. -

Additionally, product information P derived from media
82 (typically via platform 83) or else via the intermediary of
the user (signified by the small man symbol) is providead to
encoder/decoder 84 and to spmmer 85.

Finally, a serial number § derived from platform 83 is
supplied either directly or via the intermediary of user 80 to
encoder/decoder 84 and to summer 85.

Summer 85 acts as a local Yicensee umique ID generating
meang by combining, by addition, customer information C,
product information P and serial oumber § in order to
provide a local licenses wmigue 1T} here designated Y,

Encoder/decoder 84 transmits the serial momber S, the
customey informatios C and the preduet information P via
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modems &, 87 over the public switched telephone network
to 2 remote encoder/decoder 88 which, in torm, supplies
signals 8, C and P to the inputs of remote surmmer 89,
Remoie summer 89 combines these signals by addition
(theretry acting as.a remote Keense unique JD generating
means) so a5 to provide a sutemed output, here termed X,
which represents a licensee unique ID or enabling key which
should match identically with the local Gcensee wrigue ID or
registration key or registration mmber Y if inputs S, C and
'P to summers 85 and 89 are identical.

1p

The licensee unique I termed X is transmitted back via -

encoder/decoders and modems 84, 86, 87, 88 1w comparator

' 90wh1chouq:utsalnghsagna]1erquaIsYThmcond1tmn
comesponds to the local licensee unique ID matching with
thehcenseeumque]])genemedattheremutelommnby
the remote licensee unique ID generating means generally
comprising summez 89.

Digital code 81 on media 82 comprises code identified as
ademonstration portion D together with code identified as a
use portion U. There may be other kinds of code designated
O a5 well.

Code 81 is executed on platform 83 (for example, a
microprocessor or a substantially hardware based, dedicated
playback device such as a CD drive) with the code being
passed through a mode switcher comprising first gate 91 and
second gate 92 together with relay 93.

First gate 91 energizes relay 53 so as to permit execution

of code of type I but net code of any other type such as of
ype U.
" Second gate 92 permits execution of aay. kind of code by
closure of relay 93 provided only that the ontpu? of com-
parator 90 is high (Which is to say that X equals Y or that the
local licensee unique ID matches with the licensee umique
IDgenmtedbtheremotehcenseeuniqneIDgenemting
means comprising snmmer 89).

Comperator 90 together with gates 91, 92andrelay93
comprise one particular form of mode switcher or switching
platform 83 of various kinds of code such as the code of
types D and U, -

Industrial Applicability

The aforementioned may be applied either in dedicated
electronic hardware or by means of more generalized digital
computation devices such as micreprocessors and the like
whereby digital code or software (which may incorporate at
least part of the code which, when executed, acts as a
licensee unique ID generator) is fally enabled only after
following a specified licensing proceduore.

" The above describes culy some embodiments of the
present invention and medifications, obvious to those skilled
in the art, can be made theretp without departing from the
scope and spirit of the present invention.

What is claimed is:

1. A registration system for licensing execntion of digital
data in a use mode, said digital data executable on a
platform, said system incloding local licensee wmique ID
generating means and remote leensee unique ID generating
means, said system further including mode switching means
operable on said platform which permits use of said digits]
data in said use mode on said platform only if a licensee
unique 1D first generated by said local licensee unique ID
generating means has matched 3 licensee unique ID subse-
quently generated by said remote Hcensee unique TD gen-
erating means; and wherein said remote hcensee unigque ID
generating means comprises software executed on a plai-
form which includes the algorithm utilized by said local
licensee omigue I} generating means to produce said lie-

kL
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ensee unique 1D,

2. The system of claim 1, wherein said local licensee
umique IT generating means gencrates said local licensee
wnique ID by.execution of a registration algorithm which
combines information in accordance with said algorithm,
gaid information wmiquely descriptive of an intending lic-
ensee of said digltal data to be executed in said use mode.

3. The system of claim 2, wherein said mode switching
mennspemﬁtsoperaﬁonofsaiddigitaldatainsaidusemode
in subsequent execution of said digital data only if said
hwnseeumquemgmemtedbymdlwalhcenseeumque
1P generating mezns has not changed.

4. The system of claim 3, wherein said local licensee
unique TD generating means comprises part of said digital
data when exXecnted on said platform.

§. The system of claim 4, wherein szid mode switching
means comprises part of said digital data when executed on
said platform. -

6. The system of claim 5, wherein the information utitized
by said local licensee unique ID: penerating means 0 pro-
duce said licensee unique ID comprises prospective Hosnsee
details including at least ‘one of payment details, contact
details and name.

7. The system of claim 1, said system further including
platform unigue I generating means, wherein said mode
switching mesns will permit said digital data to num in said
use mode in subsequent execntion of said digital data on said
platform only if said platform unique ID has not changed.

8. The system of claim 7, wherein said platform unique ID
generating means comprises part of said digital data when
excouted on said plarform,

5. The system of claim 8, wherein said platforin nniqee ID
generating means utilizes hard disc or other platform mfor-
mation to determine said platform wnique ID.

10, The system of claim 1, wherein said platform com-
prises a computer operating system environment.

11. The systsm of claim 10, wherein said digital data
comprises a software program adapted to run under said
operating system environment.

12, A registration system attachable to software to be
protected, said registration system generating a security key
from information input to said software which omiguely
identifies an intended registered user of said software on a
computer on which said software is to be Installed; and
wherein said registratfon system is replicated at a registra-
tion authority and used for the purposes of checking by the
fegistration anthority that the information unique to the user
is comectly entered at the time that the security key is
generated by the registration system.

13. The registration system of claim 12, wherein said
secority key is generated by a registration namber afgorithm.

14. The registration system of claim 13, wherein said
registration number algarithm combines information entered
by a prospective registered user unigue to that vser with a
seris] number generated from information provided by the
environment in which the software to be protected is to mn,

15. The registration system of claim 12, wherein said
registration system checks at the time of boot of said
software as to whether it is a first boot of the software to be
protected or a subsequent boot, and, if a subsequent boot is
detected, then erivironment and user details are compared to

. determine whetber the program reverts to a demonstration

mode and a new user registration procedure is to commence
or 2 Tull version rum.

16. The registration system of claim 15, wherzin said
environment details comprise ar least one element which is
1ot user-configurable on the platform.
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17. A method of control of distribution of software, said
method comprising providing mode-switching means asso-
ciated with said software adapted to switch said software
between a fully enabled mode and a partly enabled or
demonstration mode, said method further comprising pro-
viding registration key generating means adapted to generate
a registration key which is a function of information unique
to an intending user of the software; said mode-switching
means switching said software into fully ensbled mode only
if an enabling key provided to said mode-switching means
by said intending user at the time of registration of said
software has matched identically with said registeation key;
and wherein said enabling key iz communicated to said
intending user at the time of registration of said software;
said epabling key penerated by a third party means of
operation of a duplicate copy of said registration key gen-
erating means.

18, The method of clatm 17, wherein said registration key
is also a function of the environment in which said software
is installed.

19. A remote regisiration station incorporating remote
licensee unique ID generating means, said station forming
part of a registration systern for licensing execution of
digital data in a use mode, said digital date executahle on a
platform, said system incloding local Licensee unique ID
generating means, said system further including mode
switching means operable on said platform which permits
use of said digital data in said use mode on said platform

Exhibit
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only if a licensee unique ID generated by said local licensee
unique ID generating means has matched 2 licensee nmque
ID generated by said remote licensee unique ID generating
means; and wherein said remote licensee unique ID gener-
ating means comprises software executed on a platform
which includes the algorithm utilized by said local licensee
unique I} generating means to produce said licensee unique
D

20. A method of registration of digital data 20 2 to ensble
execation of said digital data in a use mode, said method
comprising et intending licensee operating 2 registration
system for licensing execution of digital data in a use mode,
said digital data executable on a platform, said system
including loca) licensee umique I genkrating means and
remole licensee unique ID gemerating means, said system
further including mode switching means operable on said
platform which permits 113¢ of said digital data in said use
mode on said platform only if a licensee unique D generated
by said local licensee wnique ID gencrating means has
matched a licensee unique TD generated by said remote
licensee unigee JD generating means; and wherein said

- remote licensee unique ID generating means comprises

25

software executed on a platform which includes the algo-
rithm utilized by said local licensee wnique ID generating
mesys (o produce s21d Keensee unigue ID.
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