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IN THE UNITED STATES DISTRICT COURT - = &+ -

FOR THE EASTERN DISTRICT OF TEXAS  5.0ovoy o o o

MARSHALL DIVISION

ENHANCED SECURITY RESEARCH,

LLC, a Texas Limited Liability Corporation
Plaintiff,

Civil ActionNo, 2-07CV =481

VS.

JUNIPER NETWORKS, INC., a Delaware JURY TRIAL: DEMANDED

Corporation,

Defendant.

L A S A s Sl D 3 A s Ay LAY LA

COMPLAINT FOR PATENT INFRINGEMENT AND JURY DEMAND

Plaintiff Enhanced Security Research, LLC ("ESR") for its Complaint against Defendant

Tuniper Networks, Inc. ("Juniper") alleges:
THE PARTIES

1. Enhanced Security Research, LLC ("ESR") is a Texas Limited Liability Cotporation
having a principal place of business of 2341 Spaulding, Berkeley, CA 94703

2 Upon information and belief, defendant Juniper Networks, Inc. ("Juniper") is a
Delaware corporation having its principal place of business at 1194 North Mathilda Avenue,
Sunnyvale, CA 94089.

JURISDICTION AND VENUE

3 The court has subject matter jurisdiction pursuant to 28 US C §§1331 and
1338(a) because this action arises under the patent laws of the United States, 35 U.S.C. §§1 et
seq. Venue is proper in this federal district pursuant to 28 U S C. §§1391(b)-(c) and 1400(b) in
that Juniper has done business in this District, has committed acts of infringement in this District,
and continues to commit acts of infringement in this District, entitling ESR to relief.

INFRINGEMENT OF U.S. PATENT NO. 6,119,236
4. On September 12, 2000, United States Patent No. 6,119,236 ("the '236 patent™)

was duly and legally issued for inventions entitled "Intelligent Network Security Device and
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Method." ESR holds all rights and interest in the '236 patent. A true and correct copy of the
'236 patent is attached hereto as Exhibit A,

5. Upon information and belief, Juniper has infiinged, contributed to infringement,
induced infringement, and continues to infringe the 236 patent. The infringing acts include, but
are not limited to, the manufacture, use, sale, importation, and/or offer for sale of past, present,
and future versions of Juniper Networks' IDP appliances, software, updates, and related offerings
including but not limited to IDP 50/200/600/1100, IDP 10/100/500/1000, and IDP 4 0; and
inducement of others to manufacture, use, sell, import, and/or offer for sale of such products.
Juniper is liable for infringement of the 236 patent pursuant to 35 U S.C. § 271.

6. Tuniper's acts of infringement have caused damage to ESR and ESR is entitled to
recover from Juniper the damages sustained by ESR as a result of Junipet's wrongful acts in an
amount subject to proof at trial. Juniper's infringement of ESR's exclusive rights under the
"236 patent will continue to damage ESR, causing irteparable harm, for which there is no
adequate remedy at law, unless enjoined by this Court.

7 Upon information and belief, Juniper has knowledge of its infringement of the
236 patent, yet Juniper continues to infringe 236 patent. Juniper's infringement of the
236 patent is willful and deliberate, entitling ESR to increased damages under 35 U S.C. § 284
and to attorneys' fees and costs incurred in prosecuting this action under 35 U.S.C. § 285

INFRINGEMENT OF U.S. PATENT NO. 6,304,975 B1

8. On October 16, 2001, United States Patent No. 6,304,975 B1 ("the '975 patent™)
was duly and legally issued for inventions entitled "Intelligent Network Security Device and
Method." ESR holds all rights and interest in the '975 patent. A true and correct copy of the
'975 patent is attached hereto as Exhibit B.

9. Upon information and belief, Juniper has infiinged, contributed to infringement,
induced infiingement, and continues to infringe the '975 patent. The infringing acts include, but
are not limited to, the manufacture, use, sale, importation, and/or offer for sale of past, present,
and future versions of Juniper Networks' IDP appliances, software, updates, and related offerings

including but not limited to TDP 50/200/600/1100, IDP 10/100/506/1000, and IDP 4 0: and

]
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inducement of others to manufacture, use, sell, import, and/or offer for sale of such products
Juniper is liable for infringement of the '975 patent pursuant to 35 U.S.C. § 271.

10.  Juniper's acts of infringement have caused damage to ESR and ESR is entitled to
recovet from Juniper the damages sustained by ESR as a result of Juniper's wrongful acts in an
amount subject to proof at trial. Juniper's infringement of ESR's exclusive rights under the
'975 patent will continue to damage ESR, causing irreparable harm, for which there is no
adequate remedy at law, unless enjoined by this Court.

11.  Upon information and belief, Juniper has knowledge of its infringement of the
'975 patent, yet Junipet continues to infringe '975 patent. Juniper's infringement of the
'975 patent is willful and deliberate, entitling ESR to incteased damages under 35 U.S.C. § 284
and to attomeys' fees and costs incurred in prosecuting this action under 35 US.C. § 285.

PRAYER FOR RELIEF

WHEREFORE, Plaintiff ESR requests entry of judgment in its favor and against Juniper
as follows:

a) Declaration that Juniper has infringed U.S. Patent Nos. 6,119,236 and 6,304,975
B1;

b) Permanently enjoining Juniper, its officers, agents, employees, and those acting in
privity with them, from further infiingement, contributory infringement and/or inducing
infringement of U.S Patent Nos 6,119,236 and 6,304,975 B1;

c) Awarding the damages arising out of Juniper's infringement of U.S Patent
Nos. 6,119,236 and 6,304,975 B1, including enhanced damages pursuant to 35 U.S.C § 284, to
ESR, together with prejudgment and post-judgment interest, in an amount according to proof;

d) An award of attorneys' fees pursuant to 35 U S C. § 285 or as otherwise permitted
by law; and

e} For such other costs and further relief as the Court may deem just and proper.

DEMAND FOR JURY TRIAL

ESR hereby demands a trial by jury on all issues.
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DATED: November _ , 2007 Respectfully submitted,
TOWNSEND AND TOWNSEND AND CREW LLP

By fmm

I J. Furni$s
CA State Bar No. 73531
dif@townsend.com
379 Lytton Avenue
Palo Alto, CA 94301
Telephone: (650) 326-2400
Facsimile: (650) 326-2422

Steven P. Fricke

WA State Bar No. 25070
spfi@townsend com

Jeffrey W. Reis

WA State Bar No. 18587
jwreis@townsend.com
TOWNSEND AND TOWNSEND AND CREW LLP
1420 Fifth Avenue, Suite 4400
Seattle, WA 98101-2325
Telephone: (206) 467-9600
Fax: (206) 623-6793

S. Caivin Capshaw

State Bar No. 03783900
ccapshaw(@mailbme.com
Elizabeth L. DeRieux

State Bar No. 05770585
ederieux@inailbme.com
BROWN McCARROLL, LLLP
1127 Judson Road, Suite 220
P.O. Box 3999

Longview, Texas 75601-5157
Telephone: (903) 236-9800
Facsimile: (903) 236-8787

Attorneys for Plaintiff
ENHANCED SECURITY RESEARCH, LLC
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[57] ABSTRACI

An inielligent network security device ¢ TNSD ) (36) oper-
ates in a local area potwork (W EANT) {12} according to an
intelligent network security method (30). The LAN (12} has
a phecality of computers (14) and connects to the internel
(16 through a fivewall (18) The INSD (10) residos within
the T AN (12) such that data traversing between the TAN
(12) and the internel (16) &s accessible thereto The INSE
(10} lnoks for code and patterns of behavior and assigns a
value to perceived atfempied security breaches The INSD
(10} then directs the firewall (16) to take any of a prescribed
plarality of actions . Irased upon such valie

19 Claims, 2 Drawing Sheols
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6,119,236

1

INTELLIGENT NETWORK SECURITY
DEVICE AND METHOD

CROSS REFERENCE YO RELATED
APPETCATION

Lhis application is a continuation i put of US patent
application Ser No 087720563 filed Oct 7. 199¢ now
abandoned which is incowporated by reference herein in its
CIUrely

TECHNICAL FIELD

The present invention relates to the field of computer
security, and more particularly o @ device und methed for
the prevention of wnsuthorized infrusion into computer
networks aud systems The predominant current usage of the
preseat iosentive inelligenl network seowrity device and
mie hod 3s tn the interface between local arca networks and
the interpot

BACKGROUND ART

The peed for network security today is beyvond question
Mot only are there thieves intent on stealing valuable data
and puiling it to thelr own misuse, computer networks must
alser be made secure against the many pranksters who would
introduce viruses and geperally try to cause wrouble for
reasons mare arcine o obiuse

1he neced for simple security measures has beca apparent
essentially since the inception of computers Before com-
puters were hooked together birto nctworks, physical sccurity
(keeplng unnuthorized users sway from the computer) was
venerally decmed adequate Passwords ofiwen supplemented
the physical security, were initially used as esseniially the
only means of compwier based security, cven after comput-
ers were Hnked together into private local and wide area
networks But the devious nature of the tmman mind is such
that many view a locked door as & chailenge rather than as
& harrier which should not be passed lnevitably people with
less then henorable intentions learned {o bypass passwords
and other such simple scourity devices In response,
improved security devices and methods were impiemented
and, in turn, in responsc to that there were developed means
and methads to defeat the improved secuxity

Wilh the advent of the laternet, the traditional security
concurns have yet another aspect. When a computer sysiem
is consected 0 amd interacting with the internst, it Is no
longer possible {0 deny access outright to the outside world,
or o limit such access to a seleet few wsers with whom
claborate Individual secunty measures can be faken By
definibion, a computer network which interfaces with the
miernet is connocled o ey ety other computer and network
on be internet The only things preventing unauthonzed
access are lhe security measures employed by the individual
netwaorks. A rather thorough discussion of the need for and
histery ol compuier security #s found in Computer Securily
Basics by Deborah Russelland G 'T Gangeri Sy, published
by 'Reilly & Associales, Inc

In short, in considering computer network security in
relation to the isternel. two of the imporlant aspecis are
generally in opposition Securing the confideniality of data
is important, but so is maintaining the avatlability of the
network and data therein to authorized unsers. In a very
natrow sense, the wliimate secarity would be to disconnect
the network from the intemet allogether Ilowever, this
usually is clearly an unsatisfactory repalr, since it negates the
useful purposes for which the network was connecied 10 the
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inleenet o the ficst place Indecd, to dismpt or disconnect the
services provided by a nerwork to users who might access it
through the inlernel is, in many respects, fo succwmb 10 thase
“crackers” who would disrupt the effective security andror
operation of the networl

Within a networl, v arions securily messures can be put
into place 1o create what is referred to as a “trested” network.
But there is no offective conirol over the rost of the world
stich that users accessing s local area nedvork trom without
as through the internet, can In any wise be tusted One way
to pratect a frusted local area network withoul compleiely
cuiting off communication to the ouiside world © o set up
a gatewny computer (someiimes <alled a firowall) 10 isolate
local wsers Within the security perimeter of the local
network, uwsers may be able to commumcate lreely.

" Hawever, all messages sent to ot from users outside the Jocal

arca melwork must pass through the firewall compuler, o set
of conzputers, which will check route and frequently label
all information that passes through i, A firewall can be a
conventional computer tunning specific firewall software, or
a dedicated computer device specifically constmucied or
configured as a firewall The frewall can be dedicated solely
to performing the firewall fumetions, or it can also perform
additional functions such as packet routing or the ke, in
addition © 18 frewall functions

As can be apprectated in light of the above discussion.
there iz no such thing as a completely sccure system. The
best that van be hoped for is 1o stay one step ahead of these
pessons who would circumvent existing security measures
Accordingly, those who use firewalls are consistently
attempting o update the programuming of the firewall such
that new methods for penetrating the firewall will be
deteeted and abated A well knowa recent program named
“Satan’, which was produced z2nad made public by Dan
Farmer, has a seript of known mathods by which network
security can be breached, and Satan goes through this script
attempting to brsak into a network. Satan was deseloped (o
perform a good faith seowrity check on systems. and thal is
why it was made publicly available A program named
“Gabriel” has been developed to recognize » Satun attack
and 1o alerl the svstem to such an attack This is Hlustrative
of the fact that a firewall can be programmed 1o Tecognize 4
known type of attack on the system The firewall can also be
programmed to block access 10 a recogaized atlacker

To the iavenlor’s knowledge, the lirewall systems
described abowe represeat the current state of the art in
network security devites Such firewalls are quite cffective
at detecting and blocking the particular typss of nctwork
scenrity breach attempts which are anticipated 1n the con-
figuration and peogramming of the frewasl Maore
specilically, such firewalls will block data packets aceording
to the specific set of rules that is programmed 1nio the
firewall. Examples of such rules are; that a packet has 1o be
adldressed to 2 valid machine on the netwo:k, that the packer
cannol purport to be from a maching on the network and that
packet addresses cannol be any of the known invalid
addresses

Despite thelr cffectiveness for thelr imtended puspose.
known prior att Brewalls will oot provide the sori of flex-
ibility which may be nceded in the [ttwre In particular,
existing tirewalls are not readily adaptable 10 provide a
varicty of responses based upon dynamically modified infor-
mation Moreover, existing firewalls arc subject to brcack by
any new and unique methods for circumventing security, at
least until the programming of such a firewall is modified to
block sach new methods.

A US. Pat No 5,606 668, issued to Shwed, lcaches a
method for sasily programming a firewall While Shwed
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pravides a very useful invention, in tat it allows a lirewall
to be easily a quickly teprogrammed as necessary, it does nat
address the problem that it is litereally impossible to detcel
many sophisticated intrusion atlemys by examining packuts
one at a time That is, there may seemingly be nothing ahoud
any single packet which might alerl an observer w the fact
that something @ amiss with » saies of communications
Nor does Schwed does teach or predict a controller which
will dircetly dynamically control & fisewall wathout operator

intervention Thal is. alihough the Sewed nvention provides

5 significant improvement, with the exception of the
improved programming method, lbe invention faught by
Stiwed provides a programmed packet liller which is ool
differeni from the prior art.

DISCT GSURE OF INVENTION

Accordingly, 1t s an object of the present imvention o
provide a method and means for recognizing known and
previously unknown types of atsopls at Lreaching network
seCurity

1t is still ancther object of 1he present invention to proside
2 method and means for conttolling a network firewall to
hlock sophisticated atterupts al breaching network security

1L is yel anciher ¢bjoct of the present invention W provide
& method and means for providing setwork security while
also providiog minimal interference with normal usage ol
the network

1t is still anothar object of the present invealion tu provide
s method and means for intelligently controlling access 1o a
compuler network Tom oulside sources

it is yet another object of the present rvention to provide
a methed and means for coptrolling, setwotk security which
will sce attempts to contact even ‘rogue” computers within

& network. those being computers which are not specifically °

known to s retwork administrator.
1iis yet another object of the present i ention o provide
& nebwork security means and meihod which uses urtjficial

inteiligence techniques. including adapiive pattern

recognition, 1o recognize attcmpted security breaches

Tt 35 sul} another abject of the present invention (o provide
a network securily meaps and method which wan provide an
adaptable response appropriate (o both the type of bicach
attempt and the source and quantity of such breack attempts

Briefly, the preferred embodiment of the present inveation
is an intelligent network securily device residing within a
computer locad area netwosk which device will examing
information being communicated within the network In an

Ethernet system, the device will examine dats packets to

recognize suspicious patterns of behavior The device will be
connecied to control a fivewall such thel wnautharized ot
disruptive ountside users will be blocked from avcessing the
network. Blocking will occur in several degrees, depending
upom the assigned sericusness of a breach attempt, such that
less seriows perceived attempts will be allowed to continue
te commumeate with the network at some level, or 1o resume
communications atler a period of time The various degrees
of blocking are provided such that perpetrators of inadvert-
ent fmproprietics, and the like, will nol be punished by
absolute banishment from the systern-—which result would
itself, probably be an undesirable effect

An advantage of the present invention 1s that sach and
every specific type of atiempt at breaching network security
need not be known and anticipated

A further advantage of the present invenfion is that
interference with normal network traffic is mimimal
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Yet another advamage of the present imvenlion s that it
can be usad with existing computers. networks. and periph-
eral hardware.

Srill another advaniage ot the present iavention is that 3t
is not dependent wpon knowiog the exact configuration ol a
network and’/or the exact inventory of users on the network

These and other objects and advantages ol the present
invention will become clear 1o those skilled [n the art in view
of the description of the best presently known modes of
carrying out the invention and the indusiial applicability ot
the preferred embodiments as described herein and ss illus-
nated in the several figures of the drawing

BRIEF DESCRIPTION OF DRAWINGS

#1G 1 is a diagrammatic view of 2 Jocal area network
tncorporating an imventive inteliigent network securty
device according 1o the present invention; and

$1G 2 is 2 flow diagram of an example of the nveniive
intelligent nctwork secusity method

BEST MODE FOR CARRYING OUT THE
INVINTION

this invention is described in a preferred cubodiment
the following description with reference to the Figures. in
which Eke numbers represent the same or similar clements
While this invention is described in terms of the best mode
for achies ing this invention's objectives, it will b appreci-
ated by (hose skilled in the arl thal variations may be
accomplished in view of these teachings withoul deviating
from the spirit or scope of the prescnt invention For
example, the present invention may be implemented usiog
any combination of computer programming software, firm-

ware or hardware As a preparatory step te practicing the
ording to the

clng an
invention, the compaler programming code (whether sufl-
ware or firmware} according to the invention will typically
be stored 1n one or more machine readable stoiage devices
such as fixed (hard) drives, diskettes, optical disks, magnelic
{ape, senriconductor memortics such as ROMs, PROMs, el
thereby making s article of maaufacture in sceordance with
the invention The aticle of manutacivre containing the
consputer programiming code is wsed by either executing the
code directly from the storage device, by copying the code
from the storage device into mother storage device such as
a hard disk. RAM. ctc o1 by transmitting the code on a
network for remore execution Ihe method form of the
invenilon may be practiced by combining one or more
machine readable storage devices containing the code
according to the present igvention wilh appropriate stundard
computer hardwase 0 cxecute the code contaied therein
An apparatus Tor praciicing the ipveation could be one or
more compitiets and siorage sysiems contaiing or having
nelwork acuess to computter program{s) coded in accordance
with the invention, and the method steps of the wvention
could be accomplished by routines. subrouiines, or subparts
of a computer program product

The inventive INSD is depicled ina disgrammatic view in
B3 1 and s designated therein by the peneral referenve
charscter 16, The INSD 10 is a part of a local area petwork
{(“LAN®Y 12 baving a plurality of computers 14 {nine
computers 14 are depicted in the sxample of FIG 1) The
LAN 12 is connested to the intermet 16 thirough 2 firewall 18
The compuiers 14, and other devices in the LAN 12 awe
{nterconnected through a pluradity of intecconnecting data
transmission media (such as wires, fiber optics, radio waves,
and the Hke), and preferably wires 20. in the conventionzl
mamer

smyeninn oF COTEED

IS OGIOG o Lonsirect anparafus ac
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in the example of T1( 1, the best presently konown
embodiment 10 of the present invention has the LAN 12
using an [itherpe! communication protocol and configura-
ton Hewever, this is not a necessary aspect of the invention
and it is anticipated that the inventive INSTY T can be used,
or adapled Tor use with esseatially any type of LAN 12
configrration. Alse, while the LAN 12 is depicted. in the
example of F1G 1, as beisg connecied © the internet 16
tirough the (rewall 18 the prosent inventics is equally
applicable 1o any sHluation where il s desired o isolate the
L.AN 12 from other devices by muans of the firewall 18, ax
where the T AN 12 might be hard wired, or bridged. through
the lirewal 18 to another AN (nol sbown), or other such
v Ariation

1n the simplified vxample ot FIG 1. a router 22 is shown
interposed between some of the computers 14 and others of
the computers 14 on the LAN 12, Gne skilled in the art will
recognize that other devices, such as hridges, hubs and the
like, are commaonly used in Ethernot and othes LAN network

configurations The router 22 is shown In the example of

FIG 1 merely as a typical device which might, in some way.,
separale or sogregato the computers B from other such
devices on the LAN 12

The TNSTY 18 is positioned in the T.AN 12 such that it will

see all Ethomet packets traveling tnough the firewadl 18, -

whether such packets are divected into the LAN 12 from the
internct 16 or from the LAN 12 imo the internet 16 That is,
the INSD 1}is positioned in the AN 12 such that the ronter
22 or othet such devices as may be used i a particular LAN
12, witt not filter or infetlere with the ability of the INSD 10
to monitor trallie inte and out ol the emtire LAN 12

in the cxample of FIG 1 lhe wventive INSIY 10 com-
municates direetly with the firewall 18 through a seriaf cable
24 connecied belweesn a first serial pord 26 of the INSD 18
and a second serial pori 28 of the firewall 18, Although it
would be possible. and within the scope of the present
invealion, Lo sccemplish all commuaication between the
INSBH 10 and the firewall 18 through the inerconnecting
wires 20 of the TAN 12, the iventor believes that the use
of the serial cable 24 15 seen in the example of F1G 1, will
provide more cffective and simpler means of communication
between the INSD T8 and the frewall 18

FI1G . 2 is @ Bow diagram depicting an example of the best
presently knowa embodiment of the nventive intetfigent
security method 30, As discussed previously herein, ihe
inventive method 30 will be accomplished using soffware
rontines andd may be physically erubudied in 2 medivm such
as a floppy disk 31 (F1G 1) €D ROM. o the Bke, for

transpott aid for placing the code embodying the iaventive 5

method inie the INSD 1 Accordipg o the intelligent
network security method 30, the INSD 10 will monitor all
Ethernet packels coming or going through the firewall 18 in
4 ‘reccive input, operation 32 It should bo recognized that
the seceive ioput’ operation 32 and, indecd, the entire
intelligent network security method 30 will be repeated
contimwously during the operation of the INSD 10
Following the soceive inpul, operation 32, s a Iook for
known code operztion 34 In the look for knowa code,
operation 34, the INSD 10 will compare the data in each
Ethernet packet to data known o be indicative of security
breach attempts. b will be noled that this ook for known
code” operation 34 is, by isell, in many sespecis not volike
the known prior art method of oxamining data foe known bits
of code, packet addresses, or other data characteristics, to
determine if a security breach is being aftempied  However,
the “lock for known code operation 34 is generally distin-
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suishable in that according w the present inventive metiod
30 the data packets arc being examined and anahyzed in
essentially real time rather than by reference to log files

As van be seen i3 the example of V16 2, operating
generally simuliancously with the ook for knows code’
operatioa 34 in the best presently kaow i embodiment 30 of
the inveative method is 1 ‘lock for known patterng’ opera-
tion 36 In the ‘look for known patterns’ operation 36, the
INSD 10 will examine palterns of activity on the TAN 12
One skilled tn the. art will 1ecognize that this will vequire thet
the INSD HY setain certain data for a limited amount of time,
as b s patterns of activily over tme {as compared o a
particular seguential data portioa. ifselt) that is being exam-
tned hore Whife the imveutor anticipates thal many such
patterns will be discovered and or descloped as the inventive
INSD 18 isput into widespread use patterns which arc oow
anticipated 1o be of interest include an ordered attempt o
access each machine in & nelwork That is, many attempts lo
breach network security involve methodically going through
each access point in o netwerk looking for o weak link”
This pattern is relatively independent of the pasticolar means
that is being used 0 oy 1o breach sceurity ab sach such
access port Yel another example of the ‘look l[or know
patterns’ operation 36 involves the Tact that 1t can be known
thal certain lvpes of commands will issue from cerlain iypes
of useis When a command restricted Lo eng type of user is
[oliowed by a command restricted {or genesally associated
with) another type ol user—-both coming from the same
sender address - then a paltern of suspicious activity has
heen detscled

Another patiern which Is considered {0 be ol interest
would be an attempt to access machines or access porls
which do not exist This would tend o indicate an outsicker
who docs not acteally keow the configuration of the net-
work While a single. o cvon a fuw such allemprs might bo
incticative of an honest mistake., a greal pumber of sequential
allernpls o access machines or access ports which do not
exist would tumd to ndicate 2 real atlempled securily breach

Yet another pattern which s consicdered lo be of interest
would be an allempt to aceess a port which is sithe not used
at all or which is not uscd for the type of communication
hoing attempt Plere, also, a small numbec of such astompts
might be ignoved (depending on the sensitivily of the data
being protected) while a large number of such attempls
would leave liitle doubt of a methodical attempt at intrusion

Still another pattern which will be of intcrest will be a
guaniity of “responses’ from machines on the interoet 16 to
which no correspondiag inguiries have been sent from the
T.AN 12 This would be indicative of & 1ype of service
blacking intrusion which has recently bevome popular For
example, a perpelraior might broadeast a signal through the
internel 16 which falsely purporis to come {rom the 1L AN 12.
Subscquently, the muititude of responses (sech as synchio-
nization reguests) fortheoming though the internct 16 1o the
1.AN 12 could completely tie up the LAN 12

F should be noted that. in order lor the ‘look lor known
petierns operation 36 10 be succusstul, the INSD 10 might
require some knowledge of the configuration of the LAN 12
{as illustrated by several of the examples above}. This data
can be stored in the memory of the INSD 10 While It is
certainly possible that a netwark adwminisirator could manu-
ally update this data cach lime a change is made to the LAN
12 coafiguration, it is more practical and more fikely that
cxisting and [uture means for autonatically determining the
configuration of the LAN 12 will be employed to obtain such
data for storage in and use by the INSD 10
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tollowing the lock for kaown patlerns operaiion 36 and
the “lonk for known code’, opeiation 34 {n the best presently
known embodiment 30 of the inventive method is an assign
weight to breach’ operation 38 In the “assign weight 1o
breach operation 38 an average of varivus [aciors (two
[actors, in the example of the best presently known embodi-
mom 38 of the present inventive method) is computed o the
best presently known embodiment 30 of the present uven-
live methad one of the two tactors is the seositivity of ihe
Jdata wlhich an atlempled security breach 5 DyImg to acoess,
Tor example, if the data being protected is of oniy nud-level
imporience then it might be assigned a value of 03511 on
a scale of " 10,011 1o "11 011 The other factor used in the
best presently known embodiment 30 of the present inven-
rive method is the perceived sephistication of the attempled
security breoch For example, i the perctived atlempied
securliy breach were only quesnonably higher tham an
wnartfnl attempt to legally access the system (such as for
cxample, entenng the wrong “password three times inoa
row "} then this factor might be given » weight of 110 211,
and the assign weight to breach operation 38 would assiga
an average ol % 0111 in this particular ilerativn of the
mveative intellipent network secusity method 30

It should be noted that the above taciors and ligumes are
siven by way ol example only It is conlempluted thal
network security administeators will discover many [actors
that might or should be considered in the assign weight o
breach, operation 38 It should also be noted that cach of
these factors might not be coasidered o bo ogually
important, and so a weighted average might he nsed instead
of the simple average used in the present example Also, it
is likely that sume factors might be considered so imporiant
as o require overriding the averaging process altogether For
xnemely sensitive data is concemned any sort

xampls
of perceived altempled security breach might be considered
sufficient 1o completely shut down access to that data In
such an example, the assign weight to breach” operaiion 38
could be configured so as w0 provide an output value of
"1 011 regardless of the value of oiber factors Also, It might
be desirable {0 use a minimum vakue of 110117 rather that
"0 01 such that a lowest value of one factor would not sot the
average value to zero Therefors, even if one factor were o
be extremely low, then very high values of other faciors
could resull in @ high owtpul value [rom the assiyn weght
to breach’ operation 38 [t should also be noted that it is
satirely within the scope of the preseat inventive methad to
use other andior more sophisticated calenlations to decicle
the ovtwome providud in the example of the best presently
known embodiment 360 of the present zventive method by
the assign weight to breach operation 38,
Fullowing the assign weight o breach operation is a
react” operation #0 Inthe react” operation ), the INST) 10
(F16, 2) will send a contro) signal to the firewall 18 v1a the
serial cable 24. The control sigaal wiil direct the firewall 18
1o take any of a number of preseribed actions, based upon the
value assigned in the assign weight to breach’ operation {or
variations thereot, as described above or such as may be
developed 1a the future)

[t should be noted that the above operations differ con-
siderably from the prior art in respects including that the
firewall 28 Is dynamically programmed, in essentially real
lime, according to a wumber of factors Therefore, the
firewall 28 s enabled 10 provide an appropriate response
and, as described above, 1 change that response according
to factors deemed appropriate ‘This is as compared 1o a prior
art firewall which, no matier how sophisticated iU's
programming. can only accept or reject packets according to

=
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such programming and canot, as in the example provided
herein, reject packets according to other more sophisticated
criteria as described by way of example hercinaller

An example of the various actions which it b anticipated
might be directed in the ‘react’ peration 40 s to block all
access to the L AN 12 from a sender which has been detected
as attempting the securify breach Another example would
bu 1o disallow access from such a sendor for & prescribed
period of time onfy Yot another sxsmple would be 1o
disallow access by such a user only io specilic machines or
hlocks of data wilhin the LAN 12 More exireme examples
wonld be 1o completely shut down aceess to a block of data
or even to the entice LAN 12, by any user unril the network
admimstrator has time 10 cvaluate the securlty breach and
take appropriate sction. Differcnt variations and'or combi-
nations of these ouicomes will be simarionally appropriaie
for application i the rsact” operalion 40

A wvatdation of the react operation 4t which could be
used instead of, or s addition 1o that described previously
herein would have the INSD 18 send a signal through the
intereonnecting wires 20 cut through the firewall 18 to
devices on the internet 16 An example would be to send a
resel signad to a device in the internet 16 that was, iself,
sending a dismptive signal or an ey of data to the T AN
12 This would be particelarly appropriate where an imo-
coent sender has been tricked to send such disruptive
commugnications, as described in an example discussed in
relation to the prior arl hetein

it should be noted that the best presently known embodi-
ment 3 of the intclhigent network secunity method has been
iTstrated herein as a generally linear process which opee-
ates generadly continuousty and repeatedly as incoming data
packels are reccived on the LAN 12 In ins example,
variations in cutcome are achieved by assigning weights or
values o certain perceived factors One skillod i the art will
be aware thal a similar outcome could be achicved by
programming the INSD 10 to operare accordiag 1o a branch-
ing method wherein different perecived situations (such as a
reeognized pallern of sclivity) could cause lhe decision
making within the INSD 1) o branch accordingly

I'he present invention is suscipiible to numerous modi-
fications and additions For examiple, a3 wuched upon brielly
previously herein, it i anticipated by the nvestor that
network security administraiors will discover a great many
factors which shouid be weighed in the assign weight to
breach operation 38 Similarly, it is anticipaied that oul-
comes and actions in addition to those specifically discussed
herein will be utilized In the *react operation

1t is also amicipated that other broad categories of detec-
tion operations will be wlilized in the future, in addition t©
the ‘look for known code’ operation 34 and the look for
known patlerns” operation which are specifically set forth
herein as being a part f the best presentdy known embodi-
menl 3 of the prosent inventive method

INDUSTRIAL APPLICABILITY

The inventive inteligent network security device and
method are imended to he widely used for improving
seCulity in compuier systems and networks which are con-
necled to telephonic or other data lransfer means such that
there is a potential for inwusion iole the protected oetwork
theough such data transter means.

While the primary anticipated application Is in the pro-
tection of networks which can be accessed via telephone
lines andior other communications means which provide
aceess 1o the internel. the present invention is applicable to
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cssenliadly any sitwation where 1t 1s desired 0 profect data
within @ secure compuler systun from unauthorized or
improper access from the outside

A particular benetit of the present invention is that it is
seadily adaptable to deal with new and unique means for
allempting to breach network secunity. Indeed. it 13 antici-
pated by the inventor that the INSD E can be caused fo be
sclf learning, in at least some respects, as artdfcial imeli-
ence 18 developed relating to network sccuriry

1t should be noted that the present inventive INSD 16 wiil
require a considerable amount ol processing power for its
optimal clltctiveness, particularly where a great deal of
incomming dara must be process and analyzed Howover, it
should alse be noted that, sceording to the present inventive
method 38, the firewall 36 need not have & great dead of
processing power because il will generally only be canying
out relatively simple instructions provided form the INSD
1t

[i is antuipated by the inventor that futire modifications

ol the INSD 10 and the intelligent network seourily method -

30 might cause the INSD 10 to actually look owtward from
the AN 12 into the internet 16 to analyze and discover
information about poteatial breachers of security

Yet another anticipated modification of the best presently
kanown embodiment 38 of the present ipventive method
would have the INSD 10 look at data cutgoing from the
LAN 12 into the internet 16 to lock for “inappropriate”
ollgoing TeSponscs o1 messages [rom the protected EAN 12

L1 should be noted that an element ol the present invention 4

is that it looks al palicrns of activity over time. The ferm
“over ime” 1s herein specifically defined o mean over a
time period which includes the examination ol # scries of
more than one packet wherehy paticmns of activity can be
detected For example, different types of users might make
different types of requests of s system Where a packet
having characleristics tht might typically be sent oaly by 1
lower level user is followed by a packet having chasacter-
istics that might typically be sent oaly by a higher lovel user,
it might be assumed that something is amiss This is true
even where both packets might in and of themselves, be
perlectly acceptable such that no system in the prior art
coetld have detected the problom

Siace the intelligent nctwork scourity desice and method
may be readily produced and integrated inlo existing com-
puter networks, and will werk in conjuoction with existing
and anticipaied network firewall devices with minimal
modifications and since the advantapes as described herein
are provided, I is cxpecled that the imtelligent acework
secnrity desice and method will be ceadily accepted in the
inclusiey Dor these and other reasous, it 1 expecied that the
ntility anct indastdal applicability of the ipvention will be
hoth significant in scope amd long lasting in duration

While the uschulsess of ihe present imention is not
limited to recognizing patiems of activity over time, this is
a clem distinction of the proseat invention over the prior art
Puilerns such as systemaiic attermpis o break a security code
can be recognized and a message seal 1o the frewall to stop
{permanenily or temporarily ) accepting input from the
suspected source andsor other security measures can be
Initiated. Oac paxticula: problem with the prior art that is
thus addressed according 10 U present invention involves
the fact thas Unix based systems replace data i packets with
the newer of overlapping data Clever “crackers™ have used
this fact to sneak through instructions that simply cannot be
stopped by conventional “static” firewall/packet fifter
devices. An additional aspect of the ability of the present

2
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invention te dynamically detect patteras of bebavior and
control the firewaH accordingly, Is that security enles can be
siafed {n broad terms of behavior such that altenpts o cack
secugity which are pot specifically anticipated (new aad
clever ways of breaking im) can be stopped The term
‘cantrol the firewall” is herein specifically defined to mean
sonding iestructions o the frewall to dircct it to rojct
packels which would not otherw ise be rojected given sshat-
ever programmed instructions are already existani ia the
firew all prior to the exercise of such “control 7 That is_ while
the “rules” that are programmed im  conventional fircwall
systems (such as those programmed in according to the
inveniive method of the Shwed patcal, cited previously
herein) can effectively define what sorts of packets will be
admitied w0 a network—in terms of addresses, mmbedded

* codes, and many other criteria, these can all be duplicated by

a sufficiently clever cracker to circumvent security
However. altempts at such circumvention will generally be
characterized by a pattern of activity which can be dotecled
according to (he present invention, and the propet action can
be taken attomaticaily by the costroller withont immediate
operator intervention. Ths “proper action” can include {(but
will ot be limiled 10) the permanent rejection of all packets
sent from o user, the temporary rejection of such packets,
ar——as in the case of o detected deliberate breuch of a high
steurily sysiom—ihe shutting down of communivitions o
that svstem entirely wntii the nature and source of the hreach
can be more fully analyzed

All of the above ae only some ol the examples of

available embodiments of the preseut nvention Those
skilled in the art will readily observe ihat pumerous other
modifications and alterations muy be made without depat-
ing from the spirt and scope of the invention Accordingly.
the above disclosure is not intended as limiting and the
appended claims are o be intarpretod as sncompassing the
entire scope of the imvention

T claim:

1 In a compuier system connecied [0 an cxtemal wom-

munications medivnr. a seentily device comprising:

a programmable firswall device interposed between the
computer sysiem and the sxternal comamnications
wedium;

a comrolier device confignred within the computer sysicm
such that said controller device can access all comnmne-
nications. into and vut of the computer system; and

a communicalions device for commuaicating instractions
fram said controller device 1 said firewall device for
controtling said frewall device: wherein

said controller device examines communications noom-
ing to the computer system Lo detect atternpted securily
breaches,; and

the controlier device continuously coatrols the firewall
during the operation of the compuer system o block
commumicatinns between the compulter system and the
external communications medium when an atiempted
security breach is detected

2. The compuler system of claim b wheremn:

the computer system is a local area network

3 ‘the computer sysiem of claim | wherein:

the external commuanications medium is the internel

4 'the computer system of claim I wherein:

the computer system is a local area network operating as
an Etbernet network

5 The computer system of claim 1 wherein:

ihe controlies device cxamines commucations MCOMIng
1o the computer system for code known to be associated
with atternped security breaches
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6 lhe compuler system of clanm 1 wherenn

the controtler device examines communicalions incoming
to the computer system for paticrns of activity indica-
tive of altempled secudty breachics

7 The compuier system of lnim 1, wherein:

the communications desice ks a seral data communica-
tions link

£ 1he computer system of claim 1 wherein:

the controller assigns a value te a perceived attempted
securily breach;

and the controlker contwels the firewall to hlock commu-
nications between the compute: system and the cxiernal
comnmunications medmm for a predetenmined period
according to the valee assipoed to the perceived
aitempicd security breach

9 The conmpuicr sysicrm of ¢laim 1. whercin:

the controller assigns a value o a perceived attempfed
security breach;

and the controller congreds the firewalf to block commu-
nications between a selected porion of the conputer
systern and the external communications medivm
according to the value assigned to ithe perccived
atlempied security breach

16 the computer sysiem ol claim 1, wherem:

the controller is a geneval purpose compuicr programmec
to function as described in claim 1

11 1he computer system of <lmm 1, whercin:

the coniroller and the firewali are each physically distinct
compuierized upits

12 Ia a local area nefwork aftached to a wide area

network, a method for improving the secmity of the local

area NCtWork, Comprising:

moniforing eommunications between the local area not-
work and the wide arca network;

i

20

12

dotermining, over thng, if the comipunications belween
the local arca network and the wile area achwork
contain patierns of activity inchcative ol an aliempted
security breach; and

geaeraily simulaneousty controlling a firewall o sclec-
lively Dlock communications between the foval area
nerwork and the wide area network depending upon a
classification of the attempled secudly hreach

13 The method of claim 12 wherein

the wide ares network i the internet

14 The method of ¢laim 12, wherein:

the local arva nelwork is an Ethernet loval ares network

15 The meitod of claim 12, wherein:

the classification of the altempted secuzity brcach includes
a [actor velating to the importance of a pertion of the
Iocal area nepwork which the attempted security beeach
atiempis 10 aclcess.

16 The rethod of Wlaim 12, wherem:

the classification of the atiempted secusity breach includes
a factor relating to the number of atle mpts made mn the
course af the attempicd seonrity breach

17 The method of daim 12, wherein:

the classification of the attempted seenrity breach includes
a factor relating to the relative sophistivation of the
attempled security breach

18 The method of claim 12, wherein:

the classification of the atempied scenrity breach s
aceomplished by & controller unit which is physicaily
distinct from & firewafl anit

19 T method of claim 18, wherein:

the firewall unit 1s coptrelled through a serial datalink
[rom the controller untt
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INFEL LIGENT NETWORK SECURITY
DEVICE AND METHOD

CROSS REFERENCE 10 RELATED
APPLHICATION

Fhis applicaion is a continuation ol U5 pateri applica-
tion Ser No. 09210,057 fiied Dec 10 1998, now US Pal,
No 6,119.236, which is a continuation in part of U.S. patent
application 8cr. Mo 08/726,563 liled Oct 7, 1996 now
abandoned . both of which are incorporated herein by reler-
cnee 10 thelr entirely

FECHNICAL HIEI D

The present invention relates w0 the Held of compueer

security, and more pariicularly to a devics and method for
the prevention of wpauthorized Intrision o compnler
nctworks and systergs The predominaat correit usage of i
present inventive intelligent network secuity device and

method is in the intertace between local arca networks and 2

the ioterpet
BACKGROUND ART

['he need for network scewity today is boyvend question

Not only are there thieves intend on stealing valuable data -

wnd pulting it Lo their own misuse, cormputer networks must
also be made secure agamst the many praaksters who would
wlreduce vitases and geacrally s cause tronblke for
r4ASONS TNOE arcane Of oblise
I'he need for simple scaauily measures has been apparent
sssentially since the inception of computers Bcfore corn-
puters were hooked together inte networks, physical security
anthonzed ugere Ay Fram the nmn:ll;rl T A%
ncnc[aﬂv decmed adequate Passwords, often supplemented
the physical securily, were mitially used as cssentially the
only meuns of compuicr based secunty, even after comput-
crs were linked together o privale local sud wide area
networks But the devious nature of the human mind is such

that many view 2 locked door as a challenge rather than s

a barrier which should pot be passcd  Inevitably, people with
less than honorable intentions learned 10 bypass pusswords
and other such simple sccwrity deviees In iosponse,
inproved security devices and metheds were implemented
and, in turn. i response 1o that there were developed means
and methods o defeat the mprosed secunly

With the advent of ihe internet, the traditional security
concerns have yet another aspect When a computer system
is copnected 1o and interacting with the inteoet, it 1s 00
longer possible to deny aceess outright to the owside world,
or o Wmit such aceess © 8 sclect tew users with whom
claborate individual securily measuies can be taken By
detinition, a compuicr network which nterfaces with the
internet 1s connecled o every other computer and nelwork

ot the miernel The only things preveniing unavthorized ;

aceess are the seoority measures cmploved by the individual
networks A rather thorongh discossion of the need Loc and
history of computer secunty 1§ found in Computer Sceurity
Basics by Deborah Russell and G 1 Gangeni Sy poblished
by O'Reilly & Associates hic

Iy short in considering cornpuler netwock securily o
relation fo the infernet. fwo of the Jmportant aspects aye
generally fn opposition Securing the conlidentiality of data
is important, but so is maintaimog the availabilify of the
network and data thercin to authorized wvsers In a very
narrow sense, the ulimate security would be to disconnect
the network front the intcraet aliogether However this
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usually is cleacly an unsatistactory tepair, since it acgates the
uscful purposes for which the network was connected 1o the
internet in the lirsi place . Indeed, 1o disrupt of disconnedd the
services provided by a network 10 users who smight acoess it
throvgh the infernet is 10 many respects te svecumb to those
‘crackers” who would disrupt the effective sceunty and’os
eporation of the network.

Within a pelwork, various scCurily measnees can b put
into place 1o create what is reterred to as a “trusted” network.
But there s no elfective conirol over the rest of the world

" such that users svcessing a local area network from without,

as thiough the mternet, can in aly wise be musted One way
to protect a trsted loca) ares network without completely,
cutting ofl communization 1o the oulside world is (o set up
& gateway computer {sometimes called a firewall) {o isolate
Within the secarity perimeter of the local
vetwork, hsers may be able to comumumicale [reely.
However, all messages sent ta or from users owtside the local
area network must pass throngh the firewsil computer. or sel
of computers, which will check, route, and frequentiy label
ail informatinn that passes through it A fwewall can he 3
conventional computer runaing specific firewall software, oi
a dediczied computer device specifically constructed or
vonfigured as 1 flrewall The firewalt cun be dedicaed solely
to performing the firewall functions, or it can also perform
additiopal functions such as packel routing or the like, in
addition w its lirewail functions

As can be appreciated in light of the sbove discussion,
there is no such thing as 2 compleicdy secure system The
bust thal can be hoped for is to stay one step shoad of thost
persons who wonld circaivent axisiing security measures
Aceordingly, those who use frewalls are sistently
attempting to vpdate the programming of the firewall such
that new methods for penetrating the firewsll will be

detected and abated A well Known recent program n namaerd

“Satan’. which was produced and made public by Dan
Farmer. has a script of known mcthods by which network
securily can be breached . and Satan goes through this script
altermpling to break into a petwork. Satan was developed 1o
perform a good faity secusity check on systems. and that is
why Ut was made publicly available A program named
'Gebricl” has been developed to recognize a Satan atiack
and 1o alert the system to such an attack This is illustrative
of the fact that a fivew all can be programmed to recognize &
known type of attack on the sysiem The firewall can also be
programmed w block access to a recognized attacker

To the inventor's knowledge, the firewall systems
Jescribed above represent lhe curreni state of the art in
network security devices Such firewalis are quite effective
al desccting and blockieg the particular iypes of notwork
security broach attecapts which are anticipated 1n the con-
figuration and programming of the firewall Mare
specifically, such firewalls will block data packets according
to the specilic sel of rules that is programsmed inio the
firewall Examples of such rules are; that a packet has to be
addressed 10 a valid machine oo the network, that the packet
cannol purport i be from a machine on the network. and that
packel addresses cannol be any of the known invalid
addresses

Despite their cffectiveness for iheir intended purpose
known prior art firewalls will not provide the sort of flex-
ibilily which may be peeded n the tuture In particular,
existing firewalls are nol readily sdaptable 10 provide a
sariety of responses based upos dynamically modified infor-
mation Moteaver, existing firewalls are subject 10 breach by
any new and unigque methods for circumventing security, at
least until the programming of such a fivewall is modified to
block such new methods
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A US Pal No 5000068, issued o Shwed, caches a
method for casily programming a firewall. While Shwed
provides a very useful invention, in that it allows a firewall
1o be easily amd quickly reprogramined as necossary, it docs
net address the problem that it is litereally impossible to
detect mamy sophisticated intresion altemypls by ¢xemining
packels one at a tune That i, theve may secnnngly be
nothing about auy single packet which might alert an
observer 1o the fact thal something is amiss with a series of
communications. Nor does Shwed teach or predict a con-
traller which will direcily dynamically control & firewall
wilhaul operator intervention That is, slthough the Shwed
imvention provides a significant tmprovement  with the
exception of the improved progyamming method, the mven-
tion laught by Shwed provides 2 programmed packet filter
which is not different from the prior art

DISCLOSURE OF INVENTION

Accordingly it s an objoet of the posent invegtion o
provide 2 method and means for recognizing known and
previoushy unkpown types of attempts ai breaching netwaork
SECUrty

1t is stilt another object of the present invention o provide
a method and means for controlling a setwork firewall o
block sophisticated anwmpts at bresching nerwork sceurity.

T1 is yet another object of the present insention to provide
4 method and means lor providing neiwork security while
also providiog mimimal inwerference with normal usage of
the network

It is still another object of the present invention to pros ide
& method and means for intelligently controlling access to a
computer network from oviside sources

It is yet asother ebjoct of the present wyention i provide
a method and means lor controllug netwotrk security which
will see attempts to contact even ‘rogue” compulers within
a network those being computers which are not specifically
known to s network administrator

Tt is yel another ohjeet of the presen invention o provide
a network security means and method which uses artificial
intelligence lechuiques, ncluding adapihve pattstn recogi-
tion o recognize attempied secunty breaches

Tt is still another object of the present mvention to provide
a network scenriny means and method which can provide an
aduprable response appropeiaic to both the fype of breach
atterapt and the spurce and quantity of such breach attempts.

Bricfly, the preferred embodiment of the present fnvention
is an miclligent network security device residing within a
computer local area network, which device will cxaming
intformaton being commuuicated within the setwork In an
Eibernot system, the device will caamine data packets (o
recognize suspicious patierus of behavior The device will be
conneeted to control a firewall such that unauthorized or
disruptive volside users will be blocked from accessing the
actwork Blocking will oceur in suveral degrees, depending
upon the assigned sertousness ot o breéach atrempt, such that
less serious perceived atempis will be allowed o contimie
to comrnunicale with te network af some level, or i resume
communications after a period of time {he various degrees
of blocking arc provided such that perpetrators of inadvert-
ent improprietiss, and the like, will vot be punished by
absalute banishment from the system—-which result would,
itself, probably be an undesirahle effect

An advantage of the present nvention is that cach and
every specific type of atiempt at breaching network security
need not be known and anticipated
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A turther adbvantage of the present imvention s that
interference with nermal network twaffic is minimal

Yot another advaniage of the present iention is thal 11
can be nsed with existing compuless networks and periph-
cral hardware

Sull agother advantage of the present invention i that it
is not dependent tpon koo ing the vxact configuration of a
aerwork and/or the exact inventory of users on the network

These and other objucts and advantages of the prescnt
invention will becomne clear to those killed in the st in view
of the description of the bhest presently known modes of
carcyiug out the invention and the induswrial applicability of
the preferred embodiments as desciibed herein and s dius-
teated 1 the several figures of the drawing

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 15 a disgrammaiic view ol a local area petwork
incotporating an inveative Infulligent auwork sccurity
devive according wr the prasent jnvention and

P1G 2 s o flow diagram of an example of the inventive
intelligeat network security method

BEST MODE TOR CARRYING QU THE
INVENTION

This invention is described in a preferred embodiment in
the following description with reference 10 the Digures in
which like numbcors represent i sam or simtar cloments
While this invention is described interms of the best mode
for achieving this invention's objectives, it will be appreci-
atedl by those skilled in the art that varations may be
accomplished in view of these leachings without devialing
from the spirit of scope of the presest imvention. For
example, the present invention may be implemenied using
any combinaticn of computcr programming software, firm-
ware or hardware As a preparalory slep (0 practiving the
invention or constiucting ag apparalus according o (he
invention, the computer progiamming code (whether soft-
ware or fiimware) according to the isvention will typically
be stored in one or more machine readable storage deviees
such ss fixed (hard} drives, disketies optical disks, magnetic
tape, semiconductor memories such as ROMs, PROMs ete.,
thereby making an article of manufacture in avcordance with
the invention The article of manulacture coplaining the
computer programming code is used by either exccuting the
wode directly from the storage device by copying the code
from the storage device ipio another storage dovice such as
4 hard disk, RAM. ctc or by rransmitting the code on a
network for remote execution Yhe methed form ol the
invention may be praciiced by cowmbinog one or more
machine readable storage devices conlaining the code
accerding to the present invention with appropriate standard
computer hardware lo cxceute the cods contained thercin
An apparatus for practicing the mvenrion could be one or
more compulers and storage systems containing or having
netwark access to cormpler program(s) coded ia aceordance
with ihe invention. and the method steps of the fnvention
could be accomplished by routines. sebroutines, or subparts
of a computer program product

The inventive INSD is depicied ina disgrammatic view in
FIG 1 and is designated therein by the general refurence
character 10 1he INSD 18 is a part ol a lucal area netwark
(LANT) 12 having a plurality of computers 14 (ninc
computers 14 are depicted in the example of BIG. 1). The
LAN 12 is conmected to the internct 16 through a firewall 18
The computers 14 and other devices in the LAN 12 are
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nterconnected through a plurafity ot mierconascting data
ransmission media (such as wires, fiber optic radio waves.
and the like) and preferably wires 24 in the comentional
HHIET

la ihe example of I'TG L the best presently known
embodiment 10 of the preseul invention has the LAN 12
using an Ethernet communication protocol and configusa-
tion However, this Is 0ot a necessary aspect of the invention
and il is anticipated that the inveative INSD 18 can b used,
or adapted for use, with essentially any wpe of EAN 12
configuration. Also while the 1 AN 12 iz depicted, in the
exampie of FIG 1, as boieg conoected to the internet 16
through the fwewall 18, the present mveudon b5 equally
applicable to any situation where 1t s desired 1o isofate the
AN 12 from other devices by means of the firewal) 18, as
where the LAN 12 might be hard wired. or bridged, through
the firewall 18 to ancther LAN (not shown). or other such
variation

{0 the simplified example of H1G 1, a router 22 15 shown
interposed between some of the computers 14 and others of
the computers 14 on the LAN 12 Gne skailed in the art will
recognize that other devices, such as bridges. hubs. and the
like, are commonly used in Etheraet and other TAN network
configurations  The router 22 is shown in the examplc of
FIG 1 merely as a typical device which might, in some way,
separate or scgregate the computers 14 from olher such
devices on the T.AN 12

The INSD 18 is positioned in the T AN 12 such that it will
see all Ethernet puckets taaveling through the fircwall 18,
whether such packets are directed into the LAN 12 from the
internet 16 or from the L AN 12 ime the imternet 16 That is,
the TNSD 16 is positioned in the £ N 12 such that the router
22 or other such devices as may be usud in 2 particular LAN

12, will not filter or inferterc with the ability of the INSEY 16

io moniior trafiic inte and out of the entire AN 12

In the example of FIG 1, the taventve INSD 11 com-
mwnicates directly with the firewalf 18 through a seifal cable
24 connected between a first seriad port 26 of the INSD 10
and a second serial port 28 of the firewall 18. Although 1t
would be possible, and within the scope ol the present
ivention, to accemplish all commuaication befween the
INSDY 10 and the firesvall E8 through the interconnecting
wires 20 of the LAN 12, the inventor believes that the use
of the serial cable 24, as scon in the example of F1G 1, will
previde more effective and simpler means of communication
between the INSID 10 and the fiiewall 18

T1G. 2 is a low dizgram depictiog an example of the best
presently known cmbodiment of the inventive intelligent
sccirity method 30, As discussed previously borein. the
meengive method 30 will be sccomplished using software
roulines and may be physically eimbodicd I a medium such
as a Hoppy disk 31 (FIG 1), CD ROM, or the like for
transport and for placing the cod embodying the ioventive
method nto the INSD 10 Accordiag to he intelligent
network security method 30, the INSD B will monitor all
Fihernet packots coming or going throuvgh the firewall 1810
3 “recetve input” operation 32 It should be recogmzed thut
the teceive input’ aperation 32 and, indeed, the entire
intelligent network secunty method 36 will be repeated
continuously during the operation of the INSD 10

Pollowing the receive input, operation 32, is 2 look fo
known code’ operation 34, In the look for koown code,
operation 34, the INSDY 10 will compare the data in each
Ethernet packet to data known to be indicative of sceurity
breach attemnpts. It will be noted that this ‘look fer known
code” operation 34 is. by itself, in many respects not unlike
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the knewn prior art method of examicing data for known bits
of code, packet addresses, or other dats characteristics, to
determine if a security breach 18 heing allempted However
the ‘look lor known code operation 34 s generally distin-
guishable i thar aceording to the present inventive method
30, the data packers are being examined and analyzed m
essentially real time rather than by reforence W log iiles
As can be seen in the example of TG 2. operating
generally simullancousty with the look ftor known code’

b operation 34 in the best presently known embodiment 30 of

the inventive methnd is a ‘lack for known patierns opera-
Lo 36 i the look for known patterns” opersiton 36, the
INS1) 10 wil} examine pattoros of suihvily oo the LAN 12
One skilled i the act will recoguize that tles will requise that
the INSD 10 retain cestain data for a Himited amount of time
as it Is pallerns of activily over time {as compared to 2
particular sequential data porion, self) that is being exam-
ined here While the tnventor asticipales that many such
patterns will be discovered and or developed as the inventive
INSD 10 is put inte widespread use . patterns which are now
anticipated to be of interest include o ordered attempt (©
aceess cack machine in a network That 1s, many attempts o
hreach network secenily wmvolve methodically goig through
cach access point in a netwoik looking for a “weak link”
This patlern is relatively independent of the parlticular means
that is being uvsed 1o trs 10 breach secusity at each such
access port Yet another cxample of the “look [or know
patterps operation 36 involves the fact that it can be known
that certzin types of commands will issue from certain types

tof users When o command restricted Lo one type of user i

followed by a cominaxd restricted (or generally associated
withy aucther type of user—both coming from the sawe
sepder address—then a pattern of suspicicus activity has
been detccicd .

Another pattern which s considercd o be of intorest
would be un asltempl to access machines or access ports
which do not exist This would fend to indicate un ousides
who does nol aclually kaow (he configurstion ol the net-
work While a single, or cven a fow, such attempts might be
tadicaliv ¢ of an honest mistake a groat number of sequential
aftempls {0 access machines or access ports which do not
exist would tend to indicate a real atiempted security breach

Yet anolher pattern which is considered to be of intevest
would be an atteropt 1 access a port which is cither not used
at all or which Is oot used for the type of comnunication
being atempt Here, also, 4 small number of such attempts
might be ipnored (depending on the sensitivity of the data
being protected) while a farge number of such allempls
would leave Hitle doubt of & methodical stiempt at intrwsion

Still anethu patter which wilf be ol terest will be a
quantity of “tesponses’ from machines on the lalemes 16 1o
which ne corresponding inguiries have been sent from the
LAN 12 This would be indicative of a type of service
blocking intrusion which has recently bocome popular For
cxample, & perpetrator might broadcast & signat through the
internet 16 which falsely puiports to come from the LAN 12
Subscquently, the multitude of respomses (such as synchiro-
nizalion requests) forthcoming though the internet 16 10 the
LAN 12 could completely tic up the LAN 12

1t should ke noted that, in order for the ook for known
patterns’ operation 36 10 be successful, the INSD 10 might
requite somse knowledge of the couliguration of the L. AN 12
(as illustrated by several of the examples above). This data
can he stored in the memory of the INSD 16 While if is
cerlainly possible that a network administrator could manu-
ally npdate this date each time a change is made to the LAN
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2 copfiguration, it is more praciical and more likely that
existing and fulure means for aviomatically determining the
configoration of the LAN 12 will be employed to obtain such
data for storage in and vse by the INSD 18

Following the ook for konwn patteres. operation 36 and
the ‘lock [or known code’, operation 34 in the best presently
Loown embodiment 30 of the inventive method 15 an "assign
weight to breach’ oporation 38 In the ‘assign woight to
breach operation 38 an sverage ol vaous factors (hwo
Faciors, In the example of the best presentty known embodi-
ment 36 of the present mventive meibod) is computed [ the
best preseatly known embodiment 30 of the present inven
tive method, one of the twe [actors 1s the sensiivity of the
dauta which an attempied security breach 1s ryIng Lo acecss.
For example, if the data being protected is of only mid-level
fmportance, then 16 might be assigned a value of G311 on
wscale of V16011 to "11 011 The other fucior used in the
best presently known embodiment 30 of the present inven-
live method is the perceived sophistication of the atlemplad
sccurity breach tor example, if the percehved atluompied
security breach were only questionably higher than an
wnartiud aliempt o legally accesy the syslem (such as, for
example, entering the wrong "passwerd theee thmes e a
row } then this factor might be given a weight of 110211,
and the assign weight 1o breach operation 38 would assign
an average of %0 111 in this parncular iteration of the
inventive inteltigent network secnsity metbod 30,

It should be noled that the above factors and figures are
givanr by way of cxample only It is contanplaled that
network security admiristrators will diseover many tactors
that might or should be considersd in the assign weight o
breach, operation 38 It should also be soted that each of
these factors might not be considered to be equally
important, and so 2 weighted average might be nsed instead
of the simple average used in the present example Also, it
i5 likely that some factors might be considired so important
as 10 require overriding the averaging process altogether Hop
oxample, if extremely sensitive data is concemed, any sort
of perceived attempted security breach might be considered
sufficient 1o completely shut down access 1o that datz In
such an ¢xample, the “assign weight to breach’ operation 38
could be configured so as w0 provide an output value of
*1 011 regardless of the value of other Lactors Also, it might
be desirable (0 use a minimuem value of 100 111 raher that
"0 07 such that a lowest value of one factor would not set the
asverage value to zero Therefore. even if one factor were to
be Dxtremely low, then very high values of other factors
could result in a high output value from the “assign woight
1o breack’ operarion 38 It should also be nofed that it is
entirely within the scope of the present tnveniive method to
use other andior more sophisticated cafeulations to decide
lhe ouicome provided in the example of ihe best presently
known embodiment 30 of the presenl inveniinve method by
the -assign welght 1o beach opcration 38,

Following the assign weight to bresch operation is a
‘react operation 40 [nthe react operation 40, the INSTY 10
{FIG. 2) will send a control signal to the firewall 18 via the
strial cable 24 The control signal will direct the firewall 18
10 [zke any of a pumber of prescribed actions, based upon the
value assigned in the assign weight to breach operation (o1
vatiations theieof, as described above or such as may be
developed in the future)

1t should be noted that the above operations difter con-
siderably from the poor arf in respects including that the
firewall 28 is dynamicaily programmed, in essentially real
time. according to a number of factors Therefore. the
frewall 28 is enabled to provide an appropriate responsc
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arxl, as deseribod above to change that response according
to factors desmed appropriate Thisis as comparcd to a prior
art firewall which, ao matier how sophisticated it s
programming can unly acsopt or rejeet packels secording to
such programming and cannot. as in the example provided
herein, teject packebs according o olher more sophisticated
criteria as deseribod by way of cxample bereinabter

An example of the various actions which it 15 anticipated
might be directed in the resct’ operation 40 is 1o block all
access 1o the LAN 12 from a sender which has been detected
25 sitempiing the security breach. Annther example woukd
he o disallow acuess ftom such a sender for @ prescribed
petivd of #me ouly. Yet spother example would be ©
disallow access by such a user vuly o speciiic wachines ox
blocks of data within the LAN 12 More extreme examples
wonld be to completely shut down access o a block of data.
ar oven fo the entire LAN 12, by any user uniil the aetwork
administrator has time 1o cvalnate the security breach and
take appropriate achen  Different variations and/or combi-
nations of these ouicomes will be sitvazanally sppropriate
tor application in the “react” operation 40

A vasiation of the ‘react operation 40 which could be
used instead of, or in addition to that desceribed previoush
herein would bave the INSD 10 send a signal through the
inlerconnecting wites 20 out through the firewail 18 1
devices on the nternet 16 An example would be to send a2
tesel signal o a device in the infernet 16 that was, jtself,
sending a disruptive signal or an excess of data to the LAN
12 Fhis would be particulaly appropriate where an oG-
cent sender has been tricked {0 send such dismuptive
communicalions, as described 1o an example discussed In
relation 1o the prior art herein

It shounld be noted that the hest proseatly kaown embodi-
ment 30 of the intelligent network securty method has been
iHustrated hercin as a generally linear process which oper-
ates generally continuously and repeatedly as incoming data
packels are received om the LAN 12 ln ithis example,
vatiations i oulcome are achieved by assigaing weighis or
values to certain pereeived factors One skifled in the artwill
be aware that a similar outcome could be achieved by
programming the INSD 16 to operate according to a hanch-
ing method wherein different perceived situations (such as a
recognized pattern of activity) could cause the decision
making within the INSD 1 to branch accordingly

The psesent isvention is susccptible to numcrous modi-
fications and additiens Tor example, as tonched upon biiedy
previously herein, it 16 anticipated by the inventor that
nebwozk seourity administrators will discover a groal many
factors which should be weighed in the sssign weight o
breach operation 38 Similarly, &t is anticipated that oui-
comes and actions 1o addition to those specifically discussed
herein will be utilized in the “react’ cperation

1t is afso anticipated that other bioad categories vl detec-
tion operations will be utilized in the futures, in addition to
the look for known code’ aperation 34 and the fook lor
known patlerns’ operation which are specifically set forth
herein as beigg a part of the best presently known embodi-
ment 30 of the present inventive method

INDUSTRIAL APPLICABILITY

The inventive ifelligent network security device and
wethod are intended o be widely used for improving
seourity in computer systems and netwerks which are con-

7 necied to telephonic or other data transfer means such that

there is a potential for intrusion into the protected network
through such data transfer means
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While the printary anticipated application is in the pro-
tection of networks which can be accessed via telephone
lines andor other communications means which prosvide
access to the imerner, the present invention is applicable to
essentinlly any simation where it is desived lo prolect data
within a secure compuier syslem Tom umauthorized or
mnptoper access from the outside

A particular bepefit of the present ipvention is that it is
readily adaptsble 1o deal with new and unique means for
slempting to breach aetwork security. Indeed, i1 is antici-
paied by the inventor that e INSED 19 can be cavsed o be
sell loarping. 1 al least some respects, as arbificial wntelli-
gence 1s ceveloped relating to neiwork security

it should be noted that the present inventive INSTY 16 will
regquire o considerable amountl ol provessing power for its
optimal cllectiveness, parbenlarly where a great deal ol
mcoming Jata wmust be processed and analyzed However, it
should also be noted thar. according to the present inventive

method 30, the firewall 16 need not have a great deal of

precessing power because it will penerally only be carrying
oul relatively simple instructions provided from the INSD
10

it Is aplicipated by the inventor that future modifications
of the INSE 10 and the intelligent network seourity method

30 might cause the INST 16 10 actually look outwiard from -

the L AN 2 into the intemet 16 (o apalyze and discover
information aboni poteatal breachers of security

Yot another anticipaled modification of the best prosently
known embodiment 30 of the presenl invenive methad
would have the INSD 10 look 21 data oulgoing from the
LAN 12 inio the imernet 16 to look tor “inappropriare™
oulgolng responses or messages from the protected LAN 12

& should bu neted that an clement of the present invention
is thal it looks a1 patterns of activity over ume Tho term
“over tme” i herein specifically defined o mean over &
lime period which includes the examination of a sevies of
more than one packet whereby patterns of activity can be
detected For example, different types of users might make
different types of requests of & system Where a packet
having characteristics thal might typically be sent only by a
lower leve! user is followed by a packet having character-
Istics that might £y pically be senl oaly by a bigher level user,
it might be assamed that something is amss This s frue
even where both packets might, in and of themsclves, be
perfeetly acceptable such that no sysicn 1o the pior ant
could have detected the publem

Sinee the intelligent neiwork securify device and method
may bs readily produced and integrated o cxisting com-
puiter actworks, and will work in conjunction with existing
and anticipaicd network firewall devices with minimal
modifications and since the advantages as described herem
are provided 1t is expected that the intelhgent network
security device and method will be readily accepted mn the
industry For these and other reason, it is expected that the
utility and indusirial applicabulity of the inventtog will be
both significant in scope and long lasting in duration

While the usefulness of the present insvention is nol
limited to recognizing patferns of activity over time, this is
a clear distinction of the present invention over the prios art
Paiterns such as systematic allepapls io break a secanity code
can be recngnized and a message sent to the firewal] o slop
(permanently or temporarily} accepting inpui from the sus-
pected source aad/or other sceudiy measures can be fniti-
ated One particular problem with the prior art that is thus
addressed according to the present invention involves the
tact that Unix based systems replace data in packets with the

10
newer of overtapping data Clever “crackers have used this
f2ct to sneak through instructions that sunply cannot he
stoppud by conventional “static  frewall’packet flter
devices, An additional aspect of the ability of the present
i irvention to dynamically detect patterns of hebaviar and
control the firewall accordingly. is that security rules ¢an be
statudd 1a boad teems of behavior such that ailempis 1o ciack
security which are not specifically anticipsied (new and
clever ways of breaking in) can be swopped the term
“conlrel the frewall” is herein specifically defined to mean
sending insiructions to the firewall to direct 1t o reject
packels which would not otherw ise be rejected, given what-
ever programmed insiructions wre already existaznl in the
fircw all prior to the exercise of such “control * That is while
15 the “rules thal are programined in 1o conventional fievwal!
systems (such as those programmed in sccording o the
imventive method of the Shwed patenr cited previously
herein) can effectively define what soris of packets will be
admiticd @ 2 netwerk—in terms ol addiesses, imbedided
codes, and many other crileria, these can all be duplicated by
a sufficiently clever cracker 1o circumvent security
Towever, attempis at such circumvestion will generally be
charactetized by & pattern of activity which can be detected
uceording 1o the present invintion. and the proper aclion can
35 be teken antomatically by the controller without immediate
aperator intervenlion Fhe “proper action” cau inchude (but
will not be limited t0) the permancnt rejection of all packets
sent from & user the lemporary refecilon of such packets.
or--—as m the case of a detected deliberate breach of a high
security system-- the shutting down ol communications 1o
that system entirely until the nalure and source of the breach
can be mose [ully analyzed
All of the above are only some of the cxamples of
avallable cmbodimenis of the prescnt invention Those
skilled in the art will readily observe that numerous cther
medilications wad allerations may be made without depart-
ing from the spirit and scope of the fnvention Accordingly,
the above disclosure is not imtended as limting and the
appended claims are o be intuipreled as cacompassing the
entive scope of the invention
i claim:
I A computer program product which inchudes codes on
a computer readable medivm, comprising’
code tor monitoring comnumications between a local area
3 netwark and a wide arca petworls
code for detecmining, over time, if the cornmunications
between the local area network and the wide area
network contain patierns of activity indicative of an
attemnpted security breach; and

o

3

i

T cude for genesally simultasecusly controlling a Hrewall to
selectively block compnunications between the local
area nebwork and the wide area petwonk depending
upon a classification of the atlempted seoutily breach

2 The computer program product of claim }. and further

nchiding:
code for a weighting operation wherein a weight 1s
assigned to a detected secunty breach
3 The computer program product of claim 1. and further
o including:
at least one detect operation performed by the codes on
the computer teadable medium wherein a computer
security breach is detected; and
a weighting operation pesformed by the codes on the
compuier readable medium wherein a weight is
assigned according 1o the importance of the security
breach.
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4 the compuer progran product of claim B and further
including:

a react operation wherein said firewall is reprogrannned in
real time to react to the security breach

3 The computer program product of cdaim 1 and further

including.

at Teust one detect operation pertormed by the codes on
the compuler readubk medium wherein ¢ compuler
a0y breach s detected; and

a teact operation pertormed by the cades on the computer
readable medium wherein said firewall 15 repro-
grammcd in rcal fime o feact o the security breach

6 The computer program prochuct of claim 1. wherein:

suld react operation reprograms suid firewall avcording to
an assigned welght, the assigned weight being a func-
tion the type of security breach detocted

7 lhe computer program product of caim 1, wherein

the widle nres network is the internet

8 The compuler program product of claim ¥, wherein:

the Incal area network is an Ethernet local area nstwaork

11y

15

12

9 1he computer progiam product of claim 1, whercin:

the classification of the suempred security breach inclodes
a facior relating to the importance of a portion of th
local arca network which the attempted seouivy breach
atfempts 10 access.

10 The computur program produdt of claim 1, wherein:

the classification of the atlempiud sccunity breach meludes
a factor relating o the number of atempts made in the
conese of the attempred scearity breach

11 The compuier program product of claim 1, wheroin:

the classilication of the atiempted secunty breach includes
a [actor maling 1w the relative sophistication of the
attempied seourity breach

12 The computcr program procuet of clum 1 owherein:

the classification of the attempied sceurity breach is
accomplished by a controller unit which is physically
distinet from # frewsll unit

13 The compuier program produci of claim 12 wherein:

the firewall unit is controlled throvgh a serla! datalink
from the controlter unit
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