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IN THE UNITED STATES DISTRICT COURT .
FOR THE NORTHERN DISTRICT OF ILLINOIS@ @ gﬁﬁE E-EE

EASTERN DIVISION JAN 2 § 2 o
NEOMEDIA TECHNOLOGIES, INC., .
a Delaware corporation, JUDG;‘" KO(J@RAS
Plaintiff, Civil Action No.

» 04C 05
AIRCLIC INC., a Delaware corporation, Tudee \ 4 @ @ 6
SCANBUY INC., a New York corporation, 8
and LSCAN TECHNOLOGIES INC., a
Delaware corporation. MAGISTRATR

¥ 38k tl ] L}
Defendants, u_ UnGE i@m
[ o I
v T ‘\' .
o B2
COMPLAINT FOR PATENT INFRINGEMENT AND DAMAg N ;—% m
w52,

Plaintift NeoMedia Technologies, Inc., by and through its attorneys, cc@ﬁiamimand:—z -

s
alleges against AirClic Inc., Scanbuy Inc., and LScan Technologies Inc. (herelﬁﬂer ::- r:;g :
= (LR

collectively “Defendants™) as follows:

PARTIES

1. Plaintiff NeoMedia Technologies, Inc. (“NeoMedia™) is an entity organized and
existing under the laws of the State of Delaware and having a place of business at 2150
Western Court, Lisle, IL 60532.

2. Defendant AirClic Inc. (“AirClic”) is a corporation organized and existing under
the laws of the State of Delaware and having a place of business at 5 Valley Square Park,
Suite 200, 512 Township Line Road, Blue Bell, Penusylvania 19422, NeoMedia is advised
and believes, and on that basis alleges, that AirClic is registered to transact and, in fact, does
transact business within the State of {ilinois and in this District, and has committed acts of

patent infringement as hereinafter set forth within the State of Illinois and in this District.
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3. Defendant Scanbuy Inc. (“Scanbuy”) is a corporation organized and existing
under the laws of the State of New York and having a place of businessi at 37 West 37™ Street,
Suite 302, New York, New York 10018. NeoMedia is advised and believes, and on that basis
alleges, that Scanbuy is registered to transact and, in fact, does transact business within the
State of [llinois and in this District, and has committed acts of patent infringement as
hereinafter set forth within the State of Illinois and in this District.

4. Defendant LScan Technologies Inc. (“LScan™) is a corporation organized and
existing under the laws of the State of Delaware and having a place of business at 555 North
Lane, Suite 6100, Conshohocken, Pennsylvania 19428. NeoMedia is advised and believes,
and on that basis alleges, that LScan is registered to transact and, in fact, does transact
business within the State of Iilinois and in this District, and has committed acts of patent

infringement as hereinafter set forth within the State of Illinois and in this District.

NATURE OF THE ACTION, JURISDICTION AND VENUE

5. This is a civil action for patent infringement arising under the Patent Laws of the
United States, and more specifically, under Title 35, United States Code § 1 ef segq.

6. This Court has jurisdiction pursuant to 28 U.S.C. §§ 1331 and 1338, and 35
U.S.C. §§ 271, 281, 283, 284 and 285. Venue is proper in this District pursuant to 28 U.S.C.

§§ 1391(b) and (c) and 28 U.S.C. § 1400(b).

THE PATENTS-IN-SUIT

7. On August 3, 1999, United States Patent No. 5,933,829 (“the *829 patent™),
entitled “Automatic Access of Electronic Information Through Secure Machine-Readable
Codes on Printed Documents,” was duly and legally issued by the United States Patent and
Trademark Office. A copy of the *829 patent is attached hereto as Exhibit A.

-
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8.  On November 2, 1999, United States Patent No. 5,978,773 (“the *773 patent™),
 entitled “System and Method For Using an Ordinary Article of Commerce to Access a
Remote Computer,” was duly and legally issued by the United States Patent and Trademark
Office. A copy of the *773 patent is attached hereto as Exhibit B.

9. On August 22, 2000, United States Patent No. 6,108,656 (“the *656 patent™),
entitled “Automatic Access of Electronic Information Through Machine-Readable Codes on
Printed Documents,” was duly and legally issued by the United States Patent and Trademark
Office. A copy of the "656 patent” is attached hereto as Exhibit C.

10.  On March 6, 2001, United States Patent No. 6,199,048 B1 (“the *048 patent™),
entitled “System and Method For Automatic Access of A Remote Computer Over a
Network,” was duly and legally issued by the United States Patent and Trademark Office. A
copy of the *048 patent is attached hereto as Exhibit D.

11. The 829 patent, fhe *773 patent, the *656 patent, and the 048 patent (hereinafter
collectively “the patents in suit”) are valid and subsisting and are owned by NeoMedia.

PATENT INFRINGEMENT

12. NeoMedia repeats and realleges each of the allegations of paragraphs 1 through
11 as if set forth fully herein.

13. AirClic has manufactured, or has had manufactured for it, and has used, or
actively induced others to use technology that allows customers to use a built-in UPC bar
code scanner to scan individual items and access information, such as advertiser services,
dietitian services, market research services, and trade show services.

14.  AirClic has infringed and is infringing, within this district and ¢lsewhere within
the United States, one or more clairas of the patents-in-suit in violation of 35 U.S.C. § 271

through the manufacture, use, sale or offer for sale of products, systems and methods that
-3
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infringe these patents. Infringement is direct, as well as contributory, and by actively
inducing infringement by others.

15. AirClic had actual and constructive notice of the existence of the patents-in-suit,
and despite such notice, failed to cease and desist its acts of infringement, and continue to
engage in acts of infringement of the patents in suit. AirClic’s continued acts of infringement
has been, and will continue to be, wanton and willful.

16. AirClic’s infringing activities have damaged and continue to damage NeoMedia.
Upon information and belief, AirClic will continue to infringe upon the patents-in-suit
causing harm to NeoMedia’s business, market, reputation and goodwill unless AirClic’s
infringing activities complained of herein are preliminarily and permanently enjoined by this
Court.

17. Scanbuy has manufactured, or has had manufactured for it, and has used, or
actively induced others to use technology that allows customers to use a built-in UPC bar
code scanner to scan individual items and access information, such as music, movies,
companion shopping, information services and ringtones.

18. Scanbuy has infringed and is infringing, within this district and elsewhere within
the United States, one or more claims of the patents-in-suit in violation of 35 U.S.C. § 271
through the manufacture, use, sale or offer for sale of products, systems and methods that
infringe these patents. Infringement is direct, as well as contributory, and by actively
inducing infringement by others.

19. Upon information and belief, Scanbuy had actual and constructive notice of the
existence of the patents-in-suit, and despite such notice, failed to cease and desist its acts of
infringement, and continue to engage in acts of infringement of the patents in suit. Scanbuy’s

continued acts of infringement has been, and will continue to be, wanton and willful.

-4-
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20. Scanbuy’s infringing activities have damaged and continue to damage
NeoMedia. Upon information and belief, Scanbuy will continue to infringe upon the patents-
in-suit causing harm to NeoMedia’s business, market, reputation and goodwill unless
Scanbuy’s infringing activities complained of herein are preliminarily and permanently
enjoined by this Court.

21. LScan has manufactured, or has had manufactured for it, and has used, or
actively induced others to use technology that allows customers to use a built-in UPC bar
code scanner to scan individual items and access information, such as market data and
pharmaceutical products.

22. LScan has infringed and is infringing, within this district and elsewhere within
the United States, one or more claims of the patents-in-suit in violation of 35 U.S.C. § 271
through the manufacture, use, sale or offer for sale of products, systems and methods that
infringe these patents. Infringement is direct, as well as contributory, and by actively
inducing infringement by others.

23. Upon information and belief, L.Scan had actual and constructive notice of the
existence of the patents-in-suit, and despite such notice, failed to cease and desist its acts of
infringement, and continue to engage in acts of infringement of the patents in suit. LScan’s
continued acts of infringement has been, and will continue to be, wanton and willful.

24. LScan’s infringing activities have damaged and continue to damage NeoMedia.
Upon information and belief, LScan will continue to infringe upon the patents-in-suit causing
harm to NeoMedia’s business, market, reputation and goodwill unless LScan’s infringing

activities complained of herein are preliminarily and permanently enjoined by this Court.
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PRAYER FOR RELIEF

WHEREFORE, plaintiff NeoMedia prays for relief against the Defendants as follows:

A. That U.S. Patent Nos. 5,933,829, 5,978,773, 6,108,656 and 6,199,048 be
adjudged infringed by Defendants and that the infringement be held to be willful;

B. That NeoMedia be awarded compensatory damages for past infringement by
Defendants in an amount no less than a reasonable royalty, in a sum to be determined at trial,
and that said damages be trebled in view of the willful and deliberate nature of the
infringement;

C. That Defendants, their officers, agents, servants, employees and attorneys, and
other persons in active concert or participation with Defendants be preliminarily and
permanently enjoined from further infringement of the patents in suit;

D. That Defendants be ordered to deliver to NeoMedia for destruction all infringing
products and systems in their possession;

E. That this case be declared an exceptional case under 35 U.S.C. § 285, and that
NeoMedia be awarded its attorney fees incurred in this action;

F. For an award to NeoMedia of costs of this action, interest on the award and other
charges to the maximum extent permitted; and

G.  For such other further relief as the Court deems just and proper under the
circumstances.

JURY DEMAND

Plaintiff hereby demands a trial by jury on all issues so triable.
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Respectfully submitted,
NEOMEDIA TECHNOLOGIES, INC.

/ <
Michae] H. Baniak~

Jeffrey A. Pine

BANJAK PINE & GANNON

150 N. Wacker Drive, Suite 1200
Chicago, Illinois 60606

(312) 673-0360

(312) 673-0361 Facsimile

Attorneys for Plaintiff
NeoMedia Technologies, Inc.
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[57] ABSTRACT

The present invention is a secure system and method for
providing automated access to electronic information siored
in a database in either 2 local or remote location. The system
utilizes a machine-readable code printed on a documsnt,
referred to herein as an intelligent document since it stores
information used to aulomatically access the information,
The machine-readable symbol is encoded with source data
(including a file location pointer) that is first obfuscated by
generating a checksum of the source data, encrypting the
source dala by using the checksum as an cncryption key, and
assembling the checksum with the encrypted source data
prior to encoding. The machine-readable symbol is then
printed and distributed by the vendor by any logical means
to the e¢nd user. The end user then scans the code via
appropriate code scanning (e.g. bar code scanning)
equipment, and de-obfuscates the scanned data by parsiag
the checksum, decrypting the remainder of the scanned data
string (which includes the file location pointer) using the
parsed checksum as a decryption key, computing a check-
sum of the decrypted data string, and comparing the com-
puted checksum with the parsed checksum 10 determine the
validity of the code. The file location pointer is then used 1o
access the appropriate file. In a preferred embodiment, a
Web browser program is launched, and the URL of the
vendor’s Web site is accessed through the Internet.
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AUTOMATIC ACCESS OF ELECTRONIC
INFORMATION THROUGH SECURE
MACHINE-READABLE CODES ON PRINTED
DOCUMENTS

CROSS-REFERENCE TO RELATED
APPLICATION

This application is based on and claims the priority of
co-pending provisional palent application filed in the United
Slates Palent and Trademark Office on Nov. 8, 1996 and
assigned Ser. No. 60/030,166.

BACKGROUND OF THE INVENTION

Elecironic data sources, such as conventional databases,
the Internet (i.e., the World Wide Web(“WWW™)) are a rich
and important meauns of information retrieval and distribu-
tion and, increasingly, electronic commerce. However, there
are problems finding the information desired in this increas-
ingly complex and changing network of data sources.
Recently introduced Internet “search engines”, such as
YAHOO, help by allowing a vser 1o search on-line indices
of information sources, and even full source texl, for rel-
evant key words and phrases related to their lopic of interest,
but even carefully structured queries by experienced users
ofien resulls in hundreds and even thousands of possible
“hits” which are not sufficiently specific to preclude further
manual search which is both data resource inefficient and
time consuming.

Because of these inefficiencics, as well as general lack of
familiarity with search engines and their syntax, uscrs often
rely on humar readable priat and broadcast media advertis-
ing to identify source addresses (e.g., Uniform Resource
Locators (“URLs")) for Web sites and other online infor-
mation of intercst. Print media is particularly effective since:
(1) it is the most ubiquitous method of communication and
advertising in the modern world; and (2) a printed document
can serve as a persistent reference to be saved and used
during a subsequent on-lige session.

However, human readable printed source addresses, and
especially URL’s, are particularly difficult to manually enter
in software programs, such as web browsers, due to their
length and use of complex and unfamiliar symbols. If the
characters in 2 URL are not entered exactly, relrieval is
prevented or, in a limited pumber of cases, a legal but
incorrecl source is accessed. This is especially true when
URLs incorporate foreign languages and/or complex query
instructions to on-line databases, as is increasingly frequent
in most Web sites. In addition, the inability to type or
otherwise manually enter symbolic address information due
to either disability or lack of (raining complicates use of
on-line information resources such as the Inlernet for mil-
lions of individuals.

Finally, it is widely anticipated that Internet access will
increasingly be provided through intcractive cable television
via Web-ready television receivers and set-top boxes used in
conjunclion wilh conventional television receivers. In this
home enterlainment environment, it is dificult to use key-
boards for address catry due to both lack of typing skill and
the cumbersome placement of these components. Another
method which would eliminale typing and allow users Lo
dircetly Link printed addresses and query scripis to elecironic
information sources would be highly desirable.

Companies that host Web sites for the purpose of provid-
ing information such as advertising, often want lo know the
identity and other related information of the users who visit
lheir sites (i.e., download files therefrom). It would be quite

30

40

45

55

60

2

advaniageous lo provide such companies or vendors with
this information as parl of a specific file transfer request,
¢.g., as part of a CGI parameters string included in 2 URL.
Additionally, it would be desirable to be able to effect a
secure manner of transferring (his information, so that a user
would have confidence in the system and thus send sensitive
information such as a credit card mumber or the like with the
file transfer request. This would enable electronic commerce
to flourish well beyond the point it exisis today.

SUMMARY OF THE INVENTION

The present invention is a system and method for pro-
viding automated access to electronic information stored in
a dalabase in either a local or remote location. The system
ulilizes a machine-readable code printed on a document,
referred to herein as an intelligent document since il stores
information used to automatically access the information.
The machine-readable symbol comprises encoded source
data, wherein the source dala comprises application launch
information as well as file location information. The source
data is encoded and printed, and then disiributed by the
vendor by any logical means 1o the end user. The end user
then scans the code via appropriate code scanning (e.g. bar
code scanning) equipment, decodes the raw decoded data,
and the file location information is then used o access the
appropriate file. In a preferred embodiment, a Web browser
program is launched, and the URL of the vendor’s Web sile
is accessed through the Internet. Local file retricval may also
be implemented oa the client computer itself, as well as over
an intrapel or LAN environmenl, Additional user-specific
demographic data such as the user’s name and address may
also be enceded in the machine-readable code when Lhe
document is specifically tailored for individual targeting,
such as mailing labels. This demograpbic information is
uploaded lo the WWW site for use by the vendor. In
addition, the present invention encodes security dala, such as
an encryplion key, for use in secure data transmissions such
as electronic commerce over the Iniernet.

In particular, the present invention is a method and system
for a computer, such as a client compuler in a networked
compuler syslem, to retricve a computer file in which a
symbol data siring comprising a file location pointer is
encoded into a machine readable symbol such as a two-
dimensional bar code symbol, and the machine readable
symbol is rendered within a data carmrier (e.g. printed on an
intelligent document). A computer input device such as a
two-dimensional bar code scanmer is coupled to the client
compuler and transposes an inpul data string from the
machine readable symbol. The compuler parses the input
data string to delermine the file location pointer, and the file
location pointer is then vlilized pointer to request the com-
puter file designated thereby.

The file location pointer may be wilized o request the
computer file by cither passing it to an application program
on the client computer suitable for processing the corre-
sponding computer file, and then the application program
retrieving the computer file from the specified file location.
Alternatively, the file location pointer may be utilized to
request the computer file by retrieving a copy of the com-
puter file from the specified file location, and then invoking
an application program on the client computer suitable for
processing the corresponding compuler file.

The client compuler assembles a computer file {ransfer
request word including the file location pointer and lransmits
the request word 1o a target server compuler over a computer
nctwork system, which may be a wide area network such as
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the Internet of a local area network (LAN) or intranet. The
file location pointer may alternatively specify the location of
a computer file stored in a local memory resident in the
client computer rather than on a larget server computer.
When the computer file to be retrieved is on a target server
computer on a nelwork, then the file location pointer is a
network address associated with {he larget server compuler
and a file identifier correlated to the computer file requested
. by said client compuler. In particular, when ufilizing the
Internet, the file location pointer may be in the form of a
uniform resource locator (URL). In any type of networked
environmenl, the arget server compuler receives the com-
puter file transfer request word and transmils a computer file
to the client computer in response thereto.

In addition lo the file location pointer, the present inven-
tion takes advantage of the information density of the
two-dimensional symbology by encoding a source identifier
data string within the machine readable symbol. The source
identifier data siring is used to denote the particular source
of the data carrier such as a particular magazing ot ad, orcan
be used to denote an expected user or targeted group of users
of the data carrier. The source identifier string is then
transposed by the client computer, assembled wilhin the
computer file iransfer request word, and trapsmilled to the
target server computer. The larget server compuler 510165 the
source identifier data string received from the client com-
puter in the computer file transfer request word.

Additionally, the machine readable symbol also has
encoded therein an encryption key associated with the
source identificr data string, which is also transposed by the
computer inpul device. The encryplion key is used by the
client computer to cncrypt information specific Lo a user of
the client computer, and the encrypled user information is
assembled wilhiin the computer file transfer request word
and (ransmitted to the target server compuler. The informa-
tion specific to a user may be obtained, prior to encryplion,
from 2 user imformation data file stored on the client
computer, or it may be obtained from user demographics
dala correlated to a targeted user of the data carricr that had
been previously encoded within and transposed from the
machine readable symbol.

The targel server computer may then utilize the source
identifier data string reccived as part of the file transfer
request word to access a lookup table to determine a
decryption key, and then decrypt the encrypted user infor-
mation received said client computer in the file transfer
request word. The lookup table may either be stored locally
on the target sefver computer, of it may be stored remotely
on a secondary server compuler.

The decrypted user information may comprise sensitive
user information such as a credit card number associated
with the user of said client computer, thus enabling on online
electronic cominercial iransaction by utilizing lhe credif card
number. The user demographics dala may be used by the
larget server computer lo determine the file to transmit 1o the
client computer; i.e. certain files may be targeted to specific
users of the system.

The machine-readable symbol may also have cncoded
therein an exccutable command to launch a software utility
resident on the client computer, and the software utility is
then automatically launched after the machine readable
symbol is transposed. For example, the software utility may
be an Inlernet browser program or a word processing
program. In addition, specific funciions may also be encoded
in the machine readable symbol aleng with the application
launch command, such as a command to execule a print job
of the retrieved compuler file.
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The symbol data slring may optionaily be obfuscated
prior to being encoded into the machine readable symbol, in
which case the input siring transposed pmust likewise be
de-obfuscaled by the clicnt computer. The obfuscation may
be by computing a checksum of the symbol data string,
encrypting the symbol data string by wiilizing the checksum
as an encryption key, and assembling the checksum with the
encrypted symbel data string prior to encoding into the
machine readable symbol. The de-obfuscation would then
be accomplished by parsing the input data string to deter-
mine the checksum, decrypting the encrypled symbol data
string with the checksum as a decryption key, computing a
checksum of the decrypled symbol dala string, and compar-
ing the computed checksum with the checksum from said
input dala string. A valid data condition would be indicated
when the comparison step is successful; and an invalid data
condition would be indicated when the comparison siep is
unsuccessful.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1 is a diagram of the system of the present mvention.

FIG. 2 is a diagram of the document generation function
of FIG. 1.

FIG. 3 is a diagram of the client computer funciions of
FIG. 1.

FIG. 4 is a diagram of the deobfuscating function carried
out by the client computer of FIG. 3.

TIG. 5 is a diagram of the targel server compuler of FIG.
1.

FIG. 6 is a top level Aowchart of the method of the preseot
invention.

FIG. 7 is a flowchart of ithe document generation of the
present invention.

FIGS. 8 and 9 are a flowchart of the scanning and
processing by the clicnt computer of 1he present invention;
and

FIG. 10 is a fiowchart of method used by the target server
computer of the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

The system 100 of the present invention for generating
and reading an intelligent document 10 is illustrated in block
diagram form in FIG. 1. The system 100 comprises an
intelligent document generation sysiem 14, which encodcs,
assembles and prints an intclligent document 10 for subse-
quent scanning at a clienl compuier.

The system operates as follows: A vendor who wishes to
provide an intelligent document 10 programs certain param-
elers into a data string 20 which will be encoded within a
machine-readable code 12 and printed on the document
along with text 16 or graphics 18. The document may be an
advertisement in the form of a magazine insert or page, a
brochure, a label for an envelope, 2 memorandum, and the
like.

Paramelers 1o be included within the machine-rcadable
code depend upon the application desired by the vendor.
FIG. 2 illustrates ficlds 1-6 of the symbol data string 20,
which may comprise a file location pointer 21, a launch
command 22, a user demographics field 23, a source iden-
tifier 24, an encryption key 25, and/or a code lype field 26.
For example, if the veador wants the end-user to be able to
access the vendor's Web site automatically upon scanning
the symbol 12, then the parameters included in the machine-
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readable symbol may include the launch command 22 lo
{aunch an Internet browser application, such as NETSCAPE,
and a Uniform Resource Location (URL) code into the file
location pointer 21, such as hutp://www.xyzcorp.corm. This
information is encoded in accordance with the particular
type of machine code being used. For example, one type of
code which may be used by the present invention is a
PD¥417 symbol, which is described in detail in U.S. Pat.
Nao. 5,304,786, which is incorporated by reference herein.
The PDF417 symbol, known as a two-dimensional bar code
symbol, has enough storage information to encode the
browser launch command as well as the full URL.

A printer 30 then utilizes the encoded data and desired text
and graphics to print an intelligent document 10 a shown in
the Figures. The symbol data sting 20 may also be obfus-
cated for security purposes, which will be described in detail
below.

The intelligent document 10 is disseminated to the cnd
user in accordance with the methods desired by the vendor.
For example, if the intelligent document 10 is a magazine
adverlisement, thea the user will cbtain the magazine by
conventional means such as purchase at a retail outlet, the
mail, etc.

The user, after reading the texl and graphics in the
document, can access the Web site of the vendor by utilizing
a scanncr 34 in conjunction with his client computer 32,
programmed with appropriate software in accordance with
ibe invention. That is, the user will optically scan the code
12 with an optical scanner. An oplical scanner suflicient Lo
scan bar code symbols and the like is disclosed in U.S. Pat.
No. 5,448,050, which is incorporated herein by reference.
“The device disclosed in the 050 patent is housed within a
mouse type device, thus also including circuitry useful in
point-and-click applications popular in personal computer
platforms today.

After the two-dimensional bar code dala is scanned by the
scanner 34, a decoder 36 is used o decode the raw data into
usable commands and data. The decoder is typically a
software program exccuted by the microprocessor of the
computer, and provides thereby to an Internet browser 40 the
URL which had been encoded by the vendor into the symbol
12. The browser 40 application is then loaded (if not already
runaing on the computer 32) by the launch command, and
{he URL is used to access the Web site of the vendor
accordingly at the target server computer 46 via the Internet
44, As 3 resull, the user may automatically access the
vendor’s Web site o obtain a compater file therein without
having to enter the URL by a keyboard, thus eliminating all
chances of error due to manual data input. The sequested file
is obtained from file slorage and generation means 50, and
sent lo the.client compuler via the Internet for display to the
user on the browser 40,

The above scenario is useful when a vender prinls and
distributes such intclligent documents on a mass scale. That
is, the symbol 12 distributed is the same for cach user. In an
aliernalive embodiment, specific demographic information
is included with the code to provide for personalized opera-
tion as foliows. This scenario is useful when the vendor
makes individual printings keyed to individual users, such as
when mailing labels arc printed for inclusion on an envelope
surrounding a magazine or the like.

In this case, the vendor may include in the user demo-
graphics field 23 personal data such as lhe user’s name,
location, phone number, and other appropriale demographic
information. When the user scans the documnent and accesses
the Web sile, the personal data is uploaded Lo the largel
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server, thus providing the vendor with useful demographic
data as 1o which user’s have actually wiilized the intelligent
document scanping service.

The code may alse include security informalion useful in
compleling sceure transfers across the Internet. For example,
an encryplion key 25 appropriate in a public or privale key
system may be embedded within the symbol 12. An appro-
priate software routine in the, user’s computer utilizes the
key after decoding it in order to encrypt certain data being
senl across the Internet. For example, the encryption of
credit card information is desired in order lo thwart would-
be intruders from misappropriating the information. The
syslem of (he present invention could be used to allow the
user 1o order an item advertised in (be brochure by taking the
credit card number, already resident in (he user’s compuler
memoxy, and encrypting it with the key decoded from the
code. When the user desires to purchase the item, he scans
{he associated code, and the credit card number is encrypled
and transmitied as the Web site is accessed. The targel server
computer can match the source identifier string 24 sent with
the transmission with the appropriate decryption key slored
in a lookup table at the larget scrver or on an external
computer, and dcerypt the credit card number accordingly.

The system 10 of the present ianvention has addilional
embodiments which allow quick and easy relrieval of a data
file on an intranel or Local Area Network (LAN). Thus, a
department of a company may distribute fliers regarding
cerlain cvenls, ncw products, etc., and encode appiopriate
document access information in accordance with the teach-
ings of the invention. The user may obtain further informa-
tion by scanning lbe code on the document, which ihen
causes his computer to access his network, file server, ctc.

This cmbodiment is also useful in 2 small office
enviromment, where a user prints out documents such as
letlers or memos thal may nced 1o be revised at a later date.
It is common practice to manually type in the drive location
of the document in the lower corner of the document to
allow the user to easily access the document at a later date,
without searching through massive amounts of files. Thus, 2
user may Lype in Lhe lext
“c:\uscr\ﬁles\smith\clicms\lel_ters\xyzcorp\j0nesltr\dec12”
to indicate its location on his drive. When be desires to cdit
or olherwise access the document, hie would, in the prior art,
have 1o type in the eatire Jocation afler launching the proper
application (c.g. word processor). In accordance with the
leachings of the present invention, a machine readable code
may be encoded wilh this information as the file location
pointer (as well as a command to launch the application) and
printed on the document. Whea the user later desires to edit
the document, he scans the code. The code is decoded, the
application is launched, and the file is fetched from the
location specified in the code.

The invention will now be described in [urther detail.

FIG. 2 is an illustration of the obfuscation function of the
present mvention. Prior to being encoded, the symbol data
string may optionally be obfuscated in order to improve the
sccurily aspects of the system. The symbol data siring is
input into a checksum computing means 62, which then
computes the checksum of the symbol data string in accor-
dance with teachings well known in the prior arl. The
computed checksum is then used as a key in an encryption
scheme 66 which may be one of several well known
encryption methodologies known in the prior art. The key 64
is assembled in the clear (i.c., unencrypled) along with the
encrypted symbol data string into by the encoding function
29. After this encrypted data string and cleared checksum
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data is encoded, it is rendered by the printer 30 in accordance
with methods well known in tfhe art and the intefligent
document is thereby generated.

Afler the intelligent document 19 is distributed to the user,
the bar code symbol 12 is scanned by bar code scanner 34
and processed as follows. The scapned symbol data is
decoded by means well known in the art in accordance with
the particular symbology implemented to encode the symbol
12. Once the symbol data has been decoded, it is deobfus-
caled (if the original symbel data bad been obfuscaled as
described above) by deobfuscation function 37 which is
illustrated in detail in FIG. 4. First, the clear checksum 64 is
utilized as a key to decryption function 97 to decrypt the
encrypied string 67, The decryption function 97 which was
preloaded onto the client computer as part of an initialization
process with the system is a corollary to the encryption
function 66. By passing the checksum 64 in the clear and
utilizing it as the key, it enables the client compuler and
document generation computing means {0 be synchronous
with respect to the encryption methodology. After fhe
decryption function 97 produces the clear data string com-
prising the original file location pointer 21, lavnch command
22, user demographics 23, source 1D} 24, key 25 and code
type 26, then 1the checksum computing means 99 operales to
compute a checksum of those fields. That computed check-
sum is then compared by comparison block 101 wilh the
received clear checksum 64 thal was decoded by the decod-
ing process 36. If the comparison process 101 indicates that
the computed checksum equals the received clear checksum,
then go/no go signal 103 indicates that the data transmission
and decryplion process was successful. If, however, the
checksums are not favorably compared, then the go/no go
signal 103 will indicate an unsuccessful transmission and
decryplion process. If this is unsuccessful, then further
processing is aborted.

Once Lhe symbol data is deobfuscated, it is then parsed by
parsing block 39 in order to utilize the constituent fields as
follows. The fle location pointer 21 and source identifier
string 24 are asscmbled into a register that will comprisc the
file transfer request. The file transfer request register is also
loaded with a clienl version 72 taken from local memory 70
on the cliemt computer. The user demographic siring 23 is
opticnally fed into an encryption block 80 which is then used
with encryption key 25 to encrypt that data and put the
resulls as encrypled user information 82 into the file transfer
requesl string 90. Optionally, the encryption function 80
may ulilize cerlain Iocal user data 74 that had been stored on
the memory 70 of the client computer. This local user data
may comprise sensitive informalion, such as the user’s
credit card number. Advanlageously by enerypling Lhis
information the user will have a higher level of confidence
that this sensilive information can be irapsmitted over the
Internet for applications such as eleclronic cornmerce. Thus,
lhe file transfer request repister 90 will comprise the file
location pointer 21, the client version 72, certain encrypled
user information 82 and the source identifier 22.

The code type siring 26 is compared by block 78 (o the
internally stored code type 76. If the comparison is
unsuccessful, then further processing is aborted. This pro-
cess is uscful to enable certain versions of the client software
to be distributed such as on a demonstration or Irial basis,
and this trial software will only work with certaio documents
generated by corresponding document generation soflware
modules. Thus, a user having a trial version will not be able
1o fully utilize the system until it purchases by license or
otherwise the proeduction verston. Ulilization of this type of
code lype matching also emables \he system vendor to
control expired licenses, etc.
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Once the file transfer request has been successfully
assembled, it is then senl to the appropriate interface in order
to obtain the requested file. In the preferred embodiment, the
file transfer request wilt take the form of a2 uniform resource
Tocator (URL) which will be sent to the Internet browser
software 40 that is resident and on the client computer,
Optionally, if the file transfer request string indicates that the
file is located on a Local Area Network such as LAN 98,
then the file transfer request will be wransmitted through the
LAN interface 96 of the client computer in order {o obtain
the correct file. Further optionally as described above, the
file transfer request may seek to oblain a file stored in local
memory, such as on the user’s hard drive 94,

Referring 1o FIG. 5, the operation of the target server
computer will now be described in detail. When the file
transfer request 90 indicates that the file to be retrieved is
localed on an Iuterpet file server, then the file Iocation
pointer 21 will comprise a URL, which comprises an [P
address (Inlernet Protocol), as well as a file identifier. The TP
address, as is well known in the arl, is the address of the
target server computer on the Internct. The Web server
program 112 that is ranning on the target server computer 46
receives the URL over the Interaet 44 and strips out certain
parameters contained therein, The source identifier 24 is
used Lo access a look up table 110 which comprises a
plurality of source identifier sirings and (heir associated
decryplion keys. This decryption key that is oblained from
the key table 110 is then used by decryption block 114 lo
decrypt the cocrypied user information received in the file
transfer request. Decryption function 114 35 corollary to the
encryptiop funclion 80 performed at the client computer.
Thws, the secure information transferred with the file transfer
request is decrypled and user information file 122 may be
stored in user log 52, along with the date and time stamp 120
lo indicale when the particular request was teceived, This
informaltion is quite valuable to the vendor, since it enables
il to determine the pame and other useful information
relating 1o users who have accessed its Web site. This
information may also be utilized by file generation and
storage means S0 to dynamically determine the file or files
lo be sent back o lhe client computer. For example, if the
demographics data indicales that the user would prefer the
file returned back in a langnage other than English, that file
can be accessed or generated appropriately. Thus, in addition
to relricving a static page stored in the target scrver
computer, the system of the present invention allows
dynamic generation and return of compuler files in accor-
dance with user’s preferences indicated in the iransfer
request. In addition, as described herein, if the user has
allowed bis credit card number 10 be encrypted and sent with
the file transfer request, then the larget server coraputer can
decrypt the credit card pumber and wtilize it to perform a
secure on-line transaction.

In the allernative to having a file resident on the larpet
server computer, il may be required for the target server
compuler to access an auxilliary file server 118 to get the
external file and retum it back to the client computer. The
auxilliary filc server 118 may be accessed directly, through
a dial up modem connection, or through the Internct. In
addition, an external key server 116 is accessible by the
target server computer if it is desired by the system designer
to keep the key table I10 remote from the target server
computer, rather than local therein. By keeping a key table
110 at a ceniral server location, the system provider can keep
track of server requests to decrypt user information and
charge a fee accordingly. Thus, a vendor ufilizing this
syslem may have the option of paying a “per click” [ee to



Case: 1:04-cv-00566 Document #: 1 Filed: 01/23/04 Page 2,4\0f 78 PagelD #:24

VR

5,933,829

9

determine ihe user demographics of each user that accesses
his server or may just provide files back to the user without
obtaining that knowledge on a less costly basis.

When the file is returned back to the client computer
through the Internct 44, it may be displayed in a manner well
known in the art on the Internct browser 40. Thus, the
system of the present invention has provided an casy and
error proof way for a user to obtain a computer file from an
Internet server compuler by simply scanning a code pro-
vided on an intelligent document and having the client
automatically process the code, request the file wherein the
file is then returoed by the target server compuler and
displayed 10 the user.

FIGS. 6 through 10 illustrate the flowcharts of the meth-
adologies employed by the present inveation. FIG. 6is an
overall Aowchart wherein step 202 illustrates the data siring
comprising the file location paointer, launch command, user
demographics, source idenlifier, key and code type. At block
204, tbe data string is utilized to gencrate an intelligent
document 10 which is also distributed to the end users. At
step 208, the bar code symbol is scanned, and at step 210 the
data is decoded and processed and the file request is
assembled. At step 212 the file request is lrapsmilted over
the Internet and at step 214 the target server fetches and/or
generates the computer file requested. Finally, atslep 216 the
file is transmitled 1o the client computer and displayed on the
browser {o the user.

FIG. 7 is a more detailed flowchart of the document
generation procedure. The data string at 202 is used o
compute a checksum at step 218. At step 220, the checksum
is used to encrypt the data string and at step 222 the
checksum and encrypted data string arc assembled. At step
224 the bar code symbol is encoded and at step 226 1he bar
code symbol is printed with optional text and graphics onto
the intelligent document 10.

FIGS. 8 and 9 illustrate the detailed operation of the client
compuler. At step 208 in FIG. 8, tbe bar code symbol is
scanned. At step 218 the input data string is parsed in order
lo derive the checksum and it is then decrypted wilh the
checksum as (he key. The decrypted string is used 1o
compuler a checksum and the received checksum is com-
pared with the computed checksum. If the checksums are not
equal, an invalid condition is declared and the process exits
at step 230. If data is indicated valid at step 232, then the
stored code Lype is felched from the client’s memory at step
234, A comparison of the code lype from the client memory
with the received code type is compared at step 230. If an
invalid data condition is indicated in this test, then the
process exits at step 230 and if the code types miatch, then
the process continnes with an unpacking of the decrypted
siring al step 238.

Referring now 1o FiG. 9, the step 240 will encryp the user
data file from the client memory and oplionally the user
demographics received from the bar code to generale an
cnerypled user file. Al step 242, the encrypled user file is
assembled into the file transfer request 248. At step 244, the
file location pointer comprising the IP address and file ID
and the source 1D are also assembled into the file transfer
request and at step 246, the client version is felched from
tocal memory and assembled into the file transfer request. Al
step 250, the browser is provided with the file transfer
requesl anl is optionally started by the launch command in
the received siring. At step 252, the file transfer request is
transmilied 1o the target server, preferably in the preferred
embodiment over the Internet in order to obtain the
requested file.
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FIG. 10 illustrates the details of the methodologies
employed by the farget server computer. At step 234, the
targel server computer receives the file transfer request, and
at step 256 the Web server program running on the target
server computer uses the received source identifier to fetch
the associated decryption key which may be internal or
externally located. At step 258, the user file is decrypled and
the user data is stored in a log. If the stalic page has been
requesied by the user, then the fite location is looked up as
a function of the file identifier. At step 264, the file is feiched
from that location at step 268 and returned lo the client
computer via the [nternet at step 270. If the static page was
not requested at block 262, then a dynamic page is generated
at slep 266 which typically will be a function of the file
identifier and/or the user data that had been received and
decrypled. Again, the file is then returned to the client
computer by the Internet and displayed on the user’s
browser at step 272.

We claim:

1. A method for a clienl computer (o retricve a compuler
file comprising ihe steps of:

a) encoding a symbol data string comprising a file loca-

tion pointer inlo a machine readable symbol;
b) rendering said machine readable symbol within a data
carrier; .

¢) transposing an input data string from said machine
readable symbol with a compuler input device coupled
to said client computer; ‘

d) parsing said ioput data string lo determine said file

location poinler; and

¢) wiilizing said file location pointer to request the com-

puter file designated thereby.

2. The method of claim 1 wherein said utilization step
comprises the steps of:

passing said file location pointer to an application pro-

gram on said client computer suitable for processing
the corresponding computer file; and

the application program relrieving the compuler file from

the specified file location.

3. The melhod of claim 1 wherein said ulilizalion slep
comprises Lhe steps of:

retrieving a copy of the compuler file from the specified

file location; and

invoking an application program on said client computer

suitable for processing lbe corresponding computer file.

4. The method of claim 1 wherein said file location pointer
specifies the location of a computer file stored in a local
memory resident in said client computer, and wherein said
computer file is oblained from said local memory.

5. The method of claim 1 wherein said utilization slep
further comprises the steps of:

f) assembling a computer file transfer request word com-

prising said file location pointer, and

g) transmitting said computer file transfer request word to

a target server compuler via a compuler nelwork sys-
lem.

6. The method of ¢laim 5 wherein said computer network
system is an Internet, and wherein said computer file transfer
request word is direcled fowards a target Server computer in
communication with the Internct.

7. The method of ctaim 6 wherein said file location pointer
comprises a uniform resource locator (URL) for specifying
a file on the targel server computer in communication with
the Internet.

8. The method of claim 5 wherein said compuler network
system is a local area network, and wherein said computer
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file transfer request word is directed towards a targel server
computer in communication with said local area network.

9. The method of claim 5 further comprising the steps of

h) said larget server computer receiving said computer file

transfer request word and

i) said target server compuler iransmilling a computer file

to said client compuler in response thereto,

10. The method of claim 9 wherein said file location
poinier comprises a network address associaled with said
targel server computer and 2 file identifier correlated to the
computer file requested by said client compuler.

11. The method of claim 9 wherein said machine readable
symbol also has encoded lherein a source identifier data
string, said source identifier data siring comprising data
correlated to an expecled user of said dala carrier, and
wherein said source identifier data slring is transposed by
said compuler input device.

12. The method of claim 11 wherein said source trans-
pased source identifier data string is assembled wilhin said
computer file transfer requesl word and transmitted Lo said
target server computer.

13. The method of claim 12 wherein said {arget server
computer slores said source identifier data string received
from said client computer in said computer file transfer
request word.

14. The meihod of claim 12 wherein

said machine readable symbol also has encoded therein an

cncryption key associated with said source identifier
dala string,

said encryplion key is transposed by said computer input

device,

said transposed encryption key is used by said client

computer to encrypl information specific to a user
associated with said client compuler, and

said encrypied user information is asscmbled within said

computer file trapsfer request word and transmitted to
said farget server compuler.

15. The method of claim 14 wherein s2id information
specific to a user is obtained, prior lo epcryption thercof,
from a user information data file stored on said clienl
compuler.

16. The method of claim 14 wherein

said machine readable symbol also has encoded therein

user demographics data,

said uscr demographics dala correlated 1o a targeted user

of said data carrier,

said user demographics dala is transposed by said com-

puter inpul device, and wherein

said information specific to a wser is obtained, prior to

encryption thereof, from said transposed user demo-
graphics data.
17. The method of claim 14 wherein
said target server computer utilizes said source identifier
data string to access a lookup table to determine a
deeryption key associated with said encryplion key, and

said target server decrypls said encrypted user informa-
lion received from said client computer.

18. The method of claim 17 whercin said lookup table is
stored locally on said targel server computer.

19. The method of claim 17 wherein said lookup table is
stored remotely on a secondary server compulter.

20. The method of claim 17 wherein said user information
comprises a credil card number associated with said user of
said client computer, and wherein on online elecironic
commercial transaction is accomplished by utilizing said
credil card number.
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21. The method of claim 9 wherein said machine readable
symbol also bas encoded therein user demographics data,
said user demographics dala correlated lo a targeted user of
said data carrier, and wherein said user demographics data is
transposed by said computer input device.

22. The method of claim 21 wherein said user demo-
graphics data is included in said file transfer request word
transmilted to said targel compuler, and wherein said user
demographics data is stored in said targel server computer.

23. The method of claim 22 whercin said computer file
Iransmitted by said larget server computer to said client
compulter is at least partially delermined by at least part of
said user demographics data.

24. The method of claim 1 wherein said machine readable -
symbol also has encoded therein an executable command to
launch a software utility resident on said client computer,
and wherein said software ulility is automatically launched
after said machine readable symbol is transposed.

25. The method of claim 24 whercin said software utility
is an Inlernet browser program.

26. The method of claim 24 wherein said software utility
is a word processing program.

27. The method of claim 26 wherein said word processing
program is caused to execute a prinl command of a computer
file. '

28, The method of claim 1 wherein

said dala carrier is a document,

said machine readable symbol is a bar code symbol,

and said compuler inpul device is a bar code scanning

device. ’

29. The methed of claim 28 wherein said bar code symbol
is a two-dimensional bar code symbol encoded in the
PDTF417 symbology.

30. A compuler system comprising:

a} a client computer and

b) a computer input device coupled to said client

computer, adapted to read a machine readable symbol
from a data carricr and transmit Lo said clicnt computer
an inpul data string;
wherein said clienl compuler comprises
processing means for Iransposing said input data string
to a plurality of constiluent fields, sail fields com-
prising at least a file Iocation pointer;
means for wutilizing said file location pointer to it
request the computer file designated thereby.
31. The compuler system of claim 30 wherein said file
location pointer ntilization means comprises
means for passing said file location pointer to an appli-
cation program on said client computer suilable for
processing the corresponding computer file; and

means for the application program to retrieve the com-
puter file from the specified file location.

32. The compuler system of claim 30 wherein said file
location pointer utilization means compriscs

means for retricving a copy of the computer file from the

specified file location; and

means for invoking an application program on said chient

computer suitable for processing the corresponding
computer file.

33. The computer system of claim 30 wherein said file
location pointer utilization means comprises means for
oblaining, as a function of said file location peinter, a
computer file from local memory resident in said client
commpuier file is obtained from said local memory.

34. The computer system of claim 30 wherein said client
compuler is interconnecied o a computer network compris-
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ing a larget server computer associated therewith, and
whercin said file location pointer utilization means com-
prises:

mcans for assembling a computer file transfer request

word comprising said file Jocation pointer, and 5
means for transmitting said computer file transfer request
word to said targel server compuler via said getwork.
35. The computer system of claim 34 wherein said
computer network is an Internet, and wherein said computer
file transfer request word is directed towards a target server
computer in commupication with the Interget.
36. The computer system of claim 35 wherein said file
location pointer comprises a uniform resource localor (URLY
for specifying a file on the targel server computer in com-
munication with the Iniernet.
37. The computer system of claim 34 wherein said
compulcr network is a local area network, and wherein said
computer file transfer request word is direcled towards a
larget server compuler in communication with said local
area network.
38. The compuiter system of claim 34 wherein said target
Server compuler comprises:
means for receiving said computer file transfer request
word; and a5

means for trapsmilting a computer file 1o said client
campulter in response lo said compuler file transfer
request word.

39. The system of claim 38 wherein said file localion
pointer comprises a neiwark address associated with said 3
target scrver compuier and a file identifier correlated to the
compuler filc requested by said clicnt computer.

40. The computer system of claim 38 wherein said input
data string fields also comprise a source identifier data
string, said source identifier data siring comprising data 3¢
correlated to an expected user of said dala carrier.

41. The system of claim 40 wherein said assembling
means also assembles said source idenlifier dala string
within said compulter file transfer request word.

42. The computer system of claim 44 wherein said larget 40
server computer further comprises means for storing said
source identifier data sing received from said clicnl com-
puter in said compuler file transfer request word.

43, The computer system of claim 41 wherein

said input data string ficlds also comprise an cocryption 45

key associated with said source identifier data string,

and wherein sald client compuler further comprises

means for encrypting with said cncryption Key a user

information data file stored on said client computer,
said user informalion data file comprising information
regarding the user associated with said client computcrm,\;%
and ’
wherein sald encrypted user information data file is
assembled within said computer file transfer request .,
word and transmitled to said target server compuler.

44. The computer system of claim 43 wherein said client
compuier comprises memory means for storing a user infor-
mation data file, and wherein said information specific to a
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user is obtained, prior 10 encryption thereof, from said user
information data file.

45. The computer system of claim 43 wherein said input
data string fields also comprise user demographics data
correlated to a targeted user of said data carrier, and wherein

- said information specific to a user is obtained, prior to

encryption thereof, from said user demographics data.
46, The compuler system of claim 45 wherein said target
servel compuler COmprises:

means for accessing a lockup table, said lookup table for
sloring a decryption key associated with said source
identifier dala string, to oblain said decryption key
associated wilh said source identifier data string, and

means for decrypting, utilizing said decryption key, said
encrypted user information received from said client
computer.

47. The computer system of claim 46 wherein said lookup
table is stored locally on said target server computer.

48. The computer system of claim 46 wherein said lookup
lable is stored remotely on a secondary server computer.

49. The computer system of claim 46 wherein said user
information comprises a credit card number associated with
said wser of said client computer, and wherein said client
computer further comprises means for executing on online
clectronic commercial Iransaction by ulilizing said credit
card number.

50. The computer system of claim 38 wherein said inpul
data string fields also cornprise user demographics data
correlated 1o a targeted user of said data carrier.

51. The computer system of claim 50 wherein said user
demographics dala is included in said file transfer request
word fransntitted to said target computer, and wherein said
targel server compuler comprises means for storing said user
demographics data.

52. The computer system of claim 51 wherein said 1arget
server computer comprises means for ulilizing said user
demographics data to at least partiaily delerming the com-
puter file transmitted Ly said target server computer Lo said
client computer,

53. The computer system of claim 30 wherein said inpul
data siring fields also comprise an exccutable command to
launch a software utility resident on said client computer,
and wherein said soflware utility is automatically launched
after said machine readable symbol is transposed.

54. The computer system of claim 53 whercin said
software utility is an Internet browser program.

55. The compuler system of claim 53 wherein said
sofiware utility is a word processing program.

56. The compuier system of claim 55 wherein said waord
processing program is caused 1o execule a prinl command of
a computer file, :

57. The computer system of claim 30 wherein said
compuler input device is a bar code scanning device.

58. The computer system of claim 57 wherein bar code
scanning device is suitable for scanning a two-dimensional
bar code symbol.
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SYSTEM AND METHOD FOR USING AN
ORDINARY ARTICLE OF COMMERCE TO
ACCESS A REMOTE COMPUTER

RELATED APPLICATION DATA

A claim of priority is made in this application based on
Provisional Application Ser. No. 60\000,442, filed on Jux.
20, 1995, and entitled “Method and Apparaws for Interfac-
ing with Remote Computers” (hereinafter, “our copending
application”), the disclosure of which is hereby incorporated
by reference in its entirety.

FIELD OF THE INVENTION

This iovention relates to compuler communications
gencrally, and more specifically to techniques for giving
usets convenient access o information located on computer
networks such as the Inlemmet.

BACKGROUND OF THE INVENTION

A computer nelwork is a sct of compulers (or “hosts™
which are able to communicate electronically. In logical
terms, the network can be viewed as a set of nodes or “sites”,
with each computer on the network being home for one or
more nodes. Generally speaking, each host is assigned a
numeric address, which the network uses to route informa-
tion to thal particular host. To facilitate human use of
aetworks, addresses are often given alphanumeric codes (or
“moemonics™), which are easier for people to remember. For
example, the numeric address 200.98.322.56 may be
assigned the mnemenic “sample.com.”

Al the present time, the world’s most important network
is the Internet. The Internet is a massive worldwide collee-
tion of computer resources, comnected logether in nelwork
fashion by a serics of communication protocols known as
TCP/IP. Many sites on the Inlernet can be accessed in
accordance with popular standard protocols or formais such
as Gopher and Hypertext Transport Protocol (“HTTP”).
These sites act as remote scrvers, providing information to
users’ computers (or “clients”) in accordance with a par-
ticular format or protocol. The clienl system (often an
individual’s personal compuler) must have the necessary
software to handle the server’s particular protocol.

For example, siles set up in accordance with HTTP are
nicked-named “Web siles™. If a2 user wanls 1o access Web
siles, she must have a computer connecled to the Internet
and equipped with soflware for communicating in accor-
dance with the HTTP protocol. Such software is often called
a “browser,” because it allows users to browse (or, in the
partance of he enthusiasts, “surf”) from Web site to Web
site, much the way one might browse through a library, This
process is facilitated by the fact that most Web sites have
hypertext links to other Web sites, which the user can
activate by clicking a mouse on a highlighted portion of the
screen.

Typical browser software also maintains a list of sites the
user has visited, which the user can recall using commands
such as “back” and “forward.” These commands, coupled
with the hypertext lioks between Web sites, give users the
sensaiion of “navigating” through a seemingly infinite realm
of informalion, which is popularly referred to as “cyber-
space” or the “World Wide Web.”

Users can also specify a Web site by manually Lyping in
the sile’s focation as a Uniform Resource Locator (FURL™).
The URL specifies the precise location of a particular
resource, and has three fields:
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<resource lype> <domain name> <path>
Domain pame, as explained above, is the alphanumeric
network address of the host on which a particular resource
resides, The “path” is the specific directory and file on the
host where a resource is stored. A typical URL is hutp://
bongo.cc.ulexas.edu/ neural/cwsapps. him],

For example, the command “Go <URL>" would cause
browser software 10 request the information residing at the
site specified by the URL. This is called “pointing” the
browser 10 the desired Web sile, The Web server at the
designated URL processes the browser’s request by (rans-
ferring a copy of the file specified by the URL to the user’s
local hosl computer. The transferred file includes embedded
commands in the hypertext markup fanguage (“HTML"),
which cause the client’s browser software to display and
handle the transferred file in a desired manner.

Cyberspace is not limited to the World Wide Web or the
Internel. Massive amounts of information are also available
on networks maintzined by on-line service providers under
the service marks CompuServe, Prodigy and America
Online, for example. Users typically access these on-line
services via lelephone modem connection. To the ead user,
these networks appear to be a series of sites or locations or
“rooms” offering various types of information. The
addresses for these locations are assigned by the oun-line
service providers. Navigation among these locations is
handled by proprieiary client software, which runs an the
user’s personal computer.

Many users learn of resources on the Interel or a pro-
prielary on-line service through magazine articles apd adver-
tisements, These articles and advertisements include the
necessary URL or other metwork address to access the
desired site. Many publications compile lists of siles they
decm particufarly worthwhile, When a user sees a listing for
a site which looks interesting, he can manually enler the
published URL or other mnemonic address into his browser
or other software, and access the site,

As explained in our copending application, we realized
that published computer addresses—whether URLs or
otherwise—were diflicult for people 0 use because they
have to be tediously entered into their computers. A good
¢xample of an address which may be difficult to enter is the
University of Texas address cited above, The problem is
particularty acute for persons with a visual or physical
disability.

Another problem using the Intcrnet, we realized, is that
many users have trouble even finding URLs or other net-
work addresses for desired sites such as Web pages.
Accordingly, Web site sponsors publish their Web site URLs
in print adverlising and on packaging. The difficulty with
this approach however is that the URLs are still long, and
cumbersome 10 remember and enler into a compuler.

In our copending applicaiion, we proposed to resolve
these problems by allowing people to access published
locations without having to manually enter the published
address. In accordance with one cmbodiment of the
invention, disclosed in our court pending application the
muemonic address or verbal description of a network loca-
lion is published along with the location’s numeric addross
in bar code format. The user’s compuler is equipped with a
bar code reader and browser software, The bar code reader
is suitably interfaced to the computer’s browser software to
allow bar code input to be accepled as address information.
When the user sces an interesling published address, he
scans {he associated bar code using the bar code reader,
thereby loading the desired numeric address into Lhe
browser. The browser then accesses the Web or other site
corresponding to that pumeric address.
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We are finding several problems with this and other
approaches that have been tried. First, some URLs and other
nelwork addresses contain upwards of 20-30 characiers, and
therefore require very long bar code symbols, which can
clutter advertising and packages, and may not be practical
from either an esthetic or lechnical perspeclive. Second,
placing URLs on printed material (whether or not in bar
code formaf) requires manufacturers to redesign products,
packaging and/or advertiserents, and many manufaclurers
may be reluctant to do this. Third, pervicus proposal, if the
network address is changed, the package needs fo be
redesigned, and packages already in the marketplace will
have incorrect address information.

'SUMMARY OF THE INVENTION

The present invenlion offers a better way for consumers
and others to access respurces on remote compulers, par-
ticularly Web sites. In accordance with one aspect of the
invention, the disseminalion and entry of network addresses
is accomplished by means of exisling identification stan-
dards (c.g., bar codes) found on ordinary products like soup
or soda, in conjunction with a centralized database of
network locations.

One embodiment of the invention is a system in which a
bar code or other indicia is associated with a product or other
article of commerce. The indicia encodes (in human and/or
machine readable form) a UPC or other identification
number, which is associated with the arlicle in accordance
with an extrinsic standard. A compuler dalabase is provided
that relates standard UPC codes to Internet URLs or other
network addresses. To access a network resource relating to
a particular product, the user swipes a bar code reader across
the product’s UPC symbol. The database then retrieves the
URL corresponding to the UPC product data. This location
information is then used 10 access the desired resource on the
network,

In accordance with ancther aspect of the invention, nct-
work addresses are directly encoded into bar code format. In
this manner, the necessity of manually entering the address
is eliminated. Users can more quickly review published lists
of Web Sites or other locations. The bar coded address can
also be printed on removable stickers or delachable cards,
allowing uscrs to readily clip the stickers or cards for future
reference.

In accordance with yet another aspect of the invention,
navigational commands (in addition ton addresses) can be
published together in both human-readable and bar cade
tormats. These commands include common commands such
as “back” and “forward,” as well as more specialized
command sequences, such as the commands necessary Lo
access particular services, files, and documents on the Inter-
net or the proprietary on-line services. Rather than manually
enter these commands, the user selecls a desired command
by scanning its associated bar code. The outpul of the bar
code reader is accepted by the browser software as the
selected command.

The inveotion offers a number of important advantages.
First, becausc product identification information is already
widely disseminated using standardized and pre-assigned
codes, the invention eliminates the need for separately
disseminating domain names or other network location data.
Further, the invention can be implemented withoul requiring
manufactures to redesign packaging or other articles, or to
develop special bar code indicia. This overcomes a Catch-22
oflen facing new technologies: manufaclurers will not par-
ticipate unti! there is widespread consumer interest; con-
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sumers are nol interested until there is widespread manti-
facturer participation. With the invention, mass participation
by mapufacturers in the technology is aulomatic.

Second, the invention allows practical usce of bar codes
and other machine readable media for cntry of network
location data. As we realized, encoding URL data in bar
code format is not practical because the resulting bar codes
are too long. By using exisling UPC product codes in
combination with the database of melwork locations, users
have the benefit of bar code or comparable technology for
entering neiwork location data. Thus, the necessity of manu-
ally entering the address is eliminaled. Users can access a
desired site by simply using a bar code reader. The UPC can
also be printed on removable stickers or detachable cards,
allowing users o readily clip the stickers and cards for future
reference, This is particularly useful when the user reads
aboul the location at a time when he does not have access to
a compuicr.

Third, the invention overcommes the problems encountered
when network addresses are changed. Network addresses
can change as companies reorganize their on-line marketing
strategies. Also, Internet addresses are assigned by an inde-
pendent third party—IaterNic—which may in some cases
have the authority lo unilalerally change a company’s
address. Finally, unforeseen trademark conflicts (involving
for example Internet domain names) may require adoption
of new addresses. With the invention, a new address assign-
ment requires only that (he database of addresses be updaled.
Products, packaging, advertisements and the like bearing the
standard identification codes need not be redesigoed.

BRIEF DESCRIFTION OF THE DRAWINGS

FIG. 1 is a block diagram of 2 computerized system for
interfacing with a computer network in accordance with the
invention,

FFIG. 2 is a perspective view of the local host computer
shown in FIG. 1.

FIG. 3 is an enlarged view of the adicle of commerce
shown in FIG. 1, illustrating in detail the UPC symbol
thereupon.

FIG. 4 is a tabular view of the database shown in FIG. 1.

FIG. 5 is a flow chart illustrating the operation of the
systemn of FIG. 1 in accordance with the invenlion.

FIG. 6 is an idealized view of the CRT screen of the client
sysiem of FIG. 1 displaying information in accordance with
the invention.

FIG. 7 is a perspective view of articles of commerce
which can be used in accordance with the invention to access
remote computers.

FIG. 8 is a block diagram of a compulerized apparatus for
interfacing with a computer network in accordance with 2
second embodiment of the invention.

FIG. 9 is an idealized perspective of the document of FIG.
8§ having a nelwork address in both bar code and human
readable formats.

FIG. 10 is a flow chart illustrating the operation of the
apparatus of FIG. 8 in accordance with Lhe invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT
1. Overview
FIG. 1 is a block diagram illustrating onc application of
the invention, namely the use of an ordinary article of
commerce o access siles on the Inlemnet’s World Wide Web,
As explained below, (his embodiment ol the invention
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allows a person who desires Internel resources concerning a
particular product to access those resources using the prod-
uct’s UPC symbol. The data encoded on the UPC symbol
can be entered manually or (for greater convenience) using
a bar code reader.

Referring to FIG. 1, the Internet 20, illusirated here in
generalized format, includes a service provider 22 and two
remote nodes 24 and 26. In this case, service provider 22 is
a local Internet access provider. Service provider could also
be an online service provider, such as America OnLine®,
Compuserve®, Microsoft® Network and Prodigy®. In such
cases, local host 28 peed not be on Internet 20—that is, need
not have a nelwork address. ‘

An end-user {not shown} accesses Internet 20 using local
host 28, which in this case is an IBM compatible personal
computer including a CPU 30, a random access memory 32
and an address/data bus 34 by operatively connecting CPU
30 and memory 32. Unless otherwise specified, the term
“memory” herein includes any slorage device, including
RAM, ROM, 1ape or disk drives (or collections or networks
of tape or disk drives), and any other device for storing
information. Amodem 36 and /O port 38 are attached to bus
34 by a suitable inlerfaces 40 and 42, respectively. An input
device 44 is connected to bus 34 via /O port 38. Input
device 44 is a commercially available wand-style bar code
reader reads a Uniform Product Code (“UPC”) bar code
symbol 46 affixcd to an article of commerce 48.
Allernatively, input device 44 could be a card reader, optical
characler or voice recognition system, touch screen, scanner,
pen, keyboard or other known input device. '

Local host computer 28 need not be a personal computer,
and could for example be a mainframe or minicomputer
kaviog a terminal by which the user could enter and receive
data. In that arrangement, input device 44 would be attached
1o the terminal.

Modem 36 is adopted for electronic communication via a
suitable telephone link 59 with service provider 22. Com-
puter 28 functions as an Internet host because il is connected
to service provider 22 using Point to Point Protocol (“FPP”)
via lelephone link 50. Other telecommunications channels
may be used, such as ISDN or a connection which incor-
porates a third parly intermediary network such as Tym-
Net™. Allemnatively, local host 28 could be connected
directly to Internet 20, as is likely to be the case where Jocal
host 28 is a larger compuler, such as mainframe. FIG. 2
offers a perspective view of local host 28 and article of
commerce 48 and also illustrates a CRT monitor 52 and
keyboard 54 suitably coupled to bus 34.

In this illustration, local host 28 is used to access Inlernet
resources (or “Web sites”) on remote nodes 24 and 26, which
are available using the HTTP protocol. HTTP uses a client-
server architecture, with remote nodes 24 and 26 acting as
scrvers, and local host 28 acting as a client. Local host is
equipped with Nelscape Navigalor brand Web browscr sofl-
ware which enables it 1o function as an HTTP client.

Remote notes 24 and 26 have pre-assigned network
locations (or “domain names”), and desired resources (such
as a panticular Web sile) are Iocaled in specific directories
and files (or “paths™) resident on a remote nodes 26 and 28.
The precise locations of those resources are specified using
URL, which, as explained above, includes three fields:
<resource lype> <domain pame> <path>. To access
resources of a particular remote node 24 or 26, local host 28
requests those resources from Internet 20 using the appro-
priate URL. Thus, the URL functions as a more precise kind
of oetwork address than a domain name.

The URL required is ofien supplied by the user. Users
learn about the existence of a desired resource (and its
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corresponding ULR) through a variely of means, including
publication in a printed advertisement. In current practice,
the URL acquired from a printed source must be cotered
using a keyboard. As explained above, this can be ledious.
Moreover, in many cases, users may have trouble finding
references to desired Web pages.

2. Arlicle of Commerce

In accordance with the invention, access to desired
resources on remote nodes 24 and 26 is achieved using an
article of commerce 48. The term “atlicle of commerce”
includes tangible things that are sold or moved through
commerce, such as consumer products, packaging, and
prinled media including books, pewspapers, magazines,
stickers, fliers, cards, tags and labels. Article 48 bears a
standard UPC bar code symbol or indicia 46. Symbol 46 is
shown in greater detail in FIG. 3, and may be affixed to
arlicle 48 in any suitable manaer, including printing directly
on the arlicle or its packaging, or applied to labels or tags
attached or otherwise affixed to the article. In accordance
with UPC standards, symbol 46 cncodes a ten-digit number
(the “product identification number™). As shown in FIG. 3,
the product identification pumber encoded in UPC symbol
46 consists of two five-digit fields, A and B. Field A is a
unique, pre-assigned number sigoifying a particular manu-
faclurer. Ficld B is a number identifying onc of the maau-
faclurer’s products. In the United States, UPC product
identification numbers are assigned by the Uniform Code
Council, Inc.

UPC symbol 46 provides a machine-readable number that
uniquely identifies a particular product and its manufacturer.
This is useful ai the retail point-of-sale, where purchase of
a particular item 1s recorded by scanniog the item’s bar code
symbol.

There are numerous other formats and systems for assign-
ing preduct identification numbers to articles of commerce.
For example, the Intemational Article Numbering Associa-
tion (“LAN"} assigns its own number to products outside of
the U.S. and Canada, and uses a different symbology than
used with the UPC. Product identification codes for books
are provided by the International Standard Book Mumbering
System (“ISBN™) and are encoded using a symbology
specified by that organization. Likewise, magazines aod
serial publications are assigned product identification codes
by the International Standard Serial Numbering System
(“ISSN™),

These numbering systems share at Jeast three character-
istics. First, for purposes of this invention, the identification
numbers may be assigned in accordance with an “exirinsic”
standard. By extrinsic, it is meant that the assignment of
numbers is made a by group or association for the purpose
of identifying articles of commerce. It is likely that new
types of identificalion numbers will arise in the future, as
will new organizalions for assigning and administering those
nurbers, and the present invention contemnplates use of both
existing and future extrinsic identification numbers and
formats.

Second, the identification numbers may have recognized
significance as pumbers identifying acticles of commerce.
The level of recognition may be among the gencral public,
or a defined subset, such as a particular industry or occu-
palion.

Third, the identification numbers may be cncoded in a
standard, machine readable format—namely, bar codes.
Other machine readable formats may also be used for this
purpose, including magnelic stripes or oplical characler
recogpition (“OCR"™), and the present invention could be
practiced with product identification numbers cncoded in
those formats as well.
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3. URLAUPC Database

In accordance with the invenlion, service provider 22
includes a relational database 60, which is shown in more
deltail in FIG. 4. Database 60 includes records 62—68, which
are accessible using a suitable dalabase management system
software. Each record 6268 of database 60 contains four
fields 70-76. Fields 70 and 72 contain a UPC product
identification number, as explained below. Field 74 holds a
URL suitable for locating 2 resource on the Internet.
Depending on the application, other network addresses—
either pumeric or maoemonic, physical or virtual—may be
used. Ficld 76 holds a narrative description of the resource
addressed in field 74. This particular arrangement of fields is
but one illustration of how Ihe invention may be practiced.
For example, additional fields could be provided, or the UPC
product identification number could be held in a single field.

Each record 6268 of database 60 associales a UPC
product identification number (contained jo fields 70 and 72)
with a particular Internet URL and narrative description
{contained in ficlds 74 and 76, respectively). The association
is based on selected criteria. In this case, the criteria is the
existence of a Web resouice sponsored by e manufacturer
of the product identified by the UPPC pumber in fields 70 and
72. (If no such resource exists, then the particular product
identifier can be omitted from database 60). Other criteria
can be used. For example, the association could be based on
the existence of a Web site simply referring to or relating to
the product.

As stated, fields 70 and 72 conlain a UPC product
identification number. Field 76 contains the first five digits
of the product identification number (field A of FIG. 3). As
explained above, these digits uniquely identify the product’s
manufacturer. Field 72 contains the second five digits of the
product identification number (field B of FIG. 3). These
digits identify the manufacturer’s particular product. In
some cases, a manufacturer may have many products and
only one Web site or other Internet resource. In that case,
field 72 may be left blank, as shown in cell 78 of record 68.
When field 72 is left blank, dalabasc 60 associates the Web
resource indicated in field 74 with any product idenlification
number whose first five digils match the manufacturer
number specified in field 70.

Database 60 itsclf is accessible via service provider 22,
which is equipped with Web server software such as pro-
vided by Netscape Communications, Inc. The server soft-
ware provides access to an HTML document (ke “Query
Page”) resident on service provider 22 at a predetermined
URL. The Query Page, when displayed on CRT 52 by local
host 28 using a forms-capable browser allows lhe user to
enter a query in the form of a UPC product identification
number. Alternatively, database 60 could be resident on Iocal
host 28 or another remote computer 24 or 26. The Web
server al service provider 22 may have a predelermined URL
location. Browser software resident in local host compuler
28 may be configured to automatically request that prede-
ternrined URL location when the browser software is ini-
tially loaded.

Database 60 may bc incorporated with a database ‘or
scarch cngine of Web siles or other Internet resources (such
as the Yahoo or Lycos databases). In that case, the Query
Page may give the user the option of entering a UPC number
or an alternative search term, such as a portion of the URL
or the lopic to which the desired resource pertains.

Also, database 60 may be divided into ane or more lables,
which may be distribuled over more than one computer, For
example, a first table may contain records associating UPC
numbers with names of products or manufacturers. A second
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table associates products andfor manufacturer names with
Internet addresses. Thus, the process of using the UPC
number {o locate a network address may involve one or more
steps. For example, database 60 might determine the name
of a product corresponding to a UPC number using a first
table, and then determine network addresses corrcsponding
to that product name using a second 1able. Even though
multiple steps are involved, the UPC number is still “asso-
ciated” in computer memory with the network address for
purposes of the invention.
4. Operation of (he Invention

Suppose a user is interested in Internet resources con-
cerning a particular type of product. In accordance with the
invention, the user can access those resources by laking an
ordinary specimen of the product—a can of soup for
example—and entering all or part of the product’s UPC
product identification number 46. Database 60 uses the
enlered product identification number to look-up the asso-
ciated URL, which is returned to the user in the form of a
HTML document. .

This operation is illustrated in FIG. 5. At a block 80, the
user loads his browser software onto local host computer 28. -
The browser software is programmed 1o automatically load
the “Query Page™” which provides access 1o database 60. The
user in this case is 2 human, but alterpatively a program (or
“process”) running on local host 28 could be the “aser” in
the sense that it is the process which is requesting informa-
tion from the Intemnel and supplying the UPC number,

At ablock 82, the Query Page is transmitted to local host
computer 28 in the form of an HTML document. Browser
software resident on local host 28 displays the Query Page
on CRT screen 52. At block 84, the user (or process) enters
the first five or all ten digits of the UPC preduct identifica-
tion number encoded by symbol 46. Because the UPC
product idealification number is printed in both machine-
and buman-readable formal (Sec FIG. 3), this may be done
by mauual entry using keyboard, voice recognition sysicm
or other input device. More preferably, however, entry is
accomplished by scanning UPC symbal 46 affixed (o arlicle
48. Inpul device 44 reads UPC symbol 46, and generates an
ASCII character string which js read by CPU 30 via I/Q pori
38. If the UPC number is scanned, then all 10 digits will
gencrally be entered. The UPC product identification num-
ber is transmitted to the Web server resident on local service
provider 22, which at a block 86 looks up the cntered UPC
number in database 60.

At block 88, database 60 retrieves abl records 62-68
having UPC ficlds 70 and 72 that match the product iden-
lification number cntered by the user. The records are
conveyed (o the user in the form of an HTML document. The
crileria at block 88 for whether UPC fields 70 and 72
“malch” the product identification oumber may be based on
a “query by example” approach. For example, suppose al
block 84 the user only enters the manufacturer porlion (e.g.
“31251") of a product identification number. It is assumed in
this case that the user is interested in any record 62-68
having a field 70 that matches the entered manufacturer
portion. (Recail that the database 60 stores the UPC number
in two ficlds—field 70 for the first five digits (corresponding
to manufacturer} and ficld 72 for the second five digils
{corresponding to manufacturer’s product)). Thus, at block
88, records 61, 64 and 65 are returned to the user, because
field 70 in each of those records contains “31251.”

If the user entered all ten digits of a UPC product
identification number(e.g., *31251-00302"), then only
records whose fields 70 and 72 matched “31251" and
“00302,” respeclively, would be relrieved. (In this case, thai
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would be record 64). If all ten UPC digits are entered, and
no exacl maich is found, database 60 may be programmed
to retrieve records (if any) where at least the manufacturer
porticn (ihat is, first five digits) matches ficld 70.

At block 90, browser software on local host computer 28
displays records retrieved at block 88 on CRT 52. The
records are returned in an HTML document, which is
displayed by the browser in a screen formal 94, as Hlustrated
in FIG. 6. In this example, records 62, 64 and 66 have been
retrieved. Screen format 94 displays data from each record
in 4 separate rows 96, 98 and 100, respectively. If no
matching records are found at block 88, a message such as
“no records found” may be returned inslead.

Text from description field 76 of each of records 62, 64
and 66 is displayed as hypedext links 102, 104 and 106,
respectively. Link 102 is associaled with the URL of record
62, link 1904 wilh the URL of record 64, and link 106 with
the URL of rccord 66, When the user selects one of links
102-106 (by mouse click or otherwisc), the browser sofi-
ware loads the URL associated with the sclecled link to
access the resource at the location specified by that URL.
5. Alternative Embodiments

The foregoing embodiment is just one example of the
present invention. Many alternatives arc possible.

Other Networks and Protocols. While the preseal inven-
tion is illustrated with respect to a system for accessing the
Internet’s World Wide Web, it could be practiced using other
Internet protocols (such as Gopher) or other types of wide
area networks and syslems, including those offcred by
“on-line service” providers such as America OnLine® of
Fairfax, Va. or CompuServe® of Columbus, Ohio or the
Microsoft® Network of Redmond, Wash.

In those cases, database 60 could be resident on the
on-line service provider’s computer. The network address
information contained in database 60 could be either Internet
URLs, or locations within the on-line service provider’s
eavirommnent. In this case, the protocol used (0 communicale
belween local host 28 and service provider 22 need not be
HTTP or other Internet protocel. However, service provider
22 can provide a galeway lo Internet 20, and access to a
desired network location on the Internel can be made using
a URL retrieved from database 60.

Conirolled Access. Database 60 need not be publicly
accessible. Access to dalabase 60 can be limited cither by
placing database 60 on a proprictary network, or, if placed
on an open network, using a password or digital sipnalure
system to permil access only to authorized persons. Also,
records 62-68 may be selectively accessible. For example,
cach record capn contain an additional field indicating
whether the URL contained in field 74 points to network
location containing material inappropriate for children. In
thal case, database 60 can be programmed to return URL at
block 88 only il the user has supplied a proper password.

Autemalic Jumping (o Desired Localion. In the disclosed
embodiment, the URL associaled with a selected UPC
product identification code is returned to the end uscr in an
HTML document at block 88 of FIG. 5. The user can then
hypertext link to the site corresponding to the URL.
Alternatively, instead of displaying query results at step 96
(of FIG. 5}, browser software in local host can antomatically
load the retrieved URL and point the user to the site
corresponding 1o that URL. An addilional field in database
60 can provide a code indicating whether this feature should
be enabled or disabled for a particular URL.

Ideatification Numbers and Symbologies. The invention
can be practiced using slandard identification numbers and
symbologies other (han UPC numbers and [ormats. For
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example, EAN, ISBN and ISSN pumbers and formats dis-
cussed above could be used.

Articles of Commerce. As shown in FIG. 7, product
identification numbers—whether bar coded or otherwise—
may be placed all types of items, such as a consumer product
102, newspaper 104 or book 106, as well as coupons, fliers,
cards and advertisements (not illusirated), For example, by
placing a product’s UPC code on an advertisement for the
produci, the advertiser could, in accordance with the
invention, facililate access Lo Inlemet resources concerning
the product.

Machine Reading Technology. In lieu of a bar coding, the
invention could be practiced with product identification
information that is encoded using other technologies. For
example, product identification information could be
encoded on a magnetic strip affixed to a product, card or
other article. In place of wand, local host computer could use
a magnetic card reader. Altemmatively, the number could
simply be printed ip human-readable format, and an optional
optical character recognition system could be used to facili-
late entry.

Direct Coding of Address. In place of a standard UPC
symbol, bar code technology could be used to encode the
actual moemonic or numeric ([P) petwork address in
machine-readable format. While this arrangement does not
achieve al the advantages of the invention, it allows the user
to easily enter desired address information vsing a bar-code
reader inslead of manually typing the address.

An example of the direct coding of network addresses is
shown in the embodiment iljustrated in FIGS. 8-10. Refer-
ring to FIG. 8, a block diagram of the computerized appa-
ratus 10 for interfacing with a computer network in accor-
dance with the invention is illustrated. Apparatus 113
includes a computer 114 which may be an IBM compatible
personal computer. Atlached to computer 114 by a suitable
inputfoutput interface 115 is a modem 116. Also atlached to
computer 114 via an input/ouiput interface 118 is a bar code
reader 120. Bar code reader 120 is designed 1o read con-
ventiona)] bar codes. Bar code technotogy is described gen-
erally in U.S. Pat. No. 5,115,326 issued May 19, 1992 and
entitled “Method of Encoding an E-Mail Address in a Fax
Message and Routing the Fax Message to a Destinatian and
Netwark™, and U.S. Pat. No. 5,420,943 issucd May 30, 1995
and entitled “Universal Computer Input Device,” the dis-
closures of which are both bereby incorporated by reference.

Modem 116 is adopted for clectronic communication via
a suitable telephone link 122 with a service provider 124.
Service provider 124 may be an Internet service provider or
a proprielary on-line service such as Prodigy or America
On-Line. Service provider 124 in turn is electronically
connected by a suitable communication link 126 1o a remote
server 128. For purposes of illusiration, we assume that
reruole server’s 128 numeric network address is 200.98.154,
and thal the assigned address mnemonic is htip://
sample@www.com,

Computer 114 is equipped wilh communicalion sofiware
for establishing and maintaining a communication link with
service provider 124 via modem 116 and telephone link 122.
Computer 114 is also cquipped with software (sec FIG. 10)
such as Netscape Navigator brand Web browscr sofiware
(version 1.0) which erables it to request and receive infor-
mation from remote server 128 via service provider 124. To
operate software 130, a user (not shown) enters an alpha-
numeric address such as sample@www.com. Browser soft-
ware 130 sends service provider 124 a request for the
information contained at address corresponding Lo the mite-
monic sample@www.com. As explained above, that moe-
monic address belongs to remote server 128.
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Using the address sample@www.com, service provider
124 reutes the request to remote server 128 via communi-
cation link 126. Remote server 128 responds by sending the
desired information via communication link 126 to service
provider 124, which relays the information 1o computer 114
via madem 116 and telephone link 122. Once the informa-
tion is received by computcr 114, browser software 130
displays the information in a useful format for the user.

In accordance with the invention, a document 132 is
provided. Document 132 may be magazine article, adver-
tising or other printed matter. As shown in FIG. 9, Document
136 contains human readable information 134 about
resourees available al a location on a network such as the
Internet, including resources provided by remote server 128.
In this example, human readable information 134 includes
remote server’s 128 mnemonic address—http://
sample@www.com. A bar code indicia 136 is placed near
human readable information 134. Bar code 136 contains
remote scrver's 128 numerical address (200.98.154) in
machine rcadable form.

Alternatively, bar code 136 could contain a machine
readable version of the muomonic addeess. Under that
arrangement, the bar coded digits would correspond to
alphanumeric symbols of the mnemognic address. For
example, the bar coded number “97” could correspond to the
character “a”. In that case, however, bar code 136 may have
10 be exceptionally long.

If the user wanls access remote server 128, he or she scans
bar code 136 nsing bar code reader 120. Bar code reader 120
generates a signal on input/output interface 118 correspond-
ing (o the numeric address encoded by bar code 136 (which
for purposes of illustration we assume (o be 25700-00220, as
shown in FIG. 9). Browser software 130 on computer 114
reads the numeric address via inputfoutput interface 118, and
forwards it to service provider 124, along with a request for
information conlained at the location corresponding to that
address. Service provider 124 delermines thal the numeric
address is that of remote server 128, and routes to there the
request for information.

Referring to FIG. 10, the operation of browser soflware
130 is shown in more detail. In an initial step 138, browser
software attempls lo read input from bar code reader 120, At
a decision block 140, browser software 130 determines
whether reader 120 has input. If no input is available, control
relurns to block 138, where browser software 130 again
attempts lo read bar code reader 120. If input is available at
decision block 140, then control moves 1o a block 142 where
browser software 130 transmits the input read at block 138
1o service provider 124. There are other ways to bandle input
from bar code reader 120, and more sophisticated techniques
may be used in actual commercial embodiments of the
invention.

Service provider 124 interprets the input as a numeric
network address. In Lhis case, we have assumed lhat the
address is thal of remole server 128. Service provider
forwards a request for data to remote server 128, Al a block
144, the requested dala contained on remole server 128 is
received by browser soflware 130 via service provider 124
Once reccived, the data is available for whatever usc
required by the user. Control then returns to block 138 where
the foregoing process is repeated indefinitely.

In effect, the necessily of manually typing in the mne-
monic address sample@www.com is eliminated. Instead,
the mumeric address is obtained from the bar code indicia
136 by use of bar code reader 120. As explained above, bar
code 136 could contain the mnemonic as well as numeric
address. Browser soflware could be programmed to accepl
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either format (mnemonic or numeric) as input from bar code
reader 120, with the default expectation being that the bar
coded data is a numeric address unless the user otherwise
specifies. Allernatively, the first coded number of bar code
136 could indicate whether the information that follows
represents a numeric or moemonic address, If bar code 136
can conlain either mnemonic or numeric addresses, then
browser software should include a flag or other indication
alerting service provider 124 as to the format of the trans-
mitted data.

The foregoing embodiment is just one exarnple. Many
alternatives are possible. For example, in lieu of a bar code
scanning device, a card reader could be employed. The card
reader would read a magnetic stripe affixed to a card or other
printed matler. The card would contain human-readable
information about & network resource, and the magnetic
strip would contain the resource’s numeric or mnemonic
address in machine-readable formal. Allernatively, a RF data
collection scanper or CCD scanning system could be used.
Bar code symbol 126 could also be associaled with specific
commands such as “forward”, or “back,” or command
sequences used 10 access information.

We claim:

1. Au apparalus for using an article of commerce to access
a remote compuler, comprising:

(a) a machine-rcadable indicia associaled with the arlicle
of commerce, said indicia encoding al least one of a
plurality of identification numbers, said encoded iden-
tification number corresponding to Lhe article in accor-
dance wilth an exlrinsic standard;

(b) an input device generating a signal corresponding lo
said encoded identification number; and

() 2 database containing 2 plurality of network addresscs
and said plurality of identificalion numbers, ¢ach of
said identification numbers being associated with al
least ene of said plurality of network addresses; said
database being responsive to said signal for providing
one of said network addresses which is associated with
said encoded identification number;

further comprising a local host adapted for network com-
munication; and a frst network conlaining a plurality of
nodes, each having an assigned network address; said nel-
work being operatively coupled to said local host for allow-
ing communication between said local host and that one of
said nodes whose assigned network address corresponds to
the network address provided by sad database.

2. The apparatus of claim 1 where said machine-readable
indicia is a bar code, and wherein said input device includes
a bar code reader.

3. The apparatus of claim 2 where said idenlification
number is at least a portion of a Universal Product Code.

4. The system of claim 2 whetein said identificalion
nwmnber is at least a portion of a EAN code.

5. The apparatus of claim 1 wherein said indicia includes
human-readable elements, and whercin said impul device
includes a keyboard for manually entering said identification
number.

6. The apparatus of claim 1 wherein said local host is a
multi-user computer with a plurality of user terminals,

7. The apparatus of claim 1 wherein said local host is a
single-user computer.

8. The apparatus of claim 1 further comprising a server,
wherein said local host compuler is remotely connected 10
said server and wherein said database is resident on said
SeIver.

9. The apparatus of claim 8 wherein said comununication
between said local host and said one of said nodes is carried
through said server.
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10. The apparatus of claim 1 wherein said database is
resident on said local host.

11. The apparatus of claim 1 wherein said database is
resident on one of said nodes that is remote from said local
host.

12, An apparatus for using an article of commerce to
generate ihe network address of a computer on a network,
comprising;

() meaps for generating a signal corresponding to an
article identification number which is used to identify
the article of commerce in accordance with a standard
that specifics the length of the identification number;

(b} a database having a plurality of identificalion numbers
including said article identification number and a plu-
rality of metwork addresses, and associating each of
said identification numbers with at least one of said
petwork addresses; and

{c) control means responsive to said signal and opera-
tively coupled to said database for retrieving from said
database at least one of said nelwork addresses which
correspond to said article identification number;

further comprising a local host in communication with said
database 10 receive the nelwork address provided by said
database;

further comprising a network including a plurality of nodes,
cach associated with onc of said pluralily of network
addresses; wherein said local host is adapted for commuani-
cating with one of szid nodes using said network address
generated by said database.

13. The apparatus of claim 12 wherein said identification
numbers are Universal Product Codes.

14. The apparatus of claim 12 wherein said network
addresses are Uniform Resource Locators.

15. The apparatus of claim 12 further comprising a remote
host adapted for network communicalion, wherein said
reader for generating said signal is resident on said local
host, and said database is resident on said remote host.

16. The apparatus of claim 12 wherein said identification
mumbers are EAN codes.

17. The apparatus of claim 12 wherein said means for
generaling said signal includes a bar code scanner.

18. The apparatus of claim 12 wherein said means for
generating said sigoal includes a keyboard.

19. The apparatus of claim 12 whercin said local host is
a multi-user compuler.

20. The apparalus of claim 12 wherein said local host is
a single-user computer.

21. The apparatus of claim 12 whercin said means for
generaling said signal is coupled o said local host so that
said signal is commuuicaled to said database through said
local host.

22. In an apparalus comprising means for generating a
signal corresponding to a product identification number
which is used to identify the article of commerce bearing an
indicia on which said product identification number is
encoded in accordance with an exirinsic standard that speci-
fies the length of the identification number; a computer
database having a plurality of identification numbers includ-
ing said product identificalion number, and a plurality of
network addresses, and associating each of said product
identification numbers with at least one of said nelwork
addresses; and control means responsive Lo said signal and
operatively coupled to said database for retrieving from said
database at least one of said network addresses which
corresponds 1o said product identification number;

a method for generaling the address of a node on the

network, comprising the steps of:
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(a) associating in computer memory at Jeast a portion of
a product identification pumber wilh the pode’s
network address; said identificalion number having
recognized sjgnificance in accordance with an
extrinsic standard as a number identifying an article
of commerce;

(b) providing an article of commerce bearing an indicia
on which said identification number is ¢ncoded;

(c) reading at least a portion of said identification
number from said indicia; and

(d) retrieving from said computer memory the network
address associated therein with said product identi-
fication number.

23. The method according to claim 22 wherein said
identification number is a Universal Product Code.

24. The method according to claim 22 where said network
address is a Uniform Resource Locator.

25. The method according to claim 22 wherein said
indicia is encoded in machine-rcadable format.

26. The method according to claim 22 where said indicia
is encoded in human-readable format.

27. The method according lo claim 22 wherein said step
of reading is performed using a bar code reader.

28. The methed according to claim 22 wherein said step
of reading is performed by a human reading said indicia and
entering said identification number using a keyboard.

29. The method according to claim 22 wherein Lhe data-
base has one or more fables containing said idenlificaiion
oumber and said network address.

30. The method according to claim 29 wherein said tables
are distributed over a plurality of compuiers.

31. The mclhod according to claim 29 wherein said tables
are resident on a single computer.

32. The method according to claim 22 wherein said
identification number is an EAN code.

33. An apparatus for using an article of commerce to
access a remote compuler, comprising:

(a) a machine-readable indicia associated wilh the article
of commerce, said indicia encoding at least onc of a
plurality of identification numbers, said encoded iden-
tification nuwber corresponding Lo the anticle in accor-
dance with an extrinsic standard;

(b) an input device generating a signal corresponding to
said encoded identification number; and

(c) a database containing a plurality of network addresses
and said plurality of identification numbers, each of
said idenlilicalion numbers being associated with al
least one of said plurality of network addresses; said
database being responsive lo said signal for providing
one of said network addresses which is associated with
said encoded identification number;

further comprising a local host in communication with said
database to receive the network address provided by said
database;

further comprising a network including a plurality of nodes,
each associated with one of said plurality of network
addresses; wherein said local host is adapted for communi-
cating wilh a selected one of said nodes using said network
address generaled by said databasc.

34. The apparatus of claim 33 wherein said means for
generaling said signal is coupled (o said local host so that
said signal is communicated to said database through said
local host.

35. An apparatus for using an arlicle of commerce lo
access 4 remote compuler, comprising:

(2) a machine-readable indicia associated with the article

of commerce, said indicia encoding at least one of a
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plurality of identification numbers, said encoded iden-
lification number corresponding 1o the article in accor-
dance with an extrinsic standard;

{b) an input device generating a signal corresponding to
said encoded identificalion number; and

(<) a database confaining a plurality of network addresses
and said plurality of identification numbers, each of
said idenlificalion numbers being associated with at
least one of said plurality of network addresses; said
database being respousive to said signal for providing
one of said netwark addresses which is associated with
said encoded identificalion number;

furiher comprising a local host operatively coupled to said
means for generating a signal; a server operatively coupled
to said local host and sajd database; and a network including
a plurality of nodes, each associated with one of said
plurality of network addresscs; wherein said server is
adaptcd for communicating with a selected one of said nodes
using said petwork address generated by said database.

36. An apparatus for using an arlicle of commerce to

generate the network address of a compuler on a network,
comprising;

(2) means for generating a signal corresponding to an
article identification number which is used to identify
the article of commerce in accordance Wwith a standard
that specifies the length of the identification number;

(b) a database having a plurality of identification numbers
including said article identification mumber and a pla-
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rality of network addresses, and associating each of
said identification pumbers with at least one of said
network addresses; and

(¢) control means responsive to said signal and opera-
tively coupled to said database for retrieving from said
database at least one of said network addresses which
correspond to said article identification number; further
comprising:

{d) a first network containing a plurality of nodes, cach
corresponding to one of said network addresses;

(e) a local host in communication with said network and
said control means and adapted for communication
with that one of said modes corresponding to the
network address retrieved by said control means.

37. The apparatus of claim 36 wherein said local host is

a multi-user computer with a plurality of user terminals.

38, The apparatas of claim 36 wherein said local host is
a single-user computer.

39. The apparatus of claim 36 further comprising a server,
wherein said local host computer is remotely connected to
said server and said database is resident on said server.

40. The apparatus of claim 39 whercin said communica-
tion botween said local host and said one of said nodes is
carricd through said server.

41. 'The apparatus of claim 36 wherein said database is
resident on said local bost.

% % % ok k
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AUTOMATIC ACCESS OF ELECTRONIC
INFORMATION THROUGH MACHINE-
READABLE CODES ON PRINTED
DOCUMENTS

CROSS-REFERENCE TO RELATED
APPLICATION

This applicaticn is 2 continuation application of applica-
tion Ser. No. 08/967,383, which was filed on Nov. §, 1997
now U.S. Par. No. 5,933,829, which was on and claimed the
pricrity of then co-pending provisional patent application
filed in the United States Patent and Trademark Office on
Nov. 8, 1996 and assigned Serial No. 60/030,166.

BACKGROUND OF THE INVENTION

Electronic data sources, such as conventional databases,
the Internet (ie., the World Wide Web(*WWW™)) are a rich
and important means of information retrieval and distribu-
tion and, increasingly, electronic commerce. However, there
are problems finding 1he information desired in this increas-
ingly complex and changing network of data sources.
Recently introduced Infermet “scarch engines”, such as
YAHOO, help by allowing a user to search ou-line indices
of information sources, and even full source text, for rel-
evant key words and phrases related to their topic of interest,
but even carefully structured queries by experienced users
often results in hundreds and even thousands of possible
“hits” which are not sufficiently specific to preclude further
manual search which is both data resource inefficient and
time consunnng.

Because of these incfficiencies, as well as general lack of
familiarity with scarch engines and their syntax, users often
rely on tman readable print and broadcast media advertis-
ing to identify source addresses (e.g., Uniform Resource
Locators (“URLs™)) for Web sites and other online infor-
mation of interest. Print media is particularly effective since:
(1) it is the most ubiquitous method of communication and
advertising in the modere world; and (2) a printed document
can serve as a persisient reference to be saved and used
during a subsequenl on-line session.

However, human readable printed source addresses, and
especially URL's, are particularly difficult to manually enter
in soflware programs, such as web browsers, due lo their
length and use of complex and unfamiliar symbols. If the
characters in a URL are not entered exactly, retrieval is
prevented or, in a limited pumber of cases, a legal but
incorrect source is accessed. This is especially true when
URLs incorporate foreign languages and/or complex query
instructions 1o on-line databases, as is increasingly frequent
in most Web sites. In addition, the inabilily o type or
otherwise manually enter symbolic address informalion duc
to either disability or lack of training complicates use of
on-line information resources such as the Internet for mil-
lioas of individuals.

Finally, it is widely anticipated that Internet access will
increasingly be provided through interactive cable television
via Web-ready television receivers and set-top boxes used in
conjunclion wilh conventional television receivers. In this
home enlertainment environment, it is difficult to use key-
boards for address entry due to both lack of typing skill and
the cumbersome placement of these components. Another
method which would eliminate typing and allow users Lo
direetly link prinied addresses and query scrips to elecironic
information sources would be highly desirable.

Compaties that host Web siles for the purpose of provid-
ing information such as advertising, often want Lo know the
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identity and other related information of the users who visit
their sites (i-e., download files therefrom). It would be quite
advantageous to provide such companies or vendors with
this information as part of a specific file iransfer request,
¢.g., as part of a CGI parameters string included in 2 URL.
Additionally, it would be desirable to be able to effect a
secure manner of transferring this information, so that a user
would have confidence in the system and thus send sensitive
information such as a credit card number or the like with the

o file transfer request. This would epable electronic commerce

to flovrish well beyond the point it exists today.

SUMMARY OF THE INVENTION

The present invention is a system and metbod for pro-
viding automated access to electronic information stored in
a database in either a local or remote location. The system
utilizes a machin¢-readable code printed on a document,
referred to herein as an intelligent document since il stores
informalion used 1o automatically access the informalion.
The machine-readable symbol compriscs encoded source
data, wherein the source data comprises application launch
information as well as file location information. The source
data is encoded and prinled, and then distributed by the
vendor by any logical means to the end vser. The end user
then scans the code via appropriate code scanning (e.g. bar
code scanning) equipment, decodes the raw decoded data,
and the fle location information is then used to access the
appropriate file. In a preferred embodiment, a Web browser
program is launched, and the URL of the vendor’s Web site
is accessed through the Internet. Local file retrieval may also
be implemented on the client computer itself, as well as over
an intraget or LAN environment. Additional user-specific
demagraphic data such as the user’s name and address may
also be encoded in the machine-readable code when the
document is specifically tailored for individual targeting,
such as mailing labels. This demographic information is
uploaded to the WWW site for use by the vendor In
addition, the present invention encodes security data, such as
an encryption key, for use in secure data transmissions such
as electropic comimerce over the [nternet.

In particular, the present invention is a method and system
for a compuier, such as a client compuicr in a nctworked
compuler syslem, to retrieve a computer file in which a
symbol data siring comprising a flle location pointer is
enceded into a machine readable symbol such as a two-
dimensional bar code symbol, and ihe machine readable
symbol is rendered within a data camier (e.g. printed on an
intelligent document). A computer input device such as a
two-dimensional bar code scanner is coupled to e chent
compuler and transposes an impul data string from the
machine readable symbol, The compuler parses the input
data string to determine the file localion pointer, and the file
location pointer is then utilized pointer to request the com-
puter file designated thereby.

The file location pointer may be utilized to request the
computer file by either passiog it to an application program
on the client computer suilable for processing the corre-
sponding compater file, and then the application program
retrieving the computer file from the specified file location.
Alternatively, the file location pointer may be utilized to
request the computer file by retrieving a copy of the com-
puter file from the specified file location, and then invoking
an application program on the client computer suitable for
processing the correspending compulter file.

The client computer assembles a computer file transfer
request word including the file location pointer and transmits
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the request word fo a target server computer over a computer
network system, which may be a wide area network such as
the Internet or a local area network (LAN) or intranet. The
ftle location pointer may alternatively specify the location of
a computer file stored in a local memory resident in the
client computer rather than on a target server computer.
When the computer file to be retrieved is on a target server
compuler on a network, then the file location pointer is a
network address associated with the target server computer
and a file identifier correlated to the computer file requested
by said client computer. In particular, when utilizing the
Interpet, the file location pointer may be jn the form of a
uniform resource locator (URL). In any Lype of networked
environmenl, tbe largel server compuler receives the com-
puter file transfer request word and transmits a computer file
to the client compater in response thersto.

In addition to the file location pointer, the present inven-
tion tekes advantage of the information density of the
two-dimensional symbology by encoding a source identifier
data string within the machine readable symbol. The source
idenlifier data siring is used to denote the particular source
of the data carrier such as a particular magazine or ad, or can
be used to denote an expected user or largeted group of users
of the dala camier. The source identifier siring is then
transposed by the client compuier, assembled within the
computer file transfer request word, and transmitted to the
target server compuler. The largel server computer slores the
source identifier data string received from the client com-
puler in the compuier file transfer request word.

Additionally, the machine readable symbol also has
encaded thercin an encryption key associaled with the
source identifier data siring, which is also transposed by the
compuler inpul device. The encryption key is used by the
client comapuler to encrypt information specific to a user of
the client computer, and the encrypled user information is
assembled within the computer file transfer request word
and transmitted to the target server computer, The informa-
tion specific to a user may be obtained, prior 1o encryplion,
from a user information data file stored on the client
computer, or it may be oblained from user demographics
data correlated (o a targeted user of (he data carrier that had
been previously encoded within and transposed from the
machine readable symbol.

The targel server computer may then utilize the source
identifier data string rcceived as part of the file transfer
request word to access a lookup table to determine a
decryption key, and then decrypt the encrypted user infor-
mation received from the client computer in the file transfer
request word. The lookup table may either be stored locally
on the target server compuler, or it may be stored remotely
on a secondary server compuler.

The decrypled user information may comprise sensitive
user information such as a credit card number associated
with the uscr of said client computer, thus enabling on online
eleclronic commercial transaction by wtiliziog the credit card
number. The user demographics data may be used by the
target server computer to defermine the file to transmit Lo the
client computer; i.¢. ceriain fles may be targeted to specific
users of the system.

The machine-recadable symbol may also have encoded
therein an executable command to launch a software utility
resident on the client computer, and the software utility is
then auwtomatically launched after the machine readabie
symbol is transposed. For example, the software utility may
be an Infernet browser program or a word processing
program. In addition, specific functions may also be encoded
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in the machine readable symbol along with the application
launch command, such as a command to execule a print job
of the tetrieved computer file.

The symbol data string may optionally be obfuscated
Prior to being encoded into the machine readable symbol, in
which case the input string transposed must likewise be
de-obfuscated by the client computer. The obfuscation may
be by compuling a checksum of the symbol data string,
encrypting the symbol data siring by utilizing the checksum
as an encryption key, and assembling the checksum with the
encrypted symbol data string prior to encoding into the
machine readable symbol. The de-obfuscation would (hen
be accomplished by parsing the input dala string to deter-
mine the checksum, decrypting the encrypted symbol data
string with the checksum as a decryption key, computing a
checksum of the decrypted symbol data string, and compar-
ing the computed checksum with the checksum from said
input data string. A valid data condition would be indicated
when the comparison step is successful; and an invalid data
condition would be indicated when the comparison step is
unsuccessful.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1 is a diagram of the system of the present invention.

FIG. 2 is a diagram of the documeal generation function
of FIG. L.

FIG. 3 is a diagram of the client computer functions of
FIG. 1.

HIG. 4 is a diagram of the deobfuscating function carried
out by the client computer of FIG. 3, and FIG. 5 is a diagram
of the target server computer of FIG. 1.

FIG. 6 is a top level flowchart of the method of the present
invention.

FIG. 7 is a flowchart of the document peneration of the
present invention. :

FIGS. 8 and 9 are a flowchart of the scanning and
processing by the client computer of the present invention;
and

FIG. 10 is a flowchart of method used by the target server
computer of the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

The system 100 of the present invention for generating
and reading an intclligent document 100 is illustrated in
block diagram form in FIG. 1. The system 10 comprises an
intcfligent document pencration system 14, which encodes,
assembles and prints an intelligent document 10 for subse-
quent scanning at a client computer 32,

The system operales with respect to FIGS. 1 and 6 as
follows. A vendor who wishes to provide an intelligent
document 10 proprams certain parameters which will be
encoded within a machine-readable code 12 and printed on
the document along with text 16 or graphics 18. The
document may be an adverlisement in the form of a maga-
zine josert or page, a brochure, a label for an envelope, a
memorandum, and the like.

Paramelers to be included within the machine-readable
code depend upon the application desired by the vendor. For
example, if the vendor wants the end-user 1o be able to load
the vendor's world wide web (WWW) site automatically
upon scanging the code 12, then the parameters included in
the dala string 20 that is assembled into the machine-
readable code include a command 22 to launch an Internet
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browser application, such as NETSCAPE, and a file location
pointer such as a uniform resource location (URL) code,
such as www.xyzcorp.com (see FIG. 2}. This information is
encoded with encoding function 20 in accordance with the
parlicular type of machine code being used. For ¢xample,
one type of code which may be used by the present invention
is a PDF417 symbol, which is described in detail in U.S. Pat.
No. 5,304,786, which is incorporated by reference herein.
The PDF417 symbol, known as a two-dimensional bar code
symbol, has enough storage information to encode the
browser launch command as well as the URL.

Acprinter 30 then utilizes the encoded data and desired text
16 and graphics 18 1o print an inlelligent document 10 a
shown in the Figures.

The intelligent document 10 is disseminated to the end
user in accordance with the methods desired by the vendor.
For example, if the inlclligent document is & magazine
advertiscment, then the user will obtain the magazine by
conventional means such as purchase at a retail outlet, the
matil, clc. Thus, as shown in FIG. 6, the data stzing at step
202 is used to generatc and distribute at step 204 the
intelligent document as desired.

The usecr, after reading the text and graphics in the
document, can access the WWW site of the vendor by
wtilizing a scanoer 34 in conjunction with his computer 32,
programmed with appropriate software in accordance with
the invention. That is, the user will optically scan the code
12 with an optical scanner 34. An optical scanper 34
suflicient to scan bar code symbols and the like is disclosed
in U.S. Pai. No. 5,448,050, which is incorporalted herein by
reference. The device disclosed in the 050 patent is boused
within a mousc type device, thus also including circuilry
useful in point-and-click applications popular in' personal
compuier platforms today.

Afier the two-dimensional bar code data is scanned by the
scanoer 34 (at step 208), a decoder 36 is used at step 210 to
decode the raw data into usable commands and data. The
decoder is typically a soltware program exccuted by the
microprocessor of the computer, and provides thereby the
browser launch command and URL which had been encoded
by the veandor into the code. The WWW browscr application
40 is then loaded, and the URL is used to access the WWW
sile of the vendor accordingly (at step 212). As a result, the
user may automatically access the vendor's WWW site
wilhout having to enter the URL, thus eliminating all
chances of eror due lo manual data tnput. After the file
request 15 made al step 212, the internel server 48 at the
targel server compuier 46 felches or generates the target file
50, as shown in step 214. As shown in step 216, the file is
fransmilted to the client computer 32 and displayed on the
browser 40 for viewing by the user.

The above scenario is useful when a vendor prinls and
disteibutes such intelligent documents on a mass scale. That
is, the code distributed is the same for cach user. In an
alternative embodiment, specific user data is included with
the data string 20 to provide for personalized operation as
follows. This scenario is useful when the vendor makes
individual printings keyed to individual users, such as when
mailing labels are printed for inclusion on an envelope
surrounding a magazine or the like.

In this case, the vendor may include in the code personal
data such as the user’s name, location, phone number, and
other appropiiate demographic information 23. When the
user scans the document and loads the WWW site, the
personal data is uploaded to the vendor’s host computer 46
and stored in demographics log 52, thus providing the
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vendor with useful demographic data as to which users have
actually utitized the intelligent document scanning service.

The code may also include security information useful in
completing secure transfers across the Internet 44. For
example, an encryption key 25 appropriate in a public or
private key system may be embedded wilhin the code. An
appropriatec sofiware routine 38 in the user’s computer
utilizes the key afler decoding it in order to encrypt certain
data being sent across the Internet 44. Por example, the
encryplion of credit card information is desired in order to
thwart would-be intruders from misappropriating the infor-
mation. The system of the present invention could be used
to allow the user to order an item adverlised in the brochure
by taking the credit card number, already resident in the
user’s computer memory, and encrypting it with the key
decoded from the code. When the user desires to purchase
the item, he scans the associaled code, and the credit card '
oumber is encoded and transmitted after the WWW site is
accessed. The host compuler can malch the user’s name
(sent with the transmission) with the appropriate decryption
key stored at the host, and decrypt the credil card number
accordingly.

The system 10 of the present invention has additional
embodiments which allow quick and easy relrieval of a data
file on a local Lasis as well as the Internet 44. That is, the
same principles may be applied within a2 company utilizing
an intraset or local area network {(LAN) 98. Thus, a depart-
ment of a company may distribute fliers regarding certain
evenis, new producls, ele., and encode appropriate document
access information in accordance with the teachings of the
invention. The user may obtain further information by
scanning the code on the document, which then causes his
computer 10 access his network, file server, efe.

This embodiment is also wseful in a small office
environment, where a user prints oul documenis such as
letters or memos that may need to be revised at a later date.
It is common praclice to manually type in the dove location
of the document in the lower corner of the document to
allow the user to easily access the documeat at a later date,
without searching through massive amounts of files. Thus, a
user may type in the lext “c:
‘wser\files\smith\clients\letlers\xyzcorp\joneslitidec12” (o
indrcate its location on his drive 94. When he desires (o edit
or otherwise access the document, he would, in the prior ar,
bave to type in the entire location after launching the proper
application (e.g. word processor). In accordance with Lhe
teachings of the present invention, a machine readable code
may be encoded with this information (as well as a com-
mand to launch the application) and printed on the docu-
menl. When the user later desires lo edil (he document, he
scans the code. The code is decoded, the application is
launched, and the file is fetched from the location specified
in the code.

The symbol data string 20 may be obfuscated by obfus-
cation function 28 prior lo being encoded into the machine
readable symbol. In this situation, the input string transposed
by the clienl computer 32 must be de-obfuscated by
de-obfuscating function 60. Referring to FIG. 2, the symbol
data string is obfuscated by first computing a checksum of
the symbol data string 20 by checksum computation func-
tion 62. The checksum is then utilized by the encryption
logic 66 as an obfuscating encryption key 64. The symbol
data string 20 is input lo the encryption logic 66 as shown
in FIG. 2, and provided thereby is an encrypted string 67.
The encrypled string 67 is assembled with the checlsum 64
(which has not been encrypted and is thus “in the clear™),
and is inpul into an encoding function 29. The encoding
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function 29 then encodes the input checksum 64 and
encrypled string 67 inlo a machine readable symbol, which
is printed by the printer 30 onlo the document 10. As
mentioned above, optional text 16 and/or graphics 18 may
also be printed onto the document 10 along with the machine
readable code 12, if desired by the vendor.

FIG. 7 illustrates the logic flow implemented by the
preferred embodiment of the present invention as thus
described. That is, at step 202, the data string (which may
comprise the file location pointer, a launch command, user
demographics, a source identification, an encryption key,
and/or a code type) is operated on lo compute a checksum
al step 218. At step 220, the checksum is used as a key to
encrypl Lhe symbol data string. At step 222, the checksum
and encrypled key are assembled together; at sicp 224 this
assembled word is encoded into a machine readable symbol
(such as a PDF417 two dimensional bar code symbol). The
symbol is then printed onto the intelligent document 10 with
optional text or graphics at step 226.

FIG. 3 iliusirates in delail the processing of the client
computer 32, The machine readable symbol 12 is scanned by
the bar code scanner 34, and the scanned data is processed
and decoded by block 36 as well known ia the art. The
decoded data is input to the de-obfuscation process 37
(described in detail below), or, if abfuscation has nol been
implemented in the system, to parsing block 39 as shown by
the dotted line.

De-obfuscaticn is the reverse process of obfuscation, and
is shown in detail in FIG. 4. The decoded input siring from
decoder 36 is parsed into two constituent components; the
checksum 64, and the encrypted siring 67. The checksum 64
is utilized as a decryption key along with decryplion logic 97
(which is the parallel process of encryplion logic 66) to
produce a decrypted dala string that is comprised of a file
location pointer 21, launch command 22, user demographics
23, source identification 24, encryption key 25, and code
type 26. A checksum of this decrypled data string is then
compuled by checksum compute block 99, and compared by
compare block 101 to the checksum 64 that was received in
the clear. When the comparison is successlul, then a valid
cendilion s indicated on the go/nogo line 103. Cenversely,
when the comparison is nol successful (the computed check-
sum is not equal to the received checksum), then an invalid
condition js indicated on the go/nogo line 103.

The logic flow of the de-obfuscating function is illustrated
in FIG. 8. At slep 208, the bar code symbol is scanned by the
user. Al step 218, the decoded inpul dala string is parsed to
obtain the checksum, which is utilized at step 220 as a key
to decrypt the remaining portion of the string (the encrypted
data siring). At step 222, the checksum of the decrypted
string is compuled, and at step 224, it is compared (o the
received checksum. Decision block 226 directs the flow to
step 228 when an invalid data condition is detected (i.c. the
checksum comparison {s unsuccessful), and the routine exits
at step 230. Decision block 226 likewise directs the flow to
step 232 when a valid data condition is detected (ie. the
cliecksum comparison is successful). When successful, a
code type 76 (sce FIG. 3} is felched from memory 70 at step
234, and then compared via comparator funclion 78 at step
236 to the code lype thal was in the received (decrypted)
data string. When no match is found, an invalid data
condition is indicaled at step 228, and the routipe exits at
step 230. When a code Lype match is found, then the
decrypled siring is unpacked at step 238 for Further process-
ing.

With reference to FIG, 3, once the de-obfuscation process
37 is determined to be successful and the code match is
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valid, then the file location pointer 21 and source identifi-
cation data 24 is loaded to a file transfer request word for
subsequent loading to the Internet browser 40, LAN inter-
face 96, or local memory 94, depending on the location of
the file to be feiched. The file iransfer request word may also
be loaded with client version datz 72, which indicates to the
server which version of the client software is requesting the
file.

The source identifier dala string 24 that is parsed from the
decoded (and de-obfuscated) scanned data string may com-
prise data correlated to the user {or expected user) of the
intelligent documnent 10. As described below with reference
{0 FIG. 5, the source idenlifier (source id) string will be used
to access a lookup table to determine a decryption key
associated with the file access, so that the target server may
decrypt certain (encrypted) user information received from
the client computer as part of the file transfer request word.

Local user data 74, such as the uset’s credit card number,
is stored in memory 70 and accessed by the client computer
for inclusion in the file transfer request word 90 after being
encrypted by encryption block 80. That is, when it is desired
to transit sensitive user data such as the user’s credit card
number {o the target server computer 46 over the Internet 44,
then the encryption block 80 will encrypt the user data by
using the encryplion key 25 that was obtained from the
received data string. In addition, certain user demographics
data 23 may be included in the data siring 20 (see FIG. 2),
which may be correlated lo a user (or expected user) of the
document 10. This user demographics data could then also
be encrypted with encryplion block 80 utilizing encryplion
key 25 to produce encrypted user information 82, for inclu-
sion in the file transfer request word 90,

Optionally, if a launch command 22 was included in the
data siring 20, then it could be used to execule or launch the
designated application. For example, the launch command
22 could cause a word processing program to open and fetch
the targel file from local memeory 94. Likewise, the launch
command 22 could execute an Internet browser program 40,
so thal the file transfer request word 90 would causc the
browser Lo request the appropriale file over the Internet 44.

The logical low of this process is shown in FIG. 9. Atstep
240, the user data is taken from memory 70 and encrypted,
optionally along with user demographics data obtained from
the scanned and de-obfuscated bar code symbol to produce
encrypted user information 82. At siep 248, the file transfer
request 90 is assembled from the encrypted user information
(step 242), the file location pointer {optionally comprising
the IP address and file identifier) 21 and the source identifier
data 24 that are obtained from the scanned and
de-obfuscated bar code symbol (step 244), and the client
version 72 fetched from memory 70 (step 246). The browser
and/or other client application is launched at step 250, and
at step 252 the file lransfer request is transmitted over the
Internct {or LAN) to be targel server compuler.

With reference to FIGS. 5 and 18, the operation of the
target server computer 46 upon receiving the file transfer
request will pow be described. At step 254, the targel server
computer 46 reccives the file transfer request, for example
from the Inlernet 44, [n the Internet example, the larget
server computer 46 is Iocated at “IP ADDR” (iniernel
protocol address), via means well known in the arl. A web
server process 112 is executing on the target server compuler
46, which at step 256 uses the source identifier string from
the file transfer request to fetch a decryption key from key
table 110, That is, for each parlicular source 1D, there exists
a decryption key mapped therelo that is complementary to
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the encryption key 80 wuiilized by the client computer lo
encrypl sensitive user jnformation prior to assembly into the
file transfer request. The decryption key is then used at step
258 to deerypt the encrypted user information with decryp-
tion process 114 to obtain user file 122. Optionally, an
external key server 116, which may be interconnected to the
Internet, is used to obtain the decryption key. The decrypted
user file is then stored in the secure customer data memory
52, and the user request is tracked in the user log along with
the date and time 126 of the request.

As shown instep 262, if a pre-existing file (i.¢ a static web
page) was requested, then the file is oblained from storage
50, whercin Lhe Jocation is a function of the file identifier
(ID) taken from the file location pointer. In this event, the file
is fetched from the appropriate location at step 268 and
returped to the client computer via the Internet at step 270.
The file is then displayed on the client browser at step 272.

If, however, a static page was not requested, but a
dynamic page must be generated, then the dynamic page is
generaled at step 266, for example as a function of the user
data and file ID. This could occur where the file to be
relurned is customized to a user in accordance with is or her
identifying indicia. The generated page is then returned to
the client browser via the Intcrnet as described above.

Alternatively, the requested file may be located on an
external file server, which may be accessed by file genera-
tion and storage means 5¢ for return thereto or for direct
forwarding to the clienl compuler via the Internet, as shown
by the dotted line in FIG. 5.

‘What is claimed is:

1. A method for a client computer {0 retricve a computer
file comprising the steps of:

a) encoding a symbol data string comprising a file loca-

tion pointer into a machine readable symbol;
- b) rendering said machine readable symbol within a data
carrier;
) trapsposing an input data string from said machine
rcadable symbol with a camputer input device coupled
lo said client computer;
d) parsing said iopul data string to determine said file
location pointer; and
) wtilizing said file location poinler to request the com-
puter fle designated thereby, by
asscmbling a compuler file transfer request word com-
prising said file location pointer, and

transmitting said computer file transfer request word (o
a target server computer via a compuler network
system,

f) said target server computer receiving said compuler file
transfer request word and

g) said target server computer transmitting a compuler file
to said client computer in response thereto;
wherein said machine readable symbol also has

encoded therein a source identifier data string, said
source identifier dala string comprising data corre-
lated to an expected user of said data carrier, and
wherein said source identifier dala siring is trans-
posed by said computer input device.

2. The method of claim 1 wherein said computer petwork
system is an Internet, and wherein said computer file transfer
request word is directed lowards a target server computer in
communication with the Intemet.

3. The method of claim 2 wherein said file location pointer
comprises a uniform resource locator (URL) for specifying
a file on the target server computer in communication with
the Internet.
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4. The method of claim 1 wherein said file location pointer
comprises a network address associated with said farget
server computer and a file identifier correlated to the com-
puter file requested by said client computer.

5. The method of claim 1 wherein said source transposed

source identifier data string is assembled within said com-
puler file ransfer request word and fransmilled to said targei
server computer.
. 6. The method of claim 5 wherein said target server
computer stores said source identifier data string received
from said client compuler in said computer file trapsfer
request word. :

7. The method of claim 5 wherein

said machine readable symbol zlso has encoded therein an

encryption key associated with said source identifier
data string,

said encryption key is transposed by said computer input

device,

said transposed encryption key is used by said client

computer 1o ¢ncrypt information specific to a wser
associated with said client computer, and

said encrypted user information is assembled within said

computer file transfer request word and transmitted to
said target server computer.

8. The method of claim 7 wherein said information
specific to a user is obtained, prior to encryption thereof,
from a user information data file stored on said client
compuier.

9. The method of claim 7 wherein

said machine readable symbol also has encoded therein

user demographics data,

said user demographics data correlated o a largeted user

of said data carrier,

said user demographics data is transposed by said com-

puter input device, and wherein

said information specific to 2 user is obtained, prior to

encryption thereof, from said transposed user demo-
graphics data.
10. The method of claim 7 wherein
said largel server computer utilizes said source identifier
data string lo access a lookup table 10 determine a
decryption key associated with said encryption key, and

said target server decrypts said encrypted user informa-
tion received from said client computer.

11. The melhod of claim 10 wherein said lookup table is
stored locally on said targel server compuler.

12. The method of claim 10 whercin said lookup table is
stored remolely on a secondary server compulter.

13. The method of claim 10 wherein said user information
comprises a credil card number associated wilh said user of
said clienl computer, and wherein on online electronic
commercial transaction is accomplished by wtilizing said
credit card number.

14. A method for 2 client computer lo retrieve a computer
file comprising the steps of:

a) encoding a symbol data string comprising a file loca-

tion pointer into a2 machine readable symbol,

b) rendering said machine readable symbol within a data

carrier;

¢} trapsposing an input data string from said machine

readable symbol with a computer input device coupled
{o said client computer;

d) parsing said input data string to determine said file

location pointer; and

€) ulilizing said file location pointer (o request the com-

puter file designated thereby, by
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assembling a computer file transfer request word com-
prising said file location pointer, and

transmitting said computer file transfer request word to
a larget server compuler via a computer network
system;

f) said target server computer receiving said computer file
transfer request word and

g) said targel server computer transmitting a computer file
to said client computer in response thereto;

wherein said machine readable symbol also has encoded
therein user demographics data, said user demographics data
correlated to a targeted user of said dalta carrier, and wherein
said user demographics data is transposed by said computer
ioput device.

15. The method of claim 14 wherein said user demo-
graphics data is included in said file transfer request word
transmitted to said target computer, and wherein said user
demographics data is stored in said farget server compuler.

16. The method of claim 15 wherein said computer file
transmitted by said target server computer to said client
computer is at least partially determined by at least part of
said user demographics data.

17. A computer system comprising:

a) a client computer interconnecled to a computer pelwork
comprising a target server computer associated
therewith, and

b} a computer input device coupled to said client
computer, adapted to read a machine readable symbol
from a data carrier and transmit to said client computer
an input data string;
wherein said client computer comprises

processing means for transposing said ioput data
string to a plurality of conslituent fields, said fields
comprising at least a file location pointer;
means for ulilizing said file location pointer 1o
request the computer file designated thereby; com-
prising
means for passing said file location poinler to an
application program on said client cormpuler
suitable for processing ke corresponding com-
puter file;
means for the application program to retrieve the
computer file from the specified file location;
means for assembling a computer file transfer
request word comprising said file location
poinler, and
means for transmitting said computer file transfer
requesl word (o said target server compuler via
said network;
wherein said targel server computer comprises:
means for receiving said compuler file transfer
request word; and
means for transmilting a computer file to said client
compuier in response to said computer file ransfer
request word;

wherein said inpul data string fields also comprise a

source identifier data string, said source identifier
data string comprising dala corrclated fo an expected
user of said data carrier. -

18. The computer system of claim 17 wherein said
comptier network is an Internet, and wherein said computer
file transfer request word is directed towards a target server
compuler in coramunication with the Internel.

19. The computer system of claim 18 wherein said file
location pointer comprises a uniform resource locator (URL)
for specifying a file on the target server computer in com-
munication with the Internei.

10

20

25

30

35

4

<

45

50

55

60

65

12

20. The system of claim 17 wherein said assembling
means also assembles said source identifier dala siring
within said computer file transfer request word.

21. The computer syslem of claim 20 wherein said target
server computer further comprises means for storing said
source identifier data string received from said client com-
puter in said computer file transfer request word.

22. The computer system of claim 20 wherein

said input data string fields also comprise an encryption
key associated with said source identifier data string,

and wherein said client computer further comprises

means for encrypting with said encryplion key a user
information data file stored on said client computer,
said user information data file comprising information
regarding the user associated with said client computer,
and

wherein said encrypted user information data file is
assembled within said computer file transfer request
word and lransmitted to said target server computer.

23. The computer system of clains 22 wherein said client
computer comprises memory means for storing a user infor-
mation data file, and wherein said information specific to a
user is obtained, prior 10 encryption thercof, from said user
information data file.

24.The compuier system of claim 22 wherein said input
data siring ficlds also comprse user demographics data
correlated to a targeted user of said dafa carrier, and wherein
said information specific to a user is obiained, prior lo
encryption thereof, from said user demographics darta.

25. The computer system of claim 22 wherein said target
server compuler comprises

means for accessing a lookup table, said lookup table for
storing a decryption key associaled with said source
idenlificr data string, to obtain said decryption key
associated with said source identifier data string, and

means for decrypling, utilizing said decryption key, said
encrypted user information received from said clicnt
computer.

26.The compater system of claim 25 wherein satd leokup
lable is stored locally on szid target server compuler.

27. The compuler systemn of claim 25 wherein said lookup
table is stored remotely on a secondary server compuler.

28. The compuler system of claim 25 wherein said user
information comprises a credit card number associated with
said user of said clicnt compuiter, and wherein said client
computer further comprises means for executing on online
electronic commercial transaction by utilizing said credit
card number.

29. A computer syslem comprising:

a) a client computer interconnected (o a computer network
comprising a larget server computer associated
therewith, and

b) a computer input device coupled lo said client
computer, adapted to read a machine readable symbol
from a data carrer and transmit to said client computer
an input data string;
wherein said client compuler comprises

processing means for transposing said input data
string to a plurality of constituent ficlds, said ficlds
comprising at least a file location pointer;
means for wtilizing said file location pointer lo
request the computer file designated thereby; com-
prising ‘
means for passing said file location pointer [0 an
applicalion program on said clien! computer
suitable for Processing the corresponding com-
puler [ile;
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means for the application program to retrieve the
computer file from the specified file location;
means for assembling a computer file transfer
request word comprising said file Jocation
pointer, and
means for transmitting said computer file transfer
request word to said targel server computer via
said network;
wherein said target server computer comprises:
means for receiving said compuler file transfer
request word; and
means for transmitfing a computer file to said client
computer in response 1o said computer file transfer
requesl word;

14

wherein said input data string ficlds also comprise user
demographics data correlated 10 a targeted user of

said data carrier.
30.The computer system of claim 29 wherein said user
demographics data is included in said file transfer request
word transmilted (o said largel computer, and wherein said -
target server compitier comprises means for storing said user

demographics data.

31.The computer system of claim 30 wherein said target
server computer comprises means for utilizing said user

10 demographics data to at least partially determine the com-

puter file iransmilted by said target server computer o said
client computer.
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SYSTEM AND METHOD FOR AUTOMATIC
ACCESS OF A REMOTE COMPUTER OVER
A NETWORK

RELATED APPLICATION DATA

This application is a divisional application of application
Ser. No. 08/538,365, filed on Oct. 3, 1995, now U.S. Pat. No.
5,978,773, which claims priority of provisional Application
Ser. No. 60N000,442, filed on Jun. 20, 1995, and entitled
“Method and Apparatus for Interfacing with Remote Com-
puters” {(hereinafier, “our copending application™), the dis-
closure of which is hereby incorporated by reference in its
entirety.

FIELD OF THE INVENTION

This invention relates to computer communicalions
generally, and more specifically to techniques for giving
users convenient access to information localed on computer
networks such as the Intemnet.

BACKGROUND OF THE INVENTION

A computer aetwork is a sel of computers {or “hosts™)
which are able to communicate electronically. In logical
terms, the network can be viewed as a set of nodes or “sites”,
wilh each computer on Lhe network being home for one or
more nodes. Generally speaking, each host is assigned a
numeric address, which the nelwork uses to route informa-
tion 1o that particular host. To facilitate buman use of
networks, addresses are often given alphanumeric codes (or
“mnemonics™), which are easier for people to remember. For
c¢xample, the numeric address 200.98.322.56 may be
assigued the mpemonic “sample.com.”

At the present lime, the world’s most imponant neiwork
is the Internet. The Internet is a massive worldwide collee-
tion of compuler resources, connected together in network
fashion by a series of communication prolocols known as
TCPAP. Many sites on the Internet can be accessed in
accordance with popular standard protocols or formats such
as Gopher and Hypertext Transport Protocol (“HTTP”).
These sites act as remote servers, providing information to
users’ computers (or “clients™) in accordance with a par-
ticular formal or protocol. The client system (pften an
individual’s personal compuler) must have the necessary
software 1o handle the server’s particular protocol.

For example, siles set up in accordance with HTTP are
nicked-named “Web sites”. If a user wants Lo access Web
sites, she must have a computer connecled to the Internet
and equipped with software for communicaling in accor-
dance with the HTTP protocol. Such software is ofien called
a “browser,” because it allows users to browse (or, in the
parlance of the enthusiasts, “surf”) from Web site to Web
site, much the way one might browse through a library. This
process is facilitated by the fact that most Web sites have
hypertext links to other Web sites, which the user can
activate by clicking a mousc on a highlighted portion of the
screen.

Typical browser sofiware also maintains a list of sites the
user has visited, which the uscr can recall using commands
such as “back” and “forward.” These commands, coupled
wilh the hyperiext links between Web sites, give users the
sensation of “navigating” through a seemingly infinite realm
of information, which is popularly referred to as “cyber-
space” or the “World Wide Web.” Users can also specify a
Web site by manually typing in the site’s location as a
Uniform Resource Locator (“URL™). The URL specifies the
precise location of a particular resource, and has three flields:
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<resource type> <domain name> <path>
Domain name, as explained above, is the alpbanumeric
network address of the host on which a particular resource
resides. The “path” is the specific directory and file on the
bost where a resource is stored. A typical URL is http://
bongo.ccutexas.edu/ neural/cwsapps.html.

For example, the commarnd “Go <URL>" would cause
browser sofiware to request the information residing at the
site specified by the URL. This is called “pointing” the
browser 1o the desired Web site, The Web scrver at the
designated URL processes Lhe browser’s request by frans-
ferring a copy of the file specified by the URL to the user’s
local host compuler. The transferred file includes embedded
commands in the hyperlext markup langnage (“HTML™),
which cause the client’s browser soflware to display and
handle the 1ransferred file in a desired manner.

Cyberspace is not limited 10 the World Wide Web or the
Internet. Massive amounts of information are also available
on networks maintained by on-line service providers under
the service marks CompuServe, Prodigy and America
Online, for example. Users typically access these on-line
services via telephone modem connection. To the end user,
these networks appear to be a series of sites or locatiops or
“rooms” offering various types of information. The
addresses for these locations are assigned by the on-line
service providers. Navigation among these locatiops is
handled by proprietary client software, which runs on the
user’s personal compater.

Many users learn of resources on the Internet or a pro-
priclary on-line service through magazine articles and adver-
tisements. These anticles and advertisements include the
necessary URL or other network address to access the
desired sile. Many publications compile lisis of sites they
deem particularly worthwhile. When a user sees a listing for
a site which looks interesting, he can manually enter the
published URL or other mnemonic address into his browser
or olher software, and access the sile.

As explained in our copending application, we rcalized
that published computer addresses—whether URLs or
otherwise—were difficull for people to use because they
have to be tediously entered into their computers. A good
example of an address which may be difficult to enter is the
University of Texas address cited above. The problem is
particularly acute for persons with a visual or physical
disability.

Anolher problem using the Inlernel, we realized, is that
many usets have trouble even finding URLs or other net-
work addresses for desired sites such as Web pages.
Accordingly, Web site sponsors publish their Web site URLs
in print advertising and on packaging. The difficully with
this approach however is thal the URLs are still long, and
cumbersome to remember and enter inte a computer.

In our copending application, we proposed 1o resolve
these problems by allowing people to access published
localions without having to manually enter the published
address. In accordance with one embodiment of the
invention, the mpemonic address or verbal description of a
neiwork location is published along with the location’s
numeric address in bar code format. The user’s compuler is
equipped with a bar code reader and browser software, The
bar code reader is suitably interfaced to the computer’s
browser software o allow bar code input 10 be accepted as
address information. When the user sees an intercsting
published address, he scans the associated bar code using the
bar code reader, thereby loading the desired numeric address
into the browser. The browser then accesses the Web or olher
site correspending to thal numeric address.
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We are finding several problems with this and other
approaches that have been tried. First, some URLs and other
network addresses contain upwards of 20-30 characters, and
therefore require very iong bar code symbols, which can
clutter adverlising and packages, and may nat be practical
from either an esthetic or technical perspective. Second,
placing URLs on printed material (whether or not in bar
code formaf) requires manufacturers to redesign products,
packaging and/or advertiserments, and many manufacturers
may be reluctant to do this. Third, pervious proposal, if the
nelwork address is changed, lhe package needs to be
redesigned, and packages already in the marketplace will
have incorrect address information.

SUMMARY OF THE INVENTION

The present invenlion offers a belter way for consumers
and others to access resources on remole compulérs, par-
licularly Web sites. In accordance with one aspect of the
invention, the disseminalion and entry of network addresses
is accomplished by means of existing identification stan-
dards (e.g., bar codes) found on ordinary products like soup
or soda, in comjunction with a centralized database of
network locations.

One embodiment of the invention is a syslem in which a
bar code ar other indicia is associated with a product or other
article of commerce. The indicia encodes (in human and/or
machine readable form) a UPC or other identification
number, which is associated with the article in accordance
with an extrinsic standard. A compulter database is provided
that relates standard UPC codes lo Internet URLs or other

" network addresses. To access a network resource relating to

a particular product, the user swipes a bar code reader across
the product’s UPC symbol. The database then retrieves the
URL corresponding Lo the UPC product data. This location
information is then uscd to access the desired resource on the
nelwork. .

Io accordance with another aspeet of the invention, net-
work addresses are direetly encoded into bar code format. In
this manner, the necessity of manually entering the address
is eliminated. Users can more quickly review published lists
of Web Siies or other locations. The bar-coded address can
also be printed on removable stickers or detachable cards,
allowing users to readily clip the stickers or cards for future
refercoce.

In accordance with yet another aspect of the invention,
navigational commands (in addition to addresses) can be
published together i bolh buman-readable and bar code
formats. These commands inclede common commands such
as “back” and “forward,” as well as more specialized
command sequences, such as the commands necessary to
access particular services, fifes, and documents on the Inter-
net or Lhe proprietary on-line services. Rather than manually
enter these commands, the user selects a desired command
by scanning its associated bar code. The output of the bar
code reader is accepted by the browser soflware as the
sclected command.

The invention offers a number of important advantapes.
First, because product identification information is alrcady
widely disseminated using standardized and preassigned
codes, the invention climinates the need for separately
disseminating domain names or other network location data.
Further, the invention can be implemented without requiring
manufactures to redesign packaging or other articles, or to
develop special bar code indicia. This overcomes a Catch-22
often facing new technologies: manufacturers will not par-
ticipate until there is widespread consumer interest; con-
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sumers are 10t inlerested until there is widespread manu-
facturer participation. With the invention, mass participation
by manufacturers in the technology is automatic.

Second, the invention allows practical use of bar codes
and other machine readable media for entry of network
location dala. As we realized, encoding URL data in bar
cade format is not practical because the resulting bar codes
are too long. By using existing UPC product codes in
combination with the database of network locations, users
have the benefit of bar code or cotparable technology for
entering network location data. Thus, the necessity of manu-
ally entering the address is eliminated. Users can access a
desired sile by simply using a bar code reader. The UPC can
also be printed on removable stickers or detachable cards,
allowing users to readily clip the stickers and cards for future
reference. This is particularly useful when the user reads
about the location al a time when he does not have access to
a compuler.

Third, the invention avercomes the problems encountered
when network addresses are changed. Network addresses
can change as companics reorganize (heir on-line marketing
sirategics. Also, Internet addresses are assigned by an inde-
pendent third party—InterNic—which may in some cases
have the authority to unilaterally change a company’s
address. Finally, unforeseen trademark conflicts (involving
for example Internet domain names) may require adoption
of new addresses. With the invention, a new address assign-
menl requires only that the database of addresses be updated.
Products, packaging, advertisements and the like bearing the
standard identification codes need not be redesigned.

BRIEF DESCRIFTION OF THE DRAWINGS

FIG. 1 is a block diagram of a compulerized sysiem for
interfacing with a computer network in accordanes with the
invention.

FIG. 2 is a perspective view of the local host computer
shown in FIG. 1.

FIG. 3 is an enlarged view of the article of commerce
shown in FIG. 1, illusirating in detail the UPC symbol
thereupon.

FIG. 4 is a tabular view of the database shown in FIG. 1.

FIG. 5 is a flow charl illustrating the operation of the
system of FIG. 1 in accordance with the invention.

FIG. 6 is an idealized view of the CRT screen of tbe client
system of FIG. 1 displaying information in accordance with
the invention.

FIG. 7 is a perspective view of articles of commerce
which can be used in accordance with the invention to access
remote computers.

FIG. 8 is a block diagram of a compaterized apparatus for
interfacing with a computer network in accordance with 2
second embodiment of the invention.

FIG. 9 is an idealized perspective of the document of FIG.
8 having a network address in both bar code and human
readable formals.

FIG. 10 is a flow chart illustrating the operation of the
apparatus of FIG. 8 in accordance with the invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT
1. Overview
FIG. 1 is a block diagram illustrating one application of
the invention, namely the use of an ordinary article of
commerce 1o aceess sites on the Internet’s World Wide Web.
As explained below, this embodiment of the invention
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allows 2 person who desires Internet resources concerning a
particular product to access those resources using the prod-
uct’'s UPC symbol. The data encoded on the UPC symbol
can be entered manually or (for greater convenience) using
a bar code reader.

Referring to FIG. 1, lhe Internet 20, illustrated here in
generalized format, includes a service provider 22 and two
remole nodes 24 and 26. In this case, service provider 22 is

- a Jocal Internet access provider. Service provider could also
be an online service provider, such as America OnLine®,
Compuserve®, Microsoft Network and Prodigy®. In such
cases, local host 28 need not be on Internet 20—that is, need
not have a network address.

An end-user (not shown) accesses Internet 20 using local
hosl 28, which in this case is an IBM compatible personal
computer including a CPU 30, a random access memory 32
and an address/data bus 34 by operatively connecting CPU
30 and memory 32. Unless otherwise specified, the term
“memory” herein includes any storage device, including
RAM, ROM, 1ape or disk drives (or collections or networks
of tape or disk drives), and any other device for stering
information. A modem 36 and 1/O port 38 are attached to bus
34 by a suitable interfaces 40 and 42, respectively. An input
device 44 is connecled o bus 34 via I/O port 38. Input
device 44 is a commercially avaifable wand-style bar code
reader reads a Uniform Product Code (“UPC”) bar code
symbol 46 affixed lo an article of commerce 48.
Alternatively, input device 44 could be a card reader, optical
characler or voice recognilion system, touch screen, scanner,
pen, keyboard or other known input device.

Local host computer 28 need not be a perscnal computer,
and could for example be a mainframe or minicompulter
having a terminal by which the user could enter and receive
data. In that arrangement, inpul device 44 would be attached
to the terminal.

Modem 36 is adopted for electronic communication via a
suitable telephone link 50 with service provider 22. Com-
puler 28 functions as an [nternet host because it is connecled
to service provider 22 using Point to Point Protocol (“PPP")
via telephone link 50. Other telecommunications channels
may be used, such as ISDN or a conoection which incor-
porates a third parly intermediary network such as Tym-
Net™. Alternatively, local host 28 could be connected
directly lo Internet 20, as is likely to be the case where local
host 28 is a larger compuler, such as maiaframe. FIG. 2
offcrs a perspective view of local host 28 and article of
commerce 48 and also illustrates a CRT monitor 52 and
keyboard 54 suitably coupled lo bus 34,

In this illustration, local host 28 is used to access Internet
resources (or “Web siles”) on remote nodes 24 and 26, which
are available usiog the HTTP protocol. HTTP uses a client-
server architecture, wilth remote nodes 24 and 26 acting as
servers, and local host 28 acling as a client. Local host is
equipped with Netscape Navigator brand Web browser sofl-
ware which emables il to [unction as an HTTP client.

Remole notes 24 and 26 have pre-assigned oetwork
locations (or “domain names™), and desired resources (such
as a particular Web sile) arc located in specific directories
and files (or “paths™) resident on 2 remote nodes 26 and 28.
The precise locations of those resources are specified using
URL, which, as explained above, includes three fields:
<resource type> <domain name> <palh>. To access
resources of a particular remote node 24 or 26, local host 28
requests those resources from Internet 20 using the appro-
priate URL. Thus, the URL functions as a more precise kind
of network address than a domain name.

The URL required is often supplied by the user. Users
learn about the existence of a desired resource (and ils
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corresponding ULR) through a variety of means, including
publication in a printed advertisement. In current practice,
the URL acquired from 2 printed source must be entered
using a keyboard. As explained above, this can be tedious.
Morcover, in many cases, users may have lrouble finding
references to desired Web pages.
2. Article of Commerce

In accordance with the invention, access to desired

- resources on remote nodes 24 and 26 is achicved using an

anticle of commerce 48. The term “article of commerce”
includes tangible things that are sold or moved through
commerce, such as consumer products, packaging, and
prnted media including books, mewspapers, magazines,
stickers, fliers, cards, tags and labels. Article 48 bears a
slandard UPC bar code symbol or indicia 46. Symbol 46 is
shown in greater detail in FIG. 3, and may be affixed to
article 48 in any suitable manner, including printing directly
on the article or its packaging, or applied to labels or tags
altached or otherwise affixed to the article. In accordance
with UPC standards, symbol 46 encodes a ten-digit number
(the “product identification number™}. As shown in FIG. 3,
the product identification number ¢ncoded in UPC symbol
46 consists of two five-digit ficlds, A and B. Field A is a
unique, pre-assigned number signifying a particular meanu-~
facturez. Field B is a number identifying one of the manu-
facturer’s products. In the United States, UPC product
identification numbers are assigned by the Uniform Code
Council, Inc.

UPC symbol 46 provides a machine-readable number that
uniquely identifies a particnlar product and ils manufacturer.
This is useful at the retail point-of-sale, where purchase of
a particular item is recorded by scanning the iter’s bar code
symbol.

There are numerous other formats and systems for assign-
ing product identification numbers to articles of commerce.
For example, the Intcrnational Article Numbering Associa-
tion (“EAN™) assigns its own number 1o products outside of
the U.S. and Canada, and uses a different symbology than
used with the UPC. Product identification codes for books
are provided by the International Standard Book Numbering
System (“ISBN") and are encoded using a symbology
specified by that organization. Likewise, magazines and
serial publications are assigned product identification codes
by the International Standard Serial Numbering System
(“ISSN™Y.

These numbering systems share at least three characler-
istics. First, for purposes of this inveation, the identification
numbers may be assigned in accordance with an “extrinsic”
standard. By cxtrinsic, it is meant that the assigament of
numbers is made a by group or association for the purpose
of identifyiog articles of commerce. It is likely thal new
lypes of identification numbers will arise in the fulure, as
will new organizations for assigning and administering those
numbers, and the present invention conlemplates use of both
existing and Future extrinsic identification numbers and
formats.

Second, the identification numbers may have recognized
significance as numbers identifying articles of commerce.

The level of recognition may be among the general public,
or a defined subset, such as a particular industry or occu-
palion.

Third, the identification numbers may be encoded in a
standard, machioe readable format—namely, bar codes.
Other machine readable formats may also be used for this
purpose, including magnetic siripes or optical characler
recogoition (“OCR”), and the present invention could be
practiced with product identification numbers encoded in
those formats as well.




Case: 1:04-cv-00566 D : iled: \
f’\. chment #: 1 Filed: 01/23/04 Page{?aof 78 PagelD #:72

US 6,199,048 B1

7

3. URL/UPC Database

I accordance with the invention, service provider 22
includes a relational database 60, which is shown in more
detail in FIG. 4. Databasc 60 includes records 6268, which
are acoessible using a suitable database management syster
software. Each record 62-68 of database 60 contains four
fields 70-76. Fields 70 and 72 contain a UPC product
identification pumber, as explained below. Field 74 holds a
URL suitable for localing a resource on the Inmiernet.
Depending on the application, other network addresses—
Fither numeric or mnemonic, physical or virlual—-may be
used. Field 76 holds a narrative description of the resource
addressed in field 74. This particular arrangement of fieldsis
but one illustration of how the invention may be practiced.
For example, additional fields could be provided, or the UPC
product identification number could be held in a single ficld.

Fach record 6268 of database 60 associates a UPC
product identification number (contained in fields 70 and 72)
wilh a particular Inlernct URL and parrative description
(contained in fields 74 and 76, respectively). The associalion
is based op selected criteria. In this case, the criteria is the
existence of 2 Web resource sponsored by the manufacturer
of the product identified by the UPC number in fields 70 and
72. (If go such resource exists, then the pariicular product
identifier can be omitted from dalabase 60). Other criteria
can be used. For example, the association could be based on
the existence of 2 Web site simply referring to or relating to
the product.

As stated, fields 7¢ and 72 coptain a UPC product
identification number. Field 70 contains the first five digits
of the product identification pumber (ficld A of FIG. 3). As
explained above, these digits uniquely identify the product’s
manufacturer. Field 72 contains the second five digits of the
product ideatification number (field B of FIG. 3). These
digits identify the manufaciurer's particular product. In
some cases, a mapufacturer may have many products and
only one Web site or other Internet resource. In (kat case,
field 72 may be lefi blank, as shown in cell 78 of record 68.
When field 72 is lefl blank, database 60 associates the Web
resource indicated in field 74 with any product identification
number whose first five digits match the manufacturer
number specified in field 70.

Database 60 itself is accessible via service provider 22,
which is equipped with Web server software such as pro-
vided by Nelscape Communications, Inc. The server soft-
ware provides access 0 an HTML document {the “Query
Page") resident on service provider 22 at a predetermined
URL. The Query Page, when displayed oo CRT 52 by local
bost 28 using a forms-capable browser allows the user to
enter a query in the form of a UPC product identification
number. Alternatively, database 60 could be resident on local
host 28 or another remote compuler 24 or 26. The Web
server al service provider 22 may bave a predetermined URL
location. Browser software residen] in local host computer
28 may be configured (o anlomatically request that prede-
termined URL location when the browser software is ini-
tially loaded.

Database 60 may be incorporated with a database or
search engine of Web siles or other Internel resoweces (such
as the Yahoo or Lycos databases). In that case, the Query
Page may give the user the option of entering a UPC number
or an allernative search lorm, such as a portion of the URL
or the topic to which the desired resource pertains.

Also, database 60 may be divided into one or more tables,
which may be distributed over more than one computer. For
example, a first (able may contain records associating UPC
numbers with names of producis or manufacturers. A second
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table associates products and/or manufactirer names with
Internet addresses. Thus, the process of using the UPC
umber o locate 2 network address may involve one or more
steps. For example, database 60 might determine the pame
of a product corresponding to a UPC number using a first
table, and then determine network addresses corresponding
to that product name using a second table. Even though
multiple steps are jovolved, the UPC number is still “asso-
ciated” in computer memory wilh the network address for
purposes of the invention.

4. Operation of the Iovention

Suppose a user is interested in Internel resources con-
cerning a particutar type of product. In accordance with the
invention, (he user can access (h0se resources by taking an
ordinary specimen of the product—a can of soup for
example—and entering all or part of the product’s UPC
product identification number 46. Database 60 uses the
entered product identification pumber to look-up the asso-
ciated URL, which is returned to the user in the form of a
HTML document.

This operation is illustrated in FIG. S. At a block 89, the
user Toads his browser software onlo local host compuler 28.
The browser software is programmed to automatically load
the “Query Page” which provides access to database 60. The
user in this case is a human, but alternatively a program (or
“process”) rugning on local host 28 could be the “user” in
the sense that it is ihe process which is requesting informa-
tion from the Ioternet and supplying the UPC number.

AL a block 82, the Query Page is lransmitted Lo local bost
compuier 28 in the form of an HTML document. Browser
software resident on local host 28 displays the Query Page
on CRT screen 52. Al block 84, the user (or process) enlers
the fitst Bve or all ten digits of the UPC product identifica-
tion mumber encoded by symbol 46. Because the UPC
product identification number is printed in both machineand
humanp-readable format (See FIG. 3), this may be done by
manual enlry using keyboard, voice recogoition system of
other input device. More preferably, however, entry is
accomplished by scanning UPC symbol 46 affixed to arlicle
48. Input device 44 reads UPC symbol 46, and generales an
ASCII character string which is read by CPU 30 via I/O port
8. If the UPC numiber is scanned, then all 10 digits will
generally be entered. The UPC product identification num-
ber is transmilted to (he Web server resident on local service
provider 22, which at a block 86 looks up the enlered UPC
number in database 60.

At block 88, database 60 retrieves all records 62—68
having, UPC fields 70 and 72 that maich the product iden-
tification number entered by the user. The records are
conveyed to the user in the form of an HTML document. The
criteria at block 88 for whether UPC fields 70 and 72
“match” the product identification pumber may be based on
a “query by example” approach. For example, suppose al
block 84 (he user only enters the manufacturer portion (e.2.
«31251") of a product identification number. It is assumed in
this case (hat (he user is interested in any record 62-68
having a field 70 that maiches the cntered manufacturer
portion. (Recall that the database 60 stores the UPC number
in two ficlds—feld 70 for the first five digits (corresponding
to manufacturer) and field 72 for the second five digits
(corresponding o manufacturer’s product)). Thus, at block
88, records 61, 64 and 65 are returned to the user, because
field 70 in each of those records contains “31251.”

If the user entered all ten digits of a UPC product
identification number(e.g., «31251-00302"), then only
records whose ficlds 70 and 72 matched “31251” and
“(302,” respeclively, would be retrieved. (In this case, that
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wonld be record 64). If all ten UPC digits are entered, and
no exaci match is found, database 60 may be programmed
1o retrieve records (if any) where at Ieast the mapufacturer
poriion (that is, first five digits) matches field 78.

Al block 90, browser software on local host computer 28
displays records retrieved at block 88 on CRT 52. The
records are retumed in an HTML document, which is
displayed by the browser in a screen format 94, as ilfustrated
in F1G. 6. 1n this example, records 62, 64 and 66 have been
retricved. Screen format 94 displays data from each record
in a separate rows %6, 98 and 100, respectively. If no
matching records are found at block 88, a message such as
“po records found” may be relurped instead.

Text from description field 76 of each of records 62, 64
apd 66 is displayed as hypertext links 102, 104 and 106,
respectively. Link 102 is associated with the URL of record
62, link 104 with the URL of record 64, and link 106 with
the URL of record 66. When the user selecis one of links
102-106 (by mouse click or otherwisc), the browser sofi-
ware loads the URL associated with the selected link to
access the resource at the location specified by that URL.
5. Alternative Embodiments

The foregoing embodiment is just one example of the
present invention. Many aliernatives are possibie.

Other Networks and Protocols.

While the present invenlion is illustrated with respect to
a system for accessing the Internet’s World Wide Web, it
could be pracliced using other Intemet protocols (such as
Gopher) or other types of wide area networks and systems,
including those offered by “on-line service” providers such
as America OnLipe® of Fairfax, Va. or CompuServe® of
Columbus, Ohio or the Microsoft® Nelwork of Redmond,
Wash.

In those cases, database 60 could be resident on the
on-line scrvice provider’s computer. The network address
informaltion contained in database §0 could be eilher Internet
URLs, or locations within the on-line service provider’s
enviroument. In this case, the protocoel used to communicate
between local host 28 and service provider 22 need not be
HTTP or other [uternet protocol, However, service provider
22 can provide a gateway (o Internct 20, and access to a
desired network location on the Interoet can be made using
a URL retrieved from database 60.

Controlled Access.

Database 60 need not be publicly accessible. Access lo
databasc 60 can be Iimited either by placing database 60 on
a propriclary network, or, if placed on an open network,
using a password or digital signature system to permit access
only to authorized persons. Also, records 62~68 may be
seleclively accessible. For example, each record can conlain
an additional field indicating whether the URL contained in
field 74 points lo nelwork location containing material
inappropriate for children. In thal case, database 66 can be
programmed 1o return URL al block 88 only if the user has
supplied a proper password.

Aulomatic Jumping to Desired Location.

In the disclosed embodiment, the URL associated with a
selected UPC product identification code is returned lo the
end user in an HTML document at block 88 of FIG. 5. The
uscr ¢an then hypertext link to the sile comresponding to the
URL. Allernatively, instead of displaying query results at
step 90 (of FIG. 5), browser software in local host can
automatically load the retrieved URL. and point the user to
the sile corresponding to that URL. An additional ficld in
database 60 can provide a code indicaling whether this
featurc should be enabled or disabled for a particular URL.

Identification Numbers and Symbologics. The invention
can be practiced using standard identification numbers—and
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symbologies other than UPC pumbers and formats. For
example, EAN, ISBN and ISSN pumbers and formats dis-
cussed above could be used.

Articles of Comraerce.

As shown in FIG. 7, product identification numbers—
whether bar coded or otherwise—may be placed all types of
items, such as a consumer product 102, newspaper 104 or
baok 106, as well as coupons, fliers, cards and advertise-
ments (not illustrated). For example, by placing & product’s
UPC code on an advertisement for the product, the adver-
tiser could, in accordance with the invention, facilitate
access to Internet resources concerning the product.

Machine Reading Technology.

[ lieu of a bar coding, the invention could be practiced
with product identification isformation that is encoded using
other technologies. For example, product identification
information could be encoded on a maguetic strip affixed to
a product, card or other article. In place of wand, local host
computer could use a magoetic card reader. Aliernaiively,
the nmumber could simply be prinled in human-readable
format, and an optionaf optical character recogrition system
could be used to facilitate entry,

Direct Coding of Address.

In place of a standard UPC symbel, bar code technology
could be used lo encode the aclual mnemonic or numeric
(IP) network address in machine-readable format. While this
arrangemeni does not achieve al the advantages of the
invention, it allows the user to easily enter desired address
information using a bar-code reader instead of manually
lyping the address.

An example of the direct coding of network addresses is
shown in the illustrated FIGS. 8-10, Referring to FIG. §, a
block diagram of the computerized apparatus 10 for ioter-
facing with a compuler network in accordance with the
invention is illustrated. Apparatus 113 includes a computer
114, which may be an IBM compatible personal coraputer.
Allached to computer 114 by a suilable input/ontput inter-
face 115 is a modem 116. Also attached to computer 114 via
an inpul/outpul interface 118 is a bar code reader 120. Bar -
code reader 124 is designed to read conventjoual bar codes.
Bar code technology is described geperaily in U.S. Pat No.
5,115,326 issued May 19, 1992 and entitled “Method of
Encoding an E-Mail Address in a Fax Message and Routing
the Fax Message to a Destination and Network”, and U.S.
Pal. No. 5,420,943 issued May 30, 1995 aod eatitled “Uni-
versal Computer Input Device,” the disclosures of which are
both hereby incorporated by refercnce.

Modem 116 is adopted for electronic communication via
a suitable telephone link 122 with a service provider 124.
Service provider 124 may be an Inlernet service provider or
a proprictary on-line service such as Prodigy ar America
On-Line. Service provider 124 in tumn is eleclronically
connecled by a suitable communication link 126 1o a remole
server 128. For purposes of illustration, we assume that
remote server’s 128 numeric nelwork address is 200.98.154,
and that the assigned address mnemonic is http://
sample@www.com.

Computer 114 is equipped with communication software
for eslablishing and maintaining a communication link with
service provider 124 via modem 116 and telephone link 122.
Compuler 114 is also equipped with software (see FIG. 10)
such as Netscape Navigator brand Web browser software
{version 1 0} which enables it to request and receive infor-
mation from remote server 128 via service provider 124, To
operale software 130, a user {(not shown) cnters an alpha-
aumeric address such as sample@www.com. Browser soft-
ware 1304 sends service provider 124 a request for Lhe
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information contained at address corresponding to the mne-
monic sample@www.com. As explained above, that mne-
monic address belongs to remote server 128.

Using the address sample@www.com, service provider
124 routes the request to remote server 128 via communi-
cation link 126. Remote server 128 responds by sending the
desired information via communication link 126 to service
provider 124, which rclays the information to computer 114
via modem 116 and telephone kink 122, Once the informa-
tion is received by computer 114, browser software 130
displays the informatjon in a useful format for the user.

In accordance with the invention, a document 132 is
provided. Document 132 may be a magazine article, adver-
lising or other printed matler. As shown in FIG. 9, Document
136 cootains human readable information 134 about
resources available at a localion on a network such as the
Internet, including resources provided by remote server 128,
In this cxample, human readable information 134 includes
remole server’s 128 mnemonic address—http://
sample@www.com. A bar-code indicia 136 is placed near
human readable information 134. Bar code 136 contains
remote server’s 128 mumerical address (200.98.154) in
machine-readable form.

Alternalively, bar code 136 could conlain 2 machine-
readable version of the mnemonic address. Uader that
arrangement, the bar-coded digits would correspond to
alphanumeric symbols of the mnemonic address. For
example, the bar coded number “97* could correspond to the
character “a”. In that case, however, bar code 136 may have
o be exceptionally long.

- If the user wants access remote server 128, he or she scans
bar code 136 using bar code reader 120. Bar code reader 120
generates a signal on input/output interface 118 correspond-
ing to the numeric address encoded by bar code 136 (which
for purposes of illustration we assume to be 257004-00220,
as shown in FIG. 9). Browser sofiware 130 on computer 114
reads the numeric address via input/output interface 118, and
forwards il to service provider 124, along wilh a request for
information conlained at the location corresponding 1o that
address. Service provider 124 determines Lhat the numeric
address is that of remole server 128, and routes to there the
requesl for information.

Referring to FIG. 10, the operation of browser software
130 is shown in more detail. In an initjal step 138, browser
software altempls o read input from bar code reader 120. At
a decision block 140, browser software 130 determines
whether reader 120 has input. If no input is available, confro}
relurns Lo block 138, where browser sofiware 130 again
attempts 10 read bar code reader 120. If input is available at
decision block 140, then control moves Lo a block 142 where
browser software 130 transmits the input read at block 138
to service provider 124. There are other ways to handle inpul
from bar code reader 120, and more sophisticated techniques
maybe used in actual commercial embodiments of (he
invention.

Service provider 124 interprets the inpul as a numeric
network address. In this case, we have assumed thai the
address is that of remote server 128. Service provider
forwards a request for data 1o remote server 128. At a block
144, the requested data contained on remote server 128 is
received by browser software 130 via service provider 124.
Once received, the data is available for whatever use
required by the user. Control then returns 1o block 138 where
the foregoing process is repeated indefinilely.

In effect, the necessity of manually lyping in the mne-
monic address sampleQwww.com is eliminated. Instead, the
numeric address is obtained {rom the bar code indicia 136 by
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use of bar code reader 120. As explained above, bar code
136 could contain the maemonic as well as numeric address.
Browser software could be programmed to accept either
format (mnemonic or numeric) as input from bar code reader
120, with the default expectation being that the bar coded
data is a numeric address ualess the user otherwise specifies.
Alternatively, the first coded number of bar code 136 could
indicate whether the information that follows represents a
pumeric of moemonic address. If bar code 136 can contain
either monemonic or pumeric addresses, then browser soft-
ware should include a flag or other indication alerting
service provider 124 as (o the format of the transmitled data.

The foregoing embodiment is just one example. Many
aliernatives arc possible. For example, in lien of a bar code
scanning device, a card reader could be employed. The card
reader would read a magnetic siripe affixed to a card or other
printed matter. The card would contain human-readable
information about a network resource, and the magnetic
strip would contain the resource’s numeric or mnemonic
address in machine-readable format. Allernatively, a RF data
collection scanner or CCD scan-system could be used. Bar
code symbol 126 could also be associated wilh specific
commands such as “forward”, or “back,” or commagd
sequences used 1o access information.

We claim:

1. Amethod of connecting 2 user computing device to one
of a plurality of remote computers available for communi-
cation over a network comprising:

a) reading a data carrier modulated with an index;

b) accessing a dalabase wilh the index, the database

comprising a plurality of records that link an index to
a pointer which identifics a remote computer on the
network; ‘

<) exiracling a pointer from the database as a function of

the index; and .

d) using the pointer to establish communication with the

remote computer identified thereby.

2. The method of claim 1 wherein the step of reading a
data carrier modulated with an index comprises the step of
reading a [light pallem emanating from an objecl and
demodulating 1hc light pattern to oblain (he index.

3. The method of claim 2 wherein the step of reading a
light pattern emanaling from an object and demodulating the
light pattern Lo obtain the index comprises scanning a bar
code symbol encoded with the index.

4. The method of claim 3 wherein the bar cade symbol is
encoded in accordance with an extrinsic standard.

5. The method of claim 2 wherein the step of reading a
light pattern emanating from an object and demodulating the
light pattern to obtain the index comprises using oplical
characler recognition lechniques.

6. The method of claim 1 wherein the index is at least a
portion of a Universal Product Code.

7. The method of claim 1 wherein the index is at least a
portion of a EAN code.

8. The method of claim 1 wherein the index is at least a
portion of an ISBN code.

9. The method of claim 1 wherein the index is at least a
portion of an ISSN code.

10. The method of claim 1 wherein the step of reading a
data carder modulated with an index comprises receiving a
signal emanaling from an article of commerce, the signal
being modulated with the index,

11. The method of claim 1 whercin the step of reading a
data carrier modulated with an index comprises inputting
into the user compuling device an audible signal modulated
wilh information correlated to the index.

12. The method of claim 11 wherein the step of inpulling
into the user computing device an audible signal modulated
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with information correlated to the index comprises the use of
voice recognition techniques.

13. The method of claim 1 wherein the step of reading a
data carrier modulated with an index comprises inputling
inlo the user computing device an RF signal modulated with
information correlated to the index.

14, The method of claim 1 wherein the step of reading a
data carrier modulated with an index comprises accessing a
magnetic card with a magnetic card reader.

15. The method of claim 1 wherein the steps of accessing
a database and extracting a pointer therefrom are carried out
on Lhe user computing device.

16. The method of claim 1 wherein the steps of accessing
a dalabase and extracting a pointer therefrom are carried oul
oo a server computer located remotely from the user com-
puting device.

17. The method of claim 1 wherein the database is
distributed over more than one computer.

18, The method of claim 1 wherein the pointer comprises
a network address.

19. The meihod of claim I wherein the pointer compriscs
a Uniform Resource Locator. )

20. The method of ¢laim 1 wherein the pointer comprises
the name of a remote compulter.

21. The method of claim 1 wherein the pointer comprises
an IP address.

22. The metbod of claim 1 wherein the index Is comprised
of a first field and a sccond field.

23. The method of claim 22 wherein he step of accessing
a database with an index comprises the steps of using only
the first field of the index to access the dalabase.

24. The method of claim 23 wherein a plurality of indexes
having the same first field and different second fields will
result in extraction of the same pointer. i

25. The method of claim 24 wherein the first field is a
manufacturer identification number and the second ficld is a
product identification number.

26. The method of claim 1 wherein the step of using the
pointer to establish communication with the remote com-
puler identified thereby is execuled automatically by the user
compuling device without user intervention.

27. The method of claim 26 wherein the automalic
communication by the user computing device with the
remote computer is executed by a web browser program
running on the user computing device.

28. The method of claim 1 wherein the step of using the
pointer to establish communication with the remole com-
puter idenlificd thereby is executed by a user selecting
hypertext link returned to the user computing device by the
database.

29. The method of claim 1 wherein the nelwork over
which the user computing device establishes communication
with the remote computer is a wide area network.

30. The method of claim 29 wherein the wide arca
network is the Internet.

31. The method of claim 29 whercin the wide area
nelwork is a proprietary online service.

32. The method of claim 31 wherein the database is
resident on an online service provider computer with which
the user computing device has established direct communi-
cation.

33. The method of claim 32 wherein the online service
provider compuler additionally provides a gateway to the
Internet.

34. The method of claim 1 wherein access 1o the database
requires entry of a password.

35. The method of claim 1 wherein the dalabase is
associated with a search engine.

36. A system comprising:

a. a uscr compuling device;

b. an input device associated with the user compuling

device, configured to read a data carrier modulated with
an index;
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¢. means for sloring, a database comprising a plurality of
records that link an index o a pointer which idenlifies
a remote computer;
wherein the user computing device comprises:
means for accessing the database (o extracl a pointer
from the database as a function of the index; and
means for using the pointer to establish communi-
cation wilth the remote computer identified
thereby. o

37. The system of claim 36 wherein the user input device
comprises means for reading a light paitern emanating from
_al}i object and demodulating the light pattern to obtain the .
index.

38. The system of claim 37 whercin the means for reading
a light pattern emanating from an object and demodulating -
the light pattern to obtain the index comprises means for
scanning a bar code symbol encoded with the index.

39, The system of claim 38 wherein the means for
scamning a bar code symbol is adapted o scan 2 bar code
symbol encoded in accordance with an extrinsic standard,

40. The system of claim 37 wherein the means for reading
a light pattern emanating from an object and demodulating
the light paltern to obtain the index comprises means for
using optical characler recognition techniques.

41. The system of claim 36 wherein the inpul device is
configured to read an index comprising at least a portion of
a Universal Product Code.

42. The syslem of claim 36 wherein the input device is
configured to read an index comprising al least a pottion of
a EAN code.

43. The system of claim 36 wherein the inpul device is
configured to read an index comprising at least a portion of
an ISBN code.

44, The system of claim 36 wherein the ioput device is
configured 1o read an index comprising at least a portion of
an ISSN code.

45. The system of claim 36 whercin the input device is
adapled lo receive a signal emanating from an arlicle of
commerce, the signal being modulated with the index.

46. The system of claim 36 wherein the input device
comprises means for inputling into the user compuling
device an audible signal modulated with information corre-
lated to the index.

47. The system of claim 46 wherein the means for
inpulling into the user compuling device an audible signal
modufated with information correlated to the index is con-
figured Lo utilize voice recognition techniques.

48. The system of claim 36 wherein the input device
comprises means for inputting an RF signal modulated with
information correlated lo the index.

49. The system ol claim 36 wherein the input device
comprises means for reading a magnelic stripe card.

§0. The system of claim 36 wherein (he means for storing
a database is located on the user computing device,

51. The system of claim 36 wherein the means for storing
a database is localed on a server computer located remolely
from the user computing device.

52. The system of claim 36 wherein the means for storing
a database is distzibuted over more than one computer.

53. The system of claim 36 wherein (he pointer comprises
a network address.

54, The system of claim 36 wherein the pointer comprises
a Uniform Resource Locator.

55. The system of claim 36 wherein 1be pointer comprises
the name of a remote computer.

56. The system of claim 36 wherein the pointer comprises
an IP address.

57. The system of claim 36 whei¢in the index is com-
prised of a first field and a second field.

58. The syslem of claim 57 wherein the mcans for
accessing a datiabase with an index comprises means for
using only the first field of the index 1o access Lhe database.
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59. The system of claim 58 wherein a plurality of indexes
having the same first field and different second fields will
result in exiraction of the same pointer.

60. The system of claim 59 wherein the first field is a
manufacturer identification number and the second field is a
product identification number.

61. The system of claim 36 wherein the means for using
the poinler to establish communication with the remote
compuler identified thereby executes autoratically by the
user compuling device without user inlervention.

§2. The system of claim 61 wherein the automalic com-
municalion by the user computing device with the remote
computer is execuled by a web browser program running on
the user computing device.

63. The system of claim 36 wherein the means for using
the pointer to establish communication with the remote
computer identified ihereby exccutes by a user selecling
hypertext link returned to the user computing device by the
database.

64. The system of claim 36 wherein the network over
which the user compulting device establishes communication
with the remole computer is a wide area network.

65. The system of claim 64 wherein the wide area network
is the Internet.

66. The system of claim 64 wherein the wide area network
is a proprielary online service.

67. The syslem of claim 66 wherein the database is
resident on an ondine service provider computer with which

the user computing device has established direct communi-

calion.

68. The system of claim 67 wherein the online service
provider computer addilionally provides a galeway to the
Internet.
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69. The system of claim 36 wherein access to the database

requires entry of a password.

70. The system of claim 36 wherein be database is
associated with a search engine.

71. A user computing device comprising:

a. an input device configured to read a data carrier

modulated with an index; and

b. compuler processing means for execuling a software

program adapted to:

utilize the index to access a databasc comprising a
plurality of records that link an index to a pointer
which identifies a remote computer;

retrieve from the database a pointer as a function of the
index; and

use the pointer to establish communication with the
remote computer idenlified (bereby.

72. The user computing device of claim 71 wherein the
user inpul device comprises means for reading a light paltern
ernanaling from an object and demodulating the light pattern
to obtain lhe index.

73. The user computing device of claim 72 wherein the
means for reading a light patiern emanating from an object
and demodulating the light patlern to obtain the index
comprises means for scanning a bar code symbol encoded
with the index.

74. The user compuling device of claim 73 wherein the
means for scanning a bar code symbol is adapted to scan a
bar code symbol encoded in accordance with an exirinsic
standard.

75. The user computing device of claim 72 wherein the
means for reading a light pattern emanating from an object
and demodulaling the light patlern to obtain the index
comprises means for using oplical character recognition
techniques.

76. The user computing device of claim 71 wherein the
input device is configured 1o read an index comprising al
least a portion of a Universal Product Code.

35

40

45

50

55

60

65

16

77. The user computing device of claim 71 wherein the
nput device is configured to read an index comprising at
least a portion of a BAN code.

78. The user computing device of claim 71 wherein the
input device is configured to read an index comprising at
least a portion of an ISBN code.

79. The user computing device of claim 71 wherein the
input device is configured io read an index comprising at
least a portion of an ISSN code,

80. The user computing device of claim 71 wherein ihe
Loput device is adapted fo receive a signal emanating from
an article of commerce, the signal being modulated with the
index.

81. The user computing device of claim 71 wherein the
inpul device comprises means for inputting iuto the user
compuling device an audible signal modulated with infor-
malion comrelated 10 the index.

82. The user computing device of claim 81 wherein the
means for iopulting into lhe user computing device an
audible signal modulated with information correlated to the
index is configured to wtilize voice recogrition techniques.

83, The user computing device of claim 71 wherein the
input device comprises means for inputting an RF signal
modulated with information correlated Lo the index.

84. The user computing device of claim 71 wherein the
input device comprises means for reading a magnetic siripe
card.

85. The user computing device of claim 71 wherein the
software program is adapted 10 ulilize the index (0 access a
database located on the vser corputing device,

86. The user compuling device of claim 71 wherein the
software program is adapted 10 wtilize the index to access a
database located on a server computer remote from the user
computing device.

87. The user computing device of claim 71 wherein the
software program is adapted to utilize the index 1o access a
database distributed over more than one computer,

88. The user computing device of claim 71 wherein the
index is comprised of a first field and a second field, and
wherein the software program is adapled 1o access a data-
base with ounly (he first field of the index.

89. The user computing device of claim 88 wherein a
plurality of indexes having the same first field and different
second fields will result in extraction of the same pointer.

90. The uscr computing device of claim 71 whercin the
software program is adapted lo use the pointer to establish
communication with the remote computer identified thereby
automalically without user intcrvention.

91. The user compuling device of claim 90 wherein the
automatic communicalion by lhe user computing device
with the remole computer is executed by a web browser
Pprogram running on the user computing device.

92. The user comptting device of claim 71 wherein (he
soflware program is adapted to use the pointer io establish
communication with the remote computer identified thereby
by using a user-selected hypertexi link returned to the user
compuling device by the dalabase,

93. The uscr computing device of claim 71, further
adapted to establish communication with the remote com-
puter over a wide area network.

94, The user computing device of claim 93 further
adapted to eslablish communication with the remote com-
puter over the Internct.

95. The user computing device of claim 93 further
adapted to eslablish cornmunicalion with the remole com-
puter over a proprielary online service.
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