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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF 1LLINOIS RN B S
EASTERN DIVISION S
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PHILIP S. JACKSON,

Plaintiff,
JUN 230 2002
v,
08¢ 44
AT&T WIRELESS SERVICES, INC,, ) ey &
CONAIR CORPORATION, ) e
NEXTEL COMMUNICATIONS, INC., ) i "fﬁw
SPRINT CORPORATION, ) HOBE %{’, ;T‘ A5
TDS TELECOM SERVICE CORPORATION, )
UNITED STATES CELLULAR CORPORATION, ) M A
VERIZON WIRELESS SERVICES, LLC, and ) GISTRATE JUpae
VOICESTREAM WIRELESS CORPORATION ) L HEYS
)
Defendants. )
COMPLAINT

Plaintiff Philip S. Jackson (“Jackson”), complains of defendants, AT&T Wireless Services,
Inc. (“AT&T Wireless”), Conair Corporation (“Conair”), Nextel Communications, Inc. (“Nextel”),
Sprint Corporation (“Sprint”), TDS Telecom Service Corporation (“TDS Telecom™), United States
Cellular Corporation (“US Cellular”), Verizon Wireless Services, LLC (“Verizon™), and

VoiceStream Wireless Corporation (“VoiceStream™) (collectively “Defendants”) as follows:

JURISDICTION AND VENUE
1. Jurisdiction exists under 28 U.S.C. § 1338(a) because Defendants are charged with
patent infringement under 35 U.S.C. § 271.
2. Defendants each have transacted business in this judicial district by using, selling or

offering to sell automated interactive telephone systems, voice messaging services or answering
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devices that violate Mr. Jackson’s patent.

3. Venue is proper under 28 U.S.C. §§ 1391(d) and 1400(b).

PARTIES

4, Mr. Jackson is an individual residing in Park Ridge, Illinois. He owns all right, title
and interest in and has standing to sue for infringement of United States Patent No. 4,596,900
entitled “Phone-Line-Linked, Tone-Operated Control Device” (“the ‘900 patent”, Exhibit A). The
‘900 patent has been reexamined three times and issued Reexamination Certificates B1 and B2
(Exhibit B). Mr. Jackson has not manufactured or sold any devices under the ‘900 patent, and
therefore, has not been required to place any statutory notices on any devices or systems.

5. AT&T Wireless Services, Inc. (“AT&T Wireless”) has its principal place of business
at 7277 164™ Avenue, NE Building 1, Redmond, Washington 98052, AT&T Wireless has sold,
offered for sale, and offers for sale voice messaging services that infringe one or more claims of the
'900 Patent. AT&T Wireless service plans include voice messaging as a standard feature or option.
AT&T Wireless has infringed the patent in suit either directly or through acts of contributory
infringement or inducement in violation of 35 U.S.C. § 271.

6. Conair Corporation (“Conair’”) has its principal place of business at 1 Cummings
Road, Stamford, Connecticut 06904. Conair has sold, offered for sale, and offers for sale products
that infringe one or more claims of the '900 Patent. Conair’s telephone answering devices and
telephones with answering device capabilities utilize the technology of the ‘900 patent. Conair has
infringed the patent in suit either directly or through acts of contributory infringement or inducement

in violation of 35 U.S.C. § 271.
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7. Nextel Communications, Inc. (“Nextel”) has its principal place of business at 2001
Edmund Halley Drive, Reston, Virginia 20191. Nextel has sold, offered for sale, and offers for sale
voice messaging services that infringe one or more claims of the ‘900 Patent. Nextel service plans
include voice messaging services as a standard feature or option. Nextel has infringed the patent in
suit either directly or through acts of contributory infringement or inducement in violation of 35
US.C. §271.

8. Sprint Corporation (“Sprint”) has its principal place of business at 6500 Sprint
Parkway, Overland Park, Kansas 66251, Sprint, through its wholly-owned tracking group Sprint
PCS, has sold, offered for sale, and offers for sale voice messaging services that infringe one or more
claims of the '900 Patent. Sprint PCS service plans include voice messaging as a standard feature
or option. Sprint has infringed the patent in suit either directly or through acts of contributory
infringement or inducement in violation of 35 U.S.C. §271.

9. TDS Telecom Service Corporation (“TDS Telecom™) has its principal place of
business at 301 S. Westfield Road, Madison, Wisconsin 53705. TDS Telecom has sold, offered for
sale, and offers for sale voice messaging services that infringe one or more claims of the ‘900 Patent.
TDS Telecom service plans include voice messaging as a standard feature or option, TDS Telecom
has infringed the patent in suit either directly or through acts of contributory infringement or
inducement in violation of 35 U.S.C. § 271.

10. United States Ceilular Corporation (“US Cellular) has its principal place of business
at 8410 W. Bryn Mawr Avenue, Suite 700, Chicago, Illinois 60631. US Cellular has sold, offered
for sale, and offers for sale voice messaging services that infringe one or more claims of the ‘900
Patent. US Cellular service plans include voice messaging services as a standard feature or option.

3
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US Cellular has infringed the patent in suit either directly or through acts of contributory
infringement or inducement in violation of 35 U.S.C. § 271.

11.  Verizon Wireless Services, LLC (“Verizon™) has its principal place of business at 180
Washington Valley Road, Bedminster, New Jersey 07921. Verizon has sold, offered for sale, and
offers for sale voice messaging services that infringe one or more claims of the ‘900 Patent. Verizon
service plans include voice messaging as a standard feature or option. Verizon has infringed the
patent in suit either directly or through acts of contributory infringement or inducement in violation
of 35 U.S.C. § 271.

12.  VoiceStream Wireless Corporation (“VoiceStream”) has its principal place of
business at 12920 SE 38" Street, Bellevue, Washington 98006. VoiceStream has sold, offered for
sale, and offers for sale voice messaging services that infringe one or more claims of the ‘900 Patent.
VoiceStream service plans include voice messaging services as a standard feature or option,
VoiceStream has infringed the patent in suit either directly or through acts of contributory

infringement or inducement in violation of 35 U.S.C. § 271.

BACKGROUND FACTS
13, The ‘900 Patent was issued by the United States Patent and Trademark Office
(“PTQO”) to Mr. Jackson in 1986, Dr. Kazuo Hashir;loto, widely known as the inventor of the basic
telephone answering machine and inventor of over 1,000 patents worldwide, filed a Request for
Reexamination of the ‘900 Patent to challenge its validity. The PTO then reexamined the ‘900 Patent
and issued a Reexamination Certificate with only a few minor, clarifying amendments, confirming

the validity of the 17 claims of the patent.



Case: 1:02-cv-04411 Document #: 1 Filed: 06/19/02 Page 5 of 43 PagelD #:5

~ N

14.  Matsushita (Panasonic) then filed two more Requests for Reexamination. The PTO,
after still further consideration of approximately 300 items of prior art, confirmed the validity of the
'900 Patent and permitted Mr. Jackson to add 99 new claims. The PTO then issued another
Reexamination Certificate, finding 116 claims patentable over all of the approximately 300 diverse
items of prior art references.

15.  The Jackson '900 Patent has been widely recognized by numerous companies who
have accepted licenses under the patent and have paid royalties to Mr. Jackson, including BellSouth,
Brother, Comverse, Cobra, Matsushita (Panasonic), NEC, Samsung, Sanyo, Sony, Swatch, Thomson,
Unical (Northwestern Bell), and Uniden.

16. Mr. Jackson does not accuse products and/or services that are provided, in whole, by

companies that have been licensed by Mr. Jackson under the ‘900 patent.

PATENT INFRINGEMENT

17.  Each of the Defendants has infringed the patent in suit either directly or through acts
of contributory infringement or inducement in violation of 35 U.S.C. § 271.

18. Defendants’ infringement, contributory infringement and/or inducement to infringe
has injured Mr. Jackson and he, therefore, is entitled to recover damages adequate to compensate him
for such infringement, but in no event less than a reasonable royalty.

19.  Defendants' infringement, contributory infringement and/or inducement to infringe
has been willful and deliberate because each Defendant has been given notice of or knew of Mr.
Jackson’s patent and has nonetheless injured and will continue to injure Mr. Jackson, unless and

until this Court enters an injunction prohibiting further infringement and, specifically, enjoining
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further manufacture, use, sale and/or offer for sale of products or services that come within the scope

of the '900 Patent.

JURY DEMAND
Pursuant to Rule 38(b) of the Federal Rules of Civil Procedure, Mr. Jackson requests a

trial by jury on ail issues presented that can properly be tried to a jury.

WHEREFORE, plaintiff; Philip Jackson, asks this Court to enter judgment, individually
and jointly against defendants AT&T Wireless, Conair, Nextel, Sprint, TDS Telecom, US
Cellular, Verizon, VoiceStream, and against their subsidiaries, affiliates, agents, servants,
employees and all persons in active concert or participation with them, granting the following
relief:

A An award of damages adequate to compensate Jackson for the
infringement that has occurred, together with prejudgment interest from the date
infringement of the '900 Patent began;

B. All other damages permitted by 35 U.S.C. § 284;

C. A finding that this case is exceptional and an award to Philip Jackson of
attorneys' fees and costs as provided by 35 U.S.C. § 285;

D. A permanent injunction prohibiting further infringement, inducement and
contributory infringement of the '900 Patent; and,

E. Such other and further relief as this Court or a jury may deem proper and

just.
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Raymond P. Niro

Dean D, Niro

Robert P. Greenspoon

NIRO, SCAVONE, HALLER AND NIRO
181 West Madison Street, Suite 4600
Chicago, Illinois 60602

(312) 236-0733

Attorneys for Philip S. Jackson
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PHONE-LINE-LINKED, TONE-OPERATED
CONTROL DEVICE

BACKGROUND OF THE INVENTION

“The invention is directed generally to the control
arts, and more particularly to a novel apparatus for
producing coatrol signals in response 10 the reception
of predetermined tone signals over 2 telephone line-

In recent years, increasing attention has been given to
the field of home electronics and the like. With the
advent of modern telephonic communication, as well as
the availability of home computers and the like, 2 aum-
ber of applications of such systems 0 home or personal
use have beeu developed. For example, it bas been
suggested that home computers be utilized to control,
through suitable interface devices, various devices in
the bome such as heating and air conditioning systems,
lighting, appliances, and the like. '

However, home computers and the necessary inter-
face devices for performing such automatic coutrol
functions are still relatively expensive. Moreover, most
such computers and other devices require some degres
of skill or expertise in their installation and operation.
Accordingly, the average consumer may not readily be
able to utilize such computer contro applications be-
cause of cither financial considerations or lack of re-
quiste knowledge and skills.

Advantageously, the present invention proposes a
phone-line-linked, tone-operated control device for
producing suitable control signals for use in home auto-
matic or remote control applications. Moreover, the
apparatus of the invention operates automatically in
response to tone signals of the type produced by ordi-
nary Touch-Tone telephones over conventional tele-
phone lines. More specifically, any device producing
tones commonly
“Touch-Tonc telephones, can be utilized to operate the
apparatus of the invention. Accordingly, the consumer
nced only understand the operation of a conventional
Touch-Tone telephone to utilize the present invention.
That is, no special transmitting unit or device is re-
quired, whether permanently installed or a portable unit

3

20

known as DTMF tones, such as.

40

to be carried by the user. Rather, the invention may be

operated from any available telephone transmitter.

Additionaily, 3 preferred form of the inveation con-
templates preveation of unauthorized access or usage of
the foregoing control system. To this end, a preferred
form of the invention also provides a novel break-in
preveation feature, which requires the entry of a selecti-
ble code over a Touch-Tone tclephone line, to permit
access to the remote control features of the invention.
Again, however, no special transmitting unit or other
“device is required, the necessary code being in the form
from the tones provided by any conventional, available
Touch-Tone type telephone receiver.

OBJECTS AND SUMMARY OF THE
INVENTION

Accordingly, it is 2 general object of the invention to
provide a novel and improved remote coantrol device
which requires no special training or expertisc to utilize.

A more specific object is to provide a phone-line-
linked control device for performing a control function
in response to conventional tone signals transmitted
cver 3 cenventicnal telephone line.

A related object is to provide apparatus in accor-
dance with the foregoing objects which is relatively

50

&

65
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s?mplc and inexpensive and yet highly rcliable in opera-
tion.

. Briefly, and in accordance with the foregoing ob-
jects, a phone-line-linked, tonc-operated control appa-
ratus in 2ccordance with the invention comprises de-
tecting means coupled 10 a telephone line for detecting
at least one predetermined sequence of predetermined
tone signals’ received on said telephone line and for
producing a comresponding sequeace detection signal;
and contre! means responsive to said sequence detec.
tion signal for producing a corresponding control sig-
nal,

In accordance with s preferred form of the invention
an access limiting apparatus is also coupled with the
control apparatus and prevents operation thereof until
an access code comprising a predetermined sequence of
predetermined tone signals is first received.

BRIEF DESCRIPTION OF THE DRAWINGS

The features of the present invention which are be-
lieved to be novel are set forth with-particularity is the
appended claims. The organization and manner of oper-
ation of the invention, together with further objects and
advantages thercof, may best be understood by refer-
ence to the following description taken in connection
with the accomypanying drawings in the several figures
of which like reference numerals identify like elements,
and in which: ‘

FI1G. 1is a block diagram of a control system utilizing
apperatus in accordance with the investion;

FIG. 2 is a schematic circuit diagram Dlustrating
further details of the apparatus of the invention;

F1G. 3 is a schematic circuit dizgram llustrating one
portion of a novel break-in prevention circuit in accor-
dance with a preferred form of the invention;

FIG. 4 is 2 schematic circuit diagram of a further
portion of the break-in prevention circuit of F1G. 3;

FIG. § is a schematic circuit diagram of a still further
portion of the break-in prevention circuit of FIGS. 3
and 4; and

FIG. 6 is a schematic circuit diagram of one form of
feedback circuitry in accordance with a preferred form
of the invention.

DETAILED DESCRIFTION OF THE
ILLUSTRATED EMBODIMENT

Referring now to the drawings and initially to FIG. 1,
spparatus in accordance with the invention is illustrated
in the form of a control system, designated generally by
the reference numeral 10. The control system 10 is
linked to conventional telephone Lines 12 by means of 2
suitable, conveational isolation apparatus 14, generally
in parallel circuit with a conventional telephone re-
ceiver 16, ’

A dual-tone, multiple-frequency (DTMF) decoder 20
and a suitable automatic answering circuit 22 are gener-
ally coupled in parallel circuit with the telephone re- .
cciver 16, Brefly, the DTMF decoder 20 produces
standard logic-level sigaals in response to the dual-tone
frequencies generated by conventional push-button or”
*Touch-Tone" tclephone apparatus. Additionally, the
DTMF decoder 20 produces analog signals in response
to the conventional tip/ring voltages, scaled down for
use in the other circuitry, as will be described prcscptly-

An additional decoding and control logic circuit 24
teccives the signabs from 2he DTMF .decudes 20, In
accordance with a feature of the invention, this decod-



N

decoder 20 at its output 46. Different logic conteats
corresponding to different code sequences may be sc-
lected without departing from the invention, by the
simple expedient of selecting different ones of the out-
“puts 46z 35 inputs (o gates 43, 50 and 52

In the illustrated embodiment, in order to detect the
desired sequence af these encoded logic signals (#, [ to
turn the instrument off and *, | to tura the instrument
on) the outputs of AND gates 48 and 52 arc coupled
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nais at all three of its inputs simultanecusly. The QR
_ gate 64 will toggle the flip-flop 66 in response to a lagic
one signal at either input thereol. It will be remembered
that a logic one is produced by the AND gate 50 upon

5 detection of the encoded 1 signal on the output 45,

However, the encoded # signal must immediately pre-
cede the encoded 1 signal in order to hold the Q output
of flip-flop 56 at logic one as previously described. Due
to the slight delay in the action of the DV output 44 of

with respective flip-flops 56 and 53. The output of 10 decoder 20, this logic one at the Q output of flip-flop 56

AND gate 50 is coupled with one input of cach of a pair
of three-input AND gates 60 20d 62. .

In the illustrated embodiment, the flip-flops 56 and 58
comprise D-type Mip-flops of the type generally desig-
nated 4013, and the outputs of respective AND gates 48
and 52 feed the respective data or D inputs thereof. The
elack (C) inputs of the flip-flops 56 and 58 are coupled
to receive the above-mentioned DV signal from the
output 44 of the decoder 20. Preferably, a two-input

will momentarily co-exist with the logic one at the
output of AND gate 50. In effect, then, gates 48 and 50,
flip-flop 56 and gate 60 respond to or detect the en-
coded sequence #, 1 and produce a corvesponding de-

15 tection sigmal. Gate 64 and flip flop 66 respond by pro-

ducing a corresponding “off” coatrol signal.

In the illustrated embodiment an additional control
from the Q output of flip-Aop 66 assures that repetition
of the #, 1 (“off™) sequence will not result in tuming the

AND gate 55 is interposed between the DV output and 20§l on This is done by requiring a logic one

these clock inputs. This gate responds to a furthes signal
“4T" from the break-in prevention circuit, to be de-
scribed later, for delivering only those DV signals oc-
curring after the fourth incoming tone and correspond-
ing DV signal The output of the gate is hence desig-
nated “4DV". LT

It will be remembered that 2 high or logic one signal
is produced at DV output 44 upon encoding of 2 valid
tone at the outputs 46 of decoder 20. In operation, the

DV output signal is delayed slightly from the produc- 30

tion of the encoded signal at outputs 46.

The respective set {S) and reset (R) inputs of the
flip-flops 56 and 58 arc coupled with circuit ground.
The Q outputs of respective flip-Nops 56 and 58 arc
coupled with respective inputs of the AND gates 60 and
62. Accordingly, the flip-flops 56 and 58 will be clocked
by the 4DV signal upon each encoding of an incoming
tone signal (after the fourth), thereby in effect transfer-
ring the logic state of the D inputs thereof to the Q
output thereof.  When the AND gate 48 produces 2
logic one in respanse to detection of the encoded #
signal on lines 46, a logic one will be clocked 1o the @
output of flip-flop 56. In the same fashion, the AND
gate 52 will produce a logic one output to the data input
of the flip-flop 58 when it detects the encoded * signat
on the lincs 46. This logic one will be clocked through
to the Q output of the flip-flop 58 in response to the
corresponding 4DV output positive transition. The Q
outputs of flip-flops 56 and 58 arc therefore also desig-
. mated by “#* and “** and are respectively coupled to
second inputs of respective AND gates 60 and 62,

"The AND gates 60 and 62 feed respective inputs of 2

two-input OR gate 64 which fecds the clock input of a

further flip-flop 66. In the illustrated embodiment, the
flip-Nlop 66 comprises one-half of a dual JK-type flip-
flop of the type generally designated 4027, The Q and Q
outputs of the flip-flop 66 are selected as the instrument
“on™ and instrument “off” coatrol signal outputs, re-
spectively. Moreover, the Q or “on” output feeds the
temaining input of AND gate 60 while the Q or “off”
output feeds the remmaining input of the AND gate 62.
The J and K inputs of flip-flop 66 are tied to 2 suitable
positive potential, while the set and reset inputs thereol
are tied to circuit ground.

In operation, the respective {lip-flops 56 and 58 and
associated gates 60 and 62 act a3 scquence detectors
such that the gate 50 will -producs a Jagic onr or high
output signal only in response to logic ene or high sig-

state from the instrument *on” or Q output flip-flop 66
as the third input to AND gate 60.

From the foregoing it will be recognized that opera-
tion with respect to the instrument “on™ sequence (%, 1)

25 4 AND gates 50 and 52, flip-flop 58 and AND gate 62

is substantially identical. In this regard, gates 50 and 52,
fip-flop 58 and gate 62 detect the sequence *, 1 and
produce a responsive detection signal. Gate 64 and flip
flop 66 respond to this detection signal by producing a
corresponding “instrument on™ control signal. Addi-
tionally, a feedback signal from the Q or instrument off
output of flip-flop 66 to gate 62 prevents production of
the “on™ signals unless the instrument is in the “off™
state. Hence, repetition of the sequence *, 1 will notturn
the instrument “ofF", if it is already in the “on™ state.
1t will be recognized from the foregoing that addi-
tional instruments or apparatus may be similarly pro-
vided with “on™ and “off” control signals in response to

4o additional, different sclected sequences from the

DTMF 20. For example, since the # and * decoded
outputs are already available as the firstina two-signal
sequence at the Q outputs of fip-flops 56 and 58, these
may be utilized with other decoded digit tone signals to

45 coatrol further instruments or devices. That is, further

gates such as AND gate 50 may be used to detect or
decode binary signals corresponding to other digits.
Additionally, similar gatcs such as the gate 60 may then
be connected to receive the # and * outputs as well as

so the further decoded digit outputs so as to drive further

flip-flops such as the flip-flop 66 in exactly the same
fashion ss described above 5o as to provide on and off
control signals for additional instruments. For example,

*, 2 and #, 2 might be used to control a second instru-

ss ment and so forth by the simple expedient of a repetition

of only a small part of the circuitry of FIG. - Other
codes may of course be utilized by duplicating more of
the decoding and control logic circuit 24 of F1G. 2, if
catitely different on and off codes are desired.

60~ Referring now to the answering circuitry 22, an inte-

grated circuit counter component 70 is utilized to count
the rings received on the phone line 12. In the illustrated

embodiment, this counter comprises an integrated cir-
cuit component of the type generally designated 4017.

65 The rings are detected by the decoder 20 and the count

input (C) of the counter 70 is fed from the MON output
42 by way of a pair of inverter buffers 72, 74 and an RC
filter comprising resistor 76 and capacitor 8.
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ing and control logic circuit 24 is responsive lo prede-
termined sequences of signals from the DTMF decoder
20 for producing corresponding control output signals.
Generally speaking, the DTMF decoder 2¢ and 2 de-
coding porton of the circuit 24 together comprise a
sequence detection circuit responsive to a preselected
sequence of tone signals received on the phooe lines 12
for producing a corresponding sequence detection sig

nzl, A coatrol logic portion of the circuit 24 is further -

responsive to this sequence detection signal for produc-
ing & corresponding control output signal for an instru-
ment controller 26. This instrument costroller 26 in turn
controls the operation of one or more instruments 28.

Briefly, such control may comprise turning on and off
various devices, making adjustments in their operation,
checking their status, and the like. Suitable feedback
from the controlled instrument or instruments may be
provided by way of a suitable feedback interface cir-
cuitry 30 to the answering circuitry 22, which respon-
sively outputs a suitable signal 1o the telephone lines 12
to indicate the status of the controlled instrument or
instrurnents 28,

Advantageously, then, the contro] system 10 of the
invention is useful in parallel with the conventional
telephone receiver 16. That is, the system 10 does not
interfere with normal use of the receiver 16, Moreover,
the system 10 may be utilized to control one or more
devices 28 in the manner just described while a normal
conversation is in progress over the receiver 16.

In this regard, the decoding and control logic 24 may
also be coupled with the answering circuitry 22 to syn-
chronize its operation therewith, Furthermore, circuit
24 may be arranged to cause the answering circuitry 22
to disconnect the system of FIG. 1 from the phone line
12, if an improper sequence of tones is received, as may
occur for example in an attempt to gain unauthorized
access or “break-in” to the system of F1G. 1.

The answering circuitry 22 may be adjusted to couple
the system with the phone lines 12 at the first detection
of a ring or after 2 desired number of ring tones received
on the line 12,

Referring now to FIG. 2, a schematic circuit diagram
illustrates varjous features of the system of FIG. 1 in
greater detail. The DTMF decoder 20 comprises an
integrated circuit component of the type geaserally des-
ignated ITT3210 DTMF receiver, and is provided with
a 3.58 MHz crystal 40. Suitable DC power for the
DTMF decoder 20, as well as for the other circuits of
FIG. 2 may be provided by suitable DC batteries (not
shown) or by any other suitable DC voltage supply.

In operation, the DTMF decodet 20 receives conven-
tional 'telcphonic signals over phone lines 12, which
comprise conventional tp and ring lines 122 and 126

: rt:pccti\_fdy. A line monitoring output (MON) 42 pro-
vides a signal which is usable as a CMOS logic 1 or high
level when & ring is deteted on the phone lines 12 and a
logic O or low level when no ring is in progress. An
additional DV cutput 44 signals detection of & valid
DTMEF tone of the type produced by s conventional
push-button or “Touch Tone™ telephone. '

Accordingly, access to the system from a remote
location may be achieved by use of a conventional
DTMF telephone transmitter over conventional tele-
phone lines. The system of the invention therefore oper-
ates essentially as an independgnt felephone receiver,
wheredy T nay e wired indepeadently to phone ¥nes
12 or in parallel with a standard receiver 16 as shown in
FIG. 1, as desired. As previously mentioned, when
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connected in parallel with the standard receiver 16, the
system of the invention does not interfere with normal
operation thereof. That is, the tone signals to which the
circuitry of the invention responds may be received
indepcadently of operation of the receiver 186, or even at
the same time as a2 normal conversation i in progress,
allowing “break-in preveation™ and operation of instru-
ments undet-control by use of the toné signals, but oth-
erwise permitting use as a conveational telephone with-
out any interference therebetween. - ,

‘The DV signal comprises standard CMOS logic lev-
cls, and transmits a logic 1 or high level cach time a
valid push-button tone is decoded by decoder 20 and a
fogic 0 or low level at other times. The remaining out-
puts of the DTMF decoder 20 encode possible push.
button tone signals representing digits 0 through 9, as
well as * and # into a 4-bit binary encoded form on a
4-bit output 46. Although not presently in common use,
push-button or Touch Tone telephones are capable of
producing four additional dual-tone signals, which the
DTMF decoder 20 is also capable of encoding igto 4-bit
digital form. B ,

In the illustrated embodiment, two sequences of these
encoded signals have been selected for producing re-
spective “on™ and “off” coatrol signals. The decoding
and control logic 24 includes circuitry responsive to the
sequence of the tone signals encoded into binary form
on the outputs 46 of the decoder 20 for producing these
“on™ and “off” conwrol output signals. These control
signals are then fed to the instrument control circuitry
26 of FIG. 1. In the illustrated embodiment; the se-
quence #, 1 is detected to turn the instrument off, and
the scquence *, 1 is detected to turn the instrument on,
In this regard, the decoder 20 cncodes “#"as 1, 1,0, 0
{in descending order, from the most significant or 8's
place to the least significant or 1's place). Similarly, “*"
is encoded as 1, 0, 1, 1; while “{™ is encoded as 0, 0, 0,
1

lines 46 as well as the inverted logic content théreof,
cach of the lines 44 is further provided with an inverter
buffer 47. In this regard, the respective binary logic
contents of the outputs 46 and their inverted forms are
indicated respectively D1 and D1, D2 and D2, ete.
These resulting fogic outputs are indicated generally by
the reference numeral 462, It will be recognized that the
non-inverted outputs 46 carry a logic “1” when the
corresponding output of the DTMF 20 is activated,
whercas the inverted outputs 460 will carry a logic
content of “0" whea the corresponding output 44 of the
DTMF 20 is in an active condition.

Accordingly, the decoding and control logic 24 in-
cludes three detectors in the form of Jogic gates 48, 50
and 52 which are coupied to suitable ones of the output
lines 46a for responding to the respective binary signals
corresponding to tones representing #, * and 1, respec-
tively. In this regard, the gate 48 comprises a two-input
AND gate and has its inputs coupled respectively to
rospond to the logic content 1, 1, 0, 0 at output 46 of
decoder 20,

Similarly, the logic gate 52 comprises a three-input
AND gate and is coupled to respond to the logic con-
tent 1, 0, 1, 1 at output 46 of decoder 20. Finally, the
AND gate 50 comprises 2 four-input AND gate cou-
pled to detect the encoded 1 signal, which corresponds
102logic content of Q,0, & 1 at cutput 46 of decoder 20,
Accordingly, the respective gates 48, 50 and 52 detect
signals of predetermined logic content produced by the

“In order to provide both the logic signals from the-
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The Girst inverter buffer 72 also feeds one input of a
two-input AND gate 80, the output of which is coupled
1o activate the resct (R) input of the counter 70. The
remaining input of AND gate 80 is coupled 10 & selected
output of the counter 70 by way of a suitable RC time
delay circuit comprising resistor 82 and capacitor 84. In
the illustrated embodiment, an additional two-input OR
gate 85 is interposed between the AND gaté'80 and the
R input of counter 70. This OR gate 85 functions to
reset the counter in response to either of the AND gate
80 or a “BAD" logic signal produced by the break-in
preveation circuit to be described later. As will be scen
presently, resetting the counter 70 causes the answering
circvitry 22 to “hang up”.

The RC filter circuit (76, 78) flters the ring impulses
in & ring burst to clock the counter 70 one count for
each ring burst. The output of the counter 70 is switch
selectable by switch 86 to choose from one to ten rings
before enabling a series-connected bufler 88. This buffer
88 in turn activates a relay 90 which in effect “answers”
the telephone by coupling a conventional 580 ohm ter-
mination resistor acroSs the line. Any additionatl feed-
back signals, for example, from the circuit 3¢ of FIG. 1
are also applicd to this phone connection relay 90.

In accordance with a preferred form of the invention
an additional exclusive OR gate 95 is interposed be-
tween the ring number selector switch 86 and the buffer
88. This exclusive OR gate 95 receives a sccond input,
labeled ANSR, from the fesdback circuitry 30, as will
be described in detail later, Briefly, the ANSR signal
produced by this feedback circuitry momentarily dis-
ables gate 95, causing momentary disconnection of the
phone linc by relay 90. This momentary disconnection
results in an audible “click” being sent over phone line
12 to verify operation of an instrument under control as
will be more fully described later.

In operation, the MON output 42 will be remembered
to produce a logic one or high level during cach ring.
“This high level by way of the two inverter buffers 72, 74
and filter clocks the counter 70. The corresponding
logic 0 or low level intermediate rings is then available
by way of inverter buffer 72 for resetting the counter
70. Resel only occurs, however, when the selected
count has been reached, and after the time delay (RC
82, 84). '

The MON output 42 remains in the logic 1 or high
level as long as the transmitting or remotely located
telephone is on the line. When this transmitter goes off
the line or “hangs up”, the MON output 42 goes to a
logic.0.or low state, thereby also enabling the reset of
the counter 70 by way of the AND gate 80. The relay
90 is then de-activated and “hangs up"” on its end of the
line. Accordingly, if the calling party “baags up”, the
foregoing circuits also “hang up” at their end of the
line. This then permits the system 10 as well as the
receiver 16 to be again reached in conventional fashion
over the telephone lines 12,

In accordance with a preferred form of the invention,
as previously mentioned an unauthorized access or
"break-in" prevention circuit or system is also provided
to cooperate with the circuit of FIG. 2, as previously
generally indicated. Reference is now invited to FIGS.

3,4 and 5 wherein the circuit portions making up this
break in prevention circuit or system are illustrated in
schematic form.

Bricfly, this break-in prevention system permits only
sumeune eatering the cUTeSt siquence of toszh 4one
signals to use the control system of FIG. 2 for contrel-
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ling onc or more insuuments or devices. Moreover, any
attempt to gain entry to the system without first enter-
ing in the proper access code will cause the answering
circuitry 22 of FIG. Z to “hang up". This prevents
repeated break-in attempts with onc phone call.

Additionally, to prevent repeated atiempts at access
by the use of successive different codes, a second, differ-
ent entry access code is placed into operation automati-
cally by the circuits to be described preseatly, following
1 preselected nuaber of break-in attempts. As will be
scen, the circuits may be readily modified and/or ex-
panded to include additional alternate access Or entry
codes and to automatically switch to or activate more
than two possible entry codes if desired. Accordingly,
the following description illustratés ope specific em-
bodiment of such a break-in prevention circuit or sys-
tem, it being understood that changes and modifications
may be made without departing from the invention,

Referring initially to FIG. 3, a first access scqueance
descctor is here Blustrated in conncction with an access
scquence comprising touch-tone signals corresponding
to 7, 6, 5, X, where x can be any signal at alk(**don't
care” or dummy signal). These signals are received by
respective four-input AND gates 100, 102 and 104 from
the encaded outputs 46 of the DTMF 20, by sclecting
the indicated ones of output lines 46a, Additionally, the
first AND gate 100 receives an enable signal (EN1) by
way of a further two-input AND gate 105 which is
further coupled to receive a selected one (DB} of the
signals from lincs 462 This enable signal is normally a
logic 1 when the access sequence detector circuit of
FIG. 3 is in operation.

The access sequence or entry code is detected much
in the same way as the sequence for the instrument
control as described above with reference to FIG. 2. in
this regard, the first AND gate 100 feeds the data (D)
input of a first flip-flop (F-F) 106. At the same time, the
DV line from the DTMF 20 is coupled to the clock (C)
input of the flip-flop 106. Accordingly, if a “T" is de-
coded, a logic 1 is clocked from the D input to the Q
autput of flip-flop 106. This Q output feeds one inputof
a two-input AND gate 108 whose other input receives
the output of the “6" detection AND gate 102 and
whose output fecds the data (D) input of 2 second,
similar flip-flop 110. The clock (C} input of flip-flop 110
is coupled to the output of a further two-input AND
gate 112 for response to the DV signal only whena *77
is decoded at the first flip-flop 106, resulting in a logic 1
at the Q output thercof. Accordingly, when a 6 is de-
tected or decoded consceutively following a 1, the
second flip-flop will clock a logic 1 from its D input to
its Q output. . ‘

A third similar flip-flop 114 is then coupled by way of
similar AND gates 116 and 338 to respond to an cn-
coded ™5™ consceutively following an encoded 6" in
the same fashion. The Q output of this further flip-flop
114 feeds one input of a two-input OR gate 120, the
second input of which receives a similar output signal (2
OK) from the alternate access sequence detector of
FIG. 5, to be descrived presently. A further similar
flip-flop 122 has its data (D} input coupled for response
to the OR gate 120. The output of OR gate 120 aiso
provides a resct (R) si '

The Q cutput of flip flop 122 is here designated as the
“GOOD" signal, while the Q is designated as the
“BAD" signal, these two signals indicating whether or
no! the correct access code scquence has been received.
In this regard, the clock (C) input of hip-fiop 122 is
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coupled for response 10 a tone counter 124. In the illus-
trated embodiment, the flip-flops 106, 110, 114 and 122
preferably comprise integrated circuit components of
the type generally designated 4013 dual-D flip-flop,
while the counter 124 comprises 2 decode counter of
the type gencrally designated 4017.

The tone counter 124 is coupled to count the DV
signals, and has its “aumber 4™ output coupled to ¢clock
the flip-flop 122. Hence, the flip-flop 122 clocks through
the data at its D input on the fourth-received DV signal,
corresponding to the fourth-reccived tone signal
Hence, if the correct sequence has been entered, a logic
1 is clocked through to the Q output resulting in a
“GOOD" output signal. However, if the correct se-
quence has not been entered, the logic 1 is clocked to
the Q output resulting in a “BAD” output signal, The
output of the counter 124 is alsp designated “4T™ and is
fed 10 the gate 55 of FI1G. 2 as previously mentioned.

In this regard, it will be remembered that the fourth
tone in the sequence may be any tone in the present
exampie. However, it will be appreciated that any num-
ber of signals in any given scquénce may be utilized,
including any number of desired “don't carc™ or
dummy signals at any point in the sequence, without
departing from the invention. ‘ .

The counter 124 is coupled to disable itsell upon
reaching the fourth count, so as to maintain the 4T
signal at that point. This is done by way of an inverter
125 which is goupled back to one input of a two-input
AND gate 126 the other input of which reccives the
DV signal for input to the count (C) input of the
counter 124, :

The reset signal R is also fed to the reset input (R) of
each of the fip-flops 106, 110 and 114 and to the sct (S)
input of the Nip-flop 122. In this regard, the flip-flop 122
is normally held in the set state, that is, with a logic 1
signal at the Q output, thus comprising the “GOOD”
signal. Thus, the clocking of the positive 1 upon com-
pletion of the correct entry code merely has the effect
of leaving the "GOOD" signal unchanged, whereas any
incorrect attempt at entering the access code clocks the
flip-flop 122 to produce the logic 1 or *BAD" at the Q
. autput.
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Each time a “BAD" signal is produced by flip-fiop -

122 it is utilized to clock or count a further break-in
counter 128 illustrated in FIG. 4 to which attention is
next invited. This break-in counter 128 is also preferably
a decode counter of the type generally designated 4017,
Any of the outputs of the counter 128 may be selected
0 correspond to the number of “BAD"™ attempts at
which the access sequence detector of FIG. 3 will be
disabled and an alternate access sequence detector
shown in FIG. § wili be cpabled.

Accordingly, a2 selected output of the decode
counter, here chosen as the “gumber four” output
thercof (4) is ticd 10 an enable line (EN2) for enabling
the alternate access sequence detector of FIG. §. At the
samc time an inverter buffer 130 changes the first enable
linc EN1 to a logic 0. This logic 0 is also fed back to the
count or clock input of the break-in counter 128 by way
of a suitable AND gate 132 in the same fashion as de-
scribed above for the counter 124. This then holds the
alternate access sequence detector in the cnabled state.
If, however, the correct entry or access sequence is
detected by the first sequence detector of FIG. 3 previ-
ous to four “BAD" attempnts, the reset line R resets the
break-in counter 178 as indicated at the reset {R} mput
thereof.

65
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In accordance with a preferred feature of the inven.
tion a suitable indicator such as an LED 134 may also be
coupled by way of a suitable current limiting resistor
136 to be energized by the selected count output of the
counter 128, This provides a visual indication of 2 num-
ber of break-in attempts and resulting selection of the
alternate access sequence detector of FIG, 5.

Referting now to FIG. 5, the alternate access se.
quence detector is similar to the access sequence detec.
tor circuit of FIG. 3. However, the alternate access
code or sequence is here chosen as 4, 5, 6, 7. In this
regard, first, second and third flip-flops 140, 142 and 144
receive sclected encoded signals from the DTMF 20 of
FIG. 1 by way of suitable AND gates 146, 148 and 150,
These gates are wired in the same fashion as described
with respect to the circuit of FIG. 3 to appropriate ones
of the outputs or lines 462 of FIG. 2. Additionally, the .
first gate 146 is wired to receive one input from a tweo-
input AND gate 152, the other input of which recejves
the cnable line EN2 from the break-in counter circuit of
FIG. 4. Accordingly, the circuit of FIG. § is enabled o
activated upon the production of the logic 1 signal at
the EN2 output of FIG. 4 as just described. :

In other respects, the first three selected members of
the code sequence operate the first three fip-flops 140,
142 and 144 in the same fashion described above with
reference to FIG. 3. In this regard, the DV signal feeds
the clock input of the first flip-Qop 140 and is ANDed at
gate 151 with the Q output thercof to feed the clock
input (C) of the second flip-flop 142. A similar AND
gate 153 receives the DV line and Q output of flip-flop
142 and feeds the clock input (C) of the third flip-flop
144, The Q output of the last flip-flop 144 feeds the 20K
line by way of a further pair of AND gates 154, 156
which incorporaie a fourth digit or member of the code
sequence for the sequence detector of FIG. 5. .

Accordingly, the alternate sequence detector of FIG.
3 requires four predetermined encoded sequence mem-
bers in the proper order to give the 20K signal, It will be
remembered that this 20K signal alternatively activates
the OR gate 120 which enables the continued produc-
tion of the “GOOD" signal from the flip-flop 122 of
FI1G. 3. In the same fashion as the access sequence de-
tector of FIG. 3, if the proper code is not entzred in the
proper sequence, a logic 0 will be produced at the 20K
output, permitting the flip-flop 122 to be clocked simul-
tancously with decoding of the fourth-received tone to
give the “BAD"” signal. '

Referring briefly to FIG. 6 onc example of a sujtable
feedback circuit 30 for verifying operation of the con-
trol circuit of FIG. 2 is illustrated. In this regard, it will
be remembered that the coatrol system of FIG. 2, once
accessed or emabled by the nove! break-in prevention

circuitry just described permits control of one or more —

devices or instruments in response 1o signals received
over the telephone line 12 from any conventional push-
button-type telephone receiver. Accordingly, the cir-
cuit of FIG. 6 is arranged to produce an audible “click”
on the line 12 to this “sending” receiver. The instrument
or device being controlled is indicated gencrally by the
reference numeral 160, .
In the illustrated embodiment, this instrument 160 is
of the type which mmay be activated or tumed “on” by
the completion of a circuit thereto [rom a conventional
AC line or household current indicated generally at
162, 164, Accerdingly, the line 164 feeds a movable
contact 166 of a relay 168. A normally open fixed
contact 170 of this relay 166 is in turn coupled with the
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instrument 160, while the other side of the AC line 162
is coupled directly thereto. A suitable relay coil 172 is
arranged for pulling the movable contactor 166 into
engagement with the fixed contact 170 upon energiza-
tion thereof, thus completing the circuit for turning the
instrument 160 “on™. Referring bricfly to FIG. 2, the “1
on” output may be coupled directly to onc side of the
coil 172 for this purpose, the other side thereof being
coupled with circuit ground. . '

In order to provide an audible click over the tele-
phone line, the AC line 162 further feeds one side of an
opto-coupler or opto-isolator 174 whose other side is
also coupled with the fixed contact 170. Hence, the
opto-coupler will be activated upon activation of the
relay 168 for completing the circuit to the instrument
160. A resultant output signal from the opto-coupler. 174
feeds a suitable Schmitt trigger 176 by way of a suitable
RC filter 178, 180, The output of the Schmitt trigger is
designated ACON and is coupled to the positive trigger
input of a monostable multivibrator circuit 182 (MMYV).

20

The MMV is preferably of the type generally desig- -

pated 4098. ‘

“The Q output of the MMV 182 provides the ANSR
signal, which it will be remembered feeds one input of
the exclusive-OR gate 95 of FIG. 2. It will further be
remembered that such activation of the exclusive-OR
gate 95 gives a suitable signal by way of buffer 88 for
connecting and disconnecting the telephone line 12 by
way of the relay 90. However, the MMV 182 is pro-
vided with 2 suitably short time constant, such that the
ACON signal constitutes a brief pulse, only sufficient to
momentarily deactivate and then reactivate the relay 50
of FIG. 2. Hence, an audible “click” is produced over
the telephone line 12 upon completion of the AC con-
pection to the controlled instrument 160

While particular embodiments of the invention have
been shown and described in detail, it will be obvious to
those skilled in the art that changes and modifications of
the present invention, in its various aspects, may be
made without departing from the invention in its
broader aspects, some of which changes and modifica-
tions being matters of routine engineering or design, and
others being apparent only after study. As such, the
scope of the invention should not be limited by the
particular embodiment and specific construction de-
scribed herein but should be defined by the appended
claims and equivalents thereof. Accordingly, the aim in
the appended claims is to cover all such changes and
madifications as fall within the true spirit and scope of
the invention. :

I claim:

1. A phone-line-linked, tone-operated control appara-
tus comprising: detecting means coupled to receive tone
signals from said phone line, for detecting at least one
predetermined sequence of predetermined tone signals
and for producing & corresponding sequence detection
ngnal; control means responsive to said sequence detec-
tion signal for producing a corresponding control sig-
nal;.whcrcin said detecting means comprises first de-
tecting means for producing a first detection signal in
response to 2 first predetermined sequence of predeter-
mined tone signals and a second detection signal in
response 1o 2 second predetermined scquence of predes
termined tone signals; wherein said control means is
responsive 10 said first detection signal for producing a

" curresponding first control signai and responsive tosaid
sccond detection signal for producing a corresponding
second control signal; wherein said coatral means com-
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prises dual state means capable of producting one of
said first control signal and said sccand control signal at
a time; and wherein said first and said sccond detecting
means further include gating means coupled in circuit
for disabling production of said first and said second
detection signals respectively in response to said second
control signal and said first control signal, respectively.

2. A control apparatus in accordance with claim 1
wherein said detecting means comprises tone decoding
means responsive to said tone signals for producing
digitally encoded signals corresponding in 2 predeter-
mined fashion to said tone signals; and digital decoding
means responsive to predetermined ones of said digi-
tally encoded signals occurring in a predetermined se-
quence for producing said corresponding sequence de-
tection signal :

- 3. A phone-line-linked, tone-operated control appara-
tus comprising: detecting means coupled 0 receive tone
signals from said phone line, for detecting at least one
predetermined sequence of predetermined tone signals
and for producing a corresponding sequence ddtection
signal; and control means responsive to said sequence
detection signal for producing a corresponding control
signal; wherein said detecting means comprises tone
decoding means for converting each of said tone signals
into a multiple-bit digital signal, logic gate means cou-
pled to receive said multiple-bit digital signals and re-
sponsive to multiple-bit digital signals of predetermined
logic content for producing gated output signals, and
sequence detecting means coupled to said logic gate
means for producing said sequence detection signal in
response to production of said gated output signals in a
predetermined sequence; and wherein said control
means comprises flip-flop means capable of producing
first state and second state output signals and responsive
to each sequence detection signal for changing the state
of its output signal, said output signals comprising said
control signal.

4. A control apparatus in accordance with claim 3
wherein said detecting means includes means for detect.
ing at least two predetermined sequences of predeter-
mined tone signals and producing corresponding se-
quence detection signals; whercin said control means is
responsive to cach said scquence detection signal for
changing state; and further including gating means cou-
pled with said control means and with said sequence
detecting means for preveating reception of a sequence
detection signal at said control means in responsc to a
corresponding ‘control signal, thereby preventing said
control means from changing statc in response to con-
secutive repetition of the same sequence detection sig-

5. A phone-linc-linked, tone-operated control appara-
tus comprising: detecting means coupled to reccive tone
signals from said phone line, for detecting at least one
predetermined sequence of predetermined tone signals
and for producing a corresponding sequence detection
signal; control means respoosive to said sequence detec-
tion signal for producing a corresponding control sig-
pal; access limiting circuit means coupled with said
detecting means for preventing production of said se-
quence detection signal until an access sequence com-
prising 2 further predetermined sequence of predeter-
mined tone signals is first received on said phone line;
wherein said access limiting means includes gate means
coupled with zaid deircting means for ncrmally pre-
venting response thereof to said. tone signals, and
counter means coupled to said gate means and respon-
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sive to said tone signals for causing said gatc means to
enable operation of said dctecting means following a
predetermined number of tone signals rcch.cd lhcl:cby..

6. A control apparatus in accordance with claim §
wherein said aceess limiting means further includes 5
access sequence detecting means responsive 10 a prede-
termined number of tone signals consecutively received
on said phone line other than said access sequence of -
producing a disabling signal; and disabling means cou-
pled 1o said detecting means for preventing production 10

~ of said sequence detection signal in response to said
disabling signal.

7. A phone-line-linked, tone-operated control appara-
tus comprising: detecting means coupled to receive tone
signals from said phone line, for detecting at feast one 15
predetermined sequence of predetermined tone signals
and for producing a corresponding scquence detection
signal; control means responsive to said sequence detec.
tion signal for producing a corresponding control sig-
nal; and access limiting circuit means coupled with said 20
detecting means for preventing production of said se-
quence detection signal until an access sequence com-
prising a further predetermined sequence of predeter-
mined tone signals is first received on said phone ling;
wherein said access limiting means further comprises a 25
first access sequence detector responsive only to said
access sequence, a second access sequence detector
responsive only 1o a second zccess sequence comprising
a different predetermined sequence of predetermined
tone signals, and cnsbling circuit means for normally 30
cnabling said first access sequence detector and dis-
abling said second access sequence detector and respon-
sive to a predetermined number of sequences of tone
signals not corresponding 1o said further predetermined
sequence for disabling said first access sequence detec- 35
tor and enabling said second access sequence detector.

8. A control apparatus zccording to claim 6 and fur-
ther including gate means coupled to said answering
means and responsive 1o said disabling signal for caus-
ing said answering means to disconnect said detecting 40
means from said phone line. '

9. A control apparatus in accardance with claim 5
and further including access sequence detecting means
for producing a disabling signal in response to a prede-
termined number of tone signals not compdsing said 45
access sequence and gate means {or disconnecting said
detecting means from said phone line in response to said
disabling signal.

10. A phone-line-linked, tone-operated control appa-

- ratus comprising: detecting means coupled to receive 50
tonc signals from said phone line, for detecting at least
one predetermined sequence of predetermined’ tone
signals and for producing a corresponding sequence
detection signal; control means responsive 1o said se-
quence detection signal for producing a corresponding 55
control signal; switching means responsive to said con.
trol signal for activating a given instrument under con-
trel; and feedback means coupled to said switching
means for producing a verifying signal in response to
operation of said switching means for activating said 60
Instrument under control; wherein said feedback means
includes gate means coupled with said answering circuit
means and responsive to said verifying signal for mo-
mentarily decoupling said detecting circuit means from
said phone line and thercby producing an audible signal. 65
. 11 Anaccess limiting apparatus for use with a phone-
line-linked, tone-operated coatrel apparatus and com-
prising: 2ccess sequence defecting means coupled to

14

receive tone signals from said phone line, and respon-
sive to a predetermined number of tone signals received
on sz2id phooe line other than an access sequence com.-
prising a predetermined sequence of predetermined
tone signals for producing a disabling signal; disabling
means coupled to said control apparatus for preventing
operation thercof in response to said disabling signal;
whercin said access limiting means further comprises 5
first access sequence detector responsive only to said
access sequence, a second access sequence detector
responsive only to a second access sequence comprising
a different predetermined sequence of predetermined
tone signals, and enabling circuit means for normally.
enabling said first access sequence detector and dis-
abling s2id second access sequence detector and respon-
sive to a predetermined number of sequences of tone
signals not corresponding to said further predetermined
sequence for disabiing said first aceess sequence detec-
tor and enabling said second access sequence detector.

12. An access limiting apparatus in accordance with
claim 11 and further including answering means for
normally coupling said control apparatus o said phone
line in response to a predetermined number of ring tones
received on said phone line; and gate means for discon-
necting s2id control apparatus from said phone line in
response to said disabling signal.

13. A control apparatus in accordance with claim 1
and further including means for coupling said apparatus
in paralle! with a telephone receiver for permitting
production of said sequence detection signal and pro-
duction of said control signal simultaneously with con-
versation over said telephone receiver.,

14. A control apparatus in accordance with claim 1
and further including decoupling means responsive to a
remotely located transmitter going off the telephone
line for disconnecting the control zpparatus from the
telephone fine.

15. A phonc-line-linked, tone-operated control appa-
ratus comprising: detecting means coupled to receive
tone signals from said phone line, for detecting at Jeast

"one predetermined sequence of predetermined tone

signals and for producing a corresponding sequence
detection signal; control means responsive to said se-
quence detection signal for producing a corresponding
control signal; and access limiting circuit means cou-
pled with said detecting means for preventing produc-
tion of said sequence detection signal until an access
sequence comprising a further predetermined sequence
of predetermined tone signals is first received on said
phone ling; wherein said access limiting cireuit means
compriscs gating circuit means for producing & gate
signed in response to tone signals making up said prede-
termined access, sequence, counter means for produc-
ing a count signal upon counting a predetermined num-
ber of received tone signals greater in number than the
number of tone signals in said access sequence, and
disabling circuit means responsive to said count signal
and said gatc signal for disabling production of said
sequence detection signal when sald access sequence is =
not present in said predetermined number of reccived
tone signals; whereby a selected number of additional,
arbitrary tone signals may be received in addition to the
signals of said access sequence without disabling pro-
duction of said sequence detecting signals, said sc{cctcd
number of additional signals and the number of signals
in said access sequence together equalling the number
of signals counted by said cvunter micams.
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16. A control apparatus in accordance with claim 1
and further including means for coupling said sequence
detecting means to said phone line in response to a
predetermined aumber of ring tones received on said
phone line. - .

17. An access limiting apparatus according to claim
11 and further including answering means coupled to

4,596,900 .

said phone line and responsive toa predetermined aum-
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ber of ring tones reccived on said phone line for cou-
pling s2id control apparatus to said phone ling; and gate
taeans coupled to said answering means and responsive
to said disabling signal for causing said snsweting
means to disconnect said coatrol apparatus from said
phone line.
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{sm . ABSTRACT

A phone-linc-linked, tone-operated control apparatus in
accordance with the invention comprises a detecting circuit
coupled to a telephone line for detecting at least one pre- -
determined sequence of predetermined tone signals received
on the telephone line and for producing a comesponding

* sequence detection signal. An additional control circuit is

responsive to the sequence detection signdl for producing a
corresponding control signal, Preferably, a break-in preven-
tion circuit prevents access 1o the control apparatus unless a
predetcrmined access code is first given.

17 Claims
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- REEXAMINATION CERTIFICATE
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THE PATENT IS HEREBY AMENDED AS
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Matier enclosed in heavy brackets [] appeared in the
patent, but has been deleted and is no longer a part of the
patent; matter printed in italics indicates additions made
to the pateat.

AS A RESULT OF REEXAMINATION, IT HAS BEEN
DETERMINED THAT:

The pateatability of claims 5-9, 11-12, 17 is confirmed.

Claims 1, 3, 10 and 15 are determined to be patentable as
amended. -

Claims 2, 4, 13, 14 and 16, dependent on an amended
claim, are determined 10 be patentable.

1. A phone-linc-linked, tonc-operated control apparatus
for remotely controlling various functions of at least one
device, said apparatus comprising: detecting means coupled
10 receive tone signals from said phone line, for detecting at
least one predetermined sequence of predetcrmined tone

signals and for producing a corresponding sequence detec-
ton signal; control meaps responsive lo said sequence
detection signal for producing a comresponding control sig-
pal; wherein said detecting means comprises first detectiog
means for producing a first detection signal in response to
the reception of a first predetemined sequence of predeter-
mined tone signals and second detecting means for produc-
ing a second detection signal in response to the reception of
a second predetermined sequence of predetermined tone
signals; wherein said control means is respousive to said first
detection signal for producing a corresponding first control
signal and responsive to said second detection signal for
producing a corresponding sccond control signal; wherein
said control means cornprises dual state means [capable of]
for producing only one of a first control sigoal and said
second control signal at a time; and whereia said first and
said second detectiog means further include gating means
_ coupled in circuit for disabling production of said first and

_ . said second detection signals respectively in response 1o said

second control signal and said first control signal, respee-
tvely, whereby said apparatus cannot produce said first
detection signal and said second detection signal at the
same time,

3. A phone-line-linked, tonc-operated control apparatus
comprising: detecting means coupled to receive a plurality
of tone signals from said phone line, for detecting at least
- one predetennined sequence of predetermined tone signals
and for producing a comresponding sequence detection sig-
nal; and control means responsive to said sequence detection
signal for producing a corresponding control signal; whereia
said detecting means comprises tone decoding means for
converting each received one of said plurality of tone signals
into [a] an encoded multiple-bit digital signal, with each said
encoded multiple-bit digiral signal having a tatal number of

10

55

2

bits substantially less than the total number of tone signals
in said plurality of tone signals, logic gate means coupled to
receive said encoded multiple-bit digital signals and respon-
sive to said encoded multiple-bit digital signals of prede.
termined logic content for producing gated output signals,
and sequence detecting means coupled to said logic gate
means for producing said corresponding sequence detection
signal in response to production of said gated output signals
in a predetermined scquence; and whercin said control
means comprises flip-flop means [capable of] for producing
first state and second state output signals and responsive to
each different scquence detection sigoal for changing the
state of its corresponding output signal, said output signals
comprising said cootrol signal. *

10. A phone-line-linked, tone-operated control apparatus
comprising: detccting means coupled to receive tone signals
from said phone line, for deiccting at least one predeter-
mined sequence of predetermined tonc signals and for
producing a comresponding sequencs detection signal; con-
trol means responsive to said sequence detection sigoal for
producing 2 corresponding control signal; switching means
responsive o said control signal for activating a given
instrurpent under control; and feedback means coupled to
said switching means for producing a verifying signal in
response 1o operation of said switching means for activating
said instrument under control; wherein said feedback means
includes gale means coupled with {said} answering circuit -
mmeans and responsive to said verifying signal for momen-
tarily decoupling said detecting circuil means from said
phone linc and thereby producing an audible signal. ‘

15. A phone-line-linked, tone-operated control apparatus
comprising: detecting means coupled to receive tone signals
from said phone line, for detecting at least one predeter-
mined sequence of predelermined tone signals and for
producing a corresponding sequence detection sigaal; con-
trol means respousive 1o said sequence detection sigoal for
producing a corresponding control signal; and access limit-
ing circuit means coupled with said detecting means for
preventing production of said sequence detection signal until
an access sequence comprsing a further predetermined
sequence of predetermined tone signals is first reccived on
said phone line; wherein said access limiting circuit means
comprises gating circuit means for producing a gate [signed]
signal in responsc to tone signals making up said predeter-
mined access sequence, counter means for producing a count
signal upon counting a predetermined number of received
tone signals greater in number than the number of tone
signals in said access sequence, and disabling circuit means
responsive to said count signal and said gate signal for .
disabling production of said sequence deicction signal when
sajd access sequence is mot present in said predetermined
aumber of received tone signals; whereby a selected pumber
of additional, arbitrary tonc signals may be received in
addition to the signals of said access sequence without
disabling production of said sequence detecting signals, said
sclected number of additional signals and the number of
signals in said access sequence together equalling the num-
ber of signals counted by said counter meams.

*x % * * %
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A phone-line-linked. tone-operated control apparatis in
accordance with the invention comprises a detecting cdrouit
coupled to a telephone line for detecting at least onc pre-
determined sequence of predetermined tone signals received
on the telephone line and for producing a eonupondmg
sequence detection signal. Aa additional coantrol circuit is
responsive to the sequence detection signal for producing a
correspoading control signal. Preferably, & beeak-in prevea-
tion circuit prevents access to the control apparatus unless a
predetermined access code is first given.
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Matter encosed in heavy hruckets [ ] appeared In the
patent, but has been deleted and is no longer a part of the
patent; matter printed In talics Indlcates additions made

to the patent. :

ONLY THOSE PARAGRAPHS OF THE SPECTFI-
CATION AFFECTED BY AMENDMENT ARE PRINTED
HEREIN:

* - Column 6, lincs 36-58:

It will be recognized from the foregoing that additional
instruments or apparatus may be similarly provided with
“on™ and *“off” control signals in response to additional,
different sclected sequences from the DTMF 20. Far
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for producing a carresponding sequence detection signal
control means respoasive to said sequence detection sigaal
for producing a corresponding control signal;
wherein said detecting means comprises
first detecting means
far producing a first detection signal in response to the
reception of a first predetermined sequence of pre-
detcrmined tone signals and
second detecting means
for producing z second detection signal in response to
the reception of a second predetermined sequence of
predetermined tone signals;
wherein said control means is
responsive to said first detection signal for producing a
comesponding first control signal and
responsive to said sccond detection signalfor producing
a comesponding sccond control signal;
wherein said control means comprises
dual state means

example, since the # and ® decoded outputs arc already > for producing oaly one of [a] said first control signal
available as the first in a two-signal sequence at the Q and s2id second control signal at a time: and
outputs of flip-flops 56 and 58. these may be utilized with ~ wherein said first and said second detecting means further
other decoded digit tone signals to control further {nstru- include

meats o devices. That is, further gates such as AND gate 50 gating means

(e.3, 50 may be used 1o detect or decode binary signals 23 coupled in circuit

comresponding to other digits. Additoaally, similsr gates for disabling production of said first and said secoed
such as the gate 64 (. g, 60°and 62') may then be connected detection signals respectively .

to receive the # and * outputs as well a1 the further decoded in response to said second control signal and said first
digit outputs so a5 to drive further flip-flops such as the 30 control signal. respectively,

flip-Bop 66 {e.g.. 66 in exactly the same fashion (e.g. using
OR gaie 64’ and the feedback signals from the () and Qbar
outputs of flip-flop 66’ are fed to the third input of AND gates
60" and 62, respectively, as discussed hereinabove with
respect to OR gate 64, flip-flop 66 and AND gates 60 and 62)
as described above 30 a5 to provide on and off control signals
for additional instruments, For example, *, 2 and #, 2 might
be used to control a second instnuncat 1nd so forth by the
simple expedient of a repetition of only a small part of the

whexeby said apparatus cannot produce said first detec-

toa signal and said second detection signal ar the
same time, :

3. A phone-line-linked, tonc-operated control apparatus

as for remotely and selectively consrolling a plurality of

opcrations, said operations being bistable by having only
fwo mmnﬂy—ac'bf:ive stable operating conditlons, said
apparafis Comprising:

detecting means coupled to reccive a plurality of tone

circuitry of FIG. 2. Other codes may of course be utilized by © signals from said phone Line.
duplicating mare of the decoding and control logic drcuit 24 for detecting at- least edetermined
of FIG. 2. If eatirely different on and off codes are desied.  * prodesermined tons sigaals sad sequence of
" CHAN . . an
oo GED AS FOLLOWS: a8 coptrol means responsive to szid sequence detection
'AND gates 5@, 69" and 62, flip-flop 66" and OR gate 64' signal for producing a corresponding coatrol signal;
have been added to FIG. 2. : wheérein said detecting means comprises
: tone decoding means
AS A RESULT OF REEXAMINATTON, IT HAS BEEN ~ for converting each reccived one of said plurality
DETERMINED THAT: 0 of tone signals into an cacoded multiple-bit
digital sigoal, with each said encoded multiple-
Claims 1,3.4.5,7. 8,14, 11 and 15 are determined to be bit digital signal having a total aumber of bits
patentable as amended. : substantially less than the total aumber of tone
: _ signals in said plurality of tone signals,
_Claims 2, 6. 9. 12, 13, 14, 16 and 17, dependent on an 55 logic gate means ' )
amended claim. are determined to be patentable, coupled to reccive s2id encoded multiple-bit digital
3 signale and responsive to said ercoded multiple-bit
New claims 18-116 ge zdded and determined to be digital signals of predetermined logic content for
pateatable. peoducing gated output signals. and
6  sequence detecting means

1. A phone-line-linked, tone-operated control apparatus
for remeiely controliing various functinas of at least oue
device, caid apparatus comprising:
detecting meeans coupled to receive tone signals from said

phooe line, ,

for detecting at least one predetermined sequence of

predetermined tone cienale and

coupled to said logic gate means
for provucing said comespauding sequence dataction
signal respoase to production of said gated output
sigoals in a predetermitied seqience; and
s wherein said control means comprises
flip-flop means ffor] associated with each said bistable

Aty with enid Ain-fRon meone
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producing first state and second state output signals for gate meags
each said bistable operution, coupled with said detecting means

said first state ouspus signal corresponding 1o one of
said mutually-exclusive operating conditlons, and
sald second state output signal corresponding to

the other of said mumnally-exclusive operating’

conditions, and
wherein said flipflop means
is responsive to [each different] @ sequence detection
signal selectively assoclated with one of sald con-
ditions of fewer than all of said bistable opera-
tons
fordn.ngms[mcmmoﬁtsmpondmgoum
sigeal)] from said first state output signal to
said second state ousput signal for said fewer
tkanaﬂafmﬂbutabkoperadomand
is responsive to a different sequence detection signal
selectively assoclated with the other one of sald
conduiansaffmrn&mal[qf:ddbtxuble operg-
tions
for changing from said second state output sigral
to said first state output sigral for said fewer
than all of said bistable operations, and
maintaining the state of sald flip-flop means wuntll and
if and only if said means re. to'a
sequence detection signal selectively associated with
the other of sald conditions of fewer than all of said
bistable operadons,
- said first and second state outpat signals comprising
said control signal,
. 4, A contral apparatus in accordance with claim 3
wherein szid detecting means includes
mesns for detecting at least two predetermined sequences
of predstarmined tone signals and producing comre-
sponding scquence detection signals;
wherein said control means is responsive to each said
sequence detection signal for changing state; and
further including
gating means
coupled with said control mezns and with said sequence
detecting means
for preventing reception of [a] one of sald corresponding
sequence detection [signal] signals at said coatrol

]
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means in response to & cogesponding control signal, - 43

thereby preventing said control means from changing
state in response o coasecutive repetition of the same
corresponding sequence detection signal.
5. A phone-linc-linked, tone-operated control apparatus
comprising:
detecting means coupled to receive tone signals from said
phonc um'
for detecting at least one predetermined sequence of
predotermined tone signals and
for producing a comresponding sequence detection signsl;
control means respongive to szid sequence detection signal
for producing a corresponding control signal;
access limiting circuit means
coupled with said detecting means
for preventing production of said sequence detection
signal
until an sccess sequence comprising
a further predetermined sequence of

0

33

for normally pmvcnung response thereof to s2id tone
signals, and
countet means ‘
cou?bdto said gate means and responsive to said tone

signals
for causing said gate means to enable operation of said
detecting meang following a2 predstermined aumber
of tone signals received thereby,
7. A phone-line-linked, tone-operated control spparatus
o : '

detecting means coupled to receive tone signals from said
phoue line,
for detecting st least one predetermined sequencc of
predetermined tone signals and
for producing a carresponding sequence detection signal;
control means responsive to sald sequence detection signal
for producing a coresponding control signal; and
access limiting circuit means coupled with sa2id detecting
means o
for preventing production of said sequence detection
signal

until an access sequence compxising

z further predetermined sequence of predetermined

tonc signals Is first reccived on said phoae line;
wherein said access limiting eireuif means further comprises

a first access sequence detector

respoasive oaly to said access sequence,
a second access sequence detector

mponsive ooly to & second access sequence compds-

2 dxﬂ':n:nt p'odct::mmod soqucncc of pmdetmnmcd
tone signals, and
cnablipg circuit means ' )
for socmally esabling said first acoess sequence detec-
tor and disabling said second access sequence detec-
tor and
_respoasive to & predetermined pumber of sequences of
tone signals not caresponding to said further pre-
detenmined sequence
. fox disabling said first sccess sequence detector and
coabiing said second aecess sequence detector
&Aoonmappummﬂmgtodnmsmdﬁxmr
inciuding
gate means
coupled to [seid] mswcnng means and
responsive to said disabling signal
for causing said answering means to disconnect said
detecting means from said phone line.
10. A phone-linelinked, tonc-operated control apparatus

comprising: _
detecting means coupled to receive tone signals from said
phone fine,
for detecting at lcast one predetermined sequence of
predetermined tone signals and
for producing a carresponding sequence detection signal;
control means responsive to said sequence detection signal
-for producing a corresponding coutral signal;
switching means respoasive to said control signal
for activating a given instrument under control; and

predetermined tone signals s first peceived on said ¢s feedback means coupled to said switching means

phone line;

N . L - IR T P N T Y

for pmduung a verifying signal in response to operation
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for activating said instrument uader coatrol;
wherzin said feedback means includes
gate means
coupled with answering circuit means and
respoasive to said verifying signal for momentarily
decoupling said [detecting] answering drcuit means
from said phone line and
thereby producing an audible signal o
11. An access limiting apparatus for use with a phone-
line-linked. tone-operated control apparatus and comprising:
aceess sequence detecting means coupled to receive tone
signals from said phone line.
and responsive to a predetermined number of tone signals
received oo said phoae line other than an access sequeace
comprising a predetermined sequence of predetermined
tone signals
for producing a disabling signal:
disabling means .
coupled to said control apparatus
for preventing operation thereof in response to said dis-
abling signal;
wherein said access limiting [means]
comprises
a first access sequence detector
responsive only to said access sequence.,
t second access sequence detoctor
responsive only to a second access sequence compris-
i . :
a giﬂ‘crcn: predetermined sequence of predetermined
tone signals, and
caoabling circuit means
for normally esabling said first access sequence detec-

appardtus furthe

- tor and disabling said second access sequence detec-

tor and

responsive to 1 predstermined number of sequences of
tone signals not comespoading to said [further pre-
determined] access sequence .

for disabling said first access sequence detector and
coabling said second access sequence detector.

15, A phone-line-linked, tone-operated control apparatus
comprising: :
detecting means coupled to receive tone signals from szid

phone line, :

for detecting at lesst one peedetermined sequence of

prodetermined tone signals and

for producing a comresponding sequence detection signaly
control means respocsive o said sequence detection signal

for producing a comesponding contral signal; and
access limiting circuit means coupled with said detecting

meens

for preveating production of sald sequence detection

signal :
until an access sequence comprising
A further predetermined sequence of predetermined
tone signals is first received oa said phone line;
wherein said access limjting circuit means comprises
gating circuit means |
for producing a gate signaf in response to tone signals
making up said [predetermined] access sequence,
counter means |
- for produciag 2 count signai upon counting a predeter-
mined qumbar of received tone signajs greater in

B2 4,556,900
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responsive to said count signal and said gate signal
for disabling production of s2id sequence detection
signal whea said access sequeace is not present in
said predetermined aumber of received tone signal:
s whereby a sclected number of additional, arbitrary tone
signals may be received in addition to the signals of said
aceess sequence without disabling production of said
sequence detecting [signals] signal,
said selected aumber of additional signals and the aumber
of signals in said access sequence together equalling
the aumber of signals counted by said counter meansy,
18. A consrol apparatus in accordance with claim |,
Jurther including
access limidng means
coupled with said detecting meons,
for preventing production of said sequfice detection
signal untl an access sequence comprising

a further predetermined sequence of predetenmined

tone signals is first reccived on said phone line;
wherein raid access limiting means includes
access limiring gate means

coupled with said detecting means

for normally preverting response thereof to taid tone
signals, and :

counter means

coupled 1o said access limiting gate means and respon-
sive to said tone signals ’

Jor causing saild access limiting gate means to enable
operation of said detecting means following a pre-
determined number of tone signals received thereby.

19. A control apparatus in accordance with claim 1,
further including '
access limiting means coupled with said detecting means
Jor preventing production of said sequence detection
signal
urgil an access sequence comprising
a further predetermined sequence of predetermined
. tone signals is first received on said phone line;
40 wherein said aecess limiting means further comprises
a first access sequence detector )
responsive only fo said access sequence,
a second access sequence detector

responsive only to a second access sequenice compris-
ing '

a different predetermined sequence of predetermined
~ ftone signals, and

enabling circuit mears

Jfor normally enabling said first access sequence detec-
tor and disabling said second access sequence detec-
tor and

respontive to a predetermined number of sequences of
foe signals not corresponding to said access
sequence

for disabling said first access sequence detector and

cnabling said second access sequence detector
20. A consrol apparatus in accordance with claim [,
Jurther including
g TWitching means responsive 10 said conrol signal
Jor conrolling said device; and
feedback means coupled to said switching means

for producing G verifying signal in response to the ckang:

ing of said device from one operating state to another;

10
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number thag the number of tone signals in said ¢ wherein said feedback means includes

aceess

L T "

sequence. and

gate means
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means for coupling said apparatus in parallel with a sele.
phone receiver
for permitting production of said corresponding sequence

detection signal and production of said control signal
simultaneously with conversation over said telephone

-

eyt

3
1

7
responsive fo said verifying signal for producing an

: audible verification signal on said phone line.
21, A consrol gpparatus in accordance with claim I,

LA

Jurther including
access limiting means comprising:
access sequence detecting means coupled to receive tone receiver
signals from seid phone line, 24. A control appararus in accordance with claim 3,
and responsive to a predetermined number of tone signals:  further including
received on said phone line other than a first access  decoupling means
sequence comprising 9 responsive to a remotely located transmitter going of the
a predetermined sequence of predetermined tone sig- telephone line '
nals for producing a disabling signal; 'or disconnecting the control ratug
disabling meons g phon:lfne. . " ¢ “Pparas from the iele
cauplcd %o said control apparatus i 25. A control apparatus in accardance with claim 3,
Jor preventing operation thereof in response to said T further including
disabling signal; means for coupling said sequence detecting meari¥ to said
wherein said access limiting means further comprises phone line in response 10 a predetermined member of ring
tones received on said phone line,
2 26. A control apparaus in accordance with claim 3,
further including

.access limiting means

a first access tequence detector
responsive only to said first access sequence,
coupled with said detecting means,

sponding sequence

a second access sequence detector
responsive only 1o a second access sequence compris-
ing
a different predetermined sequence of predetermined Jfor preventing production of said corre.
tone signals, and ", 15 detection signal
enabling circuit means . unsil an access sequence comprising
for normally enabling said first access sequence detec- a furdher predetermined sequence of predetermined
tor and disabling said second access sequence detec- . tone signals s firss received on said phone line;
tor and : - wherein said access limiting means includes
responsive to a predetermined number of sequences of 30 gate means
tone signals not corresponding to said first access coupled with sald detecting means
sequence Jor normally preventing response thereof to said tone
Jor discbling said first access sequence detector and signals, and
counter means
EL coupled to said gate meany and responsive to said tone
signals

Jfor causing sald gate means to enable operation of said
derecting means following a predetermined number
signal of tone signals received thereby. -
unsil an access sequence coimprising 27. A control apparatus in accordance with claim 3,
a further predetermined sequence of predetermined — Jurther including - . ‘
access Umiring means coupled with said detecting means

" forpreventing production of said corresponding sequence
detection signal '

enabling said second access sequence detector.
22, A control spparatus in accordance with claim 1,

further including
access limiting means coupled with said detecting means
Jor preventing production of said sequence detection
0

tone signals is first received on said phone line;
wherein said access limiting means corprises
gating circuit means 43
Jor producing a gate signal in response to tone signals uniil on access sequence comprising
making up said access sequence, a r predetermined sequence of predetermined
counter means tone signals is first received on said phone line;

Jor producing a count signal upon counting a prede- wherein said access Umiting means further comprises
rermined number of received torie signals grearer in g Jirst access sequence detector
number thar the number of tone signals in said responsive only to said access sequence,

second access sequence detector
responsive only to @ second access sequence compris.
ng

a different predetermined sequence of predetermined

access sequence, and
disabling clrcuit means
responsive o sald count signal and said gate signal
Jor disabling production of said sequence detection 35
signal when said access sequence Is not present in tone signals, and
said ensbling circuit means . '
predetermined number of received tone signals; for normally enabling said first access sequence detec-
whereby a selected number of addifional, arbitrary tone tor and disabling said second access sequence detec-
signals may be received in addition to the signals of said & tor and
access sequence without disabling production of said responsive to a predetermined number of sequences of
tone signale nct comresponding to said further pre-
determined sequence
Jor disabling said first access sequence detzctor and

sequence detecting vignal, .
said selected number of additional signals and the number
of signals in said access sequence together equalling the
enabling said second access sequence detecton
A8 A anmriyml anoaraiis it accordance wirk ~laim 3

number of signals counted by said counter means.
23. A cortrol apparatus in accordance with claim 3

&5
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switching means responsive to said camrvt signal

for controlling a device; and
feedback means coupled to said :w:tc.hmg means
for producing a verifying signal in response o the
changing of said device from one operating stare fo
. another;
wherein said feedback means includes
gate means
couplen' to answering circuit means and
responsive to said verifying signal for producing an
audible verification signal on said phone line.
29. A control apparatus in accordance with claim 3,
Jurther including
access limiting means comprf.dng
access sequence detecting means coupled to receive lone
signals from said phane fine,
and responsive to a predetermined number of tone signals
received on said phoue line other than a first access
sequence comprising

a predetenmined sequence of predetermined tone sig- -

nals for producing a disabling s:gnal.
disabling means
coupled 10 said control apparatus
for preversing operation ihereof in response o said 34
disabling signal;
wherein said access limiting means further comprises
a first access sequence detector
responsive only 1o said first access sequence,
a second occess sequence detector
responsive only to a second access sequence compris-
ing
a different predetermined sequenice of predetermined
tone signals, and
enabling circuit means
Jor normally enabling said first access sequence detec-
torand disabling said second access sequence detec-
tor and
responsive to a predetermined nunber of sequences of
tone signals rot corresponding to said first access
sequence
Sor disabling said first access sequence detector and
enabling said second access sequence detector,
30. A control apparatus in accordance with claim 3,
Surther including
access limiting means coupled with said detecting means
for preventing production of said corresponding sequence
detection signal
until an access sequence comprizing
a further predetermined sequence of predetermined
tonz sigrals Is first received on said phone line;
wherein said aecess lUmiting means comprises
gating circuit means
for producing a gate signal in response to tone signals
making up said access sequence,
counter mears
Sor producing a count signal upen counting a prede-
termined number of received tone signals greater in
number than the number of tone signals in said
access sequence, and
disabling circuit maans
responsive to said count signal and soid gate signul
for disabling production of said corresponding
sequence detection .ugnal when said access
sequence s :.r not present in said predetermined nurn-

10

whereby a selected number of additional, arbitrary tone
signals may be received in addition to the signals of said
access sequence without disabling production of said
corresponding sequence detecting signal,
said selected number of additional signals and the mum.
ber of signals in said access sequence togesher equal.
ling the number of tignaly counted by said counter
means,
3l. A control epparatus in accerdance with claim 5,
10 further including
means for couplmg said apparatus in parallel with a tele-
phone receiver
Jor permitsing production of said sequence detection
signal and production of said corurol signal simulta-
neously with conversatlon over said telephorie recciver.
32. A control apparatus in acconimce with cla:m S
further including
decoupling means
responsive to a remotely located trarumister going off the
telephone line -
Jor disconnecting the control apparatus from the tele-
phone line.
33. A corurol apparatus in accordance with claim 5,
further including
means for coupling said sequence detecting means to said
phone line in response to a predetermined number of ring
tones recelved on said phone line. |
34. A control apparancs In accordance with claim 5,
wherein
 said access sequence conprising said further predetermined
sequence of predetermined tone signals is a first access
sequence and,
said access limiting clrcuit means further comprises
a first access sequence detector
responsive only fo sald first access sequence,
a second accexs sequence detector
re:parm‘vc only to a second access sequence compris.

15
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- a drfcrmt predc:crmmed sequence of pmde:cmumd
tone signals, and
enabling clrcuit means
" for normally enabling said first access :cqueuce detece
tor and disabling sald second access sequence detec-
tor and
responsive to a predetermined rumber of sequences of
tone signals not corresponding to said first aceess
sequence
for disabling said first access sequence detector and
enabling sald second access sequence detectar:
35. A control apparctus in accordmce with claim §,
Surther including
switching means responsive 1o sald coruml signal
Jor controlling a device; and
5 feedback means coupled to said switching means
Jor pmiucmg a verifying signal in response 1o the chang-
 ing of said device from one operating state to another;
wherein said feedback means Includes
gate means
coupled to answering circuit rheans and
responsive to said verifying signal for producing an
audible venfwaﬁuu signal on said phone line.
. 36. A consrol apparcius in accordance with claim 5,
wherein
65 said access sequence comprising a further predetermined
sequence of pn.-dcremuned tone signals is a first gccess

P |
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said access limiting circuil means further comprises
access sequence detecring means responsive lo a prede-
termined number of tone signals received on said phone
lipe other than sqld first access sequence
for producing a disabling signal;

disabling means .
coupled to said control appa
Jor preventing operation thereof in response to said

disabling signal;

Jfirst access sequence detector
responsive only to said first access sequence,

a second access sequence detector
responsive only to a second access sequence compris-

ing
a different predetermined sequence of predesermined
torie signals, and
enabling circuit means
Jor normally enabling said first access sequence detec-
torand dizsabling sald second access sequence detec-
tor and

responsive to g predetermined pumber of sequences of
tone signals not corresponding to said first access
sequence

Jor disabling said first.access sequence detector and
enabling said second access sequence detector.

37. A cortrol apparams In gecordance with clagim 5,

wherein
said access limiting circuit means further comprizes
access limiting gating circult means
Jor producing a gate signal In response 1o tone signals
ing up said access sequence,

wherein said cointer means '

produces a count signal won counting a predetermined
number of received tone signals grearer in number
than the number of tone signals in said access
Sequence, and N

Jurther including disabling, eclreuit means .
responsive to said count signal and said gate signal
Jor disabling production of said sequence detection

signal when said access sequence is not present in

said predetermined numnber of received tone signals;
whereby a selected number of additfional, arbitrary tone
© signals may be received in addition to the signals of said
access sequence without disabling production of said

Sequence detecting signal, :

said selected number of additional rignals and the num-
ber of signals in said access sequence together equal-
ling the mumber of signals counted by sald counter
means,

38. A control apparatus int accordance with claim 7,

Jurther including
means for coupling said apparatus in parallel with a tele-

phone receiver .

Jor permizing production of said sequence detection
signal and production of said control signal simulia-
neously with conversation over said telephone receiver.

39. A control apparatus in accordance with claim 7,

Surther including
decoupling means

respansive 1o a remoteiy located renmingr poing of the
selephone line

for disconnecting the control apparatus from the tele-
phone line.

40. A conrrol cpparams in accordance with claim 7,

PN A S T T
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means for coupling said seguence detecting means 1o soid
phone line in response to a predetermined number of ring
tones received on said phone line,
41. A consrol apparasus in accordance with claim 7,
S further including o
switching means responsive to.3aid control signal
Jor conrrolling a device; and
Jeedback means coupled to said switching means
Jor producing a verifying signal in response ta the chang-
ing of said device from one operating state to another:
wherein said feedback means includes
gate means
coupled 1o answering clrcuit means and

13 responsive to said verifying signal for producing an

oudible verification signal on said phone line,
42. A control opparatus in accordance with tlaim 7,
wherein C
sald access limiting circuit means further comprises

an 4ccess sequence desecting means coupled fo receive tone

signals from sald phone line, .

and responsive o a predetermined number of tone signals
received on said phone line other than sald access
sequence

25 for producing a disabling signal;

disabling means
coupled 20 said control apparctus
Jfor preventing operation thereof in response to said
disabling signal,

30 43. A control apparatus in accordance with claim 7,

wherein
said access limlting circuit means further comprises
gating circuit means
for producing a gote signal in resporise to tone signals

33 making up said access sequence,

counter means
Jor producing a cowst signal upon counting a prede-
termined number of received tone signals greater in
number thary the number of tone signals In said

“9 access sequence, and
‘disabling circult means
responsive 1o 3aid count signal and said gate signal for
disabling production of said sequence detection sig-
‘s nal when sald access sequence is not present in said

predetermined manber of received tone signals;
whereby a selected number of additional, arbitrary tone
signals may be received In addition to the signals of said
access sequence without disabling production of said
sequence detecting signal,

%0 sald selected rumber of addltional signals and the nume
ber of signals in said access sequence together equal-
ling the number of signals counted by said counter
means,

55 - A control apparatus In accordance with claim 10,

Jurther including

means for coupling said apparatus in parallel with a tele-
phone receiver _
Jor permiuing production of sald sequence detection

& signal and

production of said control signal simultaneously with
conversaiion over said telephone receiver.

43..A conirol epparasus in accordance with cldgim 10,

further including .

&5 decoupling means

responsive to a remotely located transmitter going off the



N

-

A

Case: 1:02-cv-04411 Document #: 1 Filed: 06/19/02 Page 32 of 43 PagelD #:32

~

B2 4.596.900

13

Jor disconnecting the control apparatus from the tele.
phone line. : ‘
46, A control appurarus in accordance with claim 10,
Jurther including
means for coupling said sequence detecting means to said
phone ling in response 10 a predetermined number of ring
tones received on said phone line.
47. A control apparatus in accordance with claim 10,
Sarther including ; '
access limiting means : _
coupled with said detecring inears,
Jor preventing production of said sequence desection
signal
unnil an access sequence comprising
a further predetermined sequence of predetermined
tone signals is first received on said phone line;
wherein said access limiting means includes
access limiting gate means
coupled with sald detecting means .
Jor normally preventing response thereof 1o said tone
" signals, and
counter means
coupled to said access limiting gate means and respon-~
sive to said rone signals
Jor causing said access limiting gate means to enable
operation of said detecting means following a pre-
 determined pumber of tone signals received thereby.
43, A control apparasius in accordance with claim 10,
Jurther inciuding
access limiting means coupled with said detecting means
Jor preventing production of said sequence detection
signal
unsil an aceess sequence comprising
a further predetermined sequence of predetennined
tone signals is first received on said phone line;
wherein said access limiting means further comprises
a first access sequence detector
responsive only to sald access sequence,
a second access sequence detector
reiponsive only to a second access sequence compris-
ing ‘

13

0
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a different predetermined sequence of predetennined -

tonie signals, and
enabling circuit means

Jor normally enabling said first access sequence detec-
tor and disabling said second access sequencedetec-
torand . '

responsive to a predetermined number of sequences of
tone signals not corresponding to said further pre-
determined sequence

Jor disabling said first access sequence detector and
enabling said second access sequence desector,

-49. A control apparents in accordance with claim 10,
Jurther including
access limiting means comprising:
access sequence detecting means coupled to receive tone
signals from said phone line,

.and responsive to a predetermined number of tone
signals received on said phone line other than q first
access sequence comprising
a predetermined sequence of predesermined tone

signals for producing a disabling signal;
disabling means
coupled to said control apparatus
for preventing operations thereof in response to said

30

14
wherein said access limiting means further comprises
first access sequence detector
responsive only to said first access sequence,
a second access sequence detector
responsive only 1o a second access sequence compris-
ing '
a different predetermined sequence of predetennined
tone signals, and
enabling circuit means
Jor normally enabling said first access sequence detec-
torand disabling said second access sequence detec.
tor and
responsive 10 a predetermined number of sequences of
tone signals not corresponding to said first access
sequence
for disabling sald first access sequence desector and
enabling said second access sequence detector
30, A consrol apparatus in accordance with claim 10,
Jurther Including
access Umiting means coupled with said detecting means
Jor preventing production of said sequence detection
signal . i
until an access sequence comprising
a further predetermined sequence of predetermined
tone signals is first received on satd phone line;
whercin said access limiting means comprises
gating circuit means .
Jor producing g gate signal in response to tone sgnaly
making up sald access sequence,
counter means
Jor producing a count signal upon counting a prede-
termined number of received tone signals greater in
number than the nunber of tone signals in said
access sequence, and -
disabling circuit means
responsive to said count signal and said gate signal
for disabling production of said sequence detection
signal when sald access sequence is not present in
- said predetermined number of received tone signals;
whereby a selected number of additional, arbitrary ione
signals may be received in additions to the signals of said
access requence without disabling production of said
sequence desecting signal, :
said selected number of additional signals and the num-
ber of signals in said access sequence together equal.
ling the nimber of signals counted by said counter
means,
1. An access limidng apparatus in accordance with
claim 11, furcher including

means for coupling said access limiting apparatus in par-

35

allel with a telephone receiver
Jor permitting simultaneous operation of said access
limiting apparatus and conversation over said iele-
phone receiver. '
52, An occess limiting apparatus in accordance with
claim 11, further including
decoupling means .
respontive to a remotely locased transmitier going off the
telephone line ‘
Jor disconnecting the access
zlephons Hee. _
X3 An access limifing apparanis in aecordance With
claim 1, further including
mearns for coupling soid access limiting apparatus to said
phone line in response to a predetermined number of ring

limiting apparatus from the
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54 An access limiting apparatus in accordance with wherein taid detecting means comprises
claim 11, further including first integrated circuit detecting means
garing circuit means for producing a first detection signal in response to the
for producing a gate signal in response 1o kone signals reception of a first predetermined sequence of pre-
making up said access sequence, and 3 determined DTMF tone signals and
) ‘counter means second integrated circuit detecting means ‘
for producing a count signal upon counting @ predeters Sor producing a second detection signal in response to
mined number of received tone signals greater in the reception of a second predetermined sequence of
number tharn the number of tone signals in said access predetermined DTMF tone signals;
sequence, and 10 wherein said control means is
wherein said disabling means is . responsive to said first detection signal for producing a
responsive to said count signal and said gate signal corresponding first control signal and
for disabling operation of said control apparatus when responsive to said second detection signal for producing
said access sequence is not present in sgid predeter- ¢ a correspanding second control signal;
mined number of received tone signals; wherein said control means comprises
whereby a selected number of edditional, arbiwrary tone integrated circuit dual state meany =
signals may be received in addition to the signals of said for producing only one of said first control signal and
access sequence without disabling operasion of said con- said second control signal at @ time; and
. trol appararus, 20 wherein soid first and said second integrated circuit detect-
said selected ruamber of additional signals and the nurn- ing means further include : : Lo
ber of signals in said access sequence together equal- integrated circuit gating means
ling the number of signals counted by sald counter coupled in circuit
means. . ' for disabling production of said first and said second
55. A control apparanus in accordance with claim 15, a4 detecton signals respectively
Surther including Iy in response to said second control signal and said first
means for coupling said apparatus in parallel with a tele- control signal, respectively, _
phone receiver whereby 1aid apparatus cannot produce said first
for permitting production of said sequence detection detection signal and sald second detection signal at
signal and production of soid consrol signal simulta- 30 the same time.
neously with conversarion over said telephone receiver. 60. A control apparatus in accordance with claim 59
. 56. A control apparatus in accordance with claim 15, wherein said detecting means comprises
Jurther including inzegrated circuit tone decoding means
decoupling means responsive to said DTMF tone signals
responsive fo a remotely located transmitter going off the 33 for producing digitally encoded signals corresponding in
telephone line - a predetermined fashion to said DTMF fone signals;
for disconnecting the control apparatus from the tele- and
phone line. ' ‘ integrated circuit digital decoding means
57. A control apparasus in accordance wish claim 15, responsive Jo predetermined ones of said digitally
further including encoded signals occurring in a predetermined
means for coupling said sequence desccting means fo sald - sequence for producing said correspoinding sequence
phone line in response 1o a predetermined number of ring detection signal. ] -
tones received on said phone line. 61. A conrol apparatus in accordance with claim 59 and
58. A consrol apparats in occordance with claim IS, o5 further including :
Jurther including ' . inte d circuit means for coupling said ratus in
switching means responsive 1o said control signal pag:tifd with @ ukpho{se mc:?verg Eia

for controlling a device; ond for permitting production of said sequence detection
feedback means coupled to said switching means signal and production of said control signal

for producing a verifying signal In response to the chang- simultaneousty with conversation over said telephone

ing of said device from one operasing state to another; receiver.
wherein said feedback means includes 62. A control apparatus in accordance with claim 59 and
gate means further including
coupled to answering circuit means and integrated circuit decoupling means

responsive to said verifying signal for producing an g responsive o a remotely located transmitter going off

audible verification signal on said phone line. the telephone line

59. A phone-line-linked, tone-operated consrol apparasus for disconnecting the control apparatus from the tele-
for remately controlling various functions of at least one phone line.
device, said apparatus comprising: 63. A control apparatus in accordance with claim 59 and
integrated circuit detecting means coupled 1o receive DTMF gy further including '

tone signals from said phone line, integrated circuit means for coupling said sequence detect-

for detecting at least one predescrmined sequence of ing means to said phone line in response to a predeter-

predetermined IFFMF tone signuis and mined number of ring toves recoived om said phone line.

for producing a corresponding sequence detection signal; 64. A control apparasus in accordance with claim 59,
integrated circuis control means responsive to said sequence ¢s further including .

detection signal integrated circuit access Emiting means

P T I R nunted with caid detecling means,
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for preventing production of said sequence detecrion
signal until an access sequence compnsing
a further predetermined sequence of predetermined
DTMF tone signals is first received on said phone
Line; ‘ _ .
wherein said access limiting means includes
" integrated circuit access limiting gate means
coupled with said detecting means
for normally preventing res-cnse thereof to s0id DTMF
tone signals, and

integrated circait counter means

coupled to said access Limiting gate means and

responsive 1o scid DTMF tone signals

for causing sald access limiting gate means to enable
operation of said detecting means Jollowing a pre-
determined number of DTMF tone signals received
therely.

65. A control apparatus in accordance with daim 39,
Surther including
integrated circuit access

detecting means ‘ 7

for preventing production of said sequence detection

signal

until an access sequence comprising

a further predetermined sequence of predetermined
DTMF tone signals is first received on said phone
line; :

wherein said access limiting means further comprises

a first access sequence detectar

responsive only to said access sequence,

a second access sequence detector

responsive ondy fo a second access Jequence compris-
ing ‘

a different predetermined sequence of predetermined
DTMF tone signals, and

integrated circuit enabling circuit means

for normally enabling said first access sequence detec-
tor and disabling said second access sequence detec-
tor and .

responsive to a predetermined number of sequences of
DTMF tone signals not corresponding to soid access
sequence

for disabling sald first access sequence detector and

 enabling said second access sequence detector:
“66. A control apparatus in accordance with clalms 39,
further including .
integrated circuit switching means responsive to said ¢on-
trof signal ‘

for consrolling sald device; and
integrated circuit feedback means coupled to said switching

means :

for producing a verifying signal in response to the chang-

ing of said device from one operating state to anather;

wherein said feedback means includes

integrated circuit gate means

coupled to integrated circuit answering circuit means

limiting meants coupled with said

responsive to said verifying signal for producing an
oudible verification signal on said phone line.
67. A control apparatus in sccordance with claim 59,
further including
inegraied circait cosers Umiting meanz. comprising:
integrated circuit access sequence delecting means coupled
to receive DTMF tone signals from said phone line,
and responsive o a predetermined number of DTMF tone
clanmle rmesived on caid phone -line other than g first

40
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o wo mutually-exclusive stable operating condifions,

18
a predetermined sequence of predetermined DTMF
tone signals for producing a disabling signal:
integrazed circuit disabling means
coupled to said control apparatus
s for preventing operation thereof in response 1o said
disabling signal;
wherein said access Umiting means further comprises
a first access sequence detector '
responsive only to sald first access sequence,
a second access sequence detector
_ nsgomc've only to a second access sequence compris-
g ' :
a different predetermined sequence of predetennined
DTMF tone signals, and
integrated circuit enabling circait means
for normally enabling said first access sequence detec-
tor and disabling said second access sequence detec-
_ torand
responsive to & predetermined number of sequences of
DTMF tone signals not corresponding to said first
access sequence
for disabling said first access sequence detector and
enabling said second access sequence detector.
68. A control apparatus in accordance with claim 59,

3 further including - :

integrated circuit access limiting means coupled with said
detecting means -
for preventing production of said sequence detection
signal : ‘
until an access sequence comprising
a further predetermined sequence of predetermined
DTMF tone signals Is first received on said phone
line;
wherein said access Umiting means comprises
integrated circuit gating circult means
for producing a gate signal in response to DTMF tone
signals making up said access sequence
" integrated circuit counter meansy
for producing a count signal upon counting a prede-
termined mumber of received DTMF tone signalt
greater in number than the muanber of DTMF tone
signals In said access sequence, and ‘
integrated circuit disabling circuit means
responsive to said count signal and said gate signal
for disabling production of said sequence detection
' signal when said access sequence s not present in
said predetermined number of received DTMF tone

; signals; : .
so whereby a selected number of addislonal, arbitrary DTMF

tone signals may be received in addlsion to the signals of
said access sequence without disabling production of said
sequence detecting signal,

-said selected number of additional signals and the number
of signals in said access sequence logether equalling the
number of signals counted by said counter means,

- 69. A phone-line-linked, tone-operated control apparafs

for remotely and selectively controlling a plurlity of -

operations, said operations being bistable by having jauz
apparatus comprising:

iniegrited circuit detecting means coupled to receive @
plurality of DTMF tane signals from said pkone line,
for detecting at least one predetermined sequence of

predetermined DTMF tone signals and
for producing a corresponding sequence detection signal;

63
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integrated circuit conirol means responsive ¢0 said sequence thereby preventing said control means from changing
detection signal for producing & corresponding control state in response 1o consecutive repetition of the
signal; same corresponding sequence detection signal
wherein said detecting means comprises ‘ 71 A control apparawus in accordance with claim 69,
" integrated circuit tone decoding means s Jurther including

rar converting each received one of said plurality of integrated circuit means for coupling said apparatus in °
s DTMF tonge signals into an encoded mulsiple-bit parallel with a telephone receiver
digital signal, with each said encoded multiple-bit Jor permitting production of sald corresponding sequence
digital signal having a total number of bits substan- detection signal and production of said control signal
‘ially less than the total number of DTMF fone simultaneously with conversation over said telephone

signals in said plurality of DTMF tone signals, . recelver.
integrated circuit logic gate means oo 72. A control apparatus In accordance with claim 69,
coupled to receive said encoded multiple-bit digital  further including '
sigrals and L Integated circuit decoupling means
. mgo;;;eﬂ :: said ;-:l::i«i xﬂﬁ;ﬁ: dixlf?fn ;éa‘"fcle; i m??;ivc to Eu:zmo:ely located transmiter going off the
rminé roduc elephone
utpus signals, and ' h . ! g
bucg:utcd c;:cu:'r sequence detecting means Jor disconnecting the ¢ apparatus from the tele-
coupled to said logic gote means 7395:“‘”’""’:" : : ith claim 69
for producing said corresponding sequence detection ol co apparatus in accordance with claim 69,
signal in response 1o production of said gated outpit 20 further including . o
signals in a predetermined sequence; and : integrated circuit means for coupling said sequence detect-
wherein said control means comprises ing means to said phone line in response to a predeter-
Integrated circuit flip-flop means associated with each mined number of ring tones received on said phone line.
- said bl'..fm.b_lc operation, with wfdﬁip—ﬂop medns 74. A. COMT-DI apparatus In accordance with cl::_xlm 69,
producing first state and second state outpus signals for 23 Jurther including o
each said bistable operasion, ‘ integrated circuit access limiting means
said first state output signal corresponding to one of coupled with said detecting means, )
said mutually-exclusive operating conditions, and for prevensing production of said corresponding sequence
said second state output signal con-.npanding. o detectlon signal
xhcoﬁerafmid musually-exclusive operating 30 nil an gecess sequence compriting
, ‘:ﬁm‘m" and a further predetermined sequence of predetermined
wherein .ﬂ‘p_ﬁ op means . DTMEF tone signals is first received on said phone
is responsive 1o a sequence detecion signal selec- line:
| ey iased with one of said cond. of wherei sa:daccmbmnn means includes
fewer than all of said bistable operations a3 m;?m 4 cirens gate g
for changing from said first srate output signal to r gaie mears
said second state ousput signal for said fewer coupled with said detecting means
than all of said bistable operations and for normally preventing response thereof to said DTMF
is responsive 1o a different sequence detectlon signal | fone signals, and
selectively associated with the other one of said 44 integrated Gircuit counier means .
condizions of fewer than all of said bistable opera- coupled to said gase means and responsive to said
fions L DTMF tone signaly .
. for changing from said second state owtpust signal Jor causing said gase mears to enable operatlon of said
to said first stote output signal for said fewer detecring meons following a predetermined number
thars all of said bistable operations, and &5 of DTMF sone signals received thereby,
mainsaining the state of said flip-flop means wnsil and 75. A control apparatus in accordance with claim 69,

if and only if said flipflop meons responds to a Surther including o L
sequence detection signal selectively associated with integrated circuit access limising means coupled with said

the other of sald conditions of fewer than all of said ~ detecing means _
‘ bistable operations, 5o Jorpreventing production of said corresponding sequence
said first and second state outpws signols comprising detection signal
said control signal, ‘ unsil an access sequence conprising
70. A control apparatus in accordance with claim 69 a further predetermined sequence of Pfﬂf‘f‘m“""d
wherein said detecting means includes DTMF tone signals is first received on said phone
integruted circuit means for detecting at least two prede- 55 line; - i
termined sequences of predetermined DTMF tone sig-  wherein said access kimising means further comprises
nals and producing corresponding sequence detection a first access sequence detector
signals; responsive only to said access sequence,
wherein said cortrol means ls responsive to each said a second access sequence detecior
sequence detection signal for changing state; and . &0 responsive only to a second access sequence compris-
_further including ing
integraved cirult gating means a different predetermined sequence of predesenmined
coupled with said control means and with said DTMF tone signals, and
sequence detecting means integrated circuit enabling circuit means

for preventing reception of one of said corresponding 65 for normally enabling said first access sequence detec.
' sequence detecsion signal ar said control means in tor and disabling said second access sequence detec-
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responsive 1o a predetermined number of sequences of
DTMF tone signals not corresponding to said further
predetermined sequence
for disabling said first access sequence detector and
enabling said second access sequence detector:

76. A control apparatus In accordance with claim 69,
Jurther including .
integrated circuit switching means responsive to said con-

frol signal

Jor conirolling a device; and
integrated circuit feedback means coupled to said switching
means ' :
Jor producing a verifying signal in response to the chang-
Ing of said device from one operating state to another;
wherein said feedback means includes

integrated elreult gote means

coupled to integrated circuit answering circidt means

" and

responsive to said verifying signal for producing an
audible verificarion signal on said phone line.

77. A control apparatus in accordance ‘wish claim 69,
Jurther including _
integrated circuit access Umiting means comprising:
integrated circuit access sequence detecting means coupled

20 receive DTMF tonie signals from said phone line,

and responsive 1o a predetermined number of DTMF tone

signals received on said phone line other than a first
access sequence comprising .
a predetermined sequence of predetermined DTMF
tone signals for producing a disabling signal;
integrated circuit dlsabling means

coupled to said cortrol apparatus

Jor preventing operation thereof in response 1o said
disabling signal;

wherein taid access limiting means further comprises

a first access sequence detector
responsive only to said first access sequence,

a second access sequence detector
responsive only to a second access sequence compris-

ing :

DTMF tone signals, and
integrated circuit enabling circuit means
Jor normally enabling said first access sequence detec-
tor ond disabling said second access sequence detec-
tor and
responsive to a predetermined number of sequences of
DTMF tone signals not corresponding to said first
access sequence
Jor disabling sald first gccess sequence detector and
enabling sald second access sequence detector.
78. A control apporatus In accordance with claim 69,
Jurther including
integrated circuit access limiting means coupled with said
detecting means
Jfor preventing production of said corresponding sequence
detection signal
until an access sequence comprising
a further predetermined sequence of predetermined
‘ L‘L‘T MFE ltene cignzls ix firct poccived on said phone
ne;
wherein said access limiting means comprises
integrated circuit gating circuit means
for producing a vate siencl in response to DTME tone

a different predetermined sequence of predetermined |

s

22

integrated circuit counter means
Jor producing a count signal upon cownting a prede-
termined number of received DTMF tone signals
greater in number than the number of DTMF tone
signals in said access sequence, and
integrated circuit disabling circuit means
responsive to said count signal and said gate signal for
disabling producsion of said corresponding sequence
detection signal when said access sequence is not
present in said predetermined number of received
DTMF tone signals;
whereby a selected number of additional, arbitrary DTMF
tone signals may be received in addltion to the signals of
sald access sequence without disabling preduction of said
corresponding tequence detecting signal,
said selected manber of additional signalsand the num-
ber of signals In said access sequence together equal.

10

13

ling the number of signals counted by said. counser

means.
79. A phone-line-linked, tone-operated control apparatus
comprising:

integrated circuit detecting means coupled to receive DTMF

tone signals from said phone line,
Jor detecting at least one predetermined sequence of
predetermined DTMF tone signals and '
Jor producing a corresponding sequence detection signal;
integrated circuit control means responsive to said sequence
detection signal
Jor producing a corresponding control signal;
integrated circult access Emiting circuit means
" coupled with said detecting means,
for preventing production of said sequence detzetion
signal
urgil an access sequence comprising
a further predetermined sequence of predetermined
DTMF tne signals is first received on said phone
line;
wherein said access limiting circuit means Includes
integrated circuit gate means
coupled with said detecting means .
Jor normally preventing response thereof to said DTMF
tone signals, and
integrated circuis counter means
coupled 1o said gate means and responsive to said
DTMF tone signals
Jor causing said gate means 1o enable operasion of said
detecting means following a predetermined number
of DTMF tone signals received therebry ‘
80. A control apparatus In accordonce with claim 79
wherein
said access limiting means further includes
integrated circuit access sequence detecting means
responsive Io a predetermined nwmber of DTMF tone
signals convecutively received on said phone line
other than said access sequence
of producing a disabling signal; and
integruted circuit disabling mearts
coupled 1o said detecting means
for preventing production of said sequence detection
signal in response 16 said disabling sigral,
80. A conzrol apparats according to claim 80 and further
including .
65 integrated circuit gate means
coupled to integrated circuit answenng means ad

50

53
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Jor causing said answering means to disconnect said

detecting means from said phone line.
82. A control apparatus in accordance with claim 79 and
Jurther including
integrated circuit cecess sequence detedmg means
for producing a disabling signal in response to a prede-
termined number of DTMF tane signals not comprising
said access sequence and
integrated circult gate means
Jfor disconnecting said detecting means from sald phone
*  line in response to said disabling signal.
83. A control apparatus In accordance with claim 79,
Jurther including
Integrated circuit means for coupling said apparatus in
parallel with a telephone recelver
Jor permitting production of sald sequence detection
signal and production of sald control signal simulta.
neously with conversation over said telephone receiver
&4. A control appararus in accordance wids clam 79,
Jurther tncluding
Integrased circuit decoupling means
responsive 1o a remotely Ioca:ea' fransmitter going off the
relephone line
Jor disconnecting the conrml cpparanis ﬁ'om the tele-
phone line.
85. A comirol apparaus in accordance with claim 79,
Jurther including
. integrated circuit means for coupling said sequence detect-
ing means to said phone line in response 1o a predeter
mined sonber of ring tones received on sald phone line.
86. A conmrol apparatus in accordance with claim 79,
wherein
said access seguence comprising said further predetermined
sequence of predetermined DTMF tone signals is a first
access sequence and,
said access limiting circuit meons ﬁ.rm‘xer comprises
a first access sequence detector
responsive only to said first access sequence,
a second access sequence detector
responsive only 1o a :ecoud access sequence compris-
ing
a different predetermined sequence of pmdctcnmmd
DTMF tone signals, and
integrated circult enabling circuit means
Jor normally enabling said first access sequence
detector and d’habhng said ucom.f access
sequence detector and
responsive to a predetermined number of sequences
of DTMF tone signals not corresponding to said
Jfirt access sequence
Jor disabling said first access sequence detector and
enabling sald second access sequence detector.
87. A control apparatus in accordance with claim 79,
Jurther including
Insegrated circuit switching means responsive fo said con-
trol signal
Jor controlling a device; and

integrated circuit feedback means coupt:d to said switching
means

10

s

53

for producing a verifying signal in re;ponse 1o the chang- -

.ing of said device from cne cperating state to another;
wherein said feedback means includes
integrated circuit gate means
coupled to integrated circuit answering circult means

€3
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responsive to said verifying signal for producing an
audible verification .ngm[ on said phone line,
88. A control apparatus in accordance with claim 79,
wherein
sald access sequence comprising a further predetermined
sequence of predetermined DTMF tone signals Is a first
access sequence and
said access limiting circuit means further comprises
Imagmud clreult access sequence detecting means
responsive 1o a predetermined number of DTMF tone
signals received on said phauc line other than sald firss
access sequence
Jor producing a disabling signal:
integrated dreudt disabling means
coupled to sald control apparatus =
Jor preventing operation thereof in response. to said
disabling slgnal;
a first access sequence detector
. responsive only to said first access sequence,
a second access tequence detector
responsive only to a second access sequence comprising
a different predetermined sequence of predetznmined
DTMF tone signals, and
integrated circuit enabling circuit means
Jor nonmally enabling said first access sequence detecsor
and disabling sald second access sequence detector
and
responsive to a predetermined number of sequences of
DTMF tone signals not corresponding to sald first
access sequence
Jor disabling said first access sequence detector and
enabling said second access sequence detecton
89. A control apparatus in accordance with claim 79,
wherein
said access limiting circuit means further comprises
integrated circuit access Umiting gating clrcuit means
Jor producing a gate signal in response to DTMF tone
signals making up sald access sequence,
wherein said counter megns
* produces a count dgnal upon counting a predetermined
number of received DTMF tone signals greater in
nunéerﬁmdummberqu:omngmhln
said access sequence, and
SJurther including Integrated circult dt.:ablu:g clrcuit
means
responsive to said count signal and said gate signal
Jor disabling producton of said sequence detection
signal when sald access sequence Is not present in
sald predetermined number of reccived DTMF tone
signals;
whereby a selected number of additional, arbitrary DTHF
tone sgnals may be received In addition to the signals of -
said access sequence without disabling production of.md
sequence detecting signal,
said selected number of additional signals and the num-
ber of signals in said access sequence together equal-
ling the number of signals counted by said counter
means,
90. A phone-line-linked, tone-operated control apparatus
camprising:
integrated circuit deszcting means coupled to receive DTMF
tone signals from said phone line,
Jor detecting at least one predetermined sequence of
predetermined DTMF tone signals and
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integrated circuit control means responsive to said sequence
detection signal
Jor producing a corresponding control signal; and
inregrated circuit access limiting circuit means coupled with
. said detecting means
Jor preventing production of said sequence detection
signal
unfil an access sequence comprising
a further predetermined sequence of predetenmined
DTMF tone signals Is first received on said phone
line;
wherein said access limiting circuit means further comprises
a first access sequence detector
responsive only to said access sequence,
a second access sequence detector
responsive only to a secand access sequence comprise
ing ’
adifferent predetermined sequerice of predetermined
DTMF wone signals, and :
insegrated circuit enabling circuit means
Jor normally enabling said first access sequence detec-
tor and disabling said second access sequence detec-
sor and )
responsive to a predetermined number of sequences of
DTMF tone signals not corresponding o said further
predetermined sequence
Jor disabling said first access sequence detector and
enabling said second acceéss sequence detector.
91. A control apparants in accordance with claim 90,
Jurther including
integrated circuit means for coupling said apparatus in
parallel with a telephone receiver
Jor perminting production of said sequence detection
signal and production of said consrol signal simulta.
necuslty with conversation over said telephons recciver.
92, A conmrol apparatus in accordance with claim %0,
Jurther including
integrated circuit decoupling means _
responsive to a remotely located transminter going off the
telephone line
Jor disconnecting the control apparatus from the tele-
phone line,
93. A control apparotus in accordance with claim 90,
Jurther including -
integrated circuit means for coupling said sequence detect-
ing means to said phone line in response to a predeter-
mined number of ring DTMF tones received on said
phone line. '
$4. A conmol apparawus in occordance with claim 90,
Surther including
integrated circuit switching means responsive to said con-
trol signal
for conrrolling a device; and
integrated circuit feedback means coupled to said rwitching
means
for producing a verifying sisal in response to the changing
of said device from one operaring suate 1o another;
wherein said feedback means includes
integrated circuir gate means
coupled to integraz:d circuit answering circuit means
- and

responsive to said verifying signal for producing an
sudible verification signal on said phone line.
95. A control apparatus in oceordance with claim 0.

4]
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said access limiting circuit means further comprises
integrated circuit access sequence detecting means coupled
to receive DTMF tone signals from said phone line,
and responsive to g predetermined number of DTMF tone

signals received on said phone line other than sgid
access sequence ’

for producing a disabling signal;
integrated circuit disabling mcamm
coupled to said control appararus
Jor prevensing operation thereof in response to sald
disabling signal, C

wherein )
said access llmiting circuit means further comprises
integrated circult gating circuit means
Jor producing a gate signal in response ta, DTMF tone
signals making wp said access sequence,
integrared circuit counter means
for producing a cowunt signal upens counting a prede-
termined number of received DTMF tone signals
greater in number than the number-of DTMF tone
signals in said access sequence, and
integrated circuit disabling circuit means
responsive to said count signal and said gote signal
for disabling productdon of said sequence detection
signal when sald access sequence is not present in
said predetermined number of received DTMF tone
signals;
whereby a selected number of addidonal, arbitrary DTMF
tone signals may be received in addition to the signals of
said access sequence withous disabling production of said
sequence detecting signal, .
said selected number of additional signals and the rum-
ber of signals in said access sequence sogether equals
ling the number of signals counted by said counter
means.
97. A phone-line-linked, tone-operated control apparatus
comprising:
integrated circuit detecting means coupled to receive DTMF
tone signals from said phone line,
Jor detectiing at least one predetermined sequence of
predetermined DTMF tone signaly and-
Jor producing a corresponding sequence deteciion signal;
Integrated circuit control means responsive to said sequence
detection signal S
for producing a corresponding control signal;
integrated clrcuit switching means responsive to said con-
_trol signal '
Jor activating a given instrument under control; and
integrated circuit feedback means coupled to said switching
means
Jor producing a verifying signal in response to operation
of said switching means
Jor activaging soid instnoment under corurol;
wherein said feedback means includes
integrated circuit gate means
coupled with integrated circuit answering circuit
means and
responsive to said verifying signal for momensarily
decoupling sald answering circuit means from said
phone line and
thereby producing an audible signal.
98. A control apparasus in accordance with claim 97,

65 further including .

intesrated cincuit means for coupling said apparatus in

96. A control epparatus in eccordance with claim 90,

*y
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- for permitting production of said sequence detection
signal and production of said control signal simulta-
neously with conversation over said telephone receiver.
99. A comrol apparais in accondance with claim 97,
Jurther including
integrated circuit decoupling means

responusive to a remaotely located transminer gomg off the
felephone line
Jor disconnecting the control appamnu Jrom the :ele-
phone line.
100. A conirol appamnu in accordance with claim 97,
Sarther including
m:cgraud circuit means for coupung said sequence detect-
ing means %o said phone line in response 1o a predeter
mined number of ring DTMF tones received on said
phone line.
101, A control apparatus in accordance with claim 97,
Surther including
integrated circuit access limiting means
coupled with said detecting means,
Jor preventing production of said sequence detection
signal
until an access sequence comprising
.a further pmderenmned sequence of predetermined
DTMF tone signals it first received on said phone
fine;
wherein said access limiting means includes _
integrated cireuit access limiting gate means
. coupled with said detecting means :
Jor normally pmcnnng response thereof to said DTMF
tone signals, and
integrated circuit counter mecmns
coupfcd to said access limiting gate means and respory
sive to said DTMF tone signals
Jor causing said access limiting gate means to enable
operation of said datecting means following a pre-
determined nuanber of DTMF tone signals received
thereby.
102, A control apparatus in accordance with claim 97,
Jurther including

5

13

integrated circuit access lxmmng means coupled with said

detecting means
Jfor preventing production of said sequence detection
signal
unsil an access sequence comprising
o further predetermined sequence of prcdcrennmcd
f"'leMF tone signals is firse received on said phone
wherein said access limiting means further comprises
a first access sequence detector '
responsive only to said access sequence, -
a second access sequence detector ‘
mspon.nve only fo a second access sequence compris-
ing
a different predetermined sequence of predetermined
DTMF tone signals, and
integrated circuit enabling circuit means
Jor normally enabling 1aid first access sequence detec-
tor and disabling said second access sequence detec-
tor ar!
responsive w a predetermined number of sequences of
DTMEF tone signals not corresponding to said further
predetermined sequence
Sfor disabling said first access sequence detector end
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103. A control apparatus in accordance with claim 97,
Jurther including
integrated circuit access limiting means comprising:
mugrated circuit access sequence detecting means coupled
1o receive DTMF tone signals from said phone line,
and responsive 1o a predetermined number of DTMF tone
signals received on said phane line other than a first
access sequence comprising
a predetermined sequence of predetermined DTMF
tone .ugnab Jfor producing a disabling signal;
inlegra:ed circuit disabling means
coupled to said control apparatus
far preventing operation thereof in response 1o said
disebling signal;
wherem said access limiting means further compme:
a first access sequence detector
responsive only to said first aecess .requence.
a second access sequence detector

responsive only ta g second access sequence compris
m

a dsfm pmdetcrrnmed sequcm:e of predetermined
DTMF tone signals, and
integrated circuit enabling circuit means
Jor normally enabling said first access sequence detec-
torand disabling said second access sequence detecs
tor and
responsive to a predetermined number of sequences of
DTMF 1one signals not com:ponding’ to said first
access sequence
Jor disabling said first access :cqucm:e detector and
enabling said second access sequence detector,
104. A control apparatus in accordance with claim 97,

Jurther including

insegrated circuit access limiting means coupled with said
detecting means

Jor pn:vmang production of said sequence detecting ’

3i|
uritil an access sequence comprising
a further predetermma:l sequence of predetermined

DTMF tone signals is first received on said phone
lLine;

wherein said access Ilnutmg means comprises
integroted circuit gating circuit means
for producing a gate signal in response 1o DTMF tone
signals making up said access sequence,
integrated circuit counter means
Jor producing a count signal upon counting a prede-
termined number of received DTMF tone signals
greater In number than the number of DTMF tone
. signals in said access sequence, and
integrated circuit discbling circuit means
respontive to said count signal and said gate signal
Jor disabling production of said sequence detection
signal when said access sequence Is not present in
said predetermined number of received DTMF fone

signals;

wherehy a selected number of addifional, arbitrary DTMF
tone signals may be received in addition to the signals of
said access sequence without disabling production of seid

sequence detecting signal,
said selected number of additional signals and the num-~
- ber of signais.in sald access sequence together equal-
ling the nwmber of signals counted by said counter

means.

105, An access hnunng apparatus for.use with a phane-

" line-linked, tone-operated control apparatus and compris-

r
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integrated circuit access sequence detecting means coupled
t0 receive DTMF tone signals from said phone line,
and responsive to a predetermined number of DTMF tone
signals received on said phone line other than an
access sequence comprising o predetermined sequence
of predetermined DTMF tone signals
for producing a disabling signal;
integrated circuit disabling means
coupled 10 said control apparatus .
for preventing operation thereof in response to said
disabling signal;
wherein said access limiting apparasus further comprises
a first access sequence detector
responsive only to sald access sequence,
a second access sequence detector
responsive only to a second access sequence comprise
ing '
a differens predetermined sequence of predetermined
DTMF tone signals, and
integrated circuit enabling circuit means :
for normally enabling said first access sequence detec-
tor and disabling said second access sequence detec-
tor and ‘ . .
responsive fo a predetermined number of sequences of
DTMF ione signals not corresponding te said access
sequence
for disabling said first access sequence detector and
enabling said second access sequence detector.

106, An access limiting apparatus in accordance with
claim 105 and further including to.
integrated circuit anrwering means

for nommally coupling said control apparatus to said

phone line in respanse 10 a predesermined manber of
ring tones received on said phone line; and
integrated circuit gate means

for disconnecting 1aid control apparatus from said phone

line in response to said disabling signal

107. An access limiting apparatus according to claim 105
and further including .
integrated circuit answering means

coupled to said phone Une and )

responsive to a predetermined number of ring tones

. received on said phone line for coupling said control

" appararus o said phone line; and
integrated circuit gate means

coupled to said answering means and

responsive to sald dlsabling signal for causing said

artswering means to disconnect sald control apparatus
from said phone line.

108. An access limiting apparatus in accordance with
claim 103, further including '
integrated circuit means for coupling said access limiting

apparatus in parcllel with a telephone receiver
for permitting simultaneous operation of said access limit-

ing apparanss and conversation over said telephone
neceivern

109. An access limiring apparatus in accordance with
claim 105, further including
integrated circuit decoupling means

- mesponsive to 41 remotely located transmister going off the

- telephone line

Jor disconnecting she access limiting apparatus from the

telephone line.

110. An access limiting apparatus in accondance with
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integrated circuit means for coupling said aceess limiting
apparatus 10 said phone line in response o a predeter-
mined number of ring tones received on said phone line.
11l. An access limiting apparatus in accordance with
claim 105, further including,
integrated circuit gating circuit means

Jor producing a gate signal in responsze to DTMF tone

signals making up said access sequence, and
integrated circuit counter means .

Jor producing a count signal upon counting a predeter-
mined number of received DTMF tone signals greater
in number than the number of DYMF tone signals in
said access sequence, and

wherein 1aid disabling circuit means is

responsive to sald count signal end said gate signal

Jor disabling operation of said control agparatus when
said access sequence Is not present in said predster-
mined number of received DTMF tone signals;

whereby a selected number of additional, arbitrary DTMF
tone signals may be received in addition to the sigrials of
said access sequence withous disabling operation of said
consrol apparatus, :

said selected number of additional signals and the num-
ber of signals in said access sequence together equal.
ling the number of signals tounted by said counter

means.
112, A phone-line-linked, tone-operared control apparn-
tus comprising: ' .
integrated circuit detecting means coupled to receive DTMF
tone signals from said phone line,
Jor detecting at least one predetermined sequence of
predetermined DTMF tone signals and
Jor producing a corresponding sequence detection signal;
integrared circuit control means responsive to said sequence
detection signal
for producing a corresponding control signal; and
integrated circuit access limiting circuit means coupled with
said detecting means
for preventing production of said sequence detection
* signal
until an access sequence comprising
a further predetermined sequence of predetermined
" DTMF tone signals is first reccived on said phone
line; :
wherein said access limiting circuit means comprises
" integrated circuit gating circult means
Jor producing a gate signal in response to DTMF tone
sgnals making up said access sequence,
integrated circuit counter means
Jor producing a couwrt signal upon counting a prede-
termined number of received DTMF tone signals
greater in number than the number of DTMF tone
signals In said access sequence, and
integrated circuir disabling circuit means ‘
‘resporsive 1o sald count signal and said gate signal
for disabling production of said sequence detection
signal when said access sequence is not present in
said predetermined number of received DTMF tone
signals; , .
wherchy a selected number of additional, arbitrary DTMF
tone signals may be received in addition to the sigrals of
said access sequence without disabling production of said
sequence detecting signal,
said selected number of additional signals and the num-
ber of signals in said access sequence together equal-
ling the number of signals counted by said counter
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113. A consrol apparaus in accordance with clawl 12, 116. A corsrol apparatus in accordance with claim 112,
Jurther including © further including
integrated circuit means for cauphng said apparatus in

integrated circuit switching means responsive to sald con.
parallel with a telephone recciver frol signal

_ for permining production of said sequence detection 3 . .

signal and production of said control signal simulta- for ‘mz”’;‘ @ device; and

heausly with conversation aver said telephone receiver,  integrated circuit feedback means coupled to said switching
114. A control apparatus in accordance with claim 112, means

Jurther including Jor producing a verifying signel in response to the chang-

.mtcgrated circuit decoupling means ‘ e 10 ing of said device from one operating state to another;
R-T‘I:?ﬂ-‘;;:w to b‘::"""“‘)’ located transmitter going off wherein said feedback means includes
P

- for disconnecting the control apparatus from the tele- insegrased circuit gate means

. phone line. 3 coupled 10 integrated clrcuit answering circuit means
115, A control apparatus in accordance with claims 112, and -

further including responsive 1o said verifying signal for producing an

integrated circuit means for coupling said sequence dctccf- audible verification signal on sald phone line,

ing means to said phone line in response to a predeter-
mined number of ring tones reccived on said phone line. )
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