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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

SOUTHERN DIVISION
NETWORK SIGNATURES, INC., Case No. SAV09 -0/029 A6 OWGB
Plaintiff, COMPLAINT FOR PATENT
INFRINGEMENT, PERMANENT
v. INJUNCTION AND DAMAGES

PROCTER & GAMBLE COMPANY, an
Ohio corporation,

DEMAND FOR JURY TRIAL
Defendant.

For its Complaint against Defendant the Procter & Gamble Company (“Defendant”),
Plaintiff Network Signatures, Inc. (“Network Signatures”) alleges as follows:

THE NAVAL RESEARCH LABORATORY
1. The Naval Research Laboratory (“NRL”) is one of the most accomplished

research-and-development organizations in the country. NRL scientists have not only
made remarkable breakthroughs in military technology, they have literally changed the
world for all of us. Without their efforts, we would not have GPS, modern radar, and any
number of other technological innovations that we now take for granted. This lawsuit
concerns another such innovation: technology that allows for the safe and secure

communication of sensitive information via the Internet, such as personal, banking,

commercial, financial, and other information. /
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2. Federal law empowers the government to license its patents to private parties
for commercialization as well as for enforcement of the patent without the United States as
a party. 37 C.F.R. § 404.5(b)(2). By doing so, the government can use market forces to
better capitalize on its technologies the way a private party would. In addition, a license -
agreement can give the private licensee the proper incentives to protect the government’s
intellectual property from theft, a task often handled better by a private entity.

THE PARTIES

3. Plaintiff Network Signatures, Inc. (“Network Signatures™) is a corporation

duly organized and existing under the laws of Delaware with its principal place of business
30021 Tomas Street, Suite 300, Rancho Santa Margarita, California 92688. As alleged
below, the United States of America has granted to Network Signatures an exclusive
license concerning the patented technology at issue in this lawsuit.

4. Defendant is a corporation duly organized and existing under the laws of the
State of Ohio, with its principal place of business at 1 Procter & Gamble Plaza, Cincinnati,
Ohio, 45202. Defendant is in the business of providing retail products and services to
persons in the U.S. and worldwide through physical and electronic channels, including the
Internet.

JURISDICTION AND VENUE

5. This is a civil action for patent infringement arising under the Patent Act of

the United States, 35 U.S.C. §§ 1 et seq. This court has subject matter jurisdiction of such
federal question claims pursuant to 28 U.S.C. §§ 1331 and 1338(a).

6. Venue is proper under 28 U.S.C. §§ 1391(b), 1391(c) and 1400(b) in that the
acts and transactions complained bf herein were conceived, carried out, made effective, and
had effect within the State of California and within this district, among other places.
Defendant resides in this judicial district by virtue of its business activities in this district,
have committed acts of infringement in this judicial district, or have committed acts of

contributory infringement and inducement of infringement within this judicial district.
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NETWORK SIGNATURES LICENSES THE NAVY’S TECHNOLOGY
7. On April 23, 1996, the United States Patent & Trademark Office duly and
legally issued United States Letters Patent No. 5,511,122 (“the ‘122 Patent™), entitled

“Intermediate Network Authentication.”

8. The ‘122 patent claims, among other things, a critical method of
authenticating a computer in which a private electronic key is used, together with a
validating public electronic key, to create a cryptographic signature, the cryptographic
signature is transmitted in at least one packet to the validating computer, and the signature
is verified by the validating computer using its private key and the public key of the
computer to be authenticated. This authentication method allows for the safe and secure
communication of sensitive information, such as personal, banking, commercial, financial,
and other information, as is transmitted between computers by Defendant and its
customers, vendors and users herein.

9. The ‘122 Patent is owned by the United States of America, as represented by
the Secretary of the Navy. To allow enforcement, commercialization of and protection of
this patent and the technology it represents, in September 2004, the United States Navy
executed an exclusive license agreement with Metrix Services, Inc. (“Exclusive License
Agreement”) and, by this Exclusive License Agreement, expressly granted Metrix Services
the exclusive right to practice, enforce, and sublicense, among other rights, the ‘122 Patent,
subject to the general limitations imposed by federal law. A true and correct copy of the
Exclusive License Agreement is attached hereto as Exhibit A and incorporated herein by
reference. With the express approval of the United States Navy, Metrix Services
transferred its entire right, title, and interest to, and in, the 122 Patent to Network
Signatures on February 14, 2006. A true and correct copy of the First Amendment to the
Exclusive License Agreement, which, among other things, approved the assignment of the
Exclusive License Agreement to Network Signatures, is attached hereto as Exhibit B and
incorporated herein by reference. A true and correct copy of the Assignment from Metrix

to Network Signatures is attached as Exhibit C and incorporated herein by reference.
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10.  Pursuant to its rights under the Exclusive License Agreement, Network
Signatures has begun the commercial development of a product, known as EasyConnect,
that utilizes the ‘122 Patent. Network Signatures has demonstratéd the product to NRL
personnel and has received NRL’s recognition of its development efforts. A true and
correct copy of an October 12, 2006, letter from the Navy to Network Signatures reflects
this and is attached as Exhibit D and incorporated by reference herein.

11. Network Signatures has also begun exercising its other primary obligation
under the Exclusive License Agreement: protecting the Navy’s intellectual property rights
from infringement.

FIRST CLAIM FOR RELIEF
AGAINST DEFENDANT FOR DIRECT, CONTRIBUTORY AND INDUCING
INFRINGEMENT OF U.S. PATENT NO. 5,511,122

12. Plaintiff incorporates herein by reference the allegations set forth in

paragraphs 1-11 of the Complaint as though fully set forth herein.

13. A true and correct copy of the ‘122 Patent is attached as Exhibit E and
incorporated herein by reference. On information and belief, Defendant uses digital
certificates and digital signatures implemented though the use of public key infrastructure
to facilitate communication with its employees and customers. For example, Defendant
enables a computer of a Defendant customer, affiliate, business partner, or employee
(“sending computer”) to send a secure communication over the Internet to another
computer (“receiving computer”) by using a confidential private key, and a public key, to
digitally sign the message being sent. When the receiving computer receives the signed
message, it uses the sending computer’s public key, and its private key, to decrypt the
signature (collectively referred to as “Defendant Authentication Activities”).

14. By making, using, selling, and offering for sale Defendant Authentication
Activities, Defendant has directly infringed and continues to directly infringe the <122

Patent, including infringement under 35 U.S.C. § 271(a) and (f).
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15. On information and belief, Defendant has also indirectly infringed and
continues to indirectly infringe the ‘122 Patent by actively inducing direct infringement by
other persons—specifically, customers, vendors and partners of Defendant—who operate
methods that embody or otherwise practice one or more of the claims of the ‘122 Patent
when Defendant had knowledge of the ‘122 Patent and knew or should have known that
their actions would induce direct infringement by others and intended that their actions
would induce direct infringement by others.

16.  On information and belief, Defendant has also indirectly infringed and
continues to indirectly infringe the ‘122 Patent by contributory infringement by providing
non-staple articles of commerce to others for use in an infringing system or method with
knowledge of the ‘122 Patent and knowledge that these non-staple articles of commerce are
used as a material part of the claimed invention of the ‘122 Patent.

7. On information and belief, Defendant’s foregoing acts of infringement
include infringement by use and implementation of the Defendant Authentication Activities
which are made part of their retail products and services.

18.  On information and belief, Defendant will continue to infringe the ‘122 Patent
unless enjoined by this Court.

19.  On information and belief, Defendant’s infringement of the ‘122 Patent is, has
been, and continues to be willful and deliberate.

20.  Asadirect and proximate result of Defendant’s infringement of the 122
Patent, Network Signatures and the United States Government have been and continue to
be damaged in an amount yet to be determined.

21. Unless a preliminary and permanent injunction are issued enjoining
Defendant and its officers, agents, servants and employees, and all others acting on their
behalf or in concert with Defendant, from infringing the ‘122 Patent, Network Signatures,

and the United States Government, will be greatly and irreparably harmed.
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PRAYER FOR RELIEF
WHEREFORE, Plaintiff Network Signatures prays for judgment against Defendant

as follows:

(1)  For a judicial determination and declaration that Defendant has directly
infringed, and continues to directly infringe, United States Letters Patent No. 5,511,122;

(2)  For ajudicial determination and declaration that Defendant has induced, and
continues to induce, the infringement of United States Letters Patent No. 5,511,122;

(3)  For ajudicial determination and declaration that Defendant has contributorily
infringed, and continues to contributorily infringe, United States Letters Patent No.
5,511,122;

(4)  For ajudicial determination and decree that Defendant’s infringement of
United States Letters Patent No. 5,511,122 has been, and continues to be, willful and
deliberate;

(5) Forajudicial determination and decree that Defendant, its respective
subsidiaries, officers, agents, servants, employees, licensees, and all other persons or
entities acting or attempting to act in active concert or participation with it or acting on its
behalf, be preliminarily and permanently enjoined from further infringement of the 122
Patent; |

(6)  For a declaration that Defendant notify all of its customers, vendors and users
of the infringing system and customers’ participation in the infringement with Defendant’s
encouragement, and that Defendant encourage its customers, vendors and users to cease all
such infringing actions;

(7)  For a judicial decree that orders Defendant to account for and pay to Network
Signatures all damages caused to Network Signatures by reason of Defendant’s
infringement pursuant to 35 U.S.C. Section 284, including enhanced damages under 35
U.S.C. Section 285;

(8)  For an award of damages according to proof at trial;
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9) | For a judicial declaration that this case is exceptional under 35 U.S.C. Section
285 and Defendant be ordered to pay Network Signatures’ costs, expenses, and reasonable
attorney’s fees pursuant to 35 U.S.C. Sections 284 and 285;

(10) For a judicial order awarding to Network Signatures pre-judgment and post-
judgment interest on the damages caused to it by Defendant’s infringement; and

(11) For any such other and further relief as the Court may deem just and proper

under the circumstances.

Dated: September 3, 2009 ONE LLP

By: /s/Nate L. Dilger //2{4 /.MW/C (<
Nate L. Dilger /
Attorneys for Plaintiff, Network Signatures, Inc.
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DEMAND FOR JURY TRIAL

Plaintiff Network Signatures, Inc. hereby demands trial by jury in this action.

Dated: September 3, 2009

15390.1

ONE LLP

By: /s/ Nate L Dilger Wéﬁ»éa/ffc

Nate L. Dilger
Attorneys for Plaintiff, Network Signatures, Inc.
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which shall ‘hecome the effective. Sate of ths LICENSE, mt:.l the

a::u:t.:ati\:n of T.B. 'Detent Np, 5,511,122 umless the LICENER is

sooner modified or terminatad in vhole or in part.
LICENSOR hereins ‘Srante to mcmsnm the :::Lght tn e:ck:and the
LICENEE g:anted bereundsy to- ane or more mmns sobject to the

terme and nnn.ﬂ:.t:mns heren:, pruni*_d that th= '&FFIL__"ED iz’ oot

diractly or :.nﬁa.re.ctlv ::mzt:ml‘.‘l.eﬁ. by = fnre:l_gn COmMpany,

carpu:a.t::_un., aasmc..at:.rm., business pr gavs::nmam:

Thia LICENER iz ponas s;gnahle w:u..hr:mi: mtt:en appraval =E
LIUBHEOR Brcept. to the succassar of that -uark: ol LICENSEE's

business to which t‘m.s Licensed Irvention pertains, provided, that

the pnccessor iz pot directly ar a.min.:r:actly controllsd by =

bua:l.neas or government,

Case 8:07-év-o1427-Aa-w'"~ Document 1 . Filed 12/10/2007 " “>age 20 of 53 .
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ARTICLE TIIT

LICENEEE's Pary ormande

LICENSHE =mgress tn CEXTY ont the plan for devel =lopment and

marlceta.ng of & Licenpsd Invention esubmitted with LIEENSEE‘

App" :Lc:atinn £for Licenme

dated Zngust "27, 3004 apd am_udad
Eapt:embu 13, 2o0g, +n bring thig Lipamsed Invention tn Practiosl

A;;plmatmn one (1) year from dape of execntion of the LICENSE and
. LIC.‘ENSEE wn.ll Thersafter,

g

Goofime to meke the henefits of Hhds

United Statss’ i1l e |
substam_:;any in. l:he United Skstss.

LTCENE'E" sh=ll pey to khe LICENSOR a nun—::a:unda.‘nle licensing

Tme in the amtmnt of twenky £4 ive e dulla:s {82,500) payable

'upnn khe ' a::amll::.ou of this LICEWSE by' LICENSER, Payms—mt will be
ma:’le in the mm_r Prasoribesd in .rb:.r.-_a I¥.

- LICENSEE agreas to

Pmmtly TEpE to LIEENEDR any changes in
mEiling addregs

, mEmE or compEmy affiliation ﬂur:.ng the pe:r::.aﬂ af

this IICENSE and o Sromptly repoet disvontimsnee of LICENSEE's

maiiay  dhe benefits of - th:x.s Licansac'! Imrani:mn

-raeasonahly
aceessible to the Tmitesd Btates gukiin,
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27 Buplerhiz 2004

RRTICLE IV
" Bo oyelties ’

LICEDTEB‘E! shell pay & :r:nyalty to LIEEL-TSOR of. three percant'

(3%} of the Nst Ball:x.ng 'Dr:.ne for aagh Rcyalty—aemng Brodunt

made, uaed, of suld hy L:ct:msr ox iks licemsed AFFTT.IRTES.

.,_‘ICELTSEE shall E.'.LSD 0ay a :myalt_[ to I;IEEESDR of - thres percent

(3%) of ...b.. Sub"*ceusz—:—s Incmma. Notwithstending the sbove, inm po

event ghall amy s}ngle sEle or linanas be subjected to the payment

af & Arnjal-ty' greater than 3% pr moltipgle woyalties of 3%.
 Ifa Royelty-Besring Prodoct is distriboted in whele or in

part For nop-cash copsdfderstion whether or oot st a Slrconnt) ,
the Wet Zelling Pripe shall be calonlated a=z the price of the
Rcyalty—'Eearmg Produot ::h.a:cga:i to an indspendent thi:d Party

:‘:\urmg the ‘mame royalty 'r-apurtmg par:.nﬂ, or in the shsemoe of

guch psales, on the fair mashet va.lue of Ehm Rmya:l.ty—Bsariug'

" Prodnuot. .
Hon-cash cun.s:.ﬁs:atmn shall ot be acne.ptaﬂ .'ny LICHNSEE or

any- suhlicensas 'Fa:: the -male of amyr Rnyalty—aaariﬂg Product

-w:.mnut The prior woitten comssnt 0f LICENE0R.

Royalties w-'_]:i. aot he -ua:ui on i tems =nld d_::em:ly tn agencias
" of thes U.B. Goveroment or for koown 7. s GUVE‘.'!mmEut end nys.

o sales  made betwaeu. LICENSEE and ity IFPFILTATES or

sublicenmees for resale, the ToyElty shell be paid on the highsr

et Salling Triece,



Case 8:09-cv-01029-JVS-RNB. Document 1 Filed 09/04/09 Page 20 of 60 Page ID'#:20

Case 8:07-0v-01427-AG-M-S,  Documnent1 - Filed 12/10/2007 ™ \Page 23 of 53 _

' ' { . W
n’ as ' * . ' ,

27 Boplermber 2004

Nobwithetanding the nruvn.sn.cns of the -nraced:mg pEIBBEDhE in

this Zrkicle IV, LICENSHR agresn to pay 2t least & miniwam Ennual

royelty of ten thousend fdollars (F10, ODG) for ocslendsr yesr 2008,

and each ozlenda™ year theragFrew thronghout the period of the
- .

IEEEEE The mivdmmm apmmat Tovalty £or aac'.h cal..ndar Year ghall
b

e Eim: ami nayiﬂnle in advemce on ox bafore SEptE!nhEﬂ' 30 of t

p:x:ace&:mg year and  will' bhe cradited as advance payman.t of

rnyaltu.es to ac!!:rua Soring the t::ale_udar year following paymant

The minimem
' ammal Toyalty paymenta will oot be refmudad in whnle
or in part, ’

LICENEER Ehall memd to LICENSOR all :x:nyalt:.es which armnme

bet:waen b1} .
amEry 1 oagd- Densnﬂ:ar a1 uf gach yaa.r by Pebrumry 38 of

the .'Enllnw:.ng yea:. A :u:\ralty ‘rsunr'- shall :be incloded with sach

=
o ymant setting furth the guantity ang Het Salliug Trice of sach
Rnyulty-sea.ing Brotnot Buld doring the pmaﬂ coverad by the

report, to whom sBold ang tha date of znoh szle, and the total
. -amcunt of oyeltiex being paid Em- that. vear, Boyalby rsports are

tne eauh calsnﬂa: yaa::.‘ The last TOyRlty Teport iz doe aixty (ED} j

Bays after the m:n:r:a"tmn ‘of this LLCEESE

211 .

uavmsntg fre LTCENIOR unﬂ:. E:'J_:m.s LICHNEE shill be paid in
.UﬂltEd States 'ﬂnl;a:: Emounbs to the TFAS-CE DSEN 2347 amd mailed
o = B4 - |

ga.:ine of Nzwval R..seaz:c‘.b.
BCent Commsel of the - ‘Hary
o wm, Ouiney Etrast R b
...Ilingtmn, VR 22217-565D

by

1t : -
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L} e " °

" T Beplember a4

“with 2 copy of sach moyalty repnrt tos

_fntm:e ‘time  ar

Head, Techunlogy 'J!msfer Offioe .
Hm_ Besearch Labozatory,” Code 1004 |
4553 Overlook Ave., oW

Regbington, po 20375 ~8320

L LIGEEIBEE Bgrees £o mele =nd Ymep and chall require its

1.I'FIL3'A‘1EE anf sublicensees to make apd keep 011, acowrstae and |

complebe " Dbools and  reooris {together  with  mapporting

ﬂncmmentaﬂ:nm) 85 are necessary to estahl:.sh its complisnee with

this -Artdels IV.  Buch records ghall he retaimed for at least

three (3) years Lallumg tha endl of the ::ennrt:.ng pa-:::.mﬂ to whidh
they -ala.ta

LICREHER sgrees that IICHNEOR mey, if LICHNACR so desives at a

times, heva g ﬁuly anthorized agent ox

-rsp::aaentat:.ve in LICENSOR's behslf examine gll muoh bcak.s a:nﬁ .
records mnd Bupporting Socomentation either at . LTOENSER! s ‘.bns:Lnasa
Pram:.sas or a2t a pl ace ml:ually zgreed upon by LIEEL\TEEE and

LTCUNEOR for the sole Jpurpose uz van.fy:.ng repart= and payments

herenhder. 111 condneting E:amm:.nn_ -nm:sua.nt o this paragrap—,

'.LIEENBUR'E Teprerentative shell hgve Bcoess Eo all ::E.'r.'m:ds that

LTCENSOR reasnnahly believes tn .’ne :a.eaanr. to the calculatlun £

my-a.lt:.as mder Article: rv CIE a :r:nyalty paym.nt defigienocy is

data:m:.nad LICENSEE shall pay the Toyalty da;:.u:_e.m:zy out standing

within thirty (30) days' of recedving writken wotine th-‘-’-’raﬂﬁ-'

Paywents made by ILICENEEE efter the due _date ghall :-ncluﬂe

lnterest st the anmmal rate of tuo pammtage points sbove the

Case 8: O7-cv-01 427-AG MR Document1  Filed 12/1 0/2007 " -Page 24 of 53 _
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s "
na

1 Seplerdzzz 300

Prime Bzte (am . reported in the Wall EStreet Jowrmal for the due

Gzte) for the Pexiod of latenegs.

Such sxmmination by LICENSOR'm
represgotative shall be at LrcEnaoy

B expense, except that 4t ‘such

ing pr underpayment in ewcsss of
) For 2oy twalve (13)
ghall pay the cost of gpeh ExEminat

exawination shows ag noderrepot
five per.éent (5% month pexdnd, then LTCENSHEE

ion.,

ZBTICIR ¥
. Patent Merleing ang Nooendorsement

LICENSER berainy agrees to mayl each wrodfnet g
.enld un.dgr this Lrcmmmm

arnfartnred or
{or vher the chararsr of +the mrodunt

precludes maricing, the Package

containing any spen modnct) with
"Idcensed from 1.g, Wavy under ¥,5. Datemr o,

LICENSER agrmas ot tu_.- create the mppezrance that
LICHEMEOR enSorseg LICENSEE & Iuminess or Irodunots,

; the notation

B, m11,232%,

Neither LICENSOR
nox its emmlovess BSEUNEE mmy ldahility whatsosver resuliing from
the ewarciae of this LICENER,
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* " 27 Sepimmbernng

Hothing rala!:inﬁ to the grent of +his LICENSE, nar the oramt
- iteelf, shall be pomstrned to| copfer o LIEIEFISEE ar any Bub-
lioensee hersinfer or any gkher PexrEon amy immumlty :E::czm or
Gefenses under the antitrust 1awa or from = charge of patent
'mleu‘EE,‘ and the soquisition mpd we of rights pursnant to thin

IJ.LEENSE Ehall mot be immmized from bEhe gperation of Brate or
E‘adera.l lam by rEason of the Bource .of the grant.

Nc:th:.ng cnntam_ﬂ :.'.n this LICENSE ghz1t he :__.tEIp:r:etad s

gramt - £6 LICENEER any J::l..ghts with respect to any imvention other
than the Lirensed Iovertion |

ARTICLE 'V.T._

Reports , o
LICENSEE agrees to s'ubm::l:  énmmal Ieports oo or J:e.fu:e Mawoh 1

of sadh ocalsndar year oo dte efforts to achisve Dracticel

2pplicatbion 'nf ‘the Idcepnsed Invention by one (1) y=ar f::m; date aof
- exeoution of the I:IEEEBE with pa:t:x.r::ula:: Teference to LTCENSEE!'s

plan  for dew alnpment: and ma.ﬁcatiug of tha Licensed Imvention

submitted with LICHNSEE's spplication for licsnme. Thass reports

skall contain a discnssion of the actual’ mmber of statf amd

dollm Epenb  deming the  precedimg yeur committed ©to the

commercialization effort. These wepoxts shall comtain doEormabion

within LIrENSEE'g Imowledge,

or uklch ‘it may aoquire under normel
business prabtioea, pertaining to the commercizl use bsing made of |

ﬁ‘* this Ticenssd Jovention and other nnfa:matmn vhich LICENSEDE may

L}

—mo I S R ___'_..., 3 "__. . : ‘_ e
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. ' s
L LI )

27 eplember 1004

determine  is  pertinent to Govermment licensing ectivities,

* LICENBEER agrees tu submit spoh rEportE to TTCEBTSDR unfil such time

thst the' dnvention hag: hesg hrought to thg pumt of Practical
Ipplication.

ARTICIE VITI
YModificstion a.nd Terminstion

. _Thzs, LIEENE& maEy be termz.nated in vhole or 4p part Ly
LICEEOR if= ‘

plan subm:.tteﬂ with the ‘Tegquagt, far loenge detsg .:u.gus:.

27, 2004
=i amended September 13, 2pDe,

end LICHREER r_'a:n.nnl: otharwise
aemunst:ata to the sa.tisfa.ut:.nu. of  LICENBOR that it h=s taken or

cEn be 2xpected o talke within = Teaammabls time effective steps
to ‘achievs Eractice] Rpplicetion of thig Llcensad Invention;
(8) :.:IEENEQR nate:r:m:x.nes that sach a.ctmn iz necesezry tn mast
. requirements For public use spe.cz.a::.ad by Federal Iagulatlﬂns
imsmad affer the !iai:e af th.:.s LICHMSE and spoh regquiremsnts ave
not rr:asmalhl]r saﬁsﬁed by LICRRSER;

¢} LIrwmsEs w:.llﬁﬂ_l}f mades a 'r_'alse stattaman.t of oz t-rlllful

omitted = materia] fact in its. spplication for linense or in Eul}f

Tepurt reEguiced .'Dy this L:CENBE or

(D) LrCEmamg u:mnut:s 2 substantia] brsach of 'n covenant or
agrasmen hal:a:.n cunta:mad
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LICEHEHE may terminate thig LIEEIQ‘BE by pmviding 2 written
notice of termimstion +o LIQENSDR LI'EEI\TEE'E'S uritten n.nt:_ce st
B statemaut tha.t nelither the LICENSEE new its’

sublicensess nor amy LICENSE AFFILTATES will pramae the i
Imren.t:!.

inclnde LICHSEE-

uansaﬂ .

on in the Umtad Btates after the IICENSE termimstes.

L.L&NEEE‘B written a:u:zl::.ce shall specify the eﬁz:er:t::l.va date of

ta:m:r.uatmu -

.E!lh:_a LICENSE may he mcd:.f:.ed @ terminated in whole o in

paxrt r:ansn.gten:l: with the law 2nd appl:.cab‘l_e ::sgulat:_tms wpon

mytu=l, agreement Of LICHNAUR and LICENSER E:m.ﬂenc:ed :Ln writing =nd
signed by hoth parties,

This LICHNER may be restricted to the fields of msa o

gac:gza-nhiz: Eresas, “or both, ip which the LICEHSEE hes browght. the

invention to Prasticsl appliemtion amd combimes tp  make the

" benefits of the invaption ‘Tezscmshly acr:aas:.hla to the publie.

Howsver, suach :cestr:.v:tmn way be megde onty after ths expization of

seren (7) yaars fmllow:.ng nhe e_fac‘:tiva date of this LICENGSE.

LICERSER may Teagnest mndn.r:.aat:.mn of th::.s LICENSE dim woiting

san.t to LICENSOR and. stating the rsasons t'um:’afor

Bafore . modifying or ta'.':m:.na.._mg in vhole oxr in PEIt this

LICENSE for ary conse other thau by wmxtual agr=em._nt LICENSOR

Ehall furnish IICENSEE and ssch subligenses of vecord = written

notice of imtenkion +n medify or Eamina‘:e in vhole or in part

this LICENSE, and LICENENE and auoy auhla.censae skall be allowsd

> B th.::ty {30) days &aftpr suuh notine or nther agraaﬂ—upan timE
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” r
(3 -

L
T n

27 Beplevdier 2004

. periad, whichever is g:aa.ts:: to remedy any breach of =ny covEnant

or agresment sst forth in this LICENST or to shoy x:-a:u.sa why: this

LICENSE should not be modified or terminated in whcle or in part

* LICHNSEE has a right to Bppeal, im accordence with procednres

pz:e,sr::::z.baﬂ Ty the Chief of Waval Research, any decision or

derl:e:r:mma.tn.nn copcerming the :lnta-cp:atatmn,

nmodification,
_ tsrm:u:\atz.uu in vhole or in part of t}u_s LICENSH,

Notwithstanding the provisions of Articie II, LICEWSEE and

LICEBEUE mgres that thism LTICRASE shall sukomstically termingtes on’

Eeptem'he_r 30 of =nr year if the mimimmam =ummat rnyalt:y due E£or the

' following calendar yesr, as empwessed 4in Artmla IV of tihis

uICL‘ﬂEE, ig unt Eimely peid.  1r, hnwave_, the mindmoun Enmal

Toyalty pa.ymani: tnset;her w.v‘:h 8 surcharge of ome bundred Eifty

mllara {E._ED} i5' peid during the Gzane Period - before ‘the |

" following calendax y=ar, then this LIGENEE s.nall be c:msidarsli as
T nct ha'v-:.ug e.trtnmt:.ually tzcmuatea

B C Entiae . )
21l commmicatioms apd nnt:u:as :r:aqu:.raﬂ unﬂar this LICHNSE
ghall be’ consifered duly given .:.f Bemt by sonrier ¢

equ:.rmg signed -
recedipt upon ﬂeliire::y- ox

L t:une_ly mailed by -U.5, Postzl Hervice, -
First cless, postage Prepaid and addressed as follows:
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DR
- i

", 27 Beplombeonns
{&) 4if to LICENEOR .

Qffice of Nawval Ressarch

Datent Covmge]l of .
Bon B Eg;;;hte Favy [OFR 01C0)
Arlingtan, WA 22217-5850

wvith 2 copy to:

© Head, Teuhnulég;{r Transfar OFFE4
UEEine .
. IJ.\LTa.val Remearah Leboratory, Code 10p4
.~4555 Ovexlogk ave., By )

‘w.—:ishj_pgtun_, DT  20875-5320
-(B) (4AF to LICHNEEER ;

v
’

o Hazim Mumsry | ’
Metrix Bsrvioes, Too
2 Egtar:s Canyon,
Irving, 2 82608

09 mdivess ap edthes Party way Irom time to tipe
specify in writing, . '

B. Each stzh;_icausa Ehall specify thak

) it is gramted Purstant
to thls LICHNSE,

‘ shall specify thet oo yrovisiom. shall be in
derogetion of o (Biminish =my mights 4n this LICENS




and safety nesdd of the

| government or intergoverpmentsl

. - o
faeow 5
1, b

27 Beplemberaniod

modified or terminated in whole or in part upon the modification

or termination in whole or in part of this LICENEE; and

0. LICENSEE 'shall Furnigh LICENEOR with a- cuny af the

standard sublirense agraement for approval thirty (30) days hefurs

th.e w-:rzat sublicense ie granted. When esvbstantis]l changes swe made

to the sx.anc'la:r:d eubhlipenes agreemevt, LICENSEE shall provids

JJIGEMEGR a copgy of the modifisd subl:.censaa for approvel thirty

- (30) day-s befnre LICEB‘SEE Ehall grant zny sublicense thersmder.

D ‘The grantn.ug of any snhlicense by LICENSEE shall im 1o way
relisve LICENSER W from gy of the

dncluding rovalties, Imy srhlicense graptad br ILICBNSEE that does

oot comply wikh the raquiraments of this arbicle T ig vold.

.

. ARTICLE XT

‘Reservetiom of B Rights

LICEN’EDR ::aservas the "right kg :equire LICENSEE tn Emd

LIC!EMSEE Bgress to grank ;m:nmptl:r snhl:x.cansas to raspnns:ble

spplicants on reasonshle e when necesesry to £olfitl health

pu:bln.:.' to the extent suchk needs are oot
being reasomaily sat:r.s::.ed by LICENSER =md its sublicsnsess.

This, uIEEﬂ!TSE is subjert to the :_mevncab-le, :uyalty-ma
right of the Bovernment of the 'Cv‘m.tea Eta.tas tc fprackice amd have

practiced this Licensad - In.van.t:z.nn th:nughcm. th= world by or on

behalf of the Unikeg Btates and by or on hehelf of E-ﬁ.}’ foreign

or intermeticomal crganisation

Case B:07-0v-01427-AGM|”™ . Document1  Filed 12110/2007¢ >age 81 of 53..-

remuiremsnts of this LICENSE |
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A : : 7 Saponhrs

pursuant to soy sxisting or futurs traaty or agresment with the
Gcrvernmani: c:f the Tnited Sta.tes

This LICHNSE i subgect_ +to sny llcenses in force at the time
of ‘the grawt of this LICEWESE, .

ARTICLE IIT

Ia:t:x.gatlnn

J.x..-C!EEISDR doss not by sntering :LD.tD this LIEENSE rransfer the. :

-nrn-pari:y wights i the L:u:ansed Izzvam-.;mn., rmc‘tad houwever; that

during ths period thax_ this LICENSE is aml‘ns:.ve r LICEEEEE has’ the
Tight of anfu'-namenj; of the Licensed Pa.tan:t, a._ 1o aosk to the

G:nrament and w:.t’ucut regoiring the Guvernmemit o he 2 party to
the litigstion, pursuent £o the provisions of  Chepter 28 of Titls
35 , United EBtates Code, or other statutes,

LICENSHE shall pay
’.Iu.(:amsox. thi.::‘-y p..rcent {30%)

of <+hes ao:t:nal reoovery . sftar
deduotion of LICENEEE's litigaticom costs and a:peuses. '

-IN WITEESE EEREOF, the pexties heratn have ceused this

instroment  to - he exsontad by  their duly . smthorizmed
repressntatives. .

UNTTED STRTES OF ZWRRTOR

METRTE SERVICES, IN
For the Becwetary of the Navy ’ . ' ﬁ
Captain,| T. 8. Blavy e Pitle: CBO
— C.‘nmmanﬂ:l.ng OEficer :
pate: QZ,‘LD/ 177' : Data: %Ké”/

[ ) P S~ A

R 25
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: FIRST AMENDMENT TO -

EXCLUSIVE LICTNSE A GRTIVENT
o BETWIIN
: THE UNITED STATES OF AMERICA
45 FREFRUSINTED BY THE SECRETARY-OF THE NAVY s
. ) m [E3
MILTRYR SERVICES, INC.

. The Brclustve Linense Agresment sxsomted o September 28, 2004, (hereinafier called

“LICENSE®) between. fie United Stateg of America, as reprasented by fhe Semeetary af the Mevy,
(hereinafier calied “TICENSOR™), snd Makix Berviees, Tnc, 8 corporation orpanized sad

existing tmder the laws of the State of Culitorma, (bereinafier caliad “LICENSEE™) heving m
adddrass af 2 Petery Canyon, Fvide, CA 92606 is hereby pmended by mutnal agreement.

WW’ LICENSOR. desives fhe gt of gublicensing rights tn TICENSEE bs
clartfied, : ) . .

WEHEREAR, LICENERE desires the LICENSE be ussigned to their snooessor in pert
" Metwark Signetires, TT,C: and S _

. WHEREAS, LICENSEE deiires e ramoval of fhe sequirement fhat profucts be
menfrohed subsiantially in the United Sintss; and v L

WHEREAS, LICENSEE, dasies the Practioel Appliatio date be axtendeds and

WHEREAS, LICENSEE desives the lfigation clause be darfisd to maluds fhe Hght of

the LICENEEE to collect for past and fitue Infiinpement: andl . )

*  WHEREAS, LICENSOR: fesirss the ipafinn tlmuse be modifisd 'tnzecpm'e LICENMSEE
n'btainIICE?:IEDR’s;appmva] before enforeing the Ticanssd Patent:

. WOW, WHEREFQRE, LICFNSOR.and LICENSRE agres fo simd fhe LICENSE as fallows:

1. TheLICENSE shall he nssipned o Matwor Bi gnatores, TLC.

2. Arficle II, paragraph 1 shall now mad:

_ LICENEEE agrees o carry out fie plnfor development end merksting of 8 Ticensed
Invention. submitiad with LICENSEE's Application for Tivense deted Augnst 27, 2004 md
smended September 13, 2004, tn hring fhis Licensed Invention to Pruotical Appiiaation two (2)
year from dote of efzeutinn of fhe LICENEE md LICENSEE will, frersafier, continus o make
the benefits of fhis Lirensed Trvention reasmahly aooessible to the jiblio for the remsander of

' fhe period of fhis LICENSE, . '

3. Article T, paragraph 2 shatl now read:

e e BGOSR ey e e e
- 2] Deoember 2085 : ]
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LICENBOR egrees thet produsts embodying this Ticensed Tnvention ar prodoced through the
usge of & Licensed fovantion for use o sale by LICENEEE, fs AFFILIATES or s suloensss
in the Unfted Stmies do mot peed to be mamdfactred substenfially in the United Btates,
Notwithstanding the above, producis embodying this Licenssd hvention ar produced theongh
the we of & Licensed Tnvention for wee or sals by LICENEFE, i AFFILIATES orta ™.
soblicensess oemant be mamhciued in any of fhe countriss identifed: (1) im the Treasuy
Department Office of Foreipn Assats Control sthadle in 31 CFR § 500201; (2) in the State
. Depaiment Directorate of Dafange Trads

Controds list in 22 CFR. § 126.1(2); or (%) on He
Treasury Depariment Office of Fowign Assets Cortrol websie for samofi

] oned conpixes
(! Forwrwrdreas.govioffines/enforement/ofac/samictions), - Co
Article IV, pexagraph 1 shill now zead: ‘

LICENSEE shall pay a royalty to IICENBSOR. of e percent (3%) of fhe Met Selling Prics
for each Boyalty-Bearing Product mede, wsed, or sold by LICENSEE aod is Hoensed
AFFILIATEE, LICENEEE ghell pay LICEMROR. fivty percent (36%) of Any cobsideration
received from a SURLICENSER for o sibliosnss exnept in fhe cese of Miigation wher

LICENSEE shall pay LACENBOR nirty percent (30%) of ths aima] repovery efeer dednotion
pf LICENSEE's litigation costs and expenges 88 provided in Arfisle XL .

. & . Arfiole VI, sentence 1 shell nowread;

LICENSER agrees o submit anroel veports on o befors Maroh 1 of sach calendar year
oo s efforts to schisve Practicsl Applieation of the Ticenssd Invention by two (2) yours fom
date of sxenoition of ths LICENBE, with parficuler refersnce to LICENSEEST plan for
development end marleeting of the Tisensed Jovention sohmited with LICENSEFR's application
for license. . : . . ) . . .

6. Payments and reporis monived nnder ArHidls TV angd eommmnications and notines raqz%:ad :

ndier Articks T shall now be st io: ‘ :

" (&) ¥ to LICENROR:

Office of Maval Ressawh R -t
Offiee of Corporate Comsel (OMR BDCC)
. QOueLiberty Canter .
B75 Wuorth Randnlph Strest
Ailington, V.A 27203.1095

with & copy in: .
Fead, Techiialogy Tranefar Office .

Naval Reseeroh Laboratory, Cods 1004
4535 Overlock Ave, BW

Washington, DG 20375-5320

SN | |- 1% : 14X . 1 3T TS
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1“

() Hto LICENSEE: - ‘

Brzim Angar -
Wetwork Bignshurss, 1I.C

Documentd  Filed 12M10/2007; ~“®age 35 0f 53, .

14252 Culver Dr., 914 - ‘ T

Trvine, CA 92604 -7 IR
Arﬁnlé R shell now read:

LICENSOR. doss not by Entanng it fhis LICENEE tansfer fhe property rights in.the

i Lmaus‘ed Iovenfion, peovided howsver, fhiat during the peded thet thin LICENSE is

exclugive, LICENGSEE has e rdght of exforeement of the Licensed Patert, at no cost o fhe
Govemnment and withont ragwiring the Government to he g party to the litigation, presuent to
the provisions of Chapter 29 of Tifle 35, United Stetes Codz, or ofer saines, TICENSEE
shall inform TICENSOR. of any achon, lagnl or ofhierwise, & intends to telos with zespect o
the rights mior to teking such action. LICFMSOR hes fhe wight to ohject to snch ection
within ten (10) days of receiving notifieation of snch asfion. FTICENBOR. does niot ragpand

~within the ten (10) day period, LICENSOR #hell ‘he desmed to not objact to the propesed

aotion, LICENSEE's right of exfiresment sxprassly incindes fhe rightto collect dearmages for
past mod fidore infringamment of the Licensed Priant 4o the sytent permissible under law.

LICENSEE shall pay LICENBOR. thirty percent (30%) of fhe sl recovery mffer deduction
of TICENSEE's lmga'hcm onsis.and expanges.

T 'WITHESS WI-IEEEDF the parties bersin hove caneed fhis instrument to be a:canut:d hy fheir
- dudy m&uﬁzed reprasEntniives, . ]

For the Becratery of the Mevy

IDITED BTATES OF AMERICA =~ "mmmv:cssfmc.

By: (Bt EJ%’MI,; | By /?Z{’Zf/;b .

HAZTM ANSART

D.R. GAHAGAII : U
~ Title; CBO

Captrin, TL.8, Mavy .
Commending Officer

Data EFehos /JAZ

NETW ﬂ\%& ,LLC

Dunte: ?’//‘Fﬁ

- T THRLAOICIHEESLGl
. 21 December 2005

s

‘__3__ - e ] L
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n PO

4 Kl

Pnge 1
ABERENMENT :
WHERBAS, Matrix Services, Tnc, having prinsipal plice o businges in Tust . :
License to U8, Patent N, 5,511,179, | et mas in Tustin, Califeimis, owns an Exclustvs

! entiflad “intermediste Metwarls A uthentostion™ and hes been groted sush Exalusive
Ligense fram the Unlied Bstes of Americn, os representad by the Beoratnry ofthe Mavy. {hersinafrer “Exclusive License™);

AND WHEREAE, Network Signatures (hersingfiar

"ABEIGI‘JEE" Wlﬂl.its s ﬂl hlt! ~ .
Cnfiforniz, desies to ssquire the enfire right, bitke, ) principel pinee of business In Visig,

nnd inferest in and o 1he snid Bxolusive Lirense:
WOW, THEREFORE, in considerfion of pood o valuable considenfion, the reneipt of whish is hereh
aclknowledged, Melrix Eienfx_n&e dues heveby ndenowledae that it jies suld, ossigned, lraxisfei-r'ed nmli! s8t aver, and by ﬂmi
pra_:.ents do hsr?:by s.all? ‘Essig, lmtff:r md set over, wnta fiie said ASSIONEE, s succassors, tagal representafives md
ansigs, e entire righit, fitle, an.tl‘ interesl fhroughout the world in, 4o aod under the soid Improvements, and fe sald
E.:mlyswe{ Licagse and all provisional mpplications relatng thermtn, and all diyistons, renewnls and continuafions o
cunhm_mhnns—m-pnrt marpu’f; and g}l Letiers Putent of Hie Wnited Sttes whielt rey be granted thereon and al] relssues and
extensions thereof, ond t&ll r_;ghts of priovity smder Titermationn! Conventions and applicotions for Litters Baient which may
hereafier ba filed for snid improvemends in any conmiry or countries foveipn to the Uniied States, nod of] Latiers Brient
'qhmh may be granted for snid improvemsaots o my eomivy or souniries foreign in the Tnited States o all extesions
yemewnls mnd reissues therent, : ' '

AND Meirix Bervices does hereby oovenant snd agres hat i will communivate do the sod - ABSIONEE, it
SUCCHESHOLS, !cgnl representatives and xesisns, ony Taoe kown to it respeafing seld mprovements, wod kesty in aoy jegel
proceeding, sign alt irwiul popers, sacute all divisional, sonfiming arnd raisue opplications, moke aff rightfil dothe snd
genernlly do evaryfhing posslble tu sid the soid ABRYGNEE, Ik sucn

BEEOSE, rapreseninfives ang assigns, to obigin and
enforse praper patent protectinon for said improvements in all souniries, e ol '

TN TESTIMOMY WHEREDE, Assignar intending io be Jegally bauhd has hersooin nfved bis signoture,

This 14 tiry of Februory, 2006

Signabwe of Howim Answd, CBO afMishix Services

-

EXHIRIT ¢
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DEPATITMENT OF THE #AVY
M2 uAL HESEARDH LABORATO nY
4585 DVERLOOK AVE 5w

WASHINGTOH B0 20175832p

Filed 12/10/2007 (" “age 37 of 53-,. .

i REFLY REFER T

1004/620G
12 Ockober 2006
Hazim Ansari
Network Signeturss, Inc.
14252 Coiver Dr.,, 014 -
Frvine, CA 92604

Rer  Mebwork Signaties® Qettiber 6, 2006 demonstration of BasyComect™ at fhe
‘Navil Research Lahiratory (MRT) '

M. Ansar,

Thank you for visiting MBL Ostober 6° to demnonstrate Natwork Sipnatireg’
EasyComuert ™ Co . :

HEL’s tmchnical md lngel personnel who attended fhe demopstation Heve
considered Netwerk Signetres® prssentotion end hava determinad thet BasyCormenf™
Teletes to m embodiment of fie invention flefmed tn Unitad States Patsxt Na, 5.511,122
(fhe 122 patentf) entifled “Frtarmadists Natwork Arfhentication

Based on Neitwode Signetwes® femonsiraiion, and sbesnt any svidencs bo
coniary, NRL tekes the position that Natwork Signatures has suenagefulty certied out &
plan $or dsveloprant of the Heensed invention clximed the *127 patent and hes brought

. &n fnvention a8 zenited in fhe “122 patent to pracfica) applicafion. Bo Jong as Natwork
Signatwes malces RaxyCorment™ svaflabie to fhs pribie on reasondbile terms, MET, wil
sgree fhot Network Sipnatwss has' made the benafite of this fovention remsapdbly:

. acoessilile to the priblic, and farefiore Metwoic Signahres will bs comphaot with the first
paragragh of Atiicle T of fhe Bxvlusive Liensa A presment sxecrted on Septeraber 28,
3004, md amended on Fobemery 14, 2006 {(Agreeroem). WEIL reguests - Metwork

. Bignatores Teep MRL informed regavding s commersighization and marketing aciivitiss
is;;mt of the armutl reporls Matwork Bignatmes will sibmmdt wonder Athols IV of M.

sment : : ‘ )

I am aleo in receipt of your Tegnest that the Asnendment to the Agresment be
mevised o reflect that Wetwore Signatmes ir o Subchapter C corporetion end Dot &
Limited Lishility Company (LLC). With your permission, T will meke o *pen and ol
chamgs on the Amendment to so reflact fe proper atatns of Natwaork Signatures.

1.
e Tt eEer S e  ——-, .-
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en

H you have an:y S etioms mifor : o
cuntantﬂ:éNgLTmmhmiff:r Office, comments, plesss do not hﬂgrtata 1n

' Since gy, _
pude
_ Demdre Zammgt
Technolopy Trmsfer Offce

e e e vt + . —— to— - —— s A—— s b, e P wo s maete o o k10 e it oo i s Ty e e
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“such 53 for the Border Guewny Promeol {refemed o os

v A

. :
TTERMEDIATE NETWORT,
ATUTHINTICATION

. BACKGROUND OF THE INVENTION

"The present fovendon salaies genemlly to narwork secp- .
gty ino diswibuted netwod orbetween ootworlks, and more
perticulaly 1o onintemelwatk mthentication method which
is cnpobile of intefmadinte aufhemication ss well ng muthen-

luenl
Histasicalty, mos iewosking protocnls end srchimcures”

. hove not incloded sofid motentenion ar confidentidlity

mechanizms, "The MIT Athenr prajeet has besn the,

mutthentication system This system is begimming tn beimple.-
menied 9 some sies md some worlksiatinn momdrmre
are considedng implementing Kerheras in their nandud Q8 -

velenses, but e overwhelming wifority of wetwnzhed sies 20

hove no oothenticafinn or confdevtifity mechonismy i
ieir netwerk architentores. The IS0 {Intecnotioun Stane
Anwds Orgoaization) OSL (Open Standnds Intercomection)
sulte provides furconfidesSinlity services i the upper Iyecs
bul does nolrequie sutheaticniog of any of the tnweriaynr

3,511,122

2
Comyparison uf Commersinl and Moty Computer Becurity
Bolicies," Proceedings of the 1987 IEEE Symposiom ou
Scouviry & Privany, IEER CompnerSorinty, Onldang, CallE,
{1987}, which is fucorpuraed hewin by rafaranse,

§ _ Asite from eoncams sout attaeks, thers ks recantly mrch

nlerest in ‘oplsmentiop policy-besed routing, oetwadk
Usngres geoouniing, aod metwarle nudifog, None of thase moy
bt depeodnbly implemeed utless the nepwark protocol
herdier: may be sutheniiated by ronters as wall os the end

10 “hoges, If thece i no inbermedioe axtheaention, then s
fication of fragmemed ot regordiass af the networl: pro-

Eiriisht forward to spoof palicy-based xonking and to canas
tthers 1o pay for one's petwork: tralite. Without anthentien-
tinn, muditing, coonot yisd meaningtal reswits, Ttis clear it
netwark prolacal header suthentication is essentinl for b

cxeay- 19 exisriog and fomwe services.
“ton w this Tolz with &5 dmvelopment of the Rerbrros Thus

r there is o need for providing imacmediate athen-

- bicmiog in oetwoddng. By being able to puthenticue g

packet while in ronte, e possiitbty of host musguerding
nndl netwark nutnti are redoced. Additiunally, policy-hreed
Toliting, Detwork nange accouming, and nelwad: audiing
moy he implementsd,

STMMALY OF THE NVENTION

% Itis therefore on object of the preseatimvention o provids
prowseole, These lower inyer pralocnls bave e number of

gecurity prablems it protcols commonly nesd inthe inter
ot wd hnve corgin Ymittions imvinsie & the Kerhema
pratneals, The saodiy festes bn the 380 OSLanjes fppearip

hnve gotien Jess giiention fhan in the Tntemal aults beenyse 20

the Iutemnat guits is moe widely implemanted ot presEne,
Recantly, the Interne: Bnpianering Tasl: Forms hos bagun
to imcomporys snliontionion sod confdaminlily mecho-
nirms in same prolcols, nmebly he Stmple Natwed: M.
agement Pronsl frofseed 10 pg "SNMPY and Privary
Eatmaced Mall. A faw afer seee prozocal ficationg

+ "BGF") opd Open Bhovisst Puh First (efened o ns

QSFF) ruating proincis povid huoks o mhentonian ;7

1o be sdded dmter hul dn gob define or mondaee oy redl
authenfienlion machuyisn, The BGR version 3 specifiention
explicily smees that the definition of suthentication mechs-
siistos other than ike defnlt “np fntteticatinn” option am
out af the scope of e specification, Simlady, the DEBE

version 2 specifiation mewrs fhat "OSPR Biso provides for &

the authentioation of mnting npdoss, , , . * whensin fogt the
auly muthentiesfion mechanisms speciicd are oo mlheat-
cation” or “elentr prsswonl® Overll, thee 5 oo fumds-
m_:m.nlsyslemi:mﬁ!:y nwhitectuse in the. Interner protozo! -
S0Xe ol present. . ’

‘Ballovin, io bis aricle anllied “Security Problemo in e
TCR/IP Prowoeal Suin” ACM Compoter -Comumuniestions
Review, Yal. 18,No. 2 (Apidl 1968), pp. 3248 ientifien that
there ne seculy laws in
Prowcol/ineme: Proaeal) protoenl s because bosis rely
on TP soure addrew for suthentication 2od dso becauss
mouling pmtacols biwe minhngl to no innthentiention, The
Beliovid axticls § incorpemied hemin by mferenoe, Stms-
lorly, the I80 grolocol hus not poid suliclent nttsotion to

in

m anthenticabon zoethod which will provids for both inler
meiate authenfention ns wall an host to host suthenscotion
in o dutogram network tht permibts fapmentarion of dota.
grams,

It is o further objest 10 provide an ancurals mofbod For
detecmintng the nelwork wnfic genceaied by o pemiodler
hose .

It I yor uniher dhjaet io provide £ maans for socumwely

g9 bidling 2 host for i wse of nerwork: teaffic and focliies.

1 {5 yel ancihar ohjest 1o provide For deiection of ©

non-valit hbal on o artwide :
_ 1t is yer mnolher abject to improve oetwore elishilily o
B8 nerwark secty. ' )
It is yet snother abject o provide gpoct Sor pEwk

Ruditing, netwarkc tmif: counting, and policy Based mming,
" Inall of the above smbodimeats, izis 2n ohject i provide
“um athentication aymem whish nkzes an asymmelsiz key
‘symem in e nuthentoion sysiem. .

" M35 84T sunther dhject of 1he ivention o provide m
muthenticalion system in which the Frst packet or datgram

, Emgmuent 3s dygemieally sonted while ol sucezeding gucket
" foaments or dngyooegmients then follow the eqmhfished
puth of tie first packer fmpmca: o dorgrom Fagmen,

Acconding to anc trond peper) of the feesent irvention,
thers is providéd a method for netwodk: authentieotion com-
prising the sweps of; htaing 1 network ddress td 4 public

key for . recelving how; wilkzing the ‘public key fom e
the TCPAP (Tranumission Conxgl 55 receiving

host In combination with o privae koy fom th
sending host i gensmie o crypragraphic Signatre; iao-
milliing the signoture dong with doto. terongh 1. first auboei-
work in at Jeoet one pecksr, mesiving oo Jnascone packarnt
the reosiving bueg and the recelving host utilizing o privae

gy leny for snid weeiving host site and o pitblic koy for s
budlding seoprlry mechenizms fob the oenwar, mosparl, o

souling pratocole

Soma propossh compuicr sermity ;nuiic'tﬁ, soch os Closk.
‘Wilson, axe nul pretica tn implement using current networl:

sending hiogeo vedfy said cryptogrophic siguoture,
Aceording tn eoother heand agpecl of the taveotion, there
is provided 1 mathod for swark authenticafion of frop-

L ; mealed pockels comprising the steps OF; renuasting o net-
pratocols, - which mly on duingm Emgrosnmiion, tuless & work sdress Far o Teeaiving host from o subnatwnrk oome
inmorediate authenicaton is povided. For o disoussion of  system; urilizing 2 privaie koy from o sending host o
Euch policiss, =8 D. D. Clwk and, D. R, Wilson, *A  genere 2 CTypingrphic signire; transmitting the siznp-
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3
ture. glong with doln-io p firsl suhestwork in ol \enst one
packet, hnving o first pocket size whish is Al&seznt fom thay
of the tmnamitting host and therihy Imgmanting the original
pasicel into ot least two poskel. Eragmens, the pusket img-
toents having o E:rat puoket fengwenr which iz wansmited
1 Srst veflabile imenoeffints gacsway or souter in the figt
subneiwark, mod eoch subsequent Epmenl of thnt firs,
puclet. feagrment following the propress of tae firs! pankst
fragment through the first submetwark iy & train-1ka foshion;
reoascmibling the: Trugmunited packets ol my fwieomedine
gileway or router pedoming o vedficaliog of the crypo-
praphic sigrmbure on e reassembled meket, Tetrmilfing
the fragmenmed pucien throngh the first suhnetwork; rersiv-
ing ntleast one pocket ol the receiving host; and ntilizingn
pubic ey for the sonding hosl i vorify the cryptnEraphic
sigantne. . : T

BY baing abe to provide both host o host guchentication
o5 well as intermedinte mthenticntinn, the posaibiities of
host: masguesading and wetwork ngacks are seduced or
tliminnted. Addifiomdly, policy-hased tonling, natwark
usmge oecomnfing, md petwod: mudiling moy be impla.
mented, . .

Other shjects sod fatiures ofthe present: invention wil} be
appacent fram e - foliowing

BRIEF DESCRIFTION OF THE DRAWINGE
The invenilon will b2 fucther deareibed

: in conjutelien.
with e secomponying dewings, in which: g

FIG. 1 45 0 Row chuxt Muswating'a method uiiioed in n

, typical or priot mt sommunientions tnetion betwesn

hnst, end hoaty fn which oo suthentieation 4 condugted in
& netwark: which moy employ fmgshrmtzrion of dnmgrame;

FIG. & i8 un cromplaty network topopmphy of commye
rdentions betwesn hodt, ond fast,y

,FIG. 3 i5 o flow chod Dinstrating o Grat pferzed oo

municaions: mnsation hebween fosy, aod sty ip whith
end 10 end smubheaticolion is comdurted in 2 netwaork which
iy employ fragmenation of domerame: md . .

FIG 438 fivw churt flusteming o second
camponnications wmsacion between host, md Imst; Jo
which hoth inteemedinte md eud o end mthestioniog may
e condneted in nnetwatk which may employ fagmmmaintion
of dataprnms,

DETAILED DESCRIFTION OF THE
PREFERRED EMBUDDMENT

With refercuc to the Figures, wherin ke wieencs
churaciers indicute Wee elzmenis dooughom e sevoml
viewa rod, in pardculor, with rofarence to FIGS, 1md 2, o
genaric method of hogl to bost eommunication is Sluskaed,
Iz oeder to appreciai the improvements nsgocinled with the
tnvention discinsed hetin, 2 detalind tisscriplion of the pinr
appronch o pitwork rmmumicatien 38 oaseoinl,

In prior notwosk commupicatins spplicatians, & host,
genericolly mfemmd 10 25 foal, or clement 66 will wih 1o
communiente with o ity or eloment I3, Host, 60 moy be
in the sume subnetwerk or netwnrc g host, 83 ar may bein

. ¢ @ilferenl submstwork or metwor Natwork, 82 is ths

network contuining host, 60 end nelwark; 54 iz he nepwod:
contnining hoat, 03, FIOE. 1 aod 2 Slostme o condition
where bst, 60 w8 hosty 83 nre in Alferenl subnctwors,
‘When basl, 50 wishes o communicnts with hiosty 33, howt,

) will ohisin the oddesy nnd key of hosl, 85 fum o

dowiled Aescription of e 2 bstentod, Theer pociens gre tommitesd theough subnet-

4

. ;elwark nme aysiem vin the networks or fom o confige-

cation trble gt hogt, 60. This request is Wustrated by box 10

 tn HG. 1, Toe noiwark nime system will provide the

pL)

a0

neconding to the priorans

Lo

nelwonk addross of hotly 83 10 host,; &0 as Museusd by hox

.12 Mo, the perwork atidress 43 received by host, 60, sae

box 14. After recoiving the oddress, host, 60 boplins to
travsmic detagznme or packats toworts hosty 02 vio u pore-
wiy B2, sce boy 36, The physical commundcation protocs!
‘being used between bast, &0 and suboetwork, 02 will very
Wil the porticolsr type af host and astwork, The shove
dercrited methad is o2 of sevacl well kmown methads for
ohiiging the natwo: address af o host.

" Submetwork, 82, m Mosimed by hox 10, will then
pmcess dotn oo peekets which mre Tink or subnetwork
speific. A siomdord motneot whish is wtilized is e T2 In
this protacnl, daingeams or preleeys e formed from the dom
lrenre. Paglers penemlly comprise 1 hender sertion, o dae
gecimn mnd 1 imilyr sechion. The specibio relatinaship
Thetween these seolfon or the existeoee of hest sextions ae
protocol speciic and thus will notbe discussed in mny detail,
Tire dodn mey be mgmentzd by the ceation of pacicers Tor

silmeowork 82 mod (hereby tnke dilferent mutes through -

aubmetwork, #2 iowirds fosty B3, For Qinstmlive prryoses,
thrae. packets or fagmented, packets, Py Pyond Py are

worky 82 by 2 conventionol rmnsmission method Hach
pocket or fngment muy bl o difereme woute through the
subnewink o iusrared by Hnes 26, 28 amd 30 which
enespoud m 1 muutes of peckels Py,-F, and B, réapee-
tivaly. Thus, eoch peokel, mmy go throuph 2 diffecer inter
medinte Touwr 64, 66, 68 or 70 a8 Mosteoted in BIG, 2.

UL, Pav No, 5,175,765 t Pariman is sxomplory of e

drrswhnoics of the prior art, Pacimmn discinses on nuthenti.
catlon system which uillizas e nRymmemic kny systam o
swthenticate o dua-packst, This sysicom utilizes o mbuat
boadeasting technigue ond thefore “i4 nol copsble of
pedonning inwemedlwe  fmpmentation ' or’ inermedine

sutttentication for tvs reasons disensged nbove, Both afthese

gnpnbt'lilluu nre impottant {or proper nelwark pEnge account.
WL ‘

Evennully, packels Py, P, and Py will miipmre through
subietwork, §2 dling the deshed Hues In FIG. 2. In &
configieation. oul shown, i host, B3 were located within
submetwark, 82, host,, 83 would receive thie packats and
seosstinbic them e grin neeeys (0 the don contwined theyets,
Hosly, 93 wonid utllizs this dum and will ashme thet the
sender, ho, 64, is tbe metval sender of thie ditn. Thos, thare
would nor b oy epd 1o end or joermedine mithentication
af the, host or dota, In $ sitntion, the dun would be
frapmented only one fisme, Le,, Aoring the crealion of packnts
P]-P;M'P;. o ", s

In the configumttion shown in FIQ. 2, ost, 83 i Joooisd
in 1 diffetzne subastwork, (4 than suboetwork, 82, Packets
Py, Py and P, will be tmnsmined from putewny 72 of

subnelwork, 8210 gueway 74 of subnétwork, S84 This step

1o Uloairated i FIGL 1 @ block 32. The linkisubnoiwari
protizcols utllized In subnewinks, 82 siny difier fom ihog
of subnstworle; 84, In this simmnion, Enbstwork, 84 wil
treare afditionsl puskets P, Ps, B thd Po, £ee biock 34,
Four pockots hove been peed for Uieirtive purposes ooly
but ooy number of prckels moy he genemted by subnet
wcls; Bd, Sines the link or subpetwork groiocols of sub-
network, B2 and subnotwork, B4 may be Gifemal, the stz
ol the packata moy oisa be fiferont. Thus, the origion date,
header and vrafler information nEeach pockerin subnswork,
02 rony now nppear in‘dificrent pockels in subretwark, 34,
Loy, the infommation from poclest P, may now he tontnined

e e ot gl s et toe -
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hetwoen packels B, and Py, Thus, Be detn hos been fmg-

mexted for o second time, Packats P, P, Py md P, oo

o 76 ond 78 of
muimeiwor, 84 slong {he doshed Ynns of subeswork; B4

end fo'n similer fushion to thet of subnatwork, 32 shove,
Thors miy be any number of intemoedine ragter and those
used in FIG, 2 are for Mustralive pirposss ooly, Lives 44,
46, 48 nnd 5D Hiveiraie the tensndzsion cogeept in BIG, T

In such o teckinigee, the shitiey w authenticas packes ot
on intermedinte gotewny or router, such s wowr 76, 35 19
completely Inst since ench paciet foemedt mny wke o
cifferent raiste thronph sbmeiwork., 84. Additionally, sinca
the. infacmnfion conimived in packet P, may be split between
pociets By and ¥y, & s impossihls 10 Essemhlz the nfor
mation of packet Py 2 oo mieemedinte patewry oroates Iy 15
{bin simrtion, fhe orgioal dutn js fnemented twe tmes, ie,
once when packeis Py, B md Py are creaed and onee when
pacm Ph Eﬂ. P,‘ MP—, me crefed. A

Eveninilly, packes P, Py, Py miil P wrill migrate thrmgh
submutwarky 84 dong the dushed lines in 76, 2. Hoal, 5B 20
will rzcrive the prelers ot wensaernbile e 19 grin necess
1 the ditn conmioed fhereln, see blodks 52 fimoogh 56,
Hasty 83 will oilize tis dats md will gssome et the
nender, liost, 61, s he nofl sexter of the dow. Thos, thers

en

) iﬁsﬂzmﬂm end orinl=onediss authentication of s ioscor 2

Severnl U.E. Piegis hove tonched on the sbject of
mithenticnlion. For mamgle, TIS, Pol No, 4,985,827
MoDonald disvinses m anlhsniiastion wigodthm e verify-
ing thnt o mzssage hes ot besn comupted orehunged duzing
tromsmissian. This mathad ullens o symmeidc orypin.

, Eemphic ek fanclion whish ts only wed for the anthent-

cation of the duts. In  symmetec ey syster, e same ey

1e ueed for enoryplion tnd decryplion and Boes ot provide o
the-protestion of tn asymmtric ey sysims, The McDogod
Byatem provides no means forsutientisating thae o purtisdar
hingt hus eocuntly seor the datn, Tims, o hust may musguemds

e 2 vilid host mi saod invalid datz over the network,
Additinnally, setwork appiicaiions incioding inlsrmedinie w0
autheniicntion aw not Sescribed by the McDnonnid pateat, Ay
motber exzmple of KELE. Paten) discossing anthentication,
THE. Pal. Mo, 5,242,500 1 Beallovin st 1., discinses n key
menngement. pratcel which conld be need over o nerweds
which is uot sezure.

. Ce s
The: riove desxipdon provides @ basic nodosoding o

" bow dmu s ransferred between hos,, 60 apd host, 89, Mow

we will 1 to & new method of host nothenlication s
Mostrated in FIES, 3and 4, FIG. 3 Dugsies o host 1o heet
suthenticafion method med FIQ. 4 fllestoeg 2 host o 50
inteomedinte pamvay or ronter outhenticating, melhod. Like
eference mmesls have henn wilized where there i oo
aigniﬁmtdiﬁaangebnmmlhamﬁunmmhspﬁmm
Ermes shove e seferace nomerale have hosn ailized
‘whare the elamenis 2 similnr o' the prioe oot bt have &5
nddGtionnl fanbuess pr madificutions. Finnlly, naw cafereoes
numermle e provides for pow steps which ar condoceed,

Crypiopraphis Method

Belgre & descriplion of the new methats o povided, 1t
It necesanry 1 describe current crypigmphlc meshanisms,
Cryptopraphic mechonisms provide the gromles psswmnes
of the mihenticlly of dat, Cryptopraphio sysiems came in
o vasjelles, symmairic key and meywmabic key, See, B, g5
Bebreter, “Applied Crypmgeaphy," Jahn Wiley % Sons, Tz,
Kew Yok, MUY, (1884), p3, which is incorporaied harein by

60

Teferanee, In nsymmetric Jey sysiem, tie sume fiay 4 used
Tor ooeryption and degryption. When providing ronfidenti-
willy using o psymmeteis system, sach puoy hes twa keys,
one pblic and one peivi, aod date s psunlly encrypted
sing; fhe eander's privats key and the recipients-public kay.
When. providing autbentication usng wn ssyrameiric system,
the iz and the kays arm usst to penemte o digicsl sigontuse,
Tt sigmature is verifed by tie reciplest using the duan
weeived and the npproprisle decypton keys,

Host tn Fiost Anthentication

Tirming now o FIG. 3, the sleps involved in o mew
methnd of host aythentication are lwsaied . A host, sener-
cilly mferoed to ns: bosl, o clemem 60 will wish
sommnicate with 2 hosty or element 83, Fosl, 83 may be
in the soure enbmetwirk or netwark 82 o5 bost, 60 or may
be i o different subnetwod: or perwark 34, FIGS. 1 omd 2
illostmte the condition where host, 60 md host, B3 nra in
dtiTeerens mitnetwods, 8% md BY, mspertivaly. When host,
80 wyishes tn commanicals wits host, 83, hos, 60 wiil
Teguesl e nddmes-ond publis kzy of hoaty, B3 Bom o
sthnetwork nume syalem. Thie reguest is {Tnotened by boz
10" in FIG. 3. The publicksy requestis important o fis new
meethio pmd §15 Smporiance will be dacuesed in Aetsil belpw,

Sobmecworic Mome Bysiem

*It ix punxile to distibue te poblic keps to sl hosws and
usars of e imsmatwod;, see Mockapuris, Paul, Domaén
Names—Jmplemantation and Bpecificatfon, REC-1015,
DO Werwork Informmio Cestar (MNovambes, 1887) which
i3 hermby incorpormed by mefranca, Fublic lmys for hoats
are inclufed in (e nummervice dnichees and o pomoses
vioe msponses o anthendentad, This minns thes ol of host
public ‘keys e distibued in an auentioted mumer
Nuros surdizs seguonts aeed oot be anthenticares o conf-
derint in the genersl cise, Howaver, ifthe visibliity of soms
tintn in the nomeservics dstuhuge 43 1w he contollad, ten
muthenticoied eonfidominl regiests wobld be remired to,
avcess pon-published dan and muhedficare] eonfdenit)
TesponaEn to stch eguens would alsp e reguired. The
public kays for the ot mmensrvess should brnade wadily
avnilnble, =tk a5 by ielaphone and pominl modl, so Gm
Eystew agdmiistrators mey bove cogfidence in the suthen-
ticity of the ront public key, Otherwise, I the comect ronl
yublic key were pot widely kown, m iniruder wonld be
eaaily shile to mmsquernde ua the Jepiimate onmemerver

Beenuse the nsec md ayplication level keys oo distibuted
sing merhanisms imflementzd in the toeal fost, those keys
mey be chimges ensily by the nsor withon!, much coneeen for
the key change boinp delayed in propagation 1o dll of e
diveinry or nehvork name service providers. Bost keys me
less easily chonged, it such changes shonld be ragularly
schedvied in onier tn fimi depmge from compromised feeys,

Modicotions To Current Protacal ©

“Thiz gectinn described pddftions and changes to the Imnf-
net Protoeol 2uite 4o onahle Bs use to disteibute psymmatsic
kzys ond o ennble s rasponges o be sulhonticated,

A new TYFE Reld is adried to-the resoursee resords in the
Domaln Name Bystem, This new fiald contins ‘o signed
nsymmetric kost outhenficallon ey to be vsed by hn.sE
nbtempriug o suthenticate geivark pacieers. Eoch hiost which
transmits any antheaticged fames musL have this Tecord in
the Dowmein Nome Bystern {mferred 10 15 "DNS") and the
volve ;nE the yerurd must be comeetly ndverdsed. The e
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pasednome of this new DNS racord type. i HAK. The veloe

of the HAK is mepresentzd o5 hexndesimn mumbers nsing

the dighs D through © and letzes A through B The HAK
recond's valué is the nuthanleation fey contificns naed for
thnt st the! the HAK recoed iz semciarmd with No HAX s
seeords may &xistiher e not assosimted with o.apecific hoat
All Bubnetwork Name, Bysiem responges from mumsseey- .
ers provide aulianticalioo. All Bubneiwork Nome Sysism
reguests should provide auientication. Hosts receiving on
unnothonticated yespozse should toke note of the lack of 10
authaniiention nnd moy igvare noulhenticated responaes if
reguired Wiy the gecurlty poliey applicgbie to te subnetwod
of ihe recziving host or take nppropriole action, Hogle ©
Teceiving n responss contrinmg ineomrece mthealication doix
shonld discerd the wespanse withowr processing it furney, 25
To provide ner osymmeric Jeys o eneryplion -ar
nuthentication, 4t is supgesled that & new seevice, the Koy
Infurmation Protocol or KIE, be poovided. Thin service
would mecept requeals for meer pubific keys nd woulg
respond ouly IF such informotion were avaliohic, The “ao =0
Iony exdats fo that nicr aod “fhat wser pot valid here® enseg
would both conse ant “imbulid request” 1 be seal ik 1o the
sequestir, ATl sesponses would nee TP mythentieation, The
ey Informntion Prolovol wonld alss wee the bnst's poblic

[+

ent to authenticals the msponse, KIP showid provide fay
separate outkenticniion end eonfidentiofity keys, Deponding
on pomeived peed, KIP cowld evan be extsnded o uge
Nesdhom & Sclirosder-{lkz meshmalsm i 26t np ond nes
symmelric keys far some seasion with fhe two K2 han.
flling the koy 8ot np securaly (=anh on beholf afjs ino weet)
Bz, Naedhum, R, M. and Bchroeder, M.D., “Ustng Suerype
tion for Authenticetion tn Lacgs Matworks of Computer®,
Commurdcations of the ACM, Val. 21, Mo. 12 [Dasewher
197H), pupes BU3-UEB, which i incomormad hersin by
mlomnze. The ure of the Noethn & Schroeder-rype sym.

etsc kay mechontsm i ass desfrobte thon using nsyr-

meldc kay technology becanse of. the intressed eomplexity.

Wi the KIP comeepl is implemented, 1 new Domain o
Mnme Bystem recond shoutd be ndded that wonld puin o the
wame af the bosl providing KTP servics. for 2 host or
subnerwntk. . :

Torning backto :heskpshxmnminhuEMMﬁmnm
method linstcated in FIG, 3, the sobnetwork neme sysiem

‘wﬂlpmvidneiﬁmuwuimnuflhsnmumnrhrhhsqs

abuatwork contuining the desired hnst orthe public Jey snd
erideexs of the desired host. A1l egponses wimld be murhii-
scued psing the mublic k=y uf the mmeserver and my
taguthentic responies wonld be discanded, md igmueed, i g
wight be valuchle o mdit ol onauthestic ysponses. This
procans would be repeared ns necesnmy nofl the requeating
ol received nn suthentic xesponse copmining the public

. ey nod addruss of the desired ather buet. IF the localiy

tumed pumesever o Gaching of daw;, rewponse fme g
wanld be razsanhlo despite hoving mutheoticalon, Using
fucal mumosaresrs gnd caching Is a good implethoutation
gueneegy for oumesarvics regardless of whether outhenticn-

ton i used. This procsss of the aubnetworl ynme cerver
gauénug l:‘lrzld Bending the pdiinegs ond public key in Sttt g
y X l' .

Asghown tn hox 34, the networlc sddrass and ablic key
infoomuting 8 neal recalved by host, 60, At this poinl, hnst,
£0 1ees on asymmetric cryplogruphic Wgodithm to penerats
o digital sigmnture, see hox 06, As fiscussed furher below, g
the public key of host, 83 i used in combioutlon with the
privote key of bost, &8 10 genemte o digitl signature..

8
Arymmeltic Algorithm

An ssymmetri: algorithm is olllized v gaverate o dightnl
signuture, This mey be sccomplished in severd ways, The
firat malhad is Lo utilizs 2 well inows nsymmetric dlgodthm
sach ns RSA, Bez, 1S, Pak Mo, 4,405,828 o R L, Riveat,
A. Bhamir snd L, M. Adieman, which is ineorporated herein
by reforence, A second method 35 i epcrypt the sutpul of &
symmelric cryplographic bush funclionusinf an agymmeic
encryption tigorithm, A third mothad 98 1o use o keysd
fsymmeiric erypogeaphic hosh dguciten. The tbove e
methods hove been utllized in the pst i provide end-ts-eod
application-ieyer stheniieation el have not been teed o
provide \mermedime setwodk muthentization. There &8 n
&i gnificanr difference berween nothenticasing: she necarmey of
trnosmitied date, Le. spplication-nyer mothenticoiion, il
netwok-layer anthentication, the subjmel miamer of this

_ upglicntion, For zowverience, the ooyt oF the: ssymnctric’

aiporittm will be wlered iv s o digha) Signanre.
Comfidentinlity and authegticalion might also bé buill inta.
apylicxions shove the tranapor loyer or fow the transport
Inyer itself. In some cogey, it might be Oesieshle 1o nlso use
mecimnisms bofls oo the npper layer protocal thiac oe

. indppedent of thess nerworkelnyee .mechantamy. For

exnmple, the Secure BNVIP specificntions build sathentica-
tion and uptions) confidentality mechigisrns i the SMMP

. applicutions. This npproach hos e advanmge thal  secudy

breach az p higher lnyer does not meeessarily compromise the
gecorily ot the metwork layer. Howsver, seeudty above the
nenverk lnyer dees ner provide muthentioation or confiden-

gy Stoltty 1o all netwack veew o applicadons nod et .
Bpori-inyer promenis,

panewal sppronch, For eenmples of tran
Bee ISI, Thomspore Copiral Prines), RFCW283 Maiwork
Informuinn Camer {Septamber, 1981) snd 150, O8] Trons-
port Protocn! Bpacifisation, I8-B073, IR0 (1D8E), hoth of
which are hershy incorpomed by meference.

‘The paxt question is whot will the asymmetsie nigarithm
be psed m, Le., the dotg, the hender information or the sotire
nerwork protozel frame. Brmmkes mom 3tnse 10 muthentinats

" the emire matwarke protoco] fome than the heeder dun slam.

The intrememtsl copt of authenlicaing the entim fmme
insreqd of jnsrthe henderais nop significant and the incrensed
enuropy and siee of the mothenticated informalion makes
Tmony srypunmylic sitacks on the anthendcstion hevder,
wehile nisn ensuging e atbenticity of the doin, Bellovin, in
“Sermiity Probiems 3o the TCPAP Brotocnl Snite” {spm)
descrihed 1 nymber Al atincle ot the transpor. inyer, soch a5
raing TCP sequencs mymber prodiction 1o masquesade s
muother hiost’s coniection. Even trustworihy hosts need 1o
isn}uts uger oonnestions Erom ane anather and 1o eosure ot

.10 Dser if copabie of mssquemding e noother nser vin

petworking ‘mechanisms, The thility w mavide cicult-
orienied confideniiafily mechmisms is aiso destmble, Mei-
ther “TCP nor O8Y tmumsporl prowenl curetly providey

gither guthenbication or confdentislity meckmisms, which |

is the nreu of 1hs digciozine, oithongh the TS, Covernment
‘hos published o stéddord called SP4 that adds securdty to
TCF nud wn 180 O8I Transpast Protocol ;. +

. While It is possthie to suppart transport muthontication
using enlcely diReemr mechinisms thon thome used to
‘piovide network aithentication, il desifsble 1o devise 2
commns sppronch 'tn anthentcation 5o that the byerhand of
implemantation is minbmized nnd 20 that the difierenl: sar-
vices fuloprale. inpsther nicely, Moreover, there is8 polatis]
for decrensed size {n the tusted code requimd 1o implement
the eotheatieation services, )t is usually sasier o verify the
correciness und tusiwerthiness of somiier omounts of ods
thox lorgee amotnts of code. . s

3T
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Turning b o the stepzin the host ts hnstanihesticotion
method Dlustraied in F10. 3, afer pedforming e wsymmoy-
tie epcryplion, bost, 60 bepins to transmit dot, midress mmd
the digitol aigonio o subnatwork; 83 ving petaway 62, ser
boz. 18'. The linkmbnatwork communication momenl being 5
used between hioet, 60 and evbnatwadk, 82 may vary with
the parfievlor typs of bost end natvark and thus, e Jocation
of the sigomture moy vary,

Submetwork 8%, po flustraed by hox 18, will then
proceEn dute into packets or fmpments which sre pelwode or
submelwotk specific. For flosiative prposes, thee packear
or, By, Py and Py are Mosmated. Packevs geoeraily compries
2 beader aection, o dom seclion and a waller section. The
specific reimionship hatween theas sertinng ar the extaenee
DF these peclions we praloct] specific o G will oot he

o
=

. fiscusgedin sny Sewit The Jucation of the sipnonire mny be 4

in my of the.above identified paciest sectiong, These pockey
oy renswined throuph subnetwords, 82 by n conventionnl
transmrssion method, Toe packets mmy alsn bie misted as will
be discussed in relglion 1o Hie fremuedine anthedicotion
me&nd,hzlnw.ﬁnﬁpacketurh'agmqntmy talee  difterenr
aute: thsough the netwnrk: s Tiogtrawed by fnes 26, 28 md

5]

. 30 which conespond m the muics of padkar ¥, Baq not Py,

respeatively. T, mach puoket moy go tongh 2 diSsret

intermediate youter 64, 66, 68 or 70 os Dostoieg in $1G. 2, -
A intecmedize noter s any Gevies widoh routes packets =

betwaen any two communicalion deviews, A gateway is an

© inmemedige senie which commecsts oy subnetwatce, Thers-

fore, the tetms may he need imacohinngenhly thronghatt e
datalled degeription, ganhy ! m
Eveounlly, packets Py, P, mnd B, will migrate thvouph

sabuatwoss, 82 sinng he fished Tnas in BIG, 7. 1t oo
arshitesinrs not shows, in wiith hast, 83 bs locoed within |
submstwonk, B2, then holy B3-wil rersive the ynckers or
fragments ond remgemble them to goin zosess 'to the dutn ge
and ﬁpahmmntﬁm;lhmﬁn. Hn:t,,.lﬁd:am ulflize o
cooespunding aaymmeiic digovithm 1o desode or verify the
signnmmﬂﬂxmbywﬁ@ﬁmmﬂmﬁ:kyofhuagﬁﬂ.

 'This ia accomplished by uiflizing fie pobiie key of hos, 60

In combination with.the privale Jesy of host, 83, ses the 4n
digruzsisn oo encrypiion chove. . )

IF hosty 83 3 Jocaled i .nouther snhretwark 86,
linstated in FIS. 2, then mackes P, By and F, wil be
teonEmied fom gatewsy 72 of sutmriward 82 m poeway
74 of sulmetwork, 84. This siep ia Dustoeed in BIE. 3 g8 45
Hilock 32. The linldsatmpowode protoenls uhlized i subost
woiky B2 oy differ Srom th. of submerwork, 24. J this
situgting, subnztwods, 34 will crente aditiunel pockas ar
Eagments By, By, Pg i Ty, see bivck 94, Four pociots have
heen usedd for Ausirative purpozes ooly snd any nomber of 5
puckets may be peneroted by sobnetworl, 84, Sinze the
pratocols of subpetwork;, 82 md subnatworle, 84 mey be'
differeat, the size of the pocims oy pisn be different. Toug,
the origined signoture, dum, heodar and traflar inforoation of
&rch paokel in sbratwerk, 82 muy now nppencin Glferant 55
packels in suhgetwork, 84, Le., the informntion from packel
P, miny now be coataingd bebwasn packals Py and Py As
sioted ubove, puckets By; 2, P md Py um transmited
thwonph the fnseenedinie ontes 76 ond 73 of subnerwork,
Bd alungﬁndmhedﬁmunfmhnemn:k;%mdm aaimfler &0
fashion (o that of sobuewar, 82 shove, Opliowadly, the
paclets smy be tmmsmitted in a0 ‘menoer similar 10 ot
expluined for e intermediats nuthetiiontion method balow,
‘There muy bé any number of mreomzdlare rooiers me Tnks
bretwaen soute aud those used in FIG. 2 ore For Tusmalive &
pucposes only, Lines 4, 46,48 and 58 jflusoare the senexsl
transmission poncept in FIG, 3. '
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Tho shiilly to nuthenlicate packers ot on inrermedine
Bolesway or Touer, such 3 router 76, is oot 2. coneem in o

. host io host authentieation mettod.

Eiventually, packets P, Py, By ind Py will snigrae teough
subwetwarle, 84 dong the doshed 1ines in FIG. 2. Host, 83
will recabve the prclots o raessembie them to pein ocoess
10 the signamirn daa cantoioed therain, sex blocky 52 md 84,
Host, B will iillze 1 cooesponding ssymmersic oigostm
t0 decode ar verify the signature and therzhy verify the
-mihenticiey of bost,, sec biock BB, This v necomplished by
ultkizing tho pobilic key ofhosl, 60 in combination with the -
priwate ey of hosl, 83, see the discussion on crypiogeaphio
uipndithms ahove. Fhost, is suthantic, then the dotg-will be
utTiized by hoat, 83, Otherwize, & secndity protocal moy be
inkineed to nolify & netwmde nfScinl of o’ potential seomity
problem, gee black 82, ’

Inteomedinte Anthentication

Turming now o FIG. 4, b metend forinnrmediate autheg-
tication i {llostmted. This method i5 very simikyr to thal of
the Tost to hast authentication s dascribed above. There-
fare, only the diferapees herwess the two mnthads will be
discunped o dewdl, .

In onder to peemlt nwy inlepnedioe oswok grewy o
router to pntheaticata the contents of e oetwork frame, the
pablic sy foreuch hoat in poblshed ovd G privoms ey 13
pk:g% privae by that hn:r. The sanding host, 60 uses jts

c ancryption key plus the dat 1o pepamts o oypis-
praphic signomes wlmgn is prmibedded fn the pockst sen
black 86, Tn this mothod, e pabile key of hosl, 535 i oot
feques=d or wilized in any masner, )

Neowark Fames sk frequently fragmented imte srmaller
Framas ther will fivwithin ha ste= limitation of the proweols
in nod wndement); the Fnl: ar sukoervork loyer Thus, the
origical fmmes wny be fegmemed, Le. packais B), P, aod .
P, moy ¥e differenl in size than the nriginelly trrns.
mined by bos,, 60 -0 subnerwotk, 82 i wost cnses
curantly, ressgemibly oy oseurs or the destinmion node md

has drawheils with mepect tn parformonee degrattion ©

nasucinted with pudkel fmgment remssembly, intermedine
modes, such 85 woMers Dr gatewiys, ool pay e
ranssrmbly cost unles: they wish W perfomd inemmedine,
mintheniiention. Mot ot the origing oetwork pockers may
53l be xouted independently nod dynamically ad tus this
naw Ilecimique s sill very Hewdble, When the mokols
migrate from one subeetwark 1o arother, the paclets pay be
seussomibled into the originnl pockets and tieo. be trEnsli-
ted uy the odgind packets, thereby nvoiding addiliond
-Fongmenintion md flowing For dynmmiz muting af the
ariginnl peclets in. the curenc antmarwork. .

‘These pacimt opoenis are introduced to subnatwesk, B2
2 Arscribed shove, The frgments are transwiilied theough
subselwacky B2 in o very difforens manaer, The first frag-
ment of cach original paoiet to he gnemitied is sent (o the
Jorsk nvalinhle: Intemedinta router it  cogventional fehion.
;Ench subssquent Smgment 5 e odgionl prciet will then
Tollow the some routz. 5 the feol Ggrent through submes-
work) B2, This mathnd 38 sipnificenty diiférent thom the
wanymistion scheme which s nillized in the prioc ot Thuy,

~{be packet fmgmanis form & train thmough subnetworls, BZos ©

Iinstated in FIG. 4 by poinl 98 nod Yine 100, Exch arginaf
pocket is rouied convsatinanlly udless the origingd pocied is
fmgmenied, in the cose when the peleet §s fragmenied, each
packat frngwmen will wmverse the some muge. es iis BEl

‘fmg'mBIiL' s e o et Gt el =+ s o mr e s et e e

A LN
a . [ |
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At this sloge, the intermedinie xouter oy declds to
muthentiente the packet fogment information, The decision
) will be z pulicy
decision and will vaty barviesn submstworks, X ke intr-
medinie rontet does perfoon muthentiention, then the inkr- 5
mediare spueerwill assemble the packet fmgments B, P, and
Py, pov fushed box 104, This 8iep bs necasswry sinee the
originul pakels have been fgmented, Lo puckel F,, P,
ond P, are different in gze thpn the anes aripinally toms-
miteed by host, 6010 subnetwork, B2, Then the intecmedinte
router reads e repsaembled prokest 16 dersrmine the aepd-
er's identity and sirmpts to confirm that fhe cloimed gengd-
ers published mblic key produees the engect esults when
npphied i the embedded digitnl siguatace, see dosghed hoxee
186 exd J08. If there & n correct sesie from e mapochm-
nous sigorithm, then the sender md the dote nre anthentc, Y
Orherwige, fie sender or some porl of the dntn ic not
mothentic. This pernis poticy-based vowdng and wemge-
brace socowmivg o e dependably toplementes a3 ins-
braed in deghed bor 112, Finolly, the nteonadinte rouier
transmits the remeobied packet to the nem omer o 20
gmewny, possthly simgmenting Ioe pankel 1 nesnazey, ves
Sashed box 114, The nbove process may be epegied by zanh

>

0

Intesmedine rovier or gatewny aod i5 Rstated by dashed

tilosie 136, Nots thet the renssembied puckete may sl be
routed indepandently ond dynomicolly notf o the new 29
technighe rewmins fexibitiy,

The paskel fngmeots e cvantunlly reesived by abnats
works §4 n8 decsibed ghove. As stated pravimsly, there
iy be 0 seropd Fagmenintion problem which may ooz
when paskot P, By, Py ool Py are formed. Ope mog hove 20
the mntire origind matendk Smma Sowe in ordor to oeemp,
to authenticatn it Networi: frames are frquently Engmenied
itno smuller Fumes thot will it within the size Imitolion of
the proweols inand imdoceath the Bnb or subnezwack loyer
s Dlutrated by packars B, Py, Py and B, THix memns thar
al agch prinl whers o rovter or gaswiy wishes io attermpl o
authenticate thepotwarl packet, it must eagemble ol oFthe

" compontus of the ardping! neowork proker frst It oalso

meens tit i my intenmestinle router or zalewsy does nor

. ‘reussembio the priginn frame bafore vesending oreeending, 3¢

difftrent frogmems of a piven network: pactest pver differmnt -
Toutes, thut intermedizic rutlers ar prisways downstmam
from that gatewny nreouter wilt be naobls o puticotente the
Enpmnnted nevendk packots, i -

In most coses cuoeatly, reossembly only oo a8l the 5

e modes, auch 1s mitos or

gutewnys, do ul comenfly pay this cos. Resssembdy aod
potentind subsequenl rafagmeniotion will impir sotoene
pesformeines when s link and physica] pratdeols comry very -
smull smouats of dain in each lower Jevel Fmme, This
fmposltion mmwy be mduced by wiliziop eppropritis hard-
wexe, Commercially avaiinhle ranrers rommonly hove 20eh
hoxdwre, i : . ol

Any guowny o muler in subnetwck, 84 is capade of g
intermedinte sutheatication by executing the steps illusiened
in doshed block 136, . .

Bveatully, pckats P, By, P ond P will. mdgenre through
subnstwork, 14 olong the dnal:id Toes in FIG, 2. Hoatp B3

willl reerive the pickets ond reossmbie them lo gin acesss 61
tn he sipnalura dot conmined therein, acs bincke 5% and 54.

. Hasly 83 will uillize o coresponding esymmesic nlgorithm

10 Hecode or verify the signnture ond therehy verify the
authantictty ofhost,, sez binck 124. This i necomplished by
utiliZing the public koy of hoat, 68, sme the discyssion on &
encryption mhove, If hosy, 45 anthentle, then netwark

toet, 03, see blooks 130 sod 56, Otherwise, o secadly

. Irotocol moy be inifined 1o oofy o netwark oficial of a

poronl seeurity proklem, see block 128,

Proposet Protaca) ModiGeslions

"This section descdbes proposed changes to proweals to
utiiize the ghove detoribed matind. For example, 3 authen-
ticalion modes are ustrated i FIGS, 1, 3 md 4. Other
authentieafion modes me possible with this scheme. One is
lke depenemis ense of no duthenticatiom and wo aciudly
provide snme suthenieation. The existeare of fhemn anthen-
ticlion cuge parmits bosts nrnetwarks not iuerested i the
nFered security propecies to go without them and nol have
o pay for whar they do nor s=ck to use, The Frst real
nusthentication mode sugpested wowld nsc the MIS digicd
sigutiure dlpodtinn appiied acoss the header of the oo
wode-layer frame nmd hes: encoded nsing previotsty apreed
upnn DES socryption key using the chnired Hlock mode of
DES, See, Riveat, R & Duswe, 5., “The MD5 Moszaps-
Dlgest Algorithm,” RFC-1321, DON Network Information
Center { April, 1992); NBS, FIP5 PUB 46, “Dntn Encryption
Stondord  (DES)," Notlopd Buean of  Stondords, [LE,
Beparimenl. of Commeer (fanuary, L5773, The zecond resl
nuthendention mode wonld use e M5 dipest aigorthm
Tinving heen applisd acoss the agiiee perwork-loyer fome

- (exclusive of the mbmtiesion information fetd) wod ten

have that am:nd;ﬂ vsing RSA encryption,

Adfititina] Benefits

Anoter critien] servics thet nesds authenticolion 1 the
nebwndk name service. I an utmder may roesguerads os the

logilimmem yamosacviee provider, be oy conse deginhof -
35 8ervics attnrle, moy wodily dat in transtl, ood moy moke

ather stmoks’ on ey of {he imemetwode. IF however, ‘e
aamessrvice was mibenticned, fese attacks would oot be
possible, . R :

Addittonally, s suthentication archiccone could be
uzd lo implament the Tlodc-Wilson commercial security
puolicy over o aework or intemewark. Ta sopport Clacke
“Wilson, nuthenrication of nsers renl identities is resentiil,
ihe spproach sugpedied bere, the hosts would be oufhenti-
emed 10 each otber md comld provide nser muibentioasiog
keys or such keys condd he placed in 2 ceatal dicemory
service wilk its resphnsed being authenticated, Full prawe-
tion o host omguernfing oef getwork: fofie som]
poficies could be epstly euforced. Since the Clask-Wilson
polioy 38 smore concemed with inteprity thon confidentintity,
thia might be aulEciearTor 0 commereint Hrm or educational
insfitotion, Coufidealislity could eosfiy be ndded ot the
tnnspod. Inyer or hove 4F it were teeded mod: nesd ool
depratie periormeance for opplications o wser thot. dida't
qeed it. . . (.

With 1 few xiousiony the npprouch outlined here could
also support o mulid-level security poficy uding :llhq' n
“pirk orchiteche” or @ “rediblack architeotre”, “Fink
arehiteetire™ nnd “red/binck mohitecture” ore desgribed in
Cole, Raymond, Jo eral |, “Muliilzvsl SBecurs Mixed-Mudin
Communinatins Networtks," Procaédings of the 1985 TREE
Confercaee on Milieey Communicntions (MILCOM *HB),
IEEE, New Yo, NY, Forzzemple, there might be oncryp-
lion of user datn immadisialy chove the bmnspost layer or the
wanspon Joyer iself might be encryptod. Either msymmetde
or symmewic keys could b used, though nee of the loer
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nnnﬁdnm of whete the msmismun originpted. Algo, val-

nerbiitty to cornin kinds of deatal or servics mincks may be

significantly reduced by precluding the nttncke duscribad

endier. Line of the link anaypiion below fhe nawark lnyer

10 wimimize the slfectivensss of e muyste remplm
- fensthie ond is unaiferted by natwnilny:rnrmghemr.nhn-

nisms sueh as Giese, -

It appens famshls o jmplement the mqldmﬂ chnngr.u w
the edeting peotmenls i1 2 way that wiuld retmin {areropo
abfiity wilh older vewsions. Moreover, this nrhiteemes 10
sonles icdly to lomge intemeiworks such m tht comrent
Inremer: There ez & numbee of hodware implomenetions
of DES pvailable olrexdy ond it i5 fessibie to. implement
tigital signubure dgorithms md nsyrometrie ey eyptopse-
phymhnrdwnmnswe‘ﬂ.lﬂhssnwmmgmmﬂinmn is
chipset, “the cosl of autbenticaon wanld be minimized.
Morenver, hosts thacdo wor wish tn wes mthentication do not
jmve to, Only the ok nameservets zud hosts wishing to e
unthenfirafion serviees need poy ﬁrusmplemmnhmcum
and ovechzad

Although e pevsentinvention hns been fu]ly deseribed in
connection with the prefened emibodimea: thereof with
refevence to the sechrupauying drewings, &t is to be moted ©
thwt vorinus shongas nnd modificalions 2o apparent to thoss
glcitied i the not. Such chonges and mudifesons oo b 25

4 nnd;zmnd u&m within the pcope of the present
. invention os the ol 1niess
| uppended clpims, thay
What is uln.imad im
© 1. A mothod for mnﬁmuqnnmu“
tecelving hogt, suid meliod compeising the steps of
(1) ohiadfiing o networl: midess and o pubfic key af soid .
recaiving oy
{9 utliizing soid public key From enid recelving hosl in ug
S i with » privaie koy fom gaid sruding bost
o ganorale & erypiopmphic siguntors;

{o) bansmiting snid nUpmsmphm sigmtue ntong with

dnmmmngh Firar. submetwordc in atlcusnann;idm:

(d) Jecetving said at ivast e packet sm.d mmxvln" 40

host nnﬂ

(e) soid reneimg Imst ulilizing 2 privita !my “OF smid

Teceiving host pad & publie ke of amd.nngmn!mg hest
. 0 verify snid coyptogmphic Sigontirs,
"+ Z.Themethed recited in clpim ° lwhemmmasymmm 45
glzprithm s peed in gencwme spid eryptographia sxgzmmr:
3, The methodrecticd in ciiim 2 wherein said ssymmeiic
olporithn is oo REA dighsl signamre nlgnn!hm. ’
4. Amethod for muthentication of m arigioting host ot g
rutmvmghnsuunnnduneurmmmm:dmlemnm,md &
method comprising the meps ofs - -
(n) nbatining o aetwork: addeass for said mz:vmg brst;
() ntilizing n privoe kay from aald originating kosl to
gEmEE L. cryptopmphic slgnnm:: .

{¢) irmemitling anid uyph:mphic sigonturs nlung with
deo theaugh o Gral subaztwaork in ut langt one pochar,
- boving o firat pocket sioe;

(d) recaiving smd ol Tensl ane pnnkal. nl spid mcemng

55

hust; and 4

4 -
(=) saifl reseiving hnst pHlizing o pubilc lowy of said

©riginafing hoat io vedfy sald eryplographic signature.
5, "The mathnd meedted in cloim 4 v:hgmln st pooknats are

antheanticnied ot an {nwemedint: router by utiliziog o phblic

kny ©F suid odghating hest o verify anif cryprographic
simzrore,

6. The mathnd recited {a ulmm 4 whersin an usymrnamc
algoxithm is used {o geoemte. gidl cryplopraphic signaturz.,

7, “The method racited In cloim 6 whemnin suid mmymmettic
ulgoxithen jo o RBA digin) sipuoture aipogihm,

L. A mnthod for outhenBieation of an ungmnung host ata
receiving hoaesite pod soe ar more iatrrmedinge xowers, amd
method comprising the staps of;

(=) ohtainizy o uetwod address for said meebving hum;

{65 utilizitp o privete key fromsaid oxiginating host 1o
geneie L oyptopmopite sigautmg

{c) tranzmining anid crypoopmohic Smee xlung with
dar throngh fwn or more soboetwaorks jun at Jeast one
paciet hmng 1 fimsl pocket size, where the pncicel: is

Frapmenkd imin 2 or more packet fragments during, -

l:anslr.imm.smduugmnhng host to said receiving hos

(8) r:::awmg smd 8t Jenst nne pocket oc suid receiviag
‘hosk. ead

{&) said receiving hoe utilizing o public kay of said

oripinating hoacto votify soid eryptogmphic signoaure,

S ‘The method recited in eistm 8 whemin saifl monseditiop

sing s conducted by Gansmiiing o Hrst Engmemted pockat

-oF anid first subpetwosk paglos 1o o first avafiable interme-

dinie touter, md egch subssquant Fugmenmd pockor of sald

iiral. sphnerwerd: poekms foliowing the progross af anid fist

%‘%ﬂ:&l thmnghsn!ﬂ aamdsuhnumnrhh nimin

10, The methnd sacied iv clofm 4, wbamxn mﬂ 1t teost
nepmh:hwingaﬁrslpuimtsiuu&ngmmﬂmd
thernby fovming ol lens] two fropment=d pocksl, soid fme-
smemed packen having o fiest’ Segmented packst which is
icansmitted I & fmt mailable intermedinte mouter in sid

. Frst subnetwork, end ench snbsagquent frogmenied packat
- fullowing the npess of soid Beat fropmenced paciet

through gnit fot mhnetwark in ¢ tmin Bl Mshion. .
¢ 33, The methnd reciied o loim 9 wherein spid: pooket
Frogments are mitheqticated s an jotemmedine router by Sst
pzsembiing seid pocke) frasmras nod theo ulilizing o gublic
=y of said nngmu!.mg fast v:nfy said nrypmmphc
sipmaue.

32, The m:thnd n:mu.ﬂ in claim 11} whercin 5md pnulmt
Eragrmms oo autiwatiared o o jatennedine roler by Gt
mesemtiliog sald padket Impmenats and fhepwidlizing a public
¥ey of and origiantng bogt 1 vurify anitl ciyptopeaphic
signame. |

“I3.The method recited in cloim 1 Wherein smd recoiving
gy, utiliving 2 public key of seid ardpinating hosr, verifies
tnt. anid dota fue: been sent by kxid seading bostby utilizing
said crypogmphic signare,

14, The mathod meited {n glaim 4 wheraln naid-recaiving
host, wditizing 2 public key of sid eriginating hosl, verifics
thinr 20id.datn bue bean -sone by said nngmntmg bost by

. utflizing gold ::ypwgmplﬁn algnnm

NE T TR
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Notice to Counsel/Parties: The CV-71 (JS-44) Civil Cover Sheet and the information contained herein neither replace nor supplement the filing and service of pleadings
or other papers as required by law. This form, approved by the Judicial Conference of the United States in September 1974, is required pursuant to Local Rule 3-1 is not filed
but is used by the Clerk of the Court for the purpose of statistics, venue and initiating the civil docket sheet. (For more detailed instructions. see separate instructions sheet.)

Key to Statistical codes relating to Social Security Cases:

Nature of Suit Code  Abbreviation Substantive Statement of Cause of Action

861 HIA All claims for health insurance benefits (Medicare) under Title 18, Part A, of the Social Security Act, as amended.
Also, include claims by hospitals, skilled nursing facilities. etc., for certification as providers of services under the
program. (42 U.S.C. 1935FF(b))

862 BL All claims for “Black Lung” benefits under Title 4, Part B, of the Federal Coal Mine Health and Safety Act of 1969.
(30 U.S.C. 923)

863 DIWC All claims filed by insured workers for disability insurance benefits under Title 2 of the Social Security Act, as
amended; plus all claims filed for child’s insurance benefits based on disability. (42 U.S.C. 405(g))

863 DIWW All claims filed for widows or widowers insurance benefits based on disability under Title 2 of the Social Security
Act, as amended. (42 U.S.C. 405(g))

864 SSID All claims for supplemental security income payments based upon disability filed under Title 16 of the Social Security
Act, as amended.

865 RSI All claims for retirement (old age) and survivors benefits under Title 2 of the Social Security Act, as amended. (42
U.S.C.(g)

CV-71 (05/08) CIVIL COVER SHEET Page 2 of 2
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ATTACHMENT A

8:08-cv-00718-DOC-RNB
8:08-cv-00776-JVS-RNB
2:09-cv-03767-JVS-RNB
2:09-cv-03764-JVS-RNB
2:09-¢cv-03760-JVS-RNB
8:09-cv-00206-JVS-RNB
8:08-cv-00776-JVS-RNB
8:08-cv-00779-JVS-RNB
8:08-cv-00775-JVS-RNB
8:09-cv-00197-JVS-RNB
2:08-cv-06429-SJO-AJW
8:08-cv-00778-JVS-RNB
8:08-cv-00779-JVS-RNB
8:08-cv-00775-JVS-RNB
8:08-cv-00718-DOC-RNB
8:08-cv-00777-JVS-MLG
8:09-cv-00376-JVS-RNB
8:09-cv-00196-AG-RNB
8:09-cv-00374-GW-PJW
8:09-cv-00375-JVS-RNB
8:09-cv-00206-JVS-RNB
8:09-cv-00197-JVS-RNB
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY

This case has been assigned to District Judge Andrew Guilford and the assigned
discovery Magistrate Judge is Marc Goldman.

The case number on all documents filed with the Court should read as follows:

SACV09- 1029 AG (MLGx)

Pursuant to General Order 05-07 of the United States District Court for the Central
District of California, the Magistrate Judge has been designated to hear discovery related
motions.

All discovery related motions should be noticed on the calendar of the Magistrate Judge

NOTICE TO COUNSEL

A copy of this notice must be served with the summons and complaint on all defendants (if a removal action is
filed, a copy of this notice must be served on all plaintiffs).

Subsequent documents must be filed at the following location:

Western Division [X] Southern Division Eastern Division
312 N. Spring St., Rm. G-8 411 West Fourth St., Rm. 1-053 3470 Twelfth St., Rm. 134
Los Angeles, CA 90012 Santa Ana, CA 92701-4516 Riverside, CA 92501

Failure to file at the proper location will result in your documents being returned to you.

CVv-18 (03/06) NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY



Case 8:09-cv-01029-JVS-RNB Document 1  Filed 09/04/09 Page 60 of 60 Page ID #:60

Nate L. Dilger (196203)
Peter R. Afrasiabi (193336)
One LLP

535 Anton Blvd., Suite 850
714-434-8750

Fax: 714-434-8756

UNITED STATES DISTRICT COURT
CENTRAL DIS%CT OF CALIFORNIA

@B CASE NUMBER

Network Signatures, Inc.,

PLAINTIFE(S)
V.

Procter & Gamble Company, an Ohio corporation, g

C';‘*’ SUMMONS
N
DEFENDANT(S). @swg\

days after service of this summons on you (not counting the day you received it), you

must serve o Phaintiff an answer to the attached chomplaint ] amended complaint

O counterclaim®g -claim or a motion under Rule 12 of the Federal Rules of Civil Procedure. The answer
or motion must be - on the plaintiff’s attorney, One LLP , whose address is
535 Anton Boulevard, Sifite, 850, Costa Mesa, CA 92626 . If you fail to do so,

for€itered against you for the relief demanded in the complaint. You also must file
your answer or motion with¢hia Coprt.

SR BE T ROLLS ROYCE P
Dated: A By: ’ '.

Deputy Clerk

(Seal of the Court)

[Use 60 days if the defendant is the United States or a United States agency, or is an officer or emplovee of the United States. Allowed
60 davs by Rule 12(a)(3)].

CV-01A (12/07) SUMMONS !



