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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF ILLINOIS
EASTERN DIVISION

DIVINE TECHNOLOGY VENTURES, an 9 o S
Hllinois general partnership, 0 @ 9? ? i 2 3

Plaintiff,

Civil Action No.
V.

.
20

REDENVELOPE, INC., a Delaware Jury Trial Dema;l-‘ci%a oA A7 g

corporation,

Defendant. | ' wgﬂ‘“ IR0 e
te ] u!.;jk.fifj ;{5 &N

COMPLAINT v

Plaintiff divine technology ventures (“divine™) brings this complaint against defendént

RedEnvelope, Inc. (“RedEnvelope”) seeking damages, injunctive relief and other relief :_fOr p§£ent

[N

infringement. ;
Y4

o C.',;

THE PARTIES S

1. divine is an Illinois general partnership with its principal place of business at 1301
North Elston Avenue, Chicago, Illinois.

2. Upon information and belief, RedEnvelope is a Delaware corporation with its
principal place of business at 201 Spear Street, San Francisco, California.

3. Upon information and belief, RedEnvelope sells gifts for various occasions
through catalogs and the Internet. It operates an interactive site on the World Wide Web located
at www.redenvelope.com (“RedEnvelope Site”) through which customers in this District and
clsewhere may order gifts and other products.

4, RedEnvelope conducts continuous and systematic business in Illinois and this

District. For example, it: (a) routinely offers to contract, via the RedEnvelope Site, with persons
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in Iilinois; and (b) promotes its goods and services to, and solicits contact from, persons in
Illinois via the RedEnvelope Site.

5. Upon information and behef, RedEnvelope makes, uses, sells and/or offers for
sale systems and processes to operate its business at the RedEnvelope Site. In general, the
RedEnvelope Site includes a network-based sales system that allows customers to purchase

products over the Internet and a system to control and monitor customer sessions.

JURISDICTION AND VENUE
6. This Court has jurisdiction over divine’s patent infringement claims under 28
U.S.C. § 1331 and 1338(a).
7. This Court has personal jurisdiction over RedEnvelope because it has transacted

and is transacting business in this District, both generally and regarding the allegations in this
Complaint, and because RedEnvelope has committed tortious acts within this District.

8. Venue properly lies in this Court under 28 U.S.C. §§ 1391(b), (c) and 1400(b)
because RedEnvelope is subject to personal jurisdiction and has committed acts of patent
infringement in this District,

COUNT 1

Patent Infringement of U.S. Patent No. 5.715.314 — 35 UU.S.C. § 271

9. divine realleges and incorporates by reference the allegations in Paragraphs 1
through §.

10. On February 3, 1998, United States Letters Patent No. 5,715,314 (*“314 Patent™)
was duly and legally issued for an invention entitled “Network Sales System.” A true and
correct copy of the '314 Patent is attached as PX1.

11.  divine owns all rights, title and interest in and to the '314 Patent.
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12. RedEnvelope has directly infringed the claims of the '314 Patent by making,
using, selling and/or offering to sell its systems and processes to operate the RedEnvelope Site.

13.  divine gave written notice by letter dated July 25, 2002 to RedEnvelope of its
infringement of the '314 Patent.

14.  RedEnvelope will not stop making, using, selling and/or offering for sale its
systems and processes to avoid infringing the '314 Patent.

15. RedEnvelope’s infringement has been deliberate, willful and wanton and with full
knowledge of the '314 Patent.

16. RedEnvelope’s conduct has caused divine to suffer and, unless enjoined by the
Court, will cause divine to continue to suffer damage to its operation, reputation and goodwill.

17. divine has no adequate remedy at law. RedEnvelope’s conduct has caused and, if
not enjoined, will continue to cause irreparable damage to divine. As a result of RedEnvelope’s
wrongful conduct, divine is entitled to injunctive relief.

COUNT II
Patent Infringement of U.S. Patent No. 5,909,492 — 35 U.S.C. § 271

18.  divine realleges and incorporates by reference the allegations in Paragraphs 1
through 17.

19. On June 1, 1999, United States Letters Patent No. 5,909,492 (‘“492 Patent”) was
duly and legally issued for an invention entitled “Network Sales System.” A true and correct
copy of the '492 Patent is attached as PX2.

20. divine owns all rights, title and interest in and to the '492 Patent.

21. RedEnvelope has directly infringed the claims of the '492 Patent by making,

using, selling and/or offering to sell its systems and processes to operate the RedEnvelope Site.
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22.  divine gave written notice by letter dated August 29, 2002 to RedEnvelope of its
infringement of the '492 Patent.

23. RedEnvelope will not stop making, using, selling and/or offering for sale its
systems and processes to avoid infringing the '492 Patent.

24, RedEnvelope’s infringement has been deliberate, willful and wanton and with full
knowledge of the '492 Patent.

25.  RedEnvelope’s conduct has caused divine to suffer and, unless enjoined by the
Court, will cause divine to continue to suffer damage to its operation, reputation and goodwill.

26.  divine has no adequate remedy at law. RedEnvelope’s conduct has caused and, if
not enjoined, will continue to cause irreparable damage to divine. As a result of RedEnvelope’s
wrongful conduct, divine is entitled to injunctive relief.

COUNT III

Patent Infringement of U.S. Patent No. 5,708,780 — 35 U.S.C. § 271

27.  divine realleges and incorporates by reference the allegations in Paragraphs 1
through 26.

28, On January 13, 1998, United States Letters Patent No. 5,708,780 (*780 Patent™)
was duly and legally issued for an invention entitled “Internet Server Access Control and
Monitoring Systems.” A true and correct copy of the ‘780 Patent is attached as PX3.

29. divine owns all rights, title and interest in and to the '780 Patent.

30. RedEnvelope has directly infringed the claims of the '780 Patent by making,
using, selling and/or offering to sell its systems and processes to operate the RedEnvelope Site.

31, divine gave written notice by letter dated July 25, 2002 to RedEnvelope of its

infringement of the '780 Patent.
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32, RedEnvelope will not stop making, using, selling and/or offering for sale its
systems and processes to avoid infringing the 780 Patent.
33. 24, RedEnvelope’s infringement has been deliberate, willful and wanton and
with full knowledge of the '780 Patent.
34.  RedEnvelope’s conduct has caused divine to suffer and, unless enjoined by the
Court, will cause divine to continue to suffer damage to its operation, reputation and goodwill.
35.  divine has no adequate remedy at law. RedEnvelope’s conduct has caused and, if
not enjoined, will continue to cause irreparable damage to divine. As a result of RedEnvelope’s
wrongful conduct, divine is entitled to injunctive relief.
RELIEF REQUESTED
WHEREFORE, divine requests that the Court enter a judgment in divine’s favor and
against RedEnvelope and provide divine the following relief:
A. Order, adjudge and decree that RedEnvelope has infringed the '314 Patent in
violation of 35 U.S.C. § 271;
B. Order, adjudge and decree that RedEnvelope willfully and knowingly infringed
the 314 Patent;
C. Order, adjudge and decree that RedEnvelope’s infringement of the '314 Patent is
exceptional under 35 U.S.C. § 285;
D. Order, adjudge and decree that RedEnvelope has infringed the '492 Patent in
violation of 35 U.S.C. § 271,
E. Order, adjudge and decree that RedEnvelope willfully and knowingly infringed

the '492 Patent;
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F. Order, adjudge and decree that RedEnvelope’s infringement of the '492 Patent is
exceptional under 35 U.S.C. § 285;

G. Order, adjudge and decree that RedEnvelope has infringed the '780 Patent in
violation of 35 U.S.C. § 271;

H. Order, adjudge and decree that RedEnvelope willfully and knowingly infringed
the '780 Patent;

L Order, adjudge and decree that RedEnvelope’s infringement of the '780 Patent is
exceptional under 35 U.S.C. § 285;

T Issue preliminary and permanent injunctive relief prohibiting RedEnvelope and its
respective parents, principals, officers, agents, affiliates, servants, attomeys,
employees and all others in privity with it from:

(v infringing the '314 Patent;
(i)  infringing the '492 Patent; and
(ii)  infringing the '780 Patent;

K. Award divine damages for patent infringement including prejudgment interest and
costs against RedEnvelope under 35 U.S.C. § 284;

L. Award divine three times its damages to compensate divine under 35 U.S.C. §
284,

M. Award divine its reasonable attorneys’ fees under 35 U.S.C. § 285; and

N. Award such other and further relief as the Court may deem just.

4786106/0/1 XJCZO0L_ 6



Case: 1:02-cv-07700 Document #: 1 Filed: 10/25/02 Page 7 of 153 PagelD #:7
N N

JURY DEMAND
divine demands trial by jury.

Dated this 25th day of October 2002.
Respectfully submitted,

%MM /%MZZ»,

One of the Attomeys for Plaintiff
divine technology ventures

Michael J. Abernathy

Robert M. Barrett

Lisa A. Carroll

Jason A. Engel

BELL, BOYD & LLOYD LLC
Three First National Plaza

70 West Madison Street, Suite 3300
Chicago, Illinois 60602

(312) 372-1121
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buyer computer 12 merchant computer 14 payment computer 16

24

user requests adventisemeants

26
buyer computer sends
advertising document URL
to merchant computer

28
merchants computer fetches
adventising document from
adventising document data base

30 ~
merchant computer sends
advertising document
to buver computer

32

‘\
|
{ user requests a producq

34

buyer computer sends payment URL A to payment
computer: payment URL A includes product
identifier. domain identifier, pavment amount,
merchant computer identifier, merchant account
identifier. duration time. expiration time, payment
URL authenticator. and a buyer network address

-~ 36
payment compuler verifics
whether payment URL
authenticator was created from
contents of payment URL A
using crvptographic key

e 38
End pavment computer sends document
. 10 buyer computer indicating that OR

access the 1o the network sales
svstem is denied.

FIG. 2A
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buyer computer 12 merchant computer 14 payment computer 16

36

40
f‘
pavment computer checks
whether expiration time

has past

(.41

payment computer sends document
End --#—— to buyer computer indicating that OR
expiration time has past

~ 42
payment computer checks to
see if buyer network address in

payment URL matches buyer's
computer network address

OR

743

payment computer sends
document indicating that
access to network
payment system is dented

End &

FIG. 2B
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buyer computer 12 merchant computer 14 payment computer 16
42

\
r.44

pavment computer sends payment
confirmation document to buver
computer: payment confirmation Vi 58
document inciudes open link (URL C)
and continue link (URL B)

OR 60

e 46 7
user opens new account] | User continues with payment
{user already has an account)

62

buyer computer sends payment URL B to
payment computer; payment URL B is similar td
payment URL A but alse indicates that an
account does exist

buyer computer sends payment URL C to payment
computer: payment URL C is similar 10 payment
URL A but also indicates that an account does noet
yet exist ]
K48 - 30
payment computer creaies
new account document

payment computer sends new account

’ document to buyer computer

FIG. 2C .
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buyer computer 12 merchant computer 14 payment computer 16
43 52 62
¢ J
f54

user eniers new agccount name,
account password credit card
number. security information and
expiration date of credit card and
presses a “submit” button

6

r 5
buyer computer sends new account
information to payment computer

58
payment computer
enters new account
T

64 payment cCOmputer creates
\._| account name and password
66 | request message

(
payment computer sends

aceount name and password
~68 request message 10 buver
computer

user enters account
name and password

70
/'
buyer computer sends account

name and password to payment
computer .

72
~

payment computer verifies whether
uscr name and password are correct

payment compuier sends document to I——4 w

OR
End -e—————< buyer computer indicating that access
to the networks sales system ts dented

FIG. 2D 7
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buyer computer 12 merchant computer 14 payment computer 16
72

\i/
payment computer determines
whether additional secunty is
warranted. based on. e.g. whether
the payvment amount exceeds a
threshold
’ OR|
77 if additional

K 75 security is

user enters security \_| warranted. payment
computer creates a

73

information
challenge form
document and sends
it to buyer computer
buyer computer sends / 79 /- 81

security information to

payment computer payment computer

determines whether
security information is
correct

(- 83
payment computer
sends document to
buyer computer OR
End & indicating that access
to the nerwork saies
system is denied

82 82

FIG. 2E
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the payment URL

payment computer checks
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82 determine if user has

— unexpired access to the
domain identifier contzined in
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payment computer sends to buyer
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purchased access
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payment computer calculates an
actual payment amount that may
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76

FIG. 2F

76



Case: 1:02-cv-07700 Document #: 1 Filed: 10/25/02 Page 18 of 153 PagelD #:18

N P

U.S. Patent Feb. 3, 1998 Sheet 8 of 25 5,715,314

buyer computer 12 merchant computer 14 payment computer 16
32.87

| Y

payment computer
76 verifies whether user

\<| account has sutficient
funds or credit

78

-

pavment computer sends documnent 10 OR
End  <—— buyer computer indicating that user
account does not have sufficient funds

payment computer creates
access URL which includes
merchant computer identifier.
80 domain identifier. product
- | identifier. end of duration
time, buyer network address.
and access URL authenticator

88 payment computer records product identifier . domain,
N user account, merchant account. end of duration time.
and actual pavment amount in settlement database

r90

payment computer sends redirect to
’ access URL to buyer computer

FIG. 2G
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File  Qptions  Navigate  Annotate Help
Document Tma:[ Mead Data Central: Internat Information J §
Document URL: rhttp: / /www,cpenmarketcon/denc/ris/mall/ne j
| &)
Mead Data Central: Internet Information
November 28, 1993
ILCs debut on the Internet: Library of Congress catalog On the —l
Text of Abstract
of Article
VERCNICA: A GOPHER NAVIGATIONAL TOOL ON THE
INTERNET
October, 1993
7]
Dats transfer complete:
[Back](Forward] (Homel [Reload){Open.J{Save As.][Cicne] flow_Window] [Close_Window]
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File  Qptions  Navigate  Annolale Help

Document Tltle:{ Open Market Payment

Document URL: Lhttpt / Ipayment . openmarket . com/ban/nph-paymant ] S
D)

QOpen Market Payment

You have selacted an item that requires payment
Marchant:Test Merchant
Description:Mead Data Central Article
Amount:2,.85(US currency)
If you havs an Open Market accoupt click op “continue® beiow and you will be promptad for

your account name and pasaword., If you do not hava an acesunt, you can establish ans
on~line and return to this page to ¢ontinus ysur purchass.

an account on-line ™|
with payment transaction.

NOTE:For demonstrations use the account name testusar@opsnmarket.comwith
the password testuser.

Open Market, Inc.

Data transfer compiete:

ISlve As_]{Clone] [New _Window](Ciose_Window]
FIG. 6
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Help
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Documeant URL;[ http://payrent.cpenmarket.com/servica/destabli. §
Ja

Card Nunber: rﬁ 4]
Expiration Date: ::] (format MM/YY)

Check the appropriate boxes:
{JI am the owner of the above credit card.

[JThe above address is also the billing addregsz for this credit card.

Your OpenMarket account statement is available on-line.At your option you may a

copy of your statement automatically sent toyour e-mai]l addressat weeklyor monthly
intervals. Pleasa choods a statement option.

Owgexly statements () Monthly statements ¢ No e-mail statemants ——

Account name and password

Please chooce an adcount name and password for your OpenMarket account. We
suggest using an account name that is unigue and eaay to resembar such as your
e-mail address. Your passwerd should be § characters or longer.

Account Name

Password

<

[Back][Forwardl{Home] (Relcad] PpenJSave As_J[Clonel [New Window] [Close Window]

FIG. 7
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File  Options  Navigate  Annotate Help

Document Tllle:i Open Market Payment

Dacument URL:l http://payment.openmarket.com/ben/nph-payment ] §
L

Open Market Payment

You have selmcted an item that you have purchased recantly.
Merchant: Test Merchant
Desoription: Maead Data Central Article
Amount: 2.85(US currency}

This could happen because you would like to buy the itew again or it may have nappened
by accident.

You can:

¢ Go directly to the previous item
¢ Go ahead and buy the item again

open Market, Inc.

|Back1|Forward!|Eomai|Save As..][New Window] [Close_Window]
FIG. 9
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File  QOptions  Navigate  Annotate Help

Document TIUG:[ Smart Statament for Test User 1 §

Document URL: bttp: / /payment. opennarket.con/in/nph-statene |

Informatioh about the item.
Transactions in Qctober 1994

Mon QOct 3 Test Merchant Dilbert subscription 20 seconds amount $0.10
Tue Oct 4 Test Merchant Mead Data Central Article amount $2.95

Tue Oct 4 Test Merochant Mead Data Central Article amount $2.95

Tua Oct 4 Test Marchant Mead Data Central Article amount $2,95

Tue Oct 4 Teat Merchant H.Y. Times Article amount $50.50

Tue Oct 4 Teat Kerchant Mead Data Central Article amount $2.95%

Wed Cct 5 Tesat Merchant Mead Data Central Article amount $2.95

Wed Oct 5 Test Merchant Mead Data Cantral Article amount $2.95%

Wed Oct 5 Test Herchant Mead Data Central Article amount $2,95

Wed Oct 5 Test Kerchant Mead Data Caentral Article amount $2.95

Wed Oct 5 Test Merchant Mead Data Central Article amount $2.95 —
Wed Oct 5 Test Merchant Mead Data Central Article amount $2.%5

Waed Oct S5 Test Merchant Mead Data Central Article amount $2.95

Your total is 33.05.

Previous Statemaents

» Septanber 1994
& August 1994

Return to your Newest Statement

Feedback

You can send us comments and suggestions here.

<

[Open..{@v. As..Jti_aw Window] [Close Window]
FIG. 11
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File  Options  Navigate  Annotate Heilp

Document Titie:| smart Statement betail | S

Document URL: [ http://payment.openmarket.com/€c6321154cca021

>

Smart Statement Detail

This Lls tha detailed information about a particular transaction from your Smart Statemsnt

Transaction Information

url: htep://wuww, opanmarket.con/dencs/augls/nall/wead-fingerprint/mkarticle.cgo
transaction_leog_id; %0254.0

currency; US

transaction_date: 781177633

initiator: 1.0

expiration: 2592000

description: Mead Data Central Article
amount: 2.9%

beaneficiary: 3.0

ip_address: 199,170.183.13
transaction_type.p

domain: mead.internet-1

Merchant Information

telsaphong: 637-621~9501

address_1: Opan Markat, Inc.
address_2: 215 First Street

fax: 617-621-1702

address_3: Cambridge, MA

email: testmerchantfopenmarket.com
principal_name: Test Merchant

q

(Back] [Forward){Home] [Réload] (Cpén..J[Save "As_][Cione}[New Window] [Close_Window]
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File  QOptions  Navigate  Annolate Help
Document Title:] smart Statement bDetail

Document URL: lhttp:,f/pnywnnt.opemrkot.con/@c632£1540c8021 I 5

[ iy

url: http://wwe.openmarket.con/deros/augls/nall /mead-fingerprint/mkarticle.cgo
cransaction_log_id: 50254.0

curreney: US

transaction_dace: 781377633

initiator: 1.0

expiration: 2592000

desoription: Mead Data Central Articie

amount: 2.9%

bepaficiary: 3.0 -
ip_address: 199.170.183.13
trangsaction_typa.p

domain: mead.internet-1l

Merchant Information

telephong: &17-621-9501

address_1: Open Market, Iinc.
addreas_2: 215 First Street

fax: 617-621-1703

address_3: Cambridge, MA

enail: testmerchantéopenmarket.com
principal_name: Tegt Marchant
hore_urlk:

country: UsS

postal_coda: 02142

Feedback

You can send us comments and suggestions here.

{Back|[Eerward}[Homal [Reload] [Open. JiSave As..j[New Windowl| [Close_Window]
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Help
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Documant URL:l http://payment.opennarket.con/ben/feedback.cg

)

please include your e-mail address.

Or if you prefer, you can send your comments via electronic mail to
fesdback@openmarket.com or via FAX to+1.617.621.1703. If you would like a reply

>

Your Open Market accound name {(optional):

L

Your E-mail address (optional}:

I

Subject:

[

Your comments:

I

T

<

1D

[ subuit Feedback |

[Back!!ForwardllHomejIﬁeloadl[ﬁpen..lISava As..][Cicne] New Wmdow] [Close Windaow]
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NETWORK SALES SYSTEM

REFERENCES TO APPENDICES

Miaofiche appendices A-G. 4 sheets of 192 images tofal.
are being submitted with the present application.

A claim of copyright is hereby made by Open Market,
Incorporated with respect to the software code contained in
the microfiche appendices. as of the date of first issuance of
a U.S. patent based ot this application. The copyright owaer
has no objection to the facsimile reproduction by anyone of
the microfiche appendices as they appear in the Patent and
Trademark office patent fife or records, but reserves all other
copyright rights whatsoever.

This invention reiates io user-interactive network sales
systems for implementing an open marketptace for goods or
services over computer networks such as the loternet.

U.S. pateat application Ser. No. 08/168.519. filed Dec. 16,
1993 by David K Gifford and entitled “Digital Active
Advertising.” the entire disclosure of which is hereby incor-
porated herein in its entirety by reference. npow abandoned,
describes a network sales system that includes a plurality of
buyer computers, a plurality of merchant computers. and a
payment compuler. A user at a buyer computer asks to have
advertisements displayed, and the buyer computer requests
advertisements from a merchant computer. which sends the
advertisements to the buyer computer. The user then
requests purchase of an advertised product. and the buyer
computer sends a purchase message to the merchant com-
puter. The merchant computer constructs a payment order
that it sends to the payment coroputer. which authorizes the
purchase and sends an authorization message to the mer-
charnt computer. When the merchant computer receives the
authorization message it sends the product to the buyer
computer-

The above-mentioned patent application also describes an
atternative jmplementation of the network sales system in
which, when the user requests purchase of an advertised
product. the buyer computer sends a payment order directly
to the payment computer, which sends an authorization
message back to the buyer computer that includes an
unforgeable certificate that the payment ordes is valid. The
buyer computer then constucts a purchase message that
includes the unforgeable certificate and sends it to the
merchant computer. When the merchant computer receives
the purchase request it sends the product to the buyer
compuler. based upoa the pre-authorized payment order.

SUMMARY OF THE INVENTION

In one aspect. the invention provides a network-based
sales system that includes at least onc buyer computer for
operation by a user desiring to buy a product, at least one
merchant computer. and at least one payment computer. The
buyer computer. the merchant computer. and the payment
computer are interconnected by a computer network. The
buyer computer is programmed to receive a user request for
purchasing a product. and to cause a payment message to be
sent to the payment computer that comprises a product
identifier identifying the product. The payment computer is
programmed to receive the payment message. to cause an
access message to be created that comprises the product
identifier and an access messape autheaticator based on a
cryptographic key. and to cause the access message to be
sent to the merchant computer. The merchant computer is
programmed to receive the access message, to verify the
access message authenticator to ensure that the access
message authenticator was created using the cryptographic

i0

15

35

45

55

65

2

key. and to cause the product to be seat to the user desiring
to buy the product

The invention provides a simple design architecture for
the network sales system that allows the merchant computer
to respond to payment orders from the buyer computer
without the merchant computer having o communpicate
directly with the payment computer to ensure that the user
s authorized to purchase the product and without the
merchant computer having to store information in a database
regarding which buyers are authorized to purchase which
products. Rather. when the merchant cormputer receives an
access message from the buyer computer ideatifying a
product to be purchased. the merchant computer oeed only
check the access message to ensure that it was created by the
payment computer (thereby establishing for the merchant
computer that the buyer is authorized to purchase the
product), and then the merchant computer cap cause the
product to be sent to the buyer computer who has been
authorized to purchase the product.

In another aspect. the invention features a network-based
sales system that includes at least one buyer computer for
operation by a user desiring 1o buy products. at least one
shopping cart computer. and a shopping cart database con-
nected 1o the shopping cart computer. The buyer compiter
and the shopping cart computer are interconnected by a
computer network. The buyer computer is programmed to
receive a plurality of requests from a user to add a plurality
of respective products to a shopping cart in the shopping cart
database, and, in response 1o the requests to add the
products, to send a plurality of respective shopping cant
messages to the shopping cart computer each of which
includes a product identifier ideutifying one of the plurality
of products. The shopping cart computer is programmed to
receive the plurality of shopping cart messages. (o modify
the shopping cart in the shopping cart database to reflect the
plurality of requests to add the plurality of products to the
shopping cart. and to cause a payment message associaled
with the shopping cart to be created. The buyer computer is
programmed to receive & request from the user to purchase
the plurality of producis added to the shopping cart and to
causc the payment message to be activated to initiate 2
payment transaction for the plurality of products added to
the shopping cart.

I another aspect, the invention features a network-based
link message system that inciudes at least one client comn-
puter for operation by a client user and at Icast onc server
computer for operation by a server user. The client computer
and the server computer are interconnected by a computer
retwork. The client computer is programmed to send an
initial Bnk message to the server computer. The server
computer is programmed to reesive the initial lok message
from the client computer and to create, based on information
contaiped in the initial link message. a session link message
that encodes a state of interaction between the client com-
puter and the server computer. The session link message
includes a session link authenticator. computed by a ayp-
tographic function of the session link contents. for authen-
ticating the session link message. The server computer is
programmed to cause the session link message to be sent to
the client computer. The client computer is programmed to
causc the session link message to be sent to a computer in
the network that is programmed to authenticate the session
link message by examining the session link authenticator
and that is programmed to respond to the session link
message based on the state of the interaction between the
client computer and the server computer.

In another aspect. the invention features a network-based
sales system that includes a merchant database having a
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plurality of digital advertisements and a plurality of respec-
tive preduct fulfillment items, at least one (reation computer
for creating the merchant database. and at least one merchant
computer for causing the digital advertisements te be trans-
mitted o a user and for causing advertised products to be
transmitted to the user. The creation computer and the
merchant computer are interconnected by a computer net-
work. ‘The creation computer is programimed to areate the
merchant database. and to transmit the digital advertise-
ments and the product fulfiliment items to the merchant
computer. The merchant computer is programmed to receive
the digital advertisements and product fulfillment iterns. to
receive a request for a digital advertisement from a user. to
cause the digital advertiscment to be sent 1o the user. 0
receive from the user an access message identifying an
advertised product. apd 1o cause the product to be sent to the
user in accordapce with a product fulfillment item corre-
spoading to the product.

In another aspect. the invention features a hypertext
statement system that includes a clicnt computer for opera-
tion by a client user and one or more server computers for
operation by a server user. The client computer and the
server computers are interconnected by 8 computer network.
At least ope of the server compulers is programmed to
record purchase wansaction records in a database. Each of
the purchas¢ transaction records includes 2 product descrip-
tion. The server computer is programmed [o transmit a
statement document that includes the purchase transaction
records to the client computer. The clicnt computer is
programmed to display the product descriptions. to receive
a request from the client user to dispiay 2 product corre-
sponding to a product description displayed by the client
coraputer. and to cause a product hypertext link derived from
a purchase transaction record to be activated. At least one of
the server computers is programmed to respond to activation
of the product hypertext link by causing the product to be
sent to the client computer,

In another aspect. the invention featres a nerwork pay-
ment system that includes at least one buyer computer for
operation by a user desiring to buy a product and at least one
payment computer for processing payment messages from
the buyer computer. The buyer computer and the payment
computer are interconnected by a computer network. The
buyer computer is programmed to ¢ause a payment message
t0 be seat to the payment computer. The payment rucssage
includes a product identifier identifying the product that the
user desires 10 buy. The paymeent computer is programmed
10 receive the payment message, to Causc an access message
to be created to enable the user to access the product, and to
record a purchase transaction record in the scttlement data-
base. The buyer computer is programmed to cause a request
for purchase transaction records to be sent to the payment
computer. The payment computer is programmed to receive
the request for purchase transaction records and to cause a
document derived from the purchase transaction records to
be sem to the buyer computer.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a network sales system in
accordance with the present invention.

FIG. 2 (2-A through 2-1) is a flowchart diagram illustrat-
ing the operation of a purchase transactjon in the network
sales system of FIG. 1.

FIG. 3 (3-A through 3-B) is a flowchart diagram ilius-
trating the use of a shopping cart for the purchase of
products in connection with the actwork sales system of
FIG. L

20

5

4%

63

4

FIG. 4 (4-A through 4-C) is a flowchart diagram illus-
gating the operation of a smart statemnent in the petwork
sales system of FIG. 1.

FIG. § is a screen snapshot of an advertising document
that the merchant computer sends to the buyer computer in
FIG. 2.

FIG. 6 is a screen spapshot of a confirmation document
that the payment computer sends to the buyer computer in
FIG. 2

FIG. 7 is a screcn snapshot of a aew account document
that the payment computer sends to the buyer computer in
FIG. 2.

FIG. 8 is a screen snapshot of an account name prompt
that the buyer computer creates in FIG. 2.

FIG. ¢ is a screen spapshot of a document that the
payment computer sends to the buyer computer io FIG. 2
and that provides an option either to repurchase or to use a
previously purchased access.

FI1G. 10 is a screen saapshiot of a fulfillment document that
the merchant computer sends to the buyer computer in FIG.
2.

FIG. 11 is a screen shapshot of a smart statement docu-
ment that the payment computer sends to the buyer com-
puter in FIG. 4.

FIGS. 12 and 13 arc screen snapshots of a transaction
detail document that the payment computer sends to the
buyer computer in FIG. 4.

FIG. 14 is a screen snapshot of a custotner service form
that the payment computer sends to the buyer computer in
FIG. 4.

DETAILED DESCRIFTION

With refereace to FIG. 1. a network sales system in
accordance with the present invention includes a buyer
computer 12 operated by a user desiring to buy a product, a
merchant computer 14, which may be operated by a mer-
chant willing to sell products to the buyer or by a manager
of the nstwork sales systcr 4 payment computer 16 typi-
cally operated by a2 manager of the network sales system,
and a creation computer 20 typically operated by the tner-
chant. The buyer, merchant, payment. and creation cornput-
ers are all inter-conrecied by a cornputer network 10 such as
the Internet.

Creation computer 20 is programmed to build a “store” of
products for the merchant, A printout of a computer program
for use in creating such a “store” in accordance with the
present invention is provided as Appendix F.

The products advertised by merchant computer 14 may
be. for exarple, ncwspaper or newsletler articles available
for purchase by buyers, Creation computer 20 creates a
digital advertiscment databasc 18 that stores advertising
documents (which may for example be in the form of
sumrnaries of newspaper or newsletter articles, accorapanied
by prices) and product fulfillroent items (which may be the
products themselves if the products can be transmitted over
the network, of which may be hard goods identifiers if the
products are hard goods. i.e.. durable preducts as opposed to
information products). Creation computer 20 transmits con-
tents of the advertising document database 18 to merchant
computer 14 to enable the merchant computer to cause
advertisements and products 1o be sent 1o buyers. Merchant
computer 14 maintains advertising documents locally io
advertising document database 15. In an alternative
embodiment. the creation computer does not have a local
digital advertisement database, but instead updates a remote
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advertising documen? database on a merchant computer.
These updates can be accomplished using HTML forms or
other remote database technologies as is understood by
practitioners of the art.

Payment computer 16 has access to a settlement database
22 in which payment computer 16 can record details of
purchase transactions. The products may be organized into
various “domains™ of preducts. and payment computer 16
can access scttlement database 22 to record and retrieve
records of purchases of products falling within the various
domnains. Payment computer 16 also has access to a shop-
ping cart database 21 in which a “shopping cart” of products
that a user wishes to purchase can be maintained as the user
shops prior to actual purchase of the contents of the shop-
ping cart.

With reference to FIG. 2. a purchase transaction begins
whea a user at buyer computer 12 requests advertisernents
(step 24) and buyer computer 12 accordingly sends an
advertising document URL (universal resource focator) to
merchant computer 14 (step 26). The merchant computer
fetches an advertising document from the advertising docu-
ment database (step 28) and sends it to the buyer computer
(step 30). An example of an advertising document is shown
in FIG. 5. Details of URLs and how they are used are found
in the microfiche Appendix G,

The user browses through the advertising docurment and
eventually requests a product (step 32). This results in the
buyer computer sending payment URL A to the payinent
computer (step 34). Payment URL A includes a product
identifier that represents the product the user wishes to buy,
a domain identifier that represents a domain of products to
which the desired product betongs. a payment amount that
represents the price of the product. a merchant computer
identifier that represents merchant computer 14, a merchant
account identifier that represents the particular merchant
account to be credited with the payment amount. a duration
timne that represents the iength of time for which access to
the product is 1o be granted to the user after completion of
the purchase transaction. an expiration time that represents
a deadline beyond which this particular payment URL
cannot be used, a buyer network address. and a payment
URL authenticator that is a digital signature based on a
cryptographic key. The payment URL authenticator is a hash
of other information in the payment URL. the hash being
defined by a key shared by the merchant and the operator of
the payment computer.

In an alterpative embodiment. step 34 cousists of the
buyer computer sending a purchase product message to the
merchant computer, and the merchant computer provides
payment VRL A to the buyer computer in response to the
purchase product message. In this alternative cmbodimeant,
paynent URL A oontains the same conteats as above. The
buyer computer ther sends the payment URL A it has
received from the merchaat computer to the payment com-
puter.

When the payment computer receives the payment URL
it vezifies whether the payment URL authenticator was
created from the contents of the payment URL using the
cryptographic key (step 36). If oot. the payment computer
sends a document to the buyer computer indicating that
access to the nctwork sales system is denicd (step 38).
Otherwise, the payment computer determines whether the
expiration time has past (step 40). If it has, the payment
computer sends a document to the buyer computer indicat-
ing that the time has expired (step 41). Otherwise. the
payment computer checks the buyer computer network
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address to see if it matches the one specified in the payment
URL (step 42). If it does not match. the payment computer
sends a document to the buyer computer indicating that
access to the network payment system is denied (step 43).
Otherwise, the payment computer sends a payment confir-
mation document to the buyer computer, the payment coo-
firmation document including an “open” link and z “con-
tinue™ link (step 44).

Axn example of a confirmation document is shown in FIG.
6. The confinnation document asks the user to click oo a
“continue” button if the user already bas an account with the
payment computer. or to click on an “‘open” button if the
user does not already have ap account and wishes to open
oae.

I the user clicks on the “open” button (step 46), the buyer
computer sends payment URL. C to the payment computer
(step 48). payment URL C being simiiar to payment URL A
but also indicating that the user does not yet have an account.
The payment computer creates a new account document
(step 50) and sends it to the buyer computer (step 52). An
example of a new account docurmnent is shown in FIG. 7.
When the user receives the new account document he caters
the new account name, an account password. a credit card
number, the credit card expiration date. and security infor-
mation such as the maiden name of the user’s mother (step
54). and presses a “submit” button (not shown in FIG. 7).
The buyer computer sends the new account information to
the payment computer {step 56). which enters the new
account in the scttlement databasc (step 58).

If the user clicks on the “continuc™ button (step 60). the
buyer computer sends payment URL B to the payment
computes {step 62). payment URL B being similar to pay-
ment URL A but also indicating that the user already has an
account, The payment computer thea instructs the buyer
compuier to provide the account name and password (steps
64 and 66), and the buyer computer prompts the user for this
information by creating an account name prompt (example
shown in FIG. 8) and a similar password prompt. The user
enters the information (step 68) and the buyer computer
sends the account pame and password to the payment
computer (step 7¢).

The payment computer verifies whether the user name
and password are carect (step 72). If they are not correct,
the payment computer sends a document to the buyer
computer indicating that access to the network sales system
is denied (step 74). Otherwise, the payment computer deter-
mines whether additional security is warranted, based on,
€.g.. whether the paymeant amount exceeds a threshold (step
73). If additional security is warranted. the payment com-
puter creates a challenge form document and sends it to the
buyer computer (step 75). The user enters the security
information (step 77). the buyer computer sends the security
information to the payment computer (step 79). and the
payment computer determines whether the security infor-
mation is comrect (step 81). If it is not correct. the payment
computer sepds a document to the buyer computer indicat-
ing that access to the network sales systera is denied (step
83).

If the security information is correct, or if additional
security was not warranted, the payment computer checks
the settlement database to determine whether the user has
unexpired access to the domain identifier contained in the
payment URL (step 82). If so, the payment computer scnds
to the buyer computer a document providing an option either
to repurchase of to use the previously purchased access (step
84), An example of such a document is shown in FIG. 9. The
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user can respond to the recent purchase guery document by
choosing 1o access the previously purchased docurent (step
85) or to go ahead and buy the currently selected product
(step 86).

If the user chooses to access the previousty purchased
document. the buyer computer skips to step 92 (sec below).
If the user chooses 1o buy the currently selected product. the
payment compules calcufates an actual payment amount that
may differ from the payment amount contained in the
payment URL (siep 87). For example. the purchase of
product in a certain domain may eatitle the user 16 access
other products in the domain for free or for a reduced price
for a given period of time.

The payment compiter then verifies whether the user
account has sufficient funds or credit (step 76). If not. the
payment computer sends a document to the buyer cofmputer
indicating that the user account has insufficient funds (step
78). Otherwise. the payment computer creales att acCCss
URL (step 80) that includes a merchant computer identifier.
# domain identifier. a product identifier. an indication of the
end of the duration time for which access to the produet is
to be granted. the buyer network address. and an access URL
authenticator that is a digital signature based on a aypto-
graphic key. The access URL authenticator is & hash of other
information in the access URL. the hash being defined by a
key shared by the merchant and the operator of the payrent
computer. The payment cormputer then records the product
identifier. the domain, the user account. the merchant
account, the end of duration time. and the acwial paymeat
amount in the settiement database (step 88).

The payment computer then sends a redirect to access
URL to the buyer computer (step 949). which sends the access
URL to thc merchant computer (step 92). The merchant
computer verifies whether the access URL authenticator was
created from the coments of the access URL using the
eryptographic key (step 94). If not. the merchant computer
sends a docurment to the buyer computer indicating that
access to the product is denied (step 96).

Otherwise. the merchant compiner verifies whether the
duration time for access to the product has expired (step 98).
This is done because the buyer computer can request access
1o a purchased product repeatedly. If the duration dme has
expired. the merchant computer sends a document to the
buyer computer indicating that the time has cxpired (step
100). Otherwise the merchant computer verifies that the
buyer computer network address is the same as the buyer
petwork address in the access URL (step 101). and if so,
sends a futfiliment document to the buyer computer (step
102), which is displayed by the buyer computer (step 104).
An example of a fulfiilment document is shown in FIG. 10.
Otherwise. the meschant computer sends a document (o the
buyer computer indicating that access is not allowed (step
103).

With reference now to FIG. 3. when the merchant com-
puter sends the advertising documert to the buyer computer,
the user may request that a product be added 1o a shopping
cart in the shopping cart database rather than request that the
product be purchased immediately. The buyer computer
sends a shopping cart URL to the payment computer (step
108). the shopping cart URL including a product identifier.
a domain identifier, a payment amount, 2 merchant colmputer
idantifier. 2 merchant account identifier, a duration time, an
expiration time. and a shopping cart URL authenticator that
is a digital signature based or a cryptographic key. The
shopping cart URL authenticator is a hash of other infor-
mation in the shopping cart URL. the hash being defiped by
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a key shared by the merchant and the operator of the
payment coroputer.

The payment computer verifies whether the shopping cart
URL authenticator was created from the contents of the
shopping cart URL using a cryptographic key (step 110). If
not. the paytment computer sends a document to the buyer
cornputer indicating that access to the network sales system
is denied (step 112). Otherwise, before any modification to
a user’s shapping cart is allowed. user authentication is
performed (step 113) in a manper analogous to steps 40-81.
Once the user is authenticated. the payment computer cre-
ates or updates a payment URL for the shopping cart (step
114).

The user then cither requests more advertisements (step
24 in FIG. 2) and possibly adds another product to the
shopping cart. requests display of the shopping cart (step
116). or requests purchase of the entire contents of the
shopping cart (step 124). If the user requests display of the
shopping cart (step 116), the buyer coraputcr sends a fetch
shopping cart request to the payment computer (step 118).
and the payment computer and buyer computer (step 119)
perform steps analogous to steps 64-81. The payment com-
puter returns the contents of the shopping cart (0 the buyer
computer (step 120). which displays the contents of the
shopping cart {step 122). If the user requests that the entire
contents of the shopping cart be purchased (step 124) the
buyer computer causes the payment URL for the shopping
cart to be activated (step 126) and the payment URL is
processed in a manmer apalogous fo the processing of
payment URLs for individual products (beginning with step
36 in FIG. 2).

With reference now to FIG. 4. a user can request display
of a “smart staterment” that lists purchase transactions for a
given month (step 128). When the buyer computer receives
such a request, it sends a smart statement URL to the
payment computer (step 130).

When the payment computer receives the smart staternent
URL. it verifies whether the smari staterent URL authen-
ticator was created from the contents of the smart statement
URL using a cryptographic key (step 132). If not. the
payment computer sends a document 1o the buyer computer
indicating that access is denied (step 134). Otherwise. the
payraent computer checks to determine whether the buyer
petwork address in the smart staternent URL matches the
buyer computer’s actual network address (step 136). If not.
the payment computer sends a documcnt to the buyer
computer indicating that aceess is denied (step 138). Oth-
erwise (step 140). the payment computer and buyer com-
puter perform a set of steps analogous to steps 6481 in FIG.
2 (payment computer requests account name and password.
user provides the requested information, and payment com-
puter verifies the information).

In an aliernative embodiment steps 132-138 are omitted.

After verification of account information is complete. the
paymeat computer retricves the requested settlement data
from the settlement database. creates a smart statement
document for the buyer. and sends the smart statemecnt
document to the buyer computer (step 142). An example of
a smart statement document is shown in FIG. 1. Each
purchase transaction record in the smart statement document
includes the data of the transaction. the name of the
merchant. a1 identification of the product. and the payment
amount for the product. The smart statement document also
includes a transaction detail URL for each purchase trans-
action (these URLs, or hypertext links, are discussed below
and are not shown in FIG. 11). The smart stateracnt docu-
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ment also ideptifies previous statements that the user may
wish to have displayed.

The buyer computer displays the retrieved document (step
144). and the user may request transaction details for a
particular transaction listed on the smart statement (step
146). If so. the buyer computer sends a transaction detail
URL. (or “payment detail URL") to the payment commputer
{step 148). The transaction detail URL includes a transaction
identifier. 2 buyer nerwork address. and a transaction detail
URL authenticator. When the payment computer reccives
the transaction detail URL, it performs {step 150) a set of
steps apalogons to stcps 32-140 (verification of URL
authenticator, buyer network address. and account
information). The paymeat coroputer then regrieves from the
settlernent database data corvesponding to the payment
wansaction specified in the ransaction detail URL. creates a
ransaction detail document. and sends it to the buyer
computer {step 152).

An example of a transaction detail document is shown in
FIGS. 12 and 13. The document displays a number of iters
of information about the transaction. including the trapsac-
tion date. end of the duration time (“cxpiration”). a descrip-
tion of the product, the payment amount. the domain cor-
responding to the product. an identification of the merchant.
and the merchant's address.

The smart stateruent document and the tapsaction detail
document both include customer service URLs (hypertext
links) that allow the user to request customer service (ie.to
send comments and suggestions to the payment computer).
When the user requests customer service (step 154). the
buyer computer sends the customer service URL tfo the
payment computer (step 156). which creates a customer
service form and sends it to the buyer computer (step 158).
An cxample of a customer service form is shown in FIG. 14.
The user types comments into the customer service form
(step 160). and the buyer computer sends the user’s com-
ments to the payment computer (step 162). The payment
computer then posts the user comrents and sends a thank
you docurment to the buyer computer (step 164).

A user may request display of a product included in the
smart statement. When the user requests that the product be
displayed (step 166). the buyer computer sends the access
URL contained in the smart statement document to the
merchant computer (step 168). and the buyer computer and
merchant computer perform a set of steps analogous 1o steps
94--104 in FIG. 2 (authentication of access URL. verification
whether duration time has expired. verification of buyer
petwork address. and transmission of fulfillment document
to buyer cormputer).

Whenever the present application states that one computer
sends a URL to another computer, it should be understood
that in preferred embodiments the URL is sentin a standard
HTTP request message. uniess a URL message is specified
as a redirection in the present application. The request
message includes components of the URL as described by
the standard HTTP protocol definition. These URL compo-
rents in the request message allow the server o provide &
response appropriate 10 (e URL. The term “URL" as used
the present application is an example of a “link.” which is a
pointer to another document ot form (including multimedia
documents, hypertext documents including other iinks. or
andiofvideo documents).

When the present application states that one computer
sends 2 document to another computer. it should be under-
stood that in preferred embodiments the document is 2
success HTTP response message with the document in the
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body of the message. When the present application states
that a server sends an account name and password request
message to the client. it should be understood that in
preferred embodiments the account name and password
request message is an unauthorized HTTPresponse. A client
compurter sends account name and password information to
a server as part of a request message With an authorization
field.

The software architecture underlying the particular pre-
ferred embodiment is based upon the hypertcxi conventions
of the World Wide Web. Appendix A describes the Hypertext
Markup Language (HTML) document format used to rep-
resent digital advertisements, Appendix B describes the
HTML forms fill out support in Mosaic 2.0. Appendix C is
a description of the Hypestext Transfer Protocol (HTTIP)
between buyer and merchant computers. Appendix D
describes how documents are named with Uniform Resource
Locators {URLs) in the network of computers. and Appen-
dix E describes the authentication of URLs using digitat
signatures.

A printout of a computer program for use in creating and
operating such & “store” in accordasce with the present
invention is provided as Appendix F. A printout of 2 cor-
puter program for usc in operating other aspects of the
petwork sales system in accordance with the present inven-
tion is provided in the microfiche appendix G.

There has been described a new and uscful network-based
sales system. It is apparent that those skilied in the art may
make pumerous modifications and departures from the spe-
cific embodirgents described herein without departing from
the spirit and scope of the ciaimed invention.

What is claimed is:

1. A petwork-based sales sysiem. comprising:

at least ome buyer computer for operation by a user

desiring to buy a product:

at least one merchant compuler; and

at least one payment computer;

said buyer computer. said merchant computer, and said

payment computer being interconnected by a computer
network;
said bayer computer being programmed to 1eceive & user
request for purchasing a product. and to cause a pay-
ment message to be sent to said payment computer that
comprises a product identificr identifying said product:

said payment computer being programmed to receive said
payment Tnessage. (O CAUSE AD aCCEss Mmessage to be
created that comprises said product identifier and an
access message authenticator based on a ayptographic
key. and 1o causc said access message 1o be sent to said
merchant computer; and

said merchant computer being programmed to receive

said access message. to verify said access message
authenticator to ensurc that said access message
authenticator was created using said cryptographic key.
and to cause said product to be sent to said user desiring
to buy said product.

2. A perwork-based sales system in accordance with claim
1. wherein said payment message and said access message
each comprises a universal resource locator.

3. A network-based sales system in accordance with claim
1, whercin said payment coroputer is programmed to iden-
tify said merchant computer upon receipt of said payment
message from said buyer computer.

4. A network-based sales system in accordance with claim
1. wherein said access message comprises a buyer network
address.



R

Case: 1:02-cv-07700 Document #: 1 Filed: 10/25/02 Page 41 of 153 PagelD #:41

5,715.314

11

5. A network-based sales system in accordance with clajim
4. wherein:

said product can be transmitted from one computer to

ancther: and

said merchant computer causes satd product to be sent to

said user by transmitting said product to said buyer
network address only.

&. A nctwork-based sales system in accordance with claim
4. wherein said merchant computer is programmed to verify
whether said buyer network address in said access message
matches the actual network address of said buyer computer.

7. A network-based sales system in accordance with claim
1. whercin said payment message compeises a buyer net-
work address.

8. A network-based sales system ip accordance with claim
7. wherein said payment computer is programmed to verify
whether said buyer network address in said payment mes-
sage matches the actual network address of said buyer
computer.

9. A network-based sales system in accordance with claim
1. wherein said access message authenticator comprises a
cryptographic function of contents of said access message
based on said cryptographic key.

10. A network-based sales system in accordance with
claim 1. wherein said payment computer is programmed to
verify said payment message authenticator to ensure that
said payment message authenticater was created using said
cryptographic key.

11. A network-based sales system in accordance with
claim 10, wherein said payment message authenticator com-
prises a cryptographic function of contents of said payment
message based on said cryptographic key.

12. A getwork-based sales system in accordance with
claim 1. wherein said payment message comprises a pay-
menl amount.

13. A network-based sales system in accordance with
claim 1, wherein said payment message comprises a mel-
chant account identifier that identifies a merchant account.

14, A petwork-based sales system in accordance with
claim 1. wherein said buyer computer is programmed to
transmit a user acoount identifier to said payment computer
that identifies a user account.

15. A petwork-based sales system in accordance with
claim 14, wherein:

said payment message comprisés a payment amount; and

said payment computer is programmed to ensure that said

user acceunt has sufficient funds or credit to cover said
paymenl amount,

16. A petwork-based sales system in accordance with
claim 4, wherein:

said paymenl message comprises a payment amount and

a merchant account identifier that identifies a merchant
account: and

said paymeni computer is programmed to record said

payment amount. said user account. and said merchant
accoun! in a sctticment database.

17. A network-based sales system in accordance with
claira 16, wherein:

said payment message comprises a domain identifier; and

said payment compuler is programmed o record said

domain identificr and said user account in a settlement
database,

18. A petwork-based sales systemn in accordance with
claim 17, wherein said payment computer is programmed to
check said settiement database. upon receipt of said payment
message, to determine whether said user account has pre-
viously purchased a product associated with said dornain
identifier.
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19, A network-based sales system in accordance with
claim 18, wherein said payment computer is prograromed 10
determine an actual payment amount for said product iden-
tified by said product identifier in said payment message
based oh whether said user account has previcusly pur-
chased a product associated with said domain identifier.

20. A petwork-based sales system in accordamce with
claim 1. wherein said buyer computer is programmed to
transmit a user authenticator to said payment coraputer and
said payment computer is programmed to verify said user
authenticator.

21. A petwork-based sales system in accordance with
claim 20, wherein said user authenticator comprises a pass-
word.

22, A network-based sales system in accordance with
claim 20, wherein:

said buyer computer is programmed to transmit security

information to said payment computer;

said payment computer is programmed to transmit a

chaltenge form to said buyer computer under a prede-
termined coadition. said challenge form asking for said
security information previously transmitted by said
buyer computer to said payment computer;

said payment computer is programmed (o respond to said

challenge form by querying said user for said security
information and wransmitting said security information
to said paymen{ complter; and

said payment computer is programmed to verify authen-

ticity of said security information.

23. A petwork-based sales system in accordance with
claim 22, wherein:

said payment message comprises a payment amount; and

said predetermined condition comprises receipt of a pay-

ment amount ip said payment message that exceeds a
threshoid.

24. A network-based sales system in accordance with
claim 1. wherein said payment message comprises a mer-
chant computer identifier that identifics said merchant com-
puter.

25. A netwerk-based sales system in accordance with
claim 24. wherein said access message comprises said
merchant computer identifier.

26. A network-based sales system in accordance with
claim 1. wherein said payment message comprises a dura-
tion time that specifies a length of time for which access 1o
said product is to be granted.

27. A petwork-based sales system in accordance with
¢laim 26, wherein said payment computer is programmed to
use said duration tiroe to coropute an end of duration ime
and to cause said end of duration titee 1o be included in said
access Mmessage.

28. A network-based sales system in accordance with
claim 27, whercin said merchant computer is programmed to
verify. upon receipt of said access message. that said end of
duration time has not past.

29. A network-based sales system in accordance with
claim 1. wherein said payment message comprises an expi-
ration time after which said payment message can no longer
be used.

30. A network-based sales system in accordance with
claim 29. wherein said payment computer is programmed to
verify, upon receipt of said payment message, that said
expiration time has not past.

31. A petwork-based sales system ip accordance with
claim 1. wherein:

said payment computer is programmed to cause said

acoess message to be sent to said buyer computer; and
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said buyer computer is programmed to cause said access
message received from said payment computer {o be
sent to said merchant computer.

32. A network-based sales system, comprising:

at least one buyer computer for operation by a user

desiring to buy a product;

at least ope merchant computer; and

at least one payment compixter;

said buyer computer, said merchant computer. and said

payment computer being interconnected by a computer
network;

said buyer computer being programmed 1o receive a user

request for purchasing a product. and to cause a pay-
ment URL to be seat to said payment computer that
corpprises a product identifier identifying said product,
a payment amount. and a payment URL authenticator
comprising a cryptographic fuaction of contents of said
payraent URL based oo a cryptographic key;

said payment cornputer being programmed to receive said

payment URL. to verify said payment URL authenti-
cator 1o ensure that said payment URL authenticator
was created using said cryptographic key, to ensure that
said user has sufficient funds or credit to cover said
payment amount, to identify said merchant computer
operated by said merchant willing to sell said product
to said buyer, to cause an access URL to be created that
comprises said product identifier and an access URL
authenticator comprising a cryptographic function of
comtents of said access URL based on a aryptographic
key. and to cause said access URL to be sent to said
buyer computer;

said buyer computer being programmed to cause said

access URL received from said payment computer to be
sent to said merchant computer; and
said merchant computer being programmed to receive
said access URL, to verify said access URL authenti-
cator to ensure that sajd access URL. authenticator was
created using said cryptographic key. and to cause said
product to be sent to said user desiring to buy said
product,
33. A method of operating a payment compuier in a
computey petwork comprising at least one buyer computer
for operation by a user desiring to buy a product. at least one
merchant computer. and at east one payment computer. the
method comprising the steps of:
receiving. at said payment computer. a payment message
that said buyer computer has caused to be sent to said
payment computer in response to a user request for
purchasing a product, said paymeot message compris-
ing a product identifier identifying said product;

causing an access message to be created that comprises
said product identifier and an access message authen-
ticator based on a cryptographic key; and

causing said access message to be sent 1o said merchant

computer, said merchant computer being programmed
10 receive said access message. to verify said access
message authenticator to ensure that said access mes-
sage anthenticator was created using said cryptographic
key. and 1o cause said product to be sent to said user
desiring to buy said product.

34. A network-based sales system. comprising:

at least one buyer computer for operation by a user

desiring to buy products;

at least one shopping cart coraputer, and

a shopping cart database connected to said shopping cart

computer;

10

30

33

45

335

65

14

said buyer computer and said shopping cart computer
being interconneciod by a computer network;

said buyer computer being programmed to receive a
plurality of requests from a user to add a plurality of
respective products to a shopping cart in said shopping
can database, and, in response to said requests to add
said products. 1o s¢nd a plurality of respective shopping
cart messages to said shopping cart computer each of
which comprises a product identifier identifying one of
safd plurality of products;

said shopping cart computer being programmed to receive
said plurality of shopping cart messages. to modify said
shopping cart in said shopping cart database to reflect
said plurality of requests 10 add said plurality of prod-
ucts to said shopping cart. and to cause a payment
message associated with said shopping cart to be cre-
ated; and

said buyer computer being programmed to receive a
request from said user to purchase said plurality of
products added to said shopping cart and to cause said
payment message to be activated to injtiate a payment
transaction for said plurality of products added to said
shopping cart;

said shopping cart being a stored representatiop of a
collection of products. said shopping cart database
being a database of stored representations of coliections
of products, and said shopping cart computer being a
computer that modifics said stored representations of
collections of products in said database.

35. A network-based sales system ir accordance with

claim 34. wherein said shopping cart computer is pro-

grammed to cause said payment message to be created
before said buyer computer causes said payment message to
be activated.

36. A network-based sales system in accordance with
claim 34, wherein said buyer computer is programmed to
receive a request from said user to display said plurality of
products added to said shopping cart.

37. A petwork-based sales system in accordance with
claim 36. wherein said buyer computer is programmed to
maasmit a fewh shopping cart request to said payment
computer in response to receipt of said request from said
USErL.

38, A network-based sales system in accordance with
claim 37, wherein:

said payment computer is programmed to respond to said

fetch shopping cart request by transmitting a message
to said buyer computer indicating said plurality of
products added to said shopping cart; and

said buyer computer is programmed to display said plo-

rality of products added to said shopping cart.

39. A method of operating a shopping cart coroputer in a
computer network comprising at least one buyer computer
for operation by a user desiring to buy products. at least one
shopping cart computer, and a shopping cart database con-
nected to said shopping cart computer. said method com-

prising the steps of:

receiving, at said shopping cart computer. a plurality of
shopping cart messages sent to said shopping cant
compater by said buyer computer in response to receipt
of a plurality of requests from a user to add a plurality
of respective products to a shopping cart in said shop-
ping cart database. each of said shopping cart messages
comprising & product identifier identifying one of said
plurality of products:

modifying said shopping cart in said shopping cart data-
base to refiect said plurality of requests to add said
plurality of products to said shopping cart; and
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causing a paymeat message associated with said shopping
cant to be created,

said buyer computer being programmed to receive a
request from said user to purchase said plurality of
products added to said shopping cart and to cause said
payment message to be activated to initiate a payment
transaction for said plurality of products added to said
shopping cart;

said shopping cart being a stored representation of a
collection of products. said shopping cart database
being a database of stored representations of collections
of products. and said shopping cart computer being a
computer that modifies said stored representations of
collections of products in said database.

40. A nerwork-based link message system. comprising:

at least one clicat computer for operation by a client user;
and

at least one server compulter for operation by a server user;

said client computer and said server computer being
interconnected by a computer aetwork;

said client computer being programmed o send an initial
link message to said server computer;

said server computer being programmed to receive said
injtial link message from said client computer. to
create, based on information contzined in said initial
link message. a session link message that encodes a
state of interaction between said client computer and
sajd server computer, said session link message com-
prising a session link authenticator, computed by a
cryptographic function of said session link contents. for
authenticating said session link message. and to cause
said session link message to be sent to said client
computer;

said client cornputer being programmed to cause said
session link message to be sent to a computer in said
network that is programmed to authenticate said ses-
sion link message by examining said session link
authenticator and that is programuped to respond to said
session link message based on said state of said intes-
action between said client computer and said server
computer.

41. A network-based Llink message system in accordance

with claim 40, wherein:

said clicot computer comprises a buyer computer for
operation by a user desiring to buy a product;

said server computer coroprises a payment computer for
operation by a manager of sald petwork-based link
message system; and

said nerwork-based link message systern further com-

prises a merchant computer for operation by a merchant
willing to sell said product to said buyer.

42, A aetwork-based link message system in accordance

with claim 41. wherein said computer that is programmed to

15

35

45

16

authenticate said session link message comprises said mer-
chant computer.

43, A nctwork-based link message system in accordance
with claim 41, wherein said initial link message compriscs
a paymett message to said payment computer that com-
prises a product identifier identifying said product.

44. A network-based link message system in accordance
with claim 43, wherein said session link message comprises
an acoess message that comprises said product identifier to
be created.

45. A network-based link message system in accordance
with claim 44. wherein said merchant computer is pro-
grammed to respond to said access message by causing said
product to be sent to said user desiring to buy said product.

46. A network-based link message system in accordance
with claim 40, wherein said initial link message and said
session link message comprise universal resource locators.

47. A network-based link message system in accordance
with claim 46, whercin:

said session link authenticator comprises a aryptographic

function of contents of said session link message based
on a cryptographic key; and

said computer to which said client computer is pro-

grammed to cause said session link message to be sent
is programmed to verify that said session link authen-
ticator was created using said ayptographic key.

48. A method of operating a server computer in a network-
based link message system comprising at least one client
computer for operation by a client user and at least ope
server computer for operation by a server user. said client
computer and said server computer being interconnected by
a computer network. said method comprising the steps of:

recciving. at said server corpputer, an initial link message

sent 1o said server compater by said client computer;
creating, based on information contained in said initial
link message. a s¢ssion link message that encodes a
state of interaction between said client computer and
said server computer, said session link message corm-
prising a session link authenticator, computed by a
cryptographic function of said session link contents. for
authenticating said session link message; and

causing said session link message to be sent (o said client

compuler;

said client computer being programmed to cause said

session link message to be sent to a computer in said
network that is programmed to authenticate said scs-
sion link message by examining said session link
authenticator and that is programmed to respond to said
session link message based on said state of said inter-
action between said client computer and said server

computes.
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buyer computer 12 merchant computer 14 payment computer 16

24

user requests advertisements
- 28
buyer computer sends
advertising document URL
to merchant computer

28

merchants computer fetches
advertising document from
advertising document data base

30 -~
merchant computer sends
advertising document

32 ~ to buyer computer

tuser requests a producq

34

buyer computer sends payment URL A to payment
computer; payment URL A includes product
identifier. domain identifier. payment amount,
merchant computer identifier, merchant account
identifier. duration time. expiration time, payment
URL authenticator. and a buyver network address
36

~
payment computer verifies
whether payment URL
authenticator was created from
contents of payment URL A
using cryptographic key

End payment computer sends document
. 10 buyer computer indicating that OR

access the to the network sales
system is dented.

FIG. 2A 40
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buyer computer 12 merchant computer 14 payment computer 16
36

40
r

payment computer checks
whether expiration time
has past

-~ 41

payment computer sends document
End - to buver computer indicating that OR
expiration time has past

42

payment computer checks to
see if buyer network address in
payment URL matches buyer’s
computer network address

OR

43

payment computer sends
document indicating that
access to network
payment system is denied

End -

FIG. 2B 44
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buyer computer 12 merchant computer 14 payment computer 16
42

A
r-44

payment computer sends payment
confirmation decument to buyer
computer: payment confirmation < .. 58
document inciudes open link (URL C}
and continue link (URL B)

OR 60

46 W
Luser opens new accountl User continues with payment
(user already has an account)

62

buyer computer sends payment URL B to
payment computer; payment URL B is similar t
payment URL A but also indicates that an
account does exist

buyer computer sends payment URL C to payment
computer: payment URL C is similar to payment
URL A but also indicates that an account does not

yet exist
48, 90

payment computer creates
new account document

~52
payment computer sends new account

' | document to buyer computer

FIG. 2C .
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buyer computer 12 merchant computer 14 payment computer 16
44 52 62
A
\V
/ 54

user enters new account name.
account password credit card
number. security information and
expiration date of credit card and
presses a “submit” button

/-56

buyer computer sends new account
information to pavment computer
-~ 58

payment computer
enters new account
I

l
64 payment computer creates
\_| account name and password
- 5 | request message

payment computer sends
account name and password

~68 request message to buyer
computer
user enters account
name and password 70
("

buyer computer sends account
name and password to payment
computer 72
-
payment computer verifies whether
user name and password are correct

A
OR

payment computer sends document to

End -e4—————-—  buyer computer indicating that access
to the networks sales system is denied

\
FIG. 2D 73
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buyer computer 12 merchant computer 14 payment computer 16
72

\'/
payment computef determines
73 whether additional security is

g warranted, based on. e.g. whether
the payment amount exceeds a

threshold
‘ OR|
77 if additional
f 75 security is
user enters security \.| warranted, payvment
information computer creates a

challenge form
document and sends
it to buyer computer

buyer computer sends /- 79 r 81
security information to
payment computer payment computer

determines whether
security information is
correct

r 83
payment computer
sends document to
buyer computer OR
indicating that access
to the network sales
system is denied

End -

82 82

FIG. 2E
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buyer computer 12 merchant computer 14 payment computer 16

73$1 81

payment computer checks
settlement database to
82 determine if user has

— unexpired access to the
domain identifier contained in
the payment URL

N\

r OR

OR

payment computer sends to buyer
computer option to repurchase, or to
a6 use previously purchased access

“\

buyer selects to
repurchase item

buyer selects previously
purchased access

'

92

FIG. 2F

85

/-87

payment computer calculates an
actual payment amount that may
differ from the payment amount
contained in the payment URL

Yooy

76 76
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buyer computer 12 merchant computer 14 payment computer 16
| 82,87

| Y

payment computer
76 verifies whether user
- account has sufficient
funds or credit
r 78 —A
pavment cornputer sends document to OR

End  -———— buyer computer indicating that user
account does not have sufficient funds

payment computer creates
access URL which includes
merchant computer identifier.
80 domain identifier. product
| identifier. end of duration
time, buyer network address,
and access URL authenticator

[

88 payment computer records product identifier , domain,
\._ | useraccount, merchant account, end of duration time.
and actual payment amount in settlement database

/_90

payment computer sends redirect to

r access URL 0 buyer computer
\j
2 @ FIG. 2G
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buyer computer 12 merchant computer 14 payment computer 16

98

N

101

/'

merchant computer verifies that the buyer
computer network address matches the
network address specified in the access URL

103
/

End -

merchant computer sends document
to buyer computer that access is not OR
allowed

merchant computer sends
fulfillment document to
buyer computer

\ 102

buyer computer displays
fulfillment document

+ “ 104

End

FIG. 21
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113

payment computer creates or
r updates payment URL for shopping

14 | an
N 1
OR - OR
—/? | 124
user requests display user requests
of shopping cart purchase of
116 contents of
e 18 shopping cart
buyer computer T~ 126
sends fetch shopping buyer computer
cart request to causes payment
pavment computer URL for shopping % tostep 36
cart to be activated /1 19
. payment computer and
- buyer computer perform
steps analogous to steps
64-81
s 120
122 payment computer
bayer - /c; — P returns contents of
computer displays shopping cart to
. T
shopping cart buyer computer

FIG. 3B
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buyer computer 12 merchant comp.utcr 14 payment computer 16
/‘ 128
user rcquests

smart staternent

/‘130 /_132

“buyer computer sends
smart statement URL to ‘ payment comptiter
payment computer verifies whether smart
statement URL

authenticator was
created from contents of
smart statement URL
using cryptographic key

payment computer
sends document to
End -t buyer computer
indicating that access
is denied

payment computer checks 1o determine
136 whether buyer nerwork address in
_ smart statement URL matches buyer's
computer network address

End - * Ano |

138 | payment computer sends document
\-{ indicating that access is denied

140 payment computer and buyer computer
. perform steps analogous to steps 64-81

'

FIG. 4A e
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140
164,170 \{/
Y payment computer retrieves
144 142 | sertlement data from sentlement
' \.| database and creates smart

buyer computer displays
received document

statement document for buyer and
sends smart statement document
to buyer computer

rﬁ% f146

—<

Py

User requests payment details for
a particular transaction

150
f

buyer computer sends payment
detail URL to payment computer

148 payment computer and buyer
_J computer perform steps analogous

Yy

154, 166

to steps 132-140

152 payment computer retrieves from
\ settlement database data
corresponding to the payment
transaction specified in the
payment detail URL, creates detail
document. and sends it 1o buyer

computer

FIG. 4B
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File  Options  Navigate  Annotate

Help
Documsent Title:[ Establish OpenMarket Account
Document URL: | http://payment.openmarket.com/sexvice/destabli. i
Ey

Card Number: [ l

Expiration Date: E (format MM/YY)

Check the appropriate boxes:
31 am tha owner of the abaove credit card.

OThe above address is alse the billing address for this.credit card.

Your OpanMarket account statement is available on-line.At your option you may a

copy of your statement autowatically sent toyour e-mail address atweeklyor monthly
intervals. Ploass choose a statexant option,

(}Waekly statements OMonthly statenents ()No e-mail statements 1

Account name and password

Pleagae choose an account name and password for your OpenMarket account. We
suggest using an account name that is unique and easy to remember such as your
e-pail address. Your password should be 8 characters or longer.

Account Nanme

Password

<l

Data transfer complete;

(Back] (Eorward](Fome]{Reload}(Open. J[Savs_As-] [Clonel [New_Window] [Close Windaw]

FIG. 7
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Cancel

FIG. 8

Enter username for Open Market Account at payment.openmarket.com
OK

Document Is protected.
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File  Options  Navigate  Annotate Help

Document Tme:I Open Market Payment | 5

Document YRL:| http://payment.openmarket.com/ben/nph-payment I

[>

Open Market Payment

You have selected an itam that you have purchased recently.
Marghant: Test Merchant
Description: Mead Data Central Article
Awcunt: 2.85(US currency)

This could happen because you would like to buy the item again or it may have happened
by accident.

¥ou can:

* Go directly te the previous item
* Go ahead and buy the item again

Open Market, Inc.

Data transter complete:

[Back] [Forward] (Home]Reload]{Open.j[Sava_As_][Clone] New Window] [Close _Window)
FIG. 9
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File  Options  Navigate  Annotate Help
Document Title:f LC’'s debut on the Internet; Library of Congr
Document URL:| http://ww«.openmarket.com/@e720f58dacd4ebd268 g

Ja
23
LC's debut on the internet Library of Congress
catalog
Taxt of Article
V]
Data transfer complete:
[Beck]{Forward) Home] [Reload] [Open. J(Save_As.] [Clcne] [New Window] [Ciose Window]

FIG. 10
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File  Options  Navigate  Annotate

Help

Document an:I Smart Statement for Test User

Document URL:rh&tp:j/payment.opennarket.com/in/nph-statame

)

Information about the item.
Transactions in October 1984

Mon Oct
Tue Oct
Tue Oct
Tue Oct
Tue Oct
Tue Oct
Wad Oct
Wed Oct
Wed Oct
Wed oct
Wed Oct
Wed Oct
Wed Oct

Test Merchant Mead Data Central Article amount
Teat Merchant Mead Data Central Article amount
Tast Marchant Mead Data Central Article amount
Test Merchant N.Y. Times Article amount $0.50

Teast Merchant Mead Data Central Article amount
Test MHerchant Mead Data Central Article amount
Test Merchant Mead Data Central Article amount
Test Merchant Mead Data Central Article amount
Test Merchant Mead Data Central Article amount
Test Merchant Mead Data Central Article amount
Test Merchant Mead Data Central Article amount
Test Merchant Mead Data Central Article amount

Uy Nab bbb w

Your total is 33,05.

' Previous Statemoents

« Saptember 1594
¢ August 1994

Return to your Newest Statement

Feedback

¥You can send us comments and suggestions here.

Teat Merchant Dilbert subscription 20 seconds amount £0.10

$2.95
$2.95
$2.95

$2.95
$2.95
$2.95
$2.55
$2.95
$2.95
$2.95
$2,95

|>

<

Data transfer complets:

[Back] [Forward] [Homs] [Releadl[Opsn_]Save_As.]Cione] [Now Window}][Clcse_Window]

FIG. 11
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File  Options  Navigate  Annotate Help

Documant TIUGILSMI't $tatement Datail |

Docurant URL:I http://payment.cpenmarket.com/@cs32L154ccB8021 | 5
Y

Smart Statement Datail

This is the detailed information about a particular transaction from your Smart Statement

Transactlon Infermation

url: htrp://www.openmarket.cor/demos/faugll/oall/mead~fingerprint/mkarticle.cgo
transaction_log_id: 50254.0

currency: US

transaction_date: 781377633

jnitiator: 1.0

expiration: 2592000

descriptiont: Mead Data Central Article
amount: 2.9%

baneficiary: 3.0

ip_address: 199,.170.183.13
transaction_type.p

domain: mead.internet-1

Merchant Information

talephone: 617-621-%501
address_l: Open Markat, Inc.
address_2: 215 First street
fax: 617-621-17023
addrass_J: Cambridge, MA ]
enail: testmerchantéopenmarket.com
principal_name: Test Merchant

<

Data transfer compiete:

[Back||Forward"Homa’|Eeload||OEen...HSave As..J‘CIona"New Window}|Close Window}
FIG. 12
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File  Options  Navigats  Annotate Help
Document Title:[ Smart Statement Detail 1
Qocumeant URL: Lht:tp://puyment.openmarket.con/ecsszt154ccsoz1 j §
A

url: http://www,openmarket.com/daemos/augls/malil/mead- fingerprint/mkarticle.cgo

transaction log_id: 50254.0

currency: US

transaction_date: 781377633

initiator: 1.0

expiration: 2592000

description: Mead Data Central Article

amount: 2,95

beneficiary: 3.0 -y

ip_addreas: 199,170,183.13

transaction_typa.p

domain: mead.internet-1

Merchant Information

telaphone: 617-621-9501

address_1: Open Market, Inc.

address_2: 215 Pirst Streat

faxt: 617-621~1703

address_ 3: Cambridge, MAa

epail; testmerchant@opennarket.com

principal_name: Teat Merchant

home_url:

country: Us

pestal ceode: 02142

Feedback

You can send us cottents and suggastions hare.

V]

Data transfer complete:
|BackIForwargj[iorneﬂﬂaluadllﬁpen...l!'s'sva As..JICione}[New Window][Close Window]

FiG. 13
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File  Options  Navigate  Annotate Help
Dacumant Title:l Open Market Fesdback
Document URL: L http://payrent.opennarket,com/ben/feedback.cy §

>

or if you prefer, you can send your comments via electronic mail te
fesdbackGopenmarket.com or via FAX to +1.617.621.1703. If you would like a reply
please include your e-mail address.

Your Open Market accound name (optional):

l |

Your E-mail address (opticnal):

Subject:

Your comments:

| Submit Feedback I

Data transfer complete:

|Back] Fcrward"Home![ﬂaioadHOEen...HSa\re As..J]Clone”New WIndow"GIose Window|
FIG. 14
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NETWORK SALES SYSTEM

CROSS REFERENCE TO RELATED
APPLICATION
This is a continuation of U.S. patent application Ser. No.

08/328,133, filed Oct. 24, 1994, now U.S. Pat. No. 5,715,
314,

REFERENCE TO MICROFICHE APPENDICES

Microfiche Appendices A-G are being submitted with the
present application, being 4 sheets with 220 total pages.

BACKGRQOUND OF THE INVENTION

This invention relates to user-interactive network sales
systems for implementing an open marketplace for goods or
services over computer networks such as the Internet.

U.S. patent application Ser. No. 08/168,519, filed Dec. 16,
1993 by David K. Gifford and entitled “Digital Active
Advertising,” now abandoned, the entire disclosuec of which
is hereby incorporated herein in its entirety by reference,
describes a network sales system that includes a plurality of
buyer computers, a plurafity of merchant computers, and a
paymen! computer. A user at a buyer computer asks to have
advertisements displayed, and the buyer computer requests
adverlisements from a merchant computer, which sends the
advertisemenis to the buyer computer. The user then
requests purchase of an advertised product, and the buyer
compuler sends a purchase message to the merchant com-
puter. The merchant computer construets a payment order
that il sends to the payment computer, which authorizes the
purchase and sends an authorization message to the mer-
chant compuier. When the merchant computer receives the
authorization message it sends the product to the buyer
compulur.

The above-mentioned patent application also describes an
alternalive implementation of the network sales system in
which, when the user requests purchase of an advertised
praduct, the buyer computer sends a payment order directly
10 the pavment computer, which sends aa authorization
message back to the buyer computer that includes an
unforgeable certificate thal the payment order is valid, The
buyer computer then constructs a purchase message that
melides the unforgeable certificate and sends it to the
merchant computer. When the merchant computer receives
the purchase request it sends the product to the buyer
compuler, based upon the pre-authorized payment order.

SUMMARY OF THE INVENTION

lir one aspect, the invention provides a network-based
sules system that includes at least one buyer computer for
operation by a user desiring to buy a produet, at least one
merchant compuler, and at least one payment computer, The
buyer computer, the merchant computer, and the payment
computer are interconnected by a computer network, The
buyer computer is programmed 1o receive a user request for
purchasing a product, and to cause a payment message 1o be
senl (o the paymenl computer that comprises a product
identifier identifying the product. The payment computer is
programmed 1o receive the payment message, 10 cause an
aceess message 10 be created thal comprises the product
identifier and an access message authenticator based on a
crypiographic key, and 1o cause the access message to be
sent to lhe merchant computer. The merchant computer is
programmed to receive the access message, 1o verify the
aceess message authenticalor (o ensure Lhat the access
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message authenticalor was created using the cryptographic
key, and 1o cause the product to be sent to the user desiring
to buy the product.

The invention provides a simple design architecture for
the network sales system that allows the merchant computer
o respond to payment orders from the buyer computer
without the merchant computer having to communicate
directly with the payment computer to ensure that the user
is authorized to purchase the product and without the
merchant computer having to store information in a database
regarding which buyers are authorized to purchase which
products. Rather, when the merchant computer receives an
access message from the buyer computer idemtifying a
product to be purchased, the merchant computer need only
check the access message to ensure that it was created by the
payment computer (thereby establishing for the merchant
computer that the buyer is authorized to purchase the
product), and then the merchant computer can cause the
product to be sent to the buyer computer who has been
authorized to purchase the product.

In another aspect, the invention features a network-based
sales system that includes at least one buyer computer for
operation by a user desiring to buy products, at least one
shopping cart computer, and a shopping cart database con-
nected 1o the shopping cart computer. The buyer computer
and the shopping cart computer arc interconpected by a
computer network. The buyer computer is programmed o
receive a pluralily of requests from a user o add a plurality
of respective products to a shopping cart In the shopping cart
database, and, in response to the requesis to add the
products, to send a plurality of respective shopping cart
messages to the shopping cart computer each of which
includes a product identifier identifying one of the plurality
of products. The shopping cart computer is programmed (o
receive the plurality of shopping cart messages, to madify
the shopping cart in the shopping cart database to reflect the
plurality of requests o add the plurality of products to the
shopping cart, and to caus¢ a payment message associated
with the shopping cart to be created. The buyer computer is
programimed to receive a request from the user 10 purchase
the plurality of products added 10 the shopping cart and to
cause the payment message to be activated lo initiate a
payment transaction for the plurality of products added to
the shopping cart,

In another aspect, the invention featurcs a network-bascd
link message system that includes at least one client com-
puter for operation by a client user and at least one server
computer for operalion by a server user. The client computer
and the server computer are interconnected by a computer
network. The client computer is programmed to send an
initial link message to the server computer. The server
comiputer is programmed to receive the initial link message
from the client computer and to create, based on information
contained in the initial link message, a session ok message
that encodes a state of interaction between the client com-
puter and the server computer. The session link message
includes a session link authenticator, computed by a cryp-
tographic function of the scssion link contents, for authen-
ticating the session link message. The server computer is
programmed to cause the session link message to be sent to
the client computer. The client compuier is programmed to
cause the session link message to be sent to a computer in
the network that is programmed to autheaticate the session
link message by examining the session link authenticator
and that is programmed to respond to the session link
message based on the state of the interaction between the
client computer and the server compulter.
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In another aspect, the invention feaiures a network-based
sales system thal includes a merchant database having a
plurality of digital advertisements and a plurality of respec-
tive product fulfillment items, at least one creation computer
tor creating the merchant database, and at least onc merchant
computer for causing the digital advertisements 1o be trans-
mitted to a user and for causing advertised products 10 be
transmitted to the user. The creation computer and the
merchant computer are interconnected by a computer net-
work. The creation computer is programmed 10 create the
merchant database, and 1o transmil the digital advertise-
ments and the product fulfillment items to the merchant
computet. The merchant computer is programmed to receive
the digital advertisements and product fulfillment items, to
receive a request for a digital advertisement from a user, to
causc the digital advertiscment 1o be sent to the user, to
receive from the user an access message identifying an
advertised produet, and o cause the product o be sent to the
user in accordance with a product fulfillment item corre-
sponding o the product.

In another aspect, the invention fealures a hyperiext
statement system that includes a client computer for opera-
tion by a client user and one or more server computers for
operation by a scrver user. The clicnt computer and the
server compulers ar¢ interconnected by a computer network.
Al least one of the server compulers is programmed (o
record purchase transaction records in a dalabase. Each of
the purchase transaction records includes a product descrip-
tion. The server computer is programmed (o transmil a
statement document that includes the purchase transaction
records to the client computer. The client compuwter is
programmed (o disptay the preduct descriptions, 1o receive
a request from the client user to display a product corre-
sponding to a produci description displayed by the client
compuicr, and 10 ¢aus¢ a product hypertext link derived from
a purchase transaction record 1o be activated. At least one of
the server computers is programmed to respond (o activation
of the product hypertext link by causing the product to be
sent 1o the client computer.

In another aspect, the invention features a network pay-
menl system Lhat Includes at least one buyer compulter for
operation by a user desiring to buy a product and at least one
payment computer for processing payment messages from
the buyer computer. The buyer computer and the payment
compuler are interconnecied by a computer network. The
buyer computer is programmed to cause a payment message
10 be sent 10 the payment computer. The payment message
includes a product identifier identifying the product that the
user desires to buy. The payment computer is programmed
to receive the payment message, to Calse an access message
to be created to enable the user 1o access the product, and to
recurd a purchase transaclion record ip the seltlement dala-
basc. The buyer compuler is programmed (o cause a request
for purchase transaction records to be sent to the payment
computer. The payment computer is programmed to receive
the request for purchase transaction records and to cause a
document derived from the purchase transaction records to
be sent to the buyer computer,

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a network sales systcm in
accordance with the present invention.

FIG. 2 (2-A through 2-T} is a flowchart diagram Hlustral-
ing the operation of a purchase transaction in the network
sales system of FIG. 1.

FIG. 3 (3-A through 3-B) is a flowchart diagram illus-
trating the use of a shoppiog cart for the purchase of
products in connection with the network sales system of
FIG. 1.
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FIG. 4 (4-A through 4-C) is a flowchart diagram iltus-
trating the operation of a smart statement in the network
sales system of FIG. 1.

FIG. 5 is a screen snapshot of an advertising document
that the merchant computer sends to the buyer computer in
FIG. 2.

FIG. 6 is a screen snapshot of a confirmation document
that the payment computer sends 10 the buyer computer in
FIG. 2.

FIG. 7 is a screen snapshot of a new account document
that the payment computer sends to the buyer computer in
FIG. 2.

FIG. 8 is a screen snapshot of an account name prompl
that the buyer computer creates in FIG. 2.

FIG. 9 is a screen snapshot of a document that the
paymeni computer sends to the buyer computer in FIG. 2
and that provides an option cither to repurchase or 10 usc a
previously purchased access.

FIG. 10 is a screen snapshot of a fulfiliment document that
the merchant computer sends to the buyer computer in FIG.
2.

FIG. 11 is a screen snapshot of a smart statement docu-
ment that the payment computer sends to the buyer com-
puter in FIG. 4.

FIGS. 12 and 13 are screen snapshots of a transaction
detail document that the payment computer sends to the
buyer computer in FIG. 4.

FIG. 14 is a screen snapshot of a customer service form
that the payment computer sends to the buyer computer in
FIG. 4.

DETAILED DESCRIPTION

With reference to FIG. 1, a nctwork sales system in
accordance with the present invention includes a buyer
computer 12 operated by a user desiring to buy a product, a
merchant computer 14, which may be operated by a mer-
chant wilting 10 seH products 1o the buyer or by a manager
of the network sales system, a payment computer 16 typi-
cally operated by a manager of the network sales system,
and a creation computer 20 typically operated by the mer-
chant. The buyer, merchant, payment, and creation compul-
ers are all inter-connected by a computer network 10 such as
the Internet.

Creation computer 20 is programmed 10 build a “store™ of
products for the merchant. A printout of a computer program
for use in creating such a “store” in accordance with the
present invention is provided as Appendix F.

The products advertised by merchant computer 14 may
be, for example, newspaper or newsletter articles available
for purchase by buyers. Creation computer 20 creates a
digital advertisement database 18 that stores advertising
documents (which may for example be in the form of
summaries of newspaper or newsletier articles, accompanied
by prices) and preduct fulfiliment items (which may be the
products themselves if the products can be transmitted over
the network, or which may be bard goods identificrs if the
products arc hard goods, i.c., durable products as opposed 10
information products). Creation computer 20 transmits con-
tents of the advertising document database 18 1o merchant
computer 14 to enable the merchant computer to cause
advertisements and products to be sent to buyers. Merchant
computer 14 maintains advertising documents locally in
advertising document database 15. In an altermative
embodiment, the creation compuler does not have a local
digital adverlisement database, bul instead updates a remote
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advertising document database on a merchant computer.
These updates can be accomplished using HTML forms or
other remote database technologies as is understood by
practitioners of the art,

Payment computer 16 has access 1o a scttiement database
22 in which payment computer 16 can record details of
purchase transactions. The products may be organized into
various “domains” of products, and payment computer 16
can access settlement dalabase 22 to record and retrieve
records of purchases of products falling within the various
domains. Payment computer 16 also has access to a shop-
ping cart database 21 in which a “shopping cart” of products
that a user wishes 1o purchase can be maintained as the user
shops prior to actual purchase of the contents of the shop-
ping cart.

With reference to FIG. 2, a purchase transaction begins
when a user at buyer computer 12 requests advertisements
(step 24) and buyer computer 12 accordingly scnds an
advertising document URL (universal resource locator) to
merchant compuler 14 (siep 26), The merchant computer
tetches an advertising document from the advertising docu-
ment database (step 28) and sends it to the buyer computer
(step 30). An example of an advertising document is shown
in FIG. 5. Details of URLs and how they are used are found
i Appendix G.

‘The user browses through the advertising document and
eventually requests a product (step 32). This results in the
buyer computer sending payment URL A to the payment
cemputer (step 34). Payment URL A inciudes a product
identifier that represents the product the user wishes to buy,
a domain identifier that represents a domain of products to
which the desired product belongs, a payment amount that
represents the price of the product, a merchant computer
identifier that represents merchant computer 14, a merchant
account identifier that representis the particular merchant
account 1o be credited with the payment amount, & duration
time that represents the length of time for which access to
lhe product is to be granted to the user after completion of
the purchase transaction, an expiration lime thal represents
4 deadline beyond which this particular payment URIL,
cannot b¢ used, a buyer network address, and a paymens
URL authenticator that is a digital signature based on a
cryptographic key. The payment URL authenticator is a hash
of other information in the payment URL, the hash being
defined by a key shared by the merchant and the operator of
the payment computer.

[n an alicrnative embodiment, step 34 consists of the
buyer computer sending a purchase product message o the
merchant computer, and the merchant computer provides
payment URL A to the buyer compuier in response to the
purchase product message. In this alternative embodiment,
payment URL A contains the same contents as above. The
buyer compuler then sends the payment URL A it has
received from the merchant computer to the payment com-
puter.

When the payment computer receives the payment URL
it verifies whether the payment URL authenticator was
created from the contents of the payment URL using the
cryptographic key (step 36). If not, the payment computer
sends a document to the buyer compuier indicating that
access 10 the network sales system is denied (step 38).
Otherwise, the payment computer determines whether the
expiration time has past (step 40). If it has, the payment
compuler sends a document to the buyer computer indicat-
ing thal the lime bhas expired (step 41). Otherwise, the
payment compuler checks the buyer computer nelwork

15

25

55

60

65

6

address 1o see if it matches the one specified in the payment
URL (step 42). If it does not malich, the payment computer
sends a document to the buyer computer indicating that
aceess to the network payment system is denicd (step 43).
Otherwise, the payment computer sends a payment confir-
mation document to the buyer computer, the payment con-
firmation document including an “open” link and a “con-
tinue™ link (step 44).

An example of a confirmation document is showr: in FIG.
6. The confirmation document asks the user to click on a
“contigue” button if the user already has an account with the
payment computer, or to click on an “open” button if the
user does not already have an account and wishes o open
one.

if the user clicks on the “open” button (step 46), the buyer
computer sends payment URL C to the payment computer
(step 48), payment URL C being similar 1o payment URL A
but alse indicating that the user does not yet have an account.
The payment computer creates a new account document
(step 50} and sends it to the buyer computer (step 52). An
example of a new account document is shown in FIG. 7.
When the user receives the new account document he enters
the new account name, an account password, a credit card
number, the credit card expiration date, and security infor-
mation such as the maiden name of the user’s mother (step
54), and presses a “submit” button (nol shown in FIG. 7).
The buyer computer sends the new account information to
the payment computer (step 56), which cnters the new
account in the settlement database (step 58).

If the user clicks on the “continue” button (step 60), the
buyer computer scnds payment URL B to the payment
computer (step 62), payment URL B being similar to pay-
ment URL A but also indicating that the user already has an
account. The payment computer then instructs the buyer
computer to provide the account name and password (steps
64 and 66), and the buyer computer prompis the user for this
information by creating an account name prompt (example
shown in FIG. 8) and a similar password prompt. The user
enters the information (step 68) and the buyer computer
sends the account name and password to the payment
computer (step 70).

The payment computer verifies whether the user name
and password are correct (step 72). If they are not correct,
the payment computer sends a document to the buyer
computer indicating that access 1o the network sales system
is denied (step 74). Otherwise, the payment computer deter-
mines whether additional security is warranted, based on,
¢.¢., whether the payment amount exceeds a threshold (step
73). If additionaj security is warranted, the payment com-
puter creates a challenge form document and sends it o the
buyer computer (step 75). The user enters the security
information (step 77), the buyer computer sends the security
information to the payment computer {step 79), and the
payment computer determines whether the security infor-
mation is correct (step 81). If it is not correct, the payment
computer sends a document to the buyer computer indicat-
ing that access to the network sales system is denied (step
83).

If the security information is correct, or if additional
security was not warranted, the payment computer checks
the settlement database 1o determine whether the user has
unexpired access 1o the domain ideatifier contained in the
payment URL (step 82). If so, the payment computer sends
1o the buyer computer a document providing an option either
Lo repurchase or 10 use the previously purchased access (Step
84). An example of such a document is shown in FIG. 9. The
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user can respond to the recent purchase query document by
choosing 1o access the previously purchased document (step
85) or to go ahead and buy the currently selected product
(step 86).

If the user chooses 1o access the previously purchased
document, the buyer computer skips to step 92 (see below).
I{ 1he user chooses to buy the currently selected product, the
pavment computer calculates an actual payment amount that
may ditfer from the payment amount centained in the
paymeant URL (step 87). For example, the purchase of a
product in a certain domain may entitle the user o access
other products in the domain for free or for a reduced price
Tor a given period of time.

The payment computer then verifies whether the user
account has sufficient funds or credit (step 76). If not, the
payment computer sends a document to the buyer computer
indicating that the user account has insufficient funds (step
78). Otherwise, the payment computer ¢realcs an access
URL (step 80) that includes a merchant computer identifier,
a domain idemiifier, a product tdentifier, an indication of the
¢nd of the duration ume for which access 10 the product is
to be granted, the buyer network address, and an access URL
authenticator that is a digital signature based on a crypto-
graphic key. The access URL authenticator is a hash of other
information in the access URL, the hash being defined by a
key shared by the merchant and the operator of the payment
compuier. The payment computer then records the product
identifier, the domain, the user accoumt, the merchant
account, the end of duration 1ime, and the actual payment
amount in the settlement database (step 88).

The payment computer then sends a redirect to access
URL 1o the buyer computer (step 90), which sends the access
URL to the merchant computer (step 92). The merchamt
compuler verifies whether the access URL authenticator was
created from the contents of the access URL usiong the
cryptographic key (step 94). If not, the merchant compuier
sends a document to the buyer compuier indicating that
aceess 1o 1he product is denied (step 96).

Otherwise, the merchant computer verifies whether the
duration time for access 1o the produet has expired {siep 98).
This is done because the buyer computer can request access
to a purchased product repeatedly. If the duration time has
expired, the merchant computer seads a document to the
buyer computer indicating that the time has expired (step
100). Otherwise the merchant computer verifies that the
buyer computer network address is the same as the buyer
network address in the access URL (step 101), and if se,
sends a fulfillment decument to the buyer computer (step
192), which is displayed by the buyer computer (step 104).
An example of a fulfillment document is showa in FIG. 10,
Oierwise, the merchant computer sends a document 10 the
buyer computer indicating that access is not allowed (step
103).

With reference now to FIG. 3, whea the merchan com-
puter sends the adveriising document to the buyer computer,
the user may request that a product be added to a shopping
cari in the shopping cart database rather than request that the
product be purchased immediately. The buyer computer
sends a shopping cart URL to the payment computer (step
108), the shopping cart URL including a product identifier,
a domain identifter, a payment amounl, a merchant computer
identifier, a merchant account identifier, a duralion time, an
cxpiration time, and a shopping cart URL awthenticator that
is a digital signature based on a cryptographic key. The
shopping cart URL authenticator is a hash of other infor-
mation in the shopping cart URL, the hash being defined by
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a key shared by the merchant and the operater of the
payment computer.

The payment computer verifies whether the shopping cart
URL authenticator was created from the contents of the
shopping cart URL using a cryptographic key (step 110). If
not, the payment computer sends a document o the buyer
computer indicating that access to the network sales system
is denied {step 112). Otherwise, befare any modification to
a user’s shopping cart is allowed, user authentication is
performed (step 113) in a maoner analogous o steps 40-81.
Once the user is authenticated, the payment computer cre-
ates or updates a payment URL for the shopping cart (step
114).

The user then either requests more advertisements {step
24 jn FIG. 2) and possibly adds another product to the
shopping cart, requests display of the shopping cart (step
116), or requests purchase of the entire contents of the
shopping cart (step 124). If the user requests display of the
shopping cart (step 116), the buyer computer sends a feich
shopping cart request to the payment computer {step 118),
and the payment computer and buyer computer (step 119)
perform sieps analogous to steps 64-81. The payment com-
puter returns the contents of the shopping cart to the buyer
computer (step 120), which displays the contents of the
shopping cart (step 122). If the user requests that the entire
contents of the shopping cart be purchased (step 124) the
buyer computer causes the payment URL for the shopping
car{ to be activated (step 126) and the payment URL is
processed In a manner analogous 1o the processing of
payment URLs for individual producis (beginning with step
36 in FIG. 2).

With reference now to FIG. 4, a user can request display
of a “smart statement” that lists purchase transactions for a
given month (siep 128). When the buyer computer receives
such a rcquest, it sends a smart statement URL 10 the
payment computer (siep 130),

When the payment computer receives the smart statement
URL, it verifies whether the smant statement URL authen-
ticator was created from Lhe contents of the smart statement
URL using a cryptographic key (step 132). If not, the
payment computer sends a document to the buyer computer
indicating that access is denied (step 134). Otherwise, the
payment computer checks to. determine whether the buyer
network address in the smart statement URL matches the
buyer computer’s actual network address {step 136). If not,
the payment computer sends a document (o the buyer
computer indicating that access is denied (step 138). Oth-
erwise (step 140), the payment computer and buyer com-
puter perform a set of steps analogous 1o steps 64-81 in FIG.
2 (payment compuler requests account name and password,
user provides the requested information, and payment com-
puter verifics the information).

In an alternative embodiment steps 132138 are omitted.

After verification of accouni information is complete, the
payment computer retrieves the requested settlement data
from the settlement database, creates a smart statement
document for the buyer, and sends the smart statement
document to the buyer computer (siep 142). An example of
a smart statement document is shown in FIG. 11, Cach
purchase transaction record in the smnart statement document
includes the data of the tramsaction, the pame of the
merchant, an identification of the product, and the payment
amount for the product. The smart statement document also
includes a transaction detail URL for each purchase trans-
action (these URLs, or hypertext links, are discussed below
and ar¢ not shown in FIG. 11). The smart statement docu-
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ment also identifies previous statements thai the user may
wish 10 have displayed.

The buyer computer displays the retrieved document (step
144), and the user may request transaction details for a
particular transaction listed on the smart statement (step
146). If so, the buyer computer sends a trapsaction detail
URL (or “payment detail URL”) to the payment computer
(step 148). The transaction detail URL includes a transaction
identifier, a buyer network address, and a transaction detail
URL authenticator. When the payment computer receives
the transaction detail URL, it performs (step 150) a set of
steps analogous to steps 132140 (verification of URL
authenticator, buyer neiwork address, and accounl
information). The payment computer then retrieves from the
seitlement dalabase data corresponding (o the payment
transaction specified in the transaction detail URL, creates a
ransaction detall document, and sends it to the buyer
computcr (siep 152).

An example of a transaction detail docurnent is shown in
FIGS. 12 and 13. The document displays a number of items
of information about the transaction, including the transac-
tion date, end of the duration time (*expiration™), a descrip-
tion of the product, the payment amount, the domain cor-
responding to the product, an identification of the merchant,
ard the merchant’s address.

The smart stalement document and the transaction detail
document both include customer service URLs (hypertext
links) that allow the user 1o request customer service (i.c., L0
send commenis and suggestions to the payment computer).
When the user requests customer service (step 154), the
buyer computer sends the customer service URL to the
payment computer (step 156), which creates a customer
service form and sends it to the buyer computer (step 158).
An cxample of a custorner service form is shown in FIG. 14,
The uscr types comments info the customer scrvice form
(step 160), and the buyer computer sends the user’s com-
ments (0 the payment computer (step 162). The payment
computer then posts the user comments and sends a thank
you document to the buyer computer (step 164).

A user may request display of a product included in the
smarl statement. When the user requests that the product be
displayed (step 166), the buyer computer sends the access
URL contained in the smart statement document to the
merchant computer (step 168), and the buyer computer and
merchant computer perform a set of steps analogous 1o steps
94-104 in FIG. 2 (authentication of access URL, verification
whether duration time has expired, verification of buyer
network address, and transmission of fulfillment document
to buyer compuler).

Whenever the present applicalion states that one computer
sends a URL to another computer, it should be understood
that in preferred embodiments the URL is sent in a standard
HTTP request message, unless a URL message is specified
as a redirection in the prescnt application. The request
message includes components of the URL as described by
the standard HTTP protocol definition. These URL compo-
nents in the request message allow the server to provide a
response appropriate to the URL., The term *URL” as used
the present application is an example of a “link,” which is a
pointer to another document or form (including multimedia
documents, hypertext documents including other links, or
audio/video documents). .

When the present application states that one computer
sends a document to another computer, it should be under-
stood that in preferred embodiments the document is a
success HTTP response message with the document in the
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bedy of the message. When the present application states
that a server sends an account name and password request
message 1o the client, it should be undesstood that in
preferred embodiments the account name and password
request message is an unauthorized HTTP response. A clicnt
computer sends account name and password information to
a server as parl of a request message with an avthorization
field.

The software architecture underlying the particular pre-
ferred embodiment is based upon the hypertext conventions
of the World Wide Web. Appendix A describes the Hypertext
Markup Language (HTML) document format used to rep-
resent digital advertisements, Appendix B describes the
HTML forms filt out support in Mesaic 2.0, Appendix C is
a description of the Hypertext Transfer Protocol (HTTP)
between buyer and merchant computers, Appendix D
describes how documents are named with Uniform Resource
Locators (URLs) in the network of computers, and Appen-
dix E describes the authentication of URLs using digital
signatures.

A printout of a computer program for use in creating and
operating such a “store” in accordance with the present
invention is provided as Appendix F. A printout of a com-
puter program for use in operating other aspecis of the
network sales system in accordance with the present inven-
ticn is provided in Appendix G.

There has been described a new and useful network-based
sales system. It is apparent that (hose skilled in the art may
make numerous modifications and departures from the spe-
cific embodiments described herein without departing from
the spirit and scope of the claimed invention.

What is claimed is:

1. A network-bascd sales system, comprising:

a merchant database comprising a plurality of digital
advertisements and a plurality of respective product
fulfillment items;

at least one creation computer for creating said merchant
database; and

at lcast one merchant computer for causing said digital
advertisements to be transmitted 0 a user and for
causing advertised products to be transmitted 1o said
user; .

said creation compulers, said merchant computer, and a
payment computer being interconnected by a public
packet switched computer network;

said creation computer being programmed lo creale said
merchant database, and fo transmit said digital adver-
tisements and said product fulfillment items over said
network 10 said merchant computer;

said merchant computer being programmed to reccive
said digital advertisements and product fulfillment
items over said network, 1o receive over said network
a request for a digital advertisement rom a user, to
cause said digital advertisement (o be sent 10 said user
over said network, 1o receive over said network trom
said user a product request message identifying an
advertised product, to receive an access message over
said network created by said payment computer, and to
cause said product to be sent to said user in accordance
with a product fulfilment item corresponding to said
product and based upon receipt by the merchant com-
puter of the access message.

2. A network-based sales system in accordance with claim

1, wherein each of said digital advertisements comprises an
abstract of a product agnd a price.

3. A petwork-based sales system in accordance with claim
2, wherein:
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at least one of said product fulfillment items comprises a

product itself; and

said creation computer is programmed to transmit said

product o said merchant computer with said digital
advertisements.

4. A network-based sales system in accordance with claim
2, wherein:

at least one of said product fulfillment items comprises a

hard good ideatifier; ard

saigd creation compuler is programmed (o lransmit said

hard good identifier to said merchant computer with
sald digital advertisements,

5. A method of operating a merchant computer in a
netwark-based sales system comprising a merchant database
that comprises a plurality of digital advertisements and a
plurality of respective product fulfillment items, at least one
creation compuler for creating said merchant database, and
at least one merchant computer for causing said digital
advertisements 1o be transmitted to a user and for causing
advertised products to be transmitted to said uscr, and at
feast one payment computer, said creation computer, said
merchant computer, and said payment computer being inter-
connected by a public packet switched computer network,
said method comprising the steps of:

receiving, at said merchant computer, said digital adver-

tisciments and said product fulfillment items, said digi-
tal adveriisements and said product fulfiliment items
having been transmitted over said network to said
merchani computer by said creation computer, said
merchant database comprising said digital advertise-
ments and said product fulfillment items having been
created by said creation computer;

receiving over said network a request for a digital adver-

isemenl from a user;

causing said digital advertisement to be sent to said user

over said network;

receiving over said network from said user a product

request message identifying an advertised product;
receiving over said network an access message created by
said payment computer; and

causing said product 1o be sent to said user in accordance

with a product fulfillment item corresponding to said
product and based upon receipt by the merchant com-
puter of the access message.

6. A hypertext staiement system, comprising:

a client computer for operation by a client user; and

a plurality of server computers for operation by a server

user;

said client computer and said server computers being

intereonnected by a public packel switched computer
nctwork;

at least one of said server computers being pregrammed

10 record information peraining o purchase transac-
tion records in a database, each of said purchase
transaction records comprising a product description,
and to cause a statement document comprising said
purchase transaction records {o be transmitted to said
clicnt computer over said network;

said chent computer being programmed to display said

product descriptions, 10 receive a request from said
clicnt user to display a product corresponding 1o a
praduct description displayed by said client computer,
and 10 cause a product hypertext link derived from a
purchase transaction record to be activated,

at least one of said server computers, other than a server

compuler thai transmitted said statement document 1o
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said client computer, being programmed to respond (o
activation of said product hypertext link by causing
said product to be sent to said client computer over said
network.

7. A hypertext statement system in accordance with claim
6, wherein:

said client computer is programmed (o Teceive a request

from said client user to display transaction details
corresponding to a product description displayed by
said client computer and to cause a transaction detail
hypertext link corresponding 1o said product descrip-
tion 1o be activated; and

at least one of said server computers is programmed to

respond to activation of said transaction detail hyper-
text link by transmitting said transaction details to said
client computer as a transaction detail document.

8. Ahypertext statement system in accordance with claim
7, wherein:

said transaction detail document further comprises a cus-

tomer service form hypertext link;

said client computer is programmed to receive a request

from said client user to display a customer service form
and to cause said customer service form hypertext link
to be activated; and

at least one of said server computers is programmed 10

respond lo activation of said customer service form
hypertext link by transmitting said customer service
form te said client computer.

9. Ahypertext statement system in accordance with claim
6, wherein:

said statement document further comprises a customer

service form hypertext link;
sald chienl computer is programmed (0 receive a request
from said client user to display a customer service form
and to cause said customer service form hypertext link
1o be activated; and

at least one of said server computers is programmed to
respond to activation of said customer service form
hyperiext link by transmitting said customer service
form to said clienl computer.

10. A methed of operating & server compuder in a hyper-
lext statement system comprising a chient computer for
operation by a client user, and a plurality of server comput-
ers for operation by z server user, said client computer and
said server compuicrs being interconnected by a public
packet switched computer network, said method comprising
the steps of:

recording, at one of said server computers, information

pertaining to purchase transaction records in a
database, each of said purchase transaction records
comprising 2 product description; and

causing a statement document comprising said purchase

transaction records (o be lransmitled to said client
computer over said network;

said client computer being programmed to display said

preduct descriptions, to receive a request from said
client user to display a product corresponding to a
product description displayed by said client computer,
and to cause a product hypertext link derived from a
purchase transaction record to be aclivated;

at least one of said server compulters, other than a server

computer that transmitted said statement document to
said client computer, being programmed to respond to
activation of said product hypertext link by causing
said product to be sent to said client computer over said
nelwork.
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11. A network payment system, comprising:

al least one buyer computer for operation by a user
desiring lo buy a product; and

at least one payment computer for processing payment
messages from said buyer computer;

said buyer computer, said payment computer, and a mer-
chant computer being interconnected by a public packet
swilched computer network;

said buyer computer being programmed o cause a pay-
meni message 10 be sent to said payment computer over
said nelwork;

said payment compuier being programmed to recetve said
paymenl message, to cause an access message 10 be
created for transmission over said nelwork to said
merchant compulter 10 enable said user 1o access said
product upon verification by said merchant computer
that said access message was created by said payment
computer, and to record information pertaining to a

purchase transaction record in said settlement database; ,

said buyer computer being programmed to cause a request
for a purchase transaction record 1o be sent to said
payment computer over satd network; and

said payment computer being programmed to receive said

request for said purchase transaction record and to 25

cause a document derived from said purchase transac-
tion record to be sent to said buyer computer over said
network.

12. The network payment system of claim 11 wherein the
payment message comprises a product identifier identifying
the product that the user desires to buy,

13. A method of operating a payment computer in a
network payment system comprising at least one buyer
computer for operation by a user desiring to buy a product,
and a1 least one payment computer for processing payment
messages [rom said buyer computer, and al least one mer-
c¢hanm computer, said buyer computer, said payment
compuler, and said merchant computer being interconnected
by a public packet swilched computer network, said method
comprising the steps of:

receiving, at said payment compuler, a payment message
that said buyer computer has caused 1o be sent to said
payment computer over said network;

CaUSINg an aceess message to be created for transmission
lo & merchant computer over said network to enable
said user to access said product npon verification by
said merchant compuler that said access message was
created by said payment computer;

recording information pertaining to a purchase transaction
record in said settlement database;

recelving over said network a request for a purchase
transaction record that said buyer computer has caused
1o be senl o said payment computer; and

causing a document derived from said purchase transac-
tion record to be sent 1o said buyer computer over said
network,

14, The method of claim 13 wherein the payment message
compnses a product identifier identifying the product that
the user desires to buy.

13, A hypertext statement system, comprising:

a client computer for operation by a client user; and

one of more server compulers for operation by a server
user;

the clieat computer and the server computers being inter-
connected by a public packet switched computer net-
work;

14

at least one of the server computers being programmed to
record information pertaining to purchase transaction
records in a database, and to transmit a statement
document comprising the purchase transaction records

5 to the client computer over the network;

the client computer being programmed to display the
statement document to receive & request from the client
user fo display transaction details corresponding to a
portion of the statement document displayed by the
client computer, and 1o cause a transaction detail hyper-
text link corresponding to the portion of the statement
document to be activated;

at least one of the server computers being programmed (0o
respond to activation of the transaction detail hypertext
link by transmitting the transaction details to the client
computer over the network as a transaction detail
document.

16. A method of operating a server computer in a hyper-
text statement sysiem comprising a cliemt computer for
operation by a client user, and one or more server computers
for operation by a server user, the client computer and the
server computers being ioterconnected by a public packet
switched computer network, the method comprising the
steps of:

recording, at one of the server computers, informalion
perlaining to purchase transaclion records in a data-
base; and

transmitting a statement document comprising the pur-
chase tranmsaction records to the client computer over
the network;

the client computer being programmed to display the
statement document, fo receive a request from the
clicnt user to display transaction details corresponding
to & portion of the statement document displayed by the
client computer, and to cause a transaction detail hyper-
text link corresponding to the portion of the statement
document to be activated;

at least one of the server computers being programmed to
respond to activation of the transaction detail hypertext
link by transmitting the transaction details io the client
computer over the network as a tramsaction detail
document.

17. A petwork-based sales system, cormprising:

at least one buyer computer for operation by a user
desiring to buy products;

at least one shopping cart compuier; and

a shopping cart database connceted to the shopping cart
compuler;

the buyer computer and the shopping cart computer being
interconnected by a public packet switched computer
network;

the buyer computer being programmed to receive a plu-
rality of requests from a user 10 add a plurality of
respective products to a shopping cart in the shopping
cart database, and, in response to the requests to add the
products, to send a plurality of respective shopping cart
messages over the network to the shopping cart com-
puter each of which comprises a product identifier
identifying one of the plurality of products and a1 least
one of which comprises a universal resource locator;

the shopping cart computer being programmed to receive
the plurality of shopping cart messages, to modify the
shopping carl in the shopping cart database to reflect
the plurality of requests to add the plurality of products
1o the shopping carl, and lo cause a paymenl message
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associated with the shopping cart 10 be created, the
payment message comprising a universal resource
locator; acd
the buyer computer being programmed 10 receive a
request from the user to purchase the plurality of
products added to the shopping cart and to cause the
payment message lo be activated to initiate a payment
transaction for the plurality of preducts added to the
shopping cart;
the shopping cart being a stored representation of 2
collection of products, the shopping cart database being
a database of stored representations of collections of
products, and the shopping carl computer being a
computer that modifies the stored representations of
collections of products in the database.
18. A method of operating a shopping carl computéer in a
public packet switched computer network comprising at
least one buyer computer for operation by a user desiring to
buy products, at least one shopping cart compuier, and a
shopping cart database connected o the shopping cart
computer, the method comprising the steps of:
receiving, at the shopping cart computer, a plurality of
shopping cart messages sent over the network to the
shopping cart computer by the buyer computer in
response 10 receipt of a plurality of requests from a user
to add a plurality of respective products 1o a shopping
cart in the shopping cart database, each of the shopping
cart messages comprising a product identifier identify-
ing one of the plurality of products and at least one of
which comprises a universal resource locator;

medifying the shopping cart in the shopping cart database
10 reflect the plurality of requests 10 add the plurality of
products to the shopping car; and

causing a payment message associated with the shopping

carl to be created, the payment message comprising a
universal resource locator;

the buyer computer being programemed to receive a

request from the user to purchase the plurality of
products added to the shopping cart and to cause the
payment message to be activated to initiate a payment
transaction for the plurality of products added to the
shopping can;

the shopping cart being a stored representation of a

coliection of products, the shopping cart database being
a dalabasc of stored represcntations of collections of
products, and the shopping cart computer being a
computer that modifies the stored representations of
collections of preducts in the database.

19. A network-based sales system, comprising:

at least one buyer computer for operation by a user

desiring to buy a product;

al least one merchant computer; and

al least one payment compuier;

the buyer computer, the merchant computer, and the

payment compuler being interconnected by a computer
network;
the buyer compulter being programmed to receive a user
request for purchasing a product, and to cause a pay-
ment message o be sent (o the payment computer that
comprises a product identifier identifying the product;

the payment computer being programmed to receive the
payment message, 10 Cause an access message to be
created that comprises a proguet identifier identifying
the product and an access message authenticator based
on a cryptographic key, and to cause the access mes-
sage 10 by sent 10 the merchant computer; and
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the merchant computer being programmed to receive the
access message, (0 cause the access message authenti-
caior 10 be verified to ensure that the access message
authenticator was created using the cryptographic key,
and to cause the product to be received by the user
desiring to buy the product.
20. A network-based sales system in accordance with
claim 19 wherein the buyer computer is programmed to
cause the payment message to be sent to the payment
computer by sending a purchase product message lo the
merchant computer, the merchant computer being pro-
grammed to receive the purchase product message, and in
response thereto, o send the payment message 1o the pay-
ment computer.
21, A network-based sales system in accordance with
claim 19 wherein the merchant computer is programmed
itself 1o verify the access message authenticaior.
22. A network-based sales syslem in accordance with
claim 19 wherein the merchant computer is programmed to
cause every access message authenticator received by the
merchant computer to be verified.
23. A network-based sales system in accordance with
claim 19, wherein the payment message comprises a pay-
ment amount.
24. A network-based sales system in accordance with
claim 19, wherein the payment computer is programmed to
record the product identifier and the payment amount.
25. A petwork-based sales system in accordance with
claim 24, wherein the product identifier and the payment
amount are recorded in a settlement database.
26. A neiwork-based sales system in accordance with
claim 19, wherein the payment message comprises a mer-
chant computer identifier.
27. A network-based sales system in accordance with
claim 19, wherein the payment message comprises a pay-
ment message authenticator based on a eryptographic key.
28, A network-based sales sysiem in accordance with
claim 27, wherein the payment computer is programmed to
verify the payment message authenticator to ensure that the
payment message authenticator was created using the cryp-
tographic key.
29. A network-based sales system in accordance with
claim 19 wherein the computer network is a public packet-
switched communications network,
30. A method of operating a payment computer in a
computer network comprsing at least one buyer computer
for operation by 2 user desiring to buy a product, at lcast onc
merchant computer, and at least one payment computer, the
method comprising the steps of:
receiving, at the payment computer, 3 payment message
that the buyer computer has caused 10 be sent to the
payment computer in response to a user request for
purchasing a product, the payment message comprising
a product identifier identifying the product;

causing an access message lo be created that comprises a
product identifier identifying the product and an access
message authenticator based on a cryptographic key;
and

causing the access message to be sent to the merchant

computer, the merchant computer being programmed
lo receive the access message, lo cause Lhe access
message aulhenticator to be verified 10 ensure thal the
access message authenticator was created using the
cryptographic key, and 1o cause the product to be
received by the user desiring to buy the product.

31. A petwork-based sales system, comprising:

at least one buyer computer for operation by a user

desiring to buy a product;
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at least one merchant compuler; and

ai leasl one paymeni computer;

the buyer computer, the merchant computer, and the

payment computer being interconnccted by a public
packet switched computer network;
the buyer computer being programmed to receive a
request from a user for purchasing a product, and to
cause a payment message to be sent over the neiwork
1o the payment computer;

the payment computer being programmed to receive the
payment message, and, if purchase of the product by
the user has not been previously recorded in a settle-
menl dalabase, o cause the user (o be charged for the
product and to create a new record in the settlement
database reflecting purchase of the produci by the user,
10 cause an access message to be creaied, and to cause
the access message to be sent over the network to the
merchant computer; and

the merchant computer being programened lo receive the

access message and to cause the user to receive the
product.
32. The nerwork-based sales system of claim 31 wherein:
the payment computer is programmed to cause the access
message Lo be created using a cryptographic key; and

at least one of the compulters is programmed (o use the
dccess message 0 a cryplographic process 10 ensire
that the user has paid for the product.

33. Amethod of operating a payment computer in a public
packet switched computer network comprising at least one
buyer computer for operation by a user desiring to buy a
product, at lecast one merchant computer, and at lecast one
payment computer, the method comprising the steps of:

receiving, at the payment computer, a payment message

that the buyer computer has caused to be sent over the
network 1o the payment computer in response to a
request from a user for purchasing a product, and, if
purchase of the product by the user has not been
previously recorded in a settlement database, causing
the user w be charged for the product and creating a
new record in the settlement database reflecting pur-
chase of the product by the user;

causing an access message to be created; and

causing the aceess message 1o be seni over the network to

the merchant computer, the merchant computer being
programmed lo receive the access message and 10 cause
the user to receive the product.

34. The method of claim 33 wherein at least one of the
compulers is programmed to use the access message in a
cryptographic process 10 ¢nsure that the user has paid for the
produgct.

35. A network-based sales system, comprising:

at least one buyer computer for operation by a user

desiring 1o buy products;

al feast one shopping cart computer; and

a shopping cari database connected to the shopping cart

compuicr;

the buyer computer and the shopping cart computer being

interconnected by a public packel switched computer
network;

the buyer computer being programmed to receive a plu-

rality of requests from a user to add a plurality of
respective products to a shopping cart in the shopping
car database, and, in response to the requests to add the
products, 1o send a pluralily of respective shopping carl
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messages over the nelwork 10 the shopping cart com-
puter each of which comprises a product identificr
identifying one of the plurality of products;

the shopping cart computer being programmed Lo receive
the plurality of shopping cart messages, and 1o modify
the shopping cart in the shopping cart datsbase 1o
refiect the plurality of requests o add the plurality of
products to the shopping cart; and

the buyer computer being programmed to receive a
request from the user to purchase the plurality of
products added to the shopping cart and to cause a
payment message to be activated to initiate a payment
transaction for the plurality of products added 1o the
shopping cart;

the shopping cart being a stored representation of a
cotlection of products, the shopping cart database being
a database of stored representations of collections of
products, and the shopping cart computer being a
comptler that medifies the stored representations of
collections of products in the database.

36. A method of operating a shopping cart compulter in a

public packet switched computer network comprising at

Ieast one buyer computer for operation by a user desiring 1o
buy products, at least one shopping cart computer, and a
shopping cart database connccled to the shopping cart
computer, the method comprising the steps of:

receiving, at the shopping carl computer, a plurality of
shopping car! messages sent over the network to the
shopping cart computer by the buyer computer in
respoase to receipt of a plurality of requests from a user
to add a plurality of respective products to a shopping
cart in the shopping cart database, cach of the shopping
cart messages comprising a product identifier identify-
ing one of the plurality of products; and

modifying the shopping cart in the shopping cart database
to reflect the plurality of requests to add the plurality of
products to the shopping cart;

the buyer computer being programmed to receive a
request from the user io purchase the plurality of
products added Lo the shopping cart and 1o cause a
payment message 1o be aclivaied to iniliate a payment
transaction for the plurality of producis added 1o the
shopping cart;

the shopping cart being a stored representation of a
collection of products, the shopping cart database being
a database of stored representations of collections of
products, and the shopping carl computer being a
computer thal modifies ithe stored representations of
collections of products in the database.

37, A network-based sales system, comprising:

a merchant database comprising a plurality of digial
advertisements and a plurality of respective product
fultfillment items;

at least one creation computer for creating the merchant
database; and

at least one merchant computer for causing the digital
advertisements 10 be transmilted to a user and for
causing advertised products to be transmitted (0 the
user;

the creation computer and the merchant computer being
interconnected by a public packet switched computer
network;

the crealion computer being programmed to create the
merchant dalgbage, and to transmit the digital adver-
tisements and the product fulfillment items over the
netwoerk o the merchant computer;
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the merchant computer being programmed 1o receive the
digital advertisements and product fulfillment items
over the network, to receive over the network a request
for a digital advertisement from a user, 10 cause the
digital advertiscment to be seni to the user over the
network, to receive over the network from the user a
product request message identifying an advertised
product, and o cause the product to be sent 1o the user
in accordance with a product fulfillment item corre-
sponding to the product;

at least a portion of the digital advertisernents transmitted

by the creation computer to the merchant computer
over the nelwork being authenticaled by at least one
digital signature,

38. A method of operating a merchant computer in a
network-based sales system comprising a merchant database
that comprises a plurality of digital advertisements and a
plurality of respective product fulfillment items, 2t least one
creation comptiter for creating the merchant databasc, and at
least one merchant computer for causing the digital adver-
‘tisements to be transmitted to a user and for causing adver-
tised products to be transmitted to the user, the creation
compuler and the merchant computer being interconnected
by a public packet switched computer network, the method
comprising the sieps of:

10

20

20

receiving, at the merchant computer, the digital advertise-
ments and the product fulfillment items, the digital
advertisements and the product fulfiliment items hav-
ing been transmitted over the network to the merchant
computer by the creation computer, the merchant data-
base comprising the digital advertisements and the
product fulfillment items baving been created by the
creation computer;

receiving over the network a request for a digital adver-
tisement from a user;

causing the digital advertisement to be sent to the user
over the network;

receiving over the network from the user a product
request message identifying an advertised produet; and

causing the product to be sent 1o the user in accordance
with a product fulfillment item corresponding to the
product;

al least a portion of the digital advertisements transmitied
by the creation computer to the merchant computer
over the network being authenticated by at least one
digital signature.
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described in the invention includes clisnt-server sessions
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to access to the requested file as well as any other files within
the preseat protection domain.
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INTERNET SERVER ACCESS CONTROL
AND MONITORING SYSTEMS

REFERENCE TO APPENDIX

A portion of the disclosure of this patent document
contains material which is subject to copyright protection,
The copyright owner has oo objection to the facsimile
reproduction by aty one of the patent disclosure. as it
appears in the Patent and Trademark Office patent files o
records. but otherwise reserves all copyright rights whatso-
ever

BACKGROUND OF THE INVENTION

The Internet, which started in the late 1960s. is a vast
computer network consisting of many smaller networks that
span the entire globe. The Intsrnet has grown exponentially,
and miilions of users ranging from individuals 1o corpora-
tions now use permanent and dial-up connections to use the
Internet on a daily basis werldwide, The computers or
networks of computers connected within the Internet, known
as “hosts”, allow public access to databases featuring infor-
mation in nearly every ficld of expertise and are supported
by entities ranging from universities and government to
many corumercial organizations.

The information on the Internet is made available to the
public through “servers™. A server is a system running oo an
Internet host for making available files or documents con-
tained within that host. Such files are typically stored on
magpetic storage devices, such as tape drives or fixed disks,
local to the host. An Interpet server may distribute informa-
tion to any computer that requests the files on a host. The
computer making stuch a request is known as the “client”,
which may be an Internet-connected workstation, bulletin
board system or home personal computer (PC).

TCP/IP (Transmission Control Protocol/Internet Protocot)
is one networking protocol that permmits full use of the
Internet. Al computers on a TCP/IP petwork need unique ID
codes. Therefore, cach computer or host on the Interpet is
identified by 2 unique pumber code. known as the IP
(Internet Protocol) number or address, and corresponding
network and computer names. In the past. an Internet user
gained access to its resources only by identifying the host
computer and a path through directories within the host's
storage to locate a requested file. Although various navigat-
ing tools have helped users to scarch resources on the
Interpet without knowing specific host addresses, these tools
still require a substantial technical knowledge of the Inter-
net,

The World-Wide Web (Web) is a method of accessing
information oo the Internet which allows a user to navigate
the Internet resources iptuitively, without IP addresses or
other techmical knowledge. The Web dispenses with
command-line utilities which typically require a user to
transmit sets of commands to comsmunicate with an Internet
server. Instead. the Web is made up of hundreds of thousands
of intercongpected “pages”, or documents, which can be
displayed on 2 computer monitor. The Web pages arc
provided by hosts running special servers. Software which
runs these Web servers is relatively simple and is available
oo a wide range of computer platforms including PC's.
Equally available is a form of client software, known 2s a
Web “browser”, which is used to display Web pages as well
as traditional non-Web files on the client system. Today, the
Internet hosts which provide Web servers are increasing ata
rate of more than 300 per month, ¢ route to becoming the
preferred method of Intemet communication.
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Created in 1991, the Web is based on the concept of
“hypertext” and a transfer method kmown as “HTTP"
(Hypertext Transfer Protocol). HTTP is designed to run
primarily over TCP/IP and uses thc standard Interoet setup.
where a server issues the data and a client displays or
processes it. One format for information transfer is to create
documents using Hypertext Markup Language (HTML).
HTML pages are made up of standard text as well as
formatting codes which indicate how the page should be
displayed. The Web client, 2 browser, reads these codes in
order to display the page. The hypertext conventions and
related functions of the world wide web are described in the
appendices of U.S. patent application Ser. No. (8/328.133,
filed on Oct. 24, 1994, by Payne ct al. which is incorporated
berein by reference.

Each Web page may contain pictures and scunds in
addition to text. Hidden behind certain vext, pictures or
sounds are connections. known as “hypertext links”
(“links™), to other pages within the same server or even on
other computers within the Internet. For example, links may
be visually displayed as words or phrases that may be
undalined o displayed in a second color. Each link is
directed to & web page by using a special name called a URL
(Uniform Resource Locator). URLs enable a Web browser
to go directly to any file held oo any Web server. A user may
also specify a known URL by writing it directly inte the
command line on a Web page to jurap to another Web page.

The URL naming system consists of three parts: the
transfer format, the host patne of the machine that holds the
file, and the path to the file. An example of 2 URL may be:

http:/feww.college.univ.odi/Adi/Bdir‘Cdiripage himl,

where “hitp” tepresents the transfer protocol; a colon and
two-forward slashes (/) are used to separate the transfer
format from the host pame; “www.collzge.univ.edu®” is the
host mame in which ‘“www" demotes that the file being
requested is a Web page; */Adin/Bdir/Cdir” is a set of
directary mames in a tree structure, or & path, on the host
machine; and “page.html” is the file name with ar indication
that the file is written in HTML.

The Internet maintains an open structure in which
exchanges of information are made cost-free without restric-
tion. The free access format inherent to the Internet,
however, presents difficultics for those information provid-
ers re<quiring control over their Internet servers. Consider for
example, a research organizatiop that may want to make
certain technical information available ob its Internet server
to a large group of colleagues around the globe. but the
information must be kept confidential. Without means for
identifying cach clisnt, the organization would not be able to
provide infarmation on the metwork on a confidential or
preferential basis. In another situation, a company may want
to provide highly specific service tips over its Internet sexver
only to customers having service contracts or accounts.

Access control by an Internet sexrver is difficult for at least
two reasons. First, when a client sends a request for a file on
aremote Internet server, that message is routed or relayed by
a web of computers connected through the Intemet uptil jt
reaches its destination host. The client does not necessarily
know how its message reaches the server. At the same time,
the server makes responses without ever knowing exactly
who the client is or what its IP address is. While the server
may be programmed to trace its clients, the task of tracing
is often difficult, if not impossible. Secondly, to prevent
unwanted intrusion into private local area networks (LAN).
system administrators implement various data-flow control
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mechanjsms. such as the Internet “firewalls”, within their
networks, An Interpet firewall allows a user to reach the
Internet anonymously while preventing intruders of the
outside world from accessing the user's LAN.

SUMMARY OF THE INVENTION

The present invention relates to methods of processing
service requests from a client to a server through a npetwork.
In particular the present invention is applicable to processing
client reguests in an HTTP (Hypertext Transfer Protoool)
environment. such as the World-Wide Web (Web). One
aspect of the invention involves forwarding a service request
from the client to the server and sppending a session
identification (SID) to the request and to subsequent service
requests from the client to the server within a session of
requests. In a preferred embodiment, the present method
involves returning the SID from the server to the clicnt upon
an initial service request made by the client. A vali¢ STD may
include an authorization identifier to allow a user to access
controlled files.

In a preferred embodiment. a client request is made with
a Uniformm Resource Locator (URL) from a Web browser.
‘Where a client request is directed to a controlled file without
an SID, the Internet server subjects the client to an autho-
rization routine prior to issuing the SID, the SID being
protected from forgery. A content server initiates the autho-
rization routine by redirecting the client’s request 10 an
authentication server which may be at a different host. Upon
receiving a redirected request, the authentication seryer
returos a response to interrogate the client and then issues an
SID to a qualified client. For a new client, the authentication
server may open a new account and issue an SID thereafter,
A valid SID typically comprises a user identifier. an acces-
sible domain, a key identifier, an expiration time such as
date. the IP address of the user computer, and an unforget-
table digital signature such as a cryptographic hash of all of
the other items in the SID encrypied with a sceret key. The
authentication server then forwards 2 new request consisting
of the original URL appeaded by the SID to the client in a
REDIRECT. The modificd request formed by & new URL is
automatically forwarded by the clicnt browser to the content
server.

When the content server receives a URL request accom-
panied by an SID. it logs the URL with the SID and the usex
IP address in a transaction log and proceeds to validate the
SID. When the SID is 50 validated. the content server sends
the requested document for display by the client's Web
browser,

In the preferred embodiment, a valid SID allows the client
to access aHl controlled files within a protection domain
without requiring further authorization. A protection domain
is defined by the service provider and is a collection of
controlled files of common protection within one or more
servers.

When a client accesses a coptrolled Web page with a valid
SID, the user viewing the page may want to traverse & link
to view aunother Web page. Therc arc several possibilities.
The user may traverse a link to another page in the same
path. This is called a “relative link”, A relative link may be
made either within the same domain or to 4 different domain.
The browser on the client corpputer executes a relative link
by rewriting the cusrent URL 10 replace the old controlled
page name with a new ope. The new URL retains all partions
of the old. including the SID, except for the new page name.
If the relative Link points to a page in the same protection
domain. the SID remains valid. and the request is honored.
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However, if the rejative link points to a controlled page in a
different protection domain, the SID is no longer valid, and
the client is sutomatically redirected to forward the rewritten
URL to the autheatication server to update the SID. The
updated or new SID provides access to the new dorain if the
user is qualified.

The user may also clect to traverse & link to a document
in a different path. This is called an “sbsolute link”. In
generating a pew absolute link, the SID is overwritten by the
browsez. In the preferred embodiment, the content server, in
each serving of a controlled Web page within the domain.
filters the page to include the current SID in each absolute
URL, on the page. Hence, when the user elects to traverse an
absolute link, the browser is facilitated with an authenticated
URL which is directed with its SID to a page in a different
path, In another embodiment. the content server may forego
the filtering procedure as above-described and redirect an
absolute URL to the authentication server for an update.

Aax absolute link rmay also be directed to a controlled file
in a different dorain. Again, such a request is redirected to
the authentication server for processing of a new SID. An
absolute link directed to an uncontrolled file is accorded an
immediate access.

In another embodiment, a server access control may be
maigtained by programming the client browser to store an
SID or a similar tag for usc in each URL call to that
particutar server. This embodiment, however, requires a
special browser which can handle such communications and
is geacrally aot suitable for the standard browser format
common to the Web.

Another aspect of the invention is to monitor the fre-
quency and duration of access to various pages both con-
trolled and uncontrolied. A transaction log within a content
server keeps a history of cach client access to a page
including the link sequence through which the page was
accessed. Additiopally, the content server may count the
client requests exclusive of repeated requests from a com-
mon clieat. Such reoords provide important marketing feed-
back including user demand, acoess pattern, and relation-
ships between customer demographics and accessed pages
and access patterns.

The above and other features of the invention including
various novel details of construction and combinations of
parts will now be more particularly described with reference
to the accompanying drawings and pointed out in the claims,
It will be understood that the particular devices and methods
embodying the invention are shown by way of illustration
only and not as limitations of the invention. The principles
and feahures of this invention may be employed in varied and
numerous embodiments without departing from the scope of
the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram illustrating the Internet operation.

FIG. 2A is a flowchart describing the preferred method of
Internet server access control and monitoring.

FIG. 2B is a related flowchart describing the details of the
authentication process,

FIG, 3 illustrates an example of a clieat-server exchange
session involving the access control and monitoring method
of the present invention.

FIG. 4 is an example of a World Wide Web page.

FIG. § is an example of an authosization form page.

FIG. & is a diagram describing the details of the transla-
tion of telephone nwbers o URLs.
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DETAILED DESCRIPTION OF THE the current domain 106, If the request having a SID is
INVENTION directed to a controlied page of a diffexrent domain. the SID

Refemring now to the drawings, FIG. 1 is a graphical
illustration of the Internet. The Internet 10 is a network of
millions of intereonnected computers 12 including systers
owned by Internet providers 16 and information systems
(BBS) 20 such as Compuserve or America Online. Indi-
vidual or corporate users may establish connections to the
Internet in several ways. A uses on a home PC 14 may
purchase an account through the Internet provider 16. Using
a modem 22, the PC user can dial up the Intzrnet provider
to connect to a high speed modem 24 which, in turn.
provides a full service connection to the Internet, A user 18
may aiso make a somewhat limited connection to the
Internet through a BBS 20 that provides an Intcrnet gateway
connection to its customers.

FIG. 2A is a flowchart detailing the preferred process of
the present invention and FIG. 4 illustrates a sample Web
page displayed at a client by a browser. The page includes
text 404 which includes underlined link text 412. The title
bar 408 and URL bar 402 display the title and URL of the
current web page. respectively. As shown in FIG. 4. the title
of the page is “Content Home Page” and the coresponding
URL is “http://content.com/homepage”. When a cursar 414
is positioned over link text 4125, the page which would be
retrieved by clicking a mouse is typically identified in a
status bar 406 which shows the URL for that link. In this
example the stams bar 406 shows that the URL for the
pointed link 412b is directed to a page called
“advertisement”, in a commercial content server called
“content”. By clicking on the link text, the user causes the
browser to generate a URL GET request at 100 in FIG. 2A.
The browser forwards the request to a content server 129,
which processes the request by first determining whether the
requested page is a controlled documnent 102. If the request
is directed to an uncontrolled page. as in “advertisement”
page in this example, the content server records the URL and
the IP address, to the extent it is available, in the transaction
log 114. The content server then sends the requested page to
the browser 116 for display on the user computer 117.

If the request is directed to a controlied page, the content
server determines whether the URL contains an SID 102
For example, a URL. may be directed to a controlled page
name “report”, such as “httpi/content.com/report”, that
requires an SID. If no SID is present, as in this example, the
content server sends a “REDIRECT™ response 122 to the
browser 100 to redirect the user's imitial request to an
anthentication server 200 to obtain a valid SID. The details
of the authentication process are described in FIG, 2B and
will be discussed later, but the result of the process is an SID
provided fror the authentication server to the client. In the
above example. a modified URL appended with an SID may
be: “http://content.com/[SID)report™. The preferred SID is
a sixteen character ASCII string that cncodes 96 bits of SID
data, 6 bits per character. It contains a 32-bit digital
signature, a 16-bit expiration date with a granularity of one
hour. a 2-bit key identifier used for key management. an
$-bit domain comprising a set of information files to which
the current SID authorizes access, and a 22-bit user identi-
fier. The remaining bits are reserved for expansion. The
digital signature is a cryptographic hash of the remaining
items in the SID and the authorized IP address which are
encrypted with a secret key which is shared by the authen-
tication and content servers.

If the initial GET URL contains a SID, the content server
determines whether the request is directed to a page within
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is no longer valid and. again, the user is redirected to the
authentication server 122.

If the request is for a controlied page withia the current
domain, fhe content server proceeds to log the request URL,
tagged with SID, and the user IP address in the transaction
log 188. The content server then validates the SID 118. Such
validation includes the following list of checks: (1) the
SID’s digital signature is compared against the digital sig-
nature computed from the remaining items in the SID and
the user IP address using the secret key shared by the
authentication and content servers; {2) the domain field of
the SID is checked to verify that it is within the domain
authorized; and (3) the EXP ficld of the SID is checked to
verify that it is later than the current time,

If the validation passes, the content server searches the
page to be forwarded for any absolute URL links contained
therein 112, that is, any links directed to controlled docu-
ments in different content servers. The content server aug-
ments gach absolute URL with the current SID to facilitate
authenticated accesses acoss multiple content servers. The
requested page as processed is then transmitted to the client
browser for display 117. The user viewing the requested
Web page may clect to traverse any link on that page to
trigger the cntire sequence again 100.

FIG. 2B describes the details of the authentication pro-
cess. The content server may redirect the client to an
authentication server The REDIRECT URL might be:
“hitp://auth.com/authenticate?domain={domain] &URL=
httpsffeontent.comfreport”. That URL requests authentica-
tion and specifies the domain and the initial URL. In
response to the REDIRECT, the client browser automati-
cally sends a GET request with the provided URL.

Whenever the content server redirects the client to the
antheatication server 209, the authentication server initiates
the authorization process by validating that it is for an
approved content server and determining the level of authen-
tication required for the access requested 230. Depending on
this level. the server may challenge the user 212 for cre-
dentials. If the request is for a low level document. the
authentication may issuc an appropriate SID immediately
228 and forego the credential check procedures. If the
document requires credentials, the suthentication server
sends a “CHALLENGE” response which causes the client
browser to prompt the user for credentials 214, A preferred
credential query typically consists of a request for user name
and password. If the user is unsble to provide a password,
the access is denied. The browser forms an authorization
header 300 from the information provided, and resends a
GET request to the authentication server using the last URL
along with an antherization header. For example, a URL of
such a GET request may be: “http://auth.com/
authenticate 7domain=[domain]&URL~http://content.com/
report and the authorization header may be:“AUTHORIZE:
[suthorization]”.

Upon receiving the GET request, the authentication server
queries an account database 216 to determine whether the
user is authorized 218 to access the requested document. A
preferred sccount database may contain & user profile which
includes information for identifying purposes, such as clieat
TP address and password, as well as user demographic
information, such as user age, homec address, hobby, or
occupation, for later use by the content server. If the user is
authorized. an SID is generated 228 as previously described.
If the user is not cleared for authorization, the autheptication
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server checks to see if the user qualifies for a new account
220, If the usex is not quatified to opeit 2 new accoult, apage
denying aceess 222 is transmitted to the client browser 100.
If the user is qualified, the new user is sent a form page such
as illustrated in FIG. 5 to initiate a real-time on-line regis-
tration 224. The form may, for example, requirc personal
information and credit references from the user. The browser
is able to transmit the data entered by the user in the blanks
502 as a “POST” message to the authentication server. A
POST message causcs form contents to be sent to the server
in a data body other than as part of the URL. If the
registration form filled out by the new user is valid 226, an
appropeiate SID is generated 228. ¥ the registration is not
valid. access is again denied 222.

An SID for an autherized user is appended (“tagged™) 230
to the original URL directed to a controlled page on the
content server. The authentication server then transmits a
REDIRECT response 232 based on the tagged URL to the
client browser 100. The modified URL. such as “hitp:/
conteat.com/[SIDVreport™ is autornatically forwarded to the
content server 120.

FIG. 3. ifustrates a typical client-server exchange involy-
ing the access control and monitoring method of the present
invention. In Step 1. the client 50 rupning a browser rans-
mits a GET request through a network for an uncontrotied
page (UCP). For example, the user may request an adver-
tisement page by transmitting a URL “http://content.com/
advertisement”, where “content.com” is the server name and
“advertisement”™ is the uncontrolied page name, In Step 2.
the content server $2 processes the GET request and traps-
tnits the requested page, “‘advertiseient™. The content scrver
also logs the GET request in the transaction database 56 by
recording the URL. the client TP address, and the current
time.

In Step 3. the user on the client machine may elect to
traverse a link in the advertisement page directed to a
controlled page (CP). For example, the advertisement page
sy contain a link to a controfled page called “report”.
Selecting this link causes the client browser 50 to forward a
GET request through a URL which is associated with the
report file “httpy/content.com/repost™. The content server 52
determines that the request is to a cootrolied page and that
the URL docs not contain an SID. In Step 4, the content
server transmits a REDIRECT response to the client, and, in
Step 5, the browser automatically sends the REDIRECT
URL 10 the authentication server 54, The REDIRECT URL
sent to the authentication server may contain the following
string:

"htq::llauth.comfaumcnticatc?domain-—-[domain]&URL=

http/icontent.com/report™.

The authentication server processes the REDIRECT and
determines whether user credentials (CRED) are needed for
authorization. In Step 6, the authentication server transmits
a "CHALLENGE" response to the client. As previously
described, typical credentials consist of user name and
password. An anthorization header based on the credential
information is then forwarded by the client browser to the
authentication server, For example, 28 GET URL having such
an authorization header is:

“http:ilautho.com/authcnticate?domain=[domain}

S&URL=http://content.com/report and the authorization
header may be: *AUTHORIZE:(authorization}”. The
authentication server processes the GET request by
checking the Account Database $8. If a valid account
exists for the user, an SID is issued which authorizes
access to the controlled page “report” and all the other
pages within the domain,
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As previously described. the prefered SID comprises a
compact ASCYI string that cocodes a uscr identifier. the
current domain, a key identifier, an expiration time, the
client TP address, and an unforgeable digital signature. In
Step 8, the authentication server redirects the client to the
tagged URL, “hitp//content.com/[SID/report”, to the oli-
ent. In Step 9, the tagged URL is automatically forwarded by
the browser as a GET request to the content server. The
content server logs the GET request in the Transaction
database 56 by recording the tagged URL, the client IP
address, and the current time. In Step 18, the content server,
upon validating the SID, transmits the requested controlled
page “report” for display on the client browser.

According to one aspect of the present invention, the

content server periodically evaluates the record contained in
the transaction log 56 to determine the frequency and
duration of acoesses to the associated content server. The
server counts requests to particular pages exclusive of
repeated requests from a common client in order to deter-
mine the merits of the information on different pages for
ratings purposes. By excluding repeated calls, the system
avoids distortions by users attempting to “stuff the ballot
box.” In one embodiment. the time intervals between
repeated requests by a comumon client aye measured to
exclude those requests falling within a defined period of
time.
Additionally, the server may, at any given time. track
access history within a client-server session. Such a history
profile informs the service provider about link transversal
frequencies and link paths followed by users. This profile is
produced by filtering transaction logs from one or more
servers to select only transactions involving a particular user
1D (UID). Two subsequent entrics. A and B, cormresponding
10 requests from a given user in these fogs represent a link
traversal from docusment A to docwrnent B made by the user
in question. This information may be used to identify the
most popular links to a specific page and to suggest where
to insext new Links to provide more direct access. In another
embodiment, the access history is evaluated to determine
traversed links feading to a purchase of a product made
within commercial pages. This information may be used. for
example, to charge for advertising based on the number of
link traversals from an advertising page to a product page or
based on the count of purchases resulting from a path
including the advertisement. In this embodiment. the sezver
can gauge the effectiveness of advertising by measuring the
number of sales that resulted from a particular page, link. or
path of links, The system can be configured to charge the
merchant for an advertising page based on the number of
sajes that resulted from that page.

According to another aspeet of the present inveation, a
secondary server, such as the authentication server 204 in
FIG. 2B, may access a preamranged user profile from the
account database 216 and include information based on such
a profile in the user identifier ficld of the SID. In a preferred
embodiment, the content server may use such an SID to
customize user requested pages to include personalized
content based on the user identifier field of the SID.

In another aspect of the invention, the user may gain
access to domain of servers containing journals or publica-
tions through a subscription. In such a situation. the user
may purchase the subscription in advance to gain aceess to
on-line documents through the Internet. The user gains
access to a subscribed document over the Internet through
the authorization procedure as described above where an
authorization indicator is preferably cmbedded in a session
identifier. In another embodiment, rather than relying on a
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prepaid subscription, a nser may be charged and billed each

time he or she accesses a particular document through the.

Internet. In that case. anthorization may not be required so
long as tite user is fully jdentified in order to be charged for
the service. The user identification is most appropriately
embedded in the session identifier described above,

In another aspect of the invention. facilities are provided
to allow users to wtilize conventional tclephone numbers or
other identifiers to access merchant services, These mer-
chant services can optionally be protected using SIDs. In a
preferred embodiment, as shown in FIG, 6. a Web browser
client 601 provides a “dial” coramend to accept a telephone
number from a user, as by clicking on a “‘dial” icon and
inputting the telephone number through the keyboard. The
browser then comstructs a URL of the form “hupi/
directory.zet/NUMBER". where NUMBER is the telephone
number or other identifier specified by the user. The browser
then perfortas a GET of the docutnent specified by this URL,
and contacts directory server 602, sending the NUMBER
requested in Message 1.

In another embodiment. implemented with a conventional
browser, client 601 uses a form page provided by directory
server 602 that prompts for a telephone number or other
identifier in place of a “dial” command, and Message 1is a
POST message to a URL specified by this form page.

Once NUMBER is received by directory server 602, the
directory server uses database 604 to transiate the NUMBER
to a target URL that describes the merchant server and
document that implements the service comresponding to
NUMBER. This wanslation can ignore the punctuation of
the puraber, therefore embedded parenthesis or dashes are
not significant.

In another embodiment an identifier other than 2 number
may be provided. For example, a user may eater a company
name or product name without exact spelling. In such a case
a “soundex” or other phonetic mapping can be used to
permit words that sound alike to map to the same target
URL. Multiple identificrs can also be used, such as a
telephone pumber in conjunction with 2 product name or
extension.

In Message 2. Directory server 602 sends a REDIRECT
to client 601. specifying the target URL for NUMBER as
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computed from database 684. The client browser 601 then
agtomatically sends Message 3 to GET the contents of this
URL. Merchant server 603 returns this information in Mes-
sage 4. The server 602 might have returned a Web page to
the client to provide an appropriate link to the required
document. However, because server 602 makes a translation
to a firal URL and sends a REDIRECT rather than a page to
client 601, the document of message 4 is obtained without
any user action beyond the initial dial input.

The Target URL contained in Message 3 can be an
ordinary URL to an urcontrolled page. or it can be 2 URL
that describes a controlled page. If the Target URL describes
a controlled page then authentication is performed as pre-
viously described. The Target URL can also describe a URL
that includes an SID that provides a preauthorized means of
accessing a controlled page.

Among benefits of the “dial” command and its imple-
Icotation is an improved way of accessing the Internet that
is compatible with conventional telephone nwumbers and
other identifiers. Merchants do not need to alter their print ot
television advertising to provide an Internet specific form of
contact information, and users do not nced to leam about
URLs.

In the approach a single megchant server can provide
multiple services that comrespond to differsnt external “tele~
phone numbers™ or other identifiers. For example, if users
dial the “flight arrival™ number they could be directed to the
URL for the arrival page, while, if they dial the “reserva-
tions” number, they would be directed to the URL for the
reservations page. A “priority gold” aumber could be
directed to a controlied page URL that would first authen-
ticate the user as belonging to the gold users group, and then
would provide access to the “priority gold” page. An unpub-
lished “ambassador™ number could be directed to a tagged
URL that permits access to the “priority gold” page without
user authentication.

Bquivalents

Those skilled ip the art will know, or be able to ascertain
using oo more than routine experimentation. many equiva-
lents to the specific embodiments or the invention deseribed
herein, These and all other equivalents are intended to be
encornpassed by the following ciaims,
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tclSidSup.¢ --
tcl 81D pack/unpack/id routines

Steve Morris
morriseopenmarket .com

/
/+ #define debug 1 +/

-
*
-
*
-
-
*

#include <stdio.h>
#include <sys/types.h>
#include <stdlib.h>
#include <unistd.h»>
#ifdef __ alpha
#include <sys/time.h>
#endif

#include <tcl.h>
#include *"global.h®
#include "md5.h"

fifdef debug

fdefine dbg_out (s} printf(*%g\a*, 8);

$§define dbg_outi(s,a) printf("¥s ¥x\n", s,a);
#define dbg outs{s,a) printf("ts ¥e\n", s,a);
felse

#define dbg out(s)

#define dbg outil(s,a}

#define dbg_outsl(s,al

#endif

/* external routines c¢alled

*/
char * radixé4decode_noslash(char *in, int len, int *output_len};
char *+ radixé4encode_noslash(char *in, inc len};
int compute_ihash{char +*str};

#define sid_rev_zero (0}

#define get_sid{lw,pos,mask]) ({bsid[liw]>>pos) & mask)
#define put_sid(lw,pos,mask,data) (bsid[lw] &= ~(OxLEfEffff & (maskecpos)): \
bsidilw] |= ({data & mask)<<pos); T

#define sig_lw 0
kdefine sig_pos 0
kdefine sig mask OxLEELLEEE

#define kid_lw 1
#define kid_pos 0
#define kid mask 0x3

pdefine rev_lw 1
Hdefine rev_pos 2
fidefine rev_mask  0x3

#define uid_lw 1
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#..efine uid_pos 4
#define uid mask  Ox3£Lfff
#define rsrvi_lw 1
#define rarvl_pos 26
#define rsrvl_mask O0x3f
#define dom_1lw 2
fidefine dom_pos 0
#define dom _mask  Oxff
#define rsrv2_lw 2
#define rsrvi_pos 8
#define rsrvi_mask Ox3f
#define uctx_lw 2
#define uctx_pos 14
#define uctx _mask 0x3
#define exp_lw 2
#define exp_pos 16
#define exp_mask  OxEEff

#ifdef _ sun___
§define fix_endianii,o) {

#else

/* #define fix_endian{i,o)
#define fix_endianii,o)
#endif

7y
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ecp = {char *} i; \
eda = (*ecp++)a<l; \
eda |= (*ecp++)<<8; \
eda = (*ecp++)<<lf; \
eda = (vecp)<<24; \
{int *} *o = eda;}

[ (int %) »o = (int +) «i;} */
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/* TclUnpackSid[Novalidate])

* Converts a binary sid to the intgrnal representation, and doas minimal
* validation on the SID, the NoValidate version does even less.
* Inpukts:

* the sid a sid, looks like "/@@uoGIg4QEAAARAABPN"

* Returns:

* {%d ¥4 %¥d ¥d]} on succes (dom uid keyid exp}

* or " on failure

*

*/

int TclUnpackSid(ClientData dummy, Tcl_Interp *interp,
{ int argc, char *+vargv)

char temp(512];

int ret_status = 1;

int i;

int * hsid = NULL, aect_hash;

char ip_address[32]="%, secret[200]="%, *gp;
unsigned char *ecp;

unsigned int eda;

char hash_buffer{512];

struct sid_info

unsigned int sig;

unsigned int kid;

unsigned int uid;

unsigned int rev;

unsigned int dom;

unsigned int exp;

unsigned int uetx;
} esid;

if (arge != 2)

Tcl_appendResult (intexrp, “wrong # args: should be \"", argv(0},
"Tgbkring\*", {char *)} NULL};
return TCL_ERROR;

#itdef test_ip

strcpy lip_address, test ip);
#endif
#ifdef test_secret

strcpy {secret, test_secret);
Hendif

cp =~ Tcl_Cetvar{interp, "sidip®, TCL_GLOBAL_ONLY|TCL_LEAVE_ERR_MSG) ;
if (cp t'= NULL) strncpylip_address, ep, 31);

cp = argv{1}+3;
i = strlen(cp];
if (i t= 16} goto sid_bad;
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/* first convert the SID back to binary+/
bsid = {int *) radix64decode_noslashicp, i, &i);
if (bsid == NULL} gote sid_bad;
if (i !'= 12) goto Bid bad;

fix_endian{&bsid[0), &baid(0]};
fix_endian(gbsid[l], &bsid(1]}:
fix_endian{&bsid[2], &bsid(2}};

dbg_outi ("sid{0] =", bsid(0)};
dbg_outs {*sid{1l]=", bsid{1]);
dbg outi (*sid[2] =", bsid[2]);

dbg_outi{"sig =*,get_sid(sig_lw,sig_pos,sig mask}};
dbg_outi(*kid =*,get sid(kid_lw, kid_pos,kid_mask}};
dbg_outi ("uid =*,get_sid(uid_lw,uid_pos,uid mask});
dbg outi ("rev =*,get_sid(rev_lw,rev_pos,rev_mask});
dbg_outi {"dom =",get_sid{dom_lw,dom_pos,dom mask});
_outi(“exp =*,get_sid{exp_lw,exp_pos, exp_mask)};
dbg_outi ("uctx =",get_sid(uctx_lw,uctx_pos,uctx_mask));
dbg outi(*rsl =’.get_sid(rsrvl_lw,rsrvl_pos,rsrvl_mask));

dbg_outi(*ra2 =%, get _sid(rsrv?_lw,rsrv2_pos,rsrv2_mask))

/* check the SID version field */

if {get_sid{rev_lw,rev_pos,rev_mask) != gid_rev_zero) goto sid bad;
if {(get_sid{rsrvl_lw,rsrvl_pos, raxvl_mask) T= 0] gote sid bad;

if {get_sid({rsrv2_lw, rsrvz_pos,rsrv2_mask} |= 0) goto sid bad;

/* unpack the sid */

esid.sig = get_sid(sig_lw,sig_pos,sig_mask);
esid.kid = get_sid{kid lw,kid_ pos,kid_mask},;
esid.uid = get_sid{uid lw,uid pos,uid mask);
esid.rev = get_sid{rev_lw,rev_pos,rev_mask)};
esid.dom = get_sid(dom_lw,dom_pos,dom mask) ;
esid.exp = get_sid({exp_lw,exp_pos,exp_mask);
esid.uctx = get_sid(uctx_lw,uctx_pos,uctx_mask);

dbg_outi("sig =",esid.sig);
dbg_outi{*kid =",esid.kid);
dbg outi{*uid =",esid.uid);
dbg outi{*rev =", esid.rev);
dbg_outi(*dom =",esid.dom);
dbg outi(“exp =",esid.exp);
dbg_outi(*uctx =",esid.uctx};

sprintf (temp, "secret (¥d) *,esid.kid);
cp = Tcl_GetVar{interp, temp, TCL_GLOBAL_ONLY);
if {cp != NULL) strncpy(secret, cp, 19%3);

/* nhash the =id and check the signature */

sprintf (hash_buffer, "¥s¥sy08x%08x", secret, ip address,bsid{2],bsidl1]);
dbg_cuts(*hashing ->*,hash_buffer);

act_hash = compute_ihash{hash_buffer);

fix_endian{&act_hash, &act_hash);

dbg_outi (“expected hash=*,bsid{0]);

dhg_outi("actual hash=",act_hash) ;

if {act_hash != esid.sig) goto sid_bad;

rtn_exit:
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if (bsid != NULL} free(bsid};

if (ret_status) sprintf(interp->result,"{¥d %d %4 %d ¥d}",
esid.dom, esid.uid, esid. kid, esid. exp,esid, uctx);

elge sprintf {interp->result,"*);

return TCL_OK;

sid_had:
rer_status = 0;
goto rtn_exit;

exp_bad:
Tet_status = 0;
goto rtn_exit:
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int TeclUnpackSidNoValidate(ClientData dummy, Tcl_Interp *interp,
int argc, char *+argv)
{

char temp[512];

int ret_status = 1;

int i;

int * bsid = NULL, act_hash;

char ip_address{32]="", secret{200]="", *cp:
unsigned char *ecp;

unsigned int eda;

char hash_buffer(512];

‘struct sid_info

unsigned int sig;

unsigned int kid;

ungigned int uid;

ungigned int rev;

unsigned int dom;

unsigned int exp;

ungigned int uctx;
} esid;

if {argec I= 2)

Tel_AppendResult (interp, "wrong # args: should be \"*, argv(0],
* string\"", (char *} NULL);
return TCL_ERROR;

#ifdef test_ ip
strepy (ip_address, test_ip);
#endif
#ifdef test_secret
strepyisecret, test_secret):
#endif

cp = Tcl_Getvar{interp, *sidip", TCL_GLOBAL_ONLY|TCL_LEAVE_ERR_MSG) ;
if {ecp != NULL) strncpy(ip_address, ¢p, 31);

cp = argv{1ll+3;
i = strilen(cp);
if (i != 16) goto sid bad;

/* first convert the SID back to binary*/

bsid = (int *) radixe4decode noslash(cp, i, &i);
if (bsid == NULL) goto sid bad;

if {i t= 12) goto sid_bad;

fix_endian (&bsid[0], &bsid[0]);
fix_endian{&baid(1], &bsid{il};
fix_endian (&bsid[2], &bsid(2]):

dbg_outi ("sid[0)=*,bsid[0));
dbg_outi ("sidf1]=",bsid(1}};
dbg outi{*sid[2)=",bsid(2]);

dbg_outi{"sig =",get_sid(sig_lw,sig_pos,sig_mask));
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dbg_outil {"kid =",get gid(kid }w,kid _pos, kid_mask});:
dbg_outi ("uid =",get_sid{uid lw,uid pos,uid _mask});
dbg_outi (“rev -".get sid(rev lw,rev _pos,rev mask)),
dbg_outi('dom =", get_sid{dom_lw,don pos,dom_mask)) ;

dbg outi{*exp =*,get_sid{exp lw,exp pos, exp | “maak) ) ;

dhg_ “outi{vuctx =",get sid{uctx_ 1w uctx_pos,uctx mask)}
dhg_ “outil*rsi = “,get_ sid{rsrvi 1w,rsrv1_pos rsrvl mask)),
dbg “outilrrsz =",get_ “gid (rsxv2_lw, THYV2_pos,rarvi mask)),

/* check the SID version field »/

if (get_sid{rev_lw,rev_pos,rev_mask) != sid_rev_zero) goto sid bad;
if (get_sid(rsrvi_lw,rsrvi_pos,rervl_mask) 1= 0} goto sid |_bad;
if (get_ Tsid(rarv2_lw, rsrv2_pos,rsrvi mask) ‘s 0) goto sid ] _bad;
/* unpack the sid +*/ '

esid.sig = get_sid{sig_liw,sig_pos,aly_mask);

esid.kid = get_pid(kid_lw,kid_pos,kid_mask);

esid.uid = get_sid{uid lw,uid_pos,uid mask);

egid.rev = get_sid{rev lw,rev_poa rev_mask) ;

esid.dom = get_sid{dom_lw,dom_pos,dom mask) ;

esid.exp = get_sid(exp_ 1w, exp_pos,exp_ “ask) ;

esid.uctx = get_sid{uctx_lw, uctx_pos,uctx_mask) ;

dbg outi (“sig =", esid.sig);
dbg outi{"kid =", esid.kid};
dbg_outi{"uid =",esid.uid}:
dbg_outii{"rev =", ,esid.rev);
dbg outi (*dom «",esid.dom};
dbg_outi{"exp =",esid.exp);
dbg_out:i ("uctx =", eaid.uctx);

#if {1 == 0) /* disable validation for the novalidate case */
gprintf (temp, "secret (¥d}",esid.kid};
cp = Tcl_GetVar{interp, temp, TCL GLOBAL , ONLY) ;
if (cp != NULL) strncpy{secret, cp, 198)7

/* hash the sid and check the signature */
sprintf (hash_buffexr, "¥s¥s¥0Bx¥08x", secret,ip_address,bsid([2],bsid[1]);
dbg_ocuts(“*hashing ->*,hagh_buffer);
act_hash =~ compute_ Lhash(hash _buffer};
flx endian(&act_hash, &act hash)
dbg_outi {"expected hash=" ,bs;d[o])
dbg outi{*actual hash=",act hash],
if Tact_hash 1= ecid.sig) gotd sid bad;
#endif

ren_exit:
if (bsid t= NULL)} free(bsid);
if (ret_status) sprintf{interp->result *{%d ¥d %¥d %d x¥d} ",
esid.dom,esid uid, esid.kid, esid.exp, esid.uctx);
else sprintf(interp >result, ") ;
return TCL_OK;

sid_bad:
ret status = 0;
goto rtn_exit;

exp_bad:
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ret_status = 0;
goto rin_exit;
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/* TclPacksSid
* Creates the ascii representation of a binary sid

. * Inputs:
* "{¥d ¥d ¥d %¥d [¥d)} Dom uid keyid exp [uctx]
* Returns:
* ascii bin_sid like '"/@@u8GIgaQEAARRAABPN"

&

*/

int TelPackSid(ClientData dummy, Tc¢l_Interp *interp,
int arge, char **argv)

{

char temp{512};

int bsid{3) =« {0,0,0}, i, act_hash;
unsigned char *ecp;

ungigned int eda;

char ip_address{32), aecret[200]="", *cp;
int dom, uid, keyid, exp, uctx;
char hash_buffer{512);

struct sid_info

{

unsigned int sig;
unsigned int kid;
unsigned int uid;
unaigned int rev;
unsigned int dom;
unsigned int exp;
unsigned int uctx;
} esid;

if {argec != 2)

Tcl_appendResult (interp, "wrong # args: should be \"*, argv(oe],

" string\"", {(char *} NULL);
return TCL_ERROR;

i = sgcanflargv[l],"%d ¥d %¥d ¥4 %¥d", &dom, &uid, &kkeyid, &exp, &uctx);

dbg_outs{"scanning...*,argv(1]l};
dbg_outi{*scan returned ",i);

if (i == 4) {uctx = 0; i = 5;}
if (i != S) return TCL_ERROR;

esid.kid = keyid;
egid. uid = uid;
esid.dom = dom;
esid.exp = exp;

esid.uctx = uctx;

dbg_outd ("kid=",esid.kid};
dbg_outi{"uid=",esid.uid);
dbg_cuti {“dom=",esid.dcm) ;
dbg_outi{“exps*,esid.exp);
dbg_outi {"uctxs¥,esid.uctx);
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gpifdef test_ip
strcpy{ip_address, test_ipl};
flendif
fifdef test_secret
strcpyi{secret, test_secret);
dendif
cp = Tcl_Getvar{interp, "sidip”, TCL_GLOBAL_ONLY);
if (cp != NULL) stracpy(ip_address, cp, 31};

gprintf (temp, *secret (¥d}*, esid.kid);
¢p = Tcl_@etVar{interp, temp, TCL_GLOBAL ONLY);
if (cp |= NULL) strncpy(secret, cp, 198);

put_sid(kid_lw, kid_pos, kid_mask, esid.kid);

put_sid(uid_lw, uid pes, uid mask, esid.uid);
put_sid{rsrvl_lw, rsrvil_pos, rarvl_mask, 0);
put_sid (rev_lw, rev_pos, rev_mask, sid_rev_zero);

put_sid{dom_1w, dom pos, dom_mask, esid.dom);
put_sid (rerv2_lw, rervz_pos, rarvz _mask, 0);:
put_sid{exp_lw, exp_pos, exp_mask, esid.exp};
put_sid{uctx_lw, uctX_pos, uctx mask, esid.uctx};
dbg_outi (*sid([0]=",bsid{0]);

dbg_outi (*sid{1]) =" bsidil])};

dbg_outi(*8idl2}=", bsid(2]);

sprintf (hash_buffer, "¥s¥st0Bxt08x", secret,ip_address,bsid{2],bsid(1]);
dbg_ocuts{*ascii sid built ", hash buffer);
act_hash = compute_ihash(hash_buffer};
/* fix_endian(&act_hash, &act_haah); */
put_sid{sig_lw, sig _pos, sig_mask, act_hash);

/+ dbg_outi{*sid{0}=",baid[0]);:
dbg_outi(*sid(1]=",bsid{1]);
dbg_outi (¥sid[2)=",bsid{2]); %/

/* fix_endian (&bsid{0], &bsid(0]); */
fix endian{absid (1], &bseid(1]);
fix_endian{&bsid(2), &bsidl2]);

dbg_outi {*sid[¢]=",bsid [0});
dbg_outi{"gid|l}=" bsid{1]};

dbg_outi {"mid[2]=",bsid(2]);

cp = radix64encode_noslash((char *} bsid, 12);
if (cp == NULL) return TCL_ERROR;

aprintf {temp, " /@®%s", cpl):
Tcl_SetResult(interp, temp, TCL_VOLATILE};

if (cp != NULL} free{cp);

return TCL OK;
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/* Tclldsid
* Scans an ascii line and finds an ascii Sib. (no validation though)
* Inputs:
i lineoftext
* Returns:
* ascii bin_sid, if a sid is found it is returned.
-
“f

int Tclidsid(ClientData dummy, Tcl_ Interp *interp,
int argc, char **argv)

éhar +aidp, *cp;

interp~->result {0} = 0;

if {arge 1= 2]

interp->result = *wrong # arga";
return TCYL_ERROR;

gidp = (char *) strstr(argv[l], "/e@"};

if (sidp == NULL} return TCL OK;

¢p = {char *} strstr{gidp+l,"/");

if {{cp == NULL) && (strlen{sidp} != 139}} return TCL OK;
if {(ep - sidp) = 19) return TCL_OK; -
strncpylinterp->result, sidp,19});

interp->result [19) = 0;

return TCL_OK;

/*
* Register commands with interpreter.

”

int SidSuplInit{Tcl_Interp *interp)

écl_CreateCommand(interp, “packaidY, TclPacksSid, NULL, HULL):;
Tcl_CreateCommand{interp, "unpacksid®, TclUnpackSid, NULL, NULL);
Tcl_CreateCommand(interp, *unpacksidnovalidate*, TclUnpackSidNoValidate, NULL,
Tcl_CreateCommand{interp, "isgid", Tclldsid, NULL, NULL);

return TCL_OK;
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Sy g vy
*

* compute_ihash --

. .

+ Compute the MD5 hash for the specified gtring, returning the hash as
* a 32b xor of the 4 hash longwords.

-

* Results:

* hash int.

-

* Side effects:

* None.

B o e e e r e T EE AR S TR S EE R TR RA R RS- - e R e e e omow =

*/
int compute_ihash(char *str}

MDS_CTX mdS;
unsigned char hash{1s];
unsigned int *pl;
unsigned int hashi = 0;

MP5Init {(&mds) ;

MDSUpdate (&mdS, str, strlen{str)):
MDSFinal (hash, &ndS};

pl = (unasigned int *) hash;

hagshi = *pl+s;

hashi *= *plee;
hashi “= *pl++;
hashi “= *ples;
return hashi;
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/* .

« ticket.¢ --

*

* Commands for TICKET.

¥*

« Copyright 1935 by Open Market, Inc.

+« all rights reserved.

*

» This file contains proprietary and confidential information and
* yremains the unpublished property of Open Market, Inc. Use,

+ disclosure, or reproduction is prohibited except as permitted by
+ express written license agreement with Open Market, Inc.

-

* Steve Morris

* morris@OpenMarket.com

+*

*+ Created: Wed Mar 1 1995

* $Source: /omi/proj/master/omhttpd/Attic/ticket.c,v §

*

+/

#if tdefined(lint)
static const char resid{]="$Header: /omi/proj/master/omhttpd/Attic/ticket.c.v 2.

#endif /*not lintt/

#include c<stdio.h>
#include <sys/utsname.hs>
#include "httpd.h*
#include *md5.h"
#include "ticket.h"

static TICKET_ Server TicketServerData;
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This file implements all the ticket/sid related functions for the server.

The region commands RequireSIP and xsooxx can be used to limit

accegs to groups of files based on the authentication of the requestor.

The two commands are very similar, and only differ in the method used to
present the authentication data {(via the URL} and in handling of the

failing access case. For failing TICKET's, a "not authorized" message is
generated. For failing {or absent) SID‘s, a REDIRECT {either local or via
CGI script) is performed to forward the request to an authentication server,

RegquireSID domainl {[domain2 ... domainn]

This command denies access unlegs the specified properties are
true of the regquest. Only one RequireSID or xooxx command can
be used for a given region, though it may specify multiple domains.
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int ProcessRequires (ClientData clientData, Tcl_Interp *interp,
int arge, char **argv, int flaver);

int DomainNameCmd (ClientbPata clientData, Tcl_Interp *interp,
int arge, char **argv);

int GetDomain (char *domname, int &flt);

char *GetAsciiDomain{char *domname, char *dflt);

int conpute_ihash{char *strxj;

char wcomputeHash{char *str);

char *GetSecret (int kid);

int GetKidByKeyID(char *keyID};

char *CreateSid(HTTP_Request #*regPtry, int dom, int uid, int kid,

int exp, int uctx);

void freeTicketRegData(void *dataPtr);

void DumpStatus {HTTP_Request *reqPtr);

void TICKET DebugHooks{ClientData clientData, char *suffix,

HTTP_ Request *regPtr};

int ParseSid (HTTP_Request *reqPtr);

int ParseTicket (HTTP_Request *regPtr};

char *fieldParse {chary *str, char sep, char **endptr);

void TICKET_ConfigCheck({);
veid DumpRusage (HTTP_Request *reqgPtr);
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+ TICKET RequireSidCmd --

*

* Checks that the requested URL is authorized via SID to access this

* region. If the access is not authorized and we do not have a "remote
d authentication server" registered, then an "unauthorized message"

* is retumrned. If a "remote authentication server® has been

* declared, we REDIRECT to that server, passing the regquested URL and
* required domain’s as arguments.

*

* Results:

* Normal Tel result, or a REDIRECT request.

L]

* gide effects:

* Either an “unauthorized access™ meassage or a REDIRECT in case of exrror.
*

static int TICKET RequireSidCmd(ClientData clientPata, Tcl_Interp *interp,
int arge, char #**argv)

{
if (TicketGlobalData(EnableSidEater}) return TCL_OK;
return (ProcessRequires (clientData, interp,arge, argv, ticketsid));
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ProcessRequires --

Checks that the requested URL is authorized to accees this

region. The error cases are treated differently for SID v.s. TICKET.

For Ticket’s, an unauthorized access generates a returned error message.
For SID's, we first look to see 1f we are operating in "local authentica
mode*, if we are, we generate a new SID, into the URL and re-proceas the
If not in "local" mode, we look for the presence of a remoteauthenticati
server, if we have one declared (in the conf file) we REDIRECT to it pas
the FULL url and a list of domains that would have been legal. If the

authentication server was not found we return an error message,

Results:
Normal T¢l result, a local reprocess command, or a REDIRECT request.

Side effects:

Either an "unauthorized access" message or a REDIRECT in case of error.

static int ProcessReguires(ClientData clientData, Tecl_Interp *interp,

int arge, char #**argv, int flavor)

{

HTTP_Request *regPtr = (HTTP_Recuest *) clientData;
HTTP_Server *serverbtr;

TICKET_Request *ticketPtr;

DString targetUrl;

DString escapeUrl;

int i, required_dom:

int firstlegalDom = -1;

char *NewSid, *cp;

pStringlnit (&targetUrl);
DStringInit (kescapelrl);

/* fetch the server private and ticket specific extension data +/
servexPLr = reqgPrr->serverPty;

ticketPtr = {TICKET Request *) HT GetRegExtData(reqPtx, TicketServerData.tic

ASSERT {ticketPtr != NULL);

/* compare the reguesting S5ID/Ticket«<DOM> to authorized list of domains */
/* a match OR any valid domain and a required domain of TicketFreeArea is su

for (i = 1; i < arge; i++)

required_dom = GetDomain(argv[i],-1);
if (required_dom != -1}

if (firstLegalDom == -1} firstLegalDom = required_dom;
if ( {ticketPtr-»sidDom == regquired_dom) ||
(cicketPtr-»valid && (ticketPtr-»gidDom != -1) &&
(required_dom == TicketGlobalData (FreeArea))) ||
{ {(ticketPtr->ticketDom == recuired_dom) &&
(time(0) <= ticketPtr-s»ticketExp) &&
( (DStringlength{&tickerPry-»ticketIP) == 0} {]
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{stremp {DStringValue (&ticketPtr->ticketIP), DStringValue (&reqPtr->x

{

pstringFree (ktargetUrl) ;
pStringFree (&escapelrl)
return TCL_OCK;

/* count the number of domain crogsing that caused re-auth */
if {(flavor == ticketSid) && (ticketPtr-»sidDom) != -1} IncTicketCounter(Cou

/* authorization failed, if thie was a sid url, and local auth is enabled */
/* or this was an access to the free area */
./* insert a new sid in the url, and REDIRECT back to the client */
if {TicketGlobalData(EnableLocalduth) |}
({firstLegalDom == TicketGlcobalData (FreeArea}}
&& (flavoxr =» ticketsid) && {firstLegalDom != -1))})

if ({DStringlength{&regPtr->url) l= Q} &&
(DStringValue (&regPtr->url) [0] = */')}

HTTP_Error{reqPtr, NOT_FOUND, *access denied due to poorly formed url");
DStringFree (&targetUrl] ;
DstringPree {&kescapeUrl) ;
if {(iticketPtr->valid)
DStringFree (&ticketPtr-»gid) ;
return TCL_RETURN ;

NewSid = CreateSid{reqPtr, .
firstLegalDow, ticketPtr-»>uid,
TicketGlobalData (CurrentSecret), TicketGlobalData(LocalAuthExp),
ticketPrr->uctx);

DstringFree {kticketPty-»gid);

DStringAppend (&ticketPtr-~>pid, Newsid, -1);

ComposelRL (reqPtr, DStringValue (&reqPtr->url), ktargetUrl);

IncTicketCounter {CountLocalRedirects) ;

HTTP_Error (reqPtr, REDIRECT, DStringValue (&targetUrl)) ;

DStringFree (gtargetlrl) ;

DStringfree (&escapelrl) ;

if (lticketPrr-a>valid)

DStringFree (&ticketPtr-»sid);
Teturn TCL_RETURN;

/* authorization failed, build the REDIRECT URL arg’s. #*/
/+ 1f present, REDIRECT to authentication server */
if ({DStringLength{&TicketGlecbalData(AuthServer)) != 0) && (flavor == ticket

if ({DStringLengthl{&reqPtr->url) != 0) &&
(DStringValue (&xegPtr->url} [0} 1= '/*)})

HTTP_Error (reqPtr, NOT_FOUND, "access denied due to poorly formed url");
DStringFree (&targetUrl);
pstringFree (&escapeUrl};
if (tticketPtr-»valid}
DStringFree {&ticketPtr->gid);
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return TCL_RETURN ;

DStringAppend {&targetUrl, DStringValue (&TicketGlobalData{AuthServer!}, -1)
DStringAppend (ktargetUrl, "?urls*, -1);

ComposeURL {regPty, DStringValue{&regPtr-»url), &escapeUrl);

Escapelrl (&escapeUrl} ;

DStringAppend {&targetUrl,DStringvalue {kescapelrl), -1};

pStringdppend {stargetUzrl, *“&domain=*, -1};

DStringTrunc (kescapeUrl, 0);

DStringhppend (escapeUrl, *{*, -1);

£

or (i=1; 1 < argc; i++)

cp = GetAsciibDomain{argv({i), WNULL);
if{(cp t= NULL)

DStringAppend (&escapeUrl, cp, -1

¥i
DStringAppend (¢escapeUrl, " ¥, -1};

DsgringAppend(&escapeUrl, wlv, -1);

EscapeUxr]} {&escapeUrl} ;
DStringAppend [&targetUrl, DStringValue (kescapeUrl), -1};
DStringFree (&escapelrl) ;

HTTP_Error (regPtr, REDIRECT, DStringValue (&targetUrl));

I

ncTicketCounter (CountRemoteRedirects) ;

pstringFree (&targetUrl};

i

r

/

i

/i
if

f (!ticketPtr~>valid}
DstringFree {&ticketPrr-»sid);
eturn TCL RETURN;

authorization failed, if this is a ticket access, deccde the */
reason and handle via a redirect to a handler, or punt a */

no access message */
{(flavor == ticketTicket) && {firstLegalDom [a ~1} && {(ticketPtr-»ticketD

+ check For 1P address restrictions »/

f [ (DStringlength(&ticketPtr->ticketIP) l= 0) &&
(DStringLength(&TicketGloballata{TicketAdrHandler)} t= 0) &&
(strcmp (DStringValue (&ticketPtr-»>ticketIP), DStringValue (&regPrr-s>remc

DStringAppend (&targetUrl, DStringValue (&TicketGlobalData(TicketAdrHandle
DStringAppend (&targetUrl, DStringvalue(&ticketPtr-sfields}, -1);
DstringaAppend (&targetUrl, "&url=", -1);

pStringhAppend (stargetUrl, DStringValue (&regPtr-»url), -1);
IncTicketCounter {CountTicketAddr) ;

HTTP_Error (regPtr, REDIRECT, DS$tringValue(&targetUrl)},

DStringFree (&targetUrl);

return TCL_RETURN;

check for expired tickets */
{time {0} » ticketPtr-s»ticketExp)

DStringAppend (ktargetUrl, DStringValue (&TicketGlobalData (TicketExpHandle
DStringAppend (ktargetUrl, DStringValue (&ticketPtr-»fields), -1);
DStringAppend (&targetUrl, “&url=", -1);

DStringAppend (&targetUrl, DStringValue [&reqPtr->url), -1};:
IncTicketCounter {CountExpiredTicket) ;
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HTTP_Error (regPtr, REDIRECT, DStringValue (&targetUrl)) ;

psStringFree (&targetUrl) ;
return TCL RETURN;

/* no handler, punt a message */

HITP_Error (regPtr, FORBIDDEN, "access denied by Regquire ticket/sid regicn co
IncTicketCounter {CountNoRedirects) ;

if (!ticketPrtr-s>valid)

pstringFree (sticketPtr->sid);

pstringFree {&targetlrl);

DStringFree (&escapelrl);

return TCL_RETURN;
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Get {Ascii)Domain --

These routine performs an ascii to binary domain name lookup,

indexed by ‘key’} from the server’s domain name catalog. Name/number
pair's are loaded into the cataleog at configuration time with the

with the "Domain" configuration command. The Ascii version returns

a pointer to a character string that represents the domain number.

The non Ascil version returns an integer representing the domain number.

Results:
Integer value of domain. If no domain is available, returns deflt.

Side effects:
None.

gtatic int GetDomain{char *domname, int deflt)

st

HashEntry *entryPty;
DString DomName;

DStringInit (&DomName) ;
DStringAppend (&DomName, domname, -1);
strtolower (BStringValue {&DomName) ) ;

entryPtr = FindHashEntry (&TicketServerData.Domains, DStringValue (&DomName));
DStringFree (&DomName) ;

if {(entxyPtr == NULL) return deflt;

return (int) GetHaghValue{entryPtr);

atic char * GetAsciiDomain{char *domname, char *daflt}

HashEntry *entryPtr;
gtatic char buffer{s4};
DString DomName;

DStrirnglnit {&DomName) ;
pstringdppend (&DotiName, domname, -1);
strtolower {DStringValue (&Domiame} ) ;

entryPtr = FindHashEntry{&TicketServerData.Domains, DStringvalue (eDomName));
DStringFree (&DomName) ;

if {entryPtr == NULL) return defle;

sprintf (buffer, *¥d", (int) GetHashValue{entryPtr));

return buffer;
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» TICKET InsertLocalSid --

*

* Given a URL, inspect it te see if it refers to the local server/port
* if ir does, and it does nect already contain a SID, insert one if

* the current reguest included one, Note, for port B0 access we look
* for a match with and without the port specifier.

x

+ Results:

* None.

*

* Side effects:

- A 5ID may be inserted inteo the URL.

*

void TICKET InsertLocalSid(HTTP_Request *reqPtr, DString *result)

HTTP_Server *serverPir;
TICKET_Request *ticketPtr;
char tmpi32);

D8tring patternl;

pString pattern2;

DString tmwp url;

DString *hitPattern = NULL;

ticketPtr = (TICKET Request *) HT_GetRegExtData(regPtr, TicketServerData.tic
if (ticketPtr == NULL) return;
gerverPtr = regPtr-»serverbtr;

DStringInit (&patternl);
DStringlnit {&pattern2);
DStringInit {&tmp_url};

DStringAppend (&patterni, “http://%, -1};

DStringAppend (&patternl, DStringvValue {&serverPtr-»>serverName}, -1);
DStringAppend (&pattern2, DStringValue (&patterml), -1);

sprintf (tmp, *:%4", serverPtr--server_port];
DStringAppend{&patternl, tmp, -1);

if ((DStringlLengthi{result} »= DStringlLength(apatternl)) &&
(strncasecmp {DStringValue (&patternl}, DStringValue{result), DStringlengt
hitPattern = &patternil;

else

if {({serverPtr-»>sarver port == 80) &&
{DStringlength(result) »= DStringlength(&pattern2)) E&&
{strncasecmp (DStringValue {gpattern2}, DStringvalue(result), DStringLengt
hitPattern = &patternz2;

if (hitPattern != NULL)

DStringhppend {&tmp_url, DStringValue(hitPattern), -1l};

DStringhppend (&tmp_url, DStrxingValue{&ticketPtr-»>sid}, -1);

DStringaAppend (ktmp_url, &DStringValue(result) [DStringlength(hitPattern}],
DStringFree{result};
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pStringhAppend{resulr, bStrxingValue (&tmp_url), -1);
pStringFree(&tmp_url};

pstringFree (&patternl);
DStringFree {&patterni) ;
DStringFree {&tmp_url);
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* CreateSid --
*
B This routine takes the passed arguments and creates a sid.
*
* Results:
* A sid.
*
* Side effects:
W
e o e e e W A W A S T e e e e
*/

char * CreateSid (HTTP_Request *regPtr, int dom, int uid, int kid,
int exp, int uctx)

{

int bsid(31= {0,0,0);:
char temp_stri{512];
DString hash;

int act_hash;

static char eidl[64);
unsigned int explre time;
char *secret;

char *hashP;

char *c¢p;

unsigned char *ecp;
unsigned int eda;

int endian = 1;

bStringlInit (&hash);
expire time = time(0)+ exp;

put_sid{dom_1w, dom_pos, dom_masgk, dom) ;
put_sid(uid_lw, uid pos, uid mask, uid);

put_sid(kid_lw, kid_pes, kid_mask, kid);

put_sid{exp_lw, exp_pos, exp_mask, {expire_times»exp_shft_amt))
put_sid(uctx_lw, uctx_pos, uctx mask, uctx);

put_sgid{rev_1w, rev_pos, rev_mask, sid rev_zero);

secret = GetSecret (kid);

ASSERT (secret != NULL);

pStringAppend (&hash, secret, =-1);

DStringAppend (&hash, DStringValue {&reqPtr->remotelddr), -1);

sprintf (temp_str, "¥08x%¥08x", bgid[2},bsid([1]};

pStringAppend(&hash, temp_str, -1};

/* format of the hash string is %s¥s¥v08x%08x", secret,ip addr,bsid[2].bsidl1

hagshP = DStringValue{&hash};
act_hash = compute_ihash(haghP};
while (*hashP != 0Y thashP++ = 0;
pStxingFree (&hash) ;

/* fix_endian(kact_hash, ecp, eda}; */




Case: 1:02-cv-07700 Document #: 1 Filed: 10/25/02 Page 121 of 153 PagelD #:121

5,708,780
59 60

3.3
.put_sidlsig lw, sig_pos, sig_mask, act_hash)

/* f£ix_endian(&bsid[0), ecp, eda); */
fix_endian(&bsid([1], ecp, eda);
fix_endian{&bsid{2), ecp, eda):

#if (1 == 0)
Dumpsid() ;
#endif

cp = radixé4encode noslash{(char *} bsid, 12);
strcpy (sid, SID prefix);

strcat {gid, cp);

free(cp) ;

return(sid) ;
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*

* compute_ihash --
L4

Compute the MD5 hash for the specified string, returning the hash as

*

* 5 32b xor of the 4 hash longwords.
L

* Regults:

. hash int.

-

*

L3

Side effects:
None.

static int compute_ihash{char *str}

{

MD5_CTX mdSs;

unsigned char hash[16];
ungigned int *pl;
unsigned int hashi =~ 0;

MDSInit {&mdS} ;

MDSUpdate (&wd5, (unsigned char *)} stx, strlenistr}});
MbSFinal (hash, &mds);

pl = {unsigned int *) hash;

hashi = *pl++;
hashi “= *pl++;
hashi :- *Dles+;

hashi "= *pl++;
return hashi;
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computeHash --

Compute the MD5 hash for the specified string, returning the hash as
a 32-character hex string.

Results:
Pointer to static hash string.

Side effects:
None .
R o o e e e e e A R R L e A S M B T e e e e e e M ek e R M A E A mE W R R w == —_———-
*/
static char *computeHash(char *str)

LA N IR N I L B N

int i;

MDS CTX md5;

unsigned char hash[16];
gtatic char hashstr(33];
char *q;

MDSInit (&md5) ;
MDSUpdate (&mdS, (unsigned char *} str, strlen(str));
MDSFinal {hash, &md5);
q = hashstr;
for(is=0; i<l6; i++) |
sprintf{g, "“¥02x*, hash(i});

q += 2;

g = '\07;
return hashsty:
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*

+ TICKET ParseTicket --

*

Called by doreguest, before any region commands or mount handlers
have run. We parse and handle incomeing sid’s and tickets.

Results:
None,

* ok oAk % ow

Side effects:

int TICKET_ ParseTicket (HTTP_ Request *reqPty)
int status « HT_OK;
IncTicketCounter (CountTotalUrl);
status = ParseSid(reqgPtr);

if (TicketGlobalbData{EnableTicket) && (status == HT_OK}) status = ParseTicke
return status; ‘
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+ pargesid --
» '
Called by TICKET ParseTicket, before any region commands or mount handle
have run. We parse and handle incomeinyg sid’'s.

Results:
None.

Side effects:

* % ¥ ¥ ¥ A &

int ParseSid{HTTP_Request *reqgPtr}

TICKET Request *ticketPrr;
HTTP_Sexrver *serverPtr;
pstring hash;

int i;

char *cp, *cpl;

int *pbeid=NULL, act_hash;
unsigned int cur_tim, tdif, exp tim;
chax +*secret;

char temp_str[512};

char *hashp;

int gid ok = 0;

unsigned char *ecp;
unsigned int eda;

int endian = 1;

int ipl,ip2,ipd,ip4;

/* fetch the gerver private ticket extension data */

/* note that this sets up a default ticket block for both SID’s and Ticket a
serverPtr = regPtr-s»serverpPtr;

ticketPrr = {TICKET_Request *) HT_GetRegExtDatalregPtr, TicketServerData.tic
ASSERT (ticketPty == NULL);

ticketPtr = (TICKET Request *) Malloc(sizeof (TICKET_ Request));
HT_AddReqExtData{reqPtr, TicketServerData.ticketExtensionld, ticketPtr, free
DStringInit (&ticketPtr-»rawlrl);

DStringinit (&ricketPtr-»gid);

DStringInit (&ticketbtr->£ields);

DStringInit {&ticketPtr->signature};

DStringInit {&ticketPtr->ticketIP);

ticketPrr~»valid « 0;

ticketPtr->sidDom -1;

ticketpPrr->ticketDom =1:

ticketPtr~>ticketExp -1;

tickerPrr->uid 0;

ticket Ptr->uctx = 0;

gscanf (DStringValue (&regPtr->remotepaddr), "¥d.¥d.%d.%d", &ipl, &ip2, &ip3, &
ticketPtr->uid = ({{ipl+ip2)<<24) | ({ip3+ip4)<<16) | {rand{} & OXFFFF});
ticketPrr->uccx = 1;

LI T I ]
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/* we are done if sids are not enabled, or this url does not have a sid */
if (t{TicketGlobalData(EnableSid))} return HT_OK;

¢cpl = DStringValue (&regPtr-s>url);

if (stretricpl, SID _prefix) 1= cpi}

return HT OK;

if (strlen{cpl] == sidLength)

bstringAppend {&reqPty-surl, */v, -1);
DstringAppend (&xreqPtr-spath, "/, ~1);
¢pl = DStringValue (&reqPtr-s»url);

cp = strchricpl+gizeof (SID prefix),’ / );

if ((ecp - cpl)
return HT_OK;

t= sidLength)

IncTicketCoEnter(CountSidUrl);

DstringInit (&hash) ;

/* if sid eater is enabled, rewrite the url without the sid, and reprocess t
if{(TicketGlobalData(EnableSidEater))

DStringhppend(khagh, DStringValue l&reqPtr->url), -1};
DstringFree (kregPtr->url);

DSstringAppend (&éreqPtr->url, DStringValue (fhash)s+sidLength, -1);
DstringTrunc{&hash, 0);

Dstringhppend (&hash, DStringValue (&regPtr->path), ~-1};
DStringFree{&reqgPtr->path);

DstringAppend (ereqPtr->path, DStringValue (&hash)+sidLength, -1);
DstringFree (&hash) ;

IncTicketCounter {CountDiscardedsidurl) ;

return HT_OK;

DStringAppend{&tickerPtr->sid, DStringValue(&regbtr->urll, sidLength) ;

/* first convert the SID back to binary*/

i = DStringLength{kticketPtr-»sid)-3;

bsid = {int =) radix6adecode_noslash({DStringValue (&ticketPtr-»sid)+3, i, &i)
if ((bsid == NULL) || (i t= 12)) gote rtn_exit;

£ix_endian(&bsid (0], ecp, eda);
fix_endian{absid{l), ecp, eda);
fix_endian(&bsid{2), ecp, eda);

/* check the SID version field */
if (get_sid{rev_lw,rev_pos,rev_mask) [= sid_rev_zeroc) goto sid_bad;

if (get_sid(rsrvi

_lw,rervl_pos,rervl_mask) Ta 0Y goto gid bad;

if (get_sid(rsrv2_lw,rsrv2_pos,rervz_mask} != 0} goto sid bad;

/* Get a pointer to the secret */
secret = GetSecret (get sid(kid 1w, kid_pos,kid_mask));

if (secret == WULL) goto sid_bad;

/* hash the sid and check the signature +*/
DStringAppend (&hash, secret, -1};
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. DStringAppend{&hash, DStringvValue(&regPtr-srewmoteadddr), -1}:
gprintf (temp_str, "%¥08x%08x*, bsid([2),bsid(il);

DStringAppend (&hash, temp_str, -1);
/* format of the hash string is %s%s%oax%oax', secret, ip_addr,bsid{2],bsid[1

hashP = DStringValue (&hash);
act_hash = compute 1hash(hash?)
while (*hashP != 0T *hashP++ = 0;

fix_endian(&act_hash, ecp, eda);
if Tact_hash != get sid(sig_lw,sig_pos,sig_masgk)} goto =id bad;

/* is is ok, may be expired, but good enough to id user */
ticketPrr-»uid =~ get_sid(uid_iw,uid pos,uid mask];
ticketPrr-suctX « get_sid{uctx_lw,uctx_pos,uctx_mask};

/* do the SID experxation processing */
cur_tim = (time({0)s>sexp_shft_amt) & exp_mask;
exp tim = get sidlexp_lw,exp pos,exp mask);
tdif - (exp_tim - cur_ “vim) & OxfEEE;

it (tdif > Ox7EEf)

IncTicket.Counter (CountExpSid) ;
?oto sid_exp;

/* sid is fine, save the gid state, update the url‘s */
ticketPrr-»sidhom = get_sgid{dom lw,dom_pos,dom_wask) ;
tickecPtr->valid = 1i;

aid_ok = 1;

IncTicketCounter (CountValidsid) ;

sid bad:
if (l{sid_ok)) IncTicketCounter {Countinvalidsid);
gid_exp:
DStringAppend (&t icketPtr->rawUzl, DStringValue(&regPtr-»path), -1);
pStringTrune {&xegPtr->path, 0);
DStringAppend (kreqPtr->path, DStringvValue (&ticketPtr->rawlrl)+sidLength, -1)

pstringTrunc (&ticketPtr->rawlrl, 0};

DStringAppend(&ticketPtr->rawlirl, DStringValue(&rethr =url), -1);
DstringTrune (ereqPtr->url, 0);

DStringhppend {(&reqPty->url, DStringValue(&ticketPbtr->rawUrl)+sidlLength, -1};

ren_exit:
DStringFree (&hash) ;
if {bsid != NULL} free(baid);
return HT OK;

)
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This routine frees the storage used by ticket specific request

73
freeTicketRegData
data.
Results:
None.
Side effects:
Memory freed.

B o e e e e T T T T A W T T W W v ew e Ae R Y TS M W A W e W W W A ek m A W e A e - -

&

’
!

static void freeTicketRegData{void *dataPtr)

TICKET Request *ticketPtr = dataPtr;
DsStringFree {&ticketPtr->rawlrl) ;

DStringFree (&ticketPtr-»sid);

DStringFree (&ticketPtr-»fields);
DSstringFree (&ticketPtr->signature};
DStringFree (ktickecPtr-sticketIP);

free(ticketPtr);
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*

* GetSecret --

*

* Given a binary keyID, returns an ascii secret from the
* secrets store.

" for untranslatable names, return NULL.

L

* Results:

* "I‘ve got a secret, now you do too”

-

* gide effects:

*

*

char *GetSecret (int kid)
HashEntry *entryPtr;
entryPtr » FindHashEntry (&TicketServerData,.SecretsXid, {void *) kid);

if (entrybPtr == NULL} return NULL;
return DStringValue((DString *)GetHashValue(entryPtr)};
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+ GetKidByKeylID -~

*

* Given an ascii KeyID return the binary KeyID.

* for untranslatablie names, return -1,

L]

* Results:

* "I've got & secret, now you do too*

*

* Side effects:

*

*

T m o e T W S M MR A TT N M M RS M T M W TS M R R TR M e T M e e T e M g T R R e i R R e A R e o B R RS e o
*/

int GetKidByKeyID{char *keyID)
BashEntry *entryPtr;

entryPtr = FindHashEntry(&TicketServerData.KeyID, (void *)} keylD);
if (entryPtr == NULL) return -1;
return (int} GetHashValue (entryPtr);

)
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fieldParse --

Given a string, a separator character, extracts a field up to the

separator into the result string.
Does substitution on '¥XX’ sequences, and returns the pointer to the

character beyond last character in '*endptr’.

Results:
Returng a malloc‘ed string (callex must free), or NULL if an

error occurred during processing (such as an invalid ‘%° sequence).

Side effects:
None .

#define SIZE_INC 200
static char *fieldparse (char *str, char sep, char **endptr)

char buf[2);

char c;

char *end, *data, *p;
int maxlen, len;

len = 0;
maxlen = SIZE_INC;
p = data = mailoc{maxlen);

L4

* Loop through string, until end of string or sep character.
*
while (*str && *str != sep) |

if{*str == '%*)
if (tisxdigit{str(1]) || iisxdigit(stri2l}) {
free(data) ;
return NULL;

guf[o] = strfl});
buf (1) = str(2};
buf (2] = *\o’;
¢ = gptrtel(buf, &end, 16);
gtr += 3;
} elge if(*str w= ‘+'} {
c s '
gLr++;
} else
C = *Str++;

P+ = C;

len++;

if {len s»a= maxlen) |
maxlen += SIZE_INC;
data = realloc(data, maxlen};
p = data + len; -
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*pre = N0
+endptr = Str;
return data;
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» DomainNameCwmd --

-

o A €all to this routine, builds the ascii domain name

w to binary domain name maping structure for a numeric domain.
> syntax is Domain number namel namez named name... name_last
* At least one name is required. The mumber is decxmal and

* can be any value except -1. -1 ig reserved as a marker

* for untranslatable names.

*

* Results:

* None.

*

* Side effects;

- Commands are validate, and entries added to the map

*

[ PR R e L L R S B Ll L R e - -
*/

static int DomainNameCmd(ClientData clientData, Tcl_Interp *interp,
int argce, char **argv)
{

int new,i;
RashEntry *entryPtr;
int DomNumbex;
DString DomName;

if {axgc <3)

Tcl_appendResult {interp, argvi0], " directive: wrong number of *
"arguments, should be \*3\"",
{char *} NOLL);

return TCL_ERROR;

pstringlnic (&DomName) ;

if (((sscanf(argvfl], *%d", sDomNumber} != 1} || (DonNumber == -1})}

Tcl_appendResult (interp, argv(0}, " directive: *,
"Domain number must be an integer, and not egual teo -1+,
», value found was ",argv(1],
{char *) NULL);

return TCL_ERROR:

for (i = 2; i < argc; i++)

DstringFree (&DomName) ;

DStringAppend{&DomName, argv([i}, -1};

strtolower (DStringValue (&DomName) ) ;

entryPtr = CreateHashEntry(&TicketServerData.Domains, DStringvValue {&DomNam
if (new == Q}

{ B
Tcl_AppendResult (interp, argv(0), " directive: .




Case: 1:02-cv-07700 Document #: 1 Filed: 10/25/02 Page 134 of 153 PagelD #:134

5,708,780

- Y, -
"Duplicate domain name specified, ", argv(i], “'",

{char *) NULL);
return TCL_ERROR;

setHashValue{entryPtr, DomNumber};

1
pstringFree (&DomName) ;
return TCL OK;

}
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SecretsCmd --

A call teo this routine, builds kid to secrets table

Results:
None.

8ide effects:
Secrets are stored.

PR e mermmer g . A" R == = e m e e = e e N EN o e == -——

static int SecretsCmd(ClientData clientData, Tcl_Interp *interp,

int arge, char **argv}

{

int newKid,newKeyID;

HashEntry *entryPtx¥Kid = RULL , *entryPtrKeyID « NULL;
int Kid;

DString *dsptrKid;

if {argc I= 4)

Tcl_appendResult {interp, argv(0], * directive: wrong number of °
rarguments, should be \"4\*¥,
{char *) NULL);

return TCL_ERROR;

i€ (sscanfiargv([2], *¥d", &Kid) 1= 1)

Tcl_aAppendResult {interp, argvl[0},
" directive: KeyID must be an integer",
*, value found was ’'",argvi{2],"'",
{char *) NULL);

return TCL_ERROR;

entryPtrKid = CreateHashEntry(&TicketServerData.Secretskid, (void *) Kid, &n

if (strlenargv(l])}}
entryPtrKeyID = CreateHashBntry (&TicketServerData.KeyID, (void *) argv(i),
if {(newkid == 0) [| ({newKeyID == 0) && strlenlargvill)})

Tcl_appendResult (interp, argvI(e],
" directive: Duplicate Secret apecified for KeyID '",

argv (1],
(char ») NULL);

return TCL_ERROR;

if (strlen(argvil])?

dsptrkid = (DString *) malloc(sizeof (DString));
DStringlnit {(dsprrkid);
DStringAppend (dsptrKid, argvi3]l, -1);
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SerHashValue (entryPtrKid, dsptrKid);

SetHashValue (entryPtrKeyID, Kid);
return TCL_ OK:
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*» TICKET_ Initialize --

A

* Calls all the necesgsary routines to initialize the ticket subsystem.
*

+ Results:

* None.

*

* Side effects:

* Commands added to the region interpreter.

H SID "/@@" wurl catcher declared.

]

int TICKET Initialize{HTTP_ Server *serverPtr, Tcl_ Interp *interp}
TicketServerData.ticketExtensionld = HT RegisterExtensicn(serverPtr, *ticket

InitHashTable {&TicketServerData.SecretsKid, TCL_ONE_WORD KBYS);
InitHashTable {(&TicketSexrverData.KeylD, TCL_STRING_KEYS) ;
initHashTable (&TicketServerData.Domains, TCL_STRING KEYS);

/* initialize Server ticket data #/

DStringlInit {&TicketGlobalData (AuthServer)});
PStringlnit {&TicketGlobalData (TicketExpHandler));
PStringInit {&TicketGlobalData (TicketAdrHandlex)) ;

TicketGlobalData (FreeArea) = 0;
TicketGlobalData{EnablelLocaliuth) a 0;
TicketGlobalData {CurrentSecret) = 0;
TicketdlobalData{BnablesSid) = 0;
TicketGlobalData {EnableTicket) - 0;
TicketGlobalData{EpableSidBater) = 0;
TicketGlobalData (LocalAuthExp) = §0%30;

/* ticket event countersg */
TicketGlobalData {CountTotalUxrl}
TicketGlobalData {CountsSidurl)
TicketGlobalData (CountValidsid)
TicketGlobalData {CountExpSid)
TicketGlokalData (CountInvalidsid}
TicketGlokalData {CountCrossDomain)
TicketGlobalbata (CountlocalRedirects)
TicketGlobalbata (CountRemoteRedirects)
TicketGlobalData (CountNoRedirects)
TicketGlobalbata{CountDiscardedsidUrl)

o wedw e na
OO0 COO00
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/* Ticket related Config commands */

Tel_CreateCommand (interp, “Domain®, DomainNameCmd,
{ClientData) serverPty, NULL);
Tecl_CreateCommand (intexp, "Secrets"®, Secretscmg,

{ClientData) serverPtr, NULL};
T¢l_CreateCommand{interp, "RuthenticationServer", CmdStringValue,
{ClientDatal &TicketGlobalData{AuthServer}, NULL};
Tel CreateCommand (interp, “"TicketExpirationHandler", CmdStringValue,
- {Clientbata) &TicketGlobalData {TicketExpHandler), WULL);
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: Tcl _CreateCommand (interp, "TicketAddressHandler®, L..dStringValue,
(ClientData) &TicketGlobalData (TicketAdrHandler), NULL);
Tcl _CreateCommand |interp, "FreeDomain*, CmdIntValue,
{ClientData} &TxcketGlobalData(Freearea}, NULL} ;
Tcl_CreateCommand {interp, "EnableSidEater”, CmdIntValue,
{ClientData) &TlcketGlobalnata(EnablesidEater), NULL) ;
Tcl_CreateCommand (interp, "Enablesid", CmdIntValue,
{Clientpata} &TxcketGlobalData(EnableS;d). NULL} ;
Tel_CreateCommand {interp, “"EnableTicket”, CmdIntValue,
{ClientData) &TicketGlobalData(EnableTicket), NULL};
Tel_CreateCommand (interp, m"EnableLocalhuthn, CmdIntValue,
{ClientData) &TlcketGlobalbata(EnableLocalAuth). NULL) ;
Tel_CreateCommand (interp, “CurrentSecret”, CmdIntvalue,
{ClientData) &TicketGlobalData{CurrentSecret), NULL};
Tcl_CreateCommand ({interp, "LocalAuthExp", CmdIntValue,
{ClientData) &TicketGlobalData{LocalAuthExp), NULL) ;

HT_AddMountHandler (gerverPtr, {(ClientData) NULL, TICKET_DebugHooks,
“/omiserver®, NULL);

return HT_OK;
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* TICKET_ Shutdown --

*

* Calls all the necessary routines to shutdown the ticket subsystem.
&

* Results:

: None,

*

*» Side effects:

* Memory freed

*

F o sm et mmr e e r e Rt A e e - e R
x* / .

void TICKET_Shutdown {HTTP_Server *serverPrr)

HashEntry *entryPLr;
HashSearch search;
DString +*dstring;

DStringPree (&TicketGlobalbata (AuthSezvex)) s
DStringFree (&TicketGlobalData (TicketExpHandlex)) ;
pstringFree (&TicketGlobalbata({TicketAdrHandler}} ;

entryPtr = FirstHashEntry (&TicketServerData.SecretsKid, &search);
wh%le (entryPty !« NULL)

dstring = GetHashValue (entryPtr);

DstringFree (dstring} ;

free{dstring};

entryPtr = NextBashEntry(&search):
DeleteHashTable (ETicketServerData.Secretskid) ;
DeleteHashTable {&TicketServerData.KeylID) ;

DeleteHashTable (&TicketSexverData.Domains) ;
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* TICKET AddRegionCommanda --

*

* hdd TICKET region commands for authentication/authorization decisions.
*

+ Results:

* Hane.

*

* Side effects:

* commands added to the region interpreter.

e e e e e m mmm m = 8 e = e e k= = =

void TICKET_AddRegionCommands (HTTP_Request *regPtr, Tcl_Interp *interp)

Tcl_CreateCommand{interp, “RequireSID*, TICKET RequiredidCmd,
{ClientbData) reqPtr, NULL);

Tcl_CreateCommand {interp, “RequireTicket®, TICKET RequireTicketCmd,

| (ClientData) regPtr, NULL); .
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*
"+ TICKET_Get(CGIVariables --
*
* Add TICKET CGI wvariables to the CGI variable table.
*
* Resgults:
* Hone .
.
* Side effectsa:
* Extends the CGI variable hash table.
2 ]

.}"- ............................................... b m—
void TICKET GetCGIVariables (HTTP_Request *reg)
TICKET _Request *ticketPtr = (TICKET Request *) HT_GetReqExtData(req, TicketS

/t
* If there’s no extension data, then we’re not doing a ticket. Just return
*/

if (ticketPtr == NULL)
return;

if (DstringLength{kticketPtr-»rawlrl) != Q)

HT AddCGIParameter(req, "TICKET _URL®*, DStringValue(&ticketPtr-srawlrl), FA
if (Dstringlength{&ticketPtr-»sid) I= 0}

HT AddCGIParameter(req, "TICKET SID*, DStringValue (&ticketPtr-»>eid), FALSE
if (DstringLength(saticketPtr-»>fields) != 0)

HT_AJddCGIParametex {reg, "TICKET FIELDS", DStringValue(&ticketPtr->fields),
if {DStringLength(aticketPtr->signature) != 0)

HT_AddCGIParameter {req, "TICKET_ SIGNATURE*, DStringvValue (&ticketPtr-»signa
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TICKET GetUrl

Return the original url (with sid)

Results:
The URL.

Side effects:
None.

* % ko ox % W N

char * TICKET GetUrl (HTTP Request *reqPtr)

TICKET Reguest *ticketPtr;

ticketPtr = (TICKET Request *)
HT GetRegExtData(TegPtr, TicketServerData.ticketExtensionld);
if (TeicketPty f= NULL) &%
{(DStringlength {&ticketPtr->rawlrl) t= 0})
return DStringValue (&ticketPtr->rawlrl};
else
return DStringValue (&reqPtr-s>url):
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TICKET ConfigCheck

perform late configuration checka

Results:

Side effects:
Possible message loged/printed, and program exit‘d.

R N A % A

void TICKET_ConfigCheck (}

HashEntry *entryPtr;
int kid;

if [{TicketGlobalData({Enablesid) & ~0xi} != 0}
LogMessage (LOG_ERR, "EnableSid must be 0 or 1"};
exit (0);

if (! {TicketGlobalData(EnableSid)}} return;

kid = TicketGlobalData{CurrentSecret);
if ((kid && kid_mask) != kid)

LogMessage (LOG_ERR, "CurrentSecret ¥d is invalid", kid};
exit (0);
entryPtr < FindHashEntry {&TicketServerData.SecretsKid, (void *) kid);
if {entryPtr == NULL)
LogMessage {LOG_ERR, "No secret defined for CurrentSecret %d", kid);
exit (0);
if ((TicketGlobalData{FreeArea) & -0x255) 1= 0}
LogMessage (LOG_ERR, "Freehrea must be between 0 and 255");
exit{0);
if {{TicketGlobalData{EnablesidBater} & -~0xl) != 0)
LogMessage {LOG_ERR, "EnableSidEater must be 0 or 1%},
exit (0);
if {(TicketGlobalData{EnableTicket) & -Oxk) != O}

LogMessage (LOG_ERR, "EnableTicket must be 0 or 1*):
exit (0});

}
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if {(({TicketGlobalbata(EnableLocalAuth) & ~0x1} != 0}

LogMessage (LOG_ERR, “EnablLocaliuth must be ¢ or 1%);
exit{0);
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TICKET_DebugHooks

Check for debug hooks and execute if found.

Results:
None.

side effects:
None.

IR R ERE "

¥ imr et mn - o P o e R e = e b B e B e e T T N e o e e

A
static void TICKET DebugHooks(ClientData clientData, char *suffix,
HTTP_Request *reqgPtr)

K
if (strcmp(suffix, */ticketstatug”) == 0)

pumpStatus (reqgPbx) ;
HT_FinishRequest {reqPtr) ;
return;

HTTP_Error (reqPtr, NOT_FOUND, “access denied due to poorly formed url"};
HT FlnishRequest(rethrJ,
retuxn;
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* DumpStatus --
*

Dump the server’'s ticket stat’'s

Results:
None.

side effects:
None,

L T )

#define BUFSIZE 1024

Tcatic void DumpStatus (HTTP_Request *reqPtr)
HTTP_Server *serverPtr - regPtr-»serverPir;
char tmp[BUFSIZE), timeStr [BUFSIZE];
struct utsname sysinfo;
time_t uptime;
int hours;

HTTP_BeginHeader (reqPtr, "200 OK"];

HTTF_SendHeader (reqgPty, "Content-type: text/html™, NULL);
HTTP_EndHeader (reqPtx) ;

HTTP_Send{reqPtr, "<titlesWebServer Ticket Status</titles®,

"chlsWebServer Ticket Status</his", NULL);

HTTP_Send{reqPtx, "<p><hrs<pa<h2>Ticket Log</h2>","<ps><pres\n*, NULL};

sprintf (tap, * <br¥g: </b> %d\n", "Number of access %, Ticket
HTTP_Send(regftr, tmp, NULL);

;5@3“@§i§?§éq;cz, t;:?*:éLL?{b> ¥d\n*, "Number of SID URL's ", Ticket
sprintf {tmp, " <b>%s: </b> %d\n", "Number of Valid SID's ", Ticket
§§§§E§§Z§%§Z:§:z: :EE%%EEzz%Zb> td\n", "Number of Expired SID's v, Ticket
spriﬁtf(tmp. " <b>%¥s8: </b> %d\n", *Number of Invalid SID's ", Ticket
gngﬁfg?SQE?qftr' tTE;%g?LLL}b> $¥d\n", "Number of XDomain accesses", Ticket
§§§£E§§z§%§2252i: :Eg%%ggz;}fb> ¥d\n", "Number of Local Redirects ", Ticket
Eg;éngiééTséq;tr, t;g?%:GLLT{b> %d\n*, "Number of Remote Redirects", Ticket
aprintf{cmp, * <b»¥%s: </b> %¥d\n*, "Number of No Auth servers ", Ticket

HTTP_Send(regPty, tmp, *</pres", NULL);

uptime = time (NULL) - serverPtr-sgtarted;

uname (&sysinfo) ;

strftime{timeSty, BUFSIZE, "“%A, %d-%¥b-%y %T",
localtime (kserverPtr->started));
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sprintf (tmp, “Seyver running on <ba¥s</b> {¥s ¥8) port %d, has been up \
since ¥3.<p>", sysinfo.nodename, sysinfo.syename,
sysinfo.release, serverPtr-»servex_port, timesStr);

HTTP_Send{reqPtr, tmp, NULL);
sprintf(tmp, " <Db>Nunber of connections: </b> ¥d\n",

serverPtr->numConnects) ;
HTTP_Send (reqPtxr, "<p»<pre>\n", tmp, RULL):

sprintf (tmp, * <baNumber of HTTP requests: </b> %d\n",
serverPLy->numRequests) ;

HTTP_Send{regPty, tmp, "</pre><p>", NULL};

hours = max(uptime / 3600, 1};

sprintf (tmp, *This server is averaging <b>%d</h> requests per hour.<p>*",
serverPtr-s>numReguests/hours) ;

HITE_Send(reqPtr, tmp, NULL);

DumpRusgage {regPtr) ;
/* DumpConnections{regPty}; */

DN5_DumpStats {regPtx) ;

KTTP_Send (reqPtr, “<ps<hrr<address>", DStringValue(&ht_serverSoftware},
Ye/address>\n", NULL);

regPtr->done = TRUE;

1
#undef BUFSIZE
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User: morris

Host : uprism.openmarket .com

Class: uprism.openmarket.com
Job: t.t
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What is claimed is:

1. A method of processing service requests from a client
to a server system through a network, said method compris-
ing the steps of:

forwarding a scrvice request from the client to the server

system. wherein communications between the ciient
and server system are according to hypertext transfer
protocal;

returning a session identifier from the server system to the

client; and

appending as part of a path name in a uniform resource

locator the session identifier to the request and to
subscquent service requests from the client to the server
systern within a session of requests,

2. A method as claimed io claim 1 wherein the session
identifier includes a user identifier.

3. A method as clairoed in claim 1 wherein the session
identifier includes an expiration time for the session.

4. A method as claimed in claim 1 whercin the server
system records information from the session identifier in a
transaction fog in the server system.

5. A method as claimed in claim 4 wherein the server
systemn tracks the access history of sequences of service
requests within 2 session of requests.

6. A method as claimed in claim § wherein the server
system tracks the access history to determine service
requests leading to a purchase made within the session of
requests.

7. A method as claimed in claim 4 wherein the server
system counts requests to particular services exclusive of
repeated requests from a common client.

8. A method as claimed in claim 4 wherein the server
system maintains a data base relating customer information
to access patterns.

9. A method as claimed in claim 8 wherein the informa-
tion includes customer demographics.

10. A method as claimed in claim 1 wherein the server
system assigns the session identifier to an initial service
request to the server system,

10

135

11. A method as claimed in clairp 1 wherein the server 0

system subjects the client to an authorization routine prior to
issuing the session identifier and the session identifier is
protected from forgery.

12. A method. as claimed in claim 1 wherein the server a5

system comprises plural servers including an authentication
server which provides session identifiers for service requests
to multiple servers.
13. A method as claimed in claim 12 wherein:
a client directs a service request to & first server which is
to provide the requested service;
the first server checks the service request for a session
identifier and only services a service request having a
valid session identifier, and where the service request
has no valid identifier:
the first server redirects the service request from the
client to the authorization server;
the authorization server subjects the client to the autho-
rization routine and issues the session identifier to be
appended to the sexvice request to the first server;
the client forwards the service request appended with
the session identifier to the first server; and
the first server recognizes the session identifier and
services the service request to the client; and
the client appends the session identifier to subsequent
service requests to the server system and s serviced
without further authorization.

65
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14. A method as claimed in claim 13 wherein the session
identifier includes a user identifier.

15. A method as claimed in claim 13 wherein the session
identifier includes an expiration time for the session.

16. A method as claimed in claim 13 wherein the session
identifier provides access to a protected domain to which the
session has access authorization.

17. A method as claimed in claim 16 wherein the session
ideatifier is modified for access to a different protected
domain.

18. A method as ¢laimed in claim 13 wherein the session
identifier provides a key identifier for key management.

19. A method as claimed in claim 13 wherein the server
system records information from the session identifier in a
transaction log in the server system.

20. A method as claimed in claim 13 wherein the client
modifies the path name of a current uniform resouree locator
using relative addressing and retains the session identifier
portion of the path name unmodified for successive requests
in the scssion,

21. A method as claimed in claim 1 whersin:

the server sysiem subjects the client to an autharization

routine prior to issuing the session identifier and the
sessfon identifier is protected from forgery, records
information from the session identifier in a transaction
log in the server system, tracks request paths relative to
hypertext pages. and maintains a data base relating
customer demographics to access patterns; and

the client modifies the path name of a cunent uriform

resource locator using relative addressing and retains
the session ideatifier portion of the path name unmodi-
fied for successive requests in a session.
22. A method of processing service requests from a client
to a server system through a network, said method compris-
ing the steps of:
appending as part of a path name in a uniform resource
locator a session identifier to the request, wherein
commubnications between the client and server system
are according to hypertext transfer protocol,

responding to requests for hypertext pages received from
a client through the network by returning the requested
hypertext pages to the client;

responding to further client requests rélated to Links in the

hypertext pages; and tracking the further client requests
related to a particular hypertext page.
23. Amethod as claimed in claim 22 wherein the reguests
include a common session identifier and the server system
tracks client requests within a session of requests.
24. A method of processing seyvice requests from a client
10 & setver system through a network, said method compris-
ing the steps of:
appending a session identifier to the request as part of a
path name in a usiform resource locator. wherein
communications between the client and server system
are according to hypertext fransfer protocol; and

responding to requests for documents received from the
client through the network by returning the requested
documents wherein the documents are customized for
& particular user based on a user profile.

25. A method of processing service requests from a client
to a server system through a network, said method compris-
ing the steps of:

responding to a request for a document received from the

“client through the actwork, wherein communications
between the client and server system are according to
hypertext transfer protocol;
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appending a session identifier. which includes a user
ideatification to the request as part of a path name in a
uniformn resource locater; and
returning the requested document wherein the document
is custoruized for a particular user based on the user
identification of the session identificr.
26. A method of processing service requests from a client
to a server system through a network, said method compris-
ing the steps of;
appending a session identificr to the request as part of a
path name in a uniforra resource locator, wherein
communications between the clieat and server system
are according to hypestext transfer protocol;

responding to requests for information received from the
¢lient through the network by returning the requested
information to the client; and

counting requests fo particular information exclusive of

repeated requests from & common client.
27. A method as claimed in claim 26 comprising exclud-
ing from the counting requests made for information from
the client within a defined period of time.
28. A method of processing service requests for a docu-
ment received from a client through a network in which the
document has been purchased by a user, said method com-
prising the steps of:
responding to a request for a document received from a
client through the network in which the document bhas
been purchased by the user wherein communications
between the client and setver system are according to
hypertext transfer protocol;
appending an authorization identifier 10 the request as part
of a path pame in a uniform resource locator; and

returning the requested document if the authorization
identifier indicates that the user is authorized to access
the docurment.

29. A method as claimed in claim 28. wherein the autho-
rization identifier is emcoded within a session identifier
which is appended to the request as part of a path name in
a uniform rescurce locator,

30. A method of processing service requests from a client
1o a server system through a network, said method compris-
ing the steps of:

responding to a request for a document reccived from a

client through the network, wherein communications
between the client and server system are according to
hypertext transfer protocol;

appending as part of a path name in a uniform resource

locator a session identifier to the request;

returning the requested document to the client. and;

charging the user identified in the session ideutifier for

access to the document.

31. A method as claimed in claim 30, wherein a user
idepiifier is encoded within a session identifier which is
appended 1o the request.

32. An information system on a network, comprising:

means for receiving service requests from clients and for

determining whether a service request includes a ses-
sion ideatifier. wherein communications between the
client and server system are according to hypertext
transfer protocol;

118
means for appending the session identifier as part of a path
name in a upiform resource locator in response to an
initial service request in a sessiob of requests; and
means for servicing service requests from a client which

5 include the session identifier. the subsequent service
request being processed ip the session,

33. An information system as claimed in claim 32 wherein
the means for providing the session identifier is in a server
system which services the requests.

10 3. An information system as claimed in claim 32 further
comprising an authorization routine for authorizing the
client prior to issuing the session identifier and means for
protecting the session identifier from forgery.

a5, An information server systan as claimed in claim 32

s further comprising a transaction log for recording informa-
tion from the session identifier.

36. An information system as claimed in claim 32 further
comprising means for tracking access history of sequences
of service requests within the session of requests.

20 37, Aninformation systemn as claimed in claim 32 further
comprising means for counting requests to particular ser-
vices exclusive of repeated requests from a common client.

38, An information system as claimed in claim 32 further
comprising & data base relating customer information to

25 Aaccess patterns.

39, An information system as claimed in claim 38 wherein
the information includes customer demographics.

40. An information server on a network, comprising:

means for appending a session identifier as part of a path

30 pame in a uniform resource locator, wherein commu-
pications between the client and server system are
according to hypertext transfer protocol;

means for responding to requests for hypertext pages

received from a client through the network by returning

35 the requested hypertext pages to the client;

means for responding to further requests derived from

links in the hypertext pages; and means for tracking the
further requests derived from a particular hypertext
page.

40 41 A server as claimed in claim 40 wherein the requests
include a common session identifier and the server tracks
requests within a session of requests.

42, A server as claimed in claim 41 further coroprising 2
data base relating customer demographics to access patterns.

45 43, An information server on a actwork, comprising:

means for appending the session identifier as part of a path

name in a uniform resource locator, wherein commu.
nications between the client and server system arc
according to hypertext transfer protocol;

% means for responding to requests for service received
from a client through a petwork by returning the
requested service to the client; and

means for counting requests to particular service exclu-

sive of repeated requests from a commeon client.

55 44, A server as claimed io claim 43 wherein the requests
include a common session identifier and the server tracks
requests within a session of requests.

45. A server as claimed in claim 43 further comprising
means for excluding requests made to a service from the

0 client within a defined period of time.

* ¥ ¥ £ X
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