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' k- - a‘l'-' FL E D IN THE UNITED STATES DISTRICT COURT D
| FOR THE NORTHERN DISTRICT OF ILLINOIS 0
| JAN 0 2 2004 g EASTERN DIVISION | CKETED
 MICHAEL W. DOBSINS | JAN 05 2004

CLERK, U.8, DISTRICT COURT
NEOMEDIA TECHNOLOGIES, INC.,

a Delaware corporation, ‘ @l}
| Plaintiff, Civil ActisdANo] @ @ SR

V. W
VIRGIN ENTERTAINMENT GROUP, Judge
INC., a California corporation, VIRGIN , M AN ING
MEGASTORE ONLINE (US), INC., a JUDGE N
Delaware corporation, and VIRGIN
MEGASTORE, a Delaware corporation. MACTSTRATE JUDGE BORBRICK
: Defendants.

COMPLAINT FOR PATENT INFRINGEMENT AND DAMAGES
==t s SR AR ANIRINGEMENT AND DAMAGES

Plaintiff NeoMedia Technologies, Inc., by and through its attorneys, complains and
alleges against Virgin Entertainment Group, Inc., Virgin Megastore Online (US), Inc., and

Virgin Megastore (hereinaﬂér collectively “Virgin™) as follows:

PARTIES

1.  Plaintiff NeoMedia T'echnologies, Inc. (*NeoMedia”) is an entity organized and
existing under the laws of the State of Delaware and having a place of business at 2150
Western Court, Lisle, IL 60532.

2.  Defendant Virgin Entertainment Group, Inc. (hereinafter “Virgin Entertainment”)
is a corporation organized and existing under the laws of the State of California and having a
place of busineés at 5757 Wilshire Boulevard, Suité 300, Los Angeles, California 90036.
NeoMedia is advised and believes, and on that basis alleges, that Virgin Entertainment is

registered to transact and, in fact, does transact business within the State of Illinois and in this

\/\

{00003379.D0C /]




Case: 1:04-cv-0bﬁ021 Document #: 1 Filed: 01/02/04 Paﬂ of 78 PagelD #:2

)

" District, and has committed acts of patent infringement as hereinafter set forth within the State
A of Illiﬁois and in this District,

3. Defendant Virgin Megastore Online (U Sj, Inc. (hereinafter “Virgin Online™) is a
corporation organized and existing under the lﬁws of the State of Delaware and having a place
of business at 5757 Wilshire Boulevard, Suite 300 1.os Angeles, California 90036.
NeoMedia is adv1sed and beheves and on that basﬂ: alleges, that Virgin Online is registered
to transact and, in fact, does 1ransact business Wlthm the State of Illinois and in this District,
and has committed acts of patent mﬁ'mgement as heremaﬁer set forth within the State of
Ilinois and in this District. o

4,  On information and belief, Defendant Virgin Megastore (heréinaﬂcr “Virgin
Megastore™) is a corporation organized and existing under the laws of the State of Delaware
and having a place of business at 540 North Michigan Avenue, Chicago, Illinois 60611.
NeoMedia is advised and believes, and on that basis alleges, that Virgin Megastore is
registered to transact and, in fact, does transact business within the State of Illinois and in this

District, and has committed acts of patent infringement as hereinafier set forth within the State

of Illinois and in this District.

NATURE OF THE ACTION, JURISDICTION AND VENUE

5. This is a civil action for patent infringement arising under the Patent Laws of the
United States, and more specifically, under Title 35, United States Code § 1 ef seq.

6. This Court has jurisdiction pursuant to 28 U.S.C. §§ 1331 and 1338, and 35
U.S.C. §§ 271, 281, 283, 284 and 285. Venue is proper in this District pursuant to 28 U.S.C.

§§ 1391(b) and (c) and 28 U.S.C. § 1400(b).
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THE PATENTS-IN-SUIT
7. On August 3, 1999, United States Patent No. 5,933,829 (“the ’829 patent™),

entitled “Automatic Access of Electronic Information Through Secure Machine-Readable
Codes on Printed Documents,” was duly and legally issued by the United States Patent and
Trademark Office. A copy of the ’829 patent is attached hereto as Exhibit A.

8. On November 2, 1999, United States Patent No. 5,978,773 (“the *773 patent™),
entitled “System and Method For Using an Ordmary Article of Commerce to Access a
Remote Computer,” was iiuly and legally iSsﬁed by the United States Patent and Trademark
Office. A copy of the *773 patent is attﬁchcd hereto as Exhibit B.

9. On August 22, 2000, United States Patent No. 6,108,656 (“the *656 patent”),
entitled “Automatic Access of Electronic Information Through Machine-Readable Codes on
Printed Documents,” was duly and legally issued by the United States Patent and Trademark
Office. A copy of the 656 patent” is attached hereto as Exhibit C.

10. On March 6, 2001, United States Patent No. 6,199,048 B1 (“the *048 patent”),
entitled “System and Method For Automatic Access of A Remote Computer Over a
Network,” was duly and legally issued by the United States Patent and Trademark Office. A
copy of the *048 patent is attached hereto as Exhibit D.

11. The 829 patent, the *773 patent, the "656 patent, and the 048 patent (hereinafier
collectively “the patents in suit™) are valid and subsisting and are owned by NeoMedia.

PATENT INFRINGEMENT

12. NeoMedia repeats and realleges each of the allegations of paragraphs 1 through
11 as if set forth fully herein.

13. Virgin has manufactured, or has had manufactured for it, and has used, or

actively induced others to use in its stores, a Virgin Megaplay Station with Megascan

3.
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technology that allows customers to use a built-in UPC bar code scanner to scan individual in-
store items and aﬁcess product information, such as music and movie previews, album and
video cover art, notes and reviews about the particular CD or DVD;

14. Virgin has infringed and is infringing, within this district and elsewhe;'e within

the United States, one or more claims of the patents-in-suit in violation of 35 U.S.C. § 271

~ through the manufacture and use of the Virgin Megaplay Stations. Infringement is direct, as

well as contributory, and by actively inducing infringement by others.

15. Virgin Entertammént had actual notice of the patents-in-suit. On December 20,
2002, NeoMedia notified Vlrgm Entertamment of its infringing activities. Virgin
Entertainment has failed to cease and desist its acts of infringement, and continue with such
acts of infringement.

16. Upon information and belief, Virgin Online and Virgin Megastore had actual and
constructive notice of the existence of the patents-in-suit, and despite such notice, have
continued to engage in acts of infringement of the patents in suit. Virgin’s continued acts of
inﬁ-ingement has been, and will continue to be, wanton and willful.

17. Virgin’s infringing activities have damaged and continue to damage NeoMedia.
Upon information and belief, Virgin will continue to infringe upon the patents-in-suit causing
harm to NeoMedia’s business, market, reputation and goodwill unless Virgin’s infringing

activities complained of herein are preliminarily and permanently enjoined by this Court.

PRAYER FOR RELIEF

WHEREFORE, plaintiff NeoMedia prays for relief against the Defendant as follows:
A. That U.S. Patent Nos. 5,933,829, 5,978,773, 6,108,656 and 6,199,048 be

adjudged infringed by Virgin, and that the infringement be held to be willful;
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B. That NeoMedia be awarded compensatory damages for past infringement by
Virgin in an amount no less than a reasonable royalty, in a sum to be determined at trial, and
that said damages be trebled in view of the willful and deliberate nature of the infringement;

C. That Virgin, their officers, agents, servants, employees and attorneys, and other
persons in active concert or participation with Virgin be preliminarily and permanently
enjoined from further infringement of the patents in suit;

D. That Virgin be ordered to deliver to NeoMedia for destruction all infringing

products and systems n then' possessmn, including the Virgin Megaplay Stations;

|
E. That thls case be declared an exceptlonal case under 35 U.S.C. § 285, and that

NeoMedia be awarded its attorney fees incurred in this action;

F. For an award to NeoMedia of costs of this action, interest on the award and other
charges to the maximum extent permitted; and

G. For such other further relief as the Court deems just and proper under the

circumstances.
JURY DEMAND
Plaintiff hereby demands a trial by jury on all issues so triable.

Respectfully submitted,
NEOMEDIA TECHNOLOGIES, INC.

Date: l/ z// Odf @(A’AQL

Michael H. Baniak”

Jeffrey A. Pine

BANIAK PINE & GANNON

150 N. Wacker Drive, Suite 1200
Chicago, Illinois 60606

(312) 673-0360

(312) 673-0361 Facsimile

Attorneys for Plaintiff
NeoMedia Technologies, Inc.
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[54) AUTOMATIC ACCESS OF ELECTRONIC
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MACHINE-READABLE CODES ON PRINTED
DOCUMENTS
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571 ABSTRACT

The present inveolion is a secure sysiem and method for
providing automated access 1o electronic infonmation stored
in a database in cither a local'or remole location. The system

Related U.S. Application Data utilizes a p:achjnc-read¢le code printed on a documeat,
‘ referred to herein as an intelligent document since it slores
[60] Provisional application No. 60/080,166, Nov. 8, 1996. information used to automatically access the information.
9 — 7/0p  1Tbe machipe-readable symbol is cocoded with source dala
E;} [h;_; ((:!l. 70(;?16‘:? .{.0{,’,3 (including a file location pointer) that is first obfuscated by
y - generating a checksum of the source data, encrypting the
[58] Fileld of Search ......vree.mee .. 707/10, 514, 705/26, data by using the checksu 100 key, and
705/3; 235/462; 380/25; 463/41; 395/200.3, ~ Source catabyusing Ksum a5 an encryption key,
266 assembling the checksum with the encrypted source data
prior to encoding. The machine-readable symbol is then
[56] . References Clted printed and distributed by the vendor by any logical means
U.S. PATENT DOCUMENTS to the e‘ud user. The enq user then scans the mde_m,
appropriale code scanping (c¢.g. bar code scanning)
5,304,786 4/1994 Pavlidis et al. .oeeomeee.ree. 2357462 cquipment, and de-obfuscaics the scanned data by parsing
5,649,186  T/1997 FCIBUBROD ovoeicounnnenncnnssssinns 70710 he checksum, decrypling the remainder of the scanned data
e 13/,:3?7;7 ol e AL e soomes  Sting (which includes the file location pointer) using Lhe
s’gfg’m 111998 Chz:z“'.h"d . . o q0sms  parsed checksum as a decryption key, computing a check-
5,745,681 4/1998 Leviee et al. .. . 3952003  sum of the decrypied data string, and comparing the com-
5,757,917 5/1998 Rose et al. . . 380725 puted checksum with the parsed checksum to delermine the
5,765,176  6/1998 Bloomberg 707514 validity of the code. The file location pointer is then used to
g—:‘g%-;g: giﬁ :’“‘1'118”- . et al - Zg;ﬂ? access the appropriale file. In a preferred embodiment, a
AL s Web browser program is launched, and the URL of the
5848413 12/1998 Woll 70710 vendor's Web sile is accessed though the Interoet.
FOREIGN PATENT DOCUMENTS
WOO824006 6/1998 WIPO . 58 Claims, 10 Drawing Sheets
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1

AUTOMATIC ACCESS OF ELECTRONIC
INFORMATION THROUGH SECURE
MACHINE-READABLE CODES ON PRINTED
DOCUMENTS

CROSS-REFERENCE TO RELATED
APPLICATION

This application is based on and claims the priority of
co-pending provisional patent apgplication filed in the United
States Patent and Trademark Office on Nov. 8, 1996 and
assigned Ser. No. 60/030,166.

BACKGROUND OF THE INVENTION

Electronic data sources, such as conventional databases,
the Intemet (i.c., the World Wide Web(*WWW")) are a rich
and important means of information retrieval and distribu-
tion and, increasingly, elecironic commerce. However, there
are problems finding the information desired in this increas-
ingly complex and changing network of data sources.
Recently introduced Internet “search engines™, such as
YAHOO, help by allowing a user 1o search on-line indices
of information sources, and even full source text, for rel-

10

evanl key words and phrases related (o their topic of interest,

but even cazefully structured queries by experienced users
often results in bundreds and even thousands of possible
“hits™ which are not sufficiently specific 10 preclude further
manual search which is both data resource inefficient and
time consuming.

Because of these inefficicncies, as well as general lack of
familiarity with search engines and their syntax, users often
rely on human readabie print and broadcast media advertis-
ing to identify source addresses (¢.g., Uniform Resource
Locators (“URLs™)) for Web sites and other oaline infor-
mation of interest. Print media is panicularly efective since:
{1) it is the most ubiquitous method of communication and
advertising in the modern world; and (2) a printed document
can serve as a persistent reference to be saved and used
during a subsequeat on-line session.

However, human readable printed source addresses, and
especially URL's, are particularly difficult to manually enter
in software programs, such as web browsers, due lo their
length and use of complex and unfamiliar symbols. If the
characlers in a URL are nol eniered exactly, retrieval is
prevented or, in a limited oumber of cases, a legal but
incorrect source is accessed. This is especially true when
URLs incorporate foreign languages and/or complex query
instructions 1o on-line databases, as is increasingly frequent
in most Web sites. In addition, the inability 1o type or
otherwisc manually enter symbolic address information due
to either disability or lack of training complicates usc of
on-line information-sesources such as the Intemet for mil-
lioas of individuals.

Finally, it is widely amticipated that Iniernet access will
increasingly be provided through interactive cable television
via Web-ready television receivers and set-lop boxes used in
conjunction with conoventional television receivers. In this
home entertainment covironment, it is difficult to use key-
boards for address entry due to both lack of typing skill and
the cumbersome placement of these companents. Another
method which would eliminate typing and allow users to
directly link printed addresses and query scripts o electronic
information sources would be highly desirable.

Companies that bost Web sites for 1he purpose of provid-
ing information such as advertising, often want to know the
identity and other related information of the users who visit
their sites (i.e., download files therefrom). It would be quite

kL)

40

2

advaniageous 10 provide such companies or vendors with
this information as pant of & specific file transfer request,
¢.8. a5 part of a CGI parameters string included in 2 URL.
Additionally, it would be desirablke 10 be able to effect a
secure manner of transferring this information, so that a user
would have confidence in the system and thus seod sensitive
information such as a credit card number or the like with the
file irznsfer request. This would enable electronic commerce
1o fourish well beyond the point it exists today.

SUMMARY OF THE INVENTION

The present invention is a system znd method for pro-
viding automated access to electronic information stored in
a database in either a local or remote Jocation. The system

.utilizes a machine-readable code printed on a document,

referred (o herein as an intelligent document since it stores
information used to automalically access the information.
The machine-readable symbol comprises encoded source
data, wherein the source data comprises application launch
information as well as file location information. The source

data is encoded and printed, and then distributed by the

vendor by any logical means to the end user. The end user
then scans the code via appropriate code scanning (¢.g. bar
code scanning) equipment, decodes the raw decoded data,
and the file location information is then used (o access the
appropriate file. In a preferred embodiment, a Web browser
program is launched, and the URL of the vendor's Web site
accessed through the Internet. Locel file retcieval may also
be implemecnled on the clicnt computer itseif, as well as over
an intranct or LAN environment. Additional user-specific
demographic dala such as the user’s name and address may
also be encoded in the machine-readable code when the
document is specifically tailored for individual 1argeting,
sech as mailing labels. This demographic information is
uploaded to the WWW site for use by the vendor. In
addition, the present invenlion encodes securily data, such as
an encryplion key, for use in secure data transmissions such
as electronic commerce over the {nternet.

Io particular, the present invention is a method and system
for & computer, such as a client computer in a nerworked
computer system, to retrieve a computer file in which a
symbol data string comprising a file location pointer is

- encoded into a machine rcadable symbol such as a two-
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dimensional bar code symbol, and the machine readable
symbol is rendered within a data carrier {e.g. printed on an
intelligent document). A computer input device such as a
two-dimensional bar code scanner is coupied o the clicat
computer and transposes ag inpul data string from the
machine readable symbol. The computer parses the input
dala string to determinc the file location pointer, and the fle
location pointer is then wilized pointer to request the com-
puter file designated thereby.

The file location pointer may be utilized o request the
comnputer file by either passing it to an application program
on the client computer suitsble for processing ithe corre-
sponding computer file, and then the application program
retrieving the computer file from the specified file location.
Alternatively, the file location pointer may be utilized to
request the computer file by reiricving a copy of the com-
puter file from the specificd file location, and then invoking
an application program on the clienl computer suitable for
processing the comrespoading computer fle.

The client computer assembles a computer file transfer
request word including the file location pointer and transmits
the request word to a larget server compuler over a computer
network system, which may be a wide area network such as
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the Tnternet of a local area network (L.AN) or intranet. The
file location pointer may alternatively specify the location of
2 computer file stored in a Jocal memory resident in the
client computer rather than on a target server compuier.
Whea the computer file to be retrieved is on a larget server
compulter on a network, Lhen the file location pointer is a
network address associated with the target server compuler
and a file identifier cotrelated to the computer file requested
by said client computer. In particular, when utilizing the
Internet, the file location pointer may be in the form of a
upiform resource locator (URL). In any type of networked
environment, the target server compulter receives the com-
puter file transfer request word and transmits 2 computer file
to the clicnt compuler in response thereto.

In addition to the file location pointer, the present inven-
tion takes advantage of the information density of the
two-dimensional symbology by encoding a source identifier
data string within the machine readable symbol. The source
identifier data string is used 10 denote the particular source
of the data carrier such as a particular magazine or ad, or can
be used to denote an expected user or targeted group of users
of the data carrier. The source identifier string is then
transposed by the clienl computer, assembled within the
computer file transfer request word, aod transmitted 1o the
target server computer. The target server computer stores the
source identifier dala string received from the client com-
puler in the compuiter file transfer request word.

Additionally, the machine readable symbol aiso has
eocoded therein an encryption key associated with the
source identifier data string, which is also transposed by the
computer input device. The encryption key is used by the
client computer 10 encrypt information specific to a user of
the client computer, and the encrypted user information is
assembled within the computer file transfer request word
and transmitied 1o the target server computer. The informa-
tion specific 10 a user may be obtzined, prior to encryption,
from a user information data file stored on the client
computer, or il may be obtained from user demographics
data correlated to a largeted user of the data carrier that had
been previously encoded within and iransposed from the
machine teadable symbol.

The targer server computer may then utilize the source
identifier data string received as part of the file transfer
request word to access a lockup table to determine a
decryption key, and then decrypt the encrypied user infor-
mation received said client computer in the file traosfer
request word. The lookup table may cither be stored locally
on the iarget server computer, or it may be stored remotely
on a secondary server compuler.

The decrypted user information may comprise seusitive
user informatjon such as a credit card number associated

with the user of saidlient computer, thus cnabling on online -

electronic commercial transaction by wtilizing the credit card
number. The user demographics data may be used by the
largel server computer lo determine the file to transmit to the
client computer; i.¢. cenain files may be targeied to specific
users of the system.

The machine-readable symbol may also have encoded
therein an execulable command to launch a software utility
resident on the client computer, and the software utility is
then automatically launched after the machine readable
symbol is transposed. For example, the software ulility may
be ao Iotemneci browser program or a word processing
program. In addition, specific functions may also be encoded
in the machine readable symbol along with the application
taunch command, such as a command to execute a print job
of the rewrieved computer file.
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The symbol data siring may optionally be obfuscated
prior o being encoded into the machine readable symbol, in
which case the input siring transposed must likewise be
de-obfuscated by the clicot computer. The obfuscation may
be by computing a checksum of the symbol data string,
cacrypling the symboi data string by utilizing the checksum
a5 an encryption key, and assembling the checksum with the
encryplied symbol data siring prior to encoding inlo the
machine readable symbol. The de-obfuscation would then
be accomplished by parsing the input data siring to deter-
mine the checksum, decrypting the encrypted symbol data
string with the checksum as a decryption key, computing a
checlsum of the decrypled symbol data string, and comtpar-
ing the computed checksum with the checksum from said
input data string. A valid data condition would be indicated
when the comparison step is successful; and an invalid data
condition would be indicaied when the comparison step is

unsuccessful.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1 is s diagram of the systcm of the preseat invention.

FIG. 2 is a diagram of the document generation function
of FIG. 1.

FIG. 3 is a diagram of the clieat computer functions of
FIG. 1.

FIG. 4 is a diagram of the deobfuscating functioa carried
out by the client computer of FIG. 3.

FIG. 5 is a diagram of the target server compuler of FIG.
1.

FIG. 6 is a top level flowchan of the method of the prescal
inventiop.

FIG. 7 is a flowchan of the document generation of Lhe
present invention.

FIGS. 8 and 9 are a flowchart of the scapning and
processing by the client computer of the present invention;
and

FIG. 10 is a flowchart of method used by the target server
computer of the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

The system 100 of the prescaot invention for generating
and reading an intelligent document 10 is illusirated in block
diagram form in FIG. L. The system 100 comprises an
inteligent document generation system 14, which encodes,
assembles and prints an intelligent document 19 for subse-
quent scanning at a client computer.

The sysiem operates as follows: A vendor who wishes to
provide an intelligent document 10 programs certain param-
eters into a data string 20 which will be encoded within a
machine-readable code 12 and prinied on the document
along with text 16 or graphics 18. The document may be an
advertisement in the form of a magazine insert or page, a
brochure, a label for an envelope, & memorandum, and the
like.

Parameters 1o be included within the machine-readable
code depend upon the application desired by the vendor.
F1G. 2 illustrates fields 1-6 of the symbol data siring 20,
which may comprise a fik localion pointer 21, a launch
command 22, a user demographics ficld 23, a source iden-
tifier 24, an cocryption key 25, and/or a code type fiecld 26.
For cxample, if the vendor wants the end-user to be able to
access the vendor's Web site automatically upon scanning
the symbol 12, then the parameters included in the machine-
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readable symbol may inchide the launch command 22 to
launch ag Internet browser application, such as NETSCAPE,
and a Uniform Resource Location (URL) code into the file
location pointer 21, such as btip:/www.xyzcorp.com. This
information is encoded in accordance with the particular
type of machine code being used. For cxample, one type of
code which may be used by the present invention is a
PDF417 symbol, which is described in detail in U.S. PaL
No. 5,304,786, which is incorporated by reference herein.
The PDF417 symbol, known as a two-dimensional bar code
symbol, bas coough storage information 1o eocode the
browser lauach command as well as the full URL.

Aprinter 30 then utilizes the encoded data and desired text
and graphics to print an intelligent document 10 a shown in
the Figures. The symbol datd siring 20 may also be obfus-
cated for security purposes, which will be described in detail
below.

The intelligent documeant 10 is disseminated to the end
user in accordance with the methods desired by the vendor.
For example, if the mtelligenl document 10 is a magazine
advertiscment, then the user will obtain the magazine by
conventional means such as purchase at a retail outlet, the
mail, etc.

The uscr, after reading the text and graphics in the
document, can access the Web site of the vendor by utilizing
4 scanoer 34 in copjunction with his clieot computer 32,
programmed with appropriate software in accordance with
the invention. That is, the user will optically scan the code
12 with an optical scanner. An optical scanner sufficient io
scan bar code symbols and the like is disclosed in U.S. PaL
No. 5,448,050, which is incorporated herein by reference.
The device disclosed in the *050 patent is housed within a
mouse type device, thus also includiog circuitry useful in
point-and—click applications popular in personal computer
platforms today.

After the two-dimensional bar code data is scanned by the
scancer 34, a decoder 36 is used to decode the raw data into
usable commands and data. The decoder is typically a
software program executed by the microprocessor of the
computer, and provides thereby to an Internet browser 40 the
URL which had becn encoded by the vendor into the symbeol
12. The browser 40 application is then loaded (if oot already
running on the compuler 32) by the launch command, and
the URL is used to access the Web site of the vendor
accordingly at the target server compuier 46 via the Internet
44. As a resuil, the user may automatically access the
vendor's Web sile o obtain a computer file therein without
baving to enter the URL by a keyboard, thus eliminating all
chances of error due to manual data input. The requested file
is obtained from file storage and generation means 50, and
seat 1o the client computer via the Internet for display to the
user oo the browser 40.

The above scenario is useful when a vendor prints and
distributes such intelligent documents on a mass scale. That
is, the symbot 12 distributed is the same for each user. [n an
alternative embodirpent, specific demographic information
is included with the code to provide for personalized opera-
ticn as follows. This scenario is useful when the veador
makes individual printiogs keyed 10 individual users, such as
when mailing labels are printed for inclusion oo an envelope
surrounding a magazine or the like.

In this case, the vendor may include in the uscr demo-
graphics field 23 personal dala such as the user’s name,
location, phone number, and other approprate demographic
information. When the user scans the document aod accesses
the Web sile, 1he personal data is uploaded to the 1arget

5

as

server, thus providing the vendor with useful demographic
data as to which user’s have actually utilized the intelligent
documeat scanning service.

The code may also include security information useful in
completing secure transfers across the Internet. For cxample,
an encryption key 25 appropriate in a public or privaie key
system may be embedded within the symbol 12. An appro-
priale software routine in the uscr’s computer ulilizes the
key after decoding it in order to encrypt certain data being
sent across the Internet. For example, the cncryption of
credit card information is desired in order to thwart would-
be intruders from misappropriating the information. The
sysiem of (he present invention could be used to allow Lhe
user to order an ilem advertised in the brochure by taking the
credir card number, already resident in the user’s computer
memory, and encrypting it with the key decoded from the
code. When the user desires 10 purchase the item, he scans
the associated code, and the credit card number is eacrypted
and transmitted as the Web site is accessed. The larget server
computer can match the source identifier string 24 sent with
the transmission with the appropriate decryption key stored
in a lookup table at the targel server or on an cxternal
computer, and decrypt the credit card number accordingly.

The system 10 of the present invention bas addilional
embodiments which allow quick and easy retrieval of a data
file on an intranet or Local Arca Network (LAN). Thus, a
departrient of a company may disuribule fliers regarding
certain eveats, new products, etc., and encode appropriate
documeat access information in accordance with the teach-
ings of the invention. The user may obtain further informa-
tion by scanning the code on the document, which then
causes his computer 1o access bis network, file server, etc.

This embodiment is also useful in a small olffice
cavironment, where a user priats out documents such as
letters or memos that may need o be revised at a later date.
It is common practice to maoually type in the drive location
of the document in the lower corner of the document to
allow the user (o easily access the document at a later date,
without searching through massive amounis of files. Thus, a
user may type in the lext
“c:\user\filesismithiclients\letters\xyzcorp\jonesitridecl 2™
to indicate ils Jocation on his drive. When he desires to edit
or atherwise access the document, he would, in the prior art,
have to type in the entire location after launching the proper
application (e.g. word processor). In accordance with the
teachings of the present invention, a machine readable code
may be encoded With this information as the file Jocation
pointer (as well as a command to launch the application) and
printed on the document. When the user later desires to edit
the document, be scans the code. The code is decnded, the
application is launched, and the file is felched from the
location specified in the code.

The invention will now be described in furiher detail.

FIG. 2 is an illustration of the obfuscation function of the
present invention. Prior to being encoded, the symbol data
string may optionally be obfuscated in order to improve the
security aspects of the system. The symbol data siring is
input ioto a checksum computing means 62, which then
compuies the checksum of the symbol data string in accor-
dance with teachings well known in the prior art. The
compuled checksum is then used as a key in an encryption
scheme 66 which may be one of several well known
encryption methodologies known in the prior art. The key 64
is assembled in the clear (i.e., uncocrypied) along with the
cocrypied symbol data string into by the encoding function
29 After this encrypted data string and cleared checksum
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data is encoded, it is rendered by the printer 30 in accordance Once the file transfer request has been successfully
with methods well known in the art agd the intelligent  assembled, it is then scnt to the appropriate interface in arder
document is thercby gencrated. to obtzin the requested file. In the preferred embodiment, the

After the intelligent document 10 is distribuled o the user,  file trapsfer request will take the form of a uniform resource
the bar code symbol 12 is scanned by bar code scanner 34 5 locator (URL) which will be sent to the Internet browser
and processed as follows. The scanned symbol data i§ -, Software 40 that is resident and on the client computer.
decoded by means well known in the art in accordance with . - Optionally, if the file transfer request string indicates that the
the particular symbology implemented 1o encode the symbo) le is localedl on a Local Arca Network such as LAN 98,
12. Once the symbol data has been decoded, it is decbfy ‘then the file transfer request will be transmitted through the
cated (if the original symbol data bad becn obfuscated interface 96 of the client computer in order to obtain
* deseribed above) by deobfuscation fusction 37 which) cdirect file. Further optionally as described above, the
iliustrated in detail in FIG. 4. First, the clear checksum transfer request may seek to obtain a file stored ia local
wiilized as a key to decryption function 97 10 decrypt iry. such as on the usec’s bard drive 94.
encrypted string 67. The decryption function 97 which w _ch'en‘ing FIG. 5, the operation of the target server -
preloaded onto the client computer as part of an initializat ;mputer will now be described in detail. When the file
process with the system is a corollary to the cnorypti snster requést 90 indicates thal the il o be retrieved i
fupl‘i:z]_ugn 66. B{hpakscmg_ the cl;ecksl:cm 1;“ in the clear a ; aleﬁ;mu Internet file server, then the file location
utilizing it as the key, it enables the client computer a \inter 21 will comprise a URL, which compriscs an IP

document geaeration computing means to be syachro « | polnte , comp:
with respect to the encryption methodology. After 'J“f ‘ gﬂdmss(lntumcl Protocol), as well as a file identifier. The [P

decryption function 97 produces the clear data string com+ 20 3ddress, as is well known in the an, is the address of the
prising the original file location pointer 21, launch command ~~ targel server compuler on the IntemneL The Web scrver
22, user demographics 23, source 1D 24, key 25 and code program 112 that is running on the target server computer 4§
tvpe 26, then the checksum computing means 99 operates to receives the URL over the Intemet 44 and strips out certain
compute a checksum of those fields. That computed check- parameters confained herein. The source identifier 24 is
sum is then compared by comparison block 101 with the 25 used to access a look up table 110 which comprises a
received clear checksum 64 that was decoded by the decod-  plunality of source identifier strings and their associated
ing process 36. If the comparison process 101 indicates thal decryption keys. This decryplion key that is obtained from
the computed checksum equals the received clear checksum, the key table 110 is then used by decryption block 114 to
then go/no go signal 103 indicates that the data transmission decrypt the encrypted user information received in the file
and decryption process was successful. If, however, the 3y transfer request. Decryption function 114 is corollary to the
checksums are not favorably compared, then the go/no go encryplion function 80 performed at the client computer.
signal 103 will indicate an unsuccessful transmission and Thus, the secure information transferred with the file transfer
decryption process. If this is unsuccessful, then further  request is decrypted and user information file 122 may be
processing is aborted. siored in user log 52, along with the date and time stamp 120
Once the symbol data is deabfuscated, it is then parsed by 35 to indicate when the particular request was received. This
parsing block 39 in order to utilize the constituent fields as information is quite valuable o the vendor, since it epables
follows. The file location pointer 21 and source identifier it 1o determine the pame and other useful information
string 24 are assembled into a register that will comprise the relating 1o users who have accessed its Web sile. This
file transfer request. The file ransfer request register is also - information may also be utilized by file generation aod
loaded wilth a clicnt version 72 taken from local memory 70 40 storage means $0 to dynamically determine the file or files
on the clicat computer. The user demographic string 23 is 1o be sent back to the client computer. For example, if the
optionally fed into an encryption block 80 which is then used demographics data indicales that the user would prefer the
wilh encryption key 25 to encrypt that data and put the file returned back in a langnage other than Eaglish, that file
results as encrypted user information 82 into the file transfer  can be accessed or generated approprialely. Thus, in addition
request string 90. Optionally, the caocryption function 80 45 lo retrieving a static page stored in the largel server
may utilize certain local user data 74 that had been stored oo computer, lhe sysiem of Lhe present invention allows
the memory 70 of the client computer. This local user data dynamic generation and return of computer files in accor-
may comprise sensitive information, such as the user’'s  dence wilh user's preferences indicaied in the transfer
credit card oumber. Advantageously by encrypling this request. In addition, as described bercin, if the user has
information the user will have a higher level of confidence so allowed his credit card number 1o be encrypled and semt with
that 1his sensitive information can be transmitted over the the file transfer request, then the target server compuler can
Internet for applications such as electronic commerce. Thus, decrypt the credit card number aod wtilize it o perform a
the file transfer request register 90 will comprise the file secure on-line transaction.
location pointer 21, the clieat version 72, certain encrypted [n the aliernative lo having a file resident on the target
user informatioa 82 and the source identifier 22. 5$ server compuler, il may be required for the targel server
The code lype string 26 is compared by block 78 1o the computer to access an auxilliary file server 118 (o get the
intecnally stored code type 76. If the comparison is  external file and return it back to the clicut compuier. The
unsuccessful, then funher processing is aborted. This pro- auxilliary file server 118 may be accessed directly, through
cess is useful to enable certain versions of the clicnt software a dial up modem conoection, or through the Ioternet. [n
to be distributed such as on a demoanstration or trial basis, 60 addition, an cxiernal key server 116 is accessible by the
and this trial software will oaly work with certain documents target server computer if it is desired by the sysiem designer
generated by corresponding document generation software 10 keep the key table 110 remote from the target server
modules. Thus, a uscr having a trial version will not be able compuler, rather than local therein. By keeping a key table
to fully utilize the system until it purchases by license or 110 at a ceniral server location, the system provider can keep
otherwise 1he production version. Utilization of this type of &5 track of server requests to decrypt user information and
code type malching also enables the system vendor 1o charge a fee accordingly. Thus, a vendor utilizing this
conlrol expired licenses, etc. system may have the option of paying a “per click™ lee to
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determine the user demographics of each user that accesses
his server or may just provide files back to the user without
obtaining that knowledge oo & less costly basis.

When the file is returned back to the client computer
through the Internet 44, it may be displayed in & manner well
known in the art on the Imternel browser 40. Thus, the
system of the preseot invention bas provided an casy and

error proof way for a user to obtain a compuler file from an.

{oternet server computer by simply scanning a code pro-
vided on an intclligent document and having the client
automatically process the code, request the file wherein the
file is then returned by the target server computer and
displayed 10 the user.

FIGS. 6 ihrough 10 illustrate the Aowcharts of the meth-
odologies employed by the preseni inveation. F1G. 6 is an
overal] flowchart wherein step 202 illustrates the data string
comprising the file location pointer, launch command, user
demographics, source identifier, key and code type. At block
204, the data string is utilized to gencrat¢ an intelligent
document 19 which is also distributed to the end users. At
step 208, the bar code symbol is scanned, and at step 210 the
data is decoded and processed and the file request is
assembled. Al step 212 the file request is transmitied over
the Internet and at stcp 214 the target server fetches and/or
generates the computer file requested. Finally, at siep 216 the
file is transmitied lo the clienl computer and displayed on the
browser to the user.

FIG. 7 is a more detailed flowchart of the document
generation procedure. The data string at 202 is used 10
compute a checksum at step 218. At siep 220, the checksum
is used to encrypt the dala siring and at step 222 the
checksum and encrypied data string are assembled. At step
224 the bar code symbol is encoded and at step 226 the bar
code symbol is printed with oplional text and graphics onto
the intelligent document 10.

FIGS. 8 and 9 illusirate the detailed operation of ibe client

computer. At step 208 in FIG. 8, the bar code symbol is,

scanped. At step 218 the input data siring is parsed in order
fo derive the checksum and it is ihen decryptled with the
checksum as the key. The decrypted string is used to
computer a checksum aod the received checksum is com-
pared with the computed checksum. If the checksums are not
equal, an invalid condition is declared and the process exits
at step 230. If data is indicated valid at sicp 232, then the
stored code type is fetched from the client's memory at siep
234. A comparison of the code type from the clicot memory
with the received code type is compared at step 234, If an
invalid data condition is indicated in this test, then the
process exits al step 230 and if the code types match, then
the process continues with an unpacking of the decrypted
string at step 238, —

Referring now to FIG. 9, the siep 244 will encrypl the user
data file from the client memory and oplionally the user
demographics received from the bar tode to generale ao
encrypted user file. At step 242, the encrypted user file is
assembled into the file transfer request 248. At step 244, the
filc location pointer comprising the [P address and file 1D
and the source [D are also asscmbled into the file traosfer
request and at step 246, the client version is feiched from
local memory and assembled into the file transfer request. At
slep 250, the browser is provided with the file transfer
request and is optionally started by the launch command in
the received siring. At step 252, the file wransfer request is
transmitted o the target server, preferably in the preferred
embodiment over the Internel in order 10. obtain the

- cequested file.

10

s

40

45

50

35

[1]

10

FIG. 10 illusirates the deunils of the melhodologies
cmployed by the targel server computer. At step 254, the
target server computer receives the file transfer request, and
at step 256 the Web server program running on the target
server computer uses the received source identifier to fetch
the associated decryplion key which may be internal or
cxternally localed. Al step 258, the user file is decrypted and
the user data is stored in a log. If the static page has been
requesied by the user, theq the file location is looked up as
a function of the file identifier. At step 264, the file is fetched
from that location at step 268 and returned to the clien
computer via the Internet at step 270. If the static page was
not requesled at block 262, then a dynamic page is gencrated
at step 266 which typically will be a function of Lhe file
identifier and/or the user data thal had been received and
decrypted. Again, the file is then returned to the. client
computer by the Internet and displayed on the user's
browser at step 272,

We claim:

1. A method for a client computer 1o retrieve a compuler
file comprising the steps of:

a) encoding a symbol data string comprising a file loca-

tion pointer into a machine readable symbol;

b) rendering said machine readable symbol within a data

carrier;

¢) transposing an input data string from said machioe

readable symbol with a computer input device coupled
to said client computer,

d) parsing said input data string lo determine said file

location pointer; and

¢) milizing said file location pointer to request the com-

puter file desigrated thereby.

2. The method of claim 1 wherein said wilizalion step
comprises the steps of:

pessing said file location pointer o an application pro-

gram oa said client computer suitable for processing
the corresponding computer file; and

the application program retricving the computer file from

the specified file location. - .

3. The method of claim 1 wherein said utilization step
comprises the steps of:

retrieving a copy of the compuler file from the specified

file location; and '
invoking an application program on said clicnl computer
suitable for processing the corresponding compulter file.

4. The method of claim 1 wherein said file location pointer
specifies the location of a computer file stored in a local
memory resident in said client computer, and wherein said
computer file is oblained from said local memory.

5. The method of claim 1 wherein said utilization step
further comprises the steps of:

f) asscmbling a computer file transfer request word com-

prising said file location peinter, and

g) transmitting said computer file traosfer request word 1o

a targel server computer via a computer network sys-
tem.

6. The method of claim $ wherein said computer network
sysitem is an Internet, and wherein said computer file rransfer
request word is directed towards a 1arget server computer in
communication with the [nternet.

7. The method of claim & wherein said file location poiater
comprises a uniform resource Tocator (URL) for specifying
a file on the Larget server compuler in communication with
the Internet.

8. The method of claim § wherein said computer network
sysiem is a local area network, and wherein said computer
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file transfer request word is directed towards a larget server
computer in communication with said local area petwork.

9. The method of claim 5 further comprising the steps of

h) said target server compuler receiving said computer file

transfer request word and

i) said target server computer transmitting a computcr file

to said client computer in response thereto.

10. The method of claim 9 wherein said file location
poinler comprises a network address associated with said
target server computer and a file identifier correlated to the
computer file requesied by said clicnt computer.

11. The method of claim 9 wherein said machine readable
symbol also has encoded therein a source identifier data
siring, said source identifier data string comprising data
correlaied to an expected user of said data carrier, and
wherein said source identifier data string is transposed by
said computer input device,

12. The method of claim 11 wherein said source trans-
posed source identifier data string is assembled within said
computer file transfer request word and ransmitted to said
larget server compuicr.

13. The method of claim 12 wherein said target scrver
compuier stores said source identifier data string received
from said client computer in said computer file tramsfer
request word.

14. The method of claim 12 wherein

said machine readable symbol also has encoded therein an

encryption key associated with said source identifier
data string.

said encryption key is transposed by said computer input

device,

said transposed encryption key is used by said client

computer lo encrypt information specific 0 a user
associaled with said client computez, and

said encrypied user information is assembled within said

computer file transfer request word and transmitted to
said target server computer.

15. The metbod of claim 14 wherein said information
specific to a user is obtained, prior to encryption thereof,
from a user information data file stored on said client
compuler.

16. The method of claim 14 wherein

said machine readable symbol also has encoded therein

user demographics data,

said user demographics data correlated to a largeted user

of said data carrier,

said user demographics data is transposed by said com-

puter input device, and wherein

said information specific to a user is obtained, prior lo

eocryption thereof, from said- ransposed user demo-
graphics data. —
17. The method of cleim 14 wherein
said target server compuiter utilizes said sowrce identifier
data string to access a lockup table 1o determine a
decryption key associated with said encryption key, and

said 1arget server decrypts said encrypted user informa-
tion received from said client computer.

18. The method of claim 17 whercin said lookup table is
stored locally on said target server compuler.

19. The method of claim 17 wherein said lookup table is
stored refmotely on a secondary server computer.

20. The method of claim 17 wherein said user information
comprises a credit card number associated with said user of
said clieat computer, and wherein on oaline clectronic
commercial transaction is accomplished by utilizing said
credil card number.
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21. Tbe method of claim 9 wherein said machine readable
symbol also has encoded therein user demographics data,
said user demographics data correlated 1o a targeted user of
said data carrier, and wherein said user demographics data is
transposed by said computer input device.

22. The method of claim 21 wherein said user demo-
graphics data is jncluded in said file transfer request word
transmitted to said target compuier, and wherein said user
demographics data is stored in said targel server computer.

23. The method of claim 22 wherein said computer fije
transmitted by said target server compuler lo said client
computer is at least partially determined by at least pan of
said user demographics data.

24. The method of claim 1 wherein said machine readable
symbol also has encoded therein an executable command to
launch a software utility resident on said client computer,
and wherein said software utility is autlomatically launched
after said machine readable symbol is lransposed.

25. The method of claim 24 whercin said software utility
is an Internet browser program.

26. The metbod of claim 24 whercin said sofiware wtility
i5 a word processing program

27. The method of claim 26 when-.m said word processing
program is caused 10 execute a pnnl command of a computer
file.

28. The metbiod of claim 1 wherem

said data carrier is a document,

said machine readable symbol is a bar code symbol,

and said compuler input device is a bar code scanning

device.

29. The method of claim 28 wherein said bar code symbol
is a two-dimensional bar code symbol encoded in the
PDF417 symbology.

M. A compuler sysiem comprising:

a) a client computer and

b) a computer input device coupled to said client

compuler, adapled to read a machine readable symbol
from a data carrier and transmit to said client computer
an input data string;
wherein said client compuier comprises
processing means for ransposing said input data string
to a plurality of constituent fields, said fields com-
prising al least a file location pointer;
means for ulilizing said file location pointer lo it
request the computer file designated thereby.
31. The computer system of claim 30 wherein said file
location pointer utilization means comprises
means for passing said file location pointer to an appli-
calion program on said client computer suitable for
processing the corresponding computer file; and

means for the application program to retricve the com-
puter file from the specified file location.

32. The compulter system of claim 30 wherein szid file
location pointer ulilization means comprises

means for retrieving a copy of the computer file from Lhe

specified file location; and

means for invoking an applicalion program oo said client

computer suitable for processing the corresponding
computer file.

33. The computer system of claim 30 wherein said fle
{ocation pointer utllization mcans comprises mecans for
obtaining, as a fuoction of said file location pointer, a
computer file from local memory resident in said client
computer file is oblained from said Yocal memory.

34, The computer system of ¢laim 30 wherein said clicot
computer is interconnecied lo a computer network compris-
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ing a targel server computer associated therewith, and
wherein said flle Jocation pointer utilization means com-
prises: : :

means for assembling a computer file transfer request

word comprising said file location pointer, apd
means for transmitting said computer file transfer request
word (o said target server compulter via said network.

A5, The computer system of claim 34 wherein said
computer network is an [ntcrmet, and wherein said computer
file transfer request word is directed towards a target server
computer in communication with the Internet.

36. The computer sysiem of claim 35 wherein said fie
location poinier comprises a uniform resource locator (URL)
for specifying a file on the target server computer in com-
munication with the Internet

37. The computer system of claim 34 wherein said
computer network is a local area network, and wherein said
computer file wransfer request word is directed rowards a
largel server compuier in communication with said local
area network, .

38. The computer system of claim 34 wherein said target
Server coraputer comprises:

means for receiving said compuler file transfer reguest

word; and

means for lransmitting a computer file 1o said client

computer in response 1o said compuler file transfer
request word.

39. The system of claim 38 wherein said file location
pointer comprises a network address associated with said
target server computer and a file identifier correlated to the
computer file requested by said clicnt computer. '

40. The computer system of claim 38 wherein said input
data string fields also comprise a source identifier data
string, said source identifier data string comprising data
correlated to an expected user of said data carrier.

41. The system of claim 40 wherein said assembling
means also assembles said source identifier data string
within said computer file ransfer request word.

42. The computer system of claim 4¢ wherein said target
server computer further comprises means for sloring said

* source idenlifier data string received from said client com-

puter in said compuier file transfer request word.
43. The computer system of claim 41 wherein
said input data string fields also comprise an encryption
key associated with said source identifier data string,
and wherein said client computer further comprises
means for encrypting with said encryption key a user
information data file stored on said client compuier,
said user information data filc comprising information

and
wherein said encrypted user information data file is
assembled within said computer file transfer request
word and transmitled 1o said target server compulter.
44. The computer system of claim 43 wherein said client
compuler comprises memory means for storing a user infor-
mation data file, and wherein said information specific to a

H
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user is oblained, prior to encryption thereof, from said user
information data file.
48, The computer system of claim 43 wherein said input
data string fields also comprise user demographics data
correlated to a targeted user of said dala camier, and wherein
said information specific to a user is obtained, Pprior to
encryption thereof, from said user demographics data.
46. The computer system of claim 45 wherein said target
server COmpPuter COmprises:
means for accessing a lookup table, said lookup table for
storing a decryption key associated with said source
identificr dala string, lo obtain said decryption key
associated with said source identifier data siring, and

means for decrypting, utilizing said decryption key, said
encrypted user information received from said client
compuier.

47. The computer system of claim 46 wherein sajd lookup

' table is stored locally on said target server computer.

35

50

regarding the usec associated with said client computern, -
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48. The computer system of claim 46 whercin said lookup
table is stored remotely on a secondary server compuier.

49. The computer sysicm of claim 46 wherein said user
information compriscs a credit card number assaciated with
said user of said clieat compuicr, and whercin said clicat
compuier further comprises means for executing on online
electronic commercial iransaction by utilizing said credit
card number.

50. The computer system of claim 38 wherein said input
data string felds also comprise user demographics data
correlated 1o & targeled user of said data carrier.

51. The computer system of claim 50 wherein said user
demographics data is included in said file transfer request
word transmitted o said target computer, and wherein said
larget server compuler comprises meaans for storing said user
demographics data.

52. The computer system of claim 51 wherein said target
server compuler comprises means for utilizing said user
demographics data to at least partially determine the com-
puter file transmilied by said target server compuler to said
client computer.

53. The computer sysiem of claim 30 wherein said input
data string ficlds also comprise an executable command 1o
launch a software utility resident oa said client computer,
and wherein said software ullity is automatically launched
afier said machine resdable symbol is transpased.

54. The computer system of claim 53 whercin said
software utility is an Internet browser program.

55. The computer system of claim 53 wherein said
software utility is a word processing program.

56. The computer system of claim 55 wherein said word
processing program is caused to cxecute a print command of
a computer file. -

57. The computer system of claim 30 wherein said
compuier input device is a bar code scanning device.

58. The computcr system of claim 57 wherein bar code
scanning device is suitable for scanning a two-dimensional
bar code symbol.
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SYSTEM AND METHOD FOR USING AN
ORDINARY ARTICLE OF COMMERCE TO
ACCESS A REMOTE COMPUTER

RELATED APPLICATION DATA

A claim of prierity is made in this application based on
Provisional Application Ser. No. 60\000,442, filed on Jua.
20, 1995, and entitled “Method and Apparatus for Interfac-
ing with Remote Computers” (bereinafier, “our copending
application™), the disclosure of which is hereby incorporated
by reference in its entirety.

FIELD OF THE INVENTION

This invention relates to computer communications
gencrally, and more specifically to techniques for giving
users convenient access to information located on computer
networks such as the [pternet.

BACKGROUND OF THE INVENTION

A compuler network is a set of computers (or “hosts™)
which are able to communicate electronically. In logical
terms, the network can be viewed as a set of nodes or “sites”,

. with each computer on the network being home for ooc or
more nodes. Generally speaking, cach host is assigned a
numeric address, which the network uses 1o route informa-
tion to thal particular host. To facililate human use of
actworks, addresses are often given alphanumeric codes (or
“mnemonics”), which are easier for people to remember. For
example, the numeric address 200.98.322.56 may be
assigned the mnemonic “sample.com.”

Al the present time, the world’s most important network
is the Internet. The Internet is a massive worldwide collec-
tion of computer resources, connected together in network
fashion by a series of communication protocols known as
TCPAP. Many silcs on the Inernet can be accessed in
accordaace with popular standard protocols or formats such
as Gopher and Hypertext Transport Protocol (“HTTP™).
These sites act as remote scrvers, providing information to
users’ computers (or “clients”) in sccordance with a par-
ticular format or protocol. The client system {ofien an
individual’s personal computer) must have the necessary
software to handle the server's particular protocol.

" For example, sites set up in accordance with HTTP are
nicked-named “Web sites”. If a user wants to access Web
sites, she must have 2 computer connecled 1o the Internet
and equipped with sofiware for communicaling in accor-
dance with the HTTP protocol. Such software is often called
a “browser,” because it allows uvsers lo browse (or, in the
parlance of the enthusiasts, “surf) from Web sile 10 Web
sit¢, much the way one. might browse through a library. This
process is [acilitated by the fact that most Web sites have
hyperiext links 1o other Web sites, which the user can
activale by clicking a mouse on a highlighted portion of the
screen. .

Typical browser software also maintains a list of siles the
user has visited, which the user can recall using commands
such as “back” and “forward.” These commands, coupled
wilh the hypertext links between Web sites, give users the
sensation of “navigating” through a scemingly infinite realm
of information, which is popularly referred to as “cyber-
space” or the “World Wide Web.”

Users can also specify a Web site by manually typing in
the site’s location as a Uniform Resource Locator (“URL"),
‘The URL specitics the precise location of a particular
resource, and has three fields:
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<resource type> <domain name> <path>
Domain pame, as explained above, is the alphanumeric
octwork address of the host on which a particular resource
resides. The “path” is the specific directory and file on the
host where a resource is stored. A typical URL is hitp://
bongo.cc.utexas.edu/nevral/cwsapps.himl.

For example, the command “Go <URL>" would cause
browser software to request the information residing at the
site specified by the URL. This is called “pointing” the
browser 1o the desired Web site. The Web server at the
designated URL processes the browser’s by trans-
ferring a copy of the file specified by the URL to the user’s
local host compuier. The transferred file includes embedded
commands ie the hypertext markup language (“HTML"),
which cause the client’s browser software 10 display and
handle the vransferred file in a desired manner.

Cyberspace is not limited 10 the World Wide Web or the
Inlernet. Massive amounis of information are also availablc
on networks maintained by on-line service providers under
the scrvice marks CompuServe, Prodigy and America
Ounline, for example. Users typically access these on-line
services via lelephooe modem connection. To the end user,
these networks appear to be a series of sites or locations or
“rooms” offering various types of information. The
addresses for these locations are assigned by the on-ine
service providers. Navigation amoog these locations is
bandled by propriciary client software, which runs on the
user’s personal computer.

Maoy users learn of resources on the Internet or a pro-
prietary on-line service through magazine articles and adver-
tisements. These articles and advertisements include the
oecessary URL or other petwork address 10 access the
desired site. Many publications compile lists of sites they
deem particularly worthwhile. When a user sees a listing for
a site which looks interesting, he can manually enter the
published URL or other mnemonic address into his browser
or other software, and access the site.

As explained in our copending application, we realized
thal published computer addresses—whether URLs or
otherwise—were difficull for people 10 use because they
have (o be lediously entered inlo their compulers. A good
example of an address which may be difficult to eater is the
University of Texas address cited sbove. The problem is
particularly acute for persons with s visual or physical
disability.

Another problem using the Internet, we realized, is that
many users bave touble even finding URLSs or other net-
work addresses for desired sites such as Web pages.
Accordingly, Web site sponsors publish their Web site URLs
in print advertising and on packaging. The difficulty with
this approach however is that the URLs are still long, and
cumbersome to remember and enter iglo a computer.

In our copending application, we proposed to resolve
these problems by allowing people 1o access published
locations without having lo manually enter the published
address. In accordance with coe embodiment of the
invention, disclosed in our court pending application the
maemonic address or verbal description of a network loca-
tion is published along with the location’s numeric address
in bar code formal. The user’s computer is equipped with a
bar code reader and browser software. The bar code reader
is suitably interfaced to the computer’s browser sofiware to
allow bar code input to be accepted as address information.
When the vser sees an intercsting published address, he
scans the associzted bar code using the bar code reader,
thereby loading the desired numeric address into Lhe
browser. The browser then accesses the Web or otber site
corresponding 1o that numeric address.
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We are finding several problems with this and other
approaches that have been tried. First, some URLs and other
network addresses contain upwards of 20-30 characters, and
therefore require very long bar code symbols, which can
clutter advertising and packages, and may not be practical
from either an esthetic or technical perspective. Second,
placing URLs oo printed material (whether or not in bar
code format) requires manufacturess to redesign products,
packaging and/or adventisements, and many manefacturers
may be reluctant to do this, Third, pervious proposal, if the
network address is changed, the package needs to be

- redesigned, and packages already in the marketplace will

have incorrect address information.

SUMMARY OF THE INVENTION

The present invention offers a better way for consumers
and others to access resources on remote compuiers, par-
ticularly Web sites. In accordance with one aspect of the

invention, the dissemination and entry of network addresses

is accomplished by means of existing identification stan-
dards (¢.g., bar codes) found on ordinary products like soup
or soda, in conjunclion with a centralized database of
network locations. ‘

One embodiment of the invention is a system in which a
bar code or other indicia is associated with a product or other
article of commerce. The indicia encodes (in human and/or
machine readable form) a UPC or other identification
number, which is associated with the article in accordance
with an extrinsic standard. A computer database is provided
that relates standard UPC codes to Internet URLs ar other
network addresses. To access a network resourcs relating to
8 particular product, the user swipes a bar code reader across
the product’s UPC symbol. The daiabase then retrieves the
URL corresponding to the UPC product data. This location
information is then used to access the desired resource on the
network.

In accordance with another aspect of the invention, net-
work addresses are directly encoded into bar code format. In

this manaer, the pecessity of manually cniering the address °

is eliminated. Users can more quickly review published lists
of Web Silcs or other locations. The bar coded address can
also be printed on removable stickers or detachable cards,
allowing users to readily clip the stickers or cards for future
reference.

In accordance with yet another aspect of the invention,
mavigaticnal commands (in addition ton addresses) can be
publisbed together in both human-readable and bar code
formats. These commands include common commands such
as “back” and “forward,” as well as more specialized
command sequences, such as the commands necessary (o
access particular services, files, and documents oa the Inter-
net or the proprietary on-line services. Rather than manually
enter these commands, the user selects a desired command
by scanning ils associated bar code. The output of the bar
code- rcader is accepted by the browser software as the
selected command.

The invention offers a number of important advaniages.
Firsl, because product identification information is alrcady
widely disscminated using standardized and pre-assigned
codes, the invention eliminates the need for separately
disseminating domain names or other network location data.
Further, the invention can be implemented without requiring
manufactures to redesign packaging or other articles, or to
develop special bar code indicia. This overcomes a Catch-22
ofien facing new technologies: manufacturers will oot par-
ticipale until 1here is widespread consumer inlerest; con-

10

15

45

50

55

65

4

sumers are pol interested until there is widespread manu-
facturer paricipation. With the invention, mass participation .
by matmfacturers in the technology is avtomatic,

Second, the jnvention allows practical use of bar codes
and other machine readable media for eotry of network
location data. As we realized, encoding URL data in bar
code: format is not practical because the resulting bar codes
arc too long. By using existing UPC product codes in
combination with the dalabase of network locations, users
have the benefil of bar code or comparable techoology for
catering network location data. Thus, the necessity of manu-
ally entering the address is eliminated. Users can access a
desired sile by simply using a bar code reader. The UPC can
also be printed on removable stickers or detachable cards,
allowing users to readily clip the stickers and cards for fomre
reference. This is particularly useful when the user reads
about the location a1 a time when he does not have aceess o
a computer.

Third, the invention overcomes the problems encountered
when network addresses are changed. Network addresses
can change as companics reorganize their on-line marketing
siratcgics, Also, Internct addresscs are assigned by an inde-
pendent third party—IaterNic—which may in some cases
bave e authority to unilaterally change a company’s
address. Fipally, unforeseen trademark conflicts {involving
for example [nternet domain names) may require adoption
of new addresses. Wilth the invention, a new address assign-
ment requires only that the database of addresses be updated.
Products, packaging, advertisements and the like bearing the
standard ideatification codes need not be redesigned.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of » computerized sysiem for
interfacing with a computer network in accordance with the
invention,

FIG. 2 is a perspective view of the local host computer
shown in FIG. 1.

FIG. 3 is an enlarged view of the article of commerce
shown in FIG. 1, illustrating in detail the UPC symbot
thercupon.

FIG. 4 is 2 tabular view of the database shown in FIG. 1.

FIG. 5 is a flow chart illustraling the operation of the
system of FIG. 1 in accordance with the inventioa.

FIG. 6 is ao idealized view of the CRT screcu of the client
system of FIG. 1 displaying information in accordance with
the invention,

FIG. 7 is a perspective view of articles of commerce
which can be used in accordance with the invention to access
remole computers.

FIG. 8 is a block diagram of a compulerized apparatus for
interfacing with a computer network in accordance with a
second embodiment of the invention.

FIG. 9 is an idealized perspective of the document of FIG.
8 having a network address in both bar code and hmman
readable formats.

FIG. 10 is a flow chant illustrating the operation of the
apparatus of FIG. 8 in accordance with the invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT
1. Overview
FIG. 1 is a block diagram illustrating ooe application of
the invention, namely the use of an ordinary article of
commerce 10 access sites on the [nternet’s World Wide Web.
As explained below, this embodiment of the invention
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allows a person who desires Internet resources concerning a -

particalar product to access those resources using the prod-

“uct’s UPC symbol. The data encoded on 1be UPC symbol
¢an be entered manually or (for greater convenience) using
a bar code reader.

Referring to FIG. 1, the Intemet 20, illustrated here in
generalized formal, includes a service provider 22 and two
remoie nodes 24 and 26. In this case, service provider 22 is
a local Internet access provider. Service provider could zlso
be an online service provider, such as America OnLine®,
Compuserve®, Microsofi® Network and Prodigy®. In such
cases, local host 28 oeed not be on Internet Z0—1hat is, need
not have a oetwork address.

An cnd-user (ol shown) accesses Internet 20 using Jocal
host 28, which in this casc is an IBM compatible personal
computer including a CPU 30, s rndom access memory 32

and ap address/data bus 34 by operatively connecting CPU

30 and memory 32. Unless otherwise specified, the erm
“memory” herein includes any storage device, includiog

RAM, ROM, tape or disk drives {or collections or networks !

of tape or disk drives), and any other device for storing
information. A modem 36 and I/O port 38 are attached 1o bus
34 by a suitablc interfaces 40 and 42, respectively. An input
device 44 is connected to bus 34 via IO port 38. Input
device 44 is 2 commercially available wand-siyle bar code
reader reads a Uniform Product Code (“UPC”) bar code
symbol 46 affixed lo an article of commerce 48.
Aliernatively, input device 44 could be a card reader, optical
character or voice recognition system, touch screen, scanner,
pen, keyboard or other known input device.

Local bost computer 28 need not be a personal computer,
aod could for example be a mainframe or minicomputer
having a terminal by which the user could enter and receive
dats. In that arrangemcat, input device 44 would be attached
lo the terminal.

Modem 36 is adopted for clectronic communication via a
suitable telephone link 50 with service provider 22. Com-
puter 28 functions as an Internet host because |t is connected
to service provider 22 using Point to Point Protocol (“PPP™)
via lelephone link 50. Other telecommunications changels
may be used, such as ISDN or a connection which incor-
porates a third party intermediary network such as Tym-
Net™. Alternatively, local host 28 could be connecied
directly to Imernet 20, as is likely 10 be the case where local
host 28 is a larger compuler, such as mainframe. FIG. 2
offers a perspective view of local host 28 and article of
commerce 48 and also illustrates a CRT monitor 52 and
keyboard 54 suitably coupled to bus 34,

In this illustration, local bost 28 is used to access Internet
resources {or “Web sites”) on remote nodes 24 and 26, which
are available using the HTTP protocol. HTTP uvscs a client-
server architecture, with remote nodes 24 and 26 acting as
servers, and local bost 28 acting as a client. Local host is
equipped with Netscape Navigator brand Web brawser soft-
ware which epables it to function as an HTTP client.

Remote notes 24 and 26 bave pre-assigned network
locations {or “domain names™), and desired resources (such
as a particular Web site) are located in specific directories
and files {or “paths”} resideal on a remole nodes 26 and 28.
The precise locations of those resources are specified using
URL, which, as explained above, includes threc Helds:
<resource lype> <domain name» <path>. To access
resources of a particular remote node 24 or 26, local host 28
requests those resources from Internet 20 using the appro-
priate URL. Thus, the URL functions as a more precise kind
of nerwork address than a domain name.

The URL required is often supplied by the user. Users
learn about lhe exisience of a desired resource (and ils
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corresponding ULR) through 2 variety of means, including
publication in a printed advertisesment. In current practice,
the URL acquired from a printed source must be entered
using a keyboard. As explained above, this can be tedious.
Moreaver, in many cases, users may have trouble finding
refercoces (o desired Web pages.

2. Article of Commerce

In gccordance with the invention, access (0 desired
resources on remotc nodes 24 znd 26 is achieved using an
article of commerce 48. The lerm “article of commerce™
includes tangible thiogs that arc sold or moved through
cornmerce, sech as consumer products, packaging, and
printed media includiog books, newspapers, magazines,
stickers, Hliers, cards, tags and labels. Article 48 bears a
standard UPC bar code symbel or indiciz 46. Symbol 46 is
shown in greater detail in FIG. 3, and may be affixed o
article 48 in any suitable manaer, including prioting directly
on the article or its packaging, ar applied Lo labels or 1ags

ttached or otherwise affixed lo the article. ln accordance
with UPC standards, symbol 46 encodes a ten-digit oumber
(the “product identification number”). As shown in FIG. 3,
the product identification number encoded in UPC symbol
46 coasists of two five-digit ficlds, A and B. Ficld A is a
unique, pre-assigaed number signifying a particular manu-
facurer. Field B is a number identifying ooc of the manu-
facturer’s products. In the United States, UPC product
identification oumbers are assngned by the Uniform Code
Council, Inc.

UpPC symbol 46 provides a machine-readable number that
uniquely identifies a particular product and its manufacturer,
This is useful at the retail poini-of-sale, where purchase of
a particular item is recorded by scaaning the nem s bar code
symbol

There arc pumerous other formats and systems for assign-
ing product identification numbers o articles of commerce.
For example, the International Article Numbering Associa-
lion (“EAN™) assigns its own number to products cutside of
the U.S. and Canada, and uses & different symbology than
used with the UPC. Product idenlification codes for books
are provided by ibe International Standard Book Numbering
System (“ISBN”) aod are cocoded using a symbology
specified by that organization. Likewise, magazines and
serial publications are assigned product identification codes
by the Internatiopal Standard Serial Numbering System
{“ISSN™).

These numbering systems share at least three characler-
istics. First, for purposes of this invention, the identification
numbers may be assigned in accordance with an “extrinsic™
standard. By extrinsic, it is meant that the assignmeni of
numbers is made a by group or association for the purpose
of identifying articles of commerce. It is likely that pew
types of identification oumbers will arise in the future, as
will new organizations for assigning and administering those
numbers, and the present invention contemplates use of both
existing and future extrinsic identification numbers and
formalts.

Second, the identification numbers may have recognized
significance as numbers identifying articles of commerce.
The level of recognition may be amoog the geoeral public,
or a defined subset, such as a particular industry or occu-
pation.

Third, the identification numbers may be encoded in 2
standard, machine readable formal—namecly, bar codes.
Other machine readable formats may also be used for this
purpose, including magnelic stripes or oplical character
recognilion (“CCR"), and the present igvention could be
practiced with product identification numbers encoded in
those formats as well.
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3. URL/UPC Database

In accordance with the invention, service provider 22
includes a relational database 60, which is shown in wore
detail in FIG. 4. Database 60 incledes records 6268, which
arc accessible using a suitable database management system
software. Each record 62—68 of database 60 contains four
fields 70-76. Ficlds 70 and 72 contain 2 UPC product
identification number, as explained below. Field 74 holds a
URL suitable for locating a resource on the loternet.
Depending on the spplication, other network addresses—
cither oumeric or muoemonic, physical or virtual—may be
used. Field 76 belds a narralive description of the resource
addressed in field 74. This particular arrangement of fields is

10

but one illustration of how the invention may be practiced. |

For example, additional fields could be provided, or the UPC

product identification number could be held in a single field.

Each record 62-68 of database 60 associates a UPC
product identification oumber (contained in fields 70 and 72)
with 2 particular Internet URL sod parrative descriplion
{contained in fields 74 and 76, respectively). The association

“is based on selected criteria. In this case, the critcra is the
existence of a Web resource sponsored by the manufacturer
of the product identified by the UPC number in fields 70 and
72, (If no such resource exists, then the particular product
identificr can be omitied from database 60). Otber criteria
can be used. For cxample, the association could be based on
the existence of a Web site simply referring 1o or relating to
the product.

As stated, felds 70 and 72 contain a UPC product
identification noumber. Field 70 coolains the first five digits
of the product identification aumber (field A of FIG. 3). As
cxplained above, these digits uniquely identify the product’s
manufacturer. Field 72 contains the second five digits of the
product identification number (field B of FIG. 3). These
digits identify the manufacturer’s panicular product. Io
some cascs, 2 manufacturer may have many products and
only one Web sile or other Interpel resource. In that case,
field 72 may be left blank, as shown in cell 78 of record 68.
When field 72 is left blank, database 60 associates the Web
resource indicated in field 74 wilh any product identification
number whose first five digits match the manufacturer
number specified in ficld 70.

Database 60 itself is accessible via service provider 22,
which is cquipped with Web server software such as pro-
vided by Netscape Communicatioas, Inc. The server soft-
ware provides access to an HTML document (the “Query
Page™) resident on service provider 22 af a predelermiped
URL. The Query Page, when displayed on CRT 52 by local
host 28 using a forms-capable browser allows the user to
enter a query in the form of a UPC product identification

z5

30

35
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aumber. Alternatively, database §0 could be resident on local

host 28 or another remote computer 24 or 26. The Web
server al service provider 22 may have a predelermined URL
location. Browser software resident in local host computer
28 may be configured to automatically request that prede-
termined URL location when the browser software is ini-
tially loaded.

Databasc 60 may be incorporated wilh a database or
scarch cngine of Web sites or other Intemnet resources (such
as lhe Yahoo or Lycos databases). In that case, the Query
Page may give the user the option of cotering a UPC number
or an alternative search term, such as a portion of the URL
or the topic to which the desired resource pertains.

Also, database 60 may be divided into one or more tables,
which may be distributed over more than one computer. For
example, a first 1able may contain records associating UPC
numbers wilth names of productls or manufacturers, A second

55
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table associales products and/or mapufacturer names with
Internet addresses. Thus, the process of using the UPC
number to locate a network address may involve ope or more
steps. For exemple, database 60 might determine the name
of a product corresponding to a UPC number using a first
table, and then determine network addresses correspondiog
to that product name using a second table. Even though
mulliple steps are involved, the UPC number is still “asso-
ciated” in computer memory with the network address for
purposes of the igvention.

4. Operation of the [nvention

Suppose a user is interested in [nternet resources con-
cerning a particular lype of product. In accordance with the
invention, Ihe user can access those resources by taking an
ordinary specimen of the product—a can of soup for
example—and entering all or part of the product’s UPC
product ideotification oumber 46. Databasc 60 uses the
entered product identification oumber to look-up the asso-
cizted URL, which is returned to the user in the form of a
HTML document.

This operation is illustraied in FIG. 8. At a block 80, the
user loads his browser sofiware onle local bost computer 28.
The browser sofiware is programmed to automatically load
the “Query Page”™ which provides access lo database 60. The
user in this case is a humag, but alicrnatively a program (or
“process”} running on local host 28 could be the “user” in
the sense that it is the process which is requesting informa-
tion from the Iniernet and supplylng the UPC mumber.

A1 a block 82, the Query Page is transmitied 10 Jocal bost
computer 28 in the form of an HTML document. Browser
software resident on local host 28 displays the Query Page
on CRT screen 52. At block B4, the user (or process) enters
the first five or all ten digits of the UPC product identifica-
tion pumber encoded by symbol 46. Because the UPC
product ideatification number is printed in both machine-
and human-readable format (See FIG. 3), this may be dope
by magual entry using keyboard, voice recognilion system
or other input device. More preferably, however, cntry is
accomplished by scanning UPC symbol 46 affixed io article
48. Input device 44 reads UPC symbol 46, and geoerates an
ASCII character string which is read by CPU 30 via 1/O port
38. If the UPC number is scanned, then all 10 digits will
generally be entered. The UPC product identification oum-
ber is transmitted to the Web server resident on local service
provider 22, which at a block 86 looks up the coicred UPC
number in database 60.

At block 88, database 60 retrieves all records 62-68
having UPC ficlds 70 and 72 that maich the product iden-
tification number cntered by the user The records are
conveyed to the user in the form of an HTML document. The
criteria at block 88 for whether UPC fields 70 and 72
“match” the product identification oember may be based og
a “query by example™ approach. For example, suppose at
block 84 the user only enters the manulacturer portion (e.g.
“312517) of a product identification numbet. It is assumed in
this casc Lhat the user is interested in any record 62-68
baving a field 70 that matches the entered manufacturer
portion. (Recall that the database 60 stores the UPC pumber
in two fields~—ficld 70 for the first five digits {corresponding
to manufacturer) amnd field 72 for the second five digits
(corresponding to manufacturer’s product)). Thus, at block
88, records 61, 64 and 65 arc returped to the user, because
field 70 in each of those records contains “31251."

If the user eniered all ten digits of a UPC product
identification number(e.g., “31251-00302"), then only
records whose fields 70 and 72 maiched “31251" and
“00302,” respectively, would be retrieved. ([n this case, thai
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would be record 64). If all ten UPC digits are entered, and
00 exact match is found, database 60 may be programmed
10 retdeve records (if any) where at least the manufacturer
portion (that is, first five digits) matches field 70.

At block 90, browser software on local host computer 28
displays records retrieved 4t block 88 on CRT 52. The
records are returned in an HTML document, which is
displayed by the browser in a screen format 94, as illustrated
in FIG. 6. In this example, records 62, 64 and 66 have becn
retrieved. Screen format 94 displays data from each record
in a separate rows %6, 98 and 109, respectively. If no

" matching records are found at block 88, a message such as

“no records found™ may be returned instead.

Text From description field 76 of each of records 62, 64
and 66 is displayed as hypertext links 102, 104 and 106,
tespectively. Link 102 is associated with the URL of record
62, link 104 with the URL of record 64, and link 106 with
the URL of record §6. When the user selects one of links
102-106 {by mouse click or otherwise), the browser sofi-
ware loads the URL associaled with the selected link to
access the resource al the location specified by that URL.
5. Alternative Embodiments

_The foregoing embodiment is just one example of the
prescnt invention. Many alternatives are possible.

Other Networks and Protocols. While the preseat inven-
tion is illustrated with respect to a system for accessing the
Internet’s World Wide Web, it could be practiced using other
Internet proiocols (such as Gopher) or other types of wide
area networks and systems, iocluding those offered by
“op-line service™ providers such as America OnLine® of
Fairfax, Va. or CompuServe® of Columbus, Ohio or the
Microsoft® Neiwork of Redmond, Wash.

In those cases, dalabase 60 could be resident on the
on-line service provider's computer. The network address
information contained in database 60 could be either [nteret
URLs, or locations within the on-line service provider's
environment. In this case, the protocol used to communicate
between local host 28 and service provider 22 need not be
HTTP or olher [nternet protocol. However, service provider
22 cano provide a galeway to Inlernet 20, and access Lo a
desired network location on the Internet can be made using
a URL reirieved from dalabase §0.

Controlled Access. Database 60 need oot be publicly
accessible. Access Lo database 60 can be limited either by
placing database 60 on a proprictary network, or, if placed
on an open network, using a password or digilal signature
syslem 1o permit access only to authorized persons. Also,
records 62—68 may be selectively accessible. For example,
each record can contain an additional ficid indicating
whether the URL contained in field 74 points to network
location conlaining material inapproprate for children. In
that case, database 60 can be programmed 1o return URL at
block 88 only if the user has supplied a praper password.

Aulomatic Jumping to Desired Localion. In the disclosed
embodiment, the URL associated with a -selected UPC
product identification code is returned to the end user in an
HTML document at block 88 of FIG. 5. The user can then
hypertext link 1o the site corresponding to the URL.
Alternatively, inslcad of displaying query resulis at siep 90
(of FIG. 8), browser software in local host can automatically
load the retrieved URL and point the user to the sile
corresponding to that URL. An additional ficld in database
60 can provide a code indicaling whether this feature should
be enabled or disabled for a particular URL.

Identification Numbers and Symbologies. The invention
can be practiced using staodard identificalion aumbers and
symhologies other than UPC numbers and formats. For
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example, EAN, ISBN and ISSN numbers and formats dis-
cussed above could be used.

Articles of Commerce. As shown in FIG. 7, product
identification numbers—whether bar coded or otherwise—
may be placed all types of items, such as a consumer product
102, newspaper 104 or baok 106, as well as coupons, fliers,
cards and adverlisements (pot illustrated). For example, by
placing a product’s UPC code on an advertisement for the
product, the advertiser could, in accordance with the
invention, facilitate access 1o [nternet resources concerning
the product. - : :

Machine Reading Technology. In lieu of a bar coding, the
invention could be practiced with product identification
information that is encoded using other technologies. For
example, product identification information could be
encoded on a magoetic strip affixed to a product, card or
other article. In place of wand, local host computer could use
a magnetic card reader. Allernatively, the oumber could
simply be printed in human-readable format, and an optional
optical character recognition system could be used to facili-
tate entry.

Dircct Coding of Address. In place of a standard UPC
symbol, bar code technology could be used lo cncode the
actual moemonic or numeric (IPF) oetwork address in
machine-readable format. While this arrangement does oot
achicve al the advantages of the inveation, it allows the user
to easily coter desired address information using a bar-code
reader instead of manually typing the address.

An example of the direct eoding of network addresses is
shown in the embodiment illustrated in FIGS. 8-10. Refer-
ring o FIG. 8, a block diagram of the computerized appa-
ratus 10 for interfacing with a computer network in accor-
dance with the invention is illusirated. Apparatus 113
includes a computer 114 which may be an IBM compatible -
personal compuler. Attached to computer 114 by a suitable
input/output interface 115 is a modem 116. Also attached 10
computer 114 via an input/output interface 118 is a bar code
reader 120. Bar code reader 120 is designed to read con-
ventional bar codes. Bar code techoology is described gen-
crally in U.S. Pat. No, 5,115,326 issued May 19, 1992 and
entitled “Method of Encoding an E-Mail Address in a Fax
Message and Routing the Fax Message 1o a Destination and
Network”, and U.S. Pal. No. 5,420,943 issued May 30, 1995
and entitled “Universal Computer Input Device,” the dis-
closures of which are both bereby incorporated by reference.

Modem 116 is adopted for electronic communication via
a suitable telephone link 122 with a service provider 124.
Service provider 124 may be an Iaternet service provider or
a proprictary og-line service such as Prodigy or America
On-Line. Service provider 124 in tum is electronically
copnected by a suitable communication link 126 to a remote
server 128. For purposes of illustration, we assume that
remole server’s 128 numeric network address is 200.98.154,
and thal thc assigned address mnemonic is hitp://
sample@www.corm.

Computer 114 is equipped with communicatioa software
for establishing and maintaining a communication link with
service provider 124 via modem 116 and telephone link 122,
Computer 114 is also equipped with software (see FIG. 10)
such as Netscape Navigalor brand Web browser sofiware
(version 1.0) which enables it 10 request and receive infor-
mation from remote server 128 via service provider 124. To
operate software 130, a user (not shown) coters an alpha-
oumeric address such as sample@www.com. Browser soft-
ware 130 seods service provider 124 a request for the
informatioa contained at address corresponding to the mne-
moni¢c sample@www.com. As explaioed above, that mne-
momic address belongs o remote server 128.
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Using the address sample@www.com, service provider
124 roules the request o remote server 128 via communi-
cation link 126. Remote server 128 responds by sending the
desired information via communication link 126 to service
provider 124, which relays the information to compuier 114
via modem 116 and telephone link 122. Once the informa-
tion is received by computer 114, browser software 130
displays the information in a useful format for the user.

in accordance with the invention, a document 132 is
provided. Document 132 may be magazine article, adver-
\ising or other printed matter, As shown in FIG. 9, Document
136 conlains human readable information 134 about
resources available al a locaiion on a petwork such as the
Internet, including resources provided by remole server 128.
In this example, buman readable information 134 includes
remote server’s 128 mnemonic address—http://
semple@www.com. A bar code indicis 136 is placed near
hurnan readable information 134. Bar code 136 contains
remote server'’s 128 pumerical address (200.98.154) in
machine readable form.

Alicrnatively, bar code 136 could contain a machine
readable version of the mnemonic address. Under that
arrangement, the bar coded digits would correspond to
alpbanumeric symbols of the moemonic address. For
example, the bar coded number “97 could correspond to the
character “a”. In that case, bowever, bar code 136 may have
1o be exceptionally long.

If the user wants access remote server 128, he or she scans
bar code 136 using bar code reader 120. Bar code reader 120
generates a signal on input/output interface 118 correspond-
ing 10 the numeric address encoded by bar code 136 (which
for purposes of illustration we assume to be 25700-00220, as
shown in F1G. 9). Browser software 130 on computer 114
reads the numeric address via input/output interface 118, and
forwards it 10 service provider 124, along with a request for
information contained at the Jocation comresponding to that
address. Service provider 124 determines that the pumeric
address is that of remote server 128, and routes to there the
requesl for information.

Referring 1o FIG. 10, the operation of browser sofiware
130 is shown in more detail. In an initial step 138, browser
software attempts to read input from bar code reader 120. At
a decision block 140, browser software 130 delermines
whetber reader 120 has input. If no input is available, control
returns to block 138, where browser software 130 agaic
atternpts to read bar code reader 124, If input is available at
decision block 148, then control moves to a block 142 where
browser software 130 transmits the ioput read at block 138
to service provider 124. There are other ways to handle input
from bar code reader 120, and more sophisticated lechniques
may be used in acmal commercial embodiments of the
invention.

Service provider 124 interprets the inpul as a numeric
network address. In this case, we have assumed that the
address is thai of remote server 128. Service provider
forwards a request for data o remote server 128. At a block
144, the requested data contzined on remote server 128 is
received by browser software 130 via service provider 124.
- Once received, the data is available for whatever use
required by the user. Control then returns 10 block 138 where
the foregoing process is repeartd indefinitely.

1

10

12

either format {(mnemonic or numeric) as input from bar code
reader 120, with the default expectation being that the bar
coded data is a numeric address unless the user otherwise
specifies. Allernatively, the first coded number of bar code
136 could indicale whether the information that follows
represcols a pumeric of mnemonic address. If bar code 136
can contain either moemonic of numeric addresses, then
browser software should include a flag or other indication

alerting service provider 124 as 1o the format of the trans-
mitied daty,

The forcgoing embodiment is just one cxample Many
alternatives are possible. For example, in lieu of a bar code
scanning device, a card reader could be employed. The card
reader would read a magnetic stripe affixed to a card or ather
printed matier. The card would contain buman-readable
information about a network resource, and the magnetic

. strip would contain the resource’s pumeric or moemonic
' address in machine-readable formal. Alternatively, a RF data
. collection scanoer or CCD scanning system could be used.
_ Bar code symbol 126 could also be associated with specific
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In effect, the necessity of manoually typing i the mne-

monic address sample@www.com is climinated. [ostead,
the numeric address is obtained from the bar code indicia
136 by use of bar code reader 120. As explained abovs, bar
code 136 could coatain the moemoanic as well as gumeric
address. Browser software could be programmed to accept

55

commands such as “forward”, or “back,” or command
sequences used to access information.

We claim: )

1. An apparatus for usi.ng an article of commerce lo access
a remote competer, cCOMprising:

{a) a machine-readable indicia associated with lhe article
of commerce, said indicia encoding at least one of a
plurzlity of identification oumbers, said encoded iden-
tification number corresponding to the article in aceor-
dance with an extrinsic standard;

(b) an ioput device generating a signal corresponding to
said encoded identification number; and

(<) a database conlaining & plurality of network addresses
and said plurality of identification numbcrs, cach of
said ideptification numbers being associaled with at
least one of said plurality of network addresses; said
database being responsive to said signal for providing
ooe of said network addresses which is associated with
said encoded identification aumber;

further comprising a local host adapted for nelwork com-
munication; and a first nelwork conlaining a plurality of
nodes, each having an assigned neiwork address; said pet-
work being operatively coupled to said local host for allow-
ing communication between said local host and that one of
said nodes whose assigned network address corresponds to
the network address provided by said dalabase.

2. The apparatus of claim 1 where said machine-readable
indicia is a bar code, and wherein said input device includes
a bar code reader.

3. The apparatus of claim 2 where said identification
number is ar lcast a portion of a Universal Product Code.

4, The system of claim 2 wherein said identificalion
number is at least a portion of a EAN code.

5. The apparatus of claim 1 wherein said indicia includes
human-readable elements, and wherein said inpul device
includes a keyboard for manually entering said identification
oumber.

6. The apparatus of claim 1 wherein said local host is a
multi-user computer with a plurality of user terminals.

7. The apparatus of claim 1 wherein said locat host is &
single-user compuler.

8. The apparatus of claim 1 further comprising a server,
wherein said local host computer is remotely connected (o
said server and whercin said databasc is resident on said
server.

9. The apparatus of claim 8 wherein said commuaication
between said local host and said one of said nodes is camicd
through said server.
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10. The apparatus of claim 1 wherein said database is
resident on said local host.

1. The apparatus of claim 1 wherein said database is
resident on one of said nodes that is remote from said local
host,

12. An apparatus for using an article of commerce to
generate the network address of a computer on a network,
comprising:

(2) means for generating a signal corresponding to sn
article identification number which is used 1o identify
the anicle of commerce in accordance with a standard
that specifies the length of the identification number;

(b) a database having a plurality of identification numbers
including said article identification number and a plu-
rality of nctwork addresses, and associating each of
said identification numbers with at least one of said
network addresses; and

{c) control means responsive to said signal and opera-
tively coupled to said database for retrieving from said
database al least one of said network addresses which
correspond 1o said article identification number;

further comprising a local host in communication with said
database lo receive the network address provided by said
database; _ )
furtber comprising a network including a plurality of nodes,
cach associated with one of said plurality of network
addresses; wherein said local host is adapted for commuai-
cating with one of said nodes using said network address
generated by said database.

13. The apparatus of claim 12 wherein said idemtification
oumbers are Universal Product Codes.

14. The apparatus of claim 12 wherein said nctwork
addresses are Uniform Resource Locators.

15.The apparatus of claim 12 further comprising a remote
host adapted for network communication, wherein said
reader for generating said signal is resident on said local
host, and said database is resident on said remote host.

16. The apparatus of claim 12 wherein said identification
oumbers are EAN codes.

17. The apparatus of claim 12 wherein said mcans for
generating said signal includes a bar code scanner.

I8. The apparatus of claim 12 wherein said means for
generatiog said sigoal includes a keyboard.

19. The apparatus of claim 12 wherein said local host is
a multi-user computes.

20. The apparatus of claim 12 wherein said local host is
a single-ueser compuler.

21. The apparatus of claim 12 wherein said means for
geoeraling said signal is coupled to said local host so that
s2id signal is communicaled ta said database through said
local host.

22. In an apparatus comprising mecans for generating a
signal corresponding to a product identification number
which is used 1o identify the article of commerce bearing an
iodicia on which said product ideatification gumber is
encoded in accordance with an extrinsic standard that speci-
fies the length of the identification number; a computer
database having a plurality of identification numbers includ-
ing said product identification pumber, and a plurality of
network addresses, and associating each of said product
identification numbers wilh al least ooe of said network
addresses; and control means responsive to said signal and
operatively coupled 10 said database for retrieving from said
database at least one of said network addresses which
corresponds 1o said product ideatification number;

a method for gencrating the address of a node on the

network, comprising Lhe steps of:

20

25

k]

40

45

50

50

14
(a) associating in computer memory at least a portion of
a product identification gumber with the oode’s
nctwork address; said idenlification number having
recognized significance in accordance with an
- extrinsic standard as a number identifying an article
of commerce;
(1) providing an article of commerce bearing an indicia
on which said identification oumbes is encoded,;
(c) reading at least a portion of said identification
oumber from said indicia; and

() retrieving from said computer memory the detwork
address associated therein with said product identi-
fication number.

23. The method acconding to claim 22 wherein said
ideatification number is a Universal Product Code.

24. The method according to claim 22 where said getwork
address is a Uniform Resource Locator.

25. The method according to claim 22 wherein said
indicia is encoded in machine-readable format.

26. The method according to claim 22 where said indicia
is encoded in bumaa-readable format

27. The method according 1o claim 22 wherein said siep
of reading is performed using a bar code reader.

28. The method according lo claim 22 wherein said step
of reading is performed by a buman reading said indicia and
cniering said identification pumber vsing a keyboard.

29. The method according (o claim 22 whercin the data-
base has one or more tables contajning said identification
number and said network address.

30. The method according to claim 29 whercin said tables
are distributed over a plurality of computers.

31. The method according 10 claim 29 wherein said tables
arc resident on a single computer,

32. The method according lo claim
identification number is an EAN code.

33. An spparatus for using an article of commerce 1o
ACCESS a remote computer, comprising:

(a) a machine-readable indicia associated with the article
of commerce, said indicia encodiog at least one of a
plurality of identification numbers, said encoded iden-
tfication number corresponding to the article in accor-
dance with an extrinsic standard;

(b) an input device generating a signal corresponding to
said encoded identification number; and

(c) a database containing a plurality of network addresses
and said plurality of identification numbers, each of
said identification numbers heing associated with at
least one of said plurality of nerwork addresses; said
database being responsive to said signal for providing
one of said network addresses which is associated with
said encoded identification ourober;

further comprising a local bost in communication with said
database (0 receive the petwork address provided by said
database; :

further comprising a network including a plurality of nodes,
cach associated with onc of said plurality of network
addresses; wherein said local host is adapted for communi-
cating with a selected ooc of said nodes using said network
address generated by said database.

M. The apparatus of claim 33 wherein said means for

22 wherein said

- generating said signal is coupled 1o said local host so Lhat

said signal is communicated 10 said database through said
local howt.
35. An apparawus for using an article of commerce to
access a remole compuler, comprising:
(2) 2 machine-readable indicia associated with the article
of commerce, said indicia encoding al least one of a
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plurality of idenlification sumbers, said encoded iden-
tification number corresponding to ihe article in accor-
dance with an extrinsic standard;

(b) an input device generaling a signal corresponding to
said encoded identification oumber; and

-{c) a database containing a plurality of network addresses
and said plurality of ideatification numbers, cach of
said identification aumbers being associaled with at
least one of said piurality of network addresses; said
dalabase being responsive 1o said signal for providing
one of said network addresses which is associated with
said encoded identification pumber;

further comprising a local host operatively coupied to said
means for generating a signal; a server operatively coupled
to said local host and said database; and a network including
a plunality of nodes, each associated with one of said
plurality of network addresses; wherein said server is
adapied for communicating with a sekcted one of said nodes
using said network address generated by said database.

36. An apparatus for using an article of commerce 1o

Bencrate the nctwork address of a computer on a network,
comprising:

(2) means for generaling a signal corresponding 1o an
article identification number which is used to ideatify
the article of commerce in accordance with a standard
thal specifies the length of the identification number;

(b) a database having a plurality of identification numbers
including said anticle identification number and s plu-

15
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rality of perwork addresses, and associating each of
said identification numbers with a1 least ope of said
network addresses; and

{c) control means responsive 1o said signal and opera-
lively coupled to said database for retrieving from said
database at least one of said network addresses which
comrespond to said article idenlification number; further
comprising:

(d) a first network containing a plurality of nodes, each
corresponding (6 ooe of said network addresses;

(<) a local host in communication with said network aod
said control means and adapled for commuapication
with that one of said nodes corresponding 1o the
network address retrieved by said control means.

37. The apparatus of claim 3§ wherein said local host is

a wulti-user computer with a plurality of user terminals.

38. The apparatus of claim 3§ wherein said Jocal bost is
a single-user computer.

39. The apparatus of claim 36 further comprising a server,
wherein said local bost computer is remotely conpected 1o
said scrver and said database is resident oo said server.

40. The apparatus of claim 39 wherein said communica-
tion between said local bost and said ooe of said nodes is
carried through said server,

41. The apparatus of claim 36 whercin said dawbase is
tesident on sad local host.

* o w s a
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571 ~ ABSTRACT

The present invention is a systern and methoed for prov:dmg
automated access to clectronic information stored in a
database in either a local or remote location. The system
utilizes a machibe-readable code printed on a document,
referred 1o herein as an intelligent document sioce it stores
information used to awwomatically access the information.
The machine-readable symbol comprises encoded source
data, wherein the source data comprises application taunch
information as well as file lecation information. The source
data is encoded and printed, and then distributed by the
vendor by any Iogical mecans to the end user. The end user
thea scans the code via appropriate code scanning (e.g. bar
code scanning) equipment, decodes e raw decoded dala,
and the file location information is then used lo access the
appropriate file. In a preferred embodiment, 8 Web browser
program is launched, and the URL of the vendor's Web site
is accessed through the Internet. Local file retrieval may also
be implemented oa the client computer itsclf, as well as over
. an intragel or LAN eavironment. Additional user- c
demographic data such as Lhe user’s name and address may
also be encoded in the machine-readable code when the
document is specifically lailored for individual targeling,
such as mailing labels. This demographic information is
nploaded to the WWW site for use by the vendor In
addition, the present invention encodes security data, such as
an encryption key, for use in secure data transmissions such
as electronic commerce over the Internel.

31 Claims, 10 Drawing Sheets
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AUTOMATIC ACCESS OF ELECTRONIC
INFORMATION THROUGH MACHINE-
READABLE CODES ON PRINTED

DOCUMENTS '

CROSS-REFERENCE TO RELATED
APPLICATION

This application is a continuation application of applica-
tion Ser. No. 08/967,383, which was filed on Nov. 8, 1997
now U.S. Pat. No. 5,933,829, which was on and claimed the
priority of then co-pending provisional patent application
filed in the United Slates Patent and Trademark Office on
Nov. 8, 1996 and assigned Serial No. 60/030,166.

BACKGROUND OF THE INVENTION

Electronic data sources, such as conventional databases,
the Internet (i.c., the World Wide Web("*WWW™)) are a rich
and important means of information retrieval and distribu-
tion and, increasingly, electronic commerce. However, there
are problems finding the information desired in this increas-
ingly complex and changing petwork of data sources.
Recently “introduced [nterpet “search epgines”, such as
YAHQO, help by allowing a user to search on-line indices
of information sources, and even full source text, for rel-
evanl key words and phrases related to their wpic of interest,
but even carcfully structured queries by experienced users
often results in hundreds and even thousands of possible
“hits” which are not sufficieatly specific to preclude further
manual search which is both data resource inefficient and
time consuming.

Because of these inefficiencies, as well as general lack of
familiarity with search engines and their syntax, users often
rely on human readable print and broadcast media advertis-
ing to identify source addresses {e.g., Uniform Resource
Locators (“URLs™) for Web sites and otber online infor-
mation of interest. Print media is particularly effective since:
(1) it is Lhe most ubiquitous method of communication and
advertising in the modern world; and (2) a printed document
can serve as & persistent reference lo be saved and used
during 2 subsequenl on-line session.

However, human readable prinied source addresses, and
especially URL's, are particularly difficuit to manually enter
in sofiware programs, such as web browsers, due to their
length and use of complex and unfamiliar symbols. If the
characters in a URL are oot entered exactly, retrieval is
prevented or, in a limited oumber of cases, a legal but
incorrect source is accessed. This is especially true when
URLs incorporate foreign languages and/or complex query
instructions to on-line databases, as is increasiogly frequent
ir most Web sites. [n addition, the inability to type or
otherwise manually enter symbolic address information due
to either disability or lack of training complicates use of
on-line information resources such as the Intemet for mil-
lions of individuals,

Finally, it is widely anticipated that Internet access will
increasingly be provided through interactive cable television
via Web-ready television receivers and set-top boxes used in
conjuaction with conveational lelevision receivers. In this
home entertainment environment, it is difficuh (o use key-
boards [or address entry due to both lack of Lyping skill and
the cumbersome placement of these componeats. Another
method which wovld eliminate typing aod allow users to
direcily link printed addresses and query scripts to electronic
information sources would be highly desirable.

Companies that bost Web sites for the purpose of provid-
ing information such as adverlising, olten want to know the

10

15

2

identity and other related information of the users who visit
their sites (i.e., download files therefrom). It would be quite
advantageous lo provide such companics or vendors with
this information as part of a specific file transfer request,
¢.g., &5 part of a CGl parameters string included in s URL.
Additionally, it would be desirable to be able to effect a
secure manner of transferring Lhis information, so that a user
would have confidence in the system apnd thus send sensitive
information such as a credit card number or the like with the
file trapsfer request. This would enable electronic commerce
to flourish well beyond the point it exists today.

SUMMARY OF THE INVENTION

The present invention is a sysiem and method for pro-
viding automated access to electronic information stored in
a database in eitber a local or remote location. The system
utilizes a machine-readable code prinied on a docurnent,
referred 10 herein as an intelligent document sigce it stores
information used to automatically access the information.
The machioe-readable symbol comprises encoded source
data, wherein the source dala comprises application launch
information as well as file location information. The scurce
data is encoded and prinied, and then distribuied by the
vendor by any logical means to the end user. The end user
then scans the code via appropriate code scanning (e.g. bar
code scanning) equipment, decodes the raw decoded data,
and the file location information is then used 10 access the
appropiiate file. In a preferred embodimeat, 2 Web browser
program is Jaunched, and the URL of the vendor’s Web site
is accessed through the Interncl. Local file retricval may also
be implemented on the client computer itself, as well as over
an ictranct or LAN environment. Additional user-specific
demographic data such as the user’s name and address may
also be enooded in the machine-readable code when the
document is specifically tailored for individual targeting,
such as mailing labels. This demographic information is
uploaded 10 the WWW site for use by the vendor. In

- addition, the present invention encodes security data, such as

as
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an encryption key, for use in secure data transmissions such
as electronic commerce over the Inleroet.

In particular, the present invention is a method and system
for a computer, such as a client computer in & petworked
computer syslem, to retrieve a compuier file in which 2
symbol data siring comprising a file location pointer is
encoded into a machine rcadabk symbol such as a rwo-
dimensional bar code symbol, and the machine readable
symbol is repdered within a data carrier (e.g. printed oo an
intelligent documeat). A computer input device such as a
two-dimensional ber code scanner is coupled 10 the client
computer and lransposes an input dala siring from the
machine readable symbol, The compuler parses the igput
data string to determine the file location pointer, and the file
location pointer is then utilized pointer w0 request the com-
puter file designated thereby.

The file location pointer may be utilized 1o request the
computer file by either passing it to an application program
on the ¢lient computer suitable for processing the corre-
sponding computer file, and then the application program
retrieving the computer file from the specified file location.
Aliegnatively, the file location pointer may be wtilized to
request the computer file by rerrieving a copy of the com-
puter file from the specified file location, and then iovoking
an application program on the clieal computer suitable for
processing the corresponding computer file.

The client computer assembles 2 computer file transfer
request word including the [ile location pointer and iransmils
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the request word Lo a target server computer over a computer
network system, which may be a wide area network such as
the Internet of a local area petwork (LAN) or intranet. The
file location pointer may aliernatively specify the location of
a computer fle stored in a local memory resident in the
client compuier rather than on a target server compuier.
When the computer file 1o be retrieved is on a target server
compuler on a network, thea the file Jocation pointer is a
network address associated with the target server compuler
ard a file identifier correlated to the computer file requested
by said clicot computer. [n particular, when utilizing the
Interoet, the file location pointer may be in the form of a
uniform resource locator (URL). In any type of networked
environment, the targel server computer receives the com-
puter file transfer request word and transmits a computer file
to the client computer in response thereto.

In addition to the file location pointer, the present inven-
tion takes advantage of the information density of the
two-dimecasional symbology by encoding a source identifier

data siring within the machine readable symbol. The source 2

13

identifier data striog is used to denote the particular source

of the data carrier such as a particular magazine or ad, or can
be used to depote an expected user or targeted group of users
of the data camier. The source identifier string is then
transposed by the cliemt computer, assembled within the
computer file transfer request word, and transmitted to the
target server computer. The targel server computer slores the
source identifier data siring received from the client com-
puter io the computer file transfer request word.

Additionally, the machine readsble symbol also has
eocoded thercin an encryption key associated with the
source identifier data siring, which is also transposed by the
computer input device. The cocryption key is used by the
client computer to encrypt information specific 10 a user of
the client computet, and the encrypted uscr inforrnation is
assembled within the computer file transfer request word
and transmitted to the target server computer. The informa-
tion specific to a user may be obtaioed, prior 1o encryption,
from a user information data file stored on the client
compuier, of il may be obtained from user demographics
dala correlated 10 a targeled user of the data carrier that had
been previously encoded within and transposed from the
machine readable symbol.

The target server compuler may then utilize the source
identifier data string received as part of the file transfer
request word 10 access a lookup lable o determine a
decryption key, and then decrypt the encrypted user infor-
mation received from the client computer in the file transfer
request word. The lookup table may either be stored locally
on the target server computer, or it may be stored remotely
on a secondary server compuler.

The decrypled user information may comprise seasitive
user information such as a credil card number associaled
with the user of said client computer, thus enabling on ooline
electranic commercial iransaction by utilizing the credit card
oumber. The user demographics data may be used by the
target server computer to determine the file to transmit to the
client computer; i.c. ceriain files may be targeted to specific
users of the system. ’

The machine-readable symbol may also have encoded
therein an execulable command to launch a software utility
resident on the client computer, and the sofiware utilily is
then automatically launched afier the machine readable
symbol is traasposed. For example, the software utility may
be an Internet browser program or a word processing
program. In addition, specific functions may also be encoded

as
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in the machine readable symbol slong with the application
launch command, such as a comygand 1o execute a print job
of the retrieved computer file.

The symbol dala string may optionaily be obfuscated
prior (0 being encoded into the machine readable symbol, in
which case the input siring transposed must likewise be
de-obfuscated by the clicnt computer. The obfuscation may
be by computing a checksum of the symbol data siring,
encrypting Lhe symbo] data string by utilizing the checksum
43 an encryption key, and assembling the checksum with the
encrypted symbol dafa string prior to encoding into the
machine readable symbol. The de-obfuscation would then
be accomplished by parsing the inpnt data siring 10 deler-
mioe the checksum, decrypting the encrypied symbol data
string with the checksum as a decryption key, computing a
checksum of the decrypted symbol dals string, and compar-
ing the computed checksum with the checksum from said

input data string. A valid data condition would be indicated

when the comparison step is successful; and an invalid dats
condition would be indicated when the comparison step is
unsuccessful.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1 is a diagram of the system of the present inveation.

FIG. 2 is a dizgram of the document generation function
of FIG. L

FIG. 3 is a diagram of the client computer functions of
FIG. 1.

FIG. 4 is a diagram of the deobfuscating function carried
out by the client computer of FIG. 3, and FIG. § is a diagram
of the target server compuler of FIG. 1.

FIG. § is a top level flowchart of the method of the present
invention.

FIG. 7 is a flowchant of the document generation of the
present invention.

FIGS. 8 and 9 arc a fowchant of tbe scaoning and
processing by the clicat computer of the present invention;
and

FIG. 10 is a flowchari of method used by the larget server
computer of the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

The system 100 of the present invention for gencrating
and reading an intelligent document 100 is illustraled in
block diagram form in FIG. 1. The system 10 compriscs an
intelligent document generation system 14, which encodes,
assembles and prints an inteliigent document 19 for subse-
queot scanaing at a clienl computer 32.

The system operates with respect to FIGS. 1 and 6 as
follows. A vendor who wishes lo provide an intelligent
document 10 programs certain parameters which will be
encoded within a machipe-readable code 12 and printed on
the document along with text 16 or graphics 18. The
document may be an advertisement in the form of a maga-
zine insert or page, a brochure, a label for an eovelope, 2
memorandum, and the like.

Parameters to be included within the machine-readable
code depend upoo the application desired by the vendor. For
example, if the vendor wants the end-user o be able to load
the vendor’s world wide web (WWW) sile automatically
upon scanaoing the code 12, then the parameters included in
the data siring 20 that is assembled inte the machine-
readable code include a command 22 to launch an Iniernet
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browser application, such as NETSCAPE, and a file location
pointer such as a uniform resource location (URL) code,
such as www.xyzcorp.com (sce FIG. 2). This information is
encoded with encoding function 20 in accordance wilh the
particular type of machine code being used. For example,
one type of code which may be used by the present invention
is a PDF417 symbol, which is described in detail in U.S. Pat.
No. 5,304,786, which is incorporated by reference herein.
The PDF417 symbol, known as & iwo-dimensional bar code
symbol, has enough storage information 1o encode the
browser launch command as well as the URL.

A printer 30 thep utilizes the encoded data and desired text
16 and graphics 18 o print an intelligent document 10 a
shown in the Figures.

The intelligent document 10 is disseminated to the end
user in accordance with the methods desired by the vendor.
For example, if the intelligent document is a magazine
advertisement, then the user will obtain the magazine by
conventional means such as purchasc at a retail outlet, the
mail, etc. Thus, as shown in FIG. 6, the dala string at step
202 s used to generate and distribute at step 204 the
intelligent document as desired.

The user, after reading the text and graphics in the
document, can access the WWW site of the veador by
utilizing a scanner 34 in conjunction with his compuler 32,
programmed with appropriate software in accordance with
the invention. That is, the user will optically scan the code
12 with an optical scanner 34. An optical scanoer 34
sufficient to scan bar code symbols and the like is disclosed
in U.S. Pat. No. 3,448,050, which is incorporated herein by
reference. The device disclosed in the '050 patent is housed
within a mouse Lype device, tbus also including circuitry
useful in point-and-click applications popular in personal
computer platforms today.

After the two-dimensional bar code data is scanned by the
scanner 34 (at step 208), a decoder 36 is used at step 210 10
decode the raw data ioto usable commands and data. The
decoder is typically a software program execcuted by the
microprocessor of the compulter, and provides thereby the
browser launch command and URL which had been eacoded
by the vendor into the code, The WWW browser application
40 is then loaded, and the URL is used to access the WWW
site of the vendor accordingly (at siep 212). As a result, the
user may automatically access the vendor’'s WWW site
without having w enter the URL, thus climinating all
chances of error due to maoual data inpul. After the file
requesi is made at step 212, the intemnet server 48 at the
larget server computer 46 feiches or generates the target file
50, as shown in step 214. As shown in step 216, the file is
transmitted to the client computer 32 and displayed on the
browser 40 for viewing by the user.

The above scenario is useful when a vendor prints and
distributes such intelligeat documents on a mass scale. That
is, the code distributed is the same for each user. [n an
aliernative embodimeat, specific user data is included with
the data string 20 to provide for personalized operation as
follows. This scenario is useful when the vendor makes
individual printings keyed to individual users, such as when
mailing labels are printed for inclusios on an envelope
surrounding 2 magazine or the like.

In this case, the vendor may include in the code personal
data such as the user’s name, location, phone aumber, and
other appropriate demographic information 23. When the
user scans the document and loads the WWW site, the
personal data is uploaded to the vendor’s hosl computer 46
and stored in demographics log 52, thus providing the

10
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vendor with useful demographic data as 10 which users have
actually utilized the intelligent documeat scanning service.

The code may slso include security information usefu] in
completing secure transfers across the Inlernet 44. For
example, an cocryption key 25 appropriate in a public or
private key system may be embedded within the code. An-
appropriaic software routine 38 in the user's computer
utilizes the key after decoding it in order o encrypt certain
dala being sent across the Internet 44. For ¢xample, the
encryption of credit card information is desired in order to
thwart would-be intruders from misappropriating the infor-
mation. The system of the present invention could be used
to allow the user 1o order an item advertised in the brochure
by taking the credit card number, already resident in Lhe
user’s computer memory, and encrypling it with the key
decoded from the code. When the user desires 1o purchase
the item, he scang the associated code, and the credit card
humber is encode and transmirted aficr the WWW site is
dccessed. ‘The host compuler can malch the user’s name
(sent with (be transmission) with the appropriale decryption
key stored at the host, and decrypt the credit card number

. accordingly.
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The sysiem 10 of the present inventiop has additional
embodiments which allow quick and casy retrieval of a data
file on a local basis as well as the Intcrnet 44. That is, the
same principles may be applied within a company utilizing
an intranet or local area network (LAN) 98. Thus, a depart-
ment of a company may distribute -fliers regarding certain
events, new products, eic., and encode appropriste docunent
access information in accordance with the teachings of the
invenuon. The user may obtain further information by
scanning the code on the document, which then causes his
compuler to access his network, file server, etc.

This embodiment is also useful in a small office
covironment, where a user prints out documents such as
letters or memos that may peed to be revised a1 a later date.
It is common pracilice 10 manually type in the drive location
of the document in the lower corner of the document io
allow the user 1o easily access the document al a later date,
without scarching through massive amounts of files. Thus, a
user may type in the lext ¥e:
\user\files\smith\clients\letters\xyzcorp\joneslicidec12™ to
indicate its Jocation on his drive #4. When he desires to edit
or otherwise access the document, be would, in the prior art,
have to type io the entire location after launching the proper
application (e.g. word processor). In accordance wilh the
teachings of ihe present invention, a machine readable code
may be eacoded with this information (as well as a com-
mand to launch the application} and printed on the docu-
ment. When the user later desires to edit the document, he
scans the code. The code is decoded, the application is
launched, and the file is fetched from the location specified
in the code.

The symbol data string 20 may be obfuscated by obfus-
cation functicn 28 prior (o being encoded into the machine
readable symbol. [n this situation, the inpwt string transposed
by the client computer 32 must be de-obfuscated by
de-obfuscating function 60. Referring to FIG. 2, the symbol
data siring is obfuscated by first computing a checksum of
the symbol data string 20 by checksum computation func-
tion 62. The checksum is then utilized by the encryption
logic 66 as an obfuscating encryption key 64. The symbol
data string 20 is inpul to the encryplion logic 66 as shown
in FIG. 2, and provided thercby is an encrypted siring 67.
The encrypted string 67 is assembled with the checksum &4
{which has not been encrypted and is thus “in the clear™),
and is input into zn encoding function 29. The encoding
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function 29 then encodes the input checksum 64 and
encrypled siring 67 into a machine readable symbol, which
is printed by the printer 30 onio the document 10. As
mentioned above, optional text 16 and/or graphics 18 may
also be printed onto the document 10 along with the machine
readable code 12, if desired by the vendor. .

FIG. 7 illusirates the logic flow implemented by the
preferred embodiment of the present invention as thus
descobed. That is, at step 202, the data string (which may
comprise the file localion poinler, a launch command, user
demographics, a source identification, an encryption key,
and/or 4 code type) is operated on 1o compute a checksum
al step 218. At step 220, the checksum is used as a key to
encrypt the symbol data string. At step 222, the checksum
and encrypted key are assernbled together; at step 224 this
assembled word is encoded into a machine readable symbol
(such as a PDF417 two dimensional bar code symbol). Thé
symbol is then printed outo the intelligent document 10 with
optional text or graphics at step 226. f

F1G. 3 illustrates in detail the processing of the client
computer 32. The machine readable symbol 12 is scanned by
the bar code scanner 34, and the scanned data is processed
and decoded by block 36 as well known in the am. The
decoded data is input to the de-obfuscation process 37
(described in detail below), or, if obfuscation has not been
implemenied in the system, to parsing block 39 as shown by
the dotted line.

De-obfuscation is the reverse process of obfuscation, and
is shown in detail in FIG. 4. The decoded input string from
decoder 36 is parsed into two constituent comjponents; the
checksum 64, and the encrypted siring 67. The checksum 64
is utilized as a decryption key along with decryption logic 97
(which is the parallel process of encryption logic 66) to
produce a decrypied dala string that is comprised of a file
Iocation pointer 21, lavnch command 22, user demographics
23, sourcc identification 24, encryption key 25, and code
type 26. A checksum of this decrypted data string is then
computed by checksum compule block 99, and compared by
compare block 101 0 the checksum 64 that was received in
the clear. When the comparison is successful, then a valid
condition is indicated on the go/nogo line 103. Conversely,
when the comparison is not successful {the computed check-
sum is oot equal 1o the received checksum), then ao iovalid
condition is indicated on the go/nogo line 103,

The logic flow of the de-obfuscating function is iNustrated
1o F1G. 8. At step 208, the bar code symbol is scanned by the
user. Al siep 218, the decoded input data siring is parsed 10
obtain the checksum, which is utilized at step 220 as a key
1o decrypt the remaining portion of the string (the encrypted
data string). At step 222, the checksum of the decrypted
string is computed, and at step 224, it is compared (o the
received checksum. Decision block 226 directs the flow to
step 228 when an invalid data coadition is detected (ie. the
checksum comparison is unsuccessful), and the routine exits
at step 230. Decision block 226 likewise directs the flow 1o
step 232 when a valid dala condilion is detected (ic. the
checksum comparison is successful). When successful, a
code type 76 (sec FIG. 3) is fetched from memory 70 at step
234, and then compared via comparator function 78 at step
236 10 the code Lype that was in the received (decrypled)
data string. When no maich is found, an invalid daia
condition is indicaled at step 228, and the routine exits at
step 230. When a code type match is found, then the
decrypled string is unpacked at step 238 for further process-
ing.

With reference to FIG. 3, once the de-obfuscation process .

37 is determined 1 be successful and the code maich is

b1t
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valid, then the file location pointer 21 and source identifi-
cation data 24 is loaded to a file transfer request word for
subsequent loading to the Internet browser 40, LAN inter.
face 96, or local memory 94, depending on the location of
the file to be fetched. The file transfer request wond may also
be loaded with client version data 72, which indicates to the
server which version of the client software is requesting the
file,

The source identificr data string 24 that is parsed from the
decoded {and de-obfuscated) scanned data siriog may com-
prise data correlated to the user (or expected user) of the
intelligent document 10. As described below with reference

; lo FIG. 5, the source identifier (sowrce id) string will be used
?mnmessaloolmptablelodﬂcrmineldecryplionkcy

15,
. decrypt certain (encrypted) user information received from

associawdwithlheﬂkams,solhnlhourgetscmmy

" the client computer as part of the file transfer request word.
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Local user data 74, such ss the user’s credit card aumber,
is siored in memory 70 and accessed by the client computer
for inclusion in the filc transfer request word 90 after being
encrypled by encryption block 80. That is, when it is desired
lo transit seositive user data such as the user’s credit card
aumber to Lbe target server computer 46 over the Internet 4,
then the encryption block 80 will cocrypl the user data by
using the encryption key 28 that was obtained from the
teceived data siring. In addition, certain user demographics
dala 23 may be included in the data string 20 (sce FIG. 2),
which may be correlated to a user (or expected user) of the
document 10. This user demographics dala could thea also
be encrypied with encryption block 80 utilizing encryption
key 25 to produce encrypted user information 82, for inclu-
sion in the file transfer request word 90.

Optionally, if a launch command 22 was included in the
data string 20, then it could be used 1o execute or launch the
designated application. For example, the launch command
22 could cause a word processing program (o open and fetch
the target file from local memory 94. Lilewise, the launch
command 22 could execute an Internet browser program 40,
50 that the file transfer request word %0 wouid causc the
browser to request the appropriate file over the Intcrnet 44,

The logical flow of this process is shown in FIG. 9. A1step
240, the user data is taker from memory 70 and encrypted,
optionally along with user demographics data obtained from
the scanned and de-obfuscated bar code symbol 1o produce
encrypted user information 82. At siep 248, the file transfer
request 90 is assembled from the encrypted user infonmation
(step 242), the file location pointer {optionally comprising
the IP address and file identifier) 21 and the source idenlifier
data 24 that are obtained from the scapmed and
de-obfuscated bar code symbol (step 244), and the client
version 72 feiched from memory 7@ (step 246). The browser
and/or other client application is launched at siep 250, aod
al step 252 the file transfer request is trznsmilted over the
Interoet {or LAN) 1o the target server computer.

With reference to FIGS. § and 10, the operation of the
largel server computer 46 upon receiving the file trapsfer
request will now be described. Al step 254, the target server
computer 46 receives the file transfer request, for example
from the Internet 44, In the lnternet example, the Larget
server computer 46 is located a1 “IP ADDR” (intemet
protocol address), via means well known in the art. A web
server process 112 is exccuting on the target server computer
46, which at step 256 uscs the source identificr string from
the file transfer request to fetch a decryption key from key
table 110. That is, for each particular source ID, there exists
a decryption key mapped thereto that is complemeniary 10
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the encryption key 80 utilized by the clieat computer 10
encryp! sensitive user information prior to assembly into the
file transfer request. The decryption key is then used at step
258 10 decrypt the encrypied user information with decryp-
tion process 114 to obtain user file 122, Optiopally, an
external key server 116, which may be interconnected to the

" Internet, is used to obtain the decryption key. The decrypied

user file is then stored in the secure customer dala memory

* 52, and the user request is tracked in the user log along with

ibe date and time 120 of the request.

As shown in step 262, if a pre-existing file (i.¢ a static web
page) was requested, theo the file is obtained from storage
50, wherein the location is a function of the file identifier
(ID) taken from the file location pointer. In this event, the file
is fetched from the appropriate location at step 268 and
returned to the client computer via the Internel at step 270.
The file is then displayed on the client browser at step 272.

If, however, a static page was uot requested, but a
dynamic page must be generated, then the dynamic page is
gencrated at step 266, for example as a function of the user
data and file ID. This could occur where the file to be
returned is customtized Lo a user in accordance with is or ber
identifying indicia. The generated page is then returned to
the client browser via the Internel as described above.

Alternatively, the requested file may be located on an
external file server, which may be accessed by file genera-
lion and storage means 50 for return thereto or for direct
forwarding to the client computer via the lalernel, as shown
by the dotted line in FIG. 8.

What is claimed is:

1. A method for a client computer 1o reirieve a computer
file comprising the steps of:

a) encoding a symbol data siring comprising a file loca-

tion pointer into a machine readable symbol;

b) rendering said machipe readable symbol within a data

carrier;

¢) transposing an input data string from said machine

readable symbol with a computer input device coupled
1o said client computer;
d) parsing said inpul data siring to determine said fil
location pointer; and :
¢) uiilizing said file location poinler 1o request the com-
puter file designated thereby, by
assembliog a computer file transfer request word com-
prising said file location pointer, and
transmilling said computer file iransfer request word 10
a target server compuler via a compuler petwork
system;

£) said \arget server computer receiving said computer file

ransfer request word and

g) said target server compulter transmitting a compuler file

to said clieal computer in response thereto;

wherein said machine readable symbol also has
encoded therein a source identifier data string, said
source identifier data string comprisiog data corre-
lated to an expected user of said data carrier, and
whercin said source identifier data string is trans-
posed by said computer input device.

2. The method of claim ! wherein said computer network
system is an Internet, and wherein said compuler file trapsfer

. request word is directed towards a targel server computer in

communication with the Internet.

3. The method of claim 2 wherein said file location pointer
comprises a uniform resource localor (URL) for specifying
a file oa the largel server computer in communication with
the Internet.

6,108,656
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4. The method of claim 1 wherein said file location pointer
comprises a network address associated with said target
server compuler and a file ideatifier correlated to the com-
puter file requested by said client computer.

3. The method of claim 1 wherein said source transposed
source identifier data siring is assembled within said com-
puter file trausfer request word and transmitted to said target
server compuier.

6. The method of claim § wherein said larget server
computer stores said source identifier dala string received
from said client computer in said computer file transfer
request ward.

7. The method of claim 5 wherein

said machine readable symbol also has encoded therein an
encryplion key associated with said sowrce identifier
data string, i

said encryplion key is transposed by said computer jnput
device,

said -transposed encryption key is used by said clicnt
computer 1o encrypt information specific to a user
associaled with said clicot computer, and

said encrypted user information is assembled within said
computer file iransfer request word and transmitted to
said target server computer,

8. The method of claim 7 wherein said information
specific to a user is obuained, prior to encryption thereof,
from a user information data file stored on said clicot
COmputer. :

9. The method of claim 7 wherein

said machine readable symbol also has encoded therein
user demographics data,

said user demographics dala correlated to a targeted user
of said data carrier, ‘

said user demographics dala is transposed by said com-
puter input device, and wherein

said information specific o a user is obtained, prior 10
encryption thereof, from said transposed user demo-
graphics data.

10. The method of claim 7 wherein

said targel server compuler ulilizes said source identifier
data string to access a lookup table 10 determine a
decryption key associaled with said encryption key, and

said target server decrypts said encrypted user informa-
tion received from said clieat compuler.

11. The method of claim 10 wherein said lookup table is

stored locally on said target server computer.

12. The method of claim 10 whercin said lookup lable is
slored remotely on a secondary server computer.

13. The method of claim 10 wherein said user information
comprises a credit card number associaled with said user of
said clicol computer, and wherein on online electronic
commercial transaclion is accomplished by utilizing said
credit card number.

14. A method for a client computer 10 retrieve a compuler
file comprising be steps of:

2} encoding a symbol data string comprising a file loca-

tion pointer into a machine readable symbol;

b) rendering said machine readable symbol within a data
CcarTicr,

) transposing an input dala string from said machine
readable symbol with a compuler input device coupled
to said client computer;

d) parsing said input data siring to determine said file
location pointer; and

¢) utilizing said file Jocation poinler to request the com-
puler file designated thereby, by
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assembling a computer file transfer request word com-
prising said file location pointer, and
transmitting said computer file transfer request word to
a larget server computer via a computer network
systent;
f) said target server compuler receiving said computer file
transfer request word and
£) said target server computer transmitting a computer file
to said client compuier in response thereto;
wherein said machine readable symbol also has encoded
therein user demographics data, said user demographics data
correlated to & targeted user of said data carrier, and wherein
said user demoagraphics data is ransposed by said computer
input device. _
15. The method of claim 14 wherein said user demo-
graphics data is included in said file transfer request word

10

transmitted 10 said 1argel computer, and wherein said user

demographics data is stored in said target server compulter.

16. The method of claim 15 wherein said computer file
transmitted by said target server computer to said client
compuler is at least partially determined by at least part of
said user demographics data. .

17. A computer system comprising;

a}) & client compater interconnecied 1o a computer network
camprising a targel server computer associated
therewith, and

b) a computer input device coupled w0 said client
computer, adapted to read a machine readable symbol
from a data carrier and transmit o said client computer
an input data string;
wherein said client computer comprises

processing means for transposing said input data
string {o a plurality of constituent fields, said fields
comprising at least a file location pointer;
means for wtilizing said file location pointer o
request the computer file designaled thereby; com-
prising
means for passing said file location pointer to an
application prograim on said client computer
suitable for processing the corresponding com-
puter file;
means for the application program to rettieve the
computer file from the specified file location;
means for assembling a computer file transfer
request word comprising said file location
pointer, and
means for transmilting said computer file transfer
request word lo said target server computer via
said petwork;
wherein said target server computer comprises:
means for receiving said computer file iransfer
request word, and
means for lransmitting a computer file 1o said client
computer in response 1o said computer file ransfer
requesl word;
wherein said input data string fields also comprise a
source identifier data string, said source identifier
data string comprising data correlated (o an expecled
user of said dala carrier.

18. The compuler system of claim 17 wherein said
compuier nefwork is an [ntemet, and wherein said computer
file ransfer request word is directed towards a targel server
compuler in communication with the Internet.

19. The computer system of claim 18 wherein said file
location pointer comprises a uniform resource locator (URL)
for specifying a file on the targel server computer in com-
munication with the Inlernet.
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20. The system of claim 17 wherein said assembling
meags also assembles said source idevtifier data siring
within said computer file transfer request word.

21. The computer system of claim 20 whercin said target
server computer further comprises means for storing said
source identifier data string received from said client com-
puter in said computer file transfer request word. ’

22. The computer system of claim 20 wherein

said input dala string fields also comprise an encryption
key associated with said source identifier dala siring,

and wherein said client computer further comprises

means for encrypting with said encryption key a user
information data file stored on said client computer,
said user information data file comprising information
regarding the user associated with said client compuler,

- and

wherein said encrypled user information data file is
asscmbled within said computer file transfer request
word and transmilted to said target server compuler.

23. The compuier system of claim 22 wherein said cliem
computer comprises memory meaas for storing a user infor-
mation data file, and wherein said information specific 1o a
user is obtained, prior W cocryption thereof, from said vser
information data file.

24.The computer system of claim 22 wherein said input
data siring fields also comprise user demographics data
correlated to a targeted user of said data carrier, and wherein
said information specific to a user is obtained, prior to
encryption thereof, from said user demographics data.

25 The computer system of claim 22 wherein said target
SEFVEr Compuler comprises

means for accessing a lookup table, said lookup table for
sloring a decryption key associaled with said source
identifier data siring, 10 oblain said decrypuon key
associated with said source identifier data string, and

means for decrypting, utilizing said dearyption key, said
encrypted uscr information reccived from said clicat
computer. :

26.The compuler system of claim 25 wherein said lookup
table is stored locally on said largel server computer.

27. The compuler system of claim 28 wherein said lookup
table is slored remotely on a secondary server computer.

28. The computer sysiem of claim 258 wherein said user
information comprises & credit card number associated with
said user of said client computer, and wherein said clicot
compuler further comprises means for executing on online
electronic commercisl transaction by utilizing said credit
card number.

29. A compuler sysiem comprising:

a) 4 clienl computer interconnected to a computer network
comprising a larget server compuler associated
therewith, and

b) a compuler inpul device coupled to said clicnt
compuler, adapled to read a machine readable symbol
from a data carrier and trausmit to said client computer
an inpurt data string;
wherein said client computer comprises

processing means for transposing said inpul data
string to a plurality of constituent ficlds, said fields
comprising at least a file locaticn pointer;
means for utilizing said file [ocation pointer to
request the computer file designated thercby; com-
prising
means for passing said file location pointer to an
application program on said client comaputer
suitable for Processing the comresponding com-
puler file,
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means for the application program to retrieve the
computer file from the specified file location;
means for assembling a computer file tramsfer
request word comprising said file location
pointer, and
means for transmitting said compuier file transfer
request word to said larget server computer via
said network;
wherein said target server compuler comprises:
means for receiving said computer file transfer
request word; and
means for imnsmitting a computer file to said client
computer in respoase to said computer file transfer
request word;

5

14
wherein said input da:a string fields also comprise user
demographics data correlated to a largeled user of
said data camier.
30.The computer system of claim 29 whercin s3id user
demographics data is included in said file ransfer request
word traosmitted to said targel computer, and wherein said
target server computer comprises means for storing said user
demographics data. .
31.The computer system of claim 30 whercin said target
server computer comprises means for utilizing said user
demographics data to at least partially determine the com-
puter file transmitted by said target server compuler 1o said
client compuzer. '
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&7 ABSTRACT

A system and metbod for using identification codes found on
ordinary articles of commerce to access remole compulers
on a petwork. In accordance with one embodiment of the
invention, a computer is provided having a dalabase that
relates Uniform Product Code (“UPC”) qumbers 1o Internet
petwork addresses (or “URLs"). To access an Internet
resource relating to a particular product, a user eaters the
prodoct’s UPC symbol manually, by swiping a bar code
reader over the UPC symbol, or via olber suitable input
means. The database retrieves lhe URL corresponding (o the
UPC code. This location information in then used to access
the desired resource.

93 Claims, 5 Drawlng Sheets
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SYSTEM AND METHOD FOR AUTOMATIC
ACCESS OF A REMOTE COMPUTER OVER
ANETWORK

RELATED APPLICATION DATA
This application is a divisional application of application
Ser. No. (8/538,365, filed on Oct. 3, 1995, now U.S. Pat_ No.
5,978,773, which claims priority of provisional Application
Ser. No. 60000,442, filed on Jun. 20, 1995, and entitled
“Method and Apparatus for Interfacing with Remote Com-
puters” (bereinafter, “our copending application™), the dis-

closure of which is hereby incorporated by refemnce: inis .

enlirety.
FIELD OF THE INVENTION

This invention relates to computer ¢ommunications
generally, and more specifically to techniques for giving
users convenienl access to information located on computer
networks such as the Intermel.

BACKGROUND OF THE INVENTION

A computer network is a set of computers (or “hosts”)
which arc able to communicate electronically. In logical
terms, the petwaork can be viewed as a set of nodes or “sites”,
with each computer on Lbe network being home for one or
more nodes. Generally speaking, each host is assigned a
numeric address, which the neiwork uses to route informa-
tion to that particular host. To facilitate human use of
networks, addresses are ofien given alphanumeric codes (or
“mmemoaics”™}, which are easier for people to remember. For
example, the numeric address 200.98.322.56 may be
assigned the mnemonic “sampie.com.”

At the present time, the world’s most important network
is the Internct. The Internet is a massive worldwide collec-
tion of computer resources, connected logether in etwork
fashion by a scries of communication protocols known as
TCP/IP. Many sites on the Internet can be accessed in
accordance with popular standard protocols or formats such
as Gopher and Hypertexi Transport Protocol (“HTTP™).
These sites act as remote servers, providing information to
users’ computers (or “clients™) in accordance with a par-
ticular format or protocol. The clienl system (often an
individual’s personal computer) must have the necessary
software to handle the server’s particular protocol,

For example, sites sel up in accordance with HTTP are
nicked-named “Web sites™. If a user wanis o access Web
siles, she must have a compuier connected to the Internet
and equipped with software for communicating in accor-
dance with the HTTP protocol. Such software is ofien called
8 “browser,” because it allows users to browse (or, in the
parlance of the enthusiasts, “surf”) from Web sile 10 Web
sile, much the way one might browse through a library. This
process is facilitated by the fact that most Web sites have
hypertext links to other Web sites, which the user can
activate by clicking a mouse on a highlighted portion of the
screeq.

Typical browser software also maintains a list of sites the
user has visiled, which the uscr can recall using commands
such as “back” and “forward.” These commands, coupled
wilh the hypertex links between Web sites, give users the
scnsation of “navigating” through a seemingly infinite realm
of information, which is popularly referred to as “cyber-
space”™ or Lbc “World Wide Web.” Users can also specify a
Web site by manually typing in the site’s location as a
Uniform Resource Locator (*URL"). The URL specifies the
precise location of a particular resource, and has three felds:

15
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<IESOUFCE [ype> <domain name> <path>
Domain pame, as explained above, is the alphanumeric
network address of the host on which a particular resource
resides. The “path™ is the specific directory and file on the
bost where a resource is stored. A typical URL is hitp:y/
bongo.cc.utexas.edu/ neural/cwsapps.himl. .

For ¢xample, the command “Go <URL>" would cause
browser software to request the information residing at the
site specified by the URL. This is called “pointing” the
browser o the desired Web site. The Web scrver at the
designated URL processes the browser’s request by trans-

ferring a copy of the file specified by the URL to the user's

local host computcr. The transferred file includes embedded
commands in the byperiext markup language (“HTML"),
which canse the client’s browser software to display and
bandle the trapsferred file in a desired manaer.

Cyberspace is ol limited to the World Wide Web or the
Internct. Massive amounts of information are also available
on networks maintsined by on-line service providers under
the service marks CompuServe, Prodigy and America
Online, for example. Users typically access these on-linc
services via Iclephone modem coonection. To the end user,
these networks appear lo be a series of sites or locations or
“rooms” offering various types of information. The
addresses for these locations are assigned by the oa-line
service providers. Navigation among these locations is
handled by proprietary client software, which runs on the
user’s personal computer.

Many users jeamn of resources on the Internet or a pro-
prietary on-line service through magazine articles and adver-
tisements. These articles and advertisements include the
necessary URL or other network address 10 access the
desired site. Many publications compile lists of sites they
decm particulacly worthwhile. When a user sees a listing for
a site which looks iateresting, be can manually enter the
published URL or other mnemonic address into his browser
or other software, and access the site.

As cxplained in our copending application, we realized
that published computer addresses—wbether URLs or
otherwise—were difficlt for people Lo usz because they
have to be tediously entered into their compuiers. A good
example of an address which may be difficult 1o enter is the
Universily of Texas address ciled above. The problem is
particularly acute for persons with a visual or physical
disability.

Another problem using the Internet, we realized, is that

' many users have trouble even finding URLSs or other nct-

50

55

[ 1]

work addresses for desired sites such as Web pages.
Accordingly, Web site sponsors publish their Web site URLs
in print advertising an0d on packaging. The difficulty with
this approach bowever is that the URLs are stll long, and
cumbersome to remember and enler inlo a compuler.

In our copendiog application, we proposed to resolve
these problems by allowing people o access published
locations without having lo manually enter the published
address. In accordance with one embodimeni of the
invention, the mnemonic address or verbal description of a
oetwork location is published along with the location's
numeric address in bar code format. The user’s computer is
equipped with a bar code reader and browser software. The
bar code reader is sujtably interfaced 1o the computer's
browser software lo allow bar code input 10 be accepted as
address information. When the user secs an interesting
published address, be scans the associated bar code using the
bar code reader, thereby loading the desired numeric address
into the browser. The browses theq accesses the Web or other
site comresponding o that numeric address.
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We are finding several problems with this and other

approaches that have been tried. First, some URLs aod other ‘
network addresses contain upwards of 20-30 characters, apd

therefore requirc very long bar code symbols, whicl chn

clutter advertising and packages, and may not be practical
from either an esthetic or technical perspective. Sega .

placing URLs on printed material (whether or not u# bar
code format) requires mamfacturers to redesign produe
packaging and/or advertisements, and many manufactirg
may be rehictant {0 do this. Third, pervious proposaL?iF.'

metwork address is changed, the package oeeds 10/ B
fedesigned, and packages already in the marketplace will

have incorrect address information.

|
SUMMARY OF THE INVENTION 1 9

The present invention offers a beiter way for consm"hets- !

and others 10 access resources on remote compulers, pag-

ticularly Web sites. In accordance with one aspect of the

invention, the dissemination and entry of network addresses
is accomplished by means of existing identification stan-
dards (e g., bar codes) found on ordinary products like soup
or soda, in conjunction with a centralized database of
petwork locations.

One embodiment of the invention is a system in which a
bar code or other indicia is associated with a product or other
acticle of commerce, The indicia encodes (in human and/or
machine readable form) a UPC or other identification
number, which is associated with the article in accordance
with an extrinsic standard. A compuler database is provided
that relates slandard UPC codes 1o Internet URLs or other
network addresses. To access a network resource relating to
a particular product, the user swipes a bar code readez across
the product’s UPC symbol. The database then retrieves the
URL correspoading to the UPC product dats. This location
information is thep used to access the desired resource on the
network.

In accordance with another aspect of the invention, net-
work addresses are directly encoded into bar code format. In
this manper, the aecessity of manually entering the zddress
is climinated. Users can more quickly review published lists
of Web Sites or other locations. The bar-coded address can
also be printed on removable stickers or detachable cards,
allowing users lo readily clip tbe stickers or cards for future
reference.

In accordagce with yet another aspect of the inveation,
navigational commands (in addition to addresses) can be
published togetber in both buman-readable and bar code
formats. These commands include common commands such
as “back” and “forward,” as well as more specialized
command sequences, such as the commands necessary o
access particular services, files, and documents on the {nter-
net or the proprietary on-line services. Rather than manually
cater these commands, the user selects a desired command
by scanning its associated bar code. The oulput of the bar
code reader is accepled by the browser softwere as the
selected command.

The iovention offers a oumber of important advantages.
First, because product identification information is already
widely disseminated using standardized and preassigned
codes, the invention eliminales the necd for separately
disseminaling domain names or other nerwark location data.
Further, the invention can be implemented without requiring
manufaciures to redesign packaging or ather articles, or to
develop special bar code indicia. This overcomes a Catch-22

“often facing new technologies: manufacturers will not par-
ticipate untél there is widespread consumer interest; con-

4

sumers are not interested until there is widespread manu-
- facturer participation. With the invention, mass participation
by manufacturers in the technology is automatic.
| ESecond, the invention allows practical usc of bar codes
S Ll:l other machine readabie media for entry of petwork
cation dats. As we realized, encoding URL data in bar
pyle format is not practical because the resulting bar codes
.00 long. By using existing UPC product codes in
mbination with the database of network locations, users
© the benefit of bar code or comparable technology for
fering network location data. Thus, the necessity of manu-
 entering the address is elminated. Users can access a
. fesired site by simply using a bar code reader. The UPC can
. 4150 be: printed on removable stickers or detachable cards,
owing users to readily clip the stickers and cards for fumre
"/ reference. This is particularly useful when the user reads
= Jgut the location at 2 time when he does not have access 1o
. computer.
. 1" Third, the invention overcomes the problems cocountered
%0 when network addresses are changed. Network addresses
can change as companies reorganize their on-line marketing
strategies. Also, Internct addresses are assigned by an inde-
pendent third party—InterNic—which may in SOMme cascs
kave the authority to unilaterally change a company’s
2% address, Finally, unforescen trademark conflicts (involving
for example Inlernet domain names) may require adoption
- of new addresses. With the invention, a pew address assign-
menl requires only that the database of addresses be updated.
Products, packaging, advertisements and the like bearing the

¥ standard identification codes need not be redesigned.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a computerized system for
35 interfacing with a computer network in accordance with the
invention. :
FIG. 2 is a perspective view of the local host computer
shown in FG. 1.
FIG. 3 is an enlarged view of the article of commerce

¢ shown in FIG. 1, illustrating in detail the UPC symbol

thereupon.

FIG. 4 is a tabular view of the databasc shown in FIG. 1.

FIG. 5 is a flow chart illustraling the operation of the
system of FIG. 1 in accordance with ihe invention.

F1G. 6 is an idealized view of the CRT screen of the clieat
system of FIG. 1 displaying information in accordance with
the invention.

FIG. 7 is a perspective view of articles of commerce

50 which can be used in accordance with the invention to access

rewmole computers.

FIG. 8 is a block diagram of a computerized apparatus for
interfacing with a computer network in accordance with a
second embodiment of the invention.

55 FIG.9 is an idealized perspective of the document of FIG.
8 having a aetwork address in both bar code and human
readable formats.

FIG. 10.is a flow chant illustrating the operation ‘of the
apparatus of FIG. 8 in accordance with the invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT
1. Overview
FIG. 1 is a block diagram illusiraling one application of
65 the iovention, namely the use of an ordinary article of
' commerce 1o access sites on the [nternet’s World Wide Web.
As explained below, this embodiment of the invention

i)
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allows a person who desires Inlernet resources concerning a
particular product to access those resources using the prod-
uct’s UPC symbol. The dala encoded on the UPC symbol
can be entered manually or (for greater cohvenicnce) using
a bar code reader,

Referring to FIG. 1, the Internet 20, illustrated here in
generalized formal, includes a service provider 22 and two
remote nodes 24 and 26. In this case, service provider 22 is
a Jocal Interaet access provider. Service provider could also
be an online service provider, such as America OnLine®,

Compuserve®, Microsoft Network and Prodigy®. In such °

cases, local host 28 need not be on Internet 20—that is, need
not have a petwork address.

An end-user (not shown) accesses Inlernet 20 using local
host 28, which in this case is an IBM compatible personal
computer including a CPU 30, a random access memary 32
and an address/data bus 34 by operatively connecting CPU
30 and memory 32. Unless otherwise specified, the lerm
“memory” hercin includes any storage device, including
RAM, ROM, tape or disk drives (or collections or networks
of tape or disk drives), and any other device for storing
information. A modem 36 and I/0 port 38 arc sttached to bus
34 by a suitable interfaces 40 and 42, respectively. An input
device 44 is connected to bus 34 via /O port 38. Input
device 44 is a commercially available wand-style bar code
reader reads a Uniform Product Code (“UPC™) bar code
symbol 46 affixed to an article of commerce 48.
Alteratively, input device 44 could be a card reader, optical
character or voice recognition system, touch screen, scanner,
pen, keyboard or other knowa input device.

Local bost computer 28 need not be 2 persoal computer,
and could for example be a mainframe or minicompuler
having a terminal by which the user could enter and receive
data. In that arrangement, input device 44 would be attached
10 the terminai.

Modem 36 is adopted for electronic communication via a
suilable telephone link 50 with service provider 22. Com-
puter 28 functions as an Intcroet host because it is connected
to service provider 22 using Point to Point Protocol {(“PPP")
via Iclephone link S0. Other telecommunications channels
may be used, such as ISDN or a conpection which incor-
porates a third party intermediary network such as Tym-
Net™™. Alternatively, local host 28 could be connecied
directly o Internet 20, as is likely Lo be the case where local
host 28 is a larger computer, such ss mainframe. FIG. 2
offers a perspective view of local host 28 and article of
commerce 48 and also illustrates a CRT monitor 52 and
keyboard 54 suitably coupled to bus 34.

In this illustration, local host 28 is used to access Internet
resources {or “Web sites™) on remote nodes 24 and 26, which
aze availabie using the HTTP protocol. HTTP uses a client-
server archilecture, with remote nodes 24 and 26 acting as
servers, and local host 28 acting as a client. Local host is
equipped wilh Netscape Navigator brand Web browser soft-
ware which enables il o funclion as an HTTP client.

Remoie notes 24 and 26 bave pre-assigned network
locations {or “domain names™), and desired resources (such
as a particular Web site} are located in specific directories
and files (or “paths™) resident on a remote nodes 26 and 28,
The precise locations of those tesources are specified using
URL, which, as explained above, includes three felds:
<resource lype> <domain pame> <path>. To access
resources of a particular remote node 24 or 26, local host 28
requests those resources from Interoet 20 using the appro-
priate URL. Thus, the URL functions as a more precise kind
of nerwork address than 2 domain name.

‘The URL required is often supplied by the user. Users
learn about the exisience of a desired resource (and its

20
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corresponding ULR) through a variety of means, including
publication in a printed advertisement. In current practice,
the URL. acquired from a printed source must be cotered
using a keyboard. As cxplained above, this can be tedious.
Moreover, in many cascs, users may bave trouble finding
references 1o desired Web pages.

2. Article of Commerce

Is accordance with the jinvention, access to desired
fesources on remole odes 24 and 26 is achieved using an
article of commerce 48. The term “article of commerce”
includes tangible things that are sold or moved through
commerce, such as consumer products, packaging, and
printed media including books, newspapers, magazines,
stickers, fliers, cards, tags and labels. Articlc 48 bears a
standard UPC bar code symbol or indicia 46. Symbol 46 is
shown in grealer detail in FIG. 3, and may be affixed to
article 48 in any suitable manner, including printing directly
on the arlicle or its packaging, or applied to labels or tags
attached or otherwise affixed to the anticle. In acoordance
with UPC standards, symbol 46 encodes a ten-digit oumber
(the “product ideatification number™). As shown in FIG, 3,
the product identification oumber encoded in UPC symbol
46 consists of two five-digit ficlds, A and B. Ficld A is a
unique, pre-assigned oumber signifying a particular manu-
facturer. Ficld B is a oumber identifyiog one of the manu-
facturer’s products. In the United States, UPC product
identification mumbers are assigned by the Uaiform Code
Council, Inc.

UPC symbol 46 provides a machine-readable number that
uniquely identifies a particular product and its manufacturer.
This is useful at the retail poini-of-sale, where purchase of
a particular item is recorded by scanning the item”s bar code
symbol.

There are numerous other formats and systems for assign-
ing product identification oumbers to articles of commerce.
For example, Ibe [atermational Article Numbering Associa-
tion (*EAN") assigns its own oumber to producis outside of
the US. and Canada, and uses a differcni symbology than
used with the UPC. Product identificalion codes for books
arc provided by the international Standard Book Numbering
System (“ISBN”) and are cocoded using a symbology
specified by that organization. Likewise, magazines and
serial publications are assigned product identification codes
by the Iniernational Standard Serial Numbering System
(“ISSN™).

These numbering systems share at least three character-
istics. First, for purposes of this invention, the identification
numbers may be assigned in accordance with an “cxtrinsic™
standard. By extriosic, it is meant thal the assignment of
oumbers is made a by group or association for the purpose
of identifying articles of commerce. It is likely that pew
types of idcntification oumbers will arise in the future, as
will new organizations for assigning and administcring those
numbers, and the present invention conlemplales use of both
cxisting and fulure extrinsic identification numbers and
formats.

Seccond, the identification numbers may have recognized
significance as numbers identifying articles of commerce.

The level of recognition may be among the general public,
or a defined subsel, such as a particular industry or occu-
pation.

Third, the identification numbers may be encoded in a
standard, machine readablc format—namely, bar codes.
Other machine readable formats may also be used for this
purpose, including magnetic stripes or optical character
recogaition (“OCR”), aed the present jmvention could be
practiced with product identificalion oumbers eacoded in
those formats as well.
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3. URL/UPC Database )

In accordance with the invention, service provider 22
includes & relational database €0, which is shown in more
detail in FIG. 4. Database 60 includes records 62-68, which
are accessible using a suitable database management system
software. Each record 62—68 of database 60 contains four
fields 70-76. Fields 70 and 72 contain a UPC product
identification mumber, as explained below. Ficld 74 holds a
URL suitable for locating a resource on the Internet.
Depending on the application, other network addresses—
Either numeric or mnemonic, physical or virtual—may be
used. Fickd 76 bolds a narrative description of the resource
addressed in field 74. This panicular arrangement of fields is

-bul ope illustration of how the invention may be practiced.
For example, additional fields could be provided, or the UPC

- product ideatification number could be held in s single fieid.

Each record 6268 of database 60 associates a UPC
product identification oumber (contained in fields 70 and 72)
with a particular Interaet URL and narrative description
{contained in fields 74 and 76, respectively). The association
is based on sclected criteria. In this case, the criteria is the
existence of a Web resource sponsored by the manufacturer
of the product identified by the UPC number in fields 70 and
72. (If no such resource exists, then the particular product
identifier can be omitted from database 68). Other criteria
can be used. For example, the association could be based on
the existence of 2 Web site simply referring 1o or relating 10
the product. .

As stated, fields 70 and 72 contain a UPC product
ideatification aumber. Field T contains the first five digits
of the product identification aumber (field A of FIG. 3). As
explained above, these digils nniguely identify the product’s
manufacturer. Field 72 contains the second five digits of the
product identification oumber (field B of FIG. 3). These
digits identify the manufacturer's particular product. In
some cases, a manufacturer may have many products and
only one Web siie or other Internet resource. In that case,
field 72 may be lefi blagk, as shown iz cell 78 of record 68.
Whea ficld 72 is kefi blagk, database 60 associates the Web
resource indicated in field 74 with any product identification
number whose first five digits match the manufacturer
number specified in field 70.

Database 60 iself is accessible via service provider 22,
which is equipped with Web server sofiware such as pro-
vided by Netscape Communications, Ioc. The server sofi-
ware provides access 10 an HTML document (the “Query
Page™) resident on service provider 22 at a predetermined
URL. The Query Page, when displayed on CRT 52 by local

bost 28 using a forms-capable browser allows the user to

enler a query io the form of a UPC product identification
number. Alternatively, database 60 could be resident on local
bost 28 or another remote computer 24 or 26. The Web
server at service provider 22 may have a predetermined URL
location. Browser software resident in local host computer
28 may be configured to automatically request that prede-
termined URL location when the browser software is ini-
tially loaded.

Database 60 may be incorporated with a databasc or
search cngine of Web sites or other Internet resources (such
as the Yahoo or Lycos databases). Ta that case, the Query
Page may give the user the option of egtering a UPC number
or an alternative search term, such as a portion of the URL
or the topic to which the desired resource pertains.

Also, darabase 60 may be divided into one or more tables,
which may be distributed over more than one computer. For
example, a first table may comain records associating UPC
aumbers with names of products or manufacturers. A second

table associates products and/or manufacturer names with
Internet addresses, Thus, the process of using the UPC
gumber to locate a network address may involve one or more
steps. For example, database 60 might determine the name
of a product corresponding to & UPC number using a first
table, and then delermine network addresses corresponding

+ 1o that product name using a sccond lable. Even though

10
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multiple steps are involved, the UPC number is still “asso-
ciated” in computer memory with the network address for
purposes of the invention.
4. Operation of the Invention

Suppose a user is interested in Internet resources con-
cerning a particular type of product. In accordance with the
invention, the user can access those resources by taking an
ordinary specimen of the product—a can of soup for

- example—and catering all or part of the product’s UPC
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product identification number 46. Database 60 uses the
eniered product identification number to look-up the asso-
ciated URL, which is returned 10 the user in the form of a
HTML document. o

This operation is illustrated in FIG. 5. At a block 80, the
user loads his browser sofiware onio local host compuier 28.
The browser software is programmed to anlomatically load
the *Query Page” which provides access to dalabase 60. The
user in this case is a human, but aliernatively a program (or
“process”™) ruoning on local host 28 could be the “user™ in
the sense that il is the process which is requesting informa-
tion from the Internet and supplyiog the UPC number,

Al a block 82, the Query Page is transmitted to local bost
computer 28 in the form of an HTML document. Browser
software resident on local bosi 28 displays the Query Page
on CRT screen 52. At block 84, the user (or process) enters
the first five or all ten digits of the UPC product identifica-
tion oumber cocoded by symbol 46. Because the UPC
product identification number is printed in both machineand
buman-readable format (See FIG. 3), this may be done by
manual entry usiog keyboard, voice recognition system or
olber input device. More preferably, however, eotry is
accomplisbed by scanning UPC symbol 46 affixed to article
48. Inpul device 44 reads UPC symbol 46, and generates an
ASCIT character string which is read by CPU 30 via 1/0 port
38. If the UPC number is scanned, then all 10 digits will
generally be entered. The UPC product identification num-
ber is transmitted 10 the Web server resident on local service
provider 22, which a1 a block 86 looks up the entered UPC
number in database 60.

Al block B8, database 60 rciricves all records 62-68
having UPC fields 70 and 72 that match the product iden-
tification oumber enicred by the user. The reconds are
conveyed lo the user in the form of an HTML document. The
criteria at block 88 for whether UPC fields 70 and 72
“match” the product ideatification oumber may be based on
a “query by cxample” approach. For example, suppose al
block B4 the user only enters lhe manufacturer portion (e.g.
“312517) of a product identification number. It is assumed in
this case that the user is interested in any record 62-68
baving a field 70 1hal matches the entered manufacturer
portion. (Recall that the database 60 stores the UPC number
in two ficlds—field 70 for the first five digits (corresponding
to manufacturer) and field 72 for the second five digits
(comesponding to manufacturer’s product)). Thus, at block
88, records 61, 64 and 65 are returned 1o the user, because
field 70 in each of those records contains “31251."

If the user entered all ten digis of a UPC product
identification number(e.g., “31251-00302"), thea only
records whose fields 70 and 72 matched “31251” and
=00302," respectively, would be retrieved. (In this case, that
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would be record 64). If all ien UPC digils are entered, and

no cxact match is found, database 60 may be programmed
to retrieve records (if any) where at least the manufacturer
portion (that is, first five digits) matches field 70.

At block 90, browser software on local host computer 28
displays records retrieved at block 88 on CRT 52, The
records are retumed in an HTML document, which is
displayed by the browser in a screen format 94, s illustraied
in F1G. 6. [n this example, records 62, 64 and 66 have been
retrieved. Screen format 94 displays data from each record
in a separste rows 96, 98 and 100, respectively. If no
maiching records are found at block 88, a message such as
“po records found” may be returned instead.

Text from description field 76 of each of records 62, 64
and 66 is displayed as hypertext links 102, 104 and 108,
respectively. Link 102 is associated with the URL of record
62, link 104 with the URL of record 64, and link 106 with
the URL of record 6§6. When (he user selects one of links
162-106 (by mouse click or otherwise), the browser soft-
ware loads the URL associated with the selected link to

.. access the resource at the location specified by that URL.

5. Alternative Embodiments

The foregoing cmbodiment is just ope example of the
preseqt inveation, Many altermatives are possible.

Other Networks and Protocols.

While the present inventiop is illustrated with respect 10
a system for accessing the [nternet’s World Wide Web, it
could be practiced using other [niernet protocols (such as
Gopher) or other types of wide area networks and systems,
including those offered by “oa-line service” providers such
as America OnLine® of Fairfax, Va. or CompuServe® of
Columbus, Ohio or the Microsofi® Network of Redmond,
Wash.

In those cases, database 60 could be resident on the
on-line service provider’s computer. The network address
information contained in database 68 could be either Internet
URLs, or locations within the on-line service provider's
eavirooment. In this case, the protocol used to communicate
between local host 28 and service provider 22 need not be
HFTP or other laternet protocol. However, service provider
22 can provide a gateway 10 Inlernet 20, and access o a
desired network location on the Internet can be made using
a URL retrieved from database 60.

Coantrolled Access.

Database 60 need not be publicly accessible. Access to
database 60 can be limited either by placing database 60 on
a proprictary network, or, if placed on an open actwork,
using a password or digital signature system lo permit access
ooly to autkorized persons. Also, records 62-68 may be
selectively accessible. For ¢xample, each record can contain
an additiona) ficld indicating whether the URL contained in
field 74 points to nctwork location coataining material
inappropriate for children. [a thal case, database 60 can be
programmed to retun URL at block 88 only if the user has
supplied a proper passwaord.

Automatic Jumping to Desired Location.

In the disclosed embodiment, the URL. associated with a
selected UPC product identification code is returned to the
end user in an HTML docurment at block 88 of FIG. 5. The
user can then hypenext link to the site corresponding to the
URL. Alternatively, instead of displaying query results at
step 90 (of FIG. 5), browser software in local host can
automatically Joad the retrieved URL and point the user 1o
the site corresponding to that URL. An additional field in
datzbase 60 can provide a code indicating whether this
feature should be enabled or disabled for a particular URL.

Identification Numbers and Symbologies. The invention
can be pracliced using standard identification numbers—and
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10
symbologies otber than UPC pumbers and formats. For
example, EAN, ISBN and ISSN numbers and formats dis-
cussed above could be used.

Articles of Commerce.

As shown in FIG. 7, product identification numbers—
whether bar coded or otherwise—may be placed all types of
items, such as a consumer product 102, newspaper 104 or
book 106, as well as coupons, fliers, cards and advertise-
menis (got illustrated). For example, by placing & product’s
UPC code on an advertisement for the product, tbe adver-
tiser could, in accordance with the invention, facililate
access (o [nternet resources concerning the product.

Machine Reading Technology.

in licu of a bar eoding, the invention could be practiced
with product identification information (hat is encoded using
other technologies. For example, product identification
information could be cocoded on & magnetic strip affixed to
a product, card or other article. In place of wand, local bost
compuier could use a magnetic card reader. Alternatively,
the pumber could simply be printed in human-readable
format, amxi an optional optical character recognition system
could be used to facilitate entry.

Direct Coding of Address.

In place of a standard UPC symbol, bar code technology
could be used to encode the actual mnemonic or oumeric
(1P) network address in machine-readable format. While this
arrangement does not achieve al the advantages of the
invention, it allows the user to easily enter desired address
information using a bar-code reader insicad of mamually
typing the address.

An example of the direct coding of network addresses is
shown in the illustrated FIGS. 8-10. Referring to FIG. 8, a
block diagram of the computerized apparatus 10 for inter-
facing with a compulter network in accordance with the
invention is illustrated. Apparatus 113 includes a computer
114, which may be an [BM compatible personal computer.
Attached to computer 114 by a suitable input/output inter-
face 115 is a modem 116. Also altached 10 computer 114 via
an inputoulput inlecface 118 is a bar code reader 120. Bar
code reader 120 is designed lo read conventional bar codes.
Bar code techoology is described generally in U.S. Pat No.
5,115,326 issued May 19, 1992 and entitled “Method of
Encoding an E-Mail Address in a Fax Message and Routing
the Fax Message to a Destination and Network™, and U S.
Pat. No. 5,420,943 issued May 30, 1995 and entitled “Uni-
versal Computer Input Device,” the disclosures of which are
both bereby incorporated by reference.

Modem 116 is adopted for electronic communication via
a suitable lephope link 122 with a service provider 124.
Service provider 124 may be an Internet s¢rviee provider or
a proprictary on-line service such as Prodigy or Amecrica
On-Lige. Service provider 124 in tum is electronically
coanected by a suitable commuaication link 126 1o & remote
server 128. For purposes of illustration, we assume that
remole server's 128 numeric network address is 200.98.154,
and that the assigned address mbpemonic is http://
sample@www.com. -

Computer 114 is equipped with communication sofiware
for establishing and mainlaining 2 commupication link with
service provider 124 via modem 116 and telephone link 122.
Computer 114 is also equipped with software (sec FIG. 10)
such as Neiscape Navigator brand Web browser software
(version 1 0) which enables it io request and receive infor-
mation from remote server 128 via service provider 124. To
operate software 130, a user (pot shown) caters an alpha-
numeric address such as sample@www.com. Browser sofi-
ware 130 sends service provider 124 a request for the
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information contained at address corresponding o the mpe-
moaic sample@www.com. As explained above, thal mne-
monic address belongs to remote server 128,

Using the address sample@www.com, service ptovider
124 routes the request 1o remote server 128 via communi-
cation link 126. Remote server 128 responds by sending the
desired information via communication Link 126 to service
provider 124, which relays the information to computer 114
via modem 116 and telephone link 122. Once the informa-
tion is received by computer 114, browser software 130
displays the information in a useful format for the user, -

In accordance with the invention, a document 132 is
provided. Document 132 may be a magazine article, adver-
lising or other printed matler. As shown in FI¢;. 9, Document
136 cootains human readable, information 134 about
resources available at a location jon a network such as the
[nternet, including resources pmvkdad by remote server 128.
In this example, human readablc! informatjon 134 includes
femote server’s 128 moemonic address—htip://
sample@www.com. A bar-code indicia 136 is placed near
buman readable information 134. Bar code contains

10

remole scrver’s 128 numerical address (200.98.154) in °

machine-readable form. '

Alternatively, bar code 136 could contain a machipe-
readable version of the mnemonic address. Under that
arrangement, the bar-coded digits would cormespond 10
alphanumeric symbols of the mnemonic address. For
example, the bar coded number “97" could correspond to the
character “a”. In that case, however, bar code 136 may have
to be exceptionally long,

If the user wants access remote server 128, he or she scans
bar code 136 using bar code reader 120. Bar code reader 120
generales a signal on input/output interface 118 correspond-
ing to the numeric address encoded by bar code 136 (whick
for purposes of illustration we assume to be 257004-00220,
as shown in FIG. 9). Browser software 130 on computer 114
reads the pumeric address via input/output interface 118, and
forwards it to service provider 124, along with a request for
information contained al the Jocation corresponding Lo that
address. Service provider 124 determines that the numeric
address is that of remote server 128, and routes to there the
request for information,

Referring to FIG. 10, the operation of browser software
130 is shown in more detail. In an initial step 138, browser
software atlempts 10 read inpur from bar code reader 120. At
a decision block 140, browser software 130 determines
whether reader 120 has input, If no input is aveilable, control
returns to block 138, where browser software 130 again
attempls to read bar code reader 120. If input is available at
decision block 140, thea control moves to a block 142 where
browser software 130 transmils the ioput read at block 138
Lo service pravider 124. There are other ways to handle input
{rom bar code reader 120, and more sophisticated techniques
maybe used in actual commercial embodimenis of the
invention, ) .

Service provider 124 interprets the inpul as a numeric
network address. In this case, we have assumed that the
address is that of remole server 128. Service provider
forwards a request for data to remote server 128, Al a block
144, the requesied data contained on remote server 128 is
received by browser software 130 via service provider 124.
Ounce received, the data is available for whatever use
required by (he user. Control then returns to block 138 where
the foregoing process is repeated indefinitely.

In cffect, the necessity of manually typing in Lhe mpe-
monic address sampleQwww.com is eliminated. [nstead, the
numeric address is obtained from the bar code indicia 136 by
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use of bar code reader 120. As explained above, bar code
136 could contain the mnemonic as well 2s numeric address.
Browsez software could be programmed to acocpt either
format {mnemonic or numeric) as input from bar code reader
120, with the default expectation being that the bar coded
data is a rumeric address unltess the user otherwise specifies.
Aliernatively, the first coded number of bar code 136 could
indicate whether the informativn that follows represents a
mumeric of moemonic address. If bar code 136 can contain
cither monemonic or numeric addresses, then browser sofi-
ware should include a flag or other indication alerting
service provider 124 as to the format of the transmitted data.

- : The foregoing embodiment is just onc example. Many

alternatives are possible. For example, in Licu of a bar code
scanning device, a card reader could be employed. The card
reader would read a magnetic stripe affixed to a card or other
printed matter. The card wou.l‘i:'e coatain human-readable
information abowt a network resource, and the magnctic
strip would contain the resource’s oumeric or mnemonic
&ddress in machine-readable format, Alternatively, a RF daa
collection scagner or CCD scan-system could be used. Bar
code symbol 126 could also be associated with specific
commands such as “forward”, or “back.” or command
sequences used 10 access information.

We claig:

1. A method of connecting a user computing device to one
of a plurality of remote computers available for communi-
cation over a network comprising:

a) reading a data carrier modulated with an index;

b) accessing a database with the index, the database

comprising a plurality of records that link an index to
a pointer which identifies a remote compuler on the
network;

<) extracting a pointer from the database as a Function of

the index; and :

d} using the pointer to establish communication with the

remote computer identified thereby.

2. The method of claim 1 whereig the step of reading a
data carrier modulated with an index comprises Lhe step of
reading a light pattern emanating from an object and
demodulating the light paitern to obtain the index.

3. The method of claim 2 wherein the step of reading a
light patiern emanating from an object and demodulating the
light pattcrn to obiain the index comprises scaming & bar
code symbol encoded with the index.

4. The method of claim 3 wherein the bar code symbot is
encoded in accordance with an extrinsic standard.

3. The method of claim 2 whercin the step of reading a
light paitern emanating from an object and demodulating the
Light patiem to obtain the index comprises using optical
character recognition techniques.

6. The method of claim 1 whercin the index is al least a
portion of a Universal Product Code.

7. The method of clzim 1 wherein the index is af least s
portion of a EAN code.

8. The method of claim 1 wherein the index is at least a
portion of an ISBN code.

9. The method of claim 1 wherein the index is at least a
portion of an ISSN code.

10. The method of claim 1 whercin the step of reading a
data carrier modulated with an index comprises receiving 2
signzl cmanatiog from an article of commerce, the signaj
being modulated with the index.

11. The method of claim 1 wherein the stcp of reading a
data carrier modulated with an index comprises inputting
inig lhe user computing device an audible signal modulated
with information correlated 1o the index.

12. The method of claim 11 wherein the step of inputting
inlo the user computing device an audible signal modulated
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with information correlated to the index comprises the use of
voice recognition techniques.

13. The method of claim 1 wherein the step of reading a
data carrier modulated with an index comprises inputtin,
into the user computing device an RF signal modulated wit
information corrciated (o the index,

14. The method of claim 1 wherein the step of reading a
data carrier modulated with an index comprises accessing a
magnetic card with a magnetic card reader.

15. The method of claim 1 wherein the steps of accessing
a database and extracting a pointer therefrom are carried out
on the user computing device.

16. The methed of claim 1 wherein the steps of accessing
a database and extracting a pointer therefrom are carried out
on a server computer located remotely from the user com-

puting device,

17. The method of claim 1 wherein the database is
distributed over more than one computer.

18. The method of claim 1 wherein the pointer comprises
a network address.

* 19. The roethod of claim 1 wherein the pointer comprises
a Uniform Resource Locator.

20. The method of claim 1 wherein the pointer comprises
the name of a remote computer.

21. The method of claim 1 wherein the pointer compriscs
an IP address.

22. The method of claim 1 wherein the index is comprised
of a first field and a second ficld.

23. The method of claim 22 whercin the step of accessing
a database with an index comprises the steps of using onty
the first field of the index (o access the database.

24. The method of claim 23 wherein a plurality of indexes
having the same first Geld and different second fields will
result in extraction of the same pointer.

25. The method of claim 24 whercin the first ficld is a
manufacturer identification number and the second field is a
product identification number.

26. The methud of claim 1 wherein the step of using the
pointer to cstablish communication with 1he remote com-
puter identified thereby is executed automatically by the user
compuling device without user interveation.

. The method of claim 26 wherein the automatic
communication by the user compuling .device with the
remote computer is execuled by a web browser program
running on the user computing device.

28. The method of claim 1 wherein the step of using the
pointer to establish compunication with the remote com-
puter identified thereby is executed by a user selecting
hypertext link returned 1o the user computing device by the
database.

29. The method of claim 1 whercin the network over
which the user computing device establishes communication
with the remote computer is a wide area network,

30. The method of claim 29 wherein the wide arca
network is the Internet.

J1. The method of claim 29 wherein the wide area
network is a proprictary online service. .

32. The method of claim 31 wherein the database is
resident on an online service provider cornputer with which
the uscr computing device has established direct commiinj-
cation.

33. The method of claim 32 wherein the onlioe service
provider computer additionally provides a gateway 1o the
Iaternet.

34. The method of claim 1 wherein access to the datzbase
requires entry of a password.

33. The method of claim 1 wherein the database is
associated with a scarch eagine.

36. A system comprising:

4. a user compuling device;

b. an input device associated with the user computing

device, configured to read a data carrier modulated with

an index;
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c. means for storing & daubase comprising » plurality of
records that link an index 1o a pt:i';ncr which idenu).;ics :
a remote compuler;
wherein the user computing device comprises:
means for accessing the database to extract a pointer
from lhe database as a function of the index; and
means for using tbe poiater lo establish communi-
cation with the remote computer identified
thereby. )

37. The system of claim 36 wherein the user input device
comptiscs means for reading a lighs patiern emanating from
an object and demodulating the light pattern to obtain the
index.

38. The system of claim 37 wherein the means for reading
a light pattemn emanating from an object and demaodulating
the light pattern to obtain the index comprises means for
scanning a bar code symbol encoded with the index.

39. The system of claim 38 wherein the mcans for
scanning a bar code symbol is adapted to scan a bar code
symbol encoded in accordance with an extrinsic standard.

40. The system of claim 37 wherein the means for reading
a light patiern emanating from an abject and demodulating
the light paticrn o obtain the index comprises means for
using opiical character recognition lechniques.

41. The system of claim 36 wherein the input device is
configured to read an index comprising at least a portion of
a Universal Product Code.

42. The system of claim 36 whercin the input device is
configured to read an index comprising a1 Jeast a portion of
a EAN code.

4. The system of claim 36 wherein the input device is
configured 1o read an index comprising at least a portion of
an ISBN code.

44. The system of claim 36 wherein the input device is
configured to read an index comprising at keast a portion of
an ISSN code.

45, The system of claim 36 wherein the input device is
adapted 1o receive a signal emanating from an article of
commerce, the signal being modulated with the index.

46. The system of chim 36 whercin the input device
comprises mecans for inputting into the user computing
device an audible signal modulated with information corre-
lated to the index. -

47. The system of claim 46 wherein (he means for
inputting into the uscr compuling device an audible signal
modulated with information correlated to the index is con-
figured to utilize voice recognilion techaiques.

48. The system of claim 36 wherein the input device
comprises means for inputting an RF signal modulaied with
information correlated lo the index.

49. The system of claim 36 whercin the input device
compriscs means for reading a magnetic stripe card.

50. The system of claim 36 wherein the means for sioring
a database is located on the user computing device.

51. The system of claim 36 wherein the means for storing
a database is localed on a server computer located remotely
from the user computing device.

52. The system of clatm 36 wherein the means for storing
a dalabase is distributed over more than one computer.

3. The system of claim 36 wherein the pointer comprises
a petwork address. )

54. The system of claim 36 wherein lbe pointer comprises
a Uniform Resource Locator. )

55. The syslem of claim 36 whercin the pointer comprises
the name of a remole compuler.

36. The system of claim 36 whercin the pointer comprises
an IP address.

57. The system of claim 36 wherein the index is com-
prised of a first fiekd and a second ficld.

58. The sysiem of claim 57 wherein the means for
accessing a database with an index comprises means for
using only the first field of the index lo access the dalabase.
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59. The system of claim 58 wherein a plurality of indexes
havmg the same frst ficld and different second fields.will
result in extraction of the same pointer.

60. The system of claim 59 whercin the first field is a
manufacturer identification number and the second ficld is a
product identification number.

61. The system of claim 36 wherein the means for using
the pointer 10 ¢stablish communication with the remote
computer identified thereby executes automatically by the
user computing device without user intervention.

62. The system of claim 61 wherein the automatic com-
munication by the user computing device with the remote
computer is executed by a web browser program running on
the user compuling device.

63. The system of claim 36 whercin the means for using
the pointer to establish communication with the remote
compuier identified thereby executes by a user selecting
hypertext link relumed 10 the user compuling device by the
database.

64. The system of claim 36 wherein the network over
which the user computing device establishes communication
with the remote computer is a wide area network.

65. The system of claim 64 wherein the wide area nefwork
is the Intemnel. .

66. The system of claim §4 wherein the wide arca network
is a proprietary online service.

67. The system of claim 66 wherein the database is
resident on an ooline service provider coropuler with which
the user compulting device has established direct communi-
cation.

68. The system of claim §7 wherein the onlme service
provider compuler additionally provides a galeway to the
Interoet.

69. The system of clzim 36 wherein access 1o the database
requires entry of a password.

70. The system of claim 36 whercin the database is
associated with a search cogine.

71. A user computing device comprising:

a. an inpul device configured to rcad a data carrier

modulaied wiih an index; and

b. computer processing means for executing a software

program adapted to:

utilize the index to access a database comprising a
plurality of records that link an index to a pointer
which identifies a remote computer,;

retrieve from the database a pointer as a function of the
index; and

use the pointer to establish communication with the
remote computer identified thereby.

72. The user compuling device of claim 71 wherein the
user input device comprises meaas for reading a light patiern
emanating from an object and demodulating the light pattern
fo obtain the index.

73. The user computing device of claim 72 wherein the
means for readiog a light patiern emanating from an object
and demodulating the light pattern to obtain the index
comprises means for scanning a bar code symbol encodcd
wilh the index.

74. The user computing device of claim 73 wherein the
means for scanning a bar code symbol is adapted to scan a
bar code symbol encoded in accordaace wilh an exirinsic
slandard.

75. The user computing device of claim 72 wherein the
means for reading a light paitern emanating from an object
and demodulating the light paitern to. obtain the index
comprises mcans for using optical character recognition
techniques.

76. The user computing device of claim 71 whercin the
ioput device is coofigured to read an indeX comprising at
least a portion of a Unjversal Product Code.
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77. The user computing device of claim 71 wherein the
input device is configured to read an index comprising at
least a portion of a EAN code.

- 78. The user computing device of claim 71 whercin the
input device is configured to read an index comprising a1
least a portion of an ISBN code.

79. The user computing device of claim 71 wherein the
input device is configured to read an index comprising a1
least a portion of an ISSN code.

80. The user computiog device of claim 71 whercin the
mput device is adapted 10 receive a signal emanating from
an article of commerce, the signal being modulated with the
index. ’

81. The user computing device of claim 71 wherein Lhe
input device comprises means for inputting into the user
computing device an audible signal modulated with infor-
mation correlated to the index.

82. The user computing device of claim 81 wherein the
means for ioputting into the uscr computing device aa
audible signal modulated with information correlated to the
index is configured to utilize voice recognilion techniques.

83. The user computing device of claim 71 wherein the
ioput device comprises means for ipputting an RF signal
modulated with information correlated lo the index.

84. The user computing device of claim 71 wherein the
input device comprises means for reading a magnetic stripe
card.

88. The user computing device of claim 71 whercin Lthe
software program is adapted to utilize the index to access a
database located on the user computing device.

86. The user computing device of claim 71 wherein the
software program is adapied to utilize the index to access a
database located on a server compuler remote from the user
computing device.

87. The user computing device of claim 71 wherein ihe
software program is adapted to utilize the index to access a
database distributed over more than one computer.

88. The uscr computing device of claim 71 wherein the
index is comprised of a first field and a second field, and
whereio the sofiware program is adapied Lo access a dala-
base with only the first field of the index.

89. The user computing device of claim 38 wherein a
plurality of indexes having the same first field and different
second fields will result in extraction of the same pointer.

99. The user computing device of claim 71 wherein the
software program is adapied (o usc Lhe pointer to establish
communication with the remote computer identified thereby
automatically without user inlervention-

91. The user computing device of claim 90 wherein the
automatic communication by the user computing device
with the remote compuler is executed by a web browser
program’ running on the user computing device.

92. The user computing device of claim 71 wherein the
software program is adapted to use the pointer 1o establish
communication with the remote computer ideatified thercby
by using a user-sclected hypertext kink returned to the user
compuling device by the database.

93. The user computing device of claim 71, further
adapled 1o establish communication with the remole com-
puter over a wide area peiwork,

94, The user compuling device of clazim 93 further
adapted 10 establish communication wilh the remote com-
puter over the lntemel.

98, The user computing device of claim 93 ﬁmher
adapied to establish communication wilh Lhe remote com-
puicr over a proprietary online service,
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