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PARTIES

1. Plaintiff FatPipe Networks India Limited is a corporation organized under the laws

the State of Tamilnadu, India, with its principal place of business at 4455 South 700 East, Salt Lake

City, Utah 84107.
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2, Defendant XRoads is a Delaware corporation having a principal place of business
17165 von Karman Ave., Suite 112, Irvine, California 92614.

3. Xroads does business in this judicial district and has committed the acts complained
of herein in this judicial district.

4. FatPipe and Xroads are competitors in the market for router clustering products that
provide high level wide area network (WAN) optimization, reliability, security, and bandwidth

management.

JURISDICTION AND YENUE

5. This is a civil action for patent infringement brought by FatPipe pursuant to 35 U.S.C.
§§ 271, 281, 283, 284 and 285.

6. This action arises under the patent laws of the United States, 35 U.S.C. §§ 101 et seq.
and subject matter jurisdiction is conferred upon this Court by 28 U.S.C. §§ 1331 and 1338(a).

7. Venue is proper in this district pursuant to 28 U.S.C. §§ 1391 and 1400(b) because
Xroads has committed acts of infringement and has a regular and established place of business
within this district, and Xroads either resides or is otherwise subject to personal jurisdiction in this
district.

BACKGROUND

8. FatPipe was founded by Ragula Bhaskar and Sanchaita Datta as a Utah corporation.
They recently reorganized FatPipe as an India corporation. Bhaskar and Datta together invented
router-clustering technology that provides highly redundant, reliable, and high-speed Internet/WAN

access for mission critical business applications. Bhaskar and Datta have received several United
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States patents for their router-clustering inventions, including those referenced herein, which they
have assigned to FatPipe.

9. FatPipe’s router clustering products provide an array of features and benefits for
companies that run mission critical applications over any type of infrastructure.

10.  FatPipe has received several honors and awards in recognition of its growth and
innovation. These honors and awards have included the following:

a. Listing among the fastest growing private companies in America in the 2008 Inc.
5000;

b. Listing among the Top Companies in Security in the 2007 and 2008 Inc. 5000;

C. Recognition as one of Utah’s Top Technology Companies in 2008 by the Utah-based
business newspaper, The Enterprise,

d. Utah Business magazine’s 2008 IQ Award as the most innovative Utah technology
company in the area of communications.

e. Listing by MountainWest Venture Group as one of Utah’s 100 fastest growing
companies seven years in a Tow,

f. 2007 AAA/CAA Best Innovative Technology Award; and

g Indus Business Journal Technology Innovation Awared.

11. FatPipe is the owner of United States Patent No. 7,269,143 (the ‘143 Patent). A copy
of the *143 Patent is attached hereto as Exhibit A.

12. FatPipeis the owner of United States Patent No. 7,444,506 (the *506 Patent). A copy

of the ‘5006 Patent 1s attached hereto as Exhibit B.




Case 2:09-cv-00186-TC -DN Document 1 Filed 02/27/09 Page 4 of 49

FIRST CLAIM FOR RELIEF
Patent Infringement of the ‘143 Patent
13. FatPipe incorporates by reference the preceding allegations of this Complaint as if
fully set forth herein.
14, The ‘143 Patent is directed to combining routers to increase concurrency and

redundancy in external network access.

15. The ‘143 Patent was duly and validly issued by the United States Patent and
Trademark Office after having been examined according to law.

16.  Xroads has imported into the United States and/or has made and/or sold and/or
offered to sell products falling within the scope of one or more of the claims of the ‘143 Patent
without license in violation of 35 U.S.C. § 271 (a) and/or (¢).

17. Upon information and belief, Xroads has had and continues to have notice of the
existence of the *143 Patent and despite such notice continues to willfully, wantonly and deliberately
engage in acts of infringement as that term is defined in 35 U.S.C. § 271, without regard to the ‘143
Patent, and will continue to do so unless otherwise enjoined by the Court.

18. FatPipe has been and will continue to be damaged by the infringing conduct of
Xroads.

19.  Unless and until Xroads is enjoined from future infringement, FatPipe will suffer

irreparable harm.
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SECOND CLAIM FOR RELIEF
Patent Infringement of the ‘506 Patent

20.  FatPipe incorporates by reference the preceding allegations of this Complaint as if
fully set forth herein.

21.  The ‘506 Patent is directed to selective encryption with parallel networks.

22, The ‘506 Patent was duly and validly issued by the United States Patent and
Trademark Office after having been examined according to law.

23.  Xroads has imported into the United States and/or has made and/or sold and/or
offered to sell products falling within the scope of one or more of the claims of the ‘506 Patent
without license in violation of 35 U.8.C. § 271 (a) and/or (c).

24, Upon information and belief, Xroads has had and continues to have notice of the
existence of the ‘506 Patent and despite such notice continues to willfully, wantonly and deliberately
engage in acts of infringement as that term is defined in 35 U.S.C. § 271, without regard to the ‘506
Patent, and will continue to do so unless otherwise enjoined by the Court.

25.  FatPipe has been and will continue to be damaged by the infringing conduct of
Xroads.

26. Unless and until Xroads is enjoined from future infringement, FatPipe will suffer

irreparable harm.

THIRD CLAIM FOR RELIEF
(Inducement to Infringe the ‘143 Patent)

27. FatPipe incorporates by reference the preceding allegations of this Complaint as if

fully set forth herein.
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28. On information and belief, Xroads has actively induced, and is now inducing,
infringement of the ‘143 Patent in violation of 35 U.S.C. § 271 (b).

29. Xroads has unlawfully derived, and continues to unlawfully derive, income and
profits by inducing others to infringe the ‘143 Patent. FatPipe has suffered, and continues to suffer,
damages as a result of Xroads’ inducement to infringe the ‘143 Patent.

30. FatPipe has suffered and will continue to suffer irreparable damage for which there is
no adequate remedy at law as a direct result of Xroads’ inducing others to infringe the ‘143 Patent
unless Xroads is enjoined from further acts of inducing infringement of the ‘143 Patent.

FOURTH CLAIM FOR RELIEF
(Inducement to Infringe the ‘506 Patent)

31. FatPipe incorporates by reference the preceding allegations of this Complaint as if
fully set forth herein.

32. On information and belief, Xroads has actively induced, and is now inducing,
infringement of the ‘506 Patent in violation of 35 U.S.C. § 271(b).

33.  Xroads has unlawfully derived, and continues to unlawfully derive, income and
profits by inducing others to infringe the ‘506 Patent. FatPipe has suffered, and continues to suffer,
damages as a result of Xroads' inducement to infringe the ‘506 Patent.

34.  FatPipe has suffered and will continue to suffer irreparable damage for which there is
no adequate remedy at law as a direct result of Xroads’ inducing others to infringe the ‘506 Patent
unless Xroads is enjoined from further acts of inducing infringement of the ‘500 Patent.

PRAYER FOR RELIEF

WHEREFORE, Plaintiff FatPipe prays for judgment against Defendant Xroads as follows:
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1. For judgment holding Xroads liable for infringement of the ‘143 Patent.

2. For an award of damages adequate to compensate FatPipe for the infringement of the
‘143 Patent by Xroads.

3. For injunctive relief enjoining Xroads, its officers, agents, servants, employees and

attorneys and all other persons in active concert or participation with it as follows:
a. From manufacturing any products falling within the scope of the claims of the
‘143 Patent;
b. From using any product or method falling within the scope of any of the claims of
the ‘143 Patent;
¢. From selling or offering to sell any product or method falling within the scope of
any of the claims of the “143;
d. From importing any product into the United States which falls within the scope of
the ‘143 Patent;
e. From actively inducing others to infringe any of the claims of the ‘143 Patent;
f. From engaging in acts constituting contributory infringement of any of the claims
of the “143; and
g. From all others acts of infringement of any of the claims of the ‘143 Patent.
4. That the claims against Xroads with respect to the ‘143 Patent be declared an
exceptional case and that FatPipe be awarded its attorneys’ fees against Xroads pursuant to 35

U.S.C. § 285:

5. For judgment holding Xroads liable for infringement of the ‘506 Patent.
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0. For an award of damages adequate to compensate FatPipe for the infringement of the
‘506 Patent by Xroads.
7. For injunctive relief enjoining Xroads, its officers, agents, servants, employees and

attorneys and all other persons in active concert or participation with it as follows:
a. From manufacturing any products falling within the scope of the claims of the

*506 Patent;

b. From using any product or method falling within the scope of any of the claims of
the ‘506 Patent;

¢. From selling or offering to sell any product or method falling within the scope of
any of the claims of the ‘506 Patent;

d. From importing any product into the United States which falls within the scope of
the 506 Patent;

e. From actively inducing others to infringe any of the claims of the ‘500 Patent;

f. From engaging in acts constituting contributory infringement of any of the claims
of the *506 Patent; and

g. From all others acts of infringement of any of the claims of the ‘506 Patent.

8. That the claims against Xroads with respect to the ‘506 Patent be declared an
exceptional case and that FatPipe be awarded its attorneys’ fees against Xroads pursuant to 35
U.S.C. § 285; and

9. For such further relief as the Court deems just and proper

JURY DEMAND

FatPipe demands trial by jury on all issues that may be so tried.
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DATED this 27th day of February, 2009.
PARR BROWN GEE & LOVELESS

S S P

Stepher J. Hill
Robert B. Lochhead
Timothy B. Smith

Attorneys for Plaintiff

Plaintiff"s Address:
4455 South 700 East
Salt Lake City, UT 84107
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EXHIBIT “A”
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57) ABSTRACT

A controller is provided for increasing bandwidth between a
local area network (“LAN") and other networks by using
multiple routers on the given LAN. Data packets are mul-
tiplexed between the routers using a novel vanation on the
standard SYN packet synchronization protocol, and other
components. On receiving data destined for an external
network, the controller or gateway computer will direct the
data to the appropriate router. In addition to providing higher
speed connections, the invention provides better fault toler-
ance in the form of redundant connections from the origi-
nating LAN to a wide area network such as the Internet.
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1
COMBINING ROUTERS TO INCREASE
CONCURRENCY AND REDUNDANCY IN
EXTERNAL NETWORK ACCESS

RELATED APPLICATIONS

This application claims priority to, and is a continuation-
in-part of, application Ser. No. 09/751,590 filed Dec. 29,
2000, which is a continuation-in-part of Ser. No. 09/476,646
filed Dec. 31, 1999, now U.S. Pat. No. 6,295,276, which
claims the benefit of Ser. No. 60/174,114 filed Dec. 31,
1999, Bach of these applications is incorporated herein by
reference.

FIELD OF THE INVENTION

The present invention relates to computer netwaork data
transmission, and more particularly relates 1 the cost-
efficient use of muliiple routers to provide connections with
wide area networks, including connections with the global
computer network commouty referred to as the Internet.

TECHNICAL BACKGROUND OF THE
INVENTION

Many local area networks (“LANs"} are connected 1o the
Inlernet or another wide area network (“WAN"). LANs may
also be connected o one another through the Internet or
another WAN, A given LAN, or a given sub-network of a
LAN, is connected to the WAN through a device known as
a router. For convenience, reference is made hereafter to
LANs with the understanding that “LAN” meuns “LAN or
sub-network™ unless otherwise stated. Routers usc both
WAN addresses, such as Internet Protocol (IP™) addresses,
and physical addresses, such as Ethernet addresses. Physical
addresses may also be called “data link addresses™.

Each rouwter receives from its LAN all network traflic
addressed to a destination outside the LAN, such as data
packets addressed to a remote IP address. The router for-
wards those packets lo the next router along a path o the
destination. The path often takes the packet through part of
the Internet or another WAN. The router likewise receives
Internet or other WAN packets from other LANs which are
destined for machines within the router’s LAN, and re-
directs the packefs so they can be delivered using physical
addresses which are internal to the LAN, Conversion from
an IP address 10 a data link address such as an Ethernet
address rnay be done using a conventional Address Reso-
tution Protocol (“ARP”}. Soine known systems use two or
more routers with a form of inflexible load balancing,
whereby all requests go out over a first router and all
responses come back over a second router.

FIG. 1 illustrates a conventional network topology 100
which uses a ronter to connect a LAN (ar sub-network, as

noted above) to a WAN., Several nodes 102 are connected by 3

LAN “wires” in a LAN 106. The nodes 102 may include
machines such as deskiop computers, laplops, workstations,
disconnectable mobile computers, mainframes, information
appliances, personal digital assistants, and other handheld
and/or embedded processing systems. The “wires” 104 may
include twisted pair, coaxial, or optical fiber cables, tele-
phone lines, salellitcs, microwave relays, modulated AC
power lines, and/or other dain transmission “wires” known
to those of skill in the art. The network 106 may include
UNIX, TCP/IP based servers; Novell Netware®, VINES,
Microsoft Windows NT or Windows 2000, LAN Manager,
or LANtastic network operating system sofiware (NEI-
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WARE is a registered trademerk of Novell, Inc.; VINES is
a trademark of Banyan Systems; WINDOWS NT, WIN-
DOWS 2000, and LAN MANAGER are trademarks of
Microsoft Corporation; LANTASTIC is a trademark of
Artisoft).

Another “wire” 108 connects a router 110 to the LAN
106. A wide variety of routers 10 are known in the art. At a
minimum, the router 110 mainiains a lahie of roumes for
different destination addresscs. Different routers 110 can
handle different physical address types (Ethernet, . . . ).
Some routers provide firewall services. Different routers
also handle connections that run at different speeds using
different line technologies (T1, T3, ADSL, RADSL, . . . )
But in general, some typc of high-spced connection Y12
connecls the ronter 110 to a WAN 114.

The Internet or a portion of the Internct may serve as the
WAN 1114, or the WAN 114 may be separate from the
Internet. “Internet”™ as used herein includes variations such
as a private Internct, a secore Internet, a valne-added nert-
work, a virtual private network, or a wide area intranel.
Another connection 116 connects a server 118 or other
destination with the WAN 114.

Like the illustrated topology 100, other conventional
network lopologies utilize one router per LAN (or sub-
network). Conventional network topologies do not snpport
the routing of data over multiple routers in any given LAN.
For instance, standard TCP/IP stacks are not able to direct
data packets from a given LAN to multiple roulers when the
data needs to be sent to another LAN. Multiple routers may
he physically present, but one router is designated as the
default gateway for the LAN, This default gateway receives
all the waflic for the LAN from outside, and forwards dala
packets froin inside the LAN to the next LAN on their way
(0 their destinalions.

The router 110 which serves as the default gateway also
maintains a table of routes for different destination
addresses. Data transmission generally takes place between
two networks over the shortest defimed path, where a path is
represented as a list of routers which the data has to traverse
in order to reach the destination node. For instanee, a data
packet from a given node 102 addressed with the 11> address
of the server 118 will be sent from the node 102 over the
LAN wires 104, 108 to the gateway router 110, will travel
from there over the high-speed connection 112 to the WAN
114 (which may forward the packet along a path containing
multiple routers), and will finally artive at the server 118.

Once a node such as a client PC 102 on the LAN 106
performs the Address Resolution Protocol, the information
is stored in an ARP table on the client PC 102. Alfier this the
PC 102 does nol send an ARP request uniil a timeoul
condition occurs. ARP tables and ARP timeouts are used in
conventional systems and they may also be used according
to the invention. After an ARP request is senl because of a
timeout, or for another reason (e.g., when an ARP tablc eniry
is made manually), IP communication starts with a YN
packet. SYN packets in and of themselves are known in the
art,

Similar steps occur when a packet from the same node
102 is addressed to another node on a distant LAN. [n place
of the server 118 the path would include unother router
connected to the distant LAN., In jts capacity as gateway for
the distant LAN, the distant router would receive the packet
from the WAN 114 and deliver it to the distant node.

For clarity of illustration, Internet Service Providers
(“ISPs”) have not been shown in FIG, 1. However, thase of
skill in the art understand that one or more ISPs will often
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be located along the palh followed by a packet which travels
to or from a LAN node 102 over the Intemet 114.

The configuration 100 is widely used but nevertheless has
significant limitations. Although the data transmission speed
over lines such as the liwe 112 iy relatively high when
compared to traditional analog telephone data lines, the
available bandwidth may not always be sufficient. For
instance, the number of users within the LAN 106 may
increase to a point at which the data transmission capacity of
the WAN connection 112 reaches its maximum limit. In
order o obiain more bandwidth, a compauy could lease
more expensive dedicated data lines 112 which have greatcr
data transmission speeds, such as lines employing T3 or
0OC3 echnologies.

To delay expensive upgrades o line 1echnology and o the
corresponding ronter technology, bandwidth can be used
more efficiently. This might be done by compressing data, by
combining different types of data to reduce the 1otal number
of packets, and by reducing unnecessary access to the WAN
114 through appropriate personnel policies. Tools and tech-
niques for improving router 10 performance are alsc being
developed and made commercially availahle. In addition,
new data transmission technologies like ADSL, RADSL,
and others are being proposed and developed. Although
these technologies do not have as high a data transmission
rale as T3 or OC3, they are severul times fasier than analog
lines.

Moreover, UU.S. Pat. No. 6,253,247 describes a mux
device for assisting the fransmission of a user’s data between
two computer networks, The 1nux device could be added to
a system like that shown in FIG, 1 1o increase the bandwidth
of the connection 112 by using multiple modem conncc-
tiens. The mux device alloeates exclusively to a user for a
period of time at least two connections between the two
computer networks. Each of the conncetions uses a tele-
phone connection which is physically separate from the
other connection(s) for at least a pontion of that connection.
The mux deviee also contains other components, and the
application also describes and ¢laims methods and systems.

U.8. Pat. No. 6,295,276 describes an invention which is
related to the present invention. The invention of the *278
patent involves ARP (address resolution protocol) tools and
techniques, while the present invention involves SYN (syn-
chronization) tools and techniques.

Howevcr. taking the conventional measures noted ahove
may still provide only a short-term solution. Despite such
measures, deminds on the line 112 can still quickly grow to
cxceed the bandwidth of the line 112, thereby forcing the
LAN 186 owner lo seriously consider an expensive upgrade
in line 112 and router 110 technology, such as an upgrade
from a T1 connection 112 to a T3 connection 112.

Accordingly, it would be an advancement in the art to
provide another alternative for increasing the bandwidth
available to connect a LAN with 8 WAN, without requiring
a routing system upgrade to a substantially more expcnsive
line technology. This can also enhance the reliability of the
network by adding a redundant connection for network
communication outage avoidance.

It wonld also be an advanccment to provide such an
alternative which is compatible with a wide variety of
existing line technologies and ronters.

Such improvements to LAN-WAN connectivity are dis-
closed and claimed herein.
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4
BRIEF SUMMARY OF THE INVENTION

The present invention provides a system and methed for
improved data transmission in the form of high-speed inter-
connections over wide area networks such as the Intemet,
The novel interconnections use multiple routers to pmvide
multiple links between two or more sites, providing greater
bandwidth by combining or teaming the individual ronters
and connections. For ipstance, data may bc exchanged
between a local area network and a target server or a 1arget
remote LAN using multiple routers. Several relatively low-
cost routers and lines can be combined to give a much
preater aggregate data throughput, thereby avoiding at least
for a time the need to upgrade to a more expensive line
technology, such as an upgrade from T1 (o T3 line technol-
OBy.

Traditional networking concepts involve a network con-
figuration with one router per LAN (as elsewhere herein,
“LLAN" means “LAN or sub-network™ unless stated other-
wise; a LAN may inclnde an intranet). As noted above, the
traditional network design cannot support data routing over
multiple routers in 2 LAN. lnstead, traditional designs
require that nsers designate one router as the default gate-
way.

By contrast, in the novel configuration each LAN is
allowed to have multiple ronters communicating with other
LANs. Contreller software may be installed on a computing
device containing a microprocessor and peripherals. This
comypuler, known as the gateway computer, ean be desig-
nated as the default gateway for a LAN, On receiving data
destined for an external network, the controller software will
direct the data (o the appropriate router for the LAN. In
addition to providing higher speed connections, the present
invention thus provides redundant connections from the
originating LAN to the wide area network, thereby increas-
ing the system’s fault tolerance. When a router stops func-
tioning, the controller software automatically redirects the
data destined for the extemal network to onec or more other
functioning routers.

The controller software decides, based on router loads
and/or other criteria, when to add in the next router. This
provides each LAN with higher speed access to The external
neiwork, since the tolal speed allained will be closer to the
sum of the speeds achieved by each rouier. The mvention
will direct traffic to different routers, whereas a conventional
gateway PC is only aware the cxistence of one router. The
controller will work with all existing router technologies like
ANALOAG, 1SDN, ADSL.,, T1, DS3, frame relay, and so on,
as well as future technologies like cable modem and other
data technologies for routing data packets. The invention
docs not require multi-link PPP (Point-to-Point Protocol) or
an inverse multiplexing device at an Internet service pro-
vider,

In one embodiment, a LAN/intranet device sends out a
request to access somc resource on the Internet, such as a
Web page. The request is directed 1o the controller on the
LAN. The conlroller senses how many reuters are connected
to it, selects one, and routes the request to the selected router.
The request reaches the destination resource and the desti-
nation generates a response. The response from the Internet
comes back to the router, which sends it back to the
controller computer, which in turn sends it to the user on the
LAN.

On a LAN with multiple client devices, onc device or
multiple devices may send out many data or resource
requests at the same tiine. The controller computer receives
all these requests and distributes them intelligently among
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mnltiple routers, keeping track ol the load on each router. In
this way, the responses 1o these requests also come back
through multiple roufers. These routers are working concur-
rently, so the total bandwidth available to the LAN/iniranet
users is approximately the combined bandwidth of the
multiple routers.

In another embodiment, two or more LANs communicate
with each other using multiple roufers. The data stream is
multiplexed over several routers going out of the first LAN,
and then at lhe receiving LAN the data stream is recombined
to restore the sequence of the original data transfer. This
method provides combined throughput higher than single
data line throughput. The controller sofiware on the two
communicating data nctworks is made aware of the
addresses of the multiple routers on the two ends of the
communication path, by exchanging command data packets
at the beginning of data transfer and periodically thereafter.

In each embodiment, when the novel controller software
receives a SYN packet it is an indication that a new data
transfer connection has been regnested. 'Lhis also indicates
to the novel controller software that a new data stream is
ready for multiplexing or directing to the router(s). The
controller selects a router, based on information such as
router loads and/or router usage history, and modifies the
SYN pucket such that the selected router will theu be used
by the new connection.

In summary, the present invention provides tools and
techniques to allow more than one router per LAN for
external data traffic, including multiple traffic packets which
are directed fo the same destination such as a Web page. The
invention provides touls and techniques for managing the
bundwidth of the wmuitiple routers on a LAN, including tools
and techniques for combining multiple routers’ bandwidths
with a single-ended appreach that allows but dees not
require any reciprocating technology ai the opposite end.
The invention provides tools and lechniques for redirecting
trafic to several routers from one controller computing
device. Communication between two physically separate
data networks may take place using multiple routers, so that
multiple data links are simultaneously used as separate data
streams. Other leatures and advantages of the invention will
become more fully apparent through the following, descrip-
tion,

BRIEF DESCRIPTION OF THE DRAWINGS

To illustrate the manner in which the advantages and
features of the invention are obtained, a more parlicular
description of the invention will be given with reference to
the attached drawings. These drawings only illustrate
selected aspects of the invention and thus do not limit the
navention’s scope. Ju (he drawings:

FIG. 1 is a diagram illustrating a conventional nelwark
topology, including a router which connects a Jocal area
network to a wide area network.

FIG. 2 is a diagram illustrating a network topology
according to the present invention, including a controller
and several routers which together connect a local area
network 1o a wide area network.

FIG. 3 1s a diagram illustrating anciher network topology
according to the present invention, including two local area
networks, each of which is connected through its own
controller and multiple routers to its own Internet service
provider(s) and hence to the Internet,

FIG. 4 is a diagram tfurther Hlustrating the novel control-
lers shewn in FIGS, 2 and 3.
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FIG. 5 is a Mowchart illustrating several methods of the
present invention for combining routers to improve LAN-
WAN connectivity.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

The present invention relates to methods, systems, and
configured storage nedia for combining routers to provide
increased] concnrrency for exlernal access hy a computer
network. In particular, the invention makes novel use of
SYN (synchronization) packets and related protocols, and
uses other tools and techniques to multiplex ronters which
connecl local area netwaorks (“LANSs”} to wide area net-
warks (“WANs™) such as the Intemet. This allows the owner
or administrater of a LAN to apgregate the speeds of
relatively low cost routers and WAN aceess lines. Aggre-
gating low cost routers allows the LAN owner or adminis-
trator to avoid upgrading the rouling system 1o (he next
higher level of technology, which would substantially
increase the cost of access.

The invention manipulates the path of packets to multi-
plex them between multiple routers, No change is needed to
packets, except in cases where the source address is madi-
fied to replace the client PC address by a novel controller
address. If a public IP address is being used, this replace-
ment is not necessary. If a private 1P address is used, it may
he changed Lo enhance security but this is not necessarily
required for multiplexing. Various companents of the inven-
tion and its environment are discussed below.

Newwork Topology & Nodes

FIG. 2 illustrates a novel network topology or configu-
ration 200 according to the invention. As with the conven-
linal topology 100 shown in FIG. 1, one or more nodes 102
are connected by “wires” 104 in a LAN 106. As with the
conventional topology 100, a connection of some type is
desired between the LAN 106 (or sub-network 106) and a
WAN 114 such as the lntemet, in order to allow communi-
cation over the WAN 114 between the nodes 102 on the one
hand, and a target such as the server 118 or a remote LAN
{(not shown), or some other target, on the other hand.

Unlike the conventicnal cenfiguration 100, the novel
iopology 200 includes a controller 202 which multiplexes
data packets between scveral routers 110. Akthough the
controller 202 is not necessarily a router 110 per se, a
computer running the controller 202 may be designated as
the default gateway for the LAN 106. The controller can be
a parl of a router with muliiple interfaces for niultiple WAN
connections. Advantageonsly, the invention does not require
any chanye to the network operating system, TCP/IP stacks,
or packet formats used by the LAN 106. Nor does the
invention require modifications to conventional routers 110
or WANs 114. Instead, the invention inserts the controller
202 into the LAN 106 and medifies the operation of the
LAN 106 in a way thal multiplexes data packets over two or
more routers 110, thereby providing additional bandwidth to
the T.AN-WAN connection.

In the illustration, the controller 202 multiplexes data
between three routers 204, 206, and 208, to which the
controller 202 is connected by a “wire” of the type discussed
above. In alternative embodiments, the controller 202 can
multiplex two, three, lour, or more routers 110, depending
on the embodiment. In some embodiments, the number of
ronters 110 varies dynamically. In some embodiments, the
controller 202 resides on the same computer as one of the
routers 110, so the wire 210 may include a bus and/or shared
memory.
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The controller 202 may be implemented as software
containing executable instructions and data, or it may con-
sist of hardware and sofiware. In the latier ease, the hard-
ware may be general-purpose (e.g., a server or client running,
Windows, Linux, or the like) or special purpose (¢.g., a
router or bridge). But in either case the hardware includes at
least one processor and memory accessible to the processor,
and the software coutains executable instructions and data
which are stored iu the memory and which guide operation
of the processor to perform router identification, routcr
selection, and SYN packet handliug as described herein.

FIG. 3 illustrates an alternative novel topology 300. Two
LANSs (or sub-nctworks) 302, 304 are connected to the WAN
throngh two controllers, with each controller designated as
the default gateway for its respective LAN. Internet Service
Providers (“ISPs™) are also sbown explicitly in FIG. 3; if the
rele of the WAN 114 in FIG. 1 or 2 is played by the Internet,
then ISPs may also be present in those topologics, even
though they are not shown expressly. Moreover, [SPs need
not be present when two LANs 106 are connected through
a WAN 114 according to the invention.

For convenience, thc computers on the LANs in the
Figures are referred 1o simply as nodes 102. However, a
given node 102 may function as a LAN server or as a LAN
client in a clienl/server LAN. A node 102 may also function
both as a client and as a scrver, this may occur, for instance,
in peer-to-peer networks or on compulers running Microsaolt
Windows NT or Windows 2000 sofiwarc, The nodes 102
tnay be wniprocesser and/or multiprocessor machines, and
may be permanently connected to the LAN 106 or merely
connectable (as wilh mobile computing devices 106 such as
laptops).

The nodes 102 each inclndc an addressable storage
medium such as random access memory and/or a nonvolatile
storage inedium such as a magnetic or optical disk. Signals
according to the invention may be embodied in the “wires”
106, 108, 112, and/or 116; signals may also be embodied in
the volatile and/or nonvolatile addressable storage media. In
the claims, an embodied signal necessarily includes the
equipment embodying the signal. In addition to the nodes
102, the network 106 may include other equipment such as
printers, plotters, and/or disk arrays. Although particular
individual and network computer systems and components
arc shown, those of skill in the art will appreciate thal the
present invention also works with a variety of other net-
works and camputers.

One or more of the nodes 102 or other computers dis-
cussed herein (e.g., a controller 202, routers 110, server 118,
WAN 114 computers) may be capable of using floppy drives,
tape drives, optical drives or other means to read a config-
nred storage medium. A suitable storage medium includes a
magnetic, optical, or other computer-readable storage deviee
having a specific physical substrate configuration. Suitable
storage devices include floppy disks, hard disks, tape, CD-
ROMs, PROMSs, RAM, flash memory, and other compnter
system storage devices. The substrate configuration repre-
sents data and instructions which eause the computer system
to operate in a specific and predefined manner as described
herein. Thus, the medivm tangibly embodies a program,
functions, and/or instructions that are executable by the
computers discussed herein to perform ronter multiplexing
steps of the present invention substantially as described
herein.
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An Example With Two 1LANs

To better understand the components and operation of the
invention, an example using 1he topology 300 shown in FIG.
3 is now discussed. Aspects of the invention in other
topologies are similar.

Assume that a data packet is being sent hy a first node 306
on the first LAN 302 to a second node 330 on the second
LAN 304, The data packet has a physical address and an IP
address corresporgling to the source node 306 and also has
an IP address corresponding to the destination node 330. The
node network interface checks the destination IP address,
sees that the destination 1P address does not belong to the
local LAN 302, and asks on the network 302 for the physical
address of the pateway which has the job of forwarding
packets toward the destination TP address. The galeway may
be part ol'a node 102 which also runs software implementing
the controller 308, or the gateway may be an entirely
conventional gateway program or device when the controller
202 nuns on another node 102 or on a router 110,

When Lhe node asks on the network 302 for the physical
address of the gateway which has the job of forwarding
packets toward the destination IP address, it does so by
makKing an address resolution protocol (“ARP”) request.
ARP is a well-known protocol defined in RFC 826 which
maps [P addresses onto data link layer addresses such as
Ethernet addresscs. Once a client PC 102 on the LAN 302
performs ARP, the information is stored in an ARP table on
the client PC. After this the PC does not send an ARP request
till timeout. Once this happens, as well as independently
(e.zg., when an ARP tble entry is made manuvally), IP
communication starts with a SYN packet.

When (he novel controller 308 receives a SYN packet it
is an indication that a new data transfer connection has been
requesled. This also indicates to the contreller 308 that a4 new
data stream is ready for mutiplexing or directing to a router
110. Tbe information flow in the system 300 then proceeds
according to FIG. 5, as discussed below.

The controller 308 will trap the SYN request packet.
Based on a load balancing algorithm, a round-robin
approach, or another selection mechanism, the controller
308 will select a router 110 from a group of ronters 110, The
selection is done in a manner which increases concurrent
operation of the routers 110 and (hereby helps provide the
LAN 302 with improved access to the WAN 114 through the
several routers. In the illustraled topology 300, the controller
308 may sclect from three routers 310, 312. and 314, but in
altemative embodiments the selection may be made from
two or more routers 110, The controller 308 then modifies
the SYN packet by replacmg the source physical address
with the physical address of the selected router and the
source JP address with the IP address of the contraller 308.

As a resnlt of the modification to the SYN packet, the data
packet is sent 10 the selected router 110 for forwarding. For
instance, if the router 312 was selected by the controller 308,
then the data packet would be sent to that router 312. From
there the data packet travels to an ISP, onto the WAN 114,
and then to a deslination ISP 322. As noted earlier, the
destination necd nat be an ISP, but could also be a server or
another computer which is part of the WAN 114 or which is
connected to the WAN 114.

A destination ISP may also be comnected to a LAN 106
which does not confain a controller 202 but instead uses a
conventional routing system. That is, despite the fact that
FIG. 3 shows both the sending and receiving LANs config-
ured with navel controllers 202, some alternative embodi-
ments have a controller 202 oitly at the source and others use
a controller 202 only at the destination.
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Relurning to the topolegy shown in FIG. 3, ISP roufer 322
is connecied to two destination routers 324, 326. The ISP
router 322 may multiplex these two routers by sending the
packel to whichever of the routers 324, 326 was specified in
a path sopplied by the source router 312, At the receiving
LAN 304, the data stream is recombined in an orderly
manner, That is, the sequence of the criginal data transfer
from the source 302 is restored, either by the controller 328
or by destinalion networking software which relies on
conventional data packet numbers created by the source
networking software.

To provide the source controller 308 with the addresses of
the destination routers 324, 326, at the beginming of data
transmission and periodically thereafier the controller soft-
ware 308 at the source 302 may exchange command data
packets with the controller sotiware 328 at the destination
304. That is, an inquiry can be sent from the source 302 to
the destination 304 asking for the IP andfor physical
addresses of destination routers, and those addresses can be
provided fo ihe source conlroller in a respense from the
destination controller. One set of packets rcquests the
addresses of the distant LAN’s router(s), while the response
packets provide the addresses. The sending LAN 106 can
provide the addresses of its own router(s) 1190 in its request
for the other LAN’s router addresses. Additional inlorma-
tion such as the statc of the routers, siate of the WAN lines,
efc. can also be exchanged.

Alternatively, incoming packets need not be multiplexed.
For instance, the [SP router 322 may simply nse whichever
destination router (324 or 326) was identified to the ISP

0
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router 322 as the default galeway when lhe destination T.AN
304 first made its connection to the ISP.

Controller

The controller 202 is illustrated further in FIG. 4. The
centroller 202 inclndes a rouler identifier 402 for idenlify-
ing, in a sct of router identifications 404, at least two routers
110 which are connected to the WAN 114. The computer
(router 110 or personal computer running controller 202
software) which is serving as the defavlt gateway from the
point of view of packel-generating nodes 102 may also be
among the identified rouicrs. Routcrs 110 may be made
known 1o the ronter identifier 402 manually by a network
administrator, or the ronter identifier 402 may send ont probe
packels of the type used when mapping a network tapology.
US. Pat. No. 5,781,534 deseribes one suitable topology
probe packet implementation; other tools and teehniques for
learning the address and location of one or more routers 110
are also familiar to those of skill in the art.

Each identified router 110 has its own [P address and its
own physical address, These addresscs are stored in com-
puter memory in a hist, table, or other data structure of router
identifications 404. The router identifications 404 include an
active list of mapped port numbers and the address of the
router 110 on which the connection 1o the port was created.
The router 110 address may be a physical address or an IP
address, or both types of addresses may be included. The
active list of mapped port numbers is maintained by the
vontroller 202. One of (he many suitable implementaticns of
the inveniion eomprises the following code:
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/* This is data structure for a table that contains an entry for each
connection (Term connection has loose meaning here and it is applied
to ICMP, UDP and other connectionless protocols, as well as toc TCP).
Infermation in this structure is nceded to properly route and
masquetrade packets.
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struct zcp_conn |
struct list_head m_list, s_list, d_list;

u32 saddr;
u3?2 maddr;
u3?2 daddr;
ule sport;
ulé mport;
ulg dport;

nle proto:

struct timer_list Cimer;
unsigned flags;

atomic_t refcnt;

struct ethdev* dew;
u_long tcp_expires; /* delete entries older than this */

unsigned state; /* state of TCP connection */
enum TCP _TYPE type;

/* FTP por.ion */

long seq diff; /* seq and ack number adjustment */
long prev_seq diff; /* seq and ack number adjustment */
u3d? last port_seq; /* seq numoer of lasl. PORT cmd */

u32 fwmark;

// function pointer that is called for inceming traffic
int (*in_func) (struct sk buff *+*pskb,struct tcp conn *tep tab):

// function pointer that is called for outcoming traffic
int {*out_tunc) (struct sk_buff **pskb,struct tcp_conn *too tab);

b

/* This 1is part of output routing function which first checks whether a
connection to which this packet kelongs is already in the roucing
table, or not. If yes, the table cntry contains all information
needed for reouting and masquerading., Tf not, a new device for this
connecticon is chosen basea on carrently selected load balancing
algorithm and route availability.

*/

tcp tab = tcp_out_get (iph-»protoccl,
iph->saddr, sport,
iph->daddr, dport) ;

1f( tcp_tab )
tield check _output (pskb, tcp_tabil;
else |
if{ !{tcp tab = out new entry{pskb)) }
goto exit; -7
}

if( tcp tab->out func )
tep_tab-»out_funcipskb,tcp tab);
else
gqoto exit;
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ftdefine PMSIZE 400/*256*/

#define ICMPSIZE 10O

bdefine PMTTL 120/*60*/

kdefine TCMPTTI 20

kdefine MILLISECOND DELAY 11000/*€000*/
typedef unsigned long IPaddr;

typedef unsigned char u_char;

kdefine FALSE 0 /* Boolean constants */
fdefine TRUE 1
tdefine EMPTY (-1) /* an illegal gpqg */
fdefine SYSCALL int export /* int system call declaration */
#define PSYSCALL void * _export /* ptr system call declaration */
#define PROCESS int export /* Process declaration ¥/
tdefine THREAD int _export /* Thread declaration 7
tdefine COMMAND int :export /* Shell command declaration */
#define LOCAL static /* Local procedure deeclaration */
#define BUILTIN int /* Shell builtin "" */
fdefine WORD word /* 1€-bit word */
tdefine MININT 0x8000 /* minimum integer {lé-bit) */
tdefine MAXINT Ox7fff /* maximum integer {l€-bit) */
bdefine MINSTK 0xBOO0 /* minimum process stack size */
fdefine OK 1 /* returned when system call ok */
fidefine SYSERR -1 /* returncd when sys. call fails*/
#dafine INITPRIC 0 /* initial process priocrity */
/*
* Delta secg. info structure
* Each MASQ struct has 2 (output AND input seq. changes).
v/
struct ip_masg seq |
ULONG/* u32*/ init seqy /* Add delta from this seq */
ULONG init_seq out;
short delta; /* Delta in sequence numbers
*/
short previous_delta; /* Delta in sequence numbers

before last resized pkt */
Vi
struct pmap {

TPaddr ips: /* IP source address */
char proto; /* packet type */

int sSp; /* source port */

int nsp; /* NEW source port */
int ttl; /* time to live */

struclt 1p_masqg_seq out_seq, in_seq;
}:

struct icmpmap {

IPaddr 1ips; /* IP source address */
Iraddr ipd; /* 1P scurce address */
char proto; /* packet type */
inl Lbtl; /* time to live */

bi

struct usery
IPaddr ips; /* IP source address */
int ttl; /* time to live */

b2

//extern struct pmap pmtab[];

//extern int pm up;

//extern int pm_active;

struct pmap pwmtab(]:

struct user userTabk[3]:
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//NCIS_TIMER Timer;

fdefine FTP_PORT 21

#define PROTOCOL ICMP 1

typedef struct pmap PMAP, *PPMAP;

extern unsigned saort cksum(); /* 1s comp of 1l6-bit 1ls comp sum*/
tdefine hsZnet (x) (unsigned) (({{x)>>8) &0x££f) | ({(x) & Oxf£f)«<<8})
tdefine net2hs{x) hsZnet (x)
tdefine hlZnet({x) ({{(((x)& OxTEY<<24) 4 {{(x)>>24) & O0xff) | \

({(x) & OxEF00001>>8) | {((x) & OxfFfO0)<<B))

$deline net2hli{x) alZnet (x)
/* network macros */

fdefine hiB (x) (unsigned char) {{{long) (x) »> 16} & OxO00ff)
fdefine lowlé(x) {unsigned short} {{(long) (x} & Ox£fff)

fdefine BYTE(xX, vy) ({(x)[(y)]&0xff) /* get byte "y" from ptr "x" */
#define USE_NDIS 1

// The reason to put 3 reserves 1s Win9S% calculates sizeofi...} on 4

// bytes basis, Good for future features expansion too.
typedef struct ACBLOCK
{

char szIPAddress(20];

char szUscr([20]:

ULONG TPAddress;

BOOLEAN FtpEnable;
BOOLEAN Fmaillfnable;
BOOLEAN NewsEnable;
BOOLEAN WebEnable;

BOOLEAN ChatEnable;

BOOLEAN Reservedl:

BOOLEAN Reserved?;

BCOLEAN Reserved3;
} ACBLCCK, *PACBLOCK:
ftdefine MAX FATPIPE USERS S0
ACBLOCK ACBlock[ MAX FATPIPE USERS ];
#define SIZEQF_ACUBLCOCK sizeof {ACBLOCK)
// Define control codes
fdefinc DIOC BYTES 20
fdefine DIOC SET _ACBLOCK 21
#define DIOC SE1 USERS 22
fidefine DIOC READ T.TNKSPEED 23
$define DIOC DIALER STARTED 24
#define NTOC DIALER ENDED 25
#define DIOC READ_ DNS NUM 26
$define DIOCC RhAD DNS ENTRY 27
fdefine DIOC SET ONS ADDRESQ 28
$define DIOC EREAD DIAL 29

tdefine HOOKCSVC Major 1
#define HOOKCSVC Minor 0
fdefine HOOKCSVC DevicelD UNDEFINED DEVICE ID

tdefine HOOKCSVC Init Crder VMM TNIT ORDER + 1
//¥define HOOKCSVC Init _Order UNDEFINED INIT_ORDER
// BAdding init order
//tdefine HOOKCSVC Init_Order VID INIT ORDER - 1
//#define HOOKCSVC Init_ Order NDIS Init Order + 1
// Some RAS in ISP doesn't check the source IP when it does routing
/7 if IP_SPOOFING is defined, it means this
//4define IP_SPOOFING 1
tdefine MAX PORTS_PER ADAPTER 300 // ? some sites are just taking ports
typedef struct FATPIPE
{
UCHAR Enable;
BOOLEAN NatEnable;
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} FATPIPE, *PFATPLPE;
FATPIPE Fatplpe;
typedef struct _Adapter
{
NDIS HANDLE PPPBindingHandle;
NDIS HANDLE PPPBindingContext;
UCHAR AdapterName[1l6]:;
UINT LineUp:
ULONG LinkSpeed;
ULONG I1PAddress:
UCHAR RemoteRddress[6];
UCHAR Localbhddress[6]:
USHORT PortsMap[ MAX PORTS PER ADAPTER ];
UCHAR PortsPerAdapter; -7
UCHAR AOLAdapter;
USHORT TtpPortsMap{ MAX PORTS PER ADAPTER ];
OCHAR FtpPortsPerAdapter; -7
USHORT PasvFtpPortsMap[ MAX PCRTS PER ADAPTER ];
UCHAR PasvFtpPortsPerhdapter; i
} ADAPTER, *PADAPTER, **PPADAPTER;
#define MAX FPADAPTER NUM 4
ADAPTER FPAdapler [MAX FPADAPTER NUM} :
ADAPTER RsTestAdapter(20]; -
//int RsTestAdapterIndex = 0;
// for each adapter, the adapter is initiallzed at least twice
#define MAX RSWANADAPTER NUM 6
ADAPTER FPLanAdapter;
ADAFTER RsAQLAdapter;
ADAPTER RsWanAdapter [MAX RSWANADAPTER NUM] ;
PADAPTER RsWanReceiveAdapter; -
PADAPTER RsAOLReceivelAdapter;
PADAPTER ReceiveMdapter;
#define ETH_HEADER_LENGTH 14
fdefine INIT THRESHOLD 40//10
tdcfine EXTRACT THRESHOLD 1
fdefine EXTRACT%THRESHOLD_AOL 1
#define EXTRACT THRESHOLD WAN 10
// Protocol fields for Ethernet packets
#define AREP PROTOCOL 0x0806
#define IP PROTOCOQL 0x0(800
ULONG LANIP;
ULONG LANMask;
VOID SetNewDNS (ULONG temp);
typedef int ADAPTER MODE;
$define RSPPP 0 -
#define RSAQOL 1
#define RSWAN 2
FATPIPE FpControl;
#define NATROUTE
//#define MUX UDP
#define htons(x) ntohs (x)
#define htonl(x) ntohl {x)
#define ENTRY NUM 6
#$define DNS LEN 50
tdefine IP LEN 20
typedef struct OneEntry
{
char DNS[DNS_LEN];
char IP[IP LEN];
) OneEntry; a
OneEntry Entry[ ENTRY_NUM ];
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#define ETH HEARDER LENGTH 14 // Ethernet header length {bytes)
// BdapterNumber -- wvirtual adepters in the system,

// Bssune 4 is maximum for now

#define MAX ADAPTER NUMHER 4

// AdapterTable is adapters bound to router being used

// AViAdapterTable is adapters bound to router being used/ not being
used

PARDAPTER AdapterTable[ MAX _ADAPTER NUMBER ];

PADAPTER AllidapterTablel MAX_ADAPTER_NUMBER 1:

//UCEAR AdaptersUsing - O;

//UCHIAR AllAdaptersUsing = 0;

//int g TFCcounl = 0;

//ULONG g_TxRate = 0;

//ULONG g RxRalLe = 0;

PADAPTER Receiveddapter;

PADAPTER LanAdapter;

NNTS_RANDLE ReceiveAdapterContext;

PNDIS BUFFER BigWNdisBulfer;

/*STATIC*/ NDIS_STATUS RegGetAdapterInfei{ IN PNL1S STRING IMParamsKey,
IN PADAPTER Adapter ); -

VOID FpRegisterAdapter { IN PADAPTER Adapter ),

VOLlD RegheadFPpControl( IN PUNICODE_STRING RagistryPath );

ULONG ntohl{ IN ULONG NetworkIPAddress };

USHCRT ntohs{ IN USHQRT HNetworkWord )

// Protocol field in the IP header

tdefine PROVOCOL TCP G
#define PROTOCCL ICMP 1
#de fFine PROTCCOL ODP 17

$define PROTOCOL IGMP 2
#define ETH_TP_PROTOCOT, 0xGBOD

tdefine FTP PORT 21
$define SMTP PORT 25
fdefine NNTF PORT 119
kdefine ITTE PORT 80
kdefine PCP3 PORT 110
fdefine CHAT PORT 154
#define DOMAIN_ PORT 53
#define AUTH_PORT 113

kdeLine DHCPSERV_FORT 67
#define UDP_READER LENGTH 8
#define DIABLO_FORT 6112
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More generally, the controller 202 and its components
may eaeh be implemented on one or more of the nodes 102
and/or routers 110. Implementation may be done by using
the teachings presented here with programming languages
and tools such as Java, Pascal, C++, C, Perl, shell scripts,
assembly, firmware, microcode, logic arrays, PALs, ASICS,
PROMS, and/or other languages, circuits, or tools as
deemed appropriate by those of skill in the art, Ne claim is
made 1o conventional computers or routers, but those con-
ventjonal devices may be supplemented with coniroller 202
software or special-purpose hardware and thereby hecome
novel computers within the scope of the present invention.

The controller 202 also includes a router selector 406 for
selecting between routers 110 which have been identified by
the router identifier 402. The rouler selector 406 makes ils
selection in a manner which increases concurrent operation
of identified routers 110 and thereby helps provide improved
access beiween the LAN 106 and the WAN 114 through
identified routers 110. This may be done in varicus ways,
with different embodiments of the controller 202 employiug
one or more of the following approaches.

A first approach to router 110 selection uses a simple
round-robin method. For instance, in the topology 200, a
round-robin controller 202 would modify a first SYN packet
to identify the router 204, modify the next SYN packet to
identify the router 206, modify the next SYN packetl to
identify the router 208, modify the fourth SYN packer to
start the cycle again by identifying the router 204, and so on,
with the seleclions cycling hrough the identified routers
204, 206, and 208, as suceessive SYN packets are handled.
A history structure 408 is used to keep track of which router
110 was identified in the last SYN packet, or equivalently,
which router 110 should be identified in the next SYN
packet. The selection hislory structure 408 may he imple-
mented as an index or pointer inte a table or list of identified
routers 110 m the router identificarions 404,

A more complex approach to router 110 selection may
also be taken by using load information 410 together with a
load balancing methed implemented in the ronter selector
406. Load balancing between processors and/or soflware
processes in a distributed computing systcm in general is
well-known, and toad sharing between network bridges in
particular is known in the ant. In the context of the present
invention. any suitable load batancing or load sharing algo-
rithm can be used by the rower selector 406.

The load information 410 on which the load balancing
algorithm operates can be acquired by keeping track of the
nnmber and/or frequency of identifications of routers 110 in
SYN packets. Inquiry packets may also be sent by the
controller 202 to individual routers 110 1o obtain informa-
lion about characteristics such as the number and type of
processors used by the router 110, the memory buffer
capacity ol the router 119, the past and/or current load on the
router 110, and whether the routcr 110 has been so busy or

is now 50 busy that packets were/are being dropped through

so-called load shedding.

As indicated above, the controller 202 also incindes a
SYN modifier 412. The SYN medifier 412 modifies SYN
requests that contain the IP address of an identified router
110 or the TP address of the centroller, each modified request
specifying the physical address of an identified router 110
which was selecled by the router selector 406 and (he 11
address of the controller 202. The SYN modifier 412 oper-
ates by trapping SYN requests and subsequent dala packets
sent to the defanlt pateway, and modilying them to redirect
outgeing data traffic to the selected router 110. Tools aud
techniques lor trapping are familiar in the software arts; they
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include a variety of interception means such as replacement
of existing code witk cede providing different or supple-
mental functionality, modifications to existing code through
patches, redirection through manipulation of interrupt vec-
tors, insertion of stubs and/or renamiug objects or routines,
and se on.

The actual scope of the controller 202 may vary berween
embodinents. In some embodiments, only the three com-
ponents 402, 406, 412 are supplied by a contreller 202
vendor. In other cases, the vendor may supply additional
components and the exten! of the controller 202 increases
accordingly.

For instance, in one embodiment the controller 202
includcs the components 402, 406, 412 and a computcr
which is running at least part of the controller 202 as
software, In one embodiment, the controller 202 includes the
components 402, 406, 412 and at least two identified routers
110 which have been identified by the router identifier 402.
In one embodiment, the controller 202 includes the compo-
nents 402, 406, 412 and at least one network 106 client
which generates at least one SYN request which the SYN
modifier 412 modifies. Tn an alternative based on this last
approach, the eontroller 202 and network client 102 is
provided and/or configured by the vendor in combination
with a computer which is running at least part of the
controller 202 as software, with at lcast (wo identified
reuters 110 identified by the router identifier 402, und at least
one additional network client 102 which generates at least
one SYN request which the SYN modifier 412 modifies.

Nete that the invention can be used with all existing router
technologics like ANALOG, 1SDN, ADSL, T, frame relay,
and o on, with planned technologies like cable modem, and
yet-to-be-developed data technologies involving data rout-
ing. Also, it is not necessary for an ISP to have multi-link
PPP in order to utilize the invention.

Merhods

FIG. 5 illustrates methods of the present invention. Dur-
ing an idemtilying step 500, at least two rowers 110 are
identified by the controller 202, This may be done using the
router identifier 402 and router identifications 404 as dis-
cussed above, The jdentifying step 500 may be perfermed at
i first Jocation in the LAN 106 to identify an IP address and
a physical address for at least two routers 110 elsewhere in
the LAN 106. The routers 110 mav be special-purpose
hardware routers 110, routers 110 implemented with special -
purpose software 10 configure general-purpose hardware, or
a combination of such hardware routers 110 and soflware
routers 110,

uring a receiving step 502, the default gateway for the
network 106 receives a SYN request. The modification to
the SYN packet will be determined by the controller 202
during a selecting step 508 and provided during a medifying
step 510. In many cases the IP address specified in the
request will identify a different machine than the machine
ultimately selected by the controller 202 for routing. This
may Occlr in various ways, because the coniroller 202 may
or may not be identified as the default gatcway, and may or
may not be running on one of the routers 110. Moreover,
during step 508 the controller 202 may select between
various routers 110, some or all of whose IP addresses are
not necessarily known to machines other than the router 110
in question itsel and the controller 202.

For instance, the receiving step 502 may receive the SYN
request at a machine whose TP address is specified in the
request, or the receiving step 502 may receive the SYN
request at a machine with a difterent IP address than the one



Case 2:09-cv-00186-TC -DN Document 1l Filed 02/27/09 Page 27 of 49

US 7,269,143 B2

25

specified in the 8YN packel if that other machine is running
conuoller 202 software. That is, the address of the controller
202 could be specified in the SYN request, or the request
could specify the address of a router 110 which is located
elsewhere in the network 106, If the controller 202 is on a
router 110 and the controller 202 address is specified in the
8YN request, then the modified SYN packet sent during step
510 may identify that same router 110 or it may identity
another router 110. More generally, when the SYN regnest
specifies the address of one router 110, the controller 202 is
generally free during step 508 to select that router 110 or
another router 110 and then identify the selected router 110
in the moedified SYN request during step 510,

If the machine running the controller 202 is identified to
the network 106 as the default pateway, SYN requests
essentially specify the controller’s physical address. Even il
the controller 202 is implemented iu software running on a
router 110, the router selected by the controller 202 could be
the same or another machine. When the controller 202 runs
on a separale machine which s not a router 110, the 1P
address specified in the SYN request will differ from the IP
address of whichever router 110 is selected by the controller
202.

The router selectiug step 508 may be implemented using
the router selector 406 discussed above. The selection may
be made in view of historic selection dara 408 which is
maintained during a step 506 and/or iu view of router Joad
wnformation 410 which is maintained during a step 504.

The SYN modifying step 510 may be performed using a
SYN meodifier 412 to permit the inventive system to multi-
plex routers and forward data packets accordingly. The
format and protocols invelved with SYN responses in con-
ventional systems may also be used in a system according to
the invention, wilh the modifications described herein. In
particular, the physical address and IP address supplied in a
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modified SYN request will not necessarily “match” the
physical address and IP address specilied in the correspond-
ing original SYN rcquest, in the sense that different
machines may be specified by addresses in the two requests.
The controller 202 and methods of the invention select
different routers 110 to increase concurrent operation of the
available routers 110 and thereby previde better network
access.

During a continned multiplexing step 512 after the novel
SYN request is provided during siep 510, the controller 202
may continue to mulliplex data on a real-time basis. In some
cmbodiments, this is done as follows, When the controller
202 receives TP packets it multiplexes traffic by sending
different packets over different routers 110 based on the
packet TCP/UDP port number and/or (he selection criteria
discussed above. The controller 202 mainiains an active list
of mapped port numbers and the physical address of the
router 110 on which the port/connection was created; port
numbers and connections match on a cne-to-one basis if one
looks af 1 snapshol ol the system. The address of a router 110
maintained in the list may include a physical address, an IP
address, or both,

The reverse case occurs with traffic origination from the
WAN 114. When a client connected to the WAN requests
information from a server node 102 within the LAN 106, the
novel controller seftware 202 can redirect the response from
the LAN server (e.p., a web server) via the least loaded
router. The LAN server includes or communicates with a
“reuter” that is actually the inventive controller 202, This
improves the respense time for the requested information.
Note that there may be multiple responses from the LAN
server to a single request, as when a web page references
various images that are sent in separate responses.

One of the many suilable implementalions of the method
comprises the following code:
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* IP masquerading functionality definitions
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*

/

#ifndef TIP MASQ H

#define IP - MASQ H

#include <linux/types.h>

finclude <linux/netdevice.h>

finclude <linux/skbuff.h>

$include <linux/config.h>

/*
* This define affects the number ¢l ports Lhal can be handled
* by each of the protocol helper modules.

v/
#define MAX_MASQ APP_PORTS 12
/*
* Linux ports don't normally get allocated above 32K,
* This uses an extra 4¥ port-space
*/
#define PORT MASQ BEGIN 61000
$define PORT MASQ END (PORT_MASQ BEGIN+4096)
/ir

* Default timeouts for masquerade functions The contrel channels now
* expire the same as TCP channels {other than being updated by
* packets on their assoclated data channels.

£/
#define MASQUERADE_EXPIRE_TCP 15*60*HZ
fdefine MASQUERADE EXPIRE _TCP FIN 2*60*HZ
#define MASQUERADE EXPIRE UDE 5*60*HZ
/i

* ICMP can no longer be modified on the fly using an ioctl - this
* define is the only way to change the timeouts

>/
#define MASQUERADE EXPIRE 1CMP l125%Hz
fdefine [P AUTOFW_EXPIRL 15+*HZ

fidefine IP_MASQ F OUT_SEQ 0x01 /* must do output seg adjust
*/

#define IP MASQ F IN SEQ 0x02 /* must do input seq adjust */
#define IP_MASQ _F NO DECRT 0x01 /* no dport set yet */
fdefine IP MASQ F_NO " DADDR 0x08 /* no daddr yet */

#define ID  MASQ F HASHED 0x10 /* hashed entry */

#define IP MASQ F SAW RST 0x20 /* tecp rst pkt seen */
#define IP_MASQ_F_SAW_FINiIN 0x40 /* tep fin pkt seen incoming
+

/
fdefine IP MASQ_F SAW FIN OUT 0x80 /* tcp fin pkt seen outgoing
v/

4define IP_MASQ ¥ SAW FIN (IP MASQ F_SAW_FIN IN ! \

h IP MASQ F SAW FIN OUT)
/*top fin pkls seen ¥/

#define IP MASQ ' CONTROL 02100 /* this is a control
channel */

fdefine TP_MASQ F NO SPORT 0x200 /* no sport set yet */
#define 1P _MARSQ F FTP PASV 0x400 /* ftp PASV command just
issued */
fdefine [F_MASQ F NO_REPLY 0x800 /* no reply yet from
outside */

fdefine IP_MASQ F AFW PORT 0x1000

#ifdef KERNEL

/4’1

* Delta seqg. info structurc

* Each MASQ struct has 2 (oulput AND input seg. changes).

v/

struct ip masq seq {
ULONG/* _u3z2*/ init_seq; /* Add delta from this seq */
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short delta; /* Delta in sequence numbers
>/
shcrt previous delta; /* Delta in secquence numbers

before last rcsized pkt */
Vi
/‘*
* MASQ structure allocated for each masqueraded asscciation
*/
struct ip_masg {
struct ip_masg *m_1link, *s link; /* hashed link ptrs */

struct timer list timer; " /+ Expiration timer */

__uls protocol; /* Which protocol are we talking? */

__ulé sport, dport, mport; /* sr¢, dst & masq ports */
u32 saddr, daddr, maddr; /* src, dst & masg

addresses */
strucl ip wasg_seq out_seq, in_seqg;

struct ip masq app *app; /* bound ip masg_app object */
void *app data; /* Application private data */
unsiqgned flags; /* status flags */
struct ip masg *control; /* Corresponding control connecticon
v/
i
/*
* timeout values
*/

struct ip_fw masqg {
int tcp _timeout;
int tep fin timeout;:
int udp timeocut;
br
extern struct ip_fw masqg *ip_masq_expire;

J*
* [0]: UDP free ports

* [1]: TCP free ports

* [2]: ICMP free ids

S
extern int ip masqg free ports(3];

/-l-

* ip masg initializer (registers symbols and /proc/net entries}
*/
extern int ip masqg init (void);
/‘# )

* functions called ftrom ip layer

*/

extern int ip_fw masguerade(struct sk_buff **, struct device *};
extern int ip_fw masg icmp{struct sk _bufl **, struct device *);
extern int ip_fw_demasguerade (struct sk buff **, struct device *};

/*

w ip_masq obj creation/deletion functions.

x/
cxtern struct ip masq *ip_masq new(struct device *dev, int prote, 132
saddr, __ulé6 sport, _ u3? daddr, _ ulé dport, unsigned [lags);

extern void ip_masq set expire(struct ip masq *ms, unsigned long teout);
$ifdef CONFIG 1t MASQUERADEK 1PAUTOEW
extern void ip autofw expire(unsigned long data):
fendif
/+
N
* TP _MASQ APP: IP application masquerading definitions

*

*/
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struct ip_masg_app
{

struct ip masg app *next:

char *name; /* name of application proxy */
unsigned type; /* type = proto<<lé | port (host byte
ordar)*/
int n attach;
int {*masqg_init 1} /* ip masq initializer “/
(struct ip masg_app *, struct ip masq *);
int {(*masq_done 1) /* ip masg fin. */
(struct 1p_masqg_app *, struct ip masg *):
int (*pkt out) /* output (masquerading) hook */

{struct ip masq app *, struct ip masg *, struct sk buff
**, gtruct device *); - B - N
int {(*pkt in) /* input (demasq) hook */
{struct ip masq_app *, struct ip masq *, struct sk_buff
**, gtruct device *);
V:

&
/* ip masq app initializer
*
exiern int ip_masg app_init (void);
A
/* ip_masqg_app object registration functions (port: host byte order)
*
exiern int register_ip masq_app(struct ip masq _app *mapp., unsigned short
proto, _ ul6 portl;

extern int unregister_ip_masg app(struct ip_masq app *mapp);

',t'*

* get ip masq_app obj by prolo,portinet byte order)

*/
extern struct ip_masg_app * ip masq_app dget (unsignad short prote, _ ulé
port);

/*

* ip_mdasq TO ip masg_app (un)binding functions.

*/
extern struct ip masg app * ip masq bind appi{struct ip _masqg *ms);
extern int ip_masq unbind app(struct ip masg *ms);

/i

* culpul snd input app. masguerading hooks.

*

*/
extern int ip masq app pkt_out{struct ip _masq *, struct sk_buff **skb p,
struct device *dev);
extern inl ip_masq_app_pkL in{struct ip_masq *, struck sk _buff **skb p,
struct device *dev);

/‘*

* service rouline(s).

*/
extern struct lp masg * ip_masg out get_ 2(int protocol, 132 s addr,
_ul6 5_poil, _ u32 d_addr, _ ul6 d _port);
extern struct ilp masq * ip_masq_in get 2{int protocol, w32 s_addr,
_ulé s_port, _ u32 d addr, _ ult d_port);
/*

* /proc/net entry

*/

extern int ip masy spp_getinfo(char *buffer, char *+*start, ott t offset,
int length, int dummy):;

/*

* skb_replace funclioun used by "client” medules to replace
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* a segment of skb.

*/
extern struct sk buff * ip masg skb replace{struct sk _buff *skb, int
pri, char *o_buf, int o len, char *n_buf, int n len);

¥ifdef CONFIG_IP MASQUERADE_ TPAUTOFW
extern struct ip autofw * ip autofw hosts;
fendif /* CONFIG IP_MASQUERADE_TPAUTOFW */
fendif /*  KERNEL  */

#endif /+* TP _MASQ_H */
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In practice, steps of F1G. § may he repealed, as when
severa] routers 110 are identified during instanccs of step
500. Steps may also be omilted, as when step 504 15 omitted
because a rouud-robin algorthm is used witbout reference to
measured rouer 110 loads. Either or both of steps 504, 506
may also be omitted before a particular selecting step 508.
Moreover, cne may exit the tlowchart of FIG. 5 after
modifying a SYN request during step 510, without perforni-
ing an express continued multiplexing step 512. Steps may
also be reordered or done concurrently, unless one step
requires the result of a previous step. For instance, one might
concurmently maintain both load infonnation and a selection
history (sleps 504, 506), or one might maintain load infor-
mation while selecting a router (steps 504, 508). Steps may
alsu he grouped different]y or renamed. Any or all of these
variations may be present regardless of whether they are
expressly described or shown as optional here.

SUMMARY

The present invention provides a method for coinbining
routers 110 to provide increased coucurrency for exiernal
access by a computer network 106, In one embodiment, the
methad includes the step 500 of identifying at least two
routers 10, each identificd router 110 having its own 1P
address and its own physical address; the step 502 of
receiving a 8YN request; the step 508 of selecting one of the
identified routers 10 by determining that consequent use of
the selecled router 110 will tend to iucrease coucurrent
operation of ideutified routers and thereby help provide
improved exlemal access to the computer network 114
through identified roulers; and the step 510 of responding to
the synchronization request with a medificd SYN packet that
specifies the physical address and the 1P address of the
selected router. The invention also provides a compuler
storage medium having a configuration that represenls dala
and instructions which will cause performance of such
method steps for combining routers 110 to provide increased
concwrency for external access by a computer network 106,

The selecting step 508 may multiplex packets between
identified roulers 110 without regard to current router 110
loads. Alernatively, the sclecting step 508 may obtain
indicatious of the current loads of idenlified routers 110 and
then choose the sclected router by applymg at least one load
balancing criterion. The receiving step 502 may receive the
SYN request al a machine whose 1P address is specified in
the request even if that machine is not the rourer selected
during step 508. The SYN request may specify the TP
address of a first identified router, even if that first identified
router is not the router selected during step 508.

The present invention also provides a controller 202 for
combining routers 110 to provide increased concurrency in
external access lo a computer network. In one embodiment,
the controller includes the router identifier 402 for identi-
[ying al least two routers 110, the router selector 406, and the
SYN modifier 412, Each identified router 110 has its own [P
address and its own physical address.

The router selector 406 selects between identified routers
110 using load balancing, a round-robin approach, or
another algorithin which inereases concurrent operation of
idenfified ronters 110. This helps provide improved external
access to the computer network through at least somec of the
identified routers.

The SYN modifier 412 provides modified SYN requcsts
that contain the IP address of an identified router 110, with
each modified SYN request specifying the physica! address
of an identified router 110 that was selected by the ronter
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selector 406, That is, the SYN modifier 412 substitutes the
physical address of the selected router 110 for the physical
address that matches the IP address in the original SYN
request, [n some cases, the physieal address supplied by the
SYN modifier 412 may match (identify the same machine
as) the 1P address in the original SYN request, but in general
the original request’s physical and IP addresses before the
SYN trap and the modified physical and IP addresses after
the trap will not necessarily maich.

All packets subsequent to the SYN request to the same
server will go throngh the same TCP header changes, i.e., the
source IP and physical address are replaced by one of the I[P
address and physical address of the controller. The destina-
tion physical address is replaced by the physical address of
the selected router. All the reply packets fron the server go
through the changes in reverse direction where the destina-
tion IP address and physical address is replaced with the 1P
and physical address of the client node on the LAN so that
the packet reaches the proper node.

1n some eases the SYN modifier 412 provides a modified
SYN request when the request contains tbe IP address of a
machine ninning the controller 202, and the response speci-
fies the physical address of an identified router 110 which
was selected by the rouler selector 406 iustead of spegifyiug
the physical address of the machine running the controller
202. In some cases the SYN modifier 412 provides a
madified SYN request when the request contains the [P
address of a first identified router 110 (which may or may uot
be running the controller 202), and the response specifies the
physical address of a second identified router 110 instead of
specifying the physical address of the first identified router,
the second identified router 110 having been selected by the
rouler selector 406.

Tn conclusion, some of the advantageous features of the
invention include the following. As noted, thc invention
divides requests (from the clients to a server on the Internet)
over multiple paths. This includes multiple paths for single
requests from applications like an HT'TP URL request, FTP
data transfer and also individual requests over individval
router. This in mm permits load balancing and enhances
security. The invention can balance the load over lines with
varying available bandwidth. The response time for com-
munication over a T1 line is faster than the response time for
ISDN. Based cn the response times, the invention can load
a line with more or less data requests, and this can be done
in real time. A user can specify the amount of load te be put
on individual lines. If one line fails, the Internet conneetivity
of the LAN may be continued over the remaiuing
connection(s), providing reliability and redundancy for the
Internet connection. For cold fail-over, the user can have a
standby communication line. They can specify that the
standby line to become active when the primary connection
fails. Since the invention provides multiple IP inferfaces to
the Internet, it enhances Intermet communication security by
transferring data streams over multiple lines.

Although particuar methods and storage media embody-
ing the present iuventiou are expressly described herein, it
will be appreciated that system embodiments may also be
formed according 1o the configured media and methods of
the present invention. Unless otherwise expressly indicted,
the description herein of methods and/or configured media
of the present invention therefore extends (o corresponding
systems, and the descniption of systems of the preseut
invention extends likewise to corresponding methods and
configured media.

As used herein. terms such as “a” and “the™ and item
designations such as “node” or “packer” are generally inclu-
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sive ol ane or more of the indicated item. In particular, in the
claims a reference to an ilem normally means at least one
such item is required.

The inveution may be embodied in other specific forms
without departing from its essential characteristics. The
deseribed embodiments are to be considered in all respects
enly as illustrative and not restrictive. Headings arc for
convenience only. The scope of the invention is, therefore,
indieated by the appended claims rather than by the fore-
goeing deschption. All changes which come within the mean-
ing and range of equivalency of the claims are w be
embraced within their scope.

What is claimed and desired 1o be secured by patent is:

1. A controller for combining routers to provide increased
concurrency ju external access to a computer network, the
controller comprising;

a router identifier for identifying at least two routers for a
LAN, each identificd router having its own 1P address
and its own physical address;

a rouler selector for selecting between identified roufers,
the router sclector making its selection in a manner
which increases concurrent operation of identified rout-
ers by sending subsequent data requests and their
correspending, responses through the selected router,
thereby helping provide improved external access to
the computer network through identificd routers; and

a SYN modifier which provides modified SYN requests
that contain the address of an identified router, each
response specifying the address of an identified router
which was selected by the router selector.

2. The controller of ¢laim 1, wherein the SYN modifier
provides a modified SYN request that contains the IP
address of a machine running the controller software, and
the maodified SYN packet specifies the physical address ol an
identified router selectcd by the router selector instead of
specifying the physical address of the machine running the
conrreller.

3. The contreller of claim 1, wherein the SYN modifier
provides a medified 8YN request that coutains the physical
address of o machine running the contreller, and the modi-
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fied packet specifies the physical address of an idenlifiex]
router selected by the router selector instead of specifying
the physical address of the machine running the controller.

4. The controller of ¢laim 1, wherein the SYN moditier
provides a SYN request that contains the [P address of a first
wlentified router, and the modified SYN request specifies the
physical address of o second identified router selected by the
rouler seleclor instead of specifying the physical address of
the first identified router.

5. The eontroller of claim 1, wherein the SYN modifies a
SYN request that contains the physical address of a first
identified router, and the modified 8YN packet specifies the
physical address of a second identified router selected by the
router selector instead of specitying the physical address of
the first identified router.

6. The controller of claim 1, wherein the controller divides
requests from clients on a local area network to a server on
a wide area network over multiple paths.

7. The controller of claim 1, wherein the controller
receives 1P packets and multiplexes traffic by sending dif-
ferent IP packets over different routers based on at least one
of a TCP port number, a UDP port number, and a load
balancing criterion.

8. The controller of claim 1, wherein a client connected to
a wide area network requests information from a server node
within a local area network, and the controller redirects the
responsc from the local arca network scrver by selecting a
least loaded router.

9. The controller of claim 1, wherein the controller resides
at a source local area network, another controller resides at
a destination local area network, and an inquiry is sent from
the source controller to the destination controller secking at
lcast one of a destination router IP address and an destination
router physical address.

10. The controller of claim 9, wherein the source control-
ler receives at least one requested destination router address
and selects that router.
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SELECTIVE ENCRYPTION WITH
PARALLEL NETWORKS

RELATED APPLICATIONS

This application is a continuation-in-part of, incorporatcs
all material in, and claims priority to, U.3. patent application
Ser. No. 11/284.860 filed Nov. 22, 2005 now abandoned. This
application is also a confinuation-in-part of, incorporates all
material in, and claims priority to, U.S. patent application Ser.
No. 10/034,197 filed Dec. 28, 2001. This applieation also
incorporates all material in, and claims priority to, U.S. pro-
visional patent application Ser. No, 60/712,636 filed Aug. 30,
2005,

BACKGROUND

U.S. Pat. No. 6,253,247, by the inventors of the present
invention, describes methods and systems for transmitting a
user’s data between two computer networks over physically
separate tclephone le connections which are allocated
exclusively to the user. Data packets are multiplexed onto the
separate connections and sent concurrently. The set of con-
nectjons eonstitutes a virtual “fat pipe” connection through
which the user’s data is transmitted more rapidly. However,
encryption is not discussed.

U.S. Pat, Nos. 6,295,276 and 6,493,341, also by the inven-
tors of the present invention, describe methods, configured
storage media, and systcms for increasing bandwidth
between a local area network (“LAN™) and other networks by
using multiple routers on the given LAN. Data packets are
multiplexed betwecu the routers. On receiving data destmed
for an external network, a controller or gateway computer will
dircet the data ro the appropriate router. In addition to provid-
ing higher speed connections, these inventions provide betler
fault tolerance in the form of redundant connections from the
originating LAN to a wide area network such as the internet.
Encryption is not discussed in either patent.

U.S. Pat. No. 6,775,235, by the iuventors of the present
invention, describes methods, configured storage media, and
systems for communicatious using two or more disparate
networks in paralle] to provide load balancing across network
connections, greater reliability, and/or increased security. A
controller provides access to two or more disparate networks
in parallel, through direct or judirect network mterfaces.
When one attached network fails, the failure is sensed by the
controller and traffic is routed through one or more other
disparate networks. When all attached disparate networks are
operating, one controller preferably balances the load
between them. Encryption, message-splitting between net-
works, and other security concepts are discussed, but the
present invention is not described.

Other aspects of technology may also be helpful in under-
standing the present invention. These will be apparent to
those of skill in the art.

SUMMARY

The present invention provides tools and teehniques for
data transtnission and related activities. In some embodi-
ments, the invention provides a method of preparing data for
transmission, including receiving data packets; reating a first
portion of the data packets with a supplemental security mea-
sure; submitting the treated packets for transmission over a
first network path; and submitting the untreated second por-
tion of the data packets for transmission over a second net-
work path; wherein transmission of the data packets utilizes at
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least two networks at least partially in parallel in a manner
calculated to efficiently compensate for the lower security of
the second network.

In some embodiments, the invention provides a controller
for data ransmission, including a first interface to a first wide
area network; a second interface to a secoud wide area net-
work; a supplemental secutity module which receives data,
treats the data with a supplemental security measure, and
directs treated data to the first interface; a third interface
which receives a data from a LAN or other local source,
directs a first portion to the supplemental security module,
and directs a second portion to the second interface bypassing
the supplemental securily module; wherein the controller
receives the data, treats only the first portion to supplement its
security prior to WAN transmission, and transmits the data at
least partially in parallel through the network interfaces.

In particular, one controller for efficient secure parallel
data transmission includes an internet network interface
which is configured to interface the controller to an internct
node; a private network interface which is configured to inter-
face the controller to a private network; an encryption module
which receives data, encrypts the data, and directs encrypted
data to the internet mterfacc; a local area network interface
which is configured to receive a sequence of data packets,
direct some of the data packets to the encryption module and
directs the remaining data packets of the sequence to the
private network interface bypassing the encryption module;
wherein the controller receives data, encrypis only some of
the data, and transmits the all the received data packets at least
partially in paralle] through the network interfaces. Some
cmbodiments include an encryption module which receives
encrypted data (e.g., from a remote coutroller), decrypts it,
aund directs decrypted data to a local area network interface.

These examples arc merely illustrative, The present inven-
tion is defined by the claims, and to the extent this summary
and/or incorporated material conflicts with the claims, the
claims should prevail.

DRAWINGS

To illustrate the manner iu which the advantages and fea-
turcs of the invention are obtained, a description of the present
invention is given with reference to the attached drawings.
These drawings only illustrate selected aspects of the inven-
tion and thus do not fully determine the invention’s scope.

FIG.1 is a flow chart illustrating some methods according
to the present invention;

FIG. 2 is a flow chart further illustrating particular methods
of the present invention;

FIG. 3 is a block diagram illustrating some controller
devices aceording to the present invention;

FIG. 4 is a bloek diagram further illustrating particular
controller devices of the present invention; and

FIG. 5 is a diagram illustrating some systems according to
the present invention,

FIG. 6 is a fiowchart further illustrating methods of the
present invention;

FIG. 7 is a flowchart illustrating some additional methods
of the invention; and

FIG. 8 is a block diagram illustrating some additional
controller devices of the present invention
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DETAILED DESCRIPTION

Introduction

The present invention provides tools and technigues to
assist data transmission. The invention is illustrated by spe-
cific examples, but it will be appreciated that other embodi-
ments of the invention may depart from these cxamples. For
instance, specific features of an example may be omitted,
renamed, grouped differently, repeated, instantiated in hard-
ware and/or software differently, performed in a different
order, or be a mix of features appearing in two or mere of the
examples.

Definitions of terms are provided explicitly and implicitly
throughout this docunent. Terms do not necessarily have the
same meaning here that they have in general usage, in the
usage of a particular industry, or in a particular dictionary or
set of dictionaries. The inventors assert and exercise their
right to their own lexicography.

Overview of Data Transmission Methods, [evices, and Sys-
tems

With reference Lo the fignres, consider two computer net-
works eonnected to each other over multiple wide area net-
work (WAN) paths. Such a system may include two local area
networks 502 as endpoints, as shown in FIG. 5, or the end-
points may be connected by parallel networks in some other
configuration. One type of path (shown, e.g., on the left side
of FIG. §) is over the internet 506, while a sccond lype of path
(right side o[ FIG. §) is over private lines 508. The data flow
over private lines is relatively secure and private since this
data does not mix with data from any other network. It is
isolated. Therefore there is some level of protection even if
one does not encrypt the data for security purposes. By con-
trast, the data flow over the intemet channel is relatively
insecure. Therefore, it may need to be encrypted for security
and privacy reasons. More generally, other security/privacy
measures may be desirable, such as scrambling packets,
authentication, watermarking, and the like. More generally,
instead of the internet 506 and a private network 508, the
system 500 may have two networks in parallel use with one
network being more secure/private than the other. For present
purposes, privacy is an aspect of security.

In some embodiments of the present invention, a network
controller 300 balances, failovers, and/or otherwise allocates
the data flow between two or more such parallel computer
networks. The confroller may handle varions types of traf-
fic—1P, 1PX, TCP, UDP, etc. It will selectively switch packets
or sessions to more fully utilize the multiple data paths over
multiple lines, It will also create encrypted data tunnels
between the multiple locations, e.g., between LANs A and B.
One feature of some embodiments of this controller 300 is
that the encryption tunnels are such that the data flow over the
privale lines is not encrypted. Only the dua over the public
internet based lines is encrypted. This allows for more effi-
cient dala flow, since encryption adds processing overhead
and latency, or other costs such as special-purpose hardware
and maintenance costs. Thus, onc achieves more efficient data
communication with less latency across private/more secure
lines with the encrypted data flowing only over the internet/
less secure lines.

More generally, if security/privacy measures other than
encryption are used (or nsed i addition to encryption), then
the network controller 300 responds to the relative lack of
security/privacy on an internct path (as opposed to a private
line path) by automatically employimg enhanced secunty/
privacy measures on the internet path. In some embodiments,
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the employment of increased security/privacy measures is a
default that can be overridden by an administrator and/cr by
an end user.

In some embodiments, the router 504 functionality is com-
bined in a single box with the other contreller functionality
discussed herein. A configuration like that shown in FIG. 5
would accordingly be medified to show one or morc routers
504 inside the controller 300 in a block diagram of the con-
figuration. That is, some embodiments of the controller 300
include router functionality, while other embodiments of the
controller do not. Router functionality in and of uself is
known in the art, but its combinations with other functionality
as discussed herein are believed to be new.

In one alternate embodiment, the endpeint role taken by a
LAN 502 is taken instead by a single computer 514. Depend-
ing on the embodiment, the system 500 may includeno LAN,
one LAN, two LANs, or multiple LANS as endpoints, and
ZEro Or more computers or gateways as endpoints, provided at
least two endpoints are present. That is, the invention can be
embodied in system 500 configurations using more than two
controllers and/or more than two LANs/computers that send/
receive data. In one alternate embodiment, the roles of a
controller and LAN are taken instead by a controller 300 that
is implemented in software which runs on a single computer
514. More gencrally, the controller aspect of the invention
may be implemented in hardware, software, or both, in vari-
ons embodiments.

Some embodiments make the enhanced security/privacy
dynamieally configurable. For instance, in some cases the
sending controller 300 at one location in system 500 queries
the receiving controller 300 at another location in system 500
to obtain a list 516 in a predetermined format identifying the
available securily/privacy measnres. It then responds with
either an election 516 specifying which measure(s) it will use
(on a per session basis, for instance) or else it responds with a
response 516 indicating that tbe available measure(s) is/are
inadequate and the user data will therefore not be sent. The
administrator and/or end user is notified accordingly.

The election of measures to use if available, and/or the
specification of minimnm acceptable sets of measures for a
given session or a given file, can be based on a policy 318
specified by an admimstrator and/or an end user. In addition
to electing different types of sccurity/privacy measure {(e.g.,
encryption, authentication, watermarking), in some embodi-
ments onc inay specify types of encryption (e.g., syminetric/
asymmefric, or particular algorithms or encryption stan-
dards).

In shon, the controller treats a portion of a data unit with a
supplemental security measure such as encryption in
response to a difference in the security characteristics of
networks 10 be used in paralle] to transmit the data unit.
Additional examples and detail about embodiments ol the
invention will now be provided.

Data Transmission Methods

FIGS. 1, 2, 6 and 7 are flowcharts illustrating methods of
the present invention. Althongh the cther figures do not con-
tain flowcharts, they may also help ene understand methods
of the invention. Likewise, the operation of devices and sys-
tems of the prescnt invention may be better understood by
understanding the mnethods, including those illustrated by
FIGS. 1,2, 6 and 7.

During a policy receiving step 102, a controller or system
reeeives a security policy 318 which guides or determines
data protection measures. The policy may be received 102 in
various ways from various sources, e.g., it may be received
interactively from an administrator or an end user; it may be
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embedded in software or firmware or a configuration file
provided by a device 300 manufacturcr; it may be received
104 by transmission from another controller 300 with whieh
data has been or would be exchanged through parallel nct-
work transmission as discussed herein. The policy specifies
which data-protecting steps to take under which circum-
stances. As indicated in FIG. 1, the policy receiving step is
optional in the sense that not every embodiment need allow a
chuice of data-protecting actions; in some controllers 300, the
data-protecting actions are specified when the controller is
manufactures and/or when it is installed, and the user or
administrator need not (cannot) readily change that fixed
single policy. In some emhediments, the invention includes
receiving 102 a security policy specification 318 from at least
one of an administrator, an end user, and a controller device,
and a data treating step 110 is responsive to the security policy
specification in thart it either implements the policy or else
reports its inability to do so.

As au example, a policy may specify that each word pro-
cessor or graphics file transmission session is to be divided
108 in interleaved manner into two portions each coutaiming
multiplc parts, that one portion 510 is to be encrypted 110 by
the controller 300 using a specified encryption algorithm and
then transmitted 112 over the internet 506 and that the other
portion 512 is to be transmitted 114, at least partially in
parallel with the first portion, over a virtual private network
508 coumection without being first encrypted. In additionto or
instead of encryptiou, a policy may specify other data-pro-
tecting steps, such as watermarking, sending plaintext with
corresponding digital signatures for tamper detection, and so
on.

As indicated by a coordinating step 104, in some emnbodi-
ments and some situations, one controller 300 communicates
104 with auother controller 300 to coordinate data sccurity
measures, The two (or more) communicating contrallers may
differ from one another in some respects, such as memory
size, processing power, manufacturer, available encryption
options, political jnrisdiction specifying applicable laws gov-
erning encryption, and other charactenistics. But the control-
lers may still be able to communicate with each other suffi-
ciently to agree on a level of encryption to be wsed for an
upceming data transmission, for example.

During a data receiving step 106, the coniroller 300
receives data which is to be transmitted (snbject to the secu-
rity policy, bandwidth availability, coordination, and like con-
straints) to a destination after suitable preprocessing by the
controller. Such data is received 106 over an interface 304
from a local data source, such as a LAN interfaced with the
controller, a RAID array, a local hard disk, a sensor, or another
data source. The data for the controller 300 to prepare and
transmit may have been generated locally, or it may have been
forwarded 1o the centreller’s local source for protected trans-
mission to its next destination after being received locally
from some other distant location.

The data is treated in some embodiments of the controller
300 as alogical data unit, whose boundaries ultimately reflect
some decision by a person as to what data is closely related
enough to other data to be gronped with it, in the form ofa file,
for instance, or a database, or a website, linked list, or other
linked data structure. A data unit may be a packet, a group of
packets, a set of packets in a single session, a set of packets
containing data from a single file, or a set of packets from a
group of sessions in a random order, for instance. One may
thns assurne that having the entire data unit is at least helpful,
and perhaps necessary, as opposed to having only a portion of
the data unit, in whatever hurnan endeavor the data pertains
to. In other embediments, the controller merely receives 106
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the data as paekets, without regard to the possible relation of
a given packet to other packets in the contex! of a file, data-
base, etc. As used herein, a “collection” of packets may
include packets of one data unit, of multiple data units, and/or
packets from portions of enc or more data units.

During a data dividing step 108, some embodiments of the
centroller divide the received data umit into a first pertion for
transmission over a first path and a second portion for trans-
mission over a second path. For instance, a set of packets
containing data from a single file may be divided into N
groups of packets for transmission over N networks (by round
robin, in a weighted distribution, or otherwise) between the
paths. More generally, the data unit includes a set of packels
in a single scssion; a session during which data unit from a

5 uscr is divided by the dividing step; a database thus divided,

a tree, website, website subset, web page with embedded
and/or linked in elcments, or other linked structure; XML
structure; or othcr group of data that someonc considered
closcly related cnough to group together. In other controller
embodiments, as indicated for example in FIG. 8, files and
other data units are divided by the controller and then teans-
mitted over the multiple pathsln some embodiments of the
kind illustrated in FIG, 3, data unit is divided 108 at least
partly in response o at least oue of the following: data
throughput, transmission latency, transmission bandwidth,
time required for encryption of data. For instance, if it takes
four or five times as long to send a packet through the treat-
ment 110 and the first interface as it does to send a packet
through the second interface, because of the time needed for
encryption 110 or the latency of the line, then one emhodi-
ment sends 25% of the data nnit’s packets through the treat-
ment and the first interface and sends the other 75% through
the second interface.

In some embodiments, the dividing step divides the data
unit at least partly in response to at least one ofthe following;:
first path load, second path load, first path failure, second path
failure. Measurements of path load, throughput, latency, and
the like can be taken for each path using familiar wols and
techniques, and maintained in path quality variables 422.
Such variables 422 may also be tracked in controllers which
merely receive 106 a stream of previously divided packets.
The path quality may influence the allocation of data between
the interfaces 312, 314, in a manner consistent with or dcicr-
mined by the policy 318. The security policy can specify how
to halance throughput (which is probably highest with no
treatment 110 and pushing data thongh both interfaces as fast
as possible) against securily (which is increased by encryp-
tion, and by dividing data between networks). The user may
have the opticn of specifying the relative importance of
throughput and security, for instance. In some embodiments,
the load on the two (or more) paratlel networks is dynamically
adjusted, on a per-session or per-packet basis, to improve
throughput. This may be subject to a specified minimum
threshold for use of a given network, e.g., a policy 318 could
specify that at least 20% of the data unit must be sent over the
first interface 312 and at least 30% mnst be sent over the
second interface 314.

The first path has a possibly empty first set of security
characteristics, the sccond path has a second set of security
characteristics, and the second set of security characteristics
includes at least one distingmishing security characteristic
that is not present in the first set of security charactenstics.
Examples of security characteristics include data-protecting
measures 1aken afier the data leaves the controller 300, e.g., a
lack of physical or other connections between the path and
open paths on the internet, encryption by routers on the path
or other data encryption on the path, packet scrambling, secu-
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rity provided by the network under IPv6 or otherwise, user
authentication, transmission source and/or destination
authentication, data watermarking, data iamper-detection,
physical securily restricting physical access to machines in
one of the paths, and so on. In some cases, each path’s set of
security characteristics includes data encryption, and the dis-
tinguishing security characteristic of the relatively more
secure path provides different encryption than the first set of
security charaeteristics. For instance, a relativel y more secure
second path may use 128-bit encryption while a less secure
first path normally uses 40-bit eneryption.

During a treating step 110, at least one portion of the data
unit is treated by a security module 310 of the controller with
some supplemental data-protecting measure not provided by
the network path aver which that portion of the data umit will
travel after it leaves the controller 300. For instanee, the data
portion may be encrypted and/or watermarked and/or digi-
ially signed for tamper detection, within the controller 300, In
some embodiments, the supplemental security measure 310
includes encrypting data, and the distinguishing security
charucleristic of the relatively secure network path includes
data encryption provided outside the controller 300. At least
one other portion of the data unit is not thus treated, because
security for that other portion will rely on the security mea-
sures provided by the other network, not those available from
the controller, By treating the first portion of the data unit with
a supplemental security measure that provides a data-protect-
mg result not provided by the first set of security character-
istics, the treated portion of the data is protected. By not thus
treating the other portion of the data, system resources (pro-
cessing cycles, memory space, user/administrator time) are
conserved.

During steps 112 and 114, treated and untreated data unit
portions. respectively, are submitted to network interfaces
312 and 314 for transmission over the less proteeted and more
protected network paths, respectively. For instance, the less
protected path may carry data (which was encrypted by the
conireller 300) over an open public network. Some examples
of open public networks include those that are intentionally
open, such as the internet 506, and those that may be unin-
tentionally open, such as a wircless network which can be
eavesdropped on fremn a public road. Transmission of the data
thus utilizes at least two networks of different kinds at least
partially in parallel. That is, transmission of the [irst portion
chronologically at least overlaps in part transmission of the
second portion, even if there are also times when only one of
the disparate but parallel networks is actually carrying part of
the divided data.

In some embodiments, the controller receives a security
override 316 from an administrator and/cr an end nser, While
the security override is in effect, the treating step 110 does not
encrypt the first portion of the data unit. This override capa-
bility provides flexibility when throughput speed is consid-
ered more important than security, but it is preferably revo-
cable in at least some embodiments.

FIG. 2 illustrates a subset of the methods illustrated by FIG.
1. In the methods of F1G. 2, the data unit is divided 208 into
exactly two portions, while in the more general flow chart of
FIG. 1, two or more portions are created from each data unit.
In FIG. 2, the treatment step 110 includes af least encryption
210; in FIG. 1, treatment may inclnde encryption but need not
do so. In I'IG. 2, no encryption is performed on the second
data portion; in FIG. 1, the second (third, fourth, etc.) portion
may be unencrypted, or it may be encrypted using a less
secure algonthm than is used for the first portion. In FIG. 2,
the open public network to which the treated (encrypted) data
unit portion is submitted 212 is the internet 506; in FIG. 1, the
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first interface may eonnect to the internet or to some other
relatively insecure network (security is assessed relative to
the second network). In FIG. 2, data is submitted 214 to a
virtual private network (VPN), which may overlay part of the
internet; in FIG, 1, data is submitted 114 1o such a VPN or to
a private point-to-peint liue, or to some other relatively secure
network.

In some embodiments, the first path sends data over the
internet 5086, the second path sends data over a private line
508, the invention encrypts 214 the first portion of the data
unit before snbmitting that first portion for transmission over
the mternet, and the seeond portion of the data unit is trans-
mitted over a private line without being encrypted.

Sending the same data over both networks (e.g., internet

5 and VPN) in parallel is within the scope of the invention.

Indeed, such duplicate transmission may be used in some
embodiments to check the encryption/decryption routmes by
comparing plaintext data against decrypted data, or beused to
gather throughput or other path quality measurements 422, or
be present for other reasons. In some embodiments, a
sequence of data packets can be sent over multiple paths and
the receiving controller can reassemble the data unit while
discarding multiple packets.

Much of the discussion above concerns data whose source
is local and whose destination is remote, since transmission
over the WANs is used to send the data in question to its
destination. As illustrated in FIG, 7, however, some methods
of'the invention include locally receiving 702, 704 data pack-
ets from a remote source, for delivery to a local destination
such as a LAN to which the controller 300 is attached through
an mterface 304. In such cases the controiler may apply
measures to reverse the security measures applied at the
remote location, including decryption, reversal of IP and TCP
header changes and/or validation of watermarks and/or digi-
tal signatures for tamper detection. In many cases the packets
will be received 702, 704 m a different order than the order in
which they were transmitted. Indeed, even if packets arc
received m the same sequence thcy were sent in, that
seqnence is nol necessarily the order in which they should be
delivered. For instance, VoIP packets should be delivered in
the order in which they were created, which may well differ
from their transmission and/or reception order. Accordingly,
packet sequence numbers or the like are used by the controller
to reseqnernce 706 the packets before they are delivered 708
over the LAN interface 304.

Devices and Systems for Data Transmission

Turning the focus now to FIGS. 3, 4, 5 and 8, the invention
also provides controllers, as well as systems containing one or
mote controllers. FIG. 3 shows a controller device 300 suit-
able for data transmission, with an interface 304 to a local data
source, a first interface 312 to a first network such as the
internet or another open public network, and a second inter-
face 314 to a second network which is relatively secure such
as a VPN or a private line. The controller 300 also has a
snpplemental security module 310 which receives data, treats
the data with a supplemental security measure, and directs
treated data to the first interface, a data divider 302 which
receives a data unit, divides the data unit into a first portion
and a second portion, directs the first portion to the supple-
mental security module, and directs the second portion to the
second interface bypassing the supplementa! security mod-
ule.

Other controller components are also illustrated in the fig-
ures. For instance, FIG. 8 shows a router module 802, and a
resequencing module 804. The router module performs ront-
ing like that performed by exterior routers 504. The rese-
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quencer 804 restores received 702, 704 packets to the order
specified by their packet numbers. Buses and other illustratcd
component linkages are merely illustrative, as those of skill in
the art will connect the various compenents in a given imple-
menfation as needed to provide the desired functionality.
However, power supplies, diagnostics, and the like are not
shown, as the need for them should be assnmed by those of
skall.

As discussed above, in some embodiments the controller
300 receives 106 the dataunit, divides 108 the data unit, treats
110 only the first portion of the divided data unit, and trans-
mits 112, 114 the data nnit portions at least partially in par-
allel through the network interfaces 312, 314. In some
embodiments, the controller 300 mcludes a security override
option 316, and if the security override is enabled then data
sent over the first interface is not treated 110 by the supple-
mental security module 310 before being sent through the
first interface. In some embodiments the controller 300
receives 106 a snbset of data unit, divides 108 the data unit in
anticipation of recciving the remainder of the data unit, treats
110 a portion of the data unit selected in random order and
transmits 112, 114 the data unit portions at least partially in
parallel through the network interfaces 312, 314.

In some embodiments the controller 300 may modify the
IP and TCP headers and source and destination addresses in
order to complete or facilitate data exchange. For example, if
the controller encrypts data it may change the source address
and source port number, as is done in VPNs. If each end of the
communijcation path includes a controller, then one or both of
those eontroller may replace source and destination address
and port numbers. If an embodiment performs application-
level filtering, then packets may also be tagged with quality of
service priority values.

The controller 300 may handle vetwork traflic of one or
more types, including 1P, IPX, TCPE, UDP, DDP, or other
network protocols. In some embodiments, the first interfuee
312 interfaces to an open public network, e.g., by a connec-
tion to a router 504 i that open public network, and the
second interface 314 inlerfaces to a virtual private network,
by means of another router 504 connectiou or other familiar
means, In some cmbodiments, as indicated by FIG. 4, the
second interface 414 interfaces to a private line instead of a
VPN.

The data divider 302 and other controller 300 components
may be implemented using special purpose hardware 308
such as FPGA, ASIC, PAL, or similar hardware, or the con-
troller components may be implemented i software which
configures general-purposc computer hardware 308 (proces-
sof, memory, buses, ¢tc.). In general, controllers will include
a mixture of software 306 and hardware 308 configured to
operate together to perform methods described herein.

In some embodiments, the supplemental security module
310treats 110 data by encryption, imposing an authentication
requitement on the data source and/or destination, water-
marking, digital signing, and/or other protective measures.
Such measures may be hard-coded, or the supplemental secu-
rity mednle may operate in response to a security selection
320 by a user, administrator, or other controller, on a per-
session basis, for instance. The clection of measures to use if
available, and/or the specifieation of minimum acceptable
sets of measures for a given sessicn or a given file, can be
hased cn a pelicy 318 specified hy an administrator and/or an
end user, or it can be hard-wired into the controller by the
controller’s manufacturer. In cne embediment, the encryp-
tion selection 320 allows acontroller’s user to select between
at least two of the following: a symmetric encryption, an
asymmetric encryption, an encryption meeting a DES stan-
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dard, an encryption meeting a United States governmental
cxport standard. The controller may send encrypted data 510
over the first interface and plamtext data 512 over the second
interface, for example, or it may send encrypted data over
both networks with one encryption being stronger than the
other (as measured hy key length, time required for a success-
ful hrute force decryption, or other familiar measures of
encryption strength).

As indicated by FIG. 5, the controller may be part of a
larger system 500 which embodies cr operates according 1o
the present invention. For instance, in some systems the con-
troller 300 is a local controller {e.g., at the top of FIG. 5)
which communicates 104 with a remote controller {at the
hottom of FIG. 5) to identify available secunity measures. The
loeal controller receives from the remote controller a list 516
identifying available security measnres, such as which
encryption algornthms and levels are available, and whether
software 306 is in place to detect data tampering. The local
controller responds 516 to the remote controller with an elec-
tion specifying which security measure(s) to use, or else the
local controller responds with an indication that the available
security measure(s) are inadequate and the data will therefore
not be transmitted through the local controller at this time.

The controller 400 shown in FIG. 4 illustrates some alter-

5 nate emhodiments that will be understood by those of skill

with assistance from the present document. As indicated in
the figures, some components of the controller in FIG. 4 are
special cases of the more general component categories
shown in FIG. 3. The controller 400 is particularly well suited
for efficient secure parallel data transmission. It mcludes an
internet network interface 412 which interfaces the controller
to an internet node; a private network interface 414 which
interfuces the controller to a private network (VPN or private
line); an encryption module 410 which receives dala,

5 encrypts/decrypts the data, and directs encrypted/decrypted

data to the intemet/LAN interface; and a data divider 402
which receives a data unit, divides the data unit into a first
portion and a secend portien, directs the [irst portion to the
encryption module, and directs the second portion to the
private network interface bypassing the encryption module.
The controller 400 may receive a data unit over a LAN inter-
face 404, divide the data unit, encrypt cnly the first portion of
the divided data unit, and transmit the data unit portions at
least partially in paralle! throngh the network mterfaces 412,
414 and henee over the disparate networks.

CONCLUSION

Although particular embodiments of the present invention
are cxpressly illustrated and described herein as methods, for
instance, it will be appreciated that discnssion ol one type of
embodiment also generally extends to other embodiment
types. For instance, the descriptions of data tansmission
methods also help describe controllers 300 for data transmis-
sion and systems 500 with which data is transmitied. It does
not follow thar limitations from one embodiment are neces-
sarily read into another.

Embodiments such as the methods illnstrated or corre-
sponding, systems may omit items/steps, repeat items/steps,
group them differently, supplement them with familiar items/
steps, or otherwise comprise variations on the given
examples. Suitable software to assist in implementing the
invention is readily provided by those of skill iu the pertinem
ari(s) using the teachings presented here and programming
languages and toecls such as C++, C, Java, Pascal, APIs,
SDKs, netwerk protocol stacks, assembly language, firm-
ware, microcode, and/or other languages and tools.
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Headings are for convenience only; information on a given
topic may be found outside the section whose heading indi-
cates that topic. All claims as filed are part of the specification
and thns help describe the invention, and repeated claim
language may be inserted outside the claims as needed.

It is to be understood that the above-referenced embodi-
ments are illustrative of the application for the principles of
the present invention. Numerous modifications and alterna-
tive embodiments can be devised without departing from the
spirt and scope of the present invention.

As used herein, terms such as “a” and “the” and designa-
tions such as “interface” and “dividing” are inclusive of one
or more of the indicated item or step. In particular, in the
claims a reference to an item generally means at least one
such item is present and a reference to a step means at least
onc instance of the step is performed.

The scope of the invention is indicated by the appended
claims rather than by the forcgoing description. All changes
which come within the ineaning and range of equivalency of
the claims are to be embraced within their scope to the full
extentl permitted by law.

We claim:

1. A mcthod of preparing data for transmission, compris-
mg;

obtaining connections to at least two networks which are at

lcast partially in parallel and which diffcr in their respec-
tive security characteristics;

recciving data packets in a first collection of data packets;

receiving data packets in a second collection of data pack-

ets;
treating each of the data packets of the first collection with
a snpplemental security measure which corresponds to a
difference in respective secnrity characteristics of a first
network, namcly, the internet, and a second network,
namely, a private network, wherein the supplemental
security measure for treating a data packet mcludes at
least encrypting data in the data packet according to a
sceurity policy;
submitting the encrypted data packets of the first collection
for transmission over a first path over the internet; and

submitting the data packets of the second collection for
transmission over a second path through the private net-
work, without treating the data packets of the second
collection with the supplemental security measure;

wherein transmission of the data packet collections utilizes
the netwarks, which are at least partially in parallel and
which differ in their respective security characteristics,
and data packets to be transmitted over one of the net-
works have been treatcd before their transmission over
that network with a security measure which is not
applied before transmission to data packets that are to be
transmitted over another network.

2. The method of claim 1, wherein the step of receiving data
packets in a first collection is interleaved with the step of
receiving data packets in a second collection, in that receipt of
at least one data packet of the first collection occurs betwecn
receipt of at least two dala paekets of the second collection,
and receipt of at least one data packet of the second collection
occurs between receipt of al least two data packets of the first
collection.

3. The method of claim 1, whereim the supplemental secu-
rity measure further includes at least one of the following:
user authentication, transmission source authentication, data
watermarking, data tamper-detection, physical security
restricting physical access 1o machines,
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4. The method of claim 1, wherein the supplemental secu-
rity measure includes a particular form of data encryption
which is different than an encryption used on the second
network.

5. The method of claim 1, further comprising tracking at
least one of the following: data throughput, transmission
latency, transmission bandwidth, time required for encryp-
tion of data.

6. The method of claim 1, farther comprising dividing the
data packels between the (irst collection and the second col-
lection at least partly in response to at least one of the follow-
ing: first path load, second path load, first path failure, second
path failure.

7. The method of claim 1, further comprising receiving a
security policy specification from at least one of an admimis-
trator, an end user, and a controller device; and wherein the
treating step is responsive to the security palicy specification.

8. The mcthod of claim 1, further comprising receiving a
revocable security override from at least one of an adminis-
trator and an end user; and wherein while the security over-
ride 15 in effect data packets in the first collection are not
encrypted.

9. The method of claim 1, further comprising receiving
[rom at least two nctworks a group of data packets, resequenc-
g the data packets, and transmitting the resequenced data
packets to an adjacent local area network which is identified
in the packets as their destination.

10. A controller for data transmission, comprising:

components configured for transmission of data packets
utilizing at least two networks at least partially in paral-
lel to efliciently compensate for lower security in one
network, namely:

a first interface to a first wide area network which has a first
set of security characteristics;

a second interface to a second wide area network which has
a second set of security characteristics, the second sef of
security characteristics including at least one distin-
guishing security characteristic that is not present in the
first set of security characterisiies;

a supplemental security module which receives data, treats
the data with a supplemental security measure including
at least encryption in response to a security policy speci-
fication, and directs treated data to the first interface;

a third interface to a local data source, the third interface
capable of receiving data packets, directing some
received packets to the supplemental security module,
and directing other received packets to the second inter-
face bypassing the supplemental security module;

at least one hardware bns connecting at least onc of the
interfaces with the snpplernental security module;

wherein the controller includes software and hardware
configured to operate together to receive data packets
from the local data source, treat only a portion of the
received data packets, and transmit the treated and
untreated data packets at least partially in parallel
through the wide area network interfaces;

whereby transmission of the data packets utilizes the net-
works at least partially in paralle] in a manner calculated
to efficiently compensate for the lower security of the
first network.

11. The controller of claim 10, wherein the controller
handles traffic of at least one of the following types: IP, IPX,
TCF, UDP.

12. The controller of claim 10, wherein at least one of the
following holds: the first interface is configured to interface to
an open public network, the second interface is configured to
interfacc to a virtual private network.
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13. The controller of ¢claim 10, whereiu the controller fur-
ther comprises a network router module.

14. The contreller of claim 10, wherein the controller is a
local controller which is capable of communicating with a
remote controller 1o identify available security measures.

15. The controller of claim 14, wherein the local ecntroller
is capable of receiving from the remote controller a list iden-
tifying available security measures, and the local controlleris
capable of respending to the remote controller with at least
one of the following: an election specitying which security
measure(s) to use, an indication that the available security
measure(s) are inadequate and the data will therefore not be
transmitted through the local controller.

16. The controller of claim 10, wherein the controller is
configured to send cnerypted data over the first iuterface and
to send plaintext data over the second interface.

17. The controller of claim 16, wherein at least one of the
following holds: the first interface is configured to interface to
the internet, the second inferface is configured to interface to
a private network.

18. The controller of claim 10, comprising an encryption
module which is capable of receiving data packets from at
least two wide area network interfaces, identifying encrypted
packets and decrypting them, and the controller is capable of
delivering decrypted data packets to an attached local area
nctwork.

19. The controller of claim 10, further comprising a rese-
quencing module which is capable of receiving data packets
from at least two wide area network interfaces and resequenc-
ing them, and the controller is capable of delivering rese-
quenced data packels lo an attached local area network.

20, The controller of claim 10, wherein the supplemental
security module is configurcd to treat data by at least one of
the following: authentication, and watermarking; and
wherein the supplemental security module is configured to do
so in response to a sccurity selection.

21. The controller of claim 10, further comprising a secu-
rity override, and wherein if the security override is enabled
then the controller is configured Lo nol treat data sent over the
first interface, thereby allowing temporary suspension of
application of supplemental security.

22. A controller for efficient secure parallel data transmis-
sion, comprising:

components configured for transmission of data packets at

least partially in parallel and to efficiently compensate
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for lower internet security while transmitting at least
partially in parallel over the internet and a private net-
work, namely:

an internet network interface which is configured to inter-
face the controller to an internet node;

a private network interface which is configured to interface
the controller to a private network which has higher
security than the intcrmet,;

a supplemental security module which treats data at least
by encryption and which is configured to receive data,
encrypt the data, and direct encrypted data to the inlernet
interface, (he supplemental security module also
capable of receiving data packets from at least two wide
area network interfaces, identifying encrypted packets
and decrypting them, and capable of delivering
decrypted data packets to an attached local area network;

a local area network interface which is cenfigured te
receive data packets, direct a first portion of the packets
to the supplemental security module, and direct a second
portion of the packets to the private network interface
bypassing the supplemental security module;

a power supply;

wherein the controller compensates efficiently for the
lower security of the internet while transmitting at least
partially in parallel over the internet and the private
network, in that the controller includes software and
hardware configured to operate together to receive data
packets locally, encrypt only the first portion of the pack-
ets, and transmit the data packets at least partially in
parallel through the network interfaces.

23. The controller of claim 22, wherein the supplemental
security module is configured to respond to an encryption
selection to allow a user of the controller to select between at
least two of the following: a symmetric encryption, an asym-
metric encryption, an encryption meeting a DES standard, an
encryption meeting a United States governmental export
standard.

24. The controller of claim 22, wherein the controller is a
local controller, in combination with a remote controller
which is confignred to communicate with the local controller
te coordinate security for a data transmission, thereby facili-
tating a secure efficient paralle] data transmission system.

25. The controller of claim 22, wherein the controller fur-
ther comprises a router.

* * * * *






