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Name & Address:

Mark A. Flagel (Bar No. 110635)
355 South Grand Avenue

Los Angeles, California 90071-1560
Telephone: (213) 485-1234
Facsimile: (213) 891-8763

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

SYMANTEC CORPORATION and CASE NUMBER
XTREAMLOK, PTY,

SACV10-01483 JVS (MLGx)
PLAINTIFF(S)
V.

UNILOC USA, INC., UNILOC (SINGAPORE)

PRIVATE LIMITED and UNILOC CORPORATION
PTY LIMITED,

SUMMONS

DEFENDANT(S).

TO: DEFENDANT(S): Uniloc USA, Inc., Uniloc (Singapore) Private Limited,
Uniloc Corporation Pty Limited

A lawsuit has been filed against you.

Within __21 _ days after service of this summons on you (not counting the day you received it), you

must serve on the plaintiff an answer to the attached chomplaint O amended complaint

I counterclaim [ cross-claim or a motion under Rule 12 of the Federal Rules of Civil Procedure. The answer
or motion must be served on the plaintiff’s attorney, Mark A. Flagel , whose address is
355 South Grand Avenue, Los Angeles, California 90071-1560 If you fail to do so,

judgment by default will be entered against you for the relief demanded in the complaint. You also must file
your answer or motion with the court.

Clerk, U.S. District Co

ocT -1 2010 - AMY eAVII&% /

Dated: By:
Deputy\‘%/

(Seal of the Court)

[Use 60 days if the defendant is the United States or a United States agency, or is an officer or employee of the United States. Allowed
60 days by Rule 12(a)(3)].

CV-01A (12/07) SUMMONS
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LATHAM & WATKINS LLP
Mark A. Flagel (Bar No. 110635)
Yury Kapgan (Bar No. 218366)
Dale Chang (Bar No. 248657)

"I 355 South Grand Avenue

Los Angeles, California 90071-1560
Telephone: (213) 485-1234
Facsimile: (213) 891-8763
mark.flagel@lw.com

kapgan(@lw.com
ggfyc.chell)ngg@%v.com

LATHAM & WATKINS LLP

- Dean G. Dunlavey (Bar No. 115530)
650 Town Center Drive, 20th Floor

Costa Mesa, CA 92626-1925
Telephone: (714) 540-1235
Facsimile: (714) 755-8290
dean.dunlavey@lw.com

Attorneys for Plaintiffs
Symantec Corporation and
treamLok, Pty

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

SYMANTEC CORPORATION and
XTREAMLOK, PTY,

Plaintiffs,
V.

UNILOC USA, INC., UNILOC
(SINGAPORE) PRIVATE LIMITED
and UNILOC CORPORATION PTY
LIMITED,

Defendants.

SACV10-01483 JVS (MLGx)

CIVIL ACTION NO.

COMPLAINT FOR

(1) DECLARATORY JUDGMENT
AND (2) MONEY PAID TO
DEFENDANTS

DEMAND FOR JURY TRIAL

LATHAMsWATKINSw
ATTORNEYS AT Law
Los ANGELES 1

COMPLAINT FOR
(1) DECLARATORY JUDGMENT AND
(2) MONEY PAID TO DEFENDANTS
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COMPLAINT
Plaintiffs Symantec Corporation (“Symantec”) and XtreamLok, Pty
(“XtreamLok’) hereby plead against Defendants Uniloc USA, Inc., Uniloc

(Singapore) Private Limited and Uniloc Corporation Pty Limited (collectively,
“Uniloc”) the following claims for Declaratory Judgment and Money Paid to
Defendants, and allege as follows:
PARTIES

1. Plaintiff Symantec 1s a Delaware corporation with a principal
place of business at 350 Ellis Street, Mountain View, California 94043.

2. Plaintiff XtreamLok is a Proprietary Limited Company existing
under the laws of Australia. XtreamLok is an indirect subsidiary of Symantec.

3. On information and belief, Defendant Uniloc USA, Inc. is a
corporation with its principal place of business at 2151 Michelson, Suite 100,
Irvine, CA 92612, and claims to be the exclusive licensee of U.S. Patent No.
5,490,216 (“the *216 patent”), attached hereto as Exhibit A. In various actions, it
has described itself as a Rhode Island corporation and, more recently, a Texas
corporation, as described further below, but in all cases it has alleged that its
principal place of business is the California address noted above.

4. On information and belief, Defendant Uniloc (Singapore) Private
Limited is a limited liability company existing under the laws of Singapore, and
owns all right, title and interest in the 216 patent, subject to Uniloc USA, Inc.’s
exclusive license.

5. On information and belief, Defendant Uniloc Corporation Pty
Limited is a Proprietary Limited Company existing under the laws of Australia. In
a 2002 agreement in which Uniloc licensed the ‘216 patent to XtreamILok,
discussed further below, Uniloc Corporation Pty Limited represented that it “is the
owner of certain proprietary rights” to the ‘216 patent.

COMPLAINT FOR
2 (1) DECLARATORY JUDGMENT AND
(2) MONEY PAID TO DEFENDANTS
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6. All three Uniloc entities previously filed an action in this Court
against Symantec and XtreamLok for infringement of the ‘216 patent, which was
assigned to the Honorable David O. Carter and then stayed pending the resolution
of an arbitration, as explained further below.

JURISDICTION AND VENUE

7. The Court has subject matter jurisdiction over this action and the
matter pleaded herein under 28 U.S.C. §§ 1331 and 1338(a) because the action
arises under the Federal Declaratory Judgment Act, 28 U.S.C. § 2201 et seq. and
the Patent Act of the United States, 35 U.S.C. § 1, et seq. This Court has

supplemental jurisdiction over the state law claim alleged herein under
28 U.S.C. § 1367(a).

8. Venue is proper in the United States District Court for the Central
District of California pursuant to 28 U.S.C. § 1391(b)(2) in that a substantial part
of the acts giving rise to the claim occurred in this District, and all three Uniloc
entities, having filed an action in this District and stipulated to continuing
jurisdiction within this District, are subject to personal jurisdiction in this District.

GENERAL ALLEGATIONS
9. In May 2008, all three Uniloc entities filed an action in the Central

District of California against Symantec and XtreamL ok, alleging infringement of
the *216 patent, unfair competition and breach of contract (Civil Action No. |
CV 08-03574 DOC(MLGXx)). A copy of the Complaint in that action is attached
hereto as Exhibit B. XtreamLok had obtained a license to the ‘216 patent in a
September 2002 agreement, and Uniloc alleged that XtreamLok failed to pay
certain royalties owed under the agreement based on revenue that XtreamLok
received from its customer, Symantec. Uniloc alleged that XtreamLok breached
the agreement, that the agreement was terminated, and that XtreamLok’s
technology infringed its patent. It also alleged that Symantec was liable for

infringement as a result of licensing XtreamLok’s technology and thereafter (in

COMPLAINT FOR
3 (1) DECLARATORY JUDGMENT AND
(2) MONEY PAID TO DEFENDANTS
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1 | May 2005) indirectly acquiring XtreamLok. Symantec and XtreamLok have

2 | consistently maintained that they do not infringe, and that the XtreamI ok

3 || technology was never covered by, the *216 patent.

4 10. In October 2008, the parties agreed to arbitrate the breach of

5 || contract claim, and to stay the remaining claims pending resolution of that
arbitration. Specifically, they stipulated that “once the arbitration of that [breach
of contract] claim is concluded, this matter may be re-activated so that this Court

may address any remaining claims for Patent Infringement and Unfair

O 0 3 O

Competition.” The parties further stipulated that “once the arbitration is

10 || concluded, this Court may determine what, if any, impact the decision in the

11 || arbitration has on the other claims raised in the Complaint,” and that “this court
12 || will retain jurisdiction to decide Uniloc’s claims for Patent Infringement and

13 || Unfair Competition #o the extent that either party contends any claims or issues
14 || remain in accordance with applicable law.” A copy of this Stipulation is attached
15 || hereto as Exhibit C. This Court then ordered a stay pending the outcome of the
16 || arbitration, specifically noting that it “shall retain jurisdiction over Uniloc’s

17 || Patent Infringement and Unfair Competition Claims, and shall re-activate the

18 | matter upon application of the parties upon completion of the arbitration to allow
19 | the continuation of the action as to any claims and issues which either party may
20 | contend remain to be resolved in accordance with applicable law.” A copy of this
21 || Order is attached hereto as Exhibit D.

22 11. The narrow issue to be addressed in the arbitration was whether,
23 | assuming (without admitting) that the accused technology was covered by the

24 || ‘216 patent, the 2002 agreement was breached. If the arbitrator determined that
25 | there was no breach of contract (with the foregoing assumption), then XtreamLok
26 | would have remained licensed to the patent (and Symantec, as XtreamLok’s

27 | customer, would be protected from liability by the patent exhaustion doctrine).

28 | If, on the other hand, the arbitrator determined that there was a breach and

LATHAM&WATKINSw COMPLAINT FOR
ATroRNEYS :LTE:AW 4 (1) DECLARATORY JUDGMENT AND
(2) MONEY PAID TO DEFENDANTS
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termination of the contract (again, with the foregoing assumption), then the issue
of whether XtreamLok and Symantec in fact practiced the ‘216 patent would be
squarely presented to this Court for adjudication. The parties stipulated that the
arbitration would not cover or address the issue of whether the technology was in
fact covered by the ‘216 patent, with that question being reserved exclusively for
Judge Carter’s court. The parties further stipulated that this Court would retain
jurisdiction to resolve the infringement and other issues after the conclusion of the
arbitration.

12. In September 2009, the arbitrator issued her ruling, expressly
noted that no ruling was rendered on the substantive issue of whether the
XtreamLok technology practiced the patent, and held that, in light of the parties’
stipulated arbitration assumption, royalties had been underpaid and, as a result, the
contract had been breached and terminated. She ordered XtreamLok to pay the
Uniloc entities the amount she calculated as the underpayment, with interest.
XtreamLok did in fact pay this award to Uniloc. The payment, however, was
subject to the express reservation by XtreamLok of the right to seek return of the
money, because that money would never have been due and owing to Uniloc if
(and thus was not owing to Uniloc because), as XtreamLok and Symantec have
always contended, the XtreamLok technology is not covered by the ‘216 patent.

13. After the arbitration concluded, rather than return to this Court to
have the remaining issues resolved, on November 30, 2009, Uniloc unilaterally
dismissed the then-pending action, under Federal Rule of Civil Procedure 41(a).
Simultaneously, Uniloc filed an action for infringement of the ‘216 patent against
other defendants in the Eastern District of Texas. In fact, since dismissing the
lawsuit in this Court, Uniloc initiated no fewer than six lawsuits against at least
77 defendants in the Eastern District of Texas, alleging infringement of the
’216 patent.

COMPLAINT FOR
5 (1) DECLARATORY JUDGMENT AND
(2) MONEY PAID TO DEFENDANTS
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1 14. In its latest Texas lawsuit filed on September 14, 2010

2 || (Civil Action No. 6:10-CV-472), Uniloc sued Symantec again for infringement of
3 | the same patent, despite the parties’ earlier Stipulation and this Court’s Order.
After having voluntarily submitted to (and, indeed, affirmatively invoked) this
Court’s jurisdiction, and after stipulating that its infringement claim against
Symantec would be decided in Judge Carter’s court in this District (and where its
headquarters are located), Uniloc simply tried to do an end run around this Court in

favor of a different forum with little connection to either party.

\O o (=)} W B

15. Uniloc’s allegations in the Texas actions are revealing. In the first
10 || three of the Texas actions, Uniloc USA, Inc. (the purported exclusive licensee of
11 | the 216 patent) alleges that it is a Rhode Island corporation, as it had alleged in

12 || this Court in its 2008 action against Symantec and XtreamLok. In the next three

13 || actions, including the one against Symantec, Uniloc USA alleges instead that it is a
14 || Texas corporation. In all actions, however, Uniloc USA admits that its principal

15 | place of business is in Irvine, California. On information and belief, the Texas

16 || corporation was formed in July 2010, only weeks before Uniloc sued Symantec.

17 16. Symantec and XtreamLok file this action to finish what Uniloc

18 || started in this forum. Symantec and XtreamL ok deny that any of their products

19 || infringe or have ever infringed any claim of the 216 patent, and also deny that the
20 || 216 patent 1s valid. Because it does not and has never practiced the ‘216 patent,
21 || and because the patent is invalid in any event, XtreamlLok also seeks the return of
22 || the money paid to Uniloc in connection with the arbitration, which must be

23 || returned upon a finding that, contrary to the assumption utilized in the arbitration,
24 | no valid claim of the *216 patent is or was infringed by the XtreamLok technology.
25
26
27

28
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1 FIRST CLAIM FOR RELIEF

20 - (By Symantec and XtreamLok Against All Defendants)

3 Declaratory Relief Regarding Non-Infringement

4 17. Symantec and XtreamLok incorporate herein the allegations of

5 || paragraphs 1-16.
18. An actual and justiciable controversy exists between Symantec
and XtreamLok on the one hand, and Uniloc on the other, as to the non-

infringement of the ’216 patent.

N=lN < @

19. Pursuant to the Federal Declaratory Judgment Act,
10 | 28 U.S.C. § 2201 et seq., Symantec and XtreamLok request a declaration of the
11 || Court that they do not infringe and have not infringed any claim of the *216 patent.

12 SECOND CLAIM FOR RELIEF

13 (By Symantec and XtreamLok Against All Defendants)

14 Declaratory Relief Regarding Invalidity

15 20. Symantec and XtreamLok incofporate herein the allegations of

16 | paragraphs 1-19.

17 21. An actual and justiciable controversy exists between Symantec
18 || and XtreamLok, on the one hand, and Uniloc on the other, as to the invalidity of
19 || the *216 patent.

20 22. Pursuant to the Federal Declaratory Judgment Act,

21 |28 U.S.C. § 2201 et seq., Symantec and XtreamLok request a declaration of the
22 || Court that the *216 patent is invalid under the Patent Act, 35 U.S.C. §§ 41 et seq.,
23 | including but not limited to sections 101, 102, 103, and 112.

24 THIRD CLAIM FOR RELIEF
25 (By XtreamLok Against All Defendants)
26 Money Paid to Defendants (Common Law)
27 23, XtreamLok incorporates herein the allegations of paragraphs 1-22.
28
LATHAMSWATKINSw . COMPLAINT FOR
ATTORNEYS AT Law 7 (1) DECLARATORY JUDGMENT AND

(2) MONEY PAID TO DEFENDANTS
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24. Pursuant to an award by the arbitrator, XtreamLok paid to Uniloc
royalties allegedly owed under a 2002 agreement, subject to the express condition

that the payment would be returned to XtreamLok were this Court to later

|| determine that the XtreamLok technology did not infringe any valid claim of the -

‘216 patent.

25. Because Xtreaml ok does not and has never practiced the ‘216
patent, and because the patent is invalid in any event, XtreamLok is entitled to a
return of the money that it paid to Uniloc pursuant to the arbitrator’s award,
together with interest as appropriate from the time the payment was made until the
time that it is returned.

PRAYER FOR RELIEF
WHEREFORE, Plaintiff Symantec respectfully requests that the

Court enter declaratory judgment as follows: |

1. That Symantec does not infringe and has not infringed, directly or
indirectly, the *216 patent;

2. That the ’216 patent is invalid;

3. That Uniloc, and all persons acting on its behalf or in concert with
it, be permanently enjoined and restrained from charging, orally or in writing, that
the *216 patent is infringed by Symantec, directly or indirectly;

4. That Symantec be awarded its costs, expenses and reasonable
attorney fees in this action; and |

5. That Symantec be awarded such other and further relief as the
Court may deem appropriate.

WHEREFORE, Plaintiff XtreamLok respectfully requests that the
Court enter judgment as follows:

1. That XtreamILok does not infringe and has not infringed, directly
or indirectly, the *216 patent;

2. That the *216 patent is invalid,;

COMPLAINT FOR
8 (1) DECLARATORY JUDGMENT AND
(2) MONEY PAID TO DEFENDANTS
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1 3. That Uniloc, and all persons acting on its behalf or in concert with
it, be permanently enjoined and restrained from charging, orally or in writing, that
the ’216 patent is infringed by XtreeimLok, directly or indirectly;

4. That Uniloc return forthwith to XtreamLok the money that

XtreamLok paid to Uniloc pursuant to the arbitrator’s conditional award, plus

2

3

4

5

6 | interest;
7 5. That XtreamLok be awarded its costs, expenses and reasonable
8 | attorney fees in this action; and

9 6. That XtreamLok be awarded such other and further relief as the
10 || Court may deem appropriate.

11 DEMAND FOR JURY TRIAL

12 Plaintiffs respectfully demand a jury trial in this action, as to all issues

13 || so triable.

14 | Dated: October 1, 2010
15
16
17

18

19
20
21
22
23
24
25
26
27

28
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5388211 21995 HormbucKle ...... 380/4

[75] Inventor: Frederic B. Richardson, I, 5,390,297 2/1995 Barberetzl ., . 380/4
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[57] ABSTRACT

A registration system allows digital data or software to run
in g use mode on & platform if and only if an appropriate
licensing procedure has been followed. Preferably, the sys-
tem detects when part of the platform on which the digital
data has been loaded has changed in part or in entirety, as
compared with the platform parameters, whesn the software
or digital data to be protected was last booted or run. The
system relics on a portion of digital data or code which is
integral to the digital data 1o be protected by the system, This
integral portion is texmed the code portion and may include
an algorithm that generates a registration number wriique to
an intending licensee of the digital data based on informa-
tion supplied by the licensee which characterizes the lic-
ensee. The algorithm in the code portion is duplicated at a
remote logation on a platform under the control of the
licensor or its agents, and communication between the
intending Jicensce and the licensor or its agent is required S0
that a matching registration aumber can be generated at the
remote location for subsequent communication to the
intending licensee as a permit to licensed operation of the
digital data in a use mode. The code portion can be identical
for all copies of the digital data, The algorithm provides a
registration number which ¢an be “unique” if the details
provided by the intending licenses upon which the dlgorithm
relies when executed upon the platform are themselves
“unique”.

20 Claims, 12 Drawing Sheets
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EXHIBIT A
13



Case 6:11-cv-00033-LED Document1 Filed 10/01/10 Page 16 of 57 PagelD #: 16
( {

U.S. Patent Feb. 6, 1996 Sheet 4 of 12 5,490,216

FROM FIG. 2b

FIG. 2¢

USER TYPES IN
REGISTRATION NUMBER

APPLICATION USES UNLOCKING
ALGORITHM TO CHECK VALIDITY

NO_ vauip YES
?

ALERT DIALOG BOX: USER TOLD

THE REGISTRATION NO. IS INCORRECT Y
AND ASKED TO CALL THE OPERATOR FOR RUN FULL
ASSISTANCE IN CHECKING REGISTRATION VERSION

DETAILS. USER GIVEN 3 ATTEMPTS TO

REGISTER AFTER WHICH THE PROGRAM
AUTOMATICALLY REVERTS TO DEMO VERSION

RUN DEMO
VERSION

EXHIBIT A
14



Case 6:11-cv-00033-LED Document1 Filed 10/01/10 Page 17 of 57 PagelD #: 17
( \

U.S. Patent Feb. 6,1996 - Sheet 5 of 12 5,490,216

FIG. 3

REGISTRATION

NO {KEY) DETAILS EXIST)—YES

IN' APPLICATION
?

DO
REGISTRATION (KEY)
DETAILS MATCH

LOOK FOR DUPLICATE
KEY FILE STORED -
ELSEWHERE ON MACHINE

ENVIRONMENT
?
YES
DOES
DUPLICATE \_ Ygs
KEY FILE
EXlV ‘
?
COPY DUPLICATE
NO KEY FILE INFORMATION
TO APPLICATION
REMOV#E KEY REG!STRAQ%N (KEY) RUh’ FULL
INFORMATION .
et DETAILS MATCH VERSION

ENVIRONMENT
?

Y

RUN DEMO
VERSION

EXHIBIT A
15



Case 6:11-cv-00033-LED Document 1 Filed 10/01/10 Page 18 of 57 PagelD #: 18
( \

U.S. Patent Feb. 6, 1996 Sheet 6 of 12 5,490,216

220

[

[}

NAME:

ORGANIZATION
ADDRESS
CITY

L
l
[
l
ZIP/POST CODE l
{
{
1

COUNTRY
CREDIT CARD/ORDER#
EXPIRE DATE

LAST USER NO. L r— 1~22
SERIAL NO. — 450
PRODUCT NO. 1 i
{

YOUR USER NO. T |27
REGISTRATION NO. | |

FIG. 4

EXHIBIT A
16



Case 6:11-cv-00033-LED Document 1  Filed 10/01/10 Page 19 of 57 PagelD #: 19
{ (

U.S. Patent Feb, 6, 1996 Sheet 7 of 12 5,490,216
37
{ A Y
Jg 38
. Al v Al N

J6
—

34
«Z'f ._E $3d
ENVIRONMENT /PLATFORM I3
ot ' /
30" | MP
32
s xuseluuuntennnnl /
QoooonQoonecy poon

£300000D00ULET puon
C100000aNaES guon
O 0010 £ poon

FIG.5

EXHIBIT A
17



Case 6:11-cv-00033-|zED Document 1 Filed 10/01/10 Page 20 of 57 PagelD #: 20
(

U.S. Patent Feb. 6, 1996 Sheet 8 of 12 5,490,216

52

DAC

Y
70
TV/HI FI

FIG. 6

EXHIBIT A
18



Case 6:11-cv-00033-LED Document 1  Filed 10/01/10 Page 21 of 57 PagelD #: 21
( : {

U.S. Patent Feb. 6, 1996 Sheet 9 of 12 5,490,216

PLAY

|

FIRST PIECE OF ENCODED
INFORMATION IS BROUGHT
INTO CONTROLLER INCLUDING
A PRODUCT IDENTIFIER.

PRODUCT REGISTERE
FOR USE
?

ALLOWS ACCESS TO
DEMONSTRATION RECORDINGS
THAT ARE NOT ENCRYPTED.

YES

DEMO OR “\DEMO

BUY
?

BUY

REGISTRATION DATA
ENTRY eg: PAYMENT

DETAILS AND
PERSONAL DATA

!

COMMUNICATION
WITH REGISTRATION
SERVICE PROVIDOR

+ STORE REGISTRATION Y
SUPPLY OF NUMBER IN WRITABLE ALLOWS ACCESS
REGISTRATION »| MEMORY OF LOCAL | TO DAC AND
NUMBER TO CONTROLLER AND DECRYPTION
CUSTOMER WRITABLE STORAGE ENGINE
AREA OF SMART CARD.

FIG.7

EXHIBIT A
19



Case 6:11-cv-00033-LED Document 1 Filed 10/01/10 Page 22 of 57 PagelD #: 22
( (

U.S. Patent Feb. 6, 1996 Sheet 10 of 12 5,490,216

REMOTE REGISTRATION
DATABASE LOCATION

INTERNAL
J9  BONDy 58 67 62
PROGRAM DATABASE

\. A, ¥
Y A4

!

!

|

!

|

I

|

l

l

'$ &
I /53
|

|

!

I

|

!

!

Y Y

!
!
!
|
]
1
I
# |
!
!
I
!
!
!
l
E

EXECUTE ON PLATFORM

l
|
I
|
|
|
|
|
|
|
!
!
!
l f———L-
|
I
l
I
!
l
!
l
|
I
|

EXECUTE ON PLATFORM

]
|
E .
|
|
|
]
|
|
|
|
|
]
D
LOCAL REMOTE |
LICENSEE LICENSEE r
UN;%UE UNIQUE :
D. — 1.D.
GENERATOR * ' GENERATOR f
| | |
66 [ | |
Y @ I ! I
! i I
PROGRAM

| SUBSET A I 55 }
| (DEMO) by ;
| Ot MODE _; [ REG. I
: P SWITCHER ; : NO. :
| FULL | | !
| PROGRAM 69 | r j
I 70 @ ! I |
| [ PLATFORM L |
, UNIQUE | [ 3
l LD | | i

| |GENERATOR f |
b e N L

EXHIBIT A

20



Case 6:11-cv-00033-LED Document1 Filed 10/01/10 Page 23 of 57 PagelD #: 23
( (

U.S. Patent Feb. 6, 1996 Sheet 11 of 12 5,490,216

VARIABLE SYSTEM
KEY PORTION INFORMATION

72 71 774

’ \f ﬁ/

SERIAL NO.

67

/

~+ PRODUCT NAME

65

J/

.+. CUSTOMER
; INFORMATION

2

—+ / PREVIOUS USER

IDENTIFICATION

66

/

REGISTRATION
NUMBER

|

FIG. 9

EXHIBIT A
21



Case 6:11-cv-00033-LED Document1 Filed 10/01/10 Page 24 of 57 PagelD #: 24
- (

U.S. Patent Feb. 6, 1996 Sheet 12 of 12 5,490,216
>
2
x 52
e .
O
3 =

r
% | N
5 < Ny
| N
A T
%Q
[& T +
o °
7
I3
// | A !
T FE
i@i:::;’ : A “~
] 11 ‘
- |
|

(;——dﬁ!tﬂ:_‘h.

80

] ‘] -
o o
RN 1 I : ‘5 N
) N L Y
AR
», —1 7 |.
!
I
|
J

EXHIBIT A
22



{

\

Case 6:11-cv-00033-LED Document1 Filed 10/01/10 Page 25 of 57 PagelD #: 25

(

N

5,490,216

1
SYSTEM FOR SOFTWARE REGISTRATION

BACKGROUND OF THE INVENTION
1. Field of the Invention

2

¢closes a computer software security system which relies for
its security on a “machine identification code unique to the
machine™ upon' which the software 1o be protected is to be
Tun. Again, the disclosure is limited to identification of the

P . : 5 platform and there is no suggestion or contemplation of
so&;;nggg&ﬁaﬁ?gﬁﬁmﬂgﬁ gsitglx;:ofg linking platform identification with enique user identifica-
ments in arrangements where software is transferable by OB . -~
media such as magnetic disks, CD ROMS and the like, Also this arrangement does not allow the flexibility of
2. Description of the Related At transfer of copies of the program from platform to platform
. Description of the Related 4 . . ., 10 which can be run in a demonstration mode.
Much commercially available software is provided at time It is an object of the present invention to address or reduce
of purchase. (or license) on 2 magnetic media, typically 2 the above-mentioned disadvantages.
floppy disk. Frequently the only security feature attached to Definitions
the software is a simple registration number stored on the Throughout this specification the term “software” is to be
media. This registration number identifies that particulat 15 interpreted broadly so as to include all forms of digital data
copy of the software and it is often required at the time of  which are executable on a platform (as to be later defined),
installation of the software onto any given computer that the  The digital data comprising the sofiware can, for example,
mstallc:.rmustp.mwde {hﬁ registration number independently be code comprising a word processing program adapted to
to the installation routines. run on a PC or the like. The software can also, for example,
However, such simple security arrangements for the dis- 20 be digital data stored on a CD ROM adapted for playback as
tribution of software on media suffer from at lest two music on a CD ROM zudio drive. The digital data can be
disadvantages: (1) each copy of the software made on any displayable information or information which is otherwise
given media at the lime of manufacture must include an usable by a licensed user.
individual, urique number, programmed into the media, and Thronghont this specification the term *platform” denotes
(2) this arranigement does not prevent copying of the soft- 25 an environment 10 be associated with a computing device
ware, once installed on any given computer, to another such as a mictoprocessor or other data processing device
computer by means of file transfer (as opposed to reinstal- which permits execiition of the digital data (1o which refer-
lation). ence has previously been made in relation to the term
WO 92/09,160 to Tan Systems Corpotation discloses a  “Software”) whereby the computer can perform functions on
registration system which is relatively sophisticated which 30 input and output devices associated therewith,
relies for its security on a requirement that an intending ~ In some circumstances, the “software” or digital data may
software licensee must obtain from a remote location by file  itself be the operaling system environment. Typically, but by
transfer significant and essential portions of the program 1o means exclusively, examples of operating system envi-
which the licensee desires to execute. The arrangement  ronments include the MicroSoft DOS operating system, the
disclosed in WO 92/09,160 suffers from a pumber of defi- 35 IBM 0S8/2 operating system or the Macintosh System 7
ciencies including: environment. In nge degenerate case of microcontrollers
: . o1 i operating from ROM, the operating system environment
a g;i;zils ﬁgﬁ:ﬁ &?ﬁiﬁ%@?ﬁ@eﬁf&ﬂi may ’bF the microcode of the microcqntroncr which enables
shell prior to distribution of the shell program; the microcontroller to execute machine code.
. . h 40 In this specification, “use mode™ refers to use of the
b. the shell program is oL, ftself, a functional program-— digital data or software by its execution on 4 platform so as
that is, it does not include all of the code which the | %161 the celler'sflicensor's obligations in relation 1o the
intending licensee wishes to exccute. That program 1o o Jicense of the right to execite the digital data or
must be obtained remotely with all the delays, incon-  (oquace 3 the use mode, The use mode s to be distin-
veniences and possibilities of corruption duning transit 45 suiched from what might generally be termed unlicensed
that that entails; . . modes of operation (which is not to say unauthorized modes
¢. the prior art system appears to require and indeed, vl of operation) as typified by the demonstration modes later
on, encryption to ensure that the program material  gescribed in this specification.
which is communicated from a remote location is not
in;tgrccpxed for utilization in an unavthorized manner; 5o SUMMARY OF THE INVENTION
d. it is unclear whether the system can accommodate and I broad terms, the system accordiag to the invention is
react appropriately to the situation where the program, ~ designed and adapted to allow digital data or softwae to run
once registered, is transferred in its entirety from one  in 2 use mode on a platform if and enly if an appropriate
platform to another 50 as to avoid the requirement for 55 licensing prpcedme has been fol]owe@, In particular forms,
payment of a further registration fee. the system includes means for detecting when parts of the
US. Pat. No. 4,796,220, assigned to Pride Software  platform on which the digital data has been Joaded has
Development Corporation, discloses a system for unigue ~ changed in part or in entirety as compared with the platform
recognition of a platform on which licensed softwarc istobe ~ parameters when the software or digital data to be protected
executed. However, U.S. Pat, No. 4,796,220 does not con- 60 Was for example last booted or run or validly registered.
template or disclose utilization of information which is The system relies on digital data or code which forms part
unique to the user or intended licenses as part of the of the digital data to be protected by the system. This portion
registration process which is to be distinguished from iden- of the digital data which preferably is integral to the digital
tification of the platform upon which the software is pro- data to be protected has been termed the “code portion™
posed to be run. 65 elsewhere in this specification. The code portion includes an
U.S. Pat. No. 4,688,165 to Joshi broadly discloses the algorithm adapted to generate a registration number which is
same principles as U.S. Pat. No. 4,796,220 in that it dis- unigpe to an intending licensee of the digital data based on
EXHIBIT A
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information supplied by the licensee which characterizes the
licensee.

"The algorithm in the code portion is duplicated at axemote
location on a platform under the control of the licensor orits

agents and communication between the intending licensee 5

and the licensor or its'agent is required so that a matching
registration number can be generated at the remote location
for subsequent communication to the intending }icensee as a
permit to licensed operation of the digital data in 4 use mode.

Preferably, the code pontion is integral with the digital 10

data and ¢an be identical for all copies of the digital data. It
is the algorithm embedded. within the code portion (and
which is duplicated at the remote Jocation} which provides
a registration number which can be “unigue” if the infor-

mation provided by the intending licensee upon which the |

algorithm relies when executed upon the platform is itself
“gnique.” .

In any event, in particular preferred forms, a serial num-
ber (see further on) is included in the registration number

generation algorithm which introduces an additional level of 4

oniqueness into the registration number calculation process.

Accordingly, in one broad form of the invention there is
provided a system for licensing use of digital data in a use
mode, the digital data executable on g platform, the system

including local licensee unique TD generating means and 25

remote licensee unique ID generating means, the system
further including mode switching means operable on the
platform which permits use of the digital data in the use
mode on the platform only if a licensee unique ID generated

by the local licensee unique ID generating ‘means has 30

matched a licensee unigue ID generated by the remote
licensee unigue ID generating means.

Preferably, the systém further includes platform unique
ID generating means, wherein the made switching means

will permit the digital data to yun in the use mode in 35

subsequent execution of the digital data on the platform only
if the platform nnique ID has not changed.

Preferably, the mode switching means permits operation
of the digital data in the use mode in subsequent execution

of the digital data only if the licensee unique ID generated 40

by the local licensee unigue 1D generating means has not
changed.

Preferably, the mode switching means includes part of the
digital data,

Preferably, the remote licensee unique ID generating
means comprises software which includes the algorithm
utilized by the local licensee unique ID generating means to
produce the licensee unique ID.

Preferably, the information utilized by the local licensee 50

unique ID generating means to produce the licensee unique
ID comprises prospective licensee credit card nurnber, date
of birth and full name and address.

Preferably, the platform unique ID generating means

forms part of the digital data. 55

Preferably, the platform unique ID geperating means
utilizes hard disk information aud/or other computer hard-
ware or firmware information to determine the platform
unique ID.

Preferably, the platform comprises a eomputer operating
system environment.

Preferably, the digital data comprises a software program
adapted to run under the operating system environment.

In a further broad form of the invention, there is provided 65

a security routine or registration means attachable to soft-
ware to be protected, the registration means generating 2

45

4

security key from information input to the sofiware which
uniguely identifies an intended registered user of the soft-
ware on a computer on which the software is to be installed.

Preferably, the security key is generated by a registration
number algorithm.

Preferably, the registration number algorithm combines
information entered by a prospective registered user unique
to that user with a serial number generated from information
provided by the environment in which the software to be
protected is to run (¢.g., system clock, last modify date, user
name).

Preferably, the registration means is replicated at a reg-
istration authorily and used for the purposes of checking by
the registration authority that the information unigue to the
user is correctly entered af the time that the security key is
génerated by the registration means.

Preferably, the registration means checks at the time of
boot of the software as to whether it is a first boot of the
sofiware to be protected or a subsequent boot. If a subse-
quent boot is detected, then environment and user details are
compared to determine whether the program xeverts to a
demonstration mode and a new user registration procedure
is to commence, or a full version rur.

Preferably, the environment details comprise one or more
of disc volume name, user name or computer, initialization
date of hard disk, hardware identifier (e.g., ROM checksum)
or other elements which are generally not user-configurable
on the platform,

In a further broad form of the invention, there is provided
a method of control of distribution of software, the method
comprising providing mode-switching means associated
with the software adapted to switch the software between a
fully enabled mode and a partly enabled or demonstration
mode; the method further comprising providing registration
key generating means adapted to generate an enabling key
which is a function of information unique to an intending
user of the software; the mode-switching means switching
the software into fully enabled mode only if an enabling key
provided to the mode-switching imeans by the intending user
at the time of registration of the software has matched
identically with the registration key generated by the regis-
tration key generating means.

Preferably, the enabling key is commumicated to the
intending nser at the time of registration of the software by
a third parly operating a duplicate copy of the registration
key generating means.

In yet a further broad form of the invention, there is
provided digital data incorporating regisiration code, the
digital data executable on 4 platform; the registration code
comprising a portion of the digital data executable on the
platform so as to switch the digital data between a demon-
stration mode and a use mode.

Preferably, the registration code when executed on the
platform provides local licensee unique ID generating means
whereby the digital data can be switched from the demon-
stration mode to the use mode by execution of the registra-
tion code only if a licensee unique ID generated by the local
Hcensee unique ID generating means has matched a licensee
unique ID generated by remote licensee unigue ID gener-
ating means.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will now be described with
reference to the accompanying drawings wherein:
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FIG. 1 is a schematic diagram of the relationship and
interaction between an intending registered user and a
registration anthority of software on media secured accord-
ing to 2 first embodiment of the invention;

FIGS. 24, 2b and 2¢ are segments of a flow chart of the
procedure to be followed during registration of software by
a user according to a first embodiment of the invention;

FIG. 3 is a flow chart of alternative bool processes
according 10 a sccord embodiment of the invention;

_ FIG. 4 is a personal information dialogue box relating to
the procedure of FIGS, 2a; 25, 2¢ in accordance with a third
emboediment;

FIG. § is a schematic diagram of a system according to a
fourth embodiment of the invention;

FIG. 6 is an implementation of the fourth embodimeéat of
FIG. 5 in relation to a CD ROM drive;

FIG. 7 is a logic flow chart in relation to the decoder box
of FIG. 6;

FIG. 8 is a block diagram of a generalized system
according to a fifth embodiment of the invention;

FIG. 9 is & block diagram indicating one particular
example of generation of a registration number for the
system of FIG. 8; and

FIG. 10 is a schematic diagram of a sixth embodiment
comprising a particular example of the generalized system
of FIG. 8.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

It is to be understood that, in its various embodiments, the
present invention is for the proteciion of digital code/
software by control of permission to vse the digital code/
software. A hardware platform and a remote registration
station implemented at least partially by means of electronic
hardware are reguired by the various embodiments.

The code/software to be protected requires 4t least some
adaption to be usable with the invention in its various
embodiments. The adaptation can be universal for all copies
of the code/software to be protected.

First Embodiment

With reference to FIGS. 1 and 8, the system according to
embodiments of the invention is designed and adapted to
allow digital data 39 or software to run in 2 use mode on a
platform 31 if and only if an appropriate licensing procedure
has been followed. In particular forms, the system includes
means for detecting when paris of the platform 31 on which
the digital data 39 has been loaded has changed in part orin
entirety as compared with the platform parameters when the
software or digital data to be protected was, for example, last
booted or run or validly registered.

The system relies on digital data or code 38 which forms
part of the digital data to be protected by the system. This
portion of the digital data, which preférably is integral to the

10
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The algorithm in the code portion is duplicated at a remote
location on 4 platform 67 under the control of the licensor or
its agents, and communication between the intending lic-
ensee and the licensor or its agent is required so that a
matching registration number or enabling key can be gen-
erated at the remote location for subsequent communication
10 the intending licensec as z permit to licensed operation of
the digital datd 39 in a use mode.

Execution of the duplicated code portion on platform 67
comprises, in this instance, the remote licensee unique ID
generating means.

Mode switching. means can comprise execution of the
code portion which additionally performs a comparison of
the locally and remotely generated registration numbers.

Preferably, the code portion 38 is integral with the digital
data and can be identical for all copies of the digital data, It
is the algorithm embedded within the code portion {and
which is duplicated at the remote location) which provides
a registration number which can be “unique” if the infor-
mation provided by the intending licensee upon which the
algorithm relies when executed upon the platform is itself
“nnique”,

In any event, in particular preferred forms, a serial num-
ber (see forther on) is included in the registration number
generation algorithm which introduces an additional level of
unjqueness into the registration number calculation process.

With particular reference to FIG. 1, a program comprising
digital data protected according to a first embodiment of the
invention is supplied recorded on a magnetic disk 10.

Included as part of the software on that disk 10 is a
registration and re-registration routine which executes
whenever the program protected by the arrangement of the
first embodiment “boots™.

With reference to FIG. 1 and FIGS. 24, 2b and Z¢, the
operation of the security routine will be described on the
assumption that the program on the disk 10 protected by the
registration routine has not been registered on the platform
or is otherwise being loaded for the first time.

The prospective new user 11 inserts disk 10 into the user
PC 12 50 as © be read by PC 12,

As part of the software installation procedure, the Tegis-
tration routine is activated causing a series of dialogue boxes
to appear on the display 13 of the user PC 12. Having
checked to ensure that the software has not previously been
registered on the PC 12, a dialogue box A (in FIG. 2a) is
displayed which provides the user with a choice of either
seeing a demonsiration of the software (which typically has
features such as save and/or print disabled) or alternatively
an inyitation to register ownership/licensee of the sofiware
(after which all features of the software are made available
to the user). i

1f the register option is selected or if the user cancels the
demonstration in favor of registration, then a contact dia-
logue box B (in FIG. 2a) is presented on the display 13
which provides a list (stored on disk 10 as part of the
registration routine) which provides for example, names and
contact numbers of the software publishing company
together with other general product information.

digital datato be protected, has been termed the code portion 60 Following the user’s indication of agreement during dis-
38 elsewhere in this specification. The code portion 38 play of license details (box B1) to proceed to register, the
includes an algorithm adapted to generate a registration user can contact the registration center after filling out the
number 66 or local licensee unique ID or registration key registration dialogue box C as detailed below. Afier selecting
which characterizes the licensee. In this instance, the local “continue”, the registration routine begins the first step in the
licensee unique ID generator which generates the registra- 65 generation of a security key which will be unique to the
tion number comprises the exccution of code 38 on current copy of the software and to certain features of the
platform 31. environment in which it runs.
EXHIBIT A
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As shown in FIG. 2b, the first step in the generation of the
security key comprises the generation of a serial number
generated from the current time on the system and, in this
example, the last modify date of the software 'and other

information from the computer environment. The serial 5

number is encrypted and rearranged and then presented as a
number in the registration dialogue box on the display 13.

The registration dialogue box C (in FIG. 2b) prompts the
user for details unique to that user (including, for example,

name, company, address, state, contact number) together i0

with financial details for payment for the purpose of becom-
ing a registered user of the software protected by the
registration routine (for example Mastercard or corporate
account number details). This information, unique to the

user, 1§ passed through a registration number algorithm 14 15

(represented  symbolically in FIG. 1) which generates a
regisiration number or security key from the information
unique to the user together with the serial number previously
generated, The registration nuinber or security key is niot

made available 1o the user of the PC 12 by the PC 12. 20

An identical registration number algorithm 14 resides on
the registration anthority PC 15. As an integral part of the
registration procedure, the prospective new user 11 commu-
nicates the information unigue to the user which was entered

by the user on the user PC 12, along with the serial number 25

generated by the user’s algorithim, to the registration author-
ity 16. The regisiralion apthority feeds this information into
the registration authority PC 15 wherein the registration
number algorithm 14 should produce an identical registra-

tion number or security key to that produced by the user PC 30

12 if the details communicated to the regisiration authority
by thie prospective new user 11 ‘match with the details that
have been entercd on the user PC 12. Optiotially, the user
can communicate the information to the regisiration author-

ity electronically, e.g., by fax or modem or tone phone. 35

As a final stage in registration (refer. to FIG. 2d), the
registration authority 16 provides the registration number
generated by the registration anthority PC 15 to the user 11.
The user I1 enters the registration number into the user PC
12 where the registration routine checks to see whether the
entered registration mumber maiches the calculated registra-
tion number. If the two match, then a valid registration has
taken place and access is provided by the registration routine
to a full operatmg version of the software protected by the
registration routine. 1f there is no imatch and 2 preference file
(which siores the user details) does not exist then adla]ogue
box D (FIG. 2c) appears on the display 13 of user PC 12
providing the prospective new user 11 with the opportunity
to check hisher details or switch to the demonstration
version of the software protected by the registration rontine.

Apgain, the registration authority PC 15 caa provide (o PC
12 the registration number which it generates by electronic
means such as modem communication.

It will be evident that it is not obvious to the prospective s5

new user 11 that the registration number which unlocks the
full version of the software protected by the registration
routine is, in fact, generated from an algorithm residing on
the magnetic disk 10 and that it forms part of the software

to which access is desired. 60

In this manner, the registration procedure ontlined above
ensures that exactly the same details entered by the prospec-
tive new user on histher user PC 12 are those details
recorded by the registration authority 16. It will also be

evident that the procedure does not require each magnetic 65

disk 16 containing a copy of the software to be protected to
have a unique registration number recorded on the disk at the

8

time of distribution of the disk. Each copy has exactly the
same regxst:auon number algorithm located upon it. A
unique registration number or “security key” is gencrated
only at the time of registration from the details supplied by
the prospective new user 11,

The registration routine behaves generally as follows
where any copy of the protected software boots. In this
situation, the registration routine checks at the time of boot
1o see what registration details are present for that particular
copy of the software. If no details are present, then it is
assumed that the PC is booting from 2 newly distributed
magnetic disk and registration is to occur for the first time.
The registration procedure in that case is that followed in
respect of FIGS. 2a, 2b and 2¢.

In the event that registration details are present, then the
registration routine checks a number of parameters which
are expected to be unique to the environment in which the
software 10 be protected operates. In this embodiment, the
parameters checked are hard disk volume name, user name,
and computer name and nser password and hard disc ini-
tialization date (not generally user configurabje on the Apple
Macintosh computer). The registration rouiine then checks
these parameters against the cosresponding details that it
finds from the opemﬁng environment of the computer on
which the software is running, If 2 designated combination
of these details matches then it is assumed that a properly
authorized and registered copy of the sofiware is running
and full access to the software i alfowed.

In this manner, it is quite in order for users to provide
other uscrs with copies of the softwate protected by the
security routine. The security routine attached to the soft-
ware 10 be protected determines from the environment in
which it operates whether an additional registration fee is
required. If it is determined by the registration routine that
this is the case, then the registration routine has the capa-
bility to provide a fresh registration number as part of an
authorized registration procedute pending which the pro-
tected software reverts to demonstration mode.

Second Embodiment

(Auto re-registration) _
According to a second embodiment, a more sophisticated
procedure suitable for checking at first boot and at subse-

. quent boot is shown in flowchart form in FIG. 3.

This procedure incorporates redundancy to cope with

situations where the key file containing the information from
which the current use has been authorized may have been
deleted or does not exist on a subsequent boot.
_ The distinction as against the first embodiment is that a
“key file" i3 created at the tirne of registration of the software
and a duplicate key file is also created at the same time. The
duplicate key file is arranged to be stored on the computer
4t a Jocation separate from the program to be protected. In
the case of the Apple Macintosh computer the duplicate key
file can be stored in the “system™ folder,

Both the key file (stored with the software) and the
duplicate key file are encrypted and both contain identical
information. The information contained comprises:

1. The user registration details including the serial num-

ber,

2. The environment details of the computer, and

3. Details of the application protected by the security

routine for which registration is to be or has been
obtained.

With reference to FIG. 3, whenever the protected appli-
cation boots, a check fs made by the registration routine to
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determine whether registration details exist in the key file of
the protected application. If they do, a comparison is made
by the registration routine between what is stored in the key
file and the environment to determine whether a change has

10

platform. The serial number 50 generated by the self-
serialization process can be a required input to the registra-
tion algorithm from which the registration number is gen-
erated. Clearly, the serial number 50, as determined and

taken place to the environment as compared with whatis 5 displayed 1o the user, will then be required to be commin-
stored in the key file. If no change is detected, then the nicated to the registration autherity for input to the regis-
protected application is permitted to run normally. tration authority’s registration number generating algorithm.

If there are no registration details present in the key file or It will be ohserved that a serial number 50 generated in

p g
if the above-referenced comparison between the key file this manner is likely to be displayed as a different number on
contents and the application does not show a match, then the 10 each platformi on which the software to be protected is to be
re-registration routine of FIG. 3 locks for the existence of 2 run and comprises a randomized input to the registration
duplicate key file within the environment. If a duplicate key algorithm which is determined and determinable only at the
file exists, then the information contained within that dupli- time of registration.
cate key file is copied to the application key file and
comparisons as previously described as between the key file 15 Fifth Embodiment
details and the ehvironment and application are made. If the . ., . .
comparison is positive, then the protected application is With rciference to FIG. 5, there is shown in schematic
allowed to run normially. If the comparison proves negative, ~ or0 2 microprocessor 30 a‘:.apteg;o operate under lan
then the protected application is permitied to run by the ggfransngﬁsygtggmnﬁon.a pl%;: grm 53‘:1}[;5' f‘;‘;;‘ami’;i
registration routine in demonstration mode only. If a dupli- 20 a1 cro 01 vels Oh}; h?"‘n‘l"’s ystem 7, bae Pd orm
cate key file is found not to exist at all and the intefnal key ows relatively high level commands to be used to cause
file, if present, brings a negative result, then the protected the microprocessor 30 to interact with input/ontput devices
application is allowed to run in demonstratior: mode only. ;“Ch as keybo‘;lird 3233"&3‘]’&3;’;0;25?3““ 34, memory

This arrangement provides improved durability for the 5 and magnetic or Sk 26. .
registration routine in the sense that it is less likely that the 25 By way of example a word processing program compris-
protected application will be caused to run in demonstration g a length of code or digital data 37 has been copied onto
mode for incorrect réasons. disk 36.

The digital data: 37 includes registration code portion 38
Third Embodiment and use code portion 39.
30 The digital data 37 is arranged in such 2 way that when
Tracking System _ . micropro%e‘ssor 30 secks to mﬁﬁ: execute the digital data 37

With reference to FIC. 4, a modified form of the dialogue by way of operating system or platform 31 the digital data
box C of FiG. 2b is shown which includes provision for comprising the registration code portion 38 is cansed to
entry of “your user number” in box 21. ) ] execute first in a manner previously described in reference

Atmthe ttillmeba prospective ne‘Zhusgfalenms gh;yhéf{gm 35 1o the first embodiment of the invention. The execution of
into the other boxes comprising the dialogue box C, thereis  he digital data comprising the registration code portion 38
an option for the user to enter auser number intobox 21. The 5 co;i'luncﬁon wimp?hfe ;(gq;w.minz1 system or pll?a(t:)fofm 31
user number is prt-gvﬁd by ﬂc:g regis{rattor; auﬂmlnftgh Mboas comprises a mode switcher which will permit the micropro-
a number unique to that particular registered user. If the box cessor 30 to execute the use code portion 39 of digital data
21 has the user number details inserted info it, then the 40 37 only in a demonstration mode unless and until Tegista-
registration routine, When the next copy of the prolected tion jnvolving reference to an external registration authority
application is made, will transfer the user number details s first completed successfully. This registration procedure is
frﬂmbeX 121}1 tgl)mthel;zzst naer number” box 22. 23 w;ﬁé? as previously described with reference to the first embodi-
transfer will { pl wheén next a copy 18 made of the ment.
protecied application if and only if the person wishing to 45 3. digital data 37 can comprise, for example, a word
register the Tiext copy enters their user number details in box processing program such as Wordperfect 6.0 available from
21. If they do nat, then the last user mumber fleta:ls n box Wordperfect Cosporation. The registration code portion 38 is
22 remam as ’befOI.G. In'ﬂns mﬁf, a trackmg System 18 integral with the digital data 37 compﬁsing the word pro-
available to thie registration aunthority in the form of a txee cessing program. The registration code portion 38 includes
where any given copy is identified by its ancestry based ml’ 5 the algorithm for calculation of the registration number zs
carrent and previous user number as entered into boxes 21 previougly described in respeet of other embodiments of the

g invention.
Self-Serialization ' ", . o .

In a particular embodiment, a process termed “self-seri- ﬂi::ylll}befappre r{xatcii that thzfreﬁgllsu'a;txgn code dl;*?{tl;? 33:1
alization” can be utilized to produce the serial number 50 55 37 g’ ¢ly 1orms simply apdart and thes:l)x diar§t:Ird 3137 a'lI
which is displayable to the userlicensee as illustrated in to be protected/registered and that the digital data 37 wi
HIG. 4 be or'can be identical for all copies of the word processing

S i e d. The registration code portion 38 allows

The serial number 50 is disguised by use of a random or  PrOSram produce T COLS
pseudorandom number input to the algorithm which gener- ?‘élf“?gﬁ;lmkﬁ h.»zexgad«;‘bet\::gr:ome d{ﬁgf dagg:;g,‘;;“
ates the serial number at the time of first boot of the software 60 i;!aywof in?ﬁalogxecu?;o;w:f . co‘;s;‘ of ‘;}ge‘ igia) daé
e e et T SOc I g o o porio .
cess, can be generated by a random number routine forming With reference to FIGS. 6 and 7, a specific realization of
part of the registration software or it can be gencrated by the  the fifth embodiment will be described.
registration software with reference to data which is avail- 65 With particular reference to FIG. 6, a decoder 51 is
able in & widely varying fashion on the platform on which interposed in the datapath from the CD in CD player 52 and
the software is Jocated—for example, a time reference on the 2 digital-to-analog converter 53, The digital-to-analog con-
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verier 53 is the device by which digitally encoded musical
or video information residing on-CD ROM 54 is converted
to analog form suitable for playback on current mass pro-
duced television sets (video) or hi-fi sets {(andic).

The decoder 51 comprises part of the platform upon 3

which the digital data 37 is executed and includes means to
interpret the code portion 38 of the digital data 37 whereby
the registration system is implemented such that the digital
data 37 and, more particularly, the use code portion 39 of

that digital data 37 éan be executed on the platform in a use 10

mode only if the registration procedure to which reference
has been made in respect of previous embodiments has been
performed.

The registration code portion 38 can inclede a preview or
demonstration related to a subset of the balance of the digital
data on the CD 54 which can be executed by the platform
without license.

‘The decoder 61 includes LCD display 58 and keypad 56

whereby the licensee can enter information via keypad 56 ,,

and receive information via the LCD display 55 for the
purpose of the registration procedure.

In addition a smart card (SRAM] 57 is receivable by the
decoder 81 for the purpose of customizing or amending

operation of the decoder 51. 25

With reference to FIG, 7, the registration procedure
following insertion of CD 54 into CD player 52 is as follows.
The user operates the play control and decoder 51 reads from
CD 54 code portion 38 of digital data 37 located thereon and

executes this code so 4s to determine whether the digital data 30

is already licensed for the platform. If not; a demionstration
is communicated via digital4o-analog converter 63 whilst
the user deterinines whether to register as a licensee of the
digital data 37 in the manner indicated in the flowchart of

HG. 7. 35

Sixth Embodiment
With reference to FIG. 8, there is shown a block diagram

of a system according to a further embodiment of the 40

invention which is to be read in the coniext of the earlier
generalized description in respect of FIG, 1.

The system illustrated in FIG. 8 operates in the manner
gencrally describied in respect of previous embodiments and
as generally outlined in the diagram. In the context of the
block C illustrated in FIG. 4, and with reference to FIG. 9,
the algorithm, which generates the unigue user identification
and which is resident both as the registration code portion 38
in digital data 37 integrally bound to use code portion 39 for
execution on local platform 31 and also as remote algorithm
61, is attached 1o registration database program 62 for
execation on the remote platform 63.

"The algorithm, in this embodiment, combines by addition
the serial number 50 with the sofiware product name 64 and
customer information 65 and previous user identification 22
to provide registration number 66.

As discussed earlier, all of the items (o be summed,
namely items 50, 64, 65 and 22 must be communicated to

the remote licensee unique II) generator 67 by the intending ¢

licensee whereby algorithm 51 causes the production of 4
registration number 66 which matches identically with the
locally produced registration number. When mode switcher
68 verifies the match, then the mode switcher 68 allows

execution on platform 31 of the full nser program 39. 65

Prior to allowing execution -of the full program, mode
switcher 68 will also check whether platform ID 69 has

50

55

12
changed as provided to it by platform uniqie ID generator
70.

In this embodiment, serial number 50 is comprised of two
components, namely system information 71 and a variable
key portion 72. The vadable key portion 72 provides the
characteristic of self serialization described earlier in the
specification and, in this embodiment, is generated at the
time of registration on platforin 31 by reference to 4 variable
platform parareter, in this case reference to system time
information; although other parameters which are variable
can be utilized in other embodiments.

System information 71 can faclude information which
identifies the hardware comprising the platform 31 on which
the user program 39 is to be execated such as, for example,
CPU number (where available), or unique parameters asso-
ciated with the firmware in use. The system information,
optionally, can further include system configuration infor-
mation such as amount of memory, type of processor elc.

It will be noted, therefore, that serial number 50 will
appear 1o an intending licensee when it appears on screen as
per box Cin FIG. 4 2s an apparently random variable having
1o obvious link to the platform 31 or the user program 39.

However, when the serial number 50 is communicated to
the remote licensee unique ID generator 67 a secondary
algorithm complementary to the algorithm which generated
the serial number including variable key portion 72 and
system information 71 is able to “decode” or otherwise strip
away the variable key portion 72 so as to make use of the
system information 71 if allowable and desirsble in the
circumstances.

Whether the system information 71 is utilized or not, the
serial number 50 generated in this manner provides an input
to the algorithm which generates registration number 66
which presents as an apparenily variable parameter thereby
rendering “eracking” of the sofiware registration system
meore difficult and unlikely.

Seventh Embodiment

The schematic diagram of FIG. 10 illustrates a substan-
tially hardware implementation of the invention applicable,
for example, for implementation of the CD arrangement of
FIG. 6 or the more generalized arrangement of FIGS. 8 and
9.

In this embodiment, a prospective user 80 of digital code
81 on media 82 by its execution on platform 83 firstly inserts
‘the media 82 into an appropriate digital code reading device
within platform 83 (e.g., a floppy disk drive or a CD ROM
drive).

Cusiomer information C is provided by user 80 both
direct to Jocal encoder/decoder 84 and also to local adder or
summer 85.

Additionally, product information P derived from media
82 (typically via platform 83) or else via the intermediary of
the user (signified by the smell man symbol) is provided to
encoder/decoder 84 and to summer 85.

Finally, a serial number $ derived from platform 83 is
supplied either directly or via the intermediary of user 80 to
encoder/decoder 84 and to summer 85.

Summer 85 acts as a local licensee unique ID generating
means by combining, by addition, customer information C,
product information P and serial number S in order to
provide a local licensee unique I here designated Y.

Encoder/decoder 84 transmits the serial number S, the
customer information C and the product information P via
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modems 86, 87 over the public switched tclcphone network
to-a remote encoder/decoder 88 which, in turp, supplies
signals 8, C and P to the inputs of remote summer 89,

Remote summer 89 combiries these signals. by addition
(thereby acting as a remote license mnique ID generating
means) 56 as to provide a summed output, here termed X,
which represents a licensee unique ID or enabling key which
should match identically with the local licensee unique ID or
registration key or registration number Y if inputs S, C and
P to summers 85 and 89 are identical.

The licensee unigue ID termed X is transmitted back via
encoder/decoders and modems 84, 86, 87, 88 1o comparator
90) which outpiss a high signal if X equals'Y. This condition
corresponds to the local licensee unique ID matching with
the licensee unique ID gencrated at the remote location hy
the remote licensee unique YD generating means generally
comprising summer 89,

Digital code 81 on media 82 comprises code identified as
a demogstration portion D together with code identified as 2
use portion U, There may be other kinds of code designated
O as well.

Code 81 is executed on platform 83 (for example, a
microprocessor or a substantially hardware hased, dedicated
playback device such as a CD drve) with the code being
passed through a mode switcher comprising first gate 91 and
second gate 92 together with relay 93.

First gate 91 energizes relay 93 so as to permit execution
of code of type D but not code of any other type such as of
type U,

Sccond gate 92 permits execution of any kind of code by
closure of relay 93 provided only that the output of com-
parator 90 is high (Which is 10 say that X equals Y or that the
local licensee unique ID matches with the licensee unique
ID generated by the remote licensee unigue ID generating
means comprising summer 89).

Comparator 90 together with gates 91, 92 and relay 93
comprise one particular form of mode switcher or switching
platform 83 of various kinds of code such as the code of
types D and U.

Industrial Applicability

The aforementioned may be applied either in dedicated
electronic hardware or by means of more generalized digital
computation devices such as microprocessors and the like
whereby digital code or software (which may incorporate at
least part of the code which, when executed, acts as a
licensee unique ID generator) is fully enabled only after
following a specified licensing procedure.

The above describes only some embodiments. of the
present inventiop and modifications, obvions to those skilled
in the art, can be made thereto without departing from the
scope and spirit of the present invention.

What is claimed is:

1. A registration system for licensing execution of digital
data ‘in a use mode, said digital data executable on a
platform, said system including local licensee unique ID
generating means and remote licensee unigue ID generating
means, said system further including mode switching means
operable on said platform which permits use of said digital
data in said use mode on said platform only if a licensee
unique ID first generated by said local licensee unique ID
generating means has matched a licensee unigue ID subse-
quently generated by said remote licensee unique ID gen-
erating means; and wherein said remote licensee utique ID
generating means comprises software executed on a plat-
form which includes the algorithm utilized by said local
licensee unique 1D generating means to produce said lie-
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ensee unique ID.

2. The system of claim 1, wherein said local licensee
unique ID generaling means generates said local licensee
unique ID by execution of a registration algorithm which
combines information in accordance with said algorithm,
said information uniquely descriptive of an intending lic-
ensee of said digital data 1o be execuied in said use mode.

3. The system of claim 2, wherein said mode switching
means permits operation of said digital data in'said use mode
in subsequem execution of said digital data only if said
licensee unique 1D generated by said local licensee nmque
ID generating means has not changed.

4. The system of claim 3, wherein said local licensee
unique 1D generating means comprises part of said digital
data when exXecuted on said platform.

5. The system of claim 4, wherein said mode switching
means comprises part of said digital data when exccuted on
said platform.

6. The system of claim 5, wherein the information utilized
by said local licensee unique ID generating means to pro-
duce said licensec unique ID comprises prospective licensee
details including at least one of payment details, contact
details and name,

7. The system of claim 1, said system further including
platform inique 1D genemung means, wherein said mode
switching means will permit said digital data to run in said
use mode in subsequent execution of said digital data on said
platform only if said platform unique ID has not changed.

8.'The system of ¢laim 7, wherein said platform unigue ID
generating means-comprises past of said digital data when
executed on said platform,

9. The system of claim 8, wherein said platform unique ID
generating means utilizes hard disc or other platform infor-
mation to determine said platform unique ID.

10. The system of claim 1, wherein said platform com-
prises a computer operating system environment,

11. The system of claim 10, wherein said digital data
comprises a software program adapted to run under said
operating system environment,

12. A registration system attachable to software 10 be
protected, said registration system generating a security key
from information input to said software which uniquely
identifies an intended registered user of said software on a
compuler on which said software is to be installed; and
wherein said registration system is replicated at 2 registra-
tion authority and used for the purposes of chcclung by the
registrauun authority that the information unique to the user
is comrectly entered at the time that the security key is
generated by the registration system.

13. The registration system of claim 12, wherein said
security key is generated by a registration number algorithm,

14. The registration system of claim 13, wherein said
registration aumber algorithm combines information entered
by a prospective registered user unique to that user with a
serial number generated from information provided by the
environment in which the software to be protected is to run,

15. The registration system of claim 12, wherein said
registration system checks at the time of boot of sazid
software as to whether it is a first boot of the software to be
protected or a subsequent boot, and, if a subsequent boot is
detected, then environment and vser details are compared to
determine whether the program reverts to a dernonstration
node and a new user registeation procedure is to commence
or a full version run. .

16. The registration system of claim 15, wherein said
environment details comprise at least one element which is
not user-configurable on the platform.
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17. A method of control of distribution of software, said
method comprising providing mode-switching means asso-
ciated with said software adapted to switch said software
between a fully enabled mode and & pertly enabled or

demonstration mode, said method further comprising pro- 5

viding registration key generating means adapted 1o generate
aregistration key which is a function of information unique
to an intending user of the software; said mode-switching
means switching said software into fully enabled mode only

if an enabling key provided to said mode-switching means 10

by said intending user at the time of registration of said
software has maiched identically with said registration key;
and wherein said enabling key is coramunicated to said
intending user at the time of registration of said software;

said enabling key generated by a third party means of is

operation of a duplicate copy of said registration key gen-
eraling means.

18. The method of claim 17, wherein said registration key
is also a function of the environment it which said software

is installed. 20

19. A remote registration station incorporating remote
licensee unique ID generating means, said station forming
part of a registration system for licensing execution of
digital data ina use mode, said digital data executable ona

platform, said sysiem including local licensee unique ID 25

generaling means, said system further including mode
switching means. operable on said platform which permits
use of said digital data in said use mode on said platform

16

only if a licensee unique ID generated by said local licensee
unique ID generating roeans hias matched a licensee unique
ID generated by said remote licensee unique 1D generating
means; and wherein said remote lcensee unigue ID gener-

ating means comprises software executed on a platform

which includes the algorithm utilized by said local Jicensee
unique ID generating means {o produce said licensee unique
ID.

20. A method of registration of digital data so 2s to enable
execution of said digital data in a use mode, said method
comprising an intending licensee operating a registration
system for licensing execution of digital data in 4 use mode,
said digital data executable on a platform, said system
including local licensee unique 1D generating means and
remote licensee unique ID generating means, said system
further including mode switching means operable on said
platform which permits use of said digital data in said ose
mode on said platform only if a licensee unique 1D generated
by said local licensee unique ID generating means has
matched a licensee unique ID generated by said remote
licensee umique ID generating means; and wherein said
remote licensee unique ID penerating means comprises
software executed on a platform which includes the algo-
rithm uilized by said local licensee unique ID generating
means to produce said licensee unigue ID.

¥ % % % =%
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Scott R. Miller (State Bar No. 112,656)
smiller@cblh.com
Keith D. Fraser (State Bar No. 216,279)
kfraser@cblh.com

CONNOLLY BOVE LODGE & HUTZ LLP  “EPTi45 5%

333 S. Grand Ave., Suite 2300
Los Angeles, CA 90071

Tel: (213) 787-2500

Fax: (213) 687-0498

Attorneys for Plaintiffs,
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Uniloc Corporation Pty Limited, Uniloc USA,
Inc. and Uniloc (Singapore) Private Limited

IN THE UNITED STATES DISTRICT COURT

FOR THE CENTRAL DISTRICT OF CALIFORNIA
| SOUTHERN DIVISION

UNILOC CORPORATION PTY
LIMITED, an Australian Proprietary
Limited Company, UNILOC USA,
INC., a Rhode Island Corporation, and
UNILOC (SINGAPORE) PRIVATE
LIMITED, a Singapore Corporation

Plaintiffs,
V.

XTREAMLOK, PTY, an Australian
Proprietary Limited Company; and
SYMANTEC CORPORATION, a
Delaware Corporation, and DOES 1 to
10,

Defendants.

COMPLAINT FOR PATENT INFRINGEMENT
614430_1

Civil Action No.

cvoe-03574DSF (O

COMPLAINT FOR PATENT
INFRINGEMENT, BREACH OF
CONTRACT and VIOLATION OF
CAL. BUS. & PROF. CODE §§
17200 ET SEQ

Demand for Jury Trial
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Plaintiffs Uniloc USA, Inc., Uniloc Corporation Pty Limited, and Uniloc
(Singapore) Private Limited (collectively “Unilocf’) file this complaint again;t
Defendants XtreamL ok Pty Limited (“XtreamLok™) and Symantec Corporation
(“Symantec”), and allege as follows:

The Parties

1. Plaintiff Uniloc Corporation Pty Limited (hereinafter “Uniloc
Australia®) is a Proprietary Limited Company existing under the laws of
Australia. Plaintiff Uniloc USA, Inc. (hereinafter “Uniloc USA”)is a
corporation existing under the laws of Rhode Island. Plaintiff Uniloc
(Siﬂgapore) Private Limited (hereinafter “Uniloc Singapore™) is a limited
liability company existing under the laws of Singapofe. Uniloc’s global
headquarters and principal place of business is within this judicial district at
3333 Michelson Drive, Suite.600, Irvine, California 92612.

2. On information and bglie'f, Symantec Corporation (hereinafter
“Symantec”) is a Delaware corporation having a principal place of business at
20330 Stevens Creek Blvd., Cupertino, California 95014.

3.  Oninformation and belief, XtreamLok is a Proprietary Limited
Company existing under the laws of Australia. On information and belief,
XtreamLok is a wholly owned subsidiary of Symantec and/or Symantec is the

successor in interest to the business and obligations of XtreamLok.
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4. Plaintiffs are ignorant of the true names of the defendants sued as
DOES 1 through 10 and such names are fictitious. Plaintiffs will amend their
Complaint if and when the true names of such defendants are ascertained.

Jurisdiction and Venue

5.  This is an action for patent infringement arising under Title 35 of
the United States Code as hereinafter more fully appears. . This Court has
jurisdiction pursuant to 28 U.S.C. §§ 1331 and 1332. This is also an action for
related breach of contract and unfair business practices. This Court has
supplemental jurisdiction thereover pursuant to 28 U.S. 1367(a).

6.  Upon information and belief, Defendants do business in this district
and have committed acts of patent infringement in this district. In addition, the
contract between the parties complainéd of herein was negotiated, entered into
and breached in this district. Moreover, the contract includes a forum selection

clause which specifies this District for the resolution of all disputes. Venue is

proper under 28 U.S.C. §§ 1391(b)(2) and 1400, and per the agreement of the

- parties.
Background
7.A - The allegations in paragraphs 1-6 are incorporated by reference, as
- if fully set forth herein.
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8. Uniloc, inter alia, researches, develops, manufactures and sells
technology security solutions, including solutions for securing software and
other forms of media.

0. On February 6, 1996, the United States Patent and Trademark

- Office duly and legally issued U.S. Patent No. 5,490,216 (“the ‘216 Patent”).

The ‘216 Patent is entitled “System for Software Registration.” A true and
correct copy of the ‘216 Patent is attached hereto as Exhibit A.

10. The ‘216 Patent is generally directed to systems and methods for
securely registering software and other digital media to prevent software piracy.
Uniloc owns all rights, title, and interest in the ‘216 Patent.

11.  On or about September 10, 2002, Uniloc entered into a Patent

License Agreement with Xtreamlok. The Patent License Agreement granted

[ XtreamLok a non-exclusive license to use and sell the inventions described in

- the ‘216 Patent in limited territories. A true and correct copy of the Patent

License Agreement is attached hereto as Exhibit B.

12.  Pursuant to the terms of the Patent License Agreement, Xtreaml.ok
was required to pay to Uniloc a royalty based on all revenues received by
XtreamLok for its sale of any of its products under the ‘216 Patent (“Licensed
Products™). In addition, the contract requires XtreamL ok to provide information
and reports, pay a guaranteed minimum annual royalty as an advance against-
any royaltie‘s due during that same annual period (“Guaranteed Minimum
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Royalty™), permit Uniloc access to records necessary to permit an audit of the
royalties as paid and to submit to Uniloc samples of all Licensed Products.

13.  On or after the effective date of the License Agreement, XtreamLok
sold Licensed Products to Symahtec.

14. Symantec thereafter made payments to XtreamLok for its use of
Uniloc’s Licensed Products. On information and belief, Symantec’s royalty
payments to XtreamLok far exceeded the amounts reported to Uniloc under the
License Agreement and/or were arranged so as to artificially minimize such

amounts in an effort to wrongfully reduce the royalties payable to Uniloc under

| the License Agreement. On information and belief, Symantec continued to

make payments to XtreamLok for its use of Uniloc’s Licensed Products in
amounts in excess of the amounts reported to Uniloc under the License
Agreement, or has sought to artificially minimize the reporting of such amounts
in an effort to wrongfully reduce the royalties payable to Uniloc under the
License Agreement.

15. XtreamLok has tendered to Uniloc, and Uniloc has rejected, the
Guaranteed Minimum Royalty under the Patent License Agreement. Uniloc is
informed and believes that such amounts understate the true amounts on which
royalties are due to Uniloc under the License Agreement.

16. On information and belief, in or.about May 2005, Symantec
purchased XtreamI ok. Thereafter, and continuing to the present, Symantec has

5 EXHIBIT B
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tendered to Uniloc, and Uniloc has rejected, the Guaranteed Minimum Royalty
to Uniloc under tﬁe Patent License Agreement. Uniloc is informed and believes
that such amounts understate the true amounts on which royalties are due to
Uniloc under the License Agreement.

17.  Uniloc has demanded information pursuant to the audit provisions
of the License Agreement.

18. Defendants’ actions have caused a failure of consideration of the
Patent License Agreement and Uniloc has provided notice of suchA failure and
its right to rescind the Patent License Agreement and/or Defendants’ breach.

Count I — Breach of Written Contract

19.  The allegations in paragraphs 1-18 above are incorporated by
reference, as if fully set forth herein.

20.  On or about September 10, 2002, Uniloc entered into the Patent

License Agreement with Xtreaml.ok.

21.  XtreamLok breached the Patent License Agreement and/or caused a
failure of consideration of the Patent License Agreement by, including, but not
limited to, failing to pay the royalties due to Uniloc for Xtreamlok’s use and
sale of the Licensed Products, by failing to provide samples of the Licensed |
Products to Uniloc for Uniloc’s approval and by its failure to provide adequate
information to Uniloc to allow Uniloc to properly audit the royalty reports made
by XtreamLok and/or Symantec.

6 EXHIBIT B
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22.  XtreamLok breached the Patent License Agreement and/or caused a
failure of consideration of the Patent License Agreement by, infer alia,

improperly categorizing the bulk of the payments received from Symantec for

its use of Uniloc’s Licensed Products as service fees instead of payments for use

of Uniloc’s licensed products and thus failing to properly account to and pay
Uniloc the contracted royalty for the fees XtreamLok received from Symantec.

23. Symantec, as the successor in interest to XtreamLok and stands in
the shoes of XtreamL ok, has breached the Patent License Agreement and/or
caused a failure of consideration of the Patent License Agreement by, including,
but not limited to, failing to pay the royalties due to Uniloc for Symantec’s use
and sale of the Licensed Products and for failing to provide samples to Uniloc of
the Licensed Products.

24. As aresult of Defendants’ breach of the Patent License Agreement,
and/or as a result of the failure of consideration caused by the Defendants’
actions, Uniloc has failed to receive the benefit of the bargain of the Patent
License Agreement. As a result, Uniloc has suffered, and continues to suffer
damages and irreparable injury, and Defendants and each of them have been
unjustly enriched.

Count II — Infringement of U.S. Patent No. 5,490,216

25. The allegations in paragraphs 1-24 above are incorporated by
reference, as if fully set forth herein.

7 EXHIBIT B
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26. XtreamlLok’s manufacture, use, offers to sell and sales of software
security products, including, but not limited to, the Licensed Products, has
directly infringed and continues to directly infringe one or more claims of the
‘216 Patent.

27. Xtreaml ok’s actions have actively induced others to infringe one
or more claims of the ‘216 Patent and/or has contributed to the infringement of
one or more of the cléims of the ‘216 Patent by Xtreamlok’s custdmers and/or
their products.

28." On information and belief, Symantec manufactures, uses, offers to
sell and sells software security products, including, but not limited to, Norton
AntiVirus, using the technology licensed in the Patent License Agreement,
includiﬁg sales outside the Territory of the Patent License Agreement. As such,
Symantec has directly infringed and continues to directly infringe one or more
claims of the ‘216 Patent.

29. Symantec’s actions have actively induced others to infringe one or

more claims of the ‘216 Patent and/or has contributed to the infringement of one

| -or more of the claims of the ‘216 Patent by Symantec’s customers and/or their

products.

Count III — Violation of Cal. Bus. & Prof. Code §§ 17200 et seq

- 30. The allegations in paragraphs 1-29 above are incorporated by
reference, as if fully set forth herein.

EXHIBIT B
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31. Defendants’ actions alleged above constitute unlawful, unfair or

" fraudulent business. acts or practice in violation of the California Business &

- Professions Code §§ 17200 et seq.

Prayer for Relief

WHEREFORE, plaintiff Uniloc respectfully prays that the Court enter
judgment in their favor and against Defendants as follows:

a. That XtreamLok be adjudged to have breached the Patent License
Agreement;

b That Symantec be adjudged to have breached the Patent License
Agreement;
| c. That the Patent License Agreement be rescinded;

d.  That Uniloc be awarded all damages and/or quantum meruit and/or
unjust enrichment to which it is entitled as a result of Defendants’ breach of the
Patent License Agreement and/or the failure of consideration.

e. That XtreamLok be adjudged to have directly infringed, induced
others to infringe and/or contributed to the infringement of one or more claiims
of the ‘216 Patent; -

f. . That XtreamLok’s infringement is found to have been willful,

deliberate, and with actual knowledge of the ‘216 patent;

EXHIBIT B
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g. That Symantec be adjudged to have directly infringed, induced
others to infringe and/or contributed to the infringement of one or more claims
of the ‘216 Patent;"

h. That Symantec’s infringement is found to have been willful,
deliberate, and with actual knowledge of the ‘216 patent;

i. That Uniloc be awarded all damages to which it is entitled under 35
U.S.C. §284;

J- That such damages be trebled pursuant to 35 U.S.C. § 284;

k. - That the Court enter a preliminary and permanent injunction
barring Defendants, their officers, agents, servants, employees and attorneys,
alter-egos and their successors and assigns, as well as those persons in active
concert or participation with them who receive aétual notice of the judgment,
from infringing, actively inducing the infringement of and/or contributing to the
infringement of any claim of the ‘216 Patent, including, but not limited to
making, importing, using, offering for sale, or selling any deviceé or systems
that infringe, or using processes that infringe the ‘216 Pétent;

1. That the Court find that this is an exceptional case under 35 U.S.C.

§285 entitling Uniloc to an award of its attorneys’ fees;

m. That Uniloc be awarded its costs and interest; and

10 . EXHIBIT B
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1 n. That Uniloc receive such other and further relief as the Court deems
2 | just and proper.
| z Respectfully Submitted,
5 Connolly Bove Lodge & Hutz LLP
Scott R. Miller
6 Keith D. Fraser
7 - .
8 | Dated: May 30, 2008. By: W
9 Scotf R. Miller
10 Attorneys for Plaintiffs
11 Uniloc USA, Inc., Uniloc Corporation
Pty Limited, and Uniloc (Singapore)
12 Private Limited
13
14
15
16 |
17
18
19
20
21
22
23
24
25
26
27
28
COMPLAINT FOR PATENT INFRINGEMENT 11 | EXH:? ITB
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Demand for Jury Trial

Pursuant to Fed. R. Civ. P. 38(b) and Local Rule 38-1, plaintiffs Uniloc

USA, Inc., Uniloc Corporation Pty Limited, and Uniloc (Singapore) Private

Limited hereby demand a trial by jury on all issues so triable.

Dated: May 30, 2008.

COMPLAINT FOR PATENT INFRINGEMENT :

By:

Respectfully Submitted,

Connolly Bove Lodge & Hutz LLP
Scott R. Mijll
Keith D.

_Sdoﬁ'ﬁvl\/iiller

Attorneys for Plaintiffs

Uniloc USA, Inc., Uniloc Corporation
Pty Limited, and Uniloc (Singapore)
Private Limited

12. - EXHIBIT B
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Case 2:08-cv-03574-DOC-MLG  Document21  Filed 10/21/2008 Page 1 of 4

111 Scott R. Milller (State Bar No. 112656)
5|| smiller@cblh.com :
Keith D. Fraser (State Bar No. 216279)
3| kfraser@cblh.com
4/| CONNOLLY BOVE LODGE & HUTZ LLP
333 South Grand Avenue, Suite 2300
5|| Los Angeles, California 90071
6l Telephone: (213)787-2500; Fax: (213) 687-0498
7\| Attorneys for Plaintiffs UNILOC
g|| CORPORATION PTY LIMITED, UNILOC USA,
INC., and UNILOC (SINGAPORE) PRIVATE
9| LIMITED.
10
i1 UNITED STATES DISTRICT COURT
12 CENTRAL DISTRICT OF CALIFORNIA, SOUTHERN DIVISION
13 .
UNILOC CORPORATION PTY -
14/| LIMITED, an Australian Proprietary Case No. CV 08-03574 DOC (MLGx)
Limited Company, UNILOC USA, STIPULATION TO STAY CASE
15|/ INC., a Rhode Island Corporation, and
UNILOC (SINGAPORE) PRIVATE gfﬁg}%‘ﬁ?ggﬁ"gfgﬁo&w
16/l LIMITED, a Singapore Corporation, CONTRACT CAUSE OF ACTION
17 Plaintffs, [Proposed] Order Staying Case Pending
18 Vs. Arbitration lodged herewith]
19|l XTREAMLOK, PTY, an Australian H_eari_ng Date: Qctober 27, 2008
Proprietary Limited Company; and Time: 8:30 a.m.
N Courtroom: 9D, Santa Ana
20/l SYMANTEC CORPORATI a _ .
Delaware Corporation, and DOES 1 Judge: Hon. David O. Carter
21|l through 10, Inclusive,
22 Defendants.
23
24
25
26
27
28

STIPULATION TO STAY CASE PENDING ARBITRATION
642448_1 70243-00027
EXHIBIT C
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WHEREAS on May 30, 2008, Plaintiffs (collectively referred to herein as
“Uniloc”) filed this instant action against Defendants XtreamLok, Pty.
(“XtreamLok”) and Symantec Corporation (“Symantec”) and asserted claims
against each Defendant for Breach of Contract, Patent Infringement, and Unfair

Competition,;

WHEREAS on October 2, 2008, Defendants filed a motion to compel
arbitration of all of Uniloc’s claims pursuant to an arbitration clause set forth in a

License Agreement entered into between Uniloc and XtreamILok;

WHEREAS Uniloc filed an opposition to the motion contending that its
Patent Infringement and Unfair Competition claims were not subject to the

arbitration clause of the License Agreement;

WHEREAS the parties have agreed, pursuant to the terms of the License
Agreement, that this Court may determine the scope of the arbitration clause of the

License Agreement.

WHEREAS the parties now wish to resolve Defendants’ motion to compel

arbitration;

WHEREAS the parties have agreed to arbitrate Uniloc’s Breach of Contract

action pursuant to the terms of the License Agreement;

WHEREAS the parties have agreed that, because resolution of Uniloc’s
Breach of Contract action may have a material impact on the other claims raised in
the Complaint, this matter should be stayed pending arbitration of Uniloc’s Breach

of Contract action, and that, once the arbitration of that claim is concluded, this

1
STIPULATION TO STAY CASE PENDING ARBITRATION
LA Uniloc_Stipulation to Stay Pending rbitration of Break of K (3) 70243-027

6424481
EXHIBIT C
44
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matter may be re-activated so that this Court may address any remaining claims for

Patent Infringement and Unfair Competition;

WHEREAS the parties agree that, once the arbitration is concluded, this
Court may determine what, if any, impact the decision in the arbitration has on the
other claims raised in the Complaint, and this Stipulation is without prejudice to
assertions by the parties as to the impact of the arbitration on the claims and issues
not decided by the arbitrator, which may be determined by the Court upon

completion of the arbitration, in accordance with applicable law; and

WHEREAS the parties agree that at the conclusion of the arbitration, this
court will retain jurisdiction to decide Uniloc’s claims for Patent Infringement and
Unfair Competition to the extent that either party contends any claims or issues

remain in accordance with applicable law;
WHEREFORE IT IS HEREBY AGREED AND STIPULATED that:

(1) Uniloc’s Claims against Defendants for Breach of Contract are subject to
the arbitration clause of the License Agreement, and shall be submitted to
arbitration in accordance with the Uniloc/XtreamLok License Agreement and

applicable law;

(2) This action shall be stayed pending the arbitration of Uniloc’s Breach of

Contract claims against Defendants; and

(3) This Court shall retain jurisdiction over Uniloc’s Patent Infringement and

Unfair Competition Claims, and shall re-activate the matter upon application of the

2
STIPULATION TO STAY CASE PENDING ARBITRATION
LA Uniloc_Stipulation to Stay Pending rbitration of Break of K (3) 70243-027

642448 _1
EXHIBIT C
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1|| parties upon completion of the arbitration to allow the continuation of the action as
2|| to any claims and issues which either party may contend remain to be resolved in
3|| accordance with applicable law.
4
5| SO STIPULATED
6
7 Connolly Bove Lodge & Hutz LLP
8
9| Dated: October 21, 2008 By: /s/ Scott R. Miller
10 Scott R. Miller
Attorneys for Plaintiffs
11
12
13| Dated: October 21, 2008 Latham & Watkins, LLP
14
15
16 By:__/s/ Mark A. Flagel (w/permission)
Mark A. Flagel
17 Attorneys for Defendants
18
19
20
21
22
23
24
25
26
27
28

3
STIPULATION TO STAY CASE PENDING ARBITRATION
LA Uniloc_Stipulation to Stay Pending rbitration of Break of K (3) 70243-027

642448 _1
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Scott R. Milller (State Bar No. 112656)

smiller@cblh.com

Keith D. Fraser (State Bar No. 216279)

kfraser@cblh.com

JS-6

CONNOLLY BOVE LODGE & HUTZ LLP

333 South Grand Avenue, Suite 2300
Los Angeles, California 90071

Telephone: (213) 787-2500; Fax: (213) 687-0498

Attorneys for Plaintiffs UNILOC

CORPORATION PTY LIMITED, UNILOC USA,
INC., and UNILOC (SINGAPORE) PRIVATE

LIMITED.

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA, SOUTHERN DIVISION

UNILOC CORPORATION PTY
LIMITED, an Australian Proprietary
Limited Compan?l, UNILOC USA,
INC., a Rhode Island Corporation, and
UNILOC (SINGAPORE) PRIVATE
LIMITED, a Singapore Corporation,

Plaintiffs,
VS.

XTREAMLOK, PTY, an Australian
Proprietary Limited Company; and
SYIE/IAN EC CORPORATION, a
Delaware Corporation, and DOES 1
through 10, Inclusive,

Defendants.

ORDER STAYING CASE PENDING ARBITRATION

Case No. CV 08-03574 DOC (MLGx)

ORDER STAYING CASE PENDING
ARBITRATION

[Stipulation to Stay Case Pending
Arbitration of Plaintiffs’ Breach of
Contract Cause of Action filed
concurrently herewith]

Hearing Date: October 27, 2008

Time: 8:30 a.m.
Courtroom: 9D, Santa Ana
- Judge: Hon. David O. Carter

EXHIBIT D

DE Proposed Order Re Stip to Stay Case Pending Arbitration. DOC 70243-0002 47
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1 The Court, having considered Plaintiffs Uniloc Corporation Pty. Limited,

2|l Uniloc USA, Inc., and Uniloc (Singapore) Private Limited, and Defendants

3|| Xtreamlok, Pty. and Symantec Corporation’s Stipulation to Stay the Case Pending
4|| Arbitration of Plaintiffs’ Breach of Contract Cause of Action, as well as the papers
5|| on the issue previously submitted by the parties, and finding good cause,

IT IS ORDERED THAT:

(1)  Uniloc’s Claims against Defendants for Breach of Contract are subject
8|| to the arbitration clause of the License Agreement, and shall be submitted to

9|| arbitration in accordance with the Uniloc/XtreamLok License Agreement and

10|| applicable law;

11 (2)  This action shall be stayed pending the arbitration of Uniloc’s Breach
12|| of Contract claims against Defendants; and

13 (3)  This Court shall retain jurisdiction over Uniloc’s Patent Infringement
14{| and Unfair Competition Claims, and shall re-activate the matter upon application of
15|| the parties upon completion of the arbitration to allow the continuation of the action
16|| as to any claims and issues which either party may contend remain to be resolved in

17|| accordance with applicable law.

18 (4) The hearing currently set October 27, 2008 is now VACATED.
19
20 IT IS SO ORDERED.

21
22|| Dated: October 22, 2008 /%Wﬂ{ ﬂ &Mm

Honorable David O. Carter
U.S. District Court Judge

Submitted by:
Connolly Bove Lodge & Hutz LLP

1
[PROPOSED] ORDER STAYING CASE PENDING ARBITRATION EXHIBIT D
DE Proposed Order Re Stip to Stay Case Pending Arbitration. DOC 70243-0002 48
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U By:__/s/Scott R. Miller

Scott R. Miller
Attorneys for Plaintiffs
3 UNILOC CORPORATION PTY LIMITED,
UNILOC USA, INC., and UNILOC (SINGAPORE)
4 PRIVATE LIMITED

o =

\O

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

2
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Note: In land condemnation cases, use the location of the tract of land involved.

County in this District:* California County outside of this District; State, if other than California; or Foreign Country

Orange County and Los Angeles County

* Los Angeles, Orange, San Bernardino, Riverside, Venpna, Santy/ Barpara/or 8ag Luj§ Obi Cofinti

Note: In Jand condemnation cases, use the location of {]

W Date October 1, 2010

X. SIGNATURE OF ATTORNEY (OR PRO PE

Notice to Counsel/Parties: The CV-71 (J§= t and the inffofmation corfrained kerein neither replace nor supplement the filing and service of pleadings
or other papers as required by law. This form, approved by the Judicial Confergnge of e/Uyted Statds in September 1974, is required pursuant to Local Rule 3-1 is not filed

but is used by the Clerk of the Court for the purpose of statistics, venue and initiating the ci¥il docket sheet. (For more detailed instructions, see separate instructions sheet.)

Key to Statistical codes relating to Social Security Cases:

Nature of Suit Code  Abbreviation Substantive Statement of Cause of Action

861 HIA ~ All claims for health insurance benefits (Medicare) under Title 18, Part A, of the Social Security Act, as amended.
Also, include claims by hospitals, skilled nursing facilities, etc., for certification as providers of services under the
program. (42 U.S.C. 1935FF(b))

862 BL All claims for “Black Lung” benefits under Title 4, Part B, of the Federal Coal Mine Health and Safety Act of 1969,
(30 U.S.C. 923)

863 DIWC All claims filed by insured workers for disability insurance benefits under Title 2 of the Social Security Act, as
amended; plus all claims filed for child’s insurance benefits based on disability. (42 U.S.C. 405(g))

863 - DIWW All claims filed for widows or widowers insurance benefits based on disability under Title 2 of the Social Security
Act, as amended. (42 U.S.C. 405(g))

864 SSID All claims for supplemental security income payments based upon disability filed under Title 16 of the Social Security
Act, as amended.

865 RS All claims for retirement (old age) and survivors benefits under Title 2 of the Social Security Act, as amended. (42
U.S.C.(g)

CV-71 (05/08) CIVIL COVER SHEET Page 2 of 2



Case 6:11-cv-00033-LED Document 1 Filed 10/01/10 Page 57 of 57 PagelD #: 57

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY

This case has been assigned to District Judge James V. Selna and the assigned
discovery Magistrate Judge is Marc Goldman.

The case number on all documents filed with the Court should read as follows:

SACV10- 1483 JVs (MLGx)

Pursuant to General Order 05-07 of the United States District Court for the Central

District of California, the Magistrate Judge has been designated to hear discovery related
motions.

All discovery related motions should be noticed on the calendar of the Magistrate Judge

NOTICE TO COUNSEL

A copy of this notice must be served with the summons and complaint on all defendants (if a removal action is
filed, a copy of this notice must be served on all plaintiffs).

Subsequent documents must be filed at the following location:

Western Division [X] Southern Division Eastern Division
312 N. Spring St.,, Rm. G-8 411 West Fourth St., Rm. 1-053 3470 Twelfth St.,, Rm. 134
Los Angeles, CA 90012 Santa Ana, CA 92701-4516 Riverside, CA 92501

Failure to file at the proper location will result in your documents being returned to you.

CV-18 (03/06) NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY



