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UNITED STATES DISTRICT COURT pg;’ =
=8
CENTRAL DISTRICT OF CALIFORNIA ™% 2
-~ SOUTHERN DIVISEAE V11 - 1612 JST (JPRx)
NETWORK SIGNATURES, INC., Case No.
Plaintiff, COMPLAINT FOR PATENT
' : INFRINGEMENT, PERMANENT
V. INJUNCTION AND DAMAGES

ALLSTATE INSURANCE COMPANY, an | DEMAND FOR JURY TRIAL
Illinois Corporation,

Deféndant.

Plaintiff, Network Signatures, Inc., alleges:
JURISDICTION AND VENUE

1. This is a civil action for patent infringement arising under the Patent Act of

the United States, 35 U.S.C. §§ 1 ef seq. This court has subject matter jurisdiction of such

2. Venue is proper under 28 U.S.C. §§ 1391(b), 1391(c) and 1400(b) in that the

acts and transactions complained of herein were conceived, carried out, made effective, and
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had effect within the State of California and within this district, among other places.
Defendant resides in this judicial district by virtue of its business activities in this district
and has committed acts of infringement or of contributory infringement and inducement of
infringement within this judicial district.

THE PARTIES

3. Plaintiff, Network Signatures, is a corporation duly organized and existing

under the laws of Delaware with its principal place of business at 30021 Tomas Street,
Suite 300, Rancho Santa Margarita, California 92688. As is alleged below, the United
States of America has granted to Network Signatures an exclusive license cohcerning the
patented technology at issue in this lawsuit. |

4. Defendant, Allstate Insurance Company (“Allstate™) is a corporation duly
organized and existing under the laws of the State of Illinois with its principal place of
business in Illinois. Allstate may be served through' CT Corporation System, 818 W. 7%
Street, Los Angeles, California 90017.

5. Defendant has its headquarters af 3075 Sanders Avenue, Northbrook, Illinois
| 60062 and conducts business operations throughout the United States, including in this
judicial district. | |

THE NAVAL RESEARCH LABORATORY
6. Th_e Naval Research Laboratory (“NRL”) is one of the most accomplished

research-and-development organizations in the country. NRL scientists have not only
made remarkable breakthroughs in military technology; they have literally changed the
world for all of us. Without their efforts, we would not have GPS, modern radar, and any
number of other technological innovations that we now take for granted. This lawsuit
concerns another such innovation: technology that allows for the safe and secure
communication of sensitive information over the Internet, such as personal, banking,

| commercial, financial, and other information.

7. Federal law empowers the United States Government to license its patents to

private parties for commercialization as well as for enforcement of the patent without the -
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United States és aparty. 37 C.F.R. § 404.5(b)(2). By doing so, the government can use
market forces to better capitalize on its technologies, the way a private party would. In -
addition, a license agreement can give the private licensee the proper incentives to pfotect{
the government’s intellectual property from theft, a task often handled better by a private
entity.

NETWORK SIGNATURES LICENSES THE NAVY’S TECHNOLOGY

8. On April 23, 1996, the United States Patent and Trademark Office duly and
legally issued United States Patent No. 5,51 1,122 (“the 122 Patent”), entitled

“Intermediate Network Authentication.”

0. The 122 patent claims, among other things, a critical method of
authenticating a computer in which a private electronic key is used, together with a
validating public electronic key, to create a cryptographic signature; the cryptographic
signature is transmitted in at least one packet to the validating computer; and the signature
is verified by the validating computer, using its private key and the public key of the
computer to be authenticated. This authentication method allows for the safe and secure |
communication of sensitive information, such as personal, banking, commercial, financial,
and other information, as is transinitted between computers by Defendant and its
employees, customers, vendors, and business partners.

10. The *122 Patent is owned by the United States of America, represented by the
Secretary of the Navy. To allow enforcement, commercialization and protection of this
patent and the technology it fepresents, in September 2004, the United States Navy entered
into an exclusive license agreement with Metrix Services, Inc. (the “Exclusive License
Agreement”) expressly granting Metrix Services the exclusive right to practice, enforce,
and sublicense the *122 Patent, among other rights, subject to the general limitations
imposed by federal law. A true and correct copy of the Exclusive License Agreement is
attached hereto as Exhibit A and incorporated here by reference. With the express approvél
of the United States Navy, Metrix Services transferred its entire right, title, and interest in

and to the *122 Patent to Network Signatures on February 14, 2006. A true and correct
19777.1 3
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copy of the First Amendment to the Exclusive License Agreement, which, among other
things, approved the assignment of the Exclusive License Agreement to Network
Signatures, is attached hereto as Exhibit B and incorporated here by reference. A true and
correct copy of the Assignment from Metrix to Network Signatures is attached as Exhibit C
and incorporated here by reference.

11.  Inaccordance with its rights under the Exclusive License Agreement, Network
Signatures has begun the commercial development of a product, known as EasyConnect,
that practices the *122 Patent. Network Signatures has demonstrated the product to NRL
personnel and has received NRL’s recognition of its development efforts. A true and
correct copy of an October 12, 2006, letter from the Navy to Network Signatures reﬂects
this and is attached as Exhibit D and incorporated by reference here.

12.  Network Signatures has also begun exercising its other primary obligatibn _
under the Exclusive License Agreement: protecting the Navy’s intellectual property rights
from infringement.

FIRST CLAIM FOR RELIEF

(AGAINST ALLSTATE INSURANCE COMPANY FOR DIRECT,
CONTRIBUTORY AND INDUCING INFRINGEMENT OF U.S. PATENT NO.
5,511,122) :
13.  Plaintiff incorporates here by reference the allegations set forth in Paragraphs

1-12 of the Complaint as though fully set forth here:

14. A true and correct copy of the 122 Patent is attached as Exhibit E and
incorporated here by reference. On information and beiief, Defendant uses digital
certificates and digital signatures implemented though the use of public key infrastructure
to facilitate communication with its employees, business partners, affiliates, and customers.
For example, Defendant enables a computer ofé Defendant customer, affiliate, business |
partner, or employee (“sending computer”) to send a secure communication over the
Internet to another computer (“receiving computer”) by using a confidential private key,

and a public key, to digitally sign the message being sent. When the receiving computer

19777.1 4
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receives the signed message, it uses the sending computer’s public key, and its private key,
to decrypt the signature (collectively referred to as “Defendant Authentication Activities™).

15. By making, using, selling, and offering for sale Defendant Authentication
Activities, Defendant has directly infringed and continues to directly inﬁ‘ing‘e'the 122
Patent, including infringement under 35 U.S.C. § 271(a) and (f).

16. On information and belief, Defendant has also indirectly infringed and
continues to indirectly infringe the >122 Patent by actively inducing direct infringement by
other persons—specifically, customers, vendors, and business partners of Defendant—who
operate methods that embody or otherwise practice one or more of the claims of the *122
Pateﬁt when Defendant had knowledge of the *122 Patent and knew or should have known
that their actions would induce direct infringement by others and intended that their actions
would induce direct infringement by others.

17.  On information and belief, Defendant has also indirectly infringed and
continues té indirectly infringe the *122 Patent by contributory infringement by providing

non-staple articles of commerce to others for use in an infringing system or method with

| knowledge of the *122 Patent and knowledge that these non-staple articles of commerce are |

used as a material part of the claimed invention of the *122 Patent.
18.  On information and belief, Defendant’s foregoing acts of infringement

include infringement by use and implementation of the Defendant Authentication

1| Activities.

19.  On information and belief, Defendant will continue to infringe the *122 Patent
unless enjoined by this Court.
20. On information and belief, Defendant’s infringement of the *122 Patent is, has
been, and continues to be willful and deliberate. |
'21.  As a direct and proximate result of Defendant’s infringement of the *122
Patent, Network Signatures and the United States Government have been and continue to

be damaged in an amount yet to be determined.

19777.1 5
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22. .Unless a preliminary and permanent injunction are issued enjoining
Defendant and its officers, agents, servants and employees, and all others acting on their
behalves or in concert with Defendant, from infringing the *122 Patent, Network Signatures
and the United States Government will be greatly aﬁd irreparably harmed.

PRAYER FOR RELIEF
WHEREFORE, Network Signatures prays for judgment against Defendant as

follows: |
L For a judicial determination and declaration that Defendant has directly
infringed, and continues to directly infringe, United States Patent No. 5,511,122;

2. For a judicial determination and declaration that Defendant has induced, and
continues to induce, infringement of the 122 Patent;

3. For a judicial determination and declaration that Defendant has contributorily
infringed, and continues to contributorily infringe, the 122 Patent;

4. For a judicial determination and decree that D_\efendant’s infringement of the
>122 Patent has been, and continues to be, willful and deliberate; .

5. For preliminary and permanent injunctions prohibiting Defendant, its |
respective subsidiaries, officers, agents, servants, employees, licensees, and all other
persons or entities acting or attempting to act in active concert or participation with them or
acting on their behalf, from infringing the 122 Patent;

6. For an order requiring that Defendant notify all of their customers, vendors

| and users of the infringement and their participation in it and that Defendant encourage its

customers, vendors and users to cease all such infringing actions;

7. For an order that Defendant account for and pay to Network Signatures all
damages caused to Network Signatures by reason of Defendant’s infringement, in
accordance with 35 U.S.C. Section 284, as well as enhanced damages under 35 U.S.C.
Section 285; “ ' |

8. For an award of damages according to proof;

19777.1 6
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9. For a judicial determination that this case is exceptional under 35 U.S.C.
Section 285 and that Defendant be ordered to pay Network Signatures’ costs, expenses, and
reasonable attorney’s fees under 35 U.S.C. Sections 284 and 285;

10. For a judicial order awarding Network Signatures pre-judgment and post— :
judgment interest on the damages caused to it by Defendant’s infringement and any other
amounts awarded to Network Signatures; and |

11. For any such other and further relief as the Court may deem just and proper

under the circumstances.

Dated: October l& 2011 LEE, JORGENSEN, PYLE & KEWALRAMANI PC

By:

H. H. (Shashi) Kewalramani
Attorneys for Plaintiff,
Network Signatures, Inc.
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Dated: October@, 2011
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DEMAND FOR JURY TRIAL
Plaintiff, Network Signatures, Inc., hereby demands trial by jury in this action,

LEE, JORGENSEN, PYLE & KEWALRAMANI PC

H. H. (Shashi) Kewalramani
Attorneys for Plaintiff,
Network Signatures, Inc.
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B, ' "Ooitsd Bhates, peans the Toited Brates of dwerios, '.a.ts
tercitomiss ang Tossessiope, the Tdetrict of Solodbda, =od the
.cnnmnnweallz’n of Pusrto Rion; ' o
) | H. B “Graps Derimar is the gar::.ud a;.t'.a: Bs__nt:am.nar 3 of = ) .
‘calentar Yy and be.n::e Eratrua-qr 1ot the tallaw:m;g calendar yaaz, , ‘

T 'Lgmmcmem“ shall TeRn  mmy BOO-LFFTETETE grnted =

smbl::.canss analai=uy T&rtn.z:le Xy

i
i
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- B
¥ foreig compamgy, cczrpmra.t_.am, aﬁsm:m.at:mn.,

terms and conditions hs::e:m,

-eorporation, aesczci‘a.tiun_,
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27 Heplombee 0

" X. ‘Bublicense Tnoomer mhatll mean any pEyments thet LTCRNAER

or Emn .M?ILME Teoeives Eoom g SUBLICENSEE “in considerstion of
the sublicense of the Tights granted by LICENSEE &nf AFRTLIETHS

wader Z2rticle X,. including wdthont limitation license Fesg,

m:i."_’astane ~pEymenbs ":Lc:ense maintenance Eees, Toyaltyr ' Fees,

@:rzun.t feez, one-time ::uyaltles and other :pajnnants

EEELULE T

. .I;_Ji' “ EE. s e e e e
. LICENEOR gremts o LICENSHE an erclustve Tight snd limewse o
Practios the Idosmmed Imrentmu Ehrronghoet  the ’ﬂn:d:eﬁ Btates

uumnanu:mg o tha Habe of exemution of thiz LICENSE by LICBTSOR,

w‘i:m.::h Hhall bamme Ehe efne.::t:we date .0f the IEEENEE, mt:.l ":ha

B, BIL 128 uwiless 'the “LICENAY 15
Boomar moiifisd or terminated 4n whole or ._n marh.

E.'l:g:::at:.an ol T.B. Dakemt o, :

‘LICENSOR herslns granty- +o .:IGREEEE *the :d.ght ko ‘E:'rrl:anﬁ. “Ehe
I;IE‘EI:ISE Hranted heremnder ko -aze or mnre AI'E'II:IA!EE{S stbject to +he
?::mr:.fi_ad :t:uaﬁ: tThe AFFILIIOE Ls sot
&:::actly ur :‘mﬁracﬂy Comtrnlliad :::y =3 'Em:::_gn EDH,KQE'JIV:.
?:m.s:m..sﬁ o guvmneut

Thizx WNTCENSE A4ix nnuass:anable withofe 'wr:x_t‘*en apprﬂv'al of

LIEEHEDR BmiEpt Ro the "sxmaassmr ni that —na:t 0T LIDENSEEE

bus:m..as to which i‘.'n.-:.s Livensad Iovention pertaios, prmriﬂaﬁ Frat

Fhe puopsspor. ds ook d:r:*'ectly ar ;x.nﬂnn-e::tly nnnmallaﬁ Iy =&

husiness or govaroment,
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ARTICLE TTI

LICRNEEE s Ferformanme . .
LICENSHE agress +p .CEXTY ont +he plan for development and

matleting of & Idcensed Tovenmtio, Fubmitbed with | ITCoEnemE's

Hated Znemst 27, 2004 apd Emended
to hring +hig Tirensed Iovemntd,
’ Fpplicatitn one (1) Year from date pf L

Zpplication Lor Idcenme

SeptembEr 13, zops, on to Trapties]

BTy
sale hy LICENSNE or its
e Tmited Btstes' will e mracse
snhstanta.ally dn £he fﬁn:‘r:!:eﬁ';statés..

[y

.;IEEITEEE Ehall FEY En £he ZICENEDT

Y mn—;raiu:iﬁa:nls, icensing
Tes in fhe amopne of twesty Five T

dred Scllevs (42 ,:300) TaEystle

| Tpon the ivecution OF Ehls TTCRNER by Tormmemg Payment will he

mads in the RIS praEorihad 5w 2rbidle IV.
TICENSER mnress o 1y Tepmrt by
TRiling adfrags, Tame

B ey =EE atdn frcing Hhe pETicd of
this TICERSE amd 4

Fromptly wepork Blerontimmanos oF :igEENSEE'aa

g | the hensfits wf - thig “.Isi-c:ansaa Tmrention  raasonshly

BonEssitle +o +he Hnitaéq.‘st:atas Tl

v
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2 Bupk:mhn:’-’ﬂll‘l

ERTICTE TV
FRoyalties

LIEENSEE shall pay = :myalty o LIEE&TSDR uf thres pa-'-cam:

(3%} of the “Nat Eie.llmg Prz.ne For each Rcyalty—zaemlqg Erofuct

‘ma::te., usac'i, or =nld b}r LIEENEIEu or ks licenssd AFEITIITEE,

_LLFCELTSEE s‘hall 82lep pay a roya.lty -t:n TICENSOR mf thres paerosut

(3 %) cr ..J:L_ 51111“_11:@155& ln.r::\ma. Nnmthst_nﬂmg The ahove, :.n 0o

Ev'r;'ut Ehall any s:m_gla sale oo lznanas b= subjecteﬂ to the pamen.t

S oF |- —-myal'ty greatir than 3z nr m_l—tmla “zuyal-tmes of 3%

If a Ruya‘.Li:y-BEa:\::.ng Produst is distriboted 4in whmle or in
par“ For noo-cash cmus:.ﬂerat:mn {whether :sz: ot ek e dipoonok),
ths Eat Eellz.ng Brice ghall he t:alcu:f.ar.aﬁ BB the Brice of the -
Rsy-a.l*'ymarm:g Erotuot cha:g..& To = indspendent thiwd Zarhy

ﬂtz::mg the =ame royalty "‘Ept:"'tmg PeEriod, or odin the eheenos of

aur:'h mdles, on <the :e.-az: mazl:et Vviloe =f ':;..ha :qu:y-searing'

) '”ﬂrmiuct. ' v

on~pash nnns:.ﬁ&:atlmn Ehan oot he aaaal:taa by LIENSER or

=y evblivenses For rhe male of any myalty-laez::.ng Brodne:
-mt‘t::rut the prioc mtta: Tommsmt of LTCENRR .

RBoyslitiss will not I:!s oald on '-tema a20ld Frestly +o agan\::.as

fna U.E. Bovermment or fox hzum ., E E:cme:nmarrt enﬂ TISE..

n sdlegy ‘wade hebwesn TICENSEE And  Thy  ATPTLTETES -or

sl doenpees fur ::.esa‘.l.a, the roydliy &hs=ll he Faid on the higher

| Net Belling Dripe.
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‘27 Boplemher 2004 .

Nobwithatanding +he Troviziong of +he Treceding paragraphs in
this 2zkicle IV,

LICENERF agress to FEY &t least & minimrom emmis]
ToyElty of ten thousasd dollsys (F1D,000) for odlender yes: 2008,

- #nd -pach oslsndge 1}‘55:: therazfrer ‘thronghont *he ':geriﬁd of +the
1::(_‘:"Emsii. T Bhe mitdpmam Anmsl, woveElty For aauh valendar yeac Ehall
iy dnes ,‘a:ari ﬁayﬁb‘le in afvance on or befors ‘Sep'tamhar 30 ot fhe
Trécefing yesr mma wirg

bhe cfedifes 28 BAvEMCE paymsnt  of

: Torth +the fuaEntity and Fet Helling Prine of “sazh
:Egy-altg—:ﬂe'ar:fag .Prnﬁu=£ EEld  Surimg Ehe _ya:.i:zﬁ woveradl Ly the
. TEpETt, Eu whom snld mmg The dake of -=poh :salé,. =nd +he tokal
-_amnzf!n‘sf: of ToyElties Defling prif For that, wyear, T.uz,ralq TEporks é:e
Bns sagh calenﬁa:: year..,‘ Fha J.-a'Ist TOVELTY repert 4m foe .Eﬁ:ld;‘;if‘ {50-3.

fon of This TroEmmE, .

= ms fne EICEEGR Tnder t']':;is ICENSE s?qall = pmdd dm
Tnited States “Aollar emmpmie to the J:sz.é-lcer TSEN 5834*:;7 End mEiled
.L-.El': . . . .

Office of Hewvey ‘AEseardh

Batent Crmmsel of +he Mavy (ONR Q1eC)
BhD 3, Dudmeyy Brreat

B | 2rlington, va mweirosssp -
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‘ "B7 Beplembec 200 v
with = oopy of sash ToyElty '&:epu:t £os

Head, Technslogy Tra:nsfer OZfice
Haval Resgareh La.hc"atmry, Cods 1004 |
4558 Dverl ook Be, , BE

Washmgtun_, Dt 20375-533p

’ 'LIEEMSEE BgrEEs b ma]r.e #nd keep mod  ghaell

PFILHEEE =0 subilicensess to meke ang eep i1, aoorete and

cnmplabe © booles mna :r:eamrds

reguire kg

frogether with Supporting

ﬁmcmnsmtat:r.m] 5 Hrs DecesgEry kg astal:lx.ah its complisnme with oL
Rl R =K £l S 1 R L e Enrh recorfs shelr be retained For at lmast
fhree [3) yeans Following the endl of the repur!::mg Period to- Wil
they :z:e.n.ate,

LICENHEER agraas ﬂ:at I:ICENEGR ‘mEy, LF
‘Em:t'uze t:.msz ar  imes p

LIEE‘EBDR g=1-) ﬁaa:.ras = a
have a2  fthily anthmzeﬂ agent [T
._spresantatwe iz LIBENSDRIE rehalf sxmmine al. Euch buaks mﬁ

:annras Epd supporking :‘lnnumantat:.un elther mt mﬂmsﬂslalmusmess

;:zramsas or &t = p..ane bl mmeed Tpon. by LIEENSEE ‘and
LTCEREOR For t’ne Eols pmnse ::f vam_fy:mg ::@um-ﬁ amd pEyments

In. confnoting a:rammat:;.tm_ -un:r:sna.at to this _‘gBJ:EgraPTtL;

ELCENSUR! & Iep;:esauta‘l:'rfxa Fhall ]IE:FE ?acczesé Eo all Ismurﬁs“ﬁhat
| TTCENSOR Teas

tnetty baldeves +n he ::e“aﬁsani: to +hs cﬂcmla.t:.cm of -

heremder.

m_;alt:.as modsr Artinle. *m If - :mya_‘!:cy ;gaymaxt deficienoy i
detemmined, TIcmEmE o Tey the Toyaity d&;n;mcy mutstanding '
within thicky 38) days’ or remedring writtem mopice -x:.ha:-:a:xf

Fayments made by LICENSER after the due dats  phEll m‘l’uﬂa

*
.H""

doterest at the aumma], rata of two paraantage points sbove the

.

3
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Prime Rate {aa Teported in the Well Btrest m:zzmal Tor the due

date) for the period of lateness. Euoh e.._am:.r;atzcm. by LIUENS0R s

Tepressntative Ehall be mt LIEENEDR'E Eu:panse, Excant “t.}mt i¥ puch’

Ecanu.na.tmn shows E=11) mdarrapnrtmg ‘nr 'nnderpa.;gmant in =rosps of

-Eive Parcant CS*) Tor =oy twelve {12) month pexiad,

then IxIQZELQSEE
Eha_.l Tay the cost of spek ErEwinaticn, |

Co BRTICHE ¥

Batent Meridng i Ennanﬁumemam:
LICHENSEE heveby

Bgress o mark eedh *gmﬂunt ma:mzat:turaﬂ or

-Bold mmder this Torcomgeg {or vhep +hg thararter of the prodnet

.:pranl;lzdes mEricing, the ‘wackage uunta:.mg Aoy Buch prodoot)  with

) the notation iicemsed Erom ‘D'.S.

J.ia.vy under  UB. Batent Ho.
5,;1:.,.123"

IZCENEER Borees noh tu TrasEbe the sppesvanecs that
LICENSOE enforees Licemsng 'E busmass or  proguats,

EBTTCTE vr
Eerresentatiim angd Wa:::a:it:.as
I;EEE}I‘SUR malkss no TepTEsentatiy fie’o wa:z:a;:t-_y a8 0 *va_.:.rii:x.ty E
.8 E‘a:tant. Bo. 5,513 198

‘ar of The ;ac:_n_:e of =my of e cleing
contained thersin ttz:r: That the HEroisas of this I;IEEIS{SE ."mi‘ll zak

Testlt Gp the ‘.!mfra.ngemen.t of other pabtent [g). Meither Ilicﬁ‘iﬁSDR

zor ics =nployess mssumes any Ldshility whatsosver rasult:mg From
tha E::er:z:x.sa wE This ‘&EEEHHE

" . .3

SR L '_..m_ ) ;.'_ Il @ R
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Nothing relabing o the grant of this TICENSE, Ter the grant

itself, shall he oconstrnsd’ to | confer giininkal LIEMEEE or any sub-

licenpee hereunter or any  other Person sy *.:.mmum_ty i'r'cm ax

dafanses under +the antitrust daws or Feem g tharge of pa.tant

TIIJ.EI’L'LEE , am:‘i the fcgnisition End use of mghts pursnant to this

I;¢EE1§SE shall Bat Pe immmized Foom phe aperation of Btate or

:E‘ac’lexa.l :Law By rEasEon of the Boores .of the grant.

Nr:rth_ng ctmi:a:meﬂ in thig LIEEHE}E gh=l1 be inberpreted to

S grant - to BICENEEE - a.ny' n::.g"hj:s With reEmpEnk tn any inventdon ather
than the Tdoensed Trvemtion

ARTICHE “yIT

Rspoxbs A : ' s -
LICENSEE agrees g suhm::k Enmms, TEpOrts om n::“.h&f
" of each mElender yesr on dfs  eF

.

ore Mzroh 1
Sorkn  bo anh:.ave ‘Brackiogl
@glinabn.cn o tu.e .ZtlﬂEﬂ.EEﬂ uvmntion by one (1) yERT 'a_:zcun- date of

=momution of £he I...EEE!SE, ikl T.!art:s.m_la:: reEfersnoe ko LIUENSEE'S
FTlad for ﬁ—VEln_gmani: and ma:m:a:.mg af the Tdvensed Twmvention
' Erhmittef with J‘.:I!‘EWSEE’E aEoplication For liua:rsa

E0=11 vontain fiscossion of the -

“thage ;:f-r"pnrts o -

oomsercizlization BIfort.

*-wi‘thiu LlDE!s’SEE’;s Imowledge, or mhdoh 4 may memquiire mnder mormEl

usinegs praatmas, Bertslnding ko the tzummarm.al use helng ﬁaﬂ-’- af
." 'ﬁg
=""*5 this Im.cansed Invention and mtnat‘ m.mma.::.un which TICENSOR may

o F .
. . . ¢ .
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‘27 Sopterber 2004

determine i pertinent to  Government Licensing actrrm:i:n.as.

CLICENEEE Bgress to submit such wepoche fo Ix'PGEJJ.\TEDR kil au.::h l:ma

that the dmvention hag . ‘besn Chrought 'to “the pn:mt af Braotimal
Zpolication,

BETICLE “VITT

YodiFicstion ang Terminmation Y
———==2ttom Fnd Termimation

{z) LEEEESDE detexnd.ues Thir TICENSEE iz mot exe

::uting the
plan Erubmz:‘-ted with +he

Teguegt o linanae datazi Ztugus 27, 2004
and amm:uia& “Septeniber 13, 2oog,

aammstraﬂ:a o the sa.tisma:ztmn. f=}i]

‘Bud LIEBBIBEE 'csnnnt otherwise

mcmsna :i:ha: ik hag r.a.‘l:en o
nan be =wpectes o taks within ::aasma.b‘.l.e Time affsctive ‘Sheng

to achisvs ‘Drant:.v:al ..pnl:.cata.au af this Ia.csnssd Invemtiom:

(=) .m.EENSGR ﬁats:mmas that Eudh action 4= :a.eeessg-:f t:z mest

)] EEE!.\TSEL' mlhu.l_.ly mafe a Falze Srhatemgnt of or s i X B

muitted ® meberial Fapt 4m its =pplication Sor lirenss oo in any

rEnrrt TEqETed ’kgr this IEEENEKE <o

{m) I;_EENEEE camm:z.ts a substanta.al hr.ea.:xh oE @ t:::vamt ax

agresmant hewesin cuntmad

N
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27 Bt E004

TICHNEHE may a..erm:.nate this T.:IC!E&'BE Jy gx:m.&ﬂ:ng & writben

‘nobice of tam:.natmn ) LTOBKSOR, uI"‘EINEEE's uritten Ilot::.ca st

Amcilnfe TICENSER 5 “statement thak nEither the LICINEEE nor its

subiliceneees nor sny LICENSE ATRILIATES will prar:tine the Tivenged

_.'l:::mem:mu. Ain the “Um.tad ‘Btabtes after the TICENSE termipstes.

I:.LEEE\TEEE’E ert’f:EIL Zunf"ms: Bhall

eperdfy the effective dmte nf
te—:rmnatlmm. ‘

’111115 I;IEEESE mEY Iha ‘mmﬂ:l.f:LEﬁ ar te:m:mated in whhle . e e e e -

part nuns:{.stsui: with the Tlaw znd ap;glmcabls ::egulatm:ms RO
ksl agreem_nt af LIEENEDR and LICENESEER mﬂenceﬂ pein:t t«n::z..tmg ‘2ad
. Sigoed by hoth parties,

Thig LIEEEBIELE may he Tastricked o 'I:.’a.a Tigldsy of usa a::

gaug:auhia #ress, or ‘hoth, Jo vwhick +he TICEREEE has brought. tb.a ‘
imvention ko E:a.:n:iual Applicetion and comtimues n meke the
‘bepefits of the imvention resscnabily accegzible to the p:h..a.c.
:a’:rwaaer, =nch mestrichion 'may e made only after the sppizstion of
=mETen {7) yaa::s znllum:mg -x:na Effeetdive date c: thiz LTICENER.

LICENHEE may TaEmment mnd:x:.r:atn.mu £ this TICEMSE 4o wEiting
.sent e =i} IEEEEESDR 'an& Stating the rsasops Fhersfor. .

Eefors mofifying or '~ta:min§tjxg En whole oo 3n peck this
LICENER for afy couse -‘ut’nér‘ them by mobusl agrsamr;nt, LTCENS0R
shall fu:uish IEEEENEEE'.EJ:L& 'EE-E'h.- sublicensee 0f rsoord = written
notice of dmbention to mefify or termivets in vhole or #n part

Ehis TICENSE,

Bnd EEENEEE -aond- aoy a-n:nln.z:ansse shall be =llowsd
* B thirty (30)

fzys -after suo.‘n notite ar n'L'.‘n.sr agreed-tpon time
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'.Edllawing oalendar yeEaT,

27 SeplemhezZ004°

period, vwhichever is :great:er, ko remedy any breach .c'.f -any covensnt

or agresment Est :arth in this TITEMEE or to shov' wense vhy this ’

LICENSE shenild not he madn.f:.eﬂ or terminated in whola wr i part

LTCENSEE has 2 wight to sppeal, An mooordsooe with Trocsdhnres
jprsgé'r:rijaeﬂ oy the Chisf of Herml Ressarch, sy Aecistlom or

determinabion  concerming the ;!ntmatatmn, Wodificatiog,

tmnmatz.mu im vhele wr in pack oE Ehis LTORNSH.

matm::.‘::‘hstanﬂlng fhe p:t:unsz.mns ot Artzcla ICI, _LICERSER a:a.d L

LICEETE{DE agrea that *tlm.a L_CIEEISE sha’.l_l aEatometically temminats op’
Eeptern'har 30 of any e AT e -m’:mimm Enmmal royEley ﬂue o the

a8 eypressed 4in L’r-i:n.cla ar mf thing

.L!IEDE!EE; is :m:t Timsly paid. I£, hmw=va::, the *nxim.mm anmzal

royelty pEyment toosther with = surchawrge of ooe J::.mﬁred EdBr

anlla:s {g150) s ga:.ﬂ du:mg the G:a.ce Dariad ‘before “the |

" following velender wemr, -hen +his ﬁm&'&‘. shal:l. B2 unna:.da:r:a& as

oot hmrmg .autuma.t:.cally te:r:mmateﬁ

' o ) Enti{:a - -

2] commrmicabinms  @nd ::lnt:r.cas reguired 'umiar his ICEEE;&SE

EELl e considerad Hdly given AF mewt by mmrisr ::ag_m.rmg -Bignefl
,IEﬂElTﬂi pen felivery or if fimely medled by U5, Emstal Bervics,

Tirst .::‘.La.ss, pustags prepaid antd -.aﬂriras.aaﬁ @8 Eullows:
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. 27 Beplomhaignnd
[ ()  if to TIcEvEGR.

DEfice of Hawval Ressarch .
Patent Counsge]l of ‘the Navy [oWm nLoeE)
BOD H. Qminey strast .

2xXlington, wa 231 T~5580D

w:::th B copy “toz
H © Head, Technology Transfer Dffice

Wavsl RBesearch Lehoratory, Oode 1g D.é.
* 4555 Oreclogk Bwe, ; BW

“Washington, no 20375-5370
(B} - 4iF to TorENEER

! Mmedmym Eomari - - — e e

M=t Bervicss, Tno,
2 Psters Camyoy

Iroine, T2 -923605

or .sach meiling adivess ag either party mEy Srom cbime to dime

Spevify dn writing, .

| ARTroTE ¥
| TICEWSEE wmy eremt, Efiect o the approwl o LICENEOR, -
 mriilicenses mnfer thigd LICENEE Tmpem

- . -

“ferms  amd mnﬁ:.tmns thak
| TLICENSER may ZrrEnge mroriEe +hat . '

A, Earh sohlicemss gh=11 Be dn Briting and ks Tgfersnes Lo

This TICENSE Loclndio T the sights waisined by TICERSOR umder This

B, Raoh Sublicenns shat Epecify that ir

As grawted purssant
to this TTCENSE

Bhall speciTy “ther me Frovision. ehsll be in

4

< ferogetion of or Himindsh By rights io ¥hie TICrENSH and ghall

) dnplogdes +he eonfitiom that the sblicenss .;hall sutomatically he
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27 Beptember 2002

modified or i:erm:matad in whdle or 4p part upon the mmrla_::.uat:mn
aor r:ermina.tmn in whols'or 4n Tart of thie LICENEH; an:l

C. TICHVSEE "mhell forpigh I;IEENSOE. with =- Buny u: khe

stamda::d srblinenge agraemaut For =nproval t_'n:r:y {30} days hetore

When sthgtantiz] cha:ugas ars made
o the E._a.mﬂarﬂ Eubldpengs BOgTESmeEnt,

th.e _J.:C‘Bt Embl:manae =1 gra.ut:adu

LICENSER whall pruv:l.rie
_uIEEmEDR a copy of the modified stﬁﬂ:r_cansee for =pproval, Ehirky

{3{)} da]rs Befnre LICEL\;SEE ;shaﬁ mraut muy siblicenss Fherermmder,. oo oo oo oo e

:D The g"“ant:l.ng of any sohlicemss _by LIC:ENEEE Eha._l inm mo. ey

Telizve LICENSEN - feop a0y of the remuirements mf this IJ.CENEE

-

doelatimg Toyelitiss, Iy Eiblicense grapted by ITCENSEE thet does

1ot congly wikh ths Tequirsments of khiy Lrticle T Az ol

. BAETICIE XT
‘Ressrvation of Rigkrkg
SEEERNETIOR or Heghte . .
IIE:E;EBBR r=sarvas the .rz.ght to raquz.z.-e TICENAEE +o g1l t '

mc:gmsm,? Bgress fto  grant pxung;tﬁ:\r subligenses o ‘;:aspmnsible

Enlfil) heslth
Fublic tor the evtent sach T::l_.eﬂs “ETe mob
bedny reapmmEbly sSstisfied Ty L.LCEIS!SEE ami Zte mubilicenseas.,

Erplicanty op :easunahle ‘terms W‘.hen neuessary to
2ol safeiy “neaﬂs of iHa

hiE . LICENSE is subject tcs the :In:eva!:ahle_, ImyaltY"L-'-'EE
Tight of +he Hovernment of Fhe Tited B!:at..s ko mractice =ud heve

pra::t:x.r:eﬁ this Livsnmeg - :Emrentmn th:nug'hum. the world by or on |

behelf pf +he Taited Breteg ang by or an :nahalf o sny foraign

igh
Jr3

| gOoVermment or u.ntargaVErnmEntal or .inta:zatn.mnal orgamization

9
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\E7 Beplomher 2004

pursnant to any sxisting or future tresty or agresmest with £he
Enva:nman.t of the Tnited Ets.tas

Tois LICENSE i Eubjedt +o any '.L:Lcanses An f:m:ce =t the time
of 'the graut of £his I:IEE.'F[SE

1

IRTTOTE LT
iitig-tinﬁ ‘
. L:EEII\TSDR does nok ]:ry entering imte this T.;IE‘.EI:ZEE Trapgfer the

"urupart:y :r:z.r_:rh:l:s im the Iz_me.nseﬂ Imrént:x.nn., urnmdad hmravar, tﬁat o
during the period thet $his LTCENIE iz «*e-:mu‘lus:_va r LICENSER hasg the
Tight of emforcement oF the- Tdvenssd ‘.I-'é.tam:', =t mo oost bo the
Sovermment 2nd withoub rammiriag ‘the Bovermment to he & parzty o

. the litigation, pursusck o the 'pmvisiuns of . Chapber 28 af - Title
:35: n‘m:!:eﬂ "Bhatss Cotis, |z other st:ai:xrtas.

'. .:.EE.\\JSDR t‘h.:.::‘jr "uarcsnt {30%) of
ﬂaﬁamt;mn =E LT

TICENESE =hall pey
'l:.'hs actus.l reeovery =fter

HICENSER's litigatieon coste smd swpensss.

IN WITHESE TEEREQF, the parbiss bevern have csussl thts
- dmstroment ko he Ex=cnted By khedr fuly O =orchorize
repramsntatires, .

TNETED BIBTES OF Z¥ERTos
For the Becxgtasy of the Navy

ZEy: L_QU.JR Q-“ R

-~ . * - : . 1 -
D._W. SCHuEERY ' = TET ANERRL

' Eaptam, \T.8. Wavy - 4 ®itla: TEO :

e Commanding DEFicer

Vi T - ?/Z% g
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FIRET AMUNDMENT TD -
EXCLUSIVE HGENSE&GEM&EHT
: BETWILN
THE UNITED BTATEE OF AMERICA
AE REPRUEINTED EYV THE SECRETARY OF THE HAVY
. . - AND . . R g
ZME'.E‘.HE’:SEEVEGEE,]N& .
“The Exclusive Tinense A

. cEreement exacmiard on. Bepiamber 28, 2004, (hereinetter talled |
“LICENEE™) beiween fhe Titted

States of Ameripa, as seprepentad by fhe Senrﬁtagr,uftbﬂﬂhvy,
heretnafier ralled "LICENBOR™), snd Mo Bervices, Tun,

' s & corporafion organized agd
exipting mder the laws offhe Biafe of Caltifornia, (hareinafier nafled

' atiefl "LICENSER™) having an . .
... eidregs at 2 Peters Coanyun, Trvide, GA: 026064 hersliy smended By mninel apreemert,

}m, TICENSOR. dasires fhe frew of snificensing Fights to TICENSEE s
- claified; and o : .

WHERBAS, TICENEEE desices #he LICENSE be nesigned :tﬁ thelr sucoessar fn part
" Metwork Bignatoras, T1,C andl o . : '

-7 'WHEREAS, TICENSER daax:r:es the zEmoval of the Teguirement fhat produms he
‘meriaobired enbstantially in fhe United Siztes: and : .

WHEREAS, LICENERE, dssices fie Practical Application date be actondedts ani

“WEEREAR, LICENEEE desivey the Jifiprtion Glanse be darifiad 1o indlnBle foe Fight of
Hre TICENAER o vallectior past and e Infiinpement and .

- "WEHEREAE, TICENSOR. desirey fhie Iﬁigaﬁml;!ﬂnusa be modifisd to-requirs TICENSEER
:dhtainIIDEHEDR‘.S_ ‘appmval befors enforeing the Tivensed Pateqt: :

_ 'HDEC’WHE&?EFGRE,HEEHSDR‘M‘LTCE{SE&&&E&E:ar'uénﬂ;ﬁzEIEﬂB}quE‘asiFaﬂnmz

1 TheTICENSE shil ke Rssigmed-to Watworlk Spnatores TI.C.

2. 'Erﬁclaim,ya:agza_cih'l shall mowzepil: . )

LICENSEE agrees o carry ot the plan for development end merkating of & Tioansed
Anmvention  submitied with TICENSED Application for Tioense deted Angust 27, 2004 mnd
amended Beptembar 13, 2004, 40 bring fiis Ticensed Tavention to Fruntical Applicetion two {2)
-y Feeschom Aats of exscntion of the LICENER md TICENSHE will, e stmtims Ipmake
: fhe banefits of this ‘Linensed Frvention reasonehly mooessibls tn the foblin for the remander of

" fhe period of fhis TICENSE, ' '

<

A Acticle T, paragTaph 2 shall mow resd:

—_— e WRLLADMERILAL

2} Desrmber 2085 T T e e e

EXHIBITE @ - :
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TICENSOR. agmas that products srdbodying this Licenssd Tnvention or produosd through the
1gs of & Licensed Tovantion for v’ or sdle by TICENSEE, ts AFFILIATES or i suliticensesy

. in the United Statss do mot oesd 1o be memufechored substantialty in fhe TInitad Btetes,
Notwithstanding the 2hove, profucts embodying this Tienssd Invention arprofnced tbruuggl

! the mee of & Liossad Tovention for vee or sals by LICENSEE, its AFFITIATER o &~
' sriblicensess nemmot be memdacced in any of Fhe counides idenfified: (1) 3o the Treasnry
Department Dffice of Foreign Assefs Contral sthedvle 11 CF R §.50020%; (Z) in the Sine

‘  Department Directorate. of Defense Trads Controls Kt in 22 CER. § 12632 or (3) onihe

]

Treasry Departmentt Office of ¥veipn Assets Contol webstte for saucfionad conpiries
(Hitn /]WWW'h.‘EEE uov/nfﬁnas/anfc}rcsmantlnfaﬂ!smchunso

3 Arhnla‘v,pmgt@hl shﬂlnﬁwxﬂaﬂ.

I;CENSEE shall pay z royatty o TICENBOR of fhree pereent {3%h) of the Het Selling Prics
Tor esch RoOydlly-Bearing Protuct mads, wsed, or sold by TICENSER md s Heeossd .
AFFILIATES, TICENEEE shall pay TICENBOR. fidvhy psmant (30%) of moy nobetderation
received Bom a SURLICHNEEF for 2 milioense sxnept in fw osse of Biigation whems

"LICENSEE shall pey IICENBOR thirty neteent (30%) of fhe antdlzeoovery efter defusiion
of LICENBERs Hitipafion oogts and EETRDEES €8 p:nwdadm.é.rhula KL .

A Ariinle VI, sentence 1 shall nowreel

LICENSEE sgraes o st ameel Teports o o bafors Mareh ] of sash ualandai*yaa:
oo e siforts o achisve Praciical Application of fhe Ticensed Invention by two (2) yeats fom
deie of sxsomion of fhe TICENSE, with perfiouter reference 4o TICENSEE's plan for

) davatnpmsnt mmd muﬂ;atug = fbs Lmanaadlnvanﬁ.an ‘arthmittsd -wifh IICEHEEE‘E rEpphcation
o Tiesnse.

£ Paymants nd raporis mauired mmder A:hrla‘ﬁfmd commnications and=oiines mqmrad
“rader Avfinle X1 shall nowbe saut o

@) ifto TICEREOR:

Dfﬁ::e o vl Regsarih Co . b
Tiffies of Corpomate Cromsgl (DHR:EDDG} ‘
+ OpeLiberty Cenfer .

B75 Mo Hoandalph Strest
.Aﬂingtun, A 323031885

with aoopy im

Hard, Techtnlagy Tronsfer Office .
' . ‘Nevel Resserih Taboratory, Cnde 1004
4555 Overlook Avs, SW
. Washington, DC 203755320

. oo e e ene BRI B s s e D) —— —_ el
i _ 3} Decemher 2083 .
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(&) i to TICENSEE;

“Netwark Bignsimss, TT.C .
14252 Culvar Dr., 914 BB 1,
Trvina, CA 92604

% Artiole T shall mow reath

LICENSOR doss zwt by enfering nio fiin TICENER +emsfer fhe praperty rights o fhe

- Licensed Fovenfion, provided however, fhat dming the parind thet iy TICENSE 8. e

7 extlngve, TICENSER B e vight of erformement of fisTivensed Patent, 2% nio cost fo-the
Government il without regniving he Govemment4o be & party fofhe Htigation, ponemt o

the provisions of Chapier 29 of Tifle 33, Tiited, States Code, or ofher giatniss, TICENREE
s} Jrrform TACHRROR. of auy setion, Tegdl ar otherwise, i intenits {n tale with Tespactio

The wights prior o tekng snsh acking, TICEMSOR hay the Tightto dhfeat to sndh action

" within fen (10) deys of recetving noSfieation of snh sefion. FTICEMEOR does ot raspand
“within.the ten (10) day period, LICENROR shell ‘e Asmmed-to oot objact to the propossd
aotion, LICENBER s Tight of enforeement exprossly indindes fheight tn enliact demeges for
-pest :and futurs infringament of fie Tisensad Patent-tn $he extent permissible undar law,
LICENEEE shall pay LICENSOR fhirty percant (3 0%%) offhe anmeal resovery after dedurtion
of TICENSEE' litigation oosts:and sxypensss,

T WITHESS WHERECF, fe

‘prches herein Tnve cansad this instvoment-to be execred by fheir
ity enfhorized represenintiveg : _ .

TIRITED ETATES OF AMBERICA

For fhe Becratery of e Wavy

i mn@&mvmz;{mc.

oz

By Br_rr e
' DR GAHAGAW ¥ . TATDIANBART .
Captein, U8 Havy . . il CFO o
Commending Officer ' ) - T
Tae £ FE R OB Thate: ﬁe%fé
WETWORE BIE{ TOREE, TLO
7 7 '
Date: 5:7://4;}1/3}
T T ERIDCS ~g RS e —
20 Decentber 2003




Case 8:11-cv-01612-JVS;RNB Document 1 Filed 10/19/11 Page 34 of 58 ‘Page ID #:35

EXHIBIT C



Case 8:11-cv-01612-JVS-RNB Document 1 Filed 10/19/11 Page 35 of 58 Page ID #:36

TW

. Case B:07-cv-01427-AG-MLE  Documentd  Filed 12/ 0/2007 Page 36 of 53

Presl

ARFIENMERT

WHERBAS, Manix Bervices, Inc, having o prinefpnl-plce oF businags in Tustin, Califamin, owns an Bxclustve
Linense fo U8, Patent Mo..5,511,122, enitled “Irrtermadim’blemn:l:'Auth:nﬁqaﬁnn“ &nd hins bezn gronted such Exalusive
License from the Linited Slates af Americy, nsTepresanted by ths.'ﬂaurgmry ofthe Mavy. [herelnafer “Eacinatve Llcense®);

AND WHEREAS, Wetwork Sipmatures '(hereiﬁnﬁar "ABBIGMEE"), with its principm! plice oF buginess in Viatn,
LCoftfomiy, fesires to nequire the enfire right, #te, ond interest in and fo fhe soid Bxcfusive Lirepse: -
WOW, THEREFDRE, n cosidestion of

T pood mud vajoeble oonsidertion, the receipt of ‘which s heehy
acknowledged, Mefrix Bervices dnes heralby ndemowledge fhat § iz suld, sssigmed, fransferred ant sa aver, mud by these
prezents do hereby sell, Besian, transfer nnd get over, into e said ABSIOREP, s surnessor, teegl Tepresentafives mmd
ausigns, e enfire right, ftle, and inkerest frogh

ot the world in, dnoond . wadey fhe saidl fmpnvements, and fite said
Exciuzive License and il provisional . apglications relatins

] theretn, -apd 28U Alvislons, regevdls god coptgenfiops o
oed s oo o CombtEHoNsin-part tievenf and ST Later Prtentaf s Uiniied Stite: which thay be gromied therem and a0 refesues and
: extensions thereod, and all sights oF priority under Tnternfionnd Convesitions s spplicotions for Lebes Paiant which-mmy
hereatimr ba filed dhr soid improvements in iny eatiniry or counkdes foreipn. to the Tinited Statey, and ol Letters Brient -
which may be granted for.satd Tmprovements iy By rauaby or sonniries-forsign to the Liniled Siskes ead gl Extensions,
renewals and reissues therent.

AND Nisirlx Services dnes hereby uovenad snd -agree et i will comomusicgts o the soid ASBIONEE, its
“auceasanrs, Yegn] epresentatives and ssgins, oy Tt Jnwn to i respenting said imiprovements, an kestify in any imgd
‘procezding, sign all lawiil papers, exzeote all divisiong), manfiniing snd reiesns applizations, make off vightfsl datbe and
Eenerdlly do evarything posslble o oid Hie snid ABBIONEE, iis sucnessnrs, Japsl raprasentatives snd eszigns, tn olbigin and
enforee proper patent protection for stid imprmvaments ‘i ol nonniving, , .

"I TEETIMOMY WHEREDE, Assignor intenging io be Jegally bauhd bhes hersnsionfred his siEnaturs,

;)
ils -

“This 14 doy of Febrimry, 2008

“Bigwatnre of Hazim Ansa, CB0 2 Mkt Sardioes

EMHIBITS . “F R
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DEPARTMENT OF THE NAV
MaUAL HESEAROH LABDRATORY M
4556 OVERLUDIC AVE sW

WASHINGTOH DD 207755480 1M REFLY REFER TO

1004/8203
12 Qetober 2006

Tetwark: Signahrras, Toe,
143257 CalverDr., 914
Trvims, CA 52604 -

Re:  Metwork Signatuwes” Outber 6, 2006 Asmonsivation of BasyComect™ at e
Mavel Ressch Tebnratory (MBT) . ‘

—_

..._j‘;&‘._..,.... . . SRR N e e e _~ ———— _' ..__......_..4.j..._......,,..,._....___.._.,‘__.,_. PN e ee e e e aea

Tharl yen .ﬁ:lI'VlEi‘h:Dg MRL Ootdber % 43 4 rafs » ipniatures’
BasyConnent™- C n a -emcmsmia }Jatwuﬂc | .

. 'EEL’E imdhning] anrl Jogal persormel who mttended ‘ﬂ:xa. demponetetion have
considared 19 atwgﬂg Eignmn-asf ‘pressntifion mufl have detarminad that BasyComnaot™
.;alat?s “to m ermbodiment of fhe fnvantion fistmed i Tiitad Satee Patent Mo, 5,571,122
e 122 patenf) entifled TFriemmedists Metwoil Anfhanfiantion ™

Besed on Network Signetmess’ Aemonsizaion, &nfl hsent any evidsnoe to fie

- moniwary, NRT. takes the position that Matwoi Bignaburas hins succegefilly carried ot s -

plen for éBVBID_‘Pmﬁ:Qf ot the Tcennad invantion slgimed fhe *192 patent and hias hronght

En-mverion s Tecited In fhe “122 patent o practing) applicafion. So lomg e Network

.&gnnmraspa]:as Easycnmautm ‘availahils o e pitlic onimsondtle erms, IR wAL

. A fnt Netwod Sigraiwes has’ wmafe fhe bansfite of s Smvention reesandhly

. acoessitilsin the muiliic, and forefore Werwod Signaturss will be eompifiant wifh the Frst

pmagmph of Aticls 10T of e Barrinsive Tinenss Apresment srented oo Septerber 28,

2{:)[}4, il amendan on Paiwnary 14, 2006 (Amsemend). MR, zegueak, Networdc

. Bigustores keep MRL informed regarifing i commerciifioation ani maricettng, avhivites

-ﬁm 'ﬂifha mmwdl veports Metwork Bignabrss will mibmit wisr Ahcls TV of fe.
Huls . )

. Lom sleo Inreceipt of your tequest thet fhe Amendmeart 0 Fhe Agreement be
Tevisad i zeflact that Netwoil Sipnatmes 3 = Bubohapter C corporetinn &nd Tot 2
Limited Tighitity Company (LLC). "With your permission, T will oeles 5 “pen and ok
thamgs onthe Amendment to sy reflack fae proper stetns of Netwarle Bignatorms.

e R an T e Taa s RORAm e L e— it T et e L Nietee SER T AL M e Sete et e S s b ot e, e o — it e e pe ot —

EXHIRITD

s e oy —— e —

(%)
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oomtant 2 NEL Tachmaiiogy M%T;:?tggu?ﬁ/ur comments, ‘gleass Ao not ihasiia’ge 0
——
- ..Dmrdra.ZBmmﬁt . .
Techndlogy Frensfer Office X ’
f";’r —'r:\_‘.l-l*.- T
(1%
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. 51
United States Patemt g nn Patent Diumber: £:811,322
Acticineen W5 Date of Patent: Apr. 23,7199

54 INTERMINIATE NETWORT
. AUTHENTICATION
T Invenas ‘Eandnll Afldoson, Anoandele, Ve,

173]  Assipnee: “The United Sinfes ol Amacies ag

) ‘represented by the Beeratury of (ue
"Navy, Washington, D,C.

IR0 Appl N 2ad,087

{24 Fied:  Jum. 5,.109§ -

511 ot CLE .. EIDAIC 110D
- {831 18, CL“_..".____,;..’BHWZE;ERBIE;BBUEI;

803D

- ~T5H] - Tiehl afBenmch o= o oymy 95y,

38D, 48,71
' 58] "7 -Referenees Lited
“ILS, PATENT DOCUMENTS

4438824 BA98  Muelier Betiner
-4,865,827 1HISED icDonnld ,
S75,765 1183 Pedown .
S0480T A3 Hemhay gl
204861 -4/1983 Busdnw .

. - -BAEES Bellavin ebal,,

UL3B4. “Nilenymton 8Lt o 3D5/200
SATL72 U104 Tifsull. TS |11/}
SMIEBM2 . 5ME85 Asj

’ 2 amsermestits e mereenen SRO/E0

‘RTHER PUBLICATIONS

“Tpudtt:, Cene, *Dutagrom Authentication in Imgmet Gare-
~wayve: Implications of Frapmentalion and Dynmmic Rote-
g, JEEE Invmm o Sniscien Areos v Communicntions,
~ol. 7, Na.-4, {Mny, 15889), TEE:, Y, YL

181, Trnsmistio

LContml Prowen], RFC2783 Netward:
~Ioformmion Center, (Sap., 1681). ' ‘

“Vaydnzk, V'L el Ty, 8T,
Nenwork Pratnral™,
(L., 1985), ]
RivestR. oL Doese, 8, “The WDS Message-Digast Alpo-
Tihn™ mﬁﬂt".l, DN Metwok “Yoftomnim Temter
(Agr, 1999). ¢ - .
Cote, Beymond, In et dl, - Wirltileve! Serms Hired-Nedin
Comuntricatiog Wanworks," Procegdings of the 1989 TEEE,

|

*Secnriy in Hiph-Lavel
TEEE Commnnicntiges, val. 23, Nn. "7

Conferanee no Military Commuresrians ‘(VILCOM, "88),
. IEEE, WY, NY,

Clack, B 1D, nod Wilsnn, *4 Comparison of Commersintond

Milliary Compuler Security Policies® Proreetdings of the

1887 TEEE Bympnaiwem-on Seatirity & Privacy, TEEE Com-

puster Boclery, Ookbnnd, Cliformdn (1987).

NBS, FIPS PUB 46, “Dalx Encryption Standard (DES),"

Mattonel Bieest of Stntartls, WA, Deprctment of Carg-

merce {Jor, 1977).

Schneier, B., “Applied Cryptograpl:” Jufin Wiley & Sons,

Jne 'NY, NY (1854), p, 3.

Beltnvin, Bteven M., “Sesurlty Problems -in e "TORAP

Pminenl Suite™ ACM, Cnmputer Cowsannications Review,

vol 38, Mo. 2 fApr, 1085, pp. 32-9R. :

Bellovin, Steven M., “Limitatinns ofthe Ketbergs dulhe-

‘Hicmion Systent”, Pruceedings of the Winter 1901 Usenix
‘Conference, Useuir, Association, Beddey, 4 (1057),
Ky, BT, & Lion, 1., Privaey Enhnscesment $or Tntemet
Eleclnic Mail: Part 11-Corificam-inaed Key Mannge-
:mc;gjﬂﬁﬁ-‘lm, DN Neowmic Informaving, Cener (Ang,,
18483,

Hedt, 8T, US DoD Beeowrdty Options Hor $he Eieenst
Frotoenl, RFC-1TO8, DN Metwork Tuformation Ceg,

JList eomtinned nn"nan: pRpe,)

, Primary Bxominer—Toiid C. Coln |
-ﬁmfxy. Agénl, or Firm=Thamae 'E, McDanoall; Demisl

BT ) ABETRACT )
An intsmatwork authensicoiny metiod is provided o ves-
Ting 2 seoding hiost by nreceiving omst or.an ntermedins
-ronler oy gntewny. The mathod compoisps the steps o
Thetining & stk pddress aud o public ey oF aeaiving
‘bust; uhifizing te poblic key fom dhe ~xeratving hine in
‘combination with -0 privae key of the ‘orbginaiing hqsn:m
genermie.a eryptapmphic sjgmme; fomemiting the s

oty themg itk duts Shromgrhs frs sutmetewedcie at lenstone

“mucket; rectiving or benst aps-pocker ot ¥he Teceiving ko

2ot the recetving host wiifiziog o povale, Ty SFsdd eesiv- -

ng dmst she md o-prblic key .oF 59 originnine hesl o ¢
ey suid crypmpmniic sgomre,

34 Cluims, 4 ﬁmwingisﬁeeis )

e 38 of 53
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ume dlang with doln b6 n frsl subneiwerk iy o leosl one
packes, hovinga fivat pusket size whish i A8 Bt from Haat
of the tranemitting hostand tharghy fmgmaning the nriglng

the- pucket Fop.-
toents hoving o Brat-pocltet Emgmm: which iz ransmitted s 5

. b first svuildble intermedint gabswny or router dn the Gt

-Bubnptwork, .oud ench subsequent Srmprtent of thot first
packel frapment following the bropess of the fisl-pasies
Fragment thmngh the first mrbmetworedn o tratin-likn fashing;
meotsembling the frogmnged packets ol m intermedime 1
gtewny or xouber perfoming o vedficafion of the erypin-
graphic signnfure on the renspemb)ed pudket manmitiing
the fragmenzn pockers tmysh Ihe first anhnetw: renpiv-
Jng gt least one pocket ot the receiving fost and niftzigy o
‘Pl key “For the searing foal @ verily B erypropmplic -5
Hprumer. . ) T
"By betug st to provids both ot 1o host: mutheitieniion
s well a5 Intermedinte ulhenticnting, the posshiffen of - -

: hqsst; musgueating and wetwork nroks ave wineed or

slimivnted, Additiomlly, pofeybmeg Tonfing, petworl 20
Usage necounting, end pekwaori uiltiing mouy be fmpie.
menbed, . . ’

Other ohjetsnad ftiues of e Dresent: invention will he
sppazent fom the following dowled Aescripfing of the a5

prefered embodiment,

BRIEF DERCRIPTION OF THE DRAWINGS

'The inventinn will be further desmribed in cimjnncting
with the recamponying drawings, in which: g

FIR, L5 2 Row shr Musirating s, methos e in g

. fypiodl or ‘prior arl eommuniontions tromeactien elwesy

hust sad host, in whith nn Autkentiention is soudickd in
-1 petwark which mny employ Tapmemimion nf dompromms;
FIG. 238 an exemplay nerwnde iopuEmohy. of eommit.
icatios between hos, wnd Bost, seeonding e priorons
FI06,3 isn fow ‘Short Tnskating i firat pretere pone
‘mumisations immsackiog hetweey boat, mod howt, in -whish
end 10znfl muthenticating i Topdunteg in 2 metwark which 4y
Ry smpioy Tapmeatsion of dnzgrams: and . .
FIG, 435 ¢ flow chmt Thrsienting .1 second prafeoed
Commmonittion: wamston berween hnst, md fost, du
which balkt intermerigie g epd 1 end muthentivntion may

‘he condinered i inetend: which mmy employ fngoertingion 4%
of dataporass,

TETATED DESCRIPTICH OF THE,
’ ‘PREFERRED EMBODIMENT :

With yeitwace 1o fhe Fignres, whorsin Fke wefmemme
choraclers indicole Tke slemegis Jhrouphon the seynm]
viewn oodl, in-proiculn wity aference to FIGS. 1 and2 g -
generic mathod of hosl o host tommunication is Husteaied,
dn nrdgr,!n Apprecinie the improvements fsancinsd with the
invention diselosed herei, 5 dutolied Heseripion of ha prinr
‘appronch B émyorkenmmmicnting 58 earninl,
In prior notwork commnication pplications, & fost,
generically vofered 19 s hout, o lesn 69 wh winh to
communicats with & oy, or sloment 95, Hoat, 60 may be |
in the smme-snbnetwork or netwasl 2 hiost,, 83 or moy by
& fifacent subnerwort or nework Hetwodk, B2 is fim
TeTwaric aantniuing fiost, §1) and network, 34 i e nenvack
zonlining hoat, B3, FIBS. § god 2 Hosioaee e rondition
where hnat, 60 andl hos, &8 e in AfFerent swbnetworks, BS
“When hosl,, 59 :wishes in commun{emle with hosl, 83, hogt,
6D will ‘philnin the nddress _oogd key af host, B3 foom 1

. i

nelwork nome system via the aetwockes ar from g configh-

" Taliou ke gt hosty 61, This tequast i Muskged hy bnx.10

in FIG. 1, The notwork oome symem wil provide the
Detwork sddmgs of hool, 83 10'hosl, 65 as fysented by box
L. Nexr, the nerwark addness 45 meeivad by host, 60, sec
box M. After rmesiving the uedeags, hosl, 6D bopins fo
JArenswmic detwarnms or pockets townyds haost, 83 vio o patme
way B2, see fiox 36, The physicnl somemmication protoen]
being nsed between host, &0 o sthnetwork, 52 will vary
with the poxticelar type of host agd network, The shove
fesmibed methad i ane of paverd] well fmown methods for
ubiatning she netwn: atidess of o hos, ,

* Subnework, 82, m iHustaed by hor 18, will then
‘Trores dofn inio packers which me Tk oy -aubnetwork
-Speciiic. A sidord grotoeol-which i nigized is the F.in
this proracnl, dataprams or peckes o Eyrmed Trom the datn
stenm. Packets proemlly comprize 1 hender section, o dnra

‘Bechion nod - twaile seclion The specific: wlnlingstdp . .. L0 L
“hetween thest seolion o e existence ol thesh seciiong ars

protacol specific asd fws will novbe fiscossed in my desil,
“The dnen sy b Foemented by the crealion 6% paskers for
Aubmerwod 82 mod fherehy inle different muips thronph
abmerwnrk, B2 towards oty B3, For ilivstrative PUrpnses,
three. packety o frapmented packets, Py, Pa oud Py e
lingtenred, These poekers o Dormoritted thmugh zubnet-
worky 82 by » conventionn! tansmission method. ‘Each
pookel ar Fogmenl may tien g 0 arenrme thranph the
hubnotwork ng st by Lngs 26, 28 and .30 which
‘epmespand 1o M ke f puckats"Py, By mid Py, rénpee-

" tively, The, ench podkel muy go throuph = differcal intar

-ndinte-roer 64, 66,68 ar 70 oz Mnstented in ARz,

ULE."PoL No, 5,173,785 o Peciman i sxempimy of the

Hrmwhaales ‘of she prior ot Pedmm Sissinser oot
cation system which utllizes zn geymrmetc. kny syaism 1o

35 ‘wuthenticatz 3 dota pockel This syaeem ufilizs o -ohng

‘brondensing technigus -md therefore -i% nol copohble of
‘pedoming intrmedipe Enpmenintion or Sntermedinee
nnthentication forthe reosmns discugsent nhove, Both of thase
. pabEiiling arimportnt l’ur]:mgmumfmﬂcpsngnamuum-
0L L : .. )

“Evenmully, packels P, B ool Py will siipme theangh
sbmerwois, K2 oing the festied Tiees o B, 3 o
conBptration ool shown, i host, B3 ~wers located witkin
submetwark, 82, host, ¥ wonld meeive ﬁxc_gad:m_'and
seazsceable them o prinaceess 0 e di coamiome thieb,
“Hosty 83 wonld nilize fhis s nod will astme der the
“aEnder, hmst, 6, i the anhel sender oFihe dofn. Thizs, thee
wiuld nothe sy 20d 10 end or inERneinte mthagticoion

* o the hosr or dow, 3o this simoion, the dnmn would e
a0 Tapmented only nne linte, i, Gnring e cralion of packts

Py, B, nnd By, _ .

In the configumtion shown inFIC. 2, husl, 03 is located
i1 i Ferent submetwork, B4 Lhan subnstwork, 29, Packa
‘Ph .P; .and ,4?3 will e wnnsmined  from g.nlawny _72' of

5 subnzjwork, B2 tn gusway 74 of subnetwark, 84 Tz step

in ivawrated in FIQ.1 o hiosk 32 The' Yink/suhnolwmz
‘pratnens wilized i subnewirty 82 may Hifar from those
of submatworc; 8. In this slution, ‘mbnetwark, 34 will
‘e addifional puekels B, Py, Fe mhd P, 2xe hlook 34
"Faur prckos have besn tsed. for Mustmtive pirposes ooy
Inil'uy ommber of packets moy be genmated by subnes
wirk, Bd, ‘Sinzo the link or subnetwork promealy of sub-
‘networle) B2 md anbnetwork, B4 may he Biffereni, the stze
of the prokeis moy also be difiersnt. Thus, the acgionl dota,
heafier ind trafier informntion oF eoch packerin subnmwerk,
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Le,, the iuformution from pockel ), moy now be'ronsined
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between packels By nnd By, Thus, the delo hos been fmg-
mented for n-second time, Packeis Py, Py, Py and Py ore

. transmiteed. thraugh dhe inlermediste moures 76 ma 78 of

.aubnetworks &4 mlong the deshed linos of subaetware, B4
£nd i o smilar fashion o Gt of submetwork, 82 dhove,

There may be any number of ntenmedine souters pod thoge

used in FIR. 2 nve for Mustraive prsposed ooly, Lines 4,
46, 48 ond 50 Hinatraiz the tansmission coneept o FIG, 1.
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Ahe information contnined in puekec Py may be split betwean
puddeets By and Py, it I= tmpnesihle 10 zeszuible fhe infor
mation of pocket P ston imennediste patewny ormuster T
Ihig situniton, fhe orpine dotn s Smemented two tmes, e,

--..omee when packeis Py, P, mnd Py are cresied nvd oaes wheg-— -

paclers Py, By, Py nod Forome cened.
Evenndlly, 'pﬂﬁkﬂsvp,q( PsyPﬂ mmd P-/ will mig‘:ﬁs ﬂ‘xmugh

snbnetwark; 84 atong the dusbed fines in FI6. 2. Aoa, 53 2

‘Wil sereive the preiers md mossemble fiem to poin aececsy
I the date zonined therein, ses biodks 52 throuph 56,
Hosty B3 will niflize fhis doix md will osume tml e
nender, hiost, 61 is e pebel sender of the dow, Thus, there

8 10 od to 2nd orinisemedin muthentication of (e hosrar =
drin, :

Several U.E, Poear hnve leuched on the mibject of

muthanlcntion. For zxample, T8, Bat Mo, 4885877
MMuDnnek disclasesnn nuthesiention taorithm for vy

ing thmtnmassnge hes woveen sorupted or changed docing &

‘tramsmission, “This ‘methad ulifizas o symomattic erypio-

,“Eraphic sl fouclion which iz only used for the awthent-

catinn of the det., In 2 symmetric key systen, the rams ey
4 uaed forencryplion and decryplion mnd doss not provide

the-prateciion of o ssymmaine kiy sysem, The MeDongdd -

SystemEmvidas in menns forauthentioaling thar o podimlar
‘hosthus gownlly geur the dotnThis, 5 ost may mzsguersde

“n5 -3 vilid host and . send Snvilld Aats over the nenwor:

Additteally, network applicetions incloding intermedinte

mthenficnion axe nu esibed by the McDoasld pateat_Ax 0

mmoher example 0f TLE. Batent dincunsing mthenfication,
“TI8. Pel. No. 5241980 1o Beluvin =t o, Siscloses p ley

menageent. proweol which.conild be wsed mver p netwark,
-which s Tmlsesie,

. Tt 45
, . Theahove Srscription provides a busic sedersinnding of
Dow A3 ansimred between Tibsl, 80 and hosl, 33, Now

we will um to. 2 wew mehed of host aotheofication s
“Wezmat=d in TGS S and 4. FIG..3 Dissrenes o host to-fost
authenticafion smethod mod FG. 4
Antermedinz prteway orrouter snfbentcatng melbad, Like
reference numemls bave besn bifized where there 45 1o

significant difference hetweoa the invagHon nd the prioram,

Primes ghove theweference wimerals have hesn uilized

“wha the ziaments are. similnr b the prior o b have 55
additiony faolurey or modificeions. Finolly, new refemnes

‘nuronrals. o provided Sor Tew steps whick are condusted,

‘Et,vpkngmp@l: Methad

Belor & Azarmiplion of the new methogs axe provided, 3
is noresamry to dessribe cummit crypmpmphic meabanisms,
Cryplopraphic mechenisms provide toe SrealEsl assnoanee
of the muthenticily of date. Ceypingmphic systems come in

two vodelies, symmeltic key ond psymmetric key, See, B, &

‘Schusler, “Applied Cryptography,” Juhn Wiley 2 Sona, ot
Hew York, ML (1984), p3, which is ineorporaed herein by

instrotey 0 hont gy

Tefermnce. In o symmetcie Juy system, the sume, Kay 48 nsed
Jor onmrypbon 2nd desryption, Wien providing confidenti-
ally using on hsyrmatric syatem, soch puty hus two keys,
one pibslic nod one prvers, md date i wnlly enccypted
‘neing the pander's privats key md [he resiptents public kay.
When praviding nuthentication using an tsymmeiric system,
e datn, ntd the kaya nre wsed to-genemta v dipival sigonte,
Tont slgmawne is verified by the seciplest using the dow
Teceived antl the spproprizle derryption keys,

KHost tn Hnst Anthentinotion

" Tuming now i TG, 3, the steps Savolved oo new
melhmd ol hosl, anthenfiention e Musbmted. A hnst, sened-

. oally mipreed to e hosy, or clemem 60 will wish w0

communicats with & bast, or slement 84, Elost,, 83 my be

_int teesome sohpeiwork or aetworke 82 05 host, 60 ormoy
“he in o diferent suhnawodk or netwodc B4 FIES, 1 md .2

ustmis the copditan-whers host, 60 md fwdl, 53 e in
differenr sibnebworks, 82 md BY, mepectivaly, When bost,
a0 wishex tn commumicnle. with hust; 83, host, 60 -wil
teqpest the nddress. oud -pulific key of host, B3 Gom o
“Stibmeteork nme syatem. Thit et is Svuveted by bog
"W mFIG. 3. The pubilickey requestisimportont in tis new
pethiod ond its Importanes will by discossed 0 derel] belpw,

Submisewark Name Bysiem

It iz poesihle 1o distribue the-pokiis kays b 81 hosw and
-usars of the imemotwart, see Mockageris, Paul, Domuin
‘Names—Smplemenistion g Bpeolficotion, RFCC10E5,
"DDN Merwark Informarion Concer (Movembizs, 1887) which
iz by inoorpornted by yefersnce, Pubilic kaps forhoss
o dnstuded i the xeeynservice dwobose aad ol nomesee
vice mannnsns pre mbemicatsd, Thismesns hot all of bost
“pitblic lkeye o Sietdmed inm ayenticsed momes
Momp surilon seguests nesd got he aotenticoed or cond-
antiot in the peneg cose, Howeaver, ifthe visiility of some

fintz i1 the nnenenervicr datimee 3 o, be .contralizd, Hen

anthenficnind ronfideoial sequeses woultl Be required tn
acenss non-published datn and mitheoticae conhdential
Tespumses fo ‘sueh Teguess wonld dso be wguined The
bl keys for the rook nemeservers shonie? beanade seadily
avnilable, soch, 15 by telephone and pomiol moil, so thar
system nominishines oy have confdence in.-the uthen-

ticity of the mom public kay, Oherwie, IF the comect ot

b key were ot widsly koown, o indmuer wondd e
enaily phie:to mosguersie ne the legiimnie  onmeserver,

Breapse thexsee md aypplication level keys oo diskdniel

* nsing mechorisms Implemented in the oot hot, those keys

susy be chruges sasily by the ngor withont. smuch concem far
the loy chsnge betng delnyed in propogstion o dl of the
timetary ar nenvork nome serviee providers, Host keys me
less ensily chongad, bt such chanpes akouid ha;ragulu:}y
sehodwiad in onderto fimitdanege fum somopromised keys,

Madificolions To Curran Protooal

. "This savtion described pdditome and chanpes to the !mu.r-
et Prtoen] suite 1o sprhle 35 useo distrikie. nsymmalric
Smys-mnd 1o anobie 35 rasponees o be puthentiontad,

Anew TYEE finfcl 35 ndded o the resprree raoords o the
‘Domain Nume Bystzm, This new feld conwiss a sigoed
nsymumatric fost msthenticalion ey to be nsed by hqsx.s
Ittempring 1o Autheritieale netwerl peckets, 'Eauh"hust which
irnsmits nuy mthenticaed fmmes. musl fiwyve shis 7ecod in
te Domaip Mame System (mfomed 1o ps “DNEY ond the
value 'uf the yecord -musl be corresBly advarised. The pm-
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i . 7 B .
X ‘posednnme of thds new DNS record bype is HAK. The vatlue Arymmetric Algodthm
i

the dighs D through 9.and lsders A-tioough B 'The HAK
record’s value 3s the authanbcation ey eertificate nasd for
. bt host thal the HAK record ie-asmosised with, NoHAK 5
ecordsmay exdst ihat ore nat asgocinted with 1 gpecific hosl
All Subnetwork Nme System responees from nemesscy-
en povide aothenticelion. Al Bnbnelwork Name System
arequests. ghould -pravide authentiention, Fosts recciving oy
tnmilbenticated xesnorse. shauld toke wate of the ingk gf A0
-autienticnriog med-mny ignore unanthenticated yeapnnses iF
xeguired by the seeunty policy apnlicdble b the sibnetwork
of the veceiving host or take mppropdnie -anfion, Ene ©
Teceiving B =spONSt eontining incoretranthentieating dnin
zhould discard Joe respnase withont prucepsing it fugther, 45
To provide tser osymmemic . keys for encoyption or
uthenticattug, 3t 38 suppesied that & new seyvies, the Ky

.. “Tifoimition Protocd) or EIP, be provided. Ths s -

would accept xequeds for nser public keys md womld
espond only IF sl informution were avatinkiz, The “ng =2
Jemy exists for thal nicr™ and *“that wer potvalid hen® crses
would both cotse an “imvalid xenuest™ i be sent hadk o fhe
egueston ATl xeapomses wonld nes TP onthentiealion, Thn
Xey Informution Projocel would ales nse the hosts gublic

, -uthensicotion key in the KIP response o &nntis the yecipi- 25

Ent to uthandcats the msponss, “KIP should provide, For
‘mepammts nubisnticotion and confidentintity kays, Deprnding
on-pereedved nzed, KIP conld even heaxtenied 1o ngap
Meedhmm & Schsopderiie mechoniom i malyy andoge |
symmelsic keys for soms seanion with tae two KIB: han. 20
Aing the key 82l npsecuraly (soch oo hehnlt aFits oot war)

Brez, Noadham, B, M. o Scheoedan MCD., “Using Bnryp- |
{on Jor Aulhenlicntion fn Lacge MNowarks of Computers®,
Commusications of the ACM, Val. 21, Mo. 32 [Dacember
1578), popes BB3-908, which 3 -Incomporstad -herein by <25
eforznge. The use of the Needhnm & Schroedestypr sym-
oot koy mechonism i i35 desiable than vsing psym-
:meiric kay rchnolopy beeause wEdheAncreased comolerty,
“Whan the KIP caneepl in-implemented, 1 new Tiomsin n
Mpme Bystem serord should be neded that wenld poincm fe
-hewe af the hosl providioy' XIP service for-a bost or
suinerwark. ’
“Towing back o rhe sieps i the hoss to bost amhemicaion
method Dnstrated in FIG.3,
will provite eilher the mame df e oomewereer Jor M
aubnetwok ronmiming the Sesired bosrorthe public ey sud
Eridress.of the desied host. AT meponses wimld-be aurhaie
“esred using the publie key of he wameserver wd Tty
wethentic responses would be discarded mmd dgnared. o A0
-might be valunbiz to sudit 2l moambentic “rasponses, This
proceys would be repeoted ps necennry anfl the reguestipg
- bool eeetved mn authentic xsponse conttmng e pebiic
leey ond wddress oF the desived oiher hast TF the Joently
trusmil nimeserver uses coching -of du, teapone tie g
syouid be-rensonnble despire boving mutheaticating, Using
o nomuprvers and caching s ‘poatl Jmpleshentation
sy for aumeservieo repardiass of whether pithenticg.
tion 35 used."This process of the subnetwork Tiome server
‘gelting nnd ennding te pdfimss nnd public key i usrmed
by bng 12!, ’ ’

As ghown I box 34", the networls address mma public key
infarmution bs newl vaceived by host, 60, At this point, hinst,
§0 ixses an asymmetdc coyplogmphic migarithm to BEmeram
4 digitn! sigmwce, see box A6, As distussed frdher below, &
the pblic key of host, 83 is uzed in nombination with the
Frivite key nfhost, 69 o generte o dtpiinl sigooinez..

m

&

in

the submetwork mme syslem g -

An psymmetric algorithn is ntllted t peneris p Higlal
signiture, This may be necomplished in fever! ways, The
firet mothod in to uttlizs e well knows tsymmetsic nignsthim
such 0y RSA. Bee, U8, Pat. Mu. 4,405,820 m'R. L. Rivex,
A. Bhsmir and L, ¢4 Adleman, which iz incorporatsd fersin

- byrefrenne, A-gecond method 48 in encrypt the sutpul of o

symmelric cryptopranits bush fenclinn nemp m asymmenic
encryption wgorithm, A third method 45 1o use o keyed
-nsymmebxic crypiographic hosh slpodther, The ghove thees
methads hove besn ufilized in the pastio provide eod-n-end
appiiealion-layer nuthentication bl hnve ol been psed 4o
provide intermedine setwolk mubzntioniion.” Theee 8 o
nignificnnt diffsmemes berween authenticaning: the acemey of
transmitied dntn, Le. spplicaiondnyer -anrhenticotion, nud
netwnrclayer authentienfion, the sthject mnmer .of ks
applictlSon. For conveniense, the oot of the nsymmetic
migoriftn will be melened 0 85 & Aigitl ‘Sems.

Lopfideatintity nnd anthentication might slso bt Wil inta.

“npplicitions nbove the tranapovs inyer.or-inw the tansgorl
Inyer ilself. Tu smme covey, it mizht be Aesirable to also b
“mechmisms bl into vhe vpper inyer protoeal thae o
‘indepmdent of these perwodelnyee .mechmisme. For
xnyple, the Seenre SHMP specifications bulld nulbentien-
Hom and gpitonal coofidratiality mechmmisrms inm the BNMP
appiications. This appraach hes (e advanmge that »security
“breneh oz 1 higher Inyer does not necessndly compromiss the
sezuelly ol the metwork Toyar, Fowever, securty shove the
‘neownrk dnyer-doas oot provide authentication ar confiden-
Aallryio all nacwork neers oc applications od fsnon
 Bmexal appronsh, Ror ernmples of ranepori-loyer prowenls,
gee T8, Trnspore Conteol Brotocol, REC753 Melwork |

luformution Centar (Sept=mier, 1981) m 181, ‘O8I Trms.

port Fotoen!- Bpecifoating, JS-BO74, ISD (19RE), both of
whinh e herehy incorpomed by refarence,

“The next question s what will the asyrmmetsic algarithm
bensed g, L, the date, rhe nender information or the enlire
aetevork protacdl foame. B makes o 3608 1o nuthenticee
the entire network protecal fame thion the header dnta aloge.
“The meryaentsl cogt of mtenticating the eofie foge
Angremd pfjner the hesfieraisnop significantand the nceamsed

‘ontmpy mmd siee of, fhe mithenficated infoomition makes

Ty crypneiytic, stincks on he sutheniication by,
-while nben ensuchip the antheoticity of e dain. Bellovin, o
“Becatity Profitems. in the TOP/IP Bratocol Snite” {supc)

_dexcrited ptymher ol atlncls ot e trenspor inyer, suchas

uing TCP seqience mymber predicion M mesquerade 15
-anther host's congeckon. Even ustworihy Tnssmeed @
fstlitte wapr commections from one wotber sud 10 eyt

.70 nspr iy eopablr of mesgoesding B2 snother ager-vin

‘networkdng mechanisms, The sbility t0 pavide cicell-
orlenied confidentistily mechnmisms is niso desimble. Mal
ther "TCP mor OSI trowsport proweal surmatly provides
elther muthentfication or eonbdentiility mechmisms, which |
18 the zren of 1bis ficinsme, although the T8, Qovernmant
Tos peblishes & -giondnyd ralled SP4 thoo odds securdy tn
TCF md on TBO TIBL Franspor: Frateeal. .

. While it is posglble o auppon transport suthentization
using enlirely dfferane, mechoisme thon thage used 1o
“provide netwark anthentieniion, it ls desirshic o davise a
common appeanch o authenticaliod so thtt the byeheod of
implemantation s minimized ond so that the diferent ger-
vices inlegenle iopalher nicely, Maoreaver, there isa poloatinl
oy derreased stzr n the tmsted zade yequind to Implement
the enthemication servines, 1t is.usunlly zasier o verdfy the
Forzentnesy nod mruistworikiness of smoflectmounts of rode
1hari larper amounts af code, -
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B '
“Tucming bacle to (e stepein the hostto hnst authentirotim
methnd Dlustraied-in FIG. 3, afier performing the teymmmgp-
ic eperyplion, host, 60 heping to transmit duta, addreas nnd
the digit signamm o subnatwork, 82 vin g putnway 62, sas
box 18', Toe linle/bmetwod: commmnisation promen) being 5
usel berween host, 60-and anbrietwed 82 ey vary with
Ahe pariicuter type of bost and netvark aud thos, the lnzatinn
uf the sigontur= may vary.

Sutmetwor, 82, m Mummaed by hox IR, wil theg
pirtcen: date ixtto-peolaets or fagments which s et or W
sumehwark: specific, For ilnarative pugoses, three pockapy
or, Py, Py 1md Py wre Mummied. Parkes penerally comprigs
1 fieader arction, o dum section and o walier seckion, The
specific relationstip hetween fhese septings or the existemy
ol these sechions nre protocol Bpecific s e will morhe
Bigrmased in my deinil. The Iocarion 6F (e sipnnnmre ey b

" inmy of the shove, identtied yagket sy, Thess pnrkeg
- ransmtine® Hirongh etbnzcwndk,

ransrission methnd, The packets may aled be muter as will
be diseossed in relalfon in e -termedine “enfhenficnyion
method, below. Bnch gacket or fagment may talre a @i 2
“mutes temogh te network 2z Tivgteoed by lneg 26,28 g
20 which zopespons o the s of padlears By, B tind Py,
respectively. Thus, ack pooket may po theouph a difemar
intermediate souter §4, 66, 63 or 70 o5 Dionired in K162, "
AnimecoeBinrs router is ooy devies which Tonies packns -
‘betwsen.ny two communianion Sevines, A Eatewny is ny
imeermedinea souter whish stmoests two subnewezs, Thers.
Fore, tin tarms may e peed imerahangeghly thranghout the
Hatesled danesption, ) “ ) -
Eveatually, packats Py, P and By will migrate for
ek, 82 glong he dushed Tt bt Bim 2
architeeture at shows, fn which oy, 85 i Tncaed within |
‘e, 82, then hogt, B3 -will Tereive the packets ar
Frogments ond remgemble them tn g aoeees 't fhe 4 e
‘Enf EipuRiuTe contpined fherety, “Host, 83 will wiflize 2
eorespaning neymmekic deprithm o fecnde o verify the
signatwee mod thewby vedfy tho -anthenteity of hosy, @,
“Tiis is proompHshed by nfflizing thepubiic key oF host, 8

" I comhinatien with, the private key OF hogy, 83, 22 the gy

-igTmsion B eroyptinn Above,

IF hosty 83 in loemed In soofher sohnetwod: 24, m
Tustmted in FIG. 2, fen prelmis Py, Fyp ool By will be
Insmivet from zalewsy 72 of suhastwird, ‘82 m
74 af subnelworl, 82 This step in Theioed RS, 36 13
Dinck32, ‘The Enldsimrewor. promesls pifized submel-

- worky 82 moy difier. fom fhat of suhmetwork, 84. In this

sitnsfion, stbnetwink, 34 will ceene-additomnl preless or
FapmensTy, By, Py R F, e hluck 34, Foor peokats kave
heen bard for flnsirdive puposss nnly wod any.auasber oF 50
puckets moy be penermed by ‘Bubnetwark, 94, Binee the
‘protocols oF subnetwolk, 82 anid subnetwarle, 84 mey be'
differeat, the gizs of the pocltets yny:pian be differenL Thus,
the origtnal signame, dun, headear ond trafler information.of

~2ach pugieel in sxbnatwark, 82 may now oppenrin difamnt 55

puckets in subnetwark, 84, La., the infarmation fmm puekal
P miny naw ke containgd heiwasn peckels P, and By A
nined mbove, pociats F,, P, ‘P, mmi ¥y urn trapsmined
gl the imscmedine ronters 76 aod 73 pF submeework,
Bd alnop.the dashed lneg of mboetwariy, 84 and 4 2 simTar- &
fashion 1o (hat of antmeiwark, B2 hove, Ontiamatly, the
peclals moy be trmsmitted 4n 0 munoer Smiler 10 thoe
expluined for the intermedinte, mutheationtion mathod balow,
There muy be ony number of intermedise rauters md ioks
berween Toistars oud those wsed 10 FIG, 9 e for Musmative B3
‘purpnses baly, Lines 44, 45 48 ond 50 illustrare the geneml

8,531,122

@2 by n convention

T
Tho ebility o nuthenticate packets at on ineermediats
Bolsway or Toutsr Suok o souter 76, {5 oot o coneem n o

, 'bnst.to host anthentication melhnd,

Eyentuzlly, puoiets B, Py, By and B, will o gtz Theough
subnetwinl, 84 gioog e doshed Yoey in B 2. Hosty, §3
vitll toceive the prcletts pod reassemble them 1o jRin ncoess
‘o the sipnatien dete centuined therein, see Wock 52 imd 5,
Hoag, 53 oiill wiillee o conegpunding ssymmetric lpodtos
1 decode or verfy the signoiire amd therehy verfy the
authenfictey al host;, see bioek BE, This 1y ncromplished by
wiitizing the pnbilic key afhosl, 60 in combrivation wilk the
“private Iey of bosl, 83, see the diseusdon o crypiagTaphic
diparithmms nhove. Thast, ds suthentic, then the it will ke
utilized by hogt, 83, Otherwize, 2 sexocty protoool may be
initioeed 1o oy & networc nfFeid of 5 potential-security
‘prblem, zes hinde 82, _ o A

Jutermedine Anthenticatiog

“Timing now tn FIG, 4, nmetiod forinmrediote mibeg
tication 32 Mnsteated, Thix method §5 ‘very similar i ihat of
e ot 1o host authenbeation.an dosmibed abnve, There.
fare, oaly the difernows erween the oo mothody will b
‘isctimsed n Guini, .

In ooder to pecmit any inlermedine nerwork pRiswny ar
ssauter b mnthetieule the contenss of the nstwark fame, e
-pubilic Jeay -for eech host f published anct qrivine loy is
kap% mivae by thot bnse 'rgs sending host, ‘60 uees it
“publlic encryption key plus fie dam i penerse 1 CTyple-
-Brphic Fgnawre which is embedded $n the paiear

. black 86, In this mothod, fe public key of hosl, 83 35 oot

tequested oruiilized in any masoer )
Merymlc fames e framanly fepmanted ino smaliz

Trames the will fivvithin the sz Himitation of te protocls

‘to and -undetnenth e Yok o seboework Tayer Thus, the

‘rigiere! fonmes mny be Fagmened, Le. packes B, Pomd .
‘Fymuy he differentin g6 than the omes ooiginglly trams.
mined by hoss, 60 o auhnerwork, -82. n mos onseg

curenly, ressnerhly mily oeenrs o the destination node um

s drawhedls with repect-tn peyformmmes Hegraintion -
“mmocitted with prokel Feemen: msssmkly, Insrmediae

mndes, much BS rmoeers o patewnys, Tmed ool pry e
sezapembly cnst neless ey wish D pecfoom inermeding
anthenBcntion. Noe thar the ‘ool oretweek prchers may
-B6E be mouled ndependenlly nod dynmoicnlly med s this
new prhnique s sill yayy Besible, "When the Tckzts
wigraie Jrun one simetwos o auotier, e pckes my e

Semssumbled ik the nripio poclets zod ten be frensmil-

=d g the origion] puchets, fhemby nveiding addioond
Tmpmentton md tlowing- For dypamic mufing of e
‘origton! peclests n the. currenr rubnewark, i

“These pacler fenpmens are introduced to.subnetwork) 82
25 Qescribed ghove, The fogmants are rronswiitled teotgh
submelwnrk, ‘B2 in 2 very giffnrenc-menner, 'I'{ls fivar-fog-
ment.of sach oripinal pookel. tn be nsmited is senl to the
Jisst nyallabe intcmediste suter in » conventanal fashion.
‘Ench subsequent fogment.of ke oiging! poskat will then
dnftow the snme ronte 15 the frol Fagemen: thronph suhnee-
wark, B2, This method 35 sipnificmatly diffgrenl thm the
uensmistion seheme which §5 utilizzd in the peior at, Tius,

the pckst fmgmenis fomm & rsin Thomugh subnetwatl 82.0s

Alinsiated in 736, 4 by point 88 and line mq. Each origingl
packel is ronted conventinnetly urless the ariging pociel is
Trogmemled, In the rose when the pooeet 5 fropmened, ench

pucker: fragmen will tvarse loe some o= &R its fmt

'fmgmanL . :
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At thiz stoge, the inlermedinte router wny decide to
aulhenticate the paciet fragment information, The decision
on when and fow ofien bo nuthenticate will be = policy
gerision mmd will vary berween-gubnetworkes, Y e i
madinie ronier does perfoon nuthenticaton, then the iner- .5
‘mediate rnterWill issemble the packet fogments Py, P, oo
Py, oo toshed box 104, This giep ln pecassery sinee the
-origont peckels have been mgmented, Lo, prckels Py, P
nnd Py -ore different in size thaw the anes origindlly fans-
‘mitted] by hast, 6830 subpetwori, B2, Then the intermedinte |
Touter rads the rmaembled proksl to dererotoe the asnde 0
€r's identity nnd ntlempts to eonficm ot fhe claimed send-
er's published public key prafuces the oomeet results when
applied m the enthedred digiinl signatore, see dashed huxey
106 rnd 102 I Lher &5 penorect eantt oo the asyachro-
‘nons slgarithm, then the sender aod fhe date ore anthemtic, 5
Orherwiee, e seader or some porl of fhe dot -8 ot
anthentic, "This permip -poficy-based outng i mppe- - -
hneed eoennnriog 5 be dependably fomlemented -as iling-
treeed fo. dnshed bor 119, Fuolly, the ieomedide robter
transmils the rezssembled packet 4o fhe Do touer -or 229
grtewny, posiilly mimgmentng e parket if necnesacy, zee
dusthed bex 44, The nbove process muy he mpettied by magh

' "in!zrm:dlmzmu!cr or gniewny and is Hnstmied by deshed

bilnal 118, Nole thet the messombled poclosts mey siil-be
-vomed indepspdently and dymamically and e the new 25
* rechnique retmios Rexihiiity,

"The podlcl fragmenss are eveniually veeaived by submel.

~tha entiee orgingd netwnt s ot in order tn osmp

to nuthenticate il Network: framar ars frequently Engmantad
-inwm smalierfomes that will it within fhe size Tmitotion of
-the protoenls in ndumtermeat: the Sink or subnetwatk nyer

a3 Tpatrated by pesleats E‘p‘P;v‘Pg'ﬂﬂd’P-‘n THig menns lhﬂt‘zs
‘alench point where o roter o- getaway wishey inatempL
-ButhErtticate the notwar: pocket, It mvat reassemble ol dEthe

“companeats of the uripingl webvork pocke: frel I also

menos ti iy intermedine soukec:or painvay dnes not
resssembie the origingl Frame before tesending nr g 1
citffervent Fragments of a piven newordk packet pver differest
Toutss, it Sotermedist Toulers or pileways dowssoream
From ihat gatewny nemoter will be nmbie i mytheatieats the
Frapmrnied neror: packes, - s )

In smnet ceses Tumanty, rercsembly oty orenv:al the &
drsination node. Jeemedime. aodes, such s ot o
Euteways; 4o ool oresfly pay this cosl Resssembly md

“potentidl subsenuenl refapmenintion will imprir sofwmce
‘peciarmener when tha sk med physicel proioents cory vory -
amall ‘nmowsts.of dun in each lower Ievel fmime, This
‘fmposition muy be mduced by uiliving approprine e
“ware. Commerially availnhle mitters rommonly have. sugh
oxdwore, . L,

Any goreway urxoter in subngtwark, 84 is copohls of g
intermedinte sttheniization by oxecuting the sieps Mivsiened
‘o dnshed block 116, ’ .

‘Bvanuilly, pelts P, By, Poond P will migrmm thongh
BUbnELwatk, 4 piong the daghed Hoes in F1G. 72, Huosty .83
will receive the puekats ond renssemmbie them 1o gnin aceRes &N
£ the siponturn daty sontained thecsin, ser hincks 8% and 5d.

. Flasly 83 will wilizs o conesponding asymmesric dporithm

tn teecode orverfy the signntnre and theehy veoly Hhe
authenticly athosl, s=z bioclc 224, This $s necomplishad by
utilizing the public koy of host, 0, sme the disenssion og &5
encryption mbove, T host, 45 anthenidt, thes metwaik

i
{d

) 12
bost, 83, see blocks 130 nod 56, Otherwise, o secudly
moloeal mey be fniboed to notify .o nerwerk ofcial of o
powutiil seenrity problem, ses block 128,

Propueed Proloeo! Muodifcalions

“This section describes proposad changes tn prowcols.to
ulilize the tbove dancribed method, Forezomyilce, 3.outhan-
‘Hoation motes nre Husrated 3o FOS. 1, 3 and 4. Other
-uthenticalion motes are popsble witk this scheme. One is
‘the depegernis eode of no muthenticalion and wwo aciodly
‘provide some authentieatinn. The exietenee oF theno mther-
tintlion crne peemdts bosts or networks not futecesed io the
‘nfiered security properties to ga without. theyn ood nol have
m pay for whar they 6p nor secl 19-wse, The Fstovedl
msthentication mude supgested wonld nac thre MOS digid
signrnee titporithon mpplied avress the heeder of the not-

wotk-laver fraste pud then encaded neing, previnmiy ogeedl.

ipon DES murypiion key wsing the chetoed Hogk mode of
JOBS. Zee, Rivesl, R, & Dusse, 8, “The WD Mescops-
Digest Aignrithm” RFC-1321, TDN Network: Informiion
Cenler (Apdl, 1957); NES, FIPSTUB 48, “Dnta Ensryplion
‘Bioudard (DES)," Notiond Buoreax of Stontdeds, L8,
Deparimenl of Commeme (Jsnuary, 13773, The second xouf
-anthetteation mode would nse the M5 digesl aigorithm
‘Toving heen spplied seruge the entie paewark-loyer oo
{euciusive of fos nbeticntion informntion field) ang then

. ‘wmkim 1) dg:gcd nhu;:. #3 sawd previsusly, thers ‘ave. thet encoded wing RSA ‘mep tios,
“miey &0 geeond fmgmeniation proble whish moy oooe -
" when puolests B, By, Foend Py 2re Farmed. Ona mog: heve 5 Atdiiitne] Beefils

Angther:erition] servies tintneety authentizlion-{ dhe
‘nebwodk newme srrvice. 1¥ oo fntrmder mgy rossguerase os e
Jopiiimate pameservice provider, ke mny couse dedi-of -
service outmeles, wmy-modily dme in ronsit, and mny moke
nther ateneks oo wsers of the inmemetwile. IF howaver, e
‘nnmeservice wers antheptiented, Mo aitsoks wonld oothe
-possible. R '

Additiomally, fis nuthentieation Trokitzene cod be

p -uBed o imploment the Tlerk-Wilsen conmmesial sobriy

-policy over & etwndk or inerpenworls o support Clack-
“Wilsom, suthentication of nerrs yenl jdemntities is nssentiol, I
tire mpproach anghedted hee, e hosts wonld he mfienti-
crenfl to soch other md could -provide nser sbeatioataon
Teys or-anch keys Tontd be placed B contol direstory
- service wilh dis Tespopmes heing mthenticated, Full prosec.
Bon Fom howr msgeerniiing od peiwork tofis comen]
policies cotid he epslly eoforged. Siace the Chok-Wilson
-poloy 39 mota cenoermed with inteprity than confidentinlity,
thiaamight b anFclent for 1 comeeciol o or educatiool
insfitetion, Confidesfiollty could eosfly be ndded gt -the
Aninspiel Inyer oo ohove 3F ic were teeded aodoned *_nnl
inprade peciammance for applications or-user tha dide’L
ond it .
With 1 faw grtensiony the nppisonsh ontiined bere could
also sappert-n-multilevel -geourity - policy nsing either o
Mpink srchiltectre” or o “md/biack arohiteoture”, Pk
arshtitecnre”,nod “redhinck aehtscture" -are Seagrihed in
Tple, Raymond, ¢ at gl , “Multlisvel Secure Mixed-Medin
Communitation Networks,” Proceedings of the 1985 TEER
Confermnes on Miliory Communienrions (MILCOM *B8),
TEEE, Few York, N.Y, Forexumpie, thers might be oncryp-
{inp of vserdatn immsdinaly choveiie kmosporlayer ur.!.!}n
Jeamspoit dnyer jiself might be enerypted. Bither nsymmerie
or symmetrio keys sould e used, though pee of the laner
would complione key manngement. Beeouse the netwnrk

Page50,0f 53

accounting will teke place and Lhe dewewill be uiized by

lnyer .is flly muthenticored, the rgca'whg host, mny be
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-gonfident of whore t ransmlssion miginged. Also, val-
nerEbilicy to cernin kinds nf dentel or service atncksmay be
signdficantly rmiuced by precluding the abinoks described
enrlizr, Tige of e kink socryplion below the network layar
1o inimize the sfertveness of traffic -mlysis remeinm S
fenaible nnd is mnfFeatad by petwork 1nyer or kigher mechn.
nigros sneh s these,

X appears fensthle fo joyplemeant fhe raquired chonpges 1o
fhe pxigting prooeolsdn 2 way thit woild yemin itempar.
abillity with older vewmions, Moreover, this nwhileenrs 10
seales mieely tn Torpe iniemelwnorks such as the cuceot
Intarnet: There ore A mnmbee of horBware impizmentatiogs
of DES pvailshle dlendy s it 35 feasible o implemenl
Migitel sipmubre dgorithms ol meymmetric ey coyptope-
phy in bvdwore B3 well IF dhese wese inepoedd inm o 35

-chipget, “the tosl of asthenfiration wonld be miniwized
Moreover, hosts theedo norwigh to nee athembiention do ant

pethepieion sereires need ey forits iemplem
1nd gyechead .
Allhongh the preseat inventian hos been folly deseribed in

eovnection wil the pefered embodiment teeof with |
seferencs b the nocompEsyig dmwings, itds o beyoed

 [hot voxious thanges ted modfcations axe spporent to those

ficilled in.dbe axl. Such shonges mud modifeaiions ore 10 be' 2
understond, 85 inciuded within the Bcops of the present
invention as definad by the appended clabms, unless they
depare themiam, , ‘

‘What 5 clrimed i )

4. A-mothod for-oulbenticndny sn -oriptanling bosar p 30
zaceiving hinsl, soid methol comprismp e gleps of

{z) obintiing ©network address and o-public kay. of sdid .
Tegeiving bosy
{6 vifiizing soid publin key -from anid receiviay hosldn mp
.combingtion Wit o-privaie koy Erom -seld aending host
" ponerzie & ETyptopmpiic signntmee;
{c) tonsmininz snid eryploprmbic Seastue slong with
. -Anm toongh & B subnsrenrc in sr fome onepclon
{d} srecsiving said -2t Irast mme pocket ot w3 receiving 40
. hns[: mﬂl - N -
(® soifl vecejving Jmsl-uiffizng -2 private dey of said
“receiving hostond wpoblic ey of mid oipimtinr et
0 verky sl rryptopmphic signnnre, :

2. "The methed recied ju chdfy 1 whersin i ssymmetsis -4
‘glgorithm 3o need fn gencmie seid erypingeaphis siposmre,

"3, The method reeited 4n cloim 2 whersin s5id ssymmetie
-nigurithon 3500 REA digiln! sigomure siporiton.

4.4 method fornutheptienton of on origiomtog hoscae
receiving hostslie s me o more intermedintz rontes, ped 0
:method tomprsing e e oE c

{x) ohmining o newnrk nddeess forsaid reeelving bust;

{1) niflizing 2 privite key from:snld originoting ol o
EEDEME B CTYplopraphic Algantire; '

(c) imnamitiing soid cryptopmphic simmtue dong with
dmn thromgh 1 fral subnstwork in-o lenst one gl
hoving o §irsl pockst sor; )

{8) meeziving snid il Jenst one pacieel -0l snid seceiving
ot and .

85

. 34

{e) saitl renelving host nilizing = mbllc key .of soid

originating hest iv verify soif cryplographic sigualure,

&, The method recitad. in plnim 4 whesels soid podiots are
‘mithentiontsd ot bn iniecmedialsTouter by ulilizing o piblic
-koy ‘of suld oripinting host o verify sild cryprogmphic
Hppanwe,

6. Tha method recited in cloim 4 whemin.an oaymmenic

aipozithn is vexd to gonecnte snid cryptopraphic signoore,
7,"The method recited in clnirm 6 whemin suid asymmetric

‘Hlgovitm iy m RRA. digiml signatures tipadiem.

1. A mathod For mithentication of an orgionting host oty
.reeoiving byt gite sod oo armoss intermedine routers, Brid
method compdsing the staps of;

(&) obtairing o netword. address for sid mealving boat

(6) wifizng o privete key fromesaid orginnling host o

.zenemte 0 orypoprapios signntre; .-

(o) tEnaminng sd crypopmphic sipnsture slong with

o ... dlata thxongh two br more subpetwordcs In .t lesst ooe
enlidioncasty . -
A

packet baving 1 frst packet size; whers the paciet is

Fapmented in<2 -or wiote packed Fapoments duriapg -

Jraustt from kuid noginafing host to said wesiving bost;
{8) receiving amid i jenst one posket o sdd Tecstving

host znd - 7
{g) said recetviop hoat utlizing § poblic key of sud

uniginating host i voriy sotd crypiogmphic sigooe.

‘8, "The method reelted in clnim 8 wharsin saif ransmiting

-Bizp is condneed by Tansmiting o bt frazmenied paoimt
of-auid firet submmtoyic pedleets mia, first available intepms.
inte mouier, ond =ach subsuguant. fagmentad packe: of soid
‘tiral suhmowee puckers Foliowing the peogros of eadd fest
fraproonted packet thrugh snid secemd sutmenvarkin wiwin
fles Eedhion, . :

.. 0 The-method secited in ipim 4, wherein said at losl
une packer heving n frsi pocket size i Sagmentsd ol
- fiprnby Tarming ol fenst iwn Sngmented pocket, enid foe-
~memed packee huving o frst frapmentzdd pocket which ds
tanaminer 40 & fret-ovalintie fatecmeifinte Touter tn sold

_“Hiest submetwidk, omd each .subseopent fopgmened pociet,
Fillowiop e poprdss of :sofd At fopmened  pacler
Shrnngh sl frst suhmetwosk in o drein Kke frshion.
¢ L The metimd werited in clofm 8 whossie i ket
Frazmemts promehenticated nraw inrermedints router by Brst
‘el avid pockel fragmrents nnd theo ntifizing .npuh‘f.@c
ey of snifl ariginning Reost.oe verfy said coypogmmbic
Sipnainm, | - . ' ,

32, The:nsthod repfed in giofon 30 wherein sid padat
Tragmmems e mlimmicared &LEL Infeymediate rour by ﬁw:
‘nggembiliag i packed fmpments 2od e ailizing 2 pablic
ey .of il arigiontheg hner s vy snid Gryptogmphic

‘81 . .

3. Thermethnd tecired in slatm L wherein spid wecoiving
b, Wiz 2 public ey of ssid adgineting host, verfes
-thnt anid dine. fuos hean zent by said sending host by utlising
anid wrypiogmgphic sipoature. .o

34, The method recited In cintm 4 whernin said yeceiving
st wilizing wpnblic key of snid erigineang 13\:5!., verfics
Jhot soid Aol hns fecn sea by aiid originadng hos by
ufiling mid erypiopraphic sEnnse. :
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY

This case has been assigned to District Judge Josephine Tucker and the assigned
discovery Magistrate Judge is Jean P. Rosenbluth.

The case number on all documents filed with the Court should read as follows:

SACV1l- 1612 JST (JPRx)

Pursuant to General Order 05-07 of the United States District Court for the Central

District of California, the Magistrate Judge has been designated to hear discovery related
motions.

All discovery related motions should be noticed on the calendar of the Magistrate Judge

NOTICE TO COUNSEL

A copy of this notice must be served with the summons and complaint on éll defendants (if a removal action is
filed, a copy of this notice must be served on all plaintiffs).

Subsequent documents must be filed at the following location:

[] Western Division [X] - Southern Division Eastern Division
312 N. Spring St., Rm. G-8 411 West Fourth St., Rm. 1-053 3470 Twelfth St., Rm. 134
Los Angeles, CA 90012 Santa Ana, CA 92701-4516 Riverside, CA 92501

Failure to file at the proper location will result in your documents being returned to you.

CV-18 (03/06) NOTICE OF ASSIGNMENT TO UNITED STATES MAGISTRATE JUDGE FOR DISCOVERY
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Name & Address:

H. H. (Shashi) Kewalramani

Lee, Jorgensen, Pyle'& Kewalramani, PC
4790 Irvine Blvd., Suite 105-315

Irvine, CA 92620
UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA
Network Signatures, Inc. CASE NUMBER

SACV11 - 1612 JST (JPRx)

PLAINTIFF(S)
v. .

Allstate Insurance Company, an Illinois Corporation,

SUMMONS

DEFENDANT(S).

TO: DEFENDANT(S): Allstate Insurance Company

A lawsuit has been filed against you.

Within _ 21 __ days after service of this summons on you (not counting the day you received it), you

must serve on the plaintiff an answer to the attached Ichomplaint O amended complaint

O counterclaim [7 cross-claim or a motion under Rule 12 of the Federal Rules of Civil Procedure. The answer
or motion must be served on the plaintiff’s attorney, H. H. (Shashi) Kewalramani , whose address is
4790 Irvine Blvd., Suite 105-315, Irvine, CA 92620 . If you fail to do so,

judgment by default will be entered against you for the relief demanded in the complaint. You also must file
your answer or motion with the court.

Clerk, U.S. District Court

ocr 19 20! DODJIE LAGMA
Dated: By: L

SEAL

N ———”

Deputy Clerk

(Seal of the Court)

[Use 60 days if the defendant is the United States or a United States agency, or is an officer or employee of the United States. Allowed
60 days by Rule 12(a)(3)]. '

CVNTA (1907 CY TAARANNIC
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CIVIL COVER SHEET
I (a) PLAINTIFFS (Check box if you are representing yourself (1) ' DEFENDANTS
Network Signatures, Inc. Allstate Insurance Company

(b) Attorneys (Firm Name, Address and Telephone Number. If you are representing Attorneys (If Known)
yourself, provide same.)

H. H. (Shashi) Kewalramani, Lee, Jorgensen, Pyle & Kewalramani, PC, 4790

Irvine Blvd., Suite 105-315, Irvine, CA 92620; Peter R. Afrasiabi, One LLP,
4000 W. MacArthur, West Tower, Suite 1100, Newport Beach, CA 92660.

II. BASIS OF JURISDICTION (Place an X in one box only.) 1. CITIZENSHIP OF PRINCIPAL PARTIES - For Diversity Cases Only
(Place an X in one box for plaintiff and one for defendant.)

[0 1 U.S. Govemment Plaintiff B{ 3 Federal Question (U.S. PTF DEF PTF DEF

Government Not a Party) Citizen of This State 0O1 01 Incorporated or Principal Place 04 0O4

) of Business in this State

12 U.S. Government Defendant 14 Diversity (Indicate Citizenship |Citizen of Another State 02 02 Incorporated and Principal Place 05 5

of Parties in Item III) ’ of Business in Another State

Citizen or Subject of a Foreign Country (03 [3  Foreign Nation o6 0Oe6

V. ORIGIN (Place an X in one box only.)

E(l Original 02 Removed from [J3 Remanded from [J4 Reinstated or [ 5 Transferred from another district (specify): 06 Multi- 307 Appeal to District
Proceeding State Court Appellate Court Reopened . District Judge from
’ - Litigation Magistrate Judge

V. REQUESTED IN COMPLAINT: JURY DEMAND: E( Yes [ No (Check “Yes’ only if demanded in complaint.)
CLASS ACTION under FR.C.P.23: OYes [ONo O MONEY DEMANDED IN COMPLAINT: § Proven at trial

V1. CAUSE OF ACTION (Cite the U.S. Civil Statute under which you are ﬁ'ling and write a brief statement of cause. Do not cite jurisdictional statutes unless diversity.)
Patent Infringement, Permanent Injunction, and Damages

VII. NATURE OF SUIT (Place an X in one box only.)

State Reapporti&hiﬂéﬁt nsurance
Antitrust 0120 Marine 0310 Airplane : Motions to Act
00430 Banks and Banking 0130 Miller Act 0315 Airplane Product  |71370 Other Fraud Vacate Sentence |0720 Labor/Mgmt,
0450 Commerce/ICC 0140 Negotiable Instrument Liability ) 00371 Truth in Lending Habeas Corpus Relations
Rates/etc. 0150 Recovery of 0320 g\lssa‘;ﬂt, Libel& 3380 Other Personal (1530 General 01730 Labor/Mgmt.
0460 Deportation Overpayment & ander , Property Damage |0 535 Death Penalty Reporting &
0470 Racketeer Influenced Enforcement of 01330 I}i?:b ﬂEgployers 1385 Property Damage [(0540 Mandamus/ . Disclosure Act
d C t Jud t d iabili i
g]rgan(i’;.ltli}:ms 0151 Muec%;::rlzz Act g gig ﬁarime Product 2 1550 g;\l/]?erights g ;;g Iéat{lllg?a’lb;:f oraet
1480 Consumer Credit 0 152 Recovery of Defaulted Li:lr;irllfty rodue 0422 Appeal 28 USC 0555 Prison Condition Litigation
0490 Cable/.Sat TV ) Student Loan (Excl. 0350 Motor Vehicle 15§_ 110 791 Empl..Ret. Inc.
0810 Selective Service Veterans) 01355 Motor Vehicle 0423 Withdrawal 28 S
1850 Securities/Commodities/ |0 153 Recovery of Product Liability USsC 157 0610 Agriculture ROPE]
Exchange Overpayment of. 00360 Other Personal B Other Food &
{1875 Customer Challenge 12 Veteran’s Benefits Injury 0441 Voting Drug
- IOJShC 3;10 i g ;gg %t(;lckhglders’ Suits 03362 Personal Injury- Siig Employrz:nt 0625 Is)r.ug Rel:‘ted 0 840 Trademark
ther Statutory Actions ther Contract Med Malpractice Housing/Acco- eizure 0 A
0891 Agricultural Act 0195 Contract Product 0365 Personal Injury- mmodations Property 21 USC |0 861 HIA (1395ff)
0 892 Economic Stabilization Liability Product Liability |CJ444 Welfare 881 3862 Black Lung (923)
Act 196 Franchise 01368 Asbestos Personal | 445 American with |0 630 Liquor Laws 00863 DIWC/DIWW
[ 893 Environmental Matters Injury Product Disabilities - 0640 R.R. & Truck (405(g))
0 894 Energy Allocation Act |210 Land Condemnation iability Employment 0650 Airline Regs 0864 SSID Title XVI
g ggg ireedo]m f("lt; lnf]g. Act |0220 Foreclosure& 0446 American with [0 660 Oc;upitiom]il 0865 RSI (405(g))
ppeal of Fee Determi~ |0 230 Rent Lease & Ejectment raliz Disabilities - Safety /Health
nation Under Equal 0240 Torts to Land Application Other 0690 Other 0870 Taxes (U.S. Plaintiff
Access to Justice [1245 Tort Product Liability 01463 Habeas Corpus-  |1440 Other Civil or Defendant)
0950 Constitutionality of 0290 All Other Real Property Alien Detainee Rights 0871 IRS-Third Party 26
State Statutes 465 gth_ef Immigration USC 7609
ctions

11 i WPk W W d s Fa m) EINED
VIT=IUTZJ351 (JPRX)
FOR OFFICE USE ONLY:  Case Number: . .
AFTER COMPLETING THE FRONT SIDE OF FORM CV-71, COMPLETE THE INFORMATION REQUESTED BELOW.

CV-71 (05/08) CIVIL COVER SHEET Page 1 of 2
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CIVIL COVER SHEET

VIIi(a). IDENTICAL CASES: Has this action been previously filed in this court and dismissed, remanded or closed? ®No [ Yes
If yes, list case number(s):

VIII(b). RELATED CASES: Have any cases been previously filed in this court that are related to the present case? [1No I!{Yes

If yes, list case number(s): See Attachment A

Civil cases are deemed related if a previously filed case and the present case:

(Check all boxes that apply) [0 A. Arise from the same or closely related transactions, happenings, or events; or
®'B. Call for determination of the same or substantially related or similar questions of law and fact; or
0O C. For other reasons would entail substantial duplication of labor if heard by different judges; or

&D. Involve the same patent, trademark or copyright, and one of the factors identified above in a, b or ¢ also is present.
/

IX. VENUE: (When completing the following information, use an additional sheet if necessary.)

(a) List the County in this District; California County outside of this District; State if other than California; or Foreign Country, in which EACH named plaintiff resides.
O  Check here if the government, its agencies or employees is a named plaintiff. If this box is checked, go to item (b).

Couﬁty in this District:* California County outside of this District; State, if other than California; or Foreign Country

Orange County

(b) List the County in this District; California County outside of this District; State if other than California; or Foreign Country, in which EACH named defendant resides.
O Check here if the government, its agencies or employees is a named defendant. If this box is checked, go to item (c).

County in this District:* California County outside of this District; State, if other than California; or Foreign Country

Allstate Insurance Company (1linois)

(¢) Listthe County in this District; California County outside of this District; State if other than California; or Foreign Country, in which EACH claim arose.
. Note: In land condemnation cases, use the location of the tract of land involved.

County in this District:* i California County outside of this District; State, if other than California; or Foreign Country

Orange County

* Los Angeles, Orange, San Bernardino, Riverside, Ventura, Santa Barbara, or S Nbispo Counties

Note: In land condemnation cases. use the location of the tract of W@} 'AY
i,
X. SIGNATURE OF ATTORNEY (OR PRO PER): £ \)L ' A,,'E?,i\ Date ] & ? ]E? } !

(A *

Notice to Counsel/Parties: The CV-71 (JS-44) Civil Cover Sheet and the information contained herein neither replace nor supplement the filing and service of pleadings
or other papers as required by law. This form, approved by the Judicial Conference of the United States in September 1974, is required pursuant to Local Rule 3-1 is not filed
but is used by the Clerk ofthe Court for the purpose of statistics, venue and initiating the civil docket sheet. (For more defailed instructions, see separate instructions sheet.)

Key to Statistical codes relating to Social Security Cases:

Nature of Suit Code  Abbreviation Substantive Statement of Cause of Action

861 , HIA All claims for health insurance benefits (Medicare) under Title 18, Part A, of the Social Security Act, as amended.
Also, include claims by hospitals, skilled nursing facilities, etc., for certification as providers of services under the
program, (42 U.S.C. 1935FF(b))

862 BL All claims for “Black Lung” benefits under Title 4, Part B, of the Federal Coal Mine Health and Safety Act of 1969.
(30 U.S.C. 923)

863 DIWC All claims filed by insured workers for disability insurance benefits under Title 2 of the Social Security Act, as
amended; plus all claims filed for child’s insurance benefits based on disability. (42 U.S.C. 405(g))

863 DIWW All claims filed for widows or widowers insurance benefits based on disability under Title 2 of the Social Security
Act, as amended. (42 U.S.C. 405(g))

864 SSID All claims for supplemental security income payments based upon disability filed under Title 16 of the Social Security
Act, as amended.

865 . RSI All claims for retirement (old age) and survivors benefits under Title 2 of the Social Security Act, as amended. (42
US.C.(g) o
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