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IN THE UNITED STATES DISTRICT COURT ‘ / \%
FOR THE SOUTHERN DISTRICT OF FLORIDA ' -

ATM COMMUNICATIONS
INTERNATIONAL, INC.

03-21123

)
)
)
Plaintiff, )
) Civil Action No.
V. )
) JURY TRIAL DE E
7-ELEVEN, INC. ) a :! c -]SEETZ
)
MAGISTR 27
Defendant. KO L e
efendant ; \ BANDSTB;;

COMPLAINT FOR PATENT INFRINGEMENT

Plaintiff, ATM Communications International, Inc. ("ATM") complains of defendant 7-

Eleven, Inc. ("7-Eleven"), as follows:

1. This is a claim for patent infringement arising under the patent laws of the United
States, Title 35 of the United States Code. This Court has exclusive jurisdiction over the subject

matter of the claim made under 28 U.S.C. § 1338(a).

PARTIES
2. ATM Communications International, Inc. ("ATM") is a privately held Delaware
corporation that maintains a mailing address at P.O. Box 1115, New Port Richey, Florida 34656.
ATM’s principal shareholder and Chief Executive Officer, Hugo Vajk, resides in New Port

Richey, Florida.
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3. ATM owns and has standing to sue for the infringement of United States Patent No.
5,265,033 (“*033 Patent”) (Exhibit A) and United States Patent No. 5,473,143 (“*143 Patent”)
(Exhibit B).

4. 7-Eleven, Inc. is a Texas corporation having a principal place of business at 2711

North Haskell Avenue, Dallas, Texas 75204,

VENUE AND PERSONAL JURISDICTION

5. Venue is proper in this district under 28 U.S.C. §§ 1391(b) and 1400(b). The
defendant transacts business in this district, at least by making, using, offering to sell or selling
infringing systems and by advertising, for example, on the Internet in such a way as to reach
customers in Florida and this judicial district.

6. 7-Eleven also operates, licenses or franchises 7-Eleven stores in this judicial district
where it makes, uses, sells or offers for sale infringing systems.

7. 7-Eleven operates, licenses or franchises 7-Eleven stores located at 1234 6" St.,
Miami Beach, Florida; 533 N. West 103" St., Miami, Florida; 3960 SW 8" St., Coral Gables,
Florida; 747 Hallandale Beach Blvd., Hallandale, Florida; 6350 Pembroke Road, Miramar,
Florida; and 4112 S. Ocean Drive, Hollywood, Florida. At these locations and others across the
United States, 7-Eleven offers customers access to a proprietary network of Vcom® terminals.

8. 7-Eleven customers using a Vcom® terminal have access to check cashing, money

order, money transfer and traditional automated teller machine services.
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PATENT INFRINGEMENT

9. 7-Eleven has infringed one or more claims of the patents-in-suit through, among
other activities, making, using, selling and/or offering for sale messaging services through its
Vcom® terminal system.

10.  7-Eleven has also infringed the patents-in-suit by knowingly and actively inducing
others to commit acts of infringement and by contributing to the infringement of others.

11.  7-Eleven’s infringement, contributory infringement and/or inducement to infringe
has injured ATM and ATM is entitled to recover damages adequate to compensate it for such
infringement, but in no event less than a reasonable royalty.

12.  7-Eleven was made aware of the patents-in-suit at least as early as on or about
February 6, 2002 and has, nonetheless, infringed the asserted claims of those patents with
knowledge of the patents’ scope and application to 7-Eleven’s Vcom® system. As a consequence,
7-Eleven’s infringement, contributory infringement and/or inducement to infringe has been willful
and deliberate and has injured and will continue to injure ATM, unless and until this Court enters
an injunction prohibiting further infringement and, specifically, enjoining further manufacture,
use, offer for sale and/or sale of Vcom® systems; and enjoining defendants from contributing to
and/or inducing infringement of the patents-in-suit.

WHEREFORE, plaintiff, ATM, asks this Court to enter judgment against 7-Eleven, and
against its subsidiaries, successors, affiliates, franchisees, agents, servants, employees and all

persons in active concert or participation with them, granting the following relief:
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A. An award of damages adequate to compensate ATM for the infringement that has

occurred, together with prejudgment interest from the date infringement of the

patents-in-suit began;

B. Increased damages as permitted under 35 U.S.C. § 284;

C. A finding that this case is exceptional and an award to ATM of its attorneys' fees

and costs as provided by 35 U.S.C. § 285;

D. A permanent injunction prohibiting further infringement of the patents in suit; and,
E. Such other and further relief as this Court or a jury may deem proper and just.
JURY DEMAND

ATM demands a trial by jury on all issues presented in this Complaint.

Of Counsel:

Timothy J. Haller

William W. Flachsbart

Gregory P. Casimer

NIRO, SCAVONE, HALLER & NIRO
181 West Madison, Suite 4600
Chicago, Illinois 60602-4515
Telephone (312) 236-0733

Facsimile (312) 236-1471

ATM COMMUNICATIONS
INT ATIONALJ INC.

JonL\t_lQrCohen

SHUTTS & BOWEN, LLP
1500 Miami Center

201 South Biscayne Blvd.
Miami, Florida 33131
Telephone (305) 358-6300
Facsimile (305) 381-9982
Attorneys for Plaintiff
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U.S. PATENT DOCUMENTS trieved remotely and sent to a facsimile machine, a

United States Patent [ (111 Patent Number: 5,265,033
Vajk et al. {451 Date of Patent: Nov. 23, 1993
[54] ATM/POS BASED ELECTRONIC MAIL 4,673,802 6/1987 Ohmagetal. ..cccooovrnnnnnene. 902/22
SYSTEM 4,902,881 2/1990 Janku ....ccccocvrmninenrnnnnnnnn. 235/380
(715] Inventors: Hugo Vajk, New Port Richey, Fla.; Primary Examiner—Jack B. Harvey
William Stephens, Redondo Beach, Assistant Examiner—Ellis B. Ramirez
i Calif. Atiorney. Agent, or Firm—Niro, Scavone, Haller & Niro
(73] Assignec: ATM Communications International, 57 ABSTRACT .
Inc., Wilmington, Del. ' The technical field generally concerns electronic mail
{ (21] Appl No.: 764,449 systems. The present inven.tion provides an ATM or
! . POS system having a terminal and process or which
.‘ [22] Filed: Sep. 23, 1991 are connected to an ATM or POS data commiunica-
[51] Tt CL3 e, GO6F 7/08 tions network. The network also includes a store and
(52] US. Qe 364/514; 235/379;  forward message switch which stores user messages for
235/380; 235/381; 902/22 remote retrieval and use as an electronic mail system on
{  [58] Field of Search ............... 364/514; 235/379, 380, @ data communications network. Messages can be
’ 235/381; 902/2, 40, 22, 24 stored or retrieved through standard ATM or POS
. terminals, through a service bureau, through touch
’ [56] References Cited tone telephones or via modsms. Messages can be re-
i
!

remote paging device, computer or the like.

" 3,956,615 5/1976 Anderson et al. ...................... 902/2
4,315,101 2/1982 Atalla
4,321,672 3/1982 Braunetal ....ocoooonnnenn. 902/40 47 Claims, 6 Drawing Sheets
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1

ASED ELECTRONIC MAIL SYSTEM
‘TH/POS B )

TECHNICAL FIELD

resent invention relates generally to computer
Th_t P cms for storing and forwarding messages and,
35 icularly to an adaptation of existing world-
Avtomated Teller Machine ("ATM") and Point of
('POS") systems that permits users of such systems
fuk eceive and send electronic mail.
)

BACKGROUND ART

the years, many different types of electronic
transmission devices have been developed. For
aamitting spoken messages, one of th.c olc.:lcst, most
oxiely used and convenient of these devices is the tele-

. However, until quite recently, the telephone
pro~ided only live, real-time communication. Recently,
~oxce mail” services have become available that permit
alkns 10 leave spoken messages f_or. later retrieval and
srpeoduction to their mtc.m:'lcd recipients. While conve-
wast, the cost of transmitting voice messages over the
phone system is relatively high in comparison
«2b the cost of transmitting messages using surplus
excecity that is available in communication systems that
e been installed and are maintained in continuous
~ention for entirely different purposes.

Aoother recently developed message transmission
wehoology is one with the ability to transmit text mes-
wins for later retrieval and reproduction by their in-
wsded recipient. Such systems are known as electronic
exl and utilize an underlying technology known as a
Swre And Forward Message Switch™. However, most
c=Tent electronic mail systems are both expensive and
e be accessed using special purpose terminals. Pres-
ey, there exists no widely available means by which
¢ public can conveniently and inexpensively access
tectronic mail communication.

Vet other recently developed communication sys-
w=tare the many independently operated ATM sys-
¥=and POS systems. One of the characteristics of the
wwous ATM and POS systems is their interconnection
h many clearing house networks. These clearing house
wreorks pass transactions back and forth between
*umls on one ATM or POS system and another
AT™ or POS system on which the user’s account iden-
¥ation records reside.

W appears desirable to link parts of existing communi-
@00 systems to provide readily accessible public elec-
¥ex mail communication that frees users from the
Yrd 1o use a special purpose terminal. Such a combined
"uem facilitates sending and receiving electronic mail
=4 a0 provides much greater functionality to the
fang voice and data communication systems.

DISCLOSURE OF INVENTION

A2 object of the present invention is to provide a
“enient means by which the public can readily avail
Ives of electronic mail services.
ther object of the present invention is to provide

economxcal system for public access to electronic
Krvices.

; :::lh” object of the present invention is to provide
i

T . . .
€ System for public access to electronic mail
es.

10
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Yet another object of the present invention is to pro-
vide a highly reliable system for public access to elec-
tronic mail services.

Briefly, the present invention provides an electronic
mail system by which users can easily authorize, gener-
ate and capture messages and responses. The system
uses a debit card, a credit card or other machine read-
able personal identification card in conjunction with an
authorized personal identification number (“PIN”) or
other valid password security identification to regulate
access to the electronic mail service. The system of the
present invention employs unique peripherals in con-
junction with parts of existing communications net-
works and devices to provide simple text communjca-
tions to remote locations. It provides this service by
means of a structured link between a store and forward
message switch and other already installed communica-
tion systems. The system of the present invention ad-
vantageously uses the existing networks of ATM and
POS terminals together with the national and regional
clearing house networks or transaction switches that
interconnect the various ATM and POS systems to
provide wide public access to electronic mail services.

To access this electronic mail service, a user enters
their debit, credit, or identification card into either an
ATM or POS terminal. That terminal in conjunction
with a local processor acquires the user’s identity, the
user’s security information, and the user’s desire to re-
trieve or enter messages. The local ATM or POS pro-
cessor then passes this information through a processor
for the ATM or POS institution to the information
processor at the user's financial institution. It is also
possible, based on the current state of the art of ATM
and POS network systems, that the approval process
may take place during an alternate account transaction
processing step. This is described in more detail below.
Upon receipt of this information, the processor for the
user's financial institution confirms the user’s identity
and authorizes the user to access the electronic mail
service. Such identification and authorization proce-
dures are a routine operation on ATM and POS net-
works.

After a user’s access to the electronic mail system has
been approved by their financial institution, a clearing
house processor for the ATM and/or POS networks
permits the user to access its electronic mail message
service control function. This message service control
function differentiates among the various transactions
involved in electronic mail communication that are in
addition to the financial transactions normally ex-
changed over the ATM or POS network. The message
service control function performed by the clearing
house processor also tracks the status and steps required
to complete electronic mail transmission.

The message service contro! function on the clearing
house processor passes user entered electronic mail
control information to a special purpose store and for-
ward message switch for retrieving the user’s messages
and/or permitting the user to originate or transmit mes-
sages to other users. The store and forward message
switch then returmns messages and/or verification of
status of messages for other users back through the
message service control function of the clearing house
processor for transmission back to the user at the ATM
or POS terminal. The clearing house processor also
separately passes accounting information to the user's
financial institution for recording usage of the elec-
tronic mail services.
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BRIEF DESCRIPTION OF DRAWINGS

Qther features and advantages of the invention will
become apparent from the following specification
which, in association with the attached drawing figures
and claims, describe the invention. The figures are an-
notated with consistent reference numerals throughout.

FIG. 1 is a block diagram depicting an entire system
for providing an electronic mail service in accordance
with the present invention including its ATM/POS
subsystem, the ATM/POS institution processor, a
user’s financial institution processor, the clearing house
processor, and the store and forward message switch;

FIG. 2 is a block diagram depicting the functional
elements included in a terminal of the ATM/POS sub-
system illustrated in FIG. 1;

FIG. 3 is a combined block diagram and flow chart
depicting the processor for the ATM or POS institution
illustrated in FIG. 1 together with the functions per-
formed by that processor in support of the electronic
mail service, in particular the ATM or POS manage-
ment functions;

FIG. 4 is a combined block diagram and flow chart
depicting the store and forward message switch illus-
trated in FIG. 1 together with the functions performed
by the switch in providing electronic mail services;

FI1G. § is a combined block diagram and flow chart
depicting the clearing house processor illustrated in
FIG. 1 together with the functions performed by that
processor in providing electronic mail services includ-
ing the message service control function; and

F1G. 6 is a combined block diagram and flow chart
depicting the user's financial institution processor sys-
tem illustrated in FIG. 1 together with the functions
performed by that processor in providing electronic
mail services.

BEST MODE FOR CARRYING OUT THE
INVENTION

FIG. 1 depicts a publicly accessible electronic mail
system in accordance with the present invention identi-
fied by the general reference character 10. The elec-
tronic mail system 10 illustrates a generic Automated
Teller Machine or Point of Sale (*“ATM/POS") system
within the dashed line 12. The generic ATM/POS sys-
tem 12 includes an ATM/POS subsystem enclosed
within the dashed line 14, an ATM data communication
network 16, and an ATM institution processor 18.

The ATM/POS subsystem 14 depicted in FIG. 1
illustrates difTerent techniques routinely employed for
connecting various types of ATM terminals 22 and 24
and ATM/POS terminals 26 and 28 to the ATM data
communication network 16. In the ATM/POS subsys-
tem 14 depicted in FI1G. 1 each of the ATM terminals 22
and 24 include their own microprocessor as depicted in
FIG. 2. Consequently, because the terminals 22 and 24
include their own microprocessor, each terminal 22 or
24 is individually capable of communicating directly
with the ATM data communication network 16. Alter-
natively, ATM/POS terminals 26 and 28 illustrate a
different technique in which the terminals 26 and 28 are
connected 1o a shared processor 32 through which they
communicate with the ATM data communication net-
work 16. The ATM/POS subsystem 14 illustrated in
FIG. 1 also depicts a POS terminal 34 that communi-
cates with a POS institution processor 36 via a POS data
communication network 38.

5
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Because of the similarities among different 4
systems and POS systems when they are incorpory
into the electronic mail system 10, for purposes of y.
disclosure it is possible to illustrate both of these diffy,
ent types of systems by means of a single generic ATy
/POS system 12, If the generic ATM/POS system g
FIG. 1 were particularized to only an ATM SYsten,
then it would omit the POS terminal 34, the PQS M
cessor 36, and the POS data communication Netwogy
38, while the ATM/POS terminals 26 and 28 wog
communicate via the shared processor 32 only wity,
ATM data communication network 16. The ATy
/POS system 12 enclosed within its dashed line, why
so particularized to only an ATM system, allows » sy
to perform financial transactions with only the instity.
tion(s) whose records reside on the ATM institutiq
processor 18. .

Alternatively, if the generic ATM/POS system 124
FIG. 1 were particularized to only a POS system, thg
it would omit the ATM terminals 22 and 24, the AT\
data communication network 16, and the ATM insiitg.
tion processor 18, while the ATM/POS terminals
and 28 would communicate via the shared processor 3
only with the POS data communication network }
The ATM/POS system 12 enclosed within its dashy
line, when so particularized to an POS system, allows,¥
user to make transactions with only the merchanify
whose records reside on the POS institution processa
36.
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In the illustration of FIG. 1, the shared processor i bouse network |

communicates only with the ATM data communicati
network 16 if the ATM/POS system 12 is particularized§
to an ATM system. Alternatively, if the ATM/POSE
system 12 is particularized to a POS system the shard
processor 32 communicates only with the POS daaf
communication network 38. The illustration in FIG. 1§
of the shared processor 32 as being connected both o}
the ATM data communication network 16 and to the;
POS data communication network 38 presently doa§
not exist in any known system. The shared processor 31
is so illustrated in the generic ATM/POS system 124
FIG. 1 solely for pedagogical reasons to simplify FIG '
1 and to permit it to illustrate the characteristics com

mon to both ATM and POS systems that are relevantio}

the present invention.

The electronic mail system 10 of the present inverP

tion envisions a plurality of independently operated

'ATM/POS systems 12 all intercommunicating simultr §

neously to provide the entire electronic mail service
available to users. A clearing house data communice
tion network 42 interconnects the plurality of ATN

institution processors 18 and the plurality of POS inst-§

tution processors 36 included in the electronic mal
system 10 to a clearing house network processor 4. By ¢
transferring information among different ATM institv
tion processors 18 operated by various financial insut®
tions and among different POS institution proccssor3‘
operated by various merchants, the clearing house di
communication network 42 and the clearing house oet
work processor 44 allow users to perform inter-instit®
tion transactions such as between one of the ATM

r 46 operated by a user’s fina ¢
systems 12 and a processo p y { e store and -

cial institution.

With the electronic mail system 10 as thus far 6¢
scribed, a user begins to receive or transmit electront
mail using the ATM/POS system 12, the clearing houst
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y ¢ 46 by inserting a debit or credit card 48
8 F50s terminals 22, 24, 26, 28 or 34 operated by
" Jurality of ATM/POS systems 12 included
" e P nic mail system 10. Upon insertion of the

gt
ol . d;:al microprocessor, acquires the user’s iden-

oo he user's security information. After the user
gy B¢ 1) identification number (“PIN™) or
:‘ 3 .ty password or code, the terminal 22, 24, 26

B ion network 16 and ATM institution pro-
18 (or through its own POS data communication
‘* 38 and POS institution processor 36), and the

pouse data communication network 42 with

> actwork processor 44 then interacts with the
bt financial institution processor 46 through the
-.s house data communication network 42 to ac-
1be user's account records, to obtain authorization

ic mail system 10, and to acquire appropriate
;on for charging such use to the user. As men-
sbove, this approval process may take place
an alternate processing step and is described in

ftder detail below. In authorizing usage of the elec- 25

yesic mail system 10, the user's financial institution
r 46 returns a message identification (*1.D.")

#¢ e user to the clearing house network processor 44,
Maving received the user’s message 1.D. the clearing

xux network processor 44 then activates its message 30

ovice contro} function 1o access, via the clearing
wwe data communication network 42, information
sxed for the user on a store and forward message
wuch 82. Via the clearing house data communication

ing house network processor 44. The clearing 15

g the user 10 access the electronic mail function of the 20

-21123-PAS Document 1  Entered on FLSD Docket 05/06/2003 Page 14 of 63

5,265,033

6
34 may include an optical character recognition unit
(not illustrated in FIG. 2.) to scan a written message 56.
A response or new message entered by the user at the
terminal 22, 24, 26, 28 or 34 passes through the clearing

terminal 22, 24, 26, 28 or 36, in conjunction 5 house network processor 44 to the user's financial insti-

tution processor 46 which must authorize the response
or message’s storage on the store and forward message
switch 52.

When the store and forward message switch 52 re-

communicates through its own ATM data 10 ceives a response or a message, it validates the basics of

the message, and if they are acceptable, stores the re-
sponse or message for retransmission. Furthermore, the
store and forward message switch 52 provides an- ac-
knowledgement to the terminal 22, 24, 26, 28 or 34 that- .
the response or message has been stored. If the store and
forward message switch 52 determines that a response
or a message is unacceptable, in the same way it trans-
mits a rejection message back to the terminal 22, 24, 26,
28 or 34 together with an explanation of the problem.

In addition to the preceding way in which various
parts of the electronic mail system 10 of the present
invention intercommunicate as described above, the
present invention also envisions pathways, other than
the clearing house data communication network 42 and
the clearing house network processor 44, by which
ATM/POS systems 12 may communicate with the
user’s financial institution processor 46 and the store
and forward message switch 52. For example, if the
electronic mail system 10 implements the message ser-
vice control function somewhere other than on the
clearing house network processor 44, then the ATM
institution processor 18 or the POS institution processor
36 may obtain authorization and qther information nec-

wtwork 42 and the ATM/POS system 12, the store and 35 €55ary for a user to access the electronic mail system 10

trvard message switch 52 then sends a group of mes-
wgns (one transaction) back to the terminal 22, 24, 26,
3 or M4 at which the user entered his request. After
wmpleting this transaction, the store and forward mes-

by communicating directly with the user’s financial
institution processor 46 via a user authorization data
communication network 62. Under such circumstances,
the ATM institution processor 18 or the POS institution

wpe switch 52 updates a status code for the messages 40 Processor 36 can also exchange user messages directly

&hered to indicate that they have been sent and are
manting further instructions from the user as to final
Sspouition.

By interacting with the terminal 22, 24, 26, 28 or 34

with the store and forward message switch 52 via a
message data communication network 64. Properly
implemented, any of the various data communication
networks 42, 62 or 64 can provide the message transmis-

&reagh 2 keyboard and/or function keys illustrated in 45 sion capability necessary for proper operation of the

NG. 2, 1 user directs the ATM/POS subsystem 14 to
deplay the retrieved messages on a display screen, also
dwtnuied in FIG. 2. Using the keyboard and/or func-
% keys of the terminal 22, 24, 26, 28 or 34, the user

‘electronic mail system 10.

Generally, messages are presented to the store and
forward message switch 52 from outside the ATM-
/POS system 12 by a computer terminal entry station

My request that the terminal 22, 24, 26, 28, or 34 print 50 72. The station 72 may be any of several types of termi-

§%0py of a retrieved message on paper 54.

user may respond to or originate messages for
**ge on the store and forward message switch 52
"=y the terminal 22, 24, 26, 28 or 34 in the same man-

nals that can communicate with electronic mail ser-
vices. The station 72 could be a standard personal com-
puter (“PC") with the message being created off-line
and then transmitted to the store and forward message

hides Tequesting access to stored messages. The elec- §5 switch 52. Alternatively, the station 72 could be a termi-

% mail system 10 authorizes a user to respond to or
1¢ Messages in the same way as described above
fetneving messages. If the ATM/POS subsystem 14
the ability to retain the user’s identity and

nal connected directly to a mainframe or mini-computer
system.

The station 72 communicates with the store and for-
ward message switch 52 via a message entry data com-

"ty code information, it is unnecessary for the user 60 munication network 74. In storing a message on the

'”u{ucn the debit or credit card 48 and to reenter the
1y code. A response or a message to be stored on
Wore and forwarg message switch 52 may be en-

1t the terminal 22, 24, 26, 28 or 34 in a variety of
"“fmdof the type depicted in F1G. 2, the user could
" pen o Or enter a message using either a keyboard or
pad. Alternatively, the terminal 22, 24, 26, 28 or

store and forward message switch 52, the station 72
identifies the user, either through a directory as nor-
mally provide by this type of service, or by knowing the
user’s electronic mail 1.D. Directory services of this

trent ways For example, using an ATM/POS sub- 65 type are well known and are associated with many of

the current electronic mail systems. A modem 76 may
also communicate with the message entry data commu-
nication network 74 10 provide the electronic mail sys-



Case 1:03-cv-21123-PAS Document1l Entered on FLSD Docket 05/06/2003 Page 15-

5,265,033

7

tem 10 with a pager communication service 78 and a
facsimile transmission machine 82.

The present invention also envisions other ways of

storing messages on the store and forward message

switch 52. For example, using a telephone 84 individu- 3 greater detail below in connection with FIG. §, e

als without access to an E-Mail Service may call a ser-
vice bureau that has a station 72 connected to the elec-
tronic mail system 10. Such a service bureau will be able
to take messages from outside individuals by telephone
and store them on the store and forward message switch
52. Similarly, the user can also send messages out to
individuals who lack an I.D. on the electronic mail
system 10 through a service bureau. Anyope with a
phone or mailing address can, in principle, be reached
by sending a message to the service bureau for forward-
ing to the individual with which the user wants to com-
municate. Such operations would be a normal part of
the service bureau function to extend the reach of the
message service to the general public.

Another way of communicating with individuals
who are not themselves users of the electronic mail
system 10 is through the facsimile transmission machine
82. The store and forward message switch 52 recognizes

when the user enters a facsimile telephone number as 55 processor 18 or 36 that belongs to a different ATl

the destination address for a response or a message.
Under such circumstances, the store and forward mes-
sage switch 52 initiates a telephone call and uses the
conventional facsimile transmission process to deliver

the message to the intended recipient. After successful 3p

facsimile transmission of the message, the message's
status 1s displayed to the user.

Furthermore, the electronic mail system 10 may an-
nounce to users that a message has been stored for them

10 sively by the clearing house network processor

[}
&

The Processor That Performs the Message Sm,iq
Control Function .

The message service control function, descr

o e

essential part of the electronic mail system 10 of
present invention. As indicated above, it is not ;
to the operation of the electronic mail system 10 thy
message service control function be performed

However, because the message service control funes
is an essential part of the electronic mail systen
details in the operations performed respectively on ty
¢ processors 18, 36, 44 and 46 change slightly depeng;
upon the particular processor that performs the Mesay
service control function. .
The message service control function may be pe,
formed on the institution processor 18 or 36 included
the ATM/POS system 12 of the terminal 22, 24, 26 3
or 34, or on institution processor 18 or 36 that belg
to another ATM/POS system 12, on the clearing how
network processor 44, or on the user’s financial instiy,
tion processor 46 which itself may be an institutig

POS system 12. Initially accessing the message servig
control function differs if the user’s account records a

maintained on a processor 18, 36, or 46 other than thy}

in the ATM/POS system 12 presently serving the use,
After a user has been authonzed to use the electrong

mail system 10, the message service control functinf
handles all further control relationships with the appro |

priate terminal 22, 24, 26, 28 or 34 and the store and
forward message switch 52. After a user finishes enter-

on the store and forward message switch 52. To an- 35 INB @ request at the terminal 22, 24, 26, 28 or 34,

nounce the storage of a message, the store and forward
message switch 52 places a telephone call to the pager
communication service 78 thereby activating the user’s
beeper. Upon being notified of a message’s storage, the

ATM/POS subsystem 14 transmits it to the processa

18, 36 or 44 that performs the message service contrd §

function to be formatted before it is further transmiti
through the networks 42, 62 or 64. The message will ke

user proceeds to a terminal 22, 24, 26, 28 or 34 to re- 40 formatted by the processor 18, 36 or 44 in accordane

trieve it.

The link created by the store and forward message
switch 52 also allows connection to multiple external
E-Mail systems through the industry standard X.400 or

with normal system requirements using the new trans
action types and transaction formats unique to the elec
tronic mail system Information for providing the mev

sage service control function is encoded and includeda §

r

custom E-Mail to E-Mail links. Such E-Mail links have 45 the message to identify the terminal location, date, tim

already been established by many of these services and
are well known in the art. This allows easy physical
connection to all of the existing E-Mail services, and
provides handy communication to users of the elec-
tronic mail system 10 from outside the ATM/POS sys-
tems. Generally, all of the standard services provided
by the E-Mail system will be the same, and will be
available through the electronic mail system 10. How-
ever, due to the physical limitations which may practi-
cally be imposed on the electronic mail system 10, the
scope of the message may be limited in some way. For
example such limitations may include, but are not lim-
ited to, the size or the detail of the message, or similar
limitations.

An additional feature of the electronic mail system 10
for individuals who themselves are not users of the
system 10 is its ability to capture charge information
instead of the normal E-Mail system charges that would

and other information, and becomes an associated pan

of the message and its audit trail. This message serviet §

control information added to each message is used it
carrying out the message service control function and

0 operation of the store and forward message switch 51

The message service control function also processe
responses to user requests, and returns the results 10 the
institution processor 18 or 36 for the ATM/POS systep
12 controlling the operation of the terminal 22, 24, 26
28 or 34 serving the user.

Determining Location/Affiliation
Destination can be identified using the norma! loct

60 tion/affiliation directory or, as an alternate, a new d

rectory associated with the message transactions alont
whichever is most efficient for network functionality.
Furthermore, an alternate location/afTiliation approv

process may take place on the ATM or POS network

be appropriate for those with E-Mail service access. ¢5 during another processing step. Such alternate appro¥

This charge capture capability is a necessary part of
providing easy service bureau access to the electronic
mail system 10.

processing is well known in the state of the artof Al™
and POS networks and will be readily understood b
one skilled in the art.

FIG. 1 de
entire ¢
S subsy:
F;”g' 2, slltr
gor 3401
unicat
gnications
:ouef 110 1
puffer 114
unicat
i gransactic
,dwol'k 16.
18 of a muc
buﬂ'c[ 11‘ [¢
ceives data
120 for trant
municalion :
In additio
microproces
(~CPU") 12
microproces
The CPU 1
data from a1
C1Oprocesso
("ALUM 12
CPU 124 ar
the CPU 12
The ATM
/output cor
mcludes an
wput 118 ¢
bufler 134 t}
miCroproce:
wie 130 sup
ous input de
136, functio:
receives dat
ned 286 T
various out;
an instructic
156 that all 1
statys panel
mform a us¢
action bein;
that are like
tered by (or
the microps
cated to the
sr 18, 36, 4
uge switch
screen 152
the same in
In additic
the input/o
tem 14 incl
tubsystem )
ceives data
120, » print
the output
cluded in 1t
ugnals fron
The prin:
for the user
on the pape
provided 1«c
the printer



Case 1.0

‘ms the Message Servies
unction

1ol function, describeg ;
lection with FIG. §, isy
nic mail system 10 of
ed above, it is not essegy;
nic mail system 10 that
ction be performed exchy
se net\york processor §
ge service control functipy
slectronic mail systen
‘ormed respectively op
change slightly depeng;

: that performs the message

trol function may be per.
rcessor 18 or 36 included
" the terminal 22, 24, 26,

essor 18 or 36 that belonp
m 12, on the clearing hopg
- the user’s financial insti
self may be an institutiog
ongs to a different ATMy
sessing the message serviy
2 user’s account records an
8, 36, or 46 other than thy
presently serving the user.
orized to use the electronk
¢ service control functios
slationships with the appro.
'8 or 34 and the store and
After a user finishes enter-
i1 22, 24, 26, 28 or M, the
ansmits it to the processor
he message service control
ore it is further transmitted
or 64. The message will be
18, 36 or 44 in accordance
ments using the new trans
formats unique to the elec-
ion for providing the mes
1is encoded and included
erminal location, date, time
becomes an associated part
trail. This message servict
to each message is used
vice control function and 8
orward message switch 52
:ro} function also processs
nd returns the results to the
5 for the ATM/POS systen
1 of the terminal 22, 24, 26

PRI

ation/AfTiliation

fied vsing the normal loc*
. as an alternate, a new d
message transactions aloné,
for network functionality:
xcation/afTiliation appl'OVlj
‘he ATM or POS network
zp. Such alternate approv

the state of the art of ATM
" be readily understood by

-21123-PAS Document 1 Entered on FLSD Docket 05/06/2003 Page 16 of 63

5.265.033

9

ATM/POS Subsystem 14

G. 2 depicts the functional elements required for
entire terminal 22, 24, 26, 28 or 34 of the ATM-
s subsystem 14 depicted in FIG. 1. As illustrated in
£G. 2, all transactions between the terminal 22, 24, 26,
o8 of 34 of the ATM/POS subsystem 14 and the data
unication network 16 or 38 pass through a com-
gpunications controller 110. The communications con-
goller 110 includes an input buffer 112 and an output
er 114. Within the ATM/POS subsystem 14, the
unications controller 110 provides data contained
in transactions received from the data comniunication
petwork 16 or 18 from its input buffer 112 to an input
118 of a microprocessor 120. Analogously, the output
pufler 114 of the communications controller 110 re-
ceives data from an output 122 of the microprocessor
120 for transmission as a transaction over the data com-
punication network 16 or 18.

In addition to the input 118 and the output 122, the
microprocessor 120 includes a central processing unit
("CPU") 124 that fetches data from the input 118 of the
amicroprocessor 120 and stores data to its output 122.
The CPU 124 of the microprocessor 120 also fetches
dats from and stores data into a memory 126. The mi-
croprocessor 120 also includes an arithmetic logical unit
(“ALU") 128 that operates upon data received from the
CPU 124 and returns the results of such operations to
the CPU 124.

The ATM/POS subsystem 14 also includes an input-
foutput console 130. The input/output console 130
mcludes an input buffer 132 that transmits data to the
mput 118 of the microprocessor 120, and an output
buffer 134 that receives data from the output 122 of the
microprocessor 120. Included in the input/output con-
sole 130 supplying data to the input buffer 132 are vari-
ous input devices including a debit or credit card reader
136, function keys 138, and a character decoder 142 that
receives data both from a keyboard 144 and from a2 pen
pad 146. The input/output console 130 also includes
various output devices including a display screen 152,
an instruction panel and screen 154, and a status panel
156 that all receive data from the output buffer 134. The
satus panel 156 may include a number of indicators to
mform a user of the various states (or status) of a trans-
action being performed including problems or errors
that are likely 10 arise. These can be problems encoun-
tered by (or status of) the terminal 22, 24, 26, 28 or 34,
te microprocessor 120, or errors or status communi-
ated 10 the ATM/POS subsystem 14 from the proces-
10r 18, 36, 44 or 46 or from the store and forward mes-
uge switch 52. The instruction panel 154 and display
Kreen 152 can be used interchangeadly for displaying

same information.

In addition to the various output devices included in
the input/output console 130, the ATM/POS subsys-
tem 14 includes a printer subsystem 160. The printer
Wubsystem 160 includes an output buffer 162, that re-
tives data from the output 122 of the microprocessor
2, a printer mechanism 164 that receives data from

Output buffer 162 A printer ejector 166, also in-
‘_ludtd in the printer subsystem 160, receives control
ugnals from the printer mechanism 164.
for lhe printer subsystem 160 allows messages retrieved
on € user to be sent to the output buffer 162, printed

the paper 54 by the printer mechanism 164, and then
ﬂ:owch 10 the user by expelling the paper 54 through
¢ printer ejector 166. Alternatively the printer subsys-
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tem 160 can be used in the same way to print an audit
trail of messages entered into the terminal 22, 24, 26, 28
or 34. Use of the printer subsystem 160 can be very
valuable where the messages, cither entered or re-
trieved, are instructions to other individuals to take an
action, or that require confirmation of an action.

In addition to the various input devices included in
the input/output console 130, the ATM/POS subsys-
tem 14 includes an optical character recognition
(“OCR™) subsystem 170. The OCR subsystem 170 in-
cludes an output buffer 172 that receives data from the
output 122 of the microprocessor 120 and an input
buffer 174 that transmits data to the input 118 of the
microprocessor 120. The OCR subsystem 170 includes a
camera control function 176 that receives data from the
output buffer 172 and transmits data to the input buffer
174. The camera control function 176 exchanges con-
trol and status signals with a document receiver 182 and
a camera 184. The document receiver 182 supplies sta-
tus signals to the camera 184. The camera 184 supplics
data to the input buffer 174 of the OCR subsystem 170
for retransmission to the input 118 of the microproces-
sor 120.

The OCR subsystem 170 is used to capture pre-typed
or hand written messages that are not already defined in
the electronic mail system 10 To operate the OCR sub-
system 170, coded instructions are stored in the output
buffer 172 of the OCR subsystem 170. The camera con-
trol function 176 interprets the instructions and the
document receiver 182 opens to accept the written
me=ssage 56 from the vuser. After acceptance, the camera
184 scans the message 56. If no errors are encountered,
the scanned image will be placed in the input buffer 174
and further analysis and processing will occur accord-
ing to the normal OCR processing capability of the
terminal 22, 24, 26, 28 or 34 and the ATM/POS subsys-
tem 14.

While the various elements of the ATM/POS subsys-
temn 14 are described above as though each of the termi-
nals 22, 24, 26, 28 and 34 includes them all, depending
upon precise details of the terminal 22, 24, 26, 28 or 34
some of the elements described above may, in fact, be
shared among several terminals 22, 24, 26, 28 or 34. For
examples, as depicted in FIG. 1, the ATM/POS termi-
nals 26 and 28 are connected to the shared processor 32
through which they communicate with either one or
the other of the data communication networks 16 or 38.
Thus, the shared processor 32 includes both the com-
munications controller 110 and the microprocessor 120
that are depicted in FIG. 2, and distributes their func-
tion to the input/output console 130, the printer subsys-
tem 160, and the OCR subsystem 170 included in each
of the ATM/POS terminals 26 and 28.

Institution Processor 18 or 36

FIG. 3 is a combined block diagram and flow chart
depicting the ATM or POS institution processor 18 or
36 of FIG. 1. The institution processor 18 or 36 includes
a CPU 212 that includes a memory, similar to the mem-
ory 126 included in the microprocessor 120 of FIG. 2,
and also an ALU, similar to the ALU 128 included in
the microprocessor 120. The CPU 212 receives data
from an input 214 included in the institution processor
18 or 36 and transmits data to an output 216 also in-
cluded in the institution processor 18 or 36.

A communications controller 220 interfaces between
the institution processor 18 or 36 and the data communi-
cation networks 16 or 38 and the ciearing house data
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communication network 42. The communications con-
troller 220 includes an input buffer 222 that receives
transactions from the communication networks 16, 38
or 42 and transmits them to the input 214 of the institu-
tion processor 18 or 36. Similarly, the communications
controller 220 includes an output buffer 224 that re-
ceives transactions from the output 216 of the institution
processor 18 or 36 and transmits them to the communi-
cation networks 16, 38 or 42.

In F1G. 3, a dashed line box 230 encloses a flow chart
of the computer program executed by the CPU 212 of
the institution processor 18 or 36. The flow chart 230
sets forth the various functions performed by the institu-
tion processor 18 or 36 which are uniquely required’for
the operation of the electronic mail system 10. As de-
picted in the flow chart 230, the first operation per-
formed for every message transaction processed by the
institution processor 18 or 36 is a log transaction for
recovery function 232. The log transaction for recovery
function 232 is a standard function executed by the
institution processor 18 or 36 of various different ATM-
/POS systems 12 in processing standard ATM or POS
transactions. The only change needed in the log transac-
tion for recovery functions 232 on existing ATM/POS
systems 12 to accommodate the operation of the elec-
tronic mail system 10 is adding new record formats for
message transactions to those already established for
ATM or POS transactions.

If the message transaction received by the institution
processor 18 or 36 is from a user at one of the terminals
22, 24, 26, 28 or 34 seeking initial access to the elec-
tronic mail system 10, the computer program performs
a validate user function 234. The validate user function
234 is an existing capability included in all ATM/POS
systemns 12, though it is not always identified by a sys-
tem or function name similar to that used here. This
standard function remains essentially as it presently
exists on the current ATM/POS systems 12, but new
message oriented transaction types must be added to the
present valid formats to support the electronic mail
system 10. If the particular institution processor 18 or 36
that receives a user validation request from one of its
terminal 22, 24, 26, 28 or 34 is able to verify the user's
authority to access the electronic mail system 10 with-
out communicating with the clearing house network
processor 44, then the institution processor 18 or 36
performs a format external message request function
236.

The format external message request function 236
handles the special processing associated with message
transactions that are unique to the electronic mail sys-
tem 10. After the format external message request func-
tion 236 has been performed and the destination affilia-
tion is identified, the transaction will be moved into the
normal transaction processing by performing an insert
message into output function 238. The insert message
into output function 236 forwards the transaction to the
appropriate destination which depends on where the
message service control function processing occurs for
this transaction. Specifically, the format external mes-
sage request function 236 puts information in the proper
format with the necessary structural parameters to
allow continued processing by the ATM or POS net-
work. This type of function is common in all state of the
art ATM and POS networks.

If the particular institution processor 18 or 36 that
receives a user validation request is unable to verify the
user’s authority to access the electronic mail system 10,
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then it performs a query other financial institutiom
function 242. The start of the process for access,

another institution through the query other financjy
institutions function 242 is essentially the same as for al}
existing or similar transactions processed by the ATy,
/POS system 12 when the institution processor 18 or 3
is not that of the user’s financial institution. Determinjy,

location and affiliation of the particular user’s account
performed using the standard location/affiliation dire,.
tory as described above.

From this point the transaction will be handled diffe;.
ently if the message service control function is provideg
by the clearing house network processor 44, or by tp,
user’s financial institution processor 46. Once the trap,.

action is processed for local functions, and the destip,.”

tion affiliation is identified, the transaction moves ip,
the standard insert message into output function 238 fo,
transmission to the clearing house network processor
44. The insert message into output function 238 fo.
wards the transaction to the appropriate destinatiop,
depending on where message service control functioy
occurs for this transaction. The institution operating
each ATM/POS system 12 may choose where it wishe
10 process message transactions for users being served
by its terminals 22, 24, 26, 28 and 34 if alternative mes.
sage service control functions exist.

The standard receive messages or timeout function
252 already performed by existing ATM/POS systems
12 need only be modified to handle all normal message
transactions for the electronic mail systemn 10. After the
transaction has been processed by the receive messages
or timeout function 252, it then proceeds to a format
messages for terminal function 254 that performs the
formatting required for messages of the electronic mail
system 10. The format messages for terminal function
254 uses information provided by the message service
control function, the user's account profile, and the
store and forward message switch 52 to format the
message for presentation to the user at the specific ter-
minal 22, 24, 26, 28 or 34 now serving the user.

The response as prepared by the format messages for
terminal function 254 is then transferred to a transmi
response to terminal function 256 that is a standard
function already performed by the institution processor
18 or 36. The present transaction and data exchange
protocol performed by the transmit response to termi-
nal function 256 need be modified from that on existing
ATM/POS systems 12 only to the extent necessary to
process the message transaction formats unique to the
clectronic mail system 10. The transmit response 1o
terminal function 256 transfers the formatted data to the
insert message into output function 238 for transmission
to the appropriate one of the terminals 22, 24, 26, 28 of
34

Once the user has entered a valid PIN and has been
approved by the system, multiple transactions can b
carried out without the need to reenter a PIN and be
re-approved by the system.

As will be appreciated by those skilled in the art, the
ATM/POS system of the present invention will make
use of the standard error functions currently available
on ATM/POS networks in the prior art. Such errof
functions and handling, including the new and uniqu¢
error handling functions necessary for the present 10
vention are described in more detail below.

Security for the electronic mail system 10 is accom-
plished by the same technique as that normally em
ployed for ATM and/or POS terminals in ATM/POS
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12. speciﬁcally. security comes from the re- and screen 154 of the terminal 22, 24, 26, 28 or 34 that
ﬂ“_“mscm that a user enter a debit/credit card 48 and allows the user to select from a mend of choices. These
ity code for each transaction, or by relying on the choices constitute either additional menus of more de-
ﬁ’s ability to retain such information once it has tailed choices, Of specific transactions t0 create or re-
A yalidated in 8 preceding transaction. After this 5 trieve messages. The organization of the electronic mail
securit information has been transmitted to the system 10 allows certain frequently used transactions to
o priate institution processor 18, 36 or 46 for verifi- be invoked directly and other transactions to be se-
L that proCcssor‘s normal error Or acceptance lected after the display of additional menus. The user
;ﬁuﬁ occurs. If there is an error, or the user's indicates the desired action cither by pressing keys on
pyon is invalids the existing normal error process and 10 the keyboard 144, by writing on the pen pad 146 or by
ges occur- pressing specific function keys 138.
§f the usET is authorized to access the electronic mail The following list of three menu options are set forth
10, 3 Transaction Authorization number is cre- here as examples for pedagogical reasons without any
g:d for the transaction in the same fashion as for all implication that they are either 2 specific or 8 complete
ATM/POS financial transactions, and processing 15 set of options that must be provided in implementing the
< gJlowed 10 continue. The Transaction Authorization electronic mail system 10.
ber that is generated for system security purposes in creating messages
e O ration of the clectronic mail system 10 uses the retrieving/reading messages
dard algorithm and process presently used in ATM- responding 10 messages
S systems. That Transaction Authorization number 20
s the sam¢e purpose for message transaction as for
J other 1ypes of transactions OCCUITINg in ATM/POS When creating messages the user.must compose the
ems 12. text of the message. Options for creating a message

The basic audit trail and recovery oriented processes include, but are not limited 10, selecting from prc—codcd
p the ATM/POS network are not disturbed by the 25 or pre-defined messages using menus as described previ-
aodifications needed to operate the clectronic mail ously. Messages appearing on the display screen 152
system 10. A major advantage of adding the electronic and on the ipstruction panel and screen 154 assist the
£ail system 10 to existing ATM/POS networks in com- user in understanding the choices and how to use them.
parison with alternative systems is their relative security The messages displayed on the display screen 152 and
due to their existing audit and recovery controls. 30 on the instruction panel and screen 154 include “fill-in-

As described previously, user access to the electronic the-blank™ areas which allow the user to customize
pil system 10 is accomplished through interaction standard messages. The 1ypes of standard pre-coded
»ith one of the terminal 22, 24, 26, 28 or 34. The actual “fill-in-the-blank™ messages which may be invoked by 2
aterface that the uset experiences may vary from termi- menu option include, but are not limited to:
sl to terminal within a single ATM/POS system 12 35 identification messages, telling who called, affiliation,
nd may also vary among various ATM/POS systems the subject of the call, and how to contact them;

11. The actual interface presented to the user depends travel messages, describing characteristics of travel
won the particular programs executed by the various such as arrival/departure time, location 1.D. (Cuy,
POCESSOTS including those executed by the micro- State, Country, Of Institution such as hotel or busi-
processor 120 for controliing the terminals 22, 24, 26, 28 40  ness), carrier and the like;

nd 34 shown in F1G. 2, and the operating sysiem and confirmation messages. confirming such things as stock
wplication software of the institution processor 18 or or bong sales of purchases, approval of reservations,
% shown in FIG. 3. The basic interaction of these sys- and similar activities; and

wems and the additional implications of the data commu- calendar messages, messages to be sent back to the user
xaation networks 16, 38, 42, 62, 64 that link them is well 45 about scheduled time commitments Of actions to be
tnown as it already forms the process by which ATM- performed, cither entered by the user or others, such
/POS systems 12 perform their existing ATM/POS as a secretary Or travel bureau with user granted
fnancial functions. authority to do so.

When the terminal 22, 24, 26, 28 or M is enabled to Another menu OF instruction option provides selec-
tllow the user to select 2 transaction after the user has 50 tion of a broader range of “pre-coded” messages from a
een allowed access to the clectronic mail system 10, credit, debit, plastic or similar type of card 48 that in-
“"K present invention preseats the user with a new 0p- cludes a memaory and/or a computer. Such cards 48
ton in addition to those previously provided by the may include user specific special messages that can be
A_TM/POS system 12, that is, the electronic mail capa- read into the terminal 22, 24, 26, 28 or 34. These types
bility of the system 10. The clectronic mail service $5 of messages will have the same «fili-in-the-blank” for-
choice guides the user through a sequence of steps that mat as the normal pre-coded” messages of the ATM-
Ulows the creation or retrieval of messages. The elec- /POS system 12.
tronic mail system 10 also automatically potifies users if The “ﬁll-in-thc-blank" messages arc typically com-
messages are waiting for them, without any action fre- pleted using the keyboard 144 of the terminal 22, 24, 26,
quired other than the user accessing the ATM/POS & 28 or 34. An alternative is using the pen pad 146 or the
Wtem 12 through the terminal 22, 24, 26, 28 or 34. The OCR subsystem 170 for both alphabetic and numeric
tectronic mail system 10 may automatically display

“fill in the blank™ message formats.
teriain types of emergency or high priority messages Another alternative, the composition and entry of
without the user requesting such display through the complete or complex messages is achieved by scanning
terminal 22, 24, 26, 28 or 34. 65 the written message 56 with the OCR subsystem 170, or
Whichever option a user selects, i.e., creation of a by hand written of printed entry on the pen pad 146.
Message or retrieval of a message, display appears on After the message has been scanned by the OCR subsys-

tither the display screen 152 or on the instruction panel tem 170, using the keyboard 144 or the pen pad 146 the

Message Entry

3
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user can correct or improve the message as read. Status

or error conditions in the OCR subsystem 170 are re-

ported through the various display methods previously

described.

A final form of capturing messages, or identifying the
intended recipient of a message, is to employ a memory
card 48 or access card 48 with on board processing
capabilities that stores pre-recorded messages or data
bases from which messages can be created, and/or a
directory of individuals to whom messages can be sent.
Such a card 48 is inserted in the debit or credit card
reader 136 and a display of various options appears on
the display screen 152. The user then chooses among
various options using the entry techniques already de-
scribed to indicate which individuals and messages are
desired, and how they are to be associated and further
processed. _

The user has the option of addressing the message
before or after the message text is composed. When
addressing the message the user can either enter an
addressee mailbox code directly or select an address
from a directory of frequently used message destina-
tions stored in a memory or “smart’ card 48. At the
user’s option, addresses may be validated before mes-
sage transmission. The electronic mail system 10 also
allows entry of addresses through the keyboard 144, the
pen pad 146, or the DCR subsystem 170. After compos-
ing the message text and addressing it, message creation
is complete.

Message Retrieval and Response

The user can also direct the system to retrieve mes-
sages addressed to the user. By interacting with the
terminal 22, 24, 26, 28 or 34 through the keyboard 144
and the function keys 138, retrieved messages appear on
the display screen 152 of the terminal 22, 24, 26, 28 or
34. A user may choose 10 have the printer subsystem
160 print a message on the paper 54. The keyboard 144
or the pen pad 146 may be used to control the message
appearing the display screen 152 to allow display of
sender/source associated information, the text, or se-
lected portions of such information if the screen cannot
display all of the information at once.

The user responds 1o messages in a manner similar to
composing messages. A response may be sent to the
original sender, or 1o new addressees, or both. The
response message is created by the same addressing and
composing steps as creating any other message, but a
response includes additional information about the orig-
inal message unless the user intentionally deletes such
information.

_ To identify each message for operational and finan-
cial purposes, an additional message reference number
may be added by the terminal 22, 24, 26, 28 or 34, by the
institution processor 18 or 36, or by the processor 18, 36
or 44 providing the message service control function to
messages being retrieved from the store and forward
message switch 52, or being stored there. If the message
comes from an E-Mail system outside the electronic
mail system 10, that system’s E-Mail reference number
‘can be used on messages stored into the store and for-
ward message switch 52. Furthermore, a system cross
reference number may be added if necessary to meet
network controls. Such a message reference number
may serve the function of identifying each message for
operational and financial purposes, and thereby link
printed or control documentation to the billing state-
ments that are created by the system.
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The characteristics and components of menyg
options on the various information displays descr
above allow the user to create messages or to Tetrieye
waiting messages, and is a unique improvement to
existing capabilities of the ATM/POS subsysten 14

All of the entry techniques can be co-mingled wi
the memory or processor card options to provide grex
flexibility in the creation, direction and processing o
messages and responses. The memory and pr
cards 48 can also be used to capture the addressin
text of messages sent to a user, including informatieg
concerning the user’s calendar or schedule of activige,
which can be used to update records in a data’bag

housed in memory on such a card 48. Other specia]

types of messages can also be created 1o update specific
associated data bases in memory on such cards 48,

Message Errors

When errors are encountered, the normal Processing
for the type of the terminal 22, 24, 26, 28 or 34 in e
will be followed. For errors that cannot be corrected 5
the terminal 22, 24, 26, 28 or 34, the ATM/POS subsys.
tem 14 clears all status and waiting actions and theg
resets, rejecting all further attempts to process the erro.
neous transaction. In addition, the normal timeout inter.
va) for handling problems such as the occurrence of 3
network error remains the same.

Store and Forward Message Switch 52

FIG. 4 is a combined block diagram and flow chan
depicting the store and forward message switch 52 of
FIG. 1. The store and forward message switch 52 in.
cludes a CPU 312 that includes a memory, similar to the
memory 126 included in the microprocessor 120 of
FIG. 2, and also an ALU, similar to the ALU 128 in-
cluded in the microprocessor 120 The CPU 312 re.
ceives data from an input 314 included in the store and
forward message switch 52 and transmits data to an
output 316 also included in the store and forward mes
sage switch 52.

A communications controller 320 interfaces between
the store and forward message switch 52 and the dau
communication networks 42 or 64. The communiaa-
tions controller 320 includes an input buffer 322 that
receives transactions from the communication networks
42 or 64 and transmits them to the input 314 of the store
and forward message switch 52. Similarly, the commu-
nications controller 320 includes an output buffer 3%
that receives transactions from the output 316 ofll_w
store and forward message switch 52 and transmts
them to the communication networks 42 or 64.

In FIG. 4, a dashed line box 330 encloses a flow chart
of the computer program executed by the CPU 312 of
the store and forward message switch 52. The flow
chart 330 sets forth the various functions pcrformcd_by
the store and forward message switch 52. The specific
functions depicted in the flow chart 330 support the
electronic mail system 10 of the present invention nm'i-
illustrate the interrelationship between the electronic
mail system 10 and external store and forward or
Mail systems and the communication networks 42 and
64. The functions depicted in the flow chart 330 als0
specifically depict the message editing, capture, storagt
and forwarding capabilities and functions of the ele¢-
tronic mail system 10. It will be understood by tho%
skilled in the art that the functions performed by ¢
store and forward message switch 52 that are needed 10
support the electronic mail system 10 of the preset

Case 1:03-cv-21123-PAS Document1l Entered on FLSD Docket 05/06/2003 Page 19 Wf 63

-mvcntion can be

X or can be obt
of Store and FOl"
ing its various loc
(he required mess

Communications

The first funct
ward message sw
wlidate 1.D. and
function 332.. Tl?(
fisancial institutic
message service
clearing house ne
ond password fro
allows the store a
gfy message ser
minimal amount
extracted from tt
or provided by tl
the clearing hous
tion so transmitte

sword on the
After the validat.
mstitution functic
for a user of the
forms an origina!
mine whether tt
terminal or is rec
ransmaitted.

If a transactio
messages, then th
performs a chec
The check mailt
the users mailbox
waiting for deliv.
messages functio:
dl waiting mes:
sclecting the nex'
and adding to th
tional status info:

After perform
function 336, the
performs a form
338. The format
wes information
trieval request re
trol function on
4 10 determine
und what additic
(such as their nu
priority, etc.) ne
transmitted to th
U Responsive te
forward messag
function perform
cessor 44, the for
138 prepares eac
the particular ty;
ently servicing t

After the stor
forms the format
tthen performs
Nlag message sta’
user mailbox to 1



Case 1ggicv-21123-PAS Document 1 Entered on FLSD Docket 05/06/2003 Page 20 of 63

'mponents of menyg
nation displays ¢

€ MesSSages or 1o ratye
_iquc improvemeny N
M/POS subsystem n

» €an be co-mingled ya

1 ogtions to provide
ection and processiy

: memory a];d P o
apture the derasing

er, including informyy;
r or schedule of activis:
e records in a daty

a card 48. Other Specia)
created 10 update specific
>ry on such cards 48,

irrors

=d, the normal Processing
'2, 24, 26, 28 or 34 in e
1at cannot be corrected y
4, the ATM/POS Subsys.
waiting actions and they
empts 10 process the erro.
. the normal timeout inter.
ch as the occurrence of 3
me.

fessage Switch 52

« diagram and flow chan
ard message switch 52 of
rd message switch 52 in-
s 2 memory, similar to the
e microprocessor 120 of
milar to the ALU 128 in-
v 120 The CPU 312 re
included in the store and
and transmits data 10 2
1e store and forward mes

ler 320 interfaces between
z¢ switch 52 and the dau
or 64. The communics
an input buffer 322 tha
communication networks
> the input 314 of the store
52. Similarly, the commv-
1des an output buffer 3U
ym the output 316 of the
switch 52 and transmi%
1etworks 42 or 64.
¢ 330 encloses a flow chart
:cuted by the CPU 3120
age switch 52. The flow
1s functions performed by
1e switch 52. The specif
'w chart 330 support the
the present invention ax
p between the electroaX
store and forward of E-
inication networks 42
n the flow chart 330 als0
e editing, capture, StOrage
ind functions of the elec
1 be understood by tho¥
nctions performed by th
stch 52 that are needed 10
system 10 of the presen!

5,265,033

17
gveation can be developed as a completely new sys-
or can be obtained by modifying an existing E-Mail
store and Forward Message Switch system (includ-
+ ¢ jts various local and remote components) to perform
e required message handling functions.

Communications with the Store and Forward Message
Switch 52

The first function performed by the store and for-
ward message switch 52 in processing a transaction is a

- ylidate 1.D- and password from the financial institution

tion 332. The validate 1.D. and password from the
foancial institution function 332 is compatible with the
ge service control function performed by the
dearing house network processor 44. The validate 1.D.
ol password from the financial institution function 332
JJows the store and forward message switch 52 to iden-
tfy message service users with the transmission of a
minimal amount of information about the user that is
atracted from their debit/credit card account records
or provided by the message service control function of
ibe clearing house network processor 44. The informa-
tion so transmitted includes the user’s account 1.D. and
word on the store and forward message switch 52.
After the validate 1.D. and password from the financial
astitution function 332 determines that a transaction is
for & user of the electronic mail system 10, it then per-
forms an origination or retrieval function 334 to deter-
mine whether the user has entered a message at the
erminal or is requesting that any waiting messages be
mnsmitted. .

Message Retrieval

If a transaction specifies that the user is retrieving
messages, then the store and forward message switch 52
performs a check mailbox for messages function 336.
The check mailbox for messages function 336 queries

+ the users mailbox to determine if there are any messages
1 waiting for delivery. Performing the check mailbox for
- messages function 336 includes determining the status of
" dl waiting messages and their respective priorities,
. wlecting the next message to be transmitted to the user,

und adding to the message being transmitted any addi-
vonal status information to be sent to the user.

After performing the check mailbox for messages
function 336, the store and forward message switch 52
performs a format messages for ATM/POS function
138. The format messages for ATM/POS function 338
wes information that accompanies each message re-
tieval request received from the message service con-
trol function on the clearing house network processor
# to determine how the message should be formatted,
tnd what additional information about other messages
(Slfch as their number, emergency nature or degree of
pnority, etc.) needs to be added to the messages being
tansmitted 1o the user at the terminal 22, 24, 26, 28 or
“--Rcsponsivc to information provided to the store and
forward message switch 52 by the message control
function performed on the clearing house network pro-
cssor 44, the format messages for ATM/POS function

prepares each message in a format specifically for
the particular type of terminal 22, 24, 26, 28 or 34 pres-
oty servicing the user.

After the store and forward message switch 52 per-
forms the format messages for ATM/POS function 338,
Mthen performs a flag message status function 342. The

& message status function 342 updates records in the
Ber mailbox to identify what messages and other infor-
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mation are being transmitted to the user. This update
permits error recovery if validation of message delivery
is not received back from the terminal 22, 24, 26, 28 or
34. After performing the flag message status function
342, the store and forward message switch 52 performs
an insert message into output function 344. The insert
message into output function 344 transmits the message
to the message service control function on the clearing
house network processor 44 for delivery to the terminal
22, 24, 26, 28 or 34 servicing the user.

Message Transmission

If a transaction specifies that the user is transmitting a
message, then after the store and forward message
switch 52 performs the origination or retrieval function
334 it performs a validate destination 1.D. function 352. -
The validate destination 1.D. function 352 determines
the desired destination for the message. This destination -
can be within the store and forward message switch 52
that is providing the E-Mail capability for the electronic
mail system 10, it can be any other E-Mail system con-
nected through industry Standard X.400 links or any
other custom E-Mail to E-Mail link, or it can be a fac-
simile machine. After determining the proper destina-
tions, the validate destination 1.D. function 352 routes
the message to the appropriate destinations.

Once the message has been routed by the validate
destination I.D. function 352, the store and forward
message switch 52 performs a format for mailbox func-
tion 354. The format for mailbox function 354 deter-
mines the destination mailbox type and rearranges the
message as necessary to be acceptable for that mailbox.
The format for mailbox function 354 takes certain en-
crypted information about the message as originated by
the user, possibly including data added by the message
service control function, and decodes it into text within
the message being transmitted. This encrypted informa-
tion includes, but is not limited to, date, time, location of
the terminal 22, 24, 26, 28 or 34 servicing the user,
associated information about the original message if this
message is a response to a prior message, and directions
for further delivery or action by the recipient that are
specified for this user as determined by the message
service control function performed by the clearing
house network processor 44 or by the user's account
records. The format for mailbox function 354 may be
performed as part of the message service control func-
tion if so desired.

After performing the format for mailbox function
354, the store and forward message switch 52 performs
a flag message status function 356. The flag message
status function 356 logs the message, updates the user
E-Mail mailbox for information about the transmission
of the message, and executes and terminates any exter-
nal E-Mail links that were established to transmit the
message. Alternatively, if the user has specified that the
message's recipient is to be a facsimile machine, the
store and forward message switch 52 accesses the public
telephone system through the modem 76 and the fac-
simile transmission machine 82 to establish connection
with the desired facsimile machine to transmit the mes-
sage.

After completing the flag message status function
356, the store and forward message switch 52 performs
a return acknowledgement function 358. The return
acknowledgement function 358 completes the message
transmission process by providing an audit trail of suc-
cessful transmission, or 1t identifies and transmits any
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standard E-Mail errors that occurred in transmitting the
message after the store and forward message switch 52
validated the destination 1.D. by performing the vali-
date 1.D. and password from the financial institution
function 332. The return acknowledgement function
358 provides this information that is necessary for fur-
ther services to this user by the electronic mail system
10 to the message service control function on the clear-
ing house network processor 44. The return acknowl-
edgement function 358 also constructs an appropriate
return message and the insert message into output func-
tion 344 then transmits the message back through the
message service control function on the clearing house
network processor 44 for ultimate delivery to the termi-
nal 22, 24, 26, 28 or 34 servicing the user.

Error Handling

Even though validity checks are performed on each
request at the user account and request processing lev-
cls, certain basic errors are still possible and must be
handled. If the store and forward message switch 52 is
unable to validate a user’s 1.D. or password, an appro-
priate message must be generated by an error messages
function 362 and sent back through the message service
control function on the clearing house network proces-
sor 44 for logging to the user’s account and for transmis-
sion to the terminal 22, 24, 26, 28 or 34 servicing the
user. This logging procedure assures that the electronic
mail system 10 can recover in an orderly manner in
attempting to remedy any problem. If the check mail-
box for messages function 336 determines that there are
no messages for a user, this “‘no messages” cendition
may be processed as an error through the error mes-
sages function 362. If the validate destination 1.D. func-
tion 352 determines that the user is attempting to send a
message to an invalid destination 1.D., to maximize the
user friendliness of the electronic mail system 10 this
type of error is handled in a manner that requires the
user to re-enter only the correct destination 1.D. neces-
sary to properly resend the message. The error mes-
sages function 362 also handles other normal E-Mail
errors with specific messages responsive to those errors
being transmitted to the terminal 22, 24, 26, 28 or 34
servicing the user.

Clearing House Network Processor 44

FIG. 5 is a combined block diagram and flow chart
depicting the clearing house network processor 44 of
FIG. 1. The clearing house network processor 44 in-
cludes a CPU 412 that includes a memory, similar to the
memory 126 included in the microprocessor 120 of
FIG. 2, and also an ALU, similar to the ALU 128 in-
cluded in the microprocessor 120. The CPU 412 re-
ceives data from an input 414 included in the clearing
house network processor 44 and transmits data to an
output 416 also included in the clearing house network
processor 44. )

A communications controller 420 interfaces between
the clearing house network processor 44 and the data
communication network 42. The communications con-
troller 420 includes an input buffer 422 that receives
transactions from the communication network 42 and
transmits them to the input 414 of the clearing house
network processor 44. Similarly, the communications
controlier 420 includes an output buffer 424 that re-
ceives transactions from the output 416 of the clearing
house network processor 44 and transmits them to the
communication network 42.
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In FIG. 5, a dashed line box 430 encloses a floy ¢
of the computer program executed by the Cpy Wy
the clearing house network processor 44. Ty, f
chart 430 sets forth the various functions Performedw
the clearing house network processor 44. The spa.:
functions depicted in the flow chart 430 suppon
electronic mail system 10 and specifically the mesgy
service control function of the present inventiop, b

Standard ATM/POS Network Functiong

The first step performed by the clearing hoyse .y
work processor 44 in processing message transactiong a
the standard validation of the account LD. ang pry
(This function is not depicted in FIG. 5.) This Validatiog
function is performed in the manner described above for
the validate user function 234 performed by the ingtiy,.
tion processor 18 or 36. After successful validation, 1,
electronic mail system 10 is then authorized by 1,
approval received back from the user’s financial instjpy,.
tion processor 46 to process message transactions for
the user.

When the user thereafler transmits a message service
request, along with all other transactions, the clearing
house network processor 44 validates the authorizatiog
code by performing a validate authorization code and
institution function 432. After the user's authorizatioy
has been validated, the transaction is then logged by,
log transaction for recovery function 434. After the
message has been logged for recovery, the clearing
house network processor 44 performs an identify insy.
tution affiliation function 436 to identify the appropriai
institution to which the user's charges for using the
electronic mail system 10 are to be forwarded.

Message Service Control Function

After the clearing house network processor 44 com-
pletes the preceding functions, the message transactios
is further processed by the message service control
function. Processing of transactions by the message
service control function on the clearing house network
processor 44 is different than the processing of other
non-message service transactions such as financial trans-
actions by the clearing house network processor 44. For
cach message service transaction, the message service
control function creates multiple new message retrieval
message transmission and/or account update transac-
tions that are required to fully perform message transac:
tions The message service control function allows these
new transactions to be separated for sequential process
ing of the message handling transactions and of chll’l_'
ing transactions against the user’s account on the user’
financial institution processor 46. -

To create these multiple new transactions when
message service request transaction arnives from the
terminal 22, 24, 26, 28 or 34, the clearing house network
processor 44 performs a process transaction for cont
function 442. The process transaction for control func-
tion 442 logs the existence of message service request
and retains sufficient information to track the status &
steps required to complete the electronic mail transmi¥
sion. Logging the message service request allows of
orderly recovery if a error occurs during subsequent
processing of the request. If account validation has pot
previously occurred, the process transaction for contro
function 442 invokes this process that is described preY"
ously herein. The account validation process ac_qulf"
information about the validity of message processing of
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responding to this user’s requests, including the user’s
account 1.D. and password on the store and forward
message switch 52. There are two different ways in
which the user’s financial institution processor 46 may
provide this information.

One option will be to transmit forwarding identifica-
tion information through the format of the transaction
in order to minimize the processing differences. Whena
message transaction is identified it will be forwarded
through the network and processed by message service
control function, communicating specific account re-
lated information necessary to provide the messaging
service.

In the second alternative, the message service control
function is associated with the clearing house data com-
munication network 42. In this second alternative, the
response to an account query comes from the format
external message request function 536 performed by the
institution processor 18 or 36, and the transaction is not
further processed by the message service control func-
tion on the clearing house network processor 44, but
merely satisfies the request of the clearing house net-
work processor 44 for account validation. This second
alternative may be chosen by organizations that wish to
minimize the impact of the electronic mail system 10 on
their financial systems by merely providing billing and
account validation to the system 10.

In either case, after approval of a user to use the
electronic mail system 10, the message service control
function handles all further control relationship with
the appropriate institution processor 18 or 36 and the
store and forward message switch 52. The appropriate
debit or credit to the user’s account is the only further
transaction required between the clearing house net-
work processor 44 and the user’s financial institution
processor 46.

A third alternative allows billing to be associated
with the user’s account on the store and forward mes-
sage switch 52. Under such circumstances, the user's
financial institution processor 46 merely validates the
user’s account I.D. and password on the store and for-
ward message switch 52. In any case, after such pro-
cessing the insert message into output function 538 then
take over placing the message into a condition for ap-
propriate output from the system. This function, as will
be appreciated by those skilled in the art, is currently
available on ATM and POS systems. Such function will
be used in the system of the present invention.

Billing the User

After messages have been processed by the store and
forward message switch 52 and are ready to be returned
to the terminal 22, 24, 26, 28 or 34 servicing the user, the
message service control function on the clearing house
network processor 44 transmits the financial transaction
to the user’s financial institution processor 46. The log
transaction for recovery function 532 on the user's fi-
nancial institution processor 46 logs this financial trans-
action and forwzrds it 10 a receive message charges
funziion 522 for fasilizr processing. The recsive mos-
sage charges function 542 identifies the charges and
formats them for updating the user's account records. A
process account debit function 544 uses the information
prepared by the receive message charges function 542
to update all appropriate records by entering the users
charges, and to create an audit trail of the financial
transactions. After the financial records are updated and
the audit trai} created, a process message service com-
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pletion function 546 closes out processing on the
financial institution processor 46 and, through the j,
message into output function 538, transmits a trap,,,
tion acknowledzing successful completion to the sy
szge service control function on the clearing hoo;g
network processor 44.

Correcting Billing Errors

If the message service control function on the
ing house network processor 44 is unable to delives
messages to the user at the terminal 22, 24, 26, 23 ory,
cither a credit or a reversal of charges must be P
cessed by the electronic mail system 10. This cirepess
stance is handled as an error transaction and procege.
by an errors function 552 on the user’s financial ingess
tion processor 46. The user's financial institution e
cessor 46 will provide all appropriate logging and cog,
trols as described above to audit such a problem. Afe
proper validation of the circumstances, a process g,
count debit function 554 updates the appropriate pg
cords to reverse any charges that have already beey
recorded for the failed transmission. After the procen
account debit function 554 has reversed any charge,
the errors function 552 sends a transaction indicniq
this fact back to the message service control function eg
the clearing house network processor 44 through the
insert message into output function 538.

All other errors are handled by the error functicg
currently available on state of the art ATM/POS sy
tems; as previously described.

MESSAGE SERVICE FLOW
Logging onto the Electronic Mail System 10

The process or receiving or sending a message b
initiated by a user entering the debit or credit card &
into the terminal 22, 24, 26, 28 or 34 of the ATM/P0S
system 12 included in the electronic mail system |
After the user enters his PIN or other security puss
word, the terminal 22, 24, 26, 28 or 34 captures all dsi
about user identification, security, and the user's desirt

1o retrieve or enter messages. The information capture?

by the terminal 22, 24, 26, 28 or 34 passes through the
institution processor 18 or 36 directly to the clearing
house network processor 44 via the clearing house dana
communication network 42. To obtain authorization for
the user to use the electronic mail system 10, the mes
sage service control function on the clearing house
network processor 44 requests such authorization fros
the user’s financial institution processor 46.

When the user's financial institution processor “
receives a request seeking authorization for one of iy
user to use the electronic mail system 10, it interrogates
that user’s account records. If the user's account r*
cords indicate that the user is allowed to use the sysiet
the user’s financial institution processor 46 transmits 8
transaction back to the message service control funcoo®
on the clearing house network processor 44 authonizing
use of the electronic mail system 10. Once the ms§*
service control function on the clearin: housz nui=v?
processor 44 receives authorization from the uset
nancial institution processor 46, the message servict
contro} function handles all further control relatio®
ships with the appropriate institution processor 18 0f
and with the store and forward message switch 52.

Upon being authorized to use the electronic ™
system 10, the user is notified if there are any messag?
waiting for him on the store and forward mess3§®

'S £

:-§§0f63

(P

gwitch 52. At this 1
pis mail, and is allo

Re

The message sen
pouse network prc
gedit transactions

’wﬁsor 46.

J Transmitti.

¢ message serv
sz network prc

jt transactions
wessor 46.

SUMMARY

$This section of th
view and simmary
gary will assume tt
described at length
g" " Loggir
4£The process of rec
k initiated by a user
the terminal 22, 24,
pected to the syster
Bentification numb.
word, the terminal ¢
wecurity and the des
-The transaction a
fystem security will
process used for al
setworks. It will ser
transaction as for al

The information ¢
processor which co
dearing house netw
ATM or POS proce
tommunication net
ton processor 46.
i’

£ Identify

.L
‘,‘?]nformation abour
m his account in
tessor 46.
+When a transacti
funt verification i
Btitution processor
%ge service contro
Bessage request fur
Processing associate
Iypes, after the log
2 performs its no
Cessing,
After it is determi

} Xrvice, the message

Ceall further contre

; miaal control pr

Ressage switch 52,
Ycount will be the .
user's financial 1
Ymponents.
The ATM/POS 1
°gon prompt if me:
N is invoked, he v
d allowed to resp




Casg,

iing on the
hroggh the in
NSMILS 2 trang,
THON 10 the
: clearing t,

irs

ion on the clear.
wmnable to delivey
2 24,26, 28 or N
}&S must be

10- This Cim
>n and pr

i financial instipy.
J institution pro-
logging and cos.
a problem. After
€S, 3 process a.
* appropriate pe.
ive already beey
After the procen
sed any charges,
action indicating
ntrol function oo
r 44 through the
18.

1e error function
ATM/POS sys

LOW
il System 10

Ing a message B
or credit card &
f the ATM/POS
mail system 10.
.21 security pass-
captures all dats
i the user's desire
rmation captured
1sses through the
y to the clearing
2aring house dats
authorization for
item 10, the mes-
z clearing houwse
ithorization froo
or 46.
on processor #
on for one of i
10, it interrogates
ser's account re
O use the syste
or 46 transmits 8
control functios
or 44 authorizng
'mz= the mess2:?
I noussnemwIT
om the user's I
message serviet
control relatioo
rocessor 18 of
2¢ switch 52.
electronic
:re any messags
srward messagé

F

§ from his account in the user's financial institution pro-

1:03-cv-21123-PAS Document 1 Entered on FLSD Docket 05/06/2003 Page 24 of 63

5,265,033

25
gwitch 52. At this time the user is prompted to “‘read”
Bis mail, and is allowed to respond to each messages.

Retrieving a Message

The message service control function of the clearing 5
pouse network processor 44 also transmits debit or
aedit transactions to the user’s financial institution

proc€55°r 46.

Transmitting a Message or Response 10

The message service control function of the clearing
use network processor 44 also transmits debit or
gedit transactions to the user's financial institution

iocessor 46. 15

SUMMARY OF SYSTEM OPERATION

¥ This section of the application will provide an over-
view and summary of the system operation. This sum-

gpary will assume the readers knowledge of the details ,,

described at length above.

Logging On To The System
~ The process of receiving or sending a communication

kinitiated by a user entering a debit or credit card into 55

the terminal 22, 24, 26, 28 or 34 of an institution con-
pected to the system. After the user enters a personal
Wentification number (“PIN™) or other security pass-
word, the terminal captures all data about identification,

wcurity and the desire to retrieve or enter messages. 30

The transaction authorization number generated for
system security will utilize the standard algorithm and
process used for all transactions in these ATM/POS
petworks. It will serve the same purpose for this type of

transaction as for all other transactions. 35

The information passes through the local information
processor which communicates indirectly through the
clearing house network processor 44 via an associated
ATM or POS processor 18 or 36, and appropriate data

communication network, to the user’s financial institu- 40

tion processor 46.

Identifying a Message Service
" Information about the user's message 1.D. is retrieved

cessor 46,

When a transaction for message initiation and ac-
tount verification is transmitted to the user’s financial
Institution processor 46 to invoke approval for the mes-
Hge service control function then the format external
Dessage request function 236 will handle the special
Processing associated with the new message transaction
types, after the log transaction for recovery function

832 performs its normal audit trail and recovery pro- ss

cessing.

After it is determined that the user is approved for the
$ervice, the message service control function will han-
¢z all forther coatrn! relationships with the appropriate

trrminal coniro} processor and the store and forward 4

| message switch 52, and the debit or credit to the user’s

iccount will be the only required additional function of
the user’s financial institution processor 46 and related

| Components.
The ATM/POS user will be told in response to the 65

Ogon prompt if messages are waiting. When this func-
Uon is invoked, he will be prompted to “read” his mail,
nd allowed to respond to each message, if desired.

45
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OPERATING THE TERMINAL
Selecting The Message Options

When the user is asked to “select transaction™, a new
option provided by this invention on the ATM/POS
terminal screens will guide the user into a sequence that
will allow the creation or retrieval of messages through
the functions provided. It will also automatically notify
users of the message service if messages are waiting for
them, without any action required other than the user
logging on to the ATM/POS terminal, as described
above. It can also allow certain types of emergency or
high priority messages to be automatically displayed.

Whichever option is selected, creation or retrieval

will cause the terminal system to display on screen 52 or
panel 154 further options from which to select. Thesé
options will constitute either menus or more detailed
choices or specific transactions that will create or re-
trieve messages. The preferred construction will allow
certain frequently used transactions to be invoked di-
rectly and other transactions to be selected after further
menu display. The user may indicate the desired action
by pressing keys on the keyboard 144, writing on the
pen/pad 146 or pressing specific function keys 138.

Creating Messages

When creating messages a key function is composing
the text. Options for selecting from pre-coded or pre-
defined messages will be provided through the tech-
niques described earlier, and the user will be assisted by
the simultaneous use of the display screen 152 and the
instruction panel 154 to aid in understanding the choices
and how to use them. These messages may include
“fill-in-the-blank™ areas to allow the message to be cus-
tomized.

Another menu of instruction option will allow selec-
tion of a broader range of “'pre-coded” messages from
an optional magnetic card which may have on board
memory or an on board processor. Such a card can
include user specific special messages that can be pulled
into the ATM/POS terminal. These messages may have
the same “fill-in-the-blank™ capability as the terminals
normal “pre-coded” messages.

The *“fill-in-the-blank” messages will normally be
completed using the numeric key pad of the ATM/POS
terminal. Another option is to allow use of the pen pad
146 or an optical character reader (OCR) for both al-
phabetic and numeric “fill-in-the-blank™ capability.

The composition and entry of complete or complex
messages may be accomplished by optical character
recognition scanning of the message, or by hand written
entry on a pen pad such as pen pad 146.

The user wil] have the option of addressing the mes-
sage before or after the message text is composed. When
addressing the message, the user can either enter the
addressee mailbox code directly or use a magnetic card,
2s described above, which iaclud=s an on board direc-
tory of message destirations that are used irequentiy,
and select from these. At the user's option, addresses
may be validated before message transmission. Ad-
dressee information may also be captured through the
pen pad 146 or the OCR. After composing the message
text and addressing it, message creation is_complete.

Retrieving And Reading Messages

The user can also direct the system to retrieve mes-
sages addressed to the user’s mailbox. By interacting

sr
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with the terminal througl'; its keyboard and function

keys, the messages retrieved are displayed on the video
display of the terminal At the user’s option, each mes-
sage may be printed out by indicating th= desired action
through the appropriate keys. Reading of a message can
be controlled through use of the keyboard and function
keys. :

Responding To Messages

The user responds to messages through a process
similar to composing messages, with the only variation
being that addressing the message is a modified process.
Response may be to the original sender, or to new ad-
dressees, or both. The response message is created by
the same addressing and composing steps as creating
any normal message. The composing actions are identi-
cal to the composing actions during creating a message
as described above.

Complex Message Techniques

All of the above entry techniques can be combined
with the magnetic card options as described above to
provide great flexibility in the creation and direction of
messages. The magnetic card can also be used to cap-
ture the addressing and text of messages sent to the user,
and particularly information about the calendar or
schedule of activities which can be used to update re-
corded records. Other special types of messages can
also be created to update specific associated data bases
stored on the magnetic card.

In addition, it is contemplated that messages may be
sent and retrieved through a touch tone telephone.
Messages may be sent by calling the messaging system
automated terminal which is part of the system and has
access to the network. The automated terminal may
include a voice response unit and/or a modem with an
associated touch tone decoder. The voice response unit
and modem combination would attend the call and the
touch tone decoder would translate the user responses
through a touch tone pad of a standard touch tone tele-
phone. These decoder signals would be used to commu-
nicate with an associated computer to send and store
messages on the system as previously described for on
ATM or POS terminal. )

In addition, both sending and receiving of messages
may take place through a fully automated computer
operator. Such a system may function through use of a
telephone touch tone pad or may be operated solely
through user voice activation and a synthesized human
voice controlled by the automated operator. This
would allow messages to be both sent and received over
standard telephone lines.

While these automated functions are not specifically
illustrated in the drawings, it is contemplated that such
an automated system would reside as a node similar to
the service bureau and be entered via telephone, such as
telephone 84.

MTESSAGE TRANSACTION FLOW
Starting Message Service Control

When transmitted to the ATM Institution processor
by the micro-processor of the ATM/POS terminal in
response to completion of the user entry at the terminal,
the message transaction will be formatted for transmis-
sion through the network. The message service control
function will direct the message in accordance with
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normal system requirements, but using the ney, Ira
tion types and transaction formats. fiac.

Invoking the message service control function
accomplished by the format external message
function 236. This process will handle the speciy) pr
cessing associated with the new message "ansacu.:
types.

The destination will be identified using a locationyyy
filiation directory. Information for the message seryie,
control function will be encoded and included i,
message including an identification of the termina
tion, date, time and other information that becomes n
associated part of the message function and its ap4;
trail. This information is used by both the message gey,
vice control function and the store and forward ey
sage switch or equivalent E-Mail system.

Will b
Teques:

Liking The Message Switch To The Message Service
Control Function

The link between the revised validated 1.D. and pagy.
word from bank process 405 and the message service
control function of the clearing house network adds the
validation necessary for the new service. This added
validation will allow the store and forward message
switch 52 to identify system users and their password by
transmission of a minimal amount of information abont
the user as extracted from their debit/credit card ac-
count records or from message service control function
including their E-Mail account 1.D. password or PIN.
When the store and forward message switch 52 has
identified the user as system user, it is then determined
by the origination or retrieval function 334 whether the
user has entered a message at the terminal, or is request.
ing that any mail waiting be transmitted. The appropr.
ate control process will then be selected.

Retrieving Messages From The Users Mailbox

When information that the user is approved is passed
back to the message service control function from the
clearing house network processor 32, message service
control function then query’s the store and forward
message switch 52 for information held in the user's 1.D.
account or mailbox in that system.

If the process required is message retrieval, then the
check mailbox for messages function 336 will process
the users mailbox to determine if there are any messages
waiting for delivery, it will determine, what status exists
for all messages, determine priority, and select the next
message to be sent. In addition the check mailbox for
messages function 336 will determine what other status
information needs to be appended to the communic-
tion back to the user.

The format messages for ATM/POS function 3'33
will then use information from the message service
control function, sent along with the retrieval request,
to determine how the message should be formatted, and
what associated information about other messages (such
as their number, emzrgency nature or dz2gree or pacw
ity. etc.) needs to be attached to the actual mess2E
being returned. The formatting will be specific to }h‘
type of terminal that message service control function
informs the store and forward message switch 52 1
being used by the user.

The flag message status function 342 will then updat¢
records in the user mailbox to identify what is beiné
transmitted to the user. This update will also allow for
error recovery if validation of delivery is not receive®:
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The 1nsert message into output function 344 wiil then
transmit the message back to the message service con-
yro! function for delivery 1o the ATM/POS terminal
where the user is located.

A group of messages (one transaction) are then

assed back to the terminal at which the user has en-
tered his request by the message service control func-
tion. The store and forward message switch 52 updates
s status code for messages delivered to indicate that
they have been sent and are awaiting further instruc-
Itions from the user as to final disposition.
§ The message service control function will process the
Fresponse, and return the result to the processor for the
fATM or POS terminal where the user is located. This
iseturned transaction will be logged by the log transac-
é!c:n for recovery function 232, exactly as all other traf-
{fic within the ATM/POS network.
# The receive messages or timeout function 252 will
process the returning transaction. This standard func-
tion will be modified to handle the message transactions
‘for all normal transaction functions, and then route
-them to format messages for terminal function 254 for
.the new handling needed. This process will take infor-
-mation from the message service control function, the
user’s account profile, the E-Mail system or store and
forward message switch 52 as required and format the
information to be handled by the specific terminal from
.which the user originated the transaction.
i* Formatted responses will then be fed to the user's
j terminal in association with the capabilities of the termi-
nal, by forwarding them to the transmit response to
terminal function 256, a standard process for these net-
works. The interaction with the terminal will be modi-
fied to accept the new message transaction types re-
quired by the present invention.

Sending Messages To a Mailbox from a Terminal

When information that the user is approved is passed
back to the message service contro! function by the
clearing house network processor 44, the message ser-
vice control function then notifies the store and forward
message switch 52 of messages that have been created
for delivery to other mailbox holders within the system,

, or within its addressing window.
i If the process required is origination of messages,
1 then the validate destination I.D. function will deter-
" mine the destination of the message desired. This desti-
nation can be within the store and forward message
switch 52 that is providing the E-Mail capability for the
system or it can be any other E-Mail system connected
through industry Standard X.400 links, or any other
custom E-Mail to E-Mail link, or an external fax ma-
chine or modem. This will be determined and the ap-
propriate routing to the E-mail destination mailbox or
- location established. '
. The format for mailbox function 354 will determine
* the destination mailbox type and rearrange the message
1s necessary to be acceptable for that mailbox. It will
include 1aking certain encrypted information about the
messize as orizinated by the user, end cita added from
the message service control funcuon, cnd turn it into
text within the message being transmitted. This infor-
mation will include, but not be limited to, date, time,
location of user or terminal, associated information
tbout the original message if this is itself a response, and
directions for further delivery or action by the recipient
that are user specific as identified by message service
control function or the user’s account records.
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The flag message swatus function 356 wili log ihe
message, update the user E-Mail mailbox for informa-
tion about the transmission of the message, and execute
and terminate any external E-Mail links that were estab-
lished for transmission purposes.

The return acknowledgement function 358 will com-
plete the process by communicating back to the mes-
sage service control function the audit trail of successful
transmission, or identify and transmit any standard E-
Mail errors that were encountered in transmission, after
the destination 1.D. was validated.

The appropriate return message will be constructed
and the insert message into output function 344 will
then transmit the message back to the message service
control function for delivery to the ATM/POS termi- -
nal where the user is located.

COMPLETION OF MESSAGE PROCESSING
Final Transmission to the Terminal

At the point when the final transaction is being sent
back to the terminal, handling will be different than
other types of transactions that are either financial or
non-financial but not a message service transaction.

The functions to handle this include the process trans-
action for control function 442 and the process transac-
tion for completion function 444. The initial processing
occurs when the transaction comes from the terminal.
This causes process transaction for control function 442
to log the existence of a message service request, and
retain enough information to keep track of the further
handling needed.

The process transaction for completion function 444
then initiates the first type of the transaction required,
the non-financial transaction routed to the store and
forward message switch 52 to capture the E-Mail mes-
sages that exist, or to send the messages entered by the
user, which has been described earlier.

When the transaction response refurns it passes
through the normal validation, logging, and identifica-
tion processes. The process transaction for control will
then recognize that it is a response to its initiated trans-
action, it will update the status of the request and for-
ward the information to the process transaction for
completion function. Normally this will satisfy the func-
tional requirements for processing the non-financial
transactions. However, when appropriate due to errors,
special circumstances or complex transactions, addi-
tional cycles of communicating with the store and for-
ward message switch 52 may be required.

The process transaction for completion function 444
then initiates the financial transaction to enter charges
to the user account. This will adhere to the normal audit
controls of the ATM/POS financial network for mone-
tary transactions.

The log transaction for recovery function 434 pro-
vides the norma!l audit trial processing for this financial
transaction, and the type of transaction causes further
processing by the receive message charges function 542,
Crarge; wili be identified and formztzd for update 10
tn= accouni records of the user. The process account
debit function 544 updates all appropriate records to
indicate the users charges, and creates the audit trail
required by the system. The process message service
completion function 546 closes out processing on the
user’s financial institution processor 46 and transmits
acknowledgement of the success through a transaction
returned to the message service control function
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through the siaadard ATM/POS netwoik capabiiily
provided by the message into output function 538.

When an acknowledgement returns from the user’s
financial institution, the message will be closed out by
the process transaction for control function 442 and
transmitted back to the terminal at which the customer
initiated the transaction - by the process transaction for
completion function 444. The return transaction to the
ATM/POS terminal will include either a status of mes-
sages entered by the user or the messages (if any) that
are retrieved from the E-Mail function of the store and
forward message switch 52, and will also indicate the
charges to the customer’s account.

Correcting Billing Errors !

Under certain circumstances the message service
control function will not be able to complete providing
the messages to the user at the ATM/POS terminal.
Under these extraordinary circumstances, either a
credit or a reversal of charges will be processed by the
system. This will be identified as an error transaction
and handled by the errors function 5§52. Errors function
552 provides, exactly as all other normal financial errors
are handled. After proper validation of the circum.
stances, the process account debit function 554 will
update the appropriate records to reverse the error, and
the necessary transactions sent back to the message
service control function through the insert message into
output function 448.

HOW MESSAGES TO/FROM THE USER ARE
SENT/RECEIVED

Access To The System

The link created by the customized store and forward
message switch allows easy physical connection to all
of the existing E-Mail services, and results in the ability
to casily send messages to users of the new service from
outside the ATM/POS systems.

Most message creators would be businessmen, secre-
taries, or spouses with access to some type of computer,
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allowing the creation of messages with considerable

flexibility, and inserting them into the network as easily
as using an E-Mail network.

A message terminal entry station 72 connected to
either the customized store and forward message switch

52 or to any of the linked existing E-Mail systems would

be able to send mail by knowing the customers’ message
service mailbox code. The only restriction will be that
the length of the message text which can be processed
by an ATM/POS terminal will be constrained.

Service Bureaus

Someone who needs 1o send a message 10 a user, who
either is not themselves a user, or does not currently
have access to a terminal, can call a message in to an
operator in a service bureau who enters the message and
arranges billing based on what has been authorized by
the receiving subscriber” The service bureaus will be
able to take messages from outside individuals, usually
by phone 84, and insert them inio the neiwork on their
behalf.

The customer can also send messages to individuals
without a “mailbox” on the system by use of the service
bureaus. Anyone with a phone or mailing address could
be reached by sending a message for forwarding to the
individual that the customer ‘anted to reach. Alterna-
tively, the messaging system of the present invention
can provide a communicated radio signal activating a

60
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pager being carried by the user to inform the yse,
a message has been deposited into his mailbox The m
saging system would, via modem, dial the user's
and enter a code indicating a message was wai;
the user.

Pager
ng for

Fax Qutput

A fax could also be sent from the system directly o
fax machine 82 without manual intervention.

Industrial Applicability

Other alternatives for the electronic mail systen, 10
include, but are not limited to, varying the number o
separate ATM/POS systems 12 capable of accessing t.he
store and forward message switch 52.

Though each major component of the electronic mgy

system 10 is illustrated in the present embodiment o4

being in communication with a separate processor g
perform the necessary system functions, normal com.
puter capabilities allow a single processor to provide al),
or any subset, of the functions described above for the
clectronic mail system 10. For example, the ATM insti.
tution processor 18 alone could provide the functions
described for it together with the functions for the
clearing house network processor 44, for the user's
financial institution processor 46, and for the store and
forward message switch 52 including interaction with
multiple external E-Mail networks. In such a unified
clectronic mail system 10, the relationships among the
various functions remain the same. However, such s
unified electronic mail system 10 omits the data commg-
nication networks 42, 62 and 64. Other arrangements of
processors 18, 36, 44 and 46 are possible depending on
the relationship of institutions involved in providing the
electronic mail service and their desire to participate in
providing part of the network's overall capability.

To provide the functions of the electronic mail sys-
tem 10, an institution having an processor 18 or 3
might place terminals 22, 24, 26, 28 or 34 of the type
described in various public and private facilities such ss
airport or bus terminals, malls, financial institutions,

retail merchants, hotels or such similar pubdlic and pri- 3,

vate locations, in order to effectively serve the needs of
the general public.

Although the present invention has been described in
terms of the presently preferred embodiment, it is to be
understood that such disclosure is purely illustrative
and is not to be interpreted as limiting. Consequently,
without departing from the spirit and scope of the ig-
vention, various alterations, modifications, and/or alter-
native applications of the invention will, no doubt, be
suggested to those skilled in the art after having read the
preceding disclosure. Accordingly, it is intended tha!
the following claims be interpreted as encompassing &)
alterations, modifications, or alternative applications 83
fall within the true spirit and scope of the invention.

What is claimed is: i

1. An electronic mail system that is publicly accss?
ble by a user thercof, said electronic mail system com
prising:

2. an automated Teller Machine or Point of Ssl¢
("ATM/POS") system that includes a plurality of
terminals through which the user may request 8¢
cess to said electronic mail system and at which ﬂ}f
user may receive a message that has been stored I
said electronic mail system, said ATM/POS %
tem also including an ATM/POS institution pro

cessor whicl
nals that int
terminals vi.
petwork tha
cystem; and
b. a store and
mote from t}
message and
one of the pl
system upon

2. The publich
im 1 wherein ¢
records char
ic mail syster
3. The publicly
igim 1 wherein s
receives a n
inals of said
ived message u
k 4. The publicly

im 3 wherein s
also records char
{tronic mail syster
§ 5. The publicly
iclaim 3 wherein s
‘also receives a me
ireceived message
gaid store and for
fentry data comm
f 6. The publicly
claim § wherein s.
also transmits the
aication service t’
with said store ai
message entry dat

7. The publicly
claim 5 wherein s:
also transmits the
mission machine 1
with said store ar
message entry dat

8. The publicly
,claim 3 wherein s:
Also transmits the
fication service
with said store a
.message entry dat
+ 9. The publicly
Claim 3 wherein &
Also transmits the
mission machine t
with said store a
message entry dat

10. The publicl:
claim 3 wherein :
ward message swi
Or to receive the
?Plurality of termi
Quires ths: a debit
lerminal after wh
fust be entered ir

11. The publich
tlaim 3 wherein a
ty of terminals of
telection either of
tnd forward mess:
message reception
Switch from said ¢
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cessor which is remote from the plurality of termi-
nals that intercommunicates with the plurality of
terminals via an ATM/POS data communication
network that is also included in s2id ATM/POS
system; and
b. a store and forward message switch which is re-
mote from the plurality of terminals for storing the
message and for transmitting the stored message to
one of the plurality of terminals of said ATM/POS
system upon receiving authorization to do so.
» 2. The publicly accessible electronic mail system of
im 1 wherein said store and forward message switch
records charges for the user’s usage of said elec-
nic mail system.
-3. The publicly accessible electronic mail system of
claim 1 wherein said store and forward message switch
receives a message from one of the plurality of
inals of said ATM/POS system and stores the re-
ceived message upon being authorized to do so.
4. The publicly accessible electronic mail system of
fclaim 3 wherein said store and forward message switch
also records charges for the user’s usage of said elec-
‘tronic mail system.
i 8. The publicly accessible electronic mail system of
claim 3 wherein said store and forward message switch
‘also receives a message for storage from or transmits the
ireceived message to a station that communicates with
;said store and forward message switch over a message
fentry data communication network.
1 6. The publicly accessible electronic mail system of
[claim 5 wherein said store and forward message switch
‘also transmits the received message to a paper commu-
pication service through a modem that communicates
with said store and forward message switch over the
message entry data communication network.

7. The publicly accessible electronic mail system of
¢laim 5 wherein said store and forward message switch
2lso transmits the received message to a facsimile trans-
mission machine through a modem that communicates
Wwith said store and forward message switch ovér the
message entry data communication network.

. & The publicly accessible electronic mail system of
,claim 3 wherein said store and forward message switch
‘ll.so transmits the received message to a pager commu-
Bication service through a modem that communicates
wmith said store and forward message switch over a
Joessage entry data communication network.

5 9 The publicly accessible electronic mail system of
Slaim 3 wherein said store and forward message switch
}BO transmits the received message 10 a facsimile trans-
s.ilngssion machine through a modem that communicates
Mth said store and forward message switch over a
,Pessagc entry data communication network.

» 10. The publicly accessible electronic mail system of
tlim 3 wherein authorization for said store and for-
Ward message switch to transmit the stored message to
O to receive the received message from one of the
Plurality of terminals of said ATM/POS system re-
9'—'1-":_5 that a debit or credit card be inserted in said ane
lerminal after which a personal identification number
Bust be entered into said one terminal,

!1- The publicly accessible electronic mail system of
tlaim 3 wherein a menu is provided at one of the plural-
oy Of_tcrminals of said ATM/POS system that permits

lection either of message transmission from said store

forward message switch to said one terminal, or of
mc,ssage reception by said store and forward message
Witch from said one terminal,

—
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12. The publicly accessible electronic mail system of
claim 11 wherein the menu provided at said one termi-
nal of said ATM/POS system permits selection of the
message for transmission from said store and forward
message switch 10 said one terminal from among several
messages stored for the user on said store and forward
message switch.

13. The publicly accessible electronic mail system of
claim 11 wherein authorization for said store and for-
ward message switch to transmit the stored message to
or to receive the received message from one of the
plurality of terminals of said ATM/POS system, re-
quires that a debit or credit card be inserted into -said

one terminal after which a personal identification num-- -

ber must be entered into said one terminal.

14. The publicly accessible electronic mail system of
claim 13 wherein the debit or credit card inserted into
one of the plurality of terminals includes a memory
and/or a computer, and stored within the card is a
special menu that can be read into said one terminal for
display thereon. )

15. The publicly accessible electronic mail system of
claim 13 wherein the debit or credit card inserted into
one of the plurality of terminals includes a memory
and/or a computer, and stored within the card is a
special message that can be read into said one-terminal
for display thereon.

16. The publicly accessible electronic mail system of
claim 13 wherein the debit or credit card inserted into
one of the plurality of terminals includes a2 memory
and/or a computer, and stored within the card is a
directory of individuals to whom the user sends mes-
sages.

17. The publicly accessible electronic mail system of
claim 13 wherein the debit or credit card inserted into
one of the plurality of terminals includes a memory
and/or a computer, and the message transmitted from
said store and forward message switch to said one ter-
minal is stored within the card.

18. The publicly accessible electronic mail system of
claim 11 wherein one of the plurality of terminals in-
cludes a pen pad upon which the user may write the
message prior that is received by the store and forward
message switch.

19. The publicly accessible electronic mail system of
claim 11 wherein one of the plurality terminals includes
an optical character recognition subsystem for scanning
the message that is received by the store and forward
message switch.

20. The publicly accessible electronic mail system of
claim 11 further comprising a user’s financial institution
processor distinct from the ATM/POS institution pro-
cessor, said user’s financial institution processor receiv-
ing requests from said ATM/POS system that the user
be allowed to access said electronic mail system and
authorizing such access by properly qualified users, said
store and forward message switch transmitting the
stored message to one of the plurality of terminals of
said ATII/PPOS system upon receiving authorizzation
from said user's financial institution processor.

21. The publicly accessible electronic mail system of
claim 20 wherein said user’s financial institution proces. -
sor also records charges for the user's usage of said
electronic mail system. -

22. The publicly accessible electronic mail system of
claim 20 further comprising a clearing house data com-
munication network that interconnects said ATM/POS
system and said user’s financial institution with a clear-
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ing house network processor, the clearing house net-
work processor accepting the user’s request to access
said electronic mail system from said ATM/POS sys-
tem and transmitting such request to said user’s financial
institution.

23. The publicly accessible electronic mail system of
claim 22 wherein said clearing house network processor
also performs a message service control function that
tracks the status of and steps required to retrieve the
stored message from said store and forward message
switch.

24. A method for exchanging electronic mail mes-
sages with a plurality of publicly accessible terminals
included in an ATM/POS system that also includes an
ATM/POS institution processor remote from the plu-
rality of terminals, the method comprising the steps of:

a. storing a message for a user on a store and forward
message switch remote from the plurality of termi-
nals;

b. authorizing transmission of the stored message
from the store and forward message switch to one
of the plurality of terminals of the ATM/POS
system in response to the user’s entry of a request
therefore into said one terminal of the ATM/POS
system.

25. The method of claim 24 further comprising the
step of recording charges for a user’s exchanging of
electronic mail messages.

26. The method of claim 24 further comprising the
step of receiving a message from the user at one of the
plurality of terminals of the ATM/POS system and
storing the received message on the store and forward
message switch upon receiving authorization to do so.

27. The method of claim 26 further comprising the
step of recording charges for a user’s exchanging of
electronic mail messages.

28. The method of claim 26 further comprising the
step of receiving a message for storage on the store and
forward message switch from a station that communi-
cates with the store and forward message switch over a
message entry data communication network.

29. The method of claim 26 further comprising the

step of transmitting a message from the store and for-
ward message switch to a station that communicates
with the store and forward message switch over a mes-
sage entry data communication network.

30. The method of claim 28 further comprising the
step of transmitting a message from the store and for-
ward message switch to a pager communication service
through a modem that communicates with the store and
forward message switch over a message entry data
communication network.

31. The method of claim 28 further comprising the
step of transmitting a message from the store and for-
ward message switch to a facsimile transmission ma-
chine through a modem that communicates with the
store and forward message switch over a message entry
data communication network.

32 The metbord of claim 26 further comprising the
siep of trzusmitiing 2 n.eesage frem the siore and for-
ward message switch (o a pager communication service
through a modem that communicates with the store and
forward message switch over a message entry data
communication network.

33. The method of claim 26 further comprising the
step of transmitting a message from the store and for-
ward message switch to a facsimile transmission ma-
chine through a modem that communicates with the
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store and forward message switch over a messa
data communication network.

34. The method of claim 26 wherein authorizay;
the user to exchange electronic mail messagas 1
comprises the steps of:

c. inserting a debit or credit card into said ope term.

nal of the ATM/POS system; and

d. entering a personal identification number inq said

one terminal.

35. The method of claim 26 further comprising the
step of providing a menu at one of the plurality of
nals of the ATM/POS system from which the user g,
select either message transmission from the store .and

ge entry

on for
unh\.r

forward message switch to said one terminal, of o -

message reception by the store and forward Message
switch from said one terminal. -

36. The method of claim 35 further comprising the
step of providing a menu at one of the plurality of termj.
nals of the ATM/POS system that permits the user o
select the message for transmission from said store and
forward message switch to said one terminal frogm
among several messages stored for the user on said store
and forward message switch.

37. The method of claim 35 wherein authorization for
the user to exchange electronic mail messages furthes
comprises the steps of:

c. inserting a debit or credit card into said one terml-

nal of the ATM/POS system; and

d. entering a personal identification number into tald

one terminal.

38. The method of claim 37 further comprising the
step of displaying upon one of the plurality of terminals
of the ATM/POS system a special menu read into said
one terminal from a memory and/or a computer in
cluded in the debit or credit card inserted into said one
terminal.

39. The method of claim 37 further comprising the
step of displaying upon the terminal of the ATM/POS
system a special message read into said one terminal.

40. The method of claim 37 further comprising the

step of displaying upon said one terminal of the ATM- £

/POS system a directory of individuals 1o whom the
user sends message that is read into the terminal froms
memory and/or a computer included in the debit of
credit card inserted into said one terminal.

41. The method of claim 37 wherein the debit of
credit card inserted into said one terminal includes 8
memory and/or a computer, the method further com
prising the step of storing the message transmitted l'rol!
the store and forward message switch into the debit of
credit card.

42. The method of claim 35 wherein the user enters
the message received by the store and forward message
switch from the user at one of the plurality of terminals
of the ATM/POS system by writing the message Upo®
a pen pad prior to the message’s transmission t0
store and forward message switch.

43. Thz method of claim 25 wherein the prer €0
the mocsage received -y the store anc forvwerd r-...-.<_~v;~‘
switch from the user at one of the plurality of lc.rm”‘t;‘
of the ATM/POS system by optically scanning r:
message prior to the message’s transmission t0 the s10
and forward message switch. . he

44. The method of claim 35 further comprising e
step of obtaining authorization for the user 10 cxchJ'f’.
electronic mail messages with the store and forw o
message switch from a user’s financial institution p
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r that is distinct frorﬁ the ATM/POS institution

45. The method of claim 44 further comprising the
.ep of the user's financial institution processor record_-
;gpcharzes for a user's exchanging of electronic mati
esSages. .

46. The method furtk
Y qep of transmitting communications between

of claim 44 further comprising the
the
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A a1 /DOE suctam and the user’s financial institution
AL IVL/ 3 WD wgvstein Sais Sei-

processor through a clearing house data communication
network and a clearing house network processor.

47. The method of claim 46 the clearing house net-

5 work processor further performing the step of tracking

the status of and steps required to retrieve the stored

message from the store and forward message switch.
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ATM/POS BASED ELECTRONIC MAIL
SYSTEM

This is a continuation-in-part of application Scr. No.
07/764.449 filed on Scp. 23, 1991 now U.S. Pat. No.
5,265,033

TECHNICAL FIELD

The present invention relates generally to computer data
systems for storing and forwarding messages, including text
and financial information, and, morc particularly to an
adaptation of existing worldwide Automated Teller Machine
(“ATM") and Point of Sale ("POS") systems that permits
uscrs of such systems to receive and scnd electronic mail and
other information.

BACKGROUND ART

Over the ycars, many different types of clectronic mes-
sage transmission devices have been devcloped. For trans-
milting spoken messages, one of the oldest, most widely
used and convenient of thesc devices is the telephone.
However, until quite recently, the telephone provided only
live, real-time communication. Recently, “voice mail” ser-
vices have become available that permit callers to leave
spoken messages for later retricval and reproduction to their
intended recipicats. While convenient, the cost of transmit-
ting voicc messages over the public or privaic phonc sysiem
is relatively high in comparison with the cost of transmitting
messages using surplus capacity that is available in com-
runication systems that have been installed and arc main-
lained in continuous operation for cntirely different pur-
poscs.

Another recently developed message transmission tech-
nology is one with the ability to transmit text messages for
later retricval and reproduction by their intended recipient.
Such systems arc known as clectronic mail and utilize an
underlying technology known as a “Storc And Forward
Message Switch”. However, most currenl electronic mail
systems arc both cxpensive and must be accessed using
special purposc terminals. Prescntly, there exists no widely
available means by which the public or private can conve-
nicntly and incxpensively access clectronic mail communi-
cation.

Yet other recently developed communication systems are
the many indcpendently operated ATM systems and POS
systems. Onc of the characteristics of the various ATM and
POS systcms is their interconnection by many clearing
house or rcgional, national or international EFT networks.
These clearing house networks pass transactions back and
forth between terminals on one ATM or POS system and
another ATM or POS system on which the user’s account
identification rccords reside.

It appears desirable to link pans of existing communica-
tion systems to provide readily accessible public or private
clectronic mail communication that frees uscrs from the
need to use a special purpose terminal. Such 2 combined
system facilitates sending and recciving electronic mail and
also provides much greaier functionality to the cxisting
voice and data communication systems.

DISCLOSURE OF INVENTION

An object of the present invention is to provide a conve-
nicnt means by which the public can readily avail them-
scives of clectronic mail scrvices.
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Another object of the present invention is to providc an
cconomical system for public or private access to clectronic
mail services.

Another object of the present invention is to provide a
sccure system for public or private access 1o clectronic mail
scrvices.

Yet another object of the present invention is to providec a
highly rcliable system for public or private access to elec-
tronic mail scrvices.

Bricfly, the present invention provides an clectronic mail
system by which users can casily authorize, generate and
capture messages and responses. This includes new financial
(ransactions bascd on data scnt to the terminal user included
within the message transactions sent to the terminal user to
provide a method for payment of bills using clectronic mail
and/or other functions available on or through EFT net-
works. The system uscs a debit card, a credit card or other
machinc readable personal identification card in conjunction
with an authorized personal identification number (“PIN™)
or other valid password sccurily identification to regulate
access 1o the clectronic mail service. The system of the
prescnt invention cmploys unique peripherals in conjunction
with pans of cxisting communications nctworks and devices
to provide simple text communications to remote locations.
It provides this scrvice by mcans of a structured link
between a store and forward message switch and other
already instalicd communication systems. The system of the
present invention zdvantageously uses the cxisting networks
of ATM and POS tcrminals together with thc national or
regional clearing housc ncetworks or communications pro-
cessors thal interconncet the various ATM and POS systems
1o provide wide public or private access 10 clectronic mail
services.

To access this clectronic mail service, a user enlers their
debit, credit, or identification card into cither an ATM or
POS terminal. That tcrminal in conjunction with a local
processor acquires the user's identity, the user's sccurity
information, and the user's desire to retricve or enter mes-
sages. The local ATM or POS processor then passes this
information through a processor for the ATM or POS
institution to the information processor at the user’s financial
institution. It is also possible, bascd on the current state of
the art of ATM and POS network systems, that the approval
process may take place during an alternate account transac-
tion processing step. This is described in more detail below.
Upon reccipt of this information, the processor for the uscr's
financial institution confirms the user's identity and autho-
rizes the user to access the electronic mail service. Such
identification and authorization proccdurcs arc a routine
operation on ATM and POS networks.

After a uscr's access to the clectronic mail systcm has
been approved by their financial institution, a clearing house
processor for the ATM and/or POS nctworks permits the
user 1o access its electronic mail message scrvice control
function. This message service control function differenti-
ales among the various transactions (message or financial)
involved in clectronic mail communication that arc in addi-
tion to the financial transactions normally exchanged over
the ATM or POS nctwork. The message service control
function performed by the clearing housc processor also
tracks the status and steps required to complete clectronic
mail transmission.

The message service control function on the clearing
house processor passcs uscr cntered clectronic mail control
information to a special purposc storc and forward mcssage
switch for retricving the uscr’s messages and/or permitting
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the user to originatc or lransmil MCSSAECS to other uscrs. The
storc and forward message switch then rctums messages
and/or verification of status of messages for other uscrs back
through the message service control function of the clearing
house processor for (ransmission back to the user at the ATM
or POS terminal. The clearing housc processor also sepa-
ratcly passes accounting information to the user’s financial
institution for rccording usage of the clectronic mail ser-
vices.

BRIEF DESCRIPTION OF DRAWINGS

Other feawres and advantages of the invention will
become apparent from the following specification which, in
association with the attached drawing figures and claims,
describe the invention. The figures arc annotated with con-
sistent reference numerals throughout.

FIG. 1 is a block diagram dcpicting an entire system for
providing an clectronic mail service in accordance with the
present invention including its ATM/POS subsystem, the
ATM/POS institution processor, a uscr’s financial institution
processor, the clearing house processor, and the storc and
forward message switch;

FIG. 2 is a block diagram depicting the functional cle-
ments included in a terminal of the ATM/POS subsystem
illustrated in FIG. 1;

FIG. 3 is a combined block diagram and flow chart
depicting the proccssor for the ATM or POS instittion
illustrated in FIG. 1 together with the functions performed
by that processor in support of the clectronic mail service, in
particular the ATM or POS terminal management functions;

FIG. 4 is a combincd block diagram and flow chart
depicting the store and forward message switch {{lustrated in
FIG. 1 together with the functions performed by the switch
in providing clectronic mail services;

FIG. 5 is a combined block diagram and flow chart
depicting the clearing housc processor illustrated in FIG. 1
together with the functions performed by that processor in
providing clectronic mail services including the message
scrvice control function;

FIG. 6 is a combincd block diagram and flow chart
depicting the uscr's financial institution processor system
illustrated in FIG. 1 together with the functions performed

by that processor in providing clectronic mail services;

FIG. 7 is a combined block diagram and flow chart
depicling magnctic ink character recognition (*MICR") sub-
system and bar code reading subsystem input devices which
may be used to input data into the ATM/POS subsystem;

FIG. 8 is a combincd block diagram and flow chart
Flcpicxing an integrated circuit card reader/writer subsystem
input device for inputting data into or receiving and storing
data obtained from the ATM/POS subsystem;

FIG. 9 is a combincd block diagram and flow chart
dcpicting a subsystem which cxpands and translates mes-
sages for transmission into the ATM/POS subsystem; and

FIG. 10 is a combincd block diagram and flow chan
depicting a subsystem which gencrates messages at prede-
termined times for transmission into the ATM/POS sub-
system.

BEST MODE FOR CARRYING OUT THE
INVENTION

I_’lG. 1 depicts a public or privately accessible clectronic
mail system in accordance with the present invention iden-
lificd by the gencral reference character 10. The clectronic

20

25

30

35

40

45

50

55

60

65

4
mail system 10 illustrates a generic Automated Teller
Machine or Point of Sale (“ATM/POS") system within the
dashed linc 12. The generic ATM/POS system 12 includes
an ATM/POS subsystcm enclosed within the dashed linc 14,
an ATM data communication nctwork 16, and an ATM
institution processor 18.

The ATM/POS subsystem 14 depicted in FIG. 1 illustrates
different techniques routinely cmployed for connccting vari-
ous types of ATM terminals 22 and 24 and ATM/POS
terminals 26 and 28 to the ATM data communication net-
work 16. In the ATM/POS subsystem 14 depicted in FIG. 1
each of the ATM tcrminals 22 and 24 include their own
microprocessor as dcpicted in FIG. 2. Conscquently,
because the terminals 22 and 24 include their own micro-
processor, cach terminal 22 or 24 is individually capable of
communicating dircctly with the ATM data communication
neiwork 16. Aliematively, ATM/POS terminals 26 and 28
illustrate a different technique in which the terminals 26 and
28 arc connccted to a shared processor 32 through which
they communicate with the ATM data communication nct-
work 16. The ATM/POS subsystem 14 illustrated in FIG. 1
also depicts a POS terminal 34 that communicates with 2
POS institution processor 36 viaa POS data communication
nctwork 38.

Because of the similarities among diffcrent ATM systems
and POS systems when they arc incorporated into the
clectronic mail system 10, for purposcs of this disclosure it
is possible to illustrate both of these different types of
systems by mcans of a single generic ATM/POS system 12.
If the generic ATM/POS system 12 of FIG. 1 were particu-
larized to only an ATM system, then it would omit the POS
lerminal 34, the POS processor 36, and the POS data
communication network 38, while the ATM/POS terminals
26 and 28 would communicate via the shared processor 32
only with the ATM data communication network 16. The
ATM/POS system 12 enclosed within its dashed line, when
so particularized to only an ATM system, allows a uscr to
perform financial transactions with only the institution(s)
whosc records reside on the ATM institution processor 18.

Aliernatively, if the generic ATM/POS system 12 of FIG.
1 were particularized to only a POS system, then it would
omit the ATM terminals 22 and 24, the ATM data commu-
nication nctwork 16, and the ATM institution processor 18,
whilc the ATM/POS terminals 26 and 28 would communi-
cate via the shared processor 32 only with the POS data
communicaton network 38. The ATM/POS system 12
enclosed within its dashed line, when so particularized to an
POS system, allows a uscr to make transactions with only
the merchant(s) whose records reside on the POS institution
processor 36.

In the illustration of FIG. 1, the shared processor 32
communicates only with the ATM data communication
network 16 if the ATM/POS system 12 is particularized to an
ATM system. Aliematively, if the ATM/POS system 12 is
particulanized to a POS system the shared processor 32
communicates only with the POS data communication nct-
work 38. The illustration in FIG. 1 of the sharcd processor
32 as being connected both to the ATM data communication
network 16 and to the POS data communication nctwork 38
presently does nol cxist in any known syslem. The shared
processor 32 is SO illustrated in the generic ATM/POS
system 12 of FIG. 1 solely for pedagogical rcasons 10
simplify FIG. 1 and to permit it to illustrate the character-
istics common (0 both ATM and POS systems that arc
rclevant to the present invention.

The clectronic mail system 10 of the present invention
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cnvisions a plurality of independently operated ATM/POS
systems 12 all intercommunicating simultancously to pro-
vide the entire clectronic mail service available to users. A
clearing housc data communication network 42 intercon-
nects the plurality of ATM institution processors 18 and the
plurality of POS institution processors 36 included in the
electronic mail system 10 to a clearing house nctwork
processor 44. By transferring information among different
ATM instiwtion processors 18 opcrated by various financial
institutions and among different POS institution processor
36 opcrated by various merchants, the clearing housc data
communication network 42 and the clearing house network
processor 44 allow uscrs to perform interinstitution trans-
actions such as between one of the ATM/POS systems 12
and a processor 46 operated by a user’s financial institution.

With the electronic mail systcm 10 as thus far described,
a user begins to receive or transmit electronic mail using the
ATM/POS system 12, the clearing house data communica-
tion network 42, the clearing house network processor 44,
and the user’s financial institution processor 46 by inserting
a debit or credit card 48 into one of the terminals 22, 24, 26,
28 or 34 opcrated by onc of the plurality of ATM/POS
systems 12 included in the electronic mail system 10. Upon
inscriion of the card 48, the terminal 22, 24, 26, 28 or 36, in
conjunction with the local microprocessor, acquires the
uscr's identity and the user’s sccurity information. After the
uscr enters a personal identification number ("PIN™) or other
sccurity password or code, the terminal 22, 24, 26 28 or 34
communicates through its own ATM data communication
nciwork 16 and ATM institution proccssor 18 (or through its
own POS data communication nctwork 38 and POS insti-
tution processor 36), and the clearing housc data commu-
nication nctwork 42 with the clearing housc network pro-
cessor 44. The clearing house network processor 44 then
interacts with the user’s financial institution processor 46
through the clcaring house data communication network 42
Lo access the uscr’s account records, to obtain authorization
for the user to access the clectronic mail function of the
clectronic mail system 10, and to acquire appropriate infor-
mation for charging such use to the user. As mentioned
above, this approval process may take place during an
aliernate processing step and is described in fur*her detail
below. In authorizing usage of the clectronic mail system 10,
the user’s financial institution processor 46 returns a mes-
sage identification (“I.D.”) for the user to the clearing house
network processor 44.

Having received the user’s message I.D. the clearing
house nctwork processor 44 then activales its message
scrvice contro! function to access, via the clearing house
data communication network 42, information stored for the
user on a store and forward message switch 52. Via the
clcaring housc dala communication network 42 and the
ATM/POS system 12, the store and forward message switch
52 then sends a group of messages (one transaction) back to
the terminal 22, 24, 26, 28 or 34 at which the user entered
his request. After completing this transaction, the store and
forward message switch 52 updates a status code for the
messages delivered to indicate that they have been sent and
arc awaiting further instructions from the user as to final
disposition.

By intcracting with the terminal 22, 24, 26, 28 or 34
through a keyboard and/or function keys illustrated in FIG,
2, a user dirccts the ATM/POS subsystcm 14 to display the
retricved messages on a display screen, also illustrated in
FIG. 2. Using the keyboard and/or function keys of the
terminal 22, 24, 26, 28 or 34, the user may request that the
lerminal 22, 24, 26, 28, or 34 print a copy of a retricved
message on paper 54,
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The user may respond to or originate messages for storage
on the store and forward message switch 52 using the
tcrminal 22, 24, 26, 28 or 34 in the same manner as
requesting access 1o storcd messages. The clectronic mail
system 10 authorizes a uscr 1o respond to or originate
messages in the same way as described above for retrieving
messages. The user may aim originate various financial
transactions using cither visible or encoded data within the
message received to authorize bill payment, stock purchase
and/or other transactions made possible by having the infor-
mation from other sources delivered to the terminal with the
message. If the ATM/POS subsystem 14 posscsses the
ability to retain the user's identity and sccurity code infor-
mation, it is unnecessary for the user to rcinsert the debit or
credit card 48 and to recnter the security code. A response or
a message to be stored on the store and forward meSsage
switch 52 may be cntered at the terminal 22, 24, 26, 28 or
34 in a varicty of different ways. For cxample, using an
ATM/POS subsystem of the type depicted in FIG. 2, the user
could respond to or enter 2 message using cither a keyboard
or a “‘pen pad.” Alternatively, the terminal 22, 24, 26, 28 or
34 may include an optical character rccognition unit (not
illustrated in FIG. 2.) to scan a writicn message 56. A
response or new message entered by the uscr at the terminal
22, 24, 26, 28 or 34 passes through the clecaring house
nctwork processor 44 to the user's financial institution
processor 46 which must authorize the response or mes-
sage’s storage on the store and forward message switch 52.

When the store and forward message switch 52 receives
a response or a message, it validates the basics of the
message, and if they are acceptable, stores the response or
message for retransmission. Furthermore, the store and
forward message switch 52 provides an acknowledgement to
the terminal 22, 24, 26, 28 or 34 that the response or message
has been stored. If the store and forward message switch 52
detcrmines that a responsc or a message is unacceptable, in
the same way it transmits a rcjection message back to the
terminal 22, 24, 26, 28 or 34 togcther with an explanation of
the problem.

In addition to the preceding way in which various parts of
the clectronic mail system 10 of the present invention
intercommunicate as described above, the present invention
also cavisions pathways, other than the clearing house data
communication network 42 and the clearing house network
processor 44, by which ATM/POS systems 12 may commu-
nicate with the user’s financial institution processor 46 and
the store and forward message switch 52. For example, if the
clectronic mail system 10 implements the message service
control function somewhere other than on the clearing house
network processor 44, then the ATM institution processor 18
or the POS institution processor 36 may obtain authorization
and other information nccessary for 2 user to access the
clectronic mail system 10 by communicating directly with
the user's financial institution processor 46 via a user
authorization data communication network 62. Under such
circumstances, the ATM institution processor 18 or the POS
institution processor 36 can also exchange uscr messages
dircctly with the store and forward message switch 52 viaa
message data communication network 64. Properly imple-
mented, any of the various data communication nctworks
42, 62 or 64 can provide the message transmission capability
necessary for proper operation of the clectronic mail system
10.

Generally, messages are presented to the store and for-
ward message switch 52 from outside the ATM/POS system
12 by a computer terminal cntry station 72. The station 72
may be any of scveral types of terminals that can commu-
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nicate with clectronic mail services. The station 72 could be
a standard personal computcr (“PC") with the message being
created off-line and then transmitted to the storc and forward
message switch 52. Alternatively, the station 72 could be a
terminal connected directly 10 2 mainframe or mini-com-
puter system.

The station 72 communicates with the store and forward
message switch 52 via a hard wircd or wircless message
cntry data communication network 74. In storing a message
on the storc and forward message switch 52, the station 72
identifics the user, either through a directory as normally
provide by this type of service, of by knowing the user's
electronic mail 1.D. Directory services of this type arc well
known and are associated with many of the current elec-
wronic mail systems. A modem 76 using cither a hard wired
or wircless conncction may also communicate with the
message entry data communication network 74 1o provide
the electronic mail system 10 with a pager communication

service 78 and 2 facsimile transmission machine 82.

The prescnt invention also cnvisions other ways of storing
messages on the store and forward message switch 52. For
example, using a telephonc 84 individuals without access 10
an E-Mail Service may call a scrvice burcau that has a
station 72 connccied to the clectronic mail sysiem 10. Such
a service burcau will be able to take messages from outside
individuals by tclephonc and storc them on the store and
forward message switch 52. Similarly, the uscr can also send
messages out 1o individuals who lack an 1.D. on the elee-
tronic mail system 10 through a service burcau. Anyonc with
2 phonc or mailing address can, in principle, be reached by
sending a mcssage 1o the service burcau for forwarding to
the individual with which the user wants (0 comumunicate.
Such opcrations would be 2 normal part of the service
burcau function to extend the rcach of the message service
1o the general public or private.

\Mother way of communicating with individuals who arc
not themselves uscrs of the clectronic mail system 10 is
through the facsimile transmission machinc 82. The storc
and forward message switch 52 rccognizes when the user
caters a facsimile telephone number as the destination
address for a responsc or a message. Under such circum-
stanccs, the store and forward message switch 52 iniiates a
telephong call and uses the conveational facsimile transmis-
sion process to deliver the message to the intended recipient.
After successful facsimile transmission of the message, the
message’s status is displayed to the uscr.

Furthermore, the clectronic mail system 10 may announcc
10 users that a message has been stored for them on the store
2nd forward message switch 52. To announce the storage of
a message, the store and forward message switch 52 places
a telephone call 1o the pager communication service 78
thereby activating the user’s beeper. Upon being natificd of
amessage’ s storage, the user proceeds 1o a terminal 22, 24,
26, 28 or 34 for message retricval.

The link created by the storc and forward message switch
52 also allows conncction to multiple external E-Mail sys-
tems through the industry standard X.400 or custom E-Mail
1o E-Mail links. Such E-Mail links have alrcady been
cstablisted by many of these services and arc well known in
the a:t. This allows casy physical conncction to all of the
existing E-Mail services, and provides handy communica-
tion to users of the electronic mail system 10 from outside
the ATM/POS systems. Generally, all of the standard scr-
vices provided by the E-Mail system will be the same, and
will bz available through the clectronic mail system 10.
However, duc to the physical limitations which may prac-
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the clectronic mail system 10, the

may be limited in somc way. For
cxample such limitations may include, but arc not limited to,
the size or the detail of the message, OF similar limitations.

An additional feature of the electronic mail system 10 for
individuals who themsclves arc not users of the system 10 is
its ability to capturc charge information instcad of the
normal E-Mail system charges that would be appropriate for
those with E-Mail scrvice access. This charge capturc capa-
bility is a necessary part of providing casy service bureau
access to the electronic mail system 10. This charge capture
information includes charging bills and other payments
authorized by the user in excess of the cost of the messages.
Such other payments may include, but are not limited to,
stock purchases, rent payments, utility payments, credit card
payments and the like. y

An additional function of the computcr terminal entry
station 72 is a connection port for additional data basc
information sources. Such information sources may direct
data in digital form and in message format to 2 user’s
mailbox in thc message switch 52. Such data may include,
but is not limited to, weather message information, news
message information, stock message information, commodi-
lies message information, brokerage message information
and other message information on various general topics.

lically be imposed on
scope of the message

The Processor That Performs the Message Service
Control Function

The message scrvice control function, described in greater
detail below in connection with FIG. 5, is an cssential pan
of the clectronic mail system 10 of the present invention. As
indicated above, it is not cssential to the operation of the
clectronic mail system 10 that the message scrvice control
function be performed exclusively by the clearing housc
network processor 44. Howcver, because the message scr-
vice control function is an essential pan of the clectronic
mail system 10, details in the operations performed respec-
tively on the proccssors 18, 36, 44 and 46 changc slightly
depending upon the particular processor that performs the
message service control function.

The message service control function may be performed
on the institution processor 18 or 36 included in the ATM/
POS system 12 of the terminal 22, 24, 26, 28 or 34, or on
institution processor 18 or 36 that belongs to another ATM/
POS system 12, on the clcaring house network processor 44,
or on the user's financial institution processor 46 which
itsclf may be an institution processor 18 or 36 that belongs
10 a diferent ATM/POS system 12 or on a separatc store and
forward message switch processor 52. Initially accessing the
message service control function differs if the uscr's account
records arc maintained on a processor 18, 36, or 46 other
than that in the ATM/POS system 12 presenlly scrving the
uscr.

Aftcr a uscr has been authorized to use the clectronic mail
sysicm 10, the message scrvice control function handles all
further control relationships with the appropriatc terminal
22, 24, 26, 28 or 34 and the storc and forward message
switch 52. After 2 uscr finishes cntering a request at the
terminal 22, 24, 26, 28 of 34, the ATM/POS subsystern 14
\ransmits it to the proccssor 18, 36 or 44 that performs the
message service contro! function to be formatted before it is
further transmitted through the networks 42, 62 or 64. The
message will be formatted by the processor 18,36 or 44 in
accordance with normal system requircments using the new
transaction types and (ransaction formats uniquc 10 the
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electronic mail system 10. Information for providing the
message service control function is cncoded and included in
the message to identify the terminal location, date, time and
other information, and becomes an associated part of the
message and its audit trail. This message scrvice control
information added to cach message is used in carrying out
the message service control function and in opcration of the
store and forward message switch 52.

The message scrvice control function also proccsses
responses to uscr requests, and returns the resulis 10 the
institution processor 18 or 36 for the ATM/POS system 12
controlling the operation of the terminal 22, 24, 26, 28 or 34
scrving the user.

Determining Location/Affiliation

Destination can be identified using the nomal location/
affiliation directory or, as an alternale, a ncw directory
associated with the message transactions alone, whicheveris
most cificient for network functionality. Furthcrmore, an
alternate location/affiliation approval process may take place
on the ATM or POS nctwork during another processing step.
Such alternate approval processing is well known in the state
of the art of ATM and POS networks and will be rcadll)
understood by one skilled in the art.

ATM/POS Subsysicm 14

FIG. 2 depicts the functional clements reguired for one
cntire terminal 22, 24, 26, 28 or 34 of the ATM/POS
subsystem 14 depicted in FIG. 1. As illustrated in FIG. 2, all
transactions between the terminal 22, 24, 26, 28 or 34 of the
ATM/POS subsystem 14 and the data communication net-
work 16 or 38 pass through a communicatior:s controller
110. The communications controller 110 includes an input
bufler 112 and an output buffer 114. Within the ATM/POS
subsystcm 14, the communications controller 110 provides
data coniained in transactions received from the data com-
munication network 16 or 38 from its input buffer 112 to an
input 118 of a microprocessor 120. Anzalogously, the output
buffer 114 of the communications controller 110 reccives
data from an output 122 of thc microprocessor 120 for
transmission as a transaction over the data communication
network 16 or 38.

In addition 10 the input 118 and the output 122, the
microprocessor 120 includes a central processing unit
(“"CPU™) 124 that ferches data from the input 118 of the
microprocessor 120 and storcs data 1o its output 122. The
CPU 124 of the microprocessor 120 also fetches daia from
and stores data into a memory 126. The microprocessor 120
also includes an arithmetic logical unit ("ALU™) 128 that
opcrates upon data received from the CPU 124 and retums
the results of such operations to the CPU 124.

A simplc modification to the terminal program 1o use a
control code or delimiter indicating a ficld is not printable
allows the inclusion within messages of cncoded informa-
tion that can be used for sccurily and/or validation purposes.
Such a control code or delimiter may be used by the lerminal
to allow the user to initiate financial transactions based on
information contained within a “received” message.

The ATM/POS subsysiem 14 also includes an input/
output coasole 130. The input/output console 130 includes
an input buffer 132 that transmits data to the input 118 of the
microprocessor 120, and an output bufler 134 that receives
data from the output 122 of the microprocessor 120,
Included in the input/output console 130 supplying data to
the input buffer 132 arc various input devices including a
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debit or credit card recader 136, function keys 138, and a
character decoder 142 that reccives data both from a key-
board 144 and from a pen pad 146. Other input devices (not
illustrated) may be any device configured on ATM/POS
subsystem 14 available to the user such as a CRT touch
screen, voice activaled or voice recognition input devices.
The input/output console 130 also includes various output
devices'including a display screen 152, an instruction panel
and screen 154, and a status panel 156 that all reccive data
from the output buffer 134. The status panel 156 may include
a number of indicators to inform a user of the various states
(or status) of a transaction being performed including prob-
lems or errors that are likely to arise. These can be problems
encountered by (or status of) the terminal 22, 24, 26, 28 or
34, the microprocessor 120, or crrors or status communi-
cated to the ATM/POS subsystem 14 from the processor 18,
36, 44 or 46 or from the storc and forward message switch
52. The instruction panc] 154 and display screen 152 can be
used interchangeably for displaying the same information.
Other output devices (not illustrated) may be any device
configured on ATM/POS subsystem 14 available to the user
such as an audio responsc unit.

In addition to the various output devices included in the
input/output console 130, the ATM/POS subsystem 14
includes a printer subsystem 160. The printer subsystem 160
includes an output bulfer 162, that receives data from the
output 122 of the microprocessor 120, a printer mechanism
164 that reccives data from the output buffer 162. A printer
cjector 166, also included in the printer subsystem 160,
receives control signals from the printer mechanism 164.

The printer subsystem 160 allows messages retrieved for
the uscr to be sent to the output buffer 162, printed on the
paper 54 by the printer mechanism 164, and then provided
to the user by cxpelling the paper 54 through the printer
cjector 166. Alternatively the printer subsystem 160 can be
used in the same way to print an audit trail of messages
entered into the terminal 22, 24, 26, 28 or 34. Usc of the
prnter subsystem 160 can be very valuable where the
messages, cither entered or retrieved, are instruclions to
other individuals to take an action, or that requirc confir-
mation of an action.

In addition to the various input devices included in the
input/output console 130, the ATM/POS subsysiem 14
includes an optical character recognition (“OCR™) sub-
system 170. The OCR subsystem 170 includes an output
buffer 172 that receives dam from the output 122 of the
microprocessor 120 and an input buffer 174 that transmits
data to the input 118 of the microprocessor 120. The OCR
subsystern 170 includes a camera control function 176 that
rcceives data from the output buffer 172 and transmits data
1o the input buffer 174. The camera control function 176
exchanges control and status signals with a document
recciver 182 and a camera 184. The document recciver 182
supplics status signals to the camera 184. The camcra 184
supplics data to the input bufTer 174 of the OCR subsysicm
170 for retransmission to the input 118 of the microproces-
sor 120.

The OCR subsystem 170 is uscd to capture pre-typed or
hand written messages that are not alrcady defined in the
elcctronic mail system 10. To operate the OCR subsystem
170, coded instructions are stored in the output buffer 172 of
the OCR subsystem 170. The camera control function 176
interprets the instructions and the document receiver 182
opens to accept the written message 56 from the uscr by
utilizing a wand, fiat reader or other similar reading mecha-
nisms. After acceptance, the camera 184 scans the message
56. If no crrors arc encountered, the scanned image will be
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placed in the input bufler 174 and further analysis and 846 Opens to accept 1he printed materia) 56 from the user.
processing will occyr according (o the normal OCR pro- After acceptance, the reader 848 scans the Printed data from
cessing Capability of the terminga] 22,24, 26, 28 or34 and the the materia 56, If no errors are €ncountered, 1he Scanned
S subsystem 14, image wi)l pe Placed in the input buffer 852 and funther

In addition, other input/output ("I/O") subsystems maybe s analysis and processing will occur according to the normg)
utilized with the ATM/POS subsystem 14, Such g sub- bar coding processing capability of the lerminal 22, 24, 26,
Systems include, by are not limited 1o, interactive video , <idthe ATM/P )
modules, personal communicators, wire)ess €ommunication An additional /0 subscction In the consolc 139 of ATMy
devices providing operator interaction wigp, subsystem 14 POS 14 includes an Integrated circuiy (“UC")'ﬂc)ard reader/

and the like. These devices may be used 1o automatically 19 writer subsystcxp 920, illustrated in FIG. 8 ‘e rc Card
aclivale centain congrol or information soygeeg from the Subsystem 920 Includes an output buffer 923 thy receives

. ' P tored or oth. data from the output 122 of the MCroprocessor 120 and a5
:n:vslsszg:nz:élcc: ,-izmi‘é;;;c;g;: " ey be siored or o Input buffer 932 yha; Uransmits data to ghe input 118 ang of
) . . the microproccssor 120. The I'C card reader/writer sub-
The ATM/POS subsystem 14 may also include 5 magnetic , . .
ink character rccogniu'gn (“MICR") subsystem 820, as illus. 15 System 920 mclud.cs an UC card reader/writer contro} f;unc~
in FIG. 7. 1 MICR subsye; 820 includes gy ton 924 tha; feceives data from ghe Qulput buffer 922" 4nq
trated ;)n ﬂF.Yr 8-’2. th tc ives 3 X )fr cmxhc ulput 122 of transmits data to the input buffer 932, The vc reader/writer
aput buller 822 (hg ) CIves data from the o pu 9 contro! function 924 cxchanges conyrg) and status signals

the MiCroprocessor 120 ang ap input buffer 832 that trans. with an yC card acceptor 926 and an vc reader/writer
mits d:;ta 0 the 'mpul 118 and of the rmcropr'oc'cssor 120. 20 function 928 Ap Extemal I/C plastie card 940 which con-
The M j.CR S.Ubs) Stem 82.0 mc]ugics 2 magncug ink rc}a}dcr tains an yC ¢ard connector 944, a cpy 942 and 2 digital
conurol funciion common in banking check feading machin- Storage funciion 9352 interfaces 1o the VO subsection 92¢

Uransmits data 10 the input buffer 832, The MICR scnsin

. ) . { H
device 824 Cxchanges control and siays signals with z mation, 946 ang message or other data 950, The UC carg

oCoiv 25 . .
Cocumen recciver 826 and_ an ‘\”CR_ Reader 828, The subsystem 940 cxchanges control signals ang data from jis
documeny receiver §26 supplies statys S18nals 10 the reader

828 The reader §28 supplics data 1o the inpyg buller 832 of
the MICR subsysicm 820 for Tetransmission 10 the input 118
for the Microprocessgr 120,

The I/C card 910 may be used 10 store clear texg data, that
is data not encrypted or otherwise encoded, or the VC card
30 May be used o ransmit and rece; ve.cncoded datz for

The MICR subsysten 820.’5 used 1o capuyre Pre-printed additiona] sccurity when using the clectronic maj) system
daa thay may be comband with oth?r 1nput messages from 10. Messages ang other keyed or Tcader data entereqg through
the console 130§uch as bill paymcgunfon'nauon. To operate the console 130 or any subsysiem connected 1o j; may be
the MICR subsysier 820, codeq o ructions ase storeq i Scnt to the 922, The controller 924 interprers (he instructions

. . - - . . 35 and causes the data 1o be Sent 1o the I/C card reader writer
MéCI; rcdhdfr control I'u.n'cuon’BZ-i Interprets the Instructions 928 and on the 940 through the /¢ card accepior 93¢, The
2ad the documeny receiver 826 opens 1o accept the printed data is recejyeqd by the CPU 943 which then stores the data

in Storage locatjog 950 and any keys received are stored in

S B S 2 Lo ko i 3 oion 348t

according 1o 1he normal MICR processing capability of the : ; ; i
terminal 22, 24,26, 28 o 34 and he ATfUPOS Subsysicm key 948 of the intended Tecipient of the message. A signature
14,

ATM/POS Subsystem 14 may include 2 bar coge reading | o ;o then stored in Jocagioy 950. The cnerypted data so storeq
subsysiem 830, as illustraeq 0 FIG. 7. The par code ” o location 950 can 1hep be sent to CPU932 through the I/C
Subsysiem 84¢ ncludes an ouiput buffer 842 that receives card connector 944 10 the /9] subsystem 920 of the ATMY
data from the Oulput 122 of the microproccssor 120 and an POS consple 130 and on 0 subsystem 14 for ultimate

inpy; 'buﬂ‘cr 852 tha lransmits dagg (o the input 118 and of transmission o the message switch §2.

the microprocessor 120. %0 The recciver of the message at an ATM/POS subsystem
The bar code subsystem 820 includes 2 par code rcader 4 equipped With subsystem 920 and holdip an UC card

contro] funcijon €ommon jp fommercia] product rccognition 30 may receive the Previously described cnerypted mes.

reading Machinery 844 that recejves data from the output sage through subsystem 920 ang 10 final storage in VC card

code sensing deviee 844 Cxchanges control and sapys sig- o5 customer personal computer cquipped with g subsystem
nals with adocumcntrcccivcr 846 and a bar code reader 848, compatible 10 subsystem 920, card subsystem 942 may

¢ documen; receiver 844 supplies siapy; signals 1o the process the message by taking the private key from memory
Teader 848, The reader 848 supplics daia 1o the input buffer storage 946 and dccrypu'ng the encrypied message that had
8;2 of the I_nr code reading subsystem 840 for retransmis- been encrypted using a companion public key. The signature
ston 1o the inpy; 118 of the microprocessor 120, 60 may be decrypted using the public key 948 of the person

fom the consgle 130 sych 35 bil Payment information To insunng secrecy and verification of the authenticity of he
Opcrate the bar code reader subsysiom 840 coded instrye. scader, The resultant clear Iext message may be viewed on
tions are stored in the output buffer 842 or the bar code s ATM/POS subsystern 130 Or 0n a persona) compulcr vig
Teader subsysiem 840. The by codce reader contro! funciion instructions 1o CPU 942 and the Proper 1/C card aceeptor

34 interprets the insm.xcu’ons and (he document receiver 926. Alternate adaptations of the usc of subsystem 929 are
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also fontemplated herein, Such uses include, byt are not to that uscd here, This standard function remaing esscntialf
limited to, use of private key cncryption methods such ag as it presently CXists on the cunren; ATM/POS systems 12,
: but new message oriented lransaction types must be added

While the various
14 are deseribed above as though cach of the terminals 22, S
24,26, 28 and 34 includes them all, depending upon precise . S

» 4 A subsystem 10. If the patticular institytion Processor 18 or 36
details of the \crminal 22, 24, 2.6' 28 or 34 some of the that receives a user validatipn fequest from one of its
¢lements described above may, in fact, be shared among terminal 22, 24, 26, 28 or 34 is able to verify the user's
several terminals 22, 24, 26, 28 or 34. For examples, as 10 2uthority 1o access the cleclronic mail system 10 without
depicied in FIG. 1, the ATM/POS tcrminals 26 and 28 are communicating with the clearing house network processor
connected to the shared processor 32 through which they 44, then the institytion Processor 18 or 36 performs a format
Communicate with ejther onc or the other of (he data cxtemal message request function 236, :

System 10. Part of this ey logic may contain error handh'ng
and message validation checking functions for the maj

communication networks 16 or 38. Thus, the shared pro- The format externa message request function 236 handles
cessor 32 includes both the commumcafxons Controller 119 the special processing associated with message transactions
and the microprocessor 120 thay are depicted in FIG, 2, and 15 that are unique to the clectronic mail sysiemy 10, Aftet the
distributes their function to the input/oulput console 130, the format externa) message request function 236 has been
prnier subsysicm 160, ang the OCR subsystem 170 performed and the destinggion aflliation is jdentified, the
included in cach of (e ATM/POS 1erminals 26 and 28, transaction will be moved into the norma) transaction pro.-

0 cessing by performing an msen message into output func-
Institution Processor 18 or 36 tion 238 The Insen message into output funcguon 236
FIG. 3 i5s 3 combined block diagram and flow chant depends on where the message service control function
depicting the ATM or POS institution processor 18 or 36 of processing occurs for this transaction, Spcciﬁca}]y, the for-
FIG. 1. The institution processor 18 or 36 includes a CPU mal extemal message request function 236 puts information
212 that includes a memory, similar 10 (he memory 126 5 the proper format with the neeessary structyral paramecters
included in the microprocessor 120 of FIG, 2, and also an to allow continyeg processing by the ATM or POS network.
ALU, similar 10 the ALU 128 included in the microprocessor This type of function is common in alf state of the art ATM
120. The CPL 212 reecives data from an input 214 included and POS networks,

in the institution pracessor 18 or 36 ang lransmits data 10 an If the particular institution processor 18 or 36 that
output 216 also included in the Institution processor 18 or 3¢ receives a yser validation request is unable 1o verify the
3e. user's authorily 1o aceess the ¢lectronic majf sysiem 10, then

A Communications controller 220 interfaces between the it performs a Query other financig] institutions function 242,
institution processor 18 or 3¢ and the data Communication The stant of the process for accessing another institution
nelworks 16 or 38 ang the clearing house data communica. 35 through the query other financia) institutions function 242 i5
ton network 42, The €ommunications controller 220 essentially the same as foral cXisting or similar lransactions

includes an mput buffer 222 thy Teceives transactions from processed by the ATM/POS System 12 when the institution
the communication networks 16, 38 or 42 and transmits processor 18 or 36 i not that of the user's financial instj-

them 1o the input 214 of the institution processor 18 or 36, tution, Dczcrrru‘ning location and afliliation of the particular
Similarly, the Communications controller 220 includes an ., user's account is performed using the standard location/
output buffer 224 1y receives ransactions from the output afliliation dircctory as described above,

216 of the institution Processor 18 or 36 and transmiys them From this point the bransaction will be handjegd differenily
10 the communicatiog nictworks 16, 38 or 42, if the message serviee conurol function s provideq by the

InFIG-3, 3 dashed line box 23¢ encloses a flow char of clearing house hetwork processor 44, or by the user
the computer program cxecuted by the CPU 212 of the financial institygion Processor 46. Once the lransaction js
institution Processor 18 or 36, The flow chart 23 seys fonth Processed for Jocal functions, and the destination affiliation

the various functions Performed by the institution processor is identified, (he transaction moves into the Standard insert
18 0r 36 which are uniquely required for the opcration of the message into output function 238 for Uransmission tg the
electronic mai) system 10. As depicied in the flow chart 23p Clearing house netwerk processor 44 The insert message
the first operation performed for €very message transaction 50 Mo output function 238 forwards the transaction (o the
processed by the institution Processor 18 or 36 s 5 log 2ppropriate destination, depending on where message ser-
Uansaction for recoy, ¢ry function 233, The log wransaction vice contro! function occurs for this transactjon The insti-
Or recovery function 232 is a standarg function executed by lution operating cach ATM/POS system 12 may choose
the institution processor 18 or 36 of various different ATM where it wishes (g Process message transactions for ysers

OS systems 12 10 processing standard ATM or POS trans. s5 being served by its terminals 22, 24, 26, 28 and 34 if
aclions. The only change needed in the log transaction for alternative message service conrol functions exist,

fecovery functions 233 on existing ATM/POS systems 12 (o The standard receive messages or timecout function 252
accommodate the Operation of the electronic mail systcm 10 already performed by cxisting ATM/POS sysiems 12 need
1s adding new record formats for message transactions o only be modified to handle alf norma] message transactions
those already establisheq for ATM or POS lransactions. ¢ o the clectronic mail system 10, Afler the transaction has

If the MCssage transaction reecived by the Institution been processed by the receive messages or timeout funciion
Processor 18 or 34 Is from a yser at one of the termunals 22, 252, it then proceeds to a formar messages for terminal
24,26, 28 or 34 secking injiial access 1o the clecironie mail function 254 that performs the formattina required for

system 10, the computer program performs a validage user Mmessages of the clectronic mail system 10. The format
funciion 234. The validate yser function 234 is an exisling s messages for terminal function 254 yses information pro-
Capability included n all ATM/POS systems 12, though it js vided by the message service conrol funciion, the user's
rot always identificd by a system of function name simifar account profile, and the store and forward message switch 52
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1o format the message for presentation to the uscr at the
specific terminal 22, 24, 26, 28 or 34 now scrving the user.

The responsc as prepared by the format messages for
tcrminal function 254 is then transferred to a transmit
response to terminal function 256 that is a standard function
alrcady performed by the institution processor 18 or 36. The
present transaction and data exchange protocol performed
by the transmil responsc 10 terminal function 256 need be
modified from that on existing ATM/POS systems 12 only to
the cxlent nccessary 1o process the message transaction
formats unique to the elcctronic mail system 10. The trans-
mit responsc to terminal function 256 transfers the formatted
data to the inscrt message into outpul function 238 for
transmission to the appropriate onc of the terminals 22, 24,
26, 28 or 34.

Once the uscr has entered 2 valid PIN and has been
approved by the system, multiple transactions can be carried
out without the need to reenter a PIN and be re-approved by
the system.

As will be appreciated by those skilled in the an, the
ATM/POS system of the present invention will make use of
the standard crror functions currently available on ATW/
POS nctworks in the prior art. Such error functions and
handling. including the new and unique crror handling
functions nccessary for the present invention arc described
in morc datail below.

Sccurity for the elcctronic mail system 10 is accomplished
by the samc technigque as that normally employed for ATM
and/or POS terminals in ATM/POS systems 12. Specifically,
sccurity comes from the requircment that a user enter 2
debiveredit card 48 and sccurity code for cach transaction,
or by relying on the ATM's ability to rctain such information
once it has been validated in a preceding transaction. After
this uscr sccurity information has been transmitted to the
appropriatc institution processor 18, 36 or 46 for verfica-
tion, that processor’s normal error or acceptance procedurce
occurs. If there is an crror, or the user’s log-on is invalid, the
existing normal crror process and messages Occur.

1f the user is authorized to acccss the clectronic mail
system 10, a Transaction Authorization number is created
for the transaction in thc same fashion as for all other
ATM/POS financial transactions, and processing 1s allowed
10 continug. The Transaction Authorization number that is
gencrated for system sccurily purposes in the operation of
the electronic mail system 10 uses the standard algorithm
and process presently used in ATM/POS systems. That
Transaction Authorization number serves the samc purpose
for messagc transaction as for all other types of transactions
occurring in ATM/POS systems 12

The basic audit trail and recovery oricnted processes in
the ATM/POS network are not disturbed by the modifica-
tions nceded lo operate the electronic mail system 10. A
major advantage of adding the clectronic mail system 10 to
cxisting ATM/POS networks in comparison with altemative
systems is their relative security duc to their existing audit
and recovery controls.

As described previously, user access to the clectronic maijl
system 10 is accomplished through interaction with one of
{he terminal 22, 24, 26, 28 or 34. The actual interface that the
user cxpericnces may vary from terminal to terminal within
a single ATM/POS system 12 and may also vary among
various ATM/POS systems 12. The acwal interface pre-
sented to the user depends upon the particular programs
exccuted by the various processors including those cxecuted
by the microprocessor 120 for controlling the terminals 22,
23,26, 28 and 34 shown in FIG. 2, and the operating sysicm
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and application softwarc of the institution processor 18 or 36
shown in FIG. 3. The basic intcraction of these systems and
the additional implications of the data communication net-
works 16, 38, 42, 62, 64 that link them is well known as it
alrcady forms the process by which ATM/POS systems 12
perform their existing ATM/POS financial functions.

When the terminal 22, 24, 26,28 or 34 is cnabled to allow
the user to sclect a transaction after the user has been
allowed access to the electronic mail system 10, the present
invention presents the user with a new option in addition to
those previously provided by the ATM/POS system 12, that
is, the clectronic mail capability of the system 10.- The
electronic mail service choice guides the user through -a
sequence of steps that allows the creation or rctrieval of
messages. The clectronic mail system 10 also automatically
notifies users if messages arc waiting for them, without any
action required other than the user accessing the ATM/POS
system 12 through the terminal 22, 24, 26, 28 or 34. The
clectronic mail system 10 may automatically display certain
types of emergency of high priority messages without the
uscr requesting such display through the terminal 22, 24,26,
28 or 34.

Whichever option a uscr selecls, i.c., crcation of a mes-
sage or retrieval of 2 message, a display appears on cither the
display screen 152 or on the instruction panel and screen 154
of the terminal 22, 24, 26, 28 or 34 that allows the user to
select from a menu of choices. These choices constitute
cither additional menus of more detailed choices, or specific
transactions 10 creaic or retricve messages. The organization
of the clectronic mail system 10 allows centain frequently
uscd transactions to be invoked dircctly and other transac-
tions 10 be sclected after the display of additional menus.
The user indicates the desired action either by pressing keys
on the keyboard 144, by writing on the pen pad 146 or by
pressing speeific function kcys 138 or by utilizing other
input devices on subsysiem 14.

The following list of three menu options are sct forth here
as examples for pedagogical rcasons without any implica-
tion that they are either a specificora cormplete sct of options
that must be provided in implementing the clectronic mail
system 10.

crcating messages

retricving/reading messages

responding 10 messages

Message Entry

When creating messages the uscr must composc the text
of the message. Options for crcating a message include, but
arc not limited to, sclecting from pre-coded or pre-defined
messages using menus as described previously. Messages
appearing on the display green 152 and on the instruction
panel and screen 154 assist the uscr in understanding the
choices and how to use them. The messages displaycd onthe
display scrcen 152 and on the instruction pancl and screen
154 include “fill-in-the-blank™ arcas which allow the userto
customize standard messages. The types of standard pre-
coded “fill-in-the-blank™ messages which may be invoked
by a menu option include, but are not limited to:

identification messages, telling who called, affiliation, the

subject of the call, and how to contact them;

travel messages, describing characteristics of travel such

as armival/dcparturc time, location 1.D. (City, State,
Country, or lnstitution such as hotel or business).
carricr and the like;
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confirmation mcssages, confirming such things as stock or
bond sales or purchascs, approval of rescrvations, and
similar activities; and

calendar messages, MEssages 10 be sent back to the user

about scheduled time commilments or actions to be
pcrformcd. cither entered by the uscr of others, suchas
a secretary or travel burcau with user granted authority
to do so.

Another menu or instruction option provides sclection of
a broader range of “pre-coded” mMCssages from a credit,
debit, plastic or similar type of card 48 that includes a
memory and/or a computer. Such cards 48 may include user
specific special messages that can be read into the terminal
22,24, 26, 28 or 34. These types of messages will have the
same “fill-in-the-blank™ format as the normal “pre-coded”
messages of the ATM/POS system 12.

The “fill-in-the-blank™ messages arc typically completed
using the keyboard 144 of the terminal 22, 24, 26, 28 or 34.
An alicmative is using the pen pad 146, thc OCR subsystem
170 for both alphabetic and numeric “fill in the blank”
message formats of other available input systems.

Another alternative, the composition and entry of com-
plete or complcx messages is achicved by scanning the
written message 56 withthe OCR subsystem 170, or by hand
writicn or printcd cntry on the pen pad 146. After the
message has been scanncd by the OCR subsysiem 170, using
the keyboard 144 or the pen pad 146 the user can correct Of
improve the message as rcad. Status or crror conditions in
the OCR subsystem 170 are reported through the various
display methods previously described.

A final form of capturing messages, or identifying the
intended recipicnt of a message, is 1o employ a memory card
48 or access card 48 with on board processing capabilitics
that stores pre-recorded messages OF data bases from which
messages can be created, and/or a dircctory of individuals to
whom messages can be sent. Such a card 48 is insericd in the
debit or credit card reader 136 and a display of various
options 2ppcars on the display screen 152. The user then
chooscs 2mong various options using the cntry techniques
alrcady deseribed 10 indicate which individuals and mcs-
sages are desired, and how they arc to be associated and
further processed.

The user has the option of addressing the message before
or after the message text is composed. When addressing the
message the user can cither cnter an addressce mailbox code
directly or select an address from a directory of frequently
used message destinations storcd in a memory of “smart”
card 48. At the user’s option, addresses may be validated
before message transmission. The clectronic mail system 10
also allows entry of addresses through the keyboard 144, the
pen pad 146, or the OCR subsystem 170. After composing
the message text and addressing it, message creation is
complete.

Another method for message creation as illustrated in
FIG. 10, uscs a message generalor 1020. Message gencrator
1020 includes 2 control processor 1022 that receives a
“control scquence” for generating messages, originated by
the user and routed to the control processor from originating/
retrieval function 334. The control sequence is a set of
commands that can be cxecuted to create messages and
requests for information. These scquences arc then stored for
later usc in the control scquence storage function 1024.

The message generator 1020, is activated by atimer 1026
and/or by a sct of logical conditions scnsed by the logic
znalyzer function 1028, such as other message activity,
which then causcs the control processor 1022 to remove 2
control scquence from storage 1024 and causc it to be
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exccuted by the message generation function 1030. If at any
time during reccipt or cxccution of a control scquence an
crror should arise, it is processed by the control processor to
the crror message function 362.

Message gencration function 1030 takes the control
sequence command and processes it. This will result in a
new message that will be sent into the system by sending it
to the validation ID function 352. From this point on, it will
be sent through the system as any other message.

Message generation function 1020 allows a user to set up
special sequences which will cause messages to be created,
on a periodic or logical basis, to send status messages; or 0
scnd messages requesting information from other functions
or users in sysiem. An cxample would be to send a message
1o a brokerage firm on the system to request a stock quote
once a day. v

Message Retricval and Response

The user can also direct the system (0 rctricve messages
addressed to the uscr. By intcracting with the terminal 22,
24, 26, 28 or 34 through the keyboard 144 and the function
keys 138, retricved messages appear on the display screen
152 of the terminal 22, 24, 26, 28 or 34. A uscr may choose
to have the printer subsystcm 160 print 2 message on the
paper 54. The kcyboard 144 or the pen pad 146 may be used
to control the message appearing the display screen 152 to
allow display of sender/source associated information, the
text, or sclected portions of such information if the screen
cannot display all of the information at oncc.

The uscr responds 10 MCSSABEs in a manner similar to
composing messages. A responsc may be seat to the original
sender, or lo new addressecs, or both. The responsc message
is crcated by the same addressing and composing steps as
creating any other message, but a responsc includes addi-
lional information about the original message unless the uscr
intentionally deletes such information.

To identify cach message for operational and financial
purposcs, an additional message reference number may be
2dded by the terminal 22, 24, 26, 28 or 34, by the institution
processor 18 or 36, or by the processor 18, 36 or 44
providing the message service control funclion 1o Mcssages
being retricved from the storc and forward message switch
52, or being stored there. If the message comes from an
E-Mail system outside the electronic mail system 10, that
system’s E-Mail reference number can be used on messages
stored into the store and forward message switch 52. Fur-
thermore, a system cross reference number may be added if
nccessary to mect network controls. Such a message refer-
ence number may serve the function of identifying each
message for operational and financial purposcs, and thereby
link printed or control documentation 10 the billing state-
ments that are created by the system.

It is contemplated that the mcssage text carries various
information concerning the user, the institution and security
authorization for cach transaction, including cach bill paying
transaction. Specifically, thc message text may carry 2
vendor 1D code, a bank ID code, a transaction authorization
code for the invoice and any other sccurity or validation
codes necessary for the sccurity system chosen by the
individual bank. This information can b validated in the
normal ATM/POS network/bank validation process, OF addi-
tional validation which may be added to the system. Each
bank on the nctwork can choose which validation tcchnique
it wishes to use for its customers with minor changes to the
existing networks.
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The characteristics and components of menus and options
on the various information displays described above allow
the user to create messages or Lo retricve waiting messages,
and is a unique improvement 10 the existing capabilitics of
the ATM/POS subsystem 14.

All of the cnuy technigues can be co-mingled with the
memory Of processor card options to provide great ficxibility
in the creation, dircction
responses. The memory and processor cards 48 can also be
used to capture the addressing and text of messages scnt 10
a user, including information concerning the user’s calendar
or schedule of activitics which can be used to update records
in a data base houscd in memory on such a card 48. Other
special types of messages can also be created to update
specific associated data bases in memory on such cards 48.

Message Errors

When crross are encountered, the normal processing for
the type of the terminal 22, 24, 26, 28 or 34 in usc will be
followed. For errors that cannot be corrccted at the terminal
2324, 26, 28 or 34, the ATAPOS subsystem 14 dears all
siatus and waiting actions and then rescts, rejecting all
further attempis 10 process the crroncous transaction. In
addition, the normal timeout interval for handling problems
such as the occurrence of a network crror remains the same.

Store and Forward Message Switch 52

FIG. 4 is a combined block diagram and flow chart
depicting the storc and forward message switch 52 of FIG.
1. The store and forward message switch 52 includes a CPU
312 that includes a memory, similar to the memory 126
included in the microprocessor 120 of FIG. 2, and also an
ALU, similar to thc ALU 128 included in the microproccssor
120. The CPU 312 reccives data from an input 314 included
in the store and {orward message switch 52 and transmits
data to an output 316 also included in the store and forward
message switch 52.

A communications controller 320 interfaces between the &

store and forward message switch 52 and the data commu-
nication networks 42 or 64. The communications controller
320 includes an input buffer 322 that receives transactions
from the-communication nctworks 42 or 64 and transmils
them to the input 314 of the store and forward message
switch 52. Similarly, the communications controller 320
includes an output buffer 324 that receives transactions from
the output 316 of the store and forward message switch 52
and transmits them to the communication networks 42 or 64.

In FIG. 4, a dashed linc box 330 cncloses a flow chart of
the computer program exccuted by the CPU 312 of the store
and forward message switch 52. The flow chart 330 sets
forth the vadous functions performed by the store and
forward message switch 52. The specific functions depicted
in the flow chart 330 support the electronic mail system 10
of the present invention and, ilustrate the interrelationship
between the electronic mail system 10 and external store and
forward or E-Mail systems and the communication nctworks
47 and 64. The functions depicted in the flow chart 330 also
specifically depict the message editing, capture, storage and
forwarding capabilitics and functions of the electronic mail
system 10. It will be understood by those skilled in the ant
that the functions performed by the store and forward
message switch 52 that are nceded to support the electronic
mail system 10 of the present invention can be developed as
a completely new system, or can be obtained by modifying
an cxisting E-Mail or Storc and Forward Message Switch
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system (including its various local and remote components)
to perform the required message handling functions.

Communications with the Store and Forward
Mecssage Switch 52

The first function performed by the storc and forward
message switch 52 in processing 2 transaction is a validate
ID. and password from the financial institution function
332. The validate 1.D. and password from the financial
institution function 332 is compatible with thc message
service control function performed by the clearing thouse
network processor 44. The validate 1.D. and password from
the financial institution function 332 allows the store and
forward message switch 52to identify message service ysers
with the transmission of a minimal amount of information
about the user that is extracted from their debiv/credit card
accouat records or provided by the message scrvice control
function of the clearing housc network processor 44. The
information so transmitted includes the user's account LD.
and password on the storc and forward message switch 52.
Another validation that can be performed is 2 series of
logical verifications of the message, such as dctermining if
a date for a meeting is a date that has alrcady passcd. In such
cases, an crror function will be invoked. After the validate
1.D. and password from the financial institution function 332
delermines that a transaction is for a user of the electronic
mail system 10, it then performs an origination or retrieval
function 334 to determine whether the user has entered a
message at the terminal or is requesting that any waiting
messages be transmitted.

Message Retricval

If a transaction specifics that the user is retrieving mes-
sages, then the storc and forward message switch 52 per-
forms a check mailbox for messages function 336. The
check mailbox for messages function 336 quecrics the users
mailbox to determine if there arc any messages wailing for
delivery. Performing the check mailbox for messages func-
tion 336 includes determining the status of all waiting
messages and their respective priorities, sclecting the next
message to be transmitted to the uscr, and adding to the

messagce being transmitted any additional status information
to be sent to the user. :

After performing the check mailbox for messages func-
lion 336, the store and forward message switch 52 performs
a format messages for ATM/POS function 338. The format
messages for ATM/POS function 338 uscs information that
accompanics each message retricval request received from
the message service control function on the clearing house
network processor 44 to determinc how the message should
be formatted, and what additional information about other
messages (such as their number, emergency nature or degree
of priority, c1c.) needs to be added to the messages bcing
transmitted to the user at the terminal 22, 24, 26, 28 or 34.
Responsive 1o information provided to the storc and forward
message switch 52 by the message control function per-
formed on the clearing house nctwork processor 44, the
format messages for ATM/POS function 338 prepares cach
message in a format specifically for the particular type of
terminal 22, 24, 26, 28 or 34 presently servicing the uscr.

An additional processing function 860 (depicted in FIG.
9) cxpands and transiatcs messages in responsc 1o cerain
conditions and commands provided in the message format or
by input from subsystem. 14. The processing function 860
contains a command processor 862 which interprets the
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commands to determine the type of translation or other
processing that is required. This command processor 862
receives the messages and commands for message format
process 338 depicted in the computer flow chart 330. The
command processor will activate the logic in a decode
function 864 depending on the command. The decode func-
tion 864 will cxpand certain codes in the message format
into “plain text” for transmission to the requesting user
cither located at an ATM/POS subsystem 14 or a computer
terminal subsystem 72. For cxample code 33 might be
expanded to I cannot make the mecting.” After the decod-
ing is complete, subsystcm 864 will retum the decoded
message back to the command processor 862 which will
send it back to the message format function 338 which will
continue its processing.

The command processing function 862 will activate the
logic language translation function 866 depending on the
command provided 10 it. The language translation function
866 will reccive the message from the command processor
862 and utilizing commercially available language transla-
tion algorithms, it will translate the requested message from
the message switch 52 language, typically the language of
the country the message switch 52 is located, to another
language specificd by the command proccssor 862. In addi-
tion, the translation function can change the message script
or character type, c.g. from Roman characters 10 Katakana
characters or the like. The translation function 866 will then
return the translated message back to the command proces-
sor 862 which will send it back to the messagce format
function 338 which will continue its processing.

After the store and forward message switch 52 performs
the format messages for ATM/POS function 338, it then
performs a flag message status function 342. The flag
message status function 342 updates records in the user
mailbox to identify what messages and other information arc
being transmitied 10 the uscr. This updalc permits crror
recovery if validation of message delivery is not received
back from the terminal 22, 24, 26, 28 or 34.

After performing the flag message status function 342, the
store and forward message switch 52 performs an insert
message into output function 344. The insert message into
output function 344 transmits the message 10 thé message
service control function on the clearing house network
processor 44 for delivery to the terminal 22,24,26,280r 34
scrvicing the user.

Message Transmission

If a transaction specifics that the user is transmiting a
message, then after the store and forward message switch 52
performs the origination or retrieval function 334 it performs
a validate destination 1.D. function 352. The validatc desti-
nation 1.D. function 352 determines the desired destination
for the message. This destination can be within the store and
forward message switch 52 that is providing the E-Mail
capability for the electronic mail system 10, it can be any
other E-Mail system connected through industry Standard
X.400 links or any other custom E-Mail to E-Mail link, or
it can be a facsimile machine. After determining the proper
destinations, the validate destination 1.D. function 352
routes the message to the appropriate destinations.

Once the message has been routed by the validate desti-
nation I.D. function 352, the store and forward message
switch 52 performs a format for mailbox function 354. The
format for mailbox function 354 determincs the destination
mailbox type and rcarranges the message as necessary to be
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acceptable for that mailbox. The format for mailbox function
354 takes ccrtain encrypied information about the message
as originated by the uscr, possibly including data addcd by
the message service control function, and decodes it into text
within the message being transmitted. This encrypted infor-
mation includes, but is not limited to, date, time, location of
the termipal 22, 24, 26, 28 or 34 scrvicing the uscr, associ-
ated information about the original message if this message
is a response to a prior message, and dircctions for further
delivery or action by the recipient that are specified for this
user as determined by the message service control function
performed by the clearing house network processor 44 or by
the user's account records or alternatively by the standard
ATM/POS functions if the action initiated is a financial
transaction. The format for mailbox function 354 may be
performed as pan of the message service control function if
so desired.

After performing the format for mailbox function 354, the
store and forward message switch 52 performs a flag mes-
sage status function 356. The flag message status function
356 logs the message, updates the user E-Mail mailbox for
information about the transmission of the message, and
exccutes and terminates any external E-Mail links that were
established to transmit the message. Alternatively, if the user

as specificd that the message’s recipicnt is to be a facsimile
machine, the store and forward message switch §2 accesses
the public or privaic telephone system through the modem
76 using cither hard wired or wireless facilities and the
facsimile transmission machine 82 to cstablish conncction
with the desired facsimile machine to trafsmit the message.

After completing the flag message status function 356, the
store and forward message swilch 52 performs a retum
acknowledgement function 358. The retun acknowledge-
ment function 338 completes the message transmission
process by providing an audit trail of successful transmis-
sion, or it idcntifies and transmits any standard E-Mail errors
that occurred in transmitting the message after the storc and
forward message switch 52 validated the destination 1.D. by
performing the validate 1.D. and password from the financial
institution function 332. The return acknowledgement func-
tion 358 provides this information that is necessary for
further services to this user by the clectronic mail system 10
to the message service control function on the clearing house
network processor 44. The retumn acknowledgement func-
Lion 358 also constructs an appropriate retun message and
the insert message into output function 344 then transmits
the message back through the mcssage service control
function on the clcaring house nctwork processor 44 for
ultimate delivery to the terminal 22, 24, 26, 28 or 34
scrvicing the user. )

Error Handling

Even though validity checks are performed on each
request at the user account and request processing levels,
certain basic errors are still possible and must be handled. If
the storc and forward message switch 52 is unable to
validate a user’s 1.D. or password, an appropriatc message
must be generated by an crror messages function 362 and
sent back through the message service control function on
the clearing house network proccssor 44 for logging to the
user's account and for transmission to the terminal 22, 24,
26, 28 or 34 scrvicing the user. This logging proccdure
assures that the clectronic mail system 10 can recover in an
orderly manncr in attempting to remedy any problem. If the
check mailbox for messages function 336 dctcrmines that
there are no messages for a uscr, this “no messages” con-

-
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dition may bc proccssed as an crror through thc error
messages function 362. If the validatc destination LD.
function 352 determines that the user is attempting to send
a message to an invalid destination LD., to maximize the
user friendliness of the electronic mail system 10 this type
of error is handled in a manner that requires the user 10
re-cnter only the correct destination I.D. nccessary to prop-
crly resend the message. The error messages function 362
also handles other normal E-Mail errors with specific mes-
sages responsive to those crrors being transmitted to the
terminal 22, 24, 26, 28 or 34 servicing the user.

Clcaring House Network Processor 44

FIG. 5 is a combincd block diagram and flow chart
depicting the clearing house network processor 44 of FIG. 1.
The clearing house network processor 44 includes a2 CPU
412 that includes a memory, similar to the memory 126
included in the microprocessor 120 of FIG. 2, and also an
ALU, similar to thc ALU 128 included in the microprocessor
120. The CPU 412 receives data from an input 414 included
in the clearing housc nctwork processor 44 and transmits
data to an output 416 also included in the clearing house
network processor 44.

A comraunications controller 420 interfaces between the
clearing house nctwork processor 44 and the data commu-
nication network 42. The commurications controllcr 420
includes an input bulfer 422 that receives transactions from
the communication nctwork 42 and transmits them to the
input 414 of the clearing house network processor 44.
Similarly, the communications controller 420 includes an
output bufler 424 that receives transactions from the output
416 of the clcaring house network processor 44 and trans-
mits them to the communication network 42.

In FIG. 5, a dashed linc box 430 encloses a flow chart of
the compuier program cxccuted by the CPU 412 of the
clearing housc nctwork processor 44. The flow chan 430
scts forth the various functions performed by the clearing
housc network processor 44, The specific functions depicted
in the flow chant 430 support the electronic mail system 10
and specifically the message service contro! function of the
present invention.

Standard ATM/POS Network Functions

The first step performed by the clearing housc nciwork
processor 44 in processing message transactions is the
standard validation of the account 1.D. and PIN. (This
function is not depicted in FIG. 5.) This validation function
is performed in the manner described above for the validate
user function 234 performed by the institution processor 18
or 36. After successful validation, the electronic mail system
10is then authorized by the approval reccived back from the
user’s financial institution processor 46 Lo process message
transactions for the user.

When the user thereafter transmits a message service
request, along with all other transactions, the clcaring house
network processor 44 validates the authorization code by
performing a validate authorization code and institution
function 432. After the user's authorization has been vali-
dated. the transaction is then logged by a log transaction for
recovery function 434, After the message has been logged
for recovery, the clearing housc nctwork processor 44 per-
forms an identify institution affiliation function 436 to
identify thc appropriate institution to which the user’s
charges for using the clectronic mail sysicm 10 and its
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associated financial transactions and charges arc 10 be for-
warded.

Message Service Control Function

After the clearing house network processor 44 completes
the preceding functions, the message transaction is further
processed by the message service control function. Process-
ing of transactions by the message service control function
on the clearing house network processor 44 is diffcrent than
the processing of other non-message service transactions
such as financial transactions by the clcaring house nctwork
processor 44. For cach message scrvice transaction, the
message service control function creates multiple new mes-
sage retricval, message transmission and/or account update
ransactions that arc required to fully perform message
ransactions. The message scrvice control function allows
these new transaclions to be scparated for scquential pro-
cessing of the message handling transactions and of charg-
ing transactions against the user's account on the user’s
financial institution processor 46.

To create these multiple new transactions when a message
service request transaction arrives from the terminal 22, 24,
26, 28 or 34, the clearing housc nctwork processor 44
performs a process transaction for control function 442. The
process transaction for control function 442 logs the exist-
ence of message service request and retains sufficient infor-
mation to track the status and steps required to complete the
clectronic mail transmission. Logging the message scrvice
request allows for orderly rccovery if a error occurs during
subsequent processing of the request. If account validation
has not previously occurred, the process transaction for
control function 442 invokes this process that is described
previously herein. The account validation process acquires
information about the validity of message processing for this
user, and other information about service scope, address, and
the like.

After the clearing housc network processor 44 performs
the process transaction for control function 442, it then
performs a process transaction for complction function 444.
The process transaction for completion function 444 initiates
the message service transaction(s) performed by the store
and forward message switch 52 as described above in
connection with FIG. 4. Upon completion of the process
transaction for completion function 444, a process transac-
tion destination function 446 is carricd out. This function
performs the proper logic and routing stcps to allow pro-
cessing to continue as well known in the current staic of the
art in the ATM/POS field.

After the process transaction destination function 446 has
been performed, the clearing house network processor 44
performs an inscri message into output function 448. The
insert message into output function 448 transmits message
service transactions to the storc and forward message swilch
52.

When a responsc transaction 1o a message scrvice trans-
action returns to the clearing housc network processor 44
from the store and forward mcssage swilch 52, it is pro-
cessed through the validate authorization code and institu-
tion function 432, the log transaction for recovery function
434 and the identify institution affiliation function 436 to the
process transaction for control function 442. Upon rcceipt of
the message service transaction, the process transaction for
control function 442 rccognizcs that it is a rcsponsc to 2
message service transaction initiatcd previously by the clear-
ing housc nctwork processor 44 The process transaction for

-
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control function 442, therefore, updates the status of its prior
tequest and then forward the transaction to the process
transaction for completion function 444. Normally process-
ing of the responsc 1o a message scrvice transaction by the
process transaction for control function 442 satisfies the
functional requircments for message transactions other than
returning the message to the tcrminal 22, 24, 26, 28 or 34
scrvicing the user. However when crrors, special circum-
stances, or complex transactions occur, additional cycles of
communication between the clearing house network proces-
sor 44 and the storc and forward message switch 52 may be
required.

Before forwarding a message transaction to the terminal
22, 24, 26, 28 or 34, the process transaction for completion
function 444 initiates a financial transaction to charge the
user for services provided by the clectronic mail system 10.
This financial transaction is processed in the same manner as
other financial transactions from the ATM/POS system 12
that pass through the clearing housc nctwork processor 44.

When the acknowledgement returns from the uscr's finan-
cial institution processor 46, the message scrvice request
will be closed out by the process transaction for control
function 442. After the process transaction for control func-
tion 442 closes the message service request, the process
transaction for completion function 444 transmits the mes-
sage back to the terminal 22, 24, 26, 28 or 34 scrvicing the
uscr. The return transaction to the terminal 22, 24, 26, 28 or
34 includes cither the status of the messages entered by the
uscr or the messages (if any) that have been retricved from
the store and forward message switch 52. The rcturn trans-
action to the terminal 22, 24, 26, 28 or 34 also indicates the
charges madec (o the user’s account for use of the clectronic
mail system 10.

Error handling and correction will be performed by the
crror function 501 which, as will be appreciated by those
skilled in the art, is well known in the state of the ATM/POS
art and currently incorporated in available ATM/POS sys-
tems.

User's Financial Institution Processor 46

FIG. 6 is a combined block diagram and flow chart
depicting the user’s financial institution processor 46 of FIG.
1. The user’s financial institution processor 46 includes a
CPU 512 that includes a memory, similar to the memory 126
included in the microprocessor 120 of FIG. 2, and also an
ALU, similar to the ALU 128 included in the microprocessor
120. The CPU 512 receives data from an input 514 included
in the user’s financial institution processor 46 and transmits
data to an output 516 also included in the user's financial
institution proccssor 46.

A communications controller 520 interfaces between the
uscr's financial institution processor 46 and the data com-
munication network 42. The communications controller 520
includes an input bulfer 522 that receives transactions from
the communication network 42 and transmits them to the
input 514 of the user’s financial instiwtion processor 46.
Similarly, the communications controller 520 includes an
output buffer 524 that reecives transactions from the output
516 of the user's financial instiwtion processor 46 and
transmits them to the communication network 42,

In FIG. 5, a dashed linc box 530 cncloses a flow chart of
the computer program cxccuted by the CPU 512 of the
user’s finarcial institution processor 46. The flow chan 530
scts forth the functions performed by the uscr’s financial
institution processor 46 that suppont the clectronic mail
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system 10, specifically the process by which users are
charged for their usc of the clectronic mail system 10.

Identifying a Message Service User

Upon receiving a financial transaction, the user's financial
institution processor 46 performs a log transaction for rccov-
cry function 532. The log transaction for recovery function
532 provides the normal audit trail processing for financial
transactions that permits recovery if a error occurs during
processing. .

The validate user function 534 will validate theiuser's
account number and determine whether the user has.a
message on the system.

If the ATM/POS system 12 transmits a message initiation
and account verification transaction directly to the user’s
financial institution processor 46 via the uscr authorization
data communication network 62, then a format external
message request function 536 handles the special processing
associated with thc ncw message transaction types. This
processing performed by the format external message
request function 536 is similar to the processing described
above if the terminal 22, 24, 26, 28 or 34 scrvicing the user
is attached to thec user’s financial institution processor 46.
However, when the terminal 22, 24, 26, 28 or 34 servicing
the user is different from the user’s financial institution
processor 46, the user’s financial institution processor 46
must communicate information to the message service con-
trol function on the clearing house nctwork processor 44 1o
identify both the institution processor 18 or 36 and the store
and forward message switch 52 that are to be involved in
respending to this user’s rcquests, including the user’s
account I.D. and password on the storc and forward message
switch 52. There are two different ways in which the user's
financial institution processor 46 may provide this informa-
tion.

One option will be to transmit forwarding identification
information through the format of the transaction in order to
minimizc the processing diffcrences. When a message trans-
action is identified it will be forwarded through the network
and processed by message scrvice control function, com-
municating specific account relaled information necessary to
provide the messaging service.

In the seccond alternative, the mcssage service control
function is associated with the clearing housc data commu-
nication nctwork 42. In this second alternative, the response
1o an account query comes from the format external message
request function 536 performed by the institution processor
18 or 36, and the transaction is not further processed by the
message service control function on the clearing house
network processor 44, but merely satisfies the request of the
clearing house network processor 44 for account validation.
This sccond alicrnative may be choscn by organizations that
wish to minimize the impact of the clectronic mail system 10
on their financial systems by merely providing billing and
account validation to the system 10.

In either case, after approval of a user to usc the electronic
mail system 10, the message scrvice control function
handlcs all further control rclationship with the appropriate
institution processor 18 or 36 and the storc and forward
message switch 52. The appropriate debit or credit to the
user’'s account is the only further transaction required
between the clearing house network processor 44 and the
user’s financial institution processor 46.

A third alicmative allows billing to be associated with the
user's account on the store and forward message switch 52.
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Under such circumstances, the uscr’s financial institution
processor 46 mercly validates the user’s account 1.D. and
password on the store and forward message switch 52. In
any case, after such processing the insert message into
output function 538 then take over placing the message into
a condition for appropriate output from the system. This
function, as will be appreciated by those skilled in the an, is
currently available on ATM and POS systems. Such function
will be used in the system of the present invention. Each
bank on the network may determine the cxtent of additional
validation necessary for billing transactions to third parties,
but this is external to the message system as it is a standard
ATM/POS type of transaction.

Billing the User

Afier messages have been processed by the store and
forward message switch 52 and are ready to be returned to
the werminal 22, 24, 26, 28 or 34 servicing the uscr, the
message scrvice control function on the clearing house
nctwork processor 44 transmits the financial transaction to
the user’s financial institution processor 46. The log trans-
action for rccovery function 532 on the user's financial
institution proccssor 46 logs this financial transaction and
forwards it to a receive message charges function 542 for
further processing. The receive message charges function
542 identifics the charges and formats them for updating the
uscr’s account records. A process account debit function 544
uses the information prepared by the receive message
charges function 542 to update all appropriate records by
cntering the users charges, and to creatce an audit trail of the
financial transactions. After the financial records are updated
and the audit Wail created, a process message service
complction function 546 closes out processing on the user’s
financial institution processor 46 and, through the insent
message into output function 538, transmits a transaction
acknowledging successful completion to the message ser-
vice control function on the clearing housc network proces-
sor 44.

Correcting Billing Errors

If the message scrvice control funclion on the clearing
house network processor 44 is unable to deliver messages to
the uscr at the terminal 22, 24, 26, 28 or 34, cither a credit
or arcversal of charges must be processed by the clectronic
mail system 10. This circumstance is handled as an crror
transaction and processed by an errors function 552 on the
user’s financial institution processor 46. The user's financial
institution processor 46 will provide all appropriate logging
and controls as described above 1o audit such a problem.
After proper validation of the circumstances, a process
account debit function 554 updates the appropriate records
to reverse any charges that have already been recorded for
the failed transmission. After the process account debit
function 554 has reversed any charges, the errors function
552 sends a transaction indicating this fact back to the
message service control function on the clearing house
neiwork processor 44 through the insert message into output
function 538.

All other crrors arc handled by the crror function currenily
2vailable on siate of the ant ATM/POS systems; as previ-
ously described.

MESSAGE SERVICE FLOW
Logging onto the Electronic Mail Sysiem 10

The process of receiving or sending 2 message is initiated
by a uscr entering the debit or credit card 48 into the terminal
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22, 24, 26, 28 or 34 of the ATM/POS system 12 included in
the electronic mail system 10. Afier the user enters his PIN
or other sccurity password, the terminal 22, 24, 26, 28 or 34
captures all data about uscr identification, sccurity, and the
user’s desire o retrieve or enter messages. The information
captured by the terminal 22, 24, 26, 28 or 34 passes through
the institution processor 18 or 36 dircctly to the clearing
house nctwork processor 44 via the clearing house data
communication network 42. To obtain authorization for the
user 1o use the eclectronic mail system 10, the message
service control function on the clearing house nctwork
processor 44 rcquests such authorization from the: user's
financial institution processor 46. '

When the user's financial institution processor 46 receives
a request sceking authorization for one of its user to use the
clectronic mail system 10, it interrogates that user's account
records. If the user’s account records indicate that the user
is allowed to usc the system, the user’s financial institution
processor 46 transmits a transaction back 1o the message
service control function on the clearing house network
processor 44 authorizing use of the electronic mail system
10. Once the message service control function on the clear-
ing house nctwork processor 44 reccives authorization from
the wuser's financial institution processor 46, the message
scrvice control function handles all further control relation-
ships with the appropriate institution processor 18 or 36 and
with the storc and forward message switch 52.

Upon being authorized to use the electronic mail system
10, the uscr is notified if there arc any messages waiting for
him on the store and forward message switch 52. At this time
the user is prompted to “read” his mail, and is allowed to
respoad to cach messages.

Retricving a Message

The message service control function of the clearing
housc network processor 44 also transmits debit or credit
transactions to the user's financial institution proccssor 46.

Transmitting a Message or Response

The message service control function of the clearing
housce network processor 44 also transmits debit or credit
transactions to the user’s financial institution processor 46.

SUMMARY OF SYSTEM OPERATION

This scction of the application will provide an overview
and summary of the system opcration. This summary will
assumc the rcaders knowledge of the details described at
length above.

Logging On To The System

The process of receiving or sending a communication is
initiated by a user entering a debit or credit card into the
terminal 22, 24, 26, 28 or 34 of an institution connected to
the system. After the uscr cnters a personal identification
number (“PIN™) or other sccurity password, the terminal
caplurcs all data about identification, sccurity and the desire
to retrieve or cnter messages.

The transaction authorization number generated for sys-
tem sccurity will utilize the standard algorithm and process
uscd for all transactions in these ATM/POS networks. It will
scrve the same purpose for this type of transaction as for all
other transactions.

The information passes through the local information
processor which communicates indirectly through the clear-
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ing house nctwork processor 44 via an associated ATM or
POS processor 18 or 36, and appropriatc data communica-
tion nctwork, to the user's financial institution processor 46.

Identifying a Message Service

Information about the user's message 1.D. is retrcved
from his account in the user’s financial institution processor
46.

When a transaction for message initiation and account
verification is transmitted to the user’s financial institution
processor 46 o invoke approval for thc message service
control function then the format external message request
function 236 will handle the special processing associated
with the new message transaction types, after the log trans-
action for recovery function 232 performs its normal audit
trail and recovery processing.

After it is determined that the user is approved for the
service, the message service control function will handlc all
further control rclationships with the appropriate terminal
control processor and the store and forward message switch

15

20

52, and the debit or credit to the user's account will be the '

only required additional function of the user’s financial
institution processor 46 and related components.

The ATM/POS user will be told in responsc to the log-on
prompt if messages arc waiting. When this function is
invoked, he will be prompted to “*read” his mail, and allowed
1o respond to cach message, if dcsired.

OPERATING THE TERMINAL

Sclecting The Message Options

When the uscr is asked to “sclect transaciion”, a new
option provided by this invention on the ATM/POS terminal
screens will guide the user into a sequence that will allow the
creation or rctricval of messages through the functions
provided. It will also automatically notify users of the
message service if messages arc waiting for them, without
any action requircd other than the user logging on to the
ATM/POS terminal, as described above. It can also allow
certain types of emergency or high priority messages (o be
automatically displayed.

Whichever option is sclected, creation or retrieval will
cause the terminal system to display on screen 152 or panel
154 further options from which to select. These options will
constitute cither menus or more detailed choices or specific
transactions that will create or retricve messages. The pre-
ferred construction will allow certain frequently used trans-
actions to be invoked dircctly and other transactions to be
sclected afier further menu display. The user may indicate
the desired action by pressing keys on the keyboard 144,
\\;-iling on the perv/pad 146 or pressing specific function keys
138.

Creating Mcssages

When creating messages a key function is composing the
text. Options for sclecting from pre-coded or pre-defined
messages will be provided through the techniques described
carlicr, and the uscr will be assisicd by the simultancous usc
of the display screen 152 and the instruction pancl 154 to aid
in understanding the choices and how to use them. These
messages may include “fill-in-the-blank™ arcas to allow the
message 1o be customized.

Another menu of instruction option will allow sclection of
a broader rangc of “pre-coded™ messages from an optional
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magnetic card which may have on board memory or an on
board processor. Such a card can include user specific
special messages that can be pulled into the ATM/POS
terminal. These messages may have the same “fill-in-the-
blank” capability as the terminals normal “prc-coded” mes-
sages.

The “fll-in-the-blank” messages will normally be com-
pleted wsing the numeric key pad of the ATM/POS terminal.
Another option is to allow usc of the pen pad 146 or an
optical character reader (OCR) for both alphabetic and
numeric “fill-in-the-blank™ capability. -

The composition and entry of complete or compléx- mes-
sages may be accomplished by optical character recognition
scanning of the message, or by hand written entry on 2 pen
pad such as pen pad 146. 1

The user will have the option of addressing the message
before or after the message text is composed. When address-
ing the message, the uscr can cither cnter the addressee
mailbox code directly or usc a magnelic card, as described
above, which includes an on board dircciory of message
destinations that are uscd frequently, and select from thesc.
At the uscr's option, addresses may be validated before
message transmission. Addressce information may also be
captured through the pen pad 146 or the OCR. After com-
posing the message lext and addressing it, message creation
is complete.

Retrieving And Reading Message

The user can also dircct the sysicm (o retricve messages
addressed to the uscr's mailbox. By interacting with the
terminal through its keyboard and function keys, the mes-
sages retricved arc displayed on the video display of the
terminal At the user's option, cach message may be printed
out by indicating the desircd action through the appropriate
keys. Reading of a message can be controlled through usc of
the keyboard and function keys.

Responding To Messages

The uscr responds Lo messages through a process similar
to composing messages, with the only variation being that
addressing the message is a modificd process. Response may
be to the original sender, or'to new addressccs, of both. The
rcsponse message is created by the same addressing and
composing steps as creating any nommal message. The
response can also be the initiation of a financial transaction
such as paying bills, purchasing stock or other items, or
other EDI capabilities, as well as transfcrring funds or other
normal ATM/POS transactions. The composing actions are
identical 10 the composing actions during the step of creating
a message as described above.

Complex Message Techniques

All of the above entry techniques can be combincd with
the magnetic card options as described above 1o provide
great flexibility in the creation and dircction of messages.
The magnetic card can also be used to capture the addressing
and text of messages sent to the uscr, and particularly
information about the calendar or schedule of activities
which can be used to update recorded records. Other special
types of messages can also be created to update specific
associated data bascs stored on the magnetic card.

In addition, it is contemplated that messages may be sent
and retrieved through a touch tonc tclephonc. Messages may
be sent by calling the messaging system automated tcrminal

P
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which is pan of the system and has access to the network.
The automated terminal may include a voice response unit
and/or 2 modem with an associated touch tone decoder. The
voice response unit and modem combination would attend
the call and the touch tone decoder would translate the user
responses through a touch tone pad of a standard touch tone
telephone. These decoder signals would be used to commu-
nicate with an associated computer to send and storc mes-
sages on the system as previously described for on ATM or
-POS
In addition, both sending and recciving of messages may
take place through a fully automated computer -operator.
Such a system may function through use of a telephone
touch tone pad or may be operated solely through user voice
activation and a synthesized human voice controlled by the
automated operator. This would allow messages to be both
sent and received over standard telephone lines.

While these automated functions arc not specifically
illustrated in the drawings, it is contemplated that such an
automated system would reside as a node similar to the
scrvice burcau and be entered via telephond, such as tele-
phonc 84.

MESSAGE TRANSACTION FLOW

Starting Message Service Control

When transmitted to the ATM Institution processor by the
micro-processor of the ATM/POS terminal in responsc 10
completion of the user entry at the terminal, the message
transaction will be formatued for transmission through the
network. The message service control function will direct
the message in accordance with normal system require-
ments, but using the new transaction types and transaction
formats.

Invoking the message service control function will be
accomplished by the format external message request func-
tion 236. This process will handle the special processing
associated with the new message transaction types.

The destination will be identificd using a location/affili-
ation directory. Information for the message scrvice control
function will be encoded and included in the message
including an identification of the terminal location, date,
time and other information that becomes an associated part
of the message function and its audit trail. This information
is used by both the message service control function and the
storc and forward message switch or cquivalent E-Mail
system.

Liking The Message Switch To The Message
Service Control Function

The link between the revised validated I.D. and password
from bank process 405 and the message scrvice control
function of the clearing house network adds the validation
necessary for the new service. This added validation will
allow the storc and forward message switch 52 to identify
sysicm uscrs and their password by transmission of a
minimal amount of information about the user as extracted
{from their debit/credit card account records or from message
service control function including their E-Mail account 1.D.
password or PIN. When the store and forward message
switch 52 has identified the uscr as system user, it is then
determined by the origination or retricval function 334
whether the user has entered a message at the terminal, or is
requesting that any mail waiting be transmitted. The appro-
priate control process will then be sclected.
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Retricving Messages From The Users Mailbox

When information that the user is approved is passcd back
to the message service control function from the clearing
house network processor 32, message scrvice control func-
tion then query’s the storc and forward message switch 52
for information held in the user’s I.D. account or mailbox in
that system.

If the process required is message retrieval, then the check
mailbox for messages function 336 will process the uscrs
mailbox to determine if there are any messages waiting for
delivery, it will determine, what status exists for all mes-
sages, determine priority, and sclect the next messagé 1o be
sent. In addition the check mailbox for messages function
336 will determine what other status information needs to be
appended to the communication back to the user. 2

The format messages for ATM/POS function 338 “will
then use information from the message scrvice control
function, sent along with the retrieval request, to determine
how the message should be formatted, and what associated
information about other messages (such as their number,
cmergency nature or degree or priority, ctc.) needs to be
attached to the actual messages being returned. The format-
ting will be specific to the type of terminal that message
scrvice control function informs the store and forward
message switch 52 is being used by the user.

The flag message status function 342 will then update
records in the uscr mailbox to identify what is being trans-
mitted to the uscr. This update will also allow for crror
recovery if validation of delivery is not received.

The insert message into output function 344 will then
transmit the message back to the message scrvice control
function for delivery 1o the ATM/POS terminal where the
uscr is located.

A group of messages (one transaction) arc then passed
back to the terminal at which the user has entered his request
by the message service control function. The store and
forward message switch 52 updates a status code for mes-
sages delivered to indicate that they have been sent and are
awaiting further instructions from the uscr as to final dis-
position.

The message service contro! function will process the
responsc, and return the result to the processor for the ATM
or POS terminal where the user is located. This returned
transaction will be logged by the log transaction for recovery
function 232, exactly as all other trafic within the ATM/POS
nctwork.

The receive messages or timeout function 252 will pro-
cess the retumning transaction. This standard function will be
modified to handle the message transactions for all normal
transaction functions, and then route them to format mes-
sages for terminal function 254 for the new handling needed.
This process will take information from the message service
control function, the user’s account profile, the E-Mail
system or storc and forward message switch 52 as required
and format the information to be handled by the specific
terminal from which the user originated the transaction.

Formatted responses will then be fed to the user’s termi-
nal in association with the capabilitics of the terminal, by
forwarding them to the transmit response to terminal func-
tion 256, a standard process for thesc networks. The inter-
action with the terminal will be modified to accept the acw
message transaction types required by the present invention.

Sending Messages To a Mailbox from a Terminal

When information that the user is approved is passed back
1o the message service control function by the clearing house
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neciwork processor 44, the message service control function
then notifics the store and forward message switch 52 of
messages that have been created for delivery to other
mailbox holdcrs within the system, or within its addressing
window.

If the process required is origination of messages, then the
validate destination 1.D. function will determine the desti-
nation of the message desired. This destination can be within
the store and forward message switch 52 that is providing
the E-Mail capability for the system or it can be any other
E-Mail system connected through industry Standard X.400
links, or any other custom E-Mail to E-Mail link, or an
cxternal fax machine or modem. This will be determined and
the appropriate routing to the E-mail destination mailbox or
location established.

The format for mailbox function 354 will determine the
destination mailbox type and rcarrange the message as
necessary to be acceptable for that mailbox. It will include
taking certain encrypted information about the message as
originated by the user, and data added from thc message
scrvice control function, and tum it into text within the
message being transmitted. This information will include,
but not be limited to, date, time, location of user or terminal,
associated information about the original message il this is
itsclf a response, and directions for further delivery or action
by thc rccipicnt that arc wser specific as identified by
message scrvice control function or the user’s account
rccords.

The flag message status function 356 will log the mes-
sage, update the user E-Mail mailbox for information about
the transmission of the message, and cxecute and terminate
any cxternal E-Mail links that were established for trans-
Mission purposcs.

The return acknowledgement function 358 will complete
the process by communicating back to the message service
control function the audit trail of success{ul transmission, or
identify and transmit any standard E-Mail errors that were
cncountercd in transmission, afier the destination I.D. was
validated.

The appropriate return message will be constructed and
the insert message into output function 344 will then trans-
mit the message back to the message service control func-
tion for delivery to the ATM/POS terminal where the user is
located.

COMPLETION OF MESSAGE PROCESSING

Final Transmission to the Terminal

At the point when the final transaction is being sent back
10 the terminal, handling will be different than other types of
transactions that are either financial or non-financial but not
a message scrvice transaciion.

The functions to handle this include the process transac-
tion for control function 442 and the process transaction for
completion function 444. The initial processing occurs when
the transaction comes from the terminal. This causes process
transaction for control function 442 1o log the existence of
a message scrvice request, and retain cnough information to
keep track of the further handling needed. The process
transaction for completion function 444 then initiates the
first type of the transaction required, the non-financial trans-
action routed to the store and forward message switch 52 to
capture the E-Mail messages that exist, or to send the
messages cntered by the user, which has been described
carlier.
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When the transaction response returns it passes through
the normal validation, logging, and identification processes.
The process transaction for control will then recognize that
it is a response to its initiated transaction, it will update the
status of the rcquest and forward the information to the
process transaction for completion function. Normally this
will satisfy the functional requircments for processing the
non-financial transactions. However, when appropriate due
to errors, special circumstances or complex transactions,
additional cycles of communicating with the store and
forward message switch 52 may be required. .

The process transaction for complction function 444 then
initiates the financial transaction to enter charges to the user
account. This will adhere to the normal audit controls of the
ATM/POS financial network for monetary transactions.

The log transaction for recovery function 434 provides the
normal audit tral processing for this financial transaction,
and the type of transaction causes further processing by the
receive message charges funclion 542. Charges will be
identificd and formatted for update to the account records of
the uscr. The process account debit function 544 updates all
appropriate records to indicate the uscrs charges, and creates
the audit trail required by the system. The process message
service completion function 546 closes out processing on the
user’ s financial institution processor 46 and transmits
acknowledgement of the success through a transaction
rcturncd to the message service control function through the
standard ATM/POS nctwork capability provided by the
message into output function 538.

When an acknowledgement returns from the user's finan-
cial institution, thc message will be closed out by the process
transaction for contro! function 442 and transmitted back 1o
the terminal at which the customer initiated the transaction
by the process transaction for completion function 444. The
retumn transaction to the ATM/POS terminal will include
cither a status of messages cntered by the user or the
messages (if any) that are retricved from the E-Mail function
of the store and forward message switch 52, and will also
indicate the charges to the customer's account.

Correcting Billing Errors

Under cenain circumstances the message service control
function will not be able to complete providing the messages
to the user at the ATM/POS terminal. Under these extraor-
dinary circumstances, either a credit or a reversal of charges
will be processed by the system. This will be identified as an
crror transaction and handled by the crrors function 552.
Errors function 552 provides, cxacly as all other normal
financial errors arc handled. After proper validation of the
circumstances, the process account debit function 554 will
updatc the appropriate records to reverse the error, and the
necessary transactions seat back to the message service
control function through the inscrt message into output
function 448.

HOW MESSAGES TO/FROM THE USER ARE
SENT/RECEIVED

Access To The System

The link created by the customized store and forward
message switch allows casy physical connection to all of the
cxisting E-Mail services, and results in the ability to casily
send messages to uscrs of the new service from outside the
ATM/POS systems.
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Most message creators would be businessmen, sccretar-
ies, or spouscs with access to some type of computer,
allowing the creation of messages with considerable flex-
ibility, and inserting them into the network as casily as using
an E-Mail network.

A message terminal entry station 72 connccled to either
the customized store and forward message switch 52 or to
any of the linked existing E-Mail systems would be able to
send mail by knowing the customers’ message service
mailbox code. The only restriction will be that the length of
the message text which can be processed by an ATM/POS
terminal will be constrained.

Service Bureaus

Someone who needs to send a message to a user, who
cither is not themselves a user, or docs not currently have
access 10 2 terminal, can call a message in to an operator in
a service burcau who cnters the message and arranges billing
bascd on what has been authorized by the receiving sub-
scriber. The scrvice burcaus will be able to take messages
from outside individuals, usually by phonc 84, and inscrt
them into the network on their behalf.

The customer can also send messages lo individuals
without a “mailbox” on the system by use of the scrvice
burcaus. Anyonc with a phone or mailing address could be
reached by sending a message for forwarding to the indi-
vidual that the customer wanted 1o reach. Aliermatively, the
messaging system of the present invention can provide a
communicated radio signal activating a pager being carricd
by the uscr to inform the user that a message has been
deposited into his mailbox. The messaging system would,
via modem using wired or wircless communicaiions meth-
ods, dial the user's pager and cnter a code indicating a
message was waiting for the user.

Aliemnately, a uscr may set conditions or parameters in the
system 10 such as date, time or other parameters rclated to
the data in a message that will activate the system of the
present invention to signal the intended receiver of the
message through any of the alert functions such as a pager,
fax or the like. Similar conditions or parameters may be used
10 generate or request message or data on behalf of the user.

- Fax Output

A fax could also be sent from the system directly to a fax
machinc 82 without manual intervention.

Additonal Information Sources

Message system 10 may additionally connect to a com-
puterized, database system, through a configurcd computer
terminal port 72 and into message switch 52, for deposit into
a2 users mail Jocation. Using this connection 72, the system
allows access to digital data such as weather, ncws, broker-
age, stock, commoditics and general information and other
data that would be beneficial to the user to store on or
retrieve from the system. This information may be directed
to the users mailbox based on a message request or param-
cters using the connection 72. This information may then be
later retricved by the user using subsystem 14.

INDUSTRIAL APPLICABILITY

Other alternatives for the clectronic mail system 10
include, but arc not limited to, varying the number of
scparale ATM/POS systems 12 capable of accessing the
store and forward message switch 52.
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Though cach major component of the clectronic mail
system 10 is illustrated in the present embodiment as being
in communication with a scparate processor to perform the
necessary system functions, normal computer capabilities
allow a single processor to provide all, or any subset, of the
functions described above for the electronic mail system 10.
For example, the ATM institution processor 18 alone could
provide the functions described for it together with the
functions for the clearing house network processor 44, for
the user's financial institution processor 46, and for the store
and forward message switch 52 including interaction with
multiple external E-Mail networks. In such a unified elec-
tronic mail system 10, the relationships among the various
functions remain the same. However, such 2 unified elec-
tronic mail system 10 omits the data communication-net-
works 42, 62 and 64. Other arrangements of processors 18,
36, 44 and 46 arc possible depending on the relationship of
institutions involved in providing the electronic mail service
and their desirc to participate in providing part of the
network's overall capability.

To provide the functions of the clectronic mail system 10,
an institution having an processor 18 or 36 might place
terminals 22, 24, 26, 28 or 34 of the type described in
various public or private and privatc facilitics such as airport
or bus terminals, malls, financial institutions, retail mer-
chants, hotels or such similar public or private and private
locations, in order to cffectively serve the needs of the
general public or private.

Although the present invention has been described in
terms of the presently preferred cmbodiment, it is to be
understood that such disclosure is purely illustrative and is
not to be interpreted as limiting. Conscquently, without
dcparting from the spirit and scope of the invention, various
alterations, modifications, and/or alternative applications of
the invention will, no doubt, be suggested to those skilled in
the art after having rcad the preceding disclosure. Accord-
ingly, it is intended that the following claims be interpreted
as cncompassing all alterations, modifications, or altcmative
applications as fall within the truc spirit and scope of the
invention.

What is claimed is:

1. An electronic mail system that is accessible by a user
thereof, said clectronic mail system comprising:

a. An Automated Teller Machine or Point of Sale ("ATM/
POS") system that includes a plurality of terminals
through which the user may rcquest access to said
clectronic mail system and at which the user may
receive a message that has been stored or generate a
message for storage in said electronic mail system, said
ATM/POS system also including an ATM/POS institu-
tion processor which is remote from the plurality of
terminals that intercommunicates with the plurality of
terminals through an ATM/POS dala communication
network that is also included in said ATM/POS system;
and

b. a store and forward message switch which is remote
from the plurality of terminals for storing thc message
and for transmitting the storcd message to onc of the
plurality of terminals of said ATM/POS sysicm upon
receiving authorization to do so.

2. The clcctronic mail system of claim 1 whercin said
store and forward message switch also records charges for
the user’s usage of said electronic mail system.

3. The clectronic mail sysiem of claim 1 wherein said
store and forward message switch also receives a message
from onc of the plurality of terminals of said ATM/POS
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system and stores the received message upon being autho-
rized to do so.

4. The electronic mail system of claim 3 wherein said
store and forward message switch also rccords charges for
the user's usage of said electronic mail system.

5. The electronic mail system of claim 3 wherein said
store and forward message switch also receives a message
for storage from or transmits the reccived message to a
station that communicates with said store and forward
message switch over a, message entry data communication
network.

6. The electronic mail system of claim 5 whercin said
store and forward message switch also transmits the
received message to a pager communication service through
a modem that communicates with said store and forward
message switch over the message entry data communication
nciwork through at 1cast one of a hard wired and wireless
connection.

7. The electronic mail system of claim 5 wherein said
storc and forward message switch also transmits the
received message to a facsimile transmission machine
through a modem that communicates with said Store and
forward message switch over the message entry data com-
munication nctwork through at least onc of a hard wired and
wircless connection.

8. The clectronic mail system of claim 3 wherein said
storc and forward message switch also transmits the
received message to a pager communication scrvice through
at lcast onc of a hard wired and wircless modem that
communicates with said storc and forward message switch
over a message entry data communication network.

9. The clectronic mail system of claim 3 wherein said
storc and forward mcssage switch also transmits the
received message to a facsimile transmission machine
through at Icast onc of a hard wired and wircless modemthat
communicates with said store and forward message switch
over a message entry data communication network.

10. The clectronic mail system of claim 3 wherein autho-
rization for said store and forward message switch to trans-
mit the stored message to or to receive the received message
from onc of the plurality of terminals of said ATMN/POS
sysicrm requires that a debit or credit card be inserted in said
one terminal after which a personal identification number
must be entered into said one terminal.

11. The elcctronic mail system of claim 3 wherein a menu
is provided at one of the plurality of terminals of said
ATM/POS system that permits selection cither of message
transmission from said store and forward message switch to
said onc terminal, or of message reception by said store and
forward message switch from said one terminal.

12. The electronic mail system of claim 11 wherein the
meau provided at said one terminal of said ATM/POS
system permits selection of the message for transmission
from said store and forward message switch lo said one
terminal from among several messages stored for the uscr on
said storc and forward message switch.

13. The clectronic mail system of claim 11 wherein
authorization for said store and forward message switch to
transmit the stored message to or to receive the received
message from one of the plurality of terminals of said
ATM/POS system requires that a debit or credit card be
inserted into said onc terminal afier which a personal
identification number must be entered into said onc terminal.

14. The electronic mail system of claim 13 wherein the
debit or eredit card inserted into onc of the plurality of
terminals includes 2 memory and/or a computer, and stored
within the card is a special menu that can be read into said
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onc terminal for display thereon.

15. The clectronic mail system of claim 13 wherein the
debit or credit card inseried into onc of the plurality of
terminals includes a memory and/or a computer, and stored
within the card is a special message that can be read into said
one terminal for display thereon.

16. The clectronic mail system of claim 13 wherein the
debit or, credit card inserted into one of the plurality of
terminals includes a memory and/or a computer, and stored
within the card is a directory of individuals to whom the user
sends messages.

17. The electronic mail system of claim 13 whercin the
debit or credit card inserted into one of the plurality of
terminals includes a memory and/or a compuler, and the
message transmitted from said store and forward message
switch to said one terminal is stored within the card. *

18. The electronic mail system of claim 11 wherein ofie of
the plurality of tcrminals includes a pen pad upon which the
user may write the message prior to thc message's trans-
mission to the storc and forward message switch.

19. The electronic mail system of claim 11 whercin onc of
the plurality terminals includes an optical character recog-
nition subsystem for at least onc of scanning thc message
that is reccived by the store and forward message switch and
scanning a financial instrument used for a coded message or
financial transaction.

20. The clectronic mail system of claim 11 further com-
prising a user's financial institution processor distinct from
the ATM/POS institution processor, said user’s financial
institution processor receiving requests from said ATM/POS
system that the user be allowed to access said clectronic mail
system and authorizing such access by properly qualificd
uscrs, said store and forward message switch transmitting
the stored message to one of the plurality of tcrminals of said
ATM/POS system upon recciving authorization from said
user’s financial institution processor.

21. The clectronic mail system of claim 20 whercin said
user’s financial institution processor also records charges for
the user's usage of said electronic mail system.

22, The clectronic mail system of claim 20 further com-
prising a clearing house data communication nctwork that
interconnects said ATM/POS system and said user’s finan-
cial institution with a clearing house network processor, the
clearing housc network processor acccpting the user's
request to access said electronic mail systerm from said
ATM/POS system and transmitting such request to said
user’s financial institution.

23. The clectronic mail system of claim 22 wherein said
clearing house network processor also performs a message
service control function that tracks the status of and steps
required to retrieve the stored message from said store and
forward message switch.

24. A mecthod for exchanging clectronic mail messages
with a plurality of accessible tcrminals included in an
ATM/POS system that also includes an ATM/POS institu-
tion processor remote from the plurality of terminals, the
method comprising the steps of:

a. storing a message for a uscr on a storc and forward
message switch remote from the plurality of terminals;
b. authorizing transmission of the stored message from
the store and forward message switch 1o one of the
plurality of terminals of the ATM/POS system in
response to the user's entry of a request thercfore inlo
said one terminal of the ATM/POS system.
25. The method of claim 24 further comprising the step of
rccording charges for a user’s exchanging of clectronic mail
messages.
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26. The method of claim 24 further comprising the step of
receiving a message from the user at one of the plurality of
terminals of the ATM/POS system and storing thc reccived
message on the store and forward message switch upon
receiving authorization to do so.

27. The method of claim 26 further comprising the step of
recording charges for a user’s exchanging of electronic mail
messages.

28. The method of claim 26 further comprising the step of
receiving a message for storage on the store and forward
message switch from a station that communicates with the
store and forward message switch over a message entry data
communication network.

29. The method of claim 26 further comprising the step of
transmitting a message from the store and forward message
switch to a station that communicates with the store and
forward message switch over a2 message entry data commu-
nication network.

30. The method of claim 28 further comprising the step of
transmitting a message from the store and forward message
switch to a pager communication service through at least
one of a hard wired and wireless modem that communicates
with the store and forward message switch over a message
entry data communication network.

31. The method of claim 28 further comprising the step of
transmitting a message from the store and forward message
switch to a facsimile transmission machine through at least
one of a hard wircd and wireless modem that communicates
with the store and forward message switch over a message
eniry data communication network.

32. The method of claim 26 further comprising the step of
transmitting a message from the store and forward messagc
swilch to a pager communication service through at least
onc of a hard wired and wireless modem that communicates
with the store and forward message switch over a message
entry data communication network.

33. The method of claim 26 further comprising the step of
transmitting a message from the store and forward message
switch to a facsimile transmission machine through at least
one of a hard wired and wireless modem that communicates
with the store and forward message switch over a message
entry data communication network.

34. The method of claim 26 wherein authorization for the
user to exchange clectronic mail messages further comprises
the steps of:

c. inserting a debit or credit card into said one terminal of

the ATM/POS system; and

d. entering a personal identification number into said one

terminal.

35. The method of claim 26 further comprising the step of
providing 2 menu at onc of the plurality of terminals of the
ATM/POS system from which the user may select either
message transmission from the store and forward message
switch to said one terminal, or of message reception by the
store and forward message switch from said one terminal.

36. The method of claim 35 further comprising the step of
providing a menu at one of the plurality of terminals of the
ATM/POS system that permits the user to select the message
for transmission from said store and forward message switch
to said one terminal from among several messages stored for
the user on said store and forward message switch.

37. The method of claim 35 wherein authorization for the
user 10 exchange electronic mail messages further comprises
the steps of:

c. inserting a debit or credit card into said one terminal of
the ATM/POS system; and
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d. entering a personal identification number into said one

terminal.

38. The method of claim 37 further comprising the step of
displaying upon one of the plurality of terminals of the
ATM/POS system a special menu read into said one lerminal
from a memory and/or a computer included in the debit or
credit card inserted into said onc tcrminal.

39. The method of claim 37 further comprising the step of
displaying upon the terminal of the ATM/POS system a
special message read into said one terminal.

40. The method of claim 37 further comprising the step of
displaying upon said one terminal of the ATM/POS system
a directory of individuals to whom the user sends messages
that is read into the terminal from a memory and/or a
computer included in the debit or credit card inserted into
said one terminal.

41. The method of claim 37 wherein the debit or credit
card inserted into said one tcrminal includes a memory
and/or a computer, the method further comprising the stcp of
storing the message transmitted from the store and forward
message switch into the debit or credit card.

42. The method of claim 35 wherein the user enters the
message received by the store and forward message from the
user at one of the plurality of terminals of the ATM/POS
system by writing the message upon a pen pad prior to the
message’ s transmission to the store and forward message
switch.

43. The method of claim 35 wherein the user enters the
message received by the store and forward message switch
from the user at one of the plurality of terminals of the
ATM/POS system by optically scanning the message prior to
the message’s transmission to the store and forward message
switch.

44. The method of claim 35 further comprising the step of
obtaining authorization for the user to exchange electronic
mail messages with the store and forward message switch
from a user’s financial institution processor that is distinct
from the ATM/POS instimtion processor.

45. The method of claim 44 further comprising the step of
the user’s financial institution processor recording at least
one of charges for a user’s exchanging of electronic mail
messages and charges for associated billing of a rclated
transaction enabled by the message service.

46. The method of claim 44 further comprising the step of
transmitting communications between the ATM/POS system
and thc user’s financial institution processor through a
clearing house data communication network and a clearing
house network processor.

47. The method of claim 46 further comprising the step of
the clearing house network processor performing the status
of and steps required to retrieve the stored message from the
store and forward message switch.

48. The electronic mail system of claim 1 wherein one of
the plurality of terminals includes an optical character
recognition subsystem for scanning thc message that is
received by the store and forward message switch.

49. The electronic mail system of claim 1 whercin one of
the plurality of terminals includes a magnetic ink character
recognition subsystem for scanning thc message that is
reccived by the store and forward message switch.

50. The electronic mail system of claim 1 wherein one of
the plurality of terminals includes a bar code recognition
subsystem for scanning the message that is received by the
store and forward message switch.

51. The electronic mail system of claim 3 wherein the
message is at least one of expanded, translated, encrypted
and decrypted during proccssing.
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52. The elcctronic mail system of claim 3 whercin said
store and forward message switch also receives a message
from a compulerized database system and stores the
received message upon being authorized to do so.

53. The electronic mail system of claim 3 wherein said
store and forward message switch also receives a message
from a computerized digital database system through one of
the plurality of terminals and stores the reccived message
upon being authorized to do so.

54. The electronic mail system of claim 52 wherein said
computerized databasc system includes at least ore of a
database providing ncws message information, a database
providing stock message information, a database providing
commodities message information, and a database providing
brokcrage message information,

55. The clectronic mail system of claim 3 including a
translation processor for translating the message during
processing.

56. The clectronic mail system of claim 3 including an
cxpansion processor for expanding the message during
processing.

57. The clectronic mail system of claim 3 including an
encryption processor for encrypting the message during
processing.

58. The clectronic mail system of claim 3 including a
decryption processor for decrypting the message during
proccssing.

59. The clectronic mail system of claim 55 whercin said
translation processor translates the message from one lan-
guage to another during proccssing.

60. The clectronic mail system of claim 1 wherein said
store and forward message switch reccives a message which
includes instructions for at least onc of paying a bill of the
user's and completing a financial transaction.

61. The clectronic mail system of claim 1 including an
error checking processor which checks the content of said
mecssage and comparcs said message to predetermined
paramcters to check for errors in said message.

62. The clectronic mail system of claim 61 wherein said
crror checking processor receives a sct of predetermined
paramecters and logically compares said parameters to said
message to determine if said message meets said predeter-
mincd paramcters and should be sent.

63. The_clectronic mail system of claim 1 including a
message generator which generates said message and ini-
tiaies the transmission of said message at a user determined
time,

64. The method of claim 24 further comprising the step of
scanning said message that is received by said store and
forward message switch into said terminal.

65. The method of claim 64 whercin the step of scanning
said message includes scanning said message by an optical
character recognition system.

66. The method of claim 64 wherein the step of scanning
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said message includes scanning said message by a magnetic
ink character recognition system.

67. The method of claim 64 wherein the step of scanning
said message includes scanning said mcssagc by a bar code
recognition system.

68. The method of claim 26 including the step of at least
one of cxpanding, translating, encrypting or decrypting said
message ‘during processing.

69. The method of claim 26 including the step of receiving
a message from a computerized database system and storing
said reccived message on said store and forward message
upon being authorized to do so. e

70. The method of claim 26 including the step of receiving-

a message from a computcrized digital database system
through one of the plurality of terminals and storing said
received message on said store and forward message switch
upon being authorized to do so.

71. The method of claim 69 wherein said step of receiving
a message from a computerized database system includes
recciving said message from a digital databasc providing at
least one of wecather message information, ncws message
information, stock message information, commodities mes-
sage information, brokerage message information and gen-
cral information on various topics.

72. The method of claim 26 including the step of trans-
lating said message during processing.

73. The method of claim 72 wherein the step of translating
said message includes translating said message from one
language to another language during processing.

74. The method of claim 26 including the step of expand-
ing said message during processing.

75. The method of claim 26 including the step of encrypt-
ing said message during processing.

76. The method of claim 26 including the step of decrypt-
ing said message during processing.

77. The method of claim 24 wherein the step of storing a
message includes storing a message on said storc and
forward message switch which includes instructions for at
least onc of paying a bill of the user’s and completing a
financial transaction.

78. The method of claim 24 including the step of checking
the content of said message and comparing said message to
predetermined parameters to check said message for crrors.

79. The method of claim 78 wherein the step of checking
the content of said message includes comparing said mes-
sage to a set of predetermined parameters to determine if
said message mects said predetermined parameters and
should be processed further.

80. The method of claim 24 including the stcp of gener-
ating a message and initiating the transmission of said
message at a predetermined time.

* * * * *
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