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SULLIVAN & CROMWELL LLP

Robert A. Sacks (SBN 150146)
sacksr@sullcrom.com
Brian R. England (SBN 211335)

englandb(@sullcrom.com
Edward E. Johnson (SBN 241065)

johnsonee(@sullcrom.com

SULLIVAN & CROMWELL LLP
1888 Century Park East, Suite 2100
Los Angeles, California 90067-1725
Tel.: (310) 712-6600

Fax: (310) 712-8800

Frank L. Bernstein (SBN 189504)
fbernstein(@kenyon.com
KENYON & KENYON LLP
1801 Page Mill Road, Suite 210
Palo Alto, California 94304-1216
Tel.: (650) 384-4688

Fax: (650)384-4701

Attorneys for Plaintiffs/Cross-Defendants j2 Global,
Inc. and Advanced Messaging Technologies, Inc.

UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

j2 GLOBAL, INC. and
ADVANCED MESSAGING
TECHNOLOGIES, INC.,

Plaintiff,
V.

EASYLINK SERVICES
INTERNATIONAL
CORPORATION,

Defendant.

AND RELATED CROSS-
ACTION

Case No. 11-4239 DDP (AJWx)

PLAINTIFFS j2 GLOBAL, INC.
AND ADVANCED MESSAGING
TECHNOLOGIES, INC.’S FIRST
AMENDED COMPLAINT FOR
PATENT INFRINGEMENT

JURY TRIAL DEMANDED
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SULLIVAN & CROMWELL LLP

Plaintiffs j2 Global, Inc. (*42”’) and Advanced Messaging
Technologies, Inc. (“AMT”) hereby allege for their Complaint against EasyLink
Services International Corporation (“EasyLink”), on personal knowledge as to
their own activities and on information and belief as to the activities of others, as
follows:

l.
THE PARTIES

1.  j2isacorporation organized under the laws of the State of

Delaware with its principal place of business at 6922 Hollywood Boulevard, Suite
500, Los Angeles, California, 90028. j2 provides messaging and communications
services to millions of customers around the world.

2. AMT is a Delaware corporation with its principal place of
business at 6922 Hollywood Boulevard, Los Angeles, California 90028. AMT is a
wholly-owned subsidiary of j2.

3. Upon information and belief, EasyLink is a corporation
organized under the laws of the State of Delaware with its principal place of
business at 6025 The Corners Parkway, Suite 100, Norcross, Georgia, 30092.
Upon information and belief, EasyLink is an application service provider offering
a variety of messaging services including e-mail and fax messaging services to
businesses around the world, including the United States, the State of California
and, more particularly, the Central District of California. EasyLink allows users,
inter alia, to send and receive faxes from e-mail and the Internet.

1.
JURISDICTION AND VENUE

4, This is an action for patent infringement arising under the
patent laws of the United States, Title 35 of the United States Code. Accordingly,
this Court has subject matter jurisdiction pursuant to 28 U.S.C. §8 1331 and
1338(a).

FIRST AMENDED COMPLAINT



Case 2:11-cv-04239-DDP-AJW Document 44 Filed 03/09/12 Page 3 of 113 Page ID #:337

© 0 N o o A W DN P

N N RN NN NN NN R R P P B B Bk R
© N o OB~ W NP O © 0 N o ol W N PP O

SULLIVAN & CROMWELL LLP

5. As detailed in paragraph 3 above, EasyL.ink regularly and
deliberately engages in activities that occur in and/or result in the sales of goods
and/or services in the State of California and in this judicial district, which
activities result in infringement of j2 and AMT’s United States patents. This Court
has personal jurisdiction over EasyL.ink.

6. Venue is proper in this district pursuant to 28 U.S.C.

88§ 1391(b), (c) and (d), and 1400(b).
1.
CAUSES OF ACTION
A. Infringement of U.S. Patent No. 6,350,066

7. AMT repeats and realleges the allegations of paragraphs 1
through 6 of the First Amended Complaint as if fully set forth herein.

8. United States Patent No. 6,350,066, entitled “Systems and
Methods for Storing, Delivering, and Managing Messages™ (hereafter “the 066
Patent”), was duly and legally issued on February 26, 2002, to Charles R. Bobo, II.
The *066 Patent underwent reexamination, and a reexamination certificate issued
May 5, 2009. A true and correct copy of the 066 Patent and the reexamination
certificate are attached hereto as Exhibit A.

Q. The *066 Patent has been in full force and effect since its
issuance, and since the issuance of the reexamination certificate. AMT owns by
assignment, the entire right, title and interest in and to the ‘066 Patent, including
the right to sue for past, present, and future infringements thereof.

10. EasyLink has directly infringed and continues to directly
infringe, and/or has induced others to infringe, and/or has committed acts of
contributory infringement, and continues to do so, of one or more claims of the
’066 Patent in violation of 35 U.S.C. § 271, et seq. EasyLink has committed acts
of infringement, and continues to do so, by making, using, selling, and/or offering
to sell products and/or services within the United States, and/or importing products

-
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SULLIVAN & CROMWELL LLP

and/or services into the United States, including, but not limited to, EasyLink
Fax2Mail.

11. EasyLink’s activities have been without express, or implied,
license by AMT.

12.  EasyLink will continue to infringe the 066 Patent unless and
until enjoined by this Court. As a result of the infringing conduct of EasyL.ink,
AMT has suffered, and will continue to suffer, irreparable harm for which there is
no adequate remedy at law. Accordingly, AMT is entitled to temporary,
preliminary, and/or permanent injunctive relief against such infringement pursuant
to 35 U.S.C. § 283.

13. Asaresult of EasyLink’s infringement of the 066 Patent, AMT
has been damaged, and will be further damaged, and is entitled to be compensated
for such damages pursuant to 35 U.S.C. § 284 in an amount that presently cannot
be ascertained, but will be determined at trial.

14. Because EasyLink has continued its activities after receiving
actual notice of the 066 Patent, including by acquiring infringing services despite
notice of the 066 Patent, EasyLink’s infringement is willful. As a result, AMT is
further entitled to trebling of damages pursuant to 35 U.S.C. § 284, and to the
designation of this case as exceptional pursuant to 35 U.S.C. § 285, whereby AMT
is further entitled to an award of its attorneys’ fees.

B. Infringement of U.S. Patent No. 6,208,638

15.  j2 repeats and realleges the allegations of paragraphs 1 through
6 of the First Amended Complaint as if fully set forth herein.

16. United States Patent No. 6,208,638, entitled “Method and
Apparatus for Transmission and Retrieval of Facsimile and Audio Messages Over
a Circuit or Packet Switched Network” (hereafter “the 638 Patent”), was duly and
legally issued on March 27, 2001, to Jack Rieley and Jaye Muller. The *638 Patent

underwent reexamination, and a reexamination certificate issued December 9,

-3-

FIRST AMENDED COMPLAINT



Case 2:11-cv-04239-DDP-AJW Document 44  Filed 03/09/12 Page 5 of 113 Page ID #:339

© 0 N o o A W DN P

N N RN NN NN NN R R P P B B Bk R
© N o OB~ W NP O © 0 N o ol W N PP O

SULLIVAN & CROMWELL LLP

2008. A true and correct copy of the 638 Patent and the reexamination certificate
Is attached hereto as Exhibit B.

17. The ’638 Patent has been in full force and effect since its
Issuance, and since the issuance of the reexamination certificate. j2 owns by
assignment the entire right, title and interest in and to the 638 Patent, including the
right to sue for past, present, and future infringements thereof.

18. EasyLink has directly infringed, and/or has induced others to
infringe, and/or has committed acts of contributory infringement of one or more
claims of the *638 Patent in violation of 35 U.S.C. § 271, et seq. EasyLink has
committed acts of infringement by making, using, selling, and/or offering to sell
the Fax2Mail service within the United States.

19. EasyLink’s activities have been without express, or implied,
license by j2.

20.  EasyLink will continue to infringe the *638 Patent unless
enjoined by this Court. As a result of the infringing conduct of EasyL.ink, j2 has
suffered, and will continue to suffer, irreparable harm for which there is no
adequate remedy at law. Accordingly, j2 is entitled to temporary, preliminary,
and/or permanent injunctive relief against such infringement pursuant to 35 U.S.C.
§ 283.

21.  As aresult of EasyLink’s infringement of the 638 Patent, j2
has been damaged, and will be further damaged, and is entitled to be compensated
for such damages pursuant to 35 U.S.C. § 284 in an amount that presently cannot
be ascertained, but that will be determined at trial.

22. Because EasyLink has continued its activities after receiving
actual notice of the 066 Patent, including by acquiring the infringing service
despite notice of the 638 Patent, EasyLink’s infringement is willful. As a result,

j2 is further entitled to trebling of damages pursuant to 35 U.S.C. § 284, and to the
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designation of this case as exceptional pursuant to 35 U.S.C. § 285, whereby j2 is
further entitled to an award of its attorneys’ fees.
C. Infringement of U.S. Patent No. 6,597,688

23. J2 repeats and realleges the allegations of paragraphs 1 through

6 of the First Amended Complaint as if fully set forth herein.

24. United States Patent No. 6,597,688, entitled “Scalable
Architecture for Transmission of Messages over a Network™ (hereafter “the *688
Patent™), was duly and legally issued on July 22, 2003, to Anand Narasimhan,
Yaacov Shemesh and Amit Kumar. The 688 Patent underwent reexamination,
and a reexamination certificate issued March 11, 2008. A true and correct copy of
the *688 Patent and the reexamination certificate is attached hereto as Exhibit C.

25. The ’688 Patent has been in full force and effect since its
Issuance, and since the issuance of the reexamination certificate. j2 owns by
assignment the entire right, title and interest in and to the *688 Patent, including the
right to sue for past, present, and future infringements thereof. j2 has provided and
EasyLink has received actual notice of the *688 Patent.

26. EasyLink has directly infringed one or more claims of the *688
Patent in violation of 35 U.S.C. § 271, et seq. EasyLink has committed acts of
infringement by making, using, selling, and/or offering to sell the Fax2Mail service
within the United States.

27. EasyLink has induced infringement and/or has committed acts
of contributory infringement of one or more claims of the 688 Patent in violation
of 35 U.S.C. § 271, et seq. by working with value-added resellers (“Partners”) to
provide infringing services.

28. EasyLink’s activities have been without express, or implied,
license by j2.

29. EasyLink will continue to infringe the *688 Patent unless

enjoined by this Court. As a result of the infringing conduct of EasyL.ink, j2 has

_5-
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SULLIVAN & CROMWELL LLP

suffered, and will continue to suffer, irreparable harm for which there is no
adequate remedy at law. Accordingly, j2 is entitled to temporary, preliminary,
and/or permanent injunctive relief against such infringement pursuant to 35 U.S.C.
§ 283.

30. Asaresult of EasyLink’s infringement of the 688 Patent, j2
has been damaged, and will be further damaged, and is entitled to be compensated
for such damages pursuant to 35 U.S.C. § 284 in an amount that presently cannot
be ascertained, but that will be determined at trial.

31. Because EasyLink has continued its activities after receiving
actual notice of the *688 Patent, including by acquiring the infringing service
despite notice of the *688 Patent, EasyLink’s infringement is willful. As a result,
j2 is further entitled to trebling of damages pursuant to 35 U.S.C. § 284, and to the
designation of this case as exceptional pursuant to 35 U.S.C. § 285, whereby j2 is
further entitled to an award of its attorneys’ fees.

D. Infringement of U.S. Patent No. 7,020,132

32. j2repeats and realleges the allegations of paragraphs 1 through

6 of the First Amended Complaint as if fully set forth herein.

33.  United States Patent No. 7,020,132, entitled “Scalable
Architecture for Transmission of Messages over a Network” (hereafter “the *132
Patent”), was duly and legally issued on March 28, 2006, to Anand Narasimhan,
Yaacov Shemesh and Amit Kumar. A true and correct copy of the 132 Patent is
attached hereto as Exhibit D.

34. The *132 Patent has been in full force and effect since its
issuance. j2 owns by assignment the entire right, title and interest in and to the
’132 Patent, including the right to sue for past, present, and future infringements
thereof.

35.  EasyLink has directly infringed one or more claims of the *132
Patent in violation of 35 U.S.C. § 271, et seq. EasyLink has committed acts of

-6-
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infringement by making, using, selling, and/or offering to sell the Fax2Mail service
within the United States.

36. EasyLink has induced infringement and/or has committed acts
of contributory infringement of one or more claims of the *132 Patent in violation
of 35 U.S.C. § 271, et seq. by working with value-added resellers (“Partners”) to
provide infringing services.

37. EasyLink’s activities have been without express, or implied,

license by j2.

© 0 N o o A W DN P

38.  EasyLink will continue to infringe the *132 Patent unless

=
o

enjoined by this Court. As a result of the infringing conduct of EasyL.ink, j2 has

[EEY
[HEN

suffered, and will continue to suffer, irreparable harm for which there is no

R
N

adequate remedy at law. Accordingly, j2 is entitled to temporary, preliminary,

=
w

and/or permanent injunctive relief against such infringement pursuant to 35 U.S.C.
§ 283.

el
(@2 BN SN

39.  Asaresult of EasyLink’s infringement of the 132 Patent, j2

=
»

has been damaged, and will be further damaged, and is entitled to be compensated

|
\l

for such damages pursuant to 35 U.S.C. § 284 in an amount that presently cannot

=
(00)

be ascertained, but that will be determined at trial.

R
O

40. Because EasyLink has continued its activities after receiving

N
o

actual notice of the *132 Patent, including by acquiring the infringing service

N
[E

despite notice of the *132 Patent, EasyLink’s infringement is willful. As a result,

N
N

j2 is further entitled to trebling of damages pursuant to 35 U.S.C. § 284, and to the

N
w

designation of this case as exceptional pursuant to 35 U.S.C. § 285, whereby j2 is

N
~

further entitled to an award of its attorneys’ fees.
V.
PRAYER FOR RELIEF
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SULLIVAN & CROMWELL LLP

A. A permanent injunction against EasyLink’s continued
infringement of the 066, ’638, *688, and " 132 Patents;

B.  Anaward of damages in an amount of not less than a
reasonable royalty for EasyLink’s infringement of the *066, *638, 688, and "132
Patents;

C. A trebling, pursuant to 35 U.S.C. § 284, of any and all damages
awarded for EasyLink’s infringement of the '066, 638, 688, and "132 Patents;

D. A finding that this is an exceptional case under 35 U.S.C. §

285;

E.  Anaward, pursuant to 35 U.S.C. § 285, of reasonable attorneys’
fees;

F. An award of interest and costs; and

G.  Such other and further relief as this Court deems proper.
Dated: February 27, 2012 Respectfully submitted,

[lobot A Swctes Jpne

Robert A. Sacks (Cal. Bar No. 150146)
Brian R. England (Cal. Bar No. 211335)
Edward E. Johnson (Cal. Bar No. 241065)
SULLIVAN & CROMWELL LLP

1888 Century Park East

Los Angeles, California 90067-1725
(310; 712-6600

(310) 712-8800 facsimile

Frank L. Bernstein (Cal. Bar No. 189504)
KENYON & KENYON LLP
1801 Page Mill Road, Suite 210
Palo Alto, California 94304-1216
5650% 384-4688
650) 384-4701 facsimile

Attorneys a'f rPlazntzﬁ” 2 Global, Inc. and
Advanced Messaging echnologles Inc.
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#:.344
DEMAN l% FOR JURY TRIAL
Pursuant to Federal Rule of Civil Procedure 38(b), j2 and AMT

hereby demand a jury trial for all issues in this case that properly are subject to a

jury trial.

Dated: February 27, 2012 Respecttully submitted,

W A Sacks //577(:’

Robert A. Sacks (Cal. Bar No. 150146)
Brian R. England (Cal. Bar No. 211335
Edward E. Johnson (Cal. Bar No. 241065)
SULLIVAN & CROMWELL LLP

1888 Century Park East
Los Angeles, California 90067-1725

310) 712-6600 |

310) 712-8800 facsimile

Frank L. Bernstein (Cal. Bar No. 189504)
KENYON & KENYON LLP
1801 Page Mill Road, Suite 210
Palo Alto, California 94304-1216
650) 384-4688 o
650) 384-4701 facsimile

Attorneys for Plaintiffs j2 Global, Inc. and
Advanced Messaging Technologies, Inc.

FIRST AMENDED COMPLAINT
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&7 ABSTRACT

Sutcliffe;

A Message Storage and Deliver System (MSDS) is con-
nected to the public switched telephone network (PSTN) and
teceives incoming calls with these calls being facsimile,
voice, or data transmissions. The MSDS detects the type of
call and stores the message signal in a database. The MSDS
is also connected to the Internet and has a hyper-text transfer
protocol deamon (HTTPD) for receiving requests from
users. The HTTPD forwards requests for certain files or
messages to a network server which transmits at least part of
the message to the HTTPD and then to the user. In addition
to requests for certain documents, the HTTPD may also
receive a request in the form of a search query. The search
query is forwarded from the HTTPD to an application
program for conducting the search of the database. The
results of the search are forwarded through the HTTPD to
the user. The user may then select one or more files or
messages from the search resulis and may save the search for
later reference.

35 Claims, 18 Drawing Sheets
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SYSTEMS AND METHODS FOR STORING,
DELIVERING, AND MANAGING MESSAGES

This application is a continuation of U.S. Ser. No.
08/944,741 filed on Oct. 6, 1997, now allowed U.S. Pat. No.
5,870,549, which is a continuation-in-part of U.S. patent
application Ser. No. 08/431,716, filed Apr. 28, 1995 US.
Pat. No. 5,675,507.

FIELD OF THE INVENTION

This invention relates to system(s) and method(s) for
storing and delivering messages and, more particularly, to
system(s) and method(s) for storing messages and for deliv-
ery the messages through a network, such as the Internet, or
a telephone line to an intended recipient. In another aspect,
the invention relates to system(s) and method(s) for storing,

delivering, and managing messages or other files, such as for
archival purposes or for document tracking.

BACKGROUND OF THE INVENTION

Even though the facsimile machine is heavily relied upon
by businesses of all sizes and is quickly becoming a standard
piece of office equipment, many businesses or households
cannot receive the benefits of the facsimile machine.
Unfortunately, for a small business or for a private
household, a facsimile machine is a rather expensive piece
of equipment. In addition to the cost of purchasing the
facsimile machine, the facsimile machine also requires
toner, paper, maintenance, as well as possible repairs. These
expenses may be large enough to prevent many of the small
businesses and certainly many households from benefiting
from the service that the facsimile machine can provide. For
others who are constantly traveling and who do not have an
office, it may be impractical to own a facsimile machine. In
fact, the Atlanta Business Chronicle estimates that 30% of
the small businesses do not have any facsimile machines.
Therefore, many businesses and households are at a disad-
vantage since they do not have access to a facsimile
machine.

Because a facsimile machine can be such an asset to a
company and is heavily relied upon to quickly transmit and
receive documents, a problem exists in that the machines are
not always available to receive a facsimile message. At
times, a facsimile machine may be busy receiving another
message or the machine may be transmitting a message of its
own. During these times, a person must periodically attempt
to send the message until communication is established with
the desired facsimile machine. This inability to connect with

a facsimile machine can be frustrating, can consume quite a s

bit of the person’s time, and prevent the person from
performing more productive tasks. While some more
advanced facsimile machines will retry to establish commu-
nication a number of times, a person will still have to check
on the facsimile machine to ensure that the message was
transmitted or to re-initiate the transmission of the message.

In addition to labor costs and a reduction in office
efficiency, a facsimile machine may present costs to busi-
nesses that are not readily calculated. These costs include the
loss of business or the loss of goodwill that occurs when the
facsimile machine is not accessible by another facsimile
machine. These costs can occur for various reasons, such as
when the facsimile machine is out of paper, when the
machine needs repairing, or when the facsimile machine is
busy with another message. These costs occur more fre-
quently with some of the smaller businesses, who are also
less able to incur these expenses, since many of them have
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a single phone line for a telephone handset and the facsimile
machine and thereby stand to lose both telephone calls and
facsimile messages when the single line is busy. In fact, the
Atlanta Business Chronicle estimated that fewer than 5% of
the small businesses have 2 or more facsimile machines.
Many of the larger companies can reduce these losses by
having more than one facsimile machine and by having calls
switched to another machine when one of the machines is
busy. These losses, however, cannot be completely elimi-
nated since the machines can still experience a demand
which exceeds their capabilities.

A main benefit of the facsimile machine, namely the quick
transfer of documents, does not necessarily mean that the
documents will quickly be routed to the intended recipient.
The facsimile machines may be unatiended and a received
facsimile message may not be noticed until a relatively long
period of time has elapsed. Further, even for those machines
which are under constant supervision, the routing proce-
dures established in an office may delay the delivery of the
documents. It is therefore a problem in many offices to
quickly route the facsimile message to the intended recipi-
ent.

The nature of the facsimile message also renders it
difficult for the intended recipient to receive a sensitive
message without having the message exposed to others in
the office who can intercept and read the message. If the
intended recipient is unaware that the message is being sent,
other people may see the message while it is being delivered
or while the message remains next to the machine. When the
intended recipient is given notice that a sensitive message is
being transmitted, the intended recipient must wait near the
facsimile machine until the message is received. It was
therefore difficult to maintain the contents of a facsimile
message confidential.

In an office with a large number of employees, it may also
be difficult to simply determine where the facsimile message
should be routed. In light of this difficulty, some systems
have been developed to automatically route facsimile mes-
sages to their intended recipient. One type of system, such
as the one disclosed in U.S. Pat. No. 5,257,112 to Okada, can
route an incoming call to a particular facsimile machine
based upon codes entered with telephone push-buttons by
the sender of the message. Another type of system, such as
the one disclosed in U.S. Pat. No. 5,115,326 to Burgess ¢t al.
or in U.S. Pat. No. 5,247,591 to Baran, requires the sender
to use a specially formatted cover page which is read by the
system. This type of system, however, burdens the sender,
who may very well be a client or customer, by requiring the
sender to take special steps or additional steps to transmit a
facsimile message. These systems are therefore not very
cffective or desirable.

Another type of routing system links a facsimile machine
to a Local Area Network (LAN) in an office. For instance,
in the systems disclosed in the patents to Baran and Burgess
et al., after the system reads the cover sheet to determine the
intended recipient of the facsimile message, the systems
send an E-mail message to the recipient through the local
network connecting the facsimile machine to the recipient’s
computer. Other office systems, such as those in U.S. Pat.
No. 5,091,790 to Silverberg and U.S. Pat. No. 5,291,546 to
Giler et al., are linked to the office’s voice mail system and
may leave a message with the intended recipient that a
facsimile message has been received. Some systems which
are even more advanced, such as those in U.S. Pat. No.
5,317,628 to Misholi et al. and U.S. Pat. No. 5,333,266 to

s Boaz et al., are connected to an office’s local network and

provide integrated control of voice messages, E-mail
messages, and facsimile messages.
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The various systems for routing facsimile messages, and
possibly messages of other types received in the office, are
very sophisticated and expensive systems. While these office
systems are desirable in that they can effectively route the
messages at the office to their intended recipients, the
systems are extremely expensive and only those companies
with a great number of employees can offset the costs of the
system with the benefits that the system will provide to their
company. Thus, for most businesses, it still remains a
problem to effectively and quickly route messages to the
intended recipients. It also remains a problem for most
businesses to route the messages in a manner which can
preserve the confidential nature of the messages.

Even for the businesses that have a message routing
system and especially for those that do not have any type of
system, it is usually difficult for a person to retrieve facsimile
messages while away from the office. Typically, a person
away on business must call into the office and be informed
by someone in the office as to the facsimile messages that
have been received. Consequently, the person must call into
the office during normal business hours while someone is in
the office and is therefore limited in the time that the
information in a facsimile message can be relayed.

If the person away on business wants to look at the
facsimile message, someone at the office must resend the
message to a facsimile machine accessible to that person.
Since this accessible machine is often a facsimile machine at
another business or at a hotel where the person is lodging,
it is difficult for the person to receive the facsimile message
without risking disclosure of its contents. Further, since
someone at the person’s office must remember to send the
message and since someone at the accessible facsimile
machine must route the message to the person away from the
office, the person may not receive all of the facsimile
messages or may have to wait to receive the messages.

The retrieval of facsimile messages, as well as voice mail
messages, while away from the office is not without certain
costs. For one, the person often must incur long distance
telephone charges when the person calls the office to check
on the messages and to have someone in the office send the
messages to another facsimile. The person will then incur
the expenses of transmitting the message to a fax bureau or
hotel desk as well as the receiving location’s own charges
for use of their equipment. While these charges are certainly
not substantial, the charges are nonetheless expenses
incurred while the person is away from the office.

Overall, while the facsimile machine is an indispensable
piece of equipment for many businesses, the facsimile

machine presents a number of problems or costs. Many s

businesses or households are disadvantaged since they are
unable to reap the benefits of the facsimile machine. For the
businesses that do have facsimile machines, the businesses
must incur the normal costs of operating the tacsimile
machine in addition to the costs that may be incurred when
the facsimile machine or machines are unable to receive a
message. Further, the facsimile messages may not be effi-
ciently or reliably routed to the intended recipient and may
have its contents revealed during the routing process. The
costs and problems in routing a facsimile message are
compounded when the intended recipient is away from the
office.

Many of the problems associated with facsimile messages
are not unique to just facsimile messages but are also
associated with voice mail messages and data messages.
With regard to voice messages, many businesses do not have
voice mail systems and must write the message down. Thus,
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the person away from the office must call in during normal
office hours to discover who has called. The information in
these messages are usually limited to just the person who
called, their number, and perhaps some indication as to the
nature of the call. For those businesses that have voice mail,
the person away from the office must call in and trequently
incur long distance charges. Thus, there is a need for a
system for storing and delivery voice messages which can be
casily and inexpensively accessed at any time.

With regard to data messages, the transmission of the
message often requires some coordination between the
sender and the recipient. For instance, the recipient’s com-
puter must be turned on to receive the message, which
usually occurs only when someone is present during normal
office hours. Consequently, the recipient’s computer is usu-
ally only able to receive a data message during normal office
hours. Many households and also businesses may not have
a dedicated data line and must switch the line between the
phone, computer, and facsimile. In such a situation, the
sender must call and inform the recipient to switch the line
over to the computer and might have to wait until the sender
can receive the message. The retransmission of the data
message to another location, such as when someone is away
from the office, only further complicates the delivery. It is
therefore frequently difficult to transmit and receive data
messages and is also difficult to later relay the messages to
another location.

A standard business practice of many companies is to
maintain records of all correspondence between itself and
other entities. Traditionally, the correspondence that has
been tracked and recorded includes letters or other such
printed materials that is mailed to or from a company to the
other entity. Although tracking correspondence of printed
materials is relatively easy, non-traditional correspondence,
such as facsimile messages, e-mail messages, voice
messages, or data messages, are more difficult to track and
record.

For example, facsimile messages may be difficult to track
and record since the messages may be received on thermal
paper, which suffers from a disadvantage that the printing
fades over time. Also, accurate tracking of facsimile mes-
sages is difficult since the facsimile messages may only be
partially printed at the facsimile machine or the messages
may be lost or only partially delivered to their intended
recipients. Facsimile messages also present difficulties since
they are often delivered within an organization through
different channels than ordinary mail and thus easily fall
outside the normal record keeping procedures of the com-
pany.

Voice mail messages are also difficult to track and record.
Although voice messages can be saved, many voice mail
servers automatically delete the messages after a certain
period of time. To maintain a permanent record of a voice
message, the voice message may be transcribed and a
printed copy of the message may be kept in the records. This
transcribed copy of the voice message, however, is less
credible and thus less desirable than the original voice
message since the transcribed copy may have altered mate-
rial or may omit certain portions of the message.

In addition to facsimile and voice mail messages, data
messages are also difficult to track and record. A download
or upload of a file may only be evident by the existence of
a file itself. A file transfer procedure normally does not lend
itself to any permanent record of what file was transferred,
the dialed telephone number, the telephone number of the
computer receiving the file, the time, or the date of the
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transfer. 1t is therefore difficult to maintain accurate records
of all data transfers between itself and another entity.

SUMMARY OF THE INVENTION

It is an object of the invention to reliably and efficiently
route messages to an intended recipient.

It is another object of the invention to route messages to
the intended recipient while maintaining the contents of the
message confidential.

It is another object of the invention to enable the intended
recipient to access the messages easily and with minimal
costs.

It is a further object of the invention to permit the
simultaneous receipt of more than one message on behalf of
the intended recipient.

It is a further object of the invention to enable the intended
recipient of a message to access the message at any time and
at virtually any location world-wide.

It is yet a further object of the invention to enable the
intended recipient of a message to browse through the
received messages.

It is yet a further object of the invention to quickly notify
an intended recipient that a message has been received.

It is still another object of the invention to receive
messages of various types,

It is still another object of the invention to deliver mes-
sages according to the preferences of the intended recipient.

It is still a further object of the invention to record and
track correspondence, such as facsimile messages, voice
mail messages, and data transfers.

Additional objects, advantages and novel features of the
invention will be set forth in the description which follows,
and will become apparent to those skilled in the art upon
reading this description or practicing the invention. The
objects and advantages of the invention may be realized and
attained by the appended claims.

To achieve the foregoing and other objects, in accordance
with the present invention, as embodied and broadly
described herein, a system and method for storing and
delivering messages involves receiving an incoming call and
detecting an address signal associated with the incoming
call, the address signal being associated with a user of the
message storage and delivery system. A message accompa-
nied with the address signal is then received and converted
from a first file format to a second file format. The message
is stored in the second file format within a storage area and
is retrieved after a request has been received from the user.
At least a portion of the message is then transmitted to the
user over a network with the second file format being a
mixed media page layout language.

In another aspect, a network message storage and delivery
system comprises a central processor for receiving an
incoming call, for detecting an address signal on the incom-
ing call, for detecting a message on the incoming call, and
for placing the message in a storage area. The address signal
on the incoming call is associated with a user of the network
message storage and delivery system. A network server
receives the message from the storage area, converts the
message into a mixed media page layout language, and
places the message in the storage area. When the network
server receives a request from the user over the network, the
network server transmits at least a portion of the message
over the network to the user.

Preferably, the network storage and delivery system can
receive facsimile messages, data messages, or voice mes-

"

10

25

[
o

40

o
o

60

6

sages and the network is the Internet. The messages are
converted into a standard generalized mark-up language and
the user is notified that a message has arrived through E-mail
or through a paging system. A listing of the facsimile
messages may be sent to the user in one of several formats.
These formats include a textual only listing or a listing along
with a full or reduced size image of the first page of each
message. A full or reduced size image of each page of a
message in the listing may alternatively be presented to the
user.

According to a further aspect, the invention relates to a
system and method for managing files or messages and
involves storing message signals in storage and receiving
requests from a user for a search. The search preferably
comprises a search query that is completed by a user and
supplied to a hyper-text transfer protocol deamon (HTTPD)
in the system. The HTTPD transfers the request through a
common gateway interface (CGI) to an application program
which conducts the search. The results of the search are
preferably returned through the HI'TPD to the computer in
the form of a listing of all messages or files satisfying the
search parameters. The user may then select one or more of
the listed messages or files and may save the search for later
references.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in,
and form a part of, the specification, illustrate an embodi-
ment of the present invention and, together with the
description, serve to explain the principles of the invention.
In the drawings:

FIG. 1 is a block diagram illustrating the connections of
a message storage and delivery system MSDS;

FIG. 2 is an overall flow chart of operations for transmit-
ting a message to the MSDS of FIG. 1;

FIG. 3 is an overall flow chart of operations for receiving
a message stored at the MSDS of FIG. 1;

FIGS. 4(A) and (B) are flowcharts of operations for
generating HTML files according to user preferences;

FIG. 5 is a flowchart of operations for generating
requested information;

FIG. 6 is a flowchart of operations for converting a
facsimile message into HTML files;

FIG. 7 is an exemplary display of a first page of a
facsimile message according to a fourth display option;

FIG. 8 is a flowchart of operations for converting a voice
message into an HIML file;

FIG. 9 is a flowchart of operations for converting a data
message into an HTML file;

FIG. 10 is a flowchart of operations for detecting a type
of call received at the MSDS 10;

FIG. 11 is a flowchart of operations for receiving voice
messages;

FIG. 12 is a flowchart of operations for interacting with an
owner’s call;

FIG. 13 is a more detailed block diagram of the MSDS 10;

FIG. 14 is a block diagram of the central processor in FIG.
13;

FIG. 15 is a block diagram of the Internet Server of FIG.
13,

FIGS. 16(A) and 16(B) depict possible software layers for
the Internet Server of FIG. 13;

FIG. 17 is a diagram of a data entry for a message signal;
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FIG. 18 is a flowchart of a process for sending a search
query, for conducting a search, and for returning results of
the search to a computer through the Internet;

FIG. 19 is an example of a search query form for defining
a desired search;

FIG. 20 is an example of a completed search query;

FIG. 21 is an cxample of a set of search results returned
to the computer in response to the search query of FIG. 20,
and

FIG. 22 is an example of a listing of stored searches.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

Reference will now be made in detail to the preferred
embodiments of the invention, examples of which are illus-
trated in the accompanying drawings.

With reference to FIG. 1, a message storage and delivery
system (MSDS) 10 is connected to a central office 20 of the
telephone company through at least one direct inward dial-
ing (DID) trunk 15. With each call on the DID trunk 15, an
address signal indicating the telephone number being called
is provided to the MSDS 10. The DID trunk 15 can carry a
large number of telephone numbers or addresses. Preferably,
the DID trunk 15 comprises a number of DID trunks 15
connected in parallel between the central office 20 and the
MSDS 10 so that the MSDS 10 can simultaneously receive
more than one call and, moreover, can simultancously
receive more than one call for a single telephone number or
address.

The central office 20 is connected to a number of third
parties. For instance, the central office 20 may be connected
to a facsimile machine 24, a telephone set 26, and to a
computer 28 with each connection being made through a
separate telephone line. While a single computer 28 is
shown in the figure, the single computer 28 may actually
represent a local area network which is connected through
the central office 20 to the MSDS 10. Although the facsimile
machine 24, telephone set 26, and computer 28 have been
shown on separate lines, it should be understood that one or
more of these devices could share a single line.

The MSDS 10 is also connected to a network, preferably
the Internet World Wide Web 30. Although the Internet 30
has been shown as a single entity, it should be understood
that the [nternet 30 is actually a conglomeration of computer
networks and is a constantly evolving and changing struc-
ture. The MSDS 10 therefore is not limited to the current
structure or form of the Internet 30 but encompasses any
future changes or additions to the Internet 30. Further, the
MSDS 10 is shown as being directly connected to the
Internet 30, such as through its own node or portal. The
MSDS 10, however, may be practiced with any suitable
connection to the Internet 30, such as through an interme-
diate Internet access provider.

With reference to FIG. 2 depicting an overall operation of
the invention, a telephone call directed to a number-serviced
by the MSDS 10 is initiated at step 40 by a third party, for
instance, through the facsimile machine 24, telephone set
26, or computer 28. The incoming telephone call may
therefore carry a facsimile message, a voice message, or a
data message. At step 42, the address signal associated with
the initiated call is routed through the central office 20, over
the DID trunk 15, and to the MSDS 10.

When the call reaches the MSDS 10, the call is routed
within the MSDS 10 in a manner that will be described in
more detail below with reference to FIG. 13. At step 46, the
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MSDS 10 answers the telephone call and receives the
address signal from the DID trunk 15. Next, at step 48, the
call is established between the MSDS 10 and the third party
and, at step 50, the MSDS 10 receives the message trans-
mitted over the telephone line. The message is stored at step
52, a database within the MSDS 10 is updated at step 54, and
the intended recipient of the message is notified at step 56.
The intended recipient of the message uses the services
provided by the MSDS 10 and will hereinafter be referred to
as a user. At step 58, the message is converted into hyper-text
mark-up language (HITML).

After the MSDS 10 receives a message for one of its
users, the user can then communicate with the MSDS 10 at
any time and at any location by connecting to the Internet
World Wide Web 30 and retrieving the message stored
within the MSDS 10. With reference to FIG. 3, at step 60 the
user first connects to the Internet 30, such as through a
personal computer 32 which may be connected to the
Internet 30 in any suitable manner, such as through its own
portal or node or through some intermediate access provider.
The personal computer 32 is not limited to a single computer
but may instead comprise a network of computers, such as
a local area network within an office.

Once connected with the Internet 30, at step 62, the user
accesses with a hyper-text browser the Universal Resource
Locator (URL) associated with his or her MSDS 10 mailbox.
The computer 32 may use any suitable hypertext browser,
such as Netscape, to access the mailbox. A Hypertext
Transfer Protocol Deamon (HTTPD) within the MSDS 10
receives the URL request at step 64 and, at step 66, requests
user authentication. The user then supplies his or her ID and
password at step 68 and, if found valid at step 70, the MSDS
10 provides the computer 32 with access to the mailbox at
step 72. If the ID and password are invalid, as determined at
step 70, then the HTTPD sends the computer 32 an authen-
tication failure message at step 74.

After the user gains access to the mailbox at step 72, the
user can request information stored within the MSDS 10.
The MSDS 10 receives the request at step 76 and, at step 78,
determines whether the information exists. As is common
practice, the MSDS 10 also determines the validity of the
request at step 78. The request from the user will include the
mailbox number for the user, the message identifier, display
preferences, and, if the message is a facsimile message, a
page identifier. If for any reason the request is invalid, such
as when a hacker is attempting to gain access to privileged
information, the request for the information will be termi-
nated.

If the requested information is available, then at step 80
the information is transmitted through the Internet 30 to the
user’s computer 32. If, on the other hand, the information
does not exist, then at step 82 the MSDS 10 will generate the
requested information and then send the information to the
user’s computer through the Internet 30 at step 80.

Prior to gaining access to the mailbox at step 72, the user
is preferably sent a greeting page or other such type of
information which permits the user to learn about the
services provided by the MSDS 10, open an account with the
MSDS 18, or gain access to an account. Once access is
provided at step 72, the user is provided with information
indicating the total number of messages stored in his or her
mailbox within the MSDS 10. Preferably, the information
sent by the MSDS 10 indicates the total number of messages
for each type of message and also the total number of saved
messages versus the total number of new messages.

The user is also preferably given the option at this step to
change account information. The account information might
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include the E-mail address for the user, the manner in which
messages are 10 be reviewed, the user’s pager information,
as well as other user preferences. The display options and
other user preferences will be discussed in further detail
below.

The general information HTML file which indicates the
total number of different messages is provided with a
number of anchors, which are also termed links or refer-
ences. In general, an anchor permits a user on the computer
32 to retrieve information located on another file. For
instance, an anchor to a listing of facsimile messages is
preferably provided on the display of the total number of
messages. When the user selects the anchor for the facsimile
list, the MSDS 10 pulls up and displays the file containing
the list of facsimiles, such as a file “faxlist.html.” The other
types of messages, such as voice messages and data
messages, would have similar anchors on the general infor-
mation page directed to their respective HTML listing files.

When a new message is received at step 54 in FIG. 2, the
user’s mailbox is updated to display the total number and
types of messages. The MSDS 10 might also update other
files in addition to the total listing of messages. Additionally,
at this time, the MSDS 10 sends an E-mail message to the

user’s computer 32 to inform the user of the newly arrived

message. The MSDS 16 could also send notice to the user
through a paging system so that the user receives almost
instantaneous notice that a message is received.

The MSDS 10 also generates additional information
according to the user’s preferences. These preferences on
how the MSDS 10 is configured for the user include options
on how the messages are reviewed. With facsimile
messages, for instance, the user can vary the amount or the
type of information that will be supplied with the listing of
the facsimile messages by selecting an appropriate option.
Other options are also available so that the user can custom
fit the MSDS 10 (o the user’s own computer 32 or own
personal preferences.

For instance, when a facsimile message is received, the
MSDS 10, at step 54, will update the total listing of all
messages to indicate the newly received message and may
additionally generate the HTML files for the newly received
facsimile message according to the user’s preferences.
When the user later requests information on the message at
step 76, the HTML information has already been generated
and the MSDS 10 may directly send the requested informa-
tion to the user at step 80. If, on the other hand, the user
desires to view the message according to one of the other
options, the MSDS 10 will generate the HTML files at step
82 according to that other option at the time of the request.

A first option available to the user for viewing a facsimile
message is a textual only listing of the messages. The
information on the textual listing preferably includes the
date and time that the message was received at the MSDS
10, the telephone number from where the message was
transmitted, the number of pages, the page size, and the size
of the message in bytes. The messages, of course, could be
listed with other types of information. When the user selects
one of the facsimile messages on the list, a request is sent to
the HTTPD within the MSDS 10 causing the message to be
downloaded via the Internet 30 to the user’s computer 32,
Once the message is received by the computer 32, the
message can be displayed, printed, or saved for further
review.

The second through fifth options allow the user to preview
an image of the facsimile message before having the mes-
sage downloaded from the MSDS 10 through the Internet 30
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and to the computer 32. The second option permits the user
to view the list of messages with a reduced size image of the
cover page next to cach entry on the list. When the user
selects one of the messages on the list, the selected facsimile
message is transmitted through the Internet 30 to the com-
puter 32. The user may also scroll through the listings if all
of the message cannot be displayed at one time on the
computer 32.

The third option provides the user with a full size view of
the cover page of each facsimile message. The user can
quickly scroll through the cover pages of each message
without downloading the entire message to the computer 32.
The full size view of the cover pages permit the user to
clearly discern any comments that may be placed on the
cover page, which may not be possible from just a reduced
image of the cover page available through the second option.

The fourth option provides the user with a reduced size
image of each page and permits the user to scroll through the
entire message. The user can therefore read the entire
facsimile message on screen before the message is down-
loaded onto the computer 32. With this option, the user can
go through the pages of the facsimile message and can also
skip to the next message or previous message. Additionally,
the user has the option of enlarging a page to a full size view
of the page. When one of the messages is selected, as with
the other options, the HTTPD within the MSDS 10 causes
the facsimile message to be transmitted through the Internet
30 to the user’s computer 32.

With a fifth option, a full size image of each page is
transmitted to the user’s computer 32. The user can scroll
through the pages of the facsimile message and easily read
the contents of each page. If the user wants the message
downloaded to the computer 32, the user selects the message
and the HTTPD within the MSDS 10 transmits the message
to the user’s computer 32 through the Internet 30.

As discussed above, after the database is updated at step
54, the MSDS 10 will generate additional information based
upon the option selected for displaying the facsimile mes-
sages. More specifically, as shown in FIG. 4(A), if the first
option has been selected, as determined at step 100, then at
step 102 the MSDS 10 will generate the textual listing of the
facsimile messages with anchors or references to the respec-
tive facsimile files. The HTML files are then moved to an
Internet Server at step 104.

If the first option is not selected, the MSDS 10 next
determines whether the second option has been selected at
step 106. With the second option, the facsimile messages are
listed along with a reduced size image of the cover page. To
generate this information, the cover page is extracted from
the facsimile file at step 108 and a reduced size HTML
image of the cover page is created at step 110, At step 112,
a listing of the facsimile messages is generated with a
thumbnail view of each cover page linked to its respective
tacsimile file. The generated HTML files are then sent to the
Internet Server at step 104.

When the third option is selected, as determined at step
114, a full size image of the cover page is sent to the
computer 32. The full size image of the cover page is
generated by first extracting the cover page from the fac-
simile file at step 116. Next, the cover page is converted into
a full size HTML image at step 118 and, at step 120, the
listing is generated with the embedded cover page linked to
the facsimile file.

If, at step 122, the fourth option is determined to be
selected, then a reduced size image of each page is provided
to the user with the option of enlarging the page to view the
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contents of the page more clearly. With reference to FIG.
4(B), the information necessary for the third option is
produced by first extracting the first page of the facsimile
message at step 124. A reduced size HTML image is created
at step 126 and then a full size HTML image is created at
step 128. At step 130, the listing is generated with embedded
thumbnail images of the pages with links to the full size
images. If the page is not the last page, as determined at step
140, then the next page is extracted at step 142 and steps 126
to 130 are repeated to generate the HTML files for the other
pages of the facsimile message. After the last page has been
converted into an HTML file according to the third option,
the files are moved onto the Internet Server at step 104.

At step 144, the MSDS 10 determines whether the fifth
option has been selected. The fifth option provides the user
with a full size image of each page of the facsimile message.
While only five options have been discussed, the invention
may be practiced with additional options. Consequently,
with additional options and with the fourth option not being
selected, the MSDS 10 would next determine whether one of
the additional options have been selected. With the preferred
embodiment of the invention having only five options,
however, the MSDS 10 will assume that the fifth option has
been selected if none of the first four options were found to
be selected.

The information necessary to display the pages of the
facsimile message according to the fifth option is generated
by first extracting the first page of the facsimile message at
step 146. At step 148, a full size HTML image of the page
is created and, at step 150, a listing is generated with an
embedded image and links to previous and mext pages.
When the page is not the last page, as determined at step 152,
the MSDS 10 extracts the next page and generates the
HTML file for that page. After all pages have been converted
into HTML files according to the fourth option, the files are
sent to the Internet Server at step 104.

While FIGS. 4(A) and (B) describe the operations of the
MSDS 10 at the time a message is received, FIG. 5 depicts
an overall flowchart of operations for the MSDS 10 when the
user requests a page of information in a display format other
than the user’s preferred option of displaying the message.
FIG. 5 is therefore a more detailed explanation of how the
MSDS 18 generates the necessary information at step 82 of
FIG. 3.

In general, as shown in FIG. 5, the MSDS 10 first
determines the type of image that is needed at step 82a. For
example, at this step, the MSDS 10 will determine whether
images are unnecessary, whether an image of just the cover
page is necessary, whether an image is needed for every
page, and whether the image needs to be a full size, a
reduced size, or both full and reduced sized images. At step
82b, the MSDS 10 determines whether the image has
already been created. If the image has not been created, then
at step 82¢ the MSDS 10 will extract the page from the base
facsimile file and, at step 824, generate the required HTML
image. As discussed above, the required image may be for
just the cover page, for all the pages, and may be a full size
and/or a reduced size image of the page. At step 82e, the
image is embedded with links or anchors to other HTML
files. These links or anchors might be references to the next
and previous pages and also to the next and previous
facsimile messages. Finally, the HTML file having the
embedded image and links is sent to the user at step 80 in
FIG. 3.

The process for converting a facsimile message into
HTML files according to the fifth option will be described
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with reference to FIG. 6. This process will occur at step 54
when the message is received and when the fifth option is the
user’s preferred option of displaying the messages. It should
be understood that a similar type of process will also occur
when the user requests a page of information according to
the fifth option when the user is retrieving a facsimile
message and the fifth option is not the user’s preferred
option. The conversion processes according to the other
options will become apparent to those skilled in the art and
will therefore not be discussed in further detail.

With reference to FIG. 6, when the facsimile message is
received, the message is in a Tagged Image File Format/
Facsimile (TIFF/F) and each page of the facsimile message
is split into a separate file. Each page of the facsimile
message is then converted from the TIFF/F format into a
Portable Pixel Map (PPM) format. The PPM files are next
converted into separate Graphic Interchange Format (GIF)
files and then into separate HTML files. Thus, cach page of
the facsimile message is converted into a separate HTML
file. The TIFF/F files may be converted into PPM with an
available software package entitled “LIBTIFF” and the PPM
files may be converted into GIF files with an available
software package found in “Portable Pixel Map Tools.”

The invention is not limited to this exact conversion
process or to the particular software packages used in the
conversion process. For instance, the TIFF/F files may be
converted into another portable file format, through any
other type of intermediate format, or may be converted
directly into the GIF format. Further, instead of GIF, the
facsimile messages may be converted into JPEG, BMP,
PCX, PIF, PNG, or any other suitable type of file format.

The files may be identified with any suitable filename. In
the preferred embodiment, the files for each user are stored
in a separate directory assigned to just that one user because
an entire directory for a given user generally can be pro-
tected easier than the individual files. The memory, however,
may be organized in other ways with the files for a single
user being stored in different directories. The first part of the
filename is a number preferably sequentially determined
according to the order in which messages arrive for that user.
The preferred naming convention for ending the filenames is
depicted in FIG. 6. Each page of the facsimile message is
saved as a separate file with an extension defined by the
format of the file. Thus, the files will end with an extension
of “. TIFE,” “.PPM,” “.GIF,” or “.HTML” according to the
format of the particular file. In the example shown, the
separate pages have filenames which end with the respective
page number, for instance, the first page ends witha “1.” The
files, however, are preferably terminated with a letter or
multiples letters to indicate the order of the pages. For
instance, page 1 might have an ending of “aa,” page 2 might
have an ending of “ab,” etc. The invention, however, is not
limited to the disclosed naming convention but encompasses
other conventions that will be apparent (o those skilled in the
art.

As shown in FIG. 6, in addition to the GIF files repre-
senting the pages of the facsimile message, the HTML files
include a number of anchors or references. In the example
shown, the first HTML file has an anchor a for the “Next
Page.” Anchor a is defined as a=<A 1IREF=“2.htm]”>Next
Page</a> and will therefore reference the second HTML file
when a user selects the “Next Page.” The second HTML file
has an anchor b for the “Previous Page” and an anchor ¢ for
the “Next Page” and the third HTML file has an anchor d for
the “Previous Page.” With these particular HTML files, the
user can scroll through each page of the facsimile message
and view a full size image of the page.
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Each HTML file preferably contains anchors in addition
to those relating to “Next Page” and “Previous Page.” For
instance, each HTML file may contain an anchor to the next
facsimile message, an anchor to the previous facsimile
message, and an anchor to return to the facsimile list. The
HTML files preferably contain anchors relating to “Save”
and “Delete.” When the “Save” anchor is selected, the user
would be able to save the message under a more descriptive
name for the message. The “Delete” anchor is preferably
followed by a inquiry as to whether the user is certain that
he or she wants to delete the message. Other anchors, such
as an anchor to the general listing, will be apparent to those
skilled in the art and may also be provided.

F1G. 7 provides an example of a display according to the
fifth option for the first page of the facsimile message shown
in FIG. 6. The headings of the display provide information
on the telephone number from where the message was sent,
the date and time the message was received at the MSDS 10,
and an indication of the page of the message being dis-
played. The main portion of the display is the full size image
of the page. At the bottom of the display, an anchor or link
is provided to the “Next Page” and another anchor is
provided to the “Return to Fax Listing.” Additional infor-
mation may also be provided on the display, is such as a link
to a company operating the MSDS 10.

An example of the “1.html” file for generating the display
shown in FIG. 7 is shown below in Table 1.

<HTML>

<HEAD>

<TITLE>Fax Received on May 31, 1995 at 1:58 PM from

(404) 249 6801; Page 1 of 3</TITLE>

<HEAD>

<BODY>

<H1>Fax from (404) 249-6801 </H1>

<H2>Received on May 31, 1995 at 1:58 PM</H2>

<H2>Page 1 of 3</H2>

<IMG SRC=“1.gif">

<P>

<A HREF=“2 htm]”>Next Page</a>

<HR>

<A HREF="faxlist.html”>Return to Fax Listing</A>

<P>

This page was automatically generated by Fax Web(tm)

on May 31, 1995 at 2:05 PM.
<P>
&copy; 1995 NetOffice, Inc.
<HR>
<Address>
<A HREF="http://www.netoffice.com/”>NetOffice,
Inc.</A><BR>

PO Box 7115<BR>Atlanta, GA 30357<BR>

<A HREF=
“mailto:info@netoffice.com”>info@netoffice.com</
A>

</Address>

</BODY>

<HTMIL>

TABLE 1
As is apparent from the listing in Table 1, the image file
“1.gif” for the first page is embedded into the HTML file
“1.html.” Also apparent from the listing is that the anchor for
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“Next Page™ directs the MSDS 10 to the second page of the
facsimile message having the filename “2.html” and the
anchor for “Return to Fax Listing” directs the MSDS 10 to
the filename “faxlist.html” containing the list of facsimile
messages.

A process for converting a voice message into an HTML
file is illustrated in FIG. 8. The voice message is originally
stored in a VOX format or an AD/PCM format and is
retrieved at step 170. The voice message is then converted
either into an AU format or WAV format in accordance with
the user’s preference, which is stored in memory. Preferably,
the message is preferably in the AD/PCM format originally
and is converted in WAV, but the voice files may alterna-
tively be stored and converted in file formats other than the
ones disclosed, such as RealAudio (RA).

At step 174, the listing of all of the voice messages is then
updated to include a listing of the newly received voice
message and an anchor to the voice message. For instance,
the original voice message may be stored with filename
“l.vox” and is converted into WAV and stored with a
filename “1.wav.” The HTML file “voicelist.htm]” which
contains a list of all voice messages would then have an
anchor to the filename “l.wav” along with identifying
information for the voice message, such as when the mes-
sage was received.

The listing of the voice messages may have additional
anchors or references. For instance, each voice message may
have an anchor directing the MSDS 10 to a file which
contains a short sampling of the message. Thus, when the
user selects this anchor, the user could receive the first 5
seconds of the message or some other predefined number of
seconds. As with the listing of facsimile messages, the
listing of the voice messages also preferably has anchors to
“Save” and “Delete.”

FIG. 9 illustrates a process for converting a data message
into HTML. At step 180, the data file is retrieved from a
database and at step 182 the HTML file containing the list
of data messages is updated to include a listing of the newly
received message along with identifying information. For
instance, the HTML file for the listing “datalist.htm]” would
be updated to include an anchor to a data file “file 1.1” and
would have information such as the time and date that the
data was transmitted, the size of the data file, as well as
additional identifying information.

Because the MSDS 10 can receive messages of various
types, such as a facsimile message, voice message or data
message, the MSDS 10 must be able to determine the type
of message that is being sent over the DID trunk 15. With
reference to FIG. 10, when an incoming call is received, the
MSDS 10 goes off hook at step 200 and starts to generate a
ringing sound. If, at step 202, a facsimile calling tone is
detected, then the ringing sound is stopped at step 204 and
the message is received as a facsimile message at step 206.
Similarly, when a data modem calling tone is detected at step
208, the ringing sound is stopped at step 210 and the
message is identified as a data message at step 212.

If the MSDS 10 detects a DTMF digit at step 214, the
ringing sound is stopped at step 216 and the MSDS 10 then
determines which digit was pressed. When the digitis a “1,”
as determined at step 218, the message is identified as a
facsimile message. The MSDS 10 will thereafter receive and
store the facsimile message in the manner described above
with reference to FIG. 2. If the digit is identified as a “0” at
step 220, the call is identified as an owner’s call and will be
processed in a manner that will be described below with
reference to FIG. 12. As will be apparent, other digits may
cause the MSDS 10 to take additional steps. If any other
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DTMF digit is pressed, at step 224 the MSDS 10 activates
a voice call system, which will be described in more detail
below with reference to FIG. 11.

With step 226, the MSDS 10 will enter a loop continu-
ously checking for a facsimile calling tone, a data modem
calling tone, or for a DTMF digit. If after n rings none of
these tones or digits has been detected, the ringing sound is
stopped at step 228 and the voice call system is activated at
step 224,

With reference to FIG. 11, when a fax calling tone or
modem calling tone is not detected, the voice call system
begins at step 230 by playing a voice greeting. If the greeting
was not interrupted by a DTMF digit as determined at step
232, then the caller is prompted for the voice message al step
234 and, at step 236, the voice message is recorded and
stored in memory. At step 238, the caller is prompted with
a number of options, such as listening to the message, saving
the message, or re-recording the message. Since the selec-
tion of these options with DTMF digits will be apparent to
those skilled in the art, the details of this subroutine or
subroutines will not be described in flurther detail. When the
caller wishes to re-record the message, as determined at step
240, the caller is again prompted for a message at step 234.
If the caller does not wish to re-record the message, the call
is terminated at step 242.

If the voice greeting is interrupted by a DTMF digit, as
determined at step 232, then the MSDS 10 ascertains which
digit has been pressed. At step 244, if the digit is a “0,” the
MSDS 10 detects that the call is an owner’s call. When the
digit is a “1,” the MSDS 10 is informed at step 206 that the
call carries a facsimile message. As discussed above with
reference to FIG. 10, other DTMF digits may cause the
MSDS 10 to take additional steps. If an invalid digit is
pressed, by default at step 248 the routine returns to step 234
of prompting the caller for a message.

It should be understood that the invention is not limited to
the specific interactive voice response system described with
reference to FIG. 11. As discussed above, the invention may
be responsive to DTMF digits other than justa “0” and a “1.”
Further variations or alterations will be apparent to those
skilled in the art.

With reference to FIG. 12, when the call is considered an
owner’s call, the caller is first prompted for the password at
step 250. The password is received at step 252 and, if found
correct at step 254, a set of announcements are played to the
owner. These announcements would preferably inform the
owner of the number of new messages that have been
received, the number of saved messages, the number of
facsimile message, the number of data messages, and the
number of voice messages. Other announcements, of course,
could also be made at this time.

At step 258, the owner then receives a recording of the
owner’s menu with the appropriate DTMF digit for each
option. For instance, the DTMF digit “1” may be associated
with playing a message, the DTMF digit “2” may be
associated with an options menu, and the DTMF digit “*”
may be associated with returning to a previous menu or
terminating the call if no previous menu exists.

A DTMEF digit is detected at step 260 and the appropriate
action is taken based upon the digit received. Thus, if the
digit is determined to be a “1” at step 264, the owner can
play a message at step 266. At step 266, the owner is
preferably greeted with a menu giving the owner the options

of playing or downloading new messages, saved messages,

facsimile messages, data messages, or voice messages. As
should be apparent to those skilled in the art, the owner may
receive one or more menus at step 266 and the owner may
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enter one or more DTMF digits in order to play or download
a particular message.

If, instead, the digit is determined to be a “2” at step 268,
then the owner receives an options menu at step 270. With
the options menu, the owner can enter or change certain
parameters of the MSDS 10. For instance, the owner can
change his or her password, the owner can change the
manner in which facsimile messages are displayed on the
computer 32, the owner can change the image file format
from GIF to another format, the owner can select the file
formats for the voice messages, as well as other options.

If the “*” DTMF digit is received, as determined at step
272, then the owner is returned to a previous menu. The “*”
digit is also used to terminate the call when the owner has
returned to the initial menu. The “*” digit is therefore
upiversally recognized by the MSDS 10 throughout the
various menus as a command for returning to a previous
menu.

1f the owner enters a DTMF digit that is not being used by
the MSDS 10, the owner receives an indication at step 276
that the key is invalid and the owner is then again provided
with the owner’s menu at step 258. When the owner does not
enter a DTMF digit while the owner’s menu is being played,
as determined at step 260, the menu will be replayed n times.
Once the menu has been replayed n times, as determined at
step 262, then the call will be terminated at step 278.

If the password is incorrect, as determined at step 254,
then the MSDS 10 checks whether the user has made more
than “n” attempts at step 280. If “n” attempts have not been
made, then a password incorrect message will be displayed
to the user at step 282 and the user will once again be
prompted for the password at step 250. When the user has
made “n” attempts to enter the correct password, the MSDS
10 will play a failure message to the user at step 284 and then
terminate the call at step 286. The specific number “n” may
be three so that the call is terminated after three failed
attempts.

The owner’s menu may be responsive to an additional
number of DTMF digits and may be structured in other
ways. For instance, separate DTMF digits may direct the
owner to the respective types of messages, such as a
facsimile message, data message, or voice message. Also,
separate DTMF digits may direct the owner to a recording
of new messages or to a recording of saved messages. Other
variations will be apparent to those skilled in the art.

A more detailed diagram of the MSDS 1@ is shown in
FIG. 13. As shown in the figure, a plurality of DID trunks 15
are received by an input/output device 17 and are then sent
to a central processor 3. The number of DID trunks 15 may
be changed to any suitable number that would be necessary
to accommodate the anticipated number of telephone calls
that may be made to the MSDS 10. The input/output device
17 routes a call on one of the DID trunks 15 to an open port
of the central processor 3 and is preferably a DID Interface
Box manufactured by Exacom.

The central processor 3 receives the calls on the DID
trunks 15 and stores the messages in storage 11 in accor-
dance with software 7. Preferably, a separate directory in
storage 11 is established for each user having an account on
the MSDS 10 so that all of the messages for a single user will
be stored in the same directory. It should be understood that
the number of processors within the central processor 3 is
dependent upon the number of DID trunks 15. With a greater
number of DID trunks 15 capable of handling a larger
number of telephone calls, the central processor 3 may
actually comprise a number of computers. The input/output
device 17 would then function to route incoming calls to an
available computer within the central processor 3.
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A more detailed diagram of the central processor 3 is
shown in FIG. 14. The central processor 3 comprises a
telephone line interface 21 for each DID trunk 15. The
telephone interface 21 provides the ringing sounds and other
communication interfacing with the telephone lines. The
signals from the telephone interface 21 are routed to a
pulse/tone decoder 23 and to a digital signal processor
(DSP) 25. The pulse/tone decoder 23 detects the address
signal off of an incoming call and sends the address signal
onto a bus 29 to a microprocessor 27. The DSP performs the
necessary signal processing on the incoming calls and routes
the processed signals to the microprocessor 27.

The microprocessor 27 will then read the address signal
from the pulse/tone decoder 23 and store the message from
the DSP 25 in an appropriate directory in storage 11. As
discussed above, the central processor 3 may comprise a
number of computers or, more precisely, a number of
microprocessors 27 with each microprocessor 27 handling
the calls from a certain number, such as four, DID trunks 15.
The microprocessor 27 may comprise any suitable
microprocessor, but is preferably at least a 486 PC.

In addition to handling incoming calls and storing the
messages in storage 11, the central processor 3 also coor-
dinates the interactive voice response system of the MSDS
10. The software 7 would incorporate the flowcharts of
operations for receiving a message shown in FIG. 3, for
detecting the type of message on an incoming call shown in
FIG. 10, for receiving voice messages shown in FIG. 11, and
for receiving an owner’s call shown in FIG. 12, Based upon
the above-referenced flowcharts and the respective
descriptions, the production of the software 7 is within the
capability of one of ordinary skill in the art and will not be
described in any further detail.

The Internet Server 5 is connected to the central processor

3, such as through a local arca network, and also has access 3

to the storage 11. The Internet Server 5 performs a number
of functions according to software 9. For instance, the
Internet Server § retrieves the data files stored in storage 11
by the central computer 3 and converts the files into the
appropriate HTML files. The converted HTML files are then
stored in storage 11 and may be downloaded to the computer
32 through the Internet 30. The Internet Server 5 also
handles the requests from the computer 32, which might
require the retrieval of files from the storage 11 and possibly
the generation of additional HTML files.

The software 9 for the Internet Server 5 would therefore
incorporate the Howchart of operations for generating
HTML files according 1o user preferences shown in FIG. 4,
for generating requested information from a user shown in
FIG. 5, for converting facsimile messages into HTML
shown in FIG. 6, for converting voice messages into HTML
shown in FIG. 8, and for converting data messages into
HTML shown in FIG. 9. Based upon the abovereferenced
flowcharts and their respective descriptions, the production
of the software 9 is within the capability of one of ordinary
skill in the art and need not be described in any further detail.

Nonetheless, a more detailed block diagram of the Inter-
net Server 5 is shown in FIG. 15. The Internet Server 5 runs
on a suitable operating system (OS) 39, which is preferably
Windows NT. The Internet Server 5 has a number of
application programs 31, such as the ones depicted in the
flowcharts discussed above, for communicating with the
ceniral processor 3 and for accessing data trom storage 11
and also from memory 33.

The memory 33, inter alia, would contain the data indi-
cating the preferences of each user. Thus, for example, when
a facsimile message in the TIFE/F format is retrieved by the
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Internet Server 5, the Internet Server 5 would ascertain from
the data in memory 33 the preferred option of displaying the
facsimile message and would generate the appropriate
HTML files.

All interfacing with the Internet 30 is handled by the
HTTPD 37, which, in the preferred embodiment, is “Enter-
prise Server” from NetScape Communications Corp. Any
requests from users, such as a request for a file, would be
handled by the HTTPD 37, transferred through the CGI 35,
and then received by the application programs 31. The
application programs 31 would then take appropriate actions
according to the request, such as transferring the requested
file through the CGI 35 to the HTTPD 37 and then through
the Internet 30 to the user’s computer 32.

The Internet Server 5 may be connected to a paging
system 13. Upon the arrival of a new message, in addition
to sending an E-mail message to the user’s mailbox, the
Internet Server 13 may also activate the paging system 13 so
that a pager 15 would be activated. In this manner, the user
could receive almost instantaneous notification that a mes-
sage has arrived.

The paging system 13 is preferably one that transmits
alphanumeric characters so that a message may be relayed to
the user’s pager 15. The Internet Server 5 therefore com-
prises a signal processor 41 for generating signals recog-
nized by the paging system 13 and a telephone interface 43.
The signal processor 41 preferably receives information
from the application programs 31 and generates a paging
message in a paging file format, such as XIO/TAP. The
telephone interface 43 would include a modem, an auto-
matic dialer, and other suitable components for communi-
cating with the paging system 13.

The information from the application programs 31 may
simply notify the user of a message or may provide more
detailed information. For instance, with a facsimile message,
the information from the application programs 31 may
comprise CSI information identifying the sender’s telephone
aumber. The user would therefore receive a message on the
pager 15 informing the user that a facsimile message was
received from a specified telephone number. The amount
and type of information that may be sent to the user on the
pager 15 may vary according to the capabilities of the paging
system 13 and may provide a greater or lesser amount of
information than the examples provided.

The Internet Server 5 is not limited to the structure shown
in FIG. 15 but may comprise additional components. For
instance, the HTTPD 37 would be linked to the Internet 30
through some type of interface, such as a modem or router.
The Internet Server § may be connected to the Internet 30
through typical phone lines, ISDN lines, a T1 circuit, a T3
circuit, or in other ways with other technologies as will be
apparent to those skilled in the art.

Furthermore, the Internet Server 5 need not be connected
to the Internet 30 but may be connected to other types of
networks. For instance, the Internet Server §, or more
generally the network Server 5, could be connected to a large
private network, such as one established for a large corpo-
ration. The network Server 5 would operate in the same
manner by converting messages into HTML files, receiving
requests for information from users on the network, and by
transmitting the information to the users.

Also, at least one interface circuit would be located
between the Internet Server 5 and the central processor 3 in
order to provide communication capabilities between the
Internet Server 5 and the central processor 3. This network
interface may be provided within both the Internet Server 5
and the central processor 3 or within only one of the Internet
Server 5 or central processor 3.
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Examples of the Internet Server 5 software layers are
shown in FIGS. 16(A) and 16(B), with FIG. 16(A) repre-
senting the Internet Server 5 in an asynchronous mode of
communication and FIG. 16(B) representing the Internet §
in a synchronous mode of communication. As shown in the
figures, the software 9 for the Internet Server 5 may addi-
tional comprise an Internet Deamon for running the HTTPD
37. The software 9 for the Internet Server 5 would also
include TCP/IP or other transport layers. Moreover, while
the authentication is provided through the HTTPD 37, the
authentication of the user’s password and ID may be supple-
mented or replaced with other ways of authentication.

The term synchronous has been used to refer to a mode of
operation for the MSDS 10 in which the all possible HTML
files for a message are generated at the time the message is
received. The HTML files may be generated by the central
processor 3 or by the application programs 31. When a
request for information is then later received by the HTTPD
37, the information has already been generated and the

HTTPD 37 only needs to retrieve the information from 2

storage 11 and transmit the information to the user’s com-
puter 32. With a synchronous mode of operation, the CGI 35
would be unnecessary.

The MSDS 10 preferably operates according to an asyn-
chronous mode of operation. In an asynchronous mode of
operation, information requested by the user may not be
available and may have to be generated after the request. The
asynchronous mode of operation is preferred since fewer
files are generated, thereby reducing the required amount of
storage 11. Because the information requested by a user may
not be available, some anchors cannot specify the filename,
such as “2.html,” but will instead contain a command for the
file. For instance, an anchor may be defined as <AHREF=
“/faxweb/users/2496801 /viewpage. cgi?FAX_NUM=
1&PAGE=1& VIEW_MODE=FULL"> for causing the CGI
35 to run a viewpage program so that page 1 of facsimile
message 1 will be displayed in a full size image. The CGI 35
will generate the requested information when the informa-
tion has not been generated, otherwise the CGI 35 will
retrieve the information and relay the information to the
HTTPD 37 for transmission to the user.

With the invention, the MSDS 10 can reliably receive
voice, facsimile, and data messages for a plurality of users
and can receive more than one message for a user at a single
time. The messages are stored by the MSDS 10 and can be
retrieved at the user’s convenience at any time by connect-
ing to the Internet 30. The lnternet World Wide Web 30 is a
constantly expanding network that permits the user to
retrieve the messages at virtually any location in the world.
Since the user only needs to incur a local charge for
connecting to the Internet 30, the user can retrieve or review
messages at a relatively low cost.

Even for the user’s at the office or at home, the MSDS 10
provides a great number of benefits. The user would not need
a facsimile machine, voice mail system, or a machine
dedicated for receiving data messages. The user also need
not worry about losing part of the message or violating the
confidential nature of the messages. The user, of course, can
still have a facsimile machine and dedicated computer for
data messages. The MSDS 10, however, will permit the user
to use the telephone company’s “call forwarding” feature so
that messages may be transferred to the MSDS 10 at the
user’s convenience, such as when the user is away from the
office.

The software 7 and software 9 are not limited to the exact
forms of the flowcharts shown but may be varied to suit the
particular hardware embodied by the invention. The sofi-
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ware may comprise additional processes not shown or may
combine one or more of the processes shown into a single
process. Further, the software 7 and 9 may be executed by
a single computer, such as a Silicon Graphics Workstation,
or may be executed by a larger number of computers.

The facsimile messages preferably undergo signal pro-
cessing so that the images of the facsimile messages are
converted from a two tone black or white image into an
image with a varying gray scale. As is known in the art, a
gray scale image of a facsimile message provides a better
image than simply a black or white image of the message.
The signal processing may comprise any suitable standard
contrast curve method of processing, such as anti-aliasing or
a smoothing filter. The signal processing may occur concur-
rently with the conversion from TIFF/F to GIF and is
preferably performed for both full and reduced size images
of the facsimile messages.

Furthermore, the user may be provided with a greater or
fewer number of options in displaying or retrieving mes-
sages. The options are not limited to the exact forms
provided but may permit the user to review or retrieve the
messages in other formats. The options may also permit a
user to join two or messages into a single message, to delete
portions of a message, or to otherwise the contents of the
messages. Also, the various menus provided to the user over
the telephone may have a greater number of options and the
MSDS 10 may accept responses that involve more than just
a single DTMF digit.

The specific DTMF digits disclosed in the various menus
are only examples and, as will be apparent to those skilled
in the art, other digits may be used in their place. For
instance, a “9” may be used in the place of a “*” in order to
exit the menu or to return to a previous menu. Also, the
DTMF digits may be changed in accordance with the user’s
personal convention. If the user had a previous voice mail
system, the user could customize the commands to corre-
spond with the commands used in the previous system in
order to provide a smooth transition to the MSDS 10.

The MSDS 10 may restrict a user to only certain types of
messages. For instance, a user may want the MSDS 10 to
store only facsimile messages in order to reduce costs of
using the MSDS 10. In such a situation, the MSDS 10 would
perform an additional step of checking that the type of
message received for a user is a type of message that the
MSDS 10 is authorized to receive on the user’s behalf. When
the message is an unauthorized type of message, the MSDS
10 may ignore the message entirely or the MSDS 10 may
inform the user that someone attempted to send a message
to the MSDS 10.

Moreover, the MSDS 10 has been described as having the
central processor 3 for handling incoming calls and the
Internet Server 10 for interfacing with the Internet 30. The
invention may be practiced in various ways other than with
two separate processors. For instance, the central processor
3 and the Internet Server 5 may comprise a single computer
or workstation for handling the incoming calls and for
interfacing with the Internet 30. The MSDS 10 may convert
the messages into HTML files prior to storing the messages.
Also, the central processor 3 may communicate with the
paging system 13 instead of the Internet Server 5.
Additionally, as discussed above, the central processor 3
may comprise a number of microprocessors 27 for handling
a large number of DID trunks.

The invention has been described as converting the mes-

5 sages into HTML and transmitting the HTML files over the

Internet 30 to the computer 32. The HTML format, however,
is only the currently preferred format for exchanging infor-
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mation on the Internet 30 and is actually only one type of a
Standard Generalized Mark-Up Language. The invention is
therefore not limited to the HTML format but may be
practiced with any type of mixed media page layout lan-
guage that can be used to exchange information on the
Internet 30.

SGML is not limited to any specific standard but encom-
passes numerous dialects and variations in languages. One
example of an SGML dialect is virtual reality mark-up
language (VRML) which is used to deliver three dimen-
sional inages through the Internet. As another example, the
computer 32 for accessing the MSDS 10 through the Internet
30 may comprise a handheld device. A handheld device is
generally characterized by a small display size, limited input
capabilities, limited bandwidth, and limited resources, such
as limited amount of memory, processing power, or perma-
nent storage. In view of these limited capabilities, a hand-
held device markup language (HDML) has been proposed to
provide easy access to the Internet 30 for handheld devices.
The SGML. information transmitted by the MSDS 10 to the
computer 32 may therefore comprise HDML information
suitable for a handheld device or may comprise VRML.

As another example, Extensible Mark-Up Language
(XML) is an abbreviated version of SGML, which makes it
easier to define document types and makes it easier for
programmers (o write programs to handle them. XML omits
some more complex and some less-used parts of the stan-
dard SGML in return for the benefits of being easier to write
applications for, casier to understand, and more suited to
delivery and inter-operability over the Web. Because XML
is nonetheless a dialect of SGML, the MSDS 10 therefore
encompasses the translation of facsimile, voice, and data
messages into XML, including all of its dialects and
variations, and the delivery of these messages to computers
32 through the Internet 30.

As a further example, the MSDS 10 encompasses the use
of *dynamic HTML.”“Dynamic HTML” is a term that has
been used to describe the combination of HTML, style
sheets, and scripts that allows documents to be animated.
The Document Object Model (DOM) is a platform-neutral
and language neutral interface allowing dynamic access and
updating of content, structure, and style of documents. The
MSDS 10 may therefore include the use of the DOM and
dynamic HTML to deliver dynamic content to the computer
32 through the Internet 30.

The MSDS 10 is also not limited to any particular version
or standard of HTTP and thus not to any particular hyper-
text transfer protocol deamon 37. In general, HT'TP is a data
access protocol run over TCP and is the basis of the World
Wide Web. HTTP began as a generic request-response
protocol, designed to accommodate a variety of applications
ranging from document exchange and management to
searching and forms processing. Through the development
of HTTP, the request for extensions and new features to
HTTP has exploded; such extensions range from caching,
distributed authoring and content negotiation to various
remote procedure call mechanisms. By not having a modu-
larized architecture, the price of new features has been an
overly complex and incomprehensible protocol. For
instance, a Protocol Extension Protocol (PEP) is an exten-
sion mechanism for HTTP designed to address the tension
between private agreement and public specification and to
accommodate extension of HTTP clients and servers by
software components. Multiplexing Protocol (MUX) is
another extension that introduces asynchronous messaging
support at a layer below HTTP. As a result of these draw-
backs of HTTP, a new version of HTTP, namely HTTP-NG,
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has been proposed and its purpose is to provide a new
architecture for the HTTP protocol based on a simple,
extensible distributed object-oriented model. HTTP-NG, for
instance, provides support for commercial transactions
including enhanced security and support for on-line pay-
ments. Another version of HTTP, namely S-HTTP, provides
secure messaging. The MSDS 10 and the HTTPD 37 may
incorporate these versions or other versions of HTTP.

In addition to different versions of HTTP, the HTTPD 37
of the MSDS 10 may operate with other implementations of
HTTP. For instance, the W3C’s has an implementation of
HTTP called “Jigsaw.” Jigsaw is an HTTP server entirely
written in Java and provides benefits in terms of portability,
extensibility, and efficiency. The MSDS 10 may employ
Jigsaw or other implementations of HTTP.

With regard to the transmission of messages to the user’s
computer 32, the MSDS 10 permits the user to sample the
voice message or to preview the facsimile message without
requiring the MSDS 10 to transmit the entire message to the
computer 32. This sampling ability is a significant benefit
since the transmission of the entire message would fre-
quently tie up the computer 32 for a rather long period of
time. Thus, with the preview or sample feature, the user can
determine whether the user needs the message trapsmitted to
the computer 32.

If the user does decide that the entire message needs to be
transmitted, as stated above, the user’s computer 32 might
be receiving the message for a relatively long period of time.
After the entire message has been received, the user then has
the options of viewing, listening, retrieving, or saving the
message. As an alternative, the user’s computer may instead
indicate the contents of the message to the user as the
message is being received.

For instance, with a voice message, the user’s computer
32 could send the message to an audio speaker as the
message is being received. In this manner, the message
would be played in real time and the user would not need to
wait until the entire message is received before listening to
the message. In order to play the messages in real time, the
messages are preferably in the RealAudio (RA) format,
which the user can select as the preferred file format for
voice messages.

In operation, the MSDS 10 would transmit an HTML file
containing an RA file. If the user selects the RA file with the
browser on the computer 32, the browser will activate a
program for use with RA files. The operations and function-
ing of this program will be apparent to those skilled in the
art and will be available as a separate software package or
will be incorporated within a browser program. The RA
program will request the RA data file containing the message
from the MSDS 10 and, as the RA file is being received at
the computer 32, this program will play the message in real
time.

The MSDS 10 and the user’s computer 32 could also be
arranged so that each page or even line of a facsimile
message could be displayed as the computer 32 receives the
facsimile message. Further, although the transmission of a
data message is relatively fast in comparison to a voice or
facsimile message, the computer 32 could also be pro-
grammed to permit access to the data message as the
message is being received.

The invention has been described as storing and trans-
mitting voice messages. It should be understood that the
voice message would probably be the most often type of
audio message stored at the MSDS 10. The invention,
however, may be used with any type of audio message and
is in no way limited to just voice messages.
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According to another aspect of the invention, the MSDS
10 may be used as a file repository serving as an archive for
a particular user or group of users. As described above, the
MSDS 10 may maintain a list of all messages for a particular
user which is displayed to the user when the user access his
or her mailbox. The MSDS 10 may store all messages,
whether they are voice, facsimile, or data, for a user in the
database indefinitely. The MSDS 10 may therefore be relied
upon by a user to establish the authenticity of a message and
the existence or absence of a particular message. Through
the MSDS 10, a user can therefore maintain an accurate
record of all received email messages, facsimile messages,
and data transfers.

In addition to serving as a file depository, the MSDS 10
may also function as a document management tool. As
described above with reference to FIG. 2, when the MSDS
10 receives a message, the MSDS 10 updates a database
with information on the message. This information includes
the type of message, whether it is a facsimile message, voice
message, or data message, the time and date at which the
message was received, the size of the file, such as in bytes,
the telephone number of the caller leaving the message, as
well as other information, such as the number of pages of a
facsimile message. Because the telephone number called is

unique for each user, the information also includes the :

intended recipient of the message.

An example of a data entry 300 in storage 11 for a
message is shown in FIG. 17. The data entry 300 represents
the entry for just a single message with each message having
a separate data entry 300. Preferably, the data entries 300 are
stored in a relational database and may be searched through
a structured query language (SQL).

As shown in FIG. 17, the data field 300 for a message may
comprise numerous data fields for describing the message.
One of these data fields may comprise a field 301 for
indicating the name of the person receiving the message. As
will be appreciated by those skilled in the art, the person may
be identified in numerous ways, such as by a portion of the
person’s name or by a unique number. Another field 302 in
the data entry 300 indicates the type of the document, such
as whether the document is a facsimile message, voice
message, or data transfer, and fields 303 and 304 respec-
tively indicate the date and time that the message was
received by the MSDS 10. The telephone number of the
caller is indicated in field 305 while the size of the message,
which may be measured in bytes, is indicated in field 306
and the number of pages of the message is indicated in field
307. A document number for uniquely identifying the mes-
sage is indicated in field 308. As discussed above, the files
or messages received for a particular user may be numbered
sequentially in the order that they are received by the MSDS
10. The files and messages, however, may be numbered or
identified in other ways, such as by a combination of
numbers with an identifier for the date when the message

was received. Also, the documents number or identifier may 3

be unique for cach file or message directed to a user or,
alternatively, may be unique for each file or message
directed to a plurality of users, which is advantageous when
the MSDS 10 tracks documents for an entire company or
other group of users.

In addition to fields 301 to 308, the data cntry 300 for a
message or file may have other fields 309 for describing or
documenting the message or file. The other fields 309, for
instance, may be used to identify the type of storage that a
message should receive. The messages or files may have
different lengths of time that the message is stored before
being automatically deleted. The type of storage, such as
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whether the full text of the message is stored, may also be
indicated by field 309. Another example of a trait that may
be contained within the other field 309 is security. At times,
a user may desire and may be granted access to another
person’s mailbox, such when the MSDS 10 tracks docu-
ments for an entire company. By designating a message or
file as secure in field 309, a user may restrict or deny access
to that message or file by other users. The other fields 309
may also be used by a user to customize the MSDS 10
according to his or her own desires. For instance, if the user
is a company, the company may want to classify messages
according to the division at which the message is directed,
such as one code for marketing, one for sales, one for
engineering, and one for legal.

As another example of a use of one of the other fields 309,
a user can input notes in the other field 309. When a user
initially receives a data entry 300, the entry 300, for
instance, may include data in all fields 301 to 308 except
field 309, which has been left blank. The user can then input
his or her notes in the other field. An initial data entry 300
may include the field 305 for the caller’s telephone number
which contains the digits for the calling number. The user,
however, may not readily recognize the caller from just
reading the telephone number listed in field 305. To more
clearly indicate the caller, the user may input notes in field
309 to identify the caller’s name. Alternatively, the notes in
field 309 may reflect part or all of the contents of the
message. The user may receive a large document or message
and may input a brief description of the document or
message in the field 309. As another example, the recipient
of the message may read the message or document and
discover that the caller is requesting some service or goods
from the recipient, such as a request for certain documents
or delivery of a certain quantity of goods. The recipient may
read the document or message and place somes notes in the
field 309 to indicate the type of follow-up service or action
that needs to be taken. An assistant to the recipient can then
view the notes in field 309 and take appropriate steps to
ensure that the requested service or goods are delivered. If
the data entry is security protected, one of the other fields
309, as discussed above, may grant the assistant limited
access to just the field 309 or may grant more expansive
access whereby the assistant can view fields 301 to 309 as
well as the actual document or message. The fields 309 may

5 serve various other purposes, as will be apparent to those

skilled in the art.

FIG. 18 illustrates a process 320 for using the MSDS 10
for document management purposes. With reference to FIG.
18, a user sends a search request to the MSDS 10 for a
particular document or set of documents at step 321. The
user may issue this request with the computer 32 by clicking
on a link, such as a link to “Search Documents,” which may
be presented to the user by the MSDS 10 after the user has
been granted accesses to his or her mailbox at step 72 shown
in FIG. 3. The MSDS 10 may present the user with the
option to search the document archives at other times, such
as when the user first attempts to access the mailbox at step
62, or when the URL received by the HTTPD 37 from
computer 32 points toward the document archives.

In response to this request, the HTTPD 37 sends the user
a search query form at step 322 to allow the user to define
a desired search. An example of a search query form is
shown in FIG. 19. The scarch query form may include an
entry for cach of the data ficlds 301 to 309 in the data entry
300. For instance, the user may input one or more names for
a recipient and have the MSDS 10 search for all messages
or files directed to just those recipients. The user may also
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indicate the type of document, such as whether it is a
facsimile, voice message or data file. The search query form
also has entries for the date or time, which preferably accept
ranges of times and dates, and an entry for the telephone
number of the caller to the MSDS 10. The search query form
may also include an entry for the size of the file or for the
number of pages, which is relevant if the message is a
facsimile message. The search query form may also include
an entry for the document number, which may accept a range
of document numbers, and also an entry for another field.

At step 323, the user enters the search parameters in the
search query form with computer 32 and returns the infor-
mation to the MSDS 10 through the Internet 30. The user
may define the search about any one data field or may define
the search about a combination of two or more data fields.
For instance, as reflected in the completed search query form
shown in FIG. 20, a user may define a search by designating
the document type as a facsimile and the calling number as
(404) 249-6801. Once the user has finished defining the

search, the user then selects the “SEARCH?” link shown at

the bottom of the screen whereby the user’s computer 32
would send the completed search query form through the
Internet 30 to the HTTPD 37 of the MSDS 10.

At step 324, the HTTPD 37 receives the completed search
query form and, through CGI 35, invokes one or more of the
application programs 31 for performing the desired search
for any files or messages falling within the parameters of the
search. The results of the search are passed from the appli-
cation programs 31 through the CGI 35 to the HTTPD 37
and, at step 325, are returned to the user through the Internet
37. Preferably, the MSDS 10 returns the search results in the
form of a listing of all files or messages contained within the
search parameters, although the MSDS 10 may return the
results in other ways.

An example of the search results of the query shown in
FIG. 20 is shown in FIG. 21. As discussed above, the
parameters of the search were all facsimile messages from
telephone is number (404) 249-6081. With reference to FIG.
21, this query resulted in three messages being discovered.
The first document has a document number 11 and is
described as being a facsimile from the designated telephone
number to Jane Doe on May 31, 1995, and consists of three
pages. This first-listed document is an example of the
facsimile shown in FIG. 7. The other two documents respec-
tively correspond to document numbers 243 and 1,002 and
are also from the designated telephone number.

At step 326, the user selects the desired file or message
from the listing of messages and files. For instance, by
clicking on the first listed document, namely document
number 11, the computer 32 sends a request to the MSDS 10
for a viewing of that document and, in response, the MSDS
10 provides a viewing of the document according to the user
defined preferences. As described above, the user may
receive a reduced size image of the first page, a full size
image of the first page, reduced size images of all pages, or
full size images of all pages of the facsimile message. Thus,
if the user selected the fourth display option as the user
defined preference, the MSDS 10 would return an image of
the first page of the facsimile, such as the one depicted in
FIG. 7.

At step 326, the user may also have the MSDS 10 save the
search results. For instance, as shown in FIG. 21, the user
may input the name of “CHARLES R. BOBO FACSIMI-
LES” as the name for the scarch. By clicking on the “SAVE
SEARCH AS” link, the name of the scarch is provided from
the computer 32 to the MSDS 10. At the MSDS 10, the
HTTPD 37 transfers the information from the computer 32
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to the CGI 35 and the CGI 35 is invokes an application
program 31 to store the results of the search in storage 11
under the designated name. The invoked application pro-
gram 31 preferably does not store the contents of all mes-
sages but rather stores a listing of the search results in the
storage 11.

The results of a search may be stored in storage 11 as
cither a closed search or an open search. If the MSDS 10
saves the results of a search as an open search, then the files
or messages in that named search may be updated with
recent files or messages falling within the particular search
parameters for the search. On the other hand, a closed search
is one in which the files or messages in the named search are
limited to those existing at the time of the search. For
example, if the MSDS 10 saved the search results shown in
FIG. 21 as a closed search, then any retrieval of the
“CHARLES R. BOBO FACSIMILES” would result in only
the three listed documents. If, on the other hand, the search
named as the “CHARLES R. BOBO FACSIMILES” was
saved by the MSDS 10 as an open search, then the MSDS
10 would reactivate the search query shown in FIG. 20 in
response to a request by the computer 32 for that search in
order to obtain all facsimile messages from that particular
telephone number, including those received after the initial
saving of the search results.

With reference to FIG. 19, rather than defining a new
search, the user may click on the “STORED SEARCHES”
link in order to receive the results of a previously performed
search. For example, by clicking on this link, the MSDS 10
may return a listing of searches stored for that particular
user, such as the searches shown in FIG. 22. As shown in this
figure, the “CHARLES R. BOBO FACSIMILES” is
included within the list of stored searches. If the user then
selected the “CHARLES R. BOBO FACSIMILES” search,
the user may then be presented with the listing of facsimiles
shown in FIG. 21, possibly including recent additions to the
scarch group.

With reference to FIG. 19, the MSDS 10 may also provide
a user with a link to “RECENT FILES” at step 322. By
selecting this link, the MSDS 10 may return a listing of all
facsimile, voice, and data messages received with a particu-
lar period of time, such as the last month. By placing the
“RECENT FILES” link on the search query form rather than
in the listing of “STORED SEARCHES,” the user can
quickly turn to the most recent files and messages. The
search query form may contain other such easy-access links,
such as a link to the last search performed by the MSDS 10
on behalf of the user.

The messages or files received by the MSDS 10 need not
arrive from a third party. In other words, the MSDS 10 may
be used as a file repository or as a file manager for docu-
ments generated by the user itself. The user may call the
designated telephone number for receiving messages and
transmit voice messages, data messages, or facsimile mes-
sages and have the MSDS 10 document the receipt and
content of these messages. A user may easily use a facsimile
machine as a scanner for entering documents into the storage
11 of the MSDS 10.

The MSDS 10 may have applications in addition to those
discussed-above with regard to serving as a message
deliverer, file repository, and file manager. For instance, the
MSDS 10 may perform some additional processing on the
incoming calls prior to forwarding them to the user. For
voice messages, this processing may involve transcribing
the message and then returning the transcribed messages to
the user. The MSDS 10 may therefore be viewed as offering
secretarial assistance which may be invaluable to small
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companies or individuals who cannot afford a secretary or
even to larger businesses who may need some over-flow
assistance. The transcription may be provided by individuals
located in any part of the world or may be performed
automatically by a speech-to-text recognition software, such
as VoiceType from IBM.

Another type of processing that the MSDS 10 may
provide is translation services. The incoming call, whether it
is a voice, facsimile, or data message, can be converted into
SGML and then forwarded first to a translator. Given the
reach of the Internet, the translator may be located virtually
anywhere in the world and can return the translated docu-
ment via the Internet to the MSDS 10. The MSDS 10 can
notify the user that the trapslation has been completed
through email, voice mail, pager, facsimile, or in other ways.
The user would then connect to the Internet and retrieve the
translated document. The translation services of the MSDS
10 may also provide transcription of the message, such as
with speech-to-text recognition software.

The foregoing description of the preferred embodiments

of the invention have been presented only for the purposes

of illustration and description. It is not intended to be
exhaustive or to limit the invention to the precise form
disclosed. Many modifications and variations are possible in
light of the above teaching.

The embodiments were chosen and described in order to

explain the principles of the invention and their practical
application o as to enable others skilled in the art to utilize
the invention and various embodiments and with various
modifications as are suited to the particular use contem-
plated. It is intended that the scope of the invention only be
limited by the claims appended hereto.

I claim:

1. A system for receiving and storing a message signal
directed to an intended recipient and for relaying the mes-
sage signal to a computer, comprising:

a telephone interface for receiving an incoming call from

a public switched telephone network, the incoming call
including the message signal;

a central processor for receiving the message signal from
the telephone interface and for storing the message
signal in a storage medium;

a hyper-text transfer protocol deamon for receiving a
request for the message signal from the computer and
for forwarding the request to a network server, the
request from the computer being formatted in a hyper-
text transier protocol; and

the network server, in response to receiving the request
from the hyper-text transfer protocol deamon, forward-
ing at least a part of the message signal to the hyper-text
transfer protocol deamon;

wherein the hyper-text transfer protocol deamon transmits
at least part of the message signal to the computer.

2. The system as set forth in claim 1, wherein the network
server converts the message signal from a first file format
into a standard generalized mark-up language.

3. The system as set forth in claim 1, wherein the central
processor converts the message signal from a first file format
into a standard generalized mark-up language.

4. The system as set forth in claim 1, wherein the
hyper-text transfer protocol deamon transmits the message
in a hyper-text mark-up language.

5. The system as set forth in claim 1, wherein the
hyper-text transfer protocol deamon transmits the message
in a hand-held device mark-up language.

6. The system as set forth in claim 1, wherein the
hyper-text transfer protocol deamon transmits the message
in an extensible mark-up language.
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7. The system as sct forth in claim 1, wherein the
hyper-text transfer protocol deamon transmits the message
in a virtual reality mark-up language.

8. The system as set forth in claim 1, wherein the
hyper-text transfer protocol deamon receives the request
from the computer through the Internet.

9. The system as set forth in claim 1, wherein the
hyper-text transfer protocol deamon reccives the request
from the computer through an intranet.

10. The system as set forth in claim 1, wherein the
telephone interface receives an address signal as part of the
incoming call and the central processor stores the message
signal in a directory associated with that address signal.

11. The system as set forth in claim 1, wherein the
message signal comprises a facsimile transmission.

12. The system as set forth in claim 1, wherein the
message signal comprises a voice message.

13. The system as set forth in claim 1, wherein the
message signal comprises a data file.

14. The system as set forth in claim 1, wherein the request
sent from the computer to the hyper-text transfer protocol
deamon comprises a search query specifying at least one
search parameter for a desired search, the hyper-text transfer
protocol deamon transfers the search query to the network
server, the network server performs the desired search by
identifying all message signals satisfying the at least one
search parameter, and the hyper-text transfer protocol dea-
mon sends results of the desired search to the computer.

15. The system as set forth in claim 14, wherein the
central processor stores a data entry for cach message signal.

16. The system as set forth in claim 15, wherein the data
entry comprises a plurality of flelds for identifying the
message signal.

17. The system as set forth in claim 15, wherein the
central processor stores the data entry in a relational data-
base.

18. The system as set forth in claim 14, wherein the
central processor returns a listing of all message signals
contained within the desired search to the hyper-text transfer
protocol deamon and the hyper-text transfer protocol dea-
mon sends the list to the computer.

19. A method for receiving and storing a message signal
directed to an intended recipient and for relaying the mes-
sage signal to a computer, comprising the steps of:

receiving an incoming call from a public switched tele-

phone network, the incoming call including the mes-
sage signal;
storing the message signal in a storage medium;
receiving, at a hyper-text transfer protocol deamon, a
request for the message signal from the computer and
forwarding the request to a network server;

forwarding at least a part of the message signal from the
network server to the hyper-text transfer protocol dea-
mon; and

transmitting at least part of the message signal from the

hyper-text transfer protocol deamon to the computer.

20. The method as set forth in claim 19, further compris-
ing a step of converting the request from a first file format
into a standard generalized mark-up language.

21. The method as set forth in claim 19, wherein the step
of receiving the request comprises a step of receiving the
request in a standard generalized mark-up language.

22. The method as set forth in claim 19, wherein the step
of receiving the request comprises a step of receiving the
request in a hyper-text mark-up language.

23. The method as set forth in claim 19, where in the step
of receiving the request comprises a step of receiving the
request in a hand-held mark-up language.
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24. The method as set forth in claim 19, wherein the step
of receiving the request comprises a step of receiving the
request in an extensible mark-up language.

25. The method as set forth in claim 19, wherein the step
of receiving the request comprises a step of receiving the
request in a virtual reality mark-up language.

26. The method as set forth in claim 19, wherein the step
of receiving the call comprises a step of receiving a facsimile
transmission.

27. The method as set forth in claim 19, wherein the step
of receiving the call comprises a step of receiving a voice
message.

28. The method as set forth in claim 19, wherein the step
of receiving the call comprises a step of receiving a data file.

29. The method as set forth in claim 19, wherein the step
of receiving the request comprises a step of receiving the
request through the Internet.

30. The method as set forth in claim 19, wherein the step
of receiving the request comprises a step of receiving the
request through an intranet.

31. The method as set forth in claim 19, wherein the step
of receiving the request comprises a step of receiving a
search query from the computer with the search query
specifying at least one search parameter for a desired search
and the method further comprises the steps of performing
the desired search through the storage and returning results
of the desired search to the computer.
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32. The method as set forth in claim 31, further compris-
ing a step of storing a data entry in the storage for each
message signal received.

33. The method as set forth in claim 31, wherein the step
of returning the results comprises a step of returning a listing
of all message signals contained within the desired search.

34. The method as set forth in claim 31, further compris-
ing a step of saving the results of the desired search in the
storage.

35. A computer-readable medium for storing software for
use in storing and delivering a2 message signal, the software
for use in performing the steps of:

receiving an incoming call from a public switched tele-

phone network, the incoming call including the mes-
sage signal;
storing the message signal in a storage medium;
receiving, at a hyper-text transfer protocol deamon, a
request for the message signal from the computer and
forwarding the request to a network server;

forwarding at least a part of the message signal from the
network server to the hyper-text transfer protocol dea-
mon; and

transmitting at least part of the message signal from the

hyper-text transfer protocol deamon to the computer.

* * L S
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REEXAMINATION CERTIFICATE
ISSUED UNDER 35 U.S.C. 307

THE PATENT IS HEREBY AMENDED AS
INDICATED BELOW.

Matter enclosed in heavy brackets [ ] appeared in the
patent, but has been deleted and is no longer a part of the
patent; matter printed in italics indicates additions made
to the patent.

AS A RESULT OF REEXAMINATION, IT HAS BEEN
DETERMINED THAT:

Claims 1-35 are cancelled.

New claims 3657 are added and determined to be patent-
able.

36. A system for receiving and storing a message signal
directed to an intended recipient and for relaying the mes-
sage signal to a computer, comprising:

a telephone interface for receiving an incoming call from
a public switched telephone network, the incoming call
including the message signal;

a central processor for receiving the message signal from
the telephone interface and for storing the message sig-
nal in a storage medium;

a hyper-text transfer protocol deamon for receiving a
request for the message signal from the computer and
Jor forwarding the request to a network server, the
request from the computer being formatted in a hyper-
text transfer protocol; and

the network server, in response to receiving the request
from the hyper-text transfer protocol deamon, forward-
ing at least a part of the message signal to the hyper-
text transfer protocol deamon;

wherein the hyper-text transfer protocol deamon transmit
at least part of the message signal to the computer;

wherein the message signal is addressed to the intended
recipient and the computer is associated with the
intended recipient;

wherein the hyper-text transfer protocol deamon further
receives an access request from a hyper-text browser
executing on the computer, via a packet switched data
network, in accordance with the hyper-text transfer
protocol;

wherein the access request contains an application layer
address associated with the network server;

wherein the access request is indicative of a request by the
intended recipient to gain access to a user-specific mes-
sage storage area of the storage medium associated
with the intended recipient;

wherein the message signal is stored in the user-specific
message storage area;

wherein the computer is an end-user client computer;

wherein, in response to the access request, the network
server transmits to the computer, via the hyper-text
transfer protocol deamon and the packet switched data

network, a user interface expressed as a sequence of

markup language instructions; and

wherein the user interface provides one or more links to
respective messages stored in the user-specific message
storage area.
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37. The system as set forth in claim 36, wherein:

in response to the markup language instructions, the
hyper-text browser generates the user interface on a
display associated with the computer;

the one or more links includes a particular link associated
with the message signal; and

in response to the particular link being selected by the end
user via the user interface, the request for the message
signal is coupled, using the hypertext transfer protocol,
via the packet switched data network, to the hyper-text
transfer protocol deamon.

38. The system as set forth in claim 37, wherein the
markup language instructions are described using a hyper-
text markup language (HTML).

39. The system as set forth in claim 37, wherein the
markup language instructions are described using a particu-
lar dialect of a standard generalized markup language.

40. The system as set forth in claim 37, wherein the access
request comprises a password and the user interface is sent
in response to the password being verified to match a stored

password associated with the intended recipient.

41. The system as set forth in claim 37, wherein the user
interface further provides an indication of the total number
of messages stoved in the user-specific message storage
area.

42. The system as set forth in claim 37, wherein the user
interface further provides an indication of the total number
of new messages stored in the user-specific message storage
area, and an indication of the total number of saved mes-
sages stored in the user-specific message storage area.

43. A method for receiving and storing a message signal
directed to an intended recipient and for relaying the mes-
sage signal to a computer, comprising the steps of:

receiving an incoming call from a public switched tele-

phone network, the incoming call including the mes-
sage signal;
Storing the message signal in a storage medium;
receiving, al a hyper-text transfer protocol deamon, a
request for the message signal from the computer and
Jorwarding the request to a network server;
Sorwarding at least a part of the message signal from the
network server to the hyper-text transfer protocol dea-
mon; and
transmitting at least part of the message signal from the
hyper-text transfer protocol deamon to the computer;

wherein the message signal is addressed to the intended
recipient and the computer is associated with the
intended recipient;

wherein the hyper-text transfer protocol deamon further

receives an access request from a hyper-text browser
executing on the computer, via a packet switched data
network, in accordance with the hyper-text transfer
protocol;

wherein the access request contains an application layer

address associated with the network server;

wherein the access request is indicative of a request by the

intended recipient to gain access to a user-specific mes-
sage storage area of the storage medium associated
with the intended recipient;

wherein the message signal is stored in the user-specific

message storage area;

wherein the computer is an end-user client computer;

wherein, in response to the access request, the network

server transmits to the computer, via the hyper-text
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transfer protocol deamon and the packet switched data

network, a user interface expressed as a sequence of

markup language instructions; and

wherein the user interface provides one or more links to
respective messages stored in the user-specific message
storage area.

44. The method as set forth in claim 43, wherein:

in response to the markup language instructions, the

hyper-text browser generates the user interface on a
display associated with the computer;

the one or more links includes a particular link associated

with the message signal; and

in response to the particular link being selected by the end

user via the user interface, the request for the message
signal is coupled, using the hypertext transfer protocol,
via the packet switched data network, to the hyper-text
transfer protocol deamon.

45. The method as set forth in claim 44, wherein the
markup language instructions are described using a hyper-
text markup language (HTML).

46. The method as set forth in claim 44, wherein the
markup language instructions are described using a particu-
lar dialect of a standard generalized markup language.

47. The method as set forth in claim 44, wherein the
access request comprises a password and the user interface
is sent in response to the password being verified to match a
stored password associated with the intended recipient.

48. The method as set forth in claim 44, wherein the user

interface further provides an indication of the total number -

of messages stored in the user-specific message storage
area.

49. The method as set forth in claim 44, wherein the user
interface further provides an indication of the total number
of new messages stored in the user-specific message storage
area, and an indication of the total number of saved mes-
sages stored in the user-specific message storage area.

50. A system for receiving and storing a message signal
directed to an intended recipient and for relaying the mes-
sage signal to a computer, comprising:

a telephone interface for receiving an incoming call from

a public switched telephone network, the incoming call
including the message signal;

a central processor for receiving the message signal from
the telephone interface and for storing the message sig-
ral in a storage medium;

a server-implemented function that generates one or more
tagged markup language commands that define at least
a portion of a mailbox user interface;

a hyper-text transfer protocol deamon for receiving a
request for the message signal from the computer and
Jfor forwarding the request to a network server, the
request from the computer being formatted in a hyper-
text transfer protocol; and

the network server, in response to receiving the request
JSrom the hyper-text transfer protocol deamon, forward-
ing at least a part of the message signal to the hyper-
text transfer protocol deamon;
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wherein the hyper-text transfer protocol deamon trans-
mits at least part of the message signal to the computer;

wherein the message signal is addressed to the intended
recipient and the computer is associated with the
intended recipient;

wherein the hyper-text transfer protocol deamon further

receives an access request from a hyper-text browser
execuling on the computer, via a packet switched data
network, in accordance with the hyper-text transfer
protocol;

wherein the access request contains an application layer

address associated with the network server;

wherein the access request is indicative of a request by the

intended recipient to gain access to a user-specific mes-
sage storage area of the storage medium associated
with the intended recipient;

wherein the message signal is stored in the user-specific

message storage area;
wherein the computer is an end-user client computer,
wherein at least one of the tagged markup language com-
mands includes a reference to the message signal;

wherein the mailbox user interface is rendered in accor-
dance with the tagged markup language commands and
displayed on a display associated with the end-user
client computer; and

wherein the mailbox user interface includes a listing of

messages in the user-specific message storage area, to
include the message signal.

51. The system as set forth in claim 50 wherein the tagged
markup language commands conform with a hypertext
markup language (HTML).

52. The system as set forth in claim 50 wherein the tagged
markup language commands conform with a handheld
device markup language (HTML).

53. The system as set forth in claim 50 wherein the tagged
markup language commands conform with a dialect of an
extensible markup language (XML).

54. The system as set forth in claim 50 further comprising:

a user option; and

the server-implemented function generating, in accor-

dance with the user option, at least one of the one or
more tagged markup language commands.

55. The system as set forth in claim 50 wherein the end-
user client computer is configured to play back the least a
part of the message signal forwarded thereto by the hyper-
text transfer protocol deamon, and no part of the message
signal is played back using a telephone.

56. The system as set forth in claim 50 wherein the one or
more tagged markup language commands cause to be dis-
played to the user a total listing of all messages in the mail-
box to include the message signal.

57. The system as set forth in claim 50 wherein one or
more tagged markup language commands cause to be dis-
played to the user a total number of messages in the user’s
mailbox.
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METHOD AND APPARATUS FOR
TRANSMISSION AND RETRIEVAL OF
FACSIMILE AND AUDIO MESSAGES OVER
A CIRCUIT OR PACKET SWITCHED
NETWORK

BACKGROUND OF THE INVENTION

1. Field of the Invention

‘The present invention relates to the field of message
receipt/transmission and delivery using computer networks.
Specifically, the present invention relates to the subject of
facsimile and voice transmission and retrieval over circuit/
packet switched voice/data networks.

2. Description of Related Art

Voice and data communications systems such as the
public switched telephone network (PSTN) are currently
used to transfer image and text data transmitted by facsimile
(“fax”") machines in addition to the normally carried voice
traffic. These faxed images are usually transmitted through
the PSTN and received for printout or storage of the image
on a destination fax machine or computer for the use by the
recipient. Since the destination machine has typically been
a fax, computer, printer or other such large capacity storage

and output device, there has not been a need to compress the 2

fax significantly for the destination output device.
Furthermore, as the traditional destination has been cither a
full size print-out, computer monitor or mass storage media,
no attempt has been made to facilitate the delivery of fax
messages using other methods so as not to require the
recipient to be physically close to the device which is
coupled to the telephone line in order to receive the fax
message.

For example, where user A has a fax machine connected
to the PSTN using a telephone line with a number “XXX-
YYY-ZZZZ” (where XXX represents the area code of the
number, “YYY” the prefix of the number, and “ZZZZ” the
remainder of the number), in order for user A to view a
received fax message, user A must be physically located in
the same area as the fax machine.

Similarly, audio messages are stored on fixed destination
devices such as answering machines and “voice-mail” sys-
tems. To retrieve such audio messages, a recipient would
either have to dial into the destination device or physically
activate the play-back of audio messages through manipu-
lation of the controls of an answering machine.

Thus, the ability to access both voice and fax messages
from additional locations which would not require a user to
either (1) be physically stationed near the receiving fax
machine; or (2) to have to manually call a device to retrieve
audic messages; would be desirable.

In addition, as a sender currently has to call or fax directly
to the destination phone or fax machine, the sender incurs
additional charges imposed by one or more telephone com-
panies handling the call. Depending on the length of the fax
or audio message, the telephone company charges can be
substantial as calls are billed based on the time connected.

Hence, to be able to provide a sender with multiple phone
numbers to which to send a message would be desirable,
allowing the sender to choose the number which would
closest, and, thus, the least expensive, to dial into.

SUMMARY OF THE INVENTION

To provide for the receipt and transmission of audio and
fax information by a first user over a circuit switched
network such as the PSTN to a second user over a packet
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switched network such as the Internet, a communications
server is connected both to the circuit switched network and
a packet switched network.

The communications server contains resources o receive
and process incoming audio and facsimile calls from the
circuit switched network into a format suitable for transmis-
sion over the packet switched network to the second user’s
address. In addition, a link is first determined between the
second user’s address on the circuit switched network and
the second user’s address on the packet switched network,
and then an appropriate route to the second user’s address on
the packet network is determined. With the system being
maintained in a distributed and redundant fashion, reliable
receipt and transfer of all messages is ensured.

Thus, this electronic messaging system allows for the
transfer of messages such as facsimile and audio messages
from the circuit switched network to be collected and routed
over the packet switched network.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a system diagram of a network configured
pursuant to a preferred embodiment of the present invention
containing a Imessage Server.

FIG. 2 is a block diagram illustrating the message server
configured in accordance with the preferred embodiment of
the present invention.

FIG. 3 is a flow diagram illustrating the operations of the
preferred embodiment of the present invention.

DETAILED DESCRIPTION OF THE
INVENTION

The present invention provides a method and apparatus
for allowing the receipt and transmission of audio and fax
information between a circuit switched network and a packet
switched network. For purposes of explanation, specific
embodiments are set forth to provide a thorough understand-
ing of the present invention. However, it will be understood
by one skilled in the art, from reading this disclosure, that
the invention may be practiced without these details.
Further, although the present invention is described through
the use of circuit switched and packet switched networks,
most, if not all, aspects of the invention apply to all networks
in general. Moreover, well-known elements, devices, pro-
cess steps and the like are not set forth in detail in order to
avoid obscuring the present invention.

FIG. 1 contains a block diagram illustrating a system
configured in accordance with a preferred embodiment of
the present invention containing a communications server
150 connected to a circuit switched network 130 and a wide
area network (WAN) 180. In the preferred embodiment,
circuit switched network 130 is a circuit switched network
such as the PSTN while WAN 180 is a packet switched
network such as the Internet. It is to be noted that circuit
switched network 130 can also be a network such as the
generalized switched telephone petwork (GSTN), which
encompasses PSTN networks, cellular telephone networks,
and the other networks with which they are in communica-
tion.

Communications server 150 is connected to circuit
switched network 130 via a switch 140 and to WAN 180
through the use of a router 185. As described in further detail
below, in a preferred embodiment, switch 140 and router 185
are interfaced to communications server 150 using two
separate hardware interfaces. In an alternate embodiment,
switch 140 and router 185 can be interfaced to communi-
cations server 150 through the use of one hardware unit.
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Connected to circuit switched network 130 is both a
telephone unit 110 and a facsimile unit 120. Telephone unit
110 is a standard telephone capable of converting audio
signals into electrical signals suitable for transmission over
circuit switched network 130. Similarly, facsimile unit 120
is a standard facsimile machine capable of transmitting and
receiving facsimile messages over circuit switched network
130. Each of these devices can be connected to circuit
switched network 130 using either wired or wireless tech-
nology.

Connected to WAN 180 is a database server 195, a system
management unit 197, a mail server 160, and a client 190.
Each of these systems communicate with each other and
with communications server 150 via WAN 180 using such
protocols such as simple network management protocol
(SNMP) and hyper-text transport protocol (HTTP)—
packetized using a protocol such as the transmission control
protocol/internet protocol (TCP/IP).

In the preferred embodiment, each one of database server
195, system management unit 197, mail server 160, and
client 190, are stand-alone computers or workstations con-
taining the hardware and software resources to enable the
operation of the present invention. In alternate
embodiments, the functions provided by each one of data-
base server 195, system management unit 197, mail server
160, and client 190, are provided by any number of com-
puter systems.

In the preferred embodiment, mail server 160 is a server
providing e-mail receipt and transmission using a protocol
such as the simple mail transfer protocol (SMTP) and post
office protocol (POP). Moreover, client 190 is configured to
be able to communicate over WAN 180 using SMTP or POP
in order to retrieve email from mail server 160 or another
suitably configured server.

System management unit 197 communicates with com-
munications server 150 to monitor: (1) the processes on
communications server 150; (2) the status of the trunk line
connected to communications server 150; and (3) the con-
nection between the various servers connected to WAN 180.
As described below, if any processes on communications
server 150 or connection to the circuit switched network 130
is interrupted, system management unit 197 can allocate
resources, or cause the re-routing of a call or message via
one or more redundant resources or connections, ensuring
that the call or message is routed to the final destination.

Communications server 150 contains user data needed to
receive and route incoming messages received from circuit
switched network 130. The same information is also stored
on database server 195. In the preferred embodiment, com-
munications server 150 stores an inbound address, a set of
final destination addresses; and an account status for each
user. The inbound address corresponds to the telephone
number assigned to the user. As further discussed below, the
inbound address is the number that a message sender dials
on telephone unit 110 or facsimile unit 120 to leave a
message for the user. The set of final destination address
contain one or more e-mail addresses where the user account
status information indicates whether the inbound address is
¢ither active and or inactive—i.¢, whether the user is able to
receive messages using the system.

Database server 195 stores a duplicate copy of the
inbound address, the set of final destination addresses; and
the account status for each user. Database server 195 also
stores additional information for each user such as mailing
address and billing information which are not used in the
operation of the present invention but are note herein for
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completeness only. Thus, the information that is stored on
communications server 150 is a subset of the information
that is stored on database server 195, and if communications
server 150 were o become inoperable or otherwise unable
to handle incoming messages, database server 195 can
configure another communications server 1o accept those
calls.

In the preferred embodiment, system management unit
197 is responsible for monitoring the status of communica-
tions server 150 and re-assigning the users being handled by
communications server 130 if communications server mal-
functions or becomes overloaded with incoming calls. In the
former case, system management unit 197 would re-assign
all users being handled by communications server 150 to
another communications server. In the latter case, system
manapagment unit 197 would only off-load the only those
incoming calls for which communications server 150 does
not have the available resources to process.

FIG. 2 is a block diagram of commuunications scrver 150
configured in accordance with the preferred embodiment of
the present invention, containing a processor 151 coupled to
a memory subsystem 153 through the use of a system bus
155. Also coupled to system bus 155 is a network interface
156; a trunk interface 132; and a set of fax/voice processing
resources 154. Set of fax/voice processing resources 154 and
trunk interface 152 are also coupled to a bus 157,

Bus 157 is a bus that supports time division multiplex
access (TDMA) protocols to optimize the flow of real time
traffic between set of fax/voice processing resources 154 and
trunk interface 152.

Memory subsystem 153 is used to store information and
programs needed by communications server 150. The func-
tioning of memory subsystems in computer design are well
known to those of ordinary skill in the art and thus will not
be further discussed herein.

In the preferred embodiment, trunk interface 152 is a
trunk line interface, such as a T-1 or E-1 line, to switch 140
and can handle up to 24 channels of communications. Trunk
line signaling is well known to those of ordinary skill in the
art of telecommunication and thus will not be further dis-
cussed herein except as necessary for describing the inven-
tion.

Set of fax/voice processing resources 154 are made up of
multiple fax/voice processing cards. Each of these process-
ing cards contain processing units which are capable of
receiving and transmitting facsimiles according to estab-
lished protocols, and which are capable of digitizing voice
or other audio data, also according to established protocols.
In the preferred embodiment, there are three fax/voice
processing cards in set of fax/voice processing resources
154, cach fax/voice processing card containing eight pro-
cessing units capable of handling a channel from trunk
interface 152. Thus, communications server 150 can com-
municate on twenty-four channels concurrently.

The siorage of destination addresses on both circuit
switched network 130 and WAN 180 is controlled by a
database located either on communications server 150 or on
database server 195. Keeping this information separate from
communications server 150 allows communications server
150 to be a resource that can be allocated on demand. Hence,
a number of communications servers could be used, along
with one or more database servers, to allow a fully redundant
and scalable system. In addition, system management unit
197 monitors the status and connection of all the commu-
nication and database servers.

FIG. 3 is a flow diagram illustrating the operations of the
preferred embodiment of the present invention when a call
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originating from a source on the circuit switched network
130. For example, cither telephone unit 110 or facsimile unit
120 can initiate the call.

In block 400, an incoming call signal is received by
communications server 150 from switch 140. The incoming
call signal is initiated by telephone unit 110 or facsimile unit
120 over circuit switched network 130 and is routed to
communications server 150 via switch 140. Communica-
tions server 150 detects the incoming call signal using trunk
interface 152. Operation would continue with block 402.

Continuing with block 402, trunk line interface unit 152,
in addition to receives signals to indicate that there is an
incoming call from switch 140, also receives signals indi-
cating the circuit destination address of the incoming call.
The destination address is captured by trunk interface 152
and is determined by trunk line signaling using mechanisms
such as direct-inward-dial, or dual tone multifrequency
(DTMF) tones.

Continuing with block 404, to determine whether or not
to process the incoming call, processor 151 searches the list
of inbound addresses contained in memory subsystem 153
for the destination address. If processor 151 finds the des-
tination address in the inbound address list, processor 151
will then look up the account status for the user who owns
the inbound address to determine if the account of that user
is a valid user account. ln an alternate embodiment, the
validation is performed through the use of a database
maintained by a separate entity such as database server 195.
If the account is found to be inactive, communications server
151 will play a prepared message indicating that the number
to which the incoming message was sent is an invalid
account,

In block 406, once the validity of the user account has
been established, processor 151 will attempt to allocate one
fax/voice processing resource from set of fax/voice process-
ing resources 154 and also determine the availability of
other resources required for the receipt and processing of the
incoming call. These other resources include the processing
capacity of processor 151, the storage capacity of memory
subsystem 153.

If it is determined that the appropriate resources are oot
available, then the call will be routed to a different commu-
nications server that is capable of allocating the necessary
resources. The routing of calls is accomplished by trunk line
signaling via switch 140 and is managed by system man-
agement unit 197.

Also, it should be poted that the call will only come from
switch 140 to communications server 150 if there are no
problems with the line. Otherwise the call will get routed to
a different communications server. In the preferred
¢mbodiment, fault detection and correction happens in one
of two ways. First, on the telephone network side, switch
140 can be set up to independently route a call to another line
if it is determined that one of the lines is bad. Second, if
communications server 150 detect that the trunk line coming
into trunk interface 152 is down, communications server 150
will notify system management unit 197 to reallocaie the
users for whom communications server 150 is responsible
onto another communications server. Thus, system manage-
ment unit 197 will transfer the duplicate user information
contained in database server 195 into a different communi-
cations server.

In block 408, communications server 150 “answers” the
incoming call by having trunk interface 152 go “off-hook”
on the trunk line.

In block 410, if the fax/voice processing resource of set of
fax/voice processing resources 154 which is processing the
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call determines that the incoming call is a fax transmission,
then operation will continue with block 412. Otherwise,
operation will continue with block 414. For example, if the
call is a fax, a fax protocol is initiated, and the fax is received
by one of the fax/voice processing resources of set of
fax/voice processing resources 154. If the call is a voice call,
the voice is recorded by one of the fax/voice processing
resources of set of fax/voice processing resources 154,

In block 412, the fax/voice processing resource of set
fax/voice processing resources 154 responsible for process-
ing the incoming call will perform the fax transfer and store
the incoming message as a temporary file in memory sub-
system 153. In the preferred embodiment, the incoming fax
is saved into a file which follows the group 3 facsimile file
format. Operation will then continue with block 416.

In block 414, where it is determined that the incoming
message is an audio message, the fax/voice processing
resource of set of fax/voice processing resources 154 allo-
cated to process the call will initiate an audio recording of
the incoming voice message. In the preferred embodiment,
the audio message is digitized and stored in memory sub-
systen 153 as a temporary file in a pulse code modulated
format. After the incoming call has been digitized and
stored, operation will then continue with block 416.

1n block 416, trunk interface 152 will terminate the call.
Operation will then continue with block 418.

In block 418, the incoming message, which has been
stored as a temporary file in memory subsystem 153, is
processed by processor 151, In the preferred embodiment,
the temporary file is processed according to the type of the
incoming call. If the incoming call was a fax transmission,
then the temporary file, which has been stored as a group 3
facsimile file, will be converted into a file which follows the
tagged image file format (TIFF), or a format that is suitable
for transmission over WAN 180. Optionally, the temporary
fax file can also be compressed at this stage. 1f the incoming
call was an audio message, then the temporary file would be
compressed using a compression scheme such as the scheme
defined in the global system for mobile-communications
(GSM) standard. In alternate operations, compressing and
other processing of the incoming message is performed as
the same time the incoming message is being received and
being placed in memory subsystem 153.

In block 420, communications server 150 uses the
inbound address to determine the set of final destination
addresses, which are destinations on WAN 180 (i.e., the
packet switched network), to send the processed incoming
message. Communications server 150 then sends an elec-
tronic mail (e-mail) with the processed incoming message as
an attachment to all the destinations in the set of final
destination addreses.

For example, the e-mail containing the attachment is
transferred to, and stored in, a server such as mail server 160,
The e-mail is then retrieved by client 190 whenever the user
wishes. In an alternate embodiment, client 190 can retrieve
the e-mail directly from communications server 150, with-
out the storing operation of mail server 160.

While the present invention has been particularly
described with reference to the various figures, it should be
understood that the figures are for illustration only and
should not be taken as limiting the scope of the invention.
Many changes and modifications may be made to the
invention, by one having ordinary skill in the art, without
departing from the spirit and scope of the invention.
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What is claimed is:

1. A systemn comprising:

a set of switches coupled to a circuit switched network for
receiving a set of incoming call signals, wherein the
incoming call signal includes an inbound address, and
wherein a switch in the set of switches redirects an
incoming can signal from a first communications server
to a second commuanications server if a first condition
occurs; and,

a set of communications servers coupled to the set of |

switches for receiving the set of incoming call
signals, each communications server being coupled
to a network and containing a message processing
resource configured to process a received audio
message into a digital representation, wherein each
communications server further comprises a trunk
line interface to extract the inbound address and
stores the inbound address, a set of final destination
addresses and account status, and the message pro-
cessing resource is further configured to determine,
based on the inbound address, a user account and a
destination on a packet swilched network and send
the digital representation to the destination,
wherein the inbound address is assigned to the user
account and the outbound address comprises at least
one email address.

2. The system of claim 1, where the first condition occurs
if the first communications server sends a rejection signal to
the switch.

3. The system of claim 1, where the first condition occurs
if the first communications server is unable to process the
incoming call signal.

4. The system of claim 1, where the incoming call signal
signals an incoming call and the first condition occurs if the
first communications server is unable to process the incom-
ing call.

5. The system of claim 1, further comprising a system
management unit for setting the first condition.

6. The system of claim 1, further comprising a system
managemenl unit, and the first condition occurs if the system
management unit determines that the second communica-
tions server should receive the incoming call signal.

7. The system of claim 1, where the set of switches
inclides a second switch, and the first communications
server is coupled to the switch and the second communica-
tions server is coupled to the second switch.

8. The system of claim 7, where the switch redirects the
incoming call signal to the second switch.

9. The system of claim 1, where the inbound address is a
circuit destination address.

10. The system of claim 1, where the message processing
resource is further configured to validate the inbound
address.

11. The system of claim 1, where the audio message is a
facsimile message and the digital representation of the audio
message is a graphics file.

12. The system of claim 1, where the message processing
resource further comprises a processor to:

w
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determine if the audio message contains a facsimile

message or a voice message; and,

digitize the audio message if the audio message contains

the voice message and receive the facsimile message if
the audio message contains the facsimile message.

13. A method comprising;:

receiving a first incoming call signal destined for a first

communications server for processing of an audio
message into a digital representation;

determining if a first condition has occurred;

redirecting the first incoming call signal from the first

communications server to a second communications
server based on the determining of the first condition,
wherein the incoming call signal includes an inbound
address;

extracting the inbound address;

determining, based on the inbound address, a user account

status and a destination on a packet switched network;
and,

sending the digital representation to the destination,

wherein the inbound address is assigned to the user
account and the destination comprises at least one
email address.

14. The method of claim 13, where determining the first
condition includes determining that the first communica-
tions server sends a rejection signal.

15. The method of claim 13, where determining the first
condition includes determining that the first communica-
tions server is unable to process the incoming call signal.

16. The method of claim 13, where the incoming call
signal signals an incoming call and determining the first
condition includes determining that the first communica-
tions server is unable to process the incoming call.

17. The method of claim 13, where determining the first
condition includes determining that a system management
unit selects the second communications server for receiving
the incoming call signal.

18. The method of claim 13, where redirecting the first
incoming call signal includes using a switch to redirect the
first incoming signal from the first communication server to
the second communication server.

19. The method of claim 13, where the inbound address
is a circuit destination address.

20. The method of claim 13, further including validating
the inbound address.

21. The method of claim 13, where the audio message is
a facsimile message and the digital representation of the
audio message is a graphics file.

22. The method of claim 13, further including:

determining if the audio message contains a facsimile

message or a voice message; and,

digitizing the audio message if the audio message con-

tains the voice message and receiving the facsimile
message if the audio message contains the facsimile
message.
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EX PARTE
REEXAMINATION CERTIFICATE
ISSUED UNDER 35 U.S.C. 307

THE PATENT 1S HEREBY AMENDED AS
INDICATED BELOW.

Matter enclosed in heavy brackets [ ] appeared in the
patent, but has been deleted and is no longer a part of the
patent; matter printed in italics indicates additions made
to the patent.

AS A RESULT OF REEXAMINATION, IT HAS BEEN
DETERMINED THAT:

Claims 1 and 13 are determined to be patentable as
amended.

Claims 2-12 and 14-22, dependent on an amended claim,
are determined to be patentable.

New claims 23-40 are added and determined to be patent-
able.

1. A system compnsing:

a set of switches coupled to a circuit switched network for
receiving a set of incoming call signals, wherein [the]
each incoming call signal includes an inbound address
uniquely associated with a user account and at least
one destination address on a packet switched network,
and wherein a switch in the set of switches redirects an
incoming call signal, including the inbound address,
from a first communications server to a second commu-
nications server if a first condition occurs; and,

set of communications servers coupled to the set of
switches for receiving the set of incoming call signals,
each communications server being coupled to a packet
switched network and containing a message processing

o

resource configured to process a received audio mes- 0

sage contained within a particular one of the incoming
call signals into a digital representation, wherein each
communications server further comprises a trunk line
interface to extract [the] a particular inbound address
Jfrom the particular one of the incoming call signals and
wherein the second communications server stores the
particular inbound address[,a set of final destination
addresses] and the at least one destination address and
account status information uniguely associated with the
particular inbound address and the user account, and
the message processing resource is further configured
to detemine, based on the particular inbound address,
[2] the user account and [a] the at least one destination
address on [a] the packet switched network and to send
the digital representation to the at least one destination
address,

wherein the particular inbound address is assigned to the
particular user account and the [outbound address] at
least one destination address comprises at least one
email address.

13. A method comprising:

receiving a first incoming call signal destined for a first
communications server for processing of an audio mes-
sage into a digital representation;

determining if a first condition has occurred,

redirecting the first incoming call signal from the first
communications server to a second communications

2

server based on the determining of the first condition,
wherein the first incoming call signal includes [an] a
particular inbound address uniquely associated with a
user account and at least one destination address on a

5 pucket switched network, and wherein the particular
inbound address remains unchanged during the redi-
recting;

extracting the particular inbound address;
determining, based on the particular inbound address, a

10 user account status and [a] the at least one destination

address on [a] the packet switched network; and,
sending the digital representation to the at least one desti-

nation address, wherein the particular inbound address
is uniquely assigned to the user account and the at /least
one destination address comprises at least one email
address.

23. 4 method comprising:

receiving a first incoming call signal destined for a first

20 communications server for processing of an audio mes-
sage into a digital representation;

using a system management unit 1o communicate with the
first communications server to determine if a first con-
dition has occurred;

25 using the system management unit to re-allocate
resources by redirecting the first incoming call signal
from the first communications server to a second com-
munications server based on the determining of the first
condition, wherein the first incoming call signal

30 includes a particular inbound address uniquely associ-
ated with a user account and at least one destination
address on a packet switched network, and wherein the
particular inbound address remains unchanged during
the redirecting;

35 exitracting the particular inbound address;

determining, based on the particular inbound address, a

user account status and the at least one destination
address on the packet switched network; and,

sending the digital representation to the at least one des-

tination address, wherein the particular inbound
address is uniquely assigned to the user account, the at
least one destination address comprises at least one
email address and the system management unit ensures
that the digital representation is routed to the at least
one email address.

24. The method of claim 23, where the audio message is a
Jacsimile message and the digital representation of the audio
message is a graphics file.

25. The method of claim 23, further including:

determining if the audio message contains a facsimile

message or a voice message; and

50

digitizing the audio message if the audio message con-
tains the voice message and receiving the facsimile
message if the audio message contains the facsimile
message.
26. A method comprising:
receiving a first incoming call signal destined for a first
communications server for processing of an audio mes-
60 sage into a digital representation;
determining if a first condition has occurred;
redirecting the first incoming call signal from the first
communications server to a second communications
server based on the determining of the first condition,
65 wherein the first incoming call signal includes a par-
ticular inbound address uniquely associated with a
user account and at least one destination address on a

55
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packet switched network, and wherein the particular
inbound address remains unchanged during the redi-
recting;
re-assigning all users being handled by the first communi-
cations server lo the second communications server if
the first condition includes a malfunction of the first
communications server;
of-loading only incoming calls for which the first commu-
nications server does not have available resources to
process if the first condition includes an overloading of
the first communications server;
extracting the particular inbound address;
determining, based on the particular inbound address, a
user account status and the at least one destination
address on the packet switched network; and
sending the digital representation to the at least one des-
tination address, wherein the particular inbound
address is uniguely assigned to the user account and
the at least one destination address comprises at least
one email address.
27. The method of claim 26, where the audio message is a
Jacsimile message and the digital representation of the audio
message is a graphics file.
28. The method of claim 26, further including:
determining if the audio message contains a facsimile
message or a voice message, and
digitizing the audio message if the audio message con-
tains the voice message and receiving the facsimile
message if the audio message contains the facsimile
message.
29. A method comprising:
receiving a first incoming call signal destined for a first
communications server for processing of an audio mes-
sage into a digital representation;
determining if a first condition has occurred;
using a database server to configure a second communi-
cations server to accept the first incoming call signal
based on the determining of the first condition;
redirecting the first incoming call signal from the first
communications server to the second communications
server based on the determining of the first condition,
wherein the first incoming call signal includes a par-
ticular inbound address uniquely associated with a
user account and at least one destination address on a
packet switched network, and wherein the particular
inbound address remains unchanged during the redi-
recting;
extracting the particular inbound address;
determining, based on the particular inbound address, a
user account status and the at least one destination
address on the packet switched network; and,
sending the digital representation to the at least one des-
tination address, wherein the particular inbound
address is uniquely assigned to the user account, the at
least one destination address comprises at least one
email address, the database server stores a duplicate
copy of the particular inbound address, the email
address and the account status for a plurality of users,
and the first and second communications servers store
a subset of information stored on the database server.
30. The method of claim 29, where the audio message is a
Sfacsimile message and the digital representation of the audio
message is a graphics file.
31. The method of claim 29, further including:
determining if the audio message contains a facsimile
message or a voice message; and

4

digitizing the audio message if the audio message con-
tains the voice message and receiving the facsimile
message if the audio message contains the facsimile
message.

5 32. 4 system comprising:

a system management unit to communicate with a first
communications server to determine if a first condition
has occurred;

a set of swilches coupled to a circuit switched nerwork for
receiving a set of incoming call signals, wherein a par-
ticular one of the incoming call signals includes a par-
ticular inbound address uniquely associated with a
user account and at least one destination address on a
packet switched network, and wherein the system man-
agement unit re-allocates resources by causing a switch
in the set of switches to redirect the particular one of
the incoming call signals, including the particular
inbound address, from the first communications server
to a second communications server if the first condition
occurs; and,
set of communications servers coupled to the set of
switches for receiving the set of incoming call signals,
each communications server being coupled to a packet
switched network and containing a message processing
resource configured to process a received audio mes-
sage contained within the particular incoming call sig-
ral into a digital representation, wherein each commu-
nications server further comprises a trunk line
interface to extract the particular inbound address from
the particular one of the incoming call signals and
wherein the second communications server stores the
particular inbound address and the at least one desti-
nation address and account status information uniquely
associated with the particular inbound address, and the
message processing resource is further configured to
determine, based on the particular inbound address,
the user account and the at least one destination
address on the packet switched network and to send the
digital representation to the at least one destination
address,

wherein the particular inbound address is uniquely
assigned to the user account, the at least one destina-
tion address comprises at least one email address and
the system management unit ensures that the digital
representation is routed to the at least one email
address.
33. The system of claim 32, where the audio message is a
Jacsimile message and the digital representation of the audio
message is a graphics file.
34. The system of claim 32, where the message processing
resource further comprises a processor 1o:

10

20

25

30

35

45

50

determine if the audio message contains a facsimile mes-
sage or a voice message, and,

digitize the audio message if the audio message contains
the voice message and receive the facsimile message if’
the audio message contains the facsimile message.

35. A system comprising:

a set of switches coupled to a circuit switched network for
receiving a set of incoming call signals, wherein a par-
ticular one of the incoming call signals includes a par-
ticular inbound address uniquely associated with a
user account and at least one destination address on a
packet switched network, and wherein a switch in the
set of switches redirects the particular one of the
incoming call signals, including the particular inbound
address, from a first communications server to a second
communications server if a first condition occurs;

55

60
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a system management unit to re-assign all users being
handled by the first communications server 1o the sec-
ond communications server if the first condition
includes a malfunction of the first communications
server, and to of-load only incoming calls for which the
first communications server does not have available
resources to process if the first condition includes an
overloading of the first communications server; and,

a set of communications servers coupled to the set of
swilches for receiving the set of incoming call signals,
each communications server being coupled to a packet
switched network and containing a message processing
resource configured to process a received audio mes-
sage contained within the particular one of the incom-
ing call signals into a digital representation, wherein
each communications server further comprises a trunk
line interface to extract the particular inbound address
from the particular one of the incoming call signals and
wherein the second communications server stores the
particular inbound address and the at least one desti-
nation address and account status information uniquely
associated with the particular inbound address, and the
message processing resource is further configured to
determine, based on the particular inbound address,
the user account and the at least one destination
address on the packet switched network and to send the
digital representation to the at least one destination
address,

wherein the particular inbound address is uniquely
assigned to the user account and the at least one desti-
nation address comprises at least one email address.

36. The system of claim 35, where the audio message is a

Jacsimile message and the digital representation of the audio
message is a graphics file.

37. The system of claim 35, where the message processing

resource further comprises a processor to.:

determine if the audio message contains a facsimile mes-
sage or a voice message; and,

digitize the audio message if the audio message contains
the voice message and receive the facsimile message if
the audio message contains the facsimile message.

38. A system comprising:

a set of switches coupled to a circuit switched network for
receiving a set of incoming call signals, wherein a par-
ticular one of the incoming call signals includes a par-
ticular inbound address uniquely associated with a
user account and at least one destination address on a
packet switched network, and wherein a switch in the

b

0

40
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set of switches redirects the particular one of the
incoming call signals, including the particular inbound
addpress, from a first communications server to a second
communications server if a first condition occurs,

a database server lo configure the second communica-
tions server to accept the particular one of the incom-
ing call signals based on a determining of the first con-
dition; and,

a set of communications servers coupled to the set of
switches for receiving the set of incoming call signals,
each communications server being coupled to a packet
switched network and containing a message processing
resource configured to process a received audio mes-
sage contained within the particular one of the incom-
ing call signals into a digital representation, wherein
each communications server further comprises a trunk
line interface to extract the particular inbound address
Sfrom the particular one of the incoming call signals and
wherein the second communications server stores the
particular inbound address and the at least one desti-
nation addresses and account status information
uniquely associated with the particular inbound
address, and the message processing resource is further
configured to determine, based on the particular
inbound address, the user account and the at least one
destination address on the packet switched network and
to send the digital representation to the at least one
destination address,

wherein the particular inbound address is uniquely
assigned to the user account, the at least one destina-
tion address comprises at least one email address, the
database server stores a duplicate copy of the particu-
lar inbound address, the email address and the account
status for a plurality of users, and the first and second
communications servers store a subset of information
stored on the database server.

39. The system of claim 38, where the audio message is a

Jacsimile message and the digital representation of the audio
message is a graphics file.

40. The system of claim 38, further including:

determining if the audio message contains a facsimile
message or a voice message; and,

digitizing the audio message if the audio message con-
tains the voice message and receiving the facsimile
message if the audio message contains the facsimile
message.
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1
SCALABLE ARCHITECTURE FOR
TRANSMISSION OF MESSAGES OVER A
NETWORK

BACKGROUND OF THE INVENTION

The present invention relates to the field of message
receipt/transmission and delivery using computer, phone,
wireless and other communications networks. Specifically,
the present invention relates to the transmission of e-mail
messages which may be text only, text plus an audio file, text
plus a video file, text plus a fax file or any combination
thereof to a phone, pager or fax machine or other receiving
device suitable for the message content, over appropriate
communications networks using an architecture which
enables easy expansion to handle additional message traffic
as well as to connect to additional communications
networks, including networks which do not presently exist
which may become available in the future.

DESCRIPTION OF RELATED ART

Voice and data communications systems such as the
public switched telephone network (PSTN) are currently
used to transfer image and text data transmitted by facsimile
(“fax”) machines in addition to the normally carried voice
traffic. These faxed images are usually transmitted through
the PSTN and received for printout or storage of the image
on a destination fax machine or computer for the use by the
recipient.

In U.S. Pat. No. 6,208,638 entitled Method and Apparatus
for Transmission and Retrieval of Facsimile and Audio
Messages Over a Circuit or Packet Switched Network, it is
disclosed that to provide for the receipt and transmission of
audio and fax information by a first user over a circuit
switched network such as the public switched telephone
network (PSTN) to a second user over a packet switched
network such as the Internet, a communications server is
connected both to the circuit switched network and a packet
switched network.

The communications server contains resources to receive
and process incoming audio and facsimile calls from the
circuit switched network into a format suitable for transmis-
sion over the packet switched network to the second user’s
address. In addition, a link is first determined between the
second user’s address on the circuit switched network and
the second user’s address on the packet switched network,
and then an appropriate route to the second user’s address on
the packet network is determined. With the system being
maintained in a distributed and redundant fashion, reliable
receipt and transfer of all messages is ensured.

However, the architecture utilized as described in U.S.
Pat. No. 6,208,638 is not easily scalable to handle increas-
ingly higher levels of message traffic or to easily connect to
networks in addition to the PSTN and the Internet. FIG. 1
shows the essence of the architecture of U.S. Pat. No.
6,208,638. An e-mail message is passed to an outbound
resource 11 (communications server 550 in U.S. Pat. No.
6,208,638) which converts the ¢-mail message to a fax
format or to audio for transmission to a fax machine or
telephone connected to the PSTN. A database 13 stores
customer information necessary for processing of messages
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2

(an unnumbered part of communications server 150 in U.S.
Pat. No. 6,208,638 which is also contained in database
server 195 in U.S. Pat. No. 6,208,638). After processing of
an e-mail message by outbound resource 11, a fax or voice
mail message is sent over the PSTN or more generally, a
generalized switched telephone network (GSTN) which
includes cellular telephone networks as well as the PSTN.
Optionally, a pager message may also be sent informing a
user of the fax which has been sent or availability of a voice
mail message as described in U.S. Pat. No. 6,073,165
entitled Processing and Forwarding Messages From a Com-
puter Network to a Forwarding Service.

SUMMARY OF THE INVENTION

A system for supporting a message delivery service is
described that has a highly scalable architecture. Multiple
processing servers are each coupled to communicate with
multiple outbound resources and with a database server over
an internal packet-switched data network. The database
server contains account information on customers of the
scrvice. Request messages received from a customer over an
external packet-switched data network (such as the Internet)
are stored in a queue. The queue is polled for pending
requests and a request message is obtained therefrom. A
customer associated with this obtained request message is
validated after accessing the account information in the
database server. An outbound resource is assigned to this
request message, where each of these resources is capable of
converting an input request message into a format capable of
being received by a fax machine over a telephone network.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 s a block diagram of a prior art architecture which
performs the functions, but not the scalability of the archi-
tecture of the present invention.

FIG. 2 is a block diagram illustrating the architecture of
the present invention.

FIG. 3 is a block diagram showing the data/control flow
through message queue 21, router/filter 23 and database 27.

FIG. 4 (4a and 4b) is a flow diagram of the processing
performed by router/filter 23.

FIG. 5 is a system diagram of a network containing a
message Server.

FIG. 6 is a block diagram illustrating the message server.

FIG. 7 is a flow diagram illustrating some operations.

DETAILED DESCRIPTION OF THE
INVENTION

The present invention provides a method and apparatus
for allowing the receipt and transmission of audio, video and
fax information between a circuit switched network and a
packet switched network. For purposes of explanation, spe-
cific embodiments are set forth to provide a thorough
understanding of the present invention. However, it will be
understood by one skilled in the art, that the invention may
be practiced without these details. Further, although the
present invention is described through the use of circuit
switched and packet switched networks, most, if not ali,
aspects of the invention apply to all networks in general.
Moreover, well-known elements, devices, process steps and
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the like are not set forth in detail in order to avoid obscuring
the present invention.

Referring now to FIG. 2, e-mail messages for a customer
are sent tojthrough an external data network 15 (e.g., the
Internet) and routed to an appropriate SMTP/HTTP (or
SHTTP) server 17 as determined by a domain name server
(DNS) 18 according to well known techniques. The e-mail
message may be a text message or it may include a file, the
content of which may be audio, video or bitmapped (e.g., 2
fax) or other data. Again, the techniques for creating and
sending e-mail messages with these characteristics are well
known.

A processing server 19, which includes a message queue
21 and a router/filter 23 first verifies that the message is from
or is to a customer using information in database 27. After
successful verification, the message is broken into fragments
(in the case of files with multiple attachments) and written
to message queue 21. Router/filter 23 obtains messages from
the message queue and handles least call routing/billing/
prioritization/filtering of messages. Filtering is primarily for
notification messages for pager delivery. After billing veri-
fication and determination of a least cost route, the message
is assigned to one or more outbound resources 31 for

o

20

4

delivery to the intended recipient by a method or methods
selected by the customer as previously recorded in database
27.

In the case of faxes, the outbound resource is a server
which dials the destination fax number and sends the fax.

In the case of voice messages, the outbound resource is a
server which dials the destination telephone number and
plays the voice message.

In the case of notification messages, the outbound
resource is a server which dials out to the paging terminal or
delivers the notification message through any appropriate
paging gateway.

After the message (in whatever form) has been delivered,
a receipt with details and an error log (if any) is sent back
via a secure protocol to the message queue 21.

The receipt/error log messages are then processed by the
router/filter which interfaces with a billing system (not
shown) for customer account update.

FIG. 3 is a block diagram showing the data/control flow
through message queue 21, router/filter 23 and database 27
using information contained in the following tables as
explained with reference to FIGS. 4a and 4b.

TABLE 1

Message Queue Tuble

MESSAGE_ID

RESOURCE__ID
RESOURCE_TYPE

RESOURCE. ADDRESS
MESSAGE_TO_EMAIL_ADDRESS
MESSAGE _FROM._EMAIL _ADDRESS
MESSAGE__LOCATION

MESSAGE__SIZE

MESSAGE _PRIORITY

This is a unique number assigned to each message
that arrives in the system.

Unique number assigned to each Outbound Resource
Each Resource is identified by the type of messages
it can deliver (e.g., FAX, VOICE, NOTIFY, etc.)
Location of the Resource (such as [P address)

To: address of the message

From: address of the message

Location of actual message on the Message Queue 21
Size of the message in bytes

Priority of the message {e.g., low, medium, high)

MESSAGE_CREATION DATE
MESSAGE_EXPIRY__DURATION

MESSAGE _SCHEDULED DATE
MESSAGE__STATUS

MESSAGE__ESTIMATED__COST
CUSTOMER_KEY

MESSAGE_PART _OF BROADCAST

BROADCAST_ID
COVERPAGE_ID

MESSAGE__SUBJECT
MESSAGE_DURATION

MESSAGE_RATE
MESSAGE__SEND_DATE

MESSAGE_REMOTE _CSID

MESSAGE_TYPE

RESOURCE_COMMUNICATION_TYPE

MESSAGE _LANGUAGE_CODE

MESSAGE__PAGES

Timestamp identifying the date/time that the
message was received by the system

Amount of time after which the message becomes
stale

Scheduled delivery timestamp for the message
Current status of the message (Active, Pending,
Sent, ete.)

Estimated cost for the delivery of the message
Unique number identifying the customer in the
database

Flag identifying if the message is part of a larger
broadcast list waiting to be delivered

Unique number identifying a broadcast list

Unique number identifying a coverpage (if any) for
a fax

Subject line of the message to be delivered
Druration of the message (delivery time of fax, or
delivery time for a voice message, etc.)

Rate for message delivery (dollars per second, eic.)
Actual timestamp identifying when the message
was delivered

Identifier of the fax machine to which a FAX
message was delivered

Type of message (¢.g., FAX, VOICE,
NOTIFICATION, etc.}

Protocol used to communicate with the resource
(HTTP, SHITP, etc.)

Language used for delivery of a receipt or response,
based on settings in the customer table

Number of pages of a message (used primarily for a
fax)
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TABLE 2

File Type Table

FILETYPE_MESSAGE_TYPE
FILETYPE_RESOURCE _TYPE

FILETYPE_EXTENSION

particular file type

Identifier of a message type (FAX, VOICE, etc.)
Identifier to determine a resource that can handle a

The filename extension that identifies a file type

(e.g.. WAV, TIE, JFX, AU, GSM, etc.)

TABLE 3

TABLE 5

Customer Table

Notification Table

CUSTOMFER_KEY Unique number identifying a customer in the 15 CUSTOMERKEY Unique number identifying a customer in the
database database
FIRSTNAME First name of customer PAGERTYPECODE  Code to determine the kind of pager service
1.ASTNAME Last name of customer BBSNUMBER Modem number for pager notification delivery,
COMPANY Company name of customer based on the pager type
ADDRESSLINEL Company address PAGERNUMBER [dentifier number of the pager unit
ADDRESSLINE2 Company address 2o PIN PIN code for the pager unit
CITY Company city DISPLAYTYPE Display type of the pager (numeric, alphanumeric,
MAILREGION Company state or equivalent ete.)
MAILCODE Zipcode or equivalent
COUNTRY Company country
WORKNUMBER Customer work phone number TABLE 6
HOMENUMBER Customer home phone pumber 25
EMAILADDRESS Email address of customer Response._email Table
COLLECTIONMETHOD  Collection method such as Credit card,
Debit, etc. RESPONSE_ID Unique D for a response/receipt
BILLTYPE e.g., Customer, Demo, free, corporate, etc. message (o be sent to a customer
RESPONSE__SUBJECT Subject line of the response message
RESPONSE_FROM_EMAIL.  From: line of the response message
RESPONSE_BODY Actual text of the response message
TABLE 7
Resource Table
RESOURCE_ID Unique identifier for the resource
RESOURCE _TYPE Type of resource (FAX, VOICE, etc.)
RESOURCE__STATUS Status of resource (Active, Inactive, etc.)
RESOURCE_QUEUE__STAIUS Status of the Queue, number of messages in queue
RESOURCE_TIME_ZONE Time zone for the resource
RESOURCE_QUEUE_MAX Maximum size of the resource queue
RESOURCE_ADDRESS Address of the resource (IP address, etc.)
RESOURCE_NAME Name of the resource
RESOURCE_EXPIRY__DURATION Expiry duration for any message sent {o the
specified resource
RESOURCE_QUEUE__IN_STATUS Number of messages waiting to be delivered by the
TeSOUICE
RESOURCE_COMMUNICATION_TYPE  Method used to communicate with resource (HTTP,
SHTTP, ete.)
TABLE 3-continued
50 TABLE 8
Customer Table Resource Rates Table
RESOURCE__ID Unique identifier for the resource
STATUS Status of customer, Active, Inactive, ete. RESOURCE__PREFIX Any digits to be dialed before an

LANGUAGECODE
CURRENCYCODE

Language of customer, English, German, etc. 55
Currency for billing the customer, U.S.

Dollars, Pound Sterling, etc.

60
TABLE 4
Currency Table
FORMAT Currency label
CURRENCY__SYMBOL Symbol for currency 65

RESOURCE_CITY__NAME
RESOURCE_PROVIDER _RATE
RESOURCE_MAX__DIGITS

RESOURCE__AREA _CODE

actual number

Name of destination city for the
message to be delivered

Rate for a particular city (dollars
per second, etc.)

Max number of digits allowed to
be dialed

Area code for the paticular city

FIGS. 4a and 4b are a tlow diagram of the processing
performed by router/filter 23 using Tables 1-8. When a
message is received it is placed into message queue 21
which is simply a storage area, the specifics of which,
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including the mechanism for placing the message into the
queue are well known. Certain details concerning the mes-
sage are also stored in a message queuc table (Table 1). In
step 41, router/filter, which is a computer program running
on processing server 19, polls the message queue table for
pending requests as determined by the existence of an active
message in the message status field. If no message is found,
after a system defined delay, the message queue table is
again polled (step 43). Once a message has been found in the
table, processing continues with step 45 by determining the
message type using the message__type field in Table 1 and
the file type information in Table 2. The customer is then
validated using information in Table 3 in step 47. In step 49,
currency information for the customer is obtained from
Table 4. The message is then filtered for possible pager
notification using the information in Table 5 in step 51. In
step 53, Table 7 is used to check for available resources to
deliver the message. In step 55, the rates of available
resources are checked to determine the least cost resource
using Table 8. Then in step 59, the message is delivered
using the determined least cost resource. After the message
has been delivered, or after an error in the delivery has
occurred, in step 59, a response/receipt is composed using
Table 6. In step 61, the response or receipt is delivered to the
sender. The system then begins the process over again at step
41.

As noted above outbound resource 31 is equivalent to
communications server 150 as described in U.S. Pat. No.
6,208,638. The modifications made to outbound resource to
enable it to operate in a system having an architecture as
described herein are as follows.

‘These changes will be described with reference to the
message structure of received messages.

Message Structure

Each field has a value following an ‘=" sign and is
terminated by a newline character. The exception to this is
the “Message” field where a newline immediately follows
the *=" sign and the actual message follows on the next line.

The fields of a message are as follows:

Password=

MessagelD=

MessageStatus=

MessageSent TimeStamp=

MessageDuration=

Messagelength=

MessageRemote CSID=

MessageSourceCSID=

MessageAttachStatus=

MessageDestination=

ResourcelD=

ResourceStatus=

ResourceLastComm TimeStamp=

ResourceExpiryDuration=

ResourceQueucInStatus=

ResourceQueueOutStatus=

ResourceChannelMax=

ResourceChannelStatuss=

MessageBoundary=

Message=

W
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In the following explanation of the above fields, the text
in brackets at the end indicates the entity providing the value
for the field in the forward/reverse direction (ie., from
router/filter 23 (RF) to outbound resource 31 (RESOURCE),
and from RESOURCE to RF, respectively). “NA” indicates
that no value is applicable, and the text “NA” is used to
populate the field. “Same” indicates that the same value is
used in the reverse direction, i.e, the RESOURCE does not
modify the value; it only echoes the value it receives in that
field.

Password—There is a fixed password pair for each
RESOURCE and RF combination. RESOURCE stores
the RF password in a flat text password file in a directory
(jfaxom), and RF stores the RESOURCE password in the
database. (RF/RESOURCE).

MessagelD-—Unique ID, per message, generated by
RESOURCE. (RESOURCE/Same).

MessageStatus—Code indicating current status of the mes-
sage. See Status codes below. (RF/RESOURCE)

MessageSentTimeStamp-—Time stamp indicating date/time
the message was delivered to the final destination by
RESOURCE. (NA/RESOURCE)

MessageDuration—Time (in scconds) to transmit message
from RESOURCE. (NA/RESOURCE)

Messagelength—Number of pages transmitted by
RESOURCE. (NA/RESOURCE)

MessageRemoteCSID—called subscriber identification
(CSID) of fax machine to which message was transmitted.
(NA/RESOURCE)

MessageSourceCSID—Source CSID. This may be custom-
ized per customer. (RF/Same)

MessageAttachStatus—Value of “A” indicates a message is
attached for delivery. (RF/RESOURCE)

MessageDestination—Destination phone number. (RF/
Same)

Resourcel D—Unique ID, per resource, stored in the data-
base. (RF/Same)

ResourceStatus—Code indicating the current status of the
resource, i.¢., whether it is active or not. RF uses this to
determine whether further messages should be sent to
RESOURCE for delivery. See Status codes below. (NA/
RESOURCE)

ResourceLastCommTimeStamp—Date/time of last commu-
nication between RF and RESOURCE. (RF/
RESOURCE)

ResourceExpiryDuration—Life of message (in minutes) on
RESOURCE. If a message has not been delivered to the
final destination by RESOURCE within this amount of
time, the message is considered “gxpired” and is dis-
carded.

ResourceQueuelnStatus—Number of messages waiting to
be processed in an Inbox directory on RESOURCE.
(NA/RESOURCE)

ResourceQueueOutStatus—Number of messages waiting to
be processed in an Outbox directory on RESOURCE.
(NA/RESOURCE)

ResourceChannelMax—Number of channels available for
use on RESOURCE. (NA/RESOURCE)

ResourceChannelStatus—Channel activity status, e.g.,
0000000111000001, where 0’s indicate an idle channel
and 1’s indicate a busy channel. (NA/RESOURCE)

Message Boundary—Text for MIME boundary. (REF/NA)

Message—Actual MIME message sent by RF. If
MessageAttachStatus=NA, no message follows this tag.
All fields are NA if not used.

Date fields are expressed in MMDDYYhhmmss format.
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Resource Status Codes are:

A-—Active

[—Inactive

Message Status Codes are:

P—Pending

H-—On Hold

D-—-Deferred

R—Ready for sending to RESOURCE

X—Exchanged, ie., sent to RESOURCE but not
acknowledged by it.

A—Sent to RESOURCE and acknowledged by it.

S—Sent (i.e., receipt for final delivery received from
RESOURCE)

Normal sequence for Message delivery by RESOURCE

is:

RF receives a request in its queue (message queue 21).

RF sends the message to RESOURCE.

RESOURCE gets message, authenticates password, and
creates a new message in the Inbox directory.

RESOURCE acknowledges receipt of message.

RESOURCE processes the message in Inbox
(MessageStatus=A, MessageAttachStatus=A).

RESOURCE moves message to a Process directory for
further processing.

RESOURCE finishes processing message and delivers it
to final destination.

RESOURCE removes the message from the Process
directory.

RESOURCE creates a message in Outbox directory.
(MessageStatus=S). If a “reply message” is to be deliv-
ered to the original sender, MessageAttachStatus=A,
clse MessageAttachStatus=NA. MessagelD remains
the same in cither case.

RESOURCE delivers receipt (with “reply message,” if
applicable) to RE.

RF receives the message and puts it in the Queue for
database processing.

Processing server 19 with the above described function-
ality may be implemented using readily available systems
such as a Windows NT server or a UNIX server. Database
27 may be implemented as a database server using readily
available systems such as a Windows NT server or a UNIX
server running, for example a SQL. database.

What follows is a detailed description of FIGS. 5-7 which
set forth a method and apparatus for allowing the receipt and
transmission of audio and fax information between a circuit
switched network and a packet switched network, as
described in U.S. Pat. No. 6,208,638. For purposes of
explanation, specific embodiments are set forth to provide a
thorough understanding of the present invention. However,
it will be understood by one skilled in the art, from reading
this disclosure, that the invention may be practiced without
these details. Further, although the system is described
through the use of circuit switched and packet switched
networks, most, if not all, aspects apply to all networks in
general.

FIG. 5 contains a block diagram illustrating an embodi-
ment of a system containing a communications server 550
connected (o a circuit switched network 530 and a wide area
network (WAN) 580. In an embodiment, the circuit switched
network 530 is a circuif switched network such as the PSTN
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while WAN 580 is a packet switched network such as the
Internet. It is to be noted that circuit switched network 530
can also be a network such as the generalized switched
telephone network (GSTN), which encompasses PSTN
networks, cellular telephone networks, and the other net-
works with which they are in communication.

Communications server 550 is connected to circuit
switched network 530 via a switch 540 and to WAN 580
through the use of a router 585. As described in further detail
below, in an embodiment, switch 540 and router 585 are
interfaced to communications server 550 using two separate
hardware interfaces. In an alternate embodiment, switch 540
and router 585 can be interfaced to communications server
550 through the use of one hardware unit.

Connected to circuit switched network 530 is both a
telephone unit 510 and a facsimile unit 520. Telephone unit
510 is a standard telephone capable of converting audio
signals into electrical signals suitable for transmission over
circuit switched network 530. Similarly, facsimile unit 520
is a standard facsimile machine capable of transmitting and
receiving facsimile messages over circuit switched network
530. Each of these devices can be connected to circuit
switched network 530 using either wired or wireless tech-
nology.

Connected to WAN 580 is a database server 595, a system
management unit 397, a mail server 560, and a client 590.
Each of thesc systems communicate with each other and
with communications server 550 via WAN 580 using such
protocols such as simple network management protocol
(SNMP) and hyper-text transport protocol (HTTP)—
packetized using a protocol such as the transmission control
protocol/internet protocol (TCP/P).

In an embodiment, cach one of database server 595,
system management unit 597, mail server 560, and client
590, are stand-alone computers or workstations containing
the hardware and software resources to enable operation. In
alternate embodiments, the functions provided by each one
of database server 595, system management unit 597, mail
server 560, and client 590, are provided by any number of
computer systems.

In an embodiment, mail server 560 is a server providing
e¢-mail receipt and transmission using a protocol such as the
simple mail transfer protocol (SMTP) and post office pro-
tocol (POP). Moreover, client 590 is configured to be able to
communicate over WAN 580 using SMTP or POP in order
to retrieve e-mail from mail server 560 or another suitably
configured server.

System management unit 597 communicates with com-
munications server 550 to monitor: (1) the processes on
communications server 550; (2) the status of the trunk line
connected to communications server 550; and (3) the con-
nection between the various servers connected to WAN 580.
As described below, if any processes on communications
server 550 or connection to the circuit switched network 530
is interrupted, system management unit 397 can allocate
resources, or cause the re-routing of a call or message via
one or more redundant resources or connections, ensuring
that the call or message is routed to the final destination.

Communications server 550 contains user data needed to
receive and route incoming messages received from circuit
switched network 530. The same information is also stored
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on database server 595, In an embodiment, communications
server 350 stores an inbound address, a set of final destina-
tion addresses; and an account status for each user. The
inbound address corresponds to the telephone number
assigned to the user. As further discussed below, the inbound
address is the number that a message sender dials on
telephone unit 510 or facsimile unit 520 to leave a message
for the user. The set of final destination address contain one
or more c-mail addresses where the user account status
information indicates whether the inbound address is either
active and or inactive—ie, whether the user is able to
receive messages using the system.

Database server 595 stores a duplicate copy of the
inbound address, the sct of final destination addresses; and
the account siatus for each user. Database server 5395 also
stores additional information for each user such as mailing
address and billing information which are not used in the
operation of the present invention but are note herein for
completeness only. Thus, the information that is stored on
communications server 550 is a subset of the information
that is stored on database server 595, and if communications
server 550 were to become inoperable or otherwise unable
to handle incoming messages, database server 595 can
configure another communications server to accept those
calls.

In an embodiment, system management unit 597 is

responsible for monitoring the status of communications

server 550 and re-assigning the users being handled by
communications server 550 if communications server mal-
functions or becomes overloaded with incoming calls. In the
former case, system management unit 597 would re-assign
all users being handled by communications server 550 to
another communications server. In the latter case, system
management unit 397 would only off-load the only those
incoming calls for which communications server 550 docs
not have the available resources to process.

FIG. 6 is a block diagram of communications server 550
configured in accordance with an embodiment containing a
processor 651 coupled fo a memory subsystem 653 through
the use of a system bus 655. Also coupled to system bus 635
is a network interface 656; a trunk interface 652; and a set
of fax/voice processing resources 654. Set of fax/voice
processing resources 654 and trunk interface 652 are also
coupled o a bus 657.

Bus 657 is a bus that supports time division multiplex
access (TDMA) protocols to optimize the flow of real time
traffic between set of fax/voice processing resources 654 and
trunk interface 652.

Memory subsystem 653 is used to store information and
programs needed by communications server 550. The func-
tioning of memory subsystems in computer design are well
known to those of ordinary skill in the art and thus will not
be further discussed herein.

In an embodiment, trunk interface 632 is a trunk line
interface, such as a T-1 or E-1 line, to switch 340 and can
handle up to 24 channels of communications. Trunk line
signaling is well known to those of ordinary skill in the art
of telecommunication and thus will not be further discussed
herein except as necessary for describing the invention.

Set of fax/voice processing resources 654 are made up of
multiple fax/voice processing cards. Each of these process-
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ing cards contain processing units which are capable of
receiving and transmitting facsimiles according to estab-
lished protocols, and which are capable of digitizing voice
or other audio data, also according to established protocols.
In an embodiment, there are three fax/voice processing cards
in set of fax/voice processing resources 654, each fax/voice
processing card containing eight processing units capable of
handling a channel from trunk interface 652. Thus, commu-
nications server 550 can communicate on twenty-four chan-
nels concurrently.

The storage of destination addresses on both circuit
switched network 530 and WAN 380 is controlled by a
database located either on communications server 550 or on
database server 595. Keeping this information separate from
communications server 530 allows communications server
350 to be a resource that can be allocated on demand. Hence,
a number of communications servers could be used, along
with one or more database servers, to allow a fully redundant
and scalable system. In addition, system management unit
597 monitors the status and connection of all the commu-
nication and database servers.

FIG. 7 is a flow diagram illustrating the operations of an
embodiment of the present invention when a call originating
from a source on the circuit switched network 538. For
example, either telephone unit 510 or facsimile unit 520 can
initiate the call.

In block 700, an incoming call signal is received by
communications server 550 from switch 540. The incoming
call signal is initiated by telephone unit 510 or facsimile unit
520 over circuit switched network 330 and is routed to
communications server 550 via switch 548. Communica-
tions server 550 detects the incoming call signal using trunk
interface 652. Operation would continue with block 702.

Continuing with block 702, trunk line interface unit 652,
in addition to receiving signals to indicate that there is an
incoming call from switch 540, also receives signals indi-
cating the circuit destination address of the incoming call.
The destination address is captured by trunk interface 652
and is determined by trunk line signaling using mechanisms
such as direct-inward-dial, or dual tone multifrequency
(DTMF) tones.

Continuing with block 704, to determine whether or not
to process the incoming call, processor 651 searches the list
of inbound addresses contained in memory subsystem 6353
for the destination address. If processor 651 finds the des-
tination address in the inbound address list, processor 651
will then look up the account status for the user who owns
the inbound address to determine if the account of that user
is a valid user account. In an alternate embodiment, the
validation is performed through the use of a database
maintained by a separate entity such as database server 595.
If the account is found to be inactive, communications server
651 will play a prepared message indicating that the number
to which the incoming message was sent is an invalid
account.

In block 706, once the validity of the user account has
been established, processor 651 will attempt to allocate one
fax/voice processing resource from set of fax/voice process-
ing resources 654 and also determine the availability of
other resources required for the receipt and processing of the
incoming call. These other resources include the processing
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capacity of processor 651, the storage capacity of memory
subsystem 653.

If it is determined that the appropriate resources are not
available, then the call will be routed to a different commu-
nications server that is capable of allocating the necessary
resources. The routing of calls is accomplished by trunk line
signaling via switch 540 and is managed by system man-
agement unit 597.

Also, it should be noted that the call will only come from
switch 540 to communications server 550 if there are no
problems with the line. Otherwise the call will get routed to
a different communications server. In an embodiment, fault
detection and correction happens in one of two ways. First,
on the telephone network side, switch 540 can be set up to
independently route a call to another line if it is determined
that one of the lines is bad. Second, if communications
server 550 detects that the trunk line coming into trunk
interface 652 is down, communications server 550 will
notify system management unit 597 to reallocate the users
for whom communications server 550 is responsible onto
another communications server. Thus, system management
unit 597 will transfer the duplicate user information con-
tained in database server 595 into a different communica-
tions server.

In block 708, communications server 550 “answers” the
incoming call by having trunk interface 652 go “off-hook”
on the trunk line.

In block 719, if the fax/voice processing resource of set of
fax/voice processing resources 654 which is processing the
call determines that the incoming call is a fax transmission,
then operation will continue with block 712. Otherwise,
operation will continue with block 714. For example, if the
call is a fax, a fax protocol is initiated, and the fax is received
by one of the fax/voice processing resources of set of
fax/voice processing resources 654. If the call is a voice call,
the voice is recorded by one of the fax/voice processing
resources of set of fax/voice processing resources 654.

In block 712, the fax/voice processing resource of set
fax/voice processing resources 654 responsible for process-
ing the incoming call will perform the fax transfer and store
the incoming message as a termporary file in memory sub-
system 653. In an embodiment, the incoming fax is saved
into a file which follows the group 3 facsimile file format.
Operation will then continue with block 716.

In block 714, where it is determined that the incoming
message is an audio message, the fax/voice processing
resource of set of fax/voice processing resources 654 allo-
cated to process the call will initiate an audio recording of
the incoming voice message. ln an embodiment, the audio
message is digitized and stored in memory subsystem 653 as
a temporary file in a pulse code modulated format. After the
incoming call has been digitized and stored, operation will
then continue with block 716.

In block 716, trunk interface 652 will terminate the call.
Operation will then continue with block 718.

In block 718, the incoming message, which has been
stored as a temporary file in memory subsystem 653, is
processed by processor 651. In an embodiment, the tempo-
rary file is processed according to the type of the incoming
call. If the incoming call was a fax transmission, then the
temporary file, which has been stored as a group 3 facsimile
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file, will be converted into a file which follows the tagged
image file format (TIFF), or a format that is suitable for
transmission over WAN 380. Optionally, the temporary fax
file can also be compressed at this stage. If the incoming call
was an audio message, then the temporary file would be
compressed using a compression scheme such as the scheme
defined in the global system for mobile-communications
(GSM) standard. In alternate operations, compressing and
other processing of the incoming message is performed as
the same time the incoming message is being received and
being placed in memory subsystem 653.

In block 720, communications server 550 uses the
inbound address to determine the set of final destination
addresses, which are destinations on WAN 3580 (ie., the
packet switched network), to send the processed incoming
message. Communications server 550 then sends an elec-
tronic mail (e-mail) with the processed incoming message as
an attachment to all the destinations in the set of final
destination addresses.

For example, the e-mail containing the attachment is
transferred to, and stored in, a server such as mail server 560,
The e-mail is then retrieved by client 590 whenever the user
wishes. In an alternate embodiment, client 590 can retrieve
the e-mail directly from communications server 550, with-
out the storing operation of mail server 560.

While the present invention has been particularly
described with reference to the various figures, it should be
understood that the figures are for illustration only and
should not be taken as limiting the scope of the invention.
Many changes and modifications may be made to the
invention, by one having ordinary skill in the art, without

. departing from the spirit and scope of the invention.

What is claimed is:

1. A system for supporting a message delivery service,
comprising:

a plurality of processing servers each being coupled to
communicate with a plurality of first outbound
resources and a database server, over an internal
packet-switched data network, the database server con-
taining account information on customers of the mes-
sage delivery service, each processing server imple-
ments a router-filter and a message queue,

the message queue to store request messages that are
received from a customer of the message delivery
service over an external packet-switched data network,

the router-filter to obtain a request message from the
queune while polling the queue for pending requests,
validate a customer associated with said request mes-
sage after accessing the account information in the
database server, and determine to which of the plurality
of first outbound resources to assign said request
message,

each of the first resources being capable of converting an
input request message into a format capable of being
received by a fax machine over a telephone network.

2. The system of claim 1 wherein the internal data
network is a private data network.

3. The sysiem of claim 2 wherein the external data
network is the Internet.

4. The system of claim 3 wherein the request messages are
received from the customers via one of a mail transport
protocol server and a hypertext transport protocol server on
the Internet.
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5. The system of claim 1 wherein the router-filter is to
prioritize a plurality of request messages that have been
obtained from the queue and that are assigned to an out-
bound resource.

6. The system of claim 1 wherein the router-filter is to
determine which of the plurality of first outbound resources
1o assign said request message to, based on which resource
offers the least cost of delivering said request message.

7. The system of claim 1 wherein the router-filter is to

generate an error message that indicates an error in deliv-
ering said request message as reported by the outbound
resource to which said request message was assigned.

8. The system of claim 1 further comprising:

a plurality of second outbound resources each being
capable of converting an input request message into a
format capable of being played back to a telephone
over a telephone network, wherein the router-filter is to
determine to which of the first and second resources
said request message is to be assigned, based on a

message type of said request matching a capability of ~

one of a first resource and a second resource.

9. The system of claim 1 further comprising;

a plurality of second outbound resources each being
capable of converting an input request message into a
format capable of being transmitted to a paging termi-
nal over one of (1) a telephone network and (2) a
paging gateway over an external packet-switched
network, wherein the route-filter is to determine to
which of the first and second resources said request
message is to be assigned, based on a message type of
said request matching a capability of one of a first
resource and second resource.

10. An article of manufacture for supporting a message

delivery system, comprising;

a machine accessible medium containing data that, when
accessed by a machine, cause a plurality of processing
servers to communicate with a plurality of first out-
bound resources and a database server all as part of an
internal packet-switched data network, each processing
server implements a router-filter and a message queue,
the message queue to store request messages that are
received from a customer of the message delivery
service over an external packet switched data network,
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the router-filter to obtain a request message from the 4

queue, validate a customer associated with said request
message after accessing account information in the
database server, and determine which of the plurality of
first outbound resources to assign said request message,
each of the first resources being capable of converting
an input request message into a format capable of being
received by a fax machine over a telephone network.

11. The article of manufacture of claim 10 wherein the
medium includes further data which, when executed by the
machine, cause the internal network to perform as a private
data network.

12. The article of manufacture of claim 10 wherein the
medium includes further data which allow the request mes-
sages to be received from a customer over the Internet.

13. The article of manufacture of claim 12 wherein the
medium includes further data which allow the request mes-
sages to be received from the customer via one of a mail
transport protocol server and a hypertext transport protocol
server on the Internet.

14. The article of manufacture of claim 10 wherein the
medium includes further data which, when executed by the
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machine, cause the router-filter to prioritize a plurality of
request messages that have been obtained from the queue
and that are assigned to an outbound resource.

15. The article of manufacture of claim 10 wherein the
medium includes further data which, when executed by the
machine, cause the router-filter to determine which of the
plurality of first outbound resources to assign said request
message to, based on which resource offers the least cost of
delivering said request message.

16. The article of manufacture of claim 10 wherein the
medium includes further data which, when executed by the
machine, cause the router-filter to generate an error message
that indicates an error in delivering said request message as
reported by the outbound resource to which said request
message was assigned.

17. The article of manufacture of claim 10 wherein the
medium includes further data which, when executed by the
machine, cause one of the plurality of processing servers to
be capable of (1) communicating with a plurality of second
outbound resources each being capable of converting an
input request message into a format capable of being played
back to a telephone over the telephone network and (2)
determining which of the first and second outbound
resources to assign said request message based on a message
type of said request message matching the capability of an
outbound resource.

18. The article of manufacture of claim 10, wherein the
medium includes further data which, when executed by the
machine, cause one of the plurality of processing servers to
be capable of (1) communicating with a plurality of second
outbound resources each being capable of converting an
input request message into a format capable of being trans-
mitted to one of (1) a paging terminal over a telephone
network and (2) a paging gateway over an external packet-
switched network, and (2) determining which of the first and
second outbound resources to assign said request message
based on a message type of said request message matching
the capability of an outbound resource.

19. A method for supporting a message delivery service,
comprising:

communicating with a plurality of first outbound

resources and a data base server over an internal
packet-switched data network, each of the plurality of
first outbound resources being capable of converting a
request message into a format capable of being
received by a fax machine over a telephone network,
the database server containing account information on
customers of the message delivery service;

obtaining a request message from a message queue, the

queue storing a plurality of request messages that are
received from customers of the message delivery ser-
vice and that were sent from an external packet-
switched data network;

validating a customer associated with said obtained

request message after accessing the account informa-
tion in the database server; and

determining to which of the plurality of first outbound

resources said obtained request message should be
assigned.

20. The method of claim 19 wherein the internal data
network is a private data network.

21. The method of claim 19 wherein the external data
network is the Internet.
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22. The method of claim 21 wherein the request messages
are received from the customers via one of a mail transport
protocol server and a hypertext transport protocol server on
the Internet.

23. The method of claim 19 further comprising:

prioritizing the delivery of a plurality of request messages

that have been obtained from the queuve and that are
assigned to an outbound resource.

24. The method of claim 19 further comprising:

determining which of the plurality of first outbound
resources to assign said obtained request message 1o,
based on which resource offers the least cost of deliv-
ering said obtained request message.

25. The method of claim 19 further comprising:

generating an error message that indicates an error in
delivering said obtained request message as reporied by
the outbound resource to which said obtained request
message was assigned.

26. The method of claim 19 further comprising commu- *

nicating with a plurality of second outbound resources each
being capable of converting a request message into a format

10

18

being capable of being played back to a telephone over a
telephone network; and

determining to which of the plurality of first and second
outbound resources said obtained message should be
assigned, based on a message type of said request
message matching a capability of an outbound
resource.

27. The method of claim 19, further comprising:

communicating with a plurality of second outbound
resources each being capable of converting an input
request message into a format capable of being trans-
mitted to one of (1) a paging terminal over a telephone
network and (2) a paging gateway over an external
packet-switched network; and

determining to which of the plurality of first and second
outbound resources said obtained message should be
assigned, based on a message type of said request
message matching a capability of an outbound
resource.
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1
SCALABLE ARCHITECTURE FOR
TRANSMISSION OF MESSAGES OVER A
NETWORK

This is a continuation of Ser. No. 09/097,307, now U.S.
Pat. No. 6,597,688 filed on Jun. 12, 1998,

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to the field of message
receipt/transmission and delivery using computer, phone,
wireless and other communications networks. Specifically,
the present invention relates to the transmission of e-mail
messages which may be text only, text plus an audio file, text
plus a video file, text plus a fax file or any combination
thereof to a phone, pager or fax machine or other receiving
device suitable for the message content, over appropriate
communications networks using an architecture which
enables easy expansion to handle additional message traffic
as well as to connect to additional communications net-
works, including networks which do not presently exist
which may become available in the future.

2. Description of Related Art

Voice and data communications systems such as the

public switched telephone network (PSTN) are currently
used to transfer image and text data transmitted by facsimile
(“fax™) machines in addition to the normally carried voice
traffic. These faxed images are usually transmitted through
the PSTN and received for printout or storage of the image
on a destination fax machine or computer for the use by the
recipient.

In U.S. Pat. No. 6,208,638 entitled Method and Apparatus
for Transmission and Retrieval of Facsimile and Audio
Messages Over a Circuit or Packet Switched Network, it is
disclosed that to provide for the receipt and transmission of
audio and fax information by a first user over a circuit
switched network such as the public switched telephone
network (PSTN) to a second user over a packet switched
network such as the Internet, a communications server is
connected both to the circuit switched network and a packet
switched network.

The communications server contains resources to receive
and process incoming audio and facsimile calls from the
circuit switched network into a format suitable for transmis-
sion over the packet switched network to the second user’s
address. In addition, a link is first determined between the
second user’s address on the circuit switched network and
the second user’s address on the packet switched network,
and then an appropriate route to the second user’s address on
the packet network is determined. With the system being
maintained in a distributed and redundant fashion, reliable
receipt and transfer of all messages is ensured. A copy of the
specification and drawings of U.S. Pat. No. 6,208,638 is
attached hereto.

However, the architecture utilized as described in U.S.
Pat. No. 6,208,638 is not easily scalable to handle increas-
ingly higher levels of message traffic or to easily connect to
networks in addition to the PSTN and the Internet. FIG. 1
shows the essence of the architecture of U.S. Pat. No.
6,208,638, An e-mail message is passed to an outbound
resource 11 (comumunications server 550 in U.S. Pat. No.
6,208,638) which converts the e-mail message to a fax
format or to audio for transmission to a fax machine or
telephone connected to the PSTN. A database 13 stores
customer information necessary for processing of messages
(an unnumbered part of communications server 550 in U.S.

5

10

30

40

60

2

Pat. No. 6,208,638 which is also contained in database
server 595 in U.S. Pat. No. 6,208,638). After processing of
an e-mail message by outbound resource 11, a fax or voice
mail message is sent over the PSTN or more generally, a
generalized switched telephone network (GSTN) which
includes cellular telephone networks as well as the PSTN.
Optionally, a pager message may also be sent informing a
user of the fax which has been sent or availability of a voice
mail message as described in US. Pat. No. 6,073,165
entitled Processing and Forwarding Messages From a Com-
puter Network to a Forwarding Service.

SUMMARY OF THE INVENTION

A method and apparatus is disclosed for delivering mes-
sages that utilizes a message queue and a router/filter within
a private data network. The private network is connected to
an external data network such as the Internet, and has
separate outbound resource servers to provide a high degree
of scalability for handling a variety of message types.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a prior art architecture which
performs the functions, but not the scalability of the archi-
tecture of the present invention.

FIG. 2 is a block diagram illustrating the architecture of
the present invention.

FIG. 3 is a block diagram showing the data/control flow
through message queue 21, router/filter 23 and database 27.

FIG. 4 (4a and 4b) is a flow diagram of the processing
performed by router/filter 23.

FIG. 5 is a system diagram of a network containing a
message server.

FIG. 6 is a block diagram illustrating the message server.

FIG. 7 is a flow diagram illustrating some operations.

DETAILED DESCRIPTION OF THE
INVENTION

The present invention provides a method and apparatus
for allowing the receipt and transmission of audio, video and
fax information between a circuit switched network and a
packet switched network. For purposes of explanation, spe-
cific embodiments are set forth to provide a thorough
understanding of the present invention. However, it will be
understood by one skilled in the art, that the invention may
be practiced without these details. Further, although the
present invention is described through the use of circuit
switched and packet switched networks, most, if not all,
aspects of the invention apply to all networks in general.
Moreover, well-known elements, devices, process steps and
the like are not set forth in detail in order to avoid obscuring
the present invention.

Referring now to FIG. 2, e-mail messages for a customer
are sent to/through an external data network 15 (e.g., the
Internet) and routed to an appropriate SMTP/HTTP (or
SHTTP) server 17 as determined by a domain name server
(DNS) 18 according to well known techniques. The e-mail
message may be a text message or it may include a file, the
content of which may be audio, video or bitmapped (e.g., a
fax) or other data. Again, the techniques for creating and
sending e-mail messages with these characteristics are well
known.

A processing server 19, which includes a message queue
21 and a router/filter 23 first verifies that the message is from
or is to a customer using information in database 27. After

Exhibit D, Page 100



Case 2:11-cv-04239-DDP-AJW Document 44 Filed 03/09/12 Page 106 of 113

#:440

US 7,020,132 Bl

3

successful verification, the message is broken into fragments
(in the case of files with multiple attachments) and written
1o message queue 21. Router/filter 23 obtains messages from
the message queue and handles least call routing/billing/
prioritization/filtering of messages. Filtering is primarily for
notification messages for pager delivery. After billing veri-
fication and determination of a least cost route, the message
is assigned to one or more outbound resources 31 for
delivery to the intended recipient by a method or methods
selected by the customer as previously recorded in database
27.

In the case of faxes, the outbound resource is a server
which dials the destination fax number and sends the fax.

In the case of voice messages, the outbound resource is a
server which dials the destination telephone number and
plays the voice message.

In the case of notification messages, the outbound
resource is a server which dials out to the paging terminal or
delivers the notification message through any appropriate
paging gateway.

After the message (in whatever form) has been delivered,
a receipt with details and an error log (if any) is sent back
via a secure protocol to the message queue 21.

The receipt/error log messages are then processed by the
router/filter which interfaces with a billing system (not
shown) for customer account update.

FIG. 3 is a block diagram showing the data/contro] flow
through message queue 21, router/filter 23 and database 27
using information contained in the following tables as
explained with reference to FIGS. 4a and 4b.

TABLE 1

Message Queue Table

MESSAGE_ID This is a unique number
assigned to cach message
that arrives in the system.
Unique number assigned to
each Outbound Resource
Each Resource is identified
by the type of messages

it can deliver {e.g., FAX,
VOICE, NOTIFY, etc.)
Location of the Resource
(such as 1P address)

To: address of the message
From: address of the
message

Location of actual m

RESOURCE__ID

RESOURCE_TYPE

RESOURCE__ADDRESS

MESSAGE_TO_EMAIL__ADDRESS
MESSAGE__FROM__EMAIL ADDRESS

MESSAGE__LOCATION

4

TABLE 1-continued

Message Queue Table

on the Message Queue 21
Size of the message in
bytes

Priority of the message
(e.g., low, medium, high)
Timestamp identifying the
dateftime that the message
was received by the system
Amount of time after which
the message becomes stale
Scheduted delivery time-
stamp for the message
Current status of the mes-
sage (Active, Pending,
Sent, ete.}

Estimated cost for the de-
livery of the message
Unique number identifying
the customer in the
database

Flag identifying if the
message is part of a larger
broadeast list waiting to be
delivered

MESSAGE_SIZE
MESSAGE_PRIORITY

MESSAGE_CREATION _DATE

MESSAGE._EXPIRY__DURATION
MESSAGE_SCHEDULED_ DATE

MESSAGE__STATUS

MESSAGE__ESTIMATED_COST

CUSTOMER_KEY

MESSAGE_PART_OF_BROADCAST

5 BROADCAST_ID Unique number identifying
a broadcast list
COVERPAGE_ID Unique number identifying
a coverpage (if any) for
a fax
MESSAGE__SUBJECT Subject line of the message
10 to be delivered
MESSAGE_DURATION Duration of the message
(delivery time of fax, or
delivery time for a voice
message, etc.)
MESSAGE_RATE Rate for message delivery
15 (dollars per second, etc.)
MESSAGE_SEND__DATE Actual timestamp identify-
ing when the message was
delivered
MESSAGE_REMOTE_CSID Identifier of the fax
machine to which a FAX
20 message was delivered
MESSAGE_TYPE Type of message (e.g.,
FAX, VOICE,
NOTIFICATION, etc.)
RESOURCE_COMMUNICATION_TYPE  Protocol used to communi-
cate with the resource
25 (HTTP, SHTTP, etc.)
MESSAGE__LANGUAGE_CODE Language used for delivery
of a receipt or response,
based on settings in the
customer table
MESSAGE_PAGES Number of pages of a
30 message (used primarily for
a fax)
s TABLE 2
File Type Table
FILETYPE_MESSAGE_TYPE  Identifier of a message type (FAX,
VOICE, etc.)
FILETYPE_ RESQURCE_TYPE Identifier to determine & resource that
40 can handle a particular file type
FILETYPE__EXTENSION The filename extension that identifies
a file type (e.g., WAV, TIF, JFX,
AU, GSM, etc.)
45
TABLE 3
Customer Table
CUSTOMER_KEY Unique number identifying a customer in the
50 database
FIRSTNAME First natme of customer
LASTNAME Last name of customer
COMPANY Company name of customer
ADDRESSLINEL Company address
ADDRESSLINE2 Company address
g5 CITY Company city
MAILREGION Company state or equivalent
MAILCODE Zipcode or equivalent
COUNTRY Company country
WORKNUMBER Customer work phone number
HOMENUMBER Customer home phone number
60 EMAILADDRESS Ernail address of customer
COLLECTIONMETHOD  Collection method such as Credit card,
Debit, ete.
BILLTYPE e.g., Customer, Demo, free, corporate, etc.
STATUS Status of customer, Active, [nactive, etc.
LANGUAGECODE Language of customer, English, German, etc.
__ CURRENCYCODE Currency for billing the customer, US
03

Doilars, Pound Sterling, etc.
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FIGS. 4a and 4b are a flow diagram of the processing
TABLE 4 performed by router/filter 23 using Tables 1-8. When a

Currency Table

message is received it is placed into message queue 21
which is simply a storage area, the specifics of which,

s including the mechanism for placing the message into the
FORMAT Currency label queue are well known. Certain details concerning the mes-
CURRENCY__SYMBOL Symbol for currency sage are also stored in a message queue table (Table 1). In
step 41, router/filter, which is a computer program running
on processing server 19, polls the message queue table for
10 pending requests as determined by the existence of an active
TABLE 5 message in the message status field. If no message is found,
Notification Table after a system defined delay, the message queue table is
again polled (step 43). Once a message has been found in the
CUSTOMERKEY Sﬁ;‘%ﬁ:“mb“ identifying a customer in the table, processing continues with step 45 by determining the
PAGERTYPECODE  Code to determine the kind of pager service 15 message type using the message_type field in Table 1 and
BRSNUMBER Modem number for pager notification delivery, the file type information in Table 2. The customer is then
based on the pager type validated using information in Table 3 in step 47. In step 49,
PAGERNUMBER  Identifier number of the pager unit currency information for the customer is obtained from
PIN PIN code for the pager unit . .
DISPLAYTYPE Display type of the pager (numeric, alphanumeric, Table 4. The message is then filtered for possible pager
ete.) 20 notification using the information in Table 5 in step 51. In
step 53, Table 7 is used to check for available resources to
. ) deliver the message. In step 55, the rates of available
IABLE 6 resources are checked to determine the least cost resource
Response_email Table using Table 8. Then in step 59, the message is delivered
25 using the determined least cost resource. After the message
RESPONSE_ID Unique Ht) f;?f 2 rfisfonse/fi‘-‘eipt has been delivered, or after an error in the delivery has
REPONSE_SUBJECT gieljjsjcgteli:c of the rfssoffc (;):::i;ge occurred, in step 59, a response/receipt is composed using
RESPONSE. FROM_EMAIL From: line of the response message Table 6. In step 61, the response or receipt is delivered to the
RESPONSE__BODY Actual text of the response message sender, The system then begins the process over again at step
30 41.
As noted above outbound resource 31 is equivalent to
TABLE 7 communications server 550 as described in U.S. Pat. No.
Resource Table 6,208,638. The modifications made to outbound resource to
enable it to operate in a system having an architecture as
RESOURCE_ID Unique ideatifier for the 15 described herein are as follows.
RESOURCE_ TYPE frsf;:rgfe resource (FAX, These changes will be described with reference to the
VOICE, etc.) message structure of received messages.
RESOURCE_STATUS Status of resource {Active,
Inactive, etc.). Message Structure
RESOURCE_QUEUE_STATUS Statug of the Queue, num- Each field has a value following an ‘=" sign and is
) ber of messages in queue * terminated by a newline character. The exception to this is
iggg&g@%:é%i}zfﬁfx ;{;ﬁmzi?‘f Sff;rc ng e the “Message” field where a newline immediately follows
solirce queue the “=" sign and the actual message follows on the next line.
RESOURCE__ADDRESS Address of the resource (IP The fields of a message are as follows:
RESOURCE_NAME aNda(irncess(;fcttlfle) resource 45 Password-=
RESOURCE__EXPIRY_DURATION Expiry duration for any MessagelD=
message sent to the speci- MessageStatus=
fied resource MessageSent TimeStamp=
RESOURCE_QUEUE__IN_STATUS T?'Jumber of messages wait- Message Duration=
;I;fo:?rcie delivered by the © MessageLengthﬁ
RESOURCE_COMMUNICATION_TYPE  Method used to communi-  Message RemoteCSID=
cate with resource (HTTP, MessageSourceCSID=
SHTTP, ete.) MessageAttachStatus=
MessageDestination=
TABLE 8 5 ResourcelD=
ResourceStatus=
Resource Rates Table Resourcel ,astCommTimeStampx
RESOURCE._ID Unique identifier for the resource ResourceEXplryDumtmn:
RESOURCE__PREFIX Any digits to be dialed before an ResourceQueuelnStatus=
actual aumber 50 ResourceQueueOutStatus=
RESOURCE__CITY_NAME Name of destmanw city for the ResourceChannel Max=
message to be delivered
RESOURCE__PROVIDER_RATE Rate for a particular city (dollars per ResourceChannelStatus=
second, etc.) ‘ MessageBoundary=
RESOURCE_MAX_DIGITS ;/Iaix Cixumber of digits allowed to be Messa ge=
RESOURCE__AREA_CODE ;;Z code for the particular city 65 In the following explanation of the above fields, the text

in brackets at the end indicates the entity providing the value
for the field in the forward/reverse direction (i.e., from

Exhibit D, Page 102



Case 2:11-cv-04239-DDP-AJW Document 44 Filed 03/09/12 Page 108 of 113

#:442

US 7,020,132 Bl

7

router/filter 23 (RF) to outbound resource 31 (RESOURCE),
and from RESOURCE to RF, respectively). “NA” indicates
that no value is applicable, and the text “NA” is used to
populate the field. “Same” indicates that the same value is
used in the reverse direction, i.e, the RESOURCE does not
modify the value; it only echoes the value it receives in that
field.

Password-—There is a fixed password pair for each
RESQURCE and RF combination. RESOURCE stores
the RF password in a flat text password file in a directory
(jfaxom), and RF stores the RESOURCE password in the
database. (RE/RESOURCE).

MessagelD—Unique 1D, per message, generated by
RESOURCE. (RESOURCE/Same).

MessageStatus-—Code indicating current status of the mes-
sage. See Status codes below. (RF/RESOURCE)

MessageSent TimeStamp—Time stamp indicating date/time
the message was delivered to the final destination by
RESOURCE. (NA/RESOURCE)

MessageDuration—Time (in seconds) to transmit message
from RESOURCE. (NA/RESOURCE)

Messagelength—Number of pages
RESOURCH. (NA/RESOURCE)

MessageRemoteCSID—called  subscriber  identification
(CSID) of fax machine to which message was transmitted.
(NA/RESOURCE)

MessageSourceCSID—Source CSID. This may be custom-
ized per customer. (RF/Same)

MessageAttachStatus— Value of “A” indicates a message is
attached for delivery. (RE/RESOURCE)

MessageDestination—Destination phone number.
Same)

ResourcelD—Unique 1D, per resource, stored in the data-
base. (RF/Same)

ResourceStatus—Code indicating the current status of the
resource, i.e., whether it is active or not. RF uses this to
determine whether further messages should be sent to
RESOURCE for delivery. See Status codes below. (NA/
RESOURCE)

Resourcel astComm TimeStamp—Date/time of last commu-
nication between RF and RESOURCE. (RF/RE-
SOURCE)

ResourceExpiryDuration—Life of message (in minutes) on
RESOURCE. If a message has not been delivered to the
final destination by RESQURCE within this amount of
time, the message is considered “expired” and is dis-
carded.

ResourceQueuelnStatus-—Number of messages waiting to
be processed in an Inbox directory on RESOURCE.
(NA/RESOURCE)

ResourceQueueOutStatus—Number of messages waiting to
be processed in an Outbox directory on RESOURCE.
(NA/RESOURCE)

ResourceChannelMax—Number of channels available for
use on RESOURCE. (NA/RESOURCE)

ResourceChannelStatus—Channel  activity status, e.g.,
00000001 11000001, where 0’s indicate an idle channel
and 1’s indicate a busy channel. (NA/RESOURCE)

MessageBoundary—Text for MIME boundary. (RF/NA)

Message—Actual MIME message sent by RF. If
MessageAttachStatus=NA, no message follows this tag.
All fields are NA if not used.

Date fields are expressed in MMDDY Yhhmmss format.
Resource Status Codes are:

A-—Active

I---Inactive

transmitted by

(RF/

3

25

30

50

63
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Message Status Codes are:

P—Pending

H~—On Hold

D—Deferred

R—Ready for sending to RESOURCE

X-—FExchanged, i.e., sent to RESOURCE but not acknowl-
edged by it.

A—Sent to RESOURCE and acknowledged by it.

S—Sent (ie., receipt for final delivery received from
RESOURCE)

Normal sequence for Message delivery by RESOURCE
is:

RF receives a request in its queue (message queue 21).

RF sends the message to RESOURCE.

RESOURCE gets message, authenticates password, and
creates a new message in the Inbox directory.

RESOURCE acknowledges receipt of message.

RESOURCE  processes the message in
(MessageStatus=A, MessageAttachStatus=A).

RESOURCE moves message to a Process directory for
further processing.

RESOURCE finishes processing message and delivers it to
final destination.

RESOURCE removes the message from the Process direc-
tory.

RESOURCE creates a message in Outbox directory.
(MessageStatus=S). If a “reply message” is to be deliv-
ered to the original sender, MessageAttachStatus=A, else
MessageAttachStatus=NA. MessagelD remains the same
in either case.

RESOURCE delivers receipt (with “reply message,” if
applicable) to RF.

RF receives the message and puts it in the Queue for
database processing.

Processing server 19 with the above described function-
ality may be implemented using readily available systems
such as a Windows NT server or a UNIX server. Database
27 may be implemented as a database server using readily
available systems such as a Windows NT server or a UNIX
server running, for example a SQL database.

What follows is a detailed description of FIGS. 5-7 which
set forth a method and apparatus for allowing the receipt and
transmission of audio and fax information between a circuit
switched network and a packet switched network, as
described in U.S. Pat. No. 6,208,638. For purposes of
explanation, specific embodiments are set forth to provide a
thorough understanding of the present invention. However,
it will be understood by one skilled in the art, from reading
this disclosure, that the invention may be practiced without
these details. Further, although the system is described
through the use of circuit switched and packet switched
networks, most, if not all, aspects apply to all networks in
general.

FIG. 5 contains a block diagram illustrating an embodi-
ment of a system containing a communications server 550
connected to a circuit switched network 530 and a wide area
network (WAN) 580, In an embodiment, the circuit switched
network 530 is a circuit switched network such as the PSTN
while WAN 580 is a packet switched network such as the

Inbox

o Internet. It is to be noted that circuit switched network 530

can also be a network such as the generalized switched
telephone network (GSTN), which encompasses PSTN net-
works, cellular telephone networks, and the other networks
with which they are in communication.

Communications server 550 is connected to circuit
switched network 530 via a switch 540 and to WAN 580
through the use of a router 585. As described in further detail
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below, in an embodiment, switch 540 and router 585 are
interfaced to communications server 550 using two separate
hardware interfaces. In an alternate embodiment, switch 540
and router 585 can be interfaced to communications server
550 through the use of one hardware unit.

Connected to circuit switched network 530 is both a
telephone unit 516 and a facsimile unit 520. Telephone unit
510 is a standard telephone capable of converting audio
signals into electrical signals suitable for transmission over
circuit switched network 530. Similarly, facsimile unit 520
is a standard facsimile machine capable of transmitting and
receiving facsimile messages over circuit switched network
530. Bach of these devices can be connected to circuit
switched network 530 using either wired or wireless tech-
nology.

Connected to WAN 580 is a database server 595, a system
management unit 597, a mail server 560, and a client 590.
Each of these systems communicate with each other and
with communications server 350 via WAN 580 using such
protocols such as simple network management protocol
(SNMP) and hyper-text transport protocol (HTTP)—pack-
etized using a protocol such as the transmission control
protocol/internet protocol (TCP/IP).

In an embodiment, each one of database server 595,
system management unit 597, mail server 560, and client
590, are stand-alone computers or workstations containing
the hardware and software resources to enable operation. In
alternate embodiments, the functions provided by each one
of database server 895, system management unit 597, mail
server 560; and client 590, are provided by any number of
computer systems.

In an embodiment, mail server 560 is a server providing
e-mail receipt and transmission using a protocol such as the
simple mail transfer protocol (SMTP) and post office pro-
tocol (POP). Moreover, client 590 is configured to be able to
communicate over WAN 580 using SMTP or POP in order
to retrieve e-mail from mail server 560 or another suitably
configured server.

System management unit 597 communicates with com-
munications server 350 to monitor: (1) the processes on
communications server 550; (2) the status of the trunk line
connected to communications server 550; and (3) the con-
nection between the various servers connected to WAN 580.
As described below, if any processes on communications
server 550 or connection to the circuit switched network 530
is interrupted, system management unit 597 can allocate
resources, or cause the re-routing of a call or message via
one or more redundant resources or connections, ensuring
that the call or message is routed to the final destination.

Communications server 550 contains user data needed to
receive and route incoming messages received from circuit
switched network 530. The same information is also stored
on database server 595. In an embodiment, communications
server 550 stores an inbound address, a set of final destina-

tion addresses; and an account status for each user. The 3

inbound address corresponds to the telephone number
assigned 1o the user. As further discussed below, the inbound
address is the number that a message sender dials on
telephone unit 510 or facsimile unit 520 to leave a message
for the user. The set of final destination address contain one
or more e-mail addresses where the user account status
information indicates whether the inbound address is either
active and or inactive—ie, whether the user is able to
receive messages using the system.

Database server 595 stores a duplicate copy of the
inbound address, the set of final destination addresses; and
the account status for each user. Database server 595 also

30

40

30

10

stores additional information for each user such as mailing
address and billing information which are not used in the
operation of the present invention but are note herein for
completeness only. Thus, the information that is stored on
communications server 550 is a subset of the information
that is stored on database server 595, and if communications
server 550 were to become inoperable or otherwise unable
to handle incoming messages, database server 595 can
configure another communications server to accept those
calls.

In an embodiment, system management unit 597 is
responsible for monitoring the status of communications
server 550 and re-assigning the users being handled by
communications server 550 if communications server mal-
functions or becomes overloaded with incoming calls. In the
former case, system management unit 597 would re-assign
all users being handled by communications server 550 to
another communications server. In the latter case, system
management unit 597 would only off-load the only those
incoming calls for which communications server 550 does
not have the available resources to process.

FIG. 6 is a block diagram of communications server 550
configured in accordance with an embodiment containing a
processor 651 coupled to a memory subsystem 653 through
the use of a system bus 655. Also coupled to system bus 655
is a network interface 656; a trunk interface 652; and a set
of fax/voice processing resources 654. Set of fax/voice
processing resources 654 and trunk interface 652 are also
coupled to a bus 657.

Bus 657 is a bus that supports time division multiplex
access (TDMA) protocols to optimize the flow of real time
traffic between set of fax/voice processing resources 654 and
trunk interface 652.

Memory subsystem 653 is used to store information and
programs needed by communications server 550. The tunc-
tioning of memory subsystems in computer design are well
known to those of ordinary skill in the art and thus will not
be further discussed herein.

In an embodiment, trunk interface 652 is a trunk line
interface, such as a T-1 or E-1 line, to switch 540 and can
handle up to 24 channels of communications. Trunk line
signaling is well known to those of ordinary skill in the art
of telecommunication and thus will not be further discussed
herein except as necessary for describing the invention.

Set of fax/voice processing resources 654 are made up of
multiple fax/voice processing cards. Each of these process-
ing cards contain processing units which are capable of
receiving and transmitting facsimiles according to estab-
lished protocols, and which are capable of digitizing voice
or other audio data, also according to established protocols.
In an embodiment, there are three fax/voice processing cards
in set of fax/voice processing resources 654, each fax/voice
processing card containing eight processing units capable of
handling a channel from trunk interface 652. Thus, commu-
nications server 550 can communicate on twenty-four chan-
nels concurrently.

The storage of destination addresses on both circuit
switched network 530 and WAN 580 is controlled by a
database located either on communications server 550 or on
database server 595. Keeping this information separate from
communications server 550 allows communications server
550 to be a resource that can be allocated on demand. Hence,
a number of communications servers could be used, along
with one or more database servers, to allow a fully redundant
and scalable system. In addition, system management unit
597 monitors the status and connection of all the commu-
nication and database servers.
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FI1G. 7 is a flow diagram illustrating the operations of an
embodiment of the present invention when a call originating
from a source on the circuit switched network 530. For
example, either telephone unit 510 or facsimile unit 520 can
initiate the call.

In block 700, an incoming call signal is received by
communications server 550 from switch 540. The incoming
call signal is initiated by telephone unit 510 or facsimile unit
520 over circuit switched network 530 and is routed to
communications server 550 via switch 540. Communica-
tions server 550 detects the incoming call signal using trunk
interface 652. Operation would continue with block 702.

Continuing with block 702, trunk line interface unit 652,
in addition to receiving signals to indicate that there is an
incoming call from switch 540, also receives signals indi-
cating the circuit destination address of the incoming call.
The destination address is captured by trunk interface 652
and is determined by trunk line signaling using mechanisms
such as direct-inward-dial, or dual tone multifrequency
(DTMF) tones.

Continuing with block 704, to determine whether or not
to process the incoming call, processor 651 searches the list
of inbound addresses contained in memory subsystem 653
for the destination address. If processor 651 finds the des-
tination address in the inbound address list, processor 651
will then look up the account status for the user who owns
the inbound address to determine if the account of that user
is a valid user account. In an alternate embodiment, the
validation is performed through the use of a database
maintained by a separate entity such as database server 595,
If the account is found to be inactive, communications server
651 will play a prepared message indicating that the number
1o which the incoining message was sent is an invalid
account.

In block 706, once the validity of the user account has
been established, processor 651 will attempt to allocate one
fax/voice processing resource from set of fax/voice process-
ing resources 654 and also determine the availability of
other resources required for the receipt and processing of the
incoming call. These other resources include the processing
capacily of processor 651, the storage capacity of memory
subsystem 653.

If it is determined that the appropriate resources are not
available, then the call will be routed to a different commu-
nications server that is capable of allocating the necessary
resources. The routing of calls is accomplished by trunk line
signaling via switch 540 and is managed by system man-
agement unit 597.

Also, it should be noted that the call will only come from
switch 540 to communications server 550 if there are no
problems with the line. Otherwise the call will get routed to
a different communications server. In an embodiment, fault
detection and correction happens in one of two ways. First,
on the telephone network side, switch 540 can be set up to
independently route a call to another line if it is determined
that one of the lines is bad. Second, if communications
server 550 detects that the trunk line coming into trunk
interface 652 is down, communications server 550 will
notify system management unit 597 to reallocate the users
for whom communications server 550 is responsible onto
another communications server. Thus, system management
unit 597 will transfer the duplicate user information con-
tained in database server 595 into a different communica-
tions server.

In block 708, communications server 550 “answers” the
incoming call by having trunk interface 652 go “off-hook”
on the trunk line.

o
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In block 710, if the fax/voice processing resource of set of
fax/voice processing resources 654 which is processing the
call determines that the incoming call is a fax transmission,
then operation will continue with block 712. Otherwise,
operation will continue with block 714. For example, if the
call is a fax, a fax protocol is initiated, and the fax is received
by one of the fax/voice processing resources of set of
fax/voice processing resources 654. If the call is a voice call,
the voice is recorded by one of the fax/voice processing
resources of set of fax/voice processing resources 654.

In block 712, the fax/voice processing resource of set
fax/voice processing resources 654 responsible for process-
ing the incoming call will perform the fax transfer and store
the incoming message as a temporary file in memory sub-
system 633. In an embodiment, the incoming fax is saved
into a file which follows the group 3 facsimile file format.
Operation will then continue with block 716.

In block 714, where it is determined that the incoming
message is an audio message, the fax/voice processing
resource of set of fax/voice processing resources 654 allo-
cated to process the call will initiate an audio recording of
the incoming voice message. In an embodiment, the audio
message is digitized and stored in memory subsystem 653 as
a temporary file in a pulse code modulated format. After the
incoming call has been digitized and stored, operation will
then continue with block 716.

In block 716, trunk interface 652 will terminate the call.
Operation will then continue with block 718.

In block 718, the incoming message, which has been
stored as a temporary file in memory subsystem 653, is
processed by processor 651. In an embodiment, the tempo-
rary file is processed according to the type of the incoming
call. If the incoming call was a fax transmission, then the
temporary file, which has been stored as a group 3 facsimile
file, will be converted into a file which follows the tagged
image file format (TIFF), or a format that is suitable for
transmission over WAN 580. Optionally, the temporary fax
file can also be compressed at this stage. If the incoming call
was an audio message, then the temporary file would be
compressed using a compression scheme such as the scheme
defined in the global system for mobile-communications
(GSM) standard. In alternate operations, compressing and
other processing of the incoming message is performed as
the same time the incoming message is being received and
being placed in memory subsystem 653.

In block 720, communications server 550 uses the
inbound address to determine the set of final destination
addresses, which are destinations on WAN 3580 (i.e., the
packet switched network), to send the processed incoming
message. Communications server 550 then sends an elec-
tronic mail (e-mail) with the processed incoming message as
an attachment to all the destinations in the set of final
destination addresses.

For example, the e-mail containing the attachment is
transferred to, and stored in, a server such as mail server 560,
The e-mail is then retrieved by client 590 whenever the user
wishes. In an alternate embodiment, client 590 can retrieve
the e-mail directly from communications server 550, with-
out the storing operation of mail server 560.

While the present invention has been particularly
described with reference to the various figures, it should be
understood that the figures are for illustration only and
should not be taken as limiting the scope of the invention.
Many changes and modifications may be made to the
invention, by one having ordinary skill in the art, without
departing from the spirit and scope of the invention.
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What is claimed is:

1. A system for supporting a message delivery service,
comprising:

a server coupled to communicate with a plurality of first
outbound resources and a database server, over an
internal packet-switched data network, the database
server containing account information on customers of
the message delivery service, the server implements a
router-filter and a message queue,

the message queue to store a request message received
from a customer of the message delivery service over
an external packet-switched data network,

the router-filter to obtain a request message from the
queue, validate said request message by accessing the
account information in the database server, and deter-
mine to which of the plurality of first outbound
resources to assign said request message,

each of the first resources being capable of converting an
input request message into a format capable of being
received by a fax machine over a circuit switched
network.

2. The system of claim 1 wherein the internal data

network is a private data network.

3. The system of claim 2 wherein the external data
network is the Internet.

4. The system of claim 3 wherein the request message is
received from the customer via one of a mail transport
protocol server and a hypertext transport protocol server on
the Internet.

5. The system of claim 1 wherein the router-filter is to
prioritize a plurality of request messages that have been
obtained from the queue and that are assigned to an out-
bound resource.

6. The system of claim 1 wherein the router-filter is to
determine which of the plurality of first outbound resources
to assign said request message to, based on which resource
offers the least cost of delivering said request message.

7. The system of claim 1 wherein the router-filter is to
generate an error message that indicates an error in deliv-
ering said request message as reported by the outbound
resource to which said request message was assigned.

8. The system of claim 1 further comprising:

a plurality of second outbound resources each being
capable of converting an input request message into a
format capable of being played back to a telephone
over a circuit switched network, wherein the router-
filter is to determine to which of the first and second
resources said request message is to be assigned, based

on a message type of said request matching a capability

of one of a first resource and a second resource.

9. The system of claim 1 further comprising:

a plurality of second outbound resources each being
capable of converting an input request message into a
format capable of being transmitted to a paging termi-
nal over one of (1) a circuit switched network and (2)
a paging gateway over an external packet-switched
network, wherein the route-filter is to determine to
which of the first and second resources said request
message is to be assigned, based on a message type of
said request matching a capability of one of a first
resource and second resource.

10. The system of claim 1 wherein a location of each

outbound resource is given by an Internet Protocol address.

11. The system of claim 1 wherein the message is received

from the customer via one of a mail transport protocol server
and a hypertext transport protocol server on the Internet.
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12. The system of claim 1 wherein a protocol used by the
router-filter to communicate with the plurality of outbound
resources is one of HTTP and SHTTP.

13. The system of claim 1 wherein the router-filter is to
send a MIME message.

14. An article of manufacture for supporting a message
delivery system, comprising:

a machine accessible medium containing data that, when
accessed by a machine, cause a server to communicate
with an outbound resource and a database all as part of
an internal packet-switched data network, the server to
store a request message received from a customer of the
message delivery service over an external packet
switched data network, verify that the request message
is from the customer using information in the database,
and assign said request message to the resource which
converts data associated with said request message into
a format capable of being received by a fax machine
over a circuit switched network.

15. The article of manufacture of claim 14 wherein the
medium includes further data which allows the request
message to be received from a customer over the Internet.

16. The article of manufacture of claim 14 wherein the
medium includes further data which, when executed by the
machine, cause the server to determine which of a plurality
of first outbound resources to assign said request message to,
based on which resource offers the least cost of delivering
said request message.

17. A method comprising:

receiving an email message from an external packet data
network;

performing a database lookup in an internal packet data
network to correlate the email message with a user
account;

verifying within the internal network the email message is
associated with a valid user account;

performing within the internal network one of a least cost
routing calculation, a billing calculation, a prioritiza-
tion calculation, and a message filtering operation;

converting within the internal network the email message
into a fax format for transmission to a machine; and

transmitting the converted email message into a public
switched telephone network to a destination telephone
number.

18. A method comprising:

receiving an email message from the Internet;

performing within an internal packet data network a
database lookup to correlate the email message with a
user account;

determining within the internal packet data network if the
email message passes a filter screening criterion;

converting the email message into a fax format for
transmission to a fax machine; and

transmitting the converted email message into a public
switched telephone network to a destination telephone
number.

19. A method comprising:

receiving an email message from the Internet;

performing a database lookup within an internal packet
data network to correlate the email message with a user
account;

queuing the email message within the internal packet data
network;

reading the queued message based on a prioritized order-
ing rule within the internal packet data network;

converting the read message into a fax format for trans-
mission: and

Exhibit D, Page 106



Case 2:11-cv-04239-DDP-AJW Document 44 Filed 03/09/12 Page 112 of 113 Page ID
#:446

US 7,020,132 BI

15 16
transmitting the converted message into a public switched queuing email the message in the internal packet data
telephone network to a destination telephone number network;
associated with the user account. performing a routing operation to determine a destination

to forward the email message;
o ) 5 converting the routed message into a fax format; and
receiving in an internal packet data network an email transmitting the converted message into a public switched
message from the Internet; telephone network to a destination telephone number asso-
correlating the email message with a user account in the ciated with the user account and determined in said routing.

20. A method comprising:

internal packet data network;
#* £ * & *
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